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FOREWORD

(This foreword is not part of the standard)

This standard specifies the satellite air interface standard to be used to support the delivery of IP
satellite services between remote terminals and the satellite access networks’ hub of satellite
access networks based on commercial Ku-band geosynchronous satellites. Throughout the
remainder of this document, the term IPoS is used to refer to the satellite air interface and the
satellite access networks compliant with this standard.

This specification is oriented primarily toward requirements necessary for the design of remote
terminals. The hub is described only to the extent necessary to understand the remote terminal
specifications. Additional requirements not covered in this document are needed for the hub
design.

This document was prepared by the Satellite Communications Division, Working Group
TR 34.1.7, of the Telecommunications Industry Association (TIA).
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OVERVIEW

1.1

Scope

1.2

This document contains the procedures used by remote terminals and the hub for
delivery of traditional Internet Protocol (IP) services in a star satellite access
network.

Remote terminals built to the parameters and procedures specified in this
document can be used to create satellite access networks using commercial Ku-
band geostationary, nonprocessing transponders with footprints within the United
States of America or any other part of the world.

Objectives

1.3

The purpose of this document is to assemble the parameters and procedures
permitting remote terminals from a variety of manufacturers to be compatible
and to obtain services from satellite access networks conforming to this standard.
To ensure this compatibility, this standard defines the essential parameters,
formats, and procedures to a level that creates the same response from the remote
terminals without constraining the particular implementation.

Enhanced capabilities such as performance enhancing proxies (PEPs) are not
defined in this version of the standard.

Document Organization

This document is organized into four sections and two annexes:

Section 1, Overview: This is an introductory section that contains the
document’s organization, references, and definitions of terms.

Section 2, System Architecture: This section describes the major elements
and interfaces in the IP over Satellite (IPoS) system and the organization of
the satellite air interface between remote terminals and the hub.

Section 3, Physical Layer: This section describes the RF parameters,
modulation, framing, and synchronization.

Section 4, MAC/SLC Layer: This section includes the procedures and
formats used to encapsulate user and control information across the satellite
air interface.

Annex A, State Machine: This annex shows the state machines for several of
the processes executed by the remote terminals.

Annex B, IPoS Security: This annex describes the creation and distribution
of various encryption keys used to provide the authentication of users and the
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confidentiality of the information exchanged across the satellite interface in
the IPoS system.

References
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Pictures and Associated Audio Information - Part 6: Extensions for DSM-
cc.>

IEEE Standard 802.3, “Carrier Sense Multiple Access with Collision
Detection and Supplement (CSMA/CD).”
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1.5 Abbreviations, Definitions and Symbols
1.5.1 Abbreviations
For the purposes of the present document, the following abbreviations apply:
Adj adjacent
Agg aggregate
AIBO aggregate input backoff
Ant antenna
AOBO aggregate output backoff
ARQ Automatic Repeat Request
Atmos atmospheric
Attn attenuation
BAP Bandwidth Allocation Packet
BAR Bandwidth Allocation Request
BER bit error rate
BO backoff
bps bits per second
BurstNr burst number
BW bandwidth
CBR constant bit rate
CBC cipher block chaining
CCITT Consultative Committee for International Telegraphy and Telephony
CE constant envelope
CE-OQPSK constant envelope-offset quadrature phase-shift keying
C/N carrier to noise
CON confirm
CONUS contiguous United States

CoS

Class of Service
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C-Plane
CRC

Crr
CSMA/CD
CcwW

D/A

DES
DiffServ
DLC
DLL
DNS
DSM-CC
DstIP
DVB
DVB-S

EBU
EEK
EEMK
EGK
EIRP
EK
elv
EMK
E/S
ETSI

ETSI DTS/SES

ETSIEN

ETSIETS

ETSITR

FCC
FEC
FIFO
FIR
FLL
FSS
FTP

GEO
GK
GIT

HPA
HTTP

TIA-1008

control-plane

cyclic redundancy check

carrier

carrier sense multiple access with collision detection
continuous wave

digital to analog

Data Encryption Standard

differentiated services

data link control

data link layer

domain name server

digital storage media command and control
destination IP address

digital video broadcasting

digital video broadcasting via satellite

European Broadcasting Union

encrypted element key

encrypted effective master key

encrypted group key

effective isotropic radiated power

element key

elevation

effective master key

earth station

European Telecommunication Standards Institute

European Telecommunication Standards Institute Data Transport
Service/Satellite Earth Stations

European Telecommunication Standards Institute European
Standard

European Telecommunication Standards Institute European
Telecommunication Standard

European Telecommunication Standards Institute Technical Report

Federal Communications Commission
forward error correction

first in, first out

Finite Impulse Response

frequency lock loop

fixed satellite services

File Transport Protocol

Geostationary Earth Orbit
group key
gain-to-noise temperature of the receiver

high power amplifier
Hypertext Transport Protocol
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IAP
1B

IC
ICAP
ICAU
ICAU-R
ICMP
ID
IDU
IEC
IEEE
IETF
IETF RFC
IF
IGDP
IGMP
Im
IND
IntServ
IP
IPoS
IPsec
IPv4
IPv6
IR
IRD
IRU
IS
ISO
ITU

LAN
LLC
LNA
LSB

MAC

Max
MF-TDMA
Min

Mis

MK

MPEG
M-Plane
MSB

NACK
NAT
NMC
No.

interference

inroute allocation packet

interleaver B

interleaver C

inroute command/acknowledgment packet
interactive conditional access update
interactive conditional access update response
Internet Control Message Protocol
identification, identities, or identifier

indoor unit

International Electrotechnical Commission
Institute of Electrical and Electronics Engineers
Internet Engineering Task Force

Internet Engineering Task Force Request for Comment
intermediate frequency

inroute group definition packet

Internet Group Management Protocol
Intermodulation

indication

integrated services

Internet Protocol

Internet Protocol over Satellite

Internet Protocol Security

Internet Protocol version 4

Internet Protocol version 6

Interleaver R

integrated receiver decoder

indoor receive unit

Interleaver S

International Organization for Standardization
indoor transmit unit

local area network
logical link control

low noise amplifier
least significant bit

media access control

maximum

multi-frequency time division multiple access
minimum

miscellaneous

master key

Motion Pictures Expert Group

management plane

most significant bit

negative acknowledgment
Network Address Translation
Network Management Center
Number

October 9, 2003
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ODU
OQPSK
Osl

PA
PACAU
PAT
PC
PDU
PEB
PEP
PHY
PID
PIM-SM
PMP
PMT
PRBS
PSI

PtP
PWM
Pwr

QEF
QoS
QPSK

RAM
REQ
RES
RF
RFC
rms
RS
RX

SAP
SDNAL
Sbhu
SeqNr
SerlP
SerNr
SF
SFD
SFNP
SFNPy

Sl
SI-SAP
SLC
SNAP

TIA-1008

outdoor unit
offset quadrature phase-shift keying
open systems interface

power amplifier

periodic adapter conditional access update
Program Association Table

personal computer

protocol data unit

periodic element broadcast

performance enhancing proxy

physical layer

program identifier

Protocol-Independent Multicast-Sparse Mode
point to multipoint

Program Map Table

pseudorandom binary sequence

packet system information

point-to-point

pulse-width modulation

power

quasi-error free
Quality of Service
quadrature phase-shift keying

random access memory
request

response

radio frequency
Request for Comment
root-mean-square
Reed-Solomon code
receive

service access point

satellite dependent network adaptation layer
service data unit

Sequence number

Service Internet Protocol

serial number

superframe

satellite flux density

superframe numbering packet

superframe numbering packet that marks frame N (superframe
number = N/8)

service information

satellite independent-service access point
satellite link control

Subnet Access Protocol
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SOHO
SQF
SrclP
ST
sync

TCP
TCP/IP
TDM
TDMA
Temp
TIA

TK

X

UDP
U-Plane
USB
uw

VSWR
Xmission
XOR

Xpol
Xponder
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small office, home office
signal quality factor
source |IP address
satellite terminal
synchronization

Transmission Control Protocol

Transmission Control Protocol/Internet Protocol
time division multiplexing

time division multiple access

temperature

Telecommunications Industry Association
traffic key

Transmit

User Datagram Protocol
user-plane

universal serial bus
unique word

voltage standing wave ratio
transmission
exclusive ORs

cross-polarization
transponder

Definitions

For the purposes of the present document, the following terms and definitions
apply:

Access network: A satellite, cable, wireline, or wireless network that provides
data transport facilities (satellite, cable, wireline, or wireless) and resources (IP
addresses, DNS service) needed to provide IP-based services to remote users.

Aloha: An access method to inroute channels where remote terminals transmit
with no bandwidth assignments from the hub. Conflicting transmissions are
rescheduled by the remote terminals at a later time using a random backoff
mechanism.

Always on: Type of service that maintains the subscriber session active over the
IPoS satellite access network after the subscriber is registered in the satellite
access network.

Automatic Repeat Request (ARQ): Error detection and correction mechanism
that provides error correction by retransmission.

Best effort: Type of service that delivers packets from source to destination
without QoS guarantees.
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Cyclic Redundancy Check (CRC): A class of linear error detection codes that
generate check bits by finding the remainder of a polynomial division.

Differentiated Services (DiffServ): An approach to provide QoS guarantees in
the Internet where packets are classified into a small number of service classes by
encoding the field in the IP header designated Differential Services Code Point.

Digital Video Broadcasting (DVB) ®!: DVB is an ITU-specified transmission
scheme that supports the transfer of MPEG-2 compressed video, audio, program
guides, and packet data that is adopted in the outroute direction of IPoS.

Domain Name Servers (DNS): DNS is a distributed database that maps Internet
names to [P addresses.

Ethernet: Ethernet is a Local Area Network (LAN) technology that uses 48-bit
addresses to identify the host computers connected to the LAN. Information over
Ethernet is encapsulated into units called frames. The Ethernet frame has a
14-byte header that includes two 48-bit addresses (source and destination) and
the length/type of the payload.

Forward Error Correction (FEC): Method to enhance the robustness of
transmissions by using additional bits to protect the information units.

Inroute group: A set of inroute carriers that use the same physical layer (PHY)
parameters, such as transmission rate and coding scheme, for the group of
logical control and traffic channels supported by the inroute group.

Integrated Services (IntServ): An approach to provide sensitive applications with
QoS guarantees based on reserving specific resources at every router traversed by
the data flows of the application requesting preferential treatment.

Layering: A method of organizing the description of communication protocols
into groups of decoupled processing entities or functions. There is no
requirement to implement layering.

Logical channel: A communication path between the hub and the remote
terminals described in terms of direction, connectivity, and the intended use of
the information transferred.

Multicast: A service that delivers packets from a sender to a group of receivers.
IPoS provides multicast by the hub transmitting only one copy of each packet for
each multicast group over the outroute direction.

Multiprotocol Encapsulation: DVB-compliant specification that supports the
transmission of [P datagrams over broadcast networks.

Network Address Translation (NAT): NAT is an Internet procedure that
translates between two different sets of addresses, typically a set of globally
registered IP addresses for external traffic and a second set of private addresses
used for internal traffic in an access network or a LAN.

IpvBisa registered trademark of the DVB Project.
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Performance Enhancing Proxy (PEP): An approach for improving the
performance of TCP/IP over satellite links by inserting the PEP function at the
hub and the desired remote terminals. PEPs operate above the DLC layer
attempting to hide the losses and delays of the underlying satellite link from the
end-to-end TCP/IP protocol.

Private IP network: A network that reuses the IP address space by being isolated
from the global Internet. Private IP networks might be connected to the global
Internet through a service gateway that provides the translation between private
IP and global IP addresses.

Protocol stack: A conceptual model of a communication protocol using
sequential layers that are represented in a vertical group or stack with the lower
layer at the bottom of the stack.

Protocol Data Unit (PDU): Format used to encapsulate the data transferred
between peer layers at the hub and remote terminals.

Punctured code: An error-correcting code derived from another error correcting
code by deleting or puncturing coded bits from the output of the encoder.

Reserved: When used in connection with [PoS message fields, the term reserved
means that the bits in these reserved fields might be used in future extensions.
Unless otherwise specified, all reserved bits shall be set to binary value '0'".

Satellite link: A physical connection across satellite transponders that a transport
protocol uses to communicate between remote users and the hub in a satellite
access network.

Service Access Point (SAP): Conceptual point at the interface between adjacent
protocol layers where data and protocol information are exchanged.

Sublayer: The result of decomposing a protocol layer into smaller function
groupings.

Systematic encoder: An encoder, the output of which includes the input
information bits followed by the parity bits created by the encoder to provide a
more reliable information transfer.

Transmission Control Protocol/Internet Protocol (TCP/IP): TCP is the most
common transport protocol, using the unreliable IP for moving packets and
datagrams from a source to a destination in terrestrial IP networks. TCP is a
window-based acknowledgment and flow control protocol that uses timeouts,
sends and receives acknowledgments, and performs retransmissions to provide
end-to-end reliable transmissions across multiple networks.

Turbo codes. Turbo encoders are structured with parallel concatenations of
systematic convolutional encoders, the constituent encoders, with interleavers at
the input of the constituent encoders. Turbo decoding uses an iterative decoding
to achieve very good error-correction performance.
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User Datagram Protocol (UDP): An unreliable protocol where one end sends
datagrams without any preliminary connection establishment or subsequent
acknowledgments.

Universal Serial Bus (USB): Standard computer interface used to interconnect
PCs to peripheral devices. USB is a bit-serial bus with speeds from 12 Mbps in
the older USB 1.0 and USB 1.1 versions and up to 480 Mbps in the latest USB
2.0. version.

Upper layers: General reference to protocol layers above the highest layer in the
satellite network access stack. Examples are terrestrial transport layers such as
TCP and UDP and application protocols such as HTTP, FTP, and e-mail.

Symbols

For the purposes of the present document, the following symbols apply:
/or: division
x or* multiplication

|. | indicates absolute value

(3]

single quotation mark used to represent binary fields

a rolloff factor for a root raised cosine shaped filter

AT change in time

T angular 180 degrees

0 angle in degrees from the axis of the mainlobe of the antenna
us microsecond

angular degrees

°C temperature in degrees Centigrade

0x prefix used to represent hexadecimal numbers
BT bandwidth times symbol duration product

cm centimeter

dB decibel

dBuV/m field strength measured as its ratio (in dB) to one microvolt/m
dBi decibels over an isotropic radiator

dB/K gain-to-noise temperature of receivers in dB

10
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dBm

dBc/Hz

dBm/Hz

dBW/kHz

dBpW
dBW
dBW/m’
E()

Ebi

Eui/N,

Ebl/N o

EIRP .«
fx

GHz
hex

H(f)
h(t)

kHz

ksps

October 9, 2003

power expressed as its ratio (in dB) to 1 milliwatt

noise power spectral density where the noise power in one Hz is
expressed in dB relative to the power of the unmodulated carrier

power spectral density indicating the power expressed in dBm
over one Hertz of bandwidth

power spectral density indicating the power expressed in dBW
over one kilohertz of bandwidth

power expressed as its ratio (in dB) to one picowatt (10” watts)
power expressed as its ratio (in dB) to one watt

power density indicating the power in dBW in 1 square meter
exponential

energy per information bit of the received signal at the output of
the decoder

ratio of the energy per information bit and the noise density at
the output of the decoder expressed in dB

ratio of energy per received bit and the noise density at the
output of the demodulator (input to the decoder) expressed in dB

maximum EIRP

Nyquist frequency

Gigahertz (10° Hertz)

hexadecimal notation

filter frequency response

filter impulse response or shaping pulse waveform
Hertz

in-phase component of the modulated signal
imaginary unit

time index

Temperature in degrees Kelvin and convolutional code
constraint length

kilohertz (10° Hertz)

kilosymbols per second

11
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logio

MHz
msec

Msps

sps
Theta
Tuo
Ths
Tusn
Tro
Trs
Tsu

Ts
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decimal logarithm

meter

Megahertz (10° Hertz)

millisecond

Megasymbols per second

Noise density (unit of bandwidth)

quadrature component of the modulated signal
symbol rate

second

symbols per second

angle designation; symbol is 0

hub offset time

propagation time from hub to satellite

Tusu = Tust Tsnu

remote terminal offset time

propagation time from remote terminal to satellite
propagation time from satellite to hub

symbol duration

watts

12
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SYSTEM ARCHITECTURE

2.1

Introduction

2.2

This section is an introduction to the Internet Protocol over Satellite (IPoS)
system. In particular it contains a high-level description of the different
functional capabilities and services of the system and the remote terminals that
give access to users of these services and capabilities in the [PoS system. This
section also describes the protocol architecture adopted for the satellite interface
between remote terminals and the hub through which user data and signaling
information are transferred among the different functional layers of the remote
terminal and the hub.

System Overview

The IPoS system delivers “always on” IP services via geosynchronous satellites
primarily targeted to the following markets:

e Residential/Consumer: The primary service offered to consumers by
IPoS is broadband Internet access, including traditional IP services such
as e-mail, file transfer, and Web browsing based on Transmission
Control Protocol/Internet Protocol (TCP/IP) with additional value-added
IP multicast services such as video/audio streaming, distance learning,
etc.

e Small office/home-office (SOHO): The primary IPoS service offered to
the SOHO market is premium-level broadband Internet access, including
the aforementioned value-added services.

This IPoS standard has been developed to create a multivendor procurement
environment of remote terminals that results in efficient solutions for providing
the two-way satellite Internet access transport capability required by these
residential and SOHO markets. Key characteristics of this standard include:

e Terrestrial IP networks interoperability
o Easy scalability

e Universal applicability

e Easily deployable

e Comprehensive management capability

13
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2.21 Network Architecture

IPoS is a star satellite network that encompasses three major segments:

L.

Hub segment: The hub segment supports Internet access of a large
number of remote terminals via satellite. It is composed of large hub
earth stations and related equipment through which all traffic flows. The
hub segment can be further broken down as follows:

e An IPoS hub earth station is the large earth station through
which many thousands of terminals communicate. A hub earth
station exists at a single loc