ETSI TS 102 527-4 v1.2.1 @o14-12)

ETSI7T__ N\

<

TECHNICAL SPECIFICATION

Digital Enhanced Cordless Telecommunications (DECT);
New Generation DECT;
Part 4: Light Data Services;
Software Update Over The Air (SUOTA),
content downloading and HTTP based applications



2 ETSITS 102 527-4 V1.2.1 (2014-12)

Reference
RTS/DECT-NG268-4

Keywords
access, data, DECT, DPRS, IMT-2000, internet,
interoperability, interworking, mobility, packet
mode, profile, radio, synchronization, TDD,
TDMA

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +334 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
http://portal.etsi.org/chaircor/ETSI_support.asp

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2014.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/
http://portal.etsi.org/tb/status/status.asp
http://portal.etsi.org/chaircor/ETSI_support.asp

3 ETSITS 102 527-4 V1.2.1 (2014-12)

Contents

Intellectual Property RIGNES.... ..ottt e b e s 8
01 Yo (o ST 8
MoOdal VErDS EMINOIOQY .......ccveieeieieece sttt ettt e e e s re s aeeaesbeeaeesbesreensesaeensessesneenseseeeneensessens 8
1 o0 0L S 9
2 L= £ 101 S 9
21 NOFMBLIVE FEFEIEINCES .....cutieiitiite ittt ettt sttt h ettt e e besb e ek e s bt e bt e ae e e e s bese e besheeb e e ae e s e eean e besaeebenneennennen 9
2.2 INfOrMELIVE FEFEIENCES. ...ttt b ettt e e et et bt bt e st e e e e e b sheebeeneene e e enbees 10
3 Definitions, symbols and abbreviationsS ............ccecciiiieeii it 11
31 D= T 0T (0] 1SS 11
3.2 SYIMDOIS. ...ttt ettt b et b e et b e s e Rt bt s e bt b e e Rt SR e e Rt e E e bRt R Rt bRt b e et b n e 12
33 Y o] 1= V7= 0] SR 12
4 DESCIIPLION OF SEIVICES.......ccueiiiitiitestertee ettt b e b e s e et b st e bt b s e et e e e e e st b ne e 13
4.1 Services covered by the present dOCUMENL............oiie i e e sreennees 13
411 110 o (0o (o] o FOO TSP U U PPURTURURPRRIN 13
4.1.2 W oo Lo 0] g K= o1 o USSR 14
4.2 Light Data Services ProtOCOl @rChiteCLUIE...........uecveiie et reens 14
42.1 Data protocol reference CONFIQUIALION ..........ccoieiiieiiee et e e reeae e e snee e 14
4.3 Description of functionality and functional split between PT and FT.........cccoieiivie e 15
431 Functionality Of tNE DECT FP.........ciiiiiiieeeee ettt st b et sb e e 15
4.3.2 Functionality Of tNE DECT PP ......c..ciiiiiiiieit ettt ettt bbb et b e et sb e e 16
4.3.3 U-plane interworking and protocol arChiteCtUIE............c..cciiirieiierce e 16
434 Dynamic considerations 0N U-Plane..........c.cooeiiiiriiineeeree et 16
4.35 C-Plan@ iNLEIWOIKING .....cueieeeeeteiteiete ettt bbb et eb e se b e b e e et e sbeseebesbennenea 17
4.4 Service and Performance ODJECLIVES..........cii i sre e e ea e et e et esnaesnaesraesreas 17
45 General appliCation ENVIFONMENLS. .........ciieiieieeieseeseeseeseesteeee e e e re e e eteestesseesseesseesseesseanssesseanseeseesseessesssnes 18
5 R LY IR =0 (V= 11 1 TSRS 19
51 Service and fEAIUre dEfiNITIONS. .........oiieees et ettt bbbt b st e e e eneas 19
511 PHL SerViCe AefiNIIONS ......cooiiiieeeieeee ettt sttt et e e e se e eese e beseeeseeneeneeneen 19
5.1.2 MAC SENVICE AEFINITIONS. .....coueiieeeee ettt st sae s e e et e e e seesbesaeeseeneeneeneens 19
5.1.3 DL C SErVICE AEfINITIONS. .....eiiiii ettt st eae st e e e e e e e seesbesneeseeneeneeneens 20
514 RV S = 0= o [= T Tl 0] P RSSN 20
515 APPlication SErVIiCe AEfiNITIONS .......ciuiieiiiert bbbt 20
5.1.6 Management Entity (ME) defiNitiONS..........cooieiieiice ettt 20
5.1.7 Cdll Control (CC) and maobility management service definitions..........cccccevoeeveevrccesieseese e 20
5.1.8 U-plane service and interworking defiNitioNS...........cccvieiie et 20
6 Profile SPeCIfiC FEQUITEIMENTS. ..ottt b e et nr b s 20
6.1 LT 0T PSSR 20
6.2 General class/service/iNterWOrking SUPPOM........c.viveieiriereeesereee sttt sttt st sb et se et sb e et sb e et sb e e 21
6.2.1 ClaSS/SEIVICE SUPPIOIT ...ttt sttt sttt ettt b e b e i b se e st b e seeseebese e e e b e sb e e e bt sb e e eb e sbe e ebesbeneebenbennenea 21
6.2.2 Protocol iNtErWOrKiNG SUPPOIT .....coveiveieteiteieie ettt ettt b et se et b e bt sb e 22
6.3 LYoo RO 22
6.4 Physical layer (PHL) FEQUITEIMENES..........ceiieie e ceeseesteeteetestee s este s e s saeeseeeseantesseesseessaesseesseenseensennensnns 22
6.4.1 PhySiCal 1QYEr (PHL) SEIVICES.....ccui ettt sttt sae e st e e b e beentessaeste e be e seenseenneeneennns 22
6.4.2 MOAUIEETION SCREIMES ...ttt a et b e bbbt et e e et e e e besbeeb e e e enneneea 23
6.4.3 PHL service to proCedure MaPPiNG.......ccoeereerueeeeeeesteesteesteetessessessseesseesseesseesseassessesssesssesssesssesssesnsssnsesnes 23
6.5 N O oY= g =0 1] = 0 23
6.5.1 Y O = Y= s YT ot 23
6.5.2 MAC Service to ProCedure MEPPING ......coeiveererieeete ettt sttt st sbe st et sb e et sbesse st bese et sbese et sbesseneens 24
6.6 DL C TAYES ...ttt h et b et h bt eh e R bR eR AR e R R R £ R R e R R R R e Rt Rt R e e bt e e ens 29
6.6.1 DL C IBYEN SEIVICES. ....etiieteiteiete sttt sttt b e et b e et b e et b e s b st b s e e ae e b e s e e ae e b e e e bt e b e s e e st eb e et et ebe s b et eb e b e e 29
6.6.2 DL C Service to ProCedure MEPPING ......c.eeereeertereeiestereeiesteseeiessesessessesessesbeseesesbesessesbeseesesbeseesesbessenessessenenns 29
6.7 INWVVK TBYE <.tttk b e b b e s bt E e s e b e e h bt E s e bt e e b e bt s e st e b s et bt b e e eb e e e ens 29

ETSI



4 ETSITS 102 527-4 V1.2.1 (2014-12)

6.7.1 LCT= 0T o SO PSPPN 29
6.7.2 INWVK FEEIUNES ...ttt sttt sttt sttt sttt sttt s b et et s b et et st et et e st et ebesaeneebe st e e ebesbe e ebenbenens 29
6.7.3 NWHK features to proCedureS MaPPING. ... ..o.eevreeeeeeseesteesieetestesaeseesseesseesseesseesseessessasssesssesssesssesssssnsesnes 31
6.8 N ool FTor (0] g == [ == SSSS 33
6.8.1 F N oo Lo 0] g = U] =SSR 33
6.8.2 Application features to ProCedureS MaPPING. .......cicueieeieereereeeeeeeseeseeseesreessesesseesseesseesseeseessessessseessees 33
6.9 Distributed COMMUNICBLIONS....... .o eieriere ittt eeete et esee e e saeseesee e e neeseesaesneeneeeeneees 35
6.10 Management ENLitY (IME) ..o bbb 35
6.10.1 Management Entity (ME) OPeration MOTES..........cccoirieiririeieresieese sttt 35
6.10.2 Management Entity (ME) mode to procedureS Mapping .........ccoceeeeeeeereerereseseeseesreeseeseeseeseessessesseenseneens 35
7 Profile SpecifiC proCeaureS AESCIIPLION .........coiiiiirierierieiee et sn e 35
7.1 GBNENEL ...ttt h e e bbb ke R oA e R R R e R £ SR e ea £ e R e R e AR e AR e R e e Re R e e e e b e Rt eRe bt Rt enn e e ennes 35
7.2 Management Entity (ME) PrOCEAUIES .........ccui ettt sttt esaesra e teesteenteeeenneennes 35
7.3 Y O = Y= o] 0o = [ =S 35
7.4 [ IO oY= o] xS 35
7.5 NWK TBYEE PrOCEAUIES. .......eeieieteieeiiet sttt h et b et b et eb e se e eb b s bt s e e bt sb e s eb e bt s e e bt b e e enene e e ens 36
751 PT initiated virtual call request (OULgOING Call)........ccoiirieiiirieeseee e 36
752 FT initiated virtual call request (INCOMING CaIIY....c.ceiiiiriiiiice e 37
753 Service Negotiation SPECITIC FUIES .......c.coiiieireee e 38
754 GENENEl PIrOCEAUIES .......ccuieeieete sttt ettt st bt et b e se et eb e e et b e se et eb e sh e e e b e se et ebesb e e ebesbe e ebe st e e enenbennenen 38
7541 SErVICE ChANGE MEJECTTION ...ttt bbbt b st b e b e ens 39
7542 Interactions With tEl€PNONY SEIVICE.......ccii e reenreeae e 39
75421 Switching procedure when a light data service call is already established and thereis an

(L gTee]aaTHgTo AV 0 o= X o= | 39
75422 Simultaneous handling of light data service and voiCe CallS.........ccoveivceieeieere e 43
75.4.2.3 Using alight data service when avoice call isalready established..........cccccoveevvivenccecce e, 43
75424 Handling of Other INTEraClioNS ..........coiiiiiier bbb 43
7543 ENfOrcement Of @NCIYPLION. .......oi ittt e b e et eb e neene 43
75431 Encryption of NG-DECT part 4 data CallS.........ccuireeririiniieeisiereesesee e 43
75432 Encryption of NG-DECT part 4 information exchange over C-plane...........couoeerineeenenicenennenes 44
755 Information exXchange iN the C-Plane...........oociiiiiii bbb 44
7551 C-Plane commands general fOMMEL ..........coireeiirieirereere e 44
755.2 Software Upgrade COMMEANTS ..........ccveieeeeeee e see st e steeste e e e e s e sreesreesteesteeeesseesseesseessesssessensseessnns 45
75521 "Handset version indication” COMMENG .........ccoiiiiriririeeee et 45
75522 "Handset version availabl€" COMMENG.........ccoeiiiiiiniriee e 48
75523 "URL indication™ COMMENG ........ccoiiiiiiiiieieieieses ettt e sb st sr et e b e e e e 51
7.55.2.4 "Negative acknowledgement” COMMANG...........ccooeicriieriiereere e e et ae e se e e enneeeeens 52
7.5.6 1@ 0 1 11 1 11 [ 53
757 Terminal capability INICALTON ........co.iieiri bbbt b et 53
758 Call resources/parameterS NEJOLIALTION ...........coveerieiee ettt b e e be e ebesreneenen 54
759 IWU-BLIIDULES CNENGE........eveeete ettt bbb bbb 57
7.5.10 Broadcast attribUteS ManagemENt .........cccoi bbb 58
7.6 APPIICALTION [QYEr PrOCEAUIES........eieetirtieetertee ettt rb bbbt e bt bbb bt e e bbb ese bt b en e e e ens 58
7.6.1 Binary CONteNt dOWNIOAM ..........coiieiee et sae et e e e e ere e st e e te e te e teeseennneneennes 58
7.6.1.1 Binary content download general reQUIrEMENES. .........c.ecurriereereere e see e e se e e srae e e sreeneees 58
7.6.1.2 LU10 interworking conventions and HTTP Profil@.......coccevieeeieneeiiee e 59
7.6.1.2.1 LU10 interworking conventions and HTTP profile for " Simple binary content download” ........... 59
7.6.1.2.2 LU10 interworking conventions and HTTP profile for "Enhanced binary content download"....... 62
7.6.1.2.3 LU10 interworking conventions and HTTP profile for "Generic multiprotocol binary content

(0 (011 1 o USSR 64
7.6.1.3 Binary content download MEdIALYPE. ........ciiiiirieiierieeete ettt er e 65
7614 Binary content doWNI0a0d SEOUENCE. ........couiririririeierie ettt sttt st b e e b e ebesresnenea 65
7.6.1.5 URI-based PP t0 FP SECUitY reqUITEMENES ......c.eiiieeieiiereetesteriet sttt er e s sb e ebesneneene s 66
7.6.15.1 URI-based PP to FP confidentiality reqUuireMent ............covireeirinieereeeneeeieseeee e 67
7.6.1.5.2 URI-based PP to FP authentication reqUIreMENt ...........coeoererieererieeriesieesieseeieseeee e 67
7.6.1.6 PP 10 FP enhanCed iINEIACLIVITY ......cccieieeie ettt st e e snaesnaesraennees 67
7.6.2 Software upgrade oVer the @ir (SUOTA) ...ttt ettt e s e s reeteeeesneeenes 68
7.6.2.1 SUQOTA geNEral FEOUITEIMIENES. ... .c.veieeeeieiieesteesieeitesieesteesteeteessesseesseesseesseesesseessessseesseesesssesssessensseessees 68
76211 DEFINITIONS. ...ttt e b bt et s bt b e bt e bt e he e e et se et e bbb e s aeene e e ne e 68
7.6.2.1.2 SUOTA general AeSCIiPLION ......c.eeiueeiieieeie e see st esteeee e e e e e e e e e tesseesree s e e sseenseensesneesseenseensenns 68
7.6.2.13 PrOLOCOI OVEIVIBI ...ttt bttt bbbt bt s et et et et sbesbesaeene e e e e e 69

ETSI



5 ETSITS 102 527-4 V1.2.1 (2014-12)

7.6.2.1.4 SUQOTA ProtOCOl SEEPS. OVEIVIEW........eeiueesteeieeieeiestesieeseesteesseeseesseesaesseesseesseessesnsessssssssseessesssenns 70
7.6.2.2 BasiC SUOTA PIrOtOCOI SLEIS .....ecuveiueerieeiieesieeste et eitestesteesteete e e estessaesseesseesseesseesseenseensesssessanssenssensses 72
7.6.22.1 Step 1-PP sends a "Handset version indication” command to the FP..........cccccevvevevcv v 72
7.6.2.2.2 Step 2-FP retrieves url of the next file to be downloaded (FP_URL2)..........ccccevevevvvceeiieneeie s 73
7.6.2.2.3 Step 3-The PP receives the "Handset version available® command fromthe FP...........ccccceevenee. 74
7.6.22.4 Step 4-PP and FP gets the current file from the downloading Server ... vce e ese e 75
76.2.3 Enhanced SUOTA PrOtOCOI SEEPS ......oueueiririeiieierieieete sttt sb e st b e e ebe e ebe e snenen 75
7.6.23.1 Step 1- Enhanced SUOTA POSSIDIE VAITANES........covciiiieiierre e 76
7.6.23.2 Step 2-Enhanced SUOTA POSSIDIE€ VANTANES........cveuiriiieinieiereie st 76
7.6.2.3.3 Step 3-Enhanced SUOTA POSSIDIE€ VANTANES........cveeiriiieerieieireie e 76
7.6.234 Step 4-Enhanced SUOTA POSSIDIE€ VATANES........eiveeiriiieirieieereie st 77
7.6.24 PP security requirementsS in URLL @nd URL2 ........c.oocv it 77
7.6.25 Final notification of success and multiple upgrade SUOTA ..o ieece e 78
7.6.2.6 NOEITICAETON OF FAIUIE.......eiieiieie e et e bbb neen 78
7.6.2.7 User iNtiated SUOTA fla0....c ettt sttt sttt sttt st et saeneebesbeneenens 79
7.6.3 HTTP-based apPIiCaliONS........cceiieiie ettt esae e s teeae e e e e saesse e teenteenseenseeneesneennes 79
7.6.3.1 HTTP-based applications general reqUIrEMENTS..........cveueeieiierieesieseesee s see e sreesre e e sraesreesreeneees 79
7632 Support of additional HTTP header fIEldS ... 80
7.6.3.3 Support Of additional MEAIBLYPES ......c.cceriieiirieeet e 81
7.6.34 SuppPOrt Of CharaCter ENCOMINGS. .......civieerereeiet ettt b e b e b e 81
7.6.35 SIMPIE XHTML PIOFIIE. ..t bbb sn s 81
7.6.3.6 Basaling XHTML PrOfilE ...ttt e b e et s eb e nnene s 82
7.6.36.1 BasiC € EMENES SUPPOIT ...ttt ettt ettt e ettt eb st b et nb e ens 82
7.6.3.6.2 Fgr= e Tl L= 1= 0o o o] 82
7.6.3.6.3 JLIE= o 1= o] o SR 82
7.6.3.6.4 (0] 0 4R S TTa] 0] o RO ROPRTR 82
7.7 INLErWOIKING FEQUITEIMENES ... .eeveeieesieese et eee st et e st et e e e e satesseesaeesaeeseeeseeneeeseesseasseeseeseessaessaesseesseensenneennns 82
7.7.1 IWU-attributes information El@MENT..........cooiiir et b e 83
7.7.2 SDU sizes and setting of SDU DOUNCEITES...........ccooiiiieiieice et 83
7.8 PhYSICal 18YEF PrOCEAUIES.......c.eeuiitieetiiteeet ettt b et b bbbt b s e bt b e e s e bt b e e bt e e en e nnens 83
Annex A (normative): HTTP ProfileS....oe ettt s 84
Al Common HTTP profile (HTTP IIMIited SEL NF.2).....cceciiiiceecieee ettt st ene e 84
A.ll GENEIEl FEOUITEITIENES ...ttt ittt ettt ettt ettt b bbb e bt s b et bt s b e e b e s b e e e bt e b et b s e e st ebene et e b e s b et ebe e e 84
A.l2 SUPPOIEd HTTP MELNOUS ...ttt b et b et nb e e 84
Al21 [ I 1 111 o o O 84
A.l122 HEAD MENOU ......coeiiecee ettt sttt st e et et st et be st e e s besbe e ebenbenene 84
A.123 @ 1] I 1171510 o OSSPSR 84
A.l24 L 0TS T T o e =0 [0T= S S 85
A.13 Request URI and HOSt header fIEld ..........oocui ettt neen 85
A.131 Use of the 1oCaINOSE HOSE VAIUE.........coueiiieeie et s 86
A.l4 SuppOrted HTTP header fIElUS...... .ot e e nnaesneas 86
A.1l5 SUPPOIEA MEIATYPES ...ttt ettt b et h e b et b e s e st b e e b et bese et b e b et b b e 87
A.16 Redirections of GET (OF HEAD) FEQUESES.........coutrueiriirieisiesieise sttt sbe e 87
A.l7 BYLE-TANJE OPEIBIIONS. .....cv vttt sttt ettt b e s bt s bbbt b e st e b e et e bt b et b e e e bt e b e e e st e b et e st ebe et 88
A.l7.1 Byte-range operations rel @ted FESPONSES.........c.ii ettt b et sb e 88
A.17.2 Byte-range operations related header fIeldS..........ooeiiiiiiiii e 89
A.1.73 BYLE range OPEraliON USE CASES .......couireeuirtereeieete sttt ste et e et besb et b st e e bt b e e bt st e e eb e s be e et e se et ebesb et ebe b e 89
A.17.31 Use case 1: standard downloading with default application packet size of 12 kKBytes..........cccecvvueneen. 89
A.1.7.3.2 Use case 2: standard downloading with application packet size of 48 KBYLES..........ccccvvevvvevereerieenen. 90
A.1.7.3.3 Use case 3: Download with interruption iN-DEIWEEN ..........ccoieiieiieceee e 91
A.18 ST oo o (ol o I I = ) SRR 92
A.2 Extended HTTP profile (HTTP limited St Nr.3).....cceeciiiieeeceee ettt s 93
A21 GENEIEl FEOUITEITIENES ......etiiete sttt sttt st b e bbbt h e s bt b e b et b e e b e e e bt b et b e s e et b e ne e st e b e s b et eb e e 93
A22 @ LY 1171 o SRS 93
A221 Example of POST MELNOG ..ottt bbb 94
A.2.2.2 RedireCtion Of POST FEOUESES. ......cviueiteieieriereete sttt sttt sttt sttt st st b e bbbt b e et b e bbb 94
A2221 GENErAl FEQUITEIMENTS ... .eeiteeie et eieeteestee e e e steste st e s teesae e teesteeseesseesteesseeseeseesneesneesseenseenseenseaneessensnens 94
A.2222 LR LS =0 (1= ot Bl T 0 7= 1= g o SR 95
A.23 SUpPOrted HTTP header fIElUS........cvi ettt e e nneenneas 96

ETSI



6 ETSITS 102 527-4 V1.2.1 (2014-12)

Annex B (normative): BaSiC SUOTA ottt sttt sre e besreene s 97
B.1 Basic SUOTA FPto management SErver iNtErfaCe......ccoiiieiiiieie et 97
B.1.1 FP request (FP_URLL) CONSLIUCTION ....c.uiueitirieiireirieiriineeiesies ettt sttt st sbesne e 97
B.1.2 PHIVELE PAIBIMELEIS. ...ttt bbbt bbb bbbt b e bt b e e bt e b e e et b et et eb e e 98
B.2 Basic SUOTA management server t0 FP INtEITaCe ... 98
B.3 Basic SUOTA possible implementation (EXamMPle) ........cceeceieeieiiceeieceeee et 100
Annex C (informative): ENhanced SUOT Ao 102
C.1 Enhanced SUOTA example-use of Basic/Digest authentication and HTTPS from FPto MS,

LaTRT = =0 oY1 = = SR 102
C.2 Enhanced SUOTA example-use of HTTPS from FPto MS, initiated by the MS...........cocoiiiiiennes 104
C.3 Enhanced SUOTA example-use of HTTPS from FPto MS, initiated by the FP...........c.ccocveieiennns 106
C.4 Enhanced SUOTA example-use of TR-069.........cccccecieiiiieie ettt s 108
c41 INErOAUCEION AN GIBOIAIM ...ttt ettt b et b e e b se et b et b s b et ebesb e e ebesbenneneas 108
C4.2 DELAIl ©0 IMESSAPES ... cveeeueetere ettt ettt et b bbb st bt s e e ae bt s e e s e e bt b e s e e bt e e e ae e bt s e e e b e b e bt e bt b e s e eb et e e e bt nn e e ens 110
c421 GeNEral MESSAGE FONMBL........couirieieteriee ettt bbbt b et b e sb e e et b bt b b 110
C4.22 Preliminary " Inform™ @XCNENGE .........coiieirie bbb e 110
C4.221 101 (o o TSP PT SR PTR 110
C4.222 LT g =S oo TS SR 111
C4.23 [T Y g1 a=o I <ot o= T =SSR 112
C4.231 Download (from SEIVEr tO FP) ...ttt e 112
C4.232 DownloadResSponse (frOmM FP 10 SEIVEN) .....eoiee ettt s 112
C4.233 Preventing too many Downl0ad MESSAgES. ........ccuveierrierieieeiesie e see e see et eee e e te e reesresneesneesnes 112
C4.24 Transfer COMPIELE EXCHANGE ........couiiiiiierec bbb e 113
C4241 TransferComplete (from FP 10 SEIVEL) .....oe ittt 113
C4.24.2 TransferCompleteResponse (from SEVEN 10 FP) .......c.oiiiiiienirerereee s 113
C4.25 Error handling-"Fallt" MESSAE. ... ..c.uiirieeriieirierte sttt bbb a et s b b 114
C4.26 ALEINELIVE BXCRANGES. ...ttt b et b et b et b et b e e b b eb s bt e et b b e e bt se e ens 114
C4.26.1 RequestDownload (from SEIVES 10 FP).......cccoiiiiieeeese ettt 114
C4.26.2 RequestDownloadResponse (from SErVEr 10 FP) ........oovv ettt 115
Annex D (informative): Recommended implementation of procedures............ccocverenerenenecnnenn 116
D.1 Example of coding of "Handset version indication" followed by one "URL indication" C-plane

0TS o LN (i (o 1 o ) SRS 116
D.2 Example of coding of "Handset version available" followed by three "URL indication” C-planes

MESSATES (FP IO PP) ettt e st e e e s se et e s tesneeneenreeneens 118
D.3 Example of IWU-ATTRIBUTES coding (PPto FP direction) .........cccccvvveveieeiese e 120
Annex E (informative): Implementation QUIEIINES...........ooeiieeces s 122
E.1l  PPIimplementation QUIEIINES........ccoiiiiii ettt 122
El1l CAPADITTY DTS ...t b bbb e bbb bbb 122
E.12 SECUNTY MECHBNISIMIS. ...ttt b bbb e st bbb b 122
E.13 AL TOCBEE FEOUESL .......c.eeeeteeete sttt sttt sttt b bt b e bt b e b et bt e b e e e bt e b e e e bt e b e e e bt e b e st e b e e b e nteb e b et ebesbe e ebeebe e 122
E.1l4 C-PlaANE EXCNAINGES......c.ecueitieeieit ettt bbb bbbt b bbb b e bt s b e b e st b e e e bt e b e s e st eb et et eb e b e 122
E.15 DPRS Call SEIUD ...ttt ettt ettt ettt b et b et b e e et eb e se e st bt s e e se e b e se et eb e se et ebenb et ebesbe e b e nne e ene s 123
E.16 DUring €StalISNEA Call .........cueiiiiiieiee bbb e b et en b e 123
E.2 FPIimplementation QUIEIINES........cccoiiiiiiiiesee ettt 123
S 2 0 o o 1 111 VA < 1 OO oo 123
E.2.2 S o U Y11= o 7= 0 1 124
E.2.3 AL TOCEEE BECEPE ...ttt b b b e et b e bt eb e s e e e eb e s e et eb e s b et eb e see e ebesbeneebeebeseenesbeneenea 124
E24 C-PlaANE EXCNAINGES......c.eceeitieeieit ettt bbb bt h bbbt bt e bt s b et et b e e e bt e b e b e st e b et e st e b e b 124
E.25 {CC-CONNECT} format for aDPRS Call ........ccciiiiiiiiiieerieeee e 124
E.2.6 DUring €StalISNEA Call .........cuiiiiiieiieee ettt b e et b e et n e e 125

ETSI



7 ETSITS 102 527-4 V1.2.1 (2014-12)

Annex F (informative): DLC layer Guidelinesand USE CaSES........ccoeerverreeieesieseesiesreesiesreeeesre e 126
N R B = o [ M=o U = 1= £ RS 126
F.1.1 LI S S Lo e oS 126
F.1.2 RELrANSMISSION PIOLOCO ......c.eeiiteieeieete ettt ettt sttt e et eb e et b e et eb e s e et et e s e et ebesbe e ebenbe e ebenbenneneas 126
F.1.3 PDU Structure and PaylOadl.............ooveeiirieiiereerte ettt b e e b e bt b bbb neene 126
F.1.3.1 FUL0ATrameES @liaS PDUS.......ccueouieieieie ettt st sttt eseeseesbesaesseeneeneeneesaessesneeneeeensenes 126
F.1.3.2 FU10a frames numbering (PDU SEqUENCE NUMDENS).......c.ciuirieiriirieiriinieesie et 126
F.1.3.3 PDU SITUCKUIE ...ttt ettt b e s e s h e e st e et e ae e e Re e e R e e b e e n e e s e s e e sanesaeenneenreenneens 126
F.1.34 PDU TENGLN ...ttt bbbt b et b e bbbt ner et n e 127
F.1.35 PDU PAYIOBA. ......c.eeveiiietiiseeie sttt b bbb Rt 127
F.1.3.6 L DU oT"o o ] o [ET SO O RSP PT ST P PR PR 127
F.14 SDUS ettt E R R R R R R R R R R Rt bR Rt n R ren s 127
F.14.1 9=, 1 1o o SR 127
F.1.4.2 SDU SEOIMENES. ...ttt sttt r et se e r e s Rt h e e bt s e e s s e s e e s e sE e sh e e Rt e et b e e s e snenresreereennennennea 128
F.1.4.3 SDU boundaries and MOre it (IM)......co.ceiereeieieee et 128
F.1.5 Transit delay and SDU HHFEIIME. ..o bbb bbb 128
F.1.6 (tranSMILEEr) WINOOW SIZE.......oiuiiieiieiieie ettt bbb bbb bbb st b ens 129
F.1.7 FU10c frames (=0ne ACK + SEVEral NACKS) ..ottt sttt s en e 129
F.17.1 FUL10c in FU10aframes (i.€. iIN@PDU) .....cccoiiiiiiiiee ettt see et e et ae e e e sneenseenneens 129
F.1.7.2 FU10c frames + datain the SAME PDU.........coiiiiiiiiie et e 129
F.1.7.3 Use of CONSECULTIVE FUTLOC FIAIMES ......couiiiiieie sttt sttt bbbt sn et ne e e 129
F.1.7.4 [T = T =0 0] 0= PRI 130
F.1.8 SYNCAIONIZALTON FTAIMES..... ettt e e st e et e et e st e sae e aeenteenteeneesseessaesseenseenseeneennns 130
F.1.9 00 0 = o Y Y =SS 131
F.2  PDU enCOOING EXEMPIES ..ottt sttt b b ne e e e se st bbb nn e s 131
F.2.1 Encoding of PDUS (fOr SDU daLa) .........coueeeteriiirierieieie sttt st se et b e s b e b e e b b seeneas 131
F.211 Lo U =SSOSO ST RP ST PT SRR 131
F.2.1.2 L= o =SSOSO TSSOSO T TSP STPTRT PP RP 133
F.2.1.3 USE CBISES. ....eeureeurieurestee st e st et e st st e s ae s bt e st st e st e b e e b e e b e e R e e e e £Re e SR e e AR e e R e e e e eRn e eRe e R e e R e e Rt ean e e e e sRnenReenRe e reereen 133
F.2.1.31 (0000177 01 1[0] = OO PO U PP URURRRPP 133
F.2.1.32 USE CASE L.ttt b et bRt bR R R Rt R Rt b e n s 133
F.2.1.33 USE CASE 2.ttt ettt e bbbt s bR Rt E Rt R bR R R R R Rt R Rt n b r s 134
F.2.1.34 USE CASE 3.ttt ettt e bt b e b s bR Rt E bR R R R R R R Rt R Rt n b n s 134
F.2.1.35 (O E X o= PR P PP UPP PP 135
F.2.2 Encoding of PDUS (fOr ACK @O NACKS)......cciiiiiieieierieiete sttt et be e ene b neeneas 135
F.221 Lo U =SSOSO ST RP ST PT SRR 135
F.2.2.2 S CBSES. ...ttt ettt et ekt e itk et e bt e ek et e bt e ek e e e st e et e e e ase e e ek et e ase e Sa b e e SR e e SR e £ e Re e Sa R e e e Re e e EeeeRe e e neeeaneeeanneenneee e 137
F.3 DLC layer PDU tranSmiSSION USE CASES.......ceouertrreerersteaeeseesseestesseesssssesssssessesssessesssessessesssessessessesses 137
F.3.1 Use Case 1 - tranSMiSSION OK ......coueiieiiieriirteste sttt ettt ettt b et e e e s et e se e eb e s bt ehe e e e e e besbesbe e e enneneenes 137
F.3.2 Use case 2 - very small PDU - transmiSSiON OK .......c.coceiieiieiierie e eiestee e eeee e s sneesaeesaeeses e snsesnaesnees 138
F.3.3 USE CASE 3 - ONE PDU IOSE.....cveieeiieieeiee sttt bbbt b e bbbt et e e e e b sb e b e e e e e e e e e 139
F.3.4 Use case 4 - many PDUS0st - twO FULOC frameS iN @rOW.......ccueieeiieiie et sie et ssae e 140
F.3.5 Usecase 5 - FU10c frame + datain the SAmME PDU.........coiriiiiiiieeeee e e 142
F.3.6 USE CBSE 6 = SYNC FTAIME ...ttt b ettt et eb e bbbt b e s e et eb e s e et eb e sb et ebesb e e ebenbenneneas 143
F.3.7 Use case 7 - Repeating the PDU number in the first NACK ..o 143
F.4 DLCand DPRSrelevant and irrel@vant ClalUSES.........ccoveieirriene et ens 144
F4.1 REIGVANT CIALISES ...ttt bbbttt se e e s et e b s bt bt e bt e st e se e e e et e besbeebe e e e e e neearas 144
F4.11 ETSI EN 300 175-4 [4] (DLC) .ottt sttt sttt 144
F.4.1.2 ETSI EN 301 649 [15] (DPRS) ....veiiieiiririeitisiesesesieiese sttt ss e s e s sne s 145
F.4.2 [ITEIEVANT CLALSES. ... .ccueeeeeeeete sttt b ettt b e bbbt h e e et e se e e E e e bt bt eb e e et eae e e e b e e b e sbeebeeneenneneentas 145
F4.21 ETSI EN 300 175-4 [4] (DLC) .ottt 145
Annex G (informative): Bibliography ....cc.cceee e e 146
L1 PP 147

ETSI



8 ETSITS 102 527-4 V1.2.1 (2014-12)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Digital Enhanced Cordless
Telecommunications (DECT).

The present document is based on ETSI EN 300 175, parts 1 [1] to 8 [8], ETSI EN 300 444 [14] and ETSI
EN 301 649 [15]. General attachment requirements and speech attachment requirements are based on ETSI
EN 301 406 [11] (replacing ETSI TBR 006 [i.2]) and ETSI EN 300 176-2 [10] (previoudly covered by ETSI
TBR 010 [i.3]). Further details of the DECT system may be found in ETSI TR 101 178 [i.1].

The present document has been devel oped in accordance to the rules of documenting a profile specification as described
in ISO/IEC 9646-6 [i.14].

The information in the present document is believed to be correct at the time of publication. However, DECT
standardization is arapidly changing area, and it is possible that some of the information contained in the present
document may become outdated or incomplete within relatively short time-scales.

The present document is part 4 of a multi-part deliverable covering the New Generation DECT asidentified below:
Part 1.  "Wideband speech”;
Part2:  "Support of transparent | P packet data";
Part 3:  "Extended wideband speech services';

Part 4. " Light Data Services; Software Update Over The Air (SUOTA), content downloadingand HTTP
based applications”;

Part5:  "Additional feature set nr. 1 for extended wideband speech services'.

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "may not", "need", "need not", "will",
"will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms
for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document specifies a set of functionalities of the New Generation DECT.

The functionalities defined in this profile are based on DECT base standard, ETSI EN 300 175, parts 1 [1] to 8 [§],
DECT Generic Access Profile (GAP), ETSI EN 300 444 [14], and DECT Packet Radio Service (DPRS), ETS|
EN 301 649 [15].

The New Generation DECT provides the following basic new functionalities:
. wideband voice service;
. packet-mode data service supporting Internet Protocol with efficient spectrum usage and high data rates.

All DECT devices claiming to be compliant with this Application Profile will offer at least the basic services defined as
mandatory. In addition to that, optional features can be implemented to offer additional DECT services.

The aim of the present document is to guarantee a sufficient level of interoperability and to provide an easy route for
development of DECT data applications, with the features of the present document being a common fall-back option
available in al compliant to this profile equipment.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 300 175-1: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (CI); Part 1: Overview".

[2] ETSI EN 300 175-2: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (Cl); Part 2: Physical layer (PHL)".

[3] ETSI EN 300 175-3: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (Cl); Part 3: Medium Access Control (MAC) layer”.

[4] ETSI EN 300 175-4: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (Cl); Part 4: Data Link Control (DLC) layer".

[5] ETSI EN 300 175-5: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (Cl); Part 5: Network (NWK) layer”.

[6] ETSI EN 300 175-6: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (Cl); Part 6: Identities and addressing”.

[7] ETSI EN 300 175-7: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (Cl); Part 7: Security features'.

[8] ETSI EN 300 175-8: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (Cl); Part 8: Speech and audio coding and transmission”.
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[9]

[10]
[11]
[12]

[13]
[14]

[15]
[16]
[17]

[18]
[19]
[20]
[21]
[22]

NOTE:
[23]

2.2
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ETSI EN 300 176-1: "Digital Enhanced Cordless Telecommunications (DECT); Test
specification; Part 1: Radio”.

ETSI EN 300 176-2: "Digital Enhanced Cordless Telecommunications (DECT); Test
specification; Part 2: Audio and speech”.

ETSI EN 301 406: "Digital Enhanced Cordless Telecommunications (DECT); Harmonized EN for
Digital Enhanced Cordless Telecommunications (DECT) covering the essential requirements
under article 3.2 of the R& TTE Directive; Generic radio”.

Void.
Void.

ETSI EN 300 444 "Digital Enhanced Cordless Telecommunications (DECT); Generic Access
Profile (GAP)".

ETSI EN 301 649: "Digital Enhanced Cordless Telecommunications (DECT); DECT Packet
Radio Service (DPRS)".

ETSI TS 102 527-1: "Digital Enhanced Cordless Telecommunications (DECT); New Generation
DECT; Part 1: Wideband Speech ".

ETSI TS 102 527-3: "Digital Enhanced Cordless Telecommunications (DECT); New Generation
DECT,; Part 3: Extended Wideband Speech Services'.

Void.

IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".

IETF RFC 1034: "Domain names - concepts and facilities® (STD 13).

IETF RFC 1035: "Domain hames - implementation and specification” (STD 13).

W3C Recommendation 23 November 2010: "XHTML™ 1.1 - Module-based XHTML - Second
Edition".

http://www.w3.0rg/TR/2010/REC-xhtml 11-20101123/.

IETF RFC 3629 (2003): "UTF-8, atransformation format of 1SO 10646".

Informative references

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]

[i.3]

[i.4]
[i.5]

[i.6]
NOTE:

ETSI TR 101 178: "Digital Enhanced Cordless Telecommunications (DECT); A high Level Guide
to the DECT Standardization".

ETSI TBR 006: "Digital Enhanced Cordless Telecommunications (DECT); General terminal
attachment requirements’”.

ETSI TBR 010: "Digital Enhanced Cordless Telecommunications (DECT); General Terminal
Attachment Requirements; Telephony Applications'.

Void.

The Broadband Forum's (formerly DSL -Forum) Technical Report 069 (TR-069): "Technical
Reports for a Customer Premises Equipment (CPE) WAN Management Protocol”.

Web pages of the Unicode Consortium.

http://www.unicode.org/.
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[i.7] IEEE 802.3™: "|EEE Standard for Information technology - Specific requirements - Part 3:
Carrier Sense Multiple Access with Collision Detection (CMSA/CD) Access Method and Physical
Layer Specifications' (also known as | SO/IEC 8802-3).

[i.8] |EEE 802.5™: "|EEE Standard for Information technology - Telecommunications and information
exchange between systems - Local and metropolitan area networks - Specific requirements -
Part 5: Token Ring Access Method and Physical Layer Specification” (also known as
ISO/IEC 8802-5).

[i.9] IETF RFC 1661: "The Point-to-Point Protocol (PPP)".

[i.10] I SO/IEC 8859-1: "Information technology -- 8-bit single-byte coded graphic character sets --
Part 1: Latin alphabet No. 1".

[i.112] I SO/IEC 8859-2: "Information technology -- 8-bit single-byte coded graphic character sets --
Part 2: Latin alphabet No. 2".

[i.12] I SO/IEC 8859-15: "Information technology -- 8-bit single-byte coded graphic character sets --
Part 15: Latin alphabet No. 9".

[1.13] I SO/IEC 9646-7: "Information technology - Open Systems Interconnection - Conformance testing
methodology and framework - Part 7: Implementation Conformance Statements”.

[i.14] I SO/IEC 9646-6: "Information technology - Open Systems I nterconnection - Conformance testing
methodology and framework - Part 6: Protocol profile test specification™.

[i.15] ETSI TS 102 527-5: "Digital Enhanced Cordless Telecommunications (DECT); New Generation
DECT,; Part 5: Additional feature set nr. 1 for extended wideband speech services'.

[i.16] IETF RFC 791 (1981): "Internet Protocol” (STD 5).

[1.17] IETF RFC 768 (1980): "User Datagram Protocol" (STD 6).

[1.18] IETF RFC 793 (1981): "Transmission Control Protocol” (STD 7).

[1.19] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax" (STD 66).

NOTE: |ETF RFC 3986 obsoletes IETF RFC 2396.
[i.20] IETF RFC 2817: "Upgrading to TLS within HTTP/L.1".

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin ETSI EN 301 649 [15] and the following
apply:

distributed application: application available to the user on a DECT handset, for which part of the code (behaviour)
and/or datais located on the handset (local tier) and part of it islocated in the network (remote tier), and more
specifically on one or more HTTP servers hosted by-or on behalf of-the FP's vendor

Light Data Services (LDS): basic DECT data services with limited data rate and simplified implementation

softwar e package: set of files sharing the same version identifier, and needed by the PP for installing or upgrading an
application or afirmware

NOTE: The software package is often simply referred to as the "software”.

softwar e upgrade Downloading Server (DS): site of a PP vendor, or operated on behalf of a PP vendor, from where
the software image rel eases can be downloaded
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softwar e upgrade M anagement Server (M S): site of a PP vendor, or operated on behalf of a PP vendor, where
information about new software image releases for handsets, and their locations (on the downloading server) can be
found

Software Upgrade Over The Air (SUOTA): capability to upgrade the Software or the Firmware in the PP by means
of downloading it from the FP viathe DECT air interface

softwar e version identifier: parameter that identifies a software package, including the software package version

NOTE: From PP to FP, this parameter identifies the currently installed software package. From FP to PP it
identifies the software package to be installed as aresult of the upgrade (and is shared by all the files
needed for the upgrade). Details and examples are provided in clause 7.5.5.2.1.

3.2 Symbols

For the purposes of the present document, the symbols given in ETSI EN 301 649 [15] and the following apply:

C For conditional to support (process mandatory)

I For irrelevant or out-of-scope (provision optional, process optional), not subject for testing

M For mandatory to support (provision mandatory, process mandatory)

N/A For not-applicable (in the given context the specification makes it impossible to use this
capability)

6] For optional to support (provision optional, process mandatory)

O.x Option comprising number of items

X Excluded, not allowed

The symbols defined in this clause are applied for procedures, features, and services in the present document if not
explicitly otherwise stated. The interpretation of status columnsin al tablesis asfollows:

. Provision mandatory, process mandatory means that the indicated feature service or procedure are
implemented as described in the present document, and may be subject to testing.

. Provision optional, process mandatory means that the indicated feature, service or procedure may be
implemented, and if implemented, the feature, service or procedure are implemented as described in the
present document, and may be subject to testing.

NOTE: The used notation is based on the notation proposed in 1SO/IEC 9646-7 [i.13].

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI EN 301 649 [15] and the following apply:

ACS Auto-Configuration Server

ASCII American Standard Code for Information I nterchange
BER Bit Error Rate

CISS Call Independent Supplementary Services

CLIP Calling Line Identification Presentation

CLSS ConnectionL ess Supplementary Service

CNIP Cdling Name Identification Presentation

D-GMEP DPRS Generic Media Encapsul ation Protocol

DBPSK Differential Binary Phase Shift Keying

DPRS DECT Packet Radio Service

DNS Domain Name Server

DQPSK Differential Quadrature Phase Shift Keying

DS Download(ing) Server

EMC Equipment Manufacturer Code

GAP Generic Access Profile

GF higher layer information control channel - alogical channel to the MAC layer
GFSK Gaussian Frequency-Shift Keying

GMCI Generic Media Context |dentifier

GMEP See D-GMEP
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HTML HyperText Markup Language

HTTP HyperText Transfer Protocol

HTTPS HTTP Secure

HW HardWare

IE Information Element

Ipe higher layer Information channel protected, transported multiplexed with signalling in the E+U
type slots

[P higher layer Information channel (protected) with multi subfield format

IpMR higher layer Information channel (protected) with multi subfield format and error correction using
MOD-2 retransmission mechanism

Ipo higher layer Information channel (protected) with single B-field

IpQR higher layer Information channel (protected) with single subfield format, with error correction
using MOD-2 retransmission mechanism

LAPC Link Access Protocol for the Control plane (a DLC layer C-plane protocol entity)

LDS LightData Services

Ly Length of HW Version identifier

Ls Length of SW Version identifier

Ly Length of URL content in this 1E

MOD-2 Modulo 2

MS Management Server

MT MAC control channel on A-tail field, or one message on such channel

n Current requested file number (value of the "fileNumber" parameter in the current "Handset
Version indication" command)

N¢ Number of files to be downloaded for a given Software upgrade (1 < Ny < 15)

PD Protocol Discriminator

QAM Quadrature Amplitude Modulation

SIPF higher layer connectionless channel (protected) transported multiplexed with signalling in the E+U
type dots

SOAP Simple Object Access Protocol

SSL Secure Sockets Layer

SUOTA Software Upgrade Over The Air

SW SoftWare

TBR Technical Basisfor Regulation

TCP/IP Transmission Control Protocol/Internet Protocol

TI Transaction Identifier

TLS Transport Layer Security

uIS User Initiated SUOTA

URI Uniform Resource Identifier

URL Uniform Resource Locator

UTF-8 UCS Transformation Format 8 bits

WAN Wide Area Network

XHTML eXtensible HyperText Markup Language

XML eXtensible Markup Language

4 Description of services

4.1 Services covered by the present document

41.1 Introduction

The present document defines a set of what has been named "Light Data Services'. Light Data Services are packet
mode data services for specific applications, based on DPRS[15], and designed to be implementable using ssimplified

operation modes.

The following Light Data Services are defined by the present document:
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. Software Upgrade Over The Air (SUOTA); SUOTA may be automatic, user initiated, or possibly pushed from
the management server.

. Binary content download; thisisused in SUOTA for the actual software download, and can also be used to
define proprietary distributed applications to be used on handsets.

. HTTP based applications; this isintended to allow the design of DECT specific applications based on alimited
browsing functionality.

Further Light Data Services may be created by further releases of the present document, or by other DECT
specifications.

4.1.2  Application scenario

The Light Data Services defined by the present document have been designed as a complement to voice service
terminals. Therefore, the expected scenario is that PPs and FPs implementing the present specification, are also
implementing one of the DECT voice services. The services defined by the present document have been optimized to be
anatural complement of New Generation DECT; part 1: wideband speech [16], and New Generation DECT: part 3:
extended wideband speech services[17]. However, it is also possible the use the Light Data Services in combination
with plain GAP [14] terminals.

The application scenario assumes that there is a data connection at the DECT FP that allows the connectivity to external
application servers that participate in the service from application point of view. Such data connectivity istypically via
the Internet. However, other scenarios of connectivity may exist, including the case when the FP incorporates locally
the network side application server. The network side implementation of the scenario is out of the scope of DECT
standardization. However, the descriptions given in the present document will assume the most expected case of data
connectivity viathe Internet, and remote application serverslocated at any internet location. Other cases, as exotic
connectivity or local implementation of the network side server are adaptation of the general scenario, without impact
on the DECT air interface protocols.

4.2 Light Data Services Protocol architecture

The common characteristic of all Light Data Services defined by the present document is the use of the DPRS[15],
generic media encapsulation interworking mode (DPRS [15], clause B.8). The generic media encapsulation isa DPRS
facility that allows the direct transportation of multiple application protocols. In the case of the Light Data Services
defined in the present document, the application protocol isHTTP (as defined by RFC 2616 [19]) supporting only the
modes defined by DPRS[15], clause B.8.

Another characteristic of the protocol architecture defined in the present document is that the application protocol is
transported without the use of any transport layer protocol (TCP [i.18] or UDP[i.17]). This approach, that has been
chosen in order to simplify implementations, relies on the request/response nature of the application protocol and
requires some collaboration from it in order to perform the tasks normally done by the transport layer (TCP).

The result of the approach isthat PPs do not need to implement the TCP protocol.

4.2.1 Data protocol reference configuration

Figures 1 and 2 define the U-plane and C-plane protocol stacks used in the Light Data Services defined by the present
document.
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PP FP
Binary content HTTP-based Binary content doyvnlqad [ HTTP-based
L applications
download applications
HTTP forwarding/gatewaying
Common / for external services HTTP
Common HTTP Profile / Extended HTTP 11
Extended HTTP Profile. Profile. :
DECT DLC LU10 / DPRS annex B.8 DECT DLC LU10/DPRS TCP
annex B.8
DECT MAC DECT MAC IP
DECT PHY DECT PHY PHY (LAN, ADSL, etc)
Figure 1. Reference model of the U-plane protocol stack
PP FP
Sofware C-plane Interworking
Sofware Upgrade Upgrade HTTP
C-plane commands C-plane commands 11
DECT NWK layer DECT NWK layer
TCP
DECT DLC C-plane DECT DLC C-plane
DECT MAC DECT MAC IP
DECT PHY DECT PHY PHY (LAN, ADSL, etc)
Figure 2. Reference model of the C-plane protocol stack
4.3 Description of functionality and functional split between PT

and FT

Thetop level service provided to the Portable Part implementing the present document is alayer 7 application based on
the IETF protocol HTTP [19]. Assuming the most usual scenario, as described in clause 4.1.2, the application level
interaction happens between the DECT PP-that is therefore the end-point of the application protocol-and any host
located at any Internet location, with TCP/IP connectivity towards the DECT system.

The server located on the Internet-also called the network side server-isaregular "host” from Internet point of view,
i.e.itisahost for IP[i.16], TCP[i.18] and the application layer. However, in the DECT system, the IP and TCP layers

are terminated at the FP, while only the application layer travels to the PP. Therefore the DECT FP is the end-point for
IP and TCP connections.

4.3.1 Functionality of the DECT FP

In addition to being the end-point of IP[i.16] and TCP [i.18] layers, the FP may be involved in a PP data sessionin
different ways:

. Simple forwarding of PP requests to the WAN (to DECT specific service), with possible adjustment of
requests (Range header).
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. Forwarding of PP requests to the WAN (to anon DECT specific service), with adjustment of responsesto the
limited profiles used by the PP ("HTTP Common profile", "HTTP Browsing profile", "Light Browsing
profile").

e  Addition of asecurity service: creation of an SSL/TLS tunnel from FP to HTTP server. Refer to [i.20] for
details.

. Hosting of an HT TP server for local services.

4.3.2 Functionality of the DECT PP

The DECT PP acts as the end-point for the application protocol (HTTP). The PP isusually the "client”" in a client/server
relationship with the network host that is usually the "server". However this asymmetric relation isirrelevant from the
DECT point of view, that would as well support the opposite client/server relationship if required.

4.3.3 U-plane interworking and protocol architecture

The U-plane protocol architecture (see figure 1) reflects the principle of TCP and IP termination at FP side. The
application protocol (HTTPin al cases covered by the present document) is transported over DPRS LU10 service using
the generic encapsulation described in clause B.8 of ETS| EN 301 649 [15].

The fact that the air interface transport is done without a transport layer, requires some cooperation from the application
layer. In the case of HT TP, the message oriented structure of the protocol with a request/response operation mode in
near al cases, makes this direct operation possible. The design of the application at both places should, however, take
into account that it will be transported without a transport layer (TCP) over part of the data path.

The DPRS U-plane transport (LU10) is able to deliver the application packetsin areliable way and is able to carry
information about the position of the application packet boundaries. In the event of impossibility of reliable
transmission (for instance due to successive radio errors), the DPRS U-plane transport is able to indicate to application
layer that the received application packet is not complete.

4.3.4 Dynamic considerations on U-plane

Limiting ratio " Application packet size/ PDU size" . Due to the operation without transport layer, one of the factors
that should be considered by the HTTP application design at both sides is using a correct value for the maximum size of
the HT TP packets (messages). While the operation with TCP allows the transportation of variable size and virtually
very large application packets, in the scenario covered by the present document, it is convenient to restrict the size of
the packetsto proper values, that makes the ratio "size of the application packet/size of the DECT DL C segment" not
too large. The DECT DLC segment isthe PDU of the LU10, with asize of 64 bytesfor 2-level modulation and long
slot.

NOTE 1: The current version of the present document does not use the optional application packet segmentation
into several SDUs (a.k.a'chopping' facility); so using the ‘application packet size' hereis roughly
equivalent to using the 'SDU size' for computing the ratio. If chopping were used (see ETS
EN 301 649 [15], clauses B.8.2 and 12.8.4 for indicator in the <<SETUP CAPABILITY>> |E), using the
'SDU size' instead of the 'Application packet size' might be more relevant in some situations and not in
other, and thisistherefore left for further study.

Increasing ratio " Application packet size/ PDU size" upon good radio link quality. For optimal operation, the
value of this ratio should be dynamically adjusted depending on the radio conditions:. for optimal radio link quality the
size of application packets (and the ratio) may be increased. If the radio link quality decreases, and there are
transmission errors and DL C retransmissions, the ratio should be reduced, by reducing the maximum size of the
application packets.

NOTE 2: However, this capability of dynamically adjusting the application packet depending on radio conditions
reguires communication between the DECT Management Entity and the application layer, and is seen as
an option for advanced implementations.

Minimum application packet size. From aradio link quality perspective, avalue of 12 kBytes (equivalent to 200 times
the DECT PDU size) is considered a convenient value for the maximum application packet sizein FT => PT direction,
and this is the mandatory figure to be supported by all devices implementing the present document. For the PT => FT
direction, the mandatory value to be supported by all implementationsis 1,5 kBytes.
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The implementations may optionally support the use of larger application packet sizes. The supported maximum size at
both sides (when different of the default values) shall be announced by means of the <<Setup Capability>> IE

(see clause 12.22 of ETSI EN 301 649 [15]). Application packet sizes larger than the default values may only be used
when supported by both peers.

Maximum SDU size. Although a minimum application packet size is defined from aradio link perspective, the actua
application packet size may be limited by memory constraints on real devices on sending and receiving sides. This
constraint is expressed in terms of maximum size of SDUs. The Maximum value for the SDU size is negotiated on a per
connection basis with the <<IWU-Attributes>> |E (see clause 7.6.1.2.1.3 and ETSI EN 301 649 [15], clause B.2.1).

Because chopping is not used in the present document, the size of an application packet shall therefore not exceed the
maximum SDU size (minus SDU header size = 2) used for the connection.

NOTE 3: The maximum value for the "Max SDU size" fieldsis 131 040 bytes (16 380 x 8) (see ETSI
EN 301 649 [15], clause B.2.1).

The "Range" header of HTTP/1.1 should be used for controlling the application packet size at application level. The
value set in the Range header should be consistent with the values announced in the <<SETUP CAPABILITY>> |E.

Application level packet size control. When application packet sizes larger than the default values are supported, it is
assumed that the implementation has the capability to adjust the real size of the packets according to radio conditions.

NOTE 4: It means that the applications should not use always, by default, the maximum supported size.

PPs should control the size of the uplink application packets by deliberately limiting the size of application packetsit
issues (e.g. avoiding the use of unnecessary HTTP headers), and should control the size of downlink application packets
by means of the "Range" header in HTTP/1.1 requests.

Application level packet size versusradio conditions. The exact value of the application packet size, and how it is
related to the radio conditionsis up to the implementer.

NOTE 5: A value of 32 000 bytesis equivalent to approximately 5 seconds of transmission over a single bearer,
long slot channel and optimal radio conditions.

4.3.5 C-plane interworking

The DECT C-planeis used for different functionsin the Light Data Services architecture. One of the most obviousis
the DPRS virtual call setup and release. In most application cases, thisis usually done by the PP side after request of the
data application (see for instance the figure 3). On the FP side, the sending of HT TP requests through the set-up virtual
call triggers the opening of one or several TCP connections with the distant Internet host, or hosts (since in some
scenarios severa hosts participate in the service). In some cases, the DECT C-plane is used to transport the routing
information (URL) of this network side server (see clause 7.5.5.2.1).

It is also possible to use the opposite scenario, where the DECT FP receives a TCP connection from a distant host, and
this action triggers a FP initiated virtual call setup towards the PP. This scenario is, however, less usual and, because of
it, the FP initiated virtual call is optional.

4.4 Service and Performance Objectives

In order to allow wide use of the present specification, and taking into account that in most casesit will be a
complement of DECT voice services, only single bearer operation over long slot and DPRS Class 4 are defined as
mandatory. There is however the option of using DPRS Class 3 or Class 2 management, and, if Class 2 is used, the
option of offering multibearer and asymmetric bearers support.

The service and performance objectives are shown in tables 1 and 2.
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Table 1: Summary of service capabilities

Service DPRS Class mode

Class 4 Class 3 Class 2
Point-to-point protected data transfer PP-FP with ARQ YES YES YES
Point-to-point protected data transfer FP-PP with ARQ YES YES YES
Point-to-multi-point data transfer FP-PP - - -
Point-to-point data transfer PP-PP - - -
(distributed communication)
Authentication YES YES YES
Encryption YES YES YES
Connection oriented operation YES YES YES
Virtual Call (VC) operation YES YES YES
Intra-cell bearer handover YES YES YES
Inter-cell bearer handover YES YES YES
Inter-cell connection handover (for multicell systems) OPTIONAL | OPTIONAL | OPTIONAL
Inter-cell external handover OPTIONAL [ OPTIONAL [ OPTIONAL
Suspend /resume - YES YES
Multibearer connections YES
Asymmetric connections YES
Fast setup OPTIONAL

Table 2: Summary of Performance objectives
Performance DPRS Class
Class 3or4 Class 2

Maximum supported SDU size (FT = > PT)

> 752 octets

> 752 octets

Maximum supported SDU size (PT = > FT)

> 752 octets

> 752 octets

Mandatory sustainable unidirectional or bidirectional throughput.

64 kbit/s

64 kbit/s

Optional maximum sustainable unidirectional throughput (Class 2
system), GFSK 2-level modulation.

8448 kbit/s net

Optional sustainable full bi-directional throughput (DPRS Class 2
system), GFSK 2-level modulation

460,8 kbit/s net

Maximum one-way delay

Down to 50 ms
configurable

Down to 50 ms
configurable

Establishment of PT to FT physical connection (average) <50 ms <50 ms
Establishment of FT to PT physical connection (average) <50 ms <50 ms
Undetected bit error ratio <1010 <1010
Uncorrected bit error ratio (for air interface BER 103 and <107 <107

delay = 100 ms)

4.5

Figures 3 and 4 describe the general application scenario of the Light Data Services described in the present document.
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pp (DPRS Over the Air) FP HTTP
HTTP 1.1 requests server
application y HTTP 1.1 based )y < forwarded >
(local tier) | requests 4 __
Application
A A DPRS LU10 transport TCP/IP transport (remote
Full interaction tier)
APIs &
Middleware
: C plane interactions
Operating DECT NWK | _ _ DECT NWK
system and stack and stack
Figure 3: General application scenario (applicable to all services)
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Figure 4. Application scenario for Software upgrade over the air (SUOTA)

5

Relevant requirements

The requirements of ETSI EN 301 649 [15] relevant for Class 2, Class 3 or Class 4 equipment shall apply with the
modifications stated in clauses 5 and 6 of the present document.

The encapsulation of external data protocol shall be done as stated in ETSI EN 301 649 [15], clause B.8.

In any case, the requirements of ETSI EN 300 176-1 [9] shall apply as well.

5.

5.1.1

1

Service and feature definitions

PHL service definitions

For the purpose of the present document, the definitions of ETSI EN 301 649 [15], clause 4.3.1 shall apply.

5.1.2

MAC service definitions

For the purposes of the present document, the definitions of ETSI EN 301 649 [15], clause 4.3.2 shall apply.
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51.3 DLC service definitions

For the purposes of the present document, the definitions of ETSI EN 301 649 [15], clause 4.3.3 shall apply.

514 NWK feature definitions

For the purposes of the present document, the definitions of ETSI EN 301 649 [15], clause 4.3.4 plus the following shall
apply:

General Light Data Service Procedures[NGLDS-N.1]: NWK layer procedures needed for the operation of this
profile.

Softwar e upgrade over theair, C-plane [NGLDS-N.2]: NWK layer procedures needed for upgrading the software of
the PP.
5.1.5  Application service definitions

For the purposes of the present document, the definitions of ETSI EN 301 649 [15], clause 4.3.5 plus the following shall
apply:

Binary content download [NGLDS-A.1]: Ability to download binary files (or other) from a content server using
HTTP protocol.

Softwar e upgrade over the air [NGLDS-A.2]: Ability to upgrade the software of the PP.
HTTP-based applications[NGL DS-A.3]: Ability to browse HTML pages from the PP.

5.1.6 Management Entity (ME) definitions

For the purposes of the present document, the definitions of ETSI EN 301 649 [15], clause 4.3.7 shall apply.

5.1.7 Call Control (CC) and mobility management service definitions

For the purposes of the present document, the definitions of ETSI EN 301 649 [15], clause 4.3.8 shall apply.

5.1.8 U-plane service and interworking definitions

For the purposes of the present document, the definitions of ETSI EN 301 649 [15], clause 4.3.9 shall apply.

6 Profile specific requirements

6.1 General

The tables listed in this clause define the status of all protocol elements (i.e. features, services, and procedures), which
can be: mandatory, optional, conditional under the provision of another protocol element, outside the scope of the
present document, or not applicable. The statusis identified by the status column designations defined in clause 3.2, and
is described separately for FT and PT.

All optional elements shall be process mandatory according to the procedures described in the present document.

Protocol elements defined as mandatory, optional or conditional in this clause are further defined in the referenced
DECT specification, or, if needed, in clause 7 of the present document.

New Generation DECT; part 4 is defined as an application specific access profile of DPRS[15]. All procedures not
specific to the New Generation DECT, part 4, are referenced to their original descriptionin ETS|I EN 301 649
(DPRS) [15].
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encapsulation) and clause B.8.3.4 (HTTP limited set nr. 2).

NOTE: TheHTTP limited set nr. 2 (ETSI EN 301 649 [15], clause B.8.3.4) implements the mandatory
requirements of the present document (see clauses 7.6, A.1 and A.2). The HTTP limited set nr. 2,
contrarily to the HTTP limited set nr. 1 (ETSI EN 301 649 [15], clause B.8.3.3), does not require that all

FP implementations include a full HT TP implementation. Some FPs could even be designed to be as

transparent as possible from the application-layer point of view (i.e. HTTP), relying on the HTTP subset

implemented by the PP to ensure the dialog with the server. One of the reasons for thisisthat full-

featured browsing is not among the first targeted applications of the present document (although some PP
implementations could be rich enough to allow it). Also, some of the targeted applications could rely on a

NG-DECT part 4 specific server
(aserver implementing the requirements of the present document), thus purposely restricting the set of

HTTP features used on server side.

In any case, the requirements of ETSI EN 300 176-1 [9] and ETSI EN 300 176-2 [10] shall be met by all equipment
conforming to the present document.

The requirements tables in the following clauses are derived from the ETSI EN 301 649 [15]. In the service to

procedure and feature to procedure mapping tables, the status of each particular itemis explicitly stated only when it
constitutes a change to the status indicated in ETSI EN 301 649 [15].

6.2 General class/service/interworking support

6.2.1 Class/service support

The following service classes and end-user services shall be supported by New Generation DECT, part 4 equipment.

Table 3: General class and service support

Item Name of service Reference Support status
PT FT
DPRS-G.1 DPRS Class 1 4.3.8 [15] I [
DPRS-G.2 DPRS Class 2 4.3.8 [15] o] o]
DPRS-G.3 Frame Relay (FREL) 4.3.9 [15] and annex B [15] M M
DPRS-G.4 Character stream 4.3.9 [15] and annex C [15] | I
DPRS-G.5 DPRS Class 3 4.3.9 [15] and annex C [15] ®) ®)
DPRS-G.6 DPRS Class 4 4.3.9 [15] and annex C [15] M M
NOTE: The reference column refers to the relevant clause in the referenced document.
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6.2.2 Protocol interworking support

The following protocol interworking modes shall be supported by New Generation DECT, part 4 equipment.

Table 4: General service/interworking support

Status
Service Interworking Reference PT FT
DPRS-G.3, Frame Relay (FREL) 4.3.9 [15] and M M
annex B [15]
DPRS-1.1, Ethernet 4.3.9 [15] and B.4 [15] [ I
DPRS-I.2, Token Ring 4.3.9 [15] and B.5 [15] [ I
DPRS-I.3, IP 4.3.9 [15] and B.6 [15] [ I
DPRS-1.4, PPP 4.3.9 [15] and B.7 [15] [ I
DPRS-I1.5, Generic media encapsulation | 4.3.9 [15], B.8 [15] and M M
7.6.1.2 (see note 2)
DPRS-G.4, Character stream 4.3.9 [15] and | I
annex C [15]
DPRS-1.6, V.24 4.3.9 [15] and C.4 [15] [ I

NOTE 1: The reference column refers to the relevant clause in the present or in the referenced document.
NOTE 2: The applicable clauses in 7.6.1.2 according to table 13 shall apply.

On regard to the Interworking conventions, the specific interworking requirements described in clause 7.7 shall also
apply.

6.3 Void

6.4 Physical layer (PHL) requirements

6.4.1 Physical layer (PHL) services

New Generation DECT, part 4 devices shall support the following Physical layer (PHL) services.

Table 5: Physical layer service support [15]

Iltem Name of service Reference Support status

PT FT
DPRS-P.1 GFSK modulation 4.3.1[15] M M
DPRS-P.2 1/2 DBPSK modulation 4.3.1[15] @) (®)
DPRS-P.3 /4 DQPSK modulation 4.3.1[15] (0] (0]
DPRS-P.4 /8 D8PSK modulation 4.3.1[15] @) O
DPRS-P.5 16 QAM modulation 4.3.1[15] o] (@)
DPRS-P.6 64 QAM modulation 4.3.1[15] o] (@)
DPRS-P.7 Physical Packet P32 4.3.1[15] o] o
DPRS-P.8 Physical Packet P64 4.3.1[15] M M
DPRS-P.9 Physical Packet P67 4.3.1[15] o] (0]
DPRS-P.10 Physical Packet P80 4.3.1[15] 0 (0]
DPRS-P.11 General PHL 4.3.1[15] M M
DPRS-P.12 Fast hopping radio 4.3.1[15] O o

NOTE:  The reference column refers to the relevant clause in the referenced document.
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6.4.2 Modulation schemes

The following modulation schemes defined by ETSI EN 300 175-2 [2], annex D shall be supported.

Table 6: Allowed combinations of modulation schemes

Modulation S-field A-field B + Z-field Support status
scheme
la GFSK GFSK GFSK M
1b 1/2-DBPSK 7/2-DBPSK 1/2-DBPSK )
2 1/2-DBPSK 7/2-DBPSK T/4-DQPSK O
3 1/2-DBPSK 7/2-DBPSK 7/8-D8PSK O
5 T/2-DBPSK 71/2-DBPSK 16 QAM O [15]
6 T/2-DBPSK 7t/2-DBPSK 64 QAM O

6.4.3 PHL service to procedure mapping

The PHL service to procedure mapping of ETSI EN 301 649 [15], clause 5.3 shall apply.

6.5 MAC layer requirements

6.5.1 MAC layer services

New Generation DECT data devices shall support the following MAC layer services.

Table 7: MAC service support

Item Name of service Reference Support status
(note 1) PT FT
DPRS-M.1 General 4.3.2 [15] M M
DPRS-M.2 Non continuous broadcast 4.3.2 [15] 0O (@)
DPRS-M.3 Continuous broadcast 4.3.2[15] M M
DPRS-M.4 Paging broadcast 4.3.2[15] M M
DPRS-M.5 B-field advanced connection control|  4.3.2 [15] o] (@)
DPRS-M.6 Ipp_error_detection 4.3.2 [15] M M
DPRS-M.7 Ipp_error_correction 4.3.2 [15] (0] (0]
DPRS-M.8 U-plane point-to-multipoint service 4.3.2 [15] | I
DPRS-M.9 Cg higher layer signalling 4.3.2 [15] M M
DPRS-M.10 C higher layer signalling 4.3.2 [15] (0] (0]
DPRS-M.11 Encryption activation(GAP-M.7) 4.3.2 [15] M M
DPRS-M.12 Encryption deactivation(GAP-M.14) | 4.3.2 [15] C73 C73
DPRS-M.13 Quality control 4.3.2 [15] M M
DPRS-M.14 Physical channel selection 4.3.2 [15] M M
DPRS-M.15 SARI support 4.3.2 [15] M O
DPRS-M.16 DPRS Bearer handover 4.3.2[15] M M
DPRS-M.17 Fast setup 4.3.2 [15] C74 C74
DPRS-M.18 Connection handover 4.3.2 [15] ©) (0]
DPRS-M.19 Gg channel 4.3.2 [15] C76 C76
DPRS-M.20 IPQ_error_detection 4.3.2 [15] (0] (0]
DPRS-M.21 IPQ_error_correction 4.3.2 [15] (0] (0]
DPRS-M.22 Ipy_encoded protected 4.3.2 [15] C75 C75
DPRS-M.23 Ipg channel 4.3.2 [15] C76 C76
DPRS-M.24 Full slot 4.3.2 [15] 0 o]
DPRS-M.25 Long slot 640 4.3.2 [15] M M
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Item Name of service Reference Support status
(note 1) PT FT
DPRS-M.26 Long slot 672 4.3.2[15] ®) 0]
DPRS-M.27 Double slot 4.3.2[15] ®) 0
DPRS-M.28 Multibearer connections 4.3.2[15] C74 C74
DPRS-M.29 Asymmetric connections 4.3.2 [15] C74 C74
DPRS-M.30 Simplified A-field advanced 4.3.2 [15] M M
connection control
DPRS-M.31 Re-keying (GAP.M.15) 4.3.2 [15] C77 C77
DPRS-M.32 Early encryption (GAP.M.16) 4.3.2[15] C78 C78
DPRS-M.33 AES/DSC2 encryption (GAP.M.17) 4.3.2 [15] 0] (0]
(see note 2)

C73: IF DPRS-N.28 or DPRS-N.29 then M else I.

C74: IF DPRS-M.5 THEN O ELSE I.

C75: IF DPRS-P.5 (16 QAM) OR DPRS-P.6 (64 QAM) THEN M ELSE O.

C76: IF DPRS-M.29 THEN M ELSE O.

C77: IF NWK layer procedure "Re-keying during a call* of DPRS-N.43 (GAP.N.35) is implemented

THEN M ELSE O.
C78: IF NWK layer procedure "Early encryption" of DPRS-N.43 (GAP.N.35) is implemented THEN
M ELSE O.
NOTE 1: The reference column refers to the relevant clause in the referenced document.
NOTE 2: IF implemented THEN DPRS-N.44 (GAP.N.36) shall be implemented.

6.5.2 MAC service to procedure mapping

The MAC layer service to procedure mapping specified in ETSI EN 301 649 [15], clause 6.2, with the following
changes and additional features shall apply [15].

Table 8: MAC service to procedure mapping

Status
Service Procedure Reference PT FT
(clause)
DPRS-M.1 General 4.3.2 [15] M M
Frame and Multiframe structure 10.1.1 [15] M M
Bit mappings 10.1.2 [15] M M
Scrambling 10.1.4 [15] M M
Error control 10.1.5[15] M M
RFP idle receiver scan sequence 10.1.8 [15] M M
PT states and state transitions for 10.1.10.1 [15]| C802 | C802
PTs not supporting fast setup
Identities 10.1.11 [15] M M
A-field Multiplexer (T-MUX) 10.21.1 [15] M M
B-field control Multiplexer (E/U-MUX), |10.21.2.1 [15]| C804 | C804
basic modes
DPRS-M.2 Non continuous broadcast 4.3.2 [15] (0] 0]
Request for specific Q channel 10.2.1 [15] (0] (0]
information
Request for a new dummy 10.2.2 [15] o o
DPRS-M.3 Continuous broadcast 4.3.2 [15] M M
Downlink broadcast 10.3 [15] M M
DPRS-M.4 Paging broadcast 4.3.2 [15] M M
Paging messages 10.4.1 [15] M M
MAC layer information messages 10.4.2 [15] M M
procedures
LCE paging procedure 10.4.3.1 [15] M M
MAC paging procedure 10.4.3.2[15] | C801 | C801
Paging detection: High duty cycle 10.4.4.2 [15] | C809 | C809
(when there is an active virtual
connection in suspend state)
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Status
Service Procedure Reference PT FT
(clause)

Paging detection: High duty cycle 10.4.4.2 [15] (0] (0]

(when there is no active virtual

connection)

Paging detection: Normal duty cycle | 10.4.4.1[15] | C810 | C810

(when there is an active virtual

connection in suspend state)

Paging detection: Normal duty cycle | 10.4.4.1[15] | C811 | C811

(when there is no active virtual

connection)

Paging detection: Low duty cycle 10.4.4.3 [15] (0] (0]

(when there is no active virtual

connection)
DPRS-M.5 B-field advanced 4.3.2 [15] (0] (0]
connection control

Fast setup 10.10.1.215]] O (0]

idle-locked state with set-up detection| 11.1.3.2 [3] 0] I

Logical connection setup 10.5 [15] M M

Logical connection release 10.6 [15] M M

Connection modification to change 10.7.1 [15] M M

bandwidth (including suspend)

Connection modification to change 10.7.2.1 [15] (0] (0]

MAC service type

Connection modification to change 10.7.2.2 [15] (0] (0]

slot type

Connection modification to change 10.7.2.3 [15] (0] (0]

modulation scheme or adaptive codec

rate

B-field Single bearer Physical 10.8.1 [15] M M

connection setup

B-field Physical Connection release 10.9 [15] M M

B-field Single duplex bearer setup 10.10.1 [15] M M

Usage of channel list messages 10.10.1.3[15]] M M

B-field Crossed bearer release 10.11.2 [15] 0 0]

B-field Unacknowledged bearer 10.11.1 [15] M M

release

B-field Acknowledged bearer release | 10.11.3 [15] 0] 0]
DPRS-M.8 U-plane point-to-multipoint 4.3.2 [15] I I
service

Connectionless Sl, mode 10.13.3 [15] M M
DPRS-M.9 Cg higher layer signalling 4.3.2 [15] M M

Cg channel data 10.14.1 [15] M M
DPRS-M.10 C.. higher layer signalling 4.3.2 [15] (0] (0]

Cr channel data 10.14.2 [15] M M

B-field control Multiplexer (E/U-MUX), |10.21.2.2 [15] M M

Cr modes
DPRS-M.11 Encryption activation 4.3.2 [15] M M
(GAP-M.7)

Encryption process - initialization and | 10.15.1 [15] M M

synchronization

Encryption mode control 10.15.2 [15] M M

Encryption handover control 10.15.3 [15] M M
DPRS-M.12 Encryption deactivation 4.3.2 [15] C73 C73
(GAP-M.14)

Encryption mode control 10.15.2 [15] M M
DPRS-M.13 Quality control 4.3.2 [15] M M

RFPI handshake 10.16.1 [15] M M

PT frequency correction procedure 10.16.2 [15] 0] 0]

Bearer quality report 10.16.3 [15] M M

Bearer quality report for asymmetric |10.16.3.1 [15]| C803 | C803

bearers (MAC-mod2-ACK)

Bearer and connection control 10.16.4 [15] 0] 0]
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Status
Service Procedure Reference PT FT
(clause)
A-CRC handshake 10.16.5 [15] M M
DPRS-M.14 Physical channel 4.3.2 [15] M M
selection
Physical channel selection 10.17 [15] M M
DPRS-M.15 SARI support 4.3.2 [15] M 0]
Downlink broadcast 10.3.2.3 [15] M M
DPRS-M.16 DPRS Bearer handover 4.3.2 [15] M M
B-field MAC Bearer replacement 10.18 [15] C804 | C804
procedure
B-field MAC Bearer handover 10.19 [15] C805 | C805
procedure
A-field Bearer handover request (M) | 10.23.4 [15] | C806 | C806
DPRS-M.17 fast setup 4.3.2 [15] C74 | c74
FT initiated initial duplex bearer setup |10.10.1.3[15]] M M
PT receiver scan sequence 10.1.9 [15] M M
Fast setup control in MAC resume 10.4.3.2.2 M (0]
and control page message [15]
PT states and state transitions for 10.1.10.2[15]] M M
PTs supporting fast setup
Listen for setup control codes in 10.11.6 [15] M M
Release message
DPRS-M.18 Connection handover 4.3.2 [15] (®) 0
B-field Advanced connection 10.12 [15] C804 | C804
handover
A-field connection handover request | 10.23.5[15] | C806 | C806
(MT)
DPRS-M.19 G channel 4.3.2 [15] C76 C76
Gg channel transmission 10.20.1.1[15]] O (0]
G channel data reception 10.20.1.2[15]] M M
DPRS-M.6 4.3.2 [15] M M
Io\_error_detection service
Type 3: Ip_ error_detection symmetric| 5.6.2.1 [3] M M
MAC service
Type 7: |,_ error_detection 5.6.2.2 [3] C803 | C803
asymmetric MAC service
Multi-subfield protected B-field 6.2.1.3.3 [3] M M
Q1/Q2 bit setting for: I5_ 10.8.1.3.2 [3] M M
error_detection
Protected | channel error_detect 10.13.1 [15] M M
procedure
DPRS-M.7 4.3.2 [15] o o
Io\_error_correction service
Type 4: |,_ error_correction 5.6.2.1[3] M M
symmetric MAC service
Type 8: Ip_ error_correction 5.6.2.2 [3] C803 | C803
asymmetric MAC service
Multi-subfield protected B-field 6.2.1.3.3 [3] M M
MOD-2 protected channel operation 10.8.2 [3] M M
Protected | channel error_correct 10.13.2 [15] M M
mode
DPRS-M.20 4.3.2 [15] 0] O
lpo_error_detection service
Type 3: Ip_ error_detection symmetric| 5.6.2.1 [3] M M
MAC service
Type 7: lp_ error_detection 5.6.2.2 [3] C803 | C803
asymmetric MAC service
Single-subfield protected B-field 6.2.1.3.4 [3] M M
Q1/Q2 bit setting for: I5_ 10.8.1.3.2[3]| M M
error_detection
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Status
Service Procedure Reference PT FT
(clause)
Protected | channel error_detect 10.13.1 [15] M M
procedure
DPRS-M.21 4.3.2 [15] 0 0
lpo_error_correction service
Type 4. Ip_ error_correction 5.6.2.1[3] M M

symmetric MAC service

Type 8: Ip_ error_correction
asymmetric MAC service

5.6.2.2[3] | C803 | C803

Single-subfield protected B-field 6.2.1.3.4 [3] M M
MOD-2 protected channel operation 10.8.2 [3] M M
Protected | channel error_correct 10.13.2 [15] M M

mode

DPRS-M.22
Iox_encoded protected

432[15] | C75 | C75

Type 5: Ip_ encodec protected
symmetric MAC service

5.6.2.1[3] M M

Type 9: Ip_ encodec protected
asymmetric MAC service

5.6.2.2[3] | C803 | C803

Channel coding

1.1 3] M M

DPRS-M.23 4.3.2[15] C76 C76
Io channel
B-field control Multiplexer (E/U mux), |10.22.2.3 [15] M M
E+U mode
Io¢ channel general 10.22.1 [15] M M
Io¢ channel advanced procedures 10.22.2 [15] (0] (0]
Io channel error correct procedures | 10.22.3 [15] | C807 | C807
Slpg channel 10.22.4 [15] | C808 | C808
DPRS-M.24 4.3.2 [15] o o
Full slot
D-field mapping for the full slot 6.2.1.1.2 [3] M M
structure (physical packet P32)
B-field mapping for the full slot 6.2.1.3.1.2 [3] M M
structure (physical packet P32)
DPRS-M.25 4.3.2 [15] M M
Long slot 640
D-field mapping for the variable slot 6.2.1.1.4 [3] M M
structure (physical packet P0O0j) with
j =640
B-field mapping for the half and long |6.2.1.3.1.3[3]| M M
slot structure (physical packet P0Oj)
with j = 640
Additional procedures for Long and D.2 [15] M M
double slots
DPRS-M.26 4.3.2[15] O O
Long slot 672
D-field mapping for the variable slot 6.2.1.1.4 [3] M M
structure (physical packet P00j) with
j=672
B-field mapping for the half and long [6.2.1.3.1.3 [3] M M
slot structure (physical packet P0Oj)
with j = 672
Additional procedures for Long and D.2 [15] M M
double slots
DPRS-M.27 4.3.2 [15] O O
Double slot
D-field mapping for the double slot 6.2.1.1.1 [3] M M
structure (physical packet P80)
B-field mapping for the double slot 6.2.1.3.1.1[3]] M M

structure (physical packet P80)
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Status
Service Procedure Reference PT FT
(clause)

Additional procedures for Long and D.2 [15] M M
double slots

DPRS-M.28 Multibearer connections 4.3.2 [15] C74 C74
Multi bearer Physical connection 10.8.2 [15] M M
setup
MBC Multibearer control 10.8.2.1 [15] M M

DPRS-M.29 Asymmetric connections 4.3.2 [15] C74 C74
Double simplex bearers 10.10.2 [15] M M
Upstream Double simplex bearer 10.10.2.2[15]] M M
setup (B-field)
Downstream Double simplex bearer |10.10.2.2 [15] M M
setup (B-field)
Fast bearer release 10.11.3 [15] M M
Unacknowledged double simplex 10.11.1 [15] M M
bearer release
Acknowledged double simplex bearer | 10.11.2 [15] (0] (0]
release

DPRS-M.30 simplified A-field 4.3.2 [15] M M

connection control
PT initiated A-field advanced bearer 10.23.2 [15] M M
setup (MT)
Connection/bearer release (MT) 10.23.3 [15] M M
Connection modification to change 10.7.2.1 [15] (0] (0]
MAC service type
Connection modification to change 10.7.2.2 [15] (0] (0]
slot type

C73: IF DPRS-N.28 or DPRS-N.29 THEN M ELSE I.

C74: IF DPRS-M.5 THEN O ELSE I.

C75: IF DPRS-P.5 (16 QAM) OR DPRS-P.6 (64 QAM) THEN M ELSE O

C76: IF DPRS-M.29 THEN M ELSE O.

C801: IF DPRS-M.5 THEN M ELSE O.

C802: IF DPRS-M.17 THEN | ELSE M.

C803: IF DPRS-M.29 THEM M ELSE I.

C804: IF DPRS-M.5 THEM M ELSE I.

C805: IF DPRS-M.5 THEM O ELSE I.

C806: IF DPRS-M.30 THEM M ELSE I.

C807: IF DPRS-M.7 OR DPRS-M.21 THEM M ELSE I.

C808: IF DPRS-M.8 THEM O ELSE I.

C809: IF (DPRS-ME.2 OR DPRS-ME.3) THEM O ELSE I.

Cs810: IF (DPRS-ME.2 OR DPRS-ME.3) THEM M ELSE I.

C811: IF DPRS-N.8 THEM M ELSE O.

NOTE:  The reference column refers to the relevant clause in ETSI EN 301 649 [15] or in the referenced

document.
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6.6 DLC layer

6.6.1 DLC layer services

New Generation DECT, part 4 devices shall support the following DLC layer services.

Table 9: DLC service status

Status

Item no. Name of service Reference PT FT
DPRS-D.1 LU10 Enhanced Frame RELay service (EFREL) 4.3.3 [15] M M
DPRS-D.2 FU10a 4.3.3[15] M M
DPRS-D.3 FU10b 4.3.3[15] | I
DPRS-D.4 FU10c 4.3.3[15] M M
DPRS-D.5 Data Link Service (LAPC + Lc) class A service 4.3.3[15] M M
DPRS-D.6 Data Link Service (LAPC + Lc) class U service 4.3.3[15] o o
DPRS-D.7 Lc Frame delimiting and sequencing service 4.3.3[15] M M
DPRS-D.8 Broadcast Lb service 4.3.3 [15] M M
DPRS-D.9 Inter-cell voluntary connection handover 4.3.3[15] (®) (@)
DPRS-D.10 Connection modification 4.3.3[15] C92 C92
DPRS-D.11 Encryption activation (GAP-D.6) 4.3.3 [15] M M

(note 2)
DPRS-D.12 Encryption deactivation (GAP-D.9) 4.3.3[15] C91 C91
DPRS-D.13 Connectionless U-plane 4.3.3[15] | I
Co1: If DPRS-N.28 or DPRS-N.29 then M else |.
C92: (If DPRS-M.5 THEN M ELSE O).
NOTE 1: The reference column refers to the relevant clause in the referenced document.
NOTE 2: The status in DRPS (and GAP) is conditional: "IF feature GAP.N.17 OR GAP.N.27" THEN M ELSE 1.", but
GAP.N.17 becomes M when DPRS-N.43 (a.k.a GAP.N.35, "Enhanced security") is implemented, which is
the case for the present document.

6.6.2 DLC service to procedure mapping
The DLC layer service to procedure mapping specified in ETSI EN 301 649 [15], clause 7.2 shall apply.

6.7 NWK layer

6.7.1  General
The NWK layer provisions shall include the following entities:
. Call Contral (CC).
. Mobility Management (MM).
. Link Control Entity (LCE).
e  ConnectionLess Message Service (CLMYS).

New Generation DECT data equipment is based on DPRS Class 2, 3 or 4 management (see [15], clause 4.3.8), and
therefore requires a NWK layer.

6.7.2 NWK features

New Generation DECT data devices shall support the following NWK layer features.
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Table 10: NWK features status

Feature supported
Features Status
Item no. Name of feature Reference PT FT
(note 1)

DPRS-N.1 PT initiated virtual call 4.3.4[15] M M
DPRS-N.2 Off hook 4.3.4[15] M M
DPRS-N.3 On hook (full release) 4.3.4[15] M M
DPRS-N.4 Dialled digits (basic) 4.3.4[15] 0o o
DPRS-N.5 Register recall 4.3.4[15] 0] (@)
DPRS-N.6 Go to DTMF signalling (defined tone length) 4.3.4 [15] 0] (@)
DPRS-N.7 Pause (dialling pause) 4.3.4 [15] 0] (@)
DPRS-N.8 FT initiated virtual call 4.3.4[15] 0] 0]
DPRS-N.9 Authentication of PP (GAP N.9) 4.3.4[15] M M
DPRS-N.10  |Authentication of user 4.3.4[15] (0] o]
DPRS-N.11  |Location registration 4.3.4 [15] M (@)
DPRS-N.12  |On air key allocation (GAP N.12) (see note 2) 4.3.4 [15] M M
DPRS-N.13 Identification of PP 4.3.4[15] 0] ®)
DPRS-N.14  |Service class indication/assignment 4.3.4[15] (0] ®)
DPRS-N.15  |Alerting 4.3.4[15] o] )
DPRS-N.16  |ZAP 4.3.4[15] o] )
DPRS-N.17  |Encryption activation FT initiated (GAP N.17) 4.3.4 [15] M M
DPRS-N.18  |Subscription registration procedure on-air 4.3.4[15] M M
DPRS-N.19 Link control 4.3.4[15] M M
DPRS-N.20  |Terminate access rights FT initiated 4.3.4[15] M o]
DPRS-N.21  |Partial release 4.3.4[15] (@) o]
DPRS-N.22  |Go to DTMF (infinite tone length) 4.3.4[15] (0] 0
DPRS-N.23  |Go to Pulse 4.3.4 [15] 0] ®)
DPRS-N.24  |Signalling of display characters 4.3.4 [15] o (@)
DPRS-N.25  |Display control characters 4.3.4[15] 0] (@)
DPRS-N.26  |Authentication of FT (GAP N.26) 4.3.4[15] (0] o]
DPRS-N.27 Encryption activation PT initiated (GAP N.27) 4.3.4[15] 0] ©)
DPRS-N.28 Encryption deactivation FT initiated (GAP N.28) 4.3.4[15] 0] (6]
DPRS-N.29 Encryption deactivation PT initiated (GAP N.29) 4.3.4 [15] 0] 0]
DPRS-N.30 |Calling Line Identification Presentation (CLIP) 4.3.4 [15] 0] (@)
DPRS-N.31 |Internal call 4.3.4[15] (0] o]
DPRS-N.32  |Service call 4.3.4[15] 0] (@)
DPRS-N.33  |Dynamic parameters allocation 4.3.4[15] |C1001|C1001
DPRS-N.34  |Service Negotiation at virtual call setup 4.3.4[15] |C1002|C1002
DPRS-N.35 |In call service change 4.3.4[15] |C1105|C1105
DPRS-N.36  |NWK layer management 4.3.4[15] M M
DPRS-N.37  |ldentity assignment 4.3.4[15] o O
DPRS-N.38 DECT External handover 4.3.4[15] 0] (@)
DPRS-N.39  |Message Waiting Indication 4.3.4 [15] 0] (@)
DPRS-N.40  |Detach 4.3.4[15] o] @)
DPRS-N.41  |Periodic location registration 4.3.4 [15] 0] (@)
DPRS-N.42  |On-air modification of user parameters 4.3.4[15] 0] (@)
DPRS-N.43 Enhanced security (GAP.N.35) 4.3.4[15] M M
DPRS-N.44  |AES/DSAAZ2 authentication (GAP.N.36) 4.3.4[15] | C1003|C1003
NGLDS-N.1  |General Light Data Service Procedures 5.14 M M
NGLDS-N.2  |Software upgrade over the air, C-plane 5.14 M M

C1001: IF (DPRS-ME.2 OR multi-context supported (7.6.1.2.2) OR Generic multiprotocol supported (7.6.1.2.3)
OR application packet size different from basic service settings; see ETSI EN 301 649 [15]
clauses 12.22 and A.2) THEN M ELSE O.

C1002: IF DPRS-ME.2 THEN M ELSE (IF (LU10 Interworking conventions and HTTP profile for enhanced
binary content download (7.6.1.2.2) OR LU10 Interworking conventions and HTTP profile for Generic
multiprotocol binary content download (7.6.1.2.3) THEN O ELSE ) (see clause 7.5.3).

C1003: IF MAC service DPRS-M.33 (GAP.M.17) THEN M ELSE O.

C1105: IF DPRS-ME.2 OR multi-context supported (7.6.1.2.2) OR Generic multiprotocol supported (7.6.1.2.3)
THEN M ELSE O.

NOTE 1: The reference column refers to the relevant clause in this or in the referenced document.

NOTE 2: This feature is required to be supported in the PT to guarantee the same level of security among all the
handsets that operates in a system. The invocation of the feature is however optional to the operator.
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6.7.3 NWK features to procedures mapping

The NWK layer feature to procedure mapping specified in ETSI EN 301 649 [15], clause 8.2 with the following
changes and additional features shall apply.

Table 11: NWK feature to procedure mapping

Feature/Procedure mapping | Status
Feature Procedure Ref. PT FT
DPRS-N.1, PT initiated virtual call 4.3.4 [15] M M
PT initiated virtual call request (outgoing 7.5.1 M M
call)
Overlap sending 8.3 [14] M o]
Outgoing call proceeding 8.4 [14] M o]
Outgoing call confirmation 8.5 [14] M o]
Outgoing call connection 8.6 [14] M M
Sending keypad information 8.10 [14] o o]
DPRS-N.2, Off Hook 4.3.4 M M
PT initiated virtual call request (outgoing 7.5.1 M M
call)
Incoming call connection 8.15[14] M M
DPRS-N.8, FT initiated virtual call 4.3.4 [15] 0] (@)
FT initiated virtual call request (incoming 7.5.2 M M
call)
Incoming call confirmation 8.13 [14] M M
PT alerting 8.14 [14] M M
Incoming call connection 8.15 [14] M M
DPRS-N.11, Location registration 4.3.4 [15] M (@)
Location registration 8.28 [15] M M
Location update 8.29 [15] M O
Terminal capability indication 7.5.7 M M
DPRS-N.17, Encryption activation FT 4.3.4 [15] M M
initiated (GAP N.17)
Cipher-switching initiated by FT using DSC 8.33 [14] M M
Cipher-switching initiated by FT using 8.45.10 [14] M M
DSC2
Storing the Derived Cipher Key (DCK) 8.27 [14] M M
Enforcement of encryption 7543 M M
DPRS-N.18, Subscription registration 4.3.4 [15] M M
user procedure on-air
Obtaining access rights 8.30 [15] M M
Terminal capability indication 7.5.7 M M
DPRS-N.19, Link control 4.3.4[15] M M

Indirect FT initiated link establishment, for |12.11.1.1[15]| C1101 | C1101
devices supporting complete MAC
procedures. Initial setup paging.
Indirect FT initiated link establishment, for |12.11.2.1[15]| C1102 | C1102
devices supporting simplified (A-field) MAC
procedures. Initial setup paging.

Fast Paging 12.12 [15] o ®)
Collective and group ringing 12.13[15] (@) o]
Direct FT initiated link establishment 12.14 [15] (0] o]
Direct PT initiated link establishment 8.36 [14] M M
Link release "normal” 8.37 [14] M M
Link release "abnormal" 8.38 [14] M M
Link release "maintain” 8.39 [14] I [

Indirect FT initiated link establishment, for |12.11.1.2 [15]| C1101 | C1103
devices supporting complete MAC
procedures. LCE Resume Paging
Indirect FT initiated link establishment, for |12.11.2.2 [15]| C1104 | C1104
devices supporting simplified (A-field) MAC
procedures. LCE Resume Paging

DPRS-N.24, Signalling of display 4.3.4 (0] o
characters

Display 8.16 [15] M M
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Feature/Procedure mapping | Status
Feature Procedure Ref. PT FT
Terminal capability indication 7.5.7 M M
DPRS-N.25, Display control characters 4.3.4[15] 0] o
Display 8.16 [15] M M
Terminal capability indication 7.5.7 M M
DPRS-N.33, Dynamic parameters 4.3.4[15] | C1001 | C1001
allocation
Dynamic parameters allocation 12.8 [15] M M
DPRS-N.34, Service Negotiation at 4.3.4[15] | C1002 | C1002
virtual call setup
Call Resources/Parameters negotiation 7.5.8 M M
Service Negotiation specific rules 7.5.3 M M
DPRS-N.35, In call service change 4.3.4[15] | C1105 | C1105
Service change - Bandwidth Change 12.6.1[15] o] (0]
Slot type change 12.6.2 [15] 0] (@)
MAC Service change 12.6.3 [15] (0] ©)
Modulation type or adaptive codec rate 12.6.4 [15] (0] 0]
change
DPRS Management Entity Class and other | 12.6.5[15] (0] 0]
Call-attributes change
MAC Packet lifetime, DLC Window size, 12.6.6 [15] (0] @)
DLC Transit delay and C channel
attributes change
IWU-attributes change - General 12.7.1[15], M M
7.5.9
Interworking type change 12.7.2 [15] | I
IP address change (IP IWU) 12.7.3 [15] I [
Maximum SDU size change 12.7.4 [15] O @)
DPRS-N.36, NWK layer management 4.3.4 [15] M M
Management of MM procedures 12.18 [15] M M
Management - Location registration 13.2 [14] M C1107
initiation
Management - Assigned individual TPUI 13.3 [14] M C1107
Management - PMID 12.19[15] M M
Management - DCK 13.6 [14] M M
Management - Broadcast attributes 7.5.10,12.17 M M
[14]
Management - Storage of subscription 13.7 [14] M M
related data
U-plane handling 12.17 [15] M M
Length of NWK layer messages 12.20[15] | C1108 | C1108
Identities 12.21[15] M M
[15]
NGLDS-N.1 General Light Data Service 5.1.4 M M
Procedures
Service change rejection 7541 M M
Interactions with telephony service 7.5.4.2 M M
NGLDS-N.2 Software upgrade over the 5.14 M M
air, C-plane
Information exchange in the C-Plane 7.5.5 M M
SUOTA push mode 7.5.6 0] (6]
Enforcement of encryption 7543 M M
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Feature/Procedure mapping | Status
Feature | Procedure | Ref. | pT | FT
C1001: IF (DPRS-ME.2 OR multi-context supported (7.6.1.2.2) OR Generic multiprotocol supported (7.6.1.2.3) OR
application packet size different from basic service settings; see ETSI EN 301 649 [15] clauses 12.22 and
A.2) THEN M ELSE O.
C1002: IF DPRS-ME.2 THEN M ELSE (IF (LU10 Interworking conventions and HTTP profile for enhanced binary
content download (7.6.1.2.2) OR LU10 Interworking conventions and HTTP profile for Generic multiprotocol
binary content download (7.6.1.2.3) THEN O ELSE 1) (see clause 7.5.3).
C1101: IF DPRS-M.5 THEN M ELSE I.
C1102: IF DPRS-M.30 THEN (IF DPRS-N.8 OR DPRS-ME.1 THEN M ELSE O) ELSE I.
C1103: IF DPRS-M.5 THEN (IF single cluster system THEN O ELSE M) ELSE I.
C1104: IF DPRS-M.30 AND DPRS ME.3 THEN M ELSE I.
C1105: IF DPRS-ME.2 OR multi-context supported (7.6.1.2.2) OR Generic multiprotocol supported (7.6.1.2.3) THEN
M ELSE O.
C1107: IF DPRS-N.11 THEN M ELSE I.
C1108: IF (DPRS-N.34 OR Generic multiprotocol supported (7.6.1.2.3)) THEN M ELSE O.
NOTE: The reference column refers to the relevant clause in the present document, except where stated otherwise.
6.8 Application features
6.8.1  Application features

New Generation DECT, part 4 devices shall support the following application features.

Table 12: Application features status

Feature supported Status

Iltem no. Name of feature Reference PT FT
DPRS-A.1 AC_bitstring_mapping 4.3.5 [15] M M
DPRS-A.2 Multiple subscription registration 4.3.5 [15] (@) N/A
DPRS-A.3 Manual entry of the PARK 4.3.5 [15] O N/A
NGLDS-A.1  |Binary content download 5.1.5 M M
NGLDS-A.2  |Software upgrade over the air 5.1.5 M M
NGLDS-A.3 |HTTP based applications 5.15 o] M
NOTE: The reference column refers to the relevant clause in the present or in the referenced document.

6.8.2

Application features to procedures mapping

The Application feature to procedure mapping specified in ETSI EN 301 649 [15], clause 8.4 with the following
additional features shall apply.

Table 13: Application feature to procedure mapping

Feature/Procedure mapping Status
Feature Procedure Ref. PT FT
(note 1)

NGLDS-A.1 Binary content download 5.1.5 M M
General Light Data Services [NGLDS-N.1] 514 M M
Binary content download general 76.11 M M
requirements
LU10 Interworking conventions and HTTP 7.6.1.21 M M
profile for simple binary content download
LU10 Interworking conventions and HTTP 7.6.1.2.2 o (0]
profile for multi-context binary content
download
LU10 Interworking conventions and HTTP 7.6.1.2.3 (0] (0]
profile for Generic multiprotocol binary
content download
Binary content download media type 7.6.1.3 M M
Binary content download sequence 7.6.14 M M
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Feature/Procedure mapping Status
Feature Procedure Ref. PT FT
(note 1)

URI-based PP to FP confidentiality 7.6.151 o (0]

requirement

URI-based PP to FP authentication 7.6.1.5.2 O O

requirement

PP to FP enhanced interactivity 7.6.1.6 ®) M

Common HTTP profile Al M M
NGLDS-A.2 Software upgrade over the 5.1.5 M M
air

Binary content download [NGLDS-A.1] 5.15 M M

(note 2)

Software upgrade over the air, C-plane 5.1.4 M M

[NGLDS-N.2]

Software upgrade over the air general 7.6.2.1 M M

requirements

Basic SUOTA protocol steps 7.6.2.2 M M

Enhanced SUOTA protocol steps 7.6.2.3 N/A o

PP security requirements in URL1 and 7.6.24 o (0]

URL2

Final notification of success and multiple 7.6.25 M M

upgrade SUOTA

Notification of failure 7.6.2.6 M M

User initiated SUOTA flag 7.6.2.7 M M

(note 5)

SUOTA interface to the management B N/A M

server

NGLDS-A.3 HTTP based applications 5.1.5 ©) M

Binary content download [NGLDS-A.1] 5.1.5 M M
HTTP based applications general 7.6.3.1 M M
requirements

Support of additional HTTP header fields 7.6.3.2 M M
Support of additional media-types 7.6.3.3 M M
Support of character encodings 7.6.34 M M
Simple XHTML profile 7.6.3.5 M M
Baseline XHTML profile 7.6.3.6 o] M
Extended HTTP profile (notes 3 and 4) A.2 C1301 M

C1301: IF Baseline XHTML profile supported THEN M ELSE O.

NOTE 1: The reference column refers to the relevant clause in the present document.

NOTE 2: When used for NGLDS-A.2, Binary content download shall only use the "Simple" profile of clause 7.6.1.2.1
with Class 4 DPRS management; switching over to the "Multi-context" profile of clause 7.6.1.2.2 shall not
be used (although allowed in general by 7.6.1.2.1 when DPRS-N.35 is implemented). Switching over to
Class 3 DPRS management through the use of DPRS-N.35 is also not allowed.

NOTE 3: Support of this profile implies support of the "Common HTTP profile" (clause A.1). Support of the "Common
HTTP profile" is also implied for PT and FT by the support of Binary content download.

NOTE 4: As described in DPRS [15]/B.8.3.2, the "Extended HTTP profile" (alias protocol DPRS [15]/B.8.3.5 with
protocol indicator 1077) may be used by both parties even if protocol indicator 1079 (referring to
DPRS [15]/B.8.3.4, Common HTTP profile) is indicated at connection setup. This is the case at least when
basic services are used. When this occurs, the FT is informed of PT support for B.8.3.5 through the HTTP
User-Agent Header (see clauses 7.6.3.2, A.1.4 and A.2.3).

NOTE 5: The status refers to the setting of the flag in the 'Handset version indication' command. The status does not
refer to the support by the PT of 'User initiated SUOTA' (which is handled in clause 7.6.2.2.1).
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6.9 Distributed communications

The distributed communication mode (PP-PP communication) is not part of the present document.

Table 14: Distributed communication requirements

Feature supported Status
Feature Name of feature Ref. PT [FT| HyP
DPRS-DC.1 Distributed Communication 4.3.6 [15] I | I

NOTE: The reference column refers to the relevant clause in the referenced document.

6.10 Management Entity (ME)

6.10.1 Management Entity (ME) operation modes

In regard to the New Generation DECT, part 4equipment, the following ME operation modes from ETSI
EN 301 649 [15], clause 9.1 shall apply.

Table 15: Management Entity Requirements

Feature supported Status
Feature Name of feature Ref. PT FT
DPRS-ME.1 Class 1 management 4.3.7 [15] [ I
DPRS-ME.2 Class 2 management 4.3.7 [15] o] (0]
DPRS-ME.3 Class 3 management 4.3.7 [15] 0 0
DPRS-ME.4 Class 4 management 4.3.7 [15] M M
NOTE: The reference column refers to the relevant clause in the referenced document.

6.10.2 Management Entity (ME) mode to procedures mapping

In regard to the New Generation DECT, part 4 equipment, the operation mode to procedure mapping specified in
ETSI EN 301 649 [15], clause 9.1.2 shall apply.

7 Profile specific procedures description

7.1 General

This clause identifies differences and additions to the feature/service/procedure definitions and descriptions as specified
in ETSI EN 301 649 [15], DPRS.

7.2 Management Entity (ME) procedures

No differences/additions - the procedures as specified in ETSI EN 301 649 [15], clauses9 and A.1 shall apply.

7.3 MAC layer procedures

No differences/additions - the procedures as specified in ETSI EN 301 649 [15], clause 10 shall apply.

7.4 DLC layer procedures

No differences/additions - the procedures as specified in ETSI EN 301 649 [15], clause 11 shall apply.
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7.5 NWK layer procedures

The procedures as specified in ETSI EN 301 649 [15], clause 12 shall apply with the modifications and additional
procedures listed in the present clause.

7.5.1 PT initiated virtual call request (outgoing call)

The following text together with the associated clauses defines the mandatory requirements with regard to the present
document:

The procedure shall be performed as defined in ETS| EN 300 444 [14], clause 8.2 with the following specific
provisions:

At least alimited support of DPRS-N.34 (Service negotiation) isrequired. More specificaly:

e All information elements described in the procedures associated to this feature (i.e. << IWU ATTRIBUTES
>> << CALL ATTRIBUTES >>, << CONNECTION ATTRIBUTES >>, << TRANSIT DELAY >> and <<
WINDOW SIZE >>) may be used.

e The<<IWU ATTRIBUTES>> |E shall always be transmitted, but for some of the profiles defined in the
present document, some restrictions shall apply to the allowed field values (see clause 7.6.1.2).

e  The<<BASIC SERVICE >> |E shall always be transmitted (as required by EN 300 175-5 [5]), with the
following restrictions:

- the |E <<Basic Service (basic service = other)>> may be used, indicating that the service negotiation
only relieson the IEs << IWU ATTRIBUTES >>, << CALL ATTRIBUTES >>, << CONNECTION
ATTRIBUTES >>, << TRANSIT DELAY >> and << WINDOW SIZE >>.

" This appliesin particular to the " Generic multiprotocol binary content download" profile defined in
clause 7.6.1.2.3, when DPRS Class 2 management is used.

L] Use of basic service 'other’ with Class 3 or Class 4 implies presence of all 5 |Es, asno default IE is
defined in this case.

- Alternatively, the |IE <<Basic Service (basic service = light data service with ME Class 4)>> or the IE
<<Basic Service (basic service = light data service with ME Class 3)>> may be used, defining a default
setting for all parameters not transmitted in the IEs.

=  Thisappliesin particular to the "Simple binary content download" profile (clause 7.6.1.2.1) and the
"Multi-context binary content download" profile (clause 7.6.1.2.2). For these two profiles however,
use of IE <<IWU-ATTRIBUTES>> is mandatory, but the transmission of the other 4 IEsis
forbidden (only default values apply for them)

NOTE 1: Any parameter transmitted in any of the IES supersedes the default setting done by the "Basic service".

In any case (full or limited DPRS-N.34 support), the parameters of the call may be changed after setup using the feature
DPRS-N.35, if supported.

NOTE 2: If neither feature DPRS-N.34 nor DPRS-N.35 are supported, then only calls with parameter setting equal
to the basic service may be set up.
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Table 16: Values used within the {CC-SETUP} message

Information element

Field within the
information element

Standard values within
the field/information

Normative action/comment

element
<< Basic service >>
< Basic service > '1001'B Light data service default setup
attributes with ME Class 4 (see note 2)
< Basic service > '1010'B Light data service default setup
attributes with ME Class 3 (see note 2)
< Basic service > '1111'B Other

NOTE 1: For the additional information elements needed to identify the required service/parameters see
DPRS-N.34 Service Negotiation feature.
NOTE 2: Default light data service setup attributes are described in clause A.2 of DPRS (ETSI EN 301 649 [15]).

7.5.2 FT initiated virtual call request (incoming call)

The following text together with the associated clauses defines the mandatory requirements with regard to the present

document.

The procedure shall be performed as defined in ETS| EN 300 444 [14], clause 8.12 with the following specific

provisions.

At least alimited support of DPRS-N.34 (Service negotiation) is required. More specificaly:

. al information elements described in the procedures associated to thisfeature (i.e. << IWU ATTRIBUTES
>> << CALL ATTRIBUTES >>, << CONNECTION ATTRIBUTES >>, << TRANSIT DELAY >> and <<
WINDOW SIZE >>) may be used.

. The << IWU ATTRIBUTES >> | E shall always be transmitted, but for some of the profiles defined in the
present document, some restrictions shall apply to the allowed field values (see clause 7.6.1.2).

e  The<<BASIC SERVICE >> |E shall always be transmitted (as required by ETSI EN 300 175-5 [5]), with the

following restrictions:

- the |E <<Basic Service (basic service = other)>> may be used, indicating that the service negotiation
only relieson the IEs << IWU ATTRIBUTES >>, << CALL ATTRIBUTES >>, << CONNECTION
ATTRIBUTES >>, << TRANSIT DELAY >> and << WINDOW SIZE >>.

L] This appliesin particular to the " Generic multiprotocol binary content download" profile defined in

clause 7.6.1.2.3, when DPRS Class 2 management is used.

" Use of basic service 'other' with Class 3 or Class 4 implies presence of all 5 |Es, as no default IE is

defined in this case.

- Alternatively, the |IE <<Basic Service (basic service = light data service with ME Class 4)>> or the IE
<<Basic Service (basic service = light data service with ME Class 3)>> may be used, defining a default
setting for al parameters not transmitted in the | Es.

L] This appliesin particular to the " Simple binary content download" profile (clause 7.6.1.2.1) and the
"Multi-context binary content download" profile (clause 7.6.1.2.2). For these two profiles however,

use of IE <<IWU-ATTRIBUTES>> is mandatory, but the transmission of the other 4 IEsis
forbidden (only default values apply for them)

NOTE 1: Any parameter transmitted in any of the | Es supersedes the default setting done by the "Basic service".

In any case (full or limited DPRS-N.34 support), the parameters of the call may be changed after setup using the feature
DPRS-N.35, if supported.

NOTE 2: If neither feature DPRS-N.34 nor DPRS-N.35 are supported, then only calls with parameter setting equal
to the basic service may be set up.
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Table 17: Values used within the {CC-SETUP} message

Information element Field within the Standard values within Normative action/comment
information element the field/information
element
<< Basic service >>

< Basic service > '1001'B Light data service default setup
attributes with ME Class 4 (see note 2)

< Basic service > '1010'B Light data service default setup
attributes with ME Class 3 (see note 2)

< Basic service > '1111'B Other

NOTE 1: For the additional information elements needed to identify the required service/parameters see
DPRS-N.34 Service Negotiation feature.
NOTE 2: Default light data service setup attributes are described in clause A.2 of DPRS (ETSI EN 301 649 [15]).

7.5.3  Service Negotiation specific rules
The additiona Information elements described as part of feature DPRS-N.34:
e  shal beusedin callsusing Management Class 2 (DPRS-ME.2). In that case:
- the <<IWU ATTRIBUTES>> |E shall always be transmitted over the air at connection setup;

- the other 4 I1Es may or may not be present (if absent, the connection relies on the corresponding default
IE for Class 2).

NOTE 1: One should not confuse the |E use status and the | E transmission status (relevant when |E is used). For
instance the <<CALL ATTRIBUTE>> |E is mandatory in DPRS (use status=M) but may not be
transmitted for Class 2 (transmission status=0). If it is not transmitted, the default 1E value for the DPRS
management class used for the connection applies.

. and shall also be used in Calls using DPRS-ME.4 orDPRS-ME.3. However in that case:
- the <<IWU-ATTRIBUTES>> | E shall always be transmitted,;
- the other 4 |Es:

L] may or may not be transmitted in general; this especialy appliesif profile "Generic multiprotocol
binary content download" profile defined in clause 7.6.1.2.3 is used;

L] shall never be transmitted if either the " Simple binary content download" profile (clause 7.6.1.2.1)
or the "Multi-context binary content download" profile (clause 7.6.1.2.2) is used.

Service change. The parameters of the call may be changed after initial set up using Service Change (DPRS-N.35) if
supported.

NOTE 2: If feature DPRS-N.35 is not supported and only alimited support of DPRS-N-34 isimplemented (as
requested by the simple or multi-context profiles), only calls with parameter settings equal to the basic
service may exist.

NOTE 3: The above provision isintended for implementations supporting DPRS-N.34 due to the support of DPRS-
ME.2, or any of the optional binary content download procedures, when initiating a call with a peer that
does not support DPRS-N.34, in order to avoid the rejection of the setup due to the lack of support of
DPRS-N.34 by the other side.

7.5.4 General procedures

This clause lists specific general procedures applicable to al services provided by this profile.
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7541 Service change rejection

Any implementation not supporting the feature DPRS-N.35 (Service change) shall at least be able to reject an incoming
{CC-SERVICE-CHANGE} message with a{ CC-SERVICE-REJECT}, even if the implementation does not understand
completely the message because it does not support the handling of long NWK layer messages (ETSI EN 301 649 [15],
clause 12.20).

7.5.4.2 Interactions with telephony service

This clause describes the applicable procedure to solve the possible interactions in devices (PP or FP) implementing the
present document and also a voice telephony service as described in ETSI EN 300 444 (GAP) [14], ETSI
TS 102 527-1[16] or ETSI TS 102 527-3[17].

The procedures described in the present clause determine the basic rules for handling the interaction. The following
subprocedures are provided and shall be supported by al devices implementing the present document plus any voice
telephony service (either ETSI EN 300 444 (GAP) [14], ETSI TS 102 527-1[16], ETSI TS 102 527-3[17] or ETSI
TS 102 527-5[i.15]):

. Switching procedure when alight data service call is already established and there is an incoming voice call.
. Using alight data service when avoice cal is aready established.
. Handling of other interactions.

The procedures for simultaneous handling of light data service and voice calls require further study and will be added in
future revisions of the present document.

75421 Switching procedure when a light data service call is already established and
there is an incoming voice call

This clause describes the behaviour of systems which do not support simultaneously data and voice calls but that may
however switch from data to voice calls, when an incoming voice call happens during a light data service call. It
provides the mechanisms for notification of a possible incoming voice call when adata call isin progress, and for
possible switching between the calls.

Setting the " Support of smultaneous DPRS and voice calls' flagin <<SETUP CAPABILITY>>IE

The PP or FP sending the << SETUP-CAPABILITY >> IE, shall set bits4, 5 of octet 4 ("Support of simultaneous
DPRS and voice calls') correctly.

NOTE 1: A PP or FP may use adefault << SETUP-CAPABILITY>> |E instead of sending one, i.e. using the
default 1E mechanism of the DPRS-N.33 feature ("Dynamic parameters allocation™). Such adefault IE is
defined when abasic service is used for the connection (see ETSI EN 301 649 (DPRS) [15], clause A.2).

All devices implementing the present document plus any voice telephony service (either ETSI EN 300 444 (GAP) [14],
ETSI TS 102 527-1[16], ETSI TS 102 527-3[17] or ETSI TS 102 527-5 [i.15]) shall at least support "Simultaneous
DPRS and voice calls not supported, however switching procedure supported”.

If PP or FP supports more enhanced behaviours (simultaneous voice and data calls active or not):

. This entity shall aign its behaviour to the remote entity capability if it islower.

e  Those more enhanced behaviours are not defined in detail in the current version of the present document.
Incoming voice call during preliminary exchanges of the SUOTA process
If an incoming internal or external call occurs while the PP has started a SUOTA process.

. either PP and FP are exchanging C-plane <<IWU-WU>> commands,

. or PP isupgrading its memory due to the firmware upgrade.
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The FP shall present the incoming voice call as a standard incoming call to the PP. The PP may process or ignore this
incoming call.

NOTE 2: Call might not even be presented to the user on PP side. However this should be carefully handled by the
PP asthisis considered as atemporary interruption of the telephony service for the user.

Incoming voice call while light data service call isalready established

This clause describes how to process an incoming internal or external voice call when a data connection is aready
established. The data call may be related to any of the light data services.

When receiving an incoming internal or external voice cal during an ongoing light data service call, the following
procedures of ETSI TS 102 527-3 [17] shall be used with the modifications stated in the present document:

. "Call waiting indication (externa or internal)", see ETSI TS 102 527-3[17], clause 7.4.3.5.2.
e  "Cadl waiting rejection”, see ETS| TS 102 527-3 [17], clause 7.4.3.5.7.

. "CLIP on call waiting" see ETSI TS 102 527-3 [17], clause 7.4.3.5.10.

. "CNIP on call waiting", see ETSI TS 102 527-3 [17], clause 7.4.3.5.11.

For the PP involved in the light data service, the FP shall indicate the incoming voice call using the " Call waiting
indication (external or internal)" procedure of ETSI TS 102 527-3 [17], additionally the FP shall use the"CLIP on call
waiting" aswell as"CNIP on call waiting" procedures of ETSI TS 102 527-3 [17].

When receiving this call waiting indication, the PP shall decide between any of the following options:
. Either continue with the light data service call (and ignore the call waiting).
EXAMPLE: This may be the case when the PP isinvolved in acritical step of a Software update procedure.

. Or reject the incoming call using the " Call waiting rejection (from PP to FP)" procedure of ETSI
TS102527-3[17].

e  Or switch from the data call to the voice call. For this, the PP shall release it using a{ CC-RELEASE}
message. The FP shall answer with a{ CC-RELEASE-COM} message. If the voice call is still waiting, the FP
shall re-present the incoming call by sending a{ CC-SETUP} message. See figure 5 below for details of data
service to voice call switching procedure.

e  The decision taken by the PP shall be based on the type of light data service, the state of the process, its own
implementation capabilities, and may involve, or not, interaction with the end-user.

NOTE 3: If the PP is performing a Software Upgrade over the air, the PP is responsible for ensuring that the
decision made does not compromise its vital functions.

In the meantime, if the remote party desists from the call, or if another PP accepts the call, the FP shall use the "call
release and call release rejection” procedure of ETSI TS 102 527-3 [17] to inform the PP that the incoming voice call is
no longer relevant (use of call status CSidle). The PP shall, in this case, not continue with the switching procedure. See
figure 6 for details.
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PP FP

< Ongoing data call >

CC-INFO

Incoming voice

<< CALL-INFORMATION, call

Line on which waiting call <id type = ‘Line identifier’, subtype = ‘external call’,
if reauired by the line Id feature value = ‘waiting call line id’ >
<id type/subtype = ‘Call identifier’, value = ‘waiting call id’ =
‘01’H >
<id type/subtype = ‘Call status’, value = ‘CS call setup’ >
>>

CC-INFO

&
<«

<< CALLING PARTY NUMBER,
< Calling Party Address = ‘calling number’ > >>

<< CALL-INFORMATION,
<id type = ‘Line identifier’, subtype = ‘external call’,
value = ‘waiting call line id’ >
<id type/subtype = ‘Call identifier’, value = ‘waiting call id’ =
‘01'H >
>>

Line on which waiting call
if required by line Id feature

CC-INFO

A

<< CALLING PARTY NAME >>
<< CALL-INFORMATION,

< id type/subtype = ‘Call identifier’, val = ‘waiting call id’ =
PP accepts the incoming ‘01'H >
voice call >> CC-RELEASE
P CC-RELEASE-COM

After the release of the
< LCE-REQUEST-PAGE || data call the FP pages the

Incoming call further PP indicating that there is
process as a regular CC-SETUP an incoming voice call
incoming voice call
CC-ALERTING
CC-CONNECT

< Voice call connected. >

Figure 5: Incoming voice call accepted by the user during established data call
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PP FP

< Ongoing data call >

CC-INFO

Incoming voice
call

<< CALL-INFORMATION,

Line on which waiting call <id type = ‘Line identifier’, subtype = ‘external call’,
if required by the line Id feature value = ‘waiting call line id’ >
<id type/subtype = ‘Call identifier’, value = ‘waiting call id’ =
‘01’H >

<id type/subtype = ‘Call status’, value = ‘CS call setup’ >
>>

CC-INFO

<< CALLING PARTY NUMBER,
< Calling Party Address = ‘calling number’ > >>

<< CALL-INFORMATION,

Line on which waiting call <id type = ‘Line identifier’, subtype = ‘external call’,
if required by line Id feature value = ‘waiting call line id’ >
<id type/subtype = ‘Call identifier’, value = ‘waiting call id’ =
‘01’H >
>>
CC-INFO

<
<< CALLING PARTY NAME >>

<< CALL-INFORMATION,
< id type/subtype = ‘Call identifier’, val = ‘waiting call id’ =

‘01'H >
>>
CC-INFO Call accepted on an
other PP or terminated
<< CALL-INFORMATION, by remote party

<id type = ‘Line identifier’, subtype = ‘external call’,
value = ‘waiting call line id’ >
<id type/subtype = ‘Call identifier’, value = ‘waiting call id’ =
‘01'H >
<id type/subtype = ‘Call status’, value =‘CS idle’ >
>>

< Same data call still ongoing >

Figure 6: Incoming voice call during a data call but accepted on another PP
or terminated by remote party

Behaviour when there are several PPsin the cell

If there are further PPs in the FP cell, not involved in a data call as described in the present document (either because
they do not implement it, or because there is no active call), the regular procedures described in ETSI EN 300 444 [14]
(GAP), ETSI TS102 527-1[16] or ETSI TS 102 527-3 [17] (as supported by the PP) shall be used with these PPs with
no modifications.

If the FP is configured to page all, or several, PPs, when an incoming call arrives, the FP shall use the procedure
described in the present clause for notifying the call to the PP (or PPs) that is(ar€) involved in a data call, and
simultaneously shall use the standard L CE paging procedure (according to the voice profile supported) to notify all
other PPs of the incoming call. The paging procedure for other PPs shall not be delayed waiting for the completion or
response of the PP(s) which is(are) involved in the data call.
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7.5.4.2.2 Simultaneous handling of light data service and voice calls
More advanced terminals (PP or FP) may implement the following procedures:

. Simultaneous handling of data and voice calls, but with only one active call at atime (the datacall is
suspended when the voice call isin progress).

. Systems supporting full simultaneous voice and data active calls (with simultaneous active bearers over the air
interface).

The procedures for simultaneous handling of voice and data calls are for further study and will be added in future
revisions of the present document.

7.5.4.2.3 Using a light data service when a voice call is already established
Initiating a light data service during established voice calls

When avoice cal (internal or external) is already established, the PP and FP may exchange C-plane messages related to
the SUOTA service.

If the FP does not support simultaneous voice and data calls (indicated in the << SETUP-CAPABILITY >> information
element), the PP shall not start processing any data call, as there is no guarantee that the FP will support the voice call in
parallel with the virtual call. In other words, the PP should always wait until the end of the voice call before establishing
avirtua call intended for any light data service.

The procedure when the FP supports more enhanced behaviours (simultaneous voice and data calls), isleft for future
revisions of the present document.

SUOTA push mode natifications during a voice call

A FP implementing the SUOTA push mode procedure (see clause 7.5.6) may use an established voice call to send the
generic event notification relating to the software upgrade indication.

75424 Handling of other interactions

Generic event notificationsfor telephony features while data service call is already established

For devices supporting NG-DECT part 3 (ETSI TS 102 527-3 [17]), Generic event notifications may be sent by using
any established call or using the CLSS procedure. The FP may use the established data call for sending the notifications.

NOTE: If thedatacall isused for SUOTA and the PP isin upgrade process, the notification on PP side might be
ignored.

Interactionswith the " Call identification" feature ((NG1.N.13] of ETSI TS 102 527-3[17])

If the"Call identification" feature ((NG1.N.13] of ETSI TS 102 527-3 [17]) isimplemented on FP side, call
identification is intended for voice calls only. More specifically no call identification shall be assigned by the FP at light
data service setup.

7543 Enforcement of encryption

75431 Encryption of NG-DECT part 4 data calls

Use of encryption is mandatory in NG-DECT part 4 datatransfer. Therefore all data calls shall be encrypted. The FT
shall initiate the encryption as described in DPRS-N.17 feature.
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7.5.4.3.2 Encryption of NG-DECT part 4 information exchange over C-plane

Additionally the transfer of any C-plane commands related to SUOTA should be encrypted, even if they are transported
over an existing voice call, data call, service call or over CLSS.

. If the sending of the C-plane command is done by re-using an active link (data, voice or service call), the FT
should initiate the encryption of the link for this call before sending the command.

. If the sending of the C-plane command is done using the CLSS procedure, the FT should start the encryption
before the sending of the first { FACILITY} message.

NOTE: Interms of implementation, this may imply that any call has to be systematically encrypted or that the
application waits until the end of a call and uses the CLSS procedure if the call was not originally
encrypted. This may also imply that the FP starts encryption each time the CLSS procedure is used.

7.5.5 Information exchange in the C-Plane

Software upgrade uses C-plane message sequences and message formats to allow FT and PT to exchange information
about software version and availability.

Information exchange in the C-Plane is based on the Information Element <<IWU to IWU>>. Thisis used in particular
for the exchange of version information.

7551 C-Plane commands general format

The C-plane commands are based on CISS{FACILITY} messages, which contain the Information Element <<IWU to
IWU>>, using the dedicated protocol discriminator '06'H.

For the purpose of transmitting the { FACILITY} message containing the << IWU to IWU >> information element to
the peer entity, the DECT entity shall either:

. use an aready established link used by any Connection Oriented service (such as avoice, data or service call),
if existing; or

. if thereisno existing call at the time of sending the {FACILITY} message, use the CLSS procedure as defined
in clause 10.4.2.3 of ETSI EN 300 175-5 [5]:

- If the FT istheinitiator, the FP shall initiate indirect link establishment as defined in clause 7.3.8 of
ETSI TS 102 527-1[16] "Indirect FT initiated link establishment" procedure. The short format and the
full format with IPUI are allowed in the paging messages. The L CE header shall be set to either; the
'000'B value (indicating "no U-plane") or to the '100'B value (indicating "General code for voice
service").

- If the PT isthe initiator, the PP shall initiate direct link establishment as defined in clause 8.36 of
ETSI EN 300 444 [14] "Direct PT initiated link establishment" procedure.

- In both cases, full dot and long slot (j = 640) are allowed as dot type. The chosen slot type is decided by
theinitiating party.

Whatever { FACILITY} transport mode is used (re-use of an aready established call, or use of the CLSS procedure),
the {FACILITY} message shall be coded with the dummy transaction identifier (TI) value 6 and the protocol
discriminator (PD) '0100'B for CISS.

NOTE: When the CLSS procedure is used, the <<Portable Identity>> |E is mandatory from PT to FT. When an
already established link is used, this |E is optional .

The content of the IWU-to_IWU Information element carried in the { FACILITY} message shall be as described
intable 18.
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Table 18: General <<IWU to IWU>>-based software upgrade C-plane commands format

Information element Field within the information | Standard values Normative action/comment
element within the field/IE
<<IWU to IWU>>
<Length of content> L Length of content (1 octet)
<S/R bit> 1 Transmission of message
<Protocol Discriminator> 06H Software upgrade over the air
<Command > 0...127 Software upgrade command
<Command specific byte 0>
<Command specific byte L-2>
7.55.2 Software upgrade commands
The following software upgrade commands are defined:
Bits 87654321 M eaning PP=>FP FP=>PP
00000000 handset version indication YES
00000001 handset version available YES
00000010 URL indication YES YES
00000011 negative acknowledgement YES YES

All other values reserved

75521 "Handset version indication” command

The "Handset version indication" command alows a PP to check availability of a new software image (defined as a set
of files, numbered from 1 to N¢, Ng < 15), and to request the urls targeting all of these files (one for each use of the

command).

It is sent to the FP which sends the requested file url as aresponse, in a"Handset version available” command

(seeclause 7.5.5.2.2).

Decision to send a"Handset version indication" command shall be taken by the PP according to the provisions of
clause 7.6.2.2.1, " Step 1-PP sends a "Handset version indication" command to the FP. The PP shall not queue several
"Handset version indication" commands.

The URL following this command (see octet 7), if present, shall contain avalid URL1 value to be used in step 2
(seeclause 7.6.2.2.2, " Step 2-FP retrieves url of the next file to be downloaded (FP_URL2)").
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B | 8 | 7 | 6 | 5 | 4 | 3 | 2 | 1 | Octet
0 | << IWU-TO-IWU >> 1
Length of Contents (L = Ls+ LH+ 11) 2
1 S/R = 1|Protocol Discriminator = "Software upgrade over 3

the air" ='06'H

0/1 ext Command = "Handset version indication" ='0'H 4
EMC value high byte 5
EMC value low byte 6
URL1 to follow 7
0 reserved fileNumber 8
0/1 ext flags reason 8a
<SW Version identifier> =1 9
Length of SW Version identifier (1 < Ls < 20) 10
SW Version identifier first octet (IA5 character) 11

SW Version identifier last octet (IA5 character) Ls+ 10

<HW Version identifier> = 2 Ls+11

Length of HW Version identifier (1 < LH < 20) Ls+ 12

HW Version identifier first octet (IA5 character) Ls+ 13

HW Version identifier last octet (IA5 character) Ls+LH+12

NOTE: The extension bits in octets 4 and 8a (bit 8) shall be set to '1'B as they are respectively the last octet of
octet group 4 and the last octet of octet group 8 in the current version of the present document.

Figure 7: <<IWU-TO-IWU>> information element
for the "Handset version indication" command

Equipment Manufacturer's Code (EMC)
Equipment Manufacturer's Code 16-bit value, as defined in ETSI EN 300 175-6 [6].
URL1to follow (URL1 to follow) (octet 7)

Bits 87654321 Meaning
00000000 URL doesnot follow
00000001
to Number of URL messages following in a"URL indication" command
11111111

If present, URL1 value shall follow in one or several "URL indication" commands (see clause 7.5.5.2.3).
File number field (fileNumber =" n") (octet 8)
Interpretation of the fileNumber field depends on the reason field value.

- If the reason field is" 0", fileNumber is the ordinal number of the requested file. Thisimplies that files with
number between 1 and fileNumber-1 where applied successfully.

- If the reason field is not "0", the "fileNumber" field refers to the file number of the file whose application
failed.

Reason field (reason) (octet 8a)
The interpretation of the "Handset version indication" command depends on the reason field value:
- when the "reason” field is"0", the command is arequest for anew file, as described in clause 7.6.2.2.1.
- when the "reason” field is non zero, the command is a notification of failure, as described in clause 7.6.2.6.

NOTE 1: The meaning of the "fileNumber" field also depends on the "reason” field value. See "File number field"
description.

ETSI



a7 ETSITS 102 527-4 V1.2.1 (2014-12)

Bits 4321 M eaning
0000 Success of previous files application. Request for anew file (indicated by "fileNumber” field)
0001 Download of file with indicated fileNumber failed (file not found)
0010 Application of file with indicated fileNumber failed (see note 2)
0011 Unable to download in time-New DelayMinutes requested (see clause 7.5.5.2.2, DelayMinutes
field for details)
0100 Download of file with indicated fileNumber failed (server not found; see note 3)

All other values reserved.

NOTE 2: Application of afilerefersto the intended use of the file during installation of the new software, and until
the next file is requested.

NOTE 3: Value'0001'B (file not found) can be used instead, if the FP is not aware that the server was not found.

Flags (octet 8a)

Bits 765 M eaning
Xx0 Software upgrade not initiated by the user (see note 4)
Xx1 User initiated software upgrade (see note 4)

Bits 6 and 7 are reserved for further standardization. They shall be set to "0".

NOTE 4: Thisflag istransmitted to the MSviathe FT (at least in Basic SUOTA mode) and may influence (or not)
the MS upgrade policy (planning, etc). See 'external triggering event' in clause 7.6.2.2.1 and
clause 7.6.2.7.

SW Version identifier (octet 9)

A field identifier value of "1" shall be used in octet 9. PP current software version identifier. The length of this
parameter shall be of 20 octets maximum. Only IA5 characters shall be used.

The SW version identifier value is software provider specific, and shall be defined by the PP vendor. It shall not be
empty. The value used shall represent the currently installed version of the software, not the targeted SW version
identifier (although it is known from the first response of the FP on).

Thefield value shall be set to a value allowing the M S to determine the software identity and version to be downl oaded
(not only the version, unless the software identity isimplicit). Examples of field values:

- SW Version identifier ="FIRMWARE-1.2.0".
- SW Version identifier ="WEATHER-WIDGET-1.2.0".
- SW Version identifier ="1.2.0".

NOTE 5: The FP should not interpret this value and should always rely on the management server response to get
the new software version identifier documented in the "Handset version available" command.

NOTE 6: In casethe SUOTA featureis used for a software fir st installation (i.e. not for an "upgrade"), a special
value of the field should be defined to indicate this (i.e. theinitial software version identifier cannot be
used asit is not the currently installed version).

HW Version identifier (octet L1 + 11)

A field identifier value of "2" shall be used in octet LH + 11. PP hardware version identifier. The length of this
parameter shall be of 20 octets maximum. Only 1A5 characters shall be used.

This value does not change during the whole lifecycle of the PP.
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PT FT

Following a Software Upgrade triggering event

{FACILITY}

A 4

<<Portable Identity>>
<< IWU-to-IWU handset version indication, EMC, software version,
hardware version, URL1 to follow=2 >>

{FACILITY}

<<Portable Identity>> T
<< IWU-to-IWU URL indication, URL to follow=1, URL content part 1 >>

{FACILITY}

\4

<<Portable Identity>>
<< IWU-to-IWU URL indication, URL to follow=0, URL content part 2 >>

Figure 8: "Handset Version indication” procedure

NOTE 7: "URL indication" command is described in clause 7.5.5.2.3.

NOTE 8: The <<Portable Identity>> |E is mandatory from PT to FT when the {FACILITY} message is sent with
the CL SS procedure and optional otherwise.

A handset software version is clearly identified by the parameters EMC, SW Version identifier, and HW Version
identifier, which can be used by the management server to assign a new software image.

7.5.5.2.2 "Handset version available" command

B | 8 | 7 | 6 | 5 | 4 | 3 | 2 | 1 | Octet

0 | << IWU-TO-IWU >> 1

Length of Contents (L = Ls + 8) 2

1 S/R = 1|Protocol Discriminator = "Software upgrade over 3

the air" ='06'H

0/1 ext Command = "Handset version available" ='1'H 4

DelayMinutes value high byte 5

DelayMinutes value low byte 6

URL2 to follow 7

0/lext| Userinteraction | reserved 8

<SW Version identifier> =1 9

Length of SW Version identifier (0 < Ls = 20) 10

SW Version identifier first octet (IA5 character) 11
SW Version identifier last octet (IA5 character) Ls+ 10

NOTE: The extension bits in octets 4 and 8 (bit 8) shall be set to '1'B as they are respectively the last octet of octet
group 4 and the last octet of octet group 8 in the current version of the present document.

Figure 9: <<IWU-TO-IWU>> information element
for the "Handset version available" command
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Delay for download in minutes (DelayMinutes) (octets 5 and 6)

Delay in minutes, starting from current time (i.e. from reception of the "Handset version available" command), to be
respected by the PP until the actual software image download can start.

This delay allowsthe MS:
- to avoid server overload by distributing downloads over time;
- to minimize user disturbance, by differing downloads until the next night;
- to schedule distinct software upgrades to the same PP (each with its own set of files).
A value of "0" indicates that an immediate download is required by the MS.
A value of "FFFF"'H indicates that the delay is undefined (the PP may attempt a download at any time).

First file download: The delay is especially significant for thefirst file (when fileNumber ="1" in the PP request). The
PP shall respect the indicated delay as a lower bound and shall try to immediately download the software after the delay
has timed out.

More specifically, the download of the first file shall start as soon as possible after CurrentTimeMinutes +
DelayMinutes, where CurrentTimeMinutes refers to the reception time in minutes of the request (from any time origin).

Next files download: For the next files (fileNumber > 2), and provided the PP does not ask for a new delay (see
below), the FP shall set the DelayMinutes parameter to "0", so that the overall upgrade time will be as short as possible.

Possible request for a new delay: If the PP cannot respect the delay for afile (the first file, or any file), e.g. if the PP
was switched off or the server was unreachable when the delay timed out, the behaviour of the PP is left up to the PP
vendor. For example:

e  the PP may try to download the software anytime afterwards; or
. the PP may respect a build-in download window. More specifically in that case:

- the PP will not try to download the current file after CurrentTimeMinutes + DelayMinutes +
DownloadWindowMinutes, where Downl oadWindowMinutes represents the built-in download window
length for downloading;

- additionally, if the download window cannot be respected, the PP asks for a new DelayMinutes value
(hence a new download window), using the "reason" field value of "Unable to download in time-New
DelayMinutes requested” (see clause 7.5.5.2.1), in order to be able to download the remaining (or al)
files.

NOTE 1: In case of firmware upgrade, a PP may request a new download window while keeping some already
downloaded filesin the following cases:

- because it has sufficient memory to keep them while still being functional;

- or because it can no longer revert to aworking version (but only arescue version only alowing
firmware upgrade).

URL2tofollow (URL2_to follow) (octet 7)

Bits 87654321 Meaning
00000000 URL doesnat follow
00000001
to Number of URL messages following in a"URL indication" command
11111111

If present, URL2 value shall follow in one or several "URL indication” commands (see clause 7.5.5.2.3).

EXAMPLE: For an example with an 'URL 2 to follow' value of 0, see clause 7.6.2.2.3, option 1 ("No url").
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User interaction (octet 8)

Bits 765 M eaning
000 No user interaction required
001 User interaction required
010 User interaction undefined

All other values reserved.

Thisfield allows the MS to indicate whether a user interaction is required or not before the actual download of the
software can take place. Vaue '010'B indicates that there is no M S requirement concerning user interaction.

SW Version identifier (octet 9)

A field identifier value of '1' shall be used. Software version identifier of the software to be installed as aresult of the
upgrade (not the currently installed version). The length of this parameter shall be of 20 octets maximum. Only 1A5
characters shall be used.

If anew software version is available, this field shall not be empty (the length shall not be '0") in order to alow future
upgrades. An empty "software version identifier" (length = 0) shall be used if there is no new version available (see
clause 7.6.2.2.3, option 1).

The SW version identifier value is software provider specific, and shall be agreed with the M S operator.

PT FT

once a new SW version is available

Facility

d

<< IWU-to-IWU handset version available, software version, DelayMinutes,
URL2 to follow=2>>

Facility

<

<< IWU-to-IWU URL indication, URL to follow=1, URL content part 1 >>

Facility

l

<< IWU-to-IWU URL indication, URL to follow=0, URL content part 2 >>

Figure 10: "Handset Version available" procedure

NOTE 2: "URL indication" command is described in clause 7.6.2.4.2.3.
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7.5.5.2.3 "URL indication" command

Bit | 8 | 7 | &6 | 5 | 4 | 3 | 2 | 1 Octet:

0 | << IWU-TO-IWU >> 1

Length of Contents (L = Lu + 8) 2

1 S/R = 1|Protocol Discriminator = "Software upgrade over 3

the air" ='06'H

0/1 ext Command ="URL indication" = '2'H 4

URL to follow 5

Length of URL content in this IE (Lu) 6

URL content first octet (IA5 character) 7
URL content last octet (IA5 character) Lu+6

Figure 11: <<IWU-TO-IWU>> information element
for the "URL indication” command

URL tofollow (URL _to follow) (octet 5)

Bits 87654321 Meaning
00000000 Thismessageisthe last message and contains the last part of the URL
00000001
to Number of remaining "URL indication" messages following this message
11111111

NOTE: Theextension bit of octet 4isset to 1 asit isthe (first and) last octet of octet group 4 (reduced to one
octet in the current version of the present document).

URL content (octets7toLu + 6)

The maximum information length of a LAPC Ul frame is 63 octets (see ETSI EN 300 175-4 [4]). As a consequence,
each "URL indication” command may contain up to 55 octets of URL content, following a 'header' of 8 octets, as shown
intable 18a.

Table 18a: Message structure of the "URL indication" command

Octet:

Transaction Identifier | Protocol Discriminator
Message Type = {FACILITY}
Information element = <<IWU to IWU>>
Length of contents = L (octets)
Protocol Discriminator = "Software upgrade over the air" = '06'H
Command = "URL indication" = '02'H
URL to follow
Length of URL content in this IE (Lu)
URL content first octet (IA5 character)

OO (N[O WIN|F-

URL content last octet (IA5 character) Lu+6

When the CLSS procedure is used, the <<Portable Identity>> |E is mandatory from PT to FT. When an already
established link is used, this|E is optional. This|E is 9 octets long.

To summarize, the URL content shall be segmented into several messages:

- From FP to PP, if the URL indication content length exceeds 55 octets

From PP to FP:

- If the <<Portable Identity>> |E is used, and the URL indication content length exceeds 46 octets (55-9).
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- Or, if the <<Portable Identity>> |E is NOT used, and the URL indication content length exceeds 55
octets.

75524 "Negative acknowledgement" command

The "negative acknowledgment" command is used by the FP or the PP for notifying errors arising during the use of
C-plane software upgrade commands.

NOTE 1: The allowed directions of use depend on the "Reject reason” field value.

It shall not be used to notify errors arising from the use of "Binary content download" feature over the U-plane, when
downl oading the software image.

Table 19: Values used within <<IWU to IWU>> information element
for the "negative acknowledgement" command

Information element Field within the information | Standard values Normative action/comment
element within the field/IE
<<IWU to IWU>>
<Length of content> LH Length of content
<Protocol Discriminator> 06H Software upgrade
<Command=negative 03H Software upgrade command
acknowledgement >
<Reject reason> 0...255 Reject Reason
Reject reason
Bits 87654321 M eaning Direction
00000000 Reserved both
000000012 Retry later - Connection refused (see note 2) FPto PP
00000010 Retry later - FP resources overflow (see note 2) FPto PP
00000011 File does not exist (see clause 7.6.2.2.3, option 3) FPto PP
00000100 Invalid URL1 format FP to PP
00000101 Unreachable URL1 (server error) FPto PP
00000110 Command format error both

all other values reserved.

NOTE 2: The"Retry later" error code may be used in case the FP is faced with several simultaneous upgrade
requests (using the "handset version indication” command) from several PPs, which it cannot handle
simultaneously.

Retry later - Connection refused. The "Retry later - Connection refused" value shall be used when the FP is currently
involved in adata call with another PP and cannot support the setup of an additional connection with this PP.

NOTE 3: Thisrequirement does not apply when the FP only sent a "Handset version available" command to
another PP. It only applies as soon as that other PP did setup a data call as aresult of that command for
downloading the software.

- The PP receiving a negative acknowledgement with this reject reason shall wait for at least 5 minutes before
sending a new "Handset version indication" command.

If the FP does not support two simultaneous data calls, but sent a"Handset version available" command to several PPs
(because none of them engaged in adata call yet), then if one of them sets up adata call with the FP, any other PP
attempting to setup an additional data call shall immediately receive a{ CC-RELEASE-COM} with reject reason
"Insufficient resources’.

- The PP receiving the { CC-RELEASE-COM} shall initiate a new C-plane exchange before any new attempt to
setup adata cal for downloading the software.

Retry later - FP resources overflow. The "Retry later - FP resources overflow" value shall be used in case the PP
connection was accepted but the remaining hardware resources are not sufficient to handle the upgrade.
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7.5.6 SUOTA push mode

A FP implementing the present procedure shall use the "generic event notification” procedure of ETSI
TS 102 527-3 [17], clause 7.4.1, to forward software upgrade indications to the PP.

The <<CALL-INFORMATION>> information element shall not be sent as part of this notification.

For indication of values used in <<Events notification>> information element, see table 20.

Table 20: Values used within {FACILITY} message for software upgrade indication

Information element |Field within the information| Standard values Normative action/comment
element within the field/IE
<<Events notification>> |<Event type> 4 Software upgrade indication
<Event sub type> Oorl 0 Unknown
1 Firmware upgrade
<Event multiplicity > 0 Not used. Shall have a value of "0"

A PP implementing the present procedure should attempt a Software upgrade Over The Air (see clause 7.6.2) when
receiving the notification. However, the PP exact behaviour isleft up to the PP vendor. More specifically, a"Handset
Version Indication" command could be sent anytime afterwards, or not be sent at all.

EXAMPLE 1: A PP could respect a built-in timeout, and send a"Handset Version Indication" command as
described in clause 7.6.2.2.1 only if it has the opportunity to do so within this timeout, and ignore
the notification otherwise.

EXAMPLE 2. A PP could respect adelay between the sending of two consecutive "Handset Version Indication”
commands for security reasons, forcing it not to respect the built-in timeout.

EXAMPLE 3: A PP could ignore notifications transferred from a FP from a different vendor, from a blacklisted
FP, etc.
7.5.7  Terminal capability indication

The contents of the <Terminal Capability> information elements shall be based on the requirements of ETSI
EN 301 649 [15], clause 12.3.

For the purpose of this ASAP only the status of the fields and specific values implementation that has changed is
indicated in this clause. For the rest whatever specified in ETSI EN 301 649 [15] shall apply.

Table 21: Values used within the <<TERMINAL CAPABILITY>> information element

Information element Field within the Standard values Normative action/comment
information element within the
field/information
element
<<Terminal capability>>
<ext4> 0
<Profile indicator_1> 'X1XXXxXxB OUT OF SCOPE (DPRS Stream support)
"I XX XXX XB OPTIONAL (Asymmetric bearer)
<extd4a> 0
<Profile indicator_2> XXXXXX1B OPTIONAL(DPRS Class 2 management
and B-field procedures (DPRS-M.5)
supported (ETSI EN 301 649 [15])
<ext4b> 0
<Profile indicator_3> 'Xx 1 xxxxxB OUT OF SCOPE (Ethernet support)
"I XXXXXXB OUT OF SCOPE (Token Ring support)
<ext4c> 0
<Profile indicator_4> 'XXXXXX1B OUT OF SCOPE (IP support)

'XXXxx1xB OUT OF SCOPE (PPP support)
'XXXX1xxB OUT OF SCOPE (V.24 support)
Xxx1xxxB OPTIONAL (C supported)

XXx1xxxxB OPTIONAL (IpQ services supported)
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Information element

Field within the
information element

Standard values
within the
field/information
element

Normative action/comment

"I XXXXXXB

MANDATORY (Generic Media
Encapsulation supported)

< ext4d > 0
< ext4e > 0
Xx1xxxxB OPTIONAL (Channel G supported,
see note 2)
X1 XXXXXB OPTIONAL (PT with fast hopping radio)
"TXXXXXXB OPTIONAL (Capability to support "no
emission" mode) (see ETSI
EN 300 175-3 [3], clause 9.4)
< ext4f > 0
< extdg > 0

'XXXXXX1B

OPTIONAL (E+U-type mux and channel
Ipg basic procedures supported,

see note 1)

'XXXXX1XB

OPTIONAL (Channel Ipg advanced
procedures supported)

'XXXX1XXB

OUT OF SCOPE (Channel Slpg
supported)

<Packet data category> any OUT OF SCOPE of the present
document. System may be categorized
due to other data capabilities. If not
categorized, code shall be set as 0.

< extdh > 1

'XXXXXX1B

OPTIONAL (DPRS Class 3 management
and A-field procedures (DPRS-M.30)
supported (see ETSI EN 301 649 [15])

'XXXXX1XB

MANDATORY (DPRS Class 4
management and A-field procedures
(DPRS-M.30) supported (see

ETSI EN 301 649 [15])

'X1XXXXXB

MANDATORY (Support of Light data
services (the present document)

NOTE 1: IF DPRS-M.23 THEN MANDATORY ELSE OPTIONAL.
NOTE 2: IF DPRS-M.19 THEN MANDATORY ELSE OPTIONAL.
7.5.8 Call resources/parameters negotiation

The contents of the messages applicable to this procedure shall be based on the requirements of the ETSI
EN 301 649 [15], clause 12.5, with the fields and values listed in table 22.

Table 22: Values used within the {CC-SETUP} message

Information element

Field within the
information element

Standard values within
the field/information

Normative action/comment

(octet 4)

element
<< IWU attributes >>
< Length of Contents > any
< Coding standard > 01 Profile defined coding.
< Profile > 00000 DPRS Frame Relay support
(MANDATORY)
< Negotiation Indicator > 000, - Negotiation not possible (see note 1)
010 - Peer attribute negotiation
< Profile Subtype > 1000 DECT Generic media encapsulation

(MANDATORY, Other options Out of
scope)

<Maximum SDU size> PT
=> FT (octets 5 and 5a)

> 191 (equivalentto 1
528 octets)

At least 1 528 octets (codec as 191) shall
be supported (see note 7)
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Information element

Field within the
information element

Standard values within
the field/information
element

Normative action/comment

<Maximum SDU size> FT
=> PT (octets 5b and 5c)

> 1 528 (equivalent to
12 224 octets)

At least 12 224 octets (codec as 1 528)
shall be supported (see note 7)

< Profile Subtype
attributes> (octet 6)

several values and
number of octets
possible

See DPRS [15], clauses B.2 and B.8

<< Call attributes >>

< Coding standard >

00

< NWK layer attributes >

00010, 00011, 00110

DPRS Class 2, DPRS Class 3, DPRS
Class 4. Only values for implemented ME
Classes need to be supported

< C-plane class > 010 Class A shared is only mandatory, rest
are optional and need not be supported
by the peer side
< C-plane routing > 0000, Cg only;
0100 Ce only;
Support of C. is optional
<exts > 1
< U-plane symmetry > 00 Symmetric (see note 6)
< LU identification > 01010 LU10.
< ext6 > 1
< U-plane class > 101 Class 2; SELective
< U-plane frame type > 1010 FU10a/c mandatory for support
<< Connection Signifies the maximum capabilities of the
attributes >> sender for the requested call. If not
included the default value shall be
assumed (see clause 12.5.1 of [15])
< Symmetry > 001 Symmetric only connection
010 Asymmetric reversible
101 Asymmetric one-way-only
Asymmetric types are applicable only
when operating in ME Class 2 and B-field
signalling (DPRS-M.5)
< Connection identity > 0000 Not yet numbered
ext4 0,1 If 1 is indicated, the octets 4a, 4b and 4c
shall not be included and their values
shall be understood to be equal to the
value set in < Target bearers
(P = > F direction) >
< Maximum bearers 00nnnnn If "Symmetric" has been indicated max.
(P = > F direction) > nnnnn =1 to 23 value that needs to be supported is 12
ext4a 0,1 If 1 is indicated, the octets 4b and 4c shall
not be included and their values shall be
understood to be equal to the values set
in octets 4 and 4a respectively
< Minimum bearers 0lnnnnn
(P = > F direction) > nnnnn = 0 to 23
ext4b 0,1 If 1 is indicated, the octets 4c shall not be
included and its value shall be
understood to be equal to the value set in
octet 4b
< Maximum bearers 10nnnnn
(F = > P direction) > nnnnn =1 to 23
ext4c 1
< Minimum bearers 11nnnnn
(F = > P direction) > nnnnn = 0 to 23
< exts > 0,1 If 1 is indicated, octet 5a shall not be

included and its value shall be
understood to be equal to the value set in
octet 5

ETSI



56

ETSITS 102 527-4 V1.2.1 (2014-12)

Information element

Field within the
information element

Standard values within
the field/information

Normative action/comment

element
< MAC slot size > 001 long slot 640 MANDATORY to support
100 full slot Optional to support
101 double slot Optional to support
<MAC service P=>F > 0010 I\ detect: MANDATORY to support
8213 lpmr; Mod-2 correct: Optional
0111 Ipo; detect: optional .
lpgri Mod-2 correct: Optional
Support of "I; Mod-2 correct” and Ip, is
optional
< extba > 1
< spare > 000
<MAC service F=>P > 0010 I\ detect: MANDATORY to support
8213 lp; Mod-2 correct: Optional
0111 Ipo; detect: optional .
lpgri Mod-2 correct: Optional
Support of "I; Mod-2 correct” and Ipq, is
optional
< Ext6 > 1,0 If 1 is indicated, octet 6a shall not be
included and its value shall be
understood to be equal to the value set in
octet 6
< Cg channel attributes 000, Cg never (Cg only)

P=>F>

010, 011, 100, 101

Cp. priorities A, B, C or D
Support of C is optional

< MAC packet life time Oto7 Values > 0 only for I,_error_correct
P=>F>

< Ext6a > 1

< Cg channel attributes 000, Cg never (Cg only)

F=>P>

010, 011, 100, 101

Cp. priorities A, B, C or D
Support of C is optional

< MAC packet life time Oto7 Values > 0 only for I,_error_correct or
F=>P> |p_error_correct
< Ext7 > 1 See note 5
< A-attributes > 000 2-level modulation scheme
< B-attributes > 000, 2-level modulation scheme
001, 4-level modulation scheme
010 8-level modulation scheme
The support of 4 and 8 level modulation
scheme is optional
<< Transit delay >> For the default value in case it is not
included see clause 12.5.1 of [15]
< Forward Delay > 0 Infinite - Mandatory for support
All Rest - optional
< Backward Delay > 0 It is not required to support different
All values in Backwards direction
<< Window size >> (See note 2)
For the default values if not included
see clause 12.5.1 of [15]
ext3 0
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Information element

Field within the
information element

Standard values within
the field/information

Normative action/comment

element
< Window size value All The value shall be placed in both 3 and
(forward) > 3a octets as defined in ETSI
EN 300 175-5 [5], clause 7.7.43
(for the range of allowed values see
clause 11.1.1 of [15])
Maximum allowed for this profile
value = 256 (see note 3)
ext3a 1
< Window size value All
(forward) continue >
ext4 0
< Window size value All The value shall be placed in both 3 and
(backward) > 3a octets as defined in ETSI
EN 300 175-5 [5], clause 7.7.43
(for the range of allowed values see
clause 11.1.1 of [15])
Maximum allowed for this profile
value = 256
ext4a 1
< Window size value All

(backward) continue >

NOTE 1:

(see clause 1
NOTE 2:
NOTE 3:
NOTE 4:

MAC layer.
NOTE 5:

NOTE 6:
NOTE 7:

2.5.1 of [15]).

This value may only be used if all other parameters have values equal to the default values

If octet group 4 (i.e. 4, 4a, 4b) is omitted the values defined in Octet group 3 apply for both directions.
The values introduced in clause 11.1.1 of [15] need to be respected in all window-size fields.
The direction of the connection downlink (FT-to-PT) or up-link (PT-to-FT) will be dynamically negotiated at

For backwards compatibility, if octet 7 is not included support of 2-level modulation scheme for both
A- and B-field shall be assumed.
If "Symmetric" is indicated octets 4b, 4c, 5a and 6a need not to be included.

Value 191 (equivalent to 1 528 octets) is codec as '0000001'B in octet 5 and '0111111'B in octet 5a.

7.5.9

IWU-attributes change

The contents of the messages applicable to this procedure shall be based on the requirements of the ETSI
EN 301 649 [15], clause 12.7.

For the purpose of this ASAP only the status of the fields and specific values implementation that has changed is
indicated in this clause. For the rest whatever specified in ETSI EN 301 649 [15] shall apply.

Table 23: Values used within the {CC-SERVICE-CHANGE} message

Information element Field within the Standard values within Normative action/comment
information element | the field/information
element
<<IWU attributes>>
<Profile> 00001 OUT OF SCOPE (Stream support)
00000 MANDATORY (FREL support)
<Profile Subtype> 0000 OUT OF SCOPE (IEEE 802.3 [i.7]/
Ethernet (WLAN))
1000 OUT OF SCOPE (Interworking to V.24
circuits (RS232)
0001 OUT OF SCOPE (IEEE 802.5 [i.8],
(clause B.5))
0010 OUT OF SCOPE (Internet Protocol (IP)
(clause B.6 (RFC 791 [i.16]))
0100 OUT OF SCOPE (Point-to-Point
Protocol (clause B.7 (RFC 1661 [i.9]))
1000 MANDATORY (Generic Media
Encapsulation Protocol (clause B.8))
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7.5.10 Broadcast attributes management

The contents of the messages applicable to this procedure shall be based on the requirements of the ETSI
EN 301 649 [15], clause 12.16.

For the purpose of this ASAP only the status of the fields and specific values implementation that has changed is
indicated in this clause. For the rest whatever specified in ETSI EN 301 649 [15], shall apply.

Table 24: Extended higher layer capabilities interpretation by the PP

BIT Number Attribute Value Note
a27 Generic Media 1 MANDATORY
Encapsulation

a29 Ethernet X OUT OF SCOPE

a30 Token Ring X OUT OF SCOPE

a3l IP X OUT OF SCOPE

a32 PPP X OUT OF SCOPE

a33 V.24 X OUT OF SCOPE

a45 DPRS Class 3 or Class 4 1 MANDATORY (see note)

management and A-field
procedures (or both)

supported (DPRS-M.30),
a46 DPRS Class 2 management 0,1
and B-field procedures
supported (DPRS-M.5)

OPTIONAL (IF DPRS-ME.2 THEN "1" ELSE "0").

NOTE: The supported management Classes are inferred from the state of bit a21 (MAC suspend/resume
supported). If bit a21= 1 then Class 3 and Class 4 are supported, if a21 is = 0, then only Class 4 is
supported.

Table 25: Extended higher layer capabilities part 2 interpretation by the PP
BIT Number Attribute Value Note
<a25-a28> |NG-DECT Packet Data any Irrelevant for the present specification. System may
Category be categorized due to other data capabilities
a35 no-emission mode support 0,1 OPTIONAL
a45 Light data services 1 MANDATORY
(ETSI TS 102 527-4)
supported

7.6 Application layer procedures

The procedures as specified in ETSI EN 301 649 [15], clause 12 shall apply with the modifications and additional
procedures listed in the present clause.

7.6.1 Binary content download

7.6.1.1

The "Binary content download" feature allows the design of "PP to server" distributed applications (see the definition
below), based on HTTP, and usable with any Part 4 FP.

Binary content download general requirements

NOTE 1. "Binary" refersto DECT layers transparency toward the type of files being transmitted to the PP.

Distributed application. A distributed application is an application available to the user on a DECT handset, for which
part of the code (behaviour) and/or datais located on the handset (local tier) and part of it islocated in the network
(remotetier). The remote tier may consist in one or more HTTP servers.

There isastrong relationship between the local and remote tiers of the application, so that the PP and servers are
assumed to be designed in a compatible manner.
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NOTE 2: Thisfeature may be used with several possible design structures: HT TP servers hosted by the PP
manufacturer, or PP vendor, or other parties.

For interoperability reasons, the remote tier of a pure binary content download application should not be hosted on

the FP.
PP (DPRS Over the Air) EP HTTP server
HTTP 1.1 requests
app”ca’[ion y HTTP 1.1 based N yi forwarded
(local tier) \ requests [ m—
Application
(remote
Full interaction possible tier)
APIs &
Middleware
C plane interactions
Operating DECT NWK VA > DECT NWK
system and stack and stack
Figure 12: Distributed application using "Binary content download"
7.6.1.2 LU10 interworking conventions and HTTP profile
7.6.1.2.1 LU0 interworking conventions and HTTP profile for "Simple binary content
download"
7.6.1.21.1 Concerned devices and connections

For the " Simple binary content download" procedure, afile transfer shall occur in the U-Plane based on a single context
of HTTP protocol, transported over DPRS Generic | nterworking Encapsulation Protocol (ETSI EN 301 649 [15],

clause B.8).

Devices allowed to use this profile. NG DECT Part 4 PTs may setup a connection with this profileif FT isaso Part 4.
Any Part 4 device shall at least support this profile, as described below.

Characterizing connections using this profile. Connections setup by a device allowed to use the profile (see above)
using a basic service (LDS with Class 4, or LDS with Class 3), and that are created with a single context.

Table 25a: Relevant capabilities for use of this profile

Relevant features for use of this profile PT FT Comments

DPRS Generic media encapsulation procedure

ETSI EN 301 649 [15], clause B.8.4.3 (see note 1) M M As amended by the present procedure.

DPRS management

Class 2 (DPRS-ME.2) | I

Class 3 (DPRS-ME.3) (0] (0] If supported, shall not be used for
NGLDS-A.2 feature (SUOTA)

Class 4 (DPRS-ME.4) M M

Basic services M M Use of one of the basic services listed
below is mandatory on the connection
initiating side. It is always used together
with limited support of DPRS-N.34 (see
below in this table)

Light data service, with Class 4 DPRS management (A.2.1) M M

Light data service, with Class 3 DPRS management (A.2.2) C2511 | C2511 |Can only be used by PT if both parties
declare support for Class 3.
If supported, shall not be used for
NGLDS-A.2 feature (SUOTA)
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Relevant features for use of this profile PT FT Comments

Features

Dynamic Parameter Allocation (DPRS-N.33) M M Only the default IE based allocation

shall be used (note 2)

Service Negotiation at virtual call setup (DPRS-N.34) M M <<IWU-ATTRIBUTE>> IE shall be

present (and only this N.34 related IE)
(see clause 7.6.1.2.1.3)

In call service change (DPRS-N.35) 0] 0] notes 3, 4

C2511:

IF DPRS Class 3 management (DPRS-ME.3) supported THEN M ELSE |.

NOTE 1:
NOTE 2:

NOTE 3:

NOTE 4:

Simplified single-context Interworking to External Networks (or to an application proxy).

Use of the present profile implies support of protocol indicator 1079 only (i.e. of ETSI EN 301 649 [15],

clause B.8.3.4, alias Common HTTP profile), as described in ETSI EN 301 649 [15], clause A.2.1, table A.11 and
ETSI EN 301 649 [15], clause A.2.2, table A.17 relating to the (mandatorily used) basic services. However, as
described in ETSI EN 301 649 [15], clause B.8.3.2, the "Extended HTTP profile" (alias protocol ETSI

EN 301 649 [15], clause B.8.3.5 with protocol indicator 1077) may however be used by both parties even though
protocol indicator 1079 is indicated at connection setup. When this occurs, the FT is anyway informed of PT
support for ETSI EN 301 649 [15], clause B.8.3.5 through the HTTP User-Agent Header (see clauses 7.6.3.2,
A.l.4 and A.2.3).

This feature may be used by PT or FT in order to switch over to the multi-context profile (see clause 7.6.2.1.2) by
creating a new context, if both parties comply with table 25d of clause 7.6.1.2.2. This implies that both parties
support DPRS-N.35. For the sake of simplicity, it is not allowed to go back to the present profile after switching
over to multi-context. This shall not be used if the connection was created for the NGLDS-A.2 feature (SUOTA).
If supported, this feature may also be used in order to change the DPRS management class during the
connection (see ETSI EN 301 649 [15], clause 12.6.5).

7.6.1.2.

1.2 Allowed PT behaviors

Table 25b: Allowed PT behaviors and application features when using this profile

Condition for using Prerequisite FT PT behavior Restrictions

the behavior

PT supports Class 4 FT supports Start a simple BCD To be used for NGLDS-A.2 feature.
only (i.e. not Class 3) |[Class 4 at least connection with LDS CLass 4 |May be used for NGLDS-A.3 feature.

basic service (note 1)

PT supports Class 3 Start a simple BCD To be used for NGLDS-A.2 feature (note 3).
and Class 4 connection with LDS Class 4 |May be used for NGLDS-A.3 feature (note 4).
basic service (note 1)
FT supports Start a simple BCD Shall not be used for NGLDS-A.2 feature.
Class 4 and connection with LDS Class 3 |Should be used for NGLDS-A.3 feature if FT
Class 3 basic service (note 1) also declares support for class 3.

N.35 is not needed.

NOTE 1:

NOTE 2:

NOTE 3:
NOTE 4:

NOTE 5:

NOTE 6:

NOTE 7:

When using this basic service, use of B.8.3.4 (note 5) is assumed, but use of B.8.3.5 (note 7) compliant
application packets is however allowed (see ETSI EN 301 649 [15], clause B.8.3.2) see also note 2.

A FP implementing "NGLDS-A.3 HTTP based applications" necessarily supports ETSI EN 301 649 [15],

clause B.8.3.5 (alias "Extended HTTP profile" of clause A.2).

Switching over to Class 3 with N.35 (even if both parties support Class 3 and N.35) is not allowed.

This should however be avoided if FT also supports Class 3 but N.35 is not supported by both parties, because
this implies that the connection will never take advantage of suspend resume although both parties support it.
ETSI EN 301 649 [15], clause B.8.3.4 (protocol indicator 1079) is HTTP limited set nr.2, also known as Common
HTTP profile (clause A.1 of the present document). ETSI EN 301 649 [15], clause B.8.3.4 includes:

- support by both the PP and FP of the HTTP partial GET method (see note 6);

- support by the PP of the media type "application/octet-stream™ at least;

- support of a limited set of HTTP headers.

A partial GET is characterized by the presence of a "Range" header in an HTTP GET request. Presence of this
header is mandatory for all GET requests between the PP and the FP (as described in the "Common HTTP
profile"); even if a whole resource is requested.

ETSI EN 301 649 [15], clause B.8.3.5 (protocol indicator 1077) is HTTP limited set nr.3 also known as Extended
HTTP profile (clause A.2 of the present document).
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7.6.1.2.1.3 Negotiable elements

The present profile provides limited support for 'Service Negotiation at virtual call setup' (DPRS-N.34), asindicated in
table 25a above.

Negotiation indicator. The negotiation indicator shall be ‘010" indicating that peer attribute negotiation is enabled.

Negotiable subfields. The << IWU-ATTRIBUTES >> | E shall only be used in order to negotiate the "Max SDU size"
value that will be used for the connection in each direction (PT => FT and FT => PT).

Negotiated value. For a given direction, the << IWU-ATTRIBUTES >> |E:
- shall be used by theinitiating side, in order to systematically specify the "Max SDU size" it supports,

- shall be used by the receiving side, in order to send back the negotiated value for the "Max SDU size" in this
direction, that is:

- if the value received from the initiating side is acceptable (i.e. lower or equal to the "Max SDU size"
value that the receiving side supports), the receiving side shall send back the received val ue as negotiated
value;

- if the value received from the initiating side is NOT acceptable (i.e. greater than the "Max SDU size"
value that the receiving side supports), the receiving side shall send back the "Max SDU size" it supports
as negotiated value.

Other subfields shall be fixed (see 'Vaues of non-negotiable subfields' below).

NOTE: Thenegotiated "Max SDU size" (i.e. that will be used for the connection) in agiven direction isthe
minimum of the two values supported for this direction by the PT and FT.

Allowed range. The "Max SDU size" (in octets) supported by each side for a given direction shall be between the
minimum and maximum values indicated in table 25c for this direction.

Table 25c: Allowed range for "Max SDU size" value supported (and negotiated)

Max SDU Size Minimum value Maximum value
direction PT =>FT |752 1528 (note 3)
(coded '0000000'B +'1011110'B = (coded '0000001'B +'0111111'B =
'5E'H = 94 = 752/8) 'BF'H = 191 = 1528/8)
direction FT => PT |752 12224 (note 3)
(coded '0000000'B + '1011110'B = (coded '0001011'B + '1111000'B =
'5E'H = 94 = 752/8) '5F8'H = 1528 = 12224/8)

NOTE 1: The 4 values shall be considered by both the PT and FT.

NOTE 2: The 4 values are multiples of 8 (as the value coding is 'value/8'"). The value proposed by the
initiating side and the negotiated value shall therefore necessarily be also multiples of eight.

NOTE 3: The maximum values are compatible with the maximum application packet sizes specified for
the present document (12 kBytes downstream and 1,5 kBytes upstream) when chopping
(application packet size segmentation) is not used. If a smaller value is negotiated, then the
maximum application packet size used for the connection shall also be reduced accordingly.

EXAMPLE: In particular, the << IWU-ATTRIBUTES >> |E:
- shall not be used in order to create more than one context.
- shall not be used in order to change the application protocol identifier associated with the first
(and only) context.

Values of non-negotiable subfields. Figure 12a shows negotiable (grey background) and non-negotiable subfields.
Both theinitiating and receiving sides shall use the fixed value shown in figure 12a for non-negotiable subfields:

ETSI



62 ETSITS 102 527-4 V1.2.1 (2014-12)

Bit: 8 | 7 | 6 | 5 | 4 ] 3 | 2 ] 1 Octet:
<< IWU-ATTRIBUTES >>"'12'H 1
Length of Contents (L) '0A'H 2
1 Code std Profile 3
'01'B '00000'B (DPRS: Frame Relay services)
ext4 Negotiation indicator Profile subtype 4
1 '010'B (Peer attribute '1000'B (DECT Generic Media
negotiation) Encapsulation)
0 Maximum SDU size (PT = FT) MSB (7 bits) 5
0 Maximum SDU size (PT = FT) LSB (7 bits) 5a
0 Maximum SDU size (FT = PT) MSB (7 bits) 5b
1 Maximum SDU size (FT = PT) LSB (7 bits) 5c
ext6 | Operation code | Optional groups | CH=0 Spare 6
1 '01'B '‘00'B '0'B '00'B
seq Generic Media context indicator (GMCI) 6a
'0'B '0000000'B (PT) '0000001'B (FT)
Application protocol identifier (MSB) '04'H 6b
'37'H 6C

NOTE 1: The negotiation indicator shall be '010' indicating that peer attribute negotiation is enabled.
NOTE 2: The present profile limits negotiation to octets 5, 5a, 5b and 5c. Octets 5b and 5c shall always be
present (even though they may in principle be absent when both sizes happen to be the same).
All other fields shall always contain the fixed indicated value.
NOTE 3: The 'seq' flag (octet 6a, bit 8) shall be unset on both sides, indicating that SDU numbering is not
used.
NOTE 4: The GMCI value used for the connection shall be 1. As the GMCI value is always defined by the
FP:
- the PT shall use value "0" (indicating a not yet defined GMCI) in the <<IWU-
ATTRIBUTES>> IE of the {CC-SETUP} (first message of the connection); and
- the FT shall use value 1 in the <<IWU-ATTRIBUTES>> IE of the {CC-CONNECT}.
Then in all subsequent messages (e.g. in SDU headers), the defined value 1 shall be used.

Figure 12a: << IWU-ATTRIBUTES >> IE with negotiable (in grey background) and non-negotiable data

7.6.1.2.2 LU10 interworking conventions and HTTP profile for "Enhanced binary content
download"

For the "Multi-context binary content download" procedure, afile transfer shall occur in the U-Plane based on one or
severa contexts of HTTP protocol, transported over DPRS Generic Interworking Encapsulation Protocol (ET S
EN 301 649 [15], clause B.8).

Devices allowed to use this profile. NG DECT Part 4 PTs may setup a connection with this profile (or switch to this
profile from 7.6.1.2.1 through use of DPRS-N.35) if FT isalso Part 4, and both parties (PT and FT) indicate support of
ETSI EN 301 649 [15], clause B.8.4.2 in asent <<SETUP CAPABILITY>> |E. If aPart 4 PT or FT indicates support
for ETSI EN 301 649 [15], clause B.8.4.2, it shall support the "Multi-context binary content download" as described
below.

Characterizing connections using this profile. Connections setup by a device alowed to use the profile (see above)
with abasic service (LDS with Class 4, or LDS with Class 3), as soon as more that one context is created.

e  Thismay occur at connection setup, if DPRS-N.34 is supported by both parties.

. This may also occur if aconnection uses profile 7.6.1.2.1, if new contexts are created at some time (implying
support of DPRS-N.35 by both parties).

NOTE: Asaconsequence, support of this profile (ETSI EN 301 649 [15], clause B.8.4.2 capability indicated on
both sides through DPRS-N.33 with either default |E or sent |E) does not imply use of this profile at
connection setup.
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Table 25d: Relevant capabilities for use of this profile

Relevant features for use of this profile PT | FT Comments
DPRS Generic media encapsulation procedure
ETSI EN 301 649 [15], clause B.8.4.2 (Multi-context M M |As amended by the present procedure
Interworking; see note 1)
DPRS management
Class 2 (DPRS-ME.2) I I
Class 3 (DPRS-ME.3) 6] 6]
Class 4 (DPRS-ME.4) M M
Basic services M M |Use of one of the basic services listed below is
mandatory on the connection initiating side. It is
always used together with limited support of
DPRS-N.34 (see below in this table)
Light data service, with Class 4 DPRS management (A.2.1) M M
Light data service, with Class 3 DPRS management (A.2.2) C2541 |C2541|Can only be used if both parties declare support
for it
Features
Dynamic Parameter Allocation (DPRS-N.33) M M |On PT and FT sides, use of the sent IE is
required in order to indicate support for
"B.8.4.2" as it is not supported in any default IE
(notes 2, 3)
Non-GMEP capabilities: not listed here M M |Shall be listed in the sent IE (not implied)
see note 6
Minimum (or optional) GMEP capabilities as listed below: (note 5)
46H (Multicontext Interworking, B.8.4.2; see note 1) M M |(note 4)
01H (HTTP limited set nr.1, B.8.3.3, p.i.c 1078) | | |(note 4)
02H (HTTP limited set nr.2, B.8.3.4, p.i.c 1079) M M |Common HTTP profile (clause A.1) (note 4)
03H (HTTP limited set nr.3, B.8.3.5, p.i.c 1077) o] M |Extended HTTP profile (clause A.2) (note 4)
Service Negotiation at virtual call setup (DPRS-N.34) M M [<<IWU-ATTRIBUTE>> IE shall be present (and
only this N.34 related IE) (note 7)
In call service change (DPRS-N.35) M M [This allows to create new contexts and to
release contexts (note 8)

C2541: IF DPRS Class 3 management (DPRS-ME.3) supported THEN M ELSE |I.

NOTE 1: ETSI EN 301 649 [15], clause B.8.4.2, Multi-context Interworking to an application proxy.

NOTE®2: This feature uses either a default IE or a non default <<SETUP CAPABILITY>> |E sent to the opposite side (PT
first, FT answer) at location registration and/or location subscription. The sent IE can only be taken into account if
both side send it, otherwise a default IE is used.

NOTE 3: Protocol identifier codes (p.i.c) are defined in ETSI EN 301 649 [15], clauses B.2.1.1.4.3 and B.8.3.2.

NOTE 4: This is a capability octet value to be indicated (or not) within the <<SETUP CAPABILITY>> IE. The device may
indicate several values. See ETSI EN 301 649 [15], clauses 12.8 and 12.22.

NOTE 5: All supported protocols shall be present in the IE even if the implementation only targets the use of basic services
(that include an assumed default IE in clause A.2).

NOTE 6: See ETSI EN 301 649 [15], clause A.2.1, table A.11 if DPRS-ME.4 only is supported, or clause A.2.2, table A.17 if
both DPRS-ME.4 and DPRS-ME.3 are supported.

NOTE 7: The IE shall be used in order to systematically specify the "Max SDU size" PT => FT and FT => PT (The indicated
values shall be independent of the application (if more than one is supported) and context (if more than one is
created). Octets 5b and 5c¢ shall always be present, even if both sizes happen to be the same. The IE may also be
used in order to create more than one context, or in order to specify the application protocol identifier associated
with each context (among protocols indicated with N.33). Other uses not listed here are not allowed.

NOTE 8: DPRS-N.35 is the only way to use more than 4 contexts, or to release an existing context. N.35 may be used

instead of N.34 in order to create more than one context (see note 7). This feature may also be used in order to
change the DPRS management class during the connection (see ETSI EN 301 649 [15], clause 12.6.5).
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Table 25e: Allowed PT behaviors and application features when using this profile

Condition for using the | Prerequisite FT PT behavior Restrictions
behavior

As described in table 25b |As described in Any behavior as described  |Allowed with the restrictions described in

for the considered table 25b for the in table 25b for profile table 25b for the considered behavior

behavior considered 7.6.1.2.1

behavior

None None Use N.34 in order to start Shall not be used for NGLDS-A.2 feature.
the connection with more Shall not be used for NGLDS-A.3 feature.
than one context (note 2)

None None Use N.35 in order to change [N.35 allows to create new contexts and to
the number of contexts release contexts.

NGLDS-A.2 shall not be used in this context
A new context could be created in order to
support NGLDS-A.3.

PT supports Class 3 and |FT supports Use N.35 in order to change |Both parties support Class 4 + Class 3
Class 4 Class 3 and the DPRS management See ETSI EN 301 649 [15], clause 12.6.5.
Class 4 class
N/A N/A Go back to profile 7.6.1.2.1  |Not allowed
by deleting all but one
contexts

NOTE 1: No conditions except those defined in table 25d above for use of the profile.
NOTE 2: This possibility is for a not yet defined feature.

7.6.1.2.3 LU10 interworking conventions and HTTP profile for "Generic multiprotocol binary
content download"

For the " Generic multiprotocol binary content download" procedure, afile transfer shall occur in the U-Plane based on
one or severa contexts of HTTP protocol, transported over DPRS Generic Interworking Encapsulation Protocol (ETSI
EN 301 649 [15], clause B.8).

Devices allowed to use this profile. NG DECT Part 4 PTs may setup a connection with this profileif FT isalso Part 4,
and both parties (PT and FT) indicate support of ETSI EN 301 649 [15], clause B.8.4.1 in asent <<SETUP
CAPABILITY>> |E. If aPart 4 PT or FT indicates support for ETSI EN 301 649 [15], clause B.8.4.1, it shall support
the "Generic Multiprotocol binary content download" as described below.

Characterizing connections using this profile. Connection setup by a device allowed to use the present profile (see
above) and either not supporting the "Simple" or "Multi-context" profiles or using DPRS-ME.2 or any of the protocols
not allowed with the"Simple" or "Multi-context" profiles (Full HTTP, DNS, ETSI EN 301 649 [15], clause B.8.3.3).

Table 25f: Relevant capabilities for use of this profile

Relevant features for use of this profile PT | FT Comments

DPRS Generic media encapsulation procedure

ETSI EN 301 649 [15], clause B.8.4.1 (see note 1) M M |As amended by the present procedure.

DPRS management

Class 2 (DPRS-ME.2) M M

Class 3 (DPRS-ME.3) (@) (@)

Class 4 (DPRS-ME.4) [¢) [¢)

Basic services

Light data service, with Class 4 DPRS management (A.2.1) C2561 |C2561|Can only be used by PT if both parties
declare support for Class 4.

Light data service, with Class 3 DPRS management (A.2.2) C2562 |C2562|Can only be used by PT if both parties
declare support for Class 3

Features

Dynamic Parameter Allocation (DPRS-N.33) M M |On PT and FT sides, use of the sent IE is
required in order to indicate support for
"B.8.4.1" as it is not supported in any default
IE (notes 2, 3)

Non-GMEP capabilities: not listed here M M |Shall be listed in the sent IE (not implied)
See note 6
Minimum (or optional) GMEP capabilities as listed below: (note 5)

45H (Generic Multiprotocol Interworking, B.8.4.1; see note 1) M M |(note 4)
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—

F

—

Relevant features for use of this profile P Comments

01H (HTTP limited set nr.1, B.8.3.3, p.i.c 1078) (note 4)

02H (HTTP limited set nr.2, B.8.3.4, p.i.c 1079) Common HTTP profile (clause A.1) (note 4)

04H (Full HTTP, as in RFC 2616 [19], p.i.c 80)

o] o]
M M
03H (HTTP limited set nr.3, B.8.3.5, p.i.c 1077) o O |Extended HTTP profile (clause A.2) (note 4)
M M
M M

0AH (DNS, as in RFC 1034 [20] and RFC 1035 [21], p.i.c 53)

Service Negotiation at virtual call setup (DPRS-N.34) C2563 |C2563

In call service change (DPRS-N.35) M M

C2561: IF DPRS Class 4 management (DPRS-ME.4) supported THEN M ELSE |I.
C2562: IF DPRS Class 3 management (DPRS-ME.3) supported THEN M ELSE I.
C2563: IF DPRS Class 2 management (DPRS-ME.2) supported THEN M ELSE O.

NOTE 1: ETSI EN 301 649 [15], clause B.8.4.1, Generic Multiprotocol Interworking to External IP Networks.

NOTE®2: This feature uses either a default IE or a non default <<SETUP CAPABILITY>> |E sent to the opposite side (PT first,
FT answer) at location registration and/or location subscription. For class 3 or 4, the sent |IE can only be taken into
account if both side send it, otherwise a default IE is used. For class 2, a sent IE from one side may be used with a
default IE implied from the other side.

NOTE 3: Protocol identifier codes (p.i.c) are defined in ETSI EN 301 649 [15], clauses B.2.1.1.4.3 and B.8.3.2.

NOTE 4: This is a capability octet value to be indicated (or not) within the <<SETUP CAPABILITY>> IE. The device may
indicate several values. See ETSI EN 301 649 [15], clauses 12.8 and 12.22.

NOTE 5: All supported protocols shall be present in the IE even if the implementation only targets the use of basic services
(that include an assumed default IE in clause A.2).

NOTE 6: See ETSI EN 301 649 [15], clause A.2.1, table A.11 if DPRS-ME.4 only is supported, or clause A.2.2, table A.17 if
both DPRS-ME.4 and DPRS-ME.3 are supported.

7.6.1.3 Binary content download media type

For the "Binary content download" feature, the client shall support at least media type "application/octet-stream”, as
specified in clause A.1.5.

NOTE: Inthe context of the HTTP protocol, mediatypes are used in the " Accept" (from client) and " Content-
Type" (from server) header fields. Media types allow content type negotiation and content type
notification.

76.1.4 Binary content download sequence

The binary content download feature shall use the following sequence of messages.
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PP FP Content
server
(local in FP
or remote)

Data channel establishment

{CC-SETUP}

<< Basic-Service <Call class = ‘Normal call setup’ = 8H>,
<Basic service = ‘Light data services: SUOTA,
Class 4 DPRS management,
default setup attributes’ = 9H>, {CC-CONNECT}

A

see NOTE

«— HTTP limited set (according to DPRS B.8.3.4) — —>

Data channel release
{CC-RELEASE}

{CC-RELEASE-COM}

A

NOTE 1: FP to content server data exchange is out of scope of the "Binary content download" feature description.
This data exchange may or may not involve HTTP.

NOTE 2: Basic service value is defined in ETSI EN 300 175-5 [5]. Default setup attributes are defined in ETSI
EN 301 649 (DPRS) [15], clause A.2.

Figure 13: DECT connection for "Binary content download"

File downloading resumption. Thanks to the use of partial GETs ("Range" header mechanism), the PP can download a
filein severa steps, either by using several GET messages within the same connection, and/or by using several
connections (e.g. following a connection break down).

7.6.1.5 URI-based PP to FP security requirements

The following two procedures allow the PP to require the FP to use one or several security features with the server
when retrieving an HT TP resource over the network.

NOTE 1: These procedures use the Request URI and therefore extend clause A.1.3, "Request URI and Host header
field" of the"Common HTTP profile”.

NOTE 2: Both types of security requirements (respectively defined in clauses 7.6.1.5.1 and 7.6.1.5.2) may be
combined in asingle URI.

NOTE 3: Use of the following two procedures, together with an extension of their use with URL s sent viathe
C-plane, isillustrated in clause B.3 in the case of SUOTA. See also clause 7.6.2.4.

In case the FP does not implement the required security feature, the FP shall send the status code " 700 Unimplemented
security feature”.
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7.6.1.5.1 URI-based PP to FP confidentiality requirement

The "URI-based PP confidentiality requirement" procedure allows the PP to request the FP to use confidentiality when
retrieving an HTTP resource over the network.

NOTE 1: A security requirement for confidentiality is not intended to protect PP to FP exchange of data, which are
protected by DECT specific means.

A PP implementing the present procedure;

- shall be able to send to the FP a URI with "https' scheme value, asin:
GET https://suota.example.com/path/filebin HTTP/1.1;

- shall be prepared to receive a status code " 700 Unimplemented security feature” as a response to the request.
A FP implementing the present procedure:
- shall implement HTTPS;

- shall interpret the presence of the "https' scheme value as a requirement for using HTTPS with the
corresponding server for ensuring the confidentiality of the exchange, and shall fulfil this requirement.

NOTE 2: HTTPSreliesonaSSL/TLS layer between HTTP and TCP.

NOTE 3: Encryption only relies on the server encryption private and public keys, and corresponding certificate (the
FP does not need to own any encryption key). The FP should implement a TLS/SSL stack and
embed/trust the public key of the server certificate authority, or of one of its ancestors.

7.6.1.5.2 URI-based PP to FP authentication requirement

The "URI-based PP authentication requirement” procedure allows the PP to request the FP to use a client authentication
scheme on behalf of the PP when retrieving an HT TP resource over the network.

A PP implementing the present procedure:

. shall be able to send to the FP a URI with authority part containing a userinfo element of the form
"username: password@", asin the following example:

EXAMPLE: GET http://ppl:mypassword@suota.example.com/path/file.oin HTTP/1.1.

. shall be prepared to receive a status code " 700 Unimplemented security feature”" as a response to the request.
A FP implementing the present procedure:

e  shal implement HTTP-based "basic" and "digest" authentication;

. shall interpret the presence of a"userinfo” element within the "authority” part of the URI as a requirement for
using HTTP-based "basic" or "digest” authentication (as requested by the server) with the corresponding server
for ensuring the authentication of the PP, and shall fulfil this requirement.

NOTE: For PP authentication to work this way, the PP should entrust the FP with its own authentication
password, and therefore should trust the FP.
7.6.1.6 PP to FP enhanced interactivity

The "PP to FP enhanced interactivity" procedure allows the PP to send HT TP requests with data (most notably
"completed forms") to the FP (and beyond). It allows to create enhanced "Binary content download" based applications.

NOTE 1: This procedure is not used by the " Software upgrade over the air" feature, which relies on the C-plane for
the same purpose.

A PP compliant with the present procedure shall implement the "Extended HTTP profile" of clause A.2.
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NOTE 2: Distributed applications with a PP embedded local tier may exist that do not make use of the enhanced
interactivity provided by the present procedure-only relying on URLs for PP to FP (limited) interactivity.
However, URL-based interactivity (such as parameters sending) isinefficient for large amounts of data
and does not provide a standard way of handling character encodings.

A PP compliant with the present procedure shall be able to send POST requests using the "multipart/form-data’ format
as described in clause A.2 (and especially upon request of the server, e.g. using "encType" attribute if XHTML <form>
tags are supported).

A FP compliant with the present procedure shall be prepared to receive POST requests as described in clause A.2 and to
forward them to the content download application remote tier.

7.6.2 Software upgrade over the air (SUOTA)

7.6.2.1 SUQOTA general requirements

7.6.2.1.1 Definitions

Softwar e package: A set of files sharing the same version identifier, and needed by the PP for installing or upgrading
an application or afirmware. The software package is often simply referred to as the "software".

Softwar e version identifier: This parameter identifies a software package, including the software package version.
From PP to FP, this parameter identifies the currently installed software package. From FP to PP it identifies the
software package to be installed as a result of the upgrade (and is shared by all the files needed for the upgrade). Details
and examples are provided in clause 7.5.5.2.1.

Softwar e upgrade management server (M S): The site of a PP vendor, or operated on behalf of a PP vendor, where
information about new software image releases for handsets, and their locations (on the downloading server) can be
found.

Softwar e upgrade downloading server (DS): The site of a PP vendor, or operated on behalf of a PP vendor, from
where the software image rel eases can be downloaded.

7.6.2.1.2 SUOTA general description

The " Software upgrade over the air” feature allows the software (or firmware) upgrade of a New Generation DECT,
Part 4 PP in front of a New Generation DECT, Part 4 FP. This software may be made of one or severa files sharing the
same version. The SUOTA feature includes procedures for:

. information exchange in the C-Plane; and
e  actual downloading of the software (or firmware) by the PP.

- For this download, the "Binary content download" feature shall be used (i.e. an HTTP connection is used
between the PP and the FP). Moreover, the binary content download shall only use the "Simple" profile
described in clause 7.6.1.2.1, with Class 4 DPRS management (see also note 2 in table 13 for more
details).

- Implementation of the "Binary content download" feature is therefore a prerequisite for the SUOTA
feature.

As an addition to the "Binary content download" model, the SUOTA feature uses an extra"middle tier" on the FP
which exchanges software upgrade specific commands with the PP and issuesits own requests toward the management
server.

The SUOTA feature defines the following two types of SUOTA. Both SUOTA types use a common PP to FP protocol.

1) Basic SUOTA isdescribed end-to-end from PP to MS and from PP to DS, and uses plain HTTP up to the
servers. FP to M S protocol isthe object of annex B.

2) Enhanced SUOTA enables the use of anon limited list of optional additional features for the FPto MS
exchanges (authentication, confidentiality, device identification, etc.).
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NOTE 1. Enhanced SUOTA is expected to be used mostly in the case of telecom operator managed devices.

Only the PP or MS can decide to use enhanced SUOTA; otherwise, basic SUOTA shall be used by the FP. In enhanced
SUOTA, athough the FP to M S protocol is enhanced, URL1 received from the PP shall still be used by the FP as an
entry point to the MS.

NOTE 2: This means that with enhanced SUOTA, the FP to M'S protocol should still be HTTP based.

NOTE 3: Use of enhanced SUOTA by the PP/MS can only be successful if the FP implements the needed enhanced
features.

M ultiple handset systems

In multiple handset systems, each handset handles SUOTA independently. In case of simultaneous attempts from
severa PPs, the FP could reject al but one attempt from them (using a " Retry later” negative acknowledgement for the
other, see clause 7.5.5.2.4).

FP upgrade

Although the SUOTA feature only deals with the upgrade of PPs, a FP implementing the feature shall be capable of
firmware upgrade of itself (with a software upgrade method outside the scope of the present document).

The SUOTA process for a PP shall not be interrupted by the upgrade of the FP.

Upgrade of the FP shall always guarantee that the FP is still compatible with the implemented features of the present
document as aresult of the upgrade. In particular, this means that PPs shall still be able to use SUOTA.

7.6.2.1.3 Protocol overview
HTTP
PP EP SEI‘VEI‘.S
SUOTA specific (remote tier)
C plane commands 2-Request to
o ft
1-Handset Version indication See L F _P__l_JIfL_l_ SN lsjgg\r/\;%ree
indicating URL1 note 1 management
3-Handset Version available Download info server
& o = -
SUOTA 1€ indicating URL2 SUOTA € Tciiang FP_URLZY,
application application
local tier middle tier FP_URL22, etc)
Binary content download
over U-plane Software
upgrade
4- Http request to URL2 See Request to FP_URLZ2 | | downloading
A note 2 7l server
filen file n
Vi
'\

Figure 14: Software upgrade overview

The SUOTA feature comprises 4 steps summarized in figure 14 above and further detailed in clause 7.6.2.2:

- Steps 1, 3 and 4 are repeated as many times as there are files to be downloaded for a given software upgrade:
the PP carries out step 1 again after step 4, until URL2 in the response (step 3) is absent.

- Step 2 is the step in which the FP retrieves the next file to be downloaded. First use of step 2 by the FP
includes arequest to MS (FP_URL1), in order to get al file urls needed for the upgrade (FP_URL2,,,

1<n<Ny). Inthe next uses of step 2, the FP retrieves the next file url locally.
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NOTE 1: A PP may hold several URL1 values. See clause 7.6.2.2.1.
For the description of the SUOTA feature, the following definitions apply:
URL 1: URL1 isdefined as a PP-embedded URL entry point to the PP vendor management server.
NOTE 2: A PP could hold several URL1 values. See clause 7.6.2.2.1.
FP_URL1: Request url to the MS, used to retrieve the set of file urls needed for the upgrade.
NOTE 3: If the FP to MSinterface of annex B is used, FP_URL1 isequal to URL1 with appended parameters.
FP_URL2: Url variable representing the current file url to be downloaded, from FP point of view (retrieved in step 2).

URL 2: Url variable representing the current file url to be downloaded, from PP point of view. URL2 is used by the PP
in the "Binary content download" feature from PP to FP. URL2 may be equal or not to FP_URL 2 depending on the
used scenario (see clauses 7.6.2.2.3 and 7.6.2.2.3 for details).

7.6.2.1.4 SUQOTA protocol steps: overview

The " Software upgrade over the air" protocol comprises the 4 steps defined in the following sub-clauses. These steps
are used several times. First use of step 2 is remote, subsequent uses of step 2 are local. Figure 15 summarizes the use of
these steps.
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PP FP HTTP
SUOTA application AL servers
local tier e ) (remote tier)
SUQOTA specific Management
C plane commands server
2-Request to
@ 1-Handset Version indication Getsetof URLs L — _ __ F _P:L_JF_QL_l_ —-)
indicating URL1and old SWV id from MS
3-Handset Version available , Download info @
€ Forward first €C-------- -
N\
@ indicating URL2 URL to PP
(see NOTE 1) FP_URL21,
FP_URL22, etc)
DPRS Data channel establishment (see clause 7.6.1.4)
Binary content download
over U-plane
4- Http request to URL2 R tto FP_URL2 | Download
@ preq ) PP downloads equest to FP_U »| server
Use orinstall |, File 1 first URL File 1
File1 [
e e ~1
i If multiple file is used (loop over remaining files) 1
1 1
@: 1-Handset Version indication Locally retrieve (2) |
Loop until i Wlth;(;UF;L an(\j/stHI.Wlth olqlsz\{v i next URL i
SW can be @: = _an_ set Version available Forward next |
installed i indicating URL2 URL to PP !
! (see NOTE 1) !
! 4- Http request to URL2 » Requestto FP_URL2 | | !
i o PP downloads o “1
- File kiin 2..N next URL ’( File k in 2..N :
I]_‘ __________________________________________________________________ -
DPRS Data channel release (see clause 7.6.1.4)
pmooomommoC b----oooo- - TTTTTTTTomT o J """" Tt Management
1 Optional PT reboot (e.g. in case of software installation) server
| o o o o o o o o o o o o o o e e e e e o o o e e e e e e e e e e e e e e 2 2
] [
Final notification of success and multiple upgrade SUOTA (see clause 7.6.2.5)
(with updated software version id)
2-Request to
L FP_URL1
@ 1-Handset Version indication Getsetof URLS b — - - - T ____ >
indicating URL1 and new SWYV id from MS
End of , 3-Handset Version available Download info
upgrade. ~  noURL l(_ No URL
See NOTE 2

Figure 15: Software upgrade overview sequence chart

NOTE 1: FP_URL24, FP_URL2,, ... may be forwarded asisto the PP (URL2 = FP_URL 24, etc.) or atransient
URL?2 value pointing to the FP itself may be used instead.

NOTE 2: Retrying software upgrade allows to systematically notify the management server of successful software
upgrade. In case of so-called multiple-upgrade SUOTA, the whole process is restarted (in that case, the
MS sends a new set of URL instead of "no url"). See clause 7.6.2.5.

NOTE 3: A single PP upgrade may imply the download of severa files (cf. the "fileNumber" parameter in the
handset version indication command of clause 7.5.5.2.1). Hence the optional "multiple file" block for
downloading files 2 to N¢ (Nf > 2).
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Use of data connection. The data channel established for downloading the first file shall be used for al subsequent
exchanges relating to the upgrade (except for the final notification of success or failure, or in the case of a connection
error). This applies:

- in the case of amultiple file upgrade,

- to all handset version indication/available exchanges (steps 1 and 3) needed for additional files (from the
2nd one on);

- to al file downloads, including the first one (step 4).

At the end of the last file download, the DPRS data channel shall be released. The final notification of success
(clause 7.6.2.5) or failure (clause 7.6.2.6), steps 1 and 3, shall therefore never use this data channel.

Optimization of connection duration. The PP should make the duration of the data connection as small as possible.
Thiswill in particular optimize the behavior of a multi-handset DECT system when several PPs need an upgrade.

EXAMPLE: If the PP internal memory used for storing the firmware has to be completely erased prior to a
firmware upgrade, this should preferably be done before setting up the data connection.

7.6.2.2 Basic SUOTA protocol steps

Use of Basic SUOTA isillustrated in clause B.3.

7.6.2.2.1 Step 1-PP sends a "Handset version indication” command to the FP

In step 1, the PP sends to the FP a"Handset Version indication" command as defined in clause 7.5.5.2.1. This command
shall be sent:

. either following an "external triggering event” as defined below. In that case the "fileNumber" parameter of
thiscommand is set to "1", indicating that the first file for the software upgrade to come (if any) is requested.

- In that case, the <URL to follow> field shall be set to the number of "URL indication" commands
following this command that are needed for transmitting URL 1.

. or following step 4 (clause 7.6.2.2.4) in order to loop over the steps to retrieve subsequent files (in case more
than onefileis needed, i.e. in case of multiple file software upgrade).

- In that case, the <URL to follow> field shall be set to "0".

External triggering event. The external eventstriggering Basic SUOTA Step 1 and their status on PT side are given by
table 25¢.

Table 25g: External events triggering Step 1

Event type Comment PT side
status
Periodic attempt Coded in the PP for regularly checking availability of a new version (note 1) C7601
Successful See clause 7.6.2.6, "Final notification of success and multiple step SUOTA" M
software upgrade |for details
Push When software upgrade is triggered by an MS originating message. See o
clause 7.5.6 for details (note 2)
User initiated See also clause 7.6.2.7, "User initiated SUOTA flag" for the transmission of C7601
SUOTA this event to the MS (note 3)
C7601: At least one of the two event types (‘periodic attempt' and 'user initiated SUOTA") shall be supported
on PT side.
NOTE 1: The PP could for example send a "Handset version indication" command every 5th day.
NOTE 2: This corresponds to the status of procedure 7.5.6, 'SUOTA push mode', on PT side within feature
NGLDS-N.2 (see clause 6.7.3).
NOTE 3: The status of this event refers to the existence of a menu in the PT for initiating an upgrade manually.
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Command parameters. The "Handset version indication” command includes, among other parameters:

e  The<URL1to follow> parameter, indicating presence of URL1 in one or more subsequent "URL indication"
command(s). URL 1 isthe entry point to the management server (only present for the first use of step 1).

. The current " Software version identifier" of the software installed on the PP and to be upgraded. Goal of the
" Software upgrade over the air" feature is the download of a newer version. In case installation of a new
version requires uninstallation of the previous version, the previous version identifier shall still be used.

. The value of afile counter ("fileNumber"), indicating the number of the requested file. To request the first file,
the fileNumber parameter shall be set to "1".

NOTE 1: A PP may hold severa URL1 values, especially to provide for the case the FP would not implement a
security requirement included in one of them (see clause 7.6.2.4). Additionally, a different URL1 value
could be tried if a"negative acknowledgement" (see clause 7.5.5.2.4) of type "unreachable URL1 (server
error)" isreceived from the FP in response to a "Handset Version indication" command.

Between two consecutive uses of the "Handset version indication" command, the " Software version identifier" shall not
change, unless the new software image has been completely downloaded and installed in between (i.e. al files for the
new version were received).

NOTE 2: In contrast to this, the "Handset version available" command sent in step 3 (see clause 7.6.2.2.3, option 2)
as aresponse from FP to PP contains the new " Software version identifier".

Between two uses of the "Handset version indication” command with the same " Software version identifier", the PP
shall increment the value of the "fileNumber" parameter by 1, in order to get the next file url in the subsequent "Handset
version available" command. Incrementation of the parameter shall also be interpreted by the FP as a notification of
correct download and handling of the previous file by the PP.

Data transport. See 'Use of data connection' in clause 7.6.2.1.4.

Error handling: The PP shall not use the same "fileNumber" value twice for the same " Software version identifier”,
unless:

. it has not received the corresponding response;

e itusesitto notify afallure as specified in clause 7.6.2.6, "Notification of failure", with a non-zero reason field.
Thisincludes possible requests for anew delay if the PP built-in download window cannot be respected. Use
of anon-zero value shall imply contacting the MSin step 2.

7.6.2.2.2 Step 2-FP retrieves url of the next file to be downloaded (FP_URLZ2)

In step 2, the FP retrieves the url of the next file to be downloaded (called FP_URL 2,) either locally or remotely from
the management server.

Thefirst time step 2 isused (n = 1), the FP shall contact the MSin order to retrieve the set of all FP_URL2 values (if a
new software version is available). The FP determines the request to be used toward the M S for this purpose (called
FP_URL1). More specifically:

. the FP shall construct FP_URL1 using URL 1 received from the PP as a base URL;

. FP_URL1 shall be constructed by appending device specific information to URL 1, as defined in clause B.1,
"Basic SUOTA FP to management server interface”;

e theFPshall send an HTTP GET reguest to FP_URL1 on the MS.
NOTE: The FP should be prepared to receive an HTTP redirection status code (3xx) as aresult of using URL 1.

Based on the received parameters, the M S answers the FP, as described in clause B.2, "Basic SUOTA management
server to FP interface”:

- if there is a new software version available, the M5 returns the downl oad i nformation for the
next software version, including the set of all needed FP_URL2 values (N; values, with 1 < N < 15).

- or, if there is NO new software version available, the M5 returns an enpty downl oad i nformation
(see clause B.2, 'Case of an up to date PP').
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The download information is received as text information with " Content-Type" value of "application/xml".

In the next uses of step 2 (n> 1), FP_URL 2, isretrieved localy in the FP.

Data transport. See 'Use of data connection' in clause 7.6.2.1.4.

7.6.2.2.3 Step 3-The PP receives the "Handset version available" command from the FP
In step 3, the FP sends to the PP as a response to the "Handset version indication” command:
- either a"Handset version available" command defined in clause 7.5.5.2.2. See options 1, 2 and 4 below; or

- if an error occurs, a "Negative acknowledgement™ command defined in clause 7.5.5.2.4. See options 3 and 4
below.

Both commands can only be sent to the PP upon reception by the FP of a"Handset version indication" command.
Data transport. See 'Use of data connection' in clause 7.6.2.1.4.

Optionsfor use of step 3. Upon reception of a"Handset version indication" command with a given " Software version
identifier", and with a"fileNumber" field equal to "n" (i.e. for the "nth use" of step 3), the FP shall follow one of the
following options:

Option 1 ("No url™): If there is no new software image available for the given " Software version identifier”, the FP shall
reply with a"Handset version available" command with:

- a<URL2 to follow> field set to "0" ("No url" response); and

- an empty <SW version identifier> field.
Option 1 should only be used once, that is, whenn="1".
Use of option 1 shall end the Software upgrade process on PP side (and until a future triggering event occurs).
Note that two main situations lead to option 1.

- an external event triggered the sending of this command (reboot, periodic attempt, etc), but the PP had an
up-to-date version installed;

- the PP just completed the installation of a new software version (having received al files pertaining to that
version) and sends this command in order to allow for a possible multiple upgrade SUOTA (see step 1,
clause 7.6.2.2.1)-but there is no additional step foreseen on MS side. This can be considered a subcase of the
previous situation.

Option 2 ("OK"): If anew software image is available for the given " Software version identifier" and the requested file
number belongsto [1.. Nf], the FP shall reply with a"Handset version available” command, which:

- shall contain the " Software version identifier" of the new software image (i.e. necessarily different from the
value sent in the "Handset version indication” command);

- shall contain a<URL2 to follow> field set to a non-zero value and shall be followed with one or more "URL
indication" command(s) containing URL 2p, to be used by the PP in step 4 for downloading the nthfile (see
"URL 2, vaue determination” below).

URL2, value determination: URL 2, shall be equal to FP_URL2,,. In other words, the FP forwards FP_URL 2, received
fromthe MS"asis" to the PP.

NOTE: Thisisnot necessarily the case when Enhanced SUOTA is used, see clause 7.6.2.3.3.
DelayMinutes value: The provisions of clause 7.5.5.2.2 shall be respected.

Option 3 (" Negative acknowledgement"): If an error occurs, either due to the received 'Handset version indication’
command, or due to the FP to M S interaction, the FP shall notify the PP by using a" Negative acknowledgement"
command, with a suitable reason field (see clause 7.5.5.2.4).
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EXAMPLE 1:  (Error due to the received 'Handset version indication' command) If a new softwareimageis
available for the given " Software version identifier” but the requested file number exceeds the
maximum value (n > Ng), the FP shall reply with a " Negative acknowledgement” command, with

reason field "File does not exist". This should however never happen, as the PP having received
the needed N files should have installed the new software version already.

EXAMPLE 2:  (Error dueto the FP to MSinteraction) If the management server could not be reached, the FP
shall reply with a " Negative acknowledgement” command, with reason field " Unreachable URL1
(server error)".

If an error occurs, the PP shall nevertheless revert to a stable version.

Option 4 (" Answer to failure report to MS"): If the reason field in the "Handset version indication™ was non-zero
indicating a PP failure and implying contacting the MS in step 2, the FP shall answer to the PP according to the
provisions of clause 7.6.2.6, "Notification of failure".

7.6.2.2.4 Step 4-PP and FP gets the current file from the downloading server

Step 4 isused in the case option 2 is used in step 3. The PP initiates an HT TP connection to URL 2, using the "Binary
content download" feature.

The entry point used on the network side by the FP shall always be FP_URL?2,, = URL2,,. The FP is amost transparent
and also uses HTTP toward the network. More specifically, the FP:

- may use HTTP GET partia regquest toward the network (as the PP does toward the FP when using the "Binary
content download" feature);

- may adjust the "Range" and "Content-Range" headers to its own memory and data rate constraints.

After downloading the file, the PP shall use the downloaded file as appropriate (e.g. instal it, and possibly install the
whole new software version if thisisthe last file), and go back to step 1 again (until the process endsin step 3, option 1,
when the FP sends a"Handset version available" command with no URL2 value)

Media type: The PP shall use "Accept: application/octet-stream” header in the request. The only mediatype used by
the server in the "Content-Type" header shall be "application/octet-stream".

NOTE: Inthe context of the HTTP protocol, media types are used in the " Accept" (from client) and " Content-
Type" (from server) header fields. Media types allow content type negotiation and content type
notification.

Data transport. See 'Use of data connection' in clause 7.6.2.1.4.
Error handling: In case of failure of a GET request during the software image download in step 4:
- If an HTTP error isreceived from the server, the FP shall forward it asisto the PP.

- If the download was interrupted for any reason, the PP may use additional partial GET requeststo retrieve the
whole file (see clause 7.6.1.4, "File downloading resumption” and clause A.1.7.3).

- If the download cannot occur and be completed immediately after the "DelayMinutes’ value timed out, the PP
shall follow the provisions of clause 7.5.5.2.2 about the "DelayMinutes’ parameter.

7.6.2.3 Enhanced SUOTA protocol steps

Enhanced SUOTA isintroduced in clause 7.6.2.1.2, "SUOTA general description” and defined in the present clause.
Enhanced SUOTA re-uses 7.6.2.2, "Basic SUOTA protocol steps' as a prerequisite, but allows some variations.
Although the set of protocol enhancements usable with Enhanced SUOTA is not limited, the principles described in the
present 7.6.2.3 clause shall be respected.

In particular, use of Enhanced SUOTA for the PP upgrade shall always be decided by the PP in step 1, or equivalently
by the MSin step 2, but never by the FP itself (although it may be initiated by the FP in step 1 in some cases,
see clause 7.6.2.3.1).
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NOTE 1. Use of enhanced SUOTA by the PP/MS can only be successful if the FP implements the needed enhanced
features.

NOTE 2: Use of Enhanced SUOTA isillustrated with 4 examplesin annex C.

7.6.2.3.1 Step 1- Enhanced SUOTA possible variants
The provisions of clause 7.6.2.2.1 (Step 1) apply with the following modifications.

When using Enhanced SUOTA, URL 1 received from the PP in step 1 shall be used in any case as an entry point to the
MSin step 2.

Enhanced SUOTA initiation in step 1. Enhanced SUOTA may be initiated in step 1 using one of the following
methods:

- Use of an enhanced feature may be initiated by the PP using security requirementsfor URL1 in step 1
(see clause 7.6.2.4, " PP security requirementsin URL1 and URL2" and clause C.1 for an example).

- Use of an enhanced feature may be initiated by the FP in step 1, using URL 1 as a known identifier triggering
the use of some enhanced features (hence Enhanced SUOTA), although URL 1 as such does not necessarily
reflect this (i.e. does not contain any security requirement). This method can only be used if the FP knows the
PP and M S, and therefore knows that the PP and M S require these features to be used.

NOTE: For instance, the FP could use HTTP POST method to send datato URL1, instead of the HTTP GET
method, or initiate an HTTPS session to URL1, etc. See clauses C.3 and C.4 for examples.

7.6.2.3.2 Step 2-Enhanced SUOTA possible variants
The provisions of clause 7.6.2.2.2 (Step 2) apply with the following modifications.
Enhanced SUOTA initiation in step 2: Enhanced SUOTA may be initiated in step 2 using the following method:

- Use of an enhanced feature may be initiated by the MS in step 2 upon reception of arequest to URL1 or to a
URL 1-based request, if thisis adynamically discoverable feature (e.g. RFC 2817 [i.20] describes away for a
server toinitiate a TLS session upon receiving aplain HTTP request, see clause C.2).

As stated above, with Enhanced SUOTA, URL1 received from the PP in step 1 shall be used in any case as an entry
point to the MS by the FP in step 2. However, if Enhanced SUOTA is used, and in contrast to when Basic SUOTA is
used:

- The protocol used to retrieve the download information need not be HTTP.

- The FP to MSinterface need not be the one described in annex B (whereas Basic SUOTA uses annex B). The
way needed input parameters are provided to the MSis out of scope of the present document.

- The download information could be retrieved by the FP from the MSin one or several steps, whereas Basic
SUQTA retrieves al information in one step (in the first use of step 2).

- Whether download information is retrieved locally or remotely in the nth use of step 2 is out of scope of the
present document (whereas the FP using Basic SUOTA retrieves all information remotely in the 1%t use of
step 2, and locally afterwards).

NOTE: Inany case, thefile url for the nth file (FP_U RL2,,) should be retrieved by the FP for the nth use of step 2
at the latest.

7.6.2.3.3 Step 3-Enhanced SUOTA possible variants
The provisions of clause 7.6.2.2.3 (Step 3) apply with the following modifications.

URL 2, value deter mination (option 2). If Step 3 option 2 is used (see clause 7.6.2.2.3), and in contrast to Basic
SUOTA, URL2, sent to the PP may be different from FP_ URL 2, received from the MS.

In any case, the FP shall still keep FP_URL2, and useit in step 4.
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More specifically, URL 2, may be chosen by the FP as atransient "self-pointing URL".

NOTE: A self-pointing URL pointsto the FP itself (acting asalocal server) and uses "localhost” asits host name
(seeclause A.1.3.1).
7.6.2.3.4 Step 4-Enhanced SUOTA possible variants
The provisions of clause 7.6.2.2.4 (Step 4) apply with the following modifications.
When using Enhanced SUOTA:

- The "Binary content download" feature is still used between the PP and the FP for transferring the next file to
the PP. The PP initiates an HT TP connection to URL 2,,, using the "Binary content download" feature.

- However, URL 2, sent by the FP to the PP could point to an entry point located on the FP itself, the FP acting
asalocal server (the FP hides FP_URL 2, from the PP).

- The FP still uses FP_URL 2, received from the MSin step 2 to retrieve the file from the DS.

NOTE 1: FP_URL2, in scenario 2 when Enhanced SUOTA is used could in fact be any address from any
protocol-dependent addressing scheme (it could even not be an URL).

NOTE 2: The PP may be aware of the use of Enhanced SUOTA, if URL2 received from the FP islocal.

Error handling: In case of failure of a GET request during the software image download in step 4, and as an addition
to the error cases already handled in clause 7.6.2.2.4:

- If an error isreceived from the server (potentially non-HT TP based), the FP shall use the most appropriate
HTTP error toward the PP.

7.6.2.4 PP security requirements in URL1 and URL2

The present procedure describes an enhancement of clause 7.6.2.2, "SUOTA protocol steps*, allowing the PP to require
security functions to be used by the FP when retrieving software upgrade information, and when actually downloading
the software image.

NOTE 1. Step 2 and step 4 of clause 7.6.2.2 already allow the FP to use aternative mechanisms (possibly involving
security) even if the PP does not require anything.

NOTE 2: The present procedureisillustrated in clause C.1 (Enhanced SUOTA example initiated by the PP).

A PP or FPimplementing the present procedure shall implement at least one of the procedures described in
"URI-based PP to FP security requirements' of clause 7.6.1.5. Furthermore, the provisions of clause 7.6.1.5 shall also
apply to URL1 sent viathe C-plane.

A PP using the present procedure shall, as an enhancement to step 1 (clause 7.6.2.2.1), add one or more security
requirement(s) to URL1 sent in the "URL indication” commands following the "Handset version indication" command.

The PP shall check whether the FP supports all of these requirements before using them. If the FP does not implement
al of the security functions required in a given URL1 value, the PP shall not use this value and shall use another URL 1
valueit holds. A PP shall always hold at least one URL 1 value with no attached security requirement.

A FP implementing the present procedure shall, when receiving URL 1 with security requirements, perform the
following actions if applicable:

- as an enhancement to step 2 (clause 7.6.2.2.2), make use of al of these security functions when collecting
software upgrade information from the management server. This only appliesif the FP does not ignore URL 1
as specified in step 2 (clause 7.6.2.2.2);

- as an enhancement to step 3 (clause 7.6.2.2.3), transmit FP_URL2 = URL 2 with included security
requirements. This only appliesif the FP choose scenario 1 (clause 7.6.2.2.4.1).

NOTE 3: The management server, inferring that the FP implements theses functions may send FP_URL 2 with the
same security functions.
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7.6.25 Final notification of success and multiple upgrade SUOTA

As specified in clause 7.6.2.2.1, " Step 1-PP sends a "Handset version indication command to the FP", a successful
software upgrade shall be considered as an external event triggering a"SUOTA attempt” on PP side.

The corresponding "Handset version indication” command shall contain the new " Software version identifier" (of the
just installed software version), and a"fileNumber" parameter reset to "1". This alows:

- the PP to systematically notify the MS of a successful software upgrade;
- the MSto possibly initiate a new upgrade in the case of multiple upgrade SUOTA.
NOTE: A multiple upgrade SUOTA could be needed if a direct upgrade to the target software version is not
possible or has not been tested.
7.6.2.6 Notification of failure

In case the PP is unable to download or install file"n", it shall send a"Handset version indication” command for the
purpose of notifying the failure to the FP and M S.

- The "reason” field of the "Handset version indication” command shall be set to a non-zero value, as specified
in clause 7.5.5.2.1, "Handset version indication command".

- The"fileNumber" field (= "n") shall be interpreted as the number of the file, for which "download" or
"application” (i.e. intended use, for example: installation, reading of contained parameters, etc.) failed.

- The " Software version identifier” field shall still refer to the currently installed version of the software, not to
the version for which afailure occurred (which is not installed). The MS can identify the failing version from
the download information it sends in response to this value.

When using Basic SUOTA, the FP shall in turn notify the MS a specified in clause B.1, setting the reason parameter in
FP_URL1 to the selected non-zero value (default value when absent is"0").

When using Enhanced SUOTA, the way the FP notifiesthe M S, if it does, is out of scope of the present document.

M Sto FP answer to the notification of failure. Whatever kind of SUOTA is used, in response to afailure notification,
the MS:

- may re-send download information (with a possibly updated "DelayMinutes' value);

- should re-send download information with updated "DelayMinutes’ value if the "reason” field value was
"Unable to download in time-New DelayMinutes requested”;

- may indicate "No url" (see" Nourl" (option 1) in clause 7.6.2.2.3, for details), thus taking into account the
failure.

FP to PP answer to the notification of failure. The FP shall reply to the PP according to the MS answer with either
option 1, 2 or 3 of clause 7.6.2.2.3.

- Special case of option 2. In case the M S re-sends download information, the FP shall answer the PP as usual in
a"Handset version indication" command:

- with the url for the nth file, where "n" was the "fileNumber" field value in the "Handset version
indication" command notifying failure; and

- with the new "DelayMinutes’ value received from the MS.

Data transport. See 'Use of data connection' in clause 7.6.2.1.4.
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7.6.2.7 User initiated SUOTA flag

User initiated SUOTA flag. The 'User initiated SUOTA' flag of the "Handset version indication” command shall
indicate (when set) that areal user originatesthe SUOTA upgrade attempt (e.g. triggering SUOTA through a dedicated
menu).

NOTE 1: Accessto this service need not be granted to the end user (e.g. could be reserved for the after-sales
service).

Transmission of the information to the M S. When using Basic SUOTA, the FP shall in turn notify the MS of the
information, as specified in clause B.1, setting the "UIS" parameter in FP_URL1 to the suitable value (i.e. either '0'H or
'1'H; default value when the UIS parameter is absent is"0").

When receiving this information, the MS uses it depending on its upgrade policy, which is out of scope of the present
document.

When using Enhanced SUOTA, the way the FP notifiesthe M S, if it does, is out of scope of the present document.

NOTE 2: Notifying the MS enables a better user experience: for a User initiated SUOTA, the MS could in return
grant a"0" value for the "DelayMinutes' parameter in the "Handset version available" response.

7.6.3 HTTP-based applications

7.6.3.1 HTTP-based applications general requirements

The "HTTP-based applications' feature allows easy implementation of user interface based applications, thanksto a
rendering engine located in the PP. The application code and data are remotely hosted, either inthe FP, or inan HTTP
server, or both (see figure 16).

NOTE 1: The"HTTP-based applications" feature does not allow local interactions between the application and the
PP local APIs.

There are two different XHTML profiles; the Simple XHTML profile (see clause 7.6.3.5) and the Baseline XHTML
profile (see clause 7.6.3.6).

The user interface is XHTML based. DECT handset shall implement the "Simple XHTML profile" of clause 7.6.3.5 and
may implement the "Baseline XHTML profile" of clause 7.6.3.6. Remote applications designed for use on DECT
handsets implementing one of these profiles shall be DECT specific and only use the subset of XHTML defined there.
The Baseline profile is defined for ensuring interoperability but remains optional for the PP.

Implementation of the "Extended HTTP profile" of clause A.2 (including the "Common HTTP Profile" of clause A.1) is
apre-requisite for a PP implementing the "Baseline XHTML profile".

NOTE 2: A FP may also implement server-side "HTTP-based applications' compliant applications. In that case
requirements applying to a DECT specific server apply to the FP.
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Figure 16: Remote application using the "HTTP-based application" feature

NOTE 3: An"HTTP based application" based application remote tier (unlike that of a"Binary content download"
based application) works on any PP implementing the used XHTML subset (i.e. does not need to be
hosted by the PP vendor).

NOTE 4: The remote tier of an "HT TP based application" based application (unlike that of a"Binary content
download" based application) may be located on the FP.

7.6.3.2 Support of additional HTTP header fields

In addition to the uses of HTTP header fields defined in clause A.1.4, the PP shall support the following header fields,
or new uses of these fields.

Table 26: Additional HTTP header fields

Name Direction PP FP Normative action/comment
(note 1) status | status
(note 2)
Accept PP to FP (0] C3601 |Additional use for describing the type of audio, image files
(note 3) supported. See clause 7.6.3.3.
Accept-Charset PP to FP 0o C3601 |To indicate support of UTF-8, is0-8859-1 and possibly
(note 4) additional charsets (see note 5).
User-Agent PP to FP M C3601 | Possible values for version Part4 version 1.2.1:
- NG-DECT-Part4/1.2.1 (A.1; NGLDS-A.3)
- NG-DECT-Part4/1.2.1 (A.1; A.2; NGLDS-A.3)
- NG-DECT-Part4/1.2.1 (A.1; A.2; NGLDS-A.3; 7.6.3.6)
See also clause A.1.4.

C3601: IF the FP plays the server role THEN M ELSE N/A

NOTE 1: Because NGLDS-A.3 (HTTP based applications) implies at least support of the 'Common HTTP profile’,
the headers of table A.1 (clause A.1.4) shall be supported in addition to the headers listed here. If a
header is listed in both tables, the information of the present table supersedes that of table A.1.

NOTE 2: As indicated by C3601 conditional, a FP not being the targeted server of the HTTP request shall only
forward PP requests to the server, and shall in particular transmit header fields received from the PP to
the server without removing nor altering them.

NOTE 3: If present, the 'Accept’ header field shall at least contain the value 'utf-8'. If absent, support of 'utf-8' by
the PT is anyway required (see clause 7.6.3.3).

NOTE 4: If present, the 'Accept-Charset' header field shall at least contain the value 'application/xhtml+xml'. If
absent, support of 'application/xhtml+xml' by the PT is anyway required (see clause 7.6.3.4).

NOTE 5: HTTP uses the phrase "character set" (abbreviated as "charset"), whereas "character encoding" would
be more appropriate.
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7.6.3.3 Support of additional media-types

When the PP requests a mediafile of agiven mediatype (e.g. "image”, "audio", etc) with the GET method, the PP
should use the "Accept” header in order to indicate to the server its preferred subtype(s) for the given media type. The
server then indicates the actual subtype used in the "Content-Type" header of the response.

NOTE 1: Inthe context of abinary content download (see clause 7.6.1), an image or audio file may be sent with the
"application/octet-stream” media type.

NOTE 2: Absence of the "Accept” header means that the PP accepts all media subtypes for the given media
subtype.
7.6.3.4 Support of character encodings

For text based resources that need to be displayed on the screen (text or html file), the mediatype itself is not enough to
fully determine the interpretation of the received media

The PP shall at least support UTF-8 [23] character encoding formats.

NOTE 1. Support of UTF-8 only means support of the UTF-8 encoding structure at a minimum.
For more information see annex E.

The PP may support ISO/IEC 8859-1 [i.10], which is equivalent to support Unicode [i.6] code points from U+0000 to
U+00FF.

NOTE 2: However, for code points between U+0080 and U+00FF, UTF-8 encoding differs from
I SO/IEC 8859-1 [i.10] encoding.

When requesting a text based resource, the PP should notify the server of the accepted character encodings, using the
"Accept-Charset" header. The PP may support other encoding formats (1SO/IEC 8859-2 [i.11], ISO/IEC 8859-15 [i.12],
UTF-16, etc), that may be easier to use or more concise for some languages. In that case, it should also use the " Accept-
Charset" header to indicate it.

The server should indicate-when sending a document to the PP-the used character encoding, using the " charset"
parameter of the "Content-Type" header field. The PP shall use thisinformation in order to correctly display the content
to the user. In case the charset parameter is absent, the PP shall assume that the document is UTF-8 encoded.

7.6.3.5 Simple XHTML profile
The PP shall at |east support the following XHTML1.1 [22] modules. Text nodes shall use UTF-8 [23] encoding.

NOTE: The"Simple XHTML profile" only requires partial implementation of some modules, asindicated in the
"Comment" column.

Table 27: Supported XHTML modules in Simple XHTML profile

Module Element Comment
Structure body, head, html, title Complete
Text br, p Partial
Hypertext a Partial (href attribute only)
Style Attribute Module <p style="text-align: left/center/right ">blabla</p> Used in <p>
Presentation b Partial

The PP shall understand all listed tags. However, the present document does not enforce the way the information is
presented to the user. The PP should follow the tag definition whenever possible, and as much as possible, but may use
aternative ways to render the tag in case of display or other constraints. For example, the PP shall understand (but not
necessarily follow) the "<b>" tag for bold face presentation: if the PP does not hold the corresponding bold face font, it
could render it with quotes, or not render it at all.
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7.6.3.6 Baseline XHTML profile
The PP shall at |east support the following XHTML1.1 [22] modules:

NOTE: The"Baseline XHTML profile" only requires partial implementation of some modules, asindicated in the
"Comment" column.

7.6.3.6.1 Basic elements support

Table 28: Supported XHTML modules in Baseline XHTML profile

Module Element Comment
Structure body, head, html, title Complete
Text br, h1, h2, h3, h4, h5, h6, p Partial
Hypertext a Complete
Style Attribute Module <p style="text-align: left/center/right ">blabla</p> Used in <p>
List ol, ul, li Partial. The "value" attribute on "li"
element restarts numbering
Presentation b, i Partial
Base base Complete
7.6.3.6.2 Image element support

The"img" tag shall be recognized even if the PP is not able to display images. In that case it may use the "alt"
(alternate) attribute of thistag in order to display atext replacement for the image.

Table 29: Supported XHTML modules, image elements

Module Element Comment

Image img Complete

7.6.3.6.3 Tables support

Table 30: Supported XHTML modules, basic tables

Module Element Comment
Basic Tables table, td, tr Partial
7.6.3.6.4 Forms support

Table 31: Supported XHTML modules, forms

Module Element Comment

Forms form, input, select, option, textarea Partial

Consistently with clause A.2 ("Extended HTTP profile"), a<form> element shall have an enctype field with value
"multipart/form-data’

7.7 Interworking requirements

NOTE: Seeasoclause7.6.1.2 on LU10 interworking conventionsand HTTP profile.
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7.7.1 IWU-attributes information element

The procedures as specified in ETSI EN 301 649, [15], clauses B.1 to B.4 and B.6 shall apply with the following
differences:

. Only Framerelay (FREL) service and Interworking type Generic media encapsulation ([15], clause B.8) shall
be used.

e  Thecoding of the IWU-ATTRIBUTES information element ([15], clause B.2) shall be as follows.

Table 32: IWU-ATTRIBUTES information element support status

Supported parameters
Field no. Name of fields Ref. Support Values
Allowed Supported
1 ID of IWU attributes of M 18
variable length
2 Length of Contents (L) M 0 to 255 any
3 Coding standard M 1 1
3 Profile M 0 0
4 Negotiation indicator M 0,2,4,6 0,2
4 Profile subtype B.2.1 M 0to 15 8
5, 5a Maximum SDU size B.2.1 M 0to 16 383 191 to 16 383
(PT => FT or both ways) (equivalentto 0 [(equivalent to
to 131 064 1528 to 131 064
octets) octets)
5b, 5¢  |Maximum SDU size B.2.1 @] 0to 16 383 1528 to 16 383
(FT => PT, optional) (equivalentto 0 [(equivalent to
to 131 064 12 224 to
octets) 131 064 octets)
6 Application protocol control | B.2.1.1.3 M All values for All values for
set Generic Generic
Encapsulation  [Encapsulation
Interworking Interworking
NOTE: See ETSI EN 301 649 [15], clauses B.2 and B.8.

7.7.2 SDU sizes and setting of SDU boundaries

The chopping facility defined in DPRS Generic Encapsulation Interworking (see DPRS [15], clause B.8.2) may be
optionally implemented to split large application packets into smaller SDUs. This chopping facility, when supported
shall be announced by means of the IE <SETUP CAPABILITY > (see DPRS[15], clause 12.22), and shall be
specifically invoked at context creation using the flag described in DPRS [15], clause B.2.1.1.4.1. Thisfacility shall
only be invoked when supported by both sides.

When the chopping facility is used, the size of the application packet segments (including the D-GMEP header), shall
be set as the maximum supported SDU size announced at <<IWU ATTRIBUTES>>, except the last (or the only one)
segment that may be of smaller size.

In order to use the chopping facility, the features DPRS-N.33 (Dynamic Parameters Allocation) and DPRS-N.35
(Service Change) shall be supported.

Unless the chopping facility isin use, the SDUs shall be equal to an application packet plus the D-GMEP header (see
DPRS[15], clause B.8.2).

7.8 Physical layer procedures

No differences/additions - the procedures as specified in ETSI EN 301 649 [15], clause 5 shall apply.
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Annex A (normative):
HTTP Profiles

A.1  Common HTTP profile (HTTP limited set nr.2)

NOTE: The"CommonHTTP profile" isthe HTTP limited set nr. 2 listed in DPRS (ETSI EN 301 649 [15],
clause B.8.3.4). The name "Common HTTP profile" is used locally in the present document.

A.1.1 General requirements

The "Common HTTP profile" defined in clause A.1 represents the minimum HTTP profile that a New Generation
DECT, part 4 PPs implementing HT TP based features shall implement. This profileisbased on HTTP version 1.1 [19].

NOTE: The"CommonHTTP profile" isapre-requisite for:
- The" Binary content download" feature (clause 7.6.1).
- The" Software upgrade over theair (SUOTA)" feature (clause 7.6.2).
- The"HTTP-based applications’ feature (clause 7.6.3).
- The"Extended HTTP profile" (clause A.2).

Use of the present annex relies on the interworking conventions defined in ETSI EN 301 649 [15] (DPRS),
clause B.8.3.1.

A.1.2 Supported HTTP methods

A.1.2.1 GET method
The PP and FP shall only use HTTP unconditional partial GET requests.

NOTE: HTTP 1.1[19] describes conditional and unconditional GET requests. Partial GET requests may be
conditional or unconditional.

A GET request in the context of the present "Common HTTP profile”, being always "partial"”, shall systematically
include a"Range" header field. See clause A.1.7 for the use of a"Range" header field.

Asrequested by version 1.1 of HTTP, such a GET request shall always contain a"Host" header field.

A.1.2.2 HEAD method

The PP and FP should support the HTTP HEAD method, which may be useful for debugging purposes.

A.1.2.3 POST method
When both sides only support the present "Common HTTP profile", the POST method shall not be used by the PP.

NOTE: DPRS[15], HTTP limited set nr. 1 (clause B.8.3.3) and HTTP limited set nr. 3 (clause B.8.3.5) both
reguire support of the POST method. Thisis however not supported within HTTP limited set nr. 2
(Common HTTP profile) described in clause A.1.
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A.1.2.4 Pipelining of requests

The PP shall not use pipelining of idempotent requests (i.e. GET, HEAD, etc, but not POST) as described in
HTTP 1.1 [19], section 8.1.2.2. Asaresult, non transparent FPs need not support the handling of pipelined requests.

NOTE: Thisrestriction does not apply to requests from distinct flows or applications, i.e. handled with separate
contexts as described in DPRS clause B.8 (unless the PP or FP only supports a single context). Such
flows would use separate TCP connections on the network side anyway.

A.1.3 Request URI and Host header field

Request URI: Therequest URI isthe URI reference included in the request line of an HTTP request.

EXAMPLE 1: Therequestline"GET /path/file.bin HTTP/ 1. 1" usesthe URI reference
"/'path/file.bin"as"request URI". ThisURI referenceisarelative URI reference (i.e. does
not start with "http") but uses an absolute path (i.e. it starts with "/").

EXAMPLE 2. Therequest line"GET htt p:// suota.example.com/ pat h/fil e. bin HTTP/ 1. 1" usesthe URI
reference "ht t p: / / suota.example.conv pat h/ fi | e. bi n" as"request URI". This URI reference
isafull URI. Such arequest URI isalowed by HTTP 1.1 but not by the "Common HTTP profile"
in general.

NOTE 1: RFC 3986 [i.19] (section 4.2) defines a URI reference as either aURI or a URI relative reference. This
RFC obsoletes RFC 2396 however referred to by HTTP 1.1. The "request URI" defined by HTTP 1.1
should therefore be called a "request URI reference”.

Mandatory '"Host' header. A "Common HTTP profile" compliant HTTP request shall always contain a"Host" header
field, asrequired by HTTP 1.1 (see examples below).

Mandatory 'request URI' form. A "Common HTTP profile" compliant request URI sent over the DECT air interface
shall be either:

1. (Short form) an absolute path URI relative reference, asin the following example:

EXAMPLE 3: GET /path/filebin HTTP/1.1
Host: content-download.example.com

An absolute path URI relative reference shall aways start with the slash character ("/"). In particular, it cannot be empty
and shall at least contain the slash character.

2. (Longform) afull URI. A full URI shall only be used when the short form cannot be used, i.e. in the following
cases;

- when the URI contains a confidentiality requirement (see clause 7.6.1.5.1), asin the following example:

EXAMPLE 4:  GET https://suota.example.com/path/filebin HTTP/1.1.
Host: suot a. exanpl e. com

- when the URI contains an authentication requirement (see clause 7.6.1.5.2), as in the following example:

EXAMPLES: GCET http://ppl: mypasswor d@uot a. exanpl e. com path/file.bin HTTP/ 1.1
Host: suota. exanpl e. com

When afull URI is used as Request URI (as shown in examples 4 and 5 above), the host part of that URI and the "Host"
header field value shall beidentical.

NOTE 2: AnHTTP reguest sent to a proxy should contain afull http URI. If the FP is behind a proxy, the FP may
have to modify the request URI before forwarding the request to the proxy. A full http URI can be
constructed from an absol ute path URI relative reference using the mandatory "Host" header field value.
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A.1.3.1 Use of the 'localhost' Host value
When the "Host" header field value "localhost" is sent over the DECT air interface, it shall refer to the FP.

Example of Request URI s targeting the FP:

GET / FPservicel/config.txt HTTP/ 1.1
Host: | ocal host

A.1.4 Supported HTTP header fields

The HTTP header fields in table A.1 shall be supported by the FP and/or PP.

Table A.1: Supported HTTP header fields

Name Direction PP status FP status Normative action/comment
(notes 1, 2)

Host PP to FP M M Presence M in all (partial) GET requests

Accept PP to FP (0] CAl01 Absence means support of all media
subtypes

Content-Type FP to PP M CAl101

Content-Length FP to PP M CA101

Location FP to PP M CAl01 See A.1.6.

User-Agent PP to FP M CAl01 This header shall include the following
substring:
"NG-DECT-Part-4/<part 4 version>
(comment)"

The comment shall include a semi-colon
separated list of optional clauses or features
that are implemented.

Byte-range operations related headers (see also clause A.1.7)

Range PP to FP M CA101 Presence M in all (partial) GET requests

Content-Range FP to PP M CA101 Presence M in successful GET responses
(206 Partial Content)

CA101: IF the FP plays the server role (see clause A.1.3.1) THEN M ELSE N/A.

NOTE 1: As indicated by CA101 conditional, a FP not being the targeted server of the HTTP request shall only
forward PP requests to the server. Such a FP does not need to support header fields, except for the
'Host' header field from the PP in order to locate the server, and shall in particular transmit header
fields received from the PP to the server without removing nor altering them.
NOTE 2: Before forwarding the response to the PP, a FP not being the targeted server of the HTTP request
should perform a broad parsing of the response header:
- in order to filter out header fields NOTlisted above (if sent by the server), as recommended in the
following section (‘Use of HTTP header fields not listed above');
- but without removing nor altering header fields listed above (as indicated by value 'N/A" of CA101
conditional above).

Use of HTTP header fields not listed above. The sending of http header fields not listed above (especially from FP to
PP) may significantly affect the overal transfer rate over the DECT air interface (i.e. theratio of HTTP header size to
HTTP payload size could easily go beyond 100 % or more). As a consequence, it is recommended to avoid sending
HTTP header fields not listed in table A.1 in order to guarantee an optimized transfer.

EXAMPLE 1:  The sending from FP to PP of HTTP header fields such as 'Server', 'Date’, 'Last-Modified', 'ETag',
etc., should be avoided.

The PP shall ignore a header that it does not understand. It shall not reject the response as a result.

NOTE: Clause 7.6.3.2 defines an amended value for PPs implementing the "HT TP-based applications' feature.
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EXAMPLE 2: Examplesof product token and related comment: a PP implementing New Generation DECT,
part 4 version 1.2.1 shall include one of the following strings in the User-Agent header:
- NG-DECT-Part4/1.2.1 (A.1)
- NG-DECT-Part4/1.2.1 (A.1; A.2)
- NG-DECT-Part4/1.2.1 (A.1; NGLDS-A.3)
- NG-DECT-Part4/1.2.1 (A.1; A.2; NGLDS-A.3)
- NG-DECT-Part4/1.2.1 (A.1; A.2; NGLDS-A.3; 7.6.3.6).

A.1.5 Supported media types

At least mediatype = "application/octet-stream™ shall be supported (i.e. requested/accepted) as content type by both PP
and FP.

NOTE: Inthe context of the HTTP protocol, mediatypes are used in the " Accept” (from client) and " Content-
Type" (from server) header fields. Media types allow content type negotiation and content type
notification.

A.1.6 Redirections of GET (or HEAD) requests

In the context of clause A.1, aredirection received from the server in an HTTP response indicates that the client shall
issue anew HTTP request in order to get the requested resource. A redirection is characterized by an HT TP status code
of the 3xx classinthe HTTP response. The url for the new request is indicated in the "Location™ header of the response.

NOTE 1: Ingeneral, the exact behaviour of the PP upon redirection depends on the status code received. See
HTTP 1.1 [19], section 10.3 for details.

NOTE 2: Redirections of POST requests are possible. However, clause A.1 restrictsitself to GET (and HEAD)
reguests. Redirections of GET (or HEAD) requests may be handled by the PP without user interaction.

NOTE 3: For the redirections of POST requests, see clause A.2.
The PP shall be able to handle redirections of GET requests with the following status codes:

- 301, "Moved Permanently". If subsequent requests to the same initial url are planned, the PP may use the
redirection target url ("Location" header value) instead of the initial url.

- 302, "Found". If subsequent requests to the sameinitial url are planned, the PP shall however still use the
initial url (e.g. for the case the redirection target would change in between).

- 307, "Temporary Redirect". In the context of a GET (or HEAD) request, the PP behaviour shall be identical as
when 302 is used.

NOTE 4: The behaviour of the PP upon 301, 302, or 307 redirectionsis similar, except in case subsequent requests
to the same initial url are planned.

The PP shall therefore also support the "L ocation” header of the corresponding HT TP response.
NOTE 5: For the redirections of POST requests, the PP should also be able to handle the 303 status code.
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IWF PP IWF FP Server
CET /file.bin HTTP/1.1 | GET /file.bin HITP/ 1.1 o
Accept: application/octet-stream g Accept: application/octet-stream i
Range: bytes=0-199999 Range: bytes=0-199999
Host: dect.example.com Host: dect.example.com
HTTP/ 1.1 307 Tenporary Redirect ‘HTTP/ 1.1 307 Tenporary Redirect
Location: http://suota.example.com/file.bin Location: http://suota.example.com/file.bin
GET /file.bin HTTP/ 1.1 CET /file.bin HTTP/ 1.1
Accept: application/octet-stream Accept: application/octet-stream
Range: bytes=0-199999 Range: bytes=0-199999
Host: suota.example.com Host: suota.example.com

Figure A.1: Example of redirection handled by the PP

NOTE 6: A redirection in general may also change the name of the file to be retrieved. Thisis however not
recommended for the "Binary Content download" feature (file oriented feature).

The FP shall not handle redirections on behalf of the PP. See adso figure A.1.

A.1.7 Byte-range operations
Resource: A file available over the Internet at alocation specified by a URI.

Byte-range: A connex subset (interval) of the requested resource considered as a series of bytes. More specificaly, a
byte range is defined as a sub-interval of [0, (L-1)], where "L" is the total length of the resource.

HTTP 1.1 byte-range mechanism shall be used systematically by the PP in order to:
- limit the number of bytes received as aresponseto asingle HTTP request;
- resume the downloading of aresource following a broken connection.
Asarestrictionto HTTP 1.1 a PP shall only request a single range of bytesin any byte range request.

NOTE: For low-memory FPs, the HTTP server hosting DECT specific content to be downloaded should also
implement range requests.

The PP and the FP shall implement the following subset of HTTP 1.1 byte range operations.

A.1.7.1 Byte-range operations related responses

206 Partial Content: (RFC 2616 [19], section 10.2.7). Thisis the response for a successful byte range request (instead
of "200 OK").

NOTE 1: A response with status code 206 should not include a Content-Range header with "*" as the response
range specifier, asin: Cont ent - Range: byte */200000.

NOTE 2: The Cont ent - Range header contains in principle the resource file size. As a consequence, the PP may

evaluate and check the needed memory space for downloading the resource before performing the actual
download and upgrade.

416 Requested Range Not Satisfiable: (RFC 2616 [19], section 10.4.17). Thisisto be used when none of the
requested ranges has a non-empty intersection with the targeted resource.

NOTE 3: A 416 response should include a Content-Range header one of the following forms:
Cont ent - Range: byte */L,whereL isthetota length of the resource.
Cont ent - Range: byte */*,if thelength of the resource is unknown.
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A.1.7.2 Byte-range operations related header fields
HTTP 1.1 defines the following range request related headers.

Range (from PP to FP): Thisisthe header used by a PP to make a byte-range request. Asarestrictionto HTTP 1.1
"Range" header format, the PP shall always request a single range at most.

NOTE 1: The use of this header by the FP to retrieve resources from the network is out of the scope of the present
specification and is not affected by this restriction. The FP should aso use this mechanism toward the
network in order to cope with its own limited byte rate or memory resources.

Content-Range (from FP to PP): This header shall be used by the FP to specify the actual range of bytes sent asa
response to a byte-range request.

NOTE 2: The actual content range may be smaller than the requested one.

NOTE 3: HTTP 1.1 requires that a Content-L ength header be also sent along with the Content-Range header
(redundant information).

Accept-Ranges (from FP to PP): If present from FP to PP, this header shall always have the value "bytes" (default
value), indicating to the PP that range requests are accepted. It shall never have the value "none".

NOTE 4: For low-memory FPs, the HTTP server hosting DECT specific content to be downloaded should
implement range requests for al available resources and never use the "Accept-Range: none" value.

If-Range: Not supported.

A.1.7.3 Byte range operation use cases
This clause describes the HT TP message flows for various use cases.
NOTE: For the sake of ssimplicity:

- DECT messages are left out. Each following "GET" message can be part of the same or of a newly
established DECT connection.

- FPto servers exchanges conform to the scenario described in clause B.3 (almost transparent FP).

A.1.7.3.1 Use case 1: standard downloading with default application packet size of
12 kBytes

In the following use case, an image file of 120 kBytes is downloaded using ten HTTP GET commands with HTTP
packet size set at the default value of 12 kBytes by means of the RANGE parameter. See table A.2 and figure A.2.

Table A.2: Use case 1 sizes

Size of file to be downloaded 120 000 bytes
Maximum HTTP packet size over air i/f 12 000 bytes
Maximum HTTP packet size over network i/f | 12 000 bytes
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IWF PP IWF FP Server

GET /image.ing HITP/ 1.1 ) )
Host: suota. exanpl e. com GET /image.inmg HITP/ 1.1

Accept: application/octet-stream Host: suot a. exanpl e. com

Range: byt es=0-11999 Accept: application/octet-stream
Range: byt es=0-11999

HTTP/ 1.1 206 Partial Content

HTTP/ 1.1 206 Partial Content
“Content-Range: byt es=0- 11999/ 120000 gﬂ:gﬂ:f@ﬂgfh b{;gggo'llgggl 120000

Cont ent - Lengt h: 12000 Co . ; ;
h . ntent - Type: application/octet-stream
Cont ent - Type: application/octet-stream e PP

A

GET /image.ing HITP/ 1.1 ) )
Host: suot a. exanpl e. com GET /image. inmg HITP/1.1
Accept: application/octet-stream Host: suot a. exanpl e. com

Range: byt es=12000- 23999 Accept: application/octet-stream
Range: byt es=12000- 23999

A\ 4

HTTP/ 1.1 206 Partial Content

HTTP/ 1.1 206 Partial Content
Cont ent - Range: byt es=12000- 23999/ 120000
Cont ent - Range: byt es=12000- 23999/ 120000 Cont ent - Lengt h: 12000

Cont ent - Lengt h: 12000 Cont ent - Type: application/octet -stream
Cont ent - Type: application/octet-stream

Ny [ [

GET /image.img HTTP/1.1 GET /image. ing HTTP/ 1. 1

A

Host: suota. exanpl e.com >
Accept: application/octet-stream Host: suota. exanpl e. com
Range: byt es=108000- 119999 Accept: application/octet-stream

Range: byt es=108000-119999

HTTP/ 1.1 206 Partial Content

Cont ent - Range: byt es=108000- 119999/ 120000
Cont ent - Range: byt es=108000- 119999/ 120000 Cont ent - Lengt h: 12000

Cont ent - Lengt h: 12000 Cont ent - Type: application/octet-stream
Content - Type: application/octet-stream

HTTP/ 1.1 206 Partial Content <

Figure A.2: Use case 1: standard downloading with default application packet size of 12 kBytes

A.1.7.3.2 Use case 2: standard downloading with application packet size of 48 kBytes

In this use case, both peers have announced the support of a maximum application packet size of 48 kBytes (or possibly
larger) in the <<SETUP CAPABILITY>> IE, by means of DPRS-N.33 "Dynamic parameters allocation”.

The same image file of 120 kBytesis downloaded using three HTTP GET requests with a range width of 48 kBytes.
Seetable A.3 and figure A.3.

Table A.3: Use case 2 sizes

Size of file to be downloaded 120 000 bytes
Maximum HTTP packet size over air i/f 48 000 bytes
Maximum HTTP packet size over network i/f | 48 000 bytes
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Server

Dynamic Parameters Allocation (either at ACCESS RIGHTS or at LOCATE REQUEST) with maximum
application packet size (FT=>PT) of 48 kBytes or larger announced in <<SETUP CAPABILITY>>

Call Setup

Service Change (IWU-Attributes change to change maximum SDU size): max SDU size (FT=>PT) set
at 48 kBytes in <<IWU-ATTRIBUTES>>

GET /image.inmg HITP/ 1.1

HTTP/ 1.1 206 Partial Content

» CET /image.ing HITP/ 1.1

Host: suot a. exanpl e. com

Accept: application/octet-stream Host :

Range: byt es=0-47999 Accept:
Range:

suot a. exanpl e. com
application/octet-stream
byt es=0- 47999

HTTP/ 1.1 206 Partial Content

A 4

A

“Cont ent - Range: byt es=0- 47999/ 120000
Cont ent - Lengt h: 48000
Content - Type: application/octet-stream

GET /image.inmg HITP/ 1.1

HTTP/ 1.1 206 Partial Content

Cont ent - Range: byt es=0-47999/ 120000
Cont ent - Lengt h: 48000
Cont ent - Type: application/octet-stream

» GET /image.ing HITP/ 1.1

Host: suota. exanpl e. com

Accept: application/octet-stream Host :

Range: byt es=48000- 95999 Accept :
Range:

suot a. exanpl e. com
application/octet-stream
byt es=48000- 95999

HTTP/ 1.1 206 Partial Content

\ 4

A

Cont ent - Range: byt es=48000- 95999/ 120000
Cont ent - Lengt h: 48000

Cont ent - Range: byt es=48000- 95999/ 120000
Cont ent - Lengt h: 48000
Cont ent - Type: application/octet-stream

Content - Type: application/octet-stream

CET /image.inmg HITP/ 1.1

Host: suot a. exanpl e. com
Accept: application/octet-stream
Range: byt es=96000- 119999

GET /image.inmg HITP/ 1.1

Accept: application/octet-stream

suot a. exanpl e. com

Range: byt es=96000-119999

HTTP/ 1.1 206 Partial Content

HTTP/ 1.1 206 Partial Content

Cont ent - Range: byt es=96000- 119999/ 120000
Cont ent - Lengt h: 24000
Content - Type: application/octet-stream

Cont ent - Range: byt es=96000- 119999/ 120000
Cont ent - Lengt h: 24000
Cont ent - Type: application/octet-stream

Figure A.3: Use case 2: standard downloading with application packet size of 48 kBytes

A.1.7.3.3

Use case 3: Download with interruption in-between

In this use case, a connection break down makes it necessary for the PP to issue the interrupted GET request again (see
also "file downloading resumption" in clause 7.6.1.4). Seetable A.4 and figure A 4.

Table A.4: Use case 3 sizes

Size of file to be downloaded

120 000 bytes

Maximum HTTP packet size air i/f

12 000 bytes

Maximum HTTP packet size over network i/f

12 000 bytes

ETSI



IWF PP

GET /image.img HITP/ 1.1

92 ETSITS 102 527-4 V1.2.1 (2014-12)

IWF FP

Host: suot a. exanpl e. com
Accept: application/octet-st
Range: byt es=0-11999

HTTP/ 1.1 206 Partial Content

» GET /immge.ing HTTP/ 1.1

Server

ream Host: suot a. exanpl e. com

Range: byt es=0-11999

Accept: application/octet-stream

HTTP/ 1.1 206 Partial Content

Cont ent - Lengt h: 12000

GET /image.inmg HITP/ 1.1

~ Cont ent - Range: byt es=0- 11999/ 120000

Content - Type: application/octet-stream

Cont ent - Lengt h: 12000

Host: suota. exanpl e. com
Accept: application/octet-st
Range: byt es=12000-23999

HTTP/ 1.1 206 Partial Content

» CGET /image.ing HITP/ 1.1

Cont ent - Range: byt es=0-11999/ 120000

Content - Type: application/octet-stream

ream Host: suota. exanpl e. com

Accept: application/octet-stream
Range: byt es=12000- 23999

HTTP/ 1.1 206 Partial Content

A\ 4

Content - Lengt h: 12000

Cont ent - Range: byt es=12000- 23999/ 120000

Content - Type: application/octet-stream

Cont ent - Lengt h: 12000

Cont ent - Range: byt es=12000- 23999/ 120000

Cont ent - Type: application/octet-stream

DECT connection interrupts after having received 15430 bytes.

Second request above is issued again

GET /image.inmg HITP/ 1.1

Host: suota. exanpl e. com

Range: byt es=12000- 23999

P HTTP/ 1.1 206 Partial Content

GET /image.inmg HITP/ 1.1

Accept: application/octet-stream Host: suot a. exanpl e. com
Accept: application/octet-stream
Range: byt es=12000- 23999

HTTP/ 1.1 206 Partial Content

A

Cont ent - Lengt h: 12000

Figure A.4: Use case 3: Download with interruption in-between

~Cont ent - Range: byt es=12000- 23999/ 120000

Content - Type: application/octet-stream

Cont ent - Lengt h: 12000

A.1.8 Supported HTTP errors

The PP shall be prepared to receive HTTP status codes related to client errors (of the form 4XX) or server errors (of the

form 5X X)) and shall not crash as aresult. Seetable A.5 below.

Cont ent - Range: byt es=12000- 23999/ 120000

Content - Type: application/octet-stream

NOTE 1. Both client or server error codes are originating from the server as aresponse to arequest. The server is
supposed to know which side the error comes from.

NOTE 2: Redirection (3XX) status codes to be supported are documented in clauses A.1.6 and A.2.2.2 (for PPs

implementing clause A.2).

NOTE 3: See RFC 2616 [19], section 10, " Status Code Definitions’ for alist of status codes. Note however that this
RFC does not list al existing codes. See for example RFC 2817 [i.20], section 7.1.
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Table A.5: Most frequently used HTTP error codes

Status line Comment (or RFC 2616 [19] extracts)
HTTP/1.1 500 Internal Server Error  |General purpose server internal error
HTTP/1.1 404 Not found Domain not found by the DNS

Resource or file not found is the server (but could be available later)
May be used instead of 403 Forbidden

HTTP/1.1 403 Forbidden The server understood the request, but is refusing to fulfill it. Authorization
will not help and the request SHOULD NOT be repeated

HTTP/1.1 400 Bad Request The request could not be understood by the server due to malformed
syntax. The client SHOULD NOT repeat the request without modifications

HTTP/1.1 401 Unauthorized User has to provide credentials OR user provided credentials were wrong

A.2  Extended HTTP profile (HTTP limited set nr.3)

NOTE 1: The "Extended HTTP profile" isthe HTTP limited set nr. 3 listed in DPRS (ETSI EN 301 649 [15],
clause B.8.3.5). The name "Common HTTP profile" is used locally in the present document.

The "Extended HTTP profile" defined in the present annex defines a strict superset of the "Common HTTP profile"
defined in clause A.1 and is designed for applications requiring higher interactivity between the user and the
application.

NOTE 2: The"Common HTTP profile" limits user inputs to the server to URLs values. The "Extended HTTP
profile" alows to send parameters or other datato the server.

NOTE 3: The"Extended HTTP profil€" isreferenced in:
- The " Binary content download" feature (see clause 7.6.1.6).

- The"HTTP-based applications" feature (7.6.3).

A.2.1 General requirements

A PP and FP implementing the "Extended HTTP profile" shall implement the "Common HTTP profile" asa
pre-requisite.

The "Extended HTTP profile" implies implementation of the POST method with the "Post Redirect Get" pattern”
(clause A.2.2.2.2).

A FP implementing the "Extended profile" shall be able:
e  tosupport the reception of a POST request of at least 1 500 bytes from the PP,
. to forward such a POST request (received from the PP) to the server;
e  toforward the server response to the PP.

A PP or FP implementing the "Extended HTTP profile" shall be able to support a POST response of at |east
1024 bytes.

NOTE: The server should either respect this limit for the response, or redirect the POST request as defined in
clause A.2.2.2.2.

A.2.2 POST method

This clause describes the use of HTTP 1.1 POST method within the "Extended HTTP profil€". This method is provided
in addition to the partial GET method (see clause A.1) for allowing PP to FP sending of data (i.e. not limited to the
sending GET requests).

A PP implementing the POST method feature shall support the POST method with media type "multipart/form-data’.
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NOTE 1: The POST method is most notably useful for sending HTML completed forms (see also clause 7.6.3.6.3)
to the server. However, the user interface for sending user entered data may be any type of user interface

and need not be HTML forms.

NOTE 2: The"multipart/form-data’ format is known to properly handle character encodings, contrary to GET
"query string” method(s) or related "x-www-form-urlencoded" POST method, for sending completed

form data.

A.2.2.1 Example of POST method
An example of POST method is shown in figure A.5.

Example of form sending

Comments

PCST /dect/servicel HTTP/ 1.1 0dOa’ H

Accept: text/htnl‘0dOa’ H

Content - Type: nultipart/formdata; boundary=----
7d81° 0d0a’' H

Host: exanpl e. dect. coni 0d0a’ H

Cont ent - Lengt h: xxx‘ 0d0a’ H

‘0doa’ H

----7d81' 0doa’ H

Content - Di sposi tion: formdata;
nanme="Fi rst nane"‘ 0d0a’' H

Cont ent - Type: text/plain;charset=UTF-8' 0d0a' H
‘0doa’ H

‘c389 Hric*0dOa' H

----7d81' 0doa’ H

Content - Di sposi tion: formdata;
nane="Last name" ' 0d0a’ H

Cont ent - Type: text/plain;charset=UTF-8' 0d0a' H
‘0doa’ H

Leb' ¢593' Huf ' 0dOa’' H

----7d81--*0d0a’ H

‘0dO0a’H = carriage return + line feed
(al ways)

The used boundary between formentries
i s defined here
A ‘bl ank |ine’

shal | be present here

A ‘blank line’ shall be present here
‘“Eric’ was entered on a UTF-8
conpl i ant devi ce

A ‘blank line’ shall be present here
‘Leboaif’ was entered on a UTF-8
conpl i ant devi ce

The I ast boundary |ine shal
two hyphens ('--")

end with

Figure A.5: Example of POST method

NOTE 1: Considering the POST request as a series of bytes, the following notation has been used in the above

example:

- bytescorresponding to printable US-ASCII characters are represented by the corresponding

character;

- hexadecimal notation has been used for non-ASCII characters, and for ASCII but non-printable
characters (i.e. carriage return character '0OD'H and line feed character '0A'H);

- white spaces within request and header lines always stand for the single byte "20'H (no other
encoding should be used for white spaces at these places).

NOTE 2: A POST request can also send binary data-or data considered as binary data-to the server (e.g. afile),

although thisis not shown in the above example.

A.2.2.2 Redirection of POST requests

A.2.221 General requirements

As an addition to clause A.1.6, the present clause handles the redirection of POST methods.

The PP shall be able to handle redirections of POST reguests with the following status codes:

- 302, "Found". In the context of a POST request, the PP behaviour shall be identical to as when 303 is used.
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- 303, "See Other". The redirection target url ("Location" header value) shall be requested with a GET request
(and not POST). If subsequent requests to the same initial url are planned, the PP shall however still use the
initial url.

- 307, "Temporary Redirect”. If subsequent requests to the same initial url are planned, the PP shall however
still use theinitial url (e.g. for the case the redirection target would change in between).
A.2.2.2.2 Post-Redirect-Get pattern
The Post-Redirect-Get pattern is known to allow adequate user experience when sending form data to a server.

In the case of aDECT PP, it dso alowsthe use of a partial GET request by the PP (as described in clause A.1.7) to
retrieve the POST response.

Use of this pattern isinitiated by the server which redirects the client instead of sending the POST response directly.
The client retrieves the response by issuing a subsequent GET (partial) request as the result of the redirection.

The server should either use this pattern to handle POST requests, or respect the limit defined in clause A.2.1 for the
size of the response. See also figure A.6.

NOTE: The most adequate http redirection code to be used in this case is "303 See Other".

IWF PP IWF FP
Server
POST /dect/servicel HTTP/ 1.1 .| POST /dect/servicel HITP/ 1.1 o
Accept: text/htn " Accept: text/htn "
Content - Type: nultipart/formdata; Content - Type: nmul tipart/formdata;
boundary=----7d81 boundar y=----7d81
Host: dect. exanpl e.com Host: dect. exanpl e.com
Cont ent - Lengt h:  xxx Cont ent - Lengt h:  xxx
----7d81 ----7d81
Content - Di sposition: formdata; Content - Di sposi tion: formdata;
nanme=" Nane" nanme=" Nane"
Cont ent - Type: text/plain; charset=UTF- | Content-Type: text/plain;charset=UTF-
8 8
P HTTP/ 1.1 303 See O her HTTP/ 1.1 303 See O her
Locat i on: Locat i on:
http://exanpl e. suota. conf response. txt | http://exanpl e. suota. com response.txt
CGET /response.txt HTTP/ 1.1 GET /response.txt HITP/ 1.1
Accept: application/octet-stream "| Accept: application/octet-stream
Range: byt es=0-199999 Range: byt es=0-199999
Host: dect. exanpl e.com Host: dect. exanpl e.com
HTTP/ 1.1 206 partial content P HTTP/ 1.1 206 partial content
Cont ent - Range: byt es=0- ~Cont ent - Range: byt es=0-
119999/ 120000 119999/ 120000
Cont ent - Lengt h: 120000 Cont ent - Lengt h: 120000
Cont ent - Type: application/octet- Cont ent - Type: application/octet-
stream stream

Figure A.6: Post-Redirect-Get pattern
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The supported HTTP headed fields are shown in table A.6.
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Table A.6: Supported HTTP header fields

Name Direction |PP status FP status Normative action/comment
(note 1)
User-Agent PTto FT (M CA201 The value for Part4 version 1.2.1 shall at
(note 2) least indicate support of A.1, A.2, as in:
- NG-DECT-Part4/1.2.1 (A.1; A.2)
See also clause A.1.4 for the list of possible
User-Agent values containing A1, A2.
CA201: IF the FT plays the server role THEN M ELSE N/A.
NOTE 1: Because the "Extended HTTP profile" defines a strict superset of the "Common HTTP profile", the
headers of table A.1 (clause A.1.4) shall be supported in addition to the headers listed above. If a
header is listed in both tables, the information of the present table supersedes that of table A.1.
NOTE 2: As indicated by CA201 conditional, a FP not being the targeted server of the HTTP request shall only

forward PP requests to the server and shall in particular transmit the User-Agent header field to the
server without removing nor altering it.
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Annex B (normative):
Basic SUOTA

Clauses B.1 and B.2 describe the Basic SUOTA interface to the M S, used by the FP. Thisinterface shall be
implemented by the FP and shall be implemented by NG-DECT Part4 compliant management servers.

NOTE 1: Basic SUOTA is defined end-to-end up to the MS and DS. This allows to handle (at least) the SUOTA
"pure" cross-vendor case, involving a PP and FP from different vendors, and for which the PP is unknown
to the FP.

NOTE 2: The use of thisinterfaceis described in clause 7.6.2.2.2, " Step 2- FP retrieves downloading information
from management server".

NOTE 3: Thisinterface could also be used for software/firmware upgrade of the FP itself.
Clause B.3 describes a software upgrade example using Basic SUOTA.

NOTE 4: Although annex B is normative, clause B.3 only describes an example implementation and is therefore
informative.

B.1 Basic SUOTA FP to management server interface

The purpose of the "Basic SUOTA FP to management server interface" described in the present clauseisto allow the
FP to request the files urls needed for a given software upgrade (see step 2, clause 7.6.2.2.2).

FP_URL 1. Name of the FP request to the management server. For the "Basic SUOTA FP to management server
interface", this request takes the form of a URL with parametersin the "query string".

The FP requests all needed file urls at once (i.e. in asingle FP_URL1 request). File urls are supposed to be delivered by
the management server in the order they are needed by the PP for the actual software upgrade, from 1 to Ny.

B.1.1 FP request (FP_URL1) construction

In order to construct FP_URL 1, the FP shall append the following strings to URL 1:

- <linking character>: "?" or "&" or nothing; more specifically, a question mark ("?") shall be used if the base
url does not contain this character; otherwise, an ampersand "&" shall be used if "?" is not the terminating
character of the base url; otherwise, the linking character shall be absent.

- "EM C="<coded Equipment Manufacturer's Code value, 4 hexadecimal characters (see note)>.
- "& SWVid="<coded Software Version id value, less than 40 hexadecimal characters (see note)>.
- "& HWVid="<coded Hardware Version id value, less than 40 hexadecimal characters (see note)>.

NOTE: These valuesare copied from the "Handset version indication” command received from the PP and coded
as printable hexadecimal strings. Leading zeros are optional.

In order to construct FP_URL 1, the FP may in addition append the following stringsto URL1, and shall do it if it is not
using the default value for the corresponding parameters:

- "& reason="<reason value from "Handset version indication", 1 hexadecimal character, default value '0'H>.

- "& Ul S="<User initiated SUOTA flag value = bit 5 of octet 8ain "Handset version indication”, default value
'O'H>.
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If the reason field is not zero (and therefore necessarily present in FP_URL 1), the FP shall in addition add the following
string to URL 1:
- "&fileNumber="<fileNumber field value from "Handset version indication", 1 hexadecimal character>.
EXAMPLE: if URL 1= "http://sucta.example.com/info", FP_URL1 computed as above could be:

" "http://suota.example.com/info?EM C=01ab& SWVid=
4649524d574152452d312e322e30& HWVid=322€32,
in order to ask for download information concerning the version next to "FIRMWARE-1.2.0", and
provided that the <EMC> and <HW Version identifier> values received in the "Handset version
indication" command were respectively '0lab'H, '322E32'H.

" "http://suota.exampl e.com/info?EM C=01ab& SWVid=4649524d574152452d312e322e30& HWVid
=322e32& reason=2& fileNumber=2, to report a failure when applying file number 2 under the
same conditions.

B.1.2 Private parameters

FP_URL1 may include one or more private parameter(s), if the following conditions are met:
- the FP including these parameters knows the M S and knows the M S requires or accepts these parameters,
- each parameter name is different from all of the parameters defined in clause B.1.1.

NOTE: For example, an M S specific PP and/or FP device id may be inserted for device management purposes.

B.2 Basic SUOTA management server to FP interface

A management server complying with the SUOTA DECT specific interface shall answer the FP request with an
"application/xml" value for the Content-Type header (figure B.1).
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<?xm version="1.0" encodi ng="utf-8"?7>

<SUCTA>
<l-- total size in bytes of all files (present in the |list below -->
<Sof t war eTot al Si ze>201927</ Sof t war eTot al Si ze>

<I-- software version id of the file set (printable hexadeci mal coded) -->
<Sof t war eVer si onl d>312e3131</ Sof t war eVer si onl d>

<l-- yes or no; if yes, downl oad should only start upon user authorisation -->
<User | nt eracti on>no</ User | nteraction>

<l-- Delay suggestion (in mn) before dowl oad should start
between 0 and 65535 m nutes -->
<Del ayM nut es>300</ Del ayM nut es>

<I-- list of all files needed for the upgrade
between 1 and 15 files, in the order needed for the upgrade -->
<Fi | eLi st >
<Fil e>http://suota.exanpl e.com path/to/file/filel.bin</File>
<Fil e>http://suota. exanpl e.com path/to/file/filel. nd5sunx/File>
<Fil e>http://suota.exanple.com path/to/file/file2. bin</File>
<Fi | e>http://suota. exanpl e.com path/to/file/file2. md5sunx/Fil e>
</ Fil eList>
</ SUCTA>

Figure B.1: Example of management server returned information following a FP request
when a new software version is available

The document element shall be named "SUOTA" and shall contain the following subelements:
e  SoftwareTotalSize: total size of the new software (added sizes of al files); decimal coded.

NOTE: If anew software version isavailable for the PP, thereis at least one file (with non-zero size); if the PPis
up to date and no new version is available, then see 'Case of an up to date PP below.

. Softwar eVersionld: software version identifier of the new software; As the present document makes no
provision as to the format of the " Software Version id" parameter, it shall be hexadecimal coded.

. Userlnteraction: parameter indicating that the user authorization should be received before the download
starts (value: "yes' or "no", without the quotes).

o DelayMinutes: (in minutes, from O to 65 535). Thisvalue isto be used for thefirst file of the list (Asthe PP
downloads files sequentially, the next files will have most of the time a DelayMinutes parameter of "0". See
clause 7.5.5.2.2).

. FileList: List of file urls, each of which being included in asub "File" element.

- File urls shall be listed in the order they are needed by the PP for the actual software upgrade. In case
severa orders are acceptable for the PP, the MS shall neverthel ess always use the same order.

The MS shall respect the order of the elements specified above, and shall not add extrainformation, such as attributes or
elements not specified above.

The FP shall respect the order of the urlsin thelist, i.e. shall send them in "Handset Version available” commandsin the
same order.

Case of an up to date PP. If there is NO new software version available (i.e. PP is up to date) the same XML elements
shall be used, but with the following contents (figure B.2):

Softwar eT otal Size: The total size value shall be'0'.
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SoftwareVersionld: the XML element shall be present and empty.
User I nteraction: the XML element shall be present and empty.
DelayMinutes: the XML element shall be present and empty.

FileList: the XML element shall be present and empty (i.e. the <File> subelement shall not be present.

<?xm version="1.0" encodi ng="utf-8"?7>
<SUCTA>
<! XML answer in the case of NO new version avail able -->
<Sof t war eTot al Si ze>0</ Sof t war eTot al Si ze>
<Sof t war eVer si onl d/ >
<Userl nteraction/>
<Del ayM nut es/ >
<Fil eList/>
</ SUOTA>

Figure B.2: Management server returned information when No new version is available

B.3 Basic SUOTA possible implementation (example)

This clause details a possible implementation of Basic SUOTA as described in clause 7.6.2.2 (see also figure B.3).

Thanks to the information received from the PP in the "Handset version indication” and "URL indication” commands
(especially URL1):

- The FP creates FP_URL 1, by appending PP specific parameters (received in "Handset version indication™) to
URL1 (received in "URL indication™). See clause B.1.

- The FP contacts the PP-vendor management server (pp-ms) on behalf of the PP and retrieves the software
upgrade information there, in the format described in clause B.2.

- The FP forwards to the PP the retrieved FP_URL 2 unchanged (FP_URL2 = URL2) in the "Handset version
available” command. In this example, only one file is needed for the upgrade.

The PP establishes a"Binary content download" connection with the FP and sends HTTP partial GET requests to the
FP:

- The FP forwards almost transparently the PP partial GET requeststo the DS.

- For agiven partial GET request from the PP, the FP may retrieve asmaller or larger range of the target
resource than requested by the PT, thus adjusting it to its own memory or rate constraints.

ETSI



101

ETSITS 102 527-4 V1.2.1 (2014-12)

PP

FP

{FACILITY}

<<Portable Identity>>
<< [WU-to-IWU handset version indication, URL1 to follow=1 >>

{FACILITY}

\4

<<Portable Identity>>
<< IWU-to-IWU URL indication, URL to follow=0,
URL content part 0 = URL1 =htt p:// pp-ns. exanpl e. com i nf o >>

{FACILITY}

>

Downloading Management
server server
(pp-ds) (pp-ms)

[ [
HTTPS + FP authentication

HTTP GET to FP_URL1=
http://pp-ms.example.com/info?
EMC=01ab&SWVid=4649524d57415
2452d312e322e30&HWVid=322E32

»

HTTP 1.1 200 OK

- << IWU-to-IWU handset version available, software version,
delay suggestion, URL2 to follow=1>>

{FACILITY}

>l

<< IWU-to-IWU URL indication, URL to follow=0,
URL content part 0 = URL2 = htt p: / / pp- ds. exanpl e. com i ng. bin

body contains FP_URL2 =
http://pp-ds. exanpl e. conling. bin
see annex B.2

FP replaces
real fp-ds url
with self-
pointing
(temporary) url

Use of Binary Content Download (7.6.1) for actual software image download

| Data channel establishment, see clause 7.6.1.4

HTTP first partial GET to URL2 = ht t p: / / pp- ds. exanpl e. conl i ng. bi n

GET /inmg.bin HTTP/ 1.1

‘GET’ request forwarded

to the network

Host : pp- ds. gxarrpl e.com - ‘Il?ange’ value
Accept: application/octet-stream blv ad d
Range: byt es=0- 99999 possibly adapte
(increased or
ecreased)
HTTP/ 1.1 206 Partial Content

l 3|
71

HTTP second partial GET to URL2 = htt p: / / pp- ds. exanpl e. con i ng. bi n

GET /inmg.bin HTTP/ 1.1

Partial image file

<

‘GET’ request forwarded

Host: pp-ds. exanpl e. com
Accept: application/octet-stream
Range: byt es=100000-120000

HTTP/ 1.1 206 Parti al

Cont ent

as above (if needed)

e e -2 >
See note

Partial image file

Data channel release, see clause 7.6.1.4

Retry ‘handset version indication’, etc... as described in clause 7.6.3.2

NOTE:

For a given partial GET request from the PP, the FP may retrieve a smaller or larger range of the target

resource than requested by the PT, thus adjusting it to its own memory capacity. In some cases this

second retrieval step towards the network may therefore not be necessary.

Figure B.3: Example of Basic SUOTA possible implementation
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Annex C (informative):
Enhanced SUOTA

This annex illustrates 4 possible uses of Enhanced SUOTA, in clauses C.1, C.2, C.3, and C.4 (see dso figuresC.1, C.2,
C.3and C.4).

C.1 Enhanced SUOTA example-use of
Basic/Digest authentication and HTTPS
from FP to MS, initiated by the PP

Clause C.1 illustrates one Enhanced SUOTA (clause 7.6.2.3) use case: the use of two enhanced features (https + basic
or digest http-based authentication from FP to MS) requested by the PP using security requirements as described in
clause 7.6.3.4, "PP security requirementsin URL1 and URL2".

In this example, use of security features from FP to MS implies the use of the same security features for the download
of thefileitself from the DS (i.e. within use of the "Binary content download" feature). Thisis because the

MS- inferring from step 2 that the FP is capable of using security features-answers with FP_URL2 also including the
same kind of security requirements.

More specifically, exchanges between the FP and the M S, and between the FP and the DS are protected in the following
way:

. Confidentiality is ensured through TLS/SSL encryption between the FP and the server:

- For software upgrade information, encryption is requested by the PP by using an https request. HTTPS
itself is however only used between the FP and the management server.

- For software image downloading, encryption is requested by the MS by including an https url in the
software upgrade information. HTTPS itself is again only used between the FP and the management
server.

NOTE: Encryption only relies on the server encryption private and public keys, and corresponding certificate (the
FP does not need to own any encryption key). The FP should implement a TLS/SSL stack and
embed/trust the public key of the server certificate authority, or of one of its ancestors.

. PP authentication is ensured through HTTP basic or digest authentication, operated by the FP on behalf of
the PP.

The PP should entrust the FP with its own authentication password, and therefore should trust the FP.
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Management
server

(pp-ms)

Enciphered and authenticated

HTTP GET to FP_URL1=
https://pp-ms.example.com/info?
EMC=01ab&SWVid=4649524d57415

2452d312e322e30&HWVid=322E32

200 OK

103
PP FP Downloading
server
FACILITY
{ ! > (pp-ds)
<<Portable Identity>>
<< IWU-to-IWU handset version indication, URL1 to follow=1 >>
{FACILITY}
<<Portable Identity>>
<< I[WU-to-IWU URL indication, URL to follow=0,
URL content part 0 =
URL1 =nhttps://pp id:pp passwor d@p-ns. exanpl e. cont i nfo >>
P {FACILITY}
<< [WU-to-IWU handset version available, software version,
delay suggestion, URL2 to follow=1>>
{FACILITY}

Bl

<< IWU-to-IWU URL indication, URL to follow=0,
URL content part 0 = URL2 = htt ps: // pp-ds. exanpl e. conl i ng. bi n

includes FP_URL2 =

https:// pp-ds. exanpl e. conli ng. bin

Use of Binary Content Download (7.6.1) for actual software image download

Data channel establishment, see clause 7.6.1.4

ht t

Pseudo HTTPS authenticated partial GET to URL2’

ps:// pp_i d: pp_passwor d@p- ds. exanpl e. conli ng. bin
GET https://pp_id: pp_passwor d@p- ds. exanpl e. coml i ng. bin HTTP/ 1.1

Host: pp-ds. exanpl e. com
Accept: application/octet-stream
Range: bytes=0-99999

HTTP/ 1.1 206 Partial Content

ht t

Pseudo HTTPS authenticated partial GET to URL2’ =

Partial image file

ps:// pp_i d: pp_passwor d@p- ds. exanpl e. coni i ng. bi n
GET https://pp_id: pp_passwor d@p- ds. exanpl e. comli ng. bin HTTP/ 1.1

rd

Host: pp-ds. exanpl e. com
Accept: application/octet-stream
Range: byt es=100000-120000

HTTP/ 1.1 206 Partial Content

Partial image file

Data channel release, see clause 7.6.1.4

Image

HTTPS
toURL?2

/ Image
retrieval,
. hext part

Retry ‘handset version indication’, etc... as described in clause 7.6.3.2

retrieval with
HTTP digest on
behalf of PP +

Figure C.1: Example of Enhanced SUOTA-use of Basic/Digest authentication and

HTTPS from FP to MS, initiated by the PP

ETSI



104 ETSITS 102 527-4 V1.2.1 (2014-12)

C.2 Enhanced SUOTA example-use of HTTPS from FP
to MS, initiated by the MS

Clause C.2 illustrates one Enhanced SUOTA (see clause 7.6.2.3) use case: use of an enhanced feature (https) initiated
by the MS.

Enhanced SUOTA isinitiated by the MSin step 2, requiring the use of HTTPS toward the server, after receiving aplain
http request (FP_URL1 = http://pp-ms.example.com/info?EM C=01ab& SWVid=312E3130& HWVid=322E3237).

Receiving arequest to FP_URL 1, the MSrequires an upgradeto TLS. Asaresult, HTTPSis used for the FPto MS
session, and also for the downloading of files (asin clause C.1).

NOTE: Inthisexample, although Enhanced SUOTA is used, the MS used is still aBasic SUOTA complying MS
(using clauses B.1 and B.2 but with security features).

In this example, the URL2 value sent by the FP to the PP isatemporary local URL pointing to the FP itself as described
in clause 7.6.2.3.3, "Step 3-Enhanced SUOTA possible variants”, the FP acting as local server. Alternatively, if the PP
supports security requirements and the FP knows this, the FP could directly send a"distant” URL 2 value with security
requirements, asin clause C.1).
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PP

FP

{FACILITY}

<<Portable Identity>>
<< IWU-to-IWU handset version indication, URL1 to follow=1 >>

{FACILITY}

\4

<<Portable Identity>>
<< IWU-to-IWU URL indication, URL to follow=0,
URL content part 0 = URL1 = http://pp-ms.example.com/info >>

Downloading [ |Management
server server
(pp-ds) (pp-ms)

I [
HTTP GET to FP_URL1=
http://pp-ms.example.com/info?
EMC=01ab&SWVid=4649524d57415
2452d312e322e30&HWVid=322E32

I
HTTP/1.1 426 Upgrade Required
Upgrade: TLS/1.0, H'II'TP/1.1

|

€

>l

<< IWU-to-IWU URL indication, URL to follow=0,
URL content part 0 = URL2 = http://localhost/SUOTA/PP1reql>>

<<le handshake with FP_URL1 >
HTTP GET to FP_URL1 (again)
rFer?ﬁ'?iﬁ h includes FP_URL2 =
with self- https://pp-ds.example.com/img.bin
pointing J/‘ | '\L
| (temporary) url {FACILITY} \ITLS connection closed -
" << IWU-to-IWU handset version available, software version,
delay suggestion, URL2 to follow=1>>
{FACILITY}

Use of Binary Content Download (7.6.1) for actual software image download

| Data channel establishment, see clause 7.6.1.4

HTTP partial GET to URL2 = http://localhost/SUOTA/PP1reql pointing to FP.

GET /SUOTA/PP1reql HTTP/1.1

Host: localhost
Accept: application/octet-stream
Range: bytes=0-99999

>

HTTP/1.1 206 Partial Content

Partial image file

HTTP partial GET to URL2 = http://localhost/SUOTA/PP1reql pointing to FP.

GET /SUOTA/PP1reql HTTP/1.1

Host: localhost
Accept: application/octet-stream

Range: bytes=100000-120000 HTTP/1.1 206 Partial Content

Partial image file

| Data channel release, see clause 7.6.1.4

Image
retrieval with

HTTP-based FP
authentication +
HTTPS to
FP_URL2

Image
retrieval,
next part

Figure C.2: Example of Enhanced SUOTA-use of HTTPS from FP to MS, initiated by the MS
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C.3 Enhanced SUOTA example-use of HTTPS from FP
to MS, initiated by the FP

Clause C.3illustrates one Enhanced SUOTA (see clause 7.6.2.3) use cases. use of an enhanced feature (https) initiated
by the FP.

Thisuse caseis similar to the one described in clause C.2, because the result is the same: URL 1 is used, except that
HTTPS is used instead of HTTP. However the way HTTPS use isinitiated is different.

In the present example, Enhanced SUOTA isinitiated by the FP in step 1, directly setting an HT TPS connection with
the M S to pp-ms.example.com because URL 1 = http://pp-ms.example.com/info is recognized as a known URL1 value
(e.g. because pp-ms = fp-ms).

NOTE: Inthisexampleagain, asin clause C.2, and although Enhanced SUOTA isused, the MS used is still a
Basic SUOTA complying MS (using annexes B.1 and B.2 but with security features).

In this example again, the URL 2 value sent by the FP to the PP is atemporary local URL pointing to the FP itself as
described in clause 7.6.2.3.3, "Step 3-Enhanced SUOTA possible variants’, the FP acting aslocal server. Alternatively,
if the PP supports security requirements and the FP knows this, the FP could directly send a "distant” URL2 value with
security requirements, asin clause C.1).
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Downloading [ |Management
PP FP server server
{FACILITY} - (pp-ds) (pp-ms)
<<Portable Identity>>
<< IWU-to-IWU handset version indication, URL1 to follow=1 >>
{FACILITY}
<<Portable Identity>> | :
<< IWU-to-IWU URL indication, URL to follow=0, <\TL5‘ handshake with FP_URL1
URL content part 0 = URL1 =ht t p: // pp- ns. exanpl e. com i nf o0 >>
From URL1 HTTP GET to FP_URL1=
value. FP https:// pp-nms. exanpl e. conl i nf0?
knOW,S that the EMC=01ab&SW/i d=4649524d57415
. 2452d312e322e30&HWi d=322E32
MS requires =
use of HTTPS e

includes FP_URL2 =
FP replaces https://pp-ds. exanpl e. coni ng. bin

real fp-ds url |
with self- J/ : \L
TLS connection closed
\l /

pointing
(temporary) url

{FACILITY}

>l

<< IWU-to-IWU handset version available, software version,

delay suggestion, URL2 to follow=1>>
{FACILITY}

>l

<< IWU-to-IWU URL indication, URL to follow=0,
URL content part 0 = URL2 =http:// | ocal host/ SUOTA/ PP1r eql>>

Use of Binary Content Download (7.6.1) for actual software image download

| Data channel establishment, see clause 7.6.1.4

HTTP partial GET to URL2 =ht t p: / /| ocal host / SUOTA/ PP1r eql pointing to FP.

GET / SUCTA/ PP1lreql HTTP/ 1.1
Host: | ocal host
Accept: application/octet-stream

Range: byt es=0-99999 HTTP/ 1.1 206 Partial Content

>

Image
retrieval with

HTTP-based FP
authentication +
HTTPS to
FP_URL2

Partial image file

HTTP partial GET to URL2 = htt p: / /| ocal host / SUOTA/ PP1r eql pointing to FP.

GET / SUOTA/ PP1lreql HTTP/ 1.1 N
Host: | ocal host S ! N
Accept: application/octet-stream / Image Y
Range: byt es=100000-120000 . retrieval, Y
HTTP/ 1.1 206 Partial Content . next part ,'I
Partial image file N\ ;oo Y

| Data channel release, see clause 7.6.1.4 |
|

I
| I
Figure C.3: Example of Enhanced SUOTA-use of HTTPS from FP to MS, initiated by the FP
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C.4 Enhanced SUOTA example-use of TR-069

C.4.1 Introduction and diagram

Clause C.4 illustrates one Enhanced SUOTA (see clause 7.6.2.3) use case: the FP triggers the use of TR-069 [i.5],
because it knows the M S requiresit.

In the present example, the used MSis TR-069 compliant. The FP isthe TR-069 client and knows the MS. It uses this
MS to manage its own firmware updates, as well as the PPs firmware updates.

NOTE 1: Inthe context of TR-069 [i.5], the management server is called the "ACS" (Auto-Configuration Server).

The FP to MS connection is enciphered using TLS/SSL. The FP (i.e. the TR-069 client) should authenticate to the
management server using either HTTP basic or digest authentication, or a SSL/TL S based strong authentication.

The FP still uses the parameters received in the "Handset version indication” message, but posts themin a TR-069
compliant message to the management server ("Inform" message).

The TR-069 compliant scenario requires the following adjustments to the four "SUOTA protocol steps” described in
clauses 7.6.2.2 and 7.6.2.3:

e  TR-069 requiresthe FP (TR-069 client) to notify the MS, for each file, of the correct download and application
(e.g. installation). The present example interprets the sending of a"Handset version indication” for
fileNumber="n" by the PP as an acknowledgement of correct download and application of file"n-1". This
alows the FP to first send a TransferComplete message for file "'n-1" in step 2.

. For the sake of clarity, message exchanges between the FP and MSin step 2 are split into two TR-069
sessions. Inareal life case, "TransferComplete" message from FP to M S for file "'n-1" and "Download"
message from MSto FP for file "n" could be exchanged in the same session.

. This example assumes that file url number "n" is received from the MS in the nth use of step 2 (not in the first
use of step 2, asit would be the case with Basic SUOTA). Thisis however not necessarily the case: step 2
could include several download requests from the MS. For example, the MS could send all download requests
in the first use of step 2, allowing the FP to get all file urlsin one step as for Basic SUOTA.

NOTE 2: TR-069 allows a device to refuse some download requests, using 9004 Resources exceeded" fault
message toward the server as described in clause C.4.2.3.3. In that case the MS will repeat these requests
during the next connections.
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Figure C.4: Example of Enhanced SUOTA- FP as TR-069 client
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C.4.2 Detailed messages

C.4.2.1 General message format

TR-069 uses a SOAP envel ope encompassing each of the exchanged messages. The message itself isinserted as the
soapenv:Body element content. For conciseness, the following envelope is not repeated in the message descriptions of
the following clauses.

<soapenv: Envel ope soapenv: encodi ngStyl e="http://schemas. xnl soap. or g/ soap/ encodi ng/ "
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: soap="http://schemas. xm soap. or g/ soap/ encodi ng/"
xm ns: xsd="http://ww. w3. org/ 2001/ XM_Schema"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
xm ns="urn: dsl forum org: cwnp-1-0">

<soapenv: Header >
<I D soapenv: nmust Under st and=" 1" > <!I-- Unique session ID defined by the session initiator--> </ | D>
<NoMor eRequest s soapenv: nust Under st and="0">1</ NoMor eRequest s>

</ soapenv: Header >

<soapenv: Body>

<l-Message content as described in the following clauses goes here-->

</ soapenv: Body>
</ soapenv: Envel ope>

The <ID> element content is aunique ID for the TR-069 session, chosen by the session initiator, and inserted by both
sides (FP and management server) in every message pertaining to this session. Thanksto thisID the other sideis able to
uniquely identify the session to which a received message belongs.

C.4.2.2 Preliminary "Inform" exchange

C4.22.1 Inform
Assumption is made here that the same session (hence the same "Inform" message) is used for both:

. The FP acknowledging a previous successful or failed "Download"”, using a " TransferComplete message. This
accounts for the presence of an event of type"7 TRANSFER COMPLETE" in the Inform message <Event>
element. The command key value for this event should be copied from the corresponding Download message.

. The M S requesting a download by the device (represented by the FP), using a"Download" message. This
accounts for the presence of an event of type "2 PERIODIC" in the Inform message. The command key value
for this event should remain empty.
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<I nf ornp
<Devi cel d> <!--FP identification-->
<Manuf act ur er >SUPPLI ERXY</ Manuf act ur er >
<QOUI >SXXXXXX</ QUI >  <!--Organizationally Unique Identifier-->
<Pr oduct Cl ass>Pr oduct Z</ Pr oduct Cl ass>
<Seri al Nunber >SN- XYZT</ Seri al Nunber >
</ Devi cel d>
<Event soap:arrayType="cwrp: Event Struct[2]">
<Event Struct >
<Event Code>2 PERI ODI C</ Event Code>
<ConmandKey> <!-- empty --> </ CommandKey>
</ Event Struct >
<Event St ruct > <!-- This event indicates that the transferComplete method will be tried later in the session -->
<Event Code>7 TRANSFER COWPLETE</ Event Code>
<CommrandKey> <I-- command key copied from corresponding Download message --> </ CommandKey>
</ Event Struct >
</ Event >
<MaxEnvel opes>1</ MaxEnvel opes>
<Current Ti me>2008- 09- 15T15: 40: 00Z</ Current Ti ne>
<Ret r yCount >0</ Ret r yCount > <!--starts at 0-->
<Par anet er Li st soap: arrayType="cwrp: Par anet er Val ueStruct [ 6] ">
<Par anet er Val ueSt ruct >
<Nanme>Devi ce. Devi ceSunmar y</ Nanme>
<Val ue xsi:type="xsd: string"></Val ue>
</ Par anet er Val ueSt ruct >
<Par anet er Val ueSt ruct >
<Name>Devi ce. Devi cel nf 0. Har dwar eVer si on</ Nane>
<Val ue xsi:type="xsd:string"></Val ue>
</ Par anet er Val ueStruct >
<Par anet er Val ueSt ruct >
<Nane>Devi ce. Devi cel nf 0. Sof t war eVer si on</ Nane>
<Val ue xsi:type="xsd:string"></Val ue>
</ Par anet er Val ueStruct >
<Par anet er Val ueSt ruct >
<Nane>Devi ce. Managenent Ser ver . Connect i onRequest URL</ Nane>
<Val ue xsi:type="xsd:string"></Val ue>
</ Par anet er Val ueSt ruct >
<Par anet er Val ueSt ruct >
<Nanme>Devi ce. Managenent Ser ver . Par anet er Key</ Nane>
<Val ue xsi:type="xsd:string"></Val ue>
</ Par anet er Val ueSt ruct >
<Par anet er Val ueSt r uct >
<Nanme>Devi ce. LAN. | PAddr ess</ Nane>
<Val ue xsi:type="xsd:string"></Val ue>
</ Par anet er Val ueSt r uct >
</ Par anet er Li st >
</ I nforne

NOTE: Inthisexample, the value"2 PERIODIC" is used by the FP, indicating that the "I nform" request belongs
to aset of periodically sent "Inform" messages. This is because the Inform message is supposed to be sent
following a periodically sent "Handset Version Indication” command.

C4.22.2 InformResponse

I nfor mResponse from the management server acknowledges receipt of the Inform message.
<I nf or "Response>

<MaxEnvel opes>1</ MaxEnvel opes>
</ I nf or MResponse>
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C.4.2.3 Download exchange

C4.231 Download (from server to FP)
The Download message is the request from the management server that will cause the FP to download onefile.

The time at which the download takes place is described in the message with a delay in seconds from the time when the
message was received. In the corresponding "Handset version indication” command, the FP should therefore use avalue
of <DelayMinutes> = (DelaySeconds/60) minutes.

NOTE: The sequencing of actual file downloads with TR-069 [i.5] is therefore time-based.

<Downl oad>
<ConmandKey><! - - server defined downl oad instance ref.--></ ConmandKey>
<Fi | eType>1 Firmnare Upgrade | mage</Event>
<URL> <!-- downl oad target url = FP_URL2 --> </ URL>

<Username> <!-- if authentication needed --> </ Usernanme>

<Password> <!-- if authentication needed --> </ Password>

<FileSize> <!-- file size in bytes --> </FileSi ze>

<TargetFil eNane> <!-- in FP or PP file system--> </ TargetFil| eNane>
<Del aySeconds> <!-- Del ayM nutes = Del aySeconds/ 60 --> </ Del aySeconds>
<SuccessURL> <!-- optional, for browser --> </SuccessURL>

<Fai lureURL> <!-- optional, for browser --> </Fail ureURL>

</ Downl oad>

C.4.23.2 DownloadResponse (from FP to server)

DownloadResponse is used in case of successful "Download" request. The FP should always set the statusto "1",
indicating that the download result will be notified in a subsequent TransferComplete message (i.e. the download will
not take place immediately).

<Downl oadResponse>
<Status> 1 </ Status>
</ Downl oadResponse>

Error handling. In the following cases, the FP should answer the "Download” request with a fault message as defined
inclause B.4.2.3:

- 9004 Resour ces exceeded: if an attempt is made to queue an additional "Download" request when the FP's
file transfer queue is aready full.

- 9003 Invalid arguments: should be used to reject the Download request if the FP detects the presence of the
"userinfo" component in the file source URL.

- 9010 Download Failure: if the FP regjects the Download request because the FileSize argument exceeds the
available space on the device.

- 9012 Filetransfer server authentication failure (associated with Upload, Download, TransferComplete or
AutonomousT ransferCompl ete methods).

- 9013 Unsupported protocol for file transfer (associated with Upload and Download methods).

NOTE: The above list does not mention the all-purpose error codes described in clause B.4.2.3.

C.4.23.3 Preventing too many Download messages

The management server could attempt to send several "Download" requestsin arow (i.e. not sending HTTP response
204 immediately). In case the FP wishes to handle a limited number of "Download" requests at atime, it may reply with
a"9004 Resources exceeded" SOAP error message (see clause B.4.2.3). See also figure C.5.

NOTE 1: However, a FP using TR-069 should be able to queue at least three file transfers (download or upload).

NOTE 2: Whatever strategy is used on FP side, each file download will only start following a PP originating
"Handset Version indication” message to the FP.
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FP Downloading Management
server server
(fp-ds) (fp-ms)

TLS handshake with FP_URL1

»
»

Inform (FP_id, IP@I, .2
I

InformResponse

1
l

HTTP POST (empty)

>

I
 Download (including FP_URL2)

o
DownloadRespon o

»

l

Download (including FP_URL2’)
I

9004 Resources

| >
_HTTP response 204

Close connei:tion

Figure C.5: Prevent multiple Download requests from the management server

C.4.2.4 Transfer complete exchange

For each download performed, the FP will send a distinct Transfer Complete message to the management server. This
message should only be sent upon successful download and use (e.g. installation, test) of thefile. If the download and/or
use of the file fail, the device should not retry the download but will use the Transfer Complete message to report a
failure to the management server.

C4.241 TransferComplete (from FP to server)

The command key value should again be copied from the corresponding Download message (as for the Inform
message).

<Tr ansf er Conpl et e>
<ConmandKey> <! --server defined downl oad i nstance ref.--> </ ConmmandKey>
<Faul t Struct >
<Faul t Code></ Faul t Code>
<Faul t String></Faul t String>
</ Faul t St ruct >
<StartTinme> </ Start Ti ne>
<Conpl et eTi ne> </ Conpl et eTi ne>
</ Tr ansf er Conpl et e>

C.4.24.2 TransferCompleteResponse (from server to FP)

Transfer CompleteResponse is an empty response message acknowledging receipt of the TransferComplete message.

<Tr ansf er Conpl et eResponse/ >
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C.4.2.5 Error handling-"Fault" message

In order to notify an error to the other party, the FP or management server should send a " Fault" message of the
following form.

NOTE 1: A Fault message is sent on the SOAP layer.

<soap: Envel ope
xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: cwrp="urn: dsl f orum or g: cwnp-1-1">

<soap: Header >
<cwnp: | D soap: nust Under st and="1">1234</ cwp: | D>
</ soap: Header >

<soap: Body>
<soap: Faul t >
<f aul t code>Server </ faul t code>
<faultstring>CWWP fault</faultstring>
<detail >
<cwnp: Faul t >
<Faul t Code>9000</ Faul t Code>
<Faul t St ri ng>Downl oad met hod not supported</Faul t String>
</ cwnp: Faul t >
</ detail >
</ soap: Faul t >
</ soap: Body>

</ soap: Envel ope>

NOTE 2: FP to management server error codes are of the form 9xxx. Management server to FP errors are of the
form 8xxx.

All purpose error codes are defined in table C.1 below.

Table C.1: Error codes

Management server to FP response | FP to management server response Description

(SOAP faultcode value ="Server") | (SOAP faultcode value ="Server")
8000 9000 Method not supported
8001 9001 Request denied (no reason specified)
8002 9002 Internal error

C.4.2.6 Alternative exchanges

C.4.26.1 RequestDownload (from server to FP)
In some cases, the FP could use the RequestDownload message, in order to force a"Download" (figure C.6).
NOTE 1. A management server could not implement this method.
NOTE 2: The FP cannot require a specific "Download" message instance.
<Request Downl oad>

<Fi | eType>1 Firmnare Upgrade | mage</ Event>
</ Request Downl oad>
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115
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Figure C.6: Use of the RequestDownload method

RequestDownloadResponse (from server to FP)

RequestDownloadResponse is an empty response message acknowledging receipt of the RequestDownload message.

<Request Downl oadResponse/ >

Error handling: In the following cases, the management server will answer the RequestDownload request with a fault
message as defined in clause B.4.2.3, instead of a RequestDownloadResponse message. The applicable codes are the

following:
- Error code Error string SOAP faultcode
- 8003 Invalid arguments  Client
- 8005 Retry request Server
NOTE:

The above list of applicable codes does not mention the all-purpose error codes described in

clause B.4.2.3.
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Annex D (informative):
Recommended implementation of procedures

This annex illustrates some possible implementations of procedures and coding of messages.

D.1  Example of coding of "Handset version indication"
followed by one "URL indication" C-plane message
(PP to FP)

The following coding depicts a use case with user Initiated SUOTA, request for anew file, URL to follow on 1
<<IWU-TO-IWU>> message.

In the current example, the PP sends to the PP the following parameters:
EMC="4660" (1234H)
FileNumber ="1": ordinal number for the requested file (as reason field is"0")
Reason ="0": request for anew file
Flag="001": User initiated software upgrade
SW Version identifier ="1.2.0"
HW Version identifier = "v2.1.0"

URL1 = "http://pp-ms.example.com/info"
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Table D.1: Example of a Handset version indication command sent over one <<IWU to IWU>>
information element

Bit:| 8 7 6 5 4 3 2 1 Octet Standard Normative action/comment
values within
the field/IE
0 << IWU-TO-IWU >> 1
Length of Contents (L =Ls + LH + 11) 2 16H L=Ls+LH+11 =5+6+11=22
1 |S/IR Protocol Discriminator = 3 C6H
=1 | "Software upgrade over the air"
='06'H
0/1 Command = "Handset version 4 80H Extension bit8=1
ext indication" ='0'H See note
EMC value high byte 5 12H
EMC value low byte 6 34H
URL1 to follow 7 01H Number of URL messages

following in a "URL indication"
command =1

0 reserved fileNumber 8 01H reserved = OH
requested fileNumber = 1H
0/1 flags Reason 8a 90H Extension bit 8=1
ext flags = "001"

Reason = "0" Success of
previous files application.
Request for a new file (indicated
by "fileNumber" field)

<SW Version identifier> = 1 9 01H
Length of SW Version identifier (1 £ Ls = 20) 10 05H Ls=5
SW Version identifier first octet (IA5 character) 11 31H Character (1) ='1'
12 2EH Character (2) ="'
13 32H Character (3) = '2'
14 2EH Character (4) ="'
SW Version identifier last octet (IA5 character) | Ls +10 (15) 30H Character (5) ='0'
<HW Version identifier> = 2 Ls +11 (16) 02H
Length of HW Version identifier (1 < LH < 20) 17 06H LH=6
HW Version identifier first octet (IA5 character) 18 76H Character (1) ='Vv'
19 32H Character (2) ='2'
20 2EH Character (3) ="'
21 31H Character (4) ='1'
22 2EH Character (5) ="'
HW Version identifier last octet (IA5 character) |Ls + LH +12 = 30H Character (6) ='0'
5+6+12 = 23

NOTE: One should take care the extension bit be set to 1.
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Table D.2: Example of a PP to FP URL indication command sent over one <<IWU to IWU>> |E

Bit:| 8 7 6 5 4 3 2 1 Octet Standard Normative action/comment
values within
the field/IE

0 << IWU-TO-IWU >> 1

Length of Contents (L = Lu + 8) 2 25H Lu+8=29+8 =37
1 |S/IR Protocol Discriminator = 3 C6H

=1 | "Software upgrade over the air"

='06'H
0/1 | Command ="URL indication" ='2'H 4 82H Extension bit 8=1, see note
ext
URL to follow 5 OOH This message is the last

message and contains the last
part of the URL

Length of URL content in this IE (Lu) 6 1DH Lu =29

URL content first octet (IA5 character) 7 68H Character (1) ='h’
URL content second octet (IA5 character) 8 74H Character (2) ='t'

URL content last octet (IA5 character) Lu+6 = 35 6FH Character (29) ='0'

NOTE: One should take care the extension bit be set to 1.

D.2  Example of coding of "Handset version available"
followed by three "URL indication" C-planes
messages (FP to PP)

The following coding depicts a use case where FP answers to PP to indicate the downloading URL.
The parameters to be sent by the PP are the following:

- DelayMinutes = "256 minutes' (100H)

- User Interaction = "User interaction required"

- Software version identifier of the softwareto beinstalled ="1.2.1"

- URL 2 = "http://pp-ds.exampl e.com/hdphone/manufacturer-model/model -hardware/
v2.1.0/1.2.1/URL SegmentedOver ThreeM essages-img.bin"

AsURLZ2 ismore than 55 octets long (here 118), it is split over (here 3) segments:
- Segment 1 (55 octets) = "http://pp-ds.example.com/hdphone/manufacturer-model/mod"
- Segment 2 (55 octets) = "el-hardware/ v2.1.0/1.2.1/URL SegmentedOverThreeM essages”

- Segment 3 (8 octets) = "-img.bin"
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Table D.3: Example of a Handset version available command sent over one <<IWU to IWU>> |IE

Bit:| 8 7 6 5 4 3 2 1 Octet Standard Normative action/comment
values within
the field/IE
0 << IWU-TO-IWU >> 1
Length of Contents (L = Ls + 8) 2 ODH L=Ls+8=13
1 |SIR Protocol Discriminator = 3 C6H
=1 | "Software upgrade over the air"
='06'H
0/1 Command = "Handset version 4 91H Extension bit 8 =1
ext available" ='1'H See note
DelayMinutes value high byte 5 01H
DelayMinutes value low byte 6 00H
URL?2 to follow 7 03H Number of URL messages
following in a "URL indication"
command = 3
0/1 |User Interaction reserved 8 90H Extension bit8 =1
ext User Interaction =001B
Reserved =0000B
<SW Version identifier> =1 9 01H
Length of SW Version identifier 10 05H Ls=5
(1=Ls=<20)
SW Version identifier first octet 11 31H Character (1) ='1'
(IA5 character)
12 2EH Character (2) ="'
13 32H Character (3) ='2'
14 2EH Character (4) ="'
SW Version identifier last octet Ls+10=15 31H Character (5) ='1'
(IA5 character)
NOTE: One should take care the extension bit be set to 1.

Table D.4: Example of a FP to PP URL indication command sent over 3 <<IWU to IWU>> |IEs

- First message

Bit:

8 7 6 5 4 3 2 1 Octet Standard Normative action/comment
values within
the field/IE
0 << IWU-TO-IWU >> 1
Length of Contents (L = Lu + 8) 2 3FH 55+8= 63
1 | SR Protocol Discriminator = 3 C6H
=1 | "Software upgrade over the air"
='06'H
0/1 | Command ="URL indication" ='2'H 4 82H
ext
URL to follow 5 02H Number of URL messages
following in a "URL indication"
command = 2
Length of URL content in this IE (Lu) 6 37H Lu =55
URL content first octet (IA5 character) 7 68H Character (1) ='h’
URL content second octet (IA5 character) 8 74H Character (2) ='t'
URL content last octet (IA5 character) Lu+6 = 61 64H Character (55) = 'd’
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Table D.5: Example of one FP to PP URL indication command sent over 3 <<IWU to IWU>> IEs

- Second message

Bit:| 8 7 5 4 3 2 1 Octet Standard Normative action/comment
values within
the field/IE
0 << IWU-TO-IWU >> 1
Length of Contents (L = Lu + 8) 2 3FH 55+8= 63
1 |S/IR Protocol Discriminator = 3 C6H
=1 | "Software upgrade over the air"
='06'H
0/1 | Command ="URL indication" ='2'H 4 82H
ext
URL to follow 5 01H Number of URL messages

following in a "URL indication"
command = 1

Length of URL content in this IE (Lu) 6 37H Lu =55
URL content first octet (IA5 character) 7 65H Character (1) ='e'
URL content second octet (IA5 character) 8 6CH Character (6) ='I
URL content third octet (IA5 character) 9 2DH Character (3) = -
URL content last octet (IA5 character) LU+6 =61 73H Character (55) = 's'

Table D.6: Example of one FP to PP URL indication command sent over 3 <<IWU to IWU>> IEs

- Third message

Bit:| 8 7 5 4 3 2 1 Octet Standard | Normative action/comment
values
within the
field/IE
0 << IWU-TO-IWU >> 1
Length of Contents (L = Lu + 8) 2 ODH 5+8=13
1 |S/IR Protocol Discriminator = 3 C6H
=1 | "Software upgrade over the air"
='06'H
0/1 | Command ="URL indication" ='2'H 4 82H
ext
URL to follow 5 O00OH This message is the last
message and contains the last
part of the URL
Length of URL content in this IE (Lu) 6 08H Lu=8
URL content first octet (IA5 character) 7 2DH Character (1) =
URL content second octet (IA5 character) 8 69H Character (6) =i’
URL content third octet (IA5 character) 9 6DH Character (3) ='m'
URL content last octet (IA5 character) Lu+6 = 8+6 =14 6EH Character (8) ='n'

D.3 Example of IWU-ATTRIBUTES coding (PP to FP
direction)

The following coding depicts a use case where the SDU max values declared by the PP are the following.

SDU Size Value Coded value
direction PT =>FT 1024 1024/8 = 128 = 0080H
Adding extension bits, coding is: ‘0000 0001'B+ '00000000'B = 0100H
direction FT => PT 2048 2048/8 = 256 = 0100H

Adding extension bits, coding is: ‘0000 0010'B+ '10000000'B = 0280H

NOTE: Inthetable above, extension bits are underlined, final coded valueisin bold.
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Table D.7: Example of one IWU-ATTRIBUTES sent over 1 <<IWU to IWU>> information element

Bit: 8 7 6 5 4 3 2 1 Octet: Standard values within the
field/IE
<< IWU-ATTRIBUTES >>'12'H 1
Length of Contents (L) '0A'H 2
1 '01B | '00000'B 3 AOH
Negotiation indicator Profile subtype 4 A8H
1 '010'B '1000'B
0 Maximum SDU size (PT = FT) MSB (7 bits) 5 01H
0 Maximum SDU size (PT = FT) LSB (7 bits) 5a 00H
0 Maximum SDU size (FT = PT) MSB (7 bits) 5b 02H
1 Maximum SDU size (FT = PT) LSB (7 hits) 5¢c 80H
Operation Optional CH=0 Spare 6 AOH
1 code groups '0'B '00'B
'01'B '00'B
seq Generic Media context indicator (GMCI) 6a 00H
'0'B '‘0000000'B (PP to FP direction)
Application protocol identifier (MSB) '04'H 6b 04H
'37'H 6C 37H
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Annex E (informative):
Implementation guidelines

E.1 PP implementation guidelines

E.1.1 Capability bits

The handset declares the following capahility bits:
- Please make sure to respect: ETSI EN 300 175-5 [5], clause 7.7.41.
- Please make sure to respect: ETSI EN 300 444 [14], clause 8.17.
- Please make sureto follow: ETSI EN 301 649 [15], clause 12.3.

- Please make sure to follow: clause 7.5.7, table 21 (all profile indicator bits).

E.1.2 Security mechanisms

Datacallsare considered similar to ETSI TS 102 527-3 [17] (DECT-NG PART3) voice calls from a security point of
view. See clause 6.7.2, feature DPRS-N.43 (alias for GAP N.35) and DPRS clause 8.2 for the per procedure status:

- All Enhanced security GAP.N.35 mandatory procedures apply.

- All authentication mechanisms from ETSI TS 102 527-3 [17] (DECT-NG PART3) are re-used (registration
+ locate request).

- All encryption mechanisms from ETSI TS 102 527-3 [17] (DECT-NG PART3) arere-used (al callsare
encrypted).

E.1.3 Atlocate request

- No <<SETUP CAPABILITY>> |E sent at locate request.

E.1.4 C-plane exchanges
Please check annex D for example of C-Plane messages.
All C-Plane commandsin section 7.5.5.1:
- Extension bit coding is set to 1. Please strictly follow annex D and figures 7, 9 and 11.
Handset version indication message:
- Please make sure the EMC is correctly coded (do not invert low and high bytes).
URL indication command coding:

- Be careful about IWU segmentation, especially if the URL string is bigger than 46 octets (46 limit is specific
to the handset).

- Be careful about URL to follow coding (n,n-1....0). Please strictly follow annex D, figures 7, 9, 11 and
examplein figure 10.
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E.1.5 DPRS call setup

Long slot radio format is used. (Make sure no full dot is re-used from any previous voice call).
<<basic service>>/ <call class> = 'Normal call setup'.
<<basic service>>/ <basic service> = Light data service class 4 (see clause 7.6.1.2.1).
<<IWU-ATTRIBUTES>> information element.
- Sent systematically in the { CC-SETUP} (seeclause 7.6.1.2.1.1, ‘concerned devices and connections).
- <<IWU-ATTRIBUTES>> coding (see annex D):

L] IWU/DLC level: No sequence numbering used at SDU level (see clause 7.6.1.2.1.3).

=  The handset supports at least Maximum SDU size of 752 octets (in both directions).

=  The handset sends [Maximum SDU size PT=> FT] and [Maximum SDU size FT => PT] supported
by the handset, depending on its memory capabilities (see clause 7.6.1.2.1.3).

L] The coding of the GMCI bit is 0 in the { CC-SETUP} (handset value).

E.1.6 During established call

MAC/DLC/IWU layers:

If the handset supports only the SUOTA feature (and no other data service): The PT behaviour follows the
'Simple binary content download' profile described in clause 7.6.1.2.1.

DLC/MAC level: Sequence numbering isused at PDU level (MAC level).

NOTE: Besides, sequence numbering is NOT used at SDU level as already indicated above in clause E.2.5.

The PT uses the "maximum SDU size" which was sent back by the FT in the {CC-CONNECT?} (for each
direction PT=> FT and FT=>PT). See clause 7.6.1.2.1.3.

Inthe DPRS Frame Relay SDU (DLC level):
- The PP always uses the GMCI hit value received at { CC-CONNECT}.

- Extension bit for sequence number is set to 1 (no optional octet for sequence number).

HTTP requests.

GET HTTP request, short form (see clause A.1.3).
HTTP error handling: FT supports all errors defined in clauses A.1 and A.1.8.
Some HTTP fields are mandatory to send and to support (see clause A.1.4).

Recommended: The HTTP range requests from the handset should be consistent with the maximum SDU size
PT->FT.

E.2

FP implementation guidelines

E.2.1 Capability bits

The FP declares the following capability bits:

Please make sure to respect: ETSI EN 300 175-5 [5], clause F.3 (especialy bit a45).
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- Please make sure to respect: ETSI EN 300 444 [14], clause 13.6.
- Please make sureto follow: ETSI EN 301 649 [15], clause 12.16.

- Please make sure to follow clause 7.5.10.

E.2.2 Security mechanisms

Datacallsare considered similar to ETSI TS 102 527-3 [17] (DECT-NG PART3) voice calls from a security point of
view. See clause 6.7.2, feature DPRS-N.43 (alias for GAP N.35) and DPRS clause 8.2 for the per procedure status:

- All Enhanced security GAP.N.35 mandatory procedures apply.

- All authentication mechanisms from ETS| TS 102 527-3 [17] (DECT-NG PART3) are re-used (registration
+ locate request).

- All encryption mechanisms from ETSI TS 102 527-3 [17] (DECT-NG PART3) arere-used (al callsare
encrypted).

E.2.3 At locate accept

- No <<SETUP CAPABILITY>> |E sent at locate request.

E.2.4 C-plane exchanges
Please check annex D for example of C-Plane messages.
All C-Plane commandsin section 7.5.5.1:
- Extension bit coding is set to 1. Please strictly follow annex D and figures 7, 9 and 11.
URL indication command coding:

- Be careful about IWU segmentation, especially if the URL string is bigger than 55 octet (55 limit is specific to
the FT).

- Be careful about URL to follow coding (n, n-1....0). Please strictly follow annex D, figures 7, 9 and 11 and
example figure 10.

Handset version available message:

- Please make sure the DelayMinutes is correctly coded (do not invert low and high bytes).

E.25 {CC-CONNECT} format for a DPRS call

<<IWU-ATTRIBUTES>> information element.
- Sent systematically in { CC-CONNECT} (see clause 7.6.1.2.1.1, ‘concerned devices and connections)).
- <<IWU-ATTRIBUTES>> |E coding (see clause 7.6.1.2.1.3):
- IWU/DLC level: No sequence numbering is used at SDU level.
- The FP at least supports aMaximum SDU size of 752 octets (in both directions).

- The FP sends [Maximum SDU size PT=> FT] and [Maximum SDU size FT => PT] which isthefinal
value negotiated between PT and FT (see clause 7.6.1.2.1.3).

- The FP chooses the GMCI value (and always chooses 1).
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E.2.6 During established call
MAC/DLC/IWU layers:
- The FP behaviour follows the " Simple binary content download" profile described in clause 7.6.1.2.1.
- DLC/MAC level: Sequence numbering isused at PDU level (MAC level).
NOTE: Besides, sequence numbering is NOT used at SDU level as already indicated above in clause E.3.5.

- The FP uses the "maximum SDU size" which was sent back by the FP in the {CC-CONNECT} (for each
direction PT => FT and FT => PT). Seeclause 7.6.1.2.1.3.

- In the DPRS Frame Relay SDU (DLC level):
- The FP always uses the GMCI bit value that it sent at { CC-CONNECT}.
- Extension bit for sequence number is set to 1 (no optional octet for sequence number).
HTTP requests format:
- GET HTTP request short form (see clause A.1.3).
- HTTP error handling: FT supports all errors defined in clauses A.1 and A.1.8.

- Optimized HTTP in downstream direction, recommendation to avoid sending superfluous http fields (see
clause A.1.4).

HTTP header s support:
- a FP not being the targeted server of an HT TP request:

- forwards the request to the server without analysing the header fields, except for the 'Host' header
allowing the location of the server;

- should however perform a broad parsing of the response header received from the server, in order to

filter out header fields not relevant for the DECT PP (see clause A.1.4). A detailed parsing of these
header fieldsis not needed.
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Annex F (informative):
DLC layer Guidelines and Use cases

F.1  Detailed requirements

F.1.1 Transmission class

The present document uses of LU10 (see ETSI EN 300 175-4 [4], clause 11.12), with ‘transmission class 2' (variable
throughput LUx retransmission), defined in clause 14.2.3 of ETSI EN 300 175-4 [4].

The frame type (=PDU type) is FU10a for data PDUs and FU10c for acknowledgement PDUSs.

F.1.2 Retransmission protocol

In all DPRS and inits derived standards (such as the present document), DL C retransmission uses the SEL ective (SEL)
retransmission protocol.

NOTE: ETSI EN 300 175-4 [4] (DLC) alows both Go back N and SEL ective algorithms (see clause 14.3.4
there), while DPRS and the present document only use SEL ective.

F.1.3 PDU structure and payload

F.1.3.1 FU10a frames alias PDUs

PDUs and FU10a frames are the same thing. The PDUs are created by the DLC layer and handed over to the MAC
layer for transmission.

In our case, PDUs are 64 octets long (long slots), asthey are transported in an I py; (protected multi-subfield) channel
with 64 octet payload (the long dot is 640 bits = 8 x 80 = 8 x (64+16) = 8x64 (payload) + 8x16 (CRC). The payload is
8x64 bits = 8x8 octets=64 octets)

F.1.3.2 FU10a frames numbering (PDU sequence numbers)

FU10a frames are sequence numbered irrespective of their content.

In particular, FU10a frames containing FU10c frames will be numbered as any other FU10a frames (i.e. as those
containing data) by the receiving side.

The modulo used for SN numbering will be 256 (as for any window size below 128; see DLC 11.2.3: "The modulo
operation will be taken into account, e.g. SN = 0 will be after SN = 511 and for window sizes< 128 (SN =[0.255]),
SN = 0 will be after SN = 255").

F.1.3.3 PDU structure

A PDU dtructure isasfollows: SN1 (Length_of infoq infopq) ... (Length_of infoy infop), with indices used for
indicating afield length in octets.

- SN; isthe PDU sequence number octet (1 octet long).

foriin[1..k], 'Length of info;' istheith length of info field. It contains:
- alLl field (called here LI;);

- aMorebit M (called here M;).

ETSI



127 ETSITS 102 527-4 V1.2.1 (2014-12)

F.1.3.4 PDU length

With the above notation, PDU length = 1+k+nl1+...+nk.
For long dlots, PDU length has to be 64, therefore 1+k+nl+...+nk = 64.

F.1.3.5 PDU payload

Thisisthe room for transporting content, i.e. either SDU segments or FU10c frames (for ACKs and NACKsin the
reverse direction). It isthe reunion of al infoy,; fields, for i in[1..k].

In general, aPDU may combine:
- one or several FU10c frames;
- optionally followed by asingle SDU segment;
- followed by a padding (if needed) of at least one octet.
NOTE 1: FU10c frames are always first in the PDU.

Maximum payload size. When long dots are used, a PDU with no padding and with only one length of info field has a
62 octet long payload. In that case, the PDU structureis as follows:

- SN4_(1 octet).
- Length_of _infoq (1 octet) containing L1, =62 and M;=0o0r 1.
- infopy (62 octets) withnl = LI, = 62.
NOTE 2: M4 =0israrely used: only if the last SDU segment happens to be exactly 62 octets long (see SDU
boundary).
F.1.3.6 PDU padding
If the last octets at the end of a PDU are not used:
- the first unused octet contains a length of info field with (L1,M) = (0,0);

if more than one octet are not used, then subsequent unused octets are filled with 'FO'H. This padding valueis
not mandatory but highly recommended.

NOTE: If only one octet is unused, the length of info field with (L1,M) = (0,0) terminates the PDU and is not
followed with any ‘info’ value (i.e. no 'FO'H octet follows).

F.1.4 SDUs

F.1.4.1 Definition

SDU are the external protocol data units (i.e. external to the DLC layer). It is made of a header (one or two octets) and a
body, as described in ETSI EN 301 649 [15], clause B.8.2.1.

The DLC layer does not care about the SDU content (in particular, the DLC layer does not distinguish between the SDU
header and SDU data).
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F.1.4.2 SDU Segments
A piece of SDU embedded in aPDU is called a segment.

In most cases, the PDU contains asingle SDU segment. However, in principle (but not in SUOTA), depending on the
relative sizes of PDUs and SDUSs, asingle PDU may contain several segments (each from a different SDU).

In the present document, a PDU always contains either 0 or 1 SDU segment (not more): a party (PT or FT) always
sendsasingle SDU at atime, waiting for an SDU in the reverse direction before sending another one. The reasons are
the following:

- aPDU may contain 0 SDU segment if it is used to convey only FU10c frames,
- aPDU may not contain more than 1 SDU segment because:

- No two SDU segments for the same SDU are transported in the same PDU, as SDU segments are always
of the maximum possible size.

- No two SDU segments for different SDUs are transported in the same PDU, because, in the present
document:

- chopping is not used (i.e. application packet size are never split into several SDUs); as aresult, an
SDU is never followed by another SDU for sending the same application packet;

- HTTP pipelining is not used: the PT always waits for the response before sending a new
application packet (therefore asingle SDU is sent at atime);

- the FT does not send requests, but only answersto PT reguests. The answer aways fitsin asingle
SDU (because chopping is not used) and answers cannot be consecutive (also because pipelining is
forbidden).

Therefore, data PDUs in the present document will always contain one segment which may be a starting, ending or
inner segment, or afull SDU.

F.1.4.3 SDU boundaries and more bit (M)

In LU10, the PDUs a'so transport SDU boundaries (where a SDU terminates and (if any) the next one starts).

The SDU boundary resides in the length of info field preceding the last SDU segment. This segment is found in the last
PDU used for that SDU. The length of info field containing the SDU boundary is:

- 1<LI <62
- M =0 ('More bitis'0).

ETSI EN 300 175-4 [4], clause 11.12.2: In all cases, the original SDU boundaries will be preserved (i.e. service
integrity will be maintained) by use of alength indicator and extended More bit as defined in ETSI EN 300 175-4 [4],
clause 13.3.

F.1.5 Transit delay and SDU lifetime

Thevaluein ETSI EN 301 649 [15], clauses A.2.1 (table A.10) and A.2.2 (table A.16) is O; which according to ETS
EN 300 175-5[5], clause 7.7.42 means infinite (no limit for the transit delay).

DLC 14.3.4.1 indicates that there is the following equality: 'SDU lifetime' = T(R) = transit delay.

So the SDU lifetimeis Infinite.
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F.1.6 (transmitter) Window size

Window sizeinformation element. ETSI EN 300 175-5 [5], clause 7.7.43 (<<WINDOW-SIZE>> |E) defines an |IE
allowing both parties to negotiate the window size.

NOTE 1: InthisIE, The following values are not used in the present document: "Maximum PDU length
(PT =>FT)","SDU LAPU timer (PT => FT)" aswell astheir counterpartsin the reverse direction.

ETSI EN 301 649 [15], clause 11.1.1 Window size: 32 isthe minimum M supported window size for datarate up to
96 khit/s. Thisvalueisaso used in ETSI EN 301 649 [15], clauses A.2.1 and A.2.2, tables A.9 (class 4) and A.15
(class 3).

NOTE 2: On transmitter side, the transmitter is however alowed to use a smaller value unilaterally. So the size of
32 isdoes not introduce an important limitation.

F.1.7 FU10c frames (=one ACK + several NACKS)

F.1.7.1 FU10c in FUl10a frames (i.e. in a PDU)

Use of ACKsand NACKs. LU10 with SEL ective retransmission protocol requires the transmission of ACKs and
NACKs.

In the present document, FU10c frames are exclusively transported within FU10a frames (PDUSs) of the reverse
direction DLC link. Transmission of FU10c frames using the G channel (as described in ETSI EN 300 175-4 [4],

clause 12.11.2.2) isNOT supported.

NOTE 1: For the mandatory support of this mechanism, see ETSI EN 301 649 [15], clause 11.2.3.1 that usesthe
procedure described in ETSI EN 300 175-4 [4], clause 12.11.2.1.

NOTE 2: DLC links are monodirectional. Thisis however possible because the network connection implies the use
of two mono-directiona links in opposite directions.

Acknowledgement of FU10c frames (i.e. of ACKsand NACks). As a consequence, these FU10c frames (or more
precisely the PDUs containing them) will be also acknowledged (as any other PDUS).

F.1.7.2 FU10c frames + data in the same PDU

Although it is alowed to send FU10c frames and data together in the same PDU, this possibility can only be used with
the last SDU segment.

Equal SDU segments (except last one). The reason isthat in the context of LU10 (hence in the present document),
SDUs can only be segmented into segments of the same length (see ETSI EN 301 649 [15], clause 11.1).

Asdescribed in clause F.1.4.3 and in the use cases of clause F.2.1.3, these segments are of length 62 (because long dots
are used). Thisisthe maximum possible length and therefore excludes cohabitation of data with FU10c frames.

Last SDU segment and data. This rule obviously does not apply to the last SDU segment which can be of any length
in[1..62]. When the last SDU segment length is smaller than 62 - 8 = 54, it is possible to sent at least one FU10c
together withiit.

NOTE: When data are sent together with one or more FU10c frames, the latter are always sent first.

F.1.7.3 Use of consecutive FU10c frames

When more than 5 NACK's need to be transmitted, it is allowed to use several consecutive FU10c frames. Consecutive
FU10c frames may be either consecutive in the same PDU or consecutive in consecutive PDUSs.

A FU10c frame cannot be segmented (i.e. the whole FU10c frame is contained in asingle PDU).
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NOTE 1: Thereis currently no standard defined limit to the number of consecutive NACK s that can be sent by the
receiver. The maximum number of NACK's sent consecutively should however depend on the receiver
window size (last NACK hasto bein the receiver window).

NOTE 2: Seeclause F.1.7.4 for details about how such consecutive frames can be used.

Maximum number of FU10c frameswithin a single PDU. There can be up to 7 FU10c frames within a given PDU.
Let f be the number of included FU10c frames, and p the remaining number of octets. We have 1 + 8f + p = 64 (see
clause F.1.3). Therefore, f=7 and p=7.

NOTE 3: Theremaining 7 octets can be either filled with padding (see clause F.1.3.6) or (rarely) with the last
segment of aPDU (of size 6 max) or both.

NOTE 4: The note 3 of ETSI EN 300 175-4 [4] clause 12.11.2.1, indicates a maximum of 8 FU10c frames. Thisisa
rough maximum but the real maximum value is 7, as shown above.
F.1.7.4 Detailed process
A PDU can contain one or more FU10c frame(s) (in that case, FU10c frames are included first).

FU10c frames are 7 octets long. One or more FU10c frames may be used for the sending of acknowledge information.
This acknowledge information comprises one ACK and O or more NACKs.

- the (only) ACK octet contains a PDU sequence number (called 'n’) and is therefore noted ACK(n). It issaid to
be "cumulative" because it acknowledges that, all PDU(m) with sequence number m < n-1 were received);

- the NACK octets (if any) are selective (i.e. NACK(m) only indicates non-receipt of PDU(m)).
The contiguous FU10c frames used for sending acknowledge information respect the following rules:

- Thefirst (and possibly only) FU10c frame sent uses either (NA1, NA2) = (0,1) or (1,0), for sending one ACK
and 0 or more NACK s (see table below).

- (NA1, NA2) = (1,0) isonly used if at least one NACK hasto be sent.

- If lessthan 5 NACK s have to be sent (but at |east one), then the remaining octets contain a copy of the
last NACK.

- The subseguent FU10c framesif needed all use (NA1, NA2) = (1,1). Thisimpliesthat the first FU10c frame
sent (see above) used (NAL, NA2) = (1,0) and contained exactly 5 (different) NACKSs.

- all of these subsequent FU10c frames except the last one contain exactly 6 different NACKSs;

- the last subsequent FU10c frame contains between 1 and 6 different NACKs. The unused NACK octets
(if any) contain a copy of the last NACK.

NOTE: A PDU outside (i.e. below) the receiver window (i.e. already received and acked at least once) hasto be
acked again by the receiver until it is no longer sent by the transmitter, otherwise it could be continuously
re-sent. The reason the transmitter re-sends a PDU could be that it did not receive the ACK.

Theinterpretation of the RSNs as either ACKs or NACKsisindicated by bits NA1 and NA2 [of octet 7 of FU10c], as
indicated in the following table (copied from ETSI EN 300 175-4 [4], clause 14.3.4.2.5).

[ Bit [NA1 [NA2 Meaning
0 0 [This frame contains an Ack of a synchronization message in RSN#1, no NACKs
0 1 |This frame contains only one ACK message in RSN#1, no NACKs
1 0 [This frame contains one ACK message in RSN#1plus five NACK messages in RSN#2-RSN#6
1 1 |This frame contains six NACK messages

F.1.8 Synchronization frames

Synchronization frames are not used in the present document. They are however illustrated in use case 6 for
information.
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F.1.9 End of activity rules

End of activity rules as described in ETSI EN 300 175-4 [4] clauses 14.3.4.1.2 (Tx side end-of-activity rule) and
14.3.4.2.2 (Rx side end-of -activity rule) are used in order to avoid:

Infinite request answer loops (ACK, ACK of ACK, etc.).

Infinite retransmission of ACKs.

F.2  PDU encoding examples

F.2.1 Encoding of PDUs (for SDU data)

F.2.1.1 Figure

Figure F.1 shows the encoding of a PDU for SDU data.
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SDU

’
.
s

’

SbuU
header

HTTP header

HTTP body

N\ 62bytés

| 62 bytes \ . 62 bytes .\ \

, —————— . \ \ < y >
PDU first segment PDU segment | 0 - PDU last padding
header (PDU payload) header (PDU payload) header [ segment (fill field)

B //”/ 2 bytes \"‘\\\ R JPttas I/ ,'/ ‘\\
Send Sequence Number ES9= 1st Length of info field M= e - ,'I ," \\\
(1 octet) = ‘XX'H ‘0B (6 bits) =62 = '111110'B ‘1B Pt / / \
. .. M=1 -7 ] / /) \‘

Assuming that this is the 15 - -7 )/ K \

SDU of the connection, we SDU not fmlshesi’_,— K K Y

will have XX=1 here, as this JPtias /) // Y

is the 2nd PDU for the SDU ,/

and SSNs start at 0.) JPtias ) \

e 2 bytes / 1 byte \
= >, < »>
Send Sequence Number ES9=| Length of info field (6 bits) M= spare | Last length of info field (6 bits) =
(1 octet) = nb of needed PDUs +1 (mod 255) | ‘0'B =last segment length ‘0B ‘0B =0 ='000000'B ‘0B
M=0 LI=0, M=0 mean that a
SDU border fill field follows

(SDU finished)

(rest of the PDU may be ignored)
Only present if padding is needed

NOTE 1: We ignore the case of a PDU holding segments of different SDUs because it cannot happen in SUOTA (no HTTP pipelining allowed).
NOTE 2: Octets in grey are called 'Length indicator octets' and contain a 'Length of info' field; there may be several of them in the same PDU (as shown here for the last

PDU).
Figure F.1: Encoding of a PDU for SDU data
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F.2.1.2 Table
kth PDU header value All PDUs except last one | last PDU Additional length octet in last
(2 bytes) (note 1) (k=1..K-1) (k=K) PDU (before padding)
(more bit M=1) (M=0) (note 6)
First octet (SSN) hexa[s+k-1 mod 255]
(note 2)
Second octet (length octet) (note 3)
Padding needed (r > 0) '7D'H hexa[2*r] YES (value='00'H])
(note 4) (notes 1 (note 5)
and 3)
No padding needed (r=0) '7D'H '7CH NO
(note 4) (note 7)

NOTE 1: Assumption is that K PDUs are needed for transferring the SDU: for k=1..K, PDU(K) is transmitted. SDU
length is broken down as follows:

- SDU_length=62g+r, with g= SDU_length div 62, r=SDU_length mod 62;
- if r>0, K=g+1, else if r=0, K=q.

NOTE 2: s is the first available SSN number for transmitting the SDU. SSNs are incremented modulo 255. The SSNs
used for transmitting the SDU are: s, (s+1) mod 255, ..., (s+K-1) mod 255.

NOTE 3: The length octet includes ES9 (always 0 because SSNs here are modulo 255), the length indicator LI, and the
more bit M. It is equal to (ES9='0'B, LI=segment length, M) and therefore coded as
'hexa[2*segment_length+M]'.

NOTE 4: hexa[2*62+1] = '7D'H.

NOTE 5: Length octet is here equal to (ES9='0'B, LI=0, M= 0)="00'H. (LI,M)=(0,0) is a special value indicating that the
rest of the PDU may be ignored.

NOTE 6: If r=61 (i.e. if SDU_length=62qg+61, K=g+1), this additional length octet is not followed by any padding (the
additional length octet itself is the only padding octet).

NOTE 7: hexa[2*62+0] = '7C'H.

F.2.1.3 Use cases

F.2.1.3.

1 Conventions

NOTE 1: On the left hand side, the number in parenthesesis the SSN of the PDU. On the right hand side, the

numbers in parentheses are the length of the element in octets.

NOTE 2: For the value of thefill field, see DLC 13.5.

F.2.1.3.

2 Use case 1

Use case 1. SDU of minimum length, initial SDU of the connection (s=0)

SDU_length=752=12*62+8

r=8, K=13

Window size (16) is not reached...

Used SSNs=0, 1, 2, 3,4,5,6, 7, 8,9, 10, 11, 12.

PDU( 0)
PDU( 1)
PDU( 2)
PDU( 3)
PDU( 4)
PDY( 5)
PDU( 6)
PDU( 7)
PDU( 8)
PDU( 9)
PDU( 10)
PDU( 11)

007D <dat a(62) >
017D <dat a(62) >
027D <dat a(62) >
037D <dat a(62) >
047D <dat a(62) >
057D <dat a(62) >
067D <dat a(62) >
077D <dat a(62) >
087D <dat a(62) >
097D <dat a(62) >
0A7D <dat a(62) >
0B7D <dat a(62) >
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PDU(12) = 0Cl0 <dat a(8) > <lastLengthindicator octet( 1) =" 00' H> <fill field(53)="F0..FO'H >

NOTE: The SDU border isthe least significant bit of 0C10 in PDU(12). An even value (here 10) indicates an
SDU border.

F.2.1.3.3 Use case 2

Use case 2: SDU of minimum length for reaching the window, initial SDU of the connection (s=0)
SDU_length=931=15*62+1

r=0, K=16

Window size (16) isreached...

Used SSNs=0, 1, 2, 3,4,5, 6, 7, 8,9, 10, 11, 12,13,14,15.

PDU(0) = 007D <data(62)>
PDU(1) = 017D <data(62)>
PDU(2) = 027D <data(62)>
PDU(3) = 037D <data(62)>
PDU(4) = 047D <data(62)>
PDU(5) = 057D <data(62)>
PDU(6) = 067D <data(62)>
PDU(7) = 077D <data(62)>
PDU(8) = 087D <data(62)>
PDU(9) = 097D <data(62)>
PDU(10) = OA7D <data(62)>
PDU(11) = 0B7D <dat a(62) >
PDU(12) = 0C7D <dat a(62) >
PDU( 13) = 0D7D <dat a(62) >
PDU( 14) = OE7D <dat a(62) >
PDU(15) = OF02 <dat a(1)> <lastLengthindicator octet( 1) =" 00' H> <fill fiel d(60)="FO0..FO'H >

NOTE 1: On the left hand side, the number in parenthesesis the SSN of the PDU. On the right hand side, the
numbers in parentheses are the length of the element in octets.

NOTE 2: The SDU border isthe least significant bit of 0F02 in PDU(15). 02 even =>border.

NOTE 3: For the value of thefill field, see DLC 13.5.

F.2.1.34 Use case 3

Use case 3: SDU of minimum length for reaching the window but with NO padding, initial SDU of the connection
(s=0)

SDU_length=992=16*62+0
r=0, K=16
Window size (16) isreached...

Used SSNs=0, 1, 2, 3,4,5,6, 7, 8,9, 10, 11, 12,13,14,15.

PDU(0) = 007D <dat a(62)>
PDU(1) = 017D <dat a(62)>
PDU(2) = 027D <data(62)>
PDU(3) = 037D <data(62)>
PDU(4) = 047D <data(62)>
PDU(5) = 057D <data(62)>
PDU(6) = 067D <data(62)>
PDU(7) = 077D <dat a(62)>
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PDU(8) = 087D
PDU(9) = 097D
PDU(10) = OA7D
PDU(11) = OB7D
PDU(12) = 0C7D
PDU(13) = 0D7D
PDU(14) = OE7D
PDU(15) = OF7C

<dat a(62) >
<dat a( 62) >
<dat a(62) >
<dat a(62) >
<dat a(62) >
<dat a(62) >
<dat a( 62) >
<dat a(62) >
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NOTE 1. On theleft hand side, the number in parenthesesisthe SSN of the PDU. On the right hand side, the

numbers in parentheses are the length of the element in octets.

NOTE 2: The SDU border isthe least significant bit of OF7Cin PDU(15). 7C even =>border.

F.2.1.3.5 Use case 4

Use case 4: very small SDU. The SDU border isin thefirst PDU.

SDU_length=50=0*62+50

r=50, K=1
Used SSNs = 0.

PDU(0) = 0064 <dat a(50)> <lastLengthindicator octet( 1) =" 00' H> <fill field(11)="F0..FO'H >

NOTE 1. On theleft hand side, the number in parenthesesis the SSN of the PDU. On the right hand side, the

numbers in parentheses are the length of the element in octets.

NOTE 2: The SDU border isthe least significant bit of OF7Cin PDU(15). 7C even =>border.

F.2.2 Encoding of PDUs (for ACK and NACKS)

F.2.2.1 Figure

Figure F.2 shows the encoding of a PDU for ACKsand NACKs.
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[When one FU10c frame only is used], the ACK/NACKs PDU has a useful length of 10 octets (2+7+1) and a padding of 54 octets (if we do not send any data).
62 bytes

PDU | Fu10c frame padding
header (fill field)
_________________ ,/"/' \\\\~\“‘~‘_\~\
_ 2bytes ___---77 e (RN Tl 1 byte
" » H \ S < == ST »
_____________ e /’ ‘\ \\\\ ~\§~‘~~_
Send Sequence Number ES9= 1st Length of info field = ! \ spare | Last Length of info field (6 bits)| M=
(1 octet) = ‘XX'H ‘0B (6 bits) =63 ='111111'B ‘1'B ! \ ‘0B =0="'000000'B ‘0B
FU10a frames (L1,M)=(63,1) ’:' \‘ LI:O_, M;O mean that a
containing FU10c indicates included FU10c ! ! fill field foIIows_
frames shall be see DLC 13.3.2.2 and ; v (rest of the PDU may be ianored)
numbered normally 12.11.2.1 ;! \
_,,_—"/ FU10c frame (7 bytes, fixed length) \‘\\
ACK NACK1 NACK5 NA= ignored ER9s (6 bits)
(R Sequence Number #1) (R Sequence Number#2) |  — 77~ (R Sequence Number #6) ‘10B =0 =‘000000'B

NOTE 1: Octets in grey are called 'Length indicator octets' and contain a 'Length of info' field; there may be several of them in the same PDU (as shown here).
NOTE 2: The ACK and NACK octets do not contain an ACK/NACK bit. Bits NA1 and NA2 (indicated above collectively as 'NA") are used instead.

Figure F.2: Encoding of a PDU for ACK/NACK
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F.2.2.2 Use cases

Case1l: EXAMPLE 1 of DPRS 11.2.3 (completed with encompassing FU10a)

EXAMPLE 1. Example of completion of a FU10c frame in case the receiver has successfully received all PDUs
with numbers up to SN = 254 and PDU with SN = 2, missing SN = 255, 0 and 1. The window size

has been defined as < 128, allowing to ignore the bit 9:

Octet_1 = 255 (ACK 255);
Octet_2 = 255 (NACK 255);

Octet_3=0 (NACK 0);

Octet_ 4 =1 (NACK 1);

Octet_5=1 (NACK 1);

Octet_6=1 (NACK 1);

Octet_7 - "10000000" (1 ACK plus 5 NACKS). See clause 14.3.4.2.1.

FU10c_length=7=0*62+7
r=7,K=1
Used SSN = 2 (thisis an example; NOTE: it is not related to the acked/nacked RSNS).

PDU( 2) =027F <ful0c( 7) =FFFF0001010180> <last Length indicator octet(1)=' 00" H> <fill field(54)=' FO..FO' H>

Case2: EXAMPLE 3 of DPRS 11.2.3 (completed with encompassing FU10a)

EXAMPLE 3: Example of completion of a FU10c frame in case the receiver has successfully received all PDUs
with numbers up to SN = 254 and there are no missing PDUs (window sizeisirrelevant in this
case, since bit 9isset to 0):

Octet_1 = 255 (ACK 255);

Octet_2 =0 (NULL);

Octet_3=0 (NULL);

Octet_4 =0 (NULL);

Octet_5=0 (NULL);

Octet_6 =0 (NULL);

Octet_7 - "01000000" (This frame contains only one ACK message in RSN#1, no NACKS).
See clause 14.3.4.2.1.

FU10c_length=7=0*62+7
r=7, K=1
Used SSN = 2 (thisis an example; NOTE: it is not related to the acked/nacked RSNs).

PDU( 2) =027F <ful0c( 7) =FFO00000000040> <last Length indicator octet(1)=' 00" H> <fill field(54)=' FO..FO' H>

F.3 DLC layer PDU transmission use cases

F.3.1 Use case 1 - transmission OK

Figure F.3 shows the use case of a successful transmission of aDLC layer PDU.
Send 1 SDU of size 'max SDU size' (SDU_length=752=12 x 62 + 8).

Number of PDUs needed: 13 (window size 16 not reached)

One ACK only (no NACKS)
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P-IWU P-DLC

P-MAC F-MAC F-DLC F-IwuU

DL_U_DATA req

A 4

Complete SDU

MAC_CO_DATA ind

‘Max number of
PDUs requested

MAC_CO_DTR_req

One or several

v

PDUs
First PDU for the SDU (with max payload of 62 octets)
PDU(0) ! ( it )
<send seq number (SSN)='00"H>
<first length indicator octet="7D’H> (LI =62, M=1)
<data(62)>
PDU(ll) 12th pp) fnT the SDLJ (lagt nnewirh max navload of 62
<send seq number (SSN)='0B’H>
<first length indicator octet="7D"H> (LI =62, MF1)
<data(62)>
PDU(12) LastIPDU for the SDU (with payloistd of 8 octets, SDU bolundary and fill field)

<data(8)>

ACK and no NACK and fill field)

<send seq number (SSN)='0C'H>
<first length indicator octet="10"H> (L1=8, M=0[ SDU boundary])

<last length indicator octet(1)=" 00" H> (L1 =0, M=0) ignore rest of PDU
<fill field(53)=" FOFOFOF0..FOFOFOFQ' H> see DLC/13.5

ACK only PDU for the SDU (FU10c with one

PDU(x1)

< T I 1

<send seq number (SSN)=hexa[x1]> (' SSNs from F to P w/ unrelated values)
<first length indicator octet="7F H> (LI'=63, MF1)

<fulOc( 7) =01000000000040> (ACK 1, no NACK, NA1=0, NA2=1)
<last length indicator octet(1)=" 00" H> (LI =0, M=0) ignore rest of PDU

<fill field(54)=" FOFOFO0..FOFOFQ' H> see DLC/13.5 (fill field value)

MAC_CO_DATA ind

One or several

PDUs .
DL_U_DATA ind

Complete SDU

Figure F.3: Successful PDU transmission

F.3.2 Use case 2 - very small PDU - transmission OK

Figure F.4 shows the use case of a successful transmission of DLC layer very small PDU.

Send 1 SDU of length x < 62.

NOTE: The three cases shown below (payload length < 60, =61, =62) remain relevant when sending the SDU last
segment, with x="last segment size'.
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Number of PDUs needed: only 1.
One ACK only (no NACKS)

P-IWU P-DLC P-MAC F-MAC F-DLC F-Iwu
I
Last PDU for the SDU (=first PDU here), with payload of x

If x < 60 octets PDU(0)
<send seq number (SSN)='00"H>
<first length indicator octet=hexa] 2x]> (LI =x, M=0[ SDU boundary])
<data(x), x < 60>
<last length indicator octet(1)=" 00" H> (L1 =0, M=0) ignore rest of PDU
<fill field(61-x)=" FO..FO' H> see DLC/13.5

If x=61 octets PDU(0) .
<send seq number (SSN)='00"H> -
<first length indicator octet="7A"H> (L1=61, M=O[ SDU boundary])
<data(61)>
<last length indicator octet(1)=" 00" H> (L1 =0, M=0) ignore rest of PDU

If x=62 octets | PDU(0) | _
<send seq number (SSN):‘OO’ H> ' "
<first length indicator octet(1)="7C H> (L1 =62, M=0[ SDU boundary])
<data(62)>

ACK only PDU for the SDU PDU(x1)
<send seq number (SSN)=hexa[x1]> (' SSNs from F to P w/ unrelated values)
<first length indicator octet="7F H> (LI =63, MF1)
<fulOc( 7) =01000000000040> (ACK 1, no NACK, NA1=0, NA2=1)
<last length indicator octet(1)=" 00" H> (LI =0, M=0) ignore rest of PDU
<fill field(54)=" FOFOFO0..FOFOFQ' H>

| | |

Figure F.4: Successful very small PDU transmission

F.3.3 Use case 3 - one PDU lost

Figure F.5 shows the use case of alost PDU.

Send 1 SDU of size 'max SDU size' (SDU_length=752=12 x 62 + 8).
Number of PDUs needed: 13 (window size 16 not reached).

PDU(5) not received or not well received.

One ACK + one NACK first, then one ACK
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P-IWU P-DLC P-MAC F-MAC F-DLC F-IWU

PDU(0) First PDU f?r the SDU (with ma:lpayload of 62 octets)
<send seq number (SSN)='00"H>
<first length indicator octet='7D’H> (LI=62, M-1)
<data(62)>

th 7
PDU(11) | 12" PDU for the Sl!DU (last one with mai!payload of 62 octets)
<send seq number (SSN)='0B’H>
<first length indicator octet="7D"H> (L1=62, MF1)
<data(62)>
PDU(12) LastIPDU for the SDU (with paylo?d of 8 octets, SDU bolundary and fill field)
<send seq number (SSN)='0C'H>
<first length indicator octet="10"H> (LI =8, M=0[ SDU boundary])

<data(8)>

ACK/NACKsPDU for the SDU (with one ACK and one NACK and fill field)
1 1

<last length indicator octet(1)=" 00" H> (L1 =0, M=0) ignore rest of PDU
<fill field(53)=" FOFOFOFO..FOFOFOFQ' H> see DLC/13.5

PDU(x1)

<first length indicator octet="7F H> (LI =63, MF1)

<last length indicator octet(1)=" 00" H> (LI =0, M=0)
<fill field(54)=" FOFOFO0..FOFOFQ' H>

PDU(5) PDU(5) retransmitted ‘

I I |
<send seq number (SSN)=hexa[x1]> (' SSNs from F to P w/ unrelated values)

<fulOc( 7) =05050505050580> (ACK 5, NACK 5, NA1=1, NA2=0)

ignore rest

of PDU

A 4

<send seq humber (SSN):‘OS’ H>

<data(62)> |

« . »...Sender could continue sending PDUs ...

|
ACK only PDU for the SDU (with oneACKI and no NACK and fill field)I

<first length indicator octet="7D’H> (LI =62, M=1)

PDU(x2)

<first length indicator octet="'7F H> (LI =63, MF1)

<last length indicator octet(1)=" 00" H> (LI =0, M=0)
<fill field(54)=" FOFOFO0..FOFOFQ' H>
|

Figure F.5: Lost PDU

<send seq number (SSN)=hexa[x2]> (' SSNs from F to P w/ unrelated values)

<fulOc( 7) =0DO00000000040> (ACK 13, no NACK, NA1=0, NA2=1)

ignore rest

of PDU

F.3.4 Use case 4 - many PDUs lost - two FU10c frames in a row

Figure F.6 shows the use case of may lost PDUs (two FU10c framesin arow).
Send 1 SDU of size 14 x 62 + 8 = 876.

Number of PDUs needed: 15 (window size 16 not reached).

PDU(4, 5, 7,9, 10, 11,13) not received or not well received.
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One ACK + 7 NACKs (2 FU10c frames) first, then one ACK.

P-IWU P-DLC P-MAC F-MAC F-DLC F-IWU
PDU(0) R
<send seq number (SSN)='00"H>
<first length indicator octet="7D’H> (LI =62, M=1)
<data(62)>
PDU(13) N
<send seq number (SSN)='0B’H>
<first length indicator octet="7D"H> (LI =62, MF1)
<data(62)>
| |

PDU(14) LastIPDU for the SDU (with paylo?d of 8 octets, SDU bolundary and fill field)
<send seq number (SSN)='0E’ H>
<first length indicator octet="10"H> (LI =8, M=0[ SDU boundary])
<data(8)>
<last length indicator octet(1)=" 00" H> (L1 =0, M=0) ignore rest of PDU
<fill field(53)=" FOFOFOF0..FOFOFOFQ" H> see DLC/13.5

ACK/NACKsPDU fi)r the SDU (with ontleACK and 7 NACKsand fill flield) PDU(Xl)

<send seq number (SSN)=hexa[x1]> (' SSNs from F to P w/ unrelated values)

<first length indicator octet="7F H> (LI =63, MF1)

<fulOc( 7) =04040507090A80> (ACK 4, NACK 4,5,7,9, 10, NA1=1, NA2=0)
<2 |ength indicator octet="7F H> (LI =63, M=1)

<fulOc( 7) =0BODODODODODCO> (NACK 11, 13, NA1=1, NA2=1)

<last length indicator octet(1)=" 00" H> (LI =0, M=0) ignore rest of PDU

<fill field(54)=" FOFOFO..FOFOFO0' H>

PDUS(4,5,7,9,10,11,:|I.3) retransmitted ‘

A 4

.« ....Sender could continue sending PDUs ...

ACK only PDU for the SDU (with oneACKI and no NACK and fill field)I PDU(x2)

d

I 1
<send seq number (SSN)=hexa[x2]> (' SSNs from F to P w/ unrelated values)
<first length indicator octet="7F H> (LI =63, MF1)
<fulOc( 7) =100000000000C0> (ACK 16, no NACK, NA1=0, NA2=1)
<last length indicator octet(1)=" 00" H> (LI =0, M=0) ignore rest of PDU
<fill field(54)=" FOFOFO0..FOFOFQ' H>

Figure F.6: Many lost PDUs
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F.3.5 Use case 5 - FU10c frame + data in the same PDU

Figure F.7 shows the use case of a FU10c frame + datain the same PDU.

Send 1 SDU of size 'max SDU size' (SDU_length=752=12 x 62 + 8).

Number of PDUs needed: 13 (window size 16 not reached). FU10c frame used with the last SDU segment (because
there isroom left for this), and acknowledging PDU(0) from receiving side (a previous ACK 8 from transmitter side).

ACK only PDU (with one ACK and no NACK and start of answer data)

P-IWU P-DLC P-MAC F-MAC F-DLC F-IWU
[ [
PDU(0) First PDU f(l)r the SDU (with ma: payload of 62 octets)
<send seq number (SSN)='00"H>
<first length indicator octet='7D’H> (LI=62, M-1)
<data(62)>

PDU(0)

<first length indicator octet="7F H> (LI =63, M=1)

<fill field(54)=" FOFOFO0..FOFOFQ' H>

< T I
<send seq number (SSN)=‘00'H > ( SSNs from F to P w/ unrelated values)

<fulOc( 7) =08000000000040> (ACK 8, no NACK, NA1=0, NA2=1)
<last length indicator octet(1)=" 00' H> (LI =0, M=0) ignore rest of PDU

PDU(11) 12" PDU for the SbU (last one with maélpayload of 62 octets)
1 1 L}

<send seq number (SSN)='0B’H>

<first length indicator octet="7D"H> (L1=62, MF1)

<data(62)>
I I

PDU(12) . Last PDU for the SDp (with payload of 89lctets) + FU10c frame

<send seq number (SISN):‘ 0C'H>
<first length indicator octet="'7F H> (LI =63, MF1)

<data(8)>
<last length indicator octet(1)=" 00" H> (LI =0, M=0)
<fill field(45)=" FOFOFOFO0..FOFOFOFQ' H> see DLC/13.5

data PDU (answer data)

<ful0c( 7) =01000000000040> (ACK 1, no NACK, NA1=0, NA2=1)
<first length indicator octet="10"H> (LI =8, M=0[ SDU boundary])

ignore rest of PDU

PDU(1)

<first length indicator octet="7D"H> (L1=62, MF1)
<data(62)>

I |
<send seq number (SSN)="01'H > ( SSNs from F to P w/ unrelated values)

Figure F.7: FU10c frame + data in the same PDU
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F.3.6 Use case 6 - Sync frame

Figure F.8 shows the use case of a synch frame transmission.

NOTE: Synchronization frames are not used in SUOTA.

ETSITS 102 527-4 V1.2.1 (2014-12)

Potential use case: First SDU with 13 PDUs becomes obsolete (How does DL C layer know ?) so that the answer on PT

sideis no longer needed.

<send seq number (SSN)='0C'H>

<fill field(62)=' FOFOFOFO0..FOFOFOFO' H>

Special resync acknowledge: ACK for frame 13 (first missing), no NACK
ACK only PDU for the SDU (with oneACK and no NACK and fill fleld)

fake PDU(12) :Synclframe with last expired PIIDU:PDU(12) (i.e Ialst PDU of SDU)

<first length indicator octet="7E"H> (LI=63, M=0) [Sync frane]

Receiver
shifts
window

PDU(x2)

<last length indicator octet(1)=" 00' H> (LI =0, M=0)
<fill field(54)=" FOFOFO0..FOFOFOQ' H>

Transmitter
shifts
window

Figure F.8: Sync frame transmission

<send seq humber (SSN) hexa[x2]> ( SSNs from F to P w/ unrelated values)
<first length indicator octet="7F H> (LI =63, M=1)
<fulOc( 7) =0DO00000000000> (ACK 13, no NACK, NA1=0, NA2=0)

ignore rest of PDU

P-IWU P-DLC P-MAC F-MAC F-DLC F-IwuU
[ I
PDU(0) First PDU f(l)r the SDU (with max payload of 62 octets)
<send seq humber (SSN)='00"H> ' -
<first length indicator octet="7D’H> (LI =62, M=1)
<data(62)>

F.3.7 Use case 7 - Repeating the PDU number in the first NACK

This use case clarifies the difference between the following two FU10c frames:
- ACK/NACK (ACK 255, NACK 255, NACK 0, NACK 1, NACK 1, NACK 1)

- ACK/ NACK (ACK 255, NACK 0, NACK 1, NACK 1, NACK 1, NACK 1)

At first glance both frames seem to contain the same information, while the second one saves one octet for the case
more NACK s need to be sent. The seeming equivalence relies on the fact that ACK 255 implicitly contains NACK 255,

because if PDU(255) is received, then ACK 0 could be used instead).
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Example of use of the above first FU10c frame, assuming ACK is sent once for every 4 PDUs received:

Tx Rx

253 e > 253
254 e > 254
255 ceeeeeeeee- X | ost

0 e X | ost

i R TR X | ost

2 e > 2

3 e > 3

R R T T ACK/ NACK (ACK 255, NACK 255, NACK 0, NACK 1, NACK 1, NACK 1)

It is highly recommended to repeat PDU number 255 as a NACK in order to speed up the retransmission of PDU(255),
in the same way as for PDU(Q) and PDU(1).

ACK 255 indeed indicates that Rx has received all PDUs until PDU(254) and that the next expected PDU is PDU(255).
However, with ACK 255 only, the transmitter does not know yet if PDU(255) was received but not yet acknowledged,
or not received at al. Asaresult, retransmission of ACK 255 will only occur after ACK reception timeout or after
transmission of the complete current window (assuming by hypothesis that it cannot be advanced) when window
retransmission starts.

NOTE: Thisisto some extend a convention, because Rx having received PDU(255) could be forced by standard
to use ACK 0 instead of ACK 255 (so that ACK 255 would always contain an implicit NACK 255). This
convention allows Rx to request retransmission of the first PDU of the window without requiring the
advance of the window yet (thus decoupling window advance requests from retransmission requests).

NACK 255, 0, 1 indicate that Rx has not received PDUs 255, 0, 1 and hence that Tx will retransmit them as soon as
possible.

In other words, if NACK 255 isnot included asin "ACK 255, NACK 0, NACK 1, NACK 1, NACK 1, NACK 1", then
Tx would (possibly immediately) retransmit only PDU(0) and PDU(1) asiit has already transmitted PDU(255), but
would wait some time before retransmitting PDU(255) as indicated above, thus temporarily blocking the advance of the
window.

F.4 DLC and DPRS relevant and irrelevant clauses

F.4.1 Relevant clauses

F.4.1.1 ETSIEN 300 175-4 [4] (DLC)

clause 11 U-plane service characteristics
clause 11.1 General

clause 11.12 LU10

clause 12.11 FU10 frame structure

NOTE 1: Clause 13.3 isexplicitly referenced in clause 11.12.3.1 (Send side procedures) of the same document.

clause 13.3.1.2 Length indicator field format for service LU10
clause 13.3.2.2 Lengthindicator field parametersfor LU10 service
(L1,M) combinations + max payload size + meaning of More bit

NOTE 2: Clause 13.4 isexplicitly referenced in clause 11.12.3.1 (Send side procedures) of the same document.

clause 13.4 Sequence number elements
clause 13.4.1 Send sequence number format
clause 13.4.3 Receive sequence number format
clause 14.3.4 [transmission] class 2 procedures
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F.4.1.2 ETSIEN 301 649 [15] (DPRS)

clause 11, DLC layer procedures

clause 11.1.1 Window size

clause A.2.1, basic service for LDS class 4, table A.7
clause A.2.2, basic service for LDS class 3, table A.13

F.4.2 Irrelevant clauses

F.4.2.1 ETSIEN 300 175-4 [4] (DLC)

clause 7 (for C-plane)
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