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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword
This Technical Specification (TS) has been produced by ETSI Technical Committee Lawful Interception (L1).

The ASN.1 module and XML schema are also available as an electronic attachment to the original document from the
ETSl site (see detailsin clause A.3.1.2).

Modal verbs terminology

In the present document “shall”, "shall not", "should", “should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope
The present document is based on requirements from ETSI TS 102 656 [2].

The present document contains handover requirements and a handover specification for the data that is identified in
national legislations on Retained Data.

The present document considers both the requesting of retained data and the delivery of the results.

The present document defines an electronic interface. An informative annex describes how this interface may be
adapted for manual techniques. Apart from in annex I, the present document does not consider manual techniques.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] Void.

[2] ETSI TS 102 656: "Lawful Interception (L1); Retained Data; Requirements of Law Enforcement
Agencies for handling Retained Data".

[3] ETSI TS 102 232-1: "Lawful Interception (L1); Handover Interface and Service-Specific Details
(SSD) for IP delivery; Part 1: Handover specification for IP delivery”.

[4] SO 3166-1: "Codes for the representation of names of countries and their subdivisions --
Part 1: Country codes'.

[5] SO 4217: "Codes for the representation of currencies”.

[6] ETSI TS 101 671: "Lawful Interception (L1); Handover interface for the lawful interception of

telecommunications traffic".
NOTE: ETSI TS101671isin status "historical" and is not maintained.

[7] ETSI EN 300 356 (all parts): "Integrated Services Digital Network (ISDN); Signalling System
No.7 (SS7); ISDN User Part (ISUP) version 4 for the international interface".

[8] ETSI TS 100 974: "Digital cellular telecommunications system (Phase 2+); Mobile Application
Part (MAP) specification (3GPP TS 09.02)".

[9] ETSI TS 124 008: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTYS); LTE; Mobile radio interface Layer 3 specification,;
Core network protocols; Stage 3 (3GPP TS 24.008)".

[10] Void.

[11] ETSI TS 133 108: "Universal Mobile Telecommunications System (UMTS); LTE; 3G security;
Handover interface for Lawful Interception (L1) (3GPP TS 33.108)".
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[12] ETSI TS101 109 (V7.2.0): "Digital cellular telecommunications system (Phase 2+); Universal
Geographical Area Description (GAD) (3GPP TS 03.32 version 7.2.0 Release 1998)".

[13] FIPS PUB 186-4: "Digital Signature Standard (DSS)".

[14] IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".

[15] IETF RFC 2818: "HTTP Over TLS".

[16] ETSI TS 123 040: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal

Mobile Telecommunications System (UMTS); Technical realization of the Short Message Service
(SMS) (3GPP TS 23.040)".

[17] IETF RFC 793: "Transmission Control Protocol".

[18] IETF RFC 5681: "TCP Congestion Control".

NOTE: |ETF RFC 5681 obsoletes IETF RFC 2581: "TCP Congestion Control".
[19] IETF RFC 6298: "Computing TCP's Retransmission Timer".

NOTE: |ETF RFC 6298 obsoletes IETF RFC 2988: "Computing TCP's Retransmission Timer".

[20] IETF RFC 1122: "Requirements for Internet Hosts - Communication Layers".

[21] IETF RFC 791: "Internet Protocol”.

[22] ETSI ES 282 002: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); PSTN/ISDN Emulation Sub-system (PES); Functional
architecture”.

[23] Void.

[24] IETF RFC 5322: "Internet Message Format".

NOTE: |ETF RFC 5322 obsoletes IETF RFC 2822: "Internet M essage Format".

[25] ETSI TS 123 228: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; IP Multimedia Subsystem (IMS); Stage 2
(B3GPP TS 23.228)".

[26] IETF RFC 3261: "SIP: Session Initiation Protocol".

[27] IETF RFC 4506: "XDR: External Data Representation Standard".

[28] SO 13616-1:2007: "Financial services -- International bank account number (IBAN) --
Part 1: Structure of the IBAN".

[29] SO 9362:2014: "Banking -- Banking telecommunication messages - Business identifier code
(BIC)".

[30] Void.

[31] ETSI TS 125 413: "Universal Mobile Telecommunications System (UMTS); UTRAN lu interface

Radio Access Network Application Part (RANAP) signalling (3GPP TS 25.413)".

[32] ETSI TS 129 274: "Universal Mobile Telecommunications System (UMTS); LTE; 3GPP Evolved
Packet System (EPS); Evolved General Packet Radio Service (GPRS) Tunnelling Protocol for
Control plane (GTPv2-C); Stage 3 (3GPP TS 29.274)".

[33] ETSI TS 129 061: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; Interworking between the Public Land
Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)
(3GPP TS 29.061)".
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[34] ETSI TS 129 118: "Universal Mobile Telecommunications System (UMTS); LTE; Mobility
Management Entity (MME) - Visitor Location Register (VLR) SGs interface specification (3GPP
TS29.118)".

[35] ETSI TS 123 272: "Digita cellular telecommunications system (Phase 2+) (GSM); Universal

Mobile Telecommunications System (UMTS); LTE; Circuit Switched (CS) fallback in Evolved
Packet System (EPS); Stage 2 (3GPP TS 23.272)".

[36] ETSI TS 133 234: "Universal Mobile Telecommunications System (UMTS); LTE; 3G security;
Wireless Local Area Network (WLAN) interworking security (3GPP TS 33.234)".

[37] W3C Recommendation 16 November 1999: "XML Path Language (XPath) Version 1.0".

[38] ETSI TS 123 008: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; Organization of subscriber data (3GPP
TS23.008)".

[39] ETSI TS 124 229: "Digita cellular telecommunications system (Phase 2+) (GSM); Universal

Mobile Telecommunications System (UMTS); LTE; IP multimedia call control protocol based on
Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3 (3GPP

TS 24.229)".
[40] I SO 639-1:2002: "Codes for the representation of names of languages -- Part 1: Alpha 2 code".
2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

Not applicable.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

authorized organization: any authority legally authorized to request or receive retained data e.g. a Law Enforcement
Agency

Handover Interface A (HI-A): administrative handover interface comprising requests for information and their
responses

Handover Interface B (HI-B): data handover interface comprising the retained data transmission of information
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issuing authority: any entity possessing the necessary jurisdiction and authority pursuant to law to compel a service
provider to deliver retained subscriber information or traffic data specified in a query

lawful authorization: permission granted to an Authorized Organization under certain conditions to request specified
telecommunications retained data and requiring co-operation from a network operator/service provider/access provider

NOTE: Typicaly, thisrefersto awarrant or order issued by alawfully authorized body.

location infor mation: information relating to the geographic, physical or logical location of an identity relating to an
interception subject

number: any address (E.164, IP, email, URI) used for routing in a network or in a service on a user level or
network/service level

receiving authority: any entity possessing the necessary authority pursuant to law and the technical means to receive
retained subscriber information or traffic data delivered by a service provider

request: legal requirement for a Communications Service Provider (CSP) to disclose retained data in accordance with
relevant national law

responseto request of information: response from the CSP to the authorized organization acknowledging or rejecting
arequest for information

retained datarecord: set of data elements for a specific subscriber/user related to a specific service transaction
servicetransaction: instance of a service given by a CSP to a subscriber/user
servicetransaction record: set of data elements describing a service transaction (details to be determined)

transmission of infor mation: transmission of retained data from the CSP to the receiving authority

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ACK ACKnowledge

ADSL Asymmetric Digital Subscriber Line

AO Authorized Organization

APN Access Point Name

ASCII American Standard Code for Information I nterchange
ASN Abstract Syntax Notation

BER Basic Encoding Rules

BIC Business Identifier Code

CaGl Cell Global Identity

CPE Customer Premises Equipment

Cs Circuit Switched

CsP Communications Service Provider

CSPID CSP Ildentifier

DR Data Retention

DSA Digital Signature Algorithm

DSL Digital Subscriber Line

DSS Digital Signature Standard

DVD Digital Versatile Disc or Digital Video Disc
ECGI E-UTRAN Cell Global ID

EMS Enhanced Messaging Service

EPC Enhanced Packet Core

EPS Evolved Packet System

GGSN Gateway GPRS Support Node

GPRS General Packet Radio Service

GSM Global System for Mobile communications
GW GateWay

HI Handover Interface

HI-A Handover Interface A
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HI-B Handover Interface B

HTTP HyperText Transfer Protocol
HTTPS HyperText Transfer Protocol over Secure Socket Layer
IBAN International Banking Account Number
ICCID Integrated Circuit Card ID

ID IDentifier

IEI Information Element Identifier
IMAP Internet Message Access Protocol
IMEI International Mobile Equipment Identity
IMEISV IMEI Software Version

IMS I P Multimedia Subsystem

IMSI International Mobile Subscriber Identity
IP Internet Protocol

IPSec Internet Protocol Security

IRI Intercept Related Information
ISDN Integrated Services Digital Network
ISUP ISDN User Part

LAN Loca AreaNetwork

LEA Law Enforcement Agency

LI Lawful Interception

MAC Media Access Control

MCC Mobile Country Code

ME Mobile Equipment

MF-B Mediation Function B

MME Mobility Management Entity
MMS Multimedia Messaging Service
MNC Mobile Network Code

MS Mobile Station

MSC Mobile Switching Centre
MSISDN Mobile Subscriber ISDN number
MSN Multiple Subscriber Number

NA Network Access

NAS Network Access Server

NAT Network Address Trandlation
PAT Port Address Trandation

PDN Public Data Network

PDP Packet Data Protocol

PDU Protocol Data Unit

PLMN Public Land Mobile Network
PPP Point-to-Point Protocol

PS Packet Switched

PSTN Public Switched Telephone Network
PUK Personal Unblocking Key

RAI Routing Area ldentifier

RAT Radio Access Technology

RD Retained Data

RDHI Retained Data Handover Interface
SAI Service Area ldentifier

SC SMS Centre

SDP Session Description Protocol
SGSN Serving GPRS Support Node
SHA Secure Hash Algorithm

SIM Subscriber |dentity Module

SIP Session Initiation Protocol

SMS Short Message Service

SMTP Simple Mail Transfer Protocol
TAI Tracking Area |dentity

TCP Transmission Control Protocol

TL Latency Time

TLS Transport Layer Security

TR Time of the Request

TV TeleVision
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UE User Equipment

UMTS Universal Mobile Telecommunication System

URI Uniform Resource Identifier

UTF Unicode Transformation Format

UTM Universal Transverse Mercator

UTRAN UMTS Terrestrial Radio Access Network

VAT Vaue Added Tax

WGS World Geodetic System

XML eXtensible Markup Language

XPATH XML Path Language

XSD eXtensible markup language Schema Definition language
4 Overview of handover interface

4.1 Reference model

The generic Handover Interface adopts a two-port structure such that administrative request/response information
(HI-A) and Retained Data Information (HI-B) are logically separated.

Figure 1 is the reference model for the request and transmission of retained telecommunications data.

Handover interface HI-A:
adminjstrative

CsP < »|  Authorized

: Organization
Handover interface HI-B:

transmission af RD material

NOTE 1: The term Authorized Organization covers any agency legally authorized to make RDHI requests
(see clause 3.1).

NOTE 2: HI-B delivers data from CSP to the Authorized Organization. There may be related supporting lower level
messages from the Authorized Organization to CSP on HI-B.

Figure 1: Functional diagram showing handover interface Hl

Each of these two parties can be expanded to show some of their internal functions. Thisis not to proscribe how
implementations of the present document should be organized and is purely informational.

Within the CSP block, three internal CSP functions can be identified: an administrative function to manage the RD
requests and responses; a data collection function to collect data from the various internal network elements and prepare
the data for retention; a data store management function to index and store the data, execute queries, and manage the
maximum retention period for RD.

Within the Authorized Organization block, two functions can be identified: an issuing authority responsible for
initiating new RDHI requests; areceiving authority to accept the RDHI responses. |n many situations, the authority
issuing arequest will also be the authority to receive the responses. However, the issuing authority may indicate a
different delivery point for HI-B responses, in which case the issuing authority and receiving authority will be different.

These interna functions, and the interfaces between them, do not form a normative part of the present document.

ETSI



15 ETSI TS 102 657 V1.22.1 (2018-09)

CSP Authorized Organization

HI-A

A
y

I ssuing Authority

Administrative | | 0000 |ecoomooooo ]
Datg function HI-B
collection y »| Receaiving Authority
function
Networ k
elements
v v
Data store
management
function

Figure 2: Functional model (informative)
A CSP or Authorized Organization may outsource some of itsinternal functionsto athird party. It isanational option

whether or not outsourcing is allowed, or whether conditions apply.

4.2 Structure of document and applicable communication
domains

The present document defines aframework that appliesto al Retained Data. The present document defines a range of
services (as shown in figure 3). The present document contains one annex for each service (annex B onwards).

Framework for Retained Data Handover Interface

Other
Network || services -
access for further
study

Asynchronous || Synchronous
message Multi-media
services services

Telephony
services

Figure 3: Framework structure

The framework defines the message procedures, the identifying and header information for each message, data
exchange techniques, and security measures. Each service-specific annex defines the information that is available
within that particular service.

The present document does not mandate or require CSPs to create data by inspecting or analysing communication
content.

The scope of each serviceisasfollows:

e  Telephony services covers those services offering the facilities listed in clause B.1. It covers services that
provides PSTN/ISDN functionality (either offered over PSTN/ISDN or emulated PSTN/ISDN (as defined in
ETSI ES 282 002 [22]) over IP) including GSM/UMTS-CS, SMS and MMS,

NOTE 1: EMS (ETSI TS 123040 [16]) is handled as SMS.
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e Asynchronous messaging services covers asynchronous communications involving the intermediate storage of
messages, as defined in clause C.1. Thisincludes e-mail, webmail but excludes chat, which is synchronous,
and excludes SMS and MMS.

. Synchronous multimedia services are covered by the present document. Specifically, the present document
contains details for interactive or synchronous communication sessions beyond the telephony services.

. Network access services covers the services offering a capability to access public data networks (typically the
internet), including GPRS'UMTS-PS, as defined in clause E.1.

NOTE 2: Data about subscriber are common to all services, as shown in the type declaration
GenericSubscriberinfo. Even if the interface specification includes a copy of subscriber records
embedded within each type of service, these records may be stored in just one copy in the Retained Data
repository on the operator side and with references to/from the subscribed-to servicesin order to reduce
storage size.

The present document is extensible: additional services may be added in future.

4.3 Categories of retained data

Retained datais broken down into the following categories:
. Subscriber data: information relating to a subscription to a particular service (e.g. Name, Address).
. Usage data: information relating to usage of a particular service (e.g. Call Records).
. Equipment data: information relating to an end-user device or handset.

. Network element data: information relating to a component in the underlying network infrastructure
(e.g. location and identifier of a GSM base station) (for example, if thisis not available from the usage data).

o Billing data: information relating to a subscriber's billing details and history.
A more detailed breakdown for some of these categoriesis given in annex H.

Each service shall break down itsinformation into the categories listed above. There shall be no information outside of
the above categories. For certain services, particular categories may not apply.

Future categories may be added a later date.

4.4 Handover Interface port 1 (HI-A) and Handover Interface
port 2 (HI-B)

The Handover Interface port 1 (HI-A) shall transport request, cancel and error information from/to the Authorized
Organization and the organization at the CSP, which isresponsible for Retained Data matters.

The Handover Interface port 2 (HI-B) shall be used for all communication (retained data information, response, status
and error messages) between the CSP to the Authorized Organization.

For a compl ete assignment of communication types to the handover Interface ports see clause 5.4.

The HI-A and HI-B interfaces may be crossing borders between countries. This possibility is subject to corresponding
national law and/or international agreements.
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4.5 Model used for the RDHI
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Message flows - clause 5

Contents of each message - clause 6

Service-
specific
details

Service-
specific
details

Service-
specific
details

technique 1.

HI-A and/or

Encoding and delivery
HTTP and XML for

HI-B - clause 7.2

Encoding and delivery
technique 2:
BER for HI-A and/or
HI-B - clause 7.3

TCP transport layer

| P-based network laver

Figure 4: RDHI model

5 Handover interface message flows

5.1 Introduction

5.1.1 Summary of this clause

Clause 5 identifies the messages that shall be sent over the RDHI.

The following situations are covered (see clause 5.1.3): successful deliveries, cancelled deliveries, basic error situations

and the delivery of resultsin stages.

The RDHI can operate in one of two modes (see clause 5.1.2). Clause 5.1 applies to both modes. Clause 5.2 coversthe

General mode, and clause 5.3 covers the Authorized-Organization-initiated mode.
Clause 5.4 defines the HI-A and HI-B message types.

Clause 5.5 covers addressing over HI-A and HI-B.

5.1.2 Message flow modes

RDHI message flows are defined for the following two situations:

. The General situation, where there is a transport mechanism that supports afull two-way transport of
messages between Authorized Organizations and CSPs (see clause 5.2).

. The Authorized-Organization-initiated situation, where there is a transport mechanism in which the
Authorized Organization initiates a communication and then the CSP respondsi.e. the CSP is only able to send
messages in response to an Authorized Organization message (see clause 5.3).

The remainder of clause 5.1 contains information that applies to both situations.
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5.1.3 Delivery cases
Message flows for the following cases are covered:
e A successful complete delivery.
. A basic error at the CSP, signalling that no further results will be delivered for that request (see clause 5.1.5).

e  The Authorized Organization cancels a request, signalling that no further results shall be delivered for that
reguest (see clause 5.1.6).

. The delivery of some of the results before al results are ready (see clause 5.1.7).

514 "Active" requests and "closed" requests

It is essential that both parties are clear about when arequest is active (i.e. the CSP is researching the answer) and when
itisclosed (i.e. the CSPis no longer expected to be working on the request). In order to do this, each message flow
contains the following underlying steps:

. Authorized Organization submits a request to the CSP.
e  CSPacknowledgesit has received the request:
- The request is now said to be "active".

. Either Authorized Organization or CSP sighals to the other party that the request is ended (e.g. al results have
been sent, an error has occurred).

e  Anacknowledgement is sent to confirm receipt of the message that ends the request:
- The request is now said to be "closed”.

NOTE: The acknowledgements are required to be generated at an application level i.e. the CSP or Authorized
Organization application is confirming receipt of the message. A transport level acknowledgement
(e.g. TCP ACK) is not sufficient.

515 Errors and failure situations

5.1.5.1 Error and failure types
The present document covers two varieties of mistake or failure:

1) ResponseFailed: If an Authorized Organization sends a request which the CSP cannot process, then the CSP
sends a ResponseFailed message (see clause 5.1.5.2).

2)  Errors: If one party makes a syntactical or protocol-level error (e.g. badly-formatted XML or invalid
authorization), the other party can return an error. The message with the mistake is then ignored (see
clause 5.1.5.3).

It is possible that more detail is needed (beyond what is covered by the present document), e.g. it might be the case that
the Authorized Organization does not consider the "complete" answer from the CSP to be complete. In order to resolve
these situations, it will be necessary for the Authorized Organization and CSP to discuss the matter person-to-person
and thisis not covered by the present document. Once any problems have been resolved, if the original request is till
relevant, the request should be re-sent by the Authorized Organization (using a new request number i.e. completely
independent of the previous request).
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5.15.2 Request process failure feedback

If the CSP is unable to process an active request for technical reasons (e.g. authorization not verified, unable internal
CSP error), then they shall send a response message marked as " FailureResponse" viathe HI-B interface. This
terminates the request and shall be acknowledged. The CSP is required to co-operate in resolving the error and it is
likely that the request is re-issued (perhaps with some changes); however, from the point of view of the present
document, all further messages will be handled manually or as abrand new request.

5.15.3 Other errors

If the CSP receives a message that is incorrectly formatted or out of order in the State diagram then they shall reply with
an error message. The error message shall indicate, where possible, the request 1D that was specified in the "bad"
message. If the request 1D is present in the error message, the Authorized Organization shall consider its previous
message on that request ID to have been ignored.

Error messages should, if appropriate, include a short description of the error. There is no concept of an error
acknowledgement for this sort of error.

Error messages shall always be sent viathe interface where the original message causing the error initiated. So for
example an error message responding to a broken request shall be sent viaHI-A whereas an error message responding
to abad getResult message shall be sent viathe HI-B interface.

5.1.54 Missing messages

Both the CSP and the Authorized Organization may at times be waiting for a message from the other party. It isan error
for that message never to arrive, and the CSP and Authorized Organization shall take appropriate action to resolve the
error situation.

This error differs from transmission errors at the transport level. Transport layer protocols (see clause 7) take care of
transmission errors, and present areliable end to end channel to their parties. However, even assuming a perfect
transmission channel, messages may be lost due to issues in higher protocol levels. The CSP and Authorized
Organization shall gracefully handle these situations.

There are two strategies that can be used to resolve missing messages: wait or raise atimeout indication to local
operators. The timeout periods for waiting are a national issue. These periods may depend on the priority of the request
(see clause 6.3.3.1) or the suggested completion time (see clause A.2.2.2).

The CSP could use the following strategies:

e  Waiting for a Request message:
the CSP should wait indefinitely.

e Waiting for a GetResults message (Authorized-Organization-initiated scenario only):
the CSP should wait for at most tpMedium for a message to arrive, then raise atimeout indication.

. Waiting for a GetStatus or Cancel message (Authorized-Organization-initiated scenario only):
the CSP should wait for at most tpLong for either message to arrive, then raise a timeout indication.

e  Waiting for a Response Acknowledgment message:
the CSP should wait for tpMedium, then raise a timeout indication.

The Authorized Organization could use the following strategies:

. Waiting for a Request Acknowledgement message:
the AO should wait for at most tpMedium, then raise a timeout indication.

e  Waiting for a Response message (general scenario only):
the AO should wait for at most tpLong, then raise a timeout indication.

. Waiting for a Response message (A uthorized-Organization-initiated scenario only):
the AO should wait for at most tpMedium, then raise a timeout indication.

e  Waiting for Status or Cancel Acknowledgement message:
the AO should wait for at most tpShort, then raise a timeout indication.
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NOTE 1: When no manual interventions are required after the initial request (when handling of DR requestsisfully
automated), the following approximate timeout periods are suggested. tpShort: a few minutes to an hour;
tpMedium: tens of minutesto afew hours; tpLong: afew days.

NOTE 2: When manual interventions are necessary during the handling of arequest, the timeout behaviour should
be agreed upon by the Authorized Organization and the CSP on a national basis. One option may be to
aways wait indefinitely, and raise fatal timeout indications manually when necessary.

5.1.6 Cancelling a request

The Authorized Organization may cancel any of its own active requests (as described in clauses 5.2.2 or 5.3.2), to signa
that no further processing or delivery shall take place against that request.

Failure to comply with an otherwise syntactically correct cancellation (e.g. cancelling somebody else's request) shall
aso beindicated by an error message.

Only "active" requests may be cancelled, see clause 5.1.4.

5.1.7 Delivery of results

Unless agreed in advance by the LEA and CSP, by default, a single shot delivery approach shall be used. This means
that the CSP gathers all the results meeting the request, and then they are delivered together with an indication that the
results are "complete”. Thisis acknowledged by the Authorized Organization and the request is closed.

Subject to national agreement, a multi-part delivery approach may be used. This means that results are delivered in a
number of batches. The present document defines the criteria which cause a batch of recordsto be sent "once a certain
number of records have been gathered" as indicated by the presence of the "maxRecordsPerBatch" parameter. The
agreement outside of the message flows in the present document to allow use of that parameter does not preclude
omitting it and using single shot delivery.

The present document does not define other criteria which cause a batch of records to be sent such as " after a certain
time has elapsed", "once a certain volume of records have been gathered", or other criteria; such criteriaare agreed in
advance outside of the message flows in the present document. Unless the CSP is certain that all results have been sent,
it shall indicate that a batch of resultsis"incomplete"; such deliveries shall be acknowledged by the Authorized
Organization as described in clauses 5.2.3 and 5.3.3, and the reguest remains active. Once the CSP is certain that there
are no more results, it shall indicate that the results are "complete”; the Authorized Organization shall acknowledge this
and the request is closed.

NOTE 1: The use of multi-part delivery is not to take place without permission in advance from the Authorized
Organization concerned. In some situations, multi-part delivery creates additional complications at the
CSP; the use of multi-part delivery isto take into account its technical feasibility at the CSP side.

NOTE 2: A CSPisconsidered to be certain that the result is complete if the data available in its own domain for the
reguested period has been sent. It is a national issue to deal with data received by the CSP from outside its
domain after a"complete” message has been sent.
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5.1.8  State diagram

The messages described in clauses 5.2 and 5.3 follow this state diagram in figure 5.

Error messages are not shown in figure 5. The error message (and the message that contains the error) cause no change

in state.
< Start >

Req
4
< (waiting for response) >
\
RegAck
4
’—C Waiting for results
GetResults T Cancel
ResInc 3
! ReslIncAck |
v |
(waiting for response)
A R?s
\ | | (waiting for response)
( (waiting for response) }Reslnc
| v CancelAck
Res |
| < ReceivedComplete > |
——————————————————— > ‘
Response 3
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ResAck

v
< Done >4 ,,,,,,,,,,,,,,,,,
Key

Sta.tus _use_d n Authorlzed_ States used by both scenarios
Organization-initiated scenarios

Message from Authorized Organizaton———

Figure 5: State diagram
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The GetStatus message in clause 5.3 follows this state diagram in figure 6, independent of the state of each request.

=

GetStatus
< (waiting for response) >
Status
< Done >
Key
7777777777777777777777777 Message from CSP------------------p»

Message from Authorized Organization———m»
Figure 6: State diagram for GetStatus

5.1.9 Supplementary Messages

Two extra messages are provided to allow national jurisdictions to re-use the RDHI transport and session mechanisms
for auxiliary RDHI-related functions. The two messages are:

. SupplementaryRequest.
e  SupplementaryResponse.

These two messages define a simple request-response pair. The present document does not define any specific auxiliary
functions or behaviours that may be mediated by these messages. Such definitions are |eft to national jurisdictions.

The SupplementaryRequest message is issued by an RDHI Client wishing to exercise a nationally defined auxiliary
RDHI function.

If the RDHI Server receiving the SupplementaryReguest message can understand and accept the request, it responds
with a SupplementaryResponse message. If the Server does not understand the message, it shall respond with an RDHI
Error message.

The exchange of Supplementary Messages does not affect the existing RDHI state machine in any way. Existing RDHI
behaviours and semantics are unaffected.

5.2 Message flows for general situation

5.2.1 Delivery of a response
The following stages constitute the delivery of aresponse:

. Request message (Req):
The Authorized Organization sends arequest for RD information.

. Request acknowledgement (RegAck):
Without undue delay, the CSP acknowledges it has received a message from the Authorized Organization. The
CSP is now under obligation to work on the given request and the request is active.

ETSI



23 ETSI TS 102 657 V1.22.1 (2018-09)

e  The CSP assembles a set of information that it believes to be a complete response (i.e. fully meetsits
obligation), and it is delivered over HI-B as a Res message:

- If there are no records meeting the request criteria, aresponse shall still be sent, containing zero records.
The Res message will have the "responseComplete” flag set.

- If the request cannot be fulfilled for technical or procedural reasons (e.g. request exceeds authentication,
or an internal CSP error), the Res message has the "responsefFailed” flag set. This should contain details
of why the request is unserviceable.

o Response acknowledgement (ResAck):
Without undue delay, the Authorized Organization acknowledges it has received a Res message from the CSP.
The CSP isnow no longer under obligation to do further work on the given request and the request is closed
(i.e. nolonger active).

CcsP Authorized Organization

Req: Request for RD
(HI-A)

Req(Ack): Acknowledge request
T A

— Res. Send results

(HE;

Res(Ack): Acknowledge Res message
g —

Figure 7: Message flow Successful delivery

5.2.2 Cancellation of request
Cancellation is an optional function and works as follows:

. Cancel:
For any active request, the Authorized Organization may issue a Cancel message.

. Cancel acknowledgement (Cancel Ack):
Without undue delay, the CSP acknowledges it has received the Cancel message. The CSP is now no longer
under an obligation to do further work on the given request and the request is no longer "active".

. Cancel rejection:
The cancel messages after an already fully answered request will cause an error message to be returned (see
clause 5.1.5.3). Similarly, authorization failures (when one Authorized Organization attempts to cancel a
request that was submitted by a different Authorized Organization) shall cause an error message. The CSP
may choose to create an alarm in this situation (the alarm is not part of the handover interface).

If the optional function multi-part delivery isused, it is acceptable to send a Cancel message after some of the results
have been received. After a Cancel message, no further results shall be sent, and a Cancel Acknowledgement shall be
used.
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csp Authorized Organization
Req: Request for RD
(HI-A)

Reg(Ack): Acknowledge request
T

Cancel

oy
Cancel(Ack)
i)

Figure 8: Message flow Cancellation by Authorized Organization

5.2.3 Multi-part delivery

As stated in clause 5.1.7, multi-part deliveries (including the sequentia/parallel delivery option) are a national option,
only to be used by agreement at a national level.

Multi-part deliveries are made as follows:
. Request is made and acknowledged as usual over HI-A.

. Incomplete sets of results are sent over HI-B according to agreed criteria (see clause 5.1.7). Each isflagged as
"responsel ncomplete”.

e  The Authorized Organization acknowledges each incomplete results message with a ResInc(Ack) message
(thisis a Res(Ack) message with type set to " Acknowledgel ncompleteResults").

NOTE: Partia results should also be acknowledged. It isimportant to the CSP, for legal reasons, that the
Authorized Organization confirms that results were received. Such an acknowledgement does not imply
that the CSP has fulfilled al of its obligations.

. Thelast set of resultsis flagged as "responseComplete” to indicate there will not be any further resultsto
come. "Complete" means all data that was available for transmitting has been transmitted.

For multi-part delivery of the result over HI-B there are two possible options:
- Sequential delivery requires that there shall be no next partia delivery until the ACK has been received.

- Parallel delivery allows the CSP to transmit multiple results messages where each results messageis
separately acknowledged without needing to wait for an ACK for other related results message(s). For
parallel delivery, each results message shall have a response number starting at 1 and being incremented
for each response message. The ACK message for a given results message has to include the response
number of the message which it acknowledges.

e  The Authorized Organization acknowledges the final results message with a Res(Ack) message.
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CSP Authorized Organization

Req: Request for RD
(HI-A

Req(Ack): Acknowledge request
T e

— ResInc: Send incompleteresults
(HI1-B)
Resl nc(Ack) —>
Res: Send final results

(H1-B)

—

Res(Ack): Acknowledge Res message
(HI-B)

Figure 9: Message flow multi-part delivery

—

Message flows for Authorized-Organization-initiated
scenario

Delivery of results or a failure response

The following messages are sent:

. Request and acknowledge:

Request message (Req):
The Authorized Organization sends a request for RD information.

Reguest acknowledgement (RegAck):

Without undue delay, the CSP acknowledges it has received a message from the Authorized
Organization. The CSP is now under obligation to work on the given request and the request is said to be
"active'.

. Status messages (the use of Status M essagesis optional, for discussion on a national basis):

The Authorized Organization sends a GetStatusM essage request to the CSP. This message contains a list
of RequestI Ds for which the Authorized Organization requires status information. An Authorized
Organization shall only make status requests about its own requests, not those from other Authorized
Organizations.

Upon receiving the GetStatusM essage, the CSP sends a StatusM essage containing a collection of
StatusResponses, one for each of the relevant RequestI Ds. The StatusResponse for each RequestiD
contains a status flag which may be one of the values listed below. The GetStatus and Status messages
do not change the status of any request, they only report on it:

" ready - the records are ready to be collected by the Authorized Organization;
L] incompl eteResultsReady - see clause 5.3.3;
L] notReady - the records are not yet ready for collection;

= failureResponseReady - the request has failed. The Authorized Organization should issue a
GetResults to find further details;

L] inDelivery - the records are currently being sent to the Authorized Organization;
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" invalidRequestI D - no such request is outstanding.

. Results messages:

- GetResults message:
If there are results ready to be collected, the Authorized Organization sends a GetResults message to a

CSP on HI-B, to initiate the delivery of results for a specific request ID.

NOTE 1: The Authorized Organization is expected to collect results reasonably promptly as soon asit is indicated
they are ready.

- The CSP shall respond with a Res message on HI-B, giving the results for the request 1D in question. If
the response has failed (as described in clause 5.1.5.2) then the response will have the responseFailed
flag set, and further details are included. If the results are not yet available, then the response will have

the responseUnavailable flag set.

NOTE 2: An Authorized Organization should not make another GetResults request against arequest 1D until it has
received reply to a previous one, or a predetermined time has passed.

- If a Res message has been sent by the CSP, the Authorized Organization shall send a Res(Ack) without
undue delay, and the request will no longer be active.

CSP Authorized Organization

Req: Request for RD
(HI-A)

Req(Ack): Acknowledge request
T i

GetStatus: request the status of specified requests
(HI-B)

Status: report on all specified requests
(HI-B)

GetRes: initiate results delivery for one reguest—

(HI-B)

—_ Res: send results
(HI1-B)

Res(Ack): Acknowledge Res message
we

Figure 10: Delivery of results as initiated by the Authorized Organization

5.3.2 Cancellation of request

Exactly the same as clause 5.2.2.
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Multi-part delivery

As stated in clause 5.1.7, multi-part deliveries are a national option, only to be used by agreement at a national level.

Multi-part messages work as follows:

Request is made and acknowledged as usual.

If abatch of responsesis ready to send, then the CSP responds to a GetStatus message with the value
"Incomplete results ready”. As described in clause 5.1.7, the criteriafor when such a batch is ready are outside
the scope of the present document.

The Authorized Organization may issue a getResults against arequest that has been marked as " Incomplete
results ready".

The CSP shall return a response message containing the batch of responses. It isflagged as
"Resultslncomplete”.

The Authorized Organization shall acknowledge each incomplete results message with a Resinc(Ack) message
(thisis a Res(Ack) message with type set to " Acknowledgel ncompleteResults").

While the CSP is waiting to collate the next batch of responses, it answers a GetStatus messages with avalue
of "notReady".

When the next batch is ready, the status becomes "Ready" (for the final batch) or "IncompleteResultsReady"
(for an incompl ete set).

Thefinal batch of responsesis flagged as "ResultsComplete”. The Authorized Organization acknowledges the
final results with a Res(Ack) message.
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Req: Request for RD
(HI-A)

Reg(Ack): Acknowledge request
T

GetStatus
(HI-B)

Status: intermediate results ready
HI-B)
GetRes
_
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ResInc(Ack)
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GetStatus
(HI1-B)
Status: indicating final results ready
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GetRes I

(H1-B)

— Res: send results
(H1-B)

Res(Ack): Acknowledge Res message
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Authorized Organization

Figure 11: Delivery of results as initiated by the authorized organization

in case of multi-part delivery

5.4 Message types for HI-A and HI-B

In the functional model (figure 2) the CSP communicates with the Issuing Authority using handover interface port A
only, and the MF-B communicates with the Receiving Authority using handover interface port B only. The Issuing
Authority and the Receiving Authority are functional entities. National regulations may choose to combine Issuing and

Receiving Authorities.

Table 1 shows whether each message shall be sent asHI-A or HI-B.
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Table 1: Message types that can be sent via HI-A and HI-B

Message HI-A | HI-B Remarks
requestMessage X
requestAcknowledgement X
getResultsMessage
responseMessage (Complete)
responseMessage (Incomplete)
responseMessage (Unavailable)
responseMessage (Failed)
responseAcknowledgement
cancelMessage X
cancelAcknowledgement X
getstatusMessage
statusMessage
errorMessage X X |Always sent via the same port as the request being responded to.

XX X[ X [X|X

x

x

5.5 HI-A and HI-B addressing

The Authorized Organization and the CSP can use multiple addresses for messages sent over HI-A and HI-B. The set of
addresses used shall be prearranged between the Authorized Organization and the CSP. The messages in clause 6 can
contain delivery points. These are used to avoid mentioning specific addresses.

When the Authorized Organization initiates any kind of request, the CSP shall return the corresponding
acknowledgement and/or response to the address from which the request originated. However, when submitting an
RDHI request, the Authorized Organization can indicate a different delivery point to which HI-B data shall be sent. If
no explicit delivery point is specified, the HI-B responses shall be sent to the point from which the RDHI request
originated.

6 Definition of the elements for retained data
messages
6.1 Header information

6.1.1 Use of header information

All of the information in clause 6.1 isrequired on all messages unless stated otherwise.

6.1.2 RequestID field specification

Each message shall have a RequestID. The RequestID distinguishes that request from any other on an international
level. To do this, the RequestI D shall contain:

. acountry code (to indicate the country of the body making the request);

. an Authorized Organization code (assignabl e within the given country to distinguish between different
Authorized Organizations);

. aunique reference number (assignable by the Authorized Organization). Authorized Organizations will need
to ensure they have warrants or other authorization held against each request reference number. For a
GetStatusM essage or StatusM essage the reference number shall not be present in the RequestID (instead there
isalist of reference numbersin the body of the message).

Optionally, an external identifier (assignable by the Authorized Organization). The Authorized Organization may use
this external identifer to correlate one or more requests.
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6.1.3 CSP ldentifiers

6.1.3.1 Use of CSP identifiers (CSPID)

A CSP ID shall be agreed on a national basis. CSP IDs shall not be repeated within the same country (i.e. shall not be
repeated within the same country code, as given in the request 1D). The Authorized Organization and CSP shall agreea
CSPID before any RDHI requests are made. Each request shall contain the CSP ID. If a CSP receives arequest which
does not have their own CSPID, they shall signal an error (see clause 5.1.5). The CSP ID shall be included in al further
HI-A and HI-B messages.

NOTE 1: Itisnot a NetworkElement ID and does not refer to exactly where in any network the info came from.

NOTE 2: If thereisaready a scheme of identifiers defined that is unique for CSPsin a given country, it is
recommended that thisis re-used.

6.1.3.2 Third Party CSP Identifier (thirdPartyCSPID)

Where a CSP is holding data on behalf of another CSP, the thirdPartyCSPID shall be used to indicate that an
Authorized Organization is making a Retained Data Request over the HI-An interface, relating to athird party CSPs for
which the CSP specified in the CSPID field is retaining data. Similarly a CSP disclosing data over the HI-B interface
shall use the thirdPartyCSPID field to indicate that the data being disclosed does not relate to a subscriber owned by the
CSP specified in the CSPID field.

The thirdPartyCSPID shall be agreed on a national basis and shall follow the same rules and format as for the CSPID
field.

The thirdPartyCSPID isan OPTIONAL parameter. However the thirdPartyCSPID shall be included in al HI-A and
HI-B messages where the initial Authorized Organization Retained Data request message specified a thirdPartyCSPID.

If athirdPartyCSPID isincluded in the Retained Data Request, the CSP specified in the CSPID field shall only disclose
data relating to that thirdPartyCSPID and not any other data it holds (e.g. Data specifically belonging to the CSP
specified in the CSPID field) or any other thirdPartyCSPID.

6.1.4  Timestamp (timeStamp)
The time the message was created shall be included in the message.

All timestamps shall contain the time and date, and an indication of the time zone.

6.1.5 RequestType (requestType)

An Authorized Organization may indicate a request type. The allowed types shall be defined by national agreement. It
is by national agreement if the CSP should include the request type in the response.

6.1.6 RequestFlag (requestFlag)

An Authorized Organization may indicate a request flag. This request flag contains additional information associated
with the request, e.g. the purpose of the request. The allowed values shall be defined by national agreement.

6.2 Retained Data response

6.2.1 General

The response is a set of records that meet the request criteria.

The response will be a"flat" sequence with no additional structure to them (e.g. not a "tree" of information in which
certain records refer back to other records within the same response).
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Therecordsin aresponse will all be from the same "service" (see clause 4.2) and from the same "category" (see
clause 4.3).

6.2.2 Additional information in response messages

6.2.2.1 Record number (recordNumber)

Each retained data record delivered against a particular Req shall be given arecord number. The record number shall
start at 0 and shall increment for each record delivered against the original Reg. The record number counts
independently even if the results are sent in a number of responses (see clause 5.1.7).

NOTE: The combination of Request ID and record number gives a particular record a globally unigue number.

6.2.2.2 Response status (ResponseStatus)

Every response shall have a ResponseStatus. The response status will define whether it is complete or incomplete (see
clause 5.1.7). In addition, for Authorized-Organization-initiated situations, it is possible to indicate a status of
Unavailable (see clause 5.3.1).

In case of arequest that cannot be fulfilled by CSP for technical or procedural reasons (see clause 5.2.1), it is possible to
indicate a status of failed response. Thisis aways indicated viathe HI-B interface.

6.2.3 Volatile information

Certain information changes over time and is called volatile (e.g. Cell IDs are volatile whereas latitude/longitude is not).
Volatile information shall have a time associated with it, indicating the time of the observation:

1) The present document supports the transmission of "trandated" datai.e. the volatile information converted into
apermanent form.

2)  The present document supports the querying of historical data, asking what the value of the volatile data was at
agiventime.

It isanationa issue to agree which method(s) to use. It is mandatory that the value of volatile data can be ascertained
by the Authorized Organization.

If arequest is made for volatile information over arange of times (rather than just a specific time) then the response
may contain multiple records that match the request. All record falling within the time period shall be sent.

6.2.4 Unavailable parameters
If parameters are not able to befilled in by the CSP, the parameter shall be left out.

There may be scenarios where an Authorized Organization requires parameters that are not available at the CSP

(e.g. local loop unbundling, where the information is owned by another CSP and is therefore outside the control of the
CSP to which the request was sent). In these scenarios, the CSP is not obliged to communicate with any other CSP to
fetch information that they do not own. However, where the CSP has additional information that would assist the
Authorized Organization, this should be communicated in the additional | nformation parameter.

A CSP may omit fields in the response for which datais held by another CSP. The format of the additional I nformation
field isleft to national implementation. CSPs and Authorized Organizations should agree beforehand on the format and
wording of the information returned in these circumstances.
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6.3 Retained Data requests

6.3.1 Information contained within a request

A request for retained data, along with the headers defined in clause 6.1, shall consist of a set of query records
containing request criteria. A request may only ask for data from one service (see clause 4.2) and one category

(see clause 4.3). For enquiries across multiple services or categories, a request shall be sent for each service and
category. Furthermore there is an option to request specific ASN.1 parameters or XML elementsinstead of requesting
al available query data. For thisa LEA may use the parameter requestedData (see clause A.2.2.1) in order to transport
the path of the selected parameter in XPATH notation [37]. In this case the CSP shall send a response message which
includes only the selectively requested parameter. If the selected element has child nodes the whol e subtree spanned
from the selected element counts as selected. If this option is not used by the LEA (requestedDatais absent in the
query) the CSP shall answer to the request in the usual way, i.e. response of all available data. The usage of the
requestedData field shall be subject to national agreement.

NOTE 1: When discussing whether to use the requestedData field, implementers should be aware that using
XPATH queries on ASN.1 may be difficult.

The reguest shall list one or more request criteria. Each request criteria shall be one of the following types:
. EqualTo: A specified value for agiven field.
. NotEqualTo: A specified value which for a given field shall not be equal to.
NOTE 2: The NotEqual To criterion is likely to be used as an additional criterion.
. Range: A range for agiven field (e.g. lower and upper bounds, using the lessThan or greaterThan operators).
o Member of: A list of values for agiven field.
The CSP shall return all records from the stated service and category that match all of the listed criteria.

EXAMPLE: A query record of type telephonySer viceUsage with the parameter partyNumber filled in with a
specific phone number and communicationTime between T1 and T2 will return all
telephony ServiceUsage records which contain that phone number and communicationTime in the
interval T1to T2.

Annex G gives examples of how common use-cases can be expressed using this formalism.

6.3.2 Format of a request
A request message shall contain afull set of valid header information, as defined in clause 6.1.

A request message shall contain a sequence of criteria, as described in clause 6.3.1. Each criterion shall be expressed as
a ReguestConstraint parameter. The RequestConstraint parameter contains a RetainedDataRecord (or a sequence of
RetainedDataRecords in the case of ISAMemberOf), specifying a field and a value. The choice of RequestConstraint
parameter defines the type of criteria, and will be one of the following:

. Equals: The value of the specified field of returned records shall equal the value given.
o NotEqual To: The value of the specified field of returned records shall not equal the value given.
NOTE 1: The NotEqualTo criterionislikely to be used as an additional criterion.

. LessThan: The value of the specified field of returned records shall be less than the value given. Only valid for
numeric types such as GeneralizedTime or Integer.

. LessThanOrEqual To: The value of the specified field of returned records shall be less than or equal to the
value given. Only valid for numeric types such as GeneralizedTime or Integer.

e  GreaterThan: The value of the specified field of returned records shall be greater than the value given. Only
valid for numeric types such as GeneralizedTime or Integer.
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. GreaterThanOrEqual To: The value of the specified field of returned records shall be greater than or equal to
the value given. Only valid for numeric types such as GeneralizedTime or Integer.

. StartsWith: The value of the specified field of returned records shall start with the value given. Only valid for
string types such as UTF8String.

. EndsWith: The value of the specified field of returned records shall end with the value given. Only valid for
string types such as UTF8String.

. IsAMemberOf: The value of the specified field of returned records shall be equal to one of the values given.
The different permissible values are given as a sequence of RetainedDataRecords, each with a different
permissible value set in the field of interest.

Multiple RequestConstraints of the same type shall be put in the same RetainedDataRecord to indicate multiple criteria
Vaues for al of the criteria shall be from the same service and category (see clause 6.3.1). All records from this service
and category which satisfy al criteria shall be returned.

NOTE 2: When using the ISAMemberOf constraint one needs to specify a RetainedDataRecord for each set of
fields to be used. For example: in order to query about all records of calls which happened to be in either
of the cellsin the group: { cell1, cell2}, and be made by either of the phone numbersin the group:
{phonel, phone2, phone3}, then it will need six instances of RetainedDataRecord in the SEQUENCE of
the IsAMemberOf constraint. These six instances will be as follows: { cell1 and phonel}, {cell1 and
phone2}, {cell1 and phone3}, { cell2 and phonel}, { cell2 and phone2}, { cell2 and phone3}. In effect
these instances are a decomposition of the outer product of the two sets.

6.3.3 Additional information in requests

6.3.3.1 Priority of a request

In some situations it may be useful to signal a priority with arequest. Thisisfor use at a national level. The present
document makes no statement about how to treat requests of a different priority, how to manage queues of requests or
how to manage the use of priority considerations.

6.3.3.2 Maximum hits
A request may specify an upper bound on the number of results, by populating the MaxHits parameter in the request.

It isanational issue to discuss details of how MaxHits are used, and what further action to take when MaxHitsis
exceeded. It isanational issue to discuss how to handle MaxHits with partial deliveries.

If the MaxHits parameter is present, and if the CSP identifies more results meeting the request than the MaxHits value,
then the CSP shall treat this as a ResponseFailed (i.e. send a ResponseM essage with ResponseStatus set to
responseFailed) with the string "Maximum hits exceeded" in the information field of the FurtherInformation structure.

The parameter MaxHits shall not be used simultaneously in arequest with the numberOfRecordsLimit parameter
specified in clause 6.3.3.4.
6.3.3.3 Maximum records per batch

A request may indicate that multi-part delivery is requested and specify an upper bound on the number of recordsto be
returned in each batch of the result, by populating the MaxRecordsPerBatch parameter in the request.

It isanational issue to discuss whether MaxRecordsPerBatch is used and how it is used.

If the MaxRecordsPerBatch parameter is present, and if the CSP identifies more records meeting the request than the
MaxRecordsPerBatch value, then multi-part delivery shall be used. When Status is requested, the CSP then shall
provide a Status message with RequestStatus set to "incompleteResultsReady". When a Response is requested, the
ResponseM essage then shall set ResponseStatus to "responsel ncomplete” in each response until the final response,
which shall then indicate "responseComplete”.
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6.3.3.4 Number of records limit

The parameter numberOfRecordsLimit shall not be used simultaneously in arequest with the MaxHits parameter
specified in clause 6.3.3.2. A request may specify an upper limit on the number of records to be provided by the CSP by
populating the parameter numberOfRecordsLimit.

When the numberOfRecordsLimit value is reached, the CSP is required to continue searching for all matching records
and indicate to the requestor the total number of records found in the database(s) with the parameter
numberOfRecordsFound in the ResponseMessage. The responseStatus shall be set as responseComplete.

When the number of records found by the CSP is lower than the numberOfRecordsLimit value, the parameter
numberOfRecordsFound may be omitted in the ResponseM essage.

The use of the numberOfRecordsLimit and numberOfRecordsFound feature is up to national agreement.

The parameters numberOf RecordsLimit and numberOf RecordsFound may typically be used in an automated request
and response cycle. In automated cycles, the request has to be precisely formed in order to avoid multiple search
passages, which could lead an overload of the queried database(s).

6.4 Error messages

The error message shall contain atextual message giving as many details as possible of the error, and contact details (if
appropriate) for a person who will be able to assist in resolving the error (see clause 5.1.5.3).

Subject to mutual agreement at a national level, error details may a so be categorized according to alist of common
errors. Common error types are assigned an integer value or code and have a standard description (in the same manner
as HTTP Status Codes such as "404 Not Found™). If this option is used, an error "value" and "description” shall be
populated in the " CategorisedErrorDescription™ structure. The val ues and descriptions shall be taken from alist which
has been agreed nationally.

7 Data exchange techniques

7.1 General

Two data exchange techniques are presented: "HTTP" and "direct TCP". The choice of technique is a national option.

The data exchange techniques for HI-A and HI-B may be different. For instance XML encoding may be used for HI-A,
while ASN.1 BER encoding may be used for HI-B. Thisis a matter for agreement between CSP and Authorized
Organization on case-by-case basis.

7.2 HTTP data exchange

7.2.1 Basic configuration
The HTTP data exchange technique uses XML encoding. It usesHTTP [14] (on top of the standard TCP/IP stack).
The HTTP data exchange can be configured as a:

. single client/server configuration;

e  mutua client/server configuration.

Inasingle client/server configuration the initial initiative for data exchange shall be taken by the party with the client.
In the mutual client/server configuration both parties can take the initiative to exchange data.
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7.2.2 Single client/server

In the single client/server configuration the CSP runsa HT TP server, and the Authorized Organization actsaHTTP
client. The HTTP technique is intended to be used with the Authorized-Organization-initiated message flowsin
clause 5.3. The detailsin clause 7.2.4 aso apply to the single client/server model.

The Authorized Organization and CSP shall agree on acommon URI format. A single URI shall be used for all HTTP
requests.

7.2.3 Mutual client/server

In the mutual client/server configuration both CSP and Authorized Organization run a HTTP server and both CSP and
Authorized Organization act asaHTTP client. The HTTP technique isintended to be used with the general message
flowsin clause 5.2. The detailsin clause 7.2.4 aso apply to the mutua client/server model.

The Authorized Organization and CSP shall agree on acommon URI format. The URIs used for the data exchange shall
be agreed.

7.2.4 Details common to both single and mutual cases

The HTTP specification mentions several mandatory and optional features. Some features can be useful, while others
raise security concerns. Therefore, the following points should be noted.

The POST method shall be used for all requests.

Some HTTP header fields are less useful within the RDHI, or will complicate the handover protocol without adding
clear benefits. In particular, headers to do with negotiation of content or language, range-limiting of requests, cache
control, and conditional retrieval should be avoided. The CSP and Authorized Organization shall not send header fields
unless there is a clear need for those headers.

Proxies can be useful and may be used. However, caching of whatever form shall not be used. The header
"Cache-control: no store" may be used to ensure this behaviour. Special care should be taken with the logs kept by
proxy servers.

Most requests and responses contain an XML message as their entity-body. Such entity bodies shall specify a content
type of text/xml.

It is not acceptable to rely on HTTP status codes as a substitute for RDHI messages. For example, an Authorized
Organization may not consider ablank HTTP 200 (OK) as a Req (Ack) message; it shall also carry a full and
well-formed RDHI Req (Ack) message as its payload.

The use of gzip is recommended.

7.3 Direct TCP data exchange

7.3.0 General

The direct TCP mechanism uses XML, or BER encoding derived from the ASN.1 in annex A. The direct TCP option
uses data exchange details on top of the standard TCP/IP stack.

The direct TCP technique may be used for both the General message flows (clause 5.2) and the
Authorized-Organization initiated message flows (clause 5.3).
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7.3.1  Application layer
When using ASN.1 the messages are BER encoded.

When using XML over TCP the XML messages are transported in a simple packet format, defined as follows:

struct {
unsi gned int type;
unsi gned hyper | ength;
opaque XM.<>;

} XM__Message;

The definition of the above mentioned fields are defined in table 1A.

Table 1A: Definition of fields in XML message

Field name | Field size (see IETF RFC 4506 [27]) Description

Type 32 bits Type field as defined in table 2
Length 64 bits Length of the XML data

XML Variable "Length" bytes of opague XML data

Possible options for the "Type" field are defined in table 2.

Table 2: Definition of Type values

Type value Meaning
0 Invalid / Empty Message
1 Plain XML; XML field contains uncompressed XML
2 Compressed XML; XML field contains ZLIB® compressed XML
3-(2"32-1) Reserved for future use

7.3.2  Transport layer

7.3.2.1 Introduction

Clause 6.4 of ETSI TS 102 232-1 [3] describes atransport layer that is based on the Transport Control Protocol. TCPis
implemented according to IETF RFC 793 [17], IETF RFC 5681 [18], IETF RFC 6298 [19] and clause 4.2 of IETF
RFC 1122 [20]. According to the interface described in clause 4.1 the CSP is the TCP sender and the Authorized
Organization isthe TCP receiver or contrariwise.

7.3.2.2 TCP settings

The source and destination port numbers shall be within the dynamic port range for TCP. The value of the source port
number is chosen by the TCP sender. The allocation of the destination port number is outside the scope of the present
document.

TCP "keep-alive" (IETF RFC 1122 [20]) should not be used.

7.3.3 Network layer

The Network layer implements the Internet Protocol according to IETF RFC 791 [21].

7.3.4 Delivery networks

The choice of the network will be made on anational basis for legal and pragmatic reasons.
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8 Security Measures

8.1 General

The use of security measures for RDHI is recommended. The following security measures are optional and may be
adopted (in full or in part) on a national basis.

The present document makes a distinction between connection level security and application level security.

NOTE: Connection level security measures are not independent of application level security measures. The
XML/HTTP ecosystem has certain techniques, measures, and toolkits (for example for digital signatures)
that have been proven to work together well.

8.2 Connection Level Security

The present document considers the electronic interfaces for HI-A and HI-B between the Authorized Organization and
CSP as connections. Most practical implementations of such secure connections are at the hardware level, and
sometimes at the software level. For securing these connections the following security measures need to be enforced:

J Mutual authentication.

. Confidentiality.

. Integrity.
Mutual authentication means that the communicating parties have verified and confirmed each other's identities.
Confidentiality means that it isimpossible to interpret the data by eavesdropping on the communication link.
I ntegrity means that any alteration or mutilation of the transported data can be detected.

ASN.1 and XML are used as HI-A and HI-B interface definition languages. For ASN.1 the recommended security
methods are either IPSec or TLS. For XML the recommended security methods are either IPSec or HTTPS (IETF

RFC 2818 [15]). Whatever method is used, authentication, confidentiality and integrity are to be enforced on these
connections - for both HI-A and HI-B.

8.3 Application Level Security

Connection level security enables a secure means of connection between Authorized Organization and CSP. Such
measures validate and ensure that on the other side of the link there is a trusted equipment or application belonging to
the correct entity (Authorized Organization or CSP). However, due to the sensitive nature of retained data, additional
security measures are recommended at the application level (for both the ASN.1 and XML methods), similar in some
respect to the security measuresin ETS| TS 102 232-1 [3].

The recommended application level security measures are:

. Digital signature on RDHI requestsfor HI-A, by an Authorized Organization entity:
Such an entity might be a person authorizing RDHI reguests on HI-A (e.g. an Authorized Organization officer
or some other person authorized by law or regulation to authorize RDHI requests), or some other entity
defined by national law or regulation.
The process involves the Authorized Organization computing a hash over the entire set of fieldsin the request
(including the time stamp). Then the hash is digitally signed with the entity's private key. The signed hash and
the entity's certificate (validating its public key) are sent in the request to the CSP. In effect, the request may be
viewed as comprising two parts - one part is composed of the request fields without the signature and
certificate, and the other is the signature (of the hash of the first part) and the certificate.
The CSP may choose to validate the request by computing the request's hash and verifying that it matches the
one signed by the Authorized Organization. The CSP may choose to validate the certificate as well. The
generation of certificates and the nature of the assigning authority are out of scope of the present document.
The CSP may choose just to keep the requests with their associated signatures and certificates for audit trail
and any other validation or officia procedure.
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o Digital signatureson RDHI messagesfor HI-A, by the CSP:
The CSP signs the HI-A responsesin exactly the same manner as the Authorized Organization signs the
reguests, i.e. signing the hash of the entire set of fields (including the time stamp) and sending the signed hash
and its certificate (validating its public key) with the set of fields. Such digital signatures may serve the
Authorized Organization in judicial proceduresto show that responses coming from the CSP are certified by
the CSP. Thisis especially recommended in case the CSP works in such a manner where each request
(although electronically sent) is approved by a person.

. Hashing and digital signatureson HI-B:
For the purpose of the Authorized Organization providing court evidence that the retained datais truly CSP
originated, the HI-B information is hashed, and these hashes are digitally signed. The HI-B information sent

with the hashes and the CSP certificate (validating its public key). The Authorized Organization should keep
the digitally signed hashes and certificates together with the data.

For atechnical description of these security measures see clause 8.4.

8.4 Technical Security Measures

84.1 General

NOTE: Connection level security measures are not independent of application level security measures. The
XML/HTTP ecosystem has certain techniques, measures, and toolkits (for example for digital signatures)
that have been proven to work together well.

8.4.2 Connection Level
The level and implementation of for example the TLS, IPSec and HTTPS security mechanisms are a matter of national
regulations.

8.4.3  Application Level

8.4.3.1 Hashes

Thisisan areafor national implementations.

8.4.3.2 Digital Signatures

All digital signaturesin the present document are DSS/DSA signatures according to FIPS PUB 186-4 [13].

8.4.3.3 HI-B Non-Repudiation

In order to allow the authorities to verify the authenticity of the received data, hashes over the HI-B data may be sent.
This verification may be used when the collected data is planned for evidential purposes.

SHA-1 hash are computed and signed by DSS/DSA Signature. The digitally signed hashes are created for:
e theentire HI-B data when sent in one bulk/message/transaction as a consequence of one HI-A request; or
. apart of HI-B data when sent in one bulk/message/transaction as a consequence of one HI-A request.

The digitally signed hash is always sent with its data, and not in subsequent transfers, for simplicity. Thisway thereis
an association of one digitally signed hash to one data transfer, and no hash coverage lapses occur. It is assumed that
one HI-B bulk/message/transaction pertains to only one HI-A request.
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In the case of multi-part HI-B transmissions, the RecordNumber (which starts from zero for each HI-B set of responses)
will be used in a sequential consecutive manner to number the records sent. Each subsequent HI-B transmission will
start with the next sequential RecordNumber. Thisisto ensure that the Authorized Organization is able to make sure
that the entire information has been received. The"Res" response (as opposed to the "ResInc") will indicate the last
HI-B transmission for a specific request. The "Res" response will include RecordNumber as well conforming to this
scheme.

8.43.4 Digital Signatures and Message Structure

The RetainedDataM essage defined in clause A.3.2.1 contains the RetainedDataDigest. Although the use of digest is
optional (yet recommended), the RetainedDataM essage shall always be used for all messages. When the digest is not
used, the retainedDataDigest will not be populated.

When the digest is used, the RetainedDataHeader and RetainedDataPayload will be each separately BER encoded. The
BER encoded fields will be used to populate their appropriate place in the message. A hash will be computed over the
combined BER encoded fields (RetainedDataHeader and RetainedDataPayload, in this order). The hash will be digitally
signed and be used to populate the retainedDataDigest field.

For this purpose, two separate ASN.1 definition modules have been provided in annex A.
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Annex A (normative):
Data fields

A.l  Summary

A.1.1 Introduction to data fields

Regardless of what data exchange technique is adopted for the request and delivery of retained data, a common data
dictionary is necessary. Thislist of parameters shall be consistent, extensible and maintai nable.

The CSP and Authorized Organization shall use the present document data dictionary.
The present document does not supersede national legislation.

The present document defines the format of data to be transferred across the RDHI. In annexes B to E, a number of data
elements are identified; they fall into two areas:

e  Those elementsthat are required to meet technical delivery requirements are marked MANDATORY (M).

. It isfor national agreement to determine the situations in which the elements marked OPTIONAL (O) are
stored or delivered. The present document does not address the circumstances in which it is required to deliver
such elements. The present document states that if such an element is present on the handover interface, then it
shall be delivered in the format specified in annex A.

Thetables B.1 to B.15 and tables C.1 to C.6, assign each element M or O according to these definitions. Some of the
lowest-level parameters are not listed in the tables B.1 to B.15 and tables C.1 to C.6. They are defined only in the
ASN.1in clauses B.3, C.3, etc. Such elements have the same status (M or O) as their parent.

NOTE 1: Itisup to national legislation to decide whether and under what conditions the elements marked as
Optional are required.

NOTE 2: Intheformal ASN.1 listing, the word OPTIONAL is used as defined in the ASN.1 language, and is
therefore not directly linked to the definition above.

A.1.2 Choice of data modelling language

The structure of the datais defined in ASN.1. An XML schema (derived from the ASN.1) is also given and is attached
to the present document. If data exchange takes place using XML, then the XML schema shall be used.

A.1.3 Overview

The data structure is broken down in the following way:

o Message headers e.g. identifying information that is present on all messages (definitionsin clause 6 and
ASN.lin clause A.3.2).

. Common fieldsi.e. parameters that might be used in more than one type of service (definitionsin clause A.2
and ASN.1in clause A.3.3).

. Service-specific fieldsi.e. parameters that are only used in relation to one particular service (Thereisone
annex for each service. Parameter definitionsarein clauses B.2, C.2, etc. and ASN.1in clauses B.3, C.3, etc.).
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A.2 Parameter definition for common fields

A.2.1 RetainedDataHeader

A.2.1.1 Parameters

The RetainedDataHeader structure is populated as per clauses 5 and 6. The parameters are as follows.

Table A.1: RetainedDataHeader parameters

. M/O
Field name Value (see clause A.1.1)
request| D See clause 6.1.2. M
cSPID See clause 6.1.3. M
ti meSt anp See clause 6.1.4. M
t hi rdPart yCSPI D See clause 6.1.3.2. )
request Type See clause 6.1.5. O]
request Fl ag See clause 6.1.6 )
A.2.1.2 RequestID parameters
The RequestI D structure uniquely identifies arequest. See clause 6.1.2.
Table A.2: RequestID parameters
. M/O
Field name Value (see clause A.1.1)
count r yCode See clause 6.1.2. M
aut hori sedOr gani sati onl D See clause 6.1.2. M
request Nunber See clause 6.1.2. o
external I dentifier See clause 6.1.2. O]
A.2.2 RetainedDataPayload
A.2.2.1 RequestMessage parameters
The use of the RequestMessage structure is described in clauses 5 and 6.3.2. The parameters are as follows.
Table A.3: RequestMessage parameters
M/O

Field name

Value

(see clause A.1.1)

requestPriority

See clause 6.3.3.1.

r equest Par anet er s

See clause 6.3.2.

del i veryPoi nt H B

See clause 5.5.

maxHits

See clause 6.3.3.2.

nati onal Request Par anet er s

Defined on a national basis.

maxRecor dsPer Bat ch

See clause 6.3.3.3.

request edDat a

See clause 6.3.1.

O|0|0|0|0|0|0
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A.2.2.2 RequestAcknowledgement parameters

The use of the RequestAcknowledgement structure is described in clause 5. The parameters are as follows.

Table A.4: RequestAcknowledgement parameters

Field name Value (see clng/s,oeA 1.1)
suggest edConpl eti onTi me Indicative time for expected completion of query. ¢}

A.2.2.3 ResponseMessage parameters

The use of the ResponseM essage structure is described in clauses 5 and 6.2. The parameters are as follows.

Table A.5: ResponseMessage parameters

. M/O
Field name Value (see clause A.1.1)
responsesSt at us See clause 6.2.2.2. M
Required if responseStatus is responseComplete or
responsePay| oad responselncomplete (see table A.6). ©
nat i onal ResponsePayl oad Defined on a national basis. ©)
r esponseNunber Number to identify partial results within parallel multi-part o
delivery.
Table A.6: ResponseRecord parameters
. M/O
Field name Value (see clause A.1.1)
recor dNunber See clause 6.2.2.1. M
recor dPayl oad See clause 6.2. M
addi ti onal | nf or mati on See clauses 6.2.2.2 and 6.2.4. @)
nat i onal Recor dPayl oad Defined on a national basis. O]
A.2.2.4 GetStatusMessage parameters
The use of the GetStatusM essage structure is described in clause 5. The parameters are as follows.
Table A.7: GetStatusMessage parameters
. M/O
Field name Value (see clause A.1.1)
request Nunber s See clause 5.3.1. ®)
A.2.2.5 StatusMessage parameters
The use of the StatusMessage structure is described in clause 5. The parameters are as follows.
Table A.8: StatusMessage parameters
. M/O
Field name Value (see clause A.1.1)
st at usResponse See clause 5.3.1. 9]
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Table A.9: StatusResponse parameters

. M/O
Field name Value (see clause A.1.1)
request Nunber See clause 5.3.1. O
request St at us See clause 5.3.1. O
A.2.2.6 ErrorMessage parameters
The use of the ErrorMessage structure is described in clauses 5 and 6.4. The parameters are as follows.
Table A.10: ErrorMessage parameters
. M/O
Field name Value (see clause A.1.1)
addi tional I nformation See clause 6.4. )

A.2.3 GenericSubscriberinfo

A.2.3.1 Parameters

The GenericSubscriberInfo structure encapsulates common subscriber information in a generic way. This structureis
used in multiple service-specific annexes.

If the subscriber is an organization or business, then information can be stored in Organizationinfo. If the subscriber is
an individual, then information can be stored in IndividualInfo. It is a matter for national implementations to decide
which structure is appropriate for each service and subscriber.

A.2.3.2 Organizationinfo parameters

The Organizationinfo field contains the following parameters.

Table A.11: Organizationinfo parameters

. M/O
Field name Value (see clause A.1.1)

name Name of the organization. O

contactDetails Address and contact details for point of contact. o
Provides a unique reference for this organization (e.g. a tax

nati onal Regi strationl D registration number). The format of this field is for national 0
agreement.

regi st er edAddr ess The_ addres_s to which thg organization or business is o
registered, if known/applicable.

t r adi ngAddr ess The operating address of the organization or business, if o
known/applicable.

ot her Addr esses Useql i]‘ there are addresses. for the organization which do o
not fit into the other categories.

groupl D Identity of group in organization for that generic subscriber. O

gr oupAdnmi ni strat or Administrator of the group. 0

conmpanyType Type of company. )

vat Enabl ed Value Added Tax enabled. )

vat Nurrber VAT number of organization for that generic subscriber. o]

createl P External IP/Port used to create account if available. O

createTi me Creation time for the subscriber. O

nodi fi edDat e Modification time for the subscriber. O
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Individuallnfo parameters

The IndividualInfo field contains the following parameters.

Table A.12: Individualinfo parameters

ETSI TS 102 657 V1.22.1 (2018-09)

. M/O
Field name Value (see clause A.1.1)
name Name of the individual. ©)
cont act Addr ess Address and contact details for individual. ®)
datefBirth Date of birth. o
gender Gender. o
i dentificati onNunber E’rov[des a nqtlonally-unlque reference number. The format of this o
field is for national agreement.
Records how the individual authenticated themselves with the
aut henti cationl nfo service provider (e.g. passport, utility bill, etc.). The format of this o]
field is for national agreement. See Table A.12A.
pr of essi on Profession of the individual. O
ot her Addr esses Used if there are addresses for the individual which do not fit into the o
other categories.
createTine Creation time for the subscriber. (@)
Table A.12A: AuthenticationInfo parameters
. M/O
Field name Value (see clause A.1.1)
aut hent i cat i onType I‘Ii'?:ntsyge of document used to authenticate, e.g. passport, driver's o
aut henti cati onNunber |The number of the document used to authenticate. ¢]
; : The country that issued the document used to authenticate, as
i ssui ngCountr S !
g y specified in ISO 3166-1 [4]. o
i ssui ngQr gani zati on The organlzathn that issued the document used to authenticate, o
e.g. United Nations.
national ity The nationality of the subscriber, if indicated on the document used o

to authenticate.

A.2.4 PaymentDetails

The PaymentDetails structure encapsul ates common payment information in multiple service-specific annexes for
subscriber data. The parameters are as follows.

Table A.13: PaymentDetails parameters

for CSPs to determine.

. M/O
Field name Value (see clause A.1.1)
bi I li ngMet hod Method of billing (e.g. debit, transfer, prepaid, etc.). 0]
bankAccount Sequence_of_ spgcific data identifying the subscriber o
account within his bank.
bi I |i ngAddr ess Contact details of the billing address. 6]
bi 1 1ingl dentifier An identifier for billing purposes. The format of this field is o
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A.3 ASN.1 definitions

A.3.1 General

A.3.1.1 ASN.1 syntax tree

Figure A.1 shows the object identifier tree from the point of view of retained data handling.

itu-t(0)
|

identified-organization(4)

etsi(0)

securityDomain(2)

lawfullntercept(2) retainedData(3)

rdHeader(0)

) ) ' ) )
. J

Figure A.1: Object identifier tree

A.3.1.2 General remarks on ASN.1

Clause A.3.2 contains the top levels of the ASN.1 module. The ASN.1 details for each service are listed in annex B
onwards.

It is recommended to copy IRl parameters from LI standards wherever appropriate. Where a parameter is copied, it is
essential that it has the same meaning and same format in both LI and RD standards. It is not recommended to IMPORT
parameters from LI standards.

The ASN.1 definitions are contained in a .txt file ("RDM essagever20txt") contained in archive
ts 102657v012201p0.zip which accompanies the present document.

The XSD definitions are contained in a.xsd file ("RDMessagever20.xsd") contained in archive
ts 102657v012201p0.zip which accompanies the present document.

ETSI



46 ETSI TS 102 657 V1.22.1 (2018-09)

A.3.2 ASN.1 Definitions for message headers

A.3.2.1 Message wrappers

RDMessage {itu-t(0)
ver si on20(20) }

identified-organi zation(4) etsi(0) securityDomain(2) retai nedData(3) rdHeader(0)

DEFINITIONS I MPLICI T TAGS :: =

BEG N

-- (Obj ect

Identifier definitions

Ret ai nedDat a Donai nld

r et ai nedDat aDormai nld OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomai n(2) retainedData(3)}
-- rdHeader
rdHeader | d OBJECT | DENTI FI ER :: = {retai nedDat aDonai nl d rdHeader (0) versi on20(20)}
-- Top level definitions for RDH w apper
Ret ai nedDat aMessage :: = SEQUENCE
{
rdHeader | d [0] OBJECT | DENTI FI ER,
r et ai nedDat aHeader [1] Retai nedDat aHeader,
ret ai nedDat aPayl oad [ 2] Retai nedDat aPayl oad,
ret ai nedDat aDi gest [3] OCTET STRI NG OPTI ONAL,
-- The digitally signed hash of the conbined fields above (retai nedDat aHeader and
-- retai nedDat aPayl oad)
}

A.3.2.2 Message headers

Definitions for

Ret ai ned Data header

information, present in every nessage

Ret ai nedDat aHeader ::= SEQUENCE
{
request| D [1] Request! D,
cSPI D [2] CsPID,
ti meStanp [3] GeneralizedTine,
thirdPartyCSPID [4] CSPI D OPTI ONAL,
.rédu’estType [5] Request Type OPTI ONAL,
request Fl ag [6] RequestFl ag OPTI ONAL
-- Optional paraneter specifying additional infornmation associated with the request.
}
CSPID ::= UTF8String

Uni que identifier for the CSP that

i ssued the request

Request Type :

;= UTF8String
Description or reference of the type of Retained Data request

Request Fl ag :

;= UTF8String

-- Configuration information associated with the request

Request | D : : = SEQUENCE

{

count ryCode
aut hori sedOr gani sat
request Nunber
-- all
-- (see clause

[1] CountryCode,
[2] AuthorisedOrganisationlD,
[3] Request Nunmber OPTI ONAL,

ionlD

messages except Cet StatusMessage and StatusMessage have a request nunber

6.1.2)
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external | dentifier [4] Externalldentifier OPTI ONAL
-- Optional identifier for the request, for correlation with warrant management systens.
}
CountryCode ::= UTF8String (SlZE(2))

-- Acountry code as per |SO 3166-1 [4]

Aut hori sedOr gani sationl D : = UTF8Stri ng
-- Aunique identifier for an Authorized Organization issuing a Retained Data request

Request Nunber ::= UTF8String
-- Unique within a given country and Authorized Organization

External Identifier ::= UTF8String

-- Definitions for Retained Data payl oad information

Ret ai nedDat aPayl oad ::= CHO CE
-- Payl oad can be a request, response, error or acknow edgenent
{
request Message [1] Request Message,
request Acknow edgenent [2] Request Acknow edgenent,
responseMessage [3] ResponseMessage,
responseAcknow edgenment [4] ResponseAcknow edgemrent,
error Message [5] Furtherlnformation,
cancel Message [6] Cancel Message,
cancel Acknow edgenent [7] Cancel Acknow edgenent,
get st at usMessage [8] Get StatusMessage,
st at usMessage [9] StatusMessage,
get Resul t sMessage [10] Get Resul t sMessage,
suppl enent ar yRequest [11] Suppl enent ar yRequest ,
suppl enment ar yResponse [12] Suppl enent ar yResponse
}
-- Definitions of Request nessage and acknow edgenent
Request Message :: = SEQUENCE
{
requestPriority [1] RequestPriority OPTI ONAL,
request Par anet er s [2] RequestConstraints OPTI ONAL,
-- Optional only in case a warrant is transmtted independently of a request
del i veryPoi nt H B [3] DeliveryPointH B OPTI ONAL,
-- pre-arranged set of delivery address(es) of that specific Authorized O ganization
maxHits [4] | NTEGER OPTI ONAL,
-- Maxi mum nunber of records to be returned.
-- On a national basis maxi mum nunbers coul d be consi dered
-- In case of maxHit a responseFail ed nessage is sent and no data is sent
-- This paraneter shall not be used sinultaneously with the number O RecordsLi mt paraneter.
-- (see clause 6.3.3.2)
nat i onal Request Par anet er s [5] National Request Paranet ers OPTI ONAL,
-- To be defined on a national basis
-- Only to be used in case the present document cannot fulfil the national requirements
-- or to transnmt a warrant.
maxRecor dsPer Bat ch [6] | NTEGER OPTI ONAL,
-- Indicates that nmulti-part delivery shall be used and each ResponseMessage shal |l not
-- contain nore records than specified. (see clause 6.3.3.3)
request edbDat a [7] SEQUENCE OF UTF8String OPTI ONAL,
-- only to use in case of selective requests, it contains
-- the path to the selected paranmeter in XPATH notation
nunber O Recor dsLi mi t [8] I NTEGER OPTI ONAL
-- Indicates the upper linmt on the nunber of records to be provided by the CSP.
-- This paraneter shall not be used sinultaneously with the maxH ts paraneter.
-- (see clause 6.3.3.4)
}
| DeliveryPointH B ::= UTF8String
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Request Constrai nts ::= SEQUENCE
{
equal s [1] Retai nedDat aRecord OPTI ONAL,
not Equal To [2] RetainedDat aRecord OPTI ONAL,
| essThan [3] RetainedDat aRecord OPTI ONAL,
-- For nunerical val ues
| essThanOr Equal To [4] Retai nedDat aRecord OPTI ONAL,
-- For nunerical val ues
great er Than [5] RetainedDat aRecord OPTI ONAL,

-- For nunerical val ues
gr eat er ThanOr Equal To [ 6] Retai nedDat aRecord OPTI ONAL,
-- For nunerical values

startsWth [ 7] Retai nedDat aRecord OPTI ONAL,
-- For strings
endsWth [8] Retai nedDat aRecord OPTI ONAL,
-- For strings
i sAMenber O [9] SEQUENCE OF Ret ai nedDat aRecord OPTI ONAL,
}
RequestPriority ::= OCTET STRI NG
-- Priority considerations are a matter for national inplenmentation
-- This standard nmakes no statement regarding how such priorities are represented or used
Request Acknow edgenent ::= SEQUENCE
{
suggest edConpl eti onTine [1] GeneralizedTi ne OPTI ONAL,
-- Indicative tine that results will be ready
-- Purely informational, not binding for either party
}
-- Definitions of Response nessage and acknow edgenent
ResponseMessage :: = SEQUENCE
{
responsesSt at us [1] ResponseSt at us,
responsePayl oad [2] SEQUENCE OF ResponseRecord OPTI ONAL,
-- Cause 6 explains use of this field
-- A responseUnavai |l abl e nessage shall not have a responsePayl oad (see cl ause 5.3.1)
-- The responseConpl ete and responsel nconpl ete nmessage shall have a responsePayl oad
-- If there are no responses, the responsePayl oad is present but has zero entries
nat i onal ResponsePayl oad [3] Nati onal ResponsePayl oad OPTI ONAL,
-- to be defined on a national basis
-- only to be used in case the present document cannot fulfil the national requirements
responseNunber [4] | NTEGER OPTI ONAL,
-- nunber to identify partial results within parallel nulti-part delivery
nunber O Recor dsFound [5] I NTEGER OPTI ONAL
-- Indicates the total nunmber of records found by the CSP when the value set in the
-- nunber O RecordsLimt has been reached or exceeded.
-- (see clause 6.3.3.4)
}
ResponseStatus ::= CHO CE
{
responseConpl et e [1] NuLL,
-- No further results to come
responsel nconpl et e [2] NULL,
-- There will be at |east one further response nessage to come
responseUnavai | abl e [3] NULL,
-- See clause 5.3.1
responseFai | ed [4] Furtherlnformation,
-- See clauses 6.2.2.2 and 6.3.3.2
}
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ResponseRecord
{

.= SEQUENCE

recor dNunber

recor dPayl oad

addi tional I nformation
-- see clause 6.2.4

nat i onal Recor dPayl oad

[1] | NTEGER,
[2] RetainedDat aRecord,
[3] Additionallnformation OPTI ONAL,

[4] National RecordPayl oad OPTI ONAL,

-- To be defined on a national basis
-- Only to be used in case the present document cannot fulfil the national requirements

}
Addi tional | nformati on ::= SEQUENCE
{
contact | nformati on [1] UTF8String OPTI ONAL,
-- Nanme or address of operator or person who may have further information
ot her| nformation [2] UTE8String OPTI ONAL,
}
Ret ai nedDat aRecord ::= CHO CE
{
t el ephonyRecord [1] Tel ephonyRecord,
-- Details are defined in Annex B
nessageRecord [2] MessageRecord,
-- Details are defined in Annex C
net wor kAccess [3] NetworkAccessRecord,
-- Details are defined in Annex E
mul ti medi aRecord [4] Miltinmedi aRecord
-- Details are defined in Annex D
-- Oher services will be included (as they are inplenented)
}
ResponseAcknow edgenent ::= CHO CE
{
-- Acknow edges a response has been sent
acknow edgeConpl et eResul t's [1] NULL,
acknow edgeParti al Resul ts [2] NuLL,
acknow edgeParti al Resul t sNunmber [3] | NTEGER
-- nunber to acknow edge a specific resultMessage within parallel nmulti-part delivery
}

-- Definitions of an error nmessage and acknow edgmnent

FurtherlInformation ::= SEQUENCE
{
information [1] UTE8Stri ng,
contact | nformati on [2] UTE8String OPTI ONAL,
cat égori sedErrorDescription [3] CategorisedErrorDescription OPTI ONAL
-- see 6.4
}
Cat egori sedErrorDescription ::= SEQUENCE
{
val ue [1] I NTEGER,
description [2] UTF8String OPTI ONAL,
}
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-- Definitions of a cancel nessage and acknow edgenent

Cancel Message ::= NULL
-- Cancel s an active request

Cancel Acknow edgenent ::= NULL
-- Acknow edges the recei pt of a cancel nessage (no other information required)

-- Definitions of status request and response nmessages

Cet St at usMessage :: = SEQUENCE
{
request Nunber s [1] SEQUENCE OF Request Nunber,
}
St at usMessage :: = SEQUENCE
{
st at usResponse [1] SEQUENCE OF St at usResponse,
}
St at usResponse :: = SEQUENCE
{
request Nunber [1] Request Nunber,
request St at us [2] Request St at us,
}
Request Status ::= CHO CE
{
r eady [1] NuLL,
i nconpl et eResul t sReady [2] NULL,
fai | ureResponseReady [3] NULL,
not Ready [4] NuLL,
error [5] Furtherlnformation,
inDelivery [6] NULL,
i nval i dRequest | D [7] NULL,
}
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-- Definitions of status get results nmessages

Get Resul t sMessage ::= NULL
-- No further information required (the RequestID is given in the header)

-- National paraneters

Nat i onal Request Paraneters ::= SEQUENCE
{
count ryCode [1] UTF8String (SIZE (2)),
-- Country Code according to | SO 3166-1 [4],
-- the country to which the paranmeters inserted after the extension marker apply.

-- In case a given country wants to use additional national parameters according to its |aw,
-- these national paraneters should be defined using the ASN.1 syntax and added after the
-- extension marker (...).

-- It is recommended that an version indicator is included in the national paraneters

-- definition.

}
Nat i onal ResponsePayl oad :: = SEQUENCE
{
count ryCode [1] UTF8String (SIZE (2)),
-- see comment in National Request Paraneters
}
Nat i onal Recor dPayl oad :: = SEQUENCE
{
count ryCode [1] UTF8String (SIZE (2)),
-- see comment in National Request Paraneters
}
Suppl ement ar yRequest ::= CHO CE
{
nat i onal Suppl ement ar yRequest [1] Nati onal Suppl enent ar yRequest ,
}
Suppl enent ar yResponse ::= CHO CE
{
nat i onal Suppl ement ar yResponse [1] Nati onal Suppl enent ar yResponse,
}
Nat i onal Suppl enent ar yRequest :: = SEQUENCE
{
countryCode [1] UTF8String (SIZE (2)),
-- Country Code according to | SO 3166-1 [4],
-- the country to which the paraneters inserted after the extensi on marker apply.
-- In case a given country wants to use additional national paranmeters according to its |aw,
-- these national paraneters should be defined using the ASN.1 syntax and added after the
-- extension marker (...).
-- It is recommended that a version indicator is included.
}
Nat i onal Suppl enent ar yResponse ::= SEQUENCE
{
countryCode [1] UTF8String (SIZE (2)),
-- Country Code according to | SO 3166-1 [4],
-- the country to which the paranmeters inserted after the extension marker apply.
-- In case a given country wants to use additional national parameters according to its |aw,
-- these national paraneters should be defined using the ASN. 1 syntax and added after the
-- extension marker (...).
-- It is recommended that a version indicator is included.
}
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Ti meSpan :: = SEQUENCE
startTinme [1] GeneralizedTi ne OPTI ONAL,
endTi me [2] GeneralizedTi me OPTI ONAL,

durati onTi e [3] I NTEGER OPTI ONAL
-- duration in seconds

}
-- Definitions for Generic Subscriber Information
Generi cSubscriberlnfo ::= SEQUENCE
{
organi zati onlnfo [1] Organi zationlnfo OPTI ONAL,
i ndi vi dual I nfo [2] Individuallnfo OPTI ONAL,
}
Organi zationl nfo ::= SEQUENCE
{
name [1] UTF8String OPTI ONAL,
-- name of the organization
contactDetails [2] ContactDetails OPTI ONAL,
-- address, and nane/ phone nunber of a point of contact
national Regi strationl D [3] UTF8String OPTI ONAL,
-- e.g. social security nunber
regl st er edAddr ess [4] Addresslnformati on OPTI ONAL,
tradi ngAddr ess [5] Addresslnformation OPTI ONAL,
ot her Addr esses [ 6] SEQUENCE OF O her Address OPTI ONAL,
groupl D [7] UTF8String OPTI ONAL,
-- identity of organization group
gr oupAdmi ni strator [8] UTE8String OPTI ONAL,
-- identity of organization adm nistrator
conpanyType [9] UTF8String OPTI ONAL,
-- type of conpany
vat Enabl ed [10] BOOLEAN OPTI ONAL,
-- VAT enabl ed or not
vat Nurber [11] UTF8String OPTI ONAL,
-- VAT nunber
createl P [12] | PAddress OPTI ONAL,
-- | P used to create the subscriber account
createTine [13] GeneralizedTi ne OPTI ONAL,
-- time that subscriber account was created
nodi fi edDat e [14] GeneralizedTi me OPTI ONAL
-- date that subscriber account was nodified
}
I ndi vi dual I nfo ::= SEQUENCE
{
nanme [1] PersonNanme OPTI ONAL,
cont act Addr ess [2] ContactDetails OPTI ONAL,
dateOBirth [3] GeneralizedTi ne OPTI ONAL,
gender [4] ENUMERATED
mal e(0),
femal e(1),
} OPTI ONAL,
i dentificationNunber [5] UTF8String OPTI ONAL,
aut henti cationlnfo [6] Authenticationlnfo OPTI ONAL,
prof essi on [7] UTF8String OPTI ONAL,
ot her Addr esses [8] SEQUENCE OF O her Address OPTI ONAL,
createTi ne [9] GeneralizedTi ne OPTI ONAL
-- time that subscriber account was created
}
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Per sonNane ::= SEQUENCE
{
sal utation [1] UTF8String OPTI ONAL,
sur name [2] UTF8String OPTI ONAL,
-- the non-chosen or inherited nane of an individual, e.g. "Arend"
sur namePr ef i x [3] UTF8String OPTI ONAL,
-- any prefix before the surnanme, e.g. "von", "van der"
sur nameSuf fi x [4] UTF8String OPTI ONAL,
-- any suffix after the surnanme, e.g. "Jr", "III"
m ddl eNanes [5] UTF8String OPTI ONAL,
-- that part of the nane excluding forenane, separable and precedi ng the surnane
firstnane [6] UTF8String OPTI ONAL,

-- the first name or initials, e.g. "Peter"

secondsur name [7] UTE8String OPTI ONAL,

-- a second surnane is used in several countries
secondsurnanmePrefix [8] UTF8String OPTI ONAL,
secondsur nameSuf fi x [9] UTF8String OPTI ONAL

}
ContactDetails ::= SEQUENCE
{
addr ess [1] Addresslnformati on OPTI ONAL,
enai | Addr ess [2] UTF8String OPTI ONAL,
cont act Nunber [3] SEQUENCE OF PartyNunber OPTI ONAL,
-- several nunbers (work, home, nobile) may be given for a single subscriber
addl ti onal Enmi | Addr esses [4] SEQUENCE OF UTF8String OPTI ONAL
-- several emmil addresses may be given for a single subscriber
}
Addressinformation ::= SEQUENCE
{
f | at Nunber [1] UTF8String OPTI ONAL,
bui | di ngName [2] UTF8String OPTI ONAL,
bui | di ngNunber [3] UTF8String OPTI ONAL,
street Name [4] UTF8String OPTI ONAL,
poBox [5] UTF8String OPTI ONAL,
-- PO box or Response nunber
post al Code [6] UTE8String OPTI ONAL,
-- Postal code. Exanple: 2289AC
region [7] UTF8String OPTI ONAL,
provi nce [8] UTF8String OPTI ONAL,
| anguage [9] UTE8String OPTI ONAL,
city [10] UTF8String OPTI ONAL,
country [11] CountryCode OPTI ONAL,
-- Country code as defined in | SO 3166-1 [4]
validity [12] Ti meSpan OPTI ONAL,
-- time fromwhich the address was registered
reI ’at edOrgani zationlnfo [13] Organi zati onl nfo OPTI ONAL,
r el at edPer sonNane [14] PersonName OPTI ONAL,
ot her| nformation [15] UTE8String OPTI ONAL
-- additional information in cases of divergent addresses
}
O her Address :: = SEQUENCE
{
addr ess [1] Addresslnformation OPTI ONAL,
addr essType [2] UTF8String OPTI ONAL,
-- Description of the type of address that has been given in the address field
addr essCommrent s [3] UTE8String OPTI ONAL,
-- Any extra information to aid the understanding of the address given
}
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Aut henti cationlnfo ::= SEQUENCE
aut henti cati onType [1] UTF8String OPTI ONAL,

aut henti cati onNunber [2] UTF8String OPTI ONAL,

i ssw ngCountry [3] UTF8String (SIZE (2)) OPTI ONAL,
i ssui ngOrgani zation [4] UTF8String OPTI ONAL,
nationality [5] UTE8String OPTI ONAL
}
Paynent Detai |l s ::= SEQUENCE
{
bi I'l'i ngMet hod [1] BillingMethod OPTI ONAL,
bankAccount [2] BankAccount OPTI ONAL,
bi | Ii ngAddr ess [3] ContactDetails OPTI ONAL,
bi I Ii ngl denti fier [4] Billingldentifier OPTI ONAL
}
BankAccount ::= SEQUENCE
{
i BAN [1] 1 BAN OPTI ONAL,
bl C [2] BIC OPTI ONAL,
account Hol der [3] UTE8String OPTI ONAL,
nat i onal Account Nunber [4] UTF8String OPTI ONAL,
-- To be used in case that the account hol ding bank has no | BAN
nat i onal BankNunber [5] UTF8String OPTI ONAL,
-- To be used in case that the account hol ding bank has neither |BAN nor BIC
bankNane [6] UTF8String OPTI ONAL,
.sé.p;aRef Nunber [7] UTF8String OPTI ONAL
-- To be used for referenceNunber of a SEPA direct debit mandate
}
I BAN :: = UTF8String
-- International Banking Account Nunber
-- format as per |SO 13616-1 [28]
BIC ::= UTF8String
-- Business ldentifier Code
-- format as per |1SO 9362 [29]
Bi I I'i ngMet hod :: = ENUMERATED
{
debi t (0),
transfer(1),
prepai d(2),
}

ETSI




55

ETSI TS 102 657 V1.22.1 (2018-09)

A.3.4 Schematic representation of top level ASN.1

Ret ai nedDat aMessage

| rdHeader | D
| retai nedDat aHeader
I request| D
F countryCode
F aut hori sedOr gani sationl D
F request Number
L external I dentifier
I CSPI D
I timestanp
I thirdPartyCSPI D
I request Type
L request Fl ag
| retai nedDat aPayl oad
I request Message
| requestPriority
| request Paraneters

equal s

L Ret ai nedDat aRecord
not Equal s

L Ret ai nedDat aRecord
| essThan

L Ret ai nedDat aRecord
| essThanOr Equal To

L Ret ai nedDat aRecord
great er Than

L Ret ai nedDat aRecord
gr eat er ThanOr Equal To

L Ret ai nedDat aRecord
startsWth

L Ret ai nedDat aRecord
endsWth

L Ret ai nedDat aRecord
i saMenber O

L Sequence of RetainedDataRecord - See figure A 3

del i veryPoi nt H B
maxH ts

nati onal Request Par aneters

maxRecor dsPer Bat ch
nunber Of RecordsLi mi t

| request Acknow edgenent
| responseMessage

| responseAcknow edgenent
I error Message

| cancel Message

| cancel Acknow edgenent

I get St at usMessage

I statusMessage

| get Resul t sMessage

suppl ement ar yMessage
suppl ement ar yResponse

L retai nedDat aDi gest

NOTE:

figure
figure
figure
figure
figure
figure
figure

figure

A
A
A
A
A
A
A
A

.3

.3

This figure should be regarded only as an aid to understanding. In the event of a discrepancy between this
figure and the text of the ASN.1 specification the ASN.1 specification is the leading one.

Figure A.2: Schematic representations of the major top-level ASN.1 structures

Ret ai nedDat aRecord
} tel ephonyRecord - see Annex B
I messageRecord - see Annex C

F nul timedi aRecord - see Annex D
L

net wor kAccess - see Annex E

NOTE:

This figure should be regarded only as an aid to understanding. In the event of a discrepancy between this
figure and the text of the ASN.1 specification the ASN.1 specification is the leading one.

Figure A.3: Schematic representations of the RetainedDataRecord structure
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Generi cSubscriberinfo

F organi zationl nfo

| } nane

| contactDetails

L nati onal Regi stration
di vi dual I nfo

I nane

| cont act Addr ess

I dateOfBirth

I gender

| identificati onNunber
| aut henticationlnfo

L prof ession

|
|
L

>

NOTE:  This figure should be regarded only as an aid to understanding. In the event of a discrepancy between this
figure and the text of the ASN.1 specification the ASN.1 specification is the leading one.

Figure A.4. Schematic representations of the GenericSubscriberIinfo structure

Paynent Det ai | s

F billingMethod
b bankAccount

L billingAddress

NOTE:  This figure should be regarded only as an aid to understanding. In the event of a discrepancy between this
figure and the text of the ASN.1 specification the ASN.1 specification is the leading one.

Figure A.5: Schematic representations of the PaymentDetails structure
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Annex B (normative):
Service-specific details for telephony services

B.1  Scope

Telephony services cover those services offering the facilities listed below. It covers services that provide PSTN/ISDN
functionality (either offered over PSTN/ISDN or emulated PSTN/ISDN over IP) including GSM/UMTS-CS, SMS and
MMS.

A user may expect a service that offers the capability e.g. to:
. Dial telephone numbers.
. Get adia tone and outgoing/incoming ringing tones.
e  Conduct conversation with one or more other parties.
. Hang up.
e Answer when the phone rings.

° Use abasic set of value-added services.

B.2 Telephony fields

B.2.1 General

This clause describes the fields and parameters of the Telephony ASN.1 definitions given in clause B.3. This clauseis
to be read in conjunction with the notes in the ASN.1 definitions themsel ves and the definitionsin clause A.1.1.

B.2.2 Telephony Subscriber

B.2.2.0 General

This clause contains information on subscriber, and the subscribed services, independent of actual usage.

Table B.1: TelephonySubscriber parameters

. M/O
Field name Value (see clause A.1.1)
subscriber| D A unique identifier for a particular subscriber within a CSP. o]
generi cSubscri berlnfo A unigue identifier for this particular subscriber within the CSP. 0
t el ephonySubscri berlnfo Service specific information about the subscriber. ®]
subscr i bedTel ephonySer vi ces h;s\t:f services details that a subscriber (or account) may o

B.2.2.1 subscriber ID

subscriberID isaunique identifier for a particular subscriber within a CSP, for example an account number. The format
and content of thisfield isfor CSPsto determine. The only requirement is that the subscriber ID is unique for each
subscriber within the CSP.
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B.2.2.2 genericSubscriberinfo

Common information such as name and address is stored in the GenericSubscriberinfo structure. Thisis defined in the
service-independent annex A.

B.2.2.3 telephonySubscriberinfo

Information about the subscriber which is specific to telephony servicesis contained in the TelephonySubscriberinfo
structure. Thisisfor further study.

B.2.2.4 subscribedTelephonyServices

B.2.2.4.1 Description

There shall be a SubscribedT e ephonyService structure for each subscription the subscriber holds. The parameters are
asfollows.

Table B.2: SubscribedTelephonyServices parameters

. M/O
Field name Value (see clause A.1.1)
: A unique identifier within the operator for the service
servicel D or tariff subscribed to. ©
: A unique identifier for the service provider. The format

provider! D of this field is to be determined by national agreement. 0
Time over which the subscription was held. If the

ti meSpan subscription is active, the endTime shall not be (0]
populated.
The telephone number(s) assigned to the subscriber

regi st eredNunber s as part of this subscription, if applicable (multiple e.qg. (0]
in GSM for voice/fax/data, ISDN MSNs).

r egi st er edl OCl D Integrated Circuit Card ID in cases of single SIM card o
contracts.

servi ceType The type of service subscribed to. O]

i nst al | ati onAddr ess The.installat.ion ao!dress for the subscriber's o
equipment, if applicable.

connect i onDat e Date vyhen the subscriber was act_ua_lly connected that o
may differ from the start of subscription.

i MBI IMSI of the subscriber. O

carrierPresel ect Indication of the carrier preselection. O

I'i neSt at us CSP specific description of the current line status. O
List of all known devices allocated to this user for this

al | ocat edDevi cel Ds subscription. The user may use other devices in o
addition (or instead of) these devices.

pUKCode PUK C(_)dge for_the S_IM card associated with this o
subscription, if applicable.

pUK2Code PUK2 pode fqr the SIM card associated with this o
subscription, if applicable.

i VEI IMEI of the subscriber. O

nat i onal Tel ephonySubscri ptionl nf o |Defined on a national basis. O

: Details for payment (e.g. associated bank account,

payment Detail s billing method o billing address). o

del i ver yAddr ess The delivery address for equipment, if applicable. o

resel | er Address The address of the reseller or dealer, if applicable. 6]

ot her Addr esses Used if _th_ere are addresses for_ the subscription which o
do not fit into the other categories.

r egi st er edNunber sl nf o Informatlon about timespan of the active number and o
disable reasons.

r egi st er edl CCl Ds Integrated Circuit Card IDs in cases of MultiSIM card o
contracts.

: Information on login details, e.g. in case of a
| ogi nl nf os
gl VMS/UMS account. o
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B.2.3 Telephony Billing Details

B.2.3.0 General

The TelephonyBillingDetails structure gives information about the subscribers billing history for a particular
subscription. The parameters are as follows.

Table B.3: TelephonyBillingDetails parameters

. M/O
Field name Value (see clause A.1.1)
subscri ber| D A unique identifier for a particular subscriber within a CSP. 0
servi cel D A uniqge identifier within the operator for the service or tariff o
subscribed to.

bi I | i ngAddr ess The billing address for this subscription. o

—_— . A unique identifier for billing purposes. The format of this field is for
billingldentifier CSPs 10 determine. (0]

_ A sequence of billing records, one for each payment by the
bi Il R d . . -

tilrngrecords subscriber on this subscription - see clause B.2.3.1. o
B.2.3.1 BillingRecords
Each billing record contains information for a particular payment. The parameters are as follows.

Table B.4: BillingRecords parameters
. M/O
Field name Value (see clause A.1.1)
time Time of the payment. @)
pl ace Location of the payment. O
anmount The amount of the payment, in currency specified. o]
currency Currency of payment, in ISO 4217 [5] format. O]
net hod Type of payment (e.g. credit card, top-up voucher). o
The format of this field is for agreement with the CSP.

nat i onal Tel ephonyBi | | i ngRecor ds |Defined on a national bases. O
transactionl D Unigue reference. O)
transacti onSt at us Sttélt)us of the transaction (i.e. "declined", "succeeded", o
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B.2.4 TelephonyServiceUsage

B.2.4.1 Parameters

The TelephonyServiceUsage structure is used for service usage information, such as call data records. The parameters
are asfollows.

Table B.5: TelephonyServiceUsage parameters

. M/O
Field name Value (see clause A.1.1)
partyl nformation A list of partylnformation structures (see clause B.2.4.2). o]
Total time for this service usage. Not that the time of
conmuni cati onTi ne involvement of individual parties may be shorter (see o
clause B.2.4.2).
A list of telephony events that occurred during this call.
: Telephony events may relate to Call Forwarding,
eventlnfornation Conference Calls, Messaging, etc. (listed in the ASN.1 in ©
clause B.3).
endReason The Q.850 cause code for the termination of the call. o]
communi cati onType The type of call. O)
bear er Servi ce The bearer service for the call. O
smsl nformation SMS information for the service usage, if applicable. (6]
ri ngbDuration Ring duration, given in seconds. O
mrsl nf or mat i on MMS information for service usage, if applicable. (©)
nat i onal Tel ephonySer vi ceUsage |Defined on a national basis. ®)
S : Identifier or a combination of identifiers as used by the
operator Speci fi cCal | Details CSP to classify the call for billing procedures. ©

B.2.4.2 Partylnformation

A Partylnformation structureisfilled in for each party involved in the communication. The parameters for Telephony
services are as follows.

Table B.6: Partylnformation parameters

. M/O
Field name Value (see clause A.1.1)
partyRol e Role for this party (e.g. called, calling). O
part yNunber Number for this party in E.164 format. (6]
. Subscriber identifier, unique identifier for subscriber
subscriber!D (see clause B.2.2.1). ©
devicel D Device identifier. o]
| ocati ons Location(s) encountered during a call. O
Time that this party was involved in the call, if this
conmuni cat i onTi me was a multlpqrty call. Shall be omltt.ed if it is the o
same as the time of the whole service usage
(see clause B.2.4.1).
i VS IMSI of the party. )
nat ur eOf Addr ess Nature 9f Ihe _address - ma}ll be""lnterngtlonal ) o
number”, "national number" or "subscriber number".
f or war dedTr ansf er r edNunber Forwarded number if call was transferred. 0
term nati ngTransf erredNunber Terminating number if call was transferred. )
enai | Addr ess e mail address of the party for MMS. O
i VEI IMEI of the party. O)
: . Detailed location information per call and party
tail L t . . ’
detai | edLocati on e.g. geoCoordinates for this partyNumber. ©
nat i onal Tel ephonyPartyl nf or mati on |Defined on a national basis. ©)
partyType Zt;ép)e of party (e.g. operator provided voicemaiil, o
diall edDigits E]ESS dialled by the party (e.g. subscriber controlled o
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B.2.4.3 SMSiInformation

A SMsInformation structureiif filled in when a SMSisinvolved in the communication. The parameters are as follows.

Table B.7: Smsinformation parameters

. M/O
Field name Value (see clause A.1.1)

snEEvent Type of message event - may be single short message, a part of a o
composite message, a composite message, a notification message.

smsType Type of sms transferred on SC - MS interface. O

SESt at us Status reached by the sms, i.e. submitted, delivered (listed in the ASN.1 in o
clause B.3).

smsCnRef Nr Concatenated short message reference number, in ETSI TS 123 040 [16]. ¢]

smsNunf SM Number of short messages transferred in case of composite messages. o]

snmsNot i fyl nd Delivery naotification message generated by messaging centre. O
Transfer Layer Protocol - Protocol Identifier (TP-PID), in ETSI

snsProtocol I d TS 123 040 [16], (0]

B.2.4.4 Mmsinformation

A Mmslnformation structure isfilled in when aMMS isinvolved in the communication. The parameters are as follows.

Table B.8: MmsInformation parameters

M/O

Field name Value (see clause A.1.1)

Type of message event - may be a multimedia message, a multimedia
mrs Event notification message, a multimedia delivery report message, a @)
multimedia read reply message.

Status reached by the mms, i.e. submitted, delivered (listed in the ASN.1
in clause B.3).

s St at us The status "delivered-application” indicates that the MMS was retrieved o
by something other than a mobile handset; for example, a web browser.

msNot i f 1 nd Delivery notification message generated. O
Modifications performed on the message - may be none, modified,

s M ghbd stripped (if some parts of the message has been removed). o

B.2.5 TelephonyDevice

B.2.5.1 General

The TelephonyDevice structure is used to describe devices such as mobile handsets.

Table B.9: TelephonyDevice parameters
. M/O
Field name Value (see clause A.1.1)
devi cel DType Indicates the type of identifier used in TelephonyDevicelD, e.g. IMEI. o

(See ASN.1 for permissible types.)

Unique identifier for the telephony device. If this identifier happens to
t el ephonyDevi cel D have a particular format (e.g. IMEL.), then this may be indicated o)
using devicelDType.

Identity of a known user of this equipment.

This identity may be registered in cases where the provider has
supplied the user with a device. It may also be recorded ad-hoc
based on service usage data, depending on national legislation.

subscri berl D
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B.2.6 TelephonyNetworkElement

B.2.6.1 General

The TelephonyNetworkElement structure is used to describe network elements such as mobile cells.

Table B.10: TelephonyNetworkElement parameters

. M/O
Field name Value (see clause A.1.1)
t el ephonyNet wor ki D IUDr;ique identifier for the network element (e.g. MSC 0
cel | I nformation Locaf[ion information for this network element. See o
location parameters below (clause B.2.6.2).
validity Time peripd during which the information given in this 0
structure is or was valid.
nat i onal Tel ephonyNet wor KEl ement |Defined on a national basis. ®)
Characteristics of the transmitter, e.g. beam-width,
transmtterDetails radiated power, antenna height, frequency, @)
technology.
B.2.6.2 Location parameters
B.2.6.2.1 General
The Location structure contains location information for the network element.
Table B.11: Location parameters
. M/O
Field name Value (see clause A.1.1)
e164- Nunber E.164 number in ISUP format (see ETSI EN 300 356 [7]). O]
gl obal Cel I' I D Global cell ID in ETSI TS 100 974 [8] format. o
Routing Area Identifier in current SGSN, in ETSI TS 124 008 [9]
rAl format, without Routing Area Identification IEI (only last 6 octets ¢}
are used).
gsniocation GSM location, details as defined in clause B.3. 0
unt sLocati on UMTS location, details as defined in clause B.3. @)
sAl Service Area Identifier, in ETSI TS 125 413 [31] format. O
Routing Area Identifier in old SGSN, in ETSI TS 124 008 [9]
ol dRAI format, without Routing Area Identification 1EI (only last 6 octets 0
are used).
postal Locati on Postal address of the location. 0
ext endedLocat i on Extended location information (see clause B.2.6.2.4). 0]
This field contains the User Location Information of the MS as
: : defined in ETSI TS 129 274 [32] for EPC case, if available.
userLocat i onl nfor mat i on (Non-EPC case user location information is covered by the ©
above parameters in this table i.e. globalCelllD, rAl, sAl).
The "Tracking Area Identity" (TAI) is coded in accordance with
ETSI TS 129 118 [34] without the TAI IEIl. The tAl parameter is
t Al applicable only to the CS traffic cases (e.g. SMS over SGs) o
where the available location information is the one received from
the Mobility Management Entity (MME) according to ETSI
TS 123 272 [35].
The "E-UTRAN Cell Global Identity" (E-CGI) is coded in
accordance with ETSI TS 129 118 [34] without the E-CGI IEI.
eCq The eCGI parameter is applicable only to the CS traffic cases o
(e.g. SMS over SGs) where the available location information is
the one received from the Mobility Management Entity (MME)
according to ETSI TS 123 272 [35].
mariti meTransport Provides information about the mobile cells embarked on ships o

using satellite transponder backhaul.
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. M/O
Field name Value (see clause A.1.1)
ai r Transpor t Provides information about the mobile cells embarked on aircraft o

using satellite transponder backhaul.

bSSI D The Basic Service Set Identification of the WLAN Access Point. ]

Equivalent to the MAC address of the Access Point.

NOTE:  The population of the maritimeTransport and airTransport fields is a national issue and out of scope for the
present document.

B.2.6.2.2 GSM Location Information

Table B.12: GSMLocation parameters

. M/O
Field name Value (see clause A.1.1)
geoCoor di nat es g\;gﬁlgiaphlcal latitude-longitude location. Formats as described in 0
ut nCoor di nat es Unive_rsal '_I'ransverse Mercator location. Formats of individual fields 0
described in ASN.1 comments.
ut nRef Coor di nat es Universal Transverse Mercator reference co-ordinates. ¢]
wGS84Coor di nat es WGS84 co-ordinates, format as defined in ETSI TS 101 109 [12]. O
: Geographical decimal latitude-longitude location. Formats as
geoCoor di nat esDec described in ASN.1. o
B.2.6.2.3 UMTS Location Information
Table B.13: UMTSLocation parameters
. M/O
Field name Value (see clause A.1.1)
poi nt Geographical latitude-longitude location. Latitudes and longitudes 0
specified as integers, with additional latitude sign.
poi nt W t hUncer t ai nt y Geographigal Iatitud_e-longitude chation with additional uncertainty o
code to indicate radius of uncertainty.
pol ygon Sequence of latitude-longitude locations that define a polygon. ®)
B.2.6.24 Extended Location
Table B.14: Extended location parameters
. M/O
Field name Value (see clause A.1.1)
s Geographical coordinate or postal address of the location, details as defined
pot ) @)
in clause B.3.
circle Geographical coordinate or postal address of the location, each with radius,
: ) . ]
details as defined in clause B.3.
r egi on Corner marks of an area, consisting of geographical coordinates or postal 0
addresses of locations, details as defined in clause B.3.
rout e Stretch of way, consisting of geographical coordinates or postal addresses o
of locations, details as defined in clause B.3.
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B.2.6.3 TransmitterDetails parameters

B.2.6.3.1 General

The TransmitterDetail s structure contains transmitter information for the network element.

Table B.15: TransmitterDetails parameters

. M/O
Field name Value (see clause A.1.1)
al ternativel D Alternative naming scheme for cells. 6]
beam dt h Beam width in degrees. o
radi at edPower Radiated power in watts. O]
ant ennaHei ght Height of antenna from ground in metres. O
range Indication of range or radius of cell or sector coverage in o
meters.
frequency Transmitter frequency in kHz. 0]
t echnol ogy VTVTEEImltter technology, e.g. gen2G, gen3G, eUTRAN, o
nati onal Transm tterDetail s |Defined on a national basis. O]

B.3  ASN.1 definitions for telephony

Tel ephonyRecord ::= CHO CE
{
t el ephonySubscri ber [1] Tel ephonySubscri ber,
tel ephonyBillingDetails [2] Tel ephonyBillingDetails,
t el ephonyServi ceUsage [3] Tel ephonyServi ceUsage,
t el ephonyDevi ce [4] Tel ephonyDevi ce,
t el ephonyNet wor kEl enent [5] Tel ephonyNet wor kKEl enent ,
}

-- Definitions of Subscriber Data

Tel ephonySubscri ber ::= SEQUENCE
{
subscriber| D [1] Tel ephonySubscri berld OPTI ONAL,
-- unique identifier for this subscriber, e.g. account nunber
generi cSubscri berlnfo [2] GenericSubscriberlnfo OPTI ONAL,
-- generic personal information about this subscriber
t el ephonySubscri ber | nfo [3] Tel ephonySubscri berlnfo OPTI ONAL,
-- service-specific information about this subscriber
subscri bedTel ephonyServi ces [4] SEQUENCE OF Subscri bedTel ephonyServi ces OPTI ONAL,

-- a subscriber (or account) may have nore than one service |isted against them

nat i onal Tel ephonySubscri berlnfo [5] National Tel ephonySubscri ber|nfo OPTI ONAL
-- To be defined on a national basis
-- Only to be used in case the present docunment cannot fulfil the national requirenents

}
Nat i onal Tel ephonySubscri berlnfo ::= SEQUENCE
{

count ryCode [1] UTF8String (SIZE (2)),

-- see comment in National Request Paraneters

}
Tel ephonySubscriberld ::= UTF8String

-- unique identifier for this subscriber, e.g. account nunber
Tel ephonySubscriberinfo ::= NULL

-- Reserved
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Part yNunber | nfo ::= SEQUENCE
{
part yNunber [1] PartyNunmber OPTI ONAL,
-- referenced partyNunber for the additional information in this type
ti meSpan [2] Ti meSpan OPTI ONAL,
-- start and end date if applicable in which the nunber was active
di sabl eReason [3] UTE8String OPTI ONAL,
-- reason of tenporarily disable procedure - if applicable
}
I CC DInfo ::= SEQUENCE
i CCl D [1] UTF8String OPTI ONAL,
ti meSpan [2] Ti meSpan OPTI ONAL,
-- activation- and deactivation-date if applicable in which the ICCID was active
pUK [3] UTF8String OPTI ONAL,
-- PUK code associated with the I1CCl D
pUK2 [4] UTF8String OPTI ONAL,
-- PUK2 code associated with the | CCID
i VSl [5] 1 MSI OPTI ONAL
}
Logi nl nfo ::= SEQUENCE
{
I ogin [1] UTE8String OPTI ONAL,
-- login used for authentication, usually a username or email address
password [2] UTF8String OPTI ONAL,
servi ceName [3] UTF8String OPTI ONAL,
-- short description of the kind of service the login / password is used for
needsAddi ti onal Aut henti cation [4] BOOLEAN OPTI ONAL,
-- true if additional authentication nethods are required, |ike security questions or
-- e-tokens
ti meSpan [5] Ti meSpan OPTI ONAL,
-- timespan when the login / password was valid
}
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Subscri bedTel ephonyServi ces ::= SEQUENCE
{
servicel D [1] UTF8String OPTI ONAL,
-- Unique identifier for this service within the operator
provider| D [2] UTF8String OPTI ONAL,
-- Unique identifier for the service provider
ti meSpan [3] TimeSpan OPTI ONAL,
-- Start and end data, if applicable, of the subscription
regi st eredNunber s [4] SEQUENCE OF PartyNumber OPTI ONAL,
-- The set of tel ephone nunbers registered for this service
regi steredl CCl D [5] UTF8String OPTI ONAL,
servi ceType [6] Tel ephonyServi ceType OPTI ONAL,
instal | ati onAddress [ 7] Addresslnformati on OPTI ONAL,
-- installation address, if different fromthe registered address
connecti onDat e [8] GeneralizedTi me OPTI ONAL,

-- Date the subscriber was actually connected
-- (May differ fromthe start of subscription)

i MBI [9] IMSI OPTIONAL,
carrierPresel ect [10] BOOLEAN OPTI ONAL,
l'i neSt at us [11] UTF8String OPTI ONAL,

-- CSP-specific description of current line status, e.g. "Active", "Ceased", etc.
al | ocat edDevi cel Ds [12] SEQUENCE OF Tel ephonyDevi cel D OPTI ONAL,
pUKCode [13] UTF8String OPTI ONAL,
pUK2Code [14] UTF8String OPTI ONAL,

i MEI [15] SEQUENCE OF | MEI OPTI ONAL,

nat i onal Tel ephonySubscri ptionl nfo [16] Nati onal Tel ephonySubscri ptionl nfo OPTI ONAL,
-- To be defined on a national basis
-- Only to be used in case the present document cannot fulfil the national requirements

paynent Detai |l s [17] Payment Details OPTI ONAL,
subscripti onType [18] SubscriptionType OPTI ONAL,
-- Describes the nature of the subscription
del i ver yAddr ess [19] Addresslnformati on OPTI ONAL,
resel | er Addr ess [20] Addresslnformati on OPTI ONAL,
ot her Addr esses [21] SEQUENCE OF O her Address OPTI ONAL,
regi st eredNunber sl nfo [22] SEQUENCE OF PartyNunber!| nfo OPTI ONAL,
-- information about tinmespan of the active nunber and deactivation events
regi st eredl CCl Ds [23] SEQUENCE OF | CCl DI nfo OPTI ONAL,
-- in cases of MultiSIMcard contracts
| ogi nl nf os [24] SEQUENCE OF Logi nl nfo OPTI ONAL
-- e.g. login information according a VMS/ UMS account
}
SubscriptionType ::= ENUMERATED
unknown( 0),
post pay(1),
prepay(2),
ot her (3),
} . o
-- Describes the nature of the subscription
Nat i onal Tel ephonySubscri ptionlnfo ::= SEQUENCE
{
count ryCode [1] UTE8String (SIZE (2)),
-- see comment in National Request Paraneters
}
Tel ephonyBi |l | i ngDetails ::= SEQUENCE
{
subscri ber| D [1] Tel ephonySubscri berld OPTI ONAL,
servicel D [2] UTF8String OPTI ONAL,
bi | I'i ngAddr ess [3] ContactDetails OPTI ONAL,
billingldentifier [4] Billingldentifier OPTIONAL,
bi | li ngRecords [5] SEQUENCE OF BillingRecords OPTI ONAL,
nat | onal Tel ephonyBillingDetails [6] National Tel ephonyBillingDetails OPTI ONAL
-- To be defined on a national basis
-- Only to be used in case the present docunment cannot fulfil the national requirenments
}
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Nat i onal Tel ephonyBi | li ngDetails ::= SEQUENCE
{
count ryCode [1] UTF8String (SIZE (2)),
-- see comment in National Request Paraneters
}
Billingldentifier ::= OCTET STRI NG
-- Used to correlate billing information
-- useful if the bill-payer is not the subscriber, e.g. conpany nobiles
Bi | I'i ngRecords ::= SEQUENCE
{
tine [1] GeneralizedTi me OPTI ONAL,
pl ace [2] UTF8String OPTI ONAL,
anount [3] REAL OPTI ONAL,
currency [4] UTF8String (SIZE(3)) OPTI ONAL,
-- as per |SO 4217 [5]
met hod [5] UTF8String OPTI ONAL,
-- i.e. credit card, etc.
nat | onal Tel ephonyBi | | i ngRecords [ 6] National Tel ephonyBillingRecords OPTI ONAL,
-- To be defined on a national basis
-- Only to be used in case the present docunment cannot fulfil the national requirements
transactionl D [7] UTF8String OPTI ONAL,
-- Unique reference for this transaction/billing record
-- Details to be defined on a national basis
transactionStat us [8] UTF8String OPTI ONAL
-- Status of the transaction (i.e. "declined", "succeeded", etc.)
-- Details to be defined on a national bases
}
Nat i onal Tel ephonyBi | | i ngRecords ::= SEQUENCE
{
count r yCode [1] UTE8String (SIZE (2)),
-- see comment in National Request Paraneters
}
Tel ephonyServi ceType ::= ENUVERATED
private(0),
privat ePABX(1),
publ i cPayphone(2),
}
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-- Definitions of Service Usage Data

Tel ephonyServi ceUsage :: = SEQUENCE

partyl nformation [1] SEQUENCE OF Tel ephonyPartyl nformati on OPTI ONAL,
-- This paraneter provides the concerned party (Oiginating, Termnating or
-- forwarded party), the identity(ies) of the party and all the information
-- provided by the party

communi cati onTi me [2] TimeSpan OPTI ONAL,
-- Time and duration of the communication
event | nf ormati on [3] SEQUENCE OF Tel ephonyEvent | nformati on OPTI ONAL,
-- Alist of events that occurred during this service usage
endReason [4] 1 NTEGER OPTI ONAL,
-- Q 850 cause code for call termnation
conmuni cati onType [5] Tel ephonyConmuni cati onType OPTI ONAL,
bear er Servi ce [6] Tel ephonyBearer Servi ce OPTI ONAL,
smsl nf ormati on [7] Smslnformation OPTI ONAL,
ringDuration [8] I NTEGER OPTI ONAL,
msl nf ormati on [9] Mrslnformation OPTI ONAL,

nat i onal Tel ephonySer vi ceUsage [10] Nati onal Tel ephonyServi ceUsage OPTI ONAL,

-- To be defined on a national basis

-- Only to be used in case the present document cannot fulfil the national requirements
operatorSpecificCallDetails [11] UTF8String OPTI ONAL

-- CSP specific value which indicates the nature of a call

-- (e.g. "Calllndicator: GPR CallActionCode: 2")

}
Nat i onal Tel ephonyServi ceUsage :: = SEQUENCE
{
count ryCode [1] UTE8String (SIZE (2)),
-- see comment in National Request Paraneters
}
Tel ephonyPartyl nformati on :: = SEQUENCE
{
partyRol e [1] Tel ephonyPartyRol e OPTI ONAL,
par t yNunber [2] PartyNumber OPTI ONAL,
subscri ber| D [3] Tel ephonySubscriberld OPTI ONAL,
devi cel D [4] Tel ephonyDevi cel D OPTI ONAL,
| ocati ons [5] SEQUENCE OF Tel ephonylLocati on OPTI ONAL,
-- List of cell locations used by this party during the service usage
conmuni cati onTi me [6] Ti meSpan OPTI ONAL,
-- Time and duration of the communication
i MBI [8] IMSI OPTI ONAL,
nat ur er Addr ess [9] UTF8String OPTI ONAL,
-- Nature of address indicator, e.g. "National", "International"
f or war dedTr ansf err edNunber [10] PartyNumber OPTI ONAL,
term nati ngTransf erredNurmber [11] PartyNunber OPTI ONAL,
erTal | Addr ess [12] UTF8String OPTI ONAL,
-- used for MVS that supports also the use of E-Mail addresses (| ETF RFC 5322 [24])
i MEI [13] | MEl OPTI ONAL,
det ai | edLocati on [14] Tel ephonyNet wor KEI ement OPTI ONAL,
-- In the case detailed location information per call and party is available
-- (e.g. the geoCoordinates for this partyNunber)
nat i onal Tel ephonyPartyl nformation [15] Nati onal Tel ephonyPartyl nformati on OPTI ONAL,
-- To be defined on a national basis
-- Only to be used in case the present document cannot fulfil the national requirements
partyType [16] Tel ephonyPartyType OPTI ONAL,
dialledDigits [17] UTE8String OPTI ONAL
}
Nat i onal Tel ephonyPartyl nformation ::= SEQUENCE
{
count r yCode [1] UTE8String (SIZE (2)),
-- see comment in National Request Paraneters
}
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Tel ephonyPartyType ::= CHO CE
{
voi cenai | [1] NuLL,
snmsSer ver [2] NuLL,
ot her [3] UTF8Stri ng,
}
Tel ephonyConmruni cati onType :: = ENUVERATED
{

}

t el ephonyFi xedCS(0) ,
t el ephonyWrel essCS(1),
sM§(2)

nVe( 3)

Tel ephonyBear er Servi ce :: = ENUVERATED

}

speech(0),
data(1),
fax(2),

Snslnformation :: = SEQUENCE

{

snsEvent [1] ENUMERATED
{
short Message(1),
short Part Message( 2),
conposi t eMessage( 3),
notificati onMessage(4),
} OPTI ONAL,
snmsType [2] ENUMERATED
{
del i ver SCt oM5( 1),
del i ver Report Mst 0SC( 2) ,
st at usRepor t SCt oMS( 3) ,
comandMst 0SC( 4) ,
submi t M5t 0SC( 5) ,
submi t Report SCt oMS( 6) ,
reser vedMrl Val ue(7),
} OPTI ONAL,
snsSt at us [3] ENUMERATED
{
del i vered(0),
expired(1),
del et ed(2),
repl aced(3),
subm tted(4),
i nconpl et e- subm ssi on(5),
i nconpl et e-del i very(6),
undel i ver abl e(7),
passed-on(8),
} OPTI ONAL,
sns CrRef Nr
-- format as per ETSI TS 123 040 [ 16]
snsNunmof SM [5] INTEGER (0..65535) OPTI ONAL,
smsNoti fyl nd [ 6] BOOLEAN OPTI ONAL,
snmsProtocol | d [7] OCTET STRING (Sl ZE(1)) OPTI ONAL,
-- format as per ETSI TS 123 040 [ 16]

[4] OCTET STRING (S| ZE(1..2)) OPTI ONAL,
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Mrsl nformati on ::= SEQUENCE
{
mmsEvent [1] ENUMERATED
{
nmessage(1),

notificati onMessage(2),
del i ver yReport Message(3),
readRepl yMessage(4),

} OPTI ONAL,

-- type of message exchanged
ms St at us [2] ENUMERATED
{

del i vered(0),

expired(1),

del et ed(2),

repl aced(3),

submi tted(4),

undel i ver abl e(5),

passed- on(6),
delivery-rejection(7),
del i very-forward(8),

del i very-copy(9),

submi ssi on-rej ection(10),
subm ssion-failure(11),

del i vered-application(12)
-- optional flag indicating MV5 was retrieved using
-- sonething other than nobile deivce e.g. web browser
} OPTI ONAL,
mrsNot i f | nd [ 3] BOOLEAN OPTI ONAL,
-- indication that a delivery notification has been generated
mvs Msghbd [4] ENUMERATED

none( 1),
nodi fied(2),
stripped(3),
} OPTI ONAL,
-- nessage nodification indication for MVB

}

Tel ephonyEvent | nf ormati on :: = SEQUENCE

tine [1] GeneralizedTi me OPTI ONAL,
-- time when the event occurred

type [2] Tel ephonyEvent Type OPTI ONAL,
-- type of event

party [3] Tel ephonyPartyRol e OPTI ONAL,
-- party to which the event is related

| ocation [4] Tel ephonylLocati on OPTI ONAL,

}

Tel ephonyEvent Type ::= CHO CE

basi cEvent Type [1] Basi cEvent Type,

cal | Conf erenceEvent Type [2] Cal |l ConferenceEvent Type,
cal | Forwar di ngEvent Type [3] Cal | Forwar di ngEvent Type,
nmessagi ngEvent Type [4] Messagi ngEvent Type,

pr epayServi ceEvent Type [5] PrepayServi ceEvent Type,

nati onal Tel ephonyEvent Type [6] Nati onal Tel ephonyEvent Type
-- To be defined on a national basis
-- Only to be used in case the present docunment cannot fulfil the national requirements

}

Nat i onal Tel ephonyEvent Type ::= SEQUENCE

{
count ryCode [1] UTE8String (SIZE (2)),
-- see coment in National Request Paraneters
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Basi cEvent Type ::= ENUMERATED

{

handover (1),

hol d(2),
retrieve(3),
suspend(4),
resune(5),

ect(6),

npty(7),

npt yHol d(8) ,

mpt yRetri eve(9),
nptySpl it (10),
uus1(11),

uus2(12),

uus3(13),

servi ceSpeech(14),
servi ceFax(15),

t pyl nvoke( 16),

t pyPrivat eComm( 17),
servi ceActivation(18),
transit(19),

nSOri gi nati ng(20),
cal | Forwar di ng(21),
nSTer m nati ng(22),

cal | Attenpt (23),
call Start(24),
cal | End(25),

cli Wthhel d(26)

Cal

}

For war di ngEvent Type ::= ENUMERATED

cfuActivation(1),

cfuModi fication(2),
cfuDe-activation(3),

cf cNoRepl yActi vation(4),

cf cNoRepl yModi fi cati on(5),

cf cNoRepl yDe- acti vati on(6),

cf cBusyActivation(7),

cf cBusyModi fication(8),

cf cBusyDe-activation(9),

cf cQut Of RangeActi vati on(10),

cf cQut O RangeModi fi cati on(11),
cf cQut Of RangeDe- activation(12),
cf cUnavai | abl eActi vation(13),
cfcUnavai | abl eModi fi cati on(14),
cf cUnavai | abl eDe- acti vati on(15),
cf uFaxActivation(16),

cf uFaxModi fication(17),

cf uFaxDe- activati on(18),

Cal | Conf er enceEvent Type ::= ENUMERATED

{

conf Begi nSei zure(1),
conf Add(2),

conf Split(3),
conflsol ate(4),

conf Reattach(5),
conf Drop(6),

conf Begi nActive(7),
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Messagi ngEvent Type :: = ENUMERATED
{

nSOri gi nati ngSMsi nMSC( 1),
nSTer m nat i ngSMsi nMsC( 2) ,
short MessageDel i very(3),
mvMessage(4),

mWNot i fi cation(5),

mVDel i ver yReport (6),
mVReadRepl y(7),

}

PrepaySer vi ceEvent Type :: = ENUMERATED
servi ceActivation(1),

}

Tel ephonylLocation ::= SEQUENCE

t el ephonyNet wor kI D [1] Tel ephonyNet wor kl D OPTI ONAL,
-- I D of the network el ement |ocation (e.g. Cell ID)

ti meSpan [2] Ti meSpan OPTI ONAL,
-- Time span that this location was valid for

nat i onal Tel ephonyLocati on [3] National Tel ephonyLocati on OPTI ONAL,

-- To be defined on a national basis

-- Only to be used in case the present document cannot ful fil
det ai | edLocati on [4] Tel ephonyNet wor kEl ement OPTI ONAL

-- The extended information for this network elenent as it was

-- commruni cation

}

the national requirenents

at the tine of the

Nat i onal Tel ephonyLocation ::= SEQUENCE

{
count ryCode [1] UTF8String (SIZE (2)),

-- see comment in National Request Paraneters

}

Tel ephonyPartyRol e :: = ENUMERATED

originating-Party(0),
term nating-Party(1),

f orwar ded-to-Party(2),
original Cal |l ed(3),

redi recting(4),

connect ed(5),

user Provi dedCal | i ng(6),
roam ng(7),

transl ated(8),

si ngl ePer sonal Nunber (9),
smsOri gi nat or (10),
snsReci pi ent (11),
snmsOrigi nator Trn(12),
smsReci pi ent Trn(13),

msOri gi nat or (14),
mmsReci pi ent (15),
msOri gi nat or Trn(16),
msReci pi ent Trn(17)
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-- Device Data definitions

Tel ephonyDevi ce :: = SEQUENCE
devi cel DType [1] ENUVERATED
-- Type of identifier for tel ephony device
{
unknown( 0),
inmei(1),
macAddr ess(2),
} OPTI ONAL,
t el ephonyDevi cel D [2] Tel ephonyDevi cel D OPTI ONAL,
-- Unique identifier for this tel ephony device according to type of identifier
's'ui)’scri ber| D [3] Tel ephonySubscriberld OPTI ONAL,

-- ldentifier for a known user of this equipment.
-- Usage of this paranmeter is subject to national |egislation.
nati onal Tel ephonyDevi ce [4] National Tel ephonyDevi ce OPTI ONAL
-- To be defined on a national basis
-- Only to be used in case the present docunment cannot fulfil the national requirenments

}
Nat i onal Tel ephonyDevi ce ::= SEQUENCE
{
count ryCode [1] UTF8String (SIZE (2)),
-- see comment in National Request Paraneters
}
Tel ephonyDevi cel D :: = OCTET STRI NG
-- Aunique identifier for the tel ephony device. For exanple, the |MEl nunber
-- of a nobile handset
-- Network Data definitions
Tel ephonyNet wor KEl emrent  : : = SEQUENCE
t el ephonyNet wor kI D [1] Tel ephonyNet wor kl D OPTI ONAL,
cell I nformation [2] Location OPTI ONAL,
-- The Location information id
validity [3] TimeSpan OPTI ONAL,
nati onal Tel ephonyNet wor kEl ement [4] Nati onal Tel ephonyNet wor kEl ement OPTI ONAL,
-- To be defined on a national basis
-- Only to be used in case the present docunment cannot fulfil the national requirements
transmitterDetails [5] TransmitterDetails OPTI ONAL
}
Nat i onal Tel ephonyNet wor KEl enent :: = SEQUENCE
{
count ryCode [1] UTF8String (SIZE (2)),
-- see comment in National Request Paraneters
}
Tel ephonyNet wor kIl D :: = OCTET STRI NG

-- Unique identifier for this network elenment: e.g. a Cell ID
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TransmtterDetails ::= SEQUENCE
al ternativel D [1] UTF8String OPTI ONAL,
-- For use by CSPs with an alternative nam ng schenme for cells
beam dt h [2] | NTEGER OPTI ONAL,

-- beamwidth in degrees
-- note that the beambearing is given in the gsmLocation Azinmuth field
r adi at edPower [3] I NTEGER OPTI ONAL,
-- Effective radiated power in watts.
ant ennaHei ght [4] 1 NTEGER OPTI ONAL,
-- Height of antenna fromground in netres
range [5] I NTEGER OPTI ONAL,
-- Indication of range or radius of cell or sector coverage, in netres
-- Precise definition is to be decided on a national basis (e.g. distance
-- at which sone fixed percentage of calls are connected)

frequency [6] | NTEGER OPTI ONAL,
-- transmtter frequency in kHz
t echnol ogy [7] TransmitterTechnol ogy OPTI ONAL,
national TransmtterDetails [8] National TransmitterDetails OPTI ONAL,
}
Transm tter Technol ogy = ENUMERATED
{
gen2G 0), -- This corresponds to GERAN in ETSI TS 129 274 [ 32]
gen3@ 1), -- This corresponds to UTRAN in ETSI TS 129 274 [ 32]
eUTRAN( 2) ,
WLAN( 3) ,
hSPAEvol ution(4),
gAN(5),
vl RTUAL( 6)
-- Note that the labels are taken fromETSI TS 129 274 [32] v12.3.0 cl ause 8.17, though the
-- enuneration values (0 to 6) are not.
}
National TransmitterDetails ::= SEQJUENCE
{
count ryCode [1] UTE8String (SIZE (2)),
-- see comment in National Request Paraneters
}
-- Location information
Location ::= SEQUENCE

e164- Nunber [1] OCTET STRING (SI ZE (1..25)) OPTI ONAL,
-- Coded in the same format as the | SUP | ocation nunber (paraneter field)
-- of the | SUP (see ETSI EN 300 356 [7])

gl obal Cel I I D [2] OCTET STRING (SIZE (5..7)) OPTI ONAL,
-- See MAP format (see ETSI TS 100 974 [8])
rAl [3] OCTET STRING (SIZE (6)) OPTI ONAL,

-- The Routeing Area Identifier (RAI) in the current SGSN is coded in accordance with
-- ETSI TS 124 008 [9] without the Routing Area Identification IEl (only the
-- last 6 octets are used)

gsmLocati on [4] GSM.ocation OPTI ONAL,
unt sLocati on [5] UMrSLocati on OPTI ONAL,
sAl [6] OCTET STRING (SI ZE (7)) OPTI ONAL,
-- format: PLMN-ID 3 octets (no. 1-3)
-- LAC 2 octets (no. 4-5)
-- SAC 2 octets (no. 6-7)
-- (according to ETSI TS 125 413 [31])
ol drRAI [7] OCTET STRING (SI ZE (6)) OPTI ONAL,

-- the "Routeing Area Identifier" in the old SGSN is coded in accordance with
-- ETSI TS 124 008 [9] without the Routing Area Identification |El
-- (only the last 6 octets are used)
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-- This paraneter is duplicated fromETSI TS 133 108 [ 11]

post al Locati on [8] Addresslnformati on OPTI ONAL,
ext endedLocati on [9] ExtendedLocati on OPTI ONAL,
user Locati onl nformation [10] OCTET STRING (SI ZE(1..35)) OPTI ONAL,
-- coded according to ETSI TS 129 274 [32]; the type IE is not included
tAl [11] OCTET STRING (S| ZE (6)) OPTI ONAL,
-- Only applicable to the CS traffic cases, such as SMS over SGs, according to
-- ETSI TS 123272 [35]
eCd [12] OCTET STRING (S| ZE (8)) OPTI ONAL,
-- Only applicable to the CS traffic cases, such as SMS over SGs, according to
-- ETSI TS 123 272 [35]
maritimeTransport [13] MaritimeTransport OPTI ONAL,
-- Information about the nobile cells enbarked on ships using
-- satellite transponder backhaul
ai r Transport [14] AirTransport OPTI ONAL,
-- Information about the nobile cells enbarked on aircraft using
-- satellite transponder backhaul
bSSI D [15] OCTET STRING (S| ZE (6)) OPTI ONAL
-- 48-bit (6 octet) MAC address of the W.LAN access point derived fromthe BSSID

}

GSM.ocation ::= CHO CE

{
geoCoor di nat es [1] SEQUENCE

| atitude [1] UTF8String (SIZE(7..10)) OPTI ONAL,
-- format: XDDMVSS. SS
| ongi t ude [2] UTF8String (SIZE(8..11)) OPTI ONAL,
-- format: XDDDMMVBS. SS
mapDat um [3] MapDat um OPTI ONAL,
azi nut h [4] I NTEGER (0..359) OPTI ONAL,
-- The azimuth is the bearing, relative to true north

b
-- format: XDDMVBS. SS (on latitudes) or XDDDMMSBS. SS (on | ongitudes)
-- X N(orth), S(outh), E(ast), West)
-- DD or DDD : degrees (nuneric characters)
-- M : mnutes (nuneric characters)
-- SS. SS . seconds, the second part (.SS) is optional
-- Exanpl e:
-- latitude (short form N502312
-- I ongi tude (long form E1122312. 18
ut mCoor di nat es [2] SEQUENCE
{
ut m Zone [1] UTF8String (SIZE(3)) OPTI ONAL,
ut m East [2] UTE8String (SIZE(6)) OPTI ONAL,
utm North [3] UTF8String (SIZE(7)) OPTI ONAL,
-- Universal Transverse Mercator
-- exanple utm Zone 32U
-- ut m East 439955
-- utmNorth 5540736
mapDat um [4] MapDat um OPTI ONAL,
azimuth [5] I NTEGER (0..359) OPTI ONAL,
-- The azimuth is the bearing, relative to true north
b
ut nRef Coor di nat es [3] SEQUENCE
ut m Gri dZone [1] UTF8String (SIZE(2)) OPTI ONAL,
-- nunerals from1l to 60
utm Gri dBand [2] UTF8String (SIZE(1)) OPTI ONAL,
-- character between C and X
squar el D [3] UTF8String (SIZE(2)) OPTI ONAL,

-- characters fromAto Z
nuneri cal Locati onEasti ng [4] UTF8String (SIZE(5)) OPTI ONAL,
nuneri cal Locati onNort hi ng [5] UTF8String (SIZE(5)) OPTI ONAL,
-- Universal Transverse Mercator Reference = Mlitary Gid Reference System (MGRS)

-- exanple utm GidZone 32
-- utm G i dBand U
-- squarel D PU
-- nuneri cal Locati onEasti ng 9129
-- mumer i cal Locat i onNort hi ng 4045
-- In both panels, utm GidBand and squarelD the 'I' and 'O characters are not used
-- because of their simlarity to the digits one and zero.
mapDat um [6] MapDat um OPTI ONAL,
azi nut h [7] INTEGER (0..359) OPTI ONAL,
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-- The azinuth is the bearing, relative to true north

b
WGS84Coor di nat es [4] OCTET STRI NG
-- format is as defined in ETSI TS 101 109 [12]

Qébboor di nat esDec [5] SEQUENCE

| atitudeDec [1] UTF8String (SIZE(3..12)) OPTI ONAL,
-- format: XDD. nnnnnnnn

| ongi t udeDec [2] UTF8String (SIZE(4..13)) OPTI ONAL,
-- format: XDDD. nnnnnnnn

mapDat um [3] MapDat um OPTI ONAL,
azi nut h [4] I NTEGER (0..359) OPTI ONAL,
-- The azimuth is the bearing, relative to true north
}
-- format: XDD. nnnnnnnn (on |atitudes) or XDDD. nnnnnnnn (on | ongitudes)
-- X : N(orth), S(outh), E(ast), West)
-- DD or DDD : degrees (nuneric characters)
-- nnnnnnnn : post decinal positions (nuneric characters)
-- Exanpl e:
-- | atitude N50. 38666667
-- | ongi t ude E112. 38671670
}
MapDat um : : = ENUMERATED
{
wGS84( 1),
-- World Geodetic System 1984
wGS72(2),
eD50( 3),
-- European Datum 50
ro(4),
-- Rijks Driehoek (Netherlands)
pot sdanDat un( 5) ,
dat umAustri a(6),
eTRS89(7),
-- European Terrestrial Reference System 1989
nAD27(8),
-- North American Datum 1927
0SGB36(9),
-- Ordnance Survey of Great Britain
oSNI 52(10),
-- Ordnance Survey of Northern Irel and
t MB5(11),
i T™M 12),
-- lrish Transverse Mercator
cH1903(13)
-- Swiss reference system
}
UMTSLocation ::= CHO CE
{
poi nt [1] GA-Point,
poi nt Wt hUnCertainty [2] GA-PointWthUnCertainty,
pol ygon [3] GA- Pol ygon,
}
Geogr aphi cal Coordi nates ::= SEQUENCE
| atitudeSign [1] ENUMERATED
north(0),
sout h(1)
} OPTI ONAL,
latitude [2] I NTEGER (0..8388607) OPTI ONAL,
| ongi t ude [3] INTEGER (-8388608..8388607) OPTI ONAL,
mapDat um [4] MapDat um OPTI ONAL,
azi nmut h [5] INTEGER (0..359) OPTI ONAL
-- The azinuth is the bearing, relative to true north
}
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GA- Poi nt :: = SEQUENCE
{
geogr aphi cal Coor di nat es [1] Geographi cal Coordi nat es,
}
GA- Poi nt Wt hUnCertainty :: =SEQUENCE
{
geogr aphi cal Coordi nates [1] Geographi cal Coordi nat es,
uncert ai nt yCode [2] INTEGER (0..127)
}
| maxNr Of Poi nt s I NTEGER ::= 15
| GA- Pol ygon ::= SEQUENCE (SIZE (1..nmaxNrOf Points)) OF GA-Pol ygon- El enent s
GA- Pol ygon- El enents :: = SEQUENCE
{
geogr aphi cal Coordi nates [1] Geographi cal Coordi nat es,
}
Ext endedLocation ::= CHO CE
{
spot [1] Spot,
circle [2] Circle,
region [3] Region,
route [4] Route,
}
Spot ::= CHA CE
{
gsmlocati on [1] GSM.ocati on,
post al Locati on [2] Addresslnformation,
}
Circle ::= SEQUENCE
{
centre [1] Spot,
radi us [2] Horizontal Extent,
}
Regi on :: = SEQUENCE
{
cor ner Mar ks [1] SEQUENCE OF Spot,
}
Rout e :: = SEQUENCE
rout eMar ks [1] SEQUENCE OF Spot,
wi dt h [2] Horizontal Extent OPTI ONAL,
}
Hori zont al Extent ::= | NTEGER
-- netres
MaritinmeTransport ::= SEQUENCE
shi pNare [1] UTF8String OPTI ONAL,
-- Registered ship nanme
i moNunber [2] I1A5String (SIZE(10)) OPTI ONAL,
-- International Maritime O ganization (I MJ ship nunber:
-- IMOprefix with 7-digit number, e.g. | MO7812345
}
Air Transport ::= SEQUENCE

i ATAAI rli neCode [1] 1A5String (SIZE(2)) OPTIONAL,
-- Two-character designation code assigned to the airline
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-- by the International Air Transport Association (|ATA)

i CACOper at or Code [2] 1A5String (SIZE(3)) OPTI ONAL,
-- Three-letter designation code assigned to the aircraft operator agency
-- by the International Cvil Aviation Oganization (ICAO.
-- The i CAOOper at or Code shoul d be used only when the aircraft operator does not have
-- an assigned | ATA airline code.

aircraftRegistration [3] UTF8String OPTI ONAL,
-- Aircraft identification as in the aircraft's certificate of registration
-- e.g. GI1ABC, N99999, F-QAAA

f1i ght Nunber [4] 1 A5String OPTI ONAL,
-- Flight nunber assigned by the airline operating the aircraft

-- General definitions

PartyNunber ::= UTF8String
-- E. 164 address of the party in international format

B.4 Schematic view of ASN.1 definitions

t el ephonyRecord
| tel ephonySubscri ber
| subscriberlD
I genericSubscri berlnfo
| tel ephonySubscri berlnfo
| subscribedTel ephonyServi ces
L Subscri bedTel ephonyServi ces
| servicelD
| providerlD
| ti meSpan
| regi steredNunbers
I regi steredl CCI D
| serviceType
| install ati onAddress
| connectionDate
F i sl
| carrierPresel ect
I 1ineStatus
| al | ocat edDevi cel Ds
I pUKCode
I pUK2Code
i VEI
| nati onal Tel ephonySubscri pti onl nfo
L paynment Detail s
L nati onal Tel ephonySubscri ber|nfo
| tel ephonyBillingDetails
| subscriberlD
| servicelD
I billingAddress
I billingldentifier
I billingRecords
L BillingRecords
Ftime
pl ace
anmount

F
F
F currency
F
F
F

net hod
nati onal Tel ephonyBi | | i ngRecor ds
transactionl D
L transactionSt at us
L nati onal Tel ephonyBillingDetails
| tel ephonyServi ceUsage
I partylnformation
L Tel ephonyPartyl nfor mati on
F partyRol e
F partyNunber
F subscriberID
} devicel D
F locations
b communi cati onTi me
Finsl
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I natureO Addr ess
| forwardedTransf erredNunber
| term natingTransferredNunber
| emai | Address
F i MEI
| detail edLocation
| nati onal Tel ephonyPartyl nformati on
F partyType
L dialledDigits
conmuni cati onTi me
event | nf ormati on
L Tel ephonyEvent | nf or mati on
Ftime
r type
I party
L 1 ocation
endReason
communi cati onType
bear er Servi ce
snsl nf ormati on
ringDuration
msl nf or mati on
nati onal Tel ephonyServi ceUsage
ephonyDevi ce
devi cel DType
t el ephonyDevi cel D
subscriber| D
nati onal Tel ephonyDevi ce
ephonyNet wor kEl enent
t el ephonyNet wor kI D
cell I nformation
validity
nat i onal Tel ephonyNet wor kEIl enent
transmitterDetails
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This figure should be regarded only as an aid to understanding. In the event of a discrepancy between this

figure and the text of the ASN.1 specification the ASN.1 specification is the leading one.

Figure B.1: Schematic representations of the major ASN.1 structures for telephony
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Annex C (normative):
Service-specific details for asynchronous message services

C.1  Scope

Asynchronous messaging services cover asynchronous communications involving the intermediate storage of messages.
Thisincludes e-mail, webmail but excludes chat, which is synchronous and excludes SMS.

The facilities a user may expect to find are e.g.:
. Post a message to recipient's server.
. Receive messages on own server.
. Retrieve messages from own server.
. Store messagesin server (IMAP).
SMSis handled under "telephony services', and is excluded from this annex.

Figure C.1 illustrates the relations between subscribers and message service providers. It also illustrates the operations
on message stores, and message transmissions (dotted lines).

Msg — — Msg
Store Store
-
Msg | ‘:a ;i — Msg
Store Store
MsgStore operations :"=._‘Amesaage transmissions
v
Subscriber

Figure C.1: Schematic overview of message handling

When messages are delivered to a message server, the server will temporarily store that message in a store. At alater
time, an authorized subscriber can access the message store, and retrieve the message. Subscribers can perform other
operations on message stores, such as deleting or adding messages.

C.2  Descriptions

C.2.1 General

This clause describes the fields and parameters of the Asynchronous Message ASN.1 definitions given in clause C.3.
This clause should be read in conjunction with the notes in the ASN.1 definitions themsel ves.
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C.2.2 MsgSubscriber

C.2.2.0 General

This structure contains the information on the subscriber, and the subscribed services, independent on actual usage.

Table C.1: MsgSubscriber parameters

Field name ez (see C|2/LIJIS(.)e A.1.1)
validity \'I/';T; period during which the information given in this structure is or was o
subscri berl D A unique identifier for this particular subscriber within the CSP. O]
msgSt or es Descriptions of the private message stores associated with this o

subscriber. See clause C.2.4.

Common information such as name and address is stored the
subscri ber GenericSubscriberinfo structure. This is defined in the o
service-independent annex A.

Details for payment (e.g. associated bank account, billing method or
billing address).

paynment Detai | s

C.2.2.1 MsgSubscriberIlD

A unique identifier for subscribers within a CSP. This could be an account name, subscriber number, or any other
identification assigned by the CSP.

C.2.2.2 MsgStore

This structure contains the information on a particular message store, including the addresses associated with this
message store.

Table C.2: MsgStore parameters

. M/O
Field name pelie (see clause A.1.1)
validity Time perl_od during Wh_|ch the information given in this o
structure is or was valid.
msgSt or el D A unique identifier for this particular message store o

within the CSP.

The complete list of all addresses that get delivered into
this message store. This may (as a national option)

al i ases include wildcard addresses (e.g. "@example.com"), (0]
meaning that all email to that domain is delivered into
the message store.

A unique identifier of the provider hosting this message

i ID
provi der store. (0]
The list of all messaging addresses of the subscriber to
nsgFor war di ngAddr esses which a message delivered to this message store is 0]
forwarded.
mBgSt or eSubscr i ber Rel at edl Ds The list of service specific identifiers associated with the o

message store.

C.2.2.3 MsgStorelD

A unique identifier for message stores. This could be a mailbox name, or any other identification used by the CSP's
message server.
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C.2.2.4 MsgAddress

A messaging address, i.e. an address to which messages can be sent. In the case of Internet e-mail thiswill bean IETF
RFC 5322-style address [24]. Other messaging systems (e.g. X.400) use their own messaging addresses.

C.2.2.5 MsgProviderlD

A unique identifier for messaging service providers. This could, for example, be the company name, or company

registration number.

C.2.2.6 MsgForwardingAddresses

ETSI TS 102 657 V1.22.1 (2018-09)

Thelist of al messaging addresses of the subscriber to which a message delivered to this message store is forwarded.

C.2.2.7 MsgStoreSubscriberRelatedIDs

Thelist of al related identifiers of the subscriber associated with the message store, e.g. a secondary email account or a
phone number. These identifiers are typically used to reset the password of the message store.

C.2.3 MsgServiceUsage

C.2.3.0 General

This structure contains the information on the activities performed by a subscriber. There are two types of actions: those
that manipulate message stores, and the sending of a new message.

C.2.3.1 MsgTransmission

This structure contains al information on the sending of a message by a subscriber. For some services delivery failures
result in a separate error message being returned to the sender. Bounced messages then result into two separate
transmissions: the message sent by the subscriber and the error message sent by the remote message server.

Table C.3: MsgTransmission parameters

. M/O
Field name Value (see clause A.1.1)

dat eTi me Datel and time when the subscriber submitted the message to the o
CSP's message server.

subscri ber | D Unique identifier of the subscriber sending the message. 0

sender Addr ess The available address of the sender (see note). ©)

recipients The list of all available recipients of the message (see note). o]
List of all local message stores that received a copy of the

nsgSt or es message. This is both relevant for incoming messages, and for 0]
outgoing messages that have a local recipient.
Result of the transmission from the CSP's message server towards

; the final destination. Final delivery may pass through a number of

deliveryStatus intermediate message servers. This field does not indicate the O [24]
end-to-end delivery status. It indicates the status of the "next hop".

pr ot ocol Message transmission protocol used. )

clientlD IP address of the source of the message transmission. (@)

serverl D IP address of the destination of the message transmission. @)

messagel D Unique idgntifier for the message - for example IETF RFC 5322 [24] o
message-id header.

sour ceSer ver Name Name for the server sending the message (if appropriate). (6]

desti nati onServer Name |Name for the server receiving the message (if appropriate). (@)

NOTE: Depending on implementation and national discussion, some addresses may not be available, or may not be

checked or reliable.
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C.2.3.2 MsgStoreOperation

This structure contains al information on the manipulation of a message store by a subscriber.

Table C.4: MsgStoreOperation parameters

. M/O
Field name Value (see clause A.1.1)

dat eTi me Date and time when the subscriber performed the indicated operation. 6]

subscri berI D Unique identifier of the subscriber performing the operation. 0

nmsgSt ore Unique identifier of the message store being manipulated. 0

operation Type of manipulation performed by the subscriber. 0o

sender Addr ess The available address of the sender (see note). 0

reci pients List of all the available recipients of the message (see note). o

pr ot ocol Message store manipulation protocol. o

clientlD IP address of the subscriber who performed the indicated operation. 6]

serverl D IP agidress of the message server hosting the message store being o
manipulated.

messagel D Unique idgntifier for the message - for example IETF RFC 5322 [24] o
message-id header.

NOTE: Depending on implementation and national discussion, some addresses may not be available, or may not be

checked or reliable.

C.2.4 MsgBillingDetails parameters

C.2.4.0 General

The MsgBillingDetails structure contains billing information for the message service.

Table C.5: MsgBillingDetails parameters

. M/O
Field name Value (see clause A.1.1)
subscri ber| D A unigue identifier for a particular subscriber within a CSP. 0
servicel D A uniql_Je identifier within the operator for the service or tariff o
subscribed to.

bi I'I'i ngAddr ess The billing address for this subscription. O]
—_— . A unique identifier for billing purposes. The format of this field

bil1ingldentifier is for CSPs to determine. ©
_ A sequence of billing records, one for each payment by the

bi 117 ngRecor ds subscriber on this subscription - see clause C.2.4.1. o

nati onal MsgBi | | i ngDet ai | s |Defined on a national basis. ®)
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C.2.4.1 MsgBillingRecords

Each billing record contains information for a particular payment. The parameters are as follows.

Table C.6: MsgBillingRecords parameters

. M/O
Field name Value (see clause A.1.1)
tine Time of the payment. @)
pl ace Location of the payment. ®)
anmount The amount of the payment, in currency specified. ¢
currency Currency of payment, in ISO 4217 [5] format. ®)
net hod Type of payment (e.g. credit card, top-up voucher). The format o
of this field is for agreement with the CSP.
nati onal MsgBi | | i ngRecor ds |Defined on a national basis. )
nsgTransacti onl D Unique reference for this transaction/billing record. (6]
nmsgTransacti onSt at us Status of the transaction (i.e. "declined", "succeeded", etc.). (6]

C.3  ASN.1 definitions for asynchronous message

MessageRecord ::= CHO CE
msgSubscri ber [1] MsgSubscri ber,
nsgSer vi ceUsage [2] MsgServi ceUsage,
msgBi | | i ngDet ai | s [3] MsgBillingDetails
}
-- Definitions of Message Subscriber Data
MsgSubscri ber ::= SEQUENCE
-- Generic information on a service subscriber, supplenmented with information specific to
-- asynchronous nessage services
{
validity [1] Ti meSpan OPTI ONAL,
subscriberl D [2] MsgSubscri berl D OPTI ONAL,
nsgSt or es [3] SEQUENCE OF MsgStore OPTI ONAL,
-- message stores allocated to this subscriber
subscri ber [4] GenericSubscriberlnfo OPTI ONAL,
.péi/}rent Details [5] PaynentDetails OPTI ONAL
}
MsgSubscri berI D :: = OCTET STRI NG
-- Unique identifier for this subscriber, e.g. account nunber
MsgStore ::= SEQUENCE
-- Location into which nessages are tenporarily stored. All asynchronous nessage services by
-- definition require some nessage store. E.g. in the case of e-mail this will be a mail box
{
validity [1] Ti meSpan OPTI ONAL,
msgSt orel D [2] MsgStorel D OPTI ONAL,
al i ases [3] SEQUENCE OF MsgAddress OPTI ONAL,
-- The conplete list of all addresses that get delivered into this message store.
provider| D [4] MsgProviderl D OPTI ONAL,
ﬁégi:ormardi ngAddr esses [5] SEQUENCE OF MsgAddress OPTI ONAL,
negSt or eSubscri ber Rel at edl Ds [6] SEQUENCE OF ContactDetails OPTI ONAL
}
MsgStorel D :: = OCTET STRI NG
-- Unique identifier of the nessage store. Since not all IDs will necessarily be human

-- readable, a generic byte string is used
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MsgAddress ::= UTF8String
-- Messagi ng address, an address to which nessages can be sent. In the case of Internet e-mail
-- this will be an | ETF RFC 5322 [24]-styl e address
-- NOTE - as of v1.2.1 of ETSI TS 102 657 this field has changed from OCTET STRING to UTF8String

MsgProviderI D ::= UTF8String
-- Unique identifier for a service provider, e.g. company nane
-- NOTE - as of v1.2.1 of ETSI TS 102 657 this field has changed from OCTET STRING to UTF8Stri ng

-- Definitions of Message Service Usage

MsgSer vi ceUsage ::= CHO CE
-- Choice of different types of activities
-- Manipul ation of stored address books is outside the scope

{
nsgTransmi ssi on [1] MsgTransnmi ssi on,
nsgSt or eCper ati on [2] MsgStoreOperation,
}
MsgTransni ssion :: = SEQUENCE
-- Sending of an outgoing nmessage, or reception of an incom ng nmessage
{
dat eTi me [1] GeneralizedTi me OPTI ONAL,
subscri ber| D [2] MsgSubscri berl D OPTI ONAL,
sender Addr ess [3] MsgAddress OPTI ONAL,
reci pients [4] SEQUENCE OF MsgAddress OPTI ONAL,
nsgSt or es [5] SEQUENCE OF MsgStorel D OPTI ONAL,
-- List of all local nsgStores that received a copy of the nmessage
-- For transit messages this field is not used
del i verySt at us [ 6] ENUMERATED
unknown( 0),
succeeded(1),
-- Delivery mght still fail at a subsequent mail server
failed(2),
-- E.g. when mail box quota exceeded (mailbox full)
retried(3),
-- Deferred and retried at a later tinme
} OPTI ONAL,
pr ot ocol [ 7] ENUMERATED
st p(0),
x400(1),
} OPTI ONAL,
clientlD [8] | PAddress OPTI ONAL,
server| D [9] | PAddress OPTI ONAL,
ﬁéé’sagel D [10] Messagel D OPTI ONAL,
sour ceSer ver Name [11] UTF8String OPTI ONAL,
destinati onServer Name [12] UTF8String OPTI ONAL
}
MsgSt oreOperation :: = SEQUENCE
-- Manipul ation of a nmessage store.
{
dat eTi me [1] GeneralizedTi me OPTI ONAL,
subscri ber D [2] MsgSubscri berl D OPTI ONAL,
msgSt or e [3] MsgStorel D OPTI ONAL,
operation [4] ENUMERATED
{

connect (0),
-- Successful authorization for access to nsgStore
di sconnect (1),
retrieveMsg(2),
-- Viewing nsg using a webrmail client is also considered retrieval
partialretrieveMsg(3),
-- E.g. the TOP command in POP3
del et eMsg(4),
addMsg(5),
-- E.g. the APPEND command in | MAP

edi t Msg( 6)
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} OPTI ONAL,
sender Addr ess [5] MsgAddress OPTI ONAL,
-- For Internet email, use the Fromaddress in the mail headers
reci pients [6] SEQUENCE OF MsgAddress OPTI ONAL,
-- For Internet email, use the To, CC, and BCC addresses in the mail headers
pr ot ocol [ 7] ENUMERATED
{
pop(0),
i map(1),
webnai | (2)
} OPTI ONAL,
clientlD [8] | PAddress OPTI ONAL,
serverl D [9] | PAddress OPTI ONAL,
;Té.s’sagel D [10] Messagel D OPTI ONAL
}
Messagel D :: = UTF8String
-- Unique identifier for this nmessage, e.g | ETF RFC 5322 [24] header
-- Definitions of Billing Data
MsgBi | | i ngDetails ::= SEQUENCE
subscriber| D [1] MsgSubscri ber| D OPTI ONAL,
servicel D [2] UTE8String OPTI ONAL,
bi I I i ngAddr ess [3] ContactDetails OPTI ONAL,
billingldentifier [4] MsgBillingldentifier OPTI ONAL,
bi I I'i ngRecords [5] SEQUENCE OF MsgBillingRecords OPTI ONAL,
national MsgBi | lingDetails [6] National MsgBillingDetails OPTI ONAL,
-- To be defined on a national basis
-- Only to be used in case the present document cannot fulfil the national requirements
}
Nat i onal MsgBi | | i ngDetails ::= SEQUENCE
{
count ryCode [1] UTF8String (SIZE (2)),
-- see coment in National Request Paraneters
}
MsgBi | l'ingldentifier ::= OCTET STRI NG
-- Used to correlate billing information
-- useful if the bill-payer is not the subscriber, e.g. conpany nobiles
MsgBi | | i ngRecords :: = SEQUENCE
tine [1] GeneralizedTi me OPTI ONAL,
pl ace [2] UTF8String OPTI ONAL,
anount [3] REAL OPTI ONAL,
currency [4] UTF8String (SIZE(3)) OPTI ONAL,
-- as per |SO 4217 [5]
et hod [5] UTF8String OPTI ONAL,
-- i.e. credit card etc.
nati onal MsgBi | | i ngRecor ds [6] National MsgBillingRecords OPTI ONAL,
-- To be defined on a national basis
-- Only to be used in case the present docunment cannot fulfil the national requirenments
m;gTr ansactionl D [7] UTF8String OPTI ONAL,
-- Unique reference for this transaction/billing record
-- Details to be defined on a national basis
ngsTransacti onSt at us [8] UTF8String OPTI ONAL
-- Status of the transaction (i.e. "declined", "succeeded" etc.)
-- Details to be defined on a national bases
}
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Nat i onal
{

count ryCode

MsgBi | | i ngRecords ::= SEQUENCE

[1] UTF8String (SIZE (2)),

-- see comment in National Request Paraneters
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This figure should be regarded only as an aid to understanding. In the event of a discrepancy between this

figure and the text of the ASN.1 specification the ASN.1 specification is the leading one.

Figure C.2: Schematic representations of the major ASN.1 structures for asynchronous messaging
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Annex D (normative):
Service-specific details for synchronous multi-media
services

D.1  Scope

Synchronous multimedia services covers those services offering the facilities listed below. It covers services that
provides Vol P and Mol P functionality. Carrier class Vol P could also be covered by annex B if no IP layer information
is needed.

A user may expect a service that offers the capability e.g. to:
. Initiate communication set up.
e Accept communication set up.
. Conduct communication with one or more other parties.
e  Cancel communication.
. Use abasic set of value-added services.

NOTE: Multimedia services cover services provided vialMS ETSI TS 123 228 [25].

D.2 Multimedia fields

D.2.1 General

This clause describes the fields and parameters of the Multimedia ASN.1 definitions given in clause D.3. This clause
should be read in conjunction with the notes in the ASN.1 definitions themselves and the definitionsin clauses A.1.1
and B.3.

D.2.2 Multimedia Subscriber

D.2.2.0 General

This structure contains the information on the subscriber, and the subscribed services, independent of actual usage.

Table D.1: MultimediaSubscriber parameters

. M/O
Field name Value (see clause A.1.1)
: A unique identifier for this particular subscriber
ri riD -
subscri be within the CSP. o
generi cSubscri berl nfo General personal information defined in annex A. (@)
mul ti nmedi aSubscri berl nfo Service specific information about the subscriber. (0]
subscri bedMul ti nedi aSer vi ces List of services details that a subscriber (or o
account) may have.
mul ti medi aSer vi ceRegi strati onl nf o [Information on registration activity. o
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D.2.2.1 subscriberID

subscriberID is aunique identifier for a particular subscriber within a CSP, for example an account number. The format
and content of thisfield is for CSPsto determine. The only requirement is that the subscriber 1D is unique for each
subscriber within the CSP.

D.2.2.2 genericSubscriberinfo

Common information such as name and address is stored in the genericSubscriberInfo structure. Thisis defined in the
service-independent annex A.

D.2.2.3 multimediaSubscriberinfo

Information about the subscriber which is specific to multimedia services is contained in the multimediaSubscriberinfo
structure. Thisisfor further study.

D.2.2.4 subscribedMultimediaServices

D.2.2.4.1 Description

There shall be a subscribedM ultimediaServices structure for each subscription the subscriber holds. The parameters are
asfollows.
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Table D.2: SubscribedMultimediaServices parameters

. M/O
Field name Value (see clause A.1.1)

servi cel D A uniql_Je identifier within the operator for the service or tariff o

subscribed to.
: A unique identifier for the service provider. The format of this
roviderlD S - :

provide field is to be determined by national agreement. 0

ti meSpan Time over whlch the subscrlpthn was held. If the o
subscription is active, the endTime shall not be populated.

registeredidentifiers The multl_medla |d§n_t|f|er_s(s) a§S|gned to the subscriber as o
part of this subscription, if applicable.
Integrated Circuit Card ID (ICCID) number of the subscriber,

regi steredl CCl D in ASCII format. When a subscription has several ICCID and (0]
IMSI the parameter registeredICCIDs shall be used.

servi ceType The type of service subscribed to. O]

i nstal | ati onAddr ess The _installation address for the subscriber's equipment, if o
applicable.

: Date that the subscription was actually connected (may be
t t . L

connecti onbat e different to the start of the subscription). o

i VS IMSI associated with the subscriber. O]

carrierPresel ect Z(l:atlﬁ/éo indicate that the subscriber has carrier preselect o

l'i neSt at us CSP;spe.cif'i'c "description (.).f current line or subscription status o
e.g. "Active", "Suspended", etc.

nat i onal Mul ti medi aServi ces |Defined on a national basis. o

; Details for payment (e.g. associated bank account, billing
ayment Detai |l s bt

pay I method or billing address). ©

del i ver yAddr ess The delivery address for equipment, if applicable. 6]

resel | er Addr ess The address of the reseller or dealer, if applicable. 0]

ot her Addr esses l)ged if there are addre;ses for the subscription which do not o
fit into the other categories.

orderTi me Time when the subscribed service was ordered by user. o

i MVEl s IMEls associated with the user's subscription. 0]

regi st er edl CCl Ds Integrgteq Circuit Card IDs numbers in case of Multi-SIM o
subscription.

: - One or several Private User Identities (IMPI) of the IP

privateUserldentities Multimedia Subsystem subscription. ©
List of all known devices allocated to this user for this

al I ocat edDevi cel Ds subscription. The user may use other devices in addition (or )
instead of) these devices.

D.2.2.5 multimediaServiceRegistrationinfo

multimediaServiceRegistrationl nfo contai ns data concerning context of the registration. The format and content of the
subordinate fields is for CSPs to determine. This structure contains the registration information.

Table D.2A: MultimediaServiceRegistrationinfo parameters

Field name Value (see cle':{lJ/s(,)e A.1.1)
enai | Addr ess Email address associated with account 0]
| anguageAt Regi strati on Language selected for account O)
account Creati onTi ne Time of creation 9]
account Creationl P IP associated with account (0]
account Creati onCountry Country associated with account ¢}
clientPlatforniype Platform associated with account @)
cl i ent Version Version of platform O
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D.2.3 MultimediaBillingDetails

D.2.3.1 MultimediaBillingDetails

The MultimediaBillingDetail s structure gives information about the subscribers billing history for a particular
subscription. The parameters are as follows.

Table D.3: MultimediaBillingDetails parameters

. M/O
Field name Value (see clause A.1.1)
subscriber| D éggique identifier for a particular subscriber within a o
servicel D A unique ident_ifier within the operator for the service o
or tariff subscribed to.
bi | | i ngAddr ess The billing address for this subscription. o
nul ti medi aBi | | i ngAddr ess The billing address for a multimedia subscription. o
See clause D.2.3.2.
_ vy A unique identifier for billing purposes. The format of
bi I1ingldentifier this field is for CSPs to determine. ©
A sequence of billing records, one for each payment
bi I'l i ngRecor ds by the subscriber on this subscription - see O
clause D.2.3.3.
national Mul tinedi aBillingDetails |Defined on a national basis. O
D.2.3.2 MultimediaBillingAddress
The billing address contains postal information for a particular payment. The parameters are as follows.
Table D.3A: MultimedaBillingAddress parameters
. M/O
Field name Value (see clause A.1.1)
addr essSuppl i edTi e Address submission time @)
Nane Name of account holder )
Addr ess Address of account holder O
D.2.3.3 MultimediaBillingRecords
Each billing record contains information for a particular payment. The parameters are as follows.
Table D.4: MultimedaBillingRecords parameters
. M/O
Field name Value (see clause A.1.1)
Ti me Time of the payment. O
Pl ace Location of the payment. O
Anount The amount of the payment, in currency specified. O
Currency Currency of payment, in ISO 4217 [5] format. )
Type of payment (e.g. credit card, top-up voucher).
Met hod The format of this field is for agreement with the @)
CSP.
nati onal Mul ti medi aBi | | i ngRecor ds |Defined on a national basis. ©)
mul ti nmedi aTr ansacti onl D Unique identifier for the billing transaction. O)
mul ti nedi aTr ansacti onSt at us Status of the billing transaction. O)
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The MultimediaServiceUsage structure is used for service usage information, such as call datarecords. The parameters

are as follows.

Table D.5: MultimediaServiceUsage parameters

. M/O
Field name Value (see clause A.1.1)
partyl nformation A list of partylnformation structures (see clause D.2.4.2). o]
Total time for this service usage. Not that the time of
conmuni cati onTi ne involvement of individual parties may be shorter (see o
clause D.2.4.2).
r easonCause Cause code for end of call, e.g. encoded SIP Reason o
Cause codes.
comruni cati onType Type of bearer service used in the session. )
bear er Servi ce The bearer service for the communication. (@)
qual i tyOF Servi ce The quality of service parameter for the communication. O
ringDuration Ring duration, given in seconds for VolP. O
callID Identifier of the retained call data, e.g. SIP calllD, for o
correlating data from different DR sources in CSP.
Identifier of the retained call data before any modification
original Call 1D made by the node and usable to correlate data by 0
different DR sources in CSP.
State reached by the session with reference to the called
call State subscriber connection, e.g. b not reached, b alerted, O
b answered.
answer Ti me Date and time when the communication has .been 0
answered by the called party in case of sessions.
List of the media type of the message body,
content Type e.g. application/sdp, text/html. ©
medi aConponent s List of media component changes during the session. O
i msl nformation IMS-specific information. o]
nati onal Mul ti nedi aSer vi ceUsage |Defined on a national basis. O
servi cel D grl;fr;ique identifier within the operator for the service or o
; A unique identifier for the service provider. The format of
provi derl D this field is to be determined by national agreement. ©
cdr Nunber Identifier for record - Format of value defined by CSP. 0o
clientlP IP of client at time of service usage. o
rel a IP of relay - Multimedia service provider infrastructure
yl P S S 0]
seen as originating or terminating the call.
vimiengt h Voice mail length given as an integer in seconds. o]
reason Reason description: text description to explain o
reasonCause (see above).
snsl nf or mati on SMS information for the service usage, if applicable. o]
ms!l nf or mati on MMS information for service usage, if applicable. (6]
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D.2.4.2 Partylnformation

7V1.22.1 (2018-09)

A Partylnformation structure isfilled in for each party involved in the communication. The parameters are as follows.

Table D.6: Partylnformation parameters

. M/O
Field name Value (see clause A.1.1)

partyRol e Role for this party (e.g. called, calling). o]

partyldentity Iden_tlfler for this party. URI is used in case of IMS o
service.

subscriber | D Subscriber identifier, unique identifier for subscriber o
(see clause D.2.2.1).
Time that this party was involved in the

. . . communication, if this was a multiparty communication.

communi cationTi me Shall be omitted if it is the same as the time of the o
whole service usage (see clause D.2.4.1).

i MBI IMSI associated with the party, if available. (6]

nat ur eOf Addr ess !}Iatgre of the add"ress" - may pe Internatllcl)nal number", o

national number" or "subscriber number".

uRl URI of the party. 9]

part yNunber E.164 number associated to party. o]

naAssi gnedAddr ess Address_ used by the subscriber's client for the o
connection.

forwar dedTr ansferredl dentifier Forwarded Identifier if communication was transferred. (¢]

t er i nati ngTr ansf er redl denti fi er Terminating identifier if communication was o
transferred.

nati onal Mul ti nedi aPartyl nfornmati on |Defined on a national basis. 0]
User agent field, e.g. SIP user agent, see IETF

A t

usersgen RFC 3261 [26]. ©

oct et sUpl oaded Number of uploaded octets. ¢}

oct et sDownl oaded Number of downloaded octets. (6]
The network-provided and user equipment (UE)
provided access-type, access-class and cell
information of the party from the content of the
P-Access-Network-Info field as specified in ETSI

. TS 124 229 [39], these fields shall only be populated
t kl nf t " .

accessNet workl nformat i on when they can be extracted. In addition the location ©
and time of the access may also be provided.
In any case the complete content of the P-Access-
Network-Info header field shall be provided in the
paniHeaderContent parameter.

privateUserldentity Prlv_ate User Identity (IMPI) associated with the party, if o
available.

i MVEI IMEI associated with the party, if available. (6]

D.2.4.3 IMSInformation

This Imslnformation structure is used for service usage information in case of IMS service; the parameters are as

follows.
Table D.7: IMSInformation parameters
. M/O
Field name Value (see clause A.1.1)

service Type of IMS service used by subscriber, e.g. session, message, refer. (@)
Specification on the role of the Data Retention Source in the reported

rol e Node . A S (0]
communication, e.g. originating, terminating, proxy, b2bus.

servi cel nfo List of service-specific data. O
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D.2.4.4 MediaComponents

This structure contains the information on media components.

Table D.8: MediaComponent parameters

Field name Value (see cla':ﬁ/soe A.1.1)
time Time when this media component has been
]
processed.
nedi aNane Media component name (from "m="line in SDP data). o]
: A Media component description (from "attribute-line"
medi abescri ption content in SDP data). ©
nedi al nitiat or g:g)i/a component initiator, i.e. called Party, calling o
accessCorrel ationl D Sg;gﬂation identifier for the access used for SIP o
nati onal Mul ti nedi aMedi aConponent |Defined on a national bases. O
D.2.5 MultimediaDevice
D.2.5.1 General
The MultimediaDevice structure is used to describe devices such as mobile handsets.
Table D.9: MultimediaDevice parameters
Field name Value (see cle':fJ/sc,)e A.1.1)
devi cel DType Indicates the type of identifier used in MultimediaDevicelD, e.g. o

IMEI. (See ASN.1 for permissible types).

Unique identifier for the multimedia device. If this identifier happens
mul ti medi aDevi cel D |to have a particular format (e.g. IMEI), then this may be indicated o]
using devicelDType.

Identity of a known user of this equipment.

This identity may be registered in cases where the provider has
supplied the user with a device. It may also be recorded ad-hoc
based on service usage data, depending on national legislation.

subscri berl D

D.3 ASN.1 definitions for Multimedia

Mul ti medi aRecord ::= CHO CE

{
mul ti nedi aSubscri ber [1] Ml timedi aSubscri ber,
mul timedi aBillingDetails [2] MultimediaBillingDetails,
mul ti nedi aServi ceUsage [3] Miltimedi aServiceUsage,
mul ti medi aDevi ce [4] Multimedi aDevi ce

}

-- Definitions of Subscriber Data

Mul ti medi aSubscri ber ::= SEQUENCE
{
subscriberl| D [1] Ml timedi aSubscriber| D OPTI ONAL,
-- unique identifier for this subscriber, e.g. account nunber
generi cSubscri berlnfo [2] GenericSubscriberlnfo OPTI ONAL,
-- generic personal information about this subscriber
mul ti medi aSubscri berl nfo [3] Miltimedi aSubscriberlnfo OPTI ONAL,

-- service-specific informati on about this subscriber
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subscri bedMul ti nedi aServi ces [4] SEQUENCE OF Subscri bedMul ti nedi aServi ces OPTI ONAL,
-- a subscriber (or account) may have nore than one service |isted against them

mul ti medi aSer vi ceRegi strationlnfo [5] Multinmedi aServiceRegistrationlnfo OPTI ONAL

}
Mul ti medi aSubscriberlinfo ::= SEQUENCE
{
nati onal Mul ti medi aSubscri ber | nfo [1] National Miul ti medi aSubscri ber| nfo OPTI ONAL,
}
Mul ti nedi aSubscriberI D ::= UTF8String
-- unique identifier for this subscriber, e.g. account nunber
Mul ti nedi aServi ceRegi strationlnfo ::= SEQUENCE
emai | Addr ess [1] UTF8String OPTI ONAL,

-- subscriber email address in | ETF RFC 5322 [24] format
| anguageAt Regi stration [2] UTE8String OPTI ONAL,

-- subscriber language as in | SO 639-1 [40]
account Creati onTi me [3] GeneralizedTime OPTIONAL, -- start time of account
account Creationl P [4] | PAddress OPTIONAL, -- subscriber IP at creation
account Creati onCountry [5] UTE8String (SIZE (2)) OPTI ONAL,

-- subscriber country as specified in | SO 3166-1 [4]
clientPlatfornlype [6] UTF8String OPTIONAL, -- subscriber platform
clientVersion [7] UTE8String OPTIONAL, -- subscriber platformversion

}
Subscri bedMul ti nedi aServi ces ::= SEQUENCE
{
servicel D [1] UTF8String OPTI ONAL,

-- Unique identifier for this service within the operator
provi der| D [2] UTE8String OPTI ONAL,

-- Unique identifier for the service provider
ti meSpan [3] TimeSpan OPTI ONAL,

-- Start and end data, if applicable, of the subscription
regi steredldentifiers [4] SEQUENCE OF Partyldentity OPTI ONAL,

-- The set of identifiers registered for this service
regi steredl CCl D [5] UTF8String OPTI ONAL,
servi ceType [6] Multimedi aServiceType OPTI ONAL,

i nstal |l ati onAddress [ 7] Addresslnformation OPTI ONAL,

-- installation address, if different fromthe regi stered address
connecti onDat e [8] GeneralizedTi me OPTI ONAL,

-- Date the subscriber was actually connected

-- (May differ fromthe start of subscription)

i VSl [9] I MSI OPTI ONAL,
carrierPresel ect [10] BOOLEAN OPTI ONAL,
I'i neSt at us [11] UTE8String OPTI ONAL,

-- CSP-specific description of current |ine status,

-- e.g. "Active", "Ceased", etc.
national Mul ti medi aServices [12] National Multi medi aServi ces OPTI ONAL,

-- national extension
paynment Detai |l s [13] Payment Details OPTI ONAL,
subscri pti onType [14] SubscriptionType OPTI ONAL,

-- Describes the nature of the subscription
del i ver yAddr ess [15] Addresslnfornmati on OPTI ONAL,
resel | er Addr ess [16] Addresslnfornmati on OPTI ONAL,
ot her Addr esses [17] SEQUENCE OF O her Address OPTI ONAL,
mul ti medi aServi ceType [18] UTF8String OPTI ONAL,

-- Service name used by the service provider which may be proprietary
orderTi ne [19] GeneralizedTi ne OPTI ONAL,

-- Time when the subscribed service was ordered by the user
i MEl's [20] SEQUENCE OF | MEI OPTI ONAL,
regi steredl CCl Ds [21] SEQUENCE OF | CCl DI nfo OPTI ONAL,
privateUserldentities [22] SEQUENCE OF | MPl OPTI ONAL,
al | ocat edDevi cel Ds [23] SEQUENCE OF Multi medi aDevi cel D OPTI ONAL

}
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Mul ti nedi aServi ceType ::= ENUMERATED

{
private(0),
privat ePABX(1),
publ i cPayphone( 2),
geogr aphi cal fi xed(3),
geogr aphi cal i ndependent (4),

}

I MPI

;= UTF8String

Private User Identity of the IP Miltinedia Subsystem subscription

Definitions of Service Usage Data

Mul ti medi aServi ceUsage ::= SEQUENCE
{
partyl nformation [1] SEQUENCE OF Multi medi aPartyl nformati on OPTI ONAL,
-- This paraneter provides the concerned party (Oiginating, Termnating or
-- forwarded party), the identity(ies) of the party and all the information
-- provided by the party
conmuni cati onTi me [2] Ti meSpan OPTI ONAL,
-- Time and duration of the communication
reasonCause [3] I NTEGER OPTI ONAL,
-- cause code for call termnation e.g. SIP Reason code
communi cati onType [4] Ml timedi aComuni cationType OPTI ONAL,
bear er Servi ce [5] Miltinmedi aBearer Service OPTI ONAL,
qual i tyOf Servi ce [6] QualityO Service OPTI ONAL,
ringDuration [7] I NTEGER OPTI ONAL,
calllD [8] MultimediaCalllD OPTI ONAL,
original Call|ID [9] MultinediaCalllD OPTI ONAL,
call State [10] ENUMERATED
bNot Reached( 1),
bAlert (2),
bAnswer ed( 3),
} OPTI ONAL,
answer Ti me [11] GeneralizedTi me OPTI ONAL,
cont ent Type [12] SEQUENCE OF UTF8String OPTI ONAL,
medi aConponent s [13] SEQUENCE OF Medi aConponent OPTI ONAL,
i msl nformation [14] 1 mslnformation OPTI ONAL,
nati onal Mul ti medi aServi ceUsage [15] National Multi medi aServi ceUsage OPTI ONAL,
servicel D [16] UTF8String OPTI ONAL,
provi derl D [17] UTE8String OPTI ONAL,
cdr Nunber [18] UTF8String OPTIONAL, -- as per CSP defined format
clientlP [19] | PAddress OPTI ONAL,
rel ayl P [20] | PAddress OPTI ONAL,
vniengt h [21] I NTEGER OPTI ONAL, -- nunber of seconds
reason [22] UTE8String OPTI ONAL,
snsl nf ormati on [23] Snslnformati on OPTI ONAL,
msl nf or mati on [24] Mrsl nformati on OPTI ONAL
}
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{

}

Mul ti nedi aPartyl nformation ::= SEQUENCE

partyRol e [1] Ml tinmedi aPartyRol e OPTI ONAL,
partyldentity [2] Partyldentity OPTI ONAL,
subscriber| D [3] Miltinmedi aSubscriberl D OPTI ONAL,
communi cati onTi ne [4] Ti meSpan OPTI ONAL,

-- Time and duration of the communication
i VSl [6] 1 MSI OPTI ONAL,
nat ur er Addr ess [7] UTF8String OPTI ONAL,

-- Nature of address indicator, e.g. "National", "lInternational"
uRl [8] UTF8String OPTI ONAL,
part yNunber [9] PartyNunmber OPTI ONAL,
naAssi gnedAddr ess [10] NAAssi gnedAddress OPTI ONAL,
forwar dedTransferredl dentifier [11] Partyldentity OPTI ONAL,
term natingTransferredl dentifier [12] Partyldentity OPTI ONAL,
national Mul ti medi aPartyl nformati on [13] National Multimedi aPartyl nformati on OPTI ONAL,

user Agent [14] UTE8String OPTI ONAL,
-- e.g. SIP User-Agent field (see | ETF RFC 3261 [26])
oct et sUpl oaded [15] | NTEGER OPTI ONAL,
oct et sDownl oaded [16] | NTEGER OPTI ONAL,
accessNet wor kI nf or mat i on [17] SEQUENCE OF AccessNetwor kl nfo OPTI ONAL,
privateUserldentity [18] | MPI OPTI ONAL,
i MEI [19] I MEI OPTI ONAL

[ MiltinediaCallID  ::= UTF8String

{

}

Mul ti nedi aConmuni cati onType ::= ENUMERATED

mul ti medi aFi xed(0),
mul ti medi aWrel ess(1),
mul ti medi aNet wor kl ndependent ( 2),

t el ephonyFi xed(3),

t el ephonyWrel ess(4),
sM5(5) ,

mvs( 6)

{

Mul ti nedi aPartyRol e :: = ENUMERATED

cal ling(0),

called(1),

cal | edAssertedl dentity(2),

cal | edAppli cati onServer(3),
original Cal |l ed(4),

redi recting(5),

mul ti nedi aNet wor kl ndependent (6),
directory(7),

br oadcast Recei ver ( 8),

br oadcast Sender (9),

original Cal ling(10),

f orwar ded-to-Party(11),
connected(12),

user Provi dedCal | i ng(13),
roam ng(14),

transl at ed(15),

si ngl ePer sonal Nunber (16),
snmsOrigi nator (17),
smsReci pi ent (18),

smsOri gi nator Trn(19),
snsReci pi ent Trn(20),
msOri gi nat or (21),
msReci pi ent (22),

msOri gi nat or Trn(23),
mmsReci pi ent Tr n(24)
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Mul ti nedi aBear er Servi ce :: = ENUMERATED
speech(0),
data(1),
fax(2),
vi deo( 3),
enmer gencyCal | (4),
}
I nsl nformati on ::= SEQUENCE
{
service [1] ENUMERATED
{
session(1),
message(2),
refer(3),
} OPTI ONAL,
rol eOf Node [ 2] ENUMERATED
{
originating(1),
term nating(2),
proxy(3),
b2bua( 4),
} OPTIONAL,
servi celnfo [4] SEQUENCE OF | nmsServicel nfo OPTI ONAL,
}
I msServicel nfo ::= SEQUENCE
{
servi ceDat a [1] OCTET STRI NG OPTI ONAL,
-- service data
servi ceType [2] | NTEGER OPTI ONAL,
-- service type
}
Medi aConponent :: = SEQUENCE
{
tine [1] GeneralizedTi me OPTI ONAL,
medi aNanme [2] UTF8String OPTI ONAL,
medi aDescri ption [3] UTE8String OPTI ONAL,
medi al ni ti ator [4] Partyldentity OPTI ONAL,
accessCorrel ati onl D [5] OCTET STRI NG OPTI ONAL,
nati onal Mul ti medi aMedi aConponent [6] National Miul ti medi aMedi aConponent OPTI ONAL,
}
AccessNetworklnfo ::= CHO CE
{
pani Header | nfo [1] Pani Header | nf o,
}
Pani Header I nfo ::= SEQUENCE
{
accessType [1] OCTET STRI NG OPTI ONAL,
-- ASCI| string '3GPP-E-UTRAN-TDD , '|EEE-802.11'... : see ETSI TS 124 229[39]
-- clause 7.2A. 4
accessd ass [2] OCTET STRI NG OPTI ONAL,
-- ASClI| string '3GPP-UTRAN , '3GPP-E-UTRAN ,... : see ETSI TS 124 229 [39] clause 7.2A. 4
net wor kPr ovi ded [3] NULL OPTI ONAL,
-- present if provided by the network
pani Locati on [4] Location OPTI ONAL,
-- Cell-ID and location information if avail able
pani Ti me [5] GeneralizedTi me OPTI ONAL,
-- indicates the time when the location was reported at the start of the session,
-- or during or at the end of the session if the location is retained for the event
pani Header Content  [6] OCTET STRING OPTI ONAL
-- Conplete content of the P-Access-Network-Info header field
}
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-- Definitions of Billing Data

Mul timediaBillingDetails ::= SEQUENCE
{
subscriber| D [1] Ml timedi aSubscriber| D OPTI ONAL,
servicel D [2] UTF8String OPTI ONAL,
bi I I i ngAddr ess [3] ContactDetails OPTI ONAL,
billingldentifier [4] MultimediaBillingldentifier OPTIONAL,
bi I I'i ngRecords [5] SEQUENCE OF Multinmedi aBillingRecords OPTI ONAL,

national Mul ti medi aBi | | ingDetails [6] National MultinmediaBillingDetails OPTI ONAL,
-- To be defined on a national basis
-- Only to be used in case the present docunment cannot fulfil the national requirenments

mul ti medi aBi | | i ngAddr ess [7] Mul timediaBillingAddress OPTI ONAL
}
Mul ti nedi aBi | | i ngAddress :: = SEQUENCE
addr essSuppl i edTi e [1] GeneralizedTi me OPTI ONAL,
nanme [2] PersonNanme OPTI ONAL,
addr ess [3] Addresslnformation OPTI ONAL,
}
Nat i onal Mul ti nedi aBillingDetails ::= SEQUENCE
{
count ryCode [1] UTF8String (SIZE (2)),
-- see comment in National Request Paraneters
}
Mul tinedi aBillingldentifier ::= OCTET STRI NG
-- Used to correlate billing information
-- useful if the bill-payer is not the subscriber, e.g. conmpany nobiles
Mul ti nedi aBi | | i ngRecords ::= SEQUENCE
{
tine [1] GeneralizedTi me OPTI ONAL,
pl ace [2] UTF8String OPTI ONAL,
anount [3] REAL OPTI ONAL,
currency [4] UTE8String (SIZE(3)) OPTI ONAL,
-- as per |SO 4217 [5]
nmet hod [5] UTF8String OPTI ONAL,
-- i.e. credit card etc.
national Mul ti medi aBi | | i ngRecor ds [6] National MultimediaBillingRecords OPTI ONAL,
-- To be defined on a national basis
-- Only to be used in case the present document cannot fulfil the national requirements
mul ti medi aTr ansact i onl D [7] UTF8String OPTI ONAL,
-- Unique reference for this transaction/billing record
-- Details to be defined on a national basis
mul ti medi aTransacti onSt at us [8] UTF8String OPTI ONAL
-- Status of the transaction (i.e. "declined", "succeeded", etc.)
-- Details to be defined on a national bases
}
Nat i onal Mul ti nedi aBi | | i ngRecords ::= SEQUENCE
{
count ryCode [1] UTE8String (SIZE (2)),
-- see comment in National Request Paraneters
}
-- General definitions
Partyldentity ::= UTF8String
-- E 164 address of the party in international format, or
-- SIP URI or TEL URI representing E. 164
QualityOf Service ::= UTF8String

-- Free text description of the invoked quality of service
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Nat i onal Mul ti nedi aSubscri berlnfo ::= SEQUENCE
{
count ryCode [1] UTF8String (SIZE (2)),
-- see comment in National Request Paraneters
}
Nat i onal Mul ti nedi aServi ces ::= SEQUENCE
{
count ryCode [1] UTF8String (SIZE (2)),
-- see comment in National Request Paraneters
}
Nat i onal Mul ti nedi aServi ceUsage ::= SEQUENCE
{
count ryCode [1] UTE8String (SIZE (2)),
-- see comment in National Request Paraneters
}
Nat i onal Mul ti nedi aPartyl nformation ::= SEQUENCE
{
count ryCode [1] UTE8String (SIZE (2)),
-- see comment in National Request Paraneters
}
Nat i onal Mul ti nedi aMedi aConponent ::= SEQUENCE
{
count ryCode [1] UTE8String (SIZE (2)),
-- see comment in National Request Paraneters
}
-- Device Data definitions
Mul ti medi aDevi ce ::= SEQUENCE
{
devi cel DType [1] ENUMERATED
-- Type of identifier for tel ephony device
{
unknown( 0),
inei(1),
macAddr ess(2),
} OPTI ONAL,
mul ti nedi aDevi cel D [2] Multinmedi aDevi cel D OPTI ONAL,
-- Unique identifier for this device according to type of identifier
subscriber| D [3] Miltinmedi aSubscriberl D OPTI ONAL,
-- ldentifier for a known user of this equiprent.
-- Usage of this paraneter is subject to national |egislation.
nati onal Mul ti medi aDevi ce [4] National Multi medi aDevi ce OPTI ONAL,
-- To be defined on a national basis
-- Only to be used in case the present docunment cannot fulfil the national requirements
}
Nat i onal Mul ti nedi aDevi ce ::= SEQUENCE
{
count ryCode [1] UTE8String (SIZE (2)),
-- see comment in National Request Paraneters
}
Mul ti nedi aDevi cel D : : = OCTET STRI NG

-- Aunique identifier for the nmultimedia device. For exanple, the | MEl nunber
-- of a nobil e handset
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D.4  Schematic view of ASN.1 definitions

mul ti nedi aRecord
I mul ti medi aSubscri ber
I subscriberl D
| genericSubscriberlnfo
I mul ti medi aSubscri ber | nfo
| subscri bedMul ti nedi aServi ces
L Subscri bedMul ti medi aServi ces
I servicelD
| providerlD
| ti meSpan
| registeredlidentifiers
I regi steredl CCI D
| serviceType
I install ati onAddress
I connectionDate
F i MBI
| carrierPresel ect
I 1'i neSt at us
I national Mul ti nedi aServi ces
| paynmentDetails
| orderTine
I i MEl's
| registeredl CCl Ds
L privateUserldentity
nmedi aSer vi ceRegi strationlnfo
| emai | Addr ess
I 1 anguageAt Regi stration
| account CreationTi nme
| account Creationl P
| account Creati onCountry
I clientPlatfornlype
L cli ent Versi on
F multimediaBillingDetails
| subscriberl D
| servicelD
I billingAddress
I billingldentifier
I billingRecords
L Ml tinedi aBillingRecords
tine

L mul t

met hod
nati onal Mul ti medi aBi | | i ngRecor ds
mul ti nedi aTr ansacti onl D
L mul timedi aTransacti onSt at us
I national Mul tinediaBillingDetails
Mul timedi aBi | | i ngAddr ess
 addressSuppl i edTi e
F name
L address
I mul ti medi aSer vi ceUsage
I partyl nformation
L Ml timedi aPartyl nformation
| partyRol e
I partyldentity
I subscriberlD
I communi cati onTi e
F i MVSI
I natureO Addr ess
I uRI
| partyNunber
| naAssi gnedAddr ess
| forwardedTransferredldentifier
I term natingTransferredldentifier
| national Mul ti medi aPartyl nformation
I user Agents
| oct et sUpl oaded
| oct et sDownl oaded
| accessNet wor kl nf ormati on
| privateUserldentity
L i MEI
I communi cati onTi me
| reasonCause

F
F
F
F currency
F
F
F
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| communi cati onType
| bearer Service
qual i tyOf Servi ce
ringDuration

I callID
I original CalllD
I call State

| answer Ti me
cont ent Type
medi aConponent s
Ftime
F medi aNane
b nedi aDescri ption
F nedialnitiator
F accessCorrel ationlD
L national Ml ti medi aMedi aConponent
I i msl nformation
I national Mul ti nedi aServi ceUsage
| servicelD
| providerlD
I cdr Nunber
F clientlP
I relayl P
I vmLengt h
I reason
I smsl nformation
L mmsl nf ormati on
L nul ti nedi aDevi ce
} devi cel DType
F nul ti nedi aDevi cel D
F subscriberl D
L national Ml ti medi aDevi ce

NOTE:  This figure should be regarded only as an aid to understanding. In the event of a discrepancy between this
figure and the text of the ASN.1 specification the ASN.1 specification is the leading one.

Figure D.1: Schematic representations of the major ASN.1 structures for multimedia services
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Annex E (normative):
Service-specific details for network access services

E.1  Scope

Network access services cover the services offering a capability to access public data networks (typically the internet),
including GPRS/UMT S-PS/EPS.

Network accessistypically provided by 1SPs, possibly through an intermediate access provider, such as Cable-TV or
ADSL. This may be taken as a generic capability to access public networks with a variety of protocols, but in current
practice only Internet access would be of interest for data retention.

User facilities are:

° Access to the Internet, after some sort of authentication.

E.2  Descriptions

E.2.1 General

This clause describes the fields and parameters of the Network Access ASN.1 definitions given in clause E.3. This
clause should be read in conjunction with the notes in the ASN.1 definitions themsel ves.

E.2.2 NASubscriber
This structure contains the information on the subscriber, and the subscribed services, independent of actual usage.

Table E.1: NASubscriber parameters

. M/O
Field name Value (see clause A.1.1)
validity Time pe_riod during which the information given in this structure is or o
was valid.
subscri berl D A unique identifier for this particular subscriber within the CSP. 0
naSubscri ptions List of all known services subscribed to by this user with this CSP. 6]
al | ocat edDevi cel Ds List of all _knovx_/n dev_iges aIIo_cated to this user. Th_e user may use o
other devices in addition (or instead of) these devices.
Common information such as name and address is stored the
subscri ber GenericSubscriberinfo structure. This is defined in the (0]
service-independent annex A.
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E.2.3 NAServiceSubscription

This structure contains the information on a particular subscription by a subscriber.

Table E.2: NAServiceSubscription parameters

subscription.

. M/O
Field name Value (see clause A.1.1)

validity Time perio_d during which the information given in this structure is o
or was valid.

naServi cel D A unique identifier for the type of service, e.g. account plan name. (0]

naPr ovi der | D A unique identifier for _the n_etwork access provider, e.g. company 0
name or company registration number.

naAut hl D A unique identifier for this particular subscription, e.g. logon name. O

opti ons An optional human readable text with restrictions or options to the o
subscription, e.g. "fixed IP address; max 50 hr/month".

i nstal | ati onAddr ess The .installation address of the subscriber's equipment, if o
applicable.
If the CSP assigns a fixed IP address to the subscriber (i.e. not

fixI pAddress allocated each time the service is used), then this IP address may @)
be populated here.

i nBi If the CSP assigns an IMSI to the subscriber, this may be 0
populated here.
List of all known devices allocated to this user for this

al | ocat edDevi cel Ds subscription. The user may use other devices in addition (or 0]
instead of) these devices.

naSer vi ceSt at us ?SP-spe”cific description of current service status, e.g. "Active"”, o

Ceased", etc.

Integrated Circuit Card ID of subscriber. When a subscription has

regi steredl CCI D several ICCID and IMSI the parameter registeredICCIDs shall be ]
used.

nat i onal NASubscri ption |Description of the subscription to a Network Access service. 0

payment Det ai | s Detail_s for payment (e.g. associated bank account, billing method o
or billing address).

addi ti onal | PAddr esses Additional IP addresses when CSP provides several IP addresses o
to one subscriber.

del i ver yAddr ess The delivery address for equipment, if applicable. ®)

resel | er Addr ess The address of the reseller or dealer, if applicable. 0

ot her Addr esses _Used if there are addr_esses for the subscription which do not fit o
into the other categories.

Sl SDNs Mobile Station International ISDN Numbers (MSISDNSs) allocated 0]
to this subscription. In case the multinumbering option is used,
there may be several MSISDNs provided as permanent
subscriber data for the PS Network Access Mode GPRS (see
ETSI TS 123 008 [38]).

r egi st er edl COl Ds Several Integrated Circuit Card IDs numbers in case of Multi-SIM o

E.2.4 NAServiceUsage

This structure contains the information on network access and attempted access by a subscriber.
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Table E.3: NAserviceUsage parameters

Field name Value (see Clgff; A.1.1)
naAccessTi ne Date and time of the (attempted) network access. O]
naAut hl D Logon name (username) used to obtain network access. O
Type of network access attempted. If not undefined(0), this
nwAccessType should be one of the types supported by the NAS. ©
naSt at us Results of the access attempt. o
) Start time and end time of network access. Used only if o
i nterval naStatus indicates a success. This is also the period during
which the IP address is assigned to this subscriber.
naDevi cel d Information on the device used to access the service. 6]
naNwel ement | D Network element (NAS)_onto which the subscriber's device o
is connected to the service.
IP address assigned by the network access service.
. Depending on the service and type of subscription this may o
naAssi gnedAddr ess be a fixed address (unique to this subscriber) or dynamic (see note)
(shared among multiple subscribers), or accompanied by a
port number where Port Address Translation is used.
| ocation Location of the network access, if applicable. o
di al Upl nf ormati on Information specific to dial-up access (see table E.4). O
gpr sl nformation Information specific to gprs access (see table E.5). O]
oct et sDownl oaded Number of octets dovynloaded by the subscriber during the o
network access session.
oct et sUpl oaded Number of octets uplpaded by the subscriber during the o
network access session.
endReason Indication of why the network access session ended. o
subscri berI D Identifier for a known user of this network access. o
: Information specific to Evolved Packet System
PSI nf t
epsSinfornation (see table E.5A). ©
wi Fi I nf ormati on Information specific to WiFi™ (see table E.5B). o]
addressTransl ati onl nf or mati on Details (_)f the NAT and_PAT_opera_tlons carried out on the o
connection by the provider, if applicable.
addi ti onal Locat i ons List pf addltlona}l Iocatllons during the network access o
service usage, if applicable.
NOTE: This is required if the naStatus indicates a successful network access attempt.
Table E.4: DialUpInformation parameters
Field name Value (see clgﬁga A.1.1)
di al I i ngNunber Telephone number useq aF the subspnber S|de.f0r dial-up access. Used o
only if nwAccessType indicates a dial-up service.
di al | edNunber Telephone number used at the network element side for dial-up access. O]
Call back number used for dial-up access. Call back causes the call to be
cal | back charged by the dial-up network operator to the CSP, not to the O
subscriber.
Table E.5: GPRSInformation parameters
Field name Value (see C|2/LIJ/SOe A.1.1)
i VS IMSI associated with the network access. o
nSl SDN MSISDN associated with the network access. o
sgsnAddr ess IP address of the SGSN. 0]
ggsnAddr ess IP address of the GGSN. o
pdp- addr ess-al | ocat ed |PDP address allocated for the network access. 0
apn APN of the network access. 0
pdp-type PDP type, format as per ETSI TS 101 671 [6]. 6]
gPRSEvent GPRS event, as per ETSI TS 133 108 [11]. (0]
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Field name

Value

M/O
(see clause A.1.1)

i MBI

IMSI associated with the network access.

C

i MBI Unaut hent i cat edFl ag

This field indicates the provided served IMSI is not
authenticated (emergency bearer service situation).

nSl SDN

Primary MSISDN associated with the network access.

i MEI SV

IMEISV of the ME, if available. It is used for identifying the user
in case Served IMSI is not present during emergency bearer
service.

s- GMAddr ess

The control plane IP address of the S-GW used.

p- GMAdr ess

The control plane IP address of the P-GW used.

p- GAPLMN\- 1 D

PLMN identifier (MCC and MNC) of the P-GW.

aPNNet wor kI D

The logical name of the connected access point to the external
packet data network (network identifier part of APN).

pDP- PDNType

PDP/PDN type, i.e. IPv4, IPv6, IPv4v6, coded as in ETSI
TS 129 274 [32], clause 8.34 (octet 5).

O | O |00O|0O] O |0 O

pDP- PDNAddr ess

IP address allocated for the PDP context/PDN connection,
i.e. IPv4 address when PDP/PDN Type is IPv4 or IPv6 prefix
when PDP/PDN Type is IPv6 or IPv4v6. This parameter shall
be present except when both the PDP type is PPP and
dynamic IP CAN bearer address assignment is used.

pDP- PDNAddr essExt ensi on

This field holds IPv4 address of the served IMSI, if available,
when PDP/PDN type is IPv4v6.

dynam cAddr essFl ag

Indicates whether served PDP/PDN address is dynamic, which
is allocated during IP CAN bearer activation, initial attach
(E-UTRAN or over S2x) and UE requested PDN connectivity.
This field is missing if IPv4 address is static when PDN Type is
IPv4, or if IPv6 address is static when PDN Type is IPv6 or
IPv4v6.

dynani cAddr essFl agExt

Indicates whether served IPv4 PDP/PDN address is dynamic,
which is allocated during IP CAN bearer activation, initial attach
(E-UTRAN or over S2x) and UE requested PDN connectivity
with PDP/PDN type IPv4v6. This field is missing if IPv4
address is static.

r ATType

This field indicates the Radio Access Technology (RAT) type
currently used by the Mobile Station as defined in ETSI
TS 129 061 [33], when available.

ePSEvent

EPS event, as per ETSI TS 133 108 [11].
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Table E.5B: WiFilnformation parameters

M/O

Field name elde (see clause A.1.1)

The Basic Service Set Identification for the (0]
connection. This is also the MAC address of the
bSSI D access point (the present document assumes that
records are for infrastructure mode, not ad-hoc
mode). The MAC address of the user is given in
the naDevicelD in the structure.

sSID The human-readable Service Set Identifier. ®)

Username as seen by the CSP. For WiFi™ it is not )
user nane necessarily the case that this will have been
verified in any way.

o

Location of the Access Point. It should be
| ocat i onOf AccessPoi nt populated as lat/long, grid reference or postal
address.

aut henti cati onType How the user authenticated themselves.

Additional information known about the user on the

addi ti onal Aut henti cati onl nformation . L
basis of the authentication process.

accessPoi nt | PAddr ess IP address of the Access Point.

O|0| 0|0

_ o o Informal description of location, category or type of
accessPoi nt Addi ti onal Descri ptions access point, or a name of the network to which
the access point belongs.

o

For WiFi™, there may be other parties involved in
accessPoi nt Addi ti onal Provi ders hosting or owning the Access Points, e.g. access
point provider or partner providers.

E.2.5 NADevice

This structure contains information on the device used by the subscriber to access the service. It is alowed to use the
MAC address, DSL ID, or other ID asthe device ID (naDeviceld). MAC addresses can often be changed. If the MAC
addressis used as the primary device 1D, then naDeviceld cannot be guaranteed to be unique (two devices could have
the same MAC address).

Table E.6: NADevice parameters

. M/O
Field name Value (see clause A.1.1)
naDevi cel d Identifier of this device, e.g. the MAC address. O]
descri ption Human readable description of the device. 6]
| ocation Installation address of the device, if known. 6]
macAddr ess MAC or ethernet address as presented to the network. 0]
dsl I D DSL identifier of the DSL connection to the CSP. o
subscriber|I D Identifier for a known user of this device or equipment. ®)
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E.2.6 NANwElement

This structure contains information on a network access server (NAS).

Table E.7: NANwElIement parameters
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. M/O
Field name Value (see clause A.1.1)

validity Time perlo_d during which the information given in this structure is o
or was valid.

naNwEl enent | D A unique identifier of this network access server. O

naPr ovi der | D A unique identifier of the CSP, e.g. company name or company o
registration number.

support edAccessTypes The list of access types supported by this network access server. 0]

| ocation Install.atlon address of this network access server, if known and o
meaningful.

E.2.7 NABillingDetails

The NABIllingDetails structure gives information about the network access subscriber's billing history for a particular
subscription. The parameters are as follows.

Table E.8: NABillingDetails parameters

Field name

Value

M/O
(see clause A.1.1)

subscri berl D

Unique identifier for this subscriber.

servicel D

Identifier for the service e.g. account plan name.

bi | |'i ngAddr ess

The billing address for this subscription.

bi I'lingldentifier

A unique identifier for billing purposes. The format of this field is for
CSPs to determine.

bi I li ngRecords

A sequence of billing records, one for each payment by the subscriber
on this subscription - see clause B.2.3.1.

naTransacti onl D

Unique reference for this transaction/billing record, to be defined on a
national basis.

naTr ansacti onSt at us

Status of the transaction (i.e. "declined", "succeeded", etc.), to be
defined on a national basis.

O|O| O | O 0|00

E.3

ASN.1 definitions for network access services

Net wor kAccessRecord: : =
{
naSubscri ber
naServi ceUsage
naDevi ce
naNet wor KEl enment
naBi |l lingDetails

CHO CE

[1]
[2]
[3]
[4]
[5]

NASubscri ber,
NASer vi ceUsage,
NADevi ce,

NANWEI enent ,

NABi | | i ngDet ai | s,
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-- Definitions of Network Access Subscriber Data

| NAProvi derI D ::= UTF8String

| NAAuthi D :: = UTF8String

| NaSubscriberI D ::= UTF8String
NASubscri ber ::= SEQUENCE

-- Generic information on a service subscriber, supplemented with information specific to
-- network access services.

{
validity [1] Ti meSpan OPTI ONAL,
subscri ber| D [2] NaSubscri ber| D OPTI ONAL,
-- Unique identifier for this subscriber, e.g. account nunber
naSubscri pti ons [3] SEQUENCE OF NAServi ceSubscri ption OPTI ONAL,
-- List of all known services subscribed to by this user
al | ocat edDevi cel Ds [4] SEQUENCE OF NADevi cel d OPTI ONAL,
-- List of all known devices allocated to this user.
subscri ber [5] GenericSubscriberlnfo OPTI ONAL,
-- Nane, address and other generic subscriber information
al | ocat edDevi ces [ 6] SEQUENCE OF NADevi ce OPTI ONAL
-- |f present, contains device details for all elements from all ocatedDevi cel Ds
}
NASer vi ceSubscri ption ::= SEQUENCE
-- Description of the subscription to a Network Access service
{
validity [1] Ti meSpan OPTI ONAL,
naServi cel D [2] UTF8String OPTI ONAL,
-- ldentifier for the service, e.g. account plan nane.
naProvi der| D [3] NAProviderl D OPTI ONAL,
-- Unique identifier for the provider of the service, e.g. conmpany name
naAut hl D [4] NAAut hl D OPTI ONAL,
-- Unique identifier for this subscription, e.g. |ogon name
options [5] UTF8String OPTI ONAL,
-- Human readable text with restrictions or options to the subscription
instal |l ati onAddress [6] Addresslnformati on OPTI ONAL,
fi x| pAddress [7] 1 PAddress OPTI ONAL,
-- fix assigned | P address
i msi [8] IMSI OPTIONAL,
al | ocat edDevi cel Ds [9] SEQUENCE OF NADevi cel d OPTI ONAL,
naServi ceSt at us [10] UTE8String OPTI ONAL,
-- CSP-specific description of current service status, e.g. "Active", "Ceased", etc.
regi steredl CCl D [11] UTF8String OPTI ONAL,
nati onal NASubscription [12] National NASubscri ption OPTI ONAL,
payrment Det ai | s [13] Payment Details OPTI ONAL,
addi ti onal | PAddr esses [14] SEQUENCE OF | PAddressSet Or RangeOr Mask OPTI ONAL,
subscri pti onType [15] SubscriptionType OPTI ONAL,
-- Describes the nature of the subscription
del i ver yAddr ess [16] Addresslnformati on OPTI ONAL,
resel | er Addr ess [17] Addresslnfornmati on OPTI ONAL,
ot her Addr esses [18] SEQUENCE OF O her Address OPTI ONAL,
al | ocat edDevi ces [19] SEQUENCE OF NADevi ce OPTI ONAL,
-- |f present, contains device details for all elements from all ocatedDevi cel Ds
S| SDNs [20] SEQUENCE OF PartyNunber OPTI ONAL,
regi steredl CCl Ds [21] SEQUENCE OF | CCl DI nfo OPTI ONAL
}
Nat i onal NASubscri ption ::= SEQUENCE
-- Description of the subscription to a Network Access service
{
count r yCode [1] UTE8String (SIZE(2)),
-- see comment in National Request Paraneters
}
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-- Definitions of Network Access Service Usage

NASer vi ceUsage :: = SEQUENCE
{
naAccessTi nme [1] GeneralizedTi ne OPTI ONAL,
-- Time of connection to the NAS
naAut hl D [2] NAAut hl D OPTI ONAL,
-- Usernane used to obtain network access
nwAccessType [3] NwAccessType OPTI ONAL,

-- Type of network access attenpted. |f not undefined(0), this should be one of the types
-- supported by the NAS (identified bel ow by naNwEl enent | D)
naSt at us [4] ENUMERATED
{
unknown( 0),
succeeded(1),
-- Authentication OK and access granted
failed(2),
-- Authentication failure (wong credentials or tinme out)
rej ected(3),
-- Rejected by the CSP (e.g. usage limts exceeded)

} OPTI ONAL,
interval [5] Ti meSpan OPTI ONAL,
-- Start time and end time (duration) of network access.
naDevi cel d [6] NADevi celd OPTI ONAL,
-- Device used to access the service
naNwEl enent | D [ 7] NANwWEI ement | D OPTI ONAL,
-- Network el ement (NAS) onto which the naDevice is connected
naAssi gnedAddr ess [8] SEQUENCE OF NAAssi gnedAddress OPTI ONAL,
-- | P address assigned by the network access service. May be fixed or dynanic
| ocation [9] Location OPTI ONAL,
-- Location of the access (for e.g. GPRS handsets)
di al Upl nf ormati on [10] Di al Upl nformation OPTI ONAL,
gprslinformation [11] Gprslinformation OPTI ONAL,
oct et sDownl oaded [12] | NTEGER OPTI ONAL,
oct et sUpl oaded [13] I NTEGER OPTI ONAL,
endReason [ 14] NAEndReason OPTI ONAL,
subscriber| D [15] NaSubscri ber| D OPTI ONAL,
-- ldentifier for a known user of this network access
ePSl nf ormati on [16] EPSI nformation OPTI ONAL,
wi filnfornmation [17] Wfilnformation OPTI ONAL,

addr essTransl ati onRecords [18] SEQUENCE OF AddressTransl ati onRecord OPTI ONAL,
-- contains extended informati on about the NAT or PAT operations carried out within this
-- service usage session

naDevi ce [19] NADevi ce OPTI ONAL,
-- |If present, contains the device details for the device referenced in nabDevicel D
addi ti onal Locati ons [20] SEQUENCE OF Ti medLocati on OPTI ONAL
-- List of additional |ocations and optional access time during the network access service
-- usage
}
Ti nedLocat i on ;1 = SEQUENCE
| ocation [1] Locati on,
naAccessTi nme [2] GeneralizedTi ne OPTI ONAL,
}
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Wfilnformation ::= SEQUENCE

bSSI D [1] OCTET STRING (S| ZE (6)) OPTI ONAL,
-- The Basic Service Set Identification for the connection.
-- This is also the MAC address of the access point (the present document assumes
-- that records are for infrastructure node, not ad-hoc node).
-- The MAC address of the user is given in the naDevicelD in the structure (one |evel up)
sSID [2] UTF8String OPTI ONAL,
-- The hunan-readabl e Service Set |dentifier
-- It should be noted that this is typically only available on the air interface and so
-- is not likely to be | ogged by CSPs (though may be recorded at a nore |local |evel).
-- Therefore requesting organi zati ons shoul d not expect this to be popul ated typically.
-- It is not guaranteed to be unique.
user nanme [3] UTF8String OPTI ONAL,
| ocat i onOFf AccessPoi nt [4] Location OPTI ONAL,
-- Location of the Access Point as lat/long, grid reference or postal address.
-- Requesting organi zati ons shoul d be aware that Access Points can be noved, sometinmes
-- without the know edge of the CSP
aut henti cati onType [5] AuthenticationType OPTI ONAL,
addi ti onal Aut henticati onlnformation [6] Additional Aut henticati onl nformati on OPTI ONAL,

accessPoi nt | PAddr ess [7] 1 PAddress OPTI ONAL,

accessPoi nt Addi ti onal Descri ptions [8] SEQUENCE OF UTF8String OPTI ONAL,
-- Informal description of |location, category or type of access point,
-- or a nanme of the network to which the access point bel ongs.

accessPoi nt Addi ti onal Provi ders [9] SEQUENCE OF UTF8String OPTI ONAL
-- For WFi, there may be other parties involved in hosting or owning the
-- Access Points, e.g. access point provider or partner providers

}
Aut henti cati onType ::= ENUMERATED
aut henti cati onBySM5(1),
-- Used if authentication arranged through a code sent to nobile
-- additional Authenticationlnformation shall contain the phone nunber
aut henti cati onByCooki e(2),
-- |If authentication was granted on the basis of a cookie left froma previous visit to a
-- site.
-- No other mandatory addti onal Aut henti cati onl nformati on
aut henti cati onByMACAddr ess( 3),
-- |If authentication was granted because the MAC address of the UE was recogni sed due
-- to a previous visit.
-- additional Authenticationlnformation shall contain the MAC Address unless it is already
-- popul ated as NADevicelD in this record.
aut henti cati onByEAPSI M 4) ,
-- If authenticated by EAP SIM see ETSI TS 133 234 [36]
-- addi tional Aut henticationlnformation shall contain the | Ml
-- Oher varieties of EAP could be added here later, together with any extra information
-- they could provide.
aut henti cat i onByUser naneAndPasswor d( 5) ,
-- additional Aut henticationl nformati on should contain username and password if appropriate
aut henti cati onByPaynment O Voucher ( 6),
-- additional Authenticationlnformati on should contain Voucher or Payment details
-- if appropriate.
}
Addi ti onal Aut henti cati onl nformati on ::= SEQUENCE
{
phoneNunber [1] PartyNunmber OPTI ONAL,
-- e.g. nunber to which an SM5 was sent
mACAddr ess [2] OCTET STRING (Sl ZE (6)) OPTI ONAL,
i MBI [3] I'MSI OPTI ONAL,
user name [4] UTF8String OPTI ONAL,
-- Nanes supplied are unlikely to be verified
password [5] UTF8String OPTI ONAL,
-- Only to be populated if it is both appropriate and avail abl e
paynent Ref erence [6] UTF8String OPTI ONAL,
-- For exanple, the nunber of a voucher that was used in authentication
}
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AddressTransl ati onRecord ::= SEQUENCE

validity [1] Ti meSpan OPTI ONAL,
-- time at which the address translation started and/or ended
pri vat el PAddr ess [2] | PAddress OPTI ONAL,
-- the private | P of the host
privat ePort [3] I NTEGER OPTI ONAL,
-- the private port of the host
publ i cl PAddr ess [4] | PAddress OPTI ONAL,
-- the translated | P of the host, i.e. the address known by the renote host
publ i cPort [5] AddressTransl ati onPort Assi gnment OPTI ONAL,
-- the translated port(s) of the host, i.e. the port(s) known by the renpte host, if
-- applicable
destinati onl PAddr ess [6] | PAddress OPTI ONAL,
-- the | P address of the renote host
destinati onPort [7] I NTEGER OPTI ONAL,
-- the port of the renote host
connecti onType [ 8] ENUMERATED
{
udp(0),
tep(l),
sctp(2),
ot her(3),

} CPTI ONAL,

}

Addr essTransl ati onPort Assi gnnent ::= CHO CE

{
si ngl ePort [1] I NTEGER

-- only one port is assigned to the host, that port number is specified here
port Range [2] SEQUENCE OF Port Range,
-- if arange of translated ports is assigned to the host, specify it here

}

Port Range ::= SEQUENCE

{
-- The range given is inclusive of both ends
| ower Bound [1] I NTEGER OPTI ONAL,
upper Bound [2] I NTEGER OPTI ONAL,

}

NAEndReason :: = ENUMERATED
{
unknownReason( 0),
tinmeout (1),
user Di sconnect (2),
-- e.g. user logs off
net wor kDi sconnect ( 3),
-- e.g. user's time/credits have been used up
net wor KEr ror (4),

}

NwAccessType ::= ENUMERATED

undef i ned(0),
dial Up(1),
-- Dial Up access
xDSL(2),
-- DSL access
cabl eModen( 3) ,
-- Cabl e access
| AN( 4) ,
-- LAN access
wirel essLAN(5),
-- Wreless LAN access (e.g. hotspot)
wi max(6),
nobi | ePacket Dat a(7),
-- Network access over GSM 3GPP GPRS, UMIS, etc.
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Di al Upl nfornation ::= SEQUENCE
{
di al | i ngNunber [1] PartyNunmber OPTI ONAL,
-- Tel ephone nunber used for dial-up access
di al | edNunber [2] PartyNumber OPTI ONAL,
cal | back [3] PartyNunber OPTI ONAL,
-- Call back nunber used for dial-up access

}

Gorslnformation :: = SEQUENCE
{
i MBI [1] IMSI OPTI ONAL,
ntS| SDN [2] PartyNunmber OPTI ONAL,
sgsnAddr ess [3] SEQUENCE OF | PAddress OPTI ONAL,
ggsnAddr ess [4] | PAddress OPTI ONAL,
pDP- addr ess- al | ocat ed [5] | PAddress OPTI ONAL,
aPN [6] UTF8String OPTI ONAL,
pDP-t ype [7] OCTET STRING (SIZE(2)) OPTI ONAL,
-- format as per ETSI TS 101 671 [6]

QiDi?éEvent [8] GPRSEvent OPTI ONAL
-- format as per ETSI TS 133 108 [11]
-- Tag [9] was used in the past and shall not be reused.

}

GPRSEvent ::= ENUVERATED
{
pDPCont ext Acti vation(1),
pDPCont ext Deacti vati on(4),
gPRSAt t ach(5),
gPRSDet ach( 6) ,
| ocat i onl nf oUpdat e(10),
-- sMS ommited fromETSI TS 133 108 [11]
pDPCont ext Modi fi cation(11),
servi ngSystem(12),

EPSI nf or mati on :: = SEQUENCE

i MBI [1] IMSI OPTI ONAL,

i MBI Unaut henti cat edFl ag [2] | MSl Unaut henti cat edFl ag OPTI ONAL,
ntS| SDN [3] PartyNumber OPTI ONAL,

i MEI SV [4] 1 MEI OPTI ONAL,

s- GMAddr ess [5] | PAddress OPTI ONAL,

p- GM\Addr ess [6] | PAddress OPTI ONAL,

p- GAPLMNI dent i fi er [7] P-GAPLM\-I D OPTI ONAL,

aPNNet wor kI D [ 8] AccessPoi nt NaneNl OPTI ONAL,

pDP- PDNType [9] OCTET STRING (SIZE (1)) OPTI ONAL,

-- PDN PDP Type nunber as defined in ETSI TS 129 274 [32] clause 8.34
pDP- PDNAddr ess [10] | PAddress OPTI ONAL,

-- I P address allocated to the PDP context / PDN connection

-- i.e. | Pv4 address when PDP/PDN Type is |Pv4 or IPv6 prefix

-- when PDP/PDN Type is |Pv6 or |Pv4ve.
pDP- PDNAddr essExt ensi on [11] | PAddress OPTI ONAL,

-- | Pv4d address of the served | MSI when PDP/PDN type is |Pv4v6e
dynami cAddr essFl ag [12] Dynami cAddressFl ag OPTI ONAL,
dynam cAddr essFl agExt [13] Dynami cAddr essFl agExt OPTI ONAL,

r ATType [14] I NTEGER (0. . 255),

-- RAT Type coding according to ETSI TS 129 274 [32] cl ause 8.17

ePSEvent [15] EPSEvent OPTI ONAL,

}

| MBI Unaut henti cat edFl ag :: = BOOLEAN
-- TRUE if unauthenticated I MSlI vs. FALSE for authenticated | M

P-GWPLM\- I D : : = OCTET STRING (Sl ZE (3))
-- This is a copy fromthe Tracking Area ldentity (TA) IE
-- specified in ETSI TS 129 274 [32] cl ause 8.21.4:
-- Bits 8 7 6 5 4 3 2 1
-- 1st OCTET MCC digit 2 MCC digit 1
-- 2nd OCTET MNC digit 3 MCC digit 3
-- 3rd OCTET M\C digit 2 MC digit 1
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AccessPoi nt NaneNl ::= | A5String (SIZE(1..63))
-- Network ldentifier part of APNin dot representation.
-- For exanple, if the conplete APN is "apnla. apnlb. apnlc. mc022. ncc111. gprs"
-- N is "apnla. apnlb. apnic"

Dynami cAddr essFl ag :: = BOOLEAN
-- TRUE if the PDP/PDN address is dynamc.
-- FALSE if IPv4 address is static when PDN type is |Pv6 or |Pv4v6

Dynani cAddr essFl agExt ::= BOOLEAN
-- TRUE if | Pv4 PDP/PDN address is dynamic, which is allocated during | P CAN bearer activation,
-- initial attach and UE requested PDN connectivity with PDP/PDN type | Pv4ve6.
-- FALSE if IPv4 address is static.

EPSEvent ::= ENUMERATED
-- The list of "EPSEvent" below is partly taken fromETSI TS 133 108 [11] EpsH 2Cperati ons
-- fromthe "EPSEvent ::=ENUMERATED' nodul e

{

e- UTRANAt t ach(16),

e- UTRANDet ach(17),
bearerActivation(18),

bear er Modi fi cati on(20),

bear er Deacti vati on(21),

t racki ngAr eaUpdat e( 25) ,

servi ngEvol vedPacket Syst em(26) ,

-- Definitions of Network Access Device

NADevi celd ::= UTF8String

NADevi ce ::= SEQUENCE
{
naDevi cel d [1] NADevi celd OPTI ONAL,

-- ldentifier of this device.
description [2] UTF8String OPTI ONAL,

-- Human readabl e description of device
| ocation [3] Location OPTI ONAL,
macAddr ess [4] OCTET STRING (SIZE (6)) OPTI ONAL,

-- MAC or ethernet address
dsl I D [5] UTF8String OPTI ONAL,

i mei [6] IMEI OPTI ONAL

éﬁb’scri ber| D [ 7] NaSubscriber| D OPTI ONAL
}

I MEI ::= OCTET STRING (S| ZE(8))
-- format as per ETSI TS 100 974 [8]
-- NOTE: When conparing |MEls, an | MEl can be considered "equal to" the requested | MEl even
-- if the checksumor software version digits are different or not present.

MBI ::= OCTET STRING (Sl ZE(3..8))
-- format as per ETSI TS 100.974 [8]

-- Definitions of Message Network el ement

NANWEl enent I D :: = UTF8String
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NANWEl enent :: = SEQUENCE
-- In this context, the network elenent is nmore commonly referred to as NAS

validity [1] Ti meSpan OPTI ONAL,
-- Period for which this interval is valid
naNwel enent | D [2] NANWEI enment | D OPTI ONAL,
-- Unique ID of this NAS (Network Access Server)
naProvi der | D [3] NAProviderl D OPTI ONAL,
-- Unique identifier of the provider managi ng this NAS.
support edAccessTypes [4] SEQUENCE OF NwAccessType OPTI ONAL,

| ocation [5] Location OPTI ONAL,
}
| PAddress ::= CHO CE
i Pv4Bi nar yAddr ess [1] OCTET STRING (S| ZE(4)),
i Pv6Bi nar yAddr ess [2] OCTET STRING (Sl ZE(16)),
i PText Addr ess [3] IA5String (SIZE(7..45)),
}
NAAssi gnedAddr ess :: = SEQUENCE
addr essSet Or RangeOr Mask [1] | PAddressSet Or RangeOr Mask OPTI ONAL,
port Nunber [2] | NTEGER OPTI ONAL,
-- popul ated with the outbound port nunber
addressType [3] ENUMERATED
unknown( 0),
internal (1),
external (2),
} CPTI ONAL,
assi gnedTi ne [4] Ti meSpan OPTI ONAL,
destl nati onAddr ess [5] | PAddress OPTI ONAL,
-- used in cases where a single external |P/port pair is translated to nmultiple internal
-- |P/port pairs, with the destination |P/port used to nmultiplex them
destinati onPort [6] I NTEGER OPTI ONAL
-- used in cases where a single external |P/port pair is translated to nmultiple internal
-- |P/port pairs, with the destination |P/port used to multiplex them
}
| PAddr essSet Or RangeOr Mask :: = CHO CE
{
set [0] SEQUENCE OF | PAddr ess,
range [1] I PRange,
mask [2] | PMask
}
| PRange ::= SEQUENCE
-- Things |ike 172.16.10.0/26
{
prefix [0] | PAddress,
subnet | engt h [1] INTEGER (1..128)
}
| PMask ::= SEQUENCE
-- Things like 172.16.10. 0/ 255. 255. 255. 240
{
base [0] | PAddress,
mask [1] | PAddress
}
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NABi | | i ngDetails ::= SEQUENCE

{

subscriber| D
servicel D

bi | Ii ngAddr ess
billingldentifier
bi I I'i ngRecords

naTransacti onl D

-- Unique reference for

[ 6]

NaSubscri ber | D OPTI ONAL,

UTF8St ri ng OPTI ONAL,

Contact Detail s OPTI ONAL,

Bi [ l'ingldentifier OPTIONAL,

SEQUENCE COF BillingRecords OPTI ONAL,

UTF8St ri ng OPTI ONAL,
this transaction/billing record

-- Details to be defined on a national basis
naTransactionStatus [7] UTF8String OPTI ONAL

-- Status of the transaction (i.e. "declined", "succeeded",

-- Details to be defined on a national basis

}

etc.)

END -- end of RDMessage
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E.4 Schematic view of ASN.1 definitions

net wor kAccess

I naSubscri ber

I validity

| subscriberl D

| naSubscri ptions

L NAServi ceSubscri ption
validity

I naServicel D

naProvi der | D

naAut hl D

options

install ati onAddr ess
I fixl| pAddress

Finsi

al | ocat edDevi cel Ds
I naServi ceSt at us
regi steredl CCl D

| nati onal NASubscri pti on
paynent Detai | s

addi ti onal | PAddr esses
al | ocat edDevi ces

| nB5l SDNs

L regi steredl CCl Ds

| al | ocat edDevi cel Ds

| al | ocat edDevi ces

| naServi ceUsage

I naAccessTi ne

I naAut hl D

F NwWAccessType

I naSt at us

F i nterval

I naDevi celd

| naDevi ce

I naNwEl enent | D

I naAssi gnedAddr ess
I I ocation

| di al Upl nformation
I gprslinformation

| oct et sDownl oaded
| oct et sUpl oaded

I subscriberl D

| ePSl nformati on

I wifilnformation

| addressTransl ati onRecor ds
I naDevi ce

L addi ti onal Locati ons
| naDevi ce

I naDevi celd

| description

I location

| macAddr ess

I dslld

F i mei

L subscri ber| D

| naNet wor KEI enrent

I validity

I naNwEl enent | D

I naProvider| D

| supportedAccessTypes
L | ocation

L naBillingDetails

I subscriberl D

| servicelD

I billingAddress

I billingldentifier
I billingRecords

I naTransactionl D

L naTransacti onSt at us

NOTE:  This figure should be regarded only as an aid to understanding. In the event of a discrepancy between this
figure and the text of the ASN.1 specification the ASN.1 specification is the leading one.

Figure E.1: Schematic representations of the major ASN.1 structures for network access services
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Annex F (informative):
Basic set of search routines for Retained Data

F.1  Example set of search routines

F.1.1 Introduction

The purpose of this informative annex is to give some guidance for implementation of specific search routines.

The following set of search routines are given as guidelines. It is anational option to which extent this set is used and
possibly extended with additional search cases.

This annex specifies search cases for retrieval of top level record types according to the table in clause F.1.2.

F.1.2 Summary of search case

Record type Clause(s) Comments, search parameters
Any records

ti meSpan T1-T2

For any search, a time span relating to time of retention is to be
provided.

Telephony Record

Subscriber ID, name, address, phone number (originating/terminating),
national registration identifier.

tel ephonyBi |l I i ngDetails F.2.2 Subscriber ID.

Phone number (originating/terminating), device ID (IMEI), location

t el ephonySubscri ber F.2.1

t el ephonyServi ceUsage F.2.3 S
(originating).
Implicit through service usage. Since this is CPE, the identity of which
t el ephonyDevi ce - will not be known except in conjunction with usage, it is not relevant to
query about it independently.
t el ephonyNet wor KEI errent F.2.4 Network element ID, location.

Message Record

Subscriber ID, name, address, message store ID, national registration
identifier.

nsgSer vi ceUsage F.3.2 Subscriber ID, sender address, recipient address.

Network Access Record

nmsgSubscri ber F.3.1

Subscriber ID, name, address, NA device id, national registration

naSubscr i ber FA41  lidentifier, location (of access point), MAC address, DSL ID.
nsSer vi ceUsage F.4.2 Device ID, location (of access point), MAC address, DSL ID.

Implicit through service usage or subscriber data. Since this is CPE, the
naDevi ce - identity of which will not be known except in conjunction with usage, it is

not relevant to query about it independently.

Implicit through service usage. Since this is equipment in the network,
naNet wor KEl errent - which is not specific to any individual user, it is not relevant to query
about it independently.

F.1.3 Subscriber records

The subscriber records are retrieved per service by providing the appropriate service-specific subscriber record type,
filled in with applicable search parameters.
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F.2  Telephony data

F.2.1 Telephony subscriber

Search parameter

Result

subscri berld

Telephony subscriber record with matching subscriber id is
returned.

regi st er edNunber

Subscriber record for telephony service with matching phone
number is returned.

Nane, addr ess

Subscriber record(s) with matching subscriber name and/or
address are returned.

(any service)

nati onal Regi stration/identificationNunber |Subscriber record with matching national registration id are

returned.

F.2.2 Telephony billing details

The billing details for a specific telephony subscriber will be returned.

Search parameter

Result

subscri berld (telephony)

Billing records for the supplied subscriber id will be returned.

F.2.3 Telephony service usage

Records of telephony service usage will be returned through search on one or more of the following parametersin
partylnformation.

Search parameter

Result

part yNunber

All telephony service usage records containing the provided party
number (originating/terminating) will be returned.

devi cel D All telephony service usage records containing the provided device
id (originating/terminating) will be returned (see note).
Location All telephony service usage records made from the provided location

(originating) will be returned.

NOTE: In practical use the type of device id will be an IMEI.

F.2.4 Telephony network element

Searches on telephony network elements are relevant for finding where a certain cell-id is located or which cell-ids are
located in a certain area at some given time. Search parameters are one of:

Search parameter

Result

t el ephonyNet wor kI D

Entry of a network element ID will return the record containing cell
information for this ID (see note 1).

cel I I nfornmati on (Location data)

Entry of location data will return network element IDs within the
specified area (see note 2).

NOTE 1: It ought to be possible to use wildcarding for network ID, which would return a set of matching records,
which subsequently may be analysed to select those which are located within an area of interest.

NOTE 2: This assumes that the input parameters can be given according to a format specifying an area and that
network elements are searchable based on a delimited area.
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F.3 Messaging data

F.3.1 Message subscriber

Search parameter Result

Messaging subscriber record with matching subscriber id is
returned.

Subscriber record for messaging service involving the
supplied storage id (mailbox id) is returned.

Subscriber record(s) with matching subscriber name and/or
address are returned.

Subscriber record with matching national registration id is
returned.

subscri berld

msgSt orel d

Nane, addr ess

nati onal Regi stration/identificationNunber

F.3.2 Message service usage

Usage records for message services may be found through the following parameters of msgTransmission.

Search parameter Result
subscri ber | D (for messaging) Service usage records for the given subscriber ID will be returned.
Usage records, which contain a sender address matching the entry,
will be returned.
Usage records, which contain a recipient address matching the
entry, will be returned.

sender Addr ess

Reci pi ents

F.4 Network Access data

F.4.1 NA subscriber

Search parameter Result
subscri berld Subscriber record with matching subscriber id is returned.
Subscriber record(s) with matching subscriber name and/or
address are returned.
Subscriber record with matching national registration id is
returned.

Nane, addr ess

nati onal Regi stration/identificati onNunber

In addition to this, the following parametersin allocatedDevicel Ds may be used to retrieve network access subscriber
data.

Search parameter Result

nabDevi cel d Subscriber record containing the given device ID will be returned
(see note).

Locati on Subscriber record containing the given location will be returned.

nacAddr ess Subscriber record containing the given MAC address will be
returned.

dsl I D Subscriber record containing the given DSL ID will be returned.

naAssi gnedAddr ess Usage records containing the given IP address will be returned.

NOTE: Itis assumed that a network access device (typically a DSL or cable modem) relates to a specific

subscribed access service.
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F.4.2 NA service usage

Searches for NA service usage can be made based on the user device, as recorded in naDevice.

Search parameter Result
naDevi cel d Usage records containing the given device ID will be returned.
Locati on Usage records containing the given location will be returned.
macAddr ess Usage records containing the given MAC address will be returned.
dsl 1D Usage records containing the given DSL ID will be returned.
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Annex G (informative):
Examples of search routines

G.1 Introduction

This annex gives extra details for how to implement a number of search routines described in annex F.

Each clause takes an example request from annex F, and shows how it would be constructed using this handover
standard. The example shows the inputs (listed in annex F), and a diagram representing the PDU for the request
message.

G.2 Example for telephony subscriber query in
clause F.2.1

This clause describes how to construct the following telephony subscriber request, described in clause F.2.1.

The specific question is: Please provide data for subscriptions with telephone number 0123456789, which were started
in the time span between 1 August 2008 and 15 September 2008.

Request Parameter Value

Subscriber record for telephony service with matching phone number
is returned.

A range of times for the start of the subscription.

In cases where endTimes are provided as part of a constraint, a
non-populated value in a record can be considered to be greater than
the specified endTime in the constraint.

regi st er edNurber

ti meSpan

Ret ai nedDat aMessage
} retai nedDat aHeader
| L (header information, as described in clause 6.1)
L ret ai nedDat aPayl oad
L request Message
F requestPriority = NORVAL (per national inplenentation)
L request Paraneters
| equal s
L tel ephonyRecord
L tel ephonySubscri ber
L subscri bedTel ephonyServi ces
L regi st eredNunber = 0123456789
| greater ThanOr Equal To
L tel ephonyRecord
L tel ephonySubscri ber
L subscri bedTel ephonyServi ces
L ti meSpan
L startTime = 20080801000000Z
L | essThanOr Equal To
L tel ephonyRecord
L tel ephonySubscri ber
L subscri bedTel ephonyServi ces
L ti meSpan
L startTime = 20080915235959Z

Figure G.1: Example for telephony subscriber query
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G.3 Example for telephony service usage query in
clause F.2.3

This clause describes how to construct the following telephony subscriber request, described in clause F.2.3.

The specific question being asked is. Please provide service usage records for phone number 0123456789 for calls,
which were initiated from that number between 5 September 2008 and 15 September 2008.

Request Parameter Value
par t yNunber Telephone number of interest in the call.
Role (originating or terminating) of the telephone number specified. To
partyRol e request all calls involving the given number, regardless of its role, this
parameter can be omitted.
ti meSpan A range of times for the start of the call.

Ret ai nedDat aMessage
} retai nedDat aHeader
| L (header information, as described in clause 6.1)
L ret ai nedDat aPayl oad
L request Message
F requestPriority = NORVAL (per national inplenmentation)
L request Paraneters
| equal s
L tel ephonyRecord
L tel ephonyServi ceUsage
L partylnformation
F partyNunber = 0123456789
L partyRole = 0 (=originating-Party)
I great er ThanOr Equal To
L tel ephonyRecord
L tel ephonyServi ceUsage
L communi cati onTi nme
L ti meSpan
L startTime = 20080905000000Z
L | essThanOr Equal To
L tel ephonyRecord
L tel ephonyServi ceUsage
L comuni cati onTi me
L ti meSpan
L startTinme = 20080915235959Z

Figure G.2: Example for telephony usage query
NOTE: Regarding the response records returned in this example: provided a record meets the criteriain the

request, then both the begin- and end-time can be included in the response (if they are part of the
communication record).
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Annex H (informative):
Further information on data categories

H.1 General

Thereis adistinction between data categories that are based on user activity (such as Usage data) and those that are
independent of user or network activity - information not generated or processed by network elements (such as
Subscriber or Network Element information).

The distinction in type of request is made to allow national adaptation of the present document. The distinctions can be
necessary for different levels of authorizations and/or providers. The distinction for different levels of authorizations
and/or providers can also be met by national adaptation of the field delivered in the reply. A single request can contain a
combination of types (e.g. a, b and ¢ for a generic activity request).

EXAMPLE: A Subscriber Data Request even within one nation can have different levels of authorizations:
billing information and/or a PUK-code will not be part of a"standard" request.

H.2 Further information on subscriber data

H.2.1 Subscriber data requests
The following records could be used to make a subscriber data request:
a) Name.
b) Address.
c) Postcode (with street number).
d) National ID no.
€) Birthdate.
f)  Serviceidentifier (e.g. phone/network number, email address, | P-addresses, device-ID, log on names, etc.).
g) Location.
Adg): Discussion on prepaid identification.

In order to be selective a combination of entries can be made. The allowed single and combined entries are a national
issue.

H.2.2 Generic subscriber data records

This clause contains the Subscriber Data Reply information. As thisinformation is not derived from network
information it can be structured more open and might not be addressed in the network based clauses.

The reply to a subscriber data request will depend on the structure and the fields available in the CSP's subscriber
database and the national juridical framework.

In general the reply contains:

a Names.
b) Addresses.
c) Birthdates.
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Service identifier.

Authentication.

Applicable services.

Applicable supplementary services.
Service association.

Timestamp.

Multiple names, addresses and birth dates can be available for the subscriber, billing and phonebook
information.

The service identification can be the phone numbers, email addresses, permanent | P-addresses, log on names,
conference call identifier, etc.

Depending on national regulations, no authentication information will be given, type will be given (credit card,
passport, etc.) or details will be given (credit card number, passport number, etc.).

The applicable services can be given as type of subscriptions and as alist of applicable network services. (For
example a mobile subscription can be called "Budget 11" and can give accessto all GSM services excluding
GPRS and UMTS, aso alimitative list GSM, GPRS, UMTS-PS, and UMTS-CS could be given.)

The entry can be associated with CSP activated services like call bearing, ex- number, carrier pre-select,
0800/0900 number, multiple SIM, PUK-code, etc.

A serviceidentifier is associated with a specific service or tele service (for example aMS-1SDN can be
associated with a service like GSM and/or UMTS and within GSM it can also associate to the tele service
voice, fax or data).

H.2.3 Service Specific Subscriber Reply Data

a) Serviceidentifier.
b) Applicable services.
c) Applicable supplementary services.
d) Serviceassociation.
e) Timestamp.
H.3  Further information on usage data

H.3.1 Usage requests

Usage requests would typically be based on:

a)
b)
<)
d)

Network addresses (for example IMSI, email, | P-address).
User addresses (for example (MS-) ISDN, email, URI).
Hardware address (device-1D for example IMEI, MAC).

Location (for example CellID).
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H.3.2 Usage data categories

Usage data can be broken down into the following sub-categories:
a) Usage: Traffic data
b) Usage: Traffic datarelated information.
¢) Usage: Communication independent user activities.

d) Usage: Network activity data.

H.3.3 Usage: Traffic Data (Reply)

In general the reply contains:
a)  Network addresses.
b)  User addresses.
¢) Communication entity.
d) Tele/bearer service used.
€)  Supplementary service.
f)  Timestamp.

Adc): Theassociation of the network/user address with the role in the communication (A, B, C-address,
FROM/TO/CC/BCC, etc.).

H.3.4 Usage: Traffic Data related information (Reply)
In general the reply contains:

a) Hardware address.

b) Location.

c) Timestamp.

H.3.5 Usage: communication independent user activities (Reply)

In general the reply contains:
a)  User associated log on/off.
b) (de)activation of supplementary services.
¢) Prepaid updates.

d) Timestamp.

H.3.6 Usage: network Activity Data (Reply)
In general the reply contains:

a)  Equipment/Network associated log on/off.

b)  Roaming information.

c) Timestamp.
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H.4

Further information on network element data

H.4.1 Network element requests

Network element requests would typically be based on:

a)

b)

Ad a):
Ad b):

Location.
Network element.
The association between alocation in WGS84 or Postcode to the likely CelllDs can be requested.

The association of for example between a CellID and its location and direction can be requested.

H.4.2 Network Configuration Data Reply Data

In general the reply contains:

a)
b)
©)

Location association with network elements.
Network element association with location.

Timestamp.
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Annex | (informative):
Manual techniques
Manual techniques can include:
. Use of phone, fax or email for HI-A or HI-B.
J Use of physical storage media (e.g. DVD) for HI-B.
For al manual uses, the following principles are recommended:

. The message flows (clause 5) should be broadly followed although acknowledgements may be unnecessary or
not practical.

. It is strongly recommended that the content of the messages should follow the messages defined in clause 6.

. Lower layers (encoding, transport, etc.) (clause 7) in general would not be followed. Where appropriate,
consistent encoding schemes are recommended.
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Annex J (informative):
Single versus multi-part deliveries

J.1 General

Subject to national agreement, the multi-part delivery of results may be used replacing the default single shot delivery
(clause 5.1.7). In clause 5.2.3 the option of delivering results of an RD query in multiple partsis described. When
multi-part is set as possible national delivery option, a CSP may promptly send data that are at hand and follow up with
data that takes longer to collect, if and when available. There is however no rule for when to apply multi-part deliveries.
In absence of such guidance it islikely that all deliveries will be made in multiple parts, since additional data might
always be available. It is aso undefined when to send the final message, so the transfer will tend to be open-ended.

In thisannex thereis an elaboration of criteriafor when to apply multi-part deliveries.

J.2 Criteria for multi-part delivery

The maximum time alowed for transfer of retained data from a network element to a storage from which it can be
retrieved is called "latency time" (TL). Thistime may vary, depending on type of network element and operating
conditions. An upper limit for TL under different conditions may be set in national requirements. When arequest for
retained data is made, the related time span is specified as T1-T2. This means that retained data for al eventsthat have
occurred during the time span between T1 and T2 and meet the search criteria are to be sent to the receiving authority.
T2 will be less than or equa to the time of the request, TR (see however clause J.3). If TL islarger than the difference
between TR and T2, some retained data from before T2 can be expected to be collected later than TR, such that
multi-part delivery will be necessary, if available data are sent promptly. At atime T2+TL, it can be assumed that all

events have been collected.

Figure J.1: TR occurs later than T2+TL and thus a single part delivery can be applied
TL

WE

TL

Figures J.1 and J.2 illustrate the conditions for single- vs multi-part deliveries.

Figure J.2: TR occurs earlier than T2+TL, so a multi-part delivery should be applied
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In figure J.2, the last delivery should be sent at time T2+TL, indicating that transmission is complete.

NOTE 1: A CSP may choose to make multi-part deliveriesin a sequence in order to break up large transmission
volumes into more manageabl e parts.

NOTE 2: It may be agreed to have a single delivery when all data are available, rather than applying multiple
deliveries.

J.3 Subscriptions into the future

It is conceivable to make T2 larger than TR, i.e. subscribe to delivery of retained datainto the future. Thisis a subject
for national preferences. A LEA may also choose to repeat the request at certain intervals until an investigation has been
closed.
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