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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Digital Enhanced Cordless
Telecommunications (DECT).

The present document is based on EN 300 175, parts 1 [1] to 8 [8], EN 300 444 [9] and EN 301 649 [i.5]. General
attachment requirements are based on EN 301 406 [11] (replacing TBR 006 [i.2]). Further details of the DECT system
may be found in TR 101 178 [i.1].

The present document has been devel oped in accordance to the rules of documenting a profile specification as described
in ISO/IEC 9646-6 [i.3].

The information in the present document is believed to be correct at the time of publication. However, DECT
standardization is arapidly changing area, and it is possible that some of the information contained in the present
document may become outdated or incomplete within relatively short time-scales.

The present document is part 1 of a multi-part deliverable covering Machine to Machine Communications based on
DECT UltraLow Energy (ULE) as identified below:

Part 1. " Home Automation Network (phase 1)".

The present document defines the functionality for phase 1 of DECT Ultra Low Energy (ULE), Home Automation
Network (HAN). Further phases with additional functionality will be defined in the future by other parts of this
multi-part deliverable.
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1 Scope

The present document specifies the first set of functionalities of the ETSI radio technology named DECT Ultra Low
Energy (ULE). DECT ULE provides bi-directional radio communication with medium range, data protection, and Ultra
Low Power consumption between different types of Portable Devices and Radio Fixed Parts.

DECT ULE has been created by the ETSI Technical Committee DECT, and is based on the DECT base standard
EN 300 175, parts 1 [1] to 8[8], and the DECT Packet Radio Service (DPRS), EN 301 649 [i.5]. However DECT ULE
includes substantial differences with its parent technology in order to achieve Ultra Low Power consumption.

The present document is part 1 of a multipart deliverable intended to cover the Machine to Machine communications
based on DECT Ultra Low Energy (ULE).

The set of features defined in the present document is named "Home Automation Network (HAN), phase 1", and is
primarily targeted to provide aglobal M2M solution within domestic scenarios. However, this does not prevent the use
of the present document in other scenarios.

Further phases of the Home Automation Network (HAN) or further Machine to Machine applications based on DECT
ULE will be defined in the future by other parts of this multi-part deliverable or by separate Technical Specifications.

From the point of view of DECT standardization, the present document is an application profile (AP) based on the
DECT base standard (EN 300 175, parts 1 [1] to 8 [8]). This application profile (AP) may reuse definitions and
procedures defined in other DECT applications profiles when needed or convenient. Thisisthe case, for instance, of the
DECT Generic Access Profile (GAP), EN 300 444 [9] and the DECT Packet Radio Service (DPRS), EN 301 649 [i.5].

DECT UltraLow Energy (ULE) Part 1 (the present document) provides the following basic functionalities:
. MAC/PHY Layer
- Unlocked, ultralow duty cycle operation for battery powered Portable Part devices

" PP may enter in "deep sleep" state between activity cycles with near all circuits switched off (with
loss of synchronization to the base)

- Provisions for Fast Locking so the Portable Part device can remain in long sleep cycles and regain the
timing information of the DECT network quickly

- Dedicated ULE "dummy" C/L channel using the B-field of regular dummy bearer containing:
] Aids for fast re-synchronization
" General static broadcast information
" Channel selection information
" Dedicated ULE paging channels
L] Provision for connectionless downlink channels (in further phases)

- Ultra-fast "expedited" procedures optimized for ULE and allowing combined transmission of signalling
and data packet in the very first frame

- New paging channels specific for ULE over extended dummy bearer
- Implementing a wide range of modes from fast to ultra-slow paging
- Management algorithms for handling access collisions

- Use of short dotsif no U-data for further energy saving

- "Stay-alive" handshake procedures

- U-plane based on MAC protected service lpgr

" Error detection (CRC) and correction (ARQ) capabilities
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L] Automatic retransmission based on a Mod-2 schema with a maximum packet lifetime

. DLC Layer

New DLC service LU14 incorporating CCM authenticated encryption at DLC layer
. See also security description
DL C service LU10 with frames FU10a/d as transport of LU14

" Provides sequence numbering and control, flow control, Tx/Rx window handling, and
segmentation and re-assembling, of higher layer packets

New channel Gga for DLC control

C-plane DLC (LAPC) service

. Network (NWK) Layer

Connection Oriented model including CC (Call Control) and MM (Mobility Management) entities
L] Virtual Circuits (=PDP Context) created at the beginning and kept for long time

" No NWK layer operations during regular packet handling

DECT CC message and operations support

DECT MM message and operations support

L] L ocation update, authentication, etc.

" Some restrictions will be applicable in phase 1 by practical reasons

Additional |Es for negotiation of higher layer (application) protocol

. State of the art Security

NWK layer authentication algorithm DSAA2 based on AES with key length 128 bits (see
EN 300 175-7 [7]):

L] Provides both PT and FT mutual authentication and Cipher Key generation

" Split into two security processesin NWK side allowing geographic distribution in home/visited
domains

New authenticated encryption based on CCM operating at DECT DLC layer:
*  Based on RFC 3610 [i.7] and AES 128 [i.8]

" Provides simultaneously strong encryption and continuous mutual authentication without the need
of running NWK layer transactions

" Mechanism ideal for the intended application

The following three types of PP devices are part of DECT ULE phase 1. Additional device types may be added in
further ULE phases:

. PP type |: "sensor" with or without paging support

. PP type II: "fast actuator”

. PP typelll: "dow actuator”

Examples of the applications that can be built with DECT ULE phase 1 (the present document) are the following:

. Actuator devices
Devices with fast response times (Fixed Part to Portable Part and vice versa) commonly used, for instance, in
Electricity Plugs or Motor Drivers such as a sunscreen.
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. Slow Actuator devices
Devices with relatively fast response times (Fixed Part to Portable Part and vice versa) commonly used, for
instance, in Thermostats.

. Sensor devices
Devices with long sleep times and fast response times from Portable Part to Fixed Part. Typical examples are
Smoke Detectors and Motion Detectors.

Thislist is not exhaustive and further applications may be developed by device vendors based on the present document.

The maximum radio coverage range of DECT ULE will be as wide as standard DECT technology. Smaller coverage
may be defined for specific applications due to power consumption and spectrum use considerations.

Due to the nature of DECT ULE applications, it is foreseen that most of them would operate, however not necessarily,
over unlicensed spectrum. The standard DECT frequency allocation (1 880 - 1 900 MHz) will be used in EU areafor
operation of ULE phase 1 devices. Further bands, licensed or unlicensed, may be identified in the future.

DECT ULE has been designed to be coexistent with other DECT applications (including GAP or NG-DECT). Different
types of DECT devices may be used over the same spectrum, and mixed devices supporting DECT ULE and other
DECT applications may be built. It is foreseen that the mgjority of DECT ULE RFPs and some DECT ULE PPswill be
mixed devices.

All DECT devices claiming to be compliant with this Application Profile will offer at |east the basic services defined as
mandatory. In addition to that, optional features can be implemented to offer additional DECT ULE services.

The aim of the present document is to guarantee a sufficient level of interoperability and to provide an easy route for
development of DECT ULE applications, with the features of the present document being a common fall-back option
availablein al compliant to this profile equipment. The present document also guarantees compatibility between DECT
ULE applications and existing DECT applications (such as GAP or NG-DECT) running over the same spectrum and
even in the same device.

DECT ULE does not standardize high layer (application) data protocols, which may be defined by separate ETSI
documents or may be in the scope of other standardization organizations.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 300 175-1: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (Cl); Part 1. Overview".

[2] ETSI EN 300 175-2: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (Cl); Part 2: Physical layer (PHL)".

[3] ETSI EN 300 175-3: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (Cl); Part 3: Medium Access Control (MAC) layer".

[4] ETSI EN 300 175-4: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (Cl); Part 4: Data Link Control (DLC) layer".
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(5]
(6]
[7]
(8]
[9]
[10]

[11]

[12]

[13]

[14]
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ETSI EN 300 175-5: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (Cl); Part 5: Network (NWK) layer”.

ETSI EN 300 175-6: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (CI); Part 6: Identities and addressing".

ETSI EN 300 175-7: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (Cl); Part 7: Security features”.

ETSI EN 300 175-8: "Digital Enhanced Cordless Telecommunications (DECT); Common
Interface (Cl); Part 8: Speech and audio coding and transmission”.

ETSI EN 300 444: "Digital Enhanced Cordless Telecommunications (DECT); Generic Access
Profile (GAP)".

ETSI EN 300 176-1: "Digital Enhanced Cordless Telecommunications (DECT); Test
specification; Part 1: Radio".

ETSI EN 301 406: "Digital Enhanced Cordless Telecommunications (DECT); Harmonized EN for
Digital Enhanced Cordless Telecommunications (DECT) covering the essentia requirements
under article 3.2 of the R& TTE Directive; Generic radio”.

ETSI EN 301 908-10: "Electromagnetic compatibility and Radio spectrum Matters (ERM); Base
Stations (BS), Repeaters and User Equipment (UE) for IMT-2000 Third-Generation cellular
networks; Part 10: Harmonized EN for IMT-2000, FDMA/TDMA (DECT) covering essential
requirements of article 3.2 of the R& TTE Directive'.

ETSI TS 102 527-3: "Digital Enhanced Cordless Telecommunications (DECT); New Generation
DECT; Part 3: Extended Wideband Speech Services'.

ISO/IEC 8073 (1997): "Information technology -- Open Systems Interconnection -- Protocol for
providing the connection-mode transport service".

Informative references

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]

[i.3]

[i.4]

[i.5]

[i.6]

[i.7]
[i.8]

ETSI TR 101 178: "Digital Enhanced Cordless Telecommunications (DECT); A high Level Guide
to the DECT Standardization".

ETSI TBR 006: "Digital Enhanced Cordless Telecommunications (DECT); General terminal
attachment requirements’.

I SO/IEC 9646-6: "Information technology - Open Systems Interconnection - Conformance testing
methodology and framework - Part 6: Protocol profile test specification”.

ISO/IEC 9646-7: "Information technology - Open Systems Interconnection - Conformance testing
methodology and framework - Part 7: Implementation Conformance Statements”.

ETSI EN 301 649: "Digital Enhanced Cordless Telecommunications (DECT); DECT Packet
Radio Service (DPRS)".

ETSI TS 102 527-1: "Digital Enhanced Cordless Telecommunications (DECT); New Generation
DECT; Part 1: Wideband Speech ".

IETF RFC 3610: "Counter with CBC-MAC (CCM)".

FIPS Publication 197 (2001): "Advanced Encryption Standard (AES)", National Institute of
Standards and Technology (NIST).
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:
Access Rights Identity (ARI): globally unique identity that shows the access rights related to a service provider
NOTE: SeeEN 300 175-6 [6].

attach: process whereby a PP within the coverage area of a FP to which it has access rights, notifies this FP that it is
operative

authentication: process whereby aDECT PT, FT or subscriber is positively verified to be alegitimate user of a
particular DECT system

bearer service: type of telecommunication service that provides a defined capability for the transmission of signals
between user-network interfaces

C-plane: control plane of the DECT protocol stacks, which contains all of the internal DECT protocol control, but may
also include some external user information

NOTE: The C-plane stack always contains protocol entities up to and including the NWK layer.
call: al of the NWK layer processesinvolved in one NWK layer peer-to-peer association

Cipher Block Chaining M essage Authentication Code (CBC-MAC): cryptographic technique for constructing a
message authentication code from a block cipher

Counter with CBC-MAC (CCM): authenticated encryption algorithm designed to provide both authentication and
confidentiality

DECT network: network that uses the DECT air i/f to interconnect alocal network to one or more portable
applications. The logical boundaries of the DECT network are defined to be at the top of the DECT NWK layer

expedited (messages, procedur es, oper ations): MAC C/O operations (messages, procedures, operations) intended for
ultrafast setup and release of bearers, allowing in most cases reduction in the number of messages and early or late U-
plane transmission compared to regular procedures

Fixed Part (DECT Fixed Part) (FP): physical grouping that contains all of the elementsin the DECT network
between the local network and the DECT air i/f

NOTE: A DECT FP containsthe logical elements of at least one FT, plus additional implementation specific
elements.

Fixed radio Termination (FT): logical group of functions that contains al of the DECT processes and procedures on
the fixed side of the DECT air i/f

NOTE: A FT only includes elements that are defined in the DECT Common Interface (Cl) standard. This
includes radio transmission el ements together with a selection of layer 2 and layer 3 elements.

geographically unique identity: related to FP identities, PARIs and RFPIs, it indicates that two systems with the same
PARI, or respectively two RFPs with the same RFPI, cannot be reached or listened to at the same geographical position

NOTE: For PARI and RFPI, see abbreviations clause.
global network: telecommunication network capable of offering along distance telecommunication service

NOTE: Theterm does not include legal or regulatory aspects, nor doesit indicate if the network isa public or a
private network.

globally unique identity: identity is unique within DECT (without geographical or other restrictions)
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handover: process of switching a call in progress from one physical channel to another physical channel
NOTE: Handover may beintra-cell handover or inter-cell handover.

Home Automation Network (HAN): network that connects all sensors and actors in a house or apartment, providing
interoperability for devices of different vendors and typically has a connection to the Internet. The Home Automation
Network is used for various applications, from Home Automation and Security to Climate Control and Energy
Management

inter-cell handover: switching of acall in progress from one cell to another cell

internal general call: internal call setup by aPP to ring all other PPs (i.e. excluding the initiator) and FP (when capable
of)

NOTE: Thisistypicaly useful inresidential environments when transferring a call.

internal handover: handover processes that are completely internal to one FT Internal handover reconnects the call at
the lower layers, while maintaining the call at the NWK layer

NOTE: Thelower layer reconnection can either be at the Data Link Control (DL C) layer (connection handover)
or a the Medium Access Control (MAC) layer (bearer handover).

inter-operability: capability of FPs and PPs, that enable a PP to obtain access to tel eservices in more than one Location
Area (LA) and/or from more than one operator (more than one service provider)

InterWorking Unit (IWU): unit that is used to interconnect sub networks

NOTE: The WU will contain the interworking functions necessary to support the required sub-network
interworking.

intra-cell handover: switching of acall in progress from one physical channel of one cell to another physical channel
of the same cell

link: association between two DL C layer entities

NOTE: Thiscan either be one DLC C-plane association or one DLC U-plane association. Usually, but not
necessarily, one DLC Link is mapped to one Logical connection.

locally uniqueidentity: unique identity within one FP or LA, depending on application
Location Area (LA): domain in which a PP may receive (and/or make) calls as aresult of asingle location registration

location registration: process whereby the position of aDECT PT is determined to the level of one LA, and this
position is updated in one or more databases

NOTE: These databases are not included within aDECT FT.

logical connection: association between two instances of the MAC MBC that can be used by higher layersto exchange
U-plane or C-plane data

logical connection establishment: procedure to create alogical connection
NOTE: Thelogica connection establishment isinstantiated by the DLC upon request of the NWK layer.
logical connection release: procedure to release alogical connection

NOTE: Thelogical connection release is usually instantiated by the DL C upon request of the NWK layer, but
under certain circumstances it could also be initiated by the ME.

M AC connection (connection): association between one source MAC Multiple Bearer Control (MBC) entity and one
destination MAC MBC entity

NOTE: This provides aset of related MAC services (aset of logical channels), and it can involve one or more
underlying MAC bearers.

machine to machine solution: combination of devices, software and services that operate with little or no human
interaction
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M essage Authentication Code (CCM): short piece of information generated by a cryptographic function used to
authenticate and to protect the data integrity of a message
M essage I ntegrity Code (CCM): alternative name for the Message Authentication Code

multiframe: repeating sequence of 16 successive Time Division Multiple Access (TDMA) frames, that allows low rate
or sporadic information to be multiplexed (e.g. basic system information or paging)

New Generation DECT: further development of the DECT standard introducing wideband speech, improved data
services, new dlot types and other technical enhancements

outgoing call: cal originating from a PP

Packet Data Protocol (PDP): terminology used in GPRS and 3GPP that refers to any of the data protocols transported
over the radio packet service (IP, X.25, etc.)

PDP context: terminology used in GPRS and 3GPP to denote the context associated to a packet data connection. Itis
equivalent to "virtua circuit”

Permanent Virtual Circuit (PVC): Virtua Circuit that can be established and cleared only by configuration

physical connection: association between two sets of TBCS at MAC layer including the underlying bearers that belong
to asinglelogical connection

physical connection establishment: procedure to activate all bearers and TBCsrelated to asingle logical connection
NOTE: The Physical Connection establishment is always under control of the Management Entity (ME).
physical connection release: procedure to release all bearers and TBCs associated with a Logical connection
NOTE: Physical Connection release is always under control of the Management Entity (ME).

Portable Part (DECT Portable Part) (PP): physical grouping that contains all elements between the user and the
DECT air i/f

NOTE 1: PPisageneric term that may describe one or severa physical pieces.
NOTE 2: A DECT PPislogically divided into one PT plus one or more PAs.

Portableradio Termination (PT): logical group of functions that contains all of the DECT processes and procedures
on the portable side of the DECT air i/f

NOTE: A PT only includes elements that are defined in the DECT CI standard. Thisincludes radio transmission
elements (layer 1) together with a selection of layer 2 and layer 3 elements.

Radio Fixed Part (RFP): one physical sub-group of a FP that contains all the radio end points (one or more) that are
connected to a single system of antennas

registration: ambiguous term that should always be qualified. See either location registration or subscription
registration

resume: procedure to re-establish the physical connection for alogical connection in suspended state

resumed state: state of an established Logical connection, open at MB, DLC and NWK, with active TBCs and physical
layer

roaming: movement of a PP from one FP coverage area to another FP coverage area, where the capabilities of the FPs
enable the PP to make or receive callsin both areas

NOTE: Roaming requires the relevant FPs and PP to be inter-operable.
RS: value used to establish authentication session keys
subscription registration: infrequent process whereby a subscriber obtains access rights to one or more FPs

NOTE: Subscription registration is usually required before a setting any Virtual Call.
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suspend: procedure to release the physical connection without releasing the logical connection

suspended state: state of an established logical connection open at MBC, DLC and NWK but with no associated TBCs
and physical layer resources

TDMA frame: time-division multiplex of 10 ms duration, containing 24 successive full slots
NOTE: A TDMA frame starts with the first bit period of full slot 0 and ends with the last bit period of full slot 23.

Ultra Low Energy (ULE): packet data technology based on DECT intended for M2M communications and optimized
for ultralow power consumption under low or moderate data rate and traffic conditions

Virtual Call (VC): any packet-mode user connection that can be setup and released by means of NWK layer C-plane
procedures

NOTE 1: A Virtual Call isthe packet-mode equivalent of a circuit-mode call.
NOTE 2: Virtual Call isthe DECT terminology for what in GPRS and UMTS is called "PDP context".

virtual circuit: any packet-mode user connection able to transport the user packet data protocol. Each Virtual Circuit
provides an independent and isolated context for each subscriber data session and is mapped to one DLC Link and to
one MAC Logica connection

NOTE 1: Virtua circuits could be of two types: Virtual Calls (VC) and Permanent Virtua Circuits (PVC).

NOTE 2: A Permanent Virtual Circuit is the packet-mode equivalent of acircuit-mode leased line. A PVCisa
degenerated case of aVC.

3.2 Symbols and abbreviations

For the purposes of the present document, the following symbols, terms and definitions apply:

AC Authentication Code

ACK ACKnowledgement

AES Advanced Encryption Standard

AP Application Profile

ARI Access Rights I dentity

ARQ Automatic Retransmission reQuest

BA (bits) B-field identification bits, the bits from the A-field header that provide indication for the content
of the B-field of one MAC layer packet

BCK bit used for I, channel flow control in MAC I, error correction services

Bg Slow Broadcast channel

By ULE Broadcast channel

C for conditional to support (process mandatory)

C higher layer control Channel (see Cq and Cp)

C/L ConnectionLess

CA Channel Active

CBC-MAC Cipher Block Chaining Message Authentication Code

CcC Call Control, aNWK layer functional grouping.

CCM Counter with CBC-MAC

Cr higher layer signalling Channel (Fast)

CHO Connection HandOver

Cl Common Interface

CLMS ConnectionLess Message Service

C-plane Control plane

CRC Cyclic Redundancy Check

Cg higher layer signalling Channel (Slow)

DCK Derived Cipher Key

DECT Digital Enhanced Cordless Telecommunications

DF DECT Forum

DLC Data Link Control

DPRS Data Packet Radio service
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KSG

LA
LAPC
LBN
Lc
LCE
LLME
LLN
LSB
LSIG
LU

MO
M1
M2
MAC
MAC
MBC
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DECT Standard Authentication Algorithm

DECT Standard Authentication Algorithm #2

DECT Standard Cipher (algorithm)

DECT Standard Cipher #2 (algorithm)

Mode of the B-field E/U multiplexer carrying U-plane data and signalling
Exchanged Connection Number

Enhanced Frame REL ay service

Equipment Manufacturer's Code

Frame CouNTer

Frame LENgth

Fixed part MAC | Dentity

Fixed Part

Fixed radio Termination

Generic Access Profile

higher layer information control channel (fast) (alogica channel to the MAC layer)
higher layer information control channel (slow) (alogical channel to the MAC layer)
Gaussian Freguency Shift Keying

General Packet Radio Service

Home Automation Network

High Definition

High Level Modulation

HyperText Transfer Protocol

for out-of-scope (provision optional, process optional) not subject for testing
higher layer Information channel (see I and Ip)

Information Element

Internet Engineering Task Force

interface

higher layer Information channel (unprotected)

higher layer Information channel protected (in general, any variant)

Internet Protocol
higher layer Information channel (protected) transported multiplexed with signalling in the E+U

type dots
higher layer Information channel, multi-subfield (protected) B-field with error detection only

higher layer Information channel, multi-subfield (protected) B-field with MOD-2 protected

channel operation (ARQ)
higher layer Information channel (protected) with single subfield format and error detection only

higher layer Information channel (protected) with single subfield format and error correction using

MOD-2 retransmission mechanism
InterWorking Unit

Key Stream Generator

Length

Location Area

DLC layer C-plane protocol entity

Logical Bearer Number

aDLC layer C-plane protocol entity

Link Control Entity

Lower Layer Management Entity

Logical Link Number

Least Significant Bit

LSIG Link SIGnature

DECT DLC U-Plane Service

for mandatory to support (provision mandatory, process mandatory, see clause 6.2.1).
MAC control channel

RFP channel pre-selection algorithm for ULE
PP channel selection algorithm for ULE

PP collision handling and avoidance algorithm for ULE
Medium Access Control

Message Authentication Code (CCM)

Multi Bearer Control
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SAPI
SARI
Sbu
Slp
SIP
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MAC Connection Endpoint Identifier

Management Entity

Multi Frame

MultiFrame Number

Message Integrity Code (CCM)

Mobility Management

MODulus

MAC control channel on A-tail field, or one message on such channel

Maximum Transmission Unit
MAC control channel on B-field for ULE

time MUItipleXors

identities channel

for not-applicable (in the given context the specification makes it impossible to use this capability,
see clause 6.2.1).

New Generation DECT

New Link Flag

split identities channel on B-field for ULE

identities information channel or one message in such channel

Normal Transmitted Power

NetWorK

for optional to support (provision optional, process mandatory, see clause 6.2.1)
option comprising number of items
Paging channel

PAP Public Access Profile

Primary Access Rights Identity

Packet Data Protocol

Protocol Data Unit

PHysical Layer

PHYsica

Personal Identity Number

Portable part MAC I Dentity

DECT Portable Part

Portable Part

Primary receiver Scan Carrier Number
Public Switched Telephone Network
one P-channel message

Portable radio Termination
ULE Paging channel on B-field

Permanent Virtual Circuit
system information channel
Compound System Information Channel of B-field for ULE

Q field header
system information and M ultiframe marker

RESponse

Request For Comment

Radio Fixed Part

Radio Fixed Part | dentity

Received sequence Number
aframetype of the DLC C-plane entity
Radio Signal Strength Indicator
Receiver side

Service Access Point

Service Access Point I dentifier
Secondary Access Rights Identity
Service Data Unit

higher layer connectionless channel (protected)

Session Initiation Protocol
Slot Number
Traffic Bearer Control
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TDMA Time Division Multiple Access
TX Transmitter side
UAK User Authentication Key
ULE UltraLow Energy
UMTS Universal Mobile Telecommunication System
UPI User Personal Identification
U-plane User-plane
VC Virtual Call
X excluded, not allowed
4 Description of services

4.1 DECT Ultra Low Energy

41.1 Introduction

Digital Enhanced Cordless Telecommunications (DECT) technology was launched in 1987 and has since then
developed into one of the most reliable and flexible digital radio access standard for cordless communication. DECT
has been a continuously evolving technology and new versions of the core technology such as New Generation DECT-
(NG-DECT) have aready surfaced. It has added features such as HD voice, Vol P and other internet based services over
the standard DECT protocol.

DECT ULE is based on the proven and established DECT standard. ULE has all the traditional strengths of DECT
(interference free, license free, security, authentication, long range, ready internet etc). With re-designed hardware and
software components DECT ULE is optimized for low data rate application and ultra-low power consumption. DECT
ULE is compatible with DECT voice applications, such as GAP [9] or NG-DECT, alowing the support of both services
in the same system and the design of mixed mode PPs or RFPs.

DECT ULE isdesigned to maintain a good Quality of Service (which is a unique feature of ULE compared to other low
power wireless standards). The low energy (ULE) version positions DECT in new and rapidly growing market
segments beyond the traditional DECT telephony market, such as the wireless Machine-to-Machine (M2M) market - a
rapidly growing segment.

DECT UltraLow Energy isthe DECT base specification for the low power applications. DECT ULE includes powerful
mechanisms providing context control, mobility management and security, and takes advantage of powerful features of
the DECT common interface to offer a high performance data transport mechanism.

The present document defines the base functions for DECT ULE and the specific functions for *Home Automation
Network (phase 1)". The present document provides a selection of features, operation modes and interworking functions
and defines an interoperability profile.

4.2 ULE phase 1

4.2.1 Definition of ULE phase 1

DECT ULE phase 1 is defined as a specific DECT ULE capability set that provides solutions intended primarily, but
not necessarily, for Home Automation scenarios.

DECT ULE phase 1 consists on three types of PP devices (or device functionalities) named type 1. "sensor", type 2:
"fast actuator” and type 3: "slow actuator" plus a ULE phase 1 enabled RFP. See clause 4.3.1 for description of the ULE
phase 1 device types. All these device types may also implement other DECT functionalities. For example, an ULE
compliant RFP may, at the same time, be a GAP or NG-DECT RFP.
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4.2.2 Example of applications covered by ULE phase 1
Examples of the applications that can be built with DECT ULE phase 1 (the present document) are the following:

. Actuator devices
Devices with fast response time requirements and traffic usually FT initiated, such as electricity plugs, electric
control elements, alarm centrals and other control elements.

e  Slow Actuator devices
Devices with medium response time requirements and traffic usually FT initiated, commonly used, for
instance, in heating and air conditioning systems.

e  Sensor devices
Devices with long sleep times, very demanding power consumption requirements, fast response time
reguirements for PP originated events and slow response time requirements for FP initiated actions. Typical
examples are switches and puss buttons, command modules, thermostats, smoke detectors and motion
detectors.

Thislist is not exhaustive and further applications may be developed by device vendors based on the present document.

4.2.3 Physical layer, radio properties and spectrum use

The maximum radio coverage range of DECT ULE will be as wide as standard DECT technology. Smaller coverage
may be defined for specific applications due to power consumption and spectrum use considerations.

Due to the nature of DECT ULE applications, it is foreseen that most of them would operate, however not necessarily,
over unlicensed or license exempt spectrum. The standard DECT fregquency allocation (1 880 - 1 900 MHz) will be used
in EU areafor operation of ULE phase 1 devices. Further bands, licensed or unlicensed, may be identified in the future.

DECT ULE has been designed to be coexistent with other DECT applications (including GAP or NG-DECT). Different
types of DECT devices may be used over the same spectrum, and mixed devices supporting DECT ULE and other
DECT applications may be built. It is foreseen that the majority of DECT ULE RFPs and some DECT ULE PPswill be
mixed devices.

4.2.4 Coexistence with other DECT services
DECT ULE has been designed to be coexistent with other DECT applications (including GAP or NG-DECT). Different
types of DECT devices may be used over the same spectrum, and mixed devices supporting DECT ULE and other

DECT applications may be built. It is foreseen that the majority of DECT ULE RFPs and some DECT ULE PPswill be
mixed devices.

4.3 Reference scenarios for DECT ULE phase 1

The following figures show examples of the applications scenarios that can be covered by DECT ULE phase 1.

4.3.1 Security applications (fire and burglary alarms)

Figure 1 shows atypical security application scenario. External communications (via PSTN or internet) may be part of
the scenario and easily implemented due to the usual PSTN or internet connectivity of most DECT RFPs.

ETSI



24 ETSI TS 102 939-1 V1.1.1 (2013-04)

ULE smoke

detector
(Bedroom 1) ?
&
ULE smoke

detector
(Bedroom 2)

f] Fire department

DECT Handset
{Disable Alarm
Application)

# PSTN/
_Internet )7

")

ULE smoke
detector
[Living room) Broadband
Gateway
(DECT ULE enabled)

Figure 1: Security application scenario (fire and burglary alarms)

4.3.2 Global Home control and domotic scenario

Figure 2 shows a Home control and domotic scenario. Sensor type and actuator type ULE devices are combined with
specific application logic to perform a potentially large number of functions in a home scenario. DECT advanced voice
terminals such as New Generation DECT parts 3 or 5, and external connectivity viainternet may also be part of the
solution.

internet Access
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View Display &
Control

Remote PC -
chack if things
OK back home

vrhile on holiday
—

b r——— e

. . Mood
Light & Brightness Lighting Temperature
Ceontrol Ransor
{ULE node) (ULE node)

Figure 2: Global Home control and domotic scenario
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4.3.3 Energy and appliances management scenario

Energy control is atarget application of DECT ULE phase 1. Figure 3 shows an energy and appliances management
scenario in a domestic environment. Sensor type and actuator type ULE devices are used to perform multiple energy
control related functions. Interconnection to utility companies viainternet may be part of the solution.
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Figure 3: Energy and appliances management scenario
4.4 Requirement specification for ULE phase 1

4.4.1 ULE phase 1 device types
ULE phase 1 supports the following types of devices:
. RFP with support of ULE phase 1
. PP type I "sensor"
. PP type II: "fast actuator”

e  PPtypelll: "dow actuator”
4411 PP type I: "sensor"

44111 General description
ULE PP devices, generally battery powered, with long sleep times and strong power saving requirements.

Typical examples are sensors (all types), Smoke Detectors, Motion Detectors, temperature sensor, switches and press
buttons, command modules, etc.

44112 Requirements and functionalities for type | devices
ULE type | "sensor" PPs has the following requirements and specific functionalities:

e  Ultralow power consumption
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. Unlocked "deep deep” operation
. Ultralow paging cycles (type |a) or no paging cycle at al (type Ib)

. Fast response times when activated due to an event at the PP side
4.4.1.2 PP type Il: "fast actuator"

44121 General description

ULE PP devices, generally line powered, with not so strong power saving requirements, but requiring fast response
times as response to FP side orders.

Typical examples are electric control modules (actuators) driving powers circuits, air conditioning equipment, alarm
bells and control modules, etc.

44122 Requirements and functionalities for type Il devices

ULE type Il "fast actuator" PPs have the following requirements and specific functionalities:
. Locked operation
o Normal or fast paging cycles
. High paging capacity

. Fast response times as response to paging commands from the FP side
4.4.1.3 PP type IlI: "slow actuator"

44131 General description

ULE PP devices, battery or powered, with power saving requirements, but with traffic dominated by order from the FP
and requiring medium response times as response to FP side orders,

Typical examples are control modules (actuators) for heating (hot water circuit radiator) and air conditioning
equipment.

44132 Requirements and functionalities for type Il devices

ULE type 1l "dlow actuator" PPs have the following requirements and specific functionalities:
. Locked or un-locked operation
. Normal to sow paging cycles
. M edium paging capacity

. M edium response times as response to paging commands from the FP side
4.4.1.4 ULE phase 1 compliant RFP

44141 General description
A DECT RFP supporting the functionalities described in the present document.

The RFP will typically support other DECT services such as GAP or New Generation DECT (any phase), however this
is not mandatory.
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44142 Requirements and functionalities for ULE phase 1 RFP
ULE phase 1 RFP has the following requirements and specific functionalities:
General coexistence requirement:

. It should be possible the implementation of RFP supporting at the same time, ULE phase 1 and a DECT voice
service (GAP or New Generation DECT).

Specific ULE phase 1 requirements:

. All RFPs compliant with the present document shall be able to support the three described types of ULE PPs.
4.4.2 U-plane interworking and protocol architecture

4421 ULE phase 1 protocol architecture
Figure 4 shows the protocol architecture of DECT ULE phase 1.

An external protocol (application layer) is transported over LU14 by means of an Interworking layer. The DECT
C-plane may be activated as response to external application protocol when needed.

In ULE phase 1, the only Interworking defined provides the transparent transport of the external protocol packet and the
DECT C-planeis used to configure interworking parameters. Other more complex interworkings may be defined in
further phases and rel eases.

DECT DECT
ULE IWU ULE NWK

DECT DLC LU14

DECT ULE MAC

DECT PHY

Figure 4. Reference model of the ULE U-plane and C-plane

4.4.3 Performance Objectives

Table 1 shows the performance objectives of DECT ULE phase 1.

Table 1: Performance objectives

Performance Value Notes
Maximum data rate for full-slot devices 24 kbit/s
Maximum data rate for double-slot devices 64 kbit/s
Response time for a PP => FP transmission when the PP was in 20 ms
locked state
Response time for a PP => FP transmission when the PP was in 30 ms
deep sleep (unlocked) state (sensor type device)
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Performance Value Notes
Response time for a FP => PP transmission (fast actuator type 50 m
device)
Paging cycle for sensor type devices Configurable: 160 ms to
60 min plus infinite
Paging cycle for slow actuator devices Configurable: 160 ms to
10 min
Paging cycle for fast actuator devices Configurable: 10 ms to
160 ms
Stay alive cycle Configurable: 640 ms to
60 min plus infinite

Table 2: Void

4.5 Technical features implemented by ULE phase 1

DECT UltraLow Energy (ULE) Part 1 (the present document) provides the following basic functionalities.

45.1 MAC/PHY layer
C/O MAC service with capability of suspend/resume via expedited operations:
. Advanced connection setup
e  Advanced connection release
° Full slot
. Short slot
e  MAC format Ipqg
Expedited ULE C/O operations:

. Ultra-fast "expedited" procedures optimized for ULE and allowing combined transmission of signalling and
data packet in the very first frame

o Expedited Access Request, Ready for Release and Rel ease commands
. Expedited operations optimized for short burst data transfer
o Expedited operations optimized for multi-burst data transfer
. Optional use of short dots (PO0) for power saving when no data is transported on B-field
. Management algorithms for channel selection and handling access collisions
Transport of higher layer signalling:
e  Transport of channel Cg over A-field of ULE C/O bearers
e Transport of channel Cr (optional) over B-field of ULE C/O bearers
e Transport of channel G, over A-field of ULE C/O bearers
Dedicated ULE "dummy" C/L channel using the B-field of regular dummy bearer containing:
. Aids for fast re-synchronization
J General static broadcast information

. Channél selection information
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. Dedicated ULE paging channels
. Provision for connectionless downlink channels (in further phases)
. Capability for changing the position of the dummy bearer
Unlocked, ultralow duty cycle operation for battery powered Portable Part devices:

. PP may enter in "deep sleep” state between activity cycles with near all circuits switched off (with loss of
synchronization to the base)

. Provisions for Fast Locking so the Portable Part devices can remain in long sleep cycles and regain the timing
information of the DECT network quickly

New paging channels specific for ULE over extended dummy bearer:
. Implementing a wide range of modes from fast to ultra-slow paging
e  Separate channels from existing DECT LCE paging over A-field
o High capacity: alarge number of sensor, fast and slow actuator devices can be paged
J Provision for future broadcast channels
U-plane handling:
. MAC MOD-2 protected channel operation (service lpor €rror_correct)

"Stay-alive" handshake procedures.

4.5.2 DLC layer
DLC C-plane
e C-planeDLC (LAPC) asin existing DECT
DLC U-plane
. New DL C service LU14 adding a CCM authenticated encryption layer based on existing service LU10

- Provides sequence numbering and control, flow control, Tx/Rx window handling, and segmentation and
re-assembling, of higher layer packets

- See also security description
e  Class 1 transmission protocol

° New channel GFA for DLC control

4.5.3 NWK layer

. Connection Oriented model including CC (Call Control) and MM (Mobility Management) entities
- Configurable Virtual Circuits (= PDP Context) created at the beginning and kept for long time
- No NWK layer operations required during regular packet handling

. DECT CC message and operations support
- Simplified NWK CC procedures for Virtual Circuit control with optimized state machine

. DECT MM message and operations support

- Location update, authentication, etc.
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- Some restrictions (e.g. inter-cell handover) are applicable in phase 1

e  Additional IEsfor negotiation of higher layer (application) protocol

45.4 Interworking and Application layer

Transparent interworking allowing the use of external protocols with packet size of up to 500 octets.

4.5.5 Security
NWK layer authentication algorithm DSAA2 based on AES [i.8] with key length 128 bits (see EN 300 175-7 [7]):
. Provides both PT and FT mutual authentication and Cipher Key generation.
. Split into two security processesin NWK side alowing geographic distribution in home/visited domains.
New authenticated encryption based on CCM operating at DECT DLC layer:

. Strong packet encryption mechanism providing packet sequence integrity based on AES algorithm with key
length 128 bits and dynamic key generated by the DSAA2 authentication algorithms.

e  Based on RFC 3610 [i.7] and AES[i.8] with key length 128 bits.

. Provides simultaneously strong encryption and continuous mutual authentication without the need of running
NWK layer transactions.

4.5.6 Management entity
Management entity processes for:

J Channel selection

. Handling of collisions

. Handling of other errors

o Rules for resume

. Rules for suspend, sending Ready for Release, Release, etc.

5 Relevant requirements

In any case, the requirements of EN 300 176-1 [10] and any of the harmonized standard EN 301 406 [11] shall apply as
well.

5.1 Service and feature definitions

For the purposes of the present document the following service and feature definitions apply.

51.1 PHL service definitions
For the purpose of the present document, the following definitions shall apply.

GFSK modulation [ULE1-P.1]: 2 level Gaussian frequency Shift Key (GFSK) modulation as defined by
EN 300 175-2 [2], clause 5.

Physical Packet P32 [ULE1-P.2]: Physical packet P32 (full slot) as defined by EN 300 175-2 [2], clause 4.4.2.
Physical Packet POO [ULE1-P.3]: Physical packet POO (short slot) as defined by EN 300 175-2 [2], clause 4.4.1.
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General PHL [ULE1-P.4]: General Physical layer procedures applicableto all ULE terminals.

ULE Transmitted power [ULE1-P.5]: Physical layer procedures defining the transmitted power applicable to all ULE
terminals.

Fast hopping radio [ULE1-P.6]: Radio transceiver able to perform frequency change during the interval between two
consecutive Physical Packets P32 (full dot).

51.2 MAC service definitions

For the purpose of the present document, the following definitions shall apply.

General [ULE1-M .1]: set of basic requirements regarding data formats, multiplexing, CRC usage, scanning and
locking, which are prerequisites to communication between peer MAC entities.

A-field continuous broadcast [ULE1-M.2]: simplex service from FT to PT whereby the FT maintains at least one
bearer with continuous transmissions. The PT can use the information carried in this bearer to lock to the FT and to
obtain knowledge about the FT (service similar to GAP-M.2).

A-field paging broadcast [ULE1-M .3]: service whereby the identities of specific PTs can be broadcasted by the FT.
This serviceis normally used by the FT to request a specific PT to setup alink to the FT (service similar to GAP-M.3).

B-field continuous ULE broadcast [ULE1-M .4]: simplex service from FT to PT whereby the FT broadcasts
additional information, specific for the ULE service, using part of the B-field of the same bearer(s) used for service
ULE.M.3. The PT can use the information carried in this bearer to lock to the FT and to obtain knowledge about the FT.

B-field paging broadcast [ULE1-M .5]: service whereby the identities of specific PTs can be broadcasted by the FT
using ULE specific broadcast procedures and broadcast channels over B-field. This service isnormally used by the FT
to request a specific PT to setup alink to the FT.

Basic connection control [ULE1-M.6]: MAC control procedures using the basic control set, providing means for
setting-up and releasing a basic connection. Basic connections used in the present document are single bearer, full dot,
no Cr and may transport an U-plane with Iy ,_minimum_delay data service (i.e. speech), or no U-plane at all (service

calls). Only one basic connection may exist between aFT and particular PT.

A-field advanced connection control [ULE1-M.7]: MAC control procedures providing complete MAC support of
single bearer connections using the advanced connection control set.MAC connections used in ULE use advanced
control set (advanced connections) and may coexist with other advanced or basic connections for voice service between
the same PT-FT pair. Several advanced connections may exist, however only one of them is controllable using ULE
expedited operations.

Expedited operations for advanced connection control [ULE1-M .8]: MAC control using expedited messages and
procedures optimized for ultralow efficiency and power consumption. Expedited operations are used for ULE suspend
and resume procedures.

Full slot [ULE1-M .9]: support of the physical packet P32 and appropriate D-field mapping according to modulation
type (D32afor GFSK modulation).

| por_e€rror_cor rection MAC servicetype [ULE1.M.10]: I5_error_correction symmetric or asymmetric service as
defined in EN 300 175-3 [3], clauses 5.6.2.1 (type 4: |p_ error_correction symmetric) and 5.6.2.2.

(type 8: Ip_error_correction asymmetric) with multi-subfield protected B-field as defined in EN 300 175-3 [3],
clause 6.2.1.3.3 and Mod-2-protected channel operation as defined by EN 300 175-3 [3], clausel0.8.2.

Short slot [ULE1-M.11]: support of the physical packet POO and appropriate D-field mapping according to modulation
type (D00a for GFSK modulation).

Gpa channel [ULE1-M.12]: simplex channel transported in the A-field that is used to provide control and carry
acknowledgements for DL C entities.

Cg higher layer signalling [ULE1-M.13]: low rate connection oriented data service with ARQ using the Cg channel to
transfer higher layer signalling data.
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Cr higher layer signalling [ULE1-M.14]: high rate connection oriented data service with ARQ using the C- channel
to transfer higher layer signalling data.

Quality control [ULE1-M.15]: provides means for monitoring and controlling the radio link quality.

ULE physical channel selection [ULE1-M .16]: defines the policy for the dynamic selection of a channel, caused by
the fact that an old one has to be changed or a new one is needed. Detection of bad quality on the physical channel in
use (i.e. due to weak signals or interference), detection of a RFP with a stronger signal than the one of the own RFP,
detection of local congestion are all criteriathat can be used to select the channel.

Secondary Access Rights Identity (SARI) support [ULE1-M.17]: ability to support, in addition to the primary
Access Rights Identity (ARI), secondary ARIsthat the FT broadcasts less frequently than PARIs. These may be used to
reflect an inter-operators agreement allowing a portable to access more than one operator or services through FT
(service similar to GAP-M.13).

ULE bearer replacement intra-cell [ULE1-M.18]: bearer quality maintenance procedure by setting up a replacement
bearer in the same RFP. Opposing to conventional voice channel handover, there is no requirement of using identical
LBN and maintaining identical data on both bearers. Furthermore, the old bearer is released, before the setup of the new
one.

Dummy bearer replacement [ULE1-M.19]: bearer quality maintenance procedure by setting up a replacement for the
dummy bearer in the same cluster. The old dummy bearer is released after the setup of the new one.

Bearer handover inter-cell [ULE1-M .20]: connection quality maintenance by setting up replacement bearersin a
different RFP belonging to the same cluster. Opposing to conventional voice channel handover, thereis no the
requirement of using identical LBN and maintaining identical data on both bearers. Furthermore, the old bearer is
released, before the setup of the new one.

Connection handover [ULE1-M .21]: connection quality maintenance by setting up replacement bearersin the same or
adifferent cluster, each with identical LBN and maintaining identical data bearers with identical LBN. Subsequently the
old bearers are released.

Encryption activation [ULE1-M .22]: service providing means for enabling the encryption whereby on demand all
higher layer dataistransferred across the DECT air interface in an encrypted form. Always initiated by the PT. A
connection release automatically disables ciphering (service similar to GAP-M.7).

Encryption deactivation [ULE1-M .23]: service providing means for disabling the encryption whereby on demand all
higher layer dataistransferred across the DECT air interface in an encrypted form. A connection rel ease automatically
disables ciphering (service similar to GAP-M.14).

Re-keying [ULE1-M .24]: mechanism to change the cipher key during an ongoing virtual call or PVC.

Early encryption [ULE1-M .25]: mechanism to activate encryption immediately after connection establishment.

DSC encryption [ULE1-M .26]: encryption using the DSC agorithm.

QES/DSCZ encryption [ULE1-M .27]: encryption using the DSC2 algorithm, based on AES, with Cipher Key of 128
Its.

51.3 DLC service definitions

For the purpose of the present document, the following definitions shall apply.
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LU14 Enhanced Frame REL ay service with CCM encryption (EFREL-CCM) [ULE1-D.1]: an enhanced frame
relay service accessed through the LU14 SAP. LU14 adds CCM encryption on top of LU10. LU14 encrypts the external
message using CCM with AES algorithm and 128 bit key, adds a Message Integrity Code (MIC) of 32 bytes, and
transfers the resulting structure to the LU10 SAP. All other properties of LU10 apply (except the option of operating
with infinite size SDU that is not possible here).

L U13 Enhanced Frame REL ay service with CRC (EFREL-CRC) [ULE1-D.2]: an enhanced frame relay service
accessed through the LU13 SAP. LU13 adds a CRC at SDU level, providing additional residual error detection
capability, and transfers the resulting structure to the LU10 SAP. All other properties of LU10 apply (except the option
of operating with infinite size SDU that is not possible here).

LU10 Enhanced Frame RELay service (EFREL) [ULE1-D.3]: an enhanced frame relay service accessed through the
LU10 SAP. The LU10 shall operate on ageneric field of user data that shall be transferred into and out of the DLC
U-plane asasingle SDU. This SDU is assumed to contain one external frame, but the operation of LU10 shall be
independent of the actual contents of the SDU. LU10 shall provide mechanisms that offer reliable transport of the
generic SDUSs, and that preserve the SDU boundaries.

FU10a [ULE1-D.4]: offers a defined fixed length frame structure and buffering functions for transmission of U-plane
datato the MAC layer (at the transmit side) or accepts data from the MAC layer (at the receiving side) on demand and
with minimum delay. Frame type FU10ais used for the forward path of unidirectional links. Bi-directional links may be
implemented using two unidirectional links.

FU10d [ULE1-D.5]: frame structure and buffering functions for transmission of higher layer U-plane control datafrom
the DLC to the MAC layer channel (at the transmit side) or for accepting data from the MAC layer (at the receiving
side). Used to carry acknowledgements or negative acknowledgement for connections. Frame type FU10d is used for
the backward control path of unidirectional links: it contains a single receive sequence number for the forward link.
FU10d is transported by MAC channel G, using M control messages over A-field. There are two FU10d frame

formats depending on the transporting message.

Data Link Service (LAPC + Lc) classA service [ULE1-D.6]: single frame acknowledged C-plane data link service
providing adatalink between one FT and one PT. The higher layer information is segmented (if necessary) and
transmitted in numbered frames. The Lc¢ service, upon which LAPC is defined, provides frame delimiting, transparency
and frame synchronization (Service equivalent to GAP-D.1 with modifications).

DLC Transmission Class 1 [ULE1-D.7]: U-Plane DLC Transmission Protocol providing variable throughput service,
with removal and notification of all errors detected at the MAC layer, resequencing and flow control.

Lc Service[ULE1-D.8]: service providing channel dependant fragmentation, recombination, frame synchronization
and frame delimiting transparency. Fragmentation is obtained by means of dividing a LAPC data unit into more than
one service data units for delivery to the MAC layer C logical channel, whilst recombination is obtained by means of
joining several service units received from the MAC layer C logical channel into a LAPC data unit. Allowsthe LLME
to select the logical channel for Lc operation on aframe-by-frame basis.

broadcast Lb service [ULE1-D.9]: simplex point-to-multipoint transmission using simple fixed length DL C frames
providing a restricted broadcast service in direction FP to PP(s) (Service equivalent to GAP-D.3).

encryption activation [ULE1-D.10]: transporting the NWK layer encryption request and the cipher key to the MAC
layer, thereby enabling the encryption process in the MAC layer (Service equivalent to GAP-D.6).

encryption deactivation [ULE1-D.11]: transporting the NWK layer encryption deactivation request to the MAC layer,
thereby disabling the encryption processin the MAC layer (Service equivalent to GAP-D.9).

CCM/AES encryption [ULE-D.12]: Encryption mechanism operating at DL C layer based on CCM with AES
algorithm and Cipher Key of 128 hits.

514 NWK feature definitions

For the purpose of the present document, the following definitions shall apply.
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ULE phase 1 NWK control [ULE1-N.1]: simplified NWK layer control procedures for ULE phase 1.

ULE Service Call [ULE1-N.2]: call with only C-plane initiated by a DECT PT for entering of FT related service and
adjustment procedures.

authentication of PP [ULE1-N.3]: process by which the identity of a DECT PP is checked by the FP.

authentication of user [ULE1-N.4]: process by which the identity of auser of a DECT PP is checked by the FP. The
User Personal Identification (UPI), apersonal identification of O to 8 digits, manually entered by the user, is used for
user authentication.

location registration [ULE1-N.5]: facility whereby a PP can be registered with a FP or a cluster of FPs such that
incoming calls, radio pages or messages may be routed to it.

on-air key allocation [ULE1-N.6]: capability to transform Authentication Code (AC) into User Authentication Key
(UAK) using the key allocation procedure.

identification of PP [ULE1-N.7]: ability for the FP to request and PP to provide specific identification parameters.

service classindication/assignment [UL E1-N.8]: assignment by the FP to PP of the service class and indication to the
FP by the PP of the contents of its service class.

encryption activation FT initiated [ULE1-N.9]: activation of the encryption process requested by FT.

subscription registration procedure on-air [ULE1-N.10]: standardized procedure for loading subscription
registration datainto a PP in real time over the air-interface.

link control [N.11]: ability to request, accept, maintain and release a data link for the purposes of aNWK layer
procedure.

terminate accessrights FT initiated [ULE1-N.12]: ability of the FP to delete a subscription in the PP.
authentication of FT [ULE1-N.13]: process by which the identity of a FP is checked by the PP.

encryption activation PT initiated [ULE1-N.14]: activation of the encryption process suggested by PT. Thereal time
start of ciphering is donein the MAC layer and is always initiated by the PT.

encryption deactivation FT initiated [UL E1-N.15]: deactivation of the encryption process requested by FT. The real
time stop of ciphering isdone in the MAC layer and is always initiated by the PT.

encryption deactivation PT initiated [ULE1-N.16]: deactivation of the encryption process suggested by PT. Thered
time stop of ciphering is done in the MAC layer and is always initiated by the PT.

Enhanced Security [ULE1-N.17]: mechanism to enhance DECT security by introduction of early encryption and the
possibility of re-keying during an ongoing call.

AES/DSAA2 authentication [ULE1-N.18]: authentication using the DECT Authentication Algorithm #2 (DSAA?2),
based on AES, and including type 2 (see EN 300 175-7 [7]) air i/f procedures.

5.1.5  Application service definitions

For the purpose of the present document, the following definitions shall apply.

AC to bitstring mapping [ULE1.A.1]: mapping of the AC into a bitstring.

Multiple subscription registration [ULEL1.A.2]: ability of PP to store more than one subscription.

Easy PIN code registration [ULEL.A.3]: ability to invite the user to register a PP that is not registered to a FP. The
access rights procedure is triggered by PIN entering.

5.1.6 Management Entity (ME) definitions

For the purpose of the present document, the following definitions shall apply.
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ULE phase 1 Management [ULE1-ME.1]: inter and intra DECT protocol layers management of the phase 1 of the
ULE protocol requirements that does incorporate a C-plane providing some MM and CC capabilities.
UL E Physical Channel Selection [ULE1-M E.2]: management processes and algorithms in charge of physical channel
selection in DECT ULE devices.
5.1.7 U-plane service and interworking definitions
For the purpose of the present document, the following definitions shall apply:

Transparent U-plane Interworking [ULE1-1.1]: provides the transparent transport of external protocol packets. C-
plane configuration of the external protocol and MTU size are provided.

5.1.8 ULE 1 device types

For the purpose of the present document, the following definitions shall apply.

RFP with support of ULE phase 1 [ULE1-TYP.1]: A DECT RFP with support of ULE phase 1 specification. Other
DECT services, such as GAP or NG-DECT, may also be supported in the same RFP.

PP typel "sensor" with paging support [ULE1-TYP.2]: ULE PP device type, generally battery powered, with long
dleep times and strong power saving requirements. The device may be pageable using a very slow or ultra slow paging
cycle.

PP typel "sensor" without paging support [ULE1-TYP.3]: ULE PP device type, generaly battery powered, with
long sleep times and strong power saving requirements. The device does not listen to any paging channel in normal
conditions.

PP typell "fast actuator” [ULE1-TYP.4]: ULE PP devicetype, generally line powered, with not so strong power
saving requirements, but requiring fast response times as response to FP side orders.

PP typelll "dow actuator" [ULE1-TYP.5]: ULE PP devices, battery or powered, with power saving requirements,
but with traffic dominated by order from the FP and requiring medium response times as response to FP side orders.

6 Profile specific requirements

6.1 General

Thetables listed in this clause define the status of all protocol elements (i.e. features, services, and procedures), which
can be: mandatory, optional, conditional under the provision of another protocol element, outside the scope of the
present document, or not applicable. The status is identified by the status column designations defined in clause 3.2, and
is described separately for FT and PT.

All optional elements shall be process mandatory according to the procedures described in the present document.

Protocol elements defined as mandatory, optional or conditional in this clause are further defined in the referenced
DECT specification, or, if needed, in clause 7 of the present document.
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In any case, the requirements of EN 300 176-1 [10], and any of the harmonized standards
EN 301 406 [11] or EN 301 908-10[12] shall be met by all equipment conforming to the present document.

6.2 Specific conventions

6.2.1 Use of symbols in support status tables

The symbols defined in this clause are applied for procedures, features, and servicesin the present document if not
explicitly otherwise stated. The interpretation of status columnsin al tablesis asfollows:

. "M" (provision mandatory, process mandatory) means that the indicated feature service or procedure shall be
implemented as described in the present document, and may be subject to testing.

. "O" (provision optional, process mandatory) means that the indicated feature, service or procedure may be
implemented, and if implemented, the feature, service or procedure shall be implemented as described in the
present document, and may be subject to testing.

e  "N/A" (not-applicable) means that, in the given context the specification, the use of this capability is
meaningless or out of scope.

NOTE: The used notation is based on the notation proposed in | SO/IEC 9646-7 [i.4].

6.3 DECT ULE phase 1 device types

6.3.1 Types of devices supported by the present document

The following types of DECT ULE phase 1 devices are supported by the present document. Additional device types
may be added to further releases of the present document.

Table 3: Types of DECT ULE phase 1 devices

Support status in a ULE
Item Name of service Reference system
PT FT
ULE1-TYP.1 RFP with support of ULE phase 1 5.1.8 - M
ULE1-TYP.2 PP type | "sensor" with paging 5.1.8 C301 -
support
ULE1-TYP.3 PP type | "sensor" without paging 5.1.8 C301 -
support
ULE1-TYP.4 PP type Il "fast actuator" 5.1.8 C301 -
ULE1-TYP.5 PP type Ill "slow actuator" 5.1.8 C301 -
C301: At least one device type shall be used.
NOTE: The reference column refers to the relevant clause in the present document.

6.3.2 Specific procedures for specific device types

All services, features and procedures described in the present document are applicable to all kinds of device types,
except when otherwise stated.

The present document defines only one type of RFP [ULE1-TYP.1]. Therefore, the support status of all services,
features and procedures for FPisas given in tables 5 to 19.

In regard to PP device types, most of services, features and procedures have the same support status for all kinds of
devices. There are afew exceptions whose support status varies depending on the PP type. The status support of these
proceduresisgiven in table 4.
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Table 4: Specific procedures for specific device types

Device type Service or feature Procedure Reference P?tatusFT
PP type | "sensor" with
paging [ULE1-TYP.2]: |B-field Continuous ULE |Operation in unlocked 10.5.5 M -
broadcast [ULE1-M.4] [mode
B-field paging P, Paging Message 10.6.1 M -
broadcast [ULE1-M.5] |Formats
Paging Descriptors for 10.6.2 M -
ULE Paging
PP type | "sensor"
without paging support [B-field Continuous ULE |Operation in unlocked 10.5.5 M
[ULE1-TYP.3]: broadcast [ULE1-M.4] [mode
B-field paging P, Paging Message 10.6.1 (0] -
broadcast [ULE1-M.5] (Formats
Paging Descriptors for 10.6.2 O -
ULE Paging
PP type Il "fast
actuator” B-field Continuous ULE [Operation in unlocked 10.5.5 (@) -
[ULE1-TYP.4]: broadcast [ULE1-M.4] |mode
B-field paging P, Paging Message 10.6.1 M -
broadcast [ULE1-M.5] (Formats
Paging Descriptors for 10.6.2 M -
ULE Paging
PP type Il "slow
actuator" [ULE1- B-field Continuous ULE [Operation in unlocked 10.5.5 M -
TYP.5]: broadcast [ULE1-M.4] |mode
B-field paging P, Paging Message 10.6.1 M -
broadcast [ULE1-M.5] (Formats
Paging Descriptors for 10.6.2 M -
ULE Paging
NOTE: The reference column refers to the relevant clause in the present document.

Physical layer (PHL) requirements

Physical layer (PHL) services

DECT Ultra Low Energy, phase 1 devices shall support the following Physical layer (PHL) services.

Table 5: Physical layer service support

. Support status

Item Name of service Reference pT T
ULE1-P.1 GFSK modulation 5.1.1 M M
ULE1-P.2 Physical Packet P32 5.1.1 M M
ULE1-P.3 Physical Packet P00 5.1.1 M M
ULE1-P.4 General PHL 5.1.1 M M
ULE1-P.5 ULE Transmitted Power 5.1.1 M M
ULE1-P.6 Fast hopping radio 5.1.1 o] (@)

NOTE:

The reference column refers to the relevant clause in the present document.
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6.4.2 Modulation schemes

The following modulation schemes defined by EN 300 175-2 [2], annex D shall be supported.

Table 6: Allowed combinations of modulation schemes

Modulation . . .
scheme S-field A-field B + Z-field Support status
la GFSK GFSK GFSK M

6.4.3 PHL service to procedure mapping
The following Physical layer (PHL) service to procedure mapping shall apply.

Table 7: PHL service to procedure mapping

. Status
Service Procedure Reference PT T
ULE1-P.1 GFSK modulation 5.1.1 M M
GFSK modulation 8.1.1 M M
Modulation scheme 1a 8.1.2 M M
ULE1-P.2 Physical Packet P32 5.5.1 M M
Physical Packet P32 8.2.1 M M
Use of Physical Packet P32 8.2.2 M M
ULE1-P.3 Physical Packet POO 5.5.1 M M
Physical Packet POO 8.2.3 M M
Transmission and use of Physical Packet 8.24 (0] (0]
P00
Reception of Physical Packet POO 8.2.5 M M
ULE1-P.4 General PHL 55.1 M M
General radio requirements 8.3.1 M M
Radio receiver sensitivity 8.3.2 M M
Z-field 8.3.3 M M
Sliding collision detection 8.3.4 M M
Physical channel availability 8.3.5 M M
Synchronization window 8.3.6 M M
ULE1-P.5 ULE Transmitted Power 55.1 M M
Minimum Normal Transmit Power (NTP) 8.3.7 M M
ULE Transmitted Power management 8.3.8 0] 0]
ULE1-P.6 Fast hopping radio 55.1 o o
Fast hopping radio 8.3.9 M M
NOTE: The reference column refers to the relevant clause in the present document except otherwise noted.

6.5 MAC layer requirements

6.5.1 MAC layer services

DECT UltraLow Energy, phase 1 devices shall support the following MAC layer services.

Table 8: MAC service support

. Support status
Item Name of service Reference pT T
ULE1-M.1 General 5.1.2 M M
ULE1-M.2 A-field Continuous broadcast 5.1.2 M M
ULE1-M.3 A-field Paging broadcast 5.1.2 M M
ULE1-M.4 B-field Continuous ULE broadcast 5.1.2 M M
ULE1-M.5 B-field paging broadcast 5.1.2 M M
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. Support status
Item Name of service Reference PT T
ULE1-M.6 Basic connection control 5.1.2 M M
ULE1-M.7 A-field advanced connection control 5.1.2 M M
ULE1-M.8 Expedited operations (advanced 5.1.2 M M
connection control)
ULE1-M.9 Full slot 5.1.2 M M
ULE1-M.10 Short slot 5.1.2 M M
ULE1-M.11 Ipgr_error_correction MAC service 5.1.2 M M
type
ULE1-M.12 G, channel 5.1.2 M M
ULE1-M.13 Cg higher layer signalling 5.1.2 M M
ULE1-M.14 Cp higher layer signalling 5.1.2 @) (0]
ULE1-M.15 Quality control 5.1.2 M M
ULE1-M.16 ULE Physical channel selection 5.1.2 M M
ULE1-M.17 SARI support 5.1.2 M O
ULE1-M.18 ULE Bearer replacement (intra-cell) 5.1.2 M M
ULE1-M.19 Dummy Bearer replacement 5.1.2 M M
ULE1-M.20 Bearer handover inter-cell 5.1.2 | I
ULE1-M.21 Connection handover 5.1.2 | I
ULE1-M.22 Encryption activation 5.1.2 M M
ULE1-M.23 Encryption deactivation 5.1.2 C801 Cc801
ULE1-M.24 Re-keying 5.1.2 C802 C802
ULE1-M.25 Early encryption 5.1.2 C803 C803
ULE1-M.26 DSC encryption 5.1.2 M M
ULE1-M.27 AES/DSC2 encryption 5.1.2 0] ®)
C801: IF ULE1-N.15 or ULE1-N.16 then M else I.
C802: IF NWK layer procedure "Re-keying during a call " THEN M ELSE I.
C803: IF NWK layer procedure "Early encryption " THEN M ELSE |I.
NOTE 1: The reference column refers to the relevant clause in the present document.
NOTE 2: See also the DLC service ULE1-D.12 (CCM/AES encryption).

6.5.2 MAC service to procedure mapping
The following MAC layer service to procedure mapping shall apply.

Table 9: MAC service to procedure mapping

. Status
Service Procedure Reference BT T
ULE1-M.1 General 5.1.2 M M
Frame and Multiframe structure 10.1.1 M M
Bit mappings 10.1.2 M M
E/U mux modes and B-field 10.1.3 M M
identification (BA) bits
Scrambling 10.1.4 M M
Error control 10.1.5 M M
RFP idle receiver scan sequence 10.1.6 M M
Identities 10.1.7 M M
A-field Multiplexer (T-MUX) 10.2.1 M M
B-field control Multiplexer (E/U-MUX), 10.2.2.1 M M
basic modes
B-field control Multiplexer (E/U-MUX), 10.2.2.2 (0] (0]
Cr modes
ULE1-M.2 A-field Continuous 5.1.2 M M
broadcast
Downlink broadcast (A-field) 10.3 M M
Qr - static system information 10.3.2.1 M M
Qg - FP capabilities 10.3.2.2 M M
Reception of downlink broadcast (A- 10.3.3 M M
field)
Higher layer information FP broadcast 12.3.2 M M
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Service Procedure Reference Status
PT FT

ULE1-M.3 A-field Paging broadcast 5.1.2 M M

Paging messages on A-field 10.4.1 M M

MAC layer information messages 10.4.2 M M

procedures

LCE paging procedure 10.4.3.1 (0] (0]

MAC layer information in zero and 10.4.1.4 M M

short length paging messages
ULE1-M.4 B-field Continuous ULE 5.1.2 M M
broadcast Ng channel 10.5.1 M M

Q¢ channel 10.5.2 M M

M, channel 10.5.3 M M

Reception of Messages 10.5.4 M M

Operation in unlocked mode 10.5.5 C900 N/A
ULE1-M.5 B-field Paging broadcast 5.1.2 M M

P, Paging Message Formats 10.6.1 C900 M

Paging Descriptors for ULE Paging 10.6.2 C900 M
ULE1-M.6 Basic connection control 5.1.2 M M

Logical connection setup - procedure 10.7.1.2 M M

for ancillary connections

Logical connection release - 10.7.2.2 M M

procedure for ancillary connections

Setup of basic connection, basic 10.4 [9] M M

bearer setup (A-field)

Connection/bearer release (My) 10.5 [9] M M

Bearer handover request (basic) 10.6 [9] M M

Connection handover request (basic) 10.7 [9] M o
ULE1-M.7 A-field Advanced 5.1.2 M M
connection control

Logical connection setup - explicit 10.7.1.1 (0] (0]

procedure

Logical connection setup - implicit 10.7.1.3 M M

procedure

Logical connection release - explicit 10.7.2.1 (0] (0]

procedure

Logical connection release - implicit 10.7.2.3 M M

procedure

Logical connection release - abnormal| 10.7.2.4 M M

procedure

Connection Suspend and Resume 10.7.3 M M

Connection modification to change 10.7.4.2.1 (0] (0]

MAC service type

Connection modification to change 10.7.4.2.2 I I

slot type

Connection modification to change 10.7.4.2.3 (0] (0]

maximum MAC packet lifetime

Connection modification to change the| 10.7.4.2.4 I I

modulation scheme and adaptive

code rate

Use of ATTRIBUTES_T.reg/cfm in 10.7.4.25 | C901 | C901

connection modification

PT initiated A-field advanced bearer 10.9.2 C902 | C902

setup (M;)

Connection/bearer release (My) 10.9.3 C903 | C903

A-field bearer handover request 10.9.4 (0] (0]

(advanced)

A-field connection handover request 10.9.5 I I

(advanced)
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Service Procedure Reference Status
PT FT

ULE1-M.8 5.1.2 M M

Expedited operations (advanced General 10.10.1 M M

connection control) Mr advanced control messages for 10.10.2.1 M M
expedited operations - Supported My
messages
My advanced control messages for 10.10.2.2 M M
expedited operations - G,
transmission
Mr advanced control messages for 10.10.2.3 M M
expedited operations - Reason codes
in "expedited release" and "ready for
release"” messages
Mr advanced control messages for 10.10.2.4 M M
expedited operations - Operation
codes in "Null or G,channel
transmission" message
Expedited procedures - Procedure for | 10.10.3.1 M M
Single-burst setup and release
Expedited procedures - Procedure for | 10.10.3.2 M M
Multi burst setup
Expedited procedures - 10.10.3.3 M M
Announcement "Ready for Release"

Expedited procedures - General 10.10.3.4 M M
Expedited Release procedure

Expedited procedures - Single- 10.10.3.5 M M
message expedited release procedure

Expedited procedures - Abnormal 10.10.3.6 M M
expedited release procedure

Use cases - General Use cases 10.10.4.1 M M
Use cases - C-plane related use 10.10.4.2 (0] (0]
cases

Use cases - Stay alive related use 10.10.4.3 M M
cases

Use cases - Failure and 10.10.4.4 M M
Retransmission Use cases

Use cases - Data transfer use cases 10.10.4.5 M M
showing the response to the BCK bit

and to transitions between BA codes

Use of reason code "normal bearer 10.10.5.1 M M
release”

Use of reason code "base station 10.10.5.2 (0] (0]
busy"

Use of reason code "unacceptable 10.10.5.3 M M
PMID / Unregistered PMID"

Use of reason code "switch to circuit 10.10.5.4 M M
mode"

Use of reason code "Stay in LCE 10.10.5.5 M M
paging detection mode"

Use of reason code "Stay in higher 10.10.5.6 M M
paging detection mode"

Use of reason code "Setup again after| 10.10.5.7 M M
n frames"

Use of reason code "No such 10.10.5.8 M M
connection / virtual circuit"

ULE-M.9 Full slot 5.1.2 M M
D-field mapping for the full slot 6.2.1.1.2 3] M M
structure (physical packet P32)

B-field mapping for the full slot 6.2.1.3.1.2[3]|] M M
structure (physical packet P32)

Use of full slot in C/O bearers 10.11.1.1 M M
Use of full slot in C/L dummy bearers 10.11.1.2 M M
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Service Procedure Reference Status
PT FT
ULE-M.10 Short slot 5.1.2 M M
D-field mapping for the short slot 6.2.1.1.3 [3] M M
structure (physical packet P00)
B-field mapping for the short slot 6.2.1.3.1.3[3]|] M M
structure (physical packet P00)
Use (transmission) of short slot in C/O 10.11.2 (0] (0]
bearers
Reception of short slot in C/O bearers 10.11.2 M M
ULE-M.11 IPQR_error_correction MAC 5.1.2 M M
service type Type 4: Ip_ error_correction 5.6.2.1[3] M M
symmetric MAC service
Single-subfield protected B-field 6.2.1.3.4 [3] M M
MOD-2 protected channel operation 10.8.2[3] M M
Protected | channel error_correct 10.12.1 M M
mode
Lifetime management with TWO 10.12.2 M M
separate maximum MAC packet
lifetimes
ULE1-M.12 G, channel M M
G, channel transmission 10.13.1 M M
G, channel data reception 10.13.2 M M
ULE1-M.13 Cg higher layer signalling 5.1.2 M M
Cg channel data 10.14.1 M M
ULE1-M.14 C higher layer signalling 51.2 (0] (0]
Cg channel data 10.14.2 M M
Priority schema of the Cr channel 10.14.2.1 M M
B-field control Multiplexer (E/U-MUX), 10.2.2.2 M M
Cr modes
ULE1-M.15 Quality control 5.1.2 M M
RFPI handshake 10.8.1.1 M M
PT frequency correction procedure 10.8.1.2 0] 0]
Bearer quality report 10.8.1.3 M M
A-CRC handshake 10.8.1.4 M M
ULE1-M.16 ULE Physical channel 5.1.2 M M
selection Channel selection for the ULE packet 10.8.2.1 M M
data connection
Overall architecture 9.2.1 M M
Process MO (RFP side pre-selection 9.2.2 M M
process)
Broadcast mechanism 9.2.3 M M
Process M1 (PP side channel 9.2.4 M M
selection process)
Setup attempt and evaluation of 9.25 M M
responses
Process M2 (collision 9.2.6 M M
handling/collision avoidance process)
Exceptional cases 10.8.2.2 M M
Channel selection for the Service Call 10.8.2.3 M M
and other circuit mode connections
ULE1-M.17 SARI support 5.1.2 M O
Downlink broadcast 10.3.2.3 M M
ULE1-M.18 ULE Bearer replacement 5.1.2 M M
(intra-cell) A-field MAC Bearer replacement 10.8.3 M M
procedure (M;)
A-field bearer handover request (M 10.9.4 (0] (0]
advanced)
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. Status
Service Procedure Reference PT T
ULE1-M.19 ULE Dummy Bearer 51.2 M M
replacement
Dummy bearer replacement 10.8.4 M M
procedure
ULE1-M.20 Bearer handover inter-cell 5.1.2 I I
A-field bearer handover request 10.9.4 I I
ULE1-M.21 Connection handover 5.1.2 I I
A-field connection handover request 10.9.5 I I
ULE1-M.22 Encryption activation 5.1.2 M M
Encryption process - initialization and 10.15.1 M M
synchronization
Encryption mode control; General 10.15.2.1 M M
Encryption mode control; M message| 10.15.2.2 M M
Procedure for enabling encryption 10.15.2.3 M M
Encryption activation in resume 10.15.2.5 M M
operations
Encryption handover control 10.15.3 M M
ULE1-M.23 Encryption deactivation 5.1.2 C801 | C801
Encryption mode control; General 10.15.2.1 M M
Encryption mode control; Mt message| 10.15.2.2 M M
Procedure for disabling encryption 10.15.2.4 M M
ULE1-M.24 Re-keying 5.1.2 C802 | C802
Re-keying 10.16.1 M M
ULE1-M.25 Early encryption 5.1.2 C803 [ C803
Early encryption 10.16.2 M M
ULE1-M.26 DSC encryption 5.1.2 M M
DSC encryption 10.16.3 M M
ULE1-M.27 AES/DSC?2 encryption 5.1.2 [©) ®)
AES/DSC2 encryption 10.16.4 M M
C801: IF ULE1-N.15 or ULE1-N.16 then M else I.
C802: IF NWK layer procedure "Re-keying during a call " THEN M ELSE I.
C803: IF NWK layer procedure "Early encryption " THEN M ELSE |I.
C9o00: Status given in table 4 of clause 6.3.
C901: IF procedures "Connection modification to change MAC service type" OR "Connection modification
to change slot type" OR "Connection modification to change maximum MAC packet lifetime" THEN
M ELSE O.
C902: IF procedure "Logical connection setup - general procedure " THEN M ELSE O.
C903: IF procedure "Logical connection release - explicit procedure” THEN M ELSE O.
NOTE: The reference column refers to the relevant clause in the present or in the referenced document.

6.6 DLC layer

6.6.1 DLC layer services

DECT Ultra Low Energy, phase 1 devices shall support the following DLC services.
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Table 10: DLC service status

Status
Item no. Name of service Reference PT FT
ULE1-D.1 LU14 Enhanced Frame RELay service with CCM 513 M M
(EFREL-CCM)
ULE1-D.2 LU13 Enhanced Frame RELay service with CRC 5.1.3 (0] (0]
(EFREL-CRC)
ULE1-D.3 LU10 Enhanced Frame RELay service (EFREL) 5.1.3 M M
ULE1-D.4 FU10a 5.1.3 M M
ULE1-D.5 FU10d 5.1.3 M M
ULE1-D.6 Data Link Service (LAPC + Lc) class A service 5.1.3 M M
ULE1-D.7 DLC Transmission Class 1 5.1.3 M M
ULE1-D.8 Lc Frame delimiting and sequencing service 5.1.3 M M
ULE1-D.9 Broadcast Lb service 5.1.3 ¢} ¢}
ULE1-D.10 Encryption activation 5.1.3 M M
ULE1-D.11 Encryption deactivation 5.1.3 C1001 C1001
ULE1-D.12 CCM/AES encryption 5.1.3 M M
C1001: IF feature ULE1-N.15 (Encryption deactivation FT initiated ) OR ULE1-N.14 (Encryption deactivation PT
initiated) THEN M ELSE |.
NOTE:  The reference column refers to the relevant clause in the present document.

6.6.2 DLC service to procedure mapping
The following DL C layer service to procedure mapping shall apply.

Table 11: DLC service to procedure mapping

. Status
Service Procedure Reference PT T

ULE1-D.1 LU14 Enhanced Frame 5.1.3 M M

RELay service with CCM (EFREL- |LU14 Enhanced Frame RELay service with 111 M M

CCM) CCM (EFREL-CCM)

ULE1-D.2 LU13 Enhanced Frame 5.1.3 (0] 0]

RELay service with CRC (EFREL- |LU13 Enhanced Frame RELay service with 11.8 M M

CRC) CRC (EFREL-CRQC)

ULE1-D.3 LU10 Enhanced Frame 5.1.3 M M

RELay service (EFREL) LU10 Enhanced Frame RELay service 11.2 M M
(EFREL)

ULE1-D.4 FU10a 5.1.3 M M
FU10a frame operation 11.3.1 M M

ULE1-D.5 FU10d 5.1.3 M M
FU10d frame operation: general 11.3.2.1 M M
Transport of FU10d frames over Ggp 11.3.2.2 M M
channel
Insertion in FU10a frames of the opposite 11.3.2.3 (0] (0]
link

ULE1-D.6 Data Link Service 5.1.3 M M

(LAPC + Lc) class A service Class A link establishment 11.4.1 M M
Class A acknowledged information transfer |  11.4.2 M M
Class A link release 11.4.3 M M
Class A link re-establishment 11.4.4 M M
Handling of NWK layer messages longer 11.45 (0] (0]
than 63 octets

ULE1-D.7 DLC Transmission 5.1.3 M M

Class 1 General 11.5.1.1 M M
Sending side procedure 11.5.1.2 M M
Receiving side procedure 11.5.1.3 M M
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. Status
Service Procedure Reference PT T
ULE1-D.8 Lc Frame delimiting and 5.1.3 M M
sequencing service Cq channel fragmentation and 11.6.1 M M
recombination
Cg channel fragmentation and 11.6.2 C1101 C1101
recombination
Selection of logical channels (Cg and Cp) 11.6.3 Cl101 C1101
ULE1-D.9 Broadcast Lb service 5.1.3 O O
Normal operation 11.7.1 M M
ULE1-D.10 Encryption activation 5.1.3 M M
MAC encryption switching 11.9.1 M M
CCM encryption switching 11.9.2 M M
ULE1-D.11 Encryption 5.1.3 C1001 C1001
deactivation Encryption switching 11.9 M M
ULE1-D.12 CCM/AES encryption 5.1.3 M M
CCM Authenticated Encryption 11.10.1 M M
CCM activation at Virtual Call setup 11.10.2 M M
Cipher keys for CCM 11.10.3 M M
C1001: IF feature ULE1-N.15 (Encryption deactivation FT initiated ) OR ULE1-N.14 (Encryption deactivation PT
initiated) THEN M ELSE 1.
C1101: IF ULE1-M.14 (C higher layer signalling) THEN M ELSE .
NOTE: The reference column refers to the relevant clause in the present or in the referenced document.
6.7 NWK layer
6.7.1 General

The NWK layer provisions shall include the following entities:
e  Cdl Control (CC).
. Mobility Management (MM).
. Link Control Entity (LCE).
e  ConnectionLess Message Service (CLMYS).
DECT ULE phase 1 requiresa NWK layer.

6.7.2 NWK features

DECT Ultra Low Energy, phase 1 devices shall support the following NWK layer features.

Table 12: NWK features status

Feature supported
Features Status

Item no. Name of feature Reference PT FT
ULE1-N.1 [ULE phase 1 NWK control 5.14 M M
ULE1-N.2 [ULE Service Call 5.1.4 M M
ULE1-N.3 [Authentication of PP 5.14 M M
ULE1-N.4 [Authentication of user 514 ®) o
ULE1-N.5 [Location registration 5.14 M M
ULE1-N.6 [On air key allocation 5.14 M M
ULE1-N.7 [Identification of PP 514 M o
ULE1-N.8 [Service class indication/assignment 514 M o
ULE1-N.9 [Encryption activation FT initiated 5.14 M M
ULE1-N.10([Subscription registration procedure on-air 5.14 M M
ULE1-N.11]Link control 5.14 M M
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Feature supported
Features Status

Item no. Name of feature Reference PT FT
ULE1-N.12|Terminate access rights FT initiated 5.1.4 M o
ULE1-N.13|Authentication of FT 5.1.4 @) O
ULE1-N.14[Encryption activation PT initiated 5.14 (@) 0]
ULE1-N.15|Encryption deactivation FT initiated 5.1.4 ©) 0]
ULE1-N.16 [Encryption deactivation PT initiated 5.1.4 [®) 0]
ULE1-N.17|[Enhanced security 5.14 M M
ULE1-N.18|AES/DSAA2 authentication 5.1.4 C1201 | C1201
C1201: IF MAC service ULE1-M.27 THEN M ELSE O.
NOTE:  The reference column refers to the relevant clause in the present document.

6.7.3 NWHK features to procedures mapping

The following NWK layer feature to procedure mapping shall apply.

Table 13: NWK feature to procedure mapping

Feature/Procedure mapping
Status
Feature Procedure Reference| PT FT
R/B
ULE1-N.1 ULE phase 1 NWK 5.1.4 M M
control General pre-requisites 12.1.1 M M
Creation of the ULE PVC and states 12.1.2 M M
Allowed CC Operations over the ULE 12.1.3 M M
transaction
Service Change "NWK resume" 12.1.3.1 M M
Service Change "resume" 12.1.3.2 M M
Service Change "other" 12.1.3.3 M M
Allowed parameters in any service 12.1.34 M M
change operation
Default parameters 12.1.3.5 M M
Initiating part of the Service Change 12.1.3.6 M M
operations
Independence of other CC transactions. 12.1.3.7 M M
Default MAC parameters for implicitly 12.1.3.8 M M
created MBC
Paging descriptors in suspend and 12.1.3.9 M M
resume states
ULE1-N.2 ULE Service call 5.1.4 M M
Service call setup 12.2.1 M M
Normal call release 8.7 [9] M M
Abnormal call release 8.8[9] M M
Transport of IWU-to-IWU data 13.2.1 0] 0]
ULE1-N.3 Authentication of the PP 5.1.4 M M
Authentication of PP using DSAA 8.24 [9] M M
Authentication of PP using DSAA2 8.45.7[9] | C1301 | C1301
Storing the Derived Cipher Key (DCK) 8.27 [9] M M
Storing the Derived Cipher Key for CCM 12.2.2 M M
(DCK-CCM)
ULE1-N.4 Authentication of the 514 o o
user Authentication of user using DSAA 8.25 [9] M M
Authentication of user using DSAA2 8.45.8[9] | C1301 | C1301
ULE1-N.5 Location registration 5.1.4 M M
Location registration 8.28 [9] M M
Location update 8.29 [9] M o
Terminal Capability indication 12.3.1 M M
ULE-N.6 On air key allocation 5.1.4 M M
Key allocation using DSAA 8.32 [9] M M
Key allocation using DSAA2 8.45.9[9] | C1301 | C1301
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Feature/Procedure mapping

Status
Feature Procedure Reference| PT FT
R/B
ULE1-N.7 Identification of PP 5.1.4 M O
Identification of PT 8.22 [9] M M
ULE1-N.8 Service class 514 M o
indication/assignment Obtaining access rights 8.30 [9] M M
Terminal Capability indication 12.3.1 M M
Authentication of PP using DSAA 8.24 [9] M M
Authentication of PP using DSAA2 8.45.7[9] | C1301 | C1301
ULE1-N.9 Encryption activation FT 514 M M
initiated Cipher-switching initiated by FT using 8.33[9] M M
DSC
Cipher-switching initiated by FT using 8.45.10 [9]| C1303 | C1303
DSC2
Storing the Derived Cipher Key (DCK) 8.27 [9] M M
ULE1-N.10 Subscription 5.14 M M
registration user procedure on-air |Obtaining access rights 8.30 [9] M M
Terminal Capability indication 12.3.1 M M
ULE1-N.11 Link control 5.1.4 M M
Indirect FT initiated link establishment 8.35 [9] (0] (0]
Direct PT initiated link establishment 8.36 [9] M M
Link release "normal" 8.37 9] M M
Link release "abnormal" 8.38 [9] M M
Link release "maintain” 8.39 [9] M M
ULE1-N.12 Terminate access 5.1.4 M O
rights FT initiated FT terminating access rights 8.31 [9] M M
Authentication of FT using DSAA 8.23 [9] O M
Authentication of FT using DSAA2 8.45.6 [9] | C1302 | C1301
ULE1-N.13 Authentication of FT 5.1.4 O O
Authentication of FT using DSAA 8.23 [9] M M
Authentication of FT using DSAA2 8.45.6[9] | C1301 [ C1301
ULE1-N.14 Encryption activation 5.14 (0] (0]
PT initiated Cipher-switching initiated by PT using 8.34 [9] M M
DSC
Cipher-switching initiated by PT using 8.45.11[9]| C1303 | C1303
DSC2
Storing the DCK 8.27 [9] M M
ULE1-N.15 Encryption 5.14 (0] 0]
deactivation FT initiated Cipher-switching initiated by FT using 8.33 [9] M M
DSC
Cipher-switching initiated by FT using 8.45.10 [9]| C1303 | C1303
DSC2
ULE1.N.16 Encryption 5.14 (0] 0]
deactivation PT initiated Cipher-switching initiated by PT using 8.34 [9] M M
DSC
Cipher-switching initiated by PT using 8.45.11[9]| C1303 | C1303
DSC2
ULE1-N.17 Enhanced security 5.1.4 M M
Encryption of all calls 8.45.1[9] M M
Re-keying during a call 8.45.2 [9] 0] o
Early encryption 8.45.3 [9] 0 (0]
Subscription requirements 8.45.4 [9] M M
Behaviour against legacy devices 8.45.5[9] (0] 0]
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Feature/Procedure mapping
Status
Feature Procedure Reference| PT FT
R/B
ULE1-N.18 AES/DSAA2 5.14 C1201 | C1201
authentication Authentication of FT using DSAA2 (see 8.45.6 [9] (0] (0]
note)
Authentication of PP using DSAA2 8.45.7 [9] M M
Authentication of user using DSAA2 8.45.8 [9] (0] 0]
Key allocation using DSAA2 8.45.9 [9] M M
Cipher-switching initiated by FT using 8.45.10 [9]| C1303 | C1303
DSC2
Cipher-switching initiated by PT using 8.45.11[9]| C1304 | C1304
DSC2
Storing the Derived Cipher Key (DCK) 8.27 [9] M M
Storing the Derived Cipher Key for CCM 12.2.2 M M
(DCK-CCM)
C1201: IF MAC service ULE1-M.27 THEN M ELSE O.
C1301: IF feature ULE1-N.18 THEN M ELSE I.
C1302: IF feature ULE1-N.18 and THEN O ELSE I.
C1303 IF MAC service ULE1-M.27 THEN M ELSE I.
C1304: IF (feature ULE1-N.15 or feature ULE1-N.16) and MAC service ULE1-M.27 THEN M ELSE |I.
NOTE: The reference column refers to the relevant clause in the present or in the referenced document.
6.8 Application Layer
6.8.1  Application features

DECT UltraLow Energy, phase 1 devices shall support the following application features.

Table 14: Application features status

Feature supported Status
Item no. Name of feature Reference PT FT
ULE1.A.1 AC to bitstring mapping 5.1.5 M M
ULE1.A.2 Multiple subscription registration 5.1.5 (0] N/A
ULE1.A3 Easy PIN code registration 5.1.5 ®) o
NOTE:  The reference column refers to the relevant clause in the present document.
6.8.2  Application features to procedures mapping
The following Application layer feature to procedure mapping shall apply.
Table 15: Application feature to procedure mapping
Feature/Procedure mapping Status
Feature Procedure Ref. PT FT
AC to bitstring mapping [ULE1.A.1] M M
AC to bitstring mapping 14.2 [9] M M
Multiple subscription registration 0] N/A
[ULE1.A.2]
Subscription control 14.1 [9] M N/A
Easy PIN code registration [ULE1.A.3] ®) o
Registration mode automatic access 7.10.1.3.1[13] M N/A
Searching mode and PIN code requests | 7.10.1.1.1 [13] M N/A
Base station name selection 7.10.1.3.2[13] 0] 0]
Registration user feedback 7.10.1.3.3[13] ©) 0]
NOTE: The reference column refers to the relevant clause in the present or in the referenced document.
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Distributed communications

The distributed communication mode (PP-PP communication) is not part of the present document.

6.10 Management E

6.10.1 Management Enti

ntity (ME)

ty (ME) services

In regard to ULE phase 1 equipment, the following ME services shall apply.

Table 16: Management Entity Requirements
Feature supported Status
Feature Name of feature Ref. PT FT
ULE1-ME.1 ULE phase 1 Management 5.1.6 M M
ULE1-ME.2 ULE Physical Channel Selection 5.1.6 M M
NOTE: The reference column refers to the relevant clause in the present document.
6.10.2 Management Entity (ME) mode to procedures mapping
In regard to ULE phase 1 equipment, the following ME service to procedure mapping shall apply.
Table 17: Management Entity mode to procedures mapping
Feature/Procedure mapping Status
Service Procedure Reference PT FT
ULE phase 1 Management [ULE1-ME.1] 5.1.6 M M
ULE phase 1 connection and resources 9.1.1 M M
management
Stay alive procedure 9.1.2 O o
ULE Physical Channel Selection [ULE1- 5.1.6 M M
ME.2] Overall architecture of ULE channel 9.2.1 M M
selection processes
Process MO (RFP side pre-selection 9.2.2 M M
process)
Broadcast mechanism 9.2.3 M M
Process M1 (PP side channel selection 9.2.4 M M
process)
Setup attempt and evaluation of responses 9.25 M M
Process M2 (collision handling/collision 9.2.6 M M
avoidance process)

NOTE:

The reference column refers to the relevant clause in the present document.

6.11

6.11.1 U-plane and interworking services

U-plane services and interworking requirements

DECT Ultra Low Energy, phase 1 devices shall support the following U-plane and interworking services.

Table 18: U-plane services and interworking

. Support status
Item Name of service Reference PT T
ULE1-1.1 Transparent U-plane Interworking 5.1.7 M M

NOTE:

The reference column refers to the relevant clause in the present document.
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6.11.2 U-plane and interworking service to procedure mapping

The following U-plane and interworking service to procedure mapping shall apply.

Table 19: U-plane and interworking service to procedure mapping

. Status
Service Procedure Reference PT T
ULE1-1.1 Transparent U-plane 5.1.2 M M
Interworking U-plane procedures B.2.1 M M
C-plane procedures B.2.2 M M
Transport of IWU-to-IWU data 13.2.1 0] 0]
NOTE: The reference column refers to the relevant clause in the present document.

7 Profile specific procedures description

All profile specific procedures are described in clauses 8 to 13 of the present document, organized by layers.

This clause may be used for the definition of general profile specific procedures or general requirementsin further
releases of the present document.

8 Physical Layer (PHL) procedures

8.1 Supported Modulation types and schemes

8.1.1 GFSK modulation

All equipment compliant with the present document shall support GFSK modulation, as defined by EN 300 175-2 [2],
clause 5.4.

8.1.2 Modulation scheme 1a

All equipment compliant with the present document shall support the modulation scheme configuration 1a, as defined
by EN 300 175-2 [2], clause 5.4 and table D.1.

8.2 Supported Physical Packets

8.2.1 Physical Packet P32

All equipment compliant with the present document shall support the Physical Packet P32, as defined by
EN 300 175-2 [2], clause 4.4.2.

8.2.2 Use of Physical Packet P32

All equipment compliant with the present document shall use the Physical Packet P32 for all ULE connection oriented
services transmissions, except within the exceptions listed in clause 8.2.4, where Packet POO may be also used.

NOTE 1: Equipment compliant with the present document may also implement other DECT applications. In such a
case other packets may be used for non ULE services.

All FPs compliant with the present document shall use the Physical Packet P32 for the transmission of the dummy
bearer and shall not use Packet P00 in any case.
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The provision given in the previous paragraph shall be respected, even if the FP supports simultaneously other DECT
non-ULE services, and even if multiple dummy bearers are temporally or permanently broadcasted.

NOTE 2: However, it should be assumed that FPs may have mechanisms to completely deactivate the ULE
capabilities. In such a case the device is no longer compliant with the present document and dummy
bearer over POO may be used.

8.2.3 Physical Packet POO

All equipment compliant with the present document shall support the reception and may support the transmission of
Physical Packet POO, as defined by EN 300 175-2 [2], clause 4.4.1.

8.2.4  Transmission and use of Physical Packet POO

All equipment compliant with the present document may optionally use the Physical Packet POO for transmission of
connection oriented service packets with empty B fields in the specific cases described in clause 10.11.2.2 of the present

document "Use of short dots for packets containing "no B-field".

All equipment compliant with the present document shall not use the Physical Packet POO in any other case.

8.2.5 Reception of Physical Packet POO
All equipment compliant with the present document shall support the reception of Physical Packet POO for connection

oriented service packets with empty B fieldsin the specific cases described in clause 10.11.2.2 of the present document
"Use of short slotsin C/O bearers'.

8.3 General PHL procedures

8.3.1 General radio requirements
As specified in EN 300 175-2 [2] and EN 301 406 [11] (replacing TBR 006 [i.2]).

8.3.2 Radio receiver sensitivity

The radio receiver sensitivity shall be -86 dBm, or better.

8.3.3 Z-field
The Z-field shall be transmitted by RFPs and PTs.

8.3.4  Sliding collision detection
PT and FT shall be able to detect sliding collision on received packets.

Minimum criteria for diding collision are defined as S- or Z-field failure. Early sliding collision detection may be
supported by other means e.g. signal strength measurements in the guard band.

The Z-field is defined to have failed if the received X- and Z-fields are not identical.

S-field failure is defined with some tolerance in order not to restrict the physical implementation of the word
synchronization detector.

S-ield failure may beindicated if there are 1 or more bit errorsin bits s12 to s31 (errorsin bits O to s11 shall be
ignored). In all cases, S-field failure shall be indicated if 3 or more bit errors occur in bits s16 to s31.

When protected B-field format is used, B field CRC criteria may be used for detecting sliding collisions.
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8.3.5 Physical channel availability

A FP shall be able to receive and transmit on all DECT frequencies fO to f9 and at least half of the slot pairs 0 to 11.
A PP shall be able to receive and transmit on all DECT frequencies fO to f9, and shall be able to lock on any dot
number 0 to 11, and receive and transmit at least on every slot pair that is not directly neighboured to the slot the PP is
locked to, or to a slot on which atraffic bearer is active at the PP.

8.3.6  Synchronization window

Related to its reference timer, the PP synchronization window shall be at least +4 bits for bearers to the RFP to which
the reference timer is synchronized, and at least £10 bits for other bearers.

8.3.7 Minimum Normal Transmit Power (NTP)

The nominal NTP shall be greater than 80 mW per simultaneously active transmitter as shown by the test verdict
criteriaand declaration of EN 300 176-1 [10], clause 10.2.3.

8.3.8 Power management

To fight mutual interference between data terminals operating in different local DECT networks when using for the
transmission most of the slots from aframe, control of the transmission power is recommended.

If transmission power control procedure isimplemented, the requirementsin EN 300 175-2 [2], annex E shall fully
apply.
8.3.9 Fast hopping radio

The radio transceiver shall be able to perform any frequency change during the interval between two consecutive
Physical Packets P32 (full dot).

9 Management Entity (ME) procedures

9.1 ULE phase 1 Management

9.1.1 ULE phase 1 connection and resources management
The management entity rules for the present document are based on the following elements:

. Simplified Network Layer CC model based on PV C (Permanent Virtual Circuit) controllable by means of
Service Change operations, as described in feature [ULE1-N.1] ULE phase 1 NWK control.

. Use of two mechanisms of Suspend and Resume: Network layer suspend and resume, as described in
clause 12.1, and MAC layer suspend and resume, as described in clause 10.7.3.

. Network layer Suspend and Resume is used to control the NWK layer state of the Virtual Circuit, which may
be changed between two states: suspended and resumed.

. DLC link and MAC MBC are automatically created by changing the NWK layer state. This mechanism, called
"implicit connection setup” is specific of ULE.

. In normal operation mode (NWK resumed, link and MBC created), data can be exchanged using specific
MAC layer procedures. MBC is preserved and remains in suspended (MAC suspended) state at the end of the
activity.

. Specific "expedited” MAC procedures for optimized transfer of ULE data, with minimum overhead, and ultra
fast response time.
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More specific ME rules may be added to further releases of the present document.

9.1.2 Stay alive procedure

ULE phase 1 may use a stay alive procedure, to control the integrity of the connection and the existence of the other
peer.

No specific stay alive procedure is defined in the present document. Therefore, the design of the stay alive procedureis
left to the implementer.

The expected response after afailure, or amultiple failure, of the stay alive handshake is notification to higher layers
and release of the MBC and DLC link, moving the NWK state to "NWK suspend”.

9.2 Channel selection and collision avoidance procedures

9.2.1 Overall architecture of ULE channel selection processes

DECT ULE devices shall implement the Physical channel selection procedures as described in EN 300 175-3 [3],
clause 11.12. The processes and mechanisms described in EN 300 175-3 [3], clause 11.12.2 shall be implemented.
9.2.2 Process MO (RFP side pre-selection process)

DECT ULE RFPs shall implement the process MO (RFP side pre-selection process) as described in EN 300 175-3 [3],
clause 11.12.3.

Implementation at PP side shall consist in the understanding of the RFP algorithm.
The guidelines given in EN 300 175-3 [3], clause 11.12.3 shall be followed.
The following additional provisions shall apply:

e Thevalueof mism=2.

. In order to compile the list of candidate channels, the RFP shall routinely scan all DECT channels (except
those impossible to receive by physical limitations) and compute their RSSI.

. In order to consider a given channel as candidate for setup, both simplex bearers of it shall be measured in at
least one frame, and the worst (highest) RSSI value shall be used.

The following additional guidelines are given:

. Due to the need to have the RFP receiver listening for possible setups according to the scan sequence, for
single transceiver systems, it is assumed that the scan of the uplink simplex bearer will be done, in practice,
listening to the scan sequence frequency.

e  The scan of the downlink bearers of the channels may be done with the same criteria (listening according to
RFP scan sequence), or with a different cycle (implementation choice).

e  The measurement of the RSSI should be done assuming that the slot to be used on the transmission will be a
full dot.

. Other mechanisms, such as multi-transceiver RFP are possible.

e  Asgenerd rule, the unnecessary restriction of the offered channels by reserving fixed dots for other servicesis
not recommended.

A possible implementation of algorithm MO is provided in clause C.1.
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9.2.3 Broadcast mechanism

DECT ULE RFPs shall implement and DECT ULE PPs shall understand the broadcast mechanism described in
EN 300 175-3[3], clause 11.12.4.

The following additional provisions shall apply:

. The value of m, the time difference between frame that carries the broadcast and the access frame for which
the channel selection information refers, shall be equal to 2. Therefore all channel selection information shall
refer to frame N+2.

9.2.4 Process M1 (PP side channel selection process)

DECT ULE PPs shall implement the process M1 (PP side channel selection process) as described in EN 300 175-3 [3],
clause 11.12.5.

Implementation at RFP side shall consist in the understanding of the PP setup process.
The following additional provisions and notes shall apply:
o For PPs without power consumption limitations (fast actuators) higher numbers of n may be used.

. It is allowed to receive and decode the content of channel selection information in the dummy bearer in frames
N+1 or N+2, in order to quickly react to the event of repetition of algorithm M1 due to no validation of any
candidate channel.

. PP devices without power consumption limitations (fast actuators) may be continuously scanning the dummy
bearer channel selection info and continuously performing the RSSI validation in order to be ready for afast
response to an event (paging or PP side event) requiring setup.

e The measurement of the RSS! shall be done taken into account the slot type that will be used in the
transmission.
9.2.5  Setup attempt and evaluation of responses
PPs shall perform the access request and eval uation or responses as defined in EN 300 175-3 [3], clause 11.12.6.
Implementation at RFP side shall consist in the understanding of the PP response.
The following additional provisions shall apply:

e  Thedifferentiation of error responses compatible and not compatible with collision is optional. If this
differentiation is not implemented all error cases shall be followed by execution of algorithm M2.

. In case or impossihility of access due to repetitive lack of channelsin the information provided by the base, or
impossibility to validate the channels provided, the PP is allowed to perform aregular DECT scan and use
regular DECT channel selection mechanisms.

9.2.6 Process M2 (collision handling/collision avoidance process)

DECT ULE PPs shall implement the process M2 (PP side collision handling/collision avoidance process) as described
in EN 300 175-3[3], clause 11.12.7.

Implementation at RFP side shall consist in the understanding of the PP response under potential collision conditions.
The following additional provisions and notes shall apply:

e  Thevalue of the parameter b in the equation A of 11.12.7.1 shall be as defined in clause A.1.1.1 of the present
document.

NOTE: All other parameters of the equations are defined by EN 300 175-3[3], clause A.2.1.
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10 MAC layer procedures

10.1 General

10.1.1 Frame and multiframe structure

The FT and PT shall support frame and multiframe structures as defined in EN 300 175-3 [3], clause 4.2.

10.1.2 Bit mappings

The FT and PT shall support the D-field mappings as defined in EN 300 175-3 [3], clause 6.2.1.1 for full slot, Physical
Packet P32, GFSK modulation and modulation schema l1a (clause 6.4.1, table 5 and clause 6.4.2 table 6).

The FT and PT shall support the D-field mappings as defined in EN 300 175-3 [3], clause 6.2.1.1 for short slot, Physical
Packet P00, GFSK modulation and modulation schema l1a (clause 6.4.1, table 5 and clause 6.4.2 table 6).

The FT and PT shall support the A-field mappings as defined in EN 300 175-3 [3], clause 6.2.1.2 for the supported
Physical Packets (clause 6.4.1 table 5) and modulation schema (clause 6.4.2, table 6).

The FT and PT shall support the B-field mappings as defined in EN 300 175-3 [3], clause 6.2.1.3 for the supported
Physical Packets (clause 6.4.1 table 5) modulation and modulation schema (clause 6.4.2, table 6) and for the E/U mux
modes described in clause 10.1.3.

10.1.3 E/U mux modes and B-field identification (BA) bits

NOTE: Seealso clause 10.2.2 for detailed provisions regarding the E/U multiplexer modes.

10.1.3.1 E/U mux modes and B-field identification (BA) bits for C/O bearers

The FT and PT shall support the following E/U mux modes and associated B-field identifications (BA bits a4, a5 and
ab) as defined in EN 300 175-3 [3], clause 7.1.4 for traffic C/O bearers:

. BA ="000"B: U-type, | packet number O;
. BA ="001"B: U-type, I packet number 1,
J BA ="111"B: no B-field, (shall only be used for connection oriented bearers);

. BA ="110"B: E-type, al MAC control.

The 5 channel should not be used in ULE connections.

The FT and PT may optionally support the following E/U mux additional modes and associated B-field identifications
(BA hits a4, ab and ab) as defined in EN 300 175-3 [3], clause 7.1.4 for traffic C/O bearers:

. BA ="010"B: E-type, al C, packet number 0,
. BA ="011"B: E-type, al C, packet number 1;
. BA ="100"B: E-type, not all C, packet number O;

o BA ="101"B: E-type, not all C, packet number 1.
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10.1.3.2 E/U mux modes and B-field identification (BA) bits for C/L (dummy) bearers

The FT and PT shall support the following E/U mux modes and associated B-field identifications (BA bits a4, a5 and
ab) as defined in EN 300 175-3 [3], clause 7.1.4 for dummy C/L bearers:

. BA ="110"B: E-type, al MAC control.

10.1.4 Scrambling

The FT and PT shall support scrambling as defined in EN 300 175-3 [3], clause 6.2.4.

The dummy C/L bearer containing the special B-field ULE dummy structure shall not be scrambled.
The previous provision applies even if there are several ULE dummy bearers.

Other C/L bearers not containing the specia B-field ULE dummy structure, if used, shall be normally scrambled as
defined in EN 300 175-3 [3], clause 6.2.4.

10.1.5 Error control
The FT and PT shall support R-CRC and X-CRC generation as defined in EN 300 175-3[3], clause 6.2.5.
FT and PT shall support 16-Bit R-CRC as defined in EN 300 175-3 [3], clause 6.2.5.2.

10.1.6 RFP idle receiver scan sequence

The FT shall support primary scan as defined in EN 300 175-3 [3], clause 11.8.

10.1.7 Identities

The provisions of EN 300 175-3 [3], clause 11.7 and EN 300 175-6 [6] shall be implemented with respect to the
structure and use of identities.

10.2  Time multiplexers

10.2.1 A-field Multiplexer

10.2.1.1 Tail Multiplexer (T-MUX)
The FT and PT shall support T-MUX as defined in EN 300 175-3 [3], clause 6.2.2.1.
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10.2.1.2 A-tail identifications

The FT and PT shall understand all A-field tail identifications (bits &, to &) as defined in EN 300 175-3 [3],

clause 7.1.2. The value 101 - "escape" need not be understood. To distinguish a connectionless bearer from a
non-connectionless bearer the Nt message send on a connectionless bearer shall carry the value "ldentity information

(N+) on connectionless bearer” (010) and the value "Identity information (N1)"(011) in all other cases.

10.2.2 B-field control Multiplexer (E/U-MUX)
10.2.2.1 B-field control Multiplexer (E/U-MUX), basic modes

10.2.2.1.1 U-type Multiplexer for C/O bearers

The FT and PT shall support the following U-type multiplexer modes as defined in EN 300 175-3 [3], clause 6.2.2.2 for
traffic C/O bearers:

. BA ="000"B: U-type, | packet number O;

. BA ="001"B: U-type, |, packet number 1.

10.2.2.1.2 E-type Multiplexer "all MAC control" for C/O bearers

The FT and PT shall support the following E-type multiplexer mode as defined in EN 300 175-3 [3], clauses 6.2.2.2 and
6.2.2.3:

. BA ="110"B: E-type, al MAC control.
The following restrictions apply:

. Channel G does not need to be supported.
. MAC control messages for controlling channel |- do not need to be supported.

The FT and PT shall support the E-type mode "al MAC control" as defined in EN 300 175-3[3], clause 6.2.2.3
(tables 6.24 to 6.33) for the supported D-field mappings (defined in clause 6.2, table 11) and modulation type (defined
in clause 5.1, table 7).

10.2.2.1.3 E-type Multiplexer "no-B field" for C/O bearers

The FT and PT shall support the following E-type multiplexer mode as defined in EN 300 175-3 [3], clauses 6.2.2.2 and
6.2.2.3:

° BA ="111"B: no B-field
NOTE: ThisBA code and mux mode should only be used over C/O bearers.

In general, the BA coding and multiplexer mode "no-B field" shall be understood as transmission of an unprotected
filling pattern over the B-field (format similar to MAC service C.. However, in some specific cases (and only in them)

it is allowed the transmission of a short slot instead (optional, transmission choice). Such cases are described in
clause 10.11.2.2. ULE Receivers shall be aware of such optional behaviour.

10.2.2.1.4 E-type Multiplexer "all MAC control" for C/L (dummy) bearers

The FT and PT shall support the following E-type multiplexer mode as defined in EN 300 175-3 [3], clauses 6.2.2.2 and
6.2.2.3, over dummy C/L bearers:

. BA ="110"B: E-type, al MAC control.
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The following restrictions apply:
e  Therepertory of possible MAC control messagesis reduced according to the C/L type of the bearer.

e  Channel G does not need to be supported.
. MAC control messages for controlling channel | - do not need to be supported.

In ULE RFPs, the use of "no B-field" mode and the use of short slots over dummy bearersis not allowed.

The FT and PT shall support the E-type mode "all MAC control" as defined in EN 300 175-3[3], clause 6.2.2.3
(tables 6.24 to 6.33) for the supported D-field mappings (defined in clause 6.2, table 11) and modulation type (defined
inclause 5.1, table 7).

10.2.2.1.5 E/U-Mux priority schema

The FT and PT shall support the priority schemaas defined in EN 300 175-3 [3], clause 6.2.2.4 with the following
restrictions:

e Ipechannel modes and I - segmentation control are not applicable.

. Cr channel modes are not applicable.

10.2.2.1.6 B-field identifications (basic)

The FT and PT shall use and understand all B-field identifications (bits a, to ag) as defined in EN 300 175-3[3],
clause 7.1.4 with the following restrictions:

. Codes for E-mux with Cr channel (010", "011", 100" and "101") are not applicable.

. Code "110" isonly understood as "E-type al MAC control”.

. Code "111" is only understood as "no B-field".
10.2.2.2 B-field control Multiplexer (E/U-MUX), C: modes

10.2.2.2.1 E-type Multiplexer, all modes (over C/O bearers)

The FT and PT shall support E-type mode multiplexer as defined in EN 300 175-3 [3], clauses 6.2.2.2 and 6.2.2.3,
including the modes "E-type all C;", and "E-type not all C" over traffic C/O bearers.

The FT and PT shall support all E-type modes as defined in EN 300 175-3 [3], clause 6.2.2.3 (tables 6.24 to 6.33) for
the supported D-field mappings (defined in clause 6.2, table 11) and modulation type (defined in clause 5.1, table 7).

The following modes shall be supported:

. BA ="010"B: E-type, al C, packet number O;
. BA ="011"B: E-type, al C, packet number 1,
. BA ="100"B: E-type, not all C, packet number O;
. BA ="101"B: E-type, not all C, packet number 1.

NOTE: Itisnot allowed the transmission of C over the dummy bearer.
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10.2.2.2.2 E/U-Mux priority schema

The FT and PT shall support the priority schema as defined in EN 300 175-3 [3], clause 6.2.2.4 with the following
restriction:

e Ipechannel modes and I - segmentation control are not applicable.

10.2.2.2.3 B-field identifications (Cg)

The FT and PT shall use and understand all B-field identifications (bits a, to ag) as defined in EN 300 175-3[3],
clause 7.1.4 with the following restrictions:

. Code "110" isonly understood as "E-type al MAC control”.

. Code "111" is only understood as "no B-field".

10.3  Downlink broadcast (A-field)

The procedure shall be performed as defined in EN 300 444 (GAP) [9], clause 10.2 and EN 300 175-3[3], clause 9.1.1.

10.3.1 Ny messages
The same message defined in EN 300 444 (GAP) [9], clause 10.2.1 shall be used.

10.3.2 Qs messages

10.3.2.1 Qg - static system information

The FT shall be capable of sending and the PT shall be capable of receiving and processing the Q static system
information message as defined in EN 300 175-3 [3], clause 7.2.3.2, with the following contents as defined bel ow.

The same contents defined in EN 300 444 (GAP) [9], clause 10.2.3 shall be supported.
10.3.2.2 Qr - FP capabilities

10.3.2.2.1 Standard FP Capabilities

The FP shall indicate its standard capabilities using the fixed part capabilities Q; message as described in
EN 300 175-3 [3], clause 7.2.3.4, with contents as defined below. The PT shall be able to receive and understand this
message.
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Table 20: Values used within Standard FP capabilities

Field within the | Standard values within . .
MAC message Normative action/comment
message the MAC message
<< FP capabilities >>
<Qy>
<ap,> 1 Extended FP info (Q, = 4)
<a;s> [0, 1] Double slot (optional)
<a;;> 1 Full slot (mandatory to support)
<ay; > 1 Basic A-field setup, mandatory
<ay, > [0, 1] Advanced A-field setup. See note 1 (optional)
< Ay > [0, 1] C messages, if PT supports only Cq
messages it may ignore this value.
<agy> 1 I,_error_correction (mandatory to support)
NOTE 1: The bit < a,, > shall only be set if the messages for A-field advanced bearer setup (M) and release are
supported. Refer to clauses 10.9.2 and 10.9.3. It shall not be set if only the implicit connection setup and
release as described in clause 10.9.6 is supported.
NOTE 2: For the higher layer capabilities, bits < a, to a,, >, see clause 12.3.2.1.1.

The MAC extended fixed part information message shall be used and, therefore, bit a,, of the fixed part information
field shall be set to 1.

Higher layer information: The management entity in the FP supplies the MAC layer with a 16-bit SDU viathe
Management Entity (ME) SAP. The content of that SDU is placed in bits < agp> to < ay7> of the Qr message. At the

PT the MAC layer passes the 16 bits out through the ME SAP to the management entity.

For the setting of the higher layer information bits see clause 12.3.2.1.1.

10.3.2.2.2 Extended FP Capabilities

The FP shall indicate its extended capabilities using the Extended fixed part capabilities Qr message as described in
EN 300 175-3 [3], clause 7.2.3.5, with contents as defined below. The PT shall be able to receive and understand this
message.

Table 21: Values used within Extended FP capabilities

MAC message Field within the |Standard values within Normative action/comment
message the MAC message
<< FP capabilities >>
< QH > 4
< a,, > 1 Ip Services supported.
<ayg > 1 Extended FP capabilities Part 2.
NOTE:  For the higher layer capabilities, , bits < a,; to a,; >, see clause 12.3.2.1.2.

The MAC extended fixed part capability part 2, information message shall be used and, therefore, bit a5 of the
extended FP capability field shall be set to 1.

Higher layer information: The management entity in the FP supplies the MAC layer with a 23-bit SDU viathe
Management Entity (ME) SAP. The content of that SDU is placed in bits <a25> to <a47> of the Qr message. At the PT
the MAC layer passes the 24 bits out through the ME SAP to the management entity.

For the setting of the higher layer information bits see clause 12.3.2.1.2.
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10.3.2.2.3 Extended FP Capabilities part 2

The use of Extended FP Capabilities part 2 is needed in al cases due to the position of the bit <a39> in the Extended
higher layer capabilities broadcast, which defines the support of ULE phase 1 (see clause 12.3.2.1.3). All bitsin the
MAC layer part of the broadcast are optional and will be set to describe the support of optional features, or services
other than ULE. Due to the probable coexistence with NG-DECT services in the same RFP, it should be assumed that
most RFPs will broadcast some of them.

The FP shall indicate its extended capabilities using the Extended fixed part capabilities part 2 Q message as described
in EN 300 175-3 [3], clause 7.2.3.11, with contents as defined below. The PT shall be able to receive and understand
this message.

Table 22: Values used within Extended FP capabilities part 2

Field within the |Standard values within . .
MAC message message the MAC message Normative action/comment
<< FP capabilities >>
<Qy> C (hex)
<ag,> [0, 1] Long slot support (j = 640).

NOTE: For the higher layer capabilities, bits < a,, to a,; >, see clause 12.3.2.1.3.

Higher layer information: The management entity in the FP supplies the MAC layer with a 24-bit SDU viathe
Management Entity (ME) SAP. The content of that SDU is placed in bits <a24> to <a47> of the Qr message. At the PT
the MAC layer passes the 24 bits out through the ME SAP to the management entity.

For the setting of the higher layer information bits see clause 12.3.2.1.3.

10.3.2.3 Qr - SARI list contents

The FT may send and the PT shall be capable of receiving and processing (if broadcast by the FT) the Q SARI

message as defined in EN 300 175-3 [3], clause 7.2.3.6, with same contents as defined by EN 300 444 (GAP) [9],
clause 10.2.4.

Thisisrelevant if the N1 message indicates SARI support.

10.3.2.4 Multiframe number (A-field)

Qr message carries the multiframe number which is used in the encryption algorithm. Both, FT and PT, shall be able to
transmit and respectively retrieve the information carried in this message.

Table 23: Values used within Q; multiframe number message

MAC message Field within the Standard values within Normative action/comment
message the MAC message
<< multiframe number >>
< Q header > 6
< spare > 111100001111B
< multi frame number > All The number of the multiframe,
modulo 2**24.

10.3.3 Reception of downlink broadcast (A-field)

DECT ULE PPs are not required to listen to downlink broadcast channels (over A-field) in all states. They will listen to
these channels only in specific situations.

The following channels are considered downlink broadcasts for this description:

e N;:ldentities Information
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e Q;: Static System Information
. Q; : FP capabilities
e Q;:SARI contents
Specificaly, ULE PPs shall listen to downlink broadcasts in the following cases:
. During initial registration process.
. During the VC setup process.

. PPs supporting at the same time DECT voice services (GAP or NG-DECT) shall listen to the Q broadcast as
required by such profiles.

NOTE: Ingeneral, ULE PPswill not be listening to downlink broadcasts channelsin regular operation, idle state
(registered, idle locked or unlocked -depending on the type of PP- and with a suspended V C opened
towards a RFP).

10.4  Paging broadcast

This clause refersto the LCE paging capability using A-field messages. Refer to clause 10.6 for ULE paging using B-
field channels.

10.4.1 Paging message formats

The FT and PT shall support full, short and zero length paging message formats as defined in EN 300 175-3 [3],
clause 7.2.4.

10.4.1.1 Full page message format

Table 24: Values used within full-page message format

Standard values

MAC message Field within the message within the MAC Normative action/comment
message
<< P; full page format >>
< P;-header extend flag > 0,1 ag = 1 means another page
(ag) message shall start in the next

frame in this multiframe that is
permitted to contain a P type.

< BS SDU length indication > 010 Full-page message shall be

(agtoayy) used to carry LCE resume page
message.

< BS channel data > All The content of the BS channel

(a4, 10 a,7) data is defined by the

LCE-message definition.

10.4.1.2 Short page message format
The same values defined in EN 300 444 GAP) [9], clause 10.3.1 shall be supported.

10.4.1.3 Zero length page message format

The same values defined in EN 300 444 GAP) [9], clause 10.3.2 shall be supported.

ETSI



63 ETSI TS 102 939-1 V1.1.1 (2013-04)

10.4.1.4 MAC layer information in zero and short length paging messages

The following MAC layer information types defined by EN 300 175-3 [3], clause 7.2.4.3 shall be supported
(understood) by aPT.

Table 25: Types of MAC layer paging information to be supported by a PT

as, agg Ay, ass MAC information type

0 0 0 1 |Blind slot information for circuit mode service.
0 0 1 0 |Other bearer.
0 0 1 1 |Recommended other bearer.
0 1 0 1 |Dummy or C/L bearer position.
1 0 0 1 |Bearer handover/replacement information.
1 0 1 0 |RFP-status and Modulation Types (see clause 10.4.1.4.1). (The Modulation

Types replaces the spare bits.)
1 1 0 0 |C/L bearer position
1 1 1 1 |Blind slot information for packet mode service. (This replaces the

Modulation Types information.)

10.4.14.1 RFP status
RFP Modulation Types
status A-field (B + Z2)-fields
a3p 839|840 843|844 7
Figure 5: RFP status
Table 26: RFP status
RFP status Meaning
Oxxx RFP clear for data.
XXX RFP busy for data (see note).
NOTE: "RFP busy for data" means that the RFP recommends PTs not to send access
request messages for ULE service towards this RFP.

Bits a4 to a,3 define the modulation schemes supported in the A-field, in addition to the default one. Since no other A-

field modulation schemas are used in the present document, the listening and understanding of the flagsisirrelevant.
They shall be coded by the transmitter as shown in table 27.

Table 27: RFP status A-field modulation scheme

Qo | a1 | Qs | Ay A-field modulation scheme
0 0 0 0 [Only 2-level modulation supported.

Bits a,, to a,7 define the modulation schemes supported in the (B + Z)-fields, in addition to the default one. All HLM
modes in B-field are for further study and are not used by the current revision of the present document. However they
may be added in future revisions or used by other services implemented in the RFP. All RFPsimplementing the present
document shall support at least the 2-level modulation and shall code the bit a,, accordingly. Thisis shown in table 28.

Table 28: RFP status B+Z field modulation scheme (mandatory coding for all types of RFP
implementing the present document)

A | Ay | Ay | Auy (B + 2)-fields modulation scheme
X X | X 1 |2-level modulation supported.

For the usual case of RFP supporting only the present document, or the present document plus other 2-level modulation
service, the coding of the bits shall be as shown in table 29.
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Table 29: RFP status B+Z field modulation scheme (coding for RFP supporting only 2-level
modulation services)

Ay | 8y | a4 | a4y (B + 2)-fields modulation scheme
1 1 1 1 |only 2-level modulation supported.

10.4.2 MAC layer information messages procedures

The following MAC layer information message procedures are defined as described below. Each supported message
shall be broadcasted at |east once every 10 s.

In regard to the support status of the different codes, the provisions of EN 300 444 [9], clause 10.3.1 shall apply.

104.2.1 Blind slot information for circuit mode service

The provisions of EN 300 444 (GAP) [9], clause 10.3.3 shall apply.

10.4.2.2 Bearer handover/replacement information

The provisions of EN 300 444 (GAP) [9], clause 10.3.4 shall apply.

10.4.2.3 Other bearer position

The RFP is recommended to broadcast the "other bearer" information indicating the position of a 2" dummy bearer or
traffic bearer, if such bearer exists.

10.4.2.4 Recommended other bearer position

The RFP is recommended to broadcast the "recommended other bearer" information indicating the position of another
bearer. This message shall not be sent unless the bearer that it is sent on will be released in less than or equal to

4 multiframes.

10.4.2.5 Dummy or C/L bearer position

The RFP shall announce the dummy bearer position, if adummy bearer exists.

10.4.2.6 C/L bearer position

The RFP shall announce the connectionless downlink bearer position, if such abearer exists. The bearer position shall
be announced 1 Multi-Frame (4 MF in case of low duty cycle) in advance of transmission of C/L data viathis bearer.

10.4.2.7 RFP-status and Modulation Types

The RFP should send the RFP-status information " RFP busy-for-data/not-busy-for-data" as soon as possible after a
detection of a change in RFP-status, i.e. in the first allowed frame after the change. It is recommended that the RFP
periodically sends the RFP-status information. It is not recommended to send this message very often when the status
changes frequently, because the other messages may be delayed too long. A practical limit may be to send this
information not more than once a second.

RFPs which are capable of Higher Layer Modulation shall transmit this message to announce this capability, otherwise
the peer will assume that only default modulation is available. For the present document, thisis 2-level modulation.
10.4.2.8 Blind slot information for packet mode service

The RFP shall announce the slots which are blocked for packet mode service. The coding of the message isidentical to
clause 10.4.2.1 Blind slot information for circuit mode service, except that the MAC layer information type bits are
coded as'1111'B ('0F'H).
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ULE PPs shall use thisinformation for ULE mode setups.

The same provisions and procedure given by EN 300 444 (GAP) [9], clause 10.3.3 for the voice service shall be
followed, but applied to the ULE service.

10.4.3 Paging Procedures

10.4.3.1 LCE Paging
The procedure shall be performed as defined by EN 300 175-3[3], clauses9.1.3.1 and 9.1.3.2.2.
This procedure includes transmission and reception of Zero length, short and full page messages.

In the LCE procedure, the Bg channel SDU is provided by the DLC layer.

The procedure is compatible with normal, high and low duty cycle paging detection modesin the PT.
10.4.4 Paging detection

10.4.4.1 Normal duty cycle
The procedure shall be performed as defined by EN 300 175-3[3], clause 9.1.3.2.1.

The PT shall bein the state "Normal Idle Locked mode" as defined in EN 300 175-3 [3], clause 11.3.3.1. In this mode,
the PT shall receive any Bg channel transmitted in frame 0 and additional frames that are commanded by the extend

flag.
The normal duty cycle detection state appliesto L CE paging procedures.

10.5 ULE Dummy Bearer Procedures

The following procedures shall be performed as defined in EN 300 175-3 [3], clause 9.5.

10.5.1 Ng channel

The FT shall send the Ng message in all frames where a ULE Dummy Bearer is active and the PT shall be capable of
receiving and processing the Ng split identities message as defined in EN 300 175-3 [3], clause 7.3.5.

This message contains the RFPI of the RFP constructed in an identical manner to the information sent in an N message

asdefined in EN 300 175-3 [3], clause 7.2.2 but in this message it is separated into two fields as defined in
EN 300 175-3[3], clause 9.5.

10.5.2 Q¢ channel

The FT shall send the Q- message in all frames where a ULE Dummy Bearer is active and the PT shall be capable of
receiving and processing the Q. compound system information message as defined in EN 300 175-3 [3], clause 7.3.5.

This message contains information constructed in an identical manner to the information sent in Q messages.

Specifically the SN and PSCN fields asin QO messages, see EN 300 175-3 [3], clause 7.2.3.2 and the multiframe
number asin Q6 messages, see EN 300 175-3 [3], clause 7.2.3.7. In addition this message al so contains frame number,
preamble pattern and ULE Dummy Bearer specific synchronization pattern as defined in EN 300 175-3 [3], clause 9.5.

10.5.3 My channel

The FT shall send one M|; message in every frame where a ULE Dummy Bearer is active and the PT shall be capable
of receiving and processing the M ; ULE MAC control channel message as defined in EN 300 175-3 [3], clause 7.3.5.
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The message contains MAC layer information specific to ULE devices and shall be as defined in EN 300 175-3 [3],
clause 9.5.
10.5.4 Reception of Messages

DECT ULE PTsare not required to listen for Ng, Q. or M, messages at any mandated rate, the PTs will listen when
there is arequirement for the PT to gain lock to a specific FT at which point the Ng, Q- and M, messages shall be
collected and the information understood to enable the PT to lock to the desired FT.

All the information necessary to allow a PT to lock to the desired FT is contained in the Ng, Q. and M|, messages
included in asingle dot transmission so they may all be collected in a single reception.

10.5.5 Operation in unlocked mode

Operation in unlocked mode refers to the operation mode when the PP losses the locked state to the RFP during idle
time.

The PP shall be capable to get synchronization again to the RFP, when required, by using the information provided in
the channels Ng and Q.

The PP shall be capable to react properly to a possible change in slot and/or carrier of the dummy bearer during the
inactivity time.

The exact re-synchronization algorithm is left to the implementer.

10.6  ULE Paging Procedures

This clause refersto ULE specific paging capability using B-Field channels over the ULE dummy bearer. Refer to
clause 10.4 for LCE paging using A-field tail.
10.6.1 Py Paging Message Formats

The FT and PT shall support the ULE Dummy Bearer paging format as defined in EN 300 175-3 [3], clause 7.3.5. The
FT shall send a P; message in all frames where a ULE Dummy Bearer is active and the PT shall be capable of

receiving and processing the P; ULE Paging channel message.

The message contains information specific to ULE devices and shall be as defined in EN 300 175-3[3], clause 9.5.

10.6.1.1 Pu Message General format

The P, Message is spread across two fields of the ULE Dummy Bearer, onefield of 44 bits and one field of 56 bits as

shown below, the 44 bit field is subdivided into a control field (comprised of the SFa, SFb and CA mask fields) and a
datafield, the 56 bit field is solely adata field.

44 bit field 56 bit field
Control Subfield a Data Subfield b Data Field
SFa/SFb Field
ICA
b1os b111 [P112 D143 D,4g D303

Figure 6: General P; message format
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Table 30: Subfield A Data Field Meaning

SFa Associated data by,,t0 b4
bios | Pios
0 0 [No information
0 1 |32 bits of B, data as a page
1 0 |32 bits of B, data as a broadcast
1 1 |Reserved
Table 31: Subfield B Data Field Meaning
SFb Associated data by,,t0 b 4
bios | Pio7
0 0 |No information
0 1 |56 bits of B, data as a page
1 0 |56 bits of B, data as a broadcast
1 1 |Reserved

Table 32: CA Field Meaning

CA Meaning
biog [P1oo | P10 |Pi1a

4 bits of B, data as a bit mask

Unlike LCE paging the data sent in the P; message has no fixed meaning for the ULE PT, the higher layers
communicate the meaning of the datain their negotiation of capabilities of the system using the << ULE-MAC-
CONFIGURATION-INFO >> information element as defined in the present document, clause A.2.1. The B, data
received in the P; message is passed to the higher layers for processing. Simple examples of the operation of this
mechanism are shown in the present document, clause C.2.

10.6.2 Paging Descriptors for ULE Paging

The ULE Dummy Bearer paging channels (B, channel and P, channel) are used to pass transient information from the

FT to the PT. Asdescribed in the present document, clause 10.6.1.1 the meaning of the information passed is given to
the PTs by the FT using the << ULE-MAC-CONFIGURATION-INFO >> information element in higher layer
messages passed to each specific PT.

The << ULE-MAC-CONFIGURATION-INFO >> information element enables the FT to describe how messagesin the
paging channel (B, and P, channels) should be understood by the PT to which the information element has been sent.

Thisinformation is passed from the FT to the PT using channel descriptors within the information element.

When thisinformation element is sent from the FT to the PT it can indicate that any new descriptors shall be added to
existing descriptors, that have already been sent, or it can indicate that all descriptors sent earlier should be deleted and
replaced with any subsequent descriptors. Thisis handled with the Control field.

Each channel descriptor consists of 5 octets that describe an individual channel in terms of itsintended use, how often it
issent, when it is sent in terms of frames, a mask to indicate certain channels are in use and adatafield. There are no
specific numbers/names given to each channel, how they are referenced is determined by the higher layers.

The intended use of each channel isindicated by the channel descriptor type. For phase 1, there are two types of
descriptors. apage type and a broadcast type. The page type is expected to be used to indicate that particular PTs should
attempt to setup alink with the FT, and the broadcast type is expected to be used to passinformation to PTs. In the
descriptor for the page type the data passed indicates in the BitOffset field which bit(s) shall be used by the PT asa
mask for the BitOffset field of any page message received to start the receiving PT to setup alink with the FT. In the
descriptor for the broadcast type the BitOffset field is empty. The channel periodicity, frame and multiframe fields
indicate how often messages shall be sent in this channel and what frame they start in, this enables each PT to ensure it
listens to the relevant channels.
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The channel active mask field allows the FT to indicate to specific PTsthat there is a message that is relevant to the
specific PT being sent. If the mask sent in the channel active field of a channel descriptor has any bits matching the
channel active mask field sent in any paging channel message the PT shall listen to the next possible message sent on
that channel.

For simple examples of the usage of this mechanism, see clause C.2.1 of the present document.

10.7  Connection Management

10.7.1 Logical Connection Setup

Logical Connection Setup is the procedure of creation of MBC. Depending on the procedure, it may be immediately
followed by a Physical connection setup or not.

10.7.1.1 ULE logical connection setup - explicit procedure

The creation of an MBC shall be performed as described in EN 300 175-3 [3], clause 10.2.4.1, with the following
specific provisions:

e  Connection shall be advanced, full dlot;
. ECN number shall be set to " 7".
The connections created with this ECN shall be "Expedited” as defined in EN 300 175-3 [3], clause 10.2.5.

Initial Physical Connection setup as immediate result of the creation of the MBC shall be performed as described in
clause 10.9.2. Subsequent Physical Connection setup (resume) shall be performed using expedited procedures (see
clause 10.10).

10.7.1.2 ULE logical connection setup - procedure for ancillary connections

The creation of an MBC for an ancillary connection, such as the required by the feature [ULE1-N.2] (Service Call) is
done as described in EN 300 175-3 [3], clause 10.2.4, with the following specific provisions:

o Connection shall be basic, full slot.
Therefore the procedure is identical to the one used in GAP (EN 300 444 [9)]).
The ancillary connection is not controllable by means of "Expedited" operations as defined in EN 300 175-3[3],
clause 10.2.5 and in clause 10.10 of the present document.
10.7.1.3 ULE logical connection setup - implicit procedure

Itis possibleto create apair of MBCs for the ULE connection without any exchange of air interface messages by means
of the mechanism described in clause 12.1.3.1.2.2, case b). In order to do that, another MBC, generally associated to a
circuit mode service, should exist in order to transport the NWK layer messages. This mechanism is called implicit
creation of the MBC pair. After an implicit creation of the MBCs, the procedure is not necessarily immediately
followed by a Physical connection setup.

10.7.2 Logical Connection Release

Logical Connection Release is the procedure of removal of an MBC. This procedure is preceded by either aNWK layer
release procedure, by a NWK layer suspend procedure or by a handshake failure.

The NWK layer release procedure and the NWK layer suspend procedure will cause DLC layer to send aMAC _DIS
reg primitive to MBC (and also the clearing of the DLC U-plane and C-plane instances as well).

The stay alive procedure may also cause the ME to send aMAC_DIS-req primitive to MBC.

Logical connection release will also cause a Physical Connection release, if the connection is active.
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The following procedures are possible.

10.7.2.1 ULE logical connection release - explicit procedure
The following procedure shall be performed:

. If the connection was active, the procedure A-field connection/bearer release as defined in clause 10.9.3 shall
be executed.

NOTE: Itisassumed that aNWK layer RELEASE procedure has been previously executed between both peersin
order to release the logical connection.

o If the connection was suspended, releasing explicitly the logical connection requires resuming the connection,
executing the NWK layer RELEASE procedure, and then executing the A-field connection/bearer release as
defined in clause 10.9.3.
10.7.2.2 ULE logical connection release - procedure for ancillary connections

This procedure shall be used to release the MBC for an ancillary basic connection, such as the required by the feature
[ULE2-N.2] (Service Call).

The same procedure described in EN 300 444 (GAP) [9], clause 10.5 shall be performed. The procedure releases at the
same time the bearer and the connection.

NOTE: Anancillary connection does not support MAC suspend/resume. Therefore, its MBC may only bein
active state.
10.7.2.3 ULE logical connection release - implicit procedure

The execution of the NWK layer procedure "NWK suspend"” as described in clause 12.1.3.2, when the NWK messages
are carried by a different MBC to the one associated to the CC entity, and when the associated MBC isin "MAC
suspend" state, causes the release of the MBC at both peers without any further signalling operation.

This procedureis called "logical connection release - implicit procedure” and is the connection release normally used in
ULE.

The NWK layer procedure is described in clause 12.1.3.2. The implicit release procedure is the case @) described in
clause 12.1.3.2.3.2.

10.7.2.4 ULE logical connection release - abnormal procedure
Abnormal release of the connection at all levels may aso be done by the Management Entity as result of failure of stay-
alive procedures. In such a case, the procedure isimplicit and there is no exchange of air i/f messages.

10.7.3 Connection Suspend and Resume

10.7.3.1 General

The suspend/resume process used in ULE in entirely handled at MAC layer and under control by the Management
Entity in response to instantaneous traffic need. The suspend/resume process isthe DECT packet handling mechanism
over the MAC C/O service.

The suspend/resume process happens at an imaginary in between the MAC TBC (also called lower-MAC) and the
MAC MBC (aso called higher-MAC). This applies to both U-plane and C-plane transmissions.

MBC and higher layers are active and, in general, not aware of the suspend/resume state. However they may contribute
to trigger the suspend/resume process by sending traffic (U-plane or C-plane) to the lower layers, which would be
detected by the Management Entity and would trigger the proper action at MAC layer.

Packet handling Suspend/resume processis part of the MAC C/O service.
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10.7.3.2 Suspend

Suspend is defined as the process of releasing the physical connection without releasing the logical connection.
Therefore in suspend state:

e  Therearenot physical bearers active at the physical layer
. Thereis not active TBC entity
e  ThereisaMBC associated to the connection

e All higher layer entities (DLC and above) associated to the connection are active, and, in general are not aware
of the suspend state at lower MAC layer

10.7.3.2.1 Entering in suspended state

A connection enters in suspend state by releasing its bearer at MAC layer without an explicit process of connection
release.

The previous principle applies independently of the process for the bearer release, that may be normal (as described in
clause 10.9), expedited (as describe in clause 10.10) or even due to errors, abnormal operations or timeouts.

An ULE connection also enters in suspends state (and shall not be completely released) by abnormal loss of the bearer.
NOTE: Inthiscase, the stay-alive procedure (see clause 9.1.2) will be in charge of debugging the situation.

The explicit process of connection release is normally done by a NWK layer procedure. In this revision of the present
document the procedure is the NWK layer Service Change "suspend"” (see clause 12.1.3.2). This procedure moves the
NWK state to "NWK suspend" (see clause 12.1.2) and releases the MBC (MAC connection).

The ME handshake procedure (see clause 9.1.2) may also release the MAC connection.

10.7.3.3 Resume
Resume is the process of activating the physical layer for an existing connection in suspended state.

A connection is resumed state behaves as a normal DECT connection and includes at |east a TBC entity. However the
connection is still identified as packet-mode at MBC level, which would trigger the proper action at MBC level (passto
suspend state) after the release of the bearer and TBC.

The provisions of EN 300 175-3 [3], clause 10.3.1.1 shall apply.

10.7.3.3.1 Resuming a suspended connection

For devices compliant with the present document the resume process is performed by executing a bearer setup process
with any of the following two options:

. Any Advanced connection setup (as described in clause 10.9) with the ECN number belonging to an existing
suspended connection between the PT - FT pair.

NOTE 1: Therefore any setup process with a different ECN should be understood as the setup of a separate
connection (if supported).

e Any expedited bearer setup as described in clause 10.10.3 of the present document.

- Expedited bearer setups (any) shall be understood as a resume process to an existing connection with
ECN=7.

NOTE 2: Therefore expedited operations cannot be used for initial setup, or when there is no a suspended
connection.

All devices compliant with the present document shall use the ECN = 7 for the DECT ULE service and shall not reuse
such value for any other service. Expedited operations shall be used only for controlling the ULE connection.
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NOTE 3: However, it is possible to have other DECT services (voice or data) over the same FT - PT pair with
different ECN values.

NOTE 4: Itisalso possible to have other packet mode services over the same FT - PT pair, however they should be
handled with regular advanced connection control messages (clause 10.9) and not with expedited
messages (clause 10.10).

10.7.3.3.1.1 FT initiated resume

Resuming a connection from the FT side shall be performed using indirect setup via B-field paging. For ULE PPs, a
dedicated paging channel inside the B-field of the dummy bearer(s) is used for triggering the resume process from FT
side (indirect setup). See clause 10.6 for description of the B-field resume paging procedures.

10.7.4 Other Connection Modification

The following additional connection modification procedures (other than suspend and resume) may be supported by
ULE devices.

10.7.4.1 Void

10.7.4.2 Connection modification to change service type, slot type, modulation type or
adaptive code rate
10.7.4.2.1 Connection modification to change MAC service type

The MAC connection modification procedure to change the service type is needed to change the actual service type of a
logical connection to a new one due to the result of the NWK service negotiation defined by clause 12.5 or service
changes defined in clauses 12.6 and 12.7.

The connection modification procedure to change the service type between the following service types defined by
EN 300 175-3[3], clauses 5.6.2.1 and 5.6.2.2:

e Ipy_€rror_correct;
. | pQ_€rror_correct.

The connection modification procedure to change the service type is only needed, if other MAC service types than
Ipg_error_correct are supported.

The connection modification procedure to change the service type shall be performed as defined by EN 300 175-3[3],
clause 10.3.2.1. The attributes request and attributes _confirm message exchanged for this procedure shall be the
ATTRIBUTES T.reg/cfm message as defined by EN 300 175-3 [3], clause 7.2.5.3.8.

The connection modification to change service type shall be only performed following a NWK layer Service Change
negotiation.

10.7.4.2.2 Connection madification to change slot type

The MAC connection modification procedure to change the slot type is needed to change the slot type of alogical
connection to a new one due to the result of the NWK service negotiation defined by clause 12.5 or service changes
defined in clauses 12.6 and 12.7.

The connection modification procedure isin charge to change the dlot type between the following slot types defined by
EN 300 175-3[3], clause 6.2.1.1:

. Full slot (physical packet P32);
. Double dot (physical packet P80);

. Long dlot (physical packet P64);
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. Long slot (physical packet P67).

The connection modification procedure to change the dot type is optional to support, and has only sense if multiple
MAC dlots supported.

The connection modification procedure to change the sot type shall be performed as defined by EN 300 175-3 [3],
clause 10.3.2. The attributes_request and attributes_confirm message exchanged for this procedure shall be the
ATTRIBUTES T.reg/cfm message as defined by EN 300 175-3 [3], clause 7.2.5.3.8.

The connection modification to change dot type shall be only performed following a NWK layer Service Change
negotiation to change slot (see clause 12.6.2).

10.7.4.2.3 Connection modification to change maximum MAC packet lifetime

The MAC connection modification procedure to change the maximum MAC packet lifetime is needed to change this
parameter which influences the | ,_error_correct operation. The following provisions shall apply:

The connection modification procedure to change the maximum MAC packet lifetime shall be performed as defined by
EN 300 175-3 [3], clause 10.3.2. The attributes _request and attributes_confirm message exchanged for this procedure
shall bethe ATTRIBUTES T.reg/cfm message as defined by EN 300 175-3 [3], clause 7.2.5.3.8.

In general, thereis no need for aNWK layer service negotiation to change the MAC maximum MAC packet lifetime.

The value provided by the FT shall apply.

10.7.4.2.4 Connection modification to change the modulation scheme and adaptive code
rate

The use of HLM or encoded protected MAC servicein DECT ULE isfor further study.

10.7.4.2.5 Use of ATTRIBUTES_T.reg/cfm in connection modification
This clause appliesto all connection modification cases covered by clause 10.8.2.

The ATTRIBUTES T.reg/cfm message as defined by EN 300 175-3 [3], clause 7.2.5.3.8 shall be used for connection
modification to change service type and/or modulation scheme.

The message shall be supported if any connection modification case covered by clause 10.7.2 has to be implemented.

The following fields as defined in EN 300 175-3 [3], clause 7.2.5.3.8 of the ATTRIBUTES_T.reg/cfm messages shall
be supported by the PT and the FT.
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Table 33: Values used within ATTRIBUTES_T.reqg/cfm messages

MAC message

Field within the message

Standard values
within the MAC

Normative action/comment

message
<< M; message >>
< M; header > 0001 "Advanced connection control".
< Command > 6 "Attributes_T.request".
7 "Attributes T.confirm".
< ECN > 7 ECN = 7 reserved for ULE
<LBN > 1to 15 Any value shall be supported.
Value shall match the LBN of the
bearer that carries the message.
< up/down/ss/sm > "11"B Symmetric single bearer
connection
< service type > 7 IPQR_error_correct mandatory to
support
< max. lifetime > 1to7 Values 1 to 7 mandatory to support
< slot type > 0,234 Full slot (code ='0'B) mandatory to
support. Double, long 640 and long
672 slots optional.
<Cg> [0, 1] Cg support is optional
< extended (B + Z) field 0 (extended (B + Z) field not used).
mod. type >
< adaptive code rate > 0 No coding used (see note 2).
< A-field modulation type > 3 Default modulation scheme is
2-level modulation. All others
schemas are for further study
< (B + Z) field mod. type > 3 Default modulation scheme is

2-level modulation. All others
schemas are for further study
(note 1).

NOTE 1: Modulation fields other default modulation schema are for further study.
NOTE 2: Use of encoded protected services and adaptive code rate is for further study.

10.8

10.8.1 Quality control

10.8.1.1

RFPI handshake

Other MAC control procedures

RFPI handshake procedure shall be performed as defined in EN 300 175-3 [3], clause 11.5.1.

10.8.1.2

PT frequency correction

PT frequency correction procedure shall be performed as defined in EN 300 175-3 [3], clause 11.5.2.2.

10.8.1.3

Bearer quality report

Receiver side will send bits Q1 (or BCK) and Q2 reporting quality of received bearers. Report shall be done in bits aq

and a; of afield in the reverse bearer of the duplex pair.

The bit Q1 shall be set asdefined in EN 300 175-3 [3], clause 10.8.1.3.4. The bit Q2 shall be set as described in
EN 300 175-3 [3], clause 10.8.1.3.3. In I p_error_correct services, the bit Q2 shall be set as defined in EN 300 175-3 [3],

clause 10.8.2.4.1, and the bit BCK, set as defined in EN 300 175-3 [3], clause 10.8.2.4.2, shall be send in the place of

bit Q1.

FT and PT should use the information of the received bits Q1 and Q2 to take the decision to perform bearer replacement

procedures.

ETSI



74 ETSI TS 102 939-1 V1.1.1 (2013-04)

FT may use the information of the Q1 and Q2-bits sent by the PT, to decide whether to switch antenna or not.

10.8.1.4 A-CRC handshake

When a TBCisin active connected state, if no correct A-CRC is received (in regard to the active FT identity) for atime
equa to maximum MAC packet lifetime, the bearer shall be released. The abnormal expedited release procedure
(clause 10.10.3.6) shall be used in this case.

NOTE: The normal reaction on the release of a bearer because of A-CRC handshake failure will be setup a new
bearer over anew TBC.

10.8.2 Physical channel selection

10.8.2.1 Channel selection for the ULE packet data connection

The ULE specific channel selection mechanisms, as described in clause 9.2, shall be used for the channel selection of
the ULE packet data connection (MBC resume procedure), except in the exceptional cases listed in clause 10.8.2.2.
Such channel selection procedures, combined with expedited setup procedures (clause 10.10) shall be the normal
operation procedures for al types of ULE Portable Parts. Thisrule appliesin all cases, including PP types that may be
continuously locked to the RFP such as PPstype Il "fast actuator” [ULE1-TYP.4].

10.8.2.2 Exceptional cases

Regular DECT channel selection procedures (as described in EN 300 175-5 [5], clause 11.4) may only be used for
channel selection for the ULE packet data connection, on an exceptional basis, in the following cases:

. Intheinitial setup of the connection, when explicit procedures are used (see clause 10.7.7.1.1).
e  When using regular advanced (non expedited) bearer setup procedure.

. In case or impossihility of access due to repetitive lack of channelsin the information provided by the base, or
repeated impossibility to validate the channels provided by the RFP.

10.8.2.3 Channel selection for the Service Call and other circuit mode connections
The setup of the Service Call (feature [ULE1-N.2]), or other circuit-mode connections that may exist in the system,
shall be done using regular DECT channel selection procedures as described in EN 300 175-5 [5], clause 11.4.
10.8.3 A-field MAC Bearer replacement procedure (My)

The PT shall be able to perform bearer replacement, by setting up new TBCs within the same logical connection. The
following rules shall apply:

e  Thebearer replacement shall be awaysimplemented by dropping the existing bearer before establishing the
new one.

. There should not be more than one bearer over the air at any time.

. Bearer replacement shall be performed in case of transmission errors prior to achieving the expedited
"connected" state (see present document, clause 10.10.4.1.2.3).

. Bearer replacement shall be performed at least at every SDU boundary, i.e. every new SDU submitted by the
higher layers shall utilize anew TBC.

e  Additionaly, bearer replacement, at a position other than an SDU boundary, is optional, and may be supported
by some implementations.

e  Thisprocedure only appliesto ULE packet mode connections.

The quality criteriathat cause a bearer replacement are left to the implementer.
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10.8.4 Dummy bearer replacement procedure
The FT shall be able to control the quality and to move the position of the dummy bearer as response to quality issues.

The following rules shall be followed.

10.8.4.1 Quality control

The FT shall be able to periodically measure the background RSS! level on the dummy bearer channel. To do that, it is
allowed to interrupt the transmission of the dummy bearer from time to time.

Thisinterruption of transmission has some implications on system operation:

e A ULE PP device might try to lock to the FP on this frame, resulting in it missing the dummy bearer
broadcast.

e  TheULE FPisunableto broadcast any paging information in this frame.
The detrimental effect of the above points can be mitigated somewhat by appropriate design. For example:
e  Thefrequency of the FP's RSSI scan can be limited.
. The PP sync algorithm can take into account that some frames might be missing.
e  TheFP can avoid alocating this frame for paging broadcast schedules.

The details and use of any such mitigation strategies are left to the implementation.

10.8.4.2 Requirements

. The bearer replacement shall consist of raising a new dummy bearer on a new channel, before releasing the old
one.

e  Theold dummy bearer shall be released latest four multiframes after raising the new replacement dummy
bearer.

e  Thenumber of physical channel changes for the dummy bearer shall not exceed 5 changes per any one minute
interval (see EN 300 175-3 [3], clause 5.7).

. It isnot allowed to miss transmissions in frames 0, 8 and 14 of a multiframe (see EN 300 175-3 [3],
clause 6.2.2.1.1).

e  TheFP shal broadcast the position of the new dummy bearer using the A-field MAC layer information for Pt
message, with the coding for "dummy or C/L bearer position" (see EN 300 175-3 [3], clause 7.2.4.3.4).

. Modification of frequency should be avoided if possible, for example by moving to a different ot on the same
frequency. However, this should only occur if allowed by channel selection algorithm.

. The FP shall miss at most one downlink transmission in any one second interval.

NOTE: EN 300 175-3[3], clause 5.7 describes the normal procedures for dummy bearer replacement.

10.9 A-field (M1) Advanced Connection control procedures

10.9.1 General

A-field MAC advanced control procedures are used for the setup, release and handover of ULE connections. They may
be used in any case (including initial setup, resume, suspend and compl ete release), however expedited operations
(clause 10.10) are assumed to be normally used in suspend and resume by efficiency reasons.
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The following procedures are available:
. PT initiated A-field advanced bearer setup.
e  A-field connection/bearer release.
e  A-field bearer handover request (optional).

. A-field connection handover request (for further study).

10.9.2 PT initiated A-field advanced bearer setup

The connection setup procedure shall be performed as defined in EN 300 175-3 [3], clauses 10.2.4.1 and 10.2.4.2 or
10.24.3.

The connection setup procedure described in EN 300 175-3 [3], clause 10.2.4.2 shall be used in the following cases:
. PT initiated setup (all cases).
. FT initiated indirect setup (via paging).

The bearer setup procedure shall be performed in all cases as defined in EN 300 175-3 [3], clause 10.5.1.2.

The exchange of the messages "Attributes T.req" and "Attributes T.cfm" is mandatory in al cases. The PT shall send
the "Attributes T.req" message after reception of the "Bearer.cfm" as described in EN 300 175-3 [3], clause 10.5.1.2.1.

In the case of FT initiated (indirect) setup, the LCE paging code = "110"B shall be used in theinitia setup of the call
and LCE ="111"B in the case of resume of an existing connection.

NOTE: Itisexpected that the use of this procedure and the LCE = "111"B code for resume will be an infrequent
use case since resume will be generally performed using expedited procedures (see clause 10.10).

10.9.2.1 M+ access request message

The following fields as defined in EN 300 175-3 [3], clause 7.2.5.3 of in the MAC control (M) message shall be
supported by the PT and the FT.

Table 34: Values used within M message

MAC Field within the | Standard values within . .
message message the MAC message Normative action/comment
<<M; message>>
<M; header> 1 "Advanced connection control".
<Command> 0 "Access_request".
4 "Bearer_confirm".
5 "Wait".
6 "Attributes T request" (see note).
7 "Attributes_T_confirm" (see note).
<FMID> All
<PMID> All See clause 13.4 of EN 300 444 [9].

NOTE:  For values in the Attributes_T reg/cfm message, see table 35.

10.9.2.2 Mt Attributes_T.reg/cfm message

The following fields as defined in EN 300 175-3 [3], clause 7.2.5.3.8 of the ATTRIBUTES_T.reg/cfm messages shall
be supported by the PT and the FT.
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Table 35: Values used within ATTRIBUTES_T.reg/cfm messages

Standard values
MAC message Field within the message within the MAC Normative action/comment
message
<< M; message >>
< M; header > 0001 "Advanced connection control".
< Command > 6 "Attributes_T.request".
7 "Attributes T.confirm".
<ECN > 7 ECN = 7 for ULE connection.
Other values allowed for other
applications.
<LBN > 1to 15 LBN = 15 shall be used for initial
setup. Other values allowed in
case of bearer replacement.
< up/down/ss/sm > "11"B Symmetric single bearer
connection
< service type > 7 lpor_€rror_correct
< max. lifetime > 1to7 Values 1 to 7 mandatory to support
< slot type > 0 Full slot Mandatory. Other slots
optional
<Cg> [0, 1] Support of C optional.
< extended (B + Z) field 0 (extended (B + Z) field not used).
mod. type >
< adaptive code rate > 0 No coding used (see note 2).
< A-field modulation type > 3 Default modulation scheme to use
for bearer setup is 2-level
modulation.
< (B + Z) field mod. type > 3 Default modulation scheme to use
for bearer setup is 2-level
modulation (see note 1).

NOTE 1: Modulation schemas other default modulation schema are for further study.
NOTE 2: Use of encoded protected services and adaptive code rate is for further study.

MAC-DIS.Req

10.9.3 A-field connection/bearer release

PT

The procedure shall be performed as defined in EN 300 175-3 [3], clauses 10.4 and 10.7.2.1.

The procedure may be used if the connection is either, basic or advanced. The proper value shall be inserted inthe M
header.

>

FT

RELEASE

MAC-DIS.Ind

RELEASE

>

Figure 7: Bearer release
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10.9.3.1 M message

The following fields as defined in EN 300 175-3 [3], clause 7.2.5.2 in the MAC control (M) message shall be
supported by the PT and the FT.

Table 36: Values used within My message

MAC message F'elr?];’!;ggnethe St?ﬁgﬂié%“;iggg'” Normative action/comment
<<M; message>>
<M; header> 0 Basic connection control
1 Advanced connection control

<Command> 15 Release
<FMID> All Basic connections only
<LBN> All Advanced connection control only
<reason> All Advanced connection control only
<PMID> All See clause 13.4 of EN 300 444 [9]

10.9.4 A-field bearer handover request
The procedure shall be performed as defined in EN 300 175-3 [3], clauses 10.6.2 and 10.5.1.1.
The procedure is equivalent for intra- and inter-cell handover.

The procedure may be used if the connection is either, basic or advanced. The proper value for the M header shall be
used.

The FT should not release the old bearer within 10 ms after the establishment of the new bearer.

10.94.1 Mt message

The following fields as defined in EN 300 175-3 [3], clause 7.2.5.2 in the MAC control (M) message shall be
supported by the PT and the FT.

Table 37: Values used within M message

Field within the Standard values within

message the MAC message Normative action/comment

MAC message

<<M; message>>

<M; header>

1 "Advanced connection control”.
<Command> 1 "Bearer_handover_request".

4 "Bearer_confirm".

5 "Wait".
<FMID> All
<PMID> All See clause 13.4 of EN 300 444 [9].

10.9.5 A-field connection handover request
The procedure shall be performed as defined in EN 300 175-3 [3], clauses 10.2.4.2 and 10.5.1.1.

The procedure may be used if the connection is either, basic or advanced. The proper value for the M header shall be
used.

The procedure is equivalent for intra- and inter-cell handover.
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10.9.5.1 M message

The following fields as defined in EN 300 175-3 [3], clause 7.2.5.2 in the MAC control (M) message shall be
supported by the PT and the FT.

Table 38: Values used within My message

Field within the Standard values within

message the MAC message Normative action/comment

MAC message

<<M; message>>

<M; header>

"Advanced connection control".
<Command> 2 "Connection_handover_request". PT
shall capable to send. FT shall be
capable to process.

[EnY

4 "Bearer_confirm".
5 "Wait".
<FMID> All
<PMID> All See clause 13.4 of EN 300 444 [9].

10.10 A-field (M) Expedited operations for Advanced Connection
control

10.10.1 General

The expedited bearer setup procedures are optimized advanced Mt setup procedures intended for ultrafast setup of
bearers, allowing in most cases reduction in the number of messages and early U-plane transmission compared to
regular procedures.

Expedited messages are only used for resume (bearer setup of existing MAC connections) or suspend (bearer release
without clearing the connection at MBC level).

Expedited bearer setup procedures are only defined as PT initiated. However, once initiated by the PT, FT may change
the continuation of the procedure.

Expedited messages may coexist with other advanced connection control set messages.
10.10.2 My advanced control messages for expedited operations

10.10.2.1 Supported Mt messages

The PT and FT shall support the following M+ advanced control messages from the Advanced connection control part 2
set (see EN 300 175-3[3], clauses 7.2.5.12.1 and 7.2.5.12.2):

. "Expedited Access Request” (command "0000"B)

"Expedited Access Request ready for release” (command "0001"B)

"Null or Gga channel transmission” (command "0010"B)

"Ready for release with G, transmission” (command "1110"B)

"Expedited Release with G, transmission” (command "1111"B)

The PT and FT shall support the following M+ advanced control messages from the Advanced connection control set
(see EN 300 175-3 [3], clauses 7.2.5.3.1 and 7.2.5.3.6):

. "Bearer confirm" (command "0100"B)
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G, transmission

The PT and FT shall include a G, message indicating last valid DLC RN (positive ACK) in all transmissions of
"expedited release” and "ready for release” messages.

10.10.2.3

Reason codes in "expedited release" and "ready for release" messages

10.10.2.3.1 Reason codes in "expedited release" message

The following reason codes shall be supported by both peersin the "expedited release” message

Table 39: Supported "reason codes" in "expedited release” message

Reason code Meanin Info field
Q2 |83 |84 |8 |8y |8y eaning one
0 0 0 0 0 1 |Normal bearer release (see note 1) Not used, note 9
0 0 1 0 1 0 |base station busy (see note 2) Not used, note 9
0 0 1 1 0 1 unacceptable PMID / Unregistered PMID  [Not used, note 9
(see note 3)
0 0 1 1 1 1 |Stay in LCE paging detection mode Code indicating paging
(see note 5) mode and timer information,
see note 5
0 1 0 0 0 0 [switch to circuit mode (see note 4) See note 10
0 1 0 0 0 1 |Stay in higher paging detection mode Code indicating paging
(see note 6) mode and timer information,
see note 6
0 1 0 0 1 0 [setup again after n frames (see note 7) Code indicating number of
frames for the setup
attempt, note 7
0 1 0 1 0 0 No such connection / virtual circuit, Not used, note 9
(see note 8)

NOTE 1: This is the 'normal' release reason code for a release of packet mode connections.

NOTE 2: The applicable procedure is defined in clause 10.10.5.1 of the present document.

NOTE 3: This reason code shall be used as response to Expedited access requests attempts when the PT is not
registered at the RFP. See also clause 10.10.5.2 in the present document.

NOTE 4: The applicable procedure is defined in clause 10.10.5.3 of the present document.

NOTE 5: The exact meaning of the info field is defined in EN 300 175-3 [3], clause 7.2.5.12.5.2. The applicable
procedure is defined in clause 10.10.5.5 of the present document.

NOTE 6: The exact meaning of the info field is defined in EN 300 175-3 [3], clause 7.2.5.12.5.3. The applicable
procedure is defined in clause 10.10.5.6 of the present document.

NOTE 7: The exact meaning of the info field is defined in EN 300 175-3 [3], clause 7.2.5.12.5.4. The applicable
procedure is defined in clause 10.10.5.7 of the present document.

NOTE 8: This reason code shall be used as response to Expedited access requests attempts when there is no
associated context (suspended MAC connection / suspended link / Virtual call) for the initiating PT. See
also clause 10.10.5.7 in the present document.

NOTE 9: Unused bits in 'info' field shall be set to '0'.

NOTE 10: The contents and meaning of this info field are described in clause 10.10.5.4 of the present document.

The procedures described in clause 10.10.5 shall be followed for the use of reason codes other than "Normal bearer

release”.

10.10.2.3.2 Reason codes in "ready for release" message

The following reason codes shall be supported by both peersin the "ready for release” message.
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Table 40: Supported "reason codes" in "ready for release" message

Reason code Meanin Info field
Q2 |83 |84 |85 |8y |8y ng I
0 0 0 0 0 1 |Normal bearer release (see note 1) Not used, note 9
0 0 1 0 1 0 |base station busy (see note 2) Not used, note 9
0 0 1 1 0 1 unacceptable PMID / Unregistered PMID  [Not used, note 9
(see note 3)
0 0 1 1 1 1 |Stay in LCE paging detection mode (see |Code indicating paging
note 5) mode and timer information,
see note 5
0 1 0 0 0 0 [switch to circuit mode (see note 4) See note 10
0 1 0 0 0 1 |Stay in higher paging detection mode Code indicating paging
(see note 6) mode and timer information,
see note 6
0 1 0 0 1 0 [setup again after n frames (see note 7) Code indicating number of
frames for the setup
attempt, note 7
0 1 0 1 0 0 [No such connection / virtual circuit, Not used, note 9
(see note 8)

NOTE 1: This is the 'normal’ release reason code for a release of packet mode connections.

NOTE 2: The applicable procedure is defined in clause 10.10.5.1 of the present document.

NOTE 3: This reason code shall be used as response to Expedited access requests attempts when the PT is not
registered at the RFP. See also clause 10.10.5.2 in the present document.

NOTE 4: The applicable procedure is defined in clause 10.10.5.3 of the present document.

NOTE 5: The exact meaning of the info field is defined in EN 300 175-3 [3], clause 7.2.5.12.5.2. The applicable
procedure is defined in clause 10.10.5.5 of the present document.

NOTE 6: The exact meaning of the info field is defined in EN 300 175-3 [3], clause 7.2.5.12.5.3. The applicable
procedure is defined in clause 10.10.5.6 of the present document.

NOTE 7: The exact meaning of the info field is defined in EN 300 175-3 [3], clause 7.2.5.12.5.4. The applicable
procedure is defined in clause 10.10.5.7 of the present document.

NOTE 8: This reason code shall be used as response to Expedited access requests attempts when there is no
associated context (suspended MAC connection / suspended link / Virtual call) for the initiating PT. See
also clause 10.10.5.7 in the present document.

NOTE 9: Unused bits in 'info' field shall be set to '0'.

NOTE 10: The contents and meaning of this info field are described in clause 10.10.5.4 of the present document.

The procedures described in clause 10.10.5 shall be followed for the use of reason codes other than "Normal bearer
release”.

10.10.2.4  Operation codes in "Null or G.,channel transmission" message
The following operation code shall be supported by both peersin the "Null or G, channel transmission” message
e "01"B: Gg,channel

NOTE: SeeEN 300 175-3[3], clause 7.2.5.12.5.

10.10.3 Expedited procedures
The following expedited procedures shall be supported.

10.10.3.1  Procedure for Single-burst setup and release

The PT and FT shall support the Procedure for Single-burst setup and release as defined by EN 300 175-3 [3],
clause 10.5.1.8.2.

10.10.3.2  Procedure for Multi-burst setup

The PT and FT shall support the Procedure for Multi-burst setup as defined by EN 300 175-3 [3], clause 10.5.1.8.3,
including the modification single-burst setup > Multi burst setup and the FT response table defined by
EN 300 175-3[3], clauses 10.5.1.8.3.2 and 10.5.1.8.3.3.
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10.10.3.3  Announcement "Ready for Release"

The PT and FT shall support the Procedure for announcement "Ready for Release” as defined by EN 300 175-3 [3],
clause 10.5.1.8.4, including the protection as defined by EN 300 175-3[3], clause 10.5.1.8.4.1.

10.10.3.4  General Expedited Release procedure

The PT and FT shall support the General Expedited Release procedure as defined by EN 300 175-3 [3], clause 10.7.3.2.

10.10.3.5  Single-message expedited release procedure

The PT and FT shall support the Single-message expedited release procedure as defined by EN 300 175-3 [3],
clause 10.7.3.3.1.

10.10.3.6  Abnormal expedited release procedure

The PT and FT shall support the Abnormal expedited release procedure as defined by EN 300 175-3 [3],
clause 10.7.3.3.2.

10.10.4 Expedited procedures use cases

10.10.4.1 General use cases

10.10.4.1.1 Single Packet Data Transfer - Success
Description:

. Single-packet Data Transfer is designed to be as fast and simple as possible. It can even contain no data at all,
and serve as a data pull request (PP->FP) only.

. Single-packet Data Transfer will normally be preceded by a regular advanced connection which has negotiated
service and slot type, and which has been suspended before. By default the single-packet data transfer uses |P
error correct MAC service, single subfield protection, and full lot. The first messages do contain data.

NOTE: Thefirst IP packet transmitted on a new MAC packet mode connection has | P packet number 1.

These examples show a single packet PP to FP. These are designed to be simple and short as possible:

RFP PP

access request_release (BA=1P1)

A

release (Q2=1, BCK=0, BA=no Bfield)

»
P

May use a short slot

Figure 8: Single Frame Data Transfer - Success
e  There may be cases whether neither the PP, nor the FP has data to send (e.g. when the PP just polls the FP to

see whether it has data, but the FP does not have any data). This flowchart would look exactly the same, only
that the BA bits of the expedited access request_ready for_release message would be 'no Bfield).
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. This use case may happen as response to paging (indirect FT initiated setup) only in the event that the FT has
no data to be sent downstream and PT has no data, or has a single packet ready to be sent upstream (the reason
of the FT paging would be just a polling or an "stay-alive" checking). In the most usual case when the reason
of the paging is sending data downstream, the use case is executed as shown in 10.10.4.1.3.1 (transfer of a
single packet downstream) or further use casesin 10.10.4.1.3 (transfer of multiple packets).

10.10.4.1.2 Single Packet Data Transfer: error/abnormal cases
10.104.1.2.1 Error in B-field CRC
Description:

. MAC signalling procedure is OK (A-field received and message decoded),), but due to a corrupted B-field the
IP packet has not been received.

. In this case, the PP should understood that the packet has not been accepted and should try to retransmit it.
. The bearer isreleased and the PP has to repeat access request (on a different slot/carrier).

e  Therelease reason may be "normal release" since the A-field was received OK, or "setup again in k frames" in
order to trigger a subsequent setup process.

- If normal release reason is sent, the PP will reattempt the setup immediately.

RFP PP

access request_release (BA=1P1)

A

release (Q2=0, BCK=1, BA=no Bfield)

»
P

May use a short slot

Figure 9: Single Frame Data Transfer - A-field OK, B-field CRC Error

10.10.4.1.2.2 No advance of BCK
Description:

o MAC signalling procedure is OK (A-field received and message decoded). B-field CRCs have been received
OK. However received side cannot process the | P packet (due f.i.to overflow or to implementation constrains)
and send BCK without advancing.

. In this case, the PP should understood that the packet has not been accepted and should try to retransmit it (on
a separate bearer setup attempt).

. Otherwise, it is similar to previous case.
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RFP PP

access_request_release (BA=IP1)

A

release (Q2=1, BCK=1, BA=no Bfield)

A 4

May use a short slot

Figure 10: Single Frame Data Transfer - B-field CRC OK, but no advance of BCK

10.10.4.1.2.3 Error in the procedure - Retries
Description:
. Error in the setup procedure
Possible causes of the error:
e  Caollision: there may be collision between multiple ULE transmitters trying to access at the same time

. Radio interference or fading

RFP PP
\ access _request_release (BA=IP1) \
Theseretries are
effectively new setu
access request_release (BA=I1P1) attempts c))/n new cha?lnels
- derived from the packet

mode blind slot and PSCN

release (Q2=1, BA=no Bfield) \ >

access_request_release (BA=IP1)

A

release (Q2=1, BA=no Bfield) j

Figure 11: Single Frame Data Transfer - Retries

10.104.1.2.4 The FP cannot accept the setup procedure

Possible reasons:
. The FP refuses the setup due to temporary congestion or other implementation reason

- the release reason "repeat again in k frames" may be used
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The FP does not know the PP (PP not registered)
- the release reason "unacceptable PMID / Unregistered PMID" may be used
The FP knows the PP, but thereis not aVC active

- the release reason "No such connection / virtual circuit" may be used

The last two cases may happen f.i. after areset or a power loss of the RFP. A proper release reason will help the PP to
handle the error case (starting the right NWK procedure).

In al cases, the U-plane packet cannot be accepted. But the information is needed in order to instruct the PP how to
handle the case and continue the procedure:

In genera, the PP will haveto start NWK layer procedures (CC or MM)

Q2 and BCK settings (in rel ease message):

Q2 shall be set according to real CRC decoding (so it will sent quality feedback to the PP)

For BCK, the recommended practice is setting it as BCK = 1 (repetition)

RFP PP

access request_release (BA=1P1)

A

release (reason x,Q2=1, BCK=1, BA=no Bfield)

Ll

May use a short slot

Figure 12: Single Frame Data Transfer - Abnormal release sent by the FP

10.10.4.1.3 Multi Packet Data Transfer

Description:

Multi-packet Data Transfer will normally be preceded by aregular advanced connection which has negotiated
service and slot type, and which has been suspended before. By default the multi-packet data transfer uses IP
error correct MAC service, single subfield protection, and full slot. The first messages do contain data.

Thefirst IP packet transmitted on a new MAC packet mode connection has | P packet number 1.
For the release of a packet mode connection the following applies:
- One peer knows first that both ends have successfully transferred their data, when:

" Itsown 'ready _for_release’ command that it sent with valid IP data was acknowledged by the other
end (using the Q2 hit).

L] It has received an error free ready _for_release command from the other end.

- The peer that knows first, that both ends have successfully received their data starts sending the 'release’
command. This release message may use a short slot.

- A two-message release procedure (general expedited release) is used, to reduce the active transmitter
timein the ULE device.

FT initiated (indirect) setups, when the FP has data to be sent, are always implemented as a multi-burst data
transfer with two release messages, even if only asingle packet FT => PT is exchanged (see use
case 10.10.4.1.3.2).
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10.10.4.1.3.1 FT initiated (indirect) setup. only one packet FT => PT sent
Description:
. The FT has asingle U-plane packet to be sent downstream. The PT has no data to be sent upstream.

e  Theinitial setup message should be "Expedited access request ready for_release" with BA code="no
B-field" (see EN 300 175-3 [3], clause 10.5.1.8.5).

RFP PP
[ [

Paging procedure

»
»

access request_release (BA=no B-field) Q2=1,Q1=1

A

Here the PP knows that
the FP has no more data
to be sent, and initiates a
general release procedure

ready for_release (Q2=1, Q1=1, BA=IP1)

\

\4

May useashortslot | —_ release (Q2=1, BCK=0, BA=no BField)

\ release (Q2=1, BCK=0, BA=no BFidld)

Figure 13: FT initiated (indirect) setup. only one packet FT => PT sent

\4

Same dlot/carrier as
first message

10.10.4.1.3.2 Multi Packet Data Transfer: Two-way single packet
Description:
e  Thisexample shows the simplest multi packet transfer. PP and RFP have 1 I P packet each.

. A two-way single packet transfer FT initiated looks exactly the same with the only difference of the paging
procedure.

RFP PP

access request_release (BA=IP1)

A

Q2=1
BA=IP1

ready for_release (Q2=1, BCK=0, BA=IP1)

A 4

/\

Herethe PP knows both

release (Q2=1, BCK=0, BA=no BField) ﬁgmgffg‘“ﬁ:a

release

May use a short slot

/

release (Q2=1, BCK=0, BA=no BField)

\4

Same slot/carrier as
first message

Figure 14: Two-way Single Packet Data Transfer
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10.10.4.1.3.3 Multi Packet Data Transfer: PP sends 4, FP sends 1, showing the "connected" state
point
Description:

. This example shows a multi packet transfer. PP has more data to send than RFP (PP sends 4 IP packets, FP
sends 1 IP packets).

. The use case shows when the TBC connected state is reached.

RFP PP

access _request (BA=IP1)

A

ready for_release (Q2=1, BCK=0, BA=IP1)

\4

other (Q2=1, BCK=0, BA=IP0)

PP sets the TBC state to
“connected” at this point

™~

other (Q2=1, BCK=1, BA=no Bfield)
RFP setsthe TBC state to >
“connected” at this point

other (Q2=1, BCK=0, BA=IP1)

A

other (Q2=1, BCK=0, BA=no Bfield)

\ 4

ready for_release (Q2=1, BCK=0, BA=IP0)

A

Herethe RFP knows
both ends have received

the last packet, and sends release (Q2=1, BCK=1, BA=no Bfield) .
arelease »
/ release (Q2=1, BCK=0, BA=no Bfield)
RFP confirms the last \ T | Mayuseashort ot
IPO packet with this
release message
Only herethe RFP knows the data

transfer was completed successfully for
the PP and resumes setup scanning (this
is why we need acknowledged release)

Figure 15: Multi Packet Data Transfer - Success

NOTE 1: SeeEN 300 175-3[3], clause 10.5.1.8.7 for description on when the TBC connected state is reached.

NOTE 2: The genera policy is sending ready for release only once (as the diagram). However, the
ready for_release should be ACK OK (Q2 = 1). Otherwise it should be repeated.

NOTE 3: Theready for release effect cannot be cancelled. However it the RFP receives data to be sent downstream
and wish to transmit further data, it may use the "setup again” code in the release message.

10.10.4.1.3.4 Multi Packet Data Transfer: PP sends 1, FP sends 4
Description:

. This example shows a multi packet transfer. RFP has more data to send than PP (PP sends 1 IP packet, FP
sends 4 | P packets).
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RFP PP

access_request_release (BA=IP1)

A

Bearer confirm (Q2=1, BA=IP1)

\ 4

other (Q2=1, BA=no BField)

A

other (Q2=1, BA=IP0)

v

other (Q2=1, BA= no Bfield)

other (Q2=1, BA=IP1)

Herethe PP knows both
ends have received the
other (Q2=1, BA= no Bfield) last packet, and sendsa
release

\ 4

A

ready for_release (Q2=1, BA=no BField)

A 4

release (Q2=1, BA=no Bfield)

May use a short slot / \ PP confirms the |ast

release (Q2=1, BA=no Bfield) > 1PO packet with this
rel ease message

A

Figure 16: Multi Packet Data Transfer - Success

NOTE: When the PP has no datato send at al, this flowchart would look exactly the same with the difference
that that the BA bits of the expedited access request_ready for_release message would be 'no Bfield').

10.10.4.1.3.5 Multi Packet Data Transfer: PP sends 2, FP sends 2
Description:

. This example shows a multi-burst transfer. PP and RFP have 2 IP packets each to send.
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RFP PP
access _request (BA=IP1)
confirm (Q2=1, BCK=0, BA=IP1)
ready for_release (Q2=1, BCK=0, BA=IP0)
ready_for_release (Q2=1, BCK=1, BA=IP0)
Herethe PP knows both
o 2=1, BCK=1, BA=no BFidd ends have received the
release (Q no BReld) last packet, and sendsa
May use a short slot release
release (Q2=1, Q1=1, BA=no BField)
May use a short slot

Figure 17: Multi Packet Data Transfer: PP sends 2, FP sends 2 - Success

10.10.4.1.3.6

Description:

Multi Packet Data Transfer: PP sends 2, FP sends 2 - Error in one release message

e  Thisexample shows a multi-burst transfer. PP and RFP have 2 | P packets each to send.

. Thereisan error in one rel ease message.

RFP

Not received

PP
access _request (BA=IP1)
confirm (Q2=1, BCK=0, BA=IP1)
ready_for_release (Q2=1, BCK=0, BA=IP0)
ready for_release (Q2=1, BCK=1, BA=IP0)

Here the PP knows both
 release (Q2=1, BCK=1, BA=no BField) ends have received the
< last packet, and sendsa

release

ready_for_release (Q2=0, Q1=0, BA=IP0)
\ May use a short slot
. release (Q2=1, BCK=1, BA=no BFidld) Y
release (Q2=1, Q1=1, BA=no BField)

Figure 18: Multi Packet Data Transfer: PP sends 2, FP sends 2 - Success - Error in

one release message
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10.10.4.1.3.7 Multi Packet Data Transfer: FP traffic only (3 U-plane packets) - Success

RFP PP

Paging procedure

v

access request release (no B-field)

B confirm (Q2=1, Q1 =1, BA=IP1)

v

Q1 == Q1 as previous Send Q1 bit meaning
. . ) (Q1 or BCK) depends on
received BA='no \ other (Q2=1, BCK=0, BA= no field) previously received BA
BField”i.e. E-Mux bits (E- or U-Mux Mode)

A

other (Q2=1, Q1 = 1, BA=IP0)

A\ 4

other (Q2=1, BCK=1, BA= no Bfield)

Here the PP knows this
is the last FP packet
Q1 may be always ready_for_release (Q2=1, Q1 = 1, BA=IPL) /
set to 0 when ,no
/

A

\

\ 4

BField‘ was received. . .
release (Q2=1, BCK=0, BA=no Bfield) PP confirms the last
IPO packet with this

release message

Or it may be used to
indicate sliding

A

collision.

May use a short slot /

Figure 19: Multi Packet Data Transfer - FP traffic only (3) - Success

release (Q2=1, Q1 =1, BA=no Bfield)

The PP will start the procedure with:
. Access Request Release: if it has nothing to be sent upstream.

. Access Request: if it has something to be sent.
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10.10.4.1.3.8 Multi Packet Data Transfer: FP traffic only (3 U-plane packets) - Retransmit

RFP PP

access request release (no B-field)

Bearer_confirm (Q2=1, Q1 =0, BA=IP1)

A\ 4

Send Q1 bit meaning
(Q1 or BCK) depends on
previously received BA
bits (E- or U-Mux Mode)

other (Q2=1, BCK=0, BA= no Bfield)

A

n
»

other (Q2=1, Q1 =0, BA=IPQ) \

|/

other (Q2=0, Q1=0, BA= no Bfield) BField Mode unknown here
=>Q1=Q1=0

Q2=0 indicates this to the FP

A

other (Q2=1, Q1 = 0, BA=IPQ)

Retransmit of IPO \

A 4

other (Q2=1, BCK=1, BA= no Bfield)

A

ready for_release (Q2=1, Q1 =0, BA=IP1)

\4

release (Q2=1, BCK=0, BA=no Bfield)

A

release (Q2=1, Q1 =0, BA=no Bfield)

Figure 20: Multi Packet Data Transfer - FP traffic only (3) - Retransmit

The PP will start the procedure with:
. Access Request Release: if it has nothing to be sent upstream.

o Access Request: if it has something to be sent.
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10.10.4.1.3.9 Multi Packet Data Transfer: FP traffic only (3 U-plane packets) - running empty in the
middle

RFP PP

access request release (no B-field)

Bearer_confirm (Q2=1, Q1 =0, BA=IP1)

\ 4

Running empty (temporarly other (Q2=1, BCK=0, BA= no B field)

no data to send) Send Q1 bit meaning

(Q1 or BCK) depends on

other (Q2=1, Q1 = 0, BA= no B field) previously received BA
bits (E- or U-Mux Mode)

A

v

A full slot has to be used

(use of short slot is not other (Q2=1, Q1=0, BA= no Bfield)
allowed here)

A

other (Q2=1, Q1 = 0, BA=IPQ)

A 4

Data available again / other (Q2=1, BCK=1, BA= no Bfield)

A

ready for_release (Q2=1, Q1 =0, BA=IP1)

\ 4

release (Q2=1, BCK=0, BA=no Bfield)

A

release (Q2=1, Q1 =0, BA=no Bfield)

Figure 21: Multi Packet Data Transfer - FP traffic only (3 U-plane packets) -
running empty in the middle
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10.10.4.1.3.10 Multi Packet Data Transfer: FP traffic only (3 U-plane packets) - Retransmit due to
congestion
RFP PP

access request release (no B-field)

Bearer_confirm (Q2=1, Q1 =0, BA=IP1)

v

other (Q2=1, BCK=0, BA= no Bfield)

A

other (Q2=1, Q1 =0, BA=IP0)

\ 4

other (Q2=1, BCK=0, BA= no Bfield) \ Congestion at PP side, cannot
< accept IPO now =>BCK =0
Retransmit of IPO after PP
e _ \ other (Q2=1, Q1 = 0, BA=IPO)
has indicated congestion >
other (Q2=1, BCK=1, BA= no Bfield) \ Congestion resolved at PP
< — | side, asking for IP1 now =>
BCK=1

ready for_release (Q2=1, Q1 =0, BA=IP1)

\ 4

release (Q2=1, BCK=0, BA=no Bfield)

A

release (Q2=1, Q1 =0, BA=no Bfield)

Figure 22: Multi Packet Data Transfer - FP traffic only (3 U-plane packets) -
Retransmit due to congestion

10.10.4.2  C-plane related use cases

10.10.4.2.1 Multi Packet Data Transfer: FP requested C-plane traffic only - Success
Description:

. FP requested setup to execute a C-plane procedure.

. In the example, there is C-plane traffic only.

- For practical purposes, it may be assumed that the C-plane operation requested by the FPisan MM
authentication.
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RFP PP

Paging procedure (not shown)

»
>

access request release (no B-field)

Bearer confirm is used
here. Other more
efficient options (i.e.

starting Cs) are at
> discretion of the
implementer

Bearer_confirm (Q2=1, Q1=1, BA=no B field)

ready for_release (Q2=1, Q1=1, BA=nofield)

«

CS(Q2=1, Q1=1, BA=no B-field)
Here, thereisan
interruption in the Cs due
CS (Q2=1, Q1~1, BA= no Bfield) to other T-mux priority

other (Q2=1, Q1=1, BA= no Bfield)

other (Q2=1, Q1=1, BA=no Bfield)

] -~
/\1 CS (Q2=1, Q1= 1, BA=no B-field) —I=
Csprocedure d
continues as _ _ _ :
2=1, Q1=1, BA= no Bf
required < CS(Q2=1, Q1=1, no Bfield)

End of Csactivity is
indicated by a“ready for
Ready for_release (Q2=1, Q1=1, BA=no Bfield) release” message

release (Q2=1, Q1=1, BA=no Bfield)

Herethe PP knowsthisis
the last packet, and sends
arelease

release (Q2=1, Q1=1, BA=no Bfield)

Figure 23: Multi Packet Data Transfer - FP req. C-plane traffic only - Success

10.10.4.3  Stay alive related use cases

10.10.4.3.1 PT initiated stay alive with transmission of Gg, from FT
Description:
. Stay alive handshake designed as a short single-burst transfer process, but without U-plane.

Successfully handshake requires correct reception of release with Q2=1 and any of the following reason codesin the
rel ease message:

. Normal bearer release.
. Stay in higher paging detection mode (paging mode and timer in info field), the PP shall obey the command.

. Setup again after n frames (in that case the PP shall obey the instructions for the setup).
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The procedure does not qualify for the handshake and the PP will move to an intermediate state (and repeat again the
handshake attempt) if:

. No reception of release.
. Bad Q2 report (Q2 = 0) received (with the rel ease message).
. Reception of release reason "base station busy".
The procedure does not qualify for the handshake and the PP will move directly to loss of handshake state if:
J No such connection / virtual circuit.

o Unacceptable PMID / Unregistered PMID.

RFP PP

access_request_release (BA=no B-field)

release (Q2=1, Q1=1, BA=no Bfield,)

May use a short slot

Figure 24: Stay alive - PT initiated- Success

NOTE: A DLC ACK message istransmitted viathe G, channel in the FT => PT message.
10.10.4.3.2 PT initiated stay alive - the FT changes the procedure to start a C-plane
procedure

Description:

. It starts as a stay alive handshake. The FP decides to keep the bearer by changing the procedure to a multi-
burst setup. Thisis done by replying "bearer confirm” to the setup. Instead of sending U-plane packets, the FP

starts a Cg transmission.

e  The procedure continues as 10.10.4.2.1 "Multi burst data transfer: FP requested C-plane traffic only -Success'.

. The procedure qualifies as a handshake.
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RFP PP

access request_release (Q2=0, Q1=0, BA=no B-field)

The bearer confirms
- changes the procedure. It
bearer confirm (Q2=1, Q1 = 1 BA=no B-field) also makes the handshake
successful

v

other (Q2=1, Q1 =1 BA=no Bfield)

A

CS(Q2=1, Q1=1, BA=no B-field)

A 4

CS (Q2=1, Q1 = 1, BA=no Bfield)

A

Procedure continues as 10.10.4.2.1 and also
qualifies for a handshake

Figure 25: Stay alive - PT initiated- Success and the FT changes the procedure to start C-plane
procedures

NOTE: A DLC ACK command istransmitted viathe G, channel in the two last releases (both ways allowed)
after the termination of the C-plane procedure.

10.10.4.3.3 PT initiated stay alive - the FT changes the procedure to send U-plane data

Description:

. It starts as a stay alive. The FP decides to keep the bearer changing the procedure to multi-burst. Thisis done
by replying "bearer confirm" to the setup. The procedure continues as a multi-burst transfer.

. It also qualifies as a handshake. The reception of the "bearer confirm™ makes the handshake successful.

RFP PP

access request_release (Q2=0, Q1=0, BA=no B-field) Trelhesiar Gariins
< changes the procedure. It
bearer confirm (Q2=1, Q1 = 1 BA=IP1) also makes the handshake
successful

other (Q2=1, BCK=0, BA= no Bfield)

A

ready_for_release (Q2=1, Q1 =1, BA=IPO0)

A\ 4

release (Q2=1, BCK= 1, BA=no Bfield)

A

release (Q2=1, Q1=1, BA=no Bfield)

Figure 26: Stay alive - PT initiated- Success and the FT changes the procedure to send
two U-plane packets
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10.10.4.4 Failure and Retransmission Use cases

10.10.4.4.1 Setup Failure and Retransmission Examples

This clause shows some scenarios where the packet mode connection setup fails, and where re-transmission is applied.
The BA header codes and Q bit settings are omitted mostly for clarity reasons.

In the examples below the red lightning indicates that the message was not received error free.

10.10.4.4.1.1 Error in access message

In case of error in the reception of the Access request message (A field cannot be decoded by the FP) the expected FP
response is no action.

RFP PP

access _request/access request_release

\ e

Figure 27: Packet Mode Connection setup fail (access message wrong)

10.10.4.4.1.2 Error in confirmation message

Thisfollowing flowchart shows a scenario where the first message FP => PP islost. The PP then does not send
anything anymore, and starts a new setup attempt on a new channel. The FP starts an unacknowledged release
procedure.

RFP PP

access request/access request_release

4
ready for_release/confirm \
No response >
from the PP \
=>
unacknowled no message sent by the portable
ged release

Release (Q2=0)

A 4

Figure 28: Packet Mode Connection setup fail (confirm message wrong)

10.10.4.4.1.3 Error in "other" message

The following flowchart shows the scenario where the 3 message is not received in the RFP. Again in that case the FP
starts an unacknowledged release procedure.
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Only after thefirst, other’
message is received properly,
both ends know that the
bearer can get data through
the B-field in both directions.

Otherwise —if the FP did not
get the other, it does not know
whether the

confirm/ready for_release
had been received by the PP
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PP

A

confirm/ ready_for_release

other

4

rel ease (Q2=0)

A 4

Figure 29: Packet Mode Connection setup fails (other message wrong)

Only one release message shall be sent. Thereis no timing to send this release (it is sent in next frame). This response
will be mandatory.

10.10.4.4.1.4

Description:

Error in the second "other" message

The flowchart below shows the retransmission of the second other (4™ message).

RFP

access request

PP

ready for_release

A

other (Q2=1,BA=IP0)

v

other (Q2=1, no Bfield) \

other (retrans, Q2=0, BA=IP0)

other (Q2=1, no BField)

ready for_release (BA=IP1)

release (Q2=1)

release (Q2=1)

v

Figure 30: Packet Mode Connection success (2nd other message retransmitted)
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10.10.4.4.2 Release Failure and Retransmission Examples
10.10.4.4.2.1 Error in the "release" message
Description:

. This flowchart shows a single two-way packet transfer, were the first release message is not received. Asthis
isa'multi packet datatransfer', and this release message is the 3" message, the packet mode connection is
considered to be failed. The FP starts an unacknowledged rel ease procedure.

RFP PP

access request_release

A

ready for_release

\ release

release (Q2=0)

v

A

Figure 31: Two-way Single Packet Mode Connection (1* release message wrong)

10.10.4.4.2.2 Error in the second "release" message
Description:

. In the flowchart below it is the second release message that is not received. Here the release message isre-
transmitted.

. RFP shall be able to receive the retransmitted rel ease message.
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RFP PP
access request_release
ready for_release
P release (Q2=1)
release
>

RFP shall be able to
receive this
retransmitted release (Q2=0)
release message

release (Q2=1)

Figure 32: Two-way Single Packet Mode Connection (release retransmitted)

10.10.4.4.2.3 Error in the "release" message causing a retransmission of the "ready for release"

The following two flowcharts show re-transmission of the "ready for release” message.

RFP PP

access _request (BA=IP1)

A

confirm (Q2=1, BA=IP1)

\4

Here the PP knows both ends
have received the last packet,
and sends arelease

ready for_release (Q2=1, BA=IP0)

A

ready for_release (Q2=1, BA=IPO)

\4

\ «_dlease (Q2=1, BA=no BFidld)

ready_for_release (Q2=0, BA=IP0)
PP must be able to
handle
ready_for_release
OR release here

\4

release (Q2=1, BA=no BField)

release (Q2=1, BA=no BField)

\4

Figure 33: Multi Packet Data Transfer - Error in the "release” message causing
a retransmission of the "ready for release”
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Upon receiving the "ready_for_release” message, the PP knows that both ends have received the last packet, and
therefore sends arelease. If the RFP does not receive the "release” message and therefore sends again a
"ready_for_release” (in bluein figure 33), the PP shall be able to handle it and release here (i.e. sending back to the RFP

a"release’ message).

10.10.4.4.2.4

Error in a "ready for release" message causing its retransmission

RFP

A

PP

access request (BA=IP1)

confirm (Q2=1, BA=IP1)

A

ready for_release (Q2=1, BA=IP0)

\ 4

A

ready for_release (Q2=1, BA=IP0O) \

ready for release (02=0, BA=IPQ)

ready for_release (Q2=1, BA=IP0)

release (Q2=1, BA=no BField)

\4

release (Q2=1, BA=no BField)

\4

Here the PP knows both ends
have received the last packet,
and sends arelease

Figure 34: Multi Packet Data Transfer for "DF Sweet Spot" (ready for release retransmit case 2)

Asshown in figure 34, the PP does not receive Q2 feedback to a"ready for_release" message and therefore retransmits
the message (in blue). Upon receiving back from the RFP another "ready _for_release” message (in blue), the PP knows
that both ends have received the last packet, and therefore sends a"release” message.

10.10.4.4.3

10.10.4.4.3.1

Description

Errors when in TBC "connected" state

Retransmission abandoned and abnormal release of the TBC due to multiple
errors

. This flowchart shows how data retransmission is abandoned when the datais not going for 3 re-transmissions.
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RFP PP

access _request

ready for_release

v

Other (Q2=1,BA=IP0)

A

v

other (Q2=1, no Bfield) \

other (Q2=0, BA=IP0)
A A \
other (Q2=0, no BField)
No new data or valid
received for 3 frames=> other (Q2=1, BA=IP0)
Start unacknowledged <t
release procedure < > Data not going for 3 re-
other (Q2=1, no BField) transmits => Start
> \ unacknowledged release
procedure
other (Q2=0, BA=IPQ)
O < y
release (Q2=0, 'setup again’) \

\ release (Q2=0, 'setup again’)

<«

release (Q2=0, 'setup again’) \

< releases if it receives a
release

\ release (Q2=0, 'setup again’) \ PP can stop sending

Figure 35: Packet Mode Connection fails (retransmission abandoned)

10.10.4.4.4 Intrusion and interference use cases
10.10.4.4.4.1 Intrusion of a Ready for release with wrong identity intrusion, continuing transmission
Description:

This flowchart shows the behaviour when awrong identity is received on one of the messages. This can
happen if the chosen channel is hijacked by aforeign DECT device. The end that receives the wrong identity

starts an unacknowledged rel ease procedure. The packet mode connection is deemed to fail.
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RFP PP

access _request (BA=IP1)

A

confirm (Q2=1, BA=IP1)

v

From foreign RFP

ready for_release (Q2=1, BA=IP0)

A

>
<

ready for_release (Q2=1, BA=IP0) \ Bearer confirm (PM1D/FMID wrong)

ready for_release (Q2=0, Q1=1=no Bfield,)

ready for_release (Q2=1, Q1=1, BA=IP0)

A 4

Figure 36: Intrusion of a Ready for release with wrong identity intrusion, continuing transmission

10.10.4.4.4.2 Intrusion of a Ready for release with wrong identity intrusion, causing its
retransmission

Description:

. This flowchart shows the behaviour when awrong identity is received on one of the messages. This can
happen if the chosen channel is hijacked by aforeign DECT device. The end that receives the wrong identity
starts an unacknowledged release procedure. The packet mode connection is deemed to fail.

RFP PP

access _request (BA=IP1)

A

confirm (Q2=1, BA=IP1)

\ 4

From foreign RFP

ready for_release (Q2=1, BA=IP0)

A

>
<

ready for_release (Q2=1, BA=IP0) x Bearer confirm (PMID/FMID wrong)

ready for_release (Q2=0, BA=no Bfield,)

ready for_release (Q2=1, BA=IP0)

A 4

Figure 37: Intrusion of a Ready for release with wrong identity intrusion, causing its retransmission

The bearer when TBC isin connected state should not be aborted after a single intrusion. The case is handled as not
reception of the frame. The TBC will be aborted after three errors.
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10.10.4.4.5.1

General remark:

104

Errors in release procedures
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Multiple errors in release: abandoned release retransmission

. In any case one should bear in mind that these are all exceptional error cases only.

Figure 38 shows rel ease retransmission:

RFP

A

PP

access _request (BA=IP1)

confirm (Q2=1, BA=IP1)

A

ready for_release (Q2=1, BA=IP0)

\ 4

ready for_release (Q2=1, BA=IP0)

release (Q2=1, BA=no BFidd)

\ 4

release (Q2=1, BA=no BField)

FP must be ready to

release (Q2=0, retrans)

> \/

receive another release
here! Keep thereceive
dlot on afixed carrier

Y -

A

release (Q2=0, retrans) \

release (Q2=0, retrans)

release (Q2=1, retrans) \

release (Q2=0, retrans)

PP doesn’t stop sending

release (Q2=1, retrans)

releases => stop ACK’ing
them.

A

The PP needsto receive this
release message in order to be
sure the FP received the ACK
for thelast datait sent

Release not ACK’ed for 3
re-transmits => Just stop

Figure 38: Multi Packet Data Transfer - Abandoned release retransmission (option 1)

The above mechanism is based on the following principles:

e  The peer that knows al data has been passed (the one that receives the second ready _for_release message)

starts sending release messages.

. If it does not get anything back, it

stops after 3 retransmissions.

. If it gets arelease back the procedure ends.

. If it gets another ready for_release, the release message retransmit counter is restarted. In case of continuous
problemsi.e. when ready for_releaseis received again and again, the procedure then would end when the
other side abandons sending the ready for_release.
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10.10.4.4.6 Data transfer use cases showing the response to the BCK bit and to transitions
between BA codes

10.10.4.4.6.1 Multi Packet Data Transfer: FP traffic only (3 U-plane packets) - Success

RFP PP

access request release (no B-field)

Ql==Qlas
previous received Bearer_confirm (Q2=1, Q1 = 0, BA=IP1)
BA="no BField" i.e. > Send Q1 bit meaning
E-Mux (Q1 or BCK) depends
other (Q2=1, BCK=0, BA= no Bfield) on previoudy received
< BA bits (E- or U-Mux
Mode)

other (Q2=1, Q1 = 0, BA=IPQ)

A 4

other (Q2=1, BCK=1, BA= no Bfield)

A

Q1 may be always
set to 0 when ,no ready for_release (Q2=1, Q1 = 0, BA=IP1)
BField‘ was received.
Or it may be used to
indicate sliding
collision.

A 4

release (Q2=1, BCK=0, BA=no Bfield)

A

release (Q2=1, Q1 =0, BA=no Bfield)

Figure 39: Multi Packet Data Transfer - FP traffic only (3) - Success
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10.10.4.4.6.2 Multi Packet Data Transfer: FP traffic only (3 U-plane packets) - Retransmission

RFP PP

access request release (no B-field)

Bearer_confirm (Q2=1, Q1 =0, BA=IP1)

A\ 4

Send Q1 bit meaning
(Q1 or BCK) depends

other (Q2=1, BCK=0, BA= no Bfield) on previously received
< BA bits (E- or U-Mux
Mode)
other (Q2=1, Q1=0,BA=IP0) \
other (Q2=0, Q1=0, BA= no Bfield) RN BField Mode unknown here
< => Q1=Q1=0

Q2=0 indicates this to the FP

Retransmit of IPQ
\ other (Q2=1, Q1 = 0, BA=IPO)

A 4

other (Q2=1, BCK=1, BA= no Bfield)

A

ready for_release (Q2=1, Q1 =0, BA=IP1)

\ 4

release (Q2=1, BCK=0, BA=no Bfield)

A

release (Q2=1, Q1 =0, BA=no Bfield)

Figure 40: Multi Packet Data Transfer - FP traffic only (3) - Retransmission
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10.10.4.4.6.3 Multi Packet Data Transfer: FP traffic only (2 U-plane packets) - running empty

RFP PP

access request release (no B-field)

Bearer_confirm (Q2=1, Q1 =0, BA=IP1)

A\ 4

Running empty (temporarily other (Q2=1, BCK=0, BA= no B field)
no data to send)

A

Send Q1 bit meaning
(Q1 or BCK) depends
on previoudy received

other (Q2=1, Q1=0, BA= no Bfield) m égs (E- or U-Mux

other (Q2=1, Q1 = 0, BA=no B field)

v

A

Data available again

other (Q2=1, Q1 = 0, BA=IPQ)

A 4

other (Q2=1, BCK=1, BA= no Bfield)

A

ready for_release (Q2=1, Q1 =0, BA=IP1)

\ 4

release (Q2=1, BCK=0, BA=no Bfield)

A

release (Q2=1, Q1 =0, BA=no Bfield)

Figure 41: Multi Packet Data Transfer - FP traffic only (3) - running empty
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10.10.4.4.6.4 Multi Packet Data Transfer: FP traffic only (3 U-plane packets) - Retransmit after 'no

advance' (due to congestion)

RFP PP

access_request release (no B-field)

Bearer_confirm (Q2=1, Q1 =0, BA=IP1)

v

other (Q2=1, BCK=0, BA= no Bfield)

A

other (Q2=1, Q1 =0, BA=IP0)

v

other (Q2=1, BCK=0, BA= no Bfield) Congestion at PP side, cannot
accept IPO now =>BCK =0

A

Retransmit of IPO after PP
has indicated congestion \

other (Q2=1, Q1 = 0, BA=IPO)

A 4

other (Q2=1, BCK=1, BA= no Bfield) \ Congestion resolved at PP
side, asking for IP1 now =>
BCK=1

A

ready for_release (Q2=1, Q1 =0, BA=IP1)

\ 4

release (Q2=1, BCK=0, BA=no Bfield)

A

release (Q2=1, Q1 =0, BA=no Bfield)

Figure 42: Multi Packet Data Transfer - FP traffic only (3) - Retransmit due to congestion

10.10.4.4.6.5

Multi Packet Data Transfer: FP and PP send 2 packets each - Congestion in ‘Ready
for Release' transfer (1)

There may be some specia difficulties with 'no advance' scenarios during the MAC expedited connection release phase.
This scenario and the following give some focus on this.

The general theruleis:

. For the release of a packet mode connection the following applies:

One peer knows first that both ends have successfully transferred their data, when:

" Itsown 'ready for_release’ command that it sent with valid IP data was acknowledged by the other
end (using the Q2 bit)

L] It has received an error free ready_for_release command from the other end
" There is no congestion ('no advance' scenario) pending on either end

The peer that knows first, that both ends have successfully received their data starts sending the 'release’
command. This release message may use a short sot

A crossed (acknowledged) release procedure is used, to reduce the active transmitter time in the ULE
device
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. So aslong as a'no advance' scenario is pending no end is allowed to start the acknowledged release

o Both sides should take into account the MAC maximum packet lifetime as upper limit for the retransmissions

RFP PP

access request (Q2=0, BA=IP1)

A

bearer_confirm (Q2=1, BCK= 0, BA=IP1) Here the PP knows the FP has
nothing more to send.
However its own data are not

A\ 4

ready_for_release (Q2=1, BCK=0, BA=IP0) through due to congestion =>
- . ” P don’t send release here
ongestion at FP side, cannot ready _for_release (Q2=1, BCK =0, BA=IP0) (repeats ready_for_release)

accept IPO now =>BCK =0

A\ 4

i.e. FP asks for IPO again

ready_for_release (Q2=1, BCK=1, BA=IP0)
_— Retransmit of IPO with

A

Congestion resolved at FP ) ‘ready_for_release’ because
release (Q2=1, BCK=1, BA=no Bfield) e f bl et

side, now FP knows all data
transfer completed and starts
releasing release (Q2=1, Q1~0, BA=no Bfield)

\4

A

Figure 43: Multi Packet Data Transfer: FP and PP send 2 packets each - Congestion in 'Ready For
Release' transfer (I)

10.10.4.4.6.6 Multi Packet Data Transfer: FP and PP send 2 packets each - Congestion in 'Ready
for Release’ transfer (II)
Description:

. Use case: Multi Packet Data Transfer: FP and PP send 2 packets each. Congestion in 'Ready For Release'
transfer 11 (later phase).
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RFP PP

access _request (Q2=0, BA=IP1)

A

bearer_confirm (Q2=1, BCK=0 =0,

v

ready for_release (Q2=1, BCK=0, BA=IP0)

d
|
PP already has send
all its data so it may ready for_release (Q2=1, BCK=1, BA=IP0)
switch to a short slot > Congestion at PP side, cannot
(No BField) here accept IPO now. PP knows it
ready_for_release (Q2=1, BCK=0, BA=IPO/no BField) / needs retransmission from FP =>
: nn Jdo e e e e e
ready_for_release (Q2=1, BCK=1/Q1=0, BA=IPO)
Retransmit of IPO with ~ release (Q2=1, BCK=1, BA=no Bfield) \
‘ready_for_release’ after PP - Congestion resolved at PP
has indicated congestion side, PP now can start
release (szl, Q].:O, BA=no Bfldd) releasing
»
>

Figure 44: Multi Packet Data Transfer: FP and PP send 2 packets each - Congestion in 'Ready For
Release' transfer Il

10.10.4.4.6.7 Multi Packet Data Transfer: FP sends 2 packets and PP sends 3 packets - Congestion
in 'Ready For Release' transfer (1)

RFP PP
access_request (Q2=0, BA=IP1)
d
o
bearer_confirm (Q2=1, BCK=0, BA=IP1)
Here the FP knows the PP has N
nothing more to send. g
However its own data are not other (Q2=1, BCK=0, BA=IP0)
through due to congestion => <
don’t send release here ready for_rel (Q2=1, BCK=1, BA=IP0)
(repeats ready_for_release) »( —— | Congestion at PP side, cannot
. I accept IPO now =>BCK =0
rea or_release (Q2=1, BCK=0, BA=IP1 i~ acloe fau Anain
P y_tor_| (o} ) / DD ~cle fav IDN
ready_for_release (Q2=1, BCK=0, BA=IP0)
Retransmit of IPO with ~ i \
‘ready_for_release’ because release (Q2=1, BCK=1, BA=no Bfield) Congestion resolved at PP
PP has indicated congestion \ side, PP can now start
— — — ; releasing
release (Q2=1, Q1=0, BA=no Bfield)

Figure 45: Multi Packet Data Transfer: FP sends 2 packets and PP sends 3 packets - Congestion in
'Ready For Release’ transfer (I)
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10.10.4.4.6.8 Multi Packet Data Transfer: FP sends 2 packets and PP sends 3 packets - Congestion
in 'Ready For Release' transfer (I1)
Description:

. Multi Packet Data Transfer: FP send 2 packets and PP sends 3 packets. Congestion in ‘Ready for Release’
transfer |1 (later phase).

RFP PP

access_request (Q2=0, BA=IP1)

F 3

bearer_confirm (Q2=1, BCK= 0, BA=IP1)

v

other (Q2=1, BCK=0, BA=IP0)

¥ 3

Here the PP knows the FP
ready_for_release (Q2=1, BCK=1, BA=IP0) has nothing more to send

A4

ready_for_release (Q2=1, BCK=1, BA=IP1)

i
-

FP already has send all its

ready for release (Q2=1, BCK =1, BA=IP0/no Bfield) data so it may switch to a
> short slot (No BField) here

Congestion at FP side, cannot
accept IP1 now. FP knows it

needs retransmission from PP =>
FP doesn’t send release here ready for_release (Q2=1, BCK=0/Q1=0,
(repeats ready_for_release)

/

PP’s data are not through due

release (Q2=1, BCK=0, BA=no Bfield) to congestion in FP =>

\4

Congestion resolved at FP side, don’t send release here
now FP knows all data transfer release (Q2=1, Q1=0, BA=no Bfield) Retransmit of IP1 with

dl
completed and starts releasing ‘ready_for_release’ because

FP has indicated congestion

Figure 46: Multi Packet Data Transfer: FP send 2 packets and PP sends 3 packets - Congestion in
'Ready For Release' transfer Il (later phase)

10.10.5 Use of reason codes in "expedited release" and "ready for release"
messages

10.10.5.1 Use of reason code "normal bearer release"

Thisisthe normal situation at the end of a ULE packet transaction, the release reason is "normal bearer release” which
instructs the PT to returnto Idle.

This reason code shall be used by both, the FT and the PT, unless there is areason for using any other code.

ETSI



112 ETSI TS 102 939-1 V1.1.1 (2013-04)

release
reason = "normal bearer release" |

Inform higher layer of
release and reason

Go toidle
(implementation)

.

Figure 47: Use of reason code "normal bearer release"

10.10.5.2  Use of reason code "base station busy"

The release reason "base station busy" indicates that the RFP is too busy to continue handling the connection with PT.
Oppositely to the reason code " Setup again after n frames', no explicit action is mandated.

It is expected that the PT will retry the access (including new channel selection process) after atimer. The value of
such timer isleft to the implementer.

10.10.5.3  Use of reason code "unacceptable PMID / Unregistered PMID"

The release reason "unacceptable PMID / Unregistered PMID" is used to indicate to the PT that the PT is not registered
in the RFP. This can be the result of an abnormal situation, such as reset of the RFP.

The expected response shall be the PT to execute Mobility Management proceduresin order to register again the PT in
the RFP. After MM, CC Service Change may be executed in order to resume the connection. See clause 12.1.3.1.

10.10.5.4 Use of reason code "switch to circuit mode"

The release reason "switch to circuit mode” is used to request to the PT that a circuit mode connection should be started.
The requested circuit mode service isindicated by the info field as shown in table 41. In figure 48, the PT behaviour at
the end of the ULE service call is shown as returning to idle but the actual action is controlled by the PT application.

Table 41: Info field for Release Reason code "switch to circuit mode”

Info field (bits al7 to a21) Requested action
al7 | al8 | al9 | a20 | a21
0 0 0 0 0 | Reserved for only MAC setup
0 0 0 0 1 Start ULE service call
0 0 0 1 0 | Start Location registration
0 0 0 1 1 | Reserved for start GAP voice call (outgoing)
0 0 1 0 0 | Reserved for LCE procedures
0 0 1 0 1 1}
to } reserved
1 [ 1] 1111y

In all cases, the MAC setup shall be basic connection (full slot).
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-------------------------------------------------------------------------------

release >
reason = "switch to circuit mode"
info field = 1
Inform higher layer of#
release and reason
<Start ULE service call
CC-SETUP

d

" basic service ULE service call
CC-CALL-PROC

€ ULE service call messages >
CC-RELEASE -
P CC-RELEASE-COM
Inform higher layer
P Go to idle

(implementation)

Figure 48: Use of reason code "switch to circuit mode" and setup ULE service call

10.10.5.5  Use of reason code "Stay in LCE paging detection mode"

The release reason "stay in LCE paging detection mode" is used to instruct the PT to enter a mode where it can listen
for LCE paging. Being able to respond to LCE paging lets the FT initiate circuit mode transactions, the example given
here is of deregistration of a ULE node.

Both, normal and fast L CE paging may be supported. The duration of the listening to L CE paging state and the paging
cycle (normal or high) isgiven in the info field. The coding of the info field is defined in EN 300 175-3 [3],
clause 7.2.5.12.5.2.

The message sequence chart below shows the actions if the PT finds an L CE page before the listening period times out.
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release

»

higher layer request,_

e.g. terminate node”|

(Tl

reason = "stay in LCE paging detection mode

ETSI TS 102 939-1 V1.1.1 (2013-04)

[Pl

Inform higher layer of

release and reason
| Goto listen mode

(HDC, NDC, LDC

.........

implementation)
listen |
listen
A-field Pt paging .
with TPUI
establish traffic bearer R
P LCE-PAGE-RESPONSE
o MMAACCESS RIGHTS-TERM. [
.dommunication
with higher layer
e emeeemeeenneennmneneeesaneeeanaed eI . > '
tafficbearerrelease |
Inform higher layer
P Go to idle
" (implementation)

Figure 49: Use of reason code "Stay in LCE paging detection mode": LCE paging

If the PT does not receive an LCE page before the timeout period it should stop listening and return to idle.
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release
reason = "stay in LCE paging detection mode™|

Inform higher layer of
release and reason

_ Go to listen mode
"~ (HDC, NDC, LDC
implementation)

Inform higher layer

Gotoidle
(implementation)

Figure 50: Use of reason code "Stay in LCE paging detection mode": timer expiration

10.10.5.6  Use of reason code "Stay in higher paging detection mode"

The release reason "stay on higher paging detection mode” is used to cause the PT to stay listening for aULE page
message with a different paging cycle from the standard one. This feature is used in slow paging cycle devices, such as
PP type 1 (sensors), when the FT may have the need to send data to such PP sooner than the regular paging cycle.

The duration of the higher paging detection mode is given in the info field. The coding of the info field is defined in
EN 300 175-3[3], clause 7.2.5.12.5.3.

In the case covered by theraise ULE call in N frames operation the FT isnot in a position to immediately service the
PT, perhaps because the application needs time to respond. If the FT is not confident that it will have aresponse it can
use stay locked for ULE page as arelease reason instead of raise call in N frames. If there is an application response the
FT can page the PT which will then raise a bearer. If there is no application response there will be no page and the PT
does not waste energy or bandwidth by raising an unneeded bearer. The listening period is specified in the information
field of the release reason and is counted in paging cycles of the paging descriptor (in paging cycles of the fastest
descriptor if more than one has been allocated).
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[FT [Pl

Packet mode

release
reason = "stay higher paging detection mode
period in info field

(gl

Inform higher layer of
release and reason

| Go to listen mode
(HDC, NDC, LDC
implementation)

higher layer request, |
fast ULE paging

ULE paging on fast

Inform higher layer

| Go to packet mode

: establish packet mode connection i
......... SRR buted et ot bw s btk .

Figure 51: Use of reason code "Stay in higher paging detection mode": paging event

If the PT does not receive a ULE page before the timeout period it should stop listening and return to idle.
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..........................................................................................................

release
reason = "stay in higher paging detection mode"
period in info field

Inform higher layer of
release and reason

Go to listen mode
(HDC, NDC, LDC
implementation)

»

A

Inform higher layers of no page,_

p Go toidle
(implementation)

..........................................................................................................

Figure 52: Use of reason code "Stay in higher paging detection mode": timer expiration

10.10.5.7  Use of reason code "Setup again after n frames"

The release reason "set up again” is used to instruct the PT to attempt to establish a ULE packet mode connection at
some future time. It could be used if the FT istoo busy to deal with the original packet mode connection or if it cannot
respond to the PT immediately (adelay in the application layer). The delay before re-establishing is specified in the
information field of the release reason.

The delay value is coded as defined in EN 300 175-3 [3], clause 7.2.5.12.5.4. The maximum value is 31 frames.

The standard rules for ULE channel selection shall apply. The PT may start looking the channel selection info in the
dummy bearer just before the expiration of the timer in order to perform the setup after n frames.

It is not possible to guarantee that the call will be raised after exactly N frames, it will depend on the availability of slots
among other things; the value of n should be considered as a minimum time: a call will not be raised before n frames
have passed. Additionally, the value should be treated as a suggestion from the FT thus allowing the PT to
independently determine how many framesto wait.

NOTE: Theaction of the PT during the wait period is essentially an implementation decision however it may
depend on the length of the suggested delay. If the delay is short it may not be possible or advisable to
loose and regain sync, for alonger delay it may be worthwhile for the PT to enter alower power state.
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release
reason = "set up again"
delay specified in info field

A 4

Inform higher layer of
release and reason

P Go to idle or listen
"~ (depends on delay period)

 wait/listen |
|

waitlisten
|

delay period times out;

|

" Packet mode setup |

and communication

release
reason = "normal bearer release

»
ne

Inform higher layer -

Go to idle
(implementation)

Figure 53: Use of reason code "Setup again"

10.10.5.8 Use of reason code "No such connection / virtual circuit"

The release reason "No such connection / virtual circuit” is used to indicate that the PT is known at the RFP (PP
registered), however the NWK layer PVC isnot in active state and the DLC link and MAC MBC are not created.
Therefore, expedited operations cannot be used yet and any attempt to setup a bearer with expedited procedures shall
result on a M Release response with this Reason code.

The expected response from the PT is to execute NWK C-plane proceduresin order to resume the NWK transaction and
re-create the link and the MBC. The Service change procedures described at clause 12.1.3.1 shall be used.

10.11 Slot types and slot use

10.11.1 Full Slot

10.11.1.1 General

The D-field mapping for the full slot structure (physical packet P32), as defined by EN 300 175-3 [3], clause 6.2.1.1.2
shall be supported.

ETSI



119 ETSI TS 102 939-1 V1.1.1 (2013-04)

The B-field mapping for the full slot structure (physical packet P32), as defined by EN 300 175-3 [3], clause 6.2.1.3.1.2
shall be supported.

10.11.1.2 Use of full slot in C/O bearers

Full dlot shall be used in C/O bearers, in all cases except in the cases listed in clause 10.11.2.2, when short slot may also
be used.

10.11.1.3  Use of full slot in C/L dummy bearers
Full slot shall be used in the dummy C/L bearersin al cases.

10.11.2 Short Slot

10.11.2.1 General

The D-field mapping for the short slot structure (physical packet P00), as defined by EN 300 175-3[3], clause 6.2.1.1.2
shall be supported in both PT and FT, at least in receiving mode. Use (transmission) of the slot is optional at both sides.

The B-field mapping for the full slot structure (physical packet PO0), as defined by EN 300 175-3 [3], clause 6.2.1.3.1.3
shall be supported in both PT and FT, at least in receiving mode. Use (transmission) of the dot is optional at both sides.

10.11.2.2 Use of short slot in C/O bearers

In order to further save energy, it is allowed to transmit as short slots frames that do not carry any B-field (BA code =
no B-field) in certain cases.

The use of short slotsis optional at sending side (transmitter choice). However its understanding by the receiving sideis
mandatory.

Therulesgivenin EN 300 175-3 [3], clause 10.5.1.8.9 shall apply in full extend and shall be fulfilled.
In addition to that, the following additional rule shall apply:

. After using ashort dlot, it is not allowed to roll back to full slot. Therefore all subsequent transmissions shall
be short slots and no further U-plane may be send by the peer over that TBC.

10.12 | channel services

10.12.1 Protected | channel error_correct service

The FT and PT shall support protected | channel operation in error_correct mode as defined in EN 300 175-3 [3],
clause 10.8.2.

The I_error_correct mode shall apply to the I, service | por_e€rror_correct.

10.12.1.1  Unilateral jump

FT and PT shall support unilateral data jump procedure according to EN 300 175-3 [3], clause 10.8.2.5.2.

10.12.1.2 Bearer reset

FT and PT shall support bearer reset according to EN 300 175-3 [3], clause 10.8.2.5.3.
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10.12.2 Lifetime management with TWO separate maximum MAC packet
lifetimes

The FT and PT shall operate with TWO separate maximum MAC packet lifetimes, differentiating the maximum
lifetime at the bearer (at TBC level) and the maximum lifetime at the MAC layer, as described in EN 300 175-3 [3],
clauses 10.8.2.2.1.2 and 10.8.2.2.1.3.

The detailed provisions given in EN 300 175-3 [3], clause 10.8.2.2.1.3 shall apply.
The operation of the counters shall be as described in EN 300 175-3 [3], clause 10.8.2.2.1.4.
The following specific provisions shall apply:

The MAC control message "Attributes T" shall be used for setting the maximum packet lifetime at the TBC and the
NWK layer |IE << TRANSIT-DELAY >> shall be used for setting the maximum packet lifetime at the MAC layer.

When the maximum TBC lifetime expires, in addition to stop further re-transmissions over the sasme TBC, the bearer
should be released and a new bearer should be established (bearer replacement) where further re-transmissions may
happen (if allowed by the overall packet lifetime). The process of setting up the new TBC (bearer replacement) may
start before the expiration of the TBC lifetime.

10.13 Gga channel

10.13.1 Gga channel data

10.13.1.1 Gga channel transmission

The transmitter side of FT and PT shall support the Gg, channel transmission as defined in EN 300 175-3 [3],
clause 5.3.1.3 over the following M messages:

e  ready for release with G, transmission
e  expedited release with G, transmission

. Null or Gg4 channel transmission

10.13.1.2  Gga channel reception

Thereceiver side of FT and PT shall support the of G, channel reception, as defined in EN 300 175-3 [3],
clause 5.3.1.3 and shall understand the frame format FU10d when transmitted over the G, channel.

The receiver side (FT or PT) shall be able to understand Gg, channel messages when transmitted over the following M
messages.

e ready for release with G, transmission
e expedited_release with G, transmission

. Null or Gga channel transmission

10.14 C channel operation

10.14.1 Cs channel

FT and PT shall support Cg channel data transmission and reception as defined in EN 300 175-3 [3], clauses 10.8.1
and 10.8.1.1.
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10.14.2 Cg channel

FT and PT shall support C channel data transmission and reception as defined in EN 300 175-3 [3], clauses 10.8.1
and 10.8.1.2. However, the priority of Cr channel over U-plane shall be ruled as defined in the next clause.

For ULE devices, the use of C- channel and its priority is negotiated by means of the NWK layer |E <Connection
Attributes>, see EN 300 175-5[5], clause 7.7.11, that is performed during call setup and optionally at any time
(CC-Service Change).

Once such negotiation has been performed, the use of Cr and the C- setting in MAC control messages (Attributes)
should follow the decision taken at NWK layer.

Before such negotiation is done, or in absence of it, the use of C-is controlled by aflagin MAC "Attributes’ command.

For indirect FT initiated setup, the code "0101" in LCE paging "field 2: setup info" (see EN 300 175-5[5],
clause 8.2.2), indicates to the PT that may start using channel C. In such case, the NWK layer call setup may be

performed over Cr.

In absence of "Attributes’ exchange, or the reception of the setup info code "0101" in LCE paging, theinitial NWK
layer call setup shall be performed over Cg, switching to C- only after NWK layer negotiation.

The suspension and resume of any ULE connection does not change the setting of Cr.. Both peers shall use C, or not,
as before the suspension.

A FT or PT that has indicated that it supports C channel (see clause 10.3.2.2.1 for the FT and 12.3 for the PT), shall
accept the setting of Cinthe NWK layer negotiation.

If C channel is active, all C-plane transmission shall take place preferably on the C channel. However, it is allowed to
use Cg channel if C- channel has priority D (lowest) and there is no interruption in the U plane data flow.

10.14.2.1  Priority schema of the Cg channel

This clause defines the relative priority of the C channel over U-plane (I-channels) and other B-field control channels
in ULE connections.

In ULE, it is possible to select the priority level of C channel by means of the NWK layer |E <Connection Attributes>
(see EN 300 175-5 [5], clause 7.7.11). The setting is done by means of octets 6 and 6a.

The priority schema of the different B-field channels shall be as defined in EN 300 175-3 [3], clause 6.2.2.4 (Priority
schemein E or E+U mode) with the following exceptions and specific provisions:

. The priority of all channels except C- channel shall be shall be as defined in the clause 6.2.2.4 of
EN 300 175-3[3].

. The priority of channel C and its retransmissions depends on the negotiated value of the fields " C channel
attributes’ in the Information Element <Connection Attributes> (see EN 300 175-5 [5], clause 7.7.11):

a  Cgchannel attribute ="101" = Priority A (highest):

- Channel C has always priority over U-plane data. The priority of Cr versus U plane and other channels
is exactly as described in EN 300 175-3 [3], clause 6.2.2.4. C channel may use all duplex bearersin a
multibearer connection and always with priority over U plane.
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Cr channel attribute = "100" = Priority B:

- shall not be used

Cr channel attribute = "010" = Priority C:

- Channel Cr has less priority than U-plane data (as priority D), until atime limit of 250 ms. If there is Cr

data buffered and waiting for transmission longer than 250 ms, then the priority is changed to priority B
(priority over U planein one bearer).

Cr channel attribute = "001" = Priority D (lowest):

- Channel Cr has always less priority than U-plane data. The priorities of C- channel retransmissions and
fresh data are reduced to priorities 9 and 10 in the list described in EN 300 175-3 [3], clause 6.2.2.4. C
channel may only be transmitted if thereis no U plane datato fill in all bearers.

Cg channel attribute = "000" = no Cg channel:

- Thereisno C channel. All higher layers C-plane traffic is routed through the Cq channel.

10.15 MAC Encryption control

The following clauses refer to the Encryption process performed at MAC layer as defined in EN 300 175-7 [7],
clauses 6.4.4 and 6.4.5. Refer to clause 11.10 for the CCM encryption operating at DLC layer.

10.15.1 Encryption process - initialization and synchronization

The procedure shall be performed as defined by EN 300 444 (GAP) [9], clause 10.13.
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10.15.2 Encryption mode control

10.15.2.1 General

The procedure shall be performed as defined in EN 300 444 (GAP) [9], clause 10.14 and EN 300 175-7 [7],
clause 6.4.6.

Figure 54 summarizes the sequence and timing of MAC encryption control procedures.

FT PT
Enayption Off < Enayption Off
Decryption Off > Decryption Off
<
DR s E—
< From the beginning of
> tha half-frane, where
thefirg Sat-Cfm-
< message isexpedted, all
< B-field- and Gt-data
The burst containingthe shall be ighored urtil the
Sart-Cfm - message and Sart-Cfm isreceived.
all the following bursts
shall beenaypted.
Start-Cfm
The burst containingthe
Sart-Cfm - messageand
all following bursts shall
be treated as encrypted.
7
Eno’yption 8][; % Encrypt!on 8ff
ecryption ecryption On
rypt % rypt
From the beginning of
tha half-framewhere |~ (filg """ """~ """t TTTTTTTTAT T
thefird Sat-Grant-
message isexpected,
all B-field and -
datashall beignored The burst containingthe
until the Sart-Grant Start-Grart Sart-Grant - m
is received. and all thefollowing
bursts shall be
encaypted.

Enayption On
Decryption On

Enayption On
Decryption On

Figure 54: MAC Encryption control procedures
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10.15.2.2 Mt message
The provisions of EN 300 444 (GAP) [9], clause 10.14.1 shall apply.

10.15.2.3  Procedure for enabling encryption

10.15.2.3.1 Prerequisite

In order to execute the MAC procedure for enabling encryption, it is a prerequisite that the NWK layer procedure
Cipher-switching has been previously successfully executed with the Y/N value in <<Cipher-info>> indicating Cipher
activation ("1").

Any of the following NWK layer procedures qualifies for the prerequisite:
e  Cipher-switching initiated by FT using DSC (clause 12.23.11)
. Cipher-switching initiated by PT using DSC (clause 12.23.12)
e  Cipher-switching initiated by FT using DSC2 (clause 12.24.10)
e  Cipher-switching initiated by PT using DSC2 (clause 12.24.11)
The use of DSC or DSC2 produces should be consistent with the cipher supported by the system.

The MAC procedure may only be executed within atimer equivalent to <MM__cipher.1>: (defined in EN 300 175-5 [5],
annex A) after the transmission of the { CIPHER-REQUEST} message in the NWK layer procedure. Otherwise the
MAC shall not perform the MAC layer procedure, the receiving entity of any MAC layer procedure attempt shall reject
the command, and the encryption state shall be kept unchanged.

10.15.2.3.2 Procedure

The connection should be in active state (it should be resumed if suspended).

The PT-MAC shall start the encryption switching process on one bearer as described in EN 300 175-7 [7],
clause 6.4.6.3.

10.15.2.4  Procedure for disabling encryption

10.15.2.4.1 Prerequisite

In order to execute the MAC procedure for disabling encryption, it is a prerequisite that the NWK layer procedure
Cipher-switching has been previously successfully executed with the Y/N value in <<Cipher-info>> indicating Cipher
deactivation ("0").

Any of the following NWK layer procedures qualifies for the prerequisite:
e  Cipher-switching initiated by FT using DSC (clause 12.23.11)
. Cipher-switching initiated by PT using DSC (clause 12.23.12)
. Cipher-switching initiated by FT using DSC2 (clause 12.24.10)
e  Cipher-switching initiated by PT using DSC2 (clause 12.24.11)
The use of DSC or DSC2 produces should be consistent with the cipher in use.

The MAC procedure may only be executed within atimer equivalent to <MM__cipher.1>: (defined in EN 300 175-5 [5],
annex A) after the transmission of the { CIPHER-REQUEST} message in the NWK layer procedure. Otherwise the
MAC shall not perform the MAC layer procedure, the receiving entity of any MAC layer procedure attempt shall reject
the command, and the encryption state shall be kept unchanged.
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10.15.2.4.2 Procedure

The connection should bein active state (it should be resumed if suspended).

The PT-MAC shall start the encryption switching process on one bearer as described in EN 300 175-7 [7],
clause 6.4.6.4.

10.15.3 Handover encryption process

In ULE part 1, the handover encryption processis only used for circuit mode connections.

For the ULE packet mode connection, bearer replacement shall be performed. See clause 10.20.

For the handover encryption process of circuit-mode connections, the procedure shall be performed as defined in
EN 300 175-7[7], clause 6.4.7

10.16 Enhanced security procedures

10.16.1 Re-keying
The procedure shall be performed as specified in EN 300 175-7 [7], clause 6.4.6.5.

10.16.2 Early Encryption
The procedure shall be performed as specified in EN 300 175-7 [7], clause 6.4.6.

10.16.3 DSC Encryption

The procedures specified in EN 300 175-7 [7], clause 6.4 shall apply with the following specific requirements:

e  TheDECT Standard Cipher (DSC) algorithm (see EN 300 175-7 [7], annex J) shall be used in the Key Stream
Generator (KSG).

. The Cipher Key used by the KSG shall have 64 bits. When the DSAA?2 authentication algorithm is used, the
64 least significant bits of the DCK generated by DSAA2 shall be used as Cipher Key for the KSG.

10.16.4 AES/DSC2 Encryption

The procedures specified in EN 300 175-7 [7], clause 6.4 shall apply with the following specific requirements:

e  The DECT Standard Cipher #2 (DSC2) algorithm (see EN 300 175-7 [7], annex M) shall be used in the Key
Stream Generator (KSG).

e  The Cipher Key used by the KSG shall have 128 hits.
NOTE: Thisisthe size of the DCK generated by DSAAZ2.

11 DLC layer procedures

11.1 LU14 Enhanced Frame RELay service with CCM (EFREL-
CCM)

The procedure shall be performed as defined in EN 300 175-4 [4], clause 11.16. The following text together with the
associated clauses defines the mandatory requirements with regard to the present document.

The packet received from the U-plane application layer shall be the LU14 SDU.
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The LU14 SDU shall be encrypted using CCM as described in Service [ULE1-D.13], the CCM MIC shall be added, and
the resulting packet shall be sent to the LU10 SAP to be further processed as described in Service [ULE1-D.3].
The reverse procedure shall be done at the receiving side.

The received packet shall be only revealed and delivered to higher layersif the CCM MIC is decoded and checked
correctly. In case of wrong CCM MIC, the packet shall be discarded and an error notification shall be sent to higher

layer.

The standard delivery mode (see LU10 description) shall be used.

The maximum LU14 SDU size that shall be supported is defined in clause B.2.1.

The maximum SDU sizein use at a given time may be configured by means of C-plane procedures. See clause B.2.1.

All provisions applicable to the LU10 processing, underlying layers and the transport protocol are given in Service
[ULE1-D.2].

Only one instance of LU14 shall be supported between the same PT-FT pair:

. The support of multiple instances of LU14 isfor further study.

11.2 LU10 Enhanced Frame RELay service (EFREL)

The procedure shall be performed as defined in EN 300 175-4 [4], clause 11.12. The following text together with the
associated clauses defines the mandatory requirements with regard to the present document.

The SDU shall be segmented into fixed length segments, where the segment length shall depend on the PDU structure
chosen (see clause 11.3).

The following MAC service shal be used: lpor _error_correction.

The transmission class 1 shall be used.

Modulus shall be 512 for the send sequence number and 256 for the receive sequence number. The bit 9" of sending
Sequence Number shall be provided and properly coded, however the receiving side may ignore this bit for DLC
transmission protocol purposes since the window size is always < 128. The 9™ bit shall be, however, used by the CCM
decoder as explicit part of the CCM sequence number.

The 9™ bit shall never be coded in the receive sequence number. If FU10d full format is used, the bit shall always be
coded to "0".

Implementations shall support a maximum LU10 SDU size equal to the maximum LU14 or LU13 SDU size plus
4 octets.

NOTE: Themaximum LU10 SDU sizeis aways equal to the maximum LU13 or LU14 SDU size plus 4 octets.

11.2.1 Window size

The window size can be negotiated in the range of 8 to 128 by the NWK-layer.

The default value for the window sizeis 16.

This default value will be used in absence or failure of NWK-Layer negotiation.

Any ULE device shall support at least the following values for the window size: 8, 16 and 32.

The window sizein use at a given time may be negotiated by means of C-plane procedures. See clause 12.1.3 in the
present document.

11.2.2 SDU transmission and delivery mode

The standard delivery mode shall be used in al cases.
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The option of transporting parts of several SDUs in one PDU shall not be used. Only one segment of one SDU shall be
carried in each PDU.

11.3 FU10 framing (FU10a, FU10d)

The procedure shall be performed as defined in EN 300 175-4 [4], clause 12.11. The following text together with the
associated clauses defines the mandatory requirements with regard to the present document.

11.3.1 FU10a

FU10a frames as defined in see EN 300 175-4 [4], clause 12.11 shall be used for the forward path of unidirectional
links. Bi-directional links may be implemented using two unidirectional links for each direction. FU10a is the standard
frame for carrying datain ULE.

Modulus shall be 512 for the send sequence number. The bit 9" of sending Sequence Number shall be provided and
properly coded, eveniif it is not needed by the DL C transmission protocol due to the window size. The receiving side of
the DLC transmission protocol may ignore this bit. The 9" bit shall be, however, used by the CCM decoder as explicit
part of the CCM sequence number.

The option of transporting parts of several SDUs in one PDU shall not be used. Only one segment of one SDU shall be
carried in each PDU.

11.3.2 FU10d

11.3.2.1 General

FU10d frames as defined in see EN 300 175-4 [4], clause 12.11, with total length shall be used for the backward control
path.

Both, the shortened and the full format shall be supported:

e Shortened format shall be used when the frame is transported over G, channel, messages M "Expedited
Release" and "Expedited Ready for Release”.

e Full format shall be used when the frame is transported over G, channel, message M+ "Null or G, packet”,
and using the insertion facility described in clause 11.3.2.1.

When full format is used, the N/A bit shall always be coded to "1" (positive ACK).

The 9™ bit shall never be coded in the receive sequence number. If FU10d full format is used, the bit shall always be
coded to "0".

11.3.2.2 Transport of FU10d frames over Gga channel

The transport of FU10d frame over channel G, shall be supported in all cases:

. Shortened format shall be used when the frame is transported over messages M "Expedited Release" and
"Expedited Ready for Release”.

e Full format shall be used the frame is transported over message M+ "Null or G, packet”.

11.3.2.3 Insertion of FU10d frames in FU10a frames of the opposite link

The FT and PT shall support the transport of FU10d frames by insertion in the frame FU10a of the opposite link using
the procedure described in EN 300 175-4 [4], clause 12.11.2.3.
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The sending side can take dynamically the decision on how to transport the FU10d frames according to traffic and use
of the M channel by the connection.

NOTE: Asgeneral rule, if asuitable Mt message with G, transport capability has to be sent due to MAC

control reasons, this should be the preferred mechanism for sending the FU10d frame. The use of the
insertion mechanismsis only recommended in case of long bursts with the tail channel used by channels
or operations which do not allow Gg, transport.

11.4  Class A operation

The class A link operation can be either PT or FT initiated. To simplify the description this clause considers on the PT
initiated procedures; for the FT initiated procedures, "PT" shall be replaced with "FT" and vice versa. Thisisvalid for
the entire clause 11.4 and the associated clauses.

11.4.1 Class A link establishment

The procedure shall be performed as defined in EN 300 175-4 [4], clause 9.2.3.1. The following text together with the
associated clauses define the mandatory requirements with regard to the present document.

If, class B acknowledged transfer is requested but not supported (B acknowledged transfer is not required to be
supported for ULE) by the receiving side, the | _frame requesting class B operation shall be treated as though it was a
class A frame, see EN 300 175-4 [4], clause 9.2.4.3.1 b).

PT FT
DL-ESTABLISH-req |V(S)| V(R V(A) V(S) V(R)| V(A)
0 0 0 |_frame ol o 0
1 0 0 RR'_response 0 1 0

. | DL-ESTABLISH-ind

1| o] 1 - >

Figure 55: Class A link establishment
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Table 42: Values used within the I-frame

Field

Parameter within

Standard values within

Normative action/comment

the field the field/parameter
<<Address-field>>
<NLF> 1 New link
<LLN> 1 Class A operation
<SAPI> 0 Connection oriented
<C/R> 0 PT command
<RES> 1
<<Control-field>>
<N(R)> 0 N(R) = V(R)
<P> 0 Ignore
<N(S)> 0 N(S) = V(S)
<<Length-indicator-
field>> <Li> 0 No higher layer information
1..63 Higher layer info length
<M> All
<N> 1 No extended length field. If "0" the frame

may be discarded

<<Information field>>

All appropriate

Higher layer information. If <Li> field
indicates "0" shall be omitted. This field
shall be used to carry the
{LCE-PAGE-RESPONSE} message in case
of FT initiated indirect link establishment

<<Fill field>>

11110000B

Ignore. 0 to 4 such octets may be included
in case for the Cg logical channel, as the

Frame Length (FLEN) mod 5 = 0. If <Li>
indicates "0", no <Fill filed> is required

<<Checksum field1>>

All

The contents shall be calculated using two
elements: LSIG see EN 300 175-4 [4],
clause 10.3.1; underlying checksum
calculation based on ISO/IEC 8073 [14]

<<Checksum field2>>

All

See above

Table 43: Values used within the {RR-Frame} S-format message

Field

Parameter within

Standard values within

Normative action/comment

the field the field/parameter
<<Address-field>>
<NLF> 1 New link
<LLN> 1 Class A operation
<SAPI> 0 Connection oriented
<C/R> 0 FT response
<RES> 1
<<Control-field>>
<N(R)> 1 N(R) = V(R)
<P/F> 0 Ignore
<SS> 0
<KERS 1 constant
<<Length-indicator-
field>> <Li> 0 No higher layer information
<M> 0
<N> 1 No extended length field. If "0" the frame
may be discarded
<<Checksum field1>> All
<<Checksum field2>> All
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11.4.1.1 Associated procedures
11.4.1.1.1 Timer P<DL.07> management
<DL.07>: class A establishment timer;
value: refer to EN 300 175-4 [4], annex A;
start: aClass A link establishment |_frame is transmitted,
stop: on receipt of: aClass A errorless RR_response with the New Link Flag (NLF) bit setto"1"; a

DL_RELEASE-req primitive indicating "abnormal”; aMAC_DIS-ind primitive.

11.4.1.1.2 Re-transmission counter management
Refer to EN 300 175-4 [4], clauses 9.2.3.1 and 9.2.3.6.

Each LAPC entity shall maintain an internal Re-transmission count variable determining the maximum number of
re-transmissions of an |_frame. The default value shall be 3.

For Class A operations the Re-transmission counter shall be reset any time anew |_frame has been sent.

11.41.1.3 Multiple frame operation variables management
Refer to EN 300 175-4 [4], clause 7.5.2.

For the DL C layer acknowledged transfer to be performed the V(S), V(A), and V(R) operation variables together with
their appropriate management shall be supported.

The allowed values of all state variables for a given class of operation shall always be defined by the modulus
operation. For Class A operation, the modulus equals 2.
114114 Lower Layer Management Entity (LLME) establishment of a MAC connection

The procedure shall be performed as defined in EN 300 175-4 [4], clause 10.2 and EN 300 175-3[3], clause 8.1.1. The
following text together with the associated clauses define the mandatory requirements with regard to the present
document.

For alink to be established a suitable MAC connection is needed. If such one does not exist the LLME shall request it.

DLC

MAC_CON-req

MAC_CON-cfm

MAC

Figure 56: Establishment of a MAC connection initiating side
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Table 44: Values used within the MAC_CON-req primitive

Parameter Information within the parameter Normative action/comment

<<MCEI>> MAC Connection Endpoint Identifier |Refer to EN 300 175-4 [4],
clause 10.2.4.4

<<PMID>> Portable part MAC Identity (PMID)

<<CHO flag>> N N = Normal connection
Y (connection required for Connection
handover) is for further study

<<Old MCEI>> Not used Only needed for Connection handover
and Basic type connections

<< Cp required >> 0,1 Cp is optional.

<<Slot type>> full slot

<<Service type>> IPQR_error_correction Mandatory

<< up/down/sm/ss >> SS 11 (single bearer connection)

<<connection type>> Advanced

<< ECN >> 7 DLC requests an specific ECN value
(expedited connection)
See also EN 300 175-4 [4],
clause 10.2.4.2

Table 45: Values used within the MAC_CON-cfm primitive

Parameter Information within the parameter Normative action/comment
<<MCEI>> MAC Connection Endpoint Identifier |Refer to EN 300 175-4 [4],
clause 10.2.4.4
<<Connection type>> Advanced The type of the established connection
<< ECN >> 7 MAC confirms the ECN = 7 (expedited
connection)
See also EN 300 175-4 [4],
clause 10.2.4.2

The receiving side shall be informed about the action that has taken place in case it was successful by aMAC_CON-ind
primitive.

DLC

A

MAC_CON:-ind

MAC

Figure 57: Establishment of a MAC connection receiving side
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Table 46: Values used within the MAC_CON-ind primitive

Parameter Information within the parameter Normative action/comment
<<MCEI>> MAC Connection Endpoint Identifier |Refer to EN 300 175-4 [4],
clause 10.2.4.4
<<PMID>> PMID
<<CHO flag>> N N = Normal connection
Y (connection required for Connection
handover) is for further study
<< C required >> 0,1 Cp is optional
<<Slot type>> full slot
lpor_error_correction Mandatory
<< up/down/sm/ss >> Ss 11 (single bearer connection)
<< Connection type >> Advanced
<< ECN >> 7 MAC indicates that this is an ECN = 7
expedited connection (see also
EN 300 175-4 [4], clause 10.2.4.2)
11.4.1.2 Exceptional cases
114121 Timer P<DL.07> expiry

If aRR response is received with the NLF bit set to "0" or containing errors the LAPC entity shall discard it. If the peer
finds errorsin thel_frame, response shall not be generated. In both cases timer P<DL.07> shall expire. An action shall
be taken according to EN 300 175-4 [4], clause 9.2.3.1.

11.4.1.2.2 Receipt of a request for link release

If DL_RELEASE-req primitive isreceived timer P<DL.07> shall be stopped. Class A link release procedure shall be
performed (see clause 9.3).

11.41.2.3 Receipt of an indication for a connection release

Timer P<DL.07> shall be stopped, al outstanding data shall be discarded, and, the NWK layer shall be informed for the
MAC failure by DL_RELEASE-ind primitive.

11.4.2 Class A Acknowledged Information transfer

The procedure shall be performed as defined in EN 300 175-4 [4], clauses 9.2.3.2 t0 9.2.3.6. The following text together
with the associated clauses define the mandatory requirements with regard to the present document.

The following cases, depending on the frame which confirms the reception of the frame-request, shall be supported:
. acknowledgement with an |_frame;

. acknowledgement with an RR_frame.
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11.4.2.1 Acknowledgement with an |I_frame
PT FT

V(S)|V(R) [V(A) V(S)| V(R) [V(A)
X |Y | X |t Y | X |Y

_frame

>

X+1| Y | X Y [ X+l Y

|_frame

<

X+1| Y+1| X+1 Y+1 | X+1 | Y

NOTE 1: During the calculation of the variable's values the assumptions have been made that the |_frame sent by
PT is not used for acknowledgement of previous received I_frames and, both frames are not
re-transmission.

NOTE 2: A Class A acknowledged information transfer procedure is considered as successful for the Initiator when
in case N(S) is sent and N(R) is received the next equation is valid: (N(S)+1)mod2=N(R).

NOTE 3: The I_frame sent by the FT is assumed to be acknowledged as well (not indicated in the figure).

NOTE 4: The case when FT initiates differs only in the notations.

Figure 58: Class A acknowledge information transfer by |_frame, PT initiated

Table 47: Values used within the I-Frame sent by the PT(FT)

Field Paramete_r within Standa}rd values within Normative action/comment
the field the field/parameter
<<Address-field>>
<NLF> 0
<LLN> 1 Class A operation
<SAPI> 0 Connection oriented
<C/R> 0 From PT
1 From FT
<RES> 1
<<Control-field>>
<N(R)> =V(R) In |_frame transmitter
<p> 0 Ignore
<N(8)> =V(S) In |_frame transmitter
<<Length-indicator-
field>> <Li> 1..63 Higher layer info length
<M> All
<N> 1 No extended length field. If "0" the frame
may be discarded
<<Information field>> All relevant Higher layer information
<<Fill field>> 11110000B Ignore. 0 to 4 such octets may be included
in case for the Cg logical channel
<<Checksum field1>> All
<<Checksum field2>> All
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PT FT
V(S)|V(R) [V(A) V(S)|V(R) V(A)
X Y % Y X Y
|_frame >
X+l Y X RR_frame Y XY
X+1|Y X+1

NOTE 1: During the calculation of the variable's values an assumption has been made that the |_frame sent by PT
is not used for acknowledgement of previous received |I_frames and is not a re-transmission.

NOTE 2: A Class A acknowledged information transfer procedure is considered as successful for the Initiator when
in case N(S) is sent and N(R) is received the next equation is valid: (N(S)+1)mod2=N(R).

NOTE 3: The case when FT initiates differs only in the notations.

Figure 59: Class A acknowledge information transfer by RR_frame

The values used within the { |-Frame} shall be the same asin the case Acknowledgement with an |_frame,

(seetable 47).
Table 48: Values used within the {RR-Frame} S-format message
Field Paramete_r within Standa}rd values within Normative action/comment
the field the field/parameter

<<Address-field>>
<NLF> 0
<LLN> 1 Class A operation
<SAPI> 0 Connection oriented
<C/R> 0 From FT

1 From PT

<RES> 1

<<Control-field>>
<N(R)> =V(R) In RR-frame transmitter
<P/F> 0 Ignore
<SS> 0
<KERS 1 Constant

<<Length-indicator-

field>> <Li> 0 No higher layer information
<M> 0
<N> 1 No extended length field. If "0" the frame

may be discarded
<<Checksum field1>> All
<<Checksum field2>> All
11.4.2.3 Class A acknowledged information transfer with segment reassemble

If procedure 11.4.5 "Handling of NWK layer messages longer than 63 octets" is not supported the following provisions

shall apply:

If an implementation supporting longer messages wants to access an implementation which does not support
segmentation, the last shall act as follows:

. acknowledge the receipt of each error free, in sequence segment;
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. do not store any segment after the first;

e  delivertoitsown NWK layer only the first segment.

11.4.2.4 Associated procedures
11.4.24.1 Timer <DL.04> management
DL.04>: re transmission timer;
value: refer to EN 300 175-4 [4], annex A,
start: al_frameistransmitted;
stop: on receipt of: an acknowledgement for that frame; a DL_RELEASE-req primitive indicating

"abnormal”; aMAC_DIS-ind primitive.

11.4.2.4.2 Re-transmission counter management

Refer to clause 11.4.1.1.2.

11.4.2.4.3 Multiple frame operation variables management
Refer to clause 11.4.1.1.3.

11.4.2.5 Exceptional cases

11.4.25.1 Timer <DL.04> expiry

Refer to EN 300 175-4 [4], clause 9.2.3.6.
An errored or erroneous |-frame shall be discarded and therefore shall not generate peer response.

An errored or erroneous frame-acknowledgement shall be discarded and timer <DL.04> shall not be stopped.

PT FT
V(S)|V(R) [V(A) V(S) |V(R) [V(A)
XY [X |_frame Y | X Y
DL.04 >
X+1| Y X
|_frame
|Note 1 >

NOTE 1: The |_frame is re-transmitted only if N250<max.value.

NOTE 2: During the calculation of the variable's values an assumption has been made that the I_frames sent are
not used for acknowledgement of previous received I_frames and the first one is not a re-transmission.

NOTE 3: The case when FT initiates differs only in the notations.

NOTE 4: The contents of the retranslated frame will be exactly the same as the first one.

Figure 60: Timer <DL.04> expiry

The values used within the {I-Frame} shall be the same as in the case acknowledgement with an |_frame (see table 47).

ETSI



136 ETSI TS 102 939-1 V1.1.1 (2013-04)

11.4.2.5.2 Receipt of a request for link release

On receipt of a DL_RELEASE-req after an |-frame has been transmitted timer <DL.04> shall be stopped and class A
link release procedure (see clause 9.3) shall be performed.

11.4.2.5.3 Receipt of an indication for a connection release

On receipt of an indication from the MAC layer for arelease meaning either a bearer release started by the MAC layer
or abearer release resulting from alink release initiated by the peer, the timer <DL .04> shall be stopped and class A
Link release procedure (see clause 9.3) shall be performed.

11.4.2.5.4 DLC wants to make a connection handover

See class A basic connection handover procedure given in clause 9.7.

11.4.3 Class A link release

The procedure shall be performed as defined in EN 300 175-4 [4], clauses9.2.3.7,9.2.7.1.2, 10.2.2, and 10.4.1,
EN 300 175-3[3], clause 8.1.6, and EN 300 175-5 [5], clause 17.9. The following text together with the associated
clauses define the mandatory requirements with regard to the present document.

The procedure for Class A link release isinitiated on receipt of aDL_REL EASE-req primitive (see clauses 8.37
and 8.38) or aMAC_DIS-ind primitive.

On receipt of aMAC_DIS-ind primitive DLC shall release the link.

A link release procedureis qualified as "normal” if no outstanding I-frames or outstanding DL_DATA-req primitives
have been discarded before the link has been released.

Evenif inthe DL_RELEASE-req primitive a"normal" link release has been requested, the DLC layer might be unable
to process al outstanding data. If any outstanding I-frames or DL_DATA-req primitives were or have to be discarded
the release is qualified as "abnormal" and the resulting "abnormal" release mode shall be indicated in the
DL_RELEASE-cfm and DL_RELEASE-ind primitives respectively.

11.43.1 Associated procedures

11.4.3.1.1 LLME U-plane release
The procedure shall be performed as defined in EN 300 175-4 [4], clause 10.4.2.

11.4.3.1.2 LLME release a MAC connection
The procedure shall be performed as defined in of EN 300 175-4 [4], clause 10.2 and EN 300 175-3 [3], clause 8.1.6.

11.4.4 Class A link re-establishment

The procedure shall be performed as defined in of EN 300 175-4 [4], clause 9.2.3.8 and EN 300 175-5 [5], clause 17.8.
The following text together with the associated clauses define the mandatory requirements with regard to the present
document.

A class A link may be re-established at any time using the procedure for class A link establishment, (see clause 11.4.1).
All outstanding DL_DATA primitives and I-frames shall be discarded, and all link variables shall be reset.

Alternatively an implementation is permitted to release the link after receipt of an I-frame with NLF flag set to "1".

A link shall not be re-established whilst in the "RELEASE-PENDING" state, see EN 300 175-5[5], clause 14.2.7.
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11.4.5 Handling of NWK layer messages longer than 63 octets

Both PT and FT shall be able to handle NWK layer messages longer than 63 octets. Longer than 63 octets messages
shall be segmented at DL C sending side and re-assembled in DLC receiving side as specified in EN 300 175-4 [4],
clause 7.7.2.

11.5 U-plane frame transmission procedures

11.5.1 DLC U-plane transmission Class 1

11511 General

The general provisions given in EN 300 175-4 [4], clause 14.3.1 and clause 14.3.3 shall be followed.

11.5.1.2 Sending side procedure

The procedure shall be performed as defined in EN 300 175-4 [4], clause 14.3.3.1.

11.5.1.3 Receiving side procedure

The procedure shall be performed as defined in EN 300 175-4 [4], clause 14.3.3.2 with the following specific
provisions:

e  Thevalue of timer L(R) shall be set as equal to the MAC packet lifetime.

. Timer L(R) shall be understood as running with the absolute TDMA frame counter. This timer shall not be
stopped if the connection is suspended.

11.6 Lc frame delimiting and sequencing service

11.6.1 Cs channel fragmentation and recombination

The procedure shall be performed as defined in EN 300 175-4 [4], clauses 6.1.2, 6.1.3, 6.1.4 and 6.1.4.2. The following
text together with the associated clauses defines the mandatory requirements with regard to the present document.

The complete frame shall be fragmented into 5 octet fragments.

11.6.2 Cg channel fragmentation and recombination

The Cr channel shall be operated according to the procedures defined in EN 300 175-4 [4], clauses 6.1.2, 6.1.3, 6.1.4

and 6.1.4.1. The following text together with the associated clauses defines the mandatory requirements with regard to
the present document.

The complete frame shall be fragmented into 8 octet fragments.

11.6.3 Selection of logical channels (Cs and Cg)

The selection of the Cr instead of the Cg channel for Lc operation, shall be done according to the conditions defined in
EN 300 175-4 [4], clause 10.2.5.

If both sides have indicated that they support C channel (see 10.3.2.2.1 for the FT and 12.3 for the PT) all C-plane
transmission shall take place on the C channel.
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Broadcast Lb service

11.7.1 Normal broadcast

The procedure shall be performed as defined in EN 300 175-4 [4], clauses 6.2.1, 8.3.3.1, 9.4.1.1 and 9.4.1.2 and
EN 300 175-3 [3], clause 8.2.1. The following text together with the associated clauses defines the mandatory
requirements with regard to the present document.
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Short frame format (frame length = 3) and full frame format (frame length = 5) are required to be supported.

PT

FT

NWK

NWK

DL_BROADCAST-inC#

L BROADCAST-req

DLC

DLC

MAC PAGE-ind

A 4

MAC PAGE-req

MAC

<—

MAC

Figure 61: Normal broadcast

Table 49: Information used within the DL_BROADCAST-req primitive

Parameter

Information within the parameter

Normative action/comment

<< Cluster address list >>

All cluster/an integer

<< Message unit length >>

3, 5 octets

Short and full frame format are required
to be supported. (It is assumed that the
RFP will support some NG-DECT service
that may use full format paging)

<< Message unit >>

From the NWK layer

Table 50: Information used within the MAC_PAGE-req primitive

Parameter

Information within the parameter

Normative action/comment

<< cluster ID >>

All clusters/an integer

<< page type >> Normal "fast" (LCE paging) is not required to be
supported

<< length of page field >> 0, 20 or 36 zero length, short and full paging formats

<< long flag >> N/A Long paging formats (length of page field

> 36) does not need to be supported.

<< SDU >>

The data from the << Message unit >>
received in the DL_BROADCAST-req
primitive.
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Table 51: Information used within the MAC_PAGE-ind primitive

Parameter Information within the parameter Normative action/comment
<< length of page field >> 20 or 36
<< long flag >> N/A Long paging formats (length of page field

> 36) does not need to be supported.

<< SDU >> The LCE page SDU

Table 52: Information used within the DL_BROADCAST-ind primitive

Parameter Information within the parameter Normative action/comment
<< Message unit length >> 3, 5 octets Short and full formats
<< Message unit >> The data from the << SDU >> from
the MAC_PAGE-ind primitive.

11.8 LU13 Enhanced Frame RELay service with CRC (EFREL-
CRC)

The procedure shall be performed as defined in EN 300 175-4 [4], clause 11.15. The following text together with the
associated clauses defines the mandatory requirements with regard to the present document.

The packet received from the U-plane application layer shall be the LU13 SDU.

A 32 bit CRC shall be added at the end of the LU13 SDU as described in EN 300 175-4 [4], clause 11.15.2, second
bullet. The 32 bit CRC shall be identical to the B-CRC defined in EN 300 175-3 [3], clause 6.2.5.5.

Only the 32 hit CRC option defined in EN 300 175-4 [4] is supported by the present document.

The reverse procedure shall be done at the receiving side.

In case of wrong CRC decoding, the packet shall be discarded and an error notification shall be sent to higher layer.
The standard delivery mode (see LU10 description) shall be used.

The maximum LU13 SDU size that shall be supported is defined in clause B.2.1.

The maximum SDU sizein use at agiven time may be configured by means of C-plane procedures. See clause B.2.1.

All provisions applicable to the LU10 processing, underlying layers and the transport protocol are given in Service
[ULE1-D.3].

Only one instance of LU13 shall be supported between the same PT-FT pair:

e  Thesupport of multiple instances of LU13 isfor further study.

11.9  Encryption switching

11.9.1 MAC layer encryption switching

This procedure refers to the activation or deactivation of the MAC layer encryption (see for instance EN 300 175-3 [3],
clause 6.2.3). For activation of the CCM encryption, see clause 11.9.2.

The procedure shall be performed as defined in EN 300 175-4 [4], clause 10.6, EN 300 175-7 [7], clauses 6.5.3 and
6.4.6 and EN 300 175-3 [3], clause 6.2.3. The following text together with the associated clauses defines the mandatory
requirements with regard to the present document.

The procedure for encryption deactivation is not required to be supported since a new connection is always established
in clear mode. Therefore any connection or link release implies encryption deactivation.

The encryption deactivation is mandatory only if service [ULE1-D.11] is supported.
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11.9.1.1 Associated procedure

119.1.1.1 Providing Encryption key to the MAC layer
On receipt of the DCK inaDL-ENC_KEY -req primitive the DLC shall transmit it to the MAC layer.

A record shall be kept for the active (the one used for the current encryption) DCK for use in case of connection
handover.

11.9.1.2 Exceptional cases

11.9.1.2.1 Encryption fails

An encryption attempt which fails means the desired " Crypted” mode is not achieved. If the MAC fails to switch from
clear to encrypted mode the connection is released and the DLC layer isinformed by aMAC_DIS-ind primitive. At the
peer side thisindication shall arrive as aresult of the connection release.

11.9.1.2.2 Connection handover of ciphered connections

Connection handover isfor further study and not supported by this revision of the present document.

11.9.2 CCM encryption switching

When aDLC LU14 instance (DL C layer U-plane service with CCM) is created, avalid derived cipher key stored under
the cipher key nr. associated to CCM should exist. Such derived cipher key has had to be created using a MM process:

. The key shall be automatically retrieved from NWK layer MM and transferred to the CCM engine associated
to the LU14 instance for use as encryption key.

o If the key is not available, the LU14 instance cannot be created.
LU14 links shall be CCM encrypted from the first SDU.

When the DLC service operates in both ways (consisting either on a bi-directional link or two unidirectional links), the
same key shall be used in both directions.

There is not a procedure for CCM encryption de-activation.

Thereis not a procedure for CCM re-keying. If thisis required, the link may be dropped and a new one may be set up.

11.10 CCM/AES encryption

11.10.1 CCM Authenticated Encryption
The procedure shall be performed as described in EN 300 175-7 [7], clause 6.6.2.
The Initialization Vector shall be computed as described in EN 300 175-7 [7], clause 6.6.2.3.

11.10.2 CCM activation at Virtual Call setup

The CCM Authenticated Encryption shall start automatically when aLU14 DLC link is created. This happens when a
Virtual call invoking this serviceis setup or resumed at NWK layer.

All LU14 U-plane transfer shall be CCM encrypted starting by the first SDU.

An unused Derived Cipher Key (DCK) generated by a PT authentication process and identified asa CCM Key, should
exist before the creation of a LU14 instance. Otherwise the link setup and the associated Virtual Call setup should fail.

. The provisions given in EN 300 175-7 [7], clause 6.3.7.1 shall apply in this case.

ETSI



141 ETSI TS 102 939-1 V1.1.1 (2013-04)

. CCM sequence number shall be handled as described in EN 300 175-7 [7], clause 6.6.2.4. Both, the CCM
sequence number and the DL C sending sequence number shall be set to 0" at the activation of the LU14
instance after the NWK layer Virtual Call setup or resume procedure.

CCM Sequence resetting and re-keying procedures without creating a new link are for further study.

11.10.3 Cipher keys for CCM

Keys used by shall be Derived Cipher Keys (DCK) of 128 bits and are generated by a PT authentication process, as
described in EN 300 175-7 [7], clause 6.2.3.

The Derived Key to be used for CCM shall use the <Cipher Key nr>="9". Thisvalue shall be used in IE <<Auth-
type>> and <<Cipher-Info>> associated to CCM keys.

The provisions for single use of the Keys givenin EN 300 175-7 [7], clause 6.2.3.1 shall apply.

12 NWK layer procedures

12.1  Simplified NWK layer control procedures for ULE phase 1

In ULE phase 1, asimplified CC control model is used. Such model is based on the concept of a PV C (Permanent
Virtual Circuit) controllable by means of Service Change operations.

12.1.1 General pre-requisites

The CC transaction value number 5, FT initiated, is reserved and shall not be used by any other service. Thistransaction
number represents the ULE PV C.

ULE PT and FT shall support a DECT MAC service call with capacity to carry C-plane NWK messages. However, it
does not need to be necessarily the same MAC connection that carries the ULE traffic. Network messages to control
ULE PVC may be carried over any circuit mode MAC connection, such as the one used to set up a Service Call.

12.1.2 Creation of the ULE PVC and states

When a ULE phase 1 PP isregistered in a phase 1 RFP, a CC transaction with transaction value 5 (FT initiated), is
automatically created without any CC operation.

Such CC transaction may only have two states:
. Connected and NWK suspended
o Connected and NWK resumed

NOTE: The states"NWK suspended” and "NWK resumed” refersto the NWK layer suspend and resume
mechanism (as described in EN 300 175-5 [5], clause 9.6.4) and should not be confused with the MAC
suspension and resume. Since both types of operations are used in the present document, the terms "NWK
suspend” or "NWK resume” are used when referring to the NWK operations, except when it can be easily
inferred from the context.

When the state is "NWK suspended"”, thereis neither link nor MBC associated to the CC transaction.

When the state is"NWK resumed”, thereisaDLC LU link and aMAC MBC associated to the CC transaction. NWK
resumed stated does not imply physical layer activity since the MAC MBC may be either MAC suspended or MAC
resumed.

12.1.2.1 State diagram

Figure 62 shows the two possible states of the transaction and the possible operations.
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Mobility Management
Consumes a CCM DCK from MM (if LU14)

DCK for CCM

CC Service change “resume”

CC Service change NWK CC Service change
“other” suspended “other”

CC Service change “suspend”

Figure 62: States and allowed transitions of the CC transaction

The ULE transaction only supports the CC operation " Service Change" by means of the message{ CC Service Change}
and its two possible replies { CC-Service Accept} and { CC-Service Reject} .

Any other CC message over this transaction shall be ignored.
Only the following three operations are possible:

. Service Change "NWK resume"

. Service change "NWK suspend"

. Service change "other"

12.1.2.2 Creation of the transaction

The transaction is a\ways created (at registration) with the state NWK suspended. Transition between states is done by
means of Service change CC operations as described in clause 12.1.3.

When the transaction is created, the default parameters given in clause 12.1.3.8 shall apply.

NOTE: Thenormal state of the transaction is normal ULE operation is NWK resumed.

12.1.3 Allowed CC Operations over the ULE transaction

The ULE transaction only supports the CC operation " Service Change” by means of the message { CC Service Change}
and its two possible replies { CC-Service Accept} and { CC-Service Reject} .

Any other CC message over this transaction shall be ignored.
Only the following three operations are possible:

. Service Change "NWK resume"

. Service change "NWK suspend"

. Service change "other"

Each operation shall use the message { CC Service Change} and one of its possible replies { CC-Service Accept} (if
successful) and { CC-Service Reject} (if unsuccessful).

The operations Service Change "NWK resume" and Service Change "NWK suspend" change the state of the CC
transaction between the two possible states. They may also transfer parameters.

The operation Service Change "other" does not change the state and only transfers parameters.
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12.1.31 Service Change "NWK resume"

This operation changes the state of the CC transaction from "NWK suspended” to "NWK resumed"”.

This operation should always be invoked for any ULE activation (since the ULE CC transaction is always created in
suspended state).

12.1.3.1.1 Pre-requisite:

The following pre-requisite applies if the required DLC serviceis LU14:

e A suitable (unused) Derived Cipher key for CCM shall exist before the completion of the CC Service Change
operation (i.e. before the responding side sends the { CC-Service-Accept} response). Such Derived Cipher Key
will be the key for LU14 and is consumed in the operation.

In the case of FP-initiated "NWK resume”, the FP shall ensure that a valid cipher key exists before sending the { CC-
Service-Reguest} message.

In the case of PP-initiated "NWK resume”, the FP shall ensure that a valid cipher key exists before responding with the
{ CC-Service-Accept} message. If required, the FP shall generate the Derived Cipher Key for CCM by invoking of the
Authenticate PP procedure (see EN 300 444 (GAP) [9], clauses 8.24 and 8.45.7).

If the CCM Derived Cipher key does not exist and can not be generated, the resume operation shall fail (the response
{CC-Service Reject} shall be used) and the state shall remain as "NWK suspended".

12.1.3.1.2 Coding of the operation messages

This operation is coded as follows:
o Initiating message { CC Service Change}
. Possible replies { CC-Service Accept} and { CC-Service Reject}
. Transaction value : 5, FT originated

° The |Es << SERVICE-CHANGE-INFO >> and << CONNECTION-IDENTITY >> shall be included and
coded as follows

Table 53: Mandatory IEs and their values used within the {CC-SERVICE-CHANGE} and
{CC-SERVICE-ACCEPT} message

_ Field within the Stand_ard \_/alues W_ithin _ _
Information element information element the field/information Normative action/comment
element
Protocol Discriminator 0011 Call control
Transaction Identifier Flag 0-1 The transaction is assumed to be
FT originated

Transaction value 101 "5"

<< SERVICE-CHANGE-

INFO >>
< Ext3 > 1 Octet 3a not used
< Coding standard > 00 DECT standard coding.
<M> 0/1 Initiating/Receiving side is master.
< Change Mode > 1001 "Resume"
<A> 000 Not Applicable
<R> 0 Do not reset state variables, this

parameter may be ignored

<B> 000 Not Applicable

<< CONNECTION-

IDENTITY >>
< U Plane link identity > 0 unnumbered U-plane link
< Connection identity > 1111 ECN=7
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In addition to the two mandatory |Es, the message may also carry any of the IEs allowed in clause 12.1.3.4.
12.1.3.1.3 Actions after a successfully CC Service Change "NWK resume" operation

12.1.31.2.1 DLC layer

After a successfully CC Service Change "NWK resume” operation, a DL C U-plane link (LU) shall be created at both
peers. The LU shall be LU13 or LU14 according to the parameter currently set for the transaction. Since the default
parameter is LU14 (see clause 12.1.3.5) the LU shall be LU14 unless the LU parameter has been changed by means of a
previous or a simultaneous insertion of the IE <<Call attributes>>.

The DLC and CCM sequence numbers shall beinitialized to "0" asindicated in EN 300 175-4 [4], clause 11.16.2.5.

The Derived Cipher key for CCM generated by the MM (which should exist) shall be used inthe LU14 (and is
consumed in the operation).

12.1.3.1.2.2 MAC layer
A MAC MBC with ECN = 7 and suitable for expedited operations shall be created or associated to the transaction.
a) If suchMBC (ECN =7) exigts, it shall be associated to the transaction with its existing MAC parameters.

b) If suchMBC (ECN = 7) does not exist, it is created at both sides with the default parameters givenin
clause 12.1.3.8, without the exchange of any MAC message.

The mechanism described as case b) is named "logical connection setup - implicit procedure” (see aso clause 10.7.1.3).

NOTE: Thisisthe normal MBC creation mechanismin ULE phase 1.

12.1.3.2 Service Change "NWK suspend"
This operation changes the state of the CC transaction from "NWK resumed” to "NWK suspended".
This operation may be invoked only if needed.

NOTE: A possible reason for the use of the "NWK suspend" operation is the need to reset the DLC link.

12.1.3.2.1 Pre-requisite:
Not applicable.
12.1.3.2.2 Coding of the operation messages

This operation is coded as follows:
. Initiating message { CC Service Change}
. Possible replies { CC-Service Accept} and { CC-Service Reject}
. Transaction value : 5, FT originated

. The |Es << SERVICE-CHANGE-INFO >> shall be included and coded as follows
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Table 54: Mandatory IEs and their values used within the {CC-SERVICE-CHANGE} and
{CC-SERVICE-ACCEPT} message

. L Standard values within
Information element . Field V.Vlthm the the field/information Normative action/comment
information element
element
Protocol Discriminator 0011 Call control
Transaction Identifier Flag 0-1 The transaction is assumed to be
FT originated
Transaction value 101 "5"
<< SERVICE-CHANGE-
INFO >>
< Ext3 > 1 Octet 3a not used
< Coding standard > 00 DECT standard coding.
<M> 0/1 Initiating/Receiving side is master.
< Change Mode > 1000 "Suspend"
<A> 000 Not Applicable
<R> 0 Do not reset state variables, this
parameter may be ignored
<B> 000 Not Applicable

In addition to the mandatory | Es, the message may also carry any of the IEs allowed in clause 12.1.3.4.

NOTE: When additional 1Es are exchanged, and the operation is successful, the parameters carried in these |IEs

are immediately set into the transaction, even if the resulting state is "NWK suspended”. Some of such
parameters will only be used after a subsequent resume.

12.1.3.2.3 Actions after a successful CC Service Change "NWK suspend" operation

12.1.3.2.31 DLC layer

DLC LU entity isreleased.

12.1.3.2.3.2 MAC layer
Case A: If the CC message was carried by a different MBC to the one associated to the transaction.

. The CC operation is completed and the MAC MBC associated to the transaction (with ECN = 7) isreleased at
both peers without any further signalling operation.

NOTE: Thisisthe normal intended operation in ULE phase 1.
Case B: If the CC message was carried by the same MBC that is associated to the transaction.
e  The CC operation is completed, and then the MAC bearer is released using MAC normal release (not
expedited) procedures.

12.1.3.3 Service Change "other"

At any state, it is possible to perform service change operations that are neither suspend nor resume. They are used to
configure parameters of the PV C. The transaction state remains unchanged.

12.1.3.3.1 Pre-requisite:
Not applicable.
12.1.3.3.2 Coding of the operation messages

This operation is coded as follows:

. Initiating message { CC Service Change}
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e  Transaction value: 5, FT originated
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. The |Es << SERVICE-CHANGE-INFO >> shall be included and coded as follows

Table 55: Mandatory IEs and their values used within the {CC-SERVICE-CHANGE} and
{CC-SERVICE-ACCEPT} message

. Field within the | Standard values within . .
Information element . . the field/information Normative action/comment
information element
element
Protocol Discriminator 0011 Call control
Transaction Identifier Flag 0-1 The transaction is assumed to be
FT originated
Transaction value 101 "5"
<< SERVICE-CHANGE-
INFO >>
< Ext3 > 1 Octet 3a not used
< Coding standard > 00 DECT standard coding
<M> 0/1 Initiating/Receiving side is master
< Change Mode > 0000 "none"
The "none" value is used when
there is no state change
<A> 000 Not Applicable
<R> 0 Do not reset state variables, this
parameter may be ignored
<B> 000 Not Applicable

In addition to the mandatory | Es, the message may also carry any of the IEs alowed in clause 12.1.3.4.

12.1.3.4

Allowed parameters in any service change operation

The following parameters may be inserted in any service change operation. In al cases they will be transmitted in
addition to the mandatory IEs.

All |Es shall always be transmitted over the air in the standard DECT order, asindicated in EN 300 175-5 [5],
clause 6.3.1.

For FT initiated operations, the PT shall repeat the parameters sent by the FT. If the FT istrying to set an optional value
of aparameter that the PT does not support, it is allowed for the PT to reject the operation. The release reason | E with
the code '06'H (service not implemented) shall be inserted in the { Service Reject} message.

For PT initiated operations, the parameters sent in the PT => FT direction have the nature of suggestion. The FT hasthe
choice to reject the operation and start an FT initiated Service Change with its own parameters. The release reason |IE
may be inserted in the { Service Reject} message.

If the << ULE-MAC-CONFIGURATION-INFO >> |E is used in arequest message sent by the PT, it shall be coded
with control = 0 and no descriptors shall be sent.

After asuccessfully operation, the parameters carried in these |Es are immediately set into the transaction, even if the
resulting state is "NWK suspended”. However some of such parameters will only be used after a subsequent resume.

Before or in absence of any Service change operation changing parameters, the default parameters givenin
clause 12.1.3.5 shall apply.

ETSI



147

ETSI TS 102 939-1 V1.1.1 (2013-04)

Table 56: Optional parameters that may be used in the {CC-SERVICE-CHANGE} and
{CC-SERVICE-ACCEPT} message in any CC Service change operation

Information element

Field within the
information element

Standard values within
the field/information
element

Normative action/comment

<< ULE-MAC-
CONFIGURATION-INFO >>

Control

0-1

O=de-allocates all channels,

1= append new channel

Control value =0 shall also be used
in the PT=>FT message

Paging descriptors

All

All values may be used. The
number of combinable paging
descriptors is limited to 2

Paging descriptors shall be
inserted only in the message sent
in FT => PT direction

<< TRANSIT-DELAY >>

Overall DECT system
maximum Delay

Any

Overall DECT system maximum
delay is not used and shall be
ignored. It is recommended to code
it with the same value as next
parameter” overall MAC layer
maximum lifetime"

overall MAC layer
maximum lifetime

1-1 008 frames

Codes the overall MAC layer
maximum lifetime

<< WINDOW-SIZE >>

Protocol Version

Window size value 8-128 The same window size is used in

(PT => FT, used for both directions.

both directions) All other parameters in the IE are
not used
Only values 8, 16 and 32 are
mandatory to support. All others
are optional

<< IWU-ATTRIBUTES >> Coding Standard '01'B Profile defined coding

Profile '10000'B ULE profile

Negotiation indicator '100'B Exchanged parameter negotiation

Profile subtype '‘0000'B ULE Part 1 transparent
Interworking

IWU function at FP '0000001'B transparent routing

ULE Application ‘0000000'B undefined protocol

Protocol Identifier '‘0000001'B ULE Functional application protocol

"IXXXXXX'B #1

Proprietary ULE protocols

ULE Application all Coding specified by the application

protocol

Maximum MTU/SDU

8 - 65532 octets (coded

Maximum size of the SDU (and

size as 16383) MTU) All values above 500 are
optional to support
EMC all EMC code for discriminating

proprietary protocols
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Information element

Field within the
information element

Standard values within
the field/information
element

Normative action/comment

<< CALL-ATTRIBUTES >>

Coding Standard

0

DECT standard coding

NWK layer attributes

'0100'B (ULE part 1)

ULE part 1

C-plane class

'010'B, (Class A link), or
'111'B (no C-plane)

No C-plane mandatory (see note)
Class A link, optional

C-Plane routing

'0000'B (Cs only),,
'0010'B Ck (preferred),
'1111'B (no C-plane
routing)

No C-plane mandatory (see note).
Cs and Cr optional

U-Plane symmetry

1

Symmetric

LU identification

'0001101'B (LU13),
'0001110'B (LU14)

LU14 mandatory, LU13 optional
(except for markets where LU14 is

not allowed)
U-Plane Class '010'B Class 1
FU-Type symmetry 1 Symmetric
U-Plane frame type '1001'B (FU10a/d, CRC [FU10a/FU10d CRC-32 bit (only
and options (if LU is 32 bit) combination supported)

LU13)

U-Plane frame type
and options (if LU is
LU14)

'1001'B (FU10a/d)

FU10a/FU10d (only combination
supported)

NOTE:

No C-plane refers to the case when the MAC connection associated to the PV C does not have the

capability to transport C-plane higher layer messages and does not have its own DLC C-plane entity. In
such a case, the C-plane higher layer messages may be transported over other MAC connections (that
may be associated to other CC transactions). Thisis the normal modein ULE phase 1.

12.1.3.5

Default parameters

The ULE PV C transactions are created with the following default parameters, which shall apply unless changed by any

Service Change operation.

Table 57: Default parameters for ULE PVC transactions

Information element

Field within the
information element

Default values

Normative action/comment

<< ULE-MAC-

CONFIGURATION-INFO >>

Paging descriptors

No paging descriptor
allocated

<< TRANSIT-DELAY >>

Overall DECT system
maximum Delay

Not applicable

(PT => FT, used for
both directions)

overall MAC layer 7 7 frames = 70 ms.
maximum lifetime
<< WINDOW-SIZE >>
Window size value 16 The same window size is used in

both directions. All other
parameters in the IE are not used
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Information element

Field within the
information element

Default values

Normative action/comment

<< IWU-ATTRIBUTES >>

Protocol Version

Coding Standard '01'B Profile defined coding

Profile '10000'B ULE profile

Negotiation indicator '100'B Exchanged parameter negotiation

Profile subtype '0000'B ULE Part 1 transparent
Interworking

Reserved bits '‘0000000'B shall be coded to '0'

ULE Application '0000000'B undefined protocol

Protocol Identifier

ULE Application ‘0’ Coding specified by the application

protocol

Maximum MTU/SDU
size

32 octets (coded as 8)

Maximum size of the SDU (and
MTU). Default value shall be
understood as bidirectional

<< CALL-ATTRIBUTES >>

Coding Standard

0

DECT standard coding

NWK layer attributes

'0100'B (ULE part 1)

ULE part 1

C-plane class

'111'B (no C-plane)

No C-plane is the default value for
ULE phase 1

C-Plane routing

"1111'B (no C-plane

No C-plane routing is the default

routing) value for ULE phase 1
U-Plane symmetry 1 Symmetric
LU identification '‘0001110'B (LU14) LU14 is the default value for ULE
phase 1
U-Plane Class '010'B Class 1
FU-Type symmetry 1 Symmetric

U-Plane frame type
and options (if LU is
LU14)

"1001'B (FU10a/d)

FU10a/FU10d (only combination
supported)

12.1.3.6

Initiating part of the Service Change operations

Service change operations may be initiated by any of the peers.

12.1.36.1

Rule for handling collisions

In case of collision of PT initiated and FT initiated operations, the FT shall reject the colliding PT initiated operation.
The release reason | E with the code '0C'H (collision) shall be inserted in the { Service Reject} message.

The PT shall continue processing the FT initiated operation.

12.1.3.7

Independence of other CC transactions.

The standard DECT rules apply regarding the use of Service Change CC operations and MM states.

Service change CC operations related to the ULE PV C (transaction 5 FT initiated) are orthogonal to the states of other
CC transactions that may exist in the PT-FT pair.

12.1.3.8

Default MAC parameters for implicitly created MBC

When a pair of MAC MBCsis created without exchange of MAC signalling, as result of the procedure described in

clause 12.1.3.1.2.2, case b), the following default MAC parameters shall be used.
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Table 58: Default MAC parameters in MBCs created without exchange of MAC messages after a
Service Change Resume operation

MAC parameter Default initial value comment
Type of connection Advanced
ECN 7
LBN Not applicable The MBC is always created in MAC

suspended state
Up/down/sm/ss '11'B Symmetric single bearer
Ser type lpor MAC Ipgr error correct
Max lifetime 7
Slot type Full Full slot
Ce 0 Cenot used
A-field modulation 2-level 2-level GFSK
B+Z field modulation 2-level 2-level GFSK
12.1.3.9 Paging descriptors in suspend and resume states

Paging descriptors for By, paging configured by means of << ULE-MAC-CONFIGURATION-INFO >> apply evenin
NWK suspend state.

Paging commands received over B\, when the PP isin "NWK resumed" state trigger aMAC resume using expedited
procedures as described in clause 10.10.

Paging commands received over B\, when the PP isin "NWK suspended” state shall be understood as orders to set up
the Service Call and performing a Service Change "resume" operation.

NOTE: MM procedures may also be executed, if needed, in order to generate a fresh key for CCM.

12.1.3.10  Negotiation rules
The following negotiation rules apply when exchanging parameters viaany CC Service Change operation:
<< ULE-MAC-CONFIGURATION-INFO >>
The descriptors are always set by the FT.
<< TRANSIT-DELAY >>,
<Overall MAC layer maximum lifetime>

The initiating side may propose anew value. The other side may accept it, or reply with the default value in the
response message.

<< WINDOW-SIZE >>

Theinitiating side may propose anew value. The other side shall accept it if it isin the range 8-32. Otherwise it may
reply with the default value in the response message. The value in the response message shall be the one to be used.

<<|WU-ATTRIBUTES >>
<ULE Application Protocol Identifier>
FT shall accept any value proposed by the PT
PT shall only accept valuesit really supports
< ULE Application Protocol Version >

Any value shall be accepted
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<Maximum MTU/SDU size >

FT shall accept any value proposed by the PT if it is < 500 octets. If the PT proposes a higher value and the FT does
not support it, it may reply with 500 and this will be the used value.

PT shall accept any value proposed by the FT that the PT may support. If thisis not the case, the PT may reply with
the highest value it may support (depending on the implemented application protocols).

<EMC >
Any value shall be accepted
<< CALL-ATTRIBUTES>>
< C-planeclass >, < C-planerouting >,
It isallowed to reply with the mandatory value (no C-plane), and this will be the value to be used.
< LU identification >

Itis allowed to reply with the mandatory value (LU14), and this will be the value to be used.

12.2  Other NWK layer procedures

12.2.1 Service call setup

The following text together with the associated clauses define the mandatory requirements with regard to the present
document.

12.2.1.1 Prerequisites

The service call shall be established only over a (circuit mode) basic MAC connection. The NWK messages associated
to this call shall be routed over its own (basic connection) MBC.

12.2.1.2 Procedure

The GAP outgoing call request procedure shall be used as defined in EN 300 444 [9], clause 8.2, with the following
replacement to the { CC-SETUP} message.

Table 59: Values used within the {CC-SETUP} message for service call

Information Field within the Standard values within the
element information element field/information element

<<Basic service>>

Normative action/comment

<Call class> '0011'B ULE Service call setup

12.2.2  Storing the Derived Cipher Key for CCM (DCK-CCM)

This procedure is required by the DLC Service [ULE1-D.12] "CCM/AES encryption”. It isrelated, but not exactly the
same, to the procedure " Storing the Derived Cipher Key (DCK)" (clause 8.27 of EN 300 444 (GAP) [9]).

In order to generate a Derived Cipher Key for CCM, the authentication of PT procedure of the feature [ULE1-N.3]
("Authentication of the PP") is executed with the modification noted in table 60 to the { AUTHENTICATION-
REQUEST} message.

The procedure may be either Authentication of PP using DSAA (clause 8.24 of [9]) or Authentication of PP using
DSAAZ2 (clause 8.45.7 of [9]). The strongest security is achieved with the Authentication of PP using DSAA2.

This procedure may be executed using either DSAA or DSAA2 agorithms. The procedure for authentication of PT
shall be executed as described in clause 8.24 when DSAA is used or as described in clause 8.45.7 when DSAAZ2 is used.
The strongest security is achieved with the Authentication of PP using DSAAZ2.
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The authentication a gorithm shall be the same in use for the execution of the FT authentication procedures.

The following modification shall apply in the message { AUTHENTICATION-REQUEST} sent by the FT.

Table 60: Replacement to {AUTHENTICATION-REQUEST} for storing the DCK for CCM (DCK-CCM)

Information _ Field v_\/|th|n the Stand_ard valu_es within the Normative action/comment
element information element field/information element
<<Auth-type>>
<UPC> 1 Store the new DCK
<Cipher key number> 9 See EN 300 175-7 [7], clause 6.2.3

For the other contents of the { AUTHENTICATION-REQUEST} message, refer to table 39 of EN 300 444 (GAP) [9]
(clause 8.24) if DSAA isused or to table 82 of EN 300 444 [9] (clause 8.45.7) if DSAA2 is used.

12.3  Terminal capabilities and FP broadcasts

12.3.1 Terminal capability indication

The PP shall be able to send the <<Terminal capability>> information element and the FP shall be able to receiveit at
least in { ACCESS-RIGHTS-REQUEST} and when location registration is supported in the { LOCATE-REQUEST}.
The following text together with the associated clauses define the mandatory requirements with regard to the present
document.

Terminal capability indication shall be done as defined in clause 8.17 of EN 300 444 [9] (GAP) with the following
content in the <<Terminal capability>> information element.

Table 61: Values used within the <<TERMINAL CAPABILITY>> information element

Information Field within the Standard values within the N . .
. - S - ormative action/comment
element information element field/information element
<<Terminal
capability>> <Slot type capability> "xxx1xxx"B Full slot supported (all others optional)
<Profile indicator_1> "XXXXXXX'B GAP and/or PAP supported or not
X=[0,1] supported (see note 1)
<Profile indicator_4> "XXXXXXX"B Support or not support of C¢ channel
X=[0,1] (see note 1)
<Profile indicator_4> "XX1xxxx"B lpg services supported
<Profile indicator_5> "XXXXXx1"B 2-level modulation scheme supported
(B+Z field)
<Profile indicator_5> "XXIXxxX"B 2-level modulation scheme supported
(A field)
<Profile indicator_6> "XXXxxX"B PT with fast hopping radio or not (see
X=[0,1] note 1)
<Profile indicator_7> "XXXXXXX"B Support or no support of "Re-keying"
X=[0,1] and "default cipher key early
encryption mechanism" (see notes 1
and 2)
<Profile indicator_7> "XXXXXXX'"B Support or no support of NG-DECT
X=[0,1] Part 1: Wideband voice supported
(TS 102 527-1 [i.6] and note 1)
<Profile indicator_7> "XXXXXXX"B Support or no support of NG-DECT
X =[0x,11] Part 3: Wideband voice supported
(TS 102 527-3 [13] and note 1)
<Profile indicator_9> "Xxx1xx"B Support for DECT ULE phase 1
DSAA2 (Octet 5) [0,1] Support (or not support) of the DSAA2
(see EN 300 175-7 [7] and notes 1
and 2)
DSC2 (Octet 5) [0,1] Support (or not support) of the DSC2
(see EN 300 175-7 [7] and note 1)
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Information
element

Field within the

information element

Standard values within the
field/information element

Normative action/comment

NOTE 1: This bitis only set if the corresponding capability is supported.
NOTE 2: This capability is assumed as the default value (see table 62) if the <<TERMINAL-CAPABILITY>>
information element is omitted.

The capabilities in next able shall be assumed as default if the following fieldsin the <<TERMINAL CAPABILITY>>
information element are not present.

Table 62: Values assumed as terminal capabilities

Information _ Field Wlthln the St_and_ard valugs within the Normative action/comment
element information element field/information element
<<Terminal
capability>> <Slot type capability> "xxx1xxx"B Full slot supported
<Profile indicator_1> "Xxxxx0x'B GAP and/or PAP not supported
<Profile indicator_4> "XXx0xxx"B No support of Cg channel
<Profile indicator_6> "X0xxxx"B PT without fast hopping radio
<Profile indicator_7> "XXO0XxxX"B No support of "Re-keying" and
"default cipher key early encryption
mechanism"
<Profile indicator_7> "XXXxx0x"B No support of NG-DECT Part 1:
Wideband voice (TS 102 527-1 [i.6])
<Profile indicator_7> "xxxx00x"B No support of NG-DECT Part 3:
Extended Wideband voice
(TS 102 527-3 [13])
DSAA2 (Octet 5) 0 No support of the DSAA2
(see EN 300 175-7 [7])
DSC2 (Octet 5) 0 No support of the DSC2

(see EN 300 175-7 [7])

12.3.2 FP broadcasts

NOTE:

12.3.2.1

Higher layer information FP broadcast

This clause defines only the NWK layer content in the FP broadcast. See also clause 10.3.2.2.1 which
definesthe MAC layer content.

The FP and PT shall support the broadcast of Higher Layer capabilities as part of Qr MAC broadcast messages (see

clause 10.3.2.2).

The broadcast attributes are a small set of NWK layer and DLC layer capabilities (jointly known as "higher layer
capabilities") that shall be broadcast regularly as part of the MAC layer broadcast service. See EN 300 175-5[5],

annex F.

RFPs belonging to the same LA shall broadcast the same values of higher layer attributes (see EN 300 175-5 [5],
annex F) at any given time.

The PP shall be capable to read and interpret at least the following broadcast attributes codlings during locking
procedure. In the locked state the PP may assume them as static.

FP and PT shall support the following values of "Higher Layer capabilities’ information attributes.
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The Higher Layer capabilities Fixed Part Information field shall be used to indicate the support of the indicated features.
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Higher layer information in standard FP broadcast (Qh = 3)

Most bits are not specific of ULE part 1, but will be set in most RFPs due to the coexistence with voice services.

Table 63: Higher layer information attributes in standard FP broadcast (Qh = 3)

BIT Number Attribute Value Note
<agy> ADPCM/G.726 Voice service [0,1] If voice services are supported
<agg> GAP and/or PAP basic speech [0,1] If voice services are supported
<agg> DECT Standard Authentication 1 Mandatory to support
(DSAA) required
<agy> DECT Standard Cipher (DSC) 1 Mandatory to support
supported
<agg> Location registration supported 1 See location update procedure, clause 8.29 of
EN 300 444 [9] (GAP)
<ayg> Non-static FP [0,1] A FP which is mounted on a moving vehicle
<agy> Access Rights requests [0,1] The FP can toggle this bit to enable or disable on air
supported subscription (see annex A)
<> Connection handover supported [0,1] Shall be understood as referring to voice services
12.3.2.1.2 Higher layer information in Extended FP broadcast (Qh = 4)

No Extended higher layer capabilities bits are used by the present document.

12.3.2.1.3

Extended Higher Layer capabilities part 2 (Qh = 11)

The Extended Higher Layer capabilities, part 2, Fixed Part Information field shall be used indicating the support of
ULE part 1 (bit < ayq>) aswell as other services and optional features that may be supported by the RFP.

Table 64: Extended Higher Layer Capabilities part 2 interpretation by the PP

BIT Number Attribute Value Note
<agy > NG-DECT Wideband voice [0, 1] See TS 102 527-1 [i.6] (see notes 1 and 2)
supported
<apg> NG-DECT extended [0, 1] Support or not support of TS 102 527-3 [13] (see
wideband voice services notes 1 and 2)
supported
<agg> Support for ULE part 1 1 The present document.
<ayo > Support of 'Re-keying' and [0, 1] Support (or not support) of the 'Re-keying' and
‘early encryption’ 'default cipher key mechanism early encryption'
procedures (related to feature [ULE1-N.17])
<ayz> DSAA2 supported [0, 1] Support (or not support) of the DSAA2
(see EN 300 175-7 [7]).
<agy> DSC2 supported [0, 1] Support (or not support) of the DSC2
(see EN 300 175-7 [7] and note 3).
NOTE 1: Value refers to the value to be set by FPs complying with the present document. PPs may need to
understand other values due to the compatibility with GAP and NG-DECT Part 1 FPs.
NOTE 2: All equipment compliant with the present document shall broadcast and shall understand the "Extended
Higher layer capabilities (part 2)".
NOTE 3: The support of the DECT Standard Cipher #2 (DSC2) requires the support of the DECT Standard
Authentication Algorithm #2 (DSAA2).
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13 Services and Interworking procedures

13.1 Interworking specific procedures

The different types of Interworking options supported by the present document are listed and described in annex B
(normative). The U-plane and C-plane procedures that are specific for each Interworking type are defined in the
applicable clause of annex B.

13.2  Other Interworking procedures

13.2.1 Transport of IWU-to-IWU data

This procedure may be used to transport data between ULE applications peer-to-peer (i.e. FP to PP) in both directions.

13.2.1.1 General requirements

The transport of data shall take place over a ULE Service Call. The ULE Service Call Setup procedure shall be used to
establish the call (see clause 12.2.1). At the end of the data transport the PP shall release the ULE Service Call
procedure (see clause 8.7 of EN 300 444 [9]).

13.2.1.2 Prerequisites

A ULE Service Call shall exist prior to attempting to transport data using this procedure.

13.2.1.3 Procedure

Data shall be sent using an <<IWU-to-IWU>> Information Element contained within an IWU-INFO call control
message. The general format of the <<IWU-to-IWU>> message is shown in clause A.3.

The actual payload data for this message is defined on a ULE Application Protocol specific basis, and is not defined in
the present document.

Table 65: Values used within the <<IWU-to-IWU>> information element

Information element Field within the information S.taljdard v.alues Normative action/comment
element within the field/IE
<<IWU-to-IWU>> <Length of content> L Length of content
<S/R bit> 1 Transmission of message
<Protocol Discriminator> 05H ULE Configuration and Control
IWU-TO-IWU INFORMATION cen Payload data format is protocol
specific, and is not defined in the
current document.
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Annex A (normative):
Parameters and Information Elements
This annex describes:

e  theoperating parameters used in the present document; and

. the coding of profile specific Information Elements.

A.1  Constants, variables and operating parameters

A.1.1 Operating parameters

The following parameters are used in the present document.

A.1.1.1 Channel selection algorithms
b (a parameter of the channel selection algorithm M2): 6

m (delay between frame carrying the M|, channel selection information and the access frame): 2 frames

A.1.1.2 MAC layer

Several MAC layer parameters are negotiable by means of MAC or NWK messages. Their default values are provided
inclauses 12.1.3.8 and 12.1.3.5.

A.1.1.3 DLC layer

Maximum SDU size with mandatory support at FP side: 500 octets

NOTE: Other DLC parameters are negotiable by means of NWK messages. Their default values are provided in
clauses 12.1.3.5.

A.2  Coding of Information Elements

The ULE specific coding of the following Information Elements are defined in the present document:
. << ULE-MAC-CONFIGURATION-INFO >>

. << IWU-ATTRIBUTES >>
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A.2.1 Coding of the Information Element << ULE-MAC-
CONFIGURATION-INFO >>

The purpose of the << ULE-MAC-CONFIGURATION-INFO >> element is to define the usage of the selectable parts
of the subfields sent on the ULE dummy bearer. This assigns one or more broadcast/paging channels and/or paging
identity to aULE PT. The layout is shown below.

Bit: 8 7 6 5 4 3 2 1 Octet:
<< ULE-MAC-CONFIGURATION-INFO >> 1
Length of Contents (L) 2
1 Coding standard Control 3
1% Channel Descriptor Type Channel Active Mask 4
0 0 0 0 Channel Periodicity 5
spare
0 Start MFN4 6
spare
Start MFN | Start FCNT 7
con Bit Offset / Reserved 8
Last Channel Descriptor Type Channel Active Mask k
0 0 0 0 Channel Periodicity k+1
spare
0 Start MFN4 k+2
spare
Start MFN | Start FCNT k+3
1 Bit Offset / Reserved k+4

Figure A.1: <<ULE-MAC-CONFIGURATION-INFO>> information element coding

Reserved bit (octet 3):

Bits 8 M eaning
1 shall besetto'1'
The value '0" isreserved for further expansion and shall not be used

Coding standard (octet 3):

Bits 76 M eaning
00 DECT ULE TS 102 939 part 1, the present document
All other values are reserved

Control (octet 3):

Bits 54321 M eaning
00000 Replace al descriptors
00001 Appends new descriptors.
All other values are reserved.

NOTE 1: If any changeto a PT's existing broadcast/paging channel descriptionsis required, the existing channel
descriptions may be removed and replaced by new ones by using a"Replace all descriptors' command. |
only adding additional channelsis required, the control command "Append new descriptors' may be
used.

NOTE 2: Code '00000'B "Replacing all descriptors” may also be used to clear all descriptors by not including any
new descriptor in the IE.
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NOTE 3: Code '00000'B may also be used when the insertion of descriptorsis meaningless.

Channel Descriptor Type (octet 4, k):

Bits 8765 M eaning
0001 Allocation of channel used for application broadcast, octet 4d, 5d..kd contains zeroes
0010 Allocation of channel used for paging, octet 4d, 5d..kd contains BitOffset.

All other values are reserved.

Each broadcast/paging channel description shall be a distinct type, it shall not be allowed to define a channel as
broadcast and paging within the same channel description. If asingle channel that isintended for both paging and
broadcast is required, two channel descriptions shall be issued with the same Channel Periodicity, Start MFN4, Start
MFN and Start FCNT but with different Channel Descriptor Types.

Channel Active Mask (octet 4, k):

Bits 4321 M eaning
P Message activity (paging or application broadcast) may be indicated by bitsin the Channel Active
subfield (CA) of a message transmitted on a ULE dummy bearer. The Channel Active Mask in this

Channel Periodicity (octet 5, k+1):

Bits 4321 M eaning
nnnn Defines the number of frames between messages sent on this channel, calculated as a power of 2.
The value (nnnn) is coded with the natural binary value and has the range from 0000 to 1111. So
the range of the number of frames between messages sent on this channel is from 270 to 2”15, or
in decimal from 1 to 32768, in steps of powers of 2.

Start MFN4 (octet 6, k+2):

Bits 7654321 Meaning
ppppppp Definesthe value of bits 4 to 10 of the multi-frame number in which this channel starts. This value
(ppPPPPpP) is coded with the natural binary value and has the range from 0000000 to 1111111, or
in decimal from 0 to 127.

Start MFN (octet 7, k+3):

Bits 8765 M eaning
ggqq Defines the value of bits 0 to 3 of the multi-frame number in which this channel starts. This value
(qqqq) is coded with the natural binary value and has the range from 0000 to 1111, or in decimal
from O to 15.

Start FCNT (octet 7, k+3):

Bits 4321 M eaning
tttt Defines the frame number in which this channel starts. This value (tttt) is coded with the natural
binary value and has the range from 0000 to 1111, or in decimal from O to 15.

continuation bit (con) (octet 8, k+4):

Bits 8 M eaning
0 afurther descriptor follows (starting in octet 9 or k+5)
1 thisisthe last descriptor
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Bit Offset (octet 8, k+4):

Bits 7654321 Meaning
vvVvvvvv When Channel Descriptor Typeis set to 0010 this value (vvvvvvv) indicates the bit position of the
paging identity (BitOffset), this value is coded with the natural binary value and then has the range
from 0000000 to 1010111 (or O to 87 in decimal). When Channel Descriptor Typeis set to 0001 it
isreserved and set to the fixed binary value 0000000.
All other values are reserved.

Multiple broadcast channels can be allocated for paging and/or application broadcast.

A.2.2 Coding of the Information Element <<IWU-ATTRIBUTES>>

The << IWU-ATTRIBUTES>> Information Element may be used during the execution of the CC Service Change
procedure in order to negotiate various attributes relating to the IWU.

The base standard EN 300 175-5 [5] defines the basic structure of the |E, and the present document describes the
profile-specific structure.

Bit: 8 7 6 5 4 3 2 1 Octet:

0 << IWU-ATTRIBUTES >> 1
Length of Contents (L) 2

1 o [ 1 ] Profile 3
1 Negotiation indicator | Profile subtype 4
1 IWU function at FP 5
0 Maximum MTU/SDU size PT => FT (most significant 7 bits) 6
0/1 Maximum MTU/SDU size PT => FT (least significant 7 bits) 6a
0 Maximum MTU/SDU size FT => PT (most significant 7 bits) 6b
1 Maximum MTU/SDU size FT => PT (least significant 7 bits) 6C
0 ULE Application Protocol Identifier 7
0/1 ULE Application Protocol Version 7a
0 EMC or extended Application Protocol Identifier 7b
0 EMC or extended Application Protocol Identifier (continued) 7c
1 EMC or extended Application Protocol Identifier (continued) 7d
0 ULE Application Protocol Identifier k
0/1 ULE Application Protocol Version ka
0 EMC or extended Application Protocol Identifier kb
0 EMC or extended Application Protocol Identifier (continued) kc
1 EMC or extended Application Protocol Identifier (continued) kd

Figure A.2: ULE specific <<IWU-ATTRIBUTES>> information element coding

Coding Standard (octet 3):

Bits 76 M eaning
01 Profile Defined Coding

Profile (octet 3):

Bits 54321 M eaning
10000 ULE profile
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Negotiation indicator (octet 4):

Bits 765 M eaning
000 Negotiation not possible
100 Exchanged parameter negotiation
010 Peer attribute negotiation
110 Exchanged attribute negotiation and Peer attribute negotiation

All other values reserved.

Profile subtype (octet 4):

Bits 4321 M eaning
0000 ULE Part 1 transparent Interworking
All other values reserved.

IWU functionality at FP (octet 5):

Bits 654321 Meaning
000000 undefined
000001 Transparent routing
All other values reserved.

Maximum MTU/SDU size PT => FT (or bidirectional) (octets 6 and 6a):

This 14-bit word represents the natural binary coding of the maximum MTU/SDU length, in units of four bytes (32 bits)
to be used in PT => FT direction. The sending side shall not send MTU/SDU bigger than this value. The least
significant bit shall be in position 1 of octet 6.

Maximum MTU/SDU size FT => PT (octets 6b and 6c, optional):

This 14-bit word represents the natural binary coding of the maximum MTU/SDU length, in units of four bytes (32 bits)
to beused in FT => PT direction. The sending side shall not send MTU/SDU bigger than this value. The least
significant bit shall be in position 1 of octet 6b.

If octets 6b and 6¢ are not present, the MTU/SDU size value defined for PT => FT direction shall be also used if FT =>
PT direction.

NOTE 1: Inthe Interworking type "transparent interworking” the size of the SDU is equal to the size of the external
MTU.

ULE Application Protocol | dentifier (octet 7, k):

Bits 7654321 Meaning
0000000 undefined protocol
0000001 ULE Functional application protocol #1
1xxxXxxX Proprietary ULE protocols
All other values reserved.

NOTE 2: When the coding for Proprietary ULE protocolsis used, the bits 1 to 6 may be freely coded by the vendor

to specify different proprietary protocols or any other use. The FP and PP may also use proprietary
messaging to negotiate the protocol used.

ETSI



161 ETSI TS 102 939-1 V1.1.1 (2013-04)

ULE Application Protocol Version (octet 7a, ka):

Bits 1-7 form a version number which may be used to further identify the ULE Application Protocol. A value of O shall
be used when there is no specific requirement to specify the version.

EM C or extended Application Protocol Identifier (octet 7b-7d, kb-kd, optional):

If bit 7 of the Application Protocol Identifier is set to "1' (proprietary application protocol) these three octets are used to
code the EMC field that may be used to discriminate between different proprietary protocols. The EMC is a 16 bit
number, which isinserted into the 'EMC field' as follows:

Octet 7b, kb : 7 most significant bits of EMC (L SB inserted into bit 1 of 7b,kb)
Octet 7c, kc : next 7 most significant bits of EMC (L SB inserted into bit 1 of 7c,kc)
Octet 7d, kd : least significant 2 bits (LSB inserted into bit 1 of 7d,kd)

NOTE 3: The use of standard |E coding rules allow the octet group 7, k to be ended at the end of 7a, ka. This means
that the addition of the EMC is optional in the IE, and may be omitted, if not required by the specified
ULE Application Protocol.

If bit 7 of the Application Protocol Identifier is set to '0' the three octets 7b, 7c and 7d (or kb, kc, kd) are used to extend
the Application Protocol Identifier, that has now 4 octets with atotal of 4 x 7 bits. Most significant 7 bits are coded in
octet 7 (or k) and LSB in octet 7d (or kd).

NOTE 4: A total of 20 bits are usable since bit 1 of octet 7 (or k) hasto be set to '0'.

A.2.3 Coding of the Information Element <<IWU-to-IWU>>

The <<IWU-to-IWU>> Information Element may be used to transport data between UL E applications peer-to-peer (i.e.
FP to PP) in both directions.

The base standard EN 300 175-5 [5] defines the basic structure of the |E. The actual payload data for the <IWU-to-1WU
INFORMATION> is ULE Application Protocol specific, and is not defined in the present document.

Bit: 8 7 6 5 4 3 2 1 Octet:
0 << IWU-TO-IWU >> 1
Length of Contents (L) 2
1 [ srR | Protocol Discriminator 3
4
IWU-TO-IWU INFORMATION
L+2

Figure A.3: IWU-TO-IWU information element

A.2.3.1 IWU-to-IWU information field (octets 4 to L+2) for Protocol
Discriminator value "ULE Configuration and Control"

Bit: 8 7 6 5 4 3 2 1 Octet:
1 Discriminator type 4
5

Discriminator Specific Contents

L+2

Figure A.4: IWU-to-IWU information field (octets 4 to L+2) for Protocol Discriminator value "ULE
Configuration and Control”
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Discriminator type (octet 4):

Bits 7654321 Meaning
0000000 reserved
0000001 reserved

162

1xxxXxxXx Proprietary ULE protocols

All other values reserved.

NOTE 1. The code '0000000'B isreserved for ULE Common Control Protocol.

ETSI TS 102 939-1 V1.1.1 (2013-04)

NOTE 2: The code '0000001'B is reserved for ULE Functional Application Protocol #1.

A.2.3.2 Discriminator Specific Contents (octets 5 to L+2) for Discriminator
type "Proprietary ULE protocols "

Bit: 6 5 4 3 1 Octet:
Proprietary Discriminator 5
Proprietary Discriminator (continued) 6
7
ULE Proprietary contents
L+2

Figure A.5: Discriminator Specific Contents (octets 5 to L+2) for Discriminator type "Proprietary ULE

protocols"

The Proprietary discriminator consists of 2 octets (octets 5 and 6) and contains the EMC, with the most significant byte
in octet 5 and the least significant byte in octet 6.
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Annex B (normative):
U-plane services and interworking procedures

B.1  Scope of this annex

This annex defines the Interworking conventions for different Interworking options supported by the present document.
Currently only the transparent U-plane interworking (service [ULE1-1.1]) is supported. This interworking service may
be used for the transport of several application protocols:

B.2  Transparent U-plane Interworking

B.2.1 U-plane procedures
The external protocol packet or datagram shall be mapped intoaDLC LU13 or LU14 SDU.

The maximum value of the size of the external packet, and therefore the SDU, may be configured by means of C-plane
procedures (see clause B.2.2).

The default value for the maximum SDU size is defined in clause 12.1.3.5 of the present document.
Additionally, the following requirements apply regarding the maximum SDU size that shall be supported:
FT requirement:

. Receive direction: FT shall support at least a Maximum SDU size of 500 octets. By negotiation with the PT, it
is possible to support higher or lower values than 500 octets.

e  Transmit direction: there is no minimum requirement. The Maximum SDU size shall not exceed the
Maximum SDU size supported by the PT in receive direction. Thisisaresult of the negotiation with the PT.

PT requirement:

. Receive direction: PT shall support at least a Maximum SDU size of 32 octets. By negotiation with the FT, it
is possible to support higher values than 32 octets.

e  Transmit direction: there is no minimum requirement. The Maximum SDU size shall not exceed the
Maximum SDU size supported by the FT in receive direction. Thisis aresult of the negotiation with the FT.

B.2.2 C-plane procedures

The parameters of the transported protocol may be configured by means of NWK layer procedures. The NWK layer
information element << IWU-ATTRIBUTES >> provides the transport of the required parameters.

Multiple application protocols may be transported over ULE transparent | nterworking. The negotiation of the
transported protocol may be done by means of the CC Service Change procedure including the << IWU-ATTRIBUTES
>> |nformation Element. This procedure aso allows configuring the maximum MTU size used by each application
protocol. The highest value of maximum MTU size shall also be used as maximum SDU size for the DLC layer.

See clause A.2.2 for the composition of the << IWU-ATTRIBUTES >> | E used with the transparent U-plane
Interworking.
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Annex C (informative):
Guidelines and examples

This annex provides some guidelines and examples for implementation of the present document.

C.1  Channel selection algorithms

C.1.1 Example of Implementation of Process MO

The following text describes a possible implementation of the algorithm for process MO.

C.1.1.1 Technical principles and objectives

The algorithm is based on an adaptive variable RSS| threshold level (the RFP threshold level) used to evaluate if a
channel isfreefor use.

The objective of the proposed architecture isto balance the goal of pre-selecting the less interfered available channels
with the need of offering multiple options for the process M1 in order to reduce the probability of collision.

C.1.1.2 Possible implementation

The different RSSI levels that the RFP may measure for a given channel are classified in "bins' separated 6 dB, in a
similar way to the standard DECT channel selection algorithm.

An adaptive variable threshold level is used to evaluate if a channel isfree for use and announcement in the next
broadcast opportunity related to the channel frequency. Channels with RSSI below the threshold will be announced as
usable and channels above such level will not.

The adaptive variable RSSI threshold level may be as low as the background noise level, if at such level the RFP may
find an "enough” number of candidate channels. The value of what is "enough™ is part of the design and, in this
example, is defined by atable (seetable C.1, column 3).

If thisis not the case, the RFP, will progressively raise the RFP threshold level in order to increase the chance of getting
a sufficient number of candidate channels (for the next frame).

The raise of the RFP threshold level will be progressive. It is proposed arate of one bin step (6 dB) per frame. However
slower rates may also be investigated.

If more channels than the "enough” target are found, the RFP will (for next frame) progressively decrease the RSSI
threshold value, until the value matches the "enough” target. Reduction in the threshold value will also be done at the
samerate astherise.

If the number of channelsthat passes the RSSI criteria matches exactly the target, the threshold level will remain
unchanged.

In any case, the real number of channels matching the threshold evaluation will be announced in the M, broadcast
(irrespective of if it islower of higher than the target for the threshold bin.

The number of "target” channels varies for each bin. It is higher for low interference levels and is reduced when the
RFP isforced to increase the threshold level due to higher interference. By doing that, the algorithm is accepting higher
collision probabilities (due to the reduction in the offer) in turn of lower interference levels. Thus, it isimplementing the
first goal givenin EN 300 175-3 [3] guidelines.

For each threshold level, the algorithm defines also the PP threshold value. Thisisthe value that should be transmitted
intheinfo 1 field of channel M\,. In the proposed sketch, the value of the PP threshold is cal cul ated as a function of the

FP threshold level adding a margin of some dB. The value of the margin decreases with the threshold level. For
specification purposes, the resulting value is al so tabulated in the table.
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A possible design for the algorithm is given in table C. 1.

Table C.1: A possible design of the algorithm MO in tabulated format

oL Target number of offered | PP threshold (dBm) (to be
bin" nr. RFP threshold RSSI level (dBm) clgannels (see note 1) transmitted t(o the)F(>Ps)
(see note 2)
10 -33 dBm 1 -33 dBm (+0 dB)
9 -39 dBm 2 -39 dBm (+0 dB)
8 -45 dBm 2 -45 dBm (+0 dB)
7 -51 dBm 3 -45 dBm (+6 dB)
6 -57 dBm 3 -51 dBm (+6 dB)
5 -63 dBm 3 -57 dBm (+6 dB)
4 -69 dBm 4 -57 dBm (+12 dB)
3 -75 dBm 4 -63 dBm (+12 dB)
2 -81 dBm 4 -69 dBm (+12 dB)
1 -87 dBm 4 -69 dBm (+18 dB)
0 -93 dBm 4 -69 dBm (+24 dB)
NOTE 1: The target number of channels refers to the available channels (channels that match the threshold
criteria) within the 12 channels possible in each M, announcement.
NOTE 2: This design sketch does not enter to evaluate the convenience of operation above -33 dBm.

C.1.1.3 Alternative implementation

An aternative implementation that provides smother transitions in the threshold RSS| level in turn of a more complex
implementation is given in table C.2. The designisidentical to previous example; however the number of available
channels used to decide if the threshold level should be moved up or down is based on the total pool of DECT channels
(120 channels assuming 10 frequencies).

For the preparation of each M, announcement, the RFP computes the channels that should be in the announcement (by

comparing the 12 channels in the future scan sequence with the threshold level), but also compares the whole pool of
channels (120) with the threshold to see if the threshold itself should be raised of reduced.

Theresult is a more stable threshold level. For instance, if the overall number of channels that would pass the threshold
isi.e. 36, the threshold will remain at -69 dBm, even if in a given frame there are no channels passing the criteria.

Table C.2: Alternative design of the algorithm MO in tabulated format

- Target number of offered | PP threshold (dBm) (to be
bin™ nr. RFP threshold RSS! level (dBm) ct?annels (see note 1) transmitted t(o the)F(>Ps)
(see note 2)
10 -33 dBm 10 -33 dBm (+0 dB)
9 -39 dBm 15 -39 dBm (+0 dB)
8 -45 dBm 20 -45 dBm (+0 dB)
7 -51 dBm 25 -45 dBm (+6 dB)
6 -57 dBm 30 -51 dBm (+6 dB)
5 -63 dBm 34 -57 dBm (+6 dB)
4 -69 dBm 36 -57 dBm (+12 dB)
3 -75dBm 38 -63 dBm (+12 dB)
2 -81 dBm 40 -69 dBm (+12 dB)
1 -87 dBm 41 -69 dBm (+18 dB)
0 -93 dBm 42 -69 dBm (+24 dB)
NOTE 1: The target number of channels refers to the available channels (channels that match the threshold
criteria) within the whole pool of DECT channels assuming 10 frequencies (120 channels).
NOTE 2: This design sketch does not enter to evaluate the convenience of operation above -33 dBm.
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C.2 ULE Paging Mechanism

C.2.1 Examples of ULE Paging Mechanism

This annex gives details of how the flexible ULE paging channel (channel B ;) mechanism can be used to set up simple
scenarios.

C.2.1.1 Example 1

Only one channel defined giving accessto up to 88 devicesin every frame. Each PT is given the parameters shown in
table C.3 as the parameters of a<< ULE-MAC-CONFIGURATION-INFO >> information element, then in every frame
the B, channel data transmitted in the ULE dummy P, channel is described in table C.4, thisis arbitrarily given the

channel designation 0100b for the Channel Active field, the two SubField Use fields (SFaand SFb) indicate paging
information only. Because the channel is paging information the bit set in BitOffset determines which PT responds.

Table C.3: Example 1; Single Paging Channel Descriptor Parameters

Value Value
DescriptorType 2
Start_ MFN 0
Start_ FCNT 0
ChannelPeriodicity 270
ChannelActive 0100
BitOffset 0-87

Table C.4: Example 1; First Channel ULE Dummy B Channel Values

Sub Field Value
CA (ChannelActive) 0100
SFa 01
SFb 01
BitOffset 0-87

C.2.1.2 Example 2

Three channels defined, 2 for paging only and one for broadcast only. Each PT is given the set of parameters from
some/none/all of the following tables of parameters of << ULE-MAC-CONFIGURATION-INFO >> information
elements (see tables C.5, C.7 and C.9) depending on which channelsthat particular PT needsto receive. If the PT is not
given any, it will not receive any paging message and will not receive the broadcast data.

Table C.5: Example 2; First Paging Channel Descriptor Parameters

Value Range
DescriptorType 2
Start_ MFN 0
Start_ FCNT 0
ChannelPeriodicity 271
ChannelActive 0001
BitOffset 0-87
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Table C.6: Example 2; First Paging Channel ULE Dummy B, Channel Values

Sub Field Value
CA (ChannelActive) 1011
SFa 01
SFb 01
BitOffset 0-87

So this gives paging access to 88 identities once every 2 frames.

Table C.7: Example 2; Second Paging Channel Descriptor Parameters

Value Range
DescriptorType 2
Start_ MFN 0
Start FCNT 1
ChannelPeriodicity 22
ChannelActive 1000
BitOffset 0-87

Table C.8: Example 2; Second Paging Channel ULE Dummy B, Channel Values

Sub Field Value
CA (ChannelActive) 1011
SFa 01
SFb 01
BitOffset 0-87

So this gives paging access to 88 identities once every (2°2) or 4 frames.

Table C.9: Example 2; First Broadcast Channel Descriptor Parameters

Value Range
DescriptorType 1
Start_ MFN 0
Start_ FCNT 3
ChannelPeriodicity 23
ChannelActive 0010
BitOffset Fields contain
broadcast info

Table C.10: Example 2; First Broadcast Channel ULE Dummy B, Channel Values

Sub Field Value
CA (ChannelActive) 1011
SFa 10
SFb 10
BitOffset Fields contain
broadcast info

So this broadcasts 88 bits of broadcast datato al PTs selected to receive this channel, the 88 hit broadcast messages are
sent 8 frames apart. This scheme gives the ULE dummy bearer sub field usage as shown in table C.11.
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Table C.11: Example 2; ULE Dummy B, Channel Usage

Multi-frame 0
FCNT 516 7 10 | 11 | 12 | 13 | 14 | 15

First Paging X X X X X X X X
Channel (Fast
Page)

Second Paging Y Y Y Y
Channel (Slow
Page)

First Broadcast 4 z
Channel
(Broadcast)

o
-
N
w
£
[ee]
(e]

Multi-frame 1
FCNT 0|12 3|4]|5]|6]|7 10 | 11 | 12 | 13 | 14 | 15
Channel 0 (Fast| X X X X X X X X
Page)
Channel 1 Y Y Y Y
(Slow Page)

Channel 2 VA Z
(Broadcast)

[oe]
©

NOTE: The CA Channel Active field shown in each By, channel table has the value '1011'B. This indicates that

these three channel s are actively sending broadcast/paging data so any device that has been informed it
should receive these channels knows there is data to check so it will ensure it receives the messagesin the
next frame in which they are sent.
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