ETS| TS 103 544-11 V1.3.1 (2019-10)

TECHNICAL SPECIFICATION

Publicly Available Specification (PAS);
Intelligent Transport Systems (ITS);
MirrorLink®;

Part 11: UPnP Notification Server Service

CAUTION

The present document has been submitted to ETSI as a PAS produced by CCC and
approved by the ETSI Technical Committee Intelligent Transport Systems (ITS).

CCC is owner of the copyright of the document CCC-TS-028 and/or had all relevant rights and had assigned said rights to ETSI
on an "as is basis". Consequently, to the fullest extent permitted by law, ETSI disclaims all warranties whether express, implied,
statutory or otherwise including but not limited to merchantability, non-infringement of any intellectual property rights of third
parties. No warranty is given about the accuracy and the completeness of the content of the present document.



2 ETSI TS 103 544-11 V1.3.1 (2019-10)

Reference
RTS/ITS-98-11

Keywords
interface, ITS, PAS, smartphone

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 493 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and microfilm
except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.
©ETSI 2019.
© Car Connectivity Consortium 2011-2019.
All rights reserved.
ETSI logo is a Trade Mark of ETSI registered for the benefit of its Members.
MirrorLink® is a registered trademark of Car Connectivity Consortium LLC.
RFB® and VNC® are registered trademarks of RealVNC Ltd.
UPNnP® is a registered trademark of Open Connectivity Foundation, Inc.

Other names or abbreviations used in the present document may be trademarks of their respective owners.
DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and
of the oneM2M Partners.

GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3 ETSI TS 103 544-11 V1.3.1 (2019-10)

Contents

Intellectual Property RIGNES.... ..ottt b e b e s 5
0 (<1170 (o R 5
MoOdal VErDS TEMINOIOGY .......ccveieeiieceeie sttt sttt e e s re s be e b e sbeeaeesbesreentesaeenseseesneenseseeeseensesseas 5
1 o0 0L S 6
2 RS L= 110U 6
21 INOTMBLIVE FEFEIEINCES ... vviee et e ettt e ettt e e et e e e et et e e eeaaeessaaeeesseabeeesassaesssbssessssbesssansesessssnesssabenesssensssansneas 6
2.2 INFOIMIBLIVE FEFEIEICES. ... .eeee ettt e ettt e e et e e e et e e s eaae e e s et eeesesaesssbseesssabeeesaseesssassneessabeeesssensssansneas 6
3 Definition of terms, symbols and abbreviations...........cccooeceieieece e e 7
31 L= 0PSRNt 7
3.2 Y 1210 7
3.3 F e o] oL Y/ = (o] 1 7
4 Service Modeling DEFINITION ........cc.ooiiiiiiei e 7
4.1 S AV Lo Y/ o TS U PO UR PP SOPRTPTSRPRPRROTON 7
4.2 TMNOtifiCatioNSENVEr SEIVICE ATCHITECIUIE........eeeeiieiie ettt et e e e et e e s e te e e s sebeeessssbeesssseessserenesaas 7
4.3 SEAEE VAITADIES. ... .ottt et e ettt e s ettt e e e et et e s eaaeessabaeesseabeeesensaeessasenessssbeeesansbesssassnesssasenasans 7
43.1 SEALE VAT ADIE OVEIVIEW ...ttt ettt et e e et e e s e e e e eab e e e s eaaaeessaaaeesssbbessensseessasenessssbenesannes 7
432 ACTHVENOLIEVENT ...t ettt e e ettt e s et et e e et e e e s et et e s esseessasaeessesbesesenssaessassneessabanessansesssanrnnas 8
4.3.3 [N T AN o] o IS LU o = = RSP 8
434 F N N 2 T I = =H Lo 4= o] o USSR 9
435 Y LT I = S Y o) o LS 11
4.3.6 y N Y = (T I = S = (o1 1=. 1 2SS 11
437 y Y = (T I = S Ve 1o o 1 5 S 11
438 N 2 T 12 = = 111 0 T 11
439 F N 2 T 17 =T 17 ST 12
4.3.10 N 2 T 17 = =T O T 12
43.11 N 2 T 17 = =T N 12
4.3.12 N 2 T 17 = = = o 12
4.4 EVENLING @NO IMOOEIBEION .......ceeetiieeetest ettt b bbb bt e st b s bbbt b ens 12
45 Supporting MUItiple ClIENt PrOfilES .......cvicece ettt esneenneas 13
4.6 N 10 13
46.1 LT 1S =) T 13
46.2 LTS (NN Lo (111 o7=. (o 13
46.2.1 LCTC 1 = PR 13
46.2.2 F N 0 18001 01T SRR 13
4.6.2.3 EFFEOE ON SEALE.......eeeeei ittt ettt e ettt e e ettt e e et e e e s sabeeesesbbeessaaeseessabeeesabesesasssesssnsnnesansennssanes 13
46.24 T 0] £ TN 14
4.6.3 GEtSUPPOIEAAPPIICALIONS. ... ettt sttt sttt ettt b e st b e b se bt b e e eb e s b e e b e sbennenea 14
46.3.1 (1< 01C = TSR 14
4.6.3.2 ATGUIMEINES. ... e e e s s e s e s e e se e s e e s e sae s sae e sneeneeneea 14
46.3.3 L = o 0 A IS = (TR 14
4.6.34 (0] £ USSR 14
4.6.4 SELAIOWEAAPPIICBLIONS ......eveeiieeeie et e s e e e e ste et e sseesaeesaeenseesaeeseessaesseenseenseeneenans 15
46.4.1 LCTC 1 = PR 15
46.4.2 F N 0 1001 01T PRSP 15
46.4.3 L Lo o A IS = (YRR 15
46.4.4 T 0] £ TN 16
4.6.5 INVOKENOLIACHION ...ttt ettt et e e et e e e s eaae e e s s ebee e s s seeeesesaseassabeeessassssessssseesssbesassasensssssseeesansenessanes 16
46.5.1 (1< 01C = TSR 16
4652 ATGUIMENES. ... e e s s e s e s e see s e e s e sae s saeesreesneeneens 16
4.6.5.3 EFFEOE ON SEALE.......eeeeeieeeie ettt ettt e ettt e e ettt e e et e e e s sabeeesessbeessaaeseessabeeesabesesasssesssnsnnessnseenssanes 16
4654 T 0] £ TN 17
4.6.6 ErrOr COOE SUMIMEIY ....veeieeieeiesiesee st st steeste et et essaestaesteesbeesseeseeneeeneesaeeaseaseenseenseensanteeteenseenseennenneennns 17
5 BLILA1C 0 Y A0 o = 1 o] o S S 18
51 L= 2= o TS = oL 18

ETSI



4 ETSI TS 103 544-11 V1.3.1 (2019-10)

52 Handling Of NOLIFICALION ..ot b et e et b e ens 18
521 Not using Head Unit Ul fOr NOLIICALION ..........ccviirieiiiieeseee e 18
522 Using Head Unit Ul fOr NOLIFICALION ........cooiiiiiiiiet e 19
5.3 Displaying a NOtifiCatioN MESSAGE. ......ciuirueertireeieriire ettt sttt se et b bbb bbb e e b e se bt e eneens 21
54 XML SIgNature MINIMUM SEL.......c.oiiiieiitireeese ettt b et st b e bt b e et e b e e et b et et b b 22
6 A_ARG_TYPE _NOotification XSD SCREMAL......ccccieieiiciieie ettt e sae e re et s n e 22
7 XML SerViCE DESCITPIION ...ttt b b s s e e e e et en e b s nn e s 24
Annex A (informative): Authorsand CoNtribULOrS.........ccoeiiirir s 26
L 11 (TSP OPT PR PRTORPRPROTN 27

ETSI



5 ETSI TS 103 544-11 V1.3.1 (2019-10)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Intelligent Transport Systems
(ITS).

The present document is part 11 of a multi-part deliverable. Full details of the entire series can be found in part 1 [i.1].

Modal verbs terminology

In the present document “shall”, "shall not", "should", “should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document is part of the MirrorLink® specification which specifies an interface for enabling remote user
interaction of a mobile device via another device. The present document is written having a vehicle head-unit to interact
with the mobile device in mind, but it will similarly apply for other devices, which provide a colour display, audio
input/output and user input mechanisms.

The TmNotificationServer service isan UPnP service that allows control points to receive diverse notifications from the
devices that support the TmNotificationServer service.

The TmNotificationServer service enables the following featuresto:
. send a notification to the head unit;

. get an action described in the notification.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.
[1] UPNP™ Forum: "UPnP™ Device Architecture 1.1", 15 October 2008.

NOTE: Available at http://upnp.org/specsarch/UPnP-arch-DeviceArchitecture-v1.1.pdf.

[2] W3C Recommendation 11 April 2013: "XML Signature Syntax and Processing Version 1.1".

NOTE: Available at http://www.w3.org/TR/xmldsig-core/.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TS 103 544-1 (V1.3.1): "Publicly Available Specification (PAS); Intelligent Transport
Systems (ITS); MirrorLink®; Part 1: Connectivity".

ETSI


https://docbox.etsi.org/Reference/
http://upnp.org/specs/arch/UPnP-arch-DeviceArchitecture-v1.1.pdf
http://www.w3.org/TR/xmldsig-core/

7 ETSI TS 103 544-11 V1.3.1 (2019-10)

3 Definition of terms, symbols and abbreviations
3.1 Terms
Void.

3.2 Symbols

Void.

3.3 Abbreviations

Void.

4 Service Modeling Definition

4.1 Service Type
The following service type identifies a service that is compliant with the present document:
urn:schemas-upnp-or g: service: TmNotificationServer: 1

TmNotificationServer defined in the present document refers to the same service type. The TmNotificationServer service
shall follow defined UPnP behaviour within the UPnP Device Architecture 1.1 [1].

4.2 TmNotificationServer Service Architecture

This service provides the features for a MirrorLink UPnP Control Point to receive notifications from a MirrorLink
UPNP Server Device.

Based on information of the notification evented to the MirrorLink UPnP Control Point, the MirrorLink UPnP Control
Point may launch the applications to bring it to foreground on the MirrorLink Server or may create its own native user
interface. In both cases, this does allow the end-user to act on the given notification.

4.3 State Variables

43.1 State Variable Overview

Table 4-1: Service State Variables

Default Value Eng.

Variable Name

Units
ActiveNotiEvent R string Undefined | Empty string N/A
NotiAppListUpdate R string Undefined | Empty string N/A
A_ARG_TYPE_Notification R string Undefined | Empty string N/A
A_ARG_TYPE_AppID R string Undefined | Empty string N/A
A _ARG_TYPE_ProfilelD R uid Undefined | 0 N/A
A_ARG_TYPE_ActionID R string Undefined | Empty string N/A
A ARG_TYPE_NotilD R string Undefined | Empty string N/A
A_ARG_TYPE_String R string Undefined | Empty string N/A

ETSI
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Variable Name Req. or Data Allowed Default Value Eng.
' Opt.  Type Value Umts

A_ARG_TYPE_URI R string Undefined Empty string
A_ARG_TYPE_INT R ui4 Undefined | O N/A
A _ARG_TYPE_Bool R string true | false | false N/A
R = REQUIRED.

O = OPTIONAL.

X = Non-standard.

4.3.2 ActiveNotiEvent

ActiveNotiEvent is an evented state variable of type A_ARG_TYPE_Notil D, which contains the most urgent notification
that needs to be handled from the MirrorLink UPnP Control Point. ActiveNotiEvent shall originate from an application
(asgivenin applD), which has been set using the SetAllowedApplications actions.

It isthe responsibility of the MirrorLink UPNnP Server to decide on the most urgent notification.

If anotification event A gets overloaded by another notification event B, the notification event A may become
pending again, once notification event B is cleared and A is till pending. In that case the MirrorLink UPnP
Server shall again provide an event update for the notification event A.

If the state variable is an empty string, no notification is available on the MirrorLink UPnP Server to be handled from
the MirrorLink UPnP Control Point.

On receiving an AcitveNoti Event event, the MirrorLink UPnP Control Point can query specific notification by invoking
the GetNotication action. The MirrorLink Client shall immediately respond to an incoming notification, unless safety
related or other higher priority tasks currently require the user's attention. Notifications from unsupported applications
shall beimmediately cleared, sending an InvokeNoti Action with ActionlD set to " 0x00" .

I mplementation Note:
A MirrorLink 1.1 Client may not immediately respond to an incoming notification.

The MirrorLink UPnP Server shall clear the active notification if the MirrorLink UPnP Control Point has responded to
the notification by either using the InvokeNoti Action action or by launching the respective application using
TmApplicationServer:1 service LaunchApplication action. The MirrorLink UPnP Server shall clear the active
notification if the notification is not available on the MirrorLink UPnP Server anymore.

When the event isissued the first time, the ActiveNotiEvent value shall contain either a single value of type
A_ARG_TYPE_NotilD, in case anotification is available, or of an empty string, in case no notification is available.

4.3.3 NotiAppListUpdate

Noti AppListUpdate is an evented state variable of type A ARG_TYPE_String, which contains a comma separated list of
applications identifiers of applications, supporting notifications. Each application identifier is of type
A _ARG_TYPE_AppID.

The state variable is evented, implying that clients can subscribe to receive notifications every time the variable changes
using UPnP standardized eventing mechanisms. It isimportant to note that this variable only contains the application
identifiers of those applications, whose entries in supported applications list have changed since the last time an event
notification was sent out (i.e. applications which either have added or removed notification support).

On receiving a NotiAppListUpdate event, a MirrorLink UPnP Control Point can retrieve the supported application list
by invoking the GetSupportedApplications action, to validate, whether an application has removed or added notification
support.

Noti AppListUpdate value shall consist of acomma separated list of al application identifiers from applications
supporting notification, when the event isissued by the TmNotificationServer service for the first time.

ETSI
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4.3.4 A ARG_TYPE_Naotification

The format of the A_ ARG_TYPE_Notification state variable isan XML document. It includes detailed information
about a natification.

Table 4-2: Structure of the A_ARG_TYPE_Notification

Description Parent Availability
notification  |Notification element contains detailed information of an event - Required
occurred on a phone and is delivered to the MirrorLink UPnP
Control Point
notilD Unigue identifier of Notification event. notification |Required
(A_ARG_TYPE_NotilD)
notiTitle Title of the Notification event. notification |Required

In other words, it is a name of an event occurred. For example, a
title of the notification "New text message" or "New email” will be
showed as a notification pop-up window.

MirrorLink UPnP Control Point shall trim from the right all
characters in excess of the specified notiTitleMaxLength
parameter within the TmClientProfile service.
(A_ARG_TYPE_String)

notiBody Body of the Notification event. notification |Optional
It includes detailed information of an event for a user. For
example, text message content for a new text message event, or
caller ID for an incoming call event.

MirrorLink UPnP Server may include white space characters, like
tab, line feed and carriage return.

MirrorLink UPnP Control Point shall trim from the right all
characters in excess of the specified notiBodyMaxLength
parameter within the TmClientProfile service.
(A_ARG_TYPE_String)

Default: Empty String

iconList List of available notification icons notification |Optional
icon* Describes a notification icon iconList Required
mimetype Type of icon image (see below). icon Required

e At least one icon type should support a transparent
background, such as mimetype / i mage/ png.

¢ One icon type shall be either mimetype i mage/ png and
colour depth 24 or a mimetype and colour depth identical to
values set in the client icon preferences as specified using
the TmClientProfileServer:1 service's SetClientProfile action.

e MirrorLink UPnP Control Point shall have support for
displaying icons with mimetype i mage/ png and colour

depth 24.
(A_ARG_TYPE_String)
width Width of icon (A_ARG_TYPE_INT) icon Required
height Height of icon (A_ARG_TYPE_INT) icon Required
depth Color depth of icon (A_ARG_TYPE_INT) icon Required
url URL to icon (A_ARG_TYPE_URI) icon Required
appID Application ID of the natification to let the MirrorLink UPnP notification |Required

Control Point know where the notification comes from.
(A_ARG_TYPE_AppID)

ETSI



10 ETSI TS 103 544-11 V1.3.1 (2019-10)

Element Description Parent Availability
actionList A list of actions for a notification. notification |Optional
The list is provided by an application initiating the notification so
a user can directly select one of those actions for the notification.
For example, the user can "Reply" to the new text message or
"Ignore" it. The list includes "Reply" and "Ignore" actions as its
elements.
A MirrorLink Client should launch the application with provided applID,
without showing any notification, if the actionList element is missing.
action* Individual action, associated with the notification. actionList Required
MirrorLink UPnP Control Point shall remove from the end all
actions in excess of the specified maxActions parameter within
the TmClientProfile service.
actionlD Unique identifier of an action. action Required
When a user selects an action for a notification through the
native notification Ul served by the MirrorLink UPnP Control
Point, actionID shall be sent to the MirrorLink UPnP Server.
Shall be non-zero (0x0000)
(A_ARG_TYPE_ActionID)
actionName |Action name. action Required
This name will be shown as a button label on the native
notification UL.
MirrorLink UPnP Control Point shall trim from the right all
characters in excess of the specified actionNameMaxLength
parameter within the TmClientProfile service.
(A_ARG_TYPE_String)
launchApp  |Application launch required action Optional
Launch application after invoked the action, as given in the
application ID (applD) if value is setto t r ue.
(A_ARG_TYPE_Bool)
Default: false
iconList List of available action icons action Optional
icon* Describes an action icon iconList Required
mimetype Type of icon image (see below). icon Required
e At least one icon type should support a transparent
background, such as mimetype / i mage/ png.
e One icon type shall be either mimetype i mage/ png and
colour depth 24 or a mimetype and colour depth identical to
values set in the client icon preferences as specified using
the TmClientProfileServer:1 service's SetClientProfile action.
e MirrorLink UPnP Control Point shall have support for
displaying icons with mimetype i nage/ png and colour
depth 24.
(A_ARG_TYPE_String)
width Width of icon (A_ARG_TYPE_INT) icon Required
height Height of icon (A_ARG_TYPE_INT) icon Required
depth Color depth of icon (A_ARG_TYPE_INT) icon Required
url URL to icon (A_ARG_TYPE_URI) icon Required

ETSI
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Element Description Parent Availability

Signature XML signature over entire contents of the notification element. notification |Optional
This is done as specified in [2].

The key used in calculating the signature shall be the private part
of the application-specific key which public part was bound to the
attestation of UPnP-Server component. (The public part can be
used to verify the signature.) The Reference element of the XML
signature shall point to notification element.

The SignatureMethod shall be RSA with SHAL. The KeyInfo
element may be omitted. The mechanism for generation,
exchange and maintenance of keys is out of scope for the
present document.

The elements marked with a (*) can have multiple instances.

435 A _ARG_TYPE_AppID

A UTF-8 encoded string representing an unsigned 32-bit integer in hexadecimal format (with '0Ox' prefix) which denotes
the unique application identifier.

The MirrorLink Server shall use the unsigned integer value of avariable of thistype within any action. |.e. comparing
the values of two A_ARG_TYPE_AppID variables shall be done based on the unsigned integer value and not based on a
specific character representation.

Therefore, the following two A_ARG_TYPE_AppID values areidentical:
. Ox45ab and O0x45AB (case insensitivity of the hexadecimal humbers)
e Ox45ab and 0OX45ab (case insengitivity of the Ox)

. 0x00001234 and 0x001234 (leading zerosdo not matter)

43.6 A _ARG_TYPE_ProfilelD

An unsigned 32-hit integer greater than or equal to 0, representing a unique profile identifier. Itsvalueis set equal to O
by default.

437 A _ARG_TYPE_ActionID

A UTF-8 encoded string representing an unsigned 32-bit integer in hexadecimal format (with 'Ox’ prefix) which denotes
the unique action identifier.

The MirrorLink Server shall use the unsigned integer value of avariable of thistype within any action. |.e. comparing
the values of two A_ARG_TYPE_ActionID variables shall be done based on the unsigned integer value and not based on
a specific character representation.

Therefore, the following two A ARG_TYPE_ActionID values are identical:
. 0Ox45ab and O0x45AB (case insensitivity of the hexadecimal humbers)
. Ox45ab and 0X45ab (case insensitivity of the Ox)

. 0x00001234 and 0x001234 (leading zerosdo not matter)

438 A _ARG_TYPE_NotilD

A string formatted as UTF-8 representing a notification identifier, which has been provided by the given applications,
identified by ApplicationID. The format is given as:

Noti fiati onl D@\pplicationlD

ETSI
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Notificationl D is an unsigned 32-bit integer in hexadecimal format (with '0x' prefix). The Notificationl D shall be non-
zero. ApplicationID is of Type A_ARG_TYPE_AppID. The Applicationl D shall be non-zero.

Valid examples, all referring to the same notification identifier, are given below:

0x00000001@x0000000a

0x00000001@x0000000A

0x01@x0a
0X01@X0a
Ox1@xa

OX1@xA

The Notificationl D shall be unigue within the given application. If an application runs out of not-used NotificationlDs,

it shall not send any further notifications.

4.3.9

A_ARG_TYPE_String

A simple string type (UTF-8).

4310 A_ARG_TYPE_URI

A string encoded as UTF-8 representing a URI. The URI shall be local to the MirrorLink Server. Access to external
resourcesis not allowed.

4311 A_ARG _TYPE_INT

A simple unsigned 32-bit integer represented in decimal (base 10) format.

4.3.12 A_ARG_TYPE_Bool

A simple Boolean string which can either have the value 'true’ or ‘false'.

4.4

Eventing and Moderation

Table 4-3 lists the eventing and moderation properties for each of the service state variables.

Variable Name

Table 4-3: Eventing and Moderation

Min.

. Delta per
Relation P

ActiveNotiEvent Yes No N/A N/A N/A
NotiAppListUpdate Yes No N/A N/A N/A
A_ARG_TYPE_Notification No N/A N/A N/A N/A
A_ARG_TYPE_AppID No N/A N/A N/A N/A
A _ARG_TYPE_ProfilelD No N/A N/A N/A N/A
A_ARG_TYPE_ActionID No N/A N/A N/A N/A
A ARG_TYPE_NotilD No N/A N/A N/A N/A
A_ARG_TYPE_String No N/A N/A N/A N/A
A_ARG_TYPE_URI No N/A N/A N/A N/A
A_ARG_TYPE_INT No N/A N/A N/A N/A
A_ARG_TYPE_Bool No N/A N/A N/A N/A
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4.5 Supporting Multiple Client Profiles

Support for multiple Client Profilesis reserved for future use.

4.6 Actions

46.1 General

Table 4-4: Supported actions

Device  Control

Name R/O Point R/O
GetNaotification R 0]
GetSupportedApplications R 0]
SetAllowedApplications R R
InvokeNotiAction R @)

4.6.2 GetNotification

46.2.1 General
GetNotification action provides the detailed information of the notification to the MirrorLink UPnP Control Point.

The MirrorLink Client shall clear any active notification, using InvokeNoti Action with ActionlD = 0x00, if the XML
signature within the Notification response (A_ARG_TYPE_Notification) isfailing validation.

4.6.2.2  Arguments

Table 4-5: Arguments for GetNotification

Argument Direction related StateVariable

ProfilelD IN A_ARG_TYPE_ProfilelD

NotilD IN A_ARG_TYPE_NotilD

Notification ouT A_ARG_TYPE_Notification
Parameters:

ProfilelD (A_ARG_TYPE_ProfilelD) - Profilel D of the client profile. Reserved for future. Shall be set to
"o".

NotilD (A_ARG_TYPE_NotilD) - Unique notification ID.
Return Value:

Notification (A_ARG_TYPE_Noatification) - Returns the XML formatted notification information.

46.2.3 Effect on State

None.
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46.2.4 Errors

Table 4-6: Error Codes for GetNotification

ErrorCode errorDescription Description

400-499 TBD See UPnP Device Architecture section on Control.
500-599 TBD See UPnP Device Architecture section on Control.
600-699 TBD See UPnP Device Architecture section on Control.

810 Bad NotilD The Notild does not exist or is malformed.

815 Device Locked The action cannot be processed as the device hosting the

TmNotificationServer service is locked. User needs to un-lock
the device first.

830 Invalid Profile ID  |The profile identifier does not exist or the application cannot
use the specified profile identifier.

4.6.3 GetSupportedApplications

46.3.1 General

The GetSupportedApplications action provides alist of applications supporting a notification.

4.6.3.2  Arguments

Table 4-7: Arguments for GetSupportedApplications

Argument Direction relatedStateVariable
ProfilelD IN A _ARG_TYPE_ProfilelD
AppIDs ouT A_ARG_TYPE_String
Parameters:
ProfilelD (A_ARG_TYPE_ProfilelD) - ProfilelD of the client profile. Reserved for future. Shall be set to
"0o".
Return Value:

ApplDs (A_ARG_TYPE_String) - Comma separated list of applications identifiers of applications, supporting
notifications. Each application identifier is of type A_ARG_TYPE_AppID.

4.6.3.3 Effect on State
None.
46.3.4 Errors

Table 4-8: Error Codes for GetSupportedApplications

ErrorCode errorDescription Description

400-499 TBD See UPnP Device Architecture section on Control.

500-599 TBD See UPnP Device Architecture section on Control.

600-699 TBD See UPNnP Device Architecture section on Control.

815 Device Locked The action cannot be processed as the device hosting the
TmNotificationServer service is locked. User needs to un-lock the device
first.
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ErrorCode errorDescription Description

830 Invalid Profile ID  [The profile identifier does not exist or the application cannot use the
specified profile identifier.

4.6.4 SetAllowedApplications

46.4.1 General

The SetAllowedApplications action enables a MirrorLink UPnP Control Point to define the MirrorLink Server
applications from which it wants to receive notifications. The MirrorLink UPnP Control Point always provides a
complete list of applications, from which it wants to receive notifications, i.e. incremental additions are not supported.

NOTE: The MirrorLink UPnP Server will provide notifications from applications, which are running on the
MirrorLink Server, independent of whether the application has been launched via UPnP
TmApplicationServer: 1 service LaunchApplication SOAP action or via different means.

The MirrorLink Client, supporting the UPnP Notification Server service, shall support notifications from al CCC and
respective Member-certified applications, if they are certified for the respective drive/park mode. The MirrorLink Client
should support notifications from base-certified applicationsin drive mode, if notification handling does not include
launching the respective application.

The MirrorLink Client may support notifications from other applications, while being in park mode. The MirrorLink
Client shall not support notifications from non-drive certified applicationsin Drive Mode.

The MirrorLink Client shall set the allowed applications as soon as the MirrorLink Client has retrieved the initial UPnP
application listing, or has retrieved an UPnP application listing update.

Implementation Notefor MirrorLink 1.1 and 1.2 Clients:

MirrorLink 1.1 and 1.2 Clients may not support all requirements regarding support for notifications from
certified applications.

4.6.4.2  Arguments

Table 4-9: Arguments for SetAllowedApplications

Argument Direction relatedStateVariable

ProfilelD IN A _ARG_TYPE_ProfilelD

AppIDs IN A_ARG_TYPE_String
Parameters:

ProfilelD (A_ARG_TYPE_ProfilelD) - ProfilelD of the client profile. Reserved for future. Shall be set to
"o".

ApplDs (A_ARG_TYPE_String) - Comma separated list of application IDs the MirrorLink UPnP Control
Point would like to receive notifications from. Each application identifier is of type A_ ARG_TYPE_AppID. If
the value of the Appl Ds parameter is equal to "*" (default value), all applications supporting a notification are
allowed. An ApplDs parameter value, equal to "" (empty string), defines an empty list, in which case the
MirrorLink UPnP Control Point does not want to receive a notification from any application.

Return Value:

None.

46.4.3 Effect on State

None.
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Table 4-10: Error Codes for SetAllowedApplications

ErrorCode errorDescription Description

400-499 TBD See UPnP Device Architecture section on Control.

500-599 TBD See UPnP Device Architecture section on Control.

600-699 TBD See UPnP Device Architecture section on Control.

810 Bad AppID One ApplID does not exist or is malformed.

820 Invalid Argument  (The argument passed is invalid.

815 Device Locked The action cannot be processed as the device hosting the
TmNotificationServer service is locked. User needs to un-lock the device
first.

830 Invalid Profile ID  [The profile identifier does not exist or the application cannot use the

specified profile identifier.

4.6.5 InvokeNotiAction

465.1 General

InvokeNotiAction action sends the action ID to the MirrorLink UPnP Server.

4.6.5.2  Arguments

Table 4-11: Arguments for InvokeNotiAction

Argument Direction relatedStateVariable

ProfilelD IN A_ARG_TYPE_ProfilelD

NotilD IN A_ARG_TYPE_NotilD

ActionID IN A_ARG_TYPE_ActionID
Parameters:

ProfilelD (A_ARG_TYPE_ProfilelD) - Profilel D of the client profile. Reserved for future. Shall be set to

"o".

NotilD (A_ARG_TYPE_NotilD) - Unique notification ID.

ActioniD (A_ARG_TYPE_ActionID) - Unique action ID. The ActionlD defines the action the MirrorLink
UPNP Server shall invoke. If ActionlD is set to zero (0x0000), the MirrorLink UPnP Server shall not invoke
any action. In both cases the active notification is cleared.

Return Value:

None

465.3 Effect on State

None.
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4654 Errors

Table 4-12: Error Codes for InvokeNotiAction

ErrorCode errorDescription Description

400-499 TBD See UPnP Device Architecture section on Control.

500-599 TBD See UPnP Device Architecture section on Control.

600-699 TBD See UPnP Device Architecture section on Control.

816 Action Failed Failed to invoke action.

815 Device Locked The action cannot be processed as the device hosting the
TmNotificationServer service is locked. User needs to un-lock the device
first.

830 Invalid Profile ID  |The profile identifier does not exist or the application cannot use the
specified profile identifier.

4.6.6 Error Code Summary

Table 4-13 lists error codes common to actions for this service type. If an action results in multiple errors, the most
specific error should be returned.

Table 4-13: Error Code Summary

ErrorCode errorDescription Description

400-499 TBD See UPnP Device Architecture section on Control.
500-599 TBD See UPnP Device Architecture section on Control.
600-699 TBD See UPnP Device Architecture section on Control.
810 Bad AppID / Bad AppID

Bad NotilD e One ApplD does not exist or is malformed.

e MirrorLink Client should check the AppID (e.g. using
GetApplicationList) and retry action.

e MirrorLink Client should not retry the action with the same
appld.
Bad NotilD
e One NotilD does not exist or is malformed.
e MirrorLink Client should check the NotilD (e.qg. re-
subscribing to the service events) and retry action.

e MirrorLink Client should not retry the action with the same
NotilD.

815 Device Locked The action cannot be processed as the device hosting the
TmNotificationServer service is locked. User needs to un-lock the
device first.

MirrorLink Client should not retry the action.

816 Action Failed Failed to invoke action.

820 Invalid Argument  |The argument passed is invalid.

The MirrorLink Client should verify the format of the arguments.
MirrorLink Client should not retry the action with the same
arguments.

830 Invalid Profile ID  |The profile identifier does not exist or the application cannot use the
specified profile identifier.

MirrorLink Client should check the client profile (GetClientProfile)
and its application support from the GetApplicationList response,
and retry the action.

MirrorLink Client should not retry the action with the same
arguments.
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NOTE: 800-899 Error Codes are not permitted for standard actions. See UPnP Device Architecture section on
Control for more details.

The MirrorLink Client should give up after 3 retry attempts. Notification about (finally) failing a UPnP action may be
necessary. The specification of notification requirementsis outside the scope of the present document.

5 Theory of Operation

5.1 Initialization steps

Figure 5-1 describes how to initialize the notification service, and how to set the notification filter.

MirrorLink MirrorLink
Server Client
| |
| |
| |
|< Get Supported Applications () 1
S AppIDs———————————>I

|<—Set Allowed Applications { AppIDs = <allowed applications> )—I
| |
| |
ﬂ—Subscribe to TmNotificationServer Service Events—l

- _—— —Initial value of NotiApplistUpdate and ActiveNotiEvent- — — — —>|
| |

Figure 5-1: Flow basics for initialization

The MirrorLink Server will send a notification either with an action list or without any. Therefore, the MirrorLink
Client shall respond in the following way, when receiving a notification:

o Notification without an action list:

- Launch the originating application as specified in clause 5.2.1.
J Notification with an action list:

- Show local notification Ul as specified in clause 5.2.2; or

- Launch the originating application as specified in clause 5.2.1.

A MirrorLink Client, supporting notification, shall support the launch of the originating application. Support for alocal
application Ul isRECOMMENDED.

5.2 Handling of notification

5.2.1 Not using Head Unit Ul for notification

The following sequence (see also Figure 5-2) describes how to handle the notification which comes from the
MirrorLink UPnP Server when the MirrorLink UPnP Control Point does not support its own native notification Ul. To
show a notification Ul, VNC SHALL be used:

1) MirrorLink UPnP Server sends the ActiveNoti Event to the MirrorLink UPnP Control Point.

2) MirrorLink UPnP Control Point launches the respective application based on the Applicationl D information
given within the ActiveNotiEvent (Notifiationl D@ApplicationI D).
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3) MirrorLink UPnP Control Point handles the return value of the LaunchApplication action. For example, if the
URL in the return value of the LaunchApplication action is"VNC://...", the MirrorLink UPnP Control Point
handles the VNC related process.

4) When auser see the notification Ul through VNC, the user directly takes the action (click a button on the
screen) for the notification.

MirrorLink MirrorLink
. User
Server Client

| | |
1 } |
Initialize UPnP | |
Notification Server Service | |
| | |
| | |
| | |
_—— - ActiveNotiEvent (NotilD ) — — — — — — — —>| |
| | |
ﬂ—Launch Application ( Application ID ) ] |
F—_———————— APPURI— — — — — — — — — — > |
| | |
VNC Streaming I I
— | |
[ Pointer Event I Press button on Ul of I
|< i ) I~ launched application ]

| |

1 1

T T

' '

|
|
Figure 5-2: Flow basics not to use MirrorLink Client Ul for notification

In case the MirrorLink Client does not launch an application, using LaunchApplication action, it shall use the
InvokeNotiAction action with the actionlD = 0x00, in order to clear the notification, as shown in Figure 5-3.

MirrorLink MirrorLink
Server Client

|
}
Initialize UPnP |
Notification Server Service |
|
|
|

User

e — = ActiveNotiEvent ( NotiD ) — — — — — — — —>|
| |
ﬂ—lnvoke Noti Action ( Action ID = 0x00 } 1

Figure 5-3: MirrorLink Client immediately clears pending Notification

5.2.2 Using Head Unit Ul for notification

The following sequence (see also Figure 5-4) describes how to handle the notification which comes from the
MirrorLink UPnP Server when the MirrorLink UPnP Control Point supports its own native notification Ul to show a
notification Ul:

1) MirrorLink UPnP Server sends the ActiveNotiEvent to the MirrorLink UPnP Control Point.
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2) MirrorLink UPnP Control Point invokes GetNotification action with NotilD (A ARG_TYPE_NotilD) included
in the previous ActiveNotiEvent to get detail information of the notification.

3) MirrorLink UPnP Control Point renders of a notification Ul based on the return message of GetNotification
action received from the MirrorLink UPnP Server.

4) A user clicks one of the buttons on the notification Ul.
5) MirrorLink UPnP Control Point invokes the InvokeNoti Action with aactionlD value.

6) MirrorLink UPnP Control Point launches the respective application having the appl D value in the Notification
information if alaunchApp value of the selected button by a user has "true”; otherwise the MirrorLink UPnP
Control Point will not launch the application.

7) MirrorLink UPnP Control Point handles the return value of the LaunchApplication action. For example, if the
URL in the return value of the LaunchApplication actionis"VNC://...", the MirrorLink UPnP Control Point

handles the VNC related process.
MirrorLink MirrorLink
. User
Server Client
| | |
1 } |
Initialize UPnP | |
Notification Server Service | |

| | |
| | |
| | |
L —— ActiveNotiEvent (NotiD} — — — — — — — —>| |
| | |
|< Get Notication ( NotilD ) 1 I
b —_— - Notification ( List of Actions }— — — — — — — —>|—Sh°W.N°t'f'?t'°n UI%'
| I with Actions |
| | |
| @————————Invoke Noti Action  NotilD, ActioniD ) < Press buttonon______ |
I I Notification Ul
| |

opt :

[ If launchApp ﬂ—Launch Application ( Application ID ) ]

=True]
F——_—_——————— AppURF — — — — — — — — — >

|
VNC Streaming J

Figure 5-4: Flow basics to use MirrorLink Client Ul for notification

The MirrorLink Client will skip steps 3 - 5, if the Notification does not contain an action list and will immediately
launch the application with the given applD value.

In case the MirrorLink Client does not handle the notification, it shall use the InvokeNotiAction action with the actionlD
= 0x00, inorder to clear the notification, as shown in Figure 5-5.
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MirrorLink MirrorLink
. User
Server Client
|
]
Initialize UPnP

|
|
|
Notification Server Service |
|
|
|

|
|
|
R ActiveNotiEvent ( NotiD) — — — — — — — —>|
| |
|< Get Notication ( NotilD ) ]
e —. Notification ( List of Actions }— — — — — — — —>|
| |
|< Invoke Noti Action ( ActionID = 0x00 ) ]

Figure 5-5: MirrorLink Client clears pending Notification after checking Notification Details

5.3 Displaying a notification message

This clause gives an example of a notification for a new text message. The text application provides four actions for the
notification such as View, Reply, Delete, and Close in this example.

A MirrorLink Client, supporting notifications via an embedded native notification Ul (notiUiSupportissetto™t rue"
inthe A_ ARG_TYPE_ClientProfile), it shall support at least the default configuration with respect to maxActions,
actionNameMaxLength, noti TitleMaxLength and noti BodyMaxLength.

A ARG_TYPE_ NotilD of the notification (ID: 0x00000002) provided by the text application (ID: 0x00000017) is as
follows:

0x00000002@x00000017

A_ARG_TYPE_Notification of the notification is as follows,

<?xm version="1.0" encodi ng="UTF-8"?>
<notification>
<not i | D>0x00000002@x00000017</ noti | D>
<noti Titl e>New Text Message</notiTitle>
<not i Body>Mark: Where are you at ?</noti Body>
<appl D>0x00000017</ appl D>
<actionLi st>
<action>
<act i onl D>0x00000001</ acti onl D>
<act i onNanme>Vi ew</ act i onNane>
<l aunchApp>t rue</ | aunchApp>
</ action>
<action>
<act i onl D>0x00000002</ acti onl D>
<act i onNane>Repl y</ acti onName>
<l aunchApp>t r ue</ | aunchApp>
</action>
<action>
<act i onl D>0x00000003</ acti onl D>
<act i onNane>Del et e</ act i onNane>
<l aunchApp>f al se</| aunchApp>
</ action>
<action>
<acti onl D>0x00000004</ acti onl D>
<act i onNane>Cl ose</ acti onName>
<l aunchApp>f al se</| aunchApp>
</ action>
</actionLi st >
</notification>

The notification specified above will be rendered on the MirrorLink Client as shown in Figure 5-6.
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New Text Message —» Notification Title

Mark: Where are you at?

—» Notification Body

Figure 5-6: A notification for a new text message event

When a user selects one of the actions provided on the notification Ul, the MirrorLink UPnP Control Point shall invoke
InvokeNotiAction to send Actionl D of the selected action to the MirrorLink UPnP Server. Depending on the value of
launchApp element, the MirrorLink UPnP Control Point decides if invoking LaunchApplication SOAP actionis
REQUIRED.

54 XML Signature Minimum Set

The MirrorLink Server should sign the ARG_TYPE_Notification XML.

Signatures shall follow W3C's recommendation on XML signing, as specified in [2]. The W3C recommendation
contains many optional elements for handling the different aspects of the XML signing. In order to reduce the
complexity, the following requirements shall be followed for MirrorLink Server and Client devices:

. The Reference URI shall not be outside document. It shall refer to the notification element, which isthe
parent of the ds: Sgnature element, for the UPnP Notification description. When the URI attribute is omitted,
empty or of an unknown format for the MirrorLink Client to recognize, the MirrorLink Client shall refer to the
element listed above.

° MirrorLink Server shall not use XPath or XSLT XML transfor mations.

e  TheMirrorLink Server shall use Canonical method XML version 1.0 (xml-c14n) or 1.1 (xml-c14n11);
Canonical XML version 2.0 or later shall not be used.

. The MirrorLink Server shall use SHA-1 digest method; other digest methods shall not be used.

e  TheMirrorLink Server shall use RSA-SHA1 signature method; other signature methods, like HMAC-SHA1
or DSA-SHAL1, shall not be used.

e  TheMirrorLink Client shall not use the Keylnfo element to identify a public key to verify the signature; it
shall use the applicationPublicKey element obtained from the DAP attestationResponse, for the
Ter m nal Mode: UPnP- Ser ver component instead.

6 A ARG _TYPE_Notification XSD Schema

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns="urn: schemas-upnp-org:tmotificationserver:notification-1-0"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xmi dsi g#"
el ement For nDef aul t =" qual i fi ed" attri buteFornDef aul t ="unqualified" id="notification">
<xs:inport schenaLocation="http://ww. w3. org/ TR/ 2002/ REC- xm dsi g- cor e- 20020212/ xm dsi g- cor e-
schema. xsd"
nanespace="htt p://ww. w3. or g/ 2000/ 09/ xml dsi g#"/ >
<xs: el ement name="notification">
<xs: conpl exType>
<Xs: sequence>
<xs: el ement name="notilD'>
<xs:si nmpl eType>
<xs:restriction base="xs:string">
<xs:pattern val ue="0[ Xx][A-Fa-f0-9]{1, 8} @[ Xx] [ A-Fa-f0-9]{1,8}"/>
</xs:restriction>
</ xs: si nmpl eType>
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</ xs: el emrent >
<xs:el ement name="noti Title" type="xs:string"/>
<xs: el ement nanme="noti Body" type="xs:string" default=""/>
<xs: el ement name="iconLi st" m nCccurs="0">
<xs: conpl exType>
<xs:sequence maxCccurs="unbounded" >
<xs: el ement name="icon">
<xs: conpl exType>
<Xs: sequence>
<xs:el ement nanme="m nmetype" type="xs:string" mnCccurs="1" maxCccurs="1"/>
<xs: el ement name="w dth" type="xs:positivelnteger" mnCccurs="1" maxCccurs="1"/>
<xs: el ement name="hei ght" type="xs:positivelnteger" m nCccurs="1" maxCccurs="1"/>
<xs:el ement nane="depth" type="xs:positivelnteger" m nCccurs="1" maxCccurs="1"/>
<xs:element name="url" type="xs:string" mnCccurs="1" maxCOccurs="1"/>
<xs:any nanespace="##any" m nCccurs="0" maxCccurs="unbounded" processContents="|ax"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>
</ xs: el ement >
<xs:any nanespace="##other" m nQccurs="0" naxCccur s="unbounded" processContents="|ax"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>
</ xs: el emrent >
<xs:el ement name="appl D' m nCccurs="1" maxCccurs="1">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:pattern value="0[ Xx][A-Fa-f0-9]{1,8}"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el emrent >
<xs: el ement name="actionList" mnQccurs="0" nmaxQccurs="1">
<xs: conpl exType>
<xs: sequence maxCccur s="unbounded" >
<xs: el ement name="action">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement name="actionl D'>
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs:pattern value="0[ Xx][A-Fa-f0-9]{1,8}"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el emrent >
<xs: el ement name="acti onNanme" type="xs:string"/>
<xs: el ement name="| aunchApp" type="xs:bool ean" defaul t="fal se"/>
<xs: el ement name="iconLi st" m nCccurs="0">
<xs: conpl exType>
<xs:sequence maxCccurs="unbounded" >
<xs: el ement name="icon">
<xs: conpl exType>
<Xs:sequence>
<xs:el ement nanme="m nmetype" type="xs:string" mnCccurs="1" maxCOccurs="1"/>
<xs:el ement nanme="w dth" type="xs:positivelnteger" m nCccurs="1" maxCOccurs="1"/>
<xs: el ement name="hei ght" type="xs:positivelnteger" m nCccurs="1" maxCccurs="1"/>
<xs: el ement name="depth" type="xs:positivelnteger" mnCccurs="1" maxCccurs="1"/>
<xs:element name="url" type="xs:string" mnCccurs="1" maxCOccurs="1"/>
<XS:any nhanespace="##any" m nCccurs="0"
maxQccur s="unbounded" processContents="|ax"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any"
processContent s="| ax"/ >
</ xs: conpl exType>
</ xs: el emrent >
<xs:any nanmespace="##ot her" m nQccurs="0" maxCccur s="unbounded" processContents="|ax"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>
</ xs: el emrent >
<xs:any nanespace="##other" m nCccurs="0" maxCQccurs="unbounded" processContents="|ax"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>
</ xs: el emrent >
<xs:any nanespace="##other" m nQccurs="0" nmaxCccur s="unbounded" processContents="|ax"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>
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</ xs: el ement >
<xs: el ement ref="ds: Signature" m nCccurs="0"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>
</ xs: el emrent >
</ xs: schena>

7 XML Service Description

<?xm version="1.0" encodi ng="utf-8"?>
<scpd xm ns="urn: schemas- upnp- or g: servi ce-1-0">
<specVer si on>
<maj or >1</ mgj or >
<m nor >0</ m nor >
</ specVersi on>
<acti onLi st >
<action>
<name>CGet Noti fi cati on</ name>
<ar gument Li st >
<ar gument >
<nane>Pr of i | el D</ nane>
<di recti on>i n</direction>
<rel atedSt at eVari abl e>A ARG TYPE Profilel D
</rel atedSt at eVari abl e>
</ ar gument >
<ar gument >
<nane>Not i | D</ name>
<di rection>i n</direction>
<rel at edSt at eVari abl e>A_ARG TYPE _Noti | D
</rel atedSt at eVari abl e>
</ ar gurment >
<ar gument >
<nanme>Not i fi cati on</ nane>
<di recti on>out </ direction>
<rel at edSt at eVari abl e>A_ ARG TYPE_Noti fi cati on
</rel atedSt at eVari abl e>
</ ar gurrent >
</ ar gurent Li st >
</ action>
<action>
<nane>Cet Support edAppl i cati ons</ nanme>
<ar gurent Li st >
<ar gunent >
<nane>Pr of i | el D</ name>
<di recti on>i n</direction>
<rel atedSt at eVari abl e>A ARG TYPE Profilel D
</rel atedSt at eVari abl e>
</ ar gunment >
<ar gument >
<nane>Appl Ds</ name>
<di recti on>out </ di rection>
<rel at edSt at eVari abl e>A_ARG TYPE_Stri ng
</rel atedSt ateVari abl e>
</ ar gurment >
</ ar gurent Li st >
</action>
<action>
<name>Set Al | owedAppl i cati ons</ name>
<ar gurent Li st >
<ar gument >
<nane>Pr of i | el D</ nane>
<di recti on>i n</direction>
<rel atedSt at eVari abl e>A ARG TYPE Profilel D
</rel at edSt at eVari abl e>
</ ar gument >
<ar gument >
<nane>Appl Ds</ name>
<di rection>i n</direction>
<rel at edSt at eVari abl e>A_ ARG TYPE_Stri ng
</rel atedSt at eVari abl e>
</ ar gurment >
</ argument Li st >
</action>
<action>
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<nane>| nvokeNot i Acti on</ name>
<ar gurent Li st >
<ar gument >
<nane>Pr of i | el D</ nanme>
<di rection>i n</direction>
<rel at edSt at eVari abl e>A_ ARG TYPE Profilel D
</rel atedSt at eVari abl e>
</ ar gurment >
<ar gument >
<nanme>Not i | D</ nane>
<directi on>i n</direction>
<rel at edSt at eVari abl e>A_ARG TYPE _Noti | D
</rel atedSt at eVari abl e>
</ ar gument >
<ar gunent >
<nane>Act i onl D</ name>
<di rection>i n</direction>
<rel at edSt at eVari abl e>A_ARG TYPE_Acti onl D
</rel atedSt at eVari abl e>
</ ar gurment >
</ argument Li st >
</ action>
</actionLi st>
<servi ceSt at eTabl e>
<stateVari abl e sendEvent s="yes">
<nanme>Act i veNot i Event </ nane>
<dat aType>stri ng</ dat aType>
</ stateVari abl e>
<stateVari abl e sendEvent s="yes">
<nane>Not i AppLi st Updat e</ nanme>
<dat aType>stri ng</ dat aType>
</ stateVari abl e>
<stateVari abl e sendEvent s="no" >
<nane>A_ ARG TYPE Noti fi cati on</ name>
<dat aType>stri ng</ dat aType>
</ stateVari abl e>
<stateVari abl e sendEvent s="no" >
<name>A_ARG TYPE_Appl D</ name>
<dat aType>stri ng</ dat aType>
</ stateVari abl e>
<stateVari abl e sendEvent s="no" >
<nane>A_ ARG TYPE_Profil el D</ nanme>
<dat aType>ui 4</ dat aType>
</ stateVari abl e>
<stateVari abl e sendEvent s="no" >
<nane>A_ ARG TYPE_Acti onl D</ nane>
<dat aType>stri ng</ dat aType>
</ st ateVari abl e>
<stateVari abl e sendEvent s="no">
<nane>A_ ARG TYPE_Noti | D</ name>
<dat aType>stri ng</ dat aType>
</stateVari abl e>
<stateVari abl e sendEvent s="no">
<nane>A_ARG TYPE_St ri ng</ name>
<dat aType>stri ng</ dat aType>
</ stateVari abl e>
<stateVari abl e sendEvent s="no">
<nanme>A_ARG TYPE_URI </ name>
<dat aType>stri ng</ dat aType>
</stateVari abl e>
<stateVari abl e sendEvent s="no">
<nanme>A_ARG TYPE_| NT</ name>
<dat aType>ui 4</ dat aType>
</stateVari abl e>
<stateVari abl e sendEvent s="no">
<nane>A_ARG TYPE_Bool </ name>
<dat aType>st ri ng</ dat aType>
</stateVari abl e>
</ servi ceSt at eTabl e>
</ scpd>
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