ETSITS 119 134-4 vi.1.1 o16-06)

TECHNICAL SPECIFICATION

Electronic Signatures and Infrastructures (ESI);
XAdES digital signatures -
Testing Conformance and Interoperability;
Part 4: Testing Conformance of XAdES baseline signatures



2 ETSITS 119 134-4 V1.1.1 (2016-06)

Reference
DTS/ESI-0019134-4

Keywords

conformance, e-commerce, electronic signature,
profile, security, testing, XAdES

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.orq/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2016.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3 ETSITS 119 134-4 V1.1.1 (2016-06)

Contents

Intellectual Property RIGNES.... ..ot e e b e 7
01 Yo (o ST 7
MoOdal VErDS EMINOIOQY .......ccveieeieieece sttt ettt e e e s re s aeeaesbeeaeesbesreensesaeensessesneenseseeeneensessens 7
1 o0 0L SR 8
2 L= £ 101 S 8
21 NOFMBLIVE FEFEIEINCES .....cutieiitiite ittt ettt sttt h ettt e e besb e ek e s bt e bt e ae e e e s bese e besheeb e e ae e s e eean e besaeebenneennennen 8
2.2 INfOrMELIVE FEFEIENCES. ... ettt e b b bbbt e e e e se e b e s bt eb e et e e e e e se e et e saeebeeneennennens 9
3 F N o] o= V= (0] 0SSP 9
4 L@ < = ST SSSRN 9
5 Testing conformance to B-B level of XAAES SIQNEIUIES...........cooiiierienieieeieeeeeee e 11
51 GBNENEL ...ttt h et bbb h ke R £ R e R R R e SR £ SR E e R R e R e R e Re ARt eh e e Re R e e e e b e Rt eRe bt e aeene e e ennes 11
52 Testing XML Signature elements and containers of XAdES qualifying properties..........c.ccccvvevvecveciesnennn. 12
521 Testing XML SigNature €lEMENES.........iiieiee e erteesee ettt et eee s e st esreesteeaesseesneesseenseenseenaessaesseessens 12
5211 Testing dS:SIgNaLUIE ElEMENL .......ccv et e e st e e e e e tesre e eeeeeeneeeneeanes 12
5212 Testing ds: REFEIENCE ElEMENL .........ooeice e et e st et e e aeeeeeeesneeenes 12
52121 Test assertions common to XAdES baseline and extended Signatures...........coccevevevenenencnienieenn 12
52122 Testing ds: TransformsS ElEMENT ........coiiiii e 12
5213 Testing ds: CanoniCalization BlEMENL...........cceiiiiiii e 12
5214 Testing ds:SIgNatureV alue El@MENT.........c.oiiiiiriiee bbb 13
52141 Test assertions common to XAdES baseline and extended Signatures...........coceceveverenenenenienienenn 13
5215 Testing ds: KeyINfO @l@MENT ... e 13
52.15.1 Test assertions common to X AdES baseline and extended SIgNatures.........ccoocevveveecieecieseeseennens 13
5.2.15.2 Test assertions specific to XAJES basaling SIgNatures..........cccoveveeieeiesee e eee e eese e 13
5.2.2 Testing containers of XAdES qualifying Properti€S.........cccvveieiieeiieesieseeseeesesee e see e see e enae e e 14
5221 Testing incorporation of XAdES qualifying propertiesto the signature............cccceceveeveerieecescesee e 14
5.2.2.2 Testing Xades: QUalifYiNGPIOPEITIES ........iieeeeeceec e sre e e teeaesneeenes 14
52221 Test assertions common to X AdES baseline and extended SIgNaturesS.........ccoocvevveveecieeieseeseeneens 14
52222 Test assertions specific to XAJES baseling SIgNatures...........c.ooeeierieeneiene e 14
5223 Testing Xades, SIgNEAPTOPEITIES ......c.iiiiiire et bbb 15
52231 Test assertions specific to XAJES baseling SIgNatUres...........c.ooeeireieeneiene e 15
5224 Testing xades: SigNedSigNatUrePTOPEITIES.......c.civirieireeieerie e 15
52241 Test assertions specific to XAJES basaling SIgNatUres...........c.ooeeiieireneenie e 15
5.2.25 Testing xades: SignedDataOhj ECtPIOPEITIES .........ccveieeerie e 15
52251 Test assertions common to X AdES baseline and extended SIgNaturesS.........cccooeveeveecieecieseeseennenn 15
5.2.25.2 Test assertions specific to XAJES basaling SIgNatures..........c.coveieereeieseesee e e 16
5.2.2.6 Testing XadeS:UNSIgNEAPTOPEITIES ......cceiiieieecie sttt e et teentesaeesnaesaeeeeeneesnnennes 16
5.2.26.1 Test assertions common to X AJES baseline and extended SIgNatures.........cccoceveeveecieecieseeseennens 16
5.2.26.2 Test assertions specific to XAJES basaling SIgNatures..........c.ccveveeieeiescee e e e 16
5227 Testing xades:UnSignedSignaturePrOPEITIES ........coiiiiririeieerie e 16
52271 Test assertions common to XAdES baseline and extended Signatures...........c.ccveverenenenenienienenne 16
52272 Test assertions specific to XAJES baseling SIgNatures...........c.ooeeiereenieienenee e 16
5228 Testing xades:UnSignedDataObj €CtPrOPEITIES .........coiiieiiiieiriere e 17
52281 Test assertions common to XAdES baseline and extended Signatures...........coceceeeverenenenenienieenn 17
53 Testing XAJES qUalifying PrOPEITIES ......cveuiitiietirieeete ettt sttt st b e et e et b e e e b b se b b neene 17
531 Testing Xades: SigNiNgTIME ElEMENT.........ccieiee e se e s e nr e e e e e enaeeraesraesrens 17
5311 Test assertions specific to XAJES basaling SIgNatures...........cocvevveveeeeseesecse e 17
5.3.2 Testing xades. SigningCertifiCaleV 2 € @MENT.........cooci et srees 17
5321 Test assertions common to X AJES baseline and extended SigNatures...........covevveeseeseeneesenscee e 17
5.3.2.2 Test assertions specific to XAJES basaling SIgNatures...........coovevveveieeseeseeseee e 18
533 Testing xades:Commitment Typelndication &lemMEeNt ..o 18
5331 Test assertions common to XAdES baseline and extended SIgNatures............cccoeeeereneeneneeseneees 18
534 Testing xades:DataObj eCtFOrMat &1EMENT .........coiiiiiieee e 18
5341 Test assertions common to XAdES baseline and extended SIgNatures............cccoereereneieneneeseseees 18
5342 Test assertions specific to XAJES basaling SIgNALUIES...........coiiiiiriiereeceee e 19

ETSI



4 ETSITS 119 134-4 V1.1.1 (2016-06)

535 Testing xades. SignatureProductionNPlaCeV 2 €lE€mMENL ..........cccueviererieee e 20
5.35.1 Test assertions common to X AJES baseline and extended SigNatures...........covevveeseeseeneesenscee e 20
5.3.6 Testing XadeS: SIgNErROIEV 2 El@MENL ..........eo it e st a e snaeereesraesnees 20
5.36.1 Test assertions common to X AJES baseline and extended SigNatures..........ccveceeveveeseeneeseesces e 20
537 Testing xades. Counter SIgNature €lEMENL...........civeiieceeeeseeseese e ee et e e e e sreesreesteebessaesraesseesnens 21
5371 Test assertions common to X AJES baseline and extended SIgNatures...........ccvevveeeeeeeseeneesieseeesee e 21
538 Testing xades: AllDataObj ectSTimeStampP El@MENE ..o 21
5381 Test assertions common to XAdES baseline and extended SIgnatures............cccoeveereneieneneeseseeens 21
539 Testing xades: I ndividual DataObjectSTimeStamp element ... 22
5391 Test assertions common to XAdES baseline and extended SIgNatures............cccoeeeereneeneneeseseeees 22
5.3.10 Testing xades: SignaturePolicyldentifier €lement ..o e 22
5.3.10.1 Test assertions common to X AJES baseline and extended SIgNatUresS..........coveveeceveseeseesiessee s 22
5.3.10.2 Testing xades: SPURI signature poliCy QUaIITIEN .........cccvieriee e 23
5.3.10.2.1 Test assertions common to X AJES baseline and extended SIgNatUres.........ccocevveveecieecieseeseeneens 23
5.3.10.3 Testing xadesv141:SPDocSpecification signature policy qUalifier.........ccovevceeveeve e 23
5.3.10.3.1 Test assertions common to X AJES baseline and extended SIgNatUresS.........ccoocveveeveeeieeeeseeseeneens 23
53.11 Testing Xadesv141:SignaturePOliCYSIONE .......ccuiiieeeeriee e e s te e rae e e e sreenaeenre e 23
53111 Test assertions common to XAdES baseline and extended SIgnatures............ccoeveereneneneneesesieens 23
5.3.12 Testing xadesv141:CompleteCertificateRefSV2 €leMent .........oociiiciiince e 24
53121 Test assertions common to XAdES baseline and extended SIgnatures............cccovveerereienenienesenieens 24
53.12.2 Test assertions specific to XAJES basaling SIgNALUIES ..o 24
5.3.13 Testing xadesv141: AttributeCertificateRefSV2 €lement ..o 25
53.13.1 Test assertions common to XAdES baseline and extended Signatures............cccovveereneeneneesenieens 25
5.3.13.2 Test assertions specific to XAJES baseline SIgNatures...........coceveeve e ceeseeseeeee e 25
5.3.14 Testing xades.CompleteRevocatioNREFS El@MENL............occi e 26
53.14.1 Test assertions common to X AJES baseline and extended SIgNatUres.........cccveveeeveeseeseesessee s 26
5.3.14.2 Test assertions specific to XAJES basaling SIgNatures...........cooveveeceieeseesie e 27
5.3.15 Testing xades. AttributeRevocatioNREfS ElEMENL...........c.oiii e 27
5.3.15.1 Test assertions common to X AJES baseline and extended SIgNatUresS..........coveveeceveseeseesiessee s 27
5.3.15.2 Test assertions specific to XAJES basaling SIgNAUIES ..o 28
5.3.16 Testing xadesv141: SIgANARefSTIMEStAMPY 2 ElEMENT........coviriiiiieree s 28
53.16.1 Test assertions common to XAdES baseline and extended SIgNatures............ccovveereneieneneeseniees 28
5.3.16.2 Test assertions specific to XAJES basaling SIgNALUIES ..o 29
5.3.17 Testing xadesv141:RefsONly TimeStampV 2 €l@mMENt .......c.ooiriiiiriineeee s 29
53.17.1 Test assertions common to X AJES baseline and extended SIgNatUresS..........coveveeieveeseeseesesseesee e 29
5.3.17.2 Test assertions specific to XAJES baseline SIgNatures...........cocevvece e cecseeseeeee e 30
6 Testing conformance to B-T level of XAJES SIGNAIUIES.........ccvieeieiieeeseceese et 30
6.1 GENEIAl FEQUITEIMENTS ... .eevieieete et eteestee st e steeste s ee s e s e e sae e seeateesseeseeaseeteesteenseensesaeesseesaeesseenseanseentenneesnsessensnnns 30
6.2 Testing xades: SignatureTimESIamMP ElEMENL .........coiiiireee bbb seene 30
6.2.1 Test assertions common to XAdES baseline and extended SIgNatUres ...........coccevereereneeenienieeneeseseens 30
6.2.2 Test assertions specific to XAAES basaling SIgNALUIES.........c.ciiieiriiereese e 31
7 Testing conformance to B-L T level of XAJES SIgNALUIES..........coveeerieeenineeee et 31
7.1 GENEIAl FEQUITEIMENTS ... .eeteeieeie et eteestee st este e teete s e s e e sae e seeaseesseeseeaseeteenteenseensesaeesaeesaeesseenseenseensenneesneessensnnns 31
711 (@0 =T = o [0 TT =007 1TSS 31
7.1.2 Test assertions for testing properties containing referencesto validation data............ccccccvveeveeneereeceennen, 31
7.1.3 Test assertions for testing properties from UPPEr IEVEIS..........occuveiecieceeceeeee e 32
7.2 Testing xades: CertifiCateValUES l@MENT ........cc.eoce et esreesreas 33
721 Test assertions common to XAdES baseline and extended SIgNatures ...........cocoevereeereneeenieneesieeseseens 33
722 Test assertions specific to XAAES basaling SIgNALUIES.........ccciirieiiirieiree e 33
7.3 Testing xades:RevOCatioNValUES €l @IMENL ...........coeiiiiieereiete ettt b e e eb e e neene s 33
731 Test assertions common to XAdES baseline and extended SIgNatures ...........cocevereeereneeeneneeneeeeseens 33
732 Test assertions specific to XAAES basaling SIgNALUIES.........cccoireiririeiree e 34
74 Testing xades: AttrAUthoritieSCertValuesS €l @MENt .........ccvici e 34
74.1 Test assertions common to XAdES baseline and extended SIgNatUreS .........coocveveeveeveccieceeseeseee e 34
7.4.2 Test assertions specific to XAJES baseline SIgNaLUIES...........cooveieeieie i 34
75 Testing xades: AttributeRevocationValUeS Bl@MENL............ccveiieecese e 35
751 Test assertions common to XAdES baseline and extended SIgNatUreS .........oocveveeveereecieceeseeseee e 35
75.2 Test assertions specific to XAJES baseline SIgNaLUIES...........cccveieeieie sttt 35
7.6 Testing xadesv141: TimeStampV alidationData €l EMENT ..........cceeriieeriereereeeere e 35
7.6.1 Test assertions common to XAdES baseline and extended SIgNatures ...........cocoevereeerineeenieneeseeeeeseens 35

ETSI



5 ETSITS 119 134-4 V1.1.1 (2016-06)

8 Testing conformance to B-LTA level of XAES SIgNaLUIES.........c.coeeveeieieeiiececee e 36
8.1 GENEIAl FEQUITEIMENTS ... .eeteeieeieeeteeeestee e teeste e ee s e s e e saeesseenseesseeseeeseeteesteenseensesaeesaeesaeesseenseanseensenneesnsessensnnas 36
8.2 Testing xadesv141: ArchiveTimeStamp El@MENT........cccvie et esreenreas 37
821 Common tests for distributed and Not diStribULE CASES...........coiriiierierereee e 37
8211 Test assertions common to XAdES baseline and extended SIgNatures............cccoeveereneienienieeseseees 37
8212 Test assertions specific to XAJES basaling SIgNAUIES ..o 37
8.3 Testing xadesv141:RenewedDigestS ElEMENL...........co ittt e b e eene 37
831 Test assertions common to XAdES baseline and extended SIgNatures ...........cocoevereereneeenieneesieeeeseens 37
832 Test assertions specific to XAAES basaling SIgNALUIES.........ccciireirireireeese e 38
Annex A (normative): Test assertionsderived from XML Schema........cocooeeeveieeienenencncncees 39
7 0 T | 11 0o (1 o o USSP 39
Al Testing auXiliary tyPeS COMENES.......ccuiiiiie ittt ettt e b e e aaesresreeseenbesreenesneens 40
Al1l T g1 13t (oo TSP 40
A.l2 Testing xades:Obj ectl dentifier TYPE INSTANCES. .......corviiiireere ettt b s seene 40
A.1l3 Testing xades:Encapsul atedPK I DataTYPe INSLANCES. .......coereeerrerieierierieresiesesiesieseese st seeeere s eeseneesesreseenens 41
A.l4 Testing xades: X ADESTimeStamPTYPE INSLANCES .......c.eivirieeriereeieste sttt sttt sb e s be bt ebesreseenens 42
A.l41 11 0o 1 ' PR 42
A.14.2 Testing XadeS: INCIUAETYPE INSLAINCES.........cciiriiiririeeei et b e e 42
A.l5 Testing Lists of referenCeSto CErtifiCalls. ........oiiiiiiiireee e b e 43
A.151 Testing Xades. CertlDLIStV 2TYPE INSIANCES .......ueieeieeieesieesieeieeteeeeseesee e e sseeaeeeesseesseesseesessaessassseessens 43
A.15.2 Testing XadeS.CertIDTYPEV 2 INSLANCES. .......ccuveieeieeeieeeeeseesteeseetesaessaeseesreesseeaeeeesseesseesseessesssessensseesses 43
A.153 Testing xades:DigestAIgANAV alUETYPE INSLANCES.........coveeieerieeie e seeseese e sae e sreesre e e e saesraesnees 44
A.1l54 Testing Xades: I SSUErSErialV 2 ElMENT ..........oiiiieece et e st e enaeeraesraennees 45
A.2 Testing containers for XAAES SINAIUMES ......c.ccuieieiiiieee ettt st et re e s re e b s eneenes 45
A21 Testing Xades:QUaliTYINGPIOPEITIES ..ottt ettt ettt se et e e b b e b b neenea 45
A211 Testing xades:QualifyiNgPrOpErtieS ElEMENL ...........oiiiiririerere e 45
A.2.1.2 Testing Xades: SIGNEAPTOPENTIES..........ciiirieirterteres ettt bbb et b et b e 46
A2121 Testing xades: SigNedProPErtieS El@MENT.........ccciiieirier e 46
A.2122 Testing Xxades: SIgNedSigNatur€PrOPEITIES.........ccveiieiece e ee s 46
A.21.23 Testing xades: SignedDataOhj ECtPIOPEITIES .........ccvveiieieeee e 46
A.213 Testing XadeS:UNSIGNEAPTOPEITIES. .......ccveiieeiieie e ceesee st et e e e e tesaesae e e saeesae e teenteessenseenseenaessenssaesnens 47
A.2131 Testing xades:UnsignedPropertieS €l €MENt...........cvcuvieieeiee s s 47
A.2132 Testing xades:UnsignedSigNaturePrOPEITIES. .......ccuviiiiieiee et see e e ens 47
A.2.1.33 Testing xades:UnsignedDataObhj €CtPrOPEITIES..........cuiiieiee e 47
A3 Testing XAdES QUalifying PrOPErtiES.......ccciieieerieieiiriesie st sne e 48
A31 gL 0o 1 1 o o PSSR 48
A.3.2 TEStiNG XAES, SIGNINGTIME ...ttt b bbb e bbbt b e st e bt e b e seeb e e b e e eb e sb e e ebesbeneebeebeneeneas 48
A.3.3 Testing XadeS: SIgNINQCEITITICAIEY 2.......eecieeceee ettt e e s re s e e e saeereenteenseeneesneesneas 48
A34 Testing xades: CommitmentTYPEINAICALION .........ceieeiieie e e st e sreesnees 48
A.35 Testing XadeS:DataOhj €CLFOIMEAL ...........coiieiieie e sr et e e sre e seenteenneeneesraesreas 50
A.3.6 Testing xades: SignatureProductioNPIaCeV 2 €l @MENT .........ccveiieiece e sre e 51
A.3.7 Testing XadeS: SIgNErROIEV 2 El@IMENT ........occiieece et e e s re e seeteeneeeneesnaesreas 51
A.3.8 Testing XadeS: COUNLEr SIGNALUNE.........cccuieieeieeie e seeseesteesteeeesreeste e e e teeseessaesseesseesseensesseesseenseenseenseeneessenssns 52
A.3.9 Testing xades: AllDataOb] €CISTIMESIAIM .....c.erveuirrerieiiriereete ettt b et eb e st s e e sb e e se b e e ebesreneerens 52
A.310 Testing xades:Individual DataObjECtSTIMESIAMP ......c.civirieiriieeriee e 53
A.311 Testing Xades: SignaturePOoliCYTAENEITIEN ..o 53
A3111 Testing xades: SignaturePolicyldentifier €lement ..o e 53
A.3.112 Testing XadeS:SPURI QUBIITIEN ..ot 54
A.3.11.3 Testing Xxades: SPUSEINOLICE QUAITTIEN .......o.viiiiieiree e 54
A.3.114 Testing xadesv141:SPDOCSPeCification QUaIITIEN ........cceeiv i 56
A.3.12  Testing Xadesv141: SignaturePOliCYSIOI..........ecueeiereesieeieetesee e ste e te e e s rae e e s e e s teenseseesneesneesaeenseensenns 56
A.3.13  Testing Xades. SigNatUr€T IMESIAMP .....ueivieieeieeieeeesee st e st este e se e s e e s te e teestesseessaesseesseesseensessessaeesseesseenseansenns 57
A.3.14  Testing xadesv141:CompleteCertificateRefsTypeV 2 and xadesv141: AttributeCertificateRefsv 2

(60 1= PP P PP 57
A.315 Testing xades:CompleteRevocatioNREFSTYPE CONLENT .......c.ciirieiririeiriee et 57
A.3.151 TESHING FOOL EEIMENT ...ttt b a b b s bbb e et b bbbt b e b 57
A.3.152 TeStiNG XAHESICRLIRESS ..ottt bbbt b et b bbb 58
A.3.153 TeStiNG XAHESIOCSPRESS........cecuirtiiet ittt bbbt bt b et b bbbt 59

ETSI



A.3.154
A.3.16
A.3.17
A.3.18
A.3.19
A.3.20
A3.21
A.3.22

6 ETSITS 119 134-4 V1.1.1 (2016-06)

Testing XadeS: OthEIREFS. .......cui et e s e sae e s teeteenteenteeseesraesneas 61
Testing xadesv141:SIgANAREFSTIMESIAMPV 2.....coviiieeee ettt e s et ese e e e sraenneas 62
Testing Xxadesv141:RefSONIYTIMESIAMPY 2.....oocvieieeieee ettt ete et te et e e e e sre e teeteesaeenaesseesreas 62
Testing xades: CertificateV alUESTYPE CONMEENT ........oieiieeieccie ettt ste e seesreereeae e e naesnaesreas 62
Testing xades:RevocationV alUESTYPE CONLENL...........cciiveieerreieeeeseese e e ste e sreeseeesreeseeeeeseesseesseesaesnaesseessens 62
Testing xadesv141: TimeStampV alidatioNData...........cceceeieeiieie et sreenreas 63
Testing Xxadesv141: ArChiVETIMESIAM .....oiuiiiereiieteite ettt et b e bbb b e sb e st eb e e e ebe e neene s 64
Testing Xadesv141:RENEWEADIGESIS ... ...cctiirieiertireeieste ettt sttt ettt et s e e b e e e b se e eb e s b e e ebesrenneneas 64
............................................................................................................................................................ 65

ETSI



7 ETSITS 119 134-4 V1.1.1 (2016-06)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ES!).

The present document is part 4 of a multi-part deliverable covering XAdES digital signatures - Testing Conformance
and Interoperability. Full details of the entire series can be found in part 1 [i.2].

A tool implementing the present document has been developed and is accessible at http://signatures-conformance-

checker.etsi.org/.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document defines the set of checks to be performed for testing conformance of X AdES signatures against
XAdES baseline signatures as specified ETSI EN 319 132-1[1].

The present document does not specify checks leading to conclude whether a signature is technically valid or not (for
instance, it does not specify checks for determining whether the cryptographic material present in the signature may be
considered valid or not). In consegquence no conclusion may be inferred regarding the technical validity of a signature
that has been successfully tested by any tool conformant to the present document.

Checks specified by the present document are exclusively constrained to elements specified by XAdES [1] and to
certain elements specified by XMLSig [3] that are re-used in XAdES schema definition (like ds: Di gest Met hod,
ds: Di gest Val ue).

Regarding X AdES properties, the present document explicitly differentiates between structural requirements that are
defined by the XAdJES XML Schema, and the rest of the requirements specified by X AdES [1]. Checks corresponding
to the first set of requirements are specified in the normative annex A. Checks corresponding to the second set of
requirements are specified in the body part of the present document.

The present document is intentionally not linked to any software devel opment technology and is aso intentionally
agnostic on implementation strategies. Thisis one of the reasons why the test assertions set specified in the present
document includes tests on the correctness of the structure of al the elements specified by XAdES [1].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures,
Part 1: Building blocks and X AdES baseline signatures’.

2] ETSI EN 319 132-2: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures,
Part 2: Extended XAdES signatures”.

[3] W3C Recommendation (2008): "XML-Signature Syntax and Processing (Second Edition)”.

[4] IETF RFC 3061 (2001): "A URN Namespace of Object Identifiers'.

[5] IETF RFC 3161 (2001): "Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP)".

[6] IETF RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol -
OCSP'.
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2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] OASIS Standard: "Test Assertions Model Version 1.0".

[i.2] ETSI TR 119 134-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures -
Testing Conformance and Interoperability; Part 1: Overview".

[i.3] ETSI TS 119 134-5: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures -
Testing Conformance and Interoperability; Part 5: Testing Conformance of extended XAdES
signatures'.

3 Abbreviations
For the purposes of the present document, the following abbreviations apply:

BER Basic Encoding Rules

CER Canonical Encoding Rules

DER Distinguished Encoding Rules

HTTP Hyper Text Transfer Protocol

OCSsP Online Certificate Status Protocol

OoID Object | Dentifier

PER Packed Encoding Rules

TSP Trusted Service Providers

URI Uniform Resource Identifier

URN Uniform Resource Name

XER XML Encoding Rules

XML eXtensible Markup Language

XMLDSIG eXtensible Markup Language Digital SIGnature

4 Overview

The present clause describes the main aspects of the technical approach used for specifying the whole set of teststo be
performed for testing conformance to ETSI EN 319 132-1 [1].

In order to test conformance against the aforementioned specification, several types of tests are identified, namely:

1) Testson the signature structure that are directly derived from the XML Schema specified in
ETSI EN 319 132-1 [1]. These tests are specified in annex A.

2) Testson the signature structure that are not defined by the XML schemaof ETSI EN 319 132-1 [1] and that in
consequence may not be tested by a XML Schema validator tool.

3) Testsonvalues of specific elements and/or attributes that cannot be tested by a XML Schema validator tool.

4) Testson interrelationship between different elements present in the signature (URIs that point to certain
elements, for instance).

5)  Tests on computations reflected in the contents of the signatures (for instance message imprints for a
time-stamping service, computed by digesting the concatenation of a number of elements of the signature).
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No tests are included testing actual validity of the cryptographic material that might be present in the signature or to be
used for its verification (for instance status of certificates).

Tests are defined as test assertions following the work produced by OASISin "Test Assertions Model Version 1.0"
[i.1].

For each XAdES qualifying property and for certain relevant elements specified in XMLDSIG [3], the present
document defines a number of test assertions corresponding to the requirements specified in the aforementioned
specifications.

ETSI EN 319 132-1 [1] defines requirements for building blocks and X AdES baseline signatures. For the purpose of
identifying the whole set of test assertions required for testing conformance against XAdES baseline signatures as
specified in ETSI EN 319 132-1 [1], the present document classifies the whole set of requirements specified in ETSI
EN 319 132-1[1] in three groups as follows:

1) Requirements"XAdES BS" (after "XAdES baseline signatures'): requirements defined in clause 6 of
ETSI EN 319 132-1 [1]. These are requirements specific to XAdES baseline signatures.

2) Reguirements"XAdES_BB" (after "XAdES building blocks"): requirements defined in clauses 4 and 5,
annexes A, C and D of ETSI EN 319 132-1 [1] applicable to both X AdES baseline signatures as specified in
ETSI EN 319 132-1 [1] and XAdES extended signatures as specified in ETS| EN 319 132-2 [2].

3) Requirements"XAdES SCH" (after "XAdES schema’): requirements defined in annex A. These are
requirements directly derived from the XML Schema definitionsin ETSI EN 319 132-1 [1].

The set of test assertions for XAdES baseline signatures as specified in ETSI EN 319 132-1 [1], shall be the addition of
test assertions with code "XAdES_BB", and test assertions with code "XAdES BS'.

Each test assertion includes:

1) Uniqueidentifier for further referencing. The identifiers of the assertions start with a code identifying the set
of requirements the assertion corresponds to, namely: "XAdES BB", and "XAdES BS".

NOTE: The present document does not define test assertions for requirements "XAdES BB_ES'. These test
assertions are defined in ETSI TS 119 134-5[i.3].

2) Reference to the Nor mative sour ce for the test.

3) TheTarget of the assertion. In the normative part, thisfield identifies ETSI EN 319 132-1 [1].

4) Prerequisite (optional) is, according to[i.1], "alogical expression (similar to a Predicate) which further
qualifiesthe Target for undergoing the core test (expressed by the Predicate) that addresses the Normative

Statement”. It is used for building test assertions corresponding to requirements that are imposed under certain
conditions.

5) Predicate fully and unambiguously defining the assertion to be tested.

6) Prescription level: three levels are defined: mandatory, preferred and permitted, whose semanticsisto be
interpreted as described in clause 3.1.2 of [i.1].

7) Tag: information on the element tested by the assertion. Thisindicates that XAdES [1] isthe origin of the
assertion.

Table 1 shows the prefixes used to refer to specific elements in the X AdES signature associated to the URIs of the
corresponding namespaces.

Table 1: Prefixes used

XML Namespace URI Prefix
http://www.w3.0rg/2000/09/xmldsig# ds
http://uri.etsi.org/01903/v1.3.2# xades
http://uri.etsi.org/01903/v1.4.1# xadesv141
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5 Testing conformance to B-B level of XAdES
signatures

5.1 General

The clause 5 specifies the whole set of assertions, not directly derived from X AdES XML schema, to be tested on
applications claiming conformance to the XAdES-B-B signatures as specified in ETSI EN 319 132-1 [1]. As mentioned
before the assertions derived from the XML Schema definition are specified in the normative annex A.

Clause 5.2 specifies the assertions for testing conformance on elements that are specified by the W3C XML Signature
Recommendation [3] and further profiled by ETSI EN 319 132-1[1], against ETSI EN 319 132-1 [1].

Clause 5.3 specifies the assertions for testing conformance on the qualifying properties that are relevant for the
XAdES-B-B level.

According to ETSI EN 319 132-1 [1], XAdES-B-B signatures should not incorporate a number of qualifying properties.
Nevertheless, a XAJES-B-B signature can incorporate them. The list below specifies how to test these propertiesin
case they are present in a XAdES-B-B signature:

1) xades: Si gnat ur eTi neSt anp, shall be tested as specified in clauses 6.2 and A.3.13.
2) xadesv141: Conpl eteCertificat eRef sV2, shal betested as specified in clauses 5.3.12 and A.3.14.
3) xades: Conpl et eRevocat i onRef s, shall be tested as specified in clauses 5.3.14 and A.3.15.

4) xadesv14l: AttributeCertificateRefsV2,shal betested as specified in clauses5.3.13 and
A.3.14.

5) xades: Attri but eRevocati onRef s, shall betested as specified in clauses 5.3.15 and A.3.15.

6) xadesvl14l: RefsOnl yTi meSt anpV2, shall be tested as specified in clauses 5.3.17 and A.3.17.

7) xadesv14l: Si gAndRef sTi meSt anpV2, shall be tested as specified in clauses 5.3.16 and A.3.16.
8) xades: Certifi cateVal ues, shal betested as specified in clauses 7.2 and A.3.18.

9) xades: AttrAuthoritiesCert Val ues, shal betested as specified in clauses 7.4 and A.3.18.
10) xades: Revocati onVal ues, shall be tested as specified in clauses 7.3 and A.3.19.

11) xades: Attri but eRevocati onVal ues, shall betested as specified in clauses 7.5 and A.3.19.
12) xadesv141: Ti meSt anpVal i dati onDat a, shall betested as specified in clauses 7.6 and A.3.20.
13) xadesv141: Archi veTi neSt anp, shal be tested as specified in clauses 8.2 and A.3.21.

14) xadesv141l: RenewedDi gest s, shall betested as specified in clauses 8.3 and A.3.22.
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5.2 Testing XML Signature elements and containers of XAdES
qualifying properties

5.2.1  Testing XML Signature elements

5.21.1 Testing ds:Signature element

TA id: XADES BS/ XMLSI G DSSI G 1

Normative source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: The signature has one or nore ds: Cbject children.

Prescription level: nandatory

Tag: XAdES basel i ne signatures.

5.2.1.2 Testing ds: Reference element

5.21.2.1 Test assertions common to XAdES baseline and extended signatures

This clause defines the test assertions for ds: Ref er ence element.

TA id: XADES BB/ XMLSI G REF/ 1

Nornative source: [1] — O ause 4.4.2

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1] and to XAdES extended signatures as specified in [2]

Predi cate: The value of the attribute Type of the ds: Reference el ement referencing the

xades: Si gnedProperties element is "http://uri.etsi.org/01903#Si gnedProperties".

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures.

TA id: XADES_BB/ XM_S| G/ REF/ 2

Nor native source: [1] — Cause 4.4.2

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1] and to XAdES extended signatures as specified in [2]

Predi cate: The digest value appearing within the ds: Reference elenent is equal to the val ue conputed
after processing the ds: Reference according to XM.DSI G [3] cl ause 4.4.3.2.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures.

5.2.1.2.2 Testing ds: Transforms element

This clause defines the test assertions for ds: Ref er ence'sds: Tr ansf or ns child element.

TA id: XAdES BS/ XMLSI G REF/ TR/ 1

Nor netive source: [1] O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Predi cate: The range of the Transfornation algorithns used in new signatures, is the range
identified in ETSI EN 319 132 Part 1 [1] clause 6. 3.

Prescription level: preferred

Tag: XAdES basel i ne signatures.

5.2.1.3 Testing ds: Canonicalization element

This clause defines the test assertions for ds: Canoni cal i zat i onMet hod element.

TA id: XADES BS/ XMLSI G REF/ CAN 1

Normati ve source: [1] O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
(1]

Predicate: The value of the attribute Al gorithmof ds:Canonicalization elenent for new signatures is
one of the followi ng three values: http://ww. w3. org/ 2006/ 12/ xm -c14nl1,

http://ww. w3. or g/ 2001/ 10/ xm - exc- c14n#, http://ww. w3. or g/ TR/ 2001/ REC- xm - c14n-20010315.
Prescription level: preferred

Tag: XAdES basel i ne signatures.
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TA id: XADES_BS/ XM_S| G REF/ CAN 2

Nor netive source: [1] O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Predi cate: The value of the attribute Al gorithm of ds:Canonicalization elenment in |egacy XAdES
basel i ne signatures is one of the follow ng six values: http://ww. w3. org/2006/12/xm -c14n11,
http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#, http://ww. w3. or g/ TR/ 2001/ REC- xml - c14n- 20010315,
http://ww. w3. or g/ 2006/ 12/ xm - c14n11#Wt hComments, http://wwmw. w3. or g/ 2001/ 10/ xm - exc-

c1l4n#W t hComrent's, http://ww. w3. or g/ TR/ 2001/ REC- xm - c14n- 20010315#W t hComrent s.

Prescription level: permitted

Tag: XAdES basel i ne signatures.

5.2.1.4 Testing ds:SignatureValue element

5.2.1.4.1 Test assertions common to XAdES baseline and extended signatures

This clause defines the test assertions for ds: Si gnhat ur eVal ue child element.

TA id: XAdJES BS/ XMLSI G SI GVAL/ TR/ 1

Nor nati ve source: [3]

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The value in ds:SignatureValue is cryptographically correct.

Prescription level: nandatory

Tag: XAdES basel i ne signatures and extended signatures.

5.2.1.5 Testing ds: Keylnfo element

5.2.1.5.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES BB/ XMLSI G KEYI NFO' 1

Normati ve source: [3] — Cause 4.4.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The content of any ds: X509Certificate descendant elenent within the ds:Keylnfo elenent is
a base-64 encoding of a X509 certificate.

Prescription | evel: nandatory

Tag: XAdES basel i ne signatures and extended signatures.

5.2.1.5.2 Test assertions specific to XAdES baseline signatures

TA id: XADES BS/ XMLSI G KEYI NFQO' 1

Normati ve source: [1] O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Predicate: The ds:Keylnfo elenent is present within the XAdES baseline signatures as specified in
[1]

Prescription | evel: nandatory

Tag: XAdES basel i ne signatures.

TA id: XADES_BS/ XMLSI G KEYI NFQ' 2

Normati ve source: [1] O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
(1]

Predi cate: The ds: Keylnfo includes the signing certificate in one of its descendant X09Certificate
el ement s

Prescription level: nandatory

Tag: XAdES basel i ne signatures.
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5.2.2 Testing containers of XAdES qualifying properties

5.2.2.1 Testing incorporation of XAdES qualifying properties to the signature

TA id: XAdES_BS/ PROPERTI ES/ | NCORPORATI OV 1

Normati ve source: [1l]- O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Predi cate: The XAdES signature contains one and exactly one xades: Qual i fyi ngProperti es descendant

el enent .

Prescription | evel: nandatory

Tag: XAdES basel i ne signatures.

TA i d: XAdES_BS/ PROPERTI ES/ | NCORPORATI QN 2

Normati ve source: [1l]- O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
(1]

Predi cate: The xades: QualifyingProperties elenent is child of one ds: Cbject element that is child of
the ds: Signature el enent.

Prescription level: nandatory

Tag: XAdES basel i ne signatures.

TA id: XAdES_BS/ PROPERTI ES/ | NCORPCORATI QV 3

Nor mati ve source: [1l]- O ause 6.3

Target: XAdES signature generator claimng confornance to XAdES baseline signatures as specified in
[1]

Predi cate: None of the ds: bject elements children of the ds: Signature el ement includes a

xades: Qual i fyi ngProperti esReference el enent.

Prescription | evel: nandatory

Tag: XAdES basel i ne signatures.

5.2.2.2 Testing xades:QualifyingProperties

5.2.2.21 Test assertions common to XAdES baseline and extended signatures

TA id: XAdES BB/ QP/ 1

Nornative source: [1]- Clause 4.3.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: QualifyingProperties elenent is not an enpty el ement.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XAdES_BB/ QP/ 2

Normative source: [1]- Clause 4.3.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The Target attribute of xades: QualifyingProperties elenent references the Id attribute of
the ds: Signature elenent that is the root el enent of the XAdES signature that incorporates the

af orementi oned xades: Qual i fyi ngProperties el ement.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

5.2.2.2.2 Test assertions specific to XAdES baseline signatures

TA id: XAdES_BS/ QP/ 1

Nor native source: [1]- O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: The xades: Qualifyi ngProperties el enent contains one xades: Si gnedProperties child el ement.
Prescription level: nandatory

Tag: XAdES basel i ne signatures
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5.2.2.3 Testing xades:SignedProperties

5.2.2.3.1 Test assertions specific to XAdES baseline signatures

TA id: XAdES_BS/ SI GPROP/ 1

Nor native source: [1]- O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: The xades: Si gnedProperties contai ns one xades: Si gnedSi gnat ureProperties child el enent.
Prescription level: nandatory

Tag: XAdES basel i ne signatures

TA id: XAdES_BS/ SI GPROP/ 3

Normati ve source: [1]- Cause 6.3

Target: XAdES signature generator claining conformance to XAdES baseline signatures as specified in
(1]

Prerequisite: The ds: Signature countersigns one or nore signatures (it is the child elenment of a
xades: Count er Si gnature el ement AND/OR it has one or nore ds: Reference el enents that have their
corresponding Type attributes set to "http://uri.etsi.org/01903#Count ersi gnedSi gnature") AND the
signature signs the countersigned signature(s), its own xades: SignedProperties, and additional data
obj ect s.

Predi cate: The xades: Si gnedProperties contai ns one xades: Si gnedDat aCbj ect Properties el enent.
Prescription | evel: nandatory

Tag: XAdES baseline signatures

TA id: XAdES _BS/ SI GPROP/ 2

Normati ve source: [1l]- O ause 6.3

Target: XAdES signature generator claimng confornance to XAdES baseline signatures as specified in
[1]

Prerequisite: The ds: Signature does not countersign any signature AND signs its own

xades: Si gnedProperties and additional data objects

Predi cate: The xades: Si gnedProperties contai ns one xades: Si gnedDat aCbj ect Properties el enent.
Prescription |evel: nandatory

Tag: XAdES basel i ne signatures

5.2.2.4 Testing xades:SignedSignatureProperties

5.2.24.1 Test assertions specific to XAdES baseline signatures

TA id: XAdES_BS/ Sl GSI GPRCP/ 1
Nor native source: [1]- O ause 6.3
Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in

(1]

Predi cate: The xades: Si gnedSi gnat ureProperties el enent contains one xades: SigningCertificateV2
qual i fying property.

Prescription level: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ SI GSI GPROP/ 2

Nor native source: [1]- O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Predi cate: The xades: Si gnedSi gnat ureProperties el enent contains one xades: Si gni ngTi ne qualifying
property.

Prescription level: nandatory

Tag: XAdES basel i ne signatures

5.2.25 Testing xades:SignedDataObjectProperties

5.2.25.1 Test assertions common to XAdES baseline and extended signatures

TA id: XAdES BB/ SI GDOPROP/ 1

Nor native source: [1]- O ause 4.3.5

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: Si gnedDat aCbj ect Properties elenent is not an enpty el enent.

Prescription |l evel: nandatory

Tag: XAdES basel i ne and extended signatures
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5.2.25.2 Test assertions specific to XAdES baseline signatures

TA id: XAdES_BS/ S| GDOPROP/ 1

Nor native source: [1]- O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Prerequisite: The signature does not countersign any signature.

Predi cate: The xades: Si gnedDat aCbj ect Properti es el enent has one xades: Dat aCbj ect For nat per each
signed data object except the xades: SignedProperties el ement.

Prescription | evel: nandatory

Tag: XAdES basel i ne signatures

TA id: XAdJES_BS/ SI GDOPROP/ 2

Nor native source: [1]- O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Prerequisite: The ds: Signature countersigns one or nore signatures (it is the child elenent of a
xades: Counter Si gnature el ement AND)OR it has one or nore ds: Reference el ements that have their
correspondi ng Type attributes set to "http://uri.etsi.org/01903#Count ersi gnedSi gnature") AND t he
signature signs the countersigned signature(s), its own xades: Si gnedProperties, and additional data
obj ects.

Predi cate: The xades: Si gnedProperties has one xades: Dat aCbj ect Fornat per each additional signed data
obj ect .

Prescription | evel: nandatory

Tag: XAdES basel i ne signatures

5.2.2.6 Testing xades:UnSignedProperties

5.2.2.6.1 Test assertions common to XAdES baseline and extended signatures

TA id: XAdES_BB/ UNSI GPROP/ 1

Normati ve source: [1]- O ause 4.3.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: UnSi gnedProperties elenent is not an enpty el enent.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

5.2.2.6.2 Test assertions specific to XAdES baseline signatures

TA id: XAdES_BS/ UNSI GPROP/ 1

Nor native source: [1]- O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Predi cate: A XAdES baseline signature incorporates 0 or 1 xades: UnSi gnedProperties el enent.
Prescription level: nandatory

Tag: XAdES basel i ne signatures

5.2.2.7 Testing xades:UnSignedSignatureProperties

5.2.2.7.1 Test assertions common to XAdES baseline and extended signatures

TA id: XAdES_BB/ UNSI GSI GPROP/ 1

Nor native source: [1]- Cause 4.3.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: UnSi gnedSi gnat ureProperties elenent is not an enpty el enment.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

5.2.2.7.2 Test assertions specific to XAdES baseline signatures

TA id: XAdES_BS/ UNSI GSI GPROP/ 1

Normati ve source: [1l]- O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
(1]

Predi cate: A XAdES baseline signature incorporates 0 or 1 xades: UnSi gnedSi gnat ureProperties el enent.
Prescription | evel: nandatory

Tag: XAdES basel i ne signatures
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5.2.2.8 Testing xades:UnSignedDataObjectProperties

5.2.2.8.1 Test assertions common to XAdES baseline and extended signatures

TA id: XAdES_BB/ UNSI GDOPRCP/ 1

Nor native source: [1]- O ause 4.3.7

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: UnSi gnedDat aCbj ect Properties el ement is not an enpty el enent.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

NOTE: So far no property of thistype has been specified within X AdES framework. It is out of the scope of the
present document to specify any conformance assertion for this property or their potential children other
than the assertion above.

TA id: XAdES_BB/ UNSI GDOPRCP/ 2

Normative source: [1] - Clause 6.3 - [2] Clauses 4.3, A1 and A 2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: A XAdES signature does not incorporates any xades: UnSi gnedDat aCbj ect Properties el enent.
Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

5.3 Testing XAdES qualifying properties

5.3.1  Testing xades:SigningTime element

5.3.1.1 Test assertions specific to XAdES baseline signatures

No additional test assertions for checking xades:SigningTime qualifying property are required in addition to the ones
defined in clause A.3.2.

5.3.2  Testing xades:SigningCertificateV2 element

5.3.2.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES_BB/ SI GCERTV2/ 1

Normati ve source: [1]- Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The first xades:Cert child of the xades: SigningCertificateV2 signed property contains the
base- 64 encoded val ue of digest value conputed on the DER-encoded signing certificate.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ SI GCERTV2/ 2

Normati ve source: [1]- Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: SigningCertificate signed property contains other xades:Cert el enents.
Prescription level: permtted

Tag: XAdES baseline and extended signatures

TA id: XADES_BB/ SI GCERTV2/ 3

Nor mati ve source: [1]- Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades:Cert children other than the first one contain base-64 encoded di gest val ues of

ot her DER-encoded certificates different than the signing certificate, which are part of the signing
certificate path.

Prescription level: pernmitted

Tag: XAdES baseline and extended signatures
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5.3.2.2 Test assertions specific to XAdES baseline signatures

TA id: XAdES BS/ SI GCERTV2/ 1

Nor native source: [1]- O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: The xades: SigningCertificateVv2 does not contain Cert children's URl attribute.
Prescription level: nandatory

Tag: XAdES basel i ne signatures

TA id: XAdES_BS/ SI GCERTV2/ 2

Nor native source: [1]- O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Predi cate: The xades: SigningCertificateV2 does not include the |ssuerSerialV2 Cert’s child.
Prescription level: preferred

Tag: XAdES basel i ne signatures

5.3.3  Testing xades:CommitmentTypelndication element

5.3.3.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES BB/ CTI/1

Nor mative source: [1]- Cause 5.2.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: Any xades: Cbj ect Reference present child el enent references either a ds:Reference el enent
within the ds: Signedlnfo elenent, or a ds:Reference within a signed ds: Mani fest el enent.
Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/CTI/2

Normative source: [1]- Cause 5.2.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: None of the xades: Obj ect Ref erence present children el enents does reference a ds: Reference
el enent referencing the xades: Si gnedProperties el ement.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/CTI/ 3

Nor native source: [1]- Cause 5.2.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The ldentifier child of xades: Commi t ment Typel ndi cati on does not contain the Qualifier
attribute.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

5.3.4  Testing xades:DataObjectFormat element

5.34.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES BB/ DOF/ 1

Normati ve source: [1] — Cause 5.2.4

Target: : XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The attribute ObjectReference of xades: Dat aCbj ect Fornat el enent references either a

ds: Reference el enent child of ds: Signedlnfo, or a ds:Reference el enent child of signed ds: Manifest
el ement .

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES BB/ DOF/ 2

Nor native source: [1] — Cause 5.2.4

Target: : XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The Obj ect Reference attribute of xades: DataChj ect Fornmat el enent does not reference a

ds: Ref erence el ement referencing the xades: Si gnedProperties el ement.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures
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TA id: XADES_BB/ DOF/ 3

Nor native source: [1] — O ause 6.3

Target: : XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The ObjectReference attribute of the xades: Dat aCbj ect Format el ement does not reference a
ds: Reference that is present within a countersignature AND that references the countersigned

si gnature.

Prescription |evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ DOF/ 4

Normati ve source: [1] — Cause 5.2.4

Target: : XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequi site: The xades: Dat aCbj ect Fornat el enent contai ns one xades: M neType child el enent AND t he
hj ect Ref erence attribute of the xades: Dat albj ect Format el ement references a ds: Reference in the
signature AND this ds: Reference references a ds: Gbject AND this ds: Object contains a M neType
attribute.

Predi cate: The val ue of the xades: M nmeType child el enent of the xades: DataChj ect Format elenent is
the sane as the value of the M nmeType attribute of the ds: Qbject.

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_BB/ DOF/ 5

Normati ve source: [1] — Clause 5.2.4

Target: : XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequi site: The xades: Dat aObj ect Format el ement contai ns one xades: Encodi ng child el ement AND the
Ohj ect Ref erence attribute of the xades: Dat aCbj ect Format el ement references a ds: Reference in the
signature AND this ds: Reference references a ds: Cbject AND this ds: Object contains an Encodi ng
attribute.

Predi cate: The value of the xades: Encoding child el enent of the xades: DataOhj ect Format el enent, is
the sane as the value of the Encoding attribute of the ds: Qbject.

Prescription level: nmandatory

Tag: XAdES baseline and extended signatures

TA id: XADES BB/ DOF/ 6

Nor mative source: [1] — dause 5.1.2

Target: : XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: The value of the attribute Qualifier of the xades: Objectldentifier child el enent of
xades: Dat aChj ect Format is " O DASURN'.

Predi cate: The value of the xades: (ojectldentifier child el ement of xades: DataCbj ect Format child
el ement of the xades: Data(hj ect Format el ement is an O D encoded within an URN as specified in the
| ETF RFC 3061 [4].

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

5.3.4.2 Test assertions specific to XAdES baseline signatures

TA id: XADES BS/ DOF/ 1

Normative source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Prerequisite: The XAdES signature is not a countersignature.

Predi cate: One xades: Dat aCbj ect Format property is incorporated to the XAdES signature for each
signed data object, except for the xades: SignedProperties el enent.

Prescription level: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ DOF/ 2

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Prerequisite: The XAdES signature is a countersignature (it is the child of a xades: Counter Si gnature
AND/ OR sone of its ds:Reference have their Type attributes set to val ue

“http://uri.etsi.org/ 01903#Count ersi gnedSi gnature”).

Predi cate: One xades: Dat aCbj ect Format property is incorporated to the XAdES signature for each
signed data object, except for the xades: SignedProperties elenent, and for the countersigned

si gnatures.

Prescription level: nandatory

Tag: XAdES basel i ne signatures
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TA id: XADES_BBS/ DOF/ 3

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Predi cate: xades: Dat aObj ect Format property contai ns one xades: M neType chil d.

Prescription level: nandatory

Tag: XAdES basel i ne signatures

5.3.5  Testing xades:SignatureProductionPlaceV2 element

5.35.1 Test assertions common to XAdES baseline and extended signatures

TA id: XAdES_BB/ S| GPRODPLV2/ 1

Normati ve source: [1]- Clause 5.2.5

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: Si gnatureProductionPl ace el enent is not an enpty el enent.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

5.3.6  Testing xades:SignerRoleV2 element

5.3.6.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES_BB/ S| GROLEV2/ 1

Nor mati ve source: [1]- Clause 5.2.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: SignerRol eV2 property is not an enpty el enent.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ SI GROLE/ 2

Normati ve source: [1]- Cause 5.2.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: Any present xades: X509AttributeCertificate el enent encapsul ates the base-64 encodi ng of
one DER-encoded X509 attribute certificate.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_BB/ SI GROLE/ 3

Nor mati ve source: [1]- Cause 5.2.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: The content of a xades: SignedAssertion is an XM. node set.

Predi cate: The content of a xades: SignedAssertion is well formed.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_BB/ SI GROLE/ 4

Nor mati ve source: [1]- Clause 5.2.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: Any present xades: Si gnedAssertion el ement is signed.

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

NOTE: The specification of the contents of xades: Gt her Attri but eCerti fi cat e elementisout of the
scope of XAdES framework. It is out of the scope of the present document to specify any conformance
assertion for this element or their potential children other than the assertion above.
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5.3.7 Testing xades:CounterSignature element

5.3.7.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES_BB/ COUNTSI G 2

Normative source: [1]- Clause 5.2.7

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: Counter Signature el enent contains a ds: Reference referencing the

ds: Si gnat ureVal ue of the countersigned signature.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ COUNTSI G 3

Normati ve source: [1]- Clause 5.2.7

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The value of the ds: SignatureValue child of the xades: CounterSi gnature property is
cryptographically correct.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

For testing conformance of the countersignature itself against X AdES baseline signatures as specified in
ETSI EN 319 132-1 [1], the whole set of tests assertions defined in the present document shall be checked for the
countersignature.

NOTE: ETSI TS 119 134-5[i.3] provides details on how to proceed for testing conformance of the
countersignature against XAdES extended signatures as specified in ETS|I EN 319 132-2 [2].

5.3.8 Testing xades:AllDataObjectsTimeStamp element

5.3.8.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES BB/ ADOTST/ 1

Normative source: [1] — Clause 5.2.8.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Al | Dat aChj ect sTi neSt anp does not contain any xades:|nclude child el enent.
Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ ADOTST/ 2

Normative source: [1] — Clause 5.2.8.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Al | Dat athj ect sTi neSt anp encapsul ates one or nore tinme-stanp tokens.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ ADOTST/ 3

Normative source: [1] — Cause 6.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: Al | Dat aCbj ect sTi neSt anp uses the inplicit nechanismas specified in EN 319 132
Part 1 clause 5.1.4.4.1.

Prescription | evel: nandatory

Tag: XAdES basel i ne signatures and extended signatures

TA id: XADES_BB/ ADOTST/ 4

Normati ve source: [1] — Clause 5.2.8.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in[2

Predi cate: The message inprint conputation input of any tine-stanp token encapsul ated by

xades: Al | Dat aCbj ect sTi meStanp is the concatenation of all the objects obtained after processing as
specified in XM.DSI G [3] clause 4.4.3.2 all the ds: Reference el enments within the ds: Signedlnfo
except the one referencing the xades: Si gnedProperties elenent, in their order of appearance
Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures
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5.3.9 Testing xades:IndividualDataObjectsTimeStamp element

5.3.9.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES BB/ I DOTST/ 1

Normative source: [1] — Cause 5.2.8.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: | ndi vi dual Dat aCbj ect sTi neSt anp qual i fyi ng property contains one or nore
xades: | ncl ude children el ement.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ | DOTST/ 2

Nor mati ve source: [1] — Cause 5.2.8.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: | ndi vi dual Dat aCbj ect sTi meSt anp encapsul ates one or nore time-stanp tokens
Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES BB/ | DOTST/ 3

Normati ve source: [1] — Cause 5.2.8.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: Any xades:Include child el enent references one ds: Reference el enment within the

ds: Signedinfo or within a signed ds: Mani fest.

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_BB/ | DOTST/ 4

Normati ve source: [1] — Cause 5.2.8.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: A ds:Reference element within the ds: Signedinfo that is referenced by a xades:|nclude
child el enent of xades: | ndividual Dat aCbj ect sTi meStanp qual i fying property, does not reference the
xades: Si gnedProperties el ement.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ | DOTST/ 5

Normative source: [1] — Cause 5.2.8.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The value of the referencedData attribute of any xades:|nclude descendant elenment is
“true”.

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_BB/ | DOTST/ 6

Normati ve source: [1] — Cause 5.2.8.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The nmessage inprint conputation input of any tine-stanp token encapsul ated by

xades: | ndi vi dual Dat aCbj ectsTi neStanp i s the concatenation of the objects obtained after processing
as specified in XM.DSI G [3] clause 4.4.3.2 the ds: Reference el enments within the ds: Signedlnfo or
signed ds: Manifest referenced by the URl attributes of the xades:Include el ements

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

5.3.10 Testing xades:SignaturePolicyldentifier element

5.3.10.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES_BB/ SI GPOLI D/ 1

Normati ve source: [1] — Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: Si gPol i cyHash el enent contains the hash value of the object obtained after
processi ng xades: SigPolicyld and ds: Transforns el enent when this last element is present.
Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures
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TA id: XADES_BB/ SI GPOLI D/ 2

Nor mative source: [1] — Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: The value of the Algorithmattribute of one of the ds: Transformchildren of the
ds: Transforns el enent is

http://uri.etsi.org/01903/v1l. 3. 2/ Si gnat ur ePol i cy/ SPDocDi gest Asl nSpeci fi cati on.

Predi cate: The xades: SignaturePolicyldentifier property is qualified at |east by the
xadesv141: SPDocSpeci fication qualifier.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ SI GPOLI D/ 3

Nor native source: [1] — Clause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: SigPolicyQualifiers child el ement of xades: SignaturePolicyld, contains one or
nore qualifiers of the same type.

Prescription level: permtted

Tag: XAdES baseline and extended signatures

5.3.10.2 Testing xades:SPURI signature policy qualifier

5.3.10.2.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES BB/ SI GPCOLI I/ SPURI / 1

Nor native source: [1] — Cause 5.2.9.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The place referenced by its value contains the signature policy docunent.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

5.3.10.3 Testing xadesv141:SPDocSpecification signature policy qualifier

5.3.10.3.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES_BB/ SI GPOLI DY SPDOCSPEC/ 1

Normative source: [1] — Cause 5.2.9.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: The technical specification is identified using an OD.

Predi cate: The xades:Identifier child contains a URN encoding this O D as specified in | ETF RFC 3061
[4] AND its QualifierType attribute is present with its value set to "O DASURN'.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES BB/ S| GPCOLI Y SPDOCSPEC/ 2

Nor native source: [1] — Cause 5.2.9.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: The technical specification is identified using a URI.

Predi cate: The value of the xades:Ildentifier child elenent is this URl AND its xades: QualifierType
attribute is not present.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

5.3.11 Testing xadesv141:SignaturePolicyStore

5.3.11.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES_BB/ SI GPOLST/ 1

Normative source: [1]- Clause 6.3, [2] Jauses 4.3, Al and A2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequi site: The XAdES signature does not incorporate the xades: SignaturePolicyldentifier.

Predi cate: The XAdES signature does not incorporate the xadesv1l4l: Si gnaturePolicyStore.
Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures
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TA id: XADES BB/ SI GPOLST/ 2

Nornative source: [1]- Cause 6.3, [2] Uauses 4.3, A1, and A 2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequi site: The XAdES signature incorporates the xades: SignaturePolicyldentifier AND the

xades: Si gnaturePolicyldentifier does not contain the xades: Si gPoli cyHash descendant el ement.

Predi cate: The XAdES signature does not incorporate the xadesv14l: SignaturePolicyStore.
Prescription |evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ SI GPOLST/ 3

Normati ve source: [1]- Clause 6.3, [2] Jauses 4.3, Al and A2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequi site: The XAdES signature incorporates the xades: SignaturePolicyldentifier AND the

xades: Si gnaturePol i cyl dentifier contains an enpty xades: Si gPol i cyHash descendant el enent.

Predi cate: The XAdES signature does not incorporate the xadesv14l: Si gnaturePolicyStore.
Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES BB/ SI GPOLST/ 4

Normative source: [1]- Clause 6.3, [2] Jauses 4.3, Al, and A2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequi site: The XAdES signature incorporates the xades: SignaturePolicyldentifier AND the

xades: Si gnaturePol i cyl dentifier contains a non enpty xades: Si gPol i cyHash descendant el enent.

Predi cate: The XAdES signature incorporates the xadesv14l: SignaturePolicyStore.

Prescription level: permtted

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ SI GPOLST/ 5

Normati ve source: [1l]- Cause 5.2.10

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The place referenced by the val ue of xades: Si gPol DocLocal URI child el enent contains the
signature policy docunent.

Prescription |l evel: nmandatory

Tag: XAdES basel i ne and extended signatures

5.3.12 Testing xadesv141:CompleteCertificateRefsV2 element

5.3.12.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES_ BB/ CCERTREFSV2/ 1

Nor native source: [1]- Cause A 1.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xadesv141: Conpl eteCertificateRefsV2 property does not contain a reference of the
signing certificate.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ CCERTREFSV2/ 2

Nornative source: [1]- Clause A 1.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: At |east one of the followi ng unsigned properties is incorporated into the signature:
xades: CertificateVal ues, xades: AttrAuthoritiesCertValues, or the xadesv14l: ArchiveTi meStanp defi ned
in the nanespace whose URlI is http://uri.etsi.org/01903/v1l. 4. 1#.

Predicate: Al the certificates referenced in xadesv141l: Conpl eteCertificateRefsV2 are present

el sewhere in the signature.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

5.3.12.2 Test assertions specific to XAdES baseline signatures

TA id: XADES_BS/ CCERTREFSV2/ 1

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: The xadesv141: Conpl eteCertificateRefsV2 property is not present in the signature.
Prescription level: preferred

Tag: XAdES basel i ne signatures

ETSI



25 ETSITS 119 134-4 V1.1.1 (2016-06)

TA id: XADES_BS/ CCERTREFSV2/ 2

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Predi cate: At nost one instance of xadesv141: Conpl eteCertificateRefsV2 property is incorporated into
the signature.

Prescription level: nandatory

Tag: XAdES basel i ne signatures

TA id: XAdES_BS/ CCERTREFSV2/ 3

Nor native source: [1]- O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: The xadesv14l: Conpl eteCertificateRefsV2 property does not include the |ssuerSerial V2
child elenent of Cert child elenent.

Prescription level: preferred

Tag: XAdES basel i ne signatures

5.3.13 Testing xadesv141:AttributeCertificateRefsV2 element

5.3.13.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES BB/ ATTCERTREFSV2/ 1

Nor native source: [1]- Cause A 1.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xadesv141: AttributeCertificateRefsV2 property does not contain references present
wi thin xadesv141: Conpl eteCertificateRefsV2 and xades: Si gni ngCertificateV2 properties.
Prescription level: preferred

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ ATTCERTREFSV2/ 2

Nor native source: [1]- Cause A 1.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: At |east one of the foll ow ng unsigned properties is incorporated into the signature:
xades: CertificateVal ues, xades: AttrAuthoritiesCertValues, or xadesv14l: ArchiveTi meStanp.
Predicate: Al the certificates referenced in xadesv14l: AttributeCertificateRefsV2 are present in
the signature.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XAdES_ BB/ ATTCERTREFSV2/ 3
Normati ve source: [1]- Clause A 1.3
Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in

[1] or in [2]
Predicate: At |least one attribute certificate or one signed assertion is incorporated into the XAdES
si gnature.

Predi cate: The xadesv14l: AttributeCertificateRefsV2 property is present
Prescription level: pernitted
Tag: XAdES baseline and extended signatures

5.3.13.2 Test assertions specific to XAdES baseline signatures

TA id: XADES BS/ ATTCERTREFSV2/ 1

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: The xadesv141: AttributeCertificateRefsV2 property is not present in the signature.
Prescription level: preferred

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ ATTCERTREFSV2/ 2

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: At nost one instance of xadesv141:AttributeCertificateRefsV2 property is incorporated
into the signature.

Prescription level: nandatory

Tag: XAdES basel i ne signatures
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TA id: XAdES_BS/ ATTCERTREFSV2/ 3

Nor native source: [1]- O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Predi cate: The xadesv141: AttributeCertificateRefsV2 property does not include the |ssuerSerial V2
Cert’s child.

Prescription level: preferred

Tag: XAdES basel i ne signatures

5.3.14 Testing xades:CompleteRevocationRefs element

5.3.14.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES BB/ CREVREFS/ 1

Nornative source: [1]- Clause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
1] or in[2

Lr ]edi cate: [TLe xades: Conpl et eRevocati onRefs contains a reference to a revocation value for the

signing certificate.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ CREVREFS/ 2

Nornative source: [1]- Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: Conpl et eRevocati onRefs contains references to revocation val ues correspondi ng
to CAcertificates within the signing certificate path.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ CREVREFS/ 3

Nor native source: [1]- Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: Conpl et eRevocati onRefs does not contain references to revocati on values for the
trust anchor.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ CREVREFS/ 4

Normative source: [1]- Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: byKey child of any xades: Responder| D el enent contains the base-64 encodi ng of
the DER-encoded of ‘byKey' field specified in | ETF RFC 6960 [6].

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_BB/ CREVREFS/ 5

Normative source: [1]- Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The value in xades: ProducedAt child of xades: OCSPldentifier elenent indicates the sane
time as the tine indicated by the ‘ProducedAt’ field of the referenced OCSP response.
Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES BB/ CREVREFS/ 6

Normati ve source: [1]- Clause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: OCSPRef contains the xades: Di gest Al gAndVal ue child el enent.

Prescription level: preferred

Tag: XAdES basel i ne and extended signatures

TA id: XADES BB/ CREVREFS/ 7

Nor netive source: [1]- O ause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: Conpl et eRevocati onRefs property is not an enpty el enent.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures
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TA id: XADES_BB/ CREVREFS/ 8

Nor native source: [1]- COause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: At |least one of the followi ng unsigned properties is incorporated into the signature:
xades: CertificateVal ues, xades: AttrAuthoritiesCertValues, or xadesv14l: ArchiveTi meStanp.

Predicate: Al the revocation data referenced in xades: Conpl et eRevocati onRefs is present el sewhere
in the signature.

Prescription |evel: nandatory

Tag: XAdES basel i ne and extended signatures

5.3.14.2 Test assertions specific to XAdES baseline signatures

TA id: XADES BS/ CREVREFS/ 1

Normative source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
(1]

Predi cate: The xades: Conpl et eRevocati onRefs property is not present in the signature.

Prescription level: preferred

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ CREVREFS/ 2

Normative source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: At npst one instance of xades: Conpl et eRevocati onRefs property is incorporated into the
si gnature.

Prescription level: nandatory

Tag: XAdES basel i ne signatures

5.3.15 Testing xades:AttributeRevocationRefs element

5.3.15.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES BB/ ATTREVREFS/ 1

Nornative source: [1]- Cause A 1.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: Al or sone of the references to revocation values for the signing certificate(s) of
the attribute certificate(s) and signed assertion(s) are not present within

xades: Conpl et eRevocat i onRef s.

Predi cate: The missing references to revocation values for the signing certificate(s) of the
attribute certificate(s) and signed assertion(s) are present within xades: Attri buteRevocati onRefs
qual i fying property.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_BB/ ATTREVREFS/ 2

Normative source: [1]- Clause A 1.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: Attri buteRevocati onRefs does not contain references to revocation values for
the trust anchor.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_BB/ ATTREVREFS/ 3

Nor mati ve source: [1]- Clause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: byKey child of any xades: Responder| D el enent contains the base-64 encodi ng of
the DER-encoded of ‘byKey' field specified in | ETF RFC 6960 [6].

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES BB/ ATTREVREFS/ 4

Normati ve source: [1]- Clause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The value in xades: ProducedAt child of xades: OCSPl dentifier el ement indicates the sane
time as the tine indicated by the ‘ProducedAt’ field of the referenced OCSP response.
Prescription level: nandatory

Tag: XAdES baseline and extended signatures
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TA id: XADES BB/ ATTREVREFS/ 5

Nor native source: [1]- COause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: OCSPRef contains the xades: D gest Al gAndVal ue child el ement.

Prescription level: preferred

Tag: XAdES basel i ne and extended signatures

TA id: XADES BB/ ATTREVREFS/ 6

Nor native source: [1]- Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: Conpl et eRevocati onRefs property is not an enpty el enent.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES BB/ ATTREVREFS/ 7

Normative source: [1]- Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: At |east one of the followi ng unsigned properties is incorporated into the signature:
xades: CertificateVal ues, xades: AttrAuthoritiesCertValues, or xadesv141l: Archi veTi neSt anp.

Predicate: Al the revocation data referenced in xades: AttributeRevocati onRefs shall be present

el sewhere in the signature.

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

5.3.15.2 Test assertions specific to XAdES baseline signatures

TA id: XADES BS/ ATTREVREFS/ 1

Normative source: [1] — O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
(1]

Predi cate: The xades: Attri but eRevocati onRefs property is not present in the signature.

Prescription level: preferred

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ ATTREVREFS/ 2

Normative source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
(1]

Predicate: At npost one instance of xades: AttributeRevocationRefs property is incorporated into the
si gnature.

Prescription | evel: nandatory

Tag: XAdES basel i ne signatures

5.3.16 Testing xadesv141:SigAndRefsTimeStampV2 element

5.3.16.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES_BB/ SI GREFSTSTV2/ 1

Nornative source: [1] — Cause A 1.5.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequi site: The xadesv14l: Si gAndRef sTi neSt anpV2 el enent does not contain any xades:|Include child
el enent .

Predi cate: The nessage inprint conputation input of the tine-stanp token encapsul ated by
xadesv141: Si gAndRef sTi neSt anpV2, shall be the result of canonicalizing and concatenating, in the
order given the following el enents and properties: ds:SignatureVal ue, xades: Si gnatureTi neSt anp,
xadesv141: Conpl eteCertificateRefsV2, xades: RevocationRefs, xadesv141l: AttributeCertificateRefsV2 if
present, and xades: Attri buteRevocationRefs if present.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures
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TA id: XADES_BB/ SI GREFSTSTV2/ 2

Nornative source: [1] — Cause A 1.5.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: It is possible to establish an order between the tine-stanp tokens (as specified in
RFC 3161 [5] clause 2.4.2) encapsul ated in xades: SignatureTi neStanp, in any existing

xades: Al | Dat aChj ect sTi meStanp, in any existing xades: | ndivi dual Dat aCbj ect sTi meSt anp, and

xades: Si gAndRef sTi meSt anp properti es.

Predicate: Tine indicated within any tine-stanp token enveloped in this container shall be later to
the tinme indicated within any tine-stanp token envel oped within xades: | ndivi dual Dat aCbj ect sTi neSt anp
if present, within xades: All DataCbj ectsTi meStanp if present, and within xades: Si gnat ureTi meSt anp.
Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

5.3.16.2 Test assertions specific to XAdES baseline signatures

TA id: XADES BS/ SI GREFSTSTV2/ 1

Normative source: [1] — O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Predi cate: The xades: Si gAndRef sTi neSt anpV2 property is not present in XAdES-B-B signatures.
Prescription level: preferred

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ SI GREFSTSTV2/ 2

Normative source: [1] — Cause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
(1]

Predi cate: The xadesv14l: Si gAndRef sTi neSt anpV2 uses the inplicit nechanismas specified in EN 319
132 Part 1 clause 5.1.3.3.1 (does not have any xades:|nclude child el enent).

Prescription | evel: nandatory

Tag: XAdES basel i ne signatures

5.3.17 Testing xadesv141:RefsOnlyTimeStampV2 element

5.3.17.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES_BB/ REFSONTSTV2/ 1

Nor native source: [1] — Cause A 1.5 2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: The xadesv14l: Ref sOnl yTi neSt anpV2 qual i fying property does not contain any

xades: I nclude child el enent.

Predi cate: The nessage inprint conputation input of the tine-stanp token encapsul ated by

xadesv14l: Ref sOnl yTi meSt anpV2, shall be the result of canonicalizing and concatenating, in the order
given the following el enents and properties: xadesv14l: Conpl eteCertificateRefsV2,

xades: Revocati onRefs, xades: AttributeCertificateRefsV2 if present, and xades: AttributeRevocati onRefs
if present.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_BB/ REFSONTSTV2/ 2

Nor native source: [1] — Clause A 1.5 2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: It is possible to establish an order between the tine-stanp tokens (as specified in
RFC 3161 [5] clause 2.4.2) encapsul ated in xades: SignatureTi neStanp, in any existing

xades: Al | Dat aCbhj ect sTi neSt anp, in any existing xades: | ndi vi dual Dat aCbj ect sTi meSt anp, and

xades: Si gAndRef sTi meSt anp properties.

Predicate: Tine indicated within any tine-stanp token enveloped in this container shall be later to
the tine indicated within any tine-stanp token envel oped within xades: | ndivi dual Dat aCbj ect sTi neSt anp
if present, within xades: Al |l DataObj ectsTimeStanp if present, and w thin xades: Si gnatureTi neStanp if
present.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures
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5.3.17.2 Test assertions specific to XAdES baseline signatures

TA id: XADES BS/ REFSONTSTV2/ 1

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Predi cate: The xadesv141l: Ref sOnl yTi neSt anpV2 property is not present in XAdES-B-B signatures.
Prescription level: preferred

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ SI GREFSTSTV2/ 2

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: The xadesv141: RefsOnl yTi meStanpV2 uses the inplicit nmechanismas specified in EN 319 132
Part 1 clause 5.1.3.3.1.

Prescription level: nandatory

Tag: XAdES basel i ne signatures

6 Testing conformance to B-T level of XAdES
signatures
6.1 General requirements

For testing conformance to B-T level of XAdES baseline signatures, the following test assertions shall apply:
1) Thetest assertions defined in clause 6; and
2) thetest assertions defined in clauses 5.2 and 5.3 unless stated otherwise.

According ETSI EN 319 132-1 [1], XAdES-B-T signatures should not incorporate the following qualifying properties:
xadesv141: Conpl et eCerti fi cat eRef sV2,xades: Conpl et eRevocat i onRef s,

xadesv141: AttributeCertificateRefsV2, xades: Attri but eRevocati onRefs,

xadesv141: Ref sOnl yTi meSt anpV2, xadesv141: Si gAndRef sTi meSt anpV2,

xades: Certifi cat eVal ues, xades: Revocati onVal ues, xades: Attr Aut horiti esCert Val ues,
xades: Attri but eRevocati onVal ues, xadesv141: Ti meSt anpVal i dati onDat a,

xadesv141: RenewedDi gest s, and xadesv141: Ar chi veTi neSt anp. Nevertheless, a XAJES-B-T signature
can incorporate them.

If any of the aforementioned qualifying propertiesisincorporated into a XAdES-B-T signature, it shall be tested as
indicated in clause 5.1.

6.2 Testing xades:SignatureTimeStamp element

6.2.1 Test assertions common to XAdES baseline and extended
signatures

TA id: XADES BB/ SI GIST/ 1

Nor native source: [1] — O ause 5.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The nessage inprint conputation input of the tine-stanp token encapsul ated by

xades: Si gnatureTi meStanp, is the canonicalized ds: SignatureVal ue el ement.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures
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TA id: XADES_BB/ SI GIST/ 2

Nor native source: [1] — Cause 5.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: The signature incorporates xades:|ndividual Dat aCbj ect sTi meSt anp and/ or

xades: Al | Dat aChj ect sTi meStanp properties AND it is possible to establish an order between the tine-
stanmp tokens (as specified in RFC 3161 [5] clause 2.4.2) encapsul ated in xades: Si gnatureTi meSt anp
properties and the time-stanp tokens encapsul ated in any existing xades: Al | Dat aCbj ect sTi neSt anp and
xades: | ndi vi dual Dat atbj ect sTi neSt anp properties.

Predicate: Tine indicated within any tine-stanp token present within this property is later to the
time indicated within any present tine-stanp token envel oped within

xades: | ndi vi dual Dat aCbj ect sTi neSt anp and xades: Al | Dat aCbj ect sTi meSt anp properties.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

6.2.2  Test assertions specific to XAdES baseline signatures

TA id: XADES BS/ SIGIST/ 1

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Predi cate: The xades: SignatureTi neStanp property is present in the signature.

Prescription level: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES BS/ S| GIST/ 2

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: xades: Si gnat ureTi meStanp encapsul ates one time-stanp token.

Prescription level: nandatory

Tag: XAdES basel i ne signatures

7 Testing conformance to B-LT level of XAdES
signatures

7.1 General requirements

7.1.1 Core requirements
For testing conformance to B-LT level of X AdES baseline signatures, the following test assertions shall apply:
1) thetest assertions defined in clause 7; and

2) thetest assertions defined in clauses 5.2, 5.3 and 6.2 unless stated otherwise.

7.1.2  Test assertions for testing properties containing references to
validation data

According ETSI EN 319 132-1 [1], XAdES-B-LT, and XAdES-B-LTA signatures shall not incorporate the following
qualifying properties: xadesv141: Conpl et eCerti fi cat eRef sV2, xades: Conpl et eRevocati onRef s,
xadesv141: AttributeCertificateRefsV2 xades: Attribut eRevocati onRefs,

xadesv14l: Ref sOnl yTi neSt anpV2, and xadesv141: Si gAndRef sTi neSt anpV2. When testing
conformance to B-LT or conformance to B-LTA levels of XAdES baseline signatures, the test assertions defined in the
clauses listed below shall not apply:

1) Clause5.3.12. Test assertions for xadesv141: Conpl et eCerti fi cat eRef sV2.
1) Clauseb5.3.13. Test assertionsfor xadesv141: Attri but eCerti fi cat eRef sV2.
2) Clause5.3.14. Test assertionsfor xades: Conpl et eRevocat i onRef s.

3) Clause5.3.15. Test assertions for xades: Attri but eRevocati onRef s.
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4) Clause5.3.16. Test assertions for xadesv141: Si gAndRef sTi meSt anpV2.
5) Clause5.3.17. Test assertions for xadesv141: Ref sOnl yTi neSt anpV2.

Instead the test assertions defined in the present clause shall apply.

TA id: XADES BS/ BLT_BLTA/ CCERTREFSV2/ 1

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance either to XAdES-B-LT or XAdES-B-LTA
signatures as specified in [1]

Predi cate: The xadesv141: Conpl eteCertificateRefsV2 property is not present in the signature.
Prescription level: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ BLT_BLTA/ ATTCERTREFSV2/ 1

Normative source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance either to XAJES-B-LT or XAdES-B-LTA
signatures as specified in [1]

Predi cate: The xadesv141: AttributeCertificateRefsV2 property is not present in the signature.
Prescription | evel: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ BT_BLT_BLTA/ CREVREFS/ 1

Normative source: [1] — Cause 6.3

Target: XAdES signature generator claimng conformance either to XAJES-B-LT or XAdES-B-LTA
signatures as specified in [1]

Predi cate: The xades: Conpl et eRevocati onRefs property is not present in the signature.
Prescription | evel: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ BLT_BLTA/ ATTREVREFS/ 1

Normative source: [1] — O ause 6.3

Target: XAdES signature generator claimng confornmance either to XAdES-B-LT or XAdES-B-LTA
signatures as specified in [1]

Predi cate: The xades: Attri but eRevocati onRefs property is not present in the signature.
Prescription |evel: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ BLT_BLTA/ S| GREFSTSTV2/ 1

Normative source: [1] — Cause 6.3

Target: XAdES signature generator claimng conformance either to XAdES-B-LT or XAdES-B-LTA
signatures as specified in [1]

Predi cate: The xades: Si gAndRef sTi neSt anpV2 property is not present in the signature.
Prescription | evel: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES BS/ BLT_BLTA/ REFSONTSTV2/ 1

Nor mative source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance either to XAdES-B-LT or XAdES-B-LTA
signatures as specified in [1]

Predi cate: The xadesv141: RefsOnl yTi meStanpV2 property is not present in the signature.
Prescription | evel: nandatory

Tag: XAdES basel i ne signatures

7.1.3 Test assertions for testing properties from upper levels

According ETSI EN 319 132-1 [1], XAdES-B-LT signatures should not incorporate the following qualifying properties:
xadesv141: Archi veTi neSt anp, and xadesv141l: RenewedDi gest s.

If any of the aforementioned qualifying propertiesisincorporated into a XAdES-B-LT signature, it shall be tested as
indicated in clause 5.1.
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7.2 Testing xades:CertificateValues element

7.2.1 Test assertions common to XAdES baseline and extended
signatures

TA id: XAdES BB/ CERTVALS/ 1

Nornative source: [1] — Cause 5.4.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: Any xades: Encapsul at edX509Certificate child el enent contains the base-64 encoding of a
DER- encoded X. 509 certificate.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

7.2.2  Test assertions specific to XAdES baseline signatures

TA id: XADES BS/ CERTVALS/ 1

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Prerequisite: The rest of elenments and properties of the signature mss some of the certificates
listed in clause 5.4.1 of ETSI TS 319 132 Part 1[1] that are required to validate the XAdES

si gnature

Predi cate: The xades: CertificateValues property is present in the signature.

Prescription | evel: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ CERTVALS/ 2

Normative source: [1] — Cause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
(1]

Predi cate: At nobst one instance of the xades: CertificateValues property is present in the signature.
Prescription | evel: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES BS/ CERTVALS/ 3

Normative source: [1] — Cause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: The xades: CertificateVal ues property does not include certificates that are present

el sewhere in the XAdES signature.

Prescription level: preferred

Tag: XAdES baseline signatures

7.3 Testing xades:RevocationValues element

7.3.1 Test assertions common to XAdES baseline and extended
signatures

TA id: XAdES BB/ REWALS/ 1

Nor native source: [1] — O ause 5.4.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: Each xades: Encapsul at edCRLVal ue child of xades: CRLVal ues child contains the base-64
encodi ng of a DER-encoded X. 509 CRL.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_BB/ REWALS/ 2

Normati ve source: [1] — Cause 5.4.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: Each xades: Encapsul at edOCSPVal ue child of xades: OCSPVal ues el enent contai ns the base-64
encodi ng of a DER-encoded OCSPResponse defined in | ETF RFC 6960 [ 6] .

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures
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7.3.2 Test assertions specific to XAdES baseline signatures

TA id: XADES BS/ REWALS/ 1

Normative source: [1] — O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
(1]

Prerequisite: The rest of elenents and properties of the signature nmiss sone of the revocation
values listed in clause 5.4.2 of ETSI TS 319 132 Part 1[1] that are required to validate the XAdES
signature

Predi cate: The xades: RevocationVal ues property is present in the signature.

Prescription level: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ REWALS/ 2

Nor native source: [1] — Cause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predicate: At npst one instance of the xades: RevocationVal ues property is present in the signature.
Prescription level: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ REWALS/ 3

Nor native source: [1] — Cause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: The xades: Revocati onVal ues property does not include revocation values that are present
el sewhere in the XAdES signature.

Prescription level: preferred

Tag: XAdES basel i ne signatures

7.4 Testing xades:AttrAuthoritiesCertValues element

7.4.1 Test assertions common to XAdES baseline and extended
signatures

TA id: XAdES BB/ ATTCERTVALS/ 1

Nor native source: [1] — Cause 5.4.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: Any xades: Encapsul at edX509Certificate child el enent contains the base-64 encoding of a
DER- encoded X. 509 certificate.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

7.4.2  Test assertions specific to XAdES baseline signatures

TA id: XADES BS/ ATTCERTVALS/ 1

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng confornmance to XAdES baseline signatures as specified in
[1]

Prerequisite: The signature incorporates attribute certificate(s) and/or signed assertion(s) AND the
rest of elenments and properties mss sone of the certificates required for their validation.

Predi cate: The xades: AttrAuthoritiesCertValues property is present in the signature.

Prescription level: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES BS/ ATTCERTVALS/ 2

Nor mative source: [1] — Clause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
(1]

Predicate: At nost one instance of the xades: AttrAuthoritiesCertValues property is present in the
si gnature.

Prescription level: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ ATTCERTVALS/ 3

Normative source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
(1]

Predi cate: The xades: AttrAuthoritiesCertValues property does not include certificates that are
present el sewhere in the XAdES signature.

Prescription level: preferred

Tag: XAdES basel i ne signatures
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7.5 Testing xades:AttributeRevocationValues element

75.1 Test assertions common to XAdES baseline and extended
signatures

TA id: XAdES BB/ ATTREWALS/ 1

Nornative source: [1] — Cause 5.4.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: Each xades: Encapsul at edCRLVal ue child of CRLVal ues child contains the base-64 encodi ng of
a DER-encoded X 509 CRL.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ ATTREWALS/ 2

Normati ve source: [1] — Cause 5.4.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: Each xades: Encapsul at edOCSPVal ue child of xades: OCSPVal ues el enent contains the base-64
encodi ng of a DER-encoded OCSPResponse defined in | ETF RFC 6960 [ 6] .

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

7.5.2  Test assertions specific to XAdES baseline signatures

TA id: XADES BS/ ATTREWALS/ 1

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Prerequisite: The signature incorporates attribute certificate(s) and/or signed assertion(s) AND the
rest of elenents and properties nmiss sone of the revocation values required for their validation
Predi cate: The xades: Attri but eRevocationVal ues property is present in the signature.

Prescription | evel: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ ATTREWALS/ 2

Normative source: [1] — Cause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
(1]

Predicate: At npst one instance of the xades: AttributeRevocationVal ues property is present in the
si gnat ure.

Prescription | evel: nandatory

Tag: XAdES baseline signatures

TA id: XADES_BS/ ATTREWALS/ 3

Normative source: [1] — Cause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: The xades: Attri buteRevocati onVal ues property does not include revocation data that are
present el sewhere in the XAdES signature.

Prescription level: preferred

Tag: XAdES baseline signatures

7.6 Testing xadesv141:TimeStampValidationData element

7.6.1 Test assertions common to XAdES baseline and extended
signatures

TA id: XAdES BB/ TSTVALDAT/ 1

Normative source: [1] — Cause 5.5.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: Any xades: Encapsul at edX509Certificate descendant el enent of xades: CertificateValues child
contai ns the base-64 encoding of a DER-encoded X. 509 certificate.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures
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TA id: XAdES_BB/ TSTVALDAT/ 2

Normative source: [1] — Cause 5.5.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: Any xades: Encapsul at edCRLVal ue descendant el ement of xades: Revocati onVal ues child
contai ns the base-64 encoding of a DER encoded X. 509 CRL.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_BB/ TSTVALDAT/ 3

Nornative source: [1] — Clause 5.5.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: Each xades: Encapsul at edOCSPVal ue descendant of xades: RevocationVal ues child contains the
base- 64 encodi ng of a DER-encoded OCSPResponse defined in | ETF RFC 6960 [ 6] .

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_BB/ TSTVALDAT/ 4

Normati ve source: [1] — Clause 5.5.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: Direct incorporation of qualifying properties is used.

Predi cate: The xadesv141: Ti neStanpVal i dati onData property is either the first child of the

xades: Unsi gnedSi gnat ureProperties OR it appears imrediately after a qualifying property that is a
time-stanp token container.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_ BB/ TSTVALDAT/ 5

Normati ve source: [1] — Cause 5.5.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequisite: The xadesv14l: Ti neSt anpVal i dati onData property is incorporated i mediately after a
qualifying property that is a container of a tine-stanp token.

Predicate: The URI attribute is not present.

Prescription level: preferred

Tag: XAdES basel i ne and extended signatures

TA id: XADES BB/ TSTVALDAT/ 6

Nor netive source: [1] — Cause 5.5.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequi site: The xadesv14l: Ti meStanpVal i dati onData property is not incorporated i mediately after a
qual i fying property that is a container of a time-stanmp token.

Predicate: The UR attribute is present and references the specific container encapsul ating the
time-stanp token whose validation material this xadesv14l1: Ti meStanpValidati onData property contains.
Prescription level: preferred.

Tag: XAdES basel i ne and extended signatures

8 Testing conformance to B-LTA level of XAdES
signatures

8.1 General requirements

For testing conformance to B-LTA level of XAdES baseline signatures, the following test assertions shall apply:
1) thetest assertions defined in clause 8; and

2) thetest assertionsdefined in clauses 5.2, 5.3, 6.2, 7.1.2, 7.2, 7.3, 7.4, 7.5 and 7.6 unless stated otherwise.
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8.2 Testing xadesv141:ArchiveTimeStamp element

8.2.1 Common tests for distributed and not distributed cases

8.21.1 Test assertions common to XAdES baseline and extended signatures

TA id: XADES_BB/ ATSTV141/1

Normative source: [1] — Cause 5.5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequi site: The xadesv141l: Archi veTi neStanp qualifying property does not have any xades: | ncl ude
child el ement.

Predi cate: The nmessage inprint conputation input of the tine-stanp token encapsul ated by
xadesv141: Archi veTi meStanp, is as specified in EN 319 132 Part 1 [1] clause 5.5.2.2.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

8.2.1.2 Test assertions specific to XAdES baseline signatures

TA id: XADES BS/ ATST/ 1

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: The xadesv141: ArchiveTi neStanp property is present in XAJES-B-LTA signatures.
Prescription level: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES BS/ S| GREFSTSTV2/ 2

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: The xadesv141: ArchiveTi meStanp uses the inplicit mechanismas specified in EN 319 132
Part 1 clause 5.1.3.3.1.

Prescription level: nandatory

Tag: XAdES basel i ne signatures

TA id: XADES_BS/ ATST/ 3

Normative source: [1] — Causes 5.5.2 and 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Prerequisite: It is possible to establish an order between the tine-stanp tokens (as specified in
RFC 3161 [5] clause 2.4.2) encapsul ated in xades: SignatureTi neStanp, in any existing

xades: Al | Dat athj ect sTi neSt anp, and in any existing xades: | ndi vi dual Dat aChj ect sTi neSt anp properties
Predicate: Tine indicated within any tine-stanp token enveloped in this container is later to the
time indicated within any time-stanp token envel oped wi thin xades: | ndi vi dual Dat aCbj ect sTi meStanp i f
present, xades: Al | DataChjectsTineStanp if present, xades: SignatureTi meStanp, and any precedi ng
xadesv141: ArchiveTimeStanp if present.

Prescription |evel: nandatory

Tag: XAdES basel i ne signatures

8.3 Testing xadesv141:RenewedDigests element

8.3.1 Test assertions common to XAdES baseline and extended
signatures

TA id: XADES BB/ RENDI G 1

Nor native source: [1] — Cause 5.5.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: Any xadesv141l: Reconput edDi gest Val ue descendant contains the base-64 encoded di gest val ue,
computed with the digest algorithmindicated within the ds: D gest Method child el enent of

xadesv141: RenewedDi gest, of the result of processing, as specified by the reference processing nodel
of XMLDSI G [3] clause 4.4.3.2, the correspondi ng ds: Reference el ement identified by the value of the
attribute Order of this xadesv141: Reconput edDi gestVal ue chil d.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures
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TA id: XADES_BB/ RENDI G 1

Nor mative source: [1] — Cause 5.5.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Prerequi site: The XAdES signature does not contain any signed ds: Manifest referencing data objects
that are detached fromthe signature.

Predi cate: The xadesv141l: RenewedDi gests qualifying property is not present in the signature.
Prescription |evel: nandatory
Tag: XAdES basel i ne and extended signatures

8.3.2 Test assertions specific to XAdES baseline signatures

TA id: XADES BS/ RENDI G 1

Nor native source: [1] — O ause 6.3

Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in
[1]

Predi cate: The xadesv141: RenewedDi gests property is present in the signature.

Prescription level: permtted

Tag: XAdES basel i ne signatures
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Annex A (normative):
Test assertions derived from XML Schema

A.0

Introduction

This annex specifies test assertions focussed on testing the structure of the elements specified by XAdES [1] according
toits XML Schema.

The following notation is used throughout this annex for specifying the inner structure of instances of XML types
defined by XAdES XML Schema:

o Entities specifying the inner structure of instances of XML types may be elements or attributes.

. Elements are identified by the corresponding namespace prefix and name.

EXAMPLE 1: xades.SignedProperties.

e  Attributes are identified by their namesif they are not defined within any namespace or by the namespace
prefix and name if they are defined within a certain namespace.

EXAMPLE2: 1d.

o Alistof entities separated by *,’ characters represents an ordered list.

EXAMPLE 3: Thefollowing test assertion text: “The inner structure of one instance of

xades:QualifyingPropertiesType type in terms of its children is as follows:

xades: SignedProperties, xades.UnsignedProperties’, means that the first child element of an
instance of xades:QualifyingPropertiesType type is xades. SignedProperties , the second child is
xades:UnsignedProperties and that this instance does not have any other children.

. (): represents agroup of ordered entities. Example: (xades: Si gnedPr operti es,
xades: Unsi gnedPr operti es) groupsthetwo entitiesin one group. Internally, the entities order is
preserved.

. Modifiers: particles that modify certain aspects of the entities or groups they apply to:

?: When applied to one entity means that there appear 0 or 1 instances of that entity. When applied to a
group means that there appear 0 or 1 instances of that group.

+: When applied to one entity means that there appear 1 or more instances of that entity. When applied to
agroup means that there appear 1 or more instances of that group.

*: When applied to one entity means that there appear 0, 1, or more instances of that entity. When
applied to a group means that there appear O, 1, or more instances of that group

noOrder(): this modifier may only be applied to a group of entities. When this occurs the entities within
the group appear in any order within the specified XML type instance.

EXAMPLE 4:  Thefollowing assertion text: "The set of attributes (leaving apart the attributes declaring

namespaces) of one instance of xades:Encapsul atedPK|DataType type is as follows: noOrder(1d?,
Encoding?)." means that any instance of xades:EncapsulatedPK | DataType type may have an Id
attribute and may also have an Encoding attribute, and that their order of appearanceis not
relevant.

choice(): this modifier may only be applied to a group of entities. When this occurs only one of the
entities of the group may appear.

EXAMPLES5: Thetext choi ce(xades: Encapsul at edTi neSt anp, xades: XM.Ti meSt anp) , meansthat in

the specified place, only one of the two elements within the group may appear.
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A.1  Testing auxiliary types contents

A.1.1 Introduction

ETSI EN 319 132-1 [1] definesthe Obj ect | denti fi er Type, Encapsul at edPKI Dat aType and
XAJESTi meSt anpType types. Some of the qualifying properties are derived from some of these types or contain
elements of one of these types.

This clause defines common test assertions for any element of this type.

A.1.2 Testing xades:ObjectldentifierType instances

This clause defines test assertions for any element derived from or containing children instances of
xades: Obj ect I denti fi er Type type.

TA id: XADES_SCH O D/ 1

Normati ve source: [1]- Clause 5.1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of an instance of xades: CbjectldentifierType type in terns of its
children is as follows: xades:ldentifier, xades:Description?, xades:Documentati onReferences?.
Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH O D/ 2

Nor native source: [1]- Cause 5. 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: An instance of xades: ObjectldentifierType type does not contain any attribute (Ileaving
apart the attributes decl aring namespaces).

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_ SCHO D ID 1

Nor mati ve source: [1]- Clause 5.1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: An instance of xades:ldentifierType type does not contain any children.

Prescription | evel: nmandatory

Tag: XAdES baseline and extended signatures

TA id: XADES SCH O D ID 2

Normative source: [1]- Cause 5.1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: An instance of xades:ldentifierType type has a valid URI Reference as val ue.
Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES SCHO D ID 3

Normative source: [1]- Cause 5.1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The set of attributes (leaving apart the attributes decl ari ng namespaces) of one instance
of xades:ldentifierType is as follows: Qualifier?.

Prescription | evel: nmandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES SCHO D ID 4

Nor metive source: [1]- O ause 5.1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The Qualifier attribute of an instance of xades:|dentifierType has one of the follow ng
val ues: “O DAsSURI " or “O DAsSURN'.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures
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TA id: XADES_SCH O D/ DOCREFS/ 1

Nor native source: [1]- Cause 5.1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of an instance of xades: Docunentati onReferencesType type in terns of
its children is as follows: xades: Document ati onReference+.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH O D/ DOCREFS/ 2

Nor native source: [1]- Cause 5.1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: An instance of xades: Docunent ati onRef erencesType type does not have any attribute.
Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH O D/ DOCREFS/ DOCREF/ 1

Nor native source: [1]- Cause 5. 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: El enent xades: Docunent ati onReference does not have any children.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES SCH O D/ DOCREFS/ DOCREF/ 2

Normative source: [1]- Cause 5.1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: El enent xades: Document ati onReference has a valid URl Reference as val ue.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH O D/ DOCREFS/ DOCREF/ 3

Normative source: [1l]- Cause 5.1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: El enent xades: Docunent at i onRef erence does not have any attribute.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

A.1.3 Testing xades:EncapsulatedPKIDataType instances

This clause defines test assertions for instances of xades: Encapsul at edPKI Dat aType type.

TA id: XADES_SCH PKI DATA/ 1

Nor mati ve source: [1]- Clause 5.1.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: An instance of xades: Encapsul at edPKI Dat aType type does not contain any children.
Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH PKI DATA 2

Nor native source: [1]- Cause 5.1.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The set of attributes (leaving apart the attributes declaring nanespaces) of one instance
of xades: Encapsul at edPKl Data type is as follows: noOrder(ld?, Encoding?).

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH PKI DATA/ 3

Nor mati ve source: [1]- Clause 5.1.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: An instance of xades: Encapsul at edPKI Dat aType type has a valid Base64 encoded content.
Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures
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TA id: XADES_SCH PKI DATA 4

Nor native source: [1]- Cause 5.1.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The attribute Encoding of an instance of xades: Encapsul at edPKl Data type has as val ue one
inthe following list: http://uri.etsi.org/01903/v1l. 2. 2#DER, http://uri.etsi.org/01903/v1l. 2. 2#BER
http://uri.etsi.org/01903/v1l. 2. 2#CER, http://uri.etsi.org/ 01903/v1l. 2. 2#PER
http://uri.etsi.org/ 01903/ v1. 2. 2#XER.

Prescription |evel: nandatory

Tag: XAdES basel i ne and extended signatures

A.1.4 Testing xades:XAdESTimeStampType instances

A.1.4.1 Introduction

This clause defines test assertions for instances of xades: XAJESTi meSt anpType type. Asthe XAdES baseline
profile admits time-stamp tokens containers properties using the implicit and the explicit referencing mechanism to the
time-stamped data objects, the assertionson xades: | ncl ude elements are given in the clauses devoted to each type
of time-stamp tokens container property.

TA id: XADES_SCH XTST/ 1

Normative source: [1]- Clause 5.1.4.4.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of an instance of xades: XAdESTi neSt anpType type in terns of its
children is as follows: xades:|nclude*, ds:CanonicalizationMethod?, (xades:Encapsul atedTi meStanp |
xades: XML.Ti neSt anp) +

Prescription |evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH XTST/ 2

Normative source: [1]- Clause 5.1.4.4.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The set of attributes (leaving apart the attributes decl ari ng namespaces) of one instance
of xades: XAJESTi neSt anpType type is as follows: 1d?.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

The structure of xades: Encapsul at edTi me child element shall be tested as specified in clause A.1.3.

A.1.4.2 Testing xades:IncludeType instances

This clause defines generic test assertions for instances of xades: | ncl udeType type, used in certain time-stamp
tokens container properties.

TA id: XADES_SCH XTST/ | NCLUDE/ 1

Normative source: [1]- Clause 5.1.4.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: An instance of xades:|ncludeType type does not have any children el enents

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH | NCLUDE/ 2

Normative source: [1]- Clause 5.1.4.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The set of attributes (leaving apart the attributes declaring nanespaces) of one instance
of xades: I ncludeType type is as follows: noOrder(URl,referencedData?).

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures
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TA id: XADES_SCH | NCLUDE/ 3

Nor native source: [1]- Cause 5.1.4.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The attribute URI of an instance of xades:IncludeType type has a valid URI Reference as
val ue.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH | NCLUDE/ 4

Nor native source: [1]- Clause 5.1.4.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The value of the attribute referencedData of an instance of xades:|ncludeType is a
bool ean val ue.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

A.1.5 Testing Lists of references to certificates.

A.1.5.1 Testing xades:CertIDListV2Type instances

This clause defines generic test assertions for instances of xades: Cert | DLi st V2Type type, usedin
xades: Si gni ngCertificateV2,xadesv14l: Conpl eteCertifi cat eRef sV2 and
xadesvl14l: AttributeCertificat eRef sV2 properties.

TA id: XADES_SCH CERTSREFV2/ 1

Normati ve source: [1] - Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of an instance of xades: Certl| DListV2Type type in terns of its
children is as follows: (xades:Cert)+.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CERTSTREFV2/ 2

Normati ve source: [1] - Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: Instances of xades: Certl DLi stV2Type does not contain any attribute (leaving apart the
attri butes decl ari ng nanespaces).

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

A.1.5.2 Testing xades:CertIDTypeV2 instances

Below follow the generic assertions to be tested on instances of xades: Cert | DTypeV2 type.

TA id: XADES_SCH CERTSREFV2/ CERTI DV2/ 1

Nornative source: [1] - Cause 5. 2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of an instance of xades:Certl|DTypeV2 type in terns of its children is
as follows: xades: CertDi gest, xades:|ssuerSerial V2?.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CERTSREF/ CERTI DV2/ 3

Normati ve source: [1] - Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The set of attributes (leaving apart the attributes declaring nanespaces) of one instance
of xades: Cert!| DTypeV2 type is as follows: UR 2.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CERTSREF/ CERTI DV2/ 4

Normati ve source: [1] - Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The value of the attribute UR of an instance of xades:Certl|DIypeV2 type, is a valid UR
Ref er ence.
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Prescription level: nandatory
Tag: XAdES basel i ne and extended signatures

A.1.5.3 Testing xades:DigestAlgAndValueType instances

Below follow the generic assertions to be tested on instances of xades: Di gest Al gAndVal ueType type.

TA id: XADES_SCH CERTSREFV2/ CERTI DV2/ DI GALVAL/ 1

Normati ve source: [1] - Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of an instance of xades: Di gest Al gAndVal ueType type in terns of its
children is as follows: ds:D gestMethod, ds:D gestVal ue.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CERTSREFV2/ CERTI DV2/ DI GALVAL/ 2

Normati ve source: [1] - Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: An instance of xades: Di gest Al gAndVal ueType type does not have any attribute.
Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CERTSREFV2/ CERTI DV2/ DI GALVAL/ 3

Normati ve source: [1] - Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The ds: DigestValue child el enent of an instance of xades: D gest Al gAndVal ueType type does
not have any chil dren.

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CERTSREFV2/ CERTI DV2/ DI GALVAL/ 4

Normati ve source: [1] - Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The ds: DigestValue child elenent of an instance of xades: D gest Al gAndVal ueType type does
not have any attribute.

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CERTSREFV2/ CERTI DV2/ DI GALVAL/ 5

Nor mative source: [1] - dause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The val ue of the ds:DigestValue child el enent of an instance of

xades: Di gest Al gAndVal ueType type is a valid Base64 val ue.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CERTSREFV2/ CERTI DV2/ DI GALVAL/ 6

Normati ve source: [1] - Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The ds: Di gest Method child el enent of an instance of xades: Di gest Al gAndVal ueType type does
not have any children.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CERTSREFV2/ CERTI DV2/ DI GALVAL/ 7

Nornative source: [1] - Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The set of attributes (leaving apart the attributes declaring nanespaces) of one instance
of ds:DigestMethod child is as follows: URI.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CERTSREFV2/ CERTI DV2/ DI GALVAL/ 8

Normati ve source: [1] - Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The value of the URl attribute of the ds:Di gestMethod child el ement of an instance of
xades: Di gest Al gAndVal ueType type is a valid URl Reference.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures
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A.1.5.4 Testing xades:IssuerSerialV2 element

Below follow the generic assertions to be tested on instances of xades: | ssuer Seri al V2 element.

TA id: XADES_SCH CERTSREFV2/ CERTI DV2/ | SSSERV2/ 1

Normati ve source: [4] - Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades:|ssuerSerial V2 el enent does not have any children.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CERTSREFV2/ CERTI DV2/ | SSSERV2/ 2

Normati ve source: [4] - Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: |ssuerSerial V2 el enent does not have any attribute.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CERTSREFV2/ CERTI DV2/ | SSSERV2/ 3

Nor mati ve source: [4] - Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The value of xades: |ssuerSerialV2 elenment is a valid Base64 val ue.

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

A.2  Testing containers for XAdES signatures

A.2.1 Testing xades:QualifyingProperties

A.2.1.1 Testing xades:QualifyingProperties element

Below follow the test assertions on xades: Qual i f yi ngProperti es element.

TA id: XADES_SCH SCHEMN QP/ 1

Nornative source: [1]- Cause 4.3.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades:QualifyingProperties elenent in terns of its children is as
foll ows: xades: Si gnedProperties?, xades:UnsignedProperties?.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SCHEMA QP/ 2

Nor native source: [1]- Cause 4.3.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The set of attributes (leaving apart the attributes decl ari ng namespaces) of one instance
of xades: QualifyingProperties is as follows: noOrder(Target,|d?).

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SCHEMWV QP/ 3

Nor native source: [1]- Cause 4.3.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The value of the attribute Target is a UR reference.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

ETSI



46 ETSITS 119 134-4 V1.1.1 (2016-06)

A.2.1.2 Testing xades:SignedProperties

A2.1.21 Testing xades:SignedProperties element

Below follow the test assertions on xades: Si gnedPr operti es element.

TA id: XADES_SCH SCHEMA QP/ SI GP/ 1

Nor native source: [1]- C ause 4.3.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades: SignedProperties elenent in terns of its children is as
fol l ows: xades: Si gnedSi gnat ureProperties?, xades: Si gnedDat aCbj ect Properties?.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SCHEMA QP/ SI GP/ 2

Normative source: [1]- O ause 4.3.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The set of attributes (leaving apart the attributes decl ari ng namespaces) of one instance
of xades: Si gnedSi gnatureProperties is as follows: 1d?.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

A.2.1.2.2 Testing xades:SignedSignatureProperties

Below follow the test assertions on xades: Si gnedSi gnat ur ePr operti es element.

TA id: XADES_SCH SCHEMN QP/ Sl GP/ SI GSI GP/ 1

Nor native source: [1]- O ause 4.3.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades: Si gnedSi gnatureProperties element in ternms of its children
is as follows: xades:SigningTi ne?, xades: SigningCertificate?, xades:SigningCertificateV2?,

xades: Si gnaturePolicyldentifier?, xades:SignatureProductionPlace, xades: Si gnatureProducti onPl aceV2,
xades: Si gner Rol e?, xades: Si gner Rol eV2?, <ot her>*.

Prescription |evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SCHEMA QP/ Sl GP/ SI GSI GP/ 2

Normative source: [1]- Cause 4.3.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The set of attributes (leaving apart the attributes decl ari ng namespaces) of one instance
of xades: Si gnedSi gnatureProperties is as follows: 1d?.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

A.2.1.2.3 Testing xades:SignedDataObjectProperties

Below follow the test assertions on xades: Si gnedDat aCbj ect Properti es element.

TA id: XADES_SCH SCHEMA QP/ Sl GP/ SI GDOP/ 1

Nor native source: [1]- O ause 4.3.5

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades: SignedDataCbjectProperties elenent in terms of its children
is as follows: xades: DataObject Format*, xades: Conmit ment Typel ndi cati on*,

xades: Al | Dat alhj ect sTi meSt anp*, xades: | ndi vi dual Dat aChj ect sTi meSt anp*, <ot her >*.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SCHEMN QP/ SI GP/ SGDOP/ 2

Nor native source: [1]- O ause 4.3.5

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The set of attributes (leaving apart the attributes declaring nanespaces) of one instance
of xades: Si gnedDat aChj ect Properties is as follows: [d?.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

ETSI



a7 ETSITS 119 134-4 V1.1.1 (2016-06)

A.2.1.3 Testing xades:UnsignedProperties

A.2.1.3.1 Testing xades:UnsignedProperties element

Below follow the test assertions on xades: Unsi gnedPr operti es element.

TA id: XADES_SCH SCHEMA QP/ UNSI GP/ 1

Normative source: [1]- O ause 4.3.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades:UnsignedProperties elenent in terns of its children is as
fol l ows: xades: Unsi gnedSi gnat ureProperties?, xades: Unsi gnedDat aCbj ect Properties?.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SCHEMA QP/ UNSI GP/ 2

Normative source: [1l]- O ause 4.3.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The set of attributes (leaving apart the attributes decl ari ng namespaces) of one instance
of xades: Unsi gnedProperties is as follows: 1d?.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

A.2.1.3.2 Testing xades:UnsignedSignatureProperties

Below follow the test assertions on xades: Unsi gnedSi gnat ur ePr operti es element.

TA id: XADES_SCH SCHEMA QP/ UNSI GP/ UNSI GSI GP/ 1

Nor native source: [1]- O ause 4.3.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of xades: UnsignedSi gnatureProperties elenent in terns of its children
is as follows: (choice(xades: CounterSignature,

xades: Si gnat ur eTi meSt anp, xadesv141: Si gnat ur ePol i cySt or e, xades: Conpl et eCertifi cat eRef s, xadesv141: Conp
leteCertificateRefsV2, xades: Conpl et eRevocati onRefs, xades: AttributeCertificateRefs,

xadesv141: AttributeCertificateRefsV2, xades: Attri but eRevocati onRefs, xades: Ref sOnl yTi meSt anp,

xades: Si gAndRef sTi meSt anp, xadesv141: Ref sOnl yTi meSt anpV2, xadesv141: Si gAndRef sTi meSt anpV2,

xades: CertificateVal ues, xades: Revocational ues, xades: AttrAuthoritiesCertVal ues,

xades: Attri but eRevocati onVal ues, xades: Archi veTi neSt anp, xadesv141: Archi veTi meSt anp,

xadesv141: Ti meSt anpVal i dati onDat a, xades: v141: RenewedDi gests, <other>))+.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SCHEMA QP/ UNSI GP/ UNSI GSI GP/ 2

Nor native source: [1]- Cause 4.3.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The set of attributes (leaving apart the attributes decl ari ng namespaces) of one instance
of xades: Unsi gnedSi gnatureProperties is as follows: [|d?.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

A.2.1.3.3 Testing xades:UnsignedDataObjectProperties

Below follow the test assertions on xades: Unsi gnedDat aCbj ect Properti es element.

TA id: XADES_SCH SCHEMA QP/ UNSI GP/ UNSI GDOP/ 1

Nor native source: [1]- O ause 4.3.7

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades: Unsi gnedDat aCbj ect Properties elenent in terns of its
children is as follows: (xades: Unsi gnedDataCorect Property) +.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures
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TA id: XADES_SCH SCHEMA QP/ UNSI GP/ UNSI GDOP/ 2

Nor native source: [1]- O ause 4.3.7

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The set of attributes (leaving apart the attributes decl ari ng namespaces) of one instance
of xades: Unsi gnedDat aChj ect Properties is as foll ows: [d?.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

A.3  Testing XAdES qualifying properties

A.3.1 Introduction

This clause specifies test assertions derived from the XML Schema definition of the different XAJES-BES qualifying
properties.

A.3.2 Testing xades:SigningTime

This clause defines test assertions for xades: Si gni ngTi e signed property.

TA id: XADES_SCH SI GNI NGTI ME/ 1

Normative source: [1] - Cause 5.2.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: Si gni ngTi ne property does not have any child el enent.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SI GNI NGTI ME/ 2

Nor native source: [1] - Cause 5.2.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: Si gni ngTi ne signed property does not have any attribute.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH S| GNI NGTI ME/ 3

Nornative source: [1] - Clause 5.2.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The content of the xades: SigningTine signed property is a UTC time val ue.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

A.3.3 Testing xades:SigningCertificateV2

A xades: Si gni ngCertificateV2 elementisaninstance of xades: Cert | DLi st V2Type type. Assertions
specified in clause A.1.4 shall apply for this element.

A.3.4 Testing xades:CommitmentTypelndication

This clause defines test assertions for xades: Conmi t ment Typel ndi cat i on signed property directly derived
fromits XML Schemadefinition.

TA id: XADES_SCH CTI/1

Nor native source: [1] - Cause 5.2.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades: Conmi tnent Typel ndication elenment in terns of its children is
as follows: xades: Comm tment Typel d, (xades: Obj ect Ref erence+ || xades: Al | Si gnedDat athj ects),

xades: Conmi t ment TypeQual i fi ers?.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures
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TA id: XADES_SCH CTI/2

Nor native source: [1] - Cause 5.2.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: Commi t nent Typel ndi cati on el ement does not have any attribute.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CTI/ OBREF/ 1

Nor native source: [1] - Cause 5.2.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Obj ect Reference is an enpty el enent.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CTI / OBREF/ 2

Normati ve source: [1] - Cause 5.2.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Obj ect Ref erence does not have any attribute.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CTI/ OBREF/ 3

Normati ve source: [1] - Cause 5.2.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The val ue of xades: CbjectReference is a valid UR reference.

Prescription | evel: nmandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CTI/ALLSDO 1

Nor mative source: [1] - Cause 5.2.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Al | Si gnedDat aCbj ects is an enpty el enent.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CTI/ ALLSDQO 2

Nor mative source: [1] - Cause 5.2.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Al | Si gnedDat aCbj ects does not have any attribute.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES SCH CTI/ CTQS/ 1

Nor metive source: [1] - Cause 5.2.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades: Conmitnent TypeQualifiers elenent in terns of its children i
as follows: (xades: Conm tment TypeQualifier)*.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

()

TA id: XADES_SCH CTI/ CTQs/ 2

Nor native source: [1] - Cause 5.2.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cat e: xades: Conmi t nent Typel ndi cati on does not contain any attribute (leaving apart the
attributes decl ari ng namespaces).

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

The structure of xades: Conmi t ment Typel d child element shall be tested as specified in clause A.1.2.
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A.3.5 Testing xades:DataObjectFormat

This clause defines test assertions for xades: Dat aCbj ect For mat signed property directly derived from its
XML Schema definition.

TA id: XADES SCH DOF/ 1

Nornative source: [1] - Cause 5.2.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of xades:DataCbjectFornat elenent in terns of its children is as
foll ows: xades: Description?, xades:Cbjectldentifier?, xades:M neType?, xades: Encodi ng?
Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH DOF/ 2

Nornative source: [1] - Cause 5.2.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The set of attributes (leaving apart the attributes declaring nanespaces) of one instance
of xades: Dat ahj ect Format Type is as foll ows: Obj ect Ref erence

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH DOF/ DESC/ 1

Normati ve source: [1] - Cause 5.2.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Description el enent does not have any children

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH DOF/ DESC/ 2

Normati ve source: [1] - Clause 5.2.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Description el enent does not have any attributes

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES SCH DOF/M M 1

Normative source: [1] - Cause 5.2.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: M neType el enent does not have any children

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH DOF/ M M 2

Normative source: [1] - Cause 5.2.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: M neType el enrent does not have any attributes

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH DOF/ ENC/ 1

Normative source: [1] - Cause 5.2.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Encodi ng el enent does not have any children

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH DOF/ ENC/ 2

Normative source: [1] - Cause 5.2.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Encodi ng el enent does not have any attributes

Prescription level: nandatory

Tag: XAdES baseline and extended signatures
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TA id: XADES_SCH DOF/ ENC/ 3

Nornative source: [1] - Cause 5.2.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The val ue of the xades: Encoding elenent is a valid UR Reference.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH DOF/ OBREF/ 3

Nornative source: [1] - Cause 5.2.4

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The value of the attribute CbjectReference is a valid URl Reference.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

A.3.6 Testing xades:SignatureProductionPlaceV2 element

This clause defines test assertions for xades: Si gnat ur ePr oduct i onPl ace signed property directly derived
fromits XML Schema definition.

TA id: XADES_SCH SPP/ 1

Normati ve source: [1] - Cause 5.2.5

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades: Si gnatureProducti onPlace elenment in terns of its childrenis
as follows: xades:City?, xades: StreetO Province?, xades:StateO Province?, xades: Postal Code?,

xades: Count ryName?.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SPP/ 2

Nor native source: [1] - Cause 5.2.5

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Si gnat ur eProducti onPl ace does not contain any attribute (leaving apart the
attributes decl ari ng namespaces).

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

A.3.7 Testing xades:SignerRoleV2 element

TA id: XADES_SCH SI GROLEV2/ 1
Normati ve source: [1] - Cause 5.2.6
Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
1] or in[2
Lr]edi cate: [TLe inner structure of xades: SignerRoleV2 elenment in terms of its children is as follows:
xades: Cl ai mredRol es?, xades: CertifiedRol esV2?, xades: Si gnedAssertions?.
Prescription level: nandatory
Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH S| GROLE/ 2

Nor native source: [1] - Cause 5.2.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Si gnerRol eV2 does not contain any attribute (leaving apart the attributes declaring
namespaces) .

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH S| GROLE/ CLATTRS/ 1

Nornative source: [1] - Clause 5.2.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades:d aimedRol es element in terns of its children is as foll ows:
(xades: C ai medRol e) +.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

ETSI



52 ETSITS 119 134-4 V1.1.1 (2016-06)

TA id: XADES_SCH S| GROLE/ CLATTRS/ 2

Nornative source: [1] - Cause 5.2.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: Cl ai nedRol es el ement does not contain any attribute (leaving apart the
attributes decl ari ng namespaces).

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH S| GROLE/ CERTATTRS/ 1

Normati ve source: [1] - Cause 5.2.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of xades:CertifiedRolesV2 elenent in terms of its children is as
follows: (xades:CertifiedRole)+.

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES SCH S| GROLE/ CERTATTRS/ 2

Nor mati ve source: [1] - Cause 5.2.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: CertifiedRol es el enent does not contain any attribute (leaving apart the
attributes decl ari ng nanespaces).

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES SCH Sl GROLE/ CERTATTRS/ CERTATTR/ 1

Nor mati ve source: [1l] - Cause 5.2.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades:CertifiedRole element in ternms of its children is as
follows: (xades: X509AttributeCertificate || xades: OtherAttributeCertificate).

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH S| GROLE/ CERTATTRS/ CERTATTR/ 2

Normati ve source: [1] - Cause 5.2.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: CertifiedRol e el enent does not have any attribute.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES SCH SI GROLE/ SI GASS/ 1

Normati ve source: [1] - Cause 5.2.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of xades: SignedAssertions elenent in terns of its children is as
follows: (SignedAssertion)+.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH SI GROLE/ SI GASS/ 1

Normati ve source: [1] - O ause 5.2.6

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Si gnedAssertions el enent does not have any attribute.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

A.3.8 Testing xades:CounterSignature

The structure of axades: Count er Si gnat ur e element shall be tested as defined in the rest of the present annex A
if the countersignature is a XAdES signature.

A.3.9 Testing xades:AllDataObjectsTimeStamp

The structure of xades: Al | Dat aObj ect sTi meSt anp element shall be tested as specified in clause A.1.4.
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A.3.10 Testing xades:IndividualDataObjectsTimeStamp

The structure of xades: | ndi vi dual Dat aCbj ect sTi meSt anp element shall be tested as specified in
clause A.1.4.

A.3.11 Testing xades:SignaturePolicyldentifier

A.3.11.1 Testing xades:SignaturePolicyldentifier element

This clause defines test assertions for xades: Si gnat ur ePol i cyl denti fi er signed property directly derived
fromits XML Schemadefinition.

TA id: XADES_SCH Sl GPOL/ 1

Nor native source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades: SignaturePolicyldentifier element in terms of its children
is as follows: (xades:SignaturePolicyld ||xades:SignaturePolicylnplied).

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SI GPOL/ 2

Nor native source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: SignaturePolicyldentifier el enent does not contain any attribute (leaving apart the
attributes decl ari ng namespaces).

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLI D/ 1

Normati ve source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades:SigaturePolicyld element in terns of its children is as
foll ows: xades: SigPolicyld,ds: Transforns?, xades: Si gPol i cyHash, xades: Si gPol i cyQual i fi ers?.
Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLI D/ 2

Normati ve source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: SignaturePolicyld el enent does not contain any attribute (leaving apart the
attributes decl ari ng nanmespaces).

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLI DY QUALS/ 1

Normati ve source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades:SigPolicyQualifiers element in ternms of its children is as
foll ows: (xades: SigPolicyQualifier+.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLI DF QUALS/ 2

Normati ve source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: SigPolicyQualifiers el enent does not contain any attribute (leaving apart the
attributes decl ari ng namespaces).

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures
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TA id: XADES_SCH SI GPOL/ SI GPOLI DY QUALS/ 3

Normative source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: SigPolicyQualifier elenent contains either a xades: SPURI, OR a xades: SPUser Noti ce,
OR a xadesenv111: SPDocSpeci fication OR other XM el ements.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

The structure of xades: Si gPol i cyl d child element shall be tested as specified in clause A.1.1.

The structure of xades: Si gPol i cyHash child element shall be tested as specified in clause A.1.5.3.

A.3.11.2 Testing xades:SPURI qualifier

This clause defines test assertions for xades: SPURI qualifier directly derived from its XML Schema definition.

TA id: XADES_SCH S| GPOL/ Sl GPOLI D QUALS/ SPURI / 1

Nor native source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: SPURI el ement does not have any chil dren.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH Sl GPOL/ SI GPOLI DY QUALS/ SPURI / 2

Nor native source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: SPURI el enent does not contain any attribute (leaving apart the attributes

decl ari ng nanmespaces) .

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH S| GPOL/ SI GPOLI DY QUALS/ SPURI / 3

Normati ve source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The val ue of xades: SPURI elenent is a valid URH Reference.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

A.3.11.3 Testing xades:SPUserNotice qualifier

This clause defines test assertions for xades: SPUser Not i ce qualifier directly derived from its XML Schema
definition.

TA id: XADES_SCH S| GPOL/ SI GPOLI DF QUALS/ SPUSNOT/ 1

Normati ve source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of xades: SPUserNotice elenent in terns of its children is as follows:
xades: Noti cRef ?, xades: Explicit Text?.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLI DY QUALS/ SPUSNOT/ 2

Normati ve source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: SPUserNoti ce el ement does not have any attribute.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLI DY QUALS/ SPUSNOT/ 3

Normati ve source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades:NoticeRef elenent in ternms of its children is as follows:
xades: Organi zati on, xades: Noti ceNunbers.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures
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TA id: XADES_SCH SI GPOL/ SI GPOLI DF QUALS/ SPUSNOT/ 4

Normative source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: NoticeRef el ement does not contain any attribute (leaving apart the attributes
decl ari ng nanmespaces).

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLI DY QUALS/ SPUSNOT/ 5

Nor native source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Organi zation el enent does not have any children.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLI DY QUALS/ SPUSNOT/ 6

Nornative source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Organi zation el enent does not contain any attribute (leaving apart the attributes
decl ari ng nanmespaces).

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLI DY QUALS/ SPUSNOT/ 7

Nor mati ve source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades:NoticeNunbers element in ternms of its children is as
follows: (xades:int)*.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLI DY QUALS/ SPUSNOT/ 8

Normati ve source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: NoticeNunbers el ement does not contain any attribute (leaving apart the attributes
decl ari ng namespaces) .

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES SCH Sl GPOL/ SI GPOLI DY QUALS/ SPUSNOCT/ 9

Normati ve source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades:int elenment does not have any children.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLI DY QUALS/ SPUSNOT/ 10

Nor mative source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades:int elenment does not contain any attribute (leaving apart the attributes declaring
nanespaces) .

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLI DY QUALS/ SPUSNOT/ 11

Nor native source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: ExplicitText el enent does not have any children.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLI DY QUALS/ SPUSNOT/ 12

Nor netive source: [1] - Cause 5.2.9

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: ExplicitText el enent does not contain any attribute (leaving apart the attributes
decl ari ng nanmespaces).

Prescription level: nandatory

Tag: XAdES baseline and extended signatures
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A.3.11.4 Testing xadesv141:SPDocSpecification qualifier

The structure of xadesv141: SPDocSpeci fi cati on element shall be tested as specified in clause A.1.2.

A.3.12 Testing xadesv141:SignaturePolicyStore

This clause defines test assertions for xades: SPUser Not i ce qualifier directly derived from its XML Schema
definition.

TA id: XADES_SCH SI GPOL/ SI GPOLSTA 1

Nor native source: [1] - COause 5.2.10

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of xadesv14l:SignaturePolicyStore elenent in terns of its children is
as follows: xadesv141: SPDocSpecification, (xadesv141:SignaturePolicyDocurment ||

xadesv141: Si gPol DocLocal URI') .

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLSTQ 2

Nor mati ve source: [1]- Cause 5.2.10

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The set of attributes (leaving apart the attributes declaring nanespaces) of one instance
of xadesv141l: SignaturePolicyStore is as follows: 1d?.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLSTQ SPOLDCOC! 1

Normative source: [1] - O ause 5.2.10

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xadesv141l: Si gnat urePol i cyDocunent el ement does not contain any children.

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH Sl GPOL/ SI GPOLSTQ SPOLDOC/ 2

Normati ve source: [1]- C ause 5.2.10

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xadesvl14l: Si gnaturePolicyDocunent el ement does not contain any attribute (leaving apart
the attributes decl ari ng nanespaces).

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLSTQ SPOLDOCLOCURI / 1

Normative source: [1] - O ause 5.2.10

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xadesv141l: Si gPol DocLocal URI el ement does not contain any children.

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLSTQ SPOLDOCLOCURI / 2

Nor mati ve source: [1]- Cause 5.2.10

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xadesv141l: Si gPol DocLocal URI el ement does not contain any attribute (leaving apart the
attributes decl ari ng nanespaces).

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH SI GPOL/ SI GPOLSTQ SPOLDOCLCOCURI / 3

Normati ve source: [1]- Cause 5.2.10

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The val ue of xadesv141l: Si gPol DocLocal URI elenent is a valid UR Reference.
Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures
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A.3.13 Testing xades:SignatureTimeStamp

The structure of xades: Si gnat ur eTi meSt anp element shall be tested as specified in clause A.1.4.

A.3.14 Testing xadesv141:CompleteCertificateRefsTypeV2 and
xadesv141: AttributeCertificateRefsV2 content

This clause defines test assertions for contents of xadesv141: Conpl et eCerti fi cat eRef sTypeV2 and
xadesvl14l: AttributeCertificat eRefsV2 instances, directly derived from its XML Schema definition.
These test assertions shall be checked when testing xadesv141: Conpl et eCerti fi cat eRef sV2, and
xadesv141: AttributeCertificateRefsV2.

Below follows the generic assertions to be tested on xadesv141: Conpl et eCerti fi cat eRef s elements.

TA id: XADES_SCH CCERTREFS/ 1

Nornative source: [1] - Clause A 1.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
1] or in[2

Lr ]edi cate: [TLe inner structure of one instance of xadesv141l: ConpleteCertificateRefsTypeV2 type in

terms of its children is as follows: xadesv14l: CertRefs.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CCERTREFS/ 2

Normative source: [1] - Clause A 1.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The set of attributes (leaving apart the attributes decl ari ng namespaces) of one instance
of xades: Conpl eteCertificateRefsTypeV2 is as follows: |d?.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

The structure of xadesv141: Cert Ref s child element shall be tested as specified in clause A.1.5.

A.3.15 Testing xades:CompleteRevocationRefsType content

A.3.15.1 Testing root element

This clause defines test assertions for contents of xades: Conpl et eRevocat i onRef sType and

xades: Attri but eRevocat i onRef s instances, directly derived from its XML Schema definition. These test
assertions shall be checked when testing xades: Conpl et eRevocati onRef s, and

xades: Attri but eRevocati onRef s.

TA id: XADES_ SCH CREVREFS/ 1

Nornative source: [1] - Clause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of one instance of xades: Conpl et eRevocati onRef sType type in terns of
its children is as follows: xades: CRLRefs?, xades: OCSPRef?, Q her Refs?.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CREVREFS/ 2

Normati ve source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The set of attributes (leaving apart the attributes decl ari ng namespaces) of one instance
of xades: Conpl et eRevocati onRefsType is as follows: |d?.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures
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A.3.15.2 Testing xades:CRLRefs

Below follows the generic assertions to be tested on xades: CRLRef s elements.

TA id: XADES_SCH CREVREFS/ CRLREFS/ 1

Normative source: [1] - Clause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
1] or in[2

Lr]edi cate: [TLe inner structure of xades: CRLRefs element in ternms of its children is as follows:

(xades: CRLRef) +.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES _SCH CREVR- C ause EFS/ CRLREFS/ 2

Normati ve source: [1] A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: CRLRefs el ement does not contain any attribute (leaving apart the attributes
decl ari ng nanmespaces) .

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CREVREFS/ CRLREFS/ CRLREF/ 1

Nornative source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades:CRLRef element in ternms of its children is as foll ows:
xades: Di gest Al gAndVal ue, xades: CRLIdentifier?.

Prescription | evel: nmandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CREVREFS/ CRLREFS/ CRLREF/ 2

Normati ve source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The xades: CRLRef el ement does not contain any attribute (leaving apart the attributes
decl ari ng namespaces).

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CREVREFS/ CRLREFS/ CRLREF/ CRLI D/ 1

Normative source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of xades:ldentifier elenent in terns of its children is as follows:
xades: | ssuer, xades: |ssueTinme, xades: Number?.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CREVREFS/ CRLREFS/ CRLREF/ CRLI DY 2

Normati ve source: [1] - Clause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The set of attributes (leaving apart the attributes decl ari ng namespaces) of one instance
of xades: CRLIdentifierType is as follows: URI?.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CREVREFS/ CRLREFS/ CRLREF/ CRLI IJ 3

Normative source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The value of the UR attribute is a valid UR Reference.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CREVREFS/ CRLREFS/ CRLREF/ CRLI D/ | SS/ 1

Nor native source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades:|ssuer el enent does not have any chil dren.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures
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TA id: XADES_SCH CREVREFS/ CRLREFS/ CRLREF/ CRLI D/ | SS/ 2

Normative source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades:|ssuer el enent does not have any attribute

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CREVREFS/ CRLREFS/ CRLREF/ CRLI D/ | SST/ 1

Nornative source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades:|ssueTime el ement does not have any chil dren.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CREVREFS/ CRLREFS/ CRLREF/ CRLI D/ | SST/ 2

Normati ve source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades:|ssueTime el ement does not have any attribute

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_ SCH CREVREFS/ CRLREFS/ CRLREF/ CRLI D/ | SST/ 3

Normati ve source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The val ue of xades:|ssueTine elenent is an UTC tine.

Prescription | evel: nmandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CREVREFS/ CRLREFS/ CRLREF/ CRLI D/ NUM 1

Nor mative source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Nunber el enent does not have any children.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CREVREFS/ CRLREFS/ CRLREF/ CRLI D/ NUM 2

Nor mative source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Nunber el enent does not have any attribute

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

The structure of xades: Di gest Al gAndVal ue child element shall be tested as specified in clause A.1.5.3.

A.3.15.3 Testing xades:OCSPRefs

Below follows the generic assertions to be tested on xades: OCSPRef s elements.

TA id: XADES_ SCH CREVREFS/ OCSPREFS/ 1

Nor native source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of xades: OCSPRefs elenent in terns of its children is as follows:
(xades: OCSPRef ) +.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CREVREFS/ CCSPREFS/ 2

Normati ve source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: OCSPRefs el enent does not contain any attribute (leaving apart the attributes
decl ari ng nanmespaces).

Prescription |evel: nandatory

Tag: XAdES basel i ne and extended signatures
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TA id: XADES_SCH CREVREFS/ OCSPREFS/ OCSPREF/ 1

Normative source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of xades: OCSPRef elenent in terms of its children is as follows:
xades: OCSPI denti fi er, xades: D gest Al gAndVal ue?.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CREVREFS/ OCSPREFS/ OCSPREF/ 2

Nor native source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: OCSPRef el enent does not contain any attribute (leaving apart the attributes
decl ari ng nanmespaces).

Prescription |evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CREVREFS/ OCSPREFS/ OCSPREF/ OCSPI DJ 1

Normati ve source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of one instance of xades: OCSPl dentifierType in terms of its children
is as follows: xades: Responder| D, xades: ProducedAt.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CREVREFS/ CRLREFS/ OCSPREF/ OCSPI D 2

Normati ve source: [1] - Clause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The set of attributes (leaving apart the attributes decl ari ng namespaces) of one instance
of xades: OCSPldentifierType is as follows: UR ?.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CREVREFS/ CRLREFS/ OCSPREF/ OCSPI D/ 3

Normati ve source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The value of the URI attribute is a valid URI Reference.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CREVREFS/ OCSPREFS/ OCSPREF/ OCSPI D/ RESPI D/ 1

Normative source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of one instance of xades: Responder| DType in terns of its children is
as follows: choice(xades: ByNanme, xades: ByKey).

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CREVREFS/ CRLREFS/ OCSPREF/ OCCSPI D/ RESPI DJ 2

Normati ve source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: Instances of xades: Responder| DType does not contain any attribute (leaving apart the
attributes decl ari ng nanespaces).

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CREVREFS/ CCSPREFS/ CCSPREF/ OCSPI DY RESPI D/ BYNAME/ 1

Normati ve source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: ByNane el enent does not have any children.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures
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TA id: XADES_SCH CREVREFS/ CRLREFS/ OCSPREF/ OCSPI D/ RESPI D/ BYNAME/ 2

Normative source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: ByNane el enent does not have any attribute.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CREVREFS/ OCSPREFS/ OCSPREF/ OCSPI D/ RESPI DY BYKEY/ 1

Nornative source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: ByKey el enent does not have any chil dren.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CREVREFS/ CRLREFS/ OCSPREF/ OCSPI D/ RESPI DY BYKEY/ 2

Normati ve source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: ByKey el enent does not have any attribute.

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH CREVREFS/ OCSPREFS/ OCSPREF/ OCSPI D/ PRODAT/ 1

Normati ve source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: ProducedAt el enent does not have any children.

Prescription | evel: nmandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_ SCH CREVREFS/ CRLREFS/ OCSPREF/ OCCSPI D/ PRODAT/ 2

Nor mative source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: ProducedAt el enent does not contain any attribute (leaving apart the attributes
decl ari ng nanmespaces).

Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_ SCH CREVREFS/ CRLREFS/ OCSPREF/ OCSPI DY PRODAT/ 3

Normati ve source: [1] - Cause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The val ue of xades: ProducedAt elenent is an UTC tine.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

The structure of xades: Di gest Al gAndVal ue child element shall be tested as specified in clause A.1.5.3.

A.3.15.4 Testing xades:OtherRefs

Below follows the generic assertions to be tested on xades: Ot her Ref s elements.

TA id: XADES_SCH CREVREFS/ OTHERREFS/ 1

Normative source: [1] - Clause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of one instance of xades:OtherRefs in terns of its children is as
follows: (xades: O herRef) +.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CREVREFS/ OTHERREFS/ 2

Normati ve source: [1] - Clause A 1.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xades: Ot herCert StatusRefs el enent does not contain any attribute (leaving apart the
attributes decl ari ng nanmespaces).

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures
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A.3.16 Testing xadesv141:SigAndRefsTimeStampV?2

The structure of xadesv141: Si gAndRef sTi meSt anpV2 element shall be tested as specified in clause A.1.4.

A.3.17 Testing xadesv141:RefsOnlyTimeStampV?2

The structure of xadesv141: Ref sOnl yTi meSt anpV2 element shall be tested as specified in clause A.1.4.

A.3.18 Testing xades:CertificateValuesType content

This clause defines test assertions for xades: Certi fi cat eVal uesType instances content, directly derived from
its XML Schema definition. These test assertions shall be checked when testing xades: Certi fi cat eVal ues, and
xades: AttrAut horitiesCert Val ues.

TA id: XADES SCH CERTVALS/ 1

Nornative source: [1] - Cause 5.4.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of one instance of xades: CertificateValuesType in terns of its
children is as follows: (xades: Encapsul atedX509Certificate || xades:OherCertificate)*.
Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH CERTVALS/ 2

Nornative source: [1] - Cause 5.4.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The set of attributes (leaving apart the attributes declaring nanespaces) of one instance
of xades: CertificateValuesType is as follows: |d?.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

The structure of xades: Encapsul at edX509Certi fi cat e child element shall be tested as specified in
clause A.1.3.

A.3.19 Testing xades:RevocationValuesType content

This clause defines test assertions for xades: Revocat i onVal uesType instances content, directly derived from
its XML Schema definition. These test assertions shall be checked when testing xades: Revocat i on, and
xades: Attri but eRevocat i onVal ues elements.

TA id: XADES SCH REWALS/ 1

Normative source: [1] - Cause 5.4.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of one instance of xades: RevocationVal uesType in terns of its
children is as foll ows: xades: CRLVal ues?, xades: OCSPVal ues?, xades: O her Cert St at usVal ues?.
Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH REWALS/ 2

Nornative source: [1] - Oause 5.4.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The set of attributes (leaving apart the attributes declaring nanespaces) of one instance
of xades: Revocati onVal uesType is as follows: [d?.

Prescription | evel: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH REWALS/ CRLVAL/ 1

Normati ve source: [1] - Cause 5.4.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of one instance of xades: CRLVal uesType in terns of its children is as
foll ows: xades: Encapsul at edCRLVal ue+.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures
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TA id: XADES_SCH REWALS/ CRLVAL/ 2

Normative source: [1] - Cause 5.4.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: An instance of xades: CRLVal uesType does not have any attribute.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH REVVALS/ OCSPVAL/ 1

Nor native source: [1] - Cause 5.4.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of one instance of xades: OCSPVal uesType in terns of its children is
as follows: xades: Encapsul at edOCSPVal ue+.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH REVVALS/ OCSPVAL/ 2

Normati ve source: [1] - Cause 5.4.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: An instance of xades: OCSPVal uesType does not have any attribute.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH REWALS/ OTHERVAL/ 1

Normati ve source: [1] - Cause 5.4.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of one instance of xades: O herCert StatusVal uesType in terms of its
children is as follows: xades: Q herVal ue+.

Prescription level: nmandatory

Tag: XAdES baseline and extended signatures

TA id: XADES SCH REWALS/ OTHERVAL/ 2

Nor mative source: [1] - dause 5.4.2

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: An instance of xades: & herCert St at usVal uesType does not have any attri bute.
Prescription | evel: nmnandatory

Tag: XAdES baseline and extended signatures

The structure of xades: Encapsul at edCRLVal ue child element shall be tested as specified in clause A.1.3.

The structure of xades: Encapsul at edOCSPVal ue child element shall be tested as specified in clause A.1.3.

A.3.20 Testing xadesv141:TimeStampValidationData

TA id: XADES SCH TSTVAL/1

Normative source: [1] - Cause 5.5.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The inner structure of one instance of xadesv14l:Ti neStanpValidationDataType type in
ternms of its children is as follows: xades:CertificateVal ues?, xades:RevocationVal ues?.
Prescription level: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH TSTVAL/ 2

Nor native source: [1] - Cause 5.5.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The set of attributes (leaving apart the attributes declaring nanespaces) of one instance
of xadesv141: Ti meSt anpVal i dati onDat aType type is as follows: noOrder(l1d?, URI?).

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH TSTVAL/3

Normati ve source: [1] - Clause 5.5.1

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The value of the URl attribute is a valid UR Reference.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures
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The structure of xades: Certi fi cat eVal ues child element shall be tested as specified in clause A.3.18.

The structure of xades: Revocat i onVal ues child element shall be tested as specified in clause A.3.19.

A.3.21 Testing xadesv141:ArchiveTimeStamp

The structure of xadesv141: Ar chi veTi meSt anp element shall be tested as specified in clause A.1.4.

A.3.22 Testing xadesv141l:RenewedDigests

TA id: XADES_SCH RENDI GS/ 1

Nor native source: [1] - Cause 5.5.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The inner structure of one instance of xadesv14l: RenewedD gestsType type in terns of its
children is as follows: ds:D gestMethod, xadesv14l: Reconput edD gest Val ue+.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH RENDG S/ 2

Nor native source: [1] - Cause 5.5.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predicate: The set of attributes (leaving apart the attributes declaring nanespaces) of one instance
of xadesv141l: RenewedD gestsType type is as follows: [d?.

Prescription | evel: nandatory

Tag: XAdES baseline and extended signatures

TA id: XADES_SCH RENDI GS/ RECDI G 1

Nor mati ve source: [1] - Cause 5.5.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: xadesvl14l: Reconput edDi gest Val ue el enent does not have any chil dren.

Prescription level: nandatory

Tag: XAdES basel i ne and extended signatures

TA id: XADES_SCH RENDG S/ RECDI G 2

Normati ve source: [1] - Cause 5.5.3

Target: XAdES signature generator claimng conformance to XAdES signatures either as specified in
[1] or in [2]

Predi cate: The set of attributes (leaving apart the attributes decl aring namespaces) of
xadesv141: Reconput edDi gest Val ue el ement is as follows: Oder.

Prescription |evel: nandatory

Tag: XAdES baseline and extended signatures
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