ETS| TS 119 134-5 V2.1.1 (2016-06)

TECHNICAL SPECIFICATION

Electronic Signatures and Infrastructures (ESI);
XAdES digital signatures -
Testing Conformance and Interoperability;
Part 5: Testing Conformance of extended XAdES sighatures



2 ETSITS 119 134-5 vV2.1.1 (2016-06)

Reference
RTS/ESI-0019134-5

Keywords

conformance, e-commerce, electronic signature,
profile, security, testing, XAdES

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.orq/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2016.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3 ETSITS 119 134-5 vV2.1.1 (2016-06)

Contents
Intellectual Property RIGNES.... ..ot e e b e 6
01 Yo (o ST 6
MoOdal VErDS EMINOIOQY .......ccveieeieieece sttt ettt e e e s re s aeeaesbeeaeesbesreensesaeensessesneenseseeeneensessens 6
1 o0 o< T URURSPRRN 7
2 L= £ 101 S 7
21 NOFMBLIVE FEFEIEINCES .....cutieiitiite ittt ettt sttt h ettt e e besb e ek e s bt e bt e ae e e e s bese e besheeb e e ae e s e eean e besaeebenneennennen 7
2.2 INfOrMELIVE FEFEIENCES. ... ettt e b b bbbt e e e e se e b e s bt eb e et e e e e e se e et e saeebeeneennennens 8
3 F N o] o= V= (0] 0SSP 8
4 L@ < = ST SSSRN 8
5 Testing conformance to E-BES level of extended XAJES SIgNAUNES..........cccvrverierierieneeieeieeeeeseseesiens 9
51 FEFOOUCTION ...ttt bt sttt rh e bbbt e e e e e besh e eb e s bt eh e eb e s Rt ebeeae e b e e e aneabesaeebenneennennens 9
52 Testing XML Signature elements and containers of XAdES qualifying properties...........ccvvvevvecvsveesieeneennens 9
521 Testing XML SIgNature €lEMENES..........oiie it e e ste e steesae e e e sae e ae e teestesssasseenteentenneesnnesnes 9
5211 Testing dS:SIGNALUrE ElEMIENL ........ccee e s se et et e e e e aeeereenseessessaesreesreensean 9
5212 Testing dS:KeyINfO EleMENT .........cooi et sre e e teeeeeneeenes 10
522 Testing containers of XAdES qualifying properties and references to containers of XAdES

QUEALTTYING PIOPEITIES. ...ttt ettt b et b bt b e b e bt b s e bt e b st e bt e b e se bt s b et ebesb e e ebenbennenea 10
5221 Testing incorporation of XAdES qualifying properties to the Signature...........c.ccceevereinenecneneeenn 10
5222 Testing xades:QualifyiNgPropertiESREFEIENCE ........ccoiieirier e 11
5223 Testing xades:QUalifYiNGPIOPEITIES ........c.oiuiie et 11
5224 Testing XadesS: SIgNEAPTOPEITIES ...ttt bbb b 11
5.2.25 Testing xades: SIgNedSigNatur€PrOPEITIES.........ccvecieeece e eee e ens 12
5.2.2.6 Testing xades: SignedDataObj €CtPIOPEITIES .........ccveiirere e enes 12
5.2.2.7 Testing XadeS:UNSIgNEAPTOPEITIES .......ceiiieiiece e se ettt e et te et esseesnaesaeeeeeneesneennes 12
5.2.2.8 Testing xades:UnSignedSi gnaturePrOPEITIES ........c.vciiiieiee ettt e e 12
5.2.2.9 Testing xades:UnSignedDataObj €CtPIOPEITIES .......cccvieiiee e 13
5.3 Testing XAAES qUaliTYiNG PrOPEIIES .....c..iiiieiesees e ste e st st te et e st e te e e e tesaesaeesreesaeenseenseenseeneesseesseas 13
531 Testing Xxades: SigNiNGTiME ElEMENL ..ot bbb 13
532 Testing xades: SigningCertifiCateV/ 2 €l @MENL...........oiriiiiriere e 13
533 Testing xades:Commitment Typelndication &lemMEeNt ..o 13
534 Testing xades:DataObj eCtFOrMat &1EMENT .........coiiiiiieee e 13
535 Testing xades: SignatureProductionPlaceV 2 €lement ...........ccoiieirinerineee e 14
5.3.6 Testing XadeS:SIgNErROIEV 2 El@MENL ..........ce it e st et eenaesraesraesnees 14
537 Testing xades. Counter SIgNature €lEMENL..........cccveiiece e seeseese e ee e e e e e sreesre e te e teenaesraesseesnens 14
538 Testing xades: AllDataObjectSTimeStamp €l@mMENt .........cccoocverieece e 14
5.3.9 Testing xades:Individual DataObjectsTimeStamp €lemMeENnt ..........cccccvvveceeie e 14
5.3.10 Testing Properties froM UPPEr [EVEIS ........oeeece et sttt eenaenraesnees 14
6 Testing conformance to E-EPES level of extended XAdES SIgNatUres...........ccceovveeevevieeciecieseesve s 16
6.1 011 0o 1 o o PSSR 16
6.2 Testing xades: SignaturePolicyldentifier @ement ... 16
6.2.1 GENENEl FEQUITEITIENES. ......eitieeteitereettete sttt sttt sttt b e b s e bt b e st eb e e b e se e bt e b e se e bt ebeseebeeb e seebesb e e ebesbeneenesbennenea 16
6.2.2 Test assertions SPECIfiC t0 E-EPES IEVEL...........ooeee ettt 16
6.2.3 Testing xades:SPURI signature POlicy QUaITTIEN ........c.oceiiiiiieeee et 16
6.24 Testing xades: SPUserNotice signature poliCy qQUaIITIEN ........cuccveceiie e 16
6.2.5 Testing xadesv141:SPDocSpecification signature policy QUalIfIer ........ccoovevv v 16
6.3 Testing xadesv141:SignaturePoliCyStOre ElemENt ..........c.oicieiieiieie e nneas 16
6.4 Testing PropertieS Of UPPEr IEVEIS .......cuv ettt et ae e be et e e eneesnaesneas 17
7 Testing conformance to E-T level of extended XAJES SIgNALUNES..........cocvrereriereenierieneeneeesese e 17
7.1 011 0o 1 1 o o P RSR 17
7.2 Testing xades: SignatureTimESIaMP ElEMENL .........ccoiiiiirre bbb seene 17
721 GENENaAl FEQUITEIMENTS. ... eeivieteeeieetiesteesteesteesteeee st e ste e te e e estesseesseesseesseeaseeaeeaseeaseanseensenseeasansseesseessensennsennes 17
7.2.2 Test assertions SPECITIC 1O E-T TEVEL ....ocveeie et st e nnaesneas 17

ETSI



4 ETSITS 119 134-5 vV2.1.1 (2016-06)

7.3 Testing propertieS from UPPEr IEVEIS...........oc et e te e et e na e naesnaesneas 17
8 Testing conformance to E-C level of extended XAJES SIgNAUFES..........cccovvuveeeeiieeeevie e 18
8.1 gL 00 W 1ol BTSSP PR URUSTOSPP 18
8.2 Testing xadesv141:CompleteCertifiCateREfSV2 ElemMeNt........cco i 18
821 GENENEl FEQUITEITIENES. ......eivieeteitereett ettt sttt ettt b bbb e bt b e st bt s b e s e e bt e b e seebe e b e se e bt ebeseebesb e e ebesbeneenesbennenea 18
822 Test assertions SPECITIC t0 E-C HAVEL ..o 18
823 Test assertions N0 SPECITIC L0 E-C HEVE! ... e 18
8.3 Testing xadesv141: AttributeCertifiCaleREf SV2 @leMENt .......ccociviiiiiiiic e 19
8.4 Testing xades:CompleteRevocatiONREFS BlEMENT ..o 19
84.1 GENENaAl FEQUITEIMENTS. ... eeitieteeeieeetesteestee st e steete st e sae e te e teestesseesseesseesseeaseanseeseeaseanseensenssensensseessensseesenneennes 19
8.4.2 Test assertions SPECITIC 1O E-C IOVEL .......ooui ettt esreenaeereens 19
8.4.3 Test assertions N0 SPECITIC L0 E-C IBVEL .......oo it 19
8.5 Testing xades: AttributeRevocatioNREFS ElEMENL ..........c.ccveiiei e 20
8.6 Testing propertieS from UPPEr IEVEIS...........oc e et e e e sneenneas 20
9 Testing conformance to E-X level of extended XAdES SIgNatUres...........cccevvveeveieecieseceesie e 20
9.1 011 0o 1 1 o o P RSR 20
9.2 Testing xadesv141:SIgANdRefSTIMEStAaMPY 2 @lEMENT .......ooiiiiiieereeie e 20
921 GENETEl FEQUITEITIENES. ......eitieeterteieettet ettt sttt sttt st b e b s bt b e st bt e b e s e e bt e b e se e bt ebese e bt eb e st ebesb e e ebesbeneenesbennenea 20
9.2.2 Test assertions SPECITIC 1O E-X TBVEL ........eoeeeeeee et snes 21
9.2.3 Test assertions N0 SPECITIC L0 E-X TEVEL .......oo et 21
9.3 Testing xadesv141:RefsONlyTimeStampV 2 €l@MENL..........cociiiie it 21
931 GENENaAl FEQUITEIMENES. ... eeivieieeeieeetesteestee st e steete st e sae e te e teestesseesseesaeesseeaseanseaseeaseanseenseeseeaseesseesseesseesesnseanes 21
9.3.2 Test assertions SPECITIC tO E-X TBVEL ........eoeeeeeee e snees 21
9.3.3 Test assertions N0 SPECITIC L0 E-X TEVEL .......eoieee et 21
9.4 Testing properties from UPPEr TEVEIS. ..o it b e 22
10  Testing conformance to E-X-L level of extended XAJES SIgNAIUTES...........cooeiereerieieeieeieeeneseseneenes 22
101 g1 0o 1 1 o o SRS 22
10.2 Testing xades: CertifiCateValUES El@MENT ........cc.eeie ettt esaeesneas 22
10.3 Testing xades:RevocationValUeS ElE€MENL ..........cccueiie it e e sreenneas 23
104 Testing xades: Attr AUthoritieSCertValuUeS €l @MENt ........cccv i iee e 23
104.1 GENENaAl FEOUITEIMENES. ... eetieeveeeeeeteestee e e steeteseesaeesteesteeteeseesseesseesse e seeeeaneesseesseaseenseassensansseessenssensennsennes 23
10.4.2 Test assertions specific to the E-X-L and E-X-Long eVElS..........cccoveviecicieie e 23
10.4.3 Test assertions no specific to the E-X-L and E-X-Long [eVEIS.........cccoe e 23
10.5 Testing xades: AttributeRevocationValueS lEMENT..........coii i 24
1051 GENENEl FEQUITEIMIENES. ....cueteueeterteeete sttt sttt ettt bttt b e eb e b e e eb e s b e e ebe s b e e e bt sbeseebesb e e ebesb e e ebesbeneebesbennenea 24
10.5.2 Test assertions specific to the E-X-L and E-X-LONg leVEIS.......ccoieiininieeeee e 24
105.3 Test assertions no specific to the E-X-L and E-X-LoNg [EVEIS.......c.cooiiiiiiereeeeese e 24
10.6 Testing properties from UPPEr TEVEIS. ... b bbb 24
11  Testing conformance to E-X-Long level of extended X AJES SIgNAUNES..........ccoveiveieeeeenineneneneenes 24
111 GENEIAl FEQUITEIMENTS ... .eetieiecieeeetestee s e st e ste e e e e st e saeeste e beesteesteaseesseesseesseesseenseenesaseesseenseenseentennsesneessensnnns 24
11.2 Test assertions for qualifying properties specific of the leVel ..., 25
11.3 Testing propertieS from UPPEr IEVEIS..........oo e re et et eeneenneenneas 25
12 Testing conformance to E-A level of extended XAJES SIgNAIUIES .........cceiveieeieeieeenenene e 25
121 g1 0o 1 1 o o PR 25
122 Testing xadesv141: TimeStampV alidationData €lEMENT ..........cccoeriieerieeree e 25
12.2.1 GENENaAl FEQUITEIMENES. ... eetieeeeeeeeteesteestee e steseeseeesteesteesteeseesseesseesseesseaseaneesseesseaseenseasseasensseesseesseensennsennes 25
12.2.2 Test assertions SPECITIC 1O E-A TEVEL ........eoeeeeeeee ettt e e sneas 26
12.3 Testing xadesv141: ArchiveTimeStamp El@MENT.........ccoiue e et e s e sreas 26
12.3.1 GENENaAl FEQUITEIMENES. ... eetieeeeeeeeteesteestee e steseeseeesteesteesteeseesseesseesseesseaseaneesseesseaseenseasseasensseesseesseensennsennes 26
12.3.2 Test assertions SPECITIC 1O E-A TEVEL .....c..eceeeeeece ettt et e e sneas 26
12.3.3 Test assertions N0 SPECITIC L0 E-A TEVEL ..ottt 26
124 Testing xadesv141:RenewedDigestS €l EMENL...........ciiiiririrere ettt b e ene 26
1241 GENENEl FEQUITEIMIENES. .....c.eteeeetertee ettt ettt ettt b et b e b e bt b e b e s b e e ebesb e e e bt sbeneebesb e e eb e sb e e ebesbeneebenbennenea 26
1242 Test assertions SPECITIC L0 E-A TOVEL ..o e 26
Annex A (normative): Test assertionsderived from XML Schema ..o 27
Nt | 11 0o (1 o o SRS 27

ETSI



5 ETSITS 119 134-5 vV2.1.1 (2016-06)

ETSI



6 ETSITS 119 134-5 vV2.1.1 (2016-06)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ES!).

The present document is part 5 of a multi-part deliverable covering XAdES digital signatures testing conformance and
interoperability. Full details of the entire series can be found in part 1 [i.2].

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document defines the sets of checks required for testing conformance of XAdES signatures against
extended X AdES signatures as specified ETSI EN 319 132-2 [2]. It defines only the checks that are specific to extended
XAdES signatures. The set of checks that are common to both extended and baseline X AdES signatures, are defined in
ETSI TS119 134-4[4].

The complete set of checks to be performed by any tool on XAdES extended signatures is the union of the sets defined
within the present document and the set of common checks for testing conformance against ETSI EN 319 132-1 [1] and
ETSI EN 319 132-2 [2] defined in ETSI TS 119 134-4 [4], as indicated in the normative clauses of the present
document.

The present document does not specify checks leading to conclude whether a signature istechnically valid or not (for
instance, it does not specify checks for determining whether the cryptographic material present in the signature may be
considered valid or not). In consegquence no conclusion may be inferred regarding the technical validity of a signature
that has been successfully tested by any tool conformant to the present document. The only possible inferences are the
ones explicitly mentioned in the second paragraph of the present clause.

Checks specified by the present document are exclusively constrained to elements specified by ETSI EN 319 132-1 [1]
and to certain elements specified by XMLSig [3] that are re-used in XAdES schema definition (likeds: keyl nf 0).

Regarding X AdES properties, the present document does not addresses the structural requirements that are defined by
the XAdES XML Schema that are suitably addressed in ETSI TS 119 134-4 [4]. The present document does not address
either requirements that are common to both X AdES signatures as specified in ETSI EN 319 132-1 [1] and ETSI

EN 319 132-2[2].

The present document isintentionally not linked to any software development technology and is also intentionally
agnostic on implementation strategies. Thisis one of the reasons why the test assertions set specified in the present
document includes tests on the correctness of the structure of all the elements specified by XAdES [1].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures,
Part 1: Building blocks and XAdES baseline signatures’'.

[2] ETSI EN 319 132-2: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 2: Extended XAdES signatures'.

[3] W3C Recommendation (2008): "XML-Signature Syntax and Processing (Second Edition)".

[4] ETSI TS 119 134-4: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures -
Testing Conformance and Interoperability; Part 4: Testing Conformance of XAdES baseline
signatures’'.

[5] IETF RFC 5035: "Enhanced Security Services (ESS) Update: Adding CertID Algorithm Agility”.
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2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] OASIS Standard: "Test Assertions Model Version 1.0".

[i.2] ETSI TR 119 134-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures -
Testing Conformance and Interoperability; Part 1: Overview".

3 Abbreviations

For the purposes of the present document, the following abbreviations apply:
BER Basic Encoding Rules
CER Canonical Encoding Rules
DER Distinguished Encoding Rules
HTTP Hyper Text Transfer Protocol
OCsP Online Certificate Status Protocol
oD Object | Dentifier
PER Packed Encoding Rules
TSP Trusted Service Providers
URI Uniform Resource Identifier
URN Uniform Resource Name
XER XML Encoding Rules
XML eXtensible Markup Language

XMLDSIG eXtensible Markup Language Digital SIGnature

4 Overview

The present clause describes the main aspects of the technical approach used for specifying the whole set of teststo be
performed for testing conformanceto ETSI EN 319 132-2 [2].

In order to test conformance against the aforementioned specification, several types of tests are identified, namely:

1) Testson the signature structure that are directly derived from the part of the XML Schema specified in ETS
EN 319 132-1 [1] that defines elements that are specific to extended X AdES signatures and not incorporated
into XAdES baseline signatures. These tests are specified in annex A.

2) Testson the signature structure that are not defined by the XML schemaof ETSI EN 319 132-1 [1] and that in
conseguence may not be tested by a XML Schema validator tool.

3) Testson vaues of specific elements and/or attributes that cannot be tested by a XML Schema validator tool.

4) Testson interrelationship between different elements present in the signature (URIs that point to certain
elements, for instance).

5) Tests on computations reflected in the contents of the signatures (for instance message imprints for a
time-stamping service, computed by digesting the concatenation of a number of elements of the signature).

No tests are included testing actual validity of the cryptographic material that might be present at the signature or should
be used for its verification (for instance status of certificates).

ETSI
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Tests are defined as test assertions following the work produced by OASIS in "Test Assertions Model Version 1.0"
[i.1]. The structure of the test assertionsisdefined in ETSI TS 119 134-4 [4].

For each XAdES qualifying property, and for certain relevant elements specified in XMLDSIG [3], the present
document defines a number of test assertions corresponding to the requirements specified in the aforementioned
specifications.

ETSI EN 319 132-2 [2] defines requirements for extended XAdES signatures, where the degree of optionality is higher
than in X AdES baseline signatures. For the purpose of identifying the whole set of test assertions required for testing
conformance against extended XAdES signatures as specified in ETSI EN 319 132-2 [2], dll the reguirements defined
within the present document are grouped in the group "XAdES_ES', after "X AdES extended signatures."”

The set of test assertions to check when the conformance of a certain XAdES signature is tested against extended
XAdES signatures as specified in ETSI EN 319 132-2 [2], shall be the addition of the set of test assertions with code
"XAdES BB"in ETSI TS 119 134-4 [4], the set of test assertions with code "XAdES _SCH" in ETSI TS 119 134-4 [4],
and the set of test assertions defined within the present document.

Table 1 shows the prefixes used to refer to specific elementsin the XAdES signature associated to the URIs of the
corresponding namespaces.

Table 1: Prefixes used

XML Namespace URI Prefix
http://www.w3.0rg/2000/09/xmlIdsig# ds
http://uri.etsi.org/01903/v1.3.2# xades
http://uri.etsi.org/01903/v1.4.1# xadesv141
5 Testing conformance to E-BES level of extended

XAdES signatures

5.1 Introduction

The present clause specifies the set of assertions, not directly derived from XAdJES XML schema and specific to only
XAdJES-E-BES signatures, to be tested on applications claiming conformance to the XAdES- E-BES signatures as
specified in ETSI EN 319 132-2[2].

Clause 5.2 specifies the assertions for testing conformance on elements that are specified by the W3C XML Signature
Recommendation [3].

Clause 5.3 specifies the assertions for testing conformance on the XAdES qualifying properties.

5.2 Testing XML Signature elements and containers of XAdES
qualifying properties

5.2.1  Testing XML Signature elements

5211 Testing ds:Signature element

TA id: XADES ES/ XMLSIG DSI G 1

Normative source: [1] Clause 4.3, [2] — Clause 4.2

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Predicate: The signature has O or nore ds: Cbject children.

Prescription | evel: nandatory

Tag: extended XAdES si gnat ures.

ETSI
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5.2.1.2 Testing ds:KeyInfo element

TA id: XADES_ES/ XMLSI G KEYI NFQO' 1

Nornative source: [1] Cause 4.3, [2] — Oause 4.2

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Prerequisite: The signature does not incorporate the SigningCertificateV2 signed property.

Predicate: One of its ds: X509Certificate descendant el enents contains the signing certificate of the
XAdES signature AND this element is signed by the signature itself.

Prescription | evel: nandatory

Tag: extended XAdES si gnat ures.

5.2.2 Testing containers of XAdES qualifying properties and references to
containers of XAdES qualifying properties

5.2.2.1 Testing incorporation of XAdES qualifying properties to the signature

For testing that the incorporation of XAdES qualifying propertiesis conformant, the following test assertions shall
apply:

TA id: XAdES_ES/ PROPERTI ES/ | NCORPORATI OV 1

Nornative source: [1]- Clause 4.4.1

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Predicate: The signature has O or nore xades: Qualifyi ngPropertyReferences descendant el enents.
Prescription | evel: nandatory

Tag: extended XAdES si gnat ures.

TA i d: XAdES_ES/ PROPERTI ES/ | NCORPORATI QN 2

Normative source: [1]- Clause 4.4.1

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Predi cate: The signature contains O or one xades: QualifyingProperties descendant el enents.
Prescription | evel: nandatory

Tag: extended XAdES si gnat ures.

TA i d: XAdES_ES/ PROPERTI ES/ | NCORPORATI QN 3

Normati ve source: [1]- Clause 4.4.1

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Prerequi site: The XAdES signature contains O or nore xades: Qualifyi ngPropertyReferences descendant
el ements.

Predicate: Al the xades: QualifyingPropertyReferences elenments are children of the sane ds: Obj ect

el enent .

Prescription | evel: nandatory

Tag: extended XAdES si gnatures.

TA id: XAdES_ES/ PROPERTI ES/ | NCORPCRATI OV 3

Normative source: [1]- Cause 4.4.1

Target: XAdES signature generator claimng confornance to XAdES extended signatures as specified in
[2]

Prerequi site: The XAdES signature contains one xades: Qualifyi ngProperti es descendant el ement.

Predi cate: The xades: QualifyingProperties elenent is child of one of the ds: Cbject elenent.
Prescription level: nandatory

Tag: extended XAdES si gnatures.

TA id: XAdES_ES/ PROPERTI ES/ | NCORPCRATI QV 4

Normative source: [1]- Cause 4.4.1

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Prerequi site: The XAdES signature contains sone xades: Qualifyi ngPropertyReferences descendant

el enents and one xades: Qualifyi ngProperti es descendant el ement.

Predicate: Al the xades: QualifyingPropertyReferences el enents and the xades: Qual i fyi ngProperties
are children of the same ds: Obj ect el ement.

Prescription level: nandatory

Tag: extended XAdES signatures.
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5.2.2.2 Testing xades:QualifyingPropertiesReference

For testing conformance of xades: Qual i fyi ngProperti esRef er ence element against extended XAdES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions specified in clause A.2 of the present document,
and the following test assertions shall apply:

TA id: XAdES_ES/ QPREFS/ 1

Nornative source: [1]- Clause 4.4.1

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Predicate: The UR attribute of xades: QualifyingPropertiesReference el enent contains a bare-nane
XPointer fragment AND references an external xades: QualifyingProperties el enent.

Prescription | evel: nandatory

Tag: extended XAdES si gnat ures.

TA id: XAdES_ES/ QPREFS/ 2

Normative source: [1]- Clause 4.4.1

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Predicate: In the value of the UR attribute of xades:QualifyingPropertiesReference el enent, the
not - fragment part identifies the enclosing document, and the bare-nane XPointer fragment identifies
the xades: Qual i fyi ngProperties el enent.

Prescription level: nandatory

Tag: extended XAdES signatures.

5.2.2.3 Testing xades:QualifyingProperties

For testing conformance of xades: Qual i fyi ngPr operti es element against extended XAdES signatures as
specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4], clauses 5.2.2.2.1 and A.2.1.1
test assertions shall apply.

5.2.2.4 Testing xades:SignedProperties

For testing conformance of xades: Si gnedPr operti es element against extended XAdES signatures, the test
assertions defined in ETSI TS 119 134-4 [4], clause A.2.1.2, and the following test assertions shall apply:

TA id: XADES_ES/ SI GPROP/ 1

Normative source: [1] Clause 4.3, [2] — Clause 4.2

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Prerequisite: The ds: Keylnfo does not contain the signing certificate of the signature.

Predi cate: A XAdES signature incorporates one xades: Si gnedProperties container elenent.
Prescription | evel: nandatory

Tag: extended XAdES si gnat ures.

TA id: XADES_ES/ SI GPROP/ 2

Normative source: [1] Clause 4.3, [2] — Clause 4.2

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Prerequisite: The ds:Keylnfo contains the signing certificate of the signature within one of its
ds: X509Certificate descendants AND this elenment IS NOT signed by the signature itself.

Predi cate: A XAdES signature incorporates one xades: Si gnedProperties container elenent.
Prescription |l evel: nandatory

Tag: extended XAdES si gnatures.

TA id: XAdES_ES/ SI GPROP/ 3

Normative source: [1l]- O ause 4.3.2

Target: XAdES signature generator claimng confornance to XAdES extended signatures as specified in
[2]

Predi cate: The xades: Si gnedProperties element is not an enpty el enent.

Prescription level: nandatory

Tag: extended XAdES signatures.

TA id: XADES_ES/ SI GPRCP/ 4

Normative source: [1] Clause 4.3, [2] — Clause 4.2

Target: XAdES signature generator claimng confornance to XAdES extended signatures as specified in
[2]

Prerequisite: The ds:Keylnfo does not contain the signing certificate of the signature.

Predi cate: The xades: Si gnedProperties el enent contains one xades: Si gnedSi gnat ur eProperti es contai ner
el ement .

Prescription level: nandatory

Tag: extended XAdES si gnatures.
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TA id: XADES_ES/ S| GSI GPROP/ 5

Nornative source: [1] Cause 4.3, [2] — Oause 4.2

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Prerequisite: The ds: Keylnfo contains the signing certificate of the signature within one of its

ds: X509Certificate descendants AND this element IS NOT signed by the signature itself.

Predi cate: The xades: SignedProperties el enent contains one xades: Si gnedSi gnat ur eProperti es contai ner
el ement .

Prescription | evel: nandatory

Tag: extended XAdES si gnatures.

5.2.25 Testing xades:SignedSignatureProperties

For testing conformance of xades: Si gnedSi gnat ur ePr operti es element against extended X AdES signatures
as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4], clause A.2.1.2.2, and the
following test assertions shall apply:

TA id: XADES_ES/ Sl GSI GPRCP/ 1

Nornative source: [1] — O ause 4.3.4

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Predi cate: The xades: Si gnedSi gnat ureProperties element is not an enpty el enent.

Prescription level: nandatory

Tag: extended XAdES signatures.

TA id: XADES_ES/ Sl GSI GPROP/ 2
Nor native source: [1] Cause 4.3, [2] — Oause 4.2
Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in

[2]

Prerequisite: The ds: Keylnfo does not contain the signing certificate of the signature.

Predi cate: The xades: Si gnedSi gnat ureProperties el enent contains one xades: SigningCertificateV2
qual i fying property.

Prescription | evel: nandatory

Tag: extended XAdES si gnat ures.

TA id: XADES_ES/ Sl GSI GPROP/ 3
Normative source: [1] Clause 4.3, [2] — Clause 4.2
Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in

[2]

Prerequisite: The ds: Keylnfo contains the signing certificate of the signature within one of its
ds: X509Certificate descendants AND this elenent IS NOT signed by the signature itself.

Predi cate: The xades: Si gnedSi gnat ureProperti es el ement contai ns one xades: Si gningCertificateV2
qual i fying property.

Prescription | evel: nandatory

Tag: extended XAdES signatures.

5.2.2.6 Testing xades:SignedDataObjectProperties

For testing conformance of xades: Si gnedDat aChj ect Propert i es element against extended XAdES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.2.2.5.1
and A.2.1.2.3 shall apply.

5.2.2.7 Testing xades:UnSignedProperties

For testing conformance of xades: Unsi gnedPr operti es element against extended XAdES signatures as
specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.2.2.6.1 and
A.2.1.3.1 shall apply.

5.2.2.8 Testing xades:UnSignedSignatureProperties

For testing conformance of xades: Unsi gnedSi gnat ur ePr operti es element against extended XAdES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses5.2.2.7.1
and A.2.1.3.2 test assertions shall apply.
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5.2.2.9 Testing xades:UnSignedDataObjectProperties

For testing conformance of xades: Unsi gnedSi gnat ur ePr operti es element against extended XAdES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.2.2.8.1
and A.2.1.3.3 shall apply.

NOTE: Sofar no property of this type has been specified within XAdES framework. It is out of the scope of the
present document to specify any conformance assertion for this property or their potential children other
than the assertion above.

5.3 Testing XAdES qualifying properties

5.3.1 Testing xades:SigningTime element

For testing conformance of xades: Si gni ngTi ne element against extended X AdES signatures as specified in ETS
EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clause A.3.2 test assertions shall apply.

5.3.2 Testing xades:SigningCertificateV2 element

For testing conformance of xades: Si gni ngCerti fi cat eV2 element against extended XAdES signatures as
specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.2.1 and A.3.3, and
the following test assertions shall apply:

TA id: XADES ES/ S| GCERTV2/ 1

Normative source: [2] — O ause 4.3

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Predi cate: The xades: Cert children do not contain the |ssuerSerialV2 child.

Prescription level: preferred

Tag: extended XAdES signatures

TA id: XADES_ES/ SI GCERTV2/ 2

Normative source: [2] — O ause 4.3

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Predi cate: The content of IssuerSerialV2 child el enent of xades:Cert is the base-64 encoding of one
DER- encoded i nstance of type |ssuerSerial type defined in | ETF RFC 5035 [5].

Prescription level: nandatory

Tag: extended XAdES signatures

TA id: XADES_ES/ SI GCERTV2/ 3

Nor native source: [1] — Cause 5.2.2

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Predicate: The URI attribute value references a place containing the X509 certificate referenced by
its xades: Cert parent el enent.

Prescription level: nandatory

Tag: extended XAdES signatures

5.3.3  Testing xades:CommitmentTypelndication element

For testing conformance of xades: Conmmi t ment Typel ndi cat i on element against extended X AdES signatures
as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses5.3.3.1 and A.3.4
shall apply.

5.3.4  Testing xades:DataObjectFormat element

For testing conformance of xades: Dat aObj ect For mat element against extended X AdES signatures as specified
in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.4.1 and A.3.5 shall apply.
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5.3.5 Testing xades:SignatureProductionPlaceV2 element

For testing conformance of xades: Si gnat ur ePr oduct i onPl aceV2 element against extended XAdES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.5.1
and A.3.6 shall apply.

5.3.6  Testing xades:SignerRoleV2 element

For testing conformance of xades: Si gner Rol eV2 element against extended XAdES signatures as specified in
ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.6.1 and A.3.7 shall apply.

5.3.7 Testing xades:CounterSignature element

For testing conformance of xades: Count er Si gnat ur e element against extended XAdES signatures as specified
in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.7.1 and A.3.8, and the
following requirements shall apply.

For testing conformance of the countersignature itself against extended X AdES signatures as specified in ETSI
EN 319 132-2 [2], its components shall be checked as specified in the present document.

NOTE: ETSI TS 119 134-4 [4] provides details on how to proceed for testing conformance of the
countersignature against XAdES extended signatures as specified in ETS| EN 319 132-1 [1].

5.3.8 Testing xades:AllDataObjectsTimeStamp element

For testing conformance of xades: Al | Dat aObj ect sTi meSt anp element against extended X AdES signatures as
specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.8.1 and A.3.9 shall

apply.

5.3.9 Testing xades:IndividualDataObjectsTimeStamp element

For testing conformance of xades: | ndi vi dual Dat aCbj ect sTi neSt anp element against extended XAdES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.9.1
and A.3.10 shall apply.

5.3.10 Testing properties from upper levels

According to ETSI EN 319 132-2 [2], XAdES-E-BES extended signatures should not incorporate the following
qualifying properties. xades: Si gnat ur ePol i cyl denti fi er,xadesv141: Si gnat urePol i cySt ore,
xades: Si ghat ur eTi neSt anp, xadesv141: Conpl et eCertifi cat eRef sV2,

xadesvl14l: AttributeCertificat eRefsV2,xades: Conpl et eRevocati onRef s,

xades: Attri but eRevocat i onRef s, xadesv141: Ref sOnl yTi neSt anmpVz,

xadesv141: Si gAndRef sTi neSt anpV2, xades: Certi fi cat eVal ues,

xades: Attr Aut horiti esCert Val ues, xades: Revocat i onVal ues,

xades: Attri but eRevocati onVal ues, xadesv141: Ti meSt anpVal i dati onDat a,

xadesv141l: Archi veTi meSt anp, and xadesv141l: RenewedDi gest s.

Nevertheless, a XAJES-E-BES extended signature can incorporate any of them. The list below specifies how to test
these propertiesin case they are present:

1) For testing conformance of xades: Si gnat ur ePol i cyl denti fi er qualifying property against
XAdES-E-BES signatures as specified in ETS| EN 319 132-2 [2], the test assertions defined in ETSI TS 119
134-4 [4] clauses 5.3.10.1 and A.3.11, and the test assertions defined in clauses 6.2.3, 6.2.4, and 6.2.5 of the
present document shall apply.

2)  For testing conformance of xadesv141: Si gnat ur ePol i cySt or e qualifying property against
XAdJES-E-BES signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119
134-4 [4] clauses 5.3.11.1 and A.3.12, and the test assertions defined in clause 6.3 of the present document

shall apply.
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For testing conformance of xades: Si gnat ur eTi meSt anp qualifying property against XAdES-E-BES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4]
clauses 6.2.1 and A.3.13 shall apply.

For testing conformance of xadesv141: Conpl et eCerti fi cat eRef sV2 element against
XAdJES-E-BES signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETS
TS 119 134-4[4] clauses 5.3.12.1 and A.3.14, and clause 8.2.3 of the present document shall apply.

For testing conformance of xadesv141: Attri buteCerti fi cat eRef sV2 element against
XAdJES-E-BES signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI
TS 119 134-4 [4] clauses 5.3.13.1 and A.3.14, and clause 8.3 of the present document shall apply.

For testing conformance of xades: Conpl et eRevocat i onRef s element against XAdES-E-BES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4]
clauses 5.3.14.1 and A.3.15, and clause 8.4.3 of the present document shall apply.

For testing conformance of xades: At t ri but eRevocat i onRef s element against XAJES-E-BES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4]
clauses 5.3.15.1 and A.3.15, and clause 8.5 of the present document shall apply.

For testing conformance of xadesv141: Si gAndRef sTi mneSt anpV2 element against XAdES-E-BES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4]
clauses 5.3.16.1 and A.3.16, and clause 9.2.3 of the present document shall apply.

For testing conformance of xadesv141: Ref sOnl yTi neSt anpV2 element against XAJES-E-BES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4]
clauses 5.3.17.1 and A.3.17, and clause 9.3.3 of the present document shall apply.

For testing conformance of xades: Certi fi cat eVal ues element against XAdES-E-BES signatures as
specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 7.2.1 and
A.3.18, and clause 10.2 of the present document shall apply.

For testing conformance of xades: Revocat i onVal ues element against XAJES-E-BES signatures as
specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 7.3.1 and
A.3.19, and clause 10.3 of the present document shall apply.

For testing conformance of xades: At t r Aut hori ti esCert Val ues element against XAJES-E-BES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4]
clauses 7.4.1 and A.3.18, and clause 10.4.3 of the present document shall apply.

For testing conformance of xades: At tri but eRevocati onVal ues element against XAJES-E-BES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4]
clauses 7.5.1 and A.3.19, and clause 10.5.3 of the present document shall apply.

For testing conformance of xadesv141: Ti neSt anpVal i dat i onDat a element against XAJES-E-BES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETS| TS 119 134-4 [4]
clauses 7.6.1 and A.3.20 shall apply.

For testing conformance of xadesv141: Ar chi veTi meSt anp element against XAJES-E-BES signatures
as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 8.2.1 and
A.3.21, and clause 12.3.3 shall apply.

For testing conformance of xadesv141: RenewedDi gest s element against XAJES-E-BES signatures as
specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 8.3.1 and
A.3.22 shall apply.
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6 Testing conformance to E-EPES level of extended
XAdES signatures

6.1 Introduction

The clause 6 specifies the set of assertions not directly derived from XAdES XML schema to be tested on XAdES
qualifying properties corresponding to XAJES-E-EPES level as specified in ETSI EN 319 132-2 [2], which should not
be present in lower levels of extended X AdES signatures, namely: xades: Si gnat ur ePol i cyl denti fi er,and
xadesv141l: Si gnaturePol i cyStore.

6.2 Testing xades:SignaturePolicyldentifier element

6.2.1 General requirements

For testing conformance of xades: Si gnat ur ePol i cyl denti fi er element against XAdES-E-EPES extended
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.10.1
and A.3.11, and clauses 6.2.2, 6.2.3, 6.2.4, and 6.2.5 of the present document shall apply.

6.2.2  Test assertions specific to E-EPES level

TA id: XADES ES/ E EPES/ SI GPOLI D/ 1
Nor native source: [2] — clause 4.3
Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in

[1]

Predi cate: The xades: SignaturePolicyldentifier property is present in the signature.
Prescription level: nandatory

Tag: extended XAdES signatures

6.2.3  Testing xades:SPURI signature policy qualifier

For testing conformance of xades: SPURI signature policy qualifier against extended X AdES signatures as specified
in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.10.2.1 and A.3.11.2 shall

apply.
6.2.4  Testing xades:SPUserNotice signature policy qualifier

For testing conformance of xades: SPUser Not i ce signature policy qualifier against extended X AdES signatures as
specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clause A.3.11.3 shall apply.

6.2.5  Testing xadesv1l41:SPDocSpecification signature policy qualifier

For testing conformance of xadesv141: SPDocSpeci fi cat i on signature policy qualifier against extended
XAdES signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4]
clauses 5.3.10.3.1 and A.3.11.4 shall apply.

6.3 Testing xadesv141:SignaturePolicyStore element

For testing conformance of xadesv141: Si gnat ur ePol i cySt or e element against extended X AdES signatures
as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.11.1 and A.3.12
shall apply.
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6.4 Testing properties of upper levels

According ETSI EN 319 132-2 [2], XAJES-E-EPES extended signatures should not incorporate the following
qualifying properties: xades: Si gnat ur eTi neSt anp, xadesv141: Conpl et eCerti fi cat eRef sV2,
xadesv141: AttributeCertificateRef sV2,xades: Conpl et eRevocati onRef s,

xades: Attri but eRevocati onRef s, xadesv141: Ref sOnl yTi neSt anmpVz,

xadesv141: Si gAndRef sTi neSt anpV2, xades: Certi fi cat eVal ues,

xades: Attr Aut horiti esCert Val ues, xades: Revocat i onVal ues,

xades: Attri but eRevocati onVal ues, xadesv141: Ti meSt anpVal i dati onDat a,
xadesv141l: Archi veTi meSt anp, and xadesv141l: RenewedDi gest s.

Nevertheless, a X AJES-E-EPES extended signature can incorporate any of them. If any of the aforementioned
qualifying propertiesisincorporated into a XAJES-E-EPES signature, it shall be tested asindicated in clause 5.3.10.

7 Testing conformance to E-T level of extended
XAdES signatures

7.1 Introduction

The present clause specifies the set of assertions not directly derived from XAdES XML schemato be tested on the
XAdES qualifying property corresponding to XAdES-E-T level as specified in ETSI EN 319 132-2 [2], which should
not be present in lower levels of extended XAdES signatures, namely: xades: Si gnat ur eTi neSt anp.

7.2 Testing xades:SignatureTimeStamp element

7.2.1 General requirements

For testing conformance of xades: Si gnat ur eTi neSt anp element against XAdES-E-T extended signatures as
specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 6.2.1 and A.3.13, and
the test assertions defined in clause 7.2.2 of the present document shall apply.

7.2.2 Test assertions specific to E-T level

TA id: XADES_ES/ E_T/ S| GTST/ 1
Nornative source: [2] — clause 4.3
Target: XAdES signature generator claimng conformance to XAdES baseline signatures as specified in

[1]

Predi cate: The xades: Si gnatureTi neStanp property is present in the signature.
Prescription level: nandatory

Tag: extended XAdES si gnatures

7.3 Testing properties from upper levels

According ETSI EN 319 132-2 [2], XAdES-E-T extended signatures should not incorporate the following qualifying
properties: xadesv141: Conpl et eCerti fi cat eRef sV2,xadesv141l: AttributeCertificateRefsV2,
xades: Conmpl et eRevocati onRef s, xades: Attri but eRevocati onRef s,

xadesv14l: Ref sOnl yTi neSt anpV2, xadesv141: Si gAndRef sTi neSt anmpVz,

xades: Certificat eVal ues, xades: AttrAut horitiesCert Val ues, xades: Revocat i onVal ues,
xades: Attri but eRevocati onVal ues, xadesv141: Ti meSt anpVal i dat i onDat a,

xadesv141: Archi veTi neSt anp, and xadesv141l: RenewedDi gest s.

Nevertheless, a XAJES-E-T extended signature can incorporate any of them. If any of the aforementioned qualifying
propertiesisincorporated into a XAdES-E-T signature, it shall be tested as indicated in clause 5.3.10.
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8 Testing conformance to E-C level of extended
XAdES signatures

8.1 Introduction

The present clause specifies the set of assertions not directly derived from XAdES XML schemato be tested on the
XAdES qualifying properties corresponding to XAdES-E-C level as specified in ETSI EN 319 132-2 [2], which should
not be present in lower levels of extended XAdES signatures, namely:

xadesv141: Conpl et eCertificat eRef sV2,xadesv141: AttributeCertificateRefsV2,

xades: Conpl et eRevocat i onRef s, and xades: Attri but eRevocati onRef s.

8.2 Testing xadesv141:CompleteCertificateRefsV2 element

8.2.1 General requirements

For testing conformance of xadesv141: Conpl et eCerti fi cat eRef sV2 element against XAJES-E-C extended
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.12.1
and A.3.14, and the test assertions defined in clauses 8.2.2 and 8.2.3 of the present document shall apply.

8.2.2  Test assertions specific to E-C level

TA id: XADES_ES/ E_C/ CCERTREFSV2/ 1

Nor native source: [2] - O ause 4.3

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Predi cate: The xadesv141: Conpl eteCertificateRefsV2 property is present in the signature.
Prescription level: nandatory

Tag: extended XAdES signatures

8.2.3  Test assertions no specific to E-C level

TA id: XADES_ES/ CCERTREFSV2/ 1

Normative source: [2] - Cause 4.3

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Predicate: At nost one instance of xadesv14l: ConpleteCertificateRefsV2 property is incorporated into
the signature.

Prescription | evel: nandatory

Tag: extended XAdES signatures

TA id: XADES_ES/ CCERTREFSV2/ 2

Normative source: [2] — O ause 4.3

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Predi cate: The xades: Cert children do not contain the |IssuerSerialV2 child.

Prescription level: preferred

Tag: extended XAdES signatures

TA id: XADES_ES/ CCERTREFSV2/ 3

Normative source: [1]- Clause A 1.1

Target XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Predi cate: The content of IssuerSerialV2 elenent is the base-64 encoding of one DER-encoded i nstance
of type IssuerSerial type defined in | ETF RFC 5035 [5].

Prescription |evel: nandatory

Tag: extended XAdES signatures
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8.3 Testing xadesv141:AttributeCertificateRefsV2 element

For testing conformance of xadesv141: Attri buteCertifi cat eRef sV2 element against extended XAdES
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.13.1
and A.3.14, and the following test assertions shall apply:

TA id: XADES _ES/ ATTCERTREFSV2/ 1

Nor native source: [2] — O ause 4.3

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Predicate: At nost one instance of xadesv14l:AttributeCertificateRefsV2 property is incorporated
into the signature.

Prescription level: nandatory

Tag: extended XAdES signatures

TA id: XADES_ES/ ATTCERTREFSV2/ 2

Normative source: [2] — O ause 4.3

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Predi cate: The xades: Cert children do not contain the IssuerSerialV2 child.

Prescription level: preferred

Tag: extended XAdES signatures

TA id: XADES_ES/ ATTCERTREFSV2/ 3

Nor native source: [1]- Cause A 1.3

Target XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Predi cate: The content of |ssuerSerialV2 elenent is the base-64 encodi ng of one DER-encoded instance
of type IssuerSerial type defined in | ETF RFC 5035 [5].

Prescription | evel: nandatory

Tag: extended XAdES signatures

8.4 Testing xades:CompleteRevocationRefs element

8.4.1 General requirements

For testing conformance of xades: Conpl et eRevocat i onRef s element against extended X AdES signatures as
specified in ETSI EN 319 132-2 [2], the test assertions defined in ETS| TS 119 134-4 [4] clauses 5.3.14.1 and A.3.15,
and the test assertions defined in clauses 8.4.2 and 8.4.3 of the present document shall apply.

8.4.2 Test assertions specific to E-C level

TA id: XADES ES/ E ¢/ CREVREFS/ 1

Nor native source: [2] - O ause 4.3

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Predi cate: The xadesv141: Conpl et eRevocati onRefs property is present in the signature.

Prescription level: nandatory

Tag: extended XAdES signatures

8.4.3  Test assertions no specific to E-C level

TA id: XADES _ES/ CREVREFS/ 1

Nor native source: [2] - O ause 4.3

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Predicate: At nost one instance of xades: Conpl et eRevocati onRefs property is incorporated into the
si gnature.

Prescription level: nandatory

Tag: extended XAdES signatures
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8.5 Testing xades:AttributeRevocationRefs element

For testing conformance of xades: At tri but eRevocat i onRef s element against extended X AdES signatures as
specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.15.1 and A.3.15,
and the following test assertions shall apply:

TA id: XADES _ES/ ATTREVREFS/ 1
Nor native source: [2] — O ause 4.3
Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in

[2]

Predi cate: The xades: Attri but eRevocati onRefs property is not present in the signature.
Prescription level: preferred

Tag: extended XAdES signatures

TA id: XADES_BS/ ATTREVREFS/ 2
Nor native source: [2] — O ause 4.3
Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in

[2]

Predicate: At npost one instance of xades:AttributeRevocationRefs property is incorporated into the
si gnature.

Prescription level: nandatory

Tag: extended XAdES signatures

8.6 Testing properties from upper levels

According ETSI EN 319 132-2 [2], XAdES-E-C extended signatures should not incorporate the following qualifying
properties: xadesv141: Ref sOnl yTi neSt anpV2, xadesv141: Si gAndRef sTi neSt anpV2,

xades: CertificateVal ues, xades: Attr Aut horiti esCert Val ues, xades: Revocat i onVal ues,
xades: Attri but eRevocati onVal ues, xadesv141: Ti meSt anpVal i dati onDat a,

xadesv141l: Archi veTi meSt anp, and xadesv141l: RenewedDi gest s.

Nevertheless, a XAdES-E-C extended signature can incorporate any of them. If any of the aforementioned qualifying
properties isincorporated into a XAJES-E-C signature, it shall be tested asindicated in clause 5.3.10.

9 Testing conformance to E-X level of extended
XAdES signatures

9.1 Introduction

The present clause specifies the set of assertions not directly derived from XAdES XML schemato be tested on the
XAdES qualifying properties corresponding to XAJES-E-X level as specified in ETSI EN 319 132-2 [2], which should
not be present in lower levels of extended XAdES signatures, namely: xadesv141: Si gAndRef sTi neSt anpV2,
xadesv141: Ref sOnl yTi meSt anpV2.

9.2 Testing xadesv141:SigAndRefsTimeStampV2 element

9.2.1 General requirements
For testing conformance of xadesv141: Si gAndRef sTi meSt anpV2 element against extended XAdES signatures

as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.16.1 and
A.3.16, and the test defined in clauses 9.2.2 and 9.2.3 assertions shall apply.
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9.2.2 Test assertions specific to E-X level

TA id: XADES_ES/ SI GREFSTSTV2/ 1

Normative source: [2] — Cause A1l

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Prerequi site: The XAdES signature does not incorporate any xadesv14l: Ref sOnl yTi neSt anpV2 el enent .
Predi cate: XAdES-E-X signatures contain one or nore xades: Si gAndRef sTi neSt anp.

Prescription | evel: nandatory

Tag: extended XAdES signatures

9.2.3  Test assertions no specific to E-X level

TA id: XADES_ES/ S| GREFSTSTV2/ 2

Nornative source: [2] — Cause Al

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Prerequi site: The XAdES signature incorporates one or nore xadesv14l: RefsOnl yTi neSt anpV2 el enent
contai ns sonme xades: | nclude children el ements.

Predi cate: XAdES-E-X signatures contain one or nore xades: Si gAndRef sTi neSt anp.

Prescription level: permtted

Tag: extended XAdES signatures

TA id: XADES_ES/ SI GREFSTSTV2/ 3

Normative source: [1] — Clause A 1.5.1.3

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Prerequi site: The xadesv14l: Si gAndRef sTi neSt anpV2 el enent contains sone xades: | nclude children

el ement s.

Predi cate: The message inprint conputation input of any tine-stanp token encapsul ated by
xadesv141: Si gAndRef sTimeStanp is the concatenation of the objects obtained as specified in ETSI EN
319 132-1 [1] clause A 1.5.1.3.

Prescription | evel: nandatory

Tag: extended XAdES signatures

9.3 Testing xadesv141:RefsOnlyTimeStampV2 element

9.3.1 General requirements

For testing conformance of xadesv141: RefsOnl yTi neSt anpV2 element against extended X AdES signatures
as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 5.3.17.1 and A.3.17
and the test assertions defined in clauses 9.3.2 and 9.3.3 shall apply.

9.3.2 Test assertions specific to E-X level

TA id: XADES ES/ REFSONTSTV2/ 1

Nornative source: [2] — Clause Al

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Prerequi site: The XAdES signature does not incorporate any xadesv141l: Si gAndRef sTi meSt anp.

Predi cate: XAdES-E-X signatures contain one or nore xades: Ref sOnl yTi neSt anpV2.

Prescription level: nandatory

Tag: extended XAdES signatures

9.3.3  Test assertions no specific to E-X level

TA id: XADES_ES/ REFSONTSTV2/ 2

Normative source: [2] — Cause A1l

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Prerequi site: The XAdES signature incorporates one or nore xadesv14l: Si gAndRef sTi neSt anp el enent .
Predi cate: XAdES-E-X signatures contain one or nore xades: Ref sOnl yTi meSt anpV2.

Prescription level: permtted

Tag: extended XAdES signatures
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TA id: XADES _ES/ REFSONTSTV2/ 3
Nor native source: [1] — Cause A 1.5.2.3
Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in

[2]

Prerequi site: The xadesv14l: Ref sOnl yTi neSt anpV2el ement contai ns sone xades: | nclude children

el enent s.

Predi cate: The nessage inprint conputation input of any tine-stanp token encapsul ated by

xadesv14l: Ref sOnl yTimeStanp is the concatenati on of the objects obtained as specified in ETSI EN 319
132-1 [1] clause A 1.5.2.3.

Prescription level: nandatory

Tag: extended XAdES signatures

9.4 Testing properties from upper levels

According ETSI EN 319 132-2 [2], XAdES-E-X extended signatures should not incorporate the following qualifying
properties: xades: Certi fi cat eVal ues, xades: Attr Aut horiti esCert Val ues,

xades: Revocat i onVal ues, xades: Attri but eRevocati onVal ues,

xadesv141: Ti meSt anpVal i dat i onDat a, xadesv141: Archi veTi meSt anp, and

xadesv141l: RenewedDi gest s.

Nevertheless, a XAdES-E-X-L extended signature can incorporate any of them. The list below specifies how to test
these propertiesin case they are present. If any of the aforementioned qualifying propertiesisincorporated into a
XAJES-E-X signature, it shall be tested asindicated in clause 5.3.10.

10 Testing conformance to E-X-L level of extended
XAdES signatures

10.1 Introduction

The present clause specifies the set of assertions not directly derived from XAdES XML schemato be tested on the
XAdES qualifying properties corresponding to XAJES-E-X-L level as specified in ETSI EN 319 132-2 [2], which
should not be present in lower levels of extended XAdES signatures, namely: xades: Certi fi cat eVal ues,
xades: Revocat i onVal ue, xades: Attr Aut horiti esCert Val ues, and

xades: Attri but eRevocati onVal ues.

10.2  Testing xades:CertificateValues element

For testing conformance of xades: Certi fi cat eVal ues element against extended X AdES signatures as specified
in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 7.2.1 and A.3.18, and the
following test assertions shall apply:

TA id: XAdES_ES/ CERTVALS/ 1

Nornative source: [2] — Cause Al

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Predi cate: A XAdES signature contains at nost one xades: CertificateVal ues qualifying property.
Prescription level: nandatory

Tag: extended XAdES signatures

TA id: XAdES_ES/ CERTVALS/ 2

Normative source: [2] — Cause A1l

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Predi cate: The xades: CertificateVal ues property does not include certificates that are present

el sewhere in the XAdES signature.

Prescription level: preferred

Tag: extended XAdES signatures
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10.3  Testing xades:RevocationValues element

For testing conformance of xades: Revocat i onVal ues element against extended X AdES signatures as specified
in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 7.3.1 and A.3.19, and the
following test assertions shall apply:

TA id: XAdJES_ES/ REWALS/ 1

Nornative source: [2] — Clause Al

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Predi cate: A XAdES signature contains at npst one xades: RevocationVal ues qualifying property.
Prescription level: nandatory

Tag: extended XAdES signatures

TA id: XAdES_ES/ REWALS/ 2

Nornative source: [2] — Clauses A1, A2

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Predi cate: The xades: Revocati onVal ues property does not include revocation values that are present
el sewhere in the XAdES signature.

Prescription level: preferred

Tag: extended XAdES signatures

10.4  Testing xades:AttrAuthoritiesCertValues element

10.4.1 General requirements

For testing conformance of xades: At t r Aut hori ti esCert Val ues element against extended X AdES signatures
as specified in ETSI EN 319 132-2 [ 2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 7.4.1 and A.3.18,
and the test assertions defined in clauses 10.4.2 and 10.4.3 of the present document shall apply.

10.4.2 Test assertions specific to the E-X-L and E-X-Long levels

TA id: XAdES _ES/ E- X- LONG ATTCERTVALS/ 1

Normative source: [2] — Cause A1l

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Prerequisite: The signature incorporates attribute certificate(s) and/or signed assertion(s) AND the
rest of elenents and properties mss some of the certificates required for their validation.

Predi cate: The xades: AttrAuthoritiesCertValues property is present in the signature.

Prescription level: nandatory

Tag: extended XAdES signatures

10.4.3 Test assertions no specific to the E-X-L and E-X-Long levels

TA id: XAdES_ES/ ATTCERTVALS/ 1

Nornative source: [2] — Cause Al

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Predi cate: A XAdES-E-X-Long contains at nost one xades: AttrAuthoritiesCertVal ues qualifying
property.

Prescription level: nandatory

Tag: extended XAdES signatures

TA id: XAdES_ES/ ATTCERTVALS/ 2

Normative source: [2] — Clause A1l

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Predi cate: The xades: AttrAuthoritiesCertVal ues property does not include certificates that are
present el sewhere in the XAdES signature.

Prescription level: preferred

Tag: extended XAdES signatures
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10.5 Testing xades:AttributeRevocationValues element

10.5.1 General requirements

For testing conformance of xades: Att ri but eRevocat i onVal ues element against extended XAdES signatures
as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 7.5.1 and A.3.19,
and the test assertions defined clauses 10.5.2 and 10.5.3 of the present document shall apply.

10.5.2 Test assertions specific to the E-X-L and E-X-Long levels

TA id: XAdES ES/ E- X- LONG ATTREWALS/ 1

Nornative source: [2] — Clause Al

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Prerequisite: The signature incorporates attribute certificate(s) and/or signed assertion(s) AND the
rest of elenents and properties mss sone of the revocation values required for their validation.
Predi cate: The xades: Attri but eRevocationVal ues property is present in the signature.

Prescription | evel: nandatory

Tag: extended XAdES signatures

10.5.3 Test assertions no specific to the E-X-L and E-X-Long levels

TA id: XAdES _ES/ ATTREWALS/ 1

Nornative source: [2] — Cause Al

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Predi cate: A XAdJES-E- X-Long contains at nost one xades: Attri buteRevocationVal ues qualifying
property.

Prescription level: nandatory

Tag: extended XAdES signatures

TA id: XAdES_ES/ ATTREWALS/ 2
Nornative source: [2] — Clause Al
Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in

[2]

Predi cate: The xades: Attri buteRevocati onVal ues property does not include revocation values that are
present el sewhere in the XAdES signature.

Prescription level: preferred

Tag: extended XAdES signatures

10.6  Testing properties from upper levels

According ETSI EN 319 132-2 [2], XAdES-E-X-L extended signatures should not incorporate the following qualifying
properties: xadesv141: Ti neSt anpVal i dati onDat a, xadesv141: Ar chi veTi neSt anp, and
xadesv141l: RenewedDi gest s.

Nevertheless, a XAdES-E-X extended signature can incorporate any of them. The list below specifies how to test these
properties in case they are present. If any of the aforementioned qualifying propertiesisincorporated into a XAJES-E-
X-L signature, it shall be tested asindicated in clause 5.3.10.

11 Testing conformance to E-X-Long level of extended
XAdES signatures

11.1  General requirements

The present clause specifies the set of assertions not directly derived from XAdES XML schemato be tested on the
XAdES qualifying properties corresponding to XAJES-E-X-Long level as specified in ETSI EN 319 132-2 [2], which
should not be present in lower levels of extended XAdES signatures, namely: xades: Certi fi cat eVal ues,
xades: Revocat i onVal ue, xades: Attr Aut horiti esCert Val ues, and

xades: Attri but eRevocati onVal ues.
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In addition to that the following qualifying properties from E-X-Long level should not be present:

xadesv14l: Si gAndRef sTi meSt anpV2, and xadesv141: Ref sOnl yTi meSt anpV2. Nevertheless, a
XAdES-E-X-Long extended signature can incorporate any of them. If any of the aforementioned qualifying properties
isincorporated into a X AdES-E-X-Long signature, it shall be tested asindicated in clause 5.3.10.

11.2  Test assertions for qualifying properties specific of the level

For testing conformance of xades: Certi fi cat eVal ues element against XAdJES-E-X-Long signatures as
specified in ETSI EN 319 132-2 [2], the test assertions defined in clause 10.2 of the present document shall apply.

For testing conformance of xades: Revocat i onVal ues element against XAdES-E-X-Long signatures as specified
in ETSI EN 319 132-2 [2], the test assertions defined in clause 10.3 of the present document shall apply.

For testing conformance of xades: Att r Aut hori ti esCert Val ues element against XAdES-E-X-Long
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in clause 10.4 of the present document
shall apply.

For testing conformance of xades: Att ri but eRevocat i onVal ues element against XAdES-E-X-Long
signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in clause 10.5 of the present document
shall apply.

11.3  Testing properties from upper levels

According ETSI EN 319 132-2 [2], XAdES-E-X-Long extended signatures should not incorporate the following
qualifying properties. xadesv141: Ti meSt anpVal i dat i onDat a, xadesv141: Ar chi veTi neSt anp, and
xadesv141: RenewedDi gest s.

Nevertheless, a XAJES-E-X-Long extended signature can incorporate any of them. If any of the aforementioned
qualifying propertiesisincorporated into a XAJES-E-X-Long signature, it shall be tested asindicated in clause 5.3.10.

12 Testing conformance to E-A level of extended
XAdES signatures

12.1 Introduction

The present clause specifies the set of assertions not directly derived from XAdES XML schemato be tested on the
XAdES qualifying properties corresponding to XAdES-E-A level as specified in ETSI EN 319 132-2 [2], which should
not be present in lower levels of extended XAdES signatures, namely: xadesv141: Archi veTi neSt anp,
xadesv141: Ti meSt anpVal i dat i onDat a, and xadesv141: RenewedDi gest s.

12.2  Testing xadesv141l.TimeStampValidationData element

12.2.1 General requirements
For testing conformance of xadesv141: Ti neSt anpVal i dat i onDat a element against extended XAdES

signatures as specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 7.6.1 and
A.3.20, and the test assertions defined in clause 12.2.2 of the present document shall apply.
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12.2.2 Test assertions specific to E-A level

TA id: XAdES_ES/ E_A/ TSTVALDAT/ 1

Normative source: [2] — Causes 4.3, Al A2

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Prerequi site: The XAdES-A signature incorporates a xadesv14l: Archi veTi neStanp that tine-stanps one
or nore XAdES qualifying properties that are containers of tine-stanp tokens.

Predi cate: The XAdES signature incorporates one xadesvl4l: Ti meStanpValidation qualifying property
for each tinme-stanp token incorporated before the | ast archive tine-stanp for which the XAdES
signature did not incorporated all be validation data required for its validation.

Prescription level: preferred

Tag: extended XAdES signatures

12.3  Testing xadesv141:ArchiveTimeStamp element

12.3.1 General requirements

For testing conformance of xadesv141: Ar chi veTi meSt anp element against extended XAdES signatures as
specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 8.2.1 and A.3.21, and
the test assertions defined in clauses 12.3.2 and 12.3.3 of the present document shall apply.

12.3.2 Test assertions specific to E-A level

TA id: XAJES_ES/ E_A/ ATSTV141/1

Nornetive source: [2] — Clauses 4.3, A1, A2

Target: XAdES signature generator claimng conformance to XAdES extended signatures as specified in
[2]

Predi cate: The XAdES-E-A signature incorporates one or nore xadesv141: ArchiveTi meStanp qualifying
properties.

Prescription level: nandatory

Tag: extended XAdES signatures

12.3.3 Test assertions no specific to E-A level

TA id: XADES_ES/ ATSTV141/1

Normative source: [1] — Cause 5.5.2.3

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Prerequi site: The xadesv14l: Archi veTi neStanp contains sone xades: | nclude children el enents.

Predi cate: The message inprint conputation input of any tine-stanp token encapsul ated by

xadesv141: Archi veTi meStanp is the concatenation of the objects obtained as specified in ETSI EN 319
132-1 [1] clause 5.5.2.3.

Prescription level: nandatory

Tag: extended XAdES signatures

12.4  Testing xadesv1l41:RenewedDigests element

12.4.1 General requirements

For testing conformance of xadesv141: RenewedDi gest s element against extended XAdES signatures as
specified in ETSI EN 319 132-2 [2], the test assertions defined in ETSI TS 119 134-4 [4] clauses 8.3.1 and A.3.22, and
the test assertions defined in clause 12.4.2 of the present document shall apply.

12.4.2 Test assertions specific to E-A level

TA id: XAdES ES/E_ A/ RENDIG /1

Normative source: [2] — Causes 4.3, Al A2

Target: XAdES signature generator claimng confornmance to XAdES extended signatures as specified in
[2]

Predi cate: The XAdES-E-A signature incorporates one or nore xadesv14l: RenewedDi gests qualifying
properties.

Prescription level: permtted

Tag: extended XAdES signatures
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Annex A (normative):
Test assertions derived from XML Schema

A.l Introduction

This annex specifiestest assertions focussed on testing the structure of the elements specified by XAdES [1] according
to its XML Schema. The notation used is the same as the one detailed and used in annex A of ETS| TS 119 134-4 [4].

A.2  Testing xades:QualifyingPropertiesReference

Below follow the test assertions on xades: Qual i fyi ngProperti esRef er ence element.

TA id: XADES_SCH SCHEMA QPREF/ 1

Nor native source: [1]- O ause 5.2

Target: XAdES signature generator claimng conformance to extended XAdES signatures as specified in
[2]

Predi cate: The xades: Qualifyi ngProperti esReference el enent does not have any child el enent.
Prescription level: nandatory

Tag: extended XAdES signatures

TA id: XADES SCH SCHEMA/ QPREF/ 2

Nor mati ve source: [1]- O ause 5.2

Target: XAdES signature generator claimng conformance to extended XAdES signatures as specified in
[2]

Predi cate: The set of attributes (leaving apart the attributes decl ari ng namespaces) of one instance
of xades: QualifyingProperti esReference is as follows: noOrder(UR, [d?).

Prescription level: nandatory

Tag: extended XAdES signatures

TA id: XADES_SCH SCHEMA QPREF/ 3

Nor native source: [1]- O ause 5.2

Target: XAdES signature generator claimng conformance to extended XAdES signatures as specified in
[2]

Predi cate: The value of the attribute URI is a URl reference.

Prescription | evel: nmandatory

Tag: extended XAdES signatures
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