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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRS); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

The present document is part 3 of a multi-part deliverable. Full details of the entire series can be found in part 1 [i.2].

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document defines an ASN.1 format of machine readable signature policies based on the building blocks
that define technical constraints on digital signatures and are specified inETSI TS 119 172-1[i.2].

Pure signature applicability rules, directly related to procedural constraints imposed by business processes, are out of
the scope of the present document which does not define ASN.1 elements for the building blocks specified in ETSI
TS 119 172-1 [i.2] defining only applicability rules.

For each element of the machine readable signature policy, the present document references to the semantics described
in ETSI TS 119 172-2 [3] and defines the corresponding ASN.1 syntax.

The present document defines elements which can be used to describe technical constraints on signature creation,
signature validation, and signature augmentation. These elements are designed in away that it is possible to generate
ASN.1 documents that include components of a signature generation policy, or/and signature validation policy, and/or
signature augmentation policy.

An ASN.1 document conformant to the present specification, defines constraints (on generation, augmentation,
validation, any combination of two of them, or the three of them) that one signature has to meet.

NOTE: Complex business processes, where severa digital signatures need to be managed, having to meet
different set of technical constraints, will require several ASN.1 documents conformant to the present
document, each one defining one of these sets of technical constraints.

It is out of the scope to specify mechanisms for protecting the integrity of the machine-readable signature policy
documents specified in the present document.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 122-1:"Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;
Part 1: Building blocks and CAdES baseline signatures’.

[2] ETSI TS 119 612: "Electronic Signatures and Infrastructures (ESI); Trusted Lists".

[3] ETSI TS 119 172-2:"Electronic Signatures and Infrastructures (ESI); Signature Policies; Part 2:

XML format for signature policies’.

[4] Recommendation ITU-T X.680 (2015): "Information technology - Abstract Syntax Notation One
(ASN.1): Specification of basic notation"”.

[5] Recommendation ITU-T X.690 (2015): "Information technology - ASN.1 encoding rules:
Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER)".

[6] IETF RFC 5646: "Tags for Identifying Languages”.
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[7] IETF RFC 5912 (2010): "New ASN.1 Modules for the Public Key Infrastructure Using X.509
(PKIX)".
[8] W3C Recommendation: "XML Schema Part 2: Datatypes Second Edition". October 2004.

NOTE: See https://www.w3.org/TR/xmlschema-2/.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TS 119 102-1: "Electronic Signatures and Infrastructures (ESI); Procedures for Creation and
Validation of AJES Digital Signatures; Part 1: Creation and Validation".

[i.2] ETSI TS 119 172-1:"Electronic Signatures and Infrastructures (ES|); Signature Policies; Part 1:
Building blocks and table of contents for human readable signature policy documents'.

[i.3] ETSI TS 119 192: "Electronic Signatures and Infrastructures (ESI); AJES related Uniform
Resource Identifier”.

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, theterms givenin ETSI TS 119 172-1 [i.2] and the following apply:

signature applicability rules: set of rules, applicable to one or more digital signatures, that defines the requirements
for determination of whether asignatureisfit for a particular business or legal purpose

signatur e augmentation constraint: criteria used when augmenting a digital signature
signatur e augmentation policy: set of signature augmentation constraints

signature creation application: application within the signature creation system that creates the AJES digital signature
and relies on the signature creation device to create adigital signature value

signatur e creation constraint: criteria used when creating a digital signature

signature creation policy: set of signature creation constraints processed or to be processed by the signature creation
application

signature validation application: application that validates a signature against a signature validation policy, and that
outputs a status indication (i.e. the signature validation status) and a signature validation report

signature validation constraint: technical criteriaagainst which a digital signature can be validated
EXAMPLE: As specified in ETSI TS 119 102-1 [i.1].

signatur e validation policy: set of signature validation constraints processed or to be processed by the signature
validation application

ETSI
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3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ASN.1 Abstract Syntax Notation One
BER Basic Encoding Rules
DER Distinguished Encoding Rules
OID Object IDentifier
URI Uniform Resource Identifier
XML eXtensible Markup Language
4 ASN.1 syntax for machine processable signature

policy document

4.1 Introduction

4.1.1 Technical approach

The present document takes as starting point the contents of ETSI TS 119 172-1 [i.2], which defines the building blocks
of ahuman readable signature policy document. These building blocks are of two types:

o Building blocks defining applicability rules, which are the procedural constraints enforced by the business
processes where the digital signatures are used. These procedural constraints, if not satisfied, could prevent
further processing (in other words, accepting for the purpose of the business) a certain signed document even if
the digital signatureistechnically valid.

. Building blocks defining technical constraints, related with technical aspects of the digital signature and its
technical validation (signature format, signature attributes, constraints on certificates, time-stamp tokens,
revocation material data, etc.).

The present document specifies an ASN.1 format for the building blocks specified in ETSI TS 119 172-1[i.2], which
define technical constraints, and allows building documents which define technical constraintsin a machine-readable
format.

The ASN.1 elements defined within the present contain information that clearly signal whether the constraints that they
define apply to the generation of a signature, the validation of a signature, the augmentation of a signature, any
combination of two of the former, or to the three of them. Therefore, the ASN.1 documents built using the present
document may contain components of signature generation policy, or/and signature validation policy, and/or signature
augmentation policy.

4.1.2 ASN.1 module

Annex A defines the ASN.1 module which describes the elements defined in the present document.

4.1.3  ASN.1 encoding

41.3.1 DER

Distinguished Encoding Rules (DER) for ASN.1 types shall be as specified in Recommendation ITU-T X.690 [5].
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4.1.3.2 BER
If Basic Encoding Rules (BER) are used for some ASN.1 types, it shall be as specified in Recommendation
ITU-T X.690 [5].
4.1.4  ASN.1 type to allow extensions: the Ot her type
Semantics
The O her type shall contain an element of atype as defined by the OTHER. &i d.
The O her type shall be parametized by a set of allowed OTHER. & d types, the MyQt her Set .
The MyQt her Set may be extensible, i.e. containsthe™...".
NOTE: TheQ her type alowsto extends specific types later with specific elements.
Syntax

The OTHER class and the Ot her type shall be as defined in annex A and is copied below for information.

OTHER :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Val ue OPTI ONAL }
W TH SYNTAX {
OTHER-I D & d
[ OTHER- TYPE &Val ue] }

O her{OTHER MO her Set} ::= SEQUENCE {
otherld OTHER & d({M/CQt her Set}),
ot her Val ue OTHER. &Val ue({M/Qt her Set }{ @t her|d}) OPTI ONAL }

4.2 The Si gnat ur ePol i cy type

421 Semantics

The semantics shall beasin clause 4.2.1 of ETSI TS 119 172-2 [3].

4.2.2 Syntax

The Si gnat ur ePol i cy type shall be as defined in annex A and is copied below for information.

Si gnaturePolicy ::= SEQUENCE {
di gest Digest,
pol i cyConponent s Pol i cyConponent s}

The element of type Di gest shall be as specified in clause 4.3.2.

The element of type Pol i cyConponent s shall be as specified in clause 4.4.2.

4.3 The Di gest type

4.3.1 Semantics

The semantics shall beasin clause 4.3.1 of ETSI TS 119 172-2 [3].

4.3.2 Syntax

The Di gest typeshall be as defined in annex A and is copied below for information.

ETSI
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Di gest ::= O her HashAl gAndVal ue
Thetype & her HashAl gAndVal ue shall be as specified in ETSI EN 319 122-1[1].

An element of type O her HashAl gAndVal ue containsahashVal ue element and ahashAl gori t hmelement.
The hashVal ue element shall contain the result of applying the algorithm identified in the corresponding
hashAl gori t hmelement on the binary encoding of the Pol i cyConponent s element specified in clause 4.4.2.

4.4 The Pol i cyConponent s type

441 Semantics

The semantics shall be asin clause 4.4.1 of ETSI TS 119 172-2 [3].

4.4.2 Syntax

The Pol i cyConponent s type shall be as defined in annex A and is copied below for information.

Pol i cyConponents ::= SEQUENCE {
geneneral Details General Details,
pol i cyRul es PolicyRul es }

The element of type Gener al Det ai | s shall be as specified in clause 4.5.2.

The element of type Pol i cyRul es shall be as specified in clause 4.14.2.

4.5 The Gener al Det ai | s type

451 Semantics

The semantics shall be asin clause 4.5.1 of ETSI TS 119 172-2 [3].

4.5.2 Syntax

The Gener al Det ai | s type shall be as defined in annex A and is copied below for information.

General Details ::= SEQUENCE {
sigPolicyDetails SigPolicyDetails,
authorityDetails [0] AuthorityDetails OPTI ONAL,
otherDetails [1] O herDetails OPTI ONAL }

The element of type Si gPol i cyDet ai | s shall be as specified in clause 4.6.2.
The element of type Aut hori t yDet ai | s shall be as specified in clause 4.7.2.

The element of type & her Det ai | s shall be as specified in clause 4.13.2.

4.6 The Si gPol i cyDet ai | s type

46.1 Semantics

The semantics shall be asin clause 4.6.1 of ETSI TS 119 172-2 [3].
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4.6.2 Syntax

The Si gPol i cyDet ai | s type shal be as defined in annex A and is copied below for information.

Si gPol i cyDetails ::= SEQUENCE {
policyldentifier OBJECT |DENTIFIER,
pol i cyNanme | nt ernati onal Nanes,
distributionPoints DistributionPoints OPTI ONAL }

I nternational Nanes ::= SEQUENCE OF Ml ti LangText

Mul ti LangText ::= SEQUENCE {
lang PrintableString,
text UTF8String }

Di stributionPoints ::= SEQUENCE SI ZE (1..MAX) OF | A5String

Thepol i cyl denti fi er element shall contain an object-identifier that uniquely identifies the signature policy.

Thepol i cyNane element shall contain one or more names of the signature policy. Each name shall be qualified with
an indication of alanguage, as per the definition of Mul t i LangText .

Thel ang element shall contain atag conformant to IETF RFC 5646 [6] and in lower case, that identifies the language
in which the content of thet ext element is expressed.

Thedi stri buti onPoi nt s child element shall contain one or more URIs where the signature policy can be
reached.

4.7 The Aut hori t yDet ai | s type

4.7.1 Semantics

The semantics shall be asin clause 4.7.1 of ETSI TS 119 172-2 [3].

4.7.2 Syntax

The Aut hori t yDet ai | s type shall be as defined in annex A and is copied below for information.

Aut horityDetails ::= SEQUENCE {
nane [0] Nanme OPTI ONAL,
tradeNane [1] TradeNane OPTI ONAL,
post al Addr esses Post al Addr esses,
el ect roni cAddr esses El ect roni cAddr esses,
cont act Persons [2] ContactPersons OPT|I ONAL}

The element of type Name shall be as specified in clause 4.8.2.

The element of type Tr adeNarme shall be as specified in clause 4.9.2.

The element of type Post al Addr esses shall be as specified in clause 4.10.2.

The element of type El ect r oni cAddr esses shall be as specified in clause 4.11.2.

The element of type Cont act Per sons shall be as specified in clause 4.12.2.

4.8 The Nane type

48.1 Semantics

The semantics shall beasin clause 4.8.1 of ETSI TS 119 172-2 [3].
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4.8.2 Syntax

The Narre type shall be as defined in annex A and is copied below for information.

Name ::= | nternational Nanes

The element of type | nt er nat i onal Names shall be as specified in clause 4.6.2.

4.9 The Tr adeNane type

49.1 Semantics

The semantics shall be asin clause 4.9.1 of ETSI TS 119 172-2 [3].

4.9.2 Syntax

The Tr adeNane type shall be as defined in annex A and is copied below for information.

TradeNare: : = | nt er nati onal Nanes

Thetypel nt er nat i onal Nanes shall be as specified in clause 4.6.2.

4.10  The Post al Addr esses type

4.10.1 Semantics

The semantics shall be asin clause 4.10.1 of ETSI TS 119 172-2 [3].

4.10.2 Syntax

The Post al Addr esses type shall be as defined in annex A and is copied below for information.

Post al Addresses ::= SEQUENCE OF Post al Addr ess

The type Post al Addr ess shall be as specified in ETSI EN 319 122-1 [1].

4.11 The El ectroni cAddr esses type

4.11.1 Semantics

The semantics shall beasin clause 4.11.1 of ETSI TS 119 172-2 [3].

4.11.2 Syntax

TheEl ectroni cAddr esses type shall be asdefined in annex A and is copied below for information.
El ectroni cAddresses: : = SEQUENCE OF El ectroni cAddresse

El ectroni cAddresse ::= MiltiLangURI

Mul ti LangURI :: = SEQUENCE {

lang PrintableString,
uri 1 A5String }

Each element of type El ect r oni cAddr esses shall be qualified with an indication of alanguage, as per the
definition of Mul ti LangURI .
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Thel ang element shall contain atag conformant to IETF RFC 5646 [6] and in lower case, that identifies the language
in which the content pointed-to by the URI contained inthe ur i element is expressed.

4.12  The Cont act Per sons type

4.12.1 Semantics

The semantics shall be asin clause 4.12.1 of ETSI TS 119 172-2 [3].

4.12.2 Syntax

The Cont act Per sons type shall be as defined in annex A and is copied below for information.
Cont act Persons ::= SEQUENCE OF Cont act Person

Cont act Person ::= SEQUENCE {
name UTF8Stri ng,
el ect roni cAddr esses El ect roni cAddr esses,
phoneNunber s SEQUENCE OF Printabl eString}

An element of type El ect r oni cAddr esses shall be as specified in clause 4.11.2.

Each Pri nt abl eStri ng valueinthephoneNunber s element shall contain exactly one phone number of the
contact person. Each phone number shall start with the '+' character followed by the country prefix.

4.13 The O herDetai |l s type

4.13.1 Semantics

The semantics shall beasin clause 4.13.1 of ETSI TS 119 172-2 [3].

4.13.2 Syntax

The O her Det ai | s type shall be as defined in annex A and is copied below for information.
O herDetails ::= SEQUENCE {

dat ek | ssue Cenerali zedTi ne,

si gni ngPeriod [0] SigningPeriod OPTI ONAL,

others [1] SEQUENCE S| ZE (1..MAX) OF O her{{OherDetail sOherSet}} OPTI ONAL}
Si gni ngPeri od ::= SEQUENCE {

not Bef or e General i zedTi e,

not Aft er Gener al i zedTi ne OPTI ONAL }

O herDetail sOherSet OTHER ::={...}
The elements of type Gener al i zedTi e shall be as specified in Recommendation ITU-T X.680 [4].

NOTE: For the moment there are no OTHER. &i d defined for the &t her Det ai | sO her Set .

4.14  The Pol i cyRul es type

4.14.1 Semantics

The semantics shall beasin clause 4.14.1 of ETSI TS 119 172-2 [3].
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4.14.2 Syntax

ThePol i cyRul es type shall be as defined in annex A and is copied below for information.
PolicyRules ::= SEQUENCE OF PolicyRul eWthScope
Pol i cyRul eWt hScope ::= SEQUENCE {

rule  SigPolicyRule,
scope SigPolicyScope OPTI ONAL}

SigPolicyRule ::= CHO CE {
conmi t ment Rul es [0] Commi t ment Rul es,
basi cRul e [1] Basi cRul e }
Basi cRul e ::= CHO CE {
dat aToBeSi gnedRul es [0] Dat aToBeSi gnedRul es,
si gToDTBSRel ati onRul es [1] Si gToDTBSRel at i onRul es,
dTBSCardi nal ity [2] DTBSCar di nal i ty,
si gDTBSRel at i vePosi ti on [3] Si gDTBSRel at i vePosi ti on,
si gFor mat sAndLevel s [ 4] Si gFor mat sAndLevel s,
augnent ati onRul es [ 5] Augnent at i onRul es,
si gni ngCert Rul es [ 6] Si gni ngCert Rul es,
ti meEvi dencesRul es [7] Ti meEvi dencesRul es,

signerAttributeConstraints [ 8] Si gner Attri but eConstraints,
qualifyingAttributesRules [9] Qual i fyingAttri butesRul es,

sCDLoARul es [10] SCDLoARul es,
cryptoSuitesRul es [11] CryptoSuitesRules,
ot her Rul es [12] O her{{Basi cRul e herSet}}
}
Si gPol i cyScope ::= ENUMERATED {
generati on (0),
val i dation (1),
augnent ati on (2) }
Basi cRul et herSet OTHER ::= {...}

The element of type Comni t ment Rul esshall be as specified in clause 4.15.2.

The element of type Dat aToBeSi gnedRul es shall be as specified in clause 4.16.2.

The element of type Si gToDTBSRel at i onRul es shall be as specified in clause 4.17.2.

The element of type DTBSCar di nal i t y shall be as specified in clause 4.18.2.

The element of type Si gDTBSRel at i vePosi t i on shall be as specified in clause 4.19.2.
The element of type Si gFor mat AndLevel s shall be as specified in clause 4.20.2.

The element of type Augnent at i onRul es shall be as specified in clause 4.21.2.

The element of type Si gni ngCer t Rul es shall be as specified in clause 4.24.4.2.

The element of type Ti meEvi dLoARul es shall be as specified in clause 4.25.2.

The element of type Si gner At t ri but eConst r ai nt s shall be as specified in clause 4.26.2.
The element of type Qual i f yi ngAttri but esRul es shal be as specified in clause 4.27.2.
The element of type SCDLoARul es shall be as specified in clause 4.28.2.

The element of type Cr ypt oSui t esRul es shall be as specified in clause 4.29.2.

NOTE: For the moment there are no OTHER. &i d defined for the Basi cRul eQt her Set .
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4.15 The Commi t nent Rul es type

4.15.1 Semantics

The semantics shall be asin clause 4.15 of ETSI TS 119 172-2 [3].

4.15.2 Syntax

The Commi t ment Rul es type shall be as defined in annex A and is copied below for information.

Conmi t ment Rul es :: = SEQUENCE OF Conmit ment Rul e
Commitnent Rul e :: = SEQUENCE {
commitnents SEQUENCE COF Conmi t nent,
mat chi ngl ndi cat or Mat chi ngl ndi cat or,
basi cRul es SEQUENCE OF Basi cRul e}
Conmi tnent ::= SEQUENCE {
conmi t ment | denti fier Commi t ment Typel denti fi er,
details SEQUENCE SI ZE (1..MAX) OF MultilLangString OPTI ONAL}
Mul ti LangString ::= SEQUENCE {

lang PrintableString,
uri UTF8String }

Mat chi ngl ndi cator ::= ENUMERATED {
al | (0),
none (1)

at Least One(2) ’ }
Each Commi t ment element shall contain an identifier of one commitment taken by the signer
(Conmi t ment Typel denti fi er), and may also contain additional textual detailsin different languages.

Each entry of det ai | s shall be qualified with an indication of alanguage, as per the definition of Mul t i LangURI ,
inclause 4.11.2.

The element of type Cormmi t ment Typel dent i fi er shall be as specifiedin ETSI EN 319 122-1 [1].

The element of type Basi cRul e shall be as specified in clause 4.14.2.

4.16  The Dat aToBeSi gnedRul es type

4.16.1 Semantics

The semantics shall be asin clause 4.16.1 of ETSI TS 119 172-2 [3].

4.16.2 Syntax

The Dat aToBeSi gnedRul es type shall be as defined in annex A and is copied below for information.
Dat aToBeSi gnedRul es ::= SEQUENCE OF Dat aToBeSi gnedRul e
Dat aToBeSi gnedRul e :: = SEQUENCE {

anyOf M meType [0] SEQUENCE Sl ZE (1..MAX) OF UTF8String OPTI ONAL,
noneO M neType [1] SEQUENCE S| ZE (1..MAX) OF UTF8String OPTI ONAL }

The Dat aToBeSi gnedRul e shal not be empty.
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4.17 The Si gToDTBSRel at i onRul es type

4.17.1 Semantics

The semantics shall beasin clause 4.17.1 of ETSI TS 119 172-2 [3].

4.17.2 Syntax

The Si gToDTBSRel at i onRul es type shall be as defined in annex A and is copied below for information.

Si gToDTBSRel at i onRul es: : = SEQUENCE {

dTBSCardi nal ity DTBSCar di nal i ty,
si gDTBSRel ati vePosition [0] SigDTBSRel ati vePosition OPTI ONAL,
si gFor mat sAndLevel s [1] SigFornmatsAndLevel s OPTI ONAL }

The element of type DTBSCar di nal i t y shall be as specified in clause 4.18.2.
The element of type Si gDTBSRel at i vePosi ti on shal be as specified in clause 4.19.2.

The element of type Si gFor mat sAndLevel s shall be as specified in clause 4.20.2.

4.18 The DTBSCardi nal i ty type

4.18.1 Semantics

The semantics shall be asin clause 4.18.1 of ETSI TS 119 172-2 [3].

4.18.2 Syntax

The DTBSCar di nal i ty typeshall be as defined in annex A and is copied below for information.

DTBSCar di nal i ty: : = SEQUENCE {
maxDTBSNunber [0] MaxDTBSNumber OPTI ONAL,
m nDTBSNunber [1] M nDTBSNunber OPTI ONAL }

MaxDTBSNunber ::= SEQUENCE {
dTBSNunber | NTEGER,
maxVal ueQual i fi er MaxVal ueQualifier }

MaxVal ueQual i fier ::= ENUMERATED {
| essThan (0),
| essOr Equal To (1),
equal (2) }

M nDTBSNunber ::= SEQUENCE {

dTBSNunber | NTEGER,
m nVal ueQual i fier M nVal ueQualifier }

M nVal ueQual i fier ::= ENUMERATED {
hi gher Than (0),
hi gher Or Equal To (1),
equal (2) }

4.19 The Si gDTBSRel ati vePosi ti on type

4.19.1 Semantics

The semantics shall be asin clause 4.20.1 of ETSI TS 119 172-2 [3].
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4.19.2 Syntax

The Si gDTBSRel at i vePosi ti on type shall be asdefined in annex A and is copied below for information.

Si gDTBSRel ati vePosition ::= SEQUENCE OF Si gDTBSRel ati vePosi ti onVal ue
Si gDTBSRel at i vePosi ti onVal ue: : = ENUMERATED {

envel opi ngSi g (0),

envel opedSi g (1),

det achedSi g (2),

aSi C (3) }

Thevaueof Si gDTBSRel at i vePosi ti on element shall be alist of one or more SigDTBSRelativePositionVaue
entries. Each entry in the list shall indicate either that the signatureis enclosed in an ASIC container (value" ASi C') ,
or the relative position of the signature and one of the data object it signs (" Envel opi ngSi g" for enveloping
signatures, " Envel opedSi g" for enveloped signatures, and " Det achedSi g for detached signatures).

NOTE: Asaresult of their characteristics, apolicy for XML and XAdES digital signatures could include up to
three values, other than ASIC. An XML or a XAdES digital signature can be enveloped in one of the data
objectsit signs, enveloping a second signed data object, and detached from a third signed data object.

If thevalue™ ASi C' ispresent in thelist, no other value shall be present. The presence of this value means that the
signature shall appear in an ASiC container.

For each value within the list other than " ASi C", the signature shall be placed with respect to one or more signed
digital objects asindicated by that value.

EXAMPLE: If the value of Si gDTBSRel at i vePosi ti on contains” Envel opi ngSi g” and
“Det achedSi g", thesignature policy establishes that the signature will be enveloping one or
more sighed data objects and will be detached from one or more signed data objects.

4.20 The Si gFor mat sAndLevel s type

4.20.1 Semantics

The semantics shall be asin clause 4.20.1 of ETSI TS 119 172-2 [3].

4.20.2 Syntax

The Si gFor mat sAndLevel s type shall be asdefined in annex A and is copied below for information.

Si gFor mat sAndLevel s :: = SEQUENCE {
sigFormats [0] SEQUENCE SIZE (1..MAX) OF | A5String OPTI ONAL,
sigLevel s [1] SEQUENCE S| ZE (1..MAX) OF | A5String OPTI ONAL}

Instances of Si gFor mat AndLevel s shal not be empty.

Absence of the s gFor mat s element shall indicate that any format is allowed.
Thesi gFor mat s shall contain URIs identifying the admitted signature formats.
Absence of thes gLevel s element shall indicate that any level is allowed.
Thesi gLevel s shall contain URIsidentifying the admitted signature levels.

EXAMPLE: ETSI TS 119 192 [i.3] defines URIsfor different signature formats and levels.
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4.21 The Augnent ati onRul es type

421.1 Semantics

The semantics shall beasin clause 4.21.1 of ETSI TS 119 172-2 [3].

4.21.2 Syntax

The DTBSCar di nal i ty type shall be as defined in annex A and is copied below for information.

Augnent at i onRul es :: = SEQUENCE {
previ ousVal i dati onRequi red BOOLEAN,
| evel I D | A5String,
augQual i fier AugnentationQualifier }

Augnent ati onQual i fier ::= ENUMERATED {
t hi sLevel (0),
m nLevel (1),
maxLevel (2) }

The element | evel | Dshall contain an URI describing the augmentation level.

EXAMPLE: ETSI TS 119 192 [i.3] defines URIs for different signature formats and levels.

4.22  Types for defining constraints on certificates' trust and
certificates revocation status

4.22.1 Introduction

The present clause defines four types:
1) Trust AnchorsLi st which definesthe trust anchors.
2)  NanmeConst rai nt s which defines constraints on the names of entities.
3) PolicyConstraints for defining constraints on certificate policies.

4) CertificateTrust Tr ees which defines constraints on the trust conditions required to certificates.

4.22.2 The TrustAnchors type

4.22.2.1 Semantics

The semantics shall be asin clause 4.22.2.1 of ETSI TS119 172-2[3].

4.22.2.2 Syntax

TheTrust Anchor s type shal be as defined in annex A and is copied below for information.
Trust Anchors ::= SEQUENCE OF Trust Anchor

Trust Anchor ::= CHO CE
certificate CertAndRel i abl eTi ne,
t Al nTrust edLi st TAsI nTrust edLi st }

Cert AndRel i abl eTi ne ::= SEQUENCE {
cert Certificate,
reliableUntil GeneralizedTime OPTI ONAL }

TAs| nTrust edLi st:: = SEQUENCE {
uri | A5String,
servi ceTypes [0] SEQUENCE SIZE (1..MAX) OF | A5String OPTI ONAL,
serviceStatuses [1] SEQUENCE Sl ZE (1..MAX) OF | A5String OPTI ONAL }
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The element of type Cer ti fi cat e shall be as specified in IETF RFC 5912 [7].
Theelement ur i shall contain areference to the Trusted List.as defined in ETSI TS 119 612 [2].
Theelement ser vi ceType, when present, shall contain a non-empty list of URIs expressing acceptable service types.

Theelement ser vi ceSt at uses, when present, shall contain a non-empty list of URIs expressing acceptable service
statuses.

4.22.3 The NameConstraints type

4.22.3.1 Semantics

The semantics shall be asin clause 4.22.3.1 of ETSI TS119 172-2[3].

4.22.3.2 Syntax

The NarmeConst r ai nt s type shall be as defined in annex A and is copied below for information.

NaneConstraints ::= SEQUENCE {
permittedSubtrees [ 0] Gener al Subtrees OPTI ONAL,
excl udedSubt r ees [1] Gener al Subtrees OPTI ONAL }
CGener al Subtrees ::= SEQUENCE SI ZE (1..MAX) OF General Subtree
Gener al Subtree ::= SEQUENCE {
base Gener al Nane,
m ni mum [0] BaseDi st ance DEFAULT O,
maxi mum [1] BaseDi st ance OPTI ONAL }
BaseDi stance ::= | NTEGER (0..MAX)

The element of type Gener al Nane shall be as specified in IETF RFC 5912 [7].

4.22.4 The PolicyConstraints type

42241 Semantics

The semantics shall beasin clause 4.22.4.1 of ETSI TS119 172-2[3].

4.22.4.2 Syntax

ThePol i cyConstrai nts typeshall beasdefined in annex A and is copied below for information.

Pol i cyConstraints ::= SEQUENCE {

requi reExplicitPolicy [0] SkipCerts OPTI ONAL,

i nhi bi t Pol i cyMappi ng [1] SkipCerts OPTIONAL }
Ski pCerts ::= | NTEGER (0..MAX)

4.22.5 The CertificateTrustTrees type

42251 Semantics

The semantics shall be asin clause 4.22.5.1 of ETSI TS119 172-2[3].

4.22.5.2 Syntax

TheCertificateTrust Tr ees typeshal be asdefined in annex A and is copied below for information.

CertificateTrustTrees ::= SEQUENCE OF CertificateTrustPoint
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CertificateTrustPoint ::= SEQUENCE {
trust Anchors Trust Anchors,
pat hLenConst r ai nt [0] Pat hLenConstraint OPTI ONAL,
accept abl ePol i cySet [1] Acceptabl ePolicySet OPTI ONAL,

nameConstraints [2] NameConstraints OPTI ONAL,
pol i cyConstraints [3] PolicyConstraints OPTI ONAL,
user Cert Pat h [4] UserCertPath OPTI ONAL }
Pat hLenConst r ai nt = I NTEGER (0. . MAX)
Accept abl ePol i cySet ::= SEQUENCE OF CertPolicyld
CertPolicyld ::= OBJECT |DENTIFI ER
UserCertPath ::= CHO CE {
asl nSi gnature [ 0] BOOLEAN,
path [1] SEQUENCE OF Certificate }

The element of type Tr ust Anchor s shall be as specified in clause 4.22.2.2.
The element of type NameConst r ai nt s shall be as specified in clause 4.22.3.2.

The element of type Pol i cyConst r ai nt s shall be as specified in clause 4.22.4.2.

4.23  Types for defining constraints on certificates' revocation
status

4.23.1 Introduction

The present clause defines two types:
1) Certificat eRevReq which defines constraints on the certificate revocation checks procedures.

2) CertificateRevStat us which defines constraints on the trust conditions required on the certificates
revocation data.

4.23.2 The CertificateRevReq type

4.23.2.1 Semantics
The semantics shall beasin clause 4.23.2.1 of ETSI TS119 172-2[3].

4.23.2.2 Syntax

TheCertificat eRevReq typeshall beasdefined in annex A and is copied below for information.

CertificateRevReq ::= SEQUENCE {
endCert RevReq EnuRevReq,
caCerts EnuRevReq }

EnuRevReq ::= ENUMERATED {

cl r Check (0),
ocspCheck (1),
bot hCheck (2),
ei t her Check (3),
noCheck (4),
ot her (5}

4.23.3 The CertificateRevTrust type

4.23.3.1 Semantics
The semantics shall beasin clause 4.23.3.1 of ETSI TS 119 172-2[3].
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4.23.3.2 Syntax

TheCertificateRevTrust typeshall beasdefinedinannex A and iscopied below for information.

CertificateRevTrust ::= SEQUENCE {

certificateRevReq CertificateRevReq,

freshness [0] Freshness OPTI ONAL,

si gCert | ssuedByCAKeepsExpi redRevokedCertslinfo [1] Duration OPTI ONAL }
Freshness ::= CHO CE {

maxDi f f erenceRevocati onAndVal i dati on [0] Duration,

ti meAfterSignature [1] Duration }
Duration ::= PrintableString

The element of type Cer ti f i cat eRevReq shall be as specified in clause 4.23.2.2.

Thevalue of theti neAf t er Si ghat ur e element shall be the time after the best-signature time as computed in ETS
TS 119 102-1 [i.1].

Thevalue of thes gCert | ssuedBy CAKeepsExpi r edRevokedCert sl nf o element shall be atime indication.

If thes gCert | ssuedByCAKeepsExpi r edRevokedCert sl nf o element is present then it is mandated that the
signing certificate has been issued by a certification authority that keeps revocation notices for revoked certificates even
after they have expired, for a period of time exceeding the value of this child element. If the

Si gCert | ssuedByCAKeepsExpi r edRevokedCert sl nf o child isabsent, this constraint is not mandated.

The content of an element of Dur at i on type shall contain a printable string expressing the duration as defined for the
dur at i on type asdefined in clause 3.2.6 of the description of the XML Schema|8].

NOTE: Thedur ati on typeinthe XML Schema|[8] is specified in the following way "PnY nMnDTnHNMnS"'
where:

" P indicates the period (required)

L] nY indicates the number of years

" nM indicates the number of months

L] nD indicates the number of days

" T indicates the start of atime section (required when specifying hours, minutes, or seconds)
" nH indicates the number of hours

" nM indicates the number of minutes

] nS indicates the number of seconds

4.24  The Si gni ngCert Rul es type

4241 Semantics

The semantics shall be asin clause 4.24.1 of ETSI TS 119 172-2 [3].

4.24.2 Syntax

The Si gni ngCer t Rul es type shal be as defined in annex A and is copied below for information.

Si gni ngCertRul es ::= SEQUENCE {
si gni ngCert Trust Condi ti ons Si gni ngCert Trust Condi ti ons,
mandat edSi gni ngCert | nfo Mandat edSi gni ngCert I nfo OPTI ONAL }
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The element of type Cer ti f i cat eRevReq shall be as specified in clause 4.24.4.2.

The element of type Mandat edSi gni ngCer t | nf o shall be as defined in clause 4.24.3.2.

4.24.3 The Mandat edSi gni ngCert | nf o type

4.24.3.1 Semantics

The semantics shall be asin clause 4.24.3.1 of ETSI TS119 172-2[3].

4.24.3.2 Syntax

The Mandat edSi gni ngCert | nf o element shall be as defined in annex A and is copied below for information.

Mandat edSi gni ngCertInfo ::= ENUMERATED {
signingCertOnly (0),
ful | Pat h (1) }

4.24.4 The Si gni ngCert Trust Condi ti ons type

42441 Semantics

The semantics shall be asin clause 4.24.4.1 of ETSI TS119 172-2 [3].

4.24.4.2 Syntax

The Si gni ngCert Trust Condi ti ons type shall be as defined in annex A and is copied below for information.

Si gni ngCert Trust Condi tions ::= SEQUENCE {
signerTrust Trees CertificateTrustTrees,
si gner RevTr ust CertificateRevTrust }

Theelement of typeCerti fi cat eTrust Tr ees shal be as specified in clause 4.22.5.2.

Theelement of type Certi fi cat eRevTrust shal be as specified in clause 4.23.3.2.

4.25 The Ti neEvi dencesRul es type

4.25.1 Semantics

The semantics shall be asin clause 4.25.1 of ETSI TS 119 172-2 [3].

4.25.2 Syntax

TheTi meEvi dLoOARul es type shall be as defined in annex A and is copied below for information.

Ti neEvi dencesRul es: : = SEQUENCE OF Rul esFor Set Of Evi dences

Rul esFor Set Of Evi dences :: = SEQUENCE {
evi dencel dentifiers SEQUENCE OF | A5String,
| evel OF Assur ance | A5String,
ti meStanpTrust Condi tion Ti nestanpTrust Conditi on OPTI ONAL }
Ti mest anpTrust Condi tion ::= SEQUENCE {
ttsCertificateTrustTrees [0] CertificateTrustTrees OPTI ONAL,
ttsRevReq [1] CertificateRevReq OPTI ONAL,
ttsNaneConstraints [2] NaneConstrai nts OPTI ONAL,
si gnat ur eTi mest anpDel ay [3] Del t aTi ne OPTI ONAL }
Del taTi ne ::= SEQUENCE {
del t aSeconds | NTEGER,
del taM nut es | NTEGER,
del t aHour s I NTEGER,
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del t aDays | NTEGER }

Theelement of typeCerti fi cat eTrust Tr ees shal be as specified in clause 4.22.5.2.
The element of type Cer ti fi cat eRevReq shall be as specified in clause 4.23.2.2.

The element of type NameConst r ai nt s shall be as specified in clause 4.22.3.2.

4.26  The Si gner Attri but eConstraints type

4.26.1 Semantics

The semantics shall be asin clause 4.26.1 of ETSI TS 119 172-2 [3].

4.26.2 Syntax

TheSi gner At tri but eConstrai nts typeshall beasdefined inannex A and is copied below for information.

SignerAttributeConstraints ::= SEQUENCE {
noSi gner Attri but esAl | owed BOOLEAN,
constrai nt sOnOneSet X Attri butes SEQUENCE OF AttributeSetConstraints }

AttributeSet Constraints ::= SEQUENCE {
howCert Attri bute HowCert Attri but e,
attrCertificateTrustTrees [0] CertificateTrustTrees OPTI ONAL,
attr RevReq [1] CertificateRevTrust OPTI ONAL,
attributeConstraints [2] AttributeConstraints OPTI ONAL }
HowCert Attri bute ::= ENUMERATED {

cl ai medAttri bute (0),

certifiedAttribtes (1),

si gnedAssertions (2),

any (3)

AttributeConstraints ::= SEQUENCE {
attri but el dMust BePr esent [0] OBJECT | DENTIFI ER OPTI ONAL,
attri buteVal ueConstraints [1] SEQUENCE Sl ZE (1..MAX) OF
O her {{AttributeVal ueConstrai ntsCt herSet}} OPTI ONAL }

AttributeVal ueConstraintsCGtherSet OTHER ::= {...}
The element of type Cer ti fi cat eTr ust Tr ees shall be as specified in clause 4.22.5.2.
The element of type Cer ti fi cat eRevTr ust shal be as specified in clause 4.23.3.2.

NOTE: For the moment there are no OTHER. &i d defined for the
Attri but eVal ueConstrai ntsQ her Set.

427 The QualifyingAttributesRul es type

4.27.1 Semantics

The semantics shall be asin clause 4.27.1 of ETSI TS 119 172-2 [3].

4.27.2 Syntax

TheQual i fyi ngAttri but esRul es typeshal be asdefined in annex A and is copied below for information.
Qual i fyingAttributesRules ::= SEQUENCE OF Level AttributesRul es
Level Attri butesRul es ::= SEQUENCE {

I evel I dentifier [0] IA5String,
signedAttributes [1] SignatureAttributes OPTI ONAL,
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unsi gnedAttributes [2] SignatureAttributes OPTI ONAL }

SignatureAttributes ::= SEQUENCE OF CHO CE {
choice [0] SEQUENCE OF SignatureAttribute,
sigAttr [1] SignatureAttribute }

SignatureAttribute ::= SEQUENCE {
identifier OBJECT | DENTI FI ER,
mandat ory BOOLEAN }

4.28  The SCDLoARul es type

4.28.1 Semantics

The semantics shall be asin clause 4.28.1 of ETSI TS 119 172-2 [3].

4.28.2 Syntax

The SCDLoARul es type shall be as defined in annex A and is copied below for information.

SCDLoARul es ::= | A5String

The SCDDLoARul es shall be a URI value indicating the Level of Assurance of the signature creation device.

4.29 The Crypt oSui t esRul es type

4.29.1 Semantics

The semantics shall be asin clause 4.29.1 of ETSI TS 119 172-2 [3].

4.29.2 Syntax

TheCrypt oSui t esRul es type shall be as defined in annex A and is copied below for information.

CryptoSui tesRul es ::= SEQUENCE OF Al gConstraints
Al gConstraints ::= SEQUENCE {
al gl D OBJECT | DENTI FI ER,
usages SEQUENCE SI ZE (1..MAX) OF | A5Stri ng,

m nKeyLength [0] |INTEGER  OPTI ONAL,
m nHashLength [1] | NTEGER  OPTI ONAL,
ot her O her {{ Al gConstrai ntsQ herSet}} OPTI ONAL

}
Al gConstraintsCtherSet OTHER ::= {...}

The usages element shall contain URIsasin the UsageType in clause 4.29.2 of ETSI TS 119 172-2 [3].

NOTE: For the moment there are no OTHER. & d defined for the Al gConst r ai nt sQt her Set .
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Annex A (normative):
Signature policy ASN.1 module using X.680 ASN.1 syntax

Thefile at https://forge.etsi.org/rep/esi/x19 17203 ASN1 sign-policies/raw/v1.1.1/19172asn1Module.txt contains
ASN.1 module ETSI - Si gPol i cy-ASNL { itu-t(0) identified-organization(4) etsi(0)
sigpolicy-asn1(19172) id-npd(0) sigpolicy-syntax680(1)}.
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