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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Executive summary

The present document builds upon existing work studied in ETSI SR 019 510 [i.13] and specifies protocols for trust
service providers providing long-term preservation of digital signatures or general data using digital signature
techniques.
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Introduction

The need for long-term preservation is acknowledged amongst others in the Regulation (EU) No 910/2014 of the
European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic
transactions in the internal market [i.1], as can be seeninrecita (61).

"This Regulation should ensure the long-term preservation of information, in order to ensure the legal validity of
electronic signatures and electronic seals over extended periods of time and guarantee that they can be validated
irrespective of future technological changes'.

Furthermore Article 34 of the Regulation (EU) No 910/2014 [i.1] states that "a qualified preservation service for
qualified electronic signatures may only be provided by a qualified trust service provider that uses procedures and
technologies capable of extending the trustworthiness of the qualified electronic signature beyond the technological
validity period" and that "the Commission may, by means of implementing acts, establish reference numbers of
standards for the qualified preservation service for qualified electronic signatures'.

Against this background, the present document and its companion document ETSI TS 119 511 [i.14] have been created
based on existing work related to preservation studied in ETSI SR 019 510 [i.13]. The present document complements
ETSI TS 119 511 [i.14] and specifies protocols for trust service providers providing long-term data preservation
services.

ETSI
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1 Scope

Based on a scoping study and survey with respect to long-term preservation techniques for digital signatures and
general data documented in ETSI SR 019 510 [i.13], the present document and its companion document ET Sl
TS 119 511 [i.14] have been created.

ETSI TS 119 511 [i.14] specifies policy and security requirements for trust service providers providing long-term
preservation of digital signatures and of general data, i.e. unsigned data or signed data, using digital signature
techniques.

The present document complements ETSI TS 119 511 [i.14] and specifies protocols for trust service providers
providing long-term data preservation services of digital signatures and of general data (i.e. unsigned data or signed
data).

Specificaly, but not exclusively, digital signaturesin the present document cover electronic signatures, advanced
electronic signatures, qualified electronic signatures, electronic seals, advanced el ectronic seals, and qualified electronic
sedls as per Regulation (EU) No 910/2014 [i.1].

The present document first addresses general aspects (see clause 4) such as a system architecture for preservation,
which contains a preservation interface offered by the preservation service and used by the client (see clause 4.1). The
preservation service may aim at different preservation goals (see clause 4.2), may or may not provide storage
functionality (see clause 4.3), and provide different profiles of preservation schemes, which may implement different
preservation evidence policies (see clause 4.4).

In a second step, the present document specifies methods and data objects constituting a protocol between aclient and a
long-term data preservation service for the issuance and maintenance of evidences (see clause 5). For each call at the
preservation interface it first specifies the semanticsin a generic fashion and then specifies the concrete syntax of the
conveyed data elements based on XML and JSON together with its binding to SOAP [i.25] and REST respectively.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 162-1: "Electronic Signatures and Infrastructures (ESI); Associated Signature
Containers (ASIC); Part 1: Building blocks and ASiC Baseline containers”.

[2] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax”.

[3] IETF RFC 4998: "Evidence Record Syntax (ERS)".

[4] IETF RFC 6283: "Extensible Markup Language Evidence Record Syntax (XMLERS)".

[5] OASIS: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0",
Committee Specification 02, 11 December 2019.

[6] OASIS: "Digital Signature Service Metadata Version 1.0", Committee Specification 02,
11 December 2019.
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Recommendation ITU-T X.680 (2008): "Information technology - Abstract Syntax Notation One
(ASN.1): Specification of basic notation"”.

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]

NOTE:

[i.3]

[i.4]
[i.5]

[i.6]

[i.7]

[i.8]

[i.9]
[i.10]

[i.11]

[i.12]

[i.13]

[i.14]

[i.15]

[i.16]

Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for € ectronic transactionsin the internal market and
repealing Directive 1999/93/EC. OJL 257, 28.8.2014, p. 73-114.

BSI TR-03125-F: "Preservation of Evidence of Cryptographically signed Documents, Formats
(TR-ESOR-F)".

Available at https.//www.bsi.bund.de/EN/tr-esor XAIP.

ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures; Definitions and abbreviations".

ETSI TS 119 612: "Electronic Signatures and Infrastructures (ESI); Trusted Lists".

ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAdES digital signatures;
Part 1: Building blocks and CAdES baseline signatures’.

ETSI TS 119 122-3: "Electronic Signatures and Infrastructures (ESI); CAdES digital signatures;
Part 3: Incorporation of Evidence Record Syntax (ERS) mechanismsin CAdES".

ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 1: Building blocks and X AdES baseline signatures’.

ETSI EN 319 142-1: "Electronic Signatures and Infrastructures (ESI); PAJES digital signatures;
Part 1: Building blocks and PAJES baseline signatures’.

ETSI TS 119 312: "Electronic Signatures and Infrastructures (ESI); Cryptographic Suites".

ETSI EN 319 422: "Electronic Signatures and Infrastructures (ESI); Time-stamping protocol and
time-stamp token profiles’.

ETSI TS 119 441: "Electronic Signatures and I nfrastructures (ESI); Policy requirements for TSP
providing signature validation services".

ETSI TS 119 442: "Electronic Signatures and I nfrastructures (ESI); Protocol profiles for trust
service providers providing AJES digital signature validation services'.

ETSI SR 019 510: "Electronic Signatures and Infrastructures (ESI); Scoping study and framework
for standardization of long-term data preservation services, including preservation of/with digital
signatures’.

ETSI TS 119 511: "Electronic Signatures and Infrastructures (ESI); Policy and security
requirements for trust service providers providing long-term preservation of digital signatures or
genera data using digital signature techniques’.

ISO 13527:2010: " Space data and information transfer systems - XML formatted data unit
(XFDU) structure and construction rules”.

SO 14721:2012: " Space data and information transfer systems - Open archival information
system (OAIS) - Reference model”.
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[i.17] I SO/IEC 21320-1:2015: "Information technology - Document Container File - Part 1: Core".
[1.18] IANA: Media Type Registry.

NOTE: Available at https://www.iana.org/assignments/ media-types/media-types.xhtml.

[i.19] IETF RFC 3061: "A URN Namespace of Object Identifiers".

[i.20] IETF RFC 3161: "Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)".

[i.21] IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

[i.22] IETF RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol -
OCSP'.

[i.23] The National Archives: "PRONOM Unique Identifiers'.

NOTE: Available at http://www.nationalarchives.gov.uk/aboutapps/pronom/puid.htm.

[i.24] W3C Recommendation 26 November 2008: "Extensible Markup Language (XML) 1.0
(Fifth Edition)".

NOTE: Available at https://www.w3.org/TR/xml/.

[i.25] W3C Recommendation 27 April 2007: "SOAP Version 1.2 Part 1. Messaging Framework
(Second Edition)".

NOTE: Available at https://www.w3.org/TR/soapl2/.

[i.26] W3C Recommendation 25 January 2005: "SOAP Message Transmission Optimization
Mechanism".

NOTE: Available at https:.//www.w3.0org/TR/soapl2-mtony/.

[i.27] W3C Recommendation 11 April 2013: "XML Signature Syntax and Processing Version 1.1".

NOTE: Available at https.//www.w3.0rg/TR/xmldsig-corel/.

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the terms given in ETSI TR 119 001 [i.3] and the following apply:
certificate status authority: authority providing certificate status information

EXAMPLE: The certificate status information can be provided using the Online Certificate Status Protocol
(OCSP) [i.22] or in form of Certificate Revocation Lists (CRL) [i.21].

container: data object, which contains a set of data objects and optional additional information, which describes the
contained data objects and optionally its content and its interrelationships

EXAMPLE: The format of a container can be based on, ZIP as defined in ISO/IEC 21320-1 [i.17] or
XML [i.24]. ASIC [1] isan example of a container based on ZIP.

NOTE: Additiona information may comprise associated digital signatures, time-stamps, evidence records,
validation data (CRLs, OCSP responses) and validation reports.

data object: actual binary/octet data being operated on (e.g. transformed, digested, or signed) by an application and
which may be associated with additional information like an identifier, the encoding, size or type

delta preservation object container: special preservation object container describing the difference to an already
existing preservation object contai ner
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EU qualified preservation service: preservation service that meets the requirements for qualified preservation service
for qualified electronic signatures and/or for qualified electronic seals aslaid down in Regulation (EU) 910/2014 [i.1]

evidencerecord: unit of data, which can be used to prove the existence of an archived data object or an archived data
object group at a certain time

NOTE: SeelETF RFC 4998 [3], IETF RFC 6283 [4] and ETSI TS 119 122-3[i.6].

expected evidence duration: for a preservation service with temporary storage or without storage, duration during
which the preservation service expects that the preservation evidence can be used to achieve the preservation goal

long-term: time period during which technological changes may be a concern

EXAMPLE: Possible technological changes are obsolescence of cryptographic technology such as crypto
algorithms, key sizes or hash functions, key compromises.

NOTE: Thetransformation of the original data into another data object which equivalent object content and
semantic to avoid the risk that the original data object/viewer system is becoming obsolete is not covered.

long-term preservation: extension of the validity status of adigital signature over long periods of time and/or of
provision of proofs of existence of data over long periods of time, in spite of obsolescence of cryptographic technology
such as crypto agorithms, key sizes or hash functions, key compromises or of the loss of the ability to check the
validity status of public key certificates

metadata: data about other data
NOTE: SeelSO 14721:2012[i.16].

notification interface: interface provided by the preservation client supporting the notification protocol
NOTE: Thenotification interface is not addressed by the present document.

notification protocol: protocol used by a preservation service to notify the preservation client
NOTE: The notification protocol is not addressed by the present document.

preservation client: component or a piece of software which interacts with a preservation service via the preservation
protocol

preservation evidence: evidence produced by the preservation service which can be used to demonstrate that one or
more preservation goals are met for a given preservation object

preservation evidence policy: set of rulesthat specify the requirements and the internal process to generate or how to
validate a preservation evidence

preservation evidence retention period: for a preservation service With Temporary Storage (WTS) the time period
during which the evidences that are produced asynchronously can be retrieved from the preservation service

preservation goal: one of the following objectives achieved during the preservation time frame: extending over long
periods of time the validity status of digital signatures, providing proofs of existence of data over long periods of time,
or augmentation of externally provided preservation evidences

NOTE: A preservation service can support one or more preservation goals.
preservation interface: component implementing the preservation protocol on the side of the preservation service

preservation manifest: data object in a preservation object container referring to the preservation data objects or
additional information and metadata in the preservation object container

EXAMPLE 1:  Additional filein an ASiC-container according to ETSI EN 319 162-1 [1], clause A.7.
EXAMPLE 2: versi onMani f est inBSI TR-03125-F[i.2].

EXAMPLE 3: An XML-based manifest data element in an XM L-based POC.
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preservation mechanism: mechanism used to preserve preservation objects and to maintain the validity of preservation
evidences

NOTE: The present document only addresses preservation mechanisms based on digital signature techniques.
preservation object: typed data object, which is submitted to, processed by or retrieved from a preservation service
NOTE: This covers submission data objects, preservation object containers and preservation evidences.

preservation object container: container which contains a set of data objects and optionally related metadata
providing information about the data objects and optionally preservation manifest(s) specifying its content and
relationships

EXAMPLE 1: AnASIC-Sor ASIC-E container is a Preservation Object Container that supports one or more
signature and time assertion files each applicable to its own set of one or more files.

EXAMPLE 2. An OAIS Submission Information Packages is a Preservation Object Container.
preservation object identifier: unique identifier of a (set of) preservation object(s) submitted to a preservation service

preservation planning: monitoring changes and risks e.g. concerning innovations in storage, access and preservation
technologies, new design strategies, etc.

preservation period: for a preservation service with storage, duration during which the preservation service preserves
the submitted preservation objects and the associated evidence

NOTE: The submitted preservation objects can be updated during the preservation period.

preservation profile: uniquely identified set of implementation details pertinent to a preservation storage model and
one or more preservation goals which specifies how preservation evidences are generated and validated

NOTE: Seeclause5.4.7 of the present document for the specification of the Pr of i | e component.
preservation protocol: protocol to communicate between the preservation service and a preservation client

preservation scheme: generic set of procedures and rules pertinent to a preservation storage model and one or more
preservation goals which outlines how preservation evidences are created and validated

NOTE 1: Different preservation profiles can implement the same preservation scheme.
NOTE 2: A preservation scheme can be considered as a generalization of a set of preservation profiles.

preservation service: service capable of extending the validity status of adigital signature over long periods of time
and/or of providing proofs of existence of data over long periods of time

preservation storage model: one of the following ways of implementing a preservation service: with storage, with
temporary storage, without storage

preservation submitter: legal or natural person using the preservation client to submit the submission data object

preservation subscriber: legal or natural person bound by agreement with a preservation trust service provider to any
subscriber obligations

proof of existence: evidence that proves that an object existed at a specific date/time

proof of integrity: evidence that data has not been altered since it was protected
NOTE: A proof of existence requires and implies a proof of integrity.

signer: entity being the creator of adigital signature submission data object: original data object provided by the client
NOTE: If provided by the client, the Preservation Object Container (POC) is a submission data object.

time-stamp: datain electronic form which binds other electronic data to a particular time establishing evidence that
these data existed at that time

time-stamping authority: trust service provider which issues time-stamps using one or more time-stamping units
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time-stamping service: trust service for issuing time-stamps

time-stamping unit: set of hardware and software which is managed as a unit and has a single time-stamp signing key
active at atime

trusted list: list that provides information about the status and the status history of the trust services from trust service
providers regarding compliance with the applicable requirements and the relevant provisions of the applicable
legislation

NOTE: Inthe context of European Union Member States, as specified in Regulation (EU) No 910/2014 [i.1], it
refersto an EU Member State list including information related to the qualified trust service providers for
which it isresponsible, together with information related to the qualified trust services provided by them.

validation data: datathat is used to validate adigital signature

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the abbreviations givenin ETSI TR 119 001 [i.3] and the following apply:

AP Application Programming Interface

ASN.1 Abstract Syntax Notation One

AUG Augmentation

BSI Bundesamt fur Sicherheit in der Informationstechnik
CRL Certificate Revocation List

CSA Certificate Status Authority

EN European Norm

ERS Evidence Record Syntax

NOTE: SeelETF RFC 4998 [3].

IANA Internet Assigned Numbers Authority

IETF Internet Engineering Task Force

ISO International Organization for Standardization
JSON JavaScript Object Notation

LXAIP Logical XAIP

NOTE: SeeBSl TR-03125-F[i.2].
OAIS Open Archival Information System
NOTE: SeelSO 14721:2012[i.16].

OCSsP Online Certificate Status Protocol
OID Object Identifier

PDS Preservation of Digital Signatures
PGD Preservation of General Data

PO Preservation Object

POC Preservation Object Container

PoE Proof of Existence

POID Unique Identifier of a submitted PO
PUID PRONOM Persistant Unique Identifier
REST Representational State Transfer
RFC Request for Comments

SOAP Simple Object Access Protocol

NOTE: See W3C Recommendation 27 April 2007 [i.25].

SubDO Submission Data Object
TSA Time-stamping Authority
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URI Unique Resource Identifier

URL Unique Resource Locator

WOS WithOut Storage

WSDL Web Service Description Language

WST With STorage

WTS With Temporary Storage

XAIP XML -based Archive Information Package

NOTE: SeeBSI TR-03125-F[i.2].

XFDU XML Formatted Data Unit

NOTE: SeelSO 13527:2010[i.15].

XML eXtensible Markup Language

NOTE: See W3C Recommendation 26 November 2008 [i.24].

4 General aspects

4.1 System architecture

The overall system architecture with the preservation service specified in the present document is depicted in Figure 1.

Vals & TSAé
. . Internal
Validation Service Preservation Service | storage
= (optional)

csA [§ sigs /

Legend: . optional communication
9 e s software component / service

used Interface optional component / service

storage
optional storage

Figure 1. System architecture with preservation service and related services

Asdepicted in Figure 1, the preservation service defined in the present document provides the preservation interface as
specified in clause 5 and may use an external time-stamping authority (TSA), which issues time-stamps (see ETSI

EN 319 422 [i.10]), or asignature or seal creation service (SigS), which issues suitable digital signatures. It may
optionally use avalidation service (ValS) (see ETSI TS 119 441 [i.11] and ETSI TS 119 442 [i.12]) to collect
certification path information and revocation information or directly collect certification path information and gather
certificate status information issued by a Certificate Status Authority (CSA).
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There are three main variants for a preservation service (see clause 4.3) whether it uses (a) along-term storage, (b) a
temporary storage or (¢) no storage. When it uses a storage, the preservation service may use an internal storage or an
external storage under its control for preservation.

Furthermore, the preservation service may call back the client viathe notification interface in order to inform it about
relevant events. An important type of event is that a previously applied cryptographic algorithm is expected to become
weak and hence the client and/or the preservation service need to perform additional measures.

NOTE: Thetechnical details of the notification interface and the notification protocol are not addressed in the
present document.

4.2 Preservation goals

A preservation service can pursue different preservation goal's, which has an influence on the supported operational
tasks.

The present document specifies the following three goals which may be used separately or in combination:

. http://uri.etsi.org/ 19512/ goal / pgd
The preservation goal "Preservation of General Data" (PGD) provides a proof of existence over long periods
of time of the submission data object (SubDO) submitted to the preservation service.

NOTE: The PGD goal does not distinguish between signed and unsigned data.

. http://uri.etsi.org/ 19512/ goal / pds
The preservation goal "Preservation of Digital Signatures' (PDS) extends over long periods of time the ability
to validate adigital signature, to maintain its validity status and to get a proof of existence of the associated
signed data.

. http://uri.etsi.org/ 19512/ goal /aug
The preservation goal "Augmentation” (AUG) indicates that the preservation service supports the
augmentation of submitted preservation evidences.

4.3 Storage models

4.3.1 Preservation with storage

In this preservation storage model, the preservation service stores the submission data objects (SubDO) as well asthe
preservation evidences that are produced for them by the preservation service. In this model, the preservation service
supports the export and the import of preservation objects and evidences produced by itself and other preservation
services.

EXAMPLE 1.  The evidences produced in this mode can be evidence records according to IETF RFC 4998 [3] or
IETF RFC 6283 [4].

EXAMPLE 2.  The preservation evidence produced in this mode can be the information included in an archival
format of an AJES signature.

This storage model is addressed by the value W t hSt or age (WST) within the
Preservati onSt or ageModel Type (see clause 5.4.6).
4.3.2 Preservation with temporary storage

In this preservation storage model, the preservation service does not permanently store the SubDO, but it stores them
only as long as needed to create the corresponding evidence. The preservation evidences are produced asynchronously
and are stored during some time-period to allow the client to retrieveit.

EXAMPLE 1:  Evidences are produced every 24 hours, but are stored for alonger period of time.
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This storage model has two variants: either the client sends the full data object to the preservation service, or the client
only sends the corresponding hash val ues associated with hash function identifiers. These hash values may represent a
single Preservation Objects (PO) or a group of several POs contained in a Preservation Object Container (POC) using
hash-tree techniques. Sending hash values and hash function identifiers can be useful in cases of very large POs or
when confidentiality of the datais important or when privacy is a concern. However, this strategy can impose additional
challengesin case the used hash function(s) become weak.

EXAMPLE 2:  The evidences produced in this mode can be Evidence Records according to IETF RFC 4998 [3]
or IETF RFC 6283 [4].

This storage model is addressed by the value W t hTenpor ar ySt or age (WTS) within the
Preservati onSt or ageModel Type (seeclause 5.4.6).

4.3.3 Preservation without storage

In this preservation storage model, the preservation service does not store the SubDOs and the preservation evidences
are produced synchronously.

EXAMPLE: This preservation storage model can be implemented doing a continuous augmentation of CAJES
signatures with ar chi ve-ti me- st anp- v3 attributes according to ETSI EN 319 122-1 [i.5].

In an aternative approach, similar asin the case of temporary storage specified above, the client only submits hash
values associated with hash function identifiers. These hash values may be the representative of a single data object or
of several data objects contained in a preservation object container (POC) using hash-tree techniques. This strategy can
be useful in cases of very large data objects or when confidentiality of the dataisimportant or when privacy isa
concern.

This storage model is addressed by the value W t hout St or age (WOS) within the
Preservati onSt or ageModel Type (seeclause 5.4.6).

4.4 Preservation schemes, profile and policies

A preservation service according to the present document may support different preservation schemes, which define the
general approach for preservation. Please refer to Annex F for preservation schemes defined in the present document. A
preservation scheme supports at |east one preservation goal (see clause 4.2) and is operating in exactly one storage
model (see clause 4.3).

A preservation scheme is arather abstract description and can be implemented by one or more preservation profiles,
which are described by machine-readible Pr of i | e elements as outlined in Figure 2 and specified in clause 5.4.7. The
Pr of i | e element describes the technical aspects of a preservation profile, which enable a client to use the preservation
interface to communicate with the preservation service. The set of preservation profiles supported by a preservation
service can beretrieved using the Ret r i evel nf o call (see clause 5.3.2).

A preservation profile in particular contains (references to) policy related information, which addresses aspects of
evidence creation and validation and signature validation, in case the preservation goal is PDS (see clause 4.2).

The general relationship between a preservation scheme, a preservation profile and related policiesis outlined in the
following UM L-based class diagram, which distinguishes between machine-readable components (depicted in blue) and
human-readable components (depicted in white).
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Figure 2: Relationship between preservation scheme, profile and policy

5 Technical Specification of Protocol

5.1 Introduction and Overview
The present document first specifies the semantics of the different calls of the protocol for the preservation protocol in a

generic fashion and then specifies the concrete syntax of the conveyed data el ements based on XML and JSON together
with its binding to SOAP and REST respectively.

This covers the following operations:
. Ret ri evel nf o (seeclause 5.3.2)
. Pr eser vePO(seeclause 5.3.3)
. Ret ri evePO(seeclause 5.3.4)
. Del et ePO(see clause 5.3.5)
. Updat ePOC (see clause 5.3.6)
o Retri eveTrace (seeclause5.3.7)
e ValidateEvi dence (seeclause 5.3.8)
e  Search (seeclause5.3.9)

The specification of the request and response of these operations uses the basic types in clause 5.3.1 and the structure
models defined in clause 5.4.
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Clause 5.2 explains how the set of supported preservation profiles can be discovered.
Please refer to clause 8.1 of ETSI TS 119 511 [i.14] for additional information on the preservation protocol.

Furthermore, clause 5.5 contains preservation-specific extensions for ASiC-related components and clause 5.6 specifies
extensions for other preservation object formats.

5.2 Discovery of supported preservation profiles

A preservation service as specified in the present document may be operated in different operation modes (see
clauses 4.2 to 4.4), which are expressed by preservation profiles as described by Pr of i | e elements as specified in
clause 5.4.7.

To enable aclient to retrieve the set of supported preservation profiles, the preservation service shall support the
Ret ri evel nf o operation according to clause 5.3.2.

5.3 Operation requests and responses

5.3.1 Basic types for requests and responses
5.3.11 Component Request

5.3.1.1.1 Semantics
The Request component is used as basic type within the operation requests defined in clauses 5.3.3 t0 5.3.8.
Below follows alist of the sub-components that may be present within this component:

. Theoptional Opt i onal | nput s element. If present, it shall contain a sub-component as defined in
clause 4.1.8 of OASISDSS-X Core2.0[5].

. The optional Request | D element. If present, it shall contain one instance of astring. The Request | D
element is used to correlate requests with responses. When present in a request, the preservation service shall
return it in the response.

5.3.1.1.2 XML Syntax
The XML type Request Type shal implement the requirements defined in the Request component.

The Request Type XML elements shall be defined asin XML Schemafile (Pr eser vat i on- APl . xsd) provided
in Annex C, and which is copied below for information.

<conpl exType name="Request Type" >
<sequence>
<el ement nanme="Optional | nputs" type="dsb: Opti onal | nput sType" mi nCccurs="0" />
</ sequence>
<attribute nane="Request|D' type="string" use="optional"/>
</ conpl exType>

5.3.1.1.3 JSON Syntax

The component Request is used as a base type only, not as a JSON instance.
53.1.2 Component Response

5.3.1.2.1 Semantics

The Response component is used as basic type within the operation responses defined in clauses 5.3.3t0 5.3.9.
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Below follows alist of the sub-components that may be present within this component:

. The optional Opt i onal Qut put s element may be present and shall, if present, contain a sub-component as
defined in clause 4.1.9 of OASISDSS-X Core 2.0 [5].

. The Resul t element shall be present and contain a sub-component as defined in clause 4.1.7 of OASIS
DSS-X Core 2.0[5].

NOTE: TheResult element contains components which allow to convey major and minor status codes and for
the different operations. Please refer to clause 4.1.7 of OASIS DSS-X Core 2.0 [5] for the specification of
the structure of the Resul t component and to the clauses 5.3.3 to 5.3.9 for the different error code
values, which may appear within the different responses.

. The optional Request | D component may be present and shall, if present, contain one instance of a string.
The Request | D element is used to correlate requests with responses. When present in arequest, the
preservation service shall return it in the response.

5.3.1.2.2 XML Syntax
The XML type ResponseType shall implement the requirements defined in the Response component.

The ResponseType XML type shall be defined asin XML Schemafile (Pr eser vat i on- APl . xsd) providedin
Annex C, and which is copied below for information.

<conpl exType name="ResponseType" >
<sequence>
<el enent nane="Optional Qut puts" type="dsh: Opti onal Qut put sType"
m nCccurs="0" />
<el enent ref="dsb: Result" />
</ sequence>
<attribute nanme="Request|D' type="string" use="optional"/>
</ conpl exType>

5.3.1.2.3 JSON Syntax

The component Response isused as a base type only, not as a JSON instance.

5.3.2 Retrievelnfo
5.3.2.1 Ret ri evel nf o request

53211 Semantics

TheRet ri evel nf o request shall extend the Request component (see clause 5.3.1.1) and shall inherit the set of
sub-components.

TheRet ri evel nf o request allows to retrieve information about the preservation profiles supported by the
preservation service. As the number of preservation profiles supported by a preservation service may become high over
long periods of time, the Ret r i evel nf o operation allows to filter for active and inactive preservation profiles using
the optiona St at us element, or specify a single preservation profile using the Pr of i | e element.

TheRet ri evel nf o request may contain the following sub-components:

. The optional Pr of i | e element may be present and shall, if present, contain a URI according to IETF
RFC 3986 [2], which specifies a specific preservation profile for which information isto be retrieved.

. The optional St at us element may be present and shall, if present, satisfy the requirements specified in the
present document in clause 5.4.8. This element may be used to filter for active or inactive preservation
profiles. If thisoptional element is omitted, only active preservation profiles are returned.
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5.3.2.1.2 XML Syntax
The XML typeRet ri evel nf oType shall implement the requirements defined inthe Ret r i evel nf 0 component.

TheRetri evel nf oType XML element shall be defined asin XML Schemafile (Pr eser vati on- APl . xsd)
provided in Annex C, and which is copied below for information.

<conpl exType name="Retri evel nf oType" >
<conpl exCont ent >
<ext ensi on base="pres: Request Type" >
<sequence>
<el enent nanme="Profile" type="anyUR " m nCccurs="0" maxCccurs="1" />
<el enent nane="Status" type="pres: StatusType"
m nCccur s="0" naxQccurs="1" />
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

5.3.2.1.3 JSON Syntax

TheRet ri evel nf oType JSON object shall implement in JISON syntax the requirements defined in the
Ret ri evel nf o component.

TheRetri evel nf oType JSON object shall be defined asin JSON Schemafile (Pr eser vati on- APl . j son)
provided in Annex D, and is copied below for information.

"pres-Retrievel nfoType": {
“type": "object",
"properties": {
"optIn": {
"$ref": "#/definitions/dsb-OptionallnputsType"

b
"regld": {
“type": "string"
“bro“: {
“type": "string"
“état“: {
"type": "string"
}
}

Properties of the JSON object shall implement the sub-components of Ret r i evel nf o using JSON-specific names
mapped as shown in Table 1.

Table 1
Element Implementing JSON member name | Comments
Profile pro [l
St at us st at [l

5.3.2.2 Ret ri evel nf oResponse

5.3.2.2.1 Semantics

TheRetri evel nf oResponse shal extend the Response component (see clause 5.3.1.2) and shall inherit the set
of sub-components.

Ret ri evel nf oResponse isreturned asresponse to invoking the Ret ri evel nf o operation.
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TheRet ri evel nf oResponse may contain the following sub-components:

e  Zeoor moreProfil e elements. If present, each instance shall satisfy the requirements specified in the
present document in clause 5.4.7.

The following error codes may appear inthe Resul t / Resul t M nor component within
Retri evel nf oResponse:

3 http://uri.etsi.org/ 19512/ error/ noPerm ssi on
. http://uri.etsi.org/ 19512/ error/internal Error
. http://uri.etsi.org/ 19512/ error/ paraneterError

. http://uri.etsi.org/ 19512/ error/ not Supported

5.3.2.2.2 XML Syntax

The XML typeRet ri evel nf oResponseType shall implement the requirements defined in the
Ret ri evel nf oResponse component.

TheRetri evel nf oResponseType XML element shall be defined asin XML Schemafile (Pr eser vat i on-
APl . xsd) providedin Annex C, and which is copied below for information.

<conpl exType nanme="Retri evel nf oResponseType" >
<conpl exCont ent >
<ext ensi on base="pres: ResponseType" >
<sequence>
<el enent maxCccur s="unbounded" m nCccurs="0" ref="pres:Profile"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

5.3.2.2.3 JSON Syntax

TheRetri evel nf oResponseType JSON object shall be defined asin JSON Schemafile (Pr eser vat i on-
API . j son) providedin Annex D, and is copied below for information.

"pres-Retrievel nfoResponseType": {
“type": "object",
“"properties": {

"optQut": {
"$ref": "#/definitions/dsb-Optional QutputsType"
b,
"reqld": {
“type": "string"
b
"pro": {
"type": "array",
"items": {
"$ref": "#/definitions/pres-ProfileType"
}
}
}
}

Properties of the JSON object shall implement the sub-components of Ret ri evel nf oResponse using
JSON-specific names mapped as shown in Table 2.

Table 2

Element Implementing JSON member name Comments
Profile pro 1
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5.3.3 PreservePO
5.3.3.1 Pr eser vePOrequest

5.3.3.1.1 Semantics

The Pr eser vePOrequest shall extend the Request component (see clause 5.3.1.1) and shall inherit the set of sub-
components.

It is used to submit zero or more preservation objects (PO) to the preservation service. The details how the preservation
is performed is determined by the provided Pr of i | e element, which refers to an operational profile of the
preservation service as described by aPr of i | e element (see clause 5.4.7), which can be retrieved using the

Ret ri evel nf 0 operation (see clause 5.3.2).

The Pr eser vePOrequest shall contain the following sub-components:

e TheProfil e element. It shall contain one instance of a URI, which specifies the operational profile of the
preservation service, which is used for preservation. The details of the Pr of i | e element are described in
clause 5.4.7.

. Zero or more instances of the PO element. Each instance shall satisfy the requirements specified in
clause 5.4.5.

NOTE: Theinvocation of Pr eser vePOwithout any POallows, in case of a preservation service with storage
and support for versioning as outlined in Annex E, to obtain a POl D without immediately storing data.
The PO D may be used in a subsequent call of Updat ePOC for storing preservation data objects, which
may contain the POl D as meta data.

5.3.3.1.2 XML Syntax

The Pr eser vePOType XML type shall be defined asin XML Schemafile (Pr eser vat i on- APl . xsd) provided
in Annex C, and which is copied below for information.

<xs: conpl exType nane="PreservePOType">
<conpl exCont ent >
<ext ensi on base="pres: Request Type" >
<sequence>
<el enent nane="Profile" type="anyURl "/>

</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ xs: conpl exType>

5.3.3.1.3 JSON Syntax

The Pr eser vePOType JSON object shall be defined asin JSON Schemafile (Pr eser vati on- APl . j son)
provided in Annex D, and is copied below for information.

"pres-PreservePOType": {
"type": "object",
“properties": {

"optIn": {
"$ref": "#/definitions/dsb-Optional |l nputsType"
b,
"reqld": {
“type": "string"
"E:)ro": {
"type": "string"
"po": {
“"type": "array",
"itens": {

"$ref": "#/ definitions/pres-PQOlype"
}
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Propertiesin the JSON schema above shall implement sub-components of the Pr eser ve PO component mapped by
names as shown in Table 3.

Table 3
Element Implementing JSON member name Comments
Optional I nputs |optln [l
Request | D reqld [l
Profile pro [
PO po [l
5.3.3.2 Preser vePOResponse
5.3.3.21 Semantics

The Pr eser vePOResponse shall extend the Response component (see clause 5.3.1.2) and shall inherit the set of

sub-components.

Pr eser vePOResponse shall bereturned as response to invoking the Pr eser vePO operation.

Below follows alist of the sub-components that may be present within this component:

e  Theoptional PO Delement. If present, it shall contain astring. The POl D element is a unique identifier for
the set of SubDOs provided within the Pr eser vePOcall. Thisidentifier allows to address the provided set of
SubDOs in subsequent calls, suchasRet ri eveTr ace (seeclause5.3.7) or Ret ri evePO(see
clause 5.3.4), Updat ePOC (see clause 5.3.6) and Del et ePO (see clause 5.3.5), if applicable. It shall be
returned after a successful call, if the preservation service provides (permanent or temporary) storage (see
clause 4.3) or the preservation service supports the optional Ret r i eveTr ace operation (see clause 5.3.7).

. Zero or more instances of the PO element. Each instance shall satisfy the requirements specified in
clause 5.4.5. In case of a storage model "without storage" (see clause 4.3), a successful call will return one PO
element for each provided PO element. In this case the preservation evidence is produced in a synchronous
manner and is envel oped within each PO element.

The following error codes may appear inthe Resul t / Resul t M nor component within Pr eser vePOResponse:

. http://uri.etsi.org/ 19512/ error/ noPerm ssion

. http://uri.etsi.org/ 19512/ error/internal Error

. http://uri.

. http://uri

. http://uri

. http://uri.

e http://uri
e http://uri
e http://uri

. http://uri

et si

.etsi

.etsi

et si

.etsi
.etsi
.etsi

.etsi

.org/ 19512/ error/ paranet er Error

.org/ 19512/ error/transferError

.org/ 19512/ error/ noSpaceErr or

.org/ 19512/ error/ not Support ed

.org/ 19512/ error/ unknownPOFor mat

.org/ 19512/ error/ POFor mat Err or

.org/ 19512/ error/ ext ernal Servi ceUnavai | abl e

.org/ 19512/ war ni ng/ | owSpace
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5.3.3.2.2 XML Syntax

The XML type Pr eser vePOResponseType shall be defined asin XML Schemafile (Pr eser vat i on-
APl . xsd) provided in Annex C, and which is copied below for information.

<xs: conpl exType nane="PreservePOResponseType" >
<conpl exCont ent >
<ext ensi on base="pres: ResponseType" >
<sequence>
<el enent ref="pres: PO D' mi nCccurs="0" maxCccurs="1" />
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ xs: conpl exType>

5.3.3.2.3 JSON Syntax

The Pr eser vePOResponseType JSON object shall be defined asin JSON Schemafile (Pr eser vati on-
API . j son) provided in Annex D, and which is copied below for information.

"pres-PreservePOResponseType": {
“type": "object",
"properties": {
"optQut": {
“"$ref": "#/definitions/dsb-Optional QutputsType"

b
"regld": {
“type": "string"
b
"pold": {
“type": "string"
"po": {
"$ref": "#/ definitions/pres-PQOlype"
}
}
}

Propertiesin the JSON schema above shall implement sub-components of the Pr eser vePOResponse component
mapped by names as shown in Table 4.

Table 4
Element Implementing JSON member name Comments
Opti onal Qut puts |opt Qut [
Request | D reqld [
PO D pol d 10
PO po 1]

5.34 RetrievePO (Conditional)
5.34.1 Ret ri evePORequest

534.1.1 Semantics

TheRet ri evePOrequest shall extend the Request component (see clause 5.3.1.1) and shall inherit the set of sub-
components.
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The Ret r i evePOoperation may only be provided in preservation schemes with storage (see clause 4.3.1) or with
temporary storage (see clause 4.3.2). This operation allows to retrieve preservation objects, which have been previously
provided for preservation with Pr eser ve PO (see clause 5.3.3), and/or related evidences produced by the preservation
service.

For this purpose, the client sends the preservation object identifier (PO D), which addresses a stored set of preservation
objects, together with further optional information, which specifies what the client exactly wantsto retrieve.

This optional information may contain a sequence of Ver si onl D elements, if necessary and supported by the used
POFor mat (seeclause 5.4.5 and Annex E), aSubj ect OF Ret ri eval parameter, which specifies whether the
previously submitted and then processed preservation object and/or the corresponding evidence is requested and
optional format information (POFor mat and Evi denceFor mat ), which specifies the formats in which the
preservation objects and/or evidences are requested to be returned.

The Ret r i evePOcomponent shall contain the following sub-component:

. The PO D element. It shall contain one instance of a string, which is used for addressing preservation objects,
which have been deposited previously using the Pr eser ve PO operation (see clause 5.3.3).

TheRet ri evePOrequest may contain the following sub-components:

. Zero or more instances of the Ver si onl D element. If present, each instance shall contain an instance of a
string. This element is only applicable, if the POFor mat under consideration supports versioning as explained
in Annex E. If the Ver si onl D element is missing, the preservation data objects and/or evidences
corresponding to the latest version are returned. If the Ver si onl D element is equal to the stringal | the
preservation data objects and/or evidences corresponding to al version are returned.

e  Theoptional Subj ect Of Ret ri eval element. If present, it shall contain a sub-component, which satisfies
the requirements specified in clause 5.4.9. This element allows to specify whether the preservation objects
and/or the preservation evidence are to be retrieved. If this element is missing
POw t hEmbeddedEvi dence shal be used as default value.

e  Theoptiona POFor mat element. If present, it shall contain a URI. This URI shall be among the set of
supported formats, as specified by the set of Qut put / For mat / For mat | D child elements of the applicable
Profil e/ Operati on element, which Nanme element isequal tothe string"Ret ri evePO' (see
clause 5.4.7). This element allows to explicitly specify the format in which the (sequence of) preservation
object(s) isto be returned. If this element is missing, the default Qut put / For mat indicated within the
applicable Oper at i on element, which Narre element is equal to the string "Ret ri evePO', within the
applied Prof i | e (see clause5.4.7) is used.

e Theoptiona Evi denceFor mat element. If present, it shall contain aURI. This element allows to explicitly
specify the format in which the preservation evidence isto be returned, if multiple options are supported in the
preservation profile under consideration. If this element is missing, the default Evi denceFor mat specified
within the applied Pr of i | e (see clause 5.4.7) is used.

5.3.4.1.2 XML Syntax
The XML type Ret r i evePOType shall implement the requirements defined in the Ret r i eve PO component.

TheRetri evePOType XML type shall be defined asin XML Schemafile (Pr eser vat i on- APl . xsd) provided
in Annex C, and which is copied below for information.

<xs: conpl exType nanme="Retri evePOType" >
<conpl exCont ent >
<ext ensi on base="pres: Request Type" >
<sequence>

<el enent ref="pres: PO D'/>

<el enent ref="pres: Versionl D' m nCccurs="0" maxCccur s="unbounded" />

<el enent nane="Subject O Retrieval" type="pres: Subj ect X Retri eval Type"
m nCccur s="0" maxCccurs="1" />

<el enent nane="POFormat" type="anyURl" m nCccurs="0" maxCccurs="1" />

<el enent nane="Evi denceFormat" type="anyURlI " m nCccurs="0"
maxQccurs="1"/>
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</ sequence>
</ ext ensi on>

</ conpl exCont ent >
</ xs: conpl exType>

5.3.4.1.3 JSON Syntax

TheRet ri evePOType JSON object shall implement in JSON syntax the requirements defined inthe Ret ri evePO
component.

TheRet ri evePOType JSON object shall be defined asin the JSON Schemafile (Pr eser vati on- API . j son)
provided in Annex D, and which is copied below for information.

"pres-RetrievePOlype": {
“"type": "object",
“properties": {

“poformat": {
“type": "string"

“Bptln“: {

“"$ref": "#/definitions/dsb-OptionallnputsType"
b
"regld": {

“type": "string"

b
"pold": {
"type": "string"

“versionld": {
"type': "array",
"itens": {

"type": "string"

}

’or“: {
"type": "string"

"poFormat": {
"type": "string"

"evFormat": {
“type": "string"

}
“required": ["pold"]
}

Propertiesin the JISON schema above shall implement sub-components of the Ret r i evePO component mapped by
names as shown in Table 5.

Table 5
Element Implementing JSON member name Comments
Opti onal I nputs optln 1l
Request | D reqgld 1
PA D pold I
Versi onl D versionld 1]
Subj ect Of Retri eval |sor I
POFor mat poFor mat I
Evi denceFor mat evFor mat 1
5.3.4.2 Ret ri evePOResponse
53421 Semantics

TheRet ri evePOResponse shall extend the Response component (see clause 5.3.1.2) and shall inherit the set of
sub-components.

ETSI




30 ETSI TS 119 512 V1.1.1 (2020-01)

Ret ri evePOResponse shall bereturned as response to invoking the Ret r i evePOoperation. The returned PO
elements shall contain the (sequence of) preservation object(s) and/or the evidence as specified in the request.

TheRet ri evePOResonse may contain the following sub-component:

e  Oneor moreinstances of the PO element. If present, each instance shall satisfy the requirements specified in
clause 5.4.5.

The following error codes may appear inthe Resul t / Resul t M nor component within Ret r i evePOResponse:
. http://uri.etsi.org/ 19512/ error/ noPerm ssi on
. http://uri.etsi.org/ 19512/ error/internal Error
. http://uri.etsi.org/ 19512/ error/ paraneterError
. http://uri.etsi.org/ 19512/ error/ not Supported
. http://uri.etsi.org/ 19512/ error/unknownPOFor nat
e http://uri.etsi.org/ 19512/ error/unknownEvi denceFor mat
. http://uri.etsi.org/ 19512/ error/unknownPQ D
. http://uri.etsi.org/ 19512/ error/unknownVersi onl D
. http://uri.etsi.org/ 19512/ warni ng/ request Onl yPart| ySuccessf ul

If the request is only partly successful, the preservation service should provide further detailsinthe Resul t Message
component (see clause 4.1.7 of OASIS DSS-X Core 2.0 [5]).

5.3.4.2.2 XML Syntax

The XML typeRet ri evePOResponseType shall implement the requirements defined in the
Ret ri evePOResponse component.

TheRetri evePCOResponseType XML type shall be defined asin the XML Schemafile (Pr eser vat i on-
API . xsd) provided in Annex C, and which is copied below for information.

<xs: conpl exType nanme="Retri evePOResponseType" >
<conpl exCont ent >
<ext ensi on base="pres: ResponseType" >
<sequence>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ xs: conpl exType>

5.3.4.2.3 JSON Syntax

TheRetri evePOResponseType JSON object shall implement in JSON syntax the requirements defined in the
Ret ri evePOResponse component.

TheRet ri evePOResponseType JSON object shall be defined asin the JSON Schemafile (Pr eser vat i on-
API . j son) provided in Annex D, and which is copied below for information.

"pres-Retri evePOResponseType": {
“type": "object",
"properties": {
"optQut": {
"$ref": "#/definitions/dsb-Optional QutputsType"
}

“’eqld“: {
"type": "string"
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"po": {
“"type": "array",
"itens": {

“"$ref": "#/definitions/pres-POType"
}
}
}
}

Propertiesin the JSON schema above shall implement sub-components of the Ret r i evePOResponse component
mapped by names as shown in Table 6.

Table 6
Element Implementing JSON member name Comments
Opti onal Qut put s opt Cut I
Request | D reqld 1l
PO po I

5.35 DeletePO (Conditional)
5.35.1 Del et ePORequest

5.35.1.1 Semantics

The Del et ePO request shall extend the Request component (see clause 5.3.1.1) and shall inherit the set of
sub-components.

The Del et ePOrequest shall only be supported in the case of a preservation scheme with storage (see clause 4.3.1).

In order to delete a (sequence of) preservation object(s) and corresponding metadata, the client sends a preservation
object identifier (POl D) , which addresses these data objects, and optionally additional parameters, which specify the
details of the operation.

The optional parameters may comprise a deletion mode (Mbde) , aclaimed requestor name
(A ai mredRequest or Nanre) and areason (Reason) for deletion.

The Del et ePOcomponent shall contain the following sub-component:

e  ThePO Delement. It shall contain one instance of a string and shall be used for addressing preservation
objects, which have been deposited previoudly using the Pr eser vePO operation (see clause 5.3.3).

The Del et ePOcomponent may contain the following sub-components:

. The optional Mode element. If present, it shall contain a sub-component as specified in clause 5.4.2. This
element allows to specify, whether only the provided SubDOs (Onl y SubDGs) or also the produced
preservation evidences (SubDGs AndEvi dence) shall be deleted from the storage of the preservation
service. If this optional element is omitted, the default SubDOs AndEvi dence shall be used.

3 The optional Cl ai medRequest or Nane element. If present, it shall contain a string. This element allowsto
convey additional information about the claimed requestor of the deletion operation.

. The optional Reason element. If present, it shall contain a string. This element allows to provide additional
information about the reason for deletion.

5.35.1.2 XML Syntax
The XML type Del et ePOTy pe shall implement the requirements defined in the Del et e PO component.

The Del et ePOType XML type shall be defined asinthe XML Schemafile (Pr eser vati on- API . xsd)
provided in Annex C, and which is copied below for information.
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<xs: conpl exType name="Del et ePOType" >
<conpl exCont ent >
<ext ensi on base="pres: Request Type" >
<sequence>
<el enent ref="pres: PO D'/ >
<el enent nane="Mde" type="pres: Del eti onMbdeType" m nCccurs="0"
maxCccurs="1" />
<el enent nane="d ai nedRequest or Nane" type="string" m nCccurs="0"
maxCccurs="1" />
<el enent nane="Reason" type="string" m nCccurs="0" maxCccurs="1"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ xs: conpl exType>

5.3.5.1.3 JSON Syntax

The Del et ePOType JSON object shall implement in JSON syntax the requirements defined in the Del et ePO
component.

The Del et ePOType JSON object shall be defined asin the JSON Schemafile (Pr eser vati on- APl . j son)
provided in Annex D, and which is copied below for information.

"pres-Del et ePOType": {
"type": "object",
"properties": {
"optIn": {
"$ref": "#/ definitions/dsb-Optionall nputsType"

b
"regld": {

“type": "string"
b
"pold": {

“type": "string"
"mod": {

"type": "string"
“Ern“: {

"type": "string"
"reason": {
“type": "string"
}
b
“required": ["pold"]
}

Propertiesin the JISON schema above shall implement sub-components of the Del et e PO component mapped by
names as shown in Table 7.

Table 7
Element Implementing JSON member name Comments
Optional I nput's optln 1l
Request | D reqgld 1
PA D pold I
Mode nmod I
C ai medRequest or Nane |crn I
Reason reason 0
5.3.5.2 Del et ePOResponse

The Del et ePOResponse shal extend the Response component (see clause 5.3.1.2) and shall inherit the set of
sub-components.

Del et ePOResponse shall be returned as response to invoking the Del et e PO operation.
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The following error codes may appear inthe Resul t / Resul t M nor component within Del et ePOResponse:
. http://uri.etsi.org/ 19512/ error/ noPerm ssion
. http://uri.etsi.org/ 19512/ error/internal Error
. http://uri.etsi.org/ 19512/ error/ paraneterError
. http://uri.etsi.org/ 19512/ error/ not Supported
. http://uri.etsi.org/ 19512/ error/unknownPO D

. http://uri.etsi.org/ 19512/ error/unknownhbde

5.3.6 UpdatePOC (Optional)
5.3.6.1 Updat ePOC Request

5.3.6.1.1 Semantics

The Updat ePOC request shall extend the Request component (see clause 5.3.1.1) and shall inherit the set of
sub-components. The Updat ePOC request allows to update a POC in case of preservation with storage and provide a
new version of it, if the preservation service and the applied POC-Format supports this feature (see Annex E). A given
POC-Format may either support a simple update strategy, or a sophisticated update strategy, or both.

In the simple update strategy, the sequence of provided Del t aPOC elements are treated as plain preservation objects,
which are smply added to an existing POC in order to create a new version of the POC, which contains the previously
contained preservation objects and additionally the newly provided preservation objects.

In the more sophisticated update strategy, as outlined in Annex E, asingle Del t aPOC element shall be provided,
which allows to specify the difference between the latest version of the POC and the new version of the POC, which
may consequently contain more or less preservation objects, as specified by the provided Del t aPCC element.

The Updat ePOC request shall contain the following sub-components:

. The PO D element. It shall contain one instance of a string. This element shall adress the POC, whichisto be
updated.

. The Del t aPOC element. It shall be present one or more times and satisfy the requirements specified in
clause 5.4.5. There are two cases, which need to be distinguished based on the question, whether the format of
the Del t aPOC supports sophisticated versioning as outlined in Annex E or not and whether there are multiple
Del t aPOC elements or not:

1) If thereisasingle Del t aPOC element, which POC-Format supports sophisticated versioning as outlined
in Annex E, this element specifies the content of the new version of the POC based on the latest existing
version.

2)  If thereare multiple Del t aPOC elements or the POC-Format only supports simple versioning, the
provided set of Del t aPOC elementsis simply added to the POC in order to create anew version of it.

5.3.6.1.2 XML Syntax
The XML type Updat ePOCTy pe shall implement the requirements defined in the Updat e POC component.

The Updat ePOCType XML type shall be defined asin XML Schemafile (Pr eser vati on- APl . xsd) provided
in Annex C, and which is copied below for information.

<xs: conpl exType name="Updat ePCCType" >
<conpl exCont ent >
<ext ensi on base="pres: Request Type" >
<sequence>
<el enent ref="pres: PO D'/>
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<el ement ref="pres: DeltaPOC' mi nCccurs="1" maxCccur s="unbounded"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ xs: conpl exType>

5.3.6.1.3 JSON Syntax

The Updat ePOCType JSON object shall implement in JSON syntax the requirements defined in the Updat ePOC
component.

The Updat ePOCType JSON object shall be defined asin the JSON Schemafile (Pr eser vat i on-
API . j son) provided in Annex C, and which is copied below for information.

" pres- Updat ePOCCType": {
“type": "object",
“properties": {
"optIn": {
"$ref": "#/definitions/dsb-OptionallnputsType"
}

"y eqld": {
“type": "string"
b,
“pold": {
“type": "string"
b,
"del taPoc": {
“"type": "array",
"itens": {
"$ref": "#/definitions/pres-PQOlype"
}
}
b
“required": ["pold", "deltaPoc"]
}

Propertiesin the JISON schema above shall implement sub-components of the Updat e POC component mapped by
names as shown in Table 8.

Table 8
Element Implementing JSON member name Comments
Opti onal I nputs optln 1l
Request | D reqld 1]
PA D pold I
Del t aPOC del t aPoc [
5.3.6.2 Updat ePOCResponse
5.3.6.2.1 Semantics

The Updat ePOCResponse shall extend the Response component (see clause 5.3.1.2) and shall inherit the set of
sub-components.

Updat ePOCResponse shall be returned as response to invoking the Updat e POC operation. After the internal
processing of the Updat e POC request the preservation service returns Updat ePOCResponse, which in particular
contains the identifier (Ver si onl D) of the newly created version within the already stored POC.

The Updat ePOCResponse may contain the following sub-components:

e  Theoptiona Ver si onl Delement. If present, it shall contain a string. A sequential versioning scheme should
be used, which assigns version identifierssuchasv1,v2,v3, etc.

The following error codes may appear inthe Resul t / Resul t M nor component within Updat ePOCResponse:

. http://uri.etsi.org/ 19512/ error/ noPerm ssion
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. http://uri.etsi.org/ 19512/ error/internal Error

. http://uri.etsi.org/ 19512/ error/ paraneterError

. http://uri.etsi.org/ 19512/ error/transferError

. http://uri.etsi.org/ 19512/ error/ not Supported

. http://uri.etsi.org/ 19512/ error/ noSpaceError

. http://uri.etsi.org/ 19512/ error/unknownPO D

. http://uri.etsi.org/ 19512/ error/unknownDel t aPOCType

. http://uri.etsi.org/ 19512/ error/ Del taPOCI nt er nal Probl em

. http://uri.etsi.org/ 19512/ warni ng/| owSpace

5.3.6.2.2 XML Syntax

The XML type Updat ePOCResponseType shall implement the requirements defined in the
Updat ePOCResponse component.

The Updat ePOCResponseType XML type shall be defined asin the XML Schemafile (Pr eser vati on-
APl . xsd provided in Annex C, and which is copied below for information.

<xs: conpl exType nane="Updat ePOCResponseType" >
<conpl exCont ent >
<ext ensi on base="pres: ResponseType" >
<sequence>
<el ement maxCccurs="1" m nCccurs="0" ref="pres: VersionlD'/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ xs: conpl exType>

5.3.6.2.3 JSON Syntax

The Updat ePOCResponseType JSON object shall implement in JSON syntax the requirements defined in the
Updat ePOCResponse component.

The Updat ePOCResponseType JSON object shall be defined asin the JSON Schemafile (Pr eser vat i on-
APl . j son) provided in Annex D, and which is copied below for information.

" pr es- Updat ePOCResponseType": {
“type": "object",
"properties": {
"optQut": {
“"$ref": "#/definitions/dsb-Optional CQutputsType"
}

“’eqld“: {
“type": "string"
}

’ersionld“: {
"type": "string"

}
}

Propertiesin the JSON schema above shall implement sub-components of the Updat ePOCResponse component
mapped by names as shown in Table 9.
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Table 9
Element Implementing JSON member name Comments
Opti onal Qut put s opt Qut I
Request | D reqld 1]
Ver si onl D versionld I

5.3.7 RetrieveTrace (Optional)
53.7.1 Ret ri eveTr ace request

53.7.1.1 Semantics

TheRet ri eveTr ace request shall extend the Request component (see clause 5.3.1.1) and shall inherit the set of
sub-components.

TheRet ri eveTr ace request allowsto request an audit trail element, which contains information with respect to
relevant events, which happened within a preservation service for a specific (set of) submission data object(s).

TheRet ri eveTr ace component shall contain the following sub-component:
. The PO D element. It shall contain one instance of a string, which shall identify the (sequence of) submission
data object (s) for which an audit trail is requested.
5.3.7.1.2 XML Syntax

The XML typeRet ri eveTr aceType shal implement the requirements defined inthe Ret ri eveTr ace
component.

TheRetri eveTraceType XML type shall be defined asinthe XML Schemafile (Pr eser vati on- APl . xsd)
provided in Annex C, and which is copied below for information.

<xs: conpl exType nanme="RetrieveTraceType">
<conpl exCont ent >
<ext ensi on base="pres: Request Type" >
<sequence>
<el enent ref="pres: PO D'/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ xs: conpl exType>

5.3.7.1.3 JSON Syntax

TheRetri eveTraceType JSON object shall implement in JSON syntax the requirements defined in the
Ret ri eveTr ace component.

TheRetri eveTraceType JSON object shall be defined as in the JSON Schemafile (Pr eser vati on-
API . j son) providedin Annex D, which and is copied below for information.

"pres-RetrieveTraceType": {
“type": "object",
“properties": {

"optIn": {

"$ref": "#/definitions/dsb-Optional | nputsType"
}
"regld": {

“type": "string"

b
"pold": {
"type": "string"
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}
H
“required": ["pold"]
}

Propertiesin the JSON schema above shall implement sub-components of the Ret r i eveTr ace component mapped
by names as shown in Table 10.

Table 10
Element Implementing JSON member name Comments
Opti onal I nput s optln I
Request | D reqld 1l
PO D pol d 1l
5.3.7.2 Retri eveTraceResponse
5.3.7.2.1 Semantics

TheRetri eveTr aceResponse shal extend the Response component (see clause 5.3.1.2) and shall inherit the set
of sub-components.

Ret ri eveTr aceResponse shall bereturned as response to invoking the Ret r i eveTr ace operation and shall
contain the trace of operations corresponding to the provided POl D. After the internal processing of the

Ret ri eveTr ace request the preservation service shall return Ret r i eveTr aceResponse, which in particular
shall contain the Tr ace element as specified in clause 5.4.10.

Below follows alist of the sub-components that may be present within this component:

e TheTrace element shal contain one instance of a sub-component. This element shall satisfy the
requirements specified clause 5.4.10.

The following error codes may appear inthe Resul t / Resul t M nor component within
Retri eveTraceResponse:

. http://uri.etsi.org/ 19512/ error/ noPerm ssi on
. http://uri.etsi.org/ 19512/ error/internal Error
. http://uri.etsi.org/ 19512/ error/ paraneterError
. http://uri.etsi.org/ 19512/ error/ not Supported

. http://uri.etsi.org/ 19512/ error/unknownPQ D

5.3.7.2.2 XML Syntax

The XML typeRet ri eveTr aceResponseType shal implement the requirements defined in the
Ret ri eveTraceResponse component.

TheRetri eveTraceResponseType XML type shall be defined asinthe XML Schemafile (Pr eser vati on-
APl . xsd) providedin Annex C, and which is copied below for information.

<xs: conpl exType name="RetrieveTraceResponseType" >
<conpl exCont ent >
<ext ensi on base="pres: ResponseType" >
<sequence>
<el ement ref="pres: Trace"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ xs: conpl exType>

ETSI




38 ETSI TS 119 512 V1.1.1 (2020-01)

5.3.7.2.3 JSON Syntax

TheRetri eveTraceResponseType JSON object shall implement in the JSON syntax the requirements defined in
theRet ri eveTr aceResponse component.

TheRetri eveTraceResponseType JSON object shall be defined asin JSON Schemafile (Pr eser vat i on-
APl . j son) provided in Annex D, and which is copied below for information.

"pres-RetrieveTraceResponseType": {
“type": "object",
“properties": {
"optQut": {
“"$ref": "#/definitions/dsb-Optional QutputsType"
}

" eqld": {
“type": "string"
b
"trace": {
"$ref": "#/definitions/pres-TraceType"

}
}

equired": ["trace"]
}

Propertiesin the JISON schema above shall implement sub-components of theRet ri eveTr aceResponse
component mapped by hames as shown in Table 11.

Table 11
Element Implementing JSON member name Comments
Opti onal Qut put s opt CQut 10
Request | D reqld 1]
Trace trace 1]

5.3.8  ValidateEvidence (Optional)
5.3.8.1 Val i dat eEvi dence Request

5.3.8.1.1 Semantics

TheVal i dat eEvi dence request shall extend the Request component (see clause 5.3.1.1) and shall inherit the set
of sub-components.

TheVal i dat eEvi dence request allows to validate a provided preservation evidence (Evi dence) and optionally a
corresponding (set of) preservation objects (PO), which are protected by it.

TheVal i dat eEvi dence request shall contain the following sub-components:
e TheEvi dence eement. It shal satisfy the requirements specified in clause 5.4.4.
TheVal i dat eEvi dence request may contain the following sub-components:

e  Zero or moreinstances of the optional POelement. If present, each instance shall satisfy the requirements
specified in clause 5.4.5.
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5.3.8.1.2 XML Syntax

The XML typeVal i dat eEvi denceType shall implement the requirements defined in the Val i dat eEvi dence
component.

The Val i dat eEvi denceType XML type shall be defined asinthe XML Schemafile (Pr eser vati on-
API . xsd) providedin Annex C, and which is copied below for information.

<xs: conpl exType nanme="Val i dat eEvi denceType" >
<conpl exCont ent >
<ext ensi on base="pres: Request Type" >
<sequence>
<el enent ref="pres: Evidence" m nCccurs="0" maxCccurs="1" />

</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ xs: conpl exType>

5.3.8.1.3 JSON Syntax

TheVal i dat eEvi denceType JSON object shall implement in JSON syntax the requirements defined in the
Val i dat eEvi dence component.

The Val i dat eEvi denceType JSON object shall be defined asin the JSON Schemafile (Pr eser vati on-
API . j son) providedin Annex D, and which is copied below for information.

"pres-Val i dat eEvi denceType": {
“type": "object",
“"properties": {

"optIn": {
“"$ref": "#/definitions/dsb-Optional |l nputsType"
b,
"reqld": {
“type": "string"
"ev": {
"$ref": "#/ definitions/pres-EvidenceType"
I
"po": {
"type": "array",
"itens": {
“"$ref": "#/definitions/pres-POType"
}
}
}
}

Propertiesin the JISON schema above shall implement sub-components of the Val i dat eEvi dence component
mapped by names as shown in Table 12.

Table 12
Element Implementing JSON member name Comments
Opti onal I nputs optln I
Request | D reqld 1]
Evi dence ev I
PO po I
5.3.8.2 Val i dat eEvi denceResponse
5.3.8.2.1 Semantics

TheVal i dat eEvi denceResponse shal extend the Response component (see clause 5.3.1.2) and shall inherit
the set of sub-components.

Val i dat eEvi denceResponse shall be returned as response to invoking the Val i dat eEvi dence operation.
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TheVal i dat eEvi denceResponse may contain the following sub-components:

e Theoptiona Val i dati onReport element. If present, it shall satisfy the requirements specified in
clause 5.4.5.

e  Theoptiona Pr oof OF Exi st ence element. If present, it shall contain a date/time value which corresponds
to amoment in time at which the preservation object is known to have existed.

The following error codes may appear inthe Resul t / Resul t M nor component within Val i dat eEvi dence:
. http://uri.etsi.org/ 19512/ error/ noPerm ssi on
. http://uri.etsi.org/ 19512/ error/internal Error
. http://uri.etsi.org/ 19512/ error/ paraneterError

. http://uri.etsi.org/ 19512/ error/ not Supported

5.3.8.2.2 XML Syntax

The XML type Val i dat ePOCResponseType shal implement the requirements defined in the
Val i dat ePOCResponse component.

TheVal i dat ePOCResponseType XML type shall be defined asinthe XML Schemafile (Pr eser vati on-
APl . xsd) providedin Annex C, and which is copied below for information.

<xs: conpl exType nanme="Val i dat ePOCResponseType" >
<conpl exCont ent >
<ext ensi on base="pres: ResponseType" >
<sequence>
<el enent ref="pres: ValidationReport" m nCccurs="0" maxCccurs="1" />
<el enent nane="Proof Of Exi st ence" type="dateTi me" m nCccurs="0"
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ xs: conpl exType>

5.3.8.2.3 JSON Syntax

TheVal i dat ePOCResponseType JSON object shall implement in JSON syntax the requirements defined in the
Val i dat ePOCResponse component.

TheVal i dat ePOCResponseType JSON object shall be defined asin the JSON Schemafile (Pr eser vat i on-
API . j son) providedin Annex D, and which is copied below for information.

"pres-Val i dat ePOCResponseType": {
“type": "object",
"properties": {
"pocreport": {
"$ref": "#/definitions/pres-POType"

b,
"optQut": {
“"$ref": "#/definitions/dsb-Optional QutputsType"
b,
"regld": {
"type": "string"
b,
"val Rep": {
"$ref": "#/definitions/pres-POType"
b,
"poe": {
“"type": "integer",
“format": "utc-mllisec"
}
}
}
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Propertiesin the JSON schema above shall implement sub-components of the Val i dat e POCResponse component
mapped by names as shown in Table 13.

Table 13
Element Implementing JSON member name Comments
Opti onal Qut put s opt Qut [
Request | D reqld 1l
Val i dati onReport val Rep 1l
Pr oof Of Exi st ence poe 1

5.3.9 Search (Optional)

5.3.9.1 Sear ch request

5.3.9.1.1 Semantics

The Sear ch request shall extend the Request component (see clause 5.3.1.1) and shall inherit the set of
sub-components.

The Sear ch request allows to search among the (sets of) preservation object(s), which are accessible by the client. For
this purpose, the client provides a query string (Fi | t er ), which allows to search for specific preservation objects and
POIDs.

The Sear ch request may contain the following sub-components:

. Theoptional Fi | t er element. If present, it shall contain one instance of a string. This element shall be
structured according to the applicable query language as described in the Oper at i on component for the
Sear ch request indicated in the Pr of i | e element according to clause 5.4.7.
5.3.8.1.2 XML Syntax
The XML type Sear chType shall implement the requirements defined in the Sear ch component.

The Sear chType XML type shall be defined asin XML Schemafile (Pr eser vat i on- APl . xsd) providedin
Annex C, and which is copied below for information.

<xs: conpl exType nanme="Sear chType" >
<conpl exCont ent >
<ext ensi on base="pres: Request Type" >
<sequence>
<el enent name="Filter" type="string"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ xs: conpl exType>

ETSI




42 ETSI TS 119 512 V1.1.1 (2020-01)

5.3.9.1.3 JSON Syntax
The Sear chType JSON object shall implement in JSON syntax the requirements defined in the Sear ch component.

The Sear chType JSON object shall be defined asin JISON Schemafile (Pr eser vati on- APl . j son) provided
in Annex D, and which is copied below for information.

"pres-SearchType": {
“type": "object",
“"properties": {
"optIn": {
"$ref": "#/definitions/dsb-OptionallnputsType"
}

"y eqld": {
“type": "string"

fit {
"type": "string"

}
}

Properties of the JSON object shall implement the sub-components of the Sear ch request using JSON-specific names
mapped as shown in Table 14.

Table 14

Element Implementing JSON member name Comments
Filter fi I

5.3.9.2 Sear chResponse

5.3.9.21 Semantics

The Sear chResponse shall extend the Response component (see clause 5.3.1.2) and shall inherit the set of
sub-components.

Sear chResponse shall be returned as response to invoking the Sear ch operation.
The Sear chResponse may contain the following sub-component:

e  Zeroor more instances of the optional POl D element. Each instance shall contain a string. The list of returned
PO D elements matches the provided Fi | t er element.

The following error codes may appear inthe Resul t / Resul t M nor component within
Retri eveTraceResponse:

. http://uri.etsi.org/ 19512/ error/ noPerm ssi on
. http://uri.etsi.org/ 19512/ error/internal Error
. http://uri.etsi.org/ 19512/ error/ paraneterError

. http://uri.etsi.org/ 19512/ error/ not Supported
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5.3.9.2.2 XML Syntax

The XML type Sear chResponseType shall implement the requirements defined in the Sear chResponse
component.

The Sear chResponseType XML type shall be defined asin the XML Schemafile (Pr eser vat i on- API . xsd)
provided in Annex C, and which is copied below for information.

<xs: conpl exType name="Sear chResponseType" >
<conpl exCont ent >
<ext ensi on base="pres: ResponseType" >
<sequence>
<el enent ref="pres: PO D' m nCccurs="0" maxCccurs="unbounded" />
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ xs: conpl exType>

5.3.9.2.3 JSON Syntax

The Sear chResponseType JSON object shall implement in JSON syntax the requirements defined in the
Sear chResponse component.

The Sear chResponseType JSON object shall be defined asin the JISON Schemafile (Pr eser vati on-
APl . j son) provided in Annex D, and which is copied below for information.

" pres- Sear chResponseType": {
“type": "object",
"properties": {
"result":
"$ref": "#/ definitions/dsb-ResultType"

b,
"optQut": {
"$ref": "#/definitions/dsb-Optional QutputsType"
b,
"reqld": {
“type": "string"
b
"pold": {
"type": "array",
"itens": {

“type": "string"

}
}
}

Properties of the JSON object shall implement the sub-components of Sear chResponse using JSON-specific names
mapped as shown in Table 15.

Table 15

Element Implementing JSON member name Comments
PO D pol d 1l
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54 Components for operations

541 Overview

The components in the present clause are provided in a phabetic ordering as shown in Table 16.

Table 16

Component Clause
Del et i onMode 5.4.2
Event 5473
Evi dence 5.4.4
PO 5.4.5
Preservati onSt or ageModel 5.4.6
Profile 5.4.7
St at us 5.4.8
Subj ect Of Retri eval 5.4.9
Trace 5.4.10

5.4.2 Component Del eti onMode

54.2.1 Semantics

The Del et i onMbde component specifies the details of the Mode parameter in the Del et ePOrequest (see
clause 5.3.5).

The Del et i onMbde component shall contain the following sub-component:

e Theval ue element. It shall contain one instance of a string. Its value shall be limited to an item of the
following set:

- Onl ySubDGCs - indicates that only the provided SubDOs will be deleted.

- SubDOs AndEvi dence - indicates that the provided SubDOs and the preservation evidences produced
by the preservation service will be deleted.

5.4.2.2 XML Syntax
The XML type Del et i onModeType shall implement the requirements defined in the Del et i onMbde component.

TheDel eti onMbdeType XML type shall be defined asin the XML Schemafile (Pr eser vat i on- API . xsd)
provided in Annex C, and which is copied below for information.

<si npl eType nane="Del eti onMbdeType" >
<restriction base="string">
<enuner ati on val ue="0Onl ySubDGs"/ >
<enuner at i on val ue="SubDCsAndEvi dence"/ >
</restriction>
</ si npl eType>

5.4.2.3 JSON Syntax

TheDel eti onMbdeType JSON object shall implement in JSON syntax the requirements defined in the
Del et i onMbde component.

TheDel eti onMbdeType JSON object shall be defined asin the JSON Schemafile (Pr eser vat i on- APl . xsd)
provided in Annex D, and which is copied below for information.
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"pres-Del eti onModeType": {

“type": "string",

“enuni: ["OnlySubDGCs", "SubDOsAndEvi dence"]
}

Propertiesin the JISON schema above shall implement the sub-component of the Del et i onMbde component mapped
by names as shown in Table 17.

Table 17

Element Implementing JSON member name Comments
val ue Val ue 1l

5.4.3 Component Event

5431 Semantics

The Event component contains information about an event, which occurred within the preservation service. It is part
of the Tr ace component (see clause 5.4.10), which can be retrieved with the Ret r i eveTr ace operation (see
clause 5.3.7).

The Event component shall contain the following sub-components:

e TheTi me element. It shall be present and contain one instance of a date/time value, which indicates the point
in time at which the event occurred.

. The Subj ect element. It shall be present and contain one instance of a string, which indicates the subject
which triggered the event. In case the event is triggered by the client, the Subj ect element should contain a
string, which identifies the client. If the event istriggered by the preservation service, the Subj ect element
should indicate this accordingly. In this case it may provide additional details with respect to the specific
module, which triggered the event.

. The Oper at i on element. It shall be present and contain one instance of a string, which indicates the
characteristic of the event, such as the invoked operation related to the event.

The Event component may contain the following sub-components:

. The optional Obj ect element. If present, it shall contain a string, which indicates the object which is

addressed within the event.
. The optional Det ai | element. If present, it shall contain a string, which describes more details related to the
event.
5.4.3.2 XML Syntax

The Event Type XML type shall be defined asin the XML Schemafile (Pr eser vat i on- APl . xsd) provided in
Annex C, and which is copied below for information.

<conpl exType name="Event Type">
<sequence>
<el enent name="Ti me" type="dateTi me"/>
<el enent nanme="Subject" type="string"/>
<el enent nanme="Cperation" type="string"/>
<el enment nanme="Object" type="string" m nCccurs="0" maxCccurs="1" />
<el enent nane="Detail" type="string" m nCccurs="0" maxCccurs="1" />
</ sequence>
</ conpl exType>
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5.4.3.3 JSON Syntax
The Event Type JSON object shall implement in JSON syntax the requirements defined in the Event component.

The Event Type JSON element shall be defined asin the JISON Schemafile (Pr eser vat i on- APl . xsd)
provided in Annex D, and which is copied below for information.

"pres-Event Type": {
"type": "object",
“properties": {

"time": {
"type": "integer",
"format": "utc-mllisec"
b
"sub": {
"type": "string"
b
"op": {
“type": "string"
"obj": |
“type": "string"
"’det": {
"type": "string"
"’required": ["tine", "sub", "op"]

}

Propertiesin the JSON schema above shall implement sub-components of the Event component mapped by names as
shown in Table 18.

Table 18
Element Implementing JSON member name Comments
Ti me tinme 1]
Subj ect sub [
Operation op I
oj ect obj I
Det ai | det 10

5.4.4  Component Evi dence

5441 Semantics

The Evi dence component is used as an input element within the Val i dat eEvi dence operation (see clause 5.3.8)
to provide the preservation evidence, which is to be validated.

The Evi dence component shall extend the PO component (see clause 5.4.5), from which it inherits the mandatory
subcomponentsval ue and For mat | d.

The Evi dence component shall contain the following sub-components:

e Theval ue element. It shall contain one instance of base64 encoded binary data or xml data, which contains
the preservation evidence.

e TheFor mat | d element. It shall contain one instance of a URI, which identifies the format of the preservation
evidence. Please refer to clause A.2 for preservation evidence formats used in the preservation schemes
specified in the present document (see Annex F).
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The Evi dence component may contain the optional sub-components M nmeType, Pronoml d, | Dand
Rel at edObj ect s of the PO component (see clause 5.4.5) and the following sub-components:

. The optional PO D element. If present, it shall contain one instance of a string, which identifies the
preservation object to which the Evi dence component belongs.

. The optional Ver si onl D element. If present, it shall contain one instance of a string, which identifiesa
particular version of the preservation object provided provided inthe Val i dat eEvi dence operation.

5.4.4.2 XML Syntax
The XML type Evi denceType shall implement the requirements defined in the Evi dence component.

The Evi denceType XML type shall be defined asin the XML Schemafile (Pr eser vati on- APl . xsd)
provided in Annex C, and which is copied below for information.

<conpl exType name="Evi denceType" >
<conpl exCont ent >
<ext ensi on base="pres: POType" >
<attribute name="PO D' type="string" use="optional"/>
<attribute name="Versionl D' type="string" use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

5.44.3 JSON Syntax

The Evi denceType JSON object shall implement in JSON syntax the requirements defined in the Evi dence
component.

The EvidenceType JSON element shall be defined asin the JISON Schema file (Preservation-API.json) provided in
Annex D, and which is copied below for information.

"pres- Evi denceType": {
“type": "object",
“properties": {
"val ue": {
"bi naryData": {
"$ref": "#/ definitions/pres-POType: Bi nar yDat a"
}

m Data": {
"$ref": "#/ definitions/pres-POlype: Xnl Dat a"

"i‘orrratld": {
"type": "string"

" m neType": {
"type": "string"

"bronom d': {
“type": "string"
"d g
“type": "string"
b
"rel Obj": {
"type": "array",
"itens": {

"type": "string"
},

b
"pold": {
“type": "string"
"(/erld": {
“type": "string"
}
}
}
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Propertiesin the JSON schema above shall implement sub-components of the Evi dence component mapped by
names as shown in Table 19.

Table 19

Element Implementing JSON member name Comments
val ue val ue I
Format I d formatld 1l
M meType m meType
Pronom d pronom d
I D id
Rel at edObj ect s rel Obj
PA D pol d [0
Ver si onl D verld 1l

545 Component PO

5.45.1 Semantics

The PO component is a generic container object, which is used for conveying preservation objects. This generic
component isused in several operations, such as Pr eser vePO(see clause 5.3.3), Ret r i evePO(see clause 5.3.4),
Updat ePOC (see clause 5.3.6) and Val i dat eEvi dence (see clause 5.3.8).

The component PO shall contain the following the sub-component:

. Theval ue element. It shall contain one instance of subcomponent, which contains the value of the
preservation object. This subcomponent contains either base64 encoded binary data (bi nar yDat a) or any
XML-based element from another namespace (xm Dat a).

The component POmay contain the following optional the sub-components:

e  Theoptiona For mat | d element. If present, it shall contain a URI, which specifies the general type and
format of the PO, if present. This element shall be present, if the preservation object is an evidence (see
clause A.2) or specific submission data object (see clause A.1) or an additional output format (see clause A.3)
and hence requires specific treatment beyond base64 encoding or decoding respectively.

. The optional M neType element. If present, it shall contain one instance of a string and indicate the Media
Type of apreservation object. This element shall be present, if the For mat | d element is omitted. It should
contain values registered in the Media Type Registry maintained by IANA [i.18].

e  Theoptiona Prononl d element. If present, it shall contain one instance of a string and refer to the
PRONOM Persistant Unique Identifier (PUID) [i.23]. Thisidentifier should be used, if additional
classification information for the preservation object is required in a specific context.

e  Theoptiona | Delement. If present, it shall contain one instance of a unique identifier. It may be used for
uniquely identifying a preservation object within alarger data structure.

e Theoptiona Rel at edObj ect s element. If present, it shall contain one instance of a unique identifier
reference and may be used for pointing to related preservation objects within alarger data structure.

5.45.2 XML Syntax
The XML type POTy pe shall implement the requirements defined in the PO component.

NOTE: Thetechnical destinction between bi nar yDat a and xm Dat a withinthechoi ce element of the
POType below is necessary to enable efficient handling and optimized transmission of XML -based
preservation objects, according to clause A.3.2 for example, via SOAP-based [i.25] interfaces using the
"SOAP Message Transmission Optimization Mechanism" according to [i.26].
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The POType XML element shall be defined asin the XML Schemafile (Pr eser vati on- APl . xsd) providedin
Annex C, and which is copied below for information.

<conpl exType nanme="POType" expect edContent Types="*/*">
<choi ce>
<el enent nane="bi naryDat a" >
<conpl exType xmi nme: expect edCont ent Types="*/*">
<si npl eCont ent >
<ext ensi on base="base64Bi nary" >
</ ext ensi on>
</ si npl eCont ent >
</ conpl exCont ent >
</ el ement >
<el enent name="xnl Dat a" >
<conpl exType>
<sequence>
<any nanespace="##ot her" processContents="|ax"></any>
</ sequence>
</ conpl exType>
</ el ement >
</ choi ce >
<attribute nane="Formatl|d" type="anyURl" use="optional"/>
<attribute nane="M neType" type="string" use="optional"/>
<attribute nane="Pronom d" type="string" use="optional"/>
<attribute name="1D"' type="1D"' use="optional"/>
<attribute name="Rel at edObj ects" type="|DREFS" use="optional "/>
</ conpl exType>

5.45.3 JSON Syntax
The POType JSON object shall implement in JSON syntax the requirements defined in the PO component.

The POType JSON object shall be defined asin the JSON Schemafile (Pr eser vati on- APl . j son) providedin
Annex D, and is copied below for information.

"pres-POlype": {
“type": "object",
“"properties": {
"val ue": {
"$ref": "#/definitions/urn%A sonschema%BAj avax¥BAacti vati on¥8ADat aHandl er "
F
“formatld": {
"type": "string"
}

"nEType“: {
"type": "string"

b
“pronom d": {
"type": "string"
”id”: {
"type": "string"

b,
"rel Obj": {
"type": "array"
}
}
}

Propertiesin the JSON schema above shall implement sub-components of PO component mapped by names as shown
in Table 20.

Table 20

Element Implementing JSON member name Comments
val ue val ue 1]
Format | d formatld I
M meType m meType
Pronom d pronom d
I D id
Rel at edObj ect s rel Qbj
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5.4.6 Component Pr eser vat i onSt or ageModel

546.1 Semantics

ThePr eservati onSt or ageModel component specifies the storage model (see clause 4.3) of the operational
profile (see clause 5.4.7) of the preservation service under consideration.

ThePreservati onSt or ageModel component shall be an instance of a string, which shall be one of the following
values:

. W t hSt or age - for a preservation service with storage (see clause 4.3.1).
. W t hTenpor ar ySt or age - for a preservation service with temporary storage (see clause 4.3.2).

. W t hout St or age - for a preservation service without storage (see clause 4.3.3).

5.4.6.2 XML Syntax

The XML type Pr eser vat i onSt or geMbdel Type shall implement the requirements defined in the
Preservati onSt or geModel component.

ThePr eservati onSt or ageModel Type XML element shall be defined asin XML Schemafile
(Preservati on- API . xsd) provided in Annex C, and which is copied below for information.

<si npl eType nane="Preservati onSt orageMdel Type" >
<restriction base="string">
<enuner ati on val ue="Wt hSt or age"/ >
<enuner ati on val ue="Wt hTenpor arySt or age"/ >
<enuner ati on val ue="Wt hout St or age"/ >
</restriction>
</ si npl eType>

5.4.6.3 JSON Syntax
The component Pr eser vat i onSt or ageModel isderived from the string type with the admissible val ues specified
above.

5.4.7 Component Profil e

54.7.1 Semantics
The Pr of i | e component specifies the operational details of a preservation profile, as outlined in clause 4.4.
The Pr of i | e component shall contain the following sub-components:

e TheProfileldentifier element. It shall be present and contain a URI according to IETF RFC 3986 [2],
which uniquely identifies the preservation profile.

NOTE 1: Theidentifier may reflect organizational structures of the pertinent naming authority. Such organizational
aspects are beyond the scope of the present document.

e TheOperati on element. It shall be present one or more times and provides information about the operations
supported by the preservation profile. Each element shall satisfy the requirements specified in OASIS Digital
Signature Service Information [6]. For each operation supported by the preservation profile there shall be one
Oper at i on element. The Oper at i on element shall specify:

- The set of supported input parameters and submission data object formats, which require a special
treatment by the preservation service beyond any base64 decoding for binary data objects, within the set
of | nput and For mat elements, if applicable.

NOTE 2: Base64 encoding is necessary for the transmission of binary data objects within XM L-based structures
using SOAP according to [i.25].
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NOTE 3: Please refer to clause 5.4.5.2 for the detailed specification of the POType, which distinguishes between
base64 encoded binary data objects and XML -based data objects in order to support the efficient handling
of both binary and XML -based data objects and preservation object containers SOAP according to [i.25].

EXAMPLE: The XML-based Archive Information Package (XAIP) according to clause A.3.2 is an example of
an XML -based preservation object container, which may in turn contain nested binary data
objects.

- The set of supported optional input elements within the Opt i on elements, if applicable.

- The set of supported output parameters and retrievable data object formats, within the set of Qut put
and For mat s elements, if applicable.

NOTE 4: The submission data object formats specified within the present document can be found in clause A.1.

NOTE 5: The output formats registered by the present document are preservation object container formats. They
can befound in clause A.3.

NOTE 6: All submission data object formats may also appear as output data formats.

NOTE 7: Typical examples for output data object formats comprise formats for preservation object containers,
which contain multiple preservation objects, which have been submitted in asingle call to the
preservation service or belong together for some other reason.

. The Pol i cy element. This element shall be present one or two timesin order to specify the set of policies,
which are applicable for the preservation profile. Each element shall satisfy the requirements specified in
OASIS Digital Signature Service Information [6].

There shall be one Pol i cy element, which specifies the preservation evidence policy of the preservation
profile. The Ty pe of this Policy element shall be equal to the following URI:

- http://uri.etsi.org/ 19512/ policy/ preservation-evi dence

If the preservation goal is PDS and the valiation data is not provided by the client, there shall be a second
Pol i cy element, which specifies the signature validation policy. The Type of this Policy element shall
be equal to the following URI:

- http://uri.etsi.org/ 19512/ policy/signature-validation

NOTE 8: Whilethe current version of the present document assumes that a human-readable policy document is
present, future versions of the present document may refer to machine-readable policy specifications, if
available. When thisis achieved, this will allow machine-processable profiles.

e TheProfileValidityPeriodeement. Thiselement shall specify initschild element Val i dFr om the
point in time from which on the preservation profile has become active or will become active and may in its
optional child element Val i dUnt i | specify the point in time at which the preservation profile will become
inactive, if required.

e ThePreservati onSt orageModel element. It shall satisfy the requirements specified in clause 5.4.6 and
is used to specify the storage model of the preservation profile according to clause 4.3.

e ThePreservati onGoal dement. It shall be present one or more times and provides information about the
preservation goals supported by the preservation profile. Each element shall be a URI according to IETF
RFC 3986 [2], which specifies a preservation goal supported by the preservation service.

NOTE 9: Please refer to clause 4.2 for the preservation goals defined in the present document.

e TheEvi denceFor mat element. This element shall be present one or more times in order to specify the set
of evidence formats supported by the present preservation profile. Each element shall satisfy the requirements
of the For mat component specified in OASIS Digital Signature Service Information [6].

NOTE 10: The evidence formats defined by the present document can be found in clause A.2.

ETSI



52

ETSI TS 119 512 V1.1.1 (2020-01)

The Pr of i | e component may contain the following sub-components:

e TheSpecification element. Thiselement may appear zero or more times and shall, if present, bea URI
according to IETF RFC 3986 [2]. This URI shall refer to a publicly available specification in which the

preservation profile is described.

e TheDescri pti on element. This element may appear zero or more times and shall, if present, be of type
I nternational StringType according to OASIS DSS-X Core 2.0 [5] or a corresponding JSON
trandation and may be used to provide descriptions of the preservation profile in multiple languages. If the
Speci fi cati on element aboveis present, the Descri pti on element should focus on those aspects of
the preservation profile, which are not yet specified in the referenced specification document in sufficient

detail.

e TheSchenel dentifi er edement. Thiselement may be present in order to identify the preservation scheme
related to the preservation profile. If present, it shall contain a URI according to IETF RFC 3986 [2].

NOTE 11:Please refer to Annex F for preservation schemes defined by the present document.

. The Expect edEvi denceDur at i on element. This element is optional and may be used to specify the
duration during which the preservation service expects that a preservation evidence can be used to achieve the

preservation goal .

NOTE 12:See ETSI TS 119 511 [i.14], clause 4.4 for more information on the expected evidence duration.

. ThePreservati onEvi denceRet enti onPeri od element. This element shall be present in case of
preservation with temporary storage in order to specify the period in which the asynchronously produced
preservation evidences can be retrieved by the client.

° Zero or more instances of the Ext ensi on element, which can be used to extend the semantics of the
Pr of i | e component. Each instance shall be as specified in OASIS Digital Signature Service Metadata [6].

The effective set of sub-components of the Pr of i | e element and the mapping to the JSON syntax and the
requirements defined in clause 6.4 of ETSI TS 119 511 [i.14] isprovided in Table 21.

Table 21
Element Implementing JSON Correspondence to requirements defined in
member name ETSI TS 119 511 [i.14] (clause 6.4)

Profileldentifier pi d OVR-6.4-04 a)

Qper ati on op OVR-6.4-04 b)

Pol i cy pol OVR-6.4-04 ¢)
ProfilevalidityPeriod pvp OVR-6.4-04 d)

Preservati onSt or ageModel psm OVR-6.4-04 e)

Preservati onGoal pg OVR-6.4-04 f)

Evi denceFor mat ef OVR-6.4-04 g)

Speci fication spec OVR-6.4-04 h)

Descri ption desc OVR-6.4-04 i)

Schenel denti fier sid OVR-6.4-04 ))

Expect edEvi denceDur ati on eed OVR-6.4-05

Preservati onEvi dence perp OVR-6.4-06

Ret ent i onPeri od

Ext ensi on ext
5.4.7.2 XML Syntax

The XML type Pr of i | eType shall implement the requirements defined in the Pr of i | e component.

TheProf i | eType XML type defined in the present document is an extension of thei nf o: Pr of i | eType defined
in OASIS Digital Signature Service Information [6] and shall be defined asin the XML Schemafile
(Preservati on- APl . xsd) providedin Annex C, and which is copied below for information.
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<conpl exType name="Profil eType">
<conpl exCont ent >
<ext ensi on base="info: Profil eType">
<sequence>

<el enent nane="Scheneldentifier" type="anyUR " m nCccurs="0"
maxCccur s="1"/>

<el enent nane="ProfileValidityPeriod"
type="pres: ProfileValidityPeri odType"/>

<el enent nane="Preservati onSt or ageMbdel "
type="pres: Preservati onSt or ageMddel Type" />

<el ement nane="PreservationGoal " type="anyURl " m nCccurs="1"
maxQccur s=" unbounded" />

<el enent nane="Evi denceFormat" type="i nf o: For mat Type"
maxCccur s="unbounded" />

<el enent nane="Expect edEvi denceDur ati on" type="duration"
m nCccurs="0" />

<el enent nane="Preservati onEvi denceRet enti onPeri od" type="duration"
m nCccurs="0" />

</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

5.4.7.3 JSON Syntax

TheProf i | eType JSON object shall implement in JSON syntax the requirements defined in the Prof i | e
component.

TheProfil eType JSON object shall be defined asin the JSON Schemafile (Preser vati on- APl . j son)
provided in Annex D, and which is copied below for information.

"pres-ProfileType": {
"type": "object",
"properties": {

"pid": {
"type": "string"

"spec": {
"type": "array",
"items": {

"type": "string"

}

escription": {
"type": "array",

"items": {
"$ref": "#/definitions/dsb-International StringType"
}
b
"op": {
"type": "array",
"items": {
"$ref": "#/definitions/nd-COperationType"
}
T
"pol": {
"type": "array",
"items": {
"$ref": "#/ definitions/md-PolicyType"
}
b
"ext": {
"type": "array",
"items":
"$ref": "#/ definitions/nd-ExtensionType"
}
b
"sid": {
"type": "string"
b
"pvp: {
"$ref": "#/definitions/pres-ProfileValidityPeriodType"
b
"psnm': {

"type": "string"
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b,
"pg": {
“"type": "array",
"items": {
"type": "string"
I
tef": {
"type": "array",
"itens": {
“"$ref": "#/definitions/nd-Fornat Type"
}
b,
"eed": {
“type": "string"
"perp": {

"type": "string"

“}equired“: ["pvp", "psni', "pg", "ef"]
}

Propertiesin the JSON schema above shall implement sub-components of the Pr of i | e component mapped by names
asshown in Table 21.

5.4.8 Component St at us

548.1 Semantics
The St at us component isused inthe Ret ri evel nf o request (see clause 5.3.2).
The St at us component shall contain the following sub-components:
. Theval ue element. It shall contain one instance of a string which shall be one of the following values:

- act i ve - toindicate that only active preservation profiles shall be returned in
Ret ri evel nf oResponse. Thisvaue shal be the default value, if the optional St at us element is
omitted inthe Ret r i evel nf o cal according to clause 5.3.2.

- i nactive - toindicatethat only inactive preservation profiles shall be returned in
Retri evel nf oResponse.

- al | -toindicate that both, active and inactive preservation profiles shall be returned.

5.4.8.2 XML Syntax

The XML type St at us Ty pe shall implement the requirements defined in the St at us component.

The St at usType XML type shall be defined asin the XML Schemafile (Pr eser vati on- APl . xsd) provided
in Annex C, and which is copied below for information.

<si npl eType nanme="St at usType" >
<restriction base="string">
<enuner ati on val ue="active"/>
<enuner ati on val ue="i nactive"/>
</restriction>
</ si npl eType>

5.4.8.3 JSON Syntax

The component St at us isderived fromthe st ri ng type with the val ues specified above.
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5.4.9 Component Subj ect O Ret ri eval

5491 Semantics

The Subj ect Of Ret ri eval component isused inthe Ret ri evePOrequest to specify what should be the subject
of the retrieval call.

The Subj ect O Ret ri eval component shall contain the following sub-component:
. Theval ue element. It shall contain one instance of a string which shall be one of the following values:
- PO- indicates that only the preservation object is requested to be retrieved.
- Evi dence - indicates that only the preservation evidence is requested to be retrieved.

- POn t hEnmbeddedEvi dence - indicates that both the preservation object and the preservation
evidence are to be retrieved combined in a preservation object (container), which contains both the
submitted preservation object and the preservation evidence.

EXAMPLE: ASIC-E (see clause A.3.1) containers according to ETSI EN 319 162-1 [1], X AIP containers
according to BSI TR-03125-F [i.2] (see clause A.3.2) and PAdES digital signatures with document
time-stamp according to ETSI EN 319 142-1 [i.8] are examples of preservation object (containers),
which contain both the submitted preservation object and the preservation evidence.

- POwi t hDet achedEvi dence - indicates that both the preservation object and the preservation
evidence are to be retrieved as separate objects.

5.4.9.2 XML Syntax

The XML type Subj ect Of Ret ri eval Type shall implement the requirements defined in the
Subj ect O Ret ri eval component.

The Subj ect O Ret ri eval Type XML type shall be defined asin the XML Schemafile (Pr eser vati on-
APl . xsd) providedin Annex C, and which is copied below for information.

<si npl eType nane="Subj ect Of Retri eval Type" >
<restriction base="string">
<enuner ati on val ue="PQ'/ >
<enuner ati on val ue="Evi dence"/ >
<enuner ati on val ue="POw t hEnbeddedEvi dence"/ >
<enuner ati on val ue="POw t hDet achedEvi dence"/ >
</restriction>
</ si npl eType>

5.4.9.3 JSON Syntax

The Subj ect Of Ret ri eval Type JSON object shall implement in JSON syntax the requirements defined in the
Subj ect O Ret ri eval component.

The Subj ect O Ret ri eval Type JSON object shall be defined asin the JISON Schemafile (Pr eser vati on-
API . j son) provided in Annex D, and which is copied below for information.

"pres-Subj ect O Retrieval Type": {

"type": "string",

“enuni: ["PO', "Evidence", "POni thEnbeddedEvi dence", "POnithDetachedEvi dence"]
}

Propertiesin the JSON schema above shall implement sub-component of Subj ect Of Ret ri eval component
mapped by names as shown in Table 22.
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Table 22

Element Implementing JSON member name Comments
val ue val ue 1]

5.4.10 Component Tr ace

5.4.101 Semantics

The Tr ace component contains a sequence of Event elements (see clause 5.4.4) and is returned as response to a
Ret ri eveTr ace request (seeclause 5.3.7).

The Tr ace component may contain the following sub-component:

. Zero or more instances of the Event element. Each instance of the Event element shall be according to
clause 5.4.4.

5.4.10.2 XML Syntax
The XML type Tr aceType shal implement the requirements defined in the Tr ace component.

The Tr aceType XML type shall be defined asin XML Schemafile (Pr eser vat i on- APl . xsd) providedin
Annex C, and which is copied below for information.

<conpl exType name="TraceType">
<sequence>
<el enent ref="pres: Event" m nCccurs="0" maxCccurs="unbounded" />
</ sequence>
</ conpl exType>

5.4.10.3 JSON Syntax
The Tr aceType JSON object shall implement in JSON syntax the requirements defined in the Tr ace component.

The Tr aceType JSON object is defined in the JISON Schemafile (Pr eser vati on- APl . j son) providedin
Annex D, and which is copied below for information.

"pres-TraceType": {
"type": "object",
"properties": {

"event": {
"type": "array",
"itens": {

“$ref": "#/definitions/pres-Event Type"
}
}
}
}

Propertiesin the JISON schema above shall implement the sub-component of the Tr ace component mapped by names
as shown in Table 23.

Table 23

Element Implementing JSON member name Comments
Event event 1]
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5.5 Components for ASIC extensions

55.1 Overview and motivation

Among the preservation object containers mentioned in the present document is the ASIC-container defined in ETS
EN 319 162-1 [1] and profiled in clause A.3.1. The components defined in the present clause specify
preservation-specific extensions for the ASi Cvani f est component (see clause 5.5.2) and the

Dat aCbj ect Ref er ence component (see clause 5.5.3).

552 Extensions for ASi C\Vani f est

5521 Cont ai ner | D Extension

55211 Semantics

The Cont ai ner | D extension may be used to convey the preservation service-specific identifier of a preservation
object container.

The following sub-component shall be present within the Cont ai ner | D component:

e  ThePO Delement shall be present and indicate the preservation object identifier (POID) of the preservation
object container.

The following sub-component may be present within the Cont ai ner | D component:

e  Theoptiona Ver si onl D element may be present and indicate the version identifier of the preservation
object container, if applicable.

5.5.2.1.2 Syntax
The XML type Cont ai ner | DType shall implement the requirements defined in the Cont ai ner | D component.

The Cont ai ner | D XML element shall be defined asin XML Schemafile (Pr eser vati on- APl . xsd) provided
in Annex C, and which is copied below for information.

<el enent nane="Contai nerl D' type="pres: Contai ner| DType" />

<conpl exType nane="Cont ai ner | DType" >
<sequence>
<elenent ref="pres:POD"' />
</ sequence>
</ conpl exType>

<el ement nane="PO D' type="string"/>
<el enent nane="Versionl D' type="string" />

5.5.2.1.3 Criticality

The Cont ai ner | D extension should not be critical.
55.2.2 Pr eservat i onPeri od Extension

55.221 Semantics

ThePr eservat i onPeri od extension consists of asingle element, which shall indicate the preservation period of
the preservation object container.
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5.5.2.2.2 Syntax
The XML element Pr eser vat i onPer i od shal implement the requirements defined for this component.

ThePr eservati onPeri od XML element shall be defined asin XML Schemafile (Pr eser vat i on- APl . xsd)
provided in Annex C, and which is copied below for information.

<el enent nane="PreservationPeriod" type="date" />

5.5.2.2.3 Criticality

The Pr eser vat i onPeri od extension should not be critical.
5.5.2.3 Preservati onSubni tt er Extension

55.23.1 Semantics

ThePr eservati onSubmi tt er extension consists of a single element, which shall identify the client initsrole as
preservation submitter.

5.5.2.3.2 Syntax
The XML element Pr eser vat i onSubni tt er shall implement the requirements defined for this component.

ThePreservati onSubni tter XML element shall be defined asin XML Schemafile (Pr eser vati on-
API . xsd) providedin Annex C, and which is copied below for information.

<el enent nane="PreservationSubnitter" type="string" />

5.5.2.3.3 Criticality

The Pr eservati onSubni tt er extension should not be critical.
5.5.24 | sUpdat edVer si onOf Extension

55.24.1 Semantics

Thel sUpdat edVer si onOF extension allows to indicate that a preservation object container isindeed an update of
another preservation object container. For this purpose, it shall refer to this preservation object container.

5.5.2.4.2 Syntax
The XML element | sUpdat edVer si onCOf shall implement the requirements defined for this component.

Thel sUpdat edVer si onOF XML element shall be defined asin XML Schemafile (Pr eser vat i on- APl . xsd)
provided in Annex C, and which is copied below for information.

<el enent nane="I| sUpdat edVer si onOF" type="anyURl" />

5.5.2.4.3 Criticality

Thel sUpdat edVer si onOfF extension should not be critical.
5.5.25 Canoni cal i zat i onMet hod Extension

55.25.1 Semantics

TheCanoni cal i zat i onMet hod extension allows to specify how XML data contained in a preservation object
container shall be canonicalized prior to applying preservation techniques.
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5.5.2.5.2 Syntax
The XML element Canoni cal i zat i onMet hod shall implement the requirements defined for this component.

The Canoni cal i zati onMet hod XML element shall be defined asin the XML Schemafile (xm dsi g- cor e-
schema- dss-rw. xsd) provided with OASIS DSS-X Core 2.0 [5].

5.5.25.3 Criticality

The Canoni cal i zat i onMet hod extension should be critical, because preservation evidences will appear to
becomeinvalid, if arequired canonicalization method is missed to be applied.

5.5.2.6 Val i dat i onReport Extension

55.26.1 Semantics

TheVal i dat i onReport extension alowsto insert a validation report, which provides the validation result for the
preservation evidence and data objects referred to in the corresponding ASi Cvani f est element.

5.5.2.6.2 Syntax

The XML element Val i dat i onReport shall satisfy the requirements defined in clause 5.4.5.

5.5.2.6.3 Criticality

TheVal i dat i onReport extension should not be critical.
5.5.3 Extensions for Dat aCbj ect Ref er ence

553.1 | sMet aDat aO>F Extension

55311 Semantics

Thel sMet aDat aOf extension allows to indicate that a preservation object isindeed a meta data object, which
describes another data object. For this purpose, it shall refer to the preservation object of which it is a meta data
information.

55.3.1.2 Syntax
The XML element | sMet aDat aOf shall implement the requirements defined for this component.

Thel sMet aDat aOf XML element shall be defined asin XML Schemafile (Pr eser vat i on- API . xsd)
provided in Annex C, and which is copied below for information.

<el enent nane="|sMetaDataO" type="anyURl " />

5.5.3.1.3 Criticality

Thel sMet aDat aOF extension should not be critical.
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5.6 Components for other preservation object formats
5.6.1 Component Di gest Li st

56.1.1 Semantics

The Di gest Li st component is conveyed as content of the PO component (see clause 5.4.5) within the Pr eser vePO
call (see clause 5.3.3) of the preservation scheme with temporary storage as specified in clause F.2. Below follows alist
of the sub-components that constitute this component:

. The Di gest Met hod element shall contain one instance of a string. The string specifies the digest algorithm
as URI, which contains an Object Identifier (OID) as specified in IETF RFC 3061 [i.19].

EXAMPLE: Thestringur n: oi d: 2. 16. 840. 1. 101. 3. 4. 2. 1 corresponds to the digest algorithm
SHA256.

. The Di gest Val ue element may occur one or more times and shall contain one instance of a base64 encoded
binary value, which represents a digest value, which has been calculated with the specified Di gest Met hod.

. The optional Evi dence element shall, if present, contain a preservation evidence, which shall be augmented
by the preservation service, whereas the details of the augmentation process are defined by the preservation
object format and applied preservation evidence policy of the applied preservation profile. A given element
shall satisfy the requirements specified in clause 5.4.4.

NOTE: SubmittingaDi gest Li st component containing a digest method, alist of digest values and an
evidence record according to IETF RFC 4998 [3] or IETF RFC 6283 [4] to a preservation service which
implements the preservation scheme with temporary storage as specified in clause F.2 allows to perform a
hash-tree renewal of the provided evidence record.

5.6.1.2 XML Syntax

The XML type Di gest Li st Type shall implement the requirements defined in the Di gest Li st component.

The Di gest Li st Type XML element shall be defined asin XML Schemafile (Pr eser vati on- APl . xsd)
provided in Annex C, and which is copied below for information.

<conpl exType name="Di gest Li st Type">
<sequence>
<el enent ref="ds-rw Di gest Met hod"/ >
<el enent maxCccur s="unbounded" m nCccurs="1" ref="ds-rw Di gest Val ue"/>
<el ement maxCccurs="1" mi nCccurs="0" ref="pres: Evi dence"/>
</ sequence>
</ conpl exType>

5.6.1.3 JSON Syntax
The component Di gest Li st isnot used as JSON object directly.

The Di gest Li st Type JSON object shall implement in JSON syntax the requirements defined in the Di gest Li st
component.

Properties of the JSON object shall implement the sub-components of Di gest Li st using JSON-specific names
mapped as shown in Table 24.

Table 24
Element Implementing JSON member name Comments
Di gest Met hod di gAl g [
Di gest Val ue di gVal
Evi dence ev
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The Di gest Li st Type JSON object shall be defined asin JSON Schemafile (Pr eser vati on- APl . j son)
provided in Annex D, and which is copied below for information.

"pres-DigestListType": {
"type": "object",
"properties": {
"digAlg": {
"$ref": "#/ definitions/dsigrw D gestMet hodType"
}

" di gval ": {
“"type": "array",
"itens": {

"type": "string"

h

"ev': {
"$ref": "#/definitions/pres-EvidenceType"

}

b
"required": ["digAlg", "digVval"]
}

6 Requirements for preservation object data formats

6.1 General aspects and requirements

An important property of the preservation service specified in the present document isthat it is able to support different
preservation schemes and preservation profiles (see clauses 4.4 and 5.4.7), which may use preservation objectsin
different formats.

Among the preservation objects one may distinguish:
. submission data objects, which are submitted to the preservation service;
. preservation evidences, which are produced by the preservation service; and
. preservation object containers, which are retrieved from the preservation service.

An admissible preservation object data format shall be documented in a permanent and readily available public
specification, in sufficient detail so that interoperability between independent implementationsis possible.

The format of a preservation object shall be identified by a URI according to IETF RFC 3986 [2] (see For mat | d
component in clause 5.4.5).

For the sake of interoperability, one should only use preservation object data formats defined in Annex B.

6.2 Specific requirements for preservation object containers

Among the additional output formats supported within the preservation profile (see clause 5.4.7) are in particular
preservation object containers. For preservation object containers, the general requirements for preservation data objects
(see clause 6.1) and the following requirements shall be fulfilled:

1) It shall alow to store one or more data objects.

2) It may allow assigning further attributes to the contained data objects, which allow to distinguish between
content data objects and meta data objects, which may describe the relationship between the different data
objects, or indicate that the preservation service performed a certain transformation (e.g. encryption,
decryption, canonicalization) before preservation.

NOTE: For the preservation of unencoded XML -based data objects, it is necessary to specify the
Canoni cal i zat i onMet hod according to clause 5.5.2.5 of XMLDSIG [i.27].
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It shall allow to store one or more preservation evidence objects, which protect a well-defined set of data
objects in awell-defined manner.

It may contain an identifier, which alows to address the preservation object container within the scope of a
specific preservation service.

It may support a versioning mechanism, which allows to maintain and preserve multiple versions of a
preservation object container as outlined in Annex E.

It may support a privacy-friendly mode in which the original data objects can be replaced by corresponding
hash values and optional data object locators, which allow to retrieve hash values for additional hash
algorithms from the client, if required.

It may support the inclusion of validation reports.

2

Requirements for preservation schemes

A preservation scheme (specification) shall meet the following general requirements:

1)

2)
3)

4)

5)

6)

7)

8)

A preservation scheme shall be documented in a permanent and readily available public specification, in
sufficient detail so that interoperability between independent implementationsis possible.

A preservation scheme shall be identified by a URI according to IETF RFC 3986 [2].

The preservation scheme specification shall specify the applicable preservation storage model of the
preservation scheme.

The preservation scheme specification shall specify the set of preservation goals supported by the preservation
scheme.

The preservation scheme specification shall specify the set of mandatory and optional operations supported by
the preservation scheme.

The preservation scheme specification shall describe the process for generating and validating preservation
evidences.

The preservation scheme specification shall describe how the augmentation of preservation evidences takes
place.

The preservation scheme specification may specify required or recommended formats of input and output
parameters and related transformations of data, if applicable, for the implementation of the preservation
scheme.

Please refer to Annex F for preservation schemes defined in the present document.
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Annex A (normative):
Preservation object formats

A.1  Submission data object formats

A.1.1 CAdES digital signature according to ETSI EN 319 122-1

A CAdES digital signature accordingto ETSI EN 319 122-1 [i.5] isidentified by the following URI:

e http://uri.etsi.org/ades/ CAAES

A.1.2 XAdES digital signature according to ETSI EN 319 132-1

A XAdES digital signature according to ETSI EN 319 132-1 [i.7] isidentified by the following URI:

. http://uri.etsi.org/ades/ XAdES

A.1.3 PAdES digital signature according to ETSI EN 319 142-1

A PAdJES digital signature according to ETSI EN 319 142-1 [i.8] isidentified by the following URI:

. http://uri.etsi.org/ades/ PAAES

A.1.4 Associated Signature Container Extended (ASiC-E)
An ASIC-E container according to ETSI EN 319 162-1 [1] (clause 4.4) isidentified by the following URL:
. http://uri.etsi.org/ades/ASi Ctype/ ASi CE

A preservation-specific profile (ASIC-ERS) is provided in clause A.3.1.

A.1.5 XML-based Archival Information Package (XAIP)

An XML-based Archival Information Package (XAIP) according to BSI TR-03125-F [i.2], which isin turn based on
SO 14721 (OAIS) [i.16] and SO 13527 (XFDU) [i.15] isidentified by the following URL:

e http://ww. bsi.bund.de/tr-esor/xaip/1l.2

More details are to be found in clause A.3.2.

A.1.6 Di gestLi st as submission data object format

The Di gest Li st component as specified in clause 5.6.1 may serve as submission data object format and isidentified
by the following URL.:

. http://uri.etsi.org/19512/format/ Di gest Li st

NOTE: TheDi gest Li st component isused in the preservation scheme with temporary storage according to
clause F.2.
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A.2 Preservation evidence formats

A.2.1 Time-stamp Token according to IETF RFC 3161
The ASN.1-based time-stamp token according to IETF RFC 3161 [i.20] isidentified by the following URI:

. urn:ietf:rfc:3161: Ti neSt anpToken

A.2.2 Evidence Record according to IETF RFC 4998
The ASN.1-based Evidence Record according to IETF RFC 4998 [3] (clause 3) isidentified by the following URI:

° urn:ietf:rfc:4998: Evi denceRecord

A.2.3 Evidence Record according to IETF RFC 6283
The XML-based Evidence Record according to IETF RFC 6283 [4] isidentified by the following URI:

. urn:ietf:rfc:6283: Evi denceRecord

A.2.4 CAdES Archive Time Stamp V3 according to ETSI
EN 319 122-1

The ASN.1-based Archive Time Stamp V3 attribute according to ETSI EN 319 122-1 [i.5] (clause 5.5.3) isidentified
by the following URI:

. http://uri.etsi.org/ades/ CAAES/ archi ve-ti ne-stanp-v3

A.2.5 XAdES Archive Time Stamp according to ETSI
EN 319 132-1

The XML-based Archive Time Stamp property according to ETSI EN 319 132-1[i.7] (clause 5.5.2) isidentified by the
following URI:

e http://uri.etsi.org/ades/ XAdES/ Archi veTi neSt anp

A.2.6 PAdES Document Time-Stamp according to ETSI
EN 319 142-1

The Document Time-Stamp according to ETSI EN 319 142-1 [i.8] (clause 5.4) isidentified by the following URI:
. http://uri.etsi.org/ades/ PAAES/ docunent -ti me-stanp

NOTE: Notethat for preservation purposesit is necessary to insert the validation material in the document
signature store before applying the Document-Time-Stamp.
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A.3  Additional input and/or output data object formats

A.3.1 ASIC with Evidence Records (ASIC-ERS)

A.3.1.1 Unique Identifier

In line with the requirements for preservation object containers (see clause 6.2), the Associated Signature Contai ner
Extended according to ETSI EN 319 162-1 [1] (clause 4.4) with ASiCEvidenceRecordManifest, whichis called ASiC-
ERS in the following is identified by the following URL:

e http://uri.etsi.org/ades/ASi C/ type/ ASi C- ERS

A.3.1.2 Published Specification

The published specification for ASIC-ERSisETSI EN 319 162-1 [1] with the profiling specified in clause A.3.1.3.

A.3.1.3 ASIC-ERS is a profile of ASIC-E

In order to serve as preservation object container, an ASiC-ERS container shall fulfil the following requirements:
1) The ASIC-ERS container shall be an ASiC-E container according to ETSI EN 319 162-1 [1].

2) The ASIC-ERS container shall contain one or more ASi CEvidenceRecordManifest files whose names match
"META-INF/ASiCEvidenceRecordManifest*.xml" and which contain an ASi Cvani f est element instance
conformant to clause A.4 of ETSI EN 319 162-1 [1] and as specified below.

NOTE 1: In case of migration from one preservation service to another one, or in case a preservation service
maintains multiple hash trees using different hash functions in parallel, there will be multiple
ASiCEvidenceRecordManifest files.

3) For each ASiCEvidenceRecordManifest file there shall be exactly one evidence record file present in the
META-INF folder of the ASIC-E container, which applies to al the data object files referenced by
Dat aObj ect Ref er ence elements within the ASi CMani f est element.

4)  Thisevidence record file shall be named as follows:

a) "*evidencerecord*.ers' which shall contain an ASN.1-based evidence record according to IETF
RFC 4998 [3] that applies to the file object specified in the ASiCEvidenceRecordManifest file; or

b) "*evidencerecord*.xml" which shall contain an XM L-based evidence record according to IETF
RFC 6283 [4] that appliesto the file object specified in the ASiCEvidenceRecordManifest file.

5) For each data object file, which is protected by an evidence record, there shall be a corresponding
Dat aCbj ect Ref er ence element as specified below.

6) TheASi CMvani f est element shall have the following sub-components:

e TheSi gRef er ence element shall contain one instance of a sub-component, which satisfies the following
requirements and reference the evidence record file (see requirement Nr. 2 and Nr. 3 above):

1) TheURI element shall contain one instance of a URI, which points the evidence record file, which type
isindicated by its file name and extension. As specified in requirement Nr. 3 of clause A.3.1.3, afile
name and extension "*evidencerecord*.ers" indicates an ASN.1 based evidence record according to
IETF RFC 4998 [3] and afile name and extension "*evidencerecord*.xml" indicates an XML based
evidence record according to IETF RFC 6283 [4].

e  Theoptiona M neType element shall not be present:

1) TheDat aCbj ect Ref er ence element shall occur one or more times, satisfies the requirements
specified in ETS| EN 319 162-1 [1] and may be extended using components specified in clause 5.5.3.

ETSI



66 ETSI TS 119 512 V1.1.1 (2020-01)
NOTE 2: An ASIC-E container may contain data objects, which are not protected by any evidence record. Thisis
similar to an AdES digital signature, which may contain unsigned attributes or properties.
2) Theoptional ASi CMani f est Ext ensi ons element shall satisfy the requirements specified in ETSI
EN 319 162-1 [1] and may be extended using components specified in clause 5.5.2.

A.3.1.4 Fulfilment of requirements and other considerations

A3.14.1 Overview and motivation

The present clause verifies that the requirements for preservation object containers defined in clause 6.2 are fulfilled,
whereas the correspondence of the requirements defined in clause 6.2 and the following sub-clausesisindicated in
Table A.1.

Table A.1
Requirement defined in clause 6.2 Reference
1 |[Shall allow storage of one or more data objects. Clause A.3.1.4.2
2 |May allow additional attributes. Clause A.3.1.4.3
3 |Shall allow to store one or more preservation evidences. Clause A.3.1.4.4
4 |May contain local identifier. Clause A.3.1.4.5
5 |May support versioning. Clause A.3.1.4.6
6 |May support privacy-friendly mode. Clause A.3.1.4.7
7 |May support the inclusion of validation reports. Clause A.3.1.4.8

A.3.1.4.2 Data objects

According to requirement Nr. 4 in clause A.3.1.3, there shall be aDat aCbj ect Ref er ence element for each data
object filein the ASIC-ERS container, which is protected by an evidence record.

A.3.1.4.3 Additional attributes

Toindicate that a data object isin fact a metadata object of another data object, the | sMet aDat a Extension defined in
clause 5.5.3.1 may be used.

To indicate the applied canonicalisation method, the Canoni cal i zat i onMet hod extension defined in
clause 5.5.2.5 may be used.
A.3.1.4.4 Preservation evidence

According to requirements Nr. 1 through Nr. 3in clause A.3.1.3, an ASiC-ERS container shall contain one or more
ASiCEvidenceRecordManifest files, which contain an ASi Cvani f est element, which refers within the

Si gRef er ence element to an evidence record file, which contains an evidence record according to IETF

RFC 4998 [3] or IETF RFC 6283 [4].

A.3.1.45 Local identifiers

Thelocal identifier of the preservation object container within a specific preservation service may be provided in an
Ext ensi on element within the ASi CMani f est Ext ensi ons element (see clauses A.3.1.3 and 5.5.2), which
containsapr es: Cont ai ner | Delement as specified in clause 5.5.2.1. This element allows to specify the PO D and
Ver si onl D of aversioned preservation object container.

A.3.1.4.6 Versioning

A simple versioning strategy may be supported using the | sUpdat edVer si onOF extension as specified in
clause 5.5.2.4.
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A.3.1.4.7 Privacy considerations

If it is necessary to remove certain data object files from an ASIC-ERS based preservation object container because of
privacy considerations, the concerned data object files and possibly the related Dat aCbj ect Ref er ence elements
can simply be deleted from the container.

In order to obtain a proof of existence on afile, rather than sending the whole filg, it is possible to send a hash function
identifier and a hash value of that fileusing the Di gest Li st component as specified in clause 5.6.1. In this way, the
preservation service will be kept ignorant of both the semantics and the size of the object to be protected.

It is possible to extend the validity of asignature, using a PGD goal rather than a PDS goal, if the client captures by
itself al the validation data according to the signature augmentation policy and the signature validation policy of its
choice and adds all the validation data into the signature prior the invocation of the preservation service. The client can
then send a hash function identifier and a hash value of the digital signature, the validation data and the signed data. The
advantage is that the preservation service is kept ignorant of both the identity of the signer(s) and of the content of the
signed data as well as the signature augmentation policy and the signature validation policy that have been used by the
client.

In both cases, the choice of the hash function to be used is made by the client which shall use one of the hash functions
alowed in the profile.

A.3.1.4.8 Validation reports

Validation reports may be included within an ASIC-ERSinaVal i dat i onReport extension according to
clause 5.5.2.6.

A.3.1.4.9 Security considerations

Because an ASi Cvani f est Ext ensi ons element, one or more Dat aCbj ect Ref er ence elements and/or
Dat aCbj ect Ref er enceExt ensi ons elementsor individual Ext ensi on elements contained therein can be
removed from the ASiC-E container without being noticed, the preservation object container proposed here does not
protect the integrity of the full collection, but only the individual data objects.

When the service is used with a PDS goa only and when the signature is a detached signature, the client should be
aware that the evidence will remain usable only if the hash function originally used by the client to sign the object
remains secure (i.e. isresistant to collision attacks). In some cases, the client should consider to use additionally a
preservation service with the PGD goal in order to protect the signed object. Another possibility would be to use the
preservation service with acombined PDS and PGD goal.

A.3.1.4.10 Interoperability considerations

The operation requests specified in clause 5.3 are designed to submit and retrieve single (groups of) preservation objects
and preservation evidences. In case of evidence records according to IETF RFC 4998 [3] or IETF RFC 6283 [4], the
preservation evidences contain reduced hash-trees, for which it would be very cumbersome, if not impossible, to

recal culate the full hash-tree, which would be required for seamless migration from one preservation service to another
one.

Against this background, Annex H specifies a data structure Evi denceExchange, which contains preservation
objects, preservation evidences and the otherwise missing full hash-treesin order to support seamless export and import
from one preservation service to another one using evidence records.

A.3.2 XML-based Archival Information Package (XAIP)

A.3.2.1 Unique Identifier

In line with the requirements for preservation object containers (see clause 6.2), the XM L-based Archival Information
Package (XAIP) according to BSI TR-03125-F [i.2], which isin turn based on 1SO 14721 [i.16] (OAIS) and

SO 13527 [i.15] (XFDU) isidentified by the following URL:

e http://ww. bsi.bund. de/tr-esor/xaip/1l.2
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A.3.2.2 Published Specification

The published specification for the XML-based Archival Information Package (XAIP) isBSI TR-03125-F [i.2].

A.3.2.3 Main component (XAIP)

A.3.2.3.1 Semantics

In order to serve as preservation object container, an XAIP container shall consist of an XAl P component and shall
fulfil the requirements specified in BSI TR-03125-F [i.2].

Below follows alist of the sub-components that may be present within the XAl P component:

The packageHeader element shall be present and contain general information about the preservation data
object container and describe, for example, itslogical structure and its content and related preservation specific
meta data. The packageHeader element may contain an identifier AQl D of the package and descriptive
packagel nf o information and shall contain a sequence of ver si onMani f est elements, which specify
the content of a version of the XAl P. Further information on the xai p: packageHeader Type can be
found in BSI TR-03125-F [i.2].

The optional met aDat aSect i on element may be present and include meta information for the description
of the business and archiving context, if present. The met aDat aSect i on shall contain all information that
is needed for the transparent and long-term interpretation of the business and preservation context. Further
information on the xai p: met abat aSect i onType can be found in BSI TR-03125-F [i.2].

The optional dat aObj ect sSect i on element shall include the content data of the preservation data object
container, if present. This element may, for example, be used to store or reference content data in different
platform- or application-specific data formatsin an XAIP container or to archive entire files or records in
different documents. Further information on the xai p: dat aCbj ect sSect i onType can befoundin

BSI TR-03125-F [i.2].

The optional cr edent i al sSecti on element ssall include credential objectsin the form of Evidence
Records or supplemental evidence data, such as signatures, time stamps, certificates or signature verification
information. Further information on the xai p: cr edent i al sSecti onType canbefoundin

BSI TR-03125-F [i.2].

A.3.2.3.2 Syntax
The XML elements of this clause are defined in the XML namespace:
e http://ww. bsi.bund. de/tr-esor/xaip/1l.2
The XML type XAl PType shall implement the requirements defined in the XAl P component.

The XAl P XML element shall be defined asin XML Schemafilet r - esor - xai p- v1l. 2. xsd, which is part of
BSI TR-03125-F [i.2], and which is copied below for information.

<xs: el enent nane="XAl P' type="xai p: XAl PType"/ >

<xs: conpl exType nane=" XAl PType">
<Xs:sequence>
<xs: el enent nane="packageHeader" type="xai p: packageHeader Type" >
</ xs: el enent >
<xs: el enent nane="net aDat aSecti on"
t ype="xai p: met abDat aSecti onType" maxCccurs="1" m nCccurs="0">
</ xs: el enent >
<xs: el enent nane="dat aCbj ect sSect i on"
t ype="xai p: dat albj ect sSecti onType" maxCccurs="1" m nCccurs="0">
</ xs: el ement >
<xs: el enent nane="credenti al sSecti on"

</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
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A.3.2.4 Sub-components

The details with respect to the sub-components of XAl P are specified in BSI TR-03125-F [i.2].

A.3.2.5 Fulfilment of requirements and other considerations

A.3.251 Overview and motivation

The present clause verifies that the requirements for preservation object containers defined in clause 6.2 are fulfilled,
whereas the correspondence of the requirements defined in clause 6.2 and the following sub-clausesisindicated in
Table A.2.

Table A.2

Requirement defined in clause 6.2 Reference
1 |[Shall allow storage of one or more data objects. Clause A.3.2.5.2
2 |May allow additional attributes. Clause A.3.2.5.3
3 |Shall allow to store one or more preservation evidences. Clause A.3.2.5.4
4 |May contain local identifier. Clause A.3.2.5.5
5 |May support versioning. Clause A.3.2.5.6
6 |May support privacy-friendly mode. Clause A.3.2.5.7
7 |May support the inclusion of validation reports. Clause A.3.2.5.8

A.3.25.2 Data objects

The content data objects within an XAl P shall be stored within the dat aCbj ect Sect i on child element and
referenced from one or more ver si onMani f est elements within the packageHeader . In asimilar manner the
meta data objects, which refer to and describe content data objects, are stored within the met aDat aSect i on and
referenced fromver si onMani f est elements.

A.3.25.3 Additional attributes

The meta data objects within an XAl P shall be stored within xai p: met aDat aCbj ect elements within the
net aDat aSect i on.

A.3.25.4 Preservation evidence

Preservation evidencesin form of evidence records according to IETF RFC 4998 [3] or IETF RFC 6283 [4] aswell as
detached signatures or other signature-related objects, such as certificates, revocation information and time-stamps for
example, shall be stored inthecr edent i al Sect i on of an XAIP and referenced from thever si onMani f est
element.

A.3.255 Local identifiers

Thelocal identifier of the preservation object container within a specific preservation serviceis provided in the AQ D
child element of the packageHeader withinthe XAl P andthe Ver si onl D attribute of the corresponding

ver si onMani f est element. These elements are analogous to the POl D and Ver si onl D sub-components of the
Cont ai ner | D component specified in clause 5.5.2.1.

A.3.2.5.6 Versioning

Versioning as outlined in Annex E is supported using the "Delta XAIP" element DXAI P as specified in section 3.6 of
BSI TR-03125-F [i.2].
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A.3.25.7 Privacy considerations

If it is necessary to remove certain data object files from an X AIP based preservation object container because of
privacy considerations, the concerned data object files may be replaced by its hash value or deleted from the container
without side effects for other preservation objects. The systematic replacement of a data object by its hash value and a
reference to the place where the data object is stored leadsto a"Logical XAIP" (LXAIP) as specified in BSI
TR-03125-F [i.2].

A.3.2.5.8 Validation reports

Validation reports may be included within an XAIP withinthecr edent i al sSecti on within
xai p: credential /vr:Verificati onReport orxai p: credential /ot her elements.

A.3.25.9 Security considerations

If the protection of the completeness and integrity of a version of an XAIP or the entire XAIP isrequired, the
ver si onMani f est withinthe packageHeader of the XAl P or the packageHeader itself may be part of the
integrity protection provided by the applied evidence records.
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Annex B (normative):
WSDL Document

Thefile at https://forge.etsi.org/rep/esi/x19 512 preservation protocol/raw/v1.1.1/19512-Preservation-APl.wsdl
(19512- Preservati on- APl . wsdl ) contains the Web Service Description Language (WSDL) specification,

which builds upon the XML schema definitionsin Annex C in order to define a SOAP-based protocol for the
Preservation-API (see clause 5.3).
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Annex C (normative):
XML Schema Document

C.1 XML Schema file location for namespace
http://uri.etsi.org/19512/v1.1.1#

Thefile at https.//forge.etsi.org/rep/esi/x19 512 preservation protocol/raw/v1.1.1/19512-Preservation-APl.xsd
(19512- Pr eser vat i on- APl . xsd) contains the XML schema definitions for the Preservation-API (see clause 5.3)
within the namespace whose URI valueishtt p: //uri . etsi.org/ 19512/ v1. 1. 1#.

C.2 XML Schema file location for namespace
http://uri.etsi.org/19512/exchange/v1.1.1#

Thefile at https://forge.etsi.org/rep/esi/x19 512 preservation protocol/raw/v1.1.1/19512-EvidenceExchange.xsd
(19512- Evi denceExchange. xsd) contains the XML schema definitions for the Evi denceExchange
component (see Annex G) within the namespace whose URI valueis

http://uri.etsi.org/ 19512/ exchange/vl. 1. 1#.
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Annex D (normative):
JSON Schema and OpenAPI Documents

D.1 JSON Schema file

Thefile at https://forge.etsi.org/rep/esi/x19 512 preservation protocol/raw/v1.1.1/19512-Preservation-API-
schema.json (19512- Preser vat i on- APl - schema. j son) contains the JSON schema definitions for the
Preservation-API (see clause 5.3).

D.2  OpenAPI specification

Thefile at https.//forge.etsi.org/rep/esi/x19 512 preservation protocol/raw/v1.1.1/19512-Preservation-API -
openapi.json (19512- Pr eser vat i on- API - openapi . j son) contains the OpenAPI 3.0 specification for the
Preservation-API (see clause 5.3).
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Annex E (informative):
Versioning of a Preservation Object Container

A preservation object container (POC) is a container, which contains a set of preservation objects (PO) and optionally
related metadata, which provide information about the PO, and optional manifest files, which specifiesits content.

If a POC supports versioning, there may be multiple Ver si onMani f est files, whereas each such file corresponds to
asingle version of the POC, which comprises the set of preservation objects, which are explicitly referenced by the
Ver si onMani f est file.

In this case, a preservation service with storage (see clause 4.3.1) which supports a POC-format with versioning, a new
logical version of a POC can be created with the Updat e POC-Request (see clause 5.3.6). In this case, the datain the
POC, that has aready been stored, is hot changed, but a new logical version, which is described by a so called

Del t aPOC-structure, islogically appended to the existing POC.

The Updat ePOC function allows to provide alogical update of an existing POC, which is already stored within the
preservation service. In doing so, each change to the stored POC necessarily creates a new logical version of the POC,
whichislogically appended to the existing POC to ensure accountability. With this function, existing POsin the latest
version of an existing POC may be logically updated or deleted or new PO may be added to an existing POC. Hence,
the permissible changes to POCs with versioning are:

1) Adding anew version with additional or changed POs (e.g. content data objects, meta data objects, digital
signatures, electronic time-stamps, evidence records, verification reports) to the POC.

2) Logically deleting POs from the latest version of a POC by removing the corresponding pointers from the
corresponding version-specific Manifest file.

NOTE: Only the pointers to the PDOs are removed from the latest Ver si onMani f est , but the referenced
PDOs are kept in the POC.

For this purpose, the client sends a"Delta Preservation Object Container" (Del t aPQOC), which unambiguously
specifies what needs to be changed (added, changed or deleted) in the latest version of an already stored POC. Thisis
realized by the fact that the Del t aPOC containsa Ver si onMani f est file corresponding to the new version of the
POC. The POC isidentified by aPQO D and the newly created version, which is"logically appended” to the already
stored POC, is uniquely identified by the returned Ver si onl D.

EXAMPLE: In thisexampleit is assumed that the client already has stored an X AlP-based POC as outlined in
Figure E.2. Let us assume that the submitted X AlP-based POC contained three POs (PO1=M1,
PO, =D1 and PO;=C1), which constitute the first version of the POC. During the lifetime of this
POC it happens that the PO,=D1 and POs; =C1 are not necessary anymore, but in addition a fourth
POs=D2 and fifth POs=C2 need to be added to the preserved files. Such a change is possible using
the Updat e PCC operation, which containsthe POl D and a suitable Del t aPCC, which isa PO
with POFor mat = htt p: / / ww. bsi . bund. de/tr-esor/ xai p/ 1. 2. ThisDel t aPCCis
outlined in Figure 3 and specifies the difference to the previous version of the POC. Hence, the
Del t aPOC points to those POs, which aready were available in the POC and still belong to the
latest version of the POC (i.e. in our example M1), and the new POs, which need to be added to
the POC (i.e. in our example the two additional preservation objects PO,=D2 and POs=C2. After
successfully creation of the new logical version of the POC, the preservation service returns the
corresponding version number (Ver si onl D).
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XAIP

PackageHeader

VersionManifest
Version!D: V1

MetaDataSection

MetaDataObject
MetaDatalD: M1

unprotectedObjectPointers: M1
protectedObjectPointers: D1, C1

f

DataObjectSection 1

DataObject
DataObjectiD: D1

CredentialSection

Credential

\ CredentiallD: C1

Figure E.1: Example of an XAIP-based POC with one version comprising M1, D1, C1

,Delta”-XAIP

PackageHeader

VersionManifest
VersionlD: V2
unprotectedObjectPointers: M1
protectedObjectPointers: D2, C2

!

DataObjectSection 1

DataObject
DataObjectiD: D2

CredentialSection

Credential

\ CredentiallD: €2

Figure E.2: Example of "DeltaPOC", which keeps M1, removes D1, C1 and adds D2, C2
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XAIP
PackageHeader MetaDataSection
VersionManifest MetaDataObject
VersionlD: V1 MetaDatalD: M1
unprotectedObjectPointers: M1
protectedObjectPointers: D1, C1 /

VersionManifest /
VersionlD: V2
unprotectedObjectPointers: M1
protectedObjectPointers: D2, C2

DataObjectSection \ CredentialSection
DataObject Credential
DataObjectiD: D1 CredentiallD: C1

DataObject Credential
DataObject!D: D2 CredentiallD: C2

Figure E.3:Example of an XAIP-based POC with two versions
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Annex F (normative):
Preservation schemes

F.1  Preservation scheme with storage based on
evidence records

F.1.1 Identifier

The preservation scheme with storage and evidence records is identified by the following URI:

. http://uri.etsi.org/ 19512/ schene/ pds+pgd+aug+wst +ers

F.1.2 Preservation goal(s)

The present preservation scheme shall support the following three preservation goals:
. extending over long periods of time the validity status of digital signatures, which isindicated by the URI:
- http://uri.etsi.org/ 19512/ goal / pds
. providing proofs of existence of data over long periods of time, which isindicated by the URI:
- http://uri.etsi.org/ 19512/ goal / pgd
. the augmentation of submitted evidences, which isindicated by the URI:

- http://uri.etsi.org/ 19512/ goal / aug

F.1.3 Preservation storage model

The present preservation scheme supports the preservation storage model "with storage” according to clause 4.3.1,
which corresponds to the value W t hSt or age withinthe Pr eser vat i onSt or ageMbdel element (see
clause 5.4.6).

F.1.4 Supported operations

F.1.4.1 Mandatory operations

A preservation profile which implements the present preservation scheme shall support the following operations:
. Pr eser vePOaccording to clause 5.3.3.
o Ret ri evePOaccording to clause 5.3.4.

. Del et ePOaccording to clause 5.3.5.

F.1.4.2 Optional operations
A preservation profile which implements the present preservation scheme may support the following operations:
. Updat ePOC according to clause 5.3.6.

. Ret ri eveTr ace according to clause 5.3.7.
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e Validat eEvi dence according to clause 5.3.8.

. Sear ch according to clause 5.3.9.

F.1.4.3 Announcement of supported operations

The set of supported operations, shall be indicated in the list of operations that is specified in the preservation profile,
which refers to this scheme.

F.1.5 Generation and validation of preservation evidences

The present preservation scheme generates preservation evidences in form of evidence records according to IETF
RFC 4998 [3] and/or IETF RFC 6283 [4], which are announced in the Pr of i | e/ Evi denceFor mat element as:

J urn:ietf:rfc:4998; and/or
J urn:ietf:rfc: 6283.
For this purpose, the Pr eser vePOfunction of the present preservation scheme distinguishes two types of SubDO:
. SubDO with one or more digital signatures (SubDOwithDS); and
. SubDO without digital signatures (SubDOwoDS).

For SubDOwithDS, the preservation service shall perform a signature validation according to a suitable signature
validation policy and collect and store the necessary validation material at a suitable place within the provided signature
objects or within dedicated places of the preservation object container or within a validation report embedded within a
preservation object container.

For SubDOs in certain formats, such asthe XML, it may be necessary to perform a canonicalization before hash values
are calculated.

As soon as al SubDO have been prepared accordingly, they are hashed with a suitable hash agorithm, inserted in a
Merkle hash-tree as specified in IETF RFC 4998 [3] and/or IETF RFC 6283 [4] and protected by an initia archive time-
stamp, using a suitabl e time-stamping authority according to the specified policy.

The validation of the produced evidence records can be performed using a suitable validation policy, which in particular
specifies the set of trust anchors and further validation constraints.

The applied preservation evidence creation policy and a recommended preservation evidence validation policy may be
announced in the applicable Pr of i | e/ Pol i cy element with Type egual to the following URI:

. http://uri.etsi.org/ 19512/ policy/ preservation-evi dence

F.1.6 Augmentation of preservation evidences
Based on monitoring the suitability of the cryptographic algorithms based on a suitable cryptographic policy, such as

ETSI TS 119 312[i.9] for example, the preservation service shall perform time-stamp- or hash-tree-renewals as
specified in IETF RFC 4998 [3] and/or IETF RFC 6283 [4].

F.1.7 Requirements and recommendations for preservation
profiles

For the preservation profile described within the Pr of i | e element (see clause 5.4.7) there are the following
requirements and recommendations:

. Profileldentifier -seeclause5.4.7.

. Oper at i on - shall indicate the supported operations according to clause F.1.4.
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Pol i cy - seeclause 5.4.7.

Profil eValidityPeriod-seeclause5.4.7.

Preservati onSt or ageModel - shall beequal to W t hSt or age.

Preservati onGoal - shdl indicate the supported preservation goals (see clause F.1.2).

Evi denceFor mat - shal be present and indicate which evidence record format is supported, whereas the
following two URIs may appear:

- urn:ietf:rfc: 4998
- urn:ietf:rfc: 6283

Speci fication - should be present at least once and refer to the URL at which the present document can
be retrieved. This element may be present multiple times to refer to further specification documents which
provide more details with respect to the profile, if necessary.

Descri ption - seeclause5.4.7.

NOTE: TheelementsSpecifi cati on andDescri pti on may provide moreinformation with respect to the

profile of the produced evidence records.
Schenel denti fi er - shall beegual to the following URI:
- http://uri.etsi.org/ 19512/ schene/ pds+pgd+wst +ers
Expect edEvi denceDur ati on - seeclause 5.4.7.
Preservati onEvi denceRet ent i onPeri od - shal not be present.

Ext ensi on - seeclause 5.4.7.

F.2

F.2.1

Preservation scheme with temporary storage based
on evidence records

Identifier

This preservation scheme has a PGD goal and supports the storage model "with temporary storage” (WTS) using
Evidence Records according to IETF RFC 4998 [3] and/or IETF RFC 6283 [4].

Itisidentified by the following URI:

http://uri.etsi.org/ 19512/ schene/ pgd+wt s+ers

F.2.2 Preservation goal(s)

The present preservation scheme shall support the following preservation goal:

providing proofs of existence of data over long periods of time, which isindicated by the URI:

- http://uri.etsi.org/ 19512/ goal / pgd

Furthermore, a preservation service may indicate that it additionally supports:

the augmentation of submitted evidences, which isindicated by the URI:

- http://uri.etsi.org/ 19512/ goal / aug
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F.2.3 Preservation storage model

The present preservation scheme supports the preservation storage model "with temporary storage” according to
clause 4.3.2, which corresponds to the value W t hTenpor ar y St or age within the
Preservati onSt or ageModel element (see clause 5.4.6).

F.2.4 Supported operations

F.2.4.1 Mandatory operations
A preservation service supporting this preservation scheme shall support the following two operations:

. Pr eser vePOaccording to clause 5.3.3, whereas the PO elements may contain Di gest Li st structures
according to clause 5.6.1 or submission data objects in other formats, as indicated corresponding I nput/Format
elements within in the Profile element.

o Ret ri evePOaccording to clause 5.3.4, which returns a POin form of an Evidence Record according to
IETF RFC 4998 [3] or IETF RFC 6283 [4], which details may be profiled as described within the preservation
profile.

F.2.4.2 Optional operations
A preservation service supporting this preservation scheme may support the following operations:

. Ret ri eveTr ace according to clause 5.3.7; and

. Val i dat eEvi dence according to clause 5.3.8.

F.2.4.3 Announcement of supported operations

The set of supported operations, shall be indicated in the list of operations that is specified in the preservation profile,
which refersto this scheme.

F.2.5 Generation and validation of preservation evidences

The present preservation scheme generates preservation evidences in form of evidence records according to IETF
RFC 4998 [3] and/or IETF RFC 6283 [4], which are announced in the Pr of i | e/ Evi denceFor mat element as:

. urn:ietf:rfc:4998; and/or
° urn:ietf:rfc: 6283.

For this purpose, the Pr eser vePOfunction conveysaDi gest Li st component (see clause 5.6.1) within the PO
element, which contains a digest method and one or more digest values, which are added to a suitable current hash-tree,
which will result in an evidence record, which can be picked up by the client during the preservation evidence retention
period.

If the optional Evi dence element is present and contains an evidence record, this evidence record will be augmented,
whereas depending on the cryptographic algorithms of the provided evidence record and the available time-stamping
authorities atime-stamp renewal or hash-tree renewal may take place.

NOTE: Incasethe client storesthe original data and only provides hash values, the preservation service can treat
these hash values only as general data, since he does not have access to the original data and does not
know that the provided hash values were calculated from them.

The validation of the produced evidence records can be performed using a suitable validation policy, which in particular
specifies the set of trust anchors and further validation constraints.
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The applied preservation evidence creation policy and a recommended preservation evidence validation policy may be
announced in the applicable Pr of i | e/ Pol i cy element with Type equal to the following URI:

. http://uri.etsi.org/ 19512/ policy/ preservation-evi dence

F.2.6 Augmentation of preservation evidences

Based on monitoring the suitability of the cryptographic algorithms based on a suitable cryptographic policy, such as
ETSI TS 119 312 [i.9] for example, the preservation service performs time-stamp- or hash-tree-renewal s as specified in
IETF RFC 4998 [3] and/or IETF RFC 6283 [4], if the provided Di gest Li st parameter contains an optional

Evi dence element.

F.2.7 Requirements and recommendations for preservation
profiles

For the preservation profile described within the Pr of i | e element (see clause 5.4.7) there are the following
requirements and recommendations:

. Profileldentifier -seeclause5.4.7.

. Oper at i on - shall indicate the supported operations according to clause F.2.4. Whereas the
I nput / For mat / For mat | D element corresponding to the Pr eser ve PO operation contains the URI
http://uri.etsi.org/19512/format/ Di gest Li st andthe
| nput / For mat / Par anet er / For mat / For mat | D elements specify the set of supported digest
agorithms.

. Pol i cy - seeclause 5.4.7.

. ProfileValidityPeriod-seeclause5.4.7.

. Preservati onSt or ageModel -shal beequal to Wt hTenpor ar ySt or age.

. Preservati onGoal -shal indicate the supported preservation goals according to clause F.2.2.

. Evi denceFor mat - shal be present and indicate which evidence record format is supported, whereas the
following two URIs may appear:

- urn:ietf:rfc: 4998

- urn:ietf:rfc: 6283

. Speci ficati on -should be present at least once and refer to the URL at which the present document can
be retrieved. This element may be present multiple times to refer to further specification documents which
provide more detail s with respect to the profile, if necessary.

. Descri ption - seeclause5.4.7.

NOTE: Thechild element Descri pti on may in particular contain information with respect to the profile of the
produced evidence records, which may contain attributes with identifiers for additional policies, such asa
preservation evidence creation policy and a recommended preservation evidence creation policy, and/or
the identity of the preservation service.

. Schenel dentifier -shalbeequaltohttp://uri.etsi.org/ 19512/ schene/ pgd+wt s+ers.
. Expect edEvi denceDur ati on - seeclause 5.4.7.

. Preservati onEvi denceRet enti onPeri od - shall be present and specifies the period in which the
asynchronously produced preservation evidences can be retrieved by the client.

. Ext ensi on - seeclause 5.4.7.
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F.3  Preservation scheme with sighature augmentation
and with storage

F.3.1 Identifier

The preservation scheme with signature augmentation and without storage is identified by the following URI:

. http://uri.etsi.org/ 19512/ schene/ pds+wst +aug

F.3.2 Preservation goal(s)
The present preservation scheme supports the following preservation goals.
. extending over long periods of time the validity status of digital signatures, which isindicated by the URI:
- http://uri.etsi.org/ 19512/ goal / pds
Furthermore, a preservation service may indicate that it additionally supports.
. the augmentation of submitted evidences, which isindicated by the URI:

- http://uri.etsi.org/ 19512/ goal / aug

F.3.3 Preservation storage model

The present preservation scheme supports the preservation storage model "with storage” according to clause 4.3.1,
which corresponds to the value W t hSt or age withinthe Pr eser vat i onSt or ageMbdel element (see
clause 5.4.6).

F.3.4 Supported operations

F.3.4.1 Mandatory operations

A preservation profile which implements the present preservation scheme shall support the following operations:
. Pr eser vePOaccording to clause 5.3.3.
o Ret ri evePOaccording to clause 5.3.4.

. Del et ePOaccording to clause 5.3.5.

F.3.4.2 Optional operations

A preservation profile which implements the present preservation scheme may support the following operations:
o Ret ri eveTr ace according to clause 5.3.7.
. Val i dat eEvi dence according to clause 5.3.8.

. Sear ch according to clause 5.3.9.

F.3.4.3 Announcement of supported operations

The set of supported operations, shall be indicated in the list of operations that is specified in the preservation profile,
which refers to this scheme.
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F.3.5 Generation and validation of preservation evidences

The present preservation scheme augments the signature corresponding to the signature format, which are announced in
thePr of i | e/ Evi denceFor mat element with the following URIs:

. http://uri.etsi.org/ades/ CAJES/ archive-tine-stanp-v3

. http://uri.etsi.org/ades/ XAdES/ Ar chi veTi meSt anp

. http://uri.etsi.org/ades/ PAAES/ docurent -ti me-stanp
For this purpose, the Pr eser vePOfunction of the present preservation scheme distinguishes two types cases:

1) thesignature and the signed data are in the same object;

2) atleast apart of the signed dataisin adifferent object.
In the second case the preservation service shall keep alink between the signature and the signed data.
The preservation service verifiesthat all the validation data needed to validate the signature is available, adds thisto the
signature and protects it with atime-stamp corresponding to the specific signature format. The preservation service
chooses a hash a gorithm to protect the validation data, the signature and the signed data corresponding to the state of
the art.
The evidence isincluded in the signature.

The signature format specific standard specifies how to validate the corresponding evidence.

The applied preservation evidence creation policy and a recommended preservation evidence validation policy may be
announced in the applicable Pr of i | e/ Pol i cy element with Type equal to the following URI:

. http://uri.etsi.org/ 19512/ policy/preservation-evi dence

F.3.6 Augmentation of preservation evidences
Based on monitoring the suitability of the cryptographic algorithms based on a suitable cryptographic policy, such as

ETSI TS 119 312 i.9] for example, the preservation service shall perform an augmentation of the signature according
to the specific evidence format.

F.3.7 Requirements and recommendations for preservation
profiles

For the preservation profile described within the Pr of i | e element (see clause 5.4.7) there are the following
requirements and recommendations:

. Profileldentifier -seeclause5.4.7.

. Oper at i on - shall indicate the supported operations according to clause F.3.4.

. Pol i cy - seeclause 5.4.7.

. ProfileValidityPeriod-seeclause5.4.7.

. Preservati onSt or ageModel - shall beequal to Wt hSt or age.

. Preservati onGoal -shal indicate the set of supported preservation goals according to clause F.3.2.

. Evi denceFor mat - shall be present and indicate the supported evidence formats, whereas the following
URIs may appear:

- http://uri.etsi.org/ades/ CAJES/ archi ve-tine-stanp-v3
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- http://uri.etsi.org/ades/ XAdES/ Archi veTi meSt anp
- http://uri.etsi.org/ades/PAJES/ docunent-ti ne-stanp

. Speci fication - should be present at least once and refer to the URL at which the present document can
be retrieved. This element may be present multiple timesto refer to further specification documents which
provide more detail s with respect to the profile, if necessary.

. Descri ption - seeclause5.4.7.
. Schenel denti fi er - shal be equa to the following URI:
- http://uri.etsi.org/ 19512/ schene/ pgd+wst +aug
. Expect edEvi denceDur ati on - seeclause 5.4.7.
. Preservati onEvi denceRet ent i onPeri od - shal not be present.

° Ext ensi on - seeclause 5.4.7.

F.4  Preservation scheme with sighature augmentation
and without storage

F.4.1 Identifier

The preservation scheme with signature augmentation and without storage is identified by the following URI:

. http://uri.etsi.org/ 19512/ schene/ pds+wos+aug

F.4.2 Preservation goal(s)
The present preservation scheme shall support the following preservation goal:
. extending over long periods of time the validity status of digital signatures, which isindicated by the URI:
- http://uri.etsi.org/ 19512/ goal / pds
Furthermore, a preservation service may indicate that it additionally supports.
. the augmentation of submitted evidences, which isindicated by the URI:

- http://uri.etsi.org/ 19512/ goal / aug

F.4.3 Preservation storage model

The present preservation scheme supports the preservation storage model "without storage” according to clause 4.3.3,
which corresponds to the value W t hout St or age withinthe Pr eser vat i onSt or ageModel element (see
clause 5.4.6).

F.4.4 Supported operations

F.4.4.1 Mandatory operations
A preservation profile which implements the present preservation scheme shall support the following operation:

. Pr eser vePOaccording to clause 5.3.3.
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F.4.4.2 Optional operations
A preservation service supporting this preservation scheme may support the following operations:
o Ret ri eveTr ace according to clause 5.3.7.

e Validat eEvi dence according to clause 5.3.8.

F.4.4.3 Announcement of supported operations

The set of supported operations, shall be indicated in the list of operations that is specified in the preservation profile,
which refers to this scheme.

F.4.5 Generation and Validation of Preservation Evidences

The present preservation scheme augments the signature corresponding to the signature format, which are announced in
thePr of i | e/ Evi denceFor mat element with the following URIs:

. http://uri.etsi.org/ades/ CAAES/ archi ve-ti ne-stanp-v3
. http://uri.etsi.org/ades/ XAdES/ Ar chi veTi neSt anp
. http://uri.etsi.org/ades/ PAAES/ docurent -ti me-stanp
For this purpose, the Pr eser vePOfunction of the present preservation scheme distinguishes two types cases:
1) thesignature and the signed data are in the same object;
2) @ least apart of the signed dataisin a different object.
In the second case the preservation service shall keep alink between the signature and the signed data.

The preservation service verifies that all the validation data needed to validate the signature is available, adds this to the
signature and protects it with atime-stamp corresponding the specific signature format. The preservation service
chooses a hash a gorithm to protect the validation data, the signature and the signed data corresponding to the state of
the art.

The evidence isincluded in the signature.
The signature format specific standard specifies how to validate the corresponding evidence.

The applied preservation evidence creation policy and a recommended preservation evidence validation policy may be
announced in the applicable Pr of i | e/ Pol i cy element with Ty pe equal to the following URI:

. http://uri.etsi.org/ 19512/ policy/preservation-evi dence

F.4.6 Augmentation of preservation evidences

Based on monitoring the suitability of the cryptographic algorithms based on a suitable cryptographic policy, such as
ETSI TS 119 312 [i.9] for example, the preservation service shall perform an augmentation of the signature according
to the specific evidence format.

F.4.7 Requirements and recommendations for preservation
profiles

For the preservation profile described within the Pr of i | e element (see clause 5.4.7) there are the following
requirements and recommendations:

. Profileldentifier -seeclause5.4.7.
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Oper at i on - shal indicate the supported operations according to clause F.4.4.

Pol i cy - seeclause 5.4.7.

ProfileValidityPeriod-seeclause5.4.7.

Preservati onSt or ageModel - shall be equal to W t hout St or age.

Preservati onGoal - shall indicate the supported preservation goals according to clause F.4.2.

Evi denceFor mat - shal be present and indicate the supported evidence formats, whereas the following
URIs may appear:

- http://uri.etsi.org/ades/ CAJES/ archi ve-ti me-stanp-v3
- http://uri.etsi.org/ades/ XAdES/ Ar chi veTi neSt anp
- http://uri.etsi.org/ades/ PADES/ docunent -ti ne- st anp

Speci fication - should be present at least once and refer to the URL at which the present document can
be retrieved. This element may be present multiple timesto refer to further specification documents which
provide more detail s with respect to the profile, if necessary.

Descri ption - seeclause5.4.7.

Schenel denti fier -shal beequal tohttp://uri.etsi.org/ 19512/ schene/ pgd+wos+aug.
Expect edEvi denceDur at i on - seeclause 5.4.7.

Preservati onEvi denceRet ent i onPeri od - shal not be present.

Ext ensi on - seeclause 5.4.7.
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Annex G (informative):
Data structure for backup or migration of preservation
services with storage

G.1 Motivation and solution outline

In case of apreservation service with storage (see clause 4.3.1), an important requirement with respect to
interoperability isthat it is possible to migrate the entire data stock from one preservation service to another one. As
evidence records according to IETF RFC 4998 [3] or IETF RFC 6283 [4] only contain reduced hash-trees, which only
contain the part of the hash-tree, which isrelevant for a specific (set of) submission data object(s), the conventional
operations of the Preservation-API according to clause 5, such as Ret r i evePOfor the export of preservation objects
and Pr eser vePOfor import of preservation objects are not always suitable for the migration of the entire data stock
of apreservation service to another one.

Against this background, the Evi denceExport datastructure specified here, has been defined. This structurein
particular comprises the full hash-trees related to the evidence records produced in afirst preservation service such that
a second preservation service can import this data structure and keep on preserving the submitted data objectsin a
seamless fashion.

The structure may also be used for exporting data structures not based on a hash tree.

NOTE: TheEvi denceExchange structure defined here can also be used for backup purposes.

G.2 Data Structures for migration of preservation services

G.2.1 XML Namespace

The XML elements of this clause are defined in the XML namespace:

. "http://uri.etsi.org/ 19512/ exchange/vl. 1. 1#".

G.2.2 Component Evi denceExchange

G.2.2.1 Semantics

The Evi denceExchange structure contains the necessary data structures to export and import the entire data stock
of a preservation service with storage.

Below follows alist of the sub-components that may be present within this component:

. The Evi dencel nf o element may occur an arbitrary number of times and contain information on
preservation evidences and satisfy the requirements specified in clause G.2.3.

NOTE 1: TheEvi dencel nf o element canin particular contain or refer to evidence records according to IETF
RFC 4998 [3] or IETF RFC 6283 [4].

e The(Obj ect element may occur an arbitrary number of times and contain a preservation object of type
POType as specified in clause 5.4.5. This preservation data object, is protected by one or more preservation
evidences (e.g. evidence records). The preservation evidences are either contained in the
Evi dencel nf o/ Evi dence element or embedded inthe hj ect element and identified by a
corresponding Evi dencel nf o/ Evi denceRef element. The |l D attribute of this element is present and the
rel at edObj ect s attribute may refer to the related Evi dencel nf o and HashTr ee elements.

ETSI



88 ETSI TS 119 512 V1.1.1 (2020-01)

NOTE 2: For each Obj ect element, which is protected by an evidence record, there is at least one

Evi dencel nf o element. On the other hand, an evidence record can protect multiple data objects and
hence asingle Evi dencel nf o element can refer to multiple Obj ect elements. If redundant hash-trees
with different hash algorithms and/or different time-stamping authorities are maintained, there will be
multiple Evi dencel nf o elements per Obj ect .

The HashTr ee element may occur zero or more times and contain a hash-tree, if present. The hash trees may
be according to IETF RFC 4998 [3] or IETF RFC 6283 [4]. The detailed structure of this element is specified
inclause G.2.4. The | D attribute of this element is present and ther el at edObj ect s attribute refersto the
related Evi dencel nf o element.

The Qt her element may occur an arbitrary number of times and contain an element of type POType as
specified in clause 5.4.5. This element may contain preservation specific metadata or elements, which extend
the semantic of the Evi denceExchange element.

G.2.2.2 Syntax

The XM

L type Evi denceExchangeType implements the requirements defined in the Evi denceExchange

component.

The Evi

denceExchangeType XML element isdefined in the XML SchemaEvi denceExchange. xsd ( see

clause C.2), and is copied below for information.

<xs: conpl exType nanme="Evi denceExchangeType" >
<Xs: sequence>

<XS
<XSs
<XSs
<XS

cel ement maxQccur s="unbounded"” m nCccurs="0" ref="ex: Evi dencel nfo"/>
: el enent nmaxCOccur s="unbounded" m nCccurs="0" ref="ex: Cbject"/>
c el ement maxQccur s="unbounded" m nCccurs="0" ref="ex: HashTree"/>
cel enment maxQccur s="unbounded"” m nCccurs="0"
nane="C her" type="pres: POType"/>

</ xs: sequence>
</ xs: conpl exType>

<xs: el ement nanme="Evi dencel nf 0" type="ex: Evi dencel nfo" />
<xs: el enent nane="0Object" type="pres: POType" />
<xs: el enent nane="HashTree" type="ex: HashTreeType" />

G.2.3 Component Evi dencel nf o

G.2.3.1 Semantics

The Evi
It either

dencel nf o element provides information with respect to preservation evidences and related data structures.
contains a preservation evidence (Evi dence) or refersto a preservation evidence (Evi denceRef ) and it

refers to related data structures, such as hash-trees (HashTr eeRef ), data objects (Cbj ect Ref ) or related
preservation evidences (Rel at edEvi denceRef).

Below follows alist of the sub-components that constitute this component:

The optional Evi dence element may be present and contain, if present, one instance of a sub-component,
which satisfies the requirements specified in clause 5.4.4.

The optional Evi denceRef element may be present and contain, if present, one instance of a sub-
component, which refers to a preservation evidence embedded in the preservation object referenced by the
Obj ect Ref element below.

There will be either an Evi dence element or an Evi denceRef element.

The optional HashTr eeRef element may be present multiple times and contain, if present, one instance of a
sub-component, which refers to the hash-tree related to the preservation evidence, which is embedded in the
Evi dence element or identified by Evi denceRef .
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e Theoptiona Obj ect Ref element may be present multiple times and refer, if present, to an Cbj ect
element, which is protected by the preservation evidence, which is embedded in the Evi dence element or
identified by Evi denceRef .

e Theoptiona Rel at edEvi denceRef element may be present and refer, if present, to related preservation
evidences, which are related to the preservation evidence, which is embedded in the Evi dence element or
identified by Evi denceRef .

. Thel D element contains one instance of a unique identifier.

G.2.3.2 Syntax

The XML type Evi denceType implements the requirements defined in the Evi dence component.

The Evi denceType XML element isdefined in XML Schema Evi denceExchange. xsd (seeclause C.2) and
is copied below for information.

<xs: conpl exType name="Evi denceType" >
<Xs:sequence>
<xs: choi ce>
<xs: el ement ref="pres: Evi dence"/>
<xs: el ement nanme="Evi denceRef" type="xs:|DREF"/>
</ xs: choi ce>
<xs: el enent nane="HashTreeRef" type="xs:|DREF" maxCccurs="unbounded" mi nCccurs="0"/>
<xs: el enent nanme="0bj ect Ref" type="xs:|DREF" maxCccurs="unbounded" m nCccurs="0"/>
<xs: el enent nanme="Rel at edEvi denceRef" type="xs:|DREF" maxCccur s="unbounded" mi nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="1D"' type="xs:|D' use="required"/>
</ xs: conpl exType>

G.2.4 Component HashTr ee

G.2.4.1 Semantics
The HashTr ee element contains a hash-tree according to IETF RFC 4998 [3] or IETF RFC 6283 [4].
Below follows alist of the sub-components that are present within this component:

. The Node element corresponds to the root of the hash-tree, which may by recursion contain further inner
nodes of the hash-tree represented by Node elements (see clause G.2.6), single Leaf elements (see
clause G.2.7) or G oup elements (see clause G.2.8), which correspond to data object groups according to
IETF RFC 4998 [3] or IETF RFC 6283 [4]. The detailed structure of the Node element, which is derived from
the abstract Abst r act Node component (see clause G.2.5) is specified in clause G.2.6.

. The Di gest Met hod element specifies the hash agorithm which was used for the creation of the hash tree.

G.2.4.2 XML Syntax

The XML type HashTr ee Ty pe implements the requirements defined in the Hash Tr ee component.

TheHashTr eeType XML element isdefined in XML SchemaEvi denceExchange. xsd (seeclause C.2) and
is copied below for information.

<xs: conpl exType nanme="HashTreeType" >
<Xs: sequence>
<xs: el ement ref="ex: Node"/>
<xs: el ement ref="ds-rw D gest Met hod"/>
</ xs: sequence>
</ xs: conpl exType>
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G.2.5 Component Abst r act Node

G.2.5.1 Semantics

The Abst r act Node component is an abstract component, which corresponds to some node within the hash-tree. It
forms the basis for deriving the Node (see clause G.2.6), Leaf (seeclause G.2.7) and Gr oup elements (see

clause G.2.8) and containsaDi gest Val ue element, which contains a hash val ue attached to the node of the
hash-tree.

Below follows alist of the sub-components that may be present within this component:

e TheDi gest Val ue element contains the hash value corresponding to the node of the hash-tree produced with
the Di gest Met hod within the HashTr ee element above.

G.2.5.2 Syntax

The XML type Abst r act NodeTy pe implements the requirements defined in the Abst r act Node component.

The Abst r act NodeType XML element isdefined in XML SchemaEvi denceExchange. xsd ( seeclause C.2)
and is copied below for information.

<xs: conpl exType abstract="true" nanme="Abstract NodeType">
<xs: sequence>
<xs: el enent ref="ds-rw Di gestVal ue"/>
</ xs: sequence>
</ xs: conpl exType>

G.2.6 Component Node

G.2.6.1 Semantics

The Node component corresponds to the root node or some inner node of the hash-tree, which has an associated hash
value (Di gest Val ue) attached to it by derivation from Abst r act NodeType (see clause G.2.5). The Node
element may contain an arbitrary number of child elements, which may either be Node elements again, or aternatively
Leaf (seeclause G.2.7) or G oup elements (see clause G.2.8).

Below follows alist of the sub-components that may be present an arbitrary number of times within this component in
addition to the Di gest Val ue element, which isincluded by derivation from Abst r act NodeType (see
cluse G.2.5):

. The Node element corresponds to inner nodes of the hash-tree.
. The Leaf element (see clause G.2.7) correspondsto asingle leaf of the hash-tree.

. The Gr oup element (see clause G.2.8) correspond to data object groups according to IETF RFC 4998 [3] or
IETF RFC 6283 [4].

G.2.6.2 Syntax

The XML type NodeType implements the requirements defined in the Node component.

The NodeType XML element isdefined in XML SchemaEvi denceExchange. xsd (seeclause C.2) andis
copied below for information.

ETSI




91 ETSI TS 119 512 V1.1.1 (2020-01)

<xs: conpl exType name="NodeType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ex: Abstract NodeType" >
<xs: el enent ref="ex: Node"/>
<xs: el ement ref="ex:Leaf"/>
<xs: el ement ref="ex: Goup"/>
</ xs: choi ce>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

G.2.7 Component Leaf

G.2.7.1 Semantics

The Leaf element representsaleaf of aHash Tree. It may contain a Ref er ence element, which points to the
bj ect associated with the leaf and which are protected by the Hash Tree.

Below follows alist of the sub-components that may be present within this component in addition to the
Di gest Val ue element, which isincluded by derivation from Abst r act NodeType (see clause G.2.5):

e A Reference elementisan XML-reference, which points to the corresponding Obj ect (seeclause G.2.2)
protected by the hash-tree.

G.2.7.2 Syntax

The XML type Leaf Type implements the requirements defined in the Leaf component.

The Leaf Type XML element isdefined in XML SchemaEvi denceExchange. xsd (seeclause C.2) andis
copied below for information.

<xs: conpl exType name="Leaf Type">
<xs: conpl exCont ent >
<xs: ext ensi on base="ex: Abstract NodeType" >
<Xs: sequence>
<xs: el ement maxCccurs="1" m nCccurs="0" ref="ex: Reference"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: el ement nanme="Leaf" type="ex: Leaf Type" />

<xs: el ement nane="Ref erence" type="xs:|DREF" />

G.2.8 Component G oup

G.2.8.1 Semantics

The Gr oup element (see clause G.2.8) correspond to data object groups according to IETF RFC 4998 [3] or IETF
RFC 6283 [4].

Below follows allist of the sub-components that may be present within this component in addition to the
Di gest Val ue element, which isincluded by derivation from Abst r act NodeType (see clause G.2.5):

e Theleaf element occursone or more timesand correspond to the individual data objectswithin a data object
group according to IETF RFC 4998 [3] or IETF RFC 6283 [4].
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G.2.8.2 Syntax
The XML type Gr oupType implements the requirements defined in the G- oup component.

TheGroupType XML element isdefinedin XML SchemaEvi denceExchange. xsd (seeclause C.2) andis
copied below for information.

<xs: conpl exType nane="G oupType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ex: Abstract NodeType" >
<XS: sequence>
<xs: el enent maxCccur s="unbounded" mi nCccurs="1" ref="ex: Leaf"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
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Annex H (normative):
Attributes for preservation evidences

H.1 Introduction

The attributes defined in the present annex are meant to be inserted in preservation evidences.

The ASN.1-based attributes defined in the present annex shall be inserted as attribute in an ASN.1-based evidence
record according to IETF RFC 4998 [3] or as unsigned attribute of a CAJES digital signature according to ETSI
EN 319 122-1[i.5] beforean ar chi ve-ti nme- st anp- v3 attribute is applied.

The XML-based elements defined in the present annex shall be inserted as a child element of the Attribute element in
an XML -based evidence record according to IETF RFC 6283 [4] or as unsigned property of a XAdES digital signature
according to ETSI EN 319 132-1[i.7] before an Ar chi veTi meSt anp property is applied.

H.2  The preservation-service-identifier attribute

H.2.1 Semantics

Thepreservation-servi ce-identifier attribute shal contain a URI according to IETF RFC 3986 [2],
which uniquely identifies the preservation service.

NOTE: Thisidentifier can appear in atrusted list accordingto ETSI TS 119 612 [i.4] as service digital identity
according to clause 5.5.3 of the present document.

H.2.2 ASN.1-Syntax

The corresponding definitions shall be as defined in Annex | and are copied here for information.

Thepr eservati on-servi ce-identifier attribute shall contain exactly one component of
Attri but eVal ue type.

Thepreservation-service-identifier attribute shall be an instance of
Preservati onServi cel dentifi er ASN.1type.

Thepreservation-servi ce-identifier atributeshal beidentified by thei d- pres- preservati on-
service-identifier OID.

i d-pres-preservation-service-identifier OBJECT IDENTIFIER ::={ itu-t(0)
i dentified-organization(4) etsi(0) preservation(19512) attributes(1) 1 }}.

PreservationServiceldentifier ::= |A5Strin.

H.2.3 XML-Syntax

The XML element Pr eser vat i onSer vi cel denti fi er shal implement the requirements defined for the
preservati on-service-identifier atribute.

ThePreservati onServi cel denti fi er XML element isdefined in XML SchemaPr eser vat i on-
APl . xsd (see Annex C) and is copied below for information.

| <el enent nane="PreservationServiceldentifier" type="anyUR "/>
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H.3  The preservation-evidence-policy attribute

H.3.1 Semantics

Thepreservati on- evi dence- pol i cy attribute shall contain a URI according to IETF RFC 3986 [2], which
uniquely identifies the preservation evidence policy of a preservation evidence. This URI shall be identical to the URI
usedintheProfil e/ Poli cy/ PolicyByRef/ Policyl Delement (see clause 5.4.7) corresponding to the

preservation evidence policy.

H.3.2 ASN.1-Syntax

The corresponding definitions shall be as defined in Annex | and are copied here for information.

Thepreservati on- evi dence- pol i cy attribute shall contain exactly one component of At t ri but eVal ue
type.

Thepreservati on-evi dence- pol i cy attribute shall be aninstance of Pr eser vat i onEvi dencePol i cy
ASN.1 type.

Thepreservati on- evi dence- pol i cy attribute shall be identified by thei d- pr es- preservati on-
evi dence- pol i cy OID.

i d- pres-preservation-evidence-policy OBJECT IDENTIFIER ::= { itu-t(0)
i dentified-organization(4) etsi(0) preservation(19512) attributes(1) 2 }}.

Preservati onEvi dencePolicy ::= I A5String.

H.3.3 XML-Syntax

The XML element Pr eser vat i onEvi dencePol i cy shall implement the requirements defined for the
preservati on-evi dence- pol i cy attribute.

ThePr eservati onEvi dencePol i cy XML element is defined in XML SchemaPr eser vat i on- API . xsd
( see Annex C) and is copied below for information.

<el enent nane="PreservationEvi dencePol i cy" type="anyURl "/>

H.4  The preservation-profile attribute

H.4.1 Semantics

Thepreservati on- profi | e attribute shall contain a URI according to IETF RFC 3986 [2], which uniquely
identifies the preservation profile used to produce a preservation evidence. This URI shall beidentical to the URI used
intheProfile/Profileldentifier element (seeclause5.4.7) to reference the identifier of the preservation
profile.

H.4.2 ASN.1l-Syntax

The corresponding definitions shall be as defined in Annex | and are copied here for information.

Thepr eservati on-profil e attribute shall contain exactly one component of At t r i but eVal ue type.
Thepreservati on- profil e atribute shall be an instance of Pr eser vat i onPr of i | e ASN.1 type.

Thepreservati on-profi | e attribute shall beidentified by thei d- pres- preservati on-profil e OID.
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i d-pres-preservation-profile OBJECT IDENTIFIER ::={ itu-t(0) identified-
organi zation(4) etsi(0) preservation(19512) attributes(1) 3 }}.

PreservationProfile ::= [ A5Stri ng.

H.4.3 XML-Syntax

The XML element Pr eser vat i onPr of i | e shall implement the requirements defined for the pr eser vat i on-
profi | e attribute.

ThePreservati onProfil e XML element isdefined in XML SchemaPr eser vati on- APl . xsd (see
Annex C) and is copied below for information.

I <el enent nane="PreservationProfile" type="anyURl "/>
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Annex | (normative):
ASN.1 syntax for attributes for preservation evidences

In case of discrepancy in the ASN.1 definitions between the previous clauses and this annex, this annex takes
precedence.

The following ASN.1 module shall be interpreted using the syntax defined in Recommendation ITU-T X.680 [7].

ETSI - Preservation-Attributes { itu-t(0) identified-organization(4) etsi(0) preservation(19512)
attributes (1) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N

-- EXPORTS Al -

-- (bject ldentifier arc for attributes defined in the present docunent

i d-pres-preservation-evidence-attributes OBJECT | DENTIFIER :: =
{ itu-t(0) identified-organization(4) etsi(0) preservation(19512) attributes (1)}

-- preservation-service-identifier (Annex H 1)

i d-pres-preservation-service-identifier OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) preservation(19512) attributes(1) 1 }}

PreservationServiceldentifier ::= 1A5String

-- preservation-evi dence-policy (Annex H. 2)

i d-pres-preservation-evidence-policy OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi(0) preservation(19512) attributes(1) 2 }}

Preservati onEvi dencePolicy ::= I A5String

-- preservation-profile (Annex H. 3)

id-pres-preservation-profile OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4) etsi(0)
preservation(19512) attributes(1l) 3 }}

PreservationProfile ::= I A5String

END
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