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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall indicates a mandatory requirement to do something
shall not indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in
Technical Reports.

The constructions "must” and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided
insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced,
non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a
referenced document.

should indicates a recommendation to do something
should not indicates a recommendation not to do something
may indicates permission to do something

need not indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions
"might not" or "shall not" are used instead, depending upon the meaning intended.

can indicates that something is possible
cannot indicates that something isimpossible
The constructions "can" and "cannot” are not substitutes for "may" and "need not".

will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

The constructions"is" and "is not" do not indicate requirements.
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1 Scope

Annex G of 3GPP TS 23.228[2] gives out an IMS Application Level Gateway (IMS-ALG) and IMS Access Media
Gateway (IMS-AGW) based reference model to support NAPT-PT, gate control and traffic policing between IP-CAN
and IMS domain.

P-CSCF
IMS-ALG
Gm .~ \ | —
N 3 ; Scope of this
/ specification
lg ‘
e
I i
UE NAT | _ | NAT | | _
' Media i' . Media
| Access domain | IMS Access Gateway /IM CN domain

Figure 1.1: Scope of the specification

Figure 1.1 illustrates the reference model for Iq:

- the dashed line represents the | P signalling-path with SIP (at Gm) as call/session control protocol between the
UE and the P-CSCF (IMS-ALG);

- thebold, horizontal line represents the IP media-path (also known as (IP) bearer-path or (IP) data-path; the
notion 'media’ is used as generic term for "I P application data"); and

- thevertical line represents the I q control-path with H.248 as gateway/policy control protocol between the IMS-
ALG and the IMS-AGW (H.248 messages are transported over 1P).

The Ig reference point is between the P-CSCF (IMS-ALG) and the IMS-AGW. It conveys the necessary information
that is needed to alocate, modify and release (1P) transport addresses.

The present document defines the stage 2 description for the Iq reference point. The stage 2 shall cover the information
flow between the P-CSCF (IMS-ALG) and IMS-AGW. The protocol used over the Iq interface is the gateway control
protocol according ITU-T Recommendation H.248 (which is specified for 1q by an H.248 profile according 3GPP
TS29.334[3)).

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.
[2] 3GPP TS 23.228: "IP Multimedia Subsystem (IMS), stage 2".
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TR 21.905 [1] and the following apply. A
term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

End-to-access edge security: media protection extending between an IMS UE and the first IMS core network nodein
the media path without being terminated by any intermediary node.

End-to-end security: media protection between two IMS UEs without being terminated by any intermediary node.

Full 1CE: The full implementation of the Interactive Connectivity Establishment (ICE) specified in IETF RFC 8445
[82].

I CE lite: Thelite implementation of the Interactive Connectivity Establishment (ICE) specified in IETF RFC 8445
[82].

Local (near-end) NAPT control: the operation of providing network address mapping information and NAPT policy
rules to a near-end NAT in the media flow.

NAT-PT/NAPT-PT: seedefinitionin 3GPP TS 23.228[2].

NAPT control and NAT traversal: controls network address trandation for both near-end NA(P)T and far-end
NA(P)T

Network Address Trandation (NA(P)T): see definitionin 3GPP TS 23.228 [2].

Remote (far-end) NAT traversal: the operation of adapting the | P addresses so that the packets in the media flow can
pass through afar-end (remote) NAT.

RTP/RTCP transport multiplexing: asingle IP transport (L4) port for RTP and RTCP packets.
TL S-client: the entity that initiates a TLS session establishment to a server.

TL S-server: the entity that responds to requests for TLS session establishment from clients.

TLSendpoint: either aTLS-client or a TLS-server.

Convention:

Wherever theterm NAT is used in this specification, it may be replaced by NA(P)T or NA(P)T-PT.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.237 [18] apply:

AccessLeg

Access Transfer Control Function (ATCF)
Access Transfer Gateway (ATGW)
Remote Leg

Target AccessLeg

Source Access Leg

3.2 Symbols

For the purposes of the present document, the following symbols apply:

Iq Interface between the IMS Application Level Gateway and the IMS Access Media Gateway
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3.3

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905[1].

Abbreviations

ALTC Alternate Connectivity

AMR Adaptive M ulti-Rate

AMR-WB Adaptive Multi-Rate - WideBand

AMR-WB IO  Adaptive Multi-Rate - WideBand Inter-operable Mode, included in the EV S codec
APP APPlication-defined RTCP packet

ATCF Access Transfer Control Function

ATGW Access Transfer Gateway

BFCP Binary Floor Control Protocol

CCM Codec Control Messages

CVvO Coordination of Video Orientation

DBI Delay Budget Information

DC Data Channel

DTLS Datagram Transport Layer Security

DTX Discontinuous Transmission

€2ae security End-to-access-edge security

e2e security End-to-end security

ECN Explicit Congestion Notification

ECN-CE ECN Congestion Experienced

elMS-AGW IMS Access Gateway enhanced for WebRTC
eP-CSCF P-CSCF enhanced for WebRTC

EVS Enhanced Voice Services

FECC Far End Camera Control

FIR Full Intra Request

GTT Global Text Telephony

ICE I nteractive Connectivity Establishment
IMS-AGW IMS Access Media Gateway

IMS-ALG IMS Application Level Gateway

IM CN IMS Core Network

MSRP Message Session Relay Protocol

MTSI Multimedia Telephony Service for IMS
NA(P)T Network Address and optional Port Translation
NAPT Network Address Port Trandation

NAT Network Address Tranglation

NA(P)T-PT NAT Address (and optional Port-) Translation and Protocol Trandation
P-CSCF Proxy-CSCF

ROI Region of Interest

RTCP RTP Control Protocol

RTP Real-time Transport Protocol

SDPCapNeg SDP Capability Negotiation

SRTP Secure Real -time Transport Protocol

SRvCC Single Radio Voice Call Continuity

STUN Session Traversal Utilitiesfor NAT

TLS Transport Layer Security

TMMBN Temporary Maximum Media Stream Bit Rate Notification
TMMBR Temporary Maximum Media Stream Bit Rate Request
TURN Traversal Using Relay NAT

UDPTL User Datagram Protocol Transport Layer
URN Uniform Resource Name

WebRTC Web Real-Time Communication

wIC WebRTC IMS Client

WWSF WebRTC Web Server Function
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4 Architecture

4.1 Reference architecture

The reference architecture for the IMS-ALG and the IMS-AGW when NAT isinvoked between the UE and the IMS
domain is shown infigure 4.1.1 below.

P-CSCF Mw/
Mx,
Gm | [IMS-ALG ]

g ——
[ NAT |
UE Media . Media
Access domain IMS Access Gateway WV CN domain

Figure 4.1.1: Reference Architecture with NAT invoked between the UE and the IMS domain

See 3GPP TS 23.228 [2] Annexes G.1 and G.2 for a comprehensive description of the reference models.

The reference architecture for the IMS-ALG and the IMS-AGW supporting the ATCFATGW function is shown in

figure 4.1.2 below.
P-CSCF Mw/
M
Server
cs : Gm -
access | \
|

UE T MGW Access I[aﬁé%ér la ——
| NAT |
. Media
Access domain IMS-AGW (ATGW) IM CN domain

Figure 4.1.2: Reference Architecture for IMS-ALG/IMS-AGW with ATCF/ATGW function

See 3GPP TS 23.237 [18] clause 5.2 for a comprehensive description of the reference model.

The reference architecture for the IMS-ALG and IMS-AGW supporting Interactive Connectivity Establishment (ICE) is
shown in figure 4.1.3, for the case when both the signalling and media traverses NAT devices. There might be an ICE
process towards access network domain and/or an | CE process towards core network domain. Both | CE processes are
independent of each other. The network entities that support Session Traversal Utilities for NAT (STUN) and Traversal
Using Relays NAT (TURN) are described in IETF RFC 8489 [84] and IETF RFC 8656 [85] respectively.
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NOTE 2:
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Media in
CN domain
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Client/
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STUN client/server and ICE support on related terminations.

NOTE 3:
NOTE 4:

If the IMS-AGW only supports ICE lite, it will only contain a STUN server.
The IMS-AGW and IMS-ALG may support ICE only towards the served UE, and will then only contain a

The TURN server is a deployment option but not required for all ICE deployments.
The separate STUN server is used by the served UE while it gathers ICE candidates. The STUN server in
the IMS-AGW is used to answer ICE connectivity checks.

Figure 4.1.3: Reference architecture for ICE

The reference architecture for the P-CSCF enhanced for WebRTC (eP-CSCF) and the IMS-AGW enhanced for
WebRTC (elMS-AGW) to support WebRTC client accessto IMSis shown in figure 4.1.4 as below, see Annex U in
3GPP TS 23.228 [ 2] for a comprehensive description of the reference model.

WWSF — WAF
:—_: :__| Wi iws
WIC : l : : I
[ ! [ " W2 MW
S >-CSC 1/S-CSCF
it [P 1Pl R o7
IN| _ IC| ,’/
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! ) !
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Figure 4.1.4: Reference Architecture for eP-CSCF/eIMS-AGW supporting WebRTC access to IMS

NOTE 1: The presence of dashed elementsin the figure depends on the configuration.
PCC functional elements are present only for EPC access with QoS.
The corresponding PCC elements for fixed access are also optionally supported but not shown.
The NAT infigure 4.1.4 is meant for non-cellular accessto IMS.

4.2 NAT Function

An operator may need NAT function between UE and IMS domain. Such function can be provided by the IMS-AGW
and can be called loca (near-end) NAT or IM CN hosted NAT (see clause 5.2). There can aso be an independent NAT
device between UE and IMS domain (see clause 5.4), referred as remote (far end) NAT. Thusthe IMS-AGW shall

support remote NA(P)T traversal.
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Figure 4.1.1 illustrates the particular |P media-path scenario with both aremote NAT and local NAT function. Each
NAT function is partitioning an |P domain into two address domains, or partitioning the used | P address space (realm)
into two realms.

The reference architecture of Figure 4.1.1 may be mapped on various network scenarios, like e.g. to three IPv4 realms,
indicated by a) IP-CAN (connectivity access network), b) (Media) Access Domain and ¢) (Media) IM CN domain. If
there would not be any remote NAT device between the UE and IMS-AGW, then there would be just two IP domains (a
and c).

The two types of NATs are also typically different from control perspective: local (near-end) NAT can be controlled by
the operators directly, and remote (far-end) NAT that cannot be controlled by the operators directly.

The support of local NAT isthusimplicitly leading to the requirement for IP realm indication at |q (see clause 5.3).

The edge node of the IP-CAN may be aremote (far-end) NAT device (see Figure 4.1.1). This NAT device provides
NAT or NAPT or NA(P)T-PT for IP traffic in the media-path and signalling path (e.g. IP network addresses and
possibly L4 transport port values may be trandated of SIP Gm messages).

The remote NAT device cannot be directly controlled by the operators of the (Media) Accessand IP CN domain. The
IMS-ALG is consequently lacking the direct information with regards to the applied NAT bindings by the remote NAT
device.

4.3 ATCF/ATGW Function

The ATCHATGW functions may be supported by the IMS-ALG/IMS-AGW when SRV CC enhanced with ATCF is
used. In this case, the Iq reference point is used for IMS sessions that the IMS-ALG (ATCF) decides to anchor at the
IMS-AGW (ATGW) to provide the following functions:

- reservation and configuration of IMS-AGW (ATGW) resources for media anchoring during PS session
origination or termination;

- reconfiguration of IMS-AGW (ATGW) resources during access transfer to the CS domain;

- release of IMS-AGW (ATGW) resources upon completion of the access transfer or release of the session;

- mediatranscoding if the mediathat was used prior to the access transfer is not supported by the MSC server;
- IPversioninterworking if different |P versions are used between the access and the remote legs;

- Indication of 1P realm during allocation of transport addresses/resources (the PS and CS accesses may be
reachable viadifferent |P realms);

- theability to configure ECN properties towards the transferred to Accessif ECN is supported/requested;

- theahility to reconfigure the ECN mode e.g. from ECN transparent to ECN endpoint towards the IMS CN if
ECN transparent cannot be maintained after access transfer to the CS domain;

- provide priority treatment to callsidentified as Multimedia Priority Service (see 3GPP TS 22.153 [22]).

See 3GPP TS 23.237 [18] and 3GPP TS 24.237 [19] for a comprehensive description of the ATCF and ATGW
functions.

4.4 eP-CSCF/elIMS-AGW Function

The Iq reference point is used between the P-CSCF enhanced for WebRTC (eP-CSCF) and the IMS-AGW enhanced for
WebRTC (elMS-AGW), with the following additional functions:

- mediaplane interworking extensions as heeded for WICs,
- media security of type "e2a€e" (as specified in 3GPP TS 33.328 [12]) for data channels using DTLS-SCTP.
- NAT traversal support including I CE;

- theahility to perform any transcoding needed for audio and video codecs supported by the browser; and
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- transport level interworking between data channels and other transport options supported by IMS.

See 3GPP TS 23.228 [2] Annex U for a comprehensive description of the eP-CSCF and elMS-AGW functions.

5 Functional Requirements

5.1 General

A single IMS-ALG may control one or multiple IMS-AGW(S).

5.2 Gate Control & Local NAT

The IMS-ALG shall provide the NAPT control function, i.e. obtain the address binding information (according to IETF
RFC 2663 [4]) and perform the NAPT policy control along with gate control (i.e. instruct the opening/closing of a gate).

The IMS-ALG shall request the IMS-AGW to allocate transport addresses/resources to enable mediato traverse the
IMS-AGW. The IMS-ALG may indicate the corresponding IP realm to the IMS-AGW — see clause 5.3. The IMS-AGW
shall provide the corresponding external transport addressesto the IMS-ALG.

Terminations for the |q interface may be pre-defined with different levels of granularity for specific I P ports, interfaces,
or groups of interfaces. These may then be defined as an IP realm (see clause 5.3) known by both the IMS-ALG and the
IMS-AGW, however IP Realms may also be defined for multiple physical interfaces. In order to efficiently report a
failure affecting alarge number of terminations associated to specific physical interfaces, the IMS-AGW shall, when
alocating a new termination, return to the IMS-ALG an associated Interface ID.

An IMS-AGW not supporting this procedure may allocate the same Interface ID for all IP terminations.

An IMS-AGW supporting the Termination Out-of-Service procedure (see clause 6.1.15) shall maintain alocal mapping
of Interface ID to itsinternal resources.

The IMS-AGW shall provide the NAPT enforcement function, i.e. change the address and port number of the media
packets as they traverse the IMS-AGW, along with gate control (i.e. open/close a gate under the control of the IMS-
ALG).

The IMS-AGW may provide | P version interworking. If the IP version interworking is performed and the IMS-ALG
passes an SDP offer or answer, the IMS-ALG may adjust any SDP bandwidth information contained in the SDP offer or
answer in accordance with 3GPP TS 29.162 [20] clause 9.1.5.

The IMS-ALG shall request the IMS-AGW to release its trangport resources at the end of a session.

5.3 IP realm indication and availability
The IMS-ALG and the IMS-AGW shall support | P realm indication.

The IMS-ALG, when requesting the alocation of transport resources at the IMS-AGW, may indicate the correspondent

IP ream to the IMS-AGW. The IMS-AGW shall assign the IP termination in the IP realm indicated. The same IP realm

shall be applied to all media streams associated with the termination. The IP realm identifier cannot be changed after the
initial assignment.

A default 1P realm may be configured such that if the IMS-AGW has not received the IP realm identifier and the IMS-
AGW supports multiple IP realms then the default |P realm shall be used.

In order to prevent the IMS-ALG requesting an unavailable IP Realm, the IMS-ALG may audit the list of currently
available realms on the IMS-AGW and may request the IMS-AGW to report any changes to that list as they occur over
time.

The monitoring of IP realm availability is optional and if supported by IMS-AGW may be requested by the IMS-ALG.
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5.4 Remote NAT traversal support

The IMS-ALG and the IMS-AGW shall support remote NA(P)T traversal support using procedures according to the
present clause. In addition they may support remote NA(P)T traversal support using Interactive Connectivity
Establishment (ICE) according to clause 5.17.

The IMS-ALG isresponsible for determining whether there isaremote NAT device (the mechanism by which this
achieved is out of scope of the current document).

If aremote NAT deviceis present, the IMS-ALG shall request the IMS-AGW to perform latching or re-latching when
requesting the IMS-AGW to reserve transport addresses/resources.

If remote NAT is applicable, the IMS-AGW shall not use the remote media address/port information (supplied by the
IMS-ALG) as the destination address for outgoing media. Instead, the IMS-AGW shall dynamically learn the required
destination address via the source address/port of incoming media. This mechanism is known as "latching”.

When remote NAT Traversal is applied to a stream associated with multiple flows (e.g. RTP and RTCP), the IMS-
AGW shall perform individual latching and/or re-latching on the various flows. This means that an RTP and an RTCP
flow of a single stream can be latched to different remote addresses and/or ports.

5.5 Remote Source Address/Port Filtering

The IMS-ALG may support and the IMS-AGW shall support policing of the remote source address/port of incoming
media flow(s).

The IMS-ALG may determine that the source address/port of received media packets should be policed.

When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources, the IMS-ALG may indicate to the
IMS-AGW that policing of source address and/or port of received media packetsis required.

If such policing is applicable, the IMS-AGW shall check the source address and/or port of al received media packets
and silently discard any packets that do not conform to the expected source address and/or port.

5.6 Traffic Policing

The IMS-ALG may support traffic policing of incoming mediaflows.

The IMS-AGW shall support traffic policing of the maximum average bitrate, defined as sustainable data rate (see IETF
RFC 2216 [10]) of incoming media flows and may support traffic policing of the peak data rate of incoming media
flows.

The IMS-ALG may require the IMS-AGW to police the media flows to ensure that they conform to the expected data
rates.

When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources, the IMS-ALG may indicate to the
IMS-AGW that policing of the related media streamsis required and provide traffic policing related parameters as
detailed in clause 6.2.5.

If such policing is requested, the IMS-AGW shall police the corresponding media streams as detailed in clause 6.2.5 by
measuring the data rate for the received packets within that media stream. If the permissible data rate provided by the
IMS-ALG is exceeded, the IMS-AGW shall discard packets to reduce their data rate to the permissible data rate.

For RTP flows where RTCP resources are reserved together with the RTP resources (see clause 5.9), the permissible
data rate shall include the bandwidth used by RTP and RTCP together.
5.7 Hanging Termination Detection

The IMS-ALG and the IMS-AGW shall support detection of hanging termination.

The IMS-ALG, when requesting the IMS-AGW to reserve an AGW connection point, shall indicate to the IMS-AGW
to perform detection of hanging terminations.
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The IMS-AGW shall determine a termination to be hanging if thereis no signalling sent/received within a specified
period.

On being informed of the hanging termination, the IMS-AL G shall check/determine whether the cited termination is
valid and initiate any appropriate corrective action, e.g. release an invalid termination.

5.8 QoS Packet Marking

The IMS-ALG may support and the IMS-AGW shall support control viathe Iq interface of the setting of the DiffServ
Code Point (DSCP) for media packets sent on a termination.

When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources, the IMS-ALG may indicate to the
IMS-AGW that the DSCP of outgoing media packets shall be explicitly set or copied from the DSCP of the
corresponding received packet.

If such modification of the DSCP isrequired by the IMS-ALG, the IMS-AGW shall set the DSCP for outgoing packets
on atermination.

5.9 Handling of RTCP streams

591 General

The IMS-ALG and the IMS-AGW shall support control viathe Iq interface of the specific RTCP behaviour associated
to an RTP flow.

When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources for an RTP flow, the IMS-ALG
should also request the IMS-AGW to reserve resources for the corresponding RTCP flow, but may alternatively request
the IMS-AGW not to reserve resources for the corresponding RTCP flow. When the IMS-ALG requests the IMS-AGW
to reserve transport addresses/resources for a non-RTP flow, the IMS-ALG shall not request the IMS-AGW to reserve
resources for an RTCP flow.

To request the IMS-AGW to reserve resources for an RTCP flow, the IMS ALG shall provide the RTCP handling
information element with a value indicating that resources for RTCP shall be reserved.

To request the IMS-AGW not to reserve resources for an RTCP flow, the IMS ALG shall either provide the RTCP
handling information element with a value indicating that resources for RTCP shall not be reserved or omit the RTCP
handling information element.

If the IMS-AGW receives the indication to reserve RTCP resources, the IMS-AGW shall alocate alocal port with even
number for an RTP flow and shall allocate the consecutive local port with odd number for the associated RTCP flow,
and it shall send and be prepared to receive RTCP packets.

If the IMS-AGW receives the indication to not reserve RTCP resources, or if it does not receive any indication at all, it
shall not allocate an RTCP port when allocating a port for an RTP flow. The IMS-AGW shall not send any RTCP
packets and shall silently discard any received RTCP packets.

When RTCP resources are requested, the IMS-ALG may a so specify:

- theexplicit RTCP transport address information element containing the remote RTCP port, and optionally the
remote address, where to send RTCP packets; if not specified, the IMS-AGW shall send RCTP packets to the
port contiguous to the remote RTP port; and

- bandwidth allocation requirements for RTCP, if the RTCP bandwidth level for the session is different than the
default RTCP bandwidth as specified in RFC 3556 [6].

The explicit RTCP transport address information element contains the "a=rtcp" SDP attribute (as specified in

IETF RFC 3605 [7]) received within the SDP body. The explicit RTCP transport address information element is only
allowed for remote endpoints and shall not be used for the local endpoint. When the IMS-ALG requests the IMS-AGW
to reserve resources for an RTCP flow and provides in addition the explicit RTCP port information element, then the
IMS-AGW shall use this network address and transport port as destination when sending RTCP packets towards the
remote endpoint.
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The IMS-AGW shall return an error if it can not allocate the requested RTCP resources.

5.9.2 RTP/RTCP transport multiplexing

The procedure in clause 5.9.1 describing the default case of RTP/RTCP transport non-multiplexed scenarios may be
extended for the transport multiplexed mode by addition of the RTP/RTCP transport multiplexing information element
toindicate to the IMS-AGW that RTP and RTCP traffic shall be multiplexed on a single port (as described in

IETF RFC 5761 [60]). The RTP/RTCP transport multiplexing information element may only be sent to the IMS-AGW
in combination with the RTCP handling information element with the value indicating that resources for RTCP shall be
reserved. The support of these proceduresis optional for the IMS ALG and the IMS-AGW. The IMS-ALG shall only
use these procedures when knowing support at IMS-AGW side (e.g., via configuration management).

The usage is conditional, given by following restrictions:

1) The transport multiplexed mode may be only supported for terminations at the access network side of the IMS-
AGW.

2) The transport multiplexed mode shall be only enabled for the local connection endpoint if agreed via SIP SDP
offer/answer negotiation with the served UE using:

- the"a=rtcp-mux" SDP attribute, see IETF RFC 5761 [60], as updated by IETF RFC 8035 [72]; and/or
- the"a=rtcp-mux-only" SDP attribute, see IETF RFC 8858 [71].

NOTE 1: Usage of an "rtcp-mux-only" attribute in an SDP answer is forbidden, see IETF RFC 8858 [71]. If the
associated SDP answer does not contain an SDP "rtcp-mux” attribute, the offerer (the IMS ALG or the
UE) needsto disable the associated RTP based media by sending a new SDP offer:
- with a zero port value associated with the SDP media description ("m=" line); or
- without associating an SDP "rtcp-mux-only" attribute with the SDP media description ("m=" line).

3) When transport multiplexed mode is agreed with the served UE, then it may be applied in both traffic directions.

NOTE 2: Thelast two conditions enforce a symmetrical usage of RTP/RTCP transport multiplexing in the related
network domain (here the access network).

5.10 Media Inactivity Detection
The IMS-ALG and the IMS-AGW may support the detection of inactive media flows.
The IMS-ALG may require an IMS-AGW that supports mediainactivity detection to detect if a media flow isinactive.

NOTE: Thedecision to apply or not mediainactivity is general for al sessions with the same media
characteristics (i.e. not user specific). It isfor further study under which conditions inactivity media
detection may be requested.

When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources, the IMS-ALG may indicate to the
IMS-AGW that detection of an inactive mediaflow is required and may additional specify inactivity detection time and
inactivity detection direction.

The IMS-AGW shall determine a media flow on termination to be inactive if there is no media sent and/or received
within the inactivity detection time period.

On being informed of the inactive media, the IMS-ALG shall initiate any appropriate corrective action.

5.11 IMS Media Plane Security

5.11.1 General

The IMS-ALG and the IMS-AGW may support IMS media plane security as specified in 3GPP TS 33.328 [12]. They
may support end-to-access edge security, or end-to-end security, or both, for

- RTP based media (such as e.g. audio, video information) using SRTP security, and/or
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- TCP based media (such as MSRP and BFCP) using TLS security; and/or
- UDP based media (such as T.38 fax over UDPTL/UDP) using DTL S security.

If supported the IMS-ALG and the IMS-AGW shall use the procedures in the following clauses.
NOTE: For the support of end-to-end security, the presence of an IMS-ALG is not required.

Procedures for the IMS-ALG to determine if end-to-access edge security or end-to-end security is applicable to a
session are specified in 3GPP TS 33.328 [12] and 3GPP TS 24.229[11].

5.11.2 End-to-access-edge Security

5.11.2.1 End-to-access-edge security for RTP based media using SDES

Procedures for the IMS-ALG to determine if end-to-access edge security is applicable to RTP based mediaand to
exchange cryptography related SDP parameters with the served UE during the SIP session setup are specified in 3GPP
TS 33.328[12] and 3GPP TS 24.229[11].

For medialines that can be subject to e2ae security, the IMS-ALG will receive "RTP/AVP" or "RTP/AVPF" as
transport protocol in SDP from the core network. When the IMS-ALG determines that e2ae security is applicable, it

will indicate "RTP/SAVP" (see IETF RFC 3711 [14]) or "RTP/SAVPF" (see IETF RFC 5124 [15]), respectively, as
transport protocol in the corresponding SDP media lines send towards the served UE. When e2ae security is applied, the
IMS-ALG will also receive "RTP/SAVP" or "RTP/SAVPF" in SDP from the served UE. The IMS-ALG will then
indicate "RTP/AVP" or "RTP/AVPF" respectively, as transport protocol in the corresponding SDP medialines send
towards the core network. When the IMS-AL G requests the IMS-AGW to reserve transport addresses/resources for
mediato which e2ae security is applicable, the IMS ALG shall configure "RTP/SAVP" or "RTP/SAVPF" as transport
protocol at the access side termination. The IMS ALG shall configure "RTP/AVP" or "RTP/AVPF" as transport
protocol at the core network side termination for media where e2ae security is applicable.

When the IMS-ALG determines that e2ae security is applicable, it will generate appropriate cryptographic context
parameters, in particular key(s), and will transfer them to the served UE within SDES SDP "crypto” attribute(s)
according to IETF RFC 4568 [13]. The IMS-ALG will aso receive cryptographic context parameters, in particular
key(s), from the served UE within SDES SDP "crypto" attribute(s). When the IMS-ALG requests the IMS-AGW to
reserve or configure transport addresses/resources for media to which e2ae security is applicable, the IMS-ALG shall
provide cryptography related parameters as SDES SDP "crypto"” attributes applicable at the access side termination.

On the originating side of the SIP session setup, the IMS-ALG shall provide as "Remote cryptographic SDES attribute"
the SDES crypto attribute it selected from the ones received from the IMS UE in the SDP Offer . The IMS-ALG shall
provide as "Local cryptographic SDES attribute” the SDES crypto attribute the IMS-ALG generated and inserted in the
SDP Answer sent to IMS UE.

On the terminating side of the SIP session setup, the IMS-AL G shall provide as "Remote cryptographic SDES attribute”
the SDES crypto attribute received from the IMS UE in the SDP Answer. The IMS-ALG shall provide as"Local
cryptographic SDES attribute” the SDES crypto attribute selected by the UE from the ones the IMS-AL G generated and
inserted in the SDP Offer sent to UE. If the IMS-ALG offers only one SDES crypto attribute to the UE, the IMS-ALG
may provide this attribute as "L ocal cryptographic SDES attribute” within the Reserve AGW Connection Point
Procedure before receiving the SDP answer from the UE.In the present release, a modification of an established e2ae
crypto session is not supported. Thus, the IMS-AL G shall not modify any previously provided "Local cryptographic
SDES attribute" or "Remote cryptographic SDES attribute”.

If the IMS-ALG applies e2ae media security for a media stream and receives an SDP bandwidth modifier related to that
media stream in SIP/SDP signalling, it should modify this bandwith modifier to adjust the bandwidth overhead due to
e2ae security before forwarding the SDP. The IMS-ALG should add the bandwidth overhead caused by e2ae media
security to the bandwidth information received from the remote peer. The IMS-ALG should substract the bandwidth
overhead caused by e2ae media security from the bandwidth information received from the served UE.

The IMS Access GW shall, upon reception of an SDES crypto attribute, establish an SRTP security context (as
described in RFC 4568 [13] and RFC 3711 [14]) and be prepared to convert RTP packetsto SRTP packets and vice
versa, using the corresponding SRTP security contexts.

ETSI



3GPP TS 23.334 version 18.0.0 Release 18 24 ETSI TS 123 334 V18.0.0 (2024-05)

5.11.2.2 End-to-access-edge security for TCP based media using TLS

5.11.2.2.1 General

E2ae security for TCP based mediausing TLS is applicable for MSRP (see IETF RFC 4975 [25]; used in IM S session-
based messaging) and BFCP (see IETF RFC 4582 [31]; used in IMS conferencing). The IMS-ALG and IMS-AGW may
support e2ae security for MSRP, BFCP, or both protocols.

E2ae protection of MSRP and BFCP mediaisbased on TLS, according to the TL S profile specified in Annex E of
3GPP TS 33.310 [48] and Annex M of 3GPP TS 33.328 [12]. TL S shall be supported over the TCP transport (see
IETF RFC 793 [29]).

Key management for e2ae protection of MSRP and BFCP is based on the ciphersuites and session keys negotiated via
the TLS handshake protocol between the UE and the IMS-AGW (see 3GPP TS 33.328 [12]).

Procedures for the IMS-ALG to determine if e2ae security for MSRP and/or BFCP is applicable to a session and to
exchange the cryptographic information (i.e. certificate fingerprints, see IETF RFC 8122 [80]) over SDP with the
served UE during the SIP session setup are specified in 3GPP TS 33.328 [12] and 3GPP TS 24.229 [11]. If e2ae
security is not required, the e2e security procedures may apply, see clause 5.11.3.

According to the TLS profile specified in Annex E of 3GPP TS 33.310 [48], the IMS-AGW shall accept TLS
renegotiation only if it is secured according to IETF RFC 5746 [47].

NOTE 1. IETF RFC 5746 [47] definesa " TLS secure renegotiation” procedure, which leaves the definition of a
basic TLS renegotiation still open. H.248 based support to enable the IMS-ALG to alow or not allow the
IMS-AGW to perform client initiated or server initiated TLS renegotiation is not addressed in the present
release. The behaviour of the IMS-AGW for "TLS session renegotiation” procedure is hence not further
defined in the present release.

If the IMS-ALG applies e2ae media security for a media stream and receives an SDP bandwidth modifier related to that
media stream in SIP/SDP signalling, it should modify this bandwith modifier to adjust the bandwidth overhead due to
e2ae security before forwarding the SDP. The IMS-ALG should add the bandwidth overhead caused by e2ae media
security to the bandwidth information received from the remote peer. The IMS-ALG should substract the bandwidth
overhead caused by e2ae media security from the bandwidth information received from the served UE.

For each MSRP or BFCP media stream to be set-up with e2ae security, the P-CSCF (IMS-ALG) shall:

- include the IMS-AGW in the media path and all ocate the required resources for the media stream in the IMS-
AGW;

- request acertificate fingerprint from the IMS-AGW;
- include the certificate fingerprint received from the IMS-AGW in the SDP it sendsto the IMS UE;
- send the certificate fingerprint(s) received in the SDP from the IMS UE to the IMS-AGW;

- instruct the IMS-AGW to perform state-aware TCP handling by including information about the TCP setup
direction;

- for each termination determine via SDP negotiation as specified in IETF RFC 4145 [30] if the IMS-AGW needs
to act as TCP client or server for the terminations towards the core network and towards the access network;

- indicate to the IMS-AGW how to perform the TCP connection establishment by:

a) either instructing the IMS-AGW to start a TCP connection establishment on any terminations where it needs
to act as TCP client; or

b) indicating to the IMS-AGW to use an incoming TCP connection establishment request at one termination as
atrigger to send a TCP connection establishment request at the interconnected termination in the same
context (support of this alternative is optional for the IMS-AGW and IMS-ALG);

- determine via SDP negotiation if the IMS-AGW needsto act as TLS client or server as specified in the clauses
below;

NOTE 2: The determination of the TLS client/server role relies on different rules for MSRP and BFCP.
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if the IMS-AGW needsto act as TLS client, request the IMS-AGW to start the TL S session setup once the TCP
connection is established towards the UE; and

apply additional specific proceduresfor MSRP in clause 5.11.2.2.2 or for BFCP in clause 5.11.2.2.3.

For each MSRP or BFCP media stream to be set-up with e2ae security the IMS-AGW shall:

upon request from the IMS-ALG, select an own certificate for the media stream, uniquely associate own
certificate with the media stream, and send the fingerprint of the own certificate to the IMS-ALG;

uniquely associate the certificate fingerprint(s) received from the IMS-AL G with the corresponding MSRP or
BFCP media stream, and subsequently use the certificate fingerprint(s) (as described in IETF RFC 4975 [25]) to
verify the establishment of the TLS session of the corresponding media stream to belong to the served user;

if the verification of the remote certificate fingerprint(s) during the TL S session establishment fails, regard the
remote TL S endpoint as not authenticated, terminate the TL S session and report the unsuccessful TLS session
setup to the IMS-ALG;

negotiate the TLS protocol configurations with the TLS peer based on locally provisioned TLS profile
parameters;

when the TL S session has been established, convert unprotected media received from the network to protected
media to send to the served UE and vice versa;

be capable to support both the TLS server and TLS client roles;

when being instructed to start the TLS session setup, act asa TL'S client and establish the TLS session as soon as
the underlying TCP bearer connection is established;

upon instruction of the IMS-ALG to perform state-aware TCP handling, not forward any TCP connection
establishment request received on one termination towards the interconnected termination;

upon corresponding instructions from the IMS-ALG, start a TCP connection establishment on the indicated
termination by sending a TCP SY N, or use an incoming TCP connection establishment request received at one
termination as atrigger to send a TCP connection establishment request at the interconnected termination in the
same context;

release the underlying TCP bearer connection as soon asthe TLS session is released; and

apply additional specific proceduresfor MSRP in clause 5.11.2.2.2 or for BFCP in clause 5.11.2.2.3.

5.11.2.2.2 e2ae security for session based messaging (MSRP)

For each M SRP media stream outside WebRT C data channels requiring e2ae security, the IMS-ALG shall indicate to
the IMS-AGW as transport protocol:

a) for application-agnostic e2ae security support:

"TCP" at the termination towards the core network; and

"TCP/TLS' at the termination towards the access network; or

b) for application-aware e2ae security support:

- "TCP/MSRP" at the termination towards the core network; and

"TCPITLSMSRP" at the termination towards the access network.

The IMS-ALG shall determine via SDP negotiation if the IMS-AGW needsto act as TLS client or TLS server using the
IETF RFC 4145 [30] "a=setup” SDP attribute as follows:

if the IMS-ALG send an "a=setup:active" SDP attribute in an SDP answer towards the UE, the IMS-AGW shall
act as TLSclient;

if the IMS-ALG send an "a=setup:passive’ SDP attribute in an SDP answer towards the UE, the IMS-AGW shall
act as TLS server;
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- if theIMS-ALG receives an "a=setup:active" SDP attribute in an SDP answer from the UE, the IMS-AGW shall
act as TLS server; and

- if the IMS-ALG receives an "a=setup:passive” SDP attribute in an SDP answer from the UE, the IMS-AGW
shall act as TLSclient.

5.11.2.2.3 e2ae security for conferencing (BFCP)

For each BFCP media stream requiring e2ae security, the IMS-ALG shall indicate to the IMS-AGW as transport
protocol:

"TCP" at the termination towards the core network; and
"TCP/TLS' at the termination towards the access network.

The IMS-ALG shall determine via SDP negotiation (see IETF RFC 4583 [27]) if the IMS-AGW needsto act asTLS
client or TLS server as follows:

- if the IMS-ALG receives aninitial SDP offer from the UE, the IMS-AGW shall act as TLS server; and
- if theIMS-ALG sends aninitial SDP offer towards the UE, the IMS-AGW shall act as TLS client.

5.11.2.3 End-to-access-edge security for UDP based media using DTLS

5.11.2.3.1 General

The IMS-ALG and the IMS-AGW may support end-to-access-edge (e2ae) security for an UDP based media. The e2ae
protection of the UDP based mediarelies on the usage of DTLS, according to the DTLS profiles specified in Annex E
of 3GPP TS 33.310 [48] and exchange of self-signed certificates as defined in 3GPP TS 33.328 [12].

Key management solution for the e2ae media security of UDP is based on the cipher suites and session keys negotiated
viathe DTLS handshake protocol between the served UE and the IMS-AGW as specified in 3GPP TS 33.328 [12].
Procedures for the IMS-ALG to determine if e2ae security is applicable to UDP based media and to exchange the
cryptographic information (i.e. certificate fingerprints, see IETF RFC 8122 [80]) via SDP negotiation with the served
UE during the SIP session establishment are specified in 3GPP TS 33.328 [12] and 3GPP TS 24.229 [11].

If the IMS-ALG applies e2ae media security for a media stream and receives an SDP bandwidth modifier related to that
media stream in SIP/SDP signalling, it should modify this bandwith modifier to adjust the bandwidth overhead due to
e2ae security before forwarding the SDP. The IMS-ALG should add the bandwidth overhead caused by e2ae media
security to the bandwidth information received from the remote peer. The IMS-ALG should substract the bandwidth
overhead caused by e2ae media security from the bandwidth information received from the served UE.

Clause 5.11.2.3.2 defines specific requirements for e2ae protection of T.38 fax media stream over UDPTL/UDP
transport. The usage of UDPTL over DTLSisdefined in IETF RFC 7345 [33] and IETF RFC 8842 [81].

5.11.2.3.2 e2ae security for T.38 fax over UDP/UDPTL transport

If the IMS-ALG and the IMS-AGW support e2ae security for the UDP based mediausing DTL S and certificate
fingerprints, then for each T.38 fax media stream over UDPTL/UDP transport to be setup with e2ae security, the IMS-
ALG shal:

- include the IMS-AGW in the media path and allocate the required resources for the media streamin the IMS-
AGW;

- determine via SDP negotiation with the served UE if the IMS-AGW needsto act asDTLS client or DTLS server
as specified in IETF RFC 7345 [33] and IETF RFC 8842 [81];

- when requesting resources towards the access network:
a) indicateto the IMS-AGW "UDP/DTLS" as transport protocol;
b) send the certificate fingerprint(s) received from the served UE to the IMS-AGW; and

¢) reguest fromthe IMS-AGW the certificate fingerprint;
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- include the certificate fingerprint received from the IMS-AGW in the SDP body it sends to the served UE;

- if the IMS-ALG received from the served UE an SDP offer with "a=tls-id" media-level SDP attribute (as
specified in IETF RFC 8842 [81]), create anew DTLS association identity and include the "a=tls-id" SDP
attribute with the new DTL S association identity in the SDP answer which the IMS-ALG sends to the served
UE;

- if the IMS-ALG sendsto the served UE an SDP offer, create anew DTLS association identity and include the
"a=tls-id" SDP attribute with the new DTLS association identity in the SDP offer;

NOTE: Already used certificate fingerprints can be assigned to anew DTLS association. If the IMS-AGW uses
the same set of fingerprints for anew DTLS association then the IMS-ALG creates anew local "tls-id"
attribute value so that the combination of the "tls-id" attribute values of the IMS-ALG and the served UE
isunique across all DTLS associations that might be handled by the IMS-ALG and the served UE, as
specified in IETF RFC 8842 [81].

- request the IMS-AGW to start the DTLS session setup if the IMS-AGW needsto act asDTLS client; and
- when requesting resources towards the core network:
a) indicateto the IMS-AGW "UDP" as transport protocol.
For each T.38 fax media stream over UDPTL/UDP transport to be setup with e2ae security, the IMS-AGW shall:
- be capable to support both the DTLS server and DTLS client roles;
- upon regquest fromthe IMS-ALG, act asDTLSclient and start DTLS session establishment;

- upon request from the IMS-ALG, select an own certificate for the T.38 fax media stream, uniquely associate its
own certificate with the media stream, and send the fingerprint of the own certificate to the IMS-ALG;

- uniquely associate the certificate fingerprint(s) received from the IMS-AL G with the corresponding T.38 fax
media stream; and

- verify during the subsequent DTLS handshake with the served UE (as described in IETF RFC 7345 [33] and
IETF RFC 8842 [81]) that the fingerprint of the certificate passed by the served UE during DTLS handshake
matches the certificate fingerprint received from the IMS-ALG:

a) if the verification fails, the IMS-AGW shall regard the remote DTLS endpoint as not authenticated, terminate
the DTLS session and report the unsuccessful DTL S session setup to the IMS-ALG;

b) otherwise, the IMS-AGW shall continue with DTLS session setup and when the DTL S session is established,
the IMS-AGW shall be prepared to receive and convert unprotected media from the core network to the
protected mediato be sent to the served UE and vice versa.

5.11.2.4 End-to-access-edge security for RTP based media using DTLS-SRTP

Support of end-to-access edge security for RTP based mediausing DTLS-SRTP is mandatory for WebRTC sessions
and optional for other SIP sessions.

The P-CSCF (IMS-ALG) and IMS-AGW provide end-to-access edge security by using DTLS-SRTP, where DTLSis
used to establish keys for SRTP according to IETF RFC 5763 [42], IETF RFC 8842 [81] and IETF RFC 5764 [43].

During the establishment of a WebRTC or SIP session, the IMS-ALG receives "UDP/TLS/RTP/SAVP" or
"UDP/TLS/RTP/SAVPF" asthe transport protocol in SDP from the served UE (IMS UE or WebRTC IMS Client
(WIC)). The IMS-ALG then shall indicate "RTP/AVP" or "RTP/AVPF" over UDP, respectively, as the transport
protocol in the corresponding SDP media lines send towards the core network. When an IMS-ALG receives
"RTP/AVP" or "RTP/AVPF" in SDP from the core network, the IMS-ALG shall indicate "UDP/TLS/RTP/SAVP" or
"UDP/ITLS/RTP/SAVPF" astransport protocol in SDP send towards the served UE (IMS UE or WIC). When the IMS-
ALG regqueststhe IMS-AGW to reserve transport addresses/resources for e2ae media security, the IMS ALG shall
configure "UDP/TLSRTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport protocol at the access side termination, and
"RTP/AVP" or "RTP/AVPF" over UDP astransport protocol at the core network side termination.
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The IMS-ALG shall send the received UE (IMS UE or WIC) certificate fingerprint(s) to the IMS-AGW that isthen able
to correlate the fingerprint within the media stream uniquely. For each SRTP/SRTCP media stream to be established
with e2ae media security, the IMS-AGW shall send the fingerprint of its certificate vialq interface to the IMS-ALG.

If the IMS-ALG received from the UE (IMS UE or WIC) an SDP offer with "a=tls-id" media-level SDP attribute (as
specified in IETF RFC 8842 [81]), create anew DTLS association identity and include the "a=tls-id" SDP attribute with
the new DTLS association identity in the SDP answer which the IMS-AL G sends to the UE (IMS UE or WIC).

If the IMS-ALG sends to the UE (IMS UE or WIC) an SDP offer, create anew DTLS association identity and include
the "a=tls-id" SDP attribute with the new DTLS association identity in the SDP offer.

NOTE: Already used certificate fingerprints can be assigned to anew DTLS association. If the IMS-AGW uses
the same set of fingerprints for anew DTLS association then the IMS-ALG creates anew local "tls-id"
attribute value so that the combination of the "tls-id" attribute values of the IMS-ALG and the UE (IMS
UE or WIC) isunique across all DTLS associations that might be handled by the IMS-ALG and the UE
(IMS UE or WIC), as specified in IETF RFC 8842 [81].

According to procedures defined in 3GPP TS 24.229[11] and 3GPP TS 24.371 [44], the IMS-AGW shall act aseither a
DTLSserver or clientinthe DTLS session.

InDTLS-SRTP case, RTP and RTCP data are encrypted using SRTP and SRTCP as defined in IETF RFC 3711 [14].

When the DTL S session is established between the UE (IMS UE or WIC) and the IMS-AGW, the IMS-AGW shall be
prepared to send and receive SRTP/SRTCP packets of the incoming network side from the UE (IMS UE or WIC), and
convert SRTP/SRTCP packets to RTP/RTCP packets to the outgoing network side and vice versa, if the media stream
toward the IMS core network is using RTP/RTCP.

5.11.2.5 End-to-access-edge security for RTP based voice and video media using
DTLS-SRTP over TCP

The eP-CSCF (IMS-ALG) and elMS-AGW for WebRTC may support end-to-access-edge security for RTP based voice
and video mediausing DTLS-SRTP over TCP. If they do so, they shall apply the procedures in the present clause.

NOTE 1: RTP over TCP may be used to traverse NAT/Firewalls that perform UDP blocking.

TCP transport may be offered as an alternative to UDP transport using the | CE proceduresin clause 5.18. The eP-CSCF
(IMS-ALG) and elMS-AGW for WebRTC shall then provide end-to-access edge security for voice and video by using
DTLS-SRTP over TCP, where DTLS is used to establish keys for SRTP according to IETF RFC 5763 [42],

IETF RFC 8842 [81] and IETF RFC 5764 [43]. Framing according to RFC 4571 [58] shall be used for RTP streams
transferred over TCP.

The IMS-ALG shall send the received WIC certificate fingerprint(s) to the elMS-AGW that isthen able to correlate the
fingerprint within the media stream uniquely. For each SRTP/SRTCP media stream to be established with e2ae media
security, the el MS-AGW shall send the fingerprint of its certificate via lq interface to the IMS-ALG.

NOTE 2: The same fingerprint also applies for End-to-access-edge security for RTP based mediausing DTLS
SRTP, asdescribed in clause 5.11.2.4.

If the IMS-ALG received from the WIC an SDP offer with "a=tls-id" media-level SDP attribute (as specified in
IETF RFC 8842 [81]) create anew DTLS association identity and include the "a=tls-id" SDP attribute with the new
DTLS association identity in the SDP answer which the IMS-ALG sends to the WIC.

If the IMS-ALG sends to the WIC an SDP offer, create anew DTLS association identity and include the "a=tls-id" SDP
attribute with the new DTLS association identity in the SDP offer.

NOTE 3: Already used certificate fingerprints can be assigned to anew DTLS association. If the IMS-AGW uses
the same set of fingerprints for anew DTLS association then the IMS-ALG creates anew local "tls-id"
attribute value so that the combination of the "tls-id" attribute values of the IMS-ALG and the WIC is
unique across all DTLS associations that might be handled by the IMS-ALG and the WIC, as specified in
IETF RFC 8842 [81].

According to procedures defined in 3GPP TS 24.371 [44], the el MS-AGW shall act as either aDTLS server or clientin
the DTLS session.
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In DTLS-SRTP over TCP case, RTP and RTCP data are encrypted using SRTP and SRTCP as defined in
IETF RFC 3711 [14].

When the DTL S session is established between the WIC and the elMS-AGW, the elMS-AGW shall be prepared to send
and receive SRTP/SRTCP packets over TCP of the incoming network side from the WIC, and convert SRTP/SRTCP
packets to RTP/RTCP packets over UDP to the outgoing network side and vice versa, if the media stream towards the
IMS core network is using RTP/RTCP over UDP.

5.11.2.6 End-to-access-edge security for WebRTC data channels using
UDP/DTLS/SCTP transport

The proceduresin clause 5.20.2 are applicable.

5.11.3 End-to-end Security

5.11.3.1 End-to-end security for RTP based media

For the support of e2e-security, the IMS-ALG and the IMS-AGW shall support "RTP/SAVP" (see IETF RFC
3711 [14]) and/or "RTP/SAVPF" (see IETF RFC 5124 [15]) as transport protocol.

If the IMS-ALG receives SDP containing medialines with "RTP/SAVP" (see IETF RFC 3711 [14]) or "RTP/SAVPF"
(see IETF RFC 5124 [15]) as transport protocol, but did not receive any request for end-to-access-edge security, the
IMS-ALG shall:

- forward the SDP with unmodified transport protocol for those medialines;

- provide"RTP/SAVP" or "RTP/SAVPF", asreceived in the SDP, to the IMS-AGW as transport protocol for all
related terminations, and provide no mediarelated information to these terminations, to configure the IMS-
AGW to pass media transparently.

If the IMS-ALG receives SDP containing SDES SDP attribute(s) according to IETF RFC 4568 [13], and did not receive
any request for end-to-access-edge security, it shall forward the SDP with unmodified SDES SDP attribute(s), but shall
not provide the SDES SDP attribute(s) to the IMS-AGW.

5.11.3.2 End-to-end security for TCP-based media using TLS

End-to-end protection of MSRP (used in IM S session-based messaging) and BFCP (used in IM S conferencing) mediais
based on TLS, according to the TLS profile specified in Annex E of 3GPP TS 33.310 [48] and Annex M of 3GPP
TS33.328[12].

If the IMS-ALG receives SDP containing medialines with "TCP/TLSMSRP" (see IETF RFC 4975 [25] and IETF RFC
6714 [26]) and/or "TCP/TLS/BFCP" (see IETF RFC 4583 [27]) as transport protocol but did not receive any request for
end-to-access-edge security, the IMS-ALG shall:

- forward the SDP with unmodified transport protocol for those medialines and unmodified TLS related SDP
attribute(s);

- indicate"TCP" to the IMS-AGW as transport protocol for all related terminations, and provide no mediarelated
information to these terminations, to configure the IMS-AGW to pass media transparently.

NOTE: End-to-end security for TCP-based mediausing TLSis not supported between two terminals being
located behind firewal|SNATS.

5.12  Explicit Congestion Notification support

5.12.1 General

ANnIMS-ALG and IMS-AGW may support Explicit Congestion Notification (see IETF RFC 3168 [16], IETF
RFC 6679 [17] and 3GPP TS 26.114 [21)).
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AnIMS-ALG and IMS-AGW which supports ECN shall support the ECN transparent procedurei.e. the transparent
forwarding of ECN bitsin the IP header (see IETF RFC 3168 [16]). If the IMS-AGW does not support the transparent
forwarding of ECN bits then the IMS-ALG shall not permit ECN in the SDP Offer/Answer negotiation.

The IMS-AGW shall treat RTCP for ECN as a RTP trandator with no media translation.

AnIMS-ALG and IMS-AGW which supports ECN may then act as an ECN endpoint to enable ECN towardsthe IMS
access network or/and towards the IMS Core Network. The subsequent clauses describe the general support for ECN,
further details on the support of ECN during PSto CS access transfer is described in clause 6.2.14.3.

NOTE: Itisout of the scope of this profile to support interworking with a non-3GPP ECN IP terminal.

AnIMS-ALG and IMS-AGW that support ECN Transparent as well as transcoding shall also support the ECN endpoint
procedure.

An IMS-ALG/IMS-AGW supporting the ATCF/ATGW function and ECN shall support ECN Endpoint (see
clause 6.2.14).

When acting as an ECN endpoint, the IMS-AGW shall be capable of enabling end-to-end rate adaptation between the
local terminal and the remote entity by performing the following towards the ECN-capabl e peer:

- trigger rate adaptation request towards the ECN-capable peer when receiving in the incoming IMS media
flow 1P packets marked with ECN-CE, regardless of whether the IMS-AGW applies or does not apply
transcoding;

- forward adaptation requests between the local and the remote peer when the IMS-AGW bridges compatible
codec configurations between the interfaces without applying a transcoding function;

- perform media adaptation (e.g. reduce media bit-rate) towards the ECN-capabl e peer when receiving from
the latter an adaptation request. and the IMS-AGW applies transcoding.

5.12.2 Incoming SDP offer with ECN

The IMS-ALG and IMS-AGW shall apply the requirements specified in clause 10.2.13.2 of 3GPP TS 29.162 [20]
replacing the IBCF and TrGW with IMS-ALG and IMS-AGW respectively.

5.12.3 Incoming SDP offer without ECN

The IMS-ALG and IMS-AGW shall apply the requirements specified in clause 10.2.13.3 of 3GPP TS 29.162 [20]
replacing the IBCF and TrGW with IMS-ALG and IMS-AGW respectively with the following additions:

- if theIMS-ALG or IMS-AGW does not support the procedure to act as an ECN endpoint, the IMS-ALG shall
not include the "a=ecn-capable-rtp" attribute in the SDP offer it forwards to the succeeding node.

5.12.4 Detection of ECN failures by IMS-AGW

AnIMS-ALG and IMS-AGW that support the procedure to act as an ECN endpoint shall support the requirements
specified in clause 10.2.13.3a of 3GPP TS 29.162 [20] replacing the IBCF and TrGW with IMS-ALG and IMS-AGW
respectively.

5.13  Transcoding

5.13.1 General

The transcoding functionality, where the IMS-AGW processes and possibly converts media data (like e.g. RTP
payload) is optional for the P-CSCF and IMS-AGW to support. Transcoding should be supported if the IMS-ALG and
IMS-AGW support the ATCF and ATGW functions for use after an SRV CC handover if the media that was used prior
to the access transfer is not supported by the MSC Server.

AnIMS-ALG and IMS-AGW that support transcoding shall support the requirements specified for Media Control in
clause 10.2.5 of 3GPP TS 29.162 [20] respectively for the IBCF and TrGW, with the following additions:
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- During an originating or terminating PS session establishment, the IMS-ALG (ATCF) may remove codecs when
passing SDP offers (e.g. codecs known not to be supported by either the IMS-AGW (ATGW) or the MSC
Server), but the IMS-ALG (ATCF) should pass SDP offers without adding codecs to the SDP offer and pass
SDP answers without modification to the contained codecs to avoid the potential need for transcoding in the
IMS-AGW (ATGW) before the PSto CS access transfer;

- During the PSto CS access transfer procedure, the IMS-ALG (ATCF) shall preferentially select from the SDP
offer it receives from the MSC Server the codec already configured on the corresponding remote leg, if
available.

The procedures for the IMS-ALG (ATCF) and IMS-AGW (ATGW) are further detailed in clause 6.2.14.

5.13.2 Handling of common codec parameters

When receiving an SDP offer, the IMS-ALG may add a payload type to offer transcoding before forwarding the SDP
offer (denoted as "codec 3" in figures 10.2.5.1 and 10.2.5.2 of 3GPP TS 29.162 [20]). If that payload typeis selected in
the SDP answer, the IMS-AL G needs to transcode. Table 5.13.2.1 describes the IMS-AL G handling of codec related
parameters applicable to multiple codecs when the IMS-AL G adds the payload type to the SDP offer, and that payload
typeis selected in the SDP answer.

Table 5.13.2.1: IMS-ALG handling of common codec parameters for transcoding.

the parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

If the value is supported by the IMS-AGW for
receiving media, the IMS-ALG should keep the
value from the received SDP offer unchanged in
the SDP offer it sends. If the IMS-AGW only
supports a lower maxptime value, the IMS-ALG
shall supply the maxptime value according to the
IMS-AGW capabilities in the SDP offer it
forwards. If no maxptime value was contained in
the received SDP offer, the IMS-ALG may add
the parameter with a value according to the IMS-
AGW capabilities to the SDP offer.

Parameter | Handling of common codec parameter in the Handling of common codec parameter in the
sent SDP offer received SDP answer

ptime If the ptime parameter is included in the received | If the ptime parameter is included in the received

(NOTE) SDP offer, the IMS-ALG shall supply the SDP answer, the IMS-ALG shall supply the
parameter to the IMS-AGW for the termination parameter to the IMS-AGW for the termination
towards the offerer in the remote descriptor. towards the SDP answerer in the remote descriptor.
If the value is supported by the IMS-AGW for If the value is supported by the IMS-AGW for
receiving media, the IMS-ALG should keep the receiving media, the IMS-ALG should keep the
value from the received SDP offer unchanged in | value from the received SDP answer unchanged in
the SDP offer it sends. If the IMS-AGW only the SDP answer it sends. If the IMS-AGW only
supports a lower ptime value, the IMS-ALG shall | supports a lower ptime value, the IMS-ALG shall
supply the ptime value according to configured supply the ptime value according to configured
preferences in the SDP offer it forwards. If no preferences in the SDP answer it forwards. If no
ptime value was contained in the received SDP ptime value was contained in the received SDP
offer, the IMS-ALG may add the parameter with answer, the IMS-ALG may add the parameter with a
a value according to configured preferences to value according to configured preferences to the
the SDP offer. SDP answer.

maxptime If the maxptime parameter is included in the If the maxptime parameter is included in the

(NOTE) received SDP offer, the IMS-ALG shall supply received SDP answer, the IMS-ALG shall supply the

parameter to the IMS-AGW for the termination
towards the SDP answerer in the remote descriptor.
If the value is supported by the IMS-AGW for
receiving media, the IMS-ALG should keep the
value from the received SDP answer unchanged in
the SDP answer it sends. If the IMS-AGW only
supports a lower maxptime value, the IMS-ALG
shall supply the maxptime value according to the
IMS-AGW capabilities in the SDP answer it
forwards. If no maxptime value was contained in the
received SDP answer, the IMS-ALG may add the
parameter with a value according to the IMS-AGW
capabilities to the SDP answer.

NOTE:

This SDP attribute is defined in IETF RFC 4566 [53]. It applies to all codecs offered in an SDP media line.

Table5.13.2.2 describes the IMS-AGW handling of codec related parameters applicable to multiple codecs.
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Table 5.13.2.2: IMS-AGW handling of common codec parameters

Parameter Handling in local descriptor Handling in remote descriptor
ptime The IMS-AGW should expect to receive packets | The IMS-AGW should use this ptime value when
(NOTE) with this ptime value and may use this sending packets.

information when deciding upon the required

resources.
maxptime The IMS-AGW should expect to receive packets | The IMS-AGW shall use this maxptime value when
(NOTE) with this maxptime value and may use this sending packets.

information when deciding upon the required

resources.
NOTE: This SDP attribute is defined in IETF RFC 4566 [53]. It applies to all codecs offered in an SDP media line.

5.13.3 Handling of the EVS speech codec

The Enhanced Voice Services (EVS) speech codec is defined in 3GPP TS 26.441 [51]. Its RTP payload type is defined
in 3GPP TS 26.445 [52], and procedures for its usage as IM S Multimedia Telephony speech codec are defined in
3GPPTS26.114 [21].

The IMS-ALG and the IMS-AGW may support transcoding to and from the EV S speech codec. If they do so, the
procedures in the present clause apply.

When receiving an SDP offer, the IMS-ALG may add an EV'S codec payload type before forwarding the SDP offer
(denoted as "codec 3" in figures 10.2.5.1 and 10.2.5.2 of 3GPP TS 29.162 [20]). If that EV S payload type is selected in
the SDP answer, the IMS-AL G needs to transcode the EV S codec. Table 5.13.3.1 describes the IMS-ALG handling of
EV S codec parameters when the IMS-AL G adds the EV S payload type to the SDP offer, and that EV S payload typeis
selected in the SDP answer. In addition, rules for the parameter handling in 3GPP TS 26.445 [52] shall apply.
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Table 5.13.3.1: IMS-ALG handling of EVS related SDP parameters when the IMS-ALG adds the EVS
payload type to the SDP offer.
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Parameter

Handling for EVS payload type added to the
SDP offer to offer transcoding

Handling if offered EVS payload type is
accepted in the SDP answer

evs-mode-
switch
(NOTE 1)

If the IMS-ALG expects that interworking
between AMR-WB and EVS is required (e.g.
because AMR-WB was the first payload type in
the received SDP offer), it shall include the evs-
mode-switch with value 1. Otherwise the IMS-
ALG shall not include the evs-mode-switch.

If the evs-mode-switch parameter is contained in the
SDP answer, the IMS-ALG shall forward this
parameter to the IMS-AGW for the termination
towards the answerer in the remote descriptor.

hf-only
(NOTE 1)

If the IMS-ALG is configured to negotiate using
only the header-full EVS RTP payload format,
the IMS-ALG shall include the hf-only parameter
with a value 1.

If the hf-only parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.

dtx
(NOTE 1)

If the usage of DTX is not desired in the sending
and receiving direction (e.g. due to DTX
capabilities of expected codecs to transcode
with, e.g. other codecs in the received SDP
offer), the IMS-ALG shall include the dtx
parameter with a value 0.

If the dtx parameter is contained in the SDP answer,
the IMS-ALG shall forward this parameter to the
IMS-AGW in the remote descriptor.

dtx-recv
(NOTE 1)

If receiving DTX is not desired and the dtx
parameter is not included, the IMS-ALG shall
include the dtx-recv parameter with a value 0.

If both the dtx and dtx-recv parameters are
included, those parameters shall have the same
value; however, inclusion of the dtx-recv
parameter is not required if the dtx parameter is
included.

If the dtx-recv parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.

br
(NOTE 1)

If the IMS-ALG desires the same bit rate range
for the send and receive direction in EVS
primary mode, and wants to restrict the bit rate
range to match IMS-AGW capabilities and
possible configured policies, it shall supply the br
parameter in the SDP offer it sends. Otherwise
the IMS-ALG shall not include this parameter in
the SDP offer.

If the IMS-ALG also supplies the bw, bw-send or
bw-recv parameter, the value of the br
parameter shall be compatible with the values of
those parameters.

If the br parameter is contained in the SDP answer,
the IMS-ALG shall forward this parameter to the
IMS-AGW in the remote descriptor.

br-send
(NOTE 1)

If the IMS-ALG desires a different bit rate
(range) for the send and receive direction in EVS
primary mode, and wants to restrict the bit rate
range for the send direction to match IMS-AGW
capabilities and possible configured policies, it
shall supply the br-send parameter in the SDP
offer it sends. Otherwise the IMS-ALG shall not
include this parameter in the SDP offer.

If the IMS-ALG also supplies the bw or bw-send
parameter, the value of the br-send parameter
shall be compatible with the values of those
parameters.

If the br-send parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.

br-recv
(NOTE 1)

If the IMS-ALG desires a different bit rate
(range) for the send and receive direction in EVS
primary mode, and wants to restrict the bit rate
range for the receive direction to match IMS-
AGW capabilities and possible configured
policies, it shall supply the br-recv parameter in
the SDP offer it sends. Otherwise the IMS-ALG
shall not include this parameter in the SDP offer.
If the IMS-ALG also supplies the bw or bw-recv
parameter, the value of the br-recv parameter
shall be compatible with the values of those
parameters.

If the br-recv parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.
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bw
(NOTE 1)

If the IMS-ALG desires the same sampling
bandwidth(s) for the send and receive direction
in EVS primary mode, and wants to restrict the
sampling bandwidths to match IMS-AGW
capabilities, sampling bandwidths of expected
codecs EVS will be transcoded to (e.g. the first
payload type in the received SDP offer), and
possible configured policies, it shall supply the
bw parameter in the SDP offer it sends.
Otherwise the IMS-ALG shall not include this
parameter in the SDP offer.

If the bw parameter is contained in the SDP answer,
the IMS-ALG shall forward this parameter to the
IMS-AGW in the remote descriptor.

bw-send
(NOTE 1)

If the IMS-ALG desires different sampling
bandwidths for the send and receive direction in
EVS primary mode, and wants to restrict the
sampling bandwidths in the send direction to
match IMS-AGW capabilities, sampling
bandwidths of expected codecs EVS will be
transcoded to (e.g. the first payload type in the
received SDP offer) and possible configured
policies, it shall supply the bw-send parameter in
the SDP offer it sends. Otherwise the IMS-ALG
shall not include this parameter in the SDP offer.

If the bw-send parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.

bw-recv
(NOTE 1)

If the IMS-ALG desires different sampling
bandwidths for the send and receive direction in
EVS primary mode, and wants to restrict the
sampling bandwidths in the receive direction to
match IMS-AGW capabilities, sampling
bandwidths of expected codecs EVS will be
transcoded to (e.g. the first payload type in the
received SDP offer), and possible configured
policies, it shall supply the bw-recv parameter in
the SDP offer it sends. Otherwise the IMS-ALG
shall not include this parameter in the SDP offer.

If the bw-recv parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.

cmr
(NOTE 1)

If the IMS-ALG desires to disable codec mode
requests within the RTP payload of the EVS
primary mode (due to the IMS-AGW capabilities
or policies), it shall include the cmr parameter
with value -1 in the SDP offer it sends.

If the cmr parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.

ch-aw-recv
(NOTE 1)

The IMS-ALG shall include the ch-aw-recv
parameter in the SDP offer if it desires to control
the channel-aware mode of EVS in the receive
direction, e.g. to disable it with value -1. The
IMS-ALG shall consider the capabilities of the
IMS-AGW when it chooses an appropriate value.

If the ch-aw-recv parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.

number of
channels
(NOTE 2)

The IMS-ALG shall only include the "number of
channels" parameter in the SDP offer if it desires
to send or receive multiple channels. If the
desired number of channels in the send and
receive direction differs, the IMS-ALG shall
include the higher value. The IMS-ALG should
consider the number of channels of expected
codecs EVS will be transcoded to (e.g. the first
payload type in the received SDP offer).

If the "number of channels" parameter is contained
in the SDP answer, the IMS-ALG shall forward this
parameter to the IMS-AGW in the remote descriptor.

ch-send
(NOTE 1)

The IMS-ALG shall only include the ch-send
parameter in the SDP offer if it desires to send
multiple channels, with different numbers of
channels in the send and receive direction. The
IMS-ALG should consider the number of
channels of expected codecs EVS will be
transcoded to (e.g. the first payload type in the
received SDP offer).

If the ch-send parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.
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ch-recv

The IMS-ALG shall only include the ch-recv

If the ch-recv parameter is contained in the SDP

(NOTE 1) parameter in the SDP offer if it desires to receive | answer, the IMS-ALG shall forward this parameter
multiple channels, with different numbers of to the IMS-AGW in the remote descriptor.
channels in the send and receive direction. The
IMS-ALG should consider the number of
channels of expected codecs EVS will be
transcoded to (e.g. the first payload type in the
received SDP offer).
mode-set The IMS-ALG shall only include the mode-set If the mode-set parameter is contained in the SDP
(NOTE 3) parameter in the SDP offer if it desires to restrict | answer, the IMS-ALG shall forward this parameter
the mode-set of AMR-WB 10 mode. The IMS- to the IMS-AGW in the remote descriptor.
ALG should only restrict the mode-set if the If the IMS-ALG decides that EVS will be transcoded
expected codec EVS will be interworked with to AMR-WB, the IMS-ALG should include the mode-
(e.g. the first payload type in the received SDP set parameter for the AMR-WB payload in the SDP
offer) is AMR-WB and has a restricted mode-set. | offer it forwards if this is permissible by AMR-WB
offer answer rules in IETF RFC 4867 [54].
mode- The IMS-ALG shall only include the mode- If the mode-change-period parameter is contained
change- change-period parameter with value 2 in the in the SDP answer, the IMS-ALG shall forward this
period SDP offer if it desires to restrict the mode- parameter to the IMS-AGW in the remote descriptor.
(NOTE 3) change-period of received packets in AMR-WB If the IMS-ALG decides that EVS will be transcoded
10 mode. The IMS-ALG should only restrict the to AMR-WB, the IMS-ALG should include the mode-
mode-change-period if the expected codec EVS | change-period parameter for the AMR-WB payload
will be interworked with (e.g. the first payload in the SDP offer it forwards.
type in the received SDP offer) is AMR-WB and
has such a restriction.
mode- The IMS-ALG shall include the mode-change- If the mode-change-capability parameter is
change- capability parameter with value 2 in the SDP contained in the SDP answer, the IMS-ALG may
capability offer if it is capable of restricting the mode- forward this parameter to the IMS-AGW in the
(NOTE 3) change-period of packets it sends in AMR-WB remote descriptor.
10 mode. The IMS-ALG should consider the If the IMS-ALG decides that EVS will be transcoded
mode-change-period of the expected codec EVS | to AMR-WB, the IMS-ALG should include the mode-
will be interworked with (e.g. the first payload change-capability parameter for the AMR-WB
type in the received SDP offer) if this is AMR- payload in the SDP offer it forwards.
WB.
mode- The IMS-ALG shall only include the mode- If the mode-change-neighbor parameter is
change- change-neighbor parameter in the SDP offer if it | contained in the SDP answer, the IMS-ALG shall
neighbor desires to restrict the mode-change within forward this parameter to the IMS-AGW in the
(NOTE 3) received packets of AMR-WB IO mode to remote descriptor.
neighboring modes. The IMS-ALG should If the IMS-ALG decides that EVS will be transcoded
consider the mode-change-neighbor parameter to AMR-WB, the IMS-ALG should include the mode-
of the expected codec EVS will be interworked change-neighbor parameter for the AMR-WB
with (e.g. the first payload type in the received payload in the SDP offer it forwards.
SDP offer) if this is AMR-WB.
max-red The IMS-ALG shall only include the max-red If the max-red parameter is contained in the SDP
(NOTE 5) parameter in the SDP offer if it desires to restrict | answer, the IMS-ALG shall forward this parameter
the maximum redundancy of received packets. to the IMS-AGW in the remote descriptor.
IMS-ALG shall consider the capabilities of the If the IMS-ALG decides that EVS will be interworked
IMS-AGW, and should consider the max-red with AMR-WB, the IMS-ALG should include the
parameter of the expected codec EVS will be max-red parameter for the AMR-WB payload in the
interworked with (e.g. the first payload type in SDP offer it forwards.
the received SDP offer) if this is AMR-WB.
3gpp_mtsi | If the IMS-AGW supports RTCP APP based If the 3gpp_mtsi_app_adapt attribute is contained in
_app_adap | adaptation messages defined in the SDP answer, the IMS-ALG shall forward this
t (NOTE 4) | 3GPP TS 26.114 [21], and the IMS-ALG has a parameter to the IMS-AGW in the remote descriptor.
policy to negotiate the usage of those
messages, the IMS-ALG shall include the
3gpp_mtsi_app_adapt SDP attribute indicating
the supported APP messages in the SDP offer.
NOTE 1: This MIME parameter of the EVS RTP payload type is defined in 3GPP TS 26.445 [51]. It is encapsulated
within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].
NOTE 2: This number of channels are encoded as "encoding parameters" of the SDP "a=rtpmap" attribute defined in
IETF RFC 4566 [53].
NOTE 3: This MIME parameter of the EVS RTP payload type relates to AMR-WB 10 mode and is defined in
IETF RFC 4867 [54]. It is encapsulated within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].
NOTE 4: This SDP attribute is defined in 3GPP TS 26.114 [21]. It applies to all codecs offered in an SDP media line.
However, some values are specific to EVS.
NOTE 5: This MIME parameter of the EVS RTP payload type is defined in IETF RFC 4867 [54]. It is encapsulated

within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].
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When receiving an SDP offer that contains an EV S codec payload type (denoted as "codec 1" in figure 10.2.5.2 of
3GPP TS 29.162 [20]), the IMS-ALG may add other payload types before forwarding the SDP offer (denoted as " codec
3" infigure 10.2.5.2 of 3GPP TS 29.162 [20]). If that added payload type is selected in the SDP answer, the IMS-ALG
needs to transcode, and may select to transcode to the EV S codec. Table 5.13.3.2 describes the IMS-ALG handling of
EV S codec parameters when the IMS-AL G receives an EV S payload type in an SDP offer, and selects to transcode
between the EV S codec and some other codec. In addition, rules for the parameter handling in 3GPP TS 26.445 [52]
shall apply.
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Table 5.13.3.2: IMS-ALG handling of EVS related SDP parameters when the IMS-ALG receives the
EVS payload type in the SDP offer and decides to transcode between the EVS payload type and some
other codec.
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Parameter

Handling of EVS payload type parameter
received in the SDP offer

EVS payload type supplied in the SDP answer

evs-mode-
switch
(NOTE 1)

If the evs-mode-switch parameter is contained in
the SDP offer and the IMS-ALG select the EVS
payload type for transcoding, the IMS-ALG shall
forward this parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

If the evs-mode-switch parameter is contained in the
SDP offer, the IMS-ALG shall include the evs-mode-
switch parameter with unmodified value in the SDP
answer.

Otherwise, if the IMS-ALG decides to interwork
between AMR-WB and EVS (e.g. because AMR-
WB was selected in the received SDP answer), it
shall include the evs-mode-switch with value 1.
Otherwise the IMS-ALG shall not include the evs-
mode-switch.

If the IMS-ALG supplies the evs-mode-switch in the
SDP answer, it shall also supply it to the IMS-AGW
in the local descriptor for the termination towards
the offerer with the same value.

hf-only
(NOTE 1)

If the hf-only parameter is contained in the SDP
offer and the IMS-ALG select the EVS payload
type for transcoding, the IMS-ALG shall forward
this parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

If the hf-only parameter is contained in the SDP
offer, the IMS-ALG shall include the hf-only
parameter with unmodified value in the SDP
answer.

Otherwise, if the IMS-ALG is configured to negotiate
using only the header-full EVS RTP payload format,
the IMS-ALG shall include the hf-only parameter
with a value 1.

If the IMS-ALG supplies the hf-only parameter in the
SDP answer, it shall also supply it to the IMS-AGW
in the local descriptor for the termination towards
the offerer with the same value.

dtx
(NOTE 1)

If the dtx parameter is contained in the SDP offer
and the IMS-ALG select the EVS payload type
for transcoding, the IMS-ALG shall forward this
parameter to the IMS-AGW for the termination
towards the offerer in the remote descriptor.

If the dtx parameter is contained in the SDP offer,
the IMS-ALG shall include the dtx parameter with
unmodified value in the SDP answer.

If the dtx parameter is not contained in the SDP
offer and if a dtx-recv parameter is contained in the
SDP offer, the IMS-ALG may include the dtx
parameter in the SDP answer, and the value of the
dtx parameter shall then be identical to that of the
dtx-recv parameter in the SDP offer (e.g, if that
value matches DTX capabilities of expected codecs
to transcode with).

If the dtx parameter is not contained in the SDP
offer and if the dtx-recv parameter is not contained
in the SDP offer, and if the usage of DTX is not
desired (e.g. due to DTX capabilities of expected
codecs to transcode with, e.g. other codecs in the
received SDP answer), the IMS-ALG shall include in
the SDP answer the dtx parameter with a value 0.
If the IMS-ALG supplies the dtx parameter in the
SDP answer, it shall also supply it to the IMS-AGW
in the local descriptor for the termination towards
the offerer with the same value.

dtx-recv
(NOTE 1)

If the dtx-recv parameter is contained in the SDP
offer and the IMS-ALG select the EVS payload
type for transcoding, the IMS-ALG shall forward
this parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

If no dtx parameter is included in the SDP answer
and if the reception of DTX is not desired, the IMS-
ALG shall include in the SDP answer the dtx-recv
parameter with a value 0.

If both the dtx and dtx-recv parameters are included,
those parameters shall have the same value;
however, inclusion of the dtx-recv parameter is not
required if the dtx parameter is included.

If the IMS-ALG supplies the dtx-recv parameter in
the SDP answer, it should also supply it to the IMS-
AGW in the local descriptor for the termination
towards the offerer with the same value.
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br If the br parameter is contained in the SDP offer, | If the br parameter is contained in the SDP offer, the
(NOTE 1) the IMS-ALG shall check if the IMS-AGW IMS-ALG shall select a bitrate value, which is either

supports the indicated bitrates, or a subset of the received br value or a subset of it, based on
them, in EVS primary mode in the send and IMS-AGW capabilities and possible configured
receive direction. If the indicated bitrates, and policies, and shall include the br parameter with the
even each subset of them, are not supported, selected value that is also supplied towards the
the IMS-ALG shall not select the EVS payload IMS-AGW in the SDP answer.
type for transcoding. If the IMS-ALG selects the | Otherwise, if the IMS-ALG desires the same bit rate
EVS payload type, it shall forward this parameter | range for the send and receive direction in EVS
to the IMS-AGW for the termination towards the | primary mode, and wants to restrict the bit rate
offerer in the remote descriptor. range to match IMS-AGW capabilities and possible
configured policies, it shall supply the br parameter
in the SDP answer it sends.
Otherwise the IMS-ALG shall not include this
parameter in the SDP answer.
If the IMS-ALG also supplies the bw, bw-send or
bw-recv parameter, the value of the br parameter
shall be compatible with the values of those
parameters.
If the IMS-ALG supplies the br parameter in the
SDP answer, it shall also supply to the IMS-AGW
the br parameter in the local descriptor for the
termination towards the offerer with the same value.
br-send If the br-send parameter is contained in the SDP | If the br-recv parameter is contained in the SDP
(NOTE 1) offer, the IMS-ALG shall check if the IMS-AGW offer, the IMS-ALG shall select a bitrate value,

supports the indicated bitrates, or a subset of
them, in EVS primary mode in the receive
direction. If the indicated bitrates, and even each
subset of them, are not supported, the IMS-ALG
shall not select the EVS payload type for
transcoding. If the IMS-ALG selects the EVS
payload type, it shall forward this parameter to
the IMS-AGW for the termination towards the
offerer in the remote descriptor.

which is either the received br-recv value or a
subset of it, based on IMS-AGW capabilities and
possible configured policies, and shall include the
br-send parameter with the selected value that is
also supplied towards the IMS-AGW in the SDP
answer.

Otherwise, if the IMS-ALG desires a different bit rate
(range) for the send and receive direction in EVS
primary mode, and wants to restrict the bit rate
range for the send direction to match IMS-AGW
capabilities and possible configured policies, it shall
supply the br-send parameter in the SDP answer it
sends.

Otherwise the IMS-ALG shall not include the br-
send parameter in the SDP answer.

If the IMS-ALG also supplies the bw or bw-send
parameter, the value of the br-send parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the br-send parameter in
the SDP answer, it shall also supply to the IMS-
AGW the br-send parameter in the local descriptor
for the termination towards the offerer with the same
value.
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br-recv

If the br-recv parameter is contained in the SDP

If the br-send parameter is contained in the SDP

(NOTE 1) offer, the IMS-ALG shall check if the IMS-AGW offer, the IMS-ALG shall select a bitrate value,
supports the indicated bitrates, or a subset of which is either the received br-send value or a
them, in EVS primary mode in the send subset of it, based on IMS-AGW capabilities and
direction. If the indicated bitrates, and even each | possible configured policies, and shall include the
subset of them, are not supported, the IMS-ALG | br-recv parameter with the selected value that is
shall not select the EVS payload type for also supplied towards the IMS-AGW in the SDP
transcoding. If the IMS-ALG selects the EVS answer.
payload type, it shall forward this parameter to Otherwise, if the IMS-ALG desires a different bit rate
the IMS-AGW for the termination towards the (range) for the send and receive direction in EVS
offerer in the remote descriptor. primary mode, and wants to restrict the bit rate

range for the receive direction to match IMS-AGW
capabilities and possible configured policies, it shall
supply the br-recv parameter in the SDP answer it
sends.
Otherwise the IMS-ALG shall not include the br-recv
parameter in the SDP answer.
If the IMS-ALG also supplies the bw or bw-recv
parameter, the value of the br-recv parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the br-recv parameter in the
SDP answer, it shall also supply to the IMS-AGW
the br-recv parameter in the local descriptor for the
termination towards the offerer with the same value.
bw If the bw parameter is contained in the SDP If the bw parameter is contained in the SDP offer,
(NOTE 1) offer, the IMS-ALG shall check if the IMS-AGW the IMS-ALG shall select a sampling bandwidth

supports the indicated sampling bandwidth(s), or
a subset of them, in EVS primary mode in the
send and receive direction. If the indicated
sampling bandwidth(s), and even each subset of
them, are not supported, the IMS-ALG shall not
select the EVS payload type for transcoding. If
the IMS-ALG selects the EVS payload type, it
shall forward this parameter to the IMS-AGW for
the termination towards the offerer in the remote
descriptor.

value, which is either the received bw value or a
subset of it, based on IMS-AGW capabilities and
possible configured policies, and shall include the
bw parameter with the selected value that is also
supplied towards the IMS-AGW in the SDP answer.
Otherwise, if the IMS-ALG desires the same
sampling bandwidth(s) for the send and receive
direction in EVS primary mode, and wants to restrict
the sampling bandwidth(s) to match IMS-AGW
capabilities and possible configured policies, it shall
supply the bw parameter in the SDP answer it
sends.

Otherwise the IMS-ALG shall not include this
parameter in the SDP answer.

If the IMS-ALG also supplies the br, br-send or br-
recv parameter, the value of the bw parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the bw parameter in the
SDP answer, it shall also supply to the IMS-AGW
the bw parameter in the local descriptor for the
termination towards the offerer with the same value.
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bw-send

If the bw-send parameter is contained in the

If the bw-recv parameter is contained in the SDP

(NOTE 1) SDP offer, the IMS-ALG shall check if the IMS- offer, the IMS-ALG shall select a sampling
AGW supports the indicated sampling bandwidths value, which is either the received bw-
bandwidths, or a subset of them, in EVS primary | recv value or a subset of it, based on IMS-AGW
mode in the receive direction. If the indicated capabilities and possible configured policies, and
sampling bandwidths, and even each subset of shall include the bw-send parameter with the
them, are not supported, the IMS-ALG shall not selected value in the SDP answer.
select the EVS payload type for transcoding. If Otherwise, if the IMS-ALG desires different
the IMS-ALG selects the EVS payload type, it sampling bandwidths for the send and receive
shall forward this parameter to the IMS-AGW for | direction in EVS primary mode, and wants to restrict
the termination towards the offerer in the remote | the sampling bandwidths for the send direction to
descriptor. match IMS-AGW capabilities and possible
configured policies, it shall supply the bw-send
parameter in the SDP answer it sends.
Otherwise the IMS-ALG shall not include the br-
send parameter in the SDP answer.
If the IMS-ALG also supplies the bw or bw-send
parameter, the value of the br-send parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the bw-send parameter in
the SDP answer, it shall also supply to the IMS-
AGW the bw-send parameter in the local descriptor
for the termination towards the offerer with the same
value.
bw-recv If the br-recv parameter is contained in the SDP | If the bw-send parameter is contained in the SDP
(NOTE 1) offer, the IMS-ALG shall check if the IMS-AGW offer, the IMS-ALG shall select a sampling
supports the indicated sampling bandwidths, or bandwidths value, which is either the received bw-
a subset of them, in EVS primary mode in the send value or a subset of it, based on IMS-AGW
send direction. If the indicated sampling capabilities and possible configured policies, and
bandwidths, and even each subset of them, are | shall include the bw-recv parameter with the
not supported, the IMS-ALG shall not select the selected value in the SDP answer.
EVS payload type for transcoding. If the IMS- Otherwise, if the IMS-ALG desires a different
ALG selects the EVS payload type, it shall sampling bandwidths for the send and receive
forward the bw-recv parameter to the IMS-AGW | direction in EVS primary mode, and wants to restrict
for the termination towards the offerer in the the sampling bandwidths for the receive direction to
remote descriptor. match IMS-AGW capabilities and possible
configured policies, it shall supply the bw-recv
parameter in the SDP answer it sends.
Otherwise the IMS-ALG shall not include the bw-
recv parameter in the SDP answer.
If the IMS-ALG also supplies the br or br-recv
parameter, the value of the bw-recv parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the bw-send parameter in
the SDP answer, it shall also supply it to the IMS-
AGW in the local descriptor for the termination
towards the offerer with the same value.
cmr If the cmr parameter is contained in the SDP If the cmr parameter is contained in the SDP offer,
(NOTE 1) offer and the IMS-ALG select the EVS payload the IMS-ALG shall include the cmr parameter with

type for transcoding, the IMS-ALG shall forward
this parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

unmodified value in the SDP answer.

Otherwise, if the IMS-AGW desires to disable codec
mode requests within the RTP payload of the EVS
primary mode (due to the IMS-AGW capabilities or
policies), it shall include the cmr parameter with
value -1 in the SDP answer it sends

If the IMS-ALG supplies the cmr parameter in the
SDP answer, it shall also supply it to the IMS-AGW
in the local descriptor for the termination towards
the offerer with the same value.
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ch-aw-recv | If the ch-aw-recv parameter is contained in the If the IMS-ALG it desires to control the channel-
(NOTE 1) SDP offer the IMS-ALG shall check if the IMS- aware mode of EVS in the receive direction, e.g. to

AGW supports the indicated mode in the send disable it with value -1, it shall include the ch-aw-
direction. If the indicated mode is not supported, | recv parameter in the SDP offer and shall also
the IMS-ALG shall not select the EVS payload supply the ch-aw-recv parameter to the IMS-AGW in
type for transcoding. If the IMS-ALG selects the the local descriptor for the termination towards the
EVS payload type for transcoding, the IMS-ALG | offerer with the same value. The IMS-ALG shall
shall forward this parameter to the IMS-AGW for | consider the capabilities of the IMS-AGW when it
the termination towards the offerer in the remote | chooses an appropriate value.
descriptor.
number of | If the "number of channels" parameter is If the "number of channels" parameter is contained
channels contained in the SDP offer the IMS-ALG shall in the SDP offer, the IMS-ALG shall include the
(NOTE 2) check if the IMS-AGW supports the indicated "number of channels" parameter with unmodified
number of channels. If the indicated number of value in the SDP answer and shall also supply it to
channels is not supported, the IMS-ALG shall the IMS-AGW in the local descriptor for the
not select the EVS payload type for transcoding. | termination towards the offerer with the same value.
If the IMS-ALG selects the EVS payload type for
transcoding, the IMS-ALG shall forward this
parameter to the IMS-AGW for the termination
towards the offerer in the remote descriptor.
ch-send If the ch-send parameter is contained in the SDP | If the ch-recv parameter is contained in the SDP
(NOTE 1) offer the IMS-ALG shall check if the IMS-AGW offer, the IMS-ALG shall include the ch-send
supports the indicated number of channels in the | parameter with unmodified value in the SDP answer
receive direction. If the indicated number of and shall also supply the ch-send parameter to the
channels is not supported, the IMS-ALG shall IMS-AGW in the local descriptor for the termination
not select the EVS payload type for transcoding. | towards the offerer with the same value.
If the IMS-ALG selects the EVS payload type for
transcoding, the IMS-ALG shall forward the ch-
send parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.
ch-recv If the ch-recv parameter is contained in the SDP | If the ch-send parameter is contained in the SDP
(NOTE 1) offer the IMS-ALG shall check if the IMS-AGW offer, the IMS-ALG shall include the ch-recv
supports the indicated number of channels in the | parameter with unmodified value in the SDP answer
send direction. If the indicated number of and shall also supply the ch-recv parameter to the
channels is not supported, the IMS-ALG shall IMS-AGW in the local descriptor for the termination
not select the EVS payload type for transcoding. | towards the offerer with the same value.
If the IMS-ALG selects the EVS payload type for
transcoding, the IMS-ALG shall forward the ch-
recv parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.
mode-set If the mode-set parameter is contained in the If the mode-set parameter is contained in the SDP
(NOTE 3) SDP offer and the IMS-ALG select the EVS offer, the IMS-ALG shall include the mode-set

payload type for transcoding, the IMS-ALG shall
forward this parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

If the mode-set parameter is contained in the
SDP offer and the IMS-ALG expects that EVS
will be interworked with AMR-WB (e.g. if EVS is
the first payload type in the received SDP offer,
and the IMS-ALG adds a AMR-WB payload
type), the IMS-ALG should include the mode-set
parameter with the same value for the AMR-WB
payload in the SDP offer it forwards.

parameter with unmodified value in the SDP
answer.

Otherwise, if the mode-set parameter is contained in
the SDP answer for an AMR-WB payload type and
the IMS-ALG decides that the EVS codec will be
interworked with that AMR-WB payload type, the
IMS-ALG should include that mode-set parameter
for the EVS payload in the SDP offer it forwards.

If the IMS-ALG supplies the mode-set parameter in
the SDP answer, it shall also supply it to the IMS-
AGW in the local descriptor for the termination
towards the offerer with the same value.
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mode-

If the mode-change-period parameter is

If the mode-change-period parameter is contained

change- contained in the SDP offer and the IMS-ALG in the SDP answer for the AMR-WB payload type
period select the EVS payload type for transcoding, the | and the IMS-ALG decides the EVS codec will be
(NOTE 3) IMS-ALG shall for