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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.
y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document defines the Stage 2 service description for the Evolved 3GPP Packet Switched Domain - also
known as the Evolved Packet System (EPS) in this document. The Evolved 3GPP Packet Switched Domain provides IP
connectivity using the Evolved Universal Terrestrial Radio Access Network (E-UTRAN).

The specification covers both roaming and non-roaming scenarios and covers all aspects, including mobility between E-
UTRAN and pre-E-UTRAN 3GPP radio access technologies, policy control and charging, and authentication.

The Radio Access Network functionality is documented only to the extent necessary to describe the overall system.
TS 36.300 [5] contains the overall description of the Evolved Universal Terrestrial Radio Access (E-UTRA) and
Evolved Universal Terrestrial Radio Access Network (E-UTRAN).

ITU-T Recommendation 1.130 [3] describes a three-stage method for characterisation of telecommunication services,
and ITU-T Recommendation Q.65 [4] defines Stage 2 of the method.

TS 23.402 [2] is acompanion specification to this specification.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

e For aspecific reference, subsequent revisions do not apply.

e For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 23.402: " Architecture enhancements for non-3GPP accesses'.

[3] ITU-T Recommendation 1.130: "Method for the characterization of telecommunication services
supported by an ISDN and network capabilities of an ISDN".

[4] ITU-T Recommendation Q.65: "The unified functional methodology for the characterization of
services and network capabilities’.

[5] 3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universa
Terrestrial Radio Access (E-UTRAN); Overall description; Stage 2".

[6] 3GPP TS 23.203: "Policy and charging control architecture”.

[7] 3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".

[8] 3GPP TS 43.129: "Packet-switched handover for GERAN A/Gb mode; Stage 2".

[9] 3GPP TS 23.003: "Numbering, addressing and identification".

[10] 3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station in idle mode”.

[11] 3GPP TS 43.022: "Functions related to MS in idle mode and group receive mode”.

[12] 3GPP TS 25.304: "UE proceduresin idle mode and procedures for cell re-selection in connected
mode".

[13] 3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMYS); Architecture and functional

lescription”.
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[14]
[15]
[16]
[17]
[18]
[19]
[20]
[21]

[22]

[23]

[24]
[25]

[26]
[27]
[28]
[29]

[35]
[36]

[37]

[38]

[39]
[40]
[41]
[42]

3GPP TS 29.060: "GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface”.

3GPP TS 43.051: "GERAN Overall description - Stage 2".

3GPP TS 25.401: "UTRAN overall description”.

IETF RFC 1034 (1987): "Domain hames — concepts and facilities' (STD 13).

IETF RFC 4862: "IPv6 Stateless Address Autoconfiguration”.

IETF RFC 2131: "Dynamic Host Configuration Protocol”.

IETF RFC 3736: " Stateless Dynamic Host Configuration Protocol (DHCP) Service for IPv6".

IETF RFC 3633: "IPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP) version
6".

3GPP TS 25.413: "UTRAN lu interface Radio Access Network Application Part (RANAP)
signaling"”.

3GPP TS 44.064: "Mobile Station - Serving GPRS Support Node (MS-SGSN); Logical Link
Control (LLC) Layer Specification”.

3GPP TS 23.251: "Network Sharing; Architecture and functional description”.

IETF RFC 4039: "Rapid Commit Option for the Dynamic Host Configuration Protocol version 4
(DHCPv4)".

IETF RFC 768: "User Datagram Protocol”.
3GPP TS 23.221: " Architectural requirements’.
3GPP TS 23.008: "Organization of subscriber data".

3GPP TS 23.078: " Customized Applications for Mobile network Enhanced Logic (CAMEL) Phase
X; Stage 2".

3GPP TS 23.236: "Intra-domain connection of Radio Access Network (RAN) nodes to multiple
Core Network (CN) nodes'.

IETF RFC 3588: "Diameter Base Protocol”.
IETF RFC 4861: "Neighbor Discovery for IP Version 6 (IPv6)".
3GPP TS 25.331: "Radio Resource Control (RRC); Protocol Specification”.

3GPP TS 36.304: "Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE)
proceduresin idle mode".

IETF RFC 2960: " Stream Control Transmission Protocol".

3GPP TS 36.413: "Evolved Universal Terrestrial Access Network (E-UTRAN); S1 Application
Protocol (S1AP)".

3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource
Control (RRC); Protocol specification”.

3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting
packet based services and Packet Data Networks (PDN)".

IETF RFC 3041: "Privacy Extensions for Statel ess Address Autoconfiguration in [Pv6".
3GPP TS 33.102: "3G Security; Security architecture”.
3GPP TS 33.401: "3GPP System Architecture Evolution: Security Architecture”.

3GPP TS 48.018: "General Packet Radio Service (GPRS); Base Station System (BSS) - Serving
GPRS Support Node (SGSN); BSS GPRS Protocol (BSSGP)".
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[43] 3GPP TS 29.274: "General Packet Radio Service (GPRS); Evolved GPRS Tunnelling Protocol
(eGTP) for EPS'.

[44] 3GPP TS 32.251: "Telecommunication management; Charging management; Packet Switched
(PS) domain charging".

[45] 3GPP TS 24.007: "Mobile radio interface signalling layer 3; General aspects'.

[46] 3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS);
Stage 3".

[47] 3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocols;
Stage 3".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TR 21.905 [1] and the following apply. A
term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

MM E Pool Area: An MME Pool Areais defined as an area within which a UE may be served without need to change
the serving MME. An MME Pool Areais served by one or more MMEs ("pool of MMES") in parallel. MME Pool
Areas are a collection of complete Tracking Areas. MME Pool Areas may overlap each other.

Serving GW Service Area: A Serving GW Service Areais defined as an area within which a UE may be served
without need to change the Serving GW. A Serving GW Service Areais served by one or more Serving GWsin
parallel. Serving GW Service Areas are a collection of complete Tracking Areas. Serving GW Service Areas may
overlap each other.

PDN Connection: The association between a UE represented by one | Pv4 address and/or one IPv6 prefix/address, and
aPDN represented by an APN.

Default APN: A Default APN is defined as the APN which is marked as default in the subscription data and used
during the Attach procedure for PDN connection.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905[1].

AMBR Aggregate Maximum Bit Rate

DL TFT DownLink Traffic Flow Template
ECGI Evolved Cell Global Identifier

ECM EPS Connection Management

EMM EPS Mobility Management

EPC Evolved Packet Core

EPS Evolved Packet System

GUMMEI Globally Unique MME Identifier
GUTI Globally Unique Temporary Identity
GW Gateway

PDB Packet Delay Budget

PLR Packet Loss Rate

LBI Linked EPS Bearer Id

MME Mobility Management Entity
MMEC MME Code

M-TMSI M-Temporary Mobile Subscriber |dentity
P-GW PDN Gateway

PTI Protocol Transaction Id
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SGW Serving Gateway
STMSI S-Temporary Mobile Subscriber Identity
SDF Service Data Flow
TAC Tracking Area Code
TAI Tracking Arealdentity
TAU Tracking Area Update
TIN Temporary ldentity used in Next update
UL TFT UpLink Traffic Flow Template
4 Architecture model and concepts

4.1 General concepts

Local breakout of IP traffic viathe visited PLMN is supported, when network policies and user subscription allow it.
Local breakout may be combined with support for multiple simultaneous PDN connections, described in clause 5.10.

4.2 Architecture reference model

4.2.1 Non-roaming architecture

] SGSN
o

+S3

MME

S1-MME 7 Séa
I

PCRF
L L 1 12
T s11 < S G/
LTE-Uu S10

-\ Serving S5 PDN
UE E-UTRAN | Gateway [— Gateway
S1-U

Figure 4.2.1-1: Non-roaming architecture for 3GPP accesses

i

Operator's IP

Services
g. IMS, PSS etc.)

(

i

=] SGSN
. Lo
S3
S1-MME 7 Séa
| MME

—-TE— PCRF
——t s12
L s11 sq G/

LTE-Uu S10

UE E-UT;m Serving PDN

I Gateway = Gateway
S1-U -

Operator's IP

Services
g. IMS, PSS etc.)

(

Figure 4.2.1-2: Non-roaming architecture for 3GPP accesses. Single gateway configuration option

NOTE 1: Alsoin this configuration option, S5 can be used between non collocated Serving Gateway and PDN
Gateway.

NOTE 2: Additional interfaces for 2G/3G access are shown in TS 23.060 [7].
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4.2.2 Roaming architecture

HSS PCRF

/

PDN SGi
Gateway

S6a

Operator’s IP
Services
(e.g. IMS, PSS etc.)

VPLMN

UTRAN

SN

S1-MME
| MME

I
S11

“LTE-Uu” \ Serving
UE E-UTRAN i Gateway
s1iu

Figure 4.2.2-1: Roaming architecture for 3GPP accesses. Home routed traffic

NOTE 1. Additional interfaces/reference points for 2G/3G accesses are documented in TS 23.060 [7].

The figures 4.2.2-2 and 4.2.2-3 represent the Roaming with local breakout case with Application Function (AF) in the
Home Network and in the Visited Network respectively. The concurrent use of AF's in the home network and AF'sin
the visited network is not excluded.
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HSS

V-PCRF

Gx

"LTE-Uu; Serving T PDN
UE E-UTRAN |l Gateway | Gateway
Sly

Figure 4.2.2-2: Roaming architecture for local breakout, with home operator's application functions
only

Visited Operatpr
PDN

NOTE 2: See TS 23.203 [6] for the role of and functions related to Home and Visited PCRF and S9/Rx reference
points.

NOTE 3: Infigure 4.2.2-2, the control plane signaling and the user plane for accessing to Home Operator's services
traverse over the SGi reference point viathe Visited Operator's PDN.
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HSS
H-PCRF
S9
V-PCRF
GXx
S5 Visited
LTE-U ;
Ve \ ' Serving PDN Operator's IP
UE E-UTRAN | Gateway ‘ Gateway

Services

Figure 4.2.2-3: Roaming architecture for local breakout, with visited operator's application functions
only

4.3 High level functions

43.1 General

The following list gives the logical functions performed within this system. Several functional groupings (meta
functions) are defined and each encompasses a number of individual functions:

- Network Access Control Functions.

- Packet Routeing and Transfer Functions.
- Mobility Management Functions.

- Security Functions.

- Radio Resource Management Functions.

- Network Management Functions.
4.3.2 Network access control functions

4.3.2.1 General

Network access is the means by which a user is connected to the evolved packet core system.

4322 Network/Access network selection

It isthe means by which a UE selects a PLMN/Access network from which to gain | P connectivity. The network/access
network selection procedure varies for different access technologies. For 3GPP access networks, the network selection
principles are described in TS 23.122 [10]. For 3GPP access networks, the access network selection procedures are
described in TS 36.300 [5], TS43.022 [11] and TS 25.304 [12].
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Architectural impacts stemming from support for network/access network selection procedures for non-3GPP access
and between 3GPP access and non-3GPP accesses are described in TS 23.402 [2].

4.3.2.3 Authentication and authorisation function
This function performs the identification and authentication of the service requester, and the validation of the service

request type to ensure that the user is authorised to use the particular network services. The authentication function is
performed in association with the Mobility Management functions.

4324 Admission control function

The purpose of admission control isto determine if the requested resources are available, and then reserve those
resources.

4.3.2.5 Policy and Charging Enforcement Function

Thisincludes al the functionality of PCEF as defined by TS 23.203 [6]. The PCEF encompasses service data flow
detection, policy enforcement and flow based charging functionalities as defined in TS 23.203 [6].

4.3.2.6 Lawful Interception

Lawful interception is the action, performed by a network operator / access provider / service provider, of making
available certain information and providing that information to alaw enforcement monitoring facility.

4.3.3 Packet routeing and transfer functions

4.33.1 General
A route is an ordered list of nodes used for the transfer of packets within and between the PLMN(s). Each route consists

of the originating node, zero or more relay nodes and the destination node. Routeing is the process of determining and
using, in accordance with a set of rules, the route for transmission of a message within and between the PLMN(s).

The EPSisan IP network and uses the standard routeing and transport mechanism of underlying | P network.

Editor's note: The above text does not appear to be relevant to afunctional description.

4.3.3.2 IP header compression function

The IP header compression function optimises use of radio capacity by 1P header compression mechanisms.

4.3.3.3 Packet screening function

The packet screening function provides the network with the capability to check that the UE is using the exact 1Pv4-
Address/| Pv6-Prefix/Full-1Pv6-Address that was assigned to the UE.

4.3.4 Security functions

434.1 Ciphering function

The ciphering function preserves the confidentiality of user data and signalling across the radio channels.

4.3.4.2 Integrity protection function

The integrity protection function ensures the integrity of the signalling between the UE and the network.
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4.3.5 Mobility management functions

4.35.1 General

The mobility management functions are used to keep track of the current location of a UE.

4.35.2 Reachability Management for UE in ECM-IDLE state

Thelocation of a UE in ECM-IDLE state is known by the network on a Tracking Area List granularity. A UE in ECM-
IDLE stateis paged in al cells of the Tracking Areasin which it is currently registered. The UE may be registered in
multiple Tracking Areas.

A UE performs periodic Tracking Area Updates with the network after the expiry of the periodic TAU timer.

If the UE is out of E-UTRAN coverage (including the cases when the UE is camped on 2G/3G cells) whenits periodic
TAU update timer expires, then the UE should perform a Tracking Area Update when it next returnsto E-UTRAN
coverage. If the UE is camped on an E-UTRAN cell or isin ECM-CONNECTED state when the UE's periodic RAU or
periodic LAU timer expires, the UE should perform a Routeing Area Update to the SGSN or a Location Area Update to
the MSC when it next returns to 2G/3G coverage.

Expiry of the periodic TAU timer, or, the periodic RAU timer, or, the periodic LAU timer shall not cause the UE to
change RAT.

The UE's periodic TAU timer is restarted from itsinitial value whenever the UE enters ECM-IDLE mode and when the
UE leavesthe E-UTRAN connection due to handover. UTRAN RRC state transitions and 2G GPRS
STANDBY/READY dtate transitions shall have no other impact on the periodic TAU timer.

E-UTRAN RRC state transitions shall have no impact on the periodic RAU timer or periodic LAU timer except that
handover from 2G/3G to E-UTRAN shall cause the periodic RAU timer to be started from itsinitia value.

Typicaly, the MME runs atimer with asimilar value to the UE's periodic TAU timer. If thistimer expiresin the MME,
the MME can deduce that the UE is'out of coverage' at that moment. However, the MME does not know for how long
the UE has been out of coverage, so, the MME shall not immediately delete the UE's bearers. Instead the MME should
clear the PPF flag in the MME and start a second timer, with arelatively large value. With the PPF clear, the MME
does not page the UE in EUTRAN coverage and shall send a Downlink Data Notification Reject message to the Serving
GW when receiving a Downlink Data Notification message from the Serving GW. If this second timer expires before
the UE contacts the network, then the MM E can deduce that the UE has been 'out of coverage' for along period of time:

- Inthe case of Idle Mode Signalling Reduction being active for the UE, after the second timer expires, the MME
shall set its"Implicit detach permitted” flag. Any time after both MME and SGSN have set their "Implicit detach
permitted” flags, the MME and SGSN implicitly detach the UE. If the UE enters ECM-CONNECTED mode, the
MME shall clear the "Implicit detach permitted” flag and set the PPF flag.

NOTE 1: If ISR isactive, the SGSN has similar functionality.

- Incaseof Idle Mode Signalling Reduction is not activated for the UE, any time after the second timer expires,
the MME implicitly detach the UE.

NOTE 2: Alternative MME implementations are permitted, however, the externally visible MME behaviour should
conform to the above description.

4.35.3 Tracking Area list management

Tracking Arealist management comprises the functions to allocate and reallocate a Tracking Area I dentity list to the
UE.

4354 Inter-eNodeB mobility anchor function

The Inter-eNodeB Mobility Anchor isthe functional entity that anchors the user plane for E-UTRAN mobility.
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4.3.5.5 Inter-3GPP mobility anchor function

The Inter-3GPP Mobility Anchor is the functional entity that anchors the user plane for mobility between 3GPP 2G/3G
access systems and the E-UTRA access system.

4.3.5.6 Idle mode signalling reduction function

The Idle mode Signalling Reduction function provides a mechanism to limit signalling during inter-RAT cell-
reselection in idle mode (ECM-IDLE, PMM-IDLE, GPRS STANDBY states).

4.35.7 Mobility Restrictions

Mobility Restrictions comprises the functions for restrictions to mobility handling of a UE in E-UTRAN access. The
Mobility Restriction functionality is provided by the UE, the radio access network and the core network.

Mobility Restriction functionality in state ECM-IDLE is executed in UE based on information received from the core
network. Mobility Restriction functionality in state ECM-CONNECTED is executed in the radio network and the core
network.

In state ECM-CONNECTED, the core network provides the radio network with a Handover Restriction List. The
Handover Restriction List specifies roaming, area and access restrictions.

4.3.6 Radio Resource Management functions

Radio resource management functions are concerned with the allocation and maintenance of radio communication
paths, and are performed by the radio access network.

To support radio resource management in E-UTRAN the MME provides the parameter 'RAT/Frequency Selection
Priority' (RFSP) to an eNB across S1. The RFSPis a'per UE' parameter that is used by the E-UTRAN to derive UE
specific cell reselection prioritiesto control idle mode camping. The RFSP may also be used by the E UTRAN to decide
on redirecting active mode UEs to different frequency layers or RATSs.

The MME receives the RFSP from the HSS (e.g., during the Attach procedure). For non-roaming subscribers the MME
transparently forwards the RFSP to the eNB across S1. For roaming subscribers the MME may alternatively send an
RFSP value to the eNB across Sl that is based on the visited network policy (e.g., an RFSP pre-configured per
HPLMN, or asingle RFSP values to be used for al roamers independent of the HPLMN).

Refer to TS 36.300 [5] for further information on E-UTRAN.

4.3.7 Network management functions

43.7.1 General
Network management functions provide mechanisms to support O&M functions related to the Evolved System.

The Network management architecture and functions for the evolved packet core system are described in TS ss.xyz [qq]

4.3.7.2 Load balancing between MMEs

The MME Load Balancing functionality permits UEs that are entering into an MME Pool Areato be directed to an
appropriate MME in a manner that achieves load balancing between MMEs. Thisis achieved by setting a Weight Factor
for each MME, such that the probability of the eNodeB selecting an MME is proportional to its Weight Factor. The
Weight Factor istypically set according to the capacity of an MME node relative to other MME nodes.

Editor's Note: It is FFS how the Weight Factor is provided to the eNodeB.

NOTE 1: An operator may decide to change the Weight Factor after the establishment of S1-MME connectivity as
aresult of changesin the MME capacities. E.g., anewly installed MME may be given avery much higher
weight for aninitial period of time making it faster to increase its load.
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NOTE 2: Itisintended that the Weight Factor is NOT changed frequently. e.g. in a mature network, changes on a
monthly basis could be anticipated, e.g. due to the addition of RAN or CN nodes.

4.3.7.3 Load re-balancing between MMEs

The MME Load Re-balancing functionality permits UEs that are registered on an MME (within an MME Pool Area) to
be moved to another MME.

NOTE 1. Anexample use for the MME Load Re-balancing function is for the O+M related removal of one MME
from an MME Pool Area.

NOTE 2: Typically, this procedure should not be used when the MME becomes overloaded because the Load
Balancing function should have ensured that the other MMES in the pool area are similarly overloaded.

The eNodeBs may have their Load Balancing parameters adjusted beforehand (e.g. the Weight factor is set to zero if all
subscribers are to be removed from the MME, which will route new entrant to the pool areainto other MMES).

The MME should off-load a cross section of its subscribers with minimal impacts on the network and users (e.g. the
MME should avoid offloading only the low activity users while retaining the high activity subscribers. Gradual rather
than sudden off-loading should be performed as a sudden re-balance of large number of subscribers could overload
other MMESs in the pool .With minimal impact on network and the user's experience, the subscribers should be off-
loaded as soon as possible). The load re-balancing can off-load part of or all the subscribers.

To off-load ECM-CONNECTED mode UEs for which thereisno TAU, Attach, Detach or Service request procedurein
progress, the inter eNodeB handover with MME relocation procedure (clause 5.5.1.2) is used with the source eNodeB
being identical to the target eNodeB. The procedure istriggered by the MME sending a Handover Trigger message to
the eNodeB to move a particular UE.

Editor's note: It is FFS whether other means of triggering handover need to be specified.

To off-load UEs who perform TA Updates or Attachs, it is FFS which mechanism is used to allow eNodeB to determine
it has to transfer the UE to anew MME.

Editor's note: The following mechanisms have been proposed:
(1) The MME receives the Tracking Area Update request or Attach request and returns an indication in
the accept message and releases the S1 connection. After receiving the indication, the UE will initiate a
new TAU procedure with anew MME reselection indication in RRC part.
(2) The MME receives the Tracking Area Update or Attach request and retrns a Redirection indication
(including the NAS part) to the eNodeB. After receiving the indication, the eNodeB forwards NAS
message to a newly selected MME.
(38) The MME informs the eNodeB to move all subsequent TAU Request or Attach to anew MME node.
In all secenarios, the eNodeB will treat the UE "as a new entrant to the pool area" and select another
MME according to clause 4.3.8.3 on "MME selection function”. The new MME will retrieve UE context
from the old MME.

To off-load UEsin ECM-IDLE state without waiting for the UE to perform a TAU or perform Service request and
become ECM-CONNECTED, the MME first pages UE to bring it to ECM-CONNECTED state.

437.4 MME control of overload

The MME shall contain mechanisms for handling overload situations. These can include the use of NAS signalling to
reject NAS requests from UEs.

In addition, under unusual circumstances, the MME may need to restrict the load that its eNodeBs are generating on it.
This can be achieved by the MME invoking the S1 interface overload procedure (see TS 36.300 [5] and TS 36.413 [36]
to aproportion of the eNodeB's with which the MME has S1 interface connections. To reflect the amount of load that
the MM E wishes to reduce, the MME can adjust the proportion of eNodeBs which are sent S1 interface OVERLOAD
START message, and the content of the OVERLOAD START message.

The MME should select the eNodeBs at random (so that if two MMEs within a pool area are overloaded, they do not
both send OVERLOAD START messages to exactly the same set of eNodeBs).

Using the OVERLOAD START message, the MME can, for example, request the eNodeB to:
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- regject al non-emergency Service Request messages for that MME; and/or
- reject al Service Request messages that are response to paging for that MME; and/or

- regject al new RRC connections for EPS Mobility Management signalling (e.g. for TA Updates) for that MME;
and/or

- only permit RRC connection establishments for emergency sessions for that MME.

NOTE: The support for emergency sessions (and subseguent support within priority services) are not fully
supported in this release.

When the MME has recovered and wishes to increase its load, the MME sends OVERLOAD STOP messages to the
eNodeB(s).

Hardware and/or software failures within an MME may reduce the MME's load handling capability. Typically such
failures should result in alarms which alert the operator/O+M system. Only if the operator/O+M systemis sure that
there is spare capacity in the rest of the pool, the operator/O+M system might use the load re-balancing procedure to
move some load off this MME. However, extreme care is needed to ensure that this|oad re-balancing does not overload
other MMEs within the pool area (or neighbouring SGSNs) as this might lead to a much wider system failure.

4.3.8 Selection functions

4.38.1 PDN GW selection function (3GPP accesses)

The PDN GW selection function allocates a PDN GW that shall provide the PDN connectivity for the 3GPP access. The
function uses subscriber information provided by the HSS and possibly additional criteria. For each of the subscribed
PDNs, the HSS provides one or more PDN subscription contexts each containing:

- theidentity of aPDN GW and an APN (PDN subscription contexts with subscribed PDN GW address are not
used when there is interoperation with pre Rel-8 2G/3G SGSN), or

- an APN and an indication for this APN whether the allocation of aPDN GW from the visited PLMN is alowed
or whether a PDN GW from the home PLMN shall be alocated. Optionally an |P address of a PDN GW may be
contained for handover with non-3GPP accesses.

In the case of static address allocation, a static PDN GW is selected by either having the APN configured to map to a
given PDN GW, or the PDN GW identity provided by the HSS indicates the static PDN GW.

The HSS a so indicates which of the PDN subscription contexts is the Default one for the UE.

To establish connectivity with a PDN when the UE is aready connected to one or more PDNS, the UE provides the
requested APN for the PDN GW selection function.

If the HSS provides the identity of a PDN GW, no further PDN GW selection functionality is performed. The PDN GW
identity refersto a specific PDN GW. If the PDN GW identity includes the IP address of the PDN GW, that | P address
shall be used asthe PDN GW | P address; otherwise the PDN GW identity includes an FQDN which is used to derive
the PDN GW IP address by using Domaind Name Service function, taking into account the protocol type on S5/S8
(PMIP or GTP).

NOTE: Provision of aPDN GW identity of aPDN GW as part of the subscriber information allows also for a
PDN GW allocation by HSS.

If the HSS provides a PDN subscription context that allows for allocation of a PDN GW from the visited PLMN for this
APN, the PDN GW selection function derives a PDN GW identity from the visited PLMN. If avisited PDN GW
identity cannot be derived, or if the subscription does not alow for allocation of a PDN GW from the visited PLMN,
then the APN is used to derive a PDN GW identity from the HPLMN. The PDN GW identity is derived from the APN,
subscription data and additional information by using the Domain Name Service function. If the PDN GW identity isa
logical name instead of an IP address, the PDN GW addressis derived from the PDN GW identity, protocol type on
S5/S8 (PMIP or GTP) by using the Domain Name Service function. The S8 protocol type (PMIP or GTP) is configured
per HPLMN in MME/SGSN.

If the APN-OI Replacement field exists in the subscription data, the PDN GW domain name will be constructed by
replacing the APN-OI with the value received in the APN-OI Replacement field. Otherwise, or when the resolution of
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the above PDN GW domain name fails, the PDN GW domain name will be constructed by appending
.mMNc<MNC>.mcc<M CC>.gprs as specified in Annex A of TS 23.060 [7] and TS 23.003 [9]. If the Domain Name
Service function provides alist of PDN GW addresses, one PDN GW address is selected from thislist. If the selected
PDN GW cannot be used, e.g. dueto an error, then another PDN GW is selected from the list.

If the UE provides an APN for aPDN, this APN is then used to derive the PDN GW identity as specified for the case of
HSS provided APN if one of the subscription contexts allows for this APN.

If thereisan existing PDN connection to the same APN used to derive the PDN GW address, the same PDN GW shall
be selected.

As part of PDN GW selection, an | P address of the assigned PDN GW may be provided to the UE for use with host
based mobility as defined in TS 23.402 [2], if the PDN GW supports host-based mobility for inter-access mobility
towards accesses where host-based mobility can be used. If a UE explicity requests the address of the PDN GW and the
PDN GW supports host based mobility then the PDN GW address shall be returned to the UE.

4.3.8.2 Serving GW selection function

The Serving GW selection function selects an available Serving GW to serve a UE. The selection bases on network
topology, i.e. the selected Serving GW serves the UE's location and in case of overlapping Serving GW service areas,
the selection may prefer Serving GWs with service areas that reduce the probability of changing the Serving GW. Other
criteriafor Serving GW selection should include load balancing between Serving GWSs.

If a subscriber of a GTP only network roamsinto a PMIP network, the PDN GWs selected for local breakout support
the PMIP protocol, while PDN GWs for home routed traffic use GTP. This means the Serving GW selected for such
subscribers may need to support both GTP and PMIP, so that it is possible to set up both local breakout and home
routed sessions for these subscribers. For a Serving GW supporting both GTP and PMIP, the MME/SGSN should
indicate the Serving GW which protocol should be used over S5/S8 interface. The MME/SGSN is configured with the
S8 variant(s) on aper HPLMN granularity.

If a subscriber of a GTP only network roams into a PMIP network, the PDN GWs selected for local breakout may
support GTP or the subscriber may not be allowed to use PDN GWs of the visited network. In both casesa GTP only
based Serving GW may be selected. These cases are considered as roaming between GTP based operators.

If combined Serving and PDN GW:s are configured in the network the Serving GW Selection Function preferably
derives a Serving GW that isalso a PDN GW for the UE.

The Domain Name Service function may be used to resolve a DNS string into alist of possible Serving GW addresses
which serve the UE's location. The details of the selection are implementation specific.

For handover from non-3GPP accesses in roaming scenario, the Serving GW selection function for local anchoring is
described in TS 23.402 [2].

4.38.3 MME selection function

The MME selection function selects an available MME for serving a UE. The selection is based on network topology,
i.e. the selected MME serves the UE's location and in case of overlapping MME service areas, the selection may prefer
MM Es with service areas that reduce the probability of changing the MME. When an eNodeB selects an MME, the
selection shall achieve load balancing as specified in clause 4.3.6.2.

4.38.4 SGSN selection function

The SGSN selection function selects an available SGSN to serve a UE. The selection is based on network topology, i.e.
the selected SGSN serves the UE's location and in case of overlapping SGSN service areas, the selection may prefer
SGSNs with service areas that reduce the probability of changing the SGSN. Other criteria for SGSN selection may be
load balancing between SGSNs.

4.3.8.5 Selection of PCRF

The PDN-GW and AF may be served by one or more PCRF nodes in the HPLMN and, in roaming with local breakout
scenarios, one or more PCRF nodes in the VPLMN.
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The selection of PCRF and linking of the different UE's PCC sessions over the multiple PCRF interfaces (e.g. Rx
session, Gx session, S9 session etc.) for aUE I[P CAN session is described in TS 23.203 [6].

4.3.9 IP network related functions

4.39.1 Domain Name Service function

The Domain Name Service function resolves logical PDN GW names to PDN GW addresses. This function is standard
Internet functionality according to RFC 1034 [17], which allows resolution of any name to an | P address (or addresses)
for PDN GWs and other nodes within the EPS.

4.39.2 DHCP function

The Dynamic Host Configuration Function allows to deliver | P configuration information for UEs. This functionis
standard Internet functionality according to RFC 2131 [19], RFC 3736 [20], RFC 3633 [21] and RFC 4039 [25].

4.3.10 Functionality for Connection of eNodeBs to Multiple MMEs

An eNodeB may connect to several MMEs. Thisimpliesthat an eNodeB must be able to determine which of the
MMESs, covering the area where an UE islocated, should receive the signalling sent from a UE. To avoid unnecessary
signaling in the core network, a UE that has attached to one MME should generally continue to be served by this MME
aslong asthe UE isin the radio coverage of the pool areato which the MME is associated. The concept of pool areais
a RAN based definition that comprises one or more TA(s) that, from a RAN perspective, are served by a certain group
of MMEs. This does not exclude that one or more of the MMEs in this group serve TAs outside the pool area. This
group of MMEs is also referred to as an MME pool.

To enable the eNodeB to determine which MME to select when forwarding messages from an UE, this functionality
defines a routing mechanism (and other related mechanism). A routing mechanism (and other related mechanism) is
defined for the MMESs. The routing mechanism is required to find the correct old MME (from the multiple MMEs that
are associated with a pool area). When a UE roams out of the pool areaand into the area of one or more MMES that do
not know about the internal structure of the pool area where the UE roamed from, the new MME will send the
Identification Request message or the Context Request message to the old MME using the GUTI. The routing
mechanism in both the MMEs and the eNodeB utilises the fact that every MME that serves a pool area must have its
own unique value range of the GUTI parameter within the pool area.

4.4 Network elements

4.4.1 E-UTRAN
E-UTRAN isdescribed in more detail in TS 36.300 [5].
In addition to the E-UTRAN functions described in TS 36.300 [5], E-UTRAN functions include:
- Header compression and user plane ciphering;
- MME selection when no routeing to an MME can be determined from the information provided by the UE;

- UL bearer level rate enforcement based on UE-AMBR via means of uplink scheduling and MBR
(e.g. by limiting the amount of UL resources granted per UE over time);

- UL and DL bearer level admission control;

- Transport level packet marking in the uplink, e.g. setting the Diff Serv Code Point, based on the QCI of the
associated EPS bearer.

4.4.2 MME

MM E functions include:
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- NASsigndling;

- NASsignalling security;

- Inter CN node signalling for mobility between 3GPP access networks (terminating S3);

- UE Reachability in ECM-IDLE state (including control and execution of paging retransmission);
- Tracking Arealist management;

- PDN GW and Serving GW selection;

-  MME selection for handovers with MME change;

- SGSN selection for handovers to 2G or 3G 3GPP access networks;

- Roaming (S6atowards home HSS);

- Authentication;

- Bearer management functions including dedicated bearer establishment.

- Lawful Interception of signalling traffic.

NOTE: The Serving GW and the MME may be implemented in one physical node or separated physical nodes.

4.4.3 Gateway

4.4.3.1 General
Two logical Gateways exist:
- Serving GW (S-GW);
- PDN GW (P-GW).
NOTE: ThePDN GW and the Serving GW may be implemented in one physical node or separated physical
nodes.
4.4.3.2 Serving GW
The Serving GW is the gateway which terminates the interface towards E-UTRAN.
For each UE associated with the EPS, at a given point of time, thereisasingle Serving GW.
The functions of the Serving GW, for both the GTP-based and the PMIP-based S5/S8, include:
- thelocal Mobility Anchor point for inter-eNodeB handover;

- assist the eNodeB reordering function during inter-eNodeB handover by sending one or more "end marker"
packets to the source eNodeB immediately after switching the path.

- Mohility anchoring for inter-3GPP mobility (terminating S4 and relaying the traffic between 2G/3G system and
PDN GW);

- ECM-IDLE mode downlink packet buffering and initiation of network triggered service request procedure;
- Lawful Interception;
- Packet routeing and forwarding;

- Transport level packet marking in the uplink and the downlink, e.g. setting the Diff Serv Code Point, based on the
QCI of the associated EPS bearer;

- Accounting on user and QCI granularity for inter-operator charging;
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- UL and DL charging per UE, PDN, and QCI
(e.g. for roaming with home routed traffic).
Additional Serving GW functions for the PMIP-based S5/S8 are captured in TS 23.402 [2].

Connectivity to a GGSN is not supported.

4.4.3.3 PDN GW
The PDN GW isthe gateway which terminates the SGi interface towards the PDN.

If a UE is accessing multiple PDNs, there may be more than one PDN GW for that UE, however a mix of S5/S8
connectivity and Gn/Gp connectivity is not supported for that UE simultaneously.

PDN GW functionsinclude for both the GTP-based and the PMIP-based S5/S8:
- Per-user based packet filtering (by e.g. deep packet inspection);
- Lawful Interception;
- UE IP address allocation;

- Transport level packet marking in the uplink and downlink, e.g. setting the Diff Serv Code Point, based on the
QCI of the associated EPS bearer;

- UL and DL servicelevel charging asdefined in TS 23.203 [6]
(e.g. based on SDFs defined by the PCRF, or based on deep packet inspection defined by local policy);

- UL and DL service level gating control as defined in TS 23.203 [6];

- UL and DL service leve rate enforcement as defined in TS 23.203 [6]
(e.g. by rate policing/shaping per SDF);

- UL and DL rate enforcement based on APN-AMBR
(e.g. by rate policing/shaping per aggregate of traffic of all SDFs of the same APN that are associated with Non-
GBR QCls);

- DL rate enforcement based on the accumulated MBRs of the aggregate of SDFs with the same GBR QCI
(e.g. by rate policing/shaping);

- DHCPv4 (server and client) and DHCPv6 (client, relay and server) functions;

- The network does not support PPP bearer type in this version of the specification. Pre-Release 8 PPP
functionality of a GGSN may be implemented in the PDN GW.

Additionally the PDN GW includes the following functions for the GTP-based S5/S8:
- UL and DL bearer binding as defined in TS 23.203 [6];
- UL bearer binding verification;

Editor's Note: Thisisto verify that the UE appliesthe UL packet filters correctly and does not misbehave, e.g., by
sending packets on a"premium bearer" even though the packets do not match the UE's UL packet filters
associated with that " premium bearer". Once the term 'UL bearer binding verification' has been defined in
TS 23.203 this editor's note can be replaced with a corresponding reference.

- Functionality as defined in RFC 4861 [32].

The P-GW provides PDN connectivity to both GERAN/UTRAN only UEs and E-UTRAN capable UEs using any of
E-UTRAN, GERAN or UTRAN. The P-GW provides PDN connectivity to E-UTRAN capable UEs using E-UTRAN
only over the S5/S8 interface.

444  SGSN

In addition to the functions described in TS 23.060 [7], SGSN functions include:
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- Inter EPC node signalling for mobility between 2G/3G and E-UTRAN 3GPP access networks;
- PDN and Serving GW selection: the selection of S-GW/P-GW by the SGSN is as specified for the MME;
- MME selection for handoversto E-UTRAN 3GPP access network.

4.4.5 GERAN

GERAN isdescribed in more detail in TS 43.051 [15].

4.4.6 UTRAN

UTRAN isdescribed in more detail in TS 25.401 [16].
4.4.7 PCRF

44.7.1 General
PCREF is the policy and charging control element. PCRF functions are described in more detail in TS 23.203 [6].

In non-roaming scenario, thereis only a single PCRF in the HPLMN associated with one UE's IP-CAN sessionThe
PCRF terminates the Rx interface and the Gx interface.

In aroaming scenario with local breakout of traffic there may be two PCRFs associated with one UE's IP-CAN session:
- H-PCREF that resides within the H-PLMN;

- V-PCREF that resides within the V-PLMN.

4.4.7.2 Home PCRF (H-PCRF)
The functions of the H-PCRF include:
- terminates the Rx reference point for home network services,
- terminates the SO reference point for roaming with local breakout;

- associates the sessions established over the multiple reference points (S9, Rx), for the same UE's IP-CAN
session (PCC session binding).

The functionality of H-PCRF is described in TS 23.203 [6].

4.4.7.3 Visited PCRF (V-PCRF)
The functions of the V-PCRF include:
- terminates the Gx and S9 reference points for roaming with local breakout;
- terminates Rx for roaming with local breakout and visited operator's Application Function.

The functionality of V-PCRF isdescribed in TS 23.203 [6].

4.4.8 PDN GW's associated AAA Server

The PDN Gateway may interact with a AAA server over the SGi interface. This AAA Server may maintain information
associated with UE access to the EPC and provide authorization and other network services. This AAA Server could be
aRADIUS or Diameter Server in an external PDN network, as defined in TS 29.061 [38]. ThisAAA Server islogically
separate from the HSS and the 3GPP AAA Server.
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4.5

Reference points

S1-MM E:Reference point for the control plane protocol between E-UTRAN and MME.

S1-U:

S3:

Gx:

S10:
S11:
S12:

S13:
SGi:

Rx

Reference point between E-UTRAN and Serving GW for the per bearer user plane tunnelling and inter
eNodeB path switching during handover.

It enables user and bearer information exchange for inter 3GPP access network mobility in idle and/or
active state.

It provides related control and mobility support between GPRS Core and the 3GPP Anchor function of
Serving GW. In addition, if Direct Tunnel is not established, it provides the user plane tunnelling.

It provides user plane tunneling and tunnel management between Serving GW and PDN GW. It isused
for Serving GW relocation due to UE mobility and if the Serving GW needs to connect to a non-
collocated PDN GW for the required PDN connectivity.

It enables transfer of subscription and authentication data for authenticating/authorizing user accessto the
evolved system (AAA interface) between MME and HSS.

It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement
Function (PCEF) inthe PDN GW.

Inter-PLMN reference point providing user and control plane between the Serving GW in the VPLMN
and the PDN GW in the HPLMN. S8 istheinter PLMN variant of Sb.

It provides transfer of (QoS) policy and charging control information between the Home PCRF and the
Visited PCRF in order to support local breakout function.

Reference point between MM Es for MME relocation and MME to MME information transfer.
Reference point between MME and Serving GW.

Reference point between UTRAN and Serving GW for user plane tunneling when Direct Tunnel is
established. It is based on the [u-u/Gn-u reference point using the GTP-U protocol as defined between
SGSN and UTRAN or respectively between SGSN and GGSN. Usage of S12 is an operator configuration
option.

It enables UE identity check procedure between MME and EIR.

It isthe reference point between the PDN GW and the packet data network. Packet data network may be
an operator external public or private packet data network or an intra operator packet data network, e.g.
for provision of IMS services. Thisreference point corresponds to Gi for 3GPP accesses.

The Rx reference point resides between the AF and the PCRF in the TS 23.203 [6].

When data forwarding is used as part of mobility procedures different user plane routes may be used based on the
network configuration (e.g. direct or indirect data forwarding). These routes can be between eNodeB and RNC, eNodeB
and SGSN, RNC and S-GW or between S-GW and SGSN. Explicit reference points are not defined for these routes.

Protocol assumption:

- The S1-U isbased on GTP-U protocol;

- The S3ishbased on GTP protocal;

-  The $4ishased on GTP protocol;

- The S5ishased on GTP protocol. PMIP variant of S5 isdescribed in TS 23.402 [2];

- TheS8isbased on GTP protocol. PMIP variant of S8 isdescribed in TS 23.402 [2].

- S3,$4, S5, S8, S10 and S11 interfaces are designed to manage EPS bearers as defined in clause 4.7.2.

NOTE:

Redundancy support on reference points S5 and S8 should be taken into account.
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4.6 EPS Mobility Management and Connection Management
states

Editor's note: The relationship and impact of the inter-system mobility to the EMM/ECM states are FFS. The
current definitions of ECM-IDLE and ECM-CONNECTED states roughly correspond to PMM-IDLE and
PMM-CONNECTED 3G-SGSN/UTRAN states.

46.1 General

The EPS Mobility Management (EMM) states describe the Mobility Management states that result from the mobility
management procedures e.g. Attach and Tracking Area Update procedures.

The EPS Connection Management (ECM) states describe the signalling connectivity between the UE and the EPC.
The ECM and EMM sgtates are independent of each other.
NOTE: For example, the UE hasto bein the ECM-CONNECTED state in order for the network to send a
Tracking Area Update Reject message to the UE.

4.6.2 Definition of main EPS Mobility Management states

4.6.2.1 EMM-DEREGISTERED

Inthe EMM-DEREGISTERED state, the EMM context in MME holds no valid location or routeing information for the
UE. The UE is not reachable by a MME, as the UE location is not known.

Inthe EMM-DEREGISTERED state, some UE context can still be stored in the UE and MME, e.g. to avoid running an
AKA procedure during every Attach procedure.
4.6.2.2 EMM-REGISTERED

The UE enters the EMM-REGISTERED state by a successful registration procedure which is either an Attach
procedure or a Tracking Area Update procedure. In the EMM-REGISTERED state, the UE can receive services that
require registration in the EPS.

The UE location is known in the MME to at least an accuracy of the tracking arealist alocated to that UE (excluding
some abnormal cases).

In the EMM-REGISTERED state, the UE shall:
- aways have at least one active PDN connection;
- setup the EPS security context.

After performing the Detach procedure, the state is changed to EMM-DEREGISTERED in the UE and in the MME.

Upon receiving the TAU Reject and Attach Reject messages the actions of the UE and MME depend upon the ‘cause
value' in the reject message, but, in many cases the state is changed to EMM-DEREGISTERED in the UE and in the
MME.

If al the bearers belonging to a UE are released (e.g., after handover from EUTRAN to non-3GPP access), the MME
shall change the MM state of the UE to EMM-DEREGISTERED. If the UE detectsthat all of its bearers are released,
the UE shall change the MM state to EMM-DEREGI STERED. If the UE switches off its EUTRAN interface when
performing handover to non-3GPP access, the UE shall automatically change its MM state to EMM-DEREGISTERED.

The MME may perform an implicit detach any time after the UE reachable timer expires.
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4.6.3 Definition of EPS Connection Management states

4.6.3.1 ECM-IDLE

A UE isin ECM-IDLE state when no NAS signalling connection between UE and network exists. In ECM-IDLE state,
aUE performs cell selection/reselection according to TS 36.304 [34] and PLMN selection according to TS 23.122 [10].

There exists no UE context in E-UTRAN for the UE in the ECM-IDLE state. Thereisno S1 MME and ho S1_U
connection for the UE in the ECM-IDLE state.

In the EMM-REGISTERED and ECM-IDLE state, the UE shall:

- perform atracking area update if the current TA isnot in the list of TAsthat the UE has received from the
network in order to maintain the registration and enable the MME to page the UE;

- perform the periodic tracking area updating procedure to notify the EPC that the UE is available;
- answer to paging from the MME by performing a service request procedure;
- perform the service request procedure in order to establish the radio bearers when uplink user dataisto be sent.

The UE and the MME shall enter the ECM-CONNECTED state when the signalling connection is established between
the UE and the MME. Initial NAS messages that initiate a transition from ECM-IDLE to ECM-CONNECTED state are
Attach Request, Tracking Area Update Request, Service Request or Detach Request.

The UE in the ECM-IDLE state performs the tracking area update procedure when TAI in the EMM system information
isnot inthelist of TA'sthat the UE is registered with the network.

When the UE isin ECM-IDLE state, the UE and the network may be unsynchronized, i.e. the UE and the network may
have different sets of established EPS bearers. When the UE and the MME enter the ECM-CONNECTED state, the set
of EPS Bearersis synchronized between the UE and network.

4.6.3.2 ECM-CONNECTED

The UE location is known in the MME with an accuracy of a serving eNodeB 1D. The mobility of UE is handled by the
handover procedure.

The UE performs the tracking area update procedure only when explicitly triggered by the eNodeB. The eNodeB shall
trigger the tracking area update procedure after a handover with the change of MME, which may happen due to UE
mobility or due to load rebalancing. It is up to RAN configuration whether the eNodeB triggers the tracking area update
procedure after handover without MME change on condition that the current TAI is not in the list of TA'sthat the UE
has registered with the network.

For aUE in the ECM-CONNECTED state, there exists a signalling connection between the UE and the MME. The
signalling connection is made up of two parts: an RRC connection and an S1._MME connection.

The S1 release procedure changes the state at both UE and MME from ECM-CONNECTED to ECM-IDLE.

NOTE: The UE may not receive the indication for the S1 release, e.g. due to radio link error or out of coverage.
In this case, there can be temporal mismatch between the ECM-state in the UE and the ECM-state in the
MME.

After asignalling procedure, the MME may decide to release the signalling connection to the UE, after which the state
at both the UE and the MME is changed to ECM-IDLE.

Editor's note: There are some error cases where the UE also changesto EMM-IDLE. The details are FFS.

When a UE changesto ECM-CONNECTED state and if aradio bearer cannot be established, the corresponding EPS
bearer is deactivated.
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4.6.4 State transition and functions

Detach,

Attach Reject,

TAU reject,

EUTRAN interface switched off due to Non-3GPP handover,

All bearers deactivated,

A

EMM-REGISTERED

EMM-DEREGISTERED

Attach accept,
TAU accept

Figure 4.6.4-1: EMM state model in UE

Detach,
Attach Reject,

TAU reject
All bearers deactivated

EMM-REGISTERED

EMM-DEREGISTERED

\'/

Attach accept,
TAU accept

Figure 4.6.4-2: EMM state model in MME

RRC connection
released

RRC connection
established

A

Figure 4.6.4-3: ECM state model in UE

S1 connection
released

S1 connection
established

y

Figure 4.6.4-4. ECM state model in MME
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4.7 Overall QoS concept

4.7.1 PDN connectivity service

The Evolved Packet System provides | P connectivity between a UE and a PLMN external packet data network. Thisis
referred to as PDN Connectivity Service.

The PDN Connectivity Service supports the transport of one or more Service Data Flows (SDFs) defined in
TS23.203[6].

4.7.2 The EPS bearer

4.7.2.1 The EPS bearer in general

For E-UTRAN access to the EPC the PDN connectivity service is provided by an EPS bearer in case of GTP-based
S5/S8, and by an EPS bearer concatenated with P connectivity between Serving GW and PDN GW in case of PMIP-
based S5/S8.

An EPS bearer uniquely identifies an SDF aggregate between a UE and aPDN GW in case of GTP-based S5/S8, and
between UE and Serving GW in case of PMIP-based S5/S8.

The term 'SDF aggregate' is defined in TS 23.203 [6].

An EPS bearer isthe level of granularity for bearer level QoS control in the EPC/E-UTRAN. That is, SDFs mapped to
the same EPS bearer receive the same bearer level packet forwarding treatment (e.g. scheduling policy, queue
management policy, rate shaping policy, RLC configuration, etc.). Providing different bearer level QoS to two SDFs
thus requires that a separate EPS bearer is established for each SDF.

NOTE 1: In addition but independent to bearer level QoS control, the PCC framework allows an optional
enforcement of service level QoS control on the granularity of SDFs independent of the mapping of SDFs
to EPS bearers.

One EPS bearer is established when the UE connects to a PDN, and that remains established throughout the lifetime of
the PDN connection to provide the UE with always-on | P connectivity to that PDN. That bearer is referred to asthe
default bearer. Any additional EPS bearer that is established to the same PDN isreferred to as a dedicated bearer. The
distinction between default and dedicated bearers should be transparent to the access network (e.g. E-FUTRAN).

An UpLink Traffic Flow Template (UL TFT) isaset of uplink packet filters. A DownLink Traffic Flow Template (DL
TFT) isaset of downlink packet filters. Every EPS bearer is associated with an UL TFT inthe UE and aDL TFT inthe
PCEF.

NOTE 2: The evaluation precedence order of the filters associated with the default bearer, in relation to those
associated with the dedicated bearers, is up to operator configuration. It is possible to "force" certain
SDFs onto the default bearer by setting the evaluation precedence order of the corresponding filtersto a
value that islower than the values used for filters associated with the dedicated bearers. It is also possible
use the default bearer for traffic that does not match any of the filters associated with the dedicated
bearers. In this case, the evaluation precedence order of the corresponding filter(s) (e.g., a"match all
filter") need to be set to avalue that is higher than the values used for filters associated with dedicated
bearers.

The initial bearer level QoS parameter values of the default bearer are assigned by the network, based on subscription
data (in case of E-UTRAN the MME sets those initial values based on subscription data retrieved from HSS). The
PCEF may change those values based in interaction with the PCRF or based on local configuration.

The decision to establish or modify a dedicated bearer can only be taken by the EPC, and the bearer level QoS
parameter values are always assigned by the EPC. Therefore, the MME shall not modify the bearer level QoS parameter
values received on the S11 reference point during establishment or modification of a dedicated bearer. Instead, the

MME shall only transparently forwards those values to the E-UTRAN. Consequently, "QoS negotiation” between the
E-UTRAN and the EPC during dedicated bearer establishment / modification is not supported. The MME may,
however, reject the establishment or modification of a dedicated bearer (e.g. in case the bearer level QoS parameter
values sent by the PCEF over a GTP based S8 roaming interface do not comply with a roaming agreement).
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Editor's Note: It is FFS in case of GTP based roaming how an MME in the VPLMN can enforce roaming restrictions
on an 'EPS subscribed QoS profile' received from the HSS in the HPLMN during the Attach procedure.
The distinction between default and dedicated bearers should be transparent to the access network (e.g. E-UTRAN).

An EPS bearer isreferred to asa GBR bearer if dedicated network resources related to a Guaranteed Bit Rate (GBR)
value that is associated with the EPS bearer are permanently allocated (e.g. by an admission control function in the
eNodeB) at bearer establishment/modification. Otherwise, an EPS bearer isreferred to as a Non-GBR bearer.

NOTE 3: Admission control can be performed at establishment / modification of a Non-GBR bearer even though a
Non-GBR bearer is not associated with a GBR value.

A dedicated bearer can either be a GBR or aNon-GBR bearer. A default bearer shall be aNon-GBR bearer.

NOTE 4: A default bearer remains permanently established to provide the UE with always-on | P connectivity to a
certain PDN. That motivates the restriction of a default bearer to bearer type Non-GBR.

4.7.2.2 The EPS bearer with GTP-based S5/S8

Application / Service Layer

M UL Service Data Flows DL Service Data FIW

_VULTFT DLTFT_
ULTFT=RB-ID DL-TFT—S5/S8-TEI
RB—IngSLTEID SITEDKS5/S8TEID
| | | |
<—> <—
UE | eNodeB Serving G | PDN GW
Radio Bearer S1 Bearer S5/S8 Bearer

Figure 4.7.2.2-1: Two unicast EPS bearers (GTP-u based S5/S8)

An EPS bearer is realized by the following elements:

- AnUL TFT in the UE maps an SDF to an EPS bearer in the uplink direction. Multiple SDFs can be multiplexed
onto the same EPS bearer by including multiple uplink packet filtersin the UL TFT;

- A DL TFT inthe PDN GW maps an SDF to an EPS bearer in the downlink direction. Multiple SDFs can be
multiplexed onto the same EPS bearer by including multiple downlink packet filtersinthe DL TFT;

- Arradio bearer (defined in TS 36.300 [5]) transports the packets of an EPS bearer between a UE and an eNodeB.
There is a one-to-one mapping between an EPS bearer and aradio bearer;

- An Sl bearer transports the packets of an EPS bearer between an eNodeB and a Serving GW;
- An S5/S8 bearer transports the packets of an EPS bearer between a Serving GW and a PDN GW;

- A UE stores a mapping between an uplink packet filter and aradio to create the mapping between an SDF and a
radio bearer in the uplink;

- A PDN GW stores a mapping between a downlink packet filter and an S5/S8 bearer to create the mapping
between an SDF and an S5/S8 bearer in the downlink;

- AneNodeB stores a one-to-one mapping between aradio bearer and an S1 to create the mapping between aradio
bearer and an S1 bearer in both the uplink and downlink;
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- A Serving GW stores a one-to-one mapping between an S1 bearer and an S5/S8 bearer to create the mapping
between an S1 bearer and an S5/S8 bearer in both the uplink and downlink.

4723 The EPS bearer with PMIP-based S5/S8
See clause 4.6 in TS23.402[2].

4.7.3 Bearer level QoS parameters

The bearer level (i.e. per bearer or per bearer aggregate) QoS parameters are QCl, ARP, GBR, MBR, and AMBR
described in this section.

Each EPS bearer (GBR and Non-GBR) is associated with the following bearer level QoS parameters:
- QoS Class ldentifier (QCI);
- Allocation and Retention Priority (ARP).

A QCl isascalar that is used as a reference to access node-specific parameters that control bearer level packet
forwarding treatment (e.g. scheduling weights, admission thresholds, queue management thresholds, link layer protocol
configuration, etc.), and that have been pre-configured by the operator owning the access node (e.g. eNodeB). A one-to-
one mapping of standardized QCI values to standardized characteristics is captured TS 23.203 [6].

NOTE 1. Ontheradio interface and on S1, each PDU (e.g. RLC PDU or GTP-u PDU) isindirectly associated with
one QCI viathe bearer identifier carried in the PDU header. The same applies to the S5 and S8 interfaces
if they are based on GTP-u.

The primary purpose of ARP isto decide whether a bearer establishment / modification request can be accepted or
needs to be rejected in case of resource limitations (typically available radio capacity in case of GBR bearers). In
addition, the ARP can be used (e.g. by the eNodeB) to decide which bearer(s) to drop during exceptional resource
limitations (e.g. at handover). Once successfully established, a bearer's ARP shall not have any impact on the bearer
level packet forwarding treatment (e.g. scheduling and rate control). Such packet forwarding treatment should be solely
determined by the other bearer level QoS parameters. QCI, GBR, MBR, and AMBR.

NOTE 2: The ARP should be understood as "Priority of Allocation and Retention; not as " Allocation, Retention,
and Priority".

NOTE 3: Video telephony is one use case where it may be beneficia to use EPS bearers with different ARP values
for the same UE. In this use case an operator could map voice to one bearer with a higher ARP, and video
to another bearer with alower ARP. In a congestion situation (e.g. cell edge) the eNB can then drop the
"video bearer" without affecting the "voice bearer". This would improve service continuity.

NOTE 4: The ARP may also be used to free up capacity in exceptiona situations, e.g. a disaster situation. In such a
case the eNB may drop "low ARP bearers’ to free up capacity.

Each GBR bearer is additionally associated with the following bearer level QoS parameters:
- Guaranteed Bit Rate (GBR);
- Maximum Bit Rate (MBR).

The GBR denotes the bit rate that can be expected to be provided by a GBR bearer. The MBR limits the bit rate that can
be expected to be provided by a GBR bearer (e.g. excess traffic may get discarded by a rate shaping function). See
clause 4.7.4 for further details on GBR and MBR.

Each APN is associated with the following IP-CAN session level QoS parameter:
- per APN Aggregate Maximum Bit Rate (APN-AMBR).

The APN-AMBR is a subscription parameter stored per APN in the HSS. It limits the aggregate bit rate that can be
expected to be provided across all Non-GBR bearers and across all PDN connections of the same APN (e.g. excess
traffic may get discarded by arate shaping function). Each of those Non-GBR bearers could potentially utilize the entire
APN-AMBR, e.g. when the other Non-GBR bearers do not carry any traffic. GBR bearers are outside the scope of
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APN-AMBR. The P-GW enforces the APN-AMBR in downlink. Enforcement of APN-AMBR in uplink is donein the
UE and additionally in the P-GW.

NOTE 5. All simultaneous active PDN connections of a UE that are associated with the same APN shall be
provided by the same PGW (see clause 5.10.1).

Each UE is associated with the following bearer level QoS parameter:
- per UE Aggregate Maximum Bit Rate (UE-AMBR).

The UE-AMBR is limited by a subscription parameter stored in the HSS. The MME shall set the used UE-AMBR to the
sum of the APN-AMBR of all active APNs up to the value of the subscribed UE-AMBR. The UE-AMBR limitsthe
aggregate bit rate that can be expected to be provided across all Non-GBR bearers of a UE (e.g. excess traffic may get
discarded by arate shaping function). Each of those Non-GBR bearers could potentially utilize the entire UE-AMBR,
e.g. when the other Non-GBR bearers do not carry any traffic. GBR bearers are outside the scope of UE AMBR. The
E-UTRAN enforces the UE-AMBR in uplink and downlink.

The GBR and MBR denote bit rates of traffic per bearer while UE-AMBR/APN-AMBR denote bit rates of traffic per
group of bearers. Each of those QoS parameters has an uplink and a downlink component. On S1_MME the values of
the GBR, MBR, and AMBR refer to the bit stream excluding the GTP-u/I P header overhead of the tunnel on S1_U.

One 'EPS subscribed QoS profile' is defined for each APN permitted for the subscriber. It contains the bearer level QoS
parameter values for that APN's default bearer (QCI and ARP) and the APN-AMBR.

NOTE: Subscription datarelated to bearer level QoS parameter values for dedicated bearersis specified in
TS23.203[6].

4.7.4  Support for Application / Service Layer Rate Adaptation

Neither the EPC nor the E-UTRAN supports any explicit feedback to trigger a rate adaptation scheme at the application
/ service/ transport layer.

The MBR of aparticular GBR bearer shall be set equal to the GBR.
NOTE: Support for "MBR > GBR" bearers may be introduced in a future release.

The EPC does not support E-UTRAN-initiated "QoS re-negotiation". That is, the EPC does not support an eNodeB
initiated bearer modification procedure. If an eNodeB can no longer sustain the GBR of an active GBR bearer then the
eNodeB should simply trigger a deactivation of that bearer.

4.7.5  Application of PCC in the Evolved Packet System

The Evolved Packet System applies the PCC framework as defined in TS 23.203 [6] for QoS policy and charging
control. PCC functionality is present in the AF, PCEF and PCRF.

An EPS needs to support both PCEF and PCRF functionality to enable dynamic policy and charging control by means
of installation of PCC rules based on user and service dimensions. However, an EPS may only support PCEF
functionality in which case it shall support static policy and charging control.

NOTE: Theloca configuration of PCEF static policy and charging control functionality is not subject to
standardization. The PCEF static policy and control functionality is not based on subscription
information.

The following applies to the use of dynamic policy and charging control in EPS;

- Theservice level (per SDF) QoS parameters are conveyed in PCC rules (one PCC rule per SDF) over the S7
reference point. The service level QoS parameters consist of a QoS Class Identifier (QCI) Allocation and
Retention Priority (ARP) and authorised Guaranteed and Maximum Bit Rate values for uplink and downlink.
The QCI isascalar that represents the QoS characteristics that the EPS is expected to provide for the SDF. ARP
isan indicator of the priority of allocation and retention for the SDF. The service level ARP assigned by PCRF
in a PCC rule may be different from the bearer level ARP stored in subscription data;
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The set of standardized QCls and their characteristics that the PCRF in an EPS can select from is provided in
TS 23.203 [6]. It is expected that the PCRF selects a QCI in such away that the IP-CAN receiving it can support
it;

It isnot required that an IP-CAN supports all standardized QCIs;

In the case of IP address configuration subsequent to initial attachment, the PDN GW/PCEF shall notify the
PCRF of the UE's IP address when it is assigned. If the PCRF response |eads to an EPS bearer modification the
PDN GW should initiate a bearer update procedure;

For local breakout, the visited network has the capability to reject the QoS authorized by the home network
based on operator policies.

The following applies regardless of whether dynamic or static policy and charging control is used in EPS:

For E-UTRAN the value of the ARP of an EPS bearer isidentical to the value of the ARP of the SDF(s) mapped
to that EPS bearer;

For the same UE/PDN connection: SDFs associated with different QCls or with the same service-level QCI but
different ARP shall not be mapped to the same EPS bearer;

The bearer level QCI of an EPS bearer isidentical to the value of the QCI of the SDF(s) mapped to that EPS
bearer.

Editor's note: It is FFS whether the PCRF may select a different QCI due to a handover to a different RAT type.

Editor'snote: Theinclusion in TS 23.203 of ARP and the associated description of the information that the PCRF

takes into account to take a policy decision on ARP is FFS.

5.1

Functional description and information flows

Control and user planes

NOTE:

- Referto TS23.402 [2] for the corresponding protocol stack for PMIP based S5/S8.

- Referto TS 23.203[6] for the corresponding protocol stack for Policy Control and Charging (PCC)
function related reference points.

511 Control Plane

51.1.1 General

The control plane consists of protocols for control and support of the user plane functions:

controlling the E-UTRA network access connections, such as attaching to and detaching from E-UTRAN;
controlling the attributes of an established network access connection, such as activation of an |P address;
controlling the routeing path of an established network connection in order to support user mobility; and

controlling the assignment of network resources to meet changing user demands.

The following control planes are used in E-UTRAN mode.
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511.2 eNodeB - MME

S1-AP S1-AP

SCTP SCTP
IP IP
L2 L2
L1 L1

eNodeB S1-MME MME

Legend:

- S1 Application Protocol (S1-AP): Application Layer Protocol between the eNodeB and the MME.
- SCTP for the control plane (SCTP): This protocol guarantees delivery of signalling messages between
MME and eNodeB (S1). SCTP is defined in RFC 2960 [35].

Figure 5.1.1.2-1: Control Plane for S1-MME Interface

5113 UE - MME
NAS NAS
Relay

RRC RRC S1-AP S1-AP
PDCP PDCP SCTP SCTP

RLC RLC IP IP

MAC MAC L2 L2

L1 L1 L1 L1

S1-MME
UE LTE-Uu eNodeB MME
Legend:

- NAS: The NAS protocol supports mobility management functionality and user plane bearer activation,
modification and deactivation. It is also responsible of ciphering and integrity protection of NAS signalling.
- LTE-Uu: The radio protocol of E-UTRAN between the UE and the eNodeB is specified in TS 36.300 [5].

Figure 5.1.1.3-1: Control Plane UE - MME
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5.1.14 SGSN - MME
GTP-C GTP-C
UDP UDP

IP IP

L2 L2

L1 L1

SGSN S3 MME
Legend:

- GPRS Tunnelling Protocol for the control plane (GTP-C): This protocol tunnels signalling messages

between SGSN and MME (S3).

- User Datagram Protocol (UDP): This protocol transfers signalling messages. UDP is defined in

RFC 768 [26].

Figure 5.1.1.4-1: Control Plane for S3 Interface

5.1.1.5 SGSN - S-GW

GTP-C

UDP

GTP-C

UDP

L2

L1

L2

SGSN

Legend:

S4

L1

S-GW

- GPRS Tunnelling Protocol for the control plane (GTP-C): This protocol tunnels signalling messages

between SGSN and S-GW (S4).

- User Datagram Protocol (UDP): This protocol transfers signalling messages. UDP is defined in

RFC 768 [26].

Figure 5.1.1.5-1: Control Plane for S4 interface
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51.1.6 S-GW - P-GW
GTRC GTRC
UbDP UbP
IP IP
L2 L2
L1 L1
S GW S5 or S8 P.GW
Legend:

- GPRS Tunnelling Protocol for the control plane (GTP-C): This protocol tunnels signalling messages

between S-GW and P-GW (S5 or S8).

- User Datagram Protocol (UDP): This protocol transfers signalling messages between S-GW and P-GW.

UDP is defined in RFC 768 [26].

Figure 5.1.1.6-1: Control Plane for S5 and S8 interfaces

5.1.1.7 MME - MME

GTP-C

UbP

GTP-C

UDP

L2

L1

L2

MME

Legend:

S10

L1

MME

- GPRS Tunnelling Protocol for the control plane (GTP-C): This protocol tunnels signalling messages

between MMEs (S10).

- User Datagram Protocol (UDP): This protocol transfers signalling messages between MMEs. UDP is

defined in RFC 768 [26].

Figure 5.1.1.7-1: Control Plane for S10 interface
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51.1.8 MME - S-GW
GTP-C GTP-C
UDP UDP
P IP
L2 L2
L1 L1
MME Sl S-GW
Legend:
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- GPRS Tunnelling Protocol for the control plane (GTP-C): This protocol tunnels signalling messages

between MME and S-GW (S11).

- User Datagram Protocol (UDP): This protocol transfers signalling messages. UDP is defined in

RFC 768 [26].

Figure 5.1.1.8-1: Control Plane for S11 interface

5.1.1.9 MME - HSS

Editor's note: This section shall specify the protocol stack on the control plane of the S6ainterface.

5.1.1.10 MME - EIR

Editor's note: This section shall specify the protocol stack on the control plane of the S13 reference point.
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5.1.2 User Plane
5.1.2.1 UE - P-GW user plane with E-UTRAN
Application
P P
PDCP Relay Relay GTP-U
PDCP GTP-U GTP-U | GTP-U
RLC RLC UDP/IP UDP/IP | UDP/IP UDP/IP
MAC MAC L2 L2 L2 L2
L1 L1 L1 L1 L1 L1
LTE-Uu S1-U S5/S8 SGi
UE eNodeB Serving GW PDN GW

Legend:

- GPRS Tunnelling Protocol for the user plane (GTP-U): This protocol tunnels user data between
eNodeB and the S-GW as well as between the S-GW and the P-GW in the backbone network. GTP shall
encapsulate all end user IP packets.

- MME controls the user plane tunnel establishment and establishes User Plane Bearers between eNodeB
and S-GW.

- UDP/IP: These are the backbone network protocols used for routeing user data and control signalling.

- LTE-Uu:The radio protocols of E-UTRAN between the UE and the eNodeB are specified in TS 36.300 [5].

Figure 5.1.2.1-1: User Plane
5.1.2.2 eNodeB - S-GW
GTP GTP-U
UDP UDP
IP IP
L2 L2
L1 L1
S1-U
eNodeB S-GW
Legend:

- GPRS Tunnelling Protocol for the user plane (GTP-U): This protocol tunnels user data between
eNodeB and S-GW.

- User Datagram Protocol (UDP): This protocol transfers user data. UDP is defined in RFC 768 [26].

Figure 5.1.2.2-1: User Plane for eNodeB — S-GW
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5.1.2.3 UE - PDN GW user plane with 2G access via the S4 interface
Application
IP IP
Relay Relay
SNDCP —— ——  GTP-U
SNDCP | GTP-U GTP-U GTP-U
LLC LLC ubP [ : | UDP UDP UDP
Relay BSSGP
RLC —— P | IP IP E IP
RLC BSSGP
MAC | : | MAC Network Network L2 | L2 L2 H L2
Service Service
GSMRF | (| GSM L1bis L1bis [ I R L | L1
RF
Um Gb S4 S5/S8 SGi
UE BS SGSN Serving GW PDN GW
Legend:

- GPRS Tunnelling Protocol for the user plane (GTP-U): This protocol tunnels user data between SGSN
and the S-GW as well as between the S-GW and the P-GW in the backbone network. GTP shall
encapsulate all end user IP packets.

- UDP/IP: These are the backbone network protocols used for routeing user data and control signalling.

- Protocols on the Um and the Gb interfaces are described in TS 23.060 [7].

Figure 5.1.2.3-1: User Plane for A/IGb mode
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5.1.2.4 UE - PDN GW user plane with 3G access via the S12 interface
Application
P
P
Relay Relay GTP-U
PDCP
PDCP | GTP-U GTP-U | GTP-U
RLC RLC | UDP/IP UDP/IP | UDP/IP UDP/IP
MAC MAC L2 L2 L2 L2
L1 L1 L1 L1 L1 L1
Uu lu S5/S8 SGi
UE UTRAN Serving GW PDN GW
Legend:

- GPRS Tunnelling Protocol for the user plane (GTP-U): This protocol tunnels user data between
UTRAN and the S-GW as well as between the S-GW and the P-GW in the backbone network. GTP shall
encapsulate all end user IP packets.

- UDP/IP: These are the backbone network protocols used for routeing user data and control signalling.

- Protocols on the Uu interface are described in TS 23.060 [7].

- SGSN controls the user plane tunnel establishment and establish a Direct Tunnel between UTRAN and
S-GW as shown in Figure 5.1.2.4-1.

Figure 5.1.2.4-1: User Plane for UTRAN mode and Direct Tunnel on S12
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5.1.2.5 UE - PDN GW user plane with 3G access via the S4 interface
Application
P
IP
Relay Relay Relay GTP-U
PDCP ——
PDCP | GTP-U GTP-U |GTPU [T GTPV | GTP-U
RLC —— RLC | uDP/IP UDP/IP | UDP/IP [—— UDP/IP | UDP/IP |~—  UDP/IP
MAC | | mAc L2 L2 L2 [ ] L L2 [ L2
L1 ] L L1 L1 N I Lt [ L1
Uu lu S4 S5/S8 SGi
UE UTRAN SGSN Serving GW PDN GW

NOTE: Please refer to TS 23.402 [2] for the corresponding stack for PMIP based S5/S8.

Legend:

- GPRS Tunnelling Protocol for the user plane (GTP-U): This protocol tunnels user data between
UTRAN and the SGSN, between SGSN and S-GW as well as between the S-GW and the P-GW in the
backbone network. GTP shall encapsulate all end user IP packets.

- UDP/IP: These are the backbone network protocols used for routeing user data and control signalling.

- Protocols on the Uu and the lu interfaces are described in TS 23.060 [7].

- SGSN controls the user plane tunnel establishment and establishes a tunnel between SGSN and S-GW. If
Direct Tunnel is established between UTRAN and S-GW, see Figure 5.1.2.4-1.

Figure 5.1.2.5-1: User Plane for lu mode

5.2 Identities

5.2.1 EPS bearer identity

An EPS bearer identity uniquely identifies an EPS bearer for one UE accessing via E-UTRAN. The EPS Bearer Identity
isalocated by the MME. There is one to one mapping between EPS RB and EPS Bearer, and the mapping between
EPS RB Identity and EPS Bearer Identity is made by E-UTRAN.

When there is a mapping between an EPS bearer and a PDP context, the same identity valueis used for the EPS bearer
ID and the NSAPI/RAB ID.
5.2.2 Globally Unigue Temporary UE Identity
The MME shall alocate a Globally Unique Temporary Identity (GUTI) to the UE.
The GUTI has two main components:
- onethat uniquely identifies the MME which allocated the GUTI; and
- onethat uniquely identifies the UE within the MME that allocated the GUTI.
Within the MME, the mobile isidentified by the M-TMSI.
The Globally Unique MME Identifier (GUMMEI) is constructed from MCC, MNC and MME Identifier (MMEI).
In turn the MMEI is constructed from an MME Group ID (MMEGI) and an MME Code (MMEC).
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The GUTI is constructed from the GUMMEI and the M-TMSI.
For paging, the mobile is paged with the S TMSI. The STMS! is constructed from the MMEC and the M-TMSI.

The operator needs to ensure that the MMEC is unique within the MME pool area and, if overlapping pool areasarein
use, unique within the area of overlapping MME pools.

The GUTI is used to support subscriber identity confidentiality, and, in the shortened S-TM S| form, to enable more
efficient radio signalling procedures (e.g. paging and Service Request).

5.2.3  Tracking Area ldentity (TAI)

Thisisthe identity used to identify tracking areas. The Tracking Area Identity is constructed from the MCC (Mobile
Country Code), MNC (Mobile Network Code) and TAC (Tracking Area Code).

NOTE: Changesinthe TAI of acell can occur but are normally infrequent and linked with O+M activity.

5.2.4 eNodeB S1-AP UE Identity (eNB S1-AP UE ID)

Thisisthe temporary identity used to identify a UE on the S1-MME reference point within the eNodeB. It is unique
within the eNodeB per S1-MME reference point instance.

5.25 MME S1-AP UE ldentity (MME S1-AP UE ID)

Thisisthe temporary identity used to identify a UE on the S1-MME reference point within the MME. It is unique
within the MME per S1-MME reference point instance.

5.3 Authentication, security and location management

531 IP address allocation

5311 General

A UE shall perform the address allocation procedures for at least one I P address (either |Pv4 or IPv6) after the default
bearer activation if no IPv4 addressis alocated during the default bearer activation.

One of the following ways shall be used to allocate | P addresses for the UE:

a) TheHPLMN allocates the IP address to the UE when the default bearer is activated (dynamic or static HPLMN
address);

b) The VPLMN allocates the I P address to the UE when the default bearer is activated (dynamic VPLMN address);
or

¢) The PDN operator or administrator allocates an (dynamic or static) |P address to the UE when the default bearer
is activated (External PDN Address Allocation).

The IP address all ocated for the UE's default bearer shall also be used for the UE's dedicated bearers towards the same
PDN. The IP address alocation for the multiple PDN GW case is handled with the same set of mechanisms as Attach.

PDN types IPv4, IPv6 and IPv4v6 are supported. An EPS Bearer of PDN type IPv4v6 may be associated with one IPv4
address only, with one IPv6 address/prefix only or with both one IPv4 and one IPv6 address/prefix. PDN type IPv4 is
associated with an IPv4 address. PDN type IPv6 is associated with an IPv6 address/prefix. PDN types IPv4 and IPv6 are
utilised in case the UE and/or the PDN GW support 1Pv4 addressing only or 1Pv6 addressing/prefix only; or operator
preferences dictate the use of asingle IP version only, or the subscription is limited to |Pv4 only or IPv6 only. In
addition, PDN type |Pv4 and | Pv6 are utilised for interworking with nodes of earlier releases.

The UE setsthe PDN type during the Attach procedure based on its | P stack configuration as follows:

- A UE, whichisIPv6 and IPv4 capable, shall request for PDN type | Pv4v6.
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- A UE, whichisonly IPv4 capable, shall always request for PDN type |Pv4.
- A UE, whichisonly IPv6 capable, shall always request for PDN type 1Pv6.

- When the IP version capability of the UE is unknown in the UE (asin the case when the MT and TE are
separated and the capability of the TE is not known inthe MT), the UE shall request for PDN type | Pv4v6.

In case the UE requests PDN type IPv4v6, but the operator preferences dictate the use of asingle | P version only, the
PDN type may be changed to a single address PDP type (IPv4 or |Pv6) and areason cause of "network preference"
returned to the UE. In this case the UE should not request another PDN connection for the other IP version. In case the
UE requests PDN type IPv4v6, but the operator uses single addressing per bearer due to interworking with nodes of
earlier releases, the PDN type may be changed to asingle | P version only and a reason cause of "single address bearers
only" returned to the UE. In this case the UE can request another PDN connection for the other 1P version using the UE
requested PDN connectivity procedure to the same APN with a single address PDN type (1Pv4 or 1Pv6) other than the
one already activated.

During inter-RAT mobility between EUTRAN and UTRAN/GERAN, an EPS bearer with PDN type IPv4v6 shall be
mapped one-to-one to PDP type | Pv4v6.

During inter-RAT mobility between E-UTRAN and UTRAN/GERAN, an EPS bearer with PDN type IPv4 shall be
mapped one-to-one to a PDP context of PDP type | Pv4. An EPS bearer with PDN type IPv6 shall be mapped one-to-one
to a PDP context of PDP type |Pv6.

Itisthe HPLMN operator that shall define in the subscription whether a dynamic HPLMN or VPLMN address may be
used.

The EPS UE may indicate to the network within the Protocol Configuration Options element that the UE wants to
obtain the I1Pv4 address with DHCPv4:

- the UE may indicate that it prefersto obtain an |Pv4 address as part of the default bearer activation procedure. In
such a case, the UE relies on the EPS network to provide |Pv4 address to the UE as part of the default bearer
activation procedure.

- the UE may indicate that it prefersto obtain the | Pv4 address after the default bearer setup by DHCPv4. That is,
when the EPS network supports DHCPv4 and allows that, it does not provide the 1Pv4 address for the UE as part
of the default bearer activation procedures. The network may respond to the UE by setting the relevant field to
0.0.0.0. After the default bearer establishment procedure is completed, the UE uses the connectivity with the EPS
and initiates the |Pv4 address allocation on its own using DHCPv4. The UE sends DHCPv4 Discover message
(see detailsin sub-clause 5.3.1.2.4). However, if the EPS network provides | Pv4 address to the UE as part of the
default bearer activation procedure, the UE should accept the |Pv4 address indicated in the default bearer
activation procedure.

- if the UE sends no Address Allocation Preference, the PDN GW determines whether to use DHCPv4 or not
based on per APN configuration

Both EPS network elements and UE shall support the following mechanisms:
a. |Pv4 address allocation via default bearer activation, if 1Pv4 is supported.

b. /64 IPv6 prefix allocation via | Pv6 Statel ess Address autoconfiguration according to RFC 4862 [18], if IPv6 is
supported;

Furthermore, the Protocol Configuration Options may be used during bearer activation to configure parameters which
are needed for |P address allocation.

Both EPS network elements and UE may optionally support the following mechanisms:

a. |Pv4 address allocation and | Pv4 parameter configuration after the attach procedure via DHCPv4 according to
RFC 2131 [19] and RFC 4039 [25];

b. 1Pv6 parameter configuration via Stateless DHCPv6 according to RFC 3736 [20];
c. Allocation of a static Ipv4 address and/or a static 1Pv6 prefix based on subscription datain the HSS.

If the static | P address/prefix is not stored in the HSS subscription record, it may be configured on a per-user per-APN
basis in the DHCP/Radius/Diameter server and the PDN GW retrieves the | P address/prefix for the UE from the
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DHCP/Radiug/Diameter server. In this case, static | P address/prefix is alocated by the same procedures as the dynamic
I P address/prefix allocation.

The following clauses describe how the above listed | P address allocation mechanisms work when GTP based S5/S8 is
used. The way of working of the |P address all ocation mechanisms for PMIP based S5/S8 can be found in

TS 23.402 [2].The procedures can be used both for PLMN (VPLMN/HPLMN) or external PDN based | P address
allocation. Note it is transparent to the UE whether the PLMN or the external PDN allocates the | P address.

In order to support DHCP based | P address configuration, the PDN GW shall act as the the DHCP server for HPLMN
assigned dynamic and static and VPLMN assigned dynamic | P addressing. When DHCP is used for external PDN
assigned addressing and parameter configuration, the PDN GW shall act as the DHCP server towards the UE and it
shall act asthe DHCP client towards the external DHCP server. The Serving GW does not have any DHCP
functionality. It forwards al packets to and from the UE including DHCP packets as normal.

Editor'snote: It is FFSif additional security measures need to be taken in the case of DHCPv4 and DHCPV6.

IPv6 Stateless Address autoconfiguration [18] is the basic mechanism to allocate /64 |Pv6 prefix to the UE.
Additionally, shorter than /64 1Pv6 prefix delegation via DHCPv6, RFC 3633 [21] may be provided, if it is supported
by the PDN-GW.

During the attach procedure and default bearer establishment, the PDN GW sends the | Pv6 prefix and Interface
Identifier to the SGW, and then the S-GW forwards the IPv6 prefix and Interface Identifier to the MME or to the SGSN.
The MME or the SGSN forwards the IPv6 Interface Identifier to the UE. Even if the UE receives the IPv6 prefix in the
Attach Accept message, it shall ignoreit.

Editor'snote: It isastage 3 matter if the MME or the Rel-8 SGSN forwards the whole IPv6 address or only the
Interface Identifier to the UE.

531.2 IP address allocation mechanisms for GTP based S5/S8

5.3.1.2.1 IPv4 address allocation via default bearer activation
In this case the IP addressis provided to the UE as part of the default bearer activation.

When the PLMN allocates the | P address, it is the PDN-GW's responsibility to allocate and release the I P address. The
PDN GW may use an internal address pool in this case. The PDN GW allocates an | Pv4 address upon default bearer
activation and it releases the | Pv4 address upon default bearer de-activation for a given UE.

When the |P address is allocated from the external PDN, it isthe PDN GW's responsibility to obtain the | P address from
the external PDN, allocate and release the | P address. The PDN GW may use DHCPv4 to obtain the | P address from the
external PDN. If RADIUS or Diameter is used towards the external PDN as described in TS 29.061 [38], the IP address
can be fetched as part of these procedures. If DHCPv4 is used, the PDN GW functions as the DHCPv4 Client. If
RADIUS isused, the PDN GW functions asthe RADIUS Client. If Diameter is used, the PDN GW functions as the
Diameter Client.

5.3.1.2.2 IPv6 prefix allocation via IPv6 stateless address autoconfiguration

When the PLMN allocates the 1Pv6 prefix then it isthe PDN GW responsibility to allocate and release the I1Pv6 prefix.
The PDN GW may use an internal prefix pool in this case. The PDN GW allocates a globally unique /64 IPv6 prefix via
Router Advertisement to a given UE.

When the IPv6 prefix is allocated from the external PDN, it isthe PDN GW's responsibility to obtain the IPv6 prefix for
external PDN, allocate and release the 1Pv6 prefix. The PDN GW may use DHCPV6 to obtain the IPv6 prefix from the
external PDN. In this context, the PDN GW shall act as a DHCP client rather than a requesting router as defined in
prefix delegation. If RADIUS or Diameter is used towards the external PDN as described in TS 29.061 [38], the IPv6
prefix can be fetched as part of these procedures. If DHCPV6 is used, the PDN-GW functions as the DHCPv6 Client. If
RADIUS isused, the PDN GW functions as the RADIUS Client. If Diameter is used, the PDN GW functions as the
Diameter Client.

The procedure of the stateless IPv6 address autoconfiguration is the following: After the attach procedure and default
bearer establishment, the UE may send a Router Solicitation message to the PDN GW to solicit a Router Advertisement
message. The PDN-GW sends a Router Advertisement message (solicited or unsolicited) to the UE. The Router
Advertisement messages shall contain the same prefix as the one provided during the attach procedure (if it was
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provided). During the attach procedure if the UE receives the IPv6 prefix it shall ignore the prefix included in the
Attach Accept message.

Editor's note: 1t isFFSif the PDN GW needs to send the | Pv6 prefix to the MME/SGSN via S-GWin the Creste
Default Bearer Response and to the UE in the Attach Accept message. Thisis used to inform the
MME/SGSN of the IPv6 prefix allocated to the UE.

After the UE has received the Router Advertisement message, it constructsits full 1Pv6 address via|Pv6 Stateless
Address autoconfiguration in accordance with RFC 4862 [18]. For privacy, RFC 3041 [39], the UE may change the
interface identifier used to generate full 1Pv6 addresses, without involving the network.

Any prefix that the PDN GW advertises to the UE is globally unique. The PDN GW shall also record the relationship
between the UE identities and the allocated 1Pv6 prefix. Because any prefix that the PDN GW advertisesto the UE is
globally unique, there is no need for the UE to perform Duplicate Address Detection for any |Pv6 address configured
from the allocated I Pv6 prefix. The PDN GW shall respond back with a Neighbor Advertisement upon receiving a
Neighbor Solicitation message from the UE. For example, it is possible for the UE to perform Neighbor Unreachability
Detection towards the PDN GW, as defined in RFC 4861 [32].

5.3.1.2.3 IPv6 parameter configuration via stateless DHCPv6

The UE may use stateless DHCPv6 for additional parameter configuration. The PDN GW acts as the DHCP server.
When PLMN based parameter configuration is used, the PDN GW provides the requested parameters from locally
provisioned database. When external PDN based parameter configuration is used, the PDN GW obtains the requested
configuration parameters from the external PDN as described in the previous sections. When the PDN GW actsasa
DHCPv6 server towards the UE, the PDN GW may act as DHCPv6 client towards the external PDN to request the
configuration parameters for the UE. If RADIUS or Diameter is used towards the external PDN as described in

TS 29.061 [38], the the requested configurataion paramters can be fetched as part of these procedures.

5.3.1.2.4 IPv4 address allocation and IPv4 parameter configuration via DHCPv4

When the PLMN allocates the |Pv4 address then the PDN GW responsibility isto alocate and release the | Pv4 address
(asitisinthe previous case).

When external PDN allocation is used the PDN GW shall act as a DHCPv4 server towards the UE. The PDN GW acts
as DHCP Client and it interacts with the DHCP server in the external PDN to obtain the |P address and the
configuration parameters. If RADIUS or Diameter is used towards the external PDN as described in TS 29.061 [38], the
I P address and the requested configuration parameters can be fetched as part of these procedures.

Editor's Note: It is FFS how the PDN GW releases the | P address that is assigned to the UE.

5.3.1.25 IPv6 prefix delegation via DHCPv6

When the PLMN allocates the |Pv6 prefix then the PDN GW responsibility isto allocate and release the |Pv6 prefixes
(asitisinthe previous case) and the PDN GW shall act as DHCPv6 server and shall create and send the DHCPv6
responses to the UE.

When external PDN allocation is used the PDN GW shall act asa DHCPv6 server towards the UE. The PDN GW acts
as DHCP Client and it interacts with the DHCP server in the external PDN to obtain |Pv6 prefix and other parameters
for the UE. If RADIUS or Diameter is used towards the external PDN as described in TS 29.061 [38], the | Pv6 prefix
can be fetched as part of these procedures.

Editor's Note: It is FFS how the PDN GW releases the IPv6 prefix that is assigned to the UE.
5.3.2 Attach procedure

53.2.1 E-UTRAN Initial Attach

A UE/user needs to register with the network to receive services that require registration. This registration is described
as Network Attachment. The always-on |P connectivity for UE/users of the EPS is enabled by establishing a default
EPS bearer during Network Attachment. The PCC rules applied to the default EPS bearer may be predefined in the
PDN GW and activated in the attachment by the PDN GW itself. The Attach procedure may trigger one or multiple
Dedicated Bearer Establishment procedures to establish dedicated EPS bearer(s) for that UE. During the attach
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procedure, the UE may request for an IP address allocation. Terminals utilising only IETF based mechanisms for 1P
address allocation are also supported.

During the Initial Attach procedure the Mobile Equipment | dentity may be obtained from the UE. The MME operator
may check the ME Identity with an EIR. At least in roaming situations, the MME should pass the ME Identity to the
HSS, and, if a PDN-GW outside of the VPLMN, should pass the ME |dentity to the PDN-GW.
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Figure 5.3.2.1-1: Attach procedure
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NOTE 1: For a PMIP-based S5/S8, procedure steps (A), (B), and (C) are defined in TS 23.402 [2]. Steps 7, 10, 14,
15and 16 concern GTP based S5/S8.

NOTE 2: The Serving GWs and PDN GWs involved in steps 7 and/or 10 may be to different to those in
steps 13-17.

1. The UE initiates the Attach procedure by the transmission of an Attach Request (IMSI or old GUTI, last visited
TAI (if available), UE Network Capability, PDN Type, Protocol Configuration Options, Ciphered Protocol
Configuration Options Transfer, Attach Type, KSI, NAS sequence number, NAS-MAC) message together with
an indication of the Selected Network to the eNodeB. IMSI shall be included if the UE does not have avalid
GUTI available. If the UE has avalid GUTI, it shall be included. If available, the last visited TAI shall be
included in order to help the MME produce agood list of TAls for any subsequent Attach Accept message.
Selected Network indicates the PLMN that is selected for network sharing purposes. UE Network Capability is
described in clause "UE capahilities'. If the UE has valid security parameters, the Attach Request message shall
be integrity protected by the NAS-MAC in order to allow validation of the UE by the MME. KSl isincluded if
the UE has valid security parameters. NAS sequence number indicates the sequential number of the NAS
message. Furthermore, the UE may cipher the parts of the Attach Request message that require ciphering (it is
FFS whether there are any such parts). If the UE does not have avalid NAS security association, then the Attach
Request message is neither integrity protected nor ciphered. In this case the security association is established in
step 5a. The UE network capabilities indicate also the supported NAS and AS security algorithms. PDN type
indicates the requested | P version (1Pv4, IPv4/IPv6, |Pv6). Protocol Configuration Options (PCO) are used to
transfer parameters between the UE and the PDN GW, and are sent transparently through the MME and the
Serving GW. The Protocol Configuration Options may include the Address Allocation Preference indicating that
the UE prefers to obtain an 1Pv4 address only after the default bearer activation by means of DHCPvA4. If the UE
intends to send PCOs, which require ciphering (e.g., PAP/CHAP usernames and passwords), the UE shall set the
Ciphered Protocol Configuration Options Transfer (Ciphered PCO Transfer) flag and shall send all PCOs only
after authentication and NAS security setup have been completed (see below). Attach Type indicates "Handover"
when the UE has already an activated PDN GW/HA due to mobility with non-3GPP accesses.

Editor's note: It's assumed that all the radio capabilities of the UE that the eNodeB has to know in order to handle
radio resources for this UE are send to eNodeB upon RRC connection establishment.

2. TheeNodeB derives the MME from the GUTI and from the indicated Selected Network. If that MME is not
associated with the eNodeB, the eNodeB selects an MME as described in clause 4.3.8.3 on "MME selection
function". The eNodeB forwards the Attach Request message to the new MME contained in a S1-MME control
message (Initial UE message) together with the Selected Network and an indication of the EFUTRAN Area
identity, a globally unique E-UTRAN ID of the cell from where it received the message to the new MME.

3. If the UE identifiesitself with GUTI and the MME has changed since detach, the new MME sends an
I dentification Request (old GUTI, complete Attach Request message) to the old MME to request the IMSI. If the
S-TMSI and old TAI identifies an SGSN, the message shall be sent to the old SGSN. The old MME responds
with Identification Response (IM S|, unused EPS Authentication Vectors, KSIasve, Kasve) and if request is
sent to the old SGSN, then the old SGSN responds with Identification Response(IM S, Unused Authentication
Quintets, CK, IK and KSl). If the UE is not known in the old MME/SGSN or if the integrity check for the Attach
Request message fails, the old MME/SGSN responds with an appropriate error cause.

NOTE: A Pre-Rel-8 SGSN aways responds with the UM TS security parameters and the MME may cache it for
later use.

4. If the UE isunknown in both the old MME/SGSN and new MME, the new MME sends an Identity Request to
the UE to request the IMSI. The UE responds with Identity Response (IMSI).

5a If no UE context for the UE exists anywhere in the network, if the Attach Request (sent in step 1) was not
integrity protected, or if the check of the integrity failed, then authentication and NAS security setup are
mandatory. Otherwiseit is optional. The authentication and NAS security setup functions are defined in
clause 5.3.10 on " Security Function".

5b. The ME Identity shall be retrieved from the UE at Initial Attach when Attach Type does not indicate handover.
Otherwiseit is optional. The ME identity shall be transferred encrypted. The MME may send the ME Identity
Check Request (ME Identity, IMSI) to the EIR. The EIR shall respond with ME Identity Check Ack (Result).
Dependent upon the Result, the MM E decides whether to continue with this Attach procedure or to rgject the
UE.
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Editor's note: It is FFS whether NA S security setup and ME identity retrieval can be combined in the case when

6.

9.

10.

11.

12.

13.

both procedures are to be performed.

If the UE has set the Ciphered PCO Transfer flag in the Attach Request message, the Protocol Configuration
Options shall now be retrieved from the UE.

If there are active bearer contexts in the new MME for this particular UE (i.e. the UE re-attaches to the same
MME without having properly detached before), the new MME deletes these bearer contexts by sending Delete
Bearer Request (TEIDs) messages to the GWs involved. The GWs acknowledge with Delete Bearer Response
(TEIDs) message. If a PCRF is deployed, the PDN GW employs an IP-CAN Session Termination procedure to
indicate that resources have been released.

If the MME has changed since the last detach, or if thereis no valid subscription context for the UE in the MME,
or if the ME identity has changed, the MMEsends an Update Location (MME Identity, IMSI, ME Identity) to the
HSS.

The HSS sends Cancel Location (IMSI, Cancellation Type) to the old MME with Cancellation Type set to
Update Procedure. The old MME acknowledges with Cancel Location Ack (IMSI) and removes the MM and
bearer contexts.

If there are active bearer contextsin the old MME for this particular UE, the old MME del etes these bearer
contexts by sending Delete Bearer Request (TEIDs) messages to the GWsinvolved. The GWs return Delete
Bearer Response (TEIDs) message to the old MME. If a PCRF is deployed, the PDN GW employs an IP-CAN
Session Termination procedure as defined in TS 23.203 [6] to indicate that resources have been released.

The HSS sends Insert Subscriber Data (IMSI, Subscription Data) message to the new MME. The Subscription
Data contain one or more PDN subscription contexts. Each PDN subscription context contains an'EPS
subscribed QoS profile' (see clause 4.7.3). The MME adopts the PDN subscription context that is marked as
default for the default bearer activation, which is performed during this attach procedure. Thisresultsin the
usage of the Default APN for this procedure. The new MME validates the UE's presence in the (new) TA. If due
to regional subscription restrictions or access restrictions the UE is not allowed to attach in the TA, the new
MME rejects the Attach Request with an appropriate cause, and may return an Insert Subscriber Data Ack
message to the HSS. If subscription checking fails for other reasons, the new MME rejects the Attach Request
with an appropriate cause and returns an Insert Subscriber Data Ack message to the HSS including an error
cause. If al checks are successful then the new MME constructs a context for the UE and returns an Insert
Subscriber Data Ack message to the HSS.

The HSS acknowledges the Update L ocation message by sending an Update Location Ack to the new MME. If
the Update Location is rejected by the HSS, the new MME rejects the Attach Request from the UE with an
appropriate cause.

If a subscribed PDN addressis allocated for the UE for this APN, the PDN subscription context contains the
UE's IPv4 address and/or the IPv6 prefix and optionally the PDN GW identity. In case the PDN subscription
context contains a subscribed 1Pv4 address and/or 1Pv6 prefix, the MME indicatesit in the PDN address. If the
PDN subscription context contains no PDN GW identity the new MME selects a PDN GW as described in
clause 4.3.8.1 on PDN GW selection function (3GPP accesses). If the PDN subscription context contains a
dynamically allocated PDN GW identity and the Attach Type does not indicate "Handover" the MME may select
anew PDN GW asdescribed in clause PDN GW selection function, e.g. to allocate a PDN GW that allows for
more efficient routing. If the PDN subscription profile contains no PDN GW address for the default PDN and the
Attach Type indicates "Handover" the MME select anew PDN GW as described in clause PDN GW selection
function. The new MME selects a Serving GW as described in clause 4.3.8.2 on Serving GW selection function
and allocates an EPS Bearer Identity for the Default Bearer associated with the UE. Then it sends a Create
Default Bearer Request (IMSI, MSISDN, MME TEID for control plane, PDN GW address, PDN Address, APN,
RAT type, Default Bearer QoS, PDN Type, APN-AMBR, EPS Bearer |dentity, Protocol Configuration Options,
ME ldentity, User Location Information (ECGI), Selection Mode, Charging Characteristics, Trace Reference,
Trace Type, Trigger Id, OMC Identity, Maximum APN Restriction, Dual Address Bearer Flag, the Protocol
Type over S5/S8) message to the selected Serving GW.

The RAT typeis provided in this message for the later PCC decision. The AMBR applied to the relevant PDN
access isaso provided in this message. The MSISDN isincluded if provided in the subscription data from the
HSS. Selection Mode indicates whether a subscribed APN was selected, or whether a non-subscribed APN
chosen by the MME was selected. Selection Mode is set according to Annex A of TS 23.060 [7]. The P-GW may
use Selection Mode when deciding whether to accept or reject the default bearer activation. For example, if an
APN requires subscription, the P-GW is configured to accept only the default bearer activation that requests a
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subscribed APN asindicated by Selection Mode. Charging Characteristics indicates which kind of charging the
bearer context isliable for. The Dual Address Bearer Flag shall be set when the UE requests PDN type |Pv4v6
and all SGSNs which the UE may be handed over to are Release 8 or above supporting dual addressing, which is
determined based on node pre-configuration by the operator. The Protocol Type over S5/S8 is provided to
Serving GW which protocol should be used over S5/S8 interface.

The charging characteristics for the PS subscription and individually subscribed APNs as well as the way of
handling Charging Characteristics and whether to send them or not to the P-GW is defined in TS 32.251 [44].
The MME shall include Trace Reference, Trace Type, Trigger Id, and OMC Identity if SSGW and/or P-GW trace
is activated. The MME shall copy Trace Reference, Trace Type, and OMC Identity from the trace information
received from the HLR or OMC.

The Maximum APN Restriction denotes the most stringent restriction as required by any already active bearer
context. If there are no already active bearer contexts, this value is set to the least restrictive type (see clause 15.4
of TS23.060[7]). If the P-GW receives the Maximum APN Restriction, then the P-GW shall check if the
Maximum APN Restriction value does not conflict with the APN Restriction value associated with this bearer
context request. If there is no conflict the request shall be allowed, otherwise the request shall be rejected with
sending an appropriate error cause to the UE.

14. The Serving GW creates a new entry in its EPS Bearer table and sends a Create Default Bearer Request (IMS!,
MSISDN, APN, Serving GW Address for the user plane, Serving GW TEID of the user plane, Serving GW
TEID of the control plane, RAT type, Default Bearer QoS, PDN Type, PDN Address, APN-AMBR, EPS Bearer
I dentity, Protocol Configuration Options, ME Identity, User Location Information (ECGI), Selection Mode,
Charging Characteristics, Trace Reference, Trace Type, Trigger 1d, OMC Identity, Maximum APN Restriction,
Dual Address Bearer Flag) message to the PDN GW indicated by the PDN GW address received in the previous
step. After this step, the Serving GW buffers any downlink packets it may receive from the PDN GW until
receives the message in step 21 below. The MSISDN isincluded if received from the MME.

15. If dynamic PCC is deployed, the PDN GW performs an IP-CAN Session Establishment procedure as defined in
TS 23.203 [6], and thereby obtains the default PCC rules for the UE. This may lead to the establishment of a
number of dedicated bearers following the procedures defined in clause 5.4.1 in association with the
establishment of the default bearer, which is described in Annex F.

The IMSI, UE IP address, User Location Information (ECGI), Serving Network, RAT type, APN-AMBR,
Default Bearer QoS are provided to the PCRF by the PDN GW if received by the previous message. The User
Location Information is used for location based charging.

NOTE: Whilethe PDN GW/PCEF may be configured to activate predefined PCC rules for the default bearer, the
interaction with the PCRF is still required to provide e.g. the UE | P address information to the PCRF.

If dynamic PCC is not deployed, the PDN GW may apply local QoS policy.

Editor'snote: Itis FFSif the AMBR shall be sent to the PCRF, and if the PCRF is alowed to change the value of
the AMBR.

Editor's note: The parameters used for User Location Information are FFS.

16. The P-GW creates anew entry in its EPS bearer context table and generates a Charging Id. The new entry allows
the P-GW to route user plane PDUs between the S-GW and the packet data network, and to start charging. The
way the P-GW handles Charging Characteristics that it may have received is defined in TS 32.251 [44].
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The PDN GW returns a Create Default Bearer Response (PDN GW Address for the user plane, PDN GW TEID
of the user plane, PDN GW TEID of the control plane, PDN Type, PDN Address, EPS Bearer Identity, Protocol
Configuration Options, UL TFT, Charging Id, Prohibit Payload Compression, APN Restriction, Cause,
CGI/SAI/RAI change report required, BCM) message to the Serving GW. The PDN GW takes into account the
PDN type sent by the UE , the Dual Address Bearer Flag and the policies of operator when the PDN GW selects
the PDN type to be used as follows. If the UE has requested PDN type IPv4v6 and both IPv4 and IPv6
addressing is possible in the PDN but the Dual Address Bearer Flag is not set, or only single IP version
addressing is possible in the PDN, the PDN GW selectsa single |P version (either IPv4 or IPv6). If the UE has
reguested PDN type |Pv4 or IPv6, the PDN GW uses the PDN type supplied by the UE in case it is supported in
the PDN, otherwise an appropriate error cause will be returned. The PDN GW allocates a PDN Address
according to the selected PDN type. In case the PDN GW has selected a PDN type different from the one sent by
the UE, the PDN GW indicates together with the PDN type | E areason cause (network preference, single
address bearers only) to the UE why the PDN type has been modified. PDN Address may contain an |Pv4
address for 1Pv4 and/or an IPv6 prefix and an Interface Identifier. If the PDN has been configured by the
operator so that the PDN addresses for the requested APN shall be allocated by usage of DHCPv4 only, or if the
PDN GW allows the UE to use DHCPv4 for address all ocation according to the Address Allocation Preference
received from the UE, the PDN Address shall be set to 0.0.0.0, indicating that the IPv4 PDN address shall be
negotiated by the UE with DHCPv4 after completion of the Default Bearer Activation procedure. In case of
external PDN addressing for IPv6, the PDN GW obtains the |Pv6 prefix from the external PDN using either
RADIUS or Diameter client function. In the PDN Address field of the Create Default Bearer Response, the PDN
GW includes the Interface Identifer and 1Pv6 prefix. The PDN GW sends Router Advertisement to the UE after
default bearer establishment with the IPv6 prefix information for all cases.

If the PDN addressis contained in the Create Default Bearer Request, the PDN GW shall allocate the IPv4
addresss and/or 1P6 prefix contained in the PDN address to the UE. The IP address allocation details are
described in clause 5.3.1 on "IP Address Allocation". Protocol Configuration Options contains the BCM as well
as optional PDN parameters that the P-GW may transfer to the UE. BCM shall also be sent as a separate |E.
These optional PDN parameters may be regquested by the UE, or may be sent unsolicited by the P-GW. Protocol
Configuration Options are sent transparently through the MME. According to the used RAT BCM isset to
"UE/network".

17.If the CGI/SAI/RAI change report required is received for this bearer context, then the S-GW shall store this for
the bearer context and the S-GW shall report to that P-GW whenever a CGI/SAI/RAI change occurs that meets
the P-GW request, as described in clause 15.1.1a of TS 23.060 [7].

The Serving GW returns a Create Default Bearer Response (PDN Type, PDN Address, Serving GW address for
User Plane, Serving GW TEID for User Plane, Serving GW TEID for control plane, EPS Bearer Identity, PDN
GW addresses and TEIDs (GTP-based S5/S8) or GRE keys (PMIP-based S5/S8) at the PDN GW(s) for uplink
traffic, Protocol Configuration Options, UL TFT, DL TFT (for PMIP-based S5/S8), Charging Id, Prohibit
Payload Compression, APN Restriction, Cause, CGI/SAI/RAI change report required, BCM) message to the new
MME. The DL TFT for PMIP-based S5/S8 is obtained from interaction between the Serving GW and the PCRF
asdescribed in clause 5.2 of TS 23.402 [2], when PCC is deployed; otherwise, the DL TFT IE iswildcarded,
matching any downlink traffic.

18. If an APN Restriction is received, then the MME shall store this value for the Bearer Context and the MME shall
check this received value with the stored value for the Maximum APN Restriction to ensure there are no
conflicts between values. If the Bearer Context is accepted, the MME shall determine a (new) value for the
Maximum APN Restriction. If there is no previously stored value for Maximum APN Restriction, then the
Maximum APN Restriction shall be set to the value of the received APN Restriction.

If the CGI/SAI/RAI change report required is received for this bearer context, then the MME shall store this for
the bearer context and the MME shall report whenever a CGI/SAI/RAI change occurs that meets the request, as
described in clause 15.1.1a of TS 23.060 [7].

The new MME sends an Attach Accept (APN, GUTI, PDN Type, PDN Address, TAI List, EPS Bearer Identity,
Session Management Configuration IE, Protocol Configuration Options, KSI, NAS sequence number, NAS-
MAC, NAS security algorithm) message to the eNodeB. GUTI isincluded if the new MME allocates a new
GUTI. This message is contained in an S1._MME control message Initial Context Setup Request. This S1 control
message also includes the AS security context information for the UE, the Handover Restriction List, the EPS
Bearer QoS, the UE-AMBR, EPS Bearer Identity, aswell asthe TEID at the Serving GW used for user plane
and the address of the Serving GW for user plane. The MME includes the UL TFT and the EPS Bearer QoS
parameter QCI into the Session Management Configuration |E. Furthermore, if the UE has UTRAN or GERAN
capabilities, the MME uses the EPS bearer QoS information to derive the corresponding PDP context parameters
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QoS Negotiated (R99 QoS profile), Radio Priority and Packet Flow Id and includes them in the Session
Management Configuration. If the UE indicated in the UE Network Capability it does not support BSS packet
flow procedures, then the MME shall not include the Packet Flow Id. Handover Restriction List is described in
clause 4.3.5.7 "Mobility Restrictions".

NAS security algorithm indicates the NAS algorithm selected by the MME. This information element shall not
be ciphered. The MME starts using the indicated NAS security algorithm with this NAS message.

19. The eNodeB sends the RRC Connection Reconfiguration message including the EPS Radio Bearer |dentity to
the UE, and the Attach Accept message will be sent along to the UE. The UE shall store the QoS Negotiated,
Radio Priority, Packet Flow Id, which it received in the Session Management Configuration, for use when
accessing via GERAN or UTRAN. The UE shall ignore the IPv6 prefix information in PDN Address. The APN
is provided to the UE to notify it of the APN for which the activated default bearer is associated. The UE uses
the uplink packet filter (UL TFT) to determine the mapping of uplink packets to the radio bearer. For further
details, see TS 36.331 [37]. The UE may provide EPS Bearer QoS information to the application handling the
service data flow. The application usage of the EPS Bearer QoS isimplementation dependent. The UE shall not
reject the RRC Connection Reconfiguration on the basis of the EPS Bearer QoS information contained in the
Session Management Configuration IE.

When receiving the Attach Accept message the UE setsits TIN to "GUTI" asno ISR isindicated. And the UE's
internal update status for any stored P-TMSI is set to "update-needed".

NOTE: ThelP address allocation details are described in clause 5.3.1 on "I P Address Allocation”.

20. The UE sends the RRC Connection Reconfiguration Complete message to the eNodeB. This message includes
the Attach Complete (EPS Bearer Identity, NAS sequence number, NAS-MAC) message. For further details, see
TS 36.331 [37]. With the Attach Complete message the UE starts using the NAS security algorithm indicated by
the MME, i.e. the Attach Complete message shall be protected by the NAS security algorithm indicated by the
MME.

21. The eNodeB forwards the Attach Complete message to the new MME in an S1 control message. This S1 control
message includes the TEID of the eNodeB and the address of the eNodeB used for downlink traffic onthe S1_U
reference point.

After the Attach Accept message and once the UE has obtained a PDN Address, the UE can then send uplink
packets towards the eNodeB which will then be tunnelled to the Serving GW and PDN GW. If the UE requested
for adual address PDN type (IPv4v6) to agiven APN and was granted a single address PDN type (IPv4 or IPv6)
by the network with a reason cause "single address bearers only" sent together with the PDN type, the UE may
reguest for the activation of a parallel PDN connection to the same APN with a single address PDN type (IPv4 or
IPv6) other than the one already activated. If the UE receives no reason cause in step 18 in response to an |Pv4ve
PDN type and it receives an IPv6 prefix and Interface Identifier apart from the IPv4 address or 0.0.0.0 in the
PDN Addressfield, it considers that the request for a dual address PDN was successful. It can wait for the
Router Advertisement from the network with the IPv6 prefix information or it may send Router Solicitation if
necessary.

22. The new MME sends an Update Bearer Request (eNodeB address, eNodeB TEID) message to the Serving GW.

23. The Serving GW acknowledges by sending Update Bearer Response (EPS Bearer |dentity) message to the new
MME. The Serving GW can then send its buffered downlink packets.

24. After the MME receives Update Bearer Response (EPS Bearer |dentity) message, if an EPS bearer was
established and the subscription data indicates that the user is allowed to perform handover to non-3GPP
accesses, and if the MME selected a PDN GW that is different from the PDN GW identity which was indicated
by the HSS in the PDN subscription context, the MME shall send an Update Location Request including the
APN and PDN GW identity to the HSS for mobility with non-3GPP accesses.

25. The HSS stores the APN and PDN GW identity pair and sends an Update L ocation Response to the MME.

5.3.2.2 UTRAN/GERAN Initial Attach

When a UE attachesto UTRAN/GERAN, it executes the normal attach procedure as defined in TS 23.060 [7]. When
the UE needs an | P address, it initiates PDP context activation procedure as defined in TS 23.060 [7].
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Editor's note: It is FFS how to handle the case when the UE changes to E-UTRAN access when it only has a PDP
context over GERAN/UTRAN which mapsto a GBR bearer over E-UTRAN.
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Figure 5.3.3.1-1: Tracking Area Update procedure with Serving GW change

NOTE 1: For aPMIP-based S5/S8, procedure steps (A) and (B) are defined in TS 23.402 [2]. Steps 9 and 10
concern GTP based S5/S8.

1. The UE detects a change to a new TA by discovering that its current TAI isnot in the list of TAlsthat the UE
registered with the network, or the UE reselects an E-UTRAN cell and is not registered or updated with the
MME (e.g. periodic TAU timer expired while camping on GERAN or UTRAN) or the UE wasin
PMM _ Connected state (e.g. URA_PCH) when it reselects an E-UTRAN cell.

. The UE initiates the TAU procedure by sending a TAU Request (old GUTI, last visited TAI, active flag, EPS

bearer status, P-TMSI Signature, additional GUTI, KSI, NAS sequence number, NAS-MAC) message together
with an indication of the Selected Network to the eNodeB.

If the UE'sTIN indicates"GUTI" or "RAT-related TMSI" and the UE holds a valid GUTI then the old GUTI
indicates thisvalid GUTI. If the UE's TIN indicates"P-TMSI" and the UE holds avalid P-TMSI and related RAI
then these two elements are indicated as the old GUTI. Mapping a P-TMSI and RAI to aGUTI is specified in

Annex H.

If the UE holds avalid GUTI then the UE indicates the GUTI as additional GUTI, regardless whether the old
GUTI dso indicatesthis GUTI or aGUTI mapped fromaP-TMS.
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The routing parameter that is signalled in the RRC signalling to the eNB for routing to the MME is derived from
the identifier that is signalled as the old GUTI according to the rules above. For a combined MME/SGSN the
eNB is configured to route the MM E-code(s) of this combined node to the same combined node. ThiseNB is
also configured to route MM E-code(s) of GUTIsthat are generated by the UE's mapping of the P-TMSIs
allocated by the combined node. Such an eNB configuration may also be used for separate nodes to avoid
changing nodes in the pool caused by inter RAT mobility.

Thelast visited TAI shall be included in order to help the MME produce a good list of TAlsfor any subsequent
TAU Accept message. Selected Network indicates the network that is selected. Active flag is arequest by UE to
activate the radio and S1 bearers for al the active EPS Bearers by the TAU procedure when the UE isin ECM-
IDLE state. The EPS bearer status that indicates each EPS bearer that is active in the UE. If the UE has valid
security parameters, the TAU Request message shall be integrity protected by the NAS-MAC in order to allow
validation of the UE by the MME. KSI isincluded if the UE has valid security parameters. NAS sequence
number indicates the sequential number of the NAS message.

3. TheeNodeB derivesthe MME from the GUTI and from the indicated Selected Network. If that MME is not
associated with that eNodeB,the eNodeB selects an MME as described in clause 4.3.8.3 on "MME Selection
Function".

The eNodeB forwards the TAU Request message together with an indication of the E-UTRAN Area ldentity, a
globally unique E-UTRAN ID, of the cell from where it received the message and with the Selected Network to
the new MME.

4. The new MME sends a Context Request (old GUTI, complete TAU Request message) message to the old
MME/old $4 SGSN to retrieve user information. The new MME/old $4 SGSN derives the old MME from the
old GUTI. If the new MME indicates that it has authenticated the UE or if the old MME correctly validates the
UE, then the old MME starts atimer.

5. The old MME/old $4 SGSN responds with a Context Response (MME context (e.g. IMSI, MSISDN, unused
EPS Authentication Vectors, KSIasme, KasvE, bearer contexts, Serving GW signalling Address and TEID(s),
ISR) message. The PDN GW Address and TEID(s) (for GTP-based S5/S8) or GRE Keys (PMIP-based S5/S8 at
the PDN GW(s) for uplink traffic) is part of the Bearer Context. If the UE is not known in the old MME or if the
integrity check for the TAU Reguest message fails, the old MME responds with an appropriate error cause. The
MSISDN isincluded if the old MME has it stored for that UE.

6. If theintegrity check of TAU Request message (sent in step 2) failed, then authentication is mandatory. The
authentication functions are defined in clause 5.3.10 on " Security Function”. Ciphering procedures are described
in clause 5.3.10 on " Security Function”. If GUTI allocation is going to be done and the network supports
ciphering, the NAS messages shall be ciphered.

7. The new MME determines whether to relocate the Serving GW or not. The Serving GW is relocated when the
old Serving GW cannot continue to serve the UE. The new MME may also decide to relocate the Serving GW in
case anew Serving GW is expected to serve the UE longer and/or with a more optimal UE to PDN GW path, or
in case anew Serving GW can be co-located with the PDN GW. Selection of anew Serving GW is performed
according to clause 4.3.8.2 on " Serving GW selection function".

The new MME sends a Context Acknowledge (Serving GW change indication) message to the old MME/old $4
SGSN. Serving GW change indication indicates a new Serving GW has been selected. The old MME/old 4
SGSN marksin its context that the information in the GWs and the HSS are invalid. This ensures that the old
MME/old S4 SGSN updates the GWs and the HSS if the UE initiates a TAU procedure back to the old MME/old
4 SGSN before completing the ongoing TAU procedure. If the security functions do not authenticate the UE
correctly, then the TAU shall be rejected, and the new MME shall send areject indication to the old MME/old
S4 SGSN. The old MME/old S4 SGSN shall continue asif the Identification and Context Request was never
received.

ISR is not indicated in the Context Acknowledge as ISR is not activated due to the S-GW change.

8. The MME constructs an MM context for the UE. The MME verifies the EPS bearer status received from the UE
with the bearer contexts received from the old MME/old S4 SGSN and releases any network resources related to
EPS bearers that are not active in the UE. If there is no bearer context suitable for default bearer or no bearer
context at al, the MME rejectsthe TAU Request. If the new MME selected a new Serving GW it sends a Create
Bearer Request (IMS!, bearer contexts, MME Context ID, Type, the Protocol Type over S5/S8) message to the
selected new Serving GW. The PDN GW address and DL TFT (for PMIP-based S5/S8) are indicated in the
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bearer Contexts. Type indicates to the Serving GW to send the Update Bearer Request the PDN GW. The
Protocol Type over S5/S8is provided to Serving GW which protocol should be used over S5/S8 interface.

Editor's note: It is FFS whether a TAU Accept can be done instead with an indication that default bearer is not
established.

9. The new Serving GW sends the message Update Bearer Request (Serving GW Address, Serving GW Tunnel
Endpoint Identifier) to the PDN GW concerned.

10. The PDN GW updates its bearer contexts and returns an Update Bearer Response (MSISDN, PDN