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Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies architecture enhancements to facilitate communications with packet data networks and
applications (e.g. Machine Type Communication (M TC) applications on the (external) network/MTC servers)
according to the use cases and service requirements defined in TS 22.368 [2], TS 22.101 [3], and related 3GPP
requirements specifications. Both roaming and non-roaming scenarios are covered.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present

document.

- References are either specific (identified by date of publication, edition number, version humber, etc.) or

non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1]
[2]
(3]
[4]
(5]
(6]
[7]

(8]

[10]
[11]
[12]
[13]

[14]

[15]
[16]
[17]
[18]
[19]

3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

3GPP TS 22.368: "Service Requirements for Machine-Type Communications (MTC)".
3GPP TS 22.101: "Service Aspects; Service Principles'.

3GPP TS 23.003: "Numbering, addressing and identification".

3GPP TS 23.002: "Network architecture”.

3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".

3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal
Terrestrial Radio Access Network (E-UTRAN) access'.

3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting
Packet Based services and Packet Data Networks (PDN)".

3GPP TS 29.303: "Domain Name System Procedures; Stage 3".

3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

3GPP TS 23.272: "Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2".
3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

3GPP TS 23.204: " Support of Short Message Service (SMS) over generic 3GPP Internet Protocol
(IP) access; Stage 2".

3GPP TR 23.039: "Interface Protocols for the Connection of Short Message Service Centers
(SMSCs) to Short Message Entities (SMEs)".

IETF RFC 3588: "Diameter Base Protocol”.
IETF RFC 4960: " Stream Control Transmission Protocol".
WAP-168-Servicel oad-20010731-a: "Service Loading".

OMA-TS-Push MO-V1 0-20110809-A: "OMA Push Management Object".

OMA-TS-Push_Message-V2_2-20110809-A: "Push Message'.
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[20] OMA-AD-Push-V2_2-20110809-A: "Push Architecture".

[21] 3GPP TS 23.221: "Architectural requirements”.

[22] Void.

[23] 3GPP TS 23.142: "Vaue-added Servicesfor SMS (VASASMYS); Interface and signalling flow".

[24] 3GPP TS 29.368: "Tsp interface protocol between the MTC Interworking Function (MTC-IWF)
and Service Capability Server (SCS)".

[25] 3GPP TS 33.187: " Security aspects of Machine-Type and other mobile data applications
Communications enhancements’.

[26] 3GPP TS 23.402: " Architecture enhancements for non-3GPP accesses'.

[27] 3GPP TS 23.203: "Architecture enhancements for non-3GPP accesses'.

[28] 3GPP TS 32.240: "Charging architecture and principles".

[29] 3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional
description”.

[30] 3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); Stage 2".

[31] 3GPP TS 29.272: "Mobility Management Entity (MME) and Serving GPRS Support Node
(SGSN) related interfaces based on Diameter protocol”.

[32] OMA API Inventory: "http://technical.openmobilealliance.org/API/APIsInventory.aspx".

[33] 3GPP TS 23.271: "Functional stage 2 description of Location Services (LCS)".

[34] 3GPP TS 25.304: "User Equipment (UE) proceduresin idle mode and procedures for cell
reselection in connected mode".

[35] 3GPP TS 36.304: "Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE)
proceduresin idle mode".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] apply.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in

TR 21.905 [1].

AS

CDR

CDF

CGF

CP

DDN
IWK-SCEF
MTC
MTC-IWF
PCRF
P-GW

Application Server

Charging Data Record

Charging Data Function

Charging Gateway Function
Communication Pattern

Downlink Data Notification
Interworking SCEF

Machine Type Communications
Machine Type Communications-InterWorking Function
Policy and Charging Rules Function
PDN Gateway
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PSM Power Saving Mode
SCEF Service Capability Exposure Function
SCS Services Capability Server
SLF Subscriber Location Function
SME Short Message Entities
SMS-SC Short Message Service-Service Centre
SRI Send Routing Information
4 Architecture Model and Concepts

4.1 General Concept

The end-to-end communications, between the MTC Application in the UE and the MTC Application in the external
network, uses services provided by the 3GPP system, and optionally services provided by a Services Capability Server
(SCS).

The MTC Application in the external network istypically hosted by an Application Server (AS) and may make use of
an SCSfor additional value added services. The 3GPP system provides transport, subscriber management and other
communication services including various architectural enhancements motivated by, but not restricted to, MTC (e.g.
control plane device triggering).

Different models are foreseen for machine type of traffic in what relates to the communication between the AS and the
3GPP system (refer to Annex A) and based on the provider of the SCS. The different architectural models that are
supported by the Architectural Reference Model in clause 4.2 include the following:

- Direct Model - The AS connects directly to the operator network in order to perform direct user plane
communications with the UE without the use of any external SCS. The Application in the external network may
make use of services offered by the 3GPP system;

- Indirect Model - The AS connects indirectly to the operator network through the services of a SCSin order to
utilize additional value added services for MTC (e.g. control plane device triggering). The SCSiseither:

- MTC Service Provider controlled: The SCSis an entity that may include value added servicesfor MTC,
performing user plane and/or control plane communication with the UE. Tsp isregarded as an inter-domain
interface for control plane communication; or

- 3GPP network operator controlled: The SCSis a mobile operator entity that may include value added
services for MTC and performs user plane and/or control plane communication with the UE, making Tsp a
control plane interface internal to the PLMN;

- Hybrid Model: The AS uses the direct model and indirect models simultaneously in order to connect directly to
the operator's network to perform direct user plane communications with the UE while al'so using a SCS. From
the 3GPP network perspective, the direct user plane communication from the AS and any value added control
plane related communications from the SCS are independent and have no correlation to each other even though
they may be servicing the same MTC Application hosted by the AS.

When using the hybrid model, the MTC Service provider controlled SCS, and the 3GPP operator controlled SCS
may offer different capabilities to the MTC Applications.

Since the different models are not mutually exclusive, but just complementary, it is possible for a 3GPP operator to
combine them for different applications. This may include a combination of both MTC Service Provider and 3GPP
network operator controlled SCSs communicating with the same PLMN.

4.2 Architectural Reference Model
Figure 4.2-1 shows the architecture for a UE used for MTC connecting to the 3GPP network (UTRAN, E-UTRAN,

GERAN, etc.) viathe Um/UU/LTE-Uu interfaces. It also shows the 3GPP network service capability exposure via Tsp
to SCSand AS. The architecture covers the various architectural models described in clause 4.1.
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Figure 4.2-1: 3GPP Architecture for Machine-Type Communication

Figure 4.2-2 shows the overall architecture for Service Capability Exposure which enables the 3GPP network to
securely expose its services and capabilities provided by 3GPP network interfaces to external 3rd party service provider

applications.

ETSI




3GPP TS 23.682 version 13.4.0 Release 13 11 ETSI TS 123 682 V13.4.0 (2016-03)

Application Application

A
Application
OMA/
. - . GSMA/
Service Capability Exposure Function other SDOs
TRUST 3GPP
DOMAIN
—-s6t ——Rx, Nt - T6a/ 1L g2 - Tsp - Isc —+ Ns L 3GPP
T6b interface
v
HSS PCRF MME/ || msc = MTC- | | ¢ cocp | RcaF || Network
SGSN IWF Entity

Figure 4.2-2: 3GPP Architecture for Service Capability Exposure
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Figure 4.2-3: 3GPP roaming Architecture for Service Capability Exposure

NOTE 1: Refer to TS 23.002 [5], TS23.060 [6], TS 23.401 [7], TS 23.272 [11] and TS 23.040 [12] for the details
of 3GPP network-internal reference points not specifically shown or labelled in figure 4.2-1, figure 4.2-2,
or described in this specification.

NOTE 2: The SCSis controlled by the operator of the HPLMN or by a MTC Service Provider.

NOTE 3: Inthe non-roaming case, all 3GPP network entities providing functionality for MTC are in the same
PLMN. In the roaming case, 3GPP architecture for MTC supports both the home routed (illustrated in
Figure 4.2-1) and the local-breakout roaming (not illustrated) scenarios. For the home routed scenario, the
MTC Server/Application User Plane communication is routed through the HPLMN. In the local breakout
scenario, the User Plane communication is routed directly through the serving PLMN/VPLMN over
deployed GGSN/P-GW.

NOTE 4: Figure 4.2-2 does not include all the interfaces and network elements that may be connected to SCEF.

NOTE 5: Figure 4.2-3 does not include all the interfaces and network elements that may be connected to an
Interworking SCEF (IWK-SCEF).

The SCSis an entity which connects to the 3GPP network to communicate with UEs used for MTC and the MTC-IWF
in the HPLMN. The SCS offers capabilities for use by one or multiple MTC Applications. A UE can host one or
multiple MTC Applications. The corresponding MTC Applications in the external network are hosted on one or
multiple ASs.

Tsmsistheinterface that encompasses all the various proprietary SMS-SC to SME interface standards (see

TR 23.039[14]) and is outside the scope of 3GPP specifications. Tsms can be used to send atrigger to aUE
encapsulated in aMT-SM S as an over-the-top application by any network entity (e.g. SCS) actingasaSME. Tspisa
3GPP standardized interface to facilitate value-added services motivated by MTC (e.g. control plane device triggering)
and provided by a SCS.

The API between the MTC Capabilities and mobile operator network services provided by the SCS and the MTC
Application(s) hosted by the AS(s) are outside the scope of 3GPP specifications and thus, not depicted in the current
architecture. It is solely used as abstracts to show an example of an end-to-end view for MTC and simplify mapping to
MTC specifications of other standardization organizations. In the indirect model, MTC Capabilities and the MTC
Application(s) in the external network can be collocated.

For the roaming scenario, the MTC-IWF shall have the connection with HSS and SMS-SC within the home network
only and with serving SGSN/MME/M SC in the visited network.
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The Service Capability Exposure Function (SCEF) is the key entity within the 3GPP architecture for service capability
exposure that provides a means to securely expose the services and capabilities provided by 3GPP network interfaces.
SCEF functionality may be provided by SCS. MTC-IWF may be co-located with SCEF in which case Tsp functionality
would be exposed via API. The interface between SCEF and AS or Applications is outside 3GPP scope. Defining
interfaces that permit the SCEF to access services or capabilities at either a new or an existing 3GPP Network Element
lies within 3GPP scope. The choice of which protocols to specify for such new 3GPP interfaces (e.g. DIAMETER,
RESTful APIs, XML over HTTP, etc.) will depend on multiple factors including but not limited to the needs of that
specific interface or ease of exposure of requested information.

The trust domain (see figure 4.2-2) cover entities that are protected by adequate network domain security. The entities
and interfaces within the trust domain may all be within one operator's control, or some may be controlled by atrusted
business partner which has atrust relationship with the operator e.g. another operator or a 3rd party. The security
requirements for the trust domain are out of scope of this document and are assumed to be within SA WG3 scope.

When the SCEF belongs to atrusted business partner of the HPLMN, it is still seen asan HPLMN entity by other
HPLMN or VPLMN functional entities invoked by the SCEF (e.g. HSS, MME).

Applications operating in the trust domain may require only a subset of functionalities (e.g. authentication,
authorization, etc.) provided by the SCEF. Applications operating in the trust domain can also access network entities
(e.g. PCRF), wherever the required 3GPP interface(s) are made available, directly without the need to go through the
SCEF.

The Interworking SCEF (IWK-SCEF) is optional. When deployed, the IWK-SCEF islocated in the VPLMN.

4.3 Reference points

43.1 General

The following 3GPP reference points support the Indirect and Hybrid models of MTC.

NOTE: Asfurther development of the MTC architecture takes place as well as when additional MTC common
functionality and features are addressed, further reference points may be added.

4.3.2 List of Reference Points

The description of the MTC and Service Capability Exposure related reference points:

Tsms: Reference point used by an entity outside the 3GPP network to communicate with UEs used for
MTC viaSMS.

Tsp: Reference point used by a SCS and SCEF to communicate with the MTC-IWF related control
plane signalling.

T4: Reference point used by MTC-IWF to route device trigger to the SMS-SC in the HPLMN.

Tha: Reference point used between MTC-IWF and serving SGSN.

T5b: Reference point used between MTC-IWF and serving MME.

T6a: Reference point used between SCEF and serving MME.

Té6b: Reference point used between SCEF and serving SGSN.

T5c: Reference point used between MTC-IWF and serving MSC.

T6ai: Reference point used between IWK-SCEF and serving MME.

T6bi: Reference point used between IWK-SCEF and serving SGSN.

T7: Reference point used between IWK-SCEF and SCEF.

S6m: Reference point used by MTC-IWF to interrogate HSS/HLR.

S6n: Reference point used by MTC-AAA to interrogate HSS/HLR.

S6t: Reference point used between SCEF and HSS.

Rx: Reference point used by SCEF and PCRF. Functionality for Rx reference point is specified in
TS23.203[27].

Ns: Reference point used between SCEF and RCAF.

Nt: Reference point used by SCEF and PCRF. Functionality for Nt reference point is specified in
TS23.203[27].
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NOTE 1: Protocol assumption: User plane communication with SCS, for Indirect model, and AS, for Direct and
Hybrid models, is achieved using protocols over Gi and SGi reference points. Control plane protocols
over those reference points such as RADIUS/Diameter as specified in TS 29.061 [8] can also be
supported towards the SCS.

NOTE 2: Inthisrelease of the specification, T5a/b/c reference points are not specified.
NOTE 3: It isassumed that interfaces on the T6ai/T6bi/T7 reference points use the same protocol(s) as interfaces
on the T6a/T6b reference points.

4.3.3 Reference Point Requirements

4.33.1 Tsp Reference Point Requirements
The Tsp reference point shall fulfil the following requirements:
- connects aMTC-IWF to one or more SCSs,
- supports the following device trigger functionality:

- reception of adevice trigger request from SCS that includes an Application Port ID used by the UE to route
the trigger internally to the appropriate triggering function;

NOTE 1. The Application Port ID can have different value for different applications.
- report to the SCS the acceptance or non-acceptance of the device trigger request;
- report to the SCS the success or failure of a device trigger delivery; and
- provides congestion/load control information to SCS as part of the response to device trigger requests.

In addition, Domain Name System procedures similar to what is specified in TS 29.303 [9] may be used by the SCS for
lookup and selection of which specific MTC-IWF to be used.

NOTE 2: Security requirements can be found in clause 4.8.

4.3.3.2 T4 Reference Point Requirements

The T4 reference point shall fulfil the following reguirements:
- connects the MTC-IWF, taking the role of the SME, to SMS-SC inside HPLMN domain;
- supports the following device trigger functionality:

- transfer of device trigger, addressed by either an MSISDN or the IMSI, from MTC-IWF to SMS-SC inside
HPLMN domain;

- transfer to the SMS-SC the serving SGSN/MME/M SC identity(ies) along with device trigger when addressed
by IMSI; and

- report to MTC-IWF the submission outcome of a device trigger and the success or failure of delivering the
devicetrigger to the UE.

4.3.3.3 T5a/T5b/T5¢c Reference Point Requirements
The T5a, T5b and T5c reference points shall fulfil the following requirements:
- T5aconnects the MTC-IWF to the serving SGSN;
- T5b connects the MTC-IWF to the serving MME;
- T5c connects the MTC-IWF to the serving M SC;

- supports the following device trigger functionality:
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- transfer of device trigger request to the SGSN/MME/M SC;
- report to MTC-IWF the success or failure of delivering a device trigger to the UE; and
- providing SGSN/MME congestion/load information to the MTC-IWF.

NOTE: Inthis Release of the specification, T5a/b/c reference points are not specified.

4334 S6m Reference Point Requirements
The S6m reference point shall fulfil the following requirements:
- connect the MTC-IWF to HSS/HL R containing subscription and UE related information; and
- support interrogation of HSS/HLR to:
- map E.164 MSISDN or external identifier to IMSI;
- retrieve serving node information for the UE (i.e. serving SGSN/MME/M SC/IP-SM-GW identities); and
- determineif aSCSis allowed to send a device trigger to a particular UE.
NOTE: Itisup to stage3 to define interworking between diameter-based s6m and map-based interface to the
legacy HLR.
4.3.35 S6n Reference Point Requirements
The S6n reference point shall fulfil the following requirements:

- support communication between MTC-AAA and HSS/HLR containing subscription and UE related information,;
and

- support interrogation of HSS/HLR to:

- map between IMS| and External Identifier(s).

4.3.3.6 T6a/T6b Reference Point Requirements
The T6a and T6b reference points shall fulfil the following requirements:
- T6aconnects the SCEF to the serving MME;
- T6b connects the SCEF to the serving SGSN;
- supports the following functionality:
- monitoring event configuration by the SCEF at the serving MME/SGSN;

- monitoring event reporting by the serving MME/SGSN to the SCEF.

4.3.3.7 S6t Reference Point Requirements

The S6t reference point shall fulfil the following requirements:
- connect the SCEF to HSS containing subscription and UE related information;
- monitoring event configuration by the SCEF at the HSS; and
- monitoring event reporting by the HSS to the SCEF.

- configuration of communication pattern parameters by the SCEF to HSS.

4.3.3.8 T6ai/T6bi Reference Point Requirements

The T6ai and T6bi reference points shall fulfil the following requirements:
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- T6ai connects the IWK-SCEF to the serving MME;
- T6bhi connects the IWK-SCEF to the serving SGSN;
- T6ai/T6bi support the following functionality:
- Monitoring Event reporting by the serving MME/SGSN to the IWK-SCEF,;

- Forwarding of the Monitoring configuration information from the MME/SGSN to the IWK-SCEF.

4.3.3.9 T7 Reference Point Requirements
The T7 reference point shall fulfil the following requirements:

- connect the IWK-SCEF to the SCEF for Monitoring Event reporting.

4.3.3.10 Ns Reference Point Requirements
The Nsreference points shall fulfil the following requirements:
- Nsconnects the SCEF to the RCAF;
- Nssupports the following functionality:
- request for network status by the SCEF;
- report of network status by the RCAF to the SCEF.

4.4 Network Elements

44.1 General

The following 3GPP network elements provide functionality to support the Indirect and Hybrid models of MTC.

NOTE: Asfurther development of the MTC architecture takes place as well as when additional MTC common
functionality and features are addressed, further network elements may be defined.

4.4.2 MTC-IWF

To support the Indirect and Hybrid models of MTC, one or more instances of an MTC InterWorking Function (MTC-
IWF) reside in the HPLMN. A MTC-IWF may be a standalone entity or a functional entity of another network element.
The MTC-IWF hides the internal PLMN topology and relays or trand ates signaling protocols used over Tsp to invoke
specific functionality in the PLMN.

The functionality of the MTC-IWF includes the following:
- termination of the Tsp, S6m and Rf/Ga reference points;
- termination of one or more reference points among T4, T5a, T5b and T5c;
- ability to authorize the SCS before communication establishment with the 3GPP network;
- ability to authorize control plane requests from an SCS;
- thefollowing device trigger functionalities:

- reception of adevice trigger request from SCS that includes an Application Port ID used by the UE to route
the trigger internally to the appropriate triggering function;

- report to the SCS the acceptance or non-acceptance of the device trigger request;

- report to the SCS the success or failure of adevice trigger delivery;
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- may apply MTC-IWF and/or SGSN/MME induced congestion/load control as part of the response to trigger
requests; and

- usesastandardised identifier to allow the UE and the network to distinguish an MT message carrying device
triggering information from any other type of messages.

an HSS resol ution mechanism for use when multiple and separately addressable HSSs have been deployed by
the network operator (see e.g. the SLF / Diameter Proxy agent specified in clause 5.8 TS 23.228 [10));

interrogation of the appropriate HSS, when needed for device triggering, to:

- map E.164 MSISDN or External Identifier to IMSI;

- retrieve serving node information for the UE (e.g. serving SGSN/MME/M SC/I1P-SM-GW identifier); and
- determineif a SCSis alowed to send a device trigger to a particular UE.

selection of the most efficient and effective device trigger delivery mechanism and shielding of this detail from
SCS based on;

- current UE serving node information from HSS/HLR (e.g. serving MM E/SGSN/M SC/IP-SM-GW identifier);
- thedevice trigger delivery mechanisms supported by the UE;

- thepossible device trigger delivery services supported by the HPLMN and, when roaming, VPLMN;

- operator defined device trigger delivery policies, if any; and/or

- optionaly, any information received from the SCS.

protocol trandation, if necessary, and forwarding towards the relevant network entity (i.e. serving
SGSN/MME/MSC or SMS-SC inside HPLMN domain) of adevice trigger request to match the selected trigger
delivery mechanism;

generation of device trigger CDRs with External Identifier and SCS Identifier and forwarding to CDF/CGF over
instance of Rf/Ga; and

NOTE 1: CDR generation with or without a device trigger indication by other network entities is not precluded by

CDR generation by the MTC-IWF.

ability for secure communications between the 3GPP network and the SCS.

The architecture shall allow the use of multiple MTC-IWFs withinaHPLMN

NOTE 2: Thisisuseful in particular to maintain service upon single MTC-IWF failure.

4.4.3 HSS/HLR

An HSS/HLR supporting device triggering shall support the following functionalities:

termination of the S6m reference point where MTC-IWFs connect to the HLR/HSS;

stores and providesto MTC-IWF (and optionally to MTC AAA) the mapping/lookup of E.164 MSISDN or
external identifier(s) to IMSI and subscription information used by MTC-IWF for device triggering;

mapping of E.164 MSISDN or external identifiersto IMSI;

optionally, mapping from External Identifiersto MSISDN is also provided for legacy SM S infrastructure not
supporting MSISDN-less SMS;

HSS stored "Routing information” including serving node information if available for the UE (e.g. serving
SGSN/MME/MSC identifier and registered |P-SM-GW identifier); and

determine if aSCSis alowed to send a device trigger to a particular UE;

termination of the S6n reference point;
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- providesto MTC-AAA the mapping between IMSI and External Identifier(s).
An HSS supporting monitoring events feature shall support the following functionalities:
- termination of the S6t reference point where SCEF connect to the HSS;
- mapping of E.164 MSISDN or external identifiersto IMSI for request received over S6t;
- monitoring event configuration by the SCEF; and
- monitoring event reporting to the SCEF.

An HSS supporting the feature of handling of CP parameters from SCEF to MME shall support the following
functionalities:

- termination of the S6t reference point where SCEF connect to the HSS; and
- receiving CP parameters with an External ID; and
- storing the received CP parameters with the corresponding subscriber data; and

- forwarding the received CP parameters with the subscriber data to the corresponding MME.

444  GGSN/P-GW

A GGSN or P-GW supporting the Indirect or Hybrid model of MTC may support the following functionality

- Based on APN configuration and unavailability of MSISDN and External Identifiers(s) in the GGSN/PGW, the
GGSN/PGW either queriesa MTC AAA server for retrieval of External |dentifier(s) based on IMSI or routes
RADIUS/Diameter requests for AAA serversin external PDNs (as specified in TS 29.061 [8]) viaaMTC AAA

proxy.

4.4.5 SGSN/MME/MSC

SGSN and MME specific functionality to support the Indirect and Hybrid models of MTC includes the following:
- SGSN terminates the T5a reference point;
- MME terminates the T5b reference point;
- MSC terminates the T5c reference point;
- MME terminates the T6a reference point;
- SGSN terminates the T6b reference point;
- receives device trigger from MTC-IWF;
- encapsulates device trigger information in NAS message sent to the UE used for MTC;
- receives device trigger acknowledgement from the triggering UE;
- reports devicetrigger delivery success/failure statusto MTC-IWF;
- may provide SGSN/MME congestion/load information to MTC-IWF,;
- monitoring event configuration by the SCEF; and
- monitoring event reporting to the SCEF.

-  MME may use the CP parameters for deriving the CN assisted eNodeB parameters. The CP parameters received
from the HSS are used by the MME asinput to derive the CN assisted eNodeB parameter values.

NOTE: Inthis Release of the specification, T5alb/c reference points are not specified.

4.4.6 SMS-SC
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SMS-SC specific functionality to support the Indirect and Hybrid models of MTC includes the following:
- terminates the T4 reference point where MTC-1WFs connect to the SMS-SC; and
- supports PS-only MT-SM S that can be delivered with IMSI in lieu of E.164 MSISDN; and
- providesthe routing information it received from MTC-IWF to SMS-GM SC if needed.

4.4.7 MTC AAA

To support trandation of the IMSI to External Identifier(s) at the network egress, an AAA function (MTC AAA) is used
inthe HPLMN. The MTC AAA may be deployed to return the External Identifier(s) based on IMSI. Alternatively the
MTC AAA may be deployed as a RADIUS/Diameter proxy between the GGSN/PGW and the AAA server in the
external PDN.

When deployed as an AAA Server, the MTC AAA shall support the following functionalities:
- termination of the S6n reference point where the MTC-AAA communicates with the HLR/HSS;
- return the external identifier(s) corresponding to an IMSI; and

- may query the HSS with IMSI to retrieve the External Identifier(s) and may cache IMSI/External |dentifier
mapping to avoid multiple HSS queries.

When deployed as an AAA Proxy, the MTC AAA shall support the following functionalities:
- termination of the S6n reference point where the MTC-AAA communicates with the HLR/HSS;
- replace IMSI with an External Identifier for messages to an external AAA server;
- replace External Identifier with IMSI for messages from an external AAA server;
- identifying the destination external AAA server using standard RADIUS/Diameter procedures; and
- optionaly, query the HSS with IMSI to retrieve the external identifier(s) and cache IMSI/External Identifier
mapping to avoid multiple HSS queries.
4.4.8  Service Capability Exposure Function

The Service Capability Exposure Function (SCEF) provides a means to securely expose the services and capabilities
provided by 3GPP network interfaces. The SCEF provides a means for the discovery of the exposed service capabilities.
The SCEF provides access to network capabilities through homogenous network application programming interfaces
(e.g. Network API) defined by OMA, GSMA, and possibly other standardisation bodies. The SCEF abstracts the
services from the underlying 3GPP network interfaces and protocols.

Individual instances of SCEF may vary depending on what service capabilities are exposed and what API features are
supported.

The SCEF is aways within the trust domain. An application can belong to the trust domain or may lie outside the trust
domain. The functionality of the SCEF may include the following:

- Authentication and Authorization:
- ldentification of the API consumer,
- Profile management,
- ACL (access control list) management.

NOTE 1: Authentication and Authorization of the requests received from the SCS/AS is outside the scope of 3GPP
specifications.

- Ability for the external entities to discover the exposed service capabilities

- Policy enforcement:
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- Infrastructural Policy: policies to protect platforms and network. An example of which maybe ensuring that a
service node such as SMS-SC is not overloaded.

- Business Policy: policiesrelated to the specific functionalities exposed. An example may be number
portability, service routing, subscriber consent etc.

- Application Layer Policy: policiesthat are primarily focused on message payload or throughput provided by
an application. An example may be throttling.

- Assurance:
- Integration with O&M systems,
- Assurance process related to usage of APIs.
- Accounting for inter operator settlements.
- Access: issues related to external interconnection and point of contact

- Abstraction: hides the underlying 3GPP network interfaces and protocols to allow full network integration. The
following functions are among those that may be supported:

- Underlying protocol connectivity, routing and traffic control,
- Mapping specific APIs onto appropriate network interfaces,
- Protocol trandation.

NOTE 2: Abstraction is applied only in cases where required functionality is not natively provided by 3GPP
network

The SCEF shall protect the other PLMN entities (e.g. HSS, MME) from requests exceeding the permission arranged in
the SLA with the third-party service provider.

When needed, the SCEF supports mapping between information exchanged with SCS/AS (e.g. geographical identifiers)
and information exchanged with internal PLMN functions (e.g. cell-ld/ ENB-Id/ TAl / MBMS SAl , etc.). This
mapping is assumed to be provided by the SCEF based on local configuration data.

4.4.9 Interworking SCEF

The Interworking SCEF (IWK-SCEF) is optional. When deployed, the IWK-SCEF islocated in the VPLMN for inter-
connection with the SCEF of the HPLMN. The Interworking SCEF receives the Monitoring Event Reports from the
underlying entities and sends them to the SCEF.

NOTE: Inthisreleasetheonly VPLMN network entities connected towards the IWK-SCEF are the MMEs and
SGSNSs.

The functionality of the Interworking SCEF may include the following:

- Normalization of reports according to roaming agreement between VPLMN and HPLMN, e.g. change the
location granularity (from cell level to alevel appropriate for the HPLMN) of Monitoring Event Reports
received from the underlying entities; and

- Optionaly, generate charging/accounting information:
- For generation of charging/accounting information, the IWK-SCEF receives the Monitoring configuration
information as well as the Monitoring Event Report from the underlying nodes.
4.4.10 RAN Congestion Awareness Function
A RCAF supporting network status reporting shall support the following functionalities:
- termination of the Nsreference point where SCEF connects to the RCAF;

- request for one-time or continuous reporting of network status changes by the SCEF; and
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- report of one-time or continuous network status changes to the SCEF.

4.5 High Level Function

45.1 Device Triggering Function

Device Triggering is the means by which a SCS sends information to the UE via the 3GPP network to trigger the UE to
perform application specific actions that include initiating communication with the SCS for the indirect model or an AS
in the network for the hybrid model. Device Triggering is required when an | P address for the UE is not available or
reachable by the SCS/AS.

Device trigger message contains information that allows the network to route the message to the appropriate UE and the
UE to route the message to the appropriate application. The information destined to the application, along with the
information to route it, is referred to as the Trigger payload. The UE needs to be able to distinguish an MT message
carrying device triggering information from any other type of messages.

NOTE: The Trigger payload, for example, upon the reception by the UE possibly provides information to the
application that may trigger application related actions. The application in the UE may perform indicated
actions, such as for example to initiate immediate or later communication to the SCS/AS, based on the
information contained in the Trigger payload.

Device Triggering is subscription based. The subscription provides the information whether a UE is allowed to be
triggered by a specific SCS. When device triggers are delivered viaM T-SM S the serving nodes MME, SGSN and MSC
provide the service towards a specific UE based on the UE's subscription for MT-SMS and other subscription
parameters affecting MT-SM S service provision.

Device triggering recall/replace functionality allows a SCSto recall or replace previously submitted trigger messages
which are not yet delivered to the UE.

Charging data are collected for the device triggering. The MTC-IWF generates CDRs for the service requester. When
device triggers are delivered via M T-SM S then network entities, like MME, SGSN, MSC or SMS-SC generate CDRs
for SM'S services provided for the mobile subscriber.

45.2 PS-only Service Provision

PS-only service provision is providing a UE with all subscribed services via PS domain. PS-only service provision
implies a subscription that allows only for services exclusively provided by the PS domain, i.e. packet bearer services
and SM S services. The support of SMS services via PS domain NAS is a network deployment option and may depend
also on roaming agreements. Therefore, a subscription intended for PS-only service provision may alow also for SMS
services via CS domain to provide a UE with SMS servicesin situations when serving node or network don't support
SMSviaPS domain NAS. The functionality that enables PS-only service provision is described in TS 23.060 [6] and
TS23.272[11].

The functionality that enables PS-only service provision for SMS delivery in IMSis described in TS 23.204 [13].

45.3  Core Network assisted RAN parameters tuning

Core Network assisted RAN parameters tuning aids the RAN in optimizing the setting of RAN parameters. See
TS 23.401 [7] for details.

45.4 UE Power Saving Mode

A UE may adopt the PSM for reducing its power consumption. That mode is similar to power-off, but the UE remains
registered with the network and there is no need to re-attach or re-establish PDN connections. A UE in PSM is not
immediately reachable for mobile terminating services. A UE using PSM is available for mobile terminating services
during the time it isin connected mode and for the period of an Active Timethat is after the connected mode. The
connected mode is caused by a mobile originated event like data transfer or signalling, e.g. after a periodic TAU/RAU
procedure. PSM is therefore intended for UES that are expecting only infrequent mobile originating and terminating
services and that can accept a corresponding latency in the mobile terminating communication.
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For mobile terminated data while a UE isin PSM, the functions for High latency communication may be used as
described in clause 4.5.7.

PSM has no support in the CS domain on the network side. PSM should only be used by UEs using the PS domain,

SM S and mobile originated IMS or CS services. A UE that uses mobile terminated CS services other than SMS should
not use PSM as the CS domain does not provide support for mobile terminated CS voice servicesto UEsthat are in
PSM. A UE that uses delay tolerant mobile terminated IM S services other than SMS should not request for PSM unless
IMS uses the functions for High latency communication as described in clause 4.5.7.

NOTE 1: The frequency of keep-alive messages on Gm impacts the possibility to use IMS services for UEs
applying PSM.

Applications that want to use the PSM need to consider specific handling of mobile terminating services or data
transfers. A network side application may send an SM S or a device trigger to trigger an application on UE to initiate
communication with the SCS/AS, which is delivered when the UE becomes reachable. Alternatively a network side
application may request monitoring of reachability for data to receive a notification when it is possible to send downlink
dataimmediately to the UE, which is when the UE becomes reachable for downlink data transfer. Alternatively, if an
SCS/AS has periodic downlink data, it is more efficient when the UE initiates communication with the SCS/AS to poll
for downlink data with that period. For either of the options to work, the UE should request an Active Timethat is
together with the time being in connected mode long enough to allow for potential mobile terminated service or data
delivery, e.g. to deliver an SMS.

When the UE wants to use the PSM it shall request an Active Time value during every Attach and TAU/RAU
procedures. If the network supports PSM and accepts that the UE uses PSM, the network confirms usage of PSM by
allocating an Active Time value to the UE. The network takes the UE requested value, the Reachability Time, if
provided with the Insert Subscriber Data message from HSS, and any local MME/SGSN configuration into account for
determining the Active Time value that is allocated to the UE. If the UE wants to change the Active Time value, e.g.
when the conditions are changed in the UE, the UE consequently requests the value it wants in the TAU/RAU
procedure.

NOTE 2: The minimum recommended length for the Active Time is the time alowing for the 'msg waiting flag' in
the MME/SGSN to trigger the SMSC viathe HSS to deliver an SMS to the MME/SGSN, e.g. 2 DRX
cycles plus 10 seconds.

An Active Time may be shorter than the time estimated for delivering awaiting SMSto the UE in NOTE 1 above, e.g.
0 seconds. If the MME/SGSN allocates such a shorter Active Time to the UE, the MME/SGSN (for signalling only
connections and if the 'msg waiting flag' is set) and the RAN (for connections with RAB(s) set up) should be configured
to keep the connection with the UE sufficiently long such that awaiting SMS can be delivered.

NOTE 3: The RAN configuration of RAB connection times need not differentiate between UEs.

If the MME/SGSN is requested to monitor for Reachability for Data, the MME/SGSN (for signalling only connections)
and the RAN (for connections with RAB(S) set up) should keep the connection for the Max Response Time less the
Active Time, if Max Response Time is provided with the Insert Subscriber Data message from HSS. Otherwise a
configured default Max Response Time is assumed by the MME/SGSN.

The UE isin PSM until a mobile originated event (e.g. periodic RAU/TAU, mobile originated data or detach) requires
the UE to initiate any procedure towards the network. In Attach and RAU/TAU procedures a PSM capable UE may
request a periodic TAU/RAU Timer value suitable for the latency/responsiveness of the mobile terminated services. If
the UE wants to change the periodic TAU/RAU Timer value, e.g. when the conditions are changed in the UE, the UE
consequently requests the value it wants in the TAU/RAU procedure.

NOTE 4: If the UE or application performs any periodic uplink data transfer with a periodicity similar to the
Periodic TAU/RAU Timer value, it preferably requests a Periodic TAU/RAU Timer value that is at |east
slightly larger than the data transfer period to avoid periodic TAU/RAU procedures that would increase
power consumption.

Any timers and conditions that remain valid during power-off, e.g. NAS-level back-off timers, apply in the same way
during PSM. The UE may |leave the PSM any time, e.g. for mobile originated communications.

If the network confirms the usage of PSM to a UE, the network shall not activate the ISR for such UE.

The specific procedure handling is described in TS 23.060 [6] and TS 23.401 [7].
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4.5.5 Group Message Delivery

Group message delivery isintended to efficiently distribute the same content to the members of a group that are located
in a particular geographical area on request of the SCS/AS via SCEF.

The specific procedure handling for group message delivery using MBMS is described in clause 5.5.1. The group
message delivery using MBM S has limited applicability and does not support all the scenarios, e.g. UEs not supporting
MBMS, UEs located in areas where MBMS is not deployed.

4.5.6 Monitoring Events

456.1 General

The Monitoring Events feature is intended for monitoring of specific eventsin 3GPP system and making such
monitoring events information available viathe SCEF. It is comprised of means that allow the identification of the
3GPP network element suitable for configuring the specific events, the event detection, and the event reporting to the
authorised users, e.g. for use by applications or logging, etc. If such an event is detected, the network might be
configured to perform specia actions, e.g. limit the UE access. Configuration and reporting of the following monitoring
events may be supported:

- Monitoring the association of the UE and UICC and/or new IMSI-IMEI-SV association;
- UE reachability;
- Location of the UE, and change in location of the UE;

NOTE 1: Location granularity for event request, or event report, or both could be at cell level (CGI/ECGI), TA/RA
level or other formats e.g. shapes (e.g. polygons, circles, etc.) or civic addresses (e.g. streets, districts,
etc.).

- Lossof connectivity;

- Communication failure;

- Roaming status (i.e. Roaming or No Roaming) of the UE, and change in roaming status of the UE; and
NOTE 2: Roaming status means whether the UE isin HPLMN or VPLMN.

- Number of UEs present in a geographical area; and

- Availability after DDN failure.

To support monitoring features in roaming scenarios, a roaming agreement needs to be made between the HPLMN and
the VPLMN. The set of capabilities required for monitoring may be accessible via different 3GPP interfaces/nodes.
Selection of 3GPP interface(s) to configure/report the event is dependent on the type of the event, operator
configuration, required frequency of event reporting, application provided parameters in monitoring event request, etc.

Support for Monitoring Events can be offered either viaHSS, MME/SGSN (as described in clause 4.5.6.2) or via PCRF
(as described in clause 4.5.6.3). Based on operator policies, it shall be possible to configure Monitoring Events such that
some Monitoring Event follows procedures in clause 4.5.6.2 while another Monitoring Event follows proceduresin
clause 4.5.6.3. SCEF shall not enable a given Monitoring Event for the same UE via both HSSSMME/SGSN, and

PCRF.

NOTE 3: If the configuration of Monitoring Events uses signalling which was specified as part of another feature
than the Monitoring feature, then the requirements on the HSS, MME/SGSN and PCRF as specified by
that feature apply e.g. not to generate accounting information, not to verify SLA etc.

45.6.2 Monitoring Events via HSS and MME/SGSN

Monitoring Events via the HSS and the MME/SGSN enables SCEF to configure a given Monitor Event at HSS or
MME/SGSN, and reporting of the event via HSS and/or MME/SGSN. Depending on the specific monitoring event or
information, it is either the MME/SGSN or the HSS that is aware of the monitoring event or information and makes it
available viathe SCEF.
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The procedures for requesting specific monitoring information or event reports as well as the report procedures are
described in clause 5.6.

4.5.6.3 Monitoring Events via PCRF

Monitoring Events via the PCRF enables the SCEF to retrieve the location information and to report communication
failure of a UE. The SCEF acting as AF shall have an active Rx session to enable the PCRF to report these events. The
procedure is defined in TS 23.203 [27] clause 6.2.3.

The UE location information, provided over Rx, may include atime stamp to indicate when the UE was last-known to
bein that location, i.e. if the current location or the last-known location is provided. The UE location information is
reported at the time the Rx session is established, modified or terminated. The subscription to UE location information
is not persistent across Rx sessions. The UE location information is only provided for 3GPP IP-CAN type or for Trusted
WLAN access (S2a).

The reporting of communication failure refers to the reporting of RAN/NAS rel ease cause codes according to
TS23.401[7], TS 23.060 [6], and TWAN/UWAN release causes according to TS 23.402 [26]. Once the RAN/NAS or
TWAN/UWAN release cause codes are reported to the PCRF, the PCRF reports it to the SCEF according to

TS 23.203[27] for applicable IP-CAN types and RAT typeslisted in TS 23.203 [27].

4.5.6.4 Charging Principles

The support of accounting functionality for Monitoring Eventsis optional. Depending on operator configuration the
MME, SGSN, SCEF and IWK-SCEF support accounting functionality for Monitoring Events.

Accounting information shall be generated for every Monitoring Event configuration request, Monitoring Event
modification request, and implicit or explicit Monitoring Event deletion request. The accounting information shall also
be generated for Monitoring Event response messages.

NOTE 1: The requirement to generate Accounting information applies for messages which have been defined as
part of the Monitoring function e.g. Monitoring Request, Monitoring Indication.

Accounting information, e.g. number of successful Monitoring Requests, number of failed Monitoring Requests,
number of Monitoring Event Reports generated due to a configured Monitoring Event, is collected by the MME, SGSN,
SCEF, and IWK-SCEF for intra-operator use, and also for inter-operator settlements.

NOTE 2: The details of the required accounting information are outside the scope of this specification.

The Monitoring Event feature shall support charging in accordance with TS 32.240 [28]. Interaction with Offline
Charging systems shall be supported.

4.5.7 High latency communication

Functions for High latency communication may be used to handle mobile terminated (MT) communication with UEs
being unreachable while using power saving functions e.g. UE Power Saving Mode (see clause 4.5.4) or extended idle
mode DRX (see clause 4.5.13) depending on operator configuration. "High latency” refers to the initial response time
before normal exchange of packetsis established. That is, the time it takes before a UE has woken up from its power
saving state and responded to the initial downlink packet(s).

High latency communication is handled by an extended buffering of downlink datain the Serving GW controlled by the
MME/SA-SGSN or in the Gn/Gp-SGSN. The MME/S4-SGSN asks the Serving GW to buffer downlink data until the
UE is expected to wake up from its power saving state. The Gn/Gp-SGSN similarly buffers downlink data until the UE
is expected to wake up from its power saving state. If a Serving GW change or a Gn/Gp-SGSN change is invoked, the
buffered packets are forwarded and will not be lost. The number of packets to buffer is decided by the Serving GW or
Gn/Gp-SGSN, but the MME/S4-SGSN may optionally provide a suggestion for the number of downlink packetsto be
buffered based on e.g. subscription and/or information provided by the SCS/AS during the configuration of the event.

High latency communication may aso be handled by notification procedures (see clause 5.7), when an MME/S4-SGSN
isused (i.e., this procedure does not apply to a Gn/Gp-SGSN). The SCS/AS requests notification when a UE wakes up
from its power saving state and sends downlink data to the UE when the UE is reachable. Especially for infrequent
mobile terminated communication this may be suitable. This notification procedure is avail able based on two different
monitoring events:
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- Monitoring event: UE Reachahility; or
- Monitoring event: Availability after DDN failure.

An SCS/AS may request a one-time "UE Reachability” notification when it wants to send data to the UE. Alternatively
the SCS/AS may request repeated "Availability after DDN failure" notifications where each notification is triggered by
aDDN failurei.e. the SCS/AS sends a downlink packet which is discarded by Serving GW but which triggers the
MME/SGSN to send an event notification to the SCS/AS next time the UE wakes up.

The length of the power saving intervals used by the network decides the maximum latency for aUE. An SCS/AS,
which has a specific requirement on the maximum latency for UES it communicates with, may provide its maximum
latency requirement to the network. Thisis done either by interaction with the application in the UE and setting of
appropriate time values in the UE (e.g. periodic RAU/TAU timer) for the Power Saving Mode, or by providing the
maximum latency at the configuration of the "UE reachability” monitoring event (if used) (see clause 5.7).

Thetools for High latency communication make the behaviour of the 3GPP network predictable when sending mobile
terminated data to UEs applying power saving functions. The network will deliver downlink packets with high
reliability for both stationary and mobile UEs when the UE wakes up from its power saving state. Therefore SCS/AS
can adapt its retransmissions to reduce the load on both the SCS/AS itself and the network.

4.5.8  Support of informing about potential network issues

The SCS/AS may request the SCEF for being notified about the network status in a geographical area. The SCS/AS can
request for a one-time reporting of network status or a continuous reporting of network status changes.

45.9 Resource management of background data transfer

The 3rd party SCS/AS requests a time window and related conditions from the SCEF for background data transfer to a
set of UEs viathe Nt interface. The SCS/AS request shall contain the SCS/AS identifier, the volume of data expected to
be transferred per UE, the expected amount of UES, the desired time window and optionally, network area information.
The SCEF passes this information to a selected PCRF. The PCRF shall determine one or more transfer policies each
including a recommended time window for the data transfer together with a maximum aggregated bitrate for the
expected volume of data and a reference to the applicable charging rate during the time window and provide them to the
SCEF together with areference ID. The SCEF shall forward the reference ID and the transfer policies to the 3rd party
SCS/AS. If more than one transfer policy was received, the 3rd party SCS/AS needs to select one of them and inform
the SCEF about the selected transfer policy (which forwards it to the PCRF). If thisis not done, none of the transfer
policies provided by the operator will be valid.

NOTE 1: The maximum aggregated bitrate (optionally provided in atransfer policy) is not enforced in the network.
The operator may apply offline CDRs processing (e.g. combining the accounted volume of the involved
UEs for the time window) to determine whether the maximum aggregated bitrate for the set of UEs was
exceeded by the ASP and charge the excess traffic differently.

NOTE 2: It isassumed that the 3rd party SCS/AS is configured to understand the reference to a charging rate based
on the agreement with the operator.

After having negotiated the time window, the SCS/AS shall provide the reference ID to the PCRF for each UE
individually together with the SCS/AS session information via the Rx interface. The PCRF retrieves the corresponding
transfer policy from the SPR. The PCRF derives the PCC rules for the background data transfer according to this
transfer policy and triggers PCC procedures according to 3GPP TS 23.203 [27] to provide the respective policing and
charging information to the PCEF.

NOTE 3: The SCS/AS will typically contact the PCRF for the individual UESto request sponsored connectivity for
the background data transfer.

NOTE 4: A transfer policy isonly valid until the end of its time window. The removal of outdated transfer policies
from the SPR is up to implementation.
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4.5.10 E-UTRAN network resource optimizations based on communication
patterns provided to the MME

Predictable communication patterns (CP) of a UE may be provided by the Application Server to the SCEF in order to
enable network resource optimizations for such UE(s). The SCEF filters the CP parameters and forwards them to the
HSS, which provides them to the MME. The MME may use the CP parameters as input to derive the CN assisted
eNodeB parameters as described in TS 23.401 [7]. This feature is applicable to UEs served over the E-UTRAN access.

4.5.11 Support of setting up an AS session with required QoS

The 3rd party SCS/AS may request that a data session to a UE that is served by the 3rd party service provider (AS
session) is set up with a specific QoS (e.g. low latency or jitter) and priority handling. This functionality is exposed via
the SCEF towards the SCS/AS.

The SCS/AS can request the network to provide QoS for the AS session based on the application and service
requirements with the help of areference to pre-defined QoS information.

NOTE 1: The concept of referencing a pre-defined QoS is specified by OMA in the RESTful Network API for
Quality of Service. The pre-defined QoS is part of the SLA between the operator and the 3rd party
SCS/AS.

When the SCEF receives the request from the SCS/AS to provide QoS for an AS session, the SCEF acts as an AF per
TS 23.203 [27] specifications and transfers the request to provide QoS for an AS session to the PCRF viathe Rx
interface.

NOTE 2: An SLA hasto bein place defining the possible QoS levels and their charging rates. For each of the
possible pre-defined QoS information sets, the PCRF needs to be configured with the corresponding QoS
parameters and their values as well as the appropriate Rating-Group (or receive this information from the
SPR).

NOTE 3: Thereference to pre-defined QoS information is transferred by existing Rx parameters. Before the
reference to pre-defined QoS information is forwarded, the SCEF can perform a mapping from the name
space of the 3rd party AS to the name space of the operator.

4.5.12 Change the chargeable party at session set-up or during the session

The SCS/AS may request the SCEF to start or stop sponsoring a data session for a UE that is served by the 3rd party
service provider (AS session), i.e. to realize that either the 3rd party service provider is charged for the traffic (start) or
not (stop). The SCS/AS may request to be set as the chargeable party, i.e. sponsoring the traffic, either at AS session
set-up or to change it during an ongoing AS session. The SCEF acts as an AF and existing functionality defined in

TS 23.203 [27] for sponsored data connectivity is used to support this functionality.

45.13 Extended idle mode DRX

45131 General

The UE and the network may negotiate over non-access stratum signaling the use of extended idle mode DRX for
reducing its power consumption, while being available for mobile terminating data and/or network originated
procedures within a certain delay dependent on the DRX cycle value.

Applications that want to use extended idle mode DRX need to consider specific handling of mobile terminating
services or data transfers, and in particular they need to consider the delay tolerance of mobile terminated data. A
network side application may send mobile terminated data, an SMS, or a device trigger, and needs to be aware that
extended idle mode DRX may bein place. A UE should request for extended idle mode DRX only when all expected
mobile terminating communication istolerant to delay.

A UE that uses mobile terminated CS services other than SM'S should not request for extended idle mode DRX as the
CS domain does not provide support for mobile terminated CS voice servicesto UEs that are in extended idle mode
DRX. A UE that uses delay tolerant mobile terminated IM S services other than SMS should not request for extended
idle mode DRX unless IM S uses the functions for High latency communication as described in clause 4.5.7.
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NOTE: The frequency of keep-alive messages on Gm impacts the possibility to use IMS services for UEs
applying extended idle mode DRX.

In order to negotiate the use of extended idle mode DRX, the UE requests extended idle mode DRX parameters during
attach procedure and RAU/TAU procedure. The SGSN/MME may reject or accept the UE request for enabling
extended idle mode DRX. In case the SGSN/MME accepts the extended idle mode DRX, the SGSN/MME based on
operator policies may aso provide different values of the extended idle mode DRX parameters than what was regquested
by the UE. If the SGSN/MME accepts the use of extended idle mode DRX, the UE applies extended idle mode DRX
based on the received extended idle mode DRX parameters. If the UE does not receive extended idle mode DRX
parametersin the relevant accept message because the SGSN/MME rejected its request or because the request was
received by SGSN/MME not supporting extended idle mode DRX, the UE shall apply its regular discontinuous
reception asdefined in TS 23.401 [7] clause 5.13.

The specific negotiation procedure handling is described in TS 23.060 [6] and TS 23.401 [7].

If a UE requests via NAS both to enable PSM (requesting an active time and possibly a periodic TAU timer) and
extended idle mode DRX (with a specific extended idle mode DRX cycle value), it is up to the SGSN/MME to decide
whether to:

1. Enable only PSM, i.e. not accept the request for extended idle mode DRX.
2. Enable only extended idle mode DRX, i.e. not accept the request for an active time.

3. Enable both PSM (i.e. provide an active time) and extended idle mode DRX (i.e. provide an extended idle mode
DRX parameters).

The decision between the three above, and which active time, periodic TAU timer and/or extended idle mode DRX
cycle value to provide to the UE, are implementation dependent, based on local configuration, and possibly other
information available in the SGSN/MME. The method selected is then used until the next Attach or RAU/TAU
procedure is initiated, when a new decision may be made. If both extended idle mode DRX and PSM are enabled, the
extended idle mode DRX cycle should be set in order to have multiple paging occasions while the active timer is
running.

In the specific case when the PSM active time provided by the UE is greater than the extended idle mode DRX cycle
value provided by the UE, the SGSN/MME may enable both PSM and extended idle mode DRX. This allows a UE to
minimize power consumption during the active time e.g. when the active time is dightly longer than typical active time
values for example in the order of several minutes.

In case extended idle mode DRX is enabled, the network handles mobile terminated data using high latency
communication feature, according to clause 4.5.7, GTP-C retransmissions as described in TS 23.060 [6] and

TS 23.401 [7], and applies techniques to handle mobile terminated SMS according to TS 23.272 [11] and location
services according to TS 23.271 [33].

45.13.2 Paging for extended idle mode DRX in UTRAN

The procedure makes use of the regular DRX cycle mechanism for determination of Paging Occasions (POs) (see 3GPP
TS 25.304 [34]) in conjunction with anew TeDRX timer and a means to synchronize the start of the TeEDRX timer with
atime reference referred to here as Tref. The TeEDRX timer is set to the extended Idle mode DRX cycle value
negotiated earlier on NAS level. At TeDRX expiry i.e. when the extended Idle mode DRX cycle elapses the UE
monitors the network for paging using regular DRX parameters.

CN and UE start the extended TeDRX timer at transmission and reception, respectively, of the Attach Accept or RAU
Accept message where the relevant extended |dle mode DRX parameters are provided. In other words, Tref corresponds
in the CN to the instant when RAU Accept message is sent and in the UE to the instant when the respective Accept
message is received.

The TeDRX timer is maintained and used only when the Attach/RAU procedure was successfully executed and
independent of UE's PMM state, i.e. transitions between Idle and Connected mode do not affect the TeEDRX timer.

In order to improve paging reliability e.g. to avoid paging misses due to cell reselection or due to imperfect
synchronization of the Tref parameter in the UE and the SGSN, a Paging Transmission Window Time (PTW) described
by its duration TPTW isintroduced. During PTW the UE monitors the network for paging when the extended |dle mode
DRX cycle based on the extended Idle mode DRX value expires. During the PTW there may be multiple opportunities
to page the UE which monitors the network for paging using regular DRX parameters.
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Figure 4.5.13.2-1 The usage of PTW and independence of the extended Idle mode DRX cycle from UE
state

In reference to Figure 4.5.13.2-1, upon expiry of the TeDRX timer in the UE, the UE monitors the network for paging
for TPTW seconds. TDRX isthe duration of the regular DRX cycle.

The necessary information for applying the PTW is provided to the UE over NAS when extended Idle mode DRX is
negotiated.

In the case of apaging trigger received in the CN for aUE in PMM Idle state, the CN forwards the paging message
towards relevant RAN node(s) immediately if the paging trigger was received within the PTW. Otherwise the CN
forwards the paging message shortly ahead of the beginning of the next PTW taking possible imperfectionsin the
synchronization between the CN and the UE into account.

4.5.13.3 Paging for extended idle mode DRX in E-UTRAN

451331 Hyper SFN, Paging Hyperframe and Paging Time Window length

A Hyper-SFN (H-SFN) frame structure is defined on top of the SFN used for regular idle mode DRX. Each H-SFN
value corresponds to a cycle of the legacy SFN of 1024 radio frames, i.e. 10.24s. The extended idle mode DRX value
range will consist of values that are a power of 2, starting from 5.12s (i.e. 5.12, 10.24, 20.48 etc) up to a maximum of
2621,44s (43.69 min).

When extended idle mode DRX is enabled for a UE, the UE is reachable for paging in specific Paging Hyperframes
(PH), which is a specific set of H-SFN values. The PH computation is aformula that is function of the extended idle
mode DRX cycle, and a UE specific identifier, as described in TS 36.304 [35]. This value can be computed at all UEs
and MMEs without need for signalling. The MME includes the extended idle mode DRX cycle length in paging
message to assist the eNodeB in paging the UE.

The MME aso assigns a Paging Time Window length, and provides this value to the UE during attach/TAU procedures
together with the extended idle mode DRX cycle length. The UE first paging occasion is within the Paging Hyperframe
as described in TS 36.304 [35]. The UE is assumed reachable for paging for an additional Paging Time Window length
after first paging occasion. After the Paging Time Window length, the MME considers the UE unreachable for paging
until the next Paging Hyperfame.

45.13.3.2 Loose Hyper SFN synchronization

In order for the UE to be paged at roughly similar time, the H-SFN of all eNodeBs and MMEs should be loosely
synchronized.

Each eNodeB and MME synchronizes internally the H-SFN counter so that the start of H-SFN=0 coincides with a
preconfigured time. It is assumed that eNodeBs and MMEs are able to use the same H-SFN value with accuracy in the
order of legacy DRX cycle lengths, e.g. 1 to 2 seconds. There is no need for synchronization at SFN level.

Thereis no signalling between network nodes required to achieve thislevel of loose H-SFN synchronization.

45.13.3.3 MME paging and paging retransmission strategy

When the MME receives trigger for paging and the UE is reachable for paging, the MME sends the paging request. If
the UE is not reachable for paging, then the MME pages the UE just before the next paging occasion.

The MME determines the Paging Time Window length based on paging retransmission strategy, and uses it to execute
the retransmission scheme.
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If the UE is unreachable for paging, then MME may follow clause 4.5.7 "High latency communication” for
functionality related to Mobile Terminated communication with high latency.

4.6 Identifiers

46.1 General

Identifiers relevant for the 3GPP network are specified in TS 23.003 [4].

46.2 External Identifier

A subscription used for MTC has one IMSI and may have one or several External Identifier(s) that are stored in the
HSS.

NOTE 1: If several External Identifiers are mapped to one IMSI, some functions might not work in this release of
the specification.

External Identifier shall be globally unique. It shall have the following components:

a. Domain Identifier: identifies a domain that is under the control of a Mobile Network Operator (MNO). The
Domain Identifier is used to identify where services provided by the operator network can be accessed (e.g.
MTC-IWF provided services). An operator may use different domain identifiers to provide access to different
services.

b. Loca Identifier: Identifier used to derive or obtain the IMSI. The Local Identifier shall be unique within the
applicable domain. It is managed by the Mobile Network Operator.

NOTE 2: Use of External Identifiersis not restricted to MTC only.

NOTE 3: Use of IMSI outside the 3GPP operator domain is dependent on the operator policy.

4.7 Addressing

For UEs used for Machine-Type Communications (MTC) I P Addressing principles and solutions for different scenarios
are described in clause 5 of TS 23.221 [21].

4.8 Security Aspects

4.8.1 Security Requirements

4.8.1.0 General
Security requirements are described in TS 33.187 [25].

4811 Void

4.8.1.2 Void
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5 Functional Description and Information Flow

5.1 Control and user plane

51.1 Control Plane

5111 HSS — MTC-IWF
Diameter Diameter
SCTP SCTP
P P
L2 L2
L1 L1
S6m
HSS MTC-IWF
Legend:

- Diameter: This protocol supports transferring of subscription and UE related information for identifier
mapping and serving node information retrieval between MTC-IWF and HSS (S6m). Diameter is defined in
RFC 3588 [15].

- Stream Control Transmission Protocol (SCTP): This protocol transfers signalling messages. SCTP is
defined in RFC 4960 [16].

Figure 5.1.1.1-1: Control Plane for Sém interface

NOTE: Itisup to stage3 to define interworking between diameter-based s6m and map-based interface to the
legacy HLR.
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5.2 Device triggering procedures

5.2.1 Device triggering procedure over Tsp

PGW /
UE MSC // GOSN SMS-SC HSS/HLR MTC-IWF DNS scs
SGSN
MME
1. Query DNS

2. Device Trigger Request

<
«

3. Authorization &
load control

4. Subscriber Information Request

5. Subscriber Information Response

6a. Trigger delivery
selection

A. T5 device trigger delivery procedure

6b. T5 failureor T 4
trigger delivery
selection

B. T4 device trigger delivery procedure

7. Device Trigger Report

8. Action in response to Device Trigger

Figure 5.2.1-1: Device triggering procedure over Tsp

1. The SCS determines the need to trigger the device. If the SCS has no contact details for an MTC-IWF, it may

determine the | P address(es)/port(s) of the MTC-IWF by performing a DNS query using the External Identifier or
using alocally configured MTC-IWF identifier.

2. The SCS sends the Device Trigger Reguest (External Identifier or MSISDN, SCS Identifier, trigger reference
number, validity period, priority, Application Port ID and trigger payload) message to the MTC-IWF. The SCS
includes a trigger payload that contains the information destined for the MTC application, along with the
information to route it to the MTC application. The Application Port ID is set to address a triggering function within
the UE.

NOTE 1: The assignment of SCSidentifier isout of scope of 3GPP. The SCS identifier should meet the 3GPP /
operator requirement. As an example it may be possible to use MSISDN as SCS identifier.

3. The MTC-IWF checks that the SCSis authorised to send trigger requests and that the SCS has not exceeded its
guota or rate of trigger submission over Tsp. If this check fails the MTC-IWF sends a Device Trigger Confirm
message with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise,
the flow continues with step 4.
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4. The MTC-IWF sends a Subscriber Information Request (External Identifier or MSISDN and SCS I dentifier)
message to the HSS/HLR to determine if SCSis authorized to trigger the UE, to resolve the External Identifier or
MSISDN to IMSI and retrieve the related HSS stored " Routing information™ including the identities of the UE's
serving CN node(s).

NOTE 2: The MTC-IWF may cache authorization and routing information for the UE. However, this may
increase the probability of trigger delivery attempt failures when the cached serving node information is
stale.

NOTE 3: Optionally, mapping from External Identifiersto MSISDN is also provided for legacy SM S infrastructure
not supporting MSISDN-less SMS.

5. The HSS/HLR sends the Subscriber Information Response (IMSI and/or MSISDN and related "Routing
information” including the serving node(s) identities, cause) message. HSS/HLR policy (possibly dependent on the
VPLMN ID) may influence which serving node identities are returned. If the cause value indicates the SCSis not
allowed to send atrigger message to this UE, or thereis no valid subscription information, or "Absent subscriber" is
received from HSS and the validity period of this trigger message is set to zero, the MTC-IWF sends a Device
Trigger Confirm message with a cause val ue indicating the reason for the failure condition and the flow stops at this
step. Otherwise this flow continues with step 6a.

6a. The MTC-IWF selectstrigger delivery procedure based on the information received from HSS/HLR and local
policy. If T5 delivery procedureis selected, MTC-IWF attempts T5 trigger delivery procedure.

NOTE 2: The T5 delivery is not supported in this version of the specification.

6b. If T5 delivery is unsuccessful or not supported by the serving nodes(s) or by the UE or if T4 delivery is selected
during step 6a, the MTC-IWF attempts T4 trigger delivery procedure according to clause 5.2.2. Otherwise, this flow
continues with step 7.

7. The MTC-IWF sends the Device Trigger Report (External Identifier or MSISDN and trigger reference number)
message to the SCS with a cause value indicating the trigger delivery outcome (e.g. succeeded, unknown or failed
and the reason for the failure). The MTC-IWF generates the necessary CDR information including the External
Identifier or MSISDN and SCS I dentifier.

8. Inresponse to the received device trigger, the UE takes specific actions that take into consideration the content of
the trigger payload. This response typically involvesinitiation of immediate or later communication with the SCS or
an AS.
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5.2.2  Trigger Delivery using T4

MSC/MME PGW SMS-5C
UE SGSN GGSN GMSC/ HSSHLR|  |MTC-IWF DNS scs
IP-SM-GW IWMSC

1. Submit Trigger

&
«

2. Submit Trigger Confirm

v

4. Forward Message 3. Device Trigger Confirm

A

P 5. Transfer Message

«

6. Delivery Report

\ 4

7. CDR
Generation

8. SM-Delivery Report-Status

n
>

9. Message Pelivery Report

Figure 5.2.2-1: T4 Trigger Delivery Flow

1. The MTC-IWF selects a suitable SMS-SC based on configured information. The MTC-IWF sends a Submit
Trigger (External Identifier or MSISDN, IMSI, SCS Identifier, trigger reference number, validity period,
priority, serving node ID(s) if available from HSS, SMS Application port ID, trigger payload, Trigger Indication)
message to the SMS-SC. The SMS-SC should avoid an initiadl HSS/HLR interrogation (SRI for SM) when it has
already received necessary parameters in the Submit Trigger message from the MTC-IWF. The MTC-IWF
forwards the Application Port ID received from SCS as the SMS Application port ID which is used to address
the triggering function within the UE. The Trigger Indication is a standardised identifier to alow the UE and the
network to distinguish an MT message carrying device triggering information from any other type of messages.
The SMS-SC does any necessary segmentation for larger messages.

If the MTC-IWF indicates that " Absent subscriber" was received from HSS, the SMS-SC should not submit the
message, but store it directly and send Routing Information for SM to request the HSS to add the SMS-SC
address to the Message Waiting List.

2. The SMS-SC sends a Submit Trigger Confirm message to the MTC-IWF to confirm that the submission of the
SMS has been accepted by the SMS-SC.

3. The MTC-IWF sends a Device Trigger Confirm message to the SCS to confirm that the Device Trigger Request
has been accepted for delivery to the UE.

4, 5, 6. The short message is delivered to the UE (see MT-SM S procedures specified in TS 23.040 [12]). This may
involve delivery attemptsin MSC or MME, SGSN or over IMS viaIP-SM-GW (see MT-SM S without MSISDN
procedures specified in TS 23.204 [13]).

The SMS-delivered trigger payload is processed and handled by the triggering function in the UE. Any
information contained within the trigger payload is forwarded to the related or addressed UE-application.

7. The SMS-SC generates the necessary CDR information and includes the SCS Identifier. The SMS Application
port ID which isincluded inthe SM User Data Header and the Trigger Indication areincluded in the CDRsin
order to enable differentiated charging. The SMS-SC stores the trigger payload, without routing information. If
the message delivery fails and is attempted to be delivered again, HSS interrogation will be performed.

8. If the message delivery fails and the validity period of thistrigger messageis not set to zero, the SMS-SC shall
send a SM Message Delivery Status Report to request the HSS to add the SMS-SC address to the Message
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Waiting list. When the message delivery is later re-attempted, a new HSS interrogation will be performed by the
SMS-GMSC using IMSI or MSISDN. HSS interrogations using IM S| shall not be forwarded or relayed to SMS-
Router or IP-SM-GWs. HSS may include up to three serving node identities (MSC or MME, SGSN, |P-SM-
GW) in the response to SMS-GM SC.

. If the message delivery fails and depending on the failure cause either directly or when validity period of the
trigger message expires, or when the message delivery succeeds, the SMS-SC shall send a Message Delivery
Report (cause code, trigger reference number, SCS Identifier) to the MTC-IWF.

5.2.3 Device triggering recall/replace procedures
5.23.1 Device trigger recall/replace procedure over Tsp
UE MSC/MME SMS-SC/ HSS/HLR MTC-IWF SCS
SGSN GMSC/
IP-SM-GW IWMSC 1. Device Action Request
(Action Type = Recall/Replace)
2. Subscriber Inforrpation Request
\
3. Subscriber Inforrpation Response
4. T4 Device Trigger Recall/Replace procedure
5. Device Action Answer
(Result = Failure/Success)

6. For trigger replace request, deliver new trigger message using T4

Figure 5.2.3.1-1: Device trigger recall/replace procedure over Tsp

1. The SCSdeterminesit needs to recall/replace atrigger message that it has previously submitted. The SCS sends

Device Action Request (External Identifier or MSISDN, SCS Identifier, old trigger reference number, new
trigger reference number, validity period, priority, Application Port 1D and trigger payload) message with action
type set to "Trigger Recall Request” or "Trigger Replace Request”. The SCS needs to include new trigger
reference number, validity period, priority, Application Port 1D and trigger payload for trigger replace request
only. The old trigger reference number indicates the trigger reference number which was assigned to the
previously submitted trigger message that the SCS wants to cancel. The new trigger reference number is
assigned by the SCS to the newly submitted trigger message.

If the SCSis not authorized to perform device triggering or the SCS has exceeded its quota or rate of trigger

submission over Tsp, the MTC-IWF rejects the Device Action Reguest message with action type set to " Trigger
Recall Request” or "Trigger Replace Request” by sending a Device Action Answer message with a cause value
indicating the reason for the failure condition, and the flow stops at this step.

NOTE 1: Thevalidity period in atrigger replace request needs to be greater than zero for the MTC-IWF to attempt

itsdelivery.

. The MTC-IWF sends a Subscriber Information Request (External Identifier or MSISDN and SCS I dentifier)
message to the HSS/HLR to determine if SCSis authorized to perform device triggering to the UE. This message
is aso to resolve the External Identifier or MSISDN to IMS| and retrieve the related HSS stored " Routing

information" including the identities of the UE's serving CN node(s) which are needed for trigger replace request
only.

NOTE 2: Optionally, mapping from External Identifiersto MSISDN is aso provided for legacy SM S infrastructure

not supporting MSISDN-less SMS.
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3. The HSS/HLR sends the Subscriber Information Response (IMSI and/or MSISDN and related "Routing
information” including the serving node(s) identities, cause) message. The IMSI and/or MSISDN and related
"Routing information™ including the serving node(s) identities in the Subscriber Information Response message
isonly needed for trigger replace request and not used by MTC-IWF for trigger recall request. HSS/HLR policy
(possibly dependent on the VPLMN 1D) may influence which serving node identities are returned. If the cause
value indicates the SCSis not allowed to perform device triggering to this UE, or there is no valid subscription
information, the MTC-IWF sends a Device Action Answer message with a cause value indicating the reason for
the failure condition and the flow stops at this step. Otherwise this flow continues with step 4.

4. If trigger message which should be recalled or replaced was submitted to a SMS-SC as defined in clause 5.2.2,
T4 device trigger replace procedure according to clause 5.2.3.2 or T4 device trigger recall procedure according
to clause 5.2.3.3 is performed.

5. The MTC-IWF indicates trigger recall/replace success or failure in Device Action Answer message to the SCS.
The MTC-IWF generates the necessary CDR information including the External Identifier or MSISDN and SCS
I dentifier.

If recall/replace of atrigger is successful, thisisreflected in the "Device Trigger Report" of the origina trigger
message (per step 7 in clause 5.2.1) with delivery outcome "Recalled" /" Replaced".

NOTE 3: If recall/replace of atrigger failed because the trigger was already delivered or has expired, a"Device
Trigger Report" of the original trigger will already have been created with the appropriate delivery
outcome.

6. For trigger replace request, the new trigger message will be delivered to the UE immediately or when the UE is
available following steps 4 - 9 as defined in clause 5.2.2.

5.2.3.2 Replace procedure for trigger delivery using T4
UE MSC/MME SMS-SC/ HSS/HLR MTC-IWF
SGSN GMSC/
IP-SM-GW IWMSC

1. Submit Trigger Replace

d
<

2. Check if the trigger message
is pending at SMS-SC

I |
: _ A) |
! 3a. Delete the stored trigger message !
I and Store the new trigger message I
| |
: | !
' 4a. CDR generation '
1 1
1 1
' 5a. Submit Triqger Replace Response (Success) '
I ‘ > 1
: 6a.Trigger Delivery Report for original message (Replaced) :
| J
1 1
o m el _____ ————
B)

3b. CDR generation

4b. Submit Trigger Replace Response (Fail)

g | I

Figure 5.2.3.2-1: Replace procedure for trigger delivery using T4
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1. Based on the Action type in Device Action Request message, the MTC-IWF sends a Submit Trigger Replace
(External Identifier or MSISDN, IMSI, SCS Identifier, old trigger reference number, new trigger reference
number, validity period, priority, serving node ID(s) if available from HSS, SMS Application port 1D, trigger
payload, Trigger Indication) message to the SMS-SC. The MTC-IWF selects the SMS-SC to which the old
trigger message was submitted, e.g. based on configured information.

2. The SMS-SC determines whether the trigger message identified by the External Identifier or MSISDN, SCS
Identifier, and old trigger reference number in the received Submit Trigger Replace message, is pending at SMS-
SC.

A) If the trigger message is pending at SMS-SC, steps 3a - 6a are performed.

3a. The SMS-SC deletes the stored trigger message and stores the new trigger message to deliver it when the UE
isavailable.

4a. The SMS-SC generates the necessary CDR information and includes the SCS Identifier. The SMS
Application port ID which isincluded in the SM User Data Header and the Trigger Indication are included in
the CDRsin order to enable differentiated charging.

5a. The SMS-SC sends a Submit Trigger Replace Response message to the MTC-IWF to inform that the
previously submitted trigger message has been successfully replaced by the new one in the SMS-SC.

6a. The SMS-SC sends a Trigger Delivery Report for the original trigger message indicating that this message
has been replaced.

NOTE: Step 5aand step 6a are combined in single message in Stage 3.

B) If the trigger message is not pending at SMS-SC, steps 3b - 4b are performed. In this case, the SMS-SC treats the
new trigger message as a trigger message that it hasto deliver to the UE.

3b. The SMS-SC generates the necessary CDR information and includes the SCS Identifier. The SMS
Application port ID which isincluded in the SM User Data Header and the Trigger Indication are included in
the CDRsin order to enable differentiated charging.

4b. The SMS-SC sends a Submit Trigger Replace Response message to the MTC-IWF to inform that the replace
request failed and the SMS-SC shall deliver the new trigger message.
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5.2.3.3 Recall procedure for trigger delivery using T4
UE MSC/MME SMS-SC/ HSS/HLR MTC-IWF
SGSN GMSC/
IP-SM-GW IWMSC

1. Submit Trigger Recall

&
<

2. Check if the trigger message
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I |
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\ 5a. Submit Trigger Recall Response (Success) '
1 - > 1
: 6a.Trigger Delivery Report for original message (Recalled) \
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4h. Submit Trigger Recall Response (Fail)
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Figure 5.2.3.3-1: Recall procedure for trigger delivery using T4

1. Based on the Action type in Device Action Request message, the MTC-1WF sends a Submit Trigger Recall
(External Identifier or MSISDN, SCS Identifier, old trigger reference number) message to the SMS-SC. The
MTC-IWF selects the SMS-SC to which the old trigger message was submitted, e.g. based on configured
information.

2. The SMS-SC determines whether the trigger message identified by External Identifier or MSISDN, SCS
Identifier, and old trigger reference number in the received Submit Trigger Recall message, is pending at SMS-
SC.

A) If the trigger messageis pending at SMS-SC, steps 3a - 6a are performed.
3a. The SMS-SC deletes the stored trigger message.

4a. The SMS-SC generates the necessary CDR information and includes the SCS Identifier. The SMS
Application port ID which isincluded in the SM User Data Header and the Trigger Indication are included in
the CDRsin order to enable differentiated charging.

5a. The SMS-SC sends a Submit Trigger Recall Response message to the MTC-IWF to inform that the
previously submitted trigger message has been successfully deleted in the SMS-SC.

6a. The SMS-SC sends a Trigger Delivery Report for the original trigger message indicating that this message
has been recalled.

NOTE: Whether step 5a and step 6a are combined in single message in Stage 3.
B) If the trigger message is not pending at SMS-SC, steps 3b - 4b are performed.
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3b. The SMS-SC generates the necessary CDR information and includes the SCS Identifier. The SMS
Application port ID which isincluded in the SM User Data Header and the Trigger Indication are included in
the CDRsin order to enable differentiated charging.

4b. The SMS-SC sends a Submit Trigger Recall Response message to the MTC-IWF with a cause value
indicating that the recall request failed.

5.3 Information Storage

This clause describes the context information that is stored in the different nodes for MTC device trigger procedure.

5.3.1 Trigger Information in SMS-SC (Triggering with T4)

Thistable includes information that needs to be stored in SMS-SC for triggering with T4.

Table 5.3.1-1: SMS-SC trigger information

Field

Description

External Identifier/MSISDN

It is used to identify the corresponding External Identifiers in the delivery report.
This can be also the MSISDN if used.

IMSI

It is used to indicate the UE used for MTC that is required to be triggered.

Trigger reference number

This is to co-relate the trigger request with trigger response.

SCS ID

It is used to allow the SMS SC to send the trigger response back to the
appropriate SCS.

Trigger payload

The SMSC will store the Trigger payload until it receives the delivery
confirmation.

Routing Information for SMS

The identities of the serving node(s).

Priority

It is used to indicate the priority of trigger request.

Validity period

To indicate the time period for which the trigger request is valid.

SMS Application Port ID

It is used to route the short message to the triggering function in the UE.

NOTE 1: The Trigger Payload is stored as user datain SMS-SC.

NOTE 2: Priority, Validity period and SMS Application Port ID are included in the Trigger payload.

54 Security Procedures

54.0 General

The security procedures are specified in TS 33.187 [25].

541 Void

542 Void
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5.5 Group message delivery procedures

55.1 Group message delivery using MBMS

UE RAN MBMS-GW/GGSN

R HSS/HLR
MME/SGSN BM-SC SCEF SCS/AS

1. Allocate TMGI Req
dl

<«
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6.Group Message Req
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A
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10. Activate MBMS Bearer Response
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11. Group Message Confirm
»

12. Application level interactions

14. Action in response to group message

Figure 5.5.1-1: Group message delivery using MBMS

NOTE 1. Steps 1-5 can be skipped if avalid TMGI allocation already exists or if the MBMS bearer activation is
performed without TMGI pre-allocation.

NOTE 2: The interactions between the SCEF and the SCS/AS (in steps 1, 4, 6, 11 and 13) are outside the scope of
3GPP and are shown for informative purposes only.

1. If thereisno assigned TMGI for an External Group Id, the SCS/AS sends the Allocate TMGI Request (External
Group ID, SCS Identifier) message to the SCEF. The SCS/AS may determine the IP address(es)/port(s) of the
SCEF by performing a DNS query using the External Group Identifier or using alocally configured SCEF
identifier/address. The SCEF checks that the SCS/AS is authorized to request TMGI alocation.

2. The SCEF determines whether the SCS/AS is authorized to request TMGI alocation.

NOTE 3: The authorization of TMGI allocation for the group and acquisition of the BM-SC routing information are
not specified in this release of the specification.
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3. The SCEF initiates TMGI alocation by the BM-SC (see TMGI Allocation Procedure specified in
TS 23.468 [30]).

4. The SCEF sends the received TMGI and expiration time information to the SCS/AS.

NOTE 4: The SCEF may cache the serving BM-SC Identity information and mapping between External Group ID
and TMGI.

5. Application level interactions may be applied for the devices of specific group to retrieve the related MBMS
serviceinformation, e.g. TMGI, start time. Application level interactions between the UE and the SCS/AS are
out of scope of this specification.

6. The SCS/AS sends the Group Message Request (External Group Identifier, SCS Identifier, location/area
information, RAT(s) information, TMGI, start time) message to the SCEF. The location/area information
indicated by the SCS/AS may be the geographic area information.

7. The SCEF checks that the SCS/AS is authorised to send a group message request. If this check fails the SCEF
sends a Group Message Confirm message with a cause value indicating the reason for the failure condition and
the flow stops at this step. In this case, the SCS/AS may subsequently release the TMGI allocated at step 3 by
reguesting an explicit de-allocation, or may rely on the expiration timer.

NOTE 5: Authorization of Group Message delivery using MBM S towards a specific group is not specified in this
release of the specification.

8. The SCEF sends an Activate MBMS Bearer Request (MBM S broadcast area, TMGI, Q0S, start time) message to
the BM-SC (see TS 23.468 [30]).

NOTE 6: The SCEF maps between location/area information provided by the SCS/AS and the MBM S broadcast
areafor the distribution of the content to the group based on configuration in the operator domain. The
SCEF needs to be aware that the selected MBM S broadcast area may result in broadcast of the content
over an area larger than the area that may be indicated by SCS/AS.

9. BM-SC performs the Session Start procedure (see MBM S Session Start procedure specified in TS 23.246 [29]).
10. The BM-SC sends an Activate MBM S Bearer Response to the SCEF (see TS 23.468 [30]).

11. The SCEF sends a Group Message Confirm (TMGI (optional), SCEF | P addresses/port) message to the SCS/AS
to indicate whether the Request has been accepted for delivery to the group.

12. Application level interactions may be applied for the devices of specific group to retrieve the related MBMS
serviceinformation, e.g. TMGI, start time. Application level interactions between the UE and the SCS/AS are
out of scope of this specification.

13. At or after the requested start time, but before the expiration time, the SCS/AS transfers the content to be
delivered to the group to the SCEF using the | P address and port received at step 11. SCEF delivers the contents
to BM-SC viaMB2-U, using the IP address and port received at step 9. The BM-SC transfers the corresponding
content to UEs. To avoid that potential responses to the broadcast message by high numbers of devices are sent
at almost the same time, the SCS/AS makes sure the UESs are provided with a response time window if it expects
the UEs to respond to the delivered content.

NOTE 7: Subsequent to this step, it is up to the SCS/AS if the MBMS bearers will be kept active and allocated and
for how long. The mechanisms defined in TS 23.468 [30] can be used by the SCEF to release the MBM S
resources.

14. In response to the received content, the UE may initiate immediate or later communication with the SCS/AS.

NOTE 8: The UE application ensures distribution of any responses within the response time window.
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5.6 Monitoring Procedures

5.6.1 Monitoring Event configuration and deletion via HSS

56.1.1 Configuration Procedure

Figure 5.6.1.1-1 illustrates the procedure of configuring monitoring at the HSS or the MME/SGSN. The procedure is
common for various Monitoring Event types. Common parameters for this procedure are detailed in clause 5.6.1.2. The
steps and parameters specific to different Monitoring Event types are detailed in clauses 5.6.1.3t0 5.6.1.9.

The procedure is also used for replacing and deleting a monitoring event configuration and as well for one-time
reporting in case the configured monitoring event is available at the configured node.

MME/
SGSN HSS SCEF Scs/As

1. Monitoring Request

A

2. SCEF handling

3. Monitoring Request

<

4. HSS handling

5. Insert Subscriber Data Request

8. Monitoring Response

9. Monitoring Response

Figure 5.6.1.1-1: Monitoring event configuration and deletion via HSS procedure

1. The SCS/AS sends a Monitoring Request (External Identifier(s) or MSISDN(s), SCS/AS Identifier, SCS/AS
Reference ID, Monitoring Type, Maximum Number of Reports, Monitoring Duration, Monitoring Destination
Address, SCS/AS Reference I D for Deletion) message to the SCEF.

NOTE 1: A relative priority scheme for the treatment of multiple SCS/AS Monitoring Requests, e.g. for deciding
which reguests to serve under overload condition, can be applied. This priority scheme is used locally by
the SCEF, i.e. it isnot used nor translated in procedures towards other functions.

2. The SCEF stores SCS/AS Reference ID, SCS/AS Identifier, Monitoring Destination Address, Monitoring
Duration, and Maximum Number of Reports. The SCEF assigns an SCEF Reference ID. Based on operator
policies, if either the SCS/AS is not authorized to perform this request (e.g. if the SLA does not alow for it) or
the Monitoring Reguest is malformed or the SCS/AS has exceeded its quota or rate of submitting monitoring
reguests, the SCEF performs step 9 and provides a Cause val ue appropriately indicating the error. If the SCEF
received an SCS/AS Reference ID for Deletion, the SCEF derives the related SCEF Reference ID for Deletion.

3. The SCEF sends a Monitoring Request (External Identifier or MSISDN, SCEF ID, SCEF Reference ID,
Monitoring Type, Maximum Number of Reports, Monitoring Duration, SCEF Reference ID for Deletion,
Chargeable Party |dentifier) message to the HSS to configure the given Monitoring Event on the HSS and on the
MME/SGSN, if required.

4. The HSS examines the Monitoring Request message, e.g. with regard to the existence of External Identifier or
MSISDN, whether any included parameters are in the range acceptable for the operator, whether the monitoring
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event(s) is supported by the serving MME/SGSN, or whether the monitoring event that shall be deleted is valid.
The HSS optionally authorizes the chargeable party identified by Chargeable Party Identifier. If this check fails
the HSS follows step 8 and provides a Cause value indicating the reason for the failure condition to the SCEF.

NOTE 2: The details of the chargeabl e party authorization are outside the scope of this specifications.

The HSS stores the SCEF Reference ID, the SCEF 1D, Maximum Number of Reports, Monitoring Duration and
the SCEF Reference ID for Deletion as provided by the SCEF.

5. If required by the specific Monitoring Type and when Monitoring Event(s) is supported by the serving
MME/SGSN, the HSS sends an Insert Subscriber Data Request (Monitoring Type, SCEF 1D, SCEF Reference
ID, Maximum Number of Reports, Monitoring Duration, SCEF Reference ID for Deletion, Chargeable Party
I dentifier) message to the MM E/SGSN.

6. If the MME/SGSN is configured to use an IWK-SCEF for the PLMN of the SCEF then clause 5.6.6 applies.
Otherwise, the MME/SGSN verifies the request, e.g. if the Monitoring Type is covered by aroaming agreement
when the request is from another PLMN or whether it serves the SCEF Reference ID for Deletion and can delete
it. If this check failsthe MME/SGSN follows step 7 and provides a Cause value indicating the reason for the
failure condition to the SCEF. Based on operator policies, the MME/SGSN may also reject the request due to
other reasons (e.g. overload or HSS has exceeded its quota or rate of submitting monitoring requests defined by
an SLA).

The MME/SGSN stores the received parameters and starts to watch for the indicated Monitoring Event unless it
is a One-time request and the Monitoring Event is available to the MME/SGSN at the time of sending I nsert
Subscriber Data Answer. The MME/SGSN del etes the monitoring configuration identified by the SCEF
Reference ID for Deletion, if provided.

NOTE 3: The MME/SGSN will transfer the parameters stored for every monitoring task as part of its context
information during an MME/SGSN change. If the UE detaches from the network, the HSS will receive
the remaining number of reportsin the Maximum Number of Reports parameter.

7. If the monitoring configuration is successful, the MME/SGSN sends an Insert Subscriber Data Answer (Cause)
message to the HSS. If the requested Monitoring Event is available to the MME/SGSN at the time of sending
Insert Subscriber Data Answer, then the MME/SGSN includes the Monitoring Event Report in the Insert
Subscriber Data Answer message.

8. The HSS sends a Monitoring Response (SCEF Reference D, Cause) message to the SCEF to acknowledge
acceptance of the Monitoring Request and the deletion of the identified monitoring event configuration, if it was
requested. The HSS del etes the monitoring event configuration identified by the SCEF Reference ID, if it was
requested. If the requested Monitoring Event is available to the HSS at the time of sending Monitoring Response
message or was received from the MME/SGSN in step 7, then the HSS includes a Monitoring Event Report in
the Monitoring Response message.

If it isa One-time request and the Insert Subscriber Data Answer includes a Monitoring Event Report, the HSS
deletes the associated Monitoring Event configuration.

In the case of UE mobility, the HSS determines whether the new MME/SGSN supports requested Monitoring
Event(s).

9. The SCEF sends a Monitoring Response (SCS/AS Reference D, Cause) message to the SCS/AS to acknowledge
acceptance of the Monitoring Request and the deletion of the identified monitoring event configuration, if it was
reguested. If the SCEF received a Monitoring Event Report then it includes the Monitoring Event Report in the
Monitoring Response message. If it is a One-time regquest and the Monitoring Response includes a Monitoring
Event Report, the SCEF deletes the associated Monitoring Event configuration.

If the HSS detects that the current serving MME/SGSN can not support a requested Monitoring Event (e.g. after aUE
mobility event), the HSS performs the procedures in either (a) or (b) below. The criteria used to determine the choice of
(a) or (b) is considered out of scope of the specifications.

(a) Notify the SCEF that the configured Monitoring Event is cancelled, and:

- shall delete the Monitoring Event, if the Monitoring Event is configured in the HSS, and
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- may include a"retry after" value to inform the SCEF of when (re)-configuration of the Monitoring Event(s)
can be attempted again. The "retry after" value can be configured in the HSS by the operator. The SCEF can
further notify the SCS/AS and provide the "retry after” value to the SCS/AS.

(b) Notify the SCEF that the configured Monitoring Event is considered to be suspended. The SCEF interpretsthis
to mean that the network will temporarily be unable to serve the configured Monitoring Event. In this case:

- When the MME/SGSN for the UE changes (eg due to UE mohility), and the new MME/SGSN supports the
suspended Monitoring Event, the HSS shall configure the new MME/SGSN with the Monitoring Event and
notify the SCEF of resumption of the suspended Monitoring Event;

- If the criteria for Continuous Reporting expire while the Monitoring Event is suspended, the HSS and the
SCEF shall independently delete the Monitoring Event.

5.6.1.2 Common Parameters of the Configuration Procedure
This clause describes the common parameters related to the monitoring event configuration procedure.

SCS/AS Reference ID is a parameter created by the SCS/AS to refer to a specific transaction initiated by the SCS/AS
towards the SCEF. SCS/AS Reference ID is stored by the SCEF.

SCEF Reference ID is a parameter created by the SCEF to associate a Monitoring Event report or a deletion of a
Monitoring Event to a specific Monitoring Request and the associated context information within the SCEF. SCEF
Reference ID is stored by HSS, MME or SGSN.

NOTE 1: An SCEF may aggregate Monitoring Event configuration requests for the same External
identifier/MSISDN from different SCS/AS instances.

SCEF D indicates the SCEF to which the Monitoring I ndication message has to be sent to by the HSS, MME or SGSN.
SCEF ID is stored by the HSS, MME or SGSN.

Monitoring Type identifies the specific Monitoring Event being requested.

Maximum Number of Reportsis an optional parameter that indicates the maximum number of event reports to be
generated by the HSS, MME, or SGSN until the associated monitoring event is considered to expire. A value of one
implies asingle event report is to be generated which makes it equivalent to a One-time Monitoring Request.

Monitoring Duration is an optional parameter that indicates the absolute time at which the related monitoring event
request is considered to expire.

Inclusion of either Maximum Number of Reports (with a value higher than one) or Monitoring Duration makes the
Monitoring Request a Continuous Monitoring Request. For a Continuous Monitoring Request, a single Monitoring
Request may generate more than one Monitoring I ndication message. Support of continuous monitoring is optional.

Absence of both Maximum Number of Reports and Monitoring Duration makes the Monitoring Request a One-time
Monitoring Request. For One-time Monitoring Requests, a single Monitoring Request generates only one Monitoring
Report.

If for agiven Monitoring Event both Maximum Number of Reports and Monitoring Duration are included then the
monitoring request is considered to expire as soon as one of the conditionsis met.

Monitoring Destination Address is an optional parameter included by the SCS/AS to indicate that the Monitoring
Indication(s) are to be delivered to an address different from the address of the requesting SCS/AS. Absence of this
parameter implies that Monitoring Indication(s) are to be sent to the SCS/AS that originated the Monitoring Request.

SCS/AS Reference ID for Deletion identifies the monitoring event configuration that shall be deleted before applying
the requested monitoring event configuration.

SCEF Reference ID for Deletion identifies the monitoring event configuration that shall be deleted before applying the
requested monitoring event configuration.

Chargeable Party Identifier is an optional parameter included by the SCEF. It identifies the entity towards which
accounting/charging functionality is performed by the involved 3GPP network elements.
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5.6.1.3 Specific Parameters for Monitoring Event: Loss of connectivity

Loss of connectivity indicates when the 3GPP network detects that the UE is ho longer reachable for either signalling or
user plane communication. Such condition isidentified when the mobile reachability timer expiresin the MME or
SGSN (see TS 23.401 [7], TS 23.060 [6]). The SCS/AS may provide a Maximum Detection Time, which indicates the
maximum period of time without any communication with the UE after which the SCS/AS isto be informed that the
UE is considered to be unreachable.

NOTE 1: Asthe Maximum Detection Time of loss of connectivity determines the order of magnitude of the
Periodic Update timer, the network should ensure that this Maximum Detection Time and thereby the
periodic TAU/RAU timers for the UE remain above lower bound values both for preserving the battery of
the UE and for managing the signalling load of the network. So for UEs with battery constraints, it should
not be asmall time (e.g. on the order of only afew minutes). Even for UEs without battery constraints,
trying to fulfil aMaximum Detection Time of loss of connectivity on the order of afew minutes can only
apply to alimited number of UEs due to the cost of signalling induced by this feature.

NOTE 2: The Maximum Detection Time of loss of connectivity ison the order of 1 minute to multiple hours.

1. The SCS/AS sets Monitoring Type to "Loss of Connectivity", and optionally adds Maximum Detection Time
prior to sending Monitoring Reguest to the SCEF asin step 1 of clause 5.6.1.1.

2. The SCEF executes step 2 of clause 5.6.1.1.
3. The SCEF executes step 3 of clause 5.6.1.1.

4. The HSS executes step 4 of clause 5.6.1.1. In addition, it checks whether the Maximum Detection Time is within
the range defined by operator policies, and, if acceptable then the HSS sets the subscribed periodic RAU/TAU
timer using the value of Maximum Detection Time, if it is provided. If the Maximum Detection Timeis not
acceptable, the HSS rejects the request. If the subscribed periodic RAU/TAU Timer was previoudy set by a
different Monitoring Request identified by a different SCEF Reference ID for the same UE then, depending on
operator configuration, the HSS either performs step 8 to reject the Monitoring Request with an appropriate
Cause or accepts the request. In case the HSS accepts the request, then it cancels the previously accepted
Monitoring Request.

NOTE 3: Since the value of the mobile reachable timer islarger than the value of the periodic RAU/TAU timer (by
four minutes as a default), the HSS may set the subscribed periodic RAU/TAU timer to asmaller value
than the value of Maximum Detection Time.

5. The HSS executes step 5 of clause 5.6.1.1. In addition, the HSS includes the subscribed periodic RAU/TAU
Timer (if modified).

6. The MME/SGSN executes step 6 of clause 5.6.1.1. If the MME/SGSN receives a subscribed periodic RAU/TAU
timer value from the HSS, it allocates the subscribed value to the UE as the periodic TAU/RAU timer. The
MME/SGSN starts watching for the expiration of the mobile reachable timer.

7-9. Steps7-9 of clause 5.6.1.1 are executed.

5.6.1.4 Specific Parameters for Monitoring Event: UE reachability

UE reachability indicates when the UE becomes reachable for sending either SM S or downlink datato the UE, which is
detected when the UE transitions to ECM_CONNECTED mode (for a UE using Power Saving Mode or extended idle
mode DRX) or when the UE will become reachable for paging (for a UE using extended idle mode DRX). This
monitoring event supports Reachabilty for SMS and Reachability for Data. Only a One-time Monitoring Request for
Reachability for SMSis supported. The SCS/AS may include the following parameters in the Monitoring Event
configuration regquest to the SCEF:

- Reachability Type indicating whether the request is for "Reachability for SMS", or "Reachability for Data", or
both.

- Optionaly, Maximum Latency indicating maximum delay acceptable for downlink data transfers. Maximum
Latency is used for setting the periodic TAU/RAU timer for the UE as it sets the maximum period after which a
UE has to connect to the network again and thereby becomes reachable. Determined by the operator, low values
for Maximum Latency may deactivate PSM.
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Optionally, Maximum Response Time indicating the time for which the UE stays reachable to allow the SCS/AS
to reliably deliver the required downlink data. Maximum Response Time is used for setting the Active Time for
the UE. When the UE uses extended idle mode DRX, the Maximum Response Time is used to determine how
early this monitoring event should be reported to the SCS/AS before the next Paging Occasion occurs.

Optionally, Suggested number of downlink packets indicating the number of packets that the Serving Gateway
shall buffer in case the UE is not reachable.

NOTE 1: Asthe Maximum Latency determines the order of magnitude of the Periodic Update timer, the network

should ensure that this Maximum Latency and thereby the periodic TAU/RAU timers for the UE remain
above lower bound values both for preserving the battery of the UE and for managing the signalling load
of the network. So for UEs with battery constraints, it should not be a small time (e.g. on the order of only
afew minutes). Even for UEs without battery constraints, trying to fulfil aMaximum Latency on the
order of afew minutes can only apply to alimited number of UEs due to the cost of signalling induced by
this feature.

NOTE 2: The Maximum Latency is on the order of 1 minute to multiple hours.

1.

The SCS/AS sets Monitoring Type to "UE Reachability”, and includes Reachability Type, optionally Maximum
Latency, and optionally Maximum Response Time prior to sending the Monitoring Request to the SCEF asin
step 1 of clause 5.6.1.1.

The SCEF executes step 2 of clause 5.6.1.1. In addition, it checks whether the Maximum Latency and the
Maximum Response Time are within the range defined by operator policies. If not, then depending on operator
policies, the SCEF rejects the request by performing step 9 of 5.6.1.1 with an appropriate cause value.

When "Reachability for SMS" is requested, the SCEF subscribes with the HSS by executing step 3 of 5.6.1.1 to
get notified when the HSS is notified that the UE is reachable. The HSS performs the UE Reachability
Notification Request procedure for getting a UE Activity Notification as described in TS 23.401 [7].

When "Reachability for Data" is requested, the SCEF executes step 3 of 5.6.1.1. In addition, if provided, it includes

7-9.

Maximum Latency, and Maximum Response Time.

The HSS executes step 4 of clause 5.6.1.1. In addition, if acceptable, the HSS sets the subscribed periodic
RAU/TAU timer to the value of Maximum Latency, if it is provided. If the requested timer valueis not
acceptable, the HSS rejects the request. If the subscribed periodic RAU/TAU timer was previoudly set by a
different Monitoring Request identified by a different SCEF Reference ID for the same UE then, depending on
operator configuration, the HSS either performs step 8 to reject the Monitoring Request with an appropriate
Cause or accepts the request. In the case that the HSS accepts the request, then it cancels the previously accepted
Monitoring Reguest.

. The HSS executes step 5 of clause 5.6.1.1. In addition, the HSS includes the subscribed periodic RAU/TAU

timer (if modified), Maximum Response Time (if provided).

The MME/SGSN executes step 6 of clause 5.6.1.1 and starts watching for the UE entering connected mode. At
every subsequent TAU/RAU procedure, the MME/SGSN applies the subscribed periodic RAU/TAU timer.

Steps 7-9 of clause 5.6.1.1 are executed.

5.6.1.5 Specific Parameters for Monitoring Event: Location Reporting

This monitoring event allows the SCS/AS to request either the Current Location or the Last Known Location of a UE.
The supported location accuracy is at either cell level (CGI/ECGI), eNodeB, TA/RA level. Only One-time Reporting is
supported for the Last Known Location. One-time and Continuous Location Reporting are supported for the Current
Location. For Continuous L ocation Reporting the serving node(s) sends a notification every time it becomes aware of a
location change, with the granularity depending on the requested accuracy.

NOTE 1. Dueto the potential increase in signalling load, it is recommended that a continuous monitoring of current

location on cell level is only applied for alimited number of subscribers.

1. The SCS/AS sets Monitoring Type to "Location Reporting", and adds Location Type and optionally Accuracy

prior to sending Monitoring Reguest to the SCEF asin step 1 of clause 5.6.1.1.
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Location Type indicates whether the request is for Current Location or Last Known Location. The Accuracy
parameter indicates desired level of accuracy of the requested location information.

NOTE 2: Accuracy could be at cell level (CGI/ECGI), eNodeB, TA/RA level or other formats e.g. shapes (e.g.
polygons, circles etc.) or civic addresses (e.g. streets, districts etc.) as referenced by OMA Presence
APl [32].

2. The SCEF executes step 2 of clause 5.6.1.1.

3. If Accuracy isincluded in step 1 then based on operator configuration the SCEF mapsit to permissible
granularity at cell level (CGI/ECGI), eNodeB level or TA/RA level. If Accuracy isnot included in step 1, the
SCEF sets the granularity based on operator configuration. The SCEF adds Location Type and Accuracy prior to
sending the Monitoring Request to the HSS as in step 3 of clause 5.6.1.1.

4. The HSS executes step 4 of clause 5.6.1.1.

5. Depending on the Location Type the HSS sets the " Current Location Request" (see TS 29.272 [31]), and adds
Accuracy prior to sending the Insert Subscriber Data Request to the MME/SGSN asin step 5 of clause 5.6.1.1.

6. The MME/SGSN executes step 6 of clause 5.6.1.1 and depending on the requested Accuracy invokes the
appropriate procedures as defined in TS 23.401 [7] or 23.060 [6] for determining the location as requested.
Unlessit is a One-time request, the MME/SGSN starts watching for cell/RA/TA/eNodeB changes, depending on
requested Accuracy.

7-9. Steps 7-9 of clause 5.6.1.1 are executed and include the report of the current or last known location,
depending on what was requested. The SCEF maps eNodeB-ID/cell-ID/RAI/TAI to geo-location before
reporting to the SCS/AS.

5.6.1.6 Specific Parameters for Monitoring Event: Change of IMSI-IMEI(SV)
Association

Change of IMSI-IMEI(SV) indicates a change of the ME (IMEI(SV)) that uses a specific subscription (IMSI). Itis
based on the HSS being informed by the MME about the UE's IMEI(SV) according to the procedures defined in
TS 23.401 [7]. The support of this Monitoring Event by the SGSN requires the support of the Automatic Device
Detection (ADD) function/feature defined in TS 23.060 [6].

1. The SCS/AS sets Monitoring Type to "Change of IMSI-IMEI(SV) Association” , and adds Association Type
prior to sending Monitoring Request to the SCEF asin step 1 of clause 5.6.1.1.

Association Type indicates whether change of IMEI or IMEISV to IMSI association shall be detected.
2. The SCEF executes step 2 of clause 5.6.1.1.

3. The SCEF adds Association Type prior to sending the Monitoring Request to the HSS as in step 3 of
clause 5.6.1.1.

4. The HSS executes step 4 of clause 5.6.1.1.
5-7. Steps5-7 of clause 5.6.1.1 shall not be executed for this Monitoring Event.

8-9. Steps8-9 of clause 5.6.1.1 are executed.

5.6.1.7 Specific Parameters for Monitoring Event: Roaming Status

This monitoring event alows the SCS/AS to query the UE's current roaming status (the serving PLMN and/or whether
the UE isin itsHPLMN) and to get notified when that status changes. It is based on the HSS being informed of the
UE's serving PLMN by the MME according to TS 23.401 [7] and by the SGSN according to TS 23.060 [6].

1. The SCS/AS sets Monitoring Type to "Roaming Status' prior to sending the Monitoring Request to the SCEF as
instep 1 of clause 5.6.1.1. Optionally, it includes the "PLMN Information" parameter to request inclusion of the
UE's Serving PLMN ID in the Monitoring Event Report.

2. The SCEF executes step 2 of clause 5.6.1.1.
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3. The SCEF includes "PLMN Information", if sent in step 1, prior to sending Monitoring Request to the HSS asin
step 3 of clause 5.6.1.1.
4. The HSS executes step 4 of clause 5.6.1.1.
5-7. Steps5-7 of clause 5.6.1.1 shall not be executed for this Monitoring Event.

8-9. Steps8-9 of clause 5.6.1.1 are executed. The Monitoring Event Report for this event is sent in the Monitoring
Response message. The Monitoring Event Report indicates whether the UE is presently roaming or not. If
PLMN Information was requested in step 1, and the operator policies alow, then the HSS includes:

- the HPLMN PLMN-Id if the UE isinthe HPLMN or

- the Visited PLMN-Id (see TS 29.272 [31]) if the UE isin the VPLMN.

5.6.1.8 Specific Parameters for Monitoring Event: Communication failure

This monitoring event allows the SCS/AS to be notified of communication failure events, identified by RAN/NAS
Release Cause codes per TS 23.401 [7].

1. The SCYAS sets Monitoring Type to "Communication Failure" prior to sending Monitoring Request to the
SCEF asin step 1 of clause 5.6.1.1.

2. The SCEF executes step 2 of clause 5.6.1.1.

3. The SCEF executes step 3 of clause 5.6.1.1.

4. The HSS executes step 4 of clause 5.6.1.1.

5. The HSS executes step 5 of clause 5.6.1.1.

6. The MME/SGSN executes step 6 of clause 5.6.1.1 and starts watching for communication failure events.

7-9. Steps 7-9 of clause 5.6.1.1 are executed.

5.6.1.9 Specific Parameters for Monitoring Event: Availability after DDN Failure

This monitoring event allows the SCS/AS to be notified of availability of the UE after aDDN failure has occurred (see
clause 5.7.1 Availability Notification after DDN Failure).

1. The SCS/AS sets Monitoring Typeto "Availability after DDN Failure" prior to sending the Monitoring Request
to the SCEF asin step 1 of clause 5.6.1.1.

2. The SCEF executes step 2 of clause 5.6.1.1.

3. The SCEF executes step 3 of clause 5.6.1.1 without adding Max Number of Reports, since the "Availability after
DDN Failure" is an ongoing event that shall be deleted (see clause 5.6.1 for a description of Monitoring Event
Deletion procedures) to cancel further reports.

4-5. Steps4-5 of clause 5.6.1.1 are executed.

6. The MME/SGSN executes step 6 of clause 5.6.1.1 and starts watching for UE availability after DDN failure
events.

7-9. Steps7-9 of clause 5.6.1.1 are executed.

5.6.2 Monitoring Events configuration and deletion directly at the
MME/SGSN

5.6.2.1 Configuration Procedure
Figure 5.6.2.1-1 illustrates the procedure of configuring monitoring at the MME/SGSN. The procedure is common for

various monitoring event types. Common parameters for this procedure are detailed in clause 5.6.2.2. The steps specific
to different Monitoring Event types are detailed in clause 5.6.2.3.
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MME/
SGSN SCEF SCS/AS

1. Monitoring Request
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2. SCEF handling

< 3. Monitoring Request

4. MME/SGSN handling

5. Monitoring Response

\ 4

6. Monitoring Response

A 4

Figure 5.6.2.1-1: Monitoring event configuration and deletion directly at MME/SGSN procedure

1. The SCS/AS sends aMonitoring Request (SCS/AS Identifier, SCSYAS Reference ID, Monitoring Type,
Monitoring Duration, Maximum Number of Reports, Monitoring Destination Address, SCS/AS Reference ID for
Deletion) message to the SCEF.

NOTE: A relative priority scheme for the treatment of multiple SCS/AS Monitoring Requests, e.g. for deciding
which requests to serve under overload condition, can be applied. This priority schemeis used localy by
the SCEF, i.e. it is not used nor translated in procedures towards other functions.

2. The SCEF stores the Monitoring Duration, the Maximum Number of Reports, the Monitoring Destination
Address, the SCS/AS Identifier, the SCS/AS Reference ID and assigns an SCEF Reference ID. If the SCEF
received an SCS/AS Reference ID for Deletion, the SCEF derives the related SCEF Reference ID for Deletion.

3. The SCEF sends a Monitoring Request (SCEF ID, SCEF Reference 1D, Monitoring Type, Monitoring Duration,
Maximum Number of Reports, SCEF Reference ID for Deletion) message to the MME(S)/SGSN(s).

4. The MME/SGSN examines whether it can accept the request from that SCEF based on operator configuration or
whether it serves the SCEF Reference ID for Deletion and can delete it. If acceptable, the MME/SGSN stores
SCEF ID, SCEF Reference 1D, Monitoring Duration, Maximum Number of Reports and other relevant
parameters unlessit is a One-time request and the Monitoring Event is available to the MME/SGSN at thistime.
The MME/SGSN deletes the monitoring configuration identified by the SCEF Reference ID for Deletion, if
provided.

5. The MME/SGSN sends a Monitoring Response (SCEF Reference 1D, Cause) message to the SCEF to
acknowledge acceptance of the Monitoring Request and to provide the requested monitoring information or to
acknowledge the deletion of the identified monitoring event configuration, if it was requested.

6. The SCEF sends a Monitoring Response (SCS/AS Reference ID, Cause) message to the SCS/AS to acknowledge
acceptance of the Monitoring Request and to provide the requested monitoring information or to acknowledge
the deletion of the identified monitoring event configuration, if it was requested.

5.6.2.2 Common Parameters of the Configuration Procedure

The same common parameters as of clause 5.6.1.2 apply.

5.6.2.3 Specific Steps for Monitoring Event: Number of UEs present in a geographic
area

This monitoring event allows the SCS/ASto ask for the number of UEs that are in the geographic area described by the
SCS/AS. The SCS/AS may ask for the UEs that the system knows by its normal operation to be within the area (Last
Known Location) or the SCS/AS may request the system to also actively look for the UEs within the area (Current
Location).Whether the request is for Current Location or Last Known Location isindicated by the parameter Location
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Type. For this monitoring event only One-time reporting is supported and the Monitoring Duration as well asthe
Maximum Number of Reports parameters shall be ignored by the SCEF if present in the request.
Inthisrelease only Last Known Location is supported for this monitoring event.

NOTE 1: The system load resulting from this request may be highly dependent on Location Type.

1. The SCSAS sets Monitoring Type to "Number of UES present in a geographic area' and adds L ocation Type
and Geographic Area before sending Monitoring Request to the SCEF asin step 1 of clause 5.6.2.1.

2. The SCEF executes step 2 of clause 5.6.2.1. In addition, the SCEF maps the Geographic Areato alist of cells,
eNodeBs and/or RAI(s)/TAI(s) and identifies the MMESSGSNs serving them by resolving the RA(S)/TA(S) to
node addresses.

NOTE 2: The mapping of Geographic Areasto serving operator (MNO) network list of cells, eNodeBs and/or
RASTAS, and the identity of the associated serving nodes (e.g. MMES/SGSNS) is configured at the
SCEF.

3. The SCEF adds Monitoring Type, Location Type, list of cells, eNodeBs and/or RAI(s)/TAI(S) before sending the
Monitoring Request to those MMES/SGSNs identified in step 3 of clause 5.6.2.3.

4. The MME/SGSN executes step 4 of clause 5.6.2.1. In addition, if the request is for Last Known Location with
cell or eNodeB granularity or for alocation with RA/TA granularity, the MMES/SGSNSs collect all UEs for
which the MME/SGSN stores alast known cell, eNodeB or RA/TA registration information that corresponds to
the requested location.

NOTE 3: For Location Type Last Known Location, how the MME/SGSN determines the candidate set of UEsto be
included is | eft to implementation.

5. The SCEF executes step 5 of clause 5.6.2.1.

6. The SCEF combines the results from all involved MMEs/SGSNSs to the total sum, i.e. the Number of UEs, and
executes step 6 of clause 5.6.2.1.

5.6.3 Reporting of Monitoring Events from the HSS or the MME/SGSN

5.6.3.1 Reporting Procedure

The following figure illustrates the common procedure flow of reporting Monitoring Events that are detected by the
MME/SGSN or HSS. The steps specific to different Monitoring Event types are detailed in clauses 5.6.3.2 t0 5.6.3.8.

MME/ o
SCEF Monitoring
SGSN HSS destination

node

la. Event Detection 1b. Event Detection

2b. Monitoring Indication

A 4

2a. Monitoring Indication

A 4

3. Monitoring Indication

\ 4

Figure 5.6.3.1-1: Monitoring event reporting procedure

1. A Monitoring Event is detected by the node at which the Monitoring Event is configured, i.e. either at the
MME/SGSN (1a) or at the HSS (1b).

2a. The MME/SGSN sends a Monitoring Indication (SCEF Reference ID and Monitoring Event Report) message to
the SCEF. If the Monitoring Event configuration was triggered by a One-time Monitoring Request, then the
Monitoring Event configuration is deleted by the MME/SGSN upon completion of this step. If the MME/SGSN
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has a Maximum Number of Reports stored for this monitoring task, the MME/SGSN shall decrease its value by
one.

2b. The HSS sends a Monitoring Indication (SCEF Reference ID and Monitoring Event Report) message to the
SCEF. If the Monitoring Event configuration was triggered by a One-time Monitoring Request, then the
Monitoring Event configuration is deleted by the HSS upon completion of this step. If the HSS has a Maximum
Number of Reports stored for this monitoring task, the HSS shall decrease its value by one.

3. Using the SCEF Reference ID, the SCEF retrieves the associated SCS/AS Reference ID along with the
Monitoring Destination Address or, if not available, the address of the SCS/AS as destination for the Monitoring
Indication message. The SCEF sends a Monitoring Indication (SCS/AS Reference ID, External ID or MSISDN,
Monitoring Information) message to the identified destination.

When the maximum number of reportsis reached for a Continuous Monitoring Request, the SCEF requests the
HSS (for monitoring events configured via HSS) or MME(s)/SGSN(s) (for monitoring events configured directly
with the MME/SGSN) to delete the related monitoring event configuration and deletes also its associated
Monitoring Event configuration according to the procedure of clause 5.6.1 step 3-8.

In the case of a One time Monitoring Request configured via HSS for which areport is received from the

MME/SGSN (step 2a), the SCEF requests the HSS to delete the related monitoring event configuration and

deletes also its associated Monitoring Event configuration per the procedure of clause 5.6.1 step 3-8.
5.6.3.2 Reporting Event: Loss of connectivity

la This monitoring event is detected as of step 1a of clause 5.6.3.1, which is when the mobile reachability timer
expires.

2a. Step 2a of clause 5.6.3.1 is executed.
3. Step 3 of clause 5.6.3.1 is executed.

5.6.3.3 Reporting Event: UE reachability

la. This monitoring event is detected as of step 1aof clause 5.6.3.1, which is when the UE changes to connected
mode (for a UE using Power Saving Mode or extended idle mode DRX) or when the UE will become reachable
for paging (for a UE using extended idle mode DRX).

If Maximum Response Time was included in step 5 of clause 5.6.1.4, then the MME/SGSN keeps the
corresponding S1-U/1u-PS connections of the UE for aduration of at least the Maximum Response Time less the
UE's PSM Active Timer value. If the UE uses extended idle mode DRX, the MME/SGSN takes the Maximum
Response Time into account to determine when to report this monitoring event before the next Paging Occasion
occurs.

2a. Step 2a of clause 5.6.3.1 is executed.
3. Step 3 of clause 5.6.3.1 is executed.

5.6.3.4 Reporting Event: Location Reporting

la. Thismonitoring event is detected as of step 1a of clause 5.6.3.1, which is when the MME/SGSN detects that the
UE changes location with the granularity as requested by the monitoring event configuration.

2a. Step 2a of clause 5.6.3.1 is executed.

3. Step 3 of clause 5.6.3.1 is executed. The SCEF maps the reported 3GPP system specific location information to a
geo-location and reportsiit.

5.6.3.5 Reporting Event: Change of IMSI-IMEI(SV) association

1b. This monitoring event is detected as of step 1b of clause 5.6.3.1, which is when the HSS receives from a serving
node an IMEI(SV) that is different from the IMEI(SV) stored by the HSS for the IMSI.

2b. Step 2b of clause 5.6.3.1 is executed.
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3. Step 3 of clause 5.6.3.1 is executed.

5.6.3.6 Reporting Event: Roaming Status

1b. This monitoring event is detected as of step 1b of clause 5.6.3.1, which is when the HSS receives from a serving
node aserving PLMN ID that is different from the one stored by the HSS.

2b. Step 2b of clause 5.6.3.1 is executed.

3. Step 3 of clause 5.6.3.1 is executed. The monitoring information indicates the ID of the serving PLMN and
whether it isthe home or aroaming PLMN. Operator policiesin the SCEF may restrict the report, e.g. to indicate
only whether the UE isin the home or in aroaming PLMN.

5.6.3.7 Reporting Event: Communication failure

la. Thismonitoring event is detected as of step 1a of clause 5.6.3.1, which is when the MME/SGSN becomes aware
of aRAN or NAS failure event.

2a. Step 2a of clause 5.6.3.1 is executed.

3. Step 3 of clause 5.6.3.1 is executed. Based on operator configuration, the SCEF reports either the received
failure cause code(s) as-is or an abstracted value.

5.6.3.8 Reporting Event: Availability after DDN failure

la. Thismonitoring event is detected as of step 1a of clause 5.6.3.1, which is when the MME/SGSN becomes aware
of UE availability after DDN failure.

2a. Step 2a of clause 5.6.3.1 is executed.
3. Step 3 of clause 5.6.3.1 is executed.

5.6.4 Monitoring events configuration and reporting via PCRF

5.6.4.1 Request of monitoring event reporting

Figure 5.6.4-1 illustrates the procedure to request monitoring events reporting via PCRF with a reference to
TS 23.203[27]. The procedure is common for any monitoring event defined in clause 4.5.6.3 "Monitoring Events via
PCRF".

PCEF PCRF SCEF SCSIAS

1. Monitoring Request

<
<«

2. SCEF selects
monitoring via PCRF

3. PCRF initiated IP-CAN session modification procedure in 23.203

4. Monitoring Response

Figure 5.6.4-1: Requesting monitoring via PCRF
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1. The SCS/AS sends a Monitoring Request to the SCEF, including the information listed in clause 5.6.1.1.step 1 in
figure 5.6.1.1-1.

2. The SCEF checks that the SCS/AS is authorised to send monitoring request as defined clause 5.6.1.1.step 2 in
figure 5.6.1.1-1. If an error is detected, step 3 is skipped, and the message of step 4 is sent to SCS/AS with Cause
value appropriately indicating the error.

3. If operator policiesindicate that monitoring is performed via PCRF, for the events listed in clause 4.5.6, the
SCEF, acting as an Application Function, triggers the PCRF initiated-IP-CAN session modification procedure
defined in TS 23.203 [27].

4. The SCEF sends a Monitoring Response (SCS/AS Reference ID, Cause) message to the SCS/AS. If the SCEF
received a Monitoring Event Report then it includesit in the Monitoring Response message.
5.6.4.2 Common Parameters of the request reporting procedure

The following parameters are applicable when the procedure for monitoring via PCRF is used: SCS/AS Reference ID,
Monitoring Type, Priority, Monitoring Duration and Monitoring Destination Address.

The Monitoring types are defined in clause 4.5.6. The Priority isrelevant to the SCEF, not transferred over Rx.

The following parameters are not applicable when the procedure for monitoring via PCRF is used: SCEF Address,
SCEF Reference ID, and Maximum Number of Reports. The SCEF address is not needed as Rx procedures do not
require the AF address to be sent. The Maximum Number of Reportsis not needed as only one time report is supported.

The following parameters are needed for the procedure for monitoring via PCRF, the UE | P address and service
information (e.g. application identifier or media description or both).

NOTE: The UE IP address provided by the SCS/AS is assumed to not be NAT'ed from the PDN-GW or GGSN to
the SCS/AS at user plane. The UE IP address does not overlap with other UE I P addresses within the
operator domain.

5.6.4.3 Specific Parameters for Monitoring Event: Location Reporting

This monitoring event allows the SCS/AS to request the Current Location. The supported location accuracy is at either
cell level (CGI/ECGI/SAI) for GPRS/UTRAN/E-UTRAN or TWAN identifier in TWAN access or PLMN-id level. The
Monitoring Event Report delivers the subscriber location and may include atime stamp to indicate when the UE was
last-known to be in that location, i.e. if the current location or last-know location is provided.

NOTE: SCEF can map IP-CAN provided location to the location granularity required by SCS/ASonly if itis
configured to do so.

The descriptionin this clauseis applicable if SCSAS request Monitoring Type to "Location Reporting” and Location
Typeiseither "current location" or "last known location".

1. The SCS/AS sets Monitoring Typeto "Location Reporting”, and adds L ocation Type in a Monitoring Request to
the SCEF asin step 1 of 5.6.4.1.

2. The SCEF executes step 2 of 5.6.4.1.

3. The SCEF triggers PCRF initiated |P-CAN session modification procedure, including the UE IP address and the
Access Network information report request. The PCRF provides the Access Network Information report to the
SCEF.

4. Based on operator policies, the SCEF translates the location information to a geo-location to be provided to
SCS/AS. If the time stamp isincluded indicating that thisis the last known location the SCEF indicatesin the
location type that thisis last known location.

5.6.4.4 Specific Parameters for Monitoring Event: Communication Failure

This monitoring event allows the SCS/AS to be notified of communication failure events, identified by RAN/NAS or
TWAN/UWAN Release Cause codes, per TS 23.203 [27].
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1. The SCS/AS sets Monitoring Type to "Communication Failure” in the Monitoring Request to the SCEF sent as
instep 1 of 5.6.4.1.

2. The SCEF executes step 2 of 5.6.4.1.

3. The SCEF triggers PCRF initiated IP-CAN session modification procedure, including the UE I P address and the
dynamic session information. The PCRF provisions PCC Rules according to the provided session information. If
the PCEF provides either RAN/NAS release code in GPRS/UTRAN/E-UTRAN, TWAN release code in TWAN
or Untrusted WLAN release code the PCRF sendsiit to the SCEF.

4. Based on operation policies the SCEF may normalize the Release code to acceptable values per SLA that the
SCS/AS accepts.
5.6.5 Reporting of Monitoring Events from the PCRF
The following figureillustrates the procedure to report Monitoring Events via PCRF. Thisis applicable to both user

location information and communication failure. It is assumes that PCRF subscribes to Access Network Information
report.

PCEF PCRF

SCEF SCSIAS

1. PCEF initiated IP-CAN session modification or termination procedure in 23.203

2. Monitoring Indication

A 4

Figure 5.6.5-1: Reporting event procedure

1. The PCEF reports a monitoring event, either the location reporting stored in MME at Detach or dedicated bearer
deactivation or acommunication failure at dedicated bearer deactivation to the PCRF using PCEF initiated | P-
CAN session modification or termination procedure defined in TS 23.203 [27], then the PCRF to the SCEF.
Both events terminate the AF session to the SCEF.

2. Using the SCEF Reference ID, the SCEF retrieves the associated SCS/AS Reference ID along with the address
of SCS/AS intended for Monitoring Indication message. The SCEF sends a Monitoring Indication (SCS/AS
Reference ID, UE Identity, and Monitoring Information) message to the SCS/AS identified by Monitoring
Destination Address stored in the SCEF. Note that the SCEF needs to store the UE identity asit is not received
over Rx.

5.6.6 Monitoring Event configuration and deletion via HSS for roaming
scenarios using an IWK-SCEF

5.6.6.1 Configuration Procedure

Figure 5.6.6.1-1 illustrates the procedure of configuring monitoring events at the HSS or the MME/SGSN. The
procedure is common for various Monitoring Event types. Common parameters for this procedure are detailed in
clause 5.6.6.2. The steps and parameters specific to different Monitoring Event types are detailed in clauses 5.6.6.3 to
5.6.6.9.
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The procedure is also used for replacing and deleting a monitoring event configuration.

MME/ WK-
SGSN SCEF HSS SCEF SCSIAS

1. Monitoring Request

P
<

2. SCEF handling

3.[Monitoring Request

N

4. HSS handling

5. Insert Suliscriber Data Request

7. Infofm IWK-SCEF

_________

9. Authorization from IWK-SCEF

10. MME/SGSN handling

11. Insert Subscriljer Data Answer

A 4

12. Monitoring Response

"] 13. Monitoring Response

Figure 5.6.6.1-1: Monitoring event configuration and deletion via HSS procedure

1-5. Stepsof clause 5.6.1.1 are executed.

6. If the MME isconfigured to use an IWK-SCEF for the PLMN of the SCEF and it is a One-time request and the
Monitoring Event is available to the MM E/SGSN, then the MME/SGSN collects the Monitoring Event data and
includes it as Monitoring Event Report in step 7 so that the IWK-SCEF may perform normalization of
Monitoring Event Report(s) according to operator policies, if required.

NOTE 1: Whether there is a need to acknowledge the Insert Subscriber Data message to HSS (with 1SD Ack)
before interacting with the IWK-SCEF is | eft up to Stage 3.

7. MME/SGSN may send an Inform IWK-SCEF (Monitoring Type, SCEF ID, SCEF Reference 1D, Maximum
Number of Reports, Monitoring Duration, SCEF Reference ID for Deletion, Chargeable Party |dentifier,
Monitoring Event Report) message to the IWK-SCEF.

In the case of UE mobility, if any Monitoring Event(s) is configured on the MME/SGSN for a UE and the new
MME/SGSN does not support the Monitoring Event(s), then the IWK-SCEF shall be notified.

8. The IWK-SCEF may authorize the request, e.g. if the Monitoring Type is covered by a roaming agreement and
notes the SCEF Reference ID for Deletion if available. If this authorization fails the IWK-SCEF follows step 8
and provides a Cause value indicating the reason for the failure condition to the MME/SGSN. Based on operator
policies, the IWK/SGSN may also reject the request due to other reasons (e.g. overload or HSS has exceeded its
quota or rate of submitting monitoring requests defined by an SLA).

If the request indicates deletion of a Monitoring Event Request, the IWK-SCEF shall perform any final
operations necessary, e.g., generation of final charging information, delete any stored parameters, and send an
acknowledgement to the MME/SGSN in step 9.
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If the request indicates continuous reporting (new or a modification), the IWK-SCEF may authorize the request
and, if authorization is successful, stores the received parameters, sends an acknowledgement to the MME/SGSN
in step 9, and starts to watch for the indicated Monitoring Event(s).

If the request indicates one-time reporting, then the IWK-SCEF may authorize the request and, if authorization is
successful, may perform normalization of the data according to operator policies, and sends an
acknowledgement to the MM E/SGSN in step 9 that contains any such normalized data.

If the request included Monitoring Event Data then the IWK-SCEF may perform normalization of the data
according to operator policies.

9. If the authorization is successful, the IWK-SCEF sends an Authorization from IWK-SCEF (Cause, Monitoring
Event Report) message to MME/SGSN.

The Monitoring Event Report isincluded in case it was a One-time request, the MME/SGSN provided the
Monitoring Event Report in the Inform IWK-SCEF message and the IWK-SCEF is not reporting directly to the
SCEF as described clause 5.6.8.1 step 2c.

10. The MME/SGSN may verify the request, e.g. if the Monitoring Type is covered by aroaming agreement when
the request is from another PLMN or whether it serves the SCEF Reference ID for Deletion and can deleteit. If
this check fails the MME/SGSN follows step 11 and provides a Cause val ue indicating the reason for the failure
condition to the SCEF. Based on operator policies, the MME/SGSN may also reject the request due to other
reasons (e.g. overload or HSS has exceeded its quota or rate of submitting monitoring requests defined by an
SLA).

The MME/SGSN starts to watch for the indicated Monitoring Event unlessit is a One-time request and the
Monitoring Event is available to the MM E/SGSN at the time of sending Insert Subscriber Data Answer. The
MME/SGSN deletes the monitoring configuration identified by the SCEF Reference ID for Deletion, if
provided.

NOTE 2: The MME/SGSN will transfer the parameters stored for every monitoring task as part of its context
information during an MME/SGSN change. If the UE detaches from the network, the HSS will receive
the remaining number of reportsin the Maximum Number of Reports parameter.

11. If the monitoring configuration is successful, the MME/SGSN sends an Insert Subscriber Data Answer (Cause)
message to the HSS. If the requested Monitoring Event is available to the MME/SGSN at the time of sending
Insert Subscriber Data Answer, then the MME/SGSN includes the Monitoring Event Report in the Insert
Subscriber Data Answer message.

NOTE 3: Whether the normalized Monitoring Event Report(s) are carried in 1SD Ack or in an explicit report
message to the HSS is | eft up to Stage 3.

12. The HSS sends a Monitoring Response (SCEF Reference 1D, Cause) message to the SCEF to acknowledge
acceptance of the Monitoring Request and the deletion of the identified monitoring event configuration, if it was
reguested. The HSS deletes the monitoring event configuration identified by the SCEF Reference ID, if it was
reguested. If the requested Monitoring Event is available to the HSS at the time of sending Monitoring Response
message or was received from the MME/SGSN in step 11, then the HSS includes a Monitoring Event Report in
the Monitoring Response message.

If it isa One-time request and the Insert Subscriber Data Answer includes a Monitoring Event Report, the HSS
deletes the associated Monitoring Event configuration.

In the case of UE mobility, the HSS determines whether the new MME/SGSN supports requested Monitoring
Event(s).

13. The SCEF sends a Monitoring Response (SCS/AS Reference 1D, Cause) message to the SCS/AS to acknowledge
acceptance of the Monitoring Request and the deletion of the identified monitoring event configuration, if it was
reguested. If the SCEF received a Monitoring Event Report then it includes the Monitoring Event Report in the
Monitoring Response message. If it is a One-time regquest and the Monitoring Response includes a Monitoring
Event Report, the SCEF del etes the associated Monitoring Event configuration.

If the HSS detects that the current serving MME/SGSN can not support a requested Monitoring Event (e.g. after aUE
mobility event), the HSS performs the procedures in either (&) or (b) below. The criteria used to determine the choice of
(a) or (b) is considered out of scope of the specifications.
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@ Notify the SCEF that the configured Monitoring Event is cancelled, and:
- shall delete the Monitoring Event, if the Monitoring Event is configured in the HSS, and

- may include a"retry after" value to inform the SCEF of when (re)-configuration of the Monitoring Event(s)
can be attempted again. The "retry after" value can be configured in the HSS by the operator. The SCEF can
further notify the SCS/AS and provide the "retry after” value to the SCS/AS.

(b) Notify the SCEF that the configured Monitoring Event is considered to be suspended. The SCEF interpretsthis
to mean that the network will temporarily be unable to serve the configured Monitoring Event In this case:

- When the MME/SGSN for the UE changes (eg due to UE mobility), and the new MME/SGSN supports the
suspended Monitoring Event, the HSS shall configure the new MME/SGSN with the Monitoring Event and
notify the SCEF of resumption of the suspended Monitoring Event;

- If the criteria for Continuous Reporting expire while the Monitoring Event is suspended, the HSS and the
SCEF shall independently delete the Monitoring Event.
5.6.6.2 Common Parameters of the Configuration Procedure

This clause describes the common parameters related to the monitoring event configuration procedure for roaming
scenarios by clarifying the differences compared to the non-roaming scenarios described in clause 5.6.1.2.

The description in clause 5.6.1.2 applies with the following clarifications.
SCEF Reference ID is stored by HSS, MME, SGSN and IWK-SCEF.
SCEF ID indicates the SCEF to which the Monitoring Indication message has to be sent to by the HSS, MME, SGSN or
IWK-SCEF. SCEF ID is stored by the HSS, MME, SGSN and WK -SCEF.
5.6.6.3 Specific Parameters for Monitoring Event: Loss of connectivity
The description in clause 5.6.1.3 applies with the following clarifications.
1-5. Stepsof clause 5.6.1.3 are executed.

6. The MME/SGSN executes step 6 of clause 5.6.1.3, but if the values proposed by HSS is not acceptable to the
MME/SGSN the MME/SGSN rejects the request and includes acceptable valuesin the reject message.

7-9. Stepsof clause 5.6.1.3 are executed.

5.6.6.4 Specific Parameters for Monitoring Event: UE reachability
The description in clause 5.6.1.4 applies with the following clarifications.
1-5. Stepsof clause 5.6.1.4 are executed.

6. The MME/SGSN executes step 6 of clause 5.6.1.4, but if the values proposed by HSSis not acceptable to the
MME/SGSN the MME/SGSN rejects the request and includes acceptable values in the reject message.

7-9. Stepsof clause 5.6.1.4 are executed.

5.6.6.5 Specific Parameters for Monitoring Event: Location Reporting
The description in clause 5.6.1.5 applies with the following clarifications.
1-2. Asdescribed in clause 5.6.1.5.

3. If Accuracy isincluded in step 1 then based on operator configuration the SCEF may map it to permissible
granularity at cell level (CGI/ECGI), eNodeB level or TA/RA level. If Accuracy ishot included in step 1, the
SCEF sets the granularity based on operator configuration. The SCEF adds Location Type and Accuracy prior to
sending the Monitoring Request to the HSS asin step 3 of clause 5.6.1.5.

4, Asdescribedin clause 5.6.1.5.
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9.

Asdescribed in clause 5.6.1.5.

If the MME/SGSN is configured to use an IWK-SCEF for the PLMN of the SCEF and it is a One-time request,
the MME/SGSN starts watching for cell/RA/TA/eNodeB changes, depending on requested Accuracy, and
includes the location information as part of the Monitoring Event Data to the IWK-SCEF in step 7.

If the MME/SGSN is configured to use an IWK-SCEF for the PLMN of the SCEF, then the MME/SGSN shall
executethe step 7 in clause 5.6.6.1.

The IWK-SCEF executes step 8 in clause 5.6.6.1, and if the request included Monitoring Event Data then the
IWK-SCEF may perform normalization of the data according to operator policies.

The IWK-SCEF executes step 9 in clause 5.6.6.1.

10. If the MME/SGSN is configured to use an IWK-SCEF for the PLMN of the SCEF, then the MME/SGSN either

starts to watch for the indicated Monitoring Event, or if the IWK-SCEF rejected the request the MME/SGSN
rejects the request with the cause provided by the IWK-SCEF.

If the MME/SGSN is not configured to use an IWK-SCEF for the PLMN of the SCEF, then the MME/SGSN

executes step 6 of clause 5.6.1.1 and in addition perform any actions required e.g. generating
charging/accounting information.

11-13. Steps 7-9 of clause 5.6.1.1 are executed and include the report of the current or last known location,

depending on what was requested. The SCEF, if not already done by the IWK-SCEF, maps eNodeB-1D/cell-
ID/RAI/TALI to geo-location before reporting to the SCS/AS.

5.6.6.6 Specific Parameters for Monitoring Event: Change of IMSI-IMEI(SV)

Association

The description in clause 5.6.1.6 applies as there are no VPLMN changes.

5.6.6.7 Specific Parameters for Monitoring Event: Roaming Status

The description in clause 5.6.1.6 applies as there are no VPLMN changes.

5.6.6.8 Specific Parameters for Monitoring Event: Communication failure

The description in clause 5.6.1.8 applies with the following clarifications.

1

2.
3.

The SCS/AS sets Monitoring Type to "Communication Failure" prior to sending Monitoring Request to the
SCEF asin step 1 of clause 5.6.1.8.

The SCEF executes step 2 of clause 5.6.1.8.

The SCEF executes step 3 of clause 5.6.1.8.

4. The HSS executes step 4 of clause 5.6.1.8.

5.
6.

7.

8.
9.

The HSS executes step 5 of clause 5.6.1.8.
Not applicable.

If the MME/SGSN is configured to use an IWK-SCEF for the PLMN of the SCEF, the MME/SGSN executes
step 7 of 5.6.6.1.

The IWK-SCEF executes step 8 of clause 5.6.6.1.

The IWK-SCEF executes step 9 of clause 5.6.6.1.

10. The MME/SGSN executes step 6 of clause 5.6.1.8 and starts watching for communication failure events.

11-13. Steps 7-9 of clause 5.6.1.8 are executed.
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5.6.6.9 Specific Parameters for Monitoring Event: Availability after DDN Failure
The description in clause 5.6.1.5 applies with the following clarifications.

1-5. Steps 1-5 are executed according to clause 5.6.6.9.

6. Not applicable.

7. If the MME/SGSN is configured to use an IWK-SCEF for the PLMN of the SCEF, the MME/SGSN executes
step 7 of 5.6.6.1.

8. The IWK-SCEF executes step 8 of clause 5.6.6.1.
9. The IWK-SCEF executes step 9 of clause 5.6.6.1.
10. The MME/SGSN executes step 6 of clause 5.6.1.9.
11-13. Steps 7-9 of clause 5.6.1.9 are executed.

5.6.7 Monitoring Events configuration and deletion directly at the
MME/SGSN for roaming scenarios

In this Release there is no support for Monitoring Events configuration and deletion directly at the MME/SGSN for

roaming scenarios.

5.6.8 Reporting of Monitoring Events from the HSS or the MME/SGSN for
roaming scenarios

5.6.8.1 Reporting Procedure

The following figure illustrates the common procedure flow of reporting Monitoring Events that are detected by the
MME/SGSN or HSS for roaming scenarios. The steps specific to different Monitoring Event types are detailed in
clauses 5.6.8.2t0 5.6.8.8.

MME/ IWK- itori
HSS SCEF Monitoring
SGSN SCEF destination
node
la. Event Detection 1b. Event Detection

2b. Monitoring Indication
Ll

2c. Monitoring Indication

2c. Monitoring Indi¢ation

2a. Monitoring Indication

vy

3. Monitoring Indication
|-

|

Figure 5.6.8.1-1: Monitoring event reporting procedure for roaming scenarios

1. A Monitoring Event is detected by the node at which the Monitoring Event is configured, i.e. either at the
MME/SGSN (14) or at the HSS (1b).

2a. If the MME/SGSN is not configured to use an IWK-SCEF for the PLMN of the SCEF then the MME/SGSN
executes step 2ain clause 5.6.3.1. The MME/SGSN in addition generates any required charging/accounting
information.

2b. The HSS executes step 2b in clause 5.6.3.1.

2c. If the MME/SGSN is configured to use an IWK-SCEF for the PLMN of the SCEF, then the MME/SGSN sends a
Monitoring Indication (SCEF Reference ID and Monitoring Event Report) message to the IWK-SCEF. If the
Monitoring Event configuration was triggered by a One-time Monitoring Request, then the Monitoring Event
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configuration is deleted by the MME/SGSN upon completion of this step. If the MME/SGSN has a Maximum
Number of Reports stored for this monitoring task, the MME/SGSN shall decrease its value by one.

The IWK-SCEF sends a Monitoring Indication (SCEF Reference ID and Monitoring Event Report) message to
the SCEF. If the IWK-SCEF has a Maximum Number of Reports stored for this monitoring task, the
MME/SGSN shall decrease its value by one. When the maximum number of reports is reached for a Continuous
Monitoring Request or in case of a One-time Monitoring Request, the IWK-SCEF ends the reporting on the
SCEF Reference ID.

3. The SCEF executes step 3in clause 5.6.3.1.

5.6.8.2 Reporting Event: Loss of connectivity

la This monitoring event is detected as of step 1a of clause 5.6.8.1, which is when the mobile reachability timer
expires.

2. Dependent on MME/SGSN configuration step 2a or 2c of clause 5.6.8.1 is executed.

3. Step 3 of clause 5.6.8.1 is executed.

5.6.8.3 Reporting Event: UE reachability

la This monitoring event is detected as of step 1a of clause 5.6.8.1, which is when the UE changes to connected
mode.

If Maximum Response Time was included in step 5 of clause 5.6.6.4, then the MME/SGSN keeps the
corresponding S1-U/1u-PS connections of the UE for aduration of at least the Maximum Response Time less the
UE's PSM Active Timer value.

2. Dependent on MME/SGSN configuration step 2a or 2c of clause 5.6.8.1 is executed.

3. Step 3 of clause 5.6.8.1 is executed.

5.6.8.4 Reporting Event: Location Reporting

la. Thismonitoring event is detected as of step 1a of clause 5.6.8.1, which is when the MME/SGSN detects that the
UE changes location with the granularity as requested by the monitoring event configuration.

2. Dependent on MME/SGSN configuration step 2a or 2c of clause 5.6.8.1 is executed. If step 2c is executed, then
the IWK-SCEF maps the reported 3GPP system specific location information to a geo-location and forwardsiit to
the SCEF.

3. Step 3 of clause 5.6.8.1 is executed. The SCEF may map the reported 3GPP system specific location information
to ageo-location and reportsiit.

5.6.8.5 Reporting Event: Change of IMSI-IMEI(SV) association

This monitoring event is executes asin clause 5.6.3.5.

5.6.8.6 Reporting Event: Roaming Status

This monitoring event is executes asin clause 5.6.3.6.

5.6.8.7 Reporting Event: Communication failure

la This monitoring event is detected as of step 1a of clause 5.6.8.1, which is when the MM E/SGSN becomes aware
of aRAN or NAS failure event.

2. Dependent on MME/SGSN configuration step 2a or 2c of clause 5.6.8.1 is executed. If step 2c is executed, then
the IWK-SCEF either forwards the the received failure cause code(s) as-is or an abstracted value to the SCEF.
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3. Step 3 of clause 5.6.8.1 is executed. Based on operator configuration, the SCEF reports either the received
failure cause code(s) as-is or an abstracted value.

5.6.8.8 Reporting Event: Availability after DDN failure

la. Thismonitoring event is detected as of step la of clause 5.6.8.1, which is when the MME/SGSN becomes aware
of UE availability after DDN failure.

2. Dependent on MME/SGSN configuration step 2a or 2c of clause 5.6.8.1 is executed.

3. Step 3 of clause 5.6.8.1 is executed.

5.7 High latency communications procedures

5.7.1  Availability Notification after DDN Failure

5711 General

In this feature, the AS subscribes once and then gets notification only when there has been some data delivery failure
followed by the UE becoming reachable.

This feature involves an entry in the subscription for a UE for "network application triggering when the UE is available
after aDDN failure". Thisisadifferent monitoring event from the "UE is reachabl€" monitoring event. This
information is provided to the serving node (MME/SGSN) at registration. The serving node notes this and sets a Notify-
on-available-after-DDN-failure flag after a DDN failure. If the flag is set when the UE next contacts the network, the
serving node notifies the HSS that the UE is reachable, and will clear the flag.

An important use case for this feature is the application that wants to communicate with a UE that sleeps for along
time. If downlink packets from the application are not delivered, the application recognizes that the UE is not available
by lack of response within a reasonable time from the UE, and then await notification from the network (i.e. from the
MME/SA-SGSN viathe SCEF) of UE reachability. This procedure does not apply to a Gn/Gp-SGSN.

NOTE: The solution is particularly suitable when there is just one SCS/AS.

5.7.1.2 Event Configuration

Thefigure 5.7.1.2-1 below provides the Event configuration procedure.

MME SCS
UE / HSS SCEF /
S4-SGSN AS
1. Trigger
Request
{“notify on
4 available —
2. Monitoring Request after.deh\:ery
{“notify on available _| failure”,
after DDN failure”, UEID)
UEID)
3. The HSS provides the monitoring event request to the
MME/S4-SGSN per steps 5-7 in Figure 5.6.1.1-1.
| 3. Monitoring
Response | 4. Trigger
Response

Figure 5.7.1.2-1: Event Configuration - Availability Notification after DDN Failure
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NOTE 1. Steps 1 and 4 are outside the scope of 3GPP, but shown for information purposes only.

1. The application requests that the SCEF register atrigger to be notified when the UE becomes available after
downlink data delivery fails.

2. The SCEF sends a Monitoring Request message to the HSS to request notification when the UE becomes
available after aDDN failure.

NOTE 2: The Monitoring Request message includes the parameters specified in clause 5.6.1.2.

3. The HSS provides the monitoring event request to the MME/SGSN according to steps 5-7 in Figure 5.6.1.1-1.
4. The HSS internally notes the request, and sends Monitoring Response message to the SCEF.

5. The SCEF responds to the SCS/AS regarding the trigger request.

57.1.3 Notification

Thefigure 5.7.1.3-1 below provides the notification procedure. Thisfigure isrelative to EUTRAN, but the equivalent
figure for UTRAN can be directly derived from this.

PGW/ ScY
UE EUTRAN MME SGW I-||SS SCEF AS
[ ¢— 1. Downlink data
[—2. DDN———

3. DDN failure e.g. no response
from the UE or UE in PSM

|—4. DDN Failure—}

5. MME sets a Notify-
on-available-after-
DDN-failure flag

6. UE contacts the network, e.g., TAU

|
7. MME notes that the
Notify-on-available-
after-DDN-failure flag is
set and resets that flag.

8. Monitoring Indication (UEID)—————

9. UE availablew

10.The
application
chooses to
resend data
it has
queued.

A
A

11. Downlink data

A

Figure 5.7.1.3-1: Notification - Availability Notification after DDN Failure

NOTE 1. Steps1, 9 and 10 are outside the scope of 3GPP, but shown for information purposes only.
1. The application sends downlink data.

2. The PGW forwards the data to the SGW. The SGW sends a Downlink Data Notification (DDN) message to the
MME requesting that UE be paged.
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3. The MME initiates paging for UE but receives no response or the UE isin Power Saving Mode.
4. The MME sendsaDDN failure indication to the SGW.

5. The MME notes the subscription option for notification of availability after DDN failure for the UE, and sets a
Notify-on-available-after-DDN-failure flag. Not every DDN failure triggers this event. This event may be
triggered only when the UE isin PSM.

6. At some later time, the UE contacts the network, e.g., to perform a TAU, or asit executes a service request.
7. The MME notes that UE isavailable and that the Notify-on-available-after-DDN-failure flag for the UE is set.

8. The MME sends a Monitoring Indication to the SCEF that the UE is available, according to clause 5.6.3.1. The
MME also resets the Notify-on-available-after-DDN-failure flag for the UE.

9. The SCEF notifies the application that the UE is available.
10. The application decides to resend data it has queued for the UE.

11. The application sends the queued data toward the UE.

5.7.2 Notification using Monitoring Event "UE Reachability"

If an SCS/AS wants to send downlink packet(s), the SCS/AS can request a One-time "UE Reachability” monitoring
event by sending Monitoring Request message indicating Reachability Type as "Reachability for Data'. The SCS/AS
sends the packet data when it receives notification that the UE is reachable. If the SCS/AS optionally wants to fine-tune
the delivery of the downlink data within the time-window when the UE is reachable, the SCS/AS can configure optional
parameter 'Maximum Response Time' with proper value (as detailed in clause 5.6.1.4).

5.8 Procedure for Informing about Potential Network Issues

58.1 General

This clause contains the detail ed description and the procedures for the service capability exposure feature Informing
about Potential Network |ssues.

An SCS/AS may request for being notified about the network status. The following methods are supported:

- The SCS/AS requests to be informed, one-time, about the network status by providing a geographical area. This
procedure is referred to as one-time network status request;

- The SCS/AS requests to be informed, continuously, about the network status by providing a geographical area.
This procedure is referred to as continuous network status regquest.

NOTE 1: The SCS/AS - SCEF reference point is outside the scope of this specification. Messages on this reference
point are considered as informative.

The procedures described in this clause use the RAN Congestion Awareness Function (RCAF) and corresponding
features as defined in TS 23.401 [7] and TS 23.060 [6]. The SCEF communicates with the RCAF via the Ns reference
point.

After receiving the request for network status notification from the SCS/AS, the SCEF derives the RCAF(s) responsible
for the indicated geographical area, and requests congestion reporting from these RCAF(S).

NOTE 2: The SCEF needsto know the RCAF(s) available in the operator network or the network of the RAN
operator in case of RAN sharing. For every RCAF, the SCEF needs to be configured with the RCAF
address and the geographical areathe RCAF is responsible for. The Ns reference point does not support
roaming.

The RCAF reports to the SCEF the following information from the RUCI (see TS 23.203 [27]) for every cell or eNodeB
belonging to the indicated geographical area:

- Congestion level or an indication of the "no congestion" state;
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- ECGI, or eNodeB-ID, or SAI for which the congestion level is being provided.

Based on the congestion information the SCEF receives from the identified RCAF(s), the SCEF derives and reports the
network status for the geographical area as Network Status Indication (NSI) to the SCS/AS. When reporting to the
SCY/AS, the NSI shall not include any 3GPP location information.

NOTE 3: Either exact values for congestion status, as reported by RCAF(s) to SCEF or abstracted values e.g.
(High, Medium, Low) can be reported by the SCEF to the SCS/AS. The calculation and the reporting of
the NSI to the SCS/AS depends on operator configuration (SLAS, network topology, usage etc), and is
outside the scope of this specification.

When an SCS/AS requests One-time Network Status from the SCEF, the SCEF can optionally provide atime interval at
which the SCS/AS is allowed to re-issue the same request for network status.

NOTE 4: Thetimeinterval provided by SCEF can be ignored by the SCS/AS if the subsequent regquest on network
statusis considerably different wrt. the geographical area.

The request procedure for one-time or continuous reporting of network status is described in clause 5.8.2 and the report
procedure for continuous reporting of network status in clause 5.8.3. Clause 5.8.4 contains the removal procedure for
the continuous reporting of network status.

5.8.2 Request procedure for one-time or continuous reporting of network
status

This procedureis used by an SCS/AS to retrieve Network Status Information (NSI) from the network. This procedure
can be used to request a one-time or continuous reporting of network status. Figure 5.8.2-1 illustrates the procedure.

RCAF SCEF SCS
IAS

1. Network Status Request
(geographic area)

2. Authorization

3. Aggregated Congestion Request
(SCEF ID, location)

4. Aggregated Congestion Report
(SCEF ID, congestion status list)

5. Derive NSI

6. Network Status Report
(NSI)

Figure 5.8.2-1: Request procedure for one-time or continuous reporting of network status

NOTE 1: Step 1 and 6 are outside of 3GPP scope, but are shown for informative purposes only.

1. When the SCS/AS needsto retrieve NSI, the SCS/AS sends a Network Status Request (Geographical area,
SCS/AS Identifier, SCS/AS Reference 1D, Duration, Threshold) message to the SCEF. Duration indicates the
time for which a continuous reporting is requested. The absence of Duration indicates a one-time reporting.
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Threshold indicates arange at which the SCS/AS wishes to be informed of the network status. Multiple
Threshold values may be included.

NOTE 2: Geographical area specified by SCS/AS could be at cell level (CGI/ECGI), TA/RA level or other formats
e.g. shapes (e.g. polygons, circles etc.) or civic addresses (e.g. streets, districts etc.) as referenced by
OMA Presence API [32].

2. The SCEF authorizes the SCS/AS request for notifications about potential network issues. The SCEF stores
SCS/AS Address, SCS/AS Reference ID, Duration, if present and Threshold if present. The SCEF assigns an
SCEF Reference ID.

NOTE 3: Based on operator policies, if either the SCS/AS is not authorized to perform this request (e.g. if the SLA
does not allow for it) or the SCS/AS has exceeded its quota or rate of submitting requests, the SCEF
sends a Network Status Response (Cause) message with a Cause value appropriately indicating the error.

3. The SCEF assigns an SCEF Reference ID and identifies, based on local configuration (as described in
clause 5.8.1), the RCAF(s) responsible for the provided Geographical Area. For every identified RCAF, the
SCEF derives a Location Area from the Geographical Area provided by the SCS/AS. The Location Areais
according to operator configuration either a 3GPP location area (e.g. list of TA/RAS, list of cell(9), list of
eNodeBs etc) or a sub-area of the Geographical Area provided by the SCS/AS. The SCEF sends an Aggregated
Congestion Request (SCEF Reference ID, Location Area, Duration, Threshold) message to the identified
RCAF(s). Duration indicates the time for which a continuous reporting is requested. The absence of Duration
indicates a one-time reporting. The SCEF, based on operator policies, may chose a different Threshold value
than the one indicated by the SCS/AS in step 1.

4. The RCAF examines the Aggregated Congestion Request message. If the SCEF provided a Duration, the RCAF
stores the SCEF instructions and starts to monitor the set of cells or eNodeBs belonging to the Location Areafor
achange in the congestion status that is crossing a Threshold (if provided by the SCEF). The RCAF sends an
Aggregated Congestion Report to the SCEF including the SCEF Reference ID and, depending on the operator
configuration and current RCAF knowledge, the congestion status for every cell or eNodeB belonging to the
Location Arearequested by the SCEF.

5. The SCEF verifies whether the Network Status Request identified viathe SCEF Reference ID isvalid and active
and stores the report. After receiving reports from al the involved RCAF(s) to which step 3 was executed, the
SCEF derives the NSl for the requested Geographical Area by combining all reports with the same SCEF
Reference ID in an operator configurable way (governed by SLAS, network topology, usage etc).

NOTE 4: Either exact values for congestion status, as reported by RCAF(s) to SCEF or abstracted values e.g.
(High, Medium, Low) can be reported by the SCEF to the SCS/AS. The calculation and the reporting of
the NSI to the SCS/AS depends on operator configuration (SLAS, network topology, usage etc), and is
outside the scope of this specification.

6. The SCEF send a Network Status Report (SCS/AS Reference 1D, NSI) message to the SCS/AS.

5.8.3 Report procedure for continuous reporting of network status

This procedure is used by the SCEF to report a change of Network Status Information (NSI) to the SCSYAS which
requested a continuous reporting of network status. Figure 5.8.3-1 illustrates the procedure.
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RCAF SCEF SCS
IAS

1. Aggregated Congestion Report
(SCEF 1D, congestion status list)

3. Derive NSI

4. Network Status Report (NSI)

5. Acknowledgement

Figure 5.8.3-1: Report procedure for continuous reporting of network status

NOTE 1: Step 4 and 5 are outside of 3GPP scope, but are shown for informative purposes only.

1. The RCAF detects a change in the congestion status that is crossing a Threshold (if provided by the SCEF) for
the set of cells or eNodeBs belonging to the Location Area requested by the SCEF. An Aggregated Congestion
Report message is sent to this SCEF including the SCEF reference 1D and, depending on the operator
configuration, the congestion status for every cell or eNodeB belonging to the Location Area requested by the
SCEF.

2. The SCEF acknowledges the report to the RCAF.

NOTE 2: Step 1 and 2 can happen multiple times and the Aggregated Congestion Report message can be sent by
any of the involved RCAFs.

3. Whenever anew Aggregated Congestion Report message arrives, the SCEF stores the report and derives a new
NSI for the requested geographical area by combining this report with all other reports having the same SCEF
reference ID in an operator configurable way (governed by SLAS, network topology, usage etc.).

NOTE 3: Either exact values for congestion status, as reported by RCAF(s) to SCEF or abstracted values e.g.
(High, Medium, Low) can be reported by the SCEF to the SCS/AS. The calculation and the reporting of
the NSI to the SCS/AS depends on operator configuration (SLAS, network topology, usage etc), and is
outside the scope of this specification.

4. Triggered by a NSl change (derived in step 3) that is crossing a Threshold (if provided by the SCS/AS), the
SCEF sends a Network Status Report (SCS/AS Reference ID, NSI) message to the SCS/AS.

5. The SCS/AS acknowledges the report to the SCEF.

5.8.4 Removal procedure for continuous reporting of network status
This procedure is used for termination of the continuous reporting of network status. It can be triggered by the SCS/AS

at any time before the Duration is over or if no Duration was provided. The SCEF will trigger this procedure when the
Duration is over. Figure 5.8.4-1 illustrates the procedure.
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RCAF SCEF SCS
IAS

e S

1
1 la Detectend of Duration ;
1 1

1b. Cancel Network Status Request

i 2b. Authorization i

4. Cancel Aggregated Congestion
Request (SCEF ID)

5. Cancel Aggregated

Congestion Response
(SCEF ID)

6. Remove State

Figure 5.8.4-1: Removal procedure for continuous reporting of network status

NOTE 1: Step 1b and 3b are outside of 3GPP scope, but are shown for informative purposes only.

la. The SCEF detects that the requested Duration for an ongoing continuous reporting of network statusto an
SCS/ASisover and indentifies the corresponding SCEF Reference ID.

1b. When the SCS/AS needs to terminate an ongoing continuous reporting of network status, the SCS/AS sends a
Cancel Network Status Request (SCS/AS Identifier, SCS/AS Reference D) message to the SCEF.

2b. The SCEF authorizes the SCS/AS request and indentifies the corresponding SCEF Reference ID.

3b. If the SCS/AS requested to terminate an ongoing continuous reporting of network statusin step 1b, the SCEF
sends a Cancel Network Status Response (SCS/AS Reference |D) message to the SCS/AS.

4. The SCEF identifies the RCAF(s) involved in the continuous reporting represented by the SCEF Reference ID.
The SCEF sends a Cancel Aggregated Congestion Request (SCEF Reference D) message to the identified
RCAF(s).

5. The RCAF removes the related SCEF instructions and stops monitoring the set of cells or eNodeBs belonging to
the Location Area for a change in the congestion status. Afterwards, a Cancel Aggregated Congestion Response
is sent to the SCEF including the SCEF Reference ID.

6. The SCEF removes all state information related to this continuous reporting represented by the SCEF Reference
ID.

5.9 Procedure for resource management of background data
transfer

This clause describes the procedure for resource management of background data transfer to a set of UES, i.e. an
SCS/AS requesting a time window and related conditions from the SCEF via the Nt interface.

The UEs targeted for background data transfer may be served by a single PCRF or may be spread across multiple
PCRFs serving the same or different geographic areas. The operator shall ensure that any of the PCRFs in the network
is able to make the decision about transfer policy for background data transfer for non-roaming UEs.
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The transfer policy will be stored in the SPR together with areference ID. This ensures that the transfer policy is
available to every PCRF responsible for a UE which is subject to this background data transfer in the future. In addition,
other (or the same) PCRF can take this transfer policy into account during subsequent decisions about transfer policies
for background data related to other SCS/AS.

At alater point in time, when the SCS/AS contacts the PCRF for individual UES, e.g. to request sponsored connectivity
for background data transfer, the SCS/AS needs to also provide the reference ID together with the SCS/AS session
information viathe Rx interface. The reference ID enables the PCRF to correlate the SCS/AS request (that isrelated to
the UE) with the transfer policy retrieved from the SPR (that is related to the SCS/AS). The PCRF finally triggers PCC
procedures according to 3GPP TS 23.203 [27] to provide the respective policing and charging information to the PCEF.

PCEF SPR PCRF SCEF SCS
IAS
1. Background data transfer

request

<
<«

2. Authorization

3. PCC procedures (refer to TS 23.203)

4. Background data transfer
response

Ll
5. Background data transfer
request

6. Background data transfer
response

7. PCC procedures (refer to TS 23.203)

I [
8. PCC procedures according to TS 23.203
T T T T T

Figure 5.9-1: Resource management for background data transfer

NOTE 1. Step 1, 4, 5 and 6 are outside of 3GPP scope, but are shown for informative purposes only.

1. A 3rd party SCS/AS sends a Background data transfer request (SCS/AS Identifier, SCS/AS Reference ID,
Volume per UE, Number of UEs, Desired time window) message to the SCEF. The Volume per UE describes
the volume of datathe SCS/AS expectsto be transferred per UE. Number of UESs describes the expected amount
of UEs participating in the data transfer. Desired time window describes the time interval during which the
SCS/AS wants to redlize the data transfer. Optionally, the SCS/AS can provide a geographic areainformation.

NOTE 2: The SCS/AS does not provide any information about the identity of the UEs in this request.
2. The SCEF authorizes the SCS/AS request.
NOTE 3: The SCEF notifiesthe SCS/AS at this point if the authorization fails.

3. The SCEF selects any of the available PCRFs and triggers the Negotiation for future background data transfer
procedure with the PCRF. The SCEF forwards the parameters provided by the SCS/AS. The PCRF responds to
the SCEF with the possible transfer policies and areference ID. Refer to TS 23.203 [27] clause 7.11.1.

4. The SCEF forwards the reference ID and the transfer policies to the 3rd party SCS/AS by sending a Background
data transfer response (SCS/AS Identifier, reference ID, Possible transfer policies) message. The SCS/AS stores
the reference ID for the future interaction with the PCRF.

5. If more than one transfer policy was received, the 3rd party SCS/AS shall select one of them and send another
Background data transfer request (SCS/AS Identifier, SCS/AS Reference ID, Selected transfer policy) message
to inform the SCEF and PCRF about the selected transfer policy.

NOTE 4: If thereis only onetransfer policy offered, the SCS/AS is not required to confirm.
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6. The SCEF confirms the transfer policy selection to the 3rd party SCS/AS by sending a Background data transfer
response (SCS/AS Identifier) message.

7. The SCEF continues the Negotiation for future background data transfer procedure with the PCRF. The PCRF
stores the reference ID and the new transfer policy in the SPR. Refer to TS 23.203 [27] clause 7.11.1.

8. When the SCS/AS contacts the same or a different PCRF at alater point in time for an individual UE (viathe Rx
interface), the SCS/AS shall provide the reference ID. The PCRF correlates the SCS/AS request with the transfer
policy retrieved from the SPR viathe reference ID. The PCRF finally triggers PCC procedures according to
3GPP TS 23.203 [27] to provide the respective policing and charging information to the PCEF for the
background data transfer of this UE.

NOTE 5: The SCS/AS will typically contact the PCRF for the individual UEs to request sponsored connectivity for
the background data transfer.

5.10 Communication Pattern parameters provisioning procedure

5.10.1 Communication Pattern parameters
A set of Communication Pattern (CP) parametersis defined in the table below. All CP parameters are optional.

These CP parameters are specific for a UE. Sets of these CP parameters are provided by the SCEF to the HSS which
distributes them to the corresponding MME with relevant subscriber data. Each CP parameter set shall have an
associated validity time. The validity time indicates when the CP parameter set expires and shall be deleted by the
HSS/MME. The validity time may be set to a value indicating that the particular CP parameter set has no expiration
time. When the validity time expires, the involved nodes (SCEF, HSS, and MME) autonomously del ete the associated
CP parameter set with no additional signalling between the involved nodes.

NOTE : Itisexpected that the format of validity time, to be defined by Stage 3, is defined in a manner which
alows SCEF, HSS and MME/SGSN to consistently and uniformly interpret the expiration of the
associated CP parameters set.

Table 5.10.1-1: CP parameters

CP parameter Description
1) Periodic communication indicator Identifies whether the UE communicates periodically or not, e.g. only on
demand. [optional]
2) Communication duration time Duration interval time of periodic communication [optional, may be used

together with 1)]
Example: 5 minutes

3) Periodic time Interval Time of periodic communication [optional , may be used together
with 1)]
Example: every hour

4) Scheduled communication time Time zone and Day of the week when the UE is available for communication
[optional]
Example: Time: 13:00-20:00, Day: Monday

5) Stationary indication Identifies whether the UE is stationary or mobile [optional]
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5.10.2 Communication Pattern parameters provisioning to the MME

MME

HSS SCEF SCSIAS

1. Update request (Qommunication Pattern)

<
<

2. Select CP
parameter

3. Update CP Paramgter Request

4. Update UE
subscription

5. Update CP Paramgter Response

| s. Update Response

7. Provide CP parameters or
deletion notice to the MME

Figure 5.10.2-1: Signalling sequence for provisioning of CP Parameters

1. The SCS/AS sends an Update Request (External Identifier or MSISDN, SCS/AS Identifier, SCS/AS Reference
ID(s), CP parameter set(s), validity time(s), SCS/AS Reference | D(s) for Deletion) message to the SCEF.

NOTE 1: The SCS/AS uses this procedure to add, change or delete some or al of the CP parameter sets of the UE,
e.g. if the ASisaware that the UE has started or stopped moving for a significant time period, especially
if the ASisinstructing the UE to do so, then the SCS/AS provides the corresponding CP parameter set(s)
and its validity time to the SCEF. The interface between SCEF and SCS/AS is outside the scope of 3GPP
and the messages in the Figure are exemplary.

2. The SCEF checksif the SCS/AS is authorised to send CP requests. The SCEF filters and the selects the CP
parameter sets(s) for add/modify/del ete based on operator policy or configuration.

NOTE 2: If there are several CP parameter sets active for one UE, then the SCEF assures that the different CP
parameter sets are not overlapping, e.g. based on the Scheduled communication time and/or

Comm

EXAMPLE 1:

EXAMPLE 2:

unication duration time parameters.

For example, one CP parameter set may indicate that the UE is scheduled to communicate at 04:00
every day for 30 seconds, and another CP parameter set may indicate that the UE is scheduled to

communicate at 23:30 every day for 45 seconds. These would be non-overlapping CP parameter
sets.

Asasecond example, if one CP parameter set indicated that the UE is scheduled to communicate
at 04:00 every day for 30 seconds and another CP parameter set indicated that the UE is scheduled
to communicate at 04:00 every day for 90 seconds, the two CP parameter sets would be
overlapping.

In this release, to avoid receiving CP parameter sets from multiple SCEFs that might be overlapping, the HSS
shall accept CP parameter sets from only a single SCEF for agiven UE.

3. The SCEF sends Update CP Parameter Request (External Identifier or MSISDN, SCEF Reference 1D(s), SCEF
Address, CP parameter set(s), validity time(s), SCEF Reference ID(s) for Deletion) messages to the HSS for

delivering the

selected CP parameter set(s) per UE. There may be multiple CP parameter setsincluded in this

message Where each CP parameter set for addition or modification has been determined to be non-overlapping
with other CP parameter sets either included in the message or already provisioned for agiven UE. The SCEF

derives the SCEF Reference (IDs) for CP parameter sets to be sent to the HSS based on the SCS/AS Reference
ID(s) from the SCS/AS.
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NOTE 3: A request for deletion of a CP parameter set from the SCS/AS may result in arequest for modification of
the non-overlapping CP parameter set by the SCEF.

4. The HSS examines the Update CP Parameter Request message, e.g. with regard to the existence of External
Identifier or MSISSN. If the check fails, the HSS immediately sends a response message back to the SCEF
following step 5. The HSS resolves the External Identifier or MSISDN to an IMS| and stores the CP parameter
set(s) and their validity time(s) as part of UE subscription data identified by the IMSI, so that the CP parameter
set(s) can be forwarded to the serving MME when the serving MME is changed due to the mobility of the UE.

The HSS determines that a stored CP parameters set is to be modified by the fact that the SCEF Reference ID
associated with the CP parameters set matches an SCEF Reference ID for a CP parameters set already stored for
agiven UE. If the HSS determines that an existing CP parameter set isto be modified, the HSS discards the
already stored CP parameter set and stores the new CP parameter set and validity time under the same SCEF
Reference ID.

The HSS stores a new CP parameter set along with the associated SCEF Reference ID and validity time.

If CP parameters sets are to be deleted, the HSS removes the CP parameters sets from the subscription.

If the validity time for a CP parameter set stored in the HSS expires, the HSS autonomously deletes the
associated CP parameter set with no additional signalling.

NOTE 4: The CP parameter set(s) are not provided to the SGSN.
NOTE 5: The HSS does not need to validate the content of the stored CP parameters set(s).

5. The HSS sends Update CP Parameter Response (SCEF Reference ID, Cause) message to the SCEF. The cause
value indicates successful subscription update or the reason of failed subscription update.

6. The SCEF sends the Update Response (SCS/AS Reference I D, Cause) message to inform the SCS/AS whether
the provision of the CP parameter set(s) was successful.

7. The HSSinitiates an Insert Subscription Data procedure to send the CP parameter set(s) with the corresponding
validty time(s) , SCEF Reference 1D(s), and SCEF Reference ID(s) for Deletion to the MME.

The MME determines that a stored CP parameters set isto be modified by the fact that the SCEF Reference ID
associated with the CP parameters set matches an SCEF Reference ID for a CP parameters set already stored for
the UE. If the MME determines that an existing CP parameter set is to be modified, the MME discards the
aready stored CP parameter set and stores the received CP parameter set with the associated validity timein the
UE's (E)MM context under the same SCEF Reference ID.

The MME stores a new CP parameter set along with the associated SCEF Reference ID and validity time. The
MME may use the CP parameter set(s) as described in TS 23.401 [7].

If CP parameter sets are to be deleted, the MME removes the CP parameter sets from the subscription.

If the validity time for a CP parameter set stored in the MME expires, the MM E autonomously deletes the
associated CP parameter set with no additional signalling.

5.11  Setting up an AS session with required QoS procedure

This clause describes the signalling flow for setting up a 3rd party AS session with a specific QoS.
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PCEF PCRF 0OCS SCEF SCs/
AS

1. On-demand QoS request
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2. Authorization

3. Parameter
mapping

4. PCRF initiated IP-CAN Session Modification according to TS23.203 clause 7.4.2

5. On-demand QoS response

»
>

Figure 5.11-1: Setting up an AS session with required QoS

NOTE 1. Step 1 and 5 are outside of 3GPP scope, but are shown for informative purposes only.

1

When setting up the connection between SCS/AS and the UE with required QoS for the service, the SCS/AS
sends an On-demand QoS request message (UE IP address, SCS/AS Identifier, SCS/AS Reference ID,
Description of the application flows reference to a pre-defined QoS) to the SCEF. Optionally, a period of time or
atraffic volume for the requested QoS can be included in the SCS/AS request.

. The SCEF authorizes the SCS/AS request and may apply policies to control the overall amount of pre-defined

QoS authorized for the SCS/AS.

NOTE 2: The SCEF notifiesthe SCS/AS at this point if the authorization fails.

3.

The SCEF maps the UE | P address, the SCS/AS Identifier, the Description of the application flows and the
reference to pre-defined QoS information to existing Rx parameters (including the optionally received period of
time or traffic volume which is mapped to sponsored data connectivity information). The SCEF acts as an AF
defined in TS 23.203 [27].

NOTE 3: Before the reference to pre-defined QoS information is mapped to Rx parameters, the SCEF can perform

4,

a mapping from the name space of the 3rd party SCS/AS to the name space of the operator.

The SCEF interacts with the PCRF via the Rx interface and triggers a PCRF initiated |P-CAN Session
Modification as described in clause 7.4.2 of TS 23.203 [27]. The SCEF shall request to be notified about the
transmission resource status.

The PCRF derives the required QoS based on the information provided by the SCEF and determines whether this
QoS isalowed (according to the PCRF configuration for this 3rd party SCS/AS), and notifies the result to the
SCEF.

The PCRF notifies the SCEF whether the transmission resources corresponding to the QoS request are
established or not.

The SCEF sends an On-demand QoS response message (SCS/AS ldentifier, SCS/AS Reference ID, Result) to
the SCS/AS. Result indicates whether the QoS request is granted or not.
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5.12 Change the chargeable party at session set-up or during

the session procedure

5.12.1 Set the chargeable party at session set-up

This clause describes the signalling flow for setting the chargeable party at AS session set-up. The SCS/AS may either
request to sponsor the traffic from the beginning or may request to become the chargeable party at alater point in time.

PCEF PCRF OCs SCEF SCSs
IAS

1. Set chargeable party
request

&
<

2. Authorization

3. PCRF initiated IP-CAN Session Modification according to TS23.203 clause 7.4.2

4. Set chargeable party
response

v

Figure 5.12.1-1: Set the chargeable party at AS session set-up

NOTE 1: Step 1 and 4 are outside of 3GPP scope, but are shown for informative purposes only.

1

When setting up the connection between the AS and UE, the SCS/AS may request to become the chargeable
party for the session to be set up by sending a Set chargeable party request message (SCS/AS Identifier, SCS/AS
Reference | D, Description of the application flows, sponsor information, Sponsoring Status) to the SCEF,
including optionally a usage threshold. The Sponsoring Status indicates whether sponsoring is started or stopped,
i.e. whether the 3rd party service provider is the chargeable party or not.

The SCEF authorizes the SCS/AS request to sponsor the application traffic and stores the sponsor information
together with the SCS/AS Identifier and the SCS/AS Reference ID.

NOTE 2: The SCEF notifiesthe SCS/AS at this point if the authorization fails.

NOTE 3: Based on operator configuration, the SCEF may skip this step. In this case the authorization is performed

by the PCRF in step 3.

3. The SCEF interacts with the PCRF by triggering a PCRF initiated |P-CAN Session Modification as described in

clause 7.4.2 of TS 23.203 [27] and provides I P filter information, sponsored data connectivity information (as
defined in TS 23.203 [27]), and Sponsoring Status (if received from the SCS/AS) to the PCRF.

NOTE 4: The SCEF maps the Sponsoring Status to existing Rx parameters.

The PCRF determines whether the request is allowed and notifies the SCEF if the request is not authorized.

As specified in TS 23.203 [27], the PCRF determines the PCC rule(s) for the specified session including
charging control information. Charging control information shall be set according to the Sponsoring Status (if
received over RX), i.e. either indicating that the 3rd party service provider is the chargeable party or not. The
PCC rule(s) for the specified session shall then be provided to the PCEF. In case of online charging and
depending on operator configuration, the PCEF may request credit when the first packet corresponding to the
service is detected or at the time the PCC Rule was activated.

The PCRF notifies the SCEF that the request is accepted.

The SCEF sends a Set chargeabl e party response message (SCS/AS ldentifier, SCS/AS Reference 1D, Result) to
the SCS/AS. Result indicates whether the request is granted or not.
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5.12.2 Change the chargeable party during the session

This clause describes the signalling flow for changing the chargeable party during an ongoing AS session, i.e. the
SCS/AS starting or stopping to sponsor the application traffic.

PCEF PCRF OCs SCEF SCS
IAS

1. Change chargeable party
request

<«

2. Authorization

3. PCRF initiated IP-CAN Session Modification according to TS23.203 clause 7.4.2

4. Change chargeable party
response

»
»

Figure 5.12.2-1: Change chargeable party during an AS session

NOTE 1: Step 1 and 4 are outside of 3GPP scope, but are shown for informative purposes only.

1. For theongoing AS session, the SCS/AS may send a Change chargeable party request message (SCS/AS
Identifier, SCS/AS Reference ID, Sponsoring Status) to the SCEF, including optionally a usage threshold. The
Sponsoring Status indicates whether sponsoring is enabled or disabled, i.e. whether the 3rd party service
provider isthe chargeable party or not.

2. The SCEF authorizes the SCS/AS request of changing the chargeable party.
NOTE 2: The SCEF notifiesthe SCS/AS at this point if the authorization fails.

NOTE 3: Based on operator configuration, the SCEF may skip this step. In this case the authorization is performed
by the PCRF in step 3.

3. Based on the SCS/AS Identifier and the SCS/AS Reference 1D the SCEF determines the relevant Rx session and
interact with the PCRF by triggering a PCRF initiated |P-CAN Session Modification as described in clause 7.4.2
of TS 23.203 [27]. The SCEF provides sponsored data connectivity information (as defined in TS 23.203 [27])
and the Sponsoring Status to the PCRF.

NOTE 4: The SCEF maps the Sponsoring Status to existing Rx parameters.
The PCRF determines whether the request is allowed and notifies the SCEF if the request is not authorized.

The PCRF identifies the affected PCC rule(s) and reacts based on their current status. If the traffic is subject to
subscriber charging in the PCEF and the PCRF receives a Sponsoring Status indicating that sponsoring is started,
the PCC rule(s) for the specified session shall be modified so that the charging control information indicates that
the 3rd party service provider is charged for the traffic. If the traffic is subject to 3rd party charging in the PCEF
and the PCRF receives a Sponsoring Status indicating that sponsoring is stopped, the PCC rule(s) for the
specified session shall be modified so that the charging control information indicates that the 3rd party service
provider is no longer charged for the traffic. As specified in TS 23.203 [27], PCRF modifies the PCC rule(s) of
the service data flow accordingly and provides them to the PCEF. In case of online charging and depending on
operator configuration, the PCEF may request credit when the first packet corresponding to the serviceis
detected or at the time the PCC Rule was activated.

The PCRF notifies the SCEF that the request is accepted.

4. The SCEF sends a Change chargeable party response message (SCS/AS ldentifier, SCS/AS Reference 1D,
Result) to the SCS/AS. Result indicates whether the request is granted or not.
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Annex A (Informative):
MTC Deployment Scenarios

In the indirect and hybrid models, the deployment of a SCS may be inside or outside the operator domain asillustrated
in figures A-1 and A-2. When the SCSis part of the operator domain (figure A-1 C and figure A-2), the SCSis
considered a mobile operator internal network function, is operator controlled, and may provide operator value-added
services. In this case, security and privacy protection for communication between the MTC-IWF and SCSis optional .
When the SCSis deployed outside the operator domain (figure A-1 B and A-2), the SCSis MTC Service Provider
controlled. In this case, security and privacy protection for communication between the MTC-IWF and SCSis needed.
In the direct model (figure A-1 A), there may not be an external or internal SCS in the communication path.

Application
Server

Application
Server

Application
Server

Boundary

Operator
Network

Operator

Network Operator Network

Control plangeeeeee
User plane

UE UE UE

A. Direct Model B. Indirect Model C. Indirect Model
(MTC Service Provider (Mobile Network Operator
Controlled) Controlled)

Figure A-1: Deployment scenarios for direct and indirect model
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Figure A-2: Deployment scenarios for hybrid model

An operator may deploy the hybrid model with a combination of no internal and external SCS (asin the Direct Model)
and internal and/or external SCS (asin the Indirect Model). As shown in Figure A-2, aUE may be in communications
with multiple SCSsin an HPLMN which can be made up of a combination of operator controlled and MTC service
provider controlled SCSs. In that scenario, the MTC Service provider controlled SCS, and the 3GPP operator controlled
SCS may offer different capabilities to the MTC Applications.

Though not illustrated, it is also possible that the deployment of an AS may be inside the operator domain and under
operator control.
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Annex B (Informative):
Trigger Delivery using T5

NOTE: T5triggering iswork in progress and not part of this Release.

UE SGSN/ HSS MTCIWF
MME/

MSC

1. Submit Request

d
u

CDR
Generation

2.Transfer Trigger

3. Delivery Report

Figure B-1: T5 Trigger Delivery Flow

1. The MTC-IWF usesthe UE capabilities, serving CN node(s) capabilities retrieved from the HSS to select a
suitable serving CN node capable of T5 triggering. The MTC-IWF sends a Submit Request (IMSI, message
priority, MTC-IWF ID, reference number, single delivery attempt flag (optional), validity time (optional),
Request type (trigger application), application PDU) to the serving CN node. If there is more than one serving
CN node, the MTC-IWF should send the message to the serving CN node where the UE is currently camping
with highest probability e.g. based on information received from HSS or cached information from earlier trigger
attempts.

2. The serving CN node indicates the Request type (trigger application), application PDU, MTC-IWF ID,
Reference number within the NAS message and deliversit to the UE. Serving CN node generates the necessary
CDR information for charging. UE provides the trigger content and trigger type to the corresponding application.

Editor's Note: It is FFS whether and how a generic container or SM S can be used to transport the trigger content.

NOTE: If the UEisinidle mode, the serving CN node may page the UE prior to sending a NAS message for
delivering the trigger.

The UE responds with the delivery status (cause), MTC-IWF ID, Reference number, Response type (trigger
application), and optionally, application PDU.

3. The serving CN node sends a Delivery Report (IMSI, cause, reference number, delivered by CN node, Response
type (trigger application), and if received, application PDU) message to the MTC-IWF. Cause indicates whether
the Trigger-Message was successfully delivered to the UE or if failed, the reason for the failure.
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Annex C (Informative):
Triggering with OMA Push

C.1 General

The 3GPP Device Trigger function enables a transport of application defined triggers to be delivered from a Service
Capability Server (SCS) towards the UE. One defined application trigger framework is OMA Push Architecture [20].
OMA Push defined messages can be carried as payload in the Device Trigger message.

C.2  Triggering flow using Service Loading

MSC PGW MTC SCS
UE MME GGSN SMS-SC HSS WE DNS
SGSN

1. Trigger requested

2. Trigger submitted over 3GPP access

3. Forward to
pplication

>

4, PDP/PDN connection activation

5. Retrieve content

v

d
<

6. Additional Application Communication

Figure C.2-1: Triggering flow using OMA Push

1. The SCS generates content (e.g. an MTC application specific command) and a URI towards the content (or
receives a URI towards content from another source) and then the SCS (performing OMA Push Proxy Gateway
functionality) generates a Push Message [19] with the PDU set according to Service Loading [17], and sends a
trigger request over Tsp according to clause 5.2.1.

2. The MTC-IWF receives the trigger request and sends it according to clause 5.2.1.

3. The UE SMSdispatcher receivesthe SMS and routes it to the OMA Push Client which has registered for the
triggering routing identifier (e.g. SMS Application port). The OMA Push Client, optionally validates the source
(using white-list defined in OMA Push Management Object [18]) and then forwards the trigger using the
Application-ld (e.g. to the M2M Service Capability Layer).

4. The UE activates a PDP/PDN connection.
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5. The content described as part of the URI isretrieved (retrieval of content is mandatory for content type Service
Loading [17]).

6. Based on the content retrieved the addressed Application may perform additional actions (e.g. the M2M Service

Capability Layer may convey the information to an M2M Application addressed as part of the "command”
retrieved, within the same or in a different physical device), but thisis outside scope of 3GPP standardisation.
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Annex D (Informative):
Device triggering using direct model over user plane

The following flow shows an example of device triggering using direct model over user plane. In this example, an
application in the UE explicitly registers with aDT-AS/SCS (Device Trigger Application Server) in the home operator's
network using an existing PDN connection (e.g., default PDN connection). The DT-AS uses the information from the
application registration (such as | P address, port, protocol, etc.) to deliver the incoming device triggers, forwarded by
another AS (e.g., third party AS) or itself, to the UE through the user plane. Once the UE receives the trigger, the UE
either uses the existing PDN connection or the UE sets up anew PDN connection to the appropriate APN to contact the
third-party Application Server.

UE PGW!/ DT-AS/SCS AS
GGSN (operator n/w) (third party)

1. Application layer registration over user plane through first PDN

2. DT-AS receives a
trigger from a third-party
AS to contact the UE

3. DT-AS delivers the trigger to the UE over user plane

4. UE either uses the existing PDN connection or establishes a new PDN connection to contact
the appropriate AS

Figure D-1: Triggering flow using direct model over user plane

1. The UE/MTC application registers with the DT-AS in an operator's network using an existing PDN connection
(for e.g., default PDN). The registration information, for example, could include the |Pv4/1Pv6 address and the
port number where the application is reachable.

2. TheDT-ASreceivesatrigger from athird-party AS to reach the UE.
3. The DT-ASdeliversthe trigger to the UE over the user plane.

4. The UE either uses the existing PDN connection or sets up a new PDN connection using the appropriate APN to
contact the third-party AS.
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Annex E (Informative):
Change history

Change history

Date TSG# [TSG Doc. [CR |Rev [Cat |Subject/Comment Old New
2012-02 |SP-55 |SP-120095 |- - - MCC Update to version 1.0.0 for presentation to TSG SA for 0.2.0 (1.0.0
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