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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document defines a call control protocol for use in the IP Multimedia (IM) Core Network (CN) subsystem
based on the Session Initiation Protocol (SIP), and the associated Session Description Protocol (SDP).

The present document is applicable to:
- theinterface between the User Equipment (UE) and the Call Session Control Function (CSCF);
- theinterface between the CSCF and any other CSCF;
- theinterface between the CSCF and an Application Server (AS);
- theinterface between the CSCF and an 1SC gateway function;
- theinterface between the | SC gateway function and an Application Server (AS);
- theinterface between the CSCF and the Media Gateway Control Function (MGCF);
- theinterface between the S-CSCF and the M ultimedia Resource Function Controller (MRFC);
- theinterface between the Application Server (AS) and the Multimedia Resource Function Controller (MRFC);
- theinterface between the S-CSCF and the Media Resource Broker (MRB);
- theinterface between the AS and the MRB;
- theinterface between the MRB and the MRFC;
- theinterface between the CSCF and the Breakout Gateway Control Function (BGCF);
- theinterface between the BGCF and the MGCEF,;
- theinterface between the CSCF and an IBCF;
- theinterface between the IBCF and AS, MRFC or MRB;
- theinterface between the E-CSCF and the Location Retrieval Function (LRF);
- theinterface between the BGCF and any other BGCF;
- theinterface between the CSCF and an external Multimedia I P network;
- theinterface between the E-CSCF and the EATF;
- theinterface between the P-CSCF and the ATCF;
- theinterface between the ATCF and the I-CSCF;
- theinterface between the ATCF and the IBCF; and
- theinterface between the transit function and the AS.

Where possible the present document specifies the requirements for this protocol by reference to specifications
produced by the IETF within the scope of SIP and SDP. Where thisis not possible, extensionsto SIP and SDP are
defined within the present document. The document has therefore been structured in order to allow both forms of
specification.

AstheIM CN subsystem is designed to interwork with different IP-Connectivity Access Networks (IP-CANSs), the IP-
CAN independent aspects of the IM CN subsystem are described in the main body and annex A of this specification.
Aspects for connecting a UE to the IM CN subsystem through specific types of IP-CANSs are documented separately in
the annexes or in separate documents.

The document also specificies HTTP for use by an AS and by an MRB in support of the provision of mediaresources.
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The document also specifies media-related requirements for the NAT traversal mechanisms defined in this

specification.
NOTE:

The present document covers only the usage of SIP and SDP to communicate with the enitities of the IM
CN subsystem. It is possible, and not precluded, to use the capabilities of IP-CAN to allow aterminal
containing a SIP UA to communicate with SIP servers or SIP UAs outside the IM CN subsystem, and
therefore utilise the services provided by those SIP servers. The usage of SIP and SDP for communicating
with SIP servers or SIP UAs outside the IM CN subsystem is outside the scope of the present document.
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3 Definitions and abbreviations
3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

Entry point:In the case that "border control concepts', as specified in 3GPP TS 23.228 [7], areto be applied in an IM
CN subsystem, then these are to be provided by capabilities within the IBCF, and the IBCF acts as an entry point for
this network (instead of the I-CSCF). In this case the IBCF and the I-CSCF can be co-located as a single physical node.
If "border control concepts' are not applied, then the I-CSCF is considered as an entry point of a network. If the P-
CSCF isin the home network, then the I-CSCF is considered as an entry point for this document. Similary, in case that
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"border control concepts’, as specified in 3GPP TS 23.218 [5], are to be applied in an 1SC interface, then these are to be
provided by capabilities within the | SC gateway function, and the ISC gateway function acts as an entry point for this
network.

Exit point: If operator preference requires the application of "border control concepts' as specified in

3GPP TS 23.228 [ 7], then these are to be provided by capabilities within the IBCF, and requests sent towards another
network are routed via alocal network exit point (IBCF), which will then forward the request to the other network
(discovering the entry point if necessary). Similary, in case that "border control concepts’, as specified in

3GPP TS 23.218 [5], are to be applied in an ISC interface, then these are to be provided by capabilities within the ISC
gateway function, and requests sent towards another network are routed viaaloca network exit point (ISC gateway
function).

Geo-local number: Either a geo-local service number as specified in 3GPP TS 23.228 [7] or a number in non-
international format according to an addressing plan used at the current physical location of the user.

Home-local number: Either a home local service number as specified in 3GPP TS 23.228 [ 7] or anumber in non-
international format according to an addressing plan used in the home network of the user.

Main URI: In the case that the UE supports RFC 6140 [191] and performs the functions of an external attached
network, the main URI isthe URI which is used for the registration procedures in the To header of the REGISTER
request as specified in RFC 6140 [191]; it represents the public user identities associated to that UE.

Newly established set of security associations: Two pairs of 1Psec security associations that have been created at the
UE and/or the P-CSCF after the 200 (OK) response to a REGISTER request was received.

Old set of security associations. Two pairs of 1Psec security associations still in existence after another set of security
associations has been established due to a successful authentication procedure.

Temporary set of security associations. Two pairs of |Psec security associations that have been created at the UE
and/or the P-CSCF, after an authentication challenge within a 401 (Unauthorized) response to a REGISTER request was
received. The SIP level lifetime of such created security associations will be equal to the value of reg-await-auth timer.

Integrity protected: See 3GPP TS 33.203 [19]. Where a requirement exists to send information "integrity-protected"
the mechanisms specified in 3GPP TS 33.203 [19] are used for sending the information. Where a requirement exists to
check that information was received "integrity-protected”, then the information received is checked for compliance with
the procedures as specified in 3GPP TS 33.203 [19].

Instance ID: An URN generated by the device that uniquely identifies a specific device amongst all other devices, and
does not contain any information pertaining to the user (e.g., in GPRS instance ID applies to the Maobile Equipment
rather than the UICC). The public user identity together with the instance ID uniquely identifies a specific UA instance.
If the device has an IMEI available, it generates an instance ID based on its IMEI as defined in 3GPP TS 23.003 [3]
clause 13. If the device has an MEID as defined in 3GPP2 S.R0048-A [86F] available, it generates an instance ID based
on its MEID as defined in draft-atarius-device-id-meid-urn [ 187]. If the device does not have an IMEI available and
does not have an MEID available, the instance ID is generated as a string representation of a UUID as a URN as defined
in RFC 4122 [154].

Resour ce reser vation: Mechanism for reserving bearer resources that is required for certain access technologies.

Local preconditions: The indication of segmented status preconditions for the local reservation of resources as
specified in RFC 3312 [30].

Alias URI, Alias SIP URI: A URI isan dlias of another URI if the treatment of both URIsisidentical, i.e. both URIs
belong to the same set of implicitly registered public user identities, and are linked to the same service profile, and are
considered to have the exact same service configuration for each and every service.

NOTE 1: The S-CSCF recognizesthat a given URI is an alias of another URI using the grouping sent from the HSS
(see 3GPP TS 29.228 [14]).

Globally Routeable SIP URI: a SIP URI of which the hostname part can be resolved to the I P address of the entry
entity of the network reponsible for the identity represented by the userpart.

Initial registration: The registration procedure for a public user identity initiated by the UE in the absence of any valid
registration.
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Registration expiration interval: Anindication on how long aregistration is valid, indicated using the Expires header
field, or the "expires" header field parameter within the Contact header field, according to the procedures specified in
RFC 3261 [26].

Re-registration: The registration procedure initiated by the UE to refresh or update an already existing registration for
apublic user identity.

Registration of an additional public user identity: The registration procedure initiated by the UE to explicitly register
an additional public user identity during the life time of the registration of another registered public user identity, where
both public user identities have the same contact address and P-CSCF.

Emergency registration: A specia registration that relates to binding of a public user identity to a contact address used
for emergency service.

Initial emergency registration: An emergency registration that is also an initia registration.
Emergency reregistration: An emergency registration that is also a reregistration.

Back-to-Back User Agent (B2BUA): Asgiven in RFC 3261 [26]. In addition, for the usage in the IM CN subsystem, a
SIP element being able to handle a collection of "n" User Agents (behaving each one as UAC and UAS, according to
SIP rules), which are linked by some application logic that is fully independent of the SIP rules.

UE private | P address: It is assumed that the NAT device performs network address translation between a private and
apublic network with the UE located in the private network and the IM CN subsystem in the public network. The UE is
assumed to be configured with a private P address. This address will be denoted as UE private | P address.

UE public I P address: The NAT deviceis assumed to be configured with one (or perhaps more) public address(es).
When the UE sends a request towards the public network, the NAT replaces the source address in the | P header of the
packet, which contains the UE private | P address, with a public IP addressed assigned to the NAT. This address will be
denoted as UE public | P address.

Encapsulating UDP header: For the purpose of performing UDP encapsulation according to RFC 3948 [63A] each
I Psec ESP packet is wrapped into an additional UDP header. This header is denoted as Encapsulating UDP header.

Port_Uenc: In most residential scenarios, when the NAT device performs address trandation, it also performs
trandation of the source port found in the transport layer (TCP/UDP) headers. Following RFC 3948 [63A], the UE will
use port 4500 as source port in the encapsulating UDP header when sending a packet. This port istranslated by the
NAT into an arbitrarily chosen port number which is denoted as port_Uenc.

M ultipleregistrations: An additional capability of the UE, P-CSCF and S-CSCF, such that the UE (as identified by the
private user identity and instance-id), can create multiple simultaneous registration bindings (flows), associated with
one or more contact addresses, to any public user identity, Without this capability, a new registration from the UE for a
public user identity replaces the existing registration binding, rather than merely creating an additional binding.

IMSflow set: AnIMSflow set isaset of flows as defined in RFC 5626 [92]. The flowsin an IMS flow set are
determined by a combination of transport protocol, 1P addresses, and ports. An IMS flow set is established by a
successful IMS registration procedure.

NOTE 2: For IPsec, the ports associated with the flow set include protected client ports and protected server ports
as defined in 3GPP TS 33.203 [19] and an IMS flow set is made up of the following four flows:

- Flow 1: (IP address UE, port_uc) <--> (1P address P-CSCF, port_ps) over TCP;
- Flow 2: (IP address UE, port_uc) <--> (IP address P-CSCF, port_ps) over UDP;
- Flow 3: (IP address UE, port_us) <--> (1P address P-CSCF, port_pc) over TCP; and
- Flow 4: (IP address UE, port_us) <--> (1P address P-CSCF, port_pc) over UDP.

NOTE 3: For IPsec, according to 3GPP TS 33.203 [19], the P-CSCF can only select among flows 1, 3, or 4 when
forwarding reguests towards the UE, where flow 1 isonly possible in case of TCP connection re-use.
According to 3GPP TS 33.203 [19], flow 2 isonly used for UE originated requests and corresponding
responses. The P-CSCF uses flow 2 to identify the correct IMS flow set.

NOTE 4: AnIMSflow set can be considered as arealisation of alogical flow as used in RFC 5626 [92]. But this
definition does not depend on any particular definition of alogical flow.
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NOTE 5: For TLS, the ports associated with the flow set include a protected client port and a protected server port
and an IMS flow set is made up of the following flow:

- (IPaddress UE, port) <--> (IP address P-CSCF, port) over TCP.
NOTE 6: For SIP digest without TLS, an IMS flow set is as defined in RFC 5626 [92)].

IMSflow token: A IMS flow token is uniquely associated with aIM S flow set. When forwarding a request destined
towards the UE, the P-CSCF selects the flow from the IMS flow set denoted by the IM S flow token as appropriate
according to 3GPP TS 33.203 [19] and RFC 3261 [26].

| P Association: A mapping at the P-CSCF of a UE's packet source |P address, the "sent-by" parameter in the Via
header field, and, conditionally, the port with the identities of the UE. This association corresponds to the | P address
check table specified in 3GPP TS 33.203 [19].

Authorised Resour ce-Priority header field: a Resource-Priority header field that is either received from another
entity in the trust domain relating to the Resource-Priority header field, or which has been identified as generated by a
subscriber known to have such priority privileges for the resource priority namespace and level of priority used within
that namespace.

Temporarily authorised Resource-Priority header field: a Resource Priority header field that has been temporarily
approved by the P-CSCF, the S-CSCF, or an IBCF. Temporarily authorised Resource-Priority heaer field appearsin an
INVITE request only, and is applied only in the direction P-CSCF to S-CSCF to AS, S-CSCF to AS, or IBCFto S
CSCF to AS, for the request, and the reverse direction for 1xx responses to that request. Subsequent requestsin the
same dialog will require an authorised Resource-Priority header field in order to obtain priority privileges. Itisonly
valid when all entities are in the same trust domain for the Resource-Priority header field.

Networ k-initiated resour cereservation: A mechanism of resource reservation where the IP-CAN on the behalf of
network initiates the resources to the UE.

P-CSCF restoration procedures. the procedures for the IP-CAN and the UE to handle P-CSCF service interruption
scenarios (see 3GPP TS 23.380 [7D]).

Public network traffic: traffic sent to the IM CN subsystem for processing according to normal rules of the NGN. This
type of traffic is known as public network traffic.

Private network traffic: traffic sent to the IM CN subsystem for processing according to an agreed set of rules specific
to an enterprise. Thistype of traffic is known as private network traffic. Private network traffic is normally within a
single enterprise, but private network traffic can also exist between two different enterprisesif not precluded for
regulatory reasons.

NOTE 7: AnIP-PBX or application functionality within the IM CN subsystem can change private network traffic
to public network traffic and vice versa, by functionality known as "breakout” or "breakin” to the private
network. As such a SIP transaction can be varioudy private network traffic and public network traffic on
different hops across a SIP network.

Priviledged sender: A priviledged sender is allowed to send SIP messages where the identities in P-Asserted-ldentity
will be passed on in the P-CSCF and are not subject to further processing in the P-CSCF.

S-CSCF restoration procedures. the procedures for the IM CN subsystem and the UE to handle S-CSCF service
interruption scenarios (see 3GPP TS 23.380 [ 7D]).

L oopback routeing: A method of routeing a SIP request back to the visited network for local breakout according to the
roaming architecture for voice over IMS with local breakout as specified in 3GPP TS 23.228 [7].

Canonical form of a SIP URI: Canoncial form of a SIP URI takes the form "sip:username@domain” as specified in
RFC 3261 [26] subclause 10.3. SIP URI comparisons are performed as defined in RFC 3261 [26] subclause 19.1.4.

For the purposes of the present document, the following terms and definitions given in RFC 1594 [20B] apply.
Fully-Qualified Domain Name (FQDN)

For the purposes of the present document, the following terms and definitions given in RFC 3261 [26] apply (unless
otherwise specified see clause 6).

Client
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Dialog

Final response

Header

Header field

Looserouteing

M ethod

Option-tag (see RFC 3261 [26] subclause 19.2)
Provisional response

Proxy, proxy server

Recursion

Redirect server

Registrar

Request

Response

Server

Session

(SIP) transaction

Stateful proxy

Stateless proxy

Status-code (see RFC 3261 [26] subclause 7.2)
Tag (see RFC 3261 [26] subclause 19.3)
Target Refresh Request

User agent client (UAC)

User agent server (UAS)

User agent (UA)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [2]
subclause 4.1.1.1 and subclause 4a.7 apply:

3GPP AAA proxy

3GPP AAA server

Breakout Gateway Control Function (BGCF)

Call Session Control Function (CSCF)

Home Subscriber Server (HSS)

Location Retrieval Function (LRF)

M edia Gateway Control Function (M GCF)

M SC Server enhanced for IM S centralized services
M ultimedia Resour ce Function Processor (M RFP)
Packet Data Gateway (PDG)

Subscription Locator Function (SLF)

WLAN UE

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [4C] apply:

Home PLMN (HPLMN)
Visited PLMN (VPLMN)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.218 [5]
subclauses 3.1, 8 and 13 apply:

Filter criteria

Initial filter criteria

Initial request

I SC gateway function

M edia Resour ce Broker (M RB)

M ultimedia Resour ce Function Controller (M RFC)
Standalone transaction

Subsequent request

For the purposes of the present document, the following terms and definitions givenin 3GPP TS 23.228 [7]
subclauses 3.1, 4.3.3.1, 4.3.6, 4.6, 4.13, 4.15a, 5.2, 5.4.12.1 and 5.10 apply:

Border control concepts
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Geo-local service number

Home local service number

Implicit registration set

Interconnection Border Control Function (IBCF)
Interrogating-CSCF (I1-CSCF)

IMS Application Level Gateway (IMS-ALG)

IM S application reference

IM S Application Reference I dentifier (IARI)

M S communication service

IMS Communication Service Identifier (ICSI)

L ocal service number

| P-Connectivity Access Network (IP-CAN)

Policy and Charging Rule Function (PCRF)
Private user identity

Proxy-CSCF (P-CSCF)

Public Service I dentity (PSl)

Public user identity

Roaming Architecturefor Voice over IMSwith Local Breakout
Serving-CSCF (S-CSCF)

Statically pre-configured PS|

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.292 [7C] apply:

ICSUE
SCC AS

For the purposes of the present document, the following terms and definitions givenin 3GPP TS 23.167 [4B] apply:

Emer gency-CSCF (E-CSCF)
Geogr aphical location information
L ocation identifier

L ocation infor mation

For the purposes of the present document, the following terms and definitions given in 3GPP TR 33.203 [19] apply:

GPRS-IM S-Bundled Authentication (GIBA)
Port_pc

Port_ps

Port_uc

Port_us

Protected server port

Protected client port

For the purposes of the present document, the following terms and definitions given in 3GPP TR 21.905 [1] apply:

IMS Credentials (IMC)

International Maobile Equipment | dentity (IMEI)
IMSSIM (ISIM)

Serial NumbeR (SNR)

Type Approval Code (TAC)

Universal Integrated Circuit Card (UICC)
Universal Subscriber Identity Module (USIM)
User Equipment (UE)

For the purposes of the present document, the following terms and definitions given in RFC 2401 [20A] Appendix A
apply:

Security association

A number of different security associations exist within the IM CN subsystem and within the underlying access
transport. Within this document this term specifically appliesto either:

i) the security association that exists between the UE and the P-CSCF. For this usage of the term, the term
"security association" only appliesto IPsec. Thisisthe only security association that has direct impact on SIP; or
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ii) the security association that exists between the WLAN UE and the PDG. This s the security association that is
relevant to the discussion of Interworking WLAN as the underlying IP-CAN.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.234 [7A] apply.
Interworking WLAN

For the purposes of the present document, the following terms and definitions given in ITU-T E.164 [57] apply:
International public telecommunication number

For the purposes of the present document, the following terms and definitions given in RFC 5012 [91] apply:
Emergency serviceidentifier
Emergency service URN

Public Safety Answering Point (PSAP)
PSAP URI

For the purposes of the present document, the following terms and definitions given in RFC 5627 [93] apply:
Globally Routable User Agent URI (GRUU)

For the purposes of the present document, the following terms and definitions given in RFC 5626 [92] apply:
Flow

For the purposes of the present document, the following terms and definitions given in RFC 4346 [122] appendix B
apply:

TL S session

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.292 [80] apply:
CSmedia

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [8J] apply:

IMSVoice over PS Session (IM SVoPS) indicator
Persistent EPS bearer context

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.328 [19C] apply:
End-to-access edge security

For the purposes of the present document, the following terms and definitions given in 3GPP2 S.R0048-A v4.0 [86F]
apply:

Mobile Equipment I dentity (M EID)
M anufacturer code
Serial number

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

Ixx A status-code in the range 101 through 199, and excluding 100
2XX A status-code in the range 200 through 299

AAA Authentication, Authorization and Accounting

APN Access Point Name

AS Application Server

ATCF Access Transfer Control Function

AUTN Authentication TokeN

AVP Attribute-Value Pair

B2BUA Back-to-Back User Agent

BGCF Breakout Gateway Control Function
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c conditional
BRAS Broadband Remote Access Server
CCF Charging Collection Function
CDF Charging Data Function
CDR Charging Data Record
CK Ciphering Key
CN Core Network
CPC Calling Party's Category
CSCF Call Session Control Function
DHCP Dynamic Host Configuration Protocol
DNS Domain Name System
DOCSIS Data Over Cable Service Interface Specification
DTD Document Type Definition
DTMF Dual Tone Multi Frequency
DvB Digital Video Broadcast
DVB-RCS2 Second Generation DVB Interactive Satellite System
e2ae-security  End-to-access edge security
EATF Emergency Access Transfer Function
EC Emergency Centre
ECF Event Charging Function
ECI E-UTRAN Cell Identity
ECN Explicit Congestion Notification
E-CSCF Emergency CSCF
EF Elementary File
EPS Evolved Packet System
FAP cdma2000® 1x Femtocell Access Point
FQDN Fully Qualified Domain Name
GCID GPRS Charging Identifier
GGSN Gateway GPRS Support Node
GPON Gigabit-capable Passive Optical Networks
GPRS General Packet Radio Service
GRUU Globally Routable User agent URI
GSTN General Switched Telephone Network
HPLMN Home PLMN
HSS Home Subscriber Server
HTTP HyperText Transfer Protocol
[ irrelevant
IARI IMS Application Reference I dentifier
IBCF Interconnection Border Control Function
ICE Interactive Connectivity Establishment
[-CSCF Interrogating CSCF
ICS I mplementation Conformance Statement
ICID IM CN subsystem Charging Identifier
ICSI IMS Communication Service |dentifier
ID Identifier
IK Integrity Key
IM IP Multimedia
IMC IMS Credentias
IMEI International Mobile Equipment Identity
IMS I P Multimedia core network Subsystem
IMSAGW IMS Access Gateway
IMS-ALG IMS Application Level Gateway
IMSI International Mobile Subscriber Identity
IMSVoPS IMS Voice over PS Session
[e]] Inter Operator Identifier
IP Internet Protocol
IP-CAN IP-Connectivity Access Network
| Psec I P security
IPv4 Internet Protocol version 4
IPv6 Internet Protocol version 6
ISC I P Multimedia Subsystem Service Control
ISIM IM Subscriber Identity Module
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I-WLAN
IWF
KMS
LRF

m
MAC
MCC
MEID
MGCF
MGW
MNC
MRB
MRFC
MRFP
MSC
n‘a

NAI
NAP)T
NASS
NAT
NCC
NCC_ID
NP

0]

OCF
oLl
OMR
PCRF
P-CSCF
PDG
PDN
PDP
PDU
P-GW
PICS
PIDF-LO
PLMN
PSAP
PSI
PSTN
QCl
QoS
RAND
RCS
RCST
RES
RTCP
RTP
SAC
SAI
S-CSCF
SCTP
SDES
SDP
SbuU
SIP
SLF
SNR
SON
STUN
SVN
SVN-MAC

Interworking — WLAN

Interworking Function

Key Management Service

Location Retrieval Function
mandatory

Message Authentication Code

Mobile Country Code

Mobile Equipment | Dentity

Media Gateway Control Function
Media Gateway

Mobile Network Code

Media Resource Broker

Multimedia Resource Function Controller
Multimedia Resource Function Processor
Mobile-services Switching Centre

not applicable

Network Access Identifier

Network Address (and Port) Trandation
Network Attachment Subsystem
Network Address Trandlation
Network Control Center

Network Control Center Identifier
Number Portability

optional

Online Charging Function
Originating Line Information

Optimal Media Routeing

Policy and Charging Rules Function
Proxy CSCF

Packet Data Gateway

Packet Data Network

Packet Data Protocol

Protocol Data Unit

PDN Gateway

Protocol Implementation Conformance Statement
Presence Information Data Format Location Object
Public Land Mobile Network

Public Safety Answering Point

Public Service Identity

Public Switched Telephone Network
QoS Class Identifier

Quality of Service

RANDom challenge

Return Channel via Satellite

Return Channel via Satellite Terminal
RESponse

Real-time Transport Control Protocol
Real-time Transport Protocol

Service Area Code

Service Area ldentifier

Serving CSCF

Stream Control Transmission Protocol
Session Description Protocol Security Descriptions for Media Streams
Session Description Protocol

Service Data Unit

Session I nitiation Protocol
Subscription Locator Function

Serial Number

SeQuence Number

Session Traversa Utilitiesfor NAT
Satellite Virtual Network

SVN Medium Access Control label
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TAC Type Approva Code

TFT Traffic Flow Template

TURN Traversal Using Relay NAT

TLS Transport Layer Security

TRF Transit and Roaming Function

UA User Agent

UAC User Agent Client

UAS User Agent Server

UDVM Universal Decompressor Virtual Machine
UE User Equipment

uicC Universal Integrated Circuit Card

URI Uniform Resource Identifier

URL Uniform Resource L ocator

URN Uniform Resource Name

USAT Universal Subscriber Identity Module Application Toolkit
UsIM Universal Subscriber Identity Module
VPLMN Visited PLMN

WLAN Wireless Local Area Network

X prohibited

xDSL Digital Subscriber Line (all types)
XGPON1 10 Gigabit-capable Passive Optical Networks
XMAC expected MAC

XML eXtensible Markup Language

3A Interoperability with different IP-CAN

TheIM CN subsystem can be accessed by UEs resident in different types of IP-CAN. The main body of this document,
and annex A, are general to UEsand IM CN subsystems that are accessed using any type of IP-CAN. Requirements that
are dependent on the type of IP-CAN are covered in annexesB, D, E, H,L, M, O, Q,Rand S.

At any given time, for agiven SIP transaction or dialog, the UE sees only one type of IP-CAN, as reported to it by the
lower layers. The UE follows the procedures of the IP-CAN specific annex related to the last type of IP-CAN reported,
even if it is different to one used previously. In particular, handover at the radio layers between two different access
technologies can result in such a change while the dialog or transaction proceeds.

At any given time, for agiven SIP transaction or dialog, the P-CSCF sees only one type of IP-CAN, as determined by
interface to a particular resource architecture, e.g. policy and charging control, and by the access technology reported to
it over that interface, or in the absence of this, by preconfiguration in the system. The P-CSCF follows the procedures of
the IP-CAN specific annex related to the last type of IP-CAN determined, even if it is different to one used previoudly.
In particular, handover at the radio layers between two different access technologies can result in such a change while
the dialog or transaction proceeds.

It is the responsibility of the IP-CAN to ensure that usage of different bearer resources are synchronised on the
handover from one IP-CAN to another, e.g. so that a signalling bearer provided by one IP-CAN isasignalling bearer (if
provided by that IP-CAN) after handover, and that the appropriate QoS and resource reservation exists after handover.
Thereisno SIP signalling associated with handover at the IP-CAN, and therefore no change in SIP state at one entity is
signalled to the peer SIP entity when handover occurs.

In particular the following constraints exist that can have an impact on P-CSCF usage:

1) some IP-CANs can explicitly label abearer as a signalling bearer, while others provide a bearer that has
appropriate QoS, but no explicit labelling. Therefore if handover occurs from an IP-CAN with explicit labelling,
to an IP-CAN with no explicit labelling, and then back to an IP-CAN with explicit labelling, the signalling will
then be on a bearer that is not explicitly labelled; and

2) some IP-CANSs support signalling of grouping of media within particular bearers, while others do not. Therefore
if handover occurs from an IP-CAN with grouping, to an IP-CAN with no grouping, and then back to an IP-CAN
with grouping, the signalled grouping can have been lost.

When a UE supports multiple IP-CANSs, but does not support handover between those | P-CANS, the annex specific to
that IP-CAN applies unmodified.

ETSI



3GPP TS 24.229 version 11.11.0 Release 11 51 ETSI TS 124 229 V11.11.0 (2014-04)

Where handover between IP-CANSs occurs without areregistration in the IM CN subsystem, the same identies and
security credentials for access to the IM CN subsystem are used before and after the handover.

At the P-CSCF, the access technology can variously use the PCRF or NASS in support of both signalling and media
bearer provision (or indeed use neither). How to determine which appliesis up to network dependent rules, but can be
specific to the access technology used by each different UE. Not all access technologies are defined for use with NASS,
and not all access technologies are defined for use with the PCRF.

4 General

4.1 Conformance of IM CN subsystem entities to SIP, SDP and
other protocols

SIP defines a number of roles which entities can implement in order to support capabilities. These roles are defined in
annex A.

Each IM CN subsystem functional entity using an interface at the Gm reference point, the Ma reference point, the Mg
reference point, the Mi reference point, the Mj reference point, the Mk reference point, the Ml reference point, the Mm
reference point, the Mr reference point, the Mr' reference point, the Cr reference point, the Mw reference point, the 12
reference point, the 14 reference point and the I ¢i reference point, and also using the | P multimedia Subsystem Service
Control (1SC) Interface, shall implement SIP, as defined by the referenced specificationsin Annex A, and in accordance
with the constraints and provisions specified in annex A, according to the following roles.

Each IM CN subsystem entity using an interface at the Rc reference point shall implement HTTP as defined in
RFC 2616 [196].

The Gm reference point, the Ma reference point, the Mg reference point, the Mi reference point, the Mj reference point,
the Mk reference point, the MI reference point, the Mm reference point, the Mr reference point, the Mw reference point,
the Cr reference point, the 12 reference point, the 14 reference point and the ISC reference point are defined in

3GPP TS 23.002[2]. TheIci reference point is defined in 3GPP TS 23.228 [7]. The Mr' reference point and the Rc
reference point are defined in 3GPP TS 23.218 [5].

For SIP:

- TheUser Equipment (UE) shall provide the User Agent (UA) role, with the exceptions and additional
capabilities to SIP as described in subclause 5.1, with the exceptions and additional capabilitiesto SDP as
described in subclause 6.1, and with the exceptions and additional capabilitiesto SigComp as described in
subclause 8.1. The UE shall also provide the access technology specific procedures described in the appropriate
access technology specific annex (see subclause 3A and subclause 9.2.2). The UE may include one or several
interconnected SIP elements registered asa single logical entity when the UE performs the functions of an
external attached network (e.g. an enterprise network). This specification does not place any constraint on the
SIP role played by each of the elements as long as the compound entity appears to the IM CM subsystem as a
SIP UA with the aforementioned exceptions and additional capabilities except for the modifications defined by
the UE performing the functions of an external attached network modifying role in annex A.

NOTE 1: When the UE performs the functions of an external attached network (e.g. an enterprise network), the
internal structure of this UE is outside the scope of this specification. It is expected that in the most
common case, several SIP elements will be connected to an additional element directly attached to the IM
CN subsystem.

- The P-CSCF shall provide the proxy role, with the exceptions and additional capabilitiesto SIP as described in
subclause 5.2, with the exceptions and additional capabilities to SDP as described in subclause 6.2, and with the
exceptions and additional capabilitiesto SigComp as described in subclause 8.2. Under certain circumstances, if
the P-CSCF provides an application level gateway functionality (IMS-ALG), the P-CSCF shall provide the UA
role with the additional capabilities, as follows:

a) when acting as a subscriber to or the recipient of event information (see subclause 5.2);

b) when performing P-CSCF initiated dialog-release, even when acting as a proxy for the remainder of the
dialog (see subclause 5.2);
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¢) when performing NAT traversal procedures (see subclause 6.7.2); and
d) when performing media plane security procedures (see subclause 5.2).

The P-CSCF shall also provide the access technology specific procedures described in the appropriate access
technology specific annex (see subclause 3A and subclause 9.2.2).

- Thel-CSCF shall provide the proxy role, with the exceptions and additional capabilities as described in
subclause 5.3.

- The S-CSCF shall provide the proxy role, with the exceptions and additional capabilities as described in
subclause 5.4, and with the exceptions and additional capabilities to SDP as described in subclause 6.3. Under
certain circumstances as described in subclause 5.4, the S-CSCF shall provide the UA role with the additional
capabilities, as follows:

a) the S-CSCF shall also act as aregistrar. When acting as aregistrar, or for the purposes of executing a third-
party registration, the S-CSCF shall provide the UA role;

b) asthe notifier of event information the S-CSCF shall provide the UA role;

¢) when providing a messaging mechanism by sending the M ESSAGE method, the S-CSCF shall provide the
UA role; and

d) when performing S-CSCF initiated dialog release the S-CSCF shall provide the UA role, even when acting as
aproxy for the remainder of the dialog.

- The MGCF shall provide the UA role, with the exceptions and additional capabilities as described in
subclause 5.5, and with the exceptions and additional capabilitiesto SDP as described in subclause 6.4.

- The BGCF shdl provide the proxy role, with the exceptions and additional capabilities as described in
subclause 5.6.

- TheAS, acting asterminating UA, or redirect server (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.1), shall
provide the UA role, with the exceptions and additional capabilities as described in subclause 5.7.2, and with the
exceptions and additional capabilitiesto SDP as described in subclause 6.6.

- TheAS, acting as originating UA (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.2), shall provide the UA
role, with the exceptions and additional capabilities as described in subclause 5.7.3, and with the exceptions and
additional capabilities to SDP as described in subclause 6.6.

- TheAS, acting asa SIP proxy (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.3), shall provided the proxy
role, with the exceptions and additional capabilities as described in subclause 5.7.4.

- TheAS, performing 3rd party call control (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.4), shall provide
the UA role, with the exceptions and additional capabilities as described in subclause 5.7.5, and with the
exceptions and additional capabilities to SDP as described in subclause 6.6. An AS performing media control of
an MRFC shall also support the procedures and methods described in subclause 10.2.

NOTE 2: Subclause 5.7 and its subclauses define only the requirements on the AS that relate to SIP. Other
requirements are defined in 3GPP TS 23.218 [5].

- TheAS, receiving third-party registration requests, shall provide the UA role, with the exceptions and additional
capabilities as described in subclause 5.7.

- The MRFC shall provide the UA role, with the exceptions and additional capabilities as described in
subclause 5.8, and with the exceptions and additional capabilitiesto SDP as described in subclause 6.5. The
MRFC shall aso support the procedures and methods described in subclause 10.3 for media control.

- Ininline aware mode, the MRB shall provide the UA role, with the exceptions and additional capabilities as
described in subclause 5.8A. In inline unaware mode, the MRB shall provide the proxy role, with the exceptions
and additional capabilities as described in subclause 5.8A. The MRB shall aso support the procedures and
methods described in subclause 10.4 for media control.

- TheIBCF shall provide the proxy role, with the exceptions and additional capabilitiesto SIP as described in
subclause 5.10. If the IBCF provides an application level gateway functionality (IMS-ALG), then the IBCF shall
provide the UA role, with the exceptions and additional capabilities to SIP as described in subclause 5.10, and
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with the exceptions and additional capabilitiesto SDP as described in subclause 6.7. If the IBCF provides
screening functionality, then the IBCF may provide the UA role, with the exceptions and additional capabilities
to SIP as described in subclause 5.10.

- The E-CSCF shall provide the proxy role, with the exceptions and additional capabilities as described in
subclause 5.11. Under certain circumstances as described in subclause 5.11, the E-CSCF shall provide the UA
role in accordance with RFC 3323 [33], with the additional capabilities, as follows:

a) when operator policy (e.g. determined by national regulatory requirements applicable to emergency services)
allows user requests for suppression of public user identifiers and location information, then the E-CSCF
shall provide the UA role, with the exceptions and additional capabilitiesto SIP as described in
subclause 5.11;

b) when performing E-CSCF initiated dialog rel ease the E-CSCF shall provide the UA role, even when acting
as aproxy for the remainder of the dialog, e.g. for any of the reasons specified in RFC 6442 [89] or
RFC 3323 [33];

¢) when acting as a notifier for the dialog event package the E-CSCF shall provide the UA role; and

d) if operator policy alows any LRF to provide alocation by value using the mechanism defined in
subclause 5.11.3. the E-CSCF shall provide the UA role.

- The LRF shall provide the UA role.

- ThelSC gateway function shall provide the proxy role, with the exceptions and additional capabilitiesto SIP as
described in subclause 5.13. If the ISC gateway function provides an application level gateway functionality
(IMS-ALG), then the I SC gateway function shall provide the UA role, with the exceptions and additional
capabilities to SIP as described in subclause 5.13, and with the exceptions and additional capabilitiesto SDP as
described in subclause 6.7.

- The MSC Server enhanced for ICS shall provide the UA role, with the exceptions and additional capabilities as
described in 3GPP TS 24.292 [80)].

- The EATF shall provide the UA role, with the exceptions and additional capabilities as described in
3GPP TS 24.237 [8M].

- TheATCF shall:

a) provide the proxy role, with the exceptions and additional capabilities as described in 3GPP TS 24.237 [8M];
and

b) provide the UA role, with the exceptions and additional capabilities as described in 3GPP TS 24.237 [8M].

In addition to the roles specified above, the P-CSCF, the I-CSCF, the IBCF, the S-CSCF, the BGCF, the E-CSCF and
the | SC gateway function can act as a UA when providing server functionality to return afinal response for any of the
reasons specified in RFC 3261 [26].

In addition to the roles specified above the S-CSCF, AS and an entity hosting the additional routeing capabilities as
specified in subclause 1.3 can act as a UA when providing either client or server functionality when the event package
associated with overload control is deployed.

NOTE 3: Annex A can change the status of requirements in referenced specifications. Particular attention is drawn
to table A.4 and table A.162 for capabilities within referenced S|P specifications, and to table A.317 and
table A.328 for capabilities within referenced SDP specifications. The remaining tables build on these
initial tables.

NOTE 4: The alocated roles defined in this clause are the starting point of the requirements from the IETF SIP
specifications, and are then the basis for the description of further requirements. Some of these extra
requirements formally change the proxy roleinto aB2BUA. In all other respects other than those more
completely described in subclause 5.2 the P-CSCF implements proxy requirements. Despite being a
B2BUA a P-CSCF does not implement UA requirements from the IETF RFCs, except asindicated in this
specification, e.g., relating to registration event subscription.
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NOTE 5: Except as specified in clause 5 or otherwise permitted in RFC 3261, the functional entities providing the
proxy role are intended to be transparent to data within received requests and responses. Therefore these
entities do not modify message bodies. If local policy applies to restrict such data being passed on, the
functional entity hasto assume the UA role and reject arequest, or if in aresponse and where such
procedures apply, to pass the response on and then clear the session using the BY E method.

All the above entities are functional entities that could be implemented in a number of different physical platforms
coexisting with a number of other functional entities. The implementation shall give priority to transactions at one
functional entity, e.g. that of the E-CSCF, over non-emergency transactions at other entities on the same physical
implementation. Such priority is similar to the priority within the functional entities themselves specified elsewhere in
this document.

Additional routeing functionality can be provided to support the ability for the IM CN subsystem to provide transit
functionality as specified in Annex |. The additional routeing functionality shall assume the proxy role.

4.2 URI and address assignments
In order for SIP and SDP to operate, the following prerequisite conditions apply:

1) I-CSCFsused in registration are allocated SIP URIs. Other IM CN subsystem entities may be allocated SIP
URIs. For example sip:pcscf.homel.net and sip:<impl-specific-info>@pcscf.homel.net are valid SIP URIs. If
the user part exists, it is an essential part of the address and shall not be omitted when copying or moving the
address. How these addresses are assigned to the logical entitiesis up to the network operator. For example, a
single SIP URI may be assigned to all I-CSCFs, and the load shared between various physical boxes by
underlying I P capabilities, or separate SIP URIs may be assigned to each |-CSCF, and the load shared between
various physical boxes using DNS SRV capabilities.

2) All IM CN subsystem entities are alocated IP addresses. Any IM CN subsystem entities can be allocated 1Pv4
only, I1Pv6 only or both IPv4 and | Pv6 addresses. For systems providing accessto IM CN subsystem using a
GPRS IP-CAN or an EPS IP-CAN thisis specified in 3GPP TS 23.221 [6] subclause 5.1. For systems providing
accessto IM CN subsystem using a cdma2000® packet data subsystem IP-CAN thisis specified in
subclause M.2.2.1.

3) Thesubscriber is allocated a private user identity by the home network operator. This private user identity is
available to the SIP application within the UE. Depending on the network operator, various arrangements exist
within the UE for retaining thisinformation:

a) wherean ISIM is present, within the ISIM, see subclause 5.1.1.1A;
b) whereno ISIM is present but USIM is present, the private user identity is derived (see subclause 5.1.1.1A);
¢) neither ISIM nor USIM is present, but IMC is present, within IMC (see subclause 5.1.1.1B.1);

d) when neither ISIM nor USIM nor IMC is present, the private user identity is available to the UE via other
means (see subclause 5.1.1.1B.2).

NOTE 1: 3GPP TS 33.203[19] specifies that a UE attached to a 3GPP network hasan ISIM or aUSIM.
NOTE 2: The SIP URIs can be resolved by using any of public DNSs, private DNSs, or peer-to-peer agreements.

4) The subscriber is allocated one or more public user identities by the home network operator. The public user
identity shall take the form of SIP URI as specified in RFC 3261 [26] or tel URI as specified in RFC 3966 [22].
At least one of the public user identitiesisa SIP URI. All registered public user identities are available to the SIP
application within the UE, after registration. Depending on the network operator, various arrangements exist
within the UE for retaining this information:

a) wherean ISIM is present, at least one public user identity, which isa SIP URI, within the ISIM, see
subclause 5.1.1.1A,;

b) whereno ISIM is present but USIM is present, atemporary public user identity is derived (see
subclause 5.1.1.1A);

¢) neither ISIM nor USIM is present, but IMC is present, within IMC (see subclause 5.1.1.1B.1);
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d) when neither ISIM nor USIM nor IMC is present, the public user identities are available to the UE via other
means (see subclause 5.1.1.1B.2).

NOTE 3: 3GPP TS 33.203[19] specifies that a UE attached to a 3GPP network hasan ISIM or aUSIM.

5) If the UE supports GRUU (seetable A .4, item A.4/53) or multiple registrations, then it shall have an Instance ID,
in conformance with the mandatory requirements for Instance 1Ds specified in RFC 5627 [93] and
RFC 5626 [92].

6) For eachtel URI, thereisat least one adias SIP URI in the set of implicitly registered public user identities that is
used to implicitly register the associated tel URI.

NOTE 4: For each tel URI, there always exists a SIP URI that hasidentical user part asthe tel URI and the "user"
SIP URI parameter equals "phone” (see RFC 3261 [26] subclause 19.1.6), that represents the same public
user identity. If atel URI identifies a subscriber served by the IM CN subsystem, then the hostport
parameter of the respective SIP URI contains the home domain name of the IM CN subsystem to which
the subscriber belongs.

6A) Identification of the UE to a PSAP with point of presence in the CS domain is not possibleif atel URI is not
included in the set of implicitly registered public user identities. If the included tel URI is associated either with
the first entry in thelist of public user identities provisioned in the UE or with the temporary public user identity,
then a PSAP can uniquely identify the UE if emergency registration is performed.

NOTE5: Thetel URI uniquely identifies the UE by not sharing any of the implicit registered public user identities
intheimplicit registration set that contains thistel URI.

NOTE 6: Emergency registration is not always needed or supported.

7) The public user identities may be shared across multiple UEs. A particular public user identity may be
simultaneously registered from multiple UEs that use different private user identities and different contact
addresses. When reregistering and deregistering a given public user identity and associated contact address, the
UE will use the same private user identity that it had used during theinitial registration of the respective public
user identity and associated contact address. If the tel URI is a shared public user identity, then the associated
alias SIP URI is also a shared public user identity. Likewise, if the alias SIP URI is a shared public user identity,
then the associated tel URI is also a shared public user identity.

8) For the purpose of accessto the IM CN subsystem, UEs can be allocated | Pv4 only, IPv6 only or both IPv4 and
IPv6 addresses. For systems providing accessto IM CN subsystem using a UMTS/GSM network thisis
specified in 3GPP TS 23.221 [6] subclause 5.1 (see subclause 9.2.1 for the assignment procedures). For systems
providing access to IM CN subsystem using a cdma2000® network this is specified in subclause M.2.2.1.

9) For the purpose of indicating an IMS communication service to the network, UEs are assigned ICSI values
appropriate to the IMS communi cation services supported by the UE, coded as URNS as specified in
subclause 7.2A.8.2.

NOTE 7: cdma2000® is aregistered trademark of the Telecommunications Industry Association (TIA-USA).

10) E-CSCFs are alocated multiple SIP URIs. The SIP URI configured in the P-CSCF, AS or IBCF to reach the E-
CSCF is distinct from the one given by the E-CSCF to the EATF such that EATF can reach the E-CSCF.

11)If the UE supports RFC 6140 [191] and performs the functions of an external attached network, the subscriber is
allocated one or usually more public user identities by the home network operator. The public user identity(s)
shall be allocated as global numbersin the international format.

4.2A  Transport mechanisms

This document makes no requirement on the transport protocol used to transfer signalling information over and above
that specified in RFC 3261 [26] clause 18. However, the UE and IM CN subsystem entities shall transport SIP messages
longer than 1300 bytes according to the procedures of RFC 3261 [26] subclause 18.1.1, even if a mechanism exists of
discovering a maximum transmission unit size longer than 1500 bytes.

NOTE: Support of SCTP as specified in RFC 4168 [96] is optional for IM CN subsystem entities implementing
therole of a UA or proxy. SCTP transport between the UE and P-CSCF is not supported in the present
document. Support of the SCTP transport is currently not described in 3GPP TS 33.203 [19].
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For initial REGISTER requests, the UE and the P-CSCF shall apply port handling according to subclause 5.1.1.2 and
subclause 5.2.2.

The UE and the P-CSCF shall send and receive request and responses other than initial REGISTER requests on the
protected ports as described in 3GPP TS 33.203 [19].

In case of an emergency session if the UE does not have sufficient credential s to authenticate with the IM CN
subsystem and regulations allow, the UE and P-CSCF shall send request and responses other than initial REGISTER
requests on non protected ports.

4.2B  Security mechanisms

4.2B.1 Signalling security

3GPP TS 33.203 [19] defines the security features and mechanisms for secure access to the IM CN subsystem. This
document defines a number of access security mechanisms, as summarised in table 4-1.

Table 4-1: Summary of access security mechanisms to the IM CN subsystem

Mechanism Authenticati Integrity Use of security Support (as defined
on protection agreement in in
accordance with | 3GPP TS 33.203 [19])
RFC 3329 [48]
IMS AKA plus IPsec IMS AKA IPsec ESP | Yes Mandatory for all UEs
ESP (see containing a UICC,
3GPP TS 33.203 [19] else optional.
clause 6) Mandatory for all P-
CSCF, I-CSCF, S-
CSCF
SIP digest plus check | SIP digest None No Optional for UEs
of IP association (see (note 3) Optional for P-CSCF,
3GPP TS 33.203 [19] I-CSCF, S-CSCF
annex N) (note 2)
SIP digest plus Proxy | SIP digest None No Optional for UEs
Authentication (see (note 3) Optional for P-CSCF,
3GPP TS 33.203 [19] I-CSCF, S-CSCF
annex N) (note 2)
SIP digest with TLS SIP digest TLS Yes Optional for UEs
(see session Optional for P-CSCF,
3GPP TS 33.203 [19] I-CSCF, S-CSCF
annex N and
annex O)
NASS-IMS bundled not applicable | None No No UE support
authentication (see (note 1) (note 3) required
3GPP TS 33.203 [19] Optional for P-CSCF,
annex R) (notes 4, 5) I-CSCF, S-CSCF
GPRS-IMS-Bundled not applicable | None No Optional for UEs
authentication (see (note 1) (note 3) Optional for P-CSCF,
3GPP TS 33.203 [19] I-CSCF, S-CSCF
annex S) (note 5)
Trusted node not applicable | None No No UE support
authentication (see (note 6) (note 3) required
3GPP TS 33.203 [19] Optional for I-CSCF,
annex U) S-CSCF
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NOTE 1: Authentication is not provided as part of the IM CN subsystem signalling.

NOTE 2: The term "SIP digest without TLS" is used in this specification to refer to both "SIP digest
plus check of IP association" and "SIP digest plus Proxy Authentication".

NOTE 3: This security mechanism does not allow SIP requests to be protected using an IPsec
security association because it does not perform a key agreement procedure.

NOTE 4: A P-Access-Network-Info aware P-CSCF is required in order to provide NASS-IMS
bundled authentication.

NOTE 5: The P-CSCF is restricted to the home network when performing this security mechanism.

NOTE 6: Trusted node authentication. For example the MSC server enhanced for IMS centralized
services has authenticated the UE and as a consequence S-CSCF will skip
authentication.

Specification of the mechanisms identified within table 4-1 within this document are provided in clause 5. Subclauses
where security procedures are required consist of a general subclause applicable whichever security mechanisms arein
use, and a separate subclause for each security mechanism identified by a row within table 4-1.

TLSisoptional to implement and is used only in combination with SIP digest authentication. Authentication associated
with registration to the IM CN subsystem is applicable to IMS AKA and SIP digest and is covered in subclause 5.1.1
for the UE, subclause 5.2.2 for the P-CSCF and subclause 5.4.1 for the SS\CSCF. Additionally, SIP digest allows for
authentication to also occur on an initia request for adialog or arequest for a standal one transaction, this additional
capability is covered in subclause 5.1.2A and subclause 5.4.3.2.

If a UE that implements SIP digest is configured not to use TLS, then the UE does not establish a TLS session toward
the P-CSCF. If a UE supports TLS, then the UE supports TLS as described in 3GPP TS 33.203 [19].

For SIP digest authentication, the P-CSCF can be configured to have TLS required or disabled:

- if TLSisrequired, the P-CSCF requires the establishment of a TLS session from all SIP digest UEs, in order to
access IM S subsequent to registration; or

- if TLSisdisabled, the P-CSCF does not allow the establishment of a TLS session from any UE.

NOTE: The mechanism to configure the P-CSCF to have TLS required or disabled is outside the scope of this
specification.

SIP digest cannot be used in conjunction with the procedures of Annex F.

For emergency calls, 3GPP TS 33.203 [19] specifies some relaxations, which are further described in the subclauses of
this document relating to emergency calls.

3GPP TS 33.210 [19A] defines the security architecture for network domain 1P based control planes.
3GPP TS 33.210 [19A] applies for security mechanisms between entitiesin the IM CN subsystem.

4.2B.2 Media security

3GPP TS 33.328 [19C] defines mechanisms for support of security on the media plane.
This document defines the required elements for signalling the support of media security.

The media security mechanisms are summarised as shown in table 4-2.
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Table 4-2: Summary of media security mechanisms to the IM CN subsystem

Mechanism

Applicable to media

Support required
by UE

Support required
by IM CN
subsystem entities

Network support
outside IM CN
subsystem entities

End-to-access-edge
media security using
SDES.

RTP based media
only.

Support RFC 3329
additions specified in
subclause 7.2A.7
and SDP extensions
specified in table

P-CSCF (IMS-ALG)
is required.
P-CSCF support of
RFC 3329 additions
specified in

Not applicable.

A.317, items subclause 7.2A.7

A.317/34, A.317/36 and SDP extensions

and A.317/37. specified in table
A.317, items
A.317/34, A.317/36
and A.317/37.
(NOTE)

End-to-end media RTP based media Support SDP Not applicable. Not applicable.

security using SDES.

only.

extensions specified
in table A.317, items
A.317/34 and
A.317/36.

End-to-end media
security using KMS.

RTP based media
only.

Support SDP
extensions specified
in table A.317, items
A.317/34 and
A.317/35.

Not applicable.

GBA and KMS
support required.

NOTE:

which need not be the same network operator as that of the S-CSCF.

Support of end-to-access-edge security is determined entirely by the network operator of the P-CSCF,

For media security, the UE supports the SDES key management protocol and optionally the KM S key management
protocol as defined in 3GPP TS 33.328 [19C] and SRTP asdefined in RFC 3711 [169] for secure transport of media.

Thereis no support for media security in the MGCF, because there would be no end-to-end security support on calls

interworked with the CS domain and the CS user. In this release of this document, there is no support for media security

in the MRF. End-to-access-edge security is not impacted by this absence of support.

For emergency calls, it is not expected that PSAPs would support end-to-end media security and therefore the
procedures of this document do not alow the UE to establish such sessions with end-to-end security. End-to-access-
edge media security is not impacted and can be used on emergency calls.

When the UE performs the functions of an external attached network (e.g. an enterprise network):

- where end-to-access-edge security is used, the UE functionality is expected to be in the gateway of the external
attached network, and support for further media security is outside the scope of this document; and

- where end-to-end security is used, the UE functionality is expected to be supported by the endpointsin the
attached network.

4.3

Routeing principles of IM CN subsystem entities

Each IM CN subsystem functional entity shall apply loose routeing policy as described in RFC 3261 [26], when

processing a SIP request. In cases where the [-CSCF, IBCF, S-CSCF and the E-CSCF may interact with strict routersin

non IM CN subsystem networks, the I-CSCF, IBCF, S-CSCF and E-CSCF shall use the routeing procedures defined in
RFC 3261 [26] to ensure interoperability with strict routers.

4.4

441

Trust domain

General

RFC 3325 [34] provides for the existence and trust of an asserted identity within a trust domain. For the IM CN

subsystem, this trust domain consists of the functional entities that belong to the same operator's network (P-CSCF, the
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E-CSCF, the I-CSCF, the IBCF, the S-CSCF, the BGCF. the MGCF, the MRFC, the MRB, the EATF, the ATCF, the
| SC gateway function, and all ASsthat are included in the trust domain). Additionally, other nodes within the IM CN
subsystem that are not part of the same operator's domain may or may not be part of the trust domain, depending on
whether an interconnect agreement exists with the remote network. SIP functional entities that belong to a network for
which there is an interconnect agreement are part of the trust domain. ASs outside the operator's network can also
belong to the trust domain if they have atrusted relationship with the home network.

NOTE 1: Whether any peer functional entity is regarded as part of the same operator's domain, and therefore part of
the same trust domain, is dependent on operator policy which is preconfigured into each functional entity.

NOTE 2: For the purpose of this document, the PSAP istypically regarded as being within the trust domain, except
where indicated. National regulator policy applicable to emergency services determines the trust domain
applicable to certain header fields. This means that e.g. the handling of the P-Access-Network-Info header
field, P-Asserted-1dentity header field and the History-Info header field can be asif the PSAP iswithin
the trust domain, and trust domain issues will be resolved accordingly.

Within the IM CN subsystem trust domains will be applied to a number of header fields. These trust domains do not
necessarily contain the same functional entities or cover the same operator domains. The procedures in this subclause
apply to the functional entitiesin clause 5 in the case where a trust domain boundary exists at that functional entity.

Where the IM CN subsystem supports busi ness communication, different trust domains can apply to public network
traffic, and to private network traffic belonging to each supported corporate network.

NOTE 3: Where an external attached network (e.g. an enterprise network) isin use, the edges of the trust domains
need not necessarily lie at the P-CSCF. In this release of the specification, the means by which the P-
CSCF learns of such attached devices, and therefore different trust domain requirements to apply, is not
provided in the specification and is assumed to be by configuration or by a mechanism outside the scope
of thisrelease of the specification.

A trust domain applies for the purpose of the following header fields: P-Asserted-1dentity, P-Access-Network-1nfo,
History-Info, Resource-Priority, P-Asserted-Service, Reason (only in aresponse), P-Profile-Key, P-Private-Network-
Indication, P-Served-User, P-Early-Media and Feature-Caps. A trust domain applies for the purpose of the CPC and
OLI tel URI parameters. The trust domains of these header fields and parameters need not have the same boundaries.
Clause 5 defines additional procedures concerning these header fields.

4.4.2 P-Asserted-lIdentity

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Asserted-
Identity header field according to RFC 3325 [34] when SIP signalling crosses the boundary of the trust domain. The
priv-value "id" shall not be removed from the Privacy header field when SIP signalling crosses the boundary of the trust
domain. Subclause 5.4 identifies additional cases for the removal of the P-Asserted-1dentity header field.

443 P-Access-Network-Info

A functional entity at the boundary of the trust domain shall remove any P-Access-Network-1nfo header field.

4.4.4 History-Info

A functiona entity at the boundary of the trust domain will need to determine whether to remove the History-Info
header field according to RFC 4244 [66] subclause 3.3 when SIP signalling crosses the boundary of the trust domain.
Subclause 5.4 identifies additional cases for the removal of the History-Info header field.

445 P-Asserted-Service

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Asserted-
Service header field according to RFC 6050 [121] when SIP signalling crosses the boundary of the trust domain.
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4.4.6 Resource-Priority

A functional entity shall only include a Resource-Priority header field in arequest or response forwarded to another
entity within the trust domain. If arequest or response is forwarded to an entity outside the trust domain, the functional
entity shall remove the Resource-Priority header field from the forwarded request or response. If arequest or response
isreceived from an untrusted entity (with the exception requests or responses received by the P-CSCF from the UE for
which procedures are defined in subclause 5.2) that contains the Resource-Priority header field, the functional entity
shall remove the Resource-Priority header field before forwarding the request or response within the trust domain.

NOTE: Alternate treatments can be applied when a non-trusted Resource-Priority header field is received over the
boundary of trust domain. The exact treatment (e.g. removal, modification, or passing of the Resource-
Priority header field) isleft to national regulation and network configuration.

4.4.7 Reason (in a response)

A functional entity shall only include a Reason header field in a response forwarded to another entity within the trust
domain (as specified in RFC 6432 [130]). If aresponse is forwarded to an entity outside the trust domain, the functional
entity shall remove the Reason header field from the forwarded response.

NOTE: A Reason header field can be received in aresponse from outside the trust domain and will not be
removed.

4.4.8 P-Profile-Key

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Profile-Key
header field as defined in RFC 5002 [97] when SIP signalling crosses the boundary of the trust domain.

4.4.9 P-Served-User

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Served-User
header field according to RFC 5502 [133] when SIP signalling crosses the boundary of the trust domain.

4.4.10 P-Private-Network-Indication

A functional entity shall only include a P-Private-Network-1ndication header field in arequest forwarded to another
entity within the trust domain. If arequest is forwarded to an entity outside the trust domain, the functional entity shall
remove the P-Private-Network-Indication header field from the forwarded request. If arequest isreceived from an
untrusted entity that contains the P-Private-Network-Indication header field, the functional entity shall remove the P-
Private-Network-1ndication header field before forwarding the request within the trust domain.

NOTE 1: Other entities within the enterprise will frequently be part of thistrust domain.

NOTE 2: The presence of the P-Private-Network-1ndication header field is an indication that the request constitutes
private network traffic. This can modify the trust domain behaviour for other header fields.

NOTE 3: If atrust domain boundary is encountered for this header field without appropriate business
communication processing, then this can be an indication that misconfiguration has occurred in the IM
CN subsystem. Removal of this header field changes the request from private network traffic to public
network traffic.

4.4.11 P-Early-Media

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Early-Media
header field as defined in RFC 5009 [109] when SIP signalling crosses the boundary of the trust domain.

4412 CPC and OLI

Entitiesin the IM CN subsystem shall restrict "cpc" and "oli" URI parameters to specific domains that are trusted and
support the "cpc” and "oli" URI parameters. Therefore for the purpose of the "cpc" and "oli" URI parameters within this
specification, atrust domain also applies.
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SIP functional entities within the trust domain shall remove the "cpc" and "oli" URI parameters when the SIP signalling
crosses the boundary of the trust domain.

4,413 Feature-Caps

A functional entity at the boundary of the trust domain shall remove all Feature-Caps header fields received from UEs
and external networks outside the trust domain.

NOTE: A UEthatisapriviledged sender is considered as part of the trust domain.

4.5 Charging correlation principles for IM CN subsystems

451 Overview

This subclause describes charging correlation principles to aid with the readability of charging related proceduresin
clause 5. See 3GPP TS 32.240 [16] and 3GPP TS 32.260 [17] for further information on charging.

The IM CN subsystem generates and retrieves the following charging correlation information for later use with offline
and online charging:

1. IM CN subsystem Charging Identifier (ICID);
2. Access network charging information;
3. Inter Operator Identifier (101);
4. Charging function addresses:
a. Charging Data Function (CDF);
b. Online Charging Function (OCF).

How to use and where to generate the parametersin IM CN subsystems are described further in the subclauses that
follow. The charging correlation information is encoded in the P-Charging-V ector header field as defined in
subclause 7.2A.5. The P-Charging-V ector header field contains the following header field parameters:. "icid-value”,
"related-icid”, "access-network-charging-info”, "orig-ioi" "term-ioi" and "transit-ioi".

The offline and online charging function addresses are encoded in the P-Charging-Function-Addresses as defined in
draft-drage-sipping-rfc3455bis [52]. The P-Charging-Function-Addresses header field contains the following header
field parameters:. "ccf" for CDF and "ecf" for OCF.

NOTE: P-Charging-Function-Addresses parameters were defined using previous terminology.

45.2 IM CN subsystem charging identifier (ICID)

The ICID isthe session level data shared among the IM CN subsystem entities including ASsin both the calling and
called IM CN subsystems. The ICID isused also for session unrelated messages (e.g. SUBSCRIBE request, NOTIFY
request, MESSAGE request) for the correlation with CDRs generated among the IM CN subsystem entities.

Thefirst IM CN subsystem entity involved in a SIP transaction will generate the ICID and includeit in the "icid-value"
header field parameter of the P-Charging-V ector header field in the SIP request.

For adiaog relating to a session, the generation of the ICID will be performed only on the initial INVITE request. This
ICID will be used for theinitial INVITE request, and all subsequent signalling that contains a P-Charging-V ector
header field.

For all other transactions, generation of the ICID will occur on each SIP request and be included in that SIP request.

See 3GPP TS 32.260 [17] for requirements on the format of 1CID. The P-CSCF will generate an ICID for UE-
originated calls. The I-CSCF will generate an ICID for UE-terminated callsif thereis no ICID received in theinitial
request (e.g. the calling party network does not behave asan IM CN subsystem). The AS will generate an ICID when
acting as an originating UA. The MGCF will generate an ICID for PSTN/PLMN originated calls. The MSC server will
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generate an ICID for ICS and SRV CC originated calls. Each entity that processes the SIP request will extract the ICID
for possible later usein a CDR. The I-CSCF and S-CSCF are also allowed to generate a new ICID for UE-terminated
calls received from another network.

Thereisaso an ICID generated by the P-CSCF with a REGISTER request that is passed in a unique instance of P-
Charging-Vector header field. The valid duration of the ICID is specified in 3GPP TS 32.260 [17].

The"icid-value" header field parameter isincluded in any request that includes the P-Charging-V ector header field.
However, the P-Charging-Vector (and ICID) is not passed to the UE.

The ICID is aso passed from the P-CSCF to the IP-CAN via PCRF. The interface supporting this operation is outside
the scope of this document.

4.5.2A Related ICID

During the process of SRV CC access transfer the MSC server or the P-CSCF generates an | CID for the target access
leg. For the purpose of charging correlation between the source access leg and the target access leg when the user is
roaming the SCC AS and the ATCF includes the ICID used on the source access leg in the "related-icid" header field
parameter of the P-Charging-V ector header field returned in 1xx and 2xx responsesto theinitial INVITE request.

4.5.3 Access network charging information

4531 General

The access network charging information are the media flow level data shared among the IM CN subsystem entities for
one side of the session (either the calling or called side). GPRS charging information (GGSN identifier and PDP context
information) is an example of access network charging information.

45.3.2 Access network charging information

The IP-CAN provides the access network charging information to the IM CN subsystem. This information is used to
correlate IP-CAN CDRs with IM CN subsystem CDRs, i.e. the access network charging information is used to correlate
the bearer level with the session level.

The access network charging information is generated at the first opportunity after the resources are allocated at the I1P-
CAN. The access network charging information is passed from IP-CAN to P-CSCF via PCRF, over the Rx and Gx
interfaces. Access network charging information will be updated with new information during the session as media
flows are added or removed. The P-CSCF provides the access network charging information to the S-CSCF. The S
CSCF may aso pass the information to an AS, which may be needed for online pre-pay applications. The access
network charging information for the originating network is used only within that network, and similarly the access
network charging information for the terminating network is used only within that network. Thus the access network
charging information are not shared between the calling and called networks. The access network charging information
is not passed towards the external ASs from its own network.

The access network charging information is populated in the P-Charging-V ector header field.

The access network charging information can be included in a P-Charging-V ector header field in dialog forming
requests, mid-dialog requests, and responses. Thisis dependant on when updated information is avialable in the P-
CSCF.

4.5.4 Inter operator identifier (10I)

The Inter Operator Identifier (101) isaglobally unique identifier to share between sending and receiving networks,
service providers or content providers.

The sending network populates the "orig-ioi" header field parameter of the P-Charging-Vector header field in arequest
and thereby identifies the operator network from which the request was sent. The "term-ioi" header field parameter is
left out of the P-Charging-Vector header field in this request. The sending network retrievesthe "term-ioi" header field
parameter from the P-Charging-V ector header field within the message sent in response, which identifies the operator
network from which the response was sent.
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The receiving network retrieves the "orig-ioi" header field parameter from the P-Charging-V ector header field in the
regquest, which identifies the operator network from which the request was sent. The receiving network populates the
"term-ioi" header field parameter of the P-Charging-V ector header field in the response to the request, which identifies
the operator network from which the response was sent.

There are three types of 10I:
a) Type110l, between the visited network and the home network. Thisincludes the following cases:

- between the P-CSCF (possibly in the visited network) and the S-CSCF in the home network. Thisis
exchanged in REGISTER requests and responses; and

- when using Roaming Architecture for VVoice over IMS with Local Breakout and loopback routeing occurs,
between the S-CSCF of the home network and the TRF of the visited network or between the BGCF of the
home network and the TRF of the visited network. Thisis exchanged in all session-related requests and
responses.

b) Type 2 10I, between originating network and the terminating network. This includes the following cases:

- between the the S-CSCF of the home originating network and the S-CSCF of the home terminating network
or between the S-CSCF of the home originating network and the M GCF when a call/session is terminated at
the PSTN/PLMN;

- between the MGCF and the S-CSCF of the home terminating network when a call/session is originated from
the PSTN/PLMN or with a PSI AS when accessed across I-CSCF; and

- when using Roaming Architecture for VVoice over IMS with Local Breakout and loopback routeing occurs,
between the TRF of the visited network and the S-CSCF of the home terminating network.

Thisis exchanged in al session-related and session-unrelated requests and responses.

Additionally, for emergency transactions, atype 2 10l is exchanged between the E-CSCF and the MGCF or
IBCF where the request is routed to a PSAP. In scenarios where the E-CSCF receives emergency requests from
an S-CSCF, atype 2 10l is exchanged. This can aso occur where the E-CSCF receives emergency regquests from
an IBCF.

c) Type310I, between the S-CSCF or |-CSCF of the home operator network and any AS. Type 3 10l are also used
between E-CSCF and L RF, between E-CSCF and EATF, and between transit function and AS. The type 310l is
exchanged in all session-related and session-unrelated requests and responses.

Each entity that processes the SIP request will extract the IOl for possible later use in a CDR. The valid duration of the
IOl is specified in 3GPP TS 32.240 [16].

4.5.4A Transit inter operator identifier (Transit |Ol)

The Transit Inter Operator Identifier (Transit 101) isaglobally unique identifier to share between sending, transit and
receiving networks, service providers or content providers.

The sending network retrieves the "transit-ioi" header field parameter value(s) from the P-Charging-V ector header field
within the message sent in response, which identify the operator network(s) which the response was transitting.

The transit network(s) populate(s) the "transit-ioi" header field parameter value(s) of the P-Charging-V ector header
field in arequest and thereby identify(ies) the operator network(s) which the request was transitting. The "transit-ioi"
header field parameter is an indexed value that isincremented each time avalue is added. When the index is cal culated
then "void" entries are taken into account.

The transit network(s) populate(s) the "transit-ioi" header field parameter value(s) of the P-Charging-V ector header
field in the response to the request and thereby identify(ies) the operator network(s) which the response was transitting.
The "transit-ioi" header field parameter is an indexed value that is incremented each time a value is added. When the
index is calculated then "void" entries are taken into account.

The receiving network retrieves the "transit-ioi" header field parameter value(s) from the P-Charging-V ector header
field in the request, which identify the operator network(s) which the request was transitting.

EXAMPLE:
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Transit-10I in arequest when arriving on the terminating side:

P-Charging-Vector: icid-value="AyretyU0dm+602IrT5tAFrbHL s0=023551024"; orig-ioi=homel.net; transit-
ioi="operator_A.1, void, operator_B.3"

Transit-10I in the corresponding response when arriving on the originating side:

P-Charging-Vector: icid-value="AyretyU0dm+602IrT5tAFrbHL s0=023551024"; orig-ioi=homel.net; term-
ioi=home2.net; "transit-ioi=operator_B.1, void, operator_A.3"

The Transit 10l is exchanged between additional routeing functions as defined in Annex | and the S-CSCF of the home
terminating network, or the additional routeing functions as defined in Annex | of the transit network(s) and the S-
CSCF of the home originating network, or between the additional routeing functions as defined in Annex | and the
MGCF when a call/session is terminated at the PSTN/PLMN, or between the MGCF and the S-CSCF of the home
terminating network when a call/session was transitting the PSTN/PLMN. This may be exchanged in all session-related
and session-unrelated requests and responses. Additiona routeing functions as defined in Annex | may add or delete
"transit-ioi" header field parameter value(s) in the P-Charging-V ector header field in requests and in responses, in
accordance with the proceduresin 3GPP TS 32.260 [17].

NOTE: Transt 10Is can aso be exchanged with non 3GPP networks, e.g. IPX networks.

Each entity that processes the SIP requests and responses may extract the Transit 10l for charging purposes, as
described in 3GPP TS 32.260 [17].

45.5  Charging function addresses

Charging function addresses are distributed to each of the IM CN subsystem entities in the home network for one side
of the session (either the calling or called side) and provide a common location for each entity to send charging
information. Charging Data Function (CDF) addresses are used for offline billing. Online Charging Function (OCF)
addresses are used for online billing.

There may be multiple addresses for CDF and OCF addresses populated into the P-Charging-Function-Addresses
header field of the SIP request or response. The header field parameters are "ccf" and "ecf" for CDF and OCF,
respectively. At least one instance of either "ccf" or "ecf" header field paramter is required. If "ccf" header field
parameter isincluded for offline charging, then a secondary "ccf" header field paramter may be included by each
network for redundancy purposes, but the first instance of "ccf" header field parameter is the primary address. If ecf
addressisincluded for online charging, then a secondary instance may also be included for redundancy.

The CDF and/or OCF addresses are retrieved from an Home Subscriber Server (HSS) viathe Cx interface and passed
by the S-CSCF to subsequent entities. The charging function addresses are passed from the S-CSCF to the IM CN
subsystem entitiesin its home network, but are not passed to the visited network or the UE. When the P-CSCF is
allocated in the visited network, then the charging function addresses are obtained by means outside the scope of this
document. The AS receives the charging function addresses from the S-CSCF viathe | SC interface. CDF and/or OCF
addresses may be allocated as locally preconfigured addresses. The AS can a so retrieve the charging function address
from the HSS via Sh interface.

4.6 Support of local service numbers

For the IM CN subsystem, the support of local service numbersis provided by an AS in the subscriber's home network
as described in subclause 5.7.1.7.

4.7 Emergency service

4.7.1 Introduction

The need for support of emergency calsinthe IM CN subsystem is determined by national regulatory requirements.
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4.7.2 Emergency calls generated by a UE

If the UE cannot detect the emergency call attempt, the UE initiates the request as per normal procedures as described in
subclause 5.1.2A. Depending on network policies, for a non-roaming UE or for aroaming UE where the P-CSCF isin
the same network where the UE is roaming an emergency call attempt can succeed even if the UE did not detect that an
emergency session is being requested, otherwise the network rejects the request indicating to the UE that the attempt
was for an emergency service.

The UE procedures for UE detectable emergency calls are defined in subclause 5.1.6.

The P CSCF, S-CSCF, and E-CSCF procedures for emergency service are described in subclause 5.2.10, 5.4.8 and 5.11,
respectively.

Access dependent aspects of emergency service (e.g. emergency registration support and location provision) are defined
in the access technology specific annexes for each access technology.

There are a number of variants within these procedures and which variant gets used depends on a number of issues.
These conditions are defined more specifically in 3GPP TS 23.167 [4B] and, where appropriate, in the access
technology specific annex, but are summarised as follows:

a) if the UE knowsthat it isin its own home network, then an existing registration is permitted to be used for
signalling the emergency call, except where item c) applies. The access technology specific annexes define the
mechanism by which home network determination is made;

b) if emergency calls are permitted without security credentials (or additionally where the authentication is not
possible or has failed), then the emergency call is made directly without use of any security association created
by aregistration, and therefore without the registration; and

¢) where the access technology defines emergency bearers for the support of emergency calls, a new emergency
registration is required so that these emergency bearers can be used for both signalling and media, unless an
existing emergency registration exists on those emergency bearers.

4.7.3 Emergency calls generated by an AS

In certain circumstances an AS can identify that a request is an emergency call. This may relate to aregquest received
from a UE (or subscription-based business trunking), or may be a call generated by an AS on behalf of a UE asfar as
the IM CN subsystem operation is concerned. These applications are outside the scope of this document to define.

Proceduresin support of an AS initiating emergency calls are provided in subclause 5.7.1.14.

4.7.4 Emergency calls received from an enterprise network

An IBCF can also route emergency calls received from an enterprise network (peering-based business trunking) to an E-
CSCF.

4.7.5 Location in emergency calls

A number of mechanisms also exist for providing location in support of emergency calls, both for routeing to a PSAP,
and for use by the PSAP itself, in the IM CN subsystem:

a) by theinclusion by the UE of the Geolocation header field containing alocation by reference or by value (see
RFC 6442 [89)]);

b) by theinclusion by the UE of a P-Access-Network-Info header field, which contains a cell identifier or location
identitifier, which is subsequently mapped, potentially by the recipient, into areal location;

¢) by theinclusion by the P-CSCF of a P-Access-Network-Info header field based on information supplied by
either the PCRF or the NASS, and which contains a cell identifier or location identitifier, which is subsequently
mapped, potentially by the recipient, into areal location;

d) by the allocation of alocation reference that relates to the call by the LRF. Location is then supplied to the
recipient over the Le interface (see 3GPP TS 23.167 [4B] for a definition of the Le interface) along with other
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call information. The LRF can obtain the location from entities outside the IM CN subsystem, e.g. by the €2
interface from the NASS (see ETSI TS 283 035 [98] or from the Gateway Mobile Location Centre (GMLC); and

e) by the inclusion by the S-CSCF of a P-Access-Network-Info header field based on information supplied by HSS,
and which contains a location identitifier, which is subsequently mapped, potentially by the recipient, into area
location.

Mechanisms also exist for providing emergency-related information to a PSAP, in requests subsequent to routeing an
initial request to a PSAP, inthe IM CN subsystem:

a) by theinclusion by the UE of the Geolocation header field containing alocation by reference or by value (see
RFC 6442 [89)]);

b) by theinclusion by the UE of a P-Access-Network-Info header field, which contains a cell identifier or location
identitifier, which is subsequently mapped, potentially by the recipient, into areal location;

¢) by theinclusion by the P-CSCF of a P-Access-Network-Info header field based on information supplied by
either the PCRF or the NASS, and which contains a cell identifier or location identitifier, which is subsequently
mapped, potentially by the recipient, into areal location;

d) by theinclusion by the UE of the emergency-related information as specified in subclause 5.1.6.10; and

€) by theinclusion by the S-CSCF of a P-Access-Network-Info header field based on information supplied by HSS,
and which contains alocation identitifier, which is subsequently mapped, potentially by the recipient, into areal
location.

The E-CSCF routes such a subsequent request to the PSAP using normal SIP procedures. If operator policy determines
that an LRF isto be used, this version of the specification does not specify that the emergency-related information in
such a subsequent request received by the E-CSCF is provided to the LRF.

NOTE 1: Mechanisms independent from SIP for providing the emergency related information to a PSAP after
session setup exist and are not listed. The use of such mechanismsis not precluded.

Which means of providing location is used depends on local regulatory and operator requirements. One or more
mechani sms can be used. Location can be subject to privacy constraints.

NOTE 2: A similar variety of mechanisms also exists for normal calls, where location can be made use of by the
recipient or by an intermediate AS, again subject to privacy congtraints. The LRF is not involved in a
normal call, but an AS can obtain location from the e2 interface from the NASS (see
ETSI TS 283 035 [98] or from the Gateway Mobile Location Centre (GMLC).

4.8 Void

4.9 Overlap signalling

49.1 General

This subclause explains the overlap signalling impacts on the core entities of the IM CN subsystem.

The support of overlap signalling, and each of the overlap signalling method, within the IM CN subsystem, are optional
and is dependent on the network policy.

Only one overlap signalling method shall be used within one IM CN subsystem.

NOTE: Interworking between the overlap signalling methods is not specified in this release.
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4.9.2 Overlap signalling methods
4921 In-dialog method

4921.1 General

The in-dialog method uses INFO requests or INVITE requestsin order to transport additional digits. Before an early
dialog has been established, upon reception of a404 (Not Found) or 484 (Address Incomplete) response to an earlier
INVITE request, new INVITE requests will be sent to transfer additional digits (as specified in 3GPP TS 29.163 [11B]).
Once an entity establishes an early dialog, by sending a provisiona responseto alNVITE request, INFO requests will
be sent to carry additional digits on the early diaog.

The message body, and associated header values, which is used to carry additional digitsin INFO requestsis defined in
3GPPTS29.163 [11B].

49.2.2 Multiple-INVITE method

49221 General

The multiple-INVITE method uses INVITE requests with the same Call ID and From header in order to transport digits
(as specified in 3GPP TS 29.163 [11B]).

4.9.3 Routeing impacts

4931 General

If overlap dialing is supported, the IM CN subsystem needs to be configured in such a manner that erroneous routeing
of INVITE requests with incomplete numbers towards others entities than the corresponding INVITE requests with full
numbers is avoided, for instance towards a default destination for unknown numbers such as a PSTN. Possibly impacted
nodes include the S-CSCF for the UE-originated case, the transit routeing function, the [-CSCF, and application servers.

A misrouteing can be avoided by configuring the entity sending overlap signalling in such a manner that it will send the
first INVITE request with a sufficient number of digitsto find a suitable entry in the translation database. If ENUM is
used, the ENUM database in atypical deployment contains sufficient information about the first digits, as required to
identify the destination IP domain. Therefore, ENUM is able to handle incomplete numbersin such deployments. As
another aternative, the routeing entity can reject calls with unknown numbers with a 404 (Not Found) response, using
entries in the routeing database to identify calls towards the PSTN. The S-CSCF for the UE-originated case could aso
forward calls with unknown numbers to the BGCF, if the BGCF is configured to reject calls to unknown destinations
with a404 (Not Found) response.

4.9.3.2 Deterministic routeing

If the multiple-INVITE method is used for overlap signalling, if an entity receives aINVITE request outside an existing
diaog with the same Call ID and From header field as a previous INVITE request during a certain period of time, the
entity shall route the new INVITE request to the same next hop as the previous INVITE request.

NOTE: INVITE requests with the same Call ID and From header fields received in sequence during a certain
period of time belong to the same call. The routeing towards the same next hop could be achieved by an
appropriately configured database or by the entity comparing the Call ID and From header fields of each
INVITE request outside an existing dialog with Call IDsand "tag" From header field parameters of
previous INVITE requests. If the entity compares the Call ID and From header field, it storesthe
information about received Call ID and From header fields at least for atime in the order of call setup
times. If paths have been established at registration time, deterministic routeing will be automatic for
entities on these paths.

49.3.3 Digit collection

Entities performing routeing decicisions may require additional digits for a decision where to route an INVITE request.
These entities may interact with a routeing database to reach this decision.
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If no suitable entry in a database is found for the digits received in aINVITE request, an entity can reject the INVITE
request with a 404 (Not Found) or 484 (Address Incomplete) response. This method of digit collection can be
performed by a SIP proxy and is suitable both for the in-dialog and multiple-INVITE overlap signalling methods.
Replying with a 404 (Not Found) response avoids the need to keep apart uncomplete and unknown numbers. The 484
(Address Incomplete) response requires the recognition of incomplete numbers.

NOTE: AnHSSdoes not support the recognition of incomplete numbers. A routeing database being queried by
ENUM also does not support the recognition of incomplete numbers.

As an dternative for the in-dialogue method, the digit collection function described in annex N.2 may be invoked. It
shall be performed by an entity acting asa B2BUA. The digit collection function requires the ability to recognise
incomplete number.

4.10 Dialog correlation for IM CN subsystems

4.10.1 General

The Call-ID header field in combination with the tags in the From header field and in the To header field is the standard
mechanism to identify SIP messages which belong to the same dialog. However the Call-1D header field is often
changed by B2BUAs and other SIP intermediaries in the end-to-end message path.

To solve this problem, a Session-1D header field containing a globally unique session identifier, as defined in draft-
kaplan-insipid-session-id [162], can be used to correlate SIP messages belonging to the same session. In the case of a
concatenation of dialogs, the dialog correlation mechanism indicates that these dialogs belong to the same session.

The usage of the Session-1D header field is specified in annex A.

4.10.2 CONF usage

In case of the activation of a3PTY conference, in the INVITE request to the CONF AS the Session-ID header field is
added to the URIsin the URI list, in order to indicate the dialogs which are to be included to the 3PTY conference at the
CONF AS, asdescribed in 3GPP TS 24.147 [8B].

4.11  Priority mechanisms

In support of priority, the IM CN subsystem uses the mechanisms of RFC 4412 [116]. The request for prioritisation of a
transaction / dialog may, for some deployments, be marked with the Resource-Priority header field by the UE. For other
deployments, the request is not marked for priority by the UE, but the request isinstead identified as a priority request
and marked for priority (viaa Resource-Priority header field) by a functional entity (e.g., P-CSCF) within the network.
Subsequent to successful authorisation at an authorisation point (e.g. AS), request is considered to be authorised.

The characteristics of any priority scheme is defined by the namespace that is used. This determines how priority is
applied to the SIP signalling, to the bearer carrying the SIP signalling, and to the bearers carrying any media. Different
priority levels exist within each namespace. Priority levelsin one namespace have no relationship to the priority levels
in any other namespace, i.e. priority level "1" in namespace "A" may have an entirely different level and characteristic
of priority treatment to an identically labelled priority level "1" in namespace "B".

A network can support multiple namespaces. It is up to the network operator (potentially based on regulatory or
contractural obligations) to define the relationship between the priority mechanisms for each namespace, and indeed
with calls that are not given any priority. It isnormal that prioritised calls do not have access to 100% of any available
resource and indeed are limited to a much lower figure. Priority is optional, and this document places no requirement on
aconformant IM CN subsystem implementation to support priority, or indeed any namespace in a priority scheme.
Regulators can however place their own requirements on an operator. Emergency transactions or dialogs (see

subclause 4.7) can also have their own priority scheme.

RFC 4412 [116] specifies several resource priority namespaces. For example, certain national MPS implementations
use resource priority namespaces of ETS (Emergency Telecommunications Service) and WPS (Wireless Priority
Service).
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Several ways of using priority exist, depending on the authorisation mechanism adopted. These are identified as
follows. In each of these authorisation means authorisation to use the service, the namespace, and the priority level
within that namespace:

1) Authorisation based on subscription in the IM CN subsystem only, priority requested by the UE using the
Resource Priority header field. Whether the user is allowed to use priority or not, and the appropriate namespace
and priority levels, is stored as part of the user profile in the HSS. As part of the reg event package subscription,
thisinformation is given to the P-CSCF when the contact information for any public user identity changes, and
based on this information, the P-CSCF acts as the authorisation point for priority on individual requests. At the
P-CSCF, when a Resource-Priority header field is received from the UE, if the requested priority equatesto a
value (namespace and priority level) that the P-CSCF knows is allowed for that public user identity, the the
priority is authorised.

2) Authorisation based on a database deployed by an AS; priority requested by the UE using a specia dialstring. In
this case the user requires no priority subscription information in the HSS. Specific dialstrings are configured in
the P-CSCF. When arequest is received from the UE by the P-CSCF, if the request contains a specific diastring
that is recognised by the P-CSCF as being eligible for priority treatment, the request is marked for temporary
priority, subject to subsequent authorisation by an authorisation point (i.e., AS). And all such requests are routed
to an AS. Final authorisation is granted by the AS, based on a PIN or password exchange with the UE.
Subsequent requests or responses after authorisation are only given priority by the P-CSCF and S-CSCF if some
backwards indication is received for that specific dialog. The definition of this backwards indication is outside
the scope of this document (because non-standardised mechanisms have already been implemented in
association with this approach).

3) Authorisation based on subscription in the IM CN subsystem and on a database deployed by an AS; priority
reguested by the UE using a special diastring. Specific diastrings are configured in the P-CSCF. When a request
isreceived from the UE by the P-CSCF, if the request contains a specific dialstring that is recognised by the P-
CSCF as being eligible for priority treatment, the request is marked for temporary priority, subject to subsequent
authorisation by an authorisation point (i.e., AS). Based on iFC functionality that exists at the S-CSCF (from the
users subscription in the HSS), such requests are routed to an AS. Final authorisation is granted by the AS, based
on aPIN or password exchange with the UE or based on user profile. Subsequent requests or responses after
authorisation are only given priority by the P-CSCF and S-CSCF if some backwards indication is received for
that specific dialog. The definition of this backwards indication is outside the scope of this document (because
non-standardised mechanisms have aready been implemented in association with this approach).

Some administrations can require the use of multiple approaches in the same network.

For the cases of interworking with other networks, where the P-CSCF of the other network does not support priority,
but it isintended or required to give users of that P-CSCF priority in the home network, provision is made for
recognition of diastrings by the IBCF and the S-CSCF. In such scenarios, when the IBCF or S-CSCF recognize that a
request contains a dialstring as being eligible for priority treatment, the request is marked by the IBCF or S-CSCF for
temporary priority, subject to subsequent authorisation by an authorisation point (i.e. AS). This mechanism does not
have an impact on the network where the P-CSCF resides.

Where the network has a requirement to prioritise emergency calls, it can either perform this function by the use of the
"esnet” namespace in the Resource-Priority header field (as defined in draft-polk-local-emergency-rph-

namespace [197]), or by recognition of the presence of the service URN relating to an emergency. Where the Resource-
Priority header field is used for this purpose, it isinserted by the entity identifying the emergency call, i.e. the P-CSCF
or the IBCF. Thereis no usage of this namespace from the UE, and when this namespace is used, the trust domain
implementation is set to remove it if it occurs from the UE.

4.12 Overload control

Usage of overload control isindependent of the nature of any SIP using entity, i.e. there are no specific requirements for
any particular IMS functional entity implementing SIP. The capability however is not extended to the UE except when
performing the function of an externally attached network.

Two mechanisms are defined as follows:

- afeedback based mechanism defined in draft-ietf-soc-overload-control [199], where the feedback is given in the
Viaheader field of signalling messages supporting the traffic. draft-ietf-soc-overload-control [199] also defines
the default algorithm for usage of the feedback based mechanisminthe IM CN subsystem (i.e. loss-based
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agorithm). Additional algorithms are either aready defined, e.g. the rate-based scheme defined in draft-ietf-soc-
overload-rate-control [200] or can also be defined in the future. Asit is carried in the Via header fields the nature
of the mechanism is hop by hop.

- an event package for distributing load filters defined in draft-ietf-soc-load-control-event-package [201], which
can be either used in a hop-by-hop manner between adjacent entitiesin a similar manner to the feedback based
mechanism, or can be used on awider basis across the network, subject to the restrictions given in annex A. In
this manner it can be used to address expected overload situations, e.g. for voting callsinitiated by a specific
television programme.

When the load filters based mechanism is used in the IMS, the default algorithm isloss-based (i.e. the filter specifiesthe
relative percentage of incoming requests that can be accepted).

The S-CSCF, application servers and entities that implement the additional routeing capability can use both
mechanismsin parallel on the same interfaces.

There are no specific reasons why one protocol mechanism should be specified over another, although some discussion
is given in the documents specifying the mechanisms themselves. It is regarded as a deployment issue as to which
mechanisms are supported, and which a gorithms are supported within those mechanisms, beyond those that the
mechani sms themsel ves identify as mandatory. An operator will need to take a network wide view to planning their
overload control strategy, it cannot be performed on ad-hoc basis as nodes are deployed. In particular, due regard hasto
be paid to emergency calls and priority callsin any overload control deployment, giving them priority in relation to
other traffic consistent with what they are normally given.

For the distribution of 1oad filters mechanism, typical deployments might include an S-CSCF subscribing to the load
control event package at an AS, an AS subscribing to the load control event package at an AS, and an entity hosting
additional routeing capabilities as specified in subclause 1.3 subscribing to the load-control event package at the AS.

Operation between two network operators is supported. If two network operators wish to implement overload control, it
isamatter for bilateral agreement asto what is supported.

Operation with enterprise networks is supported. The network operator and the enterprise operator will need to agree on
the overload control options to be supported.

5 Application usage of SIP

5.1 Procedures at the UE

51.0 General

The UE procedures for UE detectable emergency calls are defined in subclause 5.1.6. Exceptions to UE procedures for
SIP that do not relate to emergency, are documented in subclause 5.1.6 and shall apply. These exceptions include
handling of aresponse to arequest not detected by the UE as relating to an emergency.

51.1 Registration and authentication

51.1.1 General
The UE shall register public user identities (see table A.4/1 and dependencies on that major capability).

NOTE 1. The UE can use multiple Contact header field values simultaneously containing the same | P address and
port number in the contact address.

In case aUE registers several public user identities at different pointsin time, the procedures to re-register, deregister
and subscribe to the registration-state event package for these public user identities can remain uncoordinated in time.

The UE can register any one of its public user identities with any I P address acquired by the UE. The same public user
identity can be bound to more than one I P address of the UE. While having valid registrations of previously registered
public user identities, the UE can register any additional public user identity with any of its |P addresses. When binding
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any one of its public user identities to an additional contact address, the UE shall follow the procedures described in
RFC 5626 [92].

If SIP digest without TLSis used, the UE shall not include signalling plane security mechanisms in the header fields
defined in RFC 3329 [48] in any SIP messages.

NOTE 2: The UE determinesif SIP digest is used with or without TL S based on device configuration. If SIP digest
with TLSis used, then the UE includes the TL S signalling plane security mechanism in the header fields
defined in RFC 3329 [48] as described in subclause 5.1.1.2.4.

SIP requests that indicate security mechanisms for both the signalling plane and the media plane can contain multiple
instances or a single instance of the Security-Client, Security-Verify, or Security-Server header fields defined in
RFC 3329 [48].

In case a device performing address and/or port number conversionsis provided by aNA(P)T or NA(P)T-PT, the UE
may need to modify the SIP contents according to the procedures described in either annex F or annex K.

NOTE 3: If UE populates the display-name of the Contact header field included in the REGISTER request with UE
name, other UEs of the user can discover the UE name of the UE in the reg event package notification.
The UE name isatext string chosen by the user allowing the user to distinguish individual UEs of the
same user.

5.1.1.1A Parameters contained in the ISIM
This subclause applies when a UE contains either an ISIM or aUSIM.

The ISIM shall always be used for authentication to the IM CN subsystem, if it is present, as described in
3GPPTS33.203 [19].

The ISIM is preconfigured with all the necessary parametersto initiate the registration to the IM CN subsystem. These
parameters include:

- the private user identity;

- one or more public user identities; and

- the home network domain name used to address the SIP REGISTER regquest
Thefirst public user identity in thelist stored inthe ISIM is used in emergency registration requests.
In case the UE does not contain an ISIM, the UE shall:

- generate aprivate user identity;

- generate atemporary public user identity; and

- generate a home network domain name to address the SIP REGISTER request to;
in accordance with the proceduresin clause C.2.

The temporary public user identity isonly used in REGISTER requests, i.e. initial registration, re-registration, UE-
initiated deregistration.

The UE shall not reveal to the user the temporary public user identity if the temporary public user identity is barred. The
temporary public user identity is not barred if received by the UE in the P-Associated-URI header field.

If the UE is unable to derive the parametersin this subclause for any reason, then the UE shall not proceed with the
request associated with the use of these parameters and will not be able to register to the IM CN subsystem.

5.1.1.1B Parameters provisioned to a UE without ISIM or USIM

5.1.1.1B.1 Parameters provisioned in the IMC

In case the UE contains neither an ISIM nor aUSIM, but IMC is present the UE shall use preconfigured parametersin
the IMC to initiate the registration to the IM CN subsystem and for authentication.
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Thefollowing IM S parameters are assumed to be available to the UE:

- aprivate user identity;

- apublic user identity; and

- ahome network domain name to address the SIP REGISTER request to.
These parameters may not necessarily residein aUICC.

Thefirst public user identity in the list stored in the IMC is used in emergency registration requests.

51.1.1B.2 Parameters when UE does not contain ISIM, USIM or IMC

If the UE contains neither ISIM, nor USIM nor IMC, the UE shall generate atemporary public user identity, a private
user identity and a home network domain name to address the SIP REGISTER request to, according
3GPPTS23.003[3].

5.1.1.2 Initial registration

511.2.1 General

Theinitial registration procedure consists of the UE sending an unprotected REGISTER request and, if challenged
depending on the security mechanism supported for this UE, sending the integrity-protected REGISTER request or
other appropriate response to the challenge. The UE can register a public user identity with any of its contact addresses
at any time after it has acquired an 1P address, discovered a P-CSCF, and established an IP-CAN bearer that can be used
for SIP signalling. However, the UE shall only initiate a new registration procedure when it has received a final
response from the registrar for the ongoing registration, or the previous REGISTER request has timed out.

When registering any public user identity belonging to the UE, the UE shall either use an already active pair of security
associations or a TL S session to protect the REGISTER requests, or register the public user identity viaanew initial
registration procedure.

When binding any one of its public user identities to an additional contact address viaa new initial registration
procedure, the UE shall follow the procedures described in RFC 5626 [92]. The set of security associationsor aTLS
session resulting from thisinitial registration procedure will have no impact on the existing set of security associations
or TLS sessions that have been established as aresult of previousinitial registration procedures. However, if the UE
registers any one of its public user identities with a new contact address viaa new initial registration procedure and does
not employ the procedures described in RFC 5626 [92], then the new set of security associations or TLS session shall
replace any existing set of security association or TLS session.

If the UE detects that the existing security associations or TLS sessions associated with a given contact address are no
longer active (e.g., after receiving no response to several protected messages), the UE shall:

- consider all previously registered public user identities bound to this security associations or TLS session that are
only associated with this contact address as deregistered; and

- stop processing all associated ongoing dialogs and transactions that were using the security associationsor TLS
session associated with this contact address, if any (i.e. no further SIP signalling will be sent by the UE on behal f
of these transactions or dialogs).

The UE shall send the unprotected REGISTER requests to the port advertised to the UE during the P-CSCF discovery
procedure. If the UE does not receive any specific port information during the P-CSCF discovery procedure, or if the
UE was pre-configured with the P-CSCF's | P address or domain name and was unabl e to obtain specific port
information, the UE shall send the unprotected REGISTER request to the SIP default port values as specified in

RFC 3261 [26].

NOTE 1: The UE will only send further registration and subsequent SIP messages towards the same port of the P-
CSCF for security mechanisms that do not require to use negotiated ports for exchanging protected

messages.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B. A
public user identity may be input by the end user.
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On sending an unprotected REGISTER request, the UE shall populate the header fields as follows:

a)

b)

<)

a From header field set to the SIP URI that contains:

1) if the UE supports RFC 6140 [191] and performs the functions of an external attached network, the main URI
of the UE; else

2) the public user identity to be registered;
aTo header field set to the SIP URI that contains:

1) if the UE supports RFC 6140 [191] and performs the functions of an external attached network, the main URI
of the UE; else

2) the public user identity to be registered;

a Contact header field set to include SIP URI(s) containing the | P address or FQDN of the UE in the hostport
parameter. If the UE:

1) supports GRUU (seetable A.4, item A.4/53);
2) supports multiple registrations;

3) hasan IMEI available; or

4) hasan MEID available;

the UE shall include a"+sip.instance" header field parameter containing the instance ID. Only the IMEI shall be
used for generating an instance ID for a multi-mode UE that supports both 3GPP and 3GPP2 defined radio
access networks.

NOTE 2: The requirement placed on the UE to include an instance ID based on the IMEI or the MEID when the

d)

UE does not support GRUU and does not support multiple registrations does not imply any additional
requirements on the network.

If the UE supports multiple registrationsit shall include "reg-id" header field parameter as described in

RFC 5626 [92]. The UE shall include all supported ICSI values (coded as specified in subclause 7.2A.8.2) ina
g.3gpp.icsi-ref mediafeature tag as defined in subclause 7.9.2 and RFC 3840 [62] for the IMS communication
servicesit intendsto use, and IARI values (coded as specified in subclause 7.2A.9.2), for the IMS applications it
intends to use in a g.3gpp.iari-ref media feature tag as defined in subclause 7.9.3 and RFC 3840 [62].

if the UE supports RFC 6140 [191] and performs the functions of an external attached network, for the
registration of bulk number contacts the UE shall shall include a Contact URI without a user portion and
containing the "bnc" URI parameter;

aViaheader field set to include the sent-by field containing the |P address or FQDN of the UE and the port
number where the UE expects to receive the response to this request when UDPis used. For TCP, the response is
received on the TCP connection on which the request was sent. The UE shall also include a"rport" header field
parameter with no valuein the Via header field. Unless the UE has been configured to not send keep-alives, and
unless the UE is directly connected to an IP-CAN for which usage of NAT is not defined, it shall include a
"keep" header field parameter with no value in the Via header field, in order to indicate support of sending keep-
alives associated with the registration, as described in RFC 6223 [143];

NOTE 3: When sending the unprotected REGISTER request using UDP, the UE transmit the request from the same

€)

IP address and port on which it expects to receive the response to this request.

aregistration expiration interval value of 600 000 seconds as the value desired for the duration of the
registration;

NOTE 4: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.

f)

Registration attempts with a registration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

a Request-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;
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g) the Supported header field containing the option-tag "path”, and
1) if GRUU is supported, the option-tag "gruu"; and
2) if multiple registrations is supported, the option-tag "outbound"”.

h) if asecurity association or TLS session exists, and if available to the UE (as defined in the access technology
specific annexes for each access technology), a P-Access-Network-Info header field set as specified for the
access network technology (see subclause 7.2A.4);

i) aSecurity-Client header field to announce the media plane security mechanisms the UE supports, if any, labelled
with the "mediasec" header field parameter specified in subclause 7.2A.7,

NOTE 5: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

j) if the UE supports RFC 6140 [191] and performs the functions of an external attached network, for the
registration of bulk number contacts the UE shall include a Require header field containing the option-tag "gin";
and

k) if the UE supports RFC 6140 [191] and performs the functions of an external attached network, for the
registration of bulk number contacts the UE shall include a Proxy-Require header field containing the option-tag
"gin".

On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a) storethe expiration time of the registration for the public user identities found in the To header field value and
bind it either to the respective contact address of the UE or to the registration flow and the associated contact
address (if the multiple registration mechanism is used);

NOTE 6: If the UE supports RFC 6140 [191] and performs the functions of an external attached
network, the To header field will contain the main URI of the UE.

b) store asthe default public user identity the first URI on thelist of URIs present in the P-Associated-URI header
field and bind it to the respective contact address of the UE and the associated set of security associationsor TLS
session;

NOTE 7: When using the respective contact address and associated set of security associationsor TLS session, the
UE can utilize additional URIs contained in the P-Associated-URI header field and bound it to the
respective contact address of the UE and the associated set of security associations or TLS session, e.g. for
application purposes.

c) treat theidentity under registration as a barred public user identity, if it is not included in the P-Associated-URI
header field;

d) storethelist of service route values contained in the Service-Route header field and bind the list either to the
contact address or to the registration flow and the associated contact address (if the multiple registration
mechanism is used), and the associated set of security associations or TL S session over which the REGISTER
request was sent;

NOTE 8: When multiple registration mechanism is not used, there will be only one list of service route values
bound to a contact address. However, when multiple registration mechanismis used, there will be
different list of service route values bound to each registration flow and the associated contact address.

NOTE 9: The UE will use the stored list of service route valuesto build a proper preloaded Route header field for
new dialogs and standal one transactions when using either the respective contact address or to the
registration flow and the associated contact address (if the multiple registration mechanism is used), and
the associated set of security associationsor TLS session.

e) if the UE indicated support for GRUU in the Supported header field of the REGISTER request then:

- if the UE did not use the procedures specified in RFC 6140 [191] for registration, find the Contact header
field within the response that matches the one included in the REGISTER request. If this contains a " pub-
gruu" header field parameter or a"temp-gruu” header field parameter or both, then store the value of those
parameters as the GRUUSs for the UE in association with the public user identity and the contact address that
was registered; and
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- if the UE used the procedures specified in RFC 6140 [191] for registration then find the Contact header field
within the response that matches the one included in the REGISTER request. If this contains a " pub-gruu®
header field parameter then store the value of the " pub-gruu” header field parameter for use for generating
public GRUUs for registering UAs as specified in RFC 6140 [191]. If this contains a "temp-gruu-cookie"
header field parameter then store the value of the "temp-gruu-cookie"header field parameter for use for
generating temporary GRUUSs for registering UAs as specified in RFC 6140 [191];

NOTE 10: When alocating public GRUUs to registering UAs the functionality within the UE that performsthe role
of registrar will add an "sg" SIP URI parameter that uniquenly identifies that UA to the public GRUU it
received in the "pub-gruu" header field parameter. The procedures for generating atemporary GRUU
using the "temp-gruu-cookie" header field parameter are specified in subclause 7.1.2.2 of
RFC 6140 [191].

f) if the REGISTER request contained the "reg-id" and "+sip.instance" Contact header field parameter and the
"outbound" option tag in a Supported header field, the UE shall check whether the option-tag "outbound” is
present in the Require header field:

- if no option-tag "outbound" is present, the UE shall conclude that the S-CSCF does not support the
registration procedure as described in RFC 5626 [92], and the S-CSCF has followed the registration
procedure as described in RFC 5627 [93] or RFC 3261 [26], i.e., if thereis a previously registered contact
address, the S-CSCF replaced the old contact address and associated information with the new contact
address and associated information (see bullet €) above). Upon detecting that the S-CSCF does not support
the registration procedure as defined in RFC 5626 [92], the UE shall refrain from registering any additional
IMS flows for the same private identity as described in RFC 5626 [92]; or

NOTE 11: Upon replaces the old contact address with the new contact address, the S-CSCF performs the network
initiated deregistration procedure for the previously registered public user identities and the associated old
contact address as described in subclause 5.4.1.5. Hence, the UE will receive aNOTIFY request
informing the UE about thederegistration of the old contact address.

- if an option-tag "outbound" is present, the UE may establish additional IMS flows for the same private
identity, as defined in RFC 5626 [92];

0) store the announcement of media plane security mechanisms the P-CSCF (IMS-ALG) supports labelled with the
"mediasec" header field parameter specified in subclause 7.2A.7 and received in the Security-Server header
field, if any. Once the UE chooses a media security mechanism from the list received in the Security-Server
header field from the server, it may initiate that mechanism on a medialevel when it initiates new mediain an
existing session; and

NOTE 12: The "mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

h) if the Viaheader field contains a"keep" header field parameter with a value, unlessthe UE detectsthat it is not
behind a NAT, start to send keep-alives associated with the registration towards the P-CSCF, as described in
RFC 6223 [143].

On receiving a 305 (Use Proxy) response to the unprotected REGISTER request, unless otherwise specified in access
specific annexes (as described in Annex B or Annex L), the UE shall:

a) ignore the contents of the Contact header field if it isincluded in the received message;
NOTE 13: The 305 response is not expected to contain a Contact header field.
b) release all IP-CAN bearers used for the transport of media according to the procedures in subclause 9.2.2;

c) initiate either a new P-CSCF discovery procedure as described in subclause 9.2.1, or select a new P-CSCF, if the
UE was pre-configured with more than one P-CSCF's | P addresses or domain names;

d) select a P-CSCF address, which is different from the previously used address, from the addresslist; and
e) perform the proceduresfor initial registration as described in subclause 5.1.1.2.
On receiving a423 (Interval Too Brief) response to the REGISTER request, the UE shall:

- send another REGISTER request populating the registration expiration interval value with an expiration timer of
at least the value received in the Min-Expires header field of the 423 (Interval Too Brief) response.
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On receiving a 408 (Request Timeout) response or 500 (Server Internal Error) response or 504 (Server Time-Out) or
600 (Busy Everywhere) response for an initial registration, the UE may attempt to perform initial registration again.

When the timer F expires at the UE, the UE may:

a) select adifferent P-CSCF address from the list of P-CSCF addresses discovered during the procedures described
in subclause 9.2.1 or from its pre-configured list of P-CSCF's | P addresses or domain names,

b) if no response has been received when attempting to contact al P-CSCFs known by the UE, get a new set of P-
CSCF-addresses as described in subclause 9.2.1 unless otherwise specified in the access specific annexes (as
described in Annex B or Annex L); and

c) perform the proceduresfor initial registration as described in subclause 5.1.1.2.

NOTE 14:1t is an implementation option whether these actions are al so triggered by other means than expiration of
timer F, e.g. based on ICMP messages.

On receiving a 4xx, 5xx or 6xx response to the REGISTER request, whereby the response contains a Retry-After header
field, the UE shall not automatically attempt an initia registration viathe same IP-CAN and the same P-CSCF for the
amount of time indicated in the Retry-After header field. If the UE is power cycled, the UE can attempt an initial
registration. If no initial registration occurs within the time period indicated by the Retry-After header field, the counter
of unsuccessful initial registration attemptsiis reset.

After afirst unsuccessful initial registration attempt, if the Retry-After header field was not present and the initial
registration was not performed as a consequence of afailed reregistration, the UE shall not wait more than 5 minutes
before attempting a new registration.

After a maximum of 2 consecutive unsuccessful initial registration attempts, if the Retry-After header field was not
present in failure responses of those unsuccessful initial registration attempts, the UE shall implement the mechanism
defined in subclause 4.5 of RFC 5626 [92] for new registration attemps. The UE shall use the values of the parameters
max-time and base-time, of the algorithm defined in subclause 4.5 of RFC 5626 [92]. If no values of the parameters
max-time and base-time have been provided to the UE by the network, the default values defined in in subclause 4.5 of
RFC 5626 [92] shall be used.

The values of max-time and base-time may be provided by the network to the UE using OMA-DM with the
management objects specified in 3GPP TS 24.167 [8G]. Other mechanisms may be used as well and are outside the
scope of the present specification.

5.1.1.2.2 Initial registration using IMS AKA

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field, with:
- the"username" header field parameter, set to the value of the private user identity;
- the"ream" header field parameter, set to the domain name of the home network;
- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;
- the"nonce" header field parameter, set to an empty value; and
- the"response" header field parameter, set to an empty value;

NOTE 1: If the UE specifiesits FQDN in the hostport parameter in the Contact header field and in the sent-by field
in the Via header field, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS
lookup) to the | P address that is bound to the security association.

NOTE 2: The UE associates two ports, a protected client port and a protected server port, with each pair of security
association. For details on the selection of the port values see 3GPP TS 33.203 [19].

b) additionally for the Contact header field, if the REGISTER request is protected by a security association, include
the protected server port value in the hostport parameter;
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©)

d)

additionally for the Via header field, for UDP, if the REGISTER request is protected by a security association,
include the protected server port value in the sent-by field; and

a Security-Client header field set to specify the signalling plane security mechanism the UE supports, the |Psec
layer algorithms the UE supports and the parameters needed for the security association setup. The UE shall
support the setup of two pairs of security associations as defined in 3GPP TS 33.203 [19]. The syntax of the
parameters needed for the security association setup is specified in annex H of 3GPP TS 33.203[19]. The UE
shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The UE shall support the
IPsec layer algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203 [19], and shall
announce support for them according to the procedures defined in RFC 3329 [48].

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, the UE shall additionally:

1)

2)

If the UE supports multiple registrations and the REGISTER request contained the " +sip.instance" header field
parameter and the "reg-id" header field parameter in the Contact header field, and the "outbound" option-tag in
the Supported header field, the UE shall check whether the option-tag "outbound" is present in the Require
header field. If the option-tag "outbound" is present, then the UE shall use the bidirectional flow as defined in
RFC 5626 [92] asfollows:

a) for UDP, the bidirectiona flow consists of two unidirectional flows, i.e. the first unidirectional flow is
identified with the UE's protected client port, the P-CSCF's protected server port, and the respective |P
addresses. The UE uses this flow to send the requests and responses to the P-CSCF. The second
unidirectional flow isidentified with the P-CSCF's protected client port, the UE's protected server port and
the IP addresses. The second unidirectional flow is used by the UE to receive the requests and responses from
the P-CSCF; or

b) for TCP, the bidirectional flow isthe TCP connection between the UE and the P-CSCF. This TCP connection
was established by the UE, i.e. from the UE's protected client port and the UE's | P address to the P-CSCF's
protected server port and the P-CSCF's | P address. This TCP connection is used to exchange S|P messages
between the UE and the P-CSCF; and

set the security association lifetime to the longest of either the previoudly existing security association lifetime (if
available), or the lifetime of the just completed registration plus 30 seconds.

NOTE 3: If the UE receives Authentication-Info, it will proceed as described in RFC 3310 [49].

When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in
subclause 5.1.1.5.1.

5.1.1.2.3 Initial registration using SIP digest without TLS

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields
asfollows:

a)

b)

©)

an Authorization header field as defined in RFC 2617 [21] unless otherwise specified in the access specific
annexes, with:

- the"username" header field parameter, set to the value of the private user identity;

- the"ream" header field parameter, set to the domain name of the home network;

the"uri" header field directive, set to the SIP URI of the domain name of the home network;

the "nonce" header field parameter, set to an empty value; and
- the"response" header field parameter, set to an empty value;

the hostport parameter in the Contact header field with the port value of an unprotected port where the UE
expects to receive subsequent requests; and

the sent-by field in the Via header field with the port value of an unprotected port where the UE expectsto
receive responses to the request.
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The UE shall usethelocally available public user identity, the private user identity, and the domain name to be used in
the Request-URI in the registration. The method whereby the public user identity and private user identity are made
available to the UE is outside the scope of this document (e.g. a public user identity could be input by the end user).

When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in
subclause 5.1.1.5.4.
5.1.1.2.4 Initial registration using SIP digest with TLS

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field set in accordance with subclause 5.1.1.2.3 unless otherwise specified in the access
specific annexes; and

b) a Security-Client header field set to specify the signalling plane security mechanism the UE supports. The UE
shall support the setup of a TLS session as defined in 3GPP TS 33.203 [19]. The UE shall support the "tls"
security mechanism, as specified in RFC 3329 [48]. The UE shall support TLS for integrity and confidentiality
protection as defined in RFC 3261 [26], and shall announce support for them according to the procedures
defined in RFC 3329 [48].

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, the UE shall additionally:

a) setthe TLS session lifetime to the longest of either the previoudly existing TLS session lifetime (if available), or
the lifetime of the just completed registration plus 30 seconds.

If a UE supports TL'S, then the UE shall support TL S ciphersuites as described in 3GPP TS 33.203 [19]. TLS session
lifetimeis determined by local configuration of the UE.

For SIP digest with TLS, the UE associates a protected server port with the TLS session port on the UE.
When a 401 (Unauthorized) response to aREGISTER is received the UE shall behave as described in
subclause 5.1.1.5.6.

5.1.1.25 Initial registration using NASS-IMS bundled authentication

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields
asfollows:

a) optionaly, an Authorization header field, with the "username” header field parameter, set to the value of the
private user identity;

NOTE 1: In case the Authorization header field is absent, the mechanism only supports that one public user identity
isassociated with only one private user identity. The public user identity is set so that it is possible to
derive the private user identity from the public user identity by removing SIP URI scheme and the
following parts of the SIP URI if present: port number, URI parameters, and To header field parameters.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, there are no additional
requirements for the UE.

NOTE 2: When NASS-IM S bundled authentication isin use, a 401 (Unauthorized) response to the REGISTER
request is not expected to be received.

5.1.1.2.6 Initial registration using GPRS-IMS-Bundled authentication

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field as defined in RFC 2617 [21] shall not be included, in order to indicate support for
GPRS-IMS-Bundled authentication.

b) the Security-Client header field as defined in RFC 3329 [48] shall not contain signalling plane security
mechanisms;
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¢) aFrom header field set to atemporary public user identity derived from the IMSI, as defined in
3GPP TS 23.003 [3], as the public user identity to be registered,

d) aTo header field set to atemporary public user identity derived from the IMSI, as defined in
3GPP TS 23.003[3], asthe public user identity to be registered;

€) the Contact header field with the port value of an unprotected port where the UE expects to receive subsequent
mid-dialog requests; and

f) the Viaheader field with the port value of an unprotected port where the UE expects to receive responses to the
request.

NOTE 1: Sincethe private user identity is not included in the REGISTER requests when GPRS-IMS-Bundled
authentication is used for registration, re-registration and de-registration procedures, all REGISTER
requests from the UE use the IM SI-derived IMPU as the public user identity even when the implicitly
registered IMPUs are available at the UE. The UE does not use the temporary public user identity (IMSI-
derived IMPU) in any non-registration SIP requests.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, there are no additional
requirements for the UE.

NOTE 2: When GPRS-IMS-Bundled authentication isin use, a 401 (Unauthorized) response to the REGISTER
request is not expected to be received.
5.1.1.3 Subscription to the registration-state event package

Upon receipt of a 2xx response to the initial registration, the UE shall subscribe to the reg event package for the public
user identity registered at the user'sregistrar (S-CSCF) as described in RFC 3680 [43].

NOTE 1: If the UE supports RFC 6140 [191] and performs the functions of an external attached network, the
subscription will be directed to the main URI, as described in RFC 6140 [191].

The UE shall subscribe to the reg event package upon registering a new contact address viaan initial registration
procedure. If the UE receives aNOTIFY request viathe newly established subscription dialog and via the previously
established subscription dialogs (there will be at least one), the UE may terminate the previously established
subscription dialogs and keep only the newly established subscription dialog.

The UE shall use the default public user identity for subscription to the registration-state event package.
NOTE 2: The subscription information stored in the HSS ensures that the default public user identity isa SIP URI.
On sending a SUBSCRIBE request, the UE shall populate the header fields as follows:

a) aRequest-URI set to the resource to which the UE wants to be subscribed to, i.e. to the SIP URI that isthe
default public user identity used for subscription;

b) aFrom header field set to the SIP URI that is the default public user identity used for subscription;

¢) aTo header field set to the SIP URI that is the default public user identity used for subscription;

d) an Event header field set to the "reg" event package;

€) an Expires header field set to 600 000 seconds as the value desired for the duration of the subscription;
f) void; and

g) void.

Upon receipt of a 2xx response to the SUBSCRIBE request, the UE shall store the information for the established
dialog and the expiration time as indicated in the Expires header field of the received response.

If continued subscription is required, the UE shall automatically refresh the subscription by the reg event package, for a
previously registered public user identity, either 600 seconds before the expiration timeif the initial subscription was
for greater than 1200 seconds, or when half of the time has expired if the initial subscription was for 1200 seconds or
less. If a SUBSCRIBE request to refresh a subscription fails with a non-481 response, the UE shall till consider the
original subscription valid for the duration of the most recently known "Expires’ value according to RFC 3265 [28].
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Otherwise, the UE shall consider the subscription invalid and start a new initial subscription according to
RFC 3265 [28].

5.1.1.3A Void

5.1.1.4 User-initiated reregistration and registration of an additional public user
identity
5.1.14.1 General

The UE can perform the reregistration of a previously registered public user identity bound to any one of its contact
addresses and the associated set of security associations or TLS sessions at any time after the initial registration has
been completed.

The UE can perform the reregistration of a previously registered public user identity over any existing set of security
associations or TLS session that is associated with the related contact address.

The UE can perform the reregistration of a previously registered public user identity viaan initial registration as
specified in subclause 5.1.1.2, when binding the previoudly registered public user identity to new contact address or to
the registration flow and the associated contact address (if the multiple registration mechanism is used).

The UE can perform registration of additional public user identities at any time after the initial registration has been
completed. The UE shall perform the registration of additional public user identities either:

- over the existing set of security associations or TLS sessions, if appropriate to the security mechanism in use,
that is associated with the related contact address; or

- viaaninitial registration as specified in subclause 5.1.1.2.

The UE can fetch bindings as defined in RFC 3261 [26] at any time after the initial registration has been completed.
The procedure for fetching bindings is the same as for a reregistration except that the REGISTER request does not
contain a Contact header field.

Unless either the user or the application within the UE has determined that a continued registration is not required the
UE shall reregister an already registered public user identity either 600 seconds before the expiration time if the
previous registration was for greater than 1200 seconds, or when half of the time has expired if the previous registration
was for 1200 seconds or less, or when the UE intends to update its capabilities according to RFC 3840 [62] or when the
UE needs to modify the ICSI values that the UE intendsto use in a g.3gpp.icsi-ref media feature tag or IARI values that
the UE intends to use in the g.3gpp.iari-ref media feature tag.

When sending a protected REGISTER request, the UE shall use a security association or TLS session associated either
with the contact address or to the registration flow and the associated contact address used to send the request, see
3GPP TS 33.203 [19], established as aresult of an earlier initial registration.

The UE shall extract or derive a public user identity, the private user identity, and the domain hame to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B.

On sending a REGISTER request that does not contain a challenge response, the UE shall populate the header fields as
follows:

a) aFrom header field set to the SIP URI that contains:

1) if the UE supports RFC 6140 [191] and performs the functions of an external attached network, the main URI
of the UE; else

2) the public user identity to be registered;
b) aTo header field set to the SIP URI that contains:

1) if the UE supports RFC 6140 [191] and performs the functions of an external attached network, the main URI
of the UE; else

2) the public user identity to be registered;
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©)

a Contact header field set to include SIP URI(s) that contain(s) in the hostport parameter the IP address or FQDN
of the UE, and containing the instance ID of the UE in the "+sip.instance" header field parameter, if the UE:

1) supports GRUU (seetable A.4, item A.4/53);
2) supports multiple registrations,

3) hasan IMEI available; or

4) hasan MEID available.

Only the IMEI shall be used for generating an instance ID for a multi-mode UE that supports both 3GPP and
3GPP2 defined radio access networks.

NOTE 1: The requirement placed on the UE to include an instance ID based on the IMEI or the MEID when the

d)

€)

UE does not support GRUU and does not support multiple registrations does not imply any additional
reguirements on the network.

If the UE support multiple registrations, it shall include "reg-id" header field as described in RFC 5626 [92]. The
UE shall include all supported ICSI values (coded as specified in subclause 7.2A.8.2) in a g.3gpp.icsi-ref media
feature tag as defined in subclause 7.9.2 and RFC 3840 [62] for the IMS communication it intends to use, and
IARI values (coded as specified in subclause 7.2A.9.2), for the IMS applicationsit intendsto usein a
0.3gpp.iari-ref media feature tag as defined in subclause 7.9.3 and RFC 3840 [62].

if the UE supports RFC 6140 [191] and performs the functions of an external attached network, for the
registration of bulk number contacts the UE shall shall include a Contact URI without a user portion and
containing the "bnc" URI parameter;

aViaheader field set to include the IP address or FQDN of the UE in the sent-by field. For the TCP, the
response is received on the TCP connection on which the request was sent. If the UE previously has previously
negotiated sending of keep-alives associated with the registration, it shall include a"keep" header field parameter
with no valuein the Via header field, in order to indicate continuous support to send keep-alives, as described in
RFC 6223 [143];

aregistration expiration interval value, set to 600 000 seconds as the value desired for the duration of the
registration;

NOTE 2: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.

f)

Q)

h)

Registration attempts with aregistration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

a Request-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;

the Supported header field containing the option-tag "path”, and:
1) if GRUU is supported, the option-tag "gruu"; and
2) if multiple registrations is supported, the option-tag "outbound”;

if available to the UE (as defined in the access technology specific annexes for each access technology), a P-
Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4);

a Security-Client header field to announce the media plane security mechanisms the UE supports, if any, labelled
with the "mediasec" header field parameter specified in subclause 7.2A.7;

NOTE 3: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

)

k)

if the UE supports RFC 6140 [191] and performs the functions of an external attached network, for the
registration of bulk number contacts the UE shall include a Require header field containing the option-tag "gin";
and

if the UE supports RFC 6140 [191] and performs the functions of an external attached network, for the
registration of bulk number contacts the UE shall include a Proxy-Require header field containing the option-tag
"gin".
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On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a) bind the new expiration time of the registration for this public user identity found in the To header field value
either to the contact address or to the registration flow and the associated contact address used in this
registration;

NOTE 4: If the UE supports RFC 6140 [191] and performs the functions of an external attached network, the To
header field will contain the main URI of the UE.

b) storethelist of service route values contained in the Service-Route header field and bind the list either to the
contact address or to the registration flow and the associated contact address (if the multiple registration
mechanism is used);

NOTE 5: The stored list of service route values will be used to build a proper prel oaded Route header field for new
dialogs and standal one transactions when using either the respective contact address or to the registration
flow and the associated contact address (if the multiple registration mechanism is used).

NOTE 6: If thelist of Service-Route headers saved from a previous registration and bound either to this contact
address or to the registration flow and the associated contact address (if the multiple registration mechanismis
used), and the associated set of security associations or TLS session already exist, then the received list of
Service-Route headers replaces the old list.

NOTE 7: The UE can utilize additional URIs contained in the P-Associated-URI header field, e.g. for application
purposes.

¢) if the UE indicated support for GRUU in the Supported header field of the REGISTER request then:

- if the UE did not use the procedures specified in RFC 6140 [191] for registration find the Contact header
field within the response that matches the one included in the REGISTER request. If this contains a " pub-
gruu" header field parameter or a"temp-gruu” header field parameter or both, then store the value of those
parameters as the GRUUSs for the UE in association with the public user identity and the contact address that
was registered; and

- if the UE used the procedures specified in RFC 6140 [191]for registration then find the Contact header field
within the response that matches the one included in the REGISTER request. If this contains a" pub-gruu”
header field parameter then store the value of the "pub-gruu” header field parameter for use for generating
public GRUUs for registering UAs as specified in RFC 6140 [191]. If this contains a "temp-gruu-cookie"
header field parameter then store the value of the "temp-gruu-cookie"header field parameter for use for
generating temporary GRUUSs for registering UAs as specified in RFC 6140 [191];

NOTE 8: When alocating public GRUUs to registering UAs the functionality within the UE that performstherole
of registrar will add an "sg" SIP URI parameter that uniquenly identifies that UA to the public GRUU it
received in the "pub-gruu” header field parameter. The procedures for generating atemporary GRUU
using the "temp-gruu-cookie" header field parameter are specified in subclause 7.1.2.2 of
RFC 6140 [191].

d) store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supports received in
the Security-Server header field and labelled with the "mediasec” header field parameter specified in
subclause 7.2A.7, if any. Once the UE chooses a media security mechanism from the list received in the
Security-Server header field from the server, it may initiate that mechanism on a medialevel when it initiates
new mediain an existing session; and

NOTE 9: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

e) if the Viaheader field contains a"keep" header field parameter with avalue, continue to send keep-alives as
described in RFC 6223 [143], towards the P-CSCF.

When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in
subclause 5.1.1.5.1.

On receiving a423 (Interval Too Brief) response to the REGISTER request, the UE shall:

- send another REGISTER request populating the registration expiration interval value with an expiration timer of
at least the value received in the Min-Expires header field of the 423 (Interval Too Brief) response.
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On receiving a 408 (Request Timeout) response or 500 (Server Internal Error) response or 504 (Server Time-Out)
response for areregistration, the UE shall perform the procedures for initial registration as described in
subclause 5.1.1.2.

On receiving a 305 (Use Proxy) response to the REGISTER request, unless otherwise specified in the access specific
annexes (as described in Annex B or Annex L), the UE shall:

a) ignore the contents of the Contact header field if it isincluded in the received message;

NOTE 4: The 305 response is not expected to contain a Contact header field.

b) release all IP-CAN bearers used for the transport of media according to the procedures in subclause 9.2.2;

¢) initiate either anew P-CSCF discovery procedure as described in subclause 9.2.1, or select anew P-CSCF, if
theUE was pre-configured with more than one P-CSCF's I P addresses or domain names;

d) select a P-CSCF address, which is different from the previously used address, from the addresslist; and

€) perform the procedures for initial registration as described in subclause 5.1.1.2.

When the timer F expires at the UE:

1) the UE shall stop processing of all ongoing dialogs and transactions associated with that flow, if any (i.e. no
further SIP signalling will be sent by the UE on behalf of these transactions or dialogs); and

2) after releasing all IP-CAN bearers used for the transport of media according to the procedures in subclause 9.2.2:

a)

b)

©)
d)

the UE may select a different P-CSCF address from the list of P-CSCF addresses discovered during the
procedures described in subclause 9.2.1 or from its pre-configured list of P-CSCF's IP addresses or domain
names;

if no response has been received when attempting to contact all P-CSCFs known by the UE, the UE may get
anew set of P-CSCF-addresses as described in subclause 9.2.1 unless otherwise specified in the access
specific annexes (as described in Annex B or Annex L);

the UE may perform the procedures for initial registration as described in subclause 5.1.1.2; and

the UE shall perform the proceduresin RFC 5626 [92] to form a new flow to replace the failed oneiif it
supports multiple registrations. If failed registration attempts occur in the process of creating a new flow, the
flow recovery procedures defined in RFC 5626 [92] shall apply. The UE shall use the values of the
parameters max-time and base-time, of the algorithm defined in subclause 4.5 of RFC 5626 [92]. If no values
of the parameters max-time and base-time have been provided to the UE by the network, the default values
defined inin subclause 4.5 of RFC 5626 [92] shall be used.

NOTE 10:1t is an implementation option whether these actions are al so triggered by other means than expiration of

5.1.1.4.2

timer F, e.g. based on ICMP messages.

IMS AKA as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.4.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field, with:

the "username" header field parameter set to the value of the private user identity;

the "realm" header field parameter directive, set to the value asreceived in the "ream” WWW-A uthenticate
header field parameter;

the "uri" header field parameter, set to the SIP URI of the domain name of the home network;
the "nonce" header field parameter, set to last received nonce value; and

the "response” header field parameter, set to the last calcul ated response value;
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NOTE 1: If the UE specifiesits FQDN in the hostport parameter in the Contact header field and in the sent-by field

in the Via header field, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS
lookup) to the IP address that is bound to the security association.

NOTE 2: The UE associates two ports, a protected client port and a protected server port, with each pair of security

associations. For details on the selection of the protected port value see 3GPP TS 33.203 [19].

NOTE 3: If the UE is setting up an additional registration using procedures specified in RFC 5626 [92] and the UE

b)
c)

d)

€)

accesses the network through 3GPP or 3GPP2 systems without any NAT, the flow is considered to be
"logical flow".

additionally for the Contact header field, include the protected server port value in the hostport parameter;

additionally for the Via header field, for UDP, if the REGISTER request is protected by a security association,
include the protected server port value in the sent-by field;

a Security-Client header field, set to specify the signalling plane security mechanism it supports, the | Psec layer
algorithms for security and confidentiality protection it supports and the new parameter values needed for the
setup of two new pairs of security associations. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48];
and

a Security-Verify header field that contains the content of the Security-Server header field received in the 401
(Unauthorized) response of the last successful authentication.

On receiving the 200 (OK) response to the REGISTER request, the UE shall additionally:

a)

set the security association lifetime associated with either this contact address or to the registration flow and the
associated contact address (if the multiple registration mechanism is used), and the associated set of security
associations to the longest of either the previoudy existing security association lifetime, or the lifetime of the just
completed registration plus 30 seconds.

NOTE 4: If the UE receives Authentication-Info, it will proceed as described in RFC 3310 [49].

5.1.1.4.3 SIP digest without TLS as a security mechanism

On sending a REGISTER request that does not contain a challenge response, the UE shall additionally populate the
header fields as follows:

a)

b)

an Authorization header field as defined in RFC 2617 [21], including:

- the"username" header field parameter, set to the value of the private user identity;

the "realm" header field parameter, set to the domain name of the home network;

the "uri" header field parameter, set to the SIP URI of the domain name of the home network;

the "nonce" header field parameter, set to an empty value; and
- the"response" header field parameter, set to an empty value;

the Contact header field with the port value of an unprotected port where the UE expects to receive subsequent
reguests; and

the Via header field with the port value of an unprotected port where the UE expects to receive responses to the
request.

5.1.1.4.4 SIP digest with TLS as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.4.1, the UE shall additionally populate the header fields
asfollows:

a)

b)

an Authorization header field set in accordance with subclause 5.1.1.2.3;

the Security-Client header field set to specify the signalling plane security mechanism the UE supports. The UE
shall support the setup of a TLS session as defined in 3GPP TS 33.203 [19]. The UE shall support the "tls’
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security mechanism, as specified in RFC 3329 [48]. The UE shall support TLS for integrity and confidentiality
protection as defined in RFC 3261 [26], and shall announce support for them according to the procedures
defined in RFC 3329 [48]; and

c) a Security-Verify header field that contains the content of the Security-Server header field received in the 401
(Unauthorized) response of the last successful authentication.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, the UE shall additionally:

a) set thelifetime of the respective TLS session to the value configured.

5.1.1.4.5 NASS-IMS bundled authentication as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.4.1, the UE shall additionally populate the header fields
asfollows:

a) optionaly, an Authorization header field, with the "username” header field parameter, set to the value of the
private user identity;

NOTE 1: In case the Authorization header field is absent, the mechanism only supports that one public user identity
is associated with only one private user identity.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, there are no additional
requirements for the UE.

NOTE 2: When NASS-IM S bundled authentication isin use, a401 (Unauthorized) response to the REGISTER
request is not expected to be received.

5.1.1.4.6 GPRS-IMS-Bundled authentication as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.4.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field as defined in RFC 2617 [21] shall not be included, in order to indicate support
GPRS-IMS-Bundled authentication.

b) security agreement header field values as required by RFC 3329 [48] shall not contain signalling plane security
mechanisms;

¢) aFrom header field set to atemporary public user identity derived fromthe IMSI, as defined in
3GPP TS 23.003[3], asthe public user identity to be registered,;

d) aTo header field set to atemporary public user identity derived from the IMSI, asdefined in
3GPP TS 23.003 [3], as the public user identity to be registered,

€) the Contact header field with the port value of an unprotected port where the UE expects to receive subsequent
mid-dialog requests; and

f) the Viaheader field with the port value of an unprotected port where the UE expects to receive responses to the
request.

NOTE 1. Sincethe private user identity is not included in the REGISTER requests when GPRS-IMS-Bundled
authentication is used for registration, re-registration and de-registration procedures, all REGISTER
requests from the UE use the IM SI-derived IMPU as the public user identity even when the implicitly
registered IMPUs are available at the UE. The UE does not use the temporary public user identity (IMSI-
derived IMPU) in any non-registration S|P requests.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.4.1, there are no additional
requirements for the UE.

NOTE 2: When GPRS-IMS-Bundled authentication isin use, a401 (Unauthorized) response to the REGISTER
request is not expected to be received.
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5115 Authentication

5.1.1.5.1 IMS AKA - general

Authentication is performed during initial registration. A UE can be re-authenticated during subsequent reregistrations,
deregistrations or registrations of additional public user identities. When the network requires authentication or re-
authentication of the UE, the UE will receive a 401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:
1) extract the RAND and AUTN parameters;

2) check the validity of areceived authentication challenge, as described in 3GPP TS 33.203[19] i.e. the locally
calculated XMAC must match the MAC parameter derived from the AUTN part of the challenge; and the SQN
parameter derived from the AUTN part of the challenge must be within the correct range; and

3) check the existence of the Security-Server header field as described in RFC 3329 [48]. If the Security-Server
header field is not present or it does not contain the parameters required for the setup of the set of security
associations (see annex H of 3GPP TS 33.203 [19]), the UE shall abandon the authentication procedure and send
anew REGISTER request with anew Call-ID.

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:
1) caculate the RES parameter and derive the keys CK and IK from RAND as described in 3GPP TS 33.203 [19];

2) set up atemporary set of security associations for this registration based on the static list and parameters the UE
received in the 401 (Unauthorized) response and its capabilities sent in the Security-Client header field in the
REGISTER request. The UE sets up the temporary set of security associations using the most preferred
mechanism and algorithm returned by the P-CSCF and supported by the UE and using IK and CK (only if
encryption enabled) as the shared key. The UE shall use the parameters received in the Security-Server header
field to setup the temporary set of security associations. The UE shall set atemporary SIP level lifetime for the
temporary set of security associationsto the value of reg-await-auth timer;

3) store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supports received in
the Security-Server header field and labelled with the "mediasec” header field parameter specified in
subclause 7.2A.7, if any

NOTE 1: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

4) send another REGISTER request towards the protected server port indicated in the response using the temporary
set of security associations to protect the message. The header fields are populated as defined for the initial
REGISTER request that was challenged with the received 401 (Unauthorized) response, with the addition that
the UE shall include an Authorization header field containing:

- the"ream" header field parameter set to the value asreceived in the "realm" WWW-Authenticate header
field parameter;

- the"username" header field parameter, set to the value of the private user identity;
- the"response" header field parameter that contains the RES parameter, as described in RFC 3310 [49];
- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;

- the"agorithm" header field parameter, set to the value received in the 401 (Unauthorized) response; and

the "nonce" header field parameter, set to the value received in the 401 (Unauthorized) response.

The UE shall also insert the Security-Client header field that isidentical to the Security-Client header field that
was included in the previous REGISTER request (i.e. the REGISTER request that was challenged with the
received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header field into the request,
by mirroring in it the content of the Security-Server header field received in the 401 (Unauthorized) response.
The UE shall set the Call-1D of the security association protected REGISTER request which carries the
authentication challenge response to the same val ue as the Call-ID of the 401 (Unauthorized) response which
carried the challenge.
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On receiving the 200 (OK) response for the security association protected REGISTER request registering a public user
identity with the associated contact address, the UE shall:

- change the temporary set of security associationsto a newly established set of security associations, i.e. set its
SIP leve lifetime to the longest of either the previoudly existing set of security associations SIP level lifetime, or
the lifetime of the just completed registration plus 30 seconds; and

- if thisisthe only set of security associations available toward the P-CSCF, use the newly established set of
security associations for further messages sent towards the P-CSCF. If there are additional sets of security
associations (e.g. due to registration of multiple contact addresses), the UE can either use them or use the newly
established set of security associations for further messages sent towards the P-CSCF as appropriate.

NOTE 2: If the UE has registered multiple contact addresses, the UE can either send requests towards the P-CSCF
over the newly established set of security associations, or use different UE's contact address and
associated set of security associations when sending the requests towards the P-CSCF. Responses towards
the P-CSCF that are sent via UDP will be sent over the same set of security associations that the related
request was received on. Responses towards the P-CSCF that are sent via TCP will be sent over the same
set of security associations that the related request was received on.

When the first request or response protected with the newly established set of security associationsis received from the
P-CSCF or when the lifetime of the old set of security associations expires, the UE shall delete the old set of security
associations and related keys it may have with the P-CSCF after all SIP transactions that use the old set of security
associations are compl eted.

NOTE 3: If the UE has registered multiple contact addresses, the S-CSCF can use different contact address when
sending the requests destined for the UE. In this case the UE will not receive the subsequent requests over
the newly established set of security associations.

Whenever the 200 (OK) response is not received before the temporary SIP level lifetime of the temporary set of security
associations expires or a 403 (Forbidden) response is received, the UE shall consider the registration to have failed. The
UE shall delete the temporary set of security associations it was trying to establish, and use the old set of security
associations. The UE should send an unprotected REGISTER reguest according to the procedure specified in

subclause 5.1.1.2 if the UE considers the old set of security associations to be no longer active at the P-CSCF.

In the case that the 401 (Unauthorized) response is deemed to be invalid then the UE shall behave as defined in
subclause 5.1.1.5.3.

5.1.1.5.2 Void

5.1.1.5.3 IMS AKA abnormal cases

If, in a401 (Unauthorized) response, either the MAC or SQN isincorrect the UE shall respond with a further
REGISTER indicating to the S-CSCF that the challenge has been deemed invalid as follows:

- inthe case where the UE deems the MAC parameter to be invalid the subsequent REGISTER request shall
contain no "auts' Authorization header field parameter and an empty "response” Authorization header field
parameter, i.e. no authentication challenge response;

- inthe case where the UE deems the SQN to be out of range, the subsequent REGISTER request shall contain the
"auts" Authorization header field parameter (see 3GPP TS 33.102 [18]).

NOTE: Inthe case of the SQN being out of range, a"response” Authorization header field parameter can be
included by the UE, based on the procedures described in RFC 3310 [49].

Whenever the UE detects any of the above cases, the UE shall:

- send the REGISTER request using an existing set of security associations, if available (see
3GPP TS 33.203 [19]);

- populate a new Security-Client header field within the REGISTER request and associated contact address, set to
specify the security mechanismsiit supports, the 1Psec layer algorithms for integrity and confidentiality
protection it supports and the parameters needed for the new security association setup; and

- not create atemporary set of security associations.
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On receiving a 420 (Bad Extension) in which the Unsupported header field contains the value "sec-agree” and if the UE
supports GPRS-IM S-Bundled authentication, the UE shall initiate a new authentication attempt with the GPRS-IMS-
Bundled authentication procedures as specified in subclause 5.1.1.2.6.

5.1.154 SIP digest without TLS — general

On receiving a 401 (Unauthorized) response to the REGISTER request, and where the "algorithm™ Authorization header
field parameter is"MD5", the UE shall extract the digest-challenge parameters asindicated in RFC 2617 [21] from the
WWW-Authenticate header field. The UE shall calculate digest-response parameters asindicated in RFC 2617 [21].
The UE shall send another REGISTER request containing an Authorization header field. The header fields are
populated as defined in subclause 5.1.1.2.3, with the addition that the UE shall include an Authorization header field
containing a challenge responsg, i.e. "cnonce”, "qop", and "nonce-count” header field parameters asindicated in

RFC 2617 [21]. The UE shall set the Call-ID of the REGISTER request which carries the authentication challenge
response to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge. If SIP digest

without TLSis used, the UE shall not include RFC 3329 [48] header fields with this REGISTER.

On receiving the 200 (OK) response for the REGISTER request, if the "agorithm™ Authentication-Info header field
parameter is"MD5", the UE shall authenticate the S-CSCF using the "rspauth” Authentication-1nfo header field
parameter as described in RFC 2617 [21]. If the nextnonce field is present in the Authentication-Info header field the
UE should use it when constructing the Authorization header for its next request as specified in RFC 2617 [21].

5.1.155 SIP digest without TLS — abnormal procedures
On receiving a 403 (Forbidden) response, the UE shall consider the registration to have failed.

5.1.1.5.6 SIP digest with TLS — general

On receiving a 401 (Unauthorized) response to the REGISTER request, the procedures in subclause 5.1.1.5.4 apply with
the following differences:

- The UE shall check the existence of the Security-Server header field as described in RFC 3329 [48]. If the
Security-Server header field is not present or the list of supported security mechanisms does not include "tIs", the
UE shall abandon the authentication procedure and send a new REGISTER request.

In the case that the 401 (Unauthorized) response to the REGISTER is deemed to be valid the UE shall:

- store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supports labelled with
the "mediasec” header field parameter specified in subclause 7.2A.7 and received in the Security-Server header
field, if any; and

NOTE 1: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.
- send another REGISTER request using the TLS session to protect the message.

The header fields are populated as defined for the initial request, with the addition that the UE shall include an
Authorization header field containing a challenge response, "cnonce", "qop", and "nonce-count” header field parameters
asindicated in RFC 2617 [21]. The UE shall also insert the Security-Client header field that isidentical to the Security-
Client header field that was included in the previous REGISTER request (i.e. the REGISTER request that was
challenged with the received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header field
into the request, by mirroring in it the content of the Security-Server header field received in the 401 (Unauthorized)
response. The UE shall set the Call-ID to the same value as the Call-1D of the 401 (Unauthorized) response which

carried the challenge.

When SIP digest with TLS is used, and for the case where the 401 (Unauthorized) response to the REGISTER request is
deemed to be valid, the UE shall establish the TLS session as described in 3GPP TS 33.203 [19]. The UE shall use this
TLS session to send all further messages towards the P-CSCF towards the protected server port.

5.1.1.5.7 SIP digest with TLS — abnormal procedures

On receiving a 403 (Forbidden) response, the UE shall consider the registration to have failed. If performing SIP digest
with TLS, the UE should send aninitial REGISTER according to the procedure specified in subclause 5.1.1.2 if the UE
considersthe TL S session to be no longer active at the P-CSCF.
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5.1.1.5.8 NASS-IMS bundled authentication — general

NASS-IMS bundled authentication is only applicable to UEs that contain neither USIM nor ISIM. Authentication is
achieved viathe registration and re-registration procedures as defined in subclause 5.1.1.2 and subclause 5.1.1.4.
NASS-bundled authentication is granted by the network upon receipt by the UE of a 200 (OK) response to theinitial
REGISTER request.

There is no separate authentication procedure.

5.1.1.5.9 NASS-IMS bundled authentication — abnormal procedures

Thereis no separate authentication procedure, and therefore no abnormal procedures.

5.1.1.5.10 GPRS-IMS-Bundled authentication — general

Authentication is achieved via the registration and re-registration procedures as defined in subclause 5.1.1.2 and
subclause 5.1.1.4. GPRS-IM S-Bundled authentication is granted by the network upon receipt by the UE of a 200 (OK)
response to the initial REGISTER request.

5.1.1.5.11 GPRS-IMS-Bundled authentication — abnormal procedures

Thereis no separate authentication procedure and therefore no abnormal procedures.

5.1.1.5.12 Abnormal procedures for all security mechanisms

A UE shall only respond to two consecutive invalid challenges and shall not automatically attempt authentication after
two consecutive failed attempts to authenticate. The UE may attempt to register with the network again after an
implementation specific time.

5.1.1.5A Network-initiated re-authentication

At any time, the UE can receive aNOTIFY request carrying information related to the reg event package (as described
in subclause 5.1.1.3). If:

- the state attribute in any of the <registration> elementsis set to "active";

- thevalue of the <uri> sub-element inside the <contact> sub-element is set to the Contact address that the UE
registered; and

- the event attribute of that <contact> sub-element(s) is set to "shortened";
the UE shall:

1) usethe expiry attribute within the <contact> sub-element that the UE registered to adjust the expiration time for
that public user identity; and

2) start the re-authentication procedures at the appropriate time (as a result of the S-CSCF procedure described in
subclause 5.4.1.6) by initiating a reregistration as described in subclause 5.1.1.4, if required.

NOTE: When authenticating a given private user identity, the SS-CSCF will only shorten the expiry time within
the <contact> sub-element that the UE registered using its private user identity. The <contact> elements
for the same public user identity, if registered by another UE using different private user identities remain
unchanged. The UE will not initiate a reregistration procedure, if none of its <contact> sub-elements was
modified.

5.1.1.5B Change of IPv6 address due to privacy

Statel ess address autoconfiguration as described in RFC 2462 [20E] defines how an 1Pv6 prefix and an interface
identifier is used by the UE to construct a complete |Pv6 address.
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If the UE receives an IPv6 prefix, the UE may change the interface identity of the IPv6 address as described in
RFC 3041 [25A] due to privacy but this can result in service discontinuity for services provided by the IM CN
subsystem.

NOTE: When the UE constructs new | Pv6 address by changing the interface identity, the UE can either transfer
all established dialogsto new |Pv6 address as specified in 3GPP TS 24.237 [8M] and subsequently
relinquish the old IPv6 address, or terminate all established dialogs and transactions. While transferring
the established dialogs to new IPv6 address, the UE will have double registration, i.e. one registration for
the old I Pv6 address and another for the new |Pv6 address.

The procedure described below assumes that the UE will terminate all established dialogs and transactions and
temporarily disconnect the UE from the IM CN subsystem until the new registration is performed. If the UE decidesto
change the | Pv6 address due to privacy and terminate all established dialogs and transaction, associated with old |1Pv6
address, the UE shall:

1) terminate al ongoing dialogs (e.g., sessions) and transactions (e.g., subscription to the reg event) that were using
the old | Pv6 address;

2) deregister all registered public user identities that were using the old IPv6 address as described in
subsclause 5.1.1.4;

3) construct a new |Pv6 address according to the procedures specified in RFC 3041 [25A];

4) register the public user identities that were deregistered in step 2 above with a new 1Pv6 address, as follows:
a) by performing aninitia registration as described in subsclause 5.1.1.2; and
b) by performing a subscription to the reg event package as described in subsclause 5.1.1.3; and

5) subscribe to other event packages it was subscribed to before the change of 1Pv6 address procedure started.

To ensure a maximum degree of continuous service to the end user, the UE should transfer all established dialogs to the
new |Pv6 address as specified in 3GPP TS 24.237 [8M] rather than terminate all established dialogs and transactions
and temporarily disconnect the UE from the IM CN subsystem as described above.

5.1.1.6 User-initiated deregistration

5.1.16.1 General

For any public user identity that the UE has previously registered, the UE can deregister viaa single registration
procedure:

- al contact addresses bound to the indicated public user identity;
- some contact addresses bound to the indicated public user identity;
- aparticular contact address bound to the indicated public user identity; or

- when the UE supports multiple registrations (i.e. the "outbound" option tag isincluded in the Supported header
field) one or more flows bound to the indicated public user identity.

The UE can deregister a public user identity that it has previously registered with its contact address at any time. The
UE shall protect the REGISTER request using a security association or TLS session that is associated with contact
address, see 3GPP TS 33.203 [19], established as aresult of an earlier registration, if oneis available.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B.

Prior to sending a REGISTER request for deregistration, the UE shall release all dialogs that were using the contact
addresses or the flow that is going to be deregistered and related to the public user identity that is going to be
deregistered or to one of the implicitly registered public user identities. However:

- if thediaog that was established by the UE subscribing to the reg event package used the public user identity
that is going to be deregistered; and
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- thisdiaog isthe only remaining dialog used for subscription to reg event package of the user, i.e. there are no
other contact addresses registered with associated subscription to the reg event package of the user;

then the UE shall not release this dial og.

On sending a REGISTER reguest that will remove the binding between the public user identity and one of its contact
addresses or one of its flows, the UE shall populate the header fields as follows:

a) aFrom header field set to the SIP URI that contains:

1) if the UE supports RFC 6140 [191] and performs the functions of an external attached network, the main URI
of the UE; else

2) the public user identity to be deregistered;

b) aTo header field set to the SIP URI that contains:

1) if the UE supports RFC 6140 [191] and performs the functions of an external attached network, the main URI
of the UE; else

2) the public user identity to be deregistered;

c) aContact header field set to the SIP URI(S) that contain(s) in the hostport parameter the | P address of the UE or
FQDN, and:

1) if the UE isremoving the binding between the public user identity indicated in the To header field, (together
with the associated implicitly registered public user identities), and the contact address indicated in the
Contact header field; and

NOTE 1.

if the UE supports GRUU, or multiple registrations (i.e. the "outbound" option tag isincluded in the
Supported header field), or has an IMEI available, or has an MEID available, the Contact header field
aso contains the "+sip.instance" header field parameter. Only the IMEI shall be used for generating an
instance ID for a multi-mode UE that supports both 3GPP and 3GPP2 defined radio access networks;

if the UE supports multiple registrations (i.e. the "outbound" option tag isincluded in the Supported
header field), the Contact header field does not contain the "reg-id" header field parameter;

if the UE does not supports GRUU and does not support multiple registrations (i.e. the "outbound" option
tag is not included in the Supported header field), and does not have an IMEI available, and does not have
an MEID available, the Contact header field does not contain either the "+sip.instance" header field
parameter or the "reg-id" header field parameter;

Since the contact address is deregistered, if there are any flows that were previously registered with the
respective contact address, all flowsterminating at the respective contact address are removed.

2) if the UE isremoving the binding between the public user identity indicated in the To header field, (together
with the associated implicitly registered public user identities) and one of its flows, the Contact header field
contains the "+sip.instance" header field parameter and the "reg-id" header field parameter that identifies the
flow; and

NOTE 2:

The requirement placed on the UE to include an instance ID based on the IMEI when the UE does not
support GRUU and does not support multiple registrations does not imply any additional requirements on
the network.

3) if the UE supports RFC 6140 [191] and performs the functions of an external attached network, for the
registration of bulk number contacts the UE shall shall include a Contact URI without a user portion and
containing the "bnc" URI parameter;

d) aViaheader field set to include the IP address or FQDN of the UE in the sent-by field;

€) aregistration expiration interval value set to the value of zero, appropriate to the deregistration requirements of
the user;

f) aRequest-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;
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g) if availableto the UE (as defined in the access technology specific annexes for each access technology), aP-
Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4);

h) a Security-Client header field to announce the media plane security mechanisms the UE supports, if any;
NOTE 3: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

i) if the UE supports RFC 6140 [191] and performs the functions of an external attached network, for the
registration of bulk number contacts the UE shall include a Require header field containing the option-tag "gin";
and

j) if the UE supports RFC 6140 [191] and performs the functions of an external attached network, for the
registration of bulk number contacts the UE shall include a Proxy-Require header field containing the option-tag
"gin".
For a public user identity that the UE has registered with multiple contact addresses or multiple flows (e.g. via different
P-CSCFs), the UE shall also be able to deregister multiple contact addresses or multiple flows, bound to its public user
identity, viasingle deregistration proceduere as specified in RFC 3261 [26]. The UE shall send asingle REGISTER

request, using one of its contact addresses and the associated set of security associations or TLS session, containing a
list of Contact headers. Each Contact header field is populated as specifed above in bullets &) through i).

The UE can deregister all contact addresses bound to its public user identity and associated with its private user identity.
The UE shall send asingle REGISTER request, using one of its contact addresses and the associated set of security
associations or TLS session, containing a public user identity that is being deregistered in the To header field, and a
single Contact header field with value of "*" and the Expires header field with avalue of "0". The UE shall not include
the "instance-id" feature tag and the "reg-id" header field parameter in the Contact header field in the REGISTER
request.

NOTE 4: All entities subscribed to the reg event package of the user will beinform viaNOTIFY request which
contact addresses bound to the public user identity have been deregistered.

When a 401 (Unauthorized) response to a REGISTER request is received the UE shall behave as described in
subclause 5.1.1.5.1.

On receiving the 200 (OK) response to the REGISTER request, the UE shall:
- remove all registration details relating to this public user identity and the associated contact address.

- store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supports labelled with
the "mediasec” header field parameter specified in subclause 7.2A.7 and received in the Security-Server header
field, if any.

NOTE 5: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

If there are no more public user identities registered with this contact address, the UE shall delete any stored media
plane security mechanisms and related keys and any security associations or TLS sessions and related keysit may have
towards the IM CN subsystem.

If al public user identities are deregistered and all security association or TLS session is removed, then the UE shall
consider subscription to the reg event package cancelled (i.e. asif the UE had sent a SUBSCRIBE request with an
Expires header field containing a value of zero).

5.1.1.6.2 IMS AKA as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field, with:
- the"username" header field parameter, set to the value of the private user identity;

- the"ream" header field parameter, set to the value as received in the "realm" WWW-Authenticate header
field parameter;

- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;
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- the"nonce" header field parameter, set to last received nonce value; and

- theresponse directive, set to the last calculated response valug;

b) add

itionally for each Contact header field and associated contact address, include the associated protected server

port value in the hostport parameter;

c) add
the

NOTE

itionally for the Via header field, include the protected server port value bound to the security association in
sent-by field;

1: If the UE specifiesits FQDN in the hostport parameter in the Contact header field and in the sent-by field
in the Via header field, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS
lookup) to the | P address that is bound to the security association.

d) aSecurity-Client header field, set to specify the signalling plane security mechanismsit supports, the | Psec layer
agorithms for integrity and confidentiality protection it supports and the new parameter values needed for the
setup of two new pairs of security associations. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48];

and

€) aSecurity-Verify header field that contains the content of the Security-Server header field received in the 401
(Unauthorized) response of the last successful authentication.

NOTE

5.1.1.6.3

2: When the UE has received the 200 (OK) response for the REGISTER request of the only public user
identity currently registered with this contact address and its associated set of implicitly registered public
user identities (i.e. no other public user identity is registered), the UE removes the security association
(between the P-CSCF and the UE) that were using this contact address. Therefore further SIP signalling
using this security association (e.g. the NOTIFY request containing the deregistration event) will not
reach the UE.

SIP digest without TLS as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields

as follows:

a) an Authorization header field as defined in RFC 2617 [21], including:

b) for
the

c) the

the "username" header field parameter, set to the value of the private user identity;

the "realm" header field parameter, set to the domain name of the home network;

the "uri" header field parameter, set to the SIP URI of the domain name of the home network;
the "nonce" header field parameter, set to an empty value; and

the "response” header field parameter, set to an empty value;

each Contact header field and associated contact address include the associated unprotected port value (where
UE was expecting to receive mid-dialog requests); and

Viaheader field with the port value of an unprotected port where the UE expects to receive responses to the

request.

5.1.1.6.4 SIP digest with TLS as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields

asfollows:

a) an Authorization header field set in accordance with subclause 5.1.1.6.3; and

b) a Security-Client header field, set to specify the signalling plane security mechanism it supports. For further
details see 3GPP TS 33.203 [19] and RFC 3329 [48]; and

c) aSecurity-Verify header field that contains the content of the Security-Server header field received in the 401
(Unauthorized) response of the last successful authentication.
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5.1.1.6.5 NASS-IMS bundled authentication as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields
asfollows:

a) optionaly, an Authorization header field, with the "username" header field parameter, set to the value of the
private user identity;

NOTE 1: In case the Authorization header field is absent, the mechanism only supports that one public user identity
is associated with only one private user identity.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.6.1, there are no additional
requirements for the UE.

NOTE 2: When NASS-IMS bundled authentication isin use, a401 (Unauthorized) response to the REGISTER
request is not expected to be received.

5.1.1.6.6 GPRS-IMS-Bundled authentication as a security mechanism

On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field as defined in RFC 2617 [21] shall not be included, in order to indicate support
GPRS-IMS-Bundled authentication.

b) the Security-Verify header field and the Security-Client header field values as defined by RFC 3329 [48] shall
not contain signalling plane security mechanisms,

¢) aFrom header field set to atemporary public user identity derived from the IMSI, as defined in
3GPP TS 23.003 [3], as the public user identity to be deregistered;

d) aTo header field set to atemporary public user identity derived from the IMSI, as defined in
3GPP TS 23.003 [3], asthe public user identity to be deregistered;

€) for each Contact header field and associated contact address include the associated unprotected port value (where
the UE was expecting to receive mid-dialog requests); and

f) the Viaheader field with the port value of an unprotected port where the UE expects to receive responses to the
request.

NOTE 1: Since the private user identity is not included in the REGISTER requests when GPRS-IM S-Bundled
authentication is used for registration, re-registration and de-registration procedures, all REGISTER
requests from the UE use the IM SI-derived IMPU as the public user identity even when the implicitly
registered IMPUs are available at the UE. The UE does not use the temporary public user identity (IMSI-
derived IMPU) in any non-registration SIP requests.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.6.1, there are no additional
requirements for the UE.

NOTE 2: When GPRS-IMS-Bundled authentication isin use, a 401 (Unauthorized) response to the REGISTER
request is not expected to be received.

5.1.1.7 Network-initiated deregistration

Upon receipt of aNOTIFY request, on any dialog which was generated during the subscription to the reg event package
as described in subclause 5.1.1.3, including one or more <registration> element(s) which were registered by this UE,
with:

1) the state attribute within the <registration> element set to "terminated", and within each <contact> element
belonging to this UE, the state attribute set to "terminated" and the event attribute set either to "unregistered”, or
"rejected”, or "deactivated", the UE shall remove all registration details relating to the respective public user
identity (i.e. consider the public user identity indicated in the aor attribute of the <registration> element as
deregistered); or
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2) the state attribute within the <registration> element set to "active”, and within a given <contact> element
belonging to this UE, the state attribute set to "terminated”, and the associated event attribute set either to
"unregistered”, or "rejected” or "deactivated”, the UE shall consider the binding between the public user identity
and either the contact address or the registration flow and the associated contact address (if the multiple
registration mechanism is used) indicated in the respective <contact> element as removed. The UE shall consider
its public user identity as deregistered when all bindings between the respective public user identity and all
contact addresses and all registration flow and the associated contact address (if the multiple registration
mechanism is used) belonging to this UE are removed.

NOTE 1: When multiple registration mechanism is used to register a public user identity and bind it to a
registration flow and the associated contact address, there will be one <contact> element for each
registration flow and the associated contact address.

NOTE 2: If the state attribute within the <registration> element is set to "active" and the <contact> element
belonging to this UE is set to "active", the UE will consider that the binding between the public user
identity and either the respective contact address or the registration flow and the associated contact
address as left unchanged.

In case of a"deactivated" event attribute, the UE shall start the initial registration procedure as described in
subclause 5.1.1.2. In case of a"rejected" event attribute, the UE shall release all dialogs related to those public user
identities.

Upon receipt of aNOTIFY request, the UE shall delete all security associations or TL S sessions towards the P-CSCF
either:

- if dl <registration> element(s) have their state attribute set to "terminated” (i.e. all public user identities are
deregistered) and the Subscription-State header field contains the value of "terminated”; or

- if each <registration> element that was registered by this UE has either the state attribute set to "terminated”, or
the state attribute set to "active" and the state attribute within the <contact> element belonging to this UE set to
"terminated".

When all UE's public user identities are registered via a single P-CSCF and the subscription dialog to the reg event
package of the UE is set via the respective P-CSCF, the UE shall delete these security associations or TLS sessions
towards the respective P-CSCF when all public user identities have been deregistered and after the server transaction (as
defined in RFC 3261 [26]) pertaining to the received NOTIFY request terminates.

NOTE 3: Deleting a security association or TLS session is an interna procedure of the UE and does not involve
any SIP procedures.

NOTE 4: If al the public user identities (i.e. <contact> elements) registered by this UE are deregistered and the
security associations or TL S sessions have been removed, the UE considers the subscription to the reg
event package terminated since the NOTIFY request was received with Subscription-State header field
containing the value of "terminated”.

5.1.2 Subscription and notification

5.1.2.1 Notification about multiple registered public user identities

Upon receipt of a2xx response to the SUBSCRIBE request the UE shall maintain the generated dialog (identified by
the values of the Call-ID header field, and the values of tagsin To and From header fields).

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package the
UE shall perform the following actions:

- if astate attribute "active", i.e. registered is received for one or more public user identities, the UE shall store the
indicated public user identities as registered;

- if agtate attribute "active" isreceived, and the UE supports GRUU (seetable A .4, item A.4/53), then for each
public user identity indicated in the notification that contains a <pub-gruu> element or a <temp-gruu> element or
both (as defined in RFC 5628 [94]) then the UE shall store the value of those elementsin association with the
public user identity;
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- if astate attribute "terminated", i.e. deregistered is received for one or more public user identities, the UE shall
store the indicated public user identities as deregistered and shall remove any associated GRUUSs.

NOTE 1: There can be public user identities which are automatically registered within the registrar (S-CSCF) of the
user upon registration of one public user identity or when S-CSCF receives a Push-Profile-Request (PPR)
from the HSS (as described in 3GPP TS 29.228 [14]) changing the status of a public user identity
associated with aregistered implicit set from barred to non-barred. Usually these automatically or
implicitly registered public user identities belong to the same service profile of the user and they might
not be available within the UE. The implicitly registered public user identities can also belong to different
service profiles. The here-described procedures provide a different mechanism (to the 200 (OK) response
to the REGISTER request) to inform the UE about these automatically registered public user identities.

NOTE 2: RFC 5628 [94] provides guidance on the management of temporary GRUUS, utilizing information
provided in the reg event natification.
5.1.2.2 General SUBSCRIBE requirements

If the UE receives a 503 (Service Unavailable) response to an initial SUBSCRIBE request containing a Retry-After
header field, then the UE shall not automatically reattempt the request until after the period indicated by the Retry-After
header field contents.

5.1.2A Generic procedures applicable to all methods excluding the
REGISTER method

5.1.2A.1 UE-originating case

5.1.2A1.1 General
The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

When the UE sends any request using either a given contact address or to the registration flow and the associated
contact address, the UE shall:

- if IMS AKA isin use as a security mechanism:

a) if the UE has not obtained a GRUU, populate the Contact header field of the request with the protected server
port and the respective contact address; and

b) include the protected server port and the respective contact address in the Via header field entry relating to
the UE;

- if SIPdigest without TLSisin use as a security mechanism:

a) if the UE has not obtained a GRUU, populate the Contact header field of the request with the port value of an
unprotected port and the contact address where the UE expects to receive subsequent mid-dialog requests,
and

b) populate the Via header field of the request with the port value of an unprotected port and the respective
contact address where the UE expects to receive responses to the request;

- if SIPdigest with TLSisin use as a security mechanism:

a) if the UE has not obtained a GRUU, populate the Contact header field of the request with the protected server
port; and

b) include the protected server port in the Via header field entry relating to the UE;

- if NASS-IMS bundled authentication is in use as a security mechanism, and therefore no port is provided for
subsequent SIP messages by the P-CSCF during registration, the UE shall send any request to the same port used
for the initial registration as described in subclause 5.1.1.2;
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- if GPRS-IMS-Bundled authentication isin use as a security mechanism, and therefore no port is provided for
subsequent SIP messages by the P-CSCF during registration, the UE shall send any request to the same port used
for the initial registration as described in subclause 5.1.1.2.

If SIP digest without TLSis used, the UE shall not include RFC 3329 [48] header field sin any SIP messages.

When SIP digest isin use, upon receiving a 407 (Proxy Authentication Required) response to an initial request, the
originating UE shall:

- extract the digest-challenge parameters as indicated in RFC 2617 [21] from the Proxy-Authenticate header field;
- calculate the response as described in RFC 2617 [21]; and

- send anew request containing a Proxy-Authorization header field in which the header field parameters are
populated as defined in RFC 2617 [21] using the calculated response.

Where a security association or TLS session exists, the UE shall discard any SIP response that is not protected by the
security association or TLS session and is received from the P-CSCF outside of the registration and authentication
procedures. The requirements on the UE within the registration and authentication procedures are defined in
subclause 5.1.1.

In accordance with RFC 3325 [34] the UE may insert a P-Preferred-1dentity header field in any initial request for a
dialog or request for a standal one transaction as a hint for creation of an asserted identity (contained in the P-Asserted-
Identity header field) within the IM CN subsystem.

NOTE 1: Since the S-CSCF uses the P-Asserted-Identity header field when checking whether the UE originating
reguest matchesthe initial filter criteria, the P-Preferred-ldentity header field inserted by the UE
determines which services and applications are invoked.

When sending any initial request for a dialog or request for a standalone transaction using either a given contact address
or to the registration flow and the associated contact address, the UE may include any of the following in the P-
Preferred-1dentity header field:

- apublic user identity which has been registered by the user with the respective contact address,

- animplicitly registered public user identity returned in aregistration-state event package of aNOTIFY request
whose <uri> sub-element inside the <contact> sub-element of the <registration> element is the same as the
contact address being used for this request and was not subsequently deregistered or that has not expired; or

- any other public user identity which the user has assumed by mechanisms outside the scope of this specification
to have a current registration.

NOTE 2: Thetemporary public user identity specified in subclause 5.1.1.1 is not a public user identity suitable for
use in the P-Preferred-1dentity header field.

NOTE 3: Proceduresin the network require international public telecommunication numbers when telephone
numbers are used in P-Preferred-Identity header field.

NOTE 4: A number of header fields can reveal information about the identity of the user. Where privacy is
required, implementers should also give consideration to other header fields that can reveal identity
information. RFC 3323 [33] subclause 4.1 gives considerations relating to a number of header fields.

Where privacy isrequired, in any initial request for adialog or request for a standalone transaction, the UE shall set the
From header field to "Anonymous" as specified in RFC 3261 [26].

NOTE 5: The contents of the From header field are not necessarily modified by the network based on any privacy
specified by the user either within the UE indication of privacy or by network subscription or network
policy. Therefore the user should include the value " Anonymous' whenever privacy is explicitly required.
Asthe user can well have privacy requirements, terminal manufacturers should not automatically derive
and include valuesin this header field from the public user identity or other values stored in or derived
from the UICC. Where the user has not expressed a preference in the configuration of the terminal
implementation, the implementation should assume that privacy is required. Usersthat require to identify
themselves, and are making calls to SIP destinations beyond the IM CN subsystem, where the destination
does not implement RFC 3325 [34], will need to include a value in the From header field other than
Anonymous.
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The UE shall determine the public user identity to be used for this request as follows:
1) if aP-Preferred-ldentity was included, then use that as the public user identity for this request; or

2) if no P-Preferred-ldentity was included, then use the default public user identity for the security association or
TLS session and the associated contact address as the public user identity for this request;

The UE shall not include its "+sip.instance" header field parameter in the Contact header field in its non-register
requests and responses except when the request or response is guaranteed to be sent to atrusted intermediary that will
remove the "+sip.instance” header field parameter prior to forwarding the request or response to the destination.

NOTE 6: Such trusted intermediaries include an AS that all such requests as part of an application or service
traverse. In order to ensure that all requests or responses containing the "+sip.instance" header field
parameter are forwarded viathe trusted intermediary the UE needs to have first verified that the trusted
intermediary is present (e.g first contacted via a registration or configuration procedure). Including the
"+sip.instance” header field parameter containing an IMEI URN does not violate draft-montemurro-
gsma-imei-urn [153] even when the UE requests privacy using RFC 3323 [33].

If thisisarequest for anew dialog, the Contact header field is populated as follows:
1) acontact header value which is one of:

- if apublic GRUU value ("pub-gruu" header field parameter) has been saved associated with the public user
identity to be used for this request, and the UE does not indicate privacy of the P-Asserted-ldentity, then the
UE should insert the public GRUU ("pub-gruu” header field parameter) value as specified in RFC 5627 [93];
or

- if atemporary GRUU value ("temp-gruu" header field parameter) has been saved associated with the public
user identity to be used for this request, and the UE does indicate privacy of the P-Asserted-ldentity, then the
UE should insert the temporary GRUU ("temp-gruu” header field parameter) value as specified in
RFC 5627 [93]; or

- otherwise, a SIP URI containing the contact address of the UE;
NOTE 7: The above items are mutually exclusive.

2) include an "ob" SIP URI parameter, if the UE supports multiple registrations, and the UE wants all subsequent
reguestsin the dialog to arrive over the same flow identified by the flow token as described in RFC 5626 [92];

3) if therequest isrelated to an IMS communication service that requires the use of an ICSI then the UE shall
include in ag.3gpp.icsi-ref media feature tag, as defined in subclause 7.9.2 and RFC 3841 [56B], the ICSI value
(coded as specified in subclause 7.2A.8.2) for the IMS communication service. The UE may a so include other
ICSl values that the UE is prepared to use for al dialogs with the terminating UE(s); and

4) if the request isrelated to an IM S application that is supported by the UE, then the UE may includein a
0-3gpp.iari-ref media feature tag, as defined in subclause 7.9.3 and RFC 3841 [56B], the IARI value (coded as
specified in subclause 7.2A.9.2) that isrelated to the IMS application and that applies for the dial og.

If thisisarequest within an existing dialog, and the request includes a Contact header field, then the UE should insert
the previously used Contact header field.

If the UE support multiple registrations as specified in RFC 5626 [92], the UE should include option-tag "outbound" in
the Supported header field.

If thisisarequest for anew dialog or standal one transaction and the request isrelated to an IMS communication service
that requires the use of an ICS| then the UE:

1) shall includethe ICSI value (coded as specified in subclause 7.2A.8.2), for the IM'S communication service that
isrelated to the request in a P-Preferred-Service header field according to RFC 6050 [121]. If alist of network
supported ICS| values was received as specified in 3GPP TS 24.167 [8G], the UE shall only include an ICSI
value that isin the received list;

NOTE 8: The UE only receives those ICSI values corresponding to the IMS communication services that the
network providesto the user.
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2) may include an Accept-Contact header field containing an ICSI value (coded as specified in subclause 7.2A.8.2)
that is related to the request in a g.3gpp.icsi-ref media feature tag as defined in subclause 7.9.2 if the ICSI for the
IMS communication service is known. The UE may remove one or more subclasses from an ICSI when
including it in an Accept-Contact header field provided that the included ICSI correspondsto an IMS
communication service.

NOTE 9: If the UE includes the same I CS| values into the Accept-Contact header field and the P-Preferred-Service
header field, there is a possibility that one of the involved S-CSCFs or an AS changesthe ICS| valuein
the P-Asserted-Service header field, which results in the message including two different ICSl values
(onein the P-Asserted-Service header field, changed in the network and one in the Accept-Contact header
field).

If an IMS application indicates that an IARI isto beincluded in areguest for a new dialog or standal one transaction, the
UE shall include an Accept-Contact header field containing an IARI value (coded as specified in subclause 7.2A.9.2)
that is related to the request in a g.3gpp.iari-ref media feature tag as defined in subclause 7.9.3 and RFC 3841 [56B].

NOTE 10:RFC 3841 [56B] allows multiple Accept-Contact header fields along with multiple Reject-Contact header
fieldsin a SIP request, and within those header fields, expressions that include one or more logical
operations based on combinations of media feature tags. Which registered UE will be contacted depends
on the Accept-Contact header field and Reject-Contact header field combinations included that evaluate
to alogical expression and the relative qval ues of the registered contacts for the targeted registered public
user identity. Thereistherefore no guarantee that when multiple Accept-Contact header fields or
additional Reject-Contact header field(s) along with the Accept-Contact header field containing the ICS|
value or IARI value areincluded in arequest that the request will be routed to a contact that registered the
same ICSl value or IARI value. Charging and accounting is based upon the contents of the P-Asserted-
Service header field and the actual media related contents of the SIP request and not the Accept-Contact
header field contents or the contact reached.

NOTE 11: The UE only includes the header field parameters "require" and "explicit" in the Accept-Contact header
field containing the ICSI value or IARI valueif the IMS communication service absolutely requires that
the terminating UE understand the IMS communication service in order to be able to accept the session.
Including the header field parameters "require" and "explicit" in Accept-Contact header fields in requests
which don't absolutely require that the terminating UE understand the IMS communication service in
order to accept the session creates an interoperability problem for sessions which otherwise would
interoperate and violates the interoperability requirements for the ICSI in 3GPP TS 23.228 [7].

After the dialog is established the UE may change the dialog capabilities (e.g. add a media or request a supplementary
service) if defined for the IMS communication service as identified by the ICSI value using the same dialog. Otherwise,
the UE shall initiate a new initial request to the other user.

The UE can indicate privacy of the P-Asserted-1dentity that will be generated by the P-CSCF in accordance with
RFC 3323 [33], and the additional requirements contained within RFC 3325 [34].

If resource priority in accordance with RFC 4412 [116] isrequired for adialog, then the UE shall include the Resource-
Priority header field in all requests associated with that dial og.

NOTE 12: The case where the UE is unaware of the requirement for resource priority because the user requested the
capability as part of the diastring falls outside the scope of this requirement. Such cases can exist and will
need to be dealt with by an appropriate functional entity (e.g. P-CSCF) to process the dialstring. For
certain national implementations, signalling of a Resource-Priority header field to or from a UE is not
required.

If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall
insert a P-Access-Network-Info header field into any request for a dialog, any subsequent request (except ACK requests
and CANCEL requests) or response (except CANCEL responses) within a dialog or any request for a standalone
method (see subclause 7.2A.4).

NOTE 13:During the dialog, the points of attachment to the IP-CAN of the UE can change (e.g. UE connectsto
different cells). The UE will populate the P-Access-Network-Info header field in any request or response
within a dialog with the current point of attachment to the IP-CAN (e.g. the current cell information).

The UE shall build a proper preloaded Route header field value for al new dialogs and standal one transactions. The UE
shall build alist of Route header field values made out of the following, in this order:

ETSI



3GPP TS 24.229 version 11.11.0 Release 11 100 ETSI TS 124 229 V11.11.0 (2014-04)

a) the P-CSCF URI containing the IP address or the FQDN learnt through the P-CSCF discovery procedures; and
b) the P-CSCF port based on the security mechanism in use:

- if IMSAKA or SIP digest with TLS isin use as a security mechanism, the protected server port learnt during
the registration procedure;

- if SIPdigest without TLS, NASS-IM S bundled authentication or GPRS-IMS-Bundled authentication isin
use as a security mechanism, the unprotected server port used during the registration procedure;

¢) and the values received in the Service-Route header field saved from the 200 (OK) response to the last
registration or re-registration of the public user identity with associated contact address.

NOTE 14:When the UE registers multiple contact addresses, there will be alist of Service-Route headers for each
contact address. When sending a request using a given contact address and the associated security
associations or TLS session, the UE will use the corresponding list of Service-Route headers to construct
alist of Route headers.

The UE may indicate that proxies should not fork the request by including a "no-fork™ directive within the Request-
Disposition header field in the request as described in RFC 3841 [56B].

When a SIP transaction times out, i.e. timer B, timer F or timer H expires at the UE, the UE may behave asif timer F
expired, as described in subclause 5.1.1.4.

NOTE 15:1t is an implementation option whether these actions are also triggered by other means.

If the UE receives a 1xx or 200 (OK) response to an initial request for a dialog, the response containing a P-Asserted-
Identity header field set to an emergency number as specified in 3GPP TS 22.101 [1A], the UE proceduresin
subclause 5.1.6.10 apply.

If the UE receives a 3xx response containing a Contact header field:

1) if the 3xx response is a 380 (Alternative Service) response to an INVITE request the response containing a P-
Asserted-ldentity header field with avalue equal to the value of the last entry of the Path header field value
received during registration and the response contains a 3GPP IM CN subsystem XML body that includes an
<ims-3gpp> element, including a version attribute, with an <alternative-service> child element with the <type>
child element set to "emergency" (see table 7.6.2) then the UE shall select a domain in accordance with the
conventions and rules specified in 3GPP TS 22.101 [1A] and 3GPP TS 23.167 [4B], and:

- if the CSdomain is selected, the UE behavior is defined in subclause 7.1.2 of 3GPP TS 23.167 [4B] and,
where appropriate, in the access technology specific annex; and

- if theIM CN subsystem is selected, the UE shall apply the procedures in subclause 5.1.6;

NOTE 16: The last entry on the Path header field value received during registration is the value of the SIP URI of
the P-CSCF. If there are multiple registration flows associated with the registration, then the UE has
received from the P-CSCF during registration multiple sets of Path header field values. The last entry of
the Path header field value corresponding to the flow on which the 380 (Alternative Service) response
was received is checked.

2) otherwise, the UE should not automatically recurse on the Contact header field without first indicating the
identity of the user to which arequest will be sent and obtaining authorisation of the served user.

NOTE 17:A UE can still automatically recurse on 3xx responses as part of a serviceif the nature of the service
enables the UE to identify 3xx responses as having originated from the home network and networks
trusted by the home network and the nature of the service ensures that the charging for the requests sent
as aresult of the 3xx response is correlated with the origina request.

NOTE 18: Automatically recursing on untrusted 3xx responses opens up the UE to being redirected to premium rate
URIs without the user's consent.
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5.1.2A1.2 Structure of Request-URI

The UE may include a SIP URI complying with RFC 3261 [26], atel URI complying with RFC 3966 [22], apres URI
complying with RFC 3859 [179], an im URI complying with RFC 3860 [180] or amailto URI complying with
RFC 2368 [181].

The UE may use non-international formats of E.164 numbers or non-E.164 numbers, including geo-local numbers and
home-local numbers and other local numbers (e.g. private number), in the Request-URI.

Loca numbering information is sent in the Request-URI ininitials requests or stand alone transaction, using one of the
following formats:

1) atel-URI, complying with RFC 3966 [22], with alocal number followed by a " phone-context" tel URI parameter
value.

2) aSIP URI, complying with RFC 3261 [26], with the "user" SIP URI parameter set to "phone"

3) aSIP URI, complying with RFC 3261 [26] and RFC 4967 [103], with the "user" SIP URI parameter set to
"diastring”

The actua value of the URI depends on whether user equipment performs an analysis of the dial string input by the end
user or not.
5.1.2A.1.3 UE without dial string processing capabilities

In this case the UE does not perform any analysis of the dial string. This requires that the dialling plan is designed so it
enables the network to differentiate local numbers from other numbers.

Thedial string is sent to the network, in the Request-URI of ainitial request or a stand alone transaction, using one of
the following formats:

1) atel-URI, syntactically complying with RFC 3966 [22], with the dia string encoded as alocal number followed
by a"phone-context" tel URI parameter value;

EXAMPLE: tel:<input dial string>;phone-context=operator.com

2) aSIPURI, syntactically complying with RFC 3261 [26], with the user =phone parameter, embedding atel-URI
with a"phone-context” tel URI parameter value;

EXAMPLE: sip:<input dia string>;
phone-context=operator.com@operator.com;user=phone

3) aSIP URI, complying with RFC 3261 [26] and RFC 4967 [103], with the user=diastring parameter and awith a
"phone-context” tel-URI parameter value in the user part; or

EXAMPLE: sip:<input dia string>;
phone-context=operator.com@operator.com;user=dialstring

4) aSIP URI syntactically complying with RFC 3261 [26], where the user part contains the dial string and the
domain name is specific enough to enable to network to understand that the user part contains a dial string.

EXAMPLE: sip:<input dial string>@dialstrings.entreprise.com

For cases 1), 2), and 3) the UE shall set the "phone-context" tel URI parameter in accordance with subclause 5.1.2A.1.5.

5.1.2A1.4 UE with dial string processing capabilities

In this case the UE performs sufficient dial string analysis (or receives an explicit indication from the user) to identify
the type of numbering that is used and processes the dial string accordingly before building the Request-URI.

If the UE detects that alocal dialling plan is being used, where the terminal is able to identify a global telephone
number, the normal procedures apply after removing all dia string elements used for local numbering detection
purposes (e.g. escape codes).
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If the UE detectsthat alocal (private or public) dialling plan is being used, it may decide to send the dial string
unchanged to the network as described in subclause 5.1.2A.1.3 or the UE may decide to alter it to comply with the local
numbering plan (e.g. remove al dial string elements used for local humbering detection).

In the latter case the local numbering information is sent using one of the following formats:

1) atel-URI, complying with RFC 3966 [22], with alocal number followed by a " phone-context” tel-URI
parameter value;

2) aSIP URI, complying with RFC 3261 [26], with the "user" SIP URI parameter set to "phone" and a user part
embedding alocal number with a phone-context parameter; and

3) if the UE intends to send information related to supplementary services, a SIP URI, complying with
RFC 3261 [26] and RFC 4967 [103], with the "user" SIP URI parameter set to "dialstring" and a with a"phone-
context" tel URI parameter value in the user part.

The UE shall set the "phone-context” tel URI parameter in accordance with subclause 5.1.2A.1.5.

NOTE: The way how the UE process the dial-string and handles specia characters (e.g. pause) in order to
produce a conformant SIP URI or tel-URI according to RFC 3966 [22] is implementation specific.

Asageneral rule, recognition of specia service numbers shall take priority over other dialling plan issues. If the dial
string equates to a pre-configured service URN as specified in RFC 5031 [69]) then the service-urn should be sent.

5.1.2A.1.5 Setting the "phone-context” tel URI parameter

When the UE uses home-local number, the UE shall include in the "phone-context” tel URI parameter the home domain
name in accordance with RFC 3966 [22].

When the UE uses geo-local number, the UE shall:

- if access technology information available to the UE (i.e., the UE can insert P-Access-Network-Info header field
into the request), include the access technology information in the "phone-context” tel URI parameter according
to RFC 3966 [22] as defined in subclause 7.2A.10; and

- if accesstechnology information is not available to the UE (i.e., the UE cannot insert P-Access-Network-I1nfo
header field into the request), include in the "phone-context” tel URI parameter the home domain name prefixed
by the "geo-local.” string according to RFC 3966 [22] as defined in subclause 7.2A.10.

When the UE uses other local numbers, than geo-local number or home local humbers, e.g. private numbersthat are
different from home-local number or the UE is unable to determine the type of the dialled number, the UE shall include
a"phone-context" tel URI parameter set according to RFC 3966 [22], e.g. if private numbers are used a domain name to
which the private addressing plan is associated.

NOTE 1: The"phone-context" tel URI parameter value can be entered or selected by the subscriber, or can be a
"pre-configured” value (e.g. using OMA-DM with the management object specified in
3GPP TS 24.167 [8G]) inserted by the UE.

NOTE 2: The way how the UE determines whether numbers in a non-international format are geo-local, home-local
or relating to another network, isimplementation specific.

NOTE 3: Home operator's local policy can define a prefix string(s) to enable subscribers to differentiate dialling a
geo-local number and/or a home-local number.

5.1.2A.1.6 Abnormal cases
In the event the UE receives a 504 (Server Time-out) response containing:
1) aP-Asserted-ldentity header field set to a value equal to a URI:
a) from the Service-Route header field value received during registration; or
b) from the Path header field value received during registration; and
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NOTE 1: If there are multiple registration flows associated with the registration, then the UE has received from the
P-CSCF during registration multiple sets of Path header field and Service-Route header field values. The
Path header field value and Service-Route header field value corresponding to the flow on which the 504
(Server Time-out) response was received are checked.

2) aContent-Type header field set according to subclause 7.6 (i.e. "application/3gpp-ims+xml"), independent of the
value or presence of the Content-Disposition header field, independent of the value or presence of Content-
Disposition parameters, then the following treatment is applied:

a) if the 504 (Server Time-out) response includes an IM CN subsystem XML body as described in subclause 7.6
with the <ims-3gpp> element, including a version attribute, with the <alternative-service> child element:

A) with the <type> child element set to "restoration” (seetable 7.6.2); and
B) with the <action> child element set to "initial-registration” (see table 7.6.3);
then the UE:

- shal initiate S-CSCF restoration procedures by performing aninitial registration as specified in
subclause 5.1.1.2; and

- may provide an indication to the user based on the text string contained in the <reason> child element of
the <alternative-service> child element of the <ims-3gpp> element.

NOTE 2: If the UE has discovered multiple P-CSCF addresses and has information that the P-CSCF was unable to
forward the request resulting in sending back the 504 (Server Time-out) response, when starting the initial
registration it is appropriate for the UE to select a P-CSCF address different from the one used for the
registration binding on which the 504 (Server Time-out) response was received.

When the UE is unable to forward an initial request to the P-CSCF, i.e. there is no response to the service request and
its retransmissions received by the UE (i.e. the SIP transaction timer B or F expires), the UE shall initiate an initial
registration as specified in subclause 5.1.1.2.

5.1.2A.2 UE-terminating case
The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

Where a security association or TLS session exists, the UE shall discard any SIP request that is not protected by the
security association or TLS session and is received from the P-CSCF outside of the registration and authentication
procedures. The regquirements on the UE within the registration and authentication procedures are defined in
subclause 5.1.1.

If aninitial request contains an Accept-Contact header field containing the g.3gpp.icsi-ref media feature tag with an
ICSI value, the UE should invoke the IMS application that is the best match for the ICSI value.

If aninitial request contains an Accept-Contact header field containing the g.3gpp.iari-ref mediafeature tag with an
IARI value the UE should invoke the IM S application that is the best match for the IARI value.

The UE can receive multiple ICSI values, |ARI values or both in an Accept-Contact header field. In this caseit isup to
the implementation which of the multiple ICSI values or IARI values the UE takes action on.

NOTE 1: The application verifies that the contents of the request (e.g. SDP media capabilities, Content-Type
header field) are consistent with the the ICSI value in the g.3gpp.icsi-ref media feature tag and IARI value
contained in the g.3gpp.iari-ref media feature tag.

If aninitial request does not contain an Accept-Contact header field containing a g.3gpp.icsi-ref media feature tag or a
g.3gpp.iari-ref media feature tag the UE shall invoke the application that is the best match based on the contents of the
request (e.g. SDP media capabilities, Content-Type header field, media feature tag).

The UE can indicate privacy of the P-Asserted-Identity that will be generated by the P-CSCF in accordance with
RFC 3323 [33], and the additional requirements contained within RFC 3325 [34].

NOTE 2: Inthe UE-terminating case, this version of the document makes no provision for the UE to provide a P-
Preferred-1dentity in the form of ahint.
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NOTE 3: A number of header fields can reveal information about the identity of the user. Where, privacy is
required, implementers should a so give consideration to other header fields that can reveal identity
information. RFC 3323 [33] subclause 4.1 gives considerations relating to a number of header fields.

The UE shall not include its "+sip.instance" header field parameter in the Contact header field in its non-register
requests and responses except when the request or response is guaranteed to be sent to atrusted intermediary that will
remove the "+sip.instance" header field parameter prior to forwarding the request or response to the destination.

NOTE 4: Such trusted intermediaries include an AS that al such requests as part of an application or service
traverse. In order to ensure that all requests or responses containing the "+sip.instance" header field
parameter are forwarded via the trusted intermediary the UE needs to have first verified that the trusted
intermediary is present (e.g first contacted via a registration or configuration procedure). Including the
"+gip.instance" header field parameter containing an IMEI URN does not violate draft-montemurro-
gsma-imei-urn [153] even when the UE requests privacy using RFC 3323 [33].

If the response includes a Contact header field, and the response is sent within an existing dialog, and the Contact
address previously used in the dialog was a GRUU, then the UE should insert the previously used GRUU vauein the
Contact header field as specified in RFC 5627 [93].

If the response includes a Contact header field, and the response is not sent within an existing dialog, the Contact header
field is populated as follows:

1) if apublic GRUU value ("pub-gruu" header field parameter) has been saved associated with the public user
identity from the P-Called-Party-1D header field, and the UE does not indicate privacy of the contents of the P-
Asserted-ldentity header field, then the UE should insert the public GRUU ("pub-gruu" header field parameter)
value as specified in RFC 5627 [93];

2) if atemporary GRUU value ("temp-gruu" header field parameter) has been saved associated with the public user
identity from the P-Called-Party-1D header field, and the UE does indicate privacy of the P-Asserted-Identity,
then should insert the temporary GRUU ("temp-gruu” header field parameter) value in the Contact header field
as specified in RFC 5627 [93];

NOTE 5: The above items 1 and 2 are mutually exclusive.

3) if thereguest isrelated to an IMS communication service that requires the use of an ICS| then the UE shall
include in a g.3gpp.icsi-ref media feature tag as defined in subclause 7.9.2 and RFC 3841 [56B] the ICSI value
(coded as specified in subclause 7.2A.8.2), for the IMS communication service and then the UE may include the
IARI value for any IMS application that applies for the dialog, (coded as specified in subclause 7.2A.9.2), that is
related to the request in a g.3gpp.iari-ref media feature tag as defined in subclause 7.9.3 and RFC 3841 [56B].
The UE may aso include other ICS| values that the UE is prepared to use for all dialogs with the originating
UE(s) and other IARI values for the IMS application that is related to the IMS communication service; and

4) if therequest isrelated to an IMS application that is supported by the UE when the use of an ICSI is not needed,
then the UE may include the IARI value (coded as specified in subclause 7.2A.9.2), that is related to any IMS
application and that applies for the dialog, in a g.3gpp.iari-ref media feature tag as defined in subclause 7.9.3 and
RFC 3841 [56B].

After the dialog is established the UE may change the dialog capabilities (e.g. add a media or request a supplementary
service) if defined for the IMS communication service asidentified by the ICSI value using the same dialog. Otherwise,
the UE shall initiate a new initial request to the other user.

If the UE did not insert a GRUU in the Contact header field then the UE shall include a port in the addressin the
Contact header field as follows:

- ifIMS AKA or SIP digest with TLSis being used as a security mechanism, the protected server port value asin
theinitial registration; or

- if SIPdigest without TLSis being used as a security mechanism, the port value of an unprotected port where the
UE expects to receive subsegquent mid-dialog requests. The UE shall set the unprotected port value to the port
value used in theinitial registration.

If the UE receives a Resource-Priority header field in accordance with RFC 4412 [16] in an initial request for adialog,
then the UE shall include the Resource-Priority header field in al reguests associated with that dialog.
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NOTE 6: For certain national implementations, signalling of a Resource-Priority header field to and fromaUE is
not required.

If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall
insert a P-Access-Network-Info header field into any response to a request for adialog, any subsequent request (except
CANCEL reqguests) or response (except CANCEL responses) within a dialog or any response to a standal one method
(see subclause 7.2A .4).

5.1.3  Call initiation - UE-originating case

5.1.3.1 Initial INVITE request

Where multiple domains exist for initiating a call/session, before sending an initial INVITE request, the UE shall
perform access domain selection in accordance with the appropriate specification for the IP-CAN in use, taking into
account the mediato be requested. Access domain selection allows the policy of the network operator to be taken into
account before an INVITE request is sent. Access dependent aspects of access domain selection are defined in the
access technology specific annexes for each access technology.

Upon generating an initial INVITE request, the UE shall include the Accept header field with "application/sdp"”, the
MIME type associated with the 3GPP IM CN subsystem XML body (see subclause 7.6.1) and any other MIME type the
UE iswilling and capable to accept.

The "integration of resource management and SIP" extension is hereafter in this subclause referred to as "the
precondition mechanism" and is defined in RFC 3312 [30] as updated by RFC 4032 [64].

The preconditions mechanism should be supported by the originating UE.

The UE may initiate a session without the precondition mechanism if the originating UE does not require local resource
reservation.

NOTE 1: The originating UE can decide if local resource reservation is required based on e.g. application
reguirements, current access network capabilities, local configuration, etc.

In order to allow the peer entity to reserve its required resources, an originating UE supporting the precondition
mechanism should make use of the precondition mechanism, even if it does not require local resource reservation.

Upon generating an initial INVITE request using the precondition mechanism, the UE shall:

- indicate the support for reliable provisional responses and specify it using the Supported header field
mechani sm;and

- indicate the support for the preconditions mechanism and specify it using the Supported header field mechanism.

Upon generating an initial INVITE request using the precondition mechanism, the UE should not indicate the
requirement for the precondition mechanism by using the Require header field mechanism.

NOTE 2: If an UE chooses to require the precondition mechanism, i.e. if it indicates the "precondition” option-tag
within the Require header field, the interworking with a remote UE, that does not support the
precondition mechanism, is not described in this specification.

NOTE 3: Table A.4 specifies that UE support of forking is required in accordance with RFC 3261 [26]. The UE can
accept or regject any of the forked responses, for example, if the UE is capable of supporting alimited
number of simultaneous transactions or early dialogs.

Upon successful reservation of local resources the UE shall confirm the successful resource reservation (see
subclause 6.1.2) within the next SIP request.

NOTE 4: |In case of the precondition mechanism being used on both sides, this confirmation will be sent in either a
PRACK request or an UPDATE request. In case of the precondition mechanism not being supported on
one or both sides, alternatively arelNVITE request can be used for this confirmation after a 200 (OK)
response has been received for theinitial INVITE request, in case the terminating UE does not support
the PRACK request (as described in RFC 3262 [27]) and does not support the UPDATE request (as
described in RFC 3311 [29]).
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NOTE 5: If the UE supports the P-Early-Media header field, upon receiving a 18x provisional response with aP-
Early-Media header field indicating authorized early media, as described in RFC 5009 [109], if the
preconditions are met, the UE should, based on local configuration, present received early mediato the
user.

NOTE 6: If the UE supports the P-Early-Media header field, upon receiving a 180 (Ringing) provisiona response
with a P-Early-Media header field indicating authorized early media, as described in RFC 5009 [109], if
the preconditions are met, and the UE presents the received early mediato the user based on local
configuration, the UE will not provide an indication that the invited user is being aerted.

NOTE 7: If the UE supports the P-Early-Media header field and if the most recently received P-Early-Media header
field within the dialog includes a parameter applicable to media stream with value "inactive", then based
on local configuration, the UE will provide an indication that the invited user is being aerted and stop
presenting received early mediato the user if requested by any previous receipt of P-Early-Media header
field within the dialog.

If the UE wishes to receive early media authorization indications, as described in RFC 5009 [109], the UE shall add the
P-Early-Media header field with the "supported” parameter to the INVITE request.

To request end to access edge media security on a medialevel, the UE shall send an SDP Offer for an SRTP stream
containing one or more SDES crypto attributes, each with a key and other security context parameters required
according to RFC 4568 [168], together with the attribute "a=3ge2a¢e".

When afinal answer isreceived for one of the early dialogues, the UE proceedsto set up the SIP session. The UE shall
not progress any remaining early dialoguesto established dialogs. Therefore, upon the reception of a subsequent final
200 (OK) response for an INVITE request (e.g., due to forking), the UE shall:

1) acknowledge the response with an ACK request; and
2) send aBYE request to thisdialog in order to terminate it.

Upon receiving a 488 (Not Acceptable Here) response to an initial INVITE request, the originating UE should send a
new INVITE request containing SDP according to the procedures defined in subclause 6.1.

NOTE 8: An example of where a new request would not be sent is where knowledge exists within the UE, or
interaction occurs with the user, such that it is known that the resulting SDP would describe a session that
did not meet the user requirements.

Upon receiving a 421 (Extension Required) response to an initial INVITE request in which the precondition mechanism
was not used, including the "precondition” option-tag in the Require header field, the originating UE shall:

- send anew INVITE request using the precondition mechanism, if the originating UE supports the precondition
mechanism; and

- send an UPDATE request as soon as the necessary resources are available and a 200 (OK) response for the first
PRACK request has been received.

Upon receiving a 503 (Service Unavailable) responseto aninitial INVITE request containing a Retry-After header
field, then the originating UE shall not automatically reattempt the request until after the period indicated by the Retry-
After header field contents.

The UE may includea"cic" tel-URI parameter in atel-URI, or in the userinfo part of a SIP URI with user=phone, in the
Request-URI of aninitial INVITE request if the UE wants to identify a user-dialed carrier, as described in
RFC 4694 [112].

NOTE 9: The method whereby the UE determines when to include a"cic" tel-URI parameter and what value it
should contain is outside the scope of this document (e.g. the UE could use alocally configured digit map
to look for special prefix digits that indicate the user has dialled a carrier).

NOTE 10: The value of the "cic" tel-URI parameter reported by the UE is not dependent on UE location (e.g. the
reported value is not affected by roaming scenarios).

In the event the UE receives a 380 (Alternative Service) response to an INVITE request the response containing a P-
Asserted-ldentity header field with avalue equal to the value of the last entry of the Path header field value received
during registration and the the response containing a 3GPP IM CN subsystem XML body that includes an <ims-3gpp>
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element, including a version attribute, with an <aternative-service> child element with the <type> child element set to
"emergency” (seetable 7.6.2), the UE shall select a domain in accordance with the conventions and rules specified in
3GPPTS22.101 [1A] and 3GPP TS 23.167 [4B], and:

- if the CSdomain is selected, the UE behavior is defined in subclause 7.1.2 of 3GPP TS 23.167 [4B] and, where
appropriate, in the access technology specific annex; and

- if theIM CN subsystem is selected, the UE shall apply the procedures in subclause 5.1.6.

NOTE 11: Thelast entry on the Path header field value received during registration is the value of the SIP URI of
the P-CSCF. If there are multiple registration flows associated with the registration, then the UE has
received from the P-CSCF during registration multiple sets of Path header field values. The last entry of
the Path header field value corresponding to the flow on which the 380 (Alternative Service) response
was received is checked.

Upon receiving a 199 (Early Dialog Terminated) provisional response to an established early dialog the UE shall release
resources specifically related to that early dialog.

5.1.4  Call initiation - UE-terminating case

514.1 Initial INVITE request
The preconditions mechanism should be supported by the terminating UE.

The handling of incoming initial INVITE requests at the terminating UE is mainly dependent on the following
conditions:

- the specific service requirements for "integration of resource management and SIP" extension (hereafter in this
subclause known as the precondition mechanism and defined in RFC 3312 [30] as updated by RFC 4032 [64],
and with the request for such a mechanism known as a precondition); and

- the UEs configuration for the case when the specific service does not require the precondition mechanism.

If aninitial INVITE request is received the terminating UE shall check whether the terminating UE requires local
resource reservation.

NOTE 1. Theterminating UE can decideif local resource reservation is required based on e.g. application
requirements, current access network capabilities, local configuration, etc.

If local resource reservation is required at the terminating UE and the terminating UE supports the precondition
mechanism, and:

a) thereceived INVITE request includes the "precondition™ option-tag in the Supported header field or Require
header field, the terminating UE shall make use of the precondition mechanism and shall indicate a Require
header field with the "precondition” option-tag in any response or subsequent request it sends towards to the
originating UE; or

b) thereceived INVITE request does not include the "precondition" option-tag in the Supported header field or
Require header field, the terminating UE shall not make use of the precondition mechanism.

If local resource reservation is not required by the terminating UE and the terminating UE supports the precondition
mechanism and:

a) thereceived INVITE request includes the "precondition” option-tag in the Supported header field and:

- therequired resources at the originating UE are not reserved, the terminating UE shall use the precondition
mechanism; or

- therequired local resources at the originating UE and the terminating UE are available, the terminating UE
may use the precondition mechanism;

b) thereceived INVITE request does not include the "precondition" option-tag in the Supported header field or
Require header field, the terminating UE shall not make use of the precondition mechanism; or

ETSI



3GPP TS 24.229 version 11.11.0 Release 11 108 ETSI TS 124 229 V11.11.0 (2014-04)

c) thereceived INVITE request includes the "precondition” option-tag in the Require header field, the terminating
UE shall use the precondition mechanism.

NOTE 2: Table A.4 specifiesthat UE support of forking is required in accordance with RFC 3261 [26].

NOTE 3: If the terminating UE does not support the precondition mechanism it will apply regular SIP session
initiation procedures.

If the terminating UE requires areliable alerting indication at the originating side, the UE shall send the 180 (Ringing)
response reliably. If the received INVITE request indicated support for reliable provisionable responses, but did not
require their use, the terminating UE shall send provisional responses reliably only if the provisional response carries
SDP or for other application related purposes that requires its reliable transport.

NOTE 4: Certain applications, services and operator policies might mandate the terminating UE to send a 199
(Early Dialog Terminated) provisional response (see RFC 6228 [142]) prior to sending a non-2xx final
response to the INVITE request.

If the terminating UE uses the precondition mechanism and if the originating side requested confirmation for the result
of the resource reservation (as defined in RFC 3312 [30]) at the terminating UE then upon successful reservation of
local resources, the terminating UE shall confirm the successful resource reservation (see subclause 6.1.3) within an SIP
UPDATE request.

NOTE 5: Originating side requests confirmation for the result of the resource reservation at the terminating UE e.g.
when an application server performs 3rd party call control. The request for confirmation for the result of
the resource reservation at the terminating UE can be included e.g. in the SDP answer in the PRACK
request.

If the terminating UE included an SDP offer or an SDP answer in areliable provisional response to the INVITE request
and both the terminating UE and the originating UE support UPDATE method, then in order to remove one or more
media streams negotiated in the session for which afinal response to the INVITE request has not been sent yet, the
terminating UE sends an UPDATE request with a new SDP offer and delays sending of 200 (OK) response to the
INVITE request till after reception of 200 (OK) response to the UPDATE request.

515 Call release

Void.
5.1.6 Emergency service

5.16.1 General

A CSand IM CN subsystem capable UE shall follow the conventions and rules specified in 3GPP TS 22.101 [1A] and
3GPP TS 23.167 [4B] to select the domain for the emergency call attempt. If the CS domain is selected, the UE shall
attempt an emergency call setup using appropriate access technology specific procedures.

The UE shall determine, whether it is currently attached to its home operator's network (e.g. HPLMN) or to adifferent
network than its home operator's network (e.g. VPLMN) by applying access technology specific procedures described
in the access technology specific annexes.

If the IM CN subsystem is selected and the UE is currently attached to its home operator's network (e.g. HPLMN) and
the UE is currently registered and the IP-CAN does not define emergency bearers, the UE shall attempt an emergency
call asdescribed in subclause 5.1.6.8.4.

If the IM CN subsystem is selected and the UE is currently attached to its home operator's network (e.g. HPLMN) and
the UE is currently registered and the IP-CAN defines emergency bearers and the core network has indicated that it
supports emergency bearers, the UE shall:

1) performaninitial emergency registration, as described in subclause 5.1.6.2; and
2) attempt an emergency call as described in subclause 5.1.6.8.3.

If the IM CN subsystem is selected and the UE is currently attached to its home operator's network (e.g. HPLMN) and
the UE is not currently registered, the UE shall:
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1) perform aninitial emergency registration, as described in subclause 5.1.6.2; and
2) attempt an emergency call as described in subclause 5.1.6.8.3.

If the IM CN subsystem is selected and the UE is attached to a different network than its home operator's network (e.g.
VPLMN), the UE shall:

1) performaninitial emergency registration, as described in subclause 5.1.6.2; and
2) attempt an emergency call as described in subclause 5.1.6.8.3.

If the IM CN subsystem is selected and the UE has no credentials the UE can make an emergency call without being
registered. The UE shall attempt an emergency call as described in subclause 5.1.6.8.2.

The IP-CAN can, dependent on the IP-CAN capabilities, provide local emergency numbers (including information
about emergency service categories) to the UE which has that capability, in order for the UE to recognize these numbers
as emergency call.

5.1.6.2 Initial emergency registration

When the user initiates an emergency call, if emergency registration is needed (including cases described in
subclause 5.1.6.2A), the UE shall perform an emergency registration prior to sending the SIP request related to the
emergency call.

The UE shall have only one valid emergency registration at any given time. If the UE initiates a new emergency
registration using different contact address, and the previous emergency registration has not expired, the UE shall
consider the previous emergency registration as expired.

IP-CAN procedures for emergency registration are defined in 3GPP TS 23.167 [4B] and in each access technology
specific annex.

When a UE performs an initial emergency registration the UE shall perform the actions as specified in subclause 5.1.1.2
with the following additions and modifications:

a) the UE shall include a"sos" SIP URI parameter in the Contact header field as described in subclause 7.2A.13,
indicating that thisis an emergency registration and that the associated contact addressis allowed only for
emergency service; and

b) the UE shall populate the From and To header fields of the REGISTER request with:
- thefirst entry in thelist of public user identities provisioned in the UE;

- the default public user identity obtained during the normal registration, if the UE is not provisioned with a list
of public user identites, but the UE is currently registered to the IM CN subsystem; and

- thederived temporary public user identity, in all other cases.
When the UE performs an initial emergency registration and whilst this emergency registration is active, the UE shall:
- handle the emergency registration independently from any other ongoing registration to the IM CN subsystem;

- handle any signalling or mediarelated IP-CAN for the purpose of emergency calls independently from any other
established IP-CAN for IM CN subsystem related signalling or media; and

- handle al SIP signalling and all mediarelated to the emergency call independently from any other ongoing IM
CN subsystem signalling and media.

5.1.6.2A New initial emergency registration
The UE shall perform anew initial emergency registration, as specified in subclause 5.1.6.2, if the UE determines that:
- it has previously performed an emergency registration which has not yet expired; and

- it has obtained an IP address from the serving IP-CAN, as specified in subclause 9.2.1, different than the IP
address used for the emergency registration.
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5.1.6.3 Initial subscription to the registration-state event package

Upon receiving the 200 (OK) to the REGISTER request that compl etes the emergency registration, the UE shall not
subscribe to the reg event package of the public user identity specified in the REGISTER request.

5.1.6.4 User-initiated emergency reregistration

The UE shall perform user-initiated emergency reregistration as specified in subclause 5.1.1.4 if half of the time for the
emergency registration has expired and:

- the UE has emergency related ongoing dialog; or
- standalone transactions exist; or
- theuser initiates an emergency call.

The UE shall not perform user-initiated emergency reregistration in any other cases.

5.1.6.5 Authentication

When a UE performs authentication a UE shall perform the procedures as specified in subclause 5.1.1.5.

5.1.6.6 User-initiated emergency deregistration

Once the UE registers a public user identity and an associated contact address via emergency registration, the UE shall
not perform user-initiated deregistration of the respective public user identity and the associated contact address.

NOTE: The UE will be deregistered when the emergency registration expires.

5.1.6.7 Network-initiated emergency deregistration

An emergency registration will not be deregistered by the network (see subclause 5.4.8.4).
5.1.6.8 Emergency session setup

5.1.6.8.1 General

The UE shall trandate any user indicated emergency number as specified in 3GPP TS 22.101 [1A] to an emergency
service URN, i.e. aservice URN with atop-level service type of "sos" as specified in RFC 5031 [69].

When an initial request for adialog or a standal one transaction, or an unknown method transmitted as part of UE
detected emergency call procedures as defined in subclause 5.1.6 isinitiated:

- inevent other than reception of a 380 (Alternative Service) response to an initial request for adialog, or a
standalone transaction, or an unknown method as defined in proceduresin subclause 5.1.2A.1.1,
subclause 5.1.3.1, subclause 5.1.6.8.1, subclause 5.1.6.8.3 and subclause 5.1.6.8.4; or

- upon reception of a 380 (Alternative Service) response to an initial request for adialog, or a standalone
transaction, or an unknown method as defined in proceduresin subclause 5.1.2A.1.1, subclause 5.1.3.1,
subclause 5.1.6.8.1, subclause 5.1.6.8.3 and subclause 5.1.6.8.4, and the 380 (Alternative Service) response does
not contain a Contact header field containing a service URN with atop-level service type of "sos';

the Reguest-URI of the initial request for adialog or the standalone transaction, or the unknown method transmitted as
part of UE detected emergency call procedures as defined in subclause 5.1.6 shall include one of the following service
URNSs;, "urn:service:sos', "urn:service:sos.ambulance”, "urn:service:sos.police”, "urn:service:sosfire",

"urn:service:sos.marine”, "urn:service:sos.mountain”. If the UE can determine the type of emergency service the UE

shall use an emergency service URN with a sub-service type corresponding to the type of emergency service.

NOTE 1: A service URN with atop-level servicetype of "sos" is used only when the user intends to establish an
emergency call.
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When an initia request for a dialog or a standal one transaction, or an unknown method transmitted as part of UE
detected emergency call procedures as defined in subclause 5.1.6 isinitiated upon reception of 380 (Alternative
Service) response to an initial request for adialog, or a standalone transaction, or an unknown method as defined in
procedures in subclause 5.1.2A.1.1, subclause 5.1.3.1, subclause 5.1.6.8.1, subclause 5.1.6.8.3 and subclause 5.1.6.8.4,
and if the 380 (Alternative Service) response contains a Contact header field containing a service URN with atop-level
servicetype of "sos', the UE shall set the Request-URI of theinitial request for a dialog or the standal one transaction,
or the unknown method transmitted as part of UE detected emergency call procedures as defined in subclause 5.1.6 to
the service URN of the Contact header field of the 380 (Alternative Service) response.

In the event the UE receives a 380 (Alternative Service) response to an INVITE request the response including a 3GPP
IM CN subsystem XML body as described in subclause 7.6 that includes an <ims-3gpp> element, including aversion
attribute, with an <alternative-service> child element with the <type> child element set to "emergency" (see

table 7.6.2), the UE shall automatically send an ACK request to the P-CSCF as per normal SIP procedures and
terminate the session. In addition, if the 380 (Alternative Service) response includes a P-Asserted-ldentity header field
with avalue equal to the value of the last entry on the Path header field value received during registration:

- the UE may also provide an indication to the user based on the text string contained in the <reason> child
element of the <alternative-service> child element of the <ims-3gpp> element; and

- one of subclause 5.1.6.8.3 or subclause 5.1.6.8.4 applies.
NOTE 2: Emergency numbers which the UE does not detect, will be treated as anormal call.

NOTE 3: Thelast entry on the Path header field value received during registration is the value of the SIP URI of
the P-CSCF. If there are multiple registration flows associated with the registration, then the UE has
received from the P-CSCF during registration multiple sets of Path header field values. The last entry of
the Path header field value corresponding to the flow on which the 380 (Alternative Service) response
was received is checked.

5.1.6.8.2 Emergency session set-up in case of no registration

When establishing an emergency session for an unregistered user, the UE is allowed to receive responses to emergency
requests and requests inside an established emergency session on the unprotected ports. The UE shall reject or silently
discard al other messages not arriving on a protected port. Additionally, the UE shall transmit signalling packets
pertaining to the emergency session from the same IP address and unprotected port on which it expectsto receive
signalling packets containing the responses to emergency requests and the requests inside the established emergency
session.

Prior to establishing an emergency session for an unregistered user, the UE shall acquire alocal |P address, discover a
P-CSCF, and establish an IP-CAN bearer that can be used for SIP signalling. The UE shall send only theinitial INVITE
reguests to the port advertised to the UE during the P-CSCF discovery procedure. If the UE does not receive any
specific port information during the P-CSCF discovery procedure, the UE shall send theinitial INVITE request to the
SIP default port values as specified in RFC 3261 [26].

The UE shall apply the procedures as specified in subclause 5.1.2A.1 and subclause 5.1.3 with the following additions:
1) the UE shall set the From header field of the INVITE request to "Anonymous" as specified in RFC 3261 [26];

2) the UE shall include a service URN in the Request-URI of theinitial INVITE request in accordance with
subclause 5.1.6.8.1;

NOTE 1: Other specifications make provision for emergency service identifiers, that are not specifically the
emergency service URN, to be recognised in the UE. Emergency service identifiers which the UE does
not detect will be treated as anormal call by the UE.

3) the UE shall insert in the INVITE request, a To header field with the same emergency service URN asin the
Request-URI;

4) if available to the UE (as defined in the access technology specific annexes for each access technology), the UE
shall include in the P-Access-Network-1nfo header field in any request for adialog, any subsequent request
(except ACK requests and CANCEL requests) or response (except CANCEL responses) within adialog or any
reguest. The UE shall populate the P-Access-Network-Info header field with the current point of attachment to
the IP-CAN as specified for the access network technology (see subclause 7.2A.4). The P-Access-Network-Info
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header field contains the location identifier such asthe cell id, the lineid or the identity of the I-WLAN access
node, which isrelevant for routeing the emergency call;

5) if defined by the access technology specific annex, the UE shall populate the P-Preferred-1dentity header field in
the INVITE reguest with an equipment identifier asa SIP URI. The special details of the equipment identifier to
use depend on the IP-CAN;

6) aContact header field set to include SIP URI that contains in the hostport parameter the 1P address of the UE and
an unprotected port where the UE will receive incoming regquests belonging to this dialog. The UE shall also
include a"sip.instance" media feature tag containing Instance ID as described in RFC 5626 [92]. The UE shall
not include either the public or temporary GRUU in the Contact header field;

7) aViaheader field set to include the I P address of the UE in the sent-by field and for the UDP the unprotected
server port value where the UE will receive response to the emergency request, while for the TCP, the response
is received on the TCP connection on which the emergency request was sent. The UE shall aso include "rport”
header field parameter with no value in the top Via header field. Unless the UE has been configured to not send
keep-alives, and unlessthe UE is directly connected to an IP-CAN for which usage of NAT isnot defined, it
shall include a"keep" header field parameter with no value in the Via header field, in order to indicate support of
sending keep-alives associated with, and during the lifetime of, the emergency session, as described in
RFC 6223 [143];

NOTE 2: The UE inserts the same I P address and port number into the Contact header field and the Via header
field, and sends all 1P packets to the P-CSCF from this I P address and port number.

8) if the UE hasitslocation information available, or a URI that points to the location information, the UE shall
include a Geolocation header field in the INVITE request in the following way:

- if the UE isaware of the URI that points to where the UE's location is stored, include the URI asthe
Geolocation header field value, as described in RFC 6442 [89]; or

- if the UE isaware of itslocation information, include the location information in a PIDF location object, in
accordance with RFC 4119 [90], include the location object in a message body with the content type
application/pidf+xml, and include a Content ID URL, referring to the message body, as the Geolocation
header field value, as described RFC 6442 [89];

9) if the UE includes a Geolocation header field, the UE shall also include a Geol ocation-Routing header field with
a"yes' header field value, which indicates that the location of the UE can be used by other entities to make
routing decisions, as described in RFC 6442 [89]; and

10)if the UE has neither geographical location information available, nor a URI that points to the location
information, the UE shall not insert a Geolocation header field in the INVITE request.

NOTE 3: It issuggested that UE's only use the option of providing a URI when the domain part belongs to the
current P-CSCF or S-CSCF provider. Thisis an issue on which the network operator needs to provide
guidance to the end user. A URI that is only resolvable to the UE which is making the emergency call is
inapplicablein this area.

NOTE 5: During the dialog, the points of attachment to the IP-CAN of the UE can change (e.g. UE connectsto
different cells). The UE will populate the P-Access-Network-Info header field in any request or response
within adialog with the current point of attachment to the IP-CAN (e.g. the current cell information).

The UE shall build a proper preloaded Route header field value for all new dialogs. The UE shall build a Route header
field value containing only the P-CSCF URI (containing the unprotected port number and the I P address or the FQDN
learnt through the P-CSCF discovery procedures).

When a SIP transaction times out, i.e. timer B, timer F or timer H expires at the UE, the UE may behave asif timer F
expired, as described in subclause 5.1.1.4.

NOTE 6: It isan implementation option whether these actions are al so triggered by other means.

NOTE 7: A number of header fields can reveal information about the identity of the user. Where privacy is
required, implementers should also give consideration to other header fields that can reveal identity
information. RFC 3323 [33] subclause 4.1 gives considerations relating to a number of header fields.
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NOTE 8: RFC 3261 [26] provides for the use of the Priority header field with a suggested value of "emergency"”. It
is not precluded that emergency sessions contain this value, but such usage will have no impact on the
processing within the IM CN subsystem.

If the response for the initial INVITE request indicates that the UE isbehind NAT, and the INVITE request was sent
over TCP connection, the UE shall keep the TCP connection during the entire duration of the emergency session. In this
case the UE will receive all responses to the emergency requests and the requests inside the established emergency
session over this TCP connection.

If the Via header field of any provisional response, or of the final 200 (OK) response, for theinitial INVITE request
contains a "keep" header field parameter with a value, unless the UE detects that it is not behind a NAT, the UE shall
start to send keep-alives associated with the session towards the P-CSCF, as described in RFC 6223 [143].

5.1.6.8.3 Emergency session set-up within an emergency registration

After asuccessful initial emergency registration, the UE shall apply the procedures as specified in subclause 5.1.2A and
5.1.3 with the following additions:

1) the UE shall insert inthe INVITE request, a From header field that includes the public user identity registered
viaemergency registration or the tel URI associated with the public user identity registered via emergency
registration, as described in subclause 4.2;

2) the UE shall include a service URN in the Request-URI of the INVITE reguest in accordance with
subclause 5.1.6.8.1;

3) the UE shall insert in the INVITE request, a To header field withthe same emergency service URN asin the
Request-URI;

4) if availableto the UE, and if defined for the access type as specified in subclause 7.2A.4, the P-Access-Network-
Info header field shall contain alocation identifier such asthe cell id, line id or the identity of the I-WLAN
access hode, which is relevant for routeing the IMS emergency call;

NOTE 1: The IMS emergency specification in 3GPP TS 23.167 [4B] describes several methods how the UE can get
its location information from the access network or from a server. Such methods are not in the scope of
this specification.

5) the UE shall insert in the INVITE request, one or two P-Preferred-ldentity header field(s) that include the public
user identity registered via emergency registration or the tel URI associated with the public user identity
registered via emergency registration as described in subclause 4.2;

NOTE 2: Providing two P-Preferred-Identity header fieldsis usually supported by UE acting as enterprise network.
6) void;

7) if the UE hasitslocation information available, or a URI that points to the location information, then the UE
shall include a Geolocation header field in the INVITE request in the following way:

- if the UE is aware of the URI that points to where the UE's location is stored, include the URI asthe
Geolocation header field value, as described in RFC 6442 [89]; or

- if the UE isaware of itslocation information, include the location information in a PIDF location object, in
accordance with RFC 4119 [90], include the location object in a message body with the content type
application/pidf+xml, and include a Content ID URL, referring to the message body, as the Geolocation
header field value, as described RFC 6442 [89];

8) if the UE includes a Geolocation header field, the UE shall also include a Geolocation-Routing header field with
a"yes' header field value, which indicates that the location of the UE can be used by other entities to make
routing decisions, as described in RFC 6442 [89]; and

NOTE 3: It issuggested that UE's only use the option of providing a URI when the domain part belongs to the
current P-CSCF or S-CSCF provider. Thisis an issue on which the network operator needs to provide
guidance to the end user. A URI that is only resolvable to the UE which is making the emergency call is
not desirable.
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9) if the UE has neither geographical location information available, nor a URI that points to the location
information, the UE shall not insert a Geolocation header field in the INVITE request.

NOTE 4: RFC 3261 [26] provides for the use of the Priority header field with a suggested value of "emergency". It
is not precluded that emergency sessions contain this value, but such usage will have no impact on the
processing within the IM CN subsystem.

In the event the UE receives a 380 (Alternative Service) response with a P-Asserted-Identity header field with avalue
equa to the value of the last entry on the Path header field value received during registration, and the Content-Type
header field set according to subclause 7.6 (i.e. "application/3gpp-ims+xmi"), independent of the value or presence of
the Content-Disposition header field, independent of the value or presence of Content-Disposition parameters, then the
following treatment is applied:

1) if the 380 (Alternative Service) response includes a 3GPP IM CN subsystem XML body as described in
subclause 7.6 the <ims-3gpp> element, including a version attribute, with the <alternative-service> child element
with the <type> child element set to "emergency" (see table 7.6.2), then the UE shall:

a) if the CSdomain isavailable to the UE, and no prior attempt using the CS domain for the current emergency
call attempt has been made, attempt emergency call via CS domain using appropriate access technology
specific procedures;

b) if the CS domain is not available to the UE or the emergency call has already been attempted using the CS
domain, then perform one of the following actions:

- if the <action> child element of the <alternative-service> child element of the <ims-3gpp> element in the
IM CN subsystem XML body as described in subclause 7.6 is set to "emergency-registration” (see
table 7.6.3), perform an initial emergency registration using adifferent VPLMN if available, as described
in subclause 5.1.6.2 and if the new emergency registration succeeded, attempt an emergency call as
described in this subclause; or

- perform implementation specific actions to establish the emergency call; and

2) if the 380 (Alternative Service) response includes a 3GPP IM CN subsystem XML body as described in
subclause 7.6 with the <ims-3gpp> element, including a version attribute, with the <alternative-service> child
element with the <type> child element set to "emergency” (see table 7.6.2) then the UE may also provide an
indication to the user based on the text string contained in the <reason> child element of the <alternative-
service> child element of the <ims-3gpp> element.

NOTE 5: Thelast entry on the Path header field value received during registration is the value of the SIP URI of
the P-CSCF. If there are multiple registration flows associated with the registration, then the UE has
received from the P-CSCF during registration multiple sets of Path header field values. The last entry of
the Path header field value corresponding to the flow on which the 380 (Alternative Service) response
was received is checked.

5.1.6.8.4 Emergency session setup within a non-emergency registration

The UE shall apply the procedures as specified in subclauses 5.1.2A and 5.1.3 with the following additions:

1) the UE shall include a service URN in the Request-URI of the INVITE request in accordance with
subclause 5.1.6.8.1;

2) the UE shall insert in the INVITE request, a To header field withthe same emergency service URN asin the
Request-URI;

3) the UE shall insert inthe INVITE request, a From header field that includes the public user identity or the tel
URI associated with the public user identity, as described in subclause 4.2;

4) if available to the UE, and if defined for the access type as specified in subclause 7.2A .4, the UE shall insert in
the P-Access-Network-Info header field alocation identifier such asthe cell id, lineid or the identity of the |-
WLAN access node, which is relevant for routeing the IMS emergency call;

NOTE 1. 3GPP TS 23.167 [4B] describes several methods how the UE can get its location information from the
access network or from a server. Such methods are not in the scope of this specification.
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5) the UE shall insert in the INVITE request one or two P-Preferred-1dentity header field(s) that include the public
user identity or the tel URI associated with the public user identity as described in subclause 4.2;

NOTE 2: Providing two P-Preferred-1dentity header fieldsis usually supported by UE acting as enterprise network.

6) if the UE hasitslocation information available, or a URI that points to the location information, then the UE
shall include a Geolocation header field in the INVITE request in the following way:

if the UE is aware of the URI that pointsto where the UE's location is stored, include the URI as the
Geolocation header field value, as described in RFC 6442 [89]; or

if the UE is aware of itslocation information, include the location information in a PIDF location object, in
accordance with RFC 4119 [90], include the location object in a message body with the content type
application/pidf+xml, and include a Content ID URL, referring to the message body, as the Geolocation
header field value, as described RFC 6442 [89];

7) if the UE includes a Geol ocation header field, the UE shall also include a Geol ocation-Routing header field with
a"yes' header field value, which indicates that the location of the UE can be used by other entities to make
routing decisions, as described in RFC 6442 [89];

8) if the UE has neither geographical location information available, nor a URI that points to the location
information, the UE shall not insert a Geolocation header field in the INVITE request; and

NOTE 3: It issuggested that UE's only use the option of providing a URI when the domain part belongs to the

current P-CSCF or S-CSCF provider. Thisis an issue on which the network operator needs to provide
guidance to the end user. A URI that is only resolvable to the UE which is making the emergency call is
not desirable.

9) if apublic GRUU value ("pub-gruu" header field parameter) has been saved associated with the public user
identity to be used for this request, then insert the public GRUU (" pub-gruu” header field parameter) valuein the
Contact header field as specified in RFC 5627 [93]. Otherwise the UE shall include the address in the Contact
header field set to contain the 1P address or FQDN of the UE, and the UE shall also include:

if IMS AKA or SIP digest with TLSis being used as a security mechanism, the protected server port value as
intheinitial registration; or

if SIP digest without TLS, NASS-IM S bundled authentication or GPRS-IMS-Bundled Authenticationis
being used as a security mechanism, the port value of an unprotected port where the UE expectsto receive
subsequent mid-dialog requests. The UE shall set the unprotected port value to the port value used in the
initial registration.

In the event the UE receives a 380 (Alternative Service) response with a P-Asserted-I1dentity header field with avalue
equal to the value of the SIP URI of the P-CSCF received in the Path header field during registration, and the Content-
Type header field set according to subclause 7.6 (i.e. "application/3gpp-ims+xml"), independent of the value or
presence of the Content-Disposition header field, independent of the value or presence of Content-Disposition
parameters, then the following treatment is applied:

a) if the 380 (Alternative Service) response includes a 3GPP IM CN subsystem XML body as described in
subclause 7.6 with an <ims-3gpp> element, including a version attribute, with an <alternative-service> child
element with the <type> child element set to "emergency"” (see table 7.6.2), then the UE shall:

if the <action> child element of the <alternative-service> child element of the <ims-3gpp> element in the IM
CN subsystem XML body as described in subclause 7.6 is set to "emergency-registration” (seetable 7.6.3),
perform an initial emergency registration, as described in subclause 5.1.6.2 and attempt an emergency call as
described in subclause 5.1.6.8.3;

attempt emergency call via CS domain using appropriate access technology specific procedures, if available
and not already tried; or

perform implementation specific actions to establish the emergency call; and

b) if the 380 (Alternative Service) response includes a 3GPP IM CN subsystem XML body as described in

subclause 7.6 with an <ims-3gpp> element, including a version attribute, with an <alternative-service> child
element with the <type> child element set to "emergency” (see table 7.6.2) then the UE may also provide an
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indication to the user based on the text string contained in the <reason> child element of the <alternative-
service> child element of the <ims-3gpp> element.

NOTE 4: RFC 3261 [26] provides for the use of the Priority header field with a suggested value of "emergency". It
is not precluded that emergency sessions contain this value, but such usage will have no impact on the
processing within the IM CN subsystem.

NOTE 5: Thelast entry on the Path header field value received during registration is the value of the SIP URI of
the P-CSCF. If there are multiple registration flows associated with the registration, then the UE has
received from the P-CSCF during registration multiple sets of Path header field values. The last entry of
the Path header field value corresponding to the flow on which the 380 (Alternative Service) response
was received is checked.

5.1.6.9 Emergency session release

Normal call release procedure shall apply, as specified in the subclause 5.1.5.

5.1.6.10 Successful or provisional response to a request not detected by the UE as
relating to an emergency session

If the UE receives a 1xx or 200 (OK) response to an initial request for a dialog, the response containing a P-Asserted-
Identity header field set to an emergency number as specified in 3GPP TS 22.101 [1A], and:

- if apublic GRUU value (pub-gruu) has been saved associated with the public user identity, the public GRUU
value has not been included in the Contact header field of the initial request for adialog as specified in
RFC 5627 [93];

- if apublic GRUU value (pub-gruu) has not been saved and a protected server port was not included in the
addressin the Contact header field of the the initial request for adialog; or

- if the UE hasits geographical location information available, or a URI that pointsto the location information,
and the geographical location information or URI has not been included in the initial request for adialog; then
the UE shall send an UPDATE request according to RFC 3311 [29]; and

1) if availableto the UE, and if defined for the access type as specified in subclause 7.2A.4, the UE shall
include in the UPDATE request a P-Access-Network-Info header field and it shall contain a location
identifier such asthe cell id or the identity of the I-WLAN access node;

2) if the UE hasits geographical location information available, or a URI that points to the location information,
then the UE shall include it in the UPDATE request in the following way:

I) if the UE isaware of the URI that points to where the UE's location is stored, include the URI as the
Geolocation header field value, as described in RFC 6442 [89]; or

I1) if the UE isaware of its location information, include the location information in a PIDF location object,
in accordance with RFC 4119 [90], include the location object in a message body with the content type
application/pidf+xml, and include a Content ID URL, referring to the message body, as the Geolocation
header field value, as described RFC 6442 [89];

3) if the UE includes a Geolocation header field, the UE shall also include a Geolocation-Routing header field
with a"yes" header field value, which indicates that the location of the UE can be used by other entities to
make routing decisions, as described in RFC 6442 [89];

4) if the UE has neither geographical location information available, nor a URI that points to the location
information, the UE shall not insert a Geolocation header field in the INVITE request; and

5) if apublic GRUU value ("pub-gruu” header field parameter) has been saved associated with the public user
identity, then the UE shall insert the public GRUU ("pub-gruu" header field parameter) value in the Contact
header field of the UPDATE request as specified in RFC 5627 [93]; otherwise the UE shall include the
addressin the Contact header field set in accordance with subclause 5.1.6.8.4, item 8.

NOTE 1: The IMS emergency specification in 3GPP TS 23.167 [4B] describes several methods how the UE can get
its location information from the access network or from a server. Such methods are not in the scope of
this specification.
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NOTE 2: It issuggested that UEs only use the option of providing a URI when the domain part belongs to the
current P-CSCF or S-CSCF provider. Thisis an issue on which the network operator needs to provide
guidance to the end user. A URI that is only resolvable to the UE which is making the emergency call is
not desirable.

NOTE 3: During the dialog, the points of attachment to the IP-CAN of the UE can change (e.g. UE connectsto
different cells). The UE will populate the P-Access-Network-Info header field in any request (except
ACK requests and CANCEL requests) or response (except CANCEL responses) within a dialog with the
current point of attachment to the IP-CAN (e.g. the current cell information).

NOTE 4: Inthisversion of the specification, only requests creating a dialog can request emergency services.

If the UE receives a 1xx or 200 (OK) responseto an initial request for adialog the response containing a P-Asserted-
I dentity header field set to an emergency number as specified in 3GPP TS 22.101 [1A], then the UE may indicate the
nature of the session to the user.

5.1.7 Void

5.1.8 Void

5.2 Procedures at the P-CSCF

521 General

Where the P CSCF provides emergency call support, the procedures of subclause 5.2.10 shall be applied first.

Subclause 5.2.2 through subclause 5.2.9 define P-CSCF procedures for SIP that do not relate to emergency. All SIP
requests are first screened according to the procedures of subclause 5.2.10 to see if they do relate to an emergency.

For all SIP transactions identified:
- asrelating to an emergency; or

- if priority is supported, as containing an authorised Resource-Priority header field or atemporarily authorised
Resource-Priority header field, or, if such an option is supported, relating to a dialog which previously contained
an authorised Resource-Priority header field;

the P-CSCF shall give priority over other transactions or dialogs. This allows special treatment of such transactions or
diaogs. If the P-CSCF recognises the need for priority processing to arequest or if the P-CSCF recognises the need to
provide different priority processing than the one indicated by the originating UE, based on the information stored
during registration, the P-CSCF may insert or modify Resource-Priority header in accordance with RFC 4412 [116].

NOTE 1: The specia treatment can include filtering, higher priority processing, routeing, call gapping. The exact
meaning of priority is not defined further in this document, but is left to national regulation and network
configuration.

The P-CSCF shall support the Path and Service-Route header fields.

NOTE 2: The Path header field is only applicable to the REGISTER request and its 200 (OK) response. The
Service-Route header field is only applicable to the 200 (OK) response of REGISTER request.

NOTE 3: In subsequent procedures, the P-CSCF can address the needs of individual users (e.g. in support of
attached enterprise networks or in support of priority mechanisms, from information saved during
registration. In this release of the specification, no information is specified in the registration procedures
to perform this, and therefore this information has to either be associated with the user at time of
registration from configured information, or by a mechanism outside the scope of this release of the
specification.

When the P-CSCF sends any request or response to the UE, before sending the message the P-CSCF shall:

- remove the P-Charging-Function-Addresses and P-Charging-V ector header fields, if present.
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When the P-CSCF receives any request or response from the UE, the P-CSCF:

1) shal remove the P-Charging-Function-Addresses and P-Charging-V ector header fields, if present. Also, the P-
CSCF shall ignore any data received in the P-Charging-Function-Addresses and P-Charging-V ector header
fields; and

2) may insert previously saved valuesinto the P-Charging-Function-Addresses and P-Charging-V ector header
fields before forwarding the message;

NOTE 4: When the P-CSCF islocated in the visited network, then it will not receive the P-Charging-Function-

Addresses header field from the S-CSCF, IBCF, or I-CSCF. Instead, the P-CSCF discovers charging
function addresses by other means not specified in this document.

3) shal remove the P-Access-Network-Info header field, if the request or the response include a P-Access-
Network-Info header field with a " network-provided" parameter;

4) may insert a P-Access-Network-Info header field where:

a)

b)

c)

d)

if no mechanism exists to support the access technology for this UE, the "network-provided" parameter is
included, and the access-type field is set to a preconfigured value;

if NASSis used to support the access technology for this UE, the "network-provided" parameter isincluded,
and the access-typefield is set:

- when xDSL isthe IP-CAN, to one of "ADSL", "ADSL2", "ADSL2+", "RADSL", "SDSL", "HDSL",
"HDSL2","G.SHDSL", "VDSL", or "IDSL", and the "ddl-location” parameter is set with the value
received in the Location-1nformation header field in the User-Data Answer command as specified in
ETSI ES 283 035 [98];

- when Ethernet isthe IP-CAN, to one of "IEEE-802.3", "IEEE-802.3a", "|EEE-802.3¢", "IEEE-802.3i",
"|EEE-802.3j", "|EEE-802.3u","|EEE-802.3ab" or "IEEE-802.3a¢", "IEEE-802.3ak", "|EEE-802.3aq",
"|EEE-802.3an", "IEEE-802.3y" or "IEEE-802.3z" and if NASS subsystem is used, and the "eth-location”
parameter is set with the value received in the Location-Information header field in the User-Data Answer
command as specified in ETSI ES 283 035 [98];

- when Fiber isthe IP-CAN, to one of "G-PON", "XGPON1" or "IEEE-802.3ah" and if NASS subsystem is
used, and the "fiber-location" parameter is set with the value received in the Location-I nformation header
field in the User-Data Answer command as specified in ETS|I ES 283 035 [98];

if the PCRF is used to support the access technology for this UE and 3GPP-User-L ocation-Info as specified
in 3GPP TS 29.214 [13D] is not available:

- if the IP-CAN-Type value provided by the PCRF is not "DV B-RCS2", then:

I) the accesstype field or the access-classfield is set to a value consistent with that received from the
PCRF in the IP-CAN-Type and RAT-Type parameters using the procedures specified in
3GPP TS 29.214 [13D];

1) if a3GPP-MS-TimeZone parameter is available from the PCRF, then the local-time-zone field may
also be added using this information; and

[11)the "network-provided" parameter is added; and

- if the IP-CAN-Type value provided by the PCRF is"DVB-RCS2", then the " network-provided"
parameter is included, the access type field is set to "DVB-RCS2", and the "dvb-rcs2-node-id" parameter
is set with the value provided by the IP-CAN provider;

if the PCRF is used to support the access technology for this UE and 3GPP-User-Location-Info as specified
in 3GPP TS 29.214 [13D] is available;

1) the accesstypefield or the access-classfield is set to a value consistent with that received from the PCRF
in the IP-CAN-Type and RAT-Type parameters,

I1) the access-info field is set to a value consistent with the information received from the PCRF in the
3GPP-User-Location-Info parameter;
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I11)if a3GPP-MS-TimeZone parameter is available from the PCRF, then the |ocal-time-zone field may also
be added using thisinformation;

IV)the "network-provided" parameter is added; and

V) if required by local operator policy and the P-CSCF is able to deduce a Geographical Identifier from the
Cell Global Identity (CGI) or form the Service Arealdentifier (SAl) received from the PCRF, the P-
CSCF shall include an operator-specific-Gl field; and

e) if DOCSISisused, and proprietary means of obtaining alocation are used, the access-type field is set to
"DOCSIS' and the "network-provided” parameter is added; and

5) shall remove all Feature-Caps header fields, if present, from a UE that is not considered as priviledged sender.

When the P-CSCF receives any request or response containing the P-M edia-Authorization header field, the P-CSCF
shall remove the header field.

NOTE 5: Depending on the security mechanism in use, the P-CSCF can integrity protect all SIP messages sent to
the UE outside of the registration and authentication procedures by using a security association or TLS
session. The P-CSCF will discard any SIP message that is not protected by using a security association or
TLS session and is received outside of the registration and authentication procedures. The integrity and
confidentiality protection and checking requirements on the P-CSCF within the registration and
authentication procedures are defined in subclause 5.2.2.

With the exception of 305 (Use Proxy) responses, the P-CSCF shall not recurse on 3xx responses.

NOTE 6: If the P-CSCF is connected to a PDF the requirements for thisinterconnection is specified in the Release
6 version of this specification.

The P-CSCF may add, remove, or modify, the P-Early-Media header field within forwarded SIP requests and responses
according to procedures in RFC 5009 [109].

NOTE 7: The P-CSCF can use the P-Early-Media header field for the gate control procedures, as described in
3GPP TS 29.214 [13D]. In the presence of early media for multiple dialogs due to forking, if the P-CSCF
is ableto identify the media associated with adialog, (i.e., if symmetric RTP is used by the UE and and
the P-CSCF can use the remote SDP information to determine the source of the media) the P-CSCF can
selectively open the gate corresponding to an authorized early media flow for the selected media.

When SIP digest without TLS is used, the P-CSCF shall discard any SIP messages received outside of the registration
and authentication procedures that do not map to an existing | P association as defined in subclause 5.2.3.

In case a device performing address and/or port number conversionsis provided by aNA(P)T or NA(P)T-PT controlled
by the P-CSCF, the P-CSCF may need to modify the SIP contents according to the procedures described in annex F. In
case a device performing address and/or port number conversionsis provided by aNA(P)T or NA(P)T-PT not
controlled by the P-CSCF, the P-CSCF may need to modify the SIP contents according to the procedures described in
annex K if both a"reg-id" and "+sip.instance" header field parameters are present in the received Contact header field
as described in RFC 5626 [92].

The P-CSCF shall support the provision of the user-related policies (e.g. consideration of the user as a priviledged
sender):

- fromthe S-CSCF during registration; and
- by local configuration.

For the same policy, the precedence between the locally configured policy and a policy received during registration
shall be based on local operator policy.
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5.2.2 Registration

5221 General

The P-CSCF shall be prepared to receive the unprotected REGISTER requests on the SIP default port values as
specified in RFC 3261 [26]. The P-CSCF shall also be prepared to receive the unprotected REGISTER requests on the
port advertised to the UE during the P-CSCF discovery procedure.

NOTE 1: The P-CSCF will only accept further registration and subsequent SIP messages on the same ports for
security mechanisms that do not require to use negotiated ports for exchanging protected messages.

The P-CSCF shall distinguish between security mechanisms through the use of the Security-Client header field and
Authorization header field as follows:

1) if aREGISTER reqguest from the UE contains a Security-Client header field and the Require and Proxy-Require
header fields contain "sec-agree”, then for aninitial registration, the P-CSCF shall select the sec-mechanism and
mode (as described in Annex H of 3GPP TS 33.203 [19]) from the corresponding parameters offered in the
Security-Client header field according to its priorities, as follows:

- if the P-CSCF selects the sec-mechanism "ipsec- 3gpp" then follow the procedures as described in
subclause 5.2.2.2, in addition to the procedures described in this subclause;

- if the P-CSCF selects the sec-mechanism "tls" then follow the procedures as described in subclause 5.2.2.4,
in addition to the procedures described in this subclause.

NOTE 2: If the Security-Client header field contains only media plane security mechanisms then Require and
Proxy-Require header fields will not contain "sec-agree”. The P-CSCF will then continue as per the
procedure in bullet 2), not select a signalling plane security mechanism and then distinguish signalling
plane security based upon the Authorization header field as described in the steps bel ow.

2) if:
a) aREGISTER request from the UE does not contain a Security-Client header field;

b) aREGISTER request from the UE contains a Security-Client header field containing only media plane
security mechanisms and the Require and Proxy-Require header fields do not contain "sec-agree'; or

c) the P-CSCF does not select any signalling plane security mechanism from the Security-Client header field;

then the P-CSCF shall behave as follows, in addition to the procedures described in the remainder of this
subclause:

- if the REGISTER request does not contain an Authorization header field and was received over an access
network defined in 3GPP specifications then follow the GPRS-IM S-Bundled authentication procedures as
described in subclause 5.2.2.6; or

- if the REGISTER request does not contain an Authorization header field and was received over a TISPAN
NASS and the P-CSCF supports both SIP digest and NASS-IM S bundled authentication, then the P-CSCF
shall perform the steps required for NASS-IM S bundled authentication, in subclause 5.2.2.5, as well asthe
steps required for SIP digest without TLS, in subclause 5.2.2.3, unless it is configured to behave differently
or the P-CSCF only supports either SIP digest without TLS or NASS-IM S bundled authentication. If the
NASS-IMS bundled authentication related query from the P-CSCF to the TISPAN NASS fails, then the P-
CSCF shall only continue with the SIP digest related steps; or

- if the REGISTER request does not contain an Authorization header field, and was received over an access
other than defined in 3GPP specifications or TISPAN NASS, then follow the SIP digest without TLS
procedures described in subclause 5.2.2.3; or

NOTE 3: How the P-CSCF recognizes over which access network a request was received is an implementation
specific feature.

- if the REGISTER request contains an Authorization header field and was not received over a TISPAN NASS
then follow the SIP digest without TLS procedures as described in subclause 5.2.2.3; or
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- if the REGISTER request contains an Authorization header field and was received over a TISPAN NASS,
and the P-CSCF supports both SIP digest and NASS-IM S bundled authentication, then the P-CSCF shall
perform the steps required for NASS-IM S bundled authentication, in subclause 5.2.2.5, aswell as the steps
required for SIP digest without TLS, in subclause 5.2.2.3, unlessit is configured to behave differently. If the
NASS-IMS bundled authentication related query from the P-CSCF to the TISPAN NASS fails, then the P-
CSCF shall only continue with the SIP digest related steps.

For subsequent registrations, the P-CSCF shall continue to use the selected mechanism.

NOTE 4: The steps required for SIP digest and for NASS-IM S bundled authentcation are not in contradiction.
Rather, for NASS-IM S bundled authentication the P-CSCF needs to perform additional steps, namely an
exchange with the TISPAN NASS and an inclusion of NASS location information in the REGISTER
reguest, on top of the steps required for SIP digest.

NOTE 5: How the P-CSCF knows the access network type of a specific network interface isimplementation-
dependent (e.g. it can know the access network type from different UE IP address ranges or by using
different network interfaces for different access network types).

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall:
1) insert a Path header field in the request including an entry containing:
- the SIP URI identifying the P-CSCF;

- anindication that requests routed in this direction of the path (i.e. from the S-CSCF towards the P-CSCF) are
expected to be treated as for the UE-terminating case. This indication may e.g. be in a parameter in the URI,
acharacter string in the user part of the URI, or be a port number in the URI;

- anIMSflow token in the user portion of the P-CSCF's SIP URI inserted into the Path header field, and the
"ob" SIP URI parameter according to RFC 5626 [92]. The same SIP URI (user portion, hostport parameter
and SIP URI parameters) shall be used for the initial registration, and the re-registrations, binding fetchings,
and de-registration that refreshes of the respective registration;

- the P-CSCF shall use a different IMS flow token for each registration. If the multiple registration mechanism
is used, the P-CSCF shall also use adifferent IMS flow token for each registration flow associated with the
registration;

NOTE 6: The form of the IMS flow token is of local significance to the P-CSCF only and can thus be chosen freely
by a P-CSCF implementation.

NOTE 7: By inserting the "ob" SIP URI parameter in its SIP URI, the P-CSCF indicates that it supports multiple
registrations as specified in RFC 5626 [92]. The presence of the "ob" SIP URI parameter is not an
indication that the P-CSCF supports the keep-alive mechanism. When the P-CSCF detects that the UE is
behind aNAT and the P-CSCF supports a keep-alive mechanism defined in RFC 5626 [92].

2) insert aRequire header field containing the option-tag "path";

3) insert a P-Charging-Vector header field with the "icid-value" header field parameter populated as specified in
3GPP TS 32.260[17] and atype 1 "orig-ioi" header field parameter. The P-CSCF shall set thetype 1 "orig-ioi"
header field parameter to a value that identifies the sending network of the request. The P-CSCF shall not
include the type 1 "term-ioi" header field parameter;

4) insert aP-Visited-Network-1D header field, with the value of a pre-provisioned string that identifies the visited
network at the home network;

4A)  store the announcement of the media plane security mechanisms the UE supports labelled with the
"mediasec" header field parameter specified in subclause 7.2A.7 and received in the Security-Client header field,
if any. Also, if the Security-Client header field contains only media plane security mechanisms, remove the
header field;

NOTE 8: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

4B) if the REGISTER request contains an Authorization header field, remove the "integrity-protected” header
field parameter, if present;
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4C) if the host portion of the sent-by field in the topmost Via header field contains a FQDN, or if it containsan IP
address that differs from the source address of the IP packet, the P-CSCF shall add a"received” Viaheader field
parameter in accordance with the procedure defined in RFC 3261 [26];

5) if the P-CSCF islocated in the visited network, and local policy requires the application of IBCF capabilitiesin
the visited network towards the home network:

a) if therequest isnot to be forwarded to an ATCF according to local policy select an exit point in visited
network;

NOTE 9: Thelist of the exit points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P-
CSCF.

b) if therequest isto be forwarded to an ATCF according to local policy:
i) insert a Route header field with the ATCF URI for originating requests; and
ii) forward the request; and

c) if theregquest is not to be forwarded to an ATCF according to local policy, then forward the request to the
selected exit point.

- noresponseisreceived to the REGISTER request and its retransmissions by the P-CSCF; or
- a3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;
the P-CSCF shall repeat the actions of this bullet with a different exit point or a different ATCF.

If the P-CSCF fails to forward the REGISTER request to any exit point or any ATCF, the P-CSCF shall send
back a 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26] unless
local policy allows omitting the exit point;

NOTE 10:1f the P-CSCF forwards the request to an IBCF in the visited network, the IBCF in the visited network
can determine the entry point of the home network, as specified in RFC 3263 [27A] or the entry point of
the home network can be provisioned in the IBCF in the visited network.

6) if the P-CSCF islocated in the visited network and local policy does not require the application of IBCF
capabilitiesin the visited network towards the home network:

a) if thereguest is not to be forwarded to an ATCF according to local policy select an entry point of the home
network;

NOTE 11: Thelist of the entry points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P-
CSCF.

b) if the request isto be forwarded to an ATCF according to local policy:
i) insert a Route header field with the ATCF URI for originating requests; and
ii) forward the request; and

c) if theregquest is not to be forwarded to an ATCF according to local policy, then forward the request to the
selected entry point.

- no responseis received to the REGISTER request and its retransmissions by the P-CSCF; or
- a3xx response or 480 (Temporarily Unavailable) response to a REGISTER request is received;
the P-CSCF shall repeat the actions of this bullet with a different entry point or a different ATCF.

If the P-CSCF fails to forward the REGISTER request to any entry point or any ATCF, the P-CSCF shall send
back a 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26]; and
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7) if the P-CSCF islocated in the home network:

a) if thereguest is not to be forwarded to an ATCF according to local policy select the I-CSCF of the home
network;

NOTE 12: Thelist of the I-CSCFs can be either obtained as specified in RFC 3263 [27A] or provisioned in the P-

CSCF.
b) if therequest isto be forwarded to an ATCF according to local policy:
i) insert a Route header field with the ATCF URI for originating requests; and
ii) forward the request; and

c) if theregquest is not to be forwarded to an ATCF according to local policy, then forward the request to the
selected |-CSCF.

- no responseis received to the REGISTER request and its retransmissions by the P-CSCF; or
- a3xx response or 480 (Temporarily Unavailable) response to a REGISTER request is received,;
the P-CSCF shall repeat the actions of this bullet with a different I-CSCF or a different ATCF.

If the P-CSCF fails to forward the REGISTER request to any 1-CSCF or any ATCF, the P-CSCF shall send back
a 504 (Server Time-Out) response to the user, in accordance with the proceduresin RFC 3261 [26].

When the P-CSCF receives a 200 (OK) response to a REGISTER request, the P-CSCF shall check the value of the
registration expiration interval value. When the registration expiration interval value is different than zero, then the P-
CSCF shall:

1) savethelist of service route valuesin the Service-Route header fields preserving the order, and bind the list

either to the contact address or to the registration flow and the associated contact address (if the multiple
registration mechanism is used) and the associated security association or TLS session over which the
REGISTER request was received. The P-CSCF shall store this list during the entire registration period of the
respective public user identity and bind it either to the associated contact address or to the registration flow and
the associated contact address (if the multiple registration mechanism is used). The P-CSCF shall use thislist to
validate the routeing information in the requests originated by the UE using either the respective contact address
or to the registration flow and the associated contact address, and received over the respective security
association or aTLS session. If thelist of Service-Route header fields already exists either for this contact
address or to the registration flow and the associated contact address (if the multiple registration mechanismis
used), then the P-CSCF shall replace the already existing list of service route values with the list of Service-
Route header fields received in the 200 (OK) response;

NOTE 13:When the UE registers multiple registration flows and the associated contact addresses, then the UE and

2)

3

the P-CSCF will have alist of Service-Route header fields for each registration flow and the associated
contact address and the associated security association or TLS session. When sending arequest using a
given registration flow and the associated contact address and the associated security association or TLS
session, the UE will use the corresponding list of Service-Route header fields, when building alist of
Route header fields.

associate the list of service route values with the registered public user identity and either the associated contact
address or to the registration flow and the associated contact address (if the multiple registration mechanismis
used) and the associated security association or TLS session;

store the public user identities, found in the P-Associated-URI header field value, including any associated
display names, and any parameters associated with either the user or the identities of the user, and associate them
to the registered public user identity, i.e. the registered public user identity and its associated set of implicitly
registered public user identities are bound to the contact address and security association or TLS session over
which the REGISTER request was received;

3A) if the user-related policies statically provisioned to the P-CSCF (see subclause 5.2.1) indicate that the URIs

contained in the P-Associated-URI header field shall not be forwarded towards the UE, and the the P-CSCF is
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located in the home operator network of the UE, then the P-CSCF shall remove all but the first URI contained in
the P-Associated-URI header field of the 200 (OK) response;

NOTE 14: The URIsin the P-Associated-URI header field might need to be removed in case of the UE performsthe
functions of an external attached network (e.g an enterprise network).

4) store the default public user identity, including its associated display name, if provided, for use with procedures
for the P-Asserted-1dentity header field for requests received from the UE over the respective security
association or TLS session. The default public user identity isthe first on the list of URIs present in the P-
Associated-URI header field;

NOTE 15: There can be more than one default public user identity stored in the P-CSCF, as the result of the multiple
registrations of public user identities.

NOTE 16: For each contact address and the associated security association or TLS session the P-CSCF will maintain
alist of registered public user identities and the associated default public user identities, that it will use
when populating the P-Asserted | dentity header.

5) storethe values received in the P-Charging-Function-Addresses header field;

6) if a"term-ioi" header field parameter isreceived in the P-Charging-Vector header field, store the value of the
received "term-ioi" header field parameter;

NOTE 17:Any received "term-ioi" header field parameter will contain atype 1 10I. Thetype 1 1Ol identifies the
home network of the registered user.

7) if the P-CSCF included an IM S flow token and the "ob" SIP URI parameter in the Path header field of the
REGISTER request, check for presence of the option-tag "outbound" in the Require header field of the a 200
(OK) response:

- if the option-tag "outbound" is present, it indicates that the UE has successfully registered its public user
identity with a new bidirectional flow as defined in RFC 5626 [92]. In this case the P-CSCF shall route the
subsequent reguests and responses destined for the UE as specified in RFC 5626 [92]; or

- if the option-tag "outbound" is not present, it indicates that the public user identity has not been registered as
specified in RFC 5626 [92]. In this case the P-CSCF shall route the subsequent requests and responses
destined for the UE as specified in RFC 3261 [26]; and

8) if the P-CSCF detects that the UE is behind a NAT, and the UE's Via header field contains a"keep" header field
parameter, the P-CSCF shall add a value to the parameter, to indicate thet it is willing to receive keep-alives
associated with the registration from the UE, as defined in RFC 6223 [143].

If the P-CSCF detects that the UE is behind a NAT, and the request was received over a TCP connection, the P-CSCF
shall not close the TCP connection during the duration of the registration.

NOTE 18: The P-CSCF can conclude whether the UE is behind a NAT or not by comparing the valuesin the
"received” header field parameter and "rport" header field parameter with the corresponding valuesin the
sent-by parameter in the topmost Via header field. If the values do not match, the P-CSCF can conclude
that the UE is behind a NAT.

5.2.2.2 IMS AKA as a security mechanism

When the P-CSCF receives a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall
additionally:

1) insert the "integrity-protected” header field parameter (described in subclause 7.2A.2) with avalue "yes' into the
Authorization header field in case the REGISTER request was either received protected with the security
association created during an ongoing authentication procedure and includes an authentication challenge
response (i.e. RES parameter), or it was received on the security association created during the last successful
authentication procedure, otherwise insert the parameter with the value "no";

1A) if the"reg-id" header field parameter wasincluded in the Contact header field of the REGISTER request,
insert in the Path header an IM S flow token and the "ob" URI parameter according to RFC 5626 [92]. The IMS
flow token shall identify the flow from the P-CSCF toward the UE, as follows:
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a)

b)

for UDP, the IM S flow token identifies the unidirectional flow from the P-CSCF's protected client port and
the P-CSCF's I P address to the UE's protected server port and the UE's | P address. This flow is used by the P-
CSCF to send requests and responses to the UE. The P-CSCF shall receive the requests and responses from
the UE on its protected server port; or

for TCP, the IMS flow token identifies the existing TCP connection between the UE and the P-CSCF. This
TCP connection was established by the UE, i.e. from the UE's protected server port and the UE's | P address
to the P-CSCF's protected client port and the P-CSCF's I P address. This TCP connection is used to exchange
SIP messages between the UE and the P-CSCF;

2) in case the REGISTER request was received without protection, on the default port or port advertised to UE for
P-CSCF discovery:

a)

b)

c)

check the existence of the Security-Client header field. If the Security-Client header field is present, then
remove and storeiit. If the Security-Client header field is not present, then the P-CSCF shall return a suitable
4xX responss;

set the value of the "rport” header field parameter in the Via header field to the source port of the received
REGISTER request;

insert the "received" header field parameter in the Via header field containing the source | P address that the
reguest came from, as defined in RFC 3581 [56A]; and

NOTE 1: Asdefined in RFC 3581 [56A], the P-CSCF will insert a "received” header field parameter containing the

source | P address that the request came from, evenif it isidentical to the value of the "sent-by"
component.

NOTE 2: Upon receiving the unprotected REGISTER request the P-CSCF detectsif the UE is behind a NAT.

3) in casethe REGISTER request was received protected, then towards the port that was notified to the UE in the
previous response:

a)

b)

©)

d)

check the security association which protected the request. If the security association is atemporary one, then
the request is expected to contain a Security-Verify header field in addition to a Security-Client header field.
If there are no such header fields, then the P-CSCF shall return a suitable 4xx response. If there are such
header fields, then the P-CSCF shall compare the content of the Security-Verify header field with the content
of the Security-Server header field sent earlier and the content of the Security-Client header field with the
content of the Security-Client header field received in the challenged REGISTER request. If those do not
match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a
suitable 4xx response. If the contents match, the P-CSCF shall remove the Security-Verify and the Security-
Client header field;

if the security association the REGISTER request was received on, is an aready established one, then:
- the P-CSCF shall remove the Security-Verify header field if it is present;

- aSecurity-Client header field containing new parameter values is expected. If the Security-Client header
field or any required parameter is missing, then the P-CSCF shall return a suitable 4xx response; and

- the P-CSCF shall remove and store the Security-Client header field before forwarding the request to the
S-CSCF;

check if the private user identity conveyed in the Authorization header field of the protected REGISTER
reguest is the same as the private user identity which was previously challenged or authenticated. If the
private user identities are different, the P-CSCF shall reject the REGISTER request by returning a 403
(Forbidden) response; and

ignore the "rport" Via header field parameter, if included.

NOTE 3: Once the I Psec security associations between the UE and the P-CSCF have been created, in case of UDP

the P-CSCF sends the responses to a different UE's port then the one from which the request was received
from the UE. For the TCP, the responses are sent on the TCP connection on which the request was
received. Hence, the P-CSCF will ignore the "rport” Via header field parameter in al protected requests
and responses, if received.
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When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:
1) delete any temporary set of security associations established towards the UE;

2) removethe"ck" and"ik" WWW-Authenticate header field parameters contained in the 401 (Unauthorized)
response and bind the values to the proper private user identity and to the temporary set of security associations
which will be setup as aresult of this challenge. The P-CSCF shall forward the 401 (Unauthorized) response to
the UE if and only if the "ck" and "ik" header field parameters have been removed;

3) insert a Security-Server header field in the response, containing the P-CSCF static signalling plane security list
and the parameters needed for this security association setup, as specified in Annex H of 3GPP TS 33.203 [19].
The P-CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P-CSCF
shall support the IPsec layer algorithms for integrity and confidentiality protection as defined in
3GPP TS 33.203 [19] and shall announce support for them according to the procedures defined in
RFC 3329 [48];

3A) insert a Security-Server header field to specify the media plane security mechanisms the P-CSCF (IMS-ALG)
supports, if any, labelled with the "mediasec” header field parameter specified in subclause 7.2A.7;

NOTE 4 The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

4) set up the temporary set of security associations for this registration with atemporary SIP level lifetime between
the UE and the P-CSCF for the user identified with the private user identity. For further details see
3GPP TS 33.203 [19] and RFC 3329 [48]. The P-CSCF shall set the temporary SIP level lifetime for the
temporary set of security associations to the value of reg-await-auth timer; and

5) send the 401 (Unauthorized) response to the UE using the security association with which the associated
REGISTER request was protected, or unprotected in case the REGISTER request was received unprotected. If
the 401 (Unauthorized) response to the unprotected REGISTER request is sent using UDP, the P-CSCF shall
send the response to the | P address listed in the "received" Via header field parameter and the port in the "rport”
Viaheader field parameter. In case of TCP, the P-CSCF shall send the response over the same TCP connection
over which the request was received from the UE.

NOTE 5: The challenge in the 401 (Unauthorized) response sent back by the S-CSCF to the UE as a response to the
REGISTER request is piggybacked by the P-CSCF to insert the Security-Server header field init. The S
CSCF authenticates the UE, while the P-CSCF negotiates and sets up two pairs of security associations
with the UE during the same registration procedure. For further details see 3GPP TS 33.203 [19].

When the P-CSCF receives a 200 (OK) response to a REGISTER request as defined in subclause 5.2.2.1, the P-CSCF
shall additionally:

1) if an existing set of security association is available, set the SIP level lifetime of the security association to the
longest of either the previously existing security association lifetime, or the lifetime of the just completed
registration plus 30 seconds;

2) if atemporary set of security associations exists, change the temporary set of security associations to a newly
established set of security associations, i.e. set its SIP level lifetime to the longest of either the previoudy
existing set of security associations SIP level lifetime, or the lifetime of the just completed registration plus 30
seconds; and

3) protect the 200 (OK) response to the REGISTER request within the same security association to that in which
the REGISTER request was protected.

If the P-CSCF receives a SIP message (including REGISTER requests) from the UE over the newly established set of
security associations that have not yet been taken into use, the P-CSCF shall:

1) reducethe SIP level lifetime of the old set of security associations towards the same UE to 64*T1 (if currently
longer than 64*T1); and

2) usethe newly established set of security associations for further messages sent towards the UE as appropriate
(i.e. take the newly established set of security associations into use).
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NOTE 6: If the UE has registered other contact addresses and established security associations for these contact
addresses, it can use them when sending subsequent SIP messages rather than using the newly established
set of security associations. In this case the P-CSCF will not receive any SIP message over the newly
established set of security associations.

NOTE 7: Inthis case, the P-CSCF will send requests (that specify the associated contact address in the Request-
URI) towards the UE over the newly established set of security associations. Responses towards the UE
that are sent via UDP will be sent over the newly established set of security associations. Responses
towards the UE that are sent via TCP will be sent over the same set of security associations that the
related request was received on.

NOTE 8: When receiving a SIP message (including REGISTER requests) from the UE over a set of security
associations that is different from the newly established set of security associations, the P-CSCF will not
take any action on any set of security associations.

When the SIP level lifetime of an old set of security associations is about to expire, i.e. their SIP level lifetimeis shorter
than 64*T1 and a newly established set of security associations has not been taken into use, the P-CSCF shall use the
newly established set of security associations for further messages towards the UE as appropriate (see NOTE 2).

When sending the 200 (OK) response for a REGISTER request that concludes a re-authentication, the P-CSCF shall:
1) keep the set of security associations that was used for the REGISTER request that initiated the re-authentication;
2) keep the newly established set of security associations created during this authentication; and

3) goonusing for further requests sent towards the UE the set of security associations and associated contact
address that was used to protect the REGISTER request that initiated the re-authentication as appropriate (see
NOTE 6).

When sending the 200 (OK) respone for a REGISTER request that concludes an initial authentication of the user
registering its public user identity with a given contact address the associated security association, i.e. the REGISTER
reguest that initiated the authentication was received unprotected, the P-CSCF shall:

1) keep the newly established set of security associations created during this authentication; and

2) usethe kept newly established set of security associations and associated contact address for further messages
sent towards the UE as appropriate (see NOTE 6).

NOTE 9: For each contact address or for each registration flow and the associated contact address and bound to a
set of security associations the P-CSCF will maintain two Route header field lists. The first Route header
field list (constructed form the Service-Route header fields received during the last registration procedure
of either the respective contact address or aregistration flow and the associated contact address) is used
only to validate the routeing information in the initial requests for a dialog and stand alone transactions
originating from the UE using either the respective contact address or aregistration flow and the
associated contact address and are the respective security association. Thislistisvalid aslong asthereis
at least one public user identity registered either with the associated contact address or a registration flow
and the associated contact address. The second list isthe list of Route header fields (constructed from the
Record Route header fieldsin theinitial INVITE request and associated response) is used during the
duration of the call. Once the call isterminated, thislist of Route header fieldsis discarded.

The P-CSCF shall delete any security association from the | Psec database when their SIP level lifetime expires.

The handling of the security associations at the P-CSCF is summarized in table 5.2.2-1.
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Table 5.2.2-1: Handling of security associations at the P-CSCF

Temporary set of security
associations

Newly established set of
security associations

Old set of security
associations

SIP message received over
newly established set of

Reduce SIP level lifetime to

security associations that No action Take into use 64*T1, if lifetime is larger
have not yet been taken into than 64*T1
use

SIP message received over

old set of security No action No action No action
associations

Old set of security

associations currently in use | No action Take into use No action
will expire in 64*T1

Sending an authorization Create

challenge within a 401 Remove any previously No action No action

(Unauthorized) response for
a REGISTER request

existing temporary set of
security associations

Sending 200 (OK) response
for REGISTER request that
concludes re-authentication

Change to a newly
established set of security
associations

Convert to and treat as old
set of security associations
(see next column)

Continue using the old set
of security associations over
which the REGISTER
request, that initiated the re-
authentication was received.
Delete all other old sets of
security associations
immediately

Sending 200 (OK) response
for REGISTER request that
concludes initial
authentication

Change to a newly
established set of security
associations and take into
use immediately

Convert to old set of
security associations, i.e.
delete

Delete

5.2.2.3

SIP digest without TLS as a security mechanism

When the P-CSCF receives a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall

additionally:

1) if the REGISTER request includes an Authorization header field update the "integrity-protected" header field

parameter as follows:

a) if the REGISTER request does not map to an existing | P association, and does not contain a challenge
response, not include the "integrity-protected” header field parameter; or

b) if the REGISTER request does not map to an existing | P association, and does contain a challenge response,
include an "integrity-protected” header field parameter with the value set to "ip-assoc-pending”; or

c¢) if the REGISTER request does map to an existing IP association, include an "integrity-protected" header field
parameter with the value set to "ip-assoc-yes';

NOTE 1: The vaue of "ip-assoc-pending” for the "integrity-protected” header field parameter or the absence of an
"integrity-protected” header field parameter in the Authorization header field isanindication to the I-
CSCF and S-CSCF that thisis an initiadl REGISTER request.

2) if the P-CSCF adds a "received” header field parameter and UDP is being used, also add an "rport” Via header
field parameter with the | P source port of the received REGISTER request; and

3) if the REGISTER request does not contain an Authorization header field and and the requests was received over
anon 3GPP access network, insert a P-Access-Network-Info header field as described in subclause 5.2.1 step 4).

NOTE 2: How the P-CSCF recognizes over which access network a request was received is an implementation

specific feature.

NOTE 3: Subclause 5.2.1 describes the encoding of the P-Access-Network-Info header field, the mandatory
requirement is defined in the above bullet.
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If the P-CSCF receives a 500 (Server Internal Error) or 504 (Server Time-Out) response to a REGISTER request, and if
the REGISTER request is mapped to an existing | P association, then the P-CSCF shall delete the IP association.

NOTE 2: The P-CSCF deletes the | P association on receipt of 500 (Server Internal Error) or 504 (Server Time-Out)
50 that the next REGISTER request received from the UE will look like an initial REGISTER request.

When the P-CSCF receives a 200 (OK) response to a REGISTER request as defined in subclause 5.2.2.1, and the
registration expiration interval value is different than zero, the P-CSCF shall additionally:

a) create an |P association by storing and associating the UE's packet source | P address and port along with the
"sent-by" parameter of the Via header field, cf. RFC 3261 [26], of the REGISTER request with the private user
identity and all the successfully registered public user identities related to that private user identity;

b) overwrite any existing | P association which has the same pair of | P address and port, but a different private user
identity;

C) insert a Security-Server header field to specify the media plane security mechanisms the P-CSCF (IMS-ALG)
supports, if any, labelled with the "mediasec" header field parameter specified in subclause 7.2A.7; and

NOTE 3: The P-CSCF does not include signalling plane security mechanisms because the Require and Proxy-
Require header fields in the REGISTER request do not contain "sec-agree”.

d) send the 200 (OK) response to the UE unprotected as defined in clause 4 of RFC 3581 [56A].

5224 SIP digest with TLS as a security mechanism

TLSisoptional to implement and is used only in combination with SIP digest authentication. If the P-CSCF supports
TLS, then the P-CSCF shall support TLS as described in 3GPP TS 33.203 [19]. If the P-CSCF supports TLS, the P-
CSCF shall support TLS ciphersuites as described in 3GPP TS 33.203 [19].

When the P-CSCF receives a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall
additionally:

1) incasethe REGISTER request was received without protection on the default port or port advertised to UE for
P-CSCF discovery and with the Security-Client header field indicating "tls", then:

a) remove and store the Security-Client header field;
b) do not include the "integrity-protected” header field parameter in the Authorization header;

c) set the value of the "rport" header field parameter in the Via header to the source port of the received
REGISTER request; and

d) insert the "received" header field parameter in the Via header containing the source | P address that the
request came from, as defined in RFC 3581 [56A];

NOTE 1. The absence of an "integrity-protected" header field parameter in the Authorization header is an
indication to the I-CSCF and S-CSCF that thisisaninitial REGISTER request.

NOTE 2: Asdefined in RFC 3581 [56A], the P-CSCF will insert a "received” header field parameter containing the
source | P address that the request came from, evenif it isidentical to the value of the "sent-by"
component.

NOTE 3: Upon receiving the unprotected REGISTER request the P-CSCF detects if the UE is behind a NAT.

2) if the REGISTER request was received protected with a TLS session, on the protected server port, created during
an ongoing authentication procedure, where the Session ID for the TLS session is not yet bound to a private user
identity, and contains an authentication challenge response (i.e. response parameter), then:

a) check if the private user identity conveyed in the Authorization header of the protected REGISTER request is
the same as the private user identity which was previousdly challenged. If the private user identities are
different, the P-CSCF shall rgject the REGISTER request by returning a 403 (Forbidden) response;

b) check the existence of the Security-Verify header field and the Security-Client header field. If there are no
such headers, then the P CSCF shall return a suitable 4xx response. If there are such headers, then the
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P-CSCF shall compare the content of the Security-Verify header field with the content of the Security-Server
header field sent earlier and the content of the Security-Client header field with the content of the Security-
Client header field received in the challenged REGISTER request. If those do not match, then thereisa
potential man-in-the-middle attack. The P-CSCF should reject the request by sending a suitable 4xx response.
If the contents match, the P-CSCF shall remove the Security-Verify and the Security-Client header fields;

¢) include an "integrity-protected" header field parameter with the value set to "tls-pending”; and

d) if the hostport parameter in the Contact header field isin the form of a FQDN, the P-CSCF shall ensure that
the given FQDN will resolve (e.g. by reverse DNS lookup) to the | P address bound to the TL S session; or

2A) if the REGISTER request was received, protected with a TL S session on the protected server port, created

3)

during an ongoing authentication procedure, where the Session ID for the TLS session is hot yet bound to a
private user identity, and does not contain an authentication challenge response (i.e. response parameter), reject
the REGISTER request by returning a 403 (Forbidden) response;

if the REGISTER request was received on an existing TLS session created during a previous authentication
procedure, then:

a) if the REGISTER request includes an Authorization header field, check if the private user identity conveyed
in the Authorization header of the protected REGISTER request is the same as the private user identity which
was previously authenticated, i.e. the private user identity previously associated with the Session ID for this
TLS session. If the private user identities are different, the P-CSCF shall reject the REGISTER request by
returning a 403 (Forbidden) response;

b) check the existence of the Security-Verify header field and Security-Client header field. If there are no such
header fields, then the P-CSCF shall return a suitable 4xx response. If there are such headers, then the P-
CSCF shall compare the content of the Security-Verify header field with the content of the Security-Server
header field sent earlier and the content of the Security-Client header field with the content of the Security-
Client header field received in the challenged REGISTER request. If those do not match, then thereisa
potential man-in-the-middle attack. The P-CSCF should reject the request by sending a suitable 4xx
response;

¢) the P-CSCF shall remove and store the Security-Client header field and remove the Security-Verify header
field before forwarding the request to the S-CSCF; and

d) include an "integrity-protected” header field parameter with the value set to "tls-yes'.

If the P-CSCF require security agreement, and the Security-Client header field is not present, then the P-CSCF shall
return a suitable 4xx response.

When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:

1)

insert a Security-Server header field in the response, containing the P-CSCF sel ected signalling plane mechanism
name, as specified in Annex H of 3GPP TS 33.203 [19]. The P-CSCF shall support and indicate the "tIS" security
mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the TLS ciphersuites as described in
3GPP TS 33.203 [19] and shall announce support for them according to the procedures defined in

RFC 3329 [48]; and

1A) insert a Security-Server header field in the response, containing the P-CSCF static media plane security lit, if

2)

any, labelled with the "mediasec” header field parameter specified in subclause 7.2A.7;

send the 401 (Unauthorized) response to the UE using the TL'S session with which the associated REGISTER
reguest was protected, or unprotected in case the REGISTER request was received unprotected. If the 401
(Unauthorized) response to the unprotected REGISTER request is sent using UDP, the P-CSCF shall send the
response to the | P address listed in the "received” header field parameter and the port in the "rport" header field
parameter. In case of TCP, the P-CSCF shall send the response over the same TCP connection over which the
reguest was received from the UE.

NOTE 4: The challenge in the 401 (Unauthorized) response sent back by the S-CSCF to the UE as a response to the

REGISTER request is piggybacked by the P-CSCF to insert the Security-Server header field init.

When the P-CSCF receives a 200 (OK) response to a REGISTER request as defined in subclause 5.2.2.1, and the
registration expiration interval valueis different than zero, the P-CSCF shall additionally:

ETSI



3GPP TS 24.229 version 11.11.0 Release 11 131 ETSI TS 124 229 V11.11.0 (2014-04)

- create an association by storing and associating the UEs | P address and port of the TLS connection with the TLS
Session ID, the private user identity and all the successfully registered public user identities related to that
private user identity; and

- protect the 200 (OK) response to the REGISTER request within the same TLS session to that in which the
reguest was protected.

5.2.25 NASS-IMS bundled authentication as a security mechanism

When the P-CSCF receives a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall
additionally:

1) perform the NASS-IM S bundled authentication related query from the P-CSCF to the TISPAN NASS;

2) if thequery in step 1) is successful, insert a P-Access-Network-Info header field as described in subclause 5.2.1
step 4); and

3) if the P-CSCF adds a "received” header field parameter and UDP is being used, the P-CSCF shall also add an
"rport" Via header field parameter with the IP source port of the received REGISTER request.

When the P-CSCF receives a 200 (OK) response to a REGISTER request from the UE, as defined in subclause 5.2.2.1,
the P-CSCF shall additionally:

1) store an association between the | P source address and port of the initial REGISTER request and the public user
identities found in the P-Associated-URI header field value and associate them to the public user identity under
registration;

2) store an association between the IP source address and port of the initial REGISTER request the default public
user identity for use with procedures for the P-Asserted-1dentity header field. The default public user identity is
the first on the list of URIs present in the P-Associated-URI header field; and

3) insert a Security-Server header field to specify the media plane security mechanisms the P-CSCF (IMS-ALG)
supports, if any, labelled with the "mediasec” header field parameter specified in subclause 7.2A.7.

NOTE 3: The P-CSCF does not include signalling plane security mechanisms because the Require and Proxy-
Require header fields in the REGISTER request do not contain "sec-agree”.

5.2.2.6 GPRS-IMS-Bundled authentication as a security mechanism

When the P-CSCF receives a SIP request from a GPRS-IM S-Bundled UE, the P-CSCF checks the | P address in the
"sent-by" parameter of the Via header field provided by the UE as specified in RFC 3261 [6]. If the "sent-by" parameter
contains a domain name, or if it contains an | P address that differs from the packet source | P address, the P-CSCF adds
a"received" header field parameter to that Via header field value. This parameter contains the source | P address from
which the packet was received.

When the P-CSCF receives a 200 (OK) response to a REGISTER request from the UE, as defined in subclause 5.2.2.1,
the P-CSCF shall additionally:

1) store an association between the |P source address and port of the initial REGISTER request and the public user
identities found in the P-Associated-URI header field value and associate them to the public user identity under
registration;

2) store an association between the | P source address and port of theinitial REGISTER request the default public
user identity for use with procedures for the P-Asserted-ldentity header field. The default public user identity is
thefirst on the list of URIs present in the P-Associated-URI header field;

3) if the P-CSCF adds a "received" header field parameter and UDP is being used, the P-CSCF shall also add an
"rport" Viaheader field parameter with the IP source port of the received REGISTER request; and

4) insert a Security-Server header field to specify the media plane security mechanisms the P-CSCF (IMS-ALG)
supports, if any, labelled with the "mediasec" header field parameter specified in subclause 7.2A.7.

NOTE: The P-CSCF does not include signalling plane security mechanisms because the Require and Proxy-
Require header fields in the REGISTER request do not contain "sec-agree”.
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5.2.2.7

P-CSCF reconfigured to not accept registrations

If the P-CSCF has been reconfigured to not accept initial registrations and reregistrations and to redirect incoming

registrations to another P-CSCF, on recepetion of a REGISTER request the P-CSCF shall return a 305
(Use Proxy) response.

NOTE 1: Asan example, this situation can happen in case the P-CSCF has been administratively configured to

force the UEs to attempt initial registration with another P-CSCF before shutdown.

NOTE 2: The UE does not use the Contact header field of 305 (Use Proxy) response to determine the 1P address of

5.2.3

the new P-CSCF through which the UE will attempt anew initial registration.

Subscription to the user's registration-state event package

Upon receipt of a 200 (OK) response to the first initial REGISTER request (i.e. thiswas the first initial REGISTER
request that the P-CSCF received from the user identified with its private user identity), the P-CSCF shall:

1) generate a SUBSCRIBE request in accordance with RFC 3680 [43], with the following elements:

a Request-URI set to the resource to which the P-CSCF wants to be subscribed to, i.e. to the SIP URI that is
the default public user identity of the user;

a From header field set to the P-CSCF's SIP URI;
aTo header field, set to the SIP URI that is the default public user identity of the user;
an Event header field set to the "reg" event package;

an Expires header field set to a value higher then the registration expiration interval value indicated in the
200 (OK) response to the REGISTER request;

a P-Asserted-Identity header field set to the SIP URI of the P-CSCF,which was inserted into the Path header
field during the registration of the user to whose registration state the P-CSCF subscribes to; and

a P-Charging-Vector header field with the "icid-value" header field parameter populated as specified in
3GPP TS 32.260[17];

2) if the P-CSCF islocated in the visited network, and local policy requires the application of IBCF capabilitiesin
the visited network towards the home network, then the P-CSCF shall forward the request to an IBCF in the
visited network;

3) if the P-CSCF islocated in the visited network and local policy does not require the application of IBCF
capabilitiesin the visited network towards the home network, determine the entry point of the home network
(e.g., by using DNS services) and send the SUBSCRIBE request to that entry point, according to the procedures
of RFC 3261 [26]; and

4) if the P-CSCF islocated in the home network, then the P-CSCF shall forward the request to an I-CSCF in the
home network.

NOTE: The subscription to reg event package is done once per private user identity.

Upon receipt of a 2xx response to the SUBSCRIBE request, the P-CSCF shall store the information for the so
established dialog and the expiration time as indicated in the Expires header field of the received response.

If continued subscription is required the P-CSCF shall automatically refresh the subscription by the reg event package
600 seconds before the expiration time for a previously registered public user identity, either 600 seconds before the
expiration timeif the initial subscription was for greater than 1200 seconds, or when half of the time has expired if the
initial subscription was for 1200 seconds or less. If a SUBSCRIBE request to refresh a subscription fails with anon-481
response, the P-CSCF shall still consider the original subscription valid for the duration of the most recently known
"Expires" value according to RFC 3265 [28]. Otherwise, the P-CSCF shall consider the subscription invalid and start a
new initial subscription according to RFC 3265 [28].
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5.2.3A Void

5.2.3B SUBSCRIBE request

Upon receipt of aNOTIFY request with the Subscription-State header field set to "terminated”, once the NOTIFY
transaction is terminated, the P-CSCF can remove all the stored information related to the associated subscription.
5.2.4 Registration of multiple public user identities

Upon receipt of a 2xx response to the SUBSCRIBE request the P-CSCF shall maintain the generated dialog (identified
by the values of the Call-ID header field, and the values of tagsin To and From header fields).

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package of
the user, the P-CSCF shall identify the public user identity as follows:

1) if no <wildcardedl Dentity> subelement isincluded in the <registration> element, the public user identity is taken
from the "aor' attribute of the registration element; or

2) if a<wildcardedldentity> sub element isincluded in the <registration> element, the wildcarded public user
identity is taken from the <wildcardedl dentity> sub element. The wildcardcarded public user identity is treated
asapublic user identity in the procedures of this subclause.

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package of
the user, the P-CSCF shal