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Foreword
This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UM TS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y thesecond digit isincremented for al changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the session control protocols needed to support Mission Critical Push To Talk
(MCPTT). The present document specifies both on-network and off-network protocols.

Mission critical communication services are services that require preferential handling compared to normal
telecommunication services, e.g. in support of police or fire brigade.

The MCPTT service can be used for public safety applications and also for general commercia applications (e.g., utility
companies and railways).

The present document is applicable to User Equipment (UE) supporting the MCPTT client functionality, and to
application servers supporting the MCPTT server functionality.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE; Stage 1".

[3] 3GPP TS 23.379: "Functional architecture and information flows to support mission critical
communication services, Stage 2".

[4] 3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP)
and Session Description Protocol (SDP); Stage 3".

[5] 3GPP TS 24.380: "Mission Critical Push To Talk (MCPTT) floor control Protocol specification”.

[6] IETF RFC 3841 (August 2004): "Caller Preferences for the Session Initiation Protocol (SIP)".

[7] IETF RFC 4028 (April 2005): "Session Timersin the Session Initiation Protocol (SIP)".

[8] Void .

[9] IETF RFC 6050 (November 2010): "A Session Initiation Protocol (SIP) Extension for the
I dentification of Services'.

[10] IETF RFC 3550 (July 2003): "RTP: A Transport Protocol for Real-Time Applications”.

[11] Void.

[12] IETF RFC 4566 (July 2006): " Session Description Protocol”.

[13] IETF RFC 3605 (October 2003): "Real Time Control Protocol (RTCP) attribute in Session
Description Protocol (SDP)".

[14] IETF RFC 3325 (November 2002): "Private Extensions to the Session Initiation Protocol (SIP) for
Asserted Identity within Trusted Networks".

[15] IETF RFC 5626 (October 2009): "Managing Client-Initiated Connections in the Session I nitiation
Protocol (SIP)".
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IETF RFC 5245 (April 2010): "Interactive Connectivity Establishment (1CE): A Protocol for
Network Address Trandator (NAT) Traversal for Offer Answer Protocols'.

IETF RFC 5373 (November 2008): "Requesting Answering Modes for the Session Initiation
Protocol (SIP)".

Void.

IETF RFC 5366 (October 2008): " Conference Establishment Using Request-Contained Listsin the
Session Initiation Protocol (SIP)".

IETF RFC 2046 (November 1996): "Multipurpose Internet Mail Extensions (MIME) Part Two:
Media Types".

IETF RFC 4488 (May 2006): " Suppression of Session Initiation Protocol (SIP) REFER Method
Implicit Subscription”.
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905 [1].

An MCPTT user isaffiliated toan MCPTT group: The MCPTT user islisted as a member of the MCPTT groupin
the MCPTT group document, the MCPTT server owning the MCPTT group has authorised the MCPTT user's interest
inthe MCPTT group and the MCPTT server serving the MCPTT user has authorised the MCPTT user'sinterest in the
MCPTT group.

An MCPTT user isaffiliated toan MCPTT group at an MCPTT client: The MCPTT user is affiliated to the
MCPTT group, the MCPTT client has aregistered |P address for an IMPU related to the MCPTT ID, and the MCPTT
server serving the MCPTT user has authorised the MCPTT user'sinterest in the MCPTT group at the MCPTT client.

Affiliation status: Appliesfor an MCPTT user to an MCPTT group and has one of the following states:

a) the"not-affiliated" state indicating that the MCPTT user is not interested in the MCPTT group and the MCPTT
user is not affiliated to the MCPTT group;

b) the"affiliating" state indicating that the MCPTT user isinterested in the MCPTT group but the MCPTT user is
not affiliated to the MCPTT group yet;

c) the"affiliated" state indicating that the MCPTT user is affiliated to the MCPTT group and there was no
indication that MCPTT user is no longer interested in the MCPTT group; and

d) the"deaffiliating" state indicating that the MCPTT user is no longer interested in the MCPTT group but the
MCPTT user is still affiliated to the MCPTT group.

Ambient listening client role: therole of an MCPTT client in an ambient listening call, which can be that of:
a) the"listening MCPTT user"; or

b) the"listened-to MCPTT user”.
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Ambient listening type: the type of an ambient listening call from the perspective of the relationship of the initiator of
the call to the user being listened to. The two types of ambient listening call are:

a) "remote-init", indicating that the listening MCPTT user initiated the call; and

b) "loca-init", indicating that the listened-to MCPTT user initiated the call.

First-to-answer call: A call initiated by one user towards alist of other users with the intention to establish an MCPTT
private call or MCPTT emergency private call, with one of the usersin the list of users.

Group identity: An MCPTT group identity or atemporary MCPTT group identity.

I n-progress emergency private call state: the state of two participants when an MCPTT emergency private call isin
progress.

In-progressimminent peril group state: the state of a group when an MCPTT imminent peril group call isin
progress.

Listening MCPTT user: the MCPTT user in an ambient listening call receiving the media transmission from the
listened-to MCPTT user;

Listened-to MCPTT user: the MCPTT user in an ambient listening call who is being listened to, may or may not be
aware of being listened to depending on ambient listening type of the call.

MCPTT client ID: isaglobaly unique identification of a specific MCPTT client instance. MCPTT client ID isa
UUID URN as specified in IETF RFC 4122 [67].

MCPTT emergency alert state: MCPTT client internal perspective of the state of an MCPTT emergency alert.

MCPTT emergency group state: MCPTT client internal perspective of the in-progress emergency state of an MCPTT
group maintained by the controlling MCPTT function.

MCPTT emergency group call state: MCPTT client internal perspective of the state of an MCPTT emergency group
call.

MCPTT emergency private call: MCPTT emergency call between two MCPTT usersthat isinitiated as a private call
or afirst-to-answer call with emergency indication, or without emergency indication when the MCPTT emergency state
isaready set,

MCPTT emergency private call state: MCPTT client internal perspective of the state of an MCPTT emergency
private call.

MCPTT emergency private priority state: MCPTT client internal perspective of the in-progress emergency private
call state of the two participants of an MCPTT emergency private call maintained by the controlling MCPTT function.

MCPTT imminent peril group call state: MCPTT client internal perspective of the state of an MCPTT imminent peril
group call.

M CPTT imminent peril group state: MCPTT client internal perspective of the state of an MCPTT imminent peril
group.

MCPTT private call: MCPTT call between two MCPTT users that isinitiated as a private call or afirst-to-answer call.

MCPTT private emergency alert state: MCPTT client internal perspective of the state of an MCPTT private
emergency alert targeted to an MCPTT user.

MCPTT speech: Conversational audio media used in mission critical push to talk systems as defined by
3GPPTS22.179[2] and 3GPP TS 23.379 [3].

M edia-floor control entity: A media control resource shared by participantsin an MCPTT session, controlled by a
state machine to ensure that only one participant can access the media resource at the same time.

Private call: A call initiated by one user towards one other user with the intention to establish an MCPTT private call
or MCPTT emergency private call.

Temporary MCPTT group identity: A group identity representing atemporary grouping of MCPTT group identities
formed by the group regrouping operation as specified in 3GPP TS 24.481 [31].
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Trusted mutual aid: A business relationship whereby the Partner MCPTT system iswilling to share the details of the
members of an MCPTT group that it owns with the Primary MCPTT system.

Untrusted mutual aid: A business relationship whereby the Parther MCPTT system is not willing to share the details
of the members of an MCPTT group that it owns with the Primary MCPTT system.

For the purposes of the present document, the following terms and definitions givenin 3GPP TS 22.179 [2] apply:

I n-progr ess emer gency
MCPTT emergency alert
MCPTT emergency group call
MCPTT emergency state
Partner MCPTT system
Primary MCPTT system

For the purpose of the present document, the following terms and definitions given in 3GPP TS 24.380 [5] apply:
MBM S subchannel

For the purpose of the present document, the following terms and definitions given in 3GPP TS 23.379 [3] apply:

Pre-selected MCPTT user profile
Selected MCPTT user profile

For the purpose of the present document, the following terms and definitions given in 3GPP TS 33.179 [46] apply:

Client Server Key (CSK)

Multicast Floor Control Key (MKFC)

MBM S subchannel control key (M SCCK)

MBM S subchannel control key identifier (M SCCK-1D)
Private Call Key (PCK)

Signalling Protection Key (SPK)

XML Protection Key (XPK)

3.2

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

Abbreviations

CsK Client-Server Key

ECGI E-UTRAN Cell Global Identification

IPEG In-Progress Emergency Group

IPEPC In-Progress Emergency Private Call

IPIG In-Progress Imminent peril Group

MBMS Multimedia Broadcast and Multicast Service

MBSFN Multimedia Broadcast multicast service Single Frequency Network
MCPTT Mission Critical Push To Talk

MCPTT group ID
MC

MCPTT group ldentity
Mission Critical

MCS Mission Critical Service

MEA MCPTT Emergency Alert

MEG MCPTT Emergency Group

MEGC MCPTT Emergency Group Call
MEPC MCPTT Emergency Private Call
MEPP MCPTT Emergency Private Priority
MES MCPTT Emergency State

MIME Multipurpose Internet Mail Extensions
MIG MCPTT Imminent peril Group
MIGC MCPTT Imminent peril Group Call
MONP MCPTT Off-Network Protocol
MPEA MCPTT Private Emergency Alert
NAT Network Address Trandation
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PCCB Private Call Call-Back
PLMN Public Land Mobile Network
QCl QoS Class Identifier
RTP Real-time Transport Protocol
SAI Service Area ldentifier
SDP Session Description Protocol
SIP Session Initiation Protocol
SPK Signalling Protection Key
SSRC Synchronization SouRCe
TGl Temporary MCPTT Group | dentity
TMGI Temporary Mobile Group |dentity
UE User Equipment
URI Uniform Resource I dentifier
XPK XML Protection Key
4 General

4.1 MCPTT overview

The MCPTT service supports communication between several users (i.e. group call), where each user has the ability to
gain access to the permission to talk in an arbitrated manner. The MCPTT service also supports private calls between
two users. Group calls and private calls can be provided on-network and off-network. In this release of the present
document, support is only allowed for MCPTT speech communications.

The present document provides the call control protocol enhancements to support the MCPTT architectural procedures
specified in 3GPP TS 23.379 [3].

For on-network calls, the present document makes use of the existing IM S procedures specified in 3GPP TS 24.229 [4],
and provides new IM S application procedures specific for MCPTT. For on-network group calls, the proceduresin the
present document allow the use of unicast or multicast bearers.

The on-network procedures in this document allow an MCPTT user to:
- initiate anew MCPTT group session;
- joinan MCPTT group session that has already been established; and
- leave an established MCPTT group session and then re-join the same MCPTT group session if still established.

For off-network calls, the present document utilises the procedures for ProSe direct discovery for public safety and the
procedures for one-to-one ProSe direct communication for Public Safety, as specified in 3GPP TS 24.334 [28]. The
present document specifies the MCPTT Off-Network Protocol (MONP) and the MONP application procedures.

For on-network and off-network calls, the present document provides support for MCPTT emergency calls, MCPTT
imminent-peril callsand MCPTT emergency alerts.

NOTE: MCPTT emergency calls do not utilise emergency bearers. Instead the EPS bearer priority of anormal
bearer is adjusted.

The MCPTT procedures provided by the present document refer to:
- thefloor-control procedures defined in 3GPP TS 24.380[5];
- the group management procedures defined in 3GPP TS 24.481 [31];

the identity management procedures defined in 3GPP TS 24.482 [49];
- the security procedures defined in 3GPP TS 33.179 [46]; and
- the PS-PS access transfer procedures procedures defined in 3GPP TS 24.237 [58].

The MCPTT procedures provided by the present document access the configuration parameters provided by
3GPP TS 24.483 [45] and 3GPP TS 24.484 [50].
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Codecs and media handling for MCPTT are specified in 3GPP TS 26.179 [69];
The following procedures are provided within this document:
- common procedures are specified in clause 6;
- procedures for registration in the IM CN subsystem and service authorisation are specified in clause 7,
- procedures for pre-established session establishment, modification and release are specified in clause 8;
- procedures for affiliation are specified in clause 9;
- procedures for on-network and off-network group call are specified in clause 10;
- procedures for on-network and off-network private call are specified in clause 11;
- procedures for on-network and off-network emergency alert are specified in clause 12;
- location procedures are specified in clause 13;
-  MBMStransmission usage procedures are specified in clause 14; and
- MCPTT service continuity procedures are specified in clause 14A.

The MCPTT UE primarily obtains accessto the MCPTT service via E-UTRAN, using the procedures defined in
3GPP TS 24.301[70].

4.2 URI and address assignments

In order to support MCPTT, the following URI and address assignments are assumed:
1) the participating MCPTT function is configured to be reachable using:

a) the public service identity identifying the pre-established session on the MCPTT server serving the MCPTT
user;

b) the MBMS public service identity of the participating MCPTT function; and
c) thepublic service identity of the participating MCPTT function serving the MCPTT user.

NOTE: Theabove PSl values are configured with the same URI. However, in the present document the above
names on the URI s are used for the purpose of readability.

4.3 MCPTT speech

A session that contains MCPTT speech is either afull-duplex session or a half-duplex session with an SDP media
component containing an audio media type with a codec suitable for conversational speech that exists between an
MCPTT client and an MCPTT server.

If the MCPTT speech session is a half-duplex session, it additionally contains a media component that describes the
characteristics of the media-floor control entity.

4.4 Warning Header Field

441 General

The MCPTT server can include afreetext string in a SIP response to a SIP request. When the MCPTT server includes a
text string in aresponse to a SIP INVITE request the text string isincluded in a Warning header field as specified in
IETF RFC 3261 [24]. The MCPTT server includes the Warning code set to 399 (miscellaneous warning) and includes
the host name set to the host name of the MCPTT server.

EXAMPLE: Warning: 399 "100 User not authorised to make group calls’
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4.4.2 Warning texts

The text string included in a Warning header field consists of an explanatory text preceded by a 3-digit text code,
according to the following format in Table 4.4.2-1.

Table 4.4.2-1 ABNF for the Warning text

war n- t ext =/ DQUOTE ntptt-warn-code SP warn-ntptt-text DQUOTE
ncptt-warn-code = DIAT DA T DA T
ncptt-warn-text = *( gdtext | quoted-pair )

Table 4.4.2-2 defines the warning texts that are defined for the Warning header field when a Warning header field is
included in aresponse to a SIP INVITE request as specified in subclause 4.4.1.
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Table 4.4.2-2: Warning texts defined for the Warning header field
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Code

Explanatory text

Description

100

function not allowed due to <detailed reason>

The function is not allowed to this user.
The <detailed reason> will be either "group
definition", "access policy", "local policy", or
"user authorisation", or can be a free text

string.

101

service authorisation failed

The service authorisation of the MCPTT ID
against the IMPU failed at the MCPTT
server.

102

too many simultaneous affiliations

The MCPTT user already has N2 maximum
number of simultaneous affiliations.

103

maximum simultaneous MCPTT group calls reached

The number of maximum simultaneous
MCPTT group calls supported for the
MCPTT user has been exceeded.

104

isfocus not assigned

A controlling MCPTT function has not been
assigned to the MCPTT session.

105

subscription not allowed in a broadcast group call

Subscription to the conference event
package rejected during a group call
initiated as a broadcast group call.

106

user not authorised to join chat group

The MCPTT user is not authorised to join
this chat group.

107

user not authorised to make private calls

The MCPTT user is not authorised to make
private calls.

108

user not authorised to make chat group calls

The MCPTT user is not authorised to make
chat group calls.

109

user not authorised to make prearranged group calls

The MCPTT user is not authorised to make
group calls to a prearranged group.

110

user declined the call invitation

The MCPTT user declined to accept the
call.

111

group call proceeded without all required group members

The required members of the group did not
responded within the acknowledged call
time, but the call still went ahead.

112

group call abandoned due to required group members not part
of the group session

The group call was abandoned, as the
required members of the group did not
respond within the acknowledged call time.

113

group document does not exist

The group document requested from the
group management server does not exist.

114

unable to retrieve group document

The group document exists on the group
management server but the MCPTT server
was unable to retrieve it.

115

group is disabled

The group has the <disabled> element set
to "true" in the group management server.

116

user is not part of the MCPTT group

The group exists on the group
management server but the requesting
user is not part of this group.

117

the group identity indicated in the request is a prearranged
group

The group id that is indicated in the request
is for a prearranged group, but did not
match the request from the MCPTT user.

118

the group identity indicated in the request is a chat group

The group id that is indicated in the request
is for a chat group, but did not match the
request from the MCPTT user,

119

user is not authorised to initiate the group call

The MCPTT user identified by the MCPTT
ID is not authorised to initiate the group
call.

120

user is not affiliated to this group

The MCPTT user is not affiliated to the
group.

121

user is not authorised to join the group call

The MCPTT user identified by the MCPTT
ID is not authorised to join the group call.

122

too many participants

The group call has reached its maximum
number of participants.

123

MCPTT session already exists

Inform the MCPTT user that the group call
is currently ongoing.

124

maximum number of private calls reached

The maximum number of private calls
allowed at the MCPTT server for the
MCPTT user has been reached.
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125

user not authorised to make private call with automatic
commencement

The MCPTT user is not authorised to make
a private call with automatic
commencement.

126

user not authorised to make private call with manual
commencement

The MCPTT user is not authorised to make
a private call with manual commencement.

127

user not authorised to be called in private call

The called MCPTT user is not allowed to
be part of a private call.

128

isfocus already assigned

The MCPTT server owning an MCPTT
group received a SIP INVITE request
destined to the MCPTT group from another
MCPTT server already assigned as the
controlling MCPTT function and the
MCPTT server owning the MCPTT group
does not support mutual aid or supports
trusted mutual aid but does not authorise
trusted mutual aid.

137

the indicated group call does not exists

The participating MCPTT function cannot
find an ongoing group session associated
with the received MCPTT session identity.

138

subscription of conference events not allowed

The controlling MCPTT function could not
allow the MCPTT user to subscribe to the
conference event package.

139

integrity protection check failed

The integrity protection of an XML MIME
body failed.

140

unable to decrypt XML content

The XML content cannot be decrypted.

141

user unknown to the participating function

The participating function is unable to
associate the public user identity with an
MCPTT ID.

142

unable to determine the controlling function

The participating function is unable to
determine the controlling function for the
group call or private call.

143

not authorised to force auto answer

The calling user is not authorised to force
auto answer on the called user.

144

user not authorised to call this particular user

The calling user is not authorised to call
this particular called user.

145

unable to determine called party

The participating function was unable to
determine the called party from the
information received in the SIP request.

146

T-PF unable to determine the service settings for the called
user

The service settings have not been
uploaded by the terminating client to the
terminating participating server.

147

user is authorized to initiate a temporary group call

The non-controlling MCPTT function has
authorized a request from the controlling
MCPTT function to authorize a user to
initiate an temporary group session.

148

MCPTT group is regrouped

The MCPTT group hosted by a non-
controlling MCPTT function is part of a
temporary group session as the result of
the group regroup function.

149

SIP-INFO request pending

The MCPTT client needs to wait for a SIP-
INFO request with specific content, before
taking further action.

150

invalid combinations of data received in MIME body

The MCPTT client included invalid
combinations of data in the SIP request.

151

user not authorised to make a private call call-back request

The MCPTT user is not authorised to make
a private call call-back request.

152

user not authorised to make a private call call-back cancel
request

The MCPTT user is not authorised to make
a private call call-back cancel request.

153

user not authorised to call any of the users requested in the
first-to-answer call

All users that were invited in the first-to-
answer call cannot be involved in a private
call with the inviting user.

154

user not authorised to make ambient listening call

The MCPTT user is not authorised to make
an ambient listening call.

ETSI




3GPP TS 24.379 version 14.1.0 Release 14 34 ETSI TS 124 379 V14.1.0 (2017-04)

4.5 MCPTT session identity
The MCPTT session identity isa SIP URI, which identifiesthe MCPTT session between:
- the MCPTT client and the participating MCPTT function;

- theparticipating MCPTT function and the controlling MCPTT function

the controlling MCPTT function and the non-controlling MCPTT function; and
- the non-controlling MCPTT function and the participating MCPTT function.

The MCPTT session identity shall be a GRUU as defined in IETF RFC 5627 [72] assigned by the MCPTT server as per
3GPP TS 24.229 [4].

The MCPTT session identity identifiesthe MCPTT session in such away that e.g.:
- the MCPTT user is able to subscribe to the participant information of the ongoing MCPTT session;
- the MCPTT user is ableto re-join an ongoing MCPTT session; and
- thelM CN subsystem is able to route an initial SIP request to the controlling MCPTT function.

The controlling MCPTT function allocates a unique MCPTT session identity hosted at the controlling MCPTT function
for the MCPTT session at the time of session establishment.

The non-controlling MCPTT function allocates a unique MCPTT session identity hosted at the non-controlling MCPTT
function for the MCPTT session at the time of session establishment.

When protection of sensitive application datais required by the MCPTT operator, the MCPTT session identity cannot
contain identity information that is classed as sensitive such asthe MCPTT ID or the MCPTT Group ID, as specified in
subclause 4.8.

The controlling MCPTT function and non-controlling MCPTT function send the MCPTT session identity towards the
MCPTT client during MCPTT session establishment by including it in the Contact header field of the final SIP response
to asession initiation request.

The participating MCPTT function allocates a unique MCPTT session identity hosted at the participating MCPTT
function for the MCPTT session when it receivesa MCPTT session identity in the Contact header field of a SIP request
or a SIP response from the controlling MCPTT function or non-controlling MCPTT function and includesit in the
Contact header field of the SIP request or SIP response sent towards the MCPTT client. The participating MCPTT
function maintains a mapping of the MCPTT session identities it sends to the MCPTT client to the corresponding
MCPTT session identities received from the controlling MCPTT function.

The MCPTT client can cache the MCPTT session identity until atime when it isno longer needed.
The MCPTT session identity isalso used in floor control requests and responses as specified in 3GPP TS 24.380 [5].

4.6 MCPTT priority calls and alerts

4.6.1 MCPTT emergency group calls

MCPTT emergency group calls as defined by 3GPP TS 23.379 [ 3] are supported by the procedures in this specification.
The following MCPTT emergency group call functionalities are described:

- MCPTT emergency group call origination;
- upgrade of an MCPTT group call to an MCPTT emergency group call; and
- in-progress group emergency cancel.

NOTE 1: In-progress group emergency cancel means the cancellation of the in-progress emergency state of the
group, which is managed by the controlling MCPTT function.
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The above functionalities are supported using both MCPTT prearranged group callsand MCPTT chat group calls.

Key aspects of MCPTT emergency group callsinclude:

adjusted EPS bearer priority for all participants whether or not they themselves are in an emergency condition
(i.e. have their MCPTT emergency state set). For unicast bearers thisis achieved by using the Resource-Priority
header field as specified in IETF RFC 4412 [29] with namespaces defined for use by MCPTT specified in draft-
hol mberg-di spatch-mcptt-rp-namespace [48], and for MBM S bearers thisis achieved by having the participating
MCPTT function adjust the ARP (priority, PVI, PCI) and executing the Modify MBMS Bearer Procedure per
3GPP TS 29.468 [42];

pre-emptive floor control priority over MCPTT usersin MCPTT emergency group calls who themselves do not
have their MCPTT emergency state set;

restoration of normal EPS bearer priority to the call participants when the in-progress emergency group stateis
cancelled;

restoration of normal floor control priority participants when the in-progress emergency group state is cancelled;
requiresthe MCPTT user to be authorised to either originate or cancel an MCPTT emergency group call;

requests to originate MCPTT emergency group calls may also include an indication of an MCPTT emergency
aert; and

requests to cancel MCPTT emergency group calls may also include an indication of cancelling a previously
issued MCPTT emergency alert.

There are anumber of states that are key in managing these aspects of MCPTT emergency group calls, which include:

MCPTT emergency state: as defined in 3GPP TS 22.179 [2] and 3GPP TS 23.379 [3], indicates that the
MCPTT user isin alife-threatening situation. Managed by the MCPTT user of the device or an authorised
MCPTT user. While the MCPTT emergency state is set on the client, all calls originated by the client will be
MCPTT emergency calls, assuming the MCPTT user is authorised for MCPTT emergency calls on them.

in-progr ess emer gency group state: asdefined in 3GPP TS 22.179 [2] and 3GPP TS 23.379 [3], indicates
whether or not thereisan MCPTT emergency group call ongoing on the specified group. This state is managed
by the controlling MCPTT function. All group calls originated on thisMCPTT group when in an in-progress
emergency state are MCPTT emergency group calls until this state is cancelled, whether or not the originator is
themselvesin an MCPTT emergency state.

MCPTT emergency group (MEG) state: thisisan internal state managed by the MCPTT client which tracks
the in-progress emergency state of the group as defined in 3GPP TS 22.179 [2] and 3GPP TS 23.379 [3] and
managed by the controlling MCPTT function. Ideally, the MCPTT client would not need to track the in-progress
emergency group state, but doing so enablesthe MCPTT client to request MCPTT emergency-level priority
earlier than otherwise possible. For example, if the MCPTT user wishesto join an MCPTT emergency group call
andisnotin MCPTT emergency state itself, the MCPTT client should have emergency level priority. If it has
knowledge of the in-progress emergency state of the group, it can request priority by including a Resource-
Priority header field set to the MCPTT namespace specified in draft-holmberg-dispatch-mcptt-rp-

namespace [48], and appropriate priority level in the SIP INVITE request (or SIP re-INVITE request).

MCPTT emergency group call (MEGC) state: thisisan internal state managed by the MCPTT client whichin
conjunction with the MCPTT emergency alert state aids in managing the MCPTT emergency state and related
actions.

MCPTT emergency alert (MEA) state: thisisalso an internal state of the MCPTT client which in conjunction
with the MCPTT emergency group call state aidsin managing the MCPTT emergency state and related actions.

NOTE 2: The above states and their transitions are described in Annex G.

4.6.2 MCPTT emergency private calls

MCPTT emergency private calls as defined by 3GPP TS 23.379 [3] are supported by the proceduresin this
specification. The following MCPTT emergency private call functionalities are specified in the present document:

MCPTT emergency private call origination with optional MCPTT emergency alert initiation;
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upgrade of an MCPTT private call to an MCPTT emergency private; and

cancellation of the MCPTT emergency private call priority.

Key aspects of MCPTT emergency private callsinclude:

adjusted EPS bearer priority for both participants whether or not they are both in an emergency condition (i.e.
both have their MCPTT emergency state set). Thisis achieved by using the Resource-Priority header field as
specified in IETF RFC 4412 [29] with namespaces defined for use by MCPTT specified in draft-holmberg-
dispatch-mcptt-rp-namespace [48];

the initiator of the MCPTT emergency private call can override the other MCPTT user in the MCPTT emergency
private call unlessthat user also hastheir MCPTT emergency state set;

restoration of normal EPS bearer priority to the call according to system policy (e.g., configured time limit for
the emergency priority of an MCPTT emergency private call or cancellation of the emergency condition of the
private cal);

restoration of normal floor control priority participants when the emergency elevated priority is cancelled;
requires the MCPTT user to be authorised to either originate or cancel an MCPTT emergency private call;
requires the targeted MCPTT user to be authorised to receive an MCPTT emergency private call;

reguests to originate MCPTT emergency private calls may also include an indication of an MCPTT emergency
aert; and

the originator of the MCPTT emergency private call can request that the call use either manaual or automatic
commencement mode.

There are anumber of states that are key in managing these aspects of MCPTT emergency private calls, which include:

MCPTT emergency state (MES): asdefined in 3GPP TS 22.179 [2] and 3GPP TS 23.379 [3], indicates that the
MCPTT user isin alife-threatening situation. Managed by the MCPTT user of the device or an authorised
MCPTT user. Whilethe MCPTT emergency stateis set on theclient, all MCPTT group and private cals
originated by the client will be MCPTT emergency calls, assuming the MCPTT user is authorised for MCPTT
emergency calls on them.

MCPTT private emergency alert (MPEA) state: thisisan internal state of the MCPTT client whichin
conjunction with the MCPTT emergency private call state aids in managing the MCPTT emergency state and
related actions.

MCPTT emergency private call (MEPC) state: thisisan internal state managed by the MCPTT client which
in conjunction with the MCPTT emergency aert state aids in managing the MCPTT emergency state and related
actions.

I n-progress emergency private call (IPEPC) state: indicates whether or not thereisan MCPTT emergency
private call in-progress for the two participants. This state is managed by the controlling MCPTT function. All
private cals originated between these two participants when in an in-progress emergency private cal state are
MCPTT emergency private calls until this state is cancelled, whether or not the originator isinan MCPTT
emergency state.

MCPTT emergency private priority (M EPP) state: thisis aninternal state managed by the MCPTT client
which tracks the in-progress emergency private call state of the private call managed by the controlling MCPTT
function. Ideally, the MCPTT client would not need to track the in-progress emergency private priority state, but
doing so enablesthe MCPTT client to request MCPTT emergency-level priority earlier than otherwise possible.
For example, if the MCPTT user wishesto join an MCPTT emergency private call and isnot inthe MCPTT
emergency state, the MCPTT client should have emergency level priority. If it has knowledge of the in-progress
emergency private priority state of the private call (i.e., the two participants), it can request priority by including
a Resource-Priority header field set to the MCPTT namespace specified in draft-hol mberg-dispatch-mcptt-rp-
namespace [48], and appropriate priority level in the SIP INVITE request (or SIP re-INVITE request).

NOTE: The above states and their transitions are described in Annex G.
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4.6.3 MCPTT emergency alerts

MCPTT emergency alerts as defined by 3GPP TS 23.379 [3] are supported by the procedures in this specification. The
following MCPTT emergency group call functionalities are specified in the present document:

- MCPTT emergency alert origination; and
- MCPTT emergency alert cancellation.

MCPTT emergency alerts are supported procedurally by two general mechanisms. One mechanism is embedded within
the MCPTT emergency call (both emergency private call and emergency group call using both prearranged and chat
session models) signalling procedures documented in clause 10 and clause 11 of this specification. The other
mechanism utilizes SIP MESSAGE requests and is documented in clause 12.

MCPTT emergency alerts can be initiated or cancelled as optionsin the following signalling procedures documented in
clause 10 and clause 11:

- MCPTT emergency group call initiation;
- MCPTT group call upgraded to MCPTT emergency call;
- MCPTT emergency group call cancellation (i.e., in-progress emergency state of the group set to false);
- MCPTT emergency private call initiation; and
- MCPTT private cal upgradeto MCPTT emergency private call.
MCPTT emergency alerts can also be initiated or cancelled as described in the procedures of clause 12 which include:
- MCPTT emergency aert initiation; and
- MCPTT emergency alert cancellation (with optional cancelling of the in-progress emergency state of a group).

When MCPTT emergency alerts areinitiated as an option in initiating or upgrading to an MCPTT emergency group call
or areinitiated using SIP MESSAGE requests, they are targeted to an MCPTT group, and, if not already affiliated, will
result in the initiator being implicitly affiliated to the MCPTT group. When initiated as an option in initiating or
upgrading to an MCPTT emergency private call, an MCPTT emergency alert istargeted to an individual MCPTT user,
not to an MCPTT group.

Key aspects of MCPTT emergency aertsinclude:

- MCPTT emergency (MES) state: the MCPTT client's MCPTT emergency state as described in clause G.1is
set upon initiation of an MCPTT emergency alert. While the MCPTT emergency stateis set, assuming the
MCPTT user has the needed authorisations, if the user initiates a private call and is authorised to do so, the
MCPTT private call will bean MCPTT emergency private call. Similarly, assuming the needed authorisations,
any subsequent MCPTT group cal initiated by an MCPTT user with the MCPTT emergency state set will be an
MCPTT emergency group call.

- MCPTT emergency alert (MEA) state: the MCPTT client maintains the internal MCPTT emergency aert state
(MEA) which aids in the management of the MCPTT emergency state as described in clause G.5.

- MCPTT private emergency alert (M PEA) state: the MCPTT client maintains the MCPTT private emergency
aert state of an MCPTT emergency alert targeted to an MCPTT user which aids in the management of the
MCPTT emergency state.

- In-progress emergency group (IPEG) state: MCPTT emergency aert initiation or cancellation in and of itself
does not impact the in-progress emergency state of the targeted group, which is maintained by the controlling
MCPTT function, nor doesit impact the priority of the EPS bearers. However, in setting the MCPTT emergency
state, assuming an MCPTT user is authorised to make MCPTT emergency calls on the targeted group, any
subsequent MCPTT group call the MCPTT user initiates on the group will cause the in-progress emergency state
of the group to be set as described in clause G.2 and will result in upgraded priority of the EPS bearers used in
the MCPTT emergency call.

- Authorisationsfor emergency alerts: MCPTT users need to be authorised to initiate MCPTT emergency alerts
and additionally need to be authorised to cancel MCPTT emergency alerts. The parameters related to these
authorisations are specified in 3GPP TS 24.483 [45] and 3GPP TS 24.484 [50].
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4.6.4 MCPTT imminent peril group call

MCPTT imminent peril group calls as defined by 3GPP TS 23.379 [3] are supported by the proceduresin this
specification. The following MCPTT imminent peril group calls functionalities are specified in the present document:

- MCPTT imminent peril group calls origination;
- upgrade of an MCPTT group call to an MCPTT imminent peril group call;
- upgrade froman MCPTT imminent peril group call to an MCPTT emergency group call; and
- cancellation of the in-progress imminent peril state of the group.
Key aspects of MCPTT imminent peril include:

- adjusted EPS bearer priority for al participants when the in-progress imminent peril state of the group is set
whether or not they themselves initiated an imminent peril group call. For unicast bearers thisis achieved by
using the Resource-Priority header field as specified in IETF RFC 4412 [29] with namespaces defined for use by
MCPTT specified in draft-holmberg-dispatch-mcptt-rp-namespace [48], and for MBMS bearers thisis achieved
by having the participating MCPTT function adjust the ARP (priority, PVI, PCI) and executing the Modify
MBMS Bearer Procedure per 3GPP TS 29.468 [42];

- restoration of normal EPS bearer priority to the call when the in-progress imminent peril group state is cancelled,;
and

- requiresthe MCPTT user to be authorised to either originate or cancel an MCPTT imminent peril group call.
Relationship to other MCPTT priority group call types:

- A normal MCPTT group call can be upgraded to an MCPTT imminent peril group call;

- AnMCPTT imminent peril group call can be upgraded to an MCPTT emergency group call;

- When either an MCPTT imminent peril group call or an MCPTT emergency group call (i.e., their respective "in-
progress’ states) the group call returnsto the priority designated for normal group calls, i.e., their isno direct
transition from an MCPTT emergency group call to an MCPTT imminent peril group call;

- MCPTT imminent peril functionality isonly applicableto MCPTT group calls, not MCPTT private calls; and

- MCPTT imminent peril group calls have no associated aert capabilities such asthe MCPTT emergency aert
capability which is associated with MCPTT emergency group calls.

There are anumber of states that are key in managing these aspects of MCPTT imminent peril group calls, which
include:

- MCPTT imminent peril group (MIG) state: thisis an internal state of the MCPTT client which in conjunction
with the MCPTT imminent peril group call state aids the client in managing the use of the Resource-Priority
header field and related actions.

- MCPTT imminent peril group call (MIGC) state: thisisaninternal state managed by the MCPTT client
which in conjunction with the MCPTT imminent peril group state aids the client in managing the use of the
Resource-Priority header field and related actions.

- In-progressimminent peril group (IP1G) state: this a state of the MCPTT group which is managed by the
controlling MCPTT function. Whilean MCPTT group isin an in-progress imminent peril group state, al
participantsin group calls using this group will receive elevated priority.

The above states and their transitions are described in Annex G.

4.7 End-to-end communication security

If amission critical organisation requires MCPTT users to communicate using end-to-end security, a security context
needs to be established between the initiator of the call and the recipient(s) of the call, prior to the establishment of
media, or floor control signalling. This provides assurance to MCPTT users that no unauthorised access to
communicationsis taking place within the MCPTT network. An MCPTT key management server (KM S) manages the
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security domain. For any end-point to use or access end-to-end secure communications, it needs to be provisioned with
keying material associated to itsidentity by the KM S as specified in 3GPP TS 33.179 [46].

For group calls, the security context is set up at the time of creation of the group or temporary group. The group
management server creates group call keying material associated with the group and distributes it to all members of the
group or temporary group, in advance of the initiation of agroup call as specified in 3GPP TS 24.481 [31] and

3GPP TS 33.179 [46]. The establishment of a security context for group calls has no impact on this specification.

For private calls, the security context isinitiated at call setup. An end-to-end security context is established that is
unigue to the pair of usersinvolved in the call. The procedure involves transferral of an encapsulated private call key
(PCK) and private cal key id (PCK-ID) from the initiator to the terminator. The PCK is encrypted using the
terminator's MCPTT ID and domain-specific material provided from the KMS. The PCK and PCK-ID are distributed
withinaMIKEY payload within the SDP offer of the private call request. This payload is called aMIKEY-SAKKE
|_MESSAGE, asdefined in IETF RFC 6509 [75], which ensures the confidentiality, integrity and authenticity of the
payload. The encoding of the MIKEY payload in the SDP offer is described in IETF RFC 4567 [47] using an
"a=keymgmt" attribute. The payload is signed using a key associated to the identity of the initiating user. At the
terminating side, the signature is validated. If valid, the UE extracts and decrypts the encapsulated PCK. The MCPTT
UE aso extracts the PCK-ID. This processis described in 3GPP TS 33.179 [46]. With the PCK successfully shared
between the two MCPTT UEs, the UEs are able to use SRTP/SRTCP to create an end-to-end secure session.

End-to-end security is independent of the transmission path and hence is applicable to both on and off-network
communications. With a security context established, the group call key and private call key can be used to encrypt
media and, if required, floor control traffic between the end-points as described in 3GPP TS 24.380 [5] clause 13.

For MBM S subchannel control messages sent over the general purpose MBM S subchannel of an MBM S bearer, the
security context isinitiated when the MBMS bearer is announced to the MCPTT clients. The procedure involvesthe
participating MCPTT function creating an MBM S subchannel control key (MSCCK) and an MBM S subchannel control
key identifier (MSCCK-ID) associated with the MBM S bearer when the MBM S bearer is activated, and then the
participating MCPTT function transferring the M SCCK and the MSCCK-1D associated with the MBM S bearer to one
or more served MCPTT clients using SIP signalling. The MSCCK is encrypted using the MCPTT ID of the served
MCPTT client and domain-specific materia provided from the KMS. The MSCCK and the M SCCK-ID associated with
the MBM S bearer are distributed within a MIKEY payload within the SDP describing the general purpose MBMS
subchannel of the MBMS bearer. This payload iscalled aMIKEY-SAKKE |_MESSAGE, as defined in

IETF RFC 6509 [75], which ensures the confidentiality, integrity and authenticity of the payload. The encoding of the
MIKEY payload inthe SDP is described in IETF RFC 4567 [47] using an "a=keymgmt" attribute. The payload is
signed using a key associated to the identity of the participating MCPTT function. The MCPTT client validates the
signature. If valid, the MCPTT client extracts and decrypts the encapsulated MSCCK. The MCPTT client also extracts
the MSCCK-ID. This processis described in 3GPP TS 33.179 [46]. With the MSCCK successfully shared between the
participating MCPTT function and the served UEs, the participating MCPTT function is able to securely send MBMS
subchannel control messagesto the MCPTT clients.

4.8 Protection of sensitive application data.

In certain deployments, for example, in the case that the MCPTT operator uses the underlying SIP core infrastructure
from the carrier operator, the MCPTT operator can prevent certain sensitive application data from being visible in the
clear to the SIP layer. The following data are classed as sensitive application data:

- MCPTTID;
- MCPTT group ID;
- user location information;
- emergency, alert and imminent-peril indicators;
- access token (containing the MCPTT ID); and
- MCPTT client ID.
The above datais transported as XML content in SIP messages. in XML elements or XML attributes.

Datais transported in attributes in the following circumstances in the procedures in the present document:
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- anMCPTT ID, an MCPTT Group ID, and an MCPTT client ID in an XML document published in SIP
PUBLISH request for affiliation according to IETF RFC 3856 [51];

- anMCPTT ID or an MCPTT Group ID in XML document notified in a SIP NOTIFY request for affiliation
according to IETF RFC 3856 [51];

- anMCPTT ID in application/resource-lists+txml document included in an SIP INVITE request setting up a
private call according to IETF RFC 5366 [20];

- an MCPTT ID in application/resource-lists+xml document included in an SIP INVITE request setting up a group
call to atemporary group involving a non-controlling function that worksin "Trusted Mode" according to
IETF RFC 5366 [20], whereby the participants are returned to the controlling function in a MIME body of a SIP
403 (Forbidden) with the P-Refused-URI-List header field according to IETF RFC 5318 [36];

- anMCPTT ID in XML document provided in SIP NOTIFY request of a conference event package according to
IETF RFC 4575 [30]; and

- anMCPTT ID or MCPTT Group ID in application/resource-lists+xml document according to
IETF RFC 5366 [20], included in a SIP REFER request when using a pre-established session (the
application/resource-liststxml MIME body is pointed to by a Cid-URL as specified in IETF RFC 2392 [62]
contained in the Refer-To header field of the SIP REFER request);

3GPP TS 33.179 [46] describes a method to provide confidentiality protection of sensitive application datain elements
by using XML encryption (i.e. xmlenc) and in attributes by using an attribute confidentiality protection scheme
described in subclause 6.6.2.3 of the present document. Integrity protection can also be provided by using XML
signatures (i.e. xmlsig).

Protection of the datarelies on a shared XML protection key (XPK) used to encrypt and sign data:
- betweenthe MCPTT client and the MCPTT server, the XPK isaclient-server key (CSK); and
- between MCPTT servers and between MCPTT domains, the XPK isasignalling protection key (SPK).

The CSK (XPK) and akey-id CSK-ID (XPK-ID) are generated from keying material provided by the key management
server. |dentity based public key encryption based on MIKEY -SAKKE is used to transport the CSK between SIP end-
points. The encrypted CSK is transported from the MCPTT client to the MCPTT server when the MCPTT client
performs service authorisation as described in clause 7 and is also used during service authorisation to protect the access
token.

The SPK (XPK) and akey-id SPK-ID (XPK-ID) are directly provisioned inthe MCPTT servers.

Configuration inthe MCPTT client and MCPTT server is used to determine whether one or both of confidentiality
protection and integrity protection are required.

The following four examples give a brief overview of the how confidentiality and integrity protection is applied to
application datain this specification.

EXAMPLE 1.  Pseudo code showing how confidentiality protection is represented in the proceduresin the
document for sensitive data sent by the originating client.

IF configuration is set for confidentiality protection of sensitive data
THEN
Encrypt data el enent using the CSK (XPK) by followi ng TS 33.179;
Include in an <EncryptedData> el enent of the XM. M ME body according to TS 33.179:
(1) the encryption mnethod;
(2) the key-id (XPK-1D);
(3) the cipher data;
Encrypt URIs in attribute using the CSK (XPK) by follow ng subclause 6.6. 2. 3;
ELSE
include application data into XM. M ME body in clear text;
ENDI F;

EXAMPLE 2:  Pseudo code showing how integrity protection is represented in the proceduresin the present
document for data sent by the originating client.

IF configuration is set for integrity protection of application data
THEN
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Use a nethod to hash the content as specified in TS 33.179;
Generate a signature for the hashed content using the CSK (XPK) as specified in TS 33.179;
Include within a <Signature> XM el emrent of the XM M ME body according to TS 33.179:
(1) a cannonicalisation nmethod to be applied to the signed information;
(2) the signature nethod used for generating the signature;
(3) areference to the content to be signed,;
(4) the hashing nethod used;
(5) the hashed content;
(6) the key-id (XPK-1D);
(7) the signature val ue;
ENDI F;

EXAMPLE 3:  Pseudo code showing how confidentiality protection is represented in the procedures in the present
document at the server side when receiving encrypted content.

I'F configuration is set for confidentiality protection of sensitive data
THEN
Check that the XML content contains the <EncryptedData> el enent;
Check that the XML docunment contains a URI with the domain name for MCPTT confidentiality
protection;
Return an error if the <EncryptedData> el enent or donmin nane for MCPTT confidentiality
protection are not found,
Q herw se:
(1) obtain the CSK (XPK) using the CSK-1D (XPK-1D) in the received XM body;
(2) for encrypted data in elenents, decrypt the data el ements using the CSK as specified
in TS 33.179 as required,
(3) for encrypted URIs in attributes, decrypt the URIs using the CSK as specified in
subcl ause 6. 6. 2. 3;
ENDI F;

EXAMPLE 4:  Pseudo code showing how integrity protection is represented in the proceduresin the present
document at the server side when receiving signed content.

IF configuration is set for integrity protection of application data
THEN
Check that the XML content contains the <Signature> el enent;
Return an error if the <Signature> elenent is not found;
Q herw se:
(1) obtain the CSK (XPK) using the CSK-1D (XPK-1D) in the received XM body;
(2) verify the signature of the content using the CSK;
Return an error if the validation of the signature fails;
I F validation of the signature passes
THEN
decrypt any data found in <EncryptedData> el ements;
decrypt any encrypted URI's found in attributes;
ENDI F;
ENDI F;

The content can be re-encrypted and signed again using the SPK between MCPTT servers.

The following examples show the difference between normal and encrypted data content. In this example consider the
MCPTT client initiating a prearranged group session.

EXAMPLES5: <mcptt-info> MIME body represented with data elementsin the clear:

Cont ent - Type: application/vnd. 3gpp. ncptt-info+xm
<?xm version="1.0"?>
<ncptt-info>
<ntptt- Parans>
<sessi on-type>prearranged</ sessi on-type>
<ncptt-request-uri type="Normal">
<ncptt URI >si p: groupl23@rcpt t oper at or 1. come</ nept t URI >
</ntptt-request-uri>
</ ntptt- Paranms>
</nmeptt-info>

EXAMPLE 6: <mcptt-info> MIME body represented with the <mcptt-request-uri> encrypted:

Cont ent - Type: application/vnd. 3gpp. ncptt-info+xmn
<?xm version="1.0"?>
<necptt-info>
<ntptt- Parans>
<sessi on-t ype>pr earr anged</ sessi on-type>
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<ncptt-request-uri type="Encrypted">
<Encrypt edData xm ns="http://ww. w3. or g/ 2001/ 04/ xm enc#'
Type='"http://ww. w3. or g/ 2001/ 04/ xm enc#Cont ent ' >
<Encrypti onMet hod Al gorithm="http://ww. w3. org/ 2009/ xm encll#aes128-gcni/ >
<ds: Keyl nf o>
<ds: KeyNanme>base64Xpkl d</ KeyName>
</ ds: Keyl nf o>
<Ci pher Dat a>
<Ci pher Val ue>A23B45C5657689090</ Ci pher Val ue>
</ G pher Dat a>
</ Encrypt edDat a>
</ntptt-request-uri>
</ ntptt- Paranms>
</nmeptt-info>

EXAMPLE 7:  pidf+xml MIME body represented with clear URIsin attributes:

Cont ent - Type: application/pidf +xm
<?xm version="1.0" encodi ng="UTF-8"?>
<presence entity="sip:somebody@rcptt.org">
<tupl e i d="acD4r hUg7bK" >
<stat us>
<affiliation group="sip:thegroup@rcptt.org"/>
</ st at us>
</ tupl e>
</ presence>

EXAMPLE 8:  pidf+xml MIME body represented with encrypted URIsin attributes:

Cont ent - Type: application/pi df +xm
<?xm version="1.0" encodi ng="UTF-8"?>
<presence entity="sip: c4Hrt 45XG8I ohRFT67vf dr 3V; i v=45Rt f VgHY23k8I hy; xpk-i d=b7UJv9; al g=128- aes-
gcm@rcl- encryption. 3gppnet wor k. or g" >
<tupl e i d="acD4r hUg7bK" >
<st at us>
<affiliation group="sip: 98yudFG45t x_89TYCGedb4uj F ;i v=FAD567kj hf H7d4- D, key-i d=eV9kl 7; al g=128-
aes-gcm@cl- encrypti on. 3gppnet wor k. org"/>
</ status>
</ tupl e>
</ presence>

4.9 Pre-established session

When establishing a pre-established session, the MCPTT client negotiates the media parameters, including establishing
I P addresses and ports using interactive connectivity establishment (ICE) as specified in IETF RFC 5245 [17] with the
participating MCPTT function, prior to using the pre-established session for establishing MCPTT sessions with other
MCPTT users. The procedures for establishing, modifying and releasing a pre-established session are defined in

clause 8.

The pre-established session can later be used in MCPTT calls. This avoids the need to negotiate media parameters
(including evaluating | CE candidates) and reserving bearer resources during the MCPTT call establishment that results
indelayed MCPTT call establishment.

The use of pre-established session on the origination side is compatible with the use of on demand session on the
termination side. The use of pre-established session on the termination side is compatible with the use of on demand
session on the origination side.

The MCPTT client procedures for:

- leaving aMCPTT session using a pre-established session that was initiated by the MCPTT client are defined in
subclause 6.2.4.2;

- releasingaMCPTT session using a pre-established session that was initiated by the MCPTT client are defined in
subclause 6.2.5.2;

- establishing a pre-arranged group call using a pre-established session are defined in subclause 10.1.1.2.2;
- rgjoining a pre-arranged group call using a pre-established session are defined in subclause 10.1.1.2.4.2;

- joining achat MCPTT group session using a pre-established session are defined in subclause 10.1.2.2.2;
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- establishing a private call using a pre-established session are defined in subclause 11.1.1.2.2; and
- releasing a private call using a pre-established session are defined in subclause 11.1.3.1.2.
The participating MCPTT function procedures for:
- establishingaMCPTT session using automatic commencement mode are defined in subclause 6.3.2.2.5.3;
- establishingaMCPTT session using manual commencement mode are defined in subclause 6.3.2.2.6.3;
- releasingaMCPTT session using a pre-established session are defined in subclause 6.3.2.2.8.2;
- establishing a pre-arranged group call using a pre-established session are defined in subclause 10.1.1.3.1.2;
- releasing a pre-arranged group call using a pre-established session are defined in subclause 10.1.1.3.3.2;
- regjoining a pre-arranged group call using a pre-established session are defined in subclause 10.1.1.3.5.2;
- establishingaMCPTT group session using a pre-established session are defined in subclause 10.1.2.3.2;

- originating aprivate call fromaMCPTT client using a pre-established session are defined in
subclause 11.1.1.3.1.2;

- establishing aprivate call to aMCPTT client using a pre-established session are defined in subclause 11.1.1.3.2;

- releasing aprivate call initiated by the served MCPTT client using a pre-established session are defined in
subclause 11.1.3.2.1.2; and

- releasing a private call initiated by the remote MCPTT client using a pre-established session are defined in
subclause 11.1.3.2.2.2.

410 MCPTT client ID

The MCPTT client assignsthe MCPTT client ID when the MCPTT client is used for the first time. The MCPTT client
generatesthe MCPTT client ID as specified in subclause 4.2 of IETF RFC 4122 [67].

The MCPTT client preservesthe MCPTT client ID:
- whilethe MCPTT client is SIP registered as specified in 3GPP TS 24.229 [4];

- whilethe MCPTT client is not SIP registered as specified in 3GPP TS 24.229 [4] and the UE serving the
MCPTT client is switched on;

- whilethe UE serving the MCPTT client is switched off; and
- whilethe UE serving the MCPTT client is power-cycled.

NOTE: MCPTT client ID is not preserved when the UE is reset to factory settings.

4.11 Off-network MCPTT

Off-network services are available for the user if the value of "/<x>/<x>/OffNetwork/Authorised" leaf node present in
user profile as specified in 3GPP TS 24.483 [45] is set to "true'.

4.12  Broadcast Group Calls

A broadcast group call isagroup call where the initiating MCPTT user expects no response from the other MCPTT
users, so that when the user's transmission is complete, so isthe call. The functionality in the present release of the
specification for broadcast group callsis not compliant to the requirements for user-broadcast group and group-
broadcast group calls as specified in 3GPP TS 22.179 [2], 3GPP TS 22.280 [76] and 3GPP TS 23.379 [3]. In the present
release of the specification, a broadcast group call can beinitiated by an MCPTT user on any MCPTT group that the
MCPTT user is part of.
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NOTE 1. Configuration related to the authorisation to create a user-broadcast group or a group-broadcast existsin

the user profile document as specified in 3GPP TS 24.484 [50], but is not used by any proceduresin
3GPP TS 24.481 [31] in the current release, as the ability for an authorised user to create user-broadcast
groups and group-broadcast groups is not provided in the current release.

NOTE 2: Configuration related to broadcast group hierarchies can be found in the group document as specified in

3GPP TS 24.481 [31] and in the service configuration document as specified in 3GPP TS 24.484 [50].
However, this configuration is not used by any proceduresin 3GPP TS 24.380 [5] in the current release.

5

5.1

Functional entities

Introduction

This clause associates the functional entities with the MCPTT roles described in the stage 2 architecture document (see
3GPPTS23.379 [3)]).

5.2

MCPTT client

To be compliant with the procedures in the present document, an MCPTT client shall:

act asthe user agent for all MCPTT application transactions (e.g. initiation of a group call); and

support handling of the MCPTT client ID as described in subclause 4.10.

To be compliant with the on-network procedures in the present document, an MCPTT client shall:

support the MCPTT client on-network procedures defined in 3GPP TS 23.379 [3];

support the GCS UE procedures defined in 3GPP TS 23.468 [57] for unicast delivery, MBMS delivery and
service continuity;

act asa SIP UA asdefined in 3GPP TS 24.229 [4];
generate SDP offer and SDP answer in accordance with 3GPP TS 24.229 [4] and subclause 6.2;

act as afloor participant responsible for floor requests and implement the on-network procedures for floor
requests as specified in 3GPP TS 24.380 [5];

for registration and service authorisation, implement the procedures specified in subclause 7.2;

for pre-established sessions, implement the procedures specified in subclause 8.2.1, subclause 8.3.1,
subclause 8.4.1, and the procedures specified in 3GPP TS 24.380 [5];

for affiliation, implement the procedures specified in subclause 9.2;

for group call functionality (including broadcast, emergency and imminent peril), implement the MCPTT client
procedures specified in subclause 10.1; and

for private call functionality (including emergency), implement the MCPTT client procedures specified in
subclause 11.1;

for emergency alert, implement the procedures specified in subclause 12.1;
for location reporting, implement the procedures specified in subclause 13.3; and

for MBMS transmission usage, i mplement the procedures in subclause 14.3.

To be compliant with the off-network proceduresin the present document, an MCPTT client shall:

support the off-network procedures defined in 3GPP TS 23.379 [3];
support the MCPTT off-network protocol (MONP) defined in clause 15;
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- actasafloor participant for floor requests and implement the off-network procedures for floor requests as
specified in 3GPP TS 24.380 [5];

- actasafloor control server providing distributed floor control and implement the off-network procedures for
floor control as specified in 3GPP TS 24.380 [5];

- implement the procedures for ProSe direct discovery for public safety use as specified in 3GPP TS 24.334 [28];

- implement the procedures for one-to-one ProSe direct communication for Public Safety use as specified in
3GPP TS 24.334[28];

- for group call functionality (including emergency and imminent peril), implement the MCPTT client procedures
specified in subclause 10.2;

- for broadcast group call functionality implement the procedures specified in subclause 10.3; and

- for private call functionality (including emergency), implement the MCPTT client procedures specified in
subclause 11.2.

To be compliant with the service continuity procedures in the present document, an MCPTT client shall:
- implement the registration requirements for service continuity as specified in subclause 7.2.1; and
- implement the procedures specified in clause 14A.

To be compliant with the on-network and off-network procedures in the present document requiring end-to-end private
call security key distribution, an MCPTT client shall support the procedures specified in 3GPP TS 33.179 [46].

To be compliant with the procedures for confidentiality protection of XML elementsin the present document, the
MCPTT client shall implement the procedures specified in subclause 6.6.2.

To be compliant with the procedures for integrity protection of XML MIME bodiesin the present document, the
MCPTT client shall implement the procedures specified in subclause 6.6.3.

53 MCPTT server

5.3.1 General
An MCPTT server can perform the controlling role for group calls and private calls as defined in 3GPP TS 23.379 [3].
An MCPTT server can perform the participating role for group calls and private calls as defined in 3GPP TS 23.379 [3].

An MCPTT server can perform anon-controlling role for temporary group cals involving groups from multiple
MCPTT systems as specified in 3GPP TS 23.379 [3].

An MCPTT server can perform a non-controlling role for temporary group calls involving groups only from the primary
MCPTT system.

AnMCPTT server performing the participating role can serve an originating MCPTT user.

An MCPTT server performing the participating role can serve aterminating MCPTT user.

The same MCPTT server can perform the participating role and controlling role for the same group session.
The same MCPTT server can perform the participating role and non-controlling role for the same group session.

When referring to the procedures in the present document for the MCPTT server acting in a participating role for the
served user, the term, "participating MCPTT function” is used.

When referring to the procedures in the present document for the MCPTT server acting in a controlling role for the
served user, the term "controlling MCPTT function” is used.

When referring to the procedures in the present document for the MCPTT server acting in a non-controlling role for a
group call, the term "non-controlling MCPTT function of an MCPTT group™ is used.
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To be compliant with the proceduresin the present document, an MCPTT server shall:
- support the MCPTT server procedures defined in 3GPP TS 23.379 [3];

- implement the role of an AS performing 3rd party call control acting as arouting B2BUA as defined in
3GPP TS 24.229 [4];

- support the GCS AS procedures defined in 3GPP TS 23.468 [57] for unicast delivery, MBMS delivery and
service continuity;

- generate SDP offer and SDP answer in accordance with 3GPP TS 24.229 [4] and subclause 6.3;

- implement the role of a centralised floor control server and implement the on-network procedures for floor
control as specified in 3GPP TS 24.380 [5];

- for registration and service authorisation, implement the procedures specified in subclause 7.3;

- for pre-established sessions, implement the procedures specified in subclause 8.2.2, subclause 8.3.2,
subclause 8.4.2 and the procedures specified in 3GPP TS 24.380 [5];

- for affiliation, implement the procedures specified in subclause 9.2.2;

- for group call functionality (including broadcast, emergency and imminent peril), implement the MCPTT server
procedures specified in subclause 10.1;

- for private call functionality (including emergency), implement the MCPTT server procedures specified in
subclause 11.1; and

- for priority sharing, implement the MCPTT server proceduresin subclause 6.7.

To be compliant with the procedures in the present document requiring the distribution of private call keying material
between MCPTT clients as specified in 3GPP TS 33.179 [46], an MCPTT server shall ensure that the keying material is
copied from incoming SIP messages into the outgoing SIP messages.

To be compliant with the procedures for confidentiality protection of XML elementsin the present document, the
MCPTT server shall implement the procedures specified in subclause 6.6.2.

To be compliant with the procedures for integrity protection of XML MIME bodies in the present document, the
MCPTT server shall implement the procedures specified in subclause 6.6.3.

5.3.2 Functional connectivity models

The following figures give an overview of the connectivity between the different functions of the MCPTT server as
described in subclause 5.3.1.

NOTE: Separate boxes are shown for each of the functions of the MCPTT server. In each MCPTT system, these
functions can be physically combined into one MCPTT server or can be implemented on more than one
MCPTT server. For example, there could be an instantiation of an MCPTT server that only servesasa
controlling MCPTT function, but not as a participating MCPTT function for any MCPTT clients. When
an MCPTT server supports more than one function, then sending requests from one function to another
does not incur atraversal of the underlying IMS SIP core network.

Figure 5.3.2-1 shows the basic functions of the MCPTT server when operating within the primary MCPTT system.

Primary MCPTT system
werr Sras e weer
Client X MCPTT Function MCPTT Function MCPTT Function Client Y

Figure 5.3.2-1: Functions of the MCPTT server in the primary MCPTT system
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Figure 5.3.2-2 shows the use of the non-controlling MCPTT function of an MCPTT group within the primary MCPTT
system. This can occur due to group re-grouping of groups within the same MCPTT system, wherethe MCPTT
server(s) of one or more of the constituent groups are not controlled by the same controlling MCPTT function as that of
the temporary group. The non-controlling MCPTT function of an MCPTT group either provide the identities of the
users of the group to the controlling MCPTT function, or the non-controlling MCPTT function of an MCPTT group can
invite the users of the group on behalf of the controlling MCPTT function.

Primary MCPTT system

Originatin Rolacenieline Terminatin
e Part%cipatingg Controlling MCPTT Function Participatingg MCPTT
Client X i Client Y
MCPTT Function MCPTT Function ok a(;‘r(“)"uipw MCPTT Function

Figure 5.3.2-2: The non-controlling function operating in the primary MCPTT system

Figure 5.3.2-3 shows the roles of the MCPTT server in a mutual aid relationship between a primary MCPTT system and
apartner MCPTT system. Here, the controlling MCPTT function isin the primary MCPTT system and the called user is
homed in a parther MCPTT system.

Primary MCPTT system Partner MCPTT system

e oraaes s e
Client X MCPTT Function MCPTT Function MCPTT Function ClientY

Figure 5.3.2-3: Mutual aid relationship between the primary MCPTT system and a partner MCPTT
system with the controlling MCPTT function in the primary MCPTT system

Figure 5.3.2-4 shows the roles of the MCPTT server in amutual aid relationship between a primary MCPTT system and
apartner MCPTT system. Here, the controlling MCPTT function isin the partner MCPTT system.

Primary MCPTT system

MCPTT
Client X

Originating

Participating
MCPTT Function

Partner MCPTT system

Controlling
MCPTT Function

Terminating

Participating
MCPTT Function

MCPTT
ClientY

Figure 5.3.2-4: Mutual aid relationship between the primary MCPTT system and a partner MCPTT
system with the controlling MCPTT function in the parthner MCPTT system

Figure 5.3.2-5 shows the roles of the MCPTT server in a mutual aid relationship between a primary MCPTT system and
apartner MCPTT with the use of a non-controlling MCPTT function of an MCPTT group within the partner MCPTT
system. This can occur due to group re-grouping where the MCPTT server(s) of one or more of the constituent groups
are homed on the partner system. If the primary MCPTT system and partner MCPTT system operate in a trusted mutual
aid relationship, then the non-controlling MCPTT function of an MCPTT group can provide the identities of the users
of the group to the controlling MCPTT function. If the primary MCPTT system and partner MCPTT system operatein
an untrusted mutual aid relationship, then the non-controlling MCPTT function of an MCPTT group invites the users of
the group on behalf of the controlling MCPTT function.
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Partner MCPTT system

Originatin, D eanteline Terminatin
MCPTT Part?cipatingg Controlling MCPTT Function Participatingg MCPTT
Client X i ] lient Y
MCPTT Function MCPTT Function ek agr(’;"ucppﬂ MCPTT Function Client

Figure 5.3.2-5: Mutual aid relationship between the primary MCPTT system and a partner MCPTT
system involving the use of a non-controlling MCPTT function of an MCPTT group in the partner
MCPTT system

Figure 5.3.2-6 illustrates a functional connectivity model involving multiple partner systems where the partner system
that owns the group does not home any of the group members.

Primary MCPTT System Partner MCPTT System 1 Partner MCPTT System 2

MCPTT P(; :i’l’;;?fg Controlling ;::ﬂi'i;aatt'i:gg MCPTT
Client X MCPTT Function MCPTT Function MCPTT Function ClientY

Figure 5.3.2-6: : Mutual aid relationship between the primary MCPTT system and more than one
partner MCPTT system

Other functional connectivity models can exist.

54 MCPTT UE-to-network relay

To be compliant with the procedures in the present document for service continuity, an MCPTT UE- to-network relay
shall support the UE-to-network relay procedures as specified in 3GPP TS 24.334 [28] and 3GPP TS 23.379 [3].

6 Common procedures

6.1

This clause describes the common procedures for each functional entity as specified.

Introduction

6.2 MCPTT client procedures
6.2.0 Distinction of requests at the MCPTT client
6.2.0.1 SIP MESSAGE request

The MCPTT client needs to distinguish between the following SIP MESSAGE requests:

- SIP MESSAGE request routed to the MCPTT client as aresult of initia filter criteria containing a Content-Type
header field set to "application/vnd.3gpp.mcptt-location-info+xml* and includes an XML body containing a
Location root element containing a Configuration element. Such requests are known as"SIP MESSAGE request
for location report configuration" in the present document;

- SIP MESSAGE request routed to the MCPTT client as aresult of initia filter criteria containing a Content-Type
header field set to "application/vnd.3gpp.mcptt-location-info+xml™ and includes an XML body containing a
Location root element containing a Request element. Such requests are known as " SIP MESSAGE request for
location report request” in the present document.
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- SIP MESSAGE request routed to the MCPTT client as aresult of initial filter criteria containing a Content-Type
header field set to "application/vnd.3gpp.mcptt -info+xml" and includes an XML body containing a <mcptt-
info> root element containing the <mcptt-Params> element and an <anyExt> element containing the <request-
type> element set to a value of "private-call-call-back-request”. Such requests are known as " SIP MESSAGE
request for private call call-back request for terminating client”;

- SIP MESSAGE request routed to the MCPTT client as aresult of initial filter criteria containing a Content-Type
header field set to "application/vnd.3gpp.mcptt -info+xml" and includes an XML body containing a <mcptt-
info> root element containing the <mcptt-Params> element and an <anyExt> element containing the <request-
type> element set to a value of " private-call-call-back-cancel -request”. Such requests are known as " SIP
MESSAGE request for private call call-back cancel request for terminating client”;

- SIP MESSAGE request routed to the MCPTT client as aresult of initia filter criteria containing a Content-Type
header field set to "application/vnd.3gpp.mcptt -info+xml" and includes an XML body containing a <mcptt-
info> root element contai ning the <mcptt-Params> element and an <anyExt> element containing the <response-
type> element set to a value of " private-call-call-back-response”. Such reguests are known as " SIP MESSAGE
reguest for private call call-back response for terminating client”; and

- SIP MESSAGE request routed to the MCPTT client asaresult of initial filter criteria containing a Content-Type
header field set to "application/vnd.3gpp.meptt -info+xml" and includes an XML body containing a <mcptt-
info> root element containing the <mcptt-Params> element and an <anyExt> element containing the <response-
type> element set to a value of " private-call-call-back-cancel-response”. Such requests are known as " SIP
MESSAGE request for private call call-back cancel response for terminating client”.

6.2.1 SDP offer generation

The SDP offer shall contain only one SDP media-level section for MCPTT speech according to 3GPP TS 24.229 [4]
and, if floor control shall be used during the session, shall contain one SDP media-level section for a media-floor
control entity according to 3GPP TS 24.380 [5].

When composing an SDP offer according to 3GPP TS 24.229 [4] the MCPTT client:

1) shall set the IP address of the MCPTT client for the offered MCPTT speech media stream and, if floor control
shall be used, for the offered media-floor control entity;

NOTE: If the MCPTT client isbehind a NAT the IP address and port included in the SDP offer can be a different
IP address and port than the actual 1P address and port of the MCPTT client depending on the NAT
traversal method used by the SIP/IP Core.

2) shall include an "m=audio" media-level section for the MCPTT media stream consisting of:
a) the port number for the media stream selected; and
b) the codec(s) and media parameters and attributes with the following clarification:
i) ifthe MCPTT client isinitiating a call to a group identity;

ii) if the <preferred-voice-encodings> element is present in the group document retrieved by the group
management client as specified in 3GPP TS 24.481 [31] containing an <encoding> element with a
"name" attribute; and

iii) if the MCPTT client supports the encoding name indicated in the value of the "name" attribute;
thenthe MCPTT client:

i) shall insert the value of the "name" attribute in the <encoding name> field of the "a=rtpmap" attribute as
defined in IETF RFC 4566 [12];

c) if the SDP offer isfor an ambient listening call:
i) if thisisaremotely initiated ambient listening call, include an "a=recvonly" attribute; or
ii) if thisisalocally initiated ambient listening call, include an "a=sendonly" attribute; and

d) "i="field set to "speech" according to 3GPP TS 24.229 [4];
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3) if floor control shall be used during the session, shall include an "m=application” media-level section as
specified in 3GPP TS 24.380 [5] clause 12 for a media-floor control entity, consisting of:
a) the port number for the media-floor control entity selected as specified in 3GPP TS 24.380 [5]; and
b) the'fmtp’ attributes as specified in 3GPP TS 24.380 [5] clause 14; and

4) if end-to-end security isrequired for a private call and the SDP offer is not for establishing a pre-established
session, shall include the MIKEY-SAKKE |_MESSAGE in an "a=key-mgmt" attribute as a"mikey" attribute
value in the SDP offer as specified in IETF RFC 4567 [47].
6.2.2 SDP answer generation

When the MCPTT client receives an initial SDP offer for an MCPTT session, the MCPTT client shall process the SDP
offer and shall compose an SDP answer according to 3GPP TS 24.229 [4].

When composing an SDP answer, the MCPTT client:
1) shall accept the MCPTT speech media stream in the SDP offer;

2) shall set the IP address of the MCPTT client for the accepted MCPTT speech media stream and, if included in
the SDP offer, for the accepted media-floor control entity;

NOTE: If the MCPTT client isbehind aNAT the IP address and port included in the SDP answer can be a
different |P address and port than the actual | P address and port of the MCPTT client depending on the
NAT traversal method used by the SIP/IP Core.

3) shall include an "m=audio” media-level section for the accepted MCPTT speech media stream consisting of:
a) the port number for the media stream;
b) media-level attributes as specified in 3GPP TS 24.229 [4];
c) if the"a=recvonly" attribute is present in the SDP offer, include an "a=sendonly" attribute;
d) if the "a=sendonly" attribute is present in the SDP offer, include an "a=recvonly" attribute; and
e) "i=" field set to "speech” according to 3GPP TS 24.229 [4]; and

4) if included in the SDP offer, shall include the media-level section of the offered media-floor control entity
consisting of:

a) an "m=application" media-level section as specified in 3GPP TS 24.380 [5] clause 12; and
b) 'fmtp' attributes as specified in 3GPP TS 24.380 [5] clause 14.

6.2.3 Commencement modes
6.2.3.1 Automatic commencement mode

6.2.3.1.1 Automatic commencement mode for private calls
When performing the automatic commencement mode procedures, the MCPTT client:

1) shall accept the SIP INVITE request and generate a SIP 200 (OK) response according to rules and procedures of
3GPP TS 24.229 [4];

2) shall include the option tag "timer" in a Require header field of the SIP 200 (OK) responsg;
3) shall include the g.3gpp.mcptt media feature tag in the Contact header field of the SIP 200 (OK) response;

4) shall include the g.3gpp.icsi-ref mediafeature tag containing the value of "urn:urn-7:3gpp-
serviceims.icsi.meptt” in the Contact header field of the SIP 200 (OK) responsg;
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5) shall include the Session-Expires header field in the SIP 200 (OK) response and start the SIP session timer
according to IETF RFC 4028 [7]. The "refresher” parameter in the Session-Expires header field shall be set to
"uas";

6) shall, if theincoming SIP INVITE request contains a Replaces header field, include in the SDP answer in the SIP
200 (OK) response to the SDP offer the parameters used for the pre-established session identified by the contents
of the Replaces header field;

7) shal, if theincoming SIP INVITE request does not contain a Replaces header field, include an SDP answer in
the SIP 200 (OK) response to the SDP offer in the incoming SIP INVITE request according to
3GPP TS 24.229 [4] with the clarifications given in subclause 6.2.2;

NOTE: Inthe case of anew emergency call where the terminating client is using a pre-established session, the
SIP INVITE request containing a Replaces header is used to replace the pre-established session.

8) shall send the SIP 200 (OK) response towards the MCPTT server according to rules and procedures of
3GPP TS 24.229 [4];

9) shal, if theincoming SIP INVITE request contains a Replaces header field, rel ease the pre-established session
identified by the contents of the Replaces header field; and

10) shall interact with the media plane as specified in 3GPP TS 24.380 [5] subclause 6.2.

When NAT traversal is supported by the MCPTT client and when the MCPTT client isbehind a NAT, generation of
SIP responses is done as specified in this subclause and as specified in IETF RFC 5626 [15].

6.2.3.1.2 Automatic commencement mode for group calls

When performing the automatic commencement mode procedures, the MCPTT client shall follow the proceduresin
subclause 6.2.3.1.1 with the following clarification:

- The MCPTT client may include a P-Answer-State header field with the value " Confirmed" as specified in
IETF RFC 4964 [34] in the SIP 200 (OK) response.

6.2.3.2 Manual commencement mode

6.2.3.2.1 Manual commencement mode for private calls
When performing the manual commencement mode procedures:

1) if the MCPTT user declinesthe MCPTT session invitation the MCPTT client shall send a SIP 480 (Temporarily
Unavailable) response towards the MCPTT server with the warning text set to: "110 user declined the call
invitation” in a Warning header field as specified in subclause 4.4, and not continue with the rest of the stepsin
this subclause.

The MCPTT client:

1) shall accept the SIP INVITE request and generate a SIP 180 (Ringing) response according to rules and
procedures of 3GPP TS 24.229 [4];

2) shall include the option tag "timer" in a Require header field of the SIP 180 (Ringing) response;
3) shall include the g.3gpp.mcptt media feature tag in the Contact header field of the SIP 180 (Ringing) response;

4) shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-
service.ims.icsi.meptt” in the Contact header field of the SIP 180 (Ringing) response; and

5) shall send the SIP 180 (Ringing) response to the MCPTT server.

When sending the SIP 200 (OK) response to the incoming SIP INVITE request, the MCPTT client shall follow the
procedures in subclause 6.2.3.1.1.

When NAT traversal is supported by the MCPTT client and when the MCPTT client is behind a NAT, generation of
SIP responses is done as specified in this subclause and as specified in IETF RFC 5626 [15].
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6.2.3.2.2 Manual commencement mode for group calls
When performing the manual commencement mode procedures:

1) theterminating MCPTT client may automatically generate a SIP 183 (Session Progress) in accordance with
3GPP TS 24.229 [4], prior to the MCPTT user's acknowledgement; and

2) if the MCPTT user declinesthe MCPTT session invitation the MCPTT client shall send a SIP 480 (Temporarily
Unavailable) response towards the MCPTT server with the warning text set to: "110 user declined the call
invitation” in a Warning header field as specified in subclause 4.4, and not continue with the rest of the stepsin
this subclause.

When generating a SIP 183 (Session Progress) response, the MCPTT client:
1) shal include the following in the Contact header field:
a) the g.3gpp.mcptt media feature tag; and
b) the g.3gpp.icsi-ref mediafeature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.meptt"; and
2) may include a P-Answer-State header field with the value "Unconfirmed" as specified in IETF RFC 4964 [34];

When sending the SIP 200 (OK) response to the incoming SIP INVITE request, the MCPTT client shall follow the
procedures in subclause 6.2.3.1.2.

When NAT traversal is supported by the MCPTT client and when the MCPTT client isbehind a NAT, generation of
SIP responses is done as specified in this subclause and as specified in IETF RFC 5626 [15].

6.2.4 Leaving an MCPTT session initiated by MCPTT client

6.2.4.1 On-demand session case

Upon receiving a request from an MCPTT user to leave an MCPTT session established using on-demand session
signalling, the MCPTT client:

1) shall interact with the media plane as specified in 3GPP TS 24.380 [5];

2) shall generate a SIP BY E request according to 3GPP TS 24.229 [4];

3) shall set the Request-URI to the MCPTT session identity to leave; and

4) shall send aSIP BY E request towards MCPTT server according to 3GPP TS 24.229 [4].
Upon receiving a SIP 200 (OK) response to the SIP BY E request, the MCPTT client shall interact with the media plane
as specified in 3GPP TS 24.380 [5].
6.2.4.2 Pre-established session case

Upon receiving arequest from an MCPTT user to leave an MCPTT session within a pre-established session, the
MCPTT client:

1) shall interact with the media plane as specified in 3GPP TS 24.380 [5];

2) shall generate an initial SIP REFER request outside a dialog in accordance with the procedures specified in
3GPP TS 24.229 [4], IETF RFC 4488 [22] and IETF RFC 3515 [25] as updated by IETF RFC 6665 [26] and
|IETF RFC 7647 [27];

3) shall set the Request-URI of the SIP REFER request to the public service identity identifying the pre-established
session on the MCPTT server serving the MCPTT user;

4) shall include the Refer-Sub header field with value "false" according to rules and procedures of
IETF RFC 4488 [22];

5) shall include the Supported header field with value "norefersub” according to rules and procedures of
IETF RFC 4488 [22];
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6) shall set the Refer-To header field of the SIP REFER request to the MCPTT session identity to leave;
7) shall include the "method" SIP URI parameter with the value "BYE" in the URI in the Refer-To header field;

8) shall include a Target-Dialog header field as specified in IETF RFC 4538 [23] identifying the pre-established
session; and

9) shall send the SIP REFER request according to 3GPP TS 24.229 [4].
Upon receiving a SIP 2xx response to the SIP REFER request, the MCPTT client shall interact with media plane as
specified in 3GPP TS 24.380 [5].
6.2.5 Releasing an MCPTT session initiated by MCPTT client

6.25.1 On-demand session case

When the MCPTT client wants to release an MCPTT session established using on-demand session signalling, the
MCPTT client:

1) shall interact with the media plane as specified in 3GPP TS 24.380 [5];
2) shall generate a SIP BY E request according to 3GPP TS 24.229 [4];
3) shall set the Request-URI to the MCPTT session identity to release; and
4) shall send aSIP BY E request towards MCPTT server according to 3GPP TS 24.229 [4].
Upon receiving a SIP 200 (OK) response to the SIP BY E request, the MCPTT client shall interact with the media plane
as specified in 3GPP TS 24.380 [5].
6.2.5.2 Pre-established session case
When the MCPTT client wants to release an MCPTT session using a pre-established session, the MCPTT client:
1) shal interact with the media plane as specified in 3GPP TS 24.380 [5];

2) shall generate aninitial SIP REFER request outside a dialog in accordance with the procedures specified in
3GPP TS 24.229 [4], IETF RFC 4488 [22] and IETF RFC 3515 [25] as updated by IETF RFC 6665 [26] and
IETF RFC 7647 [27];

3) shall set the Request-URI of the SIP REFER request to the public service identity identifying the pre-established
session on the MCPTT server serving the MCPTT user;

4) shall include the Refer-Sub header field with value "false" according to rules and procedures of
IETF RFC 4488 [22];

5) shall include the Supported header field with value "norefersub” according to rules and procedures of
IETF RFC 4488 [22];

6) shall set the Refer-To header field of the SIP REFER request to the MCPTT session identity to release;
7) shall include the "method" SIP URI parameter with the value "BYE" in the URI in the Refer-To header field;

8) shall include a Target-Dialog header field as specified in IETF RFC 4538 [23] identifying the pre-established
session; and

9) shall send the SIP REFER request according to 3GPP TS 24.229 [4].

Upon receiving a SIP 2xx response to the SIP REFER request, the MCPTT client shall interact with media plane as
specified in 3GPP TS 24.380 [5].

6.2.6 Receiving an MCPTT session release request

Upon receiving a SIP BY E request, the MCPTT client:
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1) shall interact with the media plane as specified in 3GPP TS 24.380 [5]; and
2) shall send SIP 200 (OK) response towards MCPTT server according to 3GPP TS 24.229 [4].

6.2.7 Void

6.2.8 Priority call conditions

6.2.8.0 General

The subclauses of the parent subclause contain common procedures to be used for MCPTT emergency group calls and
MCPTT imminent peril group calls.

6.2.8.1 MCPTT emergency group call conditions
6.2.8.1.1 SIP INVITE request or SIP REFER request for originating MCPTT emergency
group calls

This subclause is referenced from other procedures.

When the MCPTT emergency state is set and the MCPTT user is authorised to initiate an MCPTT emergency group call
on the targeted MCPTT group as determined by the procedures of subclause 6.2.8.1.8, the MCPTT client:

1) shall include in the application/vnd.3gpp.mcptt-info+xml MIME body in the SIP INVITE request or SIP REFER
request, an <emergency-ind> element set to "true" and if the MCPTT emergency group call stateis set to
"MEGC 1. emergency-gc-capable”, shall set the MCPTT emergency group call state to "MEGC 2: emergency-
call-requested”;

2) if the MCPTT user has aso requested an MCPTT emergency aert to be sent and thisis an authorised request for
MCPTT emergency alert as determined by the procedures of subclause 6.2.8.1.6, and the MCPTT emergency
alert stateis set to "MEA 1: no-alert”, shall:

a) set the <aert-ind> element of the application/vnd.3gpp.mcptt-info+xml MIME body to "true" and set the
MCPTT emergency alert state to "MEA 2: emergency-alert-confirm-pending"; and

b) perform the procedures specified in subclause 6.2.9.1 for the MCPTT emergency alert trigger;

3) if the MCPTT user has not requested an MCPTT emergency alert to be sent and the MCPTT emergency aert
state is set to "MEA 1: no-aert”, shal set the <alert-ind> element of the application/vnd.3gpp.mcptt-info+xml
MIME body to "false"; and

4) if the MCPTT client emergency group state of the group is set to avalue other than "MEG 2: in-progress’ set the
MCPTT client emergency group state of the MCPTT group to "MEG 4: confirm-pending".

NOTE 1. Thisisthe case of an MCPTT user aready being inthe MCPTT emergency state it initiated previously
while originating an MCPTT emergency group call or MCPTT emergency alert. All group callsthe
MCPTT user originates while in MCPTT emergency state will be MCPTT emergency group calls.

When the MCPTT emergency state is clear and the MCPTT emergency group call stateis set to "MEGC 1: emergency-
gc-capable” and the received SIP request contains an authorised request for MCPTT emergency group call as
determined by the procedures of subclause 6.2.8.1.8, the MCPTT client shall set the MCPTT emergency state and
perform the following actions:

1) shall include in the application/vnd.3gpp.mcptt-info+xml MIME body in the SIP INVITE request or SIP REFER
request an <emergency-ind> element set to "true" and set the MCPTT emergency group call stateto "MEGC 2:
emergency-call-requested” state;

2) if the MCPTT user has aso requested an MCPTT emergency alert to be sent and thisis an authorised request for
MCPTT emergency alert as determined by the procedures of subclause 6.2.8.1.6, shall:

a) include in the application/vnd.3gpp.mcptt-info+xml MIME body the <alert-ind> element set to "true” and set
the MCPTT emergency alert state to "MEA 2: emergency-al ert-confirm-pending"; and
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b) perform the procedures specified in subclause 6.2.9.1 for the MCPTT emergency alert trigger;

3) if the MCPTT user has not requested an MCPTT emergency alert to be sent, shall set the <alert-ind> element of
the application/vnd.3gpp.meptt-info+xml MIME body to "false"; and

4) if the MCPTT client emergency group state of the group is set to a value other than "MEG 2: in-progress” shall
set the MCPTT client emergency group state of the MCPTT group to "MEG 4: confirm-pending"”.

NOTE 2: Thisisthe case of aninitidd MCPTT emergency group call and optionally an MCPTT emergency alert
being sent. Asthe MCPTT emergency state is not sent, thereisno MCPTT emergency aert outstanding.

NOTE 3: AnMCPTT group call originated by an affiliated member of an MCPTT group whichisin an in-progress
emergency state (as tracked on the MCPTT client by the MCPTT client emergency group state) but is not
inan MCPTT emergency state of their own will also be an MCPTT emergency group call. The
<emergency-ind> and <alert-ind> elements of the application/vnd.3gpp.meptt-info+xml MIME body do
not need to be included in this case and hence no action needs to be taken in this subclause.

6.2.8.1.2 Resource-Priority header field for MCPTT emergency group calls
This subclause is referenced from other procedures.

If the MCPTT emergency group call state is set to either "MEGC 2: emergency-call-requested” or "MEGC 3:
emergency-call-granted” and thisis an authorised request for an MCPTT emergency group call as determined by the
procedures of subclause 6.2.8.1.8, or the MCPTT client emergency group state of the group is set to "MEG 2: in-
progress’, the MCPTT client shall include inthe SIP INVITE request or SIP REFER request a Resource-Priority header
field populated with the values for an MCPTT emergency group call as specified in subclause 6.2.8.1.15.

NOTE: TheMCPTT client ideally would not need to maintain knowledge of the in-progress emergency state of
the group (astracked on the MCPTT client by the MCPTT client emergency group state) but can use this
knowledge to provide a Resource-Priority header field set to emergency level priority, which starts the
infrastructure priority adjustment process sooner than otherwise would be the case.

If thisis an authorised request to cancel the MCPTT emergency group call as determined by the procedures of
subclause 6.2.8.1.7, and the MCPTT client emergency group state of the group is "no-emergency" or "cancel-pending",
the MCPTT client shall includein the SIP INVITE request or SIP REFER request a Resource-Priority header field
populated with the values for anormal MCPTT group call as specified in subclause 6.2.8.1.15.

6.2.8.1.3 SIP re-INVITE request for cancelling MCPTT in-progress emergency group state
This subclause is referenced from other procedures.

If the MCPTT emergency group call stateis set to "MEGC 3: emergency-call-granted" and the MCPTT emergency alert
stateis set to "MEA 1: no-aert”, the MCPTT client shall generate a SIP re-INVITE request according to
3GPP TS 24.229 [4] with the clarifications given below.

NOTE 1: This procedure assumes that the calling procedure has verified that the MCPTT user has made an
authorised request for cancelling MCPTT in-progress emergency group state of the group.

The MCPTT client:

1) shall includeinthe SIP re-INVITE request an application/vnd.3gpp.mcptt-info+xml MIME body as defined in
clause F.1 with the <emergency-ind> element set to "false”;

2) shall clear the MCPTT emergency state; and
3) shall set MCPTT emergency group state of the MCPTT group to "MEG 3: cancel-pending”

NOTE 2: Thisisthe case of an MCPTT user who hasinitiated an MCPTT emergency group call and wants to
cancdl it.

If the MCPTT emergency group call stateis set to "MEGC 3: emergency-call-granted" and the MCPTT emergency alert
state is set to a value other than "MEA 1: no-adert" and the MCPTT user has indicated only the MCPTT emergency
group call should be cancelled, the MCPTT client:
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1) shall includeinthe SIP re-INVITE request an application/vnd.3gpp.mcptt-info+xml MIME body as defined in

clause F.1 with the <emergency-ind> element set to "false”; and

2) shall set the MCPTT emergency group state of the MCPTT group to "MEG 3: cancel-pending"”.

NOTE 3: Thisisthe case of an MCPTT user has initiated both an MCPTT emergency group call and an MCPTT

emergency alert and wishes to only cancel the MCPTT emergency group call. Thisleavesthe MCPTT
emergency state set.

If the MCPTT emergency group cal stateis set to "MEGC 3: emergency-call-granted” and the MCPTT emergency aert
state is set to avalue other than "MEA 1. no-alert” and the MCPTT user has indicated that the MCPTT emergency aert
onthe MCPTT group should be cancelled in addition to the MCPTT emergency group call, the MCPTT client:

1)

2)

3)

4)

shall include in the SIP re-INVITE request an application/vnd.3gpp.meptt-info+xml MIME body as defined in
clause F.1 with the <emergency-ind> element set to "false";

shall if thisis an authorised request to cancel an MCPTT emergency alert as determined by the procedures of
subclause 6.2.8.1.6:

a) include in the application/vnd.3gpp.mcptt-info+xml MIME body an <alert-ind> element set to "false”;
b) setthe MCPTT emergency alert state to "MEA 4. Emergency-al ert-cancel-pending"; and
c) clear the MCPTT emergency state;

should, if thisis not an authorised request to cancel an MCPTT emergency alert as determined by the procedures
of subclause 6.2.8.1.6, indicate to the MCPTT user that they are not authorised to cancel the MCPTT emergency
alert; and

shall set the MCPTT emergency group state of the MCPTT group to "MEG 3: cancel-pending".

NOTE 4: Thisisthe case of an MCPTT user that hasinitiated both an MCPTT emergency group call and an

MCPTT emergency alert and wishesto cancel both.

6.2.8.1.4 Receiving a SIP 2xx response to a SIP request for a priority call

In the procedures in this subclause, a priority group cal refersto an MCPTT emergency group cal or an MCPTT
imminent peril group call.

On receiving a SIP 2xx response to a SIP request for apriority group call, the MCPTT client:

1)

2)

if the MCPTT emergency group call stateis set to "MEGC 2. emergency-call-requested” or
"MEGC 3: emergency-call-granted”:

a) shall setthe MCPTT client emergency group state of the group to "MEG 2: in-progress” if it was not already
Set;

b) if the MCPTT emergency alert state is set to "MEA 2: emergency-alert-confirm-pending” and the SIP 2xx
response to the SIP request for a priority group call does not contain a Warning header field as specified in
subclause 4.4 with the warning text containing the mcptt-warn-code set to " 149", shall set the MCPTT
emergency alert state to "MEA 3: emergency-alert-initiated;

c) shall set the MCPTT emergency group call state to "MEGC 3: emergency-call-granted”; and

d) shall set the MCPTT imminent peril group call stateto "MIGC 1: imminent-peril-capable" and the MCPTT
imminent peril group state to "MIG 1: no-imminent-peril"; or

if the MCPTT imminent peril group call state is set to "MIGC 2: imminent-peril-call-requested” or

"MIGC 3: imminent-peril-call-granted" and the SIP 2xx response to the SIP request for an imminent peril group
call does not contain a Warning header field as specified in subclause 4.4 with the warning text containing the
mcptt-warn-code set to "149":

a) setthe MCPTT imminent peril group call state to "MIGC 3: imminent-peril-call-granted”; and
b) setthe MCPTT imminent peril group state to "MIG 2: in-progress’.
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6.2.8.1.5 Receiving a SIP 4xx response, SIP 5xx response or SIP 6xx response to a SIP
request for a priority group call

In the proceduresin this subclause, a priority group call refersto an MCPTT emergency group call or an MCPTT
imminent peril group call.

Upon receiving a SIP 4xx response, SIP 5xx response or a SIP 6xx response to a SIP request for a priority group call the
MCPTT client:

1) if the MCPTT emergency group call stateis set to "MEGC 2: emergency-call-requested” or
"MEGC 3: emergency-call-granted":

a) shall set the MCPTT emergency group call state to "MEGC 1: emergency-gc-capable”;

b) if the MCPTT client emergency group state of the group is"MEG 4: confirm-pending" shall set the MCPTT
client emergency group state of the group to "MEG 1: no-emergency"”; and

¢) if the sent SIP request for a priority group call contained an application/vnd.3gpp.mcptt-info+xml MIME
body with an <alert-ind> element set to avalue of "true", shall set the MCPTT emergency alert state to
"MEA 1: "no-dert"; and

2) if the MCPTT imminent peril group call stateis set to "MIGC 2: imminent-peril-call-requested” or
"MIGC 3: imminent-peril-call-granted”:

a) shall set the MCPTT imminent peril group state to "MIG 1: no-imminent-peril"; and
b) shall set the MCPTT imminent peril group call state to "MIGC 1: imminent-peril-gc-capable”.

6.2.8.1.6 Determining authorisation for initiating or cancelling an MCPTT emergency alert
If the MCPTT client receives arequest from the MCPTT user to send an MCPTT emergency aert and:

1) if the <allow-activate-emergency-alert> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling MCPTT user (seethe MCPTT user profile document in
3GPP TS 24.484 [50]) is set to avalue of "true"; and

2) if the"entry-info" attribute of the <entry> element of the <EmergencyAlert> element contained within the
<MCPTT-group-call> element of the MCPTT user profile document (see the MCPTT user profile document in
3GPP TS 24.484 [50Q]) is set to avaue of:

a) "DedicatedGroup", and if the <uri-entry> element of the <entry> element of the <EmergencyAlert> element
of the <MCPTT-group-call> element of the MCPTT user profile document (see the MCPTT user profile
document in 3GPP TS 24.484 [50]) contains the MCPTT group identity of the MCPTT group targeted by the
caling MCPTT user; or

b) "UseCurrentlySelectedGroup" and the <allow-M CPT T-emergency-alert> element of the <list-element> of
the group document identified by the MCPTT group identity targeted for the emergency alert is set to avalue
of "true" as specified in 3GPP TS 24.481 [31];

then the MCPTT emergency alert request shall be considered to be an authorised request for an MCPTT emergency
alert. In all other cases, it shall be considered to be an unauthorised request for an MCPTT emergency alert.

If the MCPTT client receives arequest from the MCPTT user to cancel an MCPTT emergency alert toan MCPTT
group, and if the <allow-cancel-emergency-alert> element of the <ruleset> element of the MCPTT user profile
document identified by the MCPTT ID of the calling MCPTT user (seethe MCPTT user profile document in

3GPP TS 24.484 [50]) is set to avalue of "true", then the MCPTT emergency alert cancellation request shall be
considered to be an authorised request to cancel an MCPTT emergency alert. In all other cases, it shall be considered to
be an unauthorised request to cancel an MCPTT emergency alert.

6.2.8.1.7 Determining authorisation for cancelling the in-progress emergency state of an
MCPTT group

When the MCPTT client receives arequest from the MCPTT user to cancel the in-progress emergency state of a group
the MCPTT client and:
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1)

2)

if the <allow-cancel-group-emergency> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling MCPTT user (seethe MCPTT user profile document in

3GPP TS 24.484 [50]) is set to avalue of "true”, then the in-progress emergency group state cancel request shall
be considered to be an authorised request for in-progress emergency group state cancellation; or

if the <allow-cancel -group-emergency> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling MCPTT user (seethe MCPTT user profile document in

3GPP TS 24.484 [50]) is set to avalue of "false”, then the in-progress emergency group state cancel request shall
be considered to be an unauthorised request for in-progress emergency group state cancellation.

6.2.8.1.8 Determining authorisation for originating a priority group call

When the MCPTT client receives arequest from the MCPTT user to originate an MCPTT emergency group call the
MCPTT client shall check the following:

1)

if the <allow-emergency-group-call> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50])
is set to avalue of "true” and

a) if the"entry-info" attribute of the <entry> element of the <M CPTTGroupl nitiation> element of the
<EmergencyCall> element contained within the <M CPTT-group-call> element of the MCPTT user profile
document (see the MCPTT user profile document in 3GPP TS 24.484 [50]) is set to avalue of
"DedicatedGroup” and if the <uri-entry> element of the <entry> element of the <M CPT T Groupl nitiation>
element contains the identity of the MCPTT group targeted by the calling MCPTT user; or

b) if the"entry-info" attribute of the <entry> element of the <M CPTTGroupl nitiation> element of the
<EmergencyCall> contained within the <M CPTT-group-call> element of the MCPTT user profile document
(seethe MCPTT user profile document in 3GPP TS 24.484 [50]) is set to a value of
"UseCurrentlySel ectedGroup™;

then the MCPTT emergency group call request shall be considered to be an authorised request for an MCPTT
emergency group call;

In al other cases, the request to originate an MCPTT emergency group call shall be considered to be an unauthorised
request to originate an MCPTT emergency group call.

When the MCPTT client receives arequest from the MCPTT user to originate an MCPTT imminent peril group call the
MCPTT client shall check the following:

1

if the <allow-imminent-peril-call> element of <ruleset> element of the MCPTT user profile document identified
by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50]) isset to a
value of "true" and:

a) if the"entry-info" attribute of the <entry> element of the <M CPTTGroupl nitiation> element contained
within the <ImminentPerilCall> element of the MCPTT user profile document (see the MCPTT user profile
document in 3GPP TS 24.484 [50]) is set to a value of "DedicatedGroup” and if the
<MCPTTGrouplnitiation> element contains the identity of the MCPTT group targeted by the calling MCPTT
user; or

b) if the"entry-info" attribute of the <entry> element of the <M CPTTGrouplnitiation> element contained
within the <ImminentPerilCall> element of the MCPTT user profile document (see the MCPTT user profile
document in 3GPP TS 24.484 [50]) is set to a value of "UseCurrentlySelectedGroup";

then the MCPTT imminent peril group call request shall be considered to be an authorised request for an
MCPTT imminent peril group call;

In all other cases, the request to originate an MCPTT imminent peril group call shall be considered to be an
unauthorised request to originate an MCPTT imminent peril group call.

6.2.8.1.9 SIP request for originating MCPTT imminent peril group calls

This subclause is referenced from other procedures.

ETSI



3GPP TS 24.379 version 14.1.0 Release 14 59 ETSI TS 124 379 V14.1.0 (2017-04)

When the MCPTT client receives arequest from the MCPTT user to originate an MCPTT imminent peril group call,
and thisis an authorised request for an MCPTT imminent peril group call as determined by the procedures of
subclause 6.2.8.1.8, the MCPTT client:

1) if the MCPTT client imminent peril group stateis set to "MIGC 1: imminent-peril-gc-capable" and thein-
progress emergency state of the group is set to avalue of "false":

a) shal includein the SIP request a MIME mcpttinfo body as defined in Annex F.1 with the <imminentperil-
ind> element set to "true" and set the MCPTT emergency group call state to "MIGC 2: imminent-peril-call-
requested” state; and

b) if the MCPTT client imminent peril group state of the group is set to avalue other than "MIG 2: in-progress’
shall set the MCPTT client emergency group state of the MCPTT group to "MIG 4: confirm-pending”.

NOTE: AnMCPTT group cal originated by an affiliated member of an MCPTT group whichisin an in-progress
imminent peril state (as tracked on the MCPTT client by the MCPTT client imminent peril group state)
will aso have the priority associated with MCPTT imminent peril group calls. The <imminentperil-ind>
element of the MIME mcpttinfo body does not need to be included in this case, nor do any state changes
result and hence no action needs to be taken in this subclause.

6.2.8.1.10 Determining authorisation for cancelling an imminent peril group call

When the MCPTT client receives arequest from the MCPTT user to cancel an MCPTT imminent peril group call the
MCPTT client shal:

1) if the <allow-cancel-imminent-peril> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50])
is set to avalue of "true" the MCPTT imminent peril call cancellation request shall be considered to be an
authorised request to cancel the MCPTT imminent peril group call; or

2) if the <allow-cancel-imminent-peril> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50])
isset to avalue of "false" the MCPTT imminent peril call cancellation request shall be considered to be an
unauthorised request to cancel the MCPTT imminent peril group call.

6.2.8.1.11 SIP re-INVITE request for cancelling MCPTT in-progress imminent peril group
state
This subclause is referenced from other procedures.

If the MCPTT imminent peril group call state is set to "MIGC 3: imminent-peril-call-granted” or the MCPTT imminent
peril group state of the MCPTT group is set to "MIG 2: in-progress’, the MCPTT client shall generate a SIP re-INVITE
request according to 3GPP TS 24.229 [4] with the clarifications given below.

NOTE 1: This procedure assumes that the calling procedure has verified that the MCPTT user has made an
authorised request for cancelling the in-progress imminent peril group state of the group.

The MCPTT client:

1) shal includeinthe SIPre-INVITE request an application/vnd.3gpp.mcptt-info+xml MIME body as defined in
clause F.1 with the <imminentperil-ind> element set to "false"; and

2) shall set MCPTT imminent peril group state of the MCPTT group to "MIG 4. cancel-pending".

NOTE 2: Thisisthe case of an MCPTT user who hasinitiated an MCPTT imminent peril group call and wants to
cancdl it, or another authorised member of the group who wishes to cancel the in-progress imminent peril
state of the group.

6.2.8.1.12 Resource-Priority header field for MCPTT imminent peril group calls
This subclause is referenced from other procedures.

When the MCPTT imminent peril group call state is set "MIGC 2: imminent-peril-call-requested” or "MIGC 3:
imminent-peril-call-granted” and the MCPTT user is authorised to initiate an MCPTT imminent peril group call on the
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targeted MCPTT group as determined by the procedures of subclause 6.2.8.1.8, or the MCPTT client imminent peril
state of the group is set to "MIG 2: in-progress’, the MCPTT client:

1) shalincludeinthe SIP INVITE request or SIP REFER request a Resource-Priority header field populated with
the values for an MCPTT imminent peril group call as specified in subclause 6.2.8.1.15.

NOTE: TheMCPTT client ideally would not need to maintain knowledge of the in-progress imminent peril state
of the group (as tracked on the MCPTT client by the MCPTT client imminent peril group state) but can
use this knowledge to provide a Resource-Priority header field set to imminent peril level priority, which
starts the infrastructure priority adjustment process sooner than otherwise would be the case.

When the MCPTT imminent peril group call state is set to "MIGC 1: imminent-peril-gc-capable” and the MCPTT user
is authorised to cancel MCPTT imminent peril group calls as determined by the procedures of subclause 6.2.8.1.10, or
the MCPTT client imminent peril group state of the group is"MIG 1: no-imminent-peril* or "MIG 4: cancel-pending”,
the MCPTT client:

1) shall includeinthe SIPINVITE request or SIP REFER request a Resource-Priority header field populated with
the values for anormal MCPTT group call as specified in subclause 6.2.8.1.15.

6.2.8.1.13 Receiving a SIP INFO request in the dialog of a SIP request for a priority group
call
This subclause is referenced from other procedures.
Upon receiving a SIP INFO request within the dialog of the SIP request for a priority group call:
- with the Info-Package header field containing the g.3gpp.mcptt-info package name;

- with the application/vnd.3gpp.mcptt-info+xml MIME body associated with the info package according to
IETF RFC 6086 [54]; and

- with one or more of the <aert-ind>, <imminentperil> ind and <emergency-ind> elements set in the
application/vnd.3gpp.mcptt-info+xml MIME body;

the MCPTT client:
1) shall send a SIP 200 (OK) response to the SIP INFO request as specified in 3GPP TS 24.229 [4];
2) if the MCPTT emergency group call stateis set to "MEGC 3: emergency-call-granted":
a) if the MCPTT emergency alert stateis set to "MEA 2: emergency-alert-confirm-pending":

i) if the<alert-ind> element is set to avalue of "fase", shall set the MCPTT emergency alert stateto "MEA
1: no-dert"; and

ii) if the <alert-ind> element is set to avalue of "true”, shall set the MCPTT emergency aert state to "MEA
3: emergency-alert-initiated”;

3) if the MCPTT imminent peril group call state is set to "MIGC 2: imminent-peril-call-requested” or
"MIGC 3: imminent-peril-call-granted":

a) if the <imminentperil-ind> element is set to avalue of "false" and an <emergency-ind> element isset to a
value of "true”, shall:

i) setthe MCPTT imminent peril group stateto "MIG 1: no-imminent-peril”;
ii) setthe MCPTT imminent peril group call stateto "MIGC 1: imminent-peril-capable”; and
iii) set the MCPTT client emergency group state of the group to "MEG 2: in-progress”; and

NOTE 1: Thisisthe case of an MCPTT client attempting to make an imminent peril group call when the group isin
an in-progress emergency group state. The MCPTT client will then receive a notification that the
imminent peril call request was denied, however they will be participating at the emergency level priority
of the group. This could occur for example when an MCPTT client requests an imminent peril call to a
group that they are not currently affiliated with.
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NOTE 2: the MCPTT client emergency group state above isthe MCPTT client's view of the in-progress emergency
state of the group.

4) if the SIP request for a priority group call sent by the MCPTT client did not contain an <originated-by> element
and if the MCPTT emergency aert state is set to "MEA 4: Emergency-al ert-cancel-pending”:

a) if the <alert-ind> element contained in the SIP INFO request is set to avalue of "true”, shall set the MCPTT
emergency aert state to "MEA 3: emergency-alert-initiated”; and

b) if the <aert-ind> element contained in the SIP INFO request is set to avalue of "false”, shall set the MCPTT
emergency aert stateto "MEA 1: no-aert”.

6.2.8.1.14 SIP re-INVITE request for cancelling the in-progress emergency group state of a
group by a third-party

This subclause is referenced from other procedures.

Upon receiving an authorised request to cancel an in-progress emergency group state of a group as determined by the
procedures of subclause 6.2.8.1.7 from an MCPTT user, the MCPTT client shall generate a SIP re-INVITE request
according to 3GPP TS 24.229 [4] with the clarifications given below.

The MCPTT client:

1) shal includeinthe SIPre-INVITE request an application/vnd.3gpp.mcptt-info+xml MIME body as defined in
clause F.1 with the <emergency-ind> element set to "false";

2) shall set MCPTT emergency group state of the MCPTT group to "MEG 3: cancel-pending”; and

3) if the MCPTT user hasindicated that an MCPTT emergency alert on the MCPTT group originated by another
MCPTT user should be cancelled and thisis an authorised request for an MCPTT emergency alert cancellation
as determined by the procedures of subclause 6.2.8.1.6:

a) shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <alert-ind> element set a value of
"false"; and

b) shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <originated-by> element set to the
MCPTT ID of the MCPTT user who originated the MCPTT emergency alert.

NOTE: Whenan MCPTT emergency alert is cancelled by aMCPTT user other than its originator, the
<originated-by> element is needed to identify which MCPTT emergency alert is being cancelled, as more
than one MCPTT user could have originated emergency alerts to the same group.

6.2.8.1.15 Retrieving Resource-Priority header field values
This subclause is referenced from other procedures.

When determining the Resource-Priority header field namespace and priority values as specified in draft-hol mberg-
dispatch-mcptt-rp-namespace [48] for an MCPTT emergency group call or MCPTT emergency private call the MCPTT
client:

1) shall retrieve the value of the <resource-priority-namespace> element contained in the <emergency-resource-
priority> element contained in the <OnNetwork> element of the MCPTT service configuration document (see
the service configuration document in 3GPP TS 24.484 [50]); and

2) shall retrieve the value of the <resource-priority-priority> element contained in the <emergency-resource-
priority> element contained in the <OnNetwork> element of the MCPTT service configuration document (see
the service configuration document in 3GPP TS 24.484 [50]).

When determining the Resource-Priority header field namespace and priority values as specified in draft-holmberg-
dispatch-mcptt-rp-namespace [48] for an MCPTT imminent peril group call the MCPTT client:

1) shall retrieve the value of the <resource-priority-namespace> element contained in the <imminent-peril-
resource-priority> element contained in the <OnNetwork> element of the MCPTT service configuration
document (see the service configuration document in 3GPP TS 24.484 [50]); and
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2) shall retrieve the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-
priority> element contained in the <OnNetwork> element of the MCPTT service configuration document (see
the service configuration document in 3GPP TS 24.484 [50]).

When determining the Resource-Priority header field namespace and priority values as specified in draft-holmberg-
dispatch-mcptt-rp-namespace [48] for anorma MCPTT group or private call the MCPTT client:

1) shall retrieve the value of the <resource-priority-namespace> element contained in the <normal-resource-
priority> element contained in the <OnNetwork> element of the MCPTT service configuration document (see
the service configuration document in 3GPP TS 24.484 [50]); and

2) shall retrieve the value of the <resource-priority-priority> element contained in the <normal-resource-priority>
element contained in the <OnNetwork> element of the MCPTT service configuration document (see the service
configuration document in 3GPP TS 24.484 [50]).

NOTE: The"normal" Resource-Priority header field value is needed to return to a normal priority value from a
priority value adjusted for an MCPTT emergency group or private call or an MCPTT imminent peril
group call. The "normal" priority received from the EPS by use of the "normal” Resource-Priority header
field value is expected to be the same as the "normal™ priority received from the EPS when initiating a
call with no Resource-Priority header field included.

6.2.8.1.16 Handling receipt of a SIP re-INVITE request for priority group call origination
status within a pre-established session
This subclause is referenced from other procedures.

Upon receipt of a SIP re-INVITE request within the pre-established session targeted by the sent SIP REFER request,
and if the sent SIP REFER request was a request for an MCPTT emergency group call or an MCPTT imminent peil
group call, the MCPTT client:

1) if the MCPTT emergency group call stateis set to "MEGC 2: emergency-call-requested"”:

a) if there is no <emergency-ind> element or an <emergency-ind> element set to a value of "true" contained in
the application/vnd.3gpp.mcptt-info+xml MIME body received in the SIP re-INVITE request, and if no
<imminentperil-ind> element is included:

i) shall setthe MCPTT client emergency group state of the group to "MEG 2: in-progress’ if it was not
aready set; and

ii) shall setthe MCPTT emergency group call state to "MEGC 3: emergency-call-granted”; and
b) if the MCPTT emergency alert stateis set to "MEA 2: emergency-al ert-confirm-pending”:

i) if the SIPre-INVITE request contains an <alert-ind> element set to avalue of "true" or does not contain
an <alert-ind> element, shall set the MCPTT emergency alert stateto "MEA 3: emergency-alert-
initiated"; or

ii) if the SIP re-INVITE request contains an <alert-ind> element set to avalue of "false", shall set the
MCPTT emergency alert state to "MEA 1. no-alert”; and

2) if the MCPTT imminent peril group call stateisset to "MIGC 2: imminent-peril-call-requested:

a) if thesipre-INVITE request contains an <imminentperil-ind> element set to a value of "true" or does not
contain an <imminentperil-ind> element, shall:

i) setthe MCPTT imminent peril group call state to "MIGC 3: imminent-peril-call-granted"; and
ii) setthe MCPTT imminent peril group state to "MIG 2: in-progress"; or

b) if the SIP re-INVITE request contains <imminentperil-ind> element set to avalue of "false" and an
<emergency-ind> element set to avalue of "true", shall set the MCPTT client emergency group state of the
group to "MEG 2: in-progress’.
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NOTE: Thisisthe case of an MCPTT client attempting to make an imminent peril group call when the groupisin
an in-progress emergency group state. The MCPTT client will then receive a notification that the
imminent peril call request was denied, however they will be participating at the emergency level priority
of the group. This could occur for example when an MCPTT client requests an imminent peril call to a
group that they are not currently affiliated with.

6.2.8.1.17 Priority group call conditions upon receiving call release
This subclause is referenced from other procedures.

Upon receiving arequest to release the MCPTT emergency group call or an MCPTT imminent peril group call inan
MCPTT group session isin-progress or isin the process of being established:

1) if the MCPTT emergency group call stateis set to "MEGC 2: emergency-call-requested"”:
a) shall set the MCPTT emergency group cal state to "MEGC 1: emergency-gc-capable’;

b) if the MCPTT client emergency group state of the group is "MEG 3: confirm-pending” shall set the MCPTT
client emergency group state of the group to "MEG 1: no-emergency"; and

c) if the MCPTT emergency alert state is set to "MEA 2: emergency-alert-confirm-pending” shall set the
MCPTT emergency alert stateto "MEA 1. "no-alert"; and

2) if the MCPTT imminent peril group call stateis set to "MIGC 2: imminent-peril-call-requested”:

a) if the MCPTT imminent peril group call state of the group is"MIG 3: confirm-pending”, shall set the
MCPTT imminent peril group state to "MIG 1: no-imminent-peril”; and

b) shall set the MCPTT imminent peril group call state to "MIGC 1: imminent-peril-capable”.

NOTE: The above conditions can be applied upon acall being released within a pre-established by the procedures
specified in subclause 9.2.2 in 3GPP TS 24.380 [5].

6.2.8.1.18 Emergency private call conditions upon receiving call release
This subclause is referenced from other procedures.

Upon receiving arequest to release the MCPTT session when an MCPTT emergency private call isin-progressor isin
the process of being established:

1) if the MCPTT emergency private call stateis set to "MEPC 2: emergency-call-requested”:
a) shall set the MCPTT emergency private call state to "MEPC 1: emergency-pc-capable’;

b) if the MCPTT emergency private priority state of the private call is"MEPP 3: confirm-pending" shall set the
MCPTT emergency private priority state of the private call to "MEPP 1: no-emergency”; and

c) if the MCPTT private emergency alert state is set to "MPEA 2: emergency-al ert-confirm-pending shall set
the MCPTT private emergency aert state to "MPEA 1: no-alert".

NOTE: The above conditions can be applied upon a call being released within a pre-established by the procedures
specified in subclause 9.2.2 of 3GPP TS 24.380 [5].
6.2.8.2 Request for an originating broadcast group call
NOTE: Thissubclauseis referenced from other procedures.
When the MCPTT user initiates a broadcast group call, the MCPTT client:

1) inthe case of the prearranged group call isinitiated on-demand, shall include in the application/vnd.3gpp.mcptt-
info+xml MIME body the <broadcast-ind> element set to "true" as defined in clause F.1; and

2) inthe case the prearranged group call isinitiated using a pre-established session, shall include in the
application/vnd.3gpp.mcptt-info+xml MIME body in the "body” URI header field in the Refer-To header field
the <broadcast-ind> element set to "true" as defined in clause F.1.

ETSI



3GPP TS 24.379 version 14.1.0 Release 14 64 ETSI TS 124 379 V14.1.0 (2017-04)

6.2.8.3 MCPTT emergency private call conditions
6.2.8.3.1 Authorisations
6.2.8.3.1.1 Determining authorisation for initiating an MCPTT emergency private call

If the MCPTT client receives arequest from the MCPTT user to originate an MCPTT emergency private call and:

1) if the <allow-emergency-private-call> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50])
is set to avalue of "true"; and

a) if the"entry-info" attribute of the <entry> element of the <M CPT TPrivateRecipient> element of the
<EmergencyCall> element contained within the <PrivateCall> element of the MCPTT user profile document
(seethe MCPTT user profile document in 3GPP TS 24.484 [50]) is set to a value of "UsePreConfigured" and
if the <uri-entry> element of the <entry> element of the <M CPT TPrivateRecipient> element contains the
MCPTT ID of the MCPTT user targeted by the calling MCPTT user; or

b) if the "entry-info" attribute of the <entry> element of the <M CPTTPrivateRecipient> element of the
<EmergencyCall> element contained within the <PrivateCall> element of the MCPTT user profile document
(seethe MCPTT user profile document in 3GPP TS 24.484 [50]) is set to avalue of "LocallyDetermined”;

then the MCPTT client shall consider the MCPTT emergency private call request to be an authorised request for an
MCPTT emergency private call. In al other casesthe MCPTT client shall consider the MCPTT emergency private call
request to be an unauthorised request for an MCPTT emergency private call.

6.2.8.3.1.2 Determining authorisation for cancelling an MCPTT emergency private call

If the MCPTT client receives arequest from the MCPTT user to cancel an MCPTT emergency private call and if the
<allow-cancel-private-emergency-call> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50]) is set
to avalue of "true", then the MCPTT emergency private call cancellation request shall be considered to be an authorised
request for an MCPTT emergency private call cancellation.

In all other cases, the MCPTT emergency private call cancellation request shall be considered to be an unauthorised
request for an MCPTT emergency private call cancellation.

6.2.8.3.1.3 Determining authorisation for initiating or cancelling an MCPTT emergency alert to a
MCPTT user

If the MCPTT client receives arequest from the MCPTT user to send an MCPTT emergency alert to an MCPTT user
and:

1) if the <allow-activate-emergency-alert> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling MCPTT user as specified in 3GPP TS 24.484 [50] is set to a value of
"true"; and

2) if the "entry-info" attribute of the <entry> element of the <PrivateEmergencyAlert> element contained within the
<OnNetwork> element of the MCPTT user profile document (see the MCPTT user profile document in
3GPP TS 24.484 [50]) is set to avalue of:

a) "UsePreConfigured”, and if the <uri-entry> element of the <entry> element of the <PrivateEmergencyAlert>
element of the <OnNetwork> element of the MCPTT user profile document (see the MCPTT user profile
document in 3GPP TS 24.484 [50]) containsthe MCPTT ID of the targeted MCPTT user; or

b) "LocallyDetermined";

then the MCPTT emergency alert request shall be considered to be an authorised request for an MCPTT emergency
alert. In all other cases, it shall be considered to be an unauthorised request for an MCPTT emergency alert.

If the MCPTT client receives arequest from the MCPTT user to cancel an MCPTT emergency alert to an MCPTT user,
and if the <allow-cancel-emergency-alert> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling MCPTT user as specified in 3GPP TS 24.484 [50] is set to avalue of "true”,
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then the MCPTT emergency alert cancellation request shall be considered to be an authorised request to cancel an
MCPTT emergency alert. In all other cases, it shall be considered to be an unauthorised request to cancel an MCPTT
emergency alert.

6.2.8.3.2 SIP request for originating MCPTT emergency private calls

This subclause is referenced from other procedures.

When the MCPTT emergency private cal stateis set to "MEPC 1. emergency-pc-capable” and thisis an authorised
request for an MCPTT emergency private call as determined by the procedures of subclause 6.2.8.3.1.1, the MCPTT
client:

1) shall set the MCPTT emergency state if not already set;

2) shall include in the application/vnd.3gpp.meptt-info+xml MIME body in the SIP request an <emergency-ind>
element set to "true" and set the MCPTT emergency private call stateto "MEPC 2: emergency-pc-requested";

3) if the MCPTT user has also requested an MCPTT emergency alert to be sent and thisis an authorised request for
MCPTT emergency alert as determined by the procedures of subclause 6.2.8.3.1.3, shall:

a) include in the application/vnd.3gpp.mcptt-info+xml MIME body the <alert-ind> element set to "true" and set
the MCPTT private emergency aert state to "MPEA 2: emergency-alert-confirm-pending"; and

b) perform the procedures specified in subclause 6.2.9.1 for the MCPTT emergency alert trigger;

4) if the MCPTT user has not requested an MCPTT emergency aert to be sent, shall set the <alert-ind> element of
the application/vnd.3gpp.mcptt-info+xml MIME body to "false"; and

5) if the MCPTT emergency private priority state of this private call is set to a value other than "MEPP 2: in-
progress' shall set the MCPTT emergency private priority state to "MEPP 3: confirm-pending"”.

6.2.8.3.3 Resource-Priority header field for MCPTT emergency private calls
This subclause is referenced from other procedures.

If the MCPTT emergency private call stateis set to either "MEPC 2: emergency-pc-requested” or "MEPC 3:
emergency-pc-granted” and thisis an authorised request for an MCPTT emergency private call as determined by the
procedures of subclause 6.2.8.3.1.1, or the MCPTT emergency private priority state of the call isset to "MEPP 2: in-
progress’, the MCPTT client shall include in the SIP request a Resource-Priority header field populated with the values
for an MCPTT emergency private call as specified in subclause 6.2.8.1.15.

NOTE: TheMCPTT client ideally would not need to maintain knowledge of the in-progress emergency state of
the call (astracked onthe MCPTT client by the MCPTT client emergency private state) but can use this
knowledge to provide a Resource-Priority header field set to emergency level priority, which starts the
infrastructure priority adjustment process sooner than otherwise would be the case.

If thisis an authorised request to cancel the MCPTT emergency private call as determined by the procedures of
subclause 6.2.8.3.1.2, or the MCPTT emergency private priority state of the private call is"MEPP 1: no-emergency" or
"MEPP 3: cancel-pending”, the MCPTT client shall include in the SIP request a Resource-Priority header field
populated with the values for anormal MCPTT private call as specified in subclause 6.2.8.1.15.

6.2.8.3.4 Receiving a SIP 2xx response to a SIP request for an MCPTT emergency private
call
This subclause is referenced from other procedures.

On receiving a SIP 2xx response to a SIP request for an MCPTT emergency private call and if the MCPTT emergency
private call stateis set to "MEPC 2: emergency-pc-requested” or "MEPC 3: emergency-pc-granted”, the MCPTT client:

1) shall setthe MCPTT emergency private priority state of the call to "MEPP 2: in-progress” if it was not aready
Set;

2) shall set the MCPTT emergency private call state to "MEPC 3: emergency-pc-granted”; and
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3) if the MCPTT private emergency alert state is set to "MPEA 2: emergency-al ert-confirm-pending” and the SIP
2xx response to the SIP request for a priority private call does not contain a Warning header field as specified in
subclause 4.4 with the warning text contai ning the mcptt-warn-code set to " 149", shall set the MCPTT private
emergency alert state to "MPEA 3. emergency-alert-initiated"”.

6.2.8.3.5 Receiving a SIP 4xx response, SIP 5xx response or SIP 6xx response to a SIP
request for an MCPTT emergency private call

Upon receiving a SIP 4xx response, SIP 5xx response or a SIP 6xx response to a SIP request for an MCPTT emergency
private call and if the MCPTT emergency private call state is set to "MEPC 2: emergency-pc-requested” or
"MEPC 3: emergency-pc-granted”, the MCPTT client:

1) shall setthe MCPTT emergency private call stateto "MEPC 1: emergency-pc-capable”;

2) if the MCPTT emergency private priority state of the private call is"MEPP 3: confirm-pending” shall set the
MCPTT emergency private priority state of the private call to "MEPP 1: no-emergency”; and

3) if the sent SIP request for an MCPTT emergency private call contained an application/vnd.3gpp.mcptt-info+xml
MIME body with an <alert-ind> element set to a value of "true", shall set the MCPTT private emergency alert
state to "MPEA 1: no-aert".

6.2.8.3.6 SIP re-INVITE request for cancelling MCPTT emergency private call state
This subclause is referenced from other procedures.

When the MCPTT emergency private call stateis set to "MEPC 3. emergency-pc-granted” and the MCPTT emergency
dert state is set to "MPEA 1: no-dert”, the MCPTT client shall generate a SIP re-INVITE request according to
3GPP TS 24.229 [4] with the clarifications given below.

NOTE 1: This procedure assumes that the MCPTT client in the calling procedure has verified that the MCPTT user
has made an authorised request for cancelling MCPTT the in-progress emergency private call state of the
call.

The MCPTT client:

1) shall includeinthe SIP re-INVITE request an application/vnd.3gpp.mcptt-info+xml MIME body as defined in
clause F.1 with the <emergency-ind> element set to "false”;

2) shall clear the MCPTT emergency state; and

3) shall set MCPTT emergency private priority state of the MCPTT emergency private call to "MEPP 3: cancel-
pending”.

NOTE 2: Thisisthe case of an MCPTT user who hasinitiated an MCPTT emergency private call and wants to
cancel it.

When the MCPTT emergency private call state is set to "MEPPC 3: emergency-pc-granted” and the MCPTT emergency
alert state is set to avalue other than "MPEA 1: no-alert" and the MCPTT user has indicated only the MCPTT
emergency private call should be cancelled, the MCPTT client:

1) shal includeinthe SIPre-INVITE request an application/vnd.3gpp.mcptt-info+xml MIME body as defined in
clause F.1 with the <emergency-ind> element set to "false"; and

2) shall set the MCPTT emergency private priority state of the MCPTT emergency private call to "MEPP 3: cancel-
pending";

NOTE 3: Thisisthe case of an MCPTT user hasinitiated both an MCPTT emergency private call and an MCPTT
emergency alert and wishes to only cancel the MCPTT emergency private call. Thisleavesthe MCPTT
emergency state set.

When the MCPTT emergency private call state is set to "MEPC 3: emergency-pc-granted” and the MCPTT emergency
alert state is set to avalue other than "MPEA 1: no-alert" and the MCPTT user hasindicated that the MCPTT
emergency alert onthe MCPTT private call should be cancelled in addition to the MCPTT emergency private call, the
MCPTT client:
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1) shall includeinthe SIP re-INVITE request an application/vnd.3gpp.mcptt-info+xml MIME body as defined in
annex F.1 with the <emergency-ind> element set to "false”;

2) shal, if thisisan authorised request to cancel an MCPTT emergency alert as determined by the procedures of
subclause 6.2.8.3.1.3:

a) include in the application/vnd.3gpp.mcptt-info+xml MIME body an <alert-ind> element set to "false”; and
b) setthe MCPTT private emergency alert state to "MPEA 4: emergency-alert-cancel-pending"”;

3) if thisisnot an authorised request to cancel an MCPTT emergency alert as determined by the procedures of
subclause 6.2.8.3.1.3, should indicate to the MCPTT user they are not authorised to cancel the MCPTT
emergency alert;

4) shall set the MCPTT emergency private priority state of the MCPTT to "MEPP 3: cancel-pending”; and
5) shall clear the MCPTT emergency state.

NOTE 4: Thisisthe case of an MCPTT user that has initiated both an MCPTT emergency private call and an
MCPTT emergency alert and wishes to cancel both.

6.2.8.3.7 Receiving a SIP INFO request in the dialog of a SIP request for a priority private
call
This subclause is referenced from other procedures.
Upon receiving a SIP INFO request within the dialog of the SIP request for a priority private call:
- with the Info-Package header field containing the g.3gpp.mcptt-info package name;

- with the application/vnd.3gpp.mcptt-info+xml MIME body associated with the info package according to
IETF RFC 6086 [54]; and

- with one or more of the <alert-ind>, <imminentperil> ind and <emergency-ind> elements set in the
application/vnd.3gpp.mcptt-info+xml MIME body;

the MCPTT client:
1) if the MCPTT private emergency aert state is set to "MPEA 2: emergency-alert-confirm-pending":

a) if the <alert-ind> element is set to avalue of "false", shall set the MCPTT private emergency aert state to
"MPEA 1: no-adert"; and

b) if the <aert-ind> element set to avalue of "true”, shall set the MCPTT private emergency alert state to
"MPEA 3. emergency-alert-initiated"; and

2) if the MCPTT private emergency aert stateis set to "MPEA 4: Emergency-alert-cancel-pending”:

a) if the <alert-ind> element is set to avalue of "true", shall set the MCPTT private emergency aert state to
"MPEA 3: emergency-alert-initiated"; and

b) if the <aert-ind> element is set to avalue of "false", shall set the MCPTT private emergency aert state to
"MPEA 1: no-dert".

6.2.8.3.8 SIP re-INVITE request for cancelling the MCPTT emergency private call state by
a third-party
This subclause is referenced from other procedures.

Upon receiving a request to cancel the MCPTT emergency private call state from an MCPTT user other than the
originator of the MCPTT emergency private call, the MCPTT client shall generate a SIP re-INVITE request according
to 3GPP TS 24.229 [4] with the clarifications given below.

The MCPTT client:
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NOTE 1: This procedure assumes that the calling procedure has verified that the MCPTT user has made an
authorised request for cancelling the MCPTT emergency private call state of the call.

1) shal includeinthe SIPre-INVITE request an application/vnd.3gpp.mcptt-info+xml MIME body as defined in
clause F.1 with the <emergency-ind> element set to "false";

2) shall set the MCPTT emergency private priority state of the MCPTT emergency private call to "MEPP 3: cancel-
pending"; and

3) if the MCPTT user has indicated that an MCPTT emergency aert associated with the MCPTT emergency
private call originated by another MCPTT user should be cancelled and thisis an authorised request for an
MCPTT emergency alert cancellation as determined by the procedures of subclause 6.2.8.3.1.3:

a) shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <alert-ind> element set to avalue
of "false"; and

b) shall include in the application/vnd.3gpp.meptt-info+xml MIME body an <originated-by> element set to the
MCPTT ID of the MCPTT user who originated the MCPTT emergency alert.

NOTE 2: Whenan MCPTT emergency alert is cancelled by aMCPTT user other than its originator, the
<originated-by> element is needed to identify which MCPTT emergency alert is being cancelled, as
conceivably each participant in the MCPTT emergency private call could have originated an MCPTT
emergency alert.

6.2.9 Location information

6.2.9.1 Location information for location reporting

This procedureisinitiated by the MCPTT client when it isincluding location report information as part of a SIP request
for a specified location trigger.

The MCPTT client:

1) shal include an application/vnd.3gpp.meptt-location-info+xml MIME body as specified in Annex F.3 with a
<Report> element included in the <location-info> root element; and

2) shall includein the <Report> element the specific location information configured for the specified location
trigger.

6.3 MCPTT server procedures

6.3.1 Distinction of requests sent to the MCPTT server

6.3.1.1 SIP INVITE request

The MCPTT server needs to distinguish between the following initial SIP INVITE requests for originations and
terminations:

- SIPINVITE requests routed to the participating MCPTT function as aresult of processing initial filter criteriaat
the S-CSCF in accordance with the origination procedures as specified in 3GPP TS 24.229 [4] with the Request-
URI set to a public service identity of the participating MCPTT function that identifies the pre-established
session set-up. Such requests are known as " SIP INVITE request for establishing a pre-established session” in
the procedures in the present document;

- SIPINVITE requests routed to the participating MCPTT function as aresult of processing initial filter criteriaat
the S-CSCF in accordance with the origination procedures as specified in 3GPP TS 24.229 [4] and the Request-
URI is set to a public service identity of the participating MCPTT function that does not identify the pre-
established session set-up. Such requests are known as " SIP INVITE request for originating participating
MCPTT function" in the procedures in the present document;
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SIP INVITE requests routed to the participating MCPTT function as aresult of processing initial filter criteriaat
the S-CSCF in accordance with the termination procedures as specified in 3GPP TS 24.229 [4] and the Request-
URI contains a PSI of the terminating participating MCPTT function. Such requests are known as"SIP INVITE
request for terminating participating MCPTT function” in the procedures in the present document;

SIP INVITE requests routed to the controlling MCPTT function as aresult of PSI routing on the originating side
in accordance with the originating procedures as specified in 3GPP TS 24.229 [4], or as aresult of direct PS|
routing, in accordance with the termination procedures as specified in 3GPP TS 24.229 [4], the Request-URI is
set to a public service identity for MCPTT private call and the Contact header field does not contain the isfocus
mediafeature tag specified in IETF RFC 3840 [16]. Such requests are known as " SIP INVITE request for
controlling MCPTT function of aprivate call" in the procedures in the present document;

SIP INVITE requests routed to the controlling MCPTT function as aresult of PSI routing on the originating side
in accordance with the originating procedures as specified in 3GPP TS 24.229 [4], or as aresult of direct PSI
routing, in accordance with the termination procedures as specified in 3GPP TS 24.229 [4], the Request-URI is
set to a public service identity serving an MCPTT group and the Contact header field does not contain the
isfocus media feature tag specified in IETF RFC 3840 [16]. Such requests are known as "SIP INVITE request
for controlling MCPTT function of an MCPTT group” in the procedures in the present document;

SIP INVITE reguests routed to the non-controlling MCPTT function of an MCPTT group as aresult of direct
PSI routing, in accordance with the termination procedures as specified in 3GPP TS 24.229 [4], the Request-URI
is set to apublic service identity serving an MCPTT group and the Contact header field contains the isfocus
media feature tag specified in IETF RFC 3840 [16]; Such requests are known as"SIP INVITE request for non-
controlling MCPTT function of an MCPTT group" in the procedures in the present document;

SIP INVITE requests routed to the controlling MCPTT function as aresult of PSI routing on the originating side
in accordance with the originating procedures as specified in 3GPP TS 24.229 [4], or as aresult of direct PS|
routing, in accordance with the termination procedures as specified in 3GPP TS 24.229 [4], the Request-URI is
set to a public service identity for first-to-answer call and the Contact header field does not contain the isfocus
media feature tag specified in IETF RFC 3840 [16]. Such requests are known as " SIP INVITE request for
controlling MCPTT function of afirst-to-answer call" in the procedures in the present document; and

SIP INVITE requests routed to the controlling MCPTT function as aresult of PSI routing on the originating side
in accordance with the originating procedures as specified in 3GPP TS 24.229 [4], or as aresult of direct PSI
routing, in accordance with the termination procedures as specified in 3GPP TS 24.229 [4], the Request-URI is
set to apublic service identity for MCPTT ambient listening call and the Contact header field does not contain
the isfocus media feature tag specified in IETF RFC 3840 [16]. Such requests are known as"SIP INVITE
reguest for controlling MCPTT function of an ambient listening call" in the proceduresin the present document.

6.3.1.2 SIP REFER request
The MCPTT server needs to distinguish between the following initial SIP REFER reguest for originations and
terminations:

SIP REFER requests routed to the participating MCPTT function as aresult of processing initial filter criteriaat
the S-CSCF in accordance with the origination procedures as specified in 3GPP TS 24.229 [4] with the Request-
URI set to a public service identity identifying the pre-established session on the participating MCPTT function.
Such requests are known as " SIP REFER request for a pre-established session"” in the procedures in the present
document.

6.3.1.3 SIP MESSAGE request
The MCPTT server needs to distinguish between the following SIP MESSAGE request for originations and
terminations:

SIP MESSAGE requests routed to the participating MCPTT function as aresult of processing initial filter
criteriaat the S-CSCF in accordance with the origination procedures as specified in 3GPP TS 24.229 [4] with the
Request-URI set to the MBM S public service identity of the participating MCPTT function. Such requests are
known as " SIP MESSAGE request for an MBM S listening status update” in the procedures in the present
document;

SIP MESSAGE request routed to the participating MCPTT function as aresult of initial filter criteria containing
a Content-Type header field set to "application/vnd.3gpp.mcptt-location-info+xml™ and includes an XML body
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containing a Location root element contai ning a Report element. Such requests are known as " SIP MESSAGE
request for location reporting” in the present document;

- SIP MESSAGE requests routed to the originating participating MCPTT function as aresult of initial filter
criteria with the Request-URI set to the public service identity of the participating MCPTT function and
containing a Content-Type header field set to "application/vnd.3gpp.mecptt-info+xml" and includes an XML
body containing a <mcpttinfo> root element containing a <mcptt-Params> element containing an <emergency-
ind> element or an <aert-ind> element. Such requests are known as " SIP MESSA GE requests for emergency
notification for originating participating MCPTT function” in the procedures in the present document;

- SIP MESSAGE requests routed to the terminating participating MCPTT function as aresult of initial filter
criteria with the Request-URI set to the public service identity of the terminating participating MCPTT function
and containing a Content-Type header field set to "application/vnd.3gpp.mcptt-info+xml™ and includes an XML
body containing a <mcpttinfo> root element containing a <mcptt-Params> element containing an <emergency-
ind> element or an <alert-ind> element. Such requests are known as " SIP MESSA GE requests for emergency
notification for terminating participating MCPTT function" in the procedures in the present document;

- SIP MESSAGE requests routed to the controlling MCPTT function as aresult of initial filter criteriawith the
Request-URI set to the public service identity of the controlling MCPTT function and containing a Content-Type
header field set to "application/vnd.3gpp.mcptt-info+xml" and includes an XML body containing a <mcpttinfo>
root element containing a <mcptt-Params> element containing an <emergency-ind> element or an <alert-ind>
element. Such requests are known as " SIP MESSAGE requests for emergency notification for controlling
MCPTT function" in the procedures in the present document;

- SIP MESSAGE requests routed to the originating participating MCPTT function as aresult of initia filter
criteriawith the Request-URI set to the public service identity of the participating MCPTT function and
containing a Content-Type header field set to "application/vnd.3gpp.mcptt-info+xml" and includes an XML
body containing a <mcpttinfo> root element with a <mcptt-Params> element containing an <anyExt> element
with the <request-type> element set to a value of "private-call-call-back-request” or "private-call-call-back-
cancel-request”, or with the <response-type> element set to a value of "private-call-call-back-response” or
"private-call-call-back-cancel-response”. Such requests are known as " SIP MESSAGE request for private call
call-back for originating participating MCPTT function";

- SIP MESSAGE requests routed to the terminating participating MCPTT function as aresult of initial filter
criteria with the Request-URI set to the public service identity of the participating MCPTT function and
containing a Content-Type header field set to "application/vnd.3gpp.mecptt-info+xml™ and includes an XML
body containing a <mcpttinfo> root element with a <mcptt-Params> element containing an <anyExt> element
with the <request-type> element set to a value of "private-call-call-back-request" or "private-call-call-back-
cancel-request”, or with the <response-type> element set to a value of "private-call-call-back-response” or
"private-call-call-back-cancel-response”.. Such requests are known as " SIP MESSAGE request for private call
call-back for terminating participating MCPTT function”;

- SIP MESSAGE requests routed to the controlling MCPTT function as aresult of initial filter criteriawith the
Request-URI set to the public service identity of the controlling MCPTT function and containing a Content-Type
header field set to "application/vnd.3gpp.mcptt-info+xml" and includes an XML body containing a <mcpttinfo>
root element with a <mcptt-Params> element containing an <anyExt> element with the <request-type> element
set to avalue of "private-call-call-back-request”. Such requests are known as " SIP MESSAGE request for private
call call-back request for controlling MCPTT function”;

- SIP MESSAGE requests routed to the controlling MCPTT function as aresult of initial filter criteriawith the
Request-URI set to the public service identity of the controlling MCPTT function and containing a Content-Type
header field set to "application/vnd.3gpp.mecptt-info+xml" and includes an XML body containing a <mcpttinfo>
root element with a <mcptt-Params> element containing an <anyExt> element with the <request-type> element
set to avalue of "private-call-call-back-cancel-request”. Such requests are known as " SIP MESSAGE request for
private call call-back cancel request for controlling MCPTT function”; and

- SIP MESSAGE requests routed to the controlling MCPTT function as aresult of initial filter criteriawith the
Request-URI set to the public service identity of the controlling MCPTT function and containing a Content-Type
header field set to "application/vnd.3gpp.mcptt-info+xml" and includes an XML body containing a <mcpttinfo>
root element with a <mcptt-Params> element containing an <anyExt> element with the <response-type> element
set to avalue of "private-call-call-back-response” or "private-call-call-back-cancel-response”. Such requests are
known as " SIP MESSAGE request for private call call-back responses for controlling MCPTT function”.
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6.3.1.4 SIP SUBSCRIBE request

The MCPTT server needs to distinguish between the following SIP SUBSCRIBE request for originations and
terminations:

- SIP SUBSCRIBE requests routed to the participating MCPTT function with the Request-URI set to the MCPTT
session identity identifying the participating MCPTT function and the Event header field set to "conference'.
Such requests are known as " SIP SUBSCRIBE request for conference event status subscription™ in the
procedures in the present document;

- SIP SUBSCRIBE requests routed to the controlling MCPTT function with the Request-URI set to the MCPTT
session identity identifying the controlling MCPTT function and containing an Event header field set to
"conference". Such requests are known as " SIP SUBSCRIBE request for event status subscription in the
controlling MCPTT function" in the procedures in the present document; and

- SIP SUBSCRIBE requests routed to the non-controlling MCPTT function with the Regquest-URI set to the
MCPTT session identity identifying the non-controlling MCPTT function and containing an Event header field
set to "conference”. Such requests are known as " SIP SUBSCRIBE request for event status subscription in the
non-controlling MCPTT function" in the procedures in the present document.

6.3.2 Participating MCPTT Function

6.3.2.1 Requests initiated by the served MCPTT user
6.3.2.1.1 SDP offer generation
6.3.2.1.11 On-demand session

This subclause is referenced from other subclauses.

The SDP offer is generated based on the received SDP offer. The SDP offer generated by the participating MCPTT
function:

1) shall contain only one SDP media-level section for MCPTT speech as contained in the received SDP offer; and
2) shall contain an SDP media-level section for one media-floor control entity, if present in the received SDP offer.
When composing the SDP offer according to 3GPP TS 24.229 [4], the participating MCPTT function:

1) shall replace the IP address and port number for the offered media stream in the received SDP offer with the IP
address and port number of the participating MCPTT function, if required,;

NOTE 1: Requirements can exist for the participating MCPTT function to be alwaysincluded in the path of the
offered media stream, for example: for the support of features such as MBMS, lawful interception and
recording. Other examples can exist.

2) shall replace the IP address and port number for the offered media floor control entity, if any, in the received
SDP offer with the 1P address and port number of the participating MCPTT function; and

NOTE 2: If the participating MCPTT function and the controlling MCPTT function or the participating MCPTT
function and the non-controlling MCPTT function are in the same MCPTT server, and the participating
MCPTT function does not have a dedicated |P address or a dedicated port number for media floor control
or media stream, the replacement of the | P address or the port number is omitted.

3) shall contain an "a=key-mgmt" attribute field with a"mikey" attribute value, if present in the received SDP offer.

6.3.2.1.1.2 Pre-established session
This subclause is referenced from other subclauses.

When composing an SDP offer according to 3GPP TS 24.229 [4], the participating MCPTT function:
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1) shall set the IP address of the participating MCPTT function for MCPTT speech from the SDP negotiated during
the pre-established session establishment;

2) shall set the IP address of the participating MCPTT function for the offered media-floor control entity from the
SDP negotiated during the pre-established session establishment, if present in the received SDP offer;

3) shall contain only one SDP media-level section for MCPTT speech obtained from the SDP negotiated during the
pre-established session establishment consisting of

a) the port number for the MCPTT speech; and

b) the codec(s), media parameters and attributes asin the SDP negotiated during the pre-established session
establishment;

4) shall include the media-level section of the offered media-floor control entity from the SDP negotiated during
the pre-established session establishment, if any media-floor control entity is offered consisting of:

a) the media-floor control entity parameters asin the SDP negotiated during the pre-established session
establishment; and

b) the port number for the selected media-floor control entity selected as specified in 3GPP TS 24.229 [4]; and

5) shall contain an "a=key-mgmt" attribute field with a"mikey" attribute value if present in the received SDP offer.
6.3.2.1.2 SDP answer generation

6.3.2.1.2.1 On-demand session
When composing the SDP answer according to 3GPP TS 24.229 [4], the participating MCPTT function:

1) shall replace the IP address and port number in the received SDP answer with the | P address and port number of
the participating MCPTT function, for the accepted media stream in the received SDP offer, if required; and

NOTE 1. Requirements can exist for the participating MCPTT function to be aways included in the path of the
offered media stream, for example: for the support of features such as MBMS, lawful interception and
recording. Other examples can exist.

2) shall replace the IP address and port number in the received SDP answer with the |P address and port number of
the participating MCPTT function, for the accepted media-floor control entity, if present in the received SDP
offer.

NOTE 2: If the participating MCPTT function and the controlling MCPTT function or the participating MCPTT
function and the non-controlling MCPTT function are in the same MCPTT server, and the participating
MCPTT function does not have a dedicated |P address or a dedicated port number for media floor control
or media stream, the replacement of the | P address or the port number is omitted.

6.3.2.1.2.2 Pre-established session establishment
When composing the SDP answer according to 3GPP TS 24.229 [4], the participating MCPTT function:;

1. shall set the IP address and port number to those of the participating MCPTT function for each accepted media
stream from the list contained in the received SDP offer and for each accepted media stream in the received SDP
offer; and

2. shall set the IP address and port number to those of the participating MCPTT function, for the accepted media-
floor control entity, if present in the received SDP offer.

6.3.2.1.3 Sending an INVITE request on receipt of an INVITE request
This subclause is referenced from other procedures.

When generating an initial SIP INVITE request according to 3GPP TS 24.229 [4], on receipt of an incoming SIP
INVITE request, the participating MCPTT function:
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1) shall includeinthe SIP INVITE request all Accept-Contact header fields and all Reject-Contact header fields,
with their feature tags and their corresponding val ues along with parameters according to rules and procedures of
IETF RFC 3841 [6] if included in the incoming SIP INVITE request;

2) should include the Session-Expires header field according to IETF RFC 4028 [7]. It is recommended that the
"refresher”" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to
"uac";

3) shall include the option tag "timer" in the Supported header field;

4) shall copy the contents of the P-Asserted-1dentity header field of the incoming SIP INVITE request to the P-
Asserted-ldentity header field of the outgoing SIP INVITE request;

5) shall include the g.3gpp.mcptt media feature tag into the Contact header field of the outgoing SIP INVITE
request;

6) shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.meptt" (coded as specified in 3GPP TS 24.229 [4]),
into the P-Asserted-Service header field of the outgoing SIP INVITE request;

7) if theincoming SIP INVITE request contained a MIME resource-lists body, shall copy the MIME resource-lists
body, according to rules and procedures of IETF RFC 5366 [20];

8) if theincoming SIP INVITE request contained an application/vnd.3gpp.meptt-info+xml MIME body, shall copy
the contents of the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request to
the outgoing SIP INVITE request; and

9) if theincoming SIP INVITE reguest contained an application/vnd.3gpp.meptt-location-info+xml MIME body,
shall copy the contents of the application/vnd.3gpp.meptt-location-info+xml MIME body of the incoming SIP
INVITE request to the outgoing SIP INVITE request.

6.3.2.1.4 Sending an INVITE request on receipt of a REFER request

This subclause is referenced from other procedures.

When generating an initial SIP INVITE request according to 3GPP TS 24.229 [4], on receipt of an incoming SIP
REFER request, the participating MCPTT function:

1) shall includeinthe SIP INVITE request al header fields included in the headers portion of the SIP URI
contained in the <entry> element of the application/resource-lists MIME body, referenced by the "cid" URL in
the Refer-To header field in the incoming SIP REFER request;

2) should include the Session-Expires header field according to IETF RFC 4028 [7]. It is recommended that the
"refresher” header field parameter is omitted. If included, the "refresher” header field parameter shall be set to
"uac":

3) shall include the option tag "timer" in the Supported header field;

4) shall copy the contents of the P-Asserted-I1dentity header field of the incoming SIP REFER request to the P-
Asserted-ldentity header field of the outgoing SIP INVITE request;

5) shall include the g.3gpp.mcptt media feature tag and the g.3gpp.icsi-ref media feature tag with the value of
"urn:urn-7:3gpp-service.ims.icsi.meptt” into the Contact header field of the outgoing SIP INVITE request;

6) shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.meptt" (coded as specified in 3GPP TS 24.229 [4]),
into the P-Asserted-Service header field of the outgoing SIP INVITE request; and

7) shal includeinthe SIP INVITE request the option tag "tdialog" in a Supported header field according to the
rules and procedures of IETF RFC 4538 [23];

8) shall includeinthe SIP INVITE request an SDP offer as specified in subclause 6.3.2.1.1.2 based upon:

a) the SDP negotiated during the pre-established session establishment and any subsequent pre-established
session modification; and
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b) the SDP offer (if any) included in the"body" URI parameter of the SIP-URI contained in the <entry> element
of the application/resource-lists MIME body, referenced by the "cid" URL in the Refer-To header field in the
incoming SIP REFER request for a pre-established session;

9) shall determineif the SIP REFER request is regarded as being received with an implicit floor request;

a) if according to subclause 6.4, the SIP REFER request is regarded as being received with an implicit floor
request, the participating MCPTT function shall include the "mc_implicit_request" medialevel attributein
the associated UDP stream for the floor control in the SDP offer of the SIP INVITE request; and

b) if, according to subclause 6.4, the SIP REFER request is regarded as being not received with an implicit floor
request, the participating MCPTT function shall not include the "mc_implicit_request” medialevel attribute
in the associated UDP stream for the floor control in the SDP offer of the SIP INVITE request;

10) shall copy the application/vnd.3gpp.mcptt-info+xml MIME body from the "body" URI header field of the SIP-
URI in the application/resource-lists MIME body, referenced by the "cid" URL in the Refer-To header field of
the SIP REFER request, to the outgoing SIP INVITE request;

11) shall include the <mcptt-calling-user-identity> element set to the MCPTT ID of the calling user in the
application/vnd.3gpp.meptt-info+xml MIME body of the outgoing SIP INVITE request; and

12)if theincoming SIP REFER request contained an application/resource-lists MIME body in the "body" URI
header field of the SIP-URI contained in the <entry> element of an application/resource-lists MIME body,
referenced by the "cid" URL in the Refer-To header field, shall copy the application/resources-lists MIME body
inthe "body" URI header field to the SIP INVITE request;

6.3.2.1.5 Response to an INVITE request

6.3.2.1.5.1 Provisional responses
NOTE: Thissubclauseisreferenced from other procedures

When sending SIP provisional responses other than the SIP 100 (Trying) response, the participating MCPTT function
shall generate a SIP provisional response according to 3GPP TS 24.229 [4] and:

1) shal include the following in the Contact header field:
a) the g.3gpp.mcptt media feature tag;
b) the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.meptt”;
c) theisfocus mediafeature tag; and

d) an MCPTT session identity mapped to the MCPTT session identity if provided in the Contact header field of
the incoming provisional response;

2) shall include the "norefersub” option tag in a Supported header field in accordance with 3GPP TS 24.229 [4];
3) may include a Resource-Share header field in accordance with subclause 5.7.1.20.2 in 3GPP TS 24.229 [4]; and

4) if theincoming SIP provisional response contained an application/vnd.3gpp.mcptt-info+xml MIME body, shall
copy the application/vnd.3gpp.mcptt-info+xml MIME body to the outgoing SIP provisional response.

6.3.2.1.5.2 Final response
This subclause is referenced from other procedures.

When sending SIP 200 (OK) responses, the participating MCPTT function shall generate a SIP 200 (OK) response
according to 3GPP TS 24.229 [4] and:

1) shall include the option tag "timer" in a Require header field;

2) shall include the Session-Expires header field according to rules and procedures of IETF RFC 4028 [7], "UAS
Behavior". If the "refresher" parameter is not included in the received request, the "refresher” parameter in the
Session-Expires header field shall be set to "uac”;
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3)

4)

5)

6)
7)

shall include the following in the Contact header field:

a) the g.3gpp.meptt media feature tag;

b) the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.meptt”; and
c) theisfocus mediafeature tag;

shall include the option tag "tdialog" in a Supported header field according to rules and procedures of
IETF RFC 4538 [23];

shall include the option tag "norefersub™ in a Supported header field according to rules and procedures of
|IETF RFC 4488 [22];

may include a Resource-Share header field in accordance with subclause 5.7.1.20.2 in 3GPP TS 24.229 [4]; and

if the incoming SIP 200 (OK) response contained an application/vnd.3gpp.mcptt-info+xml MIME body, shall
copy the application/vnd.3gpp.mcptt-info+xml MIME body to the outgoing SIP 200 (OK) response.

6.3.2.1.6 Sending a SIP BYE request on receipt of a SIP BYE request

Upon receiving a SIP BY E request from the MCPTT client, the participating MCPTT function:

1)
2)
3)
4)

5)

shall interact with the media plane as specified in subclause 6.4 in 3GPP TS 24.380 [5];
shall generate a SIP BY E request as specified in 3GPP TS 24.229 [4];
shall set the Request-URI to the MCPTT session identity as included in the received SIP BY E request;

shall copy the contents of the P-Asserted-ldentity header field of the incoming SIP BY E request to the P-
Asserted-ldentity header field of the outgoing SIP BY E request; and

shall send the SIP BY E request toward the controlling MCPTT function, according to 3GPP TS 24.229 [4].

Upon receiving a SIP 200 (OK) response to the SIP BY E request the terminating MCPTT function shall forward a SIP
200 (OK) response to the MCPTT client and shall interact with the media plane as specified in subclause 6.4 in

3GPP TS 24.380 [5] for releasing media plane resources associated with the SIP session with the controlling MCPTT
function.

6.3.2.1.7 Sending a SIP BYE request on receipt of a SIP REFER request

Upon receiving a SIP REFER request with the "method” SIP URI parameter set to value "BYE" in the URI in the
Refer-To header field from the MCPTT client, the participating MCPTT function:

1)

2)

3)

if the user identified by the MCPTT ID is not authorised, shall reject the " SIP REFER request for pre-established
session" with a SIP 403 (Forbidden) response to the SIP BY E request, with warning text set to "100 function not
allowed due to <detailed reason>" as specified in subclause 4.4, and shall not continue with the rest of the steps;

if the SIP REFER request contained a Refer-Sub header field containing "false”" value and a Supported header
field containing "norefersub™ value, shall handle the SIP REFER request as specified in 3GPP TS 24.229 [4],
IETF RFC 3515 [25] as updated by |ETF RFC 6665 [26], and |ETF RFC 4488 [22] without establishing an
implicit subscription;

shall generate a SIP 200 (OK) response to the SIP REFER request, and in the SIP 200 (OK) response:

a) shall include the Supported header field with value "norefersub” according to rules and procedures of
IETF RFC 4488 [22]; and

b) shall check the presence of the Refer-Sub header field of the SIP REFER request and if it is present and set to
the value "false" shall include the Refer-Sub header field with value "false" according to rules and procedures
of IETF RFC 4488 [22];

NOTE: Inaccordance with IETF RFC 4488 [22], the participating MCPTT function inserts the Refer-Sub header

field containing the value "false" in the SIP 200 (OK) response to the SIP REFER request to indicate that
it has not created an implicit subscription.
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4) shall send the SIP 200 (OK) response to the SIP REFER request towards MCPTT client according to
3GPP TS 24.229 [4];

5) shall generate a SIP BY E request, and in the SIP BY E request:

a) shall set the Request-URI to the MCPTT session identity which was included at the Refer-To header field of
the received REFER request; and

b) shall copy the contents of the P-Asserted-ldentity header field of the received REFER request to the P-
Asserted-ldentity header field of the outgoing SIP BY E request; and

6) shall send the SIP BY E request toward the controlling MCPTT function according to 3GPP TS 24.229 [4].

Upon receiving a SIP 200 (OK) response to the SIP BY E request the participating MCPTT function shall interact with
the media plane as specified in subclause 6.4 in 3GPP TS 24.380 [5] for releasing media plane resources associated with
the SIP session with the controlling MCPTT function.

6.3.2.1.8 Priority call conditions

6.3.2.1.8.0 General

The subclauses of the parent subclause contain common procedures to be used for MCPTT emergency group calls and
MCPTT imminent peril group calls.

6.3.2.1.8.1 Determining authorisation for originating a priority group call

When the participating MCPTT function receives a request from the MCPTT client to originate an MCPTT emergency
group call and needs to determine if the request is an authorised request for an MCPTT emergency call, the
participating MCPTT function shall check the following:

1) if the <allow-emergency-group-call> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50])
is set to avalue of "true" and:

a) if the"entry-info" attribute of the <entry> element of the <M CPTTGroupl nitiation> element of the
<EmergencyCall> element contained within the <M CPTT-group-call> element of the MCPTT user profile
document (see the MCPTT user profile document in 3GPP TS 24.484 [50]) is set to avalue of
"DedicatedGroup” and if the <uri-entry> element of the <entry> element of the <M CPT T Groupl nitiation>
element contains the identity of the MCPTT group targeted by the calling MCPTT user; or

b) if the"entry-info" attribute of the <entry> element of the <M CPTTGrouplnitiation> element of the
<EmergencyCall> contained within the <M CPTT-group-call> element of the MCPTT user profile document
(seethe MCPTT user profile document in 3GPP TS 24.484 [50]) is set to a value of
"UseCurrentlySel ectedGroup™;

then the participating MCPTT function shall consider the MCPTT emergency group call request to be an
authorised reguest for an MCPTT emergency group call;

In all other cases, the participating MCPTT function shall consider the request to originate an MCPTT emergency group
call to be an unauthorised request to originate an MCPTT emergency group call.

When the participating MCPTT function receives a request from the MCPTT client to originate an MCPTT imminent
peril group call and needs to determine if the request is an authorised request for an MCPTT imminent peril group call
the participating MCPTT function shall check the following:

1) if the <allow-imminent-peril-call> element of <ruleset> element of the MCPTT user profile document identified
by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50]) isset to a
value of "true"; and

a) if the"entry-info" attribute of the <M CPT T Groupl nitiation> element contained within the
<ImminentPerilCall> element of the MCPTT user profile document (see the MCPTT user profile document
in 3GPP TS 24.484 [50]) is set to avalue of "DedicatedGroup” and if the <uri-entry> element of the <entry>
element of the <M CPTT Groupl nitiation> element contains the identity of the MCPTT group targeted by the
calling MCPTT user; or
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b) if the"entry-info" attribute of the <entry> element of the <M CPTTGroupl nitiation> element contained
within the <ImminentPerilCall> element of the MCPTT user profile document (see the MCPTT user profile
document in 3GPP TS 24.484 [50]) is set to a value of "UseCurrentlySelectedGroup”;

then the participating MCPTT function shall consider the MCPTT imminent peril group call request to be an
authorised request for an MCPTT emergency group call;

In al other cases, the participating MCPTT function shall consider the request to originate an MCPTT imminent peril
group call to be an unauthorised request to originate an MCPTT imminent peril call.

6.3.2.1.8.2 Determining authorisation for initiating or cancelling an MCPTT emergency alert

If the participating MCPTT function receives a SIP request from the MCPTT client including arequest for an MCPTT
emergency alert and:

1) if the <allow-activate-emergency-alert> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling MCPTT user (seethe MCPTT user profile document in
3GPP TS 24.484 [50]) is set to avalue of "true"; and

2) if the"entry-info" attribute of the <entry> element of the <EmergencyAlert> element contained within the
<MCPTT-group-call> element of the MCPTT user profile document (see the MCPTT user profile document in
3GPP TS 24.484 [50Q]) is set to avaue of:

a) "DedicatedGroup", and if the <uri-entry> element of the <entry> element of the <EmergencyAlert> element
of the <MCPTT-group-call> element of the MCPTT user profile document (see the MCPTT user profile
document in 3GPP TS 24.484 [50]) contains the MCPTT group identity of the MCPTT group targeted by the
calling MCPTT user; or

b) "UseCurrentlySelectedGroup" and the <allow-M CPT T-emergency-alert> element of the <list-element> of
the group document identified by the MCPTT group identity targeted for the emergency alert is set to avalue
of "true" as specified in 3GPP TS 24.481 [31].

then the MCPTT emergency alert request shall be considered to be an authorised request for an MCPTT emergency
alert. In all other cases, it shall be considered to be an unauthorised request for an MCPTT emergency alert.

If the participating MCPTT function receives a SIP request from the MCPTT client including a request to cancel an
MCPTT emergency alert to an MCPTT group, and if the <allow-cancel-emergency-alert> element of the <ruleset>
element of the MCPTT user profile document identified by the MCPTT ID of the calling MCPTT user (seethe MCPTT
user profile document in 3GPP TS 24.484 [50]) is set to avalue of "true", then the MCPTT emergency alert cancellation
request shall be considered to be an authorised request to cancel an MCPTT emergency aert. In all other cases, it shall
be considered to be an unauthorised request to cancel an MCPTT emergency alert.

6.3.2.1.8.3 Validate priority request parameters
This subclause is referenced from other procedures.

To validate the combinations of <emergency-ind>, <imminentperil-ind> and <alert-ind> which are received in SIP
requests, the participating MCPTT function shall follow the procedures specified in subclause 6.3.3.1.17.

6.3.2.1.84 Retrieving Resource-Priority header field values
This subclause is referenced from other procedures.

The participating MCPTT function shall follow the procedures specified in subclause 6.3.3.1.19 with the clarification
that references in that procedure to the controlling MCPTT function should be replaced with references to the
participating MCPTT function.

6.3.2.1.8.5 Generating a SIP re-INVITE request for priority group call origination within a pre-
established session

This subclause is referenced from other procedures.

Upon receipt of a SIP 2xx response which does not contain a Warning header field as specified in subclause 4.4 with
the warning text containing the meptt-warn-code set to "149" to a SIP INVITE request sent to the controlling MCPTT
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function which contained a Resource-Priority header field populated for an MCPTT emergency group call or MCPTT
imminent peril group call as specified in subclause 6.3.2.1.8.4, the participating MCPTT function:

1) shall generate a SIP re-INVITE request according to 3GPP TS 24.229 [4] to be sent within the SIP dialog of the
pre-established session;

2) shal includeinthe SIP re-INVITE request an SDP offer based upon the previously negotiated SDP for the pre-
established session;

3) shal includeinthe SIP re-INVITE request a Resource-Priority header field with the contents set asin the
Resource-Priority header field included in the SIP INVITE request sent to the controlling MCPTT function; and

4) shall skip the remaining steps.

NOTE 1: Thisisthe case wherethe MCPTT client's previously sent SIP REFER request was either 1) arequest for
an MCPTT emergency group call or MCPTT imminent peril group call or 2), was not arequest for an
MCPTT emergency group call or MCPTT imminent peril group call but targeted an MCPTT group which
isin an in-progress emergency group state or in-progress imminent peril group state. In either case no SIP
INFO pending warning was expected or received.

Upon receipt of a SIP 2xx response from the controlling MCPTT function to arequest for an MCPTT emergency call or
MCPTT imminent peril cal, that contains a Warning header field as specified in subclause 4.4 with the warning text
containing the meptt-warn-code set to "149", the participating MCPTT function shall wait for the receipt of a SIP INFO
request from the controlling MCPTT function.

Upon receipt of a SIP INFO request from the controlling MCPTT function within the dialog of the SIP INVITE request
for an MCPTT emergency call or MCPTT imminent peril call, the participating MCPTT function:

1) shall generate a SIP re-INVITE request according to 3GPP TS 24.229 [4] to be sent within the SIP dialog of the
pre-established session;

2) shall includeinthe SIP re-INVITE request an SDP offer based upon the previously negotiated SDP for the pre-
established session;

3) shall includeinthe SIP re-INVITE request a Resource-Priority header field with the contents set asin the
Resource-Priority header field included in shall include a Resource-Priority header field with the contents set as
inthe SIP INVITE request sent to the controlling MCPTT function; and

4) shall includeinthe SIP re-INVITE request an application/vnd.3gpp.meptt-info+xml MIME body containing:

a) an<emergency-ind> element if included in the application/vnd.3gpp.mcptt-info+xml MIME body contained
in the received SIP INFO request, set to the value of the <emergency-ind> in the SIP INFO request;

b) an <aert-ind> element if included in the application/vnd.3gpp.mcptt-info+xml MIME body contained in the
received SIP INFO request, set to the value of the <alert-ind> in the SIP INFO request; and

¢) an <imminentperil-ind> element if included in the application/vnd.3gpp.mcptt-info+xml MIME body
contained in the received SIP INFO request, set to the value of the <imminentperil -ind> in the SIP INFO
request.

NOTE 2: Thisisthe case wherethe MCPTT client's previously sent SIP REFER request was a request for an
MCPTT emergency group call or an MCPTT imminent peril group call and a SIP INFO request was
received in the dialog with the controlling MCPTT function for the MCPTT emergency group call or
MCPTT imminent peril group call.

6.3.2.1.8.6 Generating a SIP re-INVITE request for emergency private call origination within a
pre-established session

This subclause is referenced from other procedures.

Upon receipt of a SIP 2xx response which does not contain a Warning header field as specified in subclause 4.4 with
the warning text containing the meptt-warn-code set to " 149" to a SIP-INVITE reguest sent to the controlling MCPTT
function which contained a Resource-Priority header field populated for an MCPTT emergency private call as specified
in subclause 6.3.2.1.8.4, the participating MCPTT function:
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1) shall generate a SIP re-INVITE request according to 3GPP TS 24.229 [4] to be sent within the SIP dialog of the
pre-established session;

2) shal includein the SIP re-INVITE request an SDP offer based upon the previously negotiated SDP for the pre-
established session;

3) shall includeinthe SIP re-INVITE request a Resource-Priority header field with the contents set asin the
Resource-Priority header field included in the SIP INVITE request sent to the controlling MCPTT function; and

4) shall skip the remaining steps.

NOTE 1: Thisisthe case wherethe MCPTT client's previously sent SIP REFER request was either 1) arequest for
an MCPTT emergency private call or 2), was not areguest for an MCPTT emergency private call but
MCPTT emergency private priority state was already set to "in-progress’. In either case no SIP INFO
pending warning was expected or received.

Upon receipt of a SIP 2xx response from the controlling MCPTT function to areguest for an MCPTT emergency
private cal, that contains a Warning header field as specified in subclause 4.4 with the warning text containing the
mcptt-warn-code set to " 149", the participating MCPTT function shall wait for the receipt of a SIP INFO request from
the controlling MCPTT function.

Upon receipt of a SIP INFO request from the controlling MCPTT function within the dialog of the SIP INVITE request
for an MCPTT emergency private call, the participating MCPTT function :

1) shall generate a SIP re-INVITE request according to 3GPP TS 24.229 [4] to be sent within the SIP dialog of the
pre-established session;

2) shall includein the SIP re-INVITE request an SDP offer based upon the previously negotiated SDP for the pre-
established session;

3) shall includeinthe SIP re-INVITE request a Resource-Priority header field with the contents set asin the
Resource-Priority header field included in the SIP INVITE request sent to the controlling MCPTT function; and

4) shal includeinthe SIP re-INVITE request an application/vnd.3gpp.mcptt-info+xml MIME body containing:

a) an <alert-ind> element if included in the application/vnd.3gpp.mcptt-info+xml MIME body contained in the
received SIP INFO request, set to the value of the <aert-ind> in the SIP INFO request.

NOTE 2: Thisisthe case wherethe MCPTT client's previously sent SIP REFER request was a request for an
MCPTT emergency private call and a SIP INFO request was received in the dialog with the controlling
MCPTT function for the MCPTT emergency private call.
6.3.2.1.9 Generating a SIP re-INVITE request on receipt of a SIP re-INVITE request

This subclause is referenced from other procedures.

When generating a SIP re-INVITE request according to 3GPP TS 24.229 [4] on receipt of anincoming SIP re-INVITE
request, the participating MCPTT function:

1) if theincoming SIP re-INVITE request contained a MIME resource-lists body with the MCPTT ID of the invited
MCPTT user, shall copy the MIME resource-lists body, according to rules and procedures of
IETF RFC 5366 [20];

2) if theincoming SIP re-INVITE request contained an application/vnd.3gpp.mcptt-info+xml MIME body, shall
copy the application/vnd.3gpp.meptt-info+xml MIME body; and

3) if theincoming SIP re-INVITE request contained an application/vnd.3gpp.mcptt-location-info+xml MIME body,
shall copy the application/vnd.3gpp.mcptt-location-info+xml MIME body.

6.3.2.1.10 Sending a SIP INVITE request on receipt of SIP 3xx response
This subclause is referenced from other procedures.

Upon:
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1) receipt of aSIP INVITE request or SIP REFER request from the MCPTT client;
2) having sent a SIP INVITE request to the controlling MCPTT function; and
3) having received a SIP 302 (Moved Temporarily) response from the controlling MCPTT function with:
a) aContact header field containing a SIP-URI; and
b) an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-request-uri> element;
the participating MCPTT function:

1) shall generate a SIP INVITE request with the Request-URI set to the contents of the Contact header field of the
SIP 302 (Moved Temporarily) response;

2) shal includeinthe SIP INVITE request all Accept-Contact header fields and all Reject-Contact header fields,
with their feature tags and their corresponding val ues along with parameters according to rules and procedures of
IETF RFC 3841 [6] if included in the original incoming SIP INVITE or SIP REFER request from the MCPTT
client;

3) should include the Session-Expires header field according to IETF RFC 4028 [7]. It is recommended that the
"refresher” header field parameter is omitted. If included, the "refresher” header field parameter shall be set to

uac";
4) shal include the option tag "timer" in the Supported header field;

5) shall copy the contents of the P-Asserted-Identity header field of theincoming SIP INVITE or SIP REFER
reguest from the client to the P-Asserted-ldentity header field of the outgoing SIP INVITE request;

6) shall include the g.3gpp.mcptt media feature tag into the Contact header field of the outgoing SIP INVITE
request;

7) shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-
service.ims.icsi.meptt” in the Contact header field of the outgoing SIP INVITE request;

8) shall include the ICSI value "urn:urn-7:3gpp-service.ims.ics.meptt” (coded as specified in 3GPP TS 24.229 [4]),
into the P-Asserted-Service header field of the outgoing SIP INVITE request;

9) if an SIP INVITE request was received from the client containing an application/vnd.3gpp.mcptt-info+xml
MIME body, shall copy the contents of the application/vnd.3gpp.mcptt-info+xml MIME body of the original
incoming SIP INVITE request to the outgoing SIP INVITE request;

10)if a SIP REFER request was received from the client with a"cid" URL pointing to an application/resource-lists
MIME body as specified in IETF RFC 5366 [20] containing SIP-URI with a"body" URI header field containing
an application/vnd.3gpp.mcptt-info MIME body, shall copy the contents of the application/vnd.3gpp.mcptt-
info+xml MIME body un the INVITE request to the outgoing SIP INVITE request;

11) shall copy the contents of the <mcptt-request-uri> element of the application/vnd.3gpp.meptt-info+xml MIME
body received in the SIP 302 (Moved Temporarily) response, to the <mcptt-request-uri> element of the
application/vnd.3gpp.mcptt-info+xml MIME body of the outgoing SIP INVITE request;

12) shall set the <mcptt-calling-user-identity> element of the application/vnd.3gpp.meptt-info+xml MIME body of
the SIP INVITE request to the MCPTT ID of the calling user that was determined when the participating
MCPTT function received the SIP INVITE request or SIP REFER request from the client ; and

13)if the <session-type> element is received in the application/vnd.3gpp.mcptt-info+xml MIME body of the SIP
3xx response, shall set the <session-type> element of the application/vnd.3gpp.mcptt-info+xml MIME body of
the SIP INVITE request to the value of the <session-type> element received in the SIP 3xx response.

ETSI



3GPP TS 24.379 version 14.1.0 Release 14 81 ETSI TS 124 379 V14.1.0 (2017-04)

6.3.2.2 Requests terminated to the served MCPTT user

6.3.2.2.1 SDP offer generation

The participating MCPTT function shall follow the procedures in subclause 6.3.2.1.1.
6.3.2.2.2 SDP answer generation

6.3.2.2.2.1 On-demand session

The participating MCPTT function shall follow the procedures in subclause 6.3.2.1.2.1.

6.3.2.2.2.2 Pre-established session
When composing an SDP answer according to 3GPP TS 24.229 [4], the MCPTT server:

1) shall set the IP address of the MCPTT server for the accepted MCPTT speech media stream from the received
SDP offer, which was also negotiated during the pre-established session establishment;

2) shall set the IP address of the MCPTT server for the accepted media-floor control entity from the received SDP
offer, which was also negotiated during the pre-established session establishment, if present in the received SDP
offer;

3) shall include the media-level section for the accepted MCPTT speech media stream from the received SDP offer,
which was also negotiated in pre-established session establishment, consisting of:

a) theport number for MCPTT speech; and
b) the codec(s) and media parameters selected by the MCPTT server from the received SDP offer; and

4) shal include for the media-floor control entity, that is offered in the SDP offer from the MCPTT server and
accepted in the SDP answer by MCPTT client, the media-level section of each offered media-floor control entity
consisting of

a) the media-floor control entity parameters contained in the received SDP offer, restricted to media-floor
control entity parameters negotiated during the pre-established session establishment; and

b) the port number for selected media-floor control entity selected as specified in 3GPP TS 24.229 [4].

6.3.2.2.3 SIP INVITE request towards the terminating MCPTT client
The participating MCPTT function shall generate an initial SIP INVITE request according to 3GPP TS 24.229 [4] and:

1) shall includeinthe SIP INVITE request all Accept-Contact header fields and all Reject-Contact header fields,
with their feature tags and their corresponding val ues along with parameters according to rules and procedures of
IETF RFC 3841 [6] if included in the incoming SIP INVITE request;

2) should include the Session-Expires header field according to IETF RFC 4028 [7]. It is recommended that the
"refresher” header field parameter is omitted. If included, the "refresher” header field parameter shall be set to
"uac";

3) shall include the option tag "timer" in the Supported header field;

4) shall include the following in the Contact header field:
a) the g.3gpp.meptt media feature tag;
b) the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.meptt";
¢) theisfocus mediafeature tag;

d) an MCPTT session identity mapped to the MCPTT session identity provided in the Contact header field of
theincoming SIP INVITE request; and
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€) any other uri-parameter provided in the Contact header field of the incoming SIP INVITE request;

5) shall include the option tag "tdialog" in a Supported header field according to rules and procedures of
IETF RFC 4538 [23];

6) shall include the option tag "norefersub™ in a Supported header field according to rules and procedures of
IETF RFC 4488 [22];

7) may include a Resource-Share header field in accordance with subclause 5.7.1.20.3 in 3GPP TS 24.229 [4]; and

8) if theincoming SIP INVITE request contained an application/vnd.3gpp.meptt-info+xml MIME body, shall copy
the application/vnd.3gpp.mcptt-info+xml MIME body to the outgoing SIP INVITE request.

6.3.2.2.4 Response to a SIP INVITE request

6.3.2.24.1 Provisional response
This subclause is referenced from other procedures.

When sending a SIP provisional response other than the SIP 100 (Trying) response to the SIP INVITE request, the
participating MCPTT function shall generate a SIP provisional response according to 3GPP TS 24.229 [4] and:

1) shal include the following in the Contact header field:
a) the g.3gpp.mcptt media feature tag; and
b) the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt”;

2) if the outgoing SIP provisional responseisto be sent in response to the receipt of a SIP provisional response and
the response contains an application/vnd.3gpp.meptt-info+xml MIME body, shall copy the
application/vnd.3gpp.meptt-info+xml MIME body to the outgoing SIP provisional response; and

3) if theincoming SIP INVITE request included the Supported header field with the value "100rel” and according
to local policy, may include the Require header field with the value "100rel".

6.3.2.2.4.2 Final response
This subclause is referenced from other procedures.

When sending SIP 200 (OK) responses, the participating MCPTT function shall generate a SIP 200 (OK) response
according to 3GPP TS 24.229 [4] and:

1) shall include the option tag "timer" in a Require header field;

2) shall include the Session-Expires header field according to rules and procedures of IETF RFC 4028 [7], "UAS
Behavior". If no "refresher" parameter was included in the SIP INVITE request, the "refresher”" parameter in the
Session-Expires header field shall be set to "uas”;

3) shall include the following in the Contact header field:
a) the g.3gpp.meptt media feature tag;
b) the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.ics.meptt”; and

¢) an MCPTT session identity mapped to the MCPTT session identity provided in the Contact header field of
the received SIP INVITE request from the controlling MCPTT function;

4) shall include the option tag "tdialog" in a Supported header field according to rules and procedures of
IETF RFC 4538 [23]; and

5) if theincoming SIP response contained an application/vnd.3gpp.mcptt-info+xml MIME body, shall copy the
application/vnd.3gpp.mcptt-info+xml MIME body to the outgoing SIP 200 (OK) response.
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6.3.2.2.5 Automatic Commencement Mode

6.3.2.2.5.1 General

When receiving a"SIP INVITE request for terminating participating MCPTT function" that requires automatic
commencement mode:

1) if:

a) theinvited MCPTT client has one or more pre-established sessions without an associated MCPTT session;

b) the media-level section for the offered MCPTT speech media stream is the same as the media-level section

for MCPTT speech media stream in an existing pre-established session; and

c) the media-level section of the offered media-floor control entity is the same as the media-level section for
media-floor control entity in an existing pre-established session;

then the participating MCPTT function shall perform the actions specified in subclause 6.3.2.2.5.3; or

2) otherwise the participating MCPTT function shall perform the actions specified in subclause 6.3.2.2.5.2.

6.3.2.2.5.2 Automatic commencement for On-Demand session

When receiving a"SIP INVITE request for terminating participating MCPTT function” for an on-demand session that

requires automatic commencement mode the participating MCPTT function:
1) if:

a) theincoming SIP INVITE request contained a Priv-Answer-Mode header field set to the value of "Auto”;

b) no Answer-Maode header field or Priv-Answer-Mode header field were received in theincoming SIP INVITE
request and the Answer-Mode Indication received in the application/poc-settings+xml MIME body received

from the invited MCPTT client as defined in subclause 7.3.3 or subclause 7.3.4 is set to "auto-answer”; or

¢) theincoming SIP INVITE request contained an Answer-Mode header field set to "Auto" and the Answer-

Mode Indication received in the application/poc-settings+xml MIME body received from the invited MCPTT

client as defined in subclause 7.3.3 or subclause 7.3.4 is set to "auto-answer";
then:

a) shall generate a SIP 183 (Session Progress) response to the "SIP INVITE request for terminating
participating MCPTT function™ as specified in subclause 6.3.2.2.4.1;

b) if thereceived SIP INVITE request contained an application/vnd.3gpp.mcptt-info+xml MIME body with the

<ambient-listening-type> element set to avalue of "remote-init" shall include in the SIP 183 (Session
Progress) response an aert-info header field set to avalue of "<file:///dev/null>" according to
IETF RFC 3261 [24] and as updated by |IETF RFC 7462 [77]; and

NOTE: The SIP 183 (session Progress) response can be sent reliably or unreliably depending on the content of the
received SIP INVITE request. Regardless of if the SIP 183 (Session Progress) response is sent reliably or

unreliably, SDPisnot included in the SIP 183 (Session Progress) response.
c) shall set the P-Answer-State header field to "Unconfirmed" in the SIP 183 (Session Progress) response;

2) shall copy the public user identity contained in the Request-URI of the incoming "SIP INVITE request for
terminating participating MCPTT function” to the P-Asserted-1dentity header field of the SIP 183 (Session
Progress) response;

3) shall generate a SIP INVITE request as specified in subclause 6.3.2.2.3;

4) shall set the Request-URI to the public user identity associated to the MCPTT ID of the MCPTT user to be
invited,

5) shall perform the procedures specified in subclause 6.3.2.2.9 to include any MIME bodies in the received SIP
INVITE request, into the outgoing SIP INVITE request;
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6)

7)

8)

9)

shall copy the contents of the P-Asserted-ldentity header field of the incoming "SIP INVITE request for
terminating participating MCPTT function” to the P-Asserted-1dentity header field of the outgoing SIP INVITE
request;

if the Priv-Answer-Mode header field is present in the incoming SIP INVITE request with avalue of "Auto",
shall include a Priv-Answer-Mode header field with the value "Auto” in the outgoing SIP INVITE request.
Otherwise, if the Answer-Mode header field is present in the incoming SIP INVITE request, the participating
MCPTT function shall include an Answer-Mode header field with the value "Auto™ in the outgoing SIP INVITE
request;

if no Answer-Mode header field or Priv-Answer-Mode header field were received in theincoming SIP INVITE
reguest and the Answer-Mode Indication received in the application/poc-settings+xml MIME body received
from the invited MCPTT client as defined in subclause 7.3.3 or subclause 7.3.4 is set to "auto-answer", shall set
the Answer-Mode header field to "Auto" in the outgoing SIP INVITE request;

shall include in the SIP INVITE request an SDP offer based on the SDP offer in the received "SIP INVITE
reguest for terminating participating MCPTT function" as specified in subclause 6.3.2.2.1;

10)if thereceived SIP INVITE request contains a Resource-Priority header field, shall include a Resource-Priority

header field with the contents set as in the received Resource-Priority header field; and

11) shall send the SIP INVITE request towardsthe MCPTT client according to 3GPP TS 24.229 [4].

If the SIP 183 (Session Progress) response was sent reliably, then upon receiving a SIP PRACK request, the
participating MCPTT function shall generate a SIP 200 (OK) response to the SIP PRACK request and forward the SIP
200 (OK) response, according to 3GPP TS 24.229 [4].

Upon receiving a SIP 200 (OK) response to the above SIP INVITE request sent to the MCPTT client, the participating
MCPTT function:

1)
2)

if the SIP 183 (Session Progress) was sent unreliably, shall send the SIP 200 (OK) response immediately; and
if the SIP 183 (Session Progress) was sent reliably and,

a) if the SIP PRACK request to the SIP 183 (Session Progress) response has been received by the participating
MCPTT function and the SIP 200 (OK) response to the SIP PRACK request has been sent, shall send the SIP
200 (OK) response immediately;

b) if the SIP PRACK reguest to the SIP 183 (Session Progress) response has not yet been received, then upon
receipt of the SIP PRACK request, the participating MCPTT function shall generate a SIP 200 (OK) response
to the SIP PRACK request and forward the SIP 200 (OK) response, according to 3GPP TS 24.229 [4], before
sending the SIP 200 (OK) response to the "SIP INVITE request for terminating participating MCPTT
function”.

When the participating MCPTT function sends the SIP 200 (OK) response to the"SIP INVITE request for terminating
participating MCPTT function", the participating MCPTT function:

1)
2)

3

4)
5)

shall generate a SIP 200 (OK) response as described in the subclause 6.3.2.2.4.2;

shall include in the SIP 200 (OK) response an SDP answer based on the SDP answer in the received SIP 200
(OK) response as specified in subclause 6.3.2.2.2.1;

shall copy the P-Asserted-1dentity header field from the incoming SIP 200 (OK) response to the outgoing SIP
200 (OK) response;

shall interact with the media plane as specified in 3GPP TS 24.380 [5]; and
shall forward the SIP 200 (OK) response according to 3GPP TS 24.229 [4].

The participating MCPTT function shall forward any other SIP response that does not contain SDP aong the signalling
path to the originating network according to 3GPP TS 24.229 [4].

6.3.2.2.5.3 Automatic commencement for pre-established session

NOTE: Thissubclauseisreferenced from other procedures.
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When receiving a"SIP INVITE request for terminating participating MCPTT function” for a pre-established session
that requires automatic commencement mode the participating MCPTT function:

1) if thereceived SIP INVITE request contains an application/vnd.3gpp.mcptt-info+xml MIME body with the
<mcpttinfo> element containing the <mcptt-Params> element with the <emergency-ind> element set to avalue
of "true":

a) shall perform the procedures of subclause 6.3.2.2.5.2 with the following clarifications:

i) includein the outgoing SIP INVITE request a SIP Replaces header field popul ated with the call-id, to-tag
and from-tag of the targeted pre-established session as specified in IETF RFC 3891 [65]; and

ii) include in the SDP offer the current media parameters used by the targeted pre-established session
identified by the Replaces header field; and

b) shall skip the remaining steps,

2) shall generate a SIP 200 (OK) response to the "SIP INVITE request for terminating participating MCPTT
function" as described in the subclause 6.3.2.2.4.2;

3) shall includein the SIP 200 (OK) response an SDP answer as specified in the subclause 6.3.2.2.2.2 based on the
SDP negotiated during the pre-established session establishment and SDP offer received inthe"SIP INVITE
reguest for terminating participating MCPTT function";

4) shall set the P-Answer-State header field to "Unconfirmed” in the SIP 200 (OK) response;

5) shall set the P-Asserted-ldentity header field to the same value asincluded in the SIP INVITE request that was
sent by the MCPTT client when the pre-established session was established, in the SIP 200 (OK) response;

6) shall send the SIP 200 (OK) response to the SIP INVITE request according to 3GPP TS 24.229 [4]; and
7) shall interact with the media plane as specified in 3GPP TS 24.380 [5] clause 9.

6.3.2.2.6 Manual Commencement Mode

6.3.2.2.6.1 General

When receiving a"SIP INVITE request for terminating participating MCPTT function” that requires manual
commencement mode:

1) if:
a) theinvited MCPTT client has one or more pre-established sessions without an associated MCPTT session;

b) the media-level section for the offered MCPTT speech media stream is the same as the media-level section
for MCPTT speech media stream in the existing pre-established session; and

c) the media-level section of the offered media-floor control entity is the same as the media-level section for
media-floor control entity in the existing pre-established session;

then the participating MCPTT function shall perform the actions specified in subclause 6.3.2.2.6.3; or

2) otherwise the participating MCPTT function shall perform the actions specified in subclause 6.3.2.2.6.2.

6.3.2.2.6.2 Manual commencement for On-Demand session

When receiving a"SIP INVITE request for terminating participating MCPTT function” for an on-demand session that
requires manual commencement mode the participating MCPTT function:

1) shall generate a SIP INVITE reguest as specified in subclause 6.3.2.2.3;

2) shall set the Request-URI to the public user identity associated to the MCPTT ID of the MCPTT user to be
invited,
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3) shall perform the procedures specified in subclause 6.3.2.2.9 to include any MIME bodies in the received SIP
INVITE request;

4) if the Answer-Mode header field is present in the incoming SIP INVITE request, participating MCPTT function,
shall include an Answer-Mode header field with the value "Manual";

5) if no Answer-Mode header field was received in the incoming SIP INVITE request and the Answer-Mode
Indication received in the application/poc-settings+xml MIME body received from the invited MCPTT client as
defined in subclause 7.3.3 or subclause 7.3.4 is set to "manual-answer"”, shall set the Answer-Mode header field
to "Manual" in the outgoing SIP INVITE request;

6) if the Priv-Answer-Mode header field is present in the incoming SIP INVITE request, the participating MCPTT
function shall include a Priv-Answer-Mode header field with the value "Manual";

7) shall copy the contents of the P-Asserted-ldentity header field of the incoming "SIP INVITE request for
terminating participating MCPTT function” to the P-Asserted-1dentity header field of the outgoing SIP INVITE
request;

8) shall includein the SIP INVITE request an SDP offer based on the SDP offer in the received "SIP INVITE
reguest for terminating participating MCPTT function" as specified in subclause 6.3.2.2.1;

9) if thereceived SIP INVITE request contains a Resource-Priority header field, shall include a Resource-Priority
header field with the contents set as in the received Resource-Priority header field; and

10)shall send the SIP INVITE request towardsthe MCPTT client according to 3GPP TS 24.229 [4].
Upon receiving a SIP 180 (Ringing) response to the above SIP INVITE request, the participating MCPTT function:

NOTE 1: A SIP 180 (Ringing) response is received from aterminating MCPTT client in the case of a private call or
first-to-answer call.

1) shall generate a SIP 180 (Ringing) response as specified in subclause 6.3.2.2.4.1;
2) shall include the P-Asserted-1dentity header field as received in the incoming SIP 180 (Ringing) response; and
3) shall forward the SIP 180 (Ringing) response according to 3GPP TS 24.229 [4].

Upon receiving a SIP 183 (Session Progress) response to the above SIP INVITE request, the participating MCPTT
function:

NOTE 2: A SIP 183 (Session Progress) response can be received from aterminating MCPTT client in the case of a
group call.

1) shall generate a SIP 183 (Session Progress) response as specified in subclause 6.3.2.2.4.1;

2) shall include the P-Asserted-1dentity header field as received in the incoming SIP 183 (Session Progress)
response;

3) shall include the P-Answer-State header field if received in the incoming SIP 183 (Session Progress) request;
and

4) shall forward the SIP 183 (Session Progress) response according to 3GPP TS 24.229 [4].

Upon receiving a SIP 200 (OK) response to the SIP INVITE request sent to the MCPTT client, the participating
MCPTT function:

When the participating MCPTT function sends the SIP 200 (OK) response the participating MCPTT function:
1) shall generate a SIP 200 (OK) response as described in the subclause 6.3.2.2.4.2;

2) shall includein the SIP 200 (OK) response an SDP answer based on the SDP answer in the received SIP 200
(OK) response as specified in subclause 6.3.2.2.2.1;

3) shall copy the P-Asserted-1dentity header field from the incoming SIP 200 (OK) response to the outgoing SIP
200 (OK) responsg;

4) shall interact with the media plane as specified in 3GPP TS 24.380 [5] subclause 6.4; and
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5) shall forward the SIP 200 (OK) response according to 3GPP TS 24.229 [4].

The participating MCPTT function shall forward any other SIP response that does not contain SDP aong the signalling
path to the originating network according to 3GPP TS 24.229 [4].

6.3.2.2.6.3 Manual commencement for Pre-established session

When receiving a"SIP INVITE request for terminating participating MCPTT function” for a pre-established session
that requires manual commencement mode the participating MCPTT function:

Editor's Note: The functionality in step 1) needs to be made generic, by moving it to clause 8. Thisis TBD.
1) if:

a) thereceived SIP INVITE reguest contains an application/vnd.3gpp.meptt-info+xml MIME body with the
<mcpttinfo> element containing the <mcptt-Params> element with the <emergency-ind> element set to a
value of "true"; or

b) if the Priv-Answer-Mode header field is present in the incoming SIP INVITE request;
then:
a) shall perform the procedures of subclause 6.3.2.2.6.2 with the following clarifications:

i) includein the outgoing SIP INVITE request a SIP Replaces header field popul ated with the call-id, to-tag
and from-tag of the targeted pre-established session as specified in IETF RFC 3891 [65]; and

ii) include in the SDP offer the current media parameters used by the targeted pre-established session
identified by the Replaces header field; and

b) shall skip the remaining steps,
2) shall generate a SIP re-INVITE request as described in subclause 6.3.2.2.3;

NOTE 1: A SIPre-INVITE request cannot include an Answer-Mode header field as specified in
IETF RFC 5373 [18] so Manual Answer isimplied with a SIP re-INVITE request within the existing SIP
dialog of the pre-established session.

3) shall copy the contents of the application/vnd.3gpp.mcptt-info+xml MIME body of theincoming "SIP INVITE
reguest for terminating participating MCPTT function" to the outgoing SIP re-INVITE request;

4) shal includeinthe SIP re-INVITE request an SDP offer based on the SDP offer in the received SIP INVITE
request as specified in the subclause 6.3.2.2.1; and

5) shall send the SIP re-INVITE request towardsthe MCPTT client according to 3GPP TS 24.229 [4];

Upon receiving a SIP 180 (Ringing) response to the above SIP re-INVITE request, the participating MCPTT function:
NOTE 2: A SIP 180 (Ringing) response is received from aterminating MCPTT client in the case of a private call.
1) shall generate a SIP 180 (Ringing) response as specified in subclause 6.3.2.2.4.1;
2) shall include the P-Asserted-1dentity header field as received in the incoming SIP 180 (Ringing) response; and
3) shall forward the SIP 180 (Ringing) response according to 3GPP TS 24.229 [4].

Upon receiving a SIP 183 (Session Progress) response to the above SIP re-INVITE request, the participating MCPTT
function:

NOTE 3: A SIP 183 (Session Progress) response can be received from aterminating MCPTT client in the case of a
group call.

1) shall generate a SIP 183 (Session Progress) response as specified in subclause 6.3.2.2.4.1;

2) shall include the P-Asserted-1dentity header field as received in the incoming SIP 183 (Session Progress)
response;
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3) shall include the P-Answer-State header field as received in the incoming SIP 183 (Session Progress) request;
and
4) shall forward the SIP 183 (Session Progress) response according to 3GPP TS 24.229 [4].
Upon receiving a SIP 200 (OK) response to the SIP re-INVITE request, the participating MCPTT function:

1) if the received SDP answer includes changesin codecs or media formats, shall interact with the media plane as
specified in 3GPP TS 24.380 [5] for updating the media plane with the newly negotiated codecs and media
parameters from the received SDP answer;

2) shall generate a SIP 200 (OK) response as described in the subclause 6.3.2.2.4.2;

3) shall copy the P-Asserted-1dentity header field from the incoming SIP 200 (OK) response to the outgoing SIP
200 (OK) responsg;

4) shal include in the SIP 200 (OK) response, an SDP answer based on the SDP answer in the received SIP 200
(OK) response, as specified in subclause 6.3.2.2.2.1;

5) shall interact with the media plane as specified in 3GPP TS 24.380 [5]; and

NOTE 4: The participating MCPTT function sends a MCCP Connect message, in order to give MCPTT session
identity to the terminating MCPTT client.

6) shall send the SIP 200 (OK) response to the SIP INVITE request according to 3GPP TS 24.229 [4].

6.3.2.2.7 Void
6.3.2.2.8 SIP BYE request towards the terminating MCPTT client
6.3.2.2.8.1 On-demand

Upon receiving a SIP BY E request from the controlling MCPTT function, the participating MCPTT function:

1) shall interact with the media plane as specified in subclause 6.4 in 3GPP TS 24.380 [5] for releasing media plane
resource associated with the SIP session with the controlling MCPTT function;

2) shall generate a SIP BY E request according to 3GPP TS 24.229 [4];

3) shall copy the contents of the P-Asserted-Identity header field of the incoming SIP BY E request to the P-
Asserted-ldentity header field of the outgoing SIP BY E request; and

4) shall send the SIP BYE request to the MCPTT client according to 3GPP TS 24.229 [4].
Upon receiving a SIP 200 (OK) response to the SIP BY E request the participating MCPTT function:

1) shall send a SIP 200 (OK) response to the SIP BY E request received from the controlling MCPTT function
according to 3GPP TS 24.229 [4]; and

2) shall interact with the media plane as specified in 3GPP TS 24.380 [5] for releasing media plane resources
associated with the SIP session with the MCPTT client.

6.3.2.2.8.2 Using pre-established session
Upon receiving a SIP BY E request from the controlling MCPTT function, the participating MCPTT function:

1) shall interact with the media plane as specified in subclause 9.3 in 3GPP TS 24.380 [5] for disconnecting the
media plane resources towards the controlling MCPTT function;

2) shall send a SIP 200 (OK) response to the controlling MCPTT function;

3) shall interact with the media plane as specified in 3GPP TS 24.380 [5] for disconnecting media plane resources
towardsthe MCPTT client from the media plane resources towards the controlling MCPTT function; and

4) shall maintain the pre-established session towards the MCPTT client.
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6.3.2.2.9 Populate MIME bodies
This subclause is referenced from other procedures.

If the incoming SIP request contains an application/vnd.3gpp.mcptt-info+xml MIME body, the participating MCPTT
function:

1) if not aready copied, shall copy the contents of the application/vnd.3gpp.mcptt-info+xml MIME body received
in the SIP request into an application/vnd.3gpp.mcptt-info+xml MIME body included in the outgoing SIP
request.

If the received SIP request contains an application/vnd.3gpp.location-info+xml MIME body as specified in Annex F.3:

1) if not aready copied, shall copy the contents of the application/vnd.3gpp.mcptt-location-info+xml MIME body
received in the SIP request into an application/vnd.3gpp.meptt-location-info+xml MIME body included in the
outgoing SIP request.

If the received SIP request contains an application/resource-liststxml MIME body:

1) if not already copied, shall copy the contents of the application/resource-liststxml MIME body received in the
SIP request into an application/resource-liststxml MIME body included in the outgoing SIP request.

6.3.2.2.10 Generating a SIP re-INVITE request towards the terminating MCPTT client
This subclause is referenced from other procedures.
The participating MCPTT function shall generate a SIP re-INVITE reguest according to 3GPP TS 24.229 [4] and:

1) shall include the option tag "tdialog” in a Supported header field according to rules and procedures of
IETF RFC 4538 [23];

2) may include a Resource-Share header field in accordance with subclause 5.7.1.20.3 in 3GPP TS 24.229 [4];

3) shall perform the procedures specified in subclause 6.3.2.2.9 to copy any MIME bodies in the received SIP re-
INVITE request to the outgoing SIP re-INVITE request; and

4) if the received SIP re-INVITE request contains a Resource-Priority header field, shall include a Resource-
Priority header field with the contents set as in the received Resource-Priority header field.

6.3.2.2.11 Generating a SIP MESSAGE request towards the terminating MCPTT client
This subclause is referenced from other procedures.

The participating MCPTT function shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and
IETF RFC 3428 [33] and:

1) shall includeinthe SIP MESSAGE request all Accept-Contact header fields and all Reject-Contact header fields,
with their feature tags and their corresponding val ues along with parameters according to rules and procedures of
IETF RFC 3841 [6] that were received (if any) in the incoming SIP MESSA GE request;

2) shall set the Request-URI of the outgoing SIP MESSAGE request to the public user identity associated to the
MCPTT ID of theterminating MCPTT user;

3) shall populate the outgoing SIP MESSAGE request MIME bodies as specified in subclause 6.3.2.2.9; and

4) shall copy the contents of the P-Asserted-1dentity header field of the incoming SIP MESSAGE request to the P-
Asserted-ldentity header field of the outgoing SIP MESSAGE request.

6.3.2.3 Processing |_MESSAGEs containing MKFC and MKFC-ID

6.3.2.3.1 General

The procedures in this subclause are executed by:
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- theoriginating participating MCPTT function as a result of receiving a SIP 200 (OK) responseto a SIP INVITE
request targeted to a group identity, where the SIP 200 (OK) response contains an application/vnd.3gpp.mcptt-
info+xml MIME body containing an <MKFC-GKTPs> element; and

- theterminating participating MCPTT function as aresult of receiving a SIP INVITE requested targeted to an
MCPTT ID as part of agroup call, where the SIP INVITE request contains an application/vnd.3gpp.mcptt-
info+xml MIME body containing an <MKFC-GKTPs> element.

The <MKFC-GKTPs> element contains one or more <GK TP> elements where each <GKTP> element represents an
|_MESSAGE(s) containing an MKFC and MKFC-ID, as specified in 3GPP TS 24.481 [31].

The participating MCPTT function validates each |_MESSAGE and if validation is successful, decrypts the

| _MESSAGE, extracts the MKFC and MKFC-ID and transfers the MKFC and MKFC-ID to the media-floor control
entity.

6.3.2.3.2 Processing an |_ MESSAGE containing MKFC and MKFC-ID

The participating MCPTT function:

1) shall extract the URI from the initiator field (IDRi) of the | MESSAGE and use it together with the timer related
parameter to check the signature of the | MESSAGE as described in 3GPP TS 33.179 [46];

NOTE: If the terminating participating MCPTT function receives the SIP INVITE request from a controlling
MCPTT function, then the URI in the IDRI isthe controlling MCPTT function URI. If the terminating
participating MCPTT function receives the SIP INVITE request from a non-controlling MCPTT function,
then the URI in the IDRI is the non-controlling MCPTT function URI.

2) if the signatureis not valid, shall exit this procedure. Otherwise shall validate that the contents of the recipient
field (IDRr) of the |_MESSAGE to ensure it matches to the URI of the participating MCPTT function; and

3) if the contents of the IDRr do not match to the participating MCPTT function URI, shall exit this procedure.
Otherwise, shall use the contents of the IDRr to decrypt the | MESSAGE and extract the MKFC and MKFC-ID.

After the MKFC(s) and MKFC-1D(s) have been extracted from the | MESSAGE(S), the participating MCPTT function
shall provide the media-floor control entity with the MKFC(s) and MKFC-ID(s), by interacting with the media plane as
specified in 3GPP TS 24.380 [5].

6.3.3 Controlling MCPTT function

6.3.3.1 Request initiated by the controlling MCPTT function

6.3.3.1.1 SDP offer generation

The SDP offer is generated based on the received SDP offer. The SDP offer generated by the controlling MCPTT
function:

1) wheninitiating anew MCPTT session the SDP offer;

a) shall contain only one SDP media-level section for MCPTT speech media stream as contained in the received
SDP offer; and

b) shall contain an SDP media-level section for one media-floor control entity, if present in the received SDP
offer; and

2) when adding anew MCPTT user to an existing MCPTT Session, the SDP offer shall contain the media stream
currently used in the MCPTT session.

When composing the SDP offer according to 3GPP TS 24.229 [4], the controlling MCPTT function:

1) shall replace the IP address and port number for the offered media stream in the received SDP offer with the IP
address and port number of the controlling MCPTT function;

2) for the MCPTT speech media stream, shall include al media-level attributes from the received SDP offer;
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3) shall replace the IP address and port number for the offered media floor control entity, if any, in the received
SDP offer with the I P address and port number of the controlling MCPTT function; and

4) for the offered mediafloor control entity, shall include the offered media floor control entity 'fmtp' attributes as
specified in 3GPP TS 24.380 [5] clause 14.

6.3.3.1.2 Sending an INVITE request

This subclause is referenced from other procedures.

The controlling MCPTT function shall generate aninitial SIP INVITE request according to 3GPP TS 24.229 [4].
The controlling MCPTT function:

1) shal include in the Contact header field an MCPTT session identity for the MCPTT session with the
g-3gpp.meptt media feature tag, the isfocus media feature tag and the g.3gpp.icsi-ref media feature tag with the
value of "urn:urn-7:3gpp-service.ims.ics.mecptt” according to IETF RFC 3840 [16];

2) shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the
"require” and "explicit" header field parameters according to IETF RFC 3841 [6];

3) shall include the ICSI value "urn:urn-7:3gpp-service.ims.ics.meptt” (coded as specified in 3GPP TS 24.229 [4]),
in a P-Asserted-Service-1d header field according to IETF RFC 6050 [9] in the SIP INVITE request;

4) shal include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of
"urn:urn-7:3gpp-service.ims.icsi.meptt” along with parameters "require” and "explicit" according to
IETF RFC 3841 [6];

5) shall include a Referred-By header field with the public user identity of theinviting MCPTT client;

6) should include the Session-Expires header field according to rules and procedures of IETF RFC 4028 [7]. The
refresher parameter shall be omitted;

7) shall include the Supported header field set to "timer”;

8) if the received SIP INVITE reguest contained an application/vnd.3gpp.mcptt-info+xml MIME body containing
an <ambient-listening-type> element and:

a) if the Priv-Answer-Mode header field specified in IETF RFC 5373 [18] was included in the received SIP
INVITE request with avalue of "Auto” or if no Priv-Answer-Mode header field was received in the received
SIPINVITE request; or

b) aPriv-Answer-Mode header field was received containing a value other than "Auto™;
shall include a Priv-Answer-Mode header field set to avalue of "Auto" in the outgoing SIP INVITE request;

9) if thereceived SIP INVITE request did not contain an application/vnd.3gpp.mcptt-info+xml MIME body
containing an <ambient-listening-type> element, shall include an unmodified Answer-Mode header field if
present in the incoming SIP INVITE request; and

10)if theincoming SIP INVITE request contained an application/vnd.3gpp.mcptt-info+xml MIME body, shall copy
the application/vnd.3gpp.mcptt-info+xml MIME body to the outgoing INVITE request.

6.3.3.1.3 Receipt of a SIP response to a SIP INVITE request

6.3.3.1.3.1 Final response
On receipt of the SIP 200 (OK) response to the initial outgoing SIP INVITE request the controlling MCPTT function:
1) shall start the SIP session timer according to rules and procedures of IETF RFC 4028 [7]; and

2) shall cache SIP feature tags, if received in the Contact header field, and if the specific feature tags are supported.
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6.3.3.1.4 Void

6.3.3.1.5 Sending a SIP BYE request

When a participant needs to be removed from the MCPTT session, the controlling MCPTT function:
1) shall interact with the media plane as specified in 3GPP TS 24.380 [5] for the MCPTT session release;
2) shall generate a SIP BY E request according to 3GPP TS 24.229 [4]; and
3) shall send the SIP BY E request to the MCPTT clients according to3GPP TS 24.229 [4].

If timer TNG3 (group call timer) has not expired, then when the last MCPTT client isremoved fromthe MCPTT
session, the controlling MCPTT function shall stop timer TNG3 (group call timer).

When the MCPTT group session needs to be released, the controlling MCPTT function shall send SIP BY E requests as
described in this subclause, to al participants of the group session.

Upon receiving a SIP 200 (OK) response to a SIP BY E request the controlling MCPTT function shall interact with the
media plane as specified in subclause 6.3 in 3GPP TS 24.380 [5] for releasing media plane resources associated with the
SIP session with the MCPTT clients.

6.3.3.1.6 Sending a SIP re-INVITE request for MCPTT emergency group call
This subclause is referenced from other procedures.
The controlling MCPTT function shall generate a SIP re-INVITE request according to 3GPP TS 24.229 [4].

The controlling MCPTT function:

1) shal include an SDP offer with the media parameters as currently established with the terminating MCPTT
client according to 3GPP TS 24.229 [4];

2) shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-calling-user-id> element set
to the MCPTT ID of theinitiating MCPTT user;

3) if the in-progress emergency group state of the group is set to a value of "true" the controlling MCPTT function:

a) shall include a Resource-Priority header field with the namespace populated with the values for an MCPTT
emergency group call as specified in subclause 6.3.3.1.19;

b) shall include in the application/vnd.3gpp.mcptt-info+xml MIME body the <emergency-ind> element set to a
value of "true”;

c) if the <alert-ind> element is set to "true” in the received SIP re-INVITE request and MCPTT emergency
aerts are authorised for this group and MCPTT user as determined by the procedures of
subclause 6.3.3.1.13.1, shall populate the application/vnd.3gpp.mcptt-info+xml MIME body and
application/vnd.3gpp.mcptt-location-info+xml MIME body as specified in subclause 6.3.3.1.12. Otherwise,
shall set the <alert-ind> element to avalue of "false" in the application/vnd.3gpp.mcptt-info+xml MIME
body; and

d) if thein-progressimminent peril state of the group is set to avalue of "true" shall include in the
application/vnd.3gpp.mcptt-info+xml MIME body an <imminentperil-ind> element set to a value of "false";
and

NOTE: If theimminent peril state of the group istrue at this point, the controlling function will be setting it to
false as part of the calling procedure. Thisisin effect an upgrade of an MCPTT imminent peril group call
to an MCPTT emergency group call.

4) if the in-progress emergency group state of the group is set to avalue of "false":

a) shall include a Resource-Priority header field populated with the values for anormal MCPTT group call as
specified in subclause 6.3.3.1.19; and
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b) if thereceived SIP re-INVITE request contained an application/vnd.3gpp.mcptt-info+xml MIME body with
the <emergency-ind> element set to avalue of "false" and thisis an authorised request to cancel an MCPTT
emergency group call as determined by the procedures of subclause 6.3.3.1.13.4:

i) shal include an application/vnd.3gpp.meptt-info+xml MIME body with the <emergency-ind> element set
to avalue of "false"; and

ii) if thereceived SIP re-INVITE regquest contained an application/vnd.3gpp.mcptt-info+xml MIME body
with the <alert-ind> element set to avalue of "false”" and thisis an authorised request to cancel an
MCPTT emergency alert as determined by the procedures of subclause 6.3.3.1.15, shall:

A) include in the application/vnd.3gpp.mcptt-info+xml MIME body an <alert-ind> element set to a value
of "false"; and

B) if the received SIP request contains an <originated-by> element in the application/vnd.3gpp.mcptt-
info+xml MIME body, copy the contents of the received <originated-by> element to an <originated-
by> element in the application/vnd.3gpp.mcptt-info+xml MIME body in the outgoing SIP re-INVITE
request.

6.3.3.1.7 Sending a SIP INVITE request for MCPTT emergency group call

This subclause is referenced from other procedures.

This subclause describes the procedures for inviting an MCPTT user to an MCPTT session associated with an MCPTT
emergency group cal or MCPTT imminent peril group call. The procedureisinitiated by the controlling MCPTT
function as the result of an action in subclause 10.1.2.4.1.1.

The controlling MCPTT function:

1)
2)

3)

4)

5)

6)

shall generate a SIP INVITE request as specified in subclause 6.3.3.1.2;

shall set the Request-URI to the address of the terminating participating MCPTT function associated with the
MCPTT ID of the targeted MCPTT user;

shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the
<mcptt-Params> element populated as follows:

a) the <mcptt-request-uri> element set to the value of the MCPTT ID of the targeted MCPTT user;
b) the <mcptt-calling-user-id> element set to the value of the MCPTT ID of the calling MCPTT user; and
c) the <mcptt-calling-group-id> element set to the value of the MCPTT group ID of the emergency group call.

shall include in the P-Asserted-Identity header field the public service identity of the controlling MCPTT
function;

shall include in the SIP INVITE request an SDP offer based on the SDP offer in the received SIP INVITE
request from the originating network according to the procedures specified in subclause 6.3.3.1.1; and

if the in-progress emergency group state of the group is set to avalue of "true" the controlling MCPTT function:

a) shall include a Resource-Priority header field populated with the values for an MCPTT emergency group call
as specified in subclause 6.3.3.1.19;

b) shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <emergency-ind> element set to a
value of "true";

c) if the <alert-ind> element is set to "true” in the received SIP INVITE request and the requesting MCPTT user
and MCPTT group are authorised for the initiation of MCPTT emergency alerts as determined by the
procedures of subclause 6.3.3.1.13.1, shall populate the application/vnd.3gpp.mcptt-info+xml MIME body
and the application/vnd.3gpp.mcptt-location-info+xml MIME body as specified in subclause 6.3.3.1.12.
Otherwise, shall set the <aert-ind> element to avalue of "false” in the application/vnd.3gpp.mcptt-info+xml
MIME body; and

d) if thein-progressimminent peril state of the group is set to avalue of "true" shall include in the
application/vnd.3gpp.mecptt-info+xml MIME body an <imminentperil-ind> element set to a value of "false”;
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NOTE: If theimminent peril state of the group is true at this point, the controlling function will set it to false as

7)

8) if:

part of the calling procedure.

if the in-progress emergency state of the group is set to avalue of "false" and the in-progress imminent peril state
of the group is set to avalue of "true”, the controlling MCPTT function:

a) shall include a Resource-Priority header field populated with the values for an MCPTT imminent peril group
call as specified in subclause 6.3.3.1.19; and

b) shall include in the application/vnd.3gpp.mcptt-info+xml MIME body with the <imminentperil-ind> element
set to avalue of "true"; and

a) an MCPTT GKTP document exists for the group identity contained in the <mcptt-request-uri> element in the
application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request; and

b) the MCPTT GKTP document contains an <MKFC-GKTPs> element;

then:

a) for eachinstance of <GKTP> element of the <MKFC-GKTPs> element of the MCPTT GKTP document:
i) shal perform the procedurein subclause 6.3.3.6.2 to re-generate an |_MESSAGE; and

ii) if the procedure in subclause 6.3.3.6.2 was successful, shall include the | MESSAGE in a<GKTP>
element of the <MKFC-GKTPs> element of an application/vnd.3gpp.mcptt-info+xml MIME body
included in the outgoing SIP INVITE request.

6.3.3.1.8 Sending a SIP UPDATE request for Resource-Priority header field correction

This subclause is referenced from other procedures.

This subclause describes the procedures for updating an MCPTT session associated with an MCPTT emergency group
call or MCPTT imminent peril group call when the received SIP INVITE request did not include a correctly popul ated
Resource-Priority header field. The procedure isinitiated by the controlling MCPTT function for the purpose of
providing the correct Resource-Priority header field.

1)

2)
3)

4)

shall generate a SIP 183 (Session Progress) response according to 3GPP TS 24.229 [4] with the clarifications
provided specified in subclause 6.3.3.2.3.1;

shall include the option tag "100rel" in a Require header field in the SIP 183 (Session Progress) response;

shall include in the SIP 183 (Session Progress) response an SDP answer to the SDP offer in the incoming SIP
INVITE request as specified in the subclause 6.3.3.2.1; and

shall send the SIP 183 (Session Progress) response towards the MCPTT client according to 3GPP TS 24.229 [4].

Upon receiving a SIP PRACK reguest to the SIP 183 (Session Progress) response the controlling MCPTT function:

1)
2)
3)

4)

shall send the SIP 200 (OK) response to the SIP PRACK request according to 3GPP TS 24.229 [4].
shall generate a SIP UPDATE request according to 3GPP TS 24.229 [4] with the following clarifications:

shall include in the SIP UPDATE request an SDP offer based on the SDP offer in the received SIP INVITE
reguest from the originating network according to the procedures specified in subclause 6.3.3.1.1;

if the in-progress emergency group state of the group is set to avalue of "true" the controlling MCPTT function
shall include a Resource-Priority header field populated for an MCPTT emergency group call as specified in
subclause 6.3.3.1.19; and

NOTE 1: Thisisthe case when the sending MCPTT client did not send a Resource-Priority header field populated

5)

appropriately to receive emergency-level priority. In this case, the Resource-Priority header field is
populated appropriately to provide emergency-level priority.

if the in-progress emergency group state of the group is set to avalue of "false" the controlling MCPTT function:
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a) if thein-progressimminent peril state of the group is set to avalue of "false", shall include a Resource-
Priority header field populated for a normal priority MCPTT group call as specified in subclause 6.3.3.1.19;
and

b) if the in-progressimminent peril state of the group is set to avalue of "true”, shall include a Resource-
Priority header field populated for an MCPTT imminent peril group call as specified in subclause 6.3.3.1.19.

NOTE 2: Thisisthe case when the sending MCPTT client incorrectly populated a Resource-Priority header field
for emergency-level or imminent peril-level priority and the controlling MCPTT function re-populates it
as appropriate to an imminent peril level priority or normal priority level.

6.3.3.1.9 Generating a SIP re-INVITE request
This subclause is referenced from other procedures.

This subclause describes the procedures for generating a SIP re-INVITE request to be sent by the controlling MCPTT
function.

The controlling MCPTT function:
1) shall generate an SIP re-INVITE request according to 3GPP TS 24.229 [4]; and

2) shall include an SDP offer with the media parameters as currently established with the terminating MCPTT
client according to 3GPP TS 24.229 [4] with the clarifications specified in subclause 6.3.3.1.1.

6.3.3.1.10 Generating a SIP re-INVITE request to cancel an in-progress emergency
This subclause is referenced from other procedures.

This subclause describes the procedures for generating a SIP re-INVITE request to cancel the in-progress emergency
state of an MCPTT group. The procedure is initiated by the controlling MCPTT function when it determines the
cancellation of the in-progress emergency state of an MCPTT group is required.

The controlling MCPTT function:

1) shall generate a SIP re-INVITE request as specified in 3GPP TS 24.229 [4] with the clarifications specified in
subclause 6.3.3.1.9;

2) shall include a Resource-Priority header field populated with the values for anormal MCPTT group call as
specified in subclause 6.3.3.1.19; and

3) shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <emergency-ind> element set to a
value of "false".
6.3.3.1.11 Generating a SIP MESSAGE request for notification of in-progress emergency or
imminent peril status change

This subclause is referenced from other procedures.

This subclause describes the procedures for generating a SIP MESSAGE request to notify affiliated but not
participating members of an MCPTT group of the change of status of the in-progress emergency state, imminent peril
state or emergency alert status of an MCPTT group. The procedure isinitiated by the controlling MCPTT function
when there has been a change of in-progress imminent peril, in-progress emergency or the emergency alert status of an
MCPTT group.

The controlling MCPTT function:
1) shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];

2) shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the
"require" and "explicit" header field parameters according to IETF RFC 3841 [6];
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3) shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of
"urn:urn-7:3gpp-service.ims.icsi.meptt” along with parameters "require” and "explicit" according to
IETF RFC 3841 [6];

4) shall set the Request-URI to the address of the terminating participating function associated with the MCPTT ID
of the targeted MCPTT user;

5) shall include a P-Asserted-Identity header field set to the public service identity of controlling MCPTT function;

6) shall include the ICSI value "urn:urn-7:3gpp-service.ims.ics.meptt” (coded as specified in 3GPP TS 24.229 [4]),
in a P-Asserted-Service-1d header field according to IETF RFC 6050 [9];

7) shall include an application/vnd.3gpp.meptt-info+xml MIME body with the <mcpttinfo> element containing the
<mcptt-Params> element with the <mcptt-request-uri> element set to the value of the MCPTT ID of the targeted
MCPTT user; and

8) shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <mcptt-calling-group-id> element set
tothe MCPTT group ID of the MCPTT group on which the MCPTT emergency call, imminent peril call or the
emergency alert state has changed.

6.3.3.1.12 Populate mcptt-info and location-info MIME bodies for emergency alert
This subclause is referenced from other procedures.

This subclause describes the procedures for populating the application/vnd.3gpp.meptt-info+xml and
application/vnd.3gpp.meptt-location-info+xml MIME bodies for an MCPTT emergency aert. The procedure isinitiated
by the controlling MCPTT function when it has received a SIP request initiating an MCPTT emergency alert and
generates a message containing the MCPTT emergency alert information required by 3GPP TS 23.379 [3].

The controlling MCPTT function:;

1) shall include, if not already present, an application/vnd.3gpp.mcptt-info+xml MIME body as specified in
Annex F.1, and set the <alert-ind> element to avalue of "true”;

2) shall determine the value of the MCPTT user's Mission Critical Organization from the
<MissionCritical Organization> element, of the MCPTT user profile document (seethe MCPTT user profile
document in 3GPP TS 24.484 [50]);

3) shall include in the <mcpttinfo> element containing the <mcptt-Params> element containing an <mc-org>
element set to the value of the MCPTT user's Mission Critical Organization; and

4) shall copy the contents of the application/vnd.3gpp.mcptt-location-info+xml MIME body in the received SIP
request into an application/vnd.3gpp.mcptt-location-info+xml MIME body included in the outgoing SIP request.

6.3.3.1.13 Authorisations

6.3.3.1.13.1 Determining authorisation for initiating an MCPTT emergency alert

If the controlling MCPTT function has received a SIP request targeted to an MCPTT group with the <alert-ind>
element of the application/vnd.3gpp.mcptt-info+xml MIME body set to avalue of "true", the controlling MCPTT
function shall check the following conditions:

1) if the <allow-activate-emergency-alert> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50])
is set to avalue of "true";

a) if the"entry-info" attribute of the <entry> element of the <EmergencyAlert> element contained within the
<MCPTT-group-call> element of the MCPTT user profile document (see the MCPTT user profile document
in 3GPP TS 24.484 [50]) is set to avalue of "DedicatedGroup" and:

i) if the MCPTT group identity targeted for the emergency alert is contained in the <uri-entry> element of
the <entry> element of the <EmergencyAlert> element contained within the <M CPTT-group-cal|>
element of the MCPTT user profile document (see the MCPTT user profile document in
3GPP TS 24.484 [50]); and
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ii) if the <allow-MCPTT-emergency-aert> element of the <list-element> of the group document identified
by the MCPTT group identity is set to avalue of "true" as specified in 3GPP TS 24.481 [31]; or

b) if the"entry-info" attribute of the <entry> element of the <EmergencyAlert> element contained within the
<MCPTT-group-call> element of the MCPTT user profile (see the MCPTT user profile document in
3GPP TS 24.484 [50]) is set to avaue of "UseCurrentlySel ectedGroup” and the <allow-M CPTT-emergency-
alert> element of the <list-element> of the group document identified by the MCPTT group identity targeted
for the emergency alert is set to avalue of "true" as specified in 3GPP TS 24.481 [31].

then the MCPTT emergency alert request shall be considered to be an authorised request for an MCPTT emergency
alert targeted to aMCPTT group. In al other cases, the MCPTT emergency alert request shall be considered to be an
unauthorised request for an MCPTT emergency alert targeted to an MCPTT group.

If the controlling MCPTT function has received a SIP request targeted to an MCPTT user with the <a ert-ind> element
of the application/vnd.3gpp.mcptt-info+xml MIME body set to a value of "true", the controlling MCPTT function shall
check the following conditions:

1) if the <allow-activate-emergency-alert> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50])
is set to avalue of "true"; and

a) if the"entry-info" attribute of the <entry> element of the <PrivateEmergencyAlert> element contained within
the <OnNetwork> element of the MCPTT user profile document (seethe MCPTT user profile document in
3GPP TS 24.484 [50]) is set to avalue of "UsePreConfigured” and the MCPTT ID of the MCPTT user
targeted for the call is contained in the <uri-entry> element of the <entry> element of the
<PrivateEmergencyAlert> element contained within the <OnNetwork> element (see the MCPTT user profile
document in 3GPP TS 24.484 [50]); or

b) if the"entry-info" attribute of the <entry> element of the <PrivateEmergencyAlert> element contained within
the <OnNetwork> element of the MCPTT user profile document (see the MCPTT user profile document in
3GPP TS 24.484 [50]) is set to avalue of "LocallyDetermined”;

then the MCPTT emergency alert request shall be considered to be an authorised request for an MCPTT emergency
alert targeted to an MCPTT user. In al other cases, it shall be considered to be an unauthorised request for an MCPTT
emergency alert targeted to an MCPTT user.

6.3.3.1.13.2 Determining authorisation for initiating an MCPTT emergency group or private call

If the controlling MCPTT function has received a SIP request for an MCPTT group call with the <emergency-ind>
element of the application/vnd.3gpp.mcptt-info+xml MIME body set to a value of "true" and:

1) if the <allow-emergency-group-call> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50])
is set to avalue of "true" and:

a) if the"entry-info" attribute of the <entry> element of the <M CPT TGrouplnitiation> element of the
<EmergencyCall> element contained within the <M CPTT-group-call> element of the MCPTT user profile
document (see the MCPTT user profile document in 3GPP TS 24.484 [50]) is set to a value of
"DedicatedGroup” and:

i) if the <uri-entry> element of the <entry> element of the <M CPTTGrouplnitiation> element of the
<EmergencyCall> contained within the <M CPTT-group-call> element of the MCPTT user profile
document (see the MCPTT user profile document in 3GPP TS 24.484 [50]) contains the identity of the
MCPTT group targeted by the calling MCPTT user; and

ii) if the <allow-MCPTT-emergency-call> element of the <list-service> element of the group document
identified by the targeted MCPTT group identity is set to avalue of "true" as specified in
3GPP TS 24.481 [31];

then the controlling MCPTT function shall consider the MCPTT emergency group call request to be an
authorised request for an MCPTT emergency group call and skip the remaining steps; or;

b) if the"entry-info" attribute of the <entry> element of the <M CPTTGroupl nitiation> element of the
<EmergencyCall> element contained within the <M CPTT-group-call> element of the MCPTT user profile
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2)

document (see the MCPTT user profile document in 3GPP TS 24.484 [50]) is set to avalue of
"UseCurrentlySelectedGroup™ and if the <allow-M CPT T-emergency-call> element of the <list-service>
element of the group document identified by the targeted MCPTT group identity is set to avalue of "true" as
specified in 3GPP TS 24.481 [31];

then the controlling MCPTT function shall consider the MCPTT emergency group call request to be an
authorised request for an MCPTT emergency group call and skip the remaining steps; or

if the controlling MCPTT function does not consider the MCPTT emergency group call request to be an
authorised request for an MCPTT emergency group call by step 1) above, then the controlling MCPTT function
shall consider the MCPTT emergency group call request to be an unauthorised request for an MCPTT
emergency group call.

If the controlling MCPTT function has received a SIP request for an MCPTT private call with the <emergency-ind>
element of the application/vnd.3gpp.mcptt-info+xml MIME body set to a value of "true" and:

1)

2)

if the <allow-emergency-private-call> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50])
is set to avalue of "true"; and

a) if the"entry-info" attribute of the <entry> element of the <M CPT TPrivateRecipient> element of the
<EmergencyCall> element contained within the <PrivateCall> element of the MCPTT user profile document
(seethe MCPTT user profile document in 3GPP TS 24.484 [50]) is set to a value of "UsePreConfigured" and
if the MCPTT ID targeted for the call is contained in the <uri-entry> element of the <entry> element of the
<MCPTTPrivateRecipient> element of the <EmergencyCall> element contained within the <PrivateCall>
element (see the MCPTT user profile document in 3GPP TS 24.484 [50]); or

b) if the"entry-info" attribute of the <entry> element of the <M CPTTPrivateRecipient> element of the
<EmergencyCall> element contained within the <PrivateCall> element of the MCPTT user profile document
(seethe MCPTT user profile document in 3GPP TS 24.484 [50]) is set to avalue of "LocallyDetermined”;

then the controlling MCPTT function shall consider the MCPTT emergency private call request to be an
authorised request for an MCPTT emergency private call and skip step 2) below; or

if the controlling MCPTT function does not consider the MCPTT emergency private call request to be an
authorised reguest for an MCPTT emergency private call by step 1) above, then the controlling MCPTT function
shall consider the MCPTT emergency private call request to be an unauthorised request for an MCPTT
emergency private call.

6.3.3.1.13.3 Determining authorisation for cancelling an MCPTT emergency alert

If the controlling MCPTT function has received a SIP request with the <alert-ind> element of the
application/vnd.3gpp.meptt-info+xml MIME body set to avalue of "false" and:

1)

2)

if the <allow-cancel-emergency-alert> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50])
isset to avalue of "true”, then the MCPTT emergency aert cancellation request shall be considered to be an
authorised request for an MCPTT emergency alert cancellation; and

if the <allow-cancel-emergency-alert> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50])
isset to avalue of "false”, then the MCPTT emergency alert cancellation request shall be considered to be an
unauthorised request for an MCPTT emergency alert cancellation.

6.3.3.1.13.4 Determining authorisation for cancelling an MCPTT emergency call

If the controlling MCPTT function has received a SIP request for an MCPTT group call with the <emergency-ind>
element of the application/vnd.3gpp.mcptt-info+xml MIME body set to a value of "false" and:

1)

if the <allow-cancel-group-emergency> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (seethe MCPTT user profile document in 3GPP TS 24.484 [50])
isset to avalue of "true", then the MCPTT emergency call cancellation request shall be considered to be an
authorised request for an MCPTT emergency group call cancellation; and
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2)

If the <allow-cancel-group-emergency> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50])
isset to avalue of "false”, then the MCPTT emergency group call cancellation request shall be considered to be
an unauthorised request for an MCPTT emergency group call cancellation.

If the controlling MCPTT function has received a SIP request for an MCPTT private call with the <emergency-ind>
element of the application/vnd.3gpp.mcptt-info+xml MIME body set to avalue of "false" and:

1)

2)

if the <allow-cancel -private-emergency-cal|> element of the <ruleset> element of the MCPTT user profile
document identified by the MCPTT ID of the calling user (seethe MCPTT user profile document in

3GPP TS 24.484 [50]) is set to avalue of "true", then the MCPTT emergency private call cancellation request
shall be considered to be an authorised request for an MCPTT emergency private call cancellation; and

if the <allow-cancel -private-emergency-call> element of the <ruleset> element of the MCPTT user profile
document identified by the MCPTT ID of the calling user (see the MCPTT user profile document in

3GPP TS 24.484 [50]) is set to avalue of "false”" or not present, then the MCPTT emergency private call
cancellation reguest shall be considered to be an unauthorised request for an MCPTT emergency private call
cancellation.

6.3.3.1.13.5 Determining authorisation for initiating an MCPTT imminent peril call

If the controlling MCPTT function has received a SIP request with the <imminentperil-ind> element of the
application/vnd.3gpp.meptt-info+xml MIME body set to avalue of "true” and:

1)

2)

3)

4)

if the <allow-imminent-peril-call> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50])
is set to avalue other than "true" the request for initiating an MCPTT imminent peril call shall be considered to
be an unauthorised request for an MCPTT imminent peril call and skip the remaining steps;

if the <allow-imminent-peril-call> element of the <list-service> element of the group document identified by the
targeted MCPTT group identity is set to avalue other than "true" as specified in 3GPP TS 24.481 [31], the
request for initiating an MCPTT imminent peril call shall be considered to be an unauthorised request for an
MCPTT imminent peril call and skip the remaining steps;

if the "entry-info" attribute of the <entry> element of the <M CPTTGroupl nitiation> element contai ned within
the <ImminentPerilCall> element of the MCPTT user profile document (see the MCPTT user profile document
in 3GPP TS 24.484 [50]) is set to avalue of "DedicatedGroup™" and if the MCPTT group identity targeted for the
call is contained in the <uri-entry> element of the <entry> element of the <M CPTTGrouplnitiation> element
contained within the <ImminentPerilCall> element (see the MCPTT user profile document in

3GPP TS 24.484 [50]); or

if the "entry-info" attribute of the <entry> element of the <M CPTTGroupl nitiation> element contai ned within
the <ImminentPeril Call> element of the MCPTT user profile document (see the MCPTT user profile document
in 3GPP TS 24.484 [50]) is set to avalue of "UseCurrentlySelectedGroup™.

then the MCPTT imminent peril call request shall be considered to be an authorised request for an MCPTT imminent
peril cal. In all other cases, it shall be considered to be an unauthorised request for an MCPTT imminent peril call.

6.3.3.1.13.6 Determining authorisation for cancelling an MCPTT imminent peril call

If the controlling MCPTT function has received a SIP request with the <imminentperil-ind> element of the
application/vnd.3gpp.meptt-info+xml MIME body set to avalue of "false" and:

1)

2)

if the <allow-cancel-imminent-peril> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50])
is set to avalue of "true”, then the MCPTT emergency call cancellation request shall be considered to be an
authorised request for an MCPTT imminent peril call cancellation; and

if the <allow-cancel-imminent-peril> element of the <ruleset> element of the MCPTT user profile document
identified by the MCPTT ID of the calling user (see the MCPTT user profile document in 3GPP TS 24.484 [50Q])
isset to avalue of "false" or not present, then the MCPTT emergency call cancellation request shall be
considered to be an unauthorised request for an MCPTT imminent peril call cancellation.
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6.3.3.1.13.7 Sending a SIP OPTIONS request to authorise an MCPTT user at a non-controlling

MCPTT function of a MCPTT group

This subclause is referenced from other procedures.

The controlling MCPTT function:

1) if the <associated-group-id> element isincluded in the application/vnd.3gpp.mcptt-info+xml MIME body of the
incoming SIP INVITE request, shall generate a SIP OPTIONS request according to 3GPP TS 24.229 [4] and the
IETF RFC 3261 [24] populated as follows:

a)

shall set the Request-URI to the public service identity of the non-controlling MCPTT function associated
with the MCPTT Group ID which was present in the <associated-group-id> element in the
application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request;

NOTE 1: How the controlling MCPTT function finds the address of the non-controlling MCPTT function is out of

b)

c)

d)

€)

f)

the scope of the current release.

shal include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt” (coded as specified in
3GPP TS 24.229[4]), in a P-Asserted-Service-Id header field according to IETF RFC 6050 [9];

shall include in the P-Asserted-1dentity header field, the public service identity of the controlling MCPTT
function;

shall include an application/vnd.3gpp.mcptt-info+xml MIME body where:

i) the <mcptt-request-uri> element shall be set to the value of the <associated-group-id> element in the
application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request; and

ii) the <mcptt-calling-user-id> element is set to the same value as in the <mcptt-calling-user-id> element in
the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request;

shall include the following in the Contact header field:
i) the g.3gpp.mcptt media feature tag; and
ii) the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.meptt"; and

send the SIP OPTIONS request as specified in 3GPP TS 24.229 [4]; and

2) if the <associated-group-id> element is not included in the application/vnd.3gpp.mcptt-info+xml MIME body of
theincoming SIP INVITE request, shall for each constituent MCPTT group ID in the <constituent-MCPTT-
group-1D> element not homed at the controlling MCPTT function generate a SIP OPTIONS request according to
3GPP TS 24.229 [4] and IETF RFC 3261 [24] popul ated as follows:

a)

shall set the Request-URI to the public service identity of the non-controlling MCPTT function associated
with the MCPTT group ID in the <constituent-M CPT T-group-1D> element;

NOTE 2: How the controlling MCPTT function finds the address of the non-controlling MCPTT function is out of

b)

0)

d)

e)

the scope of the current release.

shall include the ICSI value "urn:urn-7:3gpp-service.iims.icsi.meptt" (coded as specified in
3GPP TS 24.229[4]), in a P-Asserted-Service-Id header field according to IETF RFC 6050 [9];

shall include in the P-Asserted-1dentity header field, the public service identity of the controlling MCPTT
function;

shall include an application/vnd.3gpp.mcptt-info+xml MIME body where:

i) the <mcptt-request-uri> element shall be set to the MCPTT group ID in the <constituent-M CPTT-group-
ID> element; and

ii) the <mcptt-calling-user-id> element is set to the same value as in the <mcptt-calling-user-id> element in
the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request;

shall include the following in the Contact header field:
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i) the g.3gpp.mcptt media feature tag; and
ii) the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.meptt"; and
f) send the SIP OPTIONS request as specified in 3GPP TS 24.229 [4].

Upon receipt of the first SIP 200 (OK) response to the SIP OPTIONS request with the meptt-warn-code set to 147" in
aWarning header field as specified in subclause 4.4, the controlling MCPTT function shall return a SIP 302 (Moved
Temporarily) response to the "SIP INVITE request for controlling MCPTT function of an MCPTT group” populated as
follows:

1) the URI inthe Contact header field set to the P-Asserted-Identity received in the SIP 200 (OK) response;
2) an application/vnd.3gpp.mcptt-info MIME body with:

a) the <mcptt-request-uri> element set to the same val ue as received in the <mcptt-request-uri> in the SIP 2xx
response to the SIP OPTIONS request; and

b) the <session-type> element set to the value received in the <session-type> element in the
appication/vnd.3gpp.meptt.info+xml MIME body of the received SIP 2xx response to the SIP OPTIONS
reguest; and

3) if more than one OPTIONS request were sent, shall remove any cached SIP response and ignore any other
responses to any other OPTIONS request.

Upon receipt of a SIP 404 (Not Found) response to the SIP OPTIONS request such that the meptt-warn-code set to
"113" in aWarning header field as specified in subclause 4.4, the controlling MCPTT function:

1) if more than one SIP OPTIONS request were sent and if no other responsesto SIP OPTIONS request are
expected; shall send a SIP 404 (Not Found) response to "SIP INVITE request for controlling MCPTT function of
an MCPTT group" and include the Warning header field received in the SIP 404 (Not Found) response; and

2) if more than one OPTIONS request were sent and other responsesto SIP OPTIONS request are expected, shall
cache the received SIP 404 (Not Found) response.

Upon receipt of a SIP 403 (Forbidden) response to the SIP OPTIONS request, the mcptt-warn-code set to " 106" or
"109" in aWarning header field as specified in subclause 4.4 and if more than one OPTIONS request were sent and if
no other responses to the SIP OPTIONS request are expected, the controlling MCPTT function:

1) if aSIP 404 (Not Found) response is cached, send a SIP 404 (Not Found) response to "SIP INVITE request for
controlling MCPTT function of an MCPTT group” and include the Warning header field received in the SIP 404
(Not Found) response; and

2) if aSIP 404 (Not Found) response is not cached, shall return a SIP 403 (Forbidden) responseto "SIP INVITE
request for controlling MCPTT function of an MCPTT group" and include the Warning header field received in
the SIP 403 (Forbidden) response.

Upon receipt of any other response to the SIP OPTIONS response than specified above and if more than one OPTIONS
request were sent and if no other responses to the SIP OPTIONS request are expected, the controlling MCPTT function:

1) if aSIP 404 (Not Found) response is cached, send a SIP 404 (Not Found) responseto "SIP INVITE request for
controlling MCPTT function of an MCPTT group” and include the Warning header field received in the SIP 404
(Not Found) response; and

2) if aSIP 404 (Not Found) response is not cached, shall return a SIP 403 (Forbidden) responseto "SIP INVITE
request for controlling MCPTT function of an MCPTT group".

NOTE 3: Thereason for selecting the SIP 404 (Not Found) response when a SIP 404 (Not Founf) responseis
cached isto indicate that it was avalid request but the MCPTT user identified in the <mcptt-calling-user-
id> is not a member of any of the constituent MCPTT groups in the temporary group document.
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6.3.3.1.14 Generating a SIP 403 response for priority call request rejection

If the controlling MCPTT function has received a SIP request with the <emergency-ind> element of the
application/vnd.3gpp.meptt-info+xml MIME body is set to "true" and thisis an unauthorised request for an MCPTT
emergency call as determined by the procedures of subclause 6.3.3.1.13.2, the controlling MCPTT function shall:

1) includein the SIP 403 (Forbidden) response an application/vnd.3gpp.meptt-info+xml MIME body as specified
in Annex F.1 with the <mcpttinfo> element containing the <mcptt-Params> element with the <emergency-ind>
element set to avalue of "false" and the <alert-ind> element set to avalue of "false".

6.3.3.1.15 Sending a SIP re-INVITE request for MCPTT imminent peril group call
This subclause is referenced from other procedures.

The controlling MCPTT function shall generate a SIP re-INVITE reguest according to 3GPP TS 24.229 [4].
The controlling MCPTT function:

1) shal include in the Contact header field an MCPTT session identity for the MCPTT session with the
g.-3gpp.mceptt media feature tag and the isfocus media feature tag according to IETF RFC 3840 [16];

2) shall include an SDP offer with the media parameters as currently established with the terminating MCPTT
client according to 3GPP TS 24.229 [4];

3) shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-calling-user-id> element set
to the MCPTT ID of theinitiating MCPTT user;

4) if thein-progressimminent peril state of the group is set to avalue of "true" the controlling MCPTT function:

a) shall include a Resource-Priority header field populated with the values for an MCPTT imminent peril group
call as specified in subclause 6.3.3.1.19; and

b) shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <imminentperil-ind> element set to
avalue of "true"; and

5) if the in-progressimminent peril state of the group is set to avalue of "false":

a) shall include a Resource-Priority header field populated with the values for anormal MCPTT group call as
specified in subclause 6.3.3.1.19; and

b) shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <emergency-ind> element set to a
value of "false”" and the <imminentperil-ind> element set to a value of "false".

6.3.3.1.16 Handling the expiry of timer TNG2 (in-progress emergency group call timer)

Upon expiry of timer TNG2 (in-progress emergency group call timer) for an MCPTT group, the controlling MCPTT
function:

1) shall set the in-progress emergency state of the group to avalue of "false”;

2) shal, if an MCPTT group call or MCPTT group session isin progress on the indicated group, for each of the
participating members:

a) generatea SIPre-INVITE request as specified in subclause 6.3.3.1.10; and
b) send the SIP re-INVITE request towards the MCPTT client according to 3GPP TS 24.229 [4]; and
3) shall for each affiliated but non-participating members member of the group:

a) generate a SIP MESSAGE request according to subclause 6.3.3.1.11 and include in the
application/vnd.3gpp.mcptt-info+xml MIME body an <emergency-ind> element set to a value of "false”;

b) shall include in the P-Asserted-ldentity header field the public service identity of the controlling MCPTT
function;
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¢) includethe ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt” (coded as specified in 3GPP TS 24.229 [4]),
in a P-Asserted-Service-1d header field according to IETF RFC 6050 [9]; and

d) send the SIP MESSAGE request towards the MCPTT client according to rules and procedures of
3GPP TS 24.229 [4].

Upon receiving a SIP 200 (OK) response to are-SIP INVITE request the controlling MCPTT function shall interact
with the media plane as specified in 3GPP TS 24.380 [5].

6.3.3.1.17 Validate priority request parameters

This subclause is referenced from other procedures. This procedure validates the combinations of <emergency-ind>,
<imminentperil-ind> and <alert-ind> in the application/vnd.3gpp.mcptt-info+xml MIME body included in:

1) aSIPINVITE request or SIPre-INVITE request; or

2) thebody "URI" header field of the SIP URI included in the application/resource-lists MIME body which is
pointed to by a"cid" URL located in the Refer-To header of a SIP REFER request;

Upon receiving a SIP request as specified above with the <emergency-ind> element set to a value of "true", the
controlling MCPTT function shall only consider the following as valid combinations:

1) <imminentperil-ind> not included and <alert-ind> not included; or
2) <imminentperil-ind> not included and <alert-ind> set to "true".

Upon receiving a SIP request as specified above with the <emergency-ind> element set to a value of "false", the
controlling MCPTT function shall only consider the following as valid combinations:

1) <imminentperil-ind> not included and <alert-ind> not included; or
2) <imminentperil-ind> not included and <a ert-ind> included.

Upon receiving a SIP request as specified above with the <imminentperil-ind> element included the controlling
MCPTT function shall only consider the request as valid if both the <emergency-ind> and <alert-ind> are not included.

If the combination of the <emergency-ind>, <imminentperil-ind> or <alert-ind> indicators isinvalid, the controlling
MCPTT function shall send a SIP 403 (Forbidden) response with the warning text set to " 150 invalid combinations of
datareceived in MIME body" in a Warning header field as specified in subclause 4.4.

6.3.3.1.18 Sending a SIP INFO request in the dialog of a SIP request for a priority call

This subclause is referenced from other procedures and describes how the controlling MCPTT function generates a SIP
INFO request due to the receipt of a SIP request for apriority call.

The controlling MCPTT function:

1) shall generate a SIP INFO request according to rules and procedures of 3GPP TS 24.229 [4] and
IETF RFC 6086 [64];

2) shall include the Info-Package header field set to g.3gpp.mcptt-info in the SIP INFO request;
3) shall include an application/vnd.3gpp.mcptt-info+xml MIME body in the SIP INFO request and:

a) if the received SIP request contained application/vnd.3gpp.meptt-info+xml MIME body with the <alert-ind>
element set to avalue of "true" and thisis an unauthorised request for an MCPTT emergency alert as
specified in subclause 6.3.3.1.13.1, shall set the <emergency-ind> element to avalue of "true" and the <alert-
ind> element to avalue of "false”;

b) if the received SIP request contains an application/vnd.3gpp.mcptt-info+xml MIME body with the <alert-
ind> element set to avalue of "false" and if thisis an unauthorised request for an MCPTT emergency alert
cancellation, shall set <alert-ind> element to avalue of "true"; and

c) if thereceived SIP request contains an application/vnd.3gpp.mcptt-info+xml MIME body with the
<imminentperil-ind> element set to avalue of "true", thisis an authorised request for an MCPTT imminent
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peril group call and the in-progress emergency state of the group is set to avalue of "true”, shall set the
<imminentperil-ind> element to avalue of "false" and the <emergency-ind> element set to a value of "true";
and

4) shall send the SIP INFO reguest towards the inviting MCPTT client in the dialog created by the SIP request from
theinviting MCPTT client, as specified in 3GPP TS 24.229 [4].

6.3.3.1.19 Retrieving Resource-Priority header field values
This subclause is referenced from other procedures.

When determining the Resource-Priority header field namespace and priority values as specified in draft-holmberg-
dispatch-mcptt-rp-namespace [48] for an MCPTT emergency group call or MCPTT emergency private cal the
controlling MCPTT function:

1) shal retrieve the value of the <resource-priority-namespace> element contained in the <emergency-resource-
priority> element contained in the <OnNetwork> element of the MCPTT service configuration document (see
the service configuration document in 3GPP TS 24.484 [50]); and

2) shall retrieve the value of the <resource-priority-priority> element contained in the <emergency-resource-
priority> element contained in the <OnNetwork> element of the MCPTT service configuration document (see
the service configuration document in 3GPP TS 24.484 [50]).

When determining the Resource-Priority header field namespace and priority values as specified in draft-hol mberg-
dispatch-mcptt-rp-namespace [48] for an MCPTT imminent peril group call the controlling MCPTT function:

1) shall retrieve the value of the <resource-priority-namespace> element contained in the <imminent-peril-
resource-priority> element contained in the <OnNetwork> element of the MCPTT service configuration
document (see the service configuration document in 3GPP TS 24.484 [50]); and

2) shall retrieve the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-
priority> element contained in the <OnNetwork> element of the MCPTT service configuration document (see
the service configuration document in 3GPP TS 24.484 [50])

When determining the Resource-Priority header field namespace and priority values as specified in draft-hol mberg-
dispatch-mcptt-rp-namespace [48] for anormal MCPTT group or private call the controlling MCPTT function:

1) shall retrieve the value of the <resource-priority-namespace> element contained in the <normal -resource-
priority> element contained in the <OnNetwork> element of the MCPTT service configuration document (see
the service configuration document in 3GPP TS 24.484 [50]); and

2) shall retrieve the value of the <resource-priority-priority> element contained in the <normal-resource-priority>
element contained in the <OnNetwork> element of the MCPTT service configuration document (see the service
configuration document in 3GPP TS 24.484 [50]).

NOTE: The"normal" Resource-Priority header field value is needed to return to a normal priority value from a
priority value adjusted for an MCPTT emergency group or private call or an MCPTT imminent peril
group call. The "normal" priority received from the EPS by use of the "normal" Resource-Priority header
field value is expected to be the same as the "normal" priority received from the EPS when initiating a
call with no Resource-Priority header field included.

6.3.3.1.20 Generating a SIP MESSAGE request to indicate successful receipt of an
emergency alert or emergency cancellation
This subclause is referenced from other procedures.

This subclause describes the procedures for generating a SIP MESSAGE request to notify the originator of an
emergency alert or emergency cancellation that the request was successfully received.

The controlling MCPTT function:

1) shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];
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2)

3)

4)

5)

6)

shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the
"require” and "explicit" header field parameters according to IETF RFC 3841 [6];

shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of
"urn:urn-7:3gpp-service.ims.icsi.meptt" along with parameters "require" and "explicit" according to
IETF RFC 3841 [6];

shall set the Reguest-URI to the address of the terminating participating function associated with the MCPTT ID
of the targeted MCPTT user;

shall include a P-Asserted-1dentity header field set to the public service identity of controlling MCPTT function;
and

shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the
<mcptt-Params> element with the <mcptt-request-uri> element set to the value of the MCPTT ID of the targeted
MCPTT user.

6.3.3.2 Requests terminated by the controlling MCPTT function

6.3.3.2.1 SDP answer generation

When composing the SDP answer according to 3GPP TS 24.229 [4], the controlling MCPTT function:

1)

2)

for the accepted media stream in the received SDP offer:

a) shall replace the IP address and port number in the received SDP offer with the I P address and port number
of the controlling MCPTT function; and

for the accepted media-floor control entity, if present in the received SDP offer:

a) shall replace the IP address and port number in the received SDP offer with the I P address and port number
of the controlling MCPTT function, for the accepted media-floor control entity, if present in the received
SDP offer; and

b) shall include ‘fmtp' attributes as specified in 3GPP TS 24.380 clause 14.

6.3.3.2.2 Receipt of a SIP INVITE request

On receipt of aninitial SIP INVITE request the controlling MCPTT function shall cache SIP feature tags, if received in
the Contact header field and if the specific feature tags are supported.

6.3.3.2.3 Sending a SIP response to a SIP INVITE request

6.3.3.2.3.1 Provisional response

When sending SIP provisional responses with the exception of the SIP 100 (Trying) response to the SIP INVITE
request the controlling MCPTT function:

1)
2)

3)
4)

shall generate the SIP provisiona response;

shall include a P-Asserted-1dentity header field with the public service identity of the controlling MCPTT
function;

shall include an MCPTT session identity in the Contact header field; and

shall include the following in the Contact header field:

a) the g.3gpp.mcptt media feature tag;

b) the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.meptt"; and

c) theisfocus mediafeature tag.
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6.3.3.2.3.2 Final response
When sending a SIP 200 (OK) response to the initial SIP INVITE request, the controlling MCPTT function:
1) shall generate the SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [4];

2) shall include the Session-Expires header field and start supervising the SIP session according to rules and
procedures of IETF RFC 4028 [7], "UAS Behavior". The "refresher” parameter in the Session-Expires header
field shall be set to "uac";

3) shal include the option tag "timer" in a Require header field;

4) shal include a P-Asserted-Identity header field with the public service identity of the controlling MCPTT
function;

5) shall include a SIP URI for the MCPTT session identity in the Contact header field identifying the MCPTT
session at the controlling MCPTT function;

6) shall include the following in the Contact header field:
a) the g.3gpp.mcptt media feature tag;
b) the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.ics.meptt”; and
c) theisfocus mediafeature tag;

7) shall include Warning header field(s) received in incoming responses to the SIP INVITE request;

8) shall include the option tag "tdialog" in a Supported header field according to rules and procedures of
IETF RFC 4538 [23];

9) shall include the "norefersub” option tag in a Supported header field according to IETF RFC 4488 [22];

10) shall include the "explicitsub" and "nosub™" option tagsin a Supported header field according to
IETF RFC 7614 [35];

11)if:

a) an MCPTT GKTP document exists for the group identity contained in the <mcptt-request-uri> element in the
application/vnd.3gpp.mcptt-info+xml MIME body of theinitial SIP INVITE request; and

b) the MCPTT GKTP document contains an <MKFC-GKTPs> element;
then:
a) for each instance of <GKTP> element of the <MKFC-GKTPs> element of the MCPTT GKTP document:
i) shall perform the procedure in subclause 6.3.3.6.2 to re-generate an |_ MESSAGE; and

ii) if the procedure in subclause 6.3.3.6.2 was successful, shall include the |_MESSAGE in a<GKTP> element of
the <MKFC-GKTPs> element of an application/vnd.3gpp.mcptt-info+xml MIME body included in a SIP 200
(OK) response; and

12)shall interact with the media plane as specified in 3GPP TS 24.380 [5].

6.3.3.2.4 Receiving a SIP BYE request
Upon receiving a SIP BY E request the controlling MCPTT function:

1) shall interact with the media plane as specified in subclause 6.3 in 3GPP TS 24.380 [5] for releasing the media
plane resource associated with the SIP session towards the MCPTT client;

NOTE: The non-controlling MCPTT function is also regarded asaMCPTT client in atemporary MCPTT group
session.

2) shall generate a SIP 200 (OK) response and send the SIP response towards the MCPTT client according to
3GPP TS 24.229 [4];
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3) shall check the MCPTT session release policy as specified in subclause 6.3.8.1 and subclause 6.3.8.2 whether the
MCPTT session needs to be released for each participant of the MCPTT session;

4) if release of the MCPTT session is required, perform the procedures as specified in the subclause 6.3.3.1.5; and

5) if arelease of the MCPTT session is not required, shall send a SIP NOTIFY request to all remaining MCPTT
clientsinthe MCPTT session with a subscription to the conference event package as specified in
subclause 10.1.3.4.2.

Upon receiving a SIP 200 (OK) response to the SIP BY E request the controlling MCPTT function shall interact with the
media plane as specified in subclause 6.3 in 3GPP TS 24.380 [5] for releasing media plane resources associated with the
SIP session with the MCPTT participant.

6.3.3.3 Handling of the acknowledged call setup timer (TNG1)

When the controlling MCPTT function receives a SIP INVITE request to initiate a group session and there are members
of the group document retrieved from the group management server that are affiliated and are marked as <on-network-
required> as specified in 3GPP TS 24.481 [31], then the controlling MCPTT function shall start timer TNG1
(acknowledged call setup timer) with atimer value as described in Annex B.2.1, prior to sending out SIP INVITE
requests inviting group members to the group session.

When the controlling MCPTT function receives all SIP 200 (OK) responses to the SIP INVITE requests, from all
affiliated and <on-network-required> members then the controlling MCPTT function shall stop timer TNG1
(acknowledged call setup timer) and if the local counter of the number of SIP 200 (OK) responses received from invited
members is greater than or equal to the value of the <on-network-minimum-number-to-start> element of the group
document, the controlling MCPTT function shall send a SIP 200 (OK) response to the initiating MCPTT client.

NOTE 1: MCPTT clientsthat are affiliated but are not <on-network-required> members that have not yet
responded will be considered as joining an ongoing session when the controlling MCPTT function
receives SIP 200 (OK) responses from these MCPTT clients.

After expiry of timer TNGL1 (acknowledged call setup timer) and the local counter of the number of SIP 200 (OK)
responses received from invited members is less than the value of the <on-network-minimum-number-to-start> element
of the group document, then the controlling MCPTT function shall wait until further responses have been received from
invited clients and the value of the local counter of the number of SIP 200 (OK) responses received from invited
membersis equal to the <on-network-minimum-number-to-start>, before continuing with the timer TNG1 expiry
procedures in this subclause.

After expiry of timer TNG1 (acknowledged call setup timer) and the local counter of the number of SIP 200 (OK)
responses received from invited membersis greater or equal to the value of the <on-network-minimum-number-to-
start> element of the group document, the controlling MCPTT function shall execute the steps described below:

1) if the <on-network-action-upon-expiration-of -timeout-for-acknowledgement-of -required-members> element
configured in the group document for the action on expiry of the timer is set to "proceed” indicating that the
controlling MCPTT function should proceed with the setup of the group call, then the controlling MCPTT
function:

a) shall perform the following actions:

i) generate a SIP 200 (OK) response to the SIP INVITE request as specified in the subclause 6.3.3.2.2
before continuing with the rest of the steps;

ii) includein the SIP 200 (OK) response the warning text set to "111 group call proceeded without all
reguired group members' in a Warning header field as specified in subclause 4.4;

iii) include in the SIP 200 (OK) response an SDP answer to the SDP offer in theincoming SIP INVITE
reguest as specified in the subclause 6.3.3.2.1;

iv) interact with the media plane as specified in 3GPP TS 24.380 [5]; and
NOTE 2: Resulting media plane processing is completed before the next step is performed.
v) send a SIP 200 (OK) response to the inviting MCPTT client according to 3GPP TS 24.229 [4];
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2)

b) when a SIP 200 (OK) responseto a SIP INVITE request is received from an invited MCPTT client the
controlling MCPTT function may send an in-dialog SIP M ESSAGE request to the MCPTT client that
originated the group session with the text "group call proceeded without all required group members’;

¢) when the controlling MCPTT function receives a SIP BY E request from an invited MCPTT client, shall take
the actions specified in subclause 6.3.3.2.4 and may send an in-dialog SIP MESSAGE request to the MCPTT
client that originated the group session with the text "group call proceeded without all required group
members’; and

d) shall generate a notification package as specified in subclause 6.3.3.4 and send a SIP NOTIFY request
according to 3GPP TS 24.229 [4] to the MCPTT clients which have subscribed to the conference state event;
and

if the <on-network-action-upon-expiration-of -ti meout-for-acknowl edgement-of -required-members> element
configured in the group document for the action on expiry of the timer is set to "abandon" indicating that the
controlling MCPTT function should abandon the setup of the group call, then the controlling MCPTT function
shall:

a) send a SIP 480 (Temporarily Unavailable) response to the MCPTT client that originated the group session
with the warning text set to 112 group call abandoned due to required group members not part of the group
session” in a Warning header field as specified in subclause 4.4;

b) for each confirmed dialog at the controlling MCPTT function, send a SIP BY E request towards the MCPTT
clientsinvited to the group session in accordance with 3GPP TS 24.229 [4] and interact with the media plane
as specified in 3GPP TS 24.380 [5]; and

c) for each non-confirmed dialog at the controlling MCPTT function, send a SIP CANCEL request towards the
MCPTT clientsinvited to the group session in accordance with 3GPP TS 24.229 [4].

If the controlling MCPTT function receives afinal SIP 4xx, 5xx or 6xx response from an affiliated and <on-network-
required> group member prior to expiry of timer TNG1 (acknowledged call setup timer) and based on palicy, the
controlling MCPTT function decides not to continue with the establishment of the group call without the affiliated and
<on-network-required> group member, then the controlling MCPTT function:

NOTE 3: It isexpected that this action is taken if the policy is to abandon the call on expiry of timer TNG1

1)
2)

1)

2)

3)

(acknowledged call setup timer).
shall stop timer TNG1 (acknowledged call setup timer); and

shall forward the final SIP 4xx, 5xx or 6xx response towards the inviting MCPTT client with the warning text set
to "112 group call abandoned due to required group member not part of the group session” in a Warning header
field as specified in subclause 4.4.

the controlling MCPTT function receives a final SIP 4xx, 5xx or 6xx response from an affiliated and <on-
network-required> group member prior to expiry of timer TNG1 (acknowledged call setup timer);

the local counter of the number of SIP 200 (OK) responses received from invited membersis greater than or
equal to the value of the <on-network-minimum-number-to-start> element of the group document; and

based on policy, the controlling MCPTT function decides to continue with the establishment of the group call
without the affiliated and <on-network-required> group member;

then the controlling MCPTT function:

NOTE 4: It isexpected that this action istaken if the policy isto proceed with the call on expiry of timer TNG1

1)

2)

(acknowledged call setup timer).

if all other invited clients have not yet responded, shall continue running timer TNG1 (acknowledged call setup
timer); and

if all other invited clients have responded with SIP 200 (OK) responses, shall
a) stop timer TNG1 (acknowledged call setup timer);
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b) generate SIP 200 (OK) response to the SIP INVITE request as specified in the subclause 6.3.3.2.2 before
continuing with the rest of the steps;

¢) includein the SIP 200 (OK) response the warning text set to "111 group call proceeded without all required
group members" in a Warning header field as specified in subclause 4.4;

d) includeinthe SIP 200 (OK) response an SDP answer to the SDP offer in the incoming SIP INVITE request
as specified in the subclause 6.3.3.2.1;

€) interact with the media plane as specified in 3GPP TS 24.380 [5]; and
NOTE 5: Resulting media plane processing is completed before the next step is performed.
f) send a SIP 200 (OK) response to the inviting MCPTT client according to 3GPP TS 24.229 [4].

6.3.3.4 Generating a SIP NOTIFY request

The controlling MCPTT function shall generate a SIP NOTIFY request according to 3GPP TS 24.229 [4] with the
clarification in this subclause.

Inthe SIP NOTIFY request, the controlling MCPTT function:
1) shall set the P-Asserted-1dentity header field to the public service identity of the controlling MCPTT function;
2) shall include an Event header field set to the “conference” event package;
3) shall include an Expires header field set to 3600 seconds according to IETF RFC 4575 [30], as default value;

4) shall includethe ICS| value "urn:urn-7:3gpp-service.ims.icsi.meptt” (coded as specified in 3GPP TS 24.229 [4]),
in a P-Preferred-Service header field according to IETF RFC 6050 [9]; and

5) shall include an application/vnd.3gpp.meptt-info+xml MIME body with the <mcpttinfo> element containing the
<mcptt-Params> element with:

a) the <mcptt-calling-group-id> set to the value of the MCPTT group ID;

b) if thetargetisaMCPTT user, the value of <mcptt-request-uri> element set to the value of MCPTT ID of the
targeted MCPTT user; and

¢) if thetarget isthe non-controlling MCPTT function, the value of <mcptt-request-uri> element set to the
constituent MCPTT group ID.

Inthe SIP NOTIFY request, the controlling MCPTT function shall include an application/conference-info+xml MIME
body according to IETF RFC 4575 [30] with the following limitations:

1) the controlling MCPTT function shall include the MCPTT group ID of the MCPTT group in the "entity"
attribute of the <conference-info> element;

2) for each participant in the MCPTT session with the exception of non-controlling MCPTT functions, the
controlling MCPTT function shall include a <user> element. The <user> element shall:

NOTE: Non-controlling MCPTT functions will appear as a participant in temporary group sessions.
a) includethe"entity" attribute. The "entity" attribute:

i) shall for the MCPTT client, which initiated, joined or re-joined an MCPTT session, include the MCPTT
ID of the MCPTT user which originates SIP INVITE request; and

ii) shall for aninvited MCPTT client include the MCPTT ID of theinvited MCPTT user in case of a
prearranged group call or chat group call;

b) shall include a single <endpoint> element. The <endpoint> element:
i) shall include the "entity" attribute; and

ii) shal include the <status> element indicating the status of the MCPTT session according to RFC 4575;
and
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c) may include <roles> element.

NOTE: The usage of <roles> isonly applicable for human consumption.
6.3.3.5 Handling of the group call timer (TNG3)

6.3.3.5.1 General

When the controlling MCPTT function receives a SIP INVITE request to initiate a group session, then after an MCPTT
session identity has been allocated for the group session and if the <on-network-maximum-duration> element is present
in the group document as specified in 3GPP TS 24.481 [31], the controlling MCPTT function; shall start timer TNG3
(group call timer) with the value obtained from the <on-network-maximum-duration> element of the group document
as specified in 3GPP TS 24.481 [31].

If the <on-network-maximum-duration> element is not present in the group document as specified in
3GPP TS 24.481 [31], then the controlling MCPTT function shall not start timer TNG3 (group call timer).

NOTE 1: The configuration of <on-network-maximum-duration> element in 3GPP TS 24.481 [31] is mandated for
apre-arranged group and is optional for a chat group.

When merging two or more active group callsinto atemporary group call, the controlling MCPTT function(s) hosting
the active group calls shall stop timer TNG3 (group call timer) for each group call, and the controlling MCPTT function
hosting the temporary group call shall start timer TNG3 (group call timer) for the temporary group call.

NOTE 2: If the MCPTT server(s) hosting the independent active group calls are different to the MCPTT server that
will host the temporary group call, then the MCPTT server(s) hosting the independent active group calls
become non-controlling MCPTT function(s) of an MCPTT group, for the temporary group call.

When gplitting atemporary group call into independent group calls, the controlling MCPTT function hosting the
temporary group call shall stop timer TNG3 (group call timer) and the controlling MCPTT function(s) hosting the
independent group calls shall start TNG3 (group call timer) for each group call.

When the last MCPTT client leaves the MCPTT session, the controlling MCPTT function shall stop timer TNG3 (group
call timer).

On expiry of timer (group call timer), the controlling MCPTT function shall release the MCPTT session by following
the procedures in subclause 6.3.3.1.5;

6.3.3.5.2 Interaction with the in-progress emergency group call timer (TNG2)

If the controlling MCPTT function starts timer TNG2 (in-progress emergency group call timer), it shall not start timer
TNG3 (group call timer).

If timer TNG3 (group cal timer) is running and the MCPTT group call is upgraded to an MCPTT emergency group
call, then the controlling MCPTT function shall stop timer TNG3 (group call timer) and shall start timer TNG2 (in-
progress emergency group call timer) with the value obtained from the <group-time-limit> element of the <emergency-
call> element of the <on-network> element of the service configuration document as specified in

3GPP TS 24.484 [50].1f timer TNG2 (in-progress emergency group call timer) isrunning and the MCPTT emergency
group cal is cancelled, then the controlling MCPTT function shall stop timer TNG2 (in-progress emergency group call
timer) and shall start timer TNG3 (group call timer) with the value obtained from the <on-network-maximum-duration>
element of the group document as specified in 3GPP TS 24.481 [31].

If timer TNG2 (in-progress emergency group call timer) is running and subsequently expires, then the controlling
MCPTT function shall start timer TNG3 (group call timer) with the value obtained from the <on-network-maximum-
duration> element of the group document as specified in 3GPP TS 24.481 [31].

NOTE: The above conditions for starting timer TNG2 (in-progress emergency group call timer) and timer TNG3
(group call timer) also apply in the case that these timers are re-started. For example: the case where the
timer TNG3 wasiinitialy running, the MCPTT group call is upgraded to an MCPTT emergency group
call and then the MCPTT emergency group call is cancelled.
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6.3.3.6 Generation of I_MESSAGEs containing MKFC and MKFC-ID

6.3.3.6.1 General

This procedures in this subclause are executed by the controlling MCPTT function as aresult of receiving SIP INVITE
requests targeted to a group identity, where the controlling MCPTT function has subscribed to the MCPTT group key
transport payloads (GKTP) document as specified in 3GPP TS 24.481 [31] for the group identity and the controlling
MCPTT function has been notified of the GKTP document for the group identity containing a <MKFC-GKTPs>
element.

The <MKFC-GKTPs> element contains one or more <GK TP> elements where each <GKTP> element represents an
|_MESSAGE(s) containing an MKFC and MKFC-ID, as specified in 3GPP TS 24.481 [31].

6.3.3.6.2 Creation of an |_MESSAGE containing MKFC
The controlling MCPTT function:

1) shal extract the GMS URI from the initiator field (IDRi) of the |_MESSAGE and use it together with the timer
related parameter to check the signature of the |_MESSAGE as described in 3GPP TS 33.179 [46];

2) if the signatureis not valid, shall exit this procedure. Otherwise shall validate that the contents of the recipient
field (IDRr) of the | _MESSAGE to ensure it matchesto the URI of the controlling MCPTT function;

3) if the contents of the IDRr do not match to the controlling MCPTT function URI, shall exit this procedure.
Otherwise, shall use the contents of the IDRr to decrypt the | MESSAGE and extract the MKFC and MKFC-ID;

4) shall re-generate the | MESSAGE containing a common header payload, a timestamp payload, an IDRi payload,
an IDRr payload, an IDRkmsi payload, an IDRkmsr payload, a SAKKE payload, a SIGN payload, a security
policy payload and a general extension payload containing the MKFC and MKFC-1D, as specified in the group
key transport payload structure in subclause 7.4.2 in 3GPP TS 24.481 [31], but with the following clarifications:

NOTE: TheMKFC istreated asa GMK for transport, using the security procedures defined in subclause 7.3.1 of
3GPP TS 33.179 [46] and the encapsulation procedures of Annex E.2 of 3GPP TS 33.179 [46].

a) the DRI payload (or ID payload with ID role field set to the 'IDRuidi’) contains the URI of the controlling
MCPTT function;

b) if thel MESSAGE isto be sent to the participating MCPTT function, the IDRr payload (or 1D payload with
ID rolefields set to 'IDRuidr') contains the URI of the participating MCPTT function;

c) if thel _MESSAGE isto be sent to the non-controlling MCPTT function, the IDRr payload (or ID payload
with ID role fields set to 'IDRuidr’) contains the URI of the non-controlling MCPTT function;

d) thelD datafield of the IDRkmsi payload is set to the URI of the MCPTT KMS used by the controlling
MCPTT function;

e) if thel _MESSAGE isto be sent to the participating MCPTT function, then the ID datafield of the IDRkmsr
isset to URI of the MCPTT KM S used by the participating MCPTT function; and

f) if thel _MESSAGE isto be sent to the non-controlling MCPTT function, then the ID data field of the
IDRkmsr is set to URI of the MCPTT KMS used by the participating MCPTT function;

5) shall signthel MESSAGE using the controlling MCPTT function URI;

6) if thel MESSAGE isto be sent to the participating MCPTT function, shall encrypt the | MESSAGE using the
participating MCPTT function URI; and

7) if thel _MESSAGE isto be sent to the non-controlling MCPTT function, shall encrypt the | MESSAGE using
the non-controlling MCPTT function URI.
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6.3.4 Non-controlling MCPTT function of an MCPTT group
6.34.1 Request initiated by the non-controlling MCPTT function of an MCPTT group

6.3.4.1.1 SDP offer generation

The SDP offer is generated based on the received SDP offer. The SDP offer generated by the non-controlling MCPTT
function of an MCPTT group:

1) shal include only one SDP media-level section for MCPTT speech as contained in the received SDP offer; and
2) shall include an SDP media-level section for one media-floor control entity, if present in the received SDP offer.

When composing the SDP offer according to 3GPP TS 24.229 [4], the non-controlling MCPTT function of an MCPTT
group:

1) shall replace the IP address and port number for the offered media stream in the received SDP offer with the IP
address and port number of the non-controlling MCPTT function;

2) shall include all media-level attributes from the received SDP offer;

3) shall replace the IP address and port number for the offered media floor control entity, if any, in the received
SDP offer with the IP address and port number of the non-controlling MCPTT function; and

4) shall include the offered mediafloor control entity 'fmtp" attributes as specified in 3GPP TS 24.380 [5] clause 14.

6.3.4.1.2 Sending an INVITE request towards the MCPTT client
This subclause is referenced from other procedures.

The non-controlling MCPTT function of an MCPTT group shall generate initial SIP INVITE reguests according to
3GPPTS24.229 [4].

For each SIP INVITE reguest, the non-controlling MCPTT function of an MCPTT group:

1) shal generate anew MCPTT session identity for the MCPTT session with the invited MCPTT client and include
it in the Contact header field together with the g.3gpp.mcptt media feature tag, the g.3gpp.icsi-ref media feature
tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt”, and the isfocus media feature tag according to
IETF RFC 3840 [16];

2) shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the
"require" and "explicit" header field parameters according to IETF RFC 3841 [6];

3) shall include the ICSI value "urn:urn-7:3gpp-service.ims.ics.meptt” (coded as specified in 3GPP TS 24.229 [4]),
in a P-Asserted-Service-1d header field according to IETF RFC 6050 [9] in the SIP INVITE request;

4) shal include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of
"urn:urn-7:3gpp-service.ims.icsi.meptt” along with parameters "require” and "explicit" according to
IETF RFC 3841 [6];

5) shall set the Reguest-URI to the public service identity of the terminating participating MCPTT function
associated to the MCPTT ID of the MCPTT user to be invited;

NOTE 1: How the non-controlling MCPTT function finds the address of the terminating participating MCPTT
function is out of the scope of the current release.

NOTE 2: If theterminating MCPTT user is part of a partner MCPTT system, then the public service identity can
identify an entry point in the partner network that is able to identify the terminating participating MCPTT
function.

6) shall copy the application/vnd.3gpp.mcptt-info+xml MIME body in the received SIP INVITE request to the
outgoing SIP INVITE request;

ETSI



3GPP TS 24.379 version 14.1.0 Release 14 113 ETSI TS 124 379 V14.1.0 (2017-04)
7) shall update the application/vnd.3gpp.mcptt-info+xml MIME body with: a <mcptt-request-uri> element set to
the MCPTT ID of theinvited MCPTT user;

8) shall include the public service identity of the non-controlling MCPTT function in the P-Asserted-ldentity
header field;

9) shall include the received Referred-By header field with the public user identity of the inviting MCPTT client;

10) should include the Session-Expires header field according to rules and procedures of IETF RFC 4028 [7]. The
refresher parameter shall be omitted;

11) shall include the Supported header field set to "timer";

12)if the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE reguest contains an
<MKFC-GKTPs> element then:

a) for each instance of <GKTP> element of the <MKFC-GKTPs> element of the application/vnd.3gpp.mcptt-
info+xml MIME body:

i) shal perform the procedurein subclause 6.3.4.4.2 to re-generate an |_MESSAGE; and

ii) if the procedure in subclause 6.3.4.4.2 was successful, shall include the | MESSAGE in a<GKTP>
element of the <MKFC-GKTPs> element of an application/vnd.3gpp.mcptt-info+xml MIME body
included in the outgoing SIP INVITE request;

13) shall include an unmodified Answer-Mode header field, if present in the incoming SIP INVITE request;and

14) shall include the warning text set to "148 MCPTT group is regrouped” in a Warning header field as specified in
subclause 4.4.

NOTE 3: Aslong asthe MCPTT group is regrouped the floor control messages in the media plane includes a
grouped regrouped indication as specified in 3GPP TS 24.380 [5].

6.3.4.1.3 Sending a SIP INFO request
This subclause is referenced from other procedures.

The non-controlling MCPTT function shall generate a SIP INFO request according to rules and procedures of
3GPP TS 24.229 [4] and IETF RFC 6086 [64].

The non-controlling MCPTT function:
1) shall include the Info-Package header field set to g.3gpp.mcptt-floor-request;

2) shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-request-uri> set to the
temporary MCPTT group 1D and the <mcptt-calling-group-id> element with the constituent MCPTT group ID;
and

3) shall include an application/vnd.3gpp.meptt-floor-request+xml MIME body with the Content-Disposition header
field set to "Info-Package". For each current speaker the application/vnd.3gpp.mcptt-floor-request+xml MIME
body shall be populated as follows:

a) the <floor-type> element set to "general” or "dual" as described in subclause F.5.3;

b) the SSRC of the MCPTT client with the permission to send media in the <ssrc> element;

c) theactual floor priority in the <floor-priority> element;

d) the MCPTT ID of the MCPTT user with the permission to send mediain the <user-id> element;
€) the queueing capability in the <queueing-capability> element of the <track-info> element;

f) the participant type in the <participant-type> in the <track-info> element;

g) one or more <floor-participant-reference> elements in the <track-info> element in the same order as the
would appear inthe Track Info field as specified in 3GPP TS 24.380 [5] subclause 8.2.3.13; and
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h) if available, additional information in the <floor-indicator> element.

6.3.4.1.4 Sending an INVITE request towards the controlling MCPTT function
This subclause is referenced from other procedures.

The non-controlling MCPTT function shall generate a SIP INVITE request according to rules and procedures of
3GPPTS24.229 [4].

The non-controlling MCPTT function:

1) shall include in the Contact header field the g.3gpp.mcptt media feature tag, the g.3gpp.icsi-ref media feature tag
with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt”, and the isfocus mediafeature tag according to
IETF RFC 3840 [16];

2) shall include the ICSI value "urn:urn-7:3gpp-service.ims.ics.meptt” (coded as specified in 3GPP TS 24.229 [4]),
in a P-Asserted-Service-1d header field according to IETF RFC 6050 [9] in the SIP INVITE request;

3) shall set the Request-URI to the public service identity of the controlling MCPTT function based on the <mcptt-
request-uri> element received in the "SIP INVITE request for controlling MCPTT function of an MCPTT

group”;

NOTE 1. How the non-controlling MCPTT function finds the address of the controlling MCPTT function is out of
the scope of the current release.

NOTE 2: If theterminating MCPTT user is part of a parther MCPTT system, then the public service identity can
identify an entry point in the partner network that is able to identify the terminating participating MCPTT
function.

4) shall include an application/vnd.3gpp.mcptt-info+xml MIME body with:
a) the <session-type> element set to "prearranged”;

NOTE 3: The <session-type> element set to "prearranged"” regardless of which type of group the constituent
MCPTT groupis.

b) the <mcptt-request-uri> element set to the TGI retrieved from the <on-network-regrouped> element in the
group document;

¢) the <mcptt-calling-user-id> element set to the constituent MCPTT group I1D; and

d the <required> element set to "true”, if the group document retrieved from the group management server
contains <on-network-required> group members as specified in 3GPP TS 24.481 [31];

5) shall include the public service identity of the non-controlling MCPTT function in the P-Asserted-ldentity
header field;

6) should include the Session-Expires header field according to rules and procedures of IETF RFC 4028 [7]. The
refresher parameter shall be omitted; and

7) shall include the Supported header field set to "timer"”.

6.3.4.2 Requests terminated by the non-controlling MCPTT function of an MCPTT
group
6.3.4.2.1 SDP answer generation

When composing the SDP answer according to 3GPP TS 24.229 [4], the non-controlling MCPTT function of an
MCPTT group:

1) for the accepted media stream in the received SDP offer:

a) shall replace the IP address and port number in the received SDP offer with the | P address and port number
of the non-controlling MCPTT function; and
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2) for the accepted media-floor control entity, if present in the received SDP offer:

a) shall replace the IP address and port number in the received SDP offer with the I P address and port number
of the non-controlling MCPTT function; and

b) shall include 'fmtp’ attributes as specified in 3GPP TS 24.380 [5] clause 14.
6.3.4.2.2 Sending a SIP response to the SIP INVITE request

6.3.4.2.2.1 Sending a SIP 183 (Session Progress) response
When sending a SIP 183 (Session Progress) the non-controlling MCPTT function of an MCPTT group:
1) shall generate a SIP 183 (Session Progress) response according to 3GPP TS 24.229 [4];
2) shall include the following in the Contact header field:
a) the g.3gpp.mcptt media feature tag; and
b) the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.meptt";

3) shall include the public service identity of the non-controlling MCPTT function in the P-Asserted-ldentity
header field; and

4) shall include the option tag "tdialog" in a Supported header field according to rules and procedures of
IETF RFC 4538 [23];

6.3.4.2.2.2 Sending a SIP 200 (OK) response
When sending a SIP 200 (OK) response, the non-controlling MCPTT function of an MCPTT group:
1) shall generate the SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [4];

2) shall include the Session-Expires header field and start supervising the SIP session according to rules and
procedures of IETF RFC 4028 [7], "UAS Behavior". The "refresher” parameter in the Session-Expires header
field shall be set to "uac";

3) shall include the option tag "timer" in a Require header field;

4) shall include the public service identity of the non-controlling MCPTT function in the P-Asserted-ldentity
header field;

5) shall include the following in the Contact header field:

a) theg.3gpp.mcptt media feature tag; and

b) the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.meptt";
6) shall include Warning header field(s) received in incoming responses to the SIP INVITE request;

7) shall include the option tag "tdialog” in a Supported header field according to rules and procedures of
IETF RFC 4538 [23]; and

8) shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-called-party-id> element set
to the constituent MCPTT group ID and the <floor-state> element set to the state of the floor.

6.3.4.3 Generating a SIP NOTIFY request

The non-controlling MCPTT function shall generate a SIP NOTIFY request according to 3GPP TS 24.229 [4] with the
clarification in this subclause.

Inthe SIP NOTIFY request, the non-controlling MCPTT function:

1) shall set the P-Asserted-Identity header field to the public service identity of the non-controlling MCPTT
function;
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2) shall include an Event header field set to the "conference" event package;
3) shall include an Expires header field set to 3600 seconds according to |IETF RFC 4575 [30], as default value;

4) shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mecptt” (coded as specified in 3GPP TS 24.229 [4]),
in a P-Preferred-Service header field according to IETF RFC 6050 [9]; and

5) shall include an application/vnd.3gpp.meptt-info+xml MIME body with the <mcpttinfo> element containing the
<mcptt-Params> element with:

a) the <mcptt-calling-group-id> set to the value of the constituent MCPTT group ID;

b) if thetargetisaMCPTT user, the value of <mcptt-request-uri> element set to the MCPTT ID of the targeted
MCPTT user; and

c¢) if thetarget isthe controlling MCPTT function the value of <mcptt-request-uri> element set to the temporary
MCPTT group ID.

Inthe SIP NOTIFY request, the non-controlling MCPTT function shall include application/conference-info+xml MIME
body according to IETF RFC 4575 [30] as specified in subclause 6.3.3.4 with the following exceptions:

1) the non-controlling MCPTT function shall not regard the controlling MCPTT function as a participant and not
include the controlling MCPTT function in a<user> element; and

NOTE: The controlling MCPTT function initiated the temporary group call and will appear as a participant in the
group session.

2) the non-controlling MCPTT function shall include stored conference status information received in SIP NOTIFY
reguests from the non-controlling MCPTT function in subclause 10.1.3.5.3 and status information about own

participants.
6.3.4.4 Generating an |_MESSAGE containing MKFC
6.3.4.4.1 General

This procedure in this subclause are executed by the non-controlling MCPTT function as aresult of receiving a SIP
INVITE requests targeted to an MCPTT 1D, containing an application/vnd.3gpp.mcptt-info+xml MIME body with an
<MKFC-GKTPs> element present. The <MKFC-GKTPs> element contains one or more <GKTP> elements where each
<GKTP> element represents an |_MESSAGE(s) containing an MKFC and MKFC-ID, as specified in

3GPP TS 24.481 [31].

6.3.4.4.2 Creation of an |_MESSAGE containing MKFC
The non-controlling MCPTT function:

1) shall extract the controlling MCPTT function URI from the initiator field (IDRi) of the| MESSAGE and use it
together with the timer related parameter to check the signature of the | _MESSAGE as described in
3GPP TS 33.179 [46];

2) if thesignatureis not valid, shall exit this procedure. Otherwise shall validate that the contents of the recipient
field (IDRr) of thel _MESSAGE to ensure it matches to the URI of the non-controlling MCPTT function;

3) if the contents of the IDRr do not match to the non-controlling MCPTT function URI, shall exit this procedure.
Otherwise, shall use the contents of the IDRr to decrypt the | MESSAGE and extract the MKFC and MKFC-ID;

4) shall re-generate the | MESSAGE containing a common header payload, a timestamp payload, an IDRi payload,
an IDRr payload, an IDRkmsi payload, an IDRkmsr payload, a SAKKE payload, a SIGN payload, a security
policy payload and a general extension payload containing the MKFC and MKFC-ID, as specified in the group
key transport payload structure in subclause 7.4.2 in 3GPP TS 24.481 [31], but with the following clarifications:

NOTE: TheMKFC istreated asa GMK for transport, using the security procedures defined in subclause 7.3.1 of
3GPP TS 33.179 [46] and the encapsulation procedures of Annex E.2 of 3GPP TS 33.179 [46].
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a) thelDRI payload (or ID payload with ID role field set to the 'IDRuidi’) contains the URI of the non-
controlling MCPTT function;

b) the IDRr payload (or ID payload with ID role fields set to 'IDRuidr’) contains the URI of the participating
MCPTT function;

¢) thelD datafield of the IDRkmsi payload is set to the URI of the MCPTT KMS used by the non-controlling
MCPTT function; and

d) thelD datafield of the IDRkmsr is set to URI of the MCPTT KMS used by the participating MCPTT
function;

5) shall signthel MESSAGE using the non-controlling MCPTT function URI; and
6) shall encrypt thel MESSAGE using the participating MCPTT function URI.

6.3.5 Retrieving and processing a group document

6.35.1 General

This subclause describes how an MCPTT server accesses a group document from a group management server. The
MCPTT server which accesses a group document performs the role of a controlling MCPTT function or performs the
role of anon-controlling MCPTT function of an MCPTT group when accessing a group document. In such cases, for a
group call:

- thecontrolling MCPTT function and group management server are both located in the primary MCPTT system;
- thecontrolling MCPTT function and group management server are both located in a partner MCPTT system;

- thecontrolling MCPTT function islocated in the primary MCPTT system and accesses a group management
server in the primary MCPTT system and a nhon-controlling MCPTT function of an MCPTT group islocated in a
partner MCPTT system and accesses a group management server in the partner MCPTT system; or

- thecontrolling MCPTT function and non-controlling MCPTT function(s) of an MCPTT group are located in the
primary MCPTT system and access group management serversin the primary MCPTT system.

When the MCPTT server receives a SIP INVITE request that requiresit to access a group document, it usesan MCPTT
group ID or atemporary MCPTT group identity (TGI) which was created by the group regrouping operation as
specified in 3GPP TS 24.481 [31].

The MCPTT server can cache the group document associated with an MCPTT group or temporary group, and can
subscribe to be notified of changes to the group document associated with an MCPTT group or temporary group as
specified in 3GPP TS 24.481 [31].

NOTE 1: During the group regrouping operation as specified in 3GPP TS 24.481 [31], the controlling MCPTT
function is notified of the constituent MCPTT group identities associated with the TGI.

If the group data associated with an MCPTT group ID or TGI cached inthe MCPTT server isremoved, the MCPTT
server re-subscribes for changes in the group information associated with the MCPTT group ID or TGI.

NOTE 2: Re-subscription can occur prior to the receipt of an SIP INVITE request containing an MCPTT group ID
or TGI of agroup document which is no longer cached on the MCPTT server.
6.3.5.2 Rules for retrieving Group Document(s)

NOTE 1. Inthissubclause, "MCPTT server” can refer to either the controlling MCPTT function of an MCPTT
group or the non-controlling MCPTT function of an MCPTT group.

Upon receipt of a SIP INVITE request:

1) if the MCPTT server is not yet subscribed to the group document for the group identity in the <mcptt-request-
uri> element of the application/vnd.3gpp.meptt-info+xml MIME body of the SIP INVITE request, the MCPTT
server shall subscribe to the "xcap-diff" event-package for the group document of this group identity as specified
in 3GPP TS 24.481 [31];
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NOTE 2: The group identity in the <mcptt-request-uri> element is either an MCPTT group ID or atemporary

MCPTT group identity (TGI).

NOTE 3: Asagroup document can potentially have alarge content, the controlling MCPTT function of an MCPTT

2)

3

4)

5)

group can subscribe to the group document indicating support of content-indirection as defined in
IETF RFC 4483 [32], by following the proceduresin 3GPP TS 24.481 [31].

upon receipt of a SIP 404 (Not Found) response as a result of attempting to subscribe to the "xcap-diff" event-
package for the group document of the group identity in the <mcptt-request-uri> element of the
application/vnd.3gpp.meptt-info+xml MIME body of the SIP INVITE request as specified in

3GPP TS 24.481 [31], the MCPTT server shall send the SIP 404 (Not Found) response with the warning text set
to "113 group document does not exist" in a Warning header field as specified in subclause 4.4. Otherwise,
continue with the rest of the steps;

upon receipt of any other SIP 4xx, SIP 5xx or SIP 6xx response as a result of attempting to subscribe to the
"xcap-diff" event-package for the group document of the group identity in the <mcptt-request-uri> element of
the application/vnd.3gpp.meptt-info+xml MIME body of the SIP INVITE request as specified in

3GPP TS 24.481 [31], the MCPTT server shall send the SIP final response with the warning text set to "114
unable to retrieve group document” in a Warning header field as specified in subclause 4.4 and shall not continue
with the rest of the steps;

upon receipt of a notification from the group management server containing the group document for the group
identity in the <mcptt-request-uri> element of the application/vnd.3gpp.mcptt-info MIME body of the SIP
INVITE request, or if the group document is already cached:

a) if the MCPTT server isanon-controlling function of an MCPTT group, then the MCPTT server shall exit
this subclause; and

b) if the MCPTT server isa controlling function of an MCPTT group, then the MCPTT server shall determine if
the group document isfor aTGI or an MCPTT group ID asfollows:

i) if the group document includes an <on-network-temporary> element, then the group document is
associated witha TGl;

ii) if the group document does not include an <on-network-temporary> element or an <on-network-
regrouped> element, then the group document is associated with an MCPTT ID that has not been
regrouped; and

iii) if the group document does not include an <on-network-temporary> element but includes an <on-
network-regrouped> element, then the group document is associated with an MCPTT ID that has been
regrouped;

if the SIPINVITE request isa"SIP INVITE request for controlling function of an MCPTT group" and the group
identity in the <mcptt-request-uri> element of the application/vnd.3gpp.mcptt-info+xml MIME body of the SIP-
INVITE request isan MCPTT group ID that has not been re-grouped, the MCPTT server shall access the
following elements from the group document as specified in 3GPP TS 24.481 [31]:

a) if the <on-network-disabled> element is present in the group document, shall send a SIP 403 (Forbidden)
response with the warning text set to "115 group is disabled" in a Warning header field as specified in
subclause 4.4 and shall not continue with the rest of the steps;

b) if the <list> element of the <list-service> element does not contain an entry matching the MCPTT ID of the
user inthe SIP INVITE request, shall send a SIP 403 (Forbidden) response with the warning text set to "116
user is not part of the MCPTT group" in aWarning header field as specified in subclause 4.4 and shall not
continue with the rest of the steps;

c¢) if the <on-network-invite-members> element is set to "true" and if the SIP INVITE request contains an
application/vnd.3gpp.meptt-info+xml MIME body with the <session-type> element containing a value not
set to "prearranged”, shall return a SIP 404 (Not Found) response with the warning text set to "117 the group
identity indicated in the request is a prearranged group"” as specified in subclause 4.4 "Warning header field"
and shall not continue with the rest of the steps; and

d) if the <on-network-invite-members> element is set to "false” and if the SIP INVITE request contains an
application/vnd.3gpp.meptt-info+xml MIME body with the <session-type> element containing a value not
set to "chat” shall return a SIP 404 (Not Found) response with the warning text set to "118 the group identity
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indicated in the request is a chat group” as specified in subclause 4.4 "Warning header field" and shall not
continue with the rest of the steps;

6) if the SIPINVITE requestisa”SIP INVITE request for controlling function of an MCPTT group" and the group
document for the group identity in the <mcptt-request-uri> element of the application/vnd.3gpp.mcptt-info
MIME body of the SIP INVITE request is associated with an MCPTT group 1D that has been regrouped, the
MCPTT server:

a) shall obtain the TGI associated with the regrouped group, by accessing the "temporary-M CPTT-group-1D"
attribute of the <regrouped> element of the group document associated with the MCPTT ID in the <mcpitt-
request-uri> element of the application/vnd.3gpp.meptt-info MIME body of the SIP INVITE request;

b) if not hosting the TGI, shall:
i) stop processing the SIP INVITE reguest; and
ii) return a SIP 302 (Moved Temporarily) response with:
A) aContact header field set to the PSI of the MCPTT server hosting the TGI; and

B) an application/vnd.3gpp.meptt-info MIME body with a <mcptt-request-uri> element set to the TGI;
and

¢) if hosting the TGI, and the call to the temporary group isin progress, shall:
i) associatethe MCPTT ID of the calling user with the temporary group call;
ii) interact with the media plane as specified in 3GPP TS 24.380 [5]; and
iii) exit this subclause;

d) if hosting the TGI and the call to the temporary group is not in progress, shall subscribe to the "xcap-diff"
event-package for the group document of the TGI as specified in 3GPP TS 24.481 [31], if not already
subscribed;

€) upon receipt of a SIP 404 (Not Found) response as aresult of attempting to subscribing to the "xcap-diff"
event-package for the group document(s) for the MCPTT group ID(s) associated to the TGI as specified in
3GPP TS 24.481 [31], shall send the SIP 404 (Not Found) response with the warning text set to “113 group
document does not exist" in a Warning header field as specified in subclause 4.4 and shall not continue with
the rest of the steps;

f) upon receipt of any other SIP 4xx, SIP 5xx or SIP 6xx response as a result of attempting to subscribe to the
"xcap-diff" event-package for the group document(s) for the MCPTT group 1D(s) associated to the TGI as
specified in 3GPP TS 24.481 [31], shall send the SIP final response with the warning text set to "114 unable
to retrieve group document” in a Warning header field as specified in subclause 4.4 and shall not continue
with the rest of the steps;

g) upon receipt of a notification containing the group document for the TGI, or if the group document is already
cached, shall obtain the MCPTT IDs of the constituent groups by accessing the <constituent-M CPT T-group-
ID> element(s) of the group document for the TGI; and

h) if:

i) the <associated-group-id> element with an MCPTT ID isincluded in the application/vnd.3gpp.mcptt-info
MIME body;

ii) the MCPTT ID is present in one of the instances of the <constituent-M CPTT-group-1D> element in the
group document; and

iii) the group is not homed by the MCPTT server;

shall exit this procedure and authorize the MCPTT user at a non-controlling MCPTT function of aMCPTT
group;

NOTE 4: The non-controlling function of an MCPTT group can be located in the primary MCPTT system or a
partner MCPTT system.
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7) for the MCPTT ID of each constituent group, shall follow the actions below in step 8); and

8) if the SIPINVITE requestisa”SIP INVITE request for controlling function of an MCPTT group" and the group
document for the group identity in the <mcptt-request-uri> element of the application/vnd.3gpp.meptt-info
MIME body of the SIP INVITE request retrieved is associated with a TGl and if:

a) the application/vnd.3gpp.mcptt-info+xml includes an <associated-group-id> element, determineif the
constituent MCPTT group identified by the <associated-group-id> element is homed at the MCPTT server
and if that isthe case:

i) shall subscribe to the "xcap-diff* event-package for the group document for the constituent MCPTT
group 1D as specified in 3GPP TS 24.481 [31], if not already subscribed,;

ii) upon receipt of a SIP 404 (Not Found) response as aresult of attempting to subscribing to the "xcap-diff"
event-package for the group document for the MCPTT group ID associated to the TGI as specified in
3GPP TS 24.481 [31], shall send the SIP 404 (Not Found) response with the warning text set to "113
group document does not exist” in a Warning header field as specified in subclause 4.4 and shall not
continue with the rest of the steps; and

iii) upon receipt of any other SIP 4xx, SIP 5xx or SIP 6xx response as a result of attempting to subscribe to
the "xcap-diff" event-package for the group document for the MCPTT group ID associated to the TGl as
specified in 3GPP TS 24.481 [31], shall send the SIP final response with the warning text set to "114
unable to retrieve group document™ in a Warning header field as specified in subclause 4.4 and shall not
continue with the rest of the steps; and

b) the application/vnd.3gpp.mcptt-info+xml does not include an <associated-group-id> element, for each
MCPTT ID contained in each instance of the <constituent-M CPTT-group-1D> element of the group
document for the TGI:

i) shall determineif the group identity is homed on the controlling MCPTT function of an MCPTT group or
homed on a non-controlling MCPTT function of an MCPTT group;

NOTE 5: The non-controlling function of an MCPTT group can be located in the primary MCPTT system or a
partner MCPTT system.

ii) for each constituent MCPTT group ID that is homed on the controlling MCPTT function of an MCPTT
group shall subscribe to the "xcap-diff" event-package for the group document for the constituent
MCPTT group ID as specified in 3GPP TS 24.481 [31], if not already subscribed;

NOTE 6: Assoon as an error occurs when subscribing for a group document of a constituent MCPTT group ID, the
controlling MCPTT function of an MCPTT group stops subscribing to any further group documents of
congtituent MCPTT group IDs.

iii) upon receipt of a SIP 404 (Not Found) response as a result of attempting to subscribing to the "xcap-diff"
event-package for the group document(s) for the MCPTT group ID(s) associated to the TGI as specified
in 3GPP TS 24.481 [31], shall send the SIP 404 (Not Found) response with the warning text set to "113
group document does not exist" in aWarning header field as specified in subclause 4.4 and shall not
continue with the rest of the steps;

iv) upon receipt of any other SIP 4xx, SIP 5xx or SIP 6xx response as aresult of attempting to subscribe to
the "xcap-diff" event-package for the group document(s) for the MCPTT group ID(s) associated to the
TGl as specified in 3GPP TS 24.481 [31], shall send the SIP final response with the warning text set to
"114 unable to retrieve group document” in a Warning header field as specified in subclause 4.4 and shall
not continue with the rest of the steps; and

c) when all group document(s) for al constituent groups homed at the MCPTT server have been retrieved and if
the MCPTT ID of the user identified in the <mcptt-calling-user-id> element of the
application/vnd.3gpp.meptt-info+xml MIME body:

i) isamember of one the retrieved constituent MCPTT groups, received, shall exit this procedure; and

ii) isnot amember of any of the retrieved constituent group documents, shall determine that the MCPTT 1D
of the MCPTT user needs to be authorised by a non-controlling MCPTT function of an MCPTT group
and exit this procedure.
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6.3.5.3 Rules for joining a group session

The following conditions shall be met for the controlling MCPTT function to allow an MCPTT user to join an existing
group session:;

1) an<entry> element existsin the <list> element of the group document for the MCPTT user;
2) a<rule> existsin the group document with:

a) the <islist-member> element of the <conditions> element present and with the <join-handling> element of
the corresponding <actions> element set to "true"; or

b) the <identity> element of the <conditions> element containing an entry matching the MCPTT ID in the SIP
INVITE request, with the <join-handling> element of the <actions> element set to "true"; and

3) if the <supported-services> element is present, it contains:
a) a<service> element containing an "enabler" attribute which is set to the MCPTT ICSI; and
b) if a<group-media> element is present, an entry set to "MCPTT speech”.

If al of the above conditions are not met, then the MCPTT user shall not be authorised to join the group session.

6.3.5.4 Rules for initiating a prearranged group session

The following conditions shall be met for a controlling MCPTT function or non-controlling MCPTT function of an
MCPTT group to initiate a group session for the requesting MCPTT user:

1) if the <on-network-regrouped> element in the <list-service> element is present in the group document and if the
MCPTT ID indicated in theincoming INVITE request is the same asthe MCPTT group ID in the "temporary-
MCPTT-group-I1D" attribute of the <on-network-regrouped> element; or

2) if the <on-network-regrouped> element in the <list-service> element of the MCPTT group document is not
present in the group document;

and:
1) an <entry> element exists in the <list> element of the group document for the MCPTT user;
2) a<rule> existsin the group document with:

a) the <islist-member> element of the <conditions> element present and with the <allow-initiate-conference>
element of the corresponding <actions> element set to "true"; or

b) the <identity> element of the <conditions> element containing an entry matching the MCPTT ID in the SIP
INVITE request, with the <allow-initiate-conference> element of the <actions> element is set to "true”; and

3) if the <supported-services> element is present, it contains:
a) a<service> element containing an "enabler” attribute which is set to the MCPTT ICSI; and
b) if a<group-media> element is present, an entry set to "MCPTT speech”.

then the MCPTT user shall not be authorised to initiate the group session.

6.3.5.5 Determining the group members to invite

The MCPTT server shall only invite affiliated group membersto a group session. The MCPTT server determines the
affiliated members from the entries contained in the <list> element of the group document by following the procedures
specified in subclause 6.3.6.

NOTE 1: Theterm "affiliated group members' used above also includes those members that are implicitly affiliated
by the controlling MCPTT function.

If the number of members of the MCPTT group exceeds the value contained in the <on-network-max-participant-
count> element the MCPTT server shall invite only <on-network-max-participant-count> members from the list, but
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shall prioritise inviting those group members to the group session that have an <entry> element in the <list> element
with a <on-network-required> element present.

NOTE 2: The <on-network-max-participant-count> element indicates the maximum number of participants allowed
in the group session. The <on-network-required> element is used to determine which group members
need to acknowledge the group call before audio transmission can proceed.

NOTE 3: Other requirements for how the controlling MCPTT function selects which of the <on-network-max-
participant-count> members to invite is outside the scope of this specification.

NOTE 4: It isassumed that validation checks are performed at the group management server to ensure that the <on-
network-max-participant-count> cannot be less than the number of <on-network-required> users.

6.3.6 Affiliation check

The MCPTT server checksif an MCPTT user is affiliated to an MCPTT group at an MCPTT client by following the
procedures specified below:

1. the MCPTT server shall find the applicable MCPTT group information entry asan MCPTT group information
entry of thelist of MCPTT group information entries described in subclause 9.2.2.3.2, such that the MCPTT
group ID of the MCPTT group information entry is equal to the MCPTT group identity of the MCPTT group. If
the applicable MCPTT group information entry cannot be found, then the MCPTT server shall determine that the
MCPTT user is not affiliated to the MCPTT group at the MCPTT client and the MCPTT server shall not
continue with rest of the steps;

2. the MCPTT server shall find the applicable MCPTT user information entry asan MCPTT user information entry
of thelist of MCPTT user information entries of the applicable MCPTT group information entry, such that the
MCPTT ID of the MCPTT user information entry is equal to the MCPTT ID of the MCPTT user. If the
applicable MCPTT user information entry cannot be found, then the MCPTT server shall determine that the
MCPTT user is not affiliated to the MCPTT group at the MCPTT client and the MCPTT server shall not
continue with rest of the steps;

3. if the MCPTT client ID of the MCPTT client cannot be found in the list of MCPTT client information entries of
the applicable MCPTT user information entry, then the MCPTT server shall determine that the MCPTT user is
not affiliated to the MCPTT group at the MCPTT client and the MCPTT server shall not continue with rest of
the steps;

NOTE: the MCPTT client ID of the originating MCPTT client can be found in the <mcptt-client-id> element
contained in the application/vnd.3gpp.meptt-info+xml MIME body of a SIP INVITE request, SIP REFER
reguest or SIP MESSAGE request originated by the MCPTT client.

4. if the expiration time of the applicable MCPTT user information entry has been reached, then the MCPTT server
shall determine that the MCPTT user is not affiliated to the MCPTT group at the MCPTT client and the MCPTT
server shall not continue with rest of the steps; and

5. the MCPTT server shall determine that the MCPTT user is affiliated to the MCPTT group at the MCPTT client.
6.3.7 Error handling

6.3.7.1 Public service identity does not exist

Upon receiving arequest that includes the Request-URI set to a public service identity that is not allocated in the
participating or the controlling MCPTT function, the participating or the controlling MCPTT function shall return a SIP
404 (Not Found) response.

6.3.8 Session release policy

6.3.8.1 Session release policy for group call
If:
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1) the controlling MCPTT function receives an indication from the media plane that the T4 (Inactivity) timer
specified in 3GPP TS 24.380 [5] expired;
2) there are only one or no participantsin the MCPTT session;

3) if thecall isapre-arranged group call and if it isaccording to local policy, the initiator of the group call leaves
the MCPTT session;

4) the minimum number of affiliated MCPTT group membersis not present; or
5) timer TNG3 (group call timer) expires;
the controlling MCPTT function shall release the MCPTT session for the group call.

6.3.8.2 Session release policy for private call
If:

1) the controlling MCPTT function receives an indication from the media plane that the T4 (Inactivity) timer
specified in 3GPP TS 24.380 [5] expired;

2) the MCPTT session has lasted longer than the maximum of duration of private call; or
3) there are only one or no participantsin the MCPTT session;

the controlling MCPTT function shall release the MCPTT session for a private call.

6.4 Implicit floor request

Aninitial SIP INVITE request fulfilling the following criteria shall be regarded by the MCPTT server as an implicit
floor request when the MCPTT client:

1) initiatesan MCPTT speech session or initiates a pre-established session; and

2) includesthe "mc_implicit_request” ‘fmtp' attribute in the associated UDP stream for the floor control in the SDP
offer/answer as specified in 3GPP TS 24.380 [5] clause 12.

A SIPre-INVITE request fulfilling the following criteria shall be regarded by the MCPTT server as an implicit floor
request when the MCPTT client:

1) performs an upgrade of:
a) an MCPTT group call to an emergency MCPTT group call;
b) an MCPTT private call to an emergency MCPTT private cal; or
¢) anMCPTT group call to an imminent peril MCPTT group call; and

2) includesthe "mc_implicit_request” ‘fmtp' attribute in the associated UDP stream for the floor control in the SDP
offer/answer as specified in 3GPP TS 24.380 [5] clause 12.

In al other casesthe SIP (re-)INVITE request shall be regarded as received without an implicit floor request.

When using a pre-established session the MCPTT server shall regard the SIP REFER request as an implicit floor
request:

1) if the pre-established session was established with an implicit floor request and if an SDP offer is not included in
a"body" parameter in the headers portion of the SIP URI in the <entry> element of the application/resource-lists
MIME body, referenced by the "cid" URL in the Refer-To header field;

2) if the pre-established session was established with an implicit floor request, an SDP offer isincluded in a"body"
parameter in the headers portion of the SIP URI in the <entry> element of the application/resource-lists MIME
body, referenced by the "cid" URL in the Refer-To header field, and this SDP includes the
"mc_implicit_request” medialevel attribute in the associated UDP stream for the floor control in the SDP offer;
or
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3) if the pre-established session was established without an implicit floor request and the SDP offer in a"body"
parameter in the headers portion of the SIP URI in the <entry> element of the application/resource-lists MIME
body, referenced by the "cid" URL in the Refer-To header field includes the "mc_implicit_request" medialevel
attribute in the associated UDP stream for the floor control in the SDP offer.

In al other cases the SIP REFER request shall be regarded as received without an implicit floor request.

6.5 Handling of MIME bodies in a SIP message
The MCPTT client and the MCPTT server shall support several MIME bodiesin SIP request and SIP responses.

When the MCPTT client or the MCPTT server sends a SIP message and the SIP message contains more than one
MIME body, the MCPTT client or the MCPTT server:

1) shall, as specified in IETF RFC 2046 [21], include one Content-Type header field with the value set to
multipart/mixed and with a boundary delimiter parameter set to any chosen value;

2) for each MIME body:
a) shall insert the boundary delimiter;
b) shall insert the Content-Type header field with the MIME type of the MIME body; and
¢) shall insert the content of the MIME body;

3) shall insert afinal boundary delimiter; and

4) if an SDP offer or an SDP answer is one of the MIME bodies, shall insert the application/sdp MIME body as the
first MIME body.

NOTE: Thereason for inserting the application/sdp MIME body as the first body isthat if afunctional entity in
the underlying SIP core does not understand multiple MIME bodies, the functional entity will ignore all
MIME bodies with the exception of the first MIME body. The order of multiple MCPTT application
MIME bodiesin a SIP message isirrelevant.

When the MCPTT client or the MCPTT server sends a SIP message and the SIP message contains only one MIME
body, the MCPTT client or the MCPTT server:

1) shal include a Content-Type header field set to the MIME type of the MIME body; and
2) shall insert the content of the MIME body.

6.6 Confidentiality and Integrity Protection

6.6.1 General

6.6.1.1 Applicability and exclusions

The procedures in subclauses 6.6 apply in general to all procedures described in clause 9, clause 10, clause 11 and
clause 12 with the exception that the confidentiality and integrity protection procedures for the registration and service
authorisation procedures are described in clause 7.

6.6.1.2 Performing XML content encryption

Whenever the MCPTT UE includes XML elements or attributes pertaining to the data specified in subclause 4.8 in SIP
requests or SIP responses, the MCPTT UE shall perform the procedures in subclause 6.6.2.3.1.

Whenever the MCPTT server includes XML elements or attributes pertaining to the data specified in subclause 4.8 in
SIP requests or SIP responses, the MCPTT server shall perform the procedures in subclause 6.6.2.3.2, with the
exception that when the MCPTT server receives a SIP request with XML elements or attributes in an MIME body that
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need to be copied from the incoming SIP request to an outgoing SIP request without modification, the MCPTT server
shall perform the procedures specified in subclause 6.6.2.5.

NOTE: The proceduresin subclause 6.6.2.3.1 and subclause 6.6.2.3.2 first determine (by referring to
configuration) if confidentiality protection is enabled and then call the necessary procedures to encrypt
the contents of the XML elementsif confidentiality protection is enabled.

6.6.1.3 Performing integrity protection on an XML body

The functional entity shall perform the proceduresin the subclause just prior to sending a SIP request or SIP response.
1) The MCPTT UE shall perform the procedures in subclause 6.6.3.3.1; and
2) The MCPTT server shall perform the procedures in subclause 6.6.3.3.2.

NOTE: The proceduresin subclause 6.6.3.3.1 and subclause 6.6.3.3.2 first determine if integrity protection of
XML MIME bodiesis required and then calls the necessary procedures to integrity protect each XML
MIME body if integrity protection isrequired. Each XML MIME body hasits own signature.

6.6.1.4 Verifying integrity of an XML body and decrypting XML elements

Whenever the functional entity (i.e. MCPTT UE or MCPTT server) receives a SIP request or a SIP response, the
functional entity shall perform the following procedures before performing any other procedures.

1) The functional entity shall determine if integrity protection has been applied to an XML MIME body by
following the procedures in subclause 6.6.3.4.1 and if integrity protection has been applied:

a) shall use the keying information described in subclause 6.6.3.2 and the procedures described in subclause
6.6.3.4.2 to verify the integrity of the XML MIME body; and

b) if theintegrity protection checksfail shall not perform any further proceduresin this clause;

2) Thefunctional entity shall determine whether confidentiality protection has been applied to XML elementsin
XML MIME bodiesin a SIP request or SIP response, pertaining to the data specified in subclause 4.8, by
following the procedures in subclause 6.6.2.4.1, and if confidentiality protection has been applied:

a) shall use the keying information described in subclause 6.6.2.2 along with the procedures described in
subclause 6.6.2.4.2 to decrypt the received values; and

b) if any decryption procedures fail, shall not perform any further proceduresin this clause.

6.6.2 Confidentiality Protection

6.6.2.1 General

In general, confidentiality protection is applied to specific XML elements and attributesin XML MIME bodiesin SIP
requests and responses as specified in subclause 4.8. However in the case of SIP REFER requests used for pre-
established sessions, confidentiality protection isrequired for:

the targeted MCPTT ID or MCPTT Group ID, placed ina"uri" attribute of an <entry> element of an
application/resource-lists+xml MIME body that is pointed to by a"cid" URL located in the Refer-To header
field of the SIP REFER request; and

- sensitive XML dataincluded in MIME bodies which are placed in the hname "body" URI header field of the
URI included inthe "uri" attribute of the <entry> element of the application/resource-lists+xml MIME body.

Configuration for applying confidentiality protection is not selective to a specific XML element or attribute of the data
described in subclause 4.8. If configuration for confidentiality protection isturned on, then all XML elements and
attributes described in subclause 4.8 are confidentiality protected. If configuration for confidentiality protection is
turned off, then no XML content in SIP regquests and S|P responses are confidentiality protected.
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6.6.2.2 Keys used in confidentiality protection procedures

Confidentiality protection uses an XPK to encrypt the data which (depending on who is the sender and who is the
receiver of the encrypted information) can be a CSK or an SPK as specified in subclause 4.8. An XPK-ID (CSK-
ID/SPK-ID) is used to key the XPK (CSK/SPK). It is assumed that before the proceduresin this subclause are called,
the CSK/CSK-ID and/or SPK/SPK-ID are available on the sender and recipient of the encrypted content as described in
subclause 4.8.

The procedures in subclause 6.6.2.3 and subclause 6.6.2.4 are used with a XPK equal to the CSK and a XPK-ID equal
to the CSK-ID in the following circumstances as described in 3GPP TS 33.179 [46]:

1) MCPTT client sends confidentiality protected content to an MCPTT server; and
2) MCPTT server sends confidentiality protected content to an MCPTT client.

The procedure in subclause 6.6.2.3 and subclause 6.6.2.4 are used with a XPK equal to the SPK and a XPK-ID equal to
the SPK-ID in the following circumstances as described in 3GPP TS 33.179 [46]:

1) MCPTT server sends confidentiality protected content to an MCPTT server in the same domain; and

2) MCPTT server sends confidentiality protected content to an MCPTT server in another domain.
6.6.2.3 Procedures for sending confidentiality protected content

6.6.2.3.1 MCPTT client

If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.484 [50]
isset to "true" or no <confidentiality-protection> element is present in the Service Configuration document, then
sending confidentiality protected content from the MCPTT client to the MCPTT server is enabled, and the MCPTT
client:

1) shall use the appropriate keying information specified in subclause 6.6.2.2;

2) shall perform the procedures in subclause 6.6.2.3.3 to confidentiality protect XML elements containing the
content described in subclause 4.8; and

3) shall perform the procedures in subclause 6.6.2.3.4 to confidentiality protect URIsin XML attributes for URIs
described in subclause 4.8.

If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.484 [50]
is set to "false”, then sending confidentiality protected content from the MCPTT client to the MCPTT server is disabled,
and content isincluded in XML elements and attributes without encryption.

6.6.2.3.2 MCPTT server

If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.484 [50]
isset to "true" or no <confidentiality-protection> element is present in the Service Configuration document, then
sending confidentiality protected content from the MCPTT server to the MCPTT client is enabled. If the <allow-
signalling-protection> element of the <protection-between-mcptt-servers> element is set to "true” in the Service
Configuration document as specified in 3GPP TS 24.484 [50] or no <allow-signalling-protection> element is present in
the Service Configuration document, then sending confidentiality protected content between MCPTT serversis enabled.

When sending confidentiality protected content, the MCPTT server:
1) shall use the appropriate keying information specified in subclause 6.6.2.2;

2) shall perform the procedures in subclause 6.6.2.3.3 to confidentiality protect XML elements containing the
content described in subclause 4.8, and

3) shall perform the procedures in subclause 6.6.2.3.4 to confidentiality protect URIsin XML attributes for URIs
described in subclause 4.8.
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If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.484 [50]
is set to "false”, then sending confidentiality protected content from the MCPTT server to the MCPTT client is disabled,
and then content isincluded in XML elements and attributes without encryption.

If the <allow-signalling-protection> element of the <protection-between-mcptt-servers> element in the Service
Configuration document as specified in 3GPP TS 24.484 [50] is set to "false", then sending confidentiality protected
content between MCPTT serversis disabled, and content isincluded in XML elements and attributes without
encryption.

6.6.2.3.3 Content Encryption in XML elements
The following procedures shall be performed by an MCPTT client or an MCPTT server:

1) perform encryption as specified in W3C: "XML Encryption Syntax and Processing Version 1.1",
https.//www.w3.org/TR/xmlenc-corel/ [60] subclause 4.3, using the "AES-128-GCM a gorithm HMAC" asthe
encryption agorithm and the XPK as the key; and

2) follow the semantic for the element of the MIME body as described in Annex F of the present document, to
include the encrypted content in the MIME body ensuring that the necessary XML elements required for
confidentiality protection are included as specified in 3GPP TS 33.179 [46].

6.6.2.3.4 Attribute URI Encryption
The following procedures shall be performed by an MCPTT client or an MCPTT server:

1) perform encryption as specified in [aes-gcm], using the "AES-128-GCM algorithm HMAC" asthe encryption
agorithm and the XPK as the key, with a 96 bit randomly selected IV; and

2) replace the URI to be protected in the attribute by a URI constructed as follows:
a) the URI schemais"sip:";
b) the first part of the userinfo part is the base64 encoded result of the encryption of the original attribute value;
c) thestring ";iv="is appended to the result of step b);
d) the base64 encoding of the IV (section 5 of IETF RFC 4648 [71]) is appended to the result of step c);
e) thestring ";key-id=" is appended to the result of step d);
f) the base64 encoding of the XPK-ID according to 3GPP 33.179 [46] is appended to the result of step €);
0) thestring";alg=128-aes-gcm" is appended to the result of step f); and
h) thestring"@" followed by the domain name for MCPTT confidentiality protection as specified in
3GPP TS 23.203is appended to the result of step g).

6.6.2.4 Procedures for receiving confidentiality protected content

6.6.2.4.1 Determination of confidentiality protected content

The following procedure is used by the MCPTT client or MCPTT server to determineif an XML element is
confidentiality protected.

1) if an XML element contains the <EncryptedData> XML element, then the content of the XML element is
confidentiality protected; and

2) if an XML element does not contain the <EncryptedData> XML element, then the content of the XML element
is.not confidentiality protected.

The following procedure is used by the MCPTT client or MCPTT server to determineif a URI in the XML attributeis
confidentiality protected.
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1) if an XML attribute is a URI with the domain name for MCPTT confidentiality protection as specified in the
3GPP TS 23.003 [40], then the URI is confidentiality protected; and

2) if an XML attributeis a URI without the domain name for MCPTT confidentiality protection as specified in the
3GPP TS 23.003 [40], then the URI is not confidentiality protected.
6.6.2.4.2 Decrypting confidentiality protected content in XML elements

The following procedure shall be performed by an MCPTT client or an MCPTT server to decrypt an individual XML
element that has atype of "encrypted” within an XML MIME body:

1) if the <EncryptedData> XML element or any of its sub-elements as described in 3GPP TS 33.179 [46] are not
present in the MIME body then send a SIP 403 (Forbidden) response with the warning text set to "140 unable to
decrypt XML content” in aWarning header field as specified in subclause 4.4, and exit this procedure.
Otherwise continue with the rest of the steps;

2) perform decryption on the <EncryptedData> element as specified in W3C: "XML Encryption Syntax and
Processing Version 1.1", https://www.w3.org/TR/xmlenc-corel/ [60] subclause 4.4 to decrypt the contents of the
<CipherVaue> element contained within the <CipherData> element;

3) if the decryption procedure fails, then send a SIP 403 (Forbidden) response with the warning text set to "140
unable to decrypt XML content" in a Warning header field as specified in subclause 4.4. Otherwise continue
with the rest of the steps; and

4) return success of this procedure together with the decrypted XML element.

6.6.2.4.3 Decrypting confidentiality protected URIs in XML attributes

The following procedure shall be performed by an MCPTT client or an MCPTT server to decrypt a URI in an attribute
ina XML document:

1) thevaue between ";iv="and the next ";" provides the base64 encoded value of the 96 bit IV and the value
between ";=key-id" and the next ";" defines the key which has been used for encryption, i.e. "CSK" or "SPK";
and

2) theoriginal URI is obtained by decrypting the base64 encoded string between the "sip:" URI prefix and the next
":" using the "AES-128-GCM agorithm HMAC" as the decryption algorithm with IV and key as determined in
step 1). This vaue replaces the encrypted URI as the value of the XML attribute.
6.6.2.5 MCPTT server copying received XML content

The following procedure is executed when an MCPTT server receives a SIP request containing XML MIME bodies,
where the content needs to be copied from the incoming SIP request to the outgoing SIP request.

The MCPTT server:

1) shall copy the XML elements from the XML MIME body of the incoming SIP request that do not contain a
<EncryptedData> XML element, to the same XML body in the outgoing SIP request;

2) for each encrypted XML element in the XML MIME body of the incoming SIP request as determined by
subclause 6.6.2.4.1:

a) shall use the keying information described in subclause 6.6.2.2 to decrypt the content within the XML
element by following the procedures specified in subclause 6.6.2.4.2, and shall continue with the steps below
if the encrypted XML element was successfully decrypted;

b) if confidentiality protection is enabled as specified in subclause 6.6.2.3.2, then for each decrypted XML
element:

i) shall re-encrypt the content within the XML element using the keying information described in
subclause 6.6.2.2 and by following the procedures specified in subclause 6.6.2.3.3; and

ii) shal include the re-encrypted content into the same XML MIME body of the outgoing SIP request; and
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¢) if confidentiality protection is disabled as specified in subclause 6.6.2.3.2, shall include the decrypted content
in the same XML MIME body of the outgoing SIP request.

3) for each encrypted XML URI attribute in the XML MIME body of the incoming SIP request as determined by
subclause 6.6.2.4.1:

a) shall use the keying information described in subclause 6.6.2.2 to decrypt the URI value of the XML attribute
by following the procedures specified in subclause 6.6.2.4.3, and shall continue with the steps below if the
encrypted XML attribute value was successfully decrypted;

b) if confidentiality protection is enabled as specified in subclause 6.6.2.3.2, then for each decrypted XML
element:

i) shal re-encrypt the URI value of the XML attribute using the keying information described in
subclause 6.6.2.2 and by following the procedures specified in subclause 6.6.2.3.4; and

ii) shal include the re-encrypted attribute value into the same XML MIME body of the outgoing SIP
reguest; and

c) if confidentiality protection is disabled as specified in subclause 6.6.2.3.2, shall include the decrypted value
in the same XML MIME body of the outgoing SIP request.

6.6.3 Integrity Protection of XML documents

6.6.3.1 General

Integrity protection can be applied to awhole XML MIME body. When integrity protection is enabl