ETS| TS 129 198-3 V5.2.0 (2003-03)

Technical Specification

Universal Mobile Telecommunications System (UMTS);
Open Service Access (OSA)

Application Programming Interface (API);

Part 3: Framework

(B3GPP TS 29.198-3 version 5.2.0 Release 5)

G

—

D




3GPP TS 29.198-3 version 5.2.0 Release 5 1 ETSITS 129 198-3 V5.2.0 (2003-03)

Reference
RTS/TSGN-0529198-03v520

Keywords
UMTS

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

Individual copies of the present document can be downloaded from:
http://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, send your comment to:

editor@etsi.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2003.
All rights reserved.

DECT™, PLUGTESTS ™ and UMTS™ are Trade Marks of ETSI registered for the benefit of its Members.

TIPHON™ and the TIPHON logo are Trade Marks currently being registered by ETSI for the benefit of its Members.
3GPP™is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners.

ETSI


mailto:editor@etsi.org
http://portal.etsi.org/tb/status/status.asp
http://www.etsi.org/

3GPP TS 29.198-3 version 5.2.0 Release 5 2 ETSI TS 129 198-3 V5.2.0 (2003-03)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

All published ETSI deliverables shall include information which directs the reader to the above source of information.

Foreword
This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp .

ETSI


http://webapp.etsi.org/key/queryform.asp
http://webapp.etsi.org/IPR/home.asp

3GPP TS 29.198-3 version 5.2.0 Release 5 3 ETSI TS 129 198-3 V5.2.0 (2003-03)

Contents

Intellectual Property RIGNES.........oo et 2
0 Yo (o SRS 2
1= 11 o SRS 11
gLl [N o1 o] o ISP 11
1 o0 0= PP P RSP 13
2 RS L= (= 000 S 13
3 Definitions, symbols and abbreviationsS............coieeieiieie et ere s 14
31 D= T T (o) 1 14
3.2 F Y o] 1= V7= 0] P 14
4 OVErVIEW Of the FIramMEWOIK...........eeeieeese ettt et s e e e e e e tesneeneeseeenes 14
5 The Base Interface SPECITICAliON.........ccv it st re e e ne s 15
5.1 Interface SPECITiCatiON FOIMEL .........cccui et s st et e e re e s reesreeste e teereeneenneesnes 15
511 INEEITACE ClBSS ...ttt ettt b e ekt h e eb et ae e e e s et bt sb e eb e e he e s e e e e b e ebesaeeb e e e enneneea 15
512 MELNOO AESCIILIONS. ...ttt bbbt bbbt bt et b et et b e s bt eb e b 16
513 PaArAMELES GESCITPIIONS. ...ttt ettt b e et b et b e et b e e st b e e et b e bt eb e b 16
514 IS (=1 o L= PR S 16
52 RS S L1 = o RS 16
521 INtErface Class [PINTEITACE ..ottt b e et b e 16
53 SEIVICE INEEITACES ...ttt et b bbbt e e e e e b e bt sh e eb e s bt e bt e e e b e besbeebeeneenne e ennas 16
531 OVEIVIBW ..ottt sttt sttt sttt st s e st e be s e e st e ke s e e st e b e s e e st ebeseese e b e sees e eEeneeseebeseene e b e sbeneebenbe e ebenbeneesenbenennens 16
54 GENENIC SEIVICE INLEITACE ...ttt bbbttt e b bese e eb e s bt eh e e e e s e besreebesseene e e ennas 16
54.1 INLEITACE ClaSS IPSEIVICE ....cvie e ettt ettt e e s e sae e s te e teenteeneessaeste e seereenseeneennnennes 16
5411 MELNOO SELCAIIDACK() +..vvevereeieeteiieieeie ettt sttt se et se et et esae e ebesbeneenens 17
54.1.2 Method setCallbaCkWithSESSIONID () .. .e.veveieeieririeieiesieeete ettt sttt seese st seesesbeseeneenens 17
6 Framework ACCESS SESSION AP ... .ottt s e e re e e seeeneeneenneas 18
6.1 SEOUENCE DIBOIAITIS ...ttt st reete sttt sttt st et be et eb e se et b e s e e st e b e s e ebeeb e s e e bt e be s e e Rt eb e e ehe e b e ne e st ebene e st ebesbe e ebenneneees 18
6.1.1 Trust and Security Management SeqUENCE DIBgraIMS ..........ccuiirieirinieiniieesie e e 18
6.1.1.1 INETEBI ACCESS. .. et eeueeee ettt e et e st e sttt et et e st e e et e teseeebeeaeeseeneeneeneeseebeseeebeeneensenseseeseeeneeneeneensees 18
6.1.1.2 Framework TEIMINGEES ACCESS ........ceeeeerierterterteeteeteteseeste sttt sbe st et e s e ssesbesaeebesaeeseese st esbeseesbesaeeneennens 19
6.1.1.3 APPlICaiON TEMINALES ACCESS.....ccteeteeeieeeesteesteesteestessteseeseesseesseaseaseesseesseessesssessesesssessseesseessesssenns 20
6.1.14 NON-API [evel AUNENLICALION. .......ccuiiieiietieee et sr e sb e nee 21
6.1.1.5 APl LEVE AULNENTICALION ......eveeiieieiieseeest ettt st b et ebe e sr b sae b e e e e e 22
6.2 L= S D= =0 1SS 23
6.3 INEEITACE ClBSSES. ... ettt ettt ettt s et e e ee e beebeeaeeseemeeneese e seebesaeebeeaeeneeneeeeseeseesseeneeneeeeneeses 24
6.3.1 Trust and Security Management INterface ClaSSeS.......c.ciireiiirieirieseee e 24
6.3.1.1 Interface Class |pClientAPILevel AUhENEI CALION..........cooiviiiireiieeee e 24
6.3.111 Method <<deprecated>> aUthentiCaLE().........c.ererireirirerreer s 25
6.3.1.1.2 Method abOrtAUNENTI CAETON() ....cveeeeereie ettt 25
6.3.1.1.3 Method authentiCatioNSUCCEEAEA() ......vevrverrieetiriei ettt 26
6.3.1.1.4 Method <<NEW>> ChallENGE() .. .eoveree et r et eneeeaesnneenes 26
6.3.1.2 INtErface Class P I ENTACCESS.......ccveieeieseesee st e seeste st e st e seeste e teeteetesseesseesseesseessesnsesseesseesseenseensenns 26
6.3.1.2.1 M ethOd tErMINALEACCESS() ... vverreeeereeieesee st et et et e st e st e e teeteseeseesseesaeeteenseeseessaesseenteenseensesneennes 27
6.3.1.3 INterface ClasS IPINITIAL .........ccoieiiei e et e e et eteeeesreesaeesneesseenseenneans 27
6.3.1.3.1 Method <<deprecated>> initiateAUthentiCation() ........cccccvveeereereeie e s 28
6.3.1.3.2 Method <<new>> initiateAuthenticationWithVersion() .........ccecververeeiesiesieeseee e see e 29
6.3.14 Interface Class IPAUNENTTICAIION...........coi it 30
6.3.14.1 MELNOO FEQUESIACCESS() ...veueeuertereeierteseeiest ettt sttt b et b bbb bbb e bt nb e bbb nb e enis 30
6.3.1.5 Interface Class IPAPILEVE AULNENLICALTION ........c.coireiiieeeee e 31
6.3.1.5.1 Method <<deprecated>> selectEncryptionMethod() .........coveerereineicre e 31
6.3.1.5.2 Method <<deprecated>> aUthentiCaLE().........coeoeririeirirer s 32
6.3.1.5.3 Method abortAUNENEICALTION() ....eoveiee et e et e ae e s 32

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 4 ETSITS 129 198-3 V5.2.0 (2003-03)

6.3.1.5.4 Method authentiCatiONSUCCEEAEU() .......eeiveerrreeieiieeestee e ee et e e be e e enaeeaesneeenes 33
6.3.1.5.5 Method <<new>> selectAuthenticationMechaniSM() .........cceveereerieiiceseer e 33
6.3.1.5.6 Method <<NEW>> ChallENGE() ...veiveiee ettt enaeeeeenneenes 34
6.3.1.6 INEErTACE ClaSS IPACCESS ....cveete et ete ettt etee st e e e te e te s e seesseesteesteeaeeeseeesaesseeseesteensesneesneesneesaeenseenseenseans 34
6.3.1.6.1 Method OBtai NINEEMTACE() ....eeveeieee ettt teeaeenee s 35
6.3.1.6.2 Method obtaininterfaceWithCallDack() ........covveeieeieriesiese e 35
6.3.1.6.3 Method <<deprecated™>> ENAACCESS() ... .. rerrirrererrieeririereeieriere ettt bbb s sb e enes 36
6.3.1.6.4 MELhO [ISHINEEITACES() ....veveeeeeterteeei sttt bbbt 36
6.3.1.6.5 Method <<deprecated>> releasel NTErface()........courererirerie s 37
6.3.1.6.6 Method <<new>> selectSigningAIGOrithm() ......ccoo e 37
6.3.1.6.7 Method <<NEW>> tErMINGLEA CCESI() ....eveuerrirrerertireeierteree sttt ei et b bt sb e bbb sn e enes 37
6.3.1.6.8 Method <<new>> relinqUiShINEEITACE() .......cvevveeieese e 38
6.4 State TranSitioN DIBGIAIMS. ......ccceiieiieieere e eee st e st e te e e e st et e e e estesseesseesseesseaneesseesaeesseeseanseenseeseesneesseessens 38
6.4.1 Trust and Security Management State Transition Diagrams .........c.ccceeveereeeeeeeseese e see e eee e 39
6.4.1.1 State Transition Diagrams fOr IPINITIAl ........cc.vevveierieeeseee e 39
6.4.1.2 State Transition Diagrams for IpAPILevel AUthentiCation...........coivevvece e s 39
6.4.1.2.1 [AIE SEBEE.....e ettt ettt bttt e e bt st e et e st e et e R et b e e et be s be e be et e e etenteneenens 40
6.4.12.2 Authenticating Framework SEALE...........coooiiiiireeree bbb 41
6.4.1.2.3 Framework AUtNENtICAIEA SEALE .......co.eieeee et st 41
6.4.124 AUhentiCating ClIENT SLALE.........coeeiiieeiereeeee e b e b e s sre e eneas 41
6.4.1.25 Client AUhENTICAEEA SEAEE........coueeeeeeeeere ettt sbe s se e e e e e saesreeneeneeneens 41
6.4.1.2.6 L[S = (= TP 42
6.4.1.2.7 Authenticating Framework SEALE...........coooiiiieireeee bbb 42
6.4.1.2.8 Framework AUtNENICAIEA SEALE ..........eoeeeeieree e e s 43
6.4.1.2.9 AuthentiCating CHENt SEALE..........ccuieeeeeesee ettt e e e e e reereeaeeneennes 43
6.4.1.2.10 Client AUHENTICAEE SEALE.........c ettt ettt be b 43
6.4.1.2.11 [AIE SEAEE.....cueteeeteeie ettt b et sttt st et et e s b et et e s R et ke b et ebe st et bente e erenteneenens 44
6.4.1.2.12 Authenticating FrameWOrK SEALE.........cc.vecuieiiiecie et ee e e 44
6.4.1.2.13 Framework AUtNENICAIEA SEALE ..........eeeeieiereie e e 44
6.4.1.2.14 AUhentiCating ClIENT SLALE.........couoiieeeiere e b e e besreneene s 45
6.4.1.2.15 Client AUhENTICAEEA SEAEE........coeeeeeeeeeere ettt sae e e e e e sbessesseeneeneeneens 45
6.4.1.2.16 La [ = (= PP 46
6.4.1.2.17 Authenticating Framework SEALE...........coooiiiieiieeree e 46
6.4.1.2.18 Framework AUtNENtICAIEA SEALE .......coeeeeee e st 47
6.4.1.2.19 Authenticating CHENt SEALE..........ccieieeiecie et e e e e teeeeeaeennesnes 47
6.4.1.2.20 Client AUHENTICEEE SEALE.........coveireeirierieiriee ettt ae b eee 47
6.4.1.3 State Transition Diagrams fOr IPACCESS.......ccuviuiiieiieseee e e s steeste e s e e saeeee e ereesteenaessaesseesaens 47
6.4.1.3.1 ACHVE SEAEE ...ttt sttt sttt s b ettt st et et e s e et et e st et et esee e et e nae e erenbeneenens 48
7 Framework-to-APPHCAHON APl .......oooe ettt s e b s be e e sreenaenbeereas 49
7.1 SEOUENCE DIBGOIAITIS . ..eveteeett sttt sttt sttt bt ebe st et b e se et e b e s e e st eb e s e e bt eb e s e e bt e b e s e e bt e b e e ehe e be s e e neebens e st eb e st et nbenre e e 49
711 Event Notification SeqUENCE DIiagramsS. ..........ccueirieirienieeriereeie sttt sttt bbb e sb e 49
7111 Enable EVENt NO ICAON ..ottt et e ere e eneeneen 49
712 Integrity Management SEQUENCE DIBGIAIMS .........ooueiiirieineriee ettt sb e 50
7121 Load Management: Suspend/resume notification from application...........cccecveveveeneenieece s 50
7.1.2.2 Load Management: Framework queries |0ad StatiStiCS........cvucvvieieeieeie e see e 51
7.1.2.3 Load Management: Framework callback registration and Application load control .............cccceeuenen. 51
7.1.24 Load Management: Application reports current load CONdition.............ccvecvereereeircce e 52
7.1.25 Load Management: Application queries |0ad StatiStiCS........ccevviveieeieere e 53
7.1.2.6 Load Management: Application callback registration and load control .............ccccceveerieeiecciencieseennen, 54
7127 Heartbeat Management: Start/perform/end heartbeat supervision of the application ...........c.ccccceeveneee 54
7128 Fault Management: Framework detects a Service fallure ... 55
7129 Fault Management: Application requests a Framework activity test ..........cccoeveereinienninence e 56
713 Service DiSCOVErY SEQUENCE DIBgIaIMS .........eiveuerieieterieeete ettt sttt s sb et b e b e e b se e ebesbeneenens 57
7131 SEIVICE DISCOVEIY ...otireetiitiieteste ettt ettt ettt h bt e st b ekt b e b bt bbbt s et b b e st b e s e st b b e e b e e e e enis 57
714 Service Agreement Management SequEnCe DIiagramsS ..........coveereeeerieieriereeesie st seere e ereseeeenens 59
7141 SEIVICE SEIBCTION. ...ttt bbbttt s e e b s b s bt e b e e st e st et e e e besb e besbesbe e e enneneens 59
7.2 L= S D= =0 1 SRS 61
7.3 INEEITACE CIBSSES. ... ettt bt a ettt et b bbbt et e b e e e e b e e ke eh e e b e e Rt eh e e e e e e besbeebeeaeene e e enrenes 64
731 Service DiSCOVErY INErfate ClaSSES. .. ...uiiiiieii ettt s e st e te e aeeraeste e beenteeneeneeenes 64
7311 Interface Class |PSErVICEDISCOVETY ......occuiiieiieiieieeieseeseesteesteeteeaesseesteesteeteessesseesseesseesseesseensenseans 64
73111 MethOd [HSESEIVICETYPES() «veveeveeierieeiieseesteeste et eeestee e e e stesaeesaeesreesaeanseeseesseasseenseenseeseensesneesnns 65

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 5 ETSITS 129 198-3 V5.2.0 (2003-03)

73112
7.3.113
73114
732
7321
73211
73212
7322
73221
73222
73223
73224
7.3.3
7331
73311
73312
7.3.3.1.3
73314
7.3.315
7.3.3.1.6
7.3.31.7
7.3.31.8
7.3.31.9
7.3.3.1.10
733111
7.3.3.1.12
7.3.3.2
73321
73322
7.3.3.2.3
73324
7.3.3.25
7.3.3.2.6
7.3.3.2.7
7.3.3.2.8
7.3.3.29
7.3.33
7.333.1
7.3.33.2
7.3.3.3.3
7334
7.3.34.1
7.3.35
7.3.351
7.3.35.2
7.3.35.3
7.3.3.6
7.3.36.1
7.3.3.7
73371
7.3.3.7.2
7.3.3.7.3
73374
7.3.3.75
7.3.3.7.6
7.3.3.7.7
7.3.3.7.8
7.3.38
7.3.38.1
7.3.3.8.2
7.3.3.8.3
7.3.384

Method desCriDESENVICETYPE) .. e ueiieieeieese ettt te e sre e sae et e esaeasre e te e e enteenaesneennes 65
MethOd diSCOVErSEIVICE()...eeuveeuierieieeiee st este et et et estae st e teesteeteseesaeesse e te e teensessaesseenteenteenseaneesans 66
Method i StSUDSCIIDEASEIVICES() .....vevervieeiiriiieieriee et enas 67
Service Agreement Management INterface ClasseS.......ocveieeie et 67
Interface Class IpAppServiceAgreementManagemMeENt ..........ccccvereeieeieseeseesee e eseeseesee e e sreenseeeeens 67
Method SIgNSErVIiCEAGrEEMENL() ... cc.veieeieereerteeteeeesee s e steesteeeeseeseesre e teesreessessaesraesreesaeensesneesnns 68
Method terminateServiCEAGrEEMENT() ... cvier ittt b e 68
Interface Class |pServiceAgreementManagemENt ..........c.coereerereneeenienese et 69
Method SIgNSErVICEAGIEEMENT() ... . everveeererrereetert ettt b et sb e bbb e e enes 69
Method terminateServiCEAGrEEMENT() ... cvier ittt b e 70
MELhOO SEIECESEIVICE() ... v vttt bbb bbbt ens 71
Method initiateSigNServiCEAGrEBMENT() .......evvereerere e see e erteeree s e seesre e e e sre e re e e esaessaesneesnes 71
Integrity Management INtErfaCe ClaSSES........ccviiiiriiieiie e e ettt et e et eeteeaesneeenes 72
Interface Class IPAPPFAUITIMBNAGES .........ccveiieiiiieee e et e e ete e te s ee e steesreesseeseeeesseesseenseensenns 72
MELhOO ACHIVITY TESERES() ...vveueevereeeeiiriirietirteriet sttt st ettt ebe st e s sbe e eseste e besbentenessesseneenas 72
Method aPPACEIVILY TESIREG() ...veeveerreerieeriieiie et et e st e e e e e e see e s esreesre e e e ereesra e te e teeneeenneeneeenes 73
Method FWFaUItREPOITINA() ...ocveeeieeiee et et ee e 73
Method fWFAUItRECOVENYINGA() .....eeveiieeiiitieeetee e 73
Method <<deprecated>> sveUnavailablelNd() .........ccooermririiiirieee s 73
Method genFaultStaSRECOTARES() .......veeeuerriieiertii ettt 74
Method fwUNavai labl €INA() .......eoveeeeeriieriee e 74
MELNOA ACHVITYTESEEIT() ...veveueetereeeetesiee ettt ettt eb bbbt e bbbt enis 74
Method genFaultStASRECOTAEIT()......covereririieeierieeet st 74
Method appUnavailablelNd()........cceiieieeiiee e 74
Method genFaultStatSRECOTAREN() . vevvverveerieeriierieie et et e et e e rae e sreeeesneesnes 75
Method <<new>> SVCAVA I SEAEUSINA() ....veevveeeeeeieiesiee et 75
Interface Class IPFAUIIMANAQET .........ccevieiiereeseere e st st ste e ste et e e et e e e e sstesseesseesreesneesseenseenseans 75
Method aCtIVITYTESIREG() ...veveereeierieiee st e sttt et sre e e e e s e e sre e beenre e beeteeeneneennes 76
Method aPPACEIVIEYTESIRES() ....ecveieeeiieseesie ettt e te e sre s e et et eeaeesraesreesreenteeneeeneennes 76
Method sveUnavailahl €INA() ......coveeeeeriiieiriee et 77
Method genFaultStaSRECOTAREG() -...vveueererrireerertinieierieree ettt 77
Method QPPACHVITYTESIEIT() ...cveiveeeeeereeeetere ettt sttt sb e 78
Method <<deprecated>> appUnavailablelNd().........cccoereiriieirieeee s 78
Method genFaultStatSRECOTARES() .......veveuerriieiiriei ettt 78
Method genFaultStatSRECONAENT() .....veieeieeseeie e eie sttt e e e e saeeaesneeenes 79
Method <<new>> apPAVaI l SEAEUSINA() ... .eeoveereeeieiesieee e 79
Interface Class IPAPPHEABEAIMOML..........ccieiiie e se e e sreenneenne e 79
Method enabl €APPHEAMTBEAL().......ccveieeeiie ettt en e s 79
Method disabl APPHEAIMBEEL() ... .ccvveieeieerie i eeeeees ettt et e s e re e teeaeenaeenneenes 80

[V T= 1o o ol 7= 0o 1= Fa U= AV 80
Interface Class IPAPPHEBIMBEAL...........o..ciii ettt sb e 80
IMEENOO PUISE() +.vneeeteeeieetese ettt b bbb bbb et b et b et s bt nns 80
Interface Class IPHEABEAM GIML. ..ot 81
Method enablEHEAMBEAL() .......c.erveeeieriii ettt e b b e 81
Method diSablEHEAMBEAE().......cverveereereeieterteet e 81
Method ChanGEINEEIVEI() ....e.veueerereeerieieeiet ettt bbb 81
Interface ClassS IPHEAMBEAL ...........ccveiieiece ettt et sae e sre e s e e sreenseeneeens 82
V=1 o 0T 82
Interface Class IPAPPLOBAMENEGES .........ccuveieeieiieseeseesteesteeseeseeseesseesteeseetesssesseesseesaeesseesseensennsenns 82
Method QUErYAPPLOAAREG() ...veeveerreeieiieiieseeste et eteeteetesree st e sreeseeesae e s e eneeeseessaesreesseesaeeneesneesnns 83
Method QUENYLOBARES) .....ccveerieeieeieeieeiesieesee st e st e te et tesstesaae e e sreesaeeteensesseessaesseesteenseeneesneenans 83

VK= 1o o o 0TS Y7 = |l ) T 83
Method [0adL eVelNOLifiCaTON() ... .vevereeeeririeeet sttt 84
Method reSUMENOLIFICELION() .....eoveeererrieetere ettt 84
Method SUSPENANOLIfICATON() -...eveueeeerreeereit et 84
Method <<new>> createl 0adL evelNOLifiCatiON() .......ccoveerereeeririereere s 84
Method <<new>> destroyLoadL evelNOtifiCation() .........cccoereeririeerineree s 84
Interface Class IPLOAOME@NAQEY .........ccueeiereeieeeeieseesee st e sreeste e etesseesseesteesteesseesseeseesnnesseesseenseensenns 84
V= 1 oo = oo {0 7= [ 85

VK= 1o o o 0c Y] =T | = o () 86
Method QUErYAPPLOAARES() ... .ecveeeiieieiie ettt sae e s sre e sae et e see e e sraesraesreeseeeneenneennes 86

\V/T= 1o o Mo 0= o Y7aN o] ol I ar="o | = o () 86

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 6 ETSI TS 129 198-3 V5.2.0 (2003-03)

7.3.3.85 Method createl 0adL evVelNOti fiCaION() ......ecverreeieee e e 87
7.3.3.8.6 Method destroyLoadL evelNOtifiCaHON() ......vvecveeeieiesieei et 87
7.3.3.8.7 Method reSUMENOLITICALTON() ....vevveieeieese et aeeaesneeenes 87
7.3.3.8.8 VY= 1gleTe RSUES 1= 0o |\ Lo ] o1 o] o 88
7.3.39 INLErfaCE ClASS IPOAM ..ottt ste et e et e et e e aae e s eesteesbe e seeseeneesaeesaeenseenseenseans 88
7.3.39.1 Method systemDateTimEQUENY() .vevveiueereerieeiteeieeeesteesteesteesteseeseesreesreesse e teessessaesseesseesseesessneesnns 88
7.3.3.10 INterface Class IPAPPOAM ...ttt ettt b e et b e bbbt b e bt b e n et b b 89
7.3.3.10.1 Method systemDaETIMEQUEY() ...veverveuerrereiietertee ettt ebe s sb e sr e b e sb e enis 89
734 Event Notification INtErface ClasseS.......oouii ittt e et s sbe e e e neen 90
7341 Interface Class |PAPPEVENINOLIFICATION ........ooveiiereeieeesee e 20
73411 Method repOrtNOLIfiCaEION() ....vcverveeeeerrire ettt 20
7.34.1.2 Method notificatioNTerMINALEU() .. ..veivereereeie et e e st e en e e eeeneeenes 90
7.34.2 Interface Class IPEVENINOLIfICALION .........c.ccueiee et sre e reenaeenee e 90
73421 VK= 1glelo Rerg== it Lo 0] o= iTo] o) I 91
73422 VY= 1gTeTe oo o)V \ o 1N o= i o] ol 91
7.4 State TranSitioN DIBGIAIMS. ......cccei e iee it e et e st ettt e et e e st et e e e eseesseesseesseessesnaesaeesseesseeseanseenseessesneessensses 91
74.1 Service Discovery State TransSition DIagramS ........cceecevceieeieese ettt eteeaesnee s 92
7411 State Transition Diagrams for |pSErViCEDISCOVEIY ......c.ciiriiririeiriiiei sttt 92
74111 ot L= (= R 92
742 Service Agreement Management State Transition DIiagrams..........coeereereneeneieseneeeseseeve e 92
74.3 Integrity Management State TranSition DiagramsS........coceieeeerieiniereeeseee et s 92
7431 State Transition Diagrams for IPLOBAM@NAGEY ...........coireiririeeriieieriee e 92
74311 Lo [ = (= TSP 93
74312 Notification SUSPENAEA SLALE..........cccoiveiieiiiiecees et e st eteeaesneeenes 93
7.43.1.3 ACHVE SEALE ...ttt et sttt st et et e sttt ese et be st et et esee e et e nae e renreneeneas 93
7432 State Transition Diagrams for LoadManagerinternal.............coceveeveice e seese e 93
74321 NOIMEl OB SEALE..... ettt b e bbbttt bt b aeene e e e e e 94
74322 ApPPlICation OVENTOAO SLALE ........cceeieeiieieee ettt et et e et e teeeeeaesnnennes 94
74323 INtErNal OVENTOBH SEALE.........coueiuieieeeeie ettt bbbttt eesr b et ene e s 94
74324 Internal and Application OVErload SEALE ............coviiriiiriieeee et 94
7433 State Transition Diagrams fOr IPOAM ......c.ciiiiiiiee e 95
74331 ot L= (= R 95
7434 State Transition Diagrams for |PFaUItMaNagEr ............ceviieiririeireeereee e 95
74341 FrameWOrK ACHIVE SEBLE..........ceeereiie ettt st et et ese e e et e s teseesbesneene e e eneees 96
74.34.2 Framework FaUILY SEALE...........ccveierie e sttt sre et et e e e s ae e beenbe e teenteeeeeneennes 96
7.4.34.3 Framework ACHIVITY TESE SEALE.......cieeiee ettt e b teeae e enes 96
74344 SEPVICE ACHIVITY TESE SEALE .....eeeeiieiieeiitiie sttt ettt st ne et be e 96
744 Event Notification State Transition DIAgramsS..........c.ccceeieereiieeieeseeseeseeseeseeste e seesreesse e te e ssesessneesnes 96
7441 State Transition Diagrams for IPEVENtNOLITICALiON ........cccocoiveie e 96
8 FramewOork-10-SEIVICE AP ..ottt sttt b et e e 97
8.1 SEOUENCE DIBGIAITIS ...ttt sttt sttt sttt st et bt s e et bese et b e s e e st e b e s e ebeebe s e e bt e b e s e e bt e b e e e bt e b e seeneebene e st eb e st et ebenrene e 97
811 Service DiSCOVErY SEQUENCE DIBgIaIMS .........oiveeriiieierieeete sttt sttt et sb et sb et b e b se e ebesreneenens 97
812 Service Registration SeqUENCE DIGOIAIMS .........ceiirieiirieieieriere ettt st sb e bbb b e ebesreneerens 97
8121 LY S O el (= o i = 1 o S 97
8.1.3 Service Instance Lifecycle Manager Sequence DIiagramsS.......ccccvvveieeveerieeeeeeesieesie e eee e e seeeee e s 99
8131 SN SEIVICE AQIEEIMIENL ... eecvieeeceieeeesee e et e e e te st e seesae e teestesseesseeste e seeseaseesneesneesseenseensesnsessenssenssnns 99
814 Integrity Management SeqUENCE DIiagramS ........cvuueiueieeieerieeeeeeeseesee e etesseessaesseessesssesesssessseensesnsenns 100
8.14.1 Load Management: Service callback registration and load control..............ccoeveevieecnvcn e 100
8.1.4.2 Load Management: Framework callback registration and service load control ............ccccceveevvennnne 101
8143 Load Management: Client and Service Load BalanCing ..........cccoereereririenenineneeseseesie e 101
8144 Heartbeat Management: Start/perform/end heartbeat supervision of the service.........ccccooeeevenenee 102
8.145 Fault Management: Service requests Framework activity teSt ... 103
8.14.6 Fault Management: Service requests Application aCtiVity test ..........ccoeevireienenrinersee e 104
8.1.4.7 Fault Management: Application requests Service aCtiVity test ..........cooevvirrinennesere e 104
8.14.8 Fault Management: Application detects serviceis unavailable............coooeveeiiieiiiiiiieceee, 106
8.1.5 Event Notification SeqUENCE DIaQraMS.........ccuveiieeieiieieeseeieeseesee e ete e esee st e steetessaessaesreesteesaeenseensenns 106
8.2 (0= S D= =0 1 106
8.3 INEEITACE CIBSSES. ... ettt ettt b bbbt h et b e e e e E e e bt e bt b e e st eae e e e b e b e she e b e e neenne e ennes 110
831 Service Registration INtErface CIaSSES........civiiieii e et e et snaesnaesraesneas 110
8311 Interface Class |pFWSErVICEREQISIIaLi ON .........cccvieeeiieceee e ee e e e e esraesreas 110
83111 MethOd rEQISEEISEIVICE() ...vveiveereeieeiesiesee st e seeste et e st e s e e e e e tesnaesreesreesseenseenseeneeeneessaesseennens 110

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 7 ETSITS 129 198-3 V5.2.0 (2003-03)

83112
83113
83114
83.115
832
8321
83211
8.3.21.2
8.3.3
8331
83311
83312
8.3.3.13
83314
834
8341
83411
8.34.1.2
8.3.4.1.3
83414
8.3.4.1.5
8.3.4.1.6
8.34.1.7
8.34.18
8.34.19
8.3.4.1.10
834.111
8.34.2
83421
8.34.2.2
8.3.4.2.3
83424
8.3.4.25
8.3.4.2.6
8.34.2.7
8.34.2.8
8.34.29
8.3.4.2.10
834211
8.34.2.12
8.3.4.2.13
8.34.3
83431
8.3.4.3.2
8.3.4.33
8.34.4
8344.1
8.345
8.345.1
8.345.2
8.3.4.5.3
8.3.4.6
8.3.4.6.1
8.34.7
8.34.7.1
8.34.7.2
8.3.4.7.3
8.34.74
8.34.7.5
8.34.7.6
8.34.7.7
8.34.7.8

Method announceServiCeAVa lability() ........cvieereeie e 111
MethOd UNFEQISEEIrSEIVICE() ...veeveeieeieeeceesee st este ettt e e e e e e teesae e e sreesreesseenseenseeneesnaesneesneas 112
MethOd AESCIHTDESEIVICE() . .veveeieeieeie e cee sttt e s e e s te e ste e aesreesseesse e beenbeeneessaesraesneas 112
Method UNANNOUNCESENVICE() .....eeuvereieiieeieesiee st esteeteeaesseesteesee e e steetesaesseesseasseesseenseensensaesseessens 113
Service Instance Lifecycle Manager Interface Classes........coveieieiieiieeseese et 113
Interface Class |pServicelnstanceLifeCyClEManager ..........ccveveveeiieesiese e 113
Method CreateServiCEMaNAGET() ... ..ce rerrerereeereriereete ettt sttt b e et b e e ebe e e b sreneeneas 114
Method destroyServiCEMaNAgEN() ... o e erereerrereererie ettt sttt b et b e et b e e e b e b e neenens 114
Service DiSCOVErY INErfaCe ClasSES........coiiiiieriee ettt eb et e 114
Interface Class |PFWSEIVICEDISCOVETY ......c.ciirieiiiieiriirie sttt 115
MELhO [ISESEIVICETYPES() ...veueeverteeeterteriet sttt sttt sttt b e st b e et b e et b e e bt eb e e e e ebesbeneeneas 115
Method desCriDESENVICETYPE()...ecvieieiie e sttt este et et te e e e sreesreenreeaeeneenneensaesraenreas 115
MethOd diSCOVEISEIVICE()...veveereererieiieieesee st este et e e sseesseesee s e e steetesneesseesseesseenseensenssesseesseesses 116
Method I StREQI SLEFrEASENVICES() ... veevereeieeiee st este ettt et sre e st et e e e e e sreenraesraenneas 117
Integrity Management INtErface ClaSSES........cciveiiiiiierie ettt sreesneenreeneens 117
Interface Class |PFWFaUITIMBNAGES .......ccveiiieiee e este et e s e e te e e sreesaeeseeneesneesnaessaessens 117
Method aCtIVITY TESIREG() . .veeveerreeieeie e ree st re e ste et e e e e et sra e s e e st e e steeaesnnesneesnaesnaesraesneas 118
Method SVCACHVITY TESIRES() .....eiveueriereeierte et e e 118
Method appUnavai labl €INA()........ceeeverieiiereee et 119
Method genFaultStatSRECOTAREG() -.veveuerrereeeererieieteriee ettt e s ene s 119
Method <<deprecated>> sveUnavailablelNd() ........ccooreerireiierene e 120
Method SVCACHVITY TESIEIT() ...coveieeeeiteieeeete ettt 120
Method <<deprecated>> genFaultStatSRECOIARES() .......coerveerierieirierie e 120
Method <<deprecated>> genFaultStatSRECOIAEIT()......ccververrerierie e e erte e e ee e see e 121
Method <<new>> generateFaultStatSRECOIARES()........eevvereerieereeir e e 121
Method <<new>> generateFaultStatSRECOIAEIT() ........ccoveieerierieiiee et 121
Method <<new>> SVCAVa  SEAEUSINA() .....coveeireeireiiciecees et 122
Interface Class IPSVCFAUITM@ANAGET ..........civeieeieeeieciesees e eesae et ste e ae e e e saeenaeeeesneesneessaesneas 122
MELhOO CHIVITY TESERES() ...evereererteeetirieiete st sttt st sttt s ee st sbese e beseeseebeseesesbeseeeesesteneenens 123
Method SVCACHVITY TESIREG() «eveeeeerrereeiirte sttt st s b e e 123
Method FWFAUITREPOITINA() ...veiveeeeereeeet e b e 124
Method fWFaUItRECOVENYING() .....ccveriiieiiiieieesee e e 124
Method fwUnavai labl €INA() .......eoveeererieieereeeee e 124
Method svcUnavailabl €INA() ......coveeevereeieieieeeeree et 125
Method <<deprecated>> appUnavailablelNd()........cccccvrierierieeiece e 125
Method genFaultStatSRECONARES() .....ecveieeieeii ettt esreesreenneas 125
MethOd ACHIVITYTESIEIT() ..vveereeieeieee ettt e e s e et e e te s aesseesneeeneesnaesraenneas 126
Method genFaultStatSRECONAENT() .....vvieeieeiee e ese et ee et e et eraesreenneas 126
Method <<deprecated>> genFaultStatSRECOIAREG() ... .cveerverreereerierir e e e e et sae e 126
Method <<new>> generateFaultStatSRECOrAREG() .. .cvvvvverreererrerie e 127
Method <<new>> apPAVal SEEEUSINA() ......eoveerrerieirerere e 127
Interface Class |PFWHEATBEAIMOIML. ..ot 128
Method enablEHEAMBEAL() .......everveeererieiete sttt sttt et st b e e b e neeneas 128
Method diSabIEHEAMBEEE().... .. e reeeereerterieeeee ettt se e e see b ne e e neeneas 128
Method ChanGEINEEIVEI() ....coveuerrereeerie ettt st b e s b e s b b neeneas 129
Interface Class IPFWHERIMTBEAL ..........cccoirieiiiiee bbb 129
=1 0o 0T PSS 129
Interface Class IpSVCHEABEAIM QML ..........coiiiie ettt sreas 130
Method enabl€SVCHEABEAL() .......eecveiieeiee et ese ettt eneeeraesreenneas 130
Method diSablESVCHEAMBEAL()......cveverrereeririerieiirie ettt sttt st st b et b seeneas 130
Method ChanQEINLEIVEI() .....ccveeieeieeie et esreesteeteenseenaesnaesraesneas 131
Interface Class IPSVCHEAMBEAL ............cceeiiece ettt sneas 131
IMEENO PUISE() .ttt b et b e et b e et b e et b e se et eb e s b e e ebesbenneneas 131
Interface Class |PFWLOAOMBNAGES ..ottt b e b b 132
TS (aleTo = oo { o ="o [ ST U ST S PP PTPRTPUSURPRRN 132
Method QUENYLOBAREG() «..vveevereeuerterieieete sttt sttt sttt b e s eb e e eb b nneneas 133
Method QUErYSVCLOAORES() ....c.veueeveriiieterteseeieste ettt sttt sttt b e e b bbb e b sneneeneas 133
Method qQUENYSVCLOAOEIT().......veeeeeieesieeieeie ettt te e s sre e sreenneete e enaeenaesraenneas 133
Method createl 0adL eVelNOtIifiCaION() .....veivereereeie e 134
Method destroyL oadL evelNOtifiCaLiON() ......vereereeereieeesee et neeas 134
Method SUSPENANOLIFICALON() ....eeveeeeieeiee et e sa e e e eneesneesraesreesneas 134
Method reSUMENOLITICALTON() ....vveveeieiee et sre e sraesraenneas 135

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 8 ETSI TS 129 198-3 V5.2.0 (2003-03)

8.34.8 Interface Class IPSVCLOAOM@NAGET .........cccuevieiee ittt te e e st et te e e e e sseesteeteenaesneessaesnees 135
8.34.8.1 Method QUErYSVCLOAOREG() ..v.vveeveerieeieeieeiesie s et e sttt e e e ae s s sreesreesneeaeenseenaenraesseenneas 136
8.3.4.8.2 MELhOd QUENYLOBARES() .....cueeverieieeierieiete ettt sttt st st se et sttt st e b ae e ebesbeneenens 136
8.3.4.8.3 MethOd QUENYLOBAETIT() ... veieeeeeeteesieesieeestesee s e s eesteeste e te e tees e ssaessaesreesreesseeseenseanseeneessanssensnnns 137
8.34.84 Method 10adL eVElNOLITICATON() ... ccveieeiee et e e e e 137
8.3.4.85 Method SUSPENANOLIFICALON() ...veeveeeeieeiee e sre e eseeeneesraesreenneas 137
8.3.4.8.6 Method resumMENOLIFiCELION() ....veoveuerrereeirte et eb e e seeneas 138
8.3.4.8.7 Method <<new>> createl 0adL evelNOLIfiCatION() ........covreriereririeieie e 138
8.3.4.8.8 Method <<new>> destroyLoadL evelNOtifiCation() .........cccvvereeerereinireee e 138
8.349 INtErface Class IPFWOAM ........ooiiiiriee ettt bbb et b bt b st be b 138
8.349.1 Method systemDaETIMEQUEY() ...veververerrerieieterieeete ettt st sb e b b e b sae e b b seesesneneenens 139
8.3.4.10 INterface ClasS IPSVCOAM ...ttt et et e b e e e e saesseesaeesseeseenseensesnenssaesneas 139
8.3.4.10.1 Method systemMDateTimMEQUENY() ..eevverreerieeieeieerireteeeesteeseesee e esteseeseesreesseesseesesnsesssessaesseessees 139
8.35 Event Notification INterface ClIAsseS..........ooi i e 140
8.35.1 Interface Class |PFWEVENINOLIfICALION..........cceiieeceeee e 140
83511 VK= 1glele Mot it N\ Lo (] o= i o] o) ISR 140
8.35.1.2 (\V/T= 1 gTee o e o)V \ o0 N o= o] ol S 141
8.352 Interface Class |PSVCEVENENOLIfICALION ........ccoiieiiieee e 141
83521 Method repOrtNOLIfi CaEION() ...veverreeeeereeiet ettt b e nnene s 141
8.3522 Method notificatioNTerMINAIEA() ... ..coereerererieireiet e 142
8.4 State TranSItioN DIGOIAMS. .......coveuiitiietiriie ettt ettt bbb e st e e bt b e e bt b e e e bt e b e s e st e b e b e st ebe b e e 142
84.1 Service Registration State Transition DiagramsS........coeeeereirerieeneseee et 142
8411 State Transition Diagrams for |pFwWServiCeREgI StratioN. ..........coeereieerieene e 142
8.4.11.1 SCF REGISIENEA SEALE......cuecviieeeieterieeete ettt sttt se b e st s b et s e st e tenensesseneens 143
84112 SCF ANNOUNCED SEBEE........eeueeueeeeie sttt ettt sttt et i et e e se e b e b e bt sbe e st ese e e et e saeene e e ennenes 143
8.4.2 Service Instance Lifecycle Manager State Transition Diagrams..........ccceeveeveeeeseeneeiesieseeseeseesee e 143
8.4.3 Service Discovery State Transition DIiagramS .........ccueceeieeierieiee s esesieeseese e see e sreesseesesseessaesreesnees 144
844 Integrity Management State TranSition DIaQraMS.........ccvecvieeeneereeieseeseese e sae e e e ssaesee e esaeeneeneens 144
84.4.1 State Transition Diagrams for IpFWLOaOdMaNager ..........ccveuieieriereeseee et eee e se e 144
84411 Fa [ = (= PSS 144
84412 NOtification SUSPENTEA SEALE.........c..coviiriiiie et 144
84413 F o L= (= RS 145
845 Event Notification State Transition DiagramS.........c..eoeeieiririeeririeesieee e 145
9 SEIVICE PrOPEITIES. ...ttt et e et h bbbt e b e b e e es e e nenb e b e nr e n e 146
9.1 S VLo c o o o< YN Y/ 0= 146
9.2 GENEral SEIVICE PrOPEITIES ... eeieeie ettt ettt e te et e e s aeesaeeaeeneesseesseeesaesseesseenteeneeennennes 146
921 SEIVICE INITIE. .. ..ttt ettt et b bt ehe st e e e b sh e eb e s bt eh e e he e e e bese e e b e sbeeh e e e e b e abesbeebe e e enneneen 147
922 s AV Y= (= o] o TR OSSP URTPPURPRRTPRN 147
9.2.3 S Yo SR RRSN 147
924 SEIVICE DESCIIILION. ...ttt ettt b et b et b e bt b s bbb et st b e et eb e bt be b 147
9.25 0o [0 Tox B V=0 o RS 148
9.2.6 (0o (U (ot AT = £ T o S 148
9.27 <<deprecated>> SUPPOIEd INEEITACES........ccviiieeee bbb 148
9.2.8 (@ o< = (0] 1= SRS 148
O T D= r= B = 11 (o PSP 149
101 Common Framework Data DefiNitiONS ..........cooiiiiiiieeeiere et s sb e neen 149
10.1.1 QLI 1O 172 o] o 5 SRR 149
10.1.2 TP I ENEAPPIDLISE ...ttt b bbb bbbt s bbbt b s e st b b e e bt b e ens 149
10.1.3 TPDOMAINID ...ttt bt b et b et b bbb e bR e e bR e e bbbt e e ne bt b e e ae e e enn 149
10.1.4 TPDOMAI NI DT Y. ...ttt sttt ettt bbbt h bt et b e et b e e bt e e e bt bt s eb e s e st b et e e bt nn e e ens 150
10.15 QLI =21 o 1 5 ST 150
10.1.6 TPPIOPEITYNGIME. ... e s s e s s n e 150
10.1.7 QI oL 0 o T= 1 YA = L= S 150
10.1.8 I 0] (0] 0= ¢ Y SRS 150
10.1.9 QI 0 0 T= 1 Y = S 150
10.1.10 LI o= 1100 o1 B T TR 150
10.1.11 LI o1 5 SRS 150
10.1.12 LI 015 = Yot TSRS 151
10.1.13 TPSEIVICELISE ..tttk b bbbt h b bk bt e R R e h bbb p bt n s 151
10.1.14 TPSENVICEDESCITPION ...ttt ettt eb et b et b bbbt b e s e e e e bt b e b et e st bt e bt nn e ens 151

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 9 ETSI TS 129 198-3 V5.2.0 (2003-03)

10.1.15
10.1.16
10.1.17
10.1.18
10.1.19
10.1.20
10.1.21
10.1.22
10.1.23
10.1.24
10.1.25
10.1.26
10.1.27
10.1.28
10.1.29
10.1.30
10.1.31
10.1.32
10.2
10.21
10.2.2
10.2.3
10.3
10.3.1
10.3.2
10.3.3
10.34
10.3.5
10.3.6
10.3.7
10.3.8
10.3.9
10.3.10
10.3.11
10.3.12
10.3.13
10.3.14
104
104.1
104.2
10.4.3
104.4
10.4.5
10.4.6
104.7
10.4.8
10.4.9
10.4.10
10.4.11
10.4.12
10.4.13
10.4.14
10.4.15
10.4.16
10.4.17
10.4.18
10.4.19
10.4.20
10.4.21
10.4.22
10.4.23
105

QI 05 Y= 1 SR 151
TPSEIVICEIDLISE ...ttt ettt e bbbt e e b e bt Rt e b e e st e s e e e e s e besreeb e et ennennenres 151
TPSEIVICEINSIANCEID ...t e e e te et e s e eseessaesbe e seeseenaesneesneesneenseanseansenns 151
T PSEIViCETYPEPIOPEITY ..o iteeie ettt e e s e s e e te et e e s e estessaesseesseesseesesneesneesneanseensennsenns 151
T PSErViCETYPEPIOPEITY LIS ...ee ettt sttt e st et e e e e essesaaesnnesaeesneenseenseensenns 151
TPSErViCETYPEPIOPEITYMOUE. ......oceeeeeeeetieseecte ettt et te s ae s e s reesaeesaeenaeeseesneenseenseensenns 152
TPSErVICEPTOPEIY TYPENGBIME. .....ctiieiitieeiert ettt b bbb bbbt b et b bbb e ens 152
TPSENVICEPTOPEITYINGITIE. ...ttt b et bt b et b et b e e et b et e e b e s e st bt e e bt nn e e ens 152
TPSErVICEPTOPEIYNGIMELISE. .. ..cvetieetiteeiert ettt et b et b e n e sn s 152
TPSENVICEPTOPEIYV AIUE. ...ttt b bbbt e bbbt b et s e bt bbb e ens 152
TPSENVICEPIOPEIYV AIUELISE. ...ttt et b e e s 152
RIS V0= (0] 0= S 152
I 0SS Vo= 0] 0= T S 152
TPSEIVICESUPPIIENTD ... ettt e e e te et e s e eseessaesse e seeseeneesneesneesneenseanseensenns 152
TPSErViCETYPED ESCIIPLION ....e.vieteeteeie e sttt ste e e et e et e e s et eesteete e s e sseesseesbe e teensesneesseesneesneenseanseensenns 153
TPSEIVICETYPENGIME ... eeeieeeeteete ettt e e s ee st e st e s e e steeeeeseeaseeeseesse e seesseenseessesseesseesaeessesneesneesseanseansennsenns 153
TPSErVICETYPENGIMELISE ...c.eeiieeteeie et e st e te et eestessaesseesteesseesesneesreesneenseeseensenns 153
I IS Lo T= o I o= TSROSO 153
Event Notification Data DefiNitiONS..........cccoiieiiiiieeee ettt e e e 154
TPFWEVENINGIME......ce et s s e e e e sne e 154
TPFWEVENTCTITETA ...ttt ettt e bbbt et b bt b et e bt b e e bt s b et e st bt e e e bt se e e ens 154
TPFWEVENTINTO. ...ttt bbbt e bt et b bbb bbb et bt st e e bt e e ens 154
Trust and Security Management Data DefiNitioNns ..o e 154
QLI 0T e e =] Y/ o= TSP 154
LI TN U 1118/ =TS 155
BN oi Y/ o 0] g @ o = o 1 1 2SS 155
IS oi Y o 0 g @r" o= o1 11§ N S 155
TPENUA CCESSPIOPEITIES. ....oveeee ettt ee e e e s e e e sre e s te e te et e eseeeseessaesbe e teeseensesseesneesneenseenseensenns 155
QLI 07N U 110100 0 o S 155
TPINEEITACENGITIE ... ettt bbbt b et b bbbt b e et bt e bt e e ens 156
TPINEETACENGIMELISE ...ttt b et b et b et b e ne e ens 156
TPSEIVICET OKEN. ...ttt bbb et b et b bbbt b e bt b eh bt b et bt e e bt nn e e ens 156
TPSIGNALUrEANASENVICEMQE ...ttt b et b et b et b e bt e e eb e ese b b e e b b nnens 156
TPSIGNINGATGOITENM ...t bbbt bbbt b et sn e ens 157
TpSigningAlgorithmCapahi lityLiSt ........ceeceieeiee e ne e e ae e e neeaeenreens 157
QLI TAN U Y = T o S 157
TPAUINMECHANISINILISE ... eeiteeie ettt e e st e te e e e e sseesaaesseesneesneenseenseensenns 157
Integrity Management Data DefiNitiONS...........coieiieiieicesesees ettt e e e saees 157
QI AN Y Y 1= € (=SS 157
QI o =5 (= oo o S 158
TOFAUIESEAES. ...ttt ettt b e btk b bbbt e b e s bt e et b R etk e bt e e Rt bt b a e e e ens 158
TPFAUIESEALI SHICSETTON ...ttt ettt b et b et b et b s s bbbt b e bt b e et bt e b nn e e ens 158
TPFAUIESEBESSEL ...ttt ettt b bbbt b et b e e s bt s bt bt b e bt e bbbt bt e bt e e 158
TPACHVITYTESIID ...ttt bbbt et b et b st b s b et bt b e b et b st e e e bt ne e s ens 158
TPINLEITACERAUIT ...t bbbt bbbt et b et b e se e ens 158
TPSVCUNGVAITREBSON......c.ecuiitiiciiiteei ettt bt b e bt et b et b s e st b et ne b e ens 159
TPFWUNQVAITREBSON .......oeeeeiecie ettt e e e sae e s te e te et e eseeeseesta e te e teensesneesneesneesneenseenseensenns 159
QLI oI0 7= o | =Y S 159
QI o oo I I 0= o] o S 159
QLI o070 | a2 S 159
LI o070 | o] 1T o S 160
I o070 S = oSS 160
Bl o1 Moz o S e (o L SO PRSPPSO 160
TPL OAOSEALI SHICD@IA .......cveaeeeeeeneetertee ettt ettt b et b e bbbt b b s b e eb b e s e e bt st e e bt e e ens 160
TPLOAOSEALI StICENTITYID ...ttt b bbb e 160
TPL OA0SEALT St CENII Y TYPE ...ttt sttt b ettt b et bt b e et b bbb ens 161
TPLOAOSEALISHCINTO ...ttt b bbbt b et b et b e nr e 161
QI I0r= 0 = S o L g (01N o S 161
QI o 0720 S = S o = o S 161
TPSVCAVAI SLALUSREASON. ......c.eeieeeieeiee et s et e st et e e eestessaesteesseeseensesneesneesneenseenseensenns 162
TAPPAVEI SLEEUSREASON. ..ot sttt et e e e s e st e s te e s teesteetesneesneesneesseenseensenns 162
Service Subscription Data DEfiNItIONS .........c.ccieiieiieese e e b e re e reeneeneeenes 162

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 10 ETSITS 129 198-3 V5.2.0 (2003-03)

10.5.1 QLI o] 0] 0= Y]\ F= 0 1T PSPPSR 162
10.5.2 QI 0o T= YA = S 163
10.5.3 I 0] (0] 0= ¢ TSROSO 163
1054 QI o 0 0T Y = S 163
10.55 BN ]1( o) 0] 7 1= S 163
10.5.6 LI 0101 TSSOSO PSR P PRSP 163
10.5.7 TPSENVICECONIIBCLID ...ttt b bbbt b b st b et b e e e ens 163
10.5.8 TPSEVICECONIITBCHIDLISE. . .ccveeieeetereeet ettt bbb bbbt nn s 163
1059 TPPEISONNGITIE ... e s r e b e e e e e e e aeenneene 163
10.5.10 TPPOSEBIAGUIESS.......cteeeieetereeieet ettt b bbbt b s s bbbt e e e e bt b e bt bt b e st bt e e ea e e e ens 163
10511 TPTEEPNONENUMDE ..ot bbbt b bt b et b e nn e ens 163
10.5.12 TPEMAI ..ot E R R R R Rt E R 164
10.5.13 TPHOMEPAGE ......eeiiteeee et sttt st e s e b e e e bt e e b e e e be e eabeesabeesabe e sabeesabeeenreennres 164
105.14 QI S 0] T =SS 164
10.5.15 I 0] = £ o o PSPPSR 164
10.5.16 TPSEIVICESIAIDEALE. ... e evecteee ettt s e e e st et e et e e e et e e s be e teesteestessaesseesseesaeentesneesneesneenseanseensenns 164
10.5.17 TPSEIVICEENUDALE. ... i cee e eeete ettt e et e e e s e s e e s te e teesteesteestessaesseesseesseeneesnnesneesneanseansennsenns 164
10.5.18 TPSENVICEREUUESION ...ttt ettt ettt b et b bbb e h bt e bt e bt s h e bt e e st e bt b e st s b s e s e bt et e e ebenr e e ens 164
10.5.19 TPBITINGCONLACT ...ttt b bbbttt b e bt e st b s e e eb et e e b e e ens 164
10.5.20 TPSErViCESUDSCIi Pt ONPIOPENTIES. ... ..ttt et e e b b b sn e ens 164
10521 TPSENVICECONIIBEL ...ttt ettt bt b et b et b e et b b e e bt et s e bt b ea e bt b e st bt e e ebene e s ens 165
10.5.22 TPSErViCECONIIACIDESCITPION. ...ttt ettt b bbb bbb b e ens 165
10.5.23 TPCHENTAPPPIOPEITIES. .....cveeeeeetireeiet ettt ettt b bbbtk b s s bt b s e b e e e st bt e b b nnens 165
10.5.24 I o @I 01N o] o] 1= o) o S 165
10.5.25 TPSAGID ...ttt b bR R R R R R R Rt R R e R bt E R n et r e 165
10.5.26 TPSAGIDLISE ottt R Rt R R Rt bRt r e 165
10.5.27 QI 05= o | L== ot] o o o S 166
10.5.28 LI 05 o OSSPSR P PPPTSPPRO 166
10.5.29 TPSEIVICEPIOTIEID ...ttt s e et e e tesaaesaeesreesseentesneesnnesneenseansennsenns 166
10.5.30 TPSENVICEPTOFTTEIDLISE. ...ttt bbbt b et b e nn e ens 166
10531 TPSEIVICEPTOFTIE ..ot b bbbt e b e e bbbt b b bene e eas 166
10.5.32 TPSErVICEPTOfIIEDESCIIPLION. ...ttt bbbt e b bbb sn s 166
10.5.33 TPSAGPIOTTTEPAIT.........ceeeteeeeete ettt bbbttt b e bbb et b et bene e ens 167
10.5.34 TPAAASAGM EMDEFSCONTIICE......cviitiietirtee bbb 167
10.5.35 TPAAdSagM emMbErSCONFIICILISE.......eeieceieceeciesees e e reesteeeeeseesneesneeseenseens 167
10.5.36 TpPAsSIgNSagT 0ServiceProfil @CONTIICE.........oceeee e 167
10.5.37 TpAsSignSagT 0ServiceProfil @CONTIICILISE .....veveeece e 167
O (o= oo g O = LSS S SSSSP 168
Annex A (normative): OMG IDL Description of Framework .........cccoeviiieieienese e 169
Annex B (informative): W3C WSDL Description of FrameworkK..........cccoevninenineneneeeeeeesesee 170
Annex C (informative): Java APl Description of the Framework ... 171
Annex D (informative): Change hiStOrY ...t 172
(o 11 (TP 174

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 11 ETSITS 129 198-3 V5.2.0 (2003-03)

Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document is part 3 of a multi-part TS covering the 3" Generation Partnership Project: Technical
Specification Group Core Network; Open Service Access (OSA); Application Programming Interface (API), as
identified below. The API specification (3GPP TS 29.198) is structured in the following Parts:

Part 1: "Overview";

Part 2: "Common Data Definitions';

Part 3: " Framework" ;

Part 4: "Call Control";
Sub-part 1: "Call Control Common Definitions*; (new in 3GPP Release 5)
Sub-part 2: "Generic Call Control SCF"; (new in 3GPP Release 5)
Sub-part 3: "Multi-Party Call Control SCF"; (new in 3GPP Release 5)
Sub-part 4: "Multi-Media Call Control SCF"; (new in 3GPP Release 5)
Sub-part 5: "Conference Call Control SCF"; (not part of 3GPP Release 5)

Part 5: "User Interaction SCF";

Part 6: "Mobility SCF";

Part 7: "Terminal Capabilities SCF";

Part 8: "Data Session Control SCF";

Part 9: "Generic Messaging SCF"; (not part of 3GPP Release 5)

Part 10: "Connectivity Manager SCF"; (not part of 3GPP Release 5)

Part 11: " Account Management SCF";

Part 12: "Charging SCF".

Part 13: "Policy Management SCF"; (new in 3GPP Release 5)

Part 14: "Presence and Availability Management SCF"; (new in 3GPP Release 5)

The M apping specification of the OSA APIsand network protocols (3GPP TR 29.998) is al so structured as above.
A mapping to network protocolsis however not applicable for al Parts, but the numbering of Partsis kept.
Also in case aPart is not supported in a Release, the numbering of the partsis maintained.
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Table: Overview of the OSA APIs & Protocol Mappings 29.198 & 29.998-family

OSA API specifications 29.198-family OSA API Mapping - 29.998-family
29.198-01 | Overview 29.998-01 Overview
29.198-02 | Common Data Definitions 29.998-02 Not Applicable
29.198-03 | Framework 29.998-03 Not Applicable
Cal 29.198- 29.198- | 29.198- 29.198- 29.998-04-1 Generic Call Control — CAP mapping
Control 04-1 04-2 04-3 04-4 29.998-04-2 Generic Call Control — INAP mapping
(CO) Common | Generic | Multi- Multi- 29.998-04-3 Generic Call Control — Megaco mapping
SCF CC data CC SCF | Paty CC | mediaCC | 29.998-04-4 Multiparty Call Control — SIP mapping

definitions SCF SCF

29.198-05 | User Interaction SCF 29.998-05-1 User Interaction — CAP mapping

29.998-05-2 User Interaction — INAP mapping

29.998-05-3 User Interaction — Megaco mapping

29.998-05-4 User Interaction — SM'S mapping

29.198-06 | Mobility SCF 29.998-06 User Status and User Location — MAP mapping
29.198-07 | Termina Capabilities SCF 29.998-07 Not Applicable

29.198-08 | Data Session Control SCF 29.998-08 Data Session Control — CAP mapping
29.198-09 | Generic Messaging SCF 29.998-09 Not Applicable

29.198-10 | Connectivity Manager SCF 29.998-10 Not Applicable

29.198-11 | Account Management SCF 29.998-11 Not Applicable

29.198-12 | Charging SCF 29.998-12 Not Applicable

29.198-13 | Policy Management SCF 29.998-13 Not Applicable

29.198-14 | Presence & Availability Management SCF 29.998-14 Not Applicable

The present document isa subset of ETS| ES 202 915-03 v1.2.1 (Parlay 4.1).
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1 Scope

The present document is Part 3 of the Stage 3 specification for an Application Programming Interface (API) for Open
Service Access (OSA).

The OSA specifications define an architecture that enables application devel opers to make use of network functionality
through an open standardised interface, i.e. the OSA APIs. The concepts and the functional architecture for the OSA
are contained in 3GPP TS 23.127 [3]. The requirements for OSA are contained in 3GPP TS 22.127 [2].

The present document specifies the Framework aspects of the interface. All aspects of the Framework are defined in the
present document, these being:

e Sequence Diagrams,

¢ ClassDiagrams;

¢ Interface specification plus detailed method descriptions;
e State Transition diagrams;

* Datadefinitions;

e |IDL Description of theinterfaces.

e WSDL Description of the interfaces

* Referenceto the Java API description of the interfaces

The process by which this task is accomplished is through the use of object modelling techniques described by the
Unified Modelling Language (UML).

This specification has been defined jointly between 3GPP TSG CN WG5, ETSI SPAN 12 and The Parlay Group, in co-
operation with a number of JAIN™ Community member companies.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

« References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

« For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPPTS29.198-1 "Open Service Access; Application Programming Interface; Part 1.
Overview".

2] 3GPP TS 22.127: "Stage 1 Service Requirement for the Open Service Access (OSA) (Release 5)".

[3] 3GPP TS 23.127: "Virtua Home Environment (Release 5)".

[4] |ETF PPP Authentication Protocols - Challenge Handshake Authentication Protocol [RFC 1994,
August1996].
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TS 29.198-1 [1] apply.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TS 29.198-1 [1] apply.

4 Overview of the Framework

This clause explains which basic mechanisms are executed in the OSA Framework prior to offering and activating
applications.

The Framework API contains interfaces between the Application Server and the Framework, and between Network
Service Capability Server (SCS) and the Framework (these interfaces are represented by the yellow circlesin the figure
below). The description of the Framework in the present document separates the interfaces into two distinct sets:
Framework to Application interfaces and Framework to Service interfaces.

Figure:

Some of the mechanisms are applied only once (e.g. establishment of service agreement), others are applied each time a
user subscription is made to an application (e.g. enabling the call attempt event for a new user).

Basic mechanisms between Application and Framework:

- Authentication: Once an off-line service agreement exists, the application can access the authentication
interface. The authentication model of OSA is a peer-to-peer model, but authentication does not have to be
mutual. The application must be authenticated before it is allowed to use any other OSA interface. Itisapolicy
decision for the application whether it must authenticate the framework or not. It isa policy decision for the
framework whether it allows an application to authenticate it before it has completed its authentication of the
application.
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- Authorisation: Authorisation is distinguished from authentication in that authorisation is the action of
determining what a previously authenticated application is allowed to do. Authentication shall precede
authorisation. Once authenticated, an application is authorised to access certain SCFs.

- Discovery of Framework and network SCFs: After successful authentication, applications can obtain available
Framework interfaces and use the discovery interface to obtain information on authorised network SCFs.
The Discovery interface can be used at any time after successful authentication.

- Establishment of service agreement: Before any application can interact with a network SCF, a service
agreement shall be established. A service agreement may consist of an off-line (e.g. by physically exchanging
documents) and an on-line part. The application hasto sign the on-line part of the service agreement beforeiit is
allowed to access any network SCF.

- Accessto network SCFs. The Framework shall provide access control functions to authorise the access to SCFs
or service datafor any APl method from an application, with the specified security level, context, domain, etc.

Basic mechanism between Framework and Service Capability Server (SCS):

- Registering of network SCFs. SCFs offered by a SCS can be registered at the Framework. In this way the
Framework can inform the Applications upon request about available SCFs (Discovery). For example, this
mechanism is applied when installing or upgrading an SCS.

The following clauses describe each aspect of the Framework in the following order:

¢ The sequence diagrams give the reader a practical idea of how the Framework isimplemented.

¢ Theclass diagrams clause shows how each of the interfaces applicable to the Framework relate to one another.
¢ Theinterface specification clause describesin detail each of the interfaces shown within the class diagram part.

e The State Transition Diagrams (STD) show the transition between statesin the Framework. The states and
transitions are well-defined; either methods specified in the Interface specification or events occurring in the
underlying networks cause state transitions.

e Thedata definitions clause shows a detailed expansion of each of the data types associated with the methods within
the classes. Note that some data types are used in other methods and classes and are therefore defined within the
common data types part of the present document (29.198-2).

An implementation of this APl which supports or implements a method described in the present document, shall
support or implement the functionality described for that method, for at least one valid set of values for the parameters
of that method. Where a method is not supported by an implementation of a Framework or Service interface, the
exception P METHOD_NOT_SUPPORTED shall be returned to any call of that method. Where a method is not
supported by an implementation of an Application interface, a call to that method shall be possible, and no exception
shall be returned.

5 The Base Interface Specification

5.1 Interface Specification Format

This clause defines the interfaces, methods and parameters that form a part of the API specification. The Unified
Modelling Language (UML) is used to specify the interface classes. The general format of an interface specificationis
described below.

51.1 Interface Class

This shows a UML interface class description of the methods supported by that interface, and the relevant parameters
and types. The Service and Framework interfaces for client applications are denoted by classes with name | p<narne>.
The callback interfaces to the applications are denoted by classes with name | pApp<nane>. For the interfaces
between a Service and the Framework, the Service interfaces are typically denoted by classes with name | pSvc<name>,
while the Framework interfaces are denoted by classes with name |pFw<name>
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5.1.2 Method descriptions

Each method (APl method “call”) is described. Both synchronous and asynchronous methods are used in the API.
Asynchronous methods are identified by a'Req' suffix for a method request, and, if applicable, are served by
asynchronous methods identified by either a'Res' or 'Er r ' suffix for method results and errors, respectively. To handle

responses and reports, the application or service developer must implement the relevant | pApp<name> or
| pSvc<nane> interfaces to provide the callback mechanism.

5.1.3 Parameter descriptions

Each method parameter and its possible val ues are described. Parameters described as 'in' represent those that must have
avalue when the method is called. Those described as 'out' are those that contain the return result of the method when
the method returns.

514 State Model

If relevant, a state model is shown to illustrate the states of the objects that implement the described interface.

5.2 Base Interface

5.2.1 Interface Class Ipinterface

All application, framework and service interfaces inherit from the following interface. This APl Base Interface does not
provide any additional methods.

<<Interface>>

Ipinterface

5.3 Service Interfaces

53.1 Overview

The Service Interfaces provide the interfaces into the capabilities of the underlying network - such as call control, user
interaction, messaging, mobility and connectivity management.

The interfaces that are implemented by the services are denoted as 'Service Interface’. The corresponding interfaces that
must be implemented by the application (e.g. for API callbacks) are denoted as 'Application Interface'.

54 Generic Service Interface

54.1 Interface Class IpService
Inherits from: IpInterface

All service interfacesinherit from the following interface.
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<<Interface>>

IpService

setCallback (applinterface : in IpinterfaceRef) : void

setCallbackWithSessionID (applinterface : in IpinterfaceRef, sessionID : in TpSessionID) : void

5.4.1.1 Method setCallback()

This method specifies the reference address of the callback interface that a service uses to invoke methods on the
application. It isnot allowed to invoke this method on an interface that uses Sessionl Ds.

Parameters

applnterface : in IplnterfaceRef
Specifies areference to the application interface, which is used for callbacks.

Raises
TpComonExcepti ons, P_I NVALI D_| NTERFACE_TYPE

5.4.1.2 Method setCallbackWithSessionID()

This method specifies the reference address of the application's callback interface that a service uses for interactions
associated with a specific session ID: e.g. a specific call, or call leg. Itisnot allowed to invoke this method on an
interface that does not use SessionlDs.

Parameters

applnterface : in IplnterfaceRef
Specifies areference to the application interface, which is used for callbacks.

sessionlD : in TpSessionlD
Specifies the session for which the service can invoke the application's callback interface.

Raises
TpCommonExcepti ons, P_I NVALI D SESSION | D, P_I NVALI D_| NTERFACE_TYPE
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6 Framework Access Session API

6.1 Sequence Diagrams

6.1.1 Trust and Security Management Sequence Diagrams

6.1.1.1 Initial Access
The following figure shows a client accessing the OSA Framework for the first time.

Before being authorized to use the OSA SCFs, the client must first of all authenticate itself with the Framework. For
this purpose the client needs a reference to the Initial Contact interfaces for the Framework; this may be obtained
through a URL, aNaming or Trading Service or an equivalent service, a stringified object reference, etc. At this stage,
the client has no guarantee that thisis a Framework interface reference, but it to initiate the authentication process with
the Framework. The Initial Contact interface supports only the initiateA uthenticationWithVersion method to allow the
authentication process to take place.

Once the client has been authenticated by the Framework, it can gain access to other framework interfaces and SCFs.
Thisis done by invoking the requestAccess method, by which the client requests a certain type of access SCF.

Independently, the client could decide to authenticate the Framework, before deciding to continue using the interfaces
provided by the Framework.

Client - IpInitial : IpAPILevelAuthentication : IpAccess Eramework

IpClientAP ILevelAuthentication
T

T T
| |
T‘L: initiateAuthenticationWithVersion( 1

v

2: selectAuthenticationMechanism( )
1

|
3: challenge(i)

| 4: authenticationSuc¢eeded( )

T
|

5: challenge()
T

6: authenticationSucceeded( )
\

H N

|
7: requestAccess( )
Il

8: selectSigningAlgorithm()
1

9:: obtaininterface( )

i
g
g
iy i
iy i
i i

1: Initiate Authentication
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The client invokes initiateAuthenticationWithVersion on the Framework's "public” (initial contact) interface to initiate
the authentication process. It providesin turn areference to its own authentication interface. The Framework returns a
reference to its authentication interface.

2. Select Authentication Mechanism

The client invokes sel ectA uthenti cationM echanism on the Framework's API Level Authentication interface, identifying
the authentication algorithm it supports for use with CHAP authentication. The Framework prescribes the method to be
used. OSA authentication is based on CHAP, which prescribes the MD5 hashing algorithm as the minimum to be
supported. Note however that the framework need not accept this algorithm.

3: The client authenticates the Framework, issuing a challenge in the challenge() method.
4: Theclient provides an indication if authentication succeeded.

5: The Framework authenticates the client. The sequence diagram illustrates one of a series of one or more invocations
of the challenge method on the client's APl Level Authentication interface. In each invocation, the Framework supplies
achallenge and the client returns the correct response. The Framework could authenticate the client before the client
authenticates the Framework, or afterwards, or the two authentication processes could be interleaved. However, the
client shall respond immediately to any challenge issued by the Framework, as the Framework might not respond to any
challenge issued by the client until the Framework has successfully authenticated the client.

6: The Framework provides an indication if authentication succeeded.
7. Request Access

Upon successful authentication of the client by the Framework, the client is permitted to invoke requestAccess on the
Framework's API Level Authentication interface, providing in turn areferenceto its own accessinterface. The
Framework returns areference to its access interface. The success or failure of the client's authentication of the
Framework does not affect the client's right to invoke requestAccess.

8: Theclient and framework negotiate the signing algorithm to be used for any signed exchanges.

9: The client invokes obtainlnterface on the framework's Access interface to obtain areference to its service discovery
interface.

6.1.1.2 Framework Terminates Access

This sequence shows how a Framework could terminate an application's use of the Framework and of al service
instances. Thistype of termination is unusual, but possible with the terminateAccess method. Note that if at any point
the framework's level of confidence in the identity of the client becomes too low, perhaps due to re-authentication
failing, the framework should terminate all outstanding service agreements for that client, and should take stepsto
terminate the client's access session WITHOUT invoking terminateAccess() on the client. Thisfollows a generally
accepted security model where the framework has decided that it can no longer trust the client and will therefore sever
ALL contact withit.
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Applogic & & _IpAccess & & &
IpCl IpAppSer IpSen IpMultiPartyCallC: IpUserLocationCamel

T T T T T T T
| | | | | | |
| | {l: signServiceAgreement( ) | | | |
[ [ [ /u | |
| | | | |
| | | | | |
| | | | | | |
| | P signServiceAgreement( ) | | | |
[ [ [ /u | |
| | | | |
| | | | | |
| | | | | | |
| | | 3: createNotification( ) | | | |
T T T T |
U | | | | /I'J |
| | | | | |
| | | | | | |
: : : 4 |r|ggeredLoca||0+ReporllngSlarlReq( ) : : :

| | | | 1
| | | | |
[ | | | | |
| | 5: terminateAccess( ) | | |
| I | | |
| L’l\ | | | |
| | | | | |
| | | | | |
| | | | | |
| | | | | |
! ! ! ! ! !

|

1. Following successful authentication and service discovery, the client initiates the service agreement signing process
(not shown). Thisis completed when the client invokes signServiceAgreement on the Framework's
I pServiceAgreementM anagement interface, and a reference to an instance of a service manager interface is returned.

2: Theclient (application) had initiated service agreement signing process for a second service agreement (not shown),
and when the client signs this second service agreement, a reference to an instance of another service manager, for
another servicetype, isreturned.

3: Theapplication starts to use the new service manager interface.
4. The application starts to use the other new service manager interface.

5: The framework decides to terminate the application's access session, and to terminate all its service agreements.
Thisisan unusua and drastic step, but could be e.g. due to violation or expiry of the application's service agreements,
or some problem within the framework itself. The framework will also destroy each of the service managers the
application was using (not shown). The application is now no longer authenticated with the framework, and al
Framework and service interfaces it was using are destroyed.

6.1.1.3  Application Terminates Access

This sequence shows how an application could terminate its use of the Framework and of all serviceinstances. This
type of termination is unusual, but possible with the terminateAccess method.

App Logic L : pAccess
IpClientAccess

IpMulti PanyCanntrolM anager IQUserLoc;tionCam el

1: destroyNotification( )

I
|
|
|
|
|
1
|
2: triggeredLoqationReponingStop( )

S

3: terminateAccess( )

—

:
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1. Theapplication terminatesits use of the service manager instances in a controlled manner.

3: The application decides to terminate its access session and al its service agreementsin one go. The framework will
also destroy each of the service managers the application was using (not shown). The application is now no longer
authenticated with the framework, and all Framework and service interfaces it was using are destroyed. The
application could have terminated its service agreements one by one, by invoking terminateServiceAgreement on the
Framework's | pServiceAgreementManager interface, and then invoked terminateAccess on the Framework's | pAccess
interface, which would have been a more controlled shutdown.

6.1.1.4 Non-API level Authentication

The following figure shows a client accessing the OSA Framework for the first time. The client and the framework have
mutually authenticated one another using an underlying distribution technology mechanism, or the client and the
framework recognise each other as atrusted party, not requiring authentication.

Client . Ipinitial Framework . IpAuthentication : IpAccess

T T T
1 initiateAuthenticationWithVersion( ): |
| | |

|

i |
U Underlying Distribution Technology Mechanism is used for application
| | identification and authentication, or both the client and the Framework
| |recognise each other as trusted parties not requiring API level
! authentication. There is no requirement as to when authentication should
|| take place using the Underlying Distribution Technology Mechanism:
| | before initiateAuthenticationWithVersion is invoked, after requestAccess is
! invoked, or between the two.
|
|
|
|
|

]
|
2: reques:tAccess( )

i i i

| |
3, selectSigningAlgorithm( )

|
|
4: obtaininterface( )

!
!

S ERRREt

1: Theclient callsinitiateAuthenticationWithVersion on the OSA Framework Initial interface. This allows the client to
specify the type of authentication process. In this case, the client selects to use the underlying distribution technology
mechanism for identification and authentication. What that mechanism s, if it even exists, is outside the scope of the
API.

2: The client invokes the requestAccess method on the Framework's Authentication interface.

3: If the authentication was successful, the client and the framework can negotiate, on the framework's Access
interface, the signing algorithm to be used for any signed exchanges.

4. The client can now invoke obtainlnterface on the framework's Access interface to obtain areference to its service
discovery interface.
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6.1.1.5 API Level Authentication

This sequence diagram illustrates the two-way mechanism by which the client and the framework mutually authenticate
one another.

The OSA API supports multiple authentication techniques. The procedure used to select an appropriate technique for a
given situation is described below. The authentication mechanisms may be supported by cryptographic processes to
provide confidentiality, and by digital signaturesto ensure integrity. The inclusion of cryptographic processes and
digital signaturesin the authentication procedure depends on the type of authentication technique selected. In some
cases strong authentication may need to be enforced by the Framework to prevent misuse of resources. In addition it
may be necessary to define the minimum encryption key length that can be used to ensure a high degree of
confidentiality.

The client must authenticate with the Framework before it is able to use any of the other interfaces supported by the
Framework. Invocations on other interfaces will fail until authentication has been successfully compl eted.

1) Theclient callsinitiateAuthenticationWithVersion on the OSA Framework Initial interface. This allows the client to
specify the type of authentication process. This authentication process may be specific to the provider, or the
implementation technology used. The initiateA uthenticationWithVersion method can be used to specify the specific
process, (e.g. CORBA security). OSA defines a generic authentication interface (APl Level Authentication), which can
be used to perform the authentication process. The initiateA uthenticationWithV ersion method allows the client to pass a
reference to its own authentication interface to the Framework, and receive a reference to the authentication interface
preferred by the client, in return. In this case the API Level Authentication interface.

2) Theclient invokes the selectAuthenticationM echanism on the Framework's API Level Authentication interface. This
includes the authentication algorithms supported by the client. The framework then chooses a mechanism based on the
capabilities of the client and the Framework. If the client is capable of handling more than one mechanism, then the
Framework chooses one option, defined in the prescribedM ethod parameter. In some instances, the authentication
mechanism of the client may not fulfil the demands of the Framework, in which case, the authentication will fail, for
example CHAP prescribes the MD5 hashing a gorithm as the minimum to be supported, however the framework need
not accept this agorithm.

3) The application and Framework interact to authenticate each other by using the challenge method. For an
authentication method of P_OSA_AUTHENTICATION, this procedure consists of a number of challenge/ response
exchanges. This authentication protocol is performed using the authenticate method on the API Level Authentication
interface. P_OSA_AUTHENTICATION is based on CHAP, which is primarily a one-way protocol. There arein fact
two authentication processes: authentication of the client performed by the Framework , and authentication of the
Framework performed by the client. Mutual authentication is achieved by both these processes terminating
successfully. Mutual authentication may not necessarily be required, i.e. it could be that a client may not need to
authenticate the Framework. Thereisalso no required order for the execution of these two authentication processes,
however, the client shall respond immediately to any challenge issued by the Framework, as the Framework might not
respond to any challenge issued by the client until the Framework has successfully authenticated the client.

Note that at any point during the access session, either side can request re-authentication of the other side.
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: IpClientAPILevelAuthentication Client . Iplnitial Framework : IpAPILevelAuthentication
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6.2 Class Diagrams
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<<Interface>>
IpClientAPILevelAuthentication
(from Client interfaces)

®<<deprecated>> authenticate()
®abort Authentic ation()
FauthenticationSucceeded()
W<<new>> challenge()

A\

<<uses>> |
|

<<Interface>>
Ipinitial

(from Framework interfaces)

<<Interface>>
IpAccess

(from Framework interfaces)

<<Interface>>
IpAPILevelAuthentication
(from Framework interfaces)

®<<deprecated>> initiateAuthentication()

®<<new>> initiateAuthenticationWithVersion()

Bobtaininterface()
®obtaininterfaceWithCallback ()
®<<deprecated>> endAccess()
Hlistinterfaces()

®<<deprecated>> releaselnterface()
®<<new>> selectSigningAlgorithm()
®<<new>> terminateAccess()
®<<new>> relinquishinterface()

W<<deprecated>> selectEncryptionMethod()
®<<deprecated>> authenticate()
BabortAuthentication()
BauthenticationSucceeded()

W<<new>> selectAuthenticationMechanism()
BW<<new>> challenge()

<<Interface>>
IpAuthentication
(from Framework interfaces)

®requestAccess()

Figure: Trust and Security Management Package Overview

6.3 Interface Classes

6.3.1

The Trust and Security Management Interfaces provide:

- thefirst point of contact for a client to access a Framework provider;

Trust and Security Management Interface Classes

- the authentication methods for the client and Framework provider to perform an authentication protocol;

- theclient with the ability to select a service capability feature to make use of;

- theclient with aportal to access other Framework interfaces.

The process by which the client accesses the Framework provider has been separated into 3 stages, each supported by a

different Framework interface:

1) Initial Contact with the Framework;

2) Authentication;

3) Accessto Framework and Service Capability Features.

6.3.1.1

Inherits from: Ipinterface.

Interface Class IpClientAPILevelAuthentication

If the IpClientAPILevel Authentication interface isimplemented by a client, authenticate(), challenge(),
abortAuthentication() and authenticationSucceeded() methods shall be implemented.
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<<Interface>>

IpClientAPILevelAuthentication

<<deprecated>> authenticate (challenge : in TpOctetSet) : TpOctetSet
abortAuthentication () : void
authenticationSucceeded () : void

<<new>> challenge (challenge : in TpOctetSet) : TpOctetSet

6.3.1.1.1 Method <<deprecated>> authenticate()

This method is deprecated and replaced by challenge(). It shall only be used when the deprecated method
initiateA uthentication() is used on the IpInitial interface instead of initiateAuthenticationWithVersion(). This method
will be removed in alater release of the specification.

This method is used by the framework to authenticate the client. The challenge will be encrypted using the mechanism
prescribed by selectEncryptionMethod. The client must respond with the correct responses to the challenges presented
by the framework. The number of exchanges is dependent on the policies of each side. The authentication of the client
is deemed successful when the authenticationSucceeded method is invoked by the Framework.

The invocation of this method may be interleaved with authenticate() calls by the client on the
IpAPILevel Authentication interface. The client shall respond immediately to authentication challenges from the
Framework, and not wait until the Framework has responded to any challenge the client may issue.

Returns <response> : Thisisthe response of the client application to the challenge of the framework in the current
sequence. The response will be based on the challenge data, decrypted with the mechanism prescribed by
selectEncryptionMethod().

Parameters

chal l enge : in TpCctet Set

The challenge presented by the framework to be responded to by the client. The challenge mechanism used will bein
accordance with the IETF PPP Authentication Protocols - Challenge Handshake Authentication Protocol [RFC 1994,
August1996]. The challenge will be encrypted with the mechanism prescribed by selectEncryptionM ethod().

Returns
TpCct et Set

6.3.1.1.2 Method abortAuthentication()

The framework uses this method to abort the authentication process where the client is authenticating the Framework.
This method isinvoked if the framework wishes to abort the authentication process before it has been authenticated by
the client, (unless the client responded incorrectly to a challenge in which case no further communication with the client
should occur.) Callsto this method after the Framework has been authenticated by the client shall not result in an
immediate removal of the Framework's authentication (the client may wish to authenticate the Framework again,
however).

Parameters
No Parameters were identified for this method
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6.3.1.1.3 Method authenticationSucceeded()

The Framework uses this method to inform the client of the success of the authentication attempt. The client may
invoke requestAccess on the Framework's APILevel Authentication interface following invocation of this method.

Parameters
No Parameters were identified for this method

6.3.1.1.4 Method <<new>> challenge()

This method is used by the framework to authenticate the client. The client must respond with the correct responses to
the challenges presented by the framework. The number of exchanges is dependent on the policies of each side. The
authentication of the client is deemed successful when the authenti cationSucceeded method is invoked by the
Framework.

The invocation of this method may be interleaved with challenge() calls by the client on the IpAPILevel Authentication
interface. The client shall respond immediately to authentication challenges from the Framework, and not wait until the
Framework has responded to any challenge the client may issue.

This method shall only be used when the method initiateAuthenticationWithVersion() is used on the Iplnitia interface.

Returns <response> : Thisis the response of the client application to the challenge of the framework in the current
sequence. The formatting of this parameter shall be according to section 4.1 of RFC 1994. A complete CHAP Response
packet shall be used to carry the response string. The Response packet shall make the contents of this returned
parameter. The Name field of the CHAP Response packet shall be present but not contain any useful value.

Parameters

challenge : in TpCctet Set

The challenge presented by the framework to be responded to by the client. The challenge format used will bein
accordance with the IETF PPP Authentication Protocols - Challenge Handshake Authentication Protocol (RFC 1994).

The formatting of the challenge value shall be according to section 4.1 of RFC 1994. A complete CHAP Request packet
shall be used to carry the challenge value. The Name field of the CHAP Request packet shall be present but not contain
any useful value.

Returns
TpCct et Set

6.3.1.2 Interface Class IpClientAccess
Inherits from: Ipinterface.

IpClientAccess interface is offered by the client to the framework to alow it to initiate i nteractions during the access
session. Thisinterface and the terminateAccess() method shall be implemented by aclient.

<<Interface>>

IpClientAccess

terminateAccess (terminationText : in TpString, signingAlgorithm : in TpSigningAlgorithm, digitalSignature :
in TpOctetSet) : void
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6.3.1.2.1 Method terminateAccess()
The terminateAccess operation is used by the framework to end the client's access session.

After terminateAccess() isinvoked, the client will no longer be authenticated with the framework. The client will not be
able to use the references to any of the framework interfaces gained during the access session. Any callsto these
interfaces will fail. Also, al remaining service instances created by the framework either directly in this access session
or on behalf of the client during this access session shall be terminated. If at any point the framework's level of
confidence in the identity of the client becomes too low, perhaps due to re-authentication failing, the framework should
terminate all outstanding service agreements for that client, and should take steps to terminate the client's access session
WITHOUT invoking terminateAccess() on the client. This follows a generally accepted security model where the
framework has decided that it can no longer trust the client and will therefore sever ALL contact withiit.

Parameters

termnationText : in TpString
Thisisthe termination text describes the reason for the termination of the access session.

signingAlgorithm: in TpSigningAl gorithm

Thisisthe algorithm used to compute the digital signature. It shall be identical to the one chosen by the framework in
response to I pAccess.selectSigningAlgorithm(). If the signingAlgorithmis not the chosen one, isinvalid, or unknown
totheclient, the P_INVALID_SIGNING_ALGORITHM exception will be thrown. Thelist of possible algorithmsis as
specified in the TpSigningAlgorithm table. The identifier used in this parameter must correspond to the digestAlgorithm
and signatureAlgorithm fields in the Signerinfo field in the digital Signature (see below).

digital Signature : in TpCctet Set

This contains a CM S (Cryptographic Message Syntax) object (as defined in RFC 2630) with content type Signed-data.
The signature is calculated and created as per section 5 of RFC 2630. The content is made of the termination text. The
"external signature" construct shall not be used (i.e. the eContent field in the EncapsulatedContentInfo field shall be
present and contain the termination text string). The signing-time attribute, as defined in section 11.3 of RFC 2630,
shall also be used to provide replay prevention. The framework uses thisto confirm itsidentity to the client. The client
can check that the terminationText has been signed by the framework. If a match is made, the access session is
terminated, otherwise the P_INVALID_SIGNATURE exception will be thrown.

Raises
TpConmonExceptions, P_INVALI D SI GNING ALGORI THM P_| NVALI D_SI GNATURE

6.3.1.3 Interface Class Iplnitial
Inherits from: Ipinterface.

The Initial Framework interface is used by the client to initiate the authentication with the Framework. Thisinterface
shall be implemented by a Framework. The initiateAuthentication() and the initiateA uthenticationWithV ersion()
methods shall be implemented.

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 28 ETSI TS 129 198-3 V5.2.0 (2003-03)

<<Interface>>

IpInitial

<<deprecated>> initiateAuthentication (clientDomain : in TpAuthDomain, authType : in TpAuthType) :
TpAuthDomain

<<new>> initiateAuthenticationWithVersion (clientDomain : in TpAuthDomain, authType : in TpAuthType,
frameworkVersion : in TpVersion) : TpAuthDomain

6.3.1.3.1 Method <<deprecated>> initiateAuthentication()

This method is deprecated in this version, this means that it will be supported until the next major release of the present
document.

This method isinvoked by the client to start the process of authentication with the framework, and request the use of a
specific authentication method.

Returns <fwDomain> : This provides the client with aframework identifier, and a reference to call the authentication
interface of the framework.

structure TpAuthDomain {
domainiD: TpDomainiD;
authinterface:  IpInterfaceRef;
b

The domainiD parameter is an identifier for the framework (i.e. TpFwID). It is used to identify the framework to the
client.

The authinterface parameter is a reference to the authentication interface of the framework. The type of thisinterfaceis
defined by the authType parameter. The client uses this interface to authenticate with the framework.

Parameters

clientDomain : in TpAut hDomain
Thisidentifies the client domain to the framework, and provides a reference to the domain's authentication interface.

structure TpAuthDomain {
domainlD: TpDomainiD;
authinterface:  IplnterfaceRef;
1

The domainlD parameter is an identifier either for a client application (i.e. TpClientApplD) or for an enterprise operator
(i.e. TpENtOpID), or for an instance of aregistered service (i.e. TpServicel nstancel D) or for a service supplier (i.e.
TpServiceSupplierI D). It is used to identify the client domain to the framework, (see authenticate() on

IpAPILevel Authentication). If the framework does not recognise the domaini D, the framework returns an error code
(P_INVALID_DOMAIN_ID).

The authinterface parameter is areference to call the authentication interface of the client. The type of thisinterfaceis
defined by the authType parameter. If the interface reference is not of the correct type, the framework returns an error
code (P_INVALID_INTERFACE_TYPE).

aut hType : in TpAut hType

Thisidentifies the type of authentication mechanism requested by the client. It provides operators and clients with the
opportunity to use an alternative to the API level Authentication interface, e.g. an implementation specific
authentication mechanism like CORBA Security, using the I pAuthentication interface, or Operator specific
Authentication interfaces. OSA API level Authentication is the default authentication mechanism
(P_OSA_AUTHENTICATION). If P_OSA_AUTHENTICATION is selected, then the clientDomain and fwDomain
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authlnterface parameters are references to interfaces of type Ip(Client) APILevel Authentication. If
P_AUTHENTICATION is selected, the fwDomain authl nterface parameter references to interfaces of type
I pAuthentication which is used when an underlying distribution technology authentication mechanism is used.

Returns
TpAut hDomai n

Raises

TpConmonExcept i ons, P_I NVALI D_DOVAI N_I D, P_I NVALI D_|I NTERFACE_TYPE,
P_I NVALI D_AUTH_TYPE

6.3.1.3.2 Method <<new>> initiateAuthenticationWithVersion()

This method isinvoked by the client to start the process of authentication with the framework, and request the use of a
specific authentication method using the new method with support for backward compatibility in the framework. The
returned fwDomain authl nterface will be selected to match the proposed version from the Client in the Framework
response. |f the Framework cannot work with the proposed framework version the framework returns an error code
(P_INVALID_VERSION).

Returns <fwDomain> : This provides the client with aframework identifier, and a reference to call the authentication
interface of the framework.

structure TpAuthDomain {
domainiD: TpDomainiD;
authinterface:  IplnterfaceRef;
h

The domainlD parameter is an identifier for the framework (i.e. TpFwID). It is used to identify the framework to the
client.

The authlnterface parameter is a reference to the authentication interface of the framework. The type of thisinterfaceis
defined by the authType parameter. The client uses this interface to authenticate with the framework.

Parameters

clientDomain : in TpAut hDomain
Thisidentifies the client domain to the framework, and provides a reference to the domain's authentication interface.

structure TpAuthDomain {
domainiD: TpDomainiD;
authinterface:  IpInterfaceRef;
1

The domainlD parameter is an identifier either for a client application (i.e. TpClientApplD) or for an enterprise operator
(i.e. TpENtOpID), or for an instance of aregistered service (i.e. TpServicel nstancel D) or for a service supplier

(i.e. TpServiceSupplierID). It is used to identify the client domain to the framework, (see challenge() on
IpAPILevel Authentication). If the framework does not recognise the domaini D, the framework returns an error code
(P_INVALID_DOMAIN_ID).

The authlnterface parameter is a reference to call the authentication interface of the client. The type of thisinterfaceis
defined by the authType parameter. If the interface referenceis not of the correct type, the framework returns an error
code (P_INVALID_INTERFACE_TYPE).

aut hType : in TpAut hType

Thisidentifies the type of authentication mechanism requested by the client. It provides operators and clients with the
opportunity to use an alternative to the API level Authentication interface, e.g. an implementation specific
authentication mechanism like CORBA Security, using the | pAuthentication interface, or Operator specific
Authentication interfaces. OSA API level Authentication is the default authentication mechanism
(P_OSA_AUTHENTICATION). If P_OSA_AUTHENTICATION is selected, then the clientDomain and fwDomain

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 30 ETSI TS 129 198-3 V5.2.0 (2003-03)

authlnterface parameters are references to interfaces of type Ip(Client) APILevel Authentication. If
P_AUTHENTICATION is selected, the fwDomain authl nterface parameter references to interfaces of type
I pAuthentication that is used when an underlying distribution technology authentication mechanism is used.

framewor kVersion : in TpVersion

Thisidentifies the version of the Framework implemented in the client. The TpVersion is a String containing the
version number. Valid version numbers are defined in the respective framework specification.

Returns
TpAut hDomai n

Raises

TpConmonExcept i ons, P_I NVALI D_ DOVAI N | D, P_I NVALI D_|I NTERFACE_TYPE,
P I NVALI D_AUTH TYPE, P_I NVALI D_VERSI ON

6.3.1.4 Interface Class IpAuthentication
Inherits from: Ipinterface.

The Authentication Framework interface is used by client to request access to other interfaces supported by the
Framework. The authentication process should in this case be done with some underlying distribution technology
authentication mechanism, e.g. CORBA Security.

At least one of IpAuthentication or IpAPILevel Authentication interfaces shall be implemented by a Framework as a
minimum requirement. The requestAccess() method shall be implemented in each.

<<Interface>>

IpAuthentication

requestAccess (accessType : in TpAccessType, clientAccessinterface : in IpinterfaceRef) : IpinterfaceRef

6.3.1.4.1 Method requestAccess()

Once the client has been authenticated by the framework, the client may invoke the requestAccess operation on the
IpAuthentication or IpAPILevel Authentication interface. This allows the client to request the type of access they
require. If they request P_OSA_ACCESS, then areference to the IpAccessinterface is returned. (Operators can define
their own access interfaces to satisfy client requirements for different types of access.)

If this method is called before the client has been successfully authenticated, then the request fails, and an error code
(P_ACCESS_DENIED) isreturned.

This method may be invoked by the client immediately on IpAuthentication, when API Level authentication is not
being used, since there is no indication to the client at API level that it is authenticated with the Framework.

Returns <fwA ccessinterface> : This provides the reference for the client to call the access interface of the framework.

Parameters

accessType : in TpAccessType

Thisidentifies the type of access interface requested by the client. If the framework does not provide the type of access
identified by accessType, then an error code (P_INVALID_ACCESS TYPE) isreturned.
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clientAccessinterface : in IplnterfaceRef

This provides the reference for the framework to call the accessinterface of the client. If the interface referenceis not
of the correct type, the framework returns an error code (P_INVALID_INTERFACE_TYPE).

Returns
| pl nt er f aceRef

Raises

TpConmonExcept i ons, P_ACCESS DENI ED, P_| NVALI D_ACCESS TYPE,
P_I NVALI D_I NTERFACE_TYPE

6.3.1.5 Interface Class IpAPILevelAuthentication
Inherits from: | pAuthentication.

The API Level Authentication Framework interface is used by the client to authenticate the Framework. It isalso used
to initiate the authentication process.

If the IpAPILevel Authentication interface isimplemented by a Framework, then selectEncryptionMethod(),
sel ectA uthenticationM echanism(), authenticate(), challenge(), abortAuthentication() and authenticationSucceeded ()
shall beimplemented. |pAPILevel Authentication inherits the requirements of |pAuthentication, therefore
requestAccess() shall be implemented.

<<Interface>>

IpAPILevelAuthentication

<<deprecated>> selectEncryptionMethod (encryptionCaps : in TpEncryptionCapabilityList) :
TpEncryptionCapability

<<deprecated>> authenticate (challenge : in TpOctetSet) : TpOctetSet
abortAuthentication () : void
authenticationSucceeded () : void

<<new>> selectAuthenticationMechanism (authMechanismList : in TpAuthMechanismList) :
TpAuthMechanism

<<new>> challenge (challenge : in TpOctetSet) : TpOctetSet

6.3.1.5.1 Method <<deprecated>> selectEncryptionMethod()

This method is deprecated and replaced by selectAuthenticationM echanism(). It shall only be used when the
IpAPILevel Authentication interface is obtained by using the deprecated method initiateAuthentication() instead of
initiateA uthenticationWithVersion() on the Iplnitial interface. This method will be removed in alater release.

The client uses this method to initiate the authentication process. The framework returns its preferred mechanism. This
should be within capability of the client. If a mechanism that is acceptable to the framework within the capability of the
client cannot be found, the framework throwsthe P_NO_ACCEPTABLE_ENCRYPTION_CAPABILITY exception.
Once the framework has returned its preferred mechanism, it will wait for a predefined unit of time before invoking the
client's authenticate() method (the wait is to ensure that the client can initialise any resources necessary to use the
prescribed encryption method).
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Returns <prescribedMethod> : Thisis returned by the framework to indicate the mechanism preferred by the framework
for the encryption process. If the value of the prescribedM ethod returned by the framework is not understood by the
client, it is considered a catastrophic error and the client must abort.

Parameters
encryptionCaps : in TpEncryptionCapabilityLi st
Thisis the means by which the encryption mechanisms supported by the client are conveyed to the framework.

Returns
TpEncryptionCapability
Raises

TpComonExcepti ons, P_ACCESS DEN ED,
P_NO_ACCEPTABLE_ENCRYPTI ON_CAPABI LI TY

6.3.1.5.2 Method <<deprecated>> authenticate()

This method is deprecated and replaced by challenge(). It shall only be used when the |pAPILevel Authentication
interface is obtained by using the deprecated method initiateAuthentication() instead of
initiateA uthenticationWithVersion() on the Iplnitial interface. This method will be removed in alater release.

This method is used by the client to authenticate the framework. The challenge will be encrypted using the mechanism
prescribed by selectEncryptionMethod. The framework must respond with the correct responses to the challenges
presented by the client. The domainlD received in the initiateAuthentication() can be used by the framework to
reference the correct public key for the client (the key management system is currently outside of the scope of the OSA
APIs). The number of exchanges is dependent on the policies of each side. The authentication of the framework is
deemed successful when the authenti cationSucceeded method isinvoked by the client.

Theinvocation of this method may be interleaved with authenticate() calls by the framework on the client's
APILevel Authentication interface.

Returns <response> : Thisisthe response of the framework to the challenge of the client in the current sequence. The
response will be based on the challenge data, decrypted with the mechanism prescribed by selectEncryptionM ethod().

Parameters

chal l enge : in TpCctet Set

The challenge presented by the client to be responded to by the framework. The challenge mechanism used will bein
accordance with the IETF PPP Authentication Protocols - Challenge Handshake Authentication Protocol (RFC 1994).
The challenge will be encrypted with the mechanism prescribed by sel ectEncryptionM ethod().

Returns

TpCct et Set

Raises

TpComonExcepti ons, P_ACCESS DEN ED

6.3.1.5.3 Method abortAuthentication()

The client uses this method to abort the authentication process where the framework is authenticating the client. This
method isinvoked if the client no longer wishes to continue the authentication process, (unless the framework
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responded incorrectly to a challenge in which case no further communication with the framework should occur.) If this
method has been invoked before the client has been authenticated by the Framework, calls to the requestAccess
operation on IpAPILevel Authentication will return an error code (P_ACCESS_DENIED), until the client has been
properly authenticated. If this method isinvoked after the client has been authenticated by the Framework, it shall not
result in the immediate removal of the client's authentication. (The Framework may wish to authenticate the client
again, however).

Parameters
No Parameters were identified for this method

Raises
TpComonExcept i ons, P_ACCESS_DEN ED

6.3.1.5.4 Method authenticationSucceeded()

The client uses this method to inform the framework of the success of the authentication attempt. Callsto this method
have no impact on the client's rights to call requestAccess(), which depend exclusively on the framework'’s successful
authentication of the client.

Parameters
No Parameters were identified for this method

Raises
TpComonExcepti ons, P_ACCESS DEN ED

6.3.1.5.5 Method <<new>> selectAuthenticationMechanism()

The client uses this method to inform the Framework of the different authentication mechanisms it supports as part of
API level Authentication. The Framework will select one of the suggested authentication mechanisms and that
mechanism shall be used for authentication by both Framework and Client. The authentication mechanism chosen as a
result of the response to this method remains valid for an instance of IpAPILevel Authentication and until this method is
re-invoked by the client. If a mechanism that is acceptable to the framework within the capability of the client cannot be
found, the framework throwsthe P NO_ACCEPTABLE_AUTHENTICATION_MECHANISM exception.

This method shall only be used when the IpAPILevel Authentication interface is obtained by using
initiateAuthenticationwWithVersion() on the Iplnitial interface.

Returns: selectedMechanism. Thisis the authentication mechanism chosen by the Framework. The chosen mechanism
shall be taken from the list of mechanisms proposed by the Client.

Parameters

aut hMechani snii st : in TpAut hMechani snii st
Thelist of authentication mechanisms supported by the client.
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Returns
TpAut hMechani sm
Raises

TpComonExcepti ons, P_ACCESS DEN ED,
P_NO_ACCEPTABLE_AUTHENTI CATI ON_MECHANI SM

6.3.1.5.6 Method <<new>> challenge()

This method is used by the client to authenticate the framework. The framework must respond with the correct
responses to the challenges presented by the client. The number of exchanges is dependent on the policies of each side.
The authentication of the framework is deemed successful when the authenticationSucceeded method isinvoked by the
client.

Theinvocation of this method may be interleaved with challenge() calls by the framework on the client's
APILevel Authentication interface.

This method shall only be used when the IpAPILevel Authentication interface is obtained by using
initiateA uthenticationWithVersion() on the Iplnitial interface.

Returns <response> : Thisis the response of the framework to the challenge of the client in the current sequence. The
formatting of this parameter shall be according to section 4.1 of RFC 1994. A complete CHAP Response packet shall be
used to carry the response string. The Response packet shall make the contents of this returned parameter. The Name
field of the CHAP Response packet shall be present but not contain any useful value.

Parameters

chal l enge : in TpCctet Set

The challenge presented by the client to be responded to by the framework. The challenge format used will bein
accordance with the IETF PPP Authentication Protocols - Challenge Handshake Authentication Protocol (RFC 1994).

The formatting of the challenge value shall be according to section 4.1 of RFC 1994. A complete CHAP Request packet
shall be used to carry the challenge value. The Name field of the CHAP Request packet shall be present but not contain
any useful value.

Returns
TpCct et Set

Raises
TpComonExcepti ons, P_ACCESS DEN ED

6.3.1.6 Interface Class IpAccess
Inherits from: Ipinterface.

Thisinterface shall be implemented by a Framework. As a minimum requirement the obtainl nterface() and
obtainlnterfaceWithCallback(), selectSigningAlgorithm() and terminateAccess() methods shall be implemented.
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<<Interface>>

IpAccess

obtaininterface (interfaceName : in TpinterfaceName) : IpinterfaceRef

obtaininterfaceWithCallback (interfaceName : in TpinterfaceName, clientinterface : in IpInterfaceRef) :
IpinterfaceRef

<<deprecated>> endAccess (endAccessProperties : in TpEndAccessProperties) : void
listinterfaces () : TpInterfaceNameList
<<deprecated>> releaselnterface (interfaceName : in TpinterfaceName) : void

<<new>> selectSigningAlgorithm (signingAlgorithmCaps : in TpSigningAlgorithmCapabilityList) :
TpSigningAlgorithm

<<new>> terminateAccess (terminationText : in TpString, digitalSignature : in TpOctetSet) : void

<<new>> relinquishinterface (interfaceName : in TpinterfaceName, terminationText : in TpString,
digitalSignature : in TpOctetSet) : void

6.3.1.6.1 Method obtaininterface()

This method is used to obtain other framework interfaces. The client uses this method to obtain interface referencesto
other framework interfaces. (The obtainlnterfaceWithCallback method should be used if the client is required to supply
a callback interface to the framework.)

Returns <fwlnterface> : Thisis the reference to the interface requested.

Parameters

interfaceNanme : in TplnterfaceName

The name of the framework interface to which areference to the interface is requested. If the interfaceNameisinvalid,
the framework returns an error code (P_INVALID_INTERFACE_NAME).

Returns

| pl nt er f aceRef

Raises

TpComonExcept i ons, P_ACCESS DEN ED, P_I NVALI D_| NTERFACE _NAME

6.3.1.6.2 Method obtaininterfaceWithCallback()

This method is used to obtain other framework interfaces. The client uses this method to obtain interface references to
other framework interfaces, when it isrequired to supply a callback interface to the framework. (The obtaininterface
method should be used when no callback interface needs to be supplied.)

Returns <fwlnterface> : Thisis the reference to the interface requested.
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Parameters

interfaceName : in TplnterfaceName

The name of the framework interface to which a reference to the interface is requested. If the interfaceName isinvalid,
the framework returns an error code (P_INVALID_INTERFACE_NAME).

clientinterface : in IplnterfaceRef

Thisisthe reference to the client interface, which is used for callbacks. If a client interface is not needed, then this
method should not be used. (The obtainl nterface method should be used when no callback interface needs to be
supplied.) If the interface referenceis not of the correct type, the framework returns an error code
(P_INVALID_INTERFACE_TYPE).

Returns
| pl nt er f aceRef
Raises

TpConmonExcept i ons, P_ACCESS DENI ED, P_|I NVALI D_| NTERFACE_NAME,
P_I NVALI D_I NTERFACE_TYPE

6.3.1.6.3 Method <<deprecated>> endAccess()

This method is deprecated and will be removed in alater release. It isreplaced with terminateAccess. The endAccess
operation is used by the client to request that its access session with the framework is ended. After it isinvoked, the
client will no longer be authenticated with the framework. The client will not be able to use the references to any of the
framework interfaces gained during the access session. Any calls to these interfaces will fail.

Parameters

endAccessProperties : in TpEndAccessProperties

Thisisalist of propertiesthat can be used to tell the framework the actions to perform when ending the access session
(e.0. existing service sessions may be stopped, or left running). If aproperty is not recognised by the framework, an
error code (P_INVALID_PROPERTY) isreturned.

Raises
TpCommonExcept i ons, P_ACCESS DENI ED, P_I NVALI D_PROPERTY

6.3.1.6.4 Method listinterfaces()

The client uses this method to obtain the names of all interfaces supported by the framework. It can then obtain the
interfaces it wishes to use using either obtainl nterface() or obtainl nterfaceWithCallback().

Returns <frameworklnterfaces> : The frameworklnterfaces parameter contains alist of interfaces that the framework
makes available.

Parameters
No Parameters were identified for this method
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Returns

Tpl nt er f aceNaneLi st

Raises

TpComonExcepti ons, P_ACCESS DEN ED

6.3.1.6.5 Method <<deprecated>> releaselnterface()

This method is deprecated and will be removed in alater release. It isreplaced with relinquishinterface. The client
uses this method to release a framework interface that was obtained during this access session.

Parameters

interfaceNanme : in TplnterfaceName

Thisisthe name of the framework interface which is being released. If the interfaceName isinvalid, the framework
throwsthe P_INVALID_INTERFACE_NAME exception. If the interface has not been given to the client during this
access session, then the P_TASK_REFUSED exception will be thrown.

Raises
TpComonExcepti ons, P_ACCESS DEN ED, P_I NVALI D | NTERFACE NAME

6.3.1.6.6 Method <<new>> selectSigningAlgorithm()

The client uses this method to inform the Framework of the different signing algorithmsit supports for usein all cases
where digital signatures are required. The Framework will select one of the suggested algorithms.  This method shall
be the first method invoked by the client on IpAccess. The algorithm chosen as aresult of the response to this method
remains valid for an instance of IpAccess and until this method is re-invoked by the client. If an algorithm that is
acceptable to the framework within the capability of the client cannot be found, the framework throws the
P_NO_ACCEPTABLE_SIGNING_ALGORITHM exception.

Returns: selectedAlgorithm. Thisisthe signing algorithm chosen by the Framework. The chosen agorithm shall be
taken from the list proposed by the Client.

Parameters
si gni ngAl gorithnmCaps : in TpSigni ngAl gorithnmCapabilityLi st
Thelist of signing algorithms supported by the client.

Returns

TpSi gni ngAl gorithm

Raises

TpComonExcepti ons, P_ACCESS DEN ED, P_NO ACCEPTABLE_SI GNI NG_ALGORI THM

6.3.1.6.7 Method <<new>> terminateAccess()

The terminateAccess method is used by the client to request that its access session with the framework is ended. After
it isinvoked, the client will no longer be authenticated with the framework. The client will not be able to use the
references to any of the framework interfaces gained during the access session. Any calls to these interfaces will fail.
Also, all remaining service instances created by the framework either directly in this access session or on behalf of the
client during this access session shall be terminated.
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Parameters

termnationText : in TpString
Thisisthe termination text describes the reason for the termination of the access session.

digital Signature : in TpCctet Set

This contains a CM S (Cryptographic Message Syntax) object (as defined in RFC 2630) with content type Signed-data.
The signature is calculated and created as per section 5 of RFC 2630. The content is made of the termination text. The
"external signature” construct shall not be used (i.e. the eContent field in the EncapsulatedContentInfo field shall be
present and contain the termination text string). The signing-time attribute, as defined in section 11.3 of RFC 2630,
shall also be used to provide replay prevention. The client uses this to confirm its identity to the framework. The
framework can check that the terminationText has been signed by the client. If a match is made, the access session is
terminated, otherwise the P_INVALID_SIGNATURE exception will be thrown.

Raises
TpComonExcepti ons, P_I NVALI D_SI GNATURE

6.3.1.6.8 Method <<new>> relinquishinterface()

The client uses this method to release an instance of a framework interface that was obtained during this access session.

Parameters

interfaceName : in TplnterfaceName

Thisisthe name of the framework interface which is being released. If the interfaceName isinvalid, the framework
throwsthe P_INVALID_INTERFACE_NAME exception. If the interface has not been given to the client during this
access session, then the P_TASK_REFUSED exception will be thrown.

termnationText : in TpString

Thisisthe termination text describes the reason for the release of the interface. Thistext isrequired simply because the
digital Signature parameter requires aterminationText to sign.

digital Signature : in TpCctet Set

This contains a CM S (Cryptographic Message Syntax) object (as defined in RFC 2630) with content type Signed-data.
The signature is calculated and created as per section 5 of RFC 2630. The content is made of the termination text. The
"external signature” construct shall not be used (i.e. the eContent field in the EncapsulatedContentInfo field shall be
present and contain the termination text string). The signing-time attribute, as defined in section 11.3 of RFC 2630,
shall also be used to provide replay prevention. The client uses this to confirm its identity to the framework. The
framework can check that the terminationText has been signed by the client. If a match is made, the interfaceis
released, otherwise the P_INVALID_SIGNATURE exception will be thrown.

Raises
TpCommonExceptions, P_I NVALI D_SI GNATURE, P_I NVALI D_| NTERFACE_NANE

6.4 State Transition Diagrams

This clause contains the State Transition Diagrams for the objects that implement the Framework interfaces on the
gateway side. The State Transition Diagrams show the behaviour of these objects. For each state the methods that can
be invoked by the client are shown. Methods not shown for a specific state are not relevant for that state and will return
an exception. Apart from the methods that can be invoked by the client also eventsinternal to the gateway or related to
network events are shown together with the resulting event or action performed by the gateway. These interna events
are shown between quotation marks.
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6.4.1 Trust and Security Management State Transition Diagrams

6.4.1.1  State Transition Diagrams for IpInitial

initiateAuthentication / return new IpAuthe
initiat eAuthentic ationWithVersion / return
IpAuthentication

Active

AN J

Figure : State Transition Diagram for Iplnitial

6.4.1.2  State Transition Diagrams for IpAPILevelAuthentication
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Ipinitial.initiateAuthentication

selectEncryptionMethod

authenticate / Client

challenges FW selectE ncryptionM ethod

| Authenticating
‘ Framework

authenticate / Client

) FW Aborts
re-authenticates FW

NpClientAPILevelA uthentication.

L . L abortAuthentication
authenticationSucceeded / Client satisfied

with FW response

selectEncryptionMethod

‘ Framework
‘ Authenticated

Figure : STD for IpAPILevelAuthentication: Client authenticates Framework using deprecated
initiateAuthentication() and authenticate() method combination

6.4.1.2.1 Idle State

When the client has invoked the Iplnitial initiateAuthentication or the initiateAuthenticationWithV ersion method, an
object implementing the IpAPILevel Authentication interface is created. If the client used initiateAuthentication, the
client now has to provide its encryption capabilities by invoking selectEncryptionMethod. |f the client used
initiateA uthenticationWithVersion, the client now has to select the authentication mechanism to be used using

sel ectA uthenti cationM echanism.
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6.4.1.2.2 Authenticating Framework State

When entering this state, the client requests the Framework to authenticate itself. The client invokes the authenticate
method on the Framework if it has used initiateAuthentication followed by selectEncryptionMethod (deprecated
mechanism). The client invokes the challenge on the Framework if it has used selectA uthenticationM echanism
followed by selectAuthenticationMechanism. The Framework may either buffer the requests and respond when the
client has been authenticated, or respond immediately, depending on policy. When the client has processed the
response from the authenticate request on the Framework, the response is analysed. If the response is valid but the
authentication processis not yet complete, then another authenticate request or challenge is sent to the Framework. If
the response is valid and the authentication process has been completed, then atransition to the state Framework
Authenticated is made and the Framework is informed of its success by invoking authenticationSucceeded. At any time
the Framework may abort the authentication process by calling abortAuthentication on the client's

APILevel Authentication interface. The client may also call selectEncryptionMethod to choose other encryption
capabilities, or call selectAuthenticationM echanism to choose another hash algorithm.

6.4.1.2.3 Framework Authenticated State

This state is entered when the client indicates that the Framework has been authenticated, by calling
authenticationSucceeded on the Framework's |pAPILevel Authentication interface. The client may at any time request
re-authentication of the Framework, by calling the authenticate method if it had previously used the

initiateA uthentication method on Iplnitial, or by calling the challenge method if it had previously used the
initiateAuthenticationWithVersion method on Iplnitial, resulting in atransition back to Authenticating Framework state.
The client may also call selectEncryptionMethod to choose other encryption capabilities, or call

sel ectAuthenti cationM echanism to choose another hash algorithm.

6.4.1.2.4 Authenticating Client State

When entering this state, the Framework requests the client to authenticate itself. The Framework invokes the
authenticate method on the client if the client has used initiateA uthentication followed by selectEncryptionMethod
(deprecated mechanism). The Framework invokes the challenge on the client if the client has used

sel ectAuthenti cationM echanism followed by selectAuthenticationMechanism.  When the Framework has processed the
response from the A uthenticate request on the client, the response is analysed. If the responseis valid but the
authentication processis not yet complete, then another Authenticate request or challenge is sent to the client. If the
response is valid and the authentication process has been completed, then a transition to the state Client Authenticated is
made, the client isinformed of its success by invoking authenticationSucceeded. In case the response is not valid, the
Authentication object is destroyed. Thisimplies that the client has to re-initiate the authentication by calling once more
the initiateAuthentication or the initiateAuthenticationWithV ersion method on the Iplnitial interface. At any time the
client may abort the authentication process by calling abortAuthentication on the Framework's

IpAPILevel Authentication interface. The client may also call selectEncryptionMethod to choose other encryption
capabilities, or call selectAuthenticationM echanism to choose another hash algorithm.

6.4.1.2.5 Client Authenticated State

In this state the client is considered authenticated and is now allowed to request access to the IpAccess interface If the
framework decides to re-authenticate the client, then the authenticate request or challenge, depending on whether
initiateAuthentication or initiateAuthenticationWithVersion was previously used, is sent to the client and a transition
back to the AuthenticatingClient state occurs. The client may also call selectEncryptionMethod to choose other
encryption capabilities, or call selectAuthenticationM echanism to choose another hash algorithm.
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Iplnitial.initiateAuthenticationWithVersion

o

selectAuthenticationMechanism _
FW Aborts NpClientAPILevelAuthentication.abortAuthenticat...

selectAuthenticationMechanism challenge / Client
challenges FW

‘ Authenticating
Framework

authenticationSucceeded / Client

satisfied with FW| response FW Aborts

MNpClientAP ILeel Authentic ation.
abortAuthentication

challenge|/ Client
re-challenges Framework

selectAuthenticationMechanism

‘ Framework
‘ Authenticated

Figure : STD for IpAPILevelAuthentication: Client authenticates Framework using
initiateAuthenticationWithVersion() and challenge() method combination

6.4.1.2.6 Idle State

When the client has invoked the Iplnitial initiateAuthentication or the initiateA uthenticationWithVersion method, an
object implementing the IpAPILevel Authentication interface is created. If the client used initiateAuthentication, the
client now has to provide its encryption capabilities by invoking selectEncryptionMethod. |f the client used
initiateA uthenticationWithVersion, the client now has to select the authentication mechanism to be used using

sel ectA uthenti cationM echanism.

6.4.1.2.7 Authenticating Framework State

When entering this state, the client requests the Framework to authenticate itself. The client invokes the authenticate
method on the Framework if it has used initiateAuthentication followed by selectEncryptionM ethod (deprecated
mechanism). The client invokes the challenge on the Framework if it has used sel ectAuthenticationM echanism
followed by selectAuthenticationMechanism. The Framework may either buffer the requests and respond when the
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client has been authenticated, or respond immediately, depending on policy. When the client has processed the
response from the authenticate request on the Framework, the response is analysed. If the response is valid but the
authentication processis not yet complete, then another authenticate request or challenge is sent to the Framework. If
the response is valid and the authentication process has been completed, then atransition to the state Framework
Authenticated is made and the Framework isinformed of its success by invoking authenticationSucceeded. At any time
the Framework may abort the authentication process by calling abortAuthentication on the client's

APILevel Authentication interface. The client may also call selectEncryptionMethod to choose other encryption
capabilities, or call selectAuthenticationM echanism to choose another hash algorithm.

6.4.1.2.8 Framework Authenticated State

This state is entered when the client indicates that the Framework has been authenticated, by calling
authenticationSucceeded on the Framework's |pAPILevel Authentication interface.  The client may at any time request
re-authentication of the Framework, by calling the authenticate method if it had previously used the

initiateA uthentication method on Iplnitial, or by calling the challenge method if it had previously used the

initiateA uthenticationWithVersion method on Iplnitial, resulting in atransition back to Authenticating Framework state.
The client may also call selectEncryptionM ethod to choose other encryption capabilities, or call

sel ectAuthenti cationM echanism to choose another hash algorithm.

6.4.1.2.9 Authenticating Client State

When entering this state, the Framework requests the client to authenticate itself. The Framework invokes the
authenticate method on the client if the client has used initiateA uthentication followed by selectEncryptionMethod
(deprecated mechanism). The Framework invokes the challenge on the client if the client has used

sel ectAuthenti cationM echanism followed by selectAuthenticationMechanism.  When the Framework has processed the
response from the A uthenticate request on the client, the response is analysed. If the responseis valid but the
authentication processis not yet complete, then another Authenticate request or challenge is sent to the client. If the
responseis valid and the authentication process has been completed, then atransition to the state Client Authenticated is
made, the client isinformed of its success by invoking authenticationSucceeded. In case the response is not valid, the
Authentication object is destroyed. Thisimplies that the client has to re-initiate the authentication by calling once more
the initiateAuthentication or the initiateAuthenticationWithV ersion method on the Iplnitial interface. At any time the
client may abort the authentication process by calling abortAuthentication on the Framework's

IpAPILevel Authentication interface. The client may also call selectEncryptionM ethod to choose other encryption
capabilities, or call selectAuthenticationM echanism to choose another hash algorithm.

6.4.1.2.10 Client Authenticated State

In this state the client is considered authenticated and is now allowed to request access to the IpAccess interface If the
framework decides to re-authenticate the client, then the authenticate request or challenge, depending on whether
initiateAuthentication or initiateAuthenticationWithVersion was previously used, is sent to the client and a transition
back to the AuthenticatingClient state occurs. The client may also call selectEncryptionMethod to choose other
encryption capabilities, or call selectAuthenticationM echanism to choose another hash algorithm.
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Figure : STD for IpAPILevelAuthentication: Framework authenticates Client using deprecated
initiateAuthentication() and authenticate() method combination

6.4.1.2.11 Idle State

When the client has invoked the Iplnitial initiateAuthentication or the initiateA uthenticationWithVersion method, an
object implementing the IpAPILevel Authentication interface is created. If the client used initiateAuthentication, the
client now hasto provide its encryption capabilities by invoking selectEncryptionMethod. If the client used
initiateAuthenticationWithVersion, the client now has to select the authentication mechanism to be used using

sel ectA uthenti cationM echanism.

6.4.1.2.12 Authenticating Framework State

When entering this state, the client requests the Framework to authenticate itself. The client invokes the authenticate
method on the Framework if it has used initiateAuthentication followed by selectEncryptionMethod (deprecated
mechanism). The client invokes the challenge on the Framework if it has used selectA uthenticationM echanism
followed by selectAuthenticationMechanism. The Framework may either buffer the requests and respond when the
client has been authenticated, or respond immediately, depending on policy. When the client has processed the
response from the authenticate request on the Framework, the response is analysed. If the responseis valid but the
authentication processis not yet complete, then another authenticate request or challenge is sent to the Framework. If
the response is valid and the authentication process has been completed, then atransition to the state Framework
Authenticated is made and the Framework is informed of its success by invoking authenticationSucceeded. At any time
the Framework may abort the authentication process by calling abortAuthentication on the client's

APILevel Authentication interface. The client may also call selectEncryptionMethod to choose other encryption
capabilities, or call selectAuthenticationM echanism to choose another hash algorithm.

6.4.1.2.13 Framework Authenticated State

This state is entered when the client indicates that the Framework has been authenticated, by calling
authenticationSucceeded on the Framework's IpAPILevel Authentication interface.  The client may at any time request
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re-authentication of the Framework, by calling the authenticate method if it had previously used the

initiateA uthentication method on Iplnitial, or by calling the challenge method if it had previously used the

initiateA uthenticationWithVersion method on Iplnitial, resulting in atransition back to Authenticating Framework state.
The client may also call selectEncryptionM ethod to choose other encryption capabilities, or call

sel ectA uthenti cationM echanism to choose another hash a gorithm.

6.4.1.2.14 Authenticating Client State

When entering this state, the Framework requests the client to authenticate itself. The Framework invokes the
authenticate method on the client if the client has used initiateAuthentication followed by selectEncryptionM ethod
(deprecated mechanism). The Framework invokes the challenge on the client if the client has used

sel ectAuthenti cationM echanism followed by selectAuthenticationMechanism.  When the Framework has processed the
response from the A uthenticate request on the client, the response is analysed. If the responseis valid but the
authentication processis not yet complete, then another Authenticate request or challenge is sent to the client. If the
responseis valid and the authentication process has been completed, then atransition to the state Client Authenticated is
made, the client isinformed of its success by invoking authenticationSucceeded. In case the response is not valid, the
Authentication object is destroyed. Thisimplies that the client has to re-initiate the authentication by calling once more
the initiateAuthentication or the initiateAuthenticationWithV ersion method on the Iplnitial interface. At any time the
client may abort the authentication process by calling abortAuthentication on the Framework's

IpAPILevel Authentication interface. The client may also call selectEncryptionM ethod to choose other encryption
capabilities, or call selectAuthenticationM echanism to choose another hash algorithm.

6.4.1.2.15 Client Authenticated State

In this state the client is considered authenticated and is now allowed to request access to the IpAccess interface If the
framework decides to re-authenticate the client, then the authenticate request or challenge, depending on whether
initiateAuthentication or initiateA uthenticationWithVersion was previously used, is sent to the client and a transition
back to the AuthenticatingClient state occurs. The client may also call selectEncryptionMethod to choose other
encryption capabilities, or call selectAuthenticationM echanism to choose another hash algorithm.
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Figure : STD for IpAPILevelAuthentication: Framework authenticates Client using
initiateAuthenticationWithVersion() and challenge() method combination

6.4.1.2.16 Idle State

When the client has invoked the Iplnitial initiateAuthentication or the initiateAuthenticationWithV ersion method, an
object implementing the IpAPILevel Authentication interface is created. If the client used initiateAuthentication, the
client now hasto provide its encryption capabilities by invoking selectEncryptionMethod. If the client used
initiateAuthenticationWithVersion, the client now has to select the authentication mechanism to be used using

sel ectA uthenti cationM echanism.

6.4.1.2.17 Authenticating Framework State

When entering this state, the client requests the Framework to authenticate itself. The client invokes the authenticate
method on the Framework if it has used initiateAuthentication followed by selectEncryptionMethod (deprecated
mechanism). The client invokes the challenge on the Framework if it has used sel ectAuthenticationM echanism
followed by selectAuthenticationMechanism. The Framework may either buffer the requests and respond when the
client has been authenticated, or respond immediately, depending on policy. When the client has processed the
response from the authenticate request on the Framework, the response is analysed. If the response is valid but the
authentication processis not yet complete, then another authenticate request or challenge is sent to the Framework. If
the response is valid and the authentication process has been completed, then atransition to the state Framework
Authenticated is made and the Framework isinformed of its success by invoking authenticationSucceeded. At any time
the Framework may abort the authentication process by calling abortAuthentication on the client's
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APILevel Authentication interface. The client may also call selectEncryptionMethod to choose other encryption
capabilities, or call selectAuthenticationM echanism to choose another hash algorithm.

6.4.1.2.18 Framework Authenticated State

This state is entered when the client indicates that the Framework has been authenticated, by calling
authenticationSucceeded on the Framework's IpAPILevel Authentication interface. The client may at any time request
re-authentication of the Framework, by calling the authenticate method if it had previously used the
initiateAuthentication method on Iplnitial, or by calling the challenge method if it had previously used the
initiateAuthenticationWithVersion method on Iplnitial, resulting in atransition back to Authenticating Framework state.
The client may also call selectEncryptionMethod to choose other encryption capabilities, or call

sel ectA uthenti cationM echanism to choose another hash al gorithm.

6.4.1.2.19 Authenticating Client State

When entering this state, the Framework requests the client to authenticate itself. The Framework invokes the
authenticate method on the client if the client has used initiateAuthentication followed by selectEncryptionM ethod
(deprecated mechanism). The Framework invokes the challenge on the client if the client has used

sel ectAuthenti cationM echanism followed by selectAuthenticationM echanism.  When the Framework has processed the
response from the Authenticate request on the client, the response is analysed. If the response is valid but the
authentication processis not yet complete, then another Authenticate request or challenge is sent to the client. If the
response is valid and the authentication process has been completed, then atransition to the state Client Authenticated is
made, the client isinformed of its success by invoking authenticationSucceeded. In case the response is not valid, the
Authentication object is destroyed. Thisimplies that the client has to re-initiate the authentication by calling once more
the initiateAuthentication or the initiateA uthenticationWithV ersion method on the Iplnitial interface. At any time the
client may abort the authentication process by calling abortAuthentication on the Framework's

IpAPILevel Authentication interface. The client may also call selectEncryptionMethod to choose other encryption
capabilities, or call selectAuthenticationM echanism to choose another hash algorithm.

6.4.1.2.20 Client Authenticated State

In this state the client is considered authenticated and is now allowed to request access to the IpAccess interface If the
framework decides to re-authenticate the client, then the authenticate request or challenge, depending on whether
initiateAuthentication or initiateA uthenticationWithVersion was previously used, is sent to the client and a transition
back to the AuthenticatingClient state occurs. The client may also call selectEncryptionMethod to choose other
encryption capabilities, or call selectAuthenticationM echanism to choose another hash algorithm.

6.4.1.3  State Transition Diagrams for IpAccess
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Ipinitial.requestAccess

obtaininterface / return requested FW interface
obtaininterfaceW ithCallback / return requested F

Active

network pperator initiated endAccess / destroy all interface

endAccess / destroy all interface objects used by the client

7 N
L)

Figure : State Transition Diagram for IpAccess

6.4.1.3.1 Active State

When the client requests access to the Framework on the Iplnitial interface, an object implementing the IpAccess
interface is created. The client can now request other Framework interfaces, including Service Discovery. When the
client isno longer interested in using the interfaces it calls the endAccess method. This resultsin the destruction of all
interface objects used by the client. In case the network operator decides that the client has no longer access to the
interfaces the same will happen.
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7 Framework-to-Application API

7.1 Sequence Diagrams

7.1.1 Event Notification Sequence Diagrams

7111 Enable Event Notification

Applogic : IpAppEventNotification . IpAccess . IpEventNotification

1: new()

:

. 2: obtainlinterfaceWithCallback( )
|

3: new()

4: createNotification()

|
|
|
|
|
|
|
|
|
|
|
|
:
|
5: reportNotification( )

[

1. This messageis used to create an object implementing the IpAppEventNotification interface.

2: Thismessage is used to receive areference to the object implementing the |pEventNotification interface and set the
callback interface for the framework.

3: If thereis currently no object implementing the |pEventNotification interface, then oneis created using this
message.

4. createNotification(eventCriteria: in TpFwEventCriteria) : TpAssignmentID

This message is used to enable the notification mechanism so that subseguent framework events can be sent to the
application. The framework event the application requests to be informed of is the availability of new SCFs.

Newly installed SCFs become available after the invocation of registerService and announceServiceAvailability on the
Framework. The application uses the input parameter eventCriteriato specify the SCFs of whose availability it wantsto
be notified: those specified in ServiceTypeNameList.
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The result of thisinvocation has many similarities with the result of invoking listServiceTypes: in both cases the
application isinformed of the availability of alist of SCFs. The differences are:

in the case of invoking listServiceTypes, the application has to take the initiative, but it isinformed of ALL SCFs
available

in the case of using the event notification mechanism, the application needs not take the initiative to ask about the
availability of SCFs, but it isonly informed of the ones that are newly available.

Alternatively, or additionally, the application can request to be informed of SCFs becoming unavailable.

5: The application is notified of the availability of new SCFs of the requested type(s).

7.1.2 Integrity Management Sequence Diagrams

7.1.2.1 Load Management: Suspend/resume notification from application

This sequence diagram shows the scenario of suspending or resuming notifications from the application based on the
evauation of the load balancing policy as aresult of the detection of achangein load level of the framework.

: IpApplLoadManager : IpLoadManager

1: load change detection and policy evaluation

i 2R

2: suspendNotification T e
P () | This is

M 7 implementation
T detail

|
|
| s
| -

3: load change det:ection/an/d policy evaluation

<

Load balancing senice
makes a decision based
on pre-defined policy

-4 [qs\qmeNotiﬁcation( )

5: reportLoad( )

[

Application provides 1 - /u/ o

initial load report on
notification
resumption

1
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7.1.2.2 Load Management: Framework queries load statistics

This sequence diagram shows how the framework requests load statistics for an application.

. IpLoadManager . IpAppLoadManager

1: queryAppLoadReq( )

i 2: get load infomation
1 <

3: queryAppLoadRes( )

This is the
implementation
0 detalil

7.1.2.3 Load Management: Framework callback registration and Application load
control

This sequence diagram shows how the framework registersitself and the application invokes load management function
to inform the framework of application load.
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IDADDLoeGManaqer IQLoadManager

! 1: createLoadLewelNotification( ) |

! 2: reportLoad( )

U e - /U Application reports its

+ —| . g age

; initial load condition on
: notification creation
|

|

|

|

|

|

|

|

This is implementation
detail. The Application

|

|
may take appropriate ' 3: load change detection
load control action. = |

4: reportLoad( )

T /u Application detects a load AN
This is implementation T~ condition change and

detail. The Application - ~ - _|reports to Framework.

may take appropriate . . The Framework may take
load control action. -- 15 load change detection appropriate load control
action - implementation

g detail.

B 6: reportLoad()- |

<

7: destroyLoadl evel Notification( )

7.1.2.4 Load Management: Application reports current load condition

This sequence diagram shows how an application reportsits load condition to the framework load manager.
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. IpLoadM anager

1: reportLoad( )

2: evaluate policy

|

I

<

N
~
~
~
~

~

This is the implementation
detail

7.1.2.5 Load Management: Application queries load statistics

This sequence diagram shows how an application requests load statistics for the framework.

. IpAppLoadManager

. IpLoadManager

1: queryLoadReq( )

3: queryLoadRes()

2: geHoad information
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7.1.2.6  Load Management: Application callback registration and load control

This sequence diagram shows how an application registersitself and the framework invokes load management function
based on policy.

: IpAppLoadManager : IpLoadManager

[ 1: createLoadLevelN otification()
|

initial load condition on

T
l
u Framework reports its
|
_|__ - -~ notification creation
|

! 2:loadLevelNotification() _ - - -

3:load change (:Tetection & policy evaluation

|
|
l
|
| "~ This is Framework
|
|
|
|
|
|

implementation detail.
The Framework may take
Framework detects a load [, appropriate load control
condition change LP - action.

and notifies the
application. The
application may take

5:load change detection & policyevaluation
| N

appropriate load control -
action - implementation . L i
detail P 6: loadLevelNotification( ) L AN

This is Framework
T implementation detail. The
7: destroyLoadLevelNotification() | Framework may take
U ‘u appropriate load control
|
|
|
|
|
|
|
|
|

action.

7.1.2.7 Heartbeat Management: Start/perform/end heartbeat supervision of the
application

In this sequence diagram, the framework has decided that it wishes to monitor the application, and has therefore
requested the application to commence sending its heartbeat. The application responds by sending its heartbeat at the
specified interval. The framework then decides that it is satisfied with the application’'s health and disables the heartbeat
mechanism. If the heartbeat was not received from the application within the specified interval, the framework can
decide that the application has failed the heartbeat and can then perform some recovery action.
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Framework : IpHeartBeat

. IpAppHeartBeatMgmt

1: enable AppHeartBeat( )

2: pulse()

3: pulse()

u
U

4: disableAppHeartBeat( )

T | At a certain point of

. | time the framework

' | decides to stop

i heartbeat supenision
|

|

|

|

7.1.2.8 Fault Management: Framework detects a Service failure

The framework has detected that a service instance has failed (probably by the use of the heartbeat mechanism). The
framework informs the client application.
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Client Application : IpAppFaultManager Framework : IpFaultManager

The framework should detect if a senice instance
fails, for example via an unreturned heartbeat. The
framework should inform the application that is
using that senice instance, with the reason:
SVC_UNAVAILABLE_NO_RESPONSE.

1: swcAwailStatusind( ) i

“ U

The application may wait until i
it receives SVC_AVAILABLE !

1. Theframework informsthe client application that is using the service instance that the service isunavailable. The
client application may wait to receive a new call to the svcAvail Statusind with the reason SVC_AVAILABLE when the
Service has become available again. The different Unavailability reasons used by the Framework

(TpSvcAvail StatusReason) guides the client application devel opers to make the decision.

7.1.2.9 Fault Management: Application requests a Framework activity test
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Client Application : IpAppFaultManager Framework : IpFaultManager

Client application asks framework to
carry out an actiuvty test. The
framework is denoted as the target by
an empty string value for svcld
parameter value.

1: activity TestReq( )

Framework carries out test and
returns result to client application.

2: activityTestRes( )

1. Theclient application asks the framework to do an activity test. The client identifies that it would like the activity
test done for the framework, rather then a service, by supplying an empty string value for the svcld parameter.

2: Theframework does the requested activity test and sends the result to the client application.

7.1.3 Service Discovery Sequence Diagrams

7.1.3.1  Service Discovery

The following figure shows how Applications discover a new Service Capability Feature in the network. Even
applications that have already used the OSA API of a certain network know that the operator may upgrade it any time;
thisis why they use the Service Discovery interfaces.

Before the discovery process can start, the Application needs areference to the Framework's Service Discovery
interface; thisis done via an invocation the method obtainlnterface on the Framework's Access interface.
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Discovery can be athree-step process. The first two steps have to be performed initially, but can subsequently be
skipped (if the service type and its properties are already known, the application can invoke discoverService() without
having to re-invoke the list/discoverServiceT ype methods):

Application : IpAccess : IpSeniceDiscovery

T
! 1: obtainInterface( ) |

gl

| 2: listSeniceTypes()

3: describeSeniceType()

-

|
! 4: discowerSenice( )

S

2: Discovery: first step - list service types

In thisfirst step the application asks the Framework what service types that are available from this network. Service
types are standardized or non-standardised SCF names, and thus this first step allows the Application to know what
SCFs are supported by the network.

The following output is the result of this first discovery step:
out listTypes

Thisisalist of service type names, i.e., alist of strings, each of them the name of a SCF or a SCF specialization (e.g.
"P_MPCC").

3: Discovery: second step - describe service type

In this second step the application requests what are the properties that describe a certain service type that it isinterested
in, among those listed in the first step.

The following input is necessary:
in name

Thisisaservice type name: a string that contains the name of the SCF whose description the Application isinterested in
(eg."P_MPCC").

And the output is:
out serviceTypeDescription

The description of the specified SCF type. The description provides information about:
the property names associated with the SCF,

the corresponding property value types,
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the corresponding property mode (mandatory or read only) associated with each SCF property,
the names of the super types of thistype, and
whether the typeis currently enabled or disabled.

4: Discovery: third step - discover service

In thisthird step the application requests for a service that matches its needs by tuning the service properties (i.e.,
assigning values for certain properties).

The Framework then checks whether there is a match, in which case it sends the Application the servicel D that isthe
identifier this network operator has assigned to the SCF version described in terms of those service properties. Thisis
the moment where the servicel D identifier is shared with the application that isinterested on the corresponding service.

Thisisdone for either one service or more (the application specifies the maximum number of responsesit wishesto
accept).

Input parameters are:
in serviceTypeName

Thisisastring that contains the name of the SCF whose description the Application isinterested in (e.g. "P_MPCC").
in desiredPropertyList

Thisisagain alist like the one used for service registration, but where the val ue of the service properties have been fine

tuned by the Application to (they will be logically interpreted as " minimum", "maximum", etc. by the Framework).
The following parameter is necessary as input:
in max
This parameter states the maximum number of SCFsthat are to be returned in the " ServiceList" result.
And the output is:
out serviceList

Thisisalist of duplets: (servicel D, servicePropertyList). It provides alist of SCFs matching the requirements from the
Application, and about each: the identifier that has been assigned to it in this network (servicel D), and once again the
service property list.

7.1.4 Service Agreement Management Sequence Diagrams

7.1.4.1  Service Selection
The following figure shows the process of selecting an SCF.

After discovery the Application gets alist of one or more SCF versions that match its required description. It now needs
to decide which serviceit is going to use; it also needsto actually get away to useit.

Thisis achieved by the following two steps:
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Application : Framework

IpSeniceAgreementManagement
T

IpAppSeniceAgreementManagement

1: selectService( )

U "1

|

|

|

:
: initiateSignSenic eAg reement(b

|

B U

-

3: signSeniceAgreement( |)

u

4: signSeniceAgreement( )

!

1: Service Selection: first step - selectService

Inthisfirst step the Application identifies the SCF version it has finally decided to use. This is done by means of the
servicel D, which isthe agreed identifier for SCF versions. The Framework acknowledges this selection by returning to
the Application anew identifier for the service chosen: a service token, that is a private identifier for this service
between this Application and this network, and is used for the process of signing the service agreement.

Inputis:

in servicelD
Thisidentifies the SCF required.
And output:

out serviceToken

Thisisafreeformat text token returned by the framework, which can be signed as part of a service agreement. It
contains operator specific information relating to the service level agreement.

2: Service Selection: second step - signServiceAgreement

In this second step an agreement is signed that allows the Application to use the chosen SCF version. And once this
contractual details have been agreed, then the Application can be given the meansto actually useit. The meansare a
reference to the manager interface of the SCF version (remember that a manager is an entry point to any SCF). By
calling the createServiceManager operation on the lifecycle manager the Framework retrieves this interface and returns
it to the Application. The service properties suitable for this application are also fed to the SCF (viathe lifecycle
manager interface) in order for the SCS to instantiate an SCF version that is suitable for this application.

The sequence of events indicated above, where the application initiates the signature process by calling
initiateSignServiceAgreement, and where the framework calls signServiceAgreement on the application's

| pAppServiceAgreementM anagement interface before the application calls signServiceAgreement on the frameworks's
| pServiceAgreementManagement, is the only sequence permitted.

Input:
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in serviceT oken
Thisisthe identifier that the network and Application have agreed to privately use for a certain version of SCF.
in agreementText
Thisisthe agreement text that is to be signed by the Framework using the private key of the Framework.
in signingAlgorithm
Thisisthe algorithm used to compute the digital signature.
Output:
out signatureAndServiceMgr

Thisis areference to a structure containing the digital signature of the Framework for the service agreement, and a
reference to the manager interface of the SCF.

7.2 Class Diagrams

<<Interface>>
IpAppEventNotification
(from App Interfaces)

SreportNotification ()
@notificationTerminated()

<<uses>>

<<Interface>>
IpEventNotification
(from Framework Interfaces)

WcreateNotification()
WdestroyNotification()

Figure: Event Notification Class Diagram

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 62

ETSI TS 129 198-3 V5.2.0 (2003-03)

<<Interface>>
IpAppLoadManager

<<Interface>>
IpAppFaultManager

<<Interface>>
IpAppHeartBeatMgmt <<Interface>>
IpAppHeartBeat
enableAppHeartBeat() 0
disableAppHeartBeat() -1 pulse()
changelntenal() A
)
|
|
<<uses>> |

<<Interface>>
IpHeartBeatMgmt

|
|
|
|
<<uses>>
|
|
|

enableHeartBeat()
disableHeartBeat()
changelnterval()

queryAppLoadReq()

queryLoadRes()

queryLoadErr()

loadLevelNotification()
resumeNotification()
suspendNotification()

<<new>> createlLoadLevelNotification()
<<new>> destroyLoadLevelNotification()

|
<<uses>>
|
I

activity TestRes()

appActivity TestReq()
fwFaultReportind()
fwFaultRecoveryInd()
<<deprecated>> svcUnavailablelnd()
genFaultStatsRecordRes()
fwUnavailablelnd()

activity TestErr()
genFaultStatsRecordErr()
appUnavailablelnd()
genFaultStatsRecordReq()
<<new>> svcAvailStatusind()

<<Interface>>
IpPAppOAM

systemDateTimeQuery()

<<uses>> /‘\

|
|
|
<<uses>> |
|
|

<<Interface>>
IPOAM

systemDateTimeQuery()

‘ <<Interface>> SRS
<<Interface>> IpFaultManager
IpLoadManager
IpHeartBeat
activity TestReq()
0.-n ) uise ERLEEEY appActivity TestRes()
P 0 queryLoadReq()
ueryAppLoadRes() svcUnavailablelnd()
queryApp! genFaultStatsRecordReq()
queryAppLoadErr() .,
createLoadLevelNotification() appActivity TestErr()
. . <<deprecated>> appUnavailablelnd()
destroyLoadLewelNotification()
resumeNotification() genFaultStatsRecordRes()
U N e genFaultStatsRecordErr()
P 0 <<new>> appAvailStatusind()
Figure: Integrity Management Package Overview

<<Interface>>
IpS erviceDiscovery
from Framework interfaces)

WlistServiceTy pes()

¥describeSeniceType()
LdiscoverService()
%listSubscribedSenices()

Figure: Service Discovery Package Overview
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<<Interface>>
IpClientAccess
(from Client interfaces)

[®terminateAccess()

|
|
|
<<uses>> |
|
|
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<<Interface>>
IpClientAPILevelAuthentication
(from Client interfaces)

[®<<deprecated>> authenticate()
[®abortAuthentication()
[®authenticationSucceeded()
[®<<new>> challenge()

|
<<uses>> |
|
I

<<Interface>>
Iplnitial
(from Framework interfaces)

<<Interface>>
IpAccess

(from Framework interfaces)

<<Interface>>
IpAPILevelAuthentication

(from Framework interfaces)

<<deprecated>> initiateAuthenticaton()
<<new>> initiateAu the nicationWithVersion()

[®obtaininterface()
[MobtaininterfaceWithCallback()
I<<deprecated>> endAccess()
listinterfaces()
.<<deprecated>> releaselnterface()
[<<new>> selectSigningAlgorithm ()
[®<<new>> terminateAccess()
[®<<new>> relinquishlinterface()

<
L8
[®a

l2

<

<deprecated>> selectEncryptionMethod()
<deprecated>> authenticate()
bortAuthentication()
uthenticationSucceeded()

<new>> selectAuthenticationMechanism()
<new>> challenge()

V

<<Interface>>
IpAuthentication
(from Framework interfaces)

[®requestAccess()

Figure: Trust and Security Management Package Overview
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<<Interface>>
IpAppSeniceAgreementManagement
(from App Interfaces)

WsignSeniceAgreement()
$terminateSeniceAgreement()

!
\

[
<<uses>>

<<Interface>>
IpSeniceAgreementM anagement
(from Framework Interfaces)

¥signSeniceAgreement()
¥terminateSeniceAgreement()
WselectSenice()
PinitiateSignSeniceAgreement()

Figure: Service Agreement Management Package Overview

7.3 Interface Classes

7.3.1 Service Discovery Interface Classes

7.3.1.1 Interface Class IpServiceDiscovery
Inherits from: Ipinterface.

The service discovery interface, shown below, consists of four methods. Before a service can be discovered, the
enterprise operator (or the client applications) must know what "types" of services are supported by the Framework and
what service "properties” are applicable to each service type. The listServiceType() method returnsalist of al "service
types' that are currently supported by the framework and the " describeServiceType()" returns a description of each
service type. The description of service type includes the " service-specific properties’ that are applicable to each service
type. Then the enterprise operator (or the client applications) can discover a specific set of registered services that both
belong to a given type and possess the desired "property values', by using the "discoverService() method. Once the
enterprise operator finds out the desired set of services supported by the framework, it subscribes to (a sub-set of) these
services using the Subscription Interfaces. The enterprise operator (or the client applicationsin its domain) can find out
the set of servicesavailableto it (i.e., the service that it can use) by invoking "listSubscribedServices()". The service
discovery APIs areinvoked by the enterprise operators or client applications. They are described below.

Thisinterface shall be implemented by a Framework with as a minimum requirement the listServiceTypes(),
describeServiceType() and discoverService() methods.
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<<Interface>>

IpServiceDiscovery

listServiceTypes () : TpServiceTypeNameList
describeServiceType (name : in TpServiceTypeName) : TpServiceTypeDescription

discoverService (serviceTypeName : in TpServiceTypeName, desiredPropertyList : in
TpServicePropertyList, max : in TpInt32) : TpServiceList

listSubscribedServices () : TpServiceList

7.3.1.1.1 Method listServiceTypes()

This operation returns the names of all service typesthat are in the repository. The details of the service types can then
be obtained using the describeServiceType() method.

Returns <listTypes> : The names of the requested service types.

Parameters
No Parameters were identified for this method

Returns

TpSer vi ceTypeNaneLi st

Raises

TpComonExcept i ons, P_ACCESS_DENI ED

7.3.1.1.2 Method describeServiceType()
This operation lets the caller obtain the details for a particular service type.

Returns <serviceTypeDescription> : The description of the specified service type. The description provides information
about:
- the service properties associated with this service type: i.e. alist of service property { name, mode and type} tuples,
- the names of the super types of this service type, and
- whether the service type is currently available or unavailable.

Parameters

nane : in TpServiceTypeNane
The name of the service type to be described.

- If the "name" is malformed, then the P_ILLEGAL_SERVICE_TY PE exception is raised.

- 1f the "name" does not exist in the repository, then the P_UNKNOWN_SERVICE_TY PE exception is raised.
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Returns
TpServi ceTypeDescri ption

Raises

TpConmonExcept i ons, P_ACCESS_DENI ED, P_| LLEGAL_SERVI CE_TYPE, P_UNKNOAN_SERVI
CE_TYPE

7.3.1.1.3 Method discoverService()

The discoverService operation is the means by which a client application is able to obtain the service IDs of the services
that meet its requirements. The client application passesin alist of desired service properties to describe the serviceit is
looking for, in the form of attribute/value pairs for the service properties. The client application also specifies the
maximum number of matched responsesit is willing to accept. The framework must not return more matches than the
specified maximum, but it is up to the discretion of the Framework implementation to choose to return less than the
specified maximum. The discoverService() operation returns a servicel D/Property pair list for those services that match
the desired service property list that the client application provided. The service properties returned will form a
complete view of what the client application will be able to do with the service, as per the service level agreement. |If
the framework supports service subscription, the service level agreement will be encapsulated in the subscription
properties contained in the contract/profile for the client application, which will be arestriction of the registered
properties.

Returns <serviceList> : This parameter gives alist of matching services. Each service is characterised by its service ID
and alist of service properties { name and value list} associated with the service.

Parameters

servi ceTypeNane : in TpServi ceTypeNane

The "serviceTypeName" parameter conveys the required service type. It is key to the central purpose of "service
trading". It isthe basis for type safe interactions between the service exporters (viaregisterService) and service
importers (via discoverService). By stating a service type, the importer implies the service type and a domain of
discourse for talking about properties of service.

- If the string representation of the "type" does not obey the rules for service type identifiers, then the
P_ILLEGAL_SERVICE_TYPE exception israised.

- 1f the "type" is correct syntactically but is not recognised as a service type within the Framework, then the
P_UNKNOWN_SERVICE_TY PE exception israised.

The framework may return a service of a subtype of the "type" requested. A service sub-type can be described by the
properties of its supertypes.

desiredPropertylList : in TpServicePropertylLi st

The "desiredPropertyList” parameter isalist of service property { name, mode and value list} tuples that the discovered
set of services should satisfy. These properties deal with the non-functional and non-computational aspects of the
desired service. The property valuesin the desired property list must be logically interpreted as "minimum®,
"maximum”, etc. by the framework (due to the absence of a Boolean constraint expression for the specification of the
service criterion). It is suggested that, at the time of service registration, each property val ue be specified as an
appropriate range of values, so that desired property values can specify an "enclosing” range of valuesto help in the
selection of desired services.

The desiredPropertyList only contains service properties that are relevant for the application. If an application is not
interested in the value of a certain service property, this service property shall not be included in the
desiredPropertyL.ist.

P_INVALID_PROPERTY israised when an application includes an unknown service property name or invalid service
property value.
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max : in Tplnt32
The "max" parameter states the maximum number of servicesthat areto be returned in the "servicelList" result.

Returns
TpSer vi ceLi st
Raises

TpConmonExcept i ons, P_ACCESS_DENI ED, P_| LLEGAL_SERVI CE_TYPE, P_UNKNOAN_SERVI
CE_TYPE, P_I NVALI D_PROPERTY

7.3.1.1.4 Method listSubscribedServices()

Returns alist of services so far subscribed by the enterprise operator. The enterprise operator (or the client applications
in the enterprise domain) can obtain alist of subscribed services that they are allowed to access.

Returns <serviceList> : The "serviceList" parameter returns alist of subscribed services. Each serviceis characterised
by its service ID and alist of service properties{name and value list} associated with the service.

Parameters
No Parameters were identified for this method

Returns
TpSer vi ceLi st

Raises
TpComonExcept i ons, P_ACCESS_DENI ED

7.3.2 Service Agreement Management Interface Classes

7.3.2.1 Interface Class IpAppServiceAgreementManagement
Inherits from: Iplnterface.

This interface and the signServiceAgreement() and terminateServiceAgreement() methods shall be implemented by an
application.

<<Interface>>

IpAppServiceAgreementManagement

signServiceAgreement (serviceToken : in TpServiceToken, agreementText : in TpString, signingAlgorithm :
in TpSigningAlgorithm) : TpOctetSet

terminateServiceAgreement (serviceToken : in TpServiceToken, terminationText : in TpString,
digitalSignature : in TpOctetSet) : void
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7.3.2.1.1 Method signServiceAgreement()

Upon receipt of the initiateSignServiceAgrement() method from the client application, this method is used by the
framework to request that the client application sign an agreement on the service. The framework provides the service
agreement text for the client application to sign. The service manager returned will be configured as per the service
level agreement. If the framework uses service subscription, the service level agreement will be encapsulated in the
subscription properties contained in the contract/profile for the client application, which will be arestriction of the
registered properties. If the client application agrees, it signs the service agreement, returning its digital signature to the
framework.

Returns <digital Signature> : This contains a CM S (Cryptographic Message Syntax) object (as defined in RFC 2630)
with content type Signed-data. The signature is calculated and created as per section 5 of RFC 2630. The content is the
agreement text given by the framework. The "external signature” construct shall not be used (i.e. the eContent field in
the EncapsulatedContentInfo field shall be present and contain the agreement text). The signing-time attribute, as
defined in section 11.3 of RFC 2630, shall also be used to provide replay prevention. If the signature is incorrect the
serviceToken will be expired immediately.

Parameters

servi ceToken : in TpServiceToken

Thisisthe token returned by the framework in acall to the selectService() method. Thistoken is used to identify the
service instance to which this service agreement corresponds. (If the client application selects many services, it can
determine which selected service corresponds to the service agreement by matching the service token). If the
serviceTokenisinvalid, or not known by the client application, then the P_INVALID_SERVICE_TOKEN exception is
thrown.

agreenent Text : in TpString

Thisis the agreement text that is to be signed by the client application using the private key of the client application. If
the agreementText isinvalid, then the P_INVALID_AGREEMENT_TEXT exception is thrown.

signingAlgorithm: in TpSigningAl gorithm

Thisisthe algorithm used to compute the digital signature. It shall be identical to the one chosen by the framework in
response to I pAccess.selectSigningAlgorithm(). If the signingAlgorithmis not the chosen one, isinvalid, or unknown
to the client application, the P_INVALID_SIGNING_ALGORITHM exception isthrown. Thelist of possible
algorithmsis as specified in the TpSigningAlgorithm table. The identifier used in this parameter must correspond to the
digestAlgorithm and signatureAlgorithm fields in the Signerinfo field in the digital Signature (see below).

Returns
TpCct et Set
Raises

TpConmonExcept i ons, P_I NVALI D_AGREEMENT _TEXT, P_I NVALI D_SERVI CE_TOKEN,
P_I NVALI D_SI GNI NG_ALGORI THV

7.3.2.1.2 Method terminateServiceAgreement()

This method is used by the framework to terminate an agreement for the service.

Parameters

servi ceToken : in TpServiceToken

Thisisthe token passed back from the framework in a previous selectService() method call. Thistokenis used to
identify the service agreement to be terminated. If the serviceTokenisinvalid, or unknown to the client application, the
P_INVALID_SERVICE_TOKEN exception will be thrown.
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termnationText : in TpString
Thisisthe termination text that describes the reason for the termination of the service agreement.

digital Signature : in TpCctet Set

This contains a CM S (Cryptographic Message Syntax) object (as defined in RFC 2630) with content type Signed-data.
The signature is calculated and created as per section 5 of RFC 2630. The content is the termination text. The "external
signature" construct shall not be used (i.e. the eContent field in the EncapsulatedContentInfo field shall be present and
contain the termination text string). The signing-time attribute, as defined in section 11.3 of RFC 2630, shall also be
used to provide replay prevention. The signing algorithm used is the same as the signing algorithm given when the
service agreement was signed using signServiceAgreement(). The framework uses this to confirm itsidentity to the
client application. The client application can check that the terminationText has been signed by the framework. If a
match is made, the service agreement is terminated, otherwise the P_INVALID_SIGNATURE exception will be
thrown.

Raises
TpCommonExcepti ons, P_I NVALI D_SERVI CE_TOKEN, P_I NVALI D_SI GNATURE

7.3.2.2 Interface Class IpServiceAgreementManagement
Inherits from: Iplnterface.

Thisinterface and the signServiceAgreement(), terminateServiceAgreement(), selectService() and
initiateSi gnServiceAgreement() methods shall be implemented by a Framework.

<<Interface>>

IpServiceAgreementManagement

signServiceAgreement (serviceToken : in TpServiceToken, agreementText : in TpString, signingAlgorithm :
in TpSigningAlgorithm) : TpSignatureAndServiceMgr

terminateServiceAgreement (serviceToken : in TpServiceToken, terminationText : in TpString,
digitalSignature : in TpOctetSet) : void

selectService (servicelD : in TpServicelD) : TpServiceToken

initiateSignServiceAgreement (serviceToken : in TpServiceToken) : void

7.3.2.2.1 Method signServiceAgreement()

After the framework has called signServiceAgreement() on the application's | pAppServiceAgreementM anagement
interface, this method is used by the client application to request that the framework sign the service agreement, which
allows the client application to use the service. A reference to the service manager interface of the service isreturned to
the client application. The service manager returned will be configured as per the service level agreement. If the
framework uses service subscription, the service level agreement will be encapsulated in the subscription properties
contained in the contract/profile for the client application, which will be arestriction of the registered properties. If the
client application is not allowed to access the service, then an error code (P_SERVICE_ACCESS DENIED) is
returned. If the client application invokes this method before the processing (i.e. digital signature verification) the
reponse of signServiceAgreement() on the application's | pAppServiceAgreementM anagement interface completed, a
TpCommonExceptions with ExceptionType P_INVALID_STATE may be raised to indicate that this method is
currently unable to complete the method due to arace condition. In this case, the TpCommonExceptions with
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ExceptionType P_INVALID_STATE suggests the application to retry the method invocation after a reasonable amount
of time has passed.

Returns <signatureAndServiceMgr> : This contains the digital signature of the framework for the service agreement,
and a reference to the service manager interface of the service.
structure TpSignatureAndServiceMar {
digital Signature: TpOctetSet;
serviceMgrinterface: |pServiceRef;
b

The digital Signature contains a CM S (Cryptographic Message Syntax) object (as defined in RFC 2630) with content
type Signed-data. The signatureis calculated and created as per section 5 of RFC 2630. The content is the agreement
text given by the client application. The "external signature” construct shall not be used (i.e. the eContent field in the
EncapsulatedContentInfo field shall be present and contain the agreement text string). The signing-time attribute, as

defined in section 11.3 of RFC 2630, shall aso be used to provide replay prevention.

The serviceMgrinterface is areference to the service manager interface for the selected service.

Parameters

servi ceToken : in TpServiceToken

Thisisthe token returned by the framework in acall to the selectService() method. Thistoken is used to identify the
service instance requested by the client application. If the serviceToken isinvalid, or has expired, an error code
(P_INVALID_SERVICE_TOKEN) is returned.

agreenent Text : in TpString

Thisisthe agreement text that is to be signed by the framework using the private key of the framework. If the
agreementText isinvalid, then an error code (P_INVALID_AGREEMENT_TEXT) isreturned.

signingAlgorithm: in TpSigningA gorithm

Thisisthe agorithm used to compute the digital signature. It shall be identical to the one chosen by the framework in
response to I pAccess.selectSigningAlgorithm(). If the signingAlgorithm is not the chosen one, isinvalid, or unknown
to the framework, an error code (P_INVALID_SIGNING_ALGORITHM) isreturned. Thelist of possible agorithms
is as specified in the TpSigningAlgorithm table. The identifier used in this parameter must correspond to the
digestAlgorithm and signatureAlgorithm fields in the Signerinfo field in the digital Signature (see below).

Returns
TpSi gnat ur eAndSer vi ceMgr
Raises

TpConmonExcept i ons, P_ACCESS_DENI ED, P_| NVALI D_AGREEMENT TEXT, P_I NVALI D_SER
VI CE_TOKEN, P_I NVALI D_SI GNI NG_ALGORI THM P_SERVI CE_ACCESS_DENI ED

7.3.2.2.2 Method terminateServiceAgreement()

This method is used by the client application to terminate an agreement for the service.

Parameters

servi ceToken : in TpServiceToken

Thisisthe token passed back from the framework in a previous selectService() method call. Thistokenis used to
identify the service agreement to be terminated. If the serviceToken isinvalid, or has expired, an error code
(P_INVALID_SERVICE_TOKEN) is returned.
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termnationText : in TpString
Thisisthe termination text that describes the reason for the termination of the service agreement.

digital Signature : in TpCctet Set

This contains a CM S (Cryptographic Message Syntax) object (as defined in RFC 2630) with content type Signed-data.
The signature is calculated and created as per section 5 of RFC 2630. The content is the termination text. The "external
signature" construct shall not be used (i.e. the eContent field in the EncapsulatedContentInfo field shall be present and
contain the termination text string). The signing-time attribute, as defined in section 11.3 of RFC 2630, shall also be
used to provide replay prevention. The signing algorithm used is the same as the signing algorithm given when the
service agreement was signed using signServiceAgreement(). The framework uses this to check that the
terminationText has been signed by the client application. If a match is made, the service agreement is terminated,
otherwise an error code (P_INVALID_SIGNATURE) isreturned.

Raises

TpComonExcepti ons, P_ACCESS DEN ED, P_I NVALI D SERVI CE_TOKEN,
P_I NVALI D_SI GNATURE

7.3.2.2.3 Method selectService()

This method is used by the client application to identify the service that the client application wishesto use. If the client
application is not alowed to access the service, then the P_SERVICE_ACCESS DENIED exception isthrown. The
P_SERVICE_ACCESS DENIED exception is aso thrown if the client attempts to select a service for which it has
aready signed a service agreement for, and therefore obtained an instance of. Thisis because there must be only one
service instance per client application.

Returns <serviceToken> : Thisis afree format text token returned by the framework, which can be signed as part of a
service agreement. This will contain operator specific information relating to the service level agreement. The
serviceToken has alimited lifetime. If the lifetime of the serviceToken expires, a method accepting the serviceToken
will return an error code (P_INVALID_SERVICE_TOKEN). Service Tokenswill automatically expire if the client
application or framework invokes the endAccess method on the other's corresponding access interface.

Parameters

servicelD : in TpServicelD

Thisidentifies the service required. If the servicel D is not recognised by the framework, an error code
(P_INVALID_SERVICE_ID) isreturned.

Returns
TpServi ceToken
Raises

TpComonExcepti ons, P_ACCESS DEN ED, P_I NVALI D SERVI CE | D,
P_SERVI CE_ACCESS _DENI ED

7.3.2.2.4 Method initiateSignServiceAgreement()

This method is used by the client application to initiate the sign service agreement process. This method shall be
invoked following the application's call to selectService(), and before the signing of the service agreement can take
place. If the client application is not allowed to initiate the sign service agreement process, the exception
(P_SERVICE_ACCESS DENIED) isthrown.
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Parameters

servi ceToken : in TpServiceToken

Thisisthe token returned by the framework in acall to the selectService() method. Thistoken is used to identify the
service instance requested by the client application. If the serviceToken isinvalid, or has expired, the exception
(P_INVALID_SERVICE_TOKEN) isthrown.

Raises

TpComonExcepti ons, P_I NVALI D SERVI CE TOKEN, P_SERVI CE_ACCESS DEN ED

7.3.3 Integrity Management Interface Classes

7.3.3.1 Interface Class IpAppFaultManager
Inherits from: Ipinterface.

Thisinterface is used to inform the application of events that affect the integrity of the Framework, Service or Client
Application. The Fault Management Framework will invoke methods on the Fault Management Application Interface
that is specified when the client application obtains the Fault Management interface: i.e. by use of the
obtainlnterfaceWithCallback operation on the IpAccessinterface

<<Interface>>

IpAppFaultManager

activityTestRes (activityTestID : in TpActivityTestID, activityTestResult : in TpActivityTestRes) : void
appActivityTestReq (activityTestID : in TpActivityTestID) : void

fwFaultReportind (fault : in TpinterfaceFault) : void

fwFaultRecoverylnd (fault : in TpinterfaceFault) : void

<<deprecated>> svcUnavailablelnd (servicelD : in TpServicelD, reason : in TpSvcUnavailReason) : void
genFaultStatsRecordRes (faultStatistics : in TpFaultStatsRecord, servicelDs : in TpServicelDList) : void
fwUnavailablelnd (reason : in TpFwUnavailReason) : void

activityTestErr (activityTestID : in TpActivityTestID) : void

genFaultStatsRecordErr (faultStatisticsError : in TpFaultStatisticsError, servicelDs : in TpServicelDList) :
void

appUnavailablelnd (servicelD : in TpServicelD) : void
genFaultStatsRecordReq (timePeriod : in TpTimelnterval) : void

<<new>> svcAvailStatusind (servicelD : in TpServicelD, reason : in TpSvcAvailStatusReason) : void

7.3.3.1.1 Method activityTestRes()

The framework uses this method to return the result of a client application-requested activity test.

Parameters

activityTestID : in TpActivityTestlD
Used by the client application to correlate this response (when it arrives) with the original request.
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activityTestResult : in TpActivityTestRes
The result of the activity test.

7.3.3.1.2 Method appActivityTestReq()

The framework invokes this method to test that the client application is operational. On receipt of this request, the
application must carry out atest on itself, to check that it is operating correctly. The application reports the test result
by invoking the appAdctivity TestRes method on the | pFaultManager interface.

Parameters

activityTestID : in TpActivityTestID
The identifier provided by the framework to correlate the response (when it arrives) with this request.

7.3.3.1.3 Method fwFaultReportind()

The framework invokes this method to notify the client application of afailure within the framework. The client
application must not continue to use the framework until it has recovered (as indicated by a fwFaultRecoverylnd).

Parameters

fault : in TplnterfaceFault
Specifies the fault that has been detected by the framework.

7.3.3.1.4 Method fwFaultRecoverylnd()
The framework invokes this method to notify the client application that a previously reported fault has been rectified.
The application may then resume using the framework.

Parameters

fault : in TplnterfaceFault
Specifies the fault from which the framework has recovered.

7.3.3.1.5 Method <<deprecated>> svcUnavailablelnd()

This method is deprecated and will be removed in alater release. It is strongly recommended not to implement this
method. The new method svcAvail Statusind shall be used instead, using the new type of reason parameter to inform the
Application the reason why the Service is unavailable and also when the Service becomes available again.

The framework invokes this method to inform the client application that it may experience difficulties using itsinstance
of the indicated service.

Parameters

servicelD : in TpServicelD
Identifies the affected service.

reason : in TpSvcUnavail Reason
Identifies the reason why the serviceis no longer available
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7.3.3.1.6 Method genFaultStatsRecordRes()

This method is used by the framework to provide fault statistics to a client application in response to a
genFaultStatsRecordReg method invocation on the IpFaultM anager interface.

Parameters

faultStatistics : in TpFaultStatsRecord
The fault statistics record.

servicelDs : in TpServicel DLi st

Specifies the framework or services that are included in the general fault statistics record. If the servicel Ds parameter is
an empty list, then the fault statistics are for the framework.

7.3.3.1.7 Method fwUnavailablelnd()

The framework invokes this method to inform the client application that it is no longer available.

Parameters

reason : in TpFwUnavail Reason
I dentifies the reason why the framework is no longer available

7.3.3.1.8 Method activityTestErr()

The framework uses this method to indicate that an error occurred during an application-initiated activity test.

Parameters

activityTestID : in TpActivityTestID
Used by the application to correlate this response (when it arrives) with the original request.

7.3.3.1.9 Method genFaultStatsRecordErr()

This method is used by the framework to indicate an error fulfilling the request to provide fault statistics, in response to
a genFaultStatsRecordReq method invocation on the IpFaultManager interface.

Parameters

faultStatisticsError : in TpFaultStatisticsError
The fault statistics error.

servicelDs : in TpServicel DLi st

Specifies the framework or services that were included in the general fault statistics record request. If the servicelDs
parameter is an empty list, then the fault statistics were requested for the framework.

7.3.3.1.10 Method appUnavailablelnd()

The framework invokes this method to indicate to the application that the service instance has detected that it is not
responding.

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 75 ETSI TS 129 198-3 V5.2.0 (2003-03)

Parameters

servicelD : in TpServicelD
Specifies the service for which the indication of unavailability was received.

7.3.3.1.11 Method genFaultStatsRecordReq()

This method is used by the framework to solicit fault statistics from the client application, for example when the
framework was asked for these statistics by a service instance by using the genFaultStatsRecordReq operation on the

I pFwFaultManager interface. On receipt of this request, the client application must produce a fault statistics record, for
the application during the specified timeinterval, which is returned to the framework using the genFaultStatsRecordRes
operation on the |pFaultManager interface.

Parameters

timePeriod : in TpTinelnterval

The period over which the fault statistics are to be generated. Supplying both a start time and stop time as empty strings
leaves the time period to the discretion of the client application.

7.3.3.1.12 Method <<new>> svcAvailStatusind()

The framework invokes this method to inform the client application about the Service instance availability status, i.e.
that it can no longer use its instance of the indicated service according to the reason parameter but as well information
when the Service Instance becomes avail able again. On receipt of this request, the client application either acts to reset
its use of the specified service (using the normal mechanisms, such as the discovery and authentication interfaces, to
stop use of this service instance and begin use of a different service instance). The client application can also wait for
the problem to be solved and just stop the usage of the service instance until the svcAvail Statusind() is called again with
the reason SERVICE_AVAILABLE.

Parameters

servicelD: in TpServicelD
Identifies the affected service.

reason : in TpSvcAvail St at usReason
Identifies the reason why the service is ho longer available or that it has become available again.

7.3.3.2 Interface Class IpFaultManager
Inherits from: Ipinterface.

Thisinterface is used by the application to inform the framework of events that affect the integrity of the framework
and services, and to request information about the integrity of the system. The fault manager operations do not
exchange callback interfaces asit is assumed that the client application suppliesits Fault Management callback
interface at the time it obtains the Framework's Fault Management interface, by use of the obtainlnterfaceWithCallback
operation on the IpAccess interface.

If the IpFaultManager interface isimplemented by a Framework, at least one of these methods shall be
implemented. |f the Framework is capable of invoking the | pAppFaultM anager.appActivity TestReq() method, it shall
implement appActivityTestRes() and appActivityTestErr() in thisinterface. If the Framework is capable of invoking
| pAppFaultM anager.genFaultStatsRecordReq(), it shall implement genFaultStatsRecordRes() and
genFaultStatsRecordErr() in this interface.
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<<Interface>>

IpFaultManager

activityTestReq (activityTestID : in TpActivityTestID, svcID : in TpServicelD) : void

appActivityTestRes (activityTestID : in TpActivityTestID, activityTestResult : in TpActivityTestRes) : void
svcUnavailablelnd (servicelD : in TpServicelD) : void

genFaultStatsRecordReq (timePeriod : in TpTimelnterval, servicelDs : in TpServicelDList) : void
appActivityTestErr (activityTestID : in TpActivityTestID) : void

<<deprecated>> appUnavailableind (servicelD : in TpServicelD) : void

genFaultStatsRecordRes (faultStatistics : in TpFaultStatsRecord) : void

genFaultStatsRecordErr (faultStatisticsError : in TpFaultStatisticsError) : void

<<new>> appAvailStatusind (reason : in TpAppAvailStatusReason) : void

7.3.3.2.1 Method activityTestReq()

The application invokes this method to test that the framework or itsinstance of a service is operational. On receipt of
this request, the framework must carry out atest on itself or on the client's instance of the specified service, to check
that it is operating correctly. The framework reports the test result by invoking the activity TestRes method on the

I pAppFaultManager interface. |f the application does not have access to a service instance with the specified servicel D,
the P UNAUTHORISED PARAMETER_VALUE exception shall be thrown. The extralnformation field of the
exception shall contain the corresponding servicelD.

For security reasons the client application has access to the service ID rather than the service instance ID. However, as
there is a one to one relationship between the client application and a service, i.e. there is only one service instance of
the specified service per client application, it is the obligation of the framework to determine the service instance ID
from the service ID.

Parameters

activityTestID : in TpActivityTestID
The identifier provided by the client application to correlate the response (when it arrives) with this request.

svclD : in TpServicel D
Identifies either the framework or a service for testing. The framework is designated by an empty string.

Raises
TpCommonExcept i ons, P_| NVALI D SERVI CE_I D, P_UNAUTHORI SED PARAVETER VALUE

7.3.3.2.2 Method appActivityTestRes()

The client application uses this method to return the result of a framework-requested activity test.
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Parameters

activityTestID : in TpActivityTestID
Used by the framework to correlate this response (when it arrives) with the original request.

activityTestResult : in TpActivityTestRes
The result of the activity test.

Raises
TpComonExceptions, P_INVALID ACTIVITY_TEST ID

7.3.3.2.3 Method svcUnavailablelnd()

This method is used by the client application to inform the framework that it can no longer use its instance of the
indicated service (either due to afailurein the client application or in the service instance itself). On receipt of this
request, the framework should take the appropriate corrective action.

Parameters

servicelD: in TpServicelD
I dentifies the service that the application can no longer use.

Raises
TpCommonExceptions , P_I NVALI D_SERVI CE_I D, P_UNAUTHORI SED_PARAMVETER VALUE

7.3.3.2.4 Method genFaultStatsRecordReq()

This method is used by the application to solicit fault statistics from the framework. On receipt of this request the
framework must produce a fault statistics record, for either the framework or for the client's instances of the specified
services during the specified time interval, which is returned to the client application using the genFaultStatsRecordRes
operation on the | pAppFaultManager interface. |f the application does not have access to a service instance with the
specified servicel D, the P_UNAUTHORISED PARAMETER _VALUE exception shall be thrown. The
extralnformation field of the exception shall contain the corresponding servicelD.

Parameters

timePeriod : in TpTinelnterval

The period over which the fault statistics are to be generated. Supplying both a start time and stop time as empty strings
leaves the time period to the discretion of the framework.

servicelDs : in TpServicel DLi st

Specifies either the framework or servicesto be included in the general fault statistics record. If this parameter is not an
empty list, the fault statistics records of the client's instances of the specified services are returned, otherwise the fault
statistics record of the framework is returned.

Raises
TpConmmonExceptions, P_I NVALI D SERVI CE | D, P_UNAUTHORI SED PARAMETER VALUE
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7.3.3.2.5 Method appActivityTestErr()

The client application uses this method to indicate that an error occurred during a framework-reguested activity test.

Parameters

activityTestID : in TpActivityTestID
Used by the framework to correlate this response (when it arrives) with the original request.

Raises
TpComonExceptions, P_I NVALI D ACTIVITY_TEST_ID

7.3.3.2.6 Method <<deprecated>> appUnavailablelnd()

This method is deprecated and will be removed in alater release. It is strongly recommended not to implement this
method. Applications can indicate they no longer use a particular service instance using

| pServiceAgreementM anagement.terminateServiceAgreement(). Applications can indicate afault with a particular
service instance using | pFaultManager.svcUnavailablel nd().

This method is used by the application to inform the framework that it is ceasing its use of the serviceinstance. This
may aresult of the application detecting afailure. The framework assumes that the session between this client
application and service instance is to be closed and updates its own records appropriately as well as attempting to
inform the service instance and/or its administrator.

Parameters
servicelD: in TpServicelD

Identifies the affected application.
Raises
TpComonExcept i ons

7.3.3.2.7 Method genFaultStatsRecordRes()

This method is used by the client application to provide fault statistics to the framework in response to a
genFaultStatsRecordReg method invocation on the IpAppFaultM anager interface.

Parameters

faultStatistics : in TpFaultStatsRecord
The fault statistics record.

Raises
TpComonExcept i ons
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7.3.3.2.8 Method genFaultStatsRecordErr()
This method is used by the client application to indicate an error fulfilling the request to provide fault statistics, in
response to a genFaultStatsRecordReq method invocation on the |pAppFaultManager interface.

Parameters

faultStatisticsError : in TpFaultStatisticsError
The fault statistics error.

Raises
TpComonExcept i ons

7.3.3.2.9 Method <<new>> appAvailStatusind()

This method is used by the application to inform the framework of its availability status. If the Application has detected
afailureit uses one of the APP_UNAVAILABLE reason types to indicate the problem and that it is ceasing its use of
all of its subscribed service instances. When the Application is working again it shall call this method again with the
APP_AVAILABLE reason to inform the Framework that it is working properly again. The Framework shall aso
attempt to inform all of the service instances used by the specific application and/or its administrator about the problem.

Parameters

reason : in TpAppAvail St at usReason

I dentifies the reason why the application is no longer available. APP_AVAILABLE is used to inform the Framework
and the Service that the Application is available again.

Raises
TpComonExcept i ons

7.3.3.3 Interface Class IpAppHeartBeatMgmt
Inherits from: Ipinterface.

Thisinterface allows the initialisation of a heartbeat supervision of the client application by the framework.

<<Interface>>

IpAppHeartBeatMgmt

enableAppHeartBeat (interval : in TpInt32, fwinterface : in IpHeartBeatRef) : void
disableAppHeartBeat () : void

changelnterval (interval : in TpInt32) : void

7.3.3.3.1 Method enableAppHeartBeat()

With this method, the framework instructs the client application to begin sending its heartbeat to the specified interface
at the specified interval.
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Parameters

interval : in Tplnt32
Thetime interval in milliseconds between the heartbeats.

fwnterface : in |pHeart Beat Ref

This parameter refersto the callback interface the heartbeat is calling.

7.3.3.3.2 Method disableAppHeartBeat()

Instructs the client application to cease the sending of its heartbeat.

Parameters
No Parameters were identified for this method

7.3.3.3.3 Method changelnterval()

Allows the administrative change of the heartbeat interval.

Parameters

interval : in Tplnt32
Thetimeinterval in milliseconds between the heartbeats.

7.3.3.4 Interface Class IpAppHeartBeat

Inherits from: Iplnterface.

ETSI TS 129 198-3 V5.2.0 (2003-03)

The Heartbeat Application interface is used by the Framework to send the client application its heartbeat.

<<Interface>>

IpAppHeartBeat

pulse () : void

7.3.3.4.1 Method pulse()

The framework uses this method to send its heartbeat to the client application. The application will be expecting a pulse
at the end of every interval specified in the parameter to the |pHeartBeatM gmt.enableHeartbeat() method. 1f the pulse()
is not received within the specified interval, then the framework can be deemed to have failed the heartbeat.

Parameters
No Parameters were identified for this method
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7.3.3.5 Interface Class IpHeartBeatMgmt
Inherits from: Iplnterface.

Thisinterface allows the initialisation of a heartbeat supervision of the framework by aclient application. If the
IpHeartBeatM gmt interface is implemented by a Framework, as a minimum enableHeartBeat() and disableHeartBeat()
shall be implemented.

<<Interface>>

IpHeartBeatMgmt

enableHeartBeat (interval : in TpInt32, applnterface : in IpAppHeartBeatRef) : void
disableHeartBeat () : void

changelnterval (interval : in TpInt32) : void

7.3.3.5.1 Method enableHeartBeat()

With this method, the client application instructs the framework to begin sending its heartbeat to the specified interface
at the specified interval.

Parameters

interval : in Tplnt32
Thetimeinterval in milliseconds between the heartbeats.

applnterface : in | pAppHeart Beat Ref
This parameter refersto the callback interface the heartbeat is caling.

Raises
TpComonExcept i ons

7.3.3.5.2 Method disableHeartBeat()

Instructs the framework to cease the sending of its heartbeat.

Parameters
No Parameters were identified for this method

Raises
TpComonExcept i ons

7.3.3.5.3 Method changelnterval()

Allows the administrative change of the heartbeat interval.
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Parameters

interval : in Tplnt32
Thetime interval in milliseconds between the heartbeats.

Raises
TpComonExcept i ons

7.3.3.6 Interface Class IpHeartBeat
Inherits from: Iplnterface.

The Heartbeat Framework interface is used by the client application to send its heartbeat. |f a Framework is capable of
invoking |pAppHeartBeatM gmt.enableHeartBeat(), it shall implement IpHeartBeat and the pulse() method.

If the IpLoadManager interface isimplemented by a Framework, at least one of the methods shall be implemented
as a minimum requirement. If load level notifications are supported, the createl oadlL evel Notification() and
destroyL oadL evelNatification() methods shall be implemented. If suspendNotification() is implemented, then
resumeNotification() shall be implemented also. If a Framework is capable of invoking the
I pAppLoadManager.queryAppLoadReq() method, then it shall implement queryAppL oadRes() and queryAppL oadErr()
methods in this interface.

<<Interface>>

IpHeartBeat

pulse () : void

7.3.3.6.1 Method pulse()

The client application uses this method to send its heartbeat to the framework. The framework will be expecting a pulse
at the end of every interval specified in the parameter to the |pAppHeartBeatM gmt.enableA ppHeartbeat() method. |If
the pulse() is not received within the specified interval, then the client application can be deemed to have failed the
heartbest.

Parameters
No Parameters were identified for this method

Raises
TpComonExcept i ons

7.3.3.7 Interface Class IpAppLoadManager
Inherits from: Ipinterface.

The client application devel oper supplies the load manager application interface to handle requests, reports and other
responses from the framework load manager function. The application supplies the identity of this callback interface at
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the time it obtains the framework's load manager interface, by use of the obtainl nterfaceWithCallback() method on the
IpAccess interface.

<<Interface>>

IpAppLoadManager

queryAppLoadReq (timelnterval : in TpTimelnterval) : void
queryLoadRes (loadStatistics : in TpLoadStatisticList) : void
queryLoadErr (loadStatisticsError : in TpLoadStatisticError) : void
loadLevelNotification (loadStatistics : in TpLoadStatisticList) : void
resumeNotification () : void

suspendNotification () : void

<<new>> createlLoadLevelNotification () : void

<<new>> destroyLoadLevelNotification () : void

7.3.3.7.1 Method queryAppLoadReq()

The framework uses this method to request the application to provide load statistics records for the application.

Parameters

timelnterval : in TpTimelnterval
Specifies the time interval for which load statistic records should be reported.

7.3.3.7.2 Method queryLoadRes()
The framework uses this method to send load statistic records back to the application that requested the information; i.e.
in response to an invocation of the queryl oadReq method on the |pLoadManager interface.

Parameters

| oadStatistics : in TpLoadStati sticLi st
Specifies the framework-supplied |oad statistics

7.3.3.7.3 Method queryLoadErr()

The framework uses this method to return an error response to the application that requested the framework's load
statistics information, when the framework is unsuccessful in obtaining any load statistic records; i.e. in response to an
invocation of the queryL oadReq method on the |pLoadM anager interface.

Parameters

| oadSt atisticsError : in TpLoadStatisticError
Specifies the error code associated with the failed attempt to retrieve the framework's load statistics.
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7.3.3.7.4 Method loadLevelNotification()

Upon detecting load condition change, (e.g. load level changing from0to 1, 0to 2, 1 to 0, for the SCFs or framework
which have been registered for load level notifications) this method is invoked on the application. In addition this
method shall be invoked on the application in order to provide a notification of current load status, when load
notifications are first requested, or resumed after suspension.

Parameters

| oadStatistics : in TpLoadStatisticLi st
Specifies the framework-supplied load statistics, which include the load level change(s).

7.3.3.7.5 Method resumeNotification()

The framework uses this method to request the application to resume sending it notifications: e.g. after a period of
suspension during which the framework handled a temporary overload condition. Upon receipt of this method the
client application shall inform the framework of the current load using the reportL oad method on the corresponding
I pLoadManager.

Parameters
No Parameters were identified for this method

7.3.3.7.6  Method suspendNotification()

The framework uses this method to request the application to suspend sending it any notifications. e.g. while the
framework handles atemporary overload condition.

Parameters
No Parameters were identified for this method

7.3.3.7.7 Method <<new>> createLoadLevelNotification()

The framework uses this method to register to receive notifications of load level changes associated with the
application. Upon receipt of this method the client application shall inform the framework of the current load using the
reportLoad method on the corresponding | pLoadM anager.

Parameters
No Parameters were identified for this method

7.3.3.7.8 Method <<new>> destroyLoadLevelNotification()

The framework uses this method to unregister for notifications of load level changes associated with the application.

Parameters
No Parameters were identified for this method

7.3.3.8 Interface Class IpLoadManager

Inherits from: Iplnterface.
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The framework API should allow the load to be distributed across multiple machines and across multiple component
processes, according to aload management policy. The separation of the load management mechanism and load
management policy ensures the flexibility of the load management services. The load management policy identifies
what load management rules the framework should follow for the specific client application. It might specify what
action the framework should take as the congestion level changes. For example, some real-time critical applications will
want to make sure continuous service is maintained, below a given congestion level, at all costs, whereas other services
will be satisfied with disconnecting and trying again later if the congestion level rises. Clearly, the load management
policy isrelated to the QoS level to which the application is subscribed. The framework load management function is
represented by the IpLoadManager interface. Most methods are asynchronous, in that they do not lock a thread into
waiting whilst atransaction performs. To handle responses and reports, the client application devel oper must
implement the |pAppLoadManager interface to provide the callback mechanism. The application supplies the identity
of this callback interface at the time it obtains the framework'’s |oad manager interface, by use of the

obtainl nterfaceWithCallback operation on the IpAccess interface.

If the IpLoadManager interface isimplemented by a Framework, at |east one of the methods shall be implemented
asaminimum requirement. If load level notifications are supported, the createl oadL evel Notification() and
destroyL oadL evel Natification() methods shall be implemented. [f suspendNotification() is implemented, then
resumeNotification() shall be implemented also. If a Framework is capable of invoking the
| pAppL oadM anager.queryAppL oadReq() method, then it shall implement queryAppL oadRes() and queryAppLoadErr()
methods in thisinterface.

<<Interface>>

IpLoadManager

reportLoad (loadLevel : in TpLoadLevel) : void

queryLoadReq (servicelDs : in TpServicelDList, timelnterval : in TpTimelnterval) : void
queryAppLoadRes (loadStatistics : in TpLoadStatisticList) : void

queryAppLoadErr (loadStatisticsError : in TpLoadStatisticError) : void
createLoadLevelNotification (servicelDs : in TpServicelDList) : void
destroyLoadLevelNotification (servicelDs : in TpServicelDList) : void
resumeNotification (servicelDs : in TpServicelDList) : void

suspendNotification (servicelDs : in TpServicelDList) : void

7.3.3.8.1 Method reportLoad()

The client application uses this method to report its current load level (0,1, or 2) to the framework: e.g. when the load
level on the application has changed.

At level 0 load, the application is performing within its load specifications (i.e. it is hot congested or overloaded). At
level 1 load, the application is overloaded. At level 2 load, the application is severely overloaded. In addition this
method shall be called by the application in order to report current load status, when load notifications are first
requested, or resumed after suspension.

Parameters

| oadLevel : in TpLoadLevel
Specifies the application's load level.
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Raises
TpComonExcept i ons

7.3.3.8.2 Method queryLoadReq()

The client application uses this method to request the framework to provide load statistic records for the framework or
for itsinstances of the individual services. If the application does not have access to a service instance with the
specified servicel D, the P_UNAUTHORISED_PARAMETER_VALUE exception shall be thrown. The
extralnformation field of the exception shall contain the corresponding servicelD.

Parameters

servicelDs : in TpServicel DLi st

Specifies the framework or the services for which load statistics records should be reported. If this parameter is not an
empty list, the load statistics records of the client's instances of the specified services are returned, otherwise the load
statistics record of the framework is returned.

timelnterval : in TpTinmelnterval
Specifies the timeinterval for which load statistics records should be reported.

Raises

TpConmonExcept i ons, P_I NVALI D_SERVI CE_I D, P_SERVI CE_NOT_ENABLED,
P_UNAUTHORI SED_PARAMETER VALUE

7.3.3.8.3 Method queryAppLoadRes()
The client application uses this method to send load statistic records back to the framework that requested the
information; i.e. in response to an invocation of the queryAppL oadReg method on the |pA ppLoadManager interface.

Parameters

| cadStatistics : in TpLoadStatisticlLi st
Specifies the application-supplied load statistics.

Raises
TpComonExcept i ons

7.3.3.8.4 Method queryAppLoadErr()

The client application uses this method to return an error response to the framework that requested the application's load
statistics information, when the application is unsuccessful in obtaining any load statistic records; i.e. in response to an
invocation of the queryAppLoadReq method on the |pAppL oadManager interface.

Parameters

| oadSt ati sticsError : in TpLoadStatisticError
Specifies the error code associated with the failed attempt to retrieve the application's load statistics.
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Raises
TpComonExcept i ons

7.3.3.8.5 Method createLoadLevelNotification()

The client application uses this method to register to receive notifications of load level changes associated with either
the framework or with itsinstances of the individual services used by the application. If the application does not have
access to a service instance with the specified servicel D, the P_ UNAUTHORISED_PARAMETER_VALUE exception
shall bethrown. The extralnformation field of the exception shall contain the corresponding servicel D. Upon receipt
of this method the framework shall inform the client application of the current framework or service instance load using
the loadL evel Notification method on the corresponding | pAppLoadM anager.

Parameters

servicelDs : in TpServicel DLi st

Specifies the framework or SCFsto be registered for load control. To register for framework load control, the
servicel Ds parameter must be an empty list.

Raises
TpCommonExceptions, P_I NVALI D SERVI CE | D, P_UNAUTHORI SED PARAMETER VALUE

7.3.3.8.6 Method destroyLoadLevelNotification()

The client application uses this method to unregister for notifications of load level changes associated with either the
framework or with itsinstances of the individual services used by the application. If the application does not have
access to a service instance with the specified servicel D, the P_ UNAUTHORISED_PARAMETER_VALUE exception
shall bethrown. The extralnformation field of the exception shall contain the corresponding servicelD.

Parameters

servicelDs : in TpServicel DLi st

Specifies the framework or the services for which load level changes should no longer be reported. To unregister for
framework load control, the servicel Ds parameter must be an empty list.

Raises
TpCommonExceptions, P_I NVALI D SERVI CE | D, P_UNAUTHORI SED PARAMETER VALUE

7.3.3.8.7 Method resumeNotification()

The client application uses this method to request the framework to resume sending it load management notifications
associated with either the framework or with its instances of the individual services used by the application; e.g. after a
period of suspension during which the application handled a temporary overload condition. If the application does not
have access to a service instance with the specified servicel D, the P UNAUTHORISED _PARAMETER_VALUE
exception shall be thrown. The extralnformation field of the exception shall contain the corresponding servicelD.
Upon receipt of this method the framework shall inform the client application of the current framework or service
instance load using the loadL evel Notification method on the corresponding | pAppLoadManager.
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Parameters

servicelDs : in TpServicel DLi st

Specifies the framework or the services for which the sending of notifications of load level changes by the framework
should be resumed. To resume notifications for the framework, the servicel Ds parameter must be an empty list.

Raises

TpConmonExcept i ons, P_I NVALI D_SERVI CE_I D, P_SERVI CE_NOT_ENABLED,
P_UNAUTHORI SED_PARAMETER VALUE

7.3.3.8.8 Method suspendNotification()

The client application uses this method to request the framework to suspend sending it load management notifications
associated with either the framework or with its instances of the individual services used by the application; e.g. while
the application handles a temporary overload condition. If the application does not have access to a service instance
with the specified servicel D, the P UNAUTHORISED_PARAMETER_VALUE exception shall be thrown. The
extralnformation field of the exception shall contain the corresponding servicelD.

Parameters

servicelDs : in TpServicel DLi st
Specifies the framework or the services for which the sending of notifications by the framework should be suspended.

To suspend notifications for the framework, the servicel Ds parameter must be an empty list.
Raises

TpConmonExcept i ons, P_I NVALI D_SERVI CE_I D, P_SERVI CE_NOT_ENABLED,
P_UNAUTHORI SED_PARAMETER VALUE

7.3.3.9 Interface Class IpOAM
Inherits from: Iplnterface.

The OAM interface is used to query the system date and time. The application and the framework can synchronise the
date and time to a certain extent. Accurate time synchronisation is outside the scope of the OSA APIs. Thisinterface
and the systemDateTimeQuery() method are optional.

<<Interface>>
IpPOAM

systemDateTimeQuery (clientDateAndTime : in TpDateAndTime) : TpDateAndTime

7.3.3.9.1 Method systemDateTimeQuery()

This method is used to query the system date and time. The client application passesin its own date and time to the
framework. The framework responds with the system date and time.
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Returns <systemDateAndTime> : Thisis the system date and time of the framework.

Parameters

clientDat eAndTinme : in TpDat eAndTi me

Thisisthe date and time of the client (application). The error code P_INVALID_DATE_TIME_FORMAT isreturned if
the format of the parameter isinvalid.

Returns

TpDat eAndTi ne

Raises

TpCommonExcept i ons, P_I NVALI D_TI ME_AND_DATE_FORMAT

7.3.3.10 Interface Class IpAppOAM
Inherits from: Iplinterface.

The OAM client application interface is used by the Framework to query the application date and time, for
synchronisation purposes. This method is invoked by the Framework to interchange the framework and client
application date and time.

<<Interface>>
IpPAppOAM

systemDateTimeQuery (systemDateAndTime : in TpDateAndTime) : TpDateAndTime

7.3.3.10.1 Method systemDateTimeQuery()

This method is used to query the system date and time. The framework passes in its own date and time to the
application. The application responds with its own date and time.

Returns <clientDateAndTime> : Thisis the date and time of the client (application).

Parameters

syst enDat eAndTi me : in TpDat eAndTi e
Thisisthe system date and time of the framework.

Returns
TpDat eAndTi ne
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7.3.4 Event Notification Interface Classes

7.3.4.1 Interface Class IpAppEventNotification
Inherits from: Iplnterface.

Thisinterface is used by the services to inform the application of a generic service-related event. The Event
Notification Framework will invoke methods on the Event Notification Application Interface that is specified when the
Event Notification interface is obtained.

<<Interface>>

IpAppEventNotification

reportNotification (eventinfo : in TpFwEventinfo, assignmentID : in TpAssignmentID) : void

notificationTerminated () : void

7.3.4.1.1 Method reportNotification()

This method notifies the application of the arrival of a generic event.

Parameters

eventinfo : in TpFwEventlInfo
Specifies specific data associated with this event.

assignment|I D : in TpAssignnent| D

Specifies the assignment id which was returned by the framework during the createNotification() method. The
application can use assignment id to associate events with event specific criteriaand to act accordingly.

7.3.4.1.2 Method notificationTerminated()

This method indicates to the application that al generic event notifications have been terminated (for example, due to
faults detected).

Parameters
No Parameters were identified for this method

7.3.4.2 Interface Class IpEventNotification
Inherits from: Iplinterface.

The event notification mechanism is used to notify the application of generic service related events that have occurred.
If Event Notifications are supported by a Framework, thisinterface and the createNotification() and
destroyNatification() methods shall be supported.
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<<Interface>>

IpEventNotification

createNotification (eventCriteria : in TpFwEventCriteria) : TpAssignmentID

destroyNotification (assignmentID : in TpAssignmentID) : void

7.3.4.2.1 Method createNotification()
This method is used to enable generic notifications so that events can be sent to the application.

Returns <assignmentl D> : Specifiesthe ID assigned by the framework for this newly installed notification.

Parameters

eventCriteria : in TpFwEventCriteria
Specifies the event specific criteria used by the application to define the event required.

Returns
TpAssi gnnment | D
Raises

TpComonExcepti ons, P_ACCESS DEN ED, P_I NVALI D CRI TERI A,
P_1I NVALI D_EVENT_TYPE

7.3.4.2.2 Method destroyNotification()

This method is used by the application to delete generic notifications from the framework.

Parameters

assignment|I D : in TpAssignnent| D

Specifies the assignment 1D given by the framework when the previous createNotification() was called. If the
assignment ID does not correspond to one of the valid assignment IDs, the framework will return the error code
P INVALID_ASSIGNMENTID.

Raises
TpCommonExcept i ons, P_ACCESS_DENI ED, P_I NVALI D_ASSI GNVENT_| D

7.4 State Transition Diagrams

This clause contains the State Transition Diagrams for the objects that implement the Framework interfaces on the
gateway side. The State Transition Diagrams show the behaviour of these objects. For each state the methods that can
be invoked by the application are shown. Methods not shown for a specific state are not relevant for that state and will
return an exception. Apart from the methods that can be invoked by the application also eventsinternal to the gateway
or related to network events are shown together with the resulting event or action performed by the gateway. These
internal events are shown between quotation marks.
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7.4.1 Service Discovery State Transition Diagrams

7.4.1.1  State Transition Diagrams for IpServiceDiscovery

obtainFrameworkInterfac e( discoweryService )
obtaininterface WithCallback( dis coverySenice )

listServiceTypes
describeSeniceType
istSubscribedServices

discoverSenice

Active

IpAccess.endAccess

\
N
.

Figure : State Transition Diagram for IpServiceDiscovery

7.4.1.1.1 Active State

When the application requests Service Discovery by invoking the obtainl nterface or the obtainl nterfaceWithCallback
methods on the IpAccess interface, an instance of the IpServiceDiscovery will be created. Next the application is
allowed to request alist of the provided SCFs and to obtain a reference to interfaces of SCFs.

7.4.2 Service Agreement Management State Transition Diagrams

There are no State Transition Diagrams defined for Service Agreement Management

7.4.3 Integrity Management State Transition Diagrams

7.4.3.1  State Transition Diagrams for IpLoadManager
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reportLoad
"load change" NoadLevelNotification querySvcLoadRes[ load statistics requested by LoadMana
querySvcLoadErr[ load statistics requested by LoadMan

createLoadLevelNotification NoadLevelNotification ‘ Active ‘ queryLoadReq

destroyLoadLewelIN otification

IpAccess\obtainl

IpAccess gbtaininterfaceWithCallback

resumeNotification
MNoadLevelNotification

reportLoad
querySvcLoadRes| load statistics requested by LoadMa
querySvcLoadE [ load statistics requested by LoadM

Notification queryLoadReq
Suspended

destroyLoadLevelNotification

All States

IpAccesis.endAccess

suspendNotification[ all notifications
suspended ]

®

Figure : State Transition Diagram for IpLoadManager

7.4.3.1.1 Idle State

In this state the application has obtained an interface reference of the LoadManager from the IpAccess interface.

7.4.3.1.2 Notification Suspended State

Dueto e.g. atemporary load condition, the application has requested the LoadManager to suspend sending the load
level notification information.

7.4.3.1.3 Active State

In this state the application hasindicated its interest in notifications by performing a createl oadL evel Notification()
invocation on the IpLoadManager. The load manager can now request the application to supply load statistics
information (by invoking queryAppLoadReq()). Furthermore the LoadManager can request the application to control its
load (by invoking loadLevelNatification(), resumeNotification() or suspendNotification() on the application side of
interface). In case the application detects a change in load level, it reports this to the LoadManager by calling the
method reportLoad().

7.4.3.2  State Transition Diagrams for LoadManagerinternal
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Figure : State Transition Diagram for LoadManagerinternal

7.4.3.2.1 Normal load State

In this state the none of the entities defined in the load balancing policy between the application and the framework /
SCFsis overloaded.

7.4.3.2.2 Application Overload State

In this state the application hasindicated it is overloaded. When entering this state the load policy is consulted and the
appropriate actions are taken by the LoadManager.

7.4.3.2.3 Internal overload State

In this state the Framework or one or more of the SCFs within the specific load policy is overloaded. When entering this
state the load policy is consulted and the appropriate actions are taken by the LoadManager.

7.4.3.2.4 Internal and Application Overload State

In this state the application is overloaded as well as the Framework or one or more of the SCFs within the specific load
policy. When entering this state the load policy is consulted and the appropriate actions are taken by the LoadManager.
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7.4.3.3  State Transition Diagrams for IpPOAM

IpAccess.obtaininterface
IpAccess. obtaininterffaceWithCallback

/ \\ systemDateTimeQuery

A
Active

~

IpAccess.endAccess

3
°

ETSI TS 129 198-3 V5.2.0 (2003-03)

Figure : State Transition Diagram for IpOAM

7.4.3.3.1 Active State

In this state the application has obtained a reference to the IpOAM interface. The application is now able to request the

date/ time of the Framework.

7.4.3.4  State Transition Diagrams for IpFaultManager
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IpAccess.obtaininterfaceWithCallback( "FaultManagement" ) /
add application to fault management
'service fault' ~svcUnavailablelnd to all applicationsusing the service
. srvUnavailablelnd / test the service, inform service that application is not using it
genFaultStatsRecordReq ~app.genFaultStatsRecordRes

service fault ~srvUnavailablelnd to all applicationsusing the service Framework )

Active
( N
activityTestReq[ scflD /
no fault detected

Service Activity Test

no fault detected

activityTestReq[
empty string ]

Framework Activity Test

IpAccess.endAccess entry/ tes activity of framework

entry/ test activity of service exit/ NlpAppFaultManager.activityT esRes
N

exit/ "lpAppFaultManager.activityTestRes

IpAccess.endAcgess / Abort
pending tegt request
fault detected in fw

IpAccess.endAccess / remove
application from load management =

fault detected in fw
Framework Faulty ‘ \j

entry/ fwFaultReportind to all applicationswith callback
exit/ MwFaultRecoveryind to all applications with callback
N J

Figure : State Transition Diagram for IpFaultManager

7.4.3.4.1 Framework Active State

Thisisthe normal state of the framework, which is fully functional and able to handle requests from both applications
and services capability features.

7.4.3.4.2 Framework Faulty State

In this state, the framework has detected an internal problem with itself such that application and services capability
features cannot communicate with it anymore; attempts to invoke any methods that belong to any SCFs of the
framework return an error. If the framework ever recovers, applications with fault management callbacks will be
notified via a fwFaultRecoverylnd message.

7.4.3.4.3 Framework Activity Test State

In this state, the framework is performing self-diagnostic test. If a problem is diagnosed, all applications with fault
management callbacks are notified through a fwFaultReportind message.

7.4.3.4.4 Service Activity Test State

In this state, the framework is performing atest on one service capability feature. If the SCF is faulty, applications with
fault management callbacks are notified accordingly through a svcUnavailablelnd message.

7.4.4 Event Notification State Transition Diagrams

7.44.1  State Transition Diagrams for IpEventNotification
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IpAccess.obtaininterface
IpAccess.obtaiginterfaceWithCallback

createNotification

destroyNotification

Notification
Active

destroyNatification[ no more notificationg installed ]

createNotification

IpAccess.endAccess

IpAccegs.endAccess

Figure : State Transition Diagram for IpEventNotification

8.1

8.1.1

Framework-to-Service API

Sequence Diagrams

Service Discovery Sequence Diagrams

No Sequence Diagrams exist for Service Discovery

8.1.2

8.1.2.1

Service Registration Sequence Diagrams

New SCF Registration

The following figure shows the process of registering a new Service Capability Feature in the Framework. Service
Registration is atwo step process.
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IpFwService_Reqistration

1: registerSenice( )

2: announceSenviceAvailability( )

1. Registration: first step - register service

The purpose of thisfirst step in the process of registration is to agree, within the network, on anameto call, internaly, a
newly installed SCF version. It is necessary because the OSA Framework and SCF in the same network may come from
different vendors. The goal isto make an association between the new SCF version, as characterized by alist of
properties, and an identifier called servicel D.

This service ID will be the name used in that network (that is, between that network's Framework and its SCSs),
whenever it is necessary to refer to this newly installed version of SCF (for example for announcing its availability, or
for withdrawing it later).

The following input parameters are given from the SCS to the Framework in thisfirst registration step:
in serviceTypeName

Thisisastring with the name of the SCF, among alist of standard names (e.g. "P_MPCC").
in servicePropertyList

Thisisalist of types TpServiceProperty; each TpServiceProperty isapair of (ServicePropertyName,
ServicePropertyValueList).

ServicePropertyName is a string that defines avalid SFC property name (valid SCF property names are listed in the
SCF data definition).

ServicePropertyValuelList isa numbered set of types TpServicePropertyVaue; TpServicePropertyVaueisastring
that describes avalid value of a SCF property (valid SCF property values are listed in the SCF data definition).

The following output parameter results from service registration:
out servicelD
Thisisastring, automatically generated by the Framework and unique within the Framework.

Thisisthe name by which the newly installed version of SCF, described by the list of properties above, is going to be
identified internally in this network.

2. Registration: second step - announce service availability
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At this point the network's Framework is aware of the existence of a new SCF, and could let applications know - but
they would have no way to useit. Instaling the SCSlogic and assigning a name to it does not make this SCF available.
In order to make the SCF available an "entry point”, called lifecycle manager, is used. The role of the lifecycle manager
isto control the life cycle of an interface, or set of interfaces, and provide clients with the references that are necessary
to invoke the methods offered by these interfaces. The starting point for a client to use an SCF isto obtain an interface
reference to alifecycle manager of the desired SCF.

A Network Operator, upon completion of the first registration phase, and once it has an identifier to the new SCF
version, will instantiate a lifecycle manager for it that will allow client to useit. Then it will inform the Framework of
the value of the interface associated to the new SCF. After the receipt of thisinformation, the Framework makes the
new SCF (identified by the pair [servicel D, servicel nstancelifecycleManagerRef]) discoverable.

The following input parameters are given from the SCSto the Framework in this second registration step:
in servicelD

Thisisthe identifier that has been agreed in the network for the new SCF; any interaction related to the SCF needsto
include the servicel D, to know which SCF it is.

in servicel nstancel ifecycleM anager Ref

Thisisthe interface reference at which the lifecycle manager of the new SCF is available. Note that the Framework will
have to invoke the method createServiceManager() in thisinterface when a client application signs an agreement to use
the SCF so that it can get the service manager interface necessary for applications as an entry point to any SCF.

8.1.3 Service Instance Lifecycle Manager Sequence Diagrams

8.1.3.1  Sign Service Agreement

This sequence illustrates how the application can get access to a specified service. It only illustrates the last part: the
signing of the service agreement and the corresponding actions towards the service. For more information on accessing
the framework, authentication and discovery of services, see the corresponding clauses.

: IpAppCalCont mIManager : Iplnitial

AppLogic ‘ ‘

‘ ‘ GenericCallControlService : ‘ ‘ : IpCallControlManager

ImpgsewiceAgre;rnenMana@m ent IpSer ifec
T T T T T T
I I

. . | .
We assume that the application s already authenticated and discovered the service it warts touse ﬁ

| | |
| | |
| | !
| | 1 SeleclSer\/lceﬁ )
| |
| 2: sighServiceAgreement( )
f
| D\ |
|
|

|
3: signServiceAgreement( )

5: new()

—Y

|
|
[l
|
|
|
|

6. new()

7: setCallback( )

g
T

s

1. The application selects the service, using a servicel D for the generic call control service. The servicel D could have
been obtained via the discovery interface. A ServiceToken is returned to the application.

2: Theframework signs the service agreement.

3: Theclient application signs the service agreement. As aresult a service manager interface reference (in this case of
type IpCallControlManager) is returned to the application.

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 100 ETSI TS 129 198-3 V5.2.0 (2003-03)

4. Provided the signature information is correct and all conditions have been fulfilled, the framework will request the
service identified by the servicel D to return a service manager interface reference. The service manager istheinitial
point of contact to the service.

5: Thelifecycle manager creates a new manager interface instance (a call control manager) for the specified
application. It should be noted that thisis an implementation detail. The service implementation may use other
mechanism to get a service manager interface instance.

6: Theapplication creates a new |pAppCallControlManager interface to be used for callbacks.

7: The Application sets the callback interface to the interface created with the previous message.

8.14 Integrity Management Sequence Diagrams

8.1.4.1 Load Management: Service callback registration and load control

This sequence diagram shows how a service registersitself and the framework invokes load management function
based on policy

. IpSvcLoadManager . IpFwlLoadManager

T
i 1: createLoadLewelNotification( ) !

U /U Framework reports its

initial load condition on
notification creation

|
‘ 2: loadLewelNotification() - ----

1

|
3: load change detection & policy evaluation

s =

4: loadLewelNatification( ) v This is Framework
B ‘ implementation detail. The
u P Framework may take
Framework detects aload - Ll |appropriate load control action.

condition change and notifies !
the senice. The service may
take appropriate load control
action - implementation = ]

~

detail. .

|
5: load change detection & policy evaluation

| é:\lbadLQvelNotiﬁcation() | This is Framework

: — implementation detail. The
u Framework may take
|
|
|
|

appropriate load control action.

7: destroyLoadLeelNotification( ) 0

U g
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8.1.4.2 Load Management: Framework callback registration and service load control

This sequence diagram shows how the framework registersitself and the service invokes load management function to
inform the framework of service load.

IQSchan Manager IQFWLanM anager

T T
| 1: createLoadLeweINotification( ) |
Senvice reports its U
initial load condition on |
notification creation - 2 reportoad() |
L) 1
| |
3: load :change detection !
<— }
-7 |
This is Senice implementation L 4: reportLoad( ) |
detail. The Senice may take ==<__ Senice detects a load condition
appropriate load control action. T u change and reports to
L "~ |Framework. The Framework
! | |may take appropriate load
5: load change detection 1 |control action - implementation
| | .
= _| detail.
< A
-7 - |
~ |
This is Senice implementation T 6: reportLoad() " !
detail. The Senice may take -
appropriate load control action. u
|
o 7: destroyLoadLevelNotification( ) |
|
|
|
|
|
|

8.1.4.3 Load Management: Client and Service Load Balancing
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Application : Framework : . Service :
IpAppLoadManager IpLoadManager IpFwLoadManager IpSvcLoadManager

|
|
1
|
Framework checks

application load.

| 1. queryAppLoadReq()

o]

| 2: queryAppLoadRes()
1

Depending on the load, the
framework may choose to stop
sending notifications to the
application, to allowits load to
reduce.

3: querySvcLoadReq( )

—

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

1

| L

: The framework may then check
| the load on the senvice, and take
| action if (according to the load
! balancing policy) if required.
|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

i 4: querySvcLoadRes()

8.1.4.4  Heartbeat Management: Start/perform/end heartbeat supervision of the service

In this sequence diagram, the framework has decided that it wishes to monitor the service, and has therefore requested
the service to commence sending its heartbeat. The service responds by sending its heartbeat at the specified interval.
The framework then decides that it is satisfied with the service's health and disables the heartbeat mechanism. If the
heartbeat was not received from the service within the specified interval, the framework can decide that the service has
failed the heartbeat and can then perform some recovery action.
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Framework o L
IpFwHeartBeat IpSvcHeartBeatM gmt

|
| 1: enableéSvcHeartBeat( )
| |

2: pulse()

3: pulse() At a certain point of

LF time the framework
decides to stop

heartbeat supenision

|
|
1
|
4: disableSvcHeartBeat( )

8.1.4.5 Fault Management: Service requests Framework activity test

Framework : Senice :
IpFwFaultManager IpSwveFaultManager

1: activityTestReq( ) The Senvice requests that the
[f U Framework does an activity test.

2: activityTestRes( )

1: The service asks the framework to carry out its activity test. The service denotes that it requires the activity test done
for the framework, rather than an application, by supplying an appropriate parameter.

2. Theframework carries out the test and returns the result to the service.
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8.1.4.6 Fault Management: Service requests Application activity test

Senice : Framework : o Application :
IpSwc FaultManager IpFaultManager IpFaultManager IpAppFaultManager

The Framework identifies the senice

instance to conclude which

U /u Application the test is directed at, and
comunicates internally to Framework

1: activityTestReq( )

interface to the Application.

2: appActivity TestReq( )

U 1

The application
[ carries out the
| activity test and
|
|

returns the result to

3: appActivityTestRes( ) | the Framework.

|

Communications.

Internal Fram ework ﬁ

4: activityTestRes( )

e

1: The service instance asks the framework to invoke an activity test on the client application.

2. Theframework asks the application to do the activity test. It is assumed that there isinternal communication
between the service facing part of the framework (i.e. |pFwFaultManager interface) and the part that faces the client
application.

3: The application does the activity test and returns the result to the framework.

4: The framework internally passes the result from its application facing interface (I pFaultM anager) to its service
facing side, and sends the result to the service.

8.1.4.7 Fault Management: Application requests Service activity test

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 105 ETSITS 129 198-3 V5.2.0 (2003-03)

Client Application : Framework : o Senice :
IpAppFault Manager IpFaultManager IpFwFaultManager IlpSvcFaultManager

:
L |
The client application asks the !
framework to carry out the :
activity test on a senice. |
|
|
|
|
|
|

1: activity TestReq( )

U 1

|

The Framework identifies which
senice the test is directed at by the
svclD parameter, and
communicates internally with the
appropriate framework interface.
W hich inwkes the call on the
senice.

| 2: sweActivity TestReq( )

—

returns the result.

Senice does test and ﬁ

|
Framework passes result
internally from senvice facing
part to application facing part, U\ U

13: s\wcActivity TestRes( )
|

and sends the result to the
application.

|
4: activityTestRes( ) |
|

A

1. The client application asks the framework to invoke an activity test on a service, the service isidentified by the
svcld parameter.

2: The framework asks the service to do the activity test. It is assumed that there isinternal communication between
the application facing part of the framework (i.e. IpFaultManager interface) and the part that faces the service.

3: The service does the activity test and returns the result to the framework.

4. The framework internally passes the result from its service facing interface (IpFwFaultManager) to its application
facing side, and sends the result to the client application.
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8.1.4.8 Fault Management: Application detects service is unavailable

Client Application : Framework : o Senvice :
IpAppFault Manager IpFaultManager | | IpFwFaultManager IpSwvcFaultManager
T

|

|

:

L |

The application detects that !
the senice is not responding, :
soit informs the framework via |
the swcUnavailablelnd method. |
|

|

|

|

|

|

|

|

|

|

|

1: svwcUnavailablelnd( )

J |
U The framework informs ﬁ

the senice.

2: appAvailStatusind( )

1. The client application detects that the service instance is currently not available, i.e. the service instance is not
responding to the client application in the normal way, so it informs the framework.

2. Theframework informs the service instance that the client application was unable to get a response fromit. The
service or framework may then decide to carry out an activity test to see whether there is a general problem with the
service instance that requires further action.

8.1.5 Event Notification Sequence Diagrams

No Sequence Diagrams exist for Event Notification

8.2 Class Diagrams
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<<Interface>>
IpFwSeniceDiscovery
(from Framework interfaces)

#listSeniceTypes()
¥describeServiceType()
¥discoverSenice()
®listRegisteredServices()

Figure: Service Discovery Package Overview

<<Interface>>
IpFwSeniceRegistration
(from Framework interfaces)

PregisterSenice()
®announceS eniceAvailability ()
®unregisterSenice()
®describeSenice()
$unannounceService()

Figure: Service Registration Package Overview
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<<Interface>>
IpClientAPILevelAuthentication
(fom Clientinterfaces

<<Interface>>

IpClientAccess :
(from Client interfaces) -<<deprecated>> authenticate()

[®abortAuthentic ation()
[®authenticationSucceeded()
[®<<new>> challenge()

St erminateAccess()

e
1 1
<<uses>> | <<uses>> |
I I
1 1
<<Interface>> <<Interface>>
<<Interface>> IpAccess IpAP ILevelAuthentication
IpInitial (from Framework interfaces) (from Framework interfaces)
(from Framework interfaces)

[®obtaininterface() [®<<deprecated>> selectEncryptionMethod()
< <deprecated>> initiateA uthentication() [®obtaininterfac eWithCallback() < <deprecated>> authenticate()
[®<<new>> initiateAuthenticationWithVersion () [®<<deprecated>> endAccess() [®abortAuthentication()

i stinterfaces() [authenticationSucceeded()

.<<deprecated>> releaselnterface() < <new>> selectAuthenticationMechanism()

[®<<new>> selectSigningAlgorithm() [®<<new>> challenge()

[®<<new>> terminateAccess()

.<<new>> relinquishinterface() %7

<<Interfac e>>
IpAuthentication
(from Framework interfaces)

[®requestAccess()

Figure: Trust and Security Management Package Overview

<<lInterface>>
IpSenicelnstanceLifecycleManager
(from Service Interfaces)

[®createSeniceManager()
¥ destroySeniceManager()

Figure: Service Instance Lifecycle Manager Package Overview
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<<Interface>>
IpSve Fault Manager

activityTestRes()

s\cActivity TestReq()

fwFaultReportind()

fwFaultRecoveryind ()

fwUnavailableind()

sveUnavail ablelnd()

<<deprecated>> appUnavailablelnd()
genFaultStatsRecordRes()

activity TestErr()
genFaultStatsRecordErr()
<<deprecated>> genFaultStatsRecordReq()
<<new>> generateFaultStatsRecordReq()
<<new>> appAvailStatusind()

<<Interface>>
IpS\cOAM

systemDateTimeQuery()

|
<<uses>> !
|

<<Interface>>
IpFwFaultManager

p
|
|
|
|
<<uses>> |
|
|
|
|

activityTestReq()

swcActivity TestRes()

appUnawailableind ()
genFaultStatsRecordReq()
<<deprecated>> swvcUnawilableind()
svcActivity TestEm()

<<deprecated>> genFaultStatsRecordRes()
<<deprecated>> genFaultStatsRecordEr()
<<new>> generateFaultStatsRecordRes()
<<new>> generateFaultStatsRecordErr()
<<new>> svcAvailStatus Ind()

<<Interface>>
IpPFWOAM

systemDateTimeQuery()

<<Interface>>
IpSvcLoadManager
<<Interface>>
IpSvcHeartBeatMgmt <<Interface>> (e R
queryLoadRes()
IpSvcHeartBeat
queryLoadEnm()
enableSvcHeartBeat() | 1 0.1 loadL eel Notification()
disableSvcHeartBeat() pulse() suspendNotification()
changelnterval() A resumeN otific ation()
/‘\ ! <<new>> createlLoadLevelNotification()
i : <<new>> destroylLoadLevelNotification()
<<uses>> : <<uses>> : :
| | <<uses>> |
| | |
l | 1
<<Interface>> I <<Interface>>
IpFwHeartBeatMgmt <<Interface>> IpFwLoadManager
IpFwHeartBeat
enableHeartBeat() 0..n reportLoad()
disableHeartBeat() pulse() queryLoadReq|()
changelnterval() querySwcLoadRes()
querySwvclLoadErr()
createLoadLevelNotification()
destroyLoadLevelNotification()
suspendNotification()
resumeNotification()
Figure: Integrity Management Package Overview
<<Interface>>
IpSwvc EventNotification

(from Service Interfaces)

@reportNotification()
LnotificationTerminated()

<<uses>> |

<<Interface>>
IpFwWE \entNotification
(from Framework Interfaces)

WcreateNotification()
WdestroyNotification()

Figure: Event Notification Package Overview
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8.3 Interface Classes

8.3.1 Service Registration Interface Classes

Before a service can be brokered (discovered, subscribed, accessed, etc.) by an enterprise, it has to be registered with
the Framework. Services are registered against a particular service type. Therefore service types are created first, and
then services corresponding to those types are accepted from the Service Suppliers for registration in the framework.
The framework maintains a repository of service types and registered services.

In order to register a new service in the framework, the service supplier must select a service type and the "property
values' for the service. The service discovery functionality described in the previous clause enables the service supplier
to obtain alist of all the service types supported by the framework and their associated sets of service property values.

The Framework service registration-related interfaces are invoked by third party service supplier's administrative
applications. They are described below. Note that these methods cannot be invoked until the authentication methods
have been invoked successfully.

8.3.1.1 Interface Class IpFwServiceRegistration
Inherits from: Ipinterface.

The Service Registration interface provides the methods used for the registration of network SCFs at the framework.
Thisinterface and at least the methods registerService(), announceServiceAvailability(), unregisterService() and
unannounceService() shall be implemented by a Framework.

<<Interface>>

IpFwServiceRegistration

registerService (serviceTypeName : in TpServiceTypeName, servicePropertyList : in TpServicePropertyList)
: TpServicelD

announceServiceAvailability (servicelD : in TpServicelD, servicelnstanceLifecycleManagerRef : in
service_lifecycle::IpServicelnstanceLifecycleManagerRef) : void

unregisterService (servicelD : in TpServicelD) : void
describeService (servicelD : in TpServicelD) : TpServiceDescription

unannounceService (servicelD : in TpServicelD) : void

8.3.1.1.1 Method registerService()

The registerService() operation is the means by which a service is registered in the Framework, for subsequent
discovery by the enterprise applications. Registration can only succeed when the Service type of the service is known
to the Framework (ServiceTypeis 'available’). A service-ID isreturned to the service supplier when aserviceis
registered in the Framework. When the service is not registered because the ServiceTypeis'unavailable, a

P_SERVICE TYPE _UNAVAILABLE israised. The service-ID isthe handle with which the service supplier can
identify the registered service when needed (e.g. for withdrawing it). The service-ID is only meaningful in the context
of the Framework that generated it.

Returns <servicel D> : Thisisthe unique handle that is returned as a result of the successful completion of this
operation. The Service Supplier can identify the registered service when attempting to accessit via other operations
such as unregisterService(), etc. Enterprise client applications are also returned this service-ID when attempting to
discover a service of thistype.
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Parameters

servi ceTypeNane : in TpServi ceTypeNane

The "serviceTypeName" parameter identifies the service type. If the string representation of the "type" does not obey
therulesfor identifiers, thenaP_ILLEGAL_SERVICE_TYPE exception israised. If the "type" is correct syntactically
but the Framework is able to unambiguously determine that it is not a recognised service type, then a
P_UNKNOWN_SERVICE_TY PE exception israised.

servi cePropertylList : in TpServicePropertyli st

The "servicePropertyList" parameter isalist of property name and property value pairs. They describe the service being
registered. This description typically covers behavioural, non-functional and non-computational aspects of the service.
Service properties are marked "mandatory" or "readonly". These property mode attributes have the following semantics:

a. mandatory - a service associated with this service type must provide an appropriate value for this property when
registering.

b. readonly - this modifier indicates that the property is optional, but that once given a value, subsequently it may
not be modified.

Specifying both modifiersindicates that a value must be provided and that subsequently it may not be modified.
Examples of such properties are those which form part of a service agreement and hence cannot be modified by service
suppliers during the life time of service.

If the type or the semantics of the type of any of the property valuesis not the same as the declared type (declared in
the service type), then aP_PROPERTY_TYPE_MISMATCH exception israised. If the"servicePropertyList"
parameter omits any property declared in the service type with a mode of mandatory, then a
P_MISSING_MANDATORY_PROPERTY exceptionisraised. If two or more properties with the same property name
areincluded in this parameter, the P DUPLICATE_PROPERTY _NAME exception is raised.

Returns
TpServicel D

Raises

TpConmonExcept i ons, P_PROPERTY_TYPE_M SMATCH, P_DUPLI CATE_PROPERTY_NAME,
P | LLEGAL_SERVI CE_TYPE, P_UNKNOWN_SERVI CE_TYPE,
P_M SSI NG_MANDATCORY_PROPERTY, P_SERVI CE_TYPE_UNAVAI LABLE

8.3.1.1.2 Method announceServiceAvailability()

The registerService() method described previously does not make the service discoverable. The
announceServiceAvailability() method isinvoked after the service is authenticated and its service instance lifecycle
manager isinstantiated at a particular interface. This method informs the framework of the availability of "service
instance lifecycle manager" of the previously registered service, identified by its service ID, at a specific interface. After
the receipt of this method, the framework makes the corresponding service discoverable.

There exists a " service manager" instance per service instance. Each service implements the

I pServicel nstancelifecycleManager interface. The IpServicel nstancelLifecycleManager interface supports a method
called the createServiceManager(application: in TpClientAppl D, serviceProperties : in TpServicePropertyList,
servicelnstancel D : in TpServicel nstancel D) : | pServiceRef. When the service agreement is signed for some servicel D
(using signServiceAgreement()), the framework calls the createServiceManager() for this service, getsa
serviceManager and returns this to the client application.

Parameters

servicelD : in TpServicelD

The service ID of the service that is being announced. If the string representation of the "servicel D" does not obey the
rules for service identifiers, thenaP_ILLEGAL_SERVICE_ID exceptionisraised. If the "servicelD" islegal but there
is no service offer within the Framework with that ID, then aP_UNKNOWN_SERVICE_ID exception israised.
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servi cel nstanceli f ecycl eManagerRef : in
service_lifecycle::|pServicel nstancelifecycl eManager Ref

The interface reference at which the service instance lifecycle manager of the previously registered serviceis available.

Raises

TpConmonExcept i ons, P_| LLEGAL_SERVI CE_| D, P_UNKNOWN_SERVI CE_I D,
P_I NVALI D_I NTERFACE_TYPE

8.3.1.1.3 Method unregisterService()

The unregisterService() operation is used by the service suppliersto remove a registered service from the Framework.
The serviceisidentified by the "service-ID" which was originally returned by the Framework in response to the
registerService() operation. The service must be in the SCF Registered state. All instances of the service will be
deleted.

Parameters

servicelD : in TpServicelD

The service to be withdrawn isidentified by the "servicel D" parameter which was originally returned by the
registerService() operation. If the string representation of the "servicel D" does not obey the rules for service identifiers,
thenaP_ILLEGAL_SERVICE_ID exception israised. If the "servicel D" islegal but there is no service offer within the
Framework with that ID, then aP_UNKNOWN_SERVICE_ID exceptionis raised.

Raises
TpCommonExcept i ons, P_| LLEGAL_SERVI CE_| D, P_UNKNOAN_SERVI CE_| D

8.3.1.1.4 Method describeService()

The describeService() operation returns the information about a service that is registered in the framework. It
comprises, the "type" of the service, and the "properties’ that describe this service. The serviceisidentified by the
"service-ID" parameter which was originally returned by the registerService() operation.

The SCS may register various versions of the same SCF, each with a different description (more or lessrestrictive, for
example), and each getting a different servicel D assigned.

Returns <serviceDescription> : This consists of the information about an offered service that is held by the Framework.
It comprises the "type" of the service, and the properties that describe this service.

Parameters

servicelD: in TpServicelD

The service to be described isidentified by the "servicel D" parameter which was originally returned by the
registerService() operation. If the string representation of the "servicel D" does not obey the rules for object identifiers,
thenan P_ILLEGAL_SERVICE_ID exceptionisraised. If the"servicelD" islegal but thereis no service offer within
the Framework with that ID, thenaP_UNKNOWN_SERVICE_ID exception is raised.
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Returns

TpSer vi ceDescri ption

Raises

TpComonExceptions, P_I LLEGAL_SERVI CE_| D, P_UNKNOAN_SERVI CE_| D

8.3.1.1.5 Method unannounceService()

This method results in the service no longer being discoverable by applications. It is, however, still registered and the
service ID is still associated with it. Applications currently using the service can continue to use the service but no new
applications should be able to start using the service. Also, al unused service tokens relating to the service will be
expired. Thiswill prevent anyone who has already performed a selectService() but not yet performed the
signServiceAgreement() from being able to obtain a new instance of the service.

Parameters

servicelD: in TpServicelD

The service ID of the service that is being unannounced. If the string representation of the "servicel D" does hot obey
therulesfor service identifiers, then an P_ILLEGAL_SERVICE_ID exceptionisraised. If the"servicelD" is legal but
there is no service offer within the Framework with that ID, then an P_UNKNOWN_SERVICE_ID exceptionisraised.

Raises
TpComonExcepti ons, P_| LLEGAL_SERVI CE | D, P_UNKNOMN SERVI CE I D

8.3.2 Service Instance Lifecycle Manager Interface Classes

The IpServicel nstanceLifecycleManager interface allows the framework to get access to a service manager interface of
aservice. It is used during the signServiceAgreement, in order to return a service manager interface reference to the
application. Each service has a service manager interface that isthe initial point of contact for the service. E.g., the
generic call control service uses the IpCall ControlManager interface.

8.3.2.1 Interface Class IpServicelnstanceLifecycleManager
Inherits from: Ipinterface.

The I pServicel nstancel ifecycleManager interface allows the Framework to create and destroy Service Manager
Instances. Thisinterface and the createServiceManager() and destroyServiceM anager() methods shall be implemented
by a Service.

<<Interface>>

IpServicelnstanceLifecycleManager

createServiceManager (application : in TpClientAppID, serviceProperties : in TpServicePropertyList,
servicelnstancelD : in TpServicelnstancelD) : IpServiceRef

destroyServiceManager (servicelnstance : in TpServicelnstancelD) : void
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8.3.2.1.1 Method createServiceManager()

This method returns a new service manager interface reference for the specified application. The service instance will
be configured for the client application using the properties agreed in the service level agreement.

Returns <serviceManager> : Specifies the service manager interface reference for the specified application ID.

Parameters
application : in TpdientAppl D
Specifies the application for which the service manager interface is requested.

servi ceProperties : in TpServicePropertyli st

Specifies the service properties and their values that are to be used to configure the service instance. These properties
form a part of the service level agreement. An example of these propertiesis alist of methods that the client application
is allowed to invoke on the service interfaces.

servi celnstancel D : in TpServicel nstancel D
Specifies the Service Instance ID that the new Service Manager isto be identified by.

Returns

| pServi ceRef

Raises

TpComonExcepti ons, P_I NVALI D PROPERTY

8.3.2.1.2 Method destroyServiceManager()
This method destroys an existing service manager interface reference. This will result in the client application being
unable to use the service manager any more.

Parameters

servi celnstance : in TpServicel nstancel D
I dentifies the Service Instance to be destroyed.

Raises
TpComonExcept i ons

8.3.3 Service Discovery Interface Classes
This APl complements the Service Registration functionality described in another clause.

Before a service can be registered in the framework, the service supplier must know what "types" of servicesthe
Framework supports and what service "properties’ are applicable to each service type. The "listServiceType()" method
returnsalist of al "servicetypes' that are currently supported by the framework and the " describeServiceType()"
method returns a description of each service type. The description of service type includes the " service-specific
properties’ that are applicable to each service type. Then the service supplier can retrieve a specific set of registered
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services that both belong to a given type and possess a specific set of "property values', by using the
"discoverService()" method.

Additionally the service supplier can retrieve alist of all registered services, without regard to type or property values,
by using the "listRegisteredServices()" method. However the scope of the list will depend upon the framework
implementation; e.g. a service supplier may only be permitted to retrieve alist of services that the service supplier has
previously registered.

8.3.3.1 Interface Class IpFwServiceDiscovery

Inherits from: Ipinterface.

Thisinterface shall be implemented by a Framework with as a minimum requirement the listServiceTypes(),
describeServiceType() and discoverService() methods.

<<Interface>>

IpFwServiceDiscovery

listServiceTypes () : TpServiceTypeNameList
describeServiceType (name : in TpServiceTypeName) : TpServiceTypeDescription

discoverService (serviceTypeName : in TpServiceTypeName, desiredPropertyList : in
TpServicePropertyList, max : in TpInt32) : TpServiceList

listRegisteredServices () : TpServiceList

8.3.3.1.1 Method listServiceTypes()

This operation returns the names of all service types that are in the repository. The details of the service types can then
be obtained using the describeServiceType() method.

Returns <listTypes> : The names of the requested service types.

Parameters
No Parameters were identified for this method

Returns

TpSer vi ceTypeNaneLi st
Raises

TpComonExcept i ons

8.3.3.1.2 Method describeServiceType()

This operation lets the caller obtain the details for a particular service type.
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Returns <serviceTypeDescription> : The description of the specified service type. The description provides information
about: the service properties associated with this service type: i.e. alist of service property { name, mode and type}
tuples, the names of the super types of this service type, and whether the service typeis currently available or
unavailable.

Parameters

nane : in TpServiceTypeNane

The name of the service type to be described. If the "name" is malformed, thenthe P_ILLEGAL_SERVICE_TYPE
exception israised. If the "name" does not exist in the repository, then the P_UNKNOWN_SERVICE_TYPE
exception is raised.

Returns
TpServi ceTypeDescri ption

Raises
TpConmmonExcepti ons, P_| LLEGAL_SERVI CE_TYPE, P_UNKNOWN SERVI CE_TYPE

8.3.3.1.3 Method discoverService()

The discoverService operation is the means by which the service supplier can retrieve a specific set of registered
services that both belong to a given type and possess a specific set of "property values'. The service supplier passesin
alist of desired service properties to describe the service it islooking for, in the form of attribute/value pairs for the
service properties. The service supplier aso specifies the maximum number of matched responsesit iswilling to accept.
The framework must not return more matches than the specified maximum, but it is up to the discretion of the
Framework implementation to choose to return less than the specified maximum. The discoverService() operation
returns a servicel D/Property pair list for those services that match the desired service property list that the service
supplier provided.

Returns <serviceList> : This parameter gives alist of matching services. Each service is characterised by its service ID
and alist of service properties { name and value list} associated with the service.

Parameters

servi ceTypeNane : in TpServiceTypeNane

The name of the required service type. If the string representation of the "type" does not obey the rules for service type
identifiers, thenthe P_ILLEGAL_SERVICE_TY PE exception israised. If the "type" is correct syntactically but is not
recognised as a service type within the Framework, then the P_UNKNOWN_SERVICE_TY PE exception israised. The
framework may return a service of a subtype of the "type" requested. A service sub-type can be described by the
properties of its supertypes.

desiredPropertylList : in TpServicePropertylLi st

The "desiredPropertyList" parameter isalist of service properties{ hame and value list} that the required services
should satisfy. These properties deal with the non-functional and non-computational aspects of the desired service. The
property valuesin the desired property list must be logically interpreted as " minimum’, "maximum”, etc. by the
framework (due to the absence of a Boolean constraint expression for the specification of the service criterion). It is
suggested that, at the time of service registration, each property value be specified as an appropriate range of values, so

that desired property values can specify an "enclosing” range of valuesto help in the selection of desired services.

max : in Tplnt32
The "max" parameter states the maximum number of servicesthat areto be returned in the "servicelList" result.
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Returns
TpSer vi ceLi st
Raises

TpConmonExcept i ons, P_|I LLEGAL_SERVI CE_TYPE, P_UNKNOAN_SERVI CE_TYPE,
P | NVALI D_PROPERTY

8.3.3.1.4 Method listRegisteredServices()
Returns alist of services so far registered in the framework.

Returns <serviceList>: The "serviceList" parameter returns alist of registered services. Each serviceis characterised
by its service ID and alist of service properties { name and value list} associated with the service.

Parameters
No Parameters were identified for this method

Returns
TpServi ceLi st

Raises
TpComonExcept i ons

8.3.4 Integrity Management Interface Classes

8.3.4.1 Interface Class IpFwFaultManager
Inherits from: Ipinterface.

Thisinterface is used by the service instance to inform the framework of events which affect the integrity of the AP,
and request fault management status information from the framework. The fault manager operations do not exchange
callback interfaces asit is assumed that the service instance has supplied its Fault Management callback interface at the
time it obtains the Framework's Fault Management interface, by use of the obtainl nterfaceWithCallback operation on
the IpAccessinterface.

If the |pFwFaultManager interface isimplemented by a Framework, at least one of these methods shall be
implemented. |f the Framework is capable of invoking the IpSvcFaultManager.svcActivity TestReq() method, it shall
implement svcActivityTestRes() and svcActivityTestErr() in thisinterface. If the Framework is capable of invoking
I pSvcFaultManager.genFaultStatsRecordReq(), it shall implement genFaultStatsRecordRes() and
genFaultStatsRecordErr() in thisinterface. If the Framework is capable of invoking
I pSvcFaultM anager.generateFaul tStatsRecordReq|(), it shall implement generateFaultStatsRecordRes() and
generateFaultStatsRecordErr() in thisinterface.
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<<Interface>>

IpFwFaultManager

activityTestReq (activityTestID : in TpActivityTestID, testSubject : in TpSubjectType) : void
svcActivityTestRes (activityTestID : in TpActivityTestID, activityTestResult : in TpActivityTestRes) : void
appUnavailablelnd () : void

genFaultStatsRecordReq (timePeriod : in TpTimelnterval, recordSubject : in TpSubjectType) : void
<<deprecated>> svcUnavailableInd (reason : in TpSvcUnavailReason) : void

svcActivityTestErr (activityTestID : in TpActivityTestID) : void

<<deprecated>> genFaultStatsRecordRes (faultStatistics : in TpFaultStatsRecord, servicelDs : in
TpServicelDList) : void

<<deprecated>> genFaultStatsRecordErr (faultStatisticsError : in TpFaultStatisticsError, servicelDs : in
TpServicelDList) : void

<<new>> generateFaultStatsRecordRes (faultStatistics : in TpFaultStatsRecord) : void
<<new>> generateFaultStatsRecordErr (faultStatisticsError : in TpFaultStatisticsError) : void

<<new>> svcAvailStatusind (reason : in TpSvcAvailStatusReason) : void

8.3.4.1.1 Method activityTestReq()

The service instance invokes this method to test that the framework or the client application is operational. On receipt of
this request, the framework must carry out atest on itself or on the application, to check that it is operating correctly.
The framework reports the test result by invoking the activity TestRes method on the IpSvcFaultManager interface.

Parameters

activityTestID : in TpActivityTestlD
The identifier provided by the service instance to correlate the response (when it arrives) with this request.

test Subj ect : in TpSubject Type
I dentifies the subject for testing (framework or client application).

Raises
TpComonExcept i ons

8.3.4.1.2 Method svcActivityTestRes()

The service instance uses this method to return the result of aframework-requested activity test.
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Parameters

activityTestID : in TpActivityTestID
Used by the framework to correlate this response (when it arrives) with the original request.

activityTestResult : in TpActivityTestRes
The result of the activity test.

Raises
TpComonExcepti ons, P_I NVALI D ACTIMI TY _TEST ID

8.3.4.1.3 Method appUnavailablelnd()

This method is used by the service instance to inform the framework that the client application is not responding. On
receipt of thisindication, the framework must act to inform the client application.

Parameters
No Parameters were identified for this method

Raises
TpComonExcept i ons

8.3.4.1.4 Method genFaultStatsRecordReq()

This method is used by the service instance to solicit fault statistics from the framework. On receipt of this request, the
framework must produce a fault statistics record, for the framework or for the application during the specified time
interval, which is returned to the service instance using the genFaultStatsRecordRes operation on the

| pSvcFaultM anager interface.

Parameters

timePeriod : in TpTinmelnterval

The period over which the fault statistics are to be generated. Supplying both a start time and stop time as empty strings
leaves the time period to the discretion of the framework.

recordSubj ect : in TpSubjectType
Specifies the subject to be included in the general fault statistics record (framework or application).

Raises
TpComonExcept i ons
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8.3.4.1.5 Method <<deprecated>> svcUnavailablelnd()

This method is deprecated and will be removed in alater release. It is strongly recommended not to implement this
method. The new method svcAvail Statusind() shall be used instead, using the new and updated reason parameter to
inform the Framework the reason why the Service has become unavailable and aso when the Service instance becomes
available again.

This method is used by the service instance to inform the framework that it is about to become unavailable for use. The
framework should inform the client application that is currently using this service instance that it is unavailable for use
(viathe svcUnavailablelnd method on the IpAppFaultM anager interface).

Parameters

reason : in TpSvcUnavail Reason
Identifies the reason for the service instance's unavailability.

Raises
TpComonExcept i ons

8.3.4.1.6 Method svcActivityTestErr()

The service instance uses this method to indicate that an error occurred during a framework-requested activity test.

Parameters

activityTestID : in TpActivityTestlD
Used by the framework to correlate this response (when it arrives) with the original request.

Raises
TpComonExceptions, P_I NVALID ACTIVITY_TEST_ID

8.3.4.1.7 Method <<deprecated>> genFaultStatsRecordRes()

This method is deprecated and will be removed in alater release. It cannot be used as described, since the servicelDs
parameter has no meaning. It isreplaced with generateFaultStatsRecordRes().

This method is used by the service to provide fault statistics to the framework in response to a genFaultStatsRecordReq
method invocation on the | pSvcFaultManager interface.

Parameters

faultStatistics : in TpFaultStatsRecord
The fault statistics record.

servicelDs : in TpServicel DLi st

Specifies the services that are included in the general fault statistics record. The servicel Ds parameter is not allowed to
be an empty list.
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Raises
TpComonExcept i ons

8.3.4.1.8 Method <<deprecated>> genFaultStatsRecordErr()

This method is deprecated and will be removed in alater release. It cannot be used as described, since the servicel Ds
parameter has no meaning. It isreplaced with generateFaultStatsRecordErr().

This method is used by the service to indicate an error fulfilling the request to provide fault statistics, in response to a
genFaultStatsRecordReg method invocation on the IpSvcFaultManager interface.

Parameters

faultStatisticsError : in TpFaultStatisticsError
The fault statistics error.

servicelDs : in TpServicel DLi st

Specifies the services that were included in the general fault statistics record request. The servicel Ds parameter is not
allowed to be an empty list.

Raises
TpComonExcept i ons

8.3.4.1.9 Method <<new>> generateFaultStatsRecordRes()

This method is used by the service to provide fault statistics to the framework in response to a genFaultStatsRecordReq
method invocation on the I pSvcFaultManager interface.

Parameters

faultStatistics : in TpFaultStatsRecord
The fault statistics record.

Raises
TpComonExcept i ons

8.3.4.1.10 Method <<new>> generateFaultStatsRecordErr()

This method is used by the service to indicate an error fulfilling the request to provide fault statistics, in responseto a
genFaultStatsRecordReq method invocation on the |pSvcFaultM anager interface.

Parameters

faultStatisticsError : in TpFaultStatisticsError
The fault statistics error.
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Raises
TpComonExcept i ons

8.3.4.1.11 Method <<new>> svcAvailStatusind()

This method is used by the service instance to inform the framework that it is about to become unavailable for use
according to the provided reason and as well to inform the Framework when the Service instance becomes available
again. The framework should inform the client applications that are currently using this service instance that it is
unavailable and as well when it becomes available again for use (viathe svcAvail Statuslnd method on the

| pAppFaultManager interface).

Parameters

reason : in TpSvcAvail StatusReason

I dentifies the reason for the service instance's unavailability and also the reason SERVICE_AVAILABLE to be used to
inform the Framework when the Service instance becomes available again.

Raises
TpComonExcept i ons

8.3.4.2 Interface Class IpSvcFaultManager
Inherits from: Iplnterface.

Thisinterface is used to inform the service instance of eventsthat affect the integrity of the Framework, Service or
Client Application. The Framework will invoke methods on the Fault Management Service Interface that is specified
when the service instance obtains the Fault Management Framework interface: i.e. by use of the
obtainl nterfaceWithCallback operation on the IpAccess interface.

If the IpSvcFaultManager interface isimplemented by a Service, at |east one of these methods shall be implemented.
If the Serviceis capable of invoking the I pFwFaultM anager.activity TestReq() method, it shall implement
activityTestRes() and activityTestErr() in thisinterface. If the Serviceis capable of invoking
I pFwFaultM anager.genFaultStatsRecordReq(), it shall implement genFaultStatsRecordRes() and
genFaultStatsRecordErr() in thisinterface.
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<<Interface>>

IpSvcFaultManager

activityTestRes (activityTestID : in TpActivityTestID, activityTestResult : in TpActivityTestRes) : void
svcActivityTestReq (activityTestID : in TpActivityTestID) : void

fwFaultReportind (fault : in TpInterfaceFault) : void

fwFaultRecoverylnd (fault : in TpinterfaceFault) : void

fwUnavailablelnd (reason : in TpFwUnavailReason) : void

svcUnavailablelnd () : void

<<deprecated>> appUnavailablelnd () : void

genFaultStatsRecordRes (faultStatistics : in TpFaultStatsRecord, recordSubject : in TpSubjectType) : void
activityTestErr (activityTestID : in TpActivityTestID) : void

genFaultStatsRecordErr (faultStatisticsError : in TpFaultStatisticsError, recordSubject : in TpSubjectType) :
void

<<deprecated>> genFaultStatsRecordReq (timePeriod : in TpTimelnterval, servicelDs : in TpServicelDList)
: void
<<new>> generateFaultStatsRecordReq (timePeriod : in TpTimelnterval) : void

<<new>> appAvailStatusind (reason : in TpAppAvailStatusReason) : void

8.3.4.2.1 Method activityTestRes()

The framework uses this method to return the result of a service-requested activity test.

Parameters

activityTestID : in TpActivityTestlD
Used by the service to correlate this response (when it arrives) with the original request.

activityTestResult : in TpActivityTestRes
The result of the activity test.

Raises
TpComonExcepti ons, P_I NVALI D ACTIVITY _TEST ID

8.3.4.2.2 Method svcActivityTestReq()

The framework invokes this method to test that the service instance is operational. On receipt of this request, the service
instance must carry out atest on itself, to check that it is operating correctly. The service instance reports the test result
by invoking the svcActivityTestRes method on the |pFwFaultManager interface.
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Parameters

activityTestID : in TpActivityTestID
Theidentifier provided by the framework to correlate the response (when it arrives) with this request.

Raises
TpComonExcept i ons

8.3.4.2.3 Method fwFaultReportind()

The framework invokes this method to notify the service instance of afailure within the framework. The service
instance must not continue to use the framework until it has recovered (asindicated by a fwFaultRecoverylnd).

Parameters
fault : in TplnterfaceFault

Specifies the fault that has been detected by the framework.
Raises
TpComonExcept i ons

8.3.4.2.4 Method fwFaultRecoveryInd()

The framework invokes this method to notify the service instance that a previously reported fault has been rectified.
The service instance may then resume using the framework.

Parameters

fault : in TplnterfaceFault
Specifies the fault from which the framework has recovered.

Raises
TpComonExcept i ons

8.3.4.2.5 Method fwUnavailablelnd()

The framework invokes this method to inform the service instance that it is no longer available.

Parameters

reason : in TpFwUnavail Reason
Identifies the reason why the framework is no longer available
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Raises
TpComonExcept i ons

8.3.4.2.6 Method svcUnavailablelnd()

The framework invokes this method to inform the service instance that the client application has reported that it can no
longer use the service instance.

Parameters

No Parameters were identified for this method
Raises

TpComonExcept i ons

8.3.4.2.7 Method <<deprecated>> appUnavailableInd()

This method is deprecated and will be removed in alater release. It is strongly recommended not to implement this
method. The new method appAvail Statusind shall be used instead, using the new reason parameter to inform the
Service the reason why the Application is unavailable and also when the application becomes available again.

The framework invokes this method to inform the service instance that the framework may have detected that the
application has failed: e.g. non-response from an activity test, failure to return heartbeats.

Parameters
No Parameters were identified for this method

Raises
TpComonExcept i ons

8.3.4.2.8 Method genFaultStatsRecordRes()

This method is used by the framework to provide fault statistics to a service instance in response to a
genFaultStatsRecordReg method invocation on the I pFwFaultM anager interface.

Parameters

faultStatistics : in TpFaultStatsRecord
The fault statistics record.

recordSubj ect : in TpSubjectType
Specifies the entity (framework or application) whose fault statistics record has been provided.
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Raises
TpComonExcept i ons

8.3.4.2.9 Method activityTestErr()

The framework uses this method to indicate that an error occurred during a service-requested activity test.

Parameters

activityTestID : in TpActivityTestID
Used by the service instance to correlate this response (when it arrives) with the original regquest.

Raises
TpComonExceptions, P_I NVALI D ACTIVITY_TEST_ID

8.3.4.2.10 Method genFaultStatsRecordErr()

This method is used by the framework to indicate an error fulfilling the request to provide fault statistics, in response to
a genFaultStatsRecordReq method invocation on the IpFwFaultManager interface.

Parameters

faultStatisticsError : in TpFaultStatisticsError
The fault statistics error.

recordSubj ect : in TpSubjectType
Specifies the entity (framework or application) whose fault statistics record was requested.

Raises
TpComonExcept i ons

8.3.4.2.11 Method <<deprecated>> genFaultStatsRecordReq()

This method is deprecated and will be removed in alater release. It cannot be used as described, since the servicelDs
parameter has no meaning. It isreplaced with generateFaultStatsRecordReq().

This method is used by the framework to solicit fault statistics from the service, for example when the framework was
asked for these statistics by the client application using the genFaultStatsRecordReq operation on the | pFaultM anager
interface. On receipt of this request the service must produce a fault statistics record, for either the framework or for the
client's instances of the specified services during the specified time interval, which is returned to the framework using
the genFaultStatsRecordRes operation on the I pFwFaultManager interface. If the framework does not have accessto a
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service instance with the specified servicel D, the P_ UNAUTHORISED_PARAMETER_VALUE exception shall be
thrown. The extralnformation field of the exception shall contain the corresponding servicel D.

Parameters

timePeriod : in TpTinelnterval

The period over which the fault statistics are to be generated. Supplying both a start time and stop time as empty strings
leaves the time period to the discretion of the service.

servicelDs : in TpServicel DLi st
Specifies the services to be included in the general fault statistics record. This parameter is not allowed to be an empty

list.
Raises
TpConmmonExceptions, P_I NVALI D SERVI CE | D, P_UNAUTHORI SED PARAMETER VALUE

8.3.4.2.12 Method <<new>> generateFaultStatsRecordReq()

This method is used by the framework to solicit fault statistics from the service instance, for example when the
framework was asked for these statistics by the client application using the genFaultStatsRecordReq operation on the
IpFaultManager interface. On receipt of this request the service instance must produce a fault statistics record during the
specified time interval, which is returned to the framework using the genFaultStatsRecordRes operation on the

I pFwFaultM anager interface.

Parameters

timePeriod : in TpTinelnterval

The period over which the fault statistics are to be generated. Supplying both a start time and stop time as empty strings
leaves the time period to the discretion of the service.

Raises
TpComonExcept i ons

8.3.4.2.13 Method <<new>> appAvailStatusind()

The framework invokes this method to inform the service instance that the client application is no longer available
using different reasons for the unavailability. This may be aresult of the application reporting afailure. Alternatively,
the framework may have detected that the application has failed: e.g. non-response from an activity test, failure to return
heartbeats, using the reason APP_UNAVAILABLE_NO_RESPONSE. When the application becomes available again
the reason APP_AVAILABLE shall be used to inform the Service about that.

Parameters

reason : in TpAppAvail St at usReason

Identifies the reason why the application is no longer available. APP_AVAILABLE is used to inform the Service that
the Application is available again.

Raises
TpComonExcept i ons
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8.3.4.3 Interface Class IpFwHeartBeatMgmt
Inherits from: Iplinterface.

Thisinterface allows the initialisation of a heartbeat supervision of the framework by a service instance. If the
I pFwHeartBeatM gmt interface is implemented by a Framework, as a minimum enableHeartBeat() and
disableHeartBeat() shall be implemented.

<<Interface>>

IpFwHeartBeatMgmt

enableHeartBeat (interval : in TpInt32, svcinterface : in IpSvcHeartBeatRef) : void
disableHeartBeat () : void

changelnterval (interval : in TpInt32) : void

8.3.4.3.1 Method enableHeartBeat()

With this method, the service instance instructs the framework to begin sending its heartbeat to the specified interface at
the specified interval.

Parameters

interval : in Tplnt32
Thetimeinterval in milliseconds between the heartbeats.

svclnterface : in | pSvcHeart Beat Ref
This parameter refersto the callback interface the heartbeat is calling.

Raises
TpComonExcepti ons, P_I NVALI D_| NTERFACE TYPE

8.3.4.3.2 Method disableHeartBeat()

Instructs the framework to cease the sending of its heartbeat.

Parameters
No Parameters were identified for this method
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Raises
TpComonExcept i ons

8.3.4.3.3 Method changelnterval()

Allows the administrative change of the heartbeat interval.

Parameters

interval : in Tplnt32
The time interval in milliseconds between the heartbeats.

Raises
TpComonExcept i ons

8.3.4.4 Interface Class IpFwHeartBeat
Inherits from: Ipinterface.

The service side framework heartbeat interface is used by the service instance to send the framework its heartbeat. If a
Framework is capable of invoking |pSvcHeartBeatM gmt.enableHeartBeat(), it shall implement |pFwHeartBeat and the
pulse() method.

<<Interface>>

IpFwHeartBeat

pulse () : void

8.3.4.4.1 Method pulse()

The service instance uses this method to send its heartbeat to the framework. The framework will be expecting a pulse
at the end of every interval specified in the parameter to the IpSvcHeartBeatM gmt.enableSvcHeartbeat() method. If the
pulse() is not received within the specified interval, then the service instance can be deemed to have failed the heartbeat.

Parameters
No Parameters were identified for this method

Raises
TpComonExcept i ons
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8.3.4.5 Interface Class IpSvcHeartBeatMgmt
Inherits from: Iplinterface.

Thisinterface allows the initialisation of a heartbeat supervision of the service instance by the framework. If the
IpSvcHeartBeatM gmt interface isimplemented by a Service, as a minimum enableHeartBeat() and disableHeartBeat()
shall be implemented.

<<Interface>>

IpSvcHeartBeatMgmt

enableSvcHeartBeat (interval : in TpInt32, fwinterface : in IpFwHeartBeatRef) : void
disableSvcHeartBeat () : void

changelnterval (interval : in TpInt32) : void

8.3.4.5.1 Method enableSvcHeartBeat()

With this method, the framework instructs the service instance to begin sending its heartbeat to the specified interface at
the specified interval.

Parameters

interval : in Tplnt32
Thetimeinterval in milliseconds between the heartbeats.

fwnterface : in | pFwHeart Beat Ref
This parameter refersto the callback interface the heartbeat is calling.

Raises
TpComonExcepti ons, P_I NVALI D_| NTERFACE TYPE

8.3.4.5.2 Method disableSvcHeartBeat()

Instructs the service instance to cease the sending of its heartbeat.

Parameters
No Parameters were identified for this method
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Raises
TpComonExcept i ons

8.3.4.5.3 Method changelnterval()

Allows the administrative change of the heartbeat interval.

Parameters

interval : in Tplnt32
The time interval in milliseconds between the heartbeats.

Raises
TpComonExcept i ons

8.3.4.6 Interface Class IpSvcHeartBeat
Inherits from: Ipinterface.

The service heartbeat interface is used by the framework to send the service instance its heartbeat. If a Serviceis
capable of invoking IpFwHeartBeatM gmt.enableHeartBeat(), it shall implement IpSvcHeartBeat and the pulse()
method.

<<Interface>>

IpSvcHeartBeat

pulse () : void

8.3.4.6.1 Method pulse()

The framework uses this method to send its heartbeat to the service instance. The service will be expecting a pulse at
the end of every interval specified in the parameter to the |pFwHeartBeatM gmt.enableHeartbeat() method. If the
pulse() is not received within the specified interval, then the framework can be deemed to have failed the heartbeat.

Parameters
No Parameters were identified for this method
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Raises
TpComonExcept i ons

8.3.4.7 Interface Class IpFwLoadManager
Inherits from: Ipinterface.

The framework API should allow the load to be distributed across multiple machines and across multiple component
processes, according to aload management policy. The separation of the load management mechanism and load
management policy ensures the flexibility of the load management services. The load management policy identifies
what load management rules the framework should follow for the specific service. It might specify what action the
framework should take as the congestion level changes. For example, some real-time critical applications will want to
make sure continuous service is maintained, below a given congestion level, at all costs, whereas other services will be
satisfied with disconnecting and trying again later if the congestion level rises. Clearly, the load management policy is
related to the QoS level to which the application is subscribed. The framework load management function is represented
by the I pFwL oadManager interface. To handle responses and reports, the service devel oper must implement the
IpSvclL oadManager interface to provide the callback mechanism.

If the |pFwL oadManager interface isimplemented by a Framework, at least one of the methods shall be
implemented as a minimum requirement. If load level notifications are supported, the createl oadlL evel Notification()
and destroyL oadL evel Notification() methods shall be implemented. 1f suspendNotification() isimplemented, then
resumeNotification() shall be implemented also. If a Framework is capable of invoking the
I pSvcL oadM anager.querySvcL oadReq() method, then it shall implement querySvcl oadRes() and querySvcl oadErr()
methods in this interface.

<<Interface>>

IpFwLoadManager

reportLoad (loadLevel : in TpLoadLevel) : void

queryLoadReq (querySubject : in TpSubjectType, timelnterval : in TpTimelnterval) : void
querySvclLoadRes (loadStatistics : in TpLoadStatisticList) : void

querySvcLoadErr (loadStatisticError : in TpLoadStatisticError) : void
createLoadLevelNotification (notificationSubject : in TpSubjectType) : void
destroyLoadLevelNotification (notificationSubject : in TpSubjectType) : void
suspendNotification (notificationSubject : in TpSubjectType) : void

resumeNotification (notificationSubject : in TpSubjectType) : void

8.3.4.7.1 Method reportLoad()

The service instance uses this method to report its current load level (0,1, or 2) to the framework: e.g. when the load
level on the service instance has changed.

At level 0 load, the service instance is performing within its load specifications (i.e. it is not congested or overloaded).
Atlevel 1 load, the service instance is overloaded. At level 2 load, the service instance is severely overloaded. In
addition this method shall be called by the service instance in order to report current load status, when load notifications
arefirst requested, or resumed after suspension.
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Parameters

| oadLevel : in TpLoadLevel
Specifies the service instance's load level.

TpComonExcept i ons

8.3.4.7.2 Method queryLoadReq()

The service instance uses this method to request the framework to provide load statistics records for the framework or
for the application that uses the service instance.

Parameters
guerySubj ect : in TpSubjectType
Specifies the entity (framework or application) for which load statistics records should be reported.

tinmelnterval : in TpTinelnterval
Specifies the time interval for which load statistics records should be reported.

Raises
TpComonExcept i ons

8.3.4.7.3 Method querySvcLoadRes()

The service instance uses this method to send load statistic records back to the framework that requested the
information; i.e. in response to an invocation of the querySvcl oadReq method on the IpSvcl oadManager interface.

Parameters
| cadStatistics : in TpLoadStati sticLi st

Specifies the service-supplied load statistics.
Raises
TpComonExcept i ons

8.3.4.7.4 Method querySvcLoadErr()
The service instance uses this method to return an error response to the framework that requested the service instance's

load statistics information, when the service instance is unsuccessful in obtaining any load statistic records; i.e. in
response to an invocation of the querySvcl oadReq method on the | pSvcl oadM anager interface.
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Parameters

| oadStatisticError : in TpLoadStatisticError
Specifies the error code associated with the failed attempt to retrieve the service instance's load statistics.

Raises
TpComonExcept i ons

8.3.4.7.5 Method createLoadLevelNotification()

The service instance uses this method to register to receive notifications of load level changes associated with the
framework or with the application that uses the service instance. Upon receipt of this method the framework shall
inform the service instance of the current framework or application load using the |oadL evel Notification method on the
corresponding | pSvclL oadManager.

Parameters

notificationSubject : in TpSubjectType
Specifies the entity (framework or application) for which load level changes should be reported.

Raises
TpComonExcept i ons

8.3.4.7.6 Method destroyLoadLevelNotification()

The service instance uses this method to unregister for notifications of load level changes associated with the
framework or with the application that uses the service instance.

Parameters
notificationSubject : in TpSubjectType

Specifies the entity (framework or application) for which load level changes should no longer be reported.
Raises
TpComonExcept i ons

8.3.4.7.7 Method suspendNotification()
The service instance uses this method to request the framework to suspend sending it notifications associated with the

framework or with the application that uses the service instance; e.g. while the service instance handles a temporary
overload condition.
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Parameters

notificationSubject : in TpSubjectType

Specifies the entity (framework or application) for which the sending of notifications by the framework should be
suspended.

Raises
TpComonExcept i ons

8.3.4.7.8 Method resumeNotification()

The service instance uses this method to request the framework to resume sending it notifications associated with the
framework or with the application that uses the service instance; e.g. after a period of suspension during which the
service instance handled a temporary overload condition. Upon receipt of this method the framework shall inform the
service instance of the current framework or application load using the loadL evelNotification method on the
corresponding IpSvcl oadM anager.

Parameters

notificationSubject : in TpSubjectType

Specifies the entity (framework or application) for which the sending of notifications of load level changes by the
framework should be resumed.

Raises
TpComonExcept i ons

8.3.4.8 Interface Class IpSvcLoadManager
Inherits from: Ipinterface.

The service developer supplies the load manager service interface to handle requests, reports and other responses from
the framework load manager function. The service instance supplies the identity of its callback interface at the time it

obtains the framework's load manager interface, by use of the obtainlnterfaceWithCallback() method on the IpAccess

interface.

If the IpSvcLoadManager interface isimplemented by a Service, at least one of the methods shall be implemented as
aminimum requirement. If load level notifications are supported, then loadLevel Notification() shall be implemented. |If
athe Serviceis capable of invoking the | pFwL oadManager.querylL oadReq() method, then it shall implement
gueryL oadRes() and queryLoadErr() methods in this interface.
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<<Interface>>

IpSvcLoadManager

querySvcLoadReq (timelnterval : in TpTimelnterval) : void
gueryLoadRes (loadStatistics : in TpLoadStatisticList) : void
queryLoadErr (loadStatisticsError : in TpLoadStatisticError) : void
loadLevelNotification (loadStatistics : in TpLoadStatisticList) : void
suspendNotification () : void

resumeNotification () : void

>> createLoadLevelNotification () : void

<<new>> destroyLoadLevelNotification () : void

8.3.4.8.1 Method querySvcLoadReq()

The framework uses this method to request the service instance to provide its load statistic records.

Parameters

timelnterval : in TpTimelnterval
Specifies the time interval for which load statistic records should be reported.

Raises
TpComonExcept i ons

8.3.4.8.2 Method queryLoadRes()

The framework uses this method to send load statistic records back to the service instance that requested the
information; i.e. in response to an invocation of the queryL oadReq method on the IpFwL oadManager interface.

Parameters

| cadStatistics : in TpLoadStatisticlLi st
Specifies the framework-supplied load statistics

Raises
TpComonExcept i ons
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8.3.4.8.3 Method queryLoadErr()

The framework uses this method to return an error response to the service that requested the framework's load statistics
information, when the framework is unsuccessful in obtaining any load statistic records; i.e. in response to an
invocation of the queryL oadReq method on the |pFwL oadManager interface.

Parameters

| oadSt atisticsError : in TpLoadStatisticError
Specifies the error code associated with the failed attempt to retrieve the framework's load statistics.

Raises
TpComonExcept i ons

8.3.4.8.4 Method loadLevelNotification()

Upon detecting load condition change, (e.g. load level changing from0to 1, 0to 2, 1 to O, for the application or
framework which has been registered for load level notifications) this method isinvoked on the SCF. In addition this
method shall be invoked on the SCF in order to provide a notification of current load status, when load notifications are
first requested, or resumed after suspension.

Parameters

| cadStatistics : in TpLoadStatisticlLi st
Specifies the framework-supplied load statistics, which include the load level change(s).

Raises
TpComonExcept i ons

8.3.4.8.5 Method suspendNotification()

The framework uses this method to request the service instance to suspend sending it any notifications: e.g. while the
framework handles a temporary overload condition.

Parameters
No Parameters were identified for this method

Raises
TpComonExcept i ons
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8.3.4.8.6 Method resumeNotification()

The framework uses this method to request the service instance to resume sending it notifications: e.g. after a period of
suspension during which the framework handled a temporary overload condition. Upon receipt of this method the
service instance shall inform the framework of the current load using the reportL oad method on the corresponding

I pFwL oadManager.

Parameters
No Parameters were identified for this method

Raises
TpComonExcept i ons

8.3.4.8.7 Method <<new>> createLoadLevelNatification()

The framework uses this method to register to receive notifications of load level changes associated with the service
instance. Upon receipt of this method the service instance shall inform the framework of the current load using the
reportL oad method on the corresponding | pFwL oadM anager.

Parameters
No Parameters were identified for this method

Raises
TpComonExcept i ons

8.3.4.8.8 Method <<new>> destroylLoadLevelNotification()

The framework uses this method to unregister for notifications of load level changes associated with the service
instance.

Parameters
No Parameters were identified for this method

Raises
TpComonExcept i ons

8.3.4.9 Interface Class IpFwOAM
Inherits from: Iplnterface.

The OAM interface is used to query the system date and time. The service and the framework can synchronise the date
and time to a certain extent. Accurate time synchronisation is outside the scope of this API. Thisinterface and the
systemDateTimeQuery() method are optional.
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<<Interface>>
IpFWOAM

systemDateTimeQuery (clientDateAndTime : in TpDateAndTime) : TpDateAndTime

8.3.4.9.1 Method systemDateTimeQuery()

This method is used to query the system date and time. The client (service) passesin its own date and time to the
framework. The framework responds with the system date and time.

Returns <systemDateAndTime> : Thisis the system date and time of the framework.

Parameters

clientDat eAndTime : in TpDat eAndTi me

Thisisthe date and time of the client (service). The error code P_INVALID_DATE_TIME_FORMAT isreturned if the
format of the parameter isinvalid.

Returns
TpDat eAndTi ne

Raises
TpCommonExcepti ons, P_I NVALI D_TI ME_AND DATE_FORNAT

8.3.4.10 Interface Class IpSvcOAM
Inherits from: Ipinterface.

Thisinterface and the systemDateTimeQuery() method are optional.

<<Interface>>
IpSvcOAM

systemDateTimeQuery (systemDateAndTime : in TpDateAndTime) : TpDateAndTime

8.3.4.10.1 Method systemDateTimeQuery()

This method is used by the framework to send the system date and time to the service. The service responds with its
own date and time.
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Returns <clientDateAndTime> : Thisis the date and time of the client (service).

Parameters

syst enDat eAndTi me : in TpDat eAndTi e

Thisisthe system date and time of the framework. The error code P_INVALID_DATE_TIME_FORMAT isreturned
if the format of the parameter isinvalid.

Returns

TpDat eAndTi ne

Raises

TpCommonExcepti ons, P_I NVALI D_TI ME_AND DATE_FORNAT

8.3.5 Event Notification Interface Classes

8.3.5.1 Interface Class IpFwEventNotification
Inherits from: Ipinterface.

The event notification mechanism is used to notify the service of generic events that have occurred. If Event
Notifications are supported by a Framework, this interface and the createNotification() and destroyNotification()
methods shall be supported.

<<Interface>>

IpFwEventNotification

createNotification (eventCriteria : in TpFwEventCriteria) : TpAssignmentID

destroyNotification (assignmentID : in TpAssignmentID) : void

8.3.5.1.1 Method createNotification()
This method is used to install generic notifications so that events can be sent to the service.

Returns <assignmentl D> : Specifies the ID assigned by the framework for this newly installed event notification.

Parameters

eventCriteria : in TpFwEventCriteria
Specifies the event specific criteria used by the service to define the event required.
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Returns
TpAssi gnnment | D

Raises
TpCommonExcept i ons, P_I NVALI D_EVENT_TYPE, P_I NVALI D_CRI TERI A

8.3.5.1.2 Method destroyNoaotification()

This method is used by the service to delete generic notifications from the framework.

Parameters

assignnmentI D : in TpAssignnentlD

Specifies the assignment 1D given by the framework when the previous createNotification() was called. If the
assignment ID does not correspond to one of the valid assignment I Ds, the framework will return the error code
P_INVALID_ASSIGNMENT _ID.

Raises
TpComonExcepti ons, P_I NVALI D_ASSI GNVENT _I D

8.3.5.2 Interface Class IpSvcEventNotification
Inherits from: Ipinterface.

Thisinterface is used by the framework to inform the service of a generic event. The Event Notification Framework
will invoke methods on the Event Notification Service Interface that is specified when the Event Notification interface
isobtained. If Event Notifications are supported by a Service, this interface and the reportNotification() and
notificationTerminated() methods shall be supported.

<<Interface>>

IpSvcEventNoatification

reportNotification (eventinfo : in TpFwEventinfo, assignmentID : in TpAssignmentID) : void

notificationTerminated () : void

8.3.5.2.1 Method reportNotification()

This method notifies the service of the arrival of a generic event.

ETSI




3GPP TS 29.198-3 version 5.2.0 Release 5 142 ETSITS 129 198-3 V5.2.0 (2003-03)

Parameters

eventinfo : in TpFwEventlnfo
Specifies specific data associated with this event.

assignment|I D : in TpAssignnent| D

Specifies the assignment id which was returned by the framework during the createNotification() method. The service
can use the assignment id to associate events with event specific criteria and to act accordingly.

Raises
TpComonExcepti ons, P_I NVALI D_ASSI GNVENT | D

8.3.5.2.2 Method notificationTerminated()

This method indicates to the service that all generic event notifications have been terminated (for example, due to faults
detected).

Parameters

No Parameters were identified for this method
Raises

TpComonExcept i ons

8.4 State Transition Diagrams

This clause contains the State Transition Diagrams for the objects that implement the Framework interfaces on the
gateway side. The State Transition Diagrams show the behaviour of these objects. For each state the methods that can
be invoked by the client are shown. Methods not shown for a specific state are not relevant for that state and will return
an exception. Apart from the methods that can be invoked by the client also eventsinternal to the gateway or related to
network events are shown together with the resulting event or action performed by the gateway. These interna events
are shown between quotation marks.

8.4.1 Service Registration State Transition Diagrams

8.4.1.1  State Transition Diagrams for IpFwServiceRegistration
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Figure : State Transition Diagram for IpFwServiceRegistration

8.4.1.1.1 SCF Registered State

Thisisthe state entered when a Service Capability Server (SCS) registersits SCF in the Framework, by informing it of
the existence of an SCF characterised by a service type and a set of service properties. As aresult the Framework
associates a service ID to this SCF, that will be used to identify it by both sides.

An SCF may be unregistered, the service ID then being no longer associated with the SCF.

8.4.1.1.2 SCF Announced State

Thisisthe state entered when the existence of the SCF has been announced, thus making it available for discovery by
applications. The SCF can be unannounced at any time, taking it back into the SCF Registered state where it isno
longer available for discovery.

8.4.2 Service Instance Lifecycle Manager State Transition Diagrams

There are no State Transition Diagrams defined for Service Instance Lifecycle Manager
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8.4.3 Service Discovery State Transition Diagrams

There are no State Transition Diagrams defined for Service Discovery

8.4.4 Integrity Management State Transition Diagrams

8.4.4.1  State Transition Diagrams for IpFwLoadManager

reportLoad

"load change” YoadLewelNotification queryAppLoadRes|[ load statistics requested by LoadManag
queryAppLoadEr load statistics requested by LoadMana

createLoadLevelNotification NoadLevelNotification ‘ Active ‘ queryLoadReq

destroyLoadLevelNotification

pAccess\obtainintefface
IpAccess obtaininterfaceWithCallback
Idle

resumeNotification
NoadLevelNatification

reportLoad
queryAppLoadRes|[ load statistics requested by LoadM
queryAppLoadErr load statistics requested by Load

Notification queryLoadReq
Suspended

destroyLoadLevelNotification

All States

IpAccess.endAccess

suspendNotification
[ all notifications suspended ]

Figure : State Transition Diagram for IpFwLoadManager

8.4.4.1.1 Idle State

In this state the service has obtained an interface reference of the LoadManager from the IpAccessinterface.

8.4.4.1.2 Notification Suspended State

Dueto e.g. atemporary load condition, the service has requested the L oadM anager to suspend sending the load level
notification information.
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8.4.4.1.3 Active State

In this state the service has indicated its interest in notifications by performing a createl oadL evel Notification()
invocation on the IpFwLoadManager. The load manager can now request the service to supply load statistics
information (by invoking querySvcLoadReq()). Furthermore the LoadManager can reguest the service to control its
load (by invoking loadLevelNotification(), resumeNoatification() or suspendNotification() on the service side of
interface). In case the service detects a change in load level, it reports this to the LoadManager by calling the method
reportLoad().

8.4.5 Event Notification State Transition Diagrams

There are no State Transition Diagrams defined for Event Notification
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9 Service Properties

9.1 Service Property Types

The service type defines which properties the supplier of an SCF supplier shall provide when he registers an SCF.

At Service Registration the properties of atype shall be interpreted as the set of values that can be supported by the
service. If aservice type has a certain property (e.g. "CAN_DO_SOVETHI NG'), aservice registers with a property value
of {"true", "false"}.Thismeansthat the SCSis ableto support Service instances where this property is used or
allowed and instances where this property is not used or allowed. This clarifies why sets of values shall be used for the
property values instead of primitive types.

At establishment of the Service Level Agreement the property can then be set to the value of the specific agreement.
The context of the Service Level Agreement thus restricts the set of property values of the SCS and will thuslead to a
sub-set of the service property values. When the correct SCF is instantiated during the discovery and selection
procedure (see Note), the Service Properties shall thus be interpreted as the requested property val ues.

NOTE: Thisisachieved through the createServiceManager() operation in the Service Instance Lifecycle Manager
interface.

All property values are represented by an array of strings. The following table shows all supported service property
types.

Service Property type Description Example value (array of Interpretation of example
name strings) value
BOOLEAN_SET set of Booleans {"FALSE"} The set of Booleans consisting
of the Boolean "false".
INTEGER_SET set of integers {"1", 2", "5", "7"} The set of integers consisting of
the integers 1, 2, 5and 7.
STRING_SET set of strings {"Sophia", "Rijen"} The set of strings consisting of
the string “Sophia" and the
string "Rijen"
ADDRESSRANGE_SET set of address ranges {"123??*", "*.ericsson.se"} | The set of address ranges

consisting of ranges 123??* and
*.ericsson.se.

INTEGER_INTERVAL interval of integers {"5", "100"} The integers that are between
or equal to 5 and 100.
STRING_INTERVAL interval of strings {"Rijen", "Sophia"} The strings that are between or

equal to the strings "Rijen" and
"Sophia", in lexicographical

order.
INTEGER_INTEGER_MAP map from integers to {"1","10", "2", "20", "3", The map that maps 1 to 10, 2 to
integers "30"} 20 and 3 to 30.

The bounds of the string interval and the integer interval types may hold the reserved value "UNBOUNDED". If the | eft
bound of the interval holds the value "UNBOUNDED", the lower bound of the interval isthe smallest value supported
by the type. If the right bound of the interval holds the value "UNBOUNDED", the upper bound of the interval isthe
largest value supported by the type.

When an SCF is registerd by the Service Supplier, Service Properties of type BOOLEAN_SET shall not contain an

empty set. When a service is discovered by an application, this application shall specify either { TRUE} or { FALSE} as
value for service properties of type BOOLEAN_SET.

9.2 General Service Properties

Each service instance has the following general properties:
* Service Name

e ServiceVersion
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e Servicelnstance ID

*  Service Instance Description

e Product Name
e Product Version

e Supported Interfaces

e Operation Set
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The following sections describe these general service propertiesin more detail. The values for the mode are defined in
the type TpServiceTypePropertyM ode.

9.2.1 Service Name
Property Type Mode Description
P_SERVICE_NAME STRING_SET MANDATORY_ | This property contains the name of the
READONLY service, e.g. “UserLocation”,
“UserLocationCamel”,
“UserLocationEmergency” or “UserStatus”.
9.2.2 Service Version
Property Type Mode Description
P_SERVICE_VERSION STRING_SET MANDATORY This property contains the version of the
APIs, to which the service is compliant. It is
a set of strings as specified in the TpVersion
type.
9.2.3 Service ID
Property Type Mode Description
P_SERVICE_ID STRING_INTERVAL | READONLY This property uniquely identifies a specific
service. Note that the Framework generates
this property value when the Service
Supplier registers the service. This property
should not be confused with the
servicelnstancelD generated by the
Framework when a Client Application signs
a Service Agreement to obtain the Service
Manager
9.24 Service Description
Property Type Mode Description
P_SERVICE_DESCRIPTION | STRING_SET MANDATORY_ | This property contains a textual description
READONLY of the service. It should not be interpreted

as a description of a Service Instance (as
identified by a servicelnstancelD generated
by the Framework when a Client Application
signs a Service Agreement to obtain the
Service Manager).
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9.25 Product Name

Property Type Mode Description

P_PRODUCT_NAME STRING_SET READONLY This property contains the name of the
product that provides the service, e.g. “Find
It”, “Locate.com”.

9.2.6 Product Version

Property Type Mode Description
P_PRODUCT_VERSION STRING_SET READONLY This property contains the version of the
product that provides the service, e.g.
“3.1.11".

9.2.7 <<deprecated>> Supported Interfaces

This property contains alist of strings with interface names that the service supports, e.g. “IpUserLocation”,
“IpUserStatus’. This property is deprecated and will be removed in afuture version of the specification.

9.2.8 Operation Set

Property Type Mode Description

P_OPERATION_SET STRING_SET MANDATORY Specifies set of the operations the SCS
supports.

The notation to be used is :
{“Interfacel.operation1”,”Interfacel.operation
2", “Interface2.operation1}, e.g.:
{“IpCall.createCall”,”"IpCall.routeReq"}.
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10 Data Definitions

This clause provides the Framework specific data definitions necessary to support the OSA interface specification.
The general format of a data definition specification is the following:

— Datatype, that shows the name of the datatype;

— Description, that describes the data type;

— Tabular specification, that specifies the data types and values of the data type;

- Example, if relevant, shown to illustrate the data type.

All data types referenced but not defined in this clause are common data definitions which may be found in
3GPP TS 29.198-2.

10.1 Common Framework Data Definitions

10.1.1 TpClientAppID

Thisisan identifier for the client application. It is used to identify the client to the Framework. Thisdatatypeis
identical to TpString and is defined as a string of characters that uniquely identifies the application. The content of this
string shall be unique for each OSA API implementation (or unique for a network operator’s domain). This unique
identifier shall be negotiated with the OSA operator and the application shall useit to identify itself.

10.1.2 TpClientApplIDList

This data type defines a Numbered Set of Data Elements of type TpClientAppID.

10.1.3 TpDomainiD

Definesthe Tagged Choi ce of Data El enent s that specify either the Framework or the type of entity
attempting to access the Framework.

Tag Element Type

TpDomainiDType

Tag Element Value

Choice Element Type

Choice Element Name

P FW TpFwW D Fw D
P_CLIENT_APPLICATION Tpd i ent Appl D dient Appl D
P_ENT_OP TpEnt Opl D Ent Opl D

P_SERVI CE_| NSTANCE

TpServi cel nst ancel D

Servicel D (See Note)

P_SERVICE_SUPPLIER

TpServi ceSupplierlD

Servi ceSupplierlD

Note: The Choice Element Name ServicelD of TpDomainID refers to a service instance.
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10.1.4 TpDomainiDType

Defines either the Framework or the type of entity attempting to access the Framework.

Name Value Description
P_FW 0 The Framework
P_CLI ENT_APPLI CATI ON 1 A client application
P_ENT_OP 2 An enterprise operator
P_SERVI CE_I NSTANCE 3 A service instance
P_SERVI CE_SUPPLI ER 4 A service supplier

10.1.5 TpENtOpID

This datatypeisidentical to TpString and is defined as a string of characters that identifies an enterprise operator.
In conjunction with the application it uniquely identifies the enterprise operator which uses a particular OSA Service
Capability Feature (SCF).

10.1.6 TpPropertyName

Thisdatatypeisidentical to TpSt ri ng. It isthe name of a generic “property”.

10.1.7 TpPropertyValue

Thisdatatypeisidentical to TpSt ri ng. Itisthevalue (or thelist of values) associated with a generic “property”.

10.1.8 TpProperty

ThisdatatypeisaSequence of Data El enent s which describesageneric “property”. It isastructured data
type consisting of the following { name,value} pair:

Sequence Element Sequence Element
Name Type
PropertyName TpPropertyName
PropertyValue TpPropertyValue

10.1.9 TpPropertyList

This datatype definesaNunber ed Li st of Data El ement s of type TpProperty.

10.1.10 TpEntOpIDList

This data type defines a Numbered Set of Data Elements of type TpEntOpID.

10.1.11 TpFwID

Thisdatatypeisidentical to TpSt ri ng and identifies the Framework.
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10.1.12 TpService

This datatypeis a Sequence of Data Elements which describes a registered SCFs. It is a structured type which consists
of:

Sequence Element Sequence Element Documentation
Name Type
Servicel D TpServicelD
Servi ceDescription TpServiceDescription This field contains the description of the service

10.1.13 TpServiceList

This data type defines a Numbered Set of Data Elements of type TpService.

10.1.14 TpServiceDescription

This datatypeis a Sequence of Data Elements which describes aregistered SCF. It is a structured data type which
consists of:

Sequence Element Sequence Element Documentation
Name Type
Servi ceTypeNane TpServiceTypeName
Servi cePropertylLi st TpServicePropertyList

10.1.15 TpServicelD

Thisdatatypeisidentical to a TpString, and is defined as a string of characters that uniquely identifies a registered SCF
interface. The string is automatically generated by the Framework.

10.1.16 TpServicelDList

This data type defines a Numbered Set of Data Elements of type TpServicel D.

10.1.17 TpServicelnstancelD

Thisdatatypeisidentical to a TpString, and is defined as a string of characters that uniquely identifies an instance of a
registered SCF interface. The string is automatically generated by the Framework

10.1.18 TpServiceTypeProperty

ThisdatatypeisaSequence of Data El enent s which describes a service property associated with a service
type. It defines the name and mode of the service property, and also the service property type: e.g. Boolean, integer.
Itissimilar to, but distinct from, TpServiceProperty. The latter is associated with an actual service: it defines the
service property’s name and mode, but also definesthe list of values assigned to it.

Sequence Element Sequence Element Documentation
Name Type
Ser vi cePropertyNane TpServicePropertyName
Servi ceTypePropert yMbde TpServiceTypePropertyMode
Servi cePropertyTypeNane TpServiceProperty TypeName

10.1.19 TpServiceTypePropertyList

This data type defines a Numbered Set of Data Elements of type TpServiceTypeProperty.
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10.1.20 TpServiceTypePropertyMode

This type defines SCF property modes.

Name Value Documentation
NORMAL 0 The value of the corresponding SCF property type may optionally be provided
MANDATORY 1 The value of the corresponding SCF property type shall be provided at service registration time
READONLY 2 The value of the corresponding SCF property typeis optional, but once given avalueit can not be
modified/restricted by a service level agreement
MANDATORY_READONLY 3 The value of the corresponding SCF property type shall be provided but can not subsequently be
modified/restricted by a service level agreement.

10.1.21 TpServicePropertyTypeName

This datatypeisidentical to TpString and describes avalid SCF property type name. Valid service property type names
aredetailed in 10.1.

10.1.22 TpServicePropertyName

This datatypeisidentical to TpString. It definesavalid SCF property name. The valid service property names are
detailed in 10.2 and in the SCF data definitions.

10.1.23 TpServicePropertyNameList

This data type defines a Numbered Set of Data Elements of type TpServicePropertyName.

10.1.24 TpServicePropertyValue

This datatypeisidentical to TpString and describes a valid value of a SCF property.

10.1.25 TpServicePropertyValueList

This data type defines a Numbered Set of Data Elements of type TpServicePropertyValue

10.1.26 TpServiceProperty

This data type is a Sequence of Data Elements which describes an “ SCF property”. It is a structured data type which
consists of:

Sequence Element Sequence Element Documentation
Name Type
Servi cePropertyName TpServicePropertyName
Ser vi cePropertyVal uelLi st TpServicePropertyValuelist

10.1.27 TpServicePropertyList

This data type defines aNumbered Set of Data Elements of type TpServiceProperty.

10.1.28 TpServiceSupplierlD

Thisisan identifier for aservice supplier. It is used to identify the supplier to the Framework. Thisdatatypeis
identical to TpSt ri ng.
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10.1.29 TpServiceTypeDescription
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This datatypeis a Sequence of Data Elements which describes an SCF type. It is a structured data type. It consists of:

Sequence Element
Name

Sequence Element
Type

Documentation

Servi ceTypePropertyli st

TpServiceTypePropertyList

a sequence of property name and property mode tuples associated with the
SCF type

Servi ceTypeNaneLi st

TpServiceTypeNameL.ist

the names of the super types of the associated SCF type

Avai | abl eOr Unavai | abl e

TpBoolean

an indication whether the SCF type is available (true) or unavailable (false)

10.1.30 TpServiceTypeName

Thisdatatypeisidentical to a TpString, and is defined as a string of characters that uniquely identifies the type of an
SCF interface. Other Network operator specific capabilities may also be used, but should be preceded by the string
"SP_". Thefollowing values are defined.

Character String Value

Description

NULL

An empty (NULL) string indicates no SCF name

P_GENERI C_CALL_CONTROL

The name of the Generic Call Control SCF

P_MULTI _PARTY_CALL_CONTROL

The name of the MultiParty Call Control SCF

P_MULTI _MEDI A CALL_CONTROL

The name of the MultiMedia Call Control SCF

P_OONFERENCE_CALL_CONTROL

The name of the Conference Call Control SCF

P_USER | NTERACTI ON

The name of the User Interaction SCFs

P_TERM NAL_CAPABI LI TI ES

The name of the Terminal Capabilities SCF

P_USER_LOCATI ON

The name of the User Location SCF

P_USER_LOCATI ON_CAMEL

The name of the Network User Location SCF

P_USER_LOCATI ON_EMERGENCY

The name of the User Location Emergency SCF

P_USER_STATUS

The name of the User Status SCF

P_DATA_SESSI ON_CONTROL

The name of the Data Session Control SCF

P_GENERI C_MESSAG NG

The name of the Generic Messaging SCF

P_CONNECTI VI TY_MANAGER

The name of the Connectivity Manager SCF

P_CHARG NG

The name of the Charging SCF

P_ACCOUNT _MANAGENMENT

The name of the Account Management SCF

P_POLI CY_MANAGENMENT

The name of the Policy Management SCF

P_PAM PRESENCE_AND_AVAI LABI LI TY

The name of PAM presentity SCF

P_PAM EVENT_MANAGEMENT

The name of PAM watcher SCF

P_PAM PROVI S| ONI NG

The name of PAM provisioning SCF

10.1.31 TpServiceTypeNamelList

This data type defines a Numbered Set of Data Elements of type TpServiceTypeName.

10.1.32 TpSubjectType

Defines the subject of a query/notification request/result.

Name Value Description
P_SUBJECT_UNDEFI NED 0 The subject is neither the framework nor the
client application
P_SUBJECT_CLI ENT_APP 1 The subject is the client application
P_SUBJECT_FW 2 The subject is the framework
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10.2 Event Notification Data Definitions

10.2.1 TpFwEventName

Defines the name of event being notified.

Name Value Description
P_EVENT_FW NAVE_UNDEFI NED 0 Undefined
P_EVENT_FW SERVI CE_AVAI LABLE 1 Notification of SCS(s) available
P_EVENT_FW SERVI CE_UNAVAI LABLE 2 Notification of SCS(s) becoming unavailable

10.2.2 TpFwEventCriteria

Definesthe Tagged Choi ce of Data El ement s that specify the criteriafor an event notification to be
generated.

Tag Element Type
TpFwEventName
Tag Element Value Choice Element Type Choice Element Name
P_EVENT_FW_NAME_UNDEFINED TpString Event NaneUndef i ned
P_EVENT_FW_ SERVICE_AVAILABLE TpServiceTypeNameList ServiceTypeNameList
P_EVENT_FW_SERVICE_UNAVAILABLE TpServiceTypeNameList UnavailableServiceTypeNameList

10.2.3 TpFwEventinfo

Definesthe Tagged Choi ce of Data El ement s that specify the information returned to the application in an
event notification.

Tag Element Type
TpFwEventName
Tag Element Value Choice Element Type Choice Element Name
P_EVENT_FW_NAME_UNDEFINED TpString Event NameUndef i ned
P_EVENT_FW_ SERVICE_AVAILABLE TpSer vi cel DLi st Ser vi cel DLi st
P_EVENT_FW_SERVICE_UNAVAILABLE TpSer vi cel DLi st Unavai | abl eSer vi cel DLi st

10.3  Trust and Security Management Data Definitions

10.3.1 TpAccessType

Thisdatatypeisidentical to a TpString. Thisidentifies the type of access interface requested by the client application.
If they request P_OSA_ACCESS, then areference to the IpAccess interface is returned. (Network operators can define
their own access interfaces to satisfy client requirements for different types of access. These can be selected using the
TpAccessType, but should be preceded by the string "SP_". The following value is defined:

String Value Description

P_OSA_ACCESS Access using the OSA Access Interfaces: IpAccess and IpClientAccess

ETSI



3GPP TS 29.198-3 version 5.2.0 Release 5 155 ETSITS 129 198-3 V5.2.0 (2003-03)

10.3.2 TpAuthType

This datatypeisidentical to a TpString. It identifies the type of authentication mechanism requested by the client. It
provides Network operators and clients with the opportunity to use an alternative to the OSA API Level Authentication
interface. This can for example be an implementation specific authentication mechanism, e.g. CORBA Security, or a
proprietary Authentication interface supported by the Network Operator. OSA API Level Authentication isthe default
authentication method. Other Network operator specific capabilities may also be used, but should be preceded by the
string “ SP_". The following values are defined:

String Value Description
P_OSA_AUTHENTICATION Authenticate using the OSA API Level Authentication Interfaces: IpAPILevel Authentication and
IpClientAPILevel Authentication
P_AUTHENTI CATI ON Aduthenticate using the implementation specific authentication mechanism, e.g. CORBA Security.

10.3.3 TpEncryptionCapability

Thisdatatypeisidentical to a TpString, and is defined as a string of characters that identify the encryption capabilities
that could be supported by the framework. Other Network operator specific capabilities may a so be used, but should be
preceded by the string "SP_". Capabilities may be concatenated, using commas (,) as the separation character. The
following values are defined.

String Value Description

NULL An empty (NULL) string indicates no client capabilities.

P_DES 56 A simpletransfer of secret information that is shared between the client application and the Framework with protection
against interception on the link provided by the DES algorithm with a 56-bit shared secret key.

P_DES_128 A simpletransfer of secret information that is shared between the client entity and the Framework with protection against
interception on the link provided by the DES algorithm with a 128-bit shared secret key.

P _RSA 512 A public-key cryptography system providing authentication without prior exchange of secrets using 512-bit keys.

P RSA_1024 A public-key cryptography system providing authentication without prior exchange of secrets using 1024-bit keys.

10.3.4 TpEncryptionCapabilityList

This datatypeisidentical to a TpString. It is a string of multiple TpEncryptionCapability concatenated using a comma
(,)as the separation character.

10.3.5 TpEndAccessProperties

This datatypeis of type TpPropertyList. It identifies the actions that the Framework should perform when an

application or service capability feature entity ends its access session (e.g. existing service capability or application
sessions may be stopped, or |eft running).

10.3.6 TpAuthDomain

ThisisSequence of Data El enent s containing all the data necessary to identify a domain: the domain
identifier, and a reference to the authentication interface of the domain

Sequence Element | Sequence Element Description
Name Type
Domai nl D TpDomai nl D Identifies the domain for authentication. This identifier is assigned to the domain during

theinitial contractual agreements, and is valid during the lifetime of the contract.

Aut hl nterface I pl nterfaceRef Identifies the authentication interface of the specific entity. This data element has the same
lifetime as the domain authentication process, i.e. in principle a new interface reference
can be provided each time a domain intends to access another.
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10.3.7 TplinterfaceName

This datatypeisidentical to a TpString, and is defined as a string of characters that identify the names of the

Framework SCFs that are to be supported by the OSA API. Other Network operator specific SCFs may also be used,

but should be preceded by the string "SP_". The following values are defined.

Character String Value

Description

P_DI SCOVERY The name for the Discovery interface.
P_EVENT_NOTI FI CATI ON The name for the Event Notification interface.
P_OCAM The name for the OA&M interface.

P_LOAD_MANAGER

The name for the Load Manager interface.

P_FAULT_NANAGER

The name for the Fault Manager interface.

P_HEARTBEAT_NANAGENENT

The name for the Heartbeat Management interface.

P_SERVI CE_AGREENENT_VANAGENENT

The name of the Service Agreement Management interface.

P_REG STRATI ON

The name for the Service Registration interface.

P_ENT_OP_ACCOUNT_VANAGENENT

The name for the Service Subscription: Enterprise Operator Account Management
interface.

P_ENT_OP_ACCOUNT_T NFO_QUERY

The name for the Service Subscription: Enterprise Operator Account Information Query
interface.

P_SVC_CONTRACT _MANAGENENT

The name for the Service Subscription: Service Contract Management interface.

P_SVC_CONTRACT | NFO_QUERY

The name for the Service Subscription: Service Contract Information Query interface.

P_CLI ENT_APP_NANAGENENT

The name for the Service Subscription: Client Application Management interface.

P_CLI ENT_APP_I NFO_QUERY

The name for the Service Subscription: Client Application Information Query interface.

P_SVC_PROFI LE_VANAGEMENT

The name for the Service Subscription: Service Profile Management interface.

P_SVC _PROFT LE_T NFO_QUERY

The name for the Service Subscription: Service Profile Information Query interface.

10.3.8 TplinterfaceNameList

This data type defines a Numbered Set of Data Elements of type TplnterfaceName.
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10.3.9 TpServiceToken

This datatype isidentical to a TpString, and identifies a selected SCF. Thisis a free format text token returned by the
Framework, which can be signed as part of a service agreement. This will contain Network operator specific
information relating to the service level agreement. The serviceToken has alimited lifetime, which is the same as the
lifetime of the service agreement in normal conditions. If something goes wrong the serviceToken expires, and any
method accepting the serviceToken will return an error code (P_I NVALI D_SERVI CE_TOKEN). Service Tokens will
automatically expireif the client or Framework invokes the endAccess method on the other's corresponding access
interface.

10.3.10 TpSignatureAndServiceMgr

Thisis a Sequence of Data Elements containing the digital signature of the Framework for the service agreement, and a
reference to the SCF manager interface of the SCF.

Sequence Element Sequence Element
Name Type
Di gital Signature TpCct et Set
Servi ceMyrinterface | pSer vi ceRef

The digitalSignature is the signed version of a hash of the service token and agreement text given by the client
application.

The ServiceMgrinterface is areference to the SCF manager interface for the selected SCF.
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10.3.11 TpSigningAlgorithm

This datatypeisidentical to a TpString, and is defined as a string of characters that identify the signing algorithm that
shall be used. Other Network operator specific capabilities may also be used, but should be preceded by the string
"SP_". The following values are defined.

String Value Description
NULL An empty (NULL) string indicates no signing algorithm is required
P_MDX5_RSA 512 MD5 takes an input message of arbitrary length and produces as output a 128-bit message digest of the

input. Thisisthen encrypted with the private key under the RSA public-key cryptography system
using a 512-bit modulus. The signature generation follows the process and format defined in RFC
2313 (PKCS#1 v1.5). The use of thissigning method is deprecated.

P_MX5_RSA_1024 MD5 takes an input message of arbitrary length and produces as output a 128-bit message digest of the

input. Thisisthen encrypted with the private key under the RSA public- key cryptography system

using a 1024-bit modulus. .The signature generation follows the process and format defined in RFC
2313 (PKCS#1 v1.5). The use of thissigning method is deprecated.

EIRfQEEA—PKCSLV 1.5 SH | sHA-1isused to produce a 160-bit message digest based on the input message to be signed. RSA is

— then used to generate the signature value, following the process defined in section 8 of RFC 2437 and
format defined in section 9.2.1 of RFC 2437. The RSA private/public key pair is using a 1024-bit
modulus.

P_SHA1_DSA SHA-1 is used to produce a 160-bit message digest based on the input message to be signed. DSA is
then used to generate the signature value. The signature generation follows the process and format
defined in section 7.2.2 of RFC 2459.

10.3.12 TpSigningAlgorithmCapabilityList

Thisdatatypeisidentical to a TpString. It is a string of multiple TpSigningAlgorithm concatenated using a comma (,)as
the separation character.

10.3.13 TpAuthMechanism

This datatypeisidentical to a TpString. It identifies an authentication mechanism to be used for API Level
Authentication. The following values are defined:

String Value Description

P_OSA_MD5 Authentication is based on the use of MD5 (RFC 1321) hashing algorithm to generate a response based on a
shared secret and a challenge received via challenge() method. The capability to use this algorithmis required
to be supported when using CHAP (RFC 1994) but its use is not recommended.

P_OSA_HMAC_SHA1 96 Authentication is based on the use of HMAC-SHA1 (RFC 2404) hashing algorithm to generate a response
based on a shared secret and a challenge received via challenge() method.
P_OSA_HMAC_MD5_96 Authentication is based on the use of HMAC-MD5 (RFC 2403) hashing algorithm to generate a response

based on a shared secret and a challenge received via challenge() method.

10.3.14 TpAuthMechanismList

Thisdatatypeisidentical to a TpString. It isastring of multiple TpAuthMechanism concatenated using a comma (,)as
the separation character.

10.4 Integrity Management Data Definitions

10.4.1 TpActivityTestRes

Thistypeisidentical to TpString and is an implementation specific result. The valuesin this datatype are “Available’
or “Unavailable’.
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10.4.2 TpFaultStatsRecord

This defines the set of recordsto be returned giving fault information for the requested time period.

Sequence Element Sequence Element
Name Type
Peri od TpTi el nt erval
Faul t St at sSet TpFaul t St at sSet

10.4.3 TpFaultStats

This defines the sequence of data el ements which provide the statistics on a per fault type basis.

Sequence Element Sequence Element Description
Name Type
Faul t Tpl nt erfaceFaul t
Cccurrences Tpl nt 32 The number of separate instances of this fault
MaxDur at i on Tpl nt 32 The number of seconds duration of the longest fault
Tot al Durati on Tpl nt 32 The cumulative duration (all occurrences)
Nurmber OF O i ent sAf f ect ed Tpl nt 32 The number of clientsinformed of the fault by the Fw

Occurrencesis the number of separate instances of this fault during the period. MaxDuration and TotalDuration are the
number of seconds duration of the longest fault and the cumulative total during the period. NumberOfClientsAffected is
the number of clients informed of the fault by the Framework.

10.4.4 TpFaultStatisticsError

Definestheerror code associated with a failed attenpt to retrieve any fault
statistics information.

Name Value Description
P_FAULT_I NFO_ERROR_UNDEFI NED 0 Undefined error
P_FAULT_I NFO_UNAVAI LABLE 1 Fault statistics unavailable

10.4.5 TpFaultStatsSet

Thisdatatype definesaNunber ed Set of Data El ement s of type TpFaultStats

10.4.6 TpActivityTestID

This datatypeisidentical to a TpInt32, and is used as a token to match activity test requests with their results..

10.4.7 TplinterfaceFault

Defines the cause of the interface fault detected.

Name Value Description

| NTERFACE_FAULT_UNDEFI NED 0 Undefined

I NTERFACE_FAULT_LOCAL _FAI LURE A fault in the local API software or hardware has been detected

1
| NTERFACE_FAULT_GATEWAY_FAI LURE 2 A fault in the gateway API software or hardware has been detected
3

| NTERFACE_FAULT_PROTOCOL_ERRCR An error in the protocol used on the client-gateway link has been detected
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Name Value Description
SERVI CE_UNAVAI LABLE_UNDEFI NED 0 Undefined
SERVI CE_UNAVAI LABLE _LOCAL_FAI LURE 1 The Local API software or hardware has failed
SERVI CE_UNAVAI LABLE_GATEWAY_FAI LURE 2 The gateway API software or hardware has failed
SERVI CE_UNAVAI LABLE_OVERLOADED 3 The SCF isfully overloaded
SERVI CE_UNAVAI LABLE_CLCSED 4 The SCF has closed itsdlf (e.g. to protect from fraud or malicious attack)

10.4.9 TpFwUnavailReason

Defines the reason why the Framework is unavailable.

Name Value Description
FW UNAVAI LABLE_UNDEFI NED 0 Undefined
FW UNAVAI LABLE_LOCAL_FAI LURE 1 The Local API software or hardware has failed
FW UNAVAI LABLE_GATEWAY_FAI LURE 2 The gateway API software or hardware has failed
FW UNAVAI LABLE_OVERLOADED 3 The Framework is fully overloaded
FW UNAVAI LABLE_CLOSED 4 The Framework has closed itself (e.g. to protect from fraud or malicious attack)
FW UNAVAI LABLE_PROTOCOL_FAI LURE 5 The protocol used on the client-gateway link has failed

10.4.10 TpLoadLevel

Defines the Sequence of Data Elements that specify load level values.

Name Value Description
LOAD LEVEL_NORMAL 0 Normal load
LOAD LEVEL_OVERLQOAD 1 Overload
LOAD LEVEL_SEVERE_OVERLQAD 2 Severe Overload

10.4.11 TpLoadThreshold

Defines the Sequence of Data Elements that specify the load threshold value. The actual 1oad threshold valueis
application and SCF dependent, so is their relationship with load level.

Sequence Element
Name

Sequence Element
Type

LoadThr eshol d

TpFl oat

10.4.12 TpLoadinitVal

Defines the Sequence of Data Elements that specify the pair of load level and associated load threshold value.

Sequence Element
Name

Sequence Element
Type

LoadLevel

TpLoadLevel

LoadThr eshol d

TpLoadThr eshol d
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Sequence Element Name

Sequence Element Type

LoadPol i cy

TpString

10.4.14 TpLoadStatistic

Definesthe Sequence of Data El enent s that represents aload statistic record for a specific entity (i.e.

Framework, service or application) at a specific date and time.

Sequence Element Name

Sequence Element Type

LoadStatisticEntityl D

TpLoadStatisticEntitylD

Ti meSt anp

TpDat eAndTi e

LoadStatisticlnfo

TpLoadStatisticlnfo

10.4.15 TpLoadStatisticList

DefinesaNunber ed Li st of Data El ement s of type TpLoadStatistic.

10.4.16 TpLoadStatisticData

Definesthe Sequence of Data El enment s that represents|oad statistic information

Sequence Element Name

Sequence Element Type

LoadVal ue (see Note)

TpFl oat

LoadLevel

TpLoadLevel

NOTE: LoadValue is expressed as a percentage.

10.4.17 TpLoadStatisticEntitylD

Definesthe Tagged Choi ce of Data El enent s that specify the type of entity (i.e. service, application or

Framework) providing load statistics.

Tag Element Type

TpLoadStatisticEntityType

Tag Element Value

Choice Element Type

Choice Element Name

P_LOAD_STATISTICS FW_TYPE TpFwID Fr amewor kI D
P_LOAD_STATISTICS SVC_TYPE TpServicelD Servi cel D
P_LOAD_STATISTICS_APP_TYPE TpClientAppID dientAppl D
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10.4.18 TpLoadStatisticEntityType

Defines the type of entity (i.e. service, application or Framework) supplying load statistics.

Name Value Description
P_LOAD_STATI STI CS_FW . TYPE 0 Framework-type load statistics
P_LOAD_STATI STI CS_SVC _TYPE 1 Service-type load statistics
P_LOAD STATI STI CS_APP_TYPE 2 Application-type load statistics

10.4.19 TpLoadStatisticinfo

Definesthe Tagged Choi ce of Data El enent s that specify the type of load statistic information (i.e. valid or
invalid).

Tag Element Type

TpLoadStatisticinfoType

Tag Element Value Choice Element Type Choice Element Name
P_LQOAD STATI STI CS_VALI D TpLoadStatisticData LoadStati sticData
P_LQOAD_STATI STI CS_I NVALI D TpLoadStatisticError LoadStati sticError

10.4.20 TpLoadStatisticinfoType

Defines the type of load statistic information (i.e. valid or invalid).

Name Value Description
P_LQOAD_STATI STI CS_VALI D 0 Valid load statistics
P_LQAD_STATI STI CS_I NVALI D 1 Invalid load statistics

10.4.21 TpLoadStatisticError

Defines the error code associated with afailed attempt to retrieve any load statistics information.

Name Value Description
P_LQOAD_| NFO_ERROR_UNDEFI NED 0 Undefined error
P_LQAD_| NFO_UNAVAI LABLE 1 Load statistics unavailable
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10.4.22 TpSvcAvailStatusReason

Defines the reason why a SCF is unavailable.

Name Value Description

SVC_UNAVAI LABLE_UNDEFI NED 0 Undefined

SVC_UNAVAI LABLE_LOCAL_FAI LURE 1 The Local API software or hardware has failed. Normally
take longer time to correct

SVC_UNAVAI LABLE_GATEWAY_FAI LURE 2 The gateway API software or hardware has failed Normally
take longer time to correct

SVC_UNAVAI LABLE_OVERLQADED 3 The SCF isfully overloaded Normally atemporary problem

SVC_UNAVAI LABLE_CLGOSED 4 The SCF has closed itself (e.g. to protect from fraud or

malicious attack)
Normally take longer time to correct

SVC_UNAVAI LABLE_NO_RESPONSE 5 The Framework has detected that the service has failed: e.g.
non-response from an activity test, failureto return
heartbeats
SVC_UNAVAI LABLE_SW UPGRADE 6 The Serviceis unavailable due to SW upgrade or other

similar maintenance
Normally atemporary problem
SVC_AVAI LABLE 7 The Service has become available again

10.4.23 TAppAvailStatusReason

Defines the reason why the Application is unavailable.

Name Value Description
APP_UNAVAI LABLE_UNDEFI NED 0 Undefined
APP_UNAVAI LABLE _LOCAL_FAI LURE 1 A local failure in the Application has been detected
Normally take longer time to correct
APP_UNAVAI LABLE_REMOTE_FAI LURE 2 A remote failure to the application has been detected, e.g. a

database is not working
Normally take longer time to correct

APP_UNAVAI LABLE_OVERLOADED 3 The Application is fully overloaded
Often atemporary problem
APP_UNAVAI LABLE_CLOSED 4 The Application has closed itself (e.g. to protect from fraud

or malicious attack)
Normally take longer time to correct

APP_UNAVAI LABLE_NO_RESPONSE 5 The Framework has detected that the application has failed:
e.g. non-response from an activity test, failureto return
heartbeats
APP_UNAVAI LABLE_SW UPGRADE 6 The Application is unavailable due to SW upgrade or other

similar maintenance
Often atemporary problem
APP_AVAI LABLE 7 The Application has become available

10.5  Service Subscription Data Definitions

10.5.1 TpPropertyName

Thisdatatypeisidentical to TpSt ri ng. It isthe name of a generic “property”.
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10.5.2 TpPropertyValue

Thisdatatypeisidentical to TpSt ri ng. Itisthevalue (or thelist of values) associated with a generic “property”.

10.5.3 TpProperty

ThisdatatypeisaSequence of Data El ement s which describesageneric “property”. It isastructured data
type consisting of the following { name,value} pair:

Sequence Element Sequence Element
Name Type
Pr oper t yNanme TpPropertyName
Pr opertyVal ue TpPropertyValue

10.5.4 TpPropertyList

This datatype definesaNunber ed Li st of Data El enent s of type TpProperty.

10.5.5 TpEntOpProperties

This datatypeis of type TpPropertyList. It identifiesthe list of properties associated with an enterprise operator: e.g.
name, organisation, address, phone, e-mail, fax, payment method (credit card, bank account).

10.5.6 TpENtOp

ThisdatatypeisaSequence of Data El enent s which describesan enterprise operator. It isa structured data
type, consisting of a unique “enterprise operator ID” and allist of “enterprise operator properties’, as follows:

Sequence Element Sequence Element
Name Type
Ent Opl D TpENtOpID
Ent OpProperties TpEntOpProperties

10.5.7 TpServiceContractiD

Thisdatatypeisidentical to TpSt ri ng. It uniquely identifies the contract, between an enterprise operator and the
Framework, for the use of an OSAservice by the enterprise.

10.5.8 TpServiceContractIDList

Thisdatatype definesaNunber ed Li st of Data El enent s of type TpServiceContractID.

10.5.9 TpPersonName

Thisdatatypeisidentical to TpSt ri ng. It isthe name of a generic “person”.

10.5.10 TpPostalAddress

Thisdatatypeisidentical to TpSt ri ng. It isthe mailing address of a generic “person”.

10.5.11 TpTelephoneNumber

Thisdatatypeisidentical to TpSt ri ng. It isthe telephone number of a generic “person”.
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10.5.12 TpEmail

Thisdatatypeisidentical to TpSt ri ng. It isthe email address of a generic “person”.

10.5.13 TpHomePage

Thisdatatypeisidentical to TpSt ri ng. It isthe web address of a generic “person”.

10.5.14 TpPersonProperties

This datatypeis of type TpPropertyList. It identifies the list of additional properties, other than those listed above, that
can be associated with a generic “person”.

10.5.15 TpPerson

ThisdatatypeisaSequence of Data El ement s which describesageneric “person”: e.g. abilling contact, a
service requestor. It isastructured data type which consists of:

Sequence Element Sequence Element

Name Type

Per sonNane TpPersonName

Post al Addr ess TpPostalAddress

Tel ephoneNunber TpTelephoneNumber

Enai | TpEmail

HonmePage TpHomePage

Per sonProperties TpPersonProperties

10.5.16 TpServiceStartDate

Thisis of type TpDat eAndTi ne. It identifies the contractual start date and time for the use of an OSA service by an
enterprise or an enterprise Subscription Assignment Group (SAG).

10.5.17 TpServiceEndDate

Thisisof type TpDat eAndTi me. It identifies the contractual end date and time for the use of an OSA service by an
enterprise or an enterprise Subscription Assignment Group (SAG).

10.5.18 TpServiceRequestor

Thisis of type TpPerson. It identifies the enterprise person requesting use of an OSA service: e.g. the enterprise
operator.

10.5.19 TpBillingContact

Thisis of type TpPerson. It identifies the enterprise person responsible for billing issues associated with an enterprise’s
use of an OSA service.

10.5.20 TpServiceSubscriptionProperties

Thisis of type TpServicePropertyList. It specifies a subset of all available service properties and service property
values that apply to an enterprise’ s use of an OSA service.
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10.5.21 TpServiceContract

ThisdatatypeisaSequence of Data El enent s which represents aservice contract. It isastructured data type
which consists of:

Sequence Element Sequence Element
Name Type

Servi ceContract| D TpServiceContract|D

Servi ceContract Descri ption TpServiceContractDescription

10.5.22 TpServiceContractDescription

ThisdatatypeisaSequence of Data El enent s which describesaservice contract. This contract should
conform to a previously negotiated high-level agreement (regarding OSA services, their usage and the price, etc.), if
any, between the enterprise operator and the framework operator. It is a structured data type which consists of:

Sequence Element
Name

Sequence Element
Type

Ser vi ceRequest or

TpServiceReguestor

Bi I I'i ngCont act

TpBillingContact

Servi ceStart Date

TpServiceStartDate

Ser vi ceEndDat e

TpServiceEndDate

Servi ceTypeNane

TpServiceTypeName

Servicel D

TpServicelD

Servi ceSubscri pti onProperties

TpServiceSubscriptionProperties

10.5.23 TpClientAppProperties

Thisis of type TpPropertyList. The client application propertiesisalist of { name,value} pairs, for bilateral agreement
between the enterprise operator and the Framework.

10.5.24 TpClientAppDescription

ThisdatatypeisaSequence of Data El enent s which describesan enterprise client application. Itisa
structured data type, consisting of a unique “client application ID”, password and alist of “client application properties:

Sequence Element Sequence Element
Name Type

Cient Appl D TpClientApplD

C i ent AppProperties TpClientAppProperties

10.5.25 TpSagIiD

Thisdatatypeisidentical to TpSt ri ng. It uniquely identifies a Subscription Assignment Group (SAG) of client
applications within an enterprise.

10.5.26 TpSagIDList

This datatype definesaNunber ed Li st of Data El ement s of type TpSagID.
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10.5.27 TpSagDescription

Thisdatatypeisidentical to TpSt ri ng. It describes a SAG: e.g. alist of identifiers of the constituent client
applications, the purpose of the “grouping”.

10.5.28 TpSag

ThisdatatypeisaSequence of Data El enent s which describes a Subscription Assignment Group (SAG) of
client applications within an enterprise. It is a structured data type consisting of a unique SAG ID and a description:

Sequence Element Sequence Element
Name Type
Sagl D TpSagID
SagDescri ption TpSagDescription

10.5.29 TpServiceProfilelD

Thisdatatypeisidentical to TpSt ri ng. It uniquely identifies the service profile, which further constrains how an
enterprise SAG uses an OSA service.

10.5.30 TpServiceProfilelDList

Thisdatatype definesaNunber ed Li st of Data El enents of type TpServiceProfilelD.

10.5.31 TpServiceProfile

ThisdatatypeisaSequence of Data El enent s which representsa Service Profile. It isastructured datatype
which consists of:

Sequence Element Sequence Element
Name Type
ServiceProfilel D TpServiceProfilelD
Servi ceProfil eDescription TpServiceProfileDescription

10.5.32 TpServiceProfileDescription

ThisdatatypeisaSequence of Data El enents which describesa Service Profile. A service contract contains
one or more Service Profiles, one for each SAG in the enterprise operator domain. A service profile is arestriction of
the service contract in order to provide restricted service featuresto a SAG. It isastructured data type which consists
of:

Sequence Element Sequence Element
Name Type
Servi ceContract| D TpServiceContract|D
Servi ceStart Dat e TpServiceStartDate
Servi ceEndDat e TpServiceEndDate
Servi ceTypeNane TpServiceTypeName
Servi ceSubscri pti onProperties TpServiceSubscriptionProperties
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10.5.33 TpSagProfilePair

This datatypeis a Sequence of Data Elements which describes a pair of aSAG and a Service Profile. It is a structured
data type which consists of:

Sequence Element Name

Sequence Element Type

Sag

TpSaglD

ServiceProfile

TpServiceProfilelD

10.5.34 TpAddSagMembersConflict

This datatypeis a Sequence of Data Elements which describes a conflict that may occur when client applications are
added to a SAG - see method addSagM embers(). This happens, when a client application is assigned to a service twice.

The AlreadyAssignedSagProfilePair describes the SAG and the service profile through which the client applicationis
aready assigned to the service. It includes the current service profile. The ConflictGeneratingSagProfilePair describes
another SAG, to which the client application should be added, and the corresponding service profile, through which the
client application is also connected to this service. This creates a conflict, as there may exist only a single service profile
for each service.

The TpAddSagMembersConflict isa structured data type which consists of:

Sequence Element Name Sequence Element Type
CientApplication TpClientApplD
Conflict GeneratingSagProfilePair TpSagProfilePair
Al r eadyAssi gnedSagProfi |l ePair TpSagProfilePair
Servi ce TpServicelD

10.5.35 TpAddSagMembersConflictList

This datatype definesaNunber ed Li st of Data El enments of type TpAddSagMembersConflict.

10.5.36 TpAssignSagToServiceProfileConflict

This data type is a Sequence of Data Elements which describes a conflict that may occur when a SAG isassigned to a
Service Profile - see method assign().

The AlreadyAssignedSagProfilePair describes the SAG and the service profile through which the client applicationis
already assigned to the service.

The TpAssignSagT oServiceProfileConflict is a structured data type which consists of:

Sequence Element Name Sequence Element Type
CientApplication TpClientApplD
Al r eadyAssi gnedSagProfi | ePai r TpSagProfilePair
Servi ce TpServicelD

10.5.37 TpAssignSagToServiceProfileConflictList

Thisdatatype definesaNunber ed Li st of Data El enents of type TpAssignSagToServiceProfileConflict.
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11 Exception Classes

The following are the list of exception classes which are used in thisinterface of the API.

Name

Description

P_ACCESS_DEN ED

The client isnot currently authenticated with the framework

P_DUPLI CATE_PROPERTY_NAME

A duplicate property name has been received

P_I LLEGAL_SERVI CE_I D

Illegal Service ID

P_| LLEGAL_SERVI CE_TYPE

Illegal Service Type

P_I NVALI D_ACCESS_TYPE

The framework does not support the type of access interface requested
by the client.

P_I N\VALI D_ACTI VI TY_TEST_I D

ID does not correspond to avalid activity test request

P_I NVALI D_ADDI TI ON_TO_SAG

A client application cannot be added to the SAG because this would
imply that the client application has two concurrent service profiles at
aparticular moment in timefor a particular service.

P_I NVALI D_AGREEMENT_TEXT

Invalid agreement text

P_I NVALI D_ENCRYPTI ON_CAPABI LI TY

Invalid encryption capability

P_I N\VALI D_AUTH_TYPE

Invalid type of authentication mechanism

P_I NVALI D_CLI ENT_APP_| D

Invalid Client Application ID

P_I NVALI D_DOMAI N_I D

Invalid client ID

P_I NVALI D_ENT_CP_I D

Invalid Enterprise Operator ID

P_I NVALI D_PROPERTY

The framework does not recogni se the property supplied by the client

P_I NVALI D_SAG | D

Invalid Subscription Assignment Group |D

P_I N\VALI D_SAG TO SERVI CE_PROFI LE_ASS
| GNVENT

A SAG cannot be assigned to the service profile because this would
imply that a client application has two concurrent service profiles at a
particular moment in time for a particular service.

P_I NVALI D_SERVI CE_CONTRACT | D

Invalid Service Contract ID

P_I NVALI D_SERVI CE_I D

Invalid service ID

P_I N\VALI D_SERVI CE_PROFI LE_I D

Invalid service profile ID

P_I NVALI D_SERVI CE_TOKEN

The service token has not been issued, or it has expired.

P_I N\VALI D_SERVI CE_TYPE

Invalid Service Type

P_I NVALI D_SI GNATURE

Invalid digital signature

P_I NVALI D_SI GNI NG_ALGORI THM

Invalid signing algorithm

P_M SSI NG MANDATORY PROPERTY

Mandatory Property Missing

P_NO_ACCEPTABLE_ENCRYPTI ON_CAPABI LI T
Y

No encryption mechanism, which is acceptable to the framework, is
supported by the client

P_NO_ACCEPTABLE_AUTHENTI CATI ON_MECHA
NESY,

No authentication mechanism, which is acceptable to the framework,
is supported by the client

P_NO_ACCEPTABLE_SI GNI NG_ALGORI THM

No signing algorithm, which is acceptable to the framework, is
supported by the client

P_PROPERTY_TYPE_M SMATCH

Property Type Mismatch

P_SERVI CE_ACCESS_DENI ED

The client application is not allowed to access this service.

P_SERVI CE_NOT_ENABLED

The service ID does not correspond to a service that has been enabled

P_SERVI CE_TYPE_UNAVAI LABLE

The service typeis not available according to the Framework.

P_UNKNOWN_SERVI CE_| D

Unknown Service ID

P_UNKNOWN_SERVI CE_TYPE Unknown Service Type
Each exception class contains the following structure:
Structure Element Name Structure Element Type Structure Element Description
Extral nformati on TpString Carries extrainformation to help identify the source of the
exception, e.g. a parameter name
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Annex A (normative):
OMG IDL Description of Framework

The OMG IDL representation of this interface specification is contained in text files (fw_data.idl, fw_if_access.idl,
fw_if_app.idl, fw_if_service.idl contained in archive 2919803IDL.ZIP) which accompany the present document.
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Annex B (informative):
W3C WSDL Description of Framework

The W3C WSDL representation of this specification is contained in text files (fw_data.wsdl, fw_if access.wsdl,
fw_if_app.wsdl, and fw_if_service.wsdl contained in archive 2919803WSDL.ZIP) which accompanies the present
document.
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Annex C (informative):
Java API Description of the Framework
The Java API representation of this specification can be obtained from the following URLSs:

¢ JAIN SPA Framework Access Session (http://jcp.org/jsr/detail/24.j sp)

¢ JAIN SPA Framework to Application (http://jcp.org/jsr/detail/119.jsp)

Each JSR webpage contains a table identifying the relationships between the different versions of the Parlay,
ETSI/OSA, 3GPP/OSA and JAIN SPA specifications. In addition, each JAIN SPA specification version indicates to
which Parlay, ETSI/OSA and 3GPP/OSA specification versionsit corresponds to.
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Annex D (informative):
Change history
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