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Modal verbs terminology
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Foreword
This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number asfollows:

Version x.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

Y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document provides the stage 3 specification of the Gx, Gxx and Sd reference points for the present rel ease.
The present document also provides the Diameter variant of St reference point for the present release. The functional
requirements and the stage 2 specifications of the Gx, Gxx, Sd and St reference points are contained in

3GPP TS 23.203[7]. The Gx reference point lies between the Policy and Charging Rule Function and the Policy and
Charging Enforcement Function. The Gxx reference point lies between the Policy and Charging Rule Function and the
Bearer Binding and Event Reporting Function. The Sd reference point lies between the Policy and Charging Rule
Function and the Traffic Detection Function. The St reference point lies between the Policy and Charging Rule
Function and the Traffic Steering Support Function.

Whenever it is possible the present document specifies the requirements for the protocol by reference to specifications
produced by the IETF within the scope of Diameter. Where thisis not possible, extensions to Diameter are defined
within the present document.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 29.210: "Charging Rule Provisioning over Gx Interface’.

[3] Void.

[4] Void.

[5] IETF RFC 3588: "Diameter Base Protocol".

(6] Void.

[7] 3GPP TS 23.203: "Palicy Control and Charging architecture”.

[8] 3GPPTS 29.213: "Policy and charging control signalling flows and Quality of Service (QoS)
parameter mapping".

[9] IETF RFC 4006: "Diameter Credit Control Application".

[10] 3GPP TS 29.214: "Palicy and Charging Control over Rx reference point".

[17] 3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting
packet based services and Packet Data Networks (PDN)".

[12] IETF RFC 4005: "Diameter Network Access Server Application”.

[13] 3GPP TS 24.008: "Mobile radio interface Layer 3 specification”.

[14] 3GPP TS 29.229: "Cx and Dx interfaces based on Diameter protocol; Protocol details'.

[15] IETF RFC 3162: "Radius and Ipv6".

[16] 3GPP TS 32.295: "Tel ecommuni cation management; Charging management; Charging Data
Record (CDR) transfer".
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(17]
(18]

[19]

(20]
(21]

[22]

(23]
[24]

(29]
[26]

(27]

(28]

[29]
(30]
(31]
(32]

[33]
(34]
[35]

[36]
(37]

(38]
[39]
[40]
(41]
[42]
(43]
[44]

3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".

3GPP TS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP)
across the Gn and Gp interface”.

3GPP TS 32.299: "Telecommunication management; Charging management; Diameter charging
applications .

3GPP2 X.S0011-E: "cdma2000 Wireless | P Network Standard"”.

3GPP TS 32.240: " Telecommuni cation management; Charging management; Charging
architecture and principles'.

3GPP TS 29.274: "3GPP Evolved Packet System. Evolved GPRS Tunnelling Protocol for EPS
(GTPv2)".

3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses'.

3GPP2 X.S0057-B: "E-UTRAN —eHRPD Connectivity and Interworking: Core Network
Aspects’.

3GPP TS 23.003: "Numbering, addressing and identification".

3GPP TS 29.272: "3GPP Evolved Packet System. Mobility Management Entity (MME) and
Serving GPRS Support Node (SGSN) related interfaces based on Diameter protocol”.

3GPP TS 32.422: " Telecommuni cation management; Subscriber and equipment trace; Trace
control and configuration management".

3GPP TS 29.275: "Proxy Mobile Ipv6 (PMIPv6) based Mobility and Tunnelling Protocols; Stage
3"

3GPP TS 43.318: "Generic access to the A/Gb interface; Stage 2.
3GPP2 X.S0062-0: "PCC for cdma2000 1x and HRPD Networks".
3GPP TS 23.228: "I P multimedia subsystem; Stage 2".

3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universa
Terrestrial Radio Access Network (E-UTRAN) access.

3GPP TS 23.380: "IMS Restoration Procedures".
Void.

3GPP TS 23.261: "IP flow mobility and seamless Wireless Local Area Network (WLAN) offload;
Stage 2".

IETF RFC 3046: "DHCP Relay Agent Information Option".

ETSI TS 283 034 v2.2.0: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); Network Attachment Sub-System (NASS); e4 interface based
on the DIAMETER protocol”.

Void.

Void.

3GPP TS 23.216: "Single Radio Voice Call Continuity (SRVCC); Stage 2".
3GPP TS 23.107: "Quality of Service (QoS) concept and architecture”.

3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet".
3GPP TS 23.007: "Restoration Procedures”.

Broadband Forum TR-134: "Policy Control Framework ".
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[45]

[46]
[47]
(48]
(49]
(50]

(51]

(52]

(53]
(54]
(55]
(56]
(57]

(58]
(59]

(6]

Broadband Forum TR-124 Issue 3: "Functional Requirements for Broadband Residential Gateway
Devices".

Broadband Forum TR-146: "Internet Protocol (IP) Sessions".

Broadband Forum TR-300: "Nodal Requirements for Converged Policy Management".
3GPP TS 29.273: "3GPP EPS AAA interfaces".

IETF RFC 7683: "Diameter Overload Indication Conveyance'.

3GPP TS 23.468: "Group Services and System Aspects; Group Communication System Enablers
for LTE (GCSELTE)".

3GPP TS 23.161: "Network-based 1P flow mobility and Wireless Local Area Network (WLAN)
offload; Stage 2".

3GPP TS 29.155: "Traffic Steering Control; Representational State Transfer (REST) over St
reference point".

IETF RFC 7944: "Diameter Routing Message Priority".

IETF RFC 5719: "Updated IANA Considerations for Diameter Command Code Allocations'.
IETF RFC 2234: "Augmented BNF for syntax specifications".

3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".

3GPP TS 26.114: "IP Multimedia Subsystem (IMS); Multimedia Telephony; Media handling and
interaction”.

IETF RFC 3948: " UDP Encapsulation of |Psec ESP Packets’.

3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access
networks; stage 3".

IETF draft-ietf-dime-load-09: "Diameter Load |nformation Conveyance”.

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[61] IETF RFC 6733: "Diameter Base Protocol".
[62] 3GPP TS 29.251: "Gw and Gwn reference points for sponsored data connectivity; stage 3".
[63] 3GPP TS 29.244: "Interface between the Control Plane and the User Plane of EPC Nodes;
Stage 3".
3 Definitions and abbreviations
3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following

apply:

Application detection filter: A logic used to detect packets generated by an application based on extended inspection
of these packets, e.g., header and/or payl oad information, as well as dynamics of packet flows. Thelogic isentirely
internal to a TDF or a PCEF enhanced with ADC, and is out of scope of this specification.

Application identifier: Anidentifier, referring to a specific application detection filter.

ADC decision: A decision consists of referencesto ADC rules, associated enforcement actions (for dynamic ADC
rules) and TDF session attributes and is provided by the PCRF to the TDF for application detection and control.

ADC rule: A set of information enabling the detection of application traffic and associated enforcement actions. ADC
rules are directly provisioned into the TDF and referenced by the PCRF.
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Detected application traffic: An aggregate set of packet flows that are generated by a given application and detected
by an application detection filter.

IP-CAN bearer: |P transmission path of defined capacity, delay and bit error rate, etc.
See 3GPP TR 21.905 [1] for the definition of bearer.

IP-CAN session: association between a UE and an IP network.

The association isidentified by one or more UE Ipv4 addresses/ and/or Ipv6 prefix together with a UE identity
information, if available, and a PDN represented by a PDN ID (e.g. an APN). An IP-CAN session incorporates one or
more IP-CAN bearers. Support for multiple IP-CAN bearers per IP-CAN session is IP-CAN specific. An IP-CAN
session exists aslong as the related UE 1pv4 address and/or 1pv6 prefix are assigned and announced to the IP network.

I P flow: unidirectional flow of IP packets with the same source IP address and port number and the same destination IP
address and port number and the same transport protocol.
Port numbers are only applicable if used by the transport protocol.

IP Flow mapping: IP flow mapping is used in Network-initiated NBIFOM mode when the UE wants to request the
network to apply specific mapping of 1P flows to 3GPP access or WLAN access. It appliesto the same parameters as
the NBIFOM routing rule.

Gateway Control Session: An association between a BBERF and a PCRF (when GTPis not used in the EPC), used for
transferring access specific parameters, BBERF events and QoS rules between the PCRF and BBERF. In the context of
this specification this isimplemented by use of the Gxx procedures.

GC1lsignalling: Signaling between the GCS AS and the application client on the UE over the GCL1 reference point as
defined in 3GPP TS 23.468 [50].

Monitoring key: Identifies a usage monitoring control instance.

Multi-access | P-CAN session: An IP-CAN session whose traffic can be routed over either a 3GPP access or aWLAN
access or both. Each IP flow isrouted at any single time only over one access.

TDF session: An association between an IP-CAN session and the assigned TDF for the purpose of application detection
and control by the PCRF. The association isidentified by one UE Ipv4 address and/or Ipv6 prefix together with
optionally a PDN represented by a PDN ID and a set of ADC rulesto be applied by the TDF.

Usage monitoring control instance: the monitoring and reporting of the usage threshold for input, output or total data
volume or time of usage for the IP-CAN session/TDF session or the service data flows/application's traffic associated
with the same monitoring key.

Presence Reporting Area: An area defined within 3GPP Packet Domain for the purposes of reporting of UE presence
within that area due to policy control and/or charging reasons. There are two types of Presence Reporting Area: "UE-
dedicated Presence Reporting Ared’, and " Core Network pre-configured Presence Reporting Area".

Packet Flow Description (PFD): A set of information enabling the detection of application traffic provided by a 3
party service provider (from 3GPP TS 23.203[7]).

RAN rules: Inthis specification, RAN rulesrefersto the set of RAN assistance parameter and RAN steering command
handling for the steering of traffic between E-UTRAN or UTRAN and WLAN associated with RAN-controlled LTE-
WLAN interworking or RAN-assisted WLAN interworking.

RAN user plane congestion: RAN user plane congestion occurs when the demand for RAN resources exceeds the
available RAN capacity to deliver the user datafor a prolonged period of time.

Service data flow: An aggregate set of packet flows carried through the PCEF that matches a service data flow
template (from 3GPP TS 23.203[7]).

Service data flow filter: aset of packet flow header parameter values/ranges used to identify one or more of the packet
flows (from 3GPP TS 23.203 [7]).

Service data flow template: The set of service data flow filtersin a PCC rule or an application identifier in a PCC rule
referring to an application detection filter, required for defining a service data flow (from 3GPP TS 23.203 [7]).

(S)Gi-LAN: The network infrastructure connected to the 3GPP network over the SGi or Gi reference point that
provides various | P-based services.
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(S)Gi-LAN service function: A function located in the (S)Gi-LAN that provides value-added | P-based services e.g.
NAT, anti-malware, parental control, DDoS protection.

3.2

Abbreviations

For the purpose of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply:

ADC
AF
AMBR
BBERF
CCA
CCR
CSG
CSG-ID
DCC
DRMP
GBR
GCS
GCSAS
MPS
NBIFOM
NB-loT
0oCs
OFCS
PCEF
PCRF
PFD
PFDF
PRA
RAA
RAB
RAR
RCAF
RUCI
SCEF
SUPL
TDF
TSA
TSR
TSSF
ubC
UDR

Application Detection and Control
Application Function

Aggregate Maximum Bit Rate

Bearer Binding and Event Reporting Function
Credit-Control-Answer (CC-Answer)
Credit-Control-Request (CC-Request)
Closed Subscriber Group

Closed Subscriber Group Identity
Diameter Credit Control

Diameter Routing Message Priority
Guaranteed Bit Rate

Group Communication Service

Group Communication Service Application Server
Multimedia Priority Service
Network-based IP flow mobility
Narrowband |oT

Online charging system

Offline charging system

Policy and Charging Enforcement Function
Policy and Charging Rule Function
Packet Flow Description

Packet Flow Description Function
Presence Reporting Area
Re-Auth-Answer (RA-Answer)

Radio Access Bearer

Re-Auth-Request (RA-Request)

RAN Congestion Awareness Function
RAN User Plane Congestion Information
Service Capability Exposure Function
Secure User Plane for Location

Traffic Detection Function
TDF-Session-Answer
TDF-Session-Request

Traffic Steering Support Function

User Data Convergence

User Data Repository

WB-E-UTRAN Wide Band E-UTRAN

4
4.1

Gx reference point

Overview

The Gx reference point is located between the Policy and Charging Rules Function (PCRF) and the Policy and
Charging Enforcement Function (PCEF). The Gx reference point is used for provisioning and removal of PCC rules
from the PCRF to the PCEF and the transmission of traffic plane events from the PCEF to the PCRF. The Gx reference
point can be used for charging control, policy control or both by applying AV Ps relevant to the application. The Gx

reference point can also be used for application's traffic detection and control.

The stage 2 level requirements for the Gx reference point are defined in 3GPP TS 23.203 [7].

Signalling flows related to the both Rx and Gx interfaces are specified in 3GPP TS 29.213 [8].

The definition of case 1, case 2aand case 2b is specified in clause 4.0 in 3GPP TS 29.213[g].
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Refer to Annex G of 3GPP TS 29.213 [8] for Diameter overload control procedures over the Gx interface.
Refer to Annex J of 3GPP TS 29.213 [8] for Diameter message priority mechanism procedures over the Gx interface.
Refer to Annex K of 3GPP TS 29.213 [8] for Diameter load control procedures over the Gx interface.

The PCEF is considered as monolithic entity in the present specification, but can be decomposed into a User Plane
Function and a Control Plane Function connected via the Sx reference point. The Sx reference point and interactions
between the Gx and Sx reference points are not considered in the present specification, but are specified in

3GPP TS 29.244 [63].

4.2 Gx Reference model

The Gx reference point is defined between the PCRF and the PCEF. The relationships between the different functional
entitiesinvolved are depicted in figure 4.2.1. The overal PCC architecture is depicted in subclause 3a of
3GPP TS 29.213[8].

Gx

PCEF _’_ PCRF

Figure 4.2.1: Gx reference model
NOTE 1: The PCEF may support Application Detection and Control feature.

NOTE 2: PCEF islocated in the Gateway node implementing the | P access to the PDN. Refer to Annexes of
TS 23.203 [7] for application to specific IP-CAN types.

NOTE 3: The PCEF can be decomposed into a User Plane Function and a Control Plane Function connected viathe
Sx reference point specified in 3GPP TS 29.244 [63]. If the PCEF is decomposed, the Gx reference point
terminates in the Control Plane Function.

Figure 4.2.2: Void

4.3 PCC Rules
43.1 PCC Rule Definition

The purpose of the PCC ruleisto:
- Detect a packet belonging to a service data flow.
- The service data flow templates within the PCC rule are used for the selection of downlink IP CAN bearers.

- The service data flow filters within the PCC rule are used for the enforcement that uplink IP flows are
transported in the correct IP CAN bearer.

NOTE 1: For aPCC rule that contains an application identifier referencing an application detection filter, the PCRF
can inspect traffic on multiple bearersin the uplink direction. Such detected traffic counts as detection by
that PCC rule.

- ldentify the service the service data flow contributes to.
- Provide applicable charging parameters for a service data flow.
- Provide policy control for a service data flow.

The PCEF shall check each received packet against the service data flow filters of each PCC rulein the order of the
precedence of the PCC rules. When a packet matches a service data flow filter, the packet matching process for that
packet is completed, and the corresponding PCC rule shall be applied. For PCC rules that contain an application
identifier referencing an application detection filter, the precedenceis only relevant for the rule enforcement, i.e. when
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the detected application packet matches multiple PCC rules, only the enforcement, reporting of application starts and
stops, usage monitoring, and charging actions of the PCC rule with the highest precedence shall be applied.

There are two different types of PCC rules as defined in 3GPP TS 23.203 [7]:

- Dynamic PCC rules. Dynamically provisioned by the PCRF to the PCEF viathe Gx interface. These PCC rules
may be either predefined or dynamically generated in the PCRF. Dynamic PCC rules can be installed, modified
and removed at any time.

- Predefined PCC rules. Preconfigured in the PCEF. Predefined PCC rules can be activated or deactivated by the
PCRF at any time. Predefined PCC rules within the PCEF may be grouped allowing the PCRF to dynamically
activate a set of PCC rules over the Gx reference point.

NOTE 2: The operator can define a predefined PCC rule, to be activated by the PCEF. Such a predefined ruleis not
explicitly known in the PCRF.

A PCC rule consists of:

- arule name;

- serviceidentifier;

- service dataflow filter(s);

- application identifier;

- precedence;

- gatestatus;

- QOS parameters,

- indication for PSto CS session continuity;

- charging key (i.e. rating group);

- other charging parameters,

- monitoring key;

- sponsor identity;

- application service provider identity;

- indication of access network information reporting;

- redirect.

- traffic steering policy identifier(s).
The rule name shall be used to reference a PCC rule in the communication between the PCEF and the PCRF.
The serviceidentifier shall be used to identify the service or the service component the service data flow relatesto.

The service data flow filter(s) or the application detection filter shall be used to select the traffic for which the rule
applies. Either service dataflow filter(s) or application identifier shall exist in a PCC rule. It shall be possible to define
wildcarded service data flow filter(s), both for the dynamic and predefined PCC rules.

The application identifier shall be used to reference an application detection filter, which is predefined in the PCEF. The
same application identifier value can occur in more than one PCC rule. If so, the PCRF shall ensure that there is at most
one PCC rule active per application identifier value and IP CAN session at any time.

NOTE 3: The application identifier can only be used for PCEF enhanced with ADC. The same application
identifier value could be used for a dynamic PCC rule and a pre-defined PCC rule or for multiple pre-
defined PCC rules.

ETSI



3GPP TS 29.212 version 14.7.0 Release 14 23 ETSITS 129 212 V14.7.0 (2018-06)
NOTE 4: The configuration of the application detection filter in the PCEF can include the set of information
required for encrypted detection as defined in Annex X of 3GPP TS 23.203 [7].

The gate status indicates whether the service data flow may pass (gate is open) or shall be discarded (gate is closed) in
uplink and/or in downlink direction.

The QoS information includes the QoS class identifier (authorized QoS class for the service data flow), the Allocation
and Retention Priority (ARP) and authorized bitrates for uplink and downlink.

The PSto CS session continuity indicates that the service data flow may be handed over to the CS domain as defined in
3GPP TS 23.216 [40].

The charging parameters define whether online and offline charging interfaces are used, what isto be metered in offline
charging, on what level the PCEF shall report the usage related to therule, etc.

For different PCC rules with overlapping service data flow filter, the precedence of the rule determines which of these
rulesis applicable. For PCC rules with application detection filter, the precedence of the rule is only relevant for the
enforcement or charging of the detected application.When a dynamic PCC rule and a predefined PCC rule have the
same precedence, the dynamic PCC rule takes precedence. For dynamic PCC rulesthat contain an application identifier,
the precedence shall be either preconfigured at the PCEF or provided dynamically by the PCRF within the PCC Rules.

NOTE 5: Whether precedence for dynamic PCC rulesthat contain an application identifier is preconfigured in
PCEF or provided in the PCC rule from the PCRF depends on network configuration.

PCC rule a'so includes Application Function record information for enabling charging correlation between the
application and bearer layer if the AF has provided this information via the Rx interface. For IMS thisincludesthe IMS
Charging Identifier (ICID) and flow identifiers.

The monitoring key for a PCC rule identifies a monitoring control instance that shall be used for usage monitoring
control of the service data flows controlled by the predefined PCC rule or dynamic PCC rule.

If sponsored data connectivity is supported, the sponsor identity for a PCC rule identifies the 3 party organization (the
sponsor) willing to pay for the operator's charge for connectivity required to deliver a service to the end user.

If sponsored data connectivity is supported, the application service provider identity for a PCC rule identifies the 3™
party organization (the ASP) that is delivering the service to the end user.

If Access Network Information Reporting is supported, the value of Required-Access-Info AVP for aPCC rule
identifies the Access Network Information parameters requested by the AF.

The redirect indicates whether the uplink part of the detected application traffic shall be redirected to a controlled
address. The target redirect address may also be included.

NOTE 6: The redirect is applicable when application identifier existsin the PCC rule.

The traffic steering policy identifier(s) is areference to a pre-configured traffic steering policy at the PCEF as defined in
clause 4.4.2.

4.3.2 Operations on PCC Rules
For dynamic PCC rules, the following operations are available:
Installation: to provision a PCC rules that has not been aready provisioned.
Modification: to modify a PCC rule already installed.
Removal: to remove a PCC rule aready installed.
For predefined PCC rules, the following operations are available:
Activation: to allow the PCC rule being active.
Deactivation: to disallow the PCC rule.

The procedures to perform these operations are further described in clause 4.5.2.0.
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4.3a IP flow mobility routing rules
4.3a.0 General

The clause 4.3arefers to S2c-based |P flow mobility as described in 3GPP TS 23.261 [35].

4.3a.1 Functional entities

The PCEF shall provide IP flow mobility routing rules and report |P flow mobility routing rules related events to the
PCRF viathe Gx reference point.

The PCRF shall select either the PCEF or any applicable BBERF as the bearer binding function for each service data
flow based on the Routing Address included in the IP flow mobility routing rules received from the PCEF.

4.3a.2 IP flow mobility routing rule definition

The IP flow mobility routing ruleis used by the PCRF to select the applicable BBF (BBERF or PCEF) for a service
data flow in flow mobility scenarios and in turn provision QoS rules related to the service data flow to the selected
BBERF.

The PCRF shall eval uate the service data flow filters against the routing filter contained in the IP flow mobility routing
rulein the order of the precedence of the IP flow mobility routing rules. When arouting filter matches the service data
flow filter, the routing address contained in the matching I P flow mobility routing rule shall be applied to the service
data flow.

An IP flow mobility routing rule consists of:
- aruleidentifier;
- routing filter(s);
- precedence;
- routing address;

Theruleidentifier is assigned by the PCEF and shall be unique within an IP-CAN session. It is used to reference an IP
flow mobility routing rule in the communication between the PCEF and the PCRF.

The IP flow mobility routing rule shall comprise one or more routing filters, containing information for matching
service dataflows. A default packet filter is specified by using wild card filters. The default packet filter is used to
indicate the default route for service data flows without explicit route assignment. An IP flow mobility routing rule
containing adefault packet filter shall not contain any other packet filters.

The precedence definesin what order the |P flow mobility routing rules are used by the PCRF to determine where to
route a service data flow. The precedence of the IP flow mobility routing rules not containing the default packet filter is
derived from the priority assigned to the routing filters included in the Binding Update as specified in

3GPP TS 23.261 [35]. The PCEF shall assign the lowest evaluation precedence to the IP flow mobility routing rule
containing the default packet filter.

The routing address identifies the IP address and thus the BBF to be used for all service data flows matching the routing
filters contained in IP flow mobility routing rules. The routing address can be equal to a care-of address or to the home
address of the UE. In case 1 and case 2b the routing address contains the home address and in case 2a the routing
address contains the care-of address.

NOTE: IP flow mobility routing rules can be defined in case 1 only for 3GPP access where GTP-based S5/S8 are
employed or case 2b only for PMIP-based 3GPP accesses.

4.3a.3 Operations on Routing rules

If 1P flow mobility is supported as specified in 3GPP TS 23.261 [35], the PCEF shall derive IP flow mobility routing
rules based on the IP flow mobility binding information provided by the UE. The rule contains information required by
the PCRF to install the PCC/QoS rulesfor a service data flow at the correct BBF in flow mobility scenarios.

For IP flow mobility routing rules, the following operations are available:
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- Instalation: the PCEF provides anew IP flow mobility routing rule to the PCRF.
- Moadification: the PCEF modifies an existing IP flow mobility routing rule already installed at the PCRF.
- Removal: the PCEF removes an IP flow mobility routing rule already installed at the PCRF.
The procedures to perform these operations are further described in clause 4.3a.4.
4.3a.4 PCC procedures for IP flow mobility routing rule over Gx reference
point
43a.4.1 Provisioning of IP flow mobility routing rules

When provisioning I P flow mobility routing rules, the PCEF executes the same procedure as for a Request for PCC
Rules as described in clause 4.5.1.

The PCEF may install IP flow mobility routing rules at IP-CAN session establishment.
NOTE: PCEF installs P flow mobility routing rules at IP-CAN session establishment only in case 2a.
If the PCEF installs IP flow mobility routing rules at IP-CAN session establishment:

- Inaddition to the parameters defined in clause 4.5.1, the PCEF shall also include in the CC-Request, 1P flow
mobility routing rules within the Routing-Rule-Install AV P with one ore more Routing-Rule-Definition AV Ps.

- the PCEF shall include a default route within the Routing-Rule-Definition AVP by including wildcarded filters
within Routing-Filter AVP.

The PCEF may install, modify, and remove I P flow mobility routing rules at IP-CAN session modification.

- Insuch acasein addition to the parameters defined in clause 4.5.1, for IP flow mobility routing rule installation
and modification, the PCEF shall include in the CC-Request the Routing-Rule-Install AV P with one or more
Routing-Rule-Definition AV Ps containing the new and updated | P flow mobility routing rules.

- For IP flow mobility routing rule removal, the PCEF shall include the Routing-Rule-Remove AV P with the
Routing-Rule-Identifier of the rules to be removed.

- The PCEF shal aso include the Event-Trigger AVP set to ROUTING_RULE_CHANGE.

At IP-CAN session termination as described in 4.5.7, the PCRF removes instantly all 1P flow mobility routing rules
related to the terminated |P-CAN session.

Toingtall anew or modify an aready installed IP flow mobility routing rule, the Routing-Rule-Definition AVP shall be
used. If an IP flow mobility routing rule with the same rule identifier, as supplied in the Routing-Rule-Identifier AVP
within the Routing-Rule-Definition AV P, already exists at the PCRF, the new |P flow mobility routing rule shall update
the currently installed rule. If the existing |P flow mobility routing rule already has attributes also included in the new
IP flow mobility routing rule definition, the existing attributes shall be overwritten. Any attribute in the existing I P flow
mobility routing rule not included in the new |P flow mobility routing rule definition shall remain valid.

43b Void

4.3c  NBIFOM routing rules
4.3c.1 General

Clause 4.3c refersto NBIFOM as described in 3GPP TS 23.161 [51].

4.3c.2 NBIFOM routing rule definition

The NBIFOM routing rule is used by the PCRF to identify the applicable access type for a service data flow as provided
by the UE and in turn provide PCC Rules related to the service data flow indicating the applicable access.
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NOTE 1: The PCEF derivesthe NBIFOM routing rules based on the NBIFOM routing rules
created/replaced/deleted by the UE in the UE-initiated NBIFOM mode or when the UE requests the IP
flow mapping in the Network-initiated NBIFOM mode as defined in 3GPP TS 29.274 [22].

An NBIFOM routing rule consists of:
- aruleidentifier;
- routing filter;
- precedence;
- routing access information;

Theruleidentifier is assigned by the PCEF or the PCRF and shall be unique within an IP-CAN session. It isused to
reference an NBIFOM routing rule in the communication between the PCEF and the PCRF. The PCEF shall keep the
mapping between rule identifier of NBIFOM routing rule used over Gx interface and the rule identifier of NBIFOM
routing rule carried in the GTP signalling as defined in 3GPP TS 29.274 [22].

NOTE 2: Inthe UE-initiated IP flow mobility procedure, for creating a new NBIFOM routing rule, the rule
identifier used in communication with UE is assigned and provided by the UE. In the UE requested IP
Flow Mapping procedure, for creating a new NBIFOM routing rule, no rule identifier is assigned and
provided by the UE, in this case the rule identifier to be used in communication with the UE is assigned
by the PCEF. In both cases, the routing rule identifier to be used in communication with the PCRF is
assigned by the PCEF.

NOTE 3: For Network-initiated NBIFOM mode the PCRF assigns and includes the NBIFOM routing rule
identifier to be used in Gx to every packet filter, in the Routing-Rule-1dentifier AV P within the Flow-
Information AV P of the PCC rule. The PCEF includes the routing rule identifier in anew NBIFOM
routing ruleif the UE initiates an I P flow mapping request for the packet filter.

The NBIFOM routing rule shall comprise of one routing filter, containing information for matching a service data flow.
The routing filter of the NBIFOM routing rule is derived from the routing filter included in the routing rule carried in
the GTP signalling as defined in 3GPP TS 29.274 [22].

NOTE 4: Thereisa one to one mapping between NBIFOM routing rulesin GTP and NBIFOM routing rulesin Gx.

The precedence defines in what order the NBIFOM routing rules are used by the PCRF to determine where the PCEF
routes a service data flow. The precedence of the NBIFOM routing rule is derived from the priority assigned to the
routing rule included in the GTP signalling defined in 3GPP TS 29.274 [22].

The routing access information identifies the access type that isto be used for the transfer of traffic determined by the
UE. The routing access information shall be equal to 3GPP-EPS or Non-3GPP-EPS in this release.

4.3c.3 Operations on NBIFOM Routing rules

If NBIFOM is supported as specified in 3GPP TS 23.161 [51], the PCEF shall derive NBIFOM routing rules based on
the NBIFOM routing rules or the IP flow mapping provided by the UE. The rule contains information required by the
PCRF to determine the access type that is to be used for the transfer of traffic in NBIFOM scenarios.

For NBIFOM routing rules, the following operations are available:
- Ingtalation: the PCEF providesanew NBIFOM routing rule to the PCRF.
- Modification: the PCEF modifies an existing NBIFOM routing rule already installed at the PCRF.
- Remova: the PCEF removes an NBIFOM routing rule already installed at the PCRF.

4.4 Functional elements
441 PCRF

The PCRF (Policy Control and Charging Rules Function) is a functional element that encompasses policy control
decision and flow based charging control functionalities. These 2 functionalities are the heritage of the release 6 logical
entities PDF and CRF respectively. The PCRF provides network control regarding the service data flow detection,
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gating, QoS and flow based charging (except credit management) towards the PCEF. The PCRF receives session and
media related information from the AF and informs AF of traffic plane events.

The PCRF shall provision PCC Rules to the PCEF via the Gx reference point. Particularities for the Gxx reference point
are specified in clause 4a.4.1. Particularities for the Sd reference point are specified in clause 4b.4.1.

If IP flow mohility applies, the PCRF shall, based on IP flow mobility routing rules received from the PCEF, provide
the authorized PCC/QoS rules to the applicable BBF.

If NBIFOM applies, the PCRF takes the decisions as described in subclause 4.5.25.1.1.
The PCRF PCC Rule decisions may be based on one or more of the following:

- Information obtained from the AF viathe Rx reference point, e.g. the session, media and subscriber related
information.

- Information obtained from the PCEF via the Gx reference point, e.g. IP-CAN bearer attributes, request type,
subscriber related information, IP flow mobility routing rules (if 1P flow mobility is supported), NBIFOM
routing rule and change of usability of an access (if NBIFOM is supported), detected application's traffic
information (if the PCEF supports Application Detection and Control feature) and 3GPP PS Data Off status (if
the PCEF supports 3GPP PS Data Off feature).

- Information obtained from the SPR via the Sp reference point, e.g. subscriber and service related data.

- Information obtained from the TDF viathe Sd reference point, e.g. report on application's traffic detection
start/stop.

NOTE 1: The details associated with the Sp reference point are not specified in this Release. The SPR'srelation to
existing subscriber databases is not specified in this Release.

- Information obtained from the BBERF via the Gxx reference point.
- Own PCRF pre-configured information.

If the information from the PCEF contains traffic mapping information not matching any service data flow filter known
to the PCRF, and the PCRF allows the UE to reguest enhanced QoS for services not known to the PCRF, the PCRF
shall add this traffic mapping information as service data flow filtersto the corresponding authorized PCC Rule. The
PCRF may wildcard missing filter parameters, e.g. missing uplink TFT address and port information in case of GPRS.

The PCRF shall report events to the AF viathe Rx reference point.

The PCRF shall inform the PCEF through the use of PCC rules on the treatment of each service data flow that is under
PCC control, in accordance with the PCRF policy decisions.

The PCRF shall be able to select the bearer control mode that will apply for the IP-CAN session and provide it to the
PCEF viathe Gx reference point.

Upon subscription to loss of AF signalling bearer natifications by the AF, the PCRF shall request the PCEF to notify the
PCRF of the loss of resources associated to the PCC Rules corresponding with AF Signalling IP Flows, if this has not
been requested previously.

If permitted by the subscriber's profile configuration received from the SPR, the PCRF may invoke the application's
traffic detection and control at the PCEF supporting A pplication Detection and Control feature, by providing the
corresponding PCC Rules.

The PCRF may use one or more pieces of information defined in the clause asinput for the selection of traffic steering
policies used to control the steering of the subscriber's traffic to appropriate (S)Gi-LAN service functions.

NOTE 2: In order to allow the PCRF to select and provision an application based traffic steering palicy, the
reporting of detected applications to the PCRF or any other information defined in this clause can be
used.

If 3GPP PS Data Off applies, the PCRF shall behave as described in subclause 4.5.29.
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4.4.2 PCEF

The PCEF (Policy and Charging Enforcement Function) is the functional element that encompasses policy enforcement
and flow based charging functionalities. These 2 functionalities are the heritage of the release 6 logical entities PEP and
TPF respectively. This functional entity islocated at the Gateway (e.g. GGSN in the GPRS case, P-GW in the EPS case
and PDG in the WLAN case). It provides control over the user plane traffic handling at the Gateway and its QoS, and
provides service data flow detection and counting as well as online and offline charging interactions.

For a service data flow that is under policy control the PCEF shall allow the service data flow to pass through the
Gateway if and only if the corresponding gate is open.

For a service data flow that is under charging control the PCEF shall allow the service data flow to pass through the
Gateway if and only if there is a corresponding active PCC rule and, for online charging, the OCS has authorized the
applicable credit with that Charging key. The PCEF may let a service data flow pass through the Gateway during the
course of the credit re-authorization procedure.

If requested by the PCRF, the PCEF shall report to the PCRF when the status of the related service data flow changes.
This procedure can be used to monitor an IP-CAN bearer dedicated for AF signalling traffic.

In case the SDF istunnelled at the BBERF, the PCEF shall inform the PCRF about the mobility protocol tunnelling
header of the service data flows at IP-CAN session establishment or [P-CAN session modification when the tunnelling
header information is changed.

If requested by PCRF, a PCEF, which supports Application Detection and Control feature, shall:
- Perform application's traffic detection and control.

- Report the detected application's traffic start/stop events to the PCRF a ong with TDF application instance
identifier and service data flow descriptions when service data flow descriptions are deducible.

NOTE: The application detection filter can be pre-configured and/or extended with the PFDs by the PFDF as
described in 3GPP TS 23.203 [7] and 3GPP TS 29.251 [62].

A PCEF shall ensure that an | P packet, which is discarded at the PCEF as aresult of PCC rule enforcement, is neither
reported for offline charging nor cause credit consumption for online charging.

If requested by the PCRF, a PCEF, which supports policy provisioning and enforcement of authorized QoS for service
data flows that share resources, shall:

- For PCC rules bound to the same bearer perform resource sharing among PCC rules marked for resource sharing.

When the PCRF provides atraffic steering policy identifier(s) in a PCC rule, the PCEF shall behave as specified in
clause 6.2.2.6 of 3GPP TS 23.203[7].

If NBIFOM applies, the PCEF takes the actions as described in subclause 4.5.25.1.2.
If 3GPP PS Data Off applies, the PCEF shall behave as described in subclause 4.5.29.

4.5 PCC procedures over Gx reference point
45.1 Request for PCC rules

The PCEF shall indicate, viathe Gx reference point, arequest for PCC rulesin the following instances.
1) At IP-CAN session establishment:

If the PCEF is being requested via IP-CAN specific signaling not to establish the Gx session, the PCEF shall
not establish the Gx session.

NOTE 1: The decision to not establish the Gx session applies for the life time of the IP-CAN session.

NOTE 2: Theindicator to not establish the Gx session is configured in the HSS. It is delivered to the PCEF within
the Charging Characteristics. Theindicator is operator specific, thereforeit can only be used in non-
roaming and home routed roaming cases.
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Otherwise, the PCEF shall send a CC-Request with CC-Request-Type AVP set to the value
"INITIAL_REQUEST". The PCEF shall supply user identification within the Subscription-1d AVP and other
attributes to allow the PCRF to identify the rulesto be applied. The PCEF shall aso provide IMEI(SV) (if
available) within the User-Equipment-Info AVP to the PCRF. The other attributes shall include the type of
IP-CAN within the IP-CAN-Type AVP, the type of the radio access technology, if available, within the
RAT-Type AVP, the PDN information, if available, within the Called-Station-Id AV P, the PDN connection
identifier, if available, within the PDN-Connection-1D AV P, the UE | pv4 address within the Framed-1P-
Address and/or the UE Ipv6 prefix within the Framed-1pv6-Prefix AVP and the UE time zone information
within 3GPP-MS-TimeZone AVP, if available. The PCEF may also include the Access-Network-Charging-
Address and Access-Network-Charging-ldentifier-Gx AV Ps, the SGSN address within either 3GPP-SGSN-
Address AVP or 3GPP-SGSN-Ipv6-Address AVP, the user location information within 3GPP-User-
Location-Info, the Routing Area Identity within RAI AVP, the PLMN id within the 3GPP-SGSN-MCC-
MNC AVP, other user equipment information (if IMEI (SV) not available) within User-Equipment-Info
AVP, AN-Trusted AVP if available and the charging characteristics within 3GPP-Charging-Characteristics
AVP in the CC-Request. Furthermore, if applicable for the IP-CAN type, the PCEF may indicate the support
of network-initiated bearer request procedures by supplying the Network-Request-Support AVP. The PCEF
shall also include the APN-AMBR if available using the APN-Aggregate-Max-Bitrate-DL/UL AVPs. If
available, the PCEF shall also provide an indication if the default bearer is requested to be used for IMS
signalling using the Bearer-Usage AV P. If UE providesinformation of IP flow mobility change, the PCEF
includes IP flow mobility routing rules as defined in clause 4.3a.4 . The PCEF may provide TDF-Information
AVP, if available. The PCEF, based on itslocal configuration, may additionally provideits control plane
address(es) within 3GPP-GGSN-Address AV P and/or 3GPP-GGSN-Ipv6-Address AV P, 3GPP-Selection-
Mode AV P indicating how the APN was selected, Dynamic-Address-Flag AV P and Dynamic-Address-Flag-
Extension AVP defining whether | P address(es) where statically or dynamically allocated and PDN-
Connection-Charging-1D AV P containing the charging identifier to identify different records belonging to the
same PDN connection. When the PCEF supports the detection and handling of the late arriving requests, the
PCEF shall also include the origination time stamp (if available) within the Origination-Time-Stamp AVP
and the Maximum Wait Time (if available) within the Maximum-Wait-Time AVP as specified in

subclause 4.5.26.

For IP-CAN types that support multiple IP-CAN bearers, the PCEF may provide the Default-EPS-Bearer-
QoS AVP including the ARP and QCI values corresponding to the Default EPS Bearer QoS.

For 3GPP-EPS and 3GPP2 accesses, the PCEF shall provide the IP address(es) (Ipv4 or 1pv6, if available) of
the SGW/AGW within the AN-GW-Address AVP.

For xDSL IP-CAN Type the PCEF may provide the Subscription-1d AV P and shall not provide the RAT
Type AVP, The Logical-Access-ID AVP and the Physical-Access- 1D AVP shall be provided.

2) At IP-CAN session modification:

IP-CAN session modification with PCEF-requested rules can occur for various reasons, e.g. when:
- areguest to establish or terminate an IP-CAN bearer occurs;

- areguest for resource modification occurs;

- anEvent trigger is met.

The PCEF shall send a CC-Request with CC-Request-Type AVP set to the value "UPDATE_REQUEST".
The PCEF may include the Access-Network-Charging-Address and Access-Network-Charging-Identifier-Gx
AVPsin the CC-Request. For an IP-CAN Session modification where an existing IP-CAN Bearer is
modified, the PCEF shall supply within the PCC rule request the specific event which caused the IP-CAN
session modification (within the Event-Trigger AV P) and any related data affected by the IP-CAN session
modification. Any change in PCC rule status shall be supplied to PCRF within the Charging-Rule-Report
AVP. If UE providesinformation of IP flow mobility change, the PCEF includes IP flow mobility routing
rules to the PCRF as specified in clause 4.3a.4.

In the case that the UE initiates a resource modification procedure, the PCEF shall include within the CC-
Request the Event-Trigger AVP set to RESOURCE_MODIFICATION_REQUEST and shall include the
Packet-Filter-Operation AVP set as follows, with the amendments as specified in Annex A and Annex B:

- When the UE requests to add filters without any link to existing bearer or existing packet filter, the PCEF
shall set the Packet-Filter-Operation AVP to "ADDITION", and shall include:
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- aPacket-Filter-Information AV P for each packet filter requested for addition;
- the QoS-Information AV P to indicate the requested QoS for the new packet filters.

- When the UE requests to add filters, including alink to an existing packet filter, the PCEF shall set the
Packet-Filter-Operation AVP to "ADDITION", and shall include:

- aPacket-Filter-Information AV P for each packet filter requested for addition; and

- one Packet-Filter-Information AVP with only the Packet-Filter-Identifier AV P, set to the value for the
linked existing filter; and

- the QoS-Information AV P to indicate the requested QoS for the new packet filters and the PCC rule
containing the linked packet filter.

- When the UE reguests to modify existing packet filter the PCEF shall set the Packet-Filter-Operation
AVPto"MODIFICATION", and shall include:

- aPacket-Filter-Information AV P, including its Packet-Filter-Identifier AVP value, for each modified
packet filter; and

- if the UE request includes modified QoS information the PCEF shall also include the QoS-
Information AV P to indicate the updated QoS for the affected PCC rule(s).

- When the UE reguests to modify the QoS associated with existing packet filter(s), without modifying the
filter(s), the PCEF shall set the Packet-Filter-Operation AVP to "MODIFICATION", and shall include:

- one Packet-Filter-Information AV P with only the Packet-Filter-1dentifier AVP, set to the value for
each of the affected packet filter(s); and

- the QoS-Information AV P to indicate the updated QoS for the affected PCC rule(s).

- When the UE requests to delete existing packet filter the PCEF shall set the Packet-Filter-Operation AVP
to "DELETION", and shall include:

- aPacket-Filter-Information AVP for each packet filter deleted by the UE. Each Packet-Filter-
Information AV P shall include a packet filter identifier as provided by the PCRF in the PCC rule
within the Packet-Filter-Identifier AV P identifying the previously requested packet filter being
deleted; and

- the QoS-Information AV P to indicate the updated QoS for the affected PCC rule(s).

The PCEF shdll calculate the requested GBR, for a GBR QCI, as the sum of the previously authorized GBR for the set
of affected PCC rules, containing one or more affected packet filter, adjusted with the difference between the requested
GBR for the bearer and previously negotiated GBR for the bearer. For the UE request to add filters, without providing
any link to an existing filter, the GBR as requested by the UE for those filters shall be used.

If the request covers all the PCC rules with a bearer binding to the same bearer, then the PCEF may request a change to
the QCI for existing packet filters.

A PCC ruleis affected if one or more previously assigned packet filter identifiersfor filters within the rule are included
with the Packet-Filter-Identifier AVP within the request.

For the purpose of adding or modifying a packet filter, the Packet-Filter-Information AV P shall include the packet filter
precedence information within the Precedence AV P and the Packet-Filter-Content, ToS-Traffic-Class, Security-
Parameter-Index, Flow-Label and Flow-Direction AV Ps set to the value(s) describing the packet filter provided by the
UE.

PCC rules can also be requested as a consequence of afailure in the PCC rule instal lation/activation or enforcement
without reguiring an Event-Trigger. See clause 4.5.12.

NOTE 3: The UE signalling with the network is governed by the applicable NAS signalling TS. The NAS
3GPP TS for a specific access may restrict the UE possibilities to make requests compared to what is
stated above.
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If the PCRF is, due to incompl ete, erroneous or missing information (e.g. QoS, SGSN address, RAT type, TFT,
subscriber information) not able to provision a policy decision as response to the request for PCC rules by the PCEF,
the PCRF may reject the request using a CC Answer with the Gx experimental result code
DIAMETER_ERROR_INITIAL_PARAMETERS (5140). If the PCEF receives a CC Answer with this code, the PCEF
shall reject the IP-CAN session establishment or modification that initiated the CC Reguest.

If the PCRF detects that the packet filtersin the request for new PCC rules received from the PCEF is covered by the
packet filters of outstanding PCC rulesthat the PCRF is provisioning to the PCEF, the PCRF may reject the request
using a CC-Answer with the Gx experimental result code DIAMETER_ERROR_CONFLICTING_REQUEST (5147).
If the PCEF receives a CC-Answer with this code, the PCEF shall reject the IP-CAN session modification that initiated
the CC-Request.

If the PCRF does not accept one or more of the traffic mapping filters provided by the PCEF in a CC Request (e.g.
because the PCRF does not allow the UE to request enhanced QoS for services not known to the PCRF), the PCRF shall
reject the request using a CC Answer with the Gx experimental result code
DIAMETER_ERROR_TRAFFIC_MAPPING_INFO_REJECTED (5144). If the PCEF receives a CC Answer with this
code, the PCEF shall reject the IP-CAN session establishment or modification that initiated the CC Reguest.

The PCRF shall not combine arejection with provisioning of PCC rule operations in the same CC Answer.
45.2 Provisioning of PCC rules

45.2.0 Overview

The PCRF shall indicate, viathe Gx reference point, PCC rules to be applied at the PCEF. This may be using one of the
following procedures:

- PULL procedure (Provisioning solicited by the PCEF): In response to arequest for PCC rules being made by the
PCEF, as described in the preceding section, the PCRF shall provision PCC rulesin the CC-Answer; or

- PUSH procedure (Unsolicited provisioning): The PCRF may decide to provision PCC rules without obtaining a
request from the PCEF, e.g. in response to information provided to the PCRF viathe Rx reference point, or in
response to an internal trigger within the PCRF. To provision PCC rules without arequest from the PCEF, the
PCRF shall include these PCC rulesin an RA-Request message. No CCR/CCA messages are triggered by this
RA-Request. The PCRF should NOT send a new RA-Request command to the PCEF until the previous RA-
Request has been acknowledged for the same IP-CAN session.

For each request from the PCEF or upon the unsolicited provision the PCRF shall provision zero or more PCC rules.
The PCRF may perform an operation on a single PCC rule by one of the following means:

- Toactivate or deactivate a PCC rule that is predefined at the PCEF, the PCRF shall provision areference to this
PCC rule within a Charging-Rule-Name AV P and indicate the required action by choosing either the Charging-
Rule-Install AVP or the Charging-Rule-Remove AV P.

- Toingtal or modify a PCRF-provisioned PCC rule, the PCRF shall provision a corresponding Charging-Rule-
Definition AVP within a Charging-Rule-Install AVP.

- Toremove aPCC rule which has previously been provisioned by the PCRF, the PCRF shall provision the name
of this PCC rule as value of a Charging-Rule-Name AV P within a Charging-Rule-Remove AVP.

- If, for certain accesses, the PCRF performs the bearer binding, the PCRF may move previously installed or
activated PCC rules from one IP CAN bearer to another IP CAN bearer. See annex A for further details.

Asan alternative to providing a single PCC rule, the PCRF may provide a Charging-Rule-Base-Name AV P within a
Charging-Rule-Install AV P or the Charging-Rule-Remove AV P as a reference to a group of PCC rules predefined at the
PCEF. With a Charging-Rule-Install AV P, a predefined group of PCC rulesis activated. With a Charging-Rule-Remove
AVP, apredefined group of PCC rulesis deactivated.

The PCRF may combine multiple of the above PCC rule operationsin a single command.

When the UE initiates a resource modification procedure, the PCRF shall provision PCC rule(s) that are only related to
the UE's resource modification in the corresponding CCA command.

To activate a predefined PCC rule at the PCEF, the rule name within a Charging-Rule-Name AV P shall be supplied
within a Charging-Rule-Install AVP as areference to the predefined rule. To activate a group of predefined PCC rules

ETSI



3GPP TS 29.212 version 14.7.0 Release 14 32 ETSI TS 129 212 V14.7.0 (2018-06)

within the PCEF (e.g. gold users or gaming services) a Charging-Rule-Base-Name AV P shall be supplied within a
Charging-Rule-Install AVP as areference to the group of predefined PCC rules.

Toinstall anew or modify an already installed PCRF defined PCC rule, the Charging-Rule-Definition AVP shall be
used. If a PCC rule with the same rule name, as supplied in the Charging-Rule-Name AV P within the Charging-Rule-
Definition AVP, aready exists at the PCEF, the new PCC rule shall update the currently installed rule. If the existing
PCC rule already has attributes also included in the new PCC rule definition, the existing attributes shall be overwritten.
Any attribute in the existing PCC rule not included in the new PCC rule definition shall remain valid.

If no PCC rule(s) with uplink packet filters that are provided to the UE are bound to a bearer which requires traffic
mapping information (according to the rules as defined in 3GPP TS 23.060 [17]), the PCEF shall derive traffic mapping
information based on implementation specific logic (e.g. traffic mapping information that effectively disallows any
useful packet flows in uplink direction as described in clause 15.3.3.4 of 3GPP TS 23.060 [17]) and shall provideit to
the UE.

NOTE 1. For GPRS and EPS, the state of TFT packet filters, as defined in 3GPP TS 23.060 [17], for an IP-CAN
session reguires that thereis at most one bearer with no traffic mapping information TFT packet filter for
the uplink direction.

NOTE 2: For adefault bearer, the PCEF will not add traffic mapping information that effectively disallows any
useful packet flowsin uplink direction onits own.

Upon installation or activation of a PCC rule, the PCEF shall then perform the bearer binding according to clause 5.4 in
3GPP TS 29.213 [8] and use the select IP CAN bearer for the new PCC rule.

Upon the same modification of the QCI and/or ARP of all the PCC rules bound to the same bearer, the PCEF should
modify the QCI and/or ARP for that bearer.

Provisioning of predefined PCC rules upon invocation/revocation of an MPS service shall be done according to
clause 5.3in 3GPP TS 29.213 [8].

Further details of the binding mechanism can be found in 3GPP TS 29.213 [§].

For deactivating single predefined or removing PCRF-provided PCC rules, the Charging-Rule-Name AV P shall be
supplied within a Charging-Rule-Remove AV P. For deactivating a group of predefined PCC rules, the Charging-Rule-
Base-Name AV P shall be supplied within a Charging-Rule-Remove AVP.

NOTE 3: When deactivating a predefined PCC rule that is activated in more than one IP-CAN bearers, the
predefined PCC ruleis deactivated simultaneously in all the IP-CAN bearers where it was previously
activated.

The PCRF may request the PCEF to confirm that the resources associated to a PCC rule are successfully allocated. To
do so the PCRF shall provide the Event-Trigger AVP with the value SUCCESSFUL_RESOURCE_ALLOCATION
(22) if the event trigger is not previoudy set. In addition the PCRF shall install the rules that need resource allocation
confirmation by including the Resource-Allocation-Notification AV P with the value ENABLE_NOTIFICATION (0)
within the corresponding Charging-Rule-Install AVP. If a Charging-Rule-Install AV P does not include the Resource-
Allocation-Notification AVP, the resource allocation shall not be notified by the PCEF even if this AVP was present in
previousinstallations of the samerule.

NOTE 4: The PCEF reporting the successful installation of PCC rules using RAA command means that the PCC
rules are installed but the bearer binding or QoS resource reservation may not yet be completed, see
3GPP TS 29.213[8].

If Enh-RAN-NAS-Cause feature is supported, the PCRF may request the PCEF to report the outcome of the rel ease of
resources related to a PCC rule. To do so the PCRF shall provide the Event-Trigger AV P with the value
RESOURCE_RELEASE (53) if the event trigger is not previoudy set. In addition the PCRF shall provide the
Resource-Release-Notification AVP with the value ENABLE_NOTIFICATION (0) with the corresponding Charging-
Rule-Remove AVP. If a Charging-Rule-Remove AV P does not include the Resource-Release-Natification AVP, the
outcome of the resource release shall not be notified by the PCEF. The PCRF shall maintain the PCC rules for which
release confirmation is required until the PCEF notifies about the resource rel ease outcome.

If the provisioning of PCC rulesfails, the PCEF informs the PCRF as described in clause 4.5.12 PCC Rule Error
Handling. Depending on the cause, the PCRF may decide if re-installation, modification, removal of PCC rules or any
other action applies.
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If the PCRF is unable to create a PCC rule for the response to the CC Request by the PCEF, the PCRF may reject the
request as described in clause 4.5.1.

If the PCRF receives arequest for PCC rulesfor an IP-CAN session from the PCEF, or arequest for QoSrulesfor a
gateway control session from the BBERF, while no suitable authorized PCC rules are configured in the PCRF or can be
derived from service information provisioned by an AF, the PCRF shall check the set of servicesthe user is alowed to
access.

If the user is not allowed to access AF session based services, the PCRF shall check whether the user is allowed to
reguest resources for services not known to the PCRF and whether the requested QoS and/or packet filters can be
authorized. If thisisthe case, the PCRF shall provide a PCC rule to authorize the UE requested QoS and packet filters
that were received as part of the request for PCC/QoS rules. The service data flow description shall be derived from the
packet filter information. If the user is not allowed to request resources for services not known to the PCRF, the PCRF
shall reject the request.

If the user is allowed to access AF session based services, the PCRF may, depending e.g. on the user's subscription
details or operator policy, authorise the requested QoS for atimer supervised grace period (the timer started by the
PCREF either by the request from the PCEF or from the BBERF) to wait for AF service information. If an AF session
bound to the same IP-CAN session is ongoing and only preliminary service information was received within this AF
session, the PCRF shall base the authorization of the requested QoS on the preliminary service information.

NOTE 5: This scenario can for instance be encountered for a UE terminated IM S session establishment or
modification with UE initiated resource reservation, refer to 3GPP TS 29.214 [10]. If the PCRF does not
authorize arequest for PCC/QoS rulesin this scenario, the IMS session setup can fail.

NOTE 6: During the grace period, the QoS and packet filters requested by the UE need to be authorized even if the
user is not alowed to request for resources for services not known to the PCRF or if the requested QCI is
not allowed for services not known to the PCRF as it is not clear at this point in time whether the UE
resource request belongs to an AF session or to a service not known to the PCRF.

If the preliminary serviceinformation isinsufficient to construct appropriate PCC rules or no preliminary service
information is available, the PCRF shall provide preliminary PCC rules to authorize the UE requested QoS and packet
filters. Therefore, the preliminary PCC rules shall contain wildcarded flow description or flow description derived from
possible packet filters received as part of the request for PCC/QoS rules. The PCRF may apply a dedicated charging key
value to indicate to the charging subsystem that the charging key is preliminary and may be corrected later on.

NOTE 7: With the dedicated charging key, the PCRF instructs the charging subsystem to recal culate the applicable
charge for the time when the dedicated charging key value was applied once the dedicated charging key
valueis replaced with some other value in a new provisioning of PCC rules. For example, if online
charging applies, Session Charging with Unit Reservation (SCUR) can be used .When the charging key
changes, the PCEF will return initially reserved credit units and the OCS then can recalculate the
consumed credit units applying the rate derived from the new other charging key value and update the
user's credit accordingly.

NOTE 8: A preliminary PCC ruleis anormal PCC rule containing preliminary information.

If the PCRF receives AF service information while the timer-supervised grace period is running, the PCRF shall stop
the timer and may derive authorized PCC rules from this service information and update or replace the preliminary PCC
rules that were previously provided for the UE requested QoS and packet filters, for instance by choosing service
specific QoS parameters and charging keys.

NOTE 9: The dedicated preliminary charging key value that was previously provided by the PCRF instructs the
charging subsystem to recalculate the applicable charge when the new service specific charging key is
provided. The recalculation covers the time when the previous dedicated charging key va ue was active.
The new service specific charging key is applied from that time onwards.

If the timer expires and the PCRF has not received any AF service information, the PCRF should apply the policy for
services not known to the PCRF and may downgrade or revoke the authorization for the preliminary PCC/QoS rules
(previously provided for the UE requested QoS and packet filters) in accordance with the policy for services not known
to the PCRF. The PCRF should adjust the charging keys within the PCC rules and should downgrade the authorized
QoS to the adlowed value for the services not known to the PCREF, if required.

For the case where the BBERF requests QoS rules from the PCRF, the PCRF derives the QoS rules from the PCC rules
and provisions the QoS rules to the BBERF according to clause 4a.5.2.
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If the IP flow mobility is supported and the tariff depends on what access network isin use for the service data flow,
then the PCRF may set the charging key of the PCC rule in accordance with the access network in use.

If the PCRF retrieves the corresponding transfer policy from the SPR based on the Reference Id provided by the AF, the
PCRF shall take the transfer policy asinput for policy decisions (e.g. setting the charging key equal to the charging key
of the transfer policy, rule activation/deactivation time according to the time window).

4521 Selecting a PCC rule for Uplink IP packets

If PCC isenabled, the PCEF shall select the applicable PCC rule for each received uplink I P packet within an IP CAN
bearer by evaluating the packet against uplink service data flow template of PCRF-provided or predefined active PCC
rules assigned to this IP CAN bearer.

PCC rules shall be assigned to an IP CAN bearer via bearer binding; PCC Rules that contain an application identifier
may be assigned to other bearer(s) with non-GBR QCI (e.g. the default bearer) in addition to the bearer where the PCC
ruleis bound to.

NOTE 1: The PCEF usesimplementation specific logic to assign PCC Rules that contain an application identifier
to additional bearer(s) for uplink bearer binding verification, i.e. to determine for what bearers the uplink
service data flow detection applies. When PCC rules with application detection filters cannot be used to
generate traffic mapping information for the UE, the application detection may need to inspect traffic on
multiple bearers. The uplink traffic will get the QoS of the bearer carrying the traffic. The QCI of the
bearer may therefore be different than the QCI of the PCC rule detecting the service dataflow. The
charging and other enforcement functions performed by the PCEF will still be carried out based on
parameters of the PCC rule detecting the service data flow. In case the PCC rule contains a GBR QCI, the
GBR resource reservation will only apply on the bearer where the PCC rule is bound to. The PCRF can
prevent that uplink GBR resources are reserved by providing an uplink GBR va ue of zero in the PCC
rule.

For PCC rulesthat contain service data flow filters, the evaluation of packets against the service data flow templates
shall be done in the order of the precedence of the PCC rules. When a packet matches a service data flow template, the
packet matching process for that packet is completed, and the PCC rule for that filter shall be applied.

For PCC rulesthat contain an application identifier (i.e. that refer to an application detection filter), the order and the
details of the application detection are implementation specific. Once an application has been detected, the PCC rule
shall however be applied under consideration of the PCC rule precedence, i.e. when multiple PCC rules overlap
(regardless of whether they contain service data flow filters or an application identifier), only the PCC rule with the
highest precedence shall be applied and the packet matching process for that packet is completed.

When a PCRF-provided PCC rule and a predefined PCC rule have the same precedence, the uplink service data flow
templates of the PCRF-provided PCC rule shall be applied.

Uplink IP packets which do not match any PCC rule assigned to the corresponding IP CAN bearer shall be silently
discarded.

4522 Selecting a PCC rule and IP CAN Bearer for Downlink IP packets

If PCC isenabled, the PCEF shall select a PCC rule for each received downlink |P packet within an IP CAN session by
evaluating the packet against downlink service data flow templates of PCRF-provided or predefined active PCC rules of
all IP CAN bearers of the IP CAN session.

In case tunnelling from the TDF is used, the downlink packets marked with the corresponding DL DSCP value carried
in the inner I P header, as specified in clause 4b.5.14, shall be evaluated against downlink service data flow templates of
PCRF-provided or predefined active PCC rules of all IP-CAN bearers of the IP-CAN session.

For PCC rulesthat contain service data flow filters, the evaluation of packets against the service data flow templates
shall be donein the order of the precedence of the PCC rules. When a packet matches a service data flow template, the
packet matching process for that packet is completed, and the PCC rule for that template shall be applied.

For PCC rulesthat contain an application identifier (i.e. that refer to an application detection filter), the order and the
details of the application detection are implementation specific. Once an application has been detected, the PCC rule
shall however be applied under consideration of the PCC rule precedence, i.e. when multiple PCC rules overlap
(regardless of whether they contain service data flow filters or an application identifier), only the PCC rule with the
highest precedence shall be applied and the packet matching process for that packet is completed.
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When a PCRF-provided PCC rule and a predefined PCC rule have the same precedence, the downlink service data
flow template of the PCRF-provided PCC rule shall be applied.

The Downlink IP Packet shall be transported within the IP CAN bearer where the selected PCC rule is mapped.

Downlink IP packets which do not match any PCC rule of the IP CAN session shall be silently discarded.

45.2.3 Gate function

The Gate Function represents a user plane function enabling or disabling the forwarding of |P packets belonging to a
service dataflow. A gate is described within a PCC rule. If the PCC rule contains Flow-Information AV P(s) applicable
for uplink IP flows, it shall describe a gate for the corresponding uplink IP flows. If the PCC rule contains Flow-
Information AV P(s) applicable for downlink IP flows, it shall describe a gate for the corresponding downlink IP flows.
If the PCC rule contains the application identifier, it shall describe a gate for the corresponding detected application
traffic. The Flow-Status AVP of the PCC rule shall describe if the possible uplink and possible downlink gate is opened
or closed.

The commands to open or close the gate shall lead to the enabling or disabling of the passage for corresponding IP
packets. If the gate is closed all packets of the related 1P flows shall be dropped. If the gate is opened the packets of the
related IP flows are allowed to be forwarded.

4524 Policy enforcement for "Authorized QoS" per PCC Rule

The PCRF can provide the authorized QoS for a PCC rule to the PCEF. The Provisioning of authorized QoS per PCC
Rule shall be performed using the PCC rule provisioning procedure. For a PCRF-provided PCC rule, the "Authorized
QoS" shall be encoded using a QoS-Information AV P within the Charging-Rule-Definition AVP of the PCC rule. If
"Authorized QoS" is provided for a PCC rule, the PCEF shall enforce the corresponding policy.

The PCRF may indicate that the PCEF may apply resource sharing for one or more PCC rules with a GBR QCI.
See also clause 4.5.5.

4525 Usage Monitoring Control
Usage monitoring may be performed for service data flows associated with one or more PCC rules.

The provisioning of usage monitoring control per PCC rule shall be performed using the PCC rule provisioning
procedure. For a PCRF-provided PCC rule, the monitoring key shall be set using the Monitoring-Key AV P within the
Charging-Rule-Definition AV P of the PCC rule. For a predefined PCC rule, the monitoring key shall be included in the
rule definition at the PCEF. Usage monitoring shall be activated both for service data flows associated with predefined
PCC rules and dynamic PCC rules, including rules with deferred activation and/or deactivation times while those rules
are active.

NOTE: Itisrecommended that the same traffic is not monitored by both PCC rulesin the PCEF and ADC rulesin
the TDF with active usage monitoring at the same time. This avoids double counting.

4526 Redirect function

The PCRF may provide the redirect instruction for a dynamic PCC rule to the PCEF enhanced with ADC. The
Provisioning shall be performed using the PCC rule provisioning procedure. The redirect instruction shall be encoded
using a Redirect-Information AV P within the Charging-Rule-Definition AVP of the dynamic PCC rule.

For adynamic PCC rule, the redirect address may be provided as part of the dynamic PCC rule or may be preconfigured
in the PCEF. A redirect destination provided within the Redirect-Server-Address AVP in a dynamic PCC Rule shall
override the redirect destination preconfigured in the PCEF for this PCC rule.

NOTE: The PCEF uses the preconfigured redirection address only if it can be applied to the application traffic
being detected, e.g. the redirection destination address could be preconfigured on a per application
identifier basis.

If Redirect-Information AVP is provided for adynamic PCC rule, the PCEF shall implement the redirection for the
detected application's uplink traffic. If the Redirect-Server-Address AVP is provided within the Redirect-Information
AVP and the Redirect-Support AVP is not set to REDIRECTION_DISABLED, the PCEF shall redirect the detected
application's uplink traffic to this address. In this case, the redirect address type (e.g. Ipv4, Ipv6 or URL) shall be
defined by the Redirect-Address-Type AVP. If the Redirect-Server-Address AVP is not provided, the redirection
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address preconfigured in the PCEF shall be used instead. If the Redirect-Server-Address AVP is not provided and the
redirection addressis not preconfigured in the PCEF for this PCC rule, the PCEF shall perform PCC Rule Error
Handling as specified in clause 4.5.12.

When the PCRF wants to disable the redirect function for an already installed PCC Rule, the PCRF shall update the
PCC rule including the Redirect-Information AV P with Redirect-Support AVP set to REDIRECTION_DISABLED.

4527 Support for DSCP marking of downlink packets at the TDF

In order to support policy and charging control in the downlink direction by the PCEF for an application detected and
marked by the TDF as specified in clause 4b.5.14, the PCRF may either install a corresponding dynamic PCC Rule or
activate a pre-defined PCC rule, which identifies traffic based on the corresponding DSCP value (provided by the ToS-
Traffic Class AV P within the Flow-Information AV P).

NOTE: Thissolution is particularly useful for QoS enforcement in the downlink direction procedures performed
by the PCEF. The TDF may still perform application detection and control as per received ADC Rules,
including application detection reporting to the PCRF, enforcement control, usage monitoring control and
charging, while applying DSCP marking. The PCEF may also perform then policy and charging control
in the downlink direction.

4528 Traffic Steering Control support
This procedure takes place if the TSC feature as defined in subclause 5.4.1 is supported.

The PCRF may instruct the PCEF to apply atraffic steering control which consists of applying a specific (S)Gi-LAN
traffic steering policy for the traffic detected based on application level information or service data flow level
information. The PCRF achieves this by providing the Charging-Rule-Definition AV P within the Charging-Rule-Install
AVP (s) with the corresponding parameters as follows:

- either the application to be detected isidentified by the TDF-Application-Identifier AVP or
- the service data flow to be detected isidentified by the Flow-Information AV P(s)

- and the traffic steering policy identifier(s) within the Traffic-Steering-Policy-ldentifier-DL AVP and/or Traffic-
Steering-Policy-ldentifier-UL AVP.

The PCRF may also provision the traffic steering control information by activating the pre-defined PCC rule(s) in the
PCEF.

When a combination of PCEF with traffic steering control feature and TSSF is deployed, the PCEF shall behave as
specified in subclause 6.1.17 of 3GPP TS 23.203 [7]. In this case, the PCRF shall include the packet marking
information within the Traffic-Steering-Policy-Identifier-DL AVP and/or Traffic-Steering-Policy-ldentifier-UL AVP
included within the Charging-Rule-Definition AVP. The PCRF shall ensure that the value included in these AVP(s) is
aligned with the traffic detection information provided over the St reference point. That is, it shall ensure that the value
is the same as the applicable value provided as part of the service data flow information or as the value(s) configured in
the TSSF referred by the application identifier. See subclause 4c.4.1 in this Technical Specification for the detailsin the
Diameter based St reference point. See 3GPP TS 29.155 [52] for the details in the REST based St reference point.

NOTE: The PCRF and the PCEF are configured with the packet marking and forwarding mechanism to be
applied in the PCEF. Thisinformation will be aligned with the information configured in the TSSF for
traffic detection. The flow information provided over St reference point can be used for traffic detection
at the TSSF when the PCEF is configured to do packet marking and forwarding using e.g. ToS valuein
the IP header. The Application Identifier provided over St reference point can be used when the PCEF is
configured to do packet marking and forwarding using e.g. GRE or NSH.

The PCEF shall enforce the traffic steering policy as defined in subclause 4.4.2.

45.3 Provisioning of Event Triggers

The PCRF may provide one or several event triggers within one or several Event-Trigger AV P to the PCEF using the
PCC rule provision procedure. Event triggers may be used to determine which IP-CAN session modification or specific
event causes the PCEF to re-request PCC rules. Although event trigger reporting from PCEF to PCRF can apply for an
IP CAN session or bearer depending on the particular event, provisioning of event triggers will be done at session level.
The Event-Trigger AVP may be provided in combination with the initial or subsequent PCC rule provisioning.
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NOTE 1: There are event triggers that will only take effect when additional information is provided. The PCRF
may provide the additional information together with the event trigger or in subsequent PCC rule
provisioning.The PCEF will only report those event triggers when the related datais available.

The PCRF may add new event triggers or remove the already provided ones at each request from the PCEF or upon the
unsolicited provision from the PCRF. In order to do so, the PCRF shall provide the new complete list of applicable
event triggers including the needed provisioned Event-Trigger AVPsin the CCA or RAR commands.

The PCRF may remove all previously provided event triggers by providing the Event-Trigger AVP set to the value
NO_EVENT_TRIGGERS. When an Event-Trigger AVP is provided with this value, no other Event-Trigger AV P shall
be provided in the CCA or RAR command. Upon reception of an Event-Trigger AV P with this value, the PCEF shall
not inform PCRF of any event except for those events that are always reported and do not require provisioning from the
PCRF.

If no Event-Trigger AVP isincluded in a CCA or RAR operation, any previously provisioned event trigger will be still
applicable. Unless otherwise stated for a certain event trigger, the PCRF shall be able to modify the data related to an
event trigger without providing again a previously provisioned event trigger if such event trigger is still armed.

There are event triggers that are required to be unconditionally reported from the PCEF to the PCRF as specified in
clause 5.3.7 even though the PCRF has not provisioned them to the PCEF.

45.4 Provisioning of charging related information for the IP-CAN session

4541 Provisioning of Charging Addresses

In combination with theinitial PCC rule provisioning only, the PCRF may provide OFCS and/or OCS addresses within
a Charging-Information AV P to the PCEF defining the offline and online charging system addresses respectively. These
shall overwrite any predefined addresses at the PCEF. Both primary and secondary addresses for OFCS and/or OCS
shall be provided simultaneously. Provisioning OFCS or OCS addresses without PCC rules for offline or online charged
service data flows, respectively, shall not be considered as an error since such PCC rules may be provided in later
provisioning.

If no OCS address is available at the PCEF (i.e. no predefined OCS addresses, and no OCS addresses supplied by the
PCRF and/or by the Charging Characteristics), the PCEF shall use the IMSI (MNC and MCC values) of the user to
construct the OCS Home network domain name as specified in 3GPP TS 23.003 [25], clause 25.

4542 Provisioning of Default Charging Method

The default charging method indicates what charging method shall be used for every PCC rule where the charging
method is omitted. The PCEF may have a pre-configured Default charging method.

Upon the initia interaction with the PCRF, the PCEF shall provide the pre-configured Default charging method if
available within the Online AVP and/or Offline AV P embedded directly within the CCR command to the PCRF.

Upon the initia interaction with the PCEF, the PCRF may provide default charging method within the Online AVP or
Offline AVP embedded directly within the CCA command to the PCEF. The default charging method provided by the
PCREF shall overwrite any predefined default charging method at the PCEF.

4.5.4.3 Void

454.4 Provisioning of Access Network Charging Identifier

When the Access-Network-Charging-Identifier-Gx AVP is unknown for an AF session to the PCRF, the PCRF may
request the PCEF to provide the Access-Network-Charging-Identifier-Gx AV P associated to dynamic PCC rules. To do
s0, the PCRF shall provide the Event-Trigger AVP with the value CHARGING_CORRELATION_EXCHANGE (28) if
the event trigger is not previously set and the Charging-Correlation-Indicator AVP indicating
CHARGING_IDENTIFIER_REQUIRED within the Charging-Rule-Install AVP.

The PCRF shall interpret that the Access-Network-Charging-Identifier-Gx AVP is known as follows:

- For case 1, when the Access-Network-Charging-ldentifier-Gx AVP is received and includes the IP-CAN-
Session-Charging-Scope AVP;

- For case 2a and case 2b when the Access-Network-Charging-ldentifier-Gx AVP isreceived.
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If the Event-Trigger AVP with the value CHARGING_CORRELATION_EXCHANGE (28) has been provided to the
PCEF, the PCEF shall include the access network charging identifier that the PCEF has assigned for the dynamic PCC
Rules within the Access-Network-Charging-Identifier-Gx where the Charging-Correlation-Indicator AVP indicated
CHARGING_IDENTIFIER_REQUIRED.

NOTE: The PCRF indicates CHARGING_IDENTIFIER_REQUIRED in the Charging-Correlation-Indicator
AVP for the dynamic PCC rules related to the flows for which the AF has requested a notification about
Access Network Charging Information, according to 3GPP TS 29.214 [10].

45.5 Provisioning and Policy Enforcement of Authorized QoS

455.0 Overview
The PCRF may provide authorized QoS to the PCEF.

The authorized QoS shall be provisioned within a CCA or RAR Diameter message as QoS-Information AVP. The
provisioning of the authorized QoS (which is composed of QCI, ARP and bitrates) is performed from the PCRF to the
PCEF. The authorized QoS can refer to aPCC rule, to an IP CAN bearer, to a QCl or to an APN.

- When the authorized QoS appliesto an |P CAN bearer, it shall be provisioned outside a Charging-Rule-
Definition AVP and it shall also include the Bearer-Identifier AV P to indicate what bearer it appliesto.

- When the authorized QoS appliesto a PCC rule, it shall be provisioned within the corresponding PCC rule by
including the QoS-Information AV P within the Charging-Rule-Definition AVP. The QoS-Information AVP
shall not contain a Bearer-ldentifier AVP.

- When the authorized QoS for a PCC rule with a GBR QCI is candidate for resource sharing an instruction on the
alowed sharing may be provisioned within the Charging-Rule-Definition AVP by including Sharing-Key-UL
AVP and/or Sharing-Key-DL AVP.

- When the authorized QoS applies to QCI, authorised MBR per QCI is supplied. In such a case the authorized
QoS shall be provisioned outside a Charging-Rule-Definition AVP at the command level. This case applies only
for IP-CAN types that support non-GBR bearers that have a separate MBR (i.e. 3GPP-GPRS access). Its
applicability is specified in annex A.

- When the authorized QoS applies to an APN, authorised APN-Aggregate-Max-Bitrate UL/DL is supplied. In
such a case the authorized QoS shall be provisioned outside a Charging-Rule-Definition AVP at command level.

- When the authorized QoS applies to the default EPS bearer it shall be provisioned within the Default-EPS-
Bearer-QoS AVP.

Authorized QoS at IP-CAN bearer level is access specific. See Annex A for further details.
The authorized QoS provides appropriate values for the resources to be enforced.

The authorized QoS for a PCC ruleis arequest for alocating the corresponding resources, and the authorized QoS for a
QCl isarequest for an upper limit for the MBR that the PCEF assigns to non-GBR bearers with that QCI.

The Provisioning of authorized QoS per PCC ruleis a part of PCC rule provisioning procedure.

If the PCEF cannot allocate any of the resources as authorized by the PCRF, the PCEF informs the PCRF and acts as
described in clause 4.5.12 PCC Rule Error handling.

The PCEF is responsible for enforcing the policy based authorization.

QoS authorization information may be dynamically provisioned by the PCRF or it can be a pre-defined PCC rule in the
PCEF. Moreover, dl the parameters of the authorized QoS can be changed, but no order is defined for QCI.

NOTE 1: A change of QCls cannot be described as an upgrade or downgrade and also no QCI can bereferred to as
the higher or lower.Whether the QCI is permitted to be changed or not is subject to both operator policies
and normal restrictions on changing from anon-GBR QCI value to GBR QCI vaue on a default bearer.

NOTE 2: All attributes of the ARP QoS parameter can be changed but only the ARP priority level represents an
ordered range of values. The ARP priority level attribute represents the actual priority for the service/user
with the value 1 as the highest and can thus be upgraded and downgraded.
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The PCEF shall make sure that the total QoS information of the PCC rules for one IP-CAN bearer does not exceed the
authorized QoS information, i.e. the information received from the PCRF.

If the PCRF is unable to make a decision for the response to the CC-Request by the PCEF, the PCRF may reject the
request as described in clause 4.5.1.

4.5.5.0a Provisioning of authorized QoS per IP CAN bearer

The authorized QoS per IP-CAN bearer isused if the bearer binding is performed by the PCRF (as defined in
3GPP TS 29.213[8]). Provisioning of authorized QoS per IP-CAN bearer is access specific. See Annex A for further
details.

4551 Policy enforcement for authorized QoS per IP CAN bearer

The PCEF isresponsible for enforcing the policy based authorization, i.e. to ensure that the requested QoSisin-line
with the "Authorized QoS' per IP CAN Bearer. Policy enforcement of authorized QoS per IP-CAN bearer is access
specific. See Annex A for further details.

455.2 Policy provisioning for authorized QoS per service data flow

The Provisioning of authorized QoS per service data flow is a part of PCC rule provisioning procedure, as described in
clause 4.5.2.0.

The authorized QoS per service data flow shall be provisioned within the corresponding PCC rule by including the
QoS-Information AV P within the Charging-Rule-Definition AVP in the CCA or RAR commands. This QoS-
Information AV P shall not contain a Bearer-ldentifier AVP.

If the PCRF wants to ensure that a PCC Rule is always bound to the default bearer, the policy provisioning for the
related authorized QoS shall be done as described in subclause 4.5.5.13.

4553 Policy enforcement for authorized QoS per service data flow

If an authorized QoS is defined for a PCC rule, the PCEF shall limit the data rate of the service data flow corresponding
to that PCC rule not to exceed the maximum authorized bandwidth for the PCC rule by discarding packets exceeding
the limit.

NOTE 1: In order to support services that generate media with variable bitrate (e.g. video), the policing function in
the PCEF could need to measure the enforced MBR with a sliding window that averages over a suitable
time period. For example, for MTS| media, 3GPP TS 26.114 [57] recommends a default period of 2
seconds and provides further considerations regarding suitable time periods for speech and video.

The PCEF shall reserve the resources necessary for the guaranteed bitrate for the PCC rule upon receipt of a PCC rule
provisioning including QoS information. For GBR bearers the PCEF should set the bearer's GBR to the sum of the
GBRs of al PCC rulesthat are active/installed and bound to that GBR bearer. For GBR bearers the PCEF should set the
bearer's MBR to the sum of the MBRs of all PCC rules that are active/installed and bound to that GBR bearer.

NOTE 2: Since the PCRF controls the GBR value in the PCC rule, the PCRF can prevent that uplink GBR
resources are reserved by providing an uplink GBR value of zero for that PCC rule This may be useful
e.g. for aPCC rule with application identifier as the uplink traffic can be received in other bearers than
the one the PCC rule is bound to.

For non-GBR bearers, when the IP-CAN type supports non-GBR bearers that have a separate MBR (i.e. 3GPP-GPRS),
the PCEF may also set the bearer's MBR to the sum of the MBRs of all PCC rules that are active and bound to that non-
GBR bearer unless that sum exceeds a possibly provisioned authorized QoS per QCI for the bearer's QCI (see
clause 4.5.5.6). If an authorized QoS per QCI has been provisioned for the bearer's QCI, the PCEF should set the
bearer's MBR to the corresponding MBR. The access-specific BS Manager (asincluded in 3GPP TS 29.213 [8]) within
the PCEF receives the authorised access-specific QoS information from the Translation/mapping function. Then the
PCEF shall start the needed procedures to ensure that the provisioned resources are according to the authorized val ues.
This may imply that the PCEF needs to request the establishment of new IP CAN bearer(s) or the modification of
existing IP CAN bearer(s). If the enforcement is not successful, the PCEF shall inform the PCRF as described in
clause 4.5.5.0.

Upon deactivation or removal of a PCC rule, the PCEF shall free the resources reserved for that PCC rule.
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If the PCRF has indicated that a service data flow needs to be bound to the default bearer, the policy enforcement for
the authorized QoS for the corresponding service data flow shall be done according to subclause 4.5.5.13.

4554 Coordination of authorized QoS scopes in mixed mode

Coordination of authorized QoS scopes in mixed mode is access specific. See Annex A for further details.

4555 Provisioning of authorized QoS per QCI

When the IP-CAN type supports non-GBR bearers that have a separate MBR (i.e. 3GPP-GPRS) the PCRF may
provision an authorized QoS per QCI for non-GBR bearer QCI values. The PCRF shall not provision an authorized QoS
per QCI for GBR bearer QCI values.

The authorized QoS per QCI shall be provisioned at RAR or CCA command level using the QoS-Information AVP
with the QoS-Class-Identifier AV P and the Maximum-Requested-Bandwidth-UL AV P and/or the Maximum-
Requested-Bandwidth-DL AV P. The Guaranteed Bitrate values shall not be filled up. Multiple QoS-Information AV Ps
can be used for assigning authorized QoS for several QCls with one command. The authorized QoS per QCI may be
provisioned before or in connection with the activation of the first PCC rule with a certain QCI. The PCRF may aso
provision a changed authorized QoS per QCI at any time.

455.6 Policy enforcement for authorized QoS per QCI

The PCEF can receive an authorized QoS per QCI for non GBR-bearer QCI values for those IP-CAN types that support
non-GBR bearers that have a separate MBR (i.e. 3GPP-GPRS). It sets an upper limit for the MBR that the PCEF may
assign to anon-GBR bearer with that QCI. If the PCEF receives an authorized QoS per QCI for anon-GBR bearer QCI
value, it shall not set a higher MBR for that bearer than the provisioned MBR. The PCEF should assign the authorized
MBR per QCI to anon-GBR bearer with that QCI to avoid frequent IP-CAN bearer modifications as PCC rules can be
dynamically activated and deactivated.

If multiple IP-CAN bearers within the same IP-CAN session are assigned the same QCI, the authorized MBR per QCI
applies independently to each of those IP-CAN bearers.

The access-specific BS Manager (asincluded in 3GPP TS 29.213 [8]) within the PCEF receives the authorized access-
specific QoS information from the Trandlation/mapping function.

4557 Provisioning of authorized QoS per APN

The PCRF may provision the authorized QoS per APN as part of the IP-CAN session establishment procedure and may
modify it at any time as long asthere is an IP-CAN session active for that APN. The authorized QoS per APN may be
modified as part of the IP-CAN session establishment or modification of any of the IP-CAN sessions active for aUE
within that APN. To do so, the PCRF shall provision the authorized QoS per APN for each IP-CAN session for that
APN.

The authorized QoS per APN, if provisioned by the PCRF, shall be provisioned at RAR or CCA command level using
the QoS-Information AV P via one or both of the following mechanisms:

- Unconditional APN policy info: The APN-Aggregate-Max-Bitrate-UL AV P and/or the
APN-Aggregate-Max-Bitrate-DL AV P shall be included.

- Conditional APN policy info: Support of Conditional APNPolicylnfo feature is required. While providing
conditional APN policy info one or more instances of the Conditional-APN-Aggregate-Max-Bitrate AV P shall
be included. Each instance includes APN policy related info, i.e. APN-Aggregate-Max-Bitrate-UL AVP and/or
the APN-Aggregate-Max-Bitrate-DL AVP. Additionally, alist of the applicable RAT-Type and/or
IP-CAN-Type AVP(s), defining the condition for enforcing the APN policy info, shall also be included. If the
PCEF receives one or more instances of the Conditional APN-Aggregate-Max-Bitrate AVP(s), then it shall
replace all the existing instances of Conditional-APN-Aggregate-Max-Bitrate AVP(s), i.e. received earlier for
the APN of this user, with the newly received instance(s). The PCRF shall provide the QoS-Information AVP
excluding the Conditional-APN-Aggregate-Max-Bitrate AV P to remove the previously provisioned conditional
APN policy info.

If the PCEF receives the QoS-Information AV P without Conditional-APN-Aggregate-Max-Bitrate AVP, it shall
delete the previously provisioned instance(s) of Conditional-APN-Aggregate-Max-Bitrate AVP(s).
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NOTE 1: The QoS per APN limits the aggregate bit rate of all Non-GBR bearers of the same APN, i.e. the GBR
bearers are outside the scope of QoS per APN.

In order to provide authorized QoS per APN, the QoS-Information AV P shall not include any other AV P than the APN-
Aggregate-Max-Bitrate UL AVP, the APN-Aggregate-Max-Bitrate-DL AV P and/or the Conditional-APN-Aggregate-
Max-Bitrate AVP.

The PCRF may provision the authorized QoS per APN, based on information obtained from the SPR or internal
policies.

NOTE 2: When looking up policies for an APN from the SPR or internal storage, the PCRF can apply the APN
matching proceduresin Annex H of 3GPP TS 29.213 [8].

For the case that BBF is located at the PCEF, if the modification of the QoS per APN fails, the PCEF shall retain the
existing QoS per APN without any modification and send to the PCRF a new CCR command with the Event Trigger set
to APN-AMBR_MODIFICATION_FAILURE providing the retained value within the
APN-Aggregate-Max-Bitrate-UL AVP and/or APN-Aggregate-Max-Bitrate-DL AVP included in QoS-Information
AVP. Additionally, the current RAT-Type and |P-CAN-Type of the UE shall beincluded if the failure correspondsto a
conditiona QoS per APN.

NOTE 3: The access network can reject the modification of the bearer if the APN-AMBR does not comply with the
roaming agreement. Refer to 3GPP TS 23.401 [32].

For provisioning of time conditioned authorized QoS per APN, see subclause 4.5.5.12.

455.8 Policy enforcement for authorized QoS per APN
The PCEF shall be able to enforce the AMBR per APN.

The PCEF may receive an authorized QoS per APN at IP-CAN session establishment and also at |P-CAN session
modification. It setsan upper limit for the bandwidth usage for all the non-GBR bearers for that APN. The PCEF shall
limit to that value the aggregated traffic of all SDFs of the same APN that are associated with Non-GBR QCls.

The authorized QoS per APN shall be enforced by the PCEF in the following way:

- Unconditional APN policy info: the PCEF enforces the APN Aggregate Max Bitrate values for every current
RAT type and IP-CAN type for which no conditional APN policy info applies.

- Conditional APN policy info: The PCEF enforces the APN Aggregate Max Bitrate values corresponding to the
RAT-Type and |P-CAN-Type matching the current RAT-Type and IP-CAN-Type of the UE for the given APN.

If thereis an Unconditional APN policy info provided or if it has been previously provisioned and thereis also a
Conditional APN policy info provided, then the Conditional APN policy info where the conditions specified by the
Conditional APN policy info are met shall be enforced. Otherwise, the Unconditional APN policy info shall be
enforced.

If conditions from multiple Conditional APN policy info are met at the same time then the APN policy related to the
most strict matching condition is enforced, e.g. APNPolicyl specifies IP CAN Type only and APNPoalicy2 specifies IP
CAN Type (with the value same asin APNPolicyl) and an RAT Type, both, then the APNPolicy2 shall be enforced
when the UE's current IP CAN Type and RAT-Type matches with the condition specified by APNPolicy2.

If conditions from multiple APN palicy info are met at the same time and all of these APN policies are equally
applicable, e.g. APNPolicyl specifies IP CAN Type only and APNPolicy2 specifies RAT-Type only and if the UE's
current IP-CAN-Type matches with APNPolicyl and the UE's current RAT-Type matches with APNPolicy2, then the
PCEF should apply the APN policy with APNPolicy2.

NOTE: The scenario of multiple APN policies such that all of them are equally applicable, e.g. as mentioned
above, can be prevented by ensuring a proper configuration at the PCRF.

For enforcement of time conditioned authorized QoS per APN, see subclause 4.5.5.12.
455.9 Provisioning of authorized QoS for the Default EPS Bearer

The PCRF may provision the authorized QoS for the default EPS bearer. The authorized QoS may be obtained upon
interaction with the SPR.

ETSI



3GPP TS 29.212 version 14.7.0 Release 14 42 ETSI TS 129 212 V14.7.0 (2018-06)

The default EPS bearer QoS information shall be provisioned at RAR or CCA command level using the Default-EPS-
Bearer-QoS AV P including the QoS-Class-I dentifier AVP and the Allocation-Retention-Priority AVP. The provided
QoS-Class-Identifier AVP shall include a non-GBR corresponding value.

For provisioning of time conditioned authorized EPS Bearer QoS information, see subclause 4.5.5.12.

455.10 Policy enforcement for authorized QoS of the Default EPS Bearer

The PCEF may receive the authorized QoS for the default bearer over Gx interface. The PCEF enforcesit which may
lead to the change of the subscribed default EPS Bearer QoS.

If the modification of the default EPS bearer QoS information fails, the PCEF shall retain the existing default EPS
bearer QoS without any modification and send the PCRF anew CCR command and include with Event Trigger set to
DEFAULT-EPS-BEARER-QOS_MODIFICATION_FAILURE providing the retained values within the All ocation-
Retention-PriorityAV P and QoS-Class-Identifier AVP included in Default-EPS-Bearer-QoS AVP.

NOTE: The access network can reject the modification of the default bearer if the default beaer QoS does not
comply with the roaming agreement. Refer to 3GPP TS 23.401 [32].

For enforcement of time conditioned authorized default EPS bearer QoS information, see subclause 4.5.5.12.

45511 Policy provisioning and enforcement of authorized QoS for service data flows
that share resources

If the ResShare feature is supported by both the PCEF and PCRF as described in clause 5.4.1, the PCRF may indicate
that the PCEF should commonly reserve resources for a set of PCC rules. The PCEF shall then, for PCC rules bound to
the same bearer and the same sharing key value , use the highest GBR value among those PCC rules asinput for
calculating the common GBR value when reserving bearer resources. The GBR value for each direction shall be
considered separately, so that the uplink and downlink GBR values may originate from different PCC rules.

The PCEF may based on internal logic use the highest MBR value among the provided PCC rules indicated to share
resources, when determining the MBR for the bearer. Each individual PCC rule is still subject to datarate policing
based on its own MBR values.

The PCRF shall provide the Sharing-Key-UL AVP and/or Sharing-Key-DL AV P within the Charging-Rule-Definition
AVPin order to indicate that the related PCC rule may share resources with other PCC rules bound to the same bearer.
The PCEF shall apply resource sharing if at least two PCC rules bound to the same bearer share the same valuein the
Sharing-Key-UL AVP and/or Sharing-Key-DL AVP.

If Sharing-Key-UL AVP and/or Sharing-Key-DL AVP with amodified value is received in the PCEF it will replace any
previously provided value for the specified PCC rule. If Sharing-Key-UL AVP and/or Sharing-Key-DL AVP is omitted,
then any previous value for the omitted AVP is till valid.

When modifying the value of Sharing-Key-UL AV P and/or Sharing-Key-DL AV P to a PCC rule that is subject to
resource sharing the PCEF may adjust the resource sharing of the remaining PCC rules.

NOTE 1: A PCCrulethat is deleted is aso removed from the resource sharing, while the remaining PCC rules
continue their sharing relationship.

NOTE 2: The state of resource sharing ends when less than two of the PCC rules in the set remains.
45512 Provisioning and enforcement of time conditioned policy information

45512.1 General

Up to four Conditional-Policy-Information AVPs may be provisioned by the PCRF in an RAR or CCA command to
change the authorized QoS per APN (if the CondPalicylnfo feature is supported) and/or the authorized default EPS
bearer QoS (if the CondPolicylnfo-DefaultQoS feature is supported) based on time conditions.

NOTE 1: The same instance of the Conditional-Policy-Information AV P can convey information related to the
authorized QoS per APN and authorized default EPS bearer QoS when the same time condition applies to
both.
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If the PCRF wants to provide time conditioned APN policy info(s) and/or authorized default EPS bearer QoS, each
instance of the Conditional-Policy-Information AV P shall include an Execution-Time AVP. At the timeindicated in the
Execution-Time AVP, the PCEF shall perform the requested change without interaction with the PCRF.

NOTE 2: The PCEF retains remaining time conditioned APN policy information that have an Execution-Timein
the future.

To replace a set of time conditioned policy info(s), the PCRF shall include a complete set of Conditional-Policy-
Information AV P(s) describing all time conditioned policy info(s) applicable from that point onward. The new set of
time conditioned policy info(s) shall replace all previously provided time conditioned policies.

To delete the set of time conditioned policy info(s) the following procedures apply:

- If the CondPolicylnfo feature is supported, but the CondPolicylnfo-DefaultQoS feature is not supported, the
PCRF shall send a command excluding the Conditional-Policy-Information AV P and including the QoS-
Information AV P with new authorized APN palicy info.

- If CondPolicylnfo-DefaultQoS feature is supported the PCRF shall provide a command containing the
Conditional-Policy-Information AV P with no AVPs within.

NOTE 3: For services that depend on specific APN policy info and/or authorized default EPS bearer QoS (e.g.
MPS session), the PCRF is responsible to ensure that no time conditioned policy info(s) interfere with the
service (e.g. by removing the time conditioned APN poalicy info or time conditioned authorized default
EPS bearer QoS before the respective change time is reached).

455.12.2 Time conditioned authorized QoS per APN
The PCRF shall only apply the proceduresin the present subclause if the the CondPolicylnfo feature is supported.

If the time conditioned APN policy info includes Conditional APN policy info, then Conditional APNPolicylnfo feature
isrequired to be supported in addition.

The procedures in subclause 4.5.5.12.1 apply with clarifications in the present subclause.

The Conditional-Policy-Information AV P shall include the Unconditional APN policy info and/or Conditional APN
policy info as defined in subclause 4.5.5.7.

NOTE: Time conditioned APN policy info for the APN-AMBR change helps reducing the signaling load over
Gx. However the APN-AMBR change needs to be communicated to the UE. Consequently a
simultaneous change of the APN-AMBR for many UE(s) may introduce a signaling storm in the EPC
(e.g. over S5/S8/S2a/S2b). The PCRF can avoid this simultaneous change of the APN-AMBR (e.g.
spread the time conditioned change over time for many UES).

The PCEF shall after applying a time conditioned instruction to change the authorized QoS per APN enforce the
authorized QoS per APN as defined in subclause 4.5.5.8.

If the PCRF del etes time conditioned authorized QoS per APN, it shall within the same command provide a QoS-
Information AV P with new authorized APN policy info.

If Conditional-Policy-Information AV P(s) to change the authorized QoS per APN are received by the PCEF and the
earliest Execution-Time isin the past, then the PCEF shall immediately enforce the most recent time conditioned
instance containing an authorized QoS per APN that is not in the future.

455.12.3 Time conditioned authorized default EPS bearer QoS

The PCRF shall only apply the proceduresin the present subclause if the the CondPolicyl nfo-DefaultQoS featureis
supported.

The time conditioned authorized default EPS bearer QoS isonly applicable for IP CAN types where the Provisioning of
authorized QoS for the Default EPS Bearer procedure in subclause 4.5.5.9 is applicable.

The proceduresin subclause 4.5.5.12.1 apply with clarifications in the present subclause.

The Conditional -Policy-Information AVP shall include the default EPS bearer QoS info in the Default-EPS-bearer-QoS
AVP as described in subclause 4.5.5.9.
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NOTE: Time conditioned default EPS bearer QoS info change helps reducing the signaling load over Gx.
However the default EPS Bearer QoS info change needs to be communicated to the UE. Consequently a
simultaneous change of the default EPS bearer QoS for many UE(s) may introduce a signaling storm in
the EPC (e.g. over S5/S8/S2a/S2b). The PCRF can avoid this simultaneous change of the default EPS
bearer QoS (e.g. spread the time conditioned change over time for many UEs).

The PCEF shall after applying atime conditioned instruction to change the authorized default EPS bearer QoS enforce
the authorized default EPS bearer QoS as defined in subclause 4.5.5.10. If the Rule-Bound-to-Default-Bearer featureis
supported by both the PCEF and PCRF as described in clause 5.4.1, al PCC rule(s) with the Default-Bearer-Indication
AVP settoBIND_TO_DEF BEARER (0) shal remain bound to the default bearer as described in subclause 4.5.5.12.
For any other PCC rule previously bound to the default bearer, PCEF shall then perform the bearer binding according to
clause 5.4in 3GPP TS 29.213 [8].

If the PCRF del etes time conditioned authorized default EPS bearer Q0S, it shall within the same command provide a
Default-EPS-Bearer-QoS AV P with new authorized default EPS bearer QoS.

If Conditional-Policy-Information AV P(s) to change the authorized default EPS bearer QoS are received by the PCEF
and the earliest Execution-Time isin the past, then the PCEF shall immediately enforce the most recent time
conditioned instance containing an authorized default EPS bearer QoS that is not in the future.

455.13 Policy provisioning and enforcement of authorized QoS for service data flows
that shall be bound to the default bearer

If the Rule-Bound-to-Default-Bearer feature is supported by both the PCEF and PCRF as described in clause 5.4.1, the
PCRF may indicate to the PCEF that a PCC rule shall be bound to the default bearer and shall remain on the default
bearer. The PCEF shall then, for the indicated PCC rule bind it to the default bearer until the PCC rule is removed or
until the PCRF modifies the PCC rule to set the Default-Bearer-Indication AVP to the value
BIND_TO_APPLICABLE_BEARER(1). The PCEF in this second case shall evaluate the full QoS information within
the QoS-Information AVP and follow norma policy enforcement procedures for authorized QoS per service data flow
as descibed in subclause 4.5.5.3.

NOTE: QoS-Class-Identifier AV P and Allocation-Retention-Priority AV P within QoS-Information AV P included
in the PCC rule are only used by the PCEF for bearer binding purposes when the Default-Bearer-
Indication AVPisnot included inthe PCCrule or it isset to BIND_TO_APPLICABLE_BEARER (1).

The PCRF shall provide the Default-Bearer-Indication AV P within the Charging-Rule-Definition AVP set to
BIND_TO_DEF BEARER (0) in order to indicate that the related PCC rule shall be bound to the default bearer.

If the Default-Bearer-Indication AVP set to BIND_TO_DEF _BEARER (0) within the Charging-Rule-Definition AVP
is received in the PCEF, the PCEF shall bind the related PCC rule to the default bearer. Thisremains valid until the
PCC ruleisremoved or if the PCRF indicates to the PCEF that the binding to the default bearer no longer applies.

The PCEF shall ignore any values included in QoS-Class-Identifier AVP and Allocation-Retention-Priority AVP within
the QoS-Information AVP of the Charging-Rule-Definition AVP if the Default-Bearer-Indication AVP set to
BIND_TO_DEF BEARER (0) isincluded in the same Charging-Rule-Definition AV P.If the PCRF has previously
indicated to the PCEF that a PCC rule shall be bound to the default bearer, to indicate that the binding to the default
bearer no longer applies the PCRF shall initiate a PCC rule modification as descibed in subclause 4.5.5.2, including the
Default-Bearer-Indication AVP set to BIND_TO_APPLICABLE_BEARER (1). The PCEF in this case shall evaluate
the full QoS information within the QoS-Information AVP and follow normal policy enforcement procedures for
authorized QoS per service data flow as descibed in subclause 4.5.5.3.

If the PCRF has not previously indicated to the PCEF that a PCC rule shall be bound to the default bearer (i.e. it may be
bound to another bearer) in order to indicate that the binding to the default bearer applies, the PCRF shdl initiate a PCC
rule modification as described in subclause 4.5.5.2, including the Default-Bearer-Indication AV P set to
BIND_TO_DEF BEARER (0). The PCEF in this case shall follow the procedures described in this subclause.

45.6 Indication of IP-CAN Bearer Termination Implications

This procedure applies to those IP-CAN networks that support multiple bearers. This procedure applies only to
dedicated bearers. For 3GPP-GPRS IP-CAN network, see annex A.
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If thelast IP CAN bearer within an IP CAN session is being terminated, the PCEF shall apply the proceduresin
clause 4.5.7 to indicate the IP CAN session termination.

When the PCEF detects that a dedicated IP-CAN bearer could not be activated or has been terminated it shall remove
the affected PCC rules and send a CCR command to the PCRF with CC-Request-Type AV P set to the value
"UPDATE_REQUEST", including the Charging-Rule-Report AV P specifying the affected PCC rules with the PCC-
Rule-Status set to inactive and including the Rule-Failure-Code AV P assigned to the value
RESOURCE_ALLOCATION_FAILURE (10).

If the RAN-NAS-Cause feature is supported, the PCEF shall provide the available access network information within
the 3GPP-User-Location-Info AVP (if available), TWAN-Identifier (if available and Trusted-WLAN featureis
supported), User-Location-Info-Time AVP (if available) and 3GPP-MS-TimeZone AVP (if available). Additionally, if
the PCEF receives from the access network the RAN cause and/or the NAS cause, the TWAN cause or the untrusted
WLAN cause due to bearer termination the PCEF shall provide the received cause(s) in the RAN-NAS-Release-Cause
AVP included in the Charging-Rule-Report AVP.

This shall be done whenever one of these conditions applies:
- The PCEF isrequested by the IP-CAN to initiate the deactivation of abearer,

- PCCruleg(s) are removed/deactivated by the PCEF without PCRF request (e.g. due to unsuccessful reservation of
resources to satisfy the bearer binding).

NOTE: The PCEF will not initiate the deactivation of the bearer upon reception of the UE-initiated resource
modification procedure indicating packet filter deletion. If all the PCC rules associated to a bearer have
been deleted as a consequence of the PCRF interaction, the PCEF will initiate the bearer termination
procedure towards the |P-CAN network.

Signalling flows for the IP-CAN bearer termination and details of the binding mechanism are presented in
3GPP TS 29.213[8].

457 Indication of IP-CAN Session Termination

The PCEF shall contact the PCRF when the IP-CAN session is being terminated. The PCEF shall send a CC-Request
with CC-Request-Type AVP set to the value "TERMINATION_REQUEST".

If the RAN-NAS-Cause feature is supported, the PCEF shall provide the available access network information within
the 3GPP-User-Location-Info AVP (if available), TWAN-Identifier (if available and Trusted-WLAN is supported),
User-Location-Info-Time AV P (if available) and 3GPP-MS-TimeZone AVP (if available). Additionally, if the PCEF
receives from the access network the RAN cause and/or the NAS cause, the TWAN cause or the untrusted WLAN
cause due to IP-CAN session termination the PCEF shall provide the received cause(s) in the RAN-NAS-Rel ease-Cause
AVP at command level.

If the PCEF needsto send an IP-CAN session termination regquest towards a PCRF which is known to have restarted
since the IP-CAN session establishment, the PCEF should not send CC-Request to inform the PCRF.

NOTE: When aPCRF is known to have restarted, the PCC contexts and Diameter sessions affected by the failure
arelost in the PCRF, the PCEF does not need to inform the PCRF for this case.

When the PCRF receives the CC-Request, it shall acknowledge this message by sending a CC-Answer to the PCEF.

NOTE: According to DCC procedures, the Diameter Credit Control session is being terminated with this message
exchange.

Signalling flows for the IP-CAN session termination are presented in 3GPP TS 29.213 [8].

4.5.8 Request of IP-CAN Bearer Termination

This procedure applies to those IP-CAN networks that support multiple bearers. This procedure applies only to
dedicated bearers. For 3GPP-GPRS IP-CAN network, see annex A.

As a consequence of the removal of PCC rulesinitiated by the PCRF, the PCEF may require the termination of an
existing bearer. The PCRF may not be aware that it requests the termination of an IP-CAN bearer by removing certain
PCC rules.
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The PCRF may request the removal of the PCC rules by using the PCC rule provisioning procedures in clause 4.5.2 to
remove all PCRF-provisioned PCC rules and deactivate all PCC rules predefined within the PCEF. The PCRF may
either completely remove these PCC rules from the IP CAN session or reinstall them (e.g. by changing the QoS or
charging information) within the IP CAN session. When all the PCC rules applied to one bearer have been deleted
and/or deactivated, the PCEF will instantly start the bearer termination procedure.

When Enh-RAN-NAS-Cause feature is supported, the PCRF removing PCC rules using the RAR command shall
maintain locally the PCC rules that were marked as requiring release confirmation until the the PCEF reports
RESOURCE_RELEA SE (53) event trigger as described in subclause 5.3.7.

NOTE: Thisisdoneto allow the PCRF to notify the AF when there is an abnormal termination of the bearer. The
PCRF does not have to retry the removal of these PCC Rules.

When Enh-RAN-NAS-Cause feature is supported, the PCEF shall maintain locally the PCC rules that were included in
the Charging-Rule-Remove AV P with the Resource-Release-Notification AV P set to the value
ENABLE_NOTIFICATION (0) until it reports RESOURCE_RELEASE (53) event trigger as described in

subclause 5.3.7 upon reception of the resource rel ease outcome from the network.

If the selected Bearer Control Mode (BCM) is UE-only, and the PCRF receives atrigger for the removal of all PCC
rules from the AF, the following steps apply. In order to avoid race conditions, the PCRF should start a timer to wait for
the UE-initiated resource release message. If a UE-initiated resource release is performed before timer expiry, the PCRF
will receive an Indication of IP-CAN Bearer Termination Implications according to clause 4.5.6 and shall then not
perform the removal of the PCC rules. Otherwise, if the timer expires, the PCRF shall remove/deactivate the affected
PCC rules that have been previoudly installed/activated.

If the selected BCM is UE-only, and the PCRF decides to remove one or more PCC rules due to an internal trigger or
trigger from the SPR, the PCRF shall instantly remove/deactivate the affected PCC rules that have been previously
installed/acti vated.

If the selected BCM is UE/NW, and the PCRF removes/deactivates at the PCEF, all PCC rulesbound to an IP CAN
bearer (dueto any trigger), the PCEF shall instantly start the procedures to terminate the related IP-CAN bearer.

If no more PCC rules are applied to an IP CAN bearer, the PCEF shall apply IP CAN specific proceduresto terminate
the IP CAN bearer, if such procedures exist for this 1P CAN type.

If the Enh-RAN-NAS-Cause feature is supported and the bearer is terminated as a consequence of the removal of one or
more PCC rules, the PCEF shall inform the PCRF about the completion of the bearer procedure related to the removal
of PCC rules that indicated resource release notification by including the Resource-Release-Notification AVP with the
value ENABLE_NOTIFICATION (0) within the corresponding Charging-Rule-Remove AV P. by reporting the
RESOURCE_RELEA SE (53) event trigger.If the PCEF received from the access network some RAN/NAS release
cause(s), TWAN release cause(s) or untrusted WLAN release cause(s), the PCEF shall also provide the received
cause(s) in the Charging-Rule-Report AV P. The PCEF shall also provide the avail able access network information
within the 3GPP-User-Location-Info AVP (if available), TWAN-Identifier (if available and Trusted-WLAN is
supported), User-Location-Info-Time AVP (if available) and 3GPP-MS-TimeZone AVP (if available).

4.5.9 Request of IP-CAN Session Termination
The PCRF may request the IP-CAN session termination in the following instances:

- If the PCRF decides to terminate an IP CAN session due to an internal trigger or trigger from the SPR, the PCRF
shdl send an RAR command including the Session-Release-Cause AV P to the PCEF. The PCEF shall
acknowledge the command by sending an RAA command to the PCRF.

- The PCRF may also decide to terminate an IP CAN session upon receiving CCR command with a CC-Request-
Type AVP set to the value "UPDATE_REQUEST" from the PCEF (e.g. when usage quota reached). In that case,
the PCRF shall send a CCA command including the Session-Release-Cause AV P to the PCEF.

The PCEF shall instantly remove/deactivate all the PCC rules that have been previously installed or activated on that
IP-CAN session. The PCEF shall apply IP CAN specific procedures to terminate the IP CAN session. Furthermore, the
PCEF shall apply the indication of IP CAN Session Termination procedure in clause 4.5.7.

See Annex A for 3GPP-GPRS access type.
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45.10 Bearer Control Mode Selection

The PCEF may indicate, viathe Gx reference point, arequest for Bearer Control Mode (BCM) selection at IP-CAN
session establishment or IP-CAN session modification (e.g. as a consequence of an SGSN change). It will be done using
the PCC rule request procedure.

NOTE 1: For the cases where Gxx is deployed in the network, the Bearer Control Mode selection may occur either
in the Gxx reference point or Gx reference point, depending on the IP-CAN type. See access specific
annexes.

When applicable for the IP-CAN type, if information about the support of network-initiated proceduresis available, the
PCEF shall supply at IP-CAN Session Establishment, the Network-Request-Support AVP in the CC-Request with a
CC-Reguest-Type AVP set to the value "INITIAL_REQUEST". At IP-CAN Session Modification, the PCEF shall
supply, if available, the Network-Request-Support AVP in the CC-Request with a CC-Request-Type AVP set to the
value "UPDATE_REQUEST". The Network-Request-Support AV P indicates the access network support of the
network requested bearer control.

The PCRF derives the selected Bearer-Control-Mode AV P based on the received Network-Request-Support AVP,
access network information, subscriber information and operator policy. If the selected bearer control mode is UE_NW,
the PCRF shall decide what mode (UE or NW) shall apply for every PCC rule.

NOTE 2: For operator-controlled services, the UE and the PCRF may be provisioned with information indicating
which mode is to be used.

When applicable for the IP-CAN type, at IP-CAN session establishment, if the PCEF provided the Network-Request-
Support AV P, the selected bearer control mode shall be provided within the Bearer-Control-Mode AV P to the PCEF
using the PCC Rules provision procedure. At IP-CAN session modification, if the PCEF provided the Network-
Reguest-Support AV P, the PCRF shall a'so provide the Bearer-Control-Mode AV P with the new value if the selected
bearer control mode has changed. The selected value will be applicable for the whole IP-CAN session.

When the bearer binding function is changed from the BBERF to the PCEF, the PCEF may indicate, via the Gx
reference point, areguest for Bearer Control Mode (BCM) selection at IP-CAN session modification as described
above.

NOTE 3: The bearer binding function can be changed from the BBERF to the PCEF when the UE moves from a
case 2a) system or acase 2b) system to a case 1) system (see 3GPP TS 29.213 [8]).

4.5.11 Provisioning of Event Report Indication

For the cases where Gxa and/or Gxc are deployed in the network, the PCEF may indicate the PCRF to be informed
about specific changes occurred in the access network. In this case, the PCRF shall subscribe to the appropriate event
triggersin the BBERF according to clause 4a.5.8. After receiving the reply of the event subscription from the BBERF,
the PCRF shall send the event related information to the PCEF by using a RAR command. The Event Report concept is
defined in 3GPP TS 23.203[7] clause 3.1.

When PCRF is notified that an event is triggered in the BBERF, if the PCEF has previously requested to be informed of
the specific event, the PCRF shall notify the PCEF about the event occurred together with additional related
information. This notification will be done by using the Event-Report-Indication AV P. There may be neither PCC Rule
provisioning nor Event Trigger provisioning together with event report indication in this message.

Whenever the PCEF subscribes to an event report indication by using the CCR command, the PCRF shall only send the
corresponding currently applicable values which have been updated (e.g. 3GPP-User-Location-Info, 3GPP2-BSID, €tc.)
to the PCEF in the CCA if available. In this case, the Event-Trigger AV Ps shall not be included.

NOTE: The PCRF can get the currently applicable values during the IP-CAN session establishment procedure or
during the information reporting from the BBERF when the BBERF gets event subscription from the
PCRF as defined in clause 5.3.7.

When multiple BBERFs exist asin flow mobility case, the PCEF may subscribe to different event triggers at different
BBERFs. In this case, the PCEF shall include the Routing-IP-Address AV P within the Event-Report-Indication AVP to
identify the BBERF for which the event triggers are to be installed. If the PCEF did not include Routing-1P-Address
AVP within the Event-Report-Indication AVP, then the Event-Report-Indication AV P appliesto all the BBERFs and
the same event triggers will be installed on all of them.
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45.12 PCC Rule Error Handling

If the installation/activation of one or more PCC rulesfails, the PCEF shall include one or more Charging-Rule-Report
AVP(s) in either a CCR or an RAA command as described below for the affected PCC rules. Within each Charging-
Rule-Report AV P, the PCEF shall identify the failed PCC rule(s) by including the Charging-Rule-Name AV P(s) or
Charging-Rule-Base-Name AV P(s), shal identify the failed reason code by including a Rule-Failure-Code AVP, and
shall include the PCC-Rule-Status AV P as described bel ow:

- If theinstallation/activation of one or more PCC rulesfails using a PUSH mode (i.e., the PCRF install g/activates
arule using RAR command), the PCEF shall communicate the failure to the PCRF in the RAA response to the
RAR if the validation of the PCC Rule was unsuccessful or in a CCR command if the resource allocation for the
PCC Rule was unsuccessful.

- If theinstallation/activation of one or more PCC rulesfails using a PULL mode (i.e., the PCRF installg/activates
arule using a CCA command) the PCEF shall send the PCRF a new CCR command and include the Rule-
Failure-Code AVP.

If the installation/activation of one or more new PCC rules (i.e., rules which were not previously successfully installed)
fails, the PCEF shall set the PCC-Rule-Status to INACTIVE for both the PUSH and the PULL modes.

Theremoval of a PCC rule shall not fail, even if the IP-CAN session procedures with the UE fail. The PCEF shall retain
information on the removal and conduct the necessary IP-CAN session procedures with the UE when it is possible.

If the modification of a currently active PCC rule using PUSH mode fails, the PCEF shall retain the existing PCC rule
as active without any modification unless the reason for the failure has an impact aso on the existing PCC rule. The
PCEF shall report the modification failure to the PCRF using the RAA command when the validation of the PCC Rule
installation was unsuccessful or using the CCR command when the resource alocation for the corresponding PCC Rule
was unsuccessful.

If the modification of a currently active PCC rule using PULL mode fails, the PCEF shall retain the existing PCC rule
as active without any modification unless the reason for the failure has an impact also on the existing PCC rule. The
PCEF shall report the modification failure to the PCRF using the CCR command.

If the RuleVersioning feature is supported and the PCRF included a Content-Version AVP as part of the Charging-
Rule-Definition AVP when installing or modifying a PCC rule for both the PULL and PUSH modes, then if the
resource alocation for the corresponding PCC rule was unsuccessful, the PCEF shall include the Content-Version AVP
as part of the Charging-Rule-Report AV P. Depending on the value of the Rule-Failure-Code AV P, and when

applicable, depending also on the value of the Content-Version AVP, for PULL and PUSH mode, the PCRF may decide
whether retaining of the old PCC rule, re-installation, modification, removal of the PCC rule or any other action applies.

If a PCC rule was successfully installed/activated, but can no longer be enforced by the PCEF, the PCEF shall send the
PCRF anew CCR command and include a Charging-Rule-Report AV P. The PCEF shall include the Rule-Failure-Code
AVP within the Charging-Rule-Report AVP, and shall set the PCC-Rule-Statusto INACTIVE and include the rule
content version within the Content-Version AVP if it was included when the PCC rule was provisioned.

NOTE: When the PCRF receives PCC-Rule-Status set to INACTIVE, the PCRF does not need request the PCEF
to remove the inactive PCC rule.

If the RAN-NAS-Cause feature is supported and as part of any of the procedures described in this clause the PCEF
receives from the access network some RAN/NAS release cause(s), TWAN release cause(s) or untrusted WLAN

release cause(s), the PCEF shall also provide the received cause(s) in the Charging-Rule-Report AVP. If RAN-NAS-
Cause feature is supported the PCEF shall provide the available access network information within the 3GPP-User-
Location-Info AVP (if available), TWAN-Identifier (if available and Trusted-WLAN is supported), User-Location-Info-
Time AVP (if available) and 3GPP-MS-TimeZone AVP (if available).

4.5.13 Time of the day procedures

PCEF shall be able to perform PCC rule request asinstructed by the PCRF. To do so, the PCRF shall provide the Event-
Trigger AV P with the value REVALIDATION_TIMEOUT (17) if the event trigger is not previously set and in
addtition the Revalidation-Time AV P when set by the PCRF. This shall cause the PCEF to trigger a PCRF interaction to
request PCC rules from the PCRF for an established IP CAN session. The PCEF shall stop the timer once the PCEF
triggersan REVALIDATION_TIMEOUT event. The PCEF should send the PCC rule request during a preconfigured
period before the indicated revalidation time.
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NOTE 1: The PCRF isexpected to be prepared to provide a new policy, as desired for the revalidation time, during
apreconfigured period before the revalidation time. The preconfigured periods in the PCEF and PCRF
need to be aigned.

PCRF shall be able to provide a new value for the revalidation timeout by including Revalidation-Time AVP in CCA or
RAR. The PCRF may provide the Revalidation-Time AV P together with the event trigger
REVALIDATION_TIMEOUT or in asubsequent PCC rule provisioning.

PCRF shall be able to stop the revalidation timer by disabling the REVALIDATION_TIMEOUT event trigger.

NOTE 2: By disabling the REVALIDATION_TIMEOUT the revalidation time value previously provided to the
PCEF is not applicable anymore.

The PCRF may control at what time the status of a PCC rule changes.

1) If Rule-Activation-Time is specified only and has not yet occurred, then the PCEF shall set the PCC rule inactive
and make it active at that time. If Rule-Activation-Time has passed, then the PCEF shall immediately set the
PCC rule active.

2) If Rule-Deactivation-Time is specified only and has not yet occurred, then the PCEF shall set the PCC rule
active and make it inactive at that time. If Rule-Deactivation-Time has passed, then the PCEF shall immediately
set the PCC ruleinactive.

3) If both Rule-Activation-Time and Rule-Deactivation-Time are specified, and the Rule-Activation-Time occurs
before the Rule-Deactivation-Time, and also when the PCC ruleis provided before or at the time specified in the
Rule-Deactivation-Time, the PCEF shall handle the rule as defined in 1) and then as defined in 2).

4) If both Rule-Activation-Time and Rule-Deactivation-Time are specified, and the Rule-Deactivation-Time occurs
before the Rule-Activation-Time, and also when the PCC ruleis provided before or at the time specified in the
Rule-Activation-Time, the PCEF shall handle the rule as defined in 2) and then as defined in 1).

5) If both Rule-Activation-Time and Rule-Deactivation-Time are specified but time has aready occurred for both,
and the Rule-Activation-Time occurs before the Rule-Deactivation-Time, then the PCEF shall immediately set
the PCC rule inactive.

6) If both Rule-Activation-Time and Rule-Deactivation-Time are specified but time has passed for both, and the
Rule-Deactivation-Time occurs before the Rule-Activation-Time, then the PCEF shall immediately set the PCC
rule active.

PCC Rule Activation or Deactivation will not generate any CCR commands with Charging-Rule-Report since PCRF is
already aware of the state of the rules.

If Rule-Activation-Time or Rule-Deactivation-Timeis specified in the Charging-Rule-Install then it will replace the
previoudy set values for the specified PCC rules. If Rule-Activation-Time AV P, Rule-Deactivation-Time AVP or both
AV Ps are omitted, then any previous value for the omitted AVP isno longer valid.

The 3GPP-MS-TimeZone AV P, if available, may be used by the PCRF to derive the Rule-Activation-Time and Rule-
Deactivation-Time.

If the PCC rule(s) that include the Rule-Activation-Time AV P are bound to a bearer that will require traffic mapping
information to be sent to the UE, the PCEF shall report the failure to the PCRF by including the Charging-Rule-Report
AVP with the Rule-Failure-Code set the value "NO_BEARER_BOUND (15)" for the affected PCC rule(s) identified by
the Charing-Rule-Name AV P in either a CCR or an RAA command.

NOTE 3: Thislimitation prevents dependencies on the signalling of changed traffic mapping information towards
the UE.

The PCC rulesincluding Rule-Activation-Time and Rule-Deactivation-Time shall not be applied for changes of the
QoS or service data flow filter information.

The PCRF may modify a currently installed PCC rule, including setting, modifying or clearing its deferred activation
and/or deactivation time. When modifying a dynamic PCC rule with a prior and/or new deferred activation and/or
deactivation time, the PCRF shall provide all attributes of that rule in the Charging-Rule-Definition AVP, including
attributes that have not changed.
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NOTE 4: Inthiscase, the PCRF omission of an attribute that has a prior value will erase that attribute from the PCC
rule.

45.14 Trace activation/deactivation

Trace activation/deactivation at the P-GW takes place via the PCRF and is 3GPP-EPS access specific. See Annex B for
further information.

4.5.15 [IMS Emergency Session Support
45151 Functional Entities

The PCRF shall store a configurable list of Emergency APNsthat are valid for the operator to which the PCRF bel ongs
to.

For emergency APNs, the IMSI may not be present. The PCEF, BBERF and PCRF shall support request for PCC/QoS
Rules that do not include an IMSI.

45.15.2 PCC procedures for Emergency services over Gx reference point

45.15.2.1 Request for PCC Rules for Emergency services

The PCEF executes the same procedure as for a Reguest for PCC Rules unrelated to Emergency Services described in
clause 4.5.1.

A PCEF that requests PCC Rules at IP-CAN Session Establishment shall send a CCR command with CC-Request-Type
AVP settovaue"INITIAL_REQUEST" and the Called-Station-1d AV P including the Emergency APN. The PCEF
may include the IMSI within the Subscription-ld AVP and if the IMSI is not available the PCEF shall include the IMEI
within the User-Equipment-Info AVP. The PCEF may include the rest of the attributes described in clause 4.5.1. The
PCEF may also include the MSISDN if available within the Subscription-ld AVP.

Any PCEF-initiated requests for PCC Rulesfor an IMS Emergency service that include the
"RESOURCE_MODIFICATION_REQUEST" Event-Trigger AV P shall be rejected by the PCRF with the error
DIAMETER_ERROR_TRAFFIC_MAPPING_INFO_REJECTED.

If the PCRF detects that the initia or subsequent CCR command shall be rejected, it shall execute the procedure for the
type of Gx experimental result code described in clause 4.5.1.

45.15.2.2 Provisioning of PCC Rules for Emergency services
45.15.2.2.1 Provisioning of PCC Rules at Gx session establishment

The PCRF shall detect that a Gx session isrestricted to IMS Emergency services when a CCR command is received
with a CC-Request-Type AVP set to value "INITIAL_REQUEST" and the Called-Station-1d AVP includes a PDN
identifier that matches one of the Emergency APNs from the configurable list. The PCRF:

- shdl provision PCC Rules restricting the access to Emergency Services (e.g. P-CSCF(s), DHCP(s) and DNS (s)
and SUPL(s) addresses) as required by local operator policiesin a CCA command according to the procedures
described in clause 4.5.2.

- may provision the authorized QoS that applies to the default EPS bearer within the Default-EPS-Bearer-QoS
AVPinaCCA command according to the procedures described in clause 4.5.5.10 except for obtaining the
authorized QoS upon interaction with the SPR. The value for the Priority-Level AVP shall be assigned as
required by local operator policies (e.g. if an IMS Emergency session is prioritized the Priority-Level AVP may
contain avalue that is reserved for an operator domain use of IMS Emergency sessions). If the IP-CAN-Type
AVPisassigned to "3GPP-EPS' or "3GPP-GPRS' the values for Pre-emption-Capability AV P and the Pre-
emption-Vulnerability AVP shall be assigned as required by local operator policies.

- may provision the authorized QoS that appliesto an APN in a CCA command according to the procedures
described in clause 4.5.5.7.

- shdl aways assign NW mode to the PCC Rules that are bound to an IP-CAN session restricted to Emergency
services.
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When the PCEF detects that the provisioning of PCC Rules failed, it shall execute the procedure for the type of Gx
experimental result code described in clause 4.5.2.

45.15.2.2.2 Provisioning of PCC Rules for Emergency Services

When the PCRF receives IMS service information from the AF for an Emergency service and derives authorized PCC
Rules from the service information, the Priority-Level AV P in the QoS information within the PCC Rule shall be
assigned a priority as required by local operator policies (e.g. if an IMS Emergency session is prioritized the Priority-
Level AVP may contain avalue that is reserved for an operator domain use of IMS Emergency session). If the IP-CAN
Type AVPisassigned to "3GPP-EPS" or "3GPP-GPRS" and the Pre-emption-Capability AVP and Pre-emption-
Vulnerability AV P were received within the Allocation-Retention-Priority AVP in the Default-EPS-Bearer-QoS AVP
intheinitial CCR command, the val ues of the Pre-emption-Capability AVP and Pre-emption-V ulnerability AVP shall
also be assigned as required by local operator policies.

The PCRF shall immediately initiate a PUSH procedure as described in clause 4.5.2.0 to provision PCC Rules and the
procedures described in clause 4.5.5.2 to provision the authorized QoS per service data flow.

The provisioning of PCC Rules at the PCEF that require the establishment of a dedicated bearer for emergency services
shall cancel the inactivity timer in the PCEF, if running.

Any PCEF-initiated request for PCC Rulesfor an IMS Emergency service triggered by Event-Trigger AV P assigned to
"RESOURCE_MODIFICATION_REQUEST" (i.e. UE-initiated resource reservation) shall be rejected by the PCRF
with the error DIAMETER_ERROR_TRAFFIC_MAPPING_INFO_REJECTED. If the Bearer Control Mode is
assigned to "UE_ONLY" and the PCRF receives arequest for PCC Rules that are associated with an Emergency
service, it shall provision PCC Rules as described in clause 4.5.2 and the authorized QoS per service dataflow as
described in clause 4.5.2.2.

The PCEF shall execute the procedures described in clause 4.5.2.0 and clause 4.5.5.3 to ensure that a new |P-CAN
bearer is established for the Emergency service.

When the PCEF detects that the provisioning of PCC Rules failed, it shal execute the procedure for the type of Gx
experimental result code described in clause 4.5.12.

45.15.2.3 Removal of PCC Rules for Emergency Services

The reception of arequest to terminate an AF session for an IMS Emergency service by the PCRF triggers the removal
of PCC Rules assigned to the terminated IMS Emergency Service from the PCEF by using a RAR command with
Charging-Rule-Remove AV P including the removed PCC Rules.

At reception of a RAR that removes one or several PCC Rules from an IP-CAN Session restricted to emergency
services the PCEF shall:

- when all PCC Rules bound to an IP-CAN bearer are removed, initiate an IP-CAN bearer termination procedure
asdefinedin clause 4.5.8.

- when not al PCC Rule bound an IP-CAN bearer are removed, initiate an IP-CAN bearer modification procedure
as defined in clause 4.5.2 and clause 4.5.5.1.

In addition, the PCEF shall initiate an inactivity timer if all PCC Rules with a QCl other than the default bearer QCI or
the QCI used for IMS signalling were removed from the |P-CAN session restricted to Emergency Services. When the
inactivity timer expires the PCEF shdl initiate an IP-CAN session termination procedure as defined in clause 4.5.7.

45.15.2.4 Removal of PCC Rules at Gx session termination

The reception of arequest to terminate the IP-CAN session restricted to IMS Emergency session shall trigger the
termination of the Gx session for IMS Emergency session as defined in clause 4.5.7.

45.16 Requesting Usage Monitoring Control

The PCRF may indicate, via the Gx reference point, the need to apply monitoring control for the accumulated usage of
network resources on an IP-CAN session basis. Usageis defined as volume or time of user plane traffic. Monitoring for
traffic volume and traffic time can be performed in parallel. The data collection for usage monitoring control shall be
performed per monitoring key, which may apply for a single service data flow, a set of service dataflows or for al the
traffic in an IP-CAN session. If the usage monitoring of an IP-CAN session level is enabled, the PCRF may request the
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PCEF to exclude a single service data flow or a set of service data flows from the usage monitoring of IP-CAN session
level.

If the PCRF requests usage monitoring control and if at thistime, the PCRF is not subscribed to the
"USAGE_REPORT" Event-Trigger, the PCRF shall include the Event-Trigger AVP, set to the value
"USAGE_REPORT", in a CC-Answer or RA-Request. The PCRF shall not remove the "USAGE_REPORT" Event-
Trigger AV P while usage monitoring is still active in the PCEF.

At IP-CAN session establishment and modification, the PCRF may provide the applicable thresholds, volume threshold,
time threshold or both volume threshold and time threshold, for usage monitoring control to the PCEF, together with the
respective monitoring keys. To provide theinitial threshold for one or more monitoring key(s), the PCRF may include
the threshold in either RA-Request or in the response of a CC-Request initiated by the PCEF.

During the IP-CAN session establishment, the PCRF may receive information about total allowed usage per PDN and
UE from the SPR, i.e. the overall amount of allowed traffic volume and/or time of usage that are to be monitored per
PDN and UE and/or total allowed usage for Monitoring key(s) per PDN and UE.

NOTE: The details associated with the Sp reference point are not specified in this Release.

In order to provide the applicable threshold for usage monitoring control, the PCRF shall include a Usage-Monitoring-
Information AV P per monitoring key. The threshold level shall be provided in its Granted-Service-Unit AVP.
Threshold levels may be defined for:

- thetotal volume only; or

- theuplink volume only; or

- the downlink volume only; or

- theuplink and downlink volume; or
- thetime

The PCRF shall provide the applicable volume threshold(s) in the CC-Total-Octets, CC-Input-Octets or CC-Output-
Octets AV Ps and/or time threshold in the CC-Time AVP of the Granted-Service-Unit AVP. The monitoring key shall
be provided in the Monitoring-Key AV P. The PCRF may provide multiple usage monitoring control instances. The
PCRF shall indicate if the usage monitoring instance appliesto the IP-CAN session or to one or more PCC rules. For
this purpose, the Usage-Monitoring-Level AV P may be provided with a value respectively set to SESSION_LEVEL or
PCC_RULE_LEVEL. The PCRF may provide one usage monitoring control instance applicable at IP-CAN session
level and one or more usage monitoring instances applicable at PCC Rule level. If the IP-CAN level usage monitoring
isenabled and if the service data flow(s) need to be excluded from IP-CAN session level usage monitoring, the PCRF
shall provide an indication of exclusion from session level monitoring associated with the respective PCC rule(s) by
including the Monitoring-Flags AV P with the bit 0 set in the corresponding Charging-Rule-Install AV P when the PCRF
installs or updates the PCC rule(s). If the exclusion is enabled, the PCRF may disable the exclusion again by including
the Monitoring-Flags AV P with the bit O not set in the corresponding Charging-Rule-Install AVP.

The PCRF may provide a Monitoring-Time AVP to the PCEF for the monitoring keys(s) in order to receive reports for
the accumul ated usage before and after the monitoring time occurs within the report triggered by the events defined in
4.5.17.1-4.5.17.5. In such a case, there may be two instances of Granted-Service-Unit AV P within Usage-Monitoring-
Information AV P per monitoring key. One of them indicates the threshold levels before the monitoring time occurs, and
the other one, which includes Monitoring-Time AV P, indicates the subsequent threshold levels after the monitoring
time occurs. The detailed functionality in such a case is defined by 4.5.17.6.

If the PCRF wishes to modify the threshold level for one or more monitoring keys, the PCRF shall provide the
thresholds for all the different levels applicable to the corresponding monitoring key(s).

If the PCRF wishes to modify the monitoring key for the session level usage monitoring instance, it shall disable the
existing session level monitoring usage instance following the procedures defined in 4.5.17.3 and shall provide a new
session level usage monitoring instance foll owing the procedures defined in this clause. The PCRF may enable the new
session level usage monitoring instance and disable the existing session level usage monitoring instance in the same
command.

When the accumulated usage is reported in a CCR command, the PCRF shall indicate to the PCEF if usage monitoring
shall continue for that IP-CAN session, usage monitoring key, or both as follows:
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- If monitoring shall continue for specific level(s), the PCRF shall provide the new thresholds for the level(s) in
the CC-Answer using the same AVP as before (CC-Total-Octets, CC-Input-Octets, CC-Output-Octets AVP or
CC-Time AV P within the Granted-Service-Unit AVP);

- otherwisg, if the PCRF wishes to stop monitoring for specific level(s) the PCRF shall not include an updated
threshold in the CCA command for the stopped level(s) i.e. the corresponding CC-Total-Octets, CC-Input-
Octets, CC-Output-Octets or CC-Time AV Ps shall not be included within Granted-Service-Units AVP.

If both volume and time thresholds were provided and the threshold for one of the measurements is reached, the PCEF
shall report this event to the PCRF and the accumulated usage since last report shall be reported for both measurements.

When usage monitoring is enabled, the PCRF may request the PCEF to report accumul ated usage for one or more
enabled monitoring keys regardlessif a usage threshold has been reached by sending to the PCEF within the Usage-
Monitoring-Information AV P the Usage-Monitoring-Report AV P set to the value
USAGE_MONITORING_REPORT_REQUIRED. The PCRF shall only require PCEF to report accumulated usage for
one or more monitoring keys in a CC-Answer when the PCEF has not provided accumulated usage in the CC-Request
for the same monitoring key(s).

To specify the usage monitoring key for which usage is requested the PCRF shall include the usage monitoring key
within the Monitoring-Key AV P within the Usage-Monitoring-Information AVP. To request usage be reported for all
enabled usage monitoring keys the PCRF shall omit the Monitoring-Key.

The PCRF shall process the usage reports and shall perform the actions as appropriate for each report.

Refer to subclause 4.5.25.2.9 for usage monitoring control support for NBIFOM.

45.17 Reporting Accumulated Usage
45.17.0 General

When usage monitoring is enabled, the PCEF shall measure the volume and/or the time of usage of the IP-CAN session
or the volume and/or the time of usage of the applicable service data flows. The PCEF shall be able to support volume
and time measurements simultaneously for a given IP-CAN session or service data flows. If the PCC ruleisinstalled or
updated with the Monitoring-Flags AV P with the bit 0 set, the PCEF shall not include the corresponding service data
flow in the volume and/or time measurement on IP-CAN session level.

When the time based usage monitoring is supported, the PCRF may optionally indicate to the PCEF, along with other
usage monitoring information provided, the Inactivity Detection Time within the Quota-Consumption-Time AVP. This
value represents the time interval after which the time measurement shall stop for the Monitoring Key, if no packets are
received belonging to the corresponding Monitoring Key. Time measurement shall resume again on receipt of afurther
packet belonging to the Monitoring Key.

Time measurement for a Monitoring key shall also be stopped when time based usage monitoring is disabled, if this
happens before the Inactivity Detection Time is reached.

If an Inactivity Detection Time value of zerois provided, or if no Inactivity Detection Time is present within the usage
monitoring information provided by the PCRF, the time measurement shall be performed continuously from the point at
the first packet is received matching the applicable Monitoring Key and until time based usage monitoring is disabled.

The PCEF shall report accumulated usage to the PCRF in the following conditions:
- when ausage threshold is reached;

- when all PCC rules for which usage monitoring is enabled for a particular usage monitoring key are removed or
deactivated;

- when usage monitoring is explicitly disabled by the PCRF;
- when an IP-CAN session is terminated;
- when requested by the PCRF.

To report accumulated usage for a specific monitoring key the PCEF shall send a CC-Request with the Usage-
Monitoring-Information AV P including the accumulated usage since the last report. For each of the enabled monitoring
keys to be reported, the Usage-Monitoring-1nformation AV P shall include the monitoring key in the Monitoring-Key
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AVP and the accumulated volume usage in the Used-Service-Unit AVP. Accumulated volume reporting shall be done
for the total volume, the uplink volume or the downlink volume as requested by the PCRF, and set in CC-Total-Octets,
CC-Input-Octets or CC-Output-Octets AV Ps of Used-Service-Unit AV P respectively. Accumulated time reporting shall
be set in the CC-Time AVP of Used-Service-Unit AVP. The PCEF shall continue to perform volume and/or time
measurement after the report until instructed by the PCRF to stop the monitoring. If both volume and time
measurements are requested by the PCRF and the threshold for one of the measurements is reached, the PCEF shall
report this event to the PCRF and the accumulated usage since last report shall be reported for both measurements.

In case aMonitoring-Time AVP was provided by the PCRF within one instance of the Granted-Service-Unit AVP
included within the Usage-Monitoring-Information AV P for the usage monitoring control request, the PCEF shall report
as defined in 4.5.17.6.

For cases where the PCRF indicates in a CC-Answer command whether the usage monitoring shall continue asa
response to the reporting of accumulated usage in a CCR command, the PCEF shall behave as follows

- if the PCRF provisions an updated usage threshold in the CCA command, the monitoring continues using the
updated threshold val ue provisioned by the PCRF;

- otherwise, if the PCRF does not include an updated usage threshold in the CCA command, the PCEF shall not
continue usage monitoring for that IP-CAN session, usage monitoring key, or both as applicable.

NOTE: When the PCRF indicates that usage monitoring shall not continuein the CCA, the PCEF does not report
usage which has accumulated between sending the CCR and receiving the CCA.

Upon receiving the reported usage from the PCEF, the PCRF shall deduct the value of the usage report from the total
allowed usage for that IP-CAN session, usage monitoring key, or both as applicable, and the PCRF may a so derive the
PCC rules based on the remaining allowed usage or reported usage and provision them to the PCEF.

Additional proceduresfor each of the scenarios above are described in the following clauses of 4.5.17.

45171 Usage Threshold Reached

When usage monitoring is enabled for a particular monitoring key, the PCEF shall measure the volume and/or the time
of usage of all traffic for the IP-CAN session or the corresponding service data flows and notify the PCRF when a usage
threshold for that monitoring key is reached and report the accumulated usage for that monitoring key and include the
"USAGE_REPORT" Event-Trigger in a CCR command with CC-Request Type AVP set to the value
"UPDATE_REQUEST" by following the procedures to report accumulated usage defined in clause 4.5.17.

45.17.2 PCC Rule Removal

When the PCRF removes or deactivates the last PCC rule associated with a usage monitoring key in an RAR or CCA
command in response to a CCR command not related to reporting usage for the same monitoring key, the PCEF shall
send anew CCR command with the CC-Request-Type set to the value "UPDATE_REQUEST" including the Event-
Trigger set to "USAGE_REPORT" to report accumulated usage for the usage monitoring key within the Usage-
Monitoring-Information AV P using the procedures to report accumulated usage defined in clause 4.5.17.

When the PCEF reports that the last PCC rule associated with a usage monitoring key is inactive, the PCEF shall report
the accumulated usage for that monitoring key within the same CCR command if the Charging-Rule-Report AV P was
included in a CCR command; otherwise, if the Charging-Rule-Report AVP wasincluded in an RAA command, the
PCEF shall send anew CCR command to report accumulated usage for the usage monitoring key.

45.17.3 Usage Monitoring Disabled

Once enabled, the PCRF may explicitly disable usage monitoring as aresult of receiving a CCR from the PCEF which
is not related to reporting usage, other external triggers (e.g., receiving an AF request, subscriber profile update), or a
PCRF internal trigger. When the PCRF disables usage monitoring, the PCEF shall report the accumulated usage which
has occurred while usage monitoring was enabled since the last report.

To disable usage monitoring for a monitoring key, the PCRF shall send the Usage-Monitoring-Information AVP
including only the applicable monitoring key within the Monitoring-Key AV P and the Usage-Monitoring-Support AVP
set to USAGE_MONITORING_DISABLED.

When the PCRF disables usage monitoring in aRAR or CCA command, the PCEF shall send a new CCR command
with CC-Request Type AVP set to the value "UPDATE_REQUEST" and the Event-Trigger AVP set to
"USAGE_REPORT" to report accumulated usage for the disabled usage monitoring key(s).
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45.17.4 IP-CAN Session Termination

At IP-CAN session termination the PCEF shall send the accumulated usage information for all monitoring keys for
which usage monitoring is enabled in the CCR command with the CC-Request-Type AV P set to the value
"TERMINATION_REQUEST" using the procedures to report accumulated usage defined in clause 4.5.17.

If al IP-CAN sessions of a user to the same APN are terminated, the PCRF may store the remaining allowed usage, i.e.
the information about the remaining overall amount of resources, in the SPR.

45.17.5 PCRF Requested Usage Report

When the PCEF receives the Usage-Monitoring-Information AV P including the Usage-Monitoring-Report AVP set to
the value USAGE_MONITORING_REPORT_REQUIRED, the PCEF shall send a new CCR command with CC-
Request Type AVP set to the value "UPDATE_REQUEST" and the Event-Trigger AVP set to "USAGE_REPORT" to
report accumulated usage for the monitoring key received in the Usage-Monitoring-Information AVP using the
procedures to report accumulated usage defined in clause 4.5.17.1. If the volume threshold and time threshold were
provided, the PCEF shall report both the volume usage and time of usage. If the Monitoring-Key AVP was omitted in
the received Usage-M onitoring-Information AV P, the PCEF shall send the accumulated usage for all the monitoring
keys that were enabled at the time the Usage-Monitoring-Information was received.

45.17.6 Report in case of Monitoring Time provided

If Monitoring-Time AVP was provided within one instance of the Granted-Service-Unit AV P included within the
Usage-Monitoring-Information AV P by the PCRF, and if the PCEF needs to report the accumulated usage when one of
the events defined in subclauses 4.5.17.1-4.5.17.5 occurs before the monitoring time, the PCEF shall report the
accumulated usage as defined in subclauses 4.5.17.1-4.5.17.5 and the PCEF shall not retain the monitoring time;
otherwise,

- If two instances of the Granted-Service-Unit AVP are provided by the PCRF,then the PCEF shall, at the
monitoring time, reset the usage threshold to the value of the Granted-Service-Unit AV P with the Monitoring-
Time AVP.

- If only one instance of the Granted-Service-Unit AV P is provided by the PCRF, then the PCEF shall, at the
monitoring time, reset the usage threshold to the remaining value of the Granted-Service-Unit AVP previously
sent by the PCRF (i.e. excluding the accumulated volume or time usage).

- For both cases, the usage report from the PCEF shall include two instances of the Used-Service-Unit AVP, one
of them to indicate the usage before the monitoring time and the other one accompanied by the Monitoring-Time
AVP under the same Used-Service-Unit AVP to indicate the usage after the monitoring time.

When the PCRF receives the accumulated usage report in a CCR command, the PCRF shall indicate to the PCEF if
usage monitoring shall continue as defined in clause 4.5.16. The PCRF may provide the Monitoring-Time AVP again
within one instance of the Granted-Service-Unit AV P if reports for the accumulated usage before and after the provided
monitoring time are required.

4.5.18 [IMS Restoration Support

In order to support IM S Restoration procedures (refer to 3GPP TS 23.380 [33]), PCRF needs to convey the AF address
to the PCEF. In order to do so, in case AF provisions information about the AF signalling flows between the UE and the
AF, asdefined in 3GPP TS 29.214 [10] Section 4.4.5a, the PCRF shall install the corresponding dynamic PCC rules (if
not installed before) by triggering a RAR message. The PCRF shall provide the Charging-Rule-Install AVP including
the Charging-Rule-Definition AVP(s). The Charging-Rule-Definition AVP shall include in the Flow-Information AVP
the signalling flows between UE and the AF. The Charging-Rule-Definition AVP shall aso include the AF-Signalling-
Protocol AVP set to the value corresponding to the signalling protocol used between the UE and the AF.

The PCEF shall acknowledge the command by sending an RAA command to the PCRF and shall initiate the
corresponding bearer procedure if required. The PCEF shall extract the AF address from the PCC rules and use it for the
monitoring procedure as defined for the different access types. See Annex A & B.

NOTE 1: The PCEF can use the extracted AF address from the PCC rule to check if, the monitoring procedure has
to be started for the corresponding AF.

In case AF de-provisions information about the AF signalling flows between the UE and the AF, as defined in
3GPP TS 29.214 [10] Section 4.4.5a, the PCRF shall remove the corresponding dynamic PCC rules by triggering a
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RAR message. The PCRF shall provide the Charging-Rule-Remove AV P including the corresponding Charging-Rule-
Name AVP(s).

The PCEF shall acknowledge the command by sending a RAA command to the PCRF.

NOTE 2: The PCEF can use the AF address associated with the removed rule to check if it can stop monitoring the
corresponding AF.

4.5.18a P-CSCF Restoration Enhancement Support

This clause is applicable when the PCRF-based P-CSCF Restoration Enhancement, as defined in 3GPP TS 23.380 [33],
is supported by both PCRF and PCEF.

If the PCRF receives arequest for P-CSCF restoration from the P-CSCF as defined in clause 4.4.7 of
3GPP TS 29.214 [10], the PCRF shall send a Gx RAR command including the PCSCF-Restoration-Indication AVP set
to value 0 (PCSCF_RESTORATION) to the PCEF for the corresponding Gx session.

The PCEF shall acknowledge the RAR command by sending an RAA command to the PCRF and shall initiate the
corresponding bearer procedure for the IMS PDN connection as defined in 3GPP TS 23.380 [33].

4.5.19 Multimedia Priority Support

45.19.1 PCC Procedures for Multimedia Priority services over Gx reference point

45.19.1.1 Provisioning of PCC Rules for Multimedia Priority Services

The provision of PCC Rules corresponding to both MPS and hon-MPS service shall be performed as described in
clause 4.5.2.0.

When the PCRF derives PCC Rules corresponding to MPS service, the ARP and QCI shall be set as appropriate for the
prioritized service, e.g. an IMS Multimedia Priority Service.

When the PCRF derives PCC Rules corresponding to non-MPS service, the PCRF shall generate the PCC Rules as per
normal procedures. At the time the Priority EPS Service isinvoked (i.e.MPS EPS Priority and MPS Priority Level are
set), the PCRF shall upgrade the ARP and/or change QCI also for the PCC Rules corresponding to non-MPS service.
The PCRF shall change the ARP and/or QCI modified for the Priority EPS Bearer service to an appropriate value
according to PCRF decision.

When the PCRF receives a CCR command with CC-Request-Type AVP set to value "INITIAL_REQUEST", the PCRF
shall check whether any of these parametersis stored in the SPR: MPS EPS Priority, MPS Priority Level and/or IMS
Signalling Priority. The PCRF shall derive the applicable PCC rules and default bearer QoS based on that information.
If the IMS Signalling Priority is set and the Called-Station-1d AV P corresponds to an APN dedicated for IMS, the
PCRF shall assign an ARP corresponding to MPS for the default bearer and for the PCC Rules corresponding to the
IMS signalling bearer. If the Called-Station-Id AV P does not correspond to an APN dedicated for IMS, the ARP shall
be derived without considering IMS Signalling Priority.

NOTE 1: Subscription datafor MPSis provided to PCRF through the Sp reference point.

Once the PCRF receives a notification of achange in MPS EPS Priority, MPS Priority Level and/or IMS Signalling
Priority from the SPR, the PCRF shall make the corresponding policy decisions (i.e. ARP and/or QCI change) and, if
applicable, shal initiate a RAR command to provision the modified data.

NOTE 2: The details associated with the Sp reference point are not specified in this Release. The SPR'srelation to
existing subscriber databases is not specified in this Release.

NOTE 3: The MPS Priority Level is one among other input data such as operator policy for the PCRF to set the
ARP.

Whenever one or more AF sessions of an MPS service are active within the same PDN connection, the PCRF shall
ensure that the ARP priority level of the default bearer is at least as high as the highest ARP priority level used by any
authorized PCC rules belonging to an MPS service. If the ARP pre-emption capability is enabled for any of the
authorized PCC rules belonging to an MPS service, the PCRF shall a so enable the ARP pre-emption capability for the
default bearer.
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NOTE 4: Thisensuresthat services using dedicated bearers are not terminated because of a default bearer with a
lower ARP priority level or disabled ARP pre-emption capability being dropped during mobility events.

NOTE 5: This PCRF capability does not cover interactions with services other than MPS services.
45.19.1.2 Invocation/Revocation of Priority EPS Bearer Services
When a Priority EPS Bearer Serviceisinvoked, the PCRF shall

- Derivethe corresponding PCC Rules with the ARP and QCI set as appropriate for a prioritized service.

Set the ARP of the default bearer as appropriate for a Priority EPS Bearer Service under consideration of the
requirement described in clause 4.5.19.1.1.

Set the QCI of the default bearer as appropriate for the Priority EPS Bearer Service.

Set the ARP of PCC Rulesinstalled before the activation of the Priority EPS Bearer Service to the ARP as
appropriate for the Priority EPS Bearer Service under the consideration of the requirements described in
clause 4.5.19.1.1.

Set the QCI of the PCC Rules installed before the activation of the Priority EPS Bearer Service to the QCl as
appropriate for the Priority EPS Bearer Service if modification of the QCI of the PCC Rulesis required.

When a Priority EPS Bearer Service is revoked, the PCRF shall

- Delete the PCC Rules corresponding to the Priority EPS Bearer Service if they were previously provided.

Set the ARP of the default bearer to the normal ARP under the consideration of the requirements described in
clause 4.5.19.1.1.

Set the QCI of the default bearer as appropriate for PCRF decision.

Set the ARP of all active PCC Rules as appropriate for the PCRF under the consideration of the requirements
described in clause 4.5.19.1.1.

Set the QCI to an appropriate value according to PCRF decision if modification of the QCI of PCC Rulesis
required.

NOTE: The activation/deactivation of a Priority EPS Bearer Service requires explicit invocation/revocation via
SPR MPS user profile (MPS EPS Priority, MPS Priority Level). An AF for MPS Priority Service can also
be used to provide Priority EPS Bearer Services using network-initiated resource allocation procedures
(viainteraction with PCC) for originating accesses.

The PCRF shall provision the PCEF with the applicable PCC Rules upon Priority EPS Bearer Service activation and
deactivation as described in clause 4.5.2.0. The provision of the QoS information applicable for the PCC Rules shall be
performed as described in clause 4.5.5.2. The provision of QoS information for the default bearer shall be performed as
described in clause 4.5.5.9.

45.19.1.3 Invocation/Revocation of IMS Multimedia Priority Services

If the PCRF receives service information including an MPS session indication and the service priority level from the P-
CSCF or at reception of the indication that IMS Signalling Priority is active for the IP-CAN session, the PCRF shall
under consideration of the requirements described in clause 4.5.19.1.1:

- setthe ARP of the default bearer as appropriate for the prioritized service;

- if required, set the ARP of all PCC rules assigned to the IMS signalling bearer as appropriate for IMS
Multimedia Priority Services,

- derive the PCC Rules corresponding to the IMS Multimedia Priority Service and set the ARP of these PCC
Rules based on the information received over Rx.

If the PCRF detects that the P-CSCF released all the MPS session and the IMS Signalling Priority has been deactivated
for the IP-CAN session the PCRF shall under consideration of the requirements described in clause 4.5.19.1.1:

- deete the PCC Rules corresponding to the IMS Multimedia Priority Service;
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- setthe ARP of the default bearer as appropriate for the IMS Multimedia Priority set to inactive;

- replacethe ARP of all PCC Rules assigned to the IMS signalling bearer as appropriate when the IMS
Multimedia Priority isinactive.

The PCRF shall provision the PCEF with the applicable PCC Rules upon MPS session initiation and release as
described in clause 4.5.2.0. The provision of the QoS information applicable for the PCC Rules shall be performed as
described in clause 4.5.5.2. The provision of QoS information for the default bearer shall be performed as described in
clause 4.5.5.9.

4.5.20 Sponsored Data Connectivity

Sponsored data connectivity may be performed for service data flows associated with one or more PCC rules if the
information about the sponsor, the application service provider and optionally the threshold values are provided by the
AF and if the AF has not indicated to disable/not enable sponsored data connectivity as described in

3GPP TS 29.214 [10] subclauses 4.4.1 and 4.4.2.

The provisioning of sponsored data connectivity per PCC rule shall be performed using the PCC rule provisioning
procedure. The sponsor identity shall be set using the Sponsor-1dentity AV P within the Charging-Rule-Definition AVP
of the PCC rule. The application service provider identity shall be set using the Application-Service-Provider-Identity
AV P within the Charging-Rule-Definition AVP of the PCC rule. Sponsor-1dentity AV P and Application-Service-
Provider-ldentity AVP shall be included if the Reporting-Level AVP is set to the value
SPONSORED_CONNECTIVITY_LEVEL.

When receiving the usage thresholds from the AF, the PCRF shall use the sponsor identity to generate a monitoring key
and request usage monitoring control for the monitoring key by following the procedures specified in subclauses 4.5.2.5
and 4.5.16.

When the AF disables sponsoring a service (See 3GPP TS 29.214 [10] subclause 4.4.2), the PCRF

- may modify the PCC rulesin order to set the Reporting-Level AVP to SERVICE_IDENTIFIER_LEVEL or
RATING_GROUP_LEVEL and not include the Sponsor-ldentity AV P and Application-Service-Provider-
Identity AVP if they were included previoudly.

- may modify the PCC rules to update the charging key.
NOTE 1. A specific charging key can be applied to the sponsored data connectivity for online charging.

- shall disable the usage monitoring for the sponsored data connectivity according to subclause 4.5.17.3 if it was
enabled previoudy. As aresult, PCRF gets the accumulated usage of the sponsored data connectivity.

NOTE 2: It depends on the implementation whether the solutions defined in Annex F can be used to disable the
usage monitoring.

4521 PCRF Failure and Restoration

If the PCEF needs to send an IP-CAN session modification request towards a PCRF which is known to have restarted
since the IP-CAN session establishment, the PCEF should not send the IP-CAN session modification request towards a
PCRF and the PCEF may tear down the associated PDN connection based on operator policy, by initiating PDN
connection deactivation procedure. Emergency and eM PS sessions should not be torn down.

NOTE 1: This mechanism enables the clean up of PDN connections affected by the PCRF failure and leads the UE
toinitiate a UE requested PDN connectivity procedure for the same APN.

NOTE 2: The method the PCEF uses to determine that a PCRF has restarted is not specified in this release.
4.5.22 Reporting Access Network Information
When the NetLoc feature is supported, if the AF requests the PCRF to report the access network information and if the
PCRF cannot determine that access network information cannot be provided as described in subclause 4.4.6.7 of

3GPP TS 29.214 [10], the PCRF shall provide the requested access network information indication (e.g. user location
and/or user timezone information) to the PCEF as follows:
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- If the PCRF isinstalling or modifying a PCC rule, the PCRF shall include the Required-Access-Info AVP within
the Charging-Rule-Definition AVP of an appropriate installed or modified PCC rule;

- Otherwise, if the PCRF is removing PCC rules based on the AF requests, the PCRF shall include the Required-
Access-Info AVP within the Charging-Rule-Remove AV P associated with the corresponding PCC rules being
removed.

The PCRF shall also provide the ACCESS_ NETWORK_INFO_REPORT event trigger within Event-Trigger AVP (if
this event trigger is not yet set).

For those PCC Rule(s) based on preliminary service information as described in 3GPP TS 29.214 [10] the PCRF may
assign the QCI and ARP of the default bearer to avoid signalling to the UE. These PCC Rules shall not include the
Packet-Filter-Usage AV P within the Flow-Information AV P included in the Charging-Rule-Definition AVP.

NOTE 1: 3GPP TS 23.203 [7] provides further information about appropriate PCC rulesin subclause 6.2.1.0.

If the ACCESS NETWORK_INFO_REPORT event trigger is set, upon installation, modification and removal of any
PCC rule(s) with the Required-Access-Info AVP in a Gx RAR command, and if the PCEF determines that the access
network does not support the access network information reporting based on the currently used IP-CAN type or the
RAT type and the value of AN-Trusted AV P, the PCEF shall immediately inform the PCRF by including the NetL oc-
Access-Support AVP with the value of 0 (NETLOC_ACCESS _NOT_SUPPORTED) in the RAA command. Otherwise,
the PCEF shall apply appropriate IP CAN specific procedures to obtain this information. When the PCEF then receives
access network information through those IP CAN specific procedures, the PCEF shall provide the required access
network information to the PCRF as follows:

- If the user location information was requested by the PCRF and was provided to the PCEF, the PCEF shall
provide the user location information within the 3GPP-User-L ocation-Info AVP and the time when it was last
known within User-Location-Info-Time AVP (if available).

- If the user location information was requested by the PCRF and was not provided to the PCEF, the PCEF shall
provide the serving PLMN identifier within the 3GPP-SGSN-MCC-MNC AVP.

- If thetime zone was requested by the PCRF, the PCEF shall provide it within the 3GPP-MS-TimeZone AVP.
NOTE 2: The PCEF does not support time zone reporting if the access network is untrusted WLAN.

In addition, the PCEF shall provide the ACCESS NETWORK_INFO_REPORT event trigger within Event-Trigger
AVP. The kind of user location retrieved in the access network is defined in the corresponding annex.

During bearer deactivation, when the NetLoc feature is supported, the PCEF shall provide the access network
information to the PCRF by including the user location information within the 3GPP-User-L ocation-Info AVP (if
reguested by the PCRF and if provided to the PCEF), the information on when the UE was last known to be in that
location within User-Location-Info-Time AV P (if user location information was requested by the PCRF and if the
corresponding information was provided to the PCEF), the PLMN identifier within the 3GPP-SGSN-MCC-MNC AVP
(if the user location information was requested by the PCRF but it is not provided to the PCEF) and the timezone
information within the 3GPP-MS-TimeZone AVP (if requested by the PCRF and available).

During IP-CAN session termination procedure, the PCEF shall, if ACCESS NETWORK_INFO_REPORT event
trigger is set, provide the access network information to the PCRF by including the user location information within the
3GPP-User-Location-Info AV P (if it was provided to the PCEF), the information on when the UE was last known to be
in that location within User-Location-Info-Time AVP (if it was provided to the PCEF), the PLMN identifier within the
3GPP-SGSN-MCC-MNC AVP (if the user location information was not provided to the PCEF) and the timezone
information within the 3GPP-MS-TimeZone AV P (if available).

The PCEF shall not report any subsequent access network information updates received from the IP-CAN without any
previous provisioning or removal of related PCC rules unless the associated |P-CAN bearer or connection has been
released.

4.5.23 Application Detection Information

The PCRF may instruct the PCEF to detect application (s) by providing the Charging-Rule-Install AVP (s) with the
corresponding parameters as follows: the application to be detected isidentified by the TDF-Application-ldentifier
AVP, which is either provided under Charging-Rule-Definition AVP for dynamic PCC Rules or pre-provisioned for the
corresponding predefined PCC Rule, and in such a case only Charging-Rule-Name/Charging-Rule-Base-Nameis
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provided. If the PCRF requires to be reported about when the application start/stop is detected, it shall also subscribeto
the APPLICATION_START and APPLICATION_STOP Event-Triggers. The PCRF may also mute such a notification
about a specific detected application by providing Mute-Notification AV P within the PCC Rule.

The PCEF applies the PCC rule to the whole IP-CAN session traffic for the application detection and control. When the
start or stop of the application's traffic, identified by TDF-Application-ldentifier, is detected, if PCRF has previously
subscribed to the APPLICATION_START/APPLICATION_STOP Event-Triggers, unless arequest to mute such a
notification (Mute-Notification AVP) is part of the corresponding PCC Rule, the PCEF shall report the information
regarding the detected application's traffic in the Application-Detection-Information AVP in the CCR command even if
the application traffic is discarded due to enforcement actions of the PCC rule.

The corresponding TDF-Application-lIdentifier AV P shall be included under Application-Detection-Information AVP.
When the Event trigger indicates APPLICATION_START, the Flow-Information AVP for the detected application may
be included under Application-Detection-Information AVP, if deducible. The Flow-Information AVP, if present, shall
contain the Flow-Description AVP and Flow-Direction AVP. The TDF-Application-Instance-I dentifier, which is
dynamically assigned by the PCEF in order to allow correlation of APPLICATION_START and
APPLICATION_STOP Event-Triggers to the specific Flow-Information AVP, if service data flow descriptions are
deducible, shall aso be provided when the Flow-Information AV P isincluded. Also, the corresponding Event-Trigger
(APPLICATION_START or APPLICATION_STOP) shall be provided to PCRF. When the TDF-A ppli cation-Instance-
Identifier is provided along with the APPLICATION_START, it shall aso be provided along with the corresponding
APPLICATION_STOP. The PCRF then may make policy decisions based on the information received and send the
corresponding updated PCC rules to the PCEF, and corresponding QoS rulesto the BBERF, if applicable.

4.5.24 Group Communication Service Support

If the PCRF receives service information for a prioritized GC session including a GCSE session indication and service
priority level from the GCSE AS as described in 3GPP TS 23.468 [50], the PCRF shall:

- Derive the PCC Rules corresponding to the Group Communication Service and set the ARP (priority level, pre-
emption capability and pre-emption vulnerability) of these PCC Rules based on the information received over Rx
and operator policies.

- Ensurethat the ARP (priority level, pre-emption capability, pre-emption vulnerability) of the default bearer is
assigned a prioritized value.

- If adedicated bearer is established for GC1 signalling, ensure that the ARP (priority level, pre-emption
capability, pre-emption vulnerability) in al the PCC/QoS rules that describe the GC1 signalling traffic is
assigned a prioritized value.

If the PCRF receives arequest to change the service priority level for a prioritized GC session from the GCSE AS, the
PCRF shall modify the PCC Rules corresponding to the Group Communication Service in order to set the ARP (priority
level, pre-emption capability and pre-emption vulnerability) of these PCC Rules based on the information received over
Rx.The PCRF shall ensure that the ARP (priority level, pre-emption capability, pre-emption vulnerability) of the default
bearer is assigned the appropriate prioritized value.

If the PCRF receives arequest to terminate a prioritized GC session, the PCRF shall remove the PCC Rules
corresponding to the Group Communication Service. If the PCRF detectsthat al prioritized GC sessions within the
same IP-CAN session are released, the PCRF shall set the ARP of the default bearer as appropriate.

The PCRF shall provision the PCEF with the applicable PCC Rules upon GC session initiation and release as described
in clause 4.5.2.0. The provision of the QoS information applicable for the PCC Rules shall be performed as described in
clause 4.5.5.2. The provision of QoS information for the default bearer shall be performed as described in

clause 4.5.5.9.

4.5.25 NBIFOM Support
45.25.1 General

Clause 4.5.25 refers to Network Based |P Flow Mobility as described in 3GPP TS 23.161 [51].
45.25.1.1 PCRF procedures
The PCRF takes the following decisions:
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The PCRF shall decide whether NBIFOM applies to the IP-CAN session.

The PCRF shall decide which NBIFOM mode appliesto the IP-CAN session as defined in subcluase 5.4.4 of
3GPP TS 23.161 [51].

The PCRF shall decide the default NBIFOM access that appliesto the IP-CAN session.

In UE-initiated mode or in network-initiated mode when UE requested I P flow mapping, the PCRF shall
authorize the NBIFOM routing rules received from the PCEF based on user subscription and operator's policy
and determine the allowed access type for the corresponding PCC rule(s) when the PCC rule(s) isinstalled.

The PCRF shall determine the allowed access type for the PCC rule when the PCC ruleisinstalled in the
Network-initiated mode.

In the network-initiated mode, the PCRF shall provide aNBIFOM routing rule identifier to every packet filter
includedinaPCC rule.

In the UE-initiated I P flow mobility within a PDN connection procedure and UE Requested |P Flow Mapping
procedure, the PCRF shall map PCC rules one to one with corresponding NBIFOM routing rules received from
the PCEF.

In network-initiated mode, the PCRF shall decide whether RAN rule handling applies to the IP-CAN session.
The PCRF may indicate to the PCEF that one access is removed from a multiple access IP-CAN session.
The PCRF shall ensure that thereis at least one PCC Rule that can be bound to the default bearer of each access.

In the UE-initiated NBIFOM mode, if anew PCC ruleis created due to the request from the network (e.g.
request from the AF or application detection information from the PCEF/TDF), the PCRF determines that the
new PCC rule shall be bound to the default access for NBIFOM.

45.25.1.2 PCEF procedures

The PCEF takes the following actions:

PCEF shall negotiate the support of NBIFOM and of the NBIFOM mode with the PCRF when the UE requests
PDN connectivity over the first access.

PCEF shall negotiate the support of NBIFOM and of the default access for NBIFOM with the PCRF when the
UE requests PDN connectivity over an additional access.

PCEF shall negotiate the default access for NBIFOM with the PCRF when the UE requests I P flow mobility in
the UE-initiated mode.

NOTE: The negotiation of the default accessin the UE-initiated IP flow mobility procedure only happens when

the single connection mode is used viatrusted WLAN access network.

PCEF shall derive the NBIFOM routing rules transferred via the Gx interface based on the NBIFOM routing
rules or IP flow mapping carried viathe GTP signalling.

For Network-initiated mode when a new NBIFOM routing rule carried in GTP needs to be created by the PCEF
due to a Network-initiated IP flow mobility within a PDN connection request, the PCEF shall keep the mapping
between the NBIFOM routing rule identifier received in the PCC rule and the NBIFOM routing rule identifier
used in GTP signalling.

When anew NBIFOM routing rule over Gx interface is created by a UE-requested IP Flow Mapping request to
create anew |P flow mapping in Network-initiated mode or UE-requested IP flow mobility in UE-initiated
mode, the PCEF shall assign the NBIFOM rule identifier to the new NBIFOM routing rule and keep the mapping
with the routing rule identifier used in GTP signalling.

When anew NBIFOM routing rule over Gx interface is created by a UE-requested | P Flow Mapping request to
modify an existing IP flow mapping in Network-initiated mode, the PCEF shall include the NBIFOM routing
rule identifier assigned by the PCRF for the packet filter of the PCC rule corresponding to the routing rule
identifier received in GTP signalling in the new NBIFOM routing rule.
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- Inamulti access |P-CAN session, PCEF shall associate the PCC rules to the alowed access within the IP-CAN
session. The alowed access may be either explicitly included in the PCC Rule or the default NBIFOM access for
the traffic on the IP-CAN session.

- PCEF shall associate the PCC rulesto an IP-CAN bearer within the alowed access by performing the bearer
binding.

- PCEF shall derive the NBIFOM routing rules transferred viathe GTP signalling based on the received PCC rules
from the PCRF in the Network-initiated mode.

- The PCEF may provide the user location information and RAT type for each allowed access type to the PCRF.

- The PCEF may provide the Access stratum information or access availability information received viathe GTP
signalling to the PCRF.

- Routethe IP flow(s) by using the routing access information which is part of the NBIFOM routing rules.
45.25.2 NBIFOM impacts on PCC procedures over Gx

45.25.2.1 IP-CAN session establishment

The PCC procedures over Gx reference point defined in clause 4.5.1 shall apply. In addition, the PCEF shall inform the
PCRF about the UE and network support of NBIFOM within the NBIFOM-Support AV P with the value
NBIFOM_SUPPORTED (1) and the requested NBIFOM mode within the NBIFOM-Mode AVP in the CCR command
when the PCEF receives both data as defined in 3GPP TS 29.274 [22].

The PCRF shall take a policy decision on whether NBIFOM appliesto the IP-CAN session. If the PCRF determines
that NBIFOM does not apply to the IP-CAN session, the PCRF shall set the NBIFOM-Support AV P to the value
NBIFOM_NOT_SUPPORTED (0); otherwise, the PCRF shall set the NBIFOM-Support AVP to the value
NBIFOM_SUPPORTED (1). When NBIFOM is supported, the PCRF shall select the applicable NBIFOM mode for the
IP-CAN session and include the value within NBIFOM-Mode AVP.

The PCRF shall provide NBIFOM-Support AVP, NBIFOM-Mode AVP (if applicable) and the support of RAN rule
indication within the RAN-Rule-Support AVP if the network supports the RAN rule indication in the CCA command.

4.5.25.2.2 Addition of an access

When the PCEF receives both a handover request and an NBIFOM indication from the UE as defined in
3GPP TS 29.274 [22], the PCEF shall send a CCR command to the PCRF, to:

- Notify the PCRF about the addition of an access to the IP-CAN session by including the Event-Trigger AV P set
tothe value ADDITION_OF_ ACCESS and the IP-CAN-Type AVP and the RAT-Type AVP set to the value of
this access.

- If the UE-initiated NBIFOM mode was selected at IP-CAN session establishment the notification contains also
the default NBIFOM access selected by the UE by including the type of default access within the Default-Access
AVP.

- Notify the PCRF with the NBIFOM routing rules if the PCEF received the NBIFOM routing rule from the UE
by including the NBIFOM routing rule within the Routing-Rule-Install AV P if UE-initiated NBIFOM mode was
selected at IP-CAN session establishment.

The PCRF shall take following policy decisions and send the CCA command to the PCEF:

- The PCRF shall reject the addition of the access if the multi-access PDN connection would correspond to an
invalid combination of IP-CAN and RAT Types or is not alowed by the subscription by including the result
code set to value DIAMETER_ERROR_NBIFOM_NOT_AUTHORIZED (5149).

NOTE: Inthisrelease of the specification the only allowed combination corresponds to the UE using a 3GPP
access and aWLAN access.

- If the network-initiated NBIFOM mode was selected at IP-CAN session establishment, the PCRF shall indicate
the default NBIFOM access to the PCEF by including the type of default access within the Default-Access AVP.

ETSI



3GPP TS 29.212 version 14.7.0 Release 14 63 ETSI TS 129 212 V14.7.0 (2018-06)

- If the UE-initiated NBIFOM mode was selected at IP-CAN session establishment, the PCRF shall verify whether
the default NBIFOM access provided by the UE complies with the subscription. The PCRF shall indicate the
default NBIFOM access by including the type of default access within the Default-Access AVP.

- InUE-initiated NBIFOM mode, the PCEF may notify the PCRF about the NBIFOM routing rules. The PCRF
may reject NBIFOM Routing Rules received from the UE by including the Routing-Rule-Report AVP with the
rejected NBIFOM routing rule identifier within the Routing-Rule-1dentifier AV P and the Routing-Rule-Failure-
Code AVP set to the corresponding val ue. Otherwise the PCRF determines the impacted PCC rules and provides
or modifies these PCC rules by including the PCC rules within the Charging-Rule-Install AVP.

4.5.25.2.3 Removal of an access
45.25.2.3.1 UE/PCEF-initiated removal of an access

When the PCEF isinformed of the removal of an access of a multi access IP-CAN session by the UE or if the PCEF
detects a change in the support of NBIFOM due to the inter PLMN mobility as defined in 3GPP TS 29.274 [22], the
PCEF shall send the CCR command to notify the PCRF about the removal of the access by including:

- the Event-Trigger AVP set to REMOVAL_OF_ACCESS,

- IP-CAN-Type AVP set to the values of this removed access,

- the Charging-Rule-Report AV P with the Charging-Rule-Name AV Ps for the affected PCC rules,
- the PCC-Rule-Status AV P set to the value ACTIVE and

- the Rule-Failure-Code AV P set to the value NO_ BEARER _BOUND, when the PCEF isinformed of the
removal of an access of amulti access by the UE, or

- the Rule-Failure-Code AVP set to the value NO_NBIFOM_SUPPORT, when the PCEF detects a change in the
support of NBIFOM due to the inter PLMN mobility.

. When the PCRF receives the CCR command, the PCRF shall modify or remove the affected PCC rules accordingly.

When the PCEF detects a change in the support of NBIFOM due to the inter PLMN mobility and the PCRF modifies
the PCC rules, the PCRF shall not include any NBIFOM related AV Ps.

4.5.25.2.3.2 PCRF-initiated removal of an access

The PCRF may remove one access from a multi access IP-CAN session due to change of operator policy or user
subscriptions. In order to do so, PCRF shall include the Removal-Of-Access AVP set to the value
REMOVAL_OF_ACCESS (0) and the IP-CAN-Type AVP set to the value of removed accessin the CCA or RAR
command. The PCEF shall delete corresponding PCC rules automatically locally and initiate the procedure to remove
one access as defined in 3GPP TS 29.274 [22].

NOTE: The PCRF can also decide to trigger the removal of an access by updating or removing all PCC rules that
are bound to this access. The removal of al PCC Rules bound to an access removes the access unless
there are PCC Rules not known to the PCRF defined in the PCEF for this particular access.

45.25.2.4 Network-initiated IP flow mobility within a PDN connection (Network-initiated
NBIFOM mode)

When a multi access IP-CAN session has been set-up in Network-initiated mode, the PCRF may at any time determine
that flows should be moved from a source access to atarget access. In that case, the PCRF shall send a RAR or respond
with a CCA to the PCEF including Charging-Rule-Install AV P which includes the updated PCC Rules within the
Charging-Rule-Definition AV P(s) with the new allowed access type within the IP-CAN-Type AVP and the PCRF shall
also assign and include the NBIFOM routing rule identifier in the Routing-Rule-1dentifier AVP(s) within the Flow-
Information AV P(s). The PCEF shall derive the NBIFOM routing rules from the PCC rules and send them to the UE as
defined 3GPP TS 29.274 [22].

The PCRF may also at any time determine that flows need to be created/modified/deleted. In that case, the PCRF shall
send aRAR or respond with a CCA .

For creation/modification the PCRF shall include within the Charging-Rule-Install AV P the allowed access type within
the IP-CAN-Type AVP (if new or changed), the new/modified PCC Rules within the Charging-Rule-Definition AVP(s)
and the NBIFOM routing rule identifier in the Routing-Rule-1dentifier AV P within the Flow-Information AVP(s).
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NOTE 1. If aPCC ruleisintended to be bound to the default access, the allowed access type can be omitted when
the PCC ruleisinstalled or modified.

The PCEF shall derive the NBIFOM routing rules from the PCC rules and send them to the UE as defined
3GPP TS 29.274 [22] and keep the mapping between the NBIFOM routing rule identifier provided by the PCRF and the
routing filter identifier of the corresponding NBIFOM routing rulein GTP.

Additionaly, the PCEF shall perform the bearer binding in the access as indicated by the allowed access of the PCC
rule.

For deletion the PCRF shall include the Charging-Rule-Remove AV P with the Charging-Rule-Name AV P(s) containing
the identity of the PCC rule(s) to be removed.

The UE may reject the NBIFOM routing rule provided by the PCRF due to local radio conditions. In that case, the
PCEF shall report the rejection to the PCRF by including the Charging-Rule-Report AV P with the Charging-Rule-
Identifier AVP and the Rule-Failure-Code set to the value according to the cause received from the GTP as specified in
3GPP TS 29.274[22].

NOTE 2: The UE isnot allowed to request modification or deletion of NBIFOM routing filtersinitiated by the
network. The UE can regquest to modify the access type of NBIFOM routing rules initiated by the
network.

45.25.2.5 UE-initiated IP flow mobility within a PDN connection (UE-initiated NBIFOM
mode)

When the PCEF receives a decision from the UE to create/repl ace/del ete NBIFOM routing rules as defined in
3GPP TS 29.274 [22], the PCEF shall send a CCR command to the PCRF including the Event-Trigger AVP set to
ROUTING_RULE_CHANGE. Additionally,

- if the UE requested to create new NBIFOM routing rules, the PCEF shall include the Routing-Rule-Install AVP
with one or more Routing-Rule-Definition AV Ps containing the new NBIFOM routing rule in the CCR
command.The PCEF shall assign NBIFOM routing rule identifier value(s) for each received NBIFOM routing
rule identifier in GTP and include that in the Routing-Rule-1dentifier AV P(s) within the Routing-Rule-Definition
AVP(s).

- if the UE requested to modify existing NBIFOM routing rules, the PCEF shall include the Routing-Rule-Install
AVP with one or more Routing-Rule-Definition AV Ps containing updated NBIFOM routing rule(s). The PCEF
shall include the NBIFOM routing rule identifier(s) corresponding to each received NBIFOM routing rule
identifier in GTP in the Routing-Rule-IdentifierAVP(s) within the Routing-Rule-Definition AVP(s).

- if the UE requested to delete existing NBIFOM routing rules, the PCEF shall include the Routing-Rule-Remove
AV P(s) with the Routing-Rule-ldentifier AVP(s) corresponding to each received NBIFOM routing rule
identifier in GTP.

NOTE 1: If UE initiates a resource modification procedure to add a new packet filter, modify an existing packet
filter or delete an existing packet filter which has the same packet filter as the packet filter of the
NBIFOM routing rulein the non-default access, the UE provides a corresponding NBIFOM routing rule
in the same request, the PCEF performs the procedure as defined in subclause 4.5.1 in the same CCR
command. The UE does not need to provide the NBIFOM Routing rule in the same request if the UE
wants to reguest the network to allocate resources for one P flow in the default access.

- if the UE requested the default NBIFOM access, the PCEF shall indicate the default NBIFOM access selected by
the UE by including the type of default access within the Default-Access AVP.

The PCRF may reject NBIFOM routing rules received from the UE by including the Routing-Rule-Report AVP with
the rejected NBIFOM routing rule identifier within the Routing-Rule-ldentifier AVP and the Routing-Rule-Failure-
Code AVP set to the corresponding value in the CCA command. Otherwise the PCRF shall behave as follows:

- If the PCRF receives the Event-Trigger AVP set to RESOURCE_MODIFICATION_REQUEST in the same
command as the UE-initiated |P flow mobility procedure,

- for creation of an NBIFOM routing rule, the PCRF shall derive anew PCC rule as defined in sublcause 4.5.1
and determine the allowed access for the PCC rule according to the received NBIFOM rule. The PCRF shall
include the Charging-Rule-Install AV P containing the allowed access type within the IP-CAN-Type AVPand
the PCC rule within the Charging-Rule-Definition AVP in the CCA command,
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for modification of an NBIFOM routing rule, the PCRF shall update the PCC rule as defined in

subclause 4.5.1 and determine the new allowed access type of the corresponding PCC rule according to the
received NBIFOM routing rule. The PCRF shall include the Charging-Rule-Install AV P containing the new
allowed access type within the IP-CAN-Type AV P and the PCC rule within the Charging-Rule-Definition
AVPinthe CCA command,or

for deletion of an NBIFOM routing rule, the PCRF shall remove the corresponding PCC rule and include the
Charging-Rule-Remove AV P with Charging-Rule-Name AV P containing the identity of the PCC rulesto be
removed in the CCA command.

Otherwise,

for creation of an NBIFOM routing rule, the PCRF shall check if thereis a PCC Rule with a corresponding
service data flow template installed in the PCEF. If it is so, the PCRF shall determine the allowed access type
for the PCC rule according to the received NBIFOM routing rule; otherwise, the PCRF shall derive a new
PCC rule according to the received NBIFOM rule and local policies, i.e. it will set the service data flow filter
equal to the Routing Filter, the precedence according to the precedence of received NBIFOM routing rule,
QoS parameter based on the local policy and the allowed access type according to the NBIFOM routing rule.
The PCRF shall include the Charging-Rule-Install AV P containing the allowed access type within the | P-
CAN-Type AVP and the PCC rule within one Charging-Rule-Definition AVP in the CCA command,

for modification of an NBIFOM routing rule, the PCRF shall determine the new allowed access type of the
corresponding PCC rule according to the received NBIFOM routing rule. The PCRF shall include the
Charging-Rule-Install AV P containing the new allowed access type within the IP-CAN-Type AVP and the
PCC rule within one Charging-Rule-Definition AVP in the CCA command, and/or

for deletion of an NBIFOM routing rule, if the PCC rule creation was triggered by this NBIFOM routing rule.
the PCRF shall remove the corresponding PCC rule. The PCRF shall remove the corresponding PCC rule by
including the Charging-Rule-Remove AVP with the Charging-Rule-Name AV P containing the identity of the
PCC rulesto be removed in the CCA command; otherwise, the PCRF shall remove only the allowed access
type for this PCC Rule. The PCRF shall remove the allowed access type for the corresponding PCC rules by
including the Charging-Rule-Install AVP containing one PCC rule within Charging-Rule-Definition AVP
and without the IP-CAN-Type AVP.

NOTE 2: If aPCC ruleisintended to be bound to the default access, the all owed access type can be omitted when

the PCC ruleisinstaled or modified.

If the UE requested the default NBIFOM access, the PCRF shall verify whether the default NBIFOM access
provided by the UE complies with the subscription. The PCRF shall indicate the default NBIFOM access by
including the type of default access within the Default-Access AVP.

The PCEF shall respond to the UE by initiating the procedure as defined in 3GPP TS 29.274 [22] and perform the
bearer binding in the access as indicated by the allowed access of the PCC rule.

4.5.25.2.6 UE Requested IP Flow Mapping (Network-initiated NBIFOM mode)

This procedure is only used in Network-initiated NBIFOM mode when the UE wants to request the network to apply
specific mappings of 1P flows to an access as defined 3GPP TS 23.161 [51].

When the PCEF receives a decision from the UE to create/modify/del ete UE Requested 1P Flow Mapping as defined in
3GPP TS 29.274 [22], the PCEF shall send a CCR command to the PCRF including the Event-Trigger AVP set to
ROUTING_RULE_CHANGE. Additionally,

if the UE requested to create a new UE Reguested IP Flow Mapping, the PCEF shall include the, Routing-Rule-

Install AVP with one or more Routing-Rule-Definition AV Ps that containing the new and updated NBIFOM

routing rule(s) in the CCR command. The PCEF shall include a new assigned NBIFOM routing rule identifier in
the Routing-Rule-Identifier AV P(s) within the Routing-Rule-Definition AVP(s).

if the UE requested to modify a UE Reguested IP Flow Mapping and there is corresponding NBIFOM routing
rule(s) over Gx interface, the PCEF shall include the Routing-Rule-Install AV P with one or more Routing-Rule-

Definition AVP(s) containing the NBIFOM routing rule(s). The PCEF shall include NBIFOM routing rule

identifier(s) corresponding to the received NBIFOM routing rule identifier(s) in GTP in the Routing-Rule-

Identifier AVP(s) within the Routing-Rule-Definition AVP(s).

ETSI



3GPP TS 29.212 version 14.7.0 Release 14 66 ETSI TS 129 212 V14.7.0 (2018-06)

if the UE requested to modify a UE Requested |P Flow Mapping(s) for changing the allowed access type and
thereis no corresponding NBIFOM routing rule(s) over Gx interface, the PCEF shall include the Routing-Rule-
Install AVP with one or more Routing-Rule-Definition AV P(s) containing the NBIFOM routing rule(s) with the
IP-CAN-Type AVP containing the requested access type in the |P Flow Mapping.The PCEF shall include
NBIFOM routing rule identifier(s) corresponding to the received NBIFOM routing rule identifier(s) in GTPin
the Routing-Rule-Identifier AV P(s) within the Routing-Rule-Definition AV P(s).

if the UE requested to remove a UE Requested |P Flow Mapping the PCEF shall include NBIFOM routing rule
identifier(s) corresponding to the received NBIFOM routing rule identifier(s) in GTP in the Routing-Rule-
Identifier AVP(s) within the Routing-Rule-Remove AVP.

NOTE 1: For the case when the PCEF receives a decision from the UE to create UE Requested | P Flow Mapping

no rule identifier(s) is provided by the UE. In this case the rule identifier to be used in communication
with the UE is assigned by the PCEF.

NOTE 2: If UE initiates a resource modification procedure to add a new packet filter,modify an existing packet

filter or delete an existing packet filter which has the same packet filter as the packet filter of the
NBIFOM routing rulein the non-default access, the UE provides a corresponding | P flow mapping, the
PCEF performs the procedure as defined in subclause 4.5.1 in the same CCR command. The UE does not
need to provide the IP flow mapping in the same request if the UE wants to request the network to
allocate resources for one | P flow in the default access.

The PCRF may reject NBIFOM routing rules received from the PCEF by including the NBIFOM-Routing-Rule-Report
AVP with the rejected NBIFOM routing rule identifier within the Routing-Rule-1dentifier AVP and the Routing-Rule-
Failure-Code AVP set to the corresponding va ue in the CCA command.

Otherwise the PCRF shall behave as follows:

If the PCRF receives the Event-Trigger AV P set to RESOURCE_MODIFICATION_REQUEST in the same
command as the UE-requested | P flow mapping procedure,

and if creation of anew NBIFOM routing rule with NBIFOM routing rule identifier provided by the PCEF is
received, the PCRF shall derive a new PCC rule as defined in sublcause 4.5.1 and determine the allowed access
for the PCC rule according to the received NBIFOM rule. The PCRF shall include the Charging-Rule-Install
AV P containing the new allowed access type within the IP-CAN-Type AVP and the new PCC rule within the
Charging-Rule-Definition AVP in the CCA command.

and if modification of an existing NBIFOM routing rule with NBIFOM routing rule identifier provided by the
PCEF isreceived, the PCRF shall update the PCC rule as defined in subclause 4.5.1 and determine the new
alowed access type of the corresponding PCC rule according to the received NBIFOM routing rule. The PCRF
shdll include the Charging-Rule-Install AV P containing the new allowed access type within the IP-CAN-Type
AVP and the PCC rule within Charging-Rule-Definition AV P in the CCA command, or

if removal of NBIFOM routing rule is received for an NBIFOM routing rule with the NBIFOM routing rule
identifier provided by the PCEF, the PCRF shall remove the corresponding PCC rule by including the Charging-
Rule-Remove AV P with the Charging-Rule-Name AV P containing the identity of the PCC rule to be removed in
the CCA command.

Otherwise,

- andif creation of new NBIFOM routing rule with NBIFOM routing rule identifier provided by the PCEF is
received, the PCRF shall check if thereis a PCC rule with a corresponding service data flow template
installed in the PCEF. If it is so, the PCRF shall determine the allowed access type for the PCC rule
according to the received NBIFOM routing rule; otherwise, the PCRF shall derive anew PCC rule according
to the received NBIFOM rule and local palicies, i.e. it will set aservice dataflow filter equal to the Routing
Filter, a precedence according to the precedence of NBIFOM routing rule, QoS parameter based on the local
policy and the allowed access type according to the NBIFOM routing rule. The PCRF shall include the
Charging-Rule-Install AV P containing the new allowed access type within the IP-CAN-Type AVP and new
PCC rule within the Charging-Rule-Definition AVP in the CCA command.

- andif creation of anew NBIFOM routing rule or modification of an existing NBIFOM routing rule with
NBIFOM routing rule identifier provided by the PCRF is received, the PCRF shall check whether only one
packet filter existsin the corresponding PCC rule, If so, the PCRF shall include the Charging-Rule-Install
AVP containing the new allowed access type within the IP-CAN-Type AVP and updated PCC rule within the
Charging-Rule-Definition AVP;
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Otherwise, the PCRF shall include one Charging-Rule-Install AV P containing the existing allowed access
type within the IP-CAN-Type AV P and updated PCC rule which removes the packet filter identified by the
NBIFOM routing rule identifier within the Charging-Rule-Definition AVP and one Charging-Rule-Install
AV P containing the new allowed access type within the IP-CAN-Type AVP and the PCC rule which includes
the packet filter identified by the NBIFOM routing rule identifier.

- If modification of aexisting NBIFOM routing rule with NBIFOM routing rule identifier provided by the
PCEF isreceived, the PCRF shall include the Charging-Rule-Install AV P containing the new allowed access
type within the IP-CAN-Type AV P and updated PCC rule within the Charging-Rule-Definition AVP.

- If remova of an NBIFOM routing rule isreceived for an NBIFOM routing rule with the NBIFOM routing
rule identifier provided by the PCEF, and if the PCC rule creation was triggered by this NBIFOM routing
rule. the PCRF shall remove the corresponding PCC rule. The PCRF shall remove the corresponding PCC
rule by including the Charging-Rule-Remove AV P with the Charging-Rule-Name AVP containing the
identity of the PCC rule to be removed in the CCA command; otherwise,the PCRF shall remove only the
allowed access type for this PCC Rule. The PCRF shall remove the allowed access type for the
corresponding PCC rules by including the Charging-Rule-Install AV P containing the PCC rule within the
Charging-Rule-Definition AV P and without the IP-CAN-Type AVP.

NOTE 3: In Network-initiated NBIFOM mode the PCRF can initiate a creation, modification and/or deletion of
additional PCC rulesin the same response. If the PCRF does that, the PCEF initiates additional |P-CAN
specific procedures to provide the NBIFOM routing rules derived from the additional PCC rules.

NOTE 4: If aPCC ruleisintended to be bound to the default access, the all owed access type can be omitted when
the PCC ruleisinstalled or modified.

The PCEF shall respond to the UE by initiating the procedure as defined in 3GPP TS 29.274 [22] and perform the
bearer binding in the access as indicated by the allowed access of the PCC rule.

45.25.2.7 An access becomes not available/available again

When the PCEF receives an indication that an access becomes not available as defined in 3GPP TS 29.274 [22], PCEF
shall send a CCR command to the PCRF including the Event-Trigger AVP set to UNAVAILABLITY_OF _ACCESSto
the PCRF. The access type information of the unavailable access shall be provided within the IP-CAN-Type AVP and
the reason causing the access to be unavailable shall be provided within the Access-Availability-Change-Reason AVP
in the same CCR command. The PCRF may update or remove the PCC rule by sending a CCA command including the
Charging-Rule-Install AV P with one or more Charging-Rule-Definition AVP containing the new allowed access type
within the IP-CAN-Type AVP or by including the Charging-Rule-Remove AV P with one or more Charging-Rule-
Name AV P(s) containing the identity of the PCC rule(s) to be removed.

When the PCEF receives an indication that an access becomes available again as defined in 3GPP TS 29.274 [22],
PCEF shall send a CCR command to the PCRF including the Event-Trigger AVP set to AVAILABLITY_OF_ACCESS
to the PCRF. The access type information on available again access shall be provided within the IP-CAN-Type AVP
and the reason causing the access to be available again shall be provided within the Access-Availability-Change-Reason
AVP in the same CCR command. The PCRF may update the PCC rule and send a CCA command including the
Charging-Rule-Install AV P with one or more Charging-Rule-Definition AV P contains the new allowed access type
within the IP-CAN-Type AVP.

NOTE: This procedure can be triggered by the procedure " Access becomes Unusable and Usable" and by the
procedure "IP flow mobility triggered by Access stratum indication" defined in 3GPP TS 23.161 [51].

4.5.25.2.8 Access Network Information Reporting

When the PCRF has received a request to report access network information from the AF and PCC rules related with
the AF request are bound to multiple accesses, the PCRF should first select the PCC rule bound to the 3GPP access to
reguest the access network information. If the PCRF cannot get the access network information from the 3GPP access
side when the PCRF receives the NetL oc-A ccess-Support AVP set to the value of 0

(NETLOC_ACCESS NOT_SUPPORTED), the PCRF may try to get the access network information from the non-
3GPP side.

4.5.25.2.9 Usage monitoring control

As described in subcause 4.5.16, during the IP-CAN session establishment, the PCRF may receive information about
total allowed usage for Monitoring key(s) per PDN and UE from the SPR. In addition, if NBIFOM appliesfor an |P-
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CAN session, the PCRF may receive an individual Monitoring key per access from the SPR. The PCRF may include the
corresponding monitoring key in the PCC rule and cal culate the threshold per access according to the information
received from the SPR.

NOTE: |P-CAN session level usage monitoring is not dependent on the access used to carry a service data flow.
4.5.25.2.10 UE resource request for a multi-access IP-CAN session

For the UE-initiated I P flow mobility in the UE-initaited NBIFOM mode, if the PCEF receives the resource request and
NBIFOM routing rule for the same packet filter in the same request, the PCEF and the PCRF shall behave as defined in
subclause 4.5.25.2.5.

For the UE-requested |P flow mapping in the network-initiated NBIFOM maode, if the PCEF receives the resource
reguest and IP flow mapping regquest for the same packet filter in the same request, the PCEF and the PCRF shall
behave as defined in subclause 4.5.25.2.6.1f the PCEF only receives the resource request from the default access, the
PCEF shall perform the UE-initiated resource modification procedure as defined in subclause 4.5.1. The PCRF shall
derive anew PCC rule as defined in subclause 4.5.1 and determine the default access as the allowed access. The PCRF
shall provide the PCC rule to the PCEF as defined in subclause 4.5.25.2.5 or 4.5.25.2.6.

4.5.26 Detection and handling of late arriving requests
45.26.1 General

This subclauseis only applicable for the IP-CAN session establishment procedure. The detection and handing of the
late arriving requests are optional for the PCEF and PCRF.

The support of the detection and handing of the late arriving requests by PCEF and PCRF is optional. When supported,
the PCEF and PCRF shall comply with the procedures specified in this subclause 4.5.26.

The procedure specified in subclause 4.5.26.2 can be used and supported with or without the procedure specified in
subclause 4.5.26.3. The procedure specified in subclause 4.5.26.3 shall only be used and supported in conjunction with
the procedure specified in subclause 4.5.26.2.

4.5.26.2 Detection and handling of requests which collide with an existing session
context

The PCEF shall send the CC-Request to the PCRF which includes the origination time stamp received from the
originating entity (see subclause 13.2 of 3GPP TS 29.274 [22]), within the Origination-Time-Stamp AVP, if available.

Upon receiving a new CC-Request colliding with an existing IP-CAN session context, for the same UE (i.e. the same
Subscription-Id AVP) and the same APN (i.e. the same Called-Station-Id AVP) and from a different PCEF (i.e.
different Origin-Host AVP), the PCRF shall accept the new CC-Request only if it contains a more recent timestamp
within the Origination-Time-Stamp AV P than the origination timestamp stored for the existing IP-CAN session. If the
PCRF detects that the timestamp within the Origination-Time-Stamp AV P included in the new CC-Request is less
recent than the origination timestamp stored for the existing IP-CAN session, the PCRF shall reject the new CC-
Reguest by setting the Experimental-Result-Code to DIAMETER_ERROR_LATE_OVERLAPPING_REQUEST.

NOTE 1: When the PCRF accepts the new CC-Request that contains a more recent timestamp within the
Origination-Time-Stamp AV P than the origination timestamp stored for the existing IP-CAN session, the
PCRF locally deletes the existing IP-CAN session context.

The PCRF shall accept a new CC-Request which collides with an existing IP-CAN session context, for the same UE
(i.e. the same Subscription-1d AV P) and the same APN (i.e. the same Called-Station-Id AVP) and from a different
PCEF (i.e. different Origin-Host AVP), if the origination timestamp is not provided for at least one of the IP-CAN
sessions for the same UE and the same APN.

NOTE 2: It isimplementation specific how the PCRF handles the existing IP-CAN session context in this case.
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45.26.3 Detection and handling of requests which have timed out at the originating
entity

The PCEF shall send the CC-Request to the PCRF which includes the origination time stamp and the Maximum Wait
Time received from the originating entity (see subclause 13.3 of 3GPP TS 29.274 [22]) within the Origination-Time-
Stamp AVP and the Maximun-Wait-Time AVP, if available.

Upon receiving a CC-Request which contains the origination time stamp within Origination-Time-Stamp AVP and the
maximum wait time within the Maximun-Wait-Time AV P, the PCRF should check that the request has not already
timed out at the originating node. The PCRF may perform additional similar check before sending the answer. The
PCREF should reject the CC-Request that has timed out by setting the Experimental -Result-Code to
DIAMETER_ERROR_TIMED_OUT_REQUEST.

4.5.27 Resource reservation for services sharing priority

When the PCRF derives PCC Rules corresponding to a service related to an AF that has indicated that priority sharing
isalowed for that service over Rx interface, it derives the corresponding PCC Rules according to current procedures as
described in 3GPP TS 29.213 [8], subclause 5.3. The PCRF may additionally take the suggested pre-emption capability
and vulnerability valuesinto account if they were provided by the AF when the PCRF determines the ARP pre-emption
capability and vulnerability. The ARP derived at this point and the priority sharing indicator provided over Rx reference
point (see 3GPP TS 29.214 [10] for further information) related to these derived PCC Rules are stored for later use.

For PCC Rules related to the same IP-CAN session with the same assigned QCI and with the priority sharing indicator
enabled (see 3GPP TS 29.214 [10], subclause 4.4.8), the PCRF shall rederive the ARP into a shared ARP for these
PCC Rules asfollows:

- ThePriority Level shall be set to the lowest value (i.e. highest priority) among the Priority Level values derived
for the PCC rules that include the priority sharing indicator;

- The Pre-emption Capability shall be set to ENABLED if any of the original derived PCC Rules have the Pre-
emption-Capability value set to ENABLED.

- The Pre-emption Vulnerability shall be set to ENABLED if al the original derived PCC Rules have the Pre-
emption Vulnerability value set to ENABLED.

NOTE 1: Having the same setting for the ARP parameter in the PCC Rules with the priority sharing indicator set
enables the usage of the same bearer. Furthermore, a combined modification of the ARP parameter in the
PCC rules ensures that abearer modification is triggered when a media flow with higher service priority
starts.

If the QCI and/or ARP related to any of the PCC Rules that share priority is changed (e.g. based on local policies), the
PCREF shall rederive the ARP for the impacted PCC Rules following the same procedure as defined in this subclause.

The PCRF shall provision the PCC Rules according to the rederived ARP information as described in subclause 4.5.2.0.

If the PCRF receives areport that a PCC rule provisioning or modification failed due to the resource reservation failure
as defined in subclause 4.5.12 and if the PCRF supports the MCPT T-Preemption feature as defined in subclause 5.4.1
of 3GPP TS 29.214 [10], the PCRF shall check if pre-emption control based on the pre-emption control information
provided by the AF as defined in subclause 4.4.8 of 3GPP TS 29.214 [10] applies.

NOTE 2: The PCRF determines that pre-emption control applies based on the presence of the Pre-emption-Control-
Info AVP received over Rx reference point as defined in 3GPP TS 29.214 [10] and operator policies.

If pre-emption control applies, the PCRF shall check the corresponding derived PCC Rules (before applying priority
sharing procedures). If the Pre-emption Capability of the derived PCC Rule is disabled the PCRF shall notify that
resource allocation has failed for this PCC rule to the AF as defined in subclause 4.4.1 or 4.4.2 of 3GPP TS 29.214 [10].
Otherwise, if the Pre-emption Capability of the derived PCC Rule is enabled, the PCRF shall perform the pre-emption
control asfollows:

For all the active PCC rule(s) that applied priority sharing mechanism, the PCRF shall identify the PCC Rules that have
the Pre-emption Vulnerability enabled. For those selected PCC Rule(s), the PCRF shall check the Priority Level value.
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- If thereis only one PCC Rule with the Priority Level value higher (i.e. lower priority) than the derived Priority
Level value of new or modified PCC Rule, the PCRF shall remove this PCC rule. The PCRF shall retry the PCC
rule provisioning or modification procedure for the PCC rule that failed.

- Otherwise, if there are more than one PCC Rule with the Priority Level value higher (i.e. lower priority) than the
derived Priority Level value of new or modified PCC Rule, the PCRF shall remove the PCC Rule with the
highest Priority Level from the PCEF. The PCRF shall retry the PCC rule provisioning or modification
procedure for the PCC rule that failed; If more than one PCC Rule have the same highest Priority Level, the
PCRF shall check the Pre-emption-Control-Info AV P received over Rx interface as defined in
3GPP TS 29.214 [10] and remove the PCC Rule that matches the condition.

- Otherwisg, if thereisat least one PCC Rule with the same Priority Level value than the derived Priority Level
value of new or modified PCC Rule, the PCRF shall check the Pre-emption-Control-Info AV P received over Rx
interface as defined in 3GPP TS 29.214 [10] for these PCC Rules and remove the PCC Rule that matches the
condition.

- Otherwise, the PCRF shall notify that resource allocation has failed for this PCC rule to the AF as defined in
subclause 4.4.1 or 4.4.2 of 3GPP TS 29.214 [10].

If thereis no active PCC Rule with the Pre-emption Vulnerability enabled, the PCRF shall notify that resource
allocation hasfailed for this PCC rule to the AF as defined in subclause 4.4.1 or 4.4.2 of 3GPP TS 29.214 [10].

NOTE 3: If the PCRF receives areport that a PCC rule provisioning or modification failed due to the resource
reservation failure as defined in subclause 4.5.12 and the PCRF does not support the MCPT T-Preemption
feature as defined in subclause 5.4.1 of 3GPP TS 29.214 [10], the PCRF can apply pre-emption and
remove active PCC rules from the PCEF and then retry the PCC rule provisioning or modification
procedure. Otherwise, the PCRF will notify it to the AF as defined in subclause 4.4.1 or 4.4.2 of
3GPP TS 29.214 [10]. How the PCRF applies the pre-emption depends on the implementation.

4.5.28 Support for PCC rule versioning

The support of PCC rule versioning is optional. When the RuleVersioning feature is supported, the PCEF and PCRF
shall comply with the procedures specified in this subclause.

If required by operator policies, the PCRF shall assign a content version for each generated PCC rule and include the
version within the Content-Version AV P included within the Charging-Rule-Definition AVP. Upon each PCC rule
modification, if the content version was assigned to a PCC rule, the PCRF shall assign a new content version. In this
case, al the content related to that PCC rule shall be included. The content version is unique for the lifetime of the PCC
rule.

NOTE 1: The PCRF will include al the content of the PCC rule in each modification of the PCC rulein order to
ensure that the ruleisinstalled with the proper information regardless of the outcome of the bearer
procedure related to previous rule provisioning versions that are not reported yet.

NOTE 1a The operation policies can take into account whether the AF provides the related content version
information over Rx reference point (see subclause 4.4.9 in 3GPP TS 29.214 [10Q]).

Whenever the PCEF provides a PCC rule report for rules that were provisioned with a content version, the PCEF shall
include the Content-Version AVP(s) as part of the Charging-Rule-Report AVP for those corresponding PCC rules. The
PCEF may include more than one Content-Version AVP for the same PCC Rule within the Charging-Rule-Report AVP
(e.g. The PCEF has combined multiple PCC rule versions enforcement into one bearer operation). In this case, the PCC-
Rule-Status AVP shall indicate the final status of the PCC rule.

NOTE 2: The PCRF will use the content version to identify the PCC rule version that failed or succeeded when
multiple provisions of the same PCC rule occur in a short period of time. If required by the AF, the PCRF
will inform the AF according to 3GPP TS 29.214 [10], subclause 4.4.9 about the failure or successfor the
media component version associated to the PCC rule version.

45.29 3GPP PS Data Off Support

When the 3GPP-PS-Data-Off feature is supported, the PCEF and PCRF shall comply with the procedures specified in
this subclause. Thisfeature is used to prevent downlink traffic via 3GPP access except for 3GPP PS Data Off Exempt
Services when activated by the user. Thelist of 3GPP PS Data Off Exempt Services shall be configured in the PCRF. If

ETSI



3GPP TS 29.212 version 14.7.0 Release 14 71 ETSI TS 129 212 V14.7.0 (2018-06)

the network supports the multiple IP-CAN types and the user is allowed to access multiple access types, the PCRF shall
subscribe the IP-CAN_CHANGE event trigger to the PCEF in order to support this feature.

NOTE 1: The PCRF can be configured with alist of 3GPP PS Data Off Exempt Services per APN. Thelist of
3GPP PS Data Off Exempt Services for an APN can a'so be empty, or can alow for any service within
that APN, according to operator policy.

NOTE 2: For the PDN connection used for IMS services, the 3GPP Data Off Exempt Services are enforced in the
IMS domain as specified 3GPP TS 23.228 [31]. Policies configured in the PCRF need to ensure that IMS
services are allowed when the 3GPP Data Off status of the UE is set to "activated”, e.g. by treating any
service within awell-known IMS APN as 3GPP PS Data Off Exempt Services.

If the PCEF isinformed that the 3GPP PS Data Off status of the UE is set to active for the IP-CAN session
establishment, it shall set the 3GPP-PS-Data-Off-Status AVP set to ACTIVE (0) within the initial CCR command.

If the PCRF receives that initial CCR command with a 3GPP-PS-Data-Off-Status AV P set to ACTIVE (0) and the I P-
CAN type of the IP-CAN session indicated as "3GPP-EPS', the PCRF shall configure the PCEF to block any downlink
IP flows not relating to a service within the list of 3GPP PS Data Off Exempt Services, for instance by not installing any
related dynamic PCC rule(s) or by not activating related predefined PCC rule(s) such as PCC rule(s) with wild-carded
service data flow filters. The PCRF may also, subject to its normal policies, provide the Charging-Rule-Install AVP to
install or activate PCC rule (s) for service(s) from the list of 3GPP PS Data Off Exempt Services.

If the PCEF isinformed that the 3GPP PS Data Off status of the UE changes, the PCEF shall provide the
3GPP_PS DATA_OFF_CHANGE event trigger within the Event-Trigger AVP and the 3GPP-PS-Data- Off-Status AVP
set to the value indicated by the UE within a CCR command.

Upon receipt of a CCR with the 3GPP_PS DATA_OFF_CHANGE , the IP-CAN_CHANGE, or, (if the NBIFOM
feature is supported) the ADDITION_OF_ACCESS, the REMOVAL_OF_ACCESS, the

UNAVAILABLITY_OF _ACCESS, or the AVAILABLITY_OF_ACCESS va ue within the Event-Trigger AVP the
PCRF shall determine whether the 3GPP PS Data Off handling functionality (as described below) becomes active or
inactive. The 3GPP PS Data Off handling functionality is activeif, and only if,

- thelatest received 3GPP-PS-Data-Off-Status AVP is set to ACTIVE (0), and

NOTE 3: If the 3GPP_PS DATA_OFF_CHANGE event trigger is received, the latest received value is the one
received in the CCR command. Otherwise it corresponds to the stored value.

- the UE uses an access with IP-CAN Type set to "3GPP-EPS".
NOTE 4: If NBIFOM supported feature applies the UE can uses additional accesses.

If the PCRF determines that the 3GPP PS Data Off handling functionality becomes active, the PCRF shall configure the
PCEF in such away that (if NBIFON isactive, only for the "3GPP-EPS" access type):

- only downlink packets for services belonging to the list of 3GPP PS Data Off Exempt Services are forwarded;
and

- al other downlink packets are discarded by modifying or removing any related dynamic PCC rule(s) or by
deactivating any related predefined PCC rule(s).

NOTE 5: In order for the PCEF to prevent the services that do not belong to the list of 3GPP PS Data Off
Exempted Services, if such services are controlled by dynamic PCC rules, PCRF can either close gates
for the downlink direction via the Flow-Status AVP in related dynamic PCC rules or remove those
dynamic PCC rules. If the services are controlled by predefined PCC rules, PCRF needs to deactivate
those PCC rules. PCC rule(s) with wild-carded service data flow filters can be among the PCC rules that
are modified. removed or disabled in that manner. It can then be necessary that the PCRF at the same time
installs or activates PCC rules for data-off exempt services. The network configuration can ensure that at
least one PCC Rule is bound to the default bearer when Data Off is activated in order to avoid a deletion
of an existing PDN connection or in order to not fail a PDN connection establishment.

When the PCRF receives service information from the AF while the 3GPP PS Data Off handling functionality is active,
the following applies:

- If the corresponding IP-CAN session is active over only one access, the PCRF shall check whether the
corresponding service is a 3GPP PS Data Off Exempt Service and permissible according to the user’s
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subscription and the palicies of the PCRF. If so, the PCRF shall install, modify or delete corresponding PCC
rules. Otherwise, the PCRF shall reject the service information from the AF.

- If the corresponding IP-CAN session is active over multiple accesses, and

- the corresponding service is a 3GPP PS Data Off Exempt Service and permissible according to the user’s
subscription and the policies of the PCRF; or

- the corresponding service is no 3GPP PS Data Off Exempt Service but according to the user”s subscription
and the palicies of the PCRF it is permissible and will not be routed viathe IP-CAN Type "3GPP-EPS".

- then the PCRF shall install, modify or delete corresponding PCC rules. Otherwise, the PCRF shall reject the
service information from the AF.

If the PCRF determines that the 3GPP PS Data Off handling functionality becomes inactive, the PCRF shall perform
policy control decision and perform PCC rule operations to make sure that services are allowed according to the user’s
subscription and operator palicy (irrespective of whether they belong to the list of 3GPP PS Data Off Exempt Services).

NOTE 6: The PCRF can then open gates via the Flow-Status AV P for active PCC associated to services not within
thelist 3GPP PS Data Off Exempt Services. The PCRF can aso install PCC rules or activate predefined
PCC rules for some services not belonging to the list 3GPP PS Data Off Exempt Services. If the PCRF
activates or installs a PCC rule with wildcarded filters, it can remove or de-activate PCC rules for 3GPP
PS Data Off Exempt Services that are made redundant by this PCC rule.

4.6 Void

4da Gxx reference points

4a.1 Overview

The Gxx reference point islocated between the Policy and Charging Rules Function (PCRF) and the Bearer Binding
and Event Reporting Function (BBERF). Gxc applies when the BBERF islocated in the S-GW and Gxa applies when
the BBERF islocated in a trusted non-3GPP access. The Gxx reference point is used for:

- Provisioning, update and removal of QoS rules from the PCRF to the BBERF
- Transmission of traffic plane events from the BBERF to the PCRF.

The stage 2 level requirements for the Gxx reference point are defined in 3GPP TS 23.203 [7] and
3GPP TS 23.402 [23].

Signalling flows related to Rx, Gx and Gxx interfaces are specified in 3GPP TS 29.213 [§].

Gxx reference point does not apply for 3GPP-GPRS Access Type.

The definition of case 1, case 2aand case 2b is specified in clause 4.0 in 3GPP TS 29.213 [§].

Refer to Annex G of 3GPP TS 29.213 [8] for Diameter overload control procedures over the Gxx interface.

Refer to Annex J of 3GPP TS 29.213 [8] for Diameter message priority mechanism procedures over the Gxx interface.
Refer to Annex K of 3GPP TS 29.213[8] for Diameter |oad control procedures over the Gxx interface.

4a.2 Gxx Reference model

The Gxx reference point is defined between the PCRF and the BBERF. The BBERF islocated in the AN-Gateway. The
AN-Gateway is the S-GW when Gxc applies and it is the trusted non-3GPP access gateway when Gxa applies. The
relationships between the different functional entities involved are depicted in figure 4a.2.1. The overal PCC
architecture is depicted in subclause 3a of 3GPP TS 29.213[§].
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GXX

BBERF _’_ PCRF

Figure 4a.2.1: Gxx reference model

NOTE 1: Refer to Annexes A.5 and H.2 of 3GPP TS 23.203 [7] for application of AN-Gateways.

Figure 4a.2.2:Void
4a.3  Quality of Service Control Rules

4a.3.1 Quality of Service Control Rule Definition
The purpose of the Quality of Service Control rule (QoSrule) for the BBERF isto:
- Detect a packet belonging to a service data flow.
- The service data flow filters within the QoS rule are used for the selection of downlink IP CAN bearers.

- The service data flow filters within the QoS rule are used for the enforcement that uplink IP flows are
transported in the correct IP CAN bearer.

- ldentify the service the service data flow contributes to.

For an IP-CAN session, the QoS rules are derived from the PCC rules. The QoS rule shall contain the same service data
flow template, precedence and QoS information as the corresponding PCC rule. For case 2a (as defined in

3GPP TS 29.213[8]), the QoS rules that are derived from a PCC rule shall contain the applicable tunnelling header
information.

NOTE 1: During the course of a BBERF relocation procedure, the QoS rules in the non-primary BBERF might not
be consistent with the PCC rulesin the PCEF.

For case 2a (as defined in 3GPP TS 29.213 [8]) there can be a so QoS rules that do not apply to the IP-CAN session and
that are local to the access system, thus not having any corresponding PCC rule. These QoS rules shall not have any
associated tunnelling header information.

The BBERF shall select a QoS rule for each received packet by evaluating received packets against in this order:
- if present, the tunnelling header information

- the service data flow filters of QoS rules, associated with the matching tunnelling header information, in their
order of the precedence.

- service dataflow filters of QoS rules not associated with any tunnelling header info.

When a packet matches a service data flow filter, the packet matching process for that packet is completed, and the QoS
rulefor that filter shall be applied.

There are two different types of QoS rules as defined in 3GPP TS 23.203 [7]:

- Dynamic Qosrules. Dynamically provisioned by the PCRF to the BBERF via the Gxx interface. These QoS
rules are dynamically generated in the PCRF according to the corresponding PCC rules.

- Predefined QoS rules. Preconfigured in the BBERF. Predefined QoS rules can be activated or deactivated by the
PCRF a ong with the corresponding predefined PCC rules. Predefined QoS rules within the BBERF may be
grouped allowing the PCRF to dynamically activate a set of QoS rules over the Gxx reference point.

NOTE 2: The mechanism for configuring pre-defined QoS rules at the BBERF and PCRF and corresponding pre-
defined PCC rules at the PCEF and PCRF are outside the scope of this specification.

A QoS rule consists of:
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- arulename;

- service dataflow filter(s);

- precedence;

- QOS parameters.
The rule name shall be used to reference a QoS rule in the communication between the BBERF and the PCRF.
The service dataflow filter(s) shall be used to select the traffic for which the rule applies.

The QoS information includes the QoS class identifier (authorized QoS class for the service data flow), the ARP and
authorized bitrates for uplink and downlink.

For different QoS rules with overlapping service data flow filter, the precedence of the rule determines which of these
rulesis applicable. When a dynamic QoS rule and a predefined QoS rule have the same precedence, the dynamic QoS
rule takes precedence.

4a.3.2 Operations on QoS Rules
For dynamic QoS rules, the following operations are avail able:
- Ingtalation: to provision a QoS rule that has not been already provisioned.
- Moadification: to modify a QoS rule aready installed.
- Removal: to remove a QoS rule already installed.
For predefined QoS rules, the following operations are avail able:
- Activation: to allow the QoS rule being active.
- Deactivation: to disallow the QoSrule.

The procedures to perform these operations are further described in clause 4a.5.2.
4a.4  Functional elements
4a.4.1 PCRF

The PCRF has been already specified in clause 4.4.1. Particul arities for the Gxx reference point are specified in this
clause.

The PCRF shall provision QoS Rules to the BBERF via the Gxx reference point.

The PCRF shall provide QoS rules with identical service data flow templates as provided to the PCEF in the PCC rules.
If the service data flow istunnelled at the BBERF, the PCRF shall provide the BBERF with mobility protocol
tunnelling header information received from the PCEF to enable the service data flow detection in the mobility tunnel at
the BBERF.

If IP flow mobility applies, the PCRF shall, based on IP flow mobility routing rules received from the PCEF, provide
the authorized QoS rulesto the applicable BBERF.

The PCRF QoS Rule decisions may be based on one or more of the following:

- Information obtained from the AF viathe Rx reference point, e.g. the session, media and subscriber related
information.

- Information obtained from the PCEF viathe Gx reference point, e.g. IP-CAN bearer attributes, request type,
subscriber related information and |P flow mobility routing rules (if 1P flow mobility is supported).

- Information obtained from the SPR via the Sp reference point, e.g. subscriber and service related data.

- Information obtained from the BBERF via the Gxx reference point.
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The PCRF shall inform the BBERF through the use of QoS rules on the treatment of each service data flow that is under
PCC control, in accordance with the PCRF policy decision(s).

Upon subscription to loss of AF signalling bearer natifications by the AF, the PCRF shall request to BBERF to be
notified of the loss of resources associated to the QoS Rules corresponding with AF Signalling IP Flows, if this has not
been requested previoudy to the BBERF. In this case, PCRF will not subscribe to this event in the PCEF.

The PCRF shall, based on information reported from BBERF and PCEF, determine the Gx session(s) that shall be
linked with a Gateway Control session.

4a.4.2 BBERF

The BBERF (Bearer Binding and Event Reporting Function) is afunctional element located in the S-GW when Gxc
applies and in atrusted non-3GPP access when Gxa applies. It provides control over the user plane traffic handling and
encompasses the following functionalities:

- Bearer binding: For a service data flow that is under QoS control, the Bearer Binding Function (BBF) within
BBERF shall ensure that the service data flow is carried over the bearer with the appropriate QoS class. The
ARP, GBR, MBR and QCI are used by the BBERF in the same way as in the PCEF for resource reservation.

- Uplink bearer binding verification.
- Event reporting: The BBERF shall report events to the PCRF based on the event triggersinstalled by the PCRF.

- Service dataflow detection for tunnelled and untunnelled SDFs; The BBERF uses service dataflow filters
received from the PCRF for service data flow detection.

- Service dataflow detection for tunnelled SDFs: For the selection of the service data flow filtersto apply the
BBERF shall use a match with the tunnelling associated tunnelling header information received from the PCRF
asaprerequisite.

If requested by the PCRF, the BBERF shall report to the PCRF when the status of the related service data flow changes.

If requested by the PCRF, a BBERF, which supports policy provisioning and enforcement of authorized QoS for service
data flows that share resources, shall:

- For QoS rules bound to the same bearer perform resource sharing among QoS rules marked for resource sharing.
4a.5 PCC procedures over Gxx reference points

4a.5.1 Gateway control and QoS Rules Request
The BBERF shall indicate, via the Gxx reference point, aregquest for QoS rulesin the following instances:
1) At Gateway Control Session Establishment:

The BBERF shall send a CCR command with the CC-Request-Type AV P set to the value
"INITIAL_REQUEST". The CCR command shall include the IMSI within the Subscription-Id AVP and the
access network gateway address within the AN-GW-Address AVP. If available and applicable, the BBERF shall
supply one or more of the following additional parametersto allow the PCRF to identify the rules to be applied :
the type of IP-CAN within the IP-CAN-Type AV P, the type of the radio access technology within the RAT-Type
AVP, the PDN information within the Called-Station-1d AV P, the PDN connection identifier within the PDN-
Connection-ID AVP, if multiple PDN connections for the same APN are supported, the PLMN id within the
3GPP-SGSN-MCC-MNC AVP, the UE Ipv4 address within the Framed-1P-Address AVP and/or the UE Ipv6
prefix within the Framed-1pv6-Prefix AV P, information about the user equipment within User-Equipment-Info
AVP, QoS information within QoS-Information-AV P, user location information within the 3GPP-User-
Location-Info AVP or 3GPP2-BSID AV P, the access network gateway address, and the UE time zone
information within 3GPP-MS-TimeZone AV P. Furthermore, if applicable for the IP-CAN type, the BBERF may
indicate the support of network-initiated bearer request procedures by supplying the Network-Request-Support
AVP. The BBERF shall aso send the APN-AMBR if available using the APN-A ggregate-Max-Bitrate-DL/UL
AVPs.

For case 2b, the BBERF may provide the Session-Linking-Indicator AVP to indicate whether the PCRF shall
perform the linking of the new Gateway Control Session with an existing Gx session immediately or not.
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For IP-CAN types that support multiple IP-CAN bearers, the BBERF may provide the Default-EPS-Bearer-QoS
AVP including the ARP and QCI values corresponding to the Default EPS Bearer QoS.

2) At Gateway Control Session Modification:

The BBERF shall send a CC-Request with CC-Request-Type AVP set to the value "UPDATE_REQUEST". For
a Gateway Control and QoS Rules request where an existing IP-CAN resource is modified, the BBERF shall
supply within the QoS rule request the specific event which caused such request (within the Event-Trigger AVP)
and any previously provisioned QoS rule(s) affected by the gateway control and QoS Rules request. The affected
QoS Rules and their status shall be supplied to the PCRF within the QoS-Rule-Report AV P.

In the case that the UE initiates a resource modification procedure, the BBERF shall include within the CC-
Request the Event-Trigger AVP set to "RESOURCE_MODIFICATION_REQUEST" and shall include the
Packet-Filter-Operation AVP set as follows:

- When the UE requests to all ocate new resources the BBERF shall set the Packet-Filter-Operation AVP to
"ADDITION", and shall include within the CC-Request a Packet-Filter-Information AV P for each packet
filter requested by the UE and the QoS-Information AV P to indicate the requested QoS for the affected
packet filters. Each Packet-Filter-Information AV P shall include the packet filter precedence information
within the Precedence AV P and the Packet-Filter-Content AV P set to the value of the packet filter provided
by the UE. If the UE has specified a reference to an existing packet filter, the BBERF shall include an
additional Packet-Filter-Information AV P with only the Packet-Filter-Identifier AV P, set to the value for the
referred existing filter. If the QoS ruleis generated for a GBR QCI, the PCRF shall update the existing QoS
rule by adding the new packet filter(s).

- When the UE requests to modify existing resources the BBERF shall set the Packet-Filter-Operation AVP to
"MODIFICATION", and shall include within the CC-Request a Packet-Filter-Information AVP for each
affected packet filter. A packet filter is affected by the modification if QoS associated with it is modified or if
itsfilter value or precedence is modified. If the UE request includes modified QoS information the BBERF
shall aso include the QoS-Information AV P within the CC-Request to indicate the updated QoS for the
affected packet filters. Each Packet-Filter-Information AV P shal include a packet filter identifier as provided
by the PCRF in the QoS rule within the Packet-Filter-Identifier AVP identifying the previously requested
packet filter being modified and, if the precedence value is changed, shall include packet filter precedence
information within the Precedence AVP. For each packet filter that the UE has requested to modify the filter
value (if any), the BBERF shall provide the Packet-Filter-Content AV P set to the value of the updated packet
filter provided by the UE.

- When the UE requests to del ete resources the BBERF shall set the Packet-Filter-Operation AVP to
"DELETION", and shall include within the CC-Request a Packet-Filter-Information AVP for each packet
filter deleted by the UE. Each Packet-Filter-Information AV P shall include a packet filter identifier as
provided by the PCRF within the QoS rule within the Packet-Filter-Identifier AV P identifying the previously
reguested packet filter being deleted. If the deletion of the packet filters changes the QoS associated with the
resource, the BBERF shall include the QoS-Information AV P to indicate the QoS associated with the deleted
packet filtersto alow the PCRF to modify the QoS accordingly.

QoS rules can also be requested as a consegquence of afailure in the QoS rule installation or enforcement without
requiring an Event-Trigger. See clause 4a.5.4.

If the PCRF is, due to incomplete, erroneous or missing information (e.g. subscription related information not available
or authorized QoS exceeding the subscribed bandwidth) not able to provision a policy decision as response to the
request for QoS Rules by the BBERF, the PCRF may reject the request using a CC Answer with the Gx experimental
result code DIAMETER_ERROR_INITIAL_PARAMETERS (5140). If the BBERF receives a CC Answer with this
code, the BBERF shall reject the access network specific request that has resulted in this gateway control and QoS
Rules request.

If the PCRF detects that the packet filtersin the request for new QoS rules by the BBERF is covered by the packet
filters of outstanding PCC/QoS rules that the PCRF is provisioning to the PCEF/BBERF, the PCRF may reject the
request using a CC-Answer with the Gx experimental result code DIAMETER_ERROR_CONFLICTING_REQUEST
(5147). If the BBERF receives a CC-Answer with this code, the BBERF shall reject the modification that initiated the
CC-Request.
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4a.5.2 Gateway control and QoS Rules Provision

4a.5.2.1 Overview

The PCRF may decide to operate on QoS Rules without obtaining a request from the BBERF, e.g. in response to
information provided to the PCRF viathe Rx reference point, or in response to an internal trigger within the PCRF, or
from atrigger by the SPR. To operate on QoS Rules without arequest from the BBERF, the PCRF shall include these
QoS Rulesin an RA-Request message within either the QoS-Rule-Install AVP or the QoS-Rule-Remove AVP.

The BBERF shall reply with an RA-Answer. If the corresponding IP-CAN resource cannot be established or modified
to satisfy the bearer binding, then the BBERF shall reject the activation of a QoS rule using the Gxx experimental result
code DIAMETER_BEARER_EVENT (4142) and a proper Event-Trigger value. Depending on the cause, the PCRF can
decideif re-installation, modification, removal of QoS Rules or any other action apply.

The PCRF shall indicate, viathe Gxx reference point, QoS rulesto be applied at the BBERF. This may be using one of
the following procedures:

- PULL procedure (Provisioning solicited by the BBERF): In response to a request for QoS rules being made by
the BBERF, as described in the preceding section, the PCRF shall provision QoS rules in the CC-Answer; or

- PUSH procedure (Unsolicited provisioning): The PCRF may decide to provision QoS rules without obtaining a
request from the BBERF, e.g. in response to information provided to the PCRF via the Rx reference point, or in
response to an interna trigger within the PCRF, or from atrigger by the SPR. To provision QoS rules without a
reguest from the BBERF, the PCRF shall include these QoS rules in an RA-Request message. The PCRF should
NOT send a new RA-Request command to the PCEF until the previous RA-Request has been acknowledged for
the same IP-CAN session.

For each request from the BBERF or upon the unsolicited provision the PCRF shall provision zero or more QoS rules.
The PCRF may perform an operation on a single QoS rule by one of the following means:

- Toactivate or deactivate a QoS rule that is predefined at the BBERF, the PCRF shall provision areference to
this QoS rule within a QoS-Rule-Name AV P and indicate the required action by choosing either the QoS-Rule-
Install AVP or the QoS-Rule-Remove AVP.

- Toingtal or modify a PCRF-provisioned QoS rule, the PCRF shall provision a corresponding QoS-Rule-
Definition AVP within a QoS-Rule-Install AVP.

- Toremove a QoS rule which has previously been provisioned by the PCRF, the PCRF shall provision the name
of thisrule as value of a QoS-Rule-Name AV P within a QoS-Rule-Remove AVP.

Asan aternative to providing a single QoS rule, the PCRF may provide a QoS-Rule-Base-Name AVP within a QoS-
Rule-Install AVP or the QoS-Rule-Remove AV P as areference to a group of QoS rules predefined at the BBERF. With
aQoS-Rule-Install AVP, apredefined group of QoSrulesis activated or moved. With a QoS-Rule-Remove AVP, a
predefined group of QoS rules is deactivated.

The PCRF may combine multiple of the above QoS rule operationsin asingle CC-Answer command or RA-Request
command.

Toingtall anew or modify an already installed PCRF defined QoS rule, the QoS-Rule-Definition AVP shall be used. If
a QoS rule with the same rule name, as supplied in the QoS-Rule-Name AV P within the QoS-Rule-Definition AVP,
already exists at the BBERF, the new QoS rule shall update the currently installed rule. If the existing QoS rule already
has attributes also included in the new QoS rule definition, the existing attributes shall be overwritten. Any attributein
the existing QoS rule not included in the new QoS rule definition shall remain valid.

If no QoS rule(s) with uplink packet filters that are provided to the UE that are bound to a bearer which requires traffic
mapping information (according to the rules as defined in 3GPP TS 23.060 [17]), the BBERF shall derive traffic
mapping information based on implementation specific logic (e.g. traffic mapping information that effectively disallows
any useful packet flowsin uplink direction as described in clause 15.3.3.4 of 3GPP TS 23.060 [17]) and shall provide it
tothe UE.

NOTE 1: For GPRS and EPS, the state of TFT packet filters, as defined in 3GPP TS 23.060 [17], for an IP-CAN
session requires that there is at most one bearer with no traffic mapping information for the uplink
direction.
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NOTE 2: For adefault bearer, the BBERF will not add traffic mapping information that effectively disallows any
useful packet flowsin uplink direction onits own.

Upon the same modification of the QCI and/or ARP of all the QoS rules bound to the same bearer, the BBERF should
modify the QCI and/or ARP for that bearer.

Provisioning of predefined QoS rules upon invocation/revocation of an MPS service shall be done according to
clause 5.3in 3GPP TS 29.213 [8].

In case 23, if the PCRF has received the access network charging identifier information within Access-Network-
Charging-Identifier-Gx AVP from the PCEF, the PCRF shall include the Access-Network-Charging-ldentifier-Value
AVP within the QoS-Rule-Install AVP to inform the BBERF about the charging identifier information for the related
QoSrrules. The charging identifier information is used by the BBERF for charging correlation.

The PCRF may request the BBERF to confirm that the resources associated to a QoS rule are successfully alocated. To
do so the PCRF shall provide the Event-Trigger AVP with the value SUCCESSFUL_RESOURCE_ALLOCATION
(22). In addition the PCRF shall install the rules that need resource allocation confirmation by including the Resource-
Allocation-Notification AV P with the value ENABLE_NOTIFICATION (0) within the corresponding Charging-Rule-
Install AVP. If a Charging-Rule-Install AV P does not include the Resource-Allocation-Notification AV P, the resource
allocation shall not be notified by the BBERF even if this AV P was present in previousinstallations of the same rule.

NOTE 3: The BBERF reporting the successful installation of QoS rules using RAA command means that the QoS
rules are installed but the bearer binding or QoS resource reservation may not yet be completed, see
3GPP TS 29.213 [8]. The BBERF informs the PCRF about the successful resource reservation only if the
PCRF has provided the Event-Trigger AVP indicating SUCCESSFUL_RESOURCE_ALLOCATION
(22).

If the provisioning of QoS rulesfails or provisioning of QoS rules succeed and then QoS resource reservation failed, the
BBERF informs the PCRF as described in clause 4a.5.4 QoS Rule Error Handling. Depending on the cause, PCRF can
decide if re-installation, modification, removal of QoS rules or any other action apply.

If the PCRF is unable to create a QoS rule for the response to the CC Request by the PCEF, the PCRF may reject the
reguest as described in clause 4a5.1.

4a.5.2.2 Support for DSCP marking of downlink packets at the TDF

In order to support QoS control in the downlink direction by the BBERF for an application detected and marked by the
TDF as specified in clause 4b.5.14, the PCRF may either install a corresponding dynamic QoS Rule or activate a pre-
defined QoS rule, which identifies traffic based on the corresponding DSCP value (provided by the ToS-Traffic Class
AVP within the Flow-Information AV P).

NOTE: Thissolutionis particularly useful for QoS enforcement in the downlink direction procedures performed
by the BBERF. The TDF may still perform application detection and control as per received ADC Rules,
including application detection reporting to the PCRF, enforcement control, usage monitoring control and
charging, while applying DSCP marking. The BBERF may also perform then QoS control in the
downlink direction.

4a.5.3 Gateway Control Session Termination

The BBERF shall contact the PCRF when the gateway control session is being terminated (e.g. detach). The BBERF
shall send a CC-Request with CC-Request-Type AVP set to the value "TERMINATION_REQUEST".

If the BBERF needs to send a Gateway Control Session termination request towards a PCRF which is known to have
restarted since the Gateway Control Session establishment, the BBERF should not send CC-Request to inform the
PCRF.

When the PCRF receives the CC-Request, it shall acknowledge this message by sending a CC-Answer to the BBERF.
4a.5.4 Request of Gateway Control Session Termination

The PCRF may request the termination of a gateway control session.

If the PCRF decides to terminate a gateway control session dueto aninternal trigger or trigger from the SPR, the PCRF
shall send an RAR command including the Session-Release-Cause AV P to the BBERF. When the BBERF receives the
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RAR Command, it shall acknowledge the command by sending an RAA command to the PCRF and instantly
remove/deactivate al the QoS rules that have been previoudly installed or activated on that gateway control session.
And then the BBERF shall apply the gateway control session termination procedurein clause 4a.5.3.

4a.5.5 QoS Control Rule error handling

The same error handling behaviour as defined in clause 4.5.12 shall apply for QoS control rules. However, QoS-Rule-
Report AVP shall be used to report the affected QoS rules instead of Charging-Rule-Report AVP.

4a.5.6 Gateway Control session to Gx session linking

For the cases where Gxx is deployed in the network, the PCRF shall determine at |P-CAN session establishment, which
open Gateway Control session applies to the new established IP-CAN session.

If the already established Gateway Control session for that subscriber is not related with a PDN identifier (i.e. the
Called-Station-1d AV P was not received at Gateway Control Session Establishment), the PCRF shall determine that the
IP-CAN session being established corresponds to that Gateway Control Session if the following conditions are fulfilled:

- The CoA-IP-Address AVP received in the IP-CAN session establishment matches the Framed-1P-Address or
Framed-1pv6-Prefix received during the Gateway Control Session Establishment and

- Optionally, the Subscription-1d AVP received in the IP-CAN session establishment matches the Subscription-1d
AVP received during the Gateway Control Session Establishment

In this case, the PCRF may have more than one IP-CAN Gx session linked to the Gateway Control session.

When the PCRF checksif APNswithin Called-Station-1d AV Ps match each other, the PCRF shall apply the APN
matching proceduresin Annex H of 3GPP TS 29.213[8].

If the already established Gateway Control session for that subscriber isrelated with a PDN identifier (i.e. the Called-
Station-1d AV P was received during the Gateway Control Session Establishment), the PCRF shall determine that the IP-
CAN session being established corresponds to that Gateway Control Session if the following conditions are fulfilled:

- TheCaled-Station-1d AVP received in the IP-CAN session establishment matches the Called-Station-1d AVP
received during the Gateway Control Session Establishment and

- The Subscription-Id AVP received in the IP-CAN session establishment matches the Subscription-1d AVP
received during the Gateway Control Session Establishment and

- If received, the PDN-Connection-ID AV P received in the IP-CAN session establishment matches the PDN-
Connection-ID AVP received during the Gateway Control Session Establishment.

In this case, the PCRF shall have only one IP-CAN Gx session linked to the Gateway Control session.

Upon reception of a Gateway Control Session Establishment where there are already active Gx sessions for that UE in
the PCRF (i.e. BBERF rel ocation, BBERF pre-registration and flow mobility), the PCRF may be able to determine the
Gx session(s) that apply to the new established Gateway Control session as follows:

- If the new Gateway Control session for that subscriber is not related with a PDN identifier (i.e. the Called-
Station-1d AVP was not received at Gateway Control Session Establishment), the PCRF shall determine the Gx
session(s) that correspond to that Gateway Control Session upon reception of IP-CAN session modification. In
this case, the same conditions as for the IP-CAN session establishment must be fulfilled.

- If the new Gateway Control session for that subscriber isrelated with a PDN identifier (i.e. the Called-Station-Id
AVP isreceived) the PCRF shall check the Session-Linking-Indicator AVP. If it is not received, or it indicates
SESSION_LINKING_IMMEDIATE the PCRF shall determine the Gx session that corresponds to the Gateway
Control Session asfollows:

If multiple 