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Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
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Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present specification describes the protocol for the Common API Framework (CAPIF) for 3GPP Northbound APIs.
The CAPIF and the related stage 2 architecture and functional requirements are defined in 3GPP TS 23.222 [2].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 23.222: "Functional architecture and information flows to support Common API
Framework for 3GPP Northbound APIs; Stage 2".

[3] Open AP Initiative, "OpenAPI 3.0.0 Specification”, https://github.com/OAI/OpenAPI-
Specification/blob/master/versions/3.0.0.md.

[4] IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".

[5] IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content”.

[6] IETF RFC 7232: "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests'.

[7] IETF RFC 7233: "Hypertext Transfer Protocol (HTTP/1.1): Range Requests'.

(8] IETF RFC 7234 "Hypertext Transfer Protocol (HTTP/1.1): Caching".

[9] IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication”.

[10] IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".

[171] IETF RFC 5246, "The Transport Layer Security (TLS) Protocol Version 1.2".

[12] IETF RFC 7159: "The JavaScript Object Notation (JSON) Data | nterchange Format".

[13] IETF RFC 6455: "The Wehsocket Protocol”.

[14] 3GPP TS 29.122: "T8 reference point for northbound Application Programming I nterfaces
(API9)".

[15] 3GPP TS 29.522: "5G System; Network Exposure Function Northbound APIs; Stage 3".

[16] 3GPP TS 33.122: " Security Aspects of Common API Framework for 3GPP Northbound APIs"

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905 [1].
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API registry: API registry is aregistry maintained by the CAPIF core function to store information about the service
APIs based on the data model s defined in this specification. The structure of the API registry is out of scope of this
specification.

Subscribed functional entity: A functional entity that delivers notifications to another functional entity upon
subscription of such notifications.

Subscribing functional entity: A functional entity that subscribes to another functional entity for notifications.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905[1].

AEF API Exposing Function
AMF API Management Function
APF API Publishing Function
CAPIF Common APl Framework
CCF CAPIF Core Function

4 Overview

4.1 Introduction

In 3GPP, there are multiple northbound API-related specifications. To avoid duplication and inconsistency of
approaches between different API specifications and to specify common services (e.g. authorization), 3GPP has
considered in 3GPP TS 23.222 [2] the development of a common API framework (CAPIF) that includes common
aspects applicable to any northbound service APIs.

The present document specifies the APIs needed to support CAPIF.

4.2 Service Architecture

3GPP TS 23.222, clause 6 [2] specifies the functional entities and domains of the functional model, which is depicted in
Figure 4.2-1, in detail.
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Figure 4.2-1: CAPIF Functional Model

CAPIF-1 and CAPIF-1e reference points connect an API invoker inside the PLMN Trust Domain and an API invoker
outside the PLMN Trust Domain respectively, with the CAPIF core function.

CAPIF-2 and CAPIF-2e reference points connect an APl invoker inside the PLMN Trust Domain and an API invoker
outside the PLMN Trust Domain respectively, with the API exposing function.

CAPIF-3 reference point connects an API exposing function inside the PLMN Trust Domain with the CAPIF core
function.

CAPIF-4 reference point connects an APl publishing function inside the PLMN Trust Domain with the CAPIF core
function.

CAPIF-5 reference point connects an APl management function inside the PLMN Trust Domain with the CAPIF core
function.

4.3 Functional Entities
4.3.1 API invoker

The API invoker istypically provided by a 3™ party application provider who has service agreement with PLMN
operator. The APl invoker may reside within the same trust domain as the PLMN operator network.

The API invoker supports several capabilities such as supporting

- the authentication and obtaining authorization and discovering using CAPIF-1/CAPIF-1e reference point as
defined in 3GPP TS 23.222 [2]; and

- invoking the Service APIs using CAPIF-2/CAPIF-2e referenced point as defined in 3GPP TS 23.222 [2], e.g. the
T8 interface as defined in 3GPP TS 29.122 [14] or the NEF Northbound interface as defined in
3GPP TS 29.522 [15].
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4.3.2 CAPIF core function

The CAPIF core function (CCF) supports the following capabilities over CAPIF-1/CAPIF-1e reference point as defined
in3GPP TS 23.222[2]:

- authenticating the API invoker;
- providing the authorization information; and
- discovery of service API information.

The CAPIF core function supports the following capabilities over CAPIF-3 reference point as defined in
3GPP TS 23.222[2]:

- providing the service API access policy;

- providing the authentication and authorization information of API invoker for validation;
- logging of service API invocations and

- charging of service API invocations.

The CAPIF core function supports the following capabilities over CAPIF-4 reference point as defined in
3GPPTS23.222[2]:

- publishing and storing the service APIsinformation.

The CAPIF core function supports the following capabilities over CAPIF-5 reference point as defined in
3GPPTS23.222[2]:

- providing the service API invocation log for auditing;
- providing monitoring information the status of service APIsand

- storing configurations of the API provider policies.

4.3.3  API exposing function

The API exposing function (AEF) isthe provider of the Service APIs and is also the service communication entry point
of the Service API to the API invokers using CAPIF-2/CAPIF-2e reference point as defined in 3GPP TS 23.222 [2].
The API exposing function consists of capabilities such as authenticating the API invoker, validating the authorization
provided by the CAPIF core function and logging the Service API invocations at the CAPIF core function using
CAPIF-3 reference point as defined in 3GPP TS 23.222 [2].

According to the distributed deployment scenarios specified in 3GPP TS 23.222 [2], it is possible that the CAPIF can be
deployed by splitting the functionality of the API exposing function among multiple APl exposing function entities, of
which one acts as the entry point. The source API exposing function takes the role of API invoker and communicates
with the destination API exposing function over CAPIF-2.

4.3.4  API publishing function

The API publishing function (APF) enables the API provider to publish the Service APIsinformation using CAPIF-4
reference point as defined in 3GPP TS 23.222 [2] in order to enable the discovery of Service APIs by the API invoker.

4.3.5 APl management function

The APl management function (AMF) enables the API provider to perform administration of the Service APIs. The API
management function supports several capabilities such as querying the Service API invocation log for auditing,
monitoring the events, configuring the API provider policies and monitoring the status of the Service APIs using
CAPIF-5 reference point as defined inin 3GPP TS 23.222 [2].
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5 Services offered by the CAPIF Core Function

5.1

Introduction of Services

Thetable 5.1-1 lists the CAPIF Core Function APIs below the service name. A service description subclause for each
API gives ageneral description of the related API.

Table 5.1-1: List of CAPIF Services

Service Name Service Operations Operation Consumer(s)
Semantics
CAPIF _Discover_Service API Discover_Service API Request/ Response AP Invoker

CAPIF_Publish_Service_API

Publish_Service API

Request/ Response

API Publishing Function

Unpublish_Service API

Request/ Response

API Publishing Function

Update_Service API

Request/ Response

API Publishing Function

Get_Service_API

Request/ Response

API Publishing Function

CAPIF_Events_API

Event_Subscription

Request/ Response

API Invoker, API
Publishing Function, API
Management Function,
API| Exposing Function

Event_Notification

Notify

API Invoker, API
Publishing Function, API
Management Function,
API| Exposing Function

Event_Unsubscription

Request/ Response

API Invoker, API
Publishing Function, API
Management Function,
API| Exposing Function

CAPIF_API_Invoker_Management_API Onboard_API_Invoker Request/ Response API Invoker
Offboard_API_Invoker Request/ Response API Invoker
CAPIF_Authentication_Authorization_API Service_Security_Method | Request/ Response API Invoker
_Request
Obtain_Authorization Request/ Response API Invoker

Obtain API Invoker Info

Request/ Response

API exposing function

Invalidate Authorization

Request/ Response

API exposing function

CAPIF_Monitoring_API

Event_Subscription

Request/ Response

API Management

Function
Monitoring_Service_API_ | Notify API Management
Notification Function
Event_Unsubscription Request/ Response | APl Management

Function

CAPIF_Logging_API_Invocation_API

Log_API_Invocation

Request/ Response

API exposing function

CAPIF_Auditing_API

Query_API_Invocation_L
og

Request/ Response

API management function

CAPIF_Access_Control_Policy_API

Obtain_Access_Control_
Policy

Request/Response

API Exposing Function

NOTE:
5.2
5.2.1 Service Description
5211 Overview

The CAPIF Event API can be reused in every API.

CAPIF_Discovery Service API

The CAPIF discovery service APIs, asdefined in 3GPP TS 23.222 [2], allow API invokersvia CAPIF-1 and CAPIF-1e
reference point to discover service APl available at the CAPIF core function.
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5.2.2 Service Operations
5.2.2.1 Introduction

The service operation defined for Discovery_Service APl isshownintable5.2.2.1-1.

Table 5.2.2.1-1: Operations of the CAPIF_Discovery_Service_API

Service operation name Description Initiated by
Discover_Service_API This service operation is used by an APl invoker to APl invoker
discover service API available at the CAPIF core
function.
5.2.2.2 Discover_Service_API
52221 General

This service operation is a custom service operation used by an API invoker to discover service APl available at the
CAPIF core function.

5.2.2.2.2 API invoker discovering service API using Discover_Service_API service
operation

To discover service APIs available at the CAPIF core function, the API invoker shall send an HTTP POST message to
the CAPIF core function. The body of the HTTP POST message shall include API invoker Identifier and the API

Query.
Upon receiving the above described HTTP POST message, the CAPIF core function shall:
1. verify theidentity of the API invoker and check if the API invoker is authorized to discover the service APIs;
2. if the API invoker is authorized to discover the service APIS, the CAPIF core function shall:
a. search the CAPIF core function (API registry) for APIs matching the APl Query criteria;
b. apply the discovery policy, if any, on the search results and filter the search results;

c. returnthefiltered search resultsasa APl List in the response message.

5.3 CAPIF_Publish_Service API

5.3.1 Service Description
53.1.1 Overview

The CAPIF publish service APIs, asdefined in 3GPP TS 23.222 [2], allow API publishing function via CAPIF-4
reference point to publish and manage published service APIs at the CAPIF core function.
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5.3.2 Service Operations
5.3.2.1 Introduction

Table 5.3.2.1-1: Operations of the CAPIF_Publish_Service_API

Service operation name Description Initiated by
Publish_Service_API This service operation is used by an API publishing | API publishing
function to publish service APIs on the CAPIF core function
function.
Unpublish_Service_API This service operation is used by an API publishing | API publishing

function to un-publish service APIs from the CAPIF function
core function.

Retrieve_Service_API This service operation is used by an API publishing | API publishing
function to retrieve service APIs from the CAPIF function
core function.

Update_Service_API This service operation is used by an API publishing | API publishing
function to update published service APIs on the function

CAPIF core function.

5.3.2.2 Publish_Service_API
5.3.2.2.1 General

This service operation is used by an API publishing function to publish service APIs on the CAPIF core function.

5.3.2.2.2 API publishing function publishing service APIs on CAPIF core function using
Publish_Service API service operation

To publish service APIs at the CAPIF core function, the API publishing function shall send an HTTP POST message to
the CAPIF core function. The body of the HTTP POST message shall include API publishing function Identifier and
API Information.

Upon receiving the above described HTTP POST message, the CAPIF core function shall:

1. verify theidentity of the API publishing function and check if the API publishing function is authorized to
publish service APIs;

2. if the API publishing function is authorized to publish service APIs, the CAPIF core function shall:

a. verify the API Information present in the HTTP POST message and add the service APIsin the CAPIF core
function (API registry);

b. create anew resource as defined in subclause 8.2.3;
c. return the CAPIF Resource URI in the response message.
5.3.2.3 Unpublish_Service API
5.3.2.3.1 General
This service operation is used by an API publishing function to un-publish service APIs from the CAPIF core function.

5.3.2.3.2 API publishing function un-publishing service APIs from CAPIF core function
using Unpublish_Service_API service operation

To un-publish service APIs from the CAPIF core function, the API publishing function shall send an HTTP DELETE
message using the CAPIF Resource URIreceived during the publish operation to the CAPIF core function.

Upon receiving the above described HTTP DELETE message, the CAPIF core function shall

1. verify theidentity of the API publishing function and check if the API publishing function is authorized to un-
publish service APIs;

2. if the API publishing function is authorized to un-publish service APIs, the CAPIF core function shall:

ETSI



3GPP TS 29.222 version 15.0.0 Release 15 18 ETSI TS 129 222 V15.0.0 (2018-07)

a. delete the resource pointed by the CAPIF ResourceURI; and
b. delete the relevant service APIsfrom the CAPIF core function (API registry).
5.3.24 Retrieve_Service_API
53241 General
This service operation is used by an API publishing function to retrieve service APIs from the CAPIF core function.

5.3.24.2 API publishing function retrieving service APIs from CAPIF core function using
Retrieve_Service_API service operation

To retrieve information about the published service APIs from the CAPIF core function, the API publishing function
shall send an HTTP GET message with the API publishing function Identifier to the CAPIF core function.

Upon receiving the above described HTTP GET message, the CAPIF core function shall

1. verify theidentity of the API publishing function and check if the API publishing function is authorized to
retrieve information about the published service APIs,

2. if the API publishing function is authorized to retrieve information about the published service APIs, the CAPIF
core function shall:

a. respond with the API Information associated with the CAPIF Resource Identifier mentioned inthe HTTP

GET message.
5.3.25 Update_Service API
5.3.25.1 General

This service operation is used by an API publishing function to update published service APIs on the CAPIF core
function.

5.3.25.2 API publishing function updating published service APIs on CAPIF core function
using Update_Service_API service operation

To update information of published service APIs, the API publishing function shall send an HTTP PUT message with
the relevant CAPIF Resource URland API publishing function Identifier to the CAPIF core function. The body of the
HTTP PUT message shall include updated API Information.

Upon receiving the above described HTTP PUT message, the CAPIF core function shall

1. verify theidentity of the API publishing function and check if the API publishing function is authorized to
update information of published service APIs;

2. if the API publishing function is authorized to update information of published service APIs, the CAPIF core
function shall:

a. verify the APl Information present in the HTTP PUT message and replace the service APIsin the CAPIF
core function (API registry);

b. replace the existing resource accordingly.

5.4  CAPIF_Events AP

54.1 Service Description
541.1 Overview

The CAPIF events APIs, asdefined in 3GPP TS 23.222 [2], allow an APl invoker via CAPIF-1 reference point, API
exposure function via CAPIF-3 reference point, API publishing function via CAPIF-4 reference point and AP
management function via CAPIF-5 reference point to subscribe to and unsubscribe from CAPIF events and to receive
notifications from CAPIF core function.
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NOTE: The functional elements listed above are referred to as subscribing functional entity in the service
operations described in the subclauses below.

5.4.2 Service Operations
5421 Introduction

Table 5.4.2.1-1: Operations of the CAPIF_Events_API

Service operation name Description Initiated by
Event_Subscription This service operation is used by a Subscribing Subscribing
functional entity to subscribe to CAPIF events. functional entity
Event_Unsubscription This service operation is used by a Subscribing Subscribing
functional entity to unsubscribe from CAPIF events functional entity
Event_Notification This service operation is used by CAPIF core CAPIF core function
function to send a notification to a Subscribing
functional entity

5.4.2.2 Event_Subscription_API

54221 General

This service operation is used by a Subscribing functional entity to subscribe to CAPIF events.

54222 Subscribing to CAPIF events using Event_Subscription service operation

To subscribe to CAPIF events, the Subscribing functional entity shall send an HTTP POST message to the CAPIF core
function. The body of the HTTP POST message shall include Subscribing functional entity's Identifier, Event Type and
aNotification Destination URI.

Upon receiving the above described HTTP POST message, the CAPIF core function shall:

1. verify theidentity of the Subscribing functional entity and check if the Subscribing functional entity is
authorized to subscribe to the CAPIF events mentioned in the HTTP POST message;

2. if the Subscribing functional entity is authorized to subscribe to the CAPIF events, the CAPIF core function
shall:

a. create anew resource as defined in subclause 8.3.3.
b. return the CAPIF Resource URI in the response message.
5.4.2.3 Event_Unsubscription_API
54.23.1 General
This service operation is used by a Subscribing functional entity to un-subscribe from CAPIF events.
5.4.2.3.2 Unsubscribing from CAPIF events using Event_Unsubscription service operation

To unsubscribe from CAPIF events, the Subscribing functional entity shall send an HTTP DELETE message using the
CAPIF Resource Identifier to the CAPIF core function.

Upon receiving the HTTP DEL ETE message, the CAPIF core function shall delete the resource pointed by the CAPIF
Resource URI.

5.42.4 Event_Notification_API
54241 General

This service operation is used by CAPIF core function to send a notification to a Subscribing functional entity
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5.4.2.4.2 Notifying CAPIF events using Event_Natification service operation

To notify CAPIF events, the CAPIF core function shall send an HTTP POST message using the Notification
Destination URI received in the subscription request. The body of the HT TP POST message shall include an Event
Notification and CAPIF Resource URI.

Upon receiving the HTTP POST message, the Subscribing functional entity shall process the Event Notification.

9.5 CAPIF_API_Invoker Management_API

55.1 Service Description

551.1 Overview

The CAPIF API invoker management APIs, as defined in 3GPP TS 23.222 [2], allow API invokers via CAPIF-1 and
CAPIF-1e reference point to on-board and off-board itself as a recognized user of the CAPIF.

5.5.2 Service Operations

55.2.1 Introduction
Table 5.5.2.1-1: Operations of the CAPIF_API_Invoker_Management_API

Service operation name Description Initiated by
Onboard_API_Invoker This service operation is used by an API invoker to API invoker
on-board itself as a recognized user of CAPIF
Offboard_API_Invoker This service operation is used by an API invoker to API invoker
off-board itself as a recognized user of CAPIF
Onboard_Notification This service operation is used by CAPIF core CAPIF core function
function to send a on-boarding notification to the
APl invoker.
5.5.2.2 Onboard_API_Invoker_API
5.5.2.2.1 General

This service operation is used by an API invoker to on-board itself as a recognized user of CAPIF

5.5.2.2.2 API invoker on-boarding itself as a recognized user of CAPIF using
Onboard_API_Invoker service operation

To on-board itself as arecognized user of the CAPIF, the APl invoker shall send an HTTP POST message to the CAPIF
core function. The body of the HTTP POST message shall include API invoker Enrolment Details, API List and a
Notification Destination URI for on-boarding notification.

Upon receiving the above described HTTP POST message, the CAPIF core function shall check if the CAPIF core
function can determine authorization of the request and on-board the API invoker automatically. If the CAPIF core
function:

1. can determine authorization of the request and on-board the API invoker automatically, the CAPIF core
function:

a. shall processthe API invoker Enrolment Details and the API List received in the HTTP POST message and
determine if the request sent by the API invoker is authorized or not;

b. if the API invoker's request is authorized, the CAPIF core function shall:

i. createthe API invoker Profile consisting of an API invoker Identifier, Authentication Information,
Authorization Information and CAPIF Identity Information;

ii. verify the API List present in the HTTP POST message and create a API List of APIsthe API invoker is
allowed to access,

iii. create a new resource as defined in subclause 8.4.3;
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iv. return the APl invoker Profile, API List of APIsthe API invoker is allowed to access and the CAPIF
Resource URI in the response message.

2. cannot determine authorization of the request to on-board the API invoker automatically, the CAPIF core
function:

a. shall acknowledge the receipt of the on-boarding request to the API invoker.

b. shall request the CAPIF administrator to validate the on-boarding request or the API management to validate
the on-boarding request by sharing the API invoker Enrolment Details and the API List received inthe HTTP
POST message;

b. onreceiving confirmation of successful validation of the on-boarding request from the CAPIF administrator
or the APl management, the CAPIF core function shall:

i. createthe API invoker Profile consisting of an API invoker Identifier, Authentication Information,
Authorization Information and CAPIF Identity Information;

ii. create anew resource as defined in subclause 8.4.3;

iii. deliver the APl invoker Profile, API List of APIsthe APl invoker is alowed to access and the CAPIF
Resource URI to the API invoker in anotification.

NOTE 1. How the CAPIF core function determines that the CAPIF core function can process the request and on-
board the API invoker automatically is out-of-scope of this specification.

NOTE 2: How the CAPIF core function determines that the API invoker's request to on-board is authorized is
specified in 3GPP TS 33.122 [16].

NOTE 3: Interactions between the CAPIF core function and the CAPIF administrator or the APl management is
out-of-scope of this specification.

5.5.2.3 Offboard_API_Invoker_API
5.5.23.1 General
This service operation is used by an API invoker to off-board itself as arecognized user of CAPIF

5.5.2.3.2 API invoker off-boarding itself as a recognized user of CAPIF using
Offboard_API_Invoker service operation

To off-board itself as a recognized user of the CAPIF, the API invoker shall send an HTTP DELETE message using the
CAPIF Resource Identifier received during the on-boarding to the CAPIF core function.

Upon receiving the HTTP DEL ETE message, the CAPIF core function shall delete the resource representation pointed
by the CAPIF Resource Identifier and shall delete the related API invoker profile.

5.6 CAPIF_Authentication_Authorization_API

5.6.1 Service Description
5.6.1.1 Overview

The CAPIF security APIs, as defined in 3GPP TS 23.222 [2], allow:

- APl invokers via CAPIF-1/1e reference points to negotiate the service security method and obtain authorization
for invoking service APIs; and

- APl exposing function via CAPIF-3 reference point to obtain authentication information of the API invoker for
authentication of the API invoker.
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5.6.2 Service Operations
5.6.2.1 Introduction

Table 5.6.2.1-1: Operations of the CAPIF_Security_API

Service operation name Description Initiated by
Service_Security_Method_Request This service operation is used by an API invoker to API invoker
negotiate and obtain information about service API
security method for itself with CAPIF core function.
This information is used by API invoker for service
APl invocations.

Obtain_Authorization This service operation is used by an APl invoker to APl invoker
obtain authorization to access service APIs.
Obtain_API_Invoker_Info This service operation is used by an API exposing API exposing function

function to obtain the authentication or authorization
information related to an API invoker.

Invalidate_Authorization This service operation is used by an API exposing API exposing function
function to invalidate the authorization of an API
invoker.
5.6.2.2 Service_Security_Method_Request_API
5.6.2.2.1 General

This service operation is used by an API invoker to negotiate and obtain service API security method from the CAPIF
core function. The information received by API invoker shall be used for authentication with the APl exposing function.

5.6.2.2.2 Request service API security method from CAPIF using
Service_Security Method_Request service operation

To negotiate and obtain service API security method information from the CAPIF core function, the API invoker shall
send an HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include Security
Method Request and a Natification Destination URI for security related notifications. The Security Method Request
from the API invoker contains the unique interface details of the service APIs and a preferred method for each unique
service API interface.

Upon receiving the above described HTTP POST message, the CAPIF core function shall:
1. determine the security method for each service API interface as specified in 3GPP TS 33.122 [16];
2. storethe Notification Destination URI for security related notification.
3. create anew resource as defined in subclause 8.4.3;
4. return the security method information and the CAPIF Resource URI in the response message; and
5.6.2.2.3 Obtain authorization using Obtain_Authorization service operation

To obtain authorization information from the CAPIF core function to invoke service APIs, the API invoker shall send
an HTTP GET message to the authorization endpoint of the CAPIF core function with the authorization parameters.

Upon receiving the above described HTTP GET message, the CAPIF core function shall:
1. determine the authorization rights of API invoker for the service API;
2. generate authorization information as specified in 3GPP TS 33.122 [16];
3. return the authorization information in the response message.

Editor's Note: specification of authorization endpoint of the CAPIF core function and the token request is FFS.
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5.6.2.2.4 Obtain API invoker's security information using Obtain_API_Invoker_Info service
operation

To obtain authentication or authorization information from the CAPIF core function to authenticate or authorize an API
invoker, the API exposing function shall send an HTTP GET message to the CAPIF core function with the API invoker
ID and an indication to request authentication and authorization information.

Upon receiving the above described HTTP GET message, the CAPIF core function shall:
1. determine the security information of API invoker for all the service API interfaces;
2. return the security information in the response message.
5.6.2.2.5 Invalidate authorization using Invalidate_Authorization service operation

To invalidate authorization of an API invoker, the APl exposing function shall send an HTTP DELETE message to the
CAPIF core function using the API invoker ID.

Upon receiving the above described HTTP DELETE message, the CAPIF core function shall delete the resource
representation pointed by the API invoker 1D and shall notify the API invoker of the authorization invalidation using
the Notification Destination URI received in the Service Security _Method Request message.

5.7 CAPIF_Monitoring_API

The CAPIF monitoring API as defined in 3GPP TS 23.222 [2], allow the APl management function via CAPIF-5
reference point to monitor service API invocations and receive such monitoring events from the CAPIF core function.

The CAPIF_Monitoring_API shall use the CAPIF_Events API as described in subclause 8.3 by setting the
CAPIFEvent to "Monitoring service API" as described in subclause 8.3.6.3.3.

5.8 CAPIF_Logging_API_Invocation_API

5.8.1 Service Description
5.8.1.1 Overview

The Logging API invocations APIs, as defined in 3GPP TS 23.222 [2], allow API exposing functions via CAPIF-3
reference point to log the information related to service API invocations on the CAPIF core function.

5.8.2 Service Operations
5.8.2.1 Introduction

Table 5.8.2.1-1: Operations of the CAPIF_Logging_API_Invocation_API

Service operation name Description Initiated by
Log_API_Invocation This service operation is used by an API exposing API exposing function
function to log API invocation information on CAPIF
core function.

5.8.2.2 Log_API_Invocation_API

5.8.2.2.1 General

This service operation is used by an API exposing function to log API invocation information on CAPIF core function.
5.8.2.2.2 Logging service API invocations using Log_API_Invocation service operation

To log service API invocations at the CAPIF core function, the API exposing function shall send an HTTP POST
message to the CAPIF core function. The body of the HTTP POST message shall include API exposing function
identity information and API invocation log information.

Upon receiving the above described HTTP POST message, the CAPIF core function shall:
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1. verify theidentity of the APl exposing function and check if the API exposing function is authorized to create
service API invocation logs;

2. if the API exposing function is authorized to create service API invocation logs, the CAPIF core function shall:

a. processthe API invocation log information received in the HTTP POST message and store the API
invocation log information in the API repository;

b. create anew resource as defined in subclause 8.7.3; and

c. return the CAPIF Resource |dentifier in the response message.

5.9  CAPIF_Auditing_API

5.9.1 Service Description
5.9.1.1 Overview

The Auditing API, as defined in 3GPP TS 23.222 [2], allows APl management functions via CAPIF-5 reference point
to query the log information stored on the CAPIF core function.

5.9.2 Service Operations
5.9.2.1 Introduction

Table 5.9.2.1-1: Operations of the CAPIF_Auditing_API

Service operation name Description Initiated by
Query_Invocation_Logs This service operation is used by an API APl management
management function to query API invocation function
information logs stored on CAPIF core function.

5.9.2.2 Query_Invocation_Logs_API
5.9.2.21 General

This service operation is a custom service operation used by an APl management function to query API invocation
information logs stored on CAPIF core function.

5.9.2.2.2 Query API invocation information logs using Query_Invocation_Logs service
operation

To query service APl invocation logs at the CAPIF core function, the API management function shall send an HTTP
POST message to the CAPIF core function. The body of the HTTP POST message shall include the APl management
function identity information and the log query.

Upon receiving the above described HTTP POST message, the CAPIF core function shall:

1. verify theidentity of the APl management function and check if the APl management function is authorized to
query the service API invocation logs;

2. if the API management function is authorized to query the service API invocation logs, the CAPIF core function
shall:

a. search the API invocation logs for logs matching the Log Query criteria; and

b. return the search results in the response message.
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5.10 CAPIF_Access Control_Policy API

5.10.1 Service Description
5.10.1.1 Overview

The CAPIF access control policy APIsallow API exposing function via CAPIF-3 reference point to obtain the service
API access policy from the CAPIF core function.

5.10.2 Service Operations
5.10.2.1 Introduction

Table 5.3.2.1-1: Operations of the CAPIF_Access_Control_Policy_API

Service operation name Description Initiated by
Obtain_Access_Control_Policy This service operation is used by an APl exposing API exposing function
function to obtain the access control policy from the
CAPIF core function.

5.10.2.2 Obtain_Access_Control_Policy
5.10.2.2.1 General

This service operation is used by an API exposing function to obtain the access control policy from the CAPIF core
function.

5.10.2.2.2 API exposing function obtaining access control policy from the CAPIF core
function using Obtain_Access_Control_Policy service operation

To obtain the access control policy from the CAPIF core function, the APl exposing function shall send an HTTP GET
message to the CAPIF core function with the API exposing function Identifier and API identification.

Upon receiving the above described HTTP GET message, the CAPIF core function shall

1. verify theidentity of the APl exposing function and check if the API exposing function is authorized to obtain
the access control policy corresponding to the API identification;

2. if the API exposing function is authorized to obtain the access control policy, the CAPIF core function shall
respond with the access control policy information corresponding to the API identification in the HTTP GET

message.
5.10.3 Related Events

The CAPIF_Access _Control_Policy_API supports the subscription and notification of the status of access control
information viathe CAPIF_Events API. The related events are specified in subclause 8.3.6.3.3.

6 Services offered by the API exposing function

6.1 Introduction of Services

The table 6.1-1 lists the APl exposing function APIs below the service name. A service description subclause for each
API gives ageneral description of the related API.

Table 6.1-1: List of AEF Services

Service Name Service Operations Operation Consumer(s)
Semantics
AEF_Authentication_API Authentication_Initiation_ | Request/ Response API Invoker
Request
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6.2 AEF _Authentication_API

6.2.1 Service Description
6.2.1.1 Overview

The AEF authentication API, alows an API invokers via CAPIF-2/2e reference points to request API exposing function
to ensure that authentication parameters necessary for authentication of the API invoker are available with the API
exposing function. If the necessary authentication parameters are not available, the APl exposing function fetches
necessary authentication parameters from CAPIF core function to authenticate the API invoker.

6.2.2 Service Operations
6.2.2.1 Introduction

The service operation defined for AEF_Authentication_Authorization_API isshown in table 6.2.2.1-1.

Table 6.2.2.1-1: Operations of the AEF_Authentication_API

Service operation name Description Initiated by
Authentication_Initiation_Request This service operation is used by an APl invoker to API invoker
request API exposing function to fetch necessary
authentication parameters from CAPIF core
function to authenticate the API invoker

6.2.2.2 Authentication_Initiation_Request_API
6.2.2.2.1 General

This service operation is used by an API invoker to initiate authentication with the APl exposing function. On receiving
the Authentication_Initiation Request the APl exposing function fetches the authentication information of the API
invoker from the CAPIF core function, if required.

6.2.2.2.2 API invoker initiating authentication using Authentication_Initiation_Request
service operation

To initiate authentication with the APl exposing function, the API invoker shall send an HTTP POST message to the
API exposing function. The body of the HTTP POST message shall contain the API invoker ID.

Upon receiving the above described HTTP POST message, the API exposing function shall:

1. check if the credentias of the API invoker for authentication are available with the APl exposing function. if the
credentials of the API invoker for authentication are not available, the APl exposing function shall use the
service defined in subclause 5.6.2.2.4 to fetch the credential s from the CAPIF core function.

2. oncethe credentias of the API invoker for authentication are available, the API exposing function shall:
a. create aresource with the information as described in 9.1.3;

b. return the resource URI in the response message.

7 CAPIF Design Aspects Common for All APIs

7.1 General
CAPIF APIs are RESTful APIsthat allow secure access to the capabilities provided by CAPIF.

This document specifies the procedures triggered at different functional entities as aresult of API invocation requests
and event notifications. The stage-2 level requirements and signalling flows are defined in 3GPP TS 23.222 [2].
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Several design aspects, as mentioned in the following subclauses, are specified in 3GPP TS 29.122 [14] and referenced
by this specification.

7.2 Data Types
7.2.1 General

This clause defines structured data types, simple data types and enumerations that are applicable to several APIs defined
in the present specification and can be referenced from data structures defined in the subsequent clauses.

In addition, data types that are defined in OpenAPI 3.0.0 Specification [3] can also be referenced from data structures
defined in the subsequent clauses.

NOTE: Asaconvention, datatypesin the present specification are written with an upper-case letter in the
beginning. Parameters are written with alower-case letter in the beginning. As an exception, data types

that are also defined in OpenAPI 3.0.0 Specification [3] can use alower-case case | etter in the beginning
for consistency.

Table 7.2.1-1 specifies data types re-used by the CAPIF from other specifications, including a reference to their
respective specifications and when needed, a short description of their use within the CAPIF.

Table 7.2.1-1: Re-used Data Types

Data type Reference Comments
Uri 3GPP TS 29.122 [14]
TestNotification 3GPP TS 29.122 [14] Following clarifications apply:

- The SCEF is the CAPIF core function; and

- The SCSJ/AS is the Subscribing functional entity.
WebsockNotifConfig 3GPP TS 29.122 [14] Following clarifications apply:

- The SCEF is the CAPIF core function; and

- The SCS/AS is the Subscribing functional entity.

7.2.2 Referenced structured data types

Editor's Note: Structured data types applicable to several CAPIF APIswill be defined in this subclause.

7.2.3 Referenced Simple data types and enumerations

Editor's Note: Simple data types and enumerations applicable to several CAPIF APIswill be defined in this
subclause.

Following simple data types defined in Table 7.2.3.1-1 are applicable to several APIsin this document:
Table 7.2.3.1-1: Simple data types applicable to several APIs

Type name Description
CAPIFResourceld string chosen by the CAPIF core function to serve as identifier in a resource URI.

7.3 Usage of HTTP

For CAPIF APIs, support of HTTP/1.1 (IETF RFC 7230 [4], IETF RFC 7231 [5], IETF RFC 7232 [€],

IETF RFC 7233 [7], IETF RFC 7234 [8] and IETF RFC 7235 [9]) over TLS (IETF RFC 5246 [11]) is mandatory and
support of HTTP/2 (IETF RFC 7540 [10]) over TLS (IETF RFC 5246 [11]) is recommended.

A functional entity desiring to use HTTP/2 shall use the HT TP upgrade mechanism to negotiate applicable HTTP
version as described in IETF RFC 7540 [10].

7.4 Content type

The bodies of HTTP request and successful HTTP responses shall be encoded in JSON format (see
IETF RFC 7159 [12]).
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The MIME mediatype that shall be used within the related Content-Type header field is "application/json”, as defined
in [ETF RFC 7159 [12].

NOTE: Thisrelease only supports the content type JSON.

7.5 URI structure

All resource URIs of CAPIF APIs should have the following root structure:
{apiRoot}/{apiName}/{apiVersion}/

"apiRoot" is configured by means outside the scope of the present document. It includes the scheme ("https"), host and
optional port, and an optional prefix string. "apiName" and "apiVersion" shall be set dependent on the API, as defined
in the corresponding subclauses below.

All resource URIsin the subclauses below are defined relative to the above root URI.

NOTE 1: The"apiVersion" will only be increased if the new API version contains backward incompatible changes.
Otherwise, the supported feature mechanism defined in subclause 7.8 can be used to negotiate extensions.

NOTE 2: A different root structure can be used when the resource URI is preconfigured in the API invoking entity.

The root structure may be followed by "api SpecificSuffixes" that are dependent on the API and are defined separately
for each API where they apply:

{apiRoot}/{apiName}/{apiVer sion}/{api SpecificSuffixes}

7.6 Notifications

The functional entities
- shall support the delivery of notifications using a separate HT TP connection towards an address;
- may support testing delivery of notifications; and
- may support the delivery of notification using WebSocket protocol (see IETF RFC 6455 [13]),
as described in 3GPP TS 29.122 [14], with the following clarifications:
- the SCEF isthe CAPIF core function; and
- the SCS/ASisthe Subscribing functional entity.

7.7 Error handling

Response bodies for error handling, as described in 3GPP TS 29.122 [14], are applicable to al APIsin the present
specification unless specified otherwise, with the following clarifications:

- the SCEF isthe CAPIF core function; and
- the SCS/ASisthe functional entity invoking an API.

7.8 Feature negotiation
The functional entity invoking an API (i.e. the API invoker, the API exposing function, the API publishing function or

the APl management function) and the CAPIF core function use feature negotiation procedures defined in
3GPP TS 29.122 [14] to negotiate the supported features, with the following clarifications:

- The SCEF isthe CAPIF core function; and

- TheSCS/ASisthe functiona entity invoking an API.

7.9 HTTP headers

The HTTP headers described in 3GPP TS 29.122 [14] are applicable to all APIsin this document.
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8 CAPIF API Definition
8.1 CAPIF_Discovery Service API

8.1.1 APl URI

The reguest URI used in each HTTP request from the API invoker towards the CAPIF core function shall have the
structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be"service-apis'.

- The{apiVersion} shal

be"v1".

- The{apiSpecificSuffixes} shall be set as described in subclause 8.1.2.

8.1.2 Resources
8.1.21 Overview

/{apiRoot}
/service-apis/iv1

—[/allServiceApis

Figure 8.1.2.1-1: Resource URI structure of the CAPIF_Discovery_Service_API

Table 8.1.2.1-1 provides an overview of the resources and applicable HTTP methods.

Table 8.1.2.1-1: Resources and methods overview

Resource name

Resource URI

HTTP
method or
custom
operation

Description

All published service APIs

{apiRoot}

[service-apisivl
/all ServiceApis/discover

discover
(POST)

Discover published service APIs

8.1.2.2 Resource: All published service APIs

8.1.2.2.1 Description

The All published service APIs resource represents al published service APIs on a CAPIF core function.

8.1.2.2.2 Resource Definition

Resource URI: {apiRoot}/service-apis/vl/all ServiceApis

This resource shall support the resource URI variables defined in table 8.1.2.2.2-1.
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Table 8.1.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
8.1.2.2.3 Resource Standard Methods
None.
8.1.2.2.4 Resource Custom Operations

8.1.2.2.4.1 Overview

Table 8.1.2.2.4.1-1: Custom operations

Mapped HTTP
method
{apiRoot}/service- POST Discover published service APIs
apis/vl/allServiceApis/discover

Custom operaration URI Description

8.1.2.2.4.2 Operation: discover
8.1.2.24.21 Description
Discover custom operation is used by an API invoker to discover service API available at the CAPIF core function.
8.1.2.24.2.2 Operation Definition
This operation shall support the URI query parameters specified in table 8.1.2.2.4.2.2-1.
Table 8.1.2.2.4.2.2-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This operation shall support the request data structures specified in table 8.1.2.2.4.2.2-2 and the response data structure
and response codes specified in table 8.1.2.2.4.2.2-3.

Table 8.1.2.2.4.2.2-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
APIQuery M |1 Query parameters to discover the published service APIs

Table 8.1.2.2.4.2.2-3: Data structures supported by the POST Response Body on this resource

Data type P |[Cardinality [Response Description
codes
DiscoveredAPIs M [1.N 200 OK Discovered APIs as result of the search operation

8.1.3 Notifications

None.
8.1.4 Data Model
8.1.4.1 General

This subclause specifies the application data model supported by the API.
Table 8.1.4.1-1 specifies the data types defined for the CAPIF service based interface protocol.
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Data type Section Description Applicability
defined
APIQuery 8.14.2.2 Query parameters for discovery of the
service APIs

DiscoveredAPl 8.1.4.2.3 Definition of the service API

Table 8.1.4.1-2 specifies data types re-used by the CAPIF_Discovery_Service API service:

Table 8.1.4.1-2: Re-used Data Types
Data type Reference Comments Applicability

ServiceAPIDescription |Subclause 8.2.4.2.2 |Description of the service API
InterfaceDescription  |Subclause 8.2.4.2.3 |[Name of the protocol
Protocol Subclause 8.2.4.3.3 |Protocol
DataFormat Subclause 8.2.4.3.4 |Data format

8.1.4.2 Structured data types

8.1.4.2.1 Introduction

8.1.4.2.2 Type: APIQuery

Table 8.1.4.2.2-1: Definition of type APIQuery
Attribute name |Datatype | P |[Cardinality Description Applicability
apilnvokerld string M (1 String identifying the API invoker
assigned by the CAPIF core function

serviceName string O [0..1 Name of the service

apiName string O |0.1 API name

apiVersion string O [0..1 API version

uri Uri O |0.1 Uri of the API

protocol Protocol O |0.1 Protocol used by the API.

interfaceDescri  |InterfaceD | O |0..N Interface details

ption escription

dataFormat DataForm | O |0..1 Data formats used by the API

at
description string O 0.1 Text description of the API
8.1.4.2.3 Type: DiscoveredAPls
Table 8.1.4.2.3-1: Definition of type DiscoveredAPIs

Attribute name |Datatype | P |[Cardinality Description Applicability
apild string M |1 Identifier of the service API

serviceAPIDesc |[ServiceAP | O |0..1 Description of the service API as

ription IDescriptio published by the service.

n

8.1.4.3

None.

8.1.5

Simple data types and enumerations

Error Handling

General error responses are defined in subclause 7.7.

8.1.6

Feature negotiation

General feature negotiation procedures are defined in subclause 7.8.
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Table 8.1.6-1: Supported Features

Feature number Feature Name Description
n/a

8.2 CAPIF_Publish_Service API
8.2.1 API URI

The request URI used in each HTTP request from the API publishing function towards the CAPIF core function shall
have the structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be "published-apis".

- The{apiVersion} shal be"v1".

- The{apiSpecificSuffixes} shall be set as described in subclause 8.2.2.
8.2.2 Resources

8221 Overview

/{apiRoot}
/published-apis/v1

—[/{apfld} ]
—[/serviceApis 1
—[/{serviceApild} ]

Figure 8.2.2.1-1: Resource URI structure of the CAPIF_Publish_Service API

Table 8.2.2.1-1 provides an overview of the resources and applicable HTTP methods.

Table 8.2.2.1-1: Resources and methods overview

HTTP
Resource name Resource URI MEL 20! ©F Description
custom
operation
APF published APIs {apiRoot} POST Publish anew API
/published-apis/vl GET Retrive al published service
H{ apfld}/serviceApis APIs
Individual APF published  |{apiRoot} GET Retrive a published service API
API [api-invocation-logs/vl PUT Update a published service AP
H{ apfld}/serviceApis DELETE Unpublish a published service
H{ serviceApild} API
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8.2.2.2 Resource: APF published APIs

8.2.2.2.1 Description

The APF published APIs resource represents all published service APIs of a APl publishing function.
8.2.2.2.2 Resource Definition

Resource URI: {apiRoot}/published-apis/v1l/{apfld}/serviceApis

This resource shall support the resource URI variables defined in table 8.2.2.2.2-1.

Table 8.2.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
apfld Identity of the API publishing function
8.2.2.2.3 Resource Standard Methods
8.2.2.231 POST

This method shall support the URI query parameters specified in table 8.2.2.2.3.1-1.

Table 8.2.2.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.2.2.2.3.1-2 and the response data structures and
response codes specified in table 8.2.2.2.3.1-3.

Table 8.2.2.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
ServiceAPIDescri | M |1 Definition of the service API being published
ption

Table 8.2.2.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality |Response Description
codes

ServiceAPIDescription (M |1 201 Service API published successfully.
Created

The URI of the created resource shall be returned in the
"Location" HTTP header

8.2.2.2.3.2 GET
This method shall support the URI query parameters specified in table 8.2.2.2.3.2-1.

Table 8.2.2.2.3.2-1: URI query parameters supported by the GET method on this resource

Name Data type P |Cardinality Description
apfld string M |1 String identifying the API publishing function

This method shall support the request data structures specified in table 8.2.2.2.3.2-2 and the response data structures and
response codes specified in table 8.2.2.2.3.2-3.
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Table 8.2.2.2.3.2-2: Data structures supported by the GET Request Body on this resource

Data type

P | Cardinality

Description

n/a

Table 8.2.2.2.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality |Response Description
codes
ServiceAPIDescription [O [0..N 200 OK Definition of all service API(s) published by the API publishing

function.

8.2.2.2.4 Resource Custom Operations

None.

8.2.2.3 Resource: Individual APF published API
8.2.2.3.1 Description

The Individual APF published API resource represents an individual published service API.
8.2.2.3.2 Resource Definition

Resource URI: {apiRoot}/published-apis/vl/{apfl d}/serviceApis/{serviceApil d}
This resource shall support the resource URI variables defined in table 8.2.2.3.2-1.

Table 8.2.2.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
apfld Identity of the API publishing function
serviceApild String identifying an individual published service API
8.2.2.3.3 Resource Standard Methods
8.2.2331 GET

This method shall support the URI query parameters specified in table 8.2.2.3.3.1-1.

Table 8.2.2.3.3.1-1: URI query parameters supported by the GET method on this resource

Name

Data type

P

Cardinality

Description

apfld

string

M

1

String identifying the API publishing function

This method shall support the request data structures specified in table 8.2.2.3.3.1-2 and the response data structures and
response codes specified in table 8.2.2.3.3.1-3.

Table 8.2.2.3.3.1-2: Data structures supported by the GET Request Body on this resource

Data type

P | Cardinality

Description

n/a

Table 8.2.2.3.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality |Response Description
codes
O [0..N 200 OK Definition of all service API published by the API publishing
ServiceAPIDescription function.
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8.2.2.3.3.2 PUT
This method shall support the URI query parameters specified in table 8.2.2.3.3.2-1.

Table 8.2.2.3.3.2-1: URI query parameters supported by the PUT method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.2.2.3.3.2-2 and the response data structures and
response codes specified in table 8.2.2.3.3.2-3.

Table 8.2.2.3.3.2-2: Data structures supported by the PUT Request Body on this resource

Data type P | Cardinality Description
ServiceAPIDescri | M |1 Updated definition of the service API.
ption

Table 8.2.2.3.3.2-3: Data structures supported by the PUT Response Body on this resource

Data type P | Cardinality |Response Description
codes
M (1 200 OK Definition of the service APl updated successfully..
ServiceAPIDescription

8.2.2.3.3.3 DELETE
This method shall support the URI query parameters specified in table 8.2.2.3.3.3-1.

Table 8.2.2.3.3.3-1: URI query parameters supported by the GET method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.2.2.3.3.3-2 and the response data structures and
response codes specified in table 8.2.2.3.3.3-3.

Table 8.2.2.3.3.3-2: Data structures supported by the DELETE Request Body on this resource

Data type P | Cardinality Description

n/a

Table 8.2.2.3.3.3-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No The individual published service APl matching the serviceApild
Content is deleted.

8.2.2.3.4 Resource Custom Operations

None.

8.2.3 Notifications

None.
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This subclause specifies the application data model supported by the API.

Table 8.2.4.1-1 specifies the data types defined for the CAPIF service based interface protocol.

Table 8.2.4.1-1: Specific Data Types

Data type Section Description Applicability
defined
ServiceAPIDescription |8.2.4.2.2 Definition of the service API
InterfaceDescription  18.2.4.2.3 Description of the APl interface
Table 8.2.4.1-2 specifies data types re-used by the CAPIF_Publish_Service API service:
Table 8.2.4.1-2: Re-used Data Types
Data type Reference Comments Applicability
Ipv4Addr 3GPP TS 29.122 [14]
Ipv6Addr 3GPP TS 29.122 [14]
Uri 3GPP TS 29.122 [14]
Port 3GPP TS 29.122 [14]
8.2.4.2 Structured data types
8.24.2.1 Introduction
8.2.4.2.2 Type: ServiceAPIDescription
Table 8.2.4.2.2-1: Definition of type ServiceAPIDescription
Attribute name |Datatype | P [Cardinality Description Applicability
apiName string M |1 APl name
apilD string C (0.1 API identifier assigned by the CAPIF
core function to the published service
API. Shall not be present in the HTTP
POST request from the API publishing
function to the CAPIF core function. Shall
be present in the HTTP POST response
from the CAPIF core function to the API
publishing function.
apiVersion string O [0..1 API version
serviceName string O |0..1 Name of the service to which the API
belongs
interfaceDescri  |InterfaceD | O |0..N Interface details
ption escription
dataFormat DataForm | O |0..1 Data formats used by the API
at
description string O |0..1 Text description of the API
uri Uri O |0..N Relative URI (s) of the API
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8.2.4.2.3 Type: InterfaceDescription

Table 8.2.4.2.3-1: Definition of type InterfaceDescription

Attribute name |Datatype | P |[Cardinality Description Applicability
domainName string O [0.1 Domain to which API belongs to

ipv4Addr Ipv4Addr O |0.1 String identifying a IPv4 address

ipv6Addr Ipv6Addr O |0.1 String identifying a IPv6 address

port Port O |[0..1 Port

protocol Protocol O |0.1 Protocol used by the API.
8.2.4.3 Simple data types and enumerations
8.24.3.1 Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the
previous subclauses.

8.2.4.3.2 Simple data types
The simple data types defined in table 8.2.4.3.2-1 shall be supported.
Table 8.2.4.3.2-1: Simple data types

Type Name Type Definition Description Applicability
n/a
8.2.4.3.3 Enumeration: Protocol

Table 8.2.4.3.3-1: Enumeration Protocol

Enumeration value Description Applicability
HTTPS/1.1 HTTP Secure version 1.1
HTTPS/2 HTTP Secure version 2.0
8.2.4.3.4 Enumeration: DataFormat

Table 8.2.4.3.3-1: Enumeration DataFormat

Enumeration value Description Applicability

JSON JavaScript Object Notation

8.2.5 Error Handling

General error responses are defined in subclause 7.7.

8.2.6 Feature negotiation
General feature negotiation procedures are defined in subclause 7.8.

Table 8.2.6-1: Supported Features

Feature number Feature Name Description
n/a
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8.3 CAPIF_Events API
8.3.1 API URI

The request URI used in each HTTP request from the Subscribing functional entity towards the CAPIF core function
shall have the structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be "capif-events'.

- The{apiVersion} shall be"v1".

- The{apiSpecificSuffixes} shall be set as described in subclause 8.3.2.
8.3.2 Resources

8.3.2.1 Overview

[//{apiRoot} }

[capif-events/v1

—[/{subscriberld} J
—{/subscriptions }
—[/{subscriptionld} }

Figure 8.3.2.1-1: Resource URI structure of the CAPIF_ Events_API

Table 8.3.2.1-1 provides an overview of the resources and applicable HTTP methods.

Table 8.3.2.1-1: Resources and methods overview

HTTP
method
Resource name Resource URI or Description
custom
operation
CAPIF Events Subscriptions  |{ apiRoot} /capif-events/ivl/ POST Creates anew individual CAPIF
{'subscriber|d} /subscriptions Event Subscription
Individual CAPIF Events {apiRoot}/capif-events/vl/ DELETE |Deletesan individual CAPIF Event
Subscription {'subscriberld} /subscriptions/ Subscription identified by
{'subscriptionl d} {'subscriptionld}
8.3.2.2 Resource: CAPIF Events Subscriptions
8.3.2.2.1 Description

The CAPIF Events Subscriptions resource represents all subscriptions of a Subscribing functional entity.
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8.3.2.2.2 Resource Definition
Resource URI: { apiRoot} /capif-events/v1/{ subscriberld} /subscriptions
This resource shall support the resource URI variables defined in table 8.3.2.2.2-1.

Table 8.3.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
subscriberld ID of the Subscribing functional entity
8.3.2.2.3 Resource Standard Methods
8.3.2.231 POST

This method shall support the URI query parameters specified in table 8.3.2.2.3.1-1.

Table 8.3.2.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.3.2.2.3.1-2 and the response data structures and
response codes specified in table 8.3.2.2.3.1-3.

Table 8.3.2.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
EventSubscription | M |1 Create a new individual CAPIF Events Subscription resource.

Table 8.3.2.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
EventSubscription | M |1 201 CAPIF Events Subscription resource created successfully.
Created
The URI of the created resource shall be returned in the
"Location" HTTP header

8.3.2.2.4 Resource Custom Operations

None.

8.3.2.3 Resource: Individual CAPIF Events Subscription
8.3.2.3.1 Description

The Individual CAPIF Events Subscription resource represents an individual event subscription of a Subscribing
functional entity.

8.3.2.3.2 Resource Definition
Resource URI: { apiRoot} /capif-events/v1/{ subscriberl d} /subscriptions/{ subscriptionl d}
This resource shall support the resource URI variables defined in table 8.3.2.3.2-1.
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Table 8.3.2.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
subscriberld ID of the Subscribing functional entity
subscriptionid String identifying an individual Events Subscription
8.3.2.3.3 Resource Standard Methods
8.3.2.331 DELETE

This method shall support the URI query parameters specified in table 8.3.2.3.3.1-1.
Table 8.3.2.3.3.1-1: URI query parameters supported by the DELETE method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.3.2.3.3.1-2 and the response data structures and
response codes specified in table 8.3.2.3.3.1-3.

Table 8.3.2.3.3.1-2: Data structures supported by the DELETE Request Body on this resource

Data type P | Cardinality Description

n/a

Table 8.3.2.3.3.1-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No The individual CAPIF Events Subscription matching the
Content subscriptionld is deleted.
8.3.2.3.4 Resource Custom Operations
None.
8.3.3 Notifications
8.3.3.1 General

The delivery of notifications shall conform to subclause 7.6.

Table 8.3.3.1-1: Notifications overview

HTTP
method .
A Description
Notification Resource URI or (service operation)
custom
operation
POST |Notifies Subscribing
Event notification {natificationDestination} functional entity of a
CAPIF Event

8.3.3.2 Event Notification

8.3.3.2.1 Description

Event Notification is used by the CAPIF core function to notify a Subscribing functional entity of an Event. The
Subscribing functional entity shall be subscribed to such Event Notification viathe Individual CAPIF Events
Subscription Resource.
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8.3.3.2.2 Notification definition

The POST method shall be used for Event notification and the URI shall be the one provided by the API invoker during
the on-boarding request.

Resource URI: {notificationDestination}
This method shall support the URI query parameters specified in table 8.3.3.2.2.1-1.
Table 8.3.3.2.2-1: URI query parameters supported by the POST method on this resource

Name Data type P [Cardinality Description

n/a

This method shall support the request data structures specified in table 8.3.3.2.2-2 and the response data structures and
response codes specified in table 8.3.3.2.2-3.

Table 8.3.3.2.2-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
EventNotification M 1 Notification information of a CAPIF Event

Table 8.3.3.2.2-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality Response Description
codes
n/a 204 No Content |The receipt of the Notification is acknowledged.

8.34 Data Model

8.34.1 General

This subclause specifies the application data model supported by the API. Data types listed in subclause 7.2 apply to
thisAPI.

Table 8.3.4.1-1 specifies the data types defined specifically for the CAPIF_Events API service.
Table 8.3.4.1-1: CAPIF_Events_API specific Data Types

Data type Section Description Applicability
defined
EventSubscription |8.3.4.2.2 Represents an individual CAPIF Event
Subscription resource
EventNotification |8.3.4.2.3 Represents an individual CAPIF Event
Subscription Notification resource
CAPIFEvent 8.3.4.3.2 Describes CAPIF events

Table 8.3.4.1-2 specifies data types re-used by the CAPIF_Events APl service:
Table 8.3.4.1-2: Re-used Data Types

Data type Reference Comments Applicability
Uri 3GPP TS 29.122 [14]
TestNotification 3GPP TS 29.122 [14]
WebsockNotifConfig |3GPP TS 29.122 [14]

8.3.4.2 Structured data types
8.34.21 Introduction

This subclause defines the structures to be used in resource representations.
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Table 8.3.4.2.2-1: Definition of type EventSubscription

Attribute name |Datatype | P |[Cardinality Description Applicability
events CAPIFEve | M [1..N Subscribed events
nt
notificationDesti [Uri M |1 URI where the notification should be
nation delivered to.
requestTestNoti |Boolean O (0.1 Set to true by Subscribing functional Notification_test_event
fication entity to request the CAPIF core function
to send a test notification as defined in in
subclause 7.6. Set to false or omitted
otherwise.
websockNotifC  |Websock O |0.1 Configuration parameters to set up Notification_websocket
onfig NotifConfi notification delivery over Websocket
g protocol as defined in subclause 7.6.
8.3.4.2.3 Type: EventNotification

Table 8.3.4.2.4-1: Definition of type EventNotification

Attribute name |Datatype | P [Cardinality Description Applicability
subscriptionld  |[string M (1 Identifier of the subscription resource to
which the natification is related — CAPIF
resource identifier
events CAPIFEve | M |[1..N Notifications of individual events
nt
8.3.4.3 Simple data types and enumerations
8.3.4.3.1 Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the
previous subclauses.

8.3.4.3.2

None.

Simple data

types

The simple data types defined in table 8.3.4.3.2-1 shall be supported.

Table 8.3.4.3.2-1: Simple data types

Type Name

Type Definition

Description

Applicability

n/a
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8.3.4.3.3 Enumeration: CAPIFEvent
Table 8.3.4.3.3-1: Enumeration CAPIFEvent

Enumeration value Description Applicability

Availability of service APIs Availability events of service APIs

Service APl update Events related to change in service API
information

Service APl invocation Events corresponding to service API invocations

API invoker on-boarded Events related to API invoker status in CAPIF
(on-boarded, off-boarded)

System related events Alarm events providing fault information

Performance related events Events related to system load conditions

Monitoring service API Events related to the status of the service APIs

Access control policy related Events related to status of the access control

events policy information

Editor's Note: The above table is not final and will be refined, for e.g. actual enumeration values need to be defined
in capital letters.

8.35 Error Handling
General error responses are defined in subclause 7.7.
8.3.6 Feature negotiation

General feature negotiation procedures are defined in subclause 7.8. Table 8.3.6-1 lists the supported features for
CAPIF_Events API.

Table 8.3.6-1: Supported Features

Feature number Feature Name Description

1 Notification_test _event Testing of notification connection is supported according to
subclause 7.6.

2 Notification_websocket The delivery of notifications over Websocket is supported according to
subclause 7.6. This feature requires that the Notification_test_event
feature is also supported.

Editor's Note: Supporting features specific to Subscribing functional entitiesis for further study.

8.4 CAPIF_API_Invoker Management_API
8.4.1 APIURI

The reguest URI used in each HTTP request from the API invoker towards the CAPIF core function shall have the
structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be "api-invoker-management".
- The{apiVersion} shall be"v1".
- The{apiSpecificSuffixes} shall be set as described in subclause 8.4.2.
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8.4.2 Resources
8.4.2.1 Overview

{//{apiRoot} }

/api-invoker-management/v1

—[/onboardedlnvokers }

[/{onboardingld} }

Figure 8.4.2.1-1: Resource URI structure of the CAPIF_API_Invoker_Management_API

Table 8.4.2.1-1 provides an overview of the resources and applicable HTTP methods.

Table 8.4.2.1-1: Resources and methods overview

HTTP
method or .
Resource name Resource URI custom Description
operation
On-boarded API Invokers {apiRoot} POST On-boards anew API invoker by
/api-invoker-management/vl creating a APl invoker profile
/onboardedinvokers
Individual On-boarded APl |{ apiRoot} DELETE |Off-boardsanindividua API
Invoker /api-invoker-management/vl invoker by deleting the AP
/onboardedI nvokers/{ onboardingl d} invoker profile identified by
{ onboardingl d}
8.4.2.2 Resource: On-boarded API invokers
8.4.2.2.1 Description

The On-boarded API Invokers resource represents al the API invokersthat are on-boarded at a given CAPIF core
function.

8.4.2.2.2 Resource Definition
Resource URI: {apiRoot}/api-invoker-management/vl/onboar dedl nvokers
This resource shall support the resource URI variables defined in table 8.4.2.2.2-1.

Table 8.4.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
8.4.2.2.3 Resource Standard Methods
8.4.2.23.1 POST

This method shall support the URI query parameters specified in table 8.4.2.2.3.1-1.
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Table 8.4.2.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.4.2.2.3.1-2 and the response data structures and
response codes specified in table 8.4.2.2.3.1-3.

Table 8.4.2.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
APIlInvokerEnrolm | M |1 Enrolment details of the API invoker including notification destination URI for
entDetails any on-boarding related notifications and an optional list of APIs the API
invoker intends to invoke while on-board.

Table 8.4.2.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P |Cardinality |Response Description
codes

APIlInvokerEnrolmentDetails | M |1 201 API invoker on-boarded successfully
Created

The URI of the created resource shall be returned in the
"Location" HTTP header. A list of APIs the API invoker is
allowed to invoke while on-board may also be included.
OnboardingRequestAck M (1 200 OK CAPIF core function acknowledging the received on-
boarding request.

Editor's Note: 202 Accepted response code as a POST response is for further study.

8.4.2.2.4 Resource Custom Operations

None.

8.4.2.3 Resource: Individual On-boarded API Invoker
8.4.2.3.1 Description

The Individual On-boarded API Invokers resource represents an individual APl invoker that is on-boarded at a given
CAPIF core function.

8.4.2.3.2 Resource Definition
Resource URI: { apiRoot} /api-invoker-management/v1/onboarded| nvokers/{ onboardingl d}
Thisresource shall support the resource URI variables defined in table 8.4.2.3.2-1.

Table 8.4.2.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
onboardingld String identifying an individual on-boarded API invoker resource
8.4.2.3.3 Resource Standard Methods
8.4.2331 DELETE

This method shall support the URI query parameters specified in table 8.4.2.3.3.1-1.

Table 8.4.2.3.3.1-1: URI query parameters supported by the DELETE method on this resource

Name Data type P |Cardinality Description

n/a
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This method shall support the response codes specified in table 8.4.2.3.3.1-2 and the response data structures and
response codes specified in table 8.4.2.3.3.1-3.

Table 8.4.2.3.3.1-2: Data structures supported by the DELETE Request Body on this resource

Data type P | Cardinality Description

n/a

Table 8.4.2.3.3.1-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No The individual on-boarded API invoker matching the
Content onboardingld is deleted
8.3.2.34 Resource Custom Operations
None.
8.4.3 Notifications
8.4.3.1 General

The delivery of notifications shall conform to subclause 7.6.

Table 8.4.3.1-1: Notifications overview

HTTP
method .
e Description
Notification Resource URI or (service operation)
custom
operation
On-boardin POST  |Notify API invoker
noti ficationg {notificationDestination} of on-boarding
result
8.4.3.2 On-boarding Notification
8.4.3.2.1 Description

On-boarding Notification is used by the CAPIF core function to notify an API invoker of the on-boarding result.

8.4.3.2.2 Notification definition

The POST method shall be used for On-boarding notification and the URI shall be the one provided by the API invoker
during the on-boarding request.

Resource URI: {notificationDestination}
This method shall support the URI query parameters specified in table 8.4.3.2.2-1.

Table 8.4.3.2.2-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.4.3.2.2-2 and the response data structures and
response codes specified in table 8.4.3.2.2-3.
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Table 8.4.3.2.2-2: Data structures supported by the POST Request Body on this resource

Data type

P

Cardinality

Description

OnboardingNotification

M

1

Notification with on-boarding result

Table 8.4.3.2.2-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality Response Description
codes
n/a 204 No Content |The receipt of the Notification is acknowledged.
8.4.4 Data Model
8.44.1 General

This subclause specifies the application data model supported by the API. Data types listed in subclause 7.2 apply to

this API.

Table 8.4.4.1-1 specifies the data types defined specifically for the CAPIF_API_Invoker_Management_API service.

Table 8.4.4.1-1: CAPIF_API_Invoker_Management_API specific Data Types

Data type Section Description Applicability
defined

APIlInvokerEnrolmentDetails 8.4.4.2.2 APl invoker's enrolment details

OnboardingNotificationDestination |8.4.4.2.3 Notification destination details.

APIList 8.4.4.2.4 List of APIs

OnboardingInformation 8.4.4.2.5 On-boarding information of the
API invoker

OnboardingRequestAck 8.4.4.2.6 Acknowledgement to received
request.

CAPIFOnboardingNatification 8.4.4.2.7 Notification with on-boarding
result

Table 8.4.4.1-2 specifies data types re-used by the CAPIF_API_Invoker_Management_API service.

Table 8.4.4.1-2: Re-used Data Types

Data type

Reference

Comments

Applicability

ServiceAPIDescription

Subclause 8.1.4.2.2

Uri

3GPP TS 29.122 [14]

TestNotification

3GPP TS 29.122 [14]

WebsockNotifConfig

3GPP TS 29.122 [14]
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8.4.4.2 Structured data types
8.4.4.21 Introduction
8.4.4.2.2 Type: APlInvokerEnrolmentDetails

Table 8.4.4.2.2-1: Definition of type APlinvokerEnrolmentDetails

Attribute name |Datatype | P [Cardinality Description Applicability

apilnvokerld string O |0.1 API invoker ID assigned by the CAPIF
core function to the API invoker while on-
boarding the API invoker. Shall not be
present in the HTTP POST request from
the API invoker to the CAPIF core
function, to on-board itself. Shall be
present in all other HTTP requests and

responses.
onboardinginfor |Onboardin | M |1 On-boarding information about the API
mation glnformati invoker necessary for the CAPIF core

on function to on-board the API invoker.
onboardingNotif [Onboardin | O |0..1 Onboarding notification destination
icationDestinati  |gNotificati information provided by the API invoker.
on onDestinat Shall be present in the HTTP POST

ion request from the API invoker to the

CAPIF core function, to on-board itself.
Shall not be present in any other HTTP
reguests and responses.

apiList APIList O |0.1 A list of APIs. When included by the API
invoker in the HTTP request message, it
lists the APIs that the API invoker intends
to invoke while onboard. When included
by the CAPIF core function in the HTTP
response message, it lists the APIs that
the API invoker is allowed to invoke while
onboard.

8.4.4.2.3 Type: OnboardingNotificationDestination

Table 8.4.4.2.3-1: Definition of type OnboardingNotificationDestination

Attribute name |Datatype | P [Cardinality Description Applicability
notificationDesti |Uri M |1 URI where the natification should be

nation delivered to.

requestTestNoti (Boolean O (0.1 Set to true by Subscribing functional Notification_test _event
fication entity to request the CAPIF core function

to send a test notification as defined in in
subclause 7.6. Set to false or omitted

otherwise.
websockNotifC  |Websock O (0.1 Configuration parameters to set up Notification_websocket
onfig NotifConfi notification delivery over Websocket
g protocol as defined in subclause 7.6.

8.4.4.2.4 Type: APIList
Table 8.4.4.2.4-1: Definition of type APIList
Attribute name |Datatype | P [Cardinality Description Applicability
serviceAPIDesc |[ServiceAP | M |1..N Definition of the service API
ription IDescriptio
n
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8.4.4.2.5 Type: Onboardinginformation
Table 8.4.4.2.5-1: Definition of type OnboardingInformation

Attribute name |Datatype | P |[Cardinality Description Applicability
apilnvokerOnbo |string O |0.1 Base64 encoded OAuth Access Token
ardingToken received from the service provider.
apilnvokerPubli |string O |0.1 Public Key of API Invoker
cKey
apilnvokerCertif |string O (0.1 API invoker's generic client certificate
icate
8.4.4.2.6 Type: OnboardingRequestAck
Table 8.4.4.2.6-1: Definition of type OnboardingRequestAck
Attribute name |Datatype | P |[Cardinality Description Applicability
onboardingNotif |Onboardin | M |1 On-boarding notification destination
icationDestinati  |gNotificati related details
on onDestinat
ion
8.4.4.2.7 Type: CAPIFOnboardingNotification
Table 8.4.4.2.7-1: Definition of type CAPIFOnboardingNotification
Attribute name |Datatype | P [Cardinality Description Applicability
result Boolean M |1 Set to "true" indicate successful on-
boarding. Otherwise set to "false"
resourceLocatio [Uri cC il URI pointing to the new CAPIF resource
n created as a result of successful on-
boarding.
This attribute shall be present if 'result’
attribute is set to "true". Otherwise it shall
not be present.
apilnvokerEnrol |APlinvoke | C |1 Enrolment details of the APl invoker
mentDetails rEnrolmen which are verified by the CAPIF
tDetails administrator or APl management.
This attribute shall be present if 'result’
attribute is set to "true". Otherwise it shall
not be present.
apiList APIList O 0.1 List of APIs API invoker is allowed to
access.
This attribute may be present if result’
attribute is set to "true". Otherwise it shall
not be present.
8.4.4.3 Simple data types and enumerations
None.

8.4.5 Error Handling

General error responses are defined in subclause 7.7.

8.4.6 Feature negotiation

General feature negotiation procedures are defined in subclause 7.8. Table 8.4.6-1 lists the supported features for
CAPIF_API_Invoker_Management_API.
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Table 8.4.6-1: Supported Features

Feature number Feature Name Description

1 Notification_test_event Testing of notification connection is supported according to
subclause 7.6.

2 Notification_websocket The delivery of notifications over Websocket is supported according to
subclause 7.6. This feature requires that the Notification_test_event
feature is also supported.

8.5 CAPIF_Authentication_Authorization_API
8.5.1 API URI

Therequest URI used in each HTTP request from the API invoker or the API exposing function towards the CAPIF
core function shall have the structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be " capif-security".
- The{apiVersion} shall be"v1".
- The{apiSpecificSuffixes} shall be set as described in subclause 8.5.2.

8.5.2 Resources
8.5.2.1 Overview

[//{apiRoot} }

[capif-security/v1

—[/trusted Invokers }
—[/{apilnvokerld} 1

Figure 8.5.2.1-1: Resource URI structure of the CAPIF_Authentication_Authorization _API

Table 8.5.2.1-1 provides an overview of the resources and applicable HT TP methods.

Table 8.5.2.1-1: Resources and methods overview

HTTP
method
Resource name Resource URI or Description
custom
operation
Trusted APl invokers {apiRoot} POST All trusted API invokers
/capif-security/vl
/trustedinvokers
Individual trusted API {apiRoot} GET Retrive authentication
invokers [capif-security/vl information of an API invoker
[trustedl nvokers/{ apil nvokerl d} DELETE |Revoke the authorization of the
API invoker
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8522 Resource: Trusted API invokers

8.5.2.2.1 Description

The Trusted API Invokers resource represents all the API invokers that are trusted by the CAPIF core function and have
received authentication information from the CAPIF core function.

8.5.2.2.2 Resource Definition
Resource URI: {apiRoot}/capif-security/vl/trustedl nvokers
This resource shall support the resource URI variables defined in table 8.5.2.2.2-1.

Table 8.5.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
8.5.2.2.3 Resource Standard Methods
852231 POST

This method shall support the URI query parameters specified in table 8.5.2.2.3.1-1.

Table 8.5.2.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.5.2.2.3.1-2 and the response data structures and
response codes specified in table 8.5.2.2.3.1-3.

Table 8.5.2.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
ServiceSecuity M |1 Security method request from the API invoker to the CAPIF core function.
The request indicates the a list of service APIs and a preferred method of
security for the service APlIs.

The request also includes a notification destination URI for security related
notifications.

Table 8.5.2.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
ServiceSecuity M |1 201 Security method from the CAPIF core function to the API
Created invoker is based on the received request. The response

indicates the security method to be used for the service APIs

The URI of the created resource shall be returned in the
"Location" HTTP header.

8.5.2.2.4 Resource Custom Operations

None.
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8523 Resource: Individual trusted API invokers

8.5.2.3.1 Description

The Individual trusted API Invokers resource represents an individual API invokersthat is trusted by the CAPIF core
function and have received security related information from the CAPIF core function.

8.5.2.3.2 Resource Definition
Resource URI: {apiRoot}/capif-security/v1/trustedl nvoker s/{apil nvoker|d}
This resource shall support the resource URI variables defined in table 8.5.2.3.2-1.

Table 8.5.2.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
apilnvokerld String identifying an individual APl invoker
8.5.2.3.3 Resource Standard Methods
8.5.2.331 GET

This method shall support the URI query parameters specified in table 8.5.2.3.3.1-1.

Table 8.5.2.3.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P |Cardinality Description
apilnvokerld string M [1 String identifying the API invoker
authenticationInfo boolean O |0..1 When set to 'true’, it indicates the CAPIF core function to

send the authentication information of the APl invoker. Set to
false or omitted otherwise.

authorizationinfo boolean O (0.1 When set to 'true’, it indicates the CAPIF core function to
send the authorization information of the API invoker. Set to
false or omitted otherwise.

This method shall support the request data structures specified in table 8.5.2.3.3.1-2 and the response data structures and
response codes specified in table 8.5.2.3.3.1-3.

Table 8.5.2.3.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 8.5.2.3.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality | Response Description
codes
ServiceSecurity M |1 200 OK The security related information of the API Invoker based on
the request from the API exposing function.

8.5.2.3.3.2 DELETE
This method shall support the URI query parameters specified in table 8.5.2.3.3.2-1.

Table 8.5.2.3.3.2-1: URI query parameters supported by the DELETE method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.5.2.3.3.2-2 and the response data structures and
response codes specified in table 8.5.2.3.3.2-3.
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Table 8.5.2.3.3.2-2: Data structures supported by the DELETE Request Body on this resource

Data type P | Cardinality Description

n/a

Table 8.5.2.3.3.2-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Authorization of the API invoker revoked, and a notification is
Content sent to the API invoker as specified in subclause 8.5.3.2
8.5.2.3.4 Resource Custom Operations
None.
8.5.3 Notifications
8.5.3.1 General

The delivery of notifications shall conform to subclause 7.6.

Table 8.5.3.1-1: Notifications overview

HTTP
CuELEE Description
Notification Resource URI or (service ogeration)
custom
operation
POST  |Notify API invoker

that the

Authorization revoked authorization rights

notification {notificationDestination} are revoked by the
API exposing
function.
8.5.3.2 Authorization revoked notification
8.5.3.2.1 Description

Authorization revoked notification is used by the CAPIF core function to notify an API invoker that the authorization
rights are revoked by the APl exposing function.

8.5.3.2.2 Notification definition

The POST method shall be used for Authorization revoked notification and the URI shall be the one provided by the
API invoker during the Service_Security Method Request service operation.

Resource URI: {notificationDestination}
This method shall support the URI query parameters specified in table 8.5.3.2.2-1.

Table 8.5.3.2.2-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.5.3.2.2-2 and the response data structures and
response codes specified in table 8.5.3.2.2-3.
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Table 8.5.3.2.2-2: Data structures supported by the POST Request Body on this resource

Data type

P

Cardinality

Description

SecurityNotification

M

1 Notification with information related to revoked

authorization.

Table 8.5.3.2.2-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality Response Description
codes
n/a 204 No Content |The receipt of the Notification is acknowledged.
8.5.4 Data Model
8.54.1 General

This subclause specifies the application data model supported by the API.

Table 8.5.4.1-1 specifies the data types defined for the CAPIF service based interface protocol.

Table 8.5.4.1-1: Specific Data Types

Data type Section Description Applicability
defined

ServiceSecurity 8.5.4.2.2 Details of the security method for
each sercive API interface. When
included by the API invoker, it shall
indicate the preferred method of
security. When included by the
CAPIF core function, it shall indicate
the security method to be used for
the service APl interface.

SecurityMethod 8.5.4.2.3 Interface details and the security
method

securityNotificationDestination |8.5.4.2.4 Notification destination details

Table 8.5.4.1-2 specifies data types re-used by the CAPIF_Authentication_Authorization APl service based interface:

Table 8.5.4.1-2: Re-used Data Types

Data type

Reference

Comments

Applicability

InterfaceDetails

Subclause 8.2.4.2.3

Details of the interface
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8.5.4.2 Structured data types
8.5.4.2.1 Introduction
8.5.4.2.2 Type: ServiceSecurity
Table 8.5.4.2.2-1: Definition of type ServiceSecurity
Attribute name |Datatype | P [Cardinality Description Applicability
securityPrefere [SecurityM | C |1..N APl invoker's preference of the security
nce ethod method for a service API interface.

Shall be present in the HTTP POST
request from the API invoker to the
CAPIF core function to negotiate the
security mechanism.

Shall not be present in any other HTTP
request or HTTP response.

selectedSecurit [SecurityM | C |1..N Security method for each service API
y ethod interface selected by the CAPIF core
function. Shall be present in the HTTP
POST response from the CAPIF core
function to the API invoker.

Shall not be present in any other HTTP
request or HTTP response.

apilnvokerSecu |[SecurityM | O |0..N Security method for each service API

rity ethod interface selected for the API invoker by
the CAPIF core function. May be present
only in the HTTP GET response from the
CAPIF core function to the API exposing
function.

Shall not be present in any other HTTP
request or HTTP response.

securityNotificat [SecurityN | C |0..1 Security notification destination
ionDestination  |otification information provided by the API invoker.
Destinatio Shall be present in the HTTP POST
n request from the API invoker to the

CAPIF core function, to negotiate the
security mechanism.

Shall not be present in any other HTTP
request or HTTP response.

8.5.4.2.3 Type: SecurityMethod
Table 8.5.4.2.3-1: Definition of type SecurityMethod

Attribute name |Datatype | P [Cardinality Description Applicability
interfaceDetails |InterfaceD | M |1 Details of the interface

etails
securityMethod _|string M 1 Security method for the interface
authenticationIn |string O (0.1 Authentication related information
fo
authorizationInf |string O (0.1 Authorization related information
0

Editor's Note: The data models should be improved to accommodate changes or improvements done in SA3.
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Type: securityNotificationDestination

Table 8.5.4.2.4-1: Definition of type securityNotificationDestination

Attribute name |Datatype | P

Cardinality

Description

Applicability

notificationDesti |Uri M |1
nation

URI where the notification should be
delivered to.

requestTestNoti (Boolean O |0.1
fication

Set to true by API invoker to request the
CAPIF core function to send a test
notification as defined in in

subclause 7.6. Set to false or omitted
otherwise.

Notification_test _event

Configuration parameters to set up
notification delivery over Websocket
protocol as defined in subclause 7.6.

Notification_websocket

websockNotifC  |Websock O |0..1
onfig NotifConfi
¢]
8.5.4.3
None.
8.5.5 Error Handling

General error responses are defined in subclause 7.7.

8.5.6 Feature negotiation

Simple data types and enumerations

General feature negotiation procedures are defined in subclause 7.8. Table 8.5.6-1 lists the supported features for

CAPIF_Authentication_Authorization_API.

Table 8.5.6-1: Supported Features

Feature number

Feature Name

Description

1

Notification_test_event

Testing of notification connection is supported according to

subclause 7.6.

2 Notification_websocket The delivery of notifications over Websocket is supported according to
subclause 7.6. This feature requires that the Notification_test_event
feature is also supported.

8.6 CAPIF_Access_Control_Policy API
8.6.1 API URI

The request URI used in each HTTP request from the API exposing function towards the CAPIF core function shall
have the structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be "access-control-policy".

- The{apiVersion} shall be"v1".

- The{apiSpecificSuffixes} shall be set as described in subclause 8.6.2.

8.6.2
8.6.2.1

Resources

Overview

Thisresource is created by the CAPIF administrator on the CAPIF core function.

NOTE:

function is out of the scope of the present document.
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/access-control-policy/vl

—[/accessControlPolicyList }
4[/{serviceApild} J

Figure 8.6.2.1-1: Resource URI structure of the CAPIF_Access_Control_Policy_API

{//{apiRoot} }

Table 8.6.2.1-1 provides an overview of the resources and applicable HT TP methods.

Table 8.6.2.1-1: Resources and methods overview

HTTP
method
Resource name Resource URI or Description
custom
operation
Access Control Policy List |{apiRoot} GET Retrieves the access control
[/access-control-policy/vl policy list
/accessControl PolicyList/{ serviceApil d}

8.6.2.2 Resource: Access Control Policy List

8.6.2.2.1 Description

The Access Control Policy List resource represents the access control information for all the service APIs.
8.6.2.2.2 Resource Definition

Resource URI: { apiRoot} /access-control-policy/v1l/accessControl PolicyList

Thisresource shall support the resource URI variables defined in table 8.6.2.2.2-1.

Table 8.6.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
8.6.2.2.3 Resource Standard Methods
8.6.2.2.3.1 GET

This method shall support the URI query parameters specified in table 8.6.2.2.3.1-1.

Table 8.6.2.2.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.6.2.2.3.1-2 and the response data structures and
response codes specified in table 8.6.2.2.3.1-3.
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Table 8.6.2.2.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P

Cardinality

Description

n/a

Table 8.6.2.2.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P |Cardinality |Response Description
codes
accessControlPolicyList M (1 200 OK List of the access control policy applicable for the
service API requested.

8.6.2.2.4
None.

8.6.3 Notifications
None.

8.6.4 Data Model
8.64.1 General

Resource Custom Operations

This subclause specifies the application data model supported by the API. Data types listed in subclause 7.2 apply to

this API.

Table 8.6.4.1-1 specifies the data types defined specifically for the CAPIF_Access _Control_Policy API service.

Table 8.6.4.1-1: CAPIF_Access_Control_Policy_API specific Data Types

Data type Section Description Applicability
defined
AccessControlPolicyList 8.6.4.2.2 Access control policy list
Table 8.6.4.1-2 specifies data types re-used by the CAPIF_Access_Control_Policy API service.
Table 8.6.4.1-2: Re-used Data Types
Data type Reference Comments Applicability
Uri 3GPP TS 29.122 [14]
8.6.4.2 Structured data types
8.6.4.2.1 Introduction
8.6.4.2.2 Type: AccessControlPolicyList
Table 8.6.4.2.2-1: Definition of type AccessControlPolicyList
Attribute name |Datatype | P |[Cardinality Description Applicability
serviceAPlldent |string M (1 Service API ID assigned by the CAPIF
ification core function to the service APl while
publishing the service API.
apilnvokerPolic |array(strin | M |0..N Policy of each API invoker.
y 9)
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8.6.4.2.3 Type: APlInvokerPolicy

Table 8.6.4.2.3-1: Definition of type APlinvokerPolicy

Attribute name |Datatype | P |[Cardinality Description Applicability
apilnvokerID string M 1 APl invoker ID assigned by the CAPIF
core function
allowedTotallnv |integer O (0.1 Total number of invocations allowed on
ocations the service API by the API invoker.
allowedInvocati |integer O |0.1 Invocations per second allowed on the
onsPerSecond service API by the APl invoker.
allowedInvocati |array(Tim | O |0..N The time ranges during which the
onTimeRangeLi |eRangeLis invocations are allowed on the service
st t) API by the API invoker.
8.6.4.2.4 Type: TimeRangeList
Table 8.6.4.2.4-1: Definition of type TimeRangeList
Attribute name |Datatype | P [Cardinality Description Applicability
startTime DateTime | M |1 The start time for the invocations to be
allowed on the service API by the API
invoker.
endTime DateTime | M (1 The end time for the invocations to be
allowed on the service API by the API
invoker.
8.6.4.3 Simple data types and enumerations
None.

8.6.5 Error Handling

General error responses are defined in subclause 7.7.

8.6.6 Feature negotiation
General feature negotiation procedures are defined in subclause 7.8.

Table 8.6.8-1: Supported Features

Feature number Feature Name Description

n/a

8.7 CAPIF_Logging_API_Invocation_API
8.7.1  APIURI

The request URI used in each HTTP request from the API exposing function towards the CAPIF core function shall

have the structure as defined in subclause 7.5 with the following clarifications:
- The{apiName} shall be "api-invocation-logs".
- The{apiVersion} shall be"v1".

- The{apiSpecificSuffixes} shall be set as described in subclause 8.7.2
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—[/Iogs

—' Klogld}

Figure 8.7.2.1-1: Resource URI structure of the CAPIF_Logging_API_Invocation_API

Table 8.7.2.1-1 provides an overview of the resources and applicable HT TP methods.

Table 8.7.2.1-1: Resources and methods overview

HTTP
method or .
Resource name Resource URI custom Description
operation
Logs {apiRoot} POST Creates anew log entry for service
/api-invocation-logs/vl APl invocations
H aefld}/logs
Individual log { apiRoot} n/a Individual log entry
/api-invocation-logs/vl
{ aef1d} /logs/{1ogl d}
8.7.2.2 Resource: Logs
8.7.2.2.1 Description

The Logs resource represents al the log entries created by a APl exposing function at CAPIF core function.

8.7.2.2.2

Resource Definition

Resource URI: {apiRoot}/api-invocation-logs/v1/{aefl d}/logs

This resource shall support the resource URI variables defined in table 8.7.2.2.2-1.

Table 8.7.2.2.2-1: Resource URI variables for this resource

Name

Definition

apiRoot

See subclause 7.5

aefld

Identity of the API exposing function
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8.7.2.2.3 Resource Standard Methods
8.7.2.2.3.1 POST
This method shall support the URI query parameters specified in table 8.7.2.2.3.1-1.

Table 8.7.2.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.7.2.2.3.1-2 and the response data structures and
response codes specified in table 8.7.2.2.3.1-3.

Table 8.7.2.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
InvocationLogs M |201 Created | Log of service APl invocations provided by API exposing function to store on
the CAPIF core function.

Table 8.7.2.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
InvocationLogs M |1 201 Log of service API invocations provided by API exposing
Created function successfully stored on the CAPIF core function.

The URI of the created resource shall be returned in the
"Location" HTTP header.

8.7.2.2.4 Resource Custom Operations
None.

8.7.3  Noatifications

None.

8.7.4  Data Model

8.7.4.1 General

This subclause specifies the application data model supported by the API.
Table 8.7.4.1-1 specifies the data types defined for the CAPIF service based interface protocol.
Table 8.7.4.1-1: Specific Data Types

Data type Section Description Applicability
defined
InvocationLogs |8.7.4.2.2 Set of Service API invocation logs to be
stored on CAPIF core function
Log 8.7.4.2.3 Individual log entries

Table 8.7.4.1-2 specifies data types re-used by the CAPIF_Logging_API_Invocation_API service:
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Data type Reference Comments Applicability
Ipv4Addr 3GPP TS 29.122 [14]
Ipv6Addr 3GPP TS 29.122 [14]
Port 3GPP TS 29.122 [14]
8.7.4.2 Structured data types
8.74.2.1 Introduction
8.7.4.2.2 Type: InvocationLogs
Table 8.7.4.2.2-1: Definition of type InvocationLogs
Attribute name |Datatype | P |[Cardinality Description Applicability
aefld string M (1 Identity information of the API exposing
function requesting logging of service
APl invocations
apilnvokerld string M (1 Identity of the API invoker which invoked
the service API
ipv4Addr Ipv4Addr Cc |0..1 String identifying a IPv4 address of the
APl invoker. This attribute shall not be
present if ipv6Addr attribute is present.
ipv6Addr Ipv6Addr C |0.1 String identifying a IPv6 address of the
APl invoker. This attribute shall not be
present if ipv4Addr attribute is present.
port Port C |0.1 Port. This attribute shall be present if
either ipv4Addr or the ipv6Addr attribute
is present.
log Log M |1..N Service APl invocation log
8.7.4.2.3 Type: Log
Table 8.7.4.2.3-1: Definition of type Log
Attribute name Data type P |Cardinality Description Applicability
apild string M |1 String identifying the API invoked.
apilnvoked string M |1 Name of the API which was invoked
version number M |1 Version of the API which was
invoked
resourceName string M |1 Name of the specific resource
invoked
operation string M |1 Operation that was invoked on the
API
result string M |1 Result or output of the invocation
invocationTime DateTime O |0..1 Date on which it was invoked
parameters string O [0..1 List of input parameters
interfaceDescription |InterfaceDescription |O |0..1 Interface description of the API
invoked.

8.7.4.3

None.

8.7.5

Error Handling

Simple data types and enumerations

General error responses are defined in subclause 7.7.
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8.7.6 Feature negotiation

Table 8.7.8-1: Supported Features

Feature number Feature Name Description
n/a

8.8  CAPIF_Auditing_API
8.8.1 APl URI

Therequest URI used in each HTTP request from the API management function towards the CAPIF core function shall
have the structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be"logs".
- The{apiVersion} shall be"v1".
- The{apiSpecificSuffixes} shall be set as described in subclause 8.8.2.

8.8.2 Resources
8.8.2.1 Overview

/logs/v1

—[/apilnvocation Logs ]

Figure 8.8.2.1-1: Resource URI structure of the CAPIF_Auditing_API

[//{apiRoot} ]

Table 8.8.2.1-1 provides an overview of the resources and applicable HTTP methods.

Table 8.8.2.1-1: Resources and methods overview

HTTP
Resource name Resource URI MEL 120! ©F Description
custom
operation
All service APl invocation  |{apiRoot} query Query and retrieve service AP
logs Nlogs/vl/apilnvocationLogs/query  |(POST) invocation logs stored on the
CAPIF core function

Editor's Note: Check if the custom operation 'query’ can be replaced with standard method HTTP GET.
8.8.2.2 Resource: All service API invocation logs

8.8.2.2.1 Description

The All service API invocation logs resource represents all service API invocation logs stored on the CAPIF core
function.
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8.8.2.2.2 Resource Definition
Resource URI: {apiRoot}/logs/v1/apil nvocationL ogs
This resource shall support the resource URI variables defined in table 8.8.2.2.2-1.

Table 8.8.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
8.8.2.2.3 Resource Standard Methods
None.
8.8.2.2.4 Resource Custom Operations

8.8.2.2.4.1 Overview

Table 8.8.2.2.4.1-1: Custom operations

q Mapped HTTP .
Custom operaration URI method Description
{apiRoot}/logs/vl/apilnvocationLogs/query |POST Query service API invocation logs

8.8.2.2.4.2 Operation: query
8.8.2.24.21 Description

Query custom operation is used by an APl management function to query service API invocation logs stored on the
CAPIF core function.

8.8.2.24.2.2 Operation Definition
This method shall support the URI query parameters specified in table 8.8.2.2.4.2.2-1.

Table 8.8.2.2.4.2.2-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This operation shall support the request data structures specified in table 8.8.2.2.4.2.2-2 and the response data structure
and response codes specified in table 8.8.2.2.4.2.2-3.

Table 8.8.2.2.4.2.2-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
LogQuery M |1 Query parameters to search and filter the service API invocation logs.

Table 8.8.2.2.4.2.2-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
LogData M |1..N 200 OK Result of the query operation along with fetched service API
invocation log data.

8.8.3 Notifications

None.
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8.8.4 Data Model
8.84.1 General

This subclause specifies the application data model supported by the API.
Table 8.8.4.1-1 specifies the data types defined for the CAPIF service based interface protocol.
Table 8.8.4.1-1: Specific Data Types

Data type Section Description Applicability
defined
LogQuery 8.8.4.2.2 Log Query
LogData 8.8.4.2.3 Query result

Table 8.8.4.1-2 specifies data types re-used by the CAPIF_Auditing APl service:
Table 8.8.4.1-2: Re-used Data Types

Data type Reference Comments Applicability
Log Subclause 8.7.4.2.3 |Individual log entries
Ipv4Addr 3GPP TS 29.122 [14]
Ipv6Addr 3GPP TS 29.122 [14]
Uri 3GPP TS 29.122 [14]
Port 3GPP TS 29.122 [14]
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8.8.4.2 Structured data types
8.8.4.2.1 Introduction
8.8.4.2.2 Type: LogQuery
Table 8.8.4.2.2-1: Definition of type LogQuery
Attribute name Data type P |Cardinality Description Applicability

aefld string 0O |0..1 String identifying the API exposing

function
apilnvokerld string O |0..1 String identifying the API invoker

which invoked the service API
ipv4Addr Ipv4Addr Cc 0.1 String identifying a IPv4 address of

the API invoker. This attribute shall
not be present if ipv6Addr attribute
is present.

ipv6Addr Ipv6Addr C |0..1 String identifying a IPv6 address of
the API invoker. This attribute shall
not be present if ipv4Addr attribute
is present.

port Port C |0..1 Port. This attribute shall be present
if either ipv4Addr or the ipv6Addr
attribute is present.

timeRangeStart DateTime O |0.1 Start time of the invocation time
range

timeRangeEnd DateTime O |0..1 End time of the invocation time
range

apild string O |0..1 String identifying the API invoked.

apiName String O [0..1 Name of the APl which was invoked

version number O |0..1 Version of the API which was
invoked

operation string O |0..1 Operation that was invoked on the
API

result string O [0..1 Result or output of the invocation

resourceName string O [0..1 Name of the specific resource
invoked

interfaceDescription |InterfaceDescription |O [0..1 Interface description of the API
invoked.

8.8.4.2.3 Type: LogData

Table 8.8.4.2.3-1: Definition of type LogData
Attribute name | Datatype |P |Cardinality Description Applicability
aefld string O (0.1 Identity information of the APl exposing

function requesting logging of service
APl invocations

apilnvokerld string O (0.1 Identity of the API invoker which invoked
the service API

log Log O |0..N APIs to be searched in the logs

8.8.4.3 Simple data types and enumerations

None.

8.8.5 Error Handling

General error responses are defined in subclause 7.7.

8.8.6 Feature negotiation

General feature negotiation procedures are defined in subclause 7.8.
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Table 8.8.6-1: Supported Features

Feature number Feature Name

n/a

Description

9 AEF API Definition
9.1 AEF _Authentication_API

Editor's Note: Check if the resource structure or the applicable HT TP methods can be improved.

9.1.1 APl URI

The reguest URI used in each HTTP reguest from the API invoker towards the APl exposing function shall have the
following structure:

- The{apiRoot} shall be as defined in the service API specification using CAPIF.
- The{apiName} shall be "api-invoker-authentication".

- The{apiVersion} shal be"v1".

- The{apiSpecificSuffixes} shall be set as described in subclause 9.1.2.

9.1.2 Resources

9.1.2.1 Overview
/{apiRoot}
/api-invoker-authentication/v1

—[/auth Profiles }
—[/{auth Profileld} }

Figure 9.1.2.1-1: Resource URI structure of the API_Invoker_Authentication_API

Table 9.1.2.1-1 provides an overview of the resources and applicable HTTP methods.

Table 9.1.2.1-1: Resources and methods overview

HTTP
Resource name Resource URI mCeJZ?Odmor Description
operation
API invoker authentication  |{ apiRoot} POST Ensures API exposing function
profiles [api-invoker-authentication/vl has credentials for APl invoker
/authProfiles authentication

Individual API invoker {apiRoot} n/a Profile of anindividual API
authentication profile /api-invoker-authentication/vl invoker
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| |/authProfiles/{ authProfilel d} | | |

9.1.2.2 Resource: API invoker authentication profiles
9.1.2.2.1 Description

The API invoker authentication profiles represent all the authentication profiles of different APl invokers available at
the API exposing function.

9.1.2.2.2 Resource Definition
Resource URI: {apiRoot}/api-invoker-authentication/v1l/authPr ofiles
This resource shall support the resource URI variables defined in table 9.1.2.2.2-1.

Table 9.1.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot Defined in the service API specification using CAPIF
9.1.2.2.3 Resource Standard Methods
9.1.2.231 POST

This method shall support the URI query parameters specified in table 9.1.2.2.3.1-1.

Table 9.1.2.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 9.1.2.2.3.1-2 and the response data structures and
response codes specified in table 9.1.2.2.3.1-3.

Table 9.1.2.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
APlIinvokerDetails M |1 Details of the API invoker

Table 9.1.2.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P |Cardinality |Response Description
codes
APIlInvokerDetails M (1 201 API exposing function has the

Created authentication profile available and is
ready for authentication of the API
invoker

9.1.2.2.4 Resource Custom Operations
None.

9.1.3 Notifications

None.
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9.1.4 Data Model
9141 General

This subclause specifies the application data model supported by the API. Data types listed in subclause 7.2 apply to
this API.

Table 9.1.4.1-1 specifies the data types defined specifically for the AEF_Authentication_API service.

Table 9.1.4.1-1: AEF_Authentication_API specific Data Types

Data type Section Description Applicability
defined
APlInvokerDetails 9.1.4.2.2 API invoker's details

Table 9.1.4.1-2 specifies data types re-used by the CAPIF_API_Invoker_Management_API service.

Table 9.1.4.1-2: Re-used Data Types

Data type Reference Comments Applicability
n/a
9.1.4.2 Structured data types
9.1.4.2.1 Introduction
9.1.4.2.2 Type: APlIinvokerDetails

Table 9.1.4.2.2-1: Definition of type APlInvokerDetails

Attribute name |Datatype | P [Cardinality Description Applicability

apilnvokerld string M 1 APl invoker ID assigned by the CAPIF
core function to the API invoker while on-
boarding the API invoker.

Editor's Note: The data models should be improved to accommodate changes or improvements done in SA3.
9.14.3 Simple data types and enumerations
None.

9.1.5 Error Handling

General error responses are defined in the service API specification using CAPIF.

9.1.6 Feature negotiation
General feature negotiation procedures are defined in the service API specification using CAPIF.

Table 9.1.6-1: Supported Features

Feature number Feature Name Description
n/a

10 Security

10.1  General

Security methods for CAPIF are specified in 3GPP TS 33.122 [16].
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10.1 CAPIF-1/1e security

Secure communication between API invoker and CAPIF core function over CAPIF-1 or CAPIF-1e reference point,
using a TLS protocol based connection is defined in 3GPP TS 33.122 [16].

For Onboard_API_Invoker service operation of the CAPIF_API_Invoker_Management_API, the TLS protocol based
connection shall be established using server certificate as defined in 3GPP TS 33.122 [16].

For rest of the CAPIF APIs, the TLS protocol based connection shall be established with certificate based mutual
authentication as defined in 3GPP TS 33.122 [16].

10.2  CAPIF-2/2e security and securely invoking service APIs

For secure communication between API invoker and API exposing function and ensuring secure invocations of service
APIs, the APl invoker:

- shall negotiate the security method with the CAPIF core function using the Service_Security Method _Request
service operation of the CAPIF_Security API;

- shdl initiate the authentication with the APl exposing function using the Authentication_Initiation Request
service operation of the AEF_Authentication _API; and

- shall establish a secure connection with the API exposing function as defined in 3GPP TS 33.122 [16], using the
method negotiated with the CAPIF core function.

ETSI



3GPP TS 29.222 version 15.0.0 Release 15 71 ETSI TS 129 222 V15.0.0 (2018-07)

Annex A (normative):
OpenAPI specification

A.l General

This subclause will describe the purpose of the Annex.

A.2 CAPIF_Discover_Service API

One subclause is introduced per Service, with the corresponding OpenAPI 3.0.0 Document.

A.3 CAPIF_Publish_Service API

One subclause isintroduced per Service, with the corresponding OpenAPI 3.0.0 Document.

A4  CAPIF_Events_API

One subclause isintroduced per Service, with the corresponding OpenAPI 3.0.0 Document.

A.5 CAPIF_API_Invoker Management_API

One subclause is introduced per Service, with the corresponding OpenAPI 3.0.0 Document.

A.6 CAPIF_Authentication_Authorization_API

One subclause isintroduced per Service, with the corresponding OpenAPI 3.0.0 Document.

A.7 CAPIF_Access_Control_Policy API

One subclause is introduced per Service, with the corresponding OpenAPI 3.0.0 Document.

A.8 CAPIF_Logging_API_Invocation_API

One subclause isintroduced per Service, with the corresponding OpenAPI 3.0.0 Document.

A.9  CAPIF_Auditing_API

One subclause is introduced per Service, with the corresponding OpenAPI 3.0.0 Document.

A.10 AEF_Authentication_API

One subclause is introduced per Service, with the corresponding OpenAPI 3.0.0 Document.
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