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Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
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Modal verbs terminology
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"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present specification describes the protocol for the Common API Framework (CAPIF) for 3GPP Northbound APIs.
The CAPIF and the related stage 2 architecture and functional requirements are defined in 3GPP TS 23.222 [2].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 23.222: "Functional architecture and information flows to support Common API
Framework for 3GPP Northbound APIs; Stage 2".

[3] Open AP Initiative, "OpenAPI 3.0.0 Specification”, https://github.com/OAI/OpenAPI-
Specification/blob/master/versions/3.0.0.md.

[4] IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".

[5] IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content”.

[6] IETF RFC 7232: "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests'.

[7] IETF RFC 7233: "Hypertext Transfer Protocol (HTTP/1.1): Range Requests'.

(8] IETF RFC 7234 "Hypertext Transfer Protocol (HTTP/1.1): Caching".

[9] IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication”.

[10] IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".

[171] IETF RFC 5246, "The Transport Layer Security (TLS) Protocol Version 1.2".

[12] IETF RFC 7159: "The JavaScript Object Notation (JSON) Data | nterchange Format".

[13] IETF RFC 6455: "The Wehsocket Protocol”.

[14] 3GPP TS 29.122: "T8 reference point for northbound Application Programming I nterfaces
(API9)".

[15] 3GPP TS 29.522: "5G System; Network Exposure Function Northbound APIs; Stage 3".

[16] 3GPP TS 33.122: " Security Aspects of Common API Framework for 3GPP Northbound APIs"

[17] IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication”.

[18] 3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
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3 Definitions and abbreviations
3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905 [1].

API registry: API registry is aregistry maintained by the CAPIF core function to store information about the service
APIs based on the data model s defined in this specification. The structure of the API registry is out of scope of this
specification.

CAPIF administrator: An authorized user with special permissions for CAPIF operations.

PLMN trust domain: The entities protected by adequate security and controlled by the PLMN operator or atrusted 3/
party of the PLMN.

Service API: The interface through which a component of the system exposesits services to APl invokers by
abstracting the services from the underlying mechanisms.

Subscriber: A functional entity that subscribes to another functional entity for notifications.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

AEF API Exposing Function
AMF APl Management Function
APF API Publishing Function
AS Application Server
CAPIF Common API Framework
CCF CAPIF Core Function
JSON JavaScript Object Notation
REST Representational State Transfer
SCEF Service Capability Exposure Function
SCS Service Capability Server

4 Overview

4.1 Introduction

In 3GPP, there are multiple northbound API-related specifications. To avoid duplication and inconsistency of
approaches between different API specifications and to specify common services (e.g. authorization), 3GPP has
considered in 3GPP TS 23.222 [2] the development of a common API framework (CAPIF) that includes common
aspects applicable to any northbound service APIs.

The present document specifies the APIs needed to support CAPIF.

4.2 Service Architecture

3GPP TS 23.222, clause 6 [2] specifies the functional entities and domains of the functional model, which is depicted in
Figure 4.2-1, in detail.
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Figure 4.2-1: CAPIF Functional Model

CAPIF-1 and CAPIF-1e reference points connect an API invoker inside the PLMN Trust Domain and an API invoker
outside the PLMN Trust Domain respectively, with the CAPIF core function.

CAPIF-2 and CAPIF-2e reference points connect an APl invoker inside the PLMN Trust Domain and an API invoker
outside the PLMN Trust Domain respectively, with the API exposing function.

CAPIF-3 reference point connects an API exposing function inside the PLMN Trust Domain with the CAPIF core
function.

CAPIF-4 reference point connects an APl publishing function inside the PLMN Trust Domain with the CAPIF core
function.

CAPIF-5 reference point connects an APl management function inside the PLMN Trust Domain with the CAPIF core
function.

NOTE: TheAPI exposing function, API publishing function and APl management function are part the API
provider domain which can be implemented by the Service Capability Exposure Function (SCEF) and/or
the Network Exposure Function (NEF).

4.3 Functional Entities
4.3.1 API invoker

The API invoker istypically provided by a 3™ party application provider who has service agreement with PLMN
operator. The APl invoker may reside within the same trust domain as the PLMN operator network.

The API invoker supports several capabilities such as supporting

- the authentication and obtaining authorization and discovering using CAPIF-1/CAPIF-1e reference point as
defined in 3GPP TS 23.222 [2]; and
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- invoking the Service APIs using CAPIF-2/CAPIF-2e referenced point as defined in 3GPP TS 23.222 [2], e.g. the
T8 interface as defined in 3GPP TS 29.122 [14] or the NEF Northbound interface as defined in
3GPP TS 29.522 [15].

4.3.2 CAPIF core function

The CAPIF core function (CCF) supports the following capabilities over CAPIF-1/CAPIF-1e reference point as defined
in3GPP TS 23.222 [2]:

- authenticating the API invoker;
- providing the authorization information; and
- service API discovery.

The CAPIF core function supports the following capabilities over CAPIF-3 reference point as defined in
3GPP TS 23.222[2]:

- providing the service API access policy;

- providing the authentication and authorization information of API invoker for validation;
- logging of service API invocations and

- charging of service API invocations.

The CAPIF core function supports the following capabilities over CAPIF-4 reference point as defined in
3GPPTS23.222[2]:

- publishing and storing the service APIsinformation.

The CAPIF core function supports the following capabilities over CAPIF-5 reference point as defined in
3GPPTS23.222[2]:

- providing the service API invocation log for auditing;
- providing monitoring information the status of service APIsand

- storing configurations of the API provider policies.

4.3.3  API exposing function

The API exposing function (AEF) isthe provider of the Service APIsand is also the service communication entry point
of the Service API to the APl invokers using CAPIF-2/CAPIF-2e reference point as defined in 3GPP TS 23.222 [2].
The API exposing function consists of capabilities such as authenticating the API invoker, validating the authorization
provided by the CAPIF core function and logging the Service API invocations at the CAPIF core function using
CAPIF-3 reference point as defined in 3GPP TS 23.222 [2].

According to the distributed deployment scenarios specified in 3GPP TS 23.222 [2], it is possible that the CAPIF can be
deployed by splitting the functionality of the API exposing function among multiple APl exposing function entities, of
which one acts as the entry point. The source APl exposing function takes the role of API invoker and communicates
with the destination APl exposing function over CAPIF-2.

4.3.4  API publishing function

The API publishing function (APF) enables the API provider to publish the Service APIsinformation using CAPIF-4
reference point as defined in 3GPP TS 23.222 [2] in order to enable the discovery of Service APIs by the API invoker.

4.3.5 APl management function

The APl management function (AMF) enables the API provider to perform administration of the Service APIs. The API
management function supports several capabilities such as querying the Service API invocation log for auditing,
monitoring the events, configuring the API provider policies and monitoring the status of the Service APIs using
CAPIF-5 reference point as defined inin 3GPP TS 23.222 [2].
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5 Services offered by the CAPIF Core Function

5.1

Introduction of Services

Thetable 5.1-1 lists the CAPIF Core Function APIs below the service name. A service description subclause for each
API gives ageneral description of the related API.

Table 5.1-1: List of CAPIF Services

Service Name Service Operations Operation Consumer(s)
Semantics
CAPIF_Discover_Service_API Discover_Service API Request/ Response AP Invoker
Event operations (NOTE) | (NOTE) API Invoker

CAPIF_Publish_Service_API

Publish_Service API

Request/ Response

API Publishing Function

Unpublish_Service_API

Request/ Response

API Publishing Function

Update_Service_API

Request/ Response

API Publishing Function

Get Service API

Request/ Response

API Publishing Function

Event operations (NOTE)

(NOTE)

API| Publishing Function

CAPIF_Events_API

Subscribe_Event

Request/ Response

API Invoker, API
Publishing Function, API
Management Function,
API| Exposing Function

Notify_Event

Subscribe/Notify

API Invoker, API
Publishing Function, API
Management Function,
API Exposing Function

Unsubscribe_Event

Request/ Response

API Invoker, API
Publishing Function, API
Management Function,
API| Exposing Function

CAPIF_API_Invoker_Management_API Onboard_API_Invoker Request/ Response API Invoker
Offboard_API_Invoker Request/ Response API Invoker
Notify_Onboarding_Com | Subscribe/Notify API Invoker
pletion

CAPIF_Security_API Obtain_Security_Method | Request/ Response API Invoker
Obtain_Authorization Request/ Response API Invoker

Obtain_API Invoker Info

Request/ Response

API exposing function

Revoke Authorization

Request/ Response

API exposing function

CAPIF_Monitoring_API

Event operations (NOTE)

(NOTE)

API Management
Function

CAPIF_Logging_API_Invocation_API

Log_API_Invocation

Request/ Response

API exposing function

CAPIF_Auditing_API

Query_API_Invocation_L
09

Request/ Response

APl management function

CAPIF_Access_Control_Policy_API

Obtain_Access_Control_
Policy

Request/Response

API Exposing Function

NOTE: The service operations of CAPIF Events API are reused by the CAPIF_Discover_Service_API,
CAPIF_Publish_Service_API and CAPIF_Monitoring_API for events related services.
5.2 CAPIF_Discover_Service API
5.2.1 Service Description
5211 Overview

The CAPIF discover service APIs, as defined in 3GPP TS 23.222 [2], allow API invokersvia CAPIF-1 and CAPIF-1e
reference point to discover service API available at the CAPIF core function.

5.2.2
5.2.2.1

Service Operations

Introduction

The service operation defined for CAPIF_Discover_Service APl isshown intable 5.2.2.1-1.
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Table 5.2.2.1-1: Operations of the CAPIF_Discover_Service_ API

Service operation name Description Initiated by
Discover_Service_API This service operation is used by an APl invoker to APl invoker
discover service API available at the CAPIF core
function.
5.2.2.2 Discover_Service_API
5.2.2.2.1 General

This service operation is used by an API invoker to discover service APl available at the CAPIF core function.

5.2.2.2.2 API invoker discovering service API using Discover_Service_API service
operation

To discover service APIs available at the CAPIF core function, the API invoker shall send an HTTP GET message with
the API invoker Identifier and query parameters to the CAPIF core function.

Upon receiving the above described HTTP GET message, the CAPIF core function shall:
1. verify theidentity of the API invoker and check if the API invoker is authorized to discover the service APIs;
2. if the API invoker is authorized to discover the service APIs, the CAPIF core function shall:
a. search the CAPIF core function (API registry) for APIs matching the query criterig;
b. apply the discovery policy, if any, on the search results and filter the search results;

c. return the filtered search resultsin the response message.

5.3 CAPIF_Publish_Service API

5.3.1 Service Description
5.3.11 Overview

The CAPIF publish service APIs, asdefined in 3GPP TS 23.222 [2], dlow API publishing function via CAPIF-4
reference point to publish and manage published service APIs at the CAPIF core function.

5.3.2 Service Operations
5.3.2.1 Introduction

The service operations defined for the CAPIF_Publish_Service API are shown in table 5.3.2.1-1.

Table 5.3.2.1-1: Operations of the CAPIF_Publish_Service_API

Service operation name Description Initiated by
Publish_Service_API This service operation is used by an API publishing | API publishing
function to publish service APIs on the CAPIF core function
function.
Unpublish_Service_API This service operation is used by an API publishing | API publishing

function to un-publish service APIs from the CAPIF function
core function.

Get_Service_API This service operation is used by an API publishing | API publishing
function to retrieve service APIs from the CAPIF function
core function.

Update_Service_API This service operation is used by an API publishing | API publishing
function to update published service APIs on the function

CAPIF core function.
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5.3.2.2 Publish_Service_API
53221 General
This service operation is used by an API publishing function to publish service APIs on the CAPIF core function.

5.3.2.2.2 API publishing function publishing service APls on CAPIF core function using
Publish_Service_API service operation

To publish service APIs at the CAPIF core function, the API publishing function shall send an HTTP POST message to
the CAPIF core function. The body of the HTTP POST message shall include API publishing function Identifier and
API Information.

Upon receiving the above described HTTP POST message, the CAPIF core function shall:

1. verify theidentity of the API publishing function and check if the API publishing function is authorized to
publish service APIs;

2. if the API publishing function is authorized to publish service APIs, the CAPIF core function shall:

a. verify the APl Information present in the HTTP POST message and add the service APIsin the CAPIF core
function (API registry);

b. create a new resource as defined in subclause 8.2.3;

c. send anotification message with the updated service API, to all API Invokers that subscribed to the Service
APl Update event; and

d. return the CAPIF Resource URI in the response message.
5.3.2.3 Unpublish_Service API
5.3.2.3.1 General
This service operation is used by an API publishing function to un-publish service APIs from the CAPIF core function.

5.3.2.3.2 API publishing function un-publishing service APIs from CAPIF core function
using Unpublish_Service_API service operation

To un-publish service APIs from the CAPIF core function, the API publishing function shall send an HTTP DELETE
message using the CAPIF Resource URI received during the publish operation to the CAPIF core function.

Upon receiving the above described HTTP DELETE message, the CAPIF core function shall

1. verify theidentity of the API publishing function and check if the API publishing function is authorized to un-
publish service APIs;

2. if the API publishing function is authorized to un-publish service APIs, the CAPIF core function shall:
a. delete the resource pointed by the CAPIF Resource URI;
b. delete the relevant service APIs from the CAPIF core function (API registry); and

¢. send anotification message with the deleted service API, to all API Invokersthat subscribed to the Service
APl Update event.

5.3.24 Get_Service_API
5.3.24.1 General

This service operation is used by an API publishing function to retrieve service APIs from the CAPIF core function.
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5.3.24.2 API publishing function retrieving service APIls from CAPIF core function using
Get_Service API service operation

To retrieve information about the published service APIs from the CAPIF core function, the API publishing function
shall send an HTTP GET message with the API publishing function Identifier to the CAPIF core function.

Upon receiving the above described HTTP GET message, the CAPIF core function shall

1. verify theidentity of the API publishing function and check if the API publishing function is authorized to
retrieve information about the published service APIs,

2. if the API publishing function is authorized to retrieve information about the published service APIs, the CAPIF
core function shall:

a. respond with the API Information associated with the CAPIF Resource Identifier mentioned inthe HTTP

GET message.
5.3.25 Update_Service_API
5.3.25.1 General

This service operation is used by an API publishing function to update published service APIs on the CAPIF core
function.

5.3.2.5.2 API publishing function updating published service APIs on CAPIF core function
using Update_Service API service operation

To update information of published service APIs, the API publishing function shall send an HTTP PUT message with
the relevant CAPIF Resource URI and API publishing function Identifier to the CAPIF core function. The body of the
HTTP PUT message shall include updated API Information.

Upon receiving the above described HTTP PUT message, the CAPIF core function shall

1. verify theidentity of the API publishing function and check if the API publishing function is authorized to
update information of published service APIs;

2. if the API publishing function is authorized to update information of published service APIs, the CAPIF core
function shall:

a. verify the API Information present in the HTTP PUT message and replace the service APIsin the CAPIF
core function (API registry);

b. replace the existing resource accordingly; and

¢. send anotification message with the updated service API, to all API Invokersthat subscribed to the Service
APl Update event.

5.4  CAPIF_Events AP

54.1 Service Description
541.1 Overview

The CAPIF events APIs, asdefined in 3GPP TS 23.222 [2], allow an APl invoker via CAPIF-1 reference point, API
exposure function via CAPIF-3 reference point, API publishing function via CAPIF-4 reference point and AP
management function via CAPIF-5 reference point to subscribe to and unsubscribe from CAPIF events and to receive
notifications from CAPIF core function.

NOTE: Thefunctional elements listed above are referred to as Subscriber in the service operations described in
the subclauses below.
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5.4.2 Service Operations
54.2.1 Introduction

The service operations defined for the CAPIF_Events APl are shownintable 5.4.2.1-1.

Table 5.4.2.1-1: Operations of the CAPIF_Events_API

Service operation name Description Initiated by
Subscribe_Event This service operation is used by a Subscriber to Subscriber
subscribe to CAPIF events.
Unsubscribe_Event This service operation is used by a Subscriber to Subscriber
unsubscribe from CAPIF events
Notify_Event This service operation is used by CAPIF core CAPIF core function
function to send a notification to a Subscriber

5.4.2.2 Subscribe_Event

54221 General

This service operation is used by a Subscriber to subscribe to CAPIF events.

54222 Subscribing to CAPIF events using Subscribe Event service operation

To subscribe to CAPIF events, the Subscriber shall send an HTTP POST message to the CAPIF core function. The
body of the HTTP POST message shall include Subscriber's Identifier, Event Type and a Notification Destination URI.

Upon receiving the above described HTTP POST message, the CAPIF core function shall:

1. verify theidentity of the Subscriber and check if the Subscriber is authorized to subscribe to the CAPIF events
mentioned in the HTTP POST message;

2. if the Subscriber is authorized to subscribe to the CAPIF events, the CAPIF core function shall:
a create anew resource as defined in subclause 8.3.3; and
b. return the CAPIF Resource URI in the response message.
5.4.2.3 Unsubscribe_Event
54.23.1 General
This service operation is used by a Subscriber to un-subscribe from CAPIF events.
5.4.2.3.2 Unsubscribing from CAPIF events using Unsubscribe Event service operation

To unsubscribe from CAPIF events, the Subscriber shall send an HTTP DELETE message using the CAPIF Resource
[dentifier to the CAPIF core function.

Upon receiving the HTTP DEL ETE message, the CAPIF core function shall:

1. verify theidentity of the Unsubscribing functional entity and check if the Unsubscribing functional entity is
authorized to Unsubscribe from the CAPIF event associated with the CAPIF Resource URI; and

2. if the Unsubscribing functional entity is authorized to unsubscribe from the CAPIF events, the CAPIF core
function shall delete the resource pointed by the CAPIF Resource URI.

5424 Notify Event
54241 General

This service operation is used by CAPIF core function to send a notification to a Subscriber.
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5.4.2.4.2 Notifying CAPIF events using Notify Event service operation

To notify CAPIF events, the CAPIF core function shall send an HTTP POST message using the Notification
Destination URI received in the subscription request. The body of the HT TP POST message shall include an Event
Notification and CAPIF Resource URI.

Upon receiving the HTTP POST message, the Subscriber shall process the Event Notification.

9.5 CAPIF_API_Invoker Management_API

55.1 Service Description

551.1 Overview

The CAPIF API invoker management APIs, as defined in 3GPP TS 23.222 [2], allow API invokers via CAPIF-1 and
CAPIF-1e reference point to on-board and off-board itself as a recognized user of the CAPIF.

5.5.2 Service Operations
55.2.1 Introduction

The service operations defined for the CAPIF API Invoker Management APl are shown in table 5.5.2.1-1.

Table 5.5.2.1-1: Operations of the CAPIF_API_Invoker_Management_API

Service operation name Description Initiated by
Onboard_API_Invoker This service operation is used by an API invoker to APl invoker
on-board itself as a recognized user of CAPIF
Offboard_API_Invoker This service operation is used by an API invoker to APl invoker
off-board itself as a recognized user of CAPIF
Notify_Onboarding_Completion This service operation is used by CAPIF core CAPIF core function
function to send an on-boarding notification to the
APl invoker.
5.5.2.2 Onboard_API_Invoker
55.221 General

This service operation is used by an API invoker to on-board itself as a recognized user of CAPIF

5.5.2.2.2 API invoker on-boarding itself as a recognized user of CAPIF using
Onboard_API_Invoker service operation

To on-board itself as arecognized user of the CAPIF, the API invoker shall send an HTTP POST message to the CAPIF
core function. The body of the HTTP POST message shall include API invoker Enrolment Details, API List and a
Notification Destination URI for on-boarding notification.

Upon receiving the above described HTTP POST message, the CAPIF core function shall check if it can determine
authorization of the request and on-board the API invoker automatically. If the CAPIF core function:

1. can determine authorization of the request and on-board the API invoker automatically, the CAPIF core
function:

a. shall processthe API invoker Enrolment Details and the API List received inthe HTTP POST message and
determine if the request sent by the API invoker is authorized or not;

b. if the API invoker's request is authorized, the CAPIF core function shall:

i. create the API invoker Profile consisting of an APl invoker Identifier, Authentication Information,
Authorization Information and CAPIF Identity Information;

ii. verify the API List present in the HTTP POST message and create a API List of APIsthe API invoker is
allowed to access,
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iii. create a new resource as defined in subclause 8.4.3;

iv. return the API invoker Profile, API List of APIsthe APl invoker is allowed to access and the CAPIF
Resource URI in the response message.

2. cannot determine authorization of the request to on-board the API invoker automatically, the CAPIF core
function:

a. shall acknowledge the receipt of the on-boarding request to the API invoker.

b. shall request the CAPIF administrator to validate the on-boarding request or the API management to validate
the on-boarding request by sharing the API invoker Enrolment Details and the API List received inthe HTTP
POST message;

c. on receiving confirmation of successful validation of the on-boarding request from the CAPIF administrator
or the APl management, the CAPIF core function shall:

i. createthe API invoker Profile consisting of an API invoker Identifier, Authentication Information,
Authorization Information and CAPIF Identity Information;

ii. create anew resource as defined in subclause 8.4.3;

iii. deliver the API invoker Profile, API List of APIsthe APl invoker is allowed to access and the CAPIF
Resource URI to the API invoker in a notification.

NOTE 1: How the CAPIF core function determines that the CAPIF core function can process the request and on-
board the API invoker automatically is out-of-scope of this specification.

NOTE 2: How the CAPIF core function determines that the API invoker's request to on-board is authorized is
specified in 3GPP TS 33.122 [16].

NOTE 3: Interactions between the CAPIF core function and the CAPIF administrator or the APl management is
out-of-scope of this specification.

NOTE 4: The onboarding credential received by the APl invoker from the service provider as specified in
3GPP TS 33.122 [16] isincluded in the Authorization header field of the HT TP request message as
described in IETF RFC 2617 [17].

NOTE 5: After the onboarding operation is completed the APl Invoker no longer needs to maintain the Notification
Destination URI and may deleteiit.

5.5.2.3 Offboard_API_Invoker
5.5.23.1 General
This service operation is used by an API invoker to stop being as a recognized user of CAPIF

5.5.2.3.2 API invoker off-boarding itself as a recognized user of CAPIF using
Offboard_API_Invoker service operation

To off-board itself as a recognized user of the CAPIF, the API invoker shall send an HTTP DELETE message using the
CAPIF Resource Identifier received during the on-boarding to the CAPIF core function.

Upon receiving the HTTP DEL ETE message, the CAPIF core function shall:
1. determineif the request sent by the API invoker is authorized or not;
2. if the API invoker's request is authorized, the CAPIF core function shall:
a. delete the resource representation pointed by the CAPIF Resource Identifier; and

b. delete the related API invoker profile.
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5.5.2.4 Notify_Onboarding_Completion
55.24.1 General

This service operation is used by the CAPIF core function to send a notification about the completion of the Onboarding
operation to the API Invoker.

5.5.2.4.2 Notifying Onboarding completion using Notify_Onboarding_Completion service
operation

When the CAPIF core function cannot immediately authorize the API invoker that issued an Onboarding request (see
subclause 5.5.2.2.2) it will send a response acknowledging the request and begin processing it. After completion, the
CAPIF core function shall send an HTTP POST message using the Notification Destination URI received in the
Onboarding request. The body of the HTTP POST message shall include the API Invoker Profile, API List of the APIs
the API invoker is allowed to access and the CAPIF Resource URI.

Upon receiving the HTTP POST message, the API invoker shall process the message in the same manner it would have
processed an immediate response to the Onboarding request, and respond to the HTTP POST message with an
acknowledgement and no body.

5.6 CAPIF_Security API

5.6.1 Service Description
56.1.1 Overview

The CAPIF security APIs, as defined in 3GPP TS 23.222 [2], allow:

- APl invokers via CAPIF-1/1e reference points to negotiate the service security method and obtain authorization
for invoking service APIs; and

- APl exposing function via CAPIF-3 reference point to obtain authentication information of the API invoker for
authentication of the API invoker.

5.6.2 Service Operations
5.6.2.1 Introduction

The service operations defined for CAPIF_Authentication Authorization_API are shown in table 5.6.2.1-1.

Table 5.6.2.1-1: Operations of the CAPIF_Security_API

Service operation name Description Initiated by
Obtain_Security Method This service operation is used by an API invoker to API invoker
negotiate and obtain information about service API
security method for itself with CAPIF core function.
This information is used by API invoker for service
API invocations.

Obtain_Authorization This service operation is used by an API invoker to APl invoker
obtain authorization to access service APIs.
Obtain_API_Invoker_Info This service operation is used by an API exposing API exposing function

function to obtain the authentication or authorization
information related to an API invoker.

Revoke_Authorization This service operation is used by an API exposing API exposing function
function to invalidate the authorization of an API
invoker.
5.6.2.2 Obtain_Security_Method
5.6.2.2.1 General

This service operation is used by an API invoker to negotiate and obtain service API security method from the CAPIF
core function. The information received by API invoker shall be used for authentication with the APl exposing function.
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5.6.2.2.2 Request service API security method from CAPIF using Obtain_Security Method
service operation

To negotiate and obtain service API security method information from the CAPIF core function, the API invoker shall
send an HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include Security
Method Request and a Natification Destination URI for security related notifications. The Security Method Request
from the API invoker contains the unique interface details of the service APIs and may contain a preferred method for
each unique service API interface.

Upon receiving the above described HTTP POST message, the CAPIF core function shall:
1. determine the security method for each service API interface as specified in 3GPP TS 33.122 [16];
2. storethe Notification Destination URI for security related notification;
3. create anew resource as defined in subclause 8.4.3; and

4. return the security method information and the CAPIF Resource URI in the response message.
5.6.2.3 Obtain_Authorization
5.6.2.3.1 General

This service operation is used by an API invoker to negotiate and obtain authorization information from the CAPIF core
function. The information received by API invoker shall be used for authorization to invoke service APIs exposed by
the APl exposing function.

5.6.2.3.2 Obtain authorization using Obtain_Authorization service operation

To obtain authorization information from the CAPIF core function to invoke service APIs, the API invoker shall
perform the functions of the resource owner, client and redirection endpoints as described in subclause 6.5.2.3 of
3GPP TS 33.122[16].

5.6.2.4 Obtain_API_Invoker_Info
5.6.2.4.1 General

This service operation is used by an API exposing function to obtain the security information of API Invokersto be able
to authenticate them and authorize each service API invocation by them.

5.6.2.4.2 Obtain API invoker's security information using Obtain_API_Invoker_Info service
operation

To obtain authentication or authorization information from the CAPIF core function to authenticate or authorize an API
invoker, the API exposing function shall send an HTTP GET message to the CAPIF core function with the API invoker
ID and an indication to request authentication and authorization information.

Upon receiving the above described HTTP GET message, the CAPIF core function shall:

1. determine the security information of API invoker for all the service API interfaces of the APl exposing
function; and

2. return the security information in the response message.
5.6.2.5 Revoke Authentication
5.6.25.1 General

This service operation is used by an API exposing function to invalidate the authorization of a specified API Invoker to
invoke service APIs exposed by the calling API exposing function.

5.6.2.5.2 Invalidate authorization using Revoke_Authorization service operation

To invalidate authorization of an API invoker, the APl exposing function shall send an HTTP DELETE message to the
CAPIF core function using the API invoker ID.
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Upon receiving the above described HTTP DELETE message, the CAPIF core function shall delete the resource
representation pointed by the API invoker 1D and shall notify the API invoker of the authorization invalidation using
the Notification Destination URI received in the Obtain_Security Method message.

5.7 CAPIF_Monitoring_API

The CAPIF monitoring API as defined in 3GPP TS 23.222 [2], allow the APl management function via CAPIF-5
reference point to monitor service API invocations and receive such monitoring events from the CAPIF core function.

The CAPIF_Monitoring_API shall use the CAPIF_Events API as described in subclause 8.3 by setting the
CAPIFEvent to "Monitoring service API" as described in subclause 8.3.6.3.3.

5.8 CAPIF_Logging_API Invocation_API

5.8.1 Service Description
5.8.1.1 Overview

The Logging API invocations APIs, as defined in 3GPP TS 23.222 [2], allow API exposing functions via CAPIF-3
reference point to log the information related to service API invocations on the CAPIF core function.

5.8.2 Service Operations
5.8.2.1 Introduction

Table 5.8.2.1-1: Operations of the CAPIF_Logging_API_Invocation_API

Service operation name Description Initiated by
Log_API_Invocation This service operation is used by an API exposing API exposing functio
function to log APl invocation information on CAPIF
core function.

=]

5.8.2.2 Log_API_Invocation_API
5.8.2.2.1 General

This service operation is used by an API exposing function to log API invocation information on CAPIF core function.
5.8.2.2.2 Logging service API invocations using Log_API_Invocation service operation

To log service API invocations at the CAPIF core function, the API exposing function shall send an HTTP POST
message to the CAPIF core function. The body of the HTTP POST message shall include API exposing function
identity information and API invocation log information.

Upon receiving the above described HTTP POST message, the CAPIF core function shall:

1. verify theidentity of the APl exposing function and check if the API exposing function is authorized to create
service API invocation logs;

2. if the API exposing function is authorized to create service API invocation logs, the CAPIF core function shall:

a. processthe API invocation log information received in the HTTP POST message and store the API
invocation log information in the API repository;

b. create anew resource as defined in subclause 8.7.3; and

c. return the CAPIF Resource |dentifier in the response message.
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5.9  CAPIF_Auditing_API

5.9.1 Service Description
5.9.1.1 Overview

The Auditing API, asdefined in 3GPP TS 23.222 [ 2], allows APl management functions via CAPIF-5 reference point
to query the log information stored on the CAPIF core function.

5.9.2 Service Operations

59.21 Introduction
Table 5.9.2.1-1: Operations of the CAPIF_Auditing_API
Service operation name Description Initiated by
Query_Invocation_Logs This service operation is used by an API API management
management function to query API invocation function
information logs stored on CAPIF core function.

5.9.2.2 Query_Invocation_Logs_API
5.9.2.21 General

This service operation is used by an APl management function to query API invocation information logs stored on
CAPIF core function.

5.9.2.2.2 Query API invocation information logs using Query_Invocation_Logs service
operation

To query service API invocation logs at the CAPIF core function, the APl management function shall send an HTTP
GET message with the APl management function identity information and the log query to the CAPIF core function.

Upon receiving the above described HTTP GET message, the CAPIF core function shall:

1. verify theidentity of the APl management function and check if the APl management function is authorized to
query the service API invocation logs;

2. if the APl management function is authorized to query the service API invocation logs, the CAPIF core function
shall:

a. search the API invocation logs for logs matching the Log Query criteria; and

b. return the search results in the response message.

5.10 CAPIF_Access Control_Policy API

5.10.1 Service Description
5.10.1.1 Overview

The CAPIF access control policy APIsallow API exposing function via CAPIF-3 reference point to obtain the service
API access policy from the CAPIF core function.
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5.10.2 Service Operations
5.10.2.1 Introduction

Table 5.3.2.1-1: Operations of the CAPIF_Access_Control_Policy_API

Service operation name Description Initiated by
Obtain_Access_Control_Policy This service operation is used by an APl exposing API exposing function
function to obtain the access control policy from the
CAPIF core function.

5.10.2.2 Obtain_Access_Control_Policy
5.10.2.2.1 General

This service operation is used by an API exposing function to obtain the access control policy from the CAPIF core
function.

5.10.2.2.2 API exposing function obtaining access control policy from the CAPIF core
function using Obtain_Access_Control_Policy service operation

To obtain the access control policy from the CAPIF core function, the APl exposing function shall send an HTTP GET
message to the CAPIF core function with the APl exposing function Identifier and API identification. The GET
message may include API invoker ID for retrieving access control policy of the requested API invoker.

Upon receiving the above described HTTP GET message, the CAPIF core function shall

1. verify theidentity of the APl exposing function and check if the API exposing function is authorized to obtain
the access control policy corresponding to the API identification;

2. if the API exposing function is authorized to obtain the access control policy, the CAPIF core function shall
respond with the access control policy information corresponding to the API identification and API invoker ID
(if present) inthe HTTP GET message.

5.10.3 Related Events

The CAPIF_Access _Control_Policy_API supports the subscription and notification of the status of access control
information viathe CAPIF_Events API. The related events are specified in subclause 8.3.6.3.3.

6 Services offered by the API exposing function

6.1 Introduction of Services

The table 6.1-1 lists the APl exposing function APIs below the service name. A service description subclause for each
API gives ageneral description of the related API.

Table 6.1-1: List of AEF Services

Service Name Service Operations Operation Consumer(s)
Semantics
AEF_Authentication_API Authentication_Initiation_ | Request/ Response API Invoker
Request
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6.2 AEF _Authentication_API

6.2.1 Service Description
6.2.1.1 Overview

The AEF authentication API, alows an API invokers via CAPIF-2/2e reference points to request API exposing function
to ensure that authentication parameters necessary for authentication of the API invoker are available with the API
exposing function. If the necessary authentication parameters are not available, the APl exposing function fetches
necessary authentication parameters from CAPIF core function to authenticate the API invoker.

6.2.2 Service Operations
6.2.2.1 Introduction

The service operation defined for AEF_Authentication _API isshown in table 6.2.2.1-1.

Table 6.2.2.1-1: Operations of the AEF_Authentication_API

Service operation name Description Initiated by
Authentication_Initiation_Request This service operation is used by an APl invoker to API invoker
request API exposing function to fetch necessary
authentication parameters from CAPIF core
function to authenticate the API invoker

6.2.2.2 Authentication_Initiation_Request_API
6.2.2.2.1 General

This service operation is used by an API invoker to initiate authentication with the APl exposing function. On receiving
the Authentication_Initiation Request the APl exposing function fetches the authentication information of the API
invoker from the CAPIF core function, if required.

6.2.2.2.2 API invoker initiating authentication using Authentication_Initiation_Request
service operation

To initiate authentication with the APl exposing function, the API invoker shall send an HTTP GET message to the API
exposing function with the API invoker ID.

Upon receiving the above described HTTP GET message, the APl exposing function shall check if the credentials of the
API invoker for authentication are available with the API exposing function. If the credentials of the API invoker for
authentication are not available, the API exposing function shall use the service defined in subclause 5.6.2.4.2 to fetch
the credentials from the CAPIF core function.

7 CAPIF Design Aspects Common for All APIs

7.1 General
CAPIF APIs are RESTful APIsthat allow secure access to the capabilities provided by CAPIF.

This document specifies the procedures triggered at different functional entities as aresult of APl invocation requests
and event notifications. The stage-2 level requirements and signalling flows are defined in 3GPP TS 23.222 [2].

Several design aspects, as mentioned in the following subclauses, are specified in 3GPP TS 29.122 [14] and referenced
by this specification.
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7.2 Data Types
7.2.1 General

This clause defines structured data types, simple data types and enumerations that are applicable to several APIs defined
in the present specification and can be referenced from data structures defined in the subsequent clauses.

In addition, data types that are defined in OpenAPI 3.0.0 Specification [3] can also be referenced from data structures
defined in the subsequent clauses.

NOTE: Asaconvention, datatypesin the present specification are written with an upper-case letter in the
beginning. Parameters are written with alower-case letter in the beginning. As an exception, data types

that are also defined in OpenAPI 3.0.0 Specification [3] can use alower-case case | etter in the beginning
for consistency.

Table 7.2.1-1 specifies data types re-used by the CAPIF from other specifications, including a reference to their
respective specifications and when needed, a short description of their use within the CAPIF.

Table 7.2.1-1: Re-used Data Types

Data type Reference Comments
Uri 3GPP TS 29.122 [14]
TestNotification 3GPP TS 29.122 [14] Following clarifications apply:

- The SCEF is the CAPIF core function; and
- The SCS/AS is theSubscriber.
WebsockNotifConfig 3GPP TS 29.122 [14] Following clarifications apply:

- The SCEF is the CAPIF core function; and
- The SCS/AS is theSubscriber.

7.2.2 Referenced structured data types
Table 7.2.2-1 lists structured data types defined in this specification referenced by multiple services:

Table 7.2.2-1: Referenced Structured Data Types

Data type Reference Description
Log Subclause 8.7.4.2.3 |Individual log entries
InterfaceDescription  |Subclause 8.2.4.2.3 |Description of the APl interface
ServiceAPIDescription |Subclause 8.2.4.2.2 |Description of the service API

7.2.3 Referenced Simple data types and enumerations
Following simple data types defined in Table 7.2.3.1-1 are applicable to several APIsin this document:
Table 7.2.3.1-1: Simple data types applicable to several APIs

Type name Reference Description
CAPIFResourceld n/a string chosen by the CAPIF core
function to serve as identifier in a
resource URI.

DataFormat Subclause 8.2.4.3.4 | Data format used by the API
Protocol Subclause 8.2.4.3.3 | Protocol used by the API

7.3 Usage of HTTP

For CAPIF APIs, support of HTTP/1.1 (IETF RFC 7230 [4], IETF RFC 7231 [5], IETF RFC 7232 [6],
IETF RFC 7233 [7], IETF RFC 7234 [8] and IETF RFC 7235 [9]) over TLS (IETF RFC 5246 [11]) is mandatory and
support of HTTP/2 (IETF RFC 7540 [10]) over TLS (IETF RFC 5246 [11]) is recommended.

A functional entity desiring to use HTTP/2 shall use the HT TP upgrade mechanism to negotiate applicable HTTP
version as described in IETF RFC 7540 [10].

ETSI



3GPP TS 29.222 version 15.1.0 Release 15 29 ETSI TS 129 222 V15.1.0 (2018-10)

7.4 Content type

The bodies of HTTP request and successful HTTP responses shall be encoded in JISON format (see
IETF RFC 7159 [12]).

The MIME mediatype that shall be used within the related Content-Type header field is " application/json"”, as defined
in IETF RFC 7159 [12].

NOTE: Thisrelease only supports the content type JSON.

7.5 URI structure

All resource URIs of CAPIF APIs should have the following root structure:
{apiRoot}/{apiName}/{apiVersion}/

"apiRoot" is configured by means outside the scope of the present document. It includes the scheme ("https'), host and
optional port, and an optional prefix string. "apiName" and "apiVersion" shall be set dependent on the API, as defined
in the corresponding subclauses bel ow.

All resource URIsin the subclauses below are defined relative to the above root URI.

NOTE 1: The"apiVersion" will only be increased if the new API version contains backward incompatible changes.
Otherwise, the supported feature mechanism defined in subclause 7.8 can be used to negotiate extensions.

NOTE 2: A different root structure can be used when the resource URI is preconfigured in the API invoking entity.

The root structure may be followed by "api SpecificSuffixes' that are dependent on the API and are defined separately
for each API where they apply:

{apiRoot}/{apiName}/{apiV er sion}/{api SpecificSuffixes}

7.6 Notifications

The functional entities
- shall support the delivery of notifications using a separate HT TP connection towards an address,
- may support testing delivery of notifications; and
- may support the delivery of notification using WebSocket protocol (see IETF RFC 6455 [13)]),
as described in 3GPP TS 29.122 [14], with the following clarifications:
- the SCEF isthe CAPIF core function; and

- the SCS/AS istheSubscriber.

7.7 Error handling

Response bodies for error handling, as described in 3GPP TS 29.122 [14], are applicable to all APIsin the present
specification unless specified otherwise, with the following clarifications:

- the SCEF isthe CAPIF core function; and
- the SCS/ASisthefunctiona entity invoking an API.
7.8 Feature negotiation
The functional entity invoking an API (i.e. the API invoker, the APl exposing function, the API publishing function or

the APl management function) and the CAPIF core function use feature negotiation procedures defined in
3GPP TS 29.122 [14] to negotiate the supported features, with the following clarifications:

- The SCEF isthe CAPIF core function; and
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- The SCS/ASisthe functional entity invoking an API.

7.9 HTTP headers

The HTTP headers described in 3GPP TS 29.122 [14] are applicableto all APIsin this document.

8 CAPIF API Definition

8.1 CAPIF_Discover_Service API
8.1.1 API URI

The request URI used in each HTTP request from the API invoker towards the CAPIF core function shall have the
structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be"service-apis’.
- The{apiVersion} shall be"v1".
- The{apiSpecificSuffixes} shall be set as described in subclause 8.1.2.

8.1.2 Resources
8.1.2.1 Overview

/{apiRoot}/service-apis/v1

/allServiceApis

Figure 8.1.2.1-1: Resource URI structure of the CAPIF_Discover_Service_API

Table 8.1.2.1-1 provides an overview of the resources and applicable HTTP methods.

Table 8.1.2.1-1: Resources and methods overview

HTTP
Resource name Resource URI MEL 120! ©F Description
custom
operation
All published service APIs  |{apiRoot} GET Discover published service APIs
(Store) [service-apis/vl and retrieve a collection of APls
[allServiceApis according to certain filter criteria.

8.1.2.2 Resource: All published service APIs
8.1.2.2.1 Description

The All published service APIs resource represents a collection of published service APIs on a CAPIF core function.
The resource is modelled as a Store resource archetype (see Annex C.3 of 3GPP TS 29.501 [18])

8.1.2.2.2 Resource Definition

Resource URI: {apiRoot}/service-apis/vl/all ServiceApis
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This resource shall support the resource URI variables defined in table 8.1.2.2.2-1.

Table 8.1.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5

8.1.2.2.3 Resource Standard Methods
8.1.2.2.3.1 GET

This operation retrieves alist of APIs currently registered in the CAPIF core function, satisfying a number of filter
criteria

Table 8.1.2.2.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P [ Cardinality Description

apilnvokerld string M |1 String identifying the API invoker assigned by the
CAPIF core function.

serviceName string O [0.1 Name of the service

apiName string O [0..1 APl name

apiVersion string O |0..1 API version

commType CommunicationType | O |0..1 Communication type used by the API (e.g.
request/response or subscribe/notify).

interfaceDescripti  |array(InterfaceDescr | O [0..N Interface details (e.g. domain name, ipv4/6Addr, port).

on iption)

dataFormat DataFormat O |0..1 Data format used by the API (e.g. serialization protocol
JSON used).

This method shall support the request data structures specified in table 8.1.2.2.3.1-2 and the response data structures and
response codes specified in table 8.1.2.2.3.1-3.

Table 8.1.2.2.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P Cardinality Description

n/a

Table 8.1.2.2.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P Cardinality Response Description
codes

array(Discovered (0] 1..N 200 OK The response body contains the result of the

APIs) search over the list of registered APIs.

ProblemDetails M 1 414 URI Too Long Indicates that the server is refusing to service
the request because the request-target is too
long.

8.1.2.2.4 Resource Custom Operations

None.

8.1.3 Notifications

None.

8.1.4 Data Model

8.14.1 General

This subclause specifies the application data model supported by the API.
Table 8.1.4.1-1 specifies the data types defined for the CAPIF service based interface protocol .
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Table 8.1.4.1-1: Specific Data Types

Data type Section Description Applicability
defined
DiscoveredAPls |8.1.4.2.2 Definition of the service API

Table 8.1.4.1-2 specifies data types re-used by the CAPIF_Discover_Service APl service:

Table 8.1.4.1-2: Re-used Data Types

Data type Reference Comments Applicability

ServiceAPIDescription |Subclause 8.2.4.2.2  |Description of the service API
InterfaceDescription  |Subclause 8.2.4.2.3 |Name of the protocol
Protocol Subclause 8.2.4.3.3  |Protocol
DataFormat Subclause 8.2.4.3.4 |Data format
CommunicationType  |Subclause 8.2.4.3.5 |Communication type used by the API
Uri 3GPP TS 29.122 [14]
ProblemDetails 3GPP TS 29.122 [14]

8.1.4.2 Structured data types

8.14.21 Introduction

8.1.4.2.2 Type: DiscoveredAPls

Table 8.1.4.2.2-1: Definition of type DiscoveredAPIs

Attribute name |Datatype | P |Cardinality Description Applicability

apild string M |1 Identifier of the service API

serviceAPIDesc [ServiceAP | M |1 Description of the service API as

ription IDescriptio published by the service.

n

8.1.4.3 Simple data types and enumerations

None.

8.1.5 Error Handling

General error responses are defined in subclause 7.7.

8.1.6 Feature negotiation

General feature negotiation procedures are defined in subclause 7.8.

Table 8.1.6-1: Supported Features

Feature number Feature Name Description
n/a

8.2 CAPIF_Publish_Service API
8.2.1 API URI

The request URI used in each HTTP request from the API publishing function towards the CAPIF core function shall
have the structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be "published-apis".
- The{apiVersion} shal be"v1".
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- The{apiSpecificSuffixes} shall be set as described in subclause 8.2.2.

8.2.2 Resources
8.2.2.1 Overview

/{apiRoot}/published-apis/v1/apfld}

/service-apis }

—[/{serviceApild} }

Figure 8.2.2.1-1: Resource URI structure of the CAPIF_Publish_Service_API

Table 8.2.2.1-1 provides an overview of the resources and applicable HTTP methods.

Table 8.2.2.1-1: Resources and methods overview

HTTP
method or ..
Resource name Resource URI custom Description
operation
APF published APIs {apiRoot} POST Publish anew API
/published-apis/vl GET Retrieve all published service
H{ apfld} /service-apis APIs
Individual APF published  |{apiRoot} GET Retrieve a published service AP
API /published-apis /vl PUT Update a published service AP
H apfld} /service-apis DELETE Unpublish a published service
H serviceApild} API
8.2.2.2 Resource: APF published APIs
8.2.2.2.1 Description

The APF published APIs resource represents all published service APIs of a APl publishing function.
8.2.2.2.2 Resource Definition

Resource URI: {apiRoot}/published-apis/v1l/{apfld}/service-apis

This resource shall support the resource URI variables defined in table 8.2.2.2.2-1.

Table 8.2.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
apfld String identifying the API publishing function
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8.2.2.2.3 Resource Standard Methods
8.2.2.2.3.1 POST
This method shall support the URI query parameters specified in table 8.2.2.2.3.1-1.

Table 8.2.2.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.2.2.2.3.1-2 and the response data structures and
response codes specified in table 8.2.2.2.3.1-3.

Table 8.2.2.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
ServiceAPIDescri | M |1 Definition of the service API being published
ption

Table 8.2.2.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality |Response Description
codes

ServiceAPIDescription (M |1 201 Service API published successfully.
Created

The URI of the created resource shall be returned in the
"Location" HTTP header

8.2.2.2.3.2 GET
This method shall support the URI query parameters specified in table 8.2.2.2.3.2-1.

Table 8.2.2.2.3.2-1: URI query parameters supported by the GET method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.2.2.2.3.2-2 and the response data structures and
response codes specified in table 8.2.2.2.3.2-3.

Table 8.2.2.2.3.2-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 8.2.2.2.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P |Cardinality [Response Description
codes
array(ServiceAPIDescription) |O (0..N 200 OK Definition of all service API(s) published by the API
publishing function.

8.2.2.2.4 Resource Custom Operations

None.
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8.2.2.3 Resource: Individual APF published API

8.2.2.3.1 Description

The Individual APF published API resource represents an individual published service API.
8.2.2.3.2 Resource Definition

Resource URI: {apiRoot}/published-apis/v1/{apfl d}/service-apis/{serviceApil d}

This resource shall support the resource URI variables defined in table 8.2.2.3.2-1.

Table 8.2.2.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
apfld String identifying the API publishing function
serviceApild String identifying an individual published service API
8.2.2.3.3 Resource Standard Methods
8.2.2331 GET

This method shall support the URI query parameters specified in table 8.2.2.3.3.1-1.

Table 8.2.2.3.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.2.2.3.3.1-2 and the response data structures and
response codes specified in table 8.2.2.3.3.1-3.

Table 8.2.2.3.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 8.2.2.3.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P |Cardinality [Response Description
codes
array(ServiceAPIDescription) |O |0..N 200 OK Definition of all service API published by the API
publishing function.

8.2.2.3.3.2 PUT
This method shall support the URI query parameters specified in table 8.2.2.3.3.2-1.

Table 8.2.2.3.3.2-1: URI query parameters supported by the PUT method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.2.2.3.3.2-2 and the response data structures and
response codes specified in table 8.2.2.3.3.2-3.
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Table 8.2.2.3.3.2-2: Data structures supported by the PUT Request Body on this resource

Data type P | Cardinality Description
ServiceAPIDescri | M |1 Updated definition of the service API.
ption

Table 8.2.2.3.3.2-3: Data structures supported by the PUT Response Body on this resource

Data type P | Cardinality |Response Description
codes
M (1 200 OK Definition of the service API updated successfully..
ServiceAPIDescription

8.2.2.3.3.3 DELETE
This method shall support the URI query parameters specified in table 8.2.2.3.3.3-1.

Table 8.2.2.3.3.3-1: URI query parameters supported by the GET method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.2.2.3.3.3-2 and the response data structures and
response codes specified in table 8.2.2.3.3.3-3.

Table 8.2.2.3.3.3-2: Data structures supported by the DELETE Request Body on this resource

Data type P | Cardinality Description

n/a

Table 8.2.2.3.3.3-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No The individual published service APl matching the serviceApild
Content is deleted.
8.2.2.3.4 Resource Custom Operations
None.
8.2.3 Notifications
None.
8.24 Data Model
8.24.1 General

This subclause specifies the application data model supported by the API.
Table 8.2.4.1-1 specifies the data types defined for the CAPIF service based interface protocol .
Table 8.2.4.1-1: Specific Data Types

Data type Section Description Applicability
defined
ServiceAPIDescription |8.2.4.2.2 Definition of the service API
InterfaceDescription 8.2.4.2.3 Description of the APl interface
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Table 8.2.4.1-2 specifies data types re-used by the CAPIF_Publish_Service_API service:

Table 8.2.4.1-2: Re-used Data Types

Data type Reference Comments Applicability
Ipv4Addr 3GPP TS 29.122 [14]
Ipv6Addr 3GPP TS 29.122 [14]

Uri 3GPP TS 29.122 [14]

Port 3GPP TS 29.122 [14]

8.2.4.2 Structured data types
8.24.21 Introduction

8.2.4.2.2 Type: ServiceAPIDescription

Table 8.2.4.2.2-1: Definition of type ServiceAPIDescription

Attribute name |Datatype | P [Cardinality Description Applicability
apiName string M |1 APl name
apilD string C (0.1 API identifier assigned by the CAPIF
core function to the published service
API. Shall not be present in the HTTP
POST request from the API publishing
function to the CAPIF core function. Shall
be present in the HTTP POST response
from the CAPIF core function to the API
publishing function.
apiVersion string O [0..1 API version
domainName string O [0.1 Domain to which API belongs to
protocol Protocol O |0.1 Protocol used by the API.
serviceName string O |0.1 Name of the service to which the API
belongs
commType Communic | O |(0..1 Communication type used by the API
ationType
interfaceDescri  |array(Inter | O |0..N Interface details
ptions faceDescri
ption)
dataFormat DataForm | O |0..1 Data formats used by the API
at
description string O |0..1 Text description of the API
uris array(Uri) O |0..N Relative URI (s) of the API
8.2.4.2.3 Type: InterfaceDescription
Table 8.2.4.2.3-1: Definition of type InterfaceDescription
Attribute name |Datatype | P [Cardinality Description Applicability
ipv4Addr Ipv4Addr O [0.1 String identifying an IPv4 address
ipv6Addr Ipv6Addr O [0..1 String identifying an IPv6 address
port Port O [0..1 Port
securityMethod |array(Sec | M |1..N Security methods supported by the
s urityMetho interface
ds)
8.24.3 Simple data types and enumerations
8.24.3.1 Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the
previous subclauses.
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8.2.4.3.2 Simple data types
The simple data types defined in table 8.2.4.3.2-1 shall be supported.
Table 8.2.4.3.2-1: Simple data types

Type Name Type Definition Description Applicability
n/a
8.2.4.3.3 Enumeration: Protocol

Table 8.2.4.3.3-1: Enumeration Protocol

Enumeration value Description Applicability
HTTP 1 1 HTTP version 1.1
HTTP2 HTTP version 2
8.2.4.3.4 Enumeration: DataFormat

Table 8.2.4.3.4-1: Enumeration DataFormat

Enumeration value Description Applicability
JSON Serialization protocol: JavaScript Object
Notation
8.2.4.3.5 Enumeration: CommunicationType

Table 8.2.4.3.5-1: Enumeration CommunicationType

Enumeration value Description Applicability
REQUEST_RESPONSE The communication is of the type request-
response.
SUBSCRIBE_NOTIFY The communication is of the type subscribe-
notify
8.2.4.3.6 Enumeration: SecurityMethods

Table 8.2.4.3.6-1: Enumeration SecurityMethods

Enumeration value Description Applicability

PSK Security method 1 (Using TLS-PSK) as
described in 3GPP TS 33.122 [16].

PKI Security method 2 (Using PKI) as described in
3GPP TS 33.122 [16].

OAUTH Security method 3 (TLS with OAuth token) as
described in 3GPP TS 33.122 [16].

8.2.5 Error Handling

General error responses are defined in subclause 7.7.

8.2.6 Feature negotiation
General feature negotiation procedures are defined in subclause 7.8.

Table 8.2.6-1: Supported Features

Feature number Feature Name Description
n/a
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8.3 CAPIF_Events API
8.3.1 API URI

Therequest URI used in each HTTP request from the Subscriber towards the CAPIF core function shall have the
structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be "capif-events'.
- The{apiVersion} shall be"v1".
- The{apiSpecificSuffixes} shall be set as described in subclause 8.3.2.

8.3.2 Resources
8.3.2.1 Overview

/{apiRoot}/capif-events/v1/{subscriberld}

/subscriptions J

—[/{su bscriptionld} }

Figure 8.3.2.1-1: Resource URI structure of the CAPIF_Events_API

Table 8.3.2.1-1 provides an overview of the resources and applicable HT TP methods.

Table 8.3.2.1-1: Resources and methods overview

HTTP
method
Resource name Resource URI or Description
custom
operation
CAPIF Events Subscriptions  |{ apiRoot} /capif-events/vl/ POST Creates anew individual CAPIF
{'subscriber|d} /subscriptions Event Subscription
Individual CAPIF Events {apiRoot} /capif-events/vl/ DELETE |Deletesan individual CAPIF Event
Subscription {'subscriberld}/subscriptions/ Subscription identified by the
{'subscriptionl d} subscriptionid

8.3.2.2 Resource: CAPIF Events Subscriptions
8.3.2.2.1 Description

The CAPIF Events Subscriptions resource represents all subscriptions of aSubscriber.
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8.3.2.2.2 Resource Definition
Resource URI: { apiRoot} /capif-events/v1/{ subscriberld} /subscriptions
This resource shall support the resource URI variables defined in table 8.3.2.2.2-1.

Table 8.3.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
subscriberld ID of the Subscriber
8.3.2.2.3 Resource Standard Methods
8.3.2.2.3.1 POST

This method shall support the URI query parameters specified in table 8.3.2.2.3.1-1.

Table 8.3.2.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.3.2.2.3.1-2 and the response data structures and
response codes specified in table 8.3.2.2.3.1-3.

Table 8.3.2.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
EventSubscription | M |1 Create a new individual CAPIF Events Subscription resource.

Table 8.3.2.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
EventSubscription | M |1 201 CAPIF Events Subscription resource created successfully.
Created
The URI of the created resource shall be returned in the
"Location" HTTP header

8.3.2.2.4 Resource Custom Operations

None.

8.3.2.3 Resource: Individual CAPIF Events Subscription
8.3.2.3.1 Description

The Individual CAPIF Events Subscription resource represents an individual event subscription of aSubscriber.
8.3.2.3.2 Resource Definition

Resource URI: { apiRoot} /capif-events/iv1/{ subscriberl d} /subscriptions/{ subscriptionl d}

This resource shall support the resource URI variables defined in table 8.3.2.3.2-1.

Table 8.3.2.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
subscriberld ID of the Subscriber
subscriptionld String identifying an individual Events Subscription

ETSI



3GPP TS 29.222 version 15.1.0 Release 15 41 ETSI TS 129 222 V15.1.0 (2018-10)

8.3.2.3.3 Resource Standard Methods
8.3.2.3.3.1 DELETE
This method shall support the URI query parameters specified in table 8.3.2.3.3.1-1.

Table 8.3.2.3.3.1-1: URI query parameters supported by the DELETE method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.3.2.3.3.1-2 and the response data structures and
response codes specified in table 8.3.2.3.3.1-3.

Table 8.3.2.3.3.1-2: Data structures supported by the DELETE Request Body on this resource

Data type P | Cardinality Description

n/a

Table 8.3.2.3.3.1-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No The individual CAPIF Events Subscription matching the
Content subscriptionld is deleted.
8.3.2.3.4 Resource Custom Operations
None.
8.3.3 Notifications
8.3.3.1 General

The delivery of notifications shall conform to subclause 7.6.

Table 8.3.3.1-1: Notifications overview

HTTP
method "
Notification Resource URI or (sereﬁ:icgp:&?ion)
custom P
operation
I A N POST |Notifies Subscriber
Event notification {notificationDestination} of a CAPIE Event

8.3.3.2 Event Notification
8.3.3.2.1 Description

Event Notification is used by the CAPIF core function to notify a Subscriber of an Event. The Subscriber shall be
subscribed to such Event Notification viathe Individual CAPIF Events Subscription Resource.

8.3.3.2.2 Notification definition

The POST method shall be used for Event notification and the URI shall be the one provided by the Subscriber during
the on-boarding request.

Resource URI: {notificationDestination}

This method shall support the URI query parameters specified in table 8.3.3.2.2.1-1.
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Table 8.3.3.2.2-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.3.3.2.2-2 and the response data structures and
response codes specified in table 8.3.3.2.2-3.

Table 8.3.3.2.2-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
EventNotification M 1 Notification information of a CAPIF Event

Table 8.3.3.2.2-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality Response Description
codes
n/a 204 No Content |The receipt of the Notification is acknowledged.

8.34 Data Model

8.34.1 General

This subclause specifies the application data model supported by the API. Data types listed in subclause 7.2 apply to
this API.

Table 8.3.4.1-1 specifies the data types defined specifically for the CAPIF_Events APl service.

Table 8.3.4.1-1: CAPIF_Events_API specific Data Types

Data type Section Description Applicability
defined
EventSubscription |8.3.4.2.2 Represents an individual CAPIF Event
Subscription resource
EventNotification |8.3.4.2.3 Represents an individual CAPIF Event
Subscription Notification resource
CAPIFEvent 8.3.4.3.2 Describes CAPIF events

Table 8.3.4.1-2 specifies data types re-used by the CAPIF_Events API service:
Table 8.3.4.1-2: Re-used Data Types

Data type Reference Comments Applicability
Uri 3GPP TS 29.122 [14]
TestNotification 3GPP TS 29.122 [14] |Following differences apply:

- The SCEF is the CAPIF core
function; and

- The SCS/AS is the Subscribing
functional entity.

WebsockNotifConfig |3GPP TS 29.122 [14] |Following differences apply:

- The SCEF is the CAPIF core
function; and

- The SCS/AS is the Subscribing
functional entity.

8.3.4.2 Structured data types
8.3.4.2.1 Introduction

This subclause defines the structures to be used in resource representations.
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8.3.4.2.2 Type: EventSubscription
Table 8.3.4.2.2-1: Definition of type EventSubscription

Attribute name |Datatype | P |[Cardinality Description Applicability
events array(CAP | M [1..N Subscribed events

IFEvent)
notificationDesti [Uri M |1 URI where the notification should be
nation delivered to.
requestTestNoti |boolean O |0.1 Set to true by Subscriber to request the  |Notification_test_event
fication CAPIF core function to send a test

notification as defined in subclause 7.6.
Set to false or omitted otherwise.

websockNotifC  |Websock O |0.1 Configuration parameters to set up Notification_websocket
onfig NotifConfi notification delivery over Websocket

g protocol as defined in subclause 7.6.
8.3.4.2.3 Type: EventNotification

Table 8.3.4.2.4-1: Definition of type EventNotification

Attribute name |Datatype | P [Cardinality Description Applicability

subscriptionld  |string M (1 Identifier of the subscription resource to
which the notification is related — CAPIF
resource identifier

events array(CAP | M [1..N Notifications of individual events
IFEvent)

8.3.4.3 Simple data types and enumerations

8.3.4.3.1 Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the
previous subclauses.

8.3.4.3.2 Simple data types
None.
The simple data types defined in table 8.3.4.3.2-1 shall be supported.
Table 8.3.4.3.2-1: Simple data types

Type Name Type Definition Description Applicability
n/a

ETSI



3GPP TS 29.222 version 15.1.0 Release 15 44 ETSI TS 129 222 V15.1.0 (2018-10)

8.3.4.3.3 Enumeration: CAPIFEvent
Table 8.3.4.3.3-1: Enumeration CAPIFEvent

Enumeration value Description Applicability
SERVICE_API_AVAILABLE Events related to the availability of service
APlIs after the service APIs are published.
SERVICE_API_UNAVAILABLE Events related to the unavailability of
service APlIs after the service APIs are
unpublished.
SERVICE_API_UPDATE Events related to change in service API
information
API_INVOKER_ONBOARDED Events related to APl invoker onboarded
to CAPIF
API_INVOKER_OFFBOARDED Events related to API invoker offboarded
from CAPIF
SERVICE_API_INVOCATION_SUCCESS Events related to the successful
invocation of service APIs
SERVICE_API_INVOCATION_FAILURE Events related to the failed invocation of
service APls
ACCESS_CONTROL_POLICY_UPDATE Events related to the update for the
access control policy related to the service
APls
ACCESS_CONTROL_POLICY_UNAVAILABLE | Events related to the unavailability of the
access control policy related to the service
APls
API_INVOKER_AUTHORIZATION_REVOKED | Events related to the revocation of the
authorization of APl invokers to access
the service APls.

8.35 Error Handling
General error responses are defined in subclause 7.7.

8.3.6 Feature negotiation

General feature negotiation procedures are defined in subclause 7.8. Table 8.3.6-1 lists the supported features for
CAPIF_Events API.

Table 8.3.6-1: Supported Features

Feature number Feature Name Description

1 Notification_test_event Testing of notification connection is supported according to
subclause 7.6.

2 Notification_websocket The delivery of notifications over Websocket is supported according to
subclause 7.6. This feature requires that the Notification_test_event
feature is also supported.

Editor's Note: Supporting features specific to Subscriber is for further study.

8.4 CAPIF_API_Invoker Management API
8.4.1 API URI

The request URI used in each HTTP request from the API invoker towards the CAPIF core function shall have the
structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be "api-invoker-management".
- The{apiVersion} shal be"v1".
- The{apiSpecificSuffixes} shall be set as described in subclause 8.4.2.
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8.4.2 Resources
8.4.2.1 Overview

/KapiRoot}/api-invoker-management/v1

/lonboardedInvokers J

—[/{onboardingld} }

Figure 8.4.2.1-1: Resource URI structure of the CAPIF_API_Invoker_Management_API

Table 8.4.2.1-1 provides an overview of the resources and applicable HTTP methods.

Table 8.4.2.1-1: Resources and methods overview

HTTP
Resource name Resource URI MERTRG! O Description
custom
operation
On-boarded API Invokers  |{apiRoot} POST On-boards anew APl invoker by
/api-invoker-management/v1 creating a APl invoker profile
/onboardedInvokers
Individual On-boarded APl |{ apiRoot} DELETE |Off-boardsanindividua API
Invoker [api-invoker-management/v1 invoker by deleting the API
/onboardedI nvokers/{ onboardingld} invoker profileidentified by
{onboardingld}
8.4.2.2 Resource: On-boarded API invokers
8.4.2.2.1 Description

The On-boarded API Invokers resource represents all the APl invokers that are on-boarded at a given CAPIF core
function.

8.4.2.2.2 Resource Definition
Resource URI: {apiRoot}/api-invoker -management/vl/onboar dedl nvokers
Thisresource shall support the resource URI variables defined in table 8.4.2.2.2-1.

Table 8.4.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5

ETSI



3GPP TS 29.222 version 15.1.0 Release 15 46 ETSI TS 129 222 V15.1.0 (2018-10)

8.4.2.2.3 Resource Standard Methods
8.4.2.2.3.1 POST
This method shall support the URI query parameters specified in table 8.4.2.2.3.1-1.

Table 8.4.2.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.4.2.2.3.1-2 and the response data structures and
response codes specified in table 8.4.2.2.3.1-3.

Table 8.4.2.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
APIlInvokerEnrolm | M |1 Enrolment details of the API invoker including notification destination URI for
entDetails any on-boarding related notifications and an optional list of APIs the API
invoker intends to invoke while on-board.

Table 8.4.2.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P |Cardinality |Response Description
codes

APIlInvokerEnrolmentDetails | M |1 201 API invoker on-boarded successfully
Created

The URI of the created resource shall be returned in the
"Location" HTTP header. A list of APIs the API invoker is
allowed to invoke while on-board may also be included.
n/a 202 The CAPIF core has accepted the Onboarding request
Accepted |and is processing it. When processing is completed, the
CAPIF core function will send a
Notify_Onboarding_Completion notification to the
requesting API Invoker. See subclause 8.4.3.2.

8.4.2.2.4 Resource Custom Operations

None.

8.4.2.3 Resource: Individual On-boarded API Invoker
8.4.2.3.1 Description

The Individual On-boarded API Invokers resource represents an individual APl invoker that is on-boarded at a given
CAPIF core function.

8.4.2.3.2 Resource Definition
Resource URI: { apiRoot} /api-invoker-management/v1/onboardedi nvokers/{ onboardingl d}
This resource shall support the resource URI variables defined in table 8.4.2.3.2-1.

Table 8.4.2.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
onboardingld String identifying an individual on-boarded API invoker resource
8.4.2.3.3 Resource Standard Methods
842331 DELETE

This method shall support the URI query parameters specified in table 8.4.2.3.3.1-1.
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Table 8.4.2.3.3.1-1: URI query parameters supported by the DELETE method on this resource

Name

Data type

P

Cardinality

Description

n/a

This method shall support the response codes specified in table 8.4.2.3.3.1-2 and the response data structures and
response codes specified in table 8.4.2.3.3.1-3.

Table 8.4.2.3.3.1-2: Data structures supported by the DELETE Request Body on this resource

Data type

P

Cardinality

Description

n/a

Table 8.4.2.3.3.1-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No The individual on-boarded API invoker matching the
Content onboardingld is deleted
8.3.2.3.4 Resource Custom Operations
None.
8.4.3 Notifications
8.43.1 General

The delivery of notifications shall conform to subclause 7.6.

Table 8.4.3.1-1: Notifications overview

HTTP

method Description

Notification Resource URI or (service
custom operation)
operation
POST  |Notify API

Notify_Onboarding_Completion |{notificationDestination} invoker of on-

boarding result

8.4.3.2
8.4.3.2.1

Notify_Onboarding_Completion

Description

Notify_Onboarding_Completion is used by the CAPIF core function to notify an API invoker of the on-boarding result.

8.4.3.2.2

Notification definition

The POST method shall be used for Notify _Onboarding_Completion and the URI shall be the one provided by the API
invoker during the on-boarding request.

Resource URI: {notificationDestination}

This method shall support the URI query parameters specified in table 8.4.3.2.2-1.

Table 8.4.3.2.2-1: URI query parameters supported by the POST method on this resource

Name

Data type

P

Cardinality

Description

n/a
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This method shall support the request data structures specified in table 8.4.3.2.2-2 and the response data structures and
response codes specified in table 8.4.3.2.2-3.

Table 8.4.3.2.2-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
OnboardingNotification M 1 Notification with on-boarding result

Table 8.4.3.2.2-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality Response Description
codes
n/a 204 No Content |The receipt of the Notification is acknowledged.

8.4.4 Data Model
8441 General

This subclause specifies the application data model supported by the API. Data types listed in subclause 7.2 apply to
this API.

Table 8.4.4.1-1 specifies the data types defined specifically for the CAPIF_API_Invoker Management API service.
Table 8.4.4.1-1: CAPIF_API_Invoker_Management_API specific Data Types

Data type Section Description Applicability
defined

APlInvokerEnrolmentDetails 8.4.4.2.2 APl invoker's enrolment details

OnboardingNotificationDestination |8.4.4.2.3 Notification destination details.

APlIList 8.4.4.2.4 List of APIs

OnboardingInformation 8.4.4.2.5 On-boarding information of the
API invoker

OnboardingRequestAck 8.4.4.2.6 Acknowledgement to received
request.

OnboardingNotification 8.4.4.2.7 Notification with on-boarding
result

Table 8.4.4.1-2 specifies data types re-used by the CAPIF_API_Invoker Management API service.

Table 8.4.4.1-2: Re-used Data Types

Data type Reference Comments Applicability
ServiceAPIDescription |Subclause 8.1.4.2.2
Uri 3GPP TS 29.122 [14]
TestNotification 3GPP TS 29.122 [14]
WebsockNotifConfig  [3GPP TS 29.122 [14]
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Type: APlInvokerEnrolmentDetails

Table 8.4.4.2.2-1: Definition of type APlinvokerEnrolmentDetails

Attribute name

Data type | P [Cardinality

Description

Applicability

apilnvokerld

string O |0.1

API invoker ID assigned by the CAPIF
core function to the API invoker while on-
boarding the API invoker. Shall not be
present in the HTTP POST request from
the API invoker to the CAPIF core
function, to on-board itself. Shall be
present in all other HTTP requests and
responses.

onboardinginfor

Onboardin | M |1

On-boarding information about the API

mation glnformati invoker necessary for the CAPIF core
on function to on-board the API invoker.
onboardingNotif |Onboardin | M |1 Onboarding notification destination
icationDestinati  |gNotificati information provided by the API invoker.
on onDestinat
ion

apiList

APIList O |0.1

A list of APIs. When included by the API
invoker in the HTTP request message, it
lists the APIs that the API invoker intends
to invoke while onboard. When included
by the CAPIF core function in the HTTP
response message, it lists the APIs that
the API invoker is allowed to invoke while
onboard.

apilnvokerInfor
mation

string O (0.1

Generic information related to the API
invoker such as details of the device or
the application.

8.4.4.2.3

Type: OnboardingNotificationDestination

Table 8.4.4.2.3-1: Definition of type OnboardingNotificationDestination

Attribute name |Datatype | P [Cardinality Description Applicability
notificationDesti |Uri M |1 URI where the natification should be
nation delivered to.
requestTestNoti |[boolean O |0.1 Set to true by Subscriber to request the  |Notification_test_event
fication CAPIF core function to send a test
notification as defined in in
subclause 7.6. Set to false or omitted
otherwise.
websockNotifC  |Websock O (0.1 Configuration parameters to set up Notification_websocket
onfig NotifConfi notification delivery over Websocket
g protocol as defined in subclause 7.6.
8.4.4.2.4 Type: APIList
Table 8.4.4.2.4-1: Definition of type APIList
Attribute name |Datatype | P [Cardinality Description Applicability
serviceAPIDesc |array(Serv | M |1..N Definition of the service API
riptions iceAPIDes
cription)
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8.4.4.2.5 Type: Onboardinginformation

Table 8.4.4.2.5-1: Definition of type OnboardingInformation

Attribute name |Datatype | P |[Cardinality Description Applicability
apilnvokerPubli  |string M 1 Public Key of API Invoker
cKey
apilnvokerCertif |string O (0.1 API invoker's generic client certificate
icate
8.4.4.2.6 Type: OnboardingRequestAck
Table 8.4.4.2.6-1: Definition of type OnboardingRequestAck

Attribute name |Datatype | P [Cardinality Description Applicability
onboardingNotif |Onboardin | M |1 On-boarding notification destination
icationDestinati |gNotificati related details
on onDestinat

ion
8.4.4.2.7 Type: OnboardingNotification

Table 8.4.4.2.7-1: Definition of type OnboardingNotification

Attribute name |Datatype | P |[Cardinality Description Applicability
result boolean M (1 Set to "true" indicate successful on-
boarding. Otherwise set to "false"
resourceLocatio [Uri cC il URI pointing to the new CAPIF resource
n created as a result of successful on-
boarding.

This attribute shall be present if 'result’
attribute is set to "true". Otherwise it shall
not be present.

apilnvokerEnrol [APlinvoke | C |1 Enrolment details of the API invoker
mentDetails rEnrolmen which are verified by the CAPIF
tDetails administrator or APl management.

This attribute shall be present if 'result’
attribute is set to "true". Otherwise it shall
not be present.

apiList APIList O 0.1 List of APIs API invoker is allowed to
access.

This attribute may be present if 'result'
attribute is set to "true". Otherwise it shall
not be present.

8.4.4.3 Simple data types and enumerations

None.

8.4.5 Error Handling

General error responses are defined in subclause 7.7.

8.4.6 Feature negotiation

General feature negotiation procedures are defined in subclause 7.8. Table 8.4.6-1 lists the supported features for
CAPIF_API_Invoker_Management_API.
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Table 8.4.6-1: Supported Features

Feature number Feature Name Description

1 Notification_test_event Testing of notification connection is supported according to
subclause 7.6.

2 Notification_websocket The delivery of notifications over Websocket is supported according to
subclause 7.6. This feature requires that the Notification_test_event
feature is also supported.

8.5 CAPIF_Security API
8.5.1 API URI

Therequest URI used in each HTTP request from the API invoker or the API exposing function towards the CAPIF
core function shall have the structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be " capif-security".
- The{apiVersion} shall be"v1".
- The{apiSpecificSuffixes} shall be set as described in subclause 8.5.2.

8.5.2 Resources
8.5.2.1 Overview

/{apiRoot}/capif-security/v1

ftrustedinvokers J

—[/{apilnvokerld} }

Figure 8.5.2.1-1: Resource URI structure of the CAPIF_Security_API

Table 8.5.2.1-1 provides an overview of the resources and applicable HT TP methods.

Table 8.5.2.1-1: Resources and methods overview

HTTP
method
Resource name Resource URI or Description
custom
operation
Trusted APl invokers {apiRoot} POST All trusted API invokers
/capif-security/vl
/trustedinvokers
Individual trusted API {apiRoot} GET Retrieve authentication
invoker /capif-security/vl information of an API invoker
[trustedI nvokers/{ apilnvokerl d} DELETE |Revoke the authorization of the
API invoker
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8522 Resource: Trusted API invokers

8.5.2.2.1 Description

The Trusted API Invokers resource represents all the API invokers that are trusted by the CAPIF core function and have
received authentication information from the CAPIF core function.

8.5.2.2.2 Resource Definition
Resource URI: {apiRoot}/capif-security/vl/trustedl nvokers
This resource shall support the resource URI variables defined in table 8.5.2.2.2-1.

Table 8.5.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
8.5.2.2.3 Resource Standard Methods
852231 POST

This method shall support the URI query parameters specified in table 8.5.2.2.3.1-1.

Table 8.5.2.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.5.2.2.3.1-2 and the response data structures and
response codes specified in table 8.5.2.2.3.1-3.

Table 8.5.2.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
ServiceSecurity M |1 Security method request from the API invoker to the CAPIF core function.
The request indicates a list of service APIs and a preferred method of
security for the service APIs.

The request also includes a notification destination URI for security related
notifications.

Table 8.5.2.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
ServiceSecurity M |1 201 Security method from the CAPIF core function to the API
Created invoker is based on the received request. The response

indicates the security method to be used for the service APIs

The URI of the created resource shall be returned in the
"Location" HTTP header.

8.5.2.2.4 Resource Custom Operations

None.
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8.5.2.3 Resource: Individual trusted API invokers
8.5.2.3.1 Description

The Individual trusted API Invokers resource represents an individual API invokersthat is trusted by the CAPIF core
function and have received security related information from the CAPIF core function.

8.5.2.3.2 Resource Definition
Resource URI: {apiRoot}/capif-security/v1/trustedl nvoker s/{apil nvoker|d}
This resource shall support the resource URI variables defined in table 8.5.2.3.2-1.

Table 8.5.2.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
apilnvokerld String identifying an individual APl invoker
8.5.2.3.3 Resource Standard Methods
8.5.2.331 GET

This method shall support the URI query parameters specified in table 8.5.2.3.3.1-1.

Table 8.5.2.3.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P |Cardinality Description
authenticationInfo boolean O |0..1 When set to 'true’, it indicates the CAPIF core function to
send the authentication information of the APl invoker. Set to
false or omitted otherwise.
authorizationinfo boolean O (0.1 When set to 'true’, it indicates the CAPIF core function to
send the authorization information of the API invoker. Set to
false or omitted otherwise.

This method shall support the request data structures specified in table 8.5.2.3.3.1-2 and the response data structures and
response codes specified in table 8.5.2.3.3.1-3.

Table 8.5.2.3.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 8.5.2.3.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality | Response Description
codes
ServiceSecurity M |1 200 OK The security related information of the API Invoker based on
the request from the API exposing function.

8.5.2.3.3.2 DELETE
This method shall support the URI query parameters specified in table 8.5.2.3.3.2-1.

Table 8.5.2.3.3.2-1: URI query parameters supported by the DELETE method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.5.2.3.3.2-2 and the response data structures and
response codes specified in table 8.5.2.3.3.2-3.
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Table 8.5.2.3.3.2-2: Data structures supported by the DELETE Request Body on this resource

Data type P | Cardinality Description

n/a

Table 8.5.2.3.3.2-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Authorization of the API invoker revoked, and a notification is
Content sent to the API invoker as specified in subclause 8.5.3.2
8.5.2.3.4 Resource Custom Operations
None.
8.5.3 Notifications
8.5.3.1 General

The delivery of notifications shall conform to subclause 7.6.

Table 8.5.3.1-1: Notifications overview

HTTP
CuELEE Description
Notification Resource URI or (service ogeration)
custom
operation
POST  |Notify API invoker

that the

Authorization revoked authorization rights

notification {notificationDestination} are revoked by the
API exposing
function.
8.5.3.2 Authorization revoked notification
8.5.3.2.1 Description

Authorization revoked notification is used by the CAPIF core function to notify an APl invoker that the authorization
rights are revoked by the APl exposing function.

8.5.3.2.2 Notification definition

The POST method shall be used for Authorization revoked notification and the URI shall be the one provided by the
API invoker during the Obtain_Security_Method service operation.

Resource URI: {notificationDestination}
This method shall support the URI query parameters specified in table 8.5.3.2.2-1.

Table 8.5.3.2.2-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.5.3.2.2-2 and the response data structures and
response codes specified in table 8.5.3.2.2-3.
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Table 8.5.3.2.2-2: Data structures supported by the POST Request Body on this resource

Data type

P

Cardinality

Description

SecurityNotification

M

1 Notification with information related to revoked

authorization.

Table 8.5.3.2.2-3: Data structures supported by the POST Response Body on this resource

Data type

P

Cardinality

Response
codes

Description

n/a

204 No Content

The receipt of the Notification is acknowledged.

854 Data Model
854.1 General

This subclause specifies the application data model supported by the API.

Table 8.5.4.1-1 specifies the data types defined for the CAPIF service based interface protocol.

Table 8.5.4.1-1: Specific Data Types

Data type Section Description Applicability
defined

ServiceSecurity 8.5.4.2.2 Details of the security method for
each service APl interface. When
included by the API invoker, it shall
indicate the preferred method of
security. When included by the
CAPIF core function, it shall
indicate the security method to be
used for the service APl interface.

SecurityMethod 8.5.4.2.3 Interface details and the security
method

SecurityNotificationDestination |8.5.4.2.4 Notification destination details

SecurityNotification 8.5.4.25 Revoked authorization notification
details

Table 8.5.4.1-2 specifies data types re-used by the CAPIF_Security API service based interface:

Table 8.5.4.1-2: Re-used Data Types

Data type

Reference

Comments

Applicability

InterfaceDescription

Subclause 8.2.4.2.3

Details of the interface

Uri

3GPP TS 29.122 [14]

TestNotification

3GPP TS 29.122 [14]

function; and

functional entity.

Following differences apply:
- The SCEF is the CAPIF core

- The SCS/AS is the Subscribing

WebsockNotifConfig

3GPP TS 29.122 [14]

function; and

functional entity.

Following differences apply:
- The SCEF is the CAPIF core

- The SCS/AS is the Subscribing
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Table 8.5.4.2.2-1: Definition of type ServiceSecurity

Attribute name |Datatype | P [Cardinality Description Applicability
securityPrefere |array(Sec | O |0..N API invoker's preference of the security
nces urityMetho method for a service API interface.
d) May be present in the HTTP POST
request from the API invoker to the
CAPIF core function to negotiate the
security mechanism.
Shall not be present in any other HTTP
request or HTTP response.
selectedSecurit |array(Sec | C |0..N Security method selected by the CAPIF
yMethods urityMetho core function for each service API
d) interface. Shall be present in the HTTP
POST response from the CAPIF core
function to the API invoker.
Shall not be present in any other HTTP
request or HTTP response.
apilnvokerSecu |array(Sec | O |0..N Security method for each service API
rityMethods urityMetho interface selected for the API invoker by
d) the CAPIF core function. May be present
only in the HTTP GET response from the
CAPIF core function to the API exposing
function.
Shall not be present in any other HTTP
request or HTTP response.
securityNotificat [SecurityN | M |1 Security notification destination
ionDestination  |otification information provided by the API invoker.
Destinatio
n
8.5.4.2.3 Type: SecurityMethod
Table 8.5.4.2.3-1: Definition of type SecurityMethod
Attribute name |Datatype | P |[Cardinality Description Applicability
interfaceDetails |InterfaceD | M |1 Details of the interface
escription
securityMethod |string M |1 Security method for the interface
authenticationln |string O |0..1 Authentication related information
fo
authorizationInf |string O |0..1 Authorization related information
0

Editor's Note:

. The data model s should be improved to accommodate changes or improvements done in SA3.
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Type: SecurityNotificationDestination

Table 8.5.4.2.4-1: Definition of type SecurityNotificationDestination
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Attribute name |Datatype | P |[Cardinality Description Applicability
notificationDesti |Uri M |1 URI where the natification should be
nation delivered to.
requestTestNoti |[boolean O |0.1 Set to true by API invoker to request the |Notification_test _event
fication CAPIF core function to send a test
notification as defined in in
subclause 7.6. Set to false or omitted
otherwise.
websockNotifC  |Websock O (0.1 Configuration parameters to set up Notification_websocket
onfig NotifConfi notification delivery over Websocket
g protocol as defined in subclause 7.6.
8.5.4.2.5 Type: SecurityNotification

Table 8.5.4.2.5-1: Definition of type SecurityNotification

Attribute name |Datatype | P |[Cardinality Description Applicability

apilnvokerld string M 1 String identifying the API invoker
assigned by the CAPIF core function

apild string M |1 Identifier of the service API

cause Cause M (1 The cause for revoking the API invoker
authorization to the service API

8.5.4.3 Simple data types and enumerations

8.5.4.3.1 Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the
previous subclauses.

8.5.4.3.2

Simple data types

The simple data types defined in table 8.5.4.3.2-1 shall be supported.

Table 8.5.4.3.2-1: Simple data types

Type Name Type Definition Description Applicability
n/a
8.5.4.3.3 Enumeration: Cause
Table 8.5.4.3.3-1: Enumeration Cause
Enumeration value Description Applicability

OVERLIMIT_USAGE

The revocation of the authorization of the API
invoker is due to the overlimit usage of the
service API

UNEXPECTED_REASON

The revocation of the authorization of the API
invoker is due to unexpected reason.

8.5.5

Error Handling

General error responses are defined in subclause 7.7.

8.5.6

Feature negotiation

General feature negotiation procedures are defined in subclause 7.8. Table 8.5.6-1 lists the supported features for
CAPIF_Security API.
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Table 8.5.6-1: Supported Features

Feature number Feature Name Description

1 Notification_test_event Testing of notification connection is supported according to
subclause 7.6.

2 Notification_websocket The delivery of notifications over Websocket is supported according to
subclause 7.6. This feature requires that the Notification_test_event
feature is also supported.

8.6 CAPIF_Access_Control_Policy API
8.6.1 API URI

Therequest URI used in each HTTP request from the API exposing function towards the CAPIF core function shall
have the structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be "access-control-policy".
- The{apiVersion} shall be"v1".
- The{apiSpecificSuffixes} shall be set as described in subclause 8.6.2.

8.6.2 Resources
8.6.2.1 Overview

Thisresource is created by the CAPIF administrator on the CAPIF core function.

NOTE: The details of the mechanisms used to create the Access Control Policy List resource on the CAPIF core
function is out of the scope of the present document.

/KapiRoot}/access-control-policy/v1

/accessControlPolicyList

KserviceApild}

Figure 8.6.2.1-1: Resource URI structure of the CAPIF_Access_Control_Policy API

Table 8.6.2.1-1 provides an overview of the resources and applicable HT TP methods.

Table 8.6.2.1-1: Resources and methods overview

HTTP
method
Resource name Resource URI or Description
custom
operation
Access Control Policy List |{apiRoot} GET Retrieves the access control

[access-control-policy/vl policy list for a published
/accessControl PolicyList/{ serviceApild} service API.
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8.6.2.2 Resource: Access Control Policy List

8.6.2.2.1 Description

The Access Control Policy List resource represents the access control information for all the service APIs per API
invoker.

8.6.2.2.2 Resource Definition
Resource URI: {apiRoot}/access-control-policy/v1/accessContr ol PolicyL ist/{serviceApil d}
This resource shall support the resource URI variables defined in table 8.6.2.2.2-1.

Table 8.6.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
serviceApild String identifying an individual published service API
8.6.2.2.3 Resource Standard Methods
8.6.2.23.1 GET

This method shall support the URI query parameters specified in table 8.6.2.2.3.1-1.

Table 8.6.2.2.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P [Cardinality Description
apilnvokerld string O |1 String identifying the API invoker

This method shall support the request data structures specified in table 8.6.2.2.3.1-2 and the response data structures and
response codes specified in table 8.6.2.2.3.1-3.

Table 8.6.2.2.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 8.6.2.2.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P |Cardinality |Response Description
codes
accessControlPolicyList M (1 200 OK List of the access control policy applicable for the
service API requested.

8.6.2.2.4 Resource Custom Operations
None.

8.6.3  Notifications

None.

8.6.4  Data Model

8.6.4.1 General

This subclause specifies the application data model supported by the API. Data types listed in subclause 7.2 apply to
this API.
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Table 8.6.4.1-1 specifies the data types defined specifically for the CAPIF_Access_Control_Policy API service.

Table 8.6.4.1-1: CAPIF_Access_Control_Policy_API specific Data Types

Data type Section Description Applicability
defined
AccessControlPolicyList 8.6.4.2.2 Access control policy list
Table 8.6.4.1-2 specifies data types re-used by the CAPIF_Access_Control_Policy API service.
Table 8.6.4.1-2: Re-used Data Types
Data type Reference Comments Applicability
n/a
8.6.4.2 Structured data types
8.6.4.2.1 Introduction
This subclause defines data structures to be used in resource representations.
8.6.4.2.2 Type: AccessControlPolicyList
Table 8.6.4.2.2-1: Definition of type AccessControlPolicyList
Attribute name |Datatype | P |[Cardinality Description Applicability
apilnvokerPolici |array(Apil | M |0..N Policy of each API invoker.
es nvokerPoli
cy)
8.6.4.2.3 Type: ApilnvokerPolicy
Table 8.6.4.2.3-1: Definition of type ApilnvokerPolicy
Attribute name |Datatype | P |[Cardinality Description Applicability
apilnvokerld string M 1 APl invoker ID assigned by the CAPIF
core function
allowedTotallnv |integer O (0.1 Total number of invocations allowed on
ocations the service API by the API invoker.
allowedInvocati |integer O |0.1 Invocations per second allowed on the
onsPerSecond service API by the APl invoker.
allowedInvocati |array(Tim | O |1..N The time ranges during which the
onTimeRangeLi |eRangeLis invocations are allowed on the service
st t) API by the APl invoker.
8.6.4.2.4 Type: TimeRangeList
Table 8.6.4.2.4-1: Definition of type TimeRangeList
Attribute name |Datatype | P [Cardinality Description Applicability
startTime DateTime |M |1 The start time for the invocations to be
allowed on the service API by the API
invoker.
endTime DateTime | M (1 The end time for the invocations to be
allowed on the service API by the API
invoker.
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8.6.4.3 Simple data types and enumerations
None.

8.6.5 Error Handling

General error responses are defined in subclause 7.7.

8.6.6 Feature negotiation
General feature negotiation procedures are defined in subclause 7.8.

Table 8.6.8-1: Supported Features

Feature number Feature Name Description
n/a

8.7 CAPIF_Logging_API_Invocation_API
8.7.1  APIURI

The request URI used in each HTTP request from the API exposing function towards the CAPIF core function shall
have the structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be "api-invocation-logs".
- The{apiVersion} shall be"v1".
- The{apiSpecificSuffixes} shall be set as described in subclause 8.7.2

8.7.2 Resources
8.7.2.1 Overview

/{apiRoot}/api-invocation-logs/v1/{aefld}

/logs }

—[/{Iogld} }

Figure 8.7.2.1-1: Resource URI structure of the CAPIF_Logging_API_Invocation_API

Table 8.7.2.1-1 provides an overview of the resources and applicable HT TP methods.
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Table 8.7.2.1-1: Resources and methods overview

HTTP
Resource name Resource URI MERTRG! O Description
custom
operation
Logs { apiRoot} POST Creates anew log entry for service
/api-invocation-logs/vl APl invocations
/{ aefld}/logs
Individual log {apiRoot} n‘a Individual log entry
/api-invocation-logs/vl
/{ aefld}/logs/{logl d}

8.7.2.2 Resource: Logs

8.7.2.2.1 Description

The Logs resource represents all the log entries created by a APl exposing function at CAPIF core function.

8.7.2.2.2 Resource Definition

Resource URI: {apiRoot}/api-invocation-logs/v1/{aefl d}/logs

This resource shall support the resource URI variables defined in table 8.7.2.2.2-1.

Table 8.7.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
aefld Identity of the API exposing function
8.7.2.2.3 Resource Standard Methods
8.7.2.231 POST

This method shall support the URI query parameters specified in table 8.7.2.2.3.1-1.

Table 8.7.2.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 8.7.2.2.3.1-2 and the response data structures and

response codes specified in table 8.7.2.2.3.1-3.

Table 8.7.2.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description

InvocationLogs M |201 Created | Log of service APl invocations provided by APl exposing function to store on

the CAPIF core function.

Table 8.7.2.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
InvocationLogs M |1 201 Log of service API invocations provided by API exposing
Created function successfully stored on the CAPIF core function.

The URI of the created resource shall be returned in the
"Location" HTTP header.
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Resource Custom Operations

8.7.2.2.4

None.

8.7.3 Notifications
None.

8.7.4 Data Model
8.74.1 General

This subclause specifies the application data model supported by the API.

Table 8.7.4.1-1 specifies the data types defined for the CAPIF service based interface protocol.

Table 8.7.4.1-1: Specific Data Types

Data type Section Description Applicability
defined
InvocationLogs |8.7.4.2.2 Set of Service API invocation logs to be
stored on CAPIF core function
Log 8.7.4.2.3 Individual log entries

Table 8.7.4.1-2 specifies data types re-used by the CAPIF_Logging_API_Invocation_API service:

Table 8.7.4.1-2: Re-used Data Types

Data type Reference Comments Applicability
Ipv4Addr 3GPP TS 29.122 [14]
Ipv6Addr 3GPP TS 29.122 [14]
Port 3GPP TS 29.122 [14]
InterfaceDescription |Subclause 8.2.4.2.3 |Details of the interface
8.7.4.2 Structured data types
8.74.2.1 Introduction
8.7.4.2.2 Type: InvocationLogs
Table 8.7.4.2.2-1: Definition of type InvocationLogs
Attribute name |Datatype | P |[Cardinality Description Applicability
aefld string M (1 Identity information of the APl exposing
function requesting logging of service
APl invocations
apilnvokerld string M 1 Identity of the API invoker which invoked
the service API
ipv4Addr Ipv4Addr Cc |0..1 String identifying an IPv4 address of the
APl invoker. This attribute shall not be
present if ipv6Addr attribute is present.
ipv6Addr Ipv6Addr C |0.1 String identifying an IPv6 address of the
API invoker. This attribute shall not be
present if ipv4Addr attribute is present.
port Port Cc |0..1 Port. This attribute shall be present if
either ipv4Addr or the ipv6Addr attribute
is present.
logs array(Log) | M |1..N Service API invocation log
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8.7.4.2.3 Type: Log
Table 8.7.4.2.3-1: Definition of type Log
Attribute name Data type P [Cardinality Description Applicability
apild string M |1 String identifying the API invoked.
apilnvoked string M |1 Name of the API which was invoked
version number M (1 Version of the API which was
invoked
resourceName string M |1 Name of the specific resource
invoked
operation string M |1 Operation that was invoked on the
API
result string M |1 Result or output of the invocation
invocationTime DateTime O |0..1 Date on which it was invoked
parameters string O |0..1 List of input parameters
interfaceDescription |InterfaceDescription |O |0..1 Interface description of the API
invoked.
8.7.4.3 Simple data types and enumerations

None.

8.7.5 Error Handling

General error responses are defined in subclause 7.7.

8.7.6 Feature negotiation

Table 8.7.8-1: Supported Features

Feature number Feature Name Description
n/a

8.8  CAPIF_Auditing_API
8.8.1 APl URI

Therequest URI used in each HTTP request from the API management function towards the CAPIF core function shall
have the structure as defined in subclause 7.5 with the following clarifications:

- The{apiName} shall be"logs".
- The{apiVersion} shall be"v1".
- The{apiSpecificSuffixes} shall be set as described in subclause 8.8.2.
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8.8.2 Resources
8.8.2.1 Overview

/{apiRoot}/logs/v1

/apilnvocationLogs

Figure 8.8.2.1-1: Resource URI structure of the CAPIF_Auditing_API

Table 8.8.2.1-1 provides an overview of the resources and applicable HTTP methods.

Table 8.8.2.1-1: Resources and methods overview

HTTP
Resource name Resource URI MEL 120! ©F Description
custom
operation
All service API invocation  |{ apiRoot} GET Query and retrieve service AP
logs (Store) /logs/vl/apilnvocationLogs invocation logs stored on the
CAPIF core function

8.8.2.2 Resource: All service API invocation logs

8.8.2.2.1 Description

The All service API invocation logs resource represents a collection of service API invocation logs stored on the CAPIF
core function. The resource is modelled as a Store resource archetype (see annex C.3 of 3GPP TS 29.501 [18])

8.8.2.2.2 Resource Definition
Resource URI: {apiRoot}/logs/vl/apil nvocationL ogs
This resource shall support the resource URI variables defined in table 8.8.2.2.2-1.

Table 8.8.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 7.5
8.8.2.2.3 Resource Standard Methods
8.8.2.2.3.1 GET

This method shall support the URI query parameters specified in table 8.8.2.2.3.1-1.
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Table 8.8.2.2.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P [Cardinality Description

aefld string O [0..1 String identifying the API exposing function

apilnvokerld string O (0.1 String identifying the API invoker which invoked the
service API

ipv4Addr Ipv4Addr Cc |0..1 String identifying a IPv4 address of the API invoker.
This attribute shall not be present if ipv6Addr attribute is
present.

ipv6Addr Ipv6Addr c |0..1 String identifying a IPv6 address of the API invoker.
This attribute shall not be present if ipv4Addr attribute is
present.

port Port Cc |0..1 Port. This attribute shall be present if either ipv4Addr or
the ipv6Addr attribute is present.

timeRangeStart DateTime 0 |0..1 Start time of the invocation time range

timeRangeEnd DateTime 0 |0..1 End time of the invocation time range

apild string O |0..1 String identifying the API invoked.

apiName String 0 ]0..1 Name of the API which was invoked

version number O [0..1 Version of the API which was invoked

operation string 0 ]0..1 Operation that was invoked on the API

result string 0 ]0..1 Result or output of the invocation

resourceName string 0 10..1 Name of the specific resource invoked

interfaceDescription [InterfaceDescription (O |0..1 Interface description of the API invoked.

This method shall support the request data structures specified in table 8.8.2.2.3.1-2 and the response data structures and

response codes specified in table 8.8.2.2.3.1-3.

Table 8.8.2.2.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 8.8.2.2.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P |Cardinality |Response Description
codes
array(InvocationLogs) O |1..N 200 OK Result of the query operation along with fetched
service API invocation log data.
ProblemDetails M |1 414 URI Indicates that the server is refusing to service the
Too Long |request because the request-target is too long.

8.8.2.2.4 Resource Custom Operations
None.

8.8.3  Noatifications

None.

8.8.4  Data Model

8.8.4.1 General

This subclause specifies the application data model supported by the API.
Table 8.8.4.1-1 specifies the data types defined for the CAPIF service based interface protocol.
Table 8.8.4.1-1: Specific Data Types

Data type Section Description Applicability
defined

n/a
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Table 8.8.4.1-2 specifies data types re-used by the CAPIF_Auditing_API service:
Table 8.8.4.1-2: Re-used Data Types

Data type Reference Comments Applicability

InvocationLogs |Subclause 8.7.4.2.2 |Logs of service API invocations stored on
the CAPIF core function.

ProblemDetails [3GPP TS 29.122 [14] | |

Ipv4Addr 3GPP TS 29.122 [14]
Ipv6Addr 3GPP TS 29.122 [14]

Uri 3GPP TS 29.122 [14]

Port 3GPP TS 29.122 [14]

8.8.4.2 Structured data types

None.

8.8.4.3 Simple data types and enumerations
None.

8.8.5 Error Handling

General error responses are defined in subclause 7.7.

8.8.6 Feature negotiation
General feature negotiation procedures are defined in subclause 7.8.

Table 8.8.6-1: Supported Features

Feature number Feature Name Description
n/a

9 AEF API Definition

9.1 AEF _Authentication_API
9.1.1 API URI

The request URI used in each HTTP request from the API invoker towards the API exposing function shall have the
following structure:

- The{apiRoot} shall be as defined in the service API specification using CAPIF.
- The{apiName} shall be"auth-initiation".

- The{apiVersion} shal be"v1".

- The{apiSpecificSuffixes} shall be set as described in subclause 9.1.2.
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fauth-

profiles

Figure 9.1.2.1-1: Resource URI structure of the AEF_Authentication_API

Table 9.1.2.1-1 provides an overview of the resources and applicable HTTP methods.

Table 9.1.2.1-1: Resources and methods overview

HTTP
Resource name Resource URI MERTRG! O Description
custom
operation
API invoker authentication  |{ apiRoot} GET Checksif the API exposing
profiles lauth-initiation/v1 function has credentials for API
Jauth-profiles invoker authentication
9.1.2.2 Resource: API invoker authentication profiles
9.1.2.2.1 Description

The API invoker authentication profiles represents al the authentication profiles of different APl invokers available at
the API exposing function.

9.1.2.2.2

Resource Definition

Resource URI: {apiRoot}/auth-initiation /v1l/auth-profiles

Thisresource shall support the resource URI variables defined in table 9.1.2.2.2-1.

Table 9.1.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot Defined in the service API specification using CAPIF
9.1.2.2.3 Resource Standard Methods
9.1.2.231 GET

This method shall support the URI query parameters specified in table 9.1.2.2.3.1-1.

Table 9.1.2.2.3.1-1: URI query parameters supported by the GET method on this resource

Name

Data type

P

Cardinality

Description

apilnvokerld

string

M

1 API invoker ID assigned by the CAPIF core function to the
APl invoker while on-boarding the API invoker.
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This method shall support the request data structures specified in table 9.1.2.2.3.1-2 and the response data structures and
response codes specified in table 9.1.2.2.3.1-3.

Table 9.1.2.2.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 9.1.2.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P |Cardinality |Response Description
codes
n/a 204 No API exposing function confirms that the

Content authentication profile is available and it is
ready for authentication of the API
invoker.

9.1.2.2.4 Resource Custom Operations
None.

9.1.3  Notifications

None.

9.1.4  Data Model

9.141 General

This subclause specifies the application data model supported by the API. Data types listed in subclause 7.2 apply to
thisAPI.

Table 9.1.4.1-1 specifies the data types defined specifically for the AEF_Authentication_API service.
Table 9.1.4.1-1: AEF_Authentication_API specific Data Types

Data type Section Description Applicability
defined

n/a

Table 9.1.4.1-2 specifies data types re-used by the CAPIF_API_Invoker_Management_API service.
Table 9.1.4.1-2: Re-used Data Types

Data type Reference Comments Applicability
n/a
9.1.4.2 Structured data types
None.
9.14.3 Simple data types and enumerations
None.

9.1.5 Error Handling

General error responses are defined in the service API specification using CAPIF.
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9.1.6 Feature negotiation
General feature negotiation procedures are defined in the service API specification using CAPIF.

Table 9.1.6-1: Supported Features

Feature number Feature Name Description
n/a

10 Security

10.1  General

Security methods for CAPIF are specified in 3GPP TS 33.122 [16].

10.1 CAPIF-1/1e security

Secure communication between API invoker and CAPIF core function over CAPIF-1 or CAPIF-1e reference point,
using a TL S protocol based connection is defined in 3GPP TS 33.122 [16].

For Onboard_API_Invoker service operation of the CAPIF_API_Invoker_Management_API, the TLS protocol based
connection shall be established using server certificate as defined in 3GPP TS 33.122 [16].

For rest of the CAPIF APIs, the TLS protocol based connection shall be established with certificate based mutual
authentication as defined in 3GPP TS 33.122 [16].

10.2  CAPIF-2/2e security and securely invoking service APIs

For secure communication between API invoker and APl exposing function and ensuring secure invocations of service
APIs, the APl invoker:

- shall negotiate the security method with the CAPIF core function using the Obtain_Security Method service
operation of the CAPIF_Security API;

- shdl initiate the authentication with the APl exposing function using the Authentication_Initiation Request
service operation of the AEF_Authentication _API; and

- shall establish a secure connection with the API exposing function as defined in 3GPP TS 33.122 [16], using the
method negotiated with the CAPIF core function.
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Annex A (normative): OpenAPI specification
Al General

This subclause will describe the purpose of the Annex.

A.2 CAPIF_Discover_Service API

openapi: 3.0.0

info
description: Discover_Service AP
title: CAPIF_Di scover_Service_AP
version: "1.PreR15.0.0"servers

- url: '{api Root}/service-apis/vl
vari abl es:
api Root :

default: https://denmohost.com
description: api Root as defined in subclause 7.5 of 3GPP TS 29. 222
pat hs:
/al | Servi ceAPI s:
get:
description: Discover published service APIs and retrieve a collection of APIs according to
certain filter criteria
parameters
- name: apilnvokerld
in: query
description: String identifying the APl invoker assigned by the CAPIF core function
required: true
schema
type: string
- nanme: servi ceName
in: query
description: Nane of the service
schema
type: string
- name: api Nanme
in: query
description: APl name
schema:
type: string
- name: api Version
in: query
description: APl version
schema:
type: string
- nane: commilype
in: query
description: Communication type used by the APl (e.g. request/response or
subscri be/ notify).
schema
$ref: ' TS29222_CAPI F_Publ i sh_Servi ce_API . yanl #/ conponent s/ schemas/ Communi cati onType
- name: interfaceDescription
in: query
description: Interface details (e.g. domain nane, ipv4/6Addr, port)
schema
type: array
items:
$ref:
' TS29222_CAPI F_Publ i sh_Servi ce_API . yam #/ conponent s/ schemas/ | nt erf aceDescri ption
- name: dat aFor nat

in: query
description: Data formats used by the APl (e.g. serialization protocol JSON used)
schema:
$ref: ' TS29222_CAPI F_Publ i sh_Servi ce_API . yan #/ conponent s/ schemas/ Dat aFor mat
responses
' 200

description: The response body contains the result of the search over the list of
regi stered APIs.
content:
appl i cation/json
schema:
$ref: ' #/ component s/ schemas/ Di scover edAPI s’
' 400
$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 400
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'401":

$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 401"
' 403" :

$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 403"
'409' :

$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 409"
'412":

$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 412"
'414'

description: URl Too Long

content:

appl i cati on/ pr obl em+j son:
schema:
$ref: 'TS29122_CommonDat a. yani #/ conponent s/ schenas/ Probl enDet ai | s’

' 500" :

$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 500
' 503" :

$ref: 'TS29122_CommonDat a. yani #/ conponent s/ r esponses/ 503’
defaul t:

$ref: 'TS29122_CommonDat a. yani #/ conponent s/ r esponses/ def aul t'
conponents:
schenas:
Di scover edAPI s:
type: array
properties:
api | d:
type: string
description: ldentifier of the service API
servi ceAPl| Descri pti on:
$ref: ' TS29222_CAPI F_Publ i sh_Servi ce_API . yanl #/ conponent s/ schermas/ Ser vi ceAPI Descri ption'
required:
- apild
- servi ceAPl| Description

A.3 CAPIF_Publish_Service API

openapi: 3.0.0
i nfo:
title: CAPIF_Publish_Service_API
version: "1.PreR15.0.0"
servers:
- url: '{api Root}/published-apis/vl
vari abl es:
api Root :
defaul t: https://denmohost.com
description: api Root as defined in subclause 7.5 of 3GPP TS 29.222.
pat hs:

# APF published API

[ {apfld}/service-apis:

post:
description: Publish a new API
paraneters
- name: apfld
in: path
required: true
schema:

$ref: '#/ conponents/schenmas/apfld'
request Body:
required: true

content:
application/json:
schena:
$ref: '#/ conponents/schenmas/ Servi ceAPl Descri pti on'
responses:
'201":

description: Service APl published successfully The URI of the created resource shall be
returned in the "Location" HITP header.
content:
application/json:
schema:
$ref: '#/ conponents/schemas/ Servi ceAPl Descri ption'

' 400" :

$ref: ' TS29122_ CormmonDat a. yani #/ conponent s/ r esponses/ 400’
'401':

$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 401"
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' 403" :
$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 403"
' 409" :
$ref: ' TS29122_ CormmonDat a. yani #/ conponent s/ r esponses/ 409’
'412'
$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 412"
' 500" :
$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 500
' 503’
$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 503"
defaul t:
$ref: ' TS29122_CommonDat a. yan #/ conponent s/ r esponses/ def aul t'
get:
description: Retrieve all published APIs.
parameters:
- name: apfld
in: path
required: true
schena:
$ref: '#/ conponents/schenmas/apfld'
responses:
' 200" :
description: Definition of all service API(s) published by the APl publishing function.
content:
application/json:
schena:
$ref: ' #/ conponents/schenas/ Servi ceAPl Descri pti on'
' 400" :
$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 401"
$ref: ' TS29122_ CormmonDat a. yani #/ conponent s/ r esponses/ 401’
1404
$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 404"
' 409" :
$ref: ' TS29122_ CormmonDat a. yani #/ conponent s/ r esponses/ 409’
'412'
$ref: 'TS29122_CommonDat a. yani #/ conponent s/ r esponses/ 412"
' 500" :
$ref: ' TS29122_ CommonDat a. yani #/ conponent s/ r esponses/ 500’
' 503" :
$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 503"
defaul t:

$ref: ' TS29122_ CommonDat a. yani #/ conponent s/ r esponses/ def aul t*
# I ndividual APF published API

[ {apfld}/service-apis/{serviceApild}:
get:
description: Retrieve a published service API.
parameters:
- name: serviceApild
in: path
required: true
schena:
$ref: '#/ conponents/schemas/ servi ceApild'
- name: apfld

in: path

required: true

schena:

$ref: '#/ conponents/schenmas/apfld'
responses:

''200':

description: Definition of all service APl published by the APl publishing function.

content:

application/json:
schena:
$ref: ' #/ conponents/schenas/ Servi ceAPl Descri ption'

' 400" :

$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 400
'401":

$ref: ' TS29122_ CormmonDat a. yani #/ conponent s/ r esponses/ 401’
' 404" :

$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 404"
' 409" :

$ref: ' TS29122_ CormmonDat a. yani #/ conponent s/ r esponses/ 409’
'412':

$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 412"
' 500" :
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$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 500
' 503"
$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 503
defaul t:
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ def aul t
put:
description: Update a published service API
par anet ers
- name: serviceApild
in: path
required: true
schema
$ref: '#/ conponents/schemas/ serviceApild'
- nane: apfld
in: path
required: true
schema
$ref: ' #/ conponents/schenas/ apfld
request Body:
required: true

content:

application/json

schena:
$ref: '#/ conponents/schenas/ Servi ceAPl Descri ption
responses

' 200

description: Definition of service APl updated successfully.

content:

application/json
schema
$ref: '#/ conponents/schenas/ Servi ceAPl Descri ption

' 400

$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 400
' 401"

$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 401
' 403

$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 403
' 404"

$ref: ' TS29122 CormmonDat a. yani #/ conponent s/ r esponses/ 404
' 409'

$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 409
' 412

$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 412
' 500

$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 500
' 503"

$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 503
defaul t:

$ref: ' TS29122_CommonDat a. yani #/ conponent s/ r esponses/ def aul t

del ete:

description: Unpublish a published service API
par anet ers
- name: serviceApild
in: path
required: true
schema
$ref: '#/ conponents/schemas/ serviceApild'
- name: apfld

in: path

required: true

schema

$ref: ' #/ conponents/schenas/ apfld
responses

' 204

description: The individual published service APl matching the serviceAPild is del eted
' 400’

$ref: 'TS29122_ ConmonDat a. yanl #/ conponent s/ r esponses/ 400
' 401

$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 401
' 403’

$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 403
' 404

$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 404
'412'

$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 412
' 500

$ref: ' TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 500
' 503"
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$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 503"
defaul t:
$ref: 'TS29122_ CommonDat a. yani #/ conponent s/ r esponses/ def aul t'

# Conponent s

conponents:
schenas:
# Data types uses as path variabl es
apf | d:
type: string
description: ldentification of the APl publishing function.
servi ceApi | d:
type: string
description: String identifying an individual published service API.
# Data Type for representations
Ser vi ceAPI Descri ption:
type: object
properties:
api Nane:
type: string
description: APl nane
api | D
type: string
description: APl identifier assigned by the CAPIF core function to the published service
APl . Shall not be present in the HTTP POST request fromthe APl publishing function to the CAPIF
core function. Shall be present in the HTTP PCST response fromthe CAPIF core function to the API
publ i shing function.
api Versi on:
type: string
description: APl version
servi ceNane:
type: string
description: Name of the service to which the APl bel ongs
interfaceDescriptions:
type: array
itens:
$ref: '#/ conponents/schenas/|nterfaceDescription'
mnltems: O
description: Interface details
commlype:
$ref: '#/ conponents/schemas/ Conmuni cati onType'
dat aFor mat :
$ref: ' #/ conponent s/ schemas/ Dat aFor mat '
description:
type: string
description: Text description of the API
uris:
type: array
items:
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ schenas/ Uri '
mnltems: O
description: Relative URI (s) of the API
donai nNane:
type: string
description: Donmain to which APl belongs to
protocol :
$ref: ' #/ conponents/schenas/ Protocol’
required:
- api Name
I nterfaceDescription:
type: object
properties:
i pv4Addr :
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ schenas/ | pv4Addr’
i pv6Addr :
$ref: 'TS29122 ConmmonDat a. yanl #/ conponent s/ schenas/ | pv6Addr '
port:
$ref: ' TS29122_CommonDat a. yamni #/ conponent s/ schermas/ Por t'
securityMet hods:
type: array
itens:
$ref: '#/ conponents/schemas/ SecurityMet hods'
mnltems: 1
description: Security nethods supported by the interface
Pr ot ocol :
anyCf :
- type: string
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enum
- HTTP_1_1
- HITP_2
- type: string
description: >
This string provides forward-conpatibility with future
extensions to the enuneration but is not used to encode
content defined in the present version of this API
description: >
Possi bl e val ues are
- HTTP_1_1: HTTP version 1.1
- HTTP_2: HTTP version 2
Communi cati onType
anyOf :
- type: string
enum
- REQUEST_RESPONSE
- SUBSCRI BE_NOTI FY
- type: string
description: >
This string provides forward-conpatibility with future
extensions to the enuneration but is not used to encode
content defined in the present version of this API
description: >
Possi bl e val ues are
- REQUEST_RESPONSE: The comuni cation is of the type request-response
- SUBSCRI BE_NOTI FY: The conmmuni cation is of the type subscribe-notify
Dat aFor mat :
anyCf :
- type: string
enum
- JSON
- type: string
description: >
This string provides forward-conpatibility with future
extensions to the enuneration but is not used to encode
content defined in the present version of this API
description: >
Possi bl e val ues are
- JSON: JavaScript Ooject Notation
Securi t yMet hods
anyCf :
- type: string
enum
- PSK
- PK
- QAUTH
- type: string
description: >
This string provides forward-conpatibility with future
extensions to the enuneration but is not used to encode
content defined in the present version of this API
description: >
Possi bl e val ues are
- PSK: Security method 1 (Using TLS-PSK) as described in 3GPP TS 33.122
- PKI: Security nethod 2 (Using PKI) as described in 3GPP TS 33. 122
- QAUTH: Security method 3 (TLS with QAuth token) as described in 3GPP TS 33. 122

A4 CAPIF_Events API

openapi: 3.0.0
info
title: CAPIF_Events_AP
version: "1.PreR15.0.0"
servers:
- url: '{api Root}/capif-events/vl
vari abl es:
api Root :
default: https://denmohost.com
description: api Root as defined in subclause 7.5 of 3GPP TS 29. 222

pat hs:
/ {subscri berld}/subscriptions
post :
description: Creates a new individual CAPIF Event Subscription
par anet ers
- name: subscriberld
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in: path
description: ldentifier of the Subscriber
required: true
schema:
type: string
request Body:
required: true

content:
application/json:
schena:
$ref: '#/ conponents/schemas/ Event Subscri pti on'
cal | backs:

notificationDestination
"{request. body#/ notificationDestination}'
post :
request Body: # contents of the call back message
required: true

content:
application/json
schema
$ref: '#/ conponents/schemas/ Event Notification
responses
' 204
description: No Content (successful notification)
' 400
$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 401
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 401
' 403"
$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 403
' 409’
$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 409
'411
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 411
'412'
$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 412
'413'
$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 413
' 500
$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 500
' 503"
$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 503
defaul t:
$ref: 'TS29122 CormmonDat a. yani #/ conponent s/ r esponses/ def aul t
responses
‘201
description: Created (Successful creation of subscription)
content:
application/json
schena
$ref: '#/ conponents/schemas/ Event Subscri ption
' 400
$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 400
' 401
$ref: 'TS29122_CommonDat a. yani #/ conponent s/ r esponses/ 401
' 403
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 403
' 409'
$ref: 'TS29122_CommonDat a. yani #/ conponent s/ r esponses/ 409
'411
$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 411
'412'
$ref: 'TS29122 ConmonDat a. yanl #/ conponent s/ r esponses/ 412
'413'
$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 413
' 500
$ref: 'TS29122_ ConmonDat a. yanl #/ conponent s/ r esponses/ 500
' 503"
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 503
defaul t:

$ref: ' TS29122_ CormmonDat a. yani #/ conponent s/ r esponses/ def aul t

/{subscri berld}/subscriptions/{subscriptionld}:
del ete:
description: Deletes an individual CAPIF Event Subscription
par anet ers
- nane: subscriberld
in: path
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description: ldentifier of the Subscriber
required: true
schena:
type: string
- name: subscriptionld
in: path
description: ldentifier of an individual Events Subscription
required: true

schema:
type: string
responses:

1204 :

description: The individual CAPIF Events Subscription matching the subscriptionld is

del et ed.

' 400" :

$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 400
'401":

$ref: 'TS29122_CommonDat a. yani #/ conponent s/ r esponses/ 401’
' 403" :

$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 403"
' 404" :

$ref: 'TS29122 CommonDat a. yanl #/ conponent s/ r esponses/ 404’
'412':

$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 412"
' 500" :

$ref: ' TS29122_ CormmonDat a. yani #/ conponent s/ r esponses/ 500’
' 503" :

$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 503"
defaul t:

$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ def aul t'

conponents:
schemas:

Event Subscri pti on:
type: object
properties:
events:
type: array
items:
$ref: ' #/ conponent s/ schemas/ CAPI FEvent'
mnltems: 1
description: Subscribed events
notificationDestination:
$ref: 'TS29122_ CommonDat a. yani #/ conponent s/ schemas/ Uri '
request Test Noti fi cation:
type: bool ean
description: Set to true by Subscriber to request the CAPIF core function to send a test
notification as defined in in subclause 7.6. Set to false or onitted otherw se.
websockNot i f Confi g:
$ref: ' TS29122_CommonDat a. yani #/ conponent s/ schemas/ WebsockNot i f Confi g'
required:
- events
- notificationDestination
Event Noti fi cati on:
type: object
properties:
subscriptionl d:
type: string
description: ldentifier of the subscription resource to which the notification is related
— CAPIF resource identifier
events:
$ref: ' #/ component s/ schemas/ CAPlI FEvent'
required:
- subscriptionld
- events
CAPI FEvent :
anyOf :
- type: string
enum
- SERVI CE_AP| _AVAI LABLE
- SERVI CE_API _UNAVAI LABLE
- SERVI CE_API| _UPDATE
- APl _| NVOKER_ONBOARDED
- APl _| NVOKER_OFFBQARDED
- SERVI CE_API _| NVOCATI ON_SUCCESS
- SERVI CE_API _| NVOCATI ON_FAI LURE
- ACCESS _CONTROL_POLI CY_UPDATE
- ACCESS_CONTROL_POLI CY_UNAVAI LABLE
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- APl _I NVOKER_AUTHORI ZATI ON_REVOKED
- type: string
description: >
This string provides forward-conpatibility with future
extensions to the enuneration but is not used to encode
content defined in the present version of this API
description: >
Possi bl e val ues are
- SERVI CE_API _AVAI LABLE: Events related to the availability of service APIs after the
service APls are published
- SERVI CE_API _UNAVAI LABLE: Events related to the unavailability of service APIs after the
service APls are unpublished
- SERVI CE_API _UPDATE: Events related to change in service APl infornation
- APl _| N\VOKER_ONBOARDED: Events related to APl invoker onboarded to CAPI F
- APl _| N\VOKER_OFFBOARDED: Events related to APl invoker offboarded from CAPIF
- SERVI CE_API _| NVOCATI ON_SUCCESS: Events related to the successful invocation of service
APl s.
- SERVI CE_API _| NVOCATI ON_FAI LURE: Events related to the failed invocation of service APls
- ACCESS_CONTROL_POLI CY_UPDATE: Events related to the update for the access control policy
related to the service APIs. - ACCESS_CONTROL_POLI CY_UNAVAI LABLE: Events related to the
unavail ability of the access control policy related to the service APls
- APl _| NVOKER_AUTHORI ZATI ON_REVOKED: Events related to the revocati on of the authorization
of APl invokers to access the service APls

A.5 CAPIF_API_Invoker Management_API

openapi: 3.0.0

info
title: CAPIF_API _I nvoker _Managenent _AP
version: "1.PreR15.0.0"

servers:
- url: '{api Root}/api-invoker-managenment/vl
vari abl es:
api Root :
default: https://denmohost.com
description: api Root as defined in subclause 7.5 of 3GPP TS 29. 222
pat hs:
/ onboar dedl nvokers:
post :

description: Creates a new individual APl Invoker profile
request Body:
required: true

content:
application/json
schema:
$ref: '#/ conponents/schemas/ APl | nvoker Enrol ment Det ai | s'
cal | backs

notificationDestination
"{request. body#/ notificationDestination}'
post:
description: Notify the APl |nvoker about the onboarding conpletion
request Body: # contents of the call back nmessage
required: true

content:

application/json

schena:
$ref: ' #/ conponent s/ schemas/ Onboar di ngNot i fi cati on
responses

' 204

description: No Content (successful onboarding notification)
' 400

$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 400
' 401"

$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 401
' 403

$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 403
' 409'

$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 409
'411

$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 411
' 412"

$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 412
'413'

$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 413
' 500

$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 500
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' 503" :
$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 503"
defaul t:
$ref: ' TS29122_CommonDat a. yam #/ conponent s/ r esponses/ def aul t'
responses:
'201":
description: APl invoker on-boarded successfully
content:
application/json:
schena:
$ref: '#/ conponents/schemas/ APl | nvoker Enrol ment Detai | s'
'202":
description: The CAPIF core has accepted the Onboardi ng request and is processing it.
content:
application/json:
schema:
$ref: ' #/ conponents/schenas/ Onboar di ngRequest Ack'
' 400" :
$ref: 'TS29122_CommonDat a. yani #/ conponent s/ r esponses/ 400’
'401":
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 401"
' 403" :
$ref: ' TS29122 CommonDat a. yanl #/ conponent s/ r esponses/ 403’
' 409" :
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 409"
"411":
$ref: ' TS29122_ CormmonDat a. yani #/ conponent s/ r esponses/ 411’
'412':
$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 412"
'413":
$ref: ' TS29122_ CormmonDat a. yani #/ conponent s/ r esponses/ 413’
' 500" :
$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 500
' 503" :
$ref: 'TS29122_ CommonDat a. yani #/ conponent s/ r esponses/ 503’
defaul t:

$ref: ' TS29122_CommonDat a. yamni #/ conponent s/ r esponses/ def aul t'

/ onboar dedl nvoker s/ { onboar di ngl d} :
del ete:
description: Deletes an individual APl |nvoker.
par ameters:
- name: onboardingld

in: path
description: String identifying an individual on-boarded APl invoker resource
required: true

schema:
type: string
responses:

'204":

description: The individual APl |nvoker matching onboardi ngld was of f boarded.
' 400" :

$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 400
'401":

$ref: ' TS29122_CommonDat a. yani #/ conponent s/ r esponses/ 401"
' 403" :

$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 403"
' 404" :

$ref: 'TS29122_CommonDat a. yani #/ conponent s/ r esponses/ 404’
'412':

$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 412"
' 500" :

$ref: 'TS29122 CommonDat a. yanl #/ conponent s/ r esponses/ 500'
' 503" :

$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 503"
defaul t:

$ref: 'TS29122 CommonDat a. yanl #/ conponent s/ responses/ def aul t'

conponent s:

schemas:
Onboar di ngl nf or nati on:
type: object

properties:
api | nvoker Publ i cKey:
type: string
description: The APl Invoker's public key
api | nvoker Certificate:
type: string
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description: The APl Invoker's generic client certificate
required:
- api | nvoker Publ i cKey
Onboar di ngNot i fi cati onDestination:
type: object
properties:
notificationDestination:
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ schenas/ Uri '
request Test Noti fi cati on:
type: bool ean
description: Set to true by Subscriber to request the CAPIF core function to send a test
notification as defined in in subclause 7.6. Set to false or onitted otherw se.
websockNot i f Confi g:
$ref: ' TS29122_CormmonDat a. yani #/ conponent s/ schenas/ WebsockNot i f Confi g'
APl Li st :
type: array
items:
$ref: ' TS29222_CAPI F_Publ i sh_Servi ce_API . yani #/ conponent s/ schenas/ Ser vi ceAPI Descri ption'
mnltenms: 1
description: The list of service APIs that the APl Invoker is allowed to invoke
API | nvoker Enr ol nent Det ai | s:
type: object
properties:
api I nvoker | d:
type: string
description: APl invoker |ID assigned by the CAPIF core function to the APl invoker while
on-boarding the APl invoker. Shall not be present in the HTTP POST request fromthe APl invoker to
the CAPIF core function, to on-board itself. Shall be present in all other HITP requests and
responses.
onboar di ngl nf or mati on:
$ref: ' #/ conponent s/ schemas/ Onboar di ngl nf or mat i on'
onboar di ngNoti fi cati onDesti nati on:
$ref: '#/ conponents/schemas/ Onboar di ngNoti fi cati onDesti nation’
api Li st:
$ref: ' #/ conponents/schenmas/ API Li st'
api I nvoker | nf or mati on:
type: string
description: Generic information related to the APl invoker such as details of the device
or the application.
required:
- onboardi ngl nformati on
- onboardi ngNotificati onDestinati on
description: Information about the APl |nvoker that requested to onboard
Onboar di ngRequest Ack:
type: object
properties:
onboar di ngNot i fi cati onDesti nati on:
$ref: '#/ conponents/schemas/ Onboar di ngNoti fi cati onDesti nation’
required:
- onboardi ngNotificati onDestinati on
Onboar di ngNot i fi cati on:
type: object
properties:
resul t:
type: bool ean
description: Set to "true" indicate successful on-boarding. Gtherw se set to "fal se"
resour celLocati on:
$ref: 'TS29122_CommonDat a. yani #/ conponent s/ schenas/ Uri '
api | nvoker Enr ol nent Det ai | s:
$ref: '#/ conponents/schemas/ APl | nvoker Enrol ment Det ai | s'
api Li st:
$ref: ' #/ conponent s/ schemas/ APl Li st'
required:
- result

A.6  CAPIF_Security API

openapi: 3.0.0

i nfo:
title: CAPIF_Security_API
version: "1.PreR15.0.0"

servers:
- url: '{api Root}/capif-security/vl
vari abl es:
api Root :

default: https://denohost.com
description: api Root as defined in subclause 7.5 of 3GPP TS 29.222.
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pat hs:
/trustedl nvokers
post :
request Body:
description: Al trusted APl invokers
required: true

content:
application/json:
schema:
$ref: '#/ conponents/schemas/ Servi ceSecurity'
cal | backs:

notificationDestination
"{request. body#/ notificationDestination}'
post :
request Body:
required: true

content:
application/json
schena:
$ref: '#/ conponents/schenas/ SecurityNotification
responses
' 204
description: No Content (successful notification)
' 400
$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 400
401"
$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 401
' 403"
$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 403
' 409'
$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 409
'411
$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 411
' 412
$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 412
'413'
$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 413
' 500
$ref: 'TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 500
' 503"
$ref: ' TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 503
defaul t:
$ref: ' TS29122 CormmonDat a. yani #/ conponent s/ r esponses/ def aul t
responses
‘201
description: Successful created
content:
application/json
schema
$ref: ' #/ components/schemas/ Servi ceSecurity
' 400’
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 400
401"
$ref: ' TS29122_CommonDat a. yani #/ conponent s/ r esponses/ 401
' 403"
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 403
'409':
$ref: 'TS29122_CommonDat a. yani #/ conponent s/ r esponses/ 409
'411
$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 411
'412':
$ref: ' TS29122 ConmonDat a. yanl #/ conponent s/ r esponses/ 412
'413':
$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 413
' 500
$ref: 'TS29122 ConmonDat a. yanl #/ conponent s/ r esponses/ 500
' 503"
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 503
defaul t:

$ref: ' TS29122_ CormmonDat a. yan #/ conponent s/ r esponses/ def aul t

/ trust edl nvoker s/ {api | nvoker|d}:

get:
par amet ers
- nanme: apilnvokerld
in: path

description: ldentifier of an individual APl invoker
required: true
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schema
type: string
- name: authenticationlnfo
in: query

description: Wen set to '

aut hentication information of the API

schenma
type: bool ean
- nane: authorizationlnfo
in: query

description: Wen set to '
aut hori zation information of the API
schenma:
type:
responses:
' 200" :
descri ption:

bool ean

The security

the APl exposing function.
content:
application/json:
schema:
$ref:
' 400" :
$ref: ' TS29122_ConmmonDat a.
' 401
$ref: ' TS29122_ConmonDat a.
' 403" :
$ref: ' TS29122_ConmonDat a.
' 404"
$ref: ' TS29122_ConmonDat a.
'412'
$ref: ' TS29122_CommonDat a.
' 500" :
$ref: ' TS29122_CommonDat a.
'503':
$ref: ' TS29122_ConmmonDat a.
defaul t:
$ref: ' TS29122_CommonDat a.
del et e:
paraneters:
- nane: apilnvokerld
in: path
description:
required: true
schema:
type: string
responses:
' 204
description: No Content (Successful
' 400" :
$ref: ' TS29122_ConmmonDat a.
'401
$ref: ' TS29122_ConmmonDat a.
' 403" :
$ref: ' TS29122_CommonDat a.
' 404’
$ref: ' TS29122_ConmmonDat a.
' 412"
$ref: ' TS29122_CommonDat a.
' 500
$ref: ' TS29122_ConmmonDat a.
'503':
$ref: ' TS29122_CommonDat a.
defaul t:
$ref: ' TS29122_ConmmonDat a.
conponents:
schenas:
ServiceSecurity:
type: object
properties:
securityPreferences:
type: array
itemns:
$ref:

m nimum O
sel ect edSecuri t yMet hods:
type: array

Identifier of an individual

83

true', it indicates the CAPIF core function to send the
invoker. Set to false or onitted otherwi se.

true', it indicates the CAPIF core function to send the
invoker. Set to false or omtted otherw se.

related information of the APl Invoker based on the request

' #/ conponent s/ schenas/ Servi ceSecurity'

yaml #/ conponent s/ r esponses/ 400’
yanl #/ conponent s/ r esponses/ 401’
yani #/ conponent s/ r esponses/ 403’
yani #/ conponent s/ r esponses/ 404’
yanl #/ conponent s/ r esponses/ 412’
yani #/ conponent s/ r esponses/ 500'
yanl #/ conponent s/ r esponses/ 503’

yani #/ conponent s/ r esponses/ def aul t'

APl i nvoker

del etion of the existing subscription)
yaml #/ conponent s/ r esponses/ 400’
yaml #/ conponent s/ r esponses/ 401"
yani #/ conponent s/ r esponses/ 403’
yaml #/ conponent s/ r esponses/ 404’
yanl #/ conponent s/ r esponses/ 412’
yaml #/ conponent s/ r esponses/ 500'
yanl #/ conponent s/ r esponses/ 503’

yam #/ conponent s/ r esponses/ def aul t'

' #/ conponent s/ schenas/ Securi t yMet hod'
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itens:
$ref: '#/ conponents/schenas/ SecurityMet hod'
mni mum 0
api | nvoker Securi t yMet hods:
type: array
itens:
$ref: '#/ conponents/schemas/ SecurityMet hod'
mnltems: O
securityNotificationDestination:
$ref: '#/ conponents/schemas/ SecurityNotificationDestination'
required:
- securityNotificationDestination
SecurityMet hod:
type: object
properties:
interfaceDetails:
$ref: ' TS29222_CAPI F_Publ i sh_Servi ce_API . yam #/ conponent s/ schermas/ | nt er f aceDescri pti on’
securityMet hod:
type: string
description: Security nethod for the interface
aut henti cati onl nf o:
type: string
description: Authentication related infornmation
aut hori zat i onl nf o:
type: string
description: Authorization related information
required:
- interfaceDetails
- securityMethod
SecurityNotificationDestination:
type: object
properties:
notificationDestination:
$ref: ' TS29122_CommonDat a. yam #/ conponent s/ schenas/ Uri '
request Test Noti fi cati on:
type: bool ean
description: Set to true by APl invoker to request the CAPIF core function to send a test
notification as defined in in subclause 7.6. Set to false or onmtted otherw se.
websockNot i f Confi g:
$ref: ' TS29122_ CommonDat a. yani #/ conponent s/ schemas/ WebsockNot i f Confi g'
required:
- notificationDestination
SecurityNotification:
type: object
properties:
api | nvoker | d:
type: string
description: String identifying the APl invoker assigned by the CAPIF core function
api | d:
type: string
description: ldentifier of the service API
cause:
$ref: '#/ conponents/schenas/ Cause'
required:
- apilnvokerld
- apild
- cause
Cause:
anyOf :
- type: string
enum
- OVERLI M T_USAGE
- UNEXPECTED_REASON
- type: string
description: >
This string provides forward-conpatibility with future
extensions to the enuneration but is not used to encode
content defined in the present version of this API.
description: >
Possi bl e val ues are
- OVERLIM T_USAGE: The revocation of the authorization of the APl invoker is due to the
overlimt usage of the service API
- UNEXPECTED_REASON: The revocation of the authorization of the APl invoker is due to
unexpect ed reason.
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A.7 CAPIF_Access_Control_Policy API

openapi: 3.0.0

i nfo:
title: CAPIF_Access_Control _Policy_API
version: "1.PreR15.0.0"

servers:
- url: '{api Root}/access-control -policy/vl
vari abl es:
api Root :
default: https://denohost.com
description: api Root as defined in subclause 7.5 of 3GPP TS 29. 222
pat hs:
/accessControl PolicyList/{serviceApild}:
get:
description: Retrieves the access control policy list.
paraneters:
- name: serviceApild
in: path
description: Identifier of a published service API
required: true
schema:
type: string
- nanme: apilnvokerld
in: query
description: Identifier of the APl invoker
schema:
type: string
responses:
'200':
description: OK
content:
application/json:
schema:
$ref: '#/ conponents/schenmas/ accessControl PolicyList'
' 400" :
$ref: ' TS29122_ CommonDat a. yani #/ conponent s/ r esponses/ 400’
'401":
$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 401"
' 403" :
$ref: 'TS29122_ CommonDat a. yani #/ conponent s/ r esponses/ 403’
' 404" :
$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 404’
'412":
$ref: ' TS29122_ CommonDat a. yani #/ conponent s/ r esponses/ 412’
'414'
$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 414’
' 500" :
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 500
' 503" :
$ref: ' TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 503"
defaul t:
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ def aul t'
conponent s:
schenas:
accessControl Pol i cyLi st:
type: object
properties:
api | nvoker Pol i ci es:
type: array
items:

$ref: '#/ conponents/schenas/ Api | nvoker Pol i cy'
mnltenms: O
description: Policy of each APl invoker.
Api | nvoker Pol i cy:
type: object
properties:
api I nvoker | d:
type: string
description: APl invoker |ID assigned by the CAPIF core function
al | onedTot al | nvocati ons:
type: integer
description: Total nunber of invocations allowed on the service APl by the APl invoker.
al | oned! nvocat i onsPer Second:
type: integer
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description: |Invocations per second all owed on the service APl by the APl invoker.
al | onedl nvocati onTi mreRangeli st :
type: array
items:
$ref: ' #/ conponents/schenas/ Ti neRangelLi st'
mnltens: O
description: The tinme ranges during which the invocations are allowed on the service API
by the APl invoker.
required:
- apilnvokerl| D
Ti meRangeli st :
type: object
properties:
start Ti me:
$ref: ' TS29122_CommonDat a. yani #/ conponent s/ schenas/ Dat eTi ne'
st opTi me:
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ schenas/ Dat eTi e’

A.8 CAPIF_Logging_API _Invocation_API

openapi: 3.0.0

i nfo:
title: CAPIF_Loggi ng_APlI _I nvocation_API
version: "1.PreR15.0.0"

servers:
- url: '{api Root}/api-invocation-|ogs/vl
vari abl es:
api Root :
defaul t: https://denmohost.com
description: api Root as defined in subclause 7.5 of 3GPP TS 29. 222
pat hs:
/{aefld}/I ogs:
post :

description: Creates a new log entry for service APl invocations
par anmet ers
- nane: aefld
in: path
description: ldentifier of the APl exposing function
required: true
schena:
type: string
request Body:
required: true

content:
application/json:
schena:
$ref: '#/ conponents/schenas/ | nvocati onLogs'
responses:
'201":

description: Log of service APl invocations provided by APl exposing function successfully
stored on the CAPIF core function.

content:
application/json:
schena:
' o $ref: '#/ conponents/schenas/ | nvocati onLogs'
' 4g?ef : ' TS29122_CommonDat a. yam #/ conmponent s/ r esponses/ 400'
' 4grlef . ' TS29122_ConmonDat a. yam #/ conponent s/ r esponses/ 401’
' 4g§ef : ' TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 403’
' 4g?ef . ' TS29122_ConmonDat a. yam #/ conponent s/ r esponses/ 409’
' 4é:-ef : ' TS29122_ConmonDat a. yam #/ conponent s/ r esponses/ 411’
' 4é?ef © ' TS29122_CommonDat a. yani #/ conponent s/ r esponses/ 412’
' Aéfef : ' TS29122_ConmonDat a. yam #/ conponent s/ r esponses/ 413’
' 5g(r)ef © ' TS29122_CommonDat a. yani #/ conponent s/ r esponses/ 500°
dsgfef; ' TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 503’
efaul t:

$ref: 'TS29122_CommonDat a. yaml #/ conponent s/ r esponses/ def aul t'
[ {aefld}/ | ogs/{logld}:
description: Creates a new log entry for service APl invocations.
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par amet ers
- nane: aefld
in: path
description: ldentifier of the APl exposing function
required: true
schema
type: string
- name: |ogld
in: path
description: ldentifier of individual |log entry
required: true
schema
type: string
conponents:
schenas:
I nvocat i onLogs
type: object
properties:
aefld:
type: string
description: ldentity information of the APl exposing function requesting | ogging of
service APl invocations
api I nvokerld
type: string
description: ldentity of the APl invoker which invoked the service API
i pv4Addr :
$ref: ' TS29122_ CormmonDat a. yani #/ conponent s/ schenas/ | pv4Addr'
i pv6Addr :
$ref: 'TS29122_CommonDat a. yani #/ conponent s/ schemas/ | pv6Addr
port:
$ref: ' TS29122 CormmonDat a. yani #/ conponent s/ schemas/ Por t
| ogs:
type: array
itens:
$ref: ' #/ conponents/schenmas/ Log
mnltems: 1
description: Service APl invocation |og
required
- aefld
- api I nvokerld
- log
Log
type: object
properties:
api | d
type: string
description: String identifying the APl invoked
api | nvoked
type: string
description: Name of the APl which was invoked
ver si on:
type: nunber
description: Version of the APl which was invoked
resour ceNanme
type: string
description: Nane of the specific resource invoked
operation:
type: string
description: Qperation that was invoked on the AP
result:
type: string
description: Result or output of the invocation
i nvocati onTi ne:
$ref: 'TS29122_CommonDat a. yani #/ conponent s/ schermas/ Dat eTi ne
par anmet ers
type: string
description: List of input paraneters
i nterfaceDescription
$ref: ' TS29222_CAPI F_Publ i sh_Servi ce_API.yam /| nterfaceDescription
required
- apild
- api | nvoked
- version
- resourceName
- operation
- result
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A9

openapi
info

CAPIF_Auditing_API

3.0.0

description: Query_APl_lnvocation_Log

title:

versi on:

servers:
- ourl:

CAPI F_Audi ti ng_API

"1.PreR15.0. 0"

{api Root }/ service-apis/vl

vari abl es:
api Root :
defaul t: https://denmohost.com
description: api Root as defined in subclause 7.5 of 3GPP TS 29. 222

pat hs:

/ api | nvocati onLogs

get:

description: Query and retrieve service APl invocation |ogs stored on the CAPIF core function

paraneters:

name: aefld
in: query
description: String identifying the APl exposing function
schema:
type: string
name: api | nvokerld
in: query
description: String identifying the APl invoker which invoked the service API
schema
type: string
name: i pv4Addr
in: query
description: String identifying a | Pv4 address of the APl invoker. This attribute shal

not be present if ipv6Addr attribute is present

schema:
$ref: ' TS29122 CormmonDat a. yani #/ conponent s/ schenmas/ | pv4Addr'
nane: i pv6Addr
in: query
description: String identifying a | Pv4 address of the APl invoker. This attribute shal

not be present if ipv6Addr attribute is present

attribute

schena
$ref: ' TS29122_CommonDat a. yan #/ conponent s/ schenas/ | pv6Addr’
name: port
in: query
description: Port. This attribute shall be present if either ipv4Addr or the ipv6Addr
is present.
schena
$ref: ' TS29122 CormmonDat a. yani #/ conponent s/ schemas/ Por t
nanme: timeRangeStart
in: query
description: Start time of the invocation time range
schema
$ref: 'TS29122_CommonDat a. yani #/ conponent s/ schermas/ Dat eTi ne
nane: ti meRangeEnd
in: query
description: End time of the invocation tine range
schema
$ref: ' TS29122_CommonDat a. yamni #/ conponent s/ schermas/ Dat eTi ne
nane: apild
in: query
description: String identifying the APl invoked
schena:
type: string
name: api Nane
in: query
description: Nane of the APl which was invoked
schena:
type: string
name: version

in: query
description: Version of the APl which was invoked
schema:
type: nunber
nane: operation
in: query
description: Qperation that was invoked on the API
schema

type: string
name: result
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in: query
description: Result or output of the invocation
schena:
type: string
- nane: resour ceNane
in: query
description: Name of the specific resource invoked
schema
type: string
- nane: interfaceDescription

in: query
description: Interface description of the APl invoked
schema
$ref: ' TS29222_CAPI F_Publ i sh_Servi ce_API . yani #/ conponent s/ schenas/ | nt er f aceDescri ption
responses
' 200
description: Result of the query operation along with fetched service APl invocation |og
dat a.
content:
appl i cation/json
schema
$ref: ' #/ conmponent s/ schemas/ | nvocati onLogs
' 400’
$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 400
' 401
$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 401
' 403’
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 403
' 409'
$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 409
'412'
$ref: ' TS29122_ CommonDat a. yanl #/ conponent s/ r esponses/ 412
'414'
description: URl Too Long
content:
appl i cati on/ probl em+j son
schema
$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ schenas/ Probl enDet ai | s’
' 500
$ref: ' TS29122_ CommonDat a. yani #/ conponent s/ r esponses/ 500
' 503"
$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 503
defaul t:

$ref: 'TS29122 CormmonDat a. yani #/ conponent s/ r esponses/ def aul t
conponents:
schemas:
I nvocat i onLogs
type: array
itens:
$ref: ' TS29222_CAPI F_Loggi ng_API _I nvocat i on. yani #/ conponent s/ schenas/ | nvocat i onLogs

A.10 AEF_Authentication API

openapi: 3.0.0

info
title: AEF_Authentication_AP
version: "1.PreR15.0.0"

servers:
- url: '{api Root}/auth-initiation/vl
vari abl es:
api Root :

defaul t: https://denmohost.com
description: api Root as defined in subclause 7.5 of 3GPP TS 29. 222

pat hs:
lauth-profiles
get:
par amet ers

- name: apilnvokerld
in: query
description: APl invoker |ID assigned by the CAPIF core function to the APl invoker while
on-boardi ng the APl invoker
schema
type: string
responses
' 204"
description: APl exposing function confirns that the authentication profile is available
and it is ready for authentication of the APl invoker
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' 400" :

$ref: 'TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 400
'401" :

$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 401"
' 403" :

$ref: 'TS29122_CormmonDat a. yani #/ conponent s/ r esponses/ 403’
' 404" :

$ref: 'TS29122_CommonDat a. yan #/ conponent s/ r esponses/ 404’
'412':

$ref: ' TS29122_CommonDat a. yanl #/ conponent s/ r esponses/ 412"
'414"

description: URI Too Long

content:

appl i cati on/ probl emtj son:
schena:
$ref: 'TS29122_CommonDat a. yam #/ conponent s/ schenas/ Probl enDet ai | s’

' 500" :

$ref: 'TS29122_CommonDat a. yani #/ conponent s/ r esponses/ 500’
' 503" :

$ref: 'TS29122_CommonDat a. yam #/ conponent s/ r esponses/ 503"
defaul t:

$ref: 'TS29122 CommonDat a. yanl #/ conponent s/ responses/ def aul t'
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