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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present specification describes the protocol for the Common API Framework (CAPIF) for 3GPP Northbound APIs.
The CAPIF and the related stage 2 architecture and functional requirements are defined in 3GPP TS 23.222 [2].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 23.222: "Functional architecture and information flows to support Common API
Framework for 3GPP Northbound APIs; Stage 2".

[3] Open AP Initiative, "OpenAPI 3.0.0 Specification”, https://github.com/OAI/OpenAPI-
Specification/blob/master/versions/3.0.0.md.

[4] IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".

[5] IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content”.

[6] IETF RFC 7232: "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests”.

[7] IETF RFC 7233: "Hypertext Transfer Protocol (HTTP/1.1): Range Reguests'.

(8] IETF RFC 7234 "Hypertext Transfer Protocol (HTTP/1.1): Caching”.

[9] IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication”.

[10] IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".

[11] IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".

[12] IETF RFC 8259: "The JavaScript Object Notation (JSON) Data | nterchange Format".

[13] IETF RFC 6455: "The Wehsocket Protocol”.

[14] 3GPP TS 29.122: "T8 reference point for northbound Application Programming Interfaces
(API9)".

[15] 3GPP TS 29.522: "5G System; Network Exposure Function Northbound APIs; Stage 3".

[16] 3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".

[17] IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication”.

[18] 3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[19] 3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".

[20] IETF RFC 7239: "Forwarded HTTP Extension".

[21] 3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".[22]

W3C HTML 4.01 Specification, https:.//www.w3.0rg/TR/2018/SPSD-html|401-20180327/.
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[23] IETF RFC 6749: "The OAuth 2.0 Authorization Framework".

[24] IETF RFC 7519: "JSON Web Token (JWT)".

[25] IETF RFC 7515: "JSON Web Signature (JWS)".

[26] 3GPP TS 29.523: "5G System; Policy Control Event Exposure Service; Stage 3".

[27] 3GPP TR 21.900: "Technical Specification Group working methods'.

[28] 3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3"

[29] IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation

List (CRL) Profile".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905 [1].

API registry: API registry is aregistry maintained by the CAPIF core function to store information about the service
APIs based on the data model s defined in this specification. The structure of the API registry is out of scope of this
specification.

CAPIF administrator: An authorized user with special permissions for CAPIF operations.

PLMN trust domain: The entities protected by adequate security and controlled by the PLMN operator or atrusted 3
party of the PLMN.

Service API: The interface through which a component of the system exposesits services to APl invokers by
abstracting the services from the underlying mechanisms.

Subscriber: A functional entity that subscribes to another functional entity for notifications.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

AEF API Exposing Function

AMF API Management Function

APF API Publishing Function

AS Application Server

CAPIF Common API Framework

CCF CAPIF Core Function

JSON JavaScript Object Notation

REST Representational State Transfer
SCEF Service Capability Exposure Function
SCS Service Capability Server
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4 Overview

4.1 Introduction

In 3GPP, there are multiple northbound API-related specifications. To avoid duplication and inconsistency of
approaches between different API specifications and to specify common services (e.g. authorization), 3GPP has
considered in 3GPP TS 23.222 [2] the development of a common API framework (CAPIF) that includes common
aspects applicable to any northbound service APIs.

The present document specifies the APIs needed to support CAPIF.

4.2 Service Architecture

3GPP TS 23.222 [2], clause 6 specifies the functional entities and domains of the functional model, which is depicted in
Figure 4.2-1, in detail.
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e 15 N |
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[ ! b
| | APl provider domain b
L L _____. |
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Figure 4.2-1: CAPIF Functional Model

CAPIF-1 and CAPIF-1e reference points connect an APl invoker inside the PLMN Trust Domain and an API invoker
outside the PLMN Trust Domain respectively, with the CAPIF core function.

CAPIF-2 and CAPIF-2e reference points connect an API invoker inside the PLMN Trust Domain and an API invoker
outside the PLMN Trust Domain respectively, with the API exposing function.

CAPIF-3 reference point connects an API exposing function inside the PLMN Trust Domain with the CAPIF core
function.

CAPIF-4 reference point connects an API publishing function inside the PLMN Trust Domain with the CAPIF core
function.
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CAPIF-5 reference point connects an APl management function inside the PLMN Trust Domain with the CAPIF core
function.

NOTE: TheAPI exposing function, API publishing function and APl management function are part the API
provider domain which can be implemented by the Service Capability Exposure Function (SCEF) and/or
the Network Exposure Function (NEF).

3GPP TS 23.222 [ 2], clause 6 specifies functional model for the CAPIF to support 3™ party API providers, which is
depicted in Figure 4.2-2 in detail
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S I it e 'S

c b |
[z API invoker : ! APl invoker .% :
5 CAPIF-2¢ 2 i 3 E|!
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I= ' il
| CAPIF-1e \ —h
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Figure 4.2-2: Functional model for the CAPIF to support 3rd party API providers

The CAPIF core function in the PLMN trust domain supports service APIs from both the PLMN trust domain and the
3rd party trust domain having business relationship with PLMN Trust Domain. The API invokers may exist within the
PLMN trust domain, or within the 3rd party trust domain or outside of both the PLMN trust domain and the 3rd party
trust domain.

CAPIF-3e reference point connects an API exposing function outside PLMN Trust Domain with the CAPIF core
function.

CAPIF-4e reference point connects an API publishing function outside PLMN Trust Domain with the CAPIF core
function.

CAPIF-5e reference point connects an APl management function outside PLMN Trust Domain with the CAPIF core
function.

CAPIF-7 and CAPIF-7e reference points connect API exposing functions within PLMN Trust Domain and outside
PLMN Trust Domains respectively. 3GPP TS 23.222 [ 2] specifies functional model for interactions between API
exposing functions.

NOTE: CAPIF-7 reference point is not represented in the Figure 4.2-2 which isaligning to TS 23.222 [2].

3GPP TS 23.222 [2], clause 6 specifies functional model to support CAPIF interconnection, which is depicted in Figure
4.2-3 in detail.
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Figure 4.2-3: CAPIF interconnection functional model

CAPIF-6 and CAPIF-6e reference points connect two CAPIF core functions located in the same or different PLMN
trust domains, respectively. The reference points allows API invokers of a CAPIF provider to utilize the service APIs
from the 3rd party CAPIF provider or another CAPIF provider within trust domain.

4.3 Functional Entities

43.1 API invoker

The API invoker istypically provided by a 3™ party application provider who has service agreement with PLMN
operator. The APl invoker may reside within the same trust domain as the PLMN operator network.

The API invoker supports several capabilities such as supporting

- the authentication and obtaining authorization and discovering using CAPIF-1/CAPIF-1e reference point as
defined in 3GPP TS 23.222 [2]; and

- invoking the Service APIs using CAPIF-2/CAPIF-2e referenced point as defined in 3GPP TS 23.222 [2], e.g. the
T8 interface as defined in 3GPP TS 29.122 [14] or the NEF Northbound interface as defined in
3GPP TS 29.522 [15].

4.3.2 CAPIF core function

The CAPIF core function (CCF) supports the following capabilities over CAPIF-1/CAPIF-1e reference point as defined
in3GPP TS 23.222 [2]:

- authenticating the API invoker;
- providing the authorization information; and
- service API discovery.

The CAPIF core function supports the following capabilities over CAPIF-3 and CAPIF-3e reference points as defined
in3GPP TS 23.222 [2]:
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- providing the service API access policy;

- providing the authentication and authorization information of API invoker for validation;
- providing API routing information;

- providing API topology hiding information;

- logging of service API invocations; and

- charging of service API invocations.

The CAPIF core function supports the following capabilities over CAPIF-4 and CAPIF-4e reference points as defined
in3GPP TS 23.222 [2]:

- publishing and storing the service APIsinformation.

The CAPIF core function supports the following capabilities over CAPIF-5 and CAPIF-5e reference points as defined
in3GPP TS 23.222 [2]:

- providing the service API invocation log for auditing;

- providing monitoring information the status of service APIsand

- storing configurations of the API provider policies.

- registering of API provider domain functions.

- update registration information of API provider domain functions.

The CAPIF core function supports the following capabilities over CAPIF-6 and CAPIF-6e reference point as defined in
3GPPTS23.222[2]:

- publishing of service APIsinformation with another CAPIF core function; and

- discovery of service APIsinformation with another CAPIF core function.

4.3.3 APl exposing function

The API exposing function (AEF) is the provider of the Service APIs and is also the service communication entry point
of the Service API to the API invokers using CAPIF-2/CAPIF-2e reference point as defined in 3GPP TS 23.222 [2].
The API exposing function consists of capabilities such as authenticating the API invoker, validating the authorization
provided by the CAPIF core function and logging the Service API invocations at the CAPIF core function using
CAPIF-3 and CAPIF-3e reference points as defined in 3GPP TS 23.222 [2].

According to the distributed deployment scenarios specified in 3GPP TS 23.222 [2], it is possible that the CAPIF can be
deployed by splitting the functionality of the API exposing function among multiple APl exposing function entities, of
which one acts as the entry point. The source API exposing function communicates with the destination APl exposing
function over CAPIF-7/7e reference points.

4.3.4  API publishing function

The API publishing function (APF) enables the API provider to publish the Service APIsinformation using CAPIF-4
and CAPIF-4e reference points as defined in 3GPP TS 23.222 [2] in order to enable the discovery of Service APIs by
the API invoker.

4.3.5 APl management function

The APl management function (AMF) enables the API provider to perform administration of the Service APIs. The API
management function supports several capabilities such as querying the Service API invocation log for auditing,
monitoring the events, configuring the API provider policies and monitoring the status of the Service APIs, register and
maintain registration information of the API provider domain functions on the CAPIF core function, using CAPIF-5 and
CAPIF-5e reference points as defined in 3GPP TS 23.222 [2].
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5

5.1

Introduction of Services

Services offered by the CAPIF Core Function

Thetable 5.1-1 lists the CAPIF Core Function APIs below the service name. A service description subclause for each
API gives ageneral description of the related API.

Table 5.1-1: List of CAPIF Services

Service Name

Service Operations

Operation
Semantics

Consumer(s)

CAPIF_Discover_Service_API

Discover_Service_API

Request/ Response

API Invoker, CAPIF core
function

Event operations (NOTE)

(NOTE)

API Invoker

CAPIF_Publish_Service_API

Publish_Service_API

Request/ Response

API Publishing Function,
CAPIF core function

Unpublish_Service_API

Request/ Response

API Publishing Function,
CAPIF core function

Update_Service_API

Request/ Response

API Publishing Function,
CAPIF core function

Get_Service_API

Request/ Response

API Publishing Function,
CAPIF core function

CAPIF_Events_API

Subscribe_Event

Subscribe/Notify

API Invoker, API
Publishing Function, API
Management Function,
API| Exposing Function

Notify_Event

Subscribe/Notify

API Invoker, API
Publishing Function, API
Management Function,
API| Exposing Function

Unsubscribe_Event

Subscribe/Notify

API Invoker, API
Publishing Function, API
Management Function,
API Exposing Function

CAPIF_API_Invoker_Management_API Onboard_API _Invoker Request/ Response API Invoker
Offboard_API_Invoker Request/ Response API Invoker
Notify_Onboarding_Com | Subscribe/Notify API Invoker
pletion
Update_API_Invoker_Det | Request/Response API Invoker
ails
Notify_Update_Completio | Subscribe/Notify API Invoker
n

CAPIF_Security_API Obtain_Security_Method | Request/ Response API Invoker
Obtain_Authorization Request/ Response API Invoker

Obtain_API Invoker Info

Request/ Response

API exposing function

Revoke Authorization

Request/ Response

API exposing function

CAPIF_Monitoring_API

Event operations (NOTE)

(NOTE)

API Management
Function

CAPIF_Logging_API_Invocation_API

Log_API_Invocation

Request/ Response

API exposing function

CAPIF_Auditing_API

Query_API_Invocation_L

Request/ Response

API management function

09
CAPIF_Access_Control_Policy_API Obtain_Access_Control_ | Request/Response API Exposing Function
Policy
CAPIF_API_Provider_Management_API Register_API_Provider Request/Response API Management
Function
Update_API_Provider Request/Response APl Management
Function
Deregister_API_Provider | Request/Response API Management
Function
CAPIF_Routing_Info_API Obtain_ Routing_Info Request/Response API exposing function

NOTE:

The service operations of CAPIF Events API are reused by the CAPIF_Discover_Service_API,
CAPIF_Publish_Service_API and CAPIF_Monitoring_API for events related services.
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Table 5.1-2 summarizes the corresponding APIs defined in this specification.

Table 5.1-2: APl Descriptions

Service Name Subcla Description OpenAPI Specification File apiName | Annex
use
CAPIF_Discover_Servi | 8.1 CAPIF APl discovery | TS29222 CAPIF_Discover_Ser | service- A.2
ce_API service vice_APlLyaml apis
CAPIF_Publish_Servic | 8.2 CAPIF API Publish TS29222_CAPIF_Publish_Servi | published | A.3
e_API Service ce_APlLyaml -apis
CAPIF_Events_API 8.3 CAPIF event service TS29222_CAPIF_Events_APlLy | capif- A4
aml events
CAPIF_API_Invoker M | 8.4 CAPIF API Invoker TS29222_CAPIF_API_Invoker_ | api- A5
anagement_API Management Service | Management_APl.yaml invoker-
manage
ment
CAPIF_Security_API 8.5 CAPIF Security TS29222_CAPIF_Security_API. | capif- A.6
Service yami security
CAPIF_Access_Control | 8.6 CAPIF Access TS29222 CAPIF_Access_Contr | access- A7
_Policy_API Control Policy API ol_Policy APIl.yaml control-
Service policy
CAPIF_Logging_API_I | 8.7 CAPIF Logging API TS29222_CAPIF_Logging_API_ | api- A.8
nvocation_API Invocation Service Invocation_APlLyaml invocatio
n-logs
CAPIF_Auditing_API 8.8 CAPIF Auditing API TS29222_CAPIF_Auditing_API. | logs A9
Service yaml
CAPIF_API_Provider_ | 8.9 CAPIF API Provider TS29222_CAPIF_API_Provider | api- A1l
Management_API Management API _Management_APl.yaml provider-
Service manage
ment
CAPIF_Routing_Info_A | 8.10 CAPIF Routing TS29222_CAPIF_Routing_Info_ | capif- A.12
Pl Information API APl.yaml routing-
Service info

5.2 CAPIF_Discover_Service API
5.2.1 Service Description
5.2.1.1 Overview

The CAPIF discover service APIs, asdefined in 3GPP TS 23.222 [2], dlow API invokers via CAPIF-1/1e reference
points to discover service API available at the CAPIF core function, and allow CAPIF core function via CAPIF-6 and
CAPIF-6e reference points to discover service API available at other CAPIF core function.

5.2.2

5.2.2.1

Introduction

Service Operations

The service operation defined for CAPIF_Discover_Service APl isshown in table 5.2.2.1-1.

Table 5.2.2.1-1: Operations of the CAPIF_Discover_Service_API

Service operation name Description Initiated by

Discover_Service_API This service operation is used by an API invoker to
discover service API available at the CAPIF core
function. This service operation is also used by
CAPIF core function to discover service APIs

available at other CAPIF core function.

API invoker, CAPIF
core function
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5.2.2.2 Discover_Service_API

5.2.2.2.1 General
This service operation is used by:
- an APl invoker to discover service APl available at the CAPIF core function; or

- aCAPIF core function to discover service APl available at other CAPIF core function in interconnection
scenario.

5.2.2.2.2 Consumer discovering service API using Discover_Service_API service operation

To discover service APIs available at the CAPIF core function, the consumer (e.g. API invoker) shall send an HTTP
GET message with the API invoker Identifier or CAPIF core function Identifier and query parametersto the CAPIF
core function as specified in subclause 8.1.2.2.3.1.

Upon receiving the above described HTTP GET message, the CAPIF core function shall:

1. verify theidentity of the consumer (e.g. API invoker) and check if the consumer is authorized to discover the
service APIs,

2. if the consumer is authorized to discover the service APIs, the CAPIF core function shall:
a. search the CAPIF core function (API registry) for APIs matching the query criteria;

b. apply the discovery policy, if any, on the search results and filter the search results to obtain the list of service
API description or the information of the CAPIF core function which is required to be contacted further for
discovering the service APIs;

c. return the filtered search results or the information of the CAPIF core function in the response message. The
shareabl el nformation for each of serviceAPIDescription is not provided in the filtered search results.

5.3 CAPIF_Publish_Service API

5.3.1 Service Description

5.3.11 Overview

The CAPIF publish service APIs, asdefined in 3GPP TS 23.222 [2], alow API publishing function via CAPIF-4 and
CAPIF-4e reference points to publish and manage published service APIs at the CAPIF core function, and allow CAPIF
core function via CAPIF-6 and CAPIF-6e reference points to publish and manage published service APIs at other
CAPIF core function.

NOTE: Functionsfrom 3rd party API provider domain can also access this API with sufficient permissions.
5.3.2 Service Operations

5.3.2.1 Introduction
The service operations defined for the CAPIF_Publish_Service API are shown in table 5.3.2.1-1.
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Table 5.3.2.1-1: Operations of the CAPIF_Publish_Service_API

Service operation name Description Initiated by
Publish_Service_API This service operation is used by an API publishing | API publishing
function to publish service APIs on the CAPIF core function, CAPIF core
function. This service operation is also used by function

CAPIF core function to publish service APIs on
other CAPIF core function.
Unpublish_Service_API This service operation is used by an API publishing | API publishing
function to un-publish service APIs from the CAPIF function, CAPIF core
core function. This service operation is also used by | function

CAPIF core function to un-publish service APIs on
other CAPIF core function.

Get_Service_API This service operation is used by an API publishing | API publishing
function to retrieve service APIs from the CAPIF function, CAPIF core
core function. This service operation is also used by | function

CAPIF core function to retrieve service APIs on
other CAPIF core function.
Update_Service_API This service operation is used by an API publishing | API publishing
function to update published service APIs on the function, CAPIF core
CAPIF core function. This service operation is also function

used by CAPIF core function to update published
service APIs on other CAPIF core function.

5.3.2.2 Publish_Service_API

5.3.2.2.1 General
This service operation is used by:
- an API publishing function to publish service APIs on the CAPIF core function: or
- aCAPIF core function to publish service APIs on other CAPIF core function in interconnection scenario.
5.3.2.2.2 API publishing function publishing service APIs on CAPIF core function using
Publish_Service_API service operation

To publish service APIs at the CAPIF core function, the API publishing function shall send an HTTP POST message to
the CAPIF core function. The body of the HTTP POST message shall include API Information as specified in
subclause 8.2.2.2.3.1.

Upon receiving the above described HTTP POST message, the CAPIF core function shall:

1. verify theidentity of the API publishing function and check if the API publishing function is authorized to
publish service APIs;

2. if the API publishing function is authorized to publish service APIs, the CAPIF core function shall:

a. verify the APl Information present in the HTTP POST message and add the service APIsin the CAPIF core
function (API registry);

b. If topology hiding is enabled as per policy, the CAPIF core function shall
i. determine the service APIs which require topology hiding as per policy;

ii. determinethe API exposing function(s) responsible for the topology hiding for each service API which
requires topology hiding;

iii. create a APl topology hiding information for each service APl which requires topology hiding by
extracting the API identification information and the API exposing function(s) information from the
service API information added to the CAPIF core function (API registry);
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iv. replace the APl exposing function(s) information in the service API information added to the CAPIF core
function (API registry) with the corresponding API exposing function(s) information responsible for the
topology hiding for service API;

v. send anotification message with the API topology hiding information to the API exposing function(s)
which isresponsible for the topology hiding for a service API and that has subscribed to the
API_TOPOLOGY_HIDING_CREATED event;

vi. store the API topology hiding information in the CAPIF core function;

C. create anew resource using the service API information in the CAPIF core function (API registry) as
specified in subclause 8.2.2.1;

d. send anotification message with the updated service API, to all API Invokers that subscribed to the Service
APl Update event; and

e. return the CAPIF Resource URI in the response message.
5.3.2.2.3 CAPIF core function publishing service APIs on other CAPIF core function using
Publish_Service API service operation

To publish service APIs at other CAPIF core function, the CAPIF core function shall send an HTTP POST message to
the peer CAPIF core function. The body of the HTTP POST message shall include API Information as specified in
subclause 8.2.2.2.3.1. For service API publishing on CAPIF-6 reference point, The CAPIF core function shall also
include the published API path "pubApiPath” as specified in subclause 8.2.4.2.2. The "pubApiPath" includes alist of
CAPIF core function Identifiers within the same CAPIF provider domain, such list includes own CAPIF core function
identifier and received CAPIF core function identifier(s) from other CAPIF core function.

If the CAPIF core function knows the peer CAPIF core function identifier, it shall not send