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Foreword

This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version humber as follows:

Version x.y.z
where:
x the first digit:
1 presented to TSG for information;
2 presented to TSG for approval,
3 or greater indicates TSG approved document under change control.

y the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z the third digit is incremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document defines the stage 3 network protocol description to the 3GPP Generic User Profile (GUP), which
includes the elements necessary to realise the stage 2 requirements in 3GPP TS 23.240 [1].

The fact of having several domains within the 3GPP mobile system (e.g. Circuit-Switched, Packet-Switched, IP
Multimedia Subsystem) and access technologies (e.g. GERAN, UTRAN and WLAN) introduces a wide distribution of
data associated with the user. Further, the new functions both in terminals and networks mean that the data related to
users, services and user equipment will be increased greatly. This causes difficulties for users, subscribers, network
operators and value added service providers to create, access and manage the user-related data located in different
entities.

The objective of specifying the 3GPP Generic User Profile is to provide a conceptual description to enable harmonised
usage of the user-related information located in different entities. Technically the 3GPP Generic User Profile provides
an architecture, data description and interface with mechanisms to handle the data.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For a specific reference, subsequent revisions do not apply.

- For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 23.240: "3GPP Generic User Profile - Architecture; Stage 2".

[2] "Web Services Description Language (WSDL) 1.1," Christensen, Erik, Curbera, Francisco,
Meredith, Greg, Weerawarana, Sanjiva, eds. World Wide Web Consortium W3C Note (15 March
2001). http://www.w3.0rg/TR/2001/NOTE-wsdI-20010315.

[3] Thompson, H.S., Beech, D., Maloney, M., Mendleshon, N., eds. (May 2002). "XML Schema Part
1: Structures,” Recommendation, World Wide Web
Consortium.http://www.w3.org/TR/xmlschema-1/

[4] Biron, P.V., Malhotra, A., eds. (May 2002). "XML Schema Part 2: Datatypes," Recommendation,
World Wide Web Consortium http://www.w3.0rg/TR/xmlschema-2/.

[5] "Simple Object Access Protocol (SOAP) 1.1," Box, Don, Ehnebuske, David , Kakivaya, Gopal,
Layman, Andrew, Mendelsohn, Noah, Nielsen, Henrik Frystyk, Thatte, Satish, Winer, Dave, eds.
World Wide Web Consortium W3C Note (08 May 2000). http://www.w3.0rg/TR/2000/NOTE-
SOAP-20000508/.

[6] RFC 2616 (June 1999): "Hypertext Transfer Protocol - HTTP/1.1".

[7] 3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx interfaces; Signalling flows and
message contents".

[8] 3GPP TS 23.008: "Organization of subscriber data".

[9] 3GPP TS 23.228: "IP Multimedia Subsystems (IMS); Stage 2".

[10] 3GPP TS 29.328: "IP Multimedia (IM) Subsystem Sh interface; Signalling flows and message
contents".

[11] 3GPP TS 33.102: "3G Security; Security architecture™.

[12] 3GPP TS 33.203: "3G security; Access security for IP-based services".
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[13] "Liberty ID-WSF Data Services Template Specification”, Liberty Alliance Project.
http://www.projectliberty.org/specs/draft-liberty-idwsf-dst-v2.0-01.pdf (draft)

[14] "Liberty ID-WSF SOAP Binding Specification”, Liberty Alliance Project.
http://www.projectliberty.org/specs/liberty-idwsf-soap-binding-v1.1.pdf

[15] "Liberty ID-WSF Security Mechanisms Specification™, Liberty Alliance Project.
http://www.projectliberty.org/specs/liberty-idwsf-security-mechanisms-v1.0.pdf

[16] IETF RFC 2246: "The TLS Protocol".

[17] "Liberty ID-WSF Discovery Service Specification”, Liberty Alliance Project.
http://www.projectliberty.org/specs/liberty-idwsf-disco-sve-v1.0.pdf

[18] IETF RFC 2396: "Uniform Resource Identifiers (URI): Generic Syntax".

[19] IETF RFC 3261: "SIP: Session Initiation Protocol".

[20] IETF RFC 2486:" The Network Access Identifier".

[21] 3GPP TS 23.003: "Numbering, addressing and identification".

[22] IETF RFC 2821:"Simple Mail Transfer Protocol".

[23] "Liberty ID-WSF Interaction Service Specification”, Liberty Alliance Project.

http://www.projectliberty.org/specs/draft-liberty-idwsf-interaction-svc-1.0-errata-v1.0.pdf12

[24] Hallam-Baker, Phillip, Kaler, Chris, Monzillo, Ronald, Nadalin, Anthony, eds. (January, 2004).
"Web Services Security: SOAP Message Security,” OASIS Standard V1.0 [OASIS 200401],
Organization for the Advancement of Structured Information Standards http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0.pdf

3 Definitions, symbols and abbreviations
3.1 Definitions

For the purposes of the present document the following definitions apply:

3GPP Generic User Profile (GUP): The 3GPP Generic User Profile is the collection of user related data which affects
the way in which an individual user experiences services and which may be accessed in a standardised manner as
described in this specification.

GUP Component: A GUP component is logically an individual part of the Generic User Profile.
Data Element: the indivisible unit of Generic User Profile information.

Data Element Group: A pre-defined set of Data Elements and/or other Data Element Groups closely related to each
other. One or more Data Element Groups can constitute the GUP Component.

Data Description Method: A method describing how to define the data contained in the Generic User Profile

3.2 Symbols

For the purposes of the present document the following symbols apply:

Rg Reference Point between Applications and the GUP Server.
Rp Reference Point between the GUP Server and GUP Data Repositories, and between Applications
and GUP Data Repositories.

3.3 Abbreviations

For the purposes of the present document the following abbreviations apply:

GUP 3GPP Generic User Profile
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SOAP Simple Object Access Protocol
RAF Repository Access Function

4 Main concept

This specification defines the binding of the GUP interfaces and procedures to SOAP protocol (defined in "Simple
Object Access Protocol (SOAP) 1.1" [5] ). Each interface is defined in terms of the messages sent and received. The
payload of each message is XML, defined using an XML schema language. The framework, procedures, SOAP binding
and security solutions of GUP are based on the Liberty Alliance Project work.

Throughout the rest of this specification the SOAP based binding of the 3GPP GUP is described

5 Definition methodology
The definition of the interfaces can be divided into the following sections:
Definition of the operations (WSDL/XML)
Common functions like security, authentication and authorisation (WSDL/XML)

Repository Access Function specific data contents for the operations (XML Schema)

5.1 Protocol layers

The protocol architecture of the Rg reference point is depicted in the figure 1. The essential contents of this
specification describe the functionality, semantics and the WSDL/XML definitions of the interfaces. Additionally the
special characteristics of the SOAP and http usage are defined. It is worth noting that part of the data is passed in the
SOAP headers but the most GUP specific data is placed in the SOAP message body.

Application GUP server
50|m3 SD|f-‘«F‘
| |
HTTF HTTP
TCR/IP TCR/IP

Figure 7.2.1 GUP Rg reference point protocol architecture

The protocol architecture of the Rp reference point is depicted in the figure 2.
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i RAF
s O|-"—“'- F 5 D|.-’-'-. P
| |
HTTP HTTP
TCRAIP TCR/IP

Figure 7.7.2 GUP Rp reference point protocol architecture

The interface between Repository Access Function (RAF) and GUP Data Repository is not defined by the present
specification because it is not required to be standardised in 3GPP TS 23.240: "3GPP Generic User Profile -
Architecture; Stage 2 [1] The protocol contains following layers:

- Application layer

- Application level interface specification. All the operations and data are described by XML elements and
attributes in an XML Schema and WSDL. The WSDL is defined by W3C in Web Services Description
Language (WSDL) 1.1 [2].

- The standard XML Schema is defined by W3C in "XML Schema Part 1: Structures”, Recommendation [3]
and "XML Schema Part 2: Datatypes,” Recommendation [4].

- SOAP (Session layer)

- SOAP is an XML based messaging protocol that provides support for remote procedure calls by messaging.
The SOAP protocol is defined by W3C in "Simple Object Access Protocol (SOAP) 1.1" [5].

- A few specific header types are defined for GUP e.g. for message IDs and time stamps.
- HTTP (Transport layer)

- HTTP defines how messages are transmitted and formatted. HTTP is a stateless protocol, i.e. each command
is executed independently. HTTP is defined by RFC 2616 "Hypertext Transfer Protocol - HTTP/1.1" [6].

- TCP/IP (Network layer)

- TCP/IP handles network communications between network nodes. GUP does not define any special
requirements for this layer.
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6 General guidelines

The GUP architecture has identified three kinds of entities: (1) client applications, (2) GUP servers and (3) data
repositories [point to stage 2]. For the communication between these entities, two interfaces have been defined, namely
Rp and Rg.

Communication between GUP entities is performed via the exchange of messages expressed as XML documents. XML
documents should include the XML declaration with the version and encoding attributes. The XML documents shall be
well-formed and valid. The W3C XML Schema [3,4] is used in GUP to define the structure of valid XML documents.

The implementation of the Rp and Rg interfaces follows the Liberty Alliance Data Service Template specification
[Liberty Alliance].

From a Liberty Alliance point of view, GUP servers and data repositories will play the role of Liberty Alliance data
services.

6.1 Reusing Liberty Alliance DST

Liberty Alliance Data Service Template [13] specification proposes a framework for web services that offer access to
data in general. In the context of GUP, the data services should be restricted to GUP user profile data.

The Data Service Template defines: (1) some abstract definitions about messages that are sent and received by the web
service and (2) some guidelines regarding the structure of the data offered through the service.

More concretely, the Liberty Alliance Data Service Template [13] specification offers a set of incomplete XML
schemas with placeholders (for data types) that need to be filled based on the nature of the data offered by the data
service.

In the context of GUP, we will:
- fill the place holders with some GUP specific data types, and
- add some new messages that are not offered by the Data Service Template specification

The details of this instantiation of the Liberty Alliance Data Service Template for each GUP component are
summarized in corresponding check list tables presented in Annex A together with the actual definition of the GUP
component.

The guidelines and naming conventions recommended by Liberty alliance when using XML and XML Schemas are
directly applicable to GUP.

6.2 Guidelines for XML usage

As described in Liberty ID-WSF Data Services Template Specification [13], the schemas of the different data services,
and GUP in particular, should follow a set of guidelines that are included in this specification with the purpose of
completeness.

6.3 GUP Specific Naming and Namespaces

The namespace URI for GUP specific XML documents is a 3GPP specific namespace identifier 'http://3gpp’ followed
by a namespace specific string starting with 'gup’ followed by 'ns' and a sub-namespace specific for a certain
namespace. (The 'ns' is used to grouping instances of the namespace type of URIs together. Other types of usage of
URIs may be defined later.) The sub-namespaces are defined in GUP specifications and/or implementations.

Thus the syntax of the URI for all GUP specific namespaces is: 'http://3gpp/gup/ns/<sub-namespace>".

The sub-namespace for the GUP Component specific Profile Components consists of the common ‘comp’ part followed
by the component name.

The following namespaces are defined for GUP:
- GUP Profile: ‘http://3gpp/gup/ns/profile’

- Common Attributes: 'http://3gpp/gup/ns/common/<name>'
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- GUP procedures:  'http://3gpp/gup/ns/proc/<name>'
- GUP Components: ‘http://3gpp/gup/ns/comp/<component name>".
For example an HSS related component URN could be 'http://3gpp/gup/ns/comp/IMSSubscription'.

Editor's note: This section should go into 23.003 when the specification is getting to a stable condition.

6.4 GUP Profile schema

If the Liberty Alliance data service template specifies the interfaces that can be used to access this data, it does not
specify the exact nature of the data. In the context of GUP, we need to explicitly define what the subscriber profile data
consists of.

3GPP GUP defines a global schema for the XML content of the user profile.
This schema is unique and the same for every user. The schema is defined using W3C XML schemas.
The GUP user profile consists of profile components.

There are many manners to generate the schema for Generic User Profile. But irrespectively of the manner (e.g. one
single XML schema vs many schema nested within each other), the schema can always be transformed into a single
"canonical" XML schema. A user profile will be a valid instance of this "canonical" schema.

way to define the global schema

will be to define a set of sub-schemas, each with its own namespace. The schema defines a set a single rooted XML
documents, each of them being a valid instance of one component defined by the schema. This fact enables easier
schema management as applications should not have to worry about the whole schema, but only the parts they are
interested in; when one schema component gets modified, only applications using this component should care about the
change. Guidelines for the construction of the profile schema

When designing the schema we want to achieve:
- Modularity
- Extensibility
- Readability
- Easy support for versioning
- Isolation (only applications concerned by the schema component should be affected)

The recommended way to design the GUP schema is to split the schema into schema components, each component
being defined as a separate XML schema document, with its own namespace.

Components are assembled together as optional content (minOccurs=0, maxOccurs=1) of an <al | > construct.

Common attributes as defined in Liberty ID-WSF Data Services Template Specification [13] shall be used for GUP.

6.4.1 Example

To illustrate this, it is shown how the the top-level component of the GUP schema could be defined as the
"concatenation™ of four different sub-schemas.

The component is defined by an XML schema document. The component hamespace is defined by the targetNamespace
of the schema.

The sub-schemas used in the definition are referenced by (1) their namespace declaration in the <xsd: schema>
element and (2) by importing their corresponding schema documents (<xsd: i nport >).

Finally, the top-level component is defined by a content-model that concatenates the four sub-schemas under an
<xsd: al | > contruct. We now illustrate how we can build components out of other components. Let it be assumed
that there are four components (c1 ... c4), represented by four distinct namespaces (nscl ... nsc4) , described in four
different schema files; they can be put together as follows:
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<?xm version="1.0"7?>
<xsd: schema target Namespace="http://3gpp/ gup/ profile"

</ xsd: schema>

el ement For nDef aul t =" unqual i fi ed"

xm ns: xsd="htt p: // wwww. w3. or g/ 2001/ XM_Schema"
xm ns: nscl="http://3gpp/ gup/ profilelcl"

xm ns: nsc2="http://3gpp/ gup/ profilelc2"

xm ns: nsc3="http://3gpp/ gup/ profilelc3"

xm ns: nsc4="http://3gpp/ gup/ profil e/ c4">

<xsd:inmport nanmespace="http://3gpp/ gup/profilel/cl"
schemaLocati on="gup-profil e-cl. xsd"/>
<xsd:inmport namespace="http://3gpp/gup/profilel/c2"
schemaLocat i on="gup-profil e-c2. xsd"/>
<xsd:inmport nanmespace="http://3gpp/ gup/profile/c3"
schemalLocati on="gup-profil e-c3. xsd"/>
<xsd:inmport namespace="http://3gpp/gup/profilel/ca"
schemaLocat i on="gup-profil e-c4. xsd"/>

<xsd: el enent nane="Top">
<xsd: conpl exType>
<xsd: al | >
<xsd: el ement ref="nscl:cl" m nCccurs="0" maxQccurs="1"/>
<xsd: el enent ref="nsc2:c2" m nCccurs="0" maxCccurs="1"/>
<xsd: el enent ref="nsc3:c3" m nCccurs="0" maxCccurs="1"/>
<xsd: el ement ref="nsc4:c4" m nCccurs="0" maxQccurs="1"/>
</ xsd: all >
</ xsd: conpl exType>
</ xsd: el emrent >

Note the benefits that we achieve using this way of doing things:

Modularity: the GUP schema does not consist of a monolithic standalone document, but rather a collection of
small schemas that can be designed and maintained independently.

Extensibility: at every level, it is possible to extend the schema by simply adding one child to the <xsd: al | >.
Readability

Support for versioning

6.5 Data Referencing Language

For referencing components, the GUP Component Language (GCL) shall be used.
The GCL is a subset of the XPath 1.0 language [XPath reference], as defined below.

Editor's note: we only use the name "GCL" as a way to avoid confusion. In the final version of this document, the

name will be skipped or replaced.

Editor's note: we need to define the LA name to identify the GCL for the discovery service. Probably something

like: xpath-gup-gcl.

6.5.1 Language Syntax for GCL

The following subset of XPath shall be supported by GCL:

only the child:: and attribute:: axis of XPath are supported
predicates are supported
expressions inside predicates only apply to attribute nodes or element nodes with no children

expressions inside predicates shall be of the form "node <op> value" where <op> ranges over the usual string
and arithmetic operators.

boolean negation is supported
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- ordinal predicates are supported (e.g. [1], [last()], [position()<=2])

NOTE: AND and OR are not part of the syntax because they can be emulated by already existing language
constructs: A[expl AND exp2] corresponds to A[expl][exp2]; Alexpl OR exp2] corresponds to A[expl]
| Alexp2].

6.5.2 Semantics

The semantics of the GCL language can be defined as follows:

1. we evaluate the GCL expression on the document using the XPath semantics leading to a set of nodes
2. for each node in the set, we also include its descendants and its ancestors

This defines a new document, sub-document of the original document.

6.6 GUP metadata

The 3GPP Rp and Rg interfaces define the management of data and metadata for user profile components. For the sake
of uniformity, Rp and Rg do not define special procedures for metadata management. Rather, we distinguish between
user profile components (or data components) and metadata components.

We define two kinds of metadata components: access control metadata and mapping metadata. The definition of other
metadata components (e.g. billing, etc.) is beyond the scope of this specification.

In the following definition, ResourcelDGroup and SelectType are defined by Liberty Alliance.
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7 GUP bindings

Liberty messages are designed so that they can be mapped onto various transport or transfer protocols, however Liberty
defines and recommends a specific binding to the SOAP protocol, in order to convey such messages.

Following a similar approach, the following section describes how to map GUP messages to the SOAP protocol.
Another bindings are not precluded, but are not described in this specification.

This specification defines the binding of the GUP interfaces and procedures to SOAP protocol (defined in "Simple
Object Access Protocol (SOAP) 1.1" [5]). Identically to Liberty Alliance specifications, and as described in Liberty ID-
WSF SOAP Binding Specification [14]. GUP procedures address specific aspects of message exchange (such as to
which system entity the message is to be sent, message correlation, the mechanics of message exchange, or security
context), mainly at the SOAP header part of the message

In order to address the specific aspects of GUP procedures message exchange functionality this specification reuses a
number of SOAP header blocks defined as part of the Liberty ID-WSF SOAP Binding Specification described in [14].

Another bindings are not precluded, but are not described in this specification.

7.1 General principles

SOAP provides a mechanism for exchanging structured and typed information between peers using XML. It is a generic
protocol which can also be used to carry remote procedure calls. Each SOAP message has an element "Envelope™ and
its immediate child elements "Header" and "Body". SOAP carries the GUP procedure elements in its body part in
compliance with the SOAP standard "Simple Object Access Protocol (SOAP) 1.1" [5]. The GUP Procedure elements
are placed immediately below the Body element. If there are several requests or responses, the GUP Procedure elements
are carried one after another.

GUP SOAP messages are specified to run over standard http, see "Hypertext Transfer Protocol - HTTP/1.1" [6] as
specified in "Simple Object Access Protocol (SOAP) 1.1" [5] but implementations may also support other transport
mechanisms. If any SOAP level error is reported, no application data are returned. The used SOAP binding and error
reporting mechanisms are defined in Liberty ID-WSF SOAP Binding Specification [14].

Liberty ID-WSF Data Services Template Specification [13] currently defines some generic XML attributes and data
types. In general, it is recommended to make use of such information already in place, rather than defining GUP-
specific elements to provide the same functionality

Editor's note: we should mention that the "Document™ style is preferred for SOAP messages.

3GPP GUP SOAP messages will be declared according to the SOAP "document style"” (l.e., 3GPP GUP messages will
be placed directly into the body portion of the SOAP envelope, either as-is or encoded). This preference (versus the rpc
option) provides a number of benefits as:

- Full use of XML can be done, enabling description and validation of high-level business documents
- Arrigid business relationship between Web Services consumers and providers is not required.

- Asynchronous processing is improved

- Object exchange becomes more flexible.

Editor's note: we should provide the corresponding WSDL files in the appendix.

Editor's note: we should mention how security is taken care of (work with SA3).

7.2 GUP headers

Liberty Alliance defines some headers needed when passing around messages. Since Liberty Alliance only defines a
SOAP binding, these headers are defined in terms of the SOAP protocol. But this is NOT mandatory, as mentioned in
[soap-binding],

"Although this binding [SOAP binding] is the only one given in this specification, other protocols could be used to
convey ID-* messages, with appropriateness depending on the protocol selected and the target operational context. "
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In the context of GUP, a set of abstract headers are defined. They are needed by the messages exchanged between the
various parties, against the Rp and Rg interfaces. The information contained in these headers will be described as XML
data even though the binding may decide to map the information using a different syntax (e.g. ASCII, ASN.1, etc.). In
the following sections, namespace "S" corresponds to the SOAP namespace.

Normative bindings for the GUP headers to SOAP are provided in the (Annex E).
7.2.1 Correlation header
7.2.1.1 Description

The correlation header block provides a means for correlating messages. Message correlation is achieved by using the
messagel D attribute to identify individual messages. Additionally, a message may refer to another message by setting
its r ef ToMessagel D attribute to the value of the nessagel D of the message of interest.

7.2.1.2 Content

The content of the correlation header can be defined using the following type.

<xs: conpl exType name="correl ati onType" >

<xs:attribute name="nessagel D' type="I|DType" use="required"/>
<xs:attribute name="ref ToMessagel D' type="IDType" use="optional"/>
<xs:attribute name="tinestanp" type="xs:dateTi me" use="required"/>
<xs:attribute name="id" type="xs:I|D' use="optional"/>

<xs:attribute name="nust Under st and" type="xs:bool ean" use="optional "/>
<xs:attribute name="actor" type="xs:anyURl " use="optional"/>
</ xs: conpl exType>

7.2.2 Provider header
7.2.2.1 Description

This header block provides a means for a sender to claim that it 545
is represented by a given providerID value. The sender may also claim that it is a member of a given affiliation. Such
claims are generally verifiable by receivers by looking up these values in the sender's metadata.

7.2.2.2 Content

<xs: conpl exType name="Provi der Type" >
<xs:attribute name="providerl D' type="xs:anyURl " use="required"/>
<xs:attribute nane="affiliationlD'" type="xs:anyURl " use="optional"/>
<xs:attribute nanme="id" type="xs:ID' use="optional"/>
<xs:attribute nanme="nust Under st and" type="xs: bool ean" use="optional "/>
<xs:attribute name="actor" type="xs:anyURl " use="optional"/>

</ xs: conpl exType>

7.2.3 ProcessingContext header
7.2.3.1 Description
This header block may be employed by a sender to signal to a receiver that the latter should add a specific additional

facet to the overall processing context in which any action(s) are invoked as a result of processing any message also
conveyed in the overall message.
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7.2.3.2 Content

<xs: conpl exType nanme="Processi ngCont ext Type" >
<xs: si nmpl eCont ent >
<xs:extensi on base="xs:anyURl ">
<xs:attribute nanme="id" type="xs:ID' use="optional"/>
<xs:attribute name="nust Under st and" type="xs:bool ean" use="optional "/>
<xs:attribute name="actor" type="xs:anyURl " use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

7.2.4 Consent header
7.2.4.1 Description

The Consent header block element MAY be employed by either a requester or a receiver. For example, the Principal
may be using a Liberty-enabled client or proxy (common in the wireless world), and in that sort of environment the
mobile operator may cause the Principal's terminal (AKA: cell phone) to prompt the principal for consent for some
interaction.

7.2.4.2 Content

<xs: conmpl exType name="consent Type" >
<xs:attribute nanme="uri" type="xs:anyURI" use="required"/>
<xs:attribute name="tinestanp" type="xs:dateTi me" use="optional"/>
<xs:attribute name="id" type="xs:I|D' use="optional"/>
<xs:attribute name="nust Under st and" type="xs: Bool ean" use="optional "/>
<xs:attribute name="actor" type="xs:anyURl " use="optional"/>

</ xs: conpl exType>

7.2.5 UsageDirective header
7.2.5.1 Description

Participants in the ID-WSF framework may need to indicate the privacy policy associated with a message. To facilitate
this, senders, acting as either a client or a server, may add one or more UsageDirective header blocks to the message
being sent. A UsageDirective header appearing in a request message expresses intended usage. A UsageDirective header
appearing in a response expresses how the receiver of the response is to use the response data.

7.2.5.2 Content

<conpl exType name="UsageDi rectiveType">
<sequence>
<XS:any nanespace="##ot her" processContents="|ax" maxQccurs="unbounded"/>
</ sequence>
<attribute name="ref" type="reference" use="required"/>
<attribute name="id" type="id" use="optional"/>
<attribute name="mnust Under stand"” type="xs:bool ean"” use="optional "/>
<attribute name="actor" type="xs:anyURlI" use="optional"/>
</ conpl exType>
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7.2.6 ServicelnstanceUpdate header
7.2.6.1 Description

It may be necessary for an entity receiving a message to indicate that messages from the sender should be directed to a
different endpoint, or that they wish a different credential to be used than was originally specified by the entity for
access to the requested resource.

The ServicelnstanceUpdate header allows a message receiver to indicate that a new endpoint, new credentials, or new
security mechanisms should be employed by the sender of the message.

The use of this header block allows the sender of the message to convey updates to security tokens, essentially
providing a token renewal mechanism. This is not discussed further in this specification.

7.2.6.2 Content

<xs:conpl exType nane="Servi cel nst anceUpdat eType" >
<Xs:sequence>
<xs: el enent nanme="SecurityMechl D' type="xs:anyURI" m nCccurs="0"
maxQOccur s="unbounded”/ >
<xs: el enent name="Credential" m nCccurs="0" maxQccur s="unbounded" >
<xs: conpl exType>
<Xs:sequence>
<xs:any nanmespace="##any" processContents="I|ax"/>
</ Xxs: sequence>
<xs:attribute name="notOnOr After" type="xs:dateTi ne" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nanme="Endpoi nt" type="xs:anyURl " m nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="id" type="xs:ID'" use="optional"/>
<xs:attribute name="nust Under st and" type="xs:bool ean" use="optional "/>
<xs:attribute nanme="actor" type="xs:anyURl " use="optional"/>
</ xs: conpl exType>

7.2.7 Timeout header

7.2.7.1 Description

A requesting entity may wish to indicate that they would like a request to be processed within some specified amount of
time. Such an entity would indicate their wish via the Timeout header block.

7.2.7.2 Content

<xs:conpl exType nanme="Ti neout Type">

<xs:attribute name="naxProcessi ngTi ne" type="xs:integer" use="required"/>
<xs:attribute name="id" type="xs:ID'" use="optional"/>

<xs:attribute name="nust Under st and" type="xs:bool ean" use="optional "/>
<xs:attribute ref="actor" type="xs:anyURl" use="optional"/>
</ xs: conpl exType>

ETSI



3GPP TS 29.240 version 15.0.0 Release 15 21 ETSI TS 129 240 V15.0.0 (2018-10)

7.2.8 CredentialsContext header
7.2.8.1 Description

The receiver of a GUP message might indicate that credentials supplied in the request did not meet its policy in

allowing access to the requested resource. The <Cr edent i al sCont ext > header block allows such policies to be
expressed to a GUP requester.

7.2.8.2 Content

<xs:conpl exType nane="Credenti al sCont ext Type" >
<XS:sequence>
<xs:elenent ref="1ib: Request Aut hnCont ext” m nCccurs="0"/>
<xs: el enent nanme="SecurityMechl D' type="xs:anyURI " m nCccurs="0"
maxQccur s="unbounded"/ >
</ Xxs: sequence>
<xs:attribute nane="id" type="xs:ID' use="optional"/>
<xs:attribute ref="S: must Under st and" use="optional "/>
<xs:attribute ref="S:actor" use="optional"/>
</ xs: conpl exType>

7.2.9 wsse:Security header
7.2.9.1 Description

Relevent security information is communicated in the Security header. The details for the specific bindings are provided
in the Annexes.

7.2.9.2 Content

The details of the content for the specific binding are provided in the Annexes.

7.2.10 is:Userlnteraction header

In some scenarios it might be necessary for GUP Servers and/or RAFs to interact with the owner of GUP component
data exposed in order to e.g. ask for explicit end-user consent for the release of the requested information. To this end,
GUP messages may include a <User | nt er acti on> header, which controls the possibilities that GUP Servers and/or
RAFs have to engage in interactions with end-users when serving a request from a GUP Requestor.

7.2.10.1 Description
7.2.10.2 Content

7.3 GUP Data types

GCL: need to check how the namespaces are handled by XPath. We may need to provide some namespace declarations
in the GCL to resolve namespaces.

7.3.1 GUP Resource identifiers

According to Liberty Discovery Service specification [17], the Liberty Resourceld element takes the format of a URI,
and it could therefore host different types of identifiers.

In general, the GUP Resourceld shall be used as the Liberty Resourceld and it shall take the form:
"GUP:"<datavalue>"/"<identifier>

Where:
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datavalue The data value of the identifier as specified in the <identifier> part.
identifier = The identifier that is being used in the <datavalue> part of the subscriber identity.
A definitive list of Identifiers are defined in table X below:

Table 9.3.1: Composition of the Subscriber Identity

Identifier Comment Example (informative)
IMSI Subscriber's IMSI as defined in 3GPP TS GUP:234150999999999/IMSI
23.003 [21].
MSISDN Subscriber's MSISDN as defined in 3GPP | GUP:447748000000/MSISDN

TS 23.003 [21]. The number shall be
specified in international format (excluding
the "+" symbol).

IMS Private Identity | Subscriber's IMS Private Identity as GUP:user.name@abc.examplemno.com/IMPI
defined in 3GPP TS 23.003 [21].

IMS Public Identity | Subscriber's IMS Public Identity as GUP:user.name@xyz.examplemno.com/IMPU
defined in 3GPP TS 23.003 [21].

E-mail Address An e-mail address of the subscriber, in the | GUP:user.name@mail.examplemno.com/MAILTO
format specified in IETF RFC 2821 [19].

Generic Data A format which is locally defined by an GUP:av23asd46fjh230dm/GEN

Reference HPLMN.

Editors note: There might be situations where these encoding schemes conflict with syntax of some identifiers (e.g.
SIP addresses). This is FFS.

Editors note: The content of this section may be moved to the 3GPP TS 23.003 once this specification is under
change control.

In particular, the identifier named "Generic Data Reference" could host an identifier that is meaningless for the
application (e.g., a binary piece of data or a pseudonym), but understood by the GUP server. This mechanism would
allow that applications are able to reference a specific user, without revealing the user “s real identity to the application
(such as his/her MSISDN etc). Such identifier could be also obfuscated for even better privacy protection, as stated in
Liberty DST [13].

7.3.2 GUP SelectType

The Sel ect Type is the type that must be defined by any service willing to be instantiated as a data service template
(see Annex A). For GUP, we need to distinguish two cases: simple queries (asking for a portion of one given user
profile) and list queries (asking of the list of profiles available from data repository). The SelectType consists of a
choice between the two cases.

Case 1 (regular queries): the type permits to access portions of the user profile. It consist of a GCL and an optional
component name. GCLType and Conponent Type are defined as strings.

Case 2 (list queries): the type represent the search filtering criteria, represented as a string.

<xs: conpl exType nane="Sel ect Type" >
<xs: choi ce>
<Xs:sequence>
<xs: el enent nanme="Conponent" type="Conponent Type" m nCccurs="0"
maxQOccur s="1"/ >
<xs: el enent nanme="GCL" type="CGCLType" m nCccurs="1" maxCccurs="1"/>
</ Xxs: sequence>
<xs: el enent nanme="SearchFilter" type="SearchFilterType" m nCccurs="1"
maxQccur s="1"/ >
</ xs: choi ce>
</ xs: conpl exType>

<xs:si nmpl eType nane="CGCLType" >
<xs:restriction base="xs:string"/>
</ xs: si npl eType>
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<xs: si npl eType nanme="Conponent Type" >
<xs:restriction base="xs:string"/>
</ xs: si npl eType>

<xs: si nmpl eType name="SearchFilterType">
<xs:restriction base="xs:string"/>
</ xs: si npl eType>

7.3.3 Access control metadata type

The access control metadata component is defined by type aut hori zat i onType. It consists of a resource (defined
using the Resour cel DG oup), the component defined by a GCL expression embedded in a Sel ect Type, a list of
requestors, an action (read or write) and a condition.

The details of the condition language to be used for access control is left for further study. Therefore, it represented as
<xs:any>inthe aut hori zati onType.

<xsd: el ement name="aut hori zati on" type="authorizati onType"/>

<xsd: conpl exType nanme="aut hori zati onType" >
<xsd: sequence>
<xsd: group ref="Resourcel DG oup” m nCccurs="0" maxCccurs="1"/>
<xsd: el enent name="Sel ect Type" type="Sel ect Type" maxCccurs="1"
m nCccurs="0"/>
<xsd: el enent name="requestors" maxQccurs="1" minCccurs="1">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent name="requestor"” mi nCccurs="1"
maxCccur s="unbounded" >
<xsd: si npl eType>
<xsd:restriction base="xsd:string"/>
</ xsd: si npl eType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el enent nanme="condition">
<xsd: conpl exType>
<xsd: sequence>
<xsd: any m nCccurs="0" maxCccurs="1"
pr ocessCont ent s="ski p"/ >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el enent name="action">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: enuneration value = "read"/>
<xsd: enuneration value = "wite"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement > </ xsd: sequence>
</ xsd: conpl exType>
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Editor's note: for the condition, we should try to align with already existing standards such as XACML.

An example of an authorization component is given below:

<aut hori zati on>
<Resour cel D>j ohn. sm t h@ggp. or g</ Resour cel D>
<Sel ect Type>
<GCL>/ gup/identity</ GCL>
</ Sel ect Type>
<r equest or s>
<r equest or >* @gpp. or g</ r equest or >
</ request or s>
<condi ti on>
<rule id="1">true</rul e>
</ condi tion>
<action>
</ action>
</ aut hori zati on>

7.3.4 Mapping metadata type

A mapping metadata component maps one or more user profile components expressed using the GCL into the RAF that
manages this data.

The GCL expression is defined using the <Sel ect Type> of Liberty Alliance that we redefine for GUP.

The RAF is defined using the <RAFType>.

<xsd: si npl eTyp