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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the technical realization of the 5GC Service Based Architecture, protocols supported
over the Service Based Interfaces, and the functionalities supported in the Service Based Architecture.

The service requirements for the 5G system are defined in 3GPP TS 22.261 [2]. The system architecture requirements
are defined in 3GPP TS 23.501 [3] and the procedures and flows in 3GPP TS 23.502 [4].

The design principles and documentation guidelines for 5GC SBI APIs are specified in 3GPP TS 29.501 [5].

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 22.261: " Service requirements for the 5G system; Stage 1".

[3] 3GPP TS 23.501: " System Architecture for the 5G System; Stage 2".

[4] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[5] 3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[6] IETF RFC 793: "Transmission Control Protocol".

[7] IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".

(8] 3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".

[9] OpenAPI: "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI -
Specification/blob/master/versions/3.0.0.md.

[10] IETF RFC 8259: "The JavaScript Object Notation (JSON) Data I nterchange Format".

[11] IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content”.

[12] IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing"”.

[13] 3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3.

[14] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".

[15] 3GPP TS 23.003: "Numbering, addressing and identification".

[16] IETF RFC 5681: "TCP Congestion Control".

[17] 3GPP TS 33.501: "Security Architecture and Procedures for 5G System'.

[18] IANA: "SMI Network Management Private Enterprise Codes",

http://www.iana.org/assignments/enterprise-numbers.

[19] IETF RFC 7944 "Diameter Routing Message Priority".
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[20] IETF RFC 7234: "Hypertext Transfer Protocol (HTTP/1.1): Caching".
[21] IETF RFC 7235: " Hypertext Transfer Protocol (HTTP/1.1): Authentication”.
[22] IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[23] IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage”.
[24] IETF RFC 7232: "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests”.
[25] |ETF RFC 7516: "JSON Web Encryption (JWE)".
[26] |ETF RFC 7515: "JSON Web Signature (JWS)".
[27] 3GPP TS 29.573: "5G System: Public Land Mobile Network (PLMN) Interconnection; Stage 3".
[28] 3GPP TS 29.502: "5G System; Session Management Services; Stage 3".
[29] 3GPP TS 29.503: "5G System; Unified Data Management Services, Stage 3".
[30] Void.
[31] 3GPP TS 29.518: "5G System; Access and Mobility Management Services; Stage 3".
[32] 3GPP TS 29.531: "5G System; Network Slice Selection Services; Stage 3".
[33] IETF RFC 7694 "Hypertext Transfer Protocol (HTTP) Client-Initiated Content-Encoding".
[34] IETF RFC 1952: "GZIP file format specification version 4.3".
[35] 3GPP TS 29.525: "5G System; UE Palicy Control Service; Stage 3".
3 Definitions and abbreviations
3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in

3GPP TR 21.905 [1].

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in

3GPP TR 21.905 [1].
HTTP

Hypertext Transfer Protocol

TCP Transmission Control Protocol
SMP SBI Message Priority
4 Service Based Architecture Overview

4.1 NF Services

3GPP TS 23.501 [3] defines the 5G System Architecture as a Service Based Architecture, i.e. a system architecturein
which the system functionality is achieved by a set of NFs providing services to other authorized NFsto access their

services.

Control Plane (CP) Network Functionsin the 5G System architecture shall be based on the service based architecture.
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A NF serviceis one type of capability exposed by a NF (NF Service Producer) to other authorized NF (NF Service
Consumer) through a service based interface. A NF service may support one or more NF service operation(s). See
clause 7 of 3GPP TS 23.501 [3].

Network Functions may offer different functionalities and thus different NF services. Each of the NF services offered
by a Network Function shall be self-contained, acted upon and managed independently from other NF services offered
by the same Network Function (e.g. for scaling, healing).

4.2 Service Based Interfaces

A service based interface represents how the set of servicesis provided or exposed by a given NF. Thisisthe interface
where the NF service operations are invoked.

The following Control Plane interfaces within the 5G Core Network specified in 3GPP TS 23.501 [3] are defined as
service based interfaces:

- Namf, Nsmf, Nudm, Nnrf, Nnssf, Nausf, Nnef, Nsmsf, Nudr, Npcf, N5g-eir, NImf, Nnwdaf.

4.3 NF Service Framework

4.3.1 General

The Service Based Architecture shall support the NF Service Framework that enable the use of NF services as specified
in clause 7.1 of 3GPP TS 23.501 [3].

The NF Service Framework includes the following mechanisms:

- NF service registration and de-registration: to make the NRF aware of the available NF instances and supported
services (see clause 7.1.5 of 3GPP TS 23.501 [3]);

- NF service discovery: to enable a NF Service Consumer to discover NF Service Producer instance(s) which
provide the expected NF service(s) (see clause 7.1.3 of 3GPP TS 23.501 [3]);

- NF service authorization: to ensure the NF Service Consumer is authorized to access the NF service provided by
the NF Service Producer (see clause 7.1.4 of 3GPP TS 23.501 [3]).

The corresponding stage 3 procedures are defined in 3GPP TS 29.510 [§].

4.3.2 NF Service Advertisement URI

When invoking a service operation of a NF Service Producer that use HTTP methods with a message body (i.e PUT,
POST and PATCH), the NF Service Consumer may provide NF Service Advertisement URL(S) in the service operation
request, based on operator policy, if it expects that the NF Service Producer may subsequently consume NF service(s)
which the NF Service Consumer can provide (as a NF Service Producer).

When receiving NF Service Advertisement URI(S) in a service operation request, the NF Service Producer may store
and use the Service Advertisement URL(s) to discover NF services produced by the NF Service Consumer in
subsequent procedures, based on operator policy.

The NF Service Advertisement URI identifies the nflnstance resource(s) in the NRF which are registered by NF Service
Producer(s).

An example of NF Service Advertisement URI could be represented as:
"{ apiRoot} /nnrf-disc/nf-instances?nfl nstancel d={ nfl nstancel d} ".
NOTE: The NF Service Advertisement URI can be used e.g. when different NRFs are deployed in the PLMN.

When applicable, the NF Service Advertisement URI(s) shall be carried in HTTP message body.
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5 Protocols Over Service Based Interfaces

5.1 Protocol Stack Overview

The protocol stack for the service based interfaces is shown on Figure 5.1-1.

Application

HTTP/2

| LS !

TCP

IP

L2

Figure 5.1-1: SBI Protocol Stack
The service based interfaces use HTTP/2 protocol (see clause 5.2) with JSON (see clause 5.4) as the application layer

serialization protocol. For the security protection at the transport layer, all 3GPP NFs shall support TLS and TLS shall
be used within aPLMN if network security is not provided by other means, as specified in 3GPP TS 33.501 [17].

5.2 HTTP/2 Protocol

521 General

HTTP/2 asdescribed in IETF RFC 7540 [7] shall be used in Service based interface.
5.2.2 HTTP standard headers

5221 General

This clause liststhe HT TP standard headers that shall be supported on SBI, other HTTP standard headers defined in
IETF RFCs may be supported by NF.

5.2.2.2 Mandatory to support HTTP standard headers

The HTTP request standard headers and the HT TP response standard headers that shall be supported on SBI are defined
in Table5.2.2.2-1 and in Table 5.2.2.2-2 respectively. Mandatory to support HT TP standard headers does not mean all
the HT TP requests and responses carry the identified request and response headers respectively. It only meansit is
mandatory to support the processing of the identified headers in request and response message.
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Table 5.2.2.2-1: Mandatory to support HTTP request standard headers

Name

Reference

Description

Accept

IETF RFC 7231 [11]

This header is used to specify response media types that are
acceptable.

Accept-Encoding

IETF RFC 7231 [11]

This header may be used to indicate what response content-
encodings (e.g gzip) are acceptable in the response.

Content-Length

IETF RFC 7230 [12]

This header is used to provide the anticipated size, as a decimal
number of octets, for a potential payload body.

Content-Type

IETF RFC 7231 [11]

This header is used to indicate the media type of the associated
representation.

Content-Encoding

IETF RFC 7231 [11]

This header may be used in some requests to indicate the
content encodings (e.g gzip) applied to the resource
representation beyond those inherent in the media type.

User-Agent

IETF RFC 7231 [11]

This header shall be mainly used to identify the NF type of the
HTTP/2 client.

The pattern of the content should start with the value of NF type
(e.g. udm, see NOTE 1) and followed by a "-" and any other
specific information if needed afterwards.

Cache-Control

IETF RFC 7234 [20]

This header may be used in some HTTP/2 requests to provide
the HTTP cache-control directives that the client is willing to
accept from the server.

If-Modified-Since

IETF RFC 7232 [24]

This header may be used in a conditional GET request, for
server revalidation. This is used in conjunction with the Last-
Modified server response header, to fetch content only if the
content has been modified from the cached version.

If-None-Match

IETF RFC 7232 [24]

This header may be used in a conditional GET request. This is
used in conjunction with the ETag server response header, to
fetch content only if the tag value of the resource on the server
differs from the tag value in the If-None-Match header.

If-Match

IETF RFC 7232 [24]

This header may be used in a conditional POST or PUT or
DELETE or PATCH request. This is used in conjunction with the
ETag server response header, to update / delete content only if
the tag value of the resource on the server matches the tag
value in the If-Match header.

Via

IETF RFC 7230 [12]

This header shall be inserted by HTTP proxies.

Authorization

IETF RFC 7235 [21]

This header shall be used if OAuth 2.0 based access
authorization with "Client Credentials" grant type is used as
specified in clause 13.4.1 of 3GPP TS 33.501 [17], clause 7 of
IETF RFC 6749 [22] and IETF RFC 6750 [23].

in 3GPP TS 29.510 [8].

NOTE 1: The value of NF type in the User-Agent header shall comply with the enumeration value of Table 6.1.6.3.3-1
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Table 5.2.2.2-2: Mandatory to support HTTP response standard headers

Name

Reference

Description

Content-Length

IETF RFC 7230 [12]

This header may be used to provide the anticipated size, as a
decimal number of octets, for a potential payload body.

Content-Type

IETF RFC 7231 [11]

This header shall be used to indicate the media type of the
associated representation.

Location

IETF RFC 7231 [11]

This header may be used in some responses to refer to a
specific resource in relation to the response.

Retry-After

IETF RFC 7231 [11]

This header may be used in some responses to indicate how
long the user agent ought to wait before making a follow-up
request.

Content-Encoding

IETF RFC 7231 [11]

This header may be used in some responses to indicate to the
HTTP/2 client the content encodings (e.g gzip) applied to the
resource representation beyond those inherent in the media

type.

Cache-Control

IETF RFC 7234 [20]

This header may be used in some responses (e.g. NRF
responses to queries) to provide HTTP response cache control

directives. The cache directives "no-cache", "no-store", "max-
age" and "must-revalidate” values shall be supported.

Age

IETF RFC 7234 [20]

This header may be inserted by HTTP proxies when returning a
cached response. The "Age" header field conveys the sender's
estimate of the amount of time since the response was
generated or successfully validated at the origin server. The
presence of an Age header field implies that the response was
not generated or validated by the origin server for this request.

Last-Modified

IETF RFC 7232 [24]

This header may be sent to allow for conditional GET with the If-
Modified-Since header.

ETag IETF RFC 7232 [24] This header may be sent to allow for conditional GET with the If-
If-None-Match header or a conditional POST / PUT / PATCH /
DELETE with the If-Match header.

Via IETF RFC 7230 [12] This header shall be inserted by HTTP proxies.

Allow IETF RFC 7231 [11] This header field shall be used to indicate methods supported by

the target resource.

WWW-Authenticate

IETF RFC 7235 [21]

This header field shall be included when an NF service producer
rejects a request with a "401 Unauthorized" status code (e.g
when a request is sent without an OAuth 2.0 access token or
with an invalid OAuth 2.0 access token).

Accept-Encoding

IETF RFC 7694 [33]

See clause 6.9 for the use of this header.

5.2.3 HTTP custom headers

5.23.1

Thelist of custom HTTP headers applicable to 3GPP Service Based NFs are specified below.

General

5.2.3.2 Mandatory to support custom headers

5.23.21

The 3GPP NF Services shall support the HTTP custom headers specified in Table 5.2.3.2-1 below. A description of
each custom header and the normative requirements on when to include them are also provided in Table 5.2.3.2-1.

General
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Table 5.2.3.2-1: Mandatory HTTP custom headers

Name

Reference

Description

3gpp-Shi-Message-Priority | Clause 5.2.3.2.1

This header is used to specify the HTTP/2 message priority for
3GPP service based interfaces. This header shall be included in
HTTP/2 messages when a priority for the message needs to be
conveyed (e.g HTTP/2 messages related to Multimedia Priority
Sessions).

3gpp-Shi-Callback Clause 5.2.3.2.3

This header is used to indicate if a HTTP/2 message is a
callback (e.g notification). This header shall be included in HTTP
POST messages for callbacks towards NF service consumer(s)
in another PLMN via the SEPP (See 3GPP TS 29.573 [27]).

5.23.2.2 3gpp-Shi-Message-Priority

The header contains the HT TP/2 message priority value.

The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].

3gpp-Shi-Message-Priority = " 3gpp-Shi-Message-Priority” ":" (DIGIT / %x31-32 DIGIT / "3" %x30-31)

A message with 3gpp-Shi-Message-Priority "0" has the highest priority.

An exampleis: 3gpp-Shi-Message-Priority: 10.

5.2.3.2.3 3gpp-Shi-Callback

The header contains the type of notification. The value for the notificaition type is a string used identifing a particular
type of callback (e.g a notification, typically the name of the notify service operation).

The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].

3gpp-Shi-Notification header field = "3gpp-Shi-Callback” ":" OWS cbtype

cbtype = 1*cbchar
cbchar="-"/" "/ DIGIT / ALPHA

An exampleis: 3gpp-Shi-Callback: Nnrf_NFManagement NFStatusNotify.

The list of valid values for this header is specified in Annex B.

5.2.4 HTTP error handling

HTTP/2 connection error and stream error shall be supported as specified in clause 5.4 of IETF RFC 7540 [7].

Guidelines for error responses to the invocation of APIs of NF services are specified in clause 4.8 of
3GPP TS 29.501 [3]. API specific error responses are specified in the respective technical specifications.

5.2.5 HTTP/2 server push

HTTP/2 Server Push as specified in clause 8.2 of IETF RFC 7540 [7] may be supported and may be used by a NF
Service Producer to proactively push resourcesto a NF Service Consumer, see clause 4.9.5 of 3GPP TS 29.501 [5].

A NF Service Consumer may choose to disable HTTP/2 Server Push by setting SETTINGS ENABLE_PUSH to 0, as
specified in clause 8.2 of IETF RFC 7540 [7].

5.2.6 HTTP/2 connection management

The HTTP request / response exchange mechanism as specified in clause 8.1 of IETF RFC 7540 [7] shall be supported
between the 3GPP NFs. An HTTP/2 endpoint shall support establishing multiple HT TP/2 connections (at |east two)
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towards a peer HTTP/2 endpoint. The peer HTTP/2 endpoint isidentified by host and port pair where the host is derived
from the target URI (see clause 6.1.1).

NOTE 1: HTTP/2 connection redundancy allows transporting messages through diverse | P paths and improve 5GC
resiliency.

Asper clause 8.1 of IETF RFC 7540 [7] aHTTP request / response exchange fully consumes a single stream. When the
HTTP/2 Stream IDs on a given HTTP/2connection is exhausted, an HTTP/2 endpoint, shall establish another
HTTP/2connection towards that peer HTTP/2 endpoints.

NOTE 2: Asper IETF RFC 7540 [7], astream ID once closed cannot be reused on the same HTTP/2 connection.

The 3GPP NF shall take care to avoid simultaneous stream | D exhaustion on all the available HTTP/2 connections
towards each peer.

An NF acting as an HTTP/2 client shall support testing whether a connection is still active by sending a PING frame as
specified in clause 6.7 of IETF RFC 7540 [7]. When and how often a PING frame may be sent isimplementation
specific but shall be configurable by operator policy.

A PING frame shall not be sent more often than every 60 s on each path.

5.2.7 HTTP status codes

5.2.7.1 General
This clause describes the HT TP status codes usage on SBI.

HTTP status codes are carried in ":status" pseudo header field in HTTP/2, asdefined in clause 8.1.2.4 in
IETF RFC 7540 [7].

Table5.2.7.1-1 specifies HTTP status codes per HT TP method which shall be supported on SBI. Support of an HTTP
status code shall be:

- mandatory, which is marked in table as"M". This means that all 3GPP NFs shall support the processing of the
specific HTTP status code for the specific HT TP method, when received in aHTTP response message. In such
cases the 3GPP NF shall also support the handling of the "ProblemDetails" JSON object with the Content-Type
header field set to the value "application/problem+json” for HT TP status codes 4xx and 5xx, if the corresponding
API definition in the related technical specification does not specify another response body for the corresponding
status code;

- service specific, which ismarked in table as"'SS" and means that the requirement to process the HTTP status
code depends on the definition of the specific API; or

- not applicable, which is marked in table as "N/A". This means that the specific HTTP status code shall not be
used for the specific HTTP method within the 3GPP NFs.
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Table 5.2.7.1-1: HTTP status code supported on SBI

HTTP status code HTTP method
DELETE GET PATCH POST PUT OPTIONS

100 Continue N/A N/A N/A N/A N/A N/A
200 OK (NOTE 1, NOTE 2) SS M SS SS SS M
201 Created N/A N/A N/A SS SS N/A
202 Accepted SS N/A SS SS SS N/A
204 No Content (NOTE 2) M N/A SS SS SS SS
300 Multiple Choices N/A N/A N/A N/A N/A N/A
303 See Other SS SS N/A SS SS N/A
307 Temporary Redirect SS SS SS SS SS SS
308 Permanent Redirect SS SS SS SS SS SS
400 Bad Request M M M M M