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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall indicates a mandatory requirement to do something
shall not indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in
Technical Reports.

The constructions "must” and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided
insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced,
non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a
referenced document.

should indicates a recommendation to do something
should not indicates a recommendation not to do something
may indicates permission to do something

need not indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions
"might not" or "shall not" are used instead, depending upon the meaning intended.

can indicates that something is possible
cannot indicates that something isimpossible
The constructions "can" and "cannot” are not substitutes for "may" and "need not".

will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

The constructions"is" and "is not" do not indicate requirements.
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1 Scope

The present document specifies the usage of the Unified Data Repository services for subscription data. It provides the
resource definition and data model for subscription data used over the Nudr Service Based Interface. The protocol
definition for Nudr Service Based Interface which is specific to subscription datais also specified in the present
document.

The stage 3 protocol definition for Nudr Service Based I nterface which is common for subscription data, policy data,
structure data and application data for exposureis specified in 3GPP TS 29.504 [2].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 29.504: "5G System; Unified Data Repository Services; Stage 3".

[3] 3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".

[4] 3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[5] 3GPP TS 23.003: "Numbering, addressing and identification".

[6] 3GPP TS 29.503: "Unified Data Management Services'.

[7] 3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[8] 3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".

[9] 3GPP TS 33.501: "Security architecture and procedures for 5G system”.

[10] 3GPP TS 33.102; "3G Security; Security architecture”.

[11] 3GPP TS 35.206: "An example algorithm set for the 3GPP authentication and key generation
functions 1, f1*, f2, f3, f4, f5 and f5*; Document 2: Algorithm specification”.

[12] 3GPP TS 35.231: "A second example algorithm set for the 3GPP authentication and key
generation functions f1, f1*, f2, 3, 4, f5 and f5*; Document 1: Algorithm specification ".

[13] 3GPP TS 29.518: "5G System; Access and Mobility Management Services; Stage 3".

[14] 3GPP TR 21.900: "Technical Specification Group working methods'.

[15] 3GPP TS 29.509: "Authentication Server Services, Stage 3".

[16] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".

[17] 3GPP TS 29.519: "5G System; Usage of the Unified Data Repository service for Policy Data,
Application Data and Structured Data for Exposure; Stage 3".

[18] 3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS);
Stage 2".
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[19] Void
[20] 3GPP TS 29.563: "Home Subscriber Server (HSS) services for interworking with Unified Data
Management (UDM); Stage 3".
[21] 3GPP TS 29.508: "5G System; Session Management Event Exposure Service; Stage 3".
3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905 [1].

pointer of attribute: The pointer of the attribute identifies the location of the attribute in the JSON object. The pointer
of the attribute is a string with one or more segments, each segment is the name of an attribute within that JSON object,
different segments are separated with a"/".

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

5GC 5G Core
AMF Access and Mobility Management Function
DNN Data Network Name
GPSI Generic Public Subscription Identifier
JSON Javascript Object Notation
SMF Session Management Function
SMS Short Message Service
SMSF SMS Function
SUPI Subscription Permanent Identifier
UDM Unified Data Management
UDR Unified Data Repository
4 Overview

The resources, data model and usage defined in the present document are used by the 5GC NFs (e.g. UDM) to access
the subscription data via the Unified Data Repository services specified in 3GPP TS 29.504 [2].

5 Usage of Nudr_DataRepository Service

5.1 Introduction

The following clauses specify the usage of Nudr_DataRepository service for subscription data. The principles specified
in 3GPP TS 29.504 [2] are followed unless explicitly specified otherwise in the following clauses.
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52 Resources

521 Overview
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/subscription-data

Hueld}
—[/authentication-data ]
/authentication-subscription ]
[authentication-status ]

L[/{servingNetworkN ame} ]

—[/ue-update-comfirmation—data ]

—[/sor—data ]
—[/upu-data ]

—[/subscribed-snssais ]

—[/subscribed-cag ]

—[/context-data ]

—[/amf-agpp-access ]
—{/amf-non-3gpp-access |
—[/smf-registrations ]

L[ /{pduSessionld} ]
—[/smsf-sgpp-access ]

—[/smsf-non—3gpp—access

]
—{flocation |
]

—[/sdm—subscriptions

L[/{subsld} ]

L[/hss-sdm-subscriptions ]

—[/ee-subscri ptions ]
L[/{subsld} ]
/amf-subscriptions ]
/smf-subscriptions ]
/hss-subscriptions ]

{ipsnon |
i |
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Figure 5.2.1-1: Resource URI sub-level structure for subscription data

/subscription-data
Hueld}

/ee-profile-data

/identity-data

/operator-specific-data

(/pp-data

(/ pp-profile-data

/operator-determined-barring

/nidd-authorization-data

.

-

/coverage-restriction-data

/lcs-privacy-data

/lcs-mo-data

Iv2x-data

(. J

L /{servingPImnId}

L[/ provisioned-data ]
—(/am-data )
—(/trace-data )
—(/smf-selection-data )
—(/sm-data )
—(/sms-mng-data )
—(/sms-data )
—(/lcs-bca-data )

Figure 5.2.1-2: Resource URI sub-level structure for subscription data (cont.)
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/subscription-data

——— /group-data
— /{ueGroupld}

4[/ee-subscri ptions ]

L[/{subsld} ]
4[/ee-profile-data ]

{/group-identifiers ]

4[/59-vn-grou ps ]

—[/{externalGroupId}

—[/internal

—[/pp-profile-data

A[IShared-data ]

\-[/{shared Datald} ]

4[/su bs-to-notify ]

[{subsId) ]

AN

g

J

Figure 5.2.1-3: Resource URI sub-level structure for subscription data (cont.)
Table 5.2.1-1 provides an overview of the resources and applicable HT TP methods.

Table 5.2.1-1: Resources and methods overview

HTTP

Resource name Resource URI method Description
AuthenticationSubscription /subscription-data/{ueld}/authentication- |GET Retrieve a UE's
data/authentication-subscription authentication

subscription data

PATCH |Update a UE's
authentication
subscription data
Updates shall be limited
to the sequenceNumber
attribute. Attempts to
patch any other attribute
shall be rejected by the
UDR.
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AuthenticationSoR

/subscription-data/{ueld}/ue-update-
confirmation-data/sor-data

PUT

Store UE's SOR
acknowledgement
information (SoR-XMAC-
IUE)

GET

Retrieve UE's SoR
acknowledgement
information

AuthenticationUPU

/subscription-data/{ueld}/ue-update-
confirmation-data/upu-data

PUT

Store UE Parameter
Update
acknowledgement
information (UPU-
XMAC-IUE)

GET

Retrieve UE Parameter
Update
acknowledgement
information

SubscribedSNSSAIs

/subscription-data/{ueld}/ue-update-
confirmation-data/subscribed-snssais

PUT

Store UE-
acknowledgement info
for change of subscribed
S-NSSAls

GET

Retrieve UE-
acknowledgement info
for change of subscribed
S-NSSAls

SubscribedCAG

/subscription-data/{ueld}/ue-update-
confirmation-data/subscribed-cag

PUT

Store UE-
acknowledgement info
for change of subscribed
CAG

GET

Retrieve UE-
acknowledgement info
for change of subscribed
CAG

AuthenticationStatus

/subscription-data/{ueld}/authentication-
data/authentication-status

PUT

Store a UE's
authentication status

GET

Retrieve a UE's
authentication status

DELETE

Delete a UE's
authentication status

IndividualAuthenticationStatus

/subscription-data/{ueld}/authentication-
data/authentication-
status/{servingNetworkName}

PUT

When the feature
"PerUePerSnAuthStatus"
is supported, store a
UE's Individual
authentication status

GET

When the feature
"PerUePerSnAuthStatus"
is supported, retrieve a
UE's Individual
authentication status

DELETE

When the feature
"PerUePerSnAuthStatus"
is supported, delete a
UE's Individual
authentication status
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ProvisionedData /subscription- GET Retrieve the UE's
data/{ueld}/{servingPImnld}/provisioned- subscribed Provisioned
data Data
AccessAndMobilitySubscriptionData /subscription- GET Retrieve the UE's
data/{ueld}/{servingPImnld}/provisioned- subscribed Access and
data/am-data Mobility Data
SmfSelectionSubscriptionData /subscription- GET Retrieve the UE's
data/{ueld}/{servingPImnld}/provisioned- subscribed SMF
data/smf-selection-subscription-data Selection Data
SessionManagementSubscriptionData /subscription- GET Retrieve the UE's
data/{ueld}/{servingPImnld}/provisioned- subscribed SM
data/sm-data Subscription Data
ContextData /subscription-data/{ueld}/context-data GET Retrieve the UE's
context Data
PUT Create and Update the
AMF registration for
3GPP access
- PATCH [Modify the AMF
Amf3GppAccessRegistration Gseﬂg}s;&?f?gnr;g?;i{:{;;ld}/context- registration for 3GPP
access
GET Retrieve the AMF
registration information
for 3GPP access
PUT Update the AMF
registration for non
3GPP access
. PATCH [Modify the AMF
AmfNon3GppAccessRegistration {jsaﬂg'/sacrrrl][?ioonr;_dsata/{fgg};/;:sntext- registration for non
9pPp 3GPP access
GET Retrieve the AMF
registration information
for non 3GPP access
SmfRegistrations /subscription-data/{ueld}/context- GET Retrieve the list of the
data/smf-registrations SMF registrations
PUT Store an individual SMF
registration identified by
- PDU Session Id
- . . /subscription-data/{ueld}/context-data e
IndividualSmfRegistration /smf-regri)strations/{{pduS}essionId} DELETE Del_ete an individual SMF
registration
GET Retrieve individual SMF
registration
GET retrieve the operator
specific subscription data
o /subscription-data/{ueld}/operator- of a UE
OperatorSpecificData specific-data PATCH |modify the operator
specific subscription data
of a UE
OperatorDeterminedBarringData /subscription-data/{ueld}/operator- GET Retrieve the UE's
determined-barring-data Operator Determined
Barring
SMSManagementSubscriptionData /subscription- GET Retrieve the UE's
data/{ueld}/{servingPImnld}/provisioned- subscribed SMS
data/sms-mng-data management
subscription data.
PUT Create or Update the
SMSEF registration
_ DELETE |Delete the SMSF
Smsf3GppAccessRegistration ;:;bssf_cggprt)lg:i-gfézls{ueld}/context-data registration for 3GPP
access
GET Retrieve the SMSF
registration information
PUT Create or Update the
SMSF registration for
. . /subscription-data/{ueld}/context-data non 3GPP access
SmsfNon3GppAccessRegistration /smsf-non-3gpp-access DELETE |Delete the SMSF
registration for non
3GPP access
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GET Retrieve the SMSF
registration information
for non 3GPP access
PUT Create or Update the IP-
SM-GW registration
| o /subscription-data/{ueld}/context- DELETE |Delete the IP-SM-GW
pSmGwRegistration data/ip-sm-gw reglgtratlon
PATCH |Modify the IP-SM-GW
registration
GET Retrieve the IP-SM-GW
registration information
PUT Create or Update the
SMS Message Waiting
Data
MessageWaitingData /subscription-data/{ueld}/context- DELETE |Delete the SMS
data/mwd Message Waiting Data
PATCH |Modify the SMS
Message Waiting Data
GET Retrieve the SMS
Message Waiting Data
SdmSubscriptions /subscription-data/{ueld}/context- GET Retrieve SDM
data/sdm-subscriptions subscriptions
POST Create an individual
SDM subscription
IndividualSdmSubscription /subscription-data/{ueld}/context- PUT Update an individual
data/sdm-subscriptions/{subsld} SDM subscription
DELETE |Delete an individual
SDM subscription
PATCH |Update an individual
SDM Subscription
GET Retrieve an individual
SDM subscription
HssSdmSubscriptioninfo /subscription-data/{ueld}/context- PUT Store information related
data/sdm-subscriptions/{subsld}/hss- to the Hss-SDM-
sdm-subscriptions Subscriptions
DELETE |Delete the Hss-SDM-
subscriptions
GET Retrieve Hss-SDM-
subscriptions
PATCH |Update Hss-SDM-
subscriptions
EeSubscriptions /subscription-data/{ueld}/context- GET Retrieve EE
data/ee-subscriptions subscriptions
POST Create an EE
subscription
IndividualEeSubscription /subscription-data/{ueld}/context- PUT Update an individual EE
data/ee-subscriptions/{subsld} subscription
DELETE |Delete an individual EE
subscription
PATCH |Update an individual EE
subscription
GET Retrieve an individual EE
subscription
AmfSubscriptioninfo /subscription-data/{ueld}/context- PUT Store information related
data/ee-subscriptions/{subsld}/amf- to the Amf-EE-
subscriptions Subscriptions
DELETE |Delete the Amf-EE-
subscriptions
GET Retrieve AMF-
subscriptions
PATCH |Update AMF-
subscriptions
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SmfSubscriptioninfo

/subscription-data/{ueld}/context-
data/ee-subscriptions/{subsld}/smf-
subscriptions

PUT

Store information related
to the Smf-EE-
Subscriptions

DELETE

Delete the Smf-EE-
subscriptions

GET

Retrieve SMF-
subscriptions

PATCH

Update SMF-
subscriptions

HssSubscriptioninfo

/subscription-data/{ueld}/context-
data/ee-subscriptions/{subsld}/hss-
subscriptions

PUT

Store information related
to the Hss-EE-
Subscriptions

DELETE

Delete the Hss-EE-
subscriptions

GET

Retrieve Hss-EE-
subscriptions

PATCH

Update Hss-EE-
subscriptions

EeProfileData

/subscription-data/{ueld}/ee-profile-data

GET

Retrieve the UE's
subscribed EE profile
data.

ProvisionedParamenterData

/subscription-data/{ueld}/pp-data

PATCH

Update of provisioned
parameters.

GET

Retrieves the UE's
provisioned parameters.

PpProfileData

/subscription-data/{ueld}/pp-profile-data

GET

Retrieve the UE's
subscribed PP profile
data.

SMSSubscriptionData

/subscription-
data/{ueld}/{servingPImnld}/provisioned-
data/sms-data

GET

Retrieve the UE's
subscribed SMS
subscription data.

SubscriptionDataSubscriptions

/subscription-data/subs-to-notify

GET

Retrieve existing
subscriptions

POST

Create a subscription,
i.e. subscribe a node to
receive notification for
change of data

DELETE

Deletes multiple
subscriptions for a given
UE.

IndividualSubscriptionDataSubscription

/subscription-data/subs-to-
notify/{subsld}

DELETE

Delete the subscription
identified by {subsld}, i.e.
unsubscribe a node to
receive notification for
change of data

PATCH

Update an individual
Subscription to
notification

GET

Retrieve an individual
Subscription to
notification

EeGroupSubscriptions

/subscription-data/group-
data/{ueGroupld}/ee-subscriptions

GET

Retrieve EE
subscriptions for groups
of UEs

POST

Create an EE
subscription for groups
of UEs

IndividualEeGroupSubscription

/subscription-data/group-
data/{ueGroupld}/ee-
subscriptions/{subsld}

PUT

Update an individual EE
subscription for a group
of UEs

DELETE

Delete an individual EE
subscription for a group
of UEs

PATCH

Update an individual EE
subscription for a group
of UEs
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GET Retrieve an individual EE
subscription for a group
of UEs

EeGroupProfileData /subscription-data/group- GET Retrieve the subscribed
data/{ueGroupld}/ee-profile-data EE profile data for a
group of UEs.
TraceData /subscription- GET Retrieve the UE's trace
data/{ueld}/{servingPImnld}/provisioned- configuration data
data/trace-data
IdentityData /subscription-data/{ueld}/identity-data GET Retrieve identity data
that corresponds to the
provided ueld
SharedData /subscription-data/shared-data GET Retrieve shared data
(Collection)
IndividualSharedData /subscription-data/shared- GET Retrieve the individual
(Document) data/{sharedDatald} Shared Data
Groupldentifiers /subscription-data/group-data/group- GET Retrieve group identifiers
identifiers and the UE identifiers
belong to the group
identifiers.
5GVnGroups /subscription-data/group-data/5g-vn- GET Retrieve 5G VN Groups
groups
Individual5GVnGroup /subscription-data/group-data/5g-vn- PUT Create a 5G VN Group
groups/{externalGroupld} PATCH |Update a 5G VN Group
DELETE |Delete a 5G VN Group
GET Retrieve a 5G VN Group
5GVnGroupsinternal /subscription-data/group-data/5g-vn- GET Retrieve 5G VN Group
groups/internal Data based on Internal
Group ldentifier(s)
Pp5gVnGroupProfileData /subscription-data/group-data/5g-vn- GET Retrieve the UE's
groups/pp-profile-data subscribed PP profile
data for accessing 5G
VN Groups service
operations.
LcsPrivacySubscriptionData /subscription-data/{ueld}/Ics-privacy- GET Retrieve the UE's
data subscribed LCS privacy
Subscription Data
LcsMobileOriginatedSubscriptionData /subscription-data/{ueld}/lcs-mo-data GET Retrieve the UE's
subscribed LCS Mobile
Originated Subscription
Data
NiddAuthorizationData /subscription-data/{ueld}/nidd- GET Retrieve the UE's NIDD
authorization-data Authorization Data
CoverageRestrictionData /subscription-data/{ueld}/coverage- GET Retrieve the UE's
restriction-data subscribed enhanced
Coverage Restriction
Data
Location /subscription-data/{ueld}/context- GET Retrieve the UE's
data/location Location Information
V2xSubscriptionData /subscription-data/{ueld}/v2x-data GET Retrieve the UE's
subscribed V2X Data
LcsBroadcastAssistanceSubscriptionData |/subscription- GET Retrieve the UE's
data/{ueld}/{servingPImnld}/provisioned- subscribed LCS
data/lcs-bca-data Broadcast Assistance
subscription data

5.2.2

5.2.2.1 Description

Resource: AuthenticationSubscription

Thisresource is modelled with the Document resource archetype (see clause C.1 of 3GPP TS 29.501 [7]).
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NOTE 1: Thisresource contains security-sensitive attributes, such as the long-term key of the UE (see
"encPermanentKey" attribute of the AuthenticationSubscription datatype in clause 5.4.2.2). Read/write
access can be authorized by means of OAuth2.

NOTE 2: Although these security-sensitive attributes are stored in an encrypted form in the UDR, operators can
consider its storage separately from other types of subscription data. How to achieve thisin a secure way
isimplementation-specific; a description of atypical mechanism can be found in the informative
Annex X in 3GPP TS 29.500 [8].

5.2.2.2 Resource Definition

Resource URI: { apiRoot} /nudr-dr/<apiV ersion>/subscription-data/{ uel d} /authenti cation-data/authentication-
subscription

This resource shall support the resource URI variables defined in table 5.2.2.2-1.

Table 5.2.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See 3GPP TS 29.504 [2] clause 6.1.1
ueld R