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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall indicates a mandatory requirement to do something
shall not indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in
Technical Reports.

The constructions "must” and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided
insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced,
non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a
referenced document.

should indicates a recommendation to do something
should not indicates a recommendation not to do something
may indicates permission to do something

need not indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions
"might not" or "shall not" are used instead, depending upon the meaning intended.

can indicates that something is possible
cannot indicates that something isimpossible
The constructions "can" and "cannot” are not substitutes for "may" and "need not".

will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document

ETSI
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

The constructions"is" and "is not" do not indicate requirements.

ETSI
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1 Scope

The present document specifies the stage 3 protocol and data model for the Nnssaaf Service Based Interface. It provides
stage 3 protocol definitions and message flows, and specifies the API for each service offered by the NSSAAF.

The 5G System stage 2 architecture and procedures are specified in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3].

The Technical Realization of the Service Based Architecture and the Principles and Guidelines for Services Definition
are specified in 3GPP TS 29.500 [4] and 3GPP TS 29.501 [5].

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4] 3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".

[5] 3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[6] OpenAPI: "OpenAPI 3.0.0 Specification”, https:/github.com/OAI/OpenAPI -
Specification/blob/master/versions/3.0.0.md.

[7] 3GPP TR 21.900: "Technical Specification Group working methods'.

[8] 3GPP TS 33.501: " Security architecture and procedures for 5G system".

[9] IETF RFC 6749: "The OAuth 2.0 Authorization Framework".

[10] 3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".

[11] IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".

[12] IETF RFC 8259: "The JavaScript Object Notation (JSON) Data | nterchange Format".

[13] IETF RFC 7807: "Problem Detailsfor HTTP APIs'.

[14] IETF RFC 4648: "The Basel6, Base32 and Base64 Data Encodings'.

[15] 3GPP TS 29.503: "5G System; Unified Data Management Services, Stage 3".
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP
TR 21.905[1].

Definition format (Normal)
<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2 Symbols

For the purposes of the present document, the following symbols apply:
Symbol format (EW)

<symbol> <Explanation>

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

NSSAA Network Slice-Specific Authentication and Authorization
NSSAAF NSSAA Function

4 Overview

4.1 Introduction

Within the 5GC, the NSSAAF offers services to the AMF via the Nnssaaf service based interface.

The AMF shall make use of the NSSAAF service when it heeds to invoke network slice-specific authentication and
authorization for a specific UE and a specific S-NSSAI (see 3GPP TS 23.502 [3] clause 4.2.9, and
3GPP TS 33.501 [14] clause X.X.X).

The NSSAAF service shall aso be used by the AMF to receive slice re-authentication notification or slice authorization
revocation notification sent from the AAA-S (see 3GPP TS 23.502 [3] clause 4.2.9, and 3GPP TS 33.501 [14] clause
X.X.X).

Figure 4.1-1 provides the reference model with focus on the NSSAAF.

ETSI



3GPP TS 29.526 version 16.0.0 Release 16 9 ETSI TS 129 526 V16.0.0 (2020-07)

AMF Nnssaaf- NSSAAF

Figure 4.1-1: Reference model — NSSAAF

5 Services offered by the NSSAAF

5.1 Introduction
The NSSAAF offers the following services via the Nnssaaf interface:
- Nnssaaf NSSAA Service

Table 5.1-1 summarizes the corresponding APIs defined for this specification.

Table 5.1-1: API Descriptions

Service Name Clause Description OpenAPI Specification apiName Annex
File
Nnssaaf NSSAA 5.2 slice-Specific Nnssaaf NSSAA.yaml nnssaaf- A.2
authentication and nssaa
authorization service

5.2 Nnssaaf NSSAA Service

5.2.1 Service Description

The Nnssaaf NSSAA service provides dlice-specific authentication and authorization for agiven UE. The NSSAAF is
acting as NF Service Producer, while the AMF isthe NF Service Consumer.

Following functionalities are provided by the Nnssaaf service:
- Perform slice-specific authentication and authorization for a given UE;
- Trigger dice-specific re-authentication to a given UE;
- Revoke the slice-specific authentication and authorization for a given UE.

The Nnssaaf_NSSAA service supports the following service operations.
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Table 5.2.1-1: Service operations supported by the Nnssaaf_NSSAA service

Service Operations Description Operation Example
Semantics Consumer(s)
Authenticate Perform slice-specific authentication and Request/Response | AMF
authorization for a given UE.
Re-Authentication Request slice-specific re-authentication and re- | Callback AMF
Notification authorization for a given UE.
Revocation Request revocation of slice-specific Callback AMF
Notification authentication and authorization result for a
given UE.

5.2.2 Service Operations

5221 Introduction

See Table 5.2.1-1 for an overview of the service operations supported by the Nnssaaf NSSAA service.
5.2.2.2 Authenticate

5.2221 General

The Authenticate service operation permits the NF Service Consumer (i.e. the AMF) to initiate slice-specific
authentication and authorization. The NSSAAF may relay the EAP message to an AAA-S and collect the result of dlice-
specific authentication and authorization from the AAA-S, as specified in clause 4.2.9.2 of 3GPP TS 23.502 [3], and
clause x.x.x of 3GPP TS 33.501 [8].

The NF Service Consumer (i.e. the AMF) shall send a POST request to the resource representing slice authentication
collection (i.e. .../v1l/dlice-authentications) to request the NSSAAF to create the corresponding resource context and
perform dlice-specific authentication and authorization.
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NF Service NSSAAF
Consumer
1. POST .../slice-authentications (SliceAuthlnfo) >
| 2Forward EAP IDto |
I AMAS :

-~ —— — — — — - 3a. 201 Created (SliceAuthContext)— — — — — — — —
-~ — — — — — — — - 3b. 4xx/5xx (ProblemDetails)}— — — — — — — — —
4. PUT .../slice-authentications/{authCtxId}/ |

confirmation(SliceAuthConfirmationData) o

| 5.Forward EAP message |

' to AAA-S [

S ]
- — — — — — 6a. 200 OK (SliceAuthConfirmationResponse) — — — — — —
——— — — — — — -6b. 4xx/5xx (ProblemDetails)}— — — — — — — — —
_____________ 7. PUT .../slice-authentications/{authCtxidyy >

confirmation(SliceAuthConfirmationData) |

| 8.Forward EAP message |

' to AAA-S [

S ]
-—— — — — — 9a. 200 OK (SliceAuthConfirmationResponse) — — — — — —
- — — — — — — — 9b. 4xx/5xx (ProblemDetails)}— — — — — — — — —

Figure 5.2.2.2.1-1: Slice-Specific Authentication and Authorization

1. The NF Service Consumer (AMF) shall send a POST request to the NSSAAF, targeting the resource of dice
authentication collection (i.e. .../vl/slice-authentications), to perform slice-specific authentication and
authorization.

The payload of the body shall contain the dlice authentication information, which includes:
- UEID (i.e. GPSI)
- SNSSAI

EAP ID Response message (which is received from the UE)
- optionally, the AAA-S address

Editor's Note: It is FFS whether the AAA-S address is provided by the AMF in this step and subsequent steps.
- optionaly, the callback URI of the AMF to receive re-authentication notification from the NSSAAF;
- optionaly, the callback URI of the AMF to receive revocation notification from the NSSAAF.

Based on local policy, the AMF may determine to provide callback URI(S) for receiving re-authentication
notification or revocation notification. For example, the callback URIs are provided for an UE identified with
low mobility characteristic.

2. The NSSAAF creates slice authentication context for the UE, and starts the slice-specific authentication and
authorization procedure. If the AAA-Sisinvolved in slice-specific authentication and authorization procedure,
the NSSAAF shall forward the EAP ID Response message to the AAA-S. Depending on the result, either step 3a
or step 3b is performed.

3a. On success, "201 Created" shall be returned. The "L ocation" header shall contain the URI of the created resource
(e.g. ...vldlice-authentications/{ authCtxld} ). The payload body shall contain the dlice authentication context,
which includes the EAP message generated by the NSSAAF or from the AAA-S. The NF Service Consumer (i.e.
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the AMF) shall forward the received EAP message to the UE in NAS message, as specified in clause 4.2.9.2 of
3GPPTS 23502 [3].

3b. On failure, one of the HT TP status code listed in Table 6.1.7.3-1 shall be returned with the message body
containing a ProblemDetail s structure with the "cause" attribute set to one of the application error listed in
Table 6.1.7.3-1. If the dice is not authorized, the NSSAAF shall usethe"SLICE_AUTH_REJECTED"
application error code.

4. Once receiving EAP message from the UE, the NF Service Consumer (i.e. the AMF) shall send a PUT request to
the NSSAAF, targeting the resource of the dlice authentication context (i.e. .../vl/dlice-
authentications/{ authCtxId}).

The payload body shall carry the slice authentication confirmation data which includes:
- UEID (i.e. GPS)

- SNSSAI

-  AAA-Saddress

- EAP Message (which isreceived from the UE)

5. The NSSAAF checks and confirms the slice-specific authentication and authorization. If the AAA-Sisinvolved,
the NSSAAF shall forward the EAP Message to the AAA-S to confirm the slice-specific authentication and
authorization. Depending on the result, either step 6a or step 6b is performed.

6a. On success, "200 OK" shall be returned. The payload body shall contain the slice authentication confirmation
response, which includes the EAP message (e.g. EAP success/failure message) generated by the NSSAAF or
from the AAA-S. The NF Service Consumer (i.e. the AMF) shall forward the EAP message to the UE in NAS

message.

If the UE is authenticated, the NSSAAF shall set the "authResult” attribute to "EAP_SUCCESS". If failed to
authenticate the UE, the "authResult" attribute shall be set to "EAP_FAILURE".

If subsequent EAP message exchange is needed between the UE and the NSSAAF(AAA-S), the NSSAAF shall
not include SliceAuthResult in the response message.

6b. On failure, one of the HTTP status codes listed in Table 6.1.7.3-1 shall be returned with the message body
containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in
Table6.1.7.3-1.

7-9.  If subsequent EAP message exchange is needed between the UE and the NSSAAF to finish the EAP based
authentication, step 7-9 are performed.

In above steps, if the AAA-Sisinvolved in the slice-specific authentication and authorization procedure while there
is no expected response from the AAA-S in the case of time out, the NSSAAF shall return HTTP status code "504
Gateway Timeout", with the message body containing a ProblemDetails structure with the "cause" attribute set to
"TIMED_OUT_REQUEST".

After the completion of dlice-specific authentication and authorization procedure, it is up to implementation whether
the NSSAAF stores the slice authentication context and related resources for a configured period, or deletes the
context and resource immediately, e.g. depending on the potential need for AAA-Sinitiated slice-specific re-
authentication/revocation notification.

5.2.23 Re-Authentication Notification

5.2.23.1 General

The Re-Authentication Notification service operation shall be used by the NSSAAF to notify the AMF to re-initiate
slice-specific authentication and authorization for a given UE.

The NSSAAF shall notify the NF Service Consumer (i.e. the AMF) by using the HTTP POST method as shown in
Figure5.2.2.3.1-1.
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NF Service

NSSAAF
Conslumer

:4—1. POST {reauthNotifUri} (SliceAuthReauthNotification)——

Figure 5.2.2.3.1-1: Re-authentication Notification

1. The NSSAAF shall send a POST request to the callback URI used to receiving re-authentication notification,
which is either provided by the NF Service Consumer (i.e. the AMF), or retrieved from the AMF profile stored
in the NRF.

The HTTP payload body of the POST request shall contain the SliceAuthReauthNotification data structure,
within which:

- the notificationType set to the SliceAuthNotificationType of "SLICE_RE_AUTH";
- the gpsi set to the GPSI of the given UE required to be re-authenticated;
- the snssai set to the SINSSAI required to be re-authenticated;
2a. On success, "204 No Content” shall be returned and the payload body of the POST response shall be empty.

After responding the request, the NF Service Consumer (i.e. the AMF) shall send NAS message to the UE to
trigger re-authentication and re-authorization for the given slice.

2b. On failure, one of the HTTP status code listed in Table 6.1.7.3-1 shall be returned. For a 4xx/5xx response, the
message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application
error listed in Table 6.1.7.3-1.

5224 Revocation Notification

5.224.1 General

The Revocation Notification service operation shall be used by the NSSAAF to notify the AMF to revoke slice-specific
authentication and authorization result, and may trigger the AMF to release the corresponding PDU sessions associated
to the indicated slice.

The NSSAAF shall notify the NF Service Consumer (i.e. the AMF) by using the HTTP POST method as shown in
Figure5.2.2.4.1-1.

NF Service

NSSAAF
Conslumer

N—' 1. POST {revocNotifUri} (SliceAuthRevocNotification)————
|
b— — — — — — — —2a.204 No Content— — — — — — —

Figure 5.2.2.4.1-1: Revocation Notification

1. The NSSAAF shall send a POST request to the revocation notification callback URI, which is either provided by
the NF Service Consumer (i.e. the AMF), or retrieved from the AMF profile stored in the NRF.
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The HTTP payload body of the POST request shall contain the SliceAuthRevocNotification data structure,
within which:

- the notificationType set to the SliceAuthNatificationType of "SLICE_REVOCATION";
- the gpsi set to the GPSI of the given UE for whom the slice-specific authorization revocation is required;
- the snssai set to the S-NSSAI for which the slice-specific authorization revocation is required;
2a. On success, "204 No Content” shall be returned and the payload body of the POST response shall be empty.

On receiving the request, the NF Service Consumer (i.e. the AMF) shall revoke the slice-specific authentication
and authorization result for the given UE. If there is PDU session associated to the given slice, the AMF shall
trigger the PDU session release to the SMF, with appropriate cause value.

2b. On failure, one of the HTTP status code listed in Table 6.1.7.3-1 shall be returned. For a 4xx/5xx response, the
message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application
error listed in Table 6.1.7.3-1.

6 API Definitions

6.1 Nnssaaf NSSAA Service API

6.1.1 Introduction

The Nnssaaf NSSAA service shall use the Nnssaaf_ NSSAA API.
The API URI of the <Service 1> API shall be:
{apiRoot}/<apiName>/<apiVersion>/

The request URIs used in HTTP request from the NF service consumer towards the NF service producer shall have the
Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:

{apiRoot}/<apiName>/<apiV er sion>/<apiSpecificResour ceUriPart>
with the following components:

- The{apiRoot} shall be set as described in 3GPP TS 29.501 [5].

- The<apiName> shall be "nnssaaf-nssaa”.

- The<apiVersion> shall be"v1".

- The <api SpecificResourceUri Part> shall be set as described in clause 5.3.

6.1.2 Usage of HTTP

6.1.2.1 General
HTTP/2, IETF RFC 7540 [11], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].

The OpenAPI [6] specification of HTTP messages and content bodies for the Nnssaaf_ NSSAA API is contained in
Annex A.
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6.1.2.2 HTTP standard headers

6.1.2.2.1 General

See clause 5.2.2 of 3GPP TS 29.500 [4] for the usage of HT TP standard headers.

6.1.2.2.2 Content type

JSON, IETF RFC 8259 [12], shall be used as content type of the HTTP bodies specified in the present specification as
specified in clause 5.4 of 3GPP TS 29.500 [4]. The use of the JSON format shall be signalled by the content type
"application/json".

"Problem Details' JSON object shall be used to indicate additional details of the error in aHTTP response body and
shall be signalled by the content type " application/problenm+json”, as defined in IETF RFC 7807 [13].

6.1.2.3 HTTP custom headers
The mandatory HT TP custom header fields specified in clause 5.2.3.2 of 3GPP TS 29.500 [4] shall be applicable.

6.1.3 Resources

6.1.3.1 Overview

The structure of the Resource URIs of the Nnssaaf NSSAA serviceis shownin Figure 6.1.3.1-1

/KapiRoot}/nnssaaf-nssaa/<apiVersion>

/slice-authentications]

/{authCtxld} J

Figure 6.1.3.1-1: Resource URI structure of the NSSAA API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 6.1.3.1-1: Resources and methods overview

HTTP
method
Resource name Resource URI or Description
custom
operation
slice- Iv1/slice-authentications POST Initiate the slice-specific
authentications authentication and
(Collection) authorization process by
providing inputs related to
the UE and a specific slice.
slice-authentication |/v1/slice-authentications/{authCtxId} PUT Put the UE response from
(Document) the EAP process.
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6.1.3.2 Resource: slice-authentications (Collection)

6.1.3.2.1 Description

This resource represents a collection of the slice-authentication resources generated by the NSSAAF.

6.1.3.2.2 Resource Definition
Resource URI: {apiRoot}/nnssaaf-nssaa /<apiVer sion>/dice-authentications

This resource shall support the resource URI variables defined in table 6.1.3.2.2-1.

Table 6.1.3.2.2-1: Resource URI variables for this resource

Name Data type Definition
apiRoot string See clause 6.1.1
apiVersion string See clause 6.1.1
6.1.3.2.3 Resource Standard Methods
6.1.3.2.3.1 POST

This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.

Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description Applicability

n/a

This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and
response codes specified in table 6.1.3.2.3.1-3.

Table 6.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description

SliceAuthinfo M (1 Contains the GPSI, S-NSSAI, and EAP ID Response from the UE, etc.
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Table 6.1.3.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
SliceAuthContext | M (1 201 This case indicates the corresponding resource has been
Created created by the NSSAAF for the requested slice-specific
authentication and authorization, and further EAP process is
required.

The HTTP response shall include a "Location" header that
contains the resource URI of the created resource.

ProblemDetails O |0.1 400 Bad This case represents the failure to start slice-specific
Request authentication and authorization because of input parameter
error.
ProblemDetails O |0..1 403 This case represents when the UE or the slice is not allowed to

Forbidden [be authenticated.
The "cause" attribute may be used to indicate one of the
following application errors:
- SLICE_AUTH _REJECTED
ProblemDetails O |0..1 404 Not This case represents the user or user context is not found.
Found The "cause" attribute may be used to indicate one of the
following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT _FOUND
ProblemDetails O |0.1 504 This case represents network error or remote peer (i.e. AAA-S)
Gateway error, e.g. not reachable, no response and time out.
Time out The "cause" attribute may be used to indicate one of the
following application errors:
- NETWORK_FAILURE
- UPSTREAM_SERVER_ERROR
- TIME OUT REQUEST
NOTE: The mandatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of
3GPP TS 29.500 [4] also apply.

Table 6.1.3.2.3.1-4: Headers supported by the POST method on this resource

Name Data type P [Cardinality Description

n/a

Table 6.1.3.2.3.1-5: Headers supported by the 201 response code on this resource

Name Data type P | Cardinality Description
Location URI M |1 URI of created resource for the slice
authentication context.
The URI structure is defined in clause
6.1.3.3.1.

Table 6.1.3.2.3.1-6: Links supported by the 201 Response Code on this endpoint

Name Resource name HTTP method Link
or custom parameter(s) Description
operation
n/a
6.1.3.2.4 Resource Custom Operations

There is no Resource Custom Operations in the current version of this API.
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6.1.3.3 Resource: slice-authentication (Document)

6.1.3.3.1 Description

The sub-resource "dice-authentication™ is generated by the NSSAAF. This subresource should not persist after the
dlice-specific authentication and authorization process finishes.

6.1.3.3.2 Resource Definition
Resource URI: {apiRoot}/nnssaaf-nssaa/<apiV er sion>/slice-authentications/{authCtxI d}

Thisresource shall support the resource URI variables defined in table 6.1.3.3.2-1.

Table 6.1.3.3.2-1: Resource URI variables for this resource

Name Data type Definition
apiRoot string See clause 6.1.1
apiVersion string See clause 6.1.1
authCtxld string The slice authentication context ID, which is of data type SliceAuthCtxId
defined in clause 6.1.6.3.2.

6.1.3.3.3 Resource Standard Methods

6.1.3.3.3.1 PUT
This method shall support the URI query parameters specified in table 6.1.3.3.3.1-1.

Table 6.1.3.3.3.1-1: URI query parameters supported by the PUT method on this resource

Name Data type P | Cardinality Description Applicability

n/a

This method shall support the request data structures specified in table 6.1.3.3.3.1-2 and the response data structures and
response codes specified in table 6.1.3.3.3.1-3.

Table 6.1.3.3.3.1-2: Data structures supported by the PUT Request Body on this resource

Data type P | Cardinality Description
SliceAuthConfirma | M |1 Contains the EAP message generated by the UE and provided to the AMF.
tionData
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Table 6.1.3.3.3.1-3: Data structures supported by the PUT Response Body on this resource

Data type P | Cardinality | Response Description
codes

SliceAuthConfirm | M |1 200 OK This case indicates that the NSSAAF has performed the slice-

ationResponse specific authentication. The response body shall contain the
result of the slice-specific authentication and authorization.

ProblemDetails O |0..1 400 Bad This case represents a slice-specific authentication failure

Request because of input parameter error. This indicates that the

NSSAAF was not able to process the slice-specific
authentication.

ProblemDetails O |0.1 403 This case represents when the UE or the slice is not allowed to

Forbidden [be authenticated.

The "cause" attribute may be used to indicate one of the

following application errors:

- SLICE_AUTH_REJECTED

ProblemDetails O |0.1 404 Not This case represents the UE or UE related context is not found.

Found The "cause" attribute may be used to indicate one of the

following application errors:

- CONTEXT_NOT_FOUND

- USER_NOT_FOUND

ProblemDetails O |0..1 504 This case represents network error or remote peer (i.e. AAA-S)

Gateway error, e.g. not reachable, no response when time out.

Time out The "cause" attribute may be used to indicate one of the

following application errors:

- NETWORK_FAILURE

- UPSTREAM_SERVER_ERROR

- TIMED_OUT_REQUEST

NOTE:  The mandatory HTTP error status code for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4]
also apply.

Table 6.1.3.3.3.1-4: Headers supported by the PUT method on this resource

Name Data type P |Cardinality Description

n/a

Table 6.1.3.3.3.1-5: Headers supported by the 200 response code on this resource

Name Data type P | Cardinality Description

n/a

Table 6.1.3.3.3.1-6: Links supported by the 200 Response Code on this endpoint

Name Resource name HTTP method Link
or custom parameter(s) Description
operation
n/a
6.1.3.3.4 Resource Custom Operations

Thereis no Resource Custom Operations in the current version of this API.
6.1.4  Custom Operations without associated resources

6.1.4.1 Overview

Thereis no Custom Operation in the current version of this API.
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6.1.5 Notifications

6.1.5.1 General
Notifications shall comply to clause 6.2 of 3GPP TS 29.500 [4] and clause 4.6.2.3 of 3GPP TS 29.501 [5].

Table 6.1.5.1-1: Notifications overview

HTTP
. method or Description
Notification Resource URI custom (service operation)
operation
) I {reauthNotifUri} POST Re-authentication
Re ngigtt'igi“on (NF Service Consumer provided callback Notification
reference)
Revocation {revocNotifUri} POST Revocation
Notification (NF Service Consumer provided callback Notification
reference)
6.1.5.2 Re-authentication Notification
6.1.5.2.1 Description

The Re-authentication Notification is used by the NSSAAF to trigger the NF Service Consumer (i.e. the AMF) to re-
initiate slice-specific authentication and authorization for a given UE.

6.1.5.2.2 Target URI
The Notification URI " {reauthNotifUri}" shall be used with the resource URI variables defined in table 6.1.5.2.2-1.

Table 6.1.5.2.2-1: Resource URI variables for this resource

Name Definition
reauthNotifUri String formatted as URI which carries the re-authentication notification URI.
6.1.5.2.3 Standard Methods
6.1.5.2.3.1 POST

This method shall support the request data structures specified in table 6.1.5.2.3.1-1 and the response data structures and
response codes specified in table 6.1.5.2.3.1-1.

Table 6.1.5.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description

SliceAuthReauthNotification M 1 SliceAuthReauthNotification which carries the re-
authentication notification for a given UE.

Table 6.1.5.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality Response Description
codes

n/a

NOTE: The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of
3GPP TS 29.500 [4] also apply.
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6.1.5.3 Revocation Notification

6.1.5.3.1 Description

The Revocation Notification is used by the NSSAAF to trigger the NF Service Consumer (i.e. the AMF) to revoke the
dlice-specific authentication and authorization result for a given UE.

6.1.5.3.2 Target URI
The Notification URI " {revocNotifUri}" shall be used with the resource URI variables defined in table 6.1.5.3.2-1.

Table 6.1.5.3.2-1: Resource URI variables for this resource

Name Definition
revocNotifUri String formatted as URI which carries the revocation notification URI.
6.1.5.3.3 Standard Methods
6.1.5.3.3.1 POST

This method shall support the request data structures specified in table 6.1.5.3.3.1-1 and the response data structures and
response codes specified in table 6.1.5.3.3.1-2.

Table 6.1.5.3.3.1-1: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description

SliceAuthRevocNotification M 1 SliceAuthNoatification which carries the revocation notification
for a given UE.

Table 6.1.5.3.3.1-2: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality Response Description
codes

n/a

NOTE: The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of
3GPP TS 29.500 [4] also apply.

6.1.6 Data Model

6.1.6.1 General

This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Nnssaaf service based interface protocol.
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Table 6.1.6.1-1: Nnssaaf specific Data Types

Data type Clause Description Applicability
defined
SliceAuthinfo 6.1.6.2.2 Contains the GPSI, S-NSSAI, EAP ID
Response, etc.
SliceAuthContext 6.1.6.2.3 Contains the information of the

resource created for slice-specific
authentication and authorization.

SliceAuthConfirmationData 6.1.6.2.4 Contains the EAP message from the
UE for EAP process.
SliceAuthConfirmationResponse |6.1.6.2.5 Contains the slice-specific

authentication and authorization result
from the NSSAAF to the UE.
SliceAuthReauthNotification 6.1.6.2.6 Contains the re-authentication
notification for slice-specific
authentication and authorization.

SliceAuthRevocNotification 6.1.6.2.7 Contains the revocation notification for
slice-specific authentication and
authorization.

SliceAuthCxtld 6.1.6.3.2 Contains the resource ID of slice
authentication context.

EapMessage 6.1.6.3.2 Contains the string formatted EAP
message.

SliceNotificationType 6.1.6.3.3 Notification type of slice-specification

authentication and authorization.

Table 6.1.6.1-2 specifies data types re-used by the Nnssaaf service based interface protocol from other specifications,
including a reference to their respective specifications and when needed, a short description of their use within the
Nnssaaf service based interface.

Table 6.1.6.1-2: Nnssaaf re-used Data Types

Data type Reference Comments Applicability
ProblemDetails 3GPP TS 29.571 [10] |Common Data Type used in response
bodies
Gpsi 3GPP TS 29.571 [10] |GPSI
Snssai 3GPP TS 29.571 [10] |S-NSSAI
AuthStatus 3GPP TS 29.571 [10] |Slice Authentication Status
6.1.6.2 Structured data types

The following clause defines the structures to be used in resource representations.

6.1.6.2.1 Introduction

This clause defines the structures to be used in resource representations.
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Table 6.1.6.2.2-1: Definition of type SliceAuthinfo

Attribute name Data type P |Cardinality Description Applicability
gpsi Gpsi M |1 Contains the GPSI of the UE.
snssai Snssai M |1 Contains the S-NSSAI for authentication.
eapldRsp EapMessage M |1 Contains the EAP ID Responses message
from the UE.
amfinstanceld Nflnstanceld O [0..1 This IE may be present, if the AMF
determines to provide the re-
authentication/revocation notification URI
to the NSSAAF.
When present, it shall contain the NF
Instance Id of the AMF.
reauthNotifUri Uri O [0.1 This IE may be present, e.g. if the AMF
determines the UE with low mobility
characteristic.
When present, it shall contain the re-
authentication notification URI.
revocNotifUri Uri O [0.1 This IE may be present, e.g. if the AMF
determines the UE with low mobility
characteristic.
When present, it shall contain the
revocation notification URI.
6.1.6.2.3 Type: SliceAuthContext
Table 6.1.6.2.3-1: Definition of type SliceAuthContext
Attribute name Data type P |Cardinality Description Applicability
gpsi Gpsi M |1 Contains the GPSI of the UE.
snssai Snssai M |1 Contains the S-NSSAI for authentication.
authCtxld SliceAuthCtxId M (1 Indicates the resource ID uniquely
identifying the slice authentication context,
generated by the NSSAAF.
eapMessage EapMessage M |1 Contains the EAP message to be sent to
the UE.
6.1.6.2.4 Type: SliceAuthConfirmationData
Table 6.1.6.2.4-1: Definition of type SliceAuthConfirmationData
Attribute name Data type P |Cardinality Description Applicability
gpsi Gpsi M |1 Contains the GPSI of the UE.
snssai Snssai M |1 Contains the S-NSSAI for authentication.
eapMessage EapMessage M |1 Contains the EAP message received from
the UE.
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Table 6.1.6.2.5-1: Definition of type SliceAuthConfirmationResponse

Attribute name Data type P |Cardinality Description Applicability
gpsi Gpsi M |1 Contains the GPSI of the UE.
snssai Snssai M |1 Contains the S-NSSAI for authentication.
eapMessage EapMessage M |1 Contains the EAP success/failure message
needs to be sent to the UE.
authResult AuthStatus O (0.1 When present, it shall indicate the result of
slice-specific authentication and
authorization.
6.1.6.2.6 Type: SliceAuthReauthNotification
Table 6.1.6.2.6-1: Definition of type SliceAuthReauthNotification
Attribute name Data type P |Cardinality Description Applicability
notificationType SliceAuthNotific | M |1 Indicate the type of slice authentication
ationType notification.
gpsi Gpsi M |1 Contains the GPSI of the UE.
snssai Snssai M 1 Contains the S-NSSAI for authentication.
6.1.6.2.7 Type: SliceAuthRevocNotification
Table 6.1.6.2.7-1: Definition of type SliceAuthRevocNotification
Attribute name Data type P |Cardinality Description Applicability
notificationType SliceAuthNotific | M |1 Indicate the type of slice authentication
ationType notification.
gpsi Gpsi M |1 Contains the GPSI of the UE.
snssai Snssai M |1 Contains the S-NSSAI for authentication.
6.1.6.3 Simple data types and enumerations

6.1.6.3.1

Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the

previous clauses.

6.1.6.3.2

Simple data types

The simple data types defined in table 6.1.6.3.2-1 shall be supported.

Table 6.1.6.3.2-1: Simple data types

Type Name

Type Definition

Description

Applicability

SliceAuthCtxld

string

The resource ID uniquely identifying the slice authentication
context, generated by the NSSAAF.

EapMessage string The EAP packet is encoded using base64 (see
IETF RFC 4648 [14]) and represented as a String.
Format: base64
6.1.6.3.3 Enumeration: SliceAuthNotificationType

The enumeration SliceAuthNotificationType represents the notification type of slice-specific authentication and
authorization. It shall comply with the provisions defined in table 6.1.6.3.3-1.
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Table 6.1.6.3.3-1: Enumeration SliceAuthNotificationType

Enumeration value Description Applicability
SLICE RE AUTH This value is used to indicate the re-authentication is needed
SLICE_REVOCATION This value is used to indicate the previous slice-specific
authentication and authorization shall be revoked.

6.1.6.4 Data types describing alternative data types or combinations of data types

Thereis no aternative data types defined in this specification.

6.1.6.5 Binary data

Thereis no binary data type defined in this specification.

6.1.7 Error Handling

6.1.7.1 General

For the Nnssaaf_ NSSAA API, HTTP error responses shall be supported as specified in clause 4.8 of

3GPP TS 29.501 [5]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [4] shall be
supported for an HTTP method if the corresponding HT TP status codes are specified as mandatory for that HTTP
method in table 5.2.7.1-1 of 3GPP TS 29.500 [4].

In addition, the requirements in the following clauses are applicable for the Nnssaaf NSSAA API.

6.1.7.2 Protocol Errors

No specific procedures for the Nnssaaf NSSAA service are specified.

6.1.7.3 Application Errors
The application errors defined for the Nnssaaf NSSAA service arelisted in Table 6.1.7.3-1.

Table 6.1.7.3-1: Application errors

Application Error HTTP status Description
code
SLICE_AUTH_REJECTED 403 Forbidden The user cannot be authenticated, e.g. authentication request
rejected by the AAA-S.
CONTEXT_NOT_FOUND 404 Not Found The NSSAAF cannot find the resource corresponding to the

URI provided by the NF Service Consumer, i.e. the resource
identified by the authCtxld does not exist in the NSSAAF.

USER_NOT_FOUND 404 Not Found The user does not exist in the HPLMN.

UPSTREAM_SERVER_ERROR (504 Gateway Error happens in reaching the remote peer (i.e. the AAA-S).
Timeout

NETWORK_FAILURE 504 Gateway The request is rejected due to a network problem.
Timeout

TIMED_OUT_REQUEST 504 Gateway No response is received from the remote peer (i.e. the AAA-S)
Timeout when time out.

6.1.8 Feature negotiation

The optional featuresin table 6.1.8-1 are defined for the Nnssaaf_ NSSAA API. They shall be negotiated using the
extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
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Table 6.1.8-1: Supported Features

Feature number Feature Name Description

6.1.9 Security

Asindicated in 3GPP TS 33.501 [8] and 3GPP TS 29.500 [4], the access to the Nnssaaf_ NSSAA APl may be
authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), based on local configuration, using the "Client
Credentials' authorization grant, where the NRF (see 3GPP TS 29.510 [10]) playsthe role of the authorization server.

If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nnssaaf NSSAA API, shall
obtain a"token" from the authorization server, by invoking the Access Token Request service, as described in
3GPPTS29.510[10], clause 5.4.2.2.

NOTE: When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF
that the NF Service Consumer used for discovering the Nnssaaf  NSSAA service.

The Nnssaaf_NSSAA API defines a single scope "nnssaaf-nssaa”’ for the entire service, and it does not define any
additional scopes at resource or operation level.
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Annex A (normative):
OpenAPI specification

A.l General

This Annex specifies the formal definition of the API(s) defined in the present specification. It consists of OpenAPI
3.0.0 specificationsin YAML format.

This Annex takes precedence when being discrepant to other parts of the specification with respect to the encoding of
information elements and methods within the API(s).

NOTE: The semanticsand procedures, as well as conditions, e.g. for the applicability and allowed combinations
of attributes or values, not expressed in the OpenAPI definitions but defined in other parts of the
specification also apply.

Informative copies of the OpenAPI specification files contained in this 3GPP Technical Specification are available on a
Git-based repository hosted in ETSI Forge, that uses the GitLab software version control system (see
3GPP TS 29.501 [5] clause 5.3.1 and 3GPP TR 21.900 [7] clause 5B).

A.2 Nnssaaf NSSAA API

openapi: 3.0.0
i nfo:
title: Nnssaaf _NSSAA
version: 1.0.0
description: |
Network Slice-Specific Authentication and Authorization Service.
© 2019, 3GPP Organizational Partners (AR B, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
Al rights reserved.
ext er nal Docs:
description: 3GPP TS29.526, NSSAA Service, version 16.0.0.
url: http://ww. 3gpp. org/ ftp/ Specs/ archive/ 29_seri es/ 29. 526/

servers:
- url: '{api Root}/nnssaaf-nssaal/v1'
vari abl es:
api Root :

defaul t: https://exanple.com
description: api Root as defined in clause 4.4 of 3GPP TS 29.501
security:
- {}
- oAuth2Cd ientCredenti al s:
- nnssaaf - nssaa
pat hs:
/'slice-authentications:
post:
summary: Create slice authentication context
operationld: CreateSliceAuthenticationContext
tags:
- Slice Authentication Context Creation
request Body:
content:
application/json:
schema:
$ref: ' #/ conponents/schenmas/ Sl i ceAut hl nfo'
required: true
responses:
‘201" :
description: SliceAuthContext
content:
appl i cati on/ 3gppHal +j son:
schema:
$ref: ' #/ conponent s/ schemas/ Sl i ceAut hCont ext '
header s:
Locati on:
description: 'Contains the URI of the newy created resource according to the
structure: {api Root}/nnssaaf-nssaal/vl/slice-authentications/{authC xld}'
required: true
schema:
type: string
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' 400" :
description: Bad Request fromthe AW
content:
appl i cati on/ probl emtj son:
schema:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenmas/ Probl enDet ai | s’
' 403" :
description: Forbidden due to slice authentication rejected
content:
appl i cati on/ pr obl em+j son:
schena:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Probl enDet ai | s’
' 404" :
description: User does not exist
content:
appl i cati on/ pr obl em+j son:
schema:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Probl enDet ai | s’
' 504" :
description: Network error or renote peer error
content:
appl i cati on/ pr obl em+j son:
schena:
$ref: ' TS29571 CommonDat a. yanl #/ conponent s/ schenas/ Probl enDet ai | s'
cal | backs:

reaut henti cati onNotification
"{request. body#/reauthNotifUri}":
post:
request Body:
requi red: true

content:

application/json:

schema:
$ref: '#/ conponents/schenas/ Sl iceAut hReaut hNoti fi cati on'
responses:

1204 :

description: slice re-authentication notification response
' 400" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 400
'404' :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 404"
' 500" :

$ref: ' TS29571_ConmmonDat a. yani #/ conponent s/ r esponses/ 500’
' 503" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 503’
defaul t:

description: Unexpected error
revocationNotification
"{request. body#/revocNotifUri}":
post :
request Body:
required: true

content:

application/json:

schema:
$ref: '#/ conponents/schemas/ Sl i ceAut hRevocNot i fication'
responses:

'204':

description: slice revocation notification response
' 400" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400'
' 404" :

$ref: 'TS29571 CommonDat a. yanl #/ conponent s/ r esponses/ 404’
' 500" :

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 500
' 503" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 503’
defaul t:

description: Unexpected error
/'slice-authentications/{authC xld}:
put:
summary: Confirmthe slice authentication result
operationld: ConfirnSliceAuthentication

t ags:

- Confirm Slice Authentication
par anet ers:

- nane: authCxld

in: path
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required: true
schena:
type: string
r equest Body:

content:
application/json:
schema:
$ref: ' #/ conponents/schenmas/ Sl iceAut hConfirmationData’
responses:
'200' :
description: Request processed (EAP success or Failure)
content:
application/json:
schema:
$ref: '#/ conponents/schenas/ Sl i ceAut hConfirmati onResponse’
' 400" :
description: Bad Request
content:
appl i cati on/ pr obl em+j son:
schema:
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Probl enDet ai | s’
' 500" :
description: Internal Server Error
content:
appl i cati on/ pr obl em+j son:
schema:
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schenmas/ Probl enDet ai | s'
' 504" :
description: Network error or renote peer error
content:
appl i cati on/ probl em+j son:

schema:
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schenmas/ Probl enDet ai | s'
conponent s:
securi tySchemnes:
oAut h2d i ent Credenti al s:
type: oauth2
flows:
clientCredential s:
tokenUrl: ' {nrfApi Root}/oaut h2/token'
scopes:
nnssaaf - nssaa: Access to the nnssaaf-nssaa API
schenas:

# COWPLEX TYPES:

Sl i ceAut hl nf o:
type: object
properties:
gpsi :
$ref: ' TS29571_CommonDat a. yami #/ conponent s/ schemas/ Gpsi '
snssai :
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schermas/ Snssai '
eapl dRsp:
$ref: '#/ conponents/schemas/ EapMessage’
anf | nst ancel d:
$ref: ' TS29571_CommonDat a. yan #/ conponent s/ schenmas/ Nf | nst ancel d'
reaut hNotifUri:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Uri'

revocNotifUri:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Uri '
required:
- gpsi
- snssai
- eapl dRsp

Sl i ceAut hCont ext :
type: object
properti es:

gpsi :
$ref: ' TS29571_ CormmonDat a. yan #/ conponent s/ schenas/ Gpsi '
snssai :
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schermas/ Snssai '
aut hCt xI d:
$ref: ' #/ conponents/schemas/ Sl i ceAut hCt xId'
eapMessage:
$ref: ' #/ conponent s/ schemas/ EapMessage'
required:

ETSI



3GPP TS 29.526 version 16.0.0 Release 16 30 ETSI TS 129 526 V16.0.0 (2020-07)

- gpsi

- snssai

- authCtxld
- eapMessage

Sl i ceAut hConfirnati onDat a:

type: object
properties:
gpsi :
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schemas/ Gpsi '
snssai :
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schermas/ Snssai '
eapMessage:
$ref: '#/ conponents/schemas/ EapMessage’
required:
- gpsi
- snssai
- eapMessage
Sl i ceAut hConfi r mati onResponse:
type: object
properties:
gpsi :
$ref: 'TS29571 ConmonDat a. yanl #/ conponent s/ schenas/ Gopsi '
snssai :
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schermas/ Snssai '
eapMessage:
$ref: ' #/ conponent s/ schemas/ EapMessage'
aut hResul t:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Aut hSt at us'
required:
- gpsi
- snssai
- eapMessage
Sl i ceAut hReaut hNot i fi cati on:

type: object
properties:
noti f Type:
$ref: ' #/ conponents/schemas/ Sl i ceAut hNoti fi cationType'
gpsi :
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schemas/ Gpsi '
snssai :
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenmas/ Snssai '
required:
- notifType
- gpsi
- snssai

Sl i ceAut hRevocNoti fi cati on:
type: object
properties:
noti f Type:
$ref: '#/ conponents/schenas/ SliceAuthNotificationType'
gpsi :
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schemas/ Gpsi '
snssai:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schermas/ Snssai '
required:
- notifType
- gpsi
- snssai

# SI MPLE TYPES:

S

i ceAut hCt xI d:

type: string

description: contains the resource ID of slice authentication context
nul | abl e: fal se

S

i ceAut hNoti fi cati onType:
type: string
enum

- SLI CE_RE_AUTH

- SLI CE_REVOCATI ON

EapMessage:
type: string
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format: base64
description: contains an EAP packet
nul | abl e: true
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