ETS| TS 129 563 V16.4.0 (2021-04)

TECHNICAL SPECIFICATION

5G;
5G System;

Home Subscriber Server (HSS)
services for interworking with
Unified Data Management (UDM);
Stage 3
(3GPP TS 29.563 version 16.4.0 Release 16)

H°56

A GLOBAL INITIATIVE



3GPP TS 29.563 version 16.4.0 Release 16 1 ETSI TS 129 563 V16.4.0 (2021-04)

Reference
RTS/TSGC-0429563vg40

Keywords
5G

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16
Siret N° 348 623 562 00017 - APE 7112B

Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from:
http://www.etsi .org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal .etsi.org/TB/ET Sl Deliverabl eStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https:.//portal .etsi.org/Peopl e/ CommiteeSupportStaff.aspx

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fitness
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2021.
All rights reserved.

ETSI


http://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3GPP TS 29.563 version 16.4.0 Release 16 2 ETSI TS 129 563 V16.4.0 (2021-04)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found under http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
http://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 29.563 version 16.4.0 Release 16 3 ETSI TS 129 563 V16.4.0 (2021-04)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ... bbbt et h bt b b nE e b e b e e et bt e bt Rt e s e e e e e e eb e n e e ns 2
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 2
0= Yo o RS 7
1 o0 o< TP P URUP PRSPPSO 9
2 L= 1= 1= U 9
3 Definitions of terms, symbols and abbreviations............cccciieiiiecce e 10
31 1= 10 PP TSP PRSP 10
3.2 Y 1210 OSSR 10
3.3 ADDIEVIBLIONS ...ttt et h e bt e e e se bt sh e b e e heeae e s e e ne e b e sR e eh e e Re e b e b e eb e beeheene e e nre e 10
4 L@ Y1 LT 10
41 T (oo (1o 1T o o OO TSSO 10
5 Services Offered DY thE HSS........o e e e reenes 10
51 (T goo W 1T oo BTSSP PP USSP 10
52 NHSS_ UEAULNENLICALION SEIVICE.....eciiiiieie ettt te s te e e e s e e teeteesteesaesseesteesteeseensenneennes 11
521 S Lol D= o T o1 o O 11
5.2.2 S VLo @ o1 1o = 11
5221 IEFOTUCTION ...ttt s b e et e et e e ae e ebeesbe et e e beeabeenbeessesasensesasesaeesanesaeesseenseentanns 11
5222 L TSR 11
52221 (€T 0 - OO RRTRURRPSSR 11
52222 Authentication VECIOr RELHEVEL .........cc.eciiiciice ettt et ee e s 11
53 Nhss_SubscriberDataM anagemMent SENVICE. ........ciiirieiriiieereet sttt bbb e ens 12
531 SEIVICE DESCIIPLION. ...ttt ettt b et b e e a b e bt b s e bt b e se bt eb e e eb e sb e e et e sbeneeneebeneenen 12
5.3.2 S Lo @ o1 1 o] = 12
5321 T 100 8o 1ol DN PO U O URURUSRP 12
5322 LT ST 12
53221 LC T g1 - PSS 12
53222 UE Context IN PGW Data REIHEVEL ..........c.couoiiiiiiiiieeeei e 12
53.23 SUDSCIIIB. ...t b et a et b e et bbbt e e bR bt eaeehe e ne e 13
53231 (€T 0 - TSROSO 13
53232 Subscription to notifications of data Change...........c.eoeriiiiiirere e 13
5.3.24 UNSUBSCIIDE. ...ttt ettt et e st s be e s be e ebeebeeaeeeaeeeseebeenteenteentesaeesreesanas 14
53241 (1= 0T - OO RRTORPS 14
53242 Unsubscribe to notifications of data Change..........c..ceiireiririineee s 14
5.3.25 Lo ) 117 1] [OOSR 14
53251 LC T g1 - PSS 14
5.3.25.2 Data Change NOtifiCation TO NF.........cci it ae e ae e 14
54 Nhss UECONtEXIM ANAgEMENE SEIVICE ....ccuveiuieireeieteesteesteeteseesteeseesteestesaesaeesseesseensesssesseasseeseenseesesnsesnensnes 15
54.1 SEIVICE DESCIIILION. ... .eceeeceieetee ettt ettt et e st e e e tessaesaeesaeesaeenseeseeeseesseenteeseensaesseesseesseesennneanes 15
5.4.2 S VLo @ o1 1o = 15
5421 T 0o o (8 o 1Tl o DTSRRI 15
5422 S a1B T = o 1 = o] o OSSOSO PRSURRR 15
54221 (€T 0 - OO RRTRURRPSSR 15
54222 SN DEIEOISIIALTION ...ttt bt b et b et b bt b e bt b et b b 15
54223 EY 1 = oo = = PP 16
55 NNSS_EVENTEXPOSUINE SEIVICE. .....ctiieiiitiieeiiet ettt ettt st b et b s b e eb e e e b e s et b et e e en e e e e ens 17
551 S VLol D= o T o1 oo TS 17
5.5.2 S Lo @ o1 1o = 17
5521 FNEFOOUCTION ...t e b e e b a et e e s et bt bt eh e e ae e s et e st e e e b e seeebesaeebe e e e e es 17
55.22 SUDSCIIIB. ...t b et a et b e et bbbt e e bR bt eaeehe e ne e 17
55221 LC T g1 - PSS 17
55.2.2.2 Subscription to Notification Of eVeNt OCCUITENCE .........c.eieeiiere et 18
55.2.3 UNSUBSCIIDE. ...ttt ettt et e st s be e s be e ebeebeeaeeeaeeeseebeenteenteentesaeesreesanas 18

ETSI



3GPP TS 29.563 version 16.4.0 Release 16 4 ETSI TS 129 563 V16.4.0 (2021-04)

55.23.1 (7 01 U PTSRRSRSN 18
55232 Unsubscribe to notifications Of eVent OCCUNTENCE. ........coveieiire e 18
5524 N OETY Lttt bbb bt h bbb s e b bt s e e R e Rt sE e R e bt e R eb e nh et bt R e e bt R e b e b e ene 19
55.24.1 (T 0T PSS RRSRSN 19
55.24.2 Event Occurrence NOLTICaHION .........eie e 19
5.5.25 Y Koo TN YA oS o ] o1 o SR 20
55251 GBNETEL ...t h e e bR bR R e R £ e e et e Ee bt ebeeheehe e e ennenren 20
55.25.2 Modification Of & SUDSCITPLION........ciuiieeiiece et ae e e e aeeneeneeenes 20
6 F e I = T e SRS 20
6.1 Nhss UEAUhENtiCatiON SEIVICE AP ..ottt ettt ettt et e e e e besaesreeneeneennens 20
6.1.1 11 0o 1 ') o USSP RRSRS 20
6.1.2 USBOE OF HT TP ...ttt et b et bt bbbt b e b et b e e b e se b e s e et b b et b b 21
6.1.2.1 LT 07 PP 21
6.1.2.2 HTTP standard NEAOEYS.........coeieeeeee ettt se et e besnesne e e eneeneen 21
6.1.2.2.1 GBNETEL ...t h e bR bR R e R e et et e be bt bt b ehe e e e e nnen 21
6.1.2.2.2 L0011 01117/ 0= 2 PSSP PR PSR 21
6.1.2.3 HT TP CUSIOM NEAOEIS. ...ttt sttt bbbt h et e e et se e s e besbesb e s e enneneen 21
6.1.2.3.1 GBNETEL ...t h e bR bR R a £ et et e tenE e b eheehe e e nennen 21
6.1.3 RESOUICES. ...ttt ettt ettt ettt h b e b e Rt e bt e s e e s ae e s he e AR e e sRe e R e e an e ean e eRe e ab e e e b e e b e e reenneennesnnennes 22
6.1.3.1 OVEBIVIBW ...ttt ettt et btk e e b e b e e b e bt e bt e he e e e s b sE e eb oAb e eh e e heeaeenbene e e e nbesbeebeaneebe e e ennennens 22
6.1.4 Custom Operations Without aSSOCTBLED FESOUICES..........c.errerieuerrereeiestereeieste ettt sb e sb e e s b e b e seerens 22
6.14.1 OVEBIVIEW ...ttt ettt et e sttt et es et et e et e ebeeaeeaeeae e e eneeseeabeabeeeeemeeneenseneanseneeseeseesneeneeneenseseens 22
6.1.4.2 OPEratioN: GENEIAIE AV ..ottt bt et b et b bbbt e bt b e bt b st b b e e b e na e e ens 22
6.142.1 D= S'w g o1 [o] o [P SOTO PP OTRTURPRRR 22
6.1.4.2.2 OPEration DEfINITION. ......c.ceuiiiiit ittt bbbttt b e e 22
6.1.5 N0 1] Tor= (o]0 LTSS S YU PRURTURURPRRN 23
6.1.6 (D= =11V Lo o (= TP U U PPTUPTURURPRRN 23
6.1.6.1 GBNETEL ...ttt b bR e R bR SR e e et e e R e e e e bR e beeheebe e e nneneens 23
6.1.6.2 S Ul T =0 0= = 1Y < U 23
6.1.6.2.1 TNEFOTUCTION ...ttt b b h et b e sb e bt st eb e et e e e b e eb e st e saeene e e e e es 23
6.1.6.2.2 Type: AVGENEIatiONREMUESL ........cccveiieieeieesee st et ete et esteestee e e e etesseesaeesseesseesseenseensesneessaessenssens 24
6.1.6.2.3 TYPE AVGENEIali ONRESDOMNSE. ... ettt sttt sttt sttt st st ebe b st it besee st st e se et ebesee st ebeseenesbenseneens 24
6.1.6.3 Simple data types and ENUMEIELIONS ..........oieiiireirere e ens 24
6.1.6.3.1 11 0o 1 o PP 24
6.1.6.3.2 SIMPIE DBLALYPES. ...ttt b et bbbt b et b et nb e b 24
6.1.7 EITOr HANAIING ...ttt bbbt b e et e b e bbb et eb b 24
6.1.7.1 LT 07 | PO 24
6.1.7.2 PPOLOCOI EFTOIS ...ttt e bbb bbb e heeb e et e b et e sreebeeneene e e e b e 24
6.1.7.3 F 2N o] o] o= o] T =5 o] =P 24
6.1.8 LS (=N 010 01 = X o o 25
6.2 Nhss_SubscriberDataManagement SErVICE AP .........ocieiieiee et re e e 25
6.2.1 APLURI L.ttt b et h bt a et e e bt sh e eh e e h e e b e e st e e e be SR e eb e e Rt eh e e e e e e b e eReeRe Rt ene e e nre s 25
6.2.2 USBOE OF HT TP ...ttt et b et h e b bbbt b et b e b s bbb e e et e b b et et e b 25
6.2.2.1 LT 07 | OO RPRRUSR 25
6.2.2.2 HTTP standard NEAOEYS.........coeieieee ettt se et e besnesae e e eneeneen 25
6.222.1 (T 07 PP RRSRSN 25
6.2.2.2.2 (000011 01 1Y o= PSSP S PP PRURPRURRTN 25
6.2.2.3 HT TP CUSEOM NEAOEIS. ...ttt ettt e e te e e s be s ae st ene e e enteseentesbesaesseeneeneeneens 26
6.2.2.3.1 GBNETEL ...t h e bR bR e R e a e et b e te bt ebeeheehe e e e e nnen 26
6.2.3 RESOUICES. ...ttt ettt ettt et h e e b b et e bt e e e s ae e s he e s Re e sRe e s e e et ean e eReeeb e e n b e e b e e b e e neennennnesnes 26
6.2.3.1 OVEBIVIBW ...ttt ettt et btk e e b e b e e b e bt e bt e he e e e s b sE e eb oAb e eh e e heeaeenbene e e e nbesbeebeaneebe e e ennennens 26
6.2.3.2 Resource: UeCONEXLINPOWDIELAL..........ciiiiiiiiii ettt bbb st ne e s baesnaee e e 26
6.2.3.2.1 01 (o) o 26
6.2.3.2.2 RESOUICE DEFINITION.......eiuieieeeee ettt e e be et b sae s e e e 27
6.2.3.2.3 Resource Standard MEthOUS..........oooiiiireee e et 27
6.2.3.23.1 1 PP RRRSRSN 27
6.2.3.3 RESOUICE: SUBSTITPIIONS. ...ttt ettt bt et et b et sae e b b e enea 27
6.2.33.1 (D= S'ei g o1 o] o [P SO T O RPP OO 27
6.2.3.3.2 RESOUICE DEFINITION......eeieeeeeee et ettt ae e st e e ene e e e e es 27
6.2.3.3.3 Resource Standard MEthOUS..........oooiiiireee e et 28
6.2.333.1 PO ST .ttt h b b e R R R SRR e e R e et e e bR ebeeaeene e e re e 28

ETSI



3GPP TS 29.563 version 16.4.0 Release 16 5 ETSI TS 129 563 V16.4.0 (2021-04)

6.2.34
6.2.34.1
6.2.34.2
6.2.34.3
6.2.34.3.1
6.2.34.3.2
6.251
6.252
6.2.6
6.2.6.1
6.2.6.2
6.2.6.2.1
6.2.6.2.2
6.2.6.2.3
6.2.6.2.4
6.2.6.3
6.2.6.3.1
6.2.6.3.2
6.2.7
6.2.7.1
6.2.7.2
6.2.7.3
6.2.8
6.3
6.3.1
6.3.2
6.3.2.1
6.3.2.2
6.3.2.2.1
6.3.2.2.2
6.3.2.3
6.3.23.1
6.3.3
6.3.3.1
6.34
6.34.1
6.3.4.2
6.3.4.2.1
6.3.4.2.2
6.3.4.3
6.34.3.1
6.3.4.3.2
6.3.5
6.3.6
6.3.6.1
6.3.6.2
6.3.6.2.1
6.3.6.2.2
6.3.6.2.3
6.3.6.3
6.3.6.3.1
6.3.6.3.2
6.3.6.3.3
6.3.7
6.3.7.1
6.3.7.2
6.3.7.3
6.3.8
6.4
6.4.1
6.4.2
6421

Resource: INdividual SUDSCHIPLION..........cciiiiieiiereese ettt er e e eb e s ene 28

(D= S'ei g o1 o] o [P SO T O RPP OO 28
RESOUICE DEFINITION...... ettt e e e ae e be e ene e e e e es 28
Resource Standard MEthOUS..........oooiiiiieee e et 29
3 I TSRS 29

N 1O o SRS 29

LCT 11 - ST PS PP PPRN 30
Data Change NOTICAHION........cccuiiee et st sa e et e seeereesreenseesseenaesneesreeseees 30
DAIAIMOOE! ...ttt ettt ettt n s 31
LCT 11 - ST PS PP PPRN 31
SITUCLUNEH BEA LYPES. ...ttt b e bbbt bbb e b s bbb e b nn e enis 31

11 0o 1 o PP 31

Type: UeCONEXINPGWDELAL........ccceoiriiiriiieiiieceete e e 32

TYPE: SUDSCITPLIONDELA. ......ecveveeeeeeteeete sttt ettt ettt et e b e et b et b e e 32

TyPE: SUDSCITPLIONDELASELS ......c.eeeeetereeieste sttt ettt sb et b e et ebe b 32
Simple data types and ENUMEIELIONS ..........cooeirireirereeie et enes 32
gLl I8 ot (oo OO PRSP P TSP TRPSN 32
SIMPIE ABLATYPES. ... e eeeeceee ettt e e e et e et e et e e teestesseesteesseesesneesnnesneesneenseensenns 33

T 0] =T o o S 33
LCT 11 - ST P TP 33
PrOtOCOI ETTOIS.....ceceeetiieceee sttt et r e et r et r e s r et r e n e nr e ne e 33

F 2N o] o] o= o] 1 =5 o] =SS 33
FEAIUIE NEGOLIBLION. ...ttt ettt b e et b e b e b e b e bt b e se et b e st et eb e b et b e b 33
Nhss UEContextManagement SEIVICE AP .........co ittt 33
11 0o 0 ') o U TRRRS 33
USBOE OF HT TP ...ttt et b et bt bbbt b e b et b e e b e se b e s e et b b et b b 34
LT 07 | PO 34
HTTP standard NEAOEYS..........coeieeee ettt sttt se et e beseeese e e eneeneen 34
LCT 11 - PSPPSR 34
L0011 01117/ 0= 2 PSPPSR 34

HTTP CUSIOM NBAJEIS. ..ottt et s r e e seer e r e nne e erenrennenen 34
LCT 11 - PSPPSR 34
RESDUICES.......ceii i e bbb e sb s b e s e e b sb e sb e ae e 34
OVEBIVIEW ...ttt ettt et s ee bt e et es e e et e et e ebeseeeaeese e e eneeseeabeaReeeeemeeneeneeneenseneeseeseesneeneeneenseseans 34
Custom Operations WithOUt aSSOCTBLED FESOUNCES..........c.eruerieuertereeieste sttt sttt st bbb s ese b e b sreseenens 35
OVEBIVIEW ...ttt ettt et sttt e et es e e et e st e eEeeeeeaeese e e eneeseeebeeaeeeeemeeneensensenseneeseessesneeneeneenseseans 35
OPEratiON: JENEHISIEN-SIN ...ttt ettt e et b et b e e e bt b et e bt b e s eb e s e st eb e b e e b e nn e e enis 35
(D= S'ei g o1 o] o [P SO T O RPP OO 35
OPEration DEfINITION. ......c.couiiiiitiitie ettt s b e b e 35
(@01 = [T0] g M T 01 TN o r= USRS 35
01 o) o 35

(@ o1< = (0] 0 I DL 11 0T ¥ o o TSR 36
INOLITICBIIONS ... re ettt ettt r e Rt r e et R e et R e et r e se et renn et e r e s r et r e re e 36
DAIAIMOUE! ...ttt et n et n s 36
LCT 1< - TSP T PRSPPI 36
SITUCLUNEH BEA LYPES. ...ttt b et b bbbt b b e b s bbb b nn e ens 36

11 0o 1 o PP 36

Type: DEregistrati ONREGUESL .......cooiveirieriee ittt sttt sttt sb e et st sb e e 37

TYPE IMETUPAELEINTO ...t bbbt b e et 37
Simple data types and ENUMEIELIONS ..........ooeiiirieirer ettt 37

11 0o 1 o PP 37
SIMPIE ABLATYPES. ... e eeeeeeee sttt e et et e st e e be e te et e eseesseesteesseesesneesneesneesneenseensenns 37
Enumeration: DeregiStratiONREBSON..........cccveiuieiieieseeseeseesteseeseeseesre e te e teeeessaesraesreesaeeeesneesnes 38

0] =T o | o 38
LCT 1< - TSP T PRSPPI 38
PrOtOCOI ETTOIS.....ceeeeetiieceee ettt sttt e et e et r e et r e r e r e n s 38

F Y o] o o= 1Ko gl = (o= U TSR U TSRS 38
FEAEUIE NBQOLIBLION. ...ttt bbbt b e b e bbbt b e se et b e s e et b et et b b 38
NhSS_EVENtEXPOSUIE SEIVICE AP ...ttt bbb bbb 39
N o O | OSSPSR 39
USBOE OF HT TP ...ttt e bbbt bbbt b e e b et bt b s bbb e s b et b e b et b b 39
LT 0T | PP RRSRSRR 39

ETSI



3GPP TS 29.563 version 16.4.0 Release 16 6 ETSI TS 129 563 V16.4.0 (2021-04)

6.4.2.2 HTTP standard NEAOEYS..........coeieeeeee ettt sttt et e besnesee e e eneeneens 39
6.42.2.1 L= 3T - RS S 39
6.4.2.2.2 (000011 01 1Y o= TSRS PP PRURPRURRTN 39
6.4.2.3 HT TP CUSEOM NEAOEIS. ...ttt ettt sttt e e te e e s be s aeeaeese e e enteseeteseesneeseeneeneeneans 39
6.4.2.3.1 (€T 0T TSSO 39
6.4.3 RESOUICES. ...ttt ettt etttk h e E et e b e e s e e s ae e s Re e s Re e sRe e R e e an e ean e eReenR e e n b e e b e e reeneennesanesnes 40
6.4.3.1 OVEIVIBW ...ttt sttt sttt st s e e e st e b e e st b e s e e s e b e e e e s e bt sees e e bt s e e ne e b e e e e s e be s e st b e s eneebesbeneebeneensnnn 40
6.4.3.2 Resource: EeSUbsCriptions (COHECHION).........ccuiiiiieeeeee et e e nnees 40
6.4.3.2.1 01 (o) o 40
6.4.3.2.2 RESOUICE DEFINITION...... ettt bbbttt b e sr e bt se e e 40
6.4.3.2.3 Resource Standard MEthOUS...........ooiiiiieee e et 41
6.4.3.2.3.1 1] RS OS 41
6.4.3.3 Resource: Individual subSCription (DOCUMENE) ........c.erueiererieiereriereeiesieseeie e sre e sreseese e neenens 41
6.4.33.1 RESOUICE DEFINITION......eeeeeeeeee ettt st st seesbe e ene e e e e es 41
6.4.3.3.2 Resource Standard MEthOUS..........cooiiiieeee e et 42
6.4.33.2.1 DL ETE .ttt ettt sttt e e b e st e e e R e e e b e e e Re e e be e e ne e s beeene e ebeeenee s 42
6.4.3.3.2.2 N 1O TSRS 42
6.4.4 Custom Operations Without asSOCIAte FESOUICES..........ccueeierierie e st esteereeseeseesreeste e ae e sraesreesseeeesneesnes 43
6.4.5 o111 Tor= (o]0 LTSRS UTUTPRURTURURPRTN 43
6.4.5.1 LC T o1 = TR 43
6.4.5.2 Event OcCUrrenCe NOLITICALION........coriiiiieisee et et s sb e neens 43
6.4.6 (D = 11/ o o [ PSP SRS 44
6.4.6.1 LT 07 SRS 44
6.4.6.2 SITUCLUNEH BEA LYPES. ...ttt b et b bbbt b b e b s bbb b nn e ens 44
6.4.6.2.1 11 0o 1 o o PP 44
6.4.6.2.2 TYPE EESUDSCITPIION ...ttt ettt sttt et b e bt b e se et b e sr et b e e e 45
6.4.6.2.3 Type: Creat@UEESUDSCIIPLION ......ccuiiteieteieeeete ettt et st 45
6.4.6.24 Type: MonitoriNGCONTIGUIBLION ........ceitiieeeeie ettt ettt 45
6.4.6.2.5 TYPE MONITOMNGREPON ... .ecveeeie e eee st sttt et e s et e e e tesseesaeesseesseesseenseenneeneessaesseensens 46
6.4.6.2.6 QLY 0L 2= o] o PRSPPI 46
6.4.6.2.7 Type: REPOITINGOPLIONS .......eeitieieeieciescie et ste et te e see e st esteesreesseetesneesseesseesseenseeneensaesseessens 46
6.4.6.2.8 Type: LocationReportingConfigUIalion ..........ccveceeieeiesieseesees e see s sre et e e e neees 47
6.4.6.2.9 Type: ReachabilityFOrSMSREPOIT ........cceeiieieee ettt ee e sneesneesraesreenreas 47
6.4.6.2.10 Type: LossConNNECtiVityCONFIGUIAETION ........couirieiriiieeeeiesiee sttt s 47
6.4.6.2.11 Type: ReachabilityFOrDataConfigUIation ............cccoeoeeerieeieniee s e 47
6.4.6.2.12 TyPE: PAUSESSI ONSLALUSCIQ. ... veeevereeieete ettt ettt sttt st 47
6.4.6.3 Simple data types and ENUMEIELIONS ..........ooeirireiiere ettt b e 48
6.4.6.3.1 11 0o 1 o PP 48
6.4.6.3.2 SIMPIE DA TYPES. ...ttt bbbt bbb et e b et b b 48
6.4.6.3.3 a0 o B Y| 1Y o= T 48
6.4.6.3.4 ENnumMeEration: LOCAIONACCUIBEY .......ueiveieesieesieeieeiestaesieesteesseessesesssessseasseessesssessssssesssesssesssesnessnns 48
6.4.7 T 0] =T o o S 49
6.4.7.1 LC T o1 - TSRS 49
6.4.7.2 PPOLOCOI EFTOIS ...ttt bbb bbb ae b e et et e b e sbeebesaeene e e e b e 49
6.4.7.3 F 2N o o] o= o] I =5 o] =P 49
6.4.8 FEAIUIE NBGOLIBLION. ...ttt bbbt b e b e s bbbt b e se et e b e st et b b et b e bt 49
6.4.9 S o U 1 OO PP P O PPTPTSTURTPRON 49
Annex A (normative): OPENAPI SPECITICALION .....ceeeieiieeieieieste e 50
Al GBNEYE ...ttt ettt ae R et e £eeAeeRe Rt Rt eR e e e enEeeEeeEeeReeReeReeReenee e e teeeeeaeereeneeneeneenes 50
A2 NNSS_UEAULNENEICAHION API.......oiiiieeee ettt sttt ae ettt e s et e e e seeseesbesneenee e eneees 50
A3 Nhss_SubscriberDataManagemeEnt AP ...t 51
A4 Nhss UECONEXIMANAZEMENT AP ..ottt bbb e e 55
A5 N ]S N RS 57
Annex B (informative): Withdrawn API VEr SIONS.....c..ooiiiiiiiniseriesieeee e 62
= TR R €= 3 1= PSPPSR 62
Annex C (informative): ChangE NISLONY ..o 63
TS (0 RSOSSN 64

ETSI



3GPP TS 29.563 version 16.4.0 Release 16 7 ETSI TS 129 563 V16.4.0 (2021-04)

Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall indicates a mandatory requirement to do something
shall not indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in
Technical Reports.

The constructions "must” and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided
insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced,
non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a
referenced document.

should indicates a recommendation to do something
should not indicates a recommendation not to do something
may indicates permission to do something

need not indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions
"might not" or "shall not" are used instead, depending upon the meaning intended.

can indicates that something is possible
cannot indicates that something isimpossible
The constructions "can" and "cannot” are not substitutes for "may" and "need not".

will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

The constructions"is" and "is not" do not indicate requirements.
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1 Scope

The present document specifies the stage 3 protocol, including message flows and API specification details, for the
Nhss services, as part of the 5G Service-Based Architecture, offered by the HSS for interworking with the 5G UDM
Network Function.

The 5G System stage 2 architecture and procedures are specified in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3].

The User Data Interworking, Coexistence and Migration stage 2 architecture and procedures are specified in
3GPPTS23.632[8].

The Technical Realization of the Service Based Architecture and the Principles and Guidelines for Services Definition
are specified in 3GPP TS 29.500 [4] and 3GPP TS 29.501 [5].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4] 3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".

[5] 3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[6] 3GPP TS 23.335: "User Data Convergence (UDC); Technical realization and information flows'.

[7] 3GPP TS 29.335: "User Data Convergence (UDC); User Data Repository Access Protocol over the
Ud interface”.

[8] 3GPP TS 23.632: "User Data I nterworking, Coexistence and Migration".

[9] IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".

[10] OpenAPI Initiative, "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-
Specification/blob/master/versions/3.0.0.md

[11] IETF RFC 8259: "The JavaScript Object Notation (JSON) Data I nterchange Format”.

[12] IETF RFC 7807: "Problem Detailsfor HTTP APIS".

[13] 3GPP TS 29.503: "5G System; Unified Data Management Services, Stage 3".

[14] 3GPP TR 21.900: "Technical Specification Group working methods'.

[15] 3GPP TS 23.003: "Numbering, addressing and identification".

[16] 3GPP TS 29.303: "Domain Name System Procedures; Stage 3".

[17] 3GPP TS 29.272: "Evolved Packet System; MME and SGSN Related Interfaces Based on

Diameter Protocol".
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[18] 3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data
networks and applications’.

3 Definitions of terms, symbols and abbreviations
3.1 Terms
Void.

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

5GC 5G Core Network
HSS Home Subscriber Server
JSON Javascript Object Notation
SBI Service Based Interface
UDM Unified Data Management
UDR Unified Data Repository
4 Overview
4.1 Introduction

Within the 5GC, the HSS offers services to the UDM viathe Nhss service-based interface (see 3GPP TS 23.501 [2],
3GPP TS 23.502 [3] and 3GPP TS 23.632 [8]).

Figure 4.1-1 provides the reference model in service-based interface representation with focus on the HSS.

UDM Nhss-{ HSS

Figure 4.1-1: Reference model — HSS

5 Services offered by the HSS

5.1 Introduction

The HSS offers the following services viathe Nhssinterface:
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- Nhss_UEAuthentication Service

- Nhss_SubscriberDataM anagement Service

- Nhss_UEContextManagement service

All scenarios shown in the following clauses assume that the HSS is stateful and stores information in local memory.
However, the HSS may be statel ess and stores information externally in the EPS-UDR. If so, the statel ess HSS makes

ETSI TS 129 563 V16.4.0 (2021-04)

use of Ud interface as specified in 3GPP TS 23.335 [6] and 3GPP TS 29.335 [ 7] to retrieve required data from the EPS-
UDR and store them locally before processing an incoming request. Processing the incoming request may then include

updating datain the EPS-UDR or subscribing to data change notifications at the EPS-UDR by using the Ud interface.

After processing the incoming request, the HSS may delete the locally stored data.

Table 5.1-1 summarizes the corresponding APIs defined for this specification.

Table 5.1-1: API Descriptions

ent Service

Management

Service Name Clause Description OpenAPI Specification File apiName Annex
Nhss_UEAuthentication 6.1 HSS UE Authentication | TS29563 Nhss_UEAU.yaml nhss-ueau A2
Service Service
Nhss_SubscriberDataMana | 6.2 HSS Subscriber Data TS29563 Nhss_SDM.yaml nhss-sdm A3
gement Service Management
Nhss_UEContextManagem | 6.3 HSS UE Context TS29563_Nhss_UECM.yaml nhss-uecm A4

5.2 Nhss UEAuthentication Service

5.2.1 Service Description

The Nhss_UEA uthentication service allows a NF consumer (UDM) to request calculation of afresh Authentication

Vector (AV) for 5G_AKA or EAP_AKA_PRIME and provide the calculated AV to the requesting NF.

5.2.2 Service Operations

5221 Introduction

For the Nhss_UEAuthentication service the following service operation is defined:

- Get

The Nhss_UEAuthentication service is used by the UDM to request the HSS to, calculate a fresh authentication vector

(AV) for authentication the method 5G_AKA or EAP_AKA_PRIME, and provideit to the UDM by means of the Get

service operation. See 3GPP TS 23.632 [8] clause 4.2.2.

5.2.2.2 Get

52221 General

The following procedure using the Get service operation is supported:

- Authentication Vector Retrieval

5.2.2.2.2 Authentication Vector Retrieval

Figure 5.2.2.2.2-1 shows a scenario where the NF service consumer (UDM) retrieves an Authentication Vector for the
UE from the HSS (see also 3GPP TS 23.632 [8] clause 4.2.2). The request contains the UE's identity (imsi), the serving

network name, the authentication method (5G_AKA or EAP_AKA_PRIME) and may contain resynchronization info.
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NF service

consumer
I
|

| 1. POST .../generate-av
:_(imsi, serving network name, authentication method, resync. info)

T
0]
wn

|
: 2a. 200 OK (Authentication Vector)
:‘ 2b. 403 Forbidden

- __X__ ]

Figure 5.2.2.2.2-1: NF service consumer requesting an Authentication Vector

1. The NF service consumer sends a POST request (custom method: generate-av) to the HSS.
2a. The HSS responds with "200 OK" with the message body containing the authentication vector.

2b. If the operation cannot be authorized due to e.g. UE does not have required subscription data, HTTP status code
"403 Forbidden" should be returned including additional error information in the response body (in
"ProblemDetails’ element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the POST response body.

5.3 Nhss_SubscriberDataManagement Service

5.3.1 Service Description

This serviceis used to retrieve the subscriber data indicated by the requested data type from HSS. In thisrelease, only
the PGW-C+SMF FQDN for S5/S8 interface information is supported as requested data type. See 3GPP TS 23.632 [8],
clause 6.1.4.

5.3.2 Service Operations

5.3.2.1 Introduction
For the Nhss_SubscriberDataM anagement service the following service operations are defined:
- Get

The Nhss_SubscriberDataM anagement service is used by Consumer NF (UDM) to retrieve the UE data from the HSS
due to IRAT mohility.

5.3.2.2 Get

5.3.2.2.1 General
The following procedure using the Get service operation is supported:

- UE Context In PGW Data Retrieval

5.3.2.2.2 UE Context In PGW Data Retrieval
Figure 5.3.2.2.2-1 shows a scenario where the NF service consumer (UDM) sends a request to the HSS to retrieve the

UE's Context In PGW data. The request contains the UE's identity (which shall be an IMSI) and the requested
information.
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NF service

HSS
consumer
| |
:—1. GET .../{ueld}ue-context-in-pgw-data ()—»}

|
|
2a. 200 OK (UeContextinPgwData) [
2b. 404 Not Found i

|

o

Figure 5.3.2.2.2-1: Requesting a UE's Context in PGW Data

1. The NF service consumer (e.g. UDM) shall send a GET reguest to the resource representing the UE's Context In
PGW Data

2a. On Success, the HSS shall respond with "200 OK™ with the message body containing the UE's Context In PGW
Data asrelevant for the requesting NF service consumer.

2b. If thereis no valid data for the UE, HT TP status code "404 Not Found" shall be returned including additional error
information in the response body (in the "ProblemDetails" element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the GET response body.

5.3.2.3 Subscribe

5.3.2.3.1 General
The following procedures using the Subscribe service operation are supported:

- Subscription to notification of data change

5.3.2.3.2 Subscription to notifications of data change

Figure 5.3.2.3.2-1 shows a scenario where the NF service consumer (e.g. UDM) sends a request to the HSS to subscribe
to notifications of data change. The request contains a callback URI and the URI of the monitored resource.

NF service
consumer

I I
L——1. POST.../{ueld}/subscriptions (SubscriptionData)—NI

HSS

|

| |
: 2a. 201 Created (SubscriptionData) :
:4 2b. 404 Not Found |
| |
| |

2c. 501 Not Implemented

Figure 5.3.2.3.2-1: NF service consumer subscribes to notifications

1. The NF service consumer sends a POST request to the parent resource (collection of subscriptions)
(.../{ ueld} /subscriptions), to create a subscription as present in message body.

2a. On success, the HSS responds with "201 Created" with the message body containing a representation of the
created subscription. The Location HTTP header shall contain the URI of the created subscription.

2b. If thereis no valid subscription data for the UE, HT TP status code "404 Not Found" shall be returned including
additional error information in the response body (in the "ProblemDetails' element).
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2c. If the UE subscription data exist, but the requested subscription to data change notification cannot be created
(e.g. dueto an invalid/unsupported data reference to be monitored, contained in the SubscriptionData parameter),
HTTP status code "501 Not Implemented” shall be returned including additional error information in the
response body (in the "ProblemDetails' element).

On failure, the appropriate HT TP status code indicating the error shall be returned and appropriate additional error
information should be returned in the POST response body.

5324 Unsubscribe

5.3.24.1 General
The following procedures using the Unsubscribe service operation are supported:

- Unsubscribe to notification of data change

5.3.24.2 Unsubscribe to notifications of data change

Figure 5.3.2.4.2-1 shows a scenario where the NF service consumer sends a request to the HSS to unsubscribe from
notifications of data changes. The request contains the URI previously received in the Location HT TP header of the
response to the subscription.

NF service

HSS
consumer
I I
| |

:—1. DELETE.../{ueld}/subscriptions/{subscriptionld}—>:

|
[ 2a. 204 No Content

|
|
~ 2b. 404 Not Found i
| |
| |

Figure 5.3.2.4.2-1: NF service consumer unsubscribes to notifications

1. The NF service consumer sends a DELETE request to the resource identified by the URI previously received
during subscription creation.

2a. On success, the HSS responds with 204 No Content".

2b. If there is no valid subscription available (e.g. due to an unknown subscriptionld value), HTTP status code "404
Not Found" should be returned including additional error information in the response body (in the
"ProblemDetails" element).

On failure, the appropriate HT TP status code indicating the error shall be returned and appropriate additional error
information should be returned in the DELETE response body.

5.3.25 Notification

5.3.25.1 General
The following procedures using the Notification service operation are supported:

- Datachange notification to NF.

5.3.25.2 Data Change Notification To NF
Figure 5.3.2.5.2-1 shows a scenario where the HSS notifies the NF service consumer (that has subscribed to receive

such notification) about subscription data change. The request contains the callbackReference URI as previously
received in the SubscriptionData.
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NF service

consumer
I
|

:4—1. POST {callbackReference} (Notification)——

2. 204 No Content

N S

Figure 5.3.2.5.2-1: Subscription Data Change Notification

1. The HSS sends a POST request to the callbackReference as provided by the NF service consumer during the
subscription.

2. The NF service consumer responds with "204 No Content".

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the POST response body.

54 Nhss UEContextManagement Service

54.1 Service Description

The service alows an NF consumer (UDM) to trigger the cancellation of any previous registered serving node due to
IRAT mobility. See 3GPP TS 23.632 8], clause 6.1.3.

5.4.2 Service Operations

54.2.1 Introduction

For the Nhss_UEContextM anagement service the following service operations are defined:
- SnDeregistration
- ImeiUpdate

The Nhss_UEContextManagement service is used by Consumer NF (UDM) to request HSS to deregister the
MME/SGSN via cancel location procedure and to update the IMEI of the UE in the HSS.

5.4.2.2 SnDeregistration

54221 General
The following procedure using the SnDeregistration service operation is supported:

- SN Deregistration

54222 SN Deregistration
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (UDM) requests HSS to initiate Cancel Location

procedure towards the MME/SGSN due to IRAT mobility. The request contains the UE's identity which shall be an
IMSI.
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NF service HSS
consumer

I I

| |

: 1. POST .../deregister-sn (DeregistrationRequest)—»}

|

:4 2a. 204 No Content ()

|

[

[

|
! 2b. 404 Not Found :
[ [
Figure 5.4.2.2.2-1: SN Deregistration

1. The NF service consumer sends a POST request (custom method: deregister-sn) to the HSS; the request body
contains the UE identity (IMSI) and the deregistration reason.

The HSS, based on the value indicated in the deregistration reason, initiates a Cancel Location towards the
serving node, including a Cancellation Type value (see 3GPP TS 29.272 [17]) asfollows:

"UE_INITIAL_AND_SINGLE REGISTRATION": S6a/S6d/Gr Cancel Location sent towards MME/SGSN,
with a Cancellation-Type set to MME_UPDATE_PROCEDURE/SGSN_UPDATE_PROCEDURE; the HSS
shall delete the stored MME/SGSN address and MME/SGSN number.

Additionally, aMAP D Cancel Location (IMS]) shall be sent towards MSC/VLR if aVLR number was
found in the HSS/HLR for the user; the HSS/HLR shall delete the stored MSC/VLR number.

- "UE_INITIAL_AND_DUAL_REGISTRATION": S6d Cancel Location sent towards SGSN, with a
Cancellation-Type set to SGSN_UPDATE_PROCEDURE; the HSS shall delete the stored SGSN address
and SGSN number.

- "EPS TO _5GS MOBILITY": S6a Cancel Location sent towards MME, with a Cancellation-Type set to
MME_UPDATE_PROCEDURE; the HSS shall delete the stored MME address and MME number.

Additionally, aMAP D Cancel Location (IMSI) shall be sent towards MSC/VLR if aVLR number was
found in the HSS/HLR for the user; the HSS/HLR shall delete the stored MSC/VLR number.

- "EPS TO_5GS MOBILITY": S6d Cancel Location sent towards SGSN, with a Cancellation-Type set to
SGSN_UPDATE_PROCEDURE; the HSS shall delete the stored SGSN address and SGSN number.

2a. On success, the HSS responds with "204 No Content”.

2b. If thereis no valid subscription data for the UE, or the UE is not registered in EPS network for 3GPP access,
HTTP status code "404 Not Found” should be returned including additional error information in the response
body (in the "ProblemDetails" element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the POST response body.

5.4.2.2.3 IMEI Update

Figure 5.4.2.2.3-1 shows a scenario where the NF service consumer (UDM) requests HSS to update the IMEI of the UE
stored in the HSS. The request contains the UE's identity which shall be an IMSI, and the new IMEI of the UE.
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NF service HSS
consumer

I I

| |

i 1. POST .../imei-update (ImeiUpdatelnfo)—————!

|

:4 2a. 204 No Content ()

|

|
|
2b. 404 Not Found :
|

[
[
Figure 5.4.2.2.3-1: IMEI Update

1. The NF service consumer sends a POST request (custom method: imei-update) to the HSS; the request body
contains the UE identity (IMSI) and the new IMEI of the UE.

2a. On success, the HSS responds with 204 No Content”.

2b. If there is no valid subscription data for the UE, or the UE is not registered in EPS network for 3GPP access,
HTTP status code "404 Not Found" should be returned including additional error information in the response
body (in the "ProblemDetails" element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the POST response body.

5.5 Nhss EventExposure Service

55.1 Service Description
See 3GPP TS 23.632 [8].

5.5.2 Service Operations

5521 Introduction
For the Nhss_EventExposure service the following service operations are defined:
- Subscribe
- Unsubscribe
- Notify
- ModifySubscription

The Nhss_EventExposure serviceis used by consumer NFs (e.g. UDM) to subscribe to natifications of event
occurrence by means of the Subscribe service operation.

The Nhss_EventExposure service is aso used by the consumer NFs (e.g. UDM) that have previously subscribed to
notifications, to unsubscribe by means of the Unsubscribe service operation.

The Nhss_EventExposure service is also used by the subscribed consumer NFs (e.g. UDM) to modify an existing
subscription by means of the ModifySubscription service operation.

5522 Subscribe

55.221 General

The following procedures using the Subscribe service operation are supported:
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- Subscribe to Notification of event occurrence

5.5.2.2.2 Subscription to Notification of event occurrence

Figure 5.5.2.2.2-1 shows a scenario where the NF service consumer sends a request to the HSS to subscribe to
notifications of event occurrence. The request contains a callback URI, the type of event that is monitored and
additional information e.g. SCEF Id, event filters and reporting options.

NF service
consumer

I I
}—1. POST...Aueld}/ee-subscriptions (EeSubscription)—»{
|
|
|

HSS

|
2a. 201 Created (CreatedEeSubscription) :

————————— 2b. 404 Not Found _

: 2c. 403 Forbidden :

[ [
Figure 5.5.2.2.2-1: NF service consumer subscribes to notifications

1. The NF service consumer sends a POST request to the parent resource (collection of subscriptions)
(.../{ ueld} /ee-subscriptions), to create a subscription as present in message body. The request may contain an
expiry time, suggested by the NF Service Consumer, representing the time upto which the subscription is desired
to be kept active and the time after which the subscribed event(s) shall stop generating notifications.
Additionally, the request may include an SCEF Id if Common Network Exposureis used (i.e. if combined
SCEF+NEF requested the event(s) to be subscribed/monitored in EPC)

2a. On success, the HSS responds with "201 Created" with the message body containing a representation of the
created subscription. The Location HTTP header shall contain the URI of the created subscription.

2b. If the user does not exist, HT TP status code "404 Not Found" shall be returned including additional error
information in the response body (in the "ProblemDetails" element).

2c. If thereis no valid subscription data for the UE, i.e. based on the UE's subscription information monitoring of the
reguested EventTypeis not alowed, or the requested EventType is not supported, HT TP status code "403
Forbidden" shall be returned including additional error information in the response body (in the
"ProblemDetails" element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the POST response body.

5523 Unsubscribe

5.5.2.3.1 General
The following procedures using the Unsubscribe service operation are supported:

- Unsubscribe to Natifications of event occurrence

5.5.2.3.2 Unsubscribe to notifications of event occurrence

Figure 5.5.2.3.2-1 shows a scenario where the NF service consumer sends a request to the HSS to unsubscribe from
notifications of event occurrence. The reguest contains the URI previously received in the Location HTTP header of the
response to the subscription.
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NF service

HSS
consumer
I I
:—1. DELETE.../{ueld}/ee-subscriptions/{subscriptionId}—>:

2a. 204 No Content
2b. 404 Not Found

| |
| |
| |
() {
| |
| |
| |

Figure 5.5.2.3.2-1: NF service consumer unsubscribes to notifications

1. The NF service consumer sends a DELETE request to the resource identified by the URI previously received
during subscription creation.

2a. On success, the HSS responds with "204 No Content”.

2b. If there is no valid subscription available (e.g. due to an unknown Subscriptionld value), HTTP status code "404
Not Found" shall be returned including additional error information in the response body (in the
"ProblemDetails" element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the DELETE response body.

5.5.2.4 Notify

55.24.1 General
The following procedures using the Notify service operation are supported:

- Event Occurrence Notification

55.24.2 Event Occurrence Notification

Figure 5.5.2.4.2-1 shows a scenario where the HSS notifies the NF service consumer (that has subscribed to receive
such notification) about occurrence of an event. The request contains the callbackReference URI as previously received
in the EeSubscription.

NF service

HSS
consumer
I I
| |

:4—1. POST {callbackReference} (MonitoringReport)—:
|
2.204 No Content >i
|
|

Figure 5.5.2.4.2-1: Event Occurrence Notification

1. The HSS sends a POST request to the callbackReference as provided by the NF service consumer during the
subscription.

2. The NF Service Consumer responds with *204 No Content”.

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the POST response body.
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5.5.25 ModifySubscription

5.5.25.1 General
The following procedures using the ModifySubscription service operation are supported:

- Modification of an EE-Subscription to notification of events

5.5.25.2 Modification of a subscription

The service operation isinvoked by a NF Service Consumer, e.g. UDM, towards the HSS, when it needs to modify an
existing subscription previously created by itself at the HSS.

The NF Service Consumer shall modify the subscription by using HTTP method PATCH with the URI of the individual
subscription resource to be modified.

NF service

HSS
consumer
I I

:—1. PATCH .../{ueld}/ee-subscriptions/{subscriptionld}—ﬁ

I |
: 2a. 204 No Content () :
:4 2b. 404 Not Found |
I |
I |

2c. 403 Forbidden

Figure 5.5.2.5.2-1: NF service consumer updates subscription

1. The NF service consumer (e.g. NEF) shall send a PATCH request to the resource representing a subscription.
The modification may be for the events subscribed or for updating the event report options.

2a. On success, the request is accepted, the HSS shall respond with "204 No Content".

2b. If the resource does not exist e.g. the subscriptionld cannot be found, HTTP status code "404 Not Found" should
be returned including additional error information in the response body (in the "ProblemDetails" element).

2c. If the modification can't be accepted, HT TP status code "403 Forbidden" should be returned including additional
error information in the response body (in the "ProblemDetails" element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the PATCH response body.

6 API Definitions

6.1 Nhss UEAuthentication Service API

6.1.1 Introduction
The Nhss_UEA uthentication service shall use the Nhss_ UEAuthentication API.

The request URI used in HT TP request from the NF service consumer towards the NF service producer shall have the
structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:

{apiRoot}/<apiName>/<apiV er sion>/<api SpecificResour ceUr iPar t>
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with the following components:

- The{apiRoot} shall be set as described in 3GPP TS 29.501 [5].

The <apiName> shall be "nhss-ueau".

The <apiVersion> shall be "v1".

The <api SpecificResourceUriPart> shall be set as described in clause 6.1.
6.1.2 Usage of HTTP

6.1.2.1 General
HTTP/2, asdefined in IETF RFC 7540 [9], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].

HTTP messages and bodies for the Nhss_UEA uthentication service shall comply with the OpenAPI [10] specification
contained in Annex A.

6.1.2.2 HTTP standard headers

6.1.2.2.1 General
The usage of HTTP standard headers shall be supported as specified in clause 5.2.2 of 3GPP TS 29.500 [4].

6.1.2.2.2 Content type
The following content types shall be supported:
- JSON, asdefined in IETF RFC 8259 [11], signalled by the content type "application/json".
- The Problem Details JSON Object (IETF RFC 7807 [12] signalled by the content type
" application/problem+json”.

6.1.2.3 HTTP custom headers

6.1.2.3.1 General
In this release of the specification, no specific custom headers are defined for the Nhss UEA uthentication service.

For 3GPP specific HTTP custom headers used across all service based interfaces, see clause 5.2.3 of
3GPP TS 29.500 [4].
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6.1.3 Resources

6.1.3.1 Overview

{apiRoot}/nhss-ueau/<apiVersion>

Figure 6.1.3.1-1: Resource URI structure of the nhss-ueau API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 6.1.3.1-1: Resources and methods overview

HTTP method or
Resource name Resource URI custom Description
operation
) generate-av Generate Authentication Vector
n/a generate-av (POST)

6.1.4 Custom Operations without associated resources

6.1.4.1 Overview

Table 6.1.4.1-1: Custom operations without associated resources

Custom operation URI Mapped HTTP method Description
{apiRoot}/nhss- POST The HSS calculates a fresh Authentication
ueau/<apiVersion>/generate-av Vector taking into account the received

information (imsi, serving network name,
authentication method)

6.1.4.2 Operation: Generate AV

6.1.4.2.1 Description

This custom operation is used by the NF service consumer (UDM) to request calculation of an authentication vector for
the provided imsi.

6.1.4.2.2 Operation Definition

This operation shall support the response data structures and response codes specified in tables 6.1.4.2.2-1 and
6.1.4.2.2-2.

Table 6.1.4.2.2-1: Data structures supported by the POST Request Body

Data type P | Cardinality Description

AvGenerationRequest M |1 Contains input parameters for Authentication Vector calculation
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Table 6.1.4.2.2-2: Data structures supported by the POST Response Body

Data type P | Cardinality Response Description
codes
AvGenerationRes | M |1 200 OK Upon success, a response body containing the generated
ponse authentication vector shall be returned
ProblemDetails O |[0.1 403 Forbidden |The "cause" attribute may be used to indicate one of the

following application errors:
- AUTHENTICATION_REJECTED

ProblemDetails o 0.1 404 Not Found |The "cause" attribute may be used to indicate one of the
following application errors:
- USER_NOT_FOUND

6.1.5 Notifications

In thisrelease of this specification, no notifications are defined for the Nhss_UEAuthentication Service.

6.1.6 Data Model

6.1.6.1 General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Nhss service based interface protocol.

Table 6.1.6.1-1: Nhss specific Data Types

Data type Clause defined Description Applicability
AvGenerationRequest 6.1.6.2.2 Contains imsi, authentication method, serving
network name, resynchronization info
AvGenerationResponse 6.1.6.2.3 Contains the calculated Authentication Vector

Table 6.1.6.1-2 specifies data types re-used by the Nhss service based interface protocol from other specifications,
including areference to their respective specifications and when needed, a short description of their use within the Nhss
service based interface.

Table 6.1.6.1-2: Nhss re-used Data Types

Data type Reference Comments Applicability

AuthType 3GPP TS 29.503 [13]

ServingNetworkName 3GPP TS 29.503 [13]

Resynchronizationinfo 3GPP TS 29.503 [13]

AvEapAkaPrime 3GPP TS 29.503 [13]

Av5GHeAka 3GPP TS 29.503 [13]
6.1.6.2 Structured data types
6.1.6.2.1 Introduction

This clause defines the structures to be used in resource representations.
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6.1.6.2.2 Type: AvGenerationRequest

Table 6.1.6.2.2-1: Definition of type AvGenerationRequest

Attribute name Data type P | Cardinality Description Applicability
imsi string M |1 pattern: "[0-9]{5,15}"
authType AuthType M (1 Indicates the authentication method,;
"EAP_AKA PRIME" or "5G_AKA"

servingNetworkName  |ServingNetwork | M |1

Name
resynchronizationinfo  |Resynchronizati | O |[0..1

oninfo

6.1.6.2.3 Type: AvGenerationResponse

Table 6.1.6.2.3-1: Definition of type AvGenerationResponse

Attribute name Data type P | Cardinality Description Applicability
avEapAkaPrime AvEapAkaPrime | C |0..1 shall be present if avbGHeAka is
absent, otherwise shall be absent.
avbGHeAka Av5GHeAka Cc |0..1 shall be present if avEapAkaPrime is
absent, otherwise shall be absent.

6.1.6.3 Simple data types and enumerations

6.1.6.3.1 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the
previous clauses.

6.1.6.3.2 Simple data types
The simple data types defined in table 6.1.6.3.2-1 shall be supported.

Table 6.1.6.3.2-1: Simple data types

Type Name Type Definition Description Applicability

6.1.7 Error Handling

6.1.7.1 General
HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].

6.1.7.2 Protocol Errors
Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [4].

6.1.7.3 Application Errors

The application errors defined for the Nhss_UEA uthentication service are listed in table 6.1.7.3-1.

ETSI



3GPP TS 29.563 version 16.4.0 Release 16 25 ETSI TS 129 563 V16.4.0 (2021-04)

Table 6.1.7.3-1: Application errors

Application Error HTTP status code Description
AUTHENTICATION_REJECTED 403 Forbidden The user cannot be authenticated
USER_NOT_FOUND 404 Not Found The user does not exist in the HPLMN

6.1.8 Feature negotiation

The optional featuresin table 6.1.8-1 are defined for the Nhss UEAuthentication API. They shall be negotiated using
the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].

Table 6.1.8-1: Supported Features

Feature number Feature Name Description

6.2 Nhss_SubscriberDataManagement Service API

6.2.1 API URI
The Nhss_SubscriberDataM anagement service shall use the Nhss_SubscriberDataM anagement API.

The request URI used in HT TP request from the NF service consumer towards the NF service producer shall have the
structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:

{apiRoot}/<apiName>/<apiV er sion>/<api SpecificResour ceUr iPar t>
with the following components:

- The{apiRoot} shall be set as described in 3GPP TS 29.501 [5].

The <apiName> shall be "nhss-sdm".

The <apiVersion> shall be "v1".

The <api SpecificResourceUriPart> shall be set as described in clause 6.2.3.
6.2.2 Usage of HTTP

6.2.2.1 General
HTTP/2, asdefined in IETF RFC 7540 [9], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].

HTTP messages and bodies for the Nhss_SubscriberDataM anagement service shall comply with the OpenAPI [10]
specification contained in Annex A.

6.2.2.2 HTTP standard headers

6.2.2.2.1 General
The usage of HT TP standard headers shall be supported as specified in clause 5.2.2 of 3GPP TS 29.500 [4].

6.2.2.2.2 Content type

The following content types shall be supported:
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- JSON, asdefined in IETF RFC 8259 [11], signalled by the content type " application/json".

- The Problem Details JSON Object (IETF RFC 7807 [12] signalled by the content type
" application/problem+json”.

6.2.2.3 HTTP custom headers

6.2.2.3.1 General

In this release of the specification, no specific custom headers are defined for the Nhss_SubscriberDataM anagement
service.

For 3GPP specific HTTP custom headers used across all service-based interfaces, see clause 5.2.3 of
3GPP TS 29.500 [4].

6.2.3 Resources

6.2.3.1 Overview

{apiRoot}/nhss-sdm/<apiVersion>

L HKueld}

|__(/ue-context-in-pgw-data )

/subscriptions
—( )
—{(/{subscriptionid} )

Figure 6.2.3.1-1: Resource URI structure of the nhss-sdm API
Table 6.2.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 6.2.3.1-1: Resources and methods overview

HTTP
method
Resource name .
Resource URI or Description
(Archetype) custom P
operation
UeContextinPgwData Hueld}/ue-context-in-pgw-data GET Retrieve the UE's Context in PGW
(Document) Data
Subscriptions H{ueld}/subscriptions POST Create a subscription
(Collection)
Individual Subscription Hueld}/subscriptions/{subscriptio |DELETE |Delete the subscription identified by
(Document) nid} {subscriptionid}, i.e. unsubscribe
PATCH Modify the subscription identified by
{subscriptionid}
6.2.3.2 Resource: UeContextinPgwData
6.2.3.2.1 Description

This resource represents the alocated PGWSs for the UE.
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6.2.3.2.2 Resource Definition
Resource URI: { apiRoot} /nhss-sdm/<apiV ersion>/{ uel d} /ue-context-i n-pgw-data
This resource shall support the resource URI variables defined in table 6.2.3.2.2-1.

Table 6.2.3.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 6.2.1
apiVersion See clause 6.2.1
ueld Represents the UE identifier with type IMSI.
pattern: "A(imsi-[0-9]{5,15}|.+)$"

6.2.3.2.3 Resource Standard Methods

6.2.3.2.3.1 GET
This method shall support the URI query parameters specified in table 6.2.3.2.3.1-1.

Table 6.2.3.2.3.3-1: URI query parameters supported by the GET method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.2.3.2.3.1-2 and the response data structures and
response codes specified in table 6.2.3.2.3.1-3.

Table 6.2.3.2.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 6.2.3.2.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality | Response Description
codes
UeContextinPgw | M |1 200 OK A response body containing the UeContextinPgwData shall be
Data returned.
ProblemDetails O |0.1 404 Not The "cause" attribute may be used to indicate one of the
Found following application errors:

- USER_NOT_FOUND

- DATA_NOT_FOUND
NOTE: In addition, common data structures as listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.

6.2.3.3 Resource: Subscriptions

6.2.3.3.1 Description

Thisresourceis used to represent subscriptionsto notifications.

6.2.3.3.2 Resource Definition
Resource URI: { apiRoot} /nhss-sdm/<apiV ersion>/{ uel d} /subscriptions
This resource shall support the resource URI variables defined in table 6.2.3.3.2-1.
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Table 6.2.3.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 6.1.1
apiVersion See clause 6.1.1
ueld Represents the IMSI of the subscriber.
pattern: "N(imsi-[0-9]{5,15})$"
6.2.3.3.3 Resource Standard Methods
6.2.3.3.3.1 POST

This method shall support the URI query parameters specified in table 6.2.3.3.3.1-1.

Table 6.2.3.3.3.1-1: URI query parameters supported by the POST method on this resource

Name

Data type P

Cardinality

Description

n/a

This method shall support the request data structures specified in table 6.2.3.3.3.1-2 and the response data structures and

response codes specified in table 6.2.3.3.3.1-3.

Table 6.2.3.3.3.1-2: Data structures supported by the POST Request Body on this resource

Data type

P

Cardinality

Description

SubscriptionData

M

1

The subscription that is to be created.

Table 6.2.3.3.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
SubscriptionData | M |1 201 Upon success, a response body containing a representation of
Created the created Individual subscription resource shall be returned.
The HTTP response shall include a "Location" HTTP header
that contains the resource URI of the created resource.
ProblemDetails O (0.1 404 Not The "cause" attribute may be used to indicate one of the
Found following application errors:
- USER_NOT_FOUND
ProblemDetails O |0.1 501 Not The "cause" attribute may be used to indicate one of the
Implemente [following application errors:
d
- UNSUPPORTED_RESOURCE_URI
This response shall not be cached.

NOTE: In addition, common data structures as listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.
6.2.3.4 Resource: Individual subscription
6.2.3.4.1 Description

Thisresource is used to represent an individual subscription to notifications.

6.2.3.4.2

Resource Definition

Resource URI: { apiRoot} /nhss-sdm/<apiV ersion>/{ uel d} /subscripti ons/{ subscriptionl d}
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This resource shall support the resource URI variables defined in table 6.2.3.4.2-1.

Table 6.2.3.4.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 6.1.1
apiVersion See clause 6.1.1
ueld Represents the IMSI of the subscriber
pattern: "N(imsi-[0-9]{5,15})$"
subscriptionld The subscriptionld identifies an individual subscription to notifications.
6.2.3.4.3 Resource Standard Methods
6.2.3.4.3.1 DELETE

This method shall support the URI query parameters specified in table 6.2.3.4.3.1-1.

Table 6.2.3.4.3.1-1: URI query parameters supported by the DELETE method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.2.3.4.3.1-2 and the response data structures and
response codes specified in table 6.2.3.4.3.1-3.

Table 6.2.3.4.3.1-2: Data structures supported by the Delete Request Body on this resource

Data type P | Cardinality Description

n/a The request body shall be empty.

Table 6.2.3.4.3.1-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality |Respons Description
e
codes
n/a 204 No Upon success, an empty response body shall be returned.
Content
ProblemDetails O |0..1 404 Not The "cause" attribute may be used to indicate one of the following

Found application errors:

- USER_NOT_FOUND
- SUBSCRIPTION_NOT_FOUND (see 3GPP TS 29.500 [4]
table 5.2.7.2-1)

NOTE: In addition, common data structures as listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.

6.2.3.4.3.2 PATCH

This method shall support the URI query parameters specified in table 6.2.3.4.3.2-1.

Table 6.2.3.4.3.2-1: URI query parameters supported by the PATCH method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.2.3.4.3.2-2 and the response data structures and
response codes specified in table 6.2.3.4.3.2-3.
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Table 6.2.3.4.3.2-2: Data structures supported by the PATCH Request Body on this resource

Data type

P | Cardinality

Description

array(Patchltem)

M |1

IETF RFC 69

It contains the list of changes to be made to the resource representing the
individual subscription, according to the JSON PATCH format specified in

02 [13].

Table 6.2.3.4.3.2-3: Data structures supported by the PATCH Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, a response with no content is returned.
Content
ProblemDetails O |0.1 404 Not The "cause" attribute may be used to indicate one of the
Found following application errors:
- USER_NOT_FOUND
- SUBSCRIPTION_NOT_FOUND (see 3GPP TS 29.500 [4]
table 5.2.7.2-1)
ProblemDetails O (0.1 403 One or more attributes are not allowed to be modified.
Forbidden
The "cause" attribute may be used to indicate one of the
following application errors:
- MODIFICATION_NOT_ALLOWED (see 3GPP TS 29.500 [4]
table 5.2.7.2-1)

NOTE: In addition, common data structures as listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.

6.2.4 Custom Operations without associated resources

In thisrelease of this specification, no custom operations without associated resources are defined for the
Nhss_SubscriberDataM anagement Service.

6.2.5 Notifications

6.25.1 General

This clause specifies the use of notifications and corresponding protocol details.

6.2.5.2

Data Change Notification

The POST method shall be used for Data Change Notifications and the URI shall be as provided during the subscription

procedure.

Resource URI: { callbackReference}

Support of URI query parametersis specified in table 6.2.5.2-1.

Table 6.2.5.2-1: URI query parameters supported by the POST method

Name

Data type P

Cardinality

Description

n/a

Support of request data structuresis specified in table 6.2.5.2-2 and of response data structures and response codes is
specified in table 6.2.5.2-3.
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Table 6.2.5.2-2: Data structures supported by the POST Request Body

Data type P Cardinality Description
ModificationNotificati | M |1
on
Table 6.2.5.2-3: Data structures supported by the POST Response Body
Data type P | Cardinality | Response Description
codes

n/a 204 No Upon success, an empty response body shall be returned.
Content

ProblemDetails O (0.1 404 Not The "cause" attribute may be used to indicate one of the
Found following application errors:

- CONTEXT_NOT_FOUND

See table 6.2.7.3-1 for the description of this error.

NOTE: In addition, common data structures as listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.

6.2.6 Data Model

6.2.6.1 General

This clause specifies the application data model supported by the API.
Table 6.2.6.1-1 specifies the data types defined for the Nhss_SubscriberDataM anagement service API.

Table 6.2.6.1-1: Nhss_SubscriberDataManagement specific Data Types

Data type Clause defined Description
UeContextinPgwData 6.2.6.2.2
SubscriptionData 6.2.6.2.3 Subscription Data
SubscriptionDataSets 6.2.6.24 UE Subscription Data Sets

Table 6.2.6.1-2 specifies data types re-used by the Nhss_SubscriberDataM anagement service API from other APIs,
including a reference and when needed, a short description of their use within the Nhss_SubscriberDataM anagement
service API.

Table 6.2.6.1-2: Nhss_SubscriberDataManagement re-used Data Types

Data type Reference Comments
Pgwinfo 3GPP TS 29.503 [13]
ModificationNotification |[3GPP TS 29.503 [13]
Nflnstanceld 3GPP TS 29.571 [7] |Network Function Instance Identifier
Uri 3GPP TS 29.571 [7] |Uniform Resource Identifier
DateTime 3GPP TS 29.571 [7]
6.2.6.2 Structured data types
6.2.6.2.1 Introduction

This clause defines the data structures to be used in resource representations.
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Table 6.2.6.2.2-1: Definition of type UeContextiInPgwData

specified in clause 5.12.3.2, 3GPP TS 29.303 [16].

Attribute name Data type P |Cardinality Description
pgwinfo array(Pgwinfo) O |[1.N Information about the APNs and PGW-C+SMF
FQDNSs used in interworking with UDM
emergencyFqgdn string O |0.1 PGW-C+SMF FQDN for emergency session
Note: At least one of pgwinfo and emergencyFqdn shall be present. The format of PGW-C+SMF FQDN is

6.2.6.2.3

Type: SubscriptionData

Table 6.2.6.2.3-1: Definition of type SubscriptionData

Attribute name

Data type

Cardinality

Description

nflnstanceld

Nflnstanceld

1

Identity of the NF Instance creating the subscription.

callbackReference

Uri

1

URI provided by the NF service consumer to receive
notifications

monitoredResourceUri
s

<| ZZ|T©

array(Uri)

1..N

A set of URIs that identify the resources for which a
change triggers a notification.

The URI shall take the form of either an absolute
URI or an absolute-path reference as defined in
IETF RFC 3986 [31].

expires

DateTime (@]

0.1

If present in a POST request, it indicates the point in
time at which the subscription expires.

Within a POST request the proposed expiry time is
conveyed whereas in a POST response or PATCH
response the confirmed expiry time is returned.

immediateReport

boolean (@]

0.1

This IE indicates whether immediate report is
needed or not.

When present, this IE shall be set as following:
- true: immediate report is required
- false (default) immediate report is not required

report

SubscriptionDataS | C
ets

0.1

This IE shall be present in Subscribe response, if the
immediateReport attribute is set to "true" in
Subscribe request.

When present, this IE shall contain the
representation of subscription data sets that to be
monitored, i.e. listed in monitoredResourceUris
attribute.

6.2.6.2.4

Type: SubscriptionDataSets

Table 6.2.6.2.4-1: Definition of type SusbcriptionDataSets

Attribute name

Data type

P |Cardinality

Description

ueContextinPgwData

UeContextinPgwData

O [0..1

UE Context in PGW Data

6.2.6.3

6.2.6.3.1

Introduction

Simple data types and enumerations

This clause defines simple data types and enumerations that can be referenced from data structures defined in the

previous clauses.
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6.2.6.3.2 Simple data types
The simple data types defined in table 6.2.6.3.2-1 shall be supported.

Table 6.2.6.3.2-1: Simple data types

Type Name Type Definition Description

6.2.7 Error Handling

6.2.7.1 General

HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].

6.2.7.2 Protocol Errors
Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [4].

6.2.7.3 Application Errors

The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the
Nhss_SubscriberDataM anagement service. The following application errorslisted in Table 6.2.7.3-1 are specific for the
Nhss_SubscriberDataM anagement service.

Table 6.2.7.3-1: Application errors

Application Error HTTP status Description
code
USER_NOT FOUND 404 Not Found |The user does not exist.
DATA_NOT_FOUND 404 Not Found |The requested data is not found/does not exist.
CONTEXT_NOT_FOUND 404 Not Found |It is used during the modification of an existing
subscription when no corresponding context exists.

6.2.8 Feature Negotiation

The optional featuresin table 6.2.8-1 are defined for the Nhss_SubscriberDataM anagement API. They shall be
negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].

Table 6.2.8-1: Supported Features

Feature number Feature Name Description

6.3 Nhss UEContextManagement Service API

6.3.1 Introduction

The Nhss_UEContextM anagement service shall use the Nhss UEContextManagement API.

The request URI used in HT TP request from the NF service consumer towards the NF service producer shall have the
structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:

{apiRoot}/<apiName>/<apiV er sion>/<api SpecificResour ceUr iPar t>

with the following components:
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- The{apiRoot} shall be set as described in 3GPP TS 29.501 [5].
- The <apiName> shall be "nhss-uecm".
-  The<apiVersion> shall be"v1".

- The <api SpecificResourceUriPart> shall be set as described in clause 6.1.
6.3.2 Usage of HTTP

6.3.2.1 General
HTTP/2, asdefined in IETF RFC 7540 [9], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].

HTTP messages and bodies for the Nhss UEContextManagement service shall comply with the OpenAPI [10]
specification contained in Annex A.

6.3.2.2 HTTP standard headers

6.3.2.2.1 General
The usage of HT TP standard headers shall be supported as specified in clause 5.2.2 of 3GPP TS 29.500 [4].

6.3.2.2.2 Content type
The following content types shall be supported:
- JSON, asdefined in IETF RFC 8259 [11], signalled by the content type "application/json".

- The Problem Details JISON Object (IETF RFC 7807 [12] signalled by the content type
"application/problem-+json”.

6.3.2.3 HTTP custom headers

6.3.2.3.1 General
In this release of the specification, no specific custom headers are defined for the Nhss_ UEContextM anagement service.

For 3GPP specific HTTP custom headers used across all service-based interfaces, see clause 5.2.3 of
3GPP TS 29.500[4].

6.3.3 Resources

6.3.3.1 Overview

{apiRoot}/nhss-uecm/<apiVersion>

Figure 6.3.3.1-1: Resource URI structure of the nhss-uecm API
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Table 6.3.3.1-1 provides an overview of the resources and applicable HT TP methods.

Table 6.3.3.1-1: Resources and methods overview

HTTP method or
Resource name Resource URI custom Description
operation
otar deregister-sn Requesting MME/SGSN
n/a deregister-sn (POST) deregistration
n/a imei-undate imei-update Requests the update of the IMEI of
P (POST) the UE stored in HSS
6.3.4 Custom Operations without associated resources
6.3.4.1 Overview
Table 6.3.4.1-1: Custom operations without associated resources
Custom operation URI Mapr)rf);?]:(;rTP Description
{apiRoot}/nhss- POST Requesting MME/SGSN deregistration.
uecm/<apiVersion>/deregister-sn

6.3.4.2

6.3.4.2.1

Description

Operation: deregister-sn

This custom operation is used by the NF service consumer (UDM) to request MME/SGSN deregistration.

6.3.

4.2.2

Operation Definition

This operation shall support the data structures and response codes specified in tables 6.3.4.2.2-1 and 6.3.4.2.2-2.

Table 6.3.4.2.2-1: Data structures supported by the POST Request Body

Data type P | Cardinality Description
DeregistrationReq | M |1
uest
Table 6.3.4.2.2-2: Data structures supported by the POST Response Body
Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned.
Content
ProblemDetails O |0.1 404 Not The "cause" attribute may be used to indicate one of the
Found following application errors:
- USER_NOT_FOUND
- CONTEXT_NOT _FOUND
6.3.4.3 Operation: imei-update
6.3.4.3.1 Description

This custom operation is used by the NF service consumer (UDM) to request the update of the IMEI of the UE.
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This operation shall support the data structures and response codes specified in tables 6.3.4.3.2-1 and 6.3.4.3.2-2.

Table 6.3.4.3.2-1: Data structures supported by the POST Request Body

Data type

P

Cardinality

Description

ImeiUpdatelnfo

M

1

Table 6.3.4.3.2-2: Data structures supported by the POST Response Body

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned.
Content
ProblemDetails O |0.1 404 Not The "cause" attribute may be used to indicate one of the
Found following application errors:

- USER_NOT_FOUND

- CONTEXT NOT_

FOUND

6.3.5 Notifications

In this release of this specification, no notifications are defined for the Nhss UEContextM anagement Service.

6.3.6 Data Model

6.3.6.1 General

This clause specifies the application data model supported by the API.

Table 6.3.6.1-1 specifies the structured data types defined for the Nhss UECM service API.

Table 6.3.6.1-1: Nhss_UECM specific Data Types

Data type Clause defined Description Applicability
DeregistrationRequest  |6.3.6.2.2 Contains IMSI, deregistration reason
ImeiUpdatelnfo 6.3.6.2.3 Contains IMSI, new IMEI

Table 6.3.6.1-2 specifies data types re-used by the Nhss UECM service API from other specifications, including a
reference to their respective specifications and when needed, a short description of their use within the Nhss UECM

service API.
Table 6.3.6.1-2: Nhss_UECM re-used Data Types
Data type Reference Comments Applicability
Guami 3GPP TS 29.571 [7]
6.3.6.2 Structured data types
6.3.6.2.1 Introduction

This clause defines the structures to be used in resource representations.
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Table 6.3.6.2.2-1: Definition of type DeregistrationRequest
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Attribute name Data type P |Cardinality Description Applicability
imsi string M |1 pattern: "N0-9]{5,15}$"
deregReason DeregistrationR | M |1 String, see clause 6.3.6.3.3
eason
guami Guami o (0.1 The GUAMI identifying the
AMF where the UE is
registered. May be used by
the HSS based on operator
policy to decide whether a
registered VLR shall be
cancelled.
6.3.6.2.3 Type: ImeiUpdatelnfo
Table 6.3.6.2.3-1: Definition of type ImeiUpdatelnfo
Attribute name Data type P |Cardinality Description
imsi string M |1 IMSI of the subscriber.
pattern: "N[0-9]{5,15}$"
imei string Cc |0..1 IMEI of the UE as described in
3GPP TS 23.003 [15], clause 6.2.1; it shall not
include the Check Digit.
pattern: "N0-9{14}$"
imeisv string Cc |0.1 IMEISV of the UE as described in
3GPP TS 23.003 [15], clause 6.2.2.
pattern: "N0-9]{16}$"
NOTE: Exactly one of attributes "imei" or "imeisv" shall be present.
6.3.6.3 Simple data types and enumerations
6.3.6.3.1 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the
previous clauses.

6.3.6.3.2
The simple data types defined in table 6.3.6.3.2-1 shall be supported.

Simple data types

Table 6.3.6.3.2-1: Simple data types

Description

Type Name Type Definition
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6.3.6.3.3 Enumeration: DeregistrationReason

Table 6.3.6.3.3-1: Enumeration DeregistrationReason

Enumeration value Description
"UE_INITIAL_AND_SINGLE_REGISTRATION" This value is used when the UDM needs to
indicate to HSS that the MME/SGSN, if any,
shall be cancelled due to an initial registration
for single registration.
"UE_INITIAL_AND_DUAL_REGISTRATION" This value is used when the UDM needs to
indicate to HSS that an SGSN shall be
cancelled (due to initial registration), but the
MME shall not be cancelled (due to dual
registration).

"EPS_TO_5GS_MOBILITY" This value is used when the UDM needs to
indicate to HSS that the MME/SGSN, if any,
shall be cancelled due to a mobility event (i.e.
for single registration which is not an initial
registration).

6.3.7 Error Handling

6.3.7.1 General

HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].

6.3.7.2 Protocol Errors

Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [4].

6.3.7.3 Application Errors

The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the
Nudm_UEContextM anagement service. The application errors defined for the Nhss_ UEContextM anagement service
arelisted in Table 6.3.7.3-1.

Table 6.3.7.3-1: Application errors

Application Error HTTP status Description
code
USER_NOT_FOUND 404 Not Found The user does not exist.
CONTEXT_NOT_FOUND 404 Not Found It is used when no corresponding UE context
exists.

6.3.8 Feature Negotiation

The optional featuresin table 6.3.8-1 are defined for the Nhss_UEContextM anagement API. They shall be negotiated
using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].

Table 6.3.8-1: Supported Features

Feature number Feature Name Description
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6.4 Nhss EventExposure Service API

6.4.1 API URI
URIs of this API shall have the following root:
{ apiRoot} /<apiName>/<apiV ersion>/

where "apiRoot" isdefined in clause 4.4.1 of 3GPP TS 29.501 [5], the "apiName" shall be set to "nhss-ee" and the
"apiVersion" shall be set to "v1" for the current version of this specification.

6.4.2 Usage of HTTP

6.4.2.1 General
HTTP/2, as defined in IETF RFC 7540 [13], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].

HTTP messages and bodies for the Nhss_EE service shall comply with the OpenAPI [14] specification contained in
Annex A5.

6.4.2.2 HTTP standard headers

6.4.2.2.1 General
The usage of HT TP standard headers shall be supported as specified in clause 5.2.2 of 3GPP TS 29.500 [4].

6.4.2.2.2 Content type
The following content types shall be supported:
JSON, as defined in IETF RFC 8259 [15], signalled by the content type "application/json".
The Problem Details JISON Object (IETF RFC 7807 [16] signalled by the content type " application/problem+json™
JSON Patch (IETF RFC 6902 [41]). The use of the JSON Patch format in aHTTP request body shall be signalled by
the content type "application/json-patch+json”.

6.4.2.3 HTTP custom headers

6.4.2.3.1 General
The usage of HTTP custom headers shall be supported as specified in clause 5.2.3 of 3GPP TS 29.500 [4].
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6.4.3 Resources

6.4.3.1 Overview

[{apiRoot}/nhss-ee/vl

Kueld}

/ee-subscriptions

/{subscriptionId}

Figure 6.4.3.1-1: Resource URI structure of the Nhss_EE API
Table 6.4.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 6.4.3.1-1: Resources and methods overview

HTTP
Resource name i
Resource URI or Description
(Archetype) custom
operation
EeSubscriptions H{ueld}/ee-subscriptions POST Create a subscription
(Collection)
Individual subscription H{ueld}/ee- PATCH  |Update the subscription identified by
(Document) subscriptions/{subscriptionld} { subscriptionl d}
DELETE |Delete the subscription identified by
{subscriptionid}, i.e. unsubscribe
6.4.3.2 Resource: EeSubscriptions (Collection)
6.4.3.2.1 Description

Thisresourceis used to represent subscriptionsto notifications.

6.4.3.2.2 Resource Definition
Resource URI: { apiRoot} /nhss-ee/<apiV ersion>/{ uel d} /ee-subscriptions

This resource shall support the resource URI variables defined in table 6.4.3.2.2-1.

Table 6.4.3.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 6.4.1
ueld Represents the identity of the UE in the HSS (IMSI)

pattern: See type Imsi in clause 6.4.6.3.2 of this document.
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Resource Standard Methods

POST

This method shall support the URI query parameters specified in table 6.4.3.2.3.1-1.

Table 6.4.3.2.3.1-1: URI query parameters supported by the POST method on this resource

Name

Data type P

Cardinality

Description

n/a

This method shall support the request data structures specified in table 6.4.3.2.3.1-2 and the response data structures and
response codes specified in table 6.4.3.2.3.1-3.

Table 6.4.3.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type

P

Cardinality

Description

EeSubscription

M

1

The subscription that is to be created

Table 6.4.3.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
CreatedEeSubscr | M |1 201 Upon success, a response body containing a representation of
iption Created the created Individual subscription resource shall be returned,
along with event reports that might be immediately available at
the HSS.
The HTTP response shall include a "Location" HTTP header
that contains the resource URI of the created resource.
ProblemDetails O |0.1 403 The "cause" attribute may be used to indicate one of the
Forbidden [following application errors:
- MONITORING_NOT_ALLOWED
- MAXIMUM_RESOURCES EXCEEDED
ProblemDetails O |0.1 404 Not The "cause" attribute may be used to indicate one of the
Found following application errors:
- USER_NOT FOUND
ProblemDetails O |0.1 501 Not The "cause" attribute may be used to indicate one of the
Implemente [following application errors:
d - UNSUPPORTED_MONITORING_EVENT_TYPE

- UNSUPPORTED_MONITORING_REPORT_OPTIONS

This response shall not be cached.

6.4.3.3

6.4.3.3.1

Resource Definition

Resource: Individual subscription (Document)

Resource URI: { apiRoot} /nhss-ee/<apiV ersion>/{ uel d} /ee-subscri ptions/{ subscriptionl d}

This resource shall support the resource URI variables defined in table 6.4.3.3.1-1.
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Table 6.4.3.3.1-1: Resource URI variables for this resource

Name Definition

apiRoot See clause 6.4.1
ueld Represents the identity of the UE in the HSS (IMSI)

pattern: See type Imsi in clause 6.4.6.3.2 of this document.
subscriptionld The subscriptionld identifies an individual subscription to notifications

The type is string.

6.4.3.3.2 Resource Standard Methods

6.4.3.3.2.1 DELETE
This method shall support the URI query parameters specified in table 6.4.3.3.2.1-1.

Table 6.4.3.3.1.1-1: URI query parameters supported by the DELETE method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.4.3.3.2.1-2 and the response data structures and
response codes specified in table 6.4.3.3.2.1-3.

Table 6.4.3.3.2.1-2: Data structures supported by the Delete Request Body on this resource

Data type P | Cardinality Description
n/a The request body shall be empty.

Table 6.4.3.3.2.1-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned.
Content
ProblemDetails O |0.1 404 Not The "cause" attribute may be used to indicate one of the
Found following application errors:
- USER_NOT_FOUND
- SUBSCRIPTION_NOT_FOUND, see 3GPP TS 29.500 [4]
table 5.2.7.2-1.

6.4.3.3.2.2 PATCH
This method shall support the URI query parameters specified in table 6.4.3.3.2.2-1.

Table 6.4.3.3.2.2-1: URI query parameters supported by the PATCH method on this resource

Name Data type P | Cardinality Description
supported- SupportedFeat | O |0..1
features ures see 3GPP TS 29.500 [4] clause 6.6

This method shall support the request data structures specified in table 6.4.3.3.2.2-2 and the response data structures and
response codes specified in table 6.4.3.3.2.2-3.
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Table 6.4.3.3.2.2-2: Data structures supported by the PATCH Request Body on this resource

Data type

P | Cardinality

Description

array(Patchltem)

M |1.N

Items describe the modifications to the Event Subscription

Table 6.4.3.3.2.2-3: Data structures supported by the PATCH Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned.
Content
PatchResult M (1 200 OK Upon success, the execution report is returned.
ProblemDetails O |0..1 404 Not The "cause" attribute may be used to indicate one of the
Found following application errors:
- USER_NOT_FOUND
- SUBSCRIPTION_NOT_FOUND, see 3GPP TS 29.500 [4]
table 5.2.7.2-1.
O (0.1 403 One or more attributes are not allowed to be modified.
Forbidden

The "cause" attribute may be used to indicate one of the
following application errors:

- MODIFICATION_NOT_ALLOWED, see 3GPP TS 29.500 [4]
table 5.2.7.2-1.

6.4.4

Custom Operations without associated resources

In this release of this specification, no custom operations without associated resources are defined for the
Nhss_EventExposure Service.

6.4.5

6.45.1

Notifications

General

This clause will specify the use of notifications and corresponding protocol detailsif required for the specific service.
When notifications are supported by the AP, it will include a reference to the general description of notifications
support over the 5G SBIs specified in TS 29.500/ TS 29.501.

6.4.5.2

Event Occurrence Notification

The POST method shall be used for Event Occurrence Notifications and the URI shall be as provided during the
subscription procedure.

Resource URI: { callbackReference}

Support of URI query parametersis specified in table 6.4.5.2-1.

Table 6.4.5.2-1: URI query parameters supported by the POST method

Name

Data type P

Cardinality

Description

n/a

Support of request data structuresis specified in table 6.4.5.2-2 and of response data structures and response codes is
specified in table 6.4.5.2-3.

Table 6.4.5.2-2: Data structures supported by the POST Request Body

Data type

P | Cardinality

Description

array(MonitoringR
eport)

M |1..N

occurred eve

A list of MonitoringReports each of which contains information regarding the

nt
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Table 6.4.5.2-3: Data structures supported by the POST Response Body

Data type P | Cardinality | Response Description
codes

n/a 204 No Upon success, an empty response body shall be returned.
Content

ProblemDetails O |0.1 404 Not The "cause" attribute may be used to indicate one of the
Found following application errors:

- CONTEXT NOT_FOUND
NOTE: In addition, common data structures as listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.

6.4.6 Data Model

6.4.6.1 General
This clause specifies the application data model supported by the API.
Table 6.4.6.1-1 specifies the data types defined for the Nhss_EE service API.

Table 6.4.6.1-1: Nhss_EE specific Data Types

Data type Clause defined Description
EeSubscription 6.4.6.2.2 A subscription to Notifications
CreatedEeSubscription 6.4.6.2.3
MonitoringConfiguration 6.4.6.2.4 Monitoring Configuration
MonitoringReport 6.4.6.2.5 Monitoring Report
Report 6.4.6.2.6
ReportingOptions 6.4.6.2.7
LocationReportingConfiguration 6.4.6.2.8
ReachabilityForSmsReport 6.4.6.2.9
LossConnectivityConfiguration 6.4.6.2.10
ReachabilityForDataConfiguration 6.4.6.2.11
PduSessionStatusCfg 6.4.6.2.12 Reporting configuration for events related to PDN

connectivity Status
EventType 6.4.6.3.3
LocationAccuracy 6.4.6.3.4

Table 6.4.6.1-2 specifies data types re-used by the Nhss_EE service API from other specifications, including a reference
to their respective specifications and when needed, a short description of their use within the Nhss EE service API.

Table 6.4.6.1-2: Nhss_EE re-used Data Types

Data type Reference Comments

Uri 3GPP TS 29.571 [7] |Uniform Resource ldentifier

SupportedFeatures 3GPP TS 29.571[7] |See 3GPP TS 29.500 [4] clause 6.6

DateTime 3GPP TS 29.571 [7]

PatchResult 3GPP TS 29.571 [7]

DurationSec 3GPP TS 29.571 [7]

Diameterldentity 3GPP TS 29.571 [7]

Dnn 3GPP TS 29.571 [7] |Data Network Name with Network Identifier only.
6.4.6.2 Structured data types
6.4.6.2.1 Introduction

This clause defines the data structures to be used in resource representations.
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Definition of type EeSubscription

Attribute name

Data type

P

Cardinality

Description

callbackReference

Uri

M

1

URI provided by the NF service consumer to
receive notifications

monitoringConfigurations

map(MonitoringCo
nfiguration)

0]

1.N

A map (list of key-value pairs where referenceld
converted from integer to string serves as key) of
MonitoringConfigurations

scefld

Diameterldentity

Diameter Identify (FQDN) of the SCEF

supportedFeatures

SupportedFeatures

See clause 6.4.8

reportingOptions

ReportingOptions

S[o[S
AN NN

This IE may be included if the NF service
consumer wants to describe how the reports of the
event are to be generated.

If this attribute is not present in the request, it
means that the NF service consumer does not
specify any maximum number of reports or any
expiry time for the subscription; still, the NF service
producer (HSS) may set an expiry time in the
response to the subscription creation (see

clause 6.4.6.2.7).

6.4.6.2.3

Type: CreatedEeSubscription

Table 6.4.6.2.3-1: Definition of type CreatedEeSubscription

Attribute name Data type P |Cardinality Description

eeSubscription EeSubscription M (1 This IE shall contain the representation of the
created event subscription.

eventReports array(Monitoring O [1.N This IE when present, shall contain the status of

Report) events that are requested for immediate reporting as
well, if those events are available at the time of
subscription.
6.4.6.2.4 Type: MonitoringConfiguration

Table 6.4.6.2.4-1: Definition of type MonitoringConfiguration

Attribute name Data type P |Cardinality Description

eventType EventType M |1 Event type

immediateFlag boolean O |0.1 Indicates if an immediate event report in the
subscription response indicating current value /
status of the event is required, if available. If the flag
is not present, then immediate reporting may be
skipped.

locationReportingConfig |LocationReportin | C [0..1 Shall be present if eventType is

uration gConfiguration "LOCATION_REPORTING"

lossConnectivityConfigu |LossConnectivity | O |[0..1 May be present if eventType is

ration Configuration "LOSS_OF _CONNECTIVITY".

reachabilityForDataConf |ReachabilityForD | O |[0..1 May be present if eventType is

iguration ataConfiguration "UE_REACHABILITY_FOR_DATA"

pduSessionStatusCfg PduSessionStatu | O [0..1 may be present if eventType is

sCfg "PDN_CONNECTIVITY_STATUS"

ETSI




3GPP TS 29.563 version 16.4.0 Release 16

6.4.6.2.5

Type: MonitoringReport

46

ETSI TS 129 563 V16.4.0 (2021-04)

Table 6.4.6.2.5-1: Definition of type MonitoringReport

Attribute name Data type P |Cardinality Description

referenceld Referenceld M |1 Shall contain the Reference ID which was provided
as the key of the associated monitoring configuration
in subscription request. The consumer can use this
IE to uniquely associate the report with the
corresponding event that was requested to be
monitored.

eventType EventType M (1 String; see clause 6.4.6.3.3
only the following values are allowed:
"UE_REACHABILITY_FOR_SMS"

timeStamp DateTime M 1 Point in time at which the event occured

report Report O |0..1 Shall be present if eventType is
"UE_REACHABILITY_FOR_SMS"

6.4.6.2.6 Type: Report

Table 6.4.6.2.6-1: Definition of type Report

Attribute name

Data type

P |Cardinality

Description

reachabilityForSmsReport

Report

ReachabilityForSms

O |0..1

Reports the UE reachachbility for SMS

6.4.6.2.7

Type: ReportingOptions

Table 6.4.6.2.7-1: Definition of type ReportingOptions

Attribute name

Data type

P

Cardinalit
y

Description

maxNumOfReports

MaxNumOfReports

o]

0.1

Maximum number of reports. If not present, the NF
service consumer does not specify any maximum
number of reports to be received.

(NOTE)

expiry

DateTime

0.1

This IE shall be included in an event subscription
response, if, based on operator policy, the HSS
needs to include an expiry time, and may be
included in an event subscription request. When
present, this IE shall represent the time at which
monitoring shall cease and the subscription
becomes invalid. If the maxNumOfReports included
in an event subscription response is 1 and if an
event report is included in the subscription response
then the value of the expiry included in the response
shall be an immediate timestamp.

(NOTE)

reportPeriod

DurationSec

0.1

Indicates the interval time between which the event
notification is reported, may be present if event type
is "LOCATION_REPORTING"

NOTE:

If parameter "maxNumOfReports" and "expiry" are included at the same time, the subscription will expire as
soon as one of the conditions is met.
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Type: LocationReportingConfiguration

Table 6.4.6.2.8-1: Definition of type LocationReportingConfiguration

Attribute name Data type P |Cardinality Description
currentLocation boolean M |1 true: Indicates that current location is requested.
false: Indicates that last known location is requested.
accuracy LocationAccuracy | C |0..1 Indicates whether Cell-level or TA-level accuracy is
requested. Shall be present when current location is
requested.
6.4.6.2.9 Type: ReachabilityForSmsReport

Table 6.4.6.2.9-1: Definition of type ReachabilityForSmsReport

Attribute name Data type P |Cardinality Description
reachabilitySmsStatus boolean M (1 true: UE is reachable for SMS
false: UE is not reachable for SMS
maxAvailabilityTime DateTime O (0.1 Indicates the time (in UTC) until which the UE is

expected to be reachable.

This information may be used by the SMS Service
Center to prioritize the retransmission of pending
Mobile Terminated Short Message to UEs using a
power saving mechanism (eDRX, PSM etc.).

6.4.6.2.10

Type: LossConnectivityConfiguration

Table 6.4.6.2.10-1: Definition of type LossConnectivityConfiguration

Attribute name

Data type

P

Cardinality

Description

maxDetectionTime

DurationSec

0]

0.1

When present, it indicates the configured Maximum
Detection Time

6.4.6.2.11

Type: ReachabilityForDataConfiguration

Table 6.4.6.2.11-1: Definition of type ReachabilityForDataConfiguration

Attribute name Data type P |Cardinality Description

maximumLatency DurationSec O |0.1 When present, it indicates the configured Maximum
Latency. (NOTE)

maximumResponseTim [DurationSec O (0.1 When present, it indicates the configured Maximum

e Response Time. (NOTE)

suggestedPacketNumDI |integer O |0.1 When present, it indicates the configured Suggested
number of downlink packets. (NOTE)

NOTE: At least one of maximumLatency, maximumResponseTime or suggestedPacketNumDI shall be present

6.4.6.2.12

Type: PduSessionStatusCfg

Table 6.4.6.2.12-1: Definition of type PduSessionStatusCfg

Attribute name

Data type

P

Cardinality

Description

apn

Dnn

o]

0.1

When present, it indicates the APN for which the
event is monitored.
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Simple data types and enumerations

This clause defines simple data types and enumerations that can be referenced from data structures defined in the

previous clauses.

6.4.6.3.2 Simple data types

The simple data types defined in table 6.4.6.3.2-1 shall be supported.

Table 6.4.6.3.2-1: Simple data types

Type Name Type Definition Description

Referenceld integer Referenceld is used as key in a map of MonitoringConfigurations;
see clause 6.4.6.2.4.
The numeric value should not be higher than 2764-1 (i.e. it should
be possible to convey it in an unsigned 64 integer Information
Element, used in other protocols), if interworking with the Event
Exposure framework in EPC is required.

Imsi string IMSI
pattern: A(imsi-[0-9]{5,15})$"

MaxNumOfReports | integer Maximum number of reports.
Minimum: 1

6.4.6.3.3 Enumeration: EventType

Table 6.4.6.3.3-1: Enumeration EventType

Enumeration value

Description

"LOSS_OF_CONNECTIVITY"

Loss of connectivity

"UE_REACHABILITY_FOR_DATA"

UE reachability for data, implements the "UE Reachability”
monitoring event as specified in clause 4.15.3.1 in
3GPP TS 23.502 [3].

When this event is subscribed by an NF service consumer, the
UDM subscribes to "ReachabilityReport" event for "UE
Reachability for DL Traffic" on the AMF without URRP-AMF.

When this event is subscribed by an NF service consumer, the
UDM shall request the AMF to directly send notification to NF.

"UE_REACHABILITY_FOR_SMS"

UE reachability for SMS, implements the "UE Reachability for
SMS Delivery" event as specified in 3GPP TS 23.682 [18].

This event only supports One-Time reporting.

"LOCATION_REPORTING"

Location Reporting

"COMMUNICATION_FAILURE"

Communication Failure

"AVAILABILITY_AFTER_DDN_FAILURE"

Availability after DDN failure

"PDN_CONNECTIVITY_STATUS"

PDN_CONNECTIVITY_STATUS

6.4.6.3.4

Enumeration: LocationAccuracy

Table 6.4.6.3.4-1: Enumeration LocationAccuracy

Enumeration value

Description

"CELL_LEVEL"

Change of cell shall be reported

"TA_LEVEL"

Change of TA shall be reported
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6.4.7 Error Handling

6.4.7.1 General

HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].

6.4.7.2 Protocol Errors

Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [4].

6.4.7.3 Application Errors

The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the
Nhss_EventExposure service. The following application errors listed in Table 6.4.7.3-1 are specific for the
Nhss_EventExposure service.

Table 6.4.7.3-1: Application errors

Application Error HTTP status Description
code
MONITORING_NOT_ALLOWED 403 Forbidden |The subscriber does not have the

necessary subscription for monitoring
with the requested Event Type.

USER_NOT_FOUND 404 Not Found  |The user does not exist
CONTEXT_NOT_FOUND 404 Not Found  [It is used when no corresponding context
exists.
UNSUPPORTED_MONITORING_EVENT_TYPE 501 Not The monitoring configuration contains
Implemented unsupported event type.
UNSUPPORTED_MONITORING_REPORT_OPTIONS (501 Not The monitoring configuration contains
Implemented unsupported report options.

6.4.8 Feature Negotiation

The optional featuresin table 6.4.8-1 are defined for the Nhss_EE API. They shall be negotiated using the extensibility
mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].

Table 6.4.8-1: Supported Features

Feature number Feature Name Description

6.4.9 Security

Asindicated in 3GPP TS 33.501 [6] and 3GPP TS 29.500 [4], the access to the Nhss_EE APl may be authorized by
means of the OAuth2 protocol (see IETF RFC 6749 [18]), based on local configuration, using the "Client Credentials’
authorization grant, where the NRF (see 3GPP TS 29.510 [19]) plays the role of the authorization server.

If OAuth2 isused, an NF Service Consumer, prior to consuming services offered by the Nhss EE API, shall obtain a
"token" from the authorization server, by invoking the Access Token Request service, as described in
3GPPTS29.510[19], clause 5.4.2.2.

NOTE: When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF
that the NF Service Consumer used for discovering the Nhss_EE service.

The Nhss_EE API defines a single scope "nhss-ee" for OAuth2 authorization (as specified in 3GPP TS 33.501 [6]) for
the entire API, and it does not define any additional scopes at resource or operation level.
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Annex A (normative):
OpenAPI specification

A.l General

This Annex specifies the formal definition of the Nhss Service API(s). It consists of OpenAPI 3.0.0 specificationsin
YAML format.

This Annex takes precedence when being discrepant to other parts of the specification with respect to the encoding of
information elements and methods within the API(s).

NOTE: The semantics and procedures, as well as conditions, e.g. for the applicability and allowed combinations
of attributes or values, not expressed in the OpenAPI definitions but defined in other parts of the
specification also apply.

Informative copies of the OpenAPI specification files contained in this 3GPP Technical Specification are available on a
Git-based repository, that uses the GitLab software version control system (see 3GPP TS 29.501 [5] clause 5.3.1 and
3GPP TR 21.900 [14] clause 5B).

A.2 Nhss UEAuthentication API

openapi: 3.0.0
i nfo:
version: '1.0.0
title: ' NhssUEAU
description: |
HSS UE Aut henti cation Service.
© 2019, 3GPP Organizational Partners (AR B, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
Al rights reserved.

ext er nal Docs:
description: 3GPP TS 29.563 HSS Services for Interworking Wth UDM version 16.1.0
url: "http://ww. 3gpp. org/ftp/ Specs/archivel/ 29_series/29.563/"'

servers:
- url: '{api Root}/nhss-ueau/vl'
vari abl es:
api Root :
default: https://exanple.com
description: api Root as defined in clause 4.4 of 3GPP TS 29. 501.

security:
- OAut h2d i ent Credenti al s:
- nhss-ueau
- {3
pat hs:
/ gener at e- av:
post :

summary: Generate authentication vector for the UE
operationld: GenerateAV
tags:

- CGenerate Auth Vector
request Body:

content:

application/json:
schema:
$ref: '#/ conponents/schemas/ AvGener ati onRequest’
required: true

responses:

'200':

description: Expected response to a valid request

content:

application/json:
schema:
$ref: '#/ conponents/schenas/ AvGener ati onResponse'

'400' :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400'
' 403" :
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$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 403"
' 404" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 404’
' 500" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 500
' 501" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 501"
' 503" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error

conponents:
securitySchenes:
oAut h2d i ent Credenti al s:
type: oauth2
flows:
clientCredential s:
tokenUrl: '{nrfApi Root}/ oaut h2/token’
scopes:
nhss-ueau: Access to the nhss-ueau API

schenas:
# COWMPLEX TYPES:

AvGener at i onRequest :
type: object
required:
- imsi
- aut hType
- servi ngNet wor kNare
properties:
i msi:
type: string
pattern: '~[0-9]{5,15}$%
aut hType:

$ref: ' TS29503_Nudm UEAU. yani #/ conponent s/ schenmas/ Aut hType'

ser vi ngNet wor kNane:

ETSI TS 129 563 V16.4.0 (2021-04)

$ref: ' TS29503_Nudm UEAU. yani #/ conponent s/ schenas/ Ser vi ngNet wor kNane'

resynchroni zati onl nf o:

$ref: ' TS29503_Nudm UEAU. yani #/ conponent s/ schemas/ Resynchr oni zat i onl nf o'

AvGener at i onResponse:
type: object
oneX:
- required:
- avEapAkaPrime
- required:
- avbGHeAka
properties:
avEapAkaPri me:

$ref: ' TS29503_Nudm UEAU. yani #/ conponent s/ schenas/ AvEapAkaPri ne'

av5GHeAka:

$ref: ' TS29503_Nudm UEAU. yani #/ conponent s/ schenas/ Av5GHeAka'

# S| MPLE TYPES:

# ENUMS:

A.3 Nhss_SubscriberDataManagement AP

openapi: 3.0.0

i nfo:
version: '1.0.1
title: 'Nhss_SDM
description: |
HSS Subscri ber Data Managenent.

© 2020, 3GPP Organizational Partners (AR B, ATIS, CCSA, ETSI, TSDSI, TTA, TTCO).

Al rights reserved.
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ext er nal Docs:

description:

3GPP TS 29.563 HSS Services for Interworking Wth UDM version 16.3.0

url: "http://ww. 3gpp. org/ftp/ Specs/archivel/ 29_seri es/29.563/"'

servers:
- ourl:

' {api Root

vari abl es:

api

Root :

default: h
description: api Root as defined in clause 4.4 of 3GPP TS 29.501.

security:

}/ nhss-sdm v1'

ttps://exanpl e.com

- OAut h2d i ent Credenti al s:
- nhss-sdm

- {1

pat hs:

/ {uel d}/ ue- cont ext - i n- pgw dat a:

get:

sunmary: Retrieve the UE Context In PGV
operationld: GetUeCt x|l nPgwbat a

tags:
- UE Context In PGNData Retrieval
par ameters:
- nane: ueld
in: path
description: Identifier of the UE
required: true
schema:
type: string
pattern: '~(insi-[0-9]{5,15})%
responses:
'200':
description: Expected response to a valid request
content:
application/json:
schema:
$ref: '#/ conponents/schenmas/ UeCont ext | nPgwDat a'
' 400" :
$ref: ' TS29571_ CormmonDat a. yan #/ conponent s/ r esponses/ 400’
' 404" :
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 404’
' 500" :
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 500
' 503" :
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 503"
defaul t:
description: Unexpected error

/{uel d}/ subscri pti ons:

post :

sunmary: sub
operationld: Subscribe
tags:

- Subscription Creation

par

anmet ers:
nanme: ue
in: path
descri pt
required
schema:
type:
patter

request Body:
content:

r

appl i cat

scribe to notifications

Id

ion: IMSl of the user

. true

string

n: "~(inmsi-[0-9]{5,15})%

ion/json:

schema:

$r ef
equi red:

responses:

201" :
descri pt
content:

applic
sche

$r
header s:

. ' #/ conponent s/ schenmas/ Subscri pti onDat a'
true

ion: Expected response to a valid request
ation/json:

na:
ef : ' #/ conponent s/ schenas/ Subscri pti onDat a'
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Locati on:
description: 'Contains the URI of the newy created resource, according to the
structure: {api Root}/nhss-sdnl <api Versi on>/{uel d}/subscri ptions/{subscriptionld}'
required: true
schema:
type: string

' 400" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 404" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 404"
' 500" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 500
' 501" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 501"
' 503" :

$ref: ' TS29571_CormmonDat a. yani #/ conponent s/ r esponses/ 503’
defaul t:

description: Unexpected error

cal | backs:

dat achangeNoti ficati on
'{request. body#/ cal | backRef erence}’
post :
request Body:
required: true

content:

application/json:

schema:
$ref: ' TS29503_Nudm SDM yani #/ conponent s/ schenmas/ Modi fi cati onNoti fication'
responses:

'204":

description: Successful Notification response
' 400" :

$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 400’
' 404" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 404’
' 500" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 500’
' 503" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error

/{uel d}/ subscri ptions/{subscri ptionld}:
del et e:
sunmary: unsubscribe fromnotifications
operationld: Unsubscribe
tags:
- Subscription Deletion
par anet ers
- name: ueld
in: path
description: | Ml of the user
required: true
schema
type: string
pattern: '~(insi-[0-9]{5,15})%
- name: subscriptionld
in: path
description: Id of the Subscription
required: true

schema:
type: string
responses:

' 204

description: Successful response
' 400" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400
' 404’

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 404"
' 500" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 500’
' 503" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error

pat ch:
summary: nodify the subscription
operationld: Mdify
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tags:
- Subscription Mdification
par amet ers
- name: ueld
in: path
description: IMsl of the user
required: true
schena
type: string
pattern: '~(insi-[0-9]{5,15})%
- name: subscriptionld
in: path
description: Id of the Subscription
required: true
schena:
type: string
request Body:

content:
appl i cation/json-patch+json:
schema:
type: array
itens:

$ref: 'TS29571 CommonDat a. yanl #/ conponent s/ schemas/ Pat chl t end
mnltenms: 1
required: true
responses:

' 204

description: Successful nodification
' 400" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400
' 403" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 403’
1 404" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 404’
' 500" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 500'
' 503" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error

conponents:
securi tySchemnes:
oAut h2d i ent Credenti al s:
type: oaut h2
flows:
clientCredential s:
tokenUrl: ' {nrfApi Root}/oaut h2/token'
scopes:
nhss-sdm Access to the nhss-sdm AP

schenas:
# COWPLEX TYPES:

UeCont ext | nPgwDat a:
type: object
properties:
pgw nf o:
type: array
items:
$ref: ' TS29503_Nudm SDM yanl #/ conponent s/ schemas/ Pgwi nf o'
mnltenms: 1
enmer gencyFqdn:
type: string

Subscri pti onDat a:
type: object
required:
- nflnstanceld
- cal | backRef erence
- noni toredResourcelris
properties:
nf I nst ancel d:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenmas/ Nf | nst ancel d'
cal | backRef erence:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Uri '
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noni t or edResour celri s:
type: array
items:
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Uri '
mnltems: 1
expires:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Dat eTi e’
i medi at eReport:
type: bool ean
default: false
report:
$ref: '#/ conponents/schenmas/ Subscri ptionDat aSets'

Subscri pti onDat aSet s:
type: object
properties:
ueCont ext | nPgwbDat a:
$ref: '#/ conponents/schenas/ UeCont ext | nPgwDat a'

# SI MPLE TYPES:

# ENUMS:

A4 Nhss_UEContextManagement AP

openapi: 3.0.0

i nfo:
version: '1.0.1'
title: 'Nhss_UECM
description: |
HSS UE Cont ext Managenent
© 2021, 3GPP Organizational Partners (AR B, ATIS, CCSA, ETSI, TSDSI, TTA, TTO).
Al rights reserved.

ext er nal Docs:
description: 3GPP TS 29.563 HSS Services for Interworking Wth UDM version 16.4.0
url: "http://ww:. 3gpp. org/ ftp/ Specs/ archivel/ 29_seri es/ 29. 563/

servers:
- url: '{api Root}/nhss-uecm vl
vari abl es:
api Root :
default: https://exanple.com
description: api Root as defined in clause 4.4 of 3GPP TS 29.501.

security:
- OAuth2d i ent Credential s:
- nhss-uecm

- {}

pat hs:
/ der egi st er-sn:
post :
summary: MVE/ SGSN Der egi strati on
operationld: DeregisterSN
tags:
- MVE/ SGSN Der egi stration
request Body:
content:
application/json:
schena:
$ref: '#/ conponents/schenas/ Deregi strati onRequest'
required: true
responses:
1204 :
description: No content
' 400" :
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 400’
'404' :
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 404’
' 500" :
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 500
'501":
$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 501"
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'503':

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error

/i mei - updat e:
post :
summary: | MElI Update
operationld: | Ml Update
t ags:
- | MEl Update
request Body:
content:
application/json:
schena:
$ref: ' #/ conponents/schenas/ | nei Updat el nf o'
required: true
responses:
'204":
description: No content
' 400" :
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 404" :
$ref: ' TS29571 CommonDat a. yanl #/ conponent s/ r esponses/ 404’
' 500" :
$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 500
'501":
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 501’
'503":
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 503"
defaul t:
description: Unexpected error

conponent s:
securi tySchemnes:
oAut h2d i ent Credenti al s:
type: oauth2
flows:
clientCredential s:
tokenUrl: ' {nrfApi Root}/oaut h2/token'
scopes:
nhss-uecm Access to the nhss-uecm API

schenas:
# COWPLEX TYPES:

Der egi st rati onRequest :
type: object
required:
- insi
- deregReason
properties:
i msi:
type: string
pattern: '~[0-9]{5,15}$%
der egReason:
$ref: '#/ conponents/schenas/ Deregi strationReason'
guani :
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Guami '

I mei Updat el nf o:
type: object
required:
- insi
oneCr :
- required: [ inei ]
- required: [ inmeisv ]
properti es:
i msi:
type: string
pattern: '~[0-9]{5,15}$%
imei:
type: string
pattern: '~[0-9]{14, 15} %

i mei sv:
type: string
pattern: '~[0-9]{16}$%
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# SI MPLE TYPES:

# ENUMS:

Der egi strati onReason:
anyCf :
- type: string
enum

- UE_I NI TI AL_AND_SI NGLE_REG STRATI ON
- UE_I NI TI AL_AND_DUAL_REGQ STRATI ON
- EPS_TO 5GS_MOBI LI TY

- type: string

A.5 Nhss_EE API

openapi: 3.0.0

i nfo:
version: '1.0.2
title: 'Nhss_EF
description: |
HSS Event Exposure
© 2020, 3GPP Organizational Partners (AR B, ATIS, CCSA, ETSI, TSDSI, TTA, TTCO).
Al rights reserved.

ext er nal Docs:
description: 3GPP TS 29.563 HSS Services for Interworking Wth UDM version 16.3.0
url: "http://ww:. 3gpp. org/ ftp/ Specs/ archivel/ 29_seri es/29. 563/

servers:
- url: '{api Root}/nhss-ee/vl'
vari abl es:
api Root :

default: https://exanple.com
description: api Root as defined in clause 4.4 of 3GPP TS 29.501.

security:
- {} _ _
- OAuth2d i ent Credential s:
- nhss-ee

pat hs:
/ {uel d}/ ee-subscri ptions
post :
summary: Subscri be
operationld: CreateEeSubscription
tags:
- EE Subscription (Collection)
par anmet ers
- nane: ueld
in: path
description: | MSI of the subscriber
required: true
schema
$ref: ' #/ conponents/schenmas/|nsi'
request Body:
content:
application/json
schema:
$ref: '#/ conponents/schenas/ EeSubscri ption
required: true
responses
‘201
description: Expected response to a valid request
content:
application/json
schena
$ref: '#/ conponents/schenas/ Creat edEeSubscri ption
header s:
Locati on:
description: 'Contains the URI of the newy created resource, according to the
structure: {api Root}/nhss-ee/vl/{ueld}/ee-subscriptions/{subscriptionld}'
required: true
schena:
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type: string

' 400" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 403" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 403"
' 404" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 404’
' 500" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 500
' 501" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 501"
' 503" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error

cal | backs:

event CccurrenceNotification
'{request. body#/ cal | backRef erence}’
post :
request Body:
required: true

content:
application/json:
schema:
type: array
itens:

$ref: ' #/ conponent s/ schemas/ Moni t ori ngReport'

mnltems: 1
responses:
1204
description: Successful Notification response
' 400" :
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$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 400’

' 404" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 404’

' 500" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 500’

' 503" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 503"

defaul t:
description: Unexpected error

/{uel d}/ ee-subscri ptions/{subscriptionld}:
del ete:
summary: Unsubscri be
operationld: Del eteEeSubscription
tags:
- Del ete EE Subscription
par anet ers
- name: ueld
in: path
description: | Ml of the subscriber
required: true
schema
$ref: '#/ conponents/schemas/ | nsi
- name: subscriptionld
in: path
description: |d of the EE Subscription
required: true

schena:
type: string
responses

' 204

description: Successful response
' 400" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
1 404" :

$ref: ' TS29571_CormmonDat a. yani #/ conponent s/ r esponses/ 404
' 500" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 500
' 503" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 503
defaul t:

description: Unexpected error

pat ch:
summary: Patch
operationld: UpdateEeSubscription
tags:
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- Update EE Subscription
par anmet ers
- name: ueld
in: path
description: | MSI of the subscriber
required: true
schena
$ref: '#/ conponents/schemas/ | nmsi
- name: subscriptionld
in: path
description: |d of the EE Subscription
required: true
schema
type: string
request Body:

content:
appl i cati on/j son-pat ch+j son:
schema:
type: array
items:

ETSI TS 129 563 V16.4.0 (2021-04)

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ schenmas/ Pat chl t eni

mnltems: 1
required: true
responses:
' 200" :

description: Expected response to a valid request

content:
application/json:
schema:

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schemas/ Pat chResul t*

1204 :
description: Successful response
' 403" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 403"

' 404" :

$ref: ' TS29571_ CommonDat a. yan #/ conponent s/ r esponses/ 404’

defaul t:
description: Unexpected error

conponent s:
securitySchenes:
oAut h2d i ent Credenti al s:
type: oaut h2
flows:
clientCredential s:
tokenUrl: ' {nrfApi Root}/oaut h2/token'
scopes:
nhss-ee: Access to the nhss-ee API

schenas:
# COWPLEX TYPES:

EeSubscri pti on:
type: object
required:
- cal | backRef erence
properties:
cal | backRef erence:

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Uri '

scefl d:

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenmas/ Di anet er I dentity’

nmoni t ori ngConfi gurations:

description: A map (list of key-value pairs where Referenceld serves as key) of

Moni t ori ngConfi gurations
type: object
addi ti onal Properties:

$ref: ' #/ conponents/schenas/ MonitoringConfiguration'

m nProperties: 1
suppor t edFeat ur es:

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schenmas/ Suppor t edFeat ur es'

reportingOptions:

$ref: '#/ conponents/schenas/ ReportingOptions'

Cr eat edEeSubscri pti on:
type: object
required:

- eeSubscription
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properties:
eeSubscri ption:
$ref: '#/ conponents/schenas/ EeSubscri ption'
event Reports:
type: array
items:
$ref: '#/ conponents/schenmas/ MnitoringReport'
mnltens: 1

Moni t ori ngConfi gurati on:
type: object
required:
- event Type
properties:
event Type:
$ref: '#/ conponents/schenas/ Event Type'
i mredi at eFl ag:
type: bool ean
| ocati onReportingConfiguration:
$ref: ' #/ conponents/schenas/ Locati onReportingConfiguration'
| ossConnecti vi tyConfi guration:
$ref: '#/ conponents/schenas/LossConnecti vityConfiguration'
reachabi | i t yFor Dat aConfi gurati on:
$ref: ' #/ conmponent s/ schemas/ Reachabi | i t yFor Dat aConfi gurati on’
pduSessi onSt at usCf g:
$ref: '#/ conponents/schemas/ PduSessi onSt at usCf g'

Moni t ori ngReport:
type: object
required:
- referenceld
- event Type
- timeStanp
properties:
ref erencel d:
$ref: ' #/ conponent s/ schemas/ Ref erencel d'
event Type:
$ref: '#/ conponents/schenas/ Event Type'
ti meSt anp:
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schenas/ Dat eTi ne'
report:
$ref: '#/ conponents/schenas/ Report'

ReportingOpti ons:
type: object
properties:
maxNunf Report s:
$ref: '#/ conponents/schemas/ MaxNuntf Reports'
expiry:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Dat eTi e’
report Peri od:
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schemas/ Dur at i onSec'

Report:
type: object
properties:

reachabi | i t yFor SmsReport:
$ref: '#/ conponents/schemas/ Reachabi |l ityFor SmsReport’

Reachabi | i t yFor SmsReport :
type: object
required:
- reachabilitySnsStatus
properties:
reachabi |l i t ySnmsSt at us:
type: bool ean
maxAvai | abi lityTi me:
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schenas/ Dat eTi ne'

LossConnecti vi t yConfi gurati on:
type: object
properties:
maxDet ecti onTi ne:
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schemas/ Dur at i onSec'

Locat i onReporti ngConfi guration:

type: object
required:
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- currentLocation
properties:
current Locati on:
type: bool ean
accuracy:
$ref: '#/ conponents/schenas/Locati onAccuracy'

Reachabi | i t yFor Dat aConf i gur ati on:
type: object
anyCf :
- required: [ maxi munmLatency ]
- required: [ maxi munResponseTinme ]
- required: [ suggestedPacket NunDl ]
properties:
maxi munLat ency:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Dur at i onSec'
maxi nunResponseTi ne:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schemas/ Dur at i onSec'
suggest edPacket NunDi :
type: integer
m ni mum 1

PduSessi onSt at usCf g:
type: object
properties:
apn:
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schenas/ Dnn'

# SI MPLE TYPES:

Ref er encel d:
type: integer

| nsi :
type: string
pattern: '~(insi-[0-9]{5,15})%

MaxNunmOf Report s:
type: integer
mnimum 1

# ENUMS:

Event Type:
anyOf :
- type: string

enum
- LOSS_OF_CONNECTI VI TY
- UE_REACHABI LI TY_FOR_DATA
- UE_REACHABI LI TY_FOR_SMs
- LOCATI ON_REPORTI NG
- COMMUNI CATI ON_FAI LURE
- AVAI LABI LI TY_AFTER_DDN_FAI LURE
- PDN_CONNECTI VI TY_STATUS

- type: string

Locati onAccur acy:
anyCf :
- type: string
enum
- CELL_LEVEL
- TA LEVEL
- type: string
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Annex B (informative):
Withdrawn API versions

B.1 General

This Annex lists withdrawn API versions of the APIs defined in the present specification. 3GPP TS 29.501 [5]
clause 4.3.1.6 describes the withdrawal of API versions.
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Annex C (informative):
Change history
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