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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the stage 3 protocol and data model for the PLMN interconnection Interface. It provides
stage 3 protocol definitions and message flows, and specifies the APIs for the procedures on the PLMN interconnection
interface (i.e N32).

The 5G System stage 2 architecture and procedures are specified in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3].

The Technical Realization of the Service Based Architecture and the Principles and Guidelines for Services Definition
are specified in 3GPP TS 29.500 [4] and 3GPP TS 29.501 [5].

The stage 2 level N32 procedures are specified in 3GPP TS 33.501 [6].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.501: " System Architecture for the 5G System; Stage 2".

[3] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4] 3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5] 3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6] 3GPP TS 33.501: "Security architecture and procedures for 5G system".

[7] IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".

[8] IETF RFC 8259: "The JavaScript Object Notation (JSON) Data | nterchange Format".

[9] IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content”.

[10] IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[11] IETF RFC 793: "Transmission Control Protocol”.

[12] 3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[13] IETF RFC 7518: "JSON Web Algorithms (JWA)".

[14] IETF RFC 7516: "JSON Web Encryption (JWE)".

[15] IETF RFC 4648: "The Basel6, Base32, and Base64 Data Encodings'.

[16] IETF RFC 7515: "JSON Web Signature (JWS)".

[17] IETF RFC 6901: "JavaScript Object Notation (JSON) Pointer".

[18] 3GPP TS 29.510: "Network Function Repository Services; Stage 3".

[19] 3GPP TS 23.003: "Numbering, addressing and identification”.
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[20] 3GPP TR 21.900: "Technical Specification Group working methods'.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP
TR 21.905[1].

c-SEPP: The SEPP that is present on the NF service consumer side is called the c-SEPP.
p-SEPP: The SEPP that is present on the NF service producer side is called the p-SEPP.

NOTE: For the purpose of N32-c procedures, the two interacting SEPPs are called "initiating" SEPP and
"responding” SEPP. The c-SEPP and p-SEPP terminology is hot used in this specification though it is
used in 3GPP TS 33.501 [6].

c-1PX: The IPX on the NF service consumer side.

p-1PX: The IPX of the NF service producer side.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

IPX IP Exchange Service
JOSE Javascript Object Signing and Encryption
JWE JSON Web Encryption
JWS JSON Web Signature
PRINS PRotocol for N32 INterconnect Security
SEPP Security and Edge Protection Proxy
TLS Transport Layer Security
4 General Description
4.1 Introduction

This clause provides a general description of the interconnect interfaces used between the PLMNs for transporting the
service based interface message exchanges.

4.2 N32 Interface

421 General

The N32 interface is used between the SEPPs of a VPLMN and aHPLMN in roaming scenarios. The SEPP that ison
the NF service consumer side is called the c-SEPP and the SEPP that is on the NF service producer is called the p-
SEPP. The N32 interface can be logically considered as 2 separate interfaces as given below.

- N32-c, acontrol planeinterface between the SEPPs for performing initial handshake and negotiating the
parameters to be applied for the actual N32 message forwarding.

- N32-f, aforwarding interface between the SEPPs which is used for forwarding the communication between the
NF service consumer and the NF service producer after applying application level security protection.
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4.2.2 N32-c Interface

The following figure shows the scope of the N32-c interface.

PLMN A PLMN B

Figure 4.2.2-1: N32-c Interface

The N32-c interface provides the following functionalities:

- Initial handshake procedure between the SEPP in PLMN A (called the initiating SEPP) and the SEPP in PLMN
B (called the responding SEPP), that involves capability negotiation and parameter exchange as specified in
3GPP TS 33.501 [6].

4.2.3 N32-f Interface

The following figure shows the scope of the N32-f interface.

SEPP in SEPP in
PLMN A PLMN B

" IPX T
FLMNA )y LN

Figure 4.2.3-1: N32-f Interface

The N32-f interface shall be used to forward the HT TP/2 messages of the NF service producers and the NF service
consumersin different PLMN, through the SEPPs of the respective PLMN. The application layer security protection
functionality of the N32-f is used only if the PRotocol for N32 INterconnect Security (PRINS) is negotiated between
the SEPPs using N32-c.

The N32-f interface provides the following application layer security protection functionalities:

- Message protection of the information exchanged between the NF service consumer and the NF service producer
across PLMNSs by applying application layer security mechanisms as specified in 3GPP TS 33.501 [6].

- Forwarding of the application layer protected message from a SEPP in one PLMN to a SEPP in another PLMN.
Such forwarding may involve IPX providers on path.

- If IPX providers are on the path from SEPP in PLMN A to SEPP in PLMN B, the forwarding on the N32-f
interface may involve the insertion of content modification instructions which the receiving SEPP applies after
verifying the integrity of such modification instructions.

If TLSisthe negotiated security policy between the SEPP, then the N32-f shall involve only the forwarding of the
HTTP/2 messages of the NF service producers and the NF service consumers without any reformatting.
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The protocol stack for the N32 interface is shown below in Figure 4.2.1-1

Application

HTTP/2

TLS |

TCP

IP

L2

Figure 4.3.1-1: N32 Protocol Stack

The N32 interfaces (N32-c and N32-f) use HTTP/2 protocol (see clause 4.2.2) with JSON (see clause 4.2.4) asthe
application layer serialization protocol. For the security protection at the transport layer, the SEPPs shall support TLS as
specified in 3GPP TS 33.501 [6].

For the N32-f interface, the application layer (i.e the JSON payload) encapsulates the complete HTTP/2 message
between the NF service consumer and the NF service producer, by transforming the HTTP/2 headers and the body into
specific JSON attributes as specified in clause 6.2.

4.3.2 HTTP/2 Protocol

4.3.2.1 General

HTTP/2 asdescribed in IETF RFC 7540 [7] shall be used for N32 interface.

4.3.2.2 HTTP standard headers

The HTTP request standard headers and the HT TP response standard headers that shall be supported on the N32
interface are defined in Table 4.2.2.2-1 and in Table 4.2.2.2-2 respectively.

Table 4.3.2.2-1: Mandatory to support HTTP request standard headers

Name

Reference

Description

Accept

IETF RFC 7231 [9]

This header is used to specify response media types that are
acceptable.

Accept-Encoding

IETF RFC 7231 [9]

This header may be used to indicate what response content-
encodings (e.g gzip) are acceptable in the response.

Content-Length

IETF RFC 7230 [10]

This header is used to provide the anticipated size, as a decimal
number of octets, for a potential payload body.

Content-Type

IETF RFC 7231 [9]

This header is used to indicate the media type of the associated
representation.
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Table 4.3.2.2-2: Mandatory to support HTTP response standard headers

Name Reference Description

Content-Length IETF RFC 7230 [10] This header may be used to provide the anticipated size, as a
decimal number of octets, for a potential payload body.

Content-Type IETF RFC 7231 [9] This header shall be used to indicate the media type of the
associated representation.

Content-Encoding IETF RFC 7231 [9] This header may be used in some responses to indicate to the
HTTP/2 client the content encodings (e.g gzip) applied to the
response body beyond those inherent in the media type.

4.3.2.3 HTTP custom headers

The HTTP custom headers specified in clause 5.2.3 of 3GPP TS 29.500 [4] shall be supported on the N32 interface.

4.3.2.4 HTTP/2 connection management

Each SEPP initiates HT TP/2 connections towards its peer SEPP for the following purposes
- N32-cinterface
- N32- interface

The scope of the HTTP/2 connection used for the N32-c interface is short-lived. Once the initial handshakeis
completed the connection is torn down as specified in 3GPP TS 33.501 [6]. The HTTP/2 connection used for N32-c is
end to end between the SEPPs and does not involve an IPX to intercept the HT TP/2 connection, though an IPX may be
involved for IP level routing.

The scope of the HTTP/2 connection used for the N32-f interface islong-lived. The N32-f HTTP/2 connection at a
SEPP can be:

- Case A: Towards a SEPP of another PLMN without involving any IPX intermediaries; or

- Case B: Towards a SEPP of another PLMN via|PX. In this case the HTTP/2 connection from a SEPP terminates
at the next hop IPX with the IPX acting asa HT TP proxy.

For the N32-f interface the HTTP/2 connection management requirements specified in clause 5.2.6 of

3GPP TS 29.500 [4] shall be applicable. The URI scheme used for the N32-f JOSE protected message forwarding API
shall be "http". If confidentiality protection of all IEsfor the N32-f JOSE protected message forwarding procedureis
required, then:

- For case A, the security between the SEPPs shall be ensured by means of IPSec or TLS VPN;
- For case B, hop-by-hop security between the SEPP and the |PXs should be established on N32-f. This hop-by-
hop security shall be established using an IPSec or TLS VPN.
4.3.3 Transport Protocol

The Transmission Control Protocol as described in IETF RFC 793 [11] shall be used as transport protocol as required
by HTTP/2 (see IETF RFC 7540 [7]). When there isno IPX between the SEPPs, TLS shall be used for security
protection (see 3GPP TS 33.501 [6]). When thereis IPX between the SEPPs, TLS should be used for security protection
as specified in 3GPP TS 33.501 [6].

NOTE: When using TCP asthe transport protocol, an HT TP/2 connection is mapped to a TCP connection.

4.3.4 Serialization Protocol

The JavaScript Object Notation (JSON) format as described in IETF RFC 8259 [8] shall be used as the serialization
protocol.
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5 N32 Procedures

5.1 Introduction

The procedures on the N32 interface are split into two categories:
- Procedures that happen end to end between the SEPPs on the N32-c interface;

- Procedures that are used for the forwarding of messages on the service based interface between the NF service
consumer and the NF service producer via the SEPP across the N32-f interface.

5.2 N32 Handshake Procedures (N32-c)

521 General

The N32 handshake procedure is used between the SEPPs in two PLMNs to mutually authenticate each other and
negotiate the security mechanism to use over N32-f along with associated security configuration parameters.

A HTTP/2 connection shall be established between the initiating SEPP and the responding SEPP end to end over TLS.
The following N32 handshake procedures are specified in the clauses below.

- Security Capability Negotiation Procedure
- Parameter Exchange Procedure
- N32-f Context Termination Procedure

- N32-f Error Reporting Procedure

5.2.2 Security Capability Negotiation Procedure

The initiating SEPP shall initiate a Security Capability Negotiation procedure towards the responding SEPP to agree on
a security mechanism to use for protecting NF service related signalling over N32-f. An end to end TL S connection
shall be setup between the SEPPs before the initiation of this procedure. The procedure is described in Figure 5.2.2-1
below.

Initiating SEPP Responding SEPP
I I

I I
:— 1. POST ../exchange-capability (SecNegotiateRegData) —>:
le— — — — 2a. 200 OK (SecNegotiateRspData) — — — —

|

| |

|'<— _— - 2b. 4xx/5xx (ProblemDetails) _——— -:
Figure 5.2.2-1: Security Capability Negotiation Procedure

1. Theinitiating SEPP issuesa HTTP POST request towards the responding SEPP with the request body containing
the " SecurityNegotiateReqData" 1E carrying the following information

- Supported security capabilities (i.e PRINS and/or TLS)

2a. On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a"200
OK™" status code and a POST response body that contains the following information

- Selected security capability (i.e PRINSor TLS)
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The responding SEPP compares the initiating SEPP's supported security capabilities to its own supported security
capabilities and selects, based on itslocal policy, a security mechanism, which is supported by both the SEPPs. If
the selected security capability indicates any other capability other than PRINS, then the HTTP/2 connection
initiated between the two SEPPs for the N32 handshake procedures shall be terminated. The negotiated security
capability shall be applicable on both the directions. If the selected security capability is PRINS, then the two SEPPs
may decide to create (if not available) / maintain HTTP/2 connection(s) where each SEPP acts as a client towards
the other (which acts as a server). This may be used for later signalling of N32-f error reporting procedure (see
clause 5.2.5) and N32-f context termination procedure (see clause 5.2.4).

2b. On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as
specified in clause 6.1.4.2.
5.2.3 Parameter Exchange Procedure

5.23.1 General

The parameter exchange procedure shall be executed if the security capability negotiation procedure selected the
security capability as PRINS. The parameter exchange procedure is performed to:

- Agreeon acipher suite to use for protecting NF service related signalling over N32-f; and

- Optionally, exchange the protection policies to use for protecting NF service related signalling over N32.

5.2.3.2 Parameter Exchange Procedure for Cipher Suite Negotiation

The parameter exchange procedure for cipher suite negotiation shall be performed after the security capability
negotiation procedure if the selected security policy is PRINS.

The procedure is described in Figure 5.2.3.2-1 below.

Initiating SEPP Responding SEPP
I ]
| 1. POST ../exchange-params _»:
I (SecParamExchReaData) I
:<— — — — 2a. 200 OK (SecParamExchRspData) — — — —:
I I
- — — 2b. 4xx/5xx (ProblemDetails) - -1

Figure 5.2.3.2-1: Parameter Exchange Procedure for Cipher Suite Negotiation

1. Theinitiating SEPP issuesa HTTP POST request towards the responding SEPP with the request body containing
the " SecParamExchRegData" | E carrying the following information

- Supported cipher suites,

The supported cipher suites shall be an ordered list with the cipher suites mandated by 3GPP TS 33.501 [6]
appearing at the top of thelist.

The initiating SEPP also provides a N32-f context identifier for the responding SEPP to use towards the
initiating SEPP for subsequent JOSE Protected Message Forwarding procedures over N32-f (see clause 5.3.3)
when the responding SEPP acts as the forwarding SEPP.

2a. On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a"200
OK" status code and a POST response body that contains the following information

- Selected cipher suite

The responding SEPP compares the initiating SEPP's supported cipher suites to its own supported cipher suites
and selects, based onitslocal policy, a cipher suite, which is supported by both the SEPPs. The responding
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SEPP's supported cipher suites shall be an ordered list with the cipher suites mandated by 3GPP TS 33.501 [6]
appearing at the top of the list. The selected cipher suite is applicable for both the directions of communication
between the SEPPs.

The responding SEPP also provides a N32-f context identifier for the initiating SEPP to use towards the
responding SEPP for subsequent JOSE Protected M essage Forwarding procedures over N32-f (see clause 5.3.3)
when the initiating SEPP acts as the forwarding SEPP.

2b. On failure, the responding P-SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code
as specified in clause 6.1.4.3.

5.2.3.3 Parameter Exchange Procedure for Protection Policy Exchange

The parameter exchange procedure for protection policy exchange may be performed after the Parameter Exchange
Procedure for Cipher Suite Negotiation (see clause 5.2.3.2). If aHTTP/2 connection does not exist towards the peer
SEPP at the time of initiating this procedure, the HTTP/2 connection shall be established. If the parameter exchange
procedure for the protection policy exchange is not performed then the protection policies between the SEPP shall be

exchanged out of bands.

The procedure is described in Figure 5.2.3.3-1 below.

Initiating SEPP Responding SEPP
I ]
I I
:— 1. POST ../exchange-params (SecParamExchReqData) —>:

:<— — — — 2a.200 OK (SecParamExchRspData) — — —

i
. l
- — — 2b. 4xx/5xx (ProblemDetails) - -1

Figure 5.2.3.3-1: Parameter Exchange Procedure for Protection Policy Negotiation

1. Theinitiating SEPP issuesa HTTP POST request towards the responding SEPP with the request body containing
the " SecParamExchRegData" |1E carrying the following information

- Protection policy information
The protection policy information contains;
- API to |E mapping containing the mapping information of list of leaf |Esfor each:

- Request/response and Subscribe / Unsubscribe service operation, identified by the APl URI and method;
and/or

- Cadlbacks (e.g Notification service operation), identified by the value of the 3GPP custom HTTP header
" 3gpp-Shi-Callback™ (see clause 5.2.3 of 3GPP TS 29.500 [4]).

- Listof IE typesthat are to be protected across N32-f (i.e the data type encryption policy as specified in
clause 13.2.3.2 of 3GPP TS 33.501 [6]); and

- Against each leaf |E in the API to | E mapping information, a boolean flag indicating whether that IE is
allowed to be modified by an IPX on the side of the SEPP sending the protection policy information.

2a. On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a*200
OK™" status code and a POST response body that contains the following information

- Selected protection policy information

The SEPPs shall store the selected protection policy information and shall apply this policy for subsequent
message transfers over N32-f. The selected protection policy is applicable for both the directions of
communication between the SEPPs.
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The HTTP/2 connection used for the N32 handshake procedures may be terminated after the completion of this
procedure.

2b. On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as
specified in clause 6.1.4.3.

Anillustration of how the protection policy is stored and looked up in the SEPP is provided in figure 5.2.3.3-2

Data Type Encryption

HTTP Method Policy = leTypeList

\ 4

Modification Policy

API URI1 - leinfo = IeTypeLISt
API URI2
| |
Data Type Encryption
i HTTP Method Policy = leTypelList
AP| URI3 R
Modification Policy
L] leinfo = leTypeList
API URI4
2. Search for an API URI matching the :path
in incoming HTTP request/response to the
SEPP Callback Type#n
Incoming HTTP > Callback Type#2
Request
1.1f the incoming HTTP message has “3gpp-
Shi-Callback” header lookup the callback type Callback Type#1

list exchanged during protection policy
exchange

Data Type Encryption
Policy = leTypeList

A

leinfo
Modification Policy
= leTypeList

Figure 5.2.3.3-2: Protection Policy Storage and Lookup in SEPP
During the N32-f message forwarding, the SEPP looks at aHTTP request or response it receives from an NF service

consumer or NF service producer and then uses the above tables to decide which |Es and headers in the message it shall
cipher and integrity protect and which IEsit shall allow the IPXesto modify.
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524 N32-f Context Termination Procedure

After the completion of the security capability negotiation procedure and/or the parameter exchange procedures, an
N32-f context is established between the two SEPPs. The "n32fContextld" of each SEPP is provided to the other SEPP.
This context identifier shall be stored in each SEPP until the context is explicitly terminated by the N32-f context
termination procedure. The SEPP that isinitiating the N32-f context termination procedure shall use the HT TP method
POST on the URI: { apiRoot} /n32c-handshake/v1/n32f-terminate. If a HTTP/2 connection does not exist towards the
receiving SEPP, aHTTP/2 connection shall be created before initiating this procedure. The procedure is shown below
inFigure 5.2.4-1.

Initiating SEPP Responding SEPP
I I
I I
:— 1. POST ../n32f-terminate (N32fContextinfo) —>:
l— — — — 2a. 200 OK (N32fContextinfo) - ——-
I I
:4— _— - 2b. 4xx/5xx (ProblemDetails) _———— -:

Figure 5.2.4-1: N32f Context Termination Procedure

1. Theinitiating SEPP issuesa HTTP POST request towards the responding SEPP with the request body containing
the N32-f context id information that is to be terminated.

2a. On success, the responding SEPP, shall:
- stop sending any further messages over the N32-f towards the initiating SEPP;

- onceall the ongoing N32-f message exchanges with the initiating SEPP are completed or timed out, delete
the N32-f context identified by the "n32f Contextld" provided in the request.

The N32-f HTTP/2 connections from the responding SEPP shall not be deleted if they terminate at an IPX, since

that HTTP/2 connection may carry traffic towards other PLMN SEPPs as well. The responding SEPP shall return
the status code "200 OK" together with an N32Contextinfo payload body that carries the "n32fContextld" of the

initiating SEPP that the responding SEPP has stored.

The initiating SEPP shall:
- stop sending any further messages over the N32-f towards the responding SEPP,

- once all the ongoing N32-f message exchanges with the responding SEPP are completed or timed out, delete
the local N32-f context identified by this "n32fContextld".

2b. On failure, the responding SEPP shall return an appropriate 4xx/5xx status code together with the
"ProblemDetails" JSON body.

5.2.5 N32-f Error Reporting Procedure

When a SEPP is not able to process a message it received over the N32-f interface due to errors, the error information is
conveyed to the sending SEPP by using the N32-f error reporting procedure over the N32-c interface. The SEPP that is
initiating the N32-f error reporting procedure shall use the HTTP method POST on the URI: { apiRoot} /n32c-
handshake/v1/n32f-error. If aHTTP/2 connection does not exist towards the receiving SEPP, a HTTP/2 connection
shall be created before initiating this procedure. The procedure is shown below in Figure 5.2.5-1.
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Initiating SEPP Responding SEPP
I I
I I
:— 1. POST ../n32f-error (N32fErrorinfo) —>:
l— — — — 2a. 204 No Content - ——-
I I
I — — — 2b. 4xx/5xx (ProblemDetails) - -

Figure 5.2.5-1: N32f Error Reporting Procedure

1. Theinitiating SEPP issuesa HTTP POST request towards the responding SEPP with the request body containing
the N32-f error information that is to be reported.

2a. On success, the responding SEPP, shall:

- log that the N32-f request / response message identified by the "messageld" is not processed by the receiving
SEPP,

The responding SEPP shall return the status code "204 No Content”.

2b. On failure, the responding SEPP shall return an appropriate 4xx/5xx status code together with the
"ProblemDetails" JSON body.

5.3 JOSE Protected Message Forwarding Procedure on N32
(N32-1)

5.3.1 Introduction
The N32-f interface is used between two SEPPs for:

- Theforwarding of JOSE protected HTTP/2 messages between the NF service consumer and the NF service
producer across two PLMNs, when PRINS is the negotiated security policy. The message forwarding on N32-f
shall be based on the negotiated security capability and the exchanged security parameters between the two
SEPPs (see clause 5.2).

- Forwarding of the HTTP/2 messages between the NF service consumer and the NF service producer without any
reformatting and application layer protection, when TLSis the negotiated security policy.

5.3.2 Use of Application Layer Security

5321 General

If the negotiated security capability between the two SEPPs is PRINS, one or more HT TP/2 connections between the
two SEPPs for the forwarding of JOSE protected message shall be established, which may involve IPX providers on
path. The forwarding of messages over the N32-f interface involves the following steps at the sending SEPP:

1. Identification of the protection policy applicable for the API being invoked (i.e either arequest/response NF
service API or a subscribe/unsubscribe service APl or anotification API).

2. Message reformatting as per the identified protection policy.
3. Forwarding of the reformatted message over the N32 interface.

The processing of a message received over the N32-f interface at the receiving SEPP involves the following steps.
1. ldentify the N32-f context using the N32-f context Id received in the message.

2. Verify the integrity protection of the message using the keying material obtained from the TLS layer during the
parameter exchange procedure for that N32-f context (see 3GPP TS 33.501 [6]). The TLS connection from
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which the keying material is obtained isthe N32-c TLS connection used for the parameter exchange procedure.3.
Decrypt the ciphertext part of the received JWE message. Decode the "aad" part of the IWE message using
BASE64URL decoding.

4. Form the original JSON request / response body from the decrypted ciphertext and the decoded integrity verified
"aad" block.

5. For each entry in the "modificationsBlock" of the received message:

- First verify the integity protection of that entry using the keying material applicable for the IPX that inserted
that block (using the "identity" |E in the "modificationsBlock");

- ldentify the modifications policy exchanged during the parameter exchange procedure with the sending SEPP
if the IPX that inserted the modificationsBlock is from the sending SEPP side; else identify the modifications
policy applicable for the IPX based on loca configuration;

- Check if the inserted modifications are as per the identified modifications policy;
- Apply the modifications as a JSON patch over the formed original JISON request / response body from step 4.

6. If the reconstructed HTTP message has a"Authorization™ header, then the SEPP shall check whether the service
consumer's PLMN ID is present in the Bearer token contained in the Authorization header (see
3GPP TS 29.510[18], clause 6.3.5.2.4) and if it matches with the "Remote PLMN ID" of the N32-f context. If
they do not match, the SEPP shall respond to the sending SEPP with "403 Forbidden" status code with the
application specific cause set as"PLMNID_MISMATCH".

NOTE: Inthiscase, the N32-f Error Reporting procedure specified in clause 5.2.5 is not used since the processing
of the complete N32-f message fails at the receiving SEPP.

5.3.2.2 Protection Policy Lookup

When a SEPP receives aHTTP/2 request or response message intended to be routed towards another PLMN, the
sending SEPP shall identify the protection policy as given below

1. ldentify the target PLMN from the ":aurthority" part of the message using the format specified in clause 6.1.4.3
of 3GPP TS 29.500 [4].

2. Check if theincoming HTTP/2 message has the " 3gpp-Shi-Callback" header. When present, the SEPP shall
select the data encryption and modification policy applicable for the specific notification type, identified by the
value of the "3gpp-Shi-Callback" header and the target PLMN, using the notification type list stored as specified
in subclase 5.2.3.3.

3. Elsg if itisaHTTP/2 request message, then from the ":authority” and ":path" part of the received HTTP/2
request message, form the API URI. For the identified PLMN, check if a protection policy exists for the AP
URI using the table stored as specified in clause 5.2.3.3.

4. Elsg, if itisaHTTP/2 response message, then based on the HTTP/2 stream ID on which the response is received,
identify the corresponding request that was sent by the SEPP and the protection policy applicable for that
reguest, as specified in step 3.

5. If anentry is not found, then it means that either the particular API has no protection policy exchanged.
Once a protection policy isidentified, the SEPP shall apply the application layer security as per the identified
protection policy.
5.3.2.3 Message Reformatting
A SEPP on the sending side PLMN applies message reformatting in the following cases:

- When it receivesaHTTP/2 request message from an NF service consumer to a an NF service producer in
another PLMN;
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When it receives aresponse HTTP/2 response message from an NF service producer to an NF service consumer
in another PLMN.

When it receives a HT TP/2 notification request message from an NF service producer to an NF service consumer
in another PLMN;

- When it receives a HTTP/2 notification response message from an NF service consumer to an NF service
producer in another PLMN

The SEPP shall reformat the HT TP/2 message by encapsul ating the whole message into the body of a new HTTP POST
message. The body of the HTTP POST request / response message shall contain the reformatted original HTTP/2
request/response message respectively. The HTTP POST request/response body shall be encoded as the
"N32fReformattedRegM sg" /" N32fReformattedRspM sg" JSON bodies respectively, as specified in clause 6.2.5.

The "N32fReformattedRegM sg" /" N32fReformattedRspM sg™ are structured as given below:

N32fReformattedReqMsg /
N32fReformattedRspMsg

FlatJweJson

BASE64URL
(DataTolntegrityProtectBlock)

reformattedData

Headers, protected,
unprotected

metaData(n32fContextld)

iv

requestLine /
statusLine

modificationsBlock

aad

ciphertext =
BASE64URL(JWE
CipherText)

Headers =
array{"header”: <header name>,
“value”: {free form obj}"

Unprotected,
headers

payload

JWS signature

FlatJwsJson

BASE64URL
(Modifications)

JsonPayload =
[
‘ieName”: <iename>,
“value”: {free form obj
h
|

Operations (array of
Patchltem)

Input to JWE Cipher Text
(DataTolntegrityProtecAnd
CiphertBlock)

identity

nexthopid

[ “hdrlval”, {payload 1},
“payload 2", ...]

Figure 5.3.2.3-1 JSON representation of a reformatted HTTP message
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Encryption BASE64URL

Input for Cipher Text Function Transform

{*hdrlvalue”, {payloadl BASE64UR

| Ciphertext part of
obi), > eGnpwy [ Lawe [ CRereapen

“payload2 val”,...} Ciphertext)

Figure 5.3.2.3-2 Transformation of HTTP Header and Payload to Encrypt into CipherText

1. Based on the protection policy exchanged between the SEPPS, the sending SEPP prepares an input for the IWE
ciphering and integrity protection as an array of free form JSON objectsin the
"DataT ol ntegrityProtectAndCipher" block with each entry containing either aHTTP header value or the value of
a JSON payload | E of the APl message being reformatted. The index value "encBlockldx™ in the payload part of
DataT ol ntegrityProtectBlock shall point to the index of a header value or |E valuein thisinput array.

2. Theinput block isfed into an encryption function along with the other required inputs for JWE as specified in
IETF RFC 7516 [14].

3. The encryption function outputs the cipher text information. This cipher text is then subjected to BASE64URL
transformation as specified in IETF RFC 4648 [15] clause 5.

4. The output of the BASE64URL transform is them encoded as the ciphertext part of Flatdwelson |E specified in
clause 6.2.5.2.11.
5.3.2.4 Message Forwarding to Peer SEPP

Once a SEPP reformats the HTTP/2 message into the "N32ReformattedRegM sg"/*N32ReformattedRspMsg” JISON
object as specified in clause 5.3.2, the SEPP forwards the message to the receiving SEPP by invoking aHTTP POST
method as shown in figure 5.3.2.4-1 below.

SEPP SEPP
(PLMN A) (PLMN B)

I I
:— 1. POST ../n32f-process (N32fReformattedReqMsgQ) —>:
l— — 2a. 200 OK (N32fReformatted RspMsqg) -——-
I I
:4— _—— 2b. 4xx/5xx (ProblemDetails) —_—— ==

Figure 5.3.2.4-1 Message Forwarding between SEPP on N32-f

1. Theinitiating SEPP issuesa HTTP POST request towards the responding SEPP with the request body containing
the "N32ReformattedRegqM sg" | E carrying the reformatted HTTP/2 message. The request message shall contain
the "n32fContextld" information provided by the responding SEPP to the initiating SEPP earlier during the
parameter exchange procedure (see clause 5.2.3). The responding SEPP shall use the "n32fContextld"
information to:

- Locate the agreed cipher suite and protection policy;
- Locate the n32Contextld to be used in the response.
2a. On successful processing of the request, the responding SEPP shall:
- reconstruct the HTTP/2 message towards the NF service producer;
- forward the reconstructed HTTP/2 message to the NF service producer;

- wait for the response from the NF service producer; and then
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- once the response from the NF service producer is received, respond to the initiating SEPP with a 200 OK"
status code and a POST response body that contains the "N32ReformattedRspMsg”. The
"N32ReformattedRspMsg" shall contain the reformatted HT TP response message from the responding
PLMN. The response message shall contain the "n32fContextld" information provided by theinitiating SEPP
to the responding SEPP earlier during the parameter exchange procedure (see clause 5.2.3).

The responding SEPP shall be able to map the response received from the NF service producer to the HTTP/2
stream | D for the corresponding response it needs to generate towards the initiating SEPP. The HTTP/2 stream ID
and the HTTP/2 connection information on either side shall be used to derive this mapping.

2b. On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as
specified in clause 6.2.4.2.
5.3.3 Message Forwarding to Peer SEPP when TLS is used

When the negotiated security policy between the SEPPsis TLS, then the procedures described in clauses 5.3.2, 5.3.3
and 5.3.4 shall not be applied. The SEPP shall use a TLS connection towards the other SEPP to forward the HTTP/2
messages sent by the NF service producers and NF service consumers, asis without reformatting.

6 API Definitions

6.1 N32 Handshake API

6.1.1 API URI
URIs of this API shall have the following root:
{apiRoot} /{ apiName} /{ apiVersion}/

where "apiRoot" is defined in clause 4.4.1 of 3GPP TS 29.501 [5], the "apiName" shall be set to "n32c¢ -handshake" and
the"apiVersion" shall be set to "v1" for the current version of this specification.

6.1.2 Usage of HTTP

6.1.2.1 General
HTTP/2, asdefined in IETF RFC 7540 [7], shall be used as specified in clause 4.3.2.1.
HTTP/2 shall be transported as specified in clause 4.3.3.

HTTP messages and bodies for the N32 handshake API shall comply with the OpenAPI [15] specification contained in
Annex A.

6.1.2.2 HTTP standard headers

6.1.2.2.1 General
The HTTP standard headers as specified in clause 4.3.2.2 shall be supported for this API.

6.1.2.2.2 Content type

The JSON format shall be supported. The use of the JSON format (see IETF RFC 8259 [8]) shall be signalled by the
content type "application/json" or "application/problen+json”. See also clause 5.3.4.
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6.1.2.3 HTTP custom headers

6.1.2.3.1 General
In thisrelease of the specification, no specific custom headers are defined for the N32 handshake API.

For 3GPP specific HTTP custom headers used across all service based interfaces, see clause 4.3.2.3.
6.1.3 Resources

6.1.3.1 Overview

There are no resources in this version of the N32 handshake API. All the operations are realized as custom operations
without resources.

6.1.4 Custom Operations without Associated Resources

6.1.4.1 Overview

Table 6.1.4.1-1: Custom operations without associated resources

Custom operation URI hiEppe L= Description
method
{apiRoot}/n32c- POST This is the N32 capability exchange APl used
handshake/vl/exchange-capability to negotiate the security capabilities between
SEPPs.
{apiRoot}/n32c- POST This is the N32 parameter exchange API used
handshake/vl/exchange-params to exchange the cipher suites and protection
policies.
{apiRoot}/n32c-handshake/v1/n32f- POST This is the N32-f context termination
terminate procedure API.
{apiRoot}/n32c-handshake/v1/n32f- POST This is the N32-f error reporting procedure
error API.
6.1.4.2 Operation: Security Capability Negotiation

6.1.4.2.1 Description

This custom operation is used between the SEPPs to negotiate their security capabilities. The HTTP method POST shall
be used on the following URI:

URI: { apiRoot} /n32c-handshake/vl/exchange-capability
This operation shall support the resource URI variables defined in table 6.1.4.2.1-1.

Table 6.1.3.2.1-1: URI variables for this Operation

Name Definition
apiRoot See clause 6.1.1.

6.1.4.2.2 Operation Definition

This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-
2.
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Table 6.1.4.2.2-1: Data structures supported by the POST Request Body

Data type P | Cardinality Description
SecNegotiateReq | M |1 The IE shall contain the security capabilities of the initiating SEPP.
Data

Table 6.1.4.2.2-2: Data structures supported by the POST Response Body on this resource

Data type P |Cardinality [Response Description
codes
SecNegotiateRspData M |1 200 OK This represents the successful processing of the requested

security capabilities. The responding SEPP shall provide
the security capabilities that it has selected, in the
response.

ProblemDetails M |1 4xx [ 5xx  |All the mandatory to support 4xx and 5xx status codes as
specified in clause 5.2.7.1 and their corresponding
application errors specified in clause 5.2.7.2 of

3GPP TS 29.500 [4] shall be supported.

6.1.4.3 Operation: Parameter Exchange

6.1.4.3.1 Description

This custom operation is used between the SEPPs to exchange the parameters for the N32-f connection. The HTTP
method POST shall be used on the following URI:

URI: { apiRoot} /n32c-handshake/vl/exchange-params

This operation shall support the resource URI variables defined in table 6.1.4.3.1-1.

Table 6.1.4.3.1-1: URI variables for this Operation

Name Definition
apiRoot See clause 6.1.1.

6.1.4.3.2 Operation Definition

This operation shall support the request data structures and response codes specified in tables 6.1.4.3.2-1 and 6.1.4.3.2-
2.

Table 6.1.4.3.2-1: Data structures supported by the POST Request Body

Data type P | Cardinality Description
SecParamExchR | M |1 The IE shall contain the parameters requested by the requesting SEPP.
egData

Table 6.1.4.3.2-2: Data structures supported by the POST Response Body on this resource

Data type P [Cardinality |[Response Description
codes
SecParamExchRspData |M |1 200 OK This represents the successful processing of the requested

parameters. The SEPP shall provide the selected parameters
(i.e selected cipher suite and/or selected protection policy)
depending on what was requested by the requesting SEPP
and what is supported by the responding SEPP.
ProblemDetails M (1 4xx [ 5xx  |All the mandatory to support 4xx and 5xx status codes as
specified in clause 5.2.7.1 and their corresponding
application errors specified in clause 5.2.7.2 of

3GPP TS 29.500 [4] shall be supported.
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6.1.4.4 Operation: N32-f Context Terminate

6.1.4.4.1 Description

This custom operation is used between the SEPPs to terminate an N32-f context. The HTTP method POST shall be used
on the following URI:

URI: { apiRoot} /n32c-handshake/vl/n32f-terminate

This operation shall support the resource URI variables defined in table 6.1.4.3.1-1.

Table 6.1.4.4.1-1: URI variables for this Operation

Name Definition
apiRoot See clause 6.1.1.

6.1.4.4.2 Operation Definition

This operation shall support the request data structures and response codes specified in tables 6.1.4.4.2-1 and 6.1.4.4.2-
2.

Table 6.1.4.4.2-1: Data structures supported by the POST Request Body

Data type P | Cardinality Description
N32fContextinfo M (1 The IE shall contain the information about the N32-f context requested to be
terminated by the requesting SEPP.

Table 6.1.4.4.2-2: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
N32fContextinfo M |1 200 OK This represents the successful deletion of the request N32-f

context. The responding SEPP shall return the "n32fContextld"
it had towards the initiating SEPP, in this IE.

ProblemDetails M |1 4Axx [ 5xx All the mandatory to support 4xx and 5xx status codes as
specified in clause 5.2.7.1 and their corresponding application
errors specified in clause 5.2.7.2 of 3GPP TS 29.500 [4] shall
be supported.

6.1.4.5 Operation: N32-f Error Reporting

6.1.4.5.1 Description

This custom operation is used between the SEPPs to report errors identified while processing the messages received on
N32-f. The HTTP method POST shall be used on the following URI:

URI: {apiRoot}/n32c-handshake/v1/n32f-error
This operation shall support the resource URI variables defined in table 6.1.4.5.1-1.

Table 6.1.4.5.1-1: URI variables for this Operation

Name Definition
apiRoot See clause 6.1.1.

6.1.4.5.2 Operation Definition

This operation shall support the request data structures and response codes specified in tables 6.1.4.5.2-1 and 6.1.4.5.2-
2.
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Table 6.1.4.5.2-1: Data structures supported by the POST Request Body

Data type P | Cardinality Description
N32fErrorinfo M |1 The IE shall contain the information about the N32-f message that failed to
process at the SEPP initiating the N32-f errror reporting procedure, together
with information related to the nature of the error.

Table 6.1.4.5.2-2: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
204 No This represents the successful processing of the N32-f error
Content report at the receiving SEPP.
ProblemDetails M |1 4xx [ 5xx All the mandatory to support 4xx and 5xx status codes as

specified in clause 5.2.7.1 and their corresponding application
errors specified in clause 5.2.7.2 of 3GPP TS 29.500 [4] shall
be supported.

6.1.5 Data Model

6.1.5.1 General
This clause specifies the application data model supported by the API.
Table 6.1.5.1-1 specifies the data types defined for the N32 interface.

Table 6.1.5.1-1: N32 specific Data Types

Data type Section defined Description

SecNegotiateReqData  [6.1.5.2.2 Defines the security capabilities of a SEPP sent to a receiving
SEPP.

SecNegotiateRspData  [6.1.5.2.3 Defines the selected security capabilities by a SEPP.

SecurityCapability 6.1.5.3.3 Enumeration of security capabilities.

SecParamExchRegData [6.1.5.2.4 Request data structure for parameter exchange

SecParamExchRspData [6.1.5.2.5 Response data structure for parameter exchange

ProtectionPolicy 6.1.5.2.6 The protection policy to be negotiated between the SEPPs.

ApileMapping 6.1.5.2.7 API URI to IE mapping on which the protection policy needs to be
applied.

lelnfo 6.1.5.2.8

ApiSignature 6.1.5.2.9

N32fContextinfo 6.1.5.2.10 N32-f context information

N32fErrorinfo 6.1.5.2.11 N32-f error information.

FailedModificationInfo 6.1.5.2.12 Information on N32-f modifications block that failed to process.

N32fErrorDetail 6.1.5.2.13 Details about the N32f error.

CallbackName 6.1.5.2.14 Callback Name.

HttpMethod 6.1.5.34 Enumeration of HTTP methods.

leType 6.1.5.3.5 Enumeration of types of IEs (i.e kind of IE) to specify the
protection policy.

leLocation 6.1.5.3.6 Location of the IE in a HTTP message.

N32fErrorType 6.1.5.3.7 Type of error while processing N32-f message.

FailureReason 6.1.5.3.8 Reason for failure to reconstruct a HTTP/2 message from N32-f
message.

Table 6.1.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a
reference to their respective specifications and when needed, a short description of their use within the Namf service
based interface.
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Table 6.1.5.1-2: N32 re-used Data Types

Data type Reference Comments
Fqdn 3GPP TS 29.
510 [18]
6.1.5.2 Structured data types
6.1.5.2.1 Introduction

This clause defines the structures to be used in the N32 Handshake API.

6.1.5.2.2

Type: SecNegotiateRegData

Table 6.1.5.2.2-1: Definition of type SecNegotiateReqData

Attribute name Data type P |Cardinality Description
sender Fqgdn M |1 This IE shall uniquely identify the SEPP that is
sending the request. This IE is used to store the
negotiated security capability against the right SEPP.
supportedSecCapability |array(SecurityCa | M |1..N This IE shall contain the list of security capabilities
List pability) that the requesting SEPP supports.

6.1.5.2.3

Type: SecNegotiateRspData

Table 6.1.5.2.3-1: Definition of type SecNegotiateRspData

y

Attribute name Data type P |Cardinality Description
sender Fqgdn M |1 This IE shall uniquely identify the SEPP that is
sending the response. This IE is used to store the
negotiated security capability against the right SEPP.
selectedSecCapability  |SecurityCapabilit | M |1 This IE shall contain the security capability selected

by the responding SEPP.
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6.1.5.2.4 Type: SecParamExchReqData

Table 6.1.5.2.4-1: Definition of type SecParamExchReqgData

Attribute name Data type P |Cardinality Description
n32fContextld string M (1 This IE shall contain the context identifier to be used
by the responding SEPP for subsequent JOSE
protected message forwarding procedure over N32-f
towards the initiating SEPP. The initiating SEPP
shall use this context identifier to locate the cipher
suite and protection policy exchanged and agreed to
be used with the responding SEPP, for the message
forwarding procedure over N32-f.
jweCipherSuiteList array(string) C |1.N This IE shall be present during the parameter
exchange procedure for cipher suite negotiation (see
clause 5.2.3.2). When present, this |IE shall contain
the ordered list of JWE cipher suites supported by
the requesting SEPP. Valid values for the string are
as specified in clause 5.1 of IETF RFC 7518 [13].
jwsCipherSuiteList array(string) C |1.N This IE shall be present during the parameter
exchange procedure for cipher suite negotiation (see
clause 5.2.3.2). When present, this IE shall contain
the ordered list of JWS cipher suites supported by
the requesting SEPP. Valid values for the string are
as specified in clause 3.1 of IETF RFC 7518 [13].
protectionPolicyInfo ProtectionPolicy C |0.1 This IE shall be present during the parameter
exchange procedure for protection policy exchange
(see clause 5.2.3.3). When present, this IE shall
contain the protection policy requested by the
requesting SEPP.

6.1.5.2.5 Type: SecParamExchRspData

Table 6.1.5.2.5-1: Definition of type SecParamExchRspData

Attribute name Data type P |Cardinality Description
n32fContextld string M (1 This IE shall contain the context identifier to be used
by the initiating SEPP for subsequent JOSE
protected message forwarding procedure over N32-f
towards the responding SEPP. The responding
SEPP shall use this context identifier to locate the
cipher suite and protection policy exchanged and
agreed to be used with the initiating SEPP, for the
message forwarding procedure over N32-f.
selectedJweCipherSuite |string c il This IE shall be present during the parameter
exchange procedure for cipher suite negotiation (see
clause 5.2.3.2). When present, this IE shall contain
the JWE cipher suite selected by the responding
SEPP.
selectedJwsCipherSuite |string c il This IE shall be present during the parameter
exchange procedure for cipher suite negotiation (see
clause 5.2.3.2). When present, this |IE shall contain
the JWS cipher suite selected by the responding
SEPP.
selProtectionPolicylnfo  |ProtectionPolicy Cc (0.1 This IE shall be present during the parameter
exchange procedure for protection policy exchange
(see clause 5.2.3.3). When present, this IE shall
contain the protection policy selected by the
responding SEPP.
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6.1.5.2.6 Type: ProtectionPolicy

Table 6.1.5.2.6-1: Definition of type ProtectionPolicy

Attribute name Data type P |Cardinality Description
apileMappingList array(ApileMappi | M |1..N Contains an array of APl URI to IE type - IE name
ng) mapping. The mapping includes an indication

against each IE if that IE is allowed to be modified by
the IPX on the side of the SEPP or not.

dataTypeEncPolicy array(leType) C |1.N This IE shall be present when the SEPPs need to
exchange the IE protection policies. When present,
this IE shall contain the list of IE types that the SEPP
intends to protect by ciphering.

6.1.5.2.7 Type: ApileMapping

Table 6.1.5.2.7-1: Definition of type ApileMapping

Attribute name Data type P |Cardinality Description

apiSignature ApiSignature M |1 This IE shall contain:
- The API URI of the NF service operations
following request/response semantic; or

- The API URI of the subscribe / unsubscribe
service operation

apiMethod HttpMethod M |1 This IE shall contain the HTTP method used by the
API.
leList array(lelnfo) M |[1..N This IE shall contain the array of les in the APL.
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6.1.5.2.8 Type: lelnfo

Table 6.1.5.2.8-1: Definition of type lelnfo

Attribute name Data type P |Cardinality Description
ieLoc leLocation M |1 This IE shall contain the location of the IE mentioned
in "reqBodylePath" or "rspBodylePath" (i.e URI
parameter or JSON body or multipart message)

ieType leType M (1 This IE shall contain the type of the IE, representing
the nature of the information the IE is carrying.
regle string C |0.1 This IE shall be included when the les in HTTP/2

request messages of an API need to be protected
when forwarded over N32-f. When present, this IE
shall contain:
- The JSON pointer representation of the IE to be
protected, if the "ieLoc" indicates "BODY". Only
the JSON pointer of the leaf IEs are included;

- The name of the URI query attribute to be
protected, if the "ieLoc" indicates
"URI_PARAM";

- The name of the HTTP header, if the "ieLoc"
indicates "HEADER";

- The JSON pointer representation of the
RefToBinary IE if the "ieLoc" indicates
"MULTIPART_BINARY".

rsple string C |0.1 This IE shall be included when the IEs in HTTP/2

response messages of an API need to be protected

when forwarded over N32-f. When present, this IE

shall contain:

- The JSON pointer representation of the IE to be
protected, if the "ieLoc" indicates "BODY". Only
the JSON pointer of the leaf IEs are included;

- The name of the URI query attribute to be
protected, if the "ieLoc" indicates
"URI_PARAM";

- The name of the HTTP header, if the "ieLoc"
indicates "HEADER";

- The JSON pointer representation of the
RefToBinary IE if the "ieLoc" indicates
"MULTIPART_BINARY".

isModifiable boolean Cc (0.1 This IE shall be included if the IE is allowed to be
modified by an IPX on the side of the SEPP sending
the API IE mapping. When present,

- true, indicates that the IE is allowed to be
modified by an IPX on the side of the SEPP;

- false, indicates that the IE is not allowed to be
modified by an IPX on the side of the SEPP;

- default is false.

When the IE is not included, the default value shall
be applied.
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Table 6.1.5.2.9-1: Definition of type ApiSignature as a list of "mutually exclusive alternatives”

Data type Cardinality Description Applicability
Uri 1 API URI of a request/response or
subscribe/unsubscribe NF service
operation.
CallbackName 1 A value identifying the type of
callback.
6.1.5.2.10 Type: N32fContextinfo
Table 6.1.5.2.10-1: Definition of type N32fContextIinfo
Attribute name Data type P |Cardinality Description
n32fContextld string M |1 This IE shall contain the N32-f context identifier of
the receiving SEPP.
6.1.5.2.11 Type: N32fErrorinfo

Table 6.1.5.2.11-1: Definition of type N32fErrorinfo

Attribute name Data type P |Cardinality Description
n32fMessageld string M (1 This IE shall contain the N32-f message identifier
received over N32-f (see clause 6.2.5.2.9).
n32fErrorType N32fErrorType M |1 This IE shall contain the type of processing error
encountered by the SEPP initiating the N32-f error
reporting procedure.
failedModificationList array(FailedModif | C |1..N This IE shall be present if the n32ErrorType is
icationInfo) "INTEGRITY_CHECK_ON_MODIFICATIONS_FAIL
ED" or
"MODIFICATIONS_INSTRUCTIONS_FAILED".
When present this IE shall contain a list of FQDNs of
the IPX-es whose inserted modifications failed to
process at the SEPP initiating the N32-f error
reporting procedure, together with the reason for the
failure to process.
errorDetailsList array(N32fErrorD | O |[1..N This IE may be included when the n32ErrorType IE
etail) indicates

"MESSAGE_RECONSTRUCTION_FAILED ". When
present, this IE shall contain a list of JSON pointers
to the IEs that failed to process together with the
reason for the failure to process that IE.

6.1.5.2.12

Type: FailedModificationInfo

Table 6.1.5.2.12-1: Definition of type FailedModificationInfo

Attribute name Data type P |Cardinality Description
ipxld Fqgdn M 1 This IE shall identify the IPX.
n32fErrorType N32fErrorType M (1 This IE shall contain the type of processing error on

the modifications block, encountered by the SEPP

initiating the N32-f error reporting procedure. The

value shall be one of the following:
INTEGRITY_CHECK_ON_MODIFICATIONS_FA
ILED;
MODIFICATIONS_INSTRUCTIONS_FAILED
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6.1.5.2.13 Type: N32fErrorDetail

Table 6.1.5.2.13-1: Definition of type N32fErrorDetail

Attribute name Data type P |Cardinality Description

attribute string M (1 Contains either a HTTP header name or the JSON
pointer of an attribute within the N32-f message that
failed to reconstruct. The value shall be one of the
values of the iePath attribtue (see clause 6.2.5.2.8)
in the received N32-f message.

msgReconstructFailRea |[FailureReason M (1 Indicates the reason for the failure to reconstruct the
son attribute.
6.1.5.2.14 Type: CallbackName

Table 6.1.5.2.14-1: Definition of type CallbackName

Attribute name Data type P |Cardinality Description

callbackType string M (1 This IE shall contain a string identifying the type of
callback. The value shall be one of the values
specified in 3GPP TS 29.500 [4], Annex B.

6.1.5.3 Simple data types and enumerations

6.1.5.3.1 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the
previous clauses.

6.1.5.3.2 Simple data types
The simple data types defined in table 6.1.5.3.2-1 shall be supported.

Table 6.1.5.3.2-1: Simple data types

Type Name Type Definition Description

6.1.5.3.3 Enumeration: SecurityCapability

Table 6.1.5.3.3-1: Enumeration SecurityCapability

Enumeration value Description
"TLS" TLS security.
"PRINS" PRotocol for N32 INterconnect Security.
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6.1.5.34

Enumeration: HttpMethod

Table 6.1.5.3.4-1: Enumeration HttpMethod

Enumeration value

Description

"GET" HTTP GET Method.
"PUT" HTTP PUT Method.
"POST" HTTP POST Method.
"DELETE: HTTP DELETE Method.
"PATCH" HTTP PATCH Method.
"HEAD" HTTP HEAD Method.
"OPTIONS" HTTP OPTIONS Method.
"CONNECT" HTTP CONNECT Method.
"TRACE" HTTP TRACE Method.
6.1.5.3.5 Enumeration: leType
Table 6.1.5.3.5-1: Enumeration leType
Enumeration value Description
"UEID" IE of type UE identity (e.g SUPI).
"LOCATION" IE carrying location information.

"KEY_MATERIAL"

IE carrying keying material.

"AUTHENTICATION_MATERIAL"

IE carrying authentication material like authentication vectors and
EAP payload.

"AUTHORIZATION_TOKEN"

IE carrying authorization Token

"OTHER" IE carrying other data requiring encryption.
"NONSENSITIVE" IE carrying information that are not sensitive.
6.1.5.3.6 Enumeration: leLocation
Table 6.1.5.3.6-1: Enumeration leLocation
Enumeration value Description
"URI_PARAM" IE is located in the URI parameters.
"HEADER" IE is located in the HTTP header.
"BODY" IE is located in the body.

"MULTIPART_BINARY"

IE is located in the message body but encoded as a multipart
message information in binary format.

6.1.5.3.7

Enumeration: N32fErrorType

Table 6.1.5.3.7-1: Enumeration N32fErrorType

Enumeration value

Description

"INTEGRITY_CHECK_FAILED"

The integrity check verification on the received
N32-f message failed.

"INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED"

The integrity check verification on the
modifications block of the received N32-f message
failed.

"MODIFICATIONS_INSTRUCTIONS_FAILED"

Failed to apply the JSON patch instructions in the
modifications block of the received N32-f
message.

"DECIPHERING_FAILED"

The deciphering of the encrypted block of the
received N32-f message failed.

"MESSAGE_RECONSTRUCTION_FAILED"

The reconstruction of the original HTTP/2
message from the received N32-f message failed.
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6.1.5.3.8 Enumeration: FailureReason

Table 6.1.5.3.8-1: Enumeration FailureReason

Enumeration value Description
"INVALID_JSON_POINTER" The JSON pointer value in iePath attribute (see
clause 6.2.5.2.8) is invalid.
"INVALID_INDEX_TO_ENCRYPTED_BLOCK" | The value part of the HttpPayload attribute (see
clause 6.2.5.2.8) or HttpHeader attribute (see
clause 6.2.5.2.7) is pointing to an invalid index to the
encrypted block.

"INVALID_HTTP_HEADER" The name of the header in the received HttpHeader
attribute is invalid.

6.1.5.4 Binary data

There are no multipart/binary part used on the N32-c API(s) in this release of this specification.

6.1.6 Error Handling

6.1.6.1 General
HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].

6.1.6.2 Protocol Errors

Protocol Error Handling shall be supported as specified in clause 5.2.7.2 of 3GPP TS 29.500 [4].

6.1.6.3 Application Errors

There are no application specific errors defined for the N32-c Handshake API in this release of this specification.

6.2 JOSE Protected Message Forwarding APl on N32

6.2.1 AP| URI
URIs of this API shall have the following root:
{apiRoot} /{ apiName} /{ apiVersion}/

where "apiRoot" isdefined in clause 4.4.1 of 3GPP TS 29.501 [5]. The apiRoot to use towards a SEPP of the target
PLMN shall be configured at the SEPP. The URI scheme of the API shall be "http". The "apiName" shall be set to
"n32f-forward" and the "apiVersion" shall be set to "v1" for the current version of this specification. The apiName part
of the URI shall be as specified here for homogeneity of the API across PLMNSs.

6.2.2 Usage of HTTP

6.2.2.1 General
HTTP/2, asdefined in IETF RFC 7540 [7], shall be used as specified in clause 4.3.2.1.
HTTP/2 shall be transported as specified in clause 4.3.3.

HTTP messages and bodies for the JOSE protected message forwarding API on N32-f shall comply with the
OpenAPI [15] specification contained in Annex A.
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6.2.2.2 HTTP standard headers

6.2.2.2.1 General

The HTTP standard headers as specified in clause 4.3.2.2 shall be supported for this API.

6.2.2.2.2 Content type

The JSON format shall be supported. The use of the JSON format (see IETF RFC 8259 [8]) shall be signalled by the
content type "application/json" or "application/problen+json”. See also clause 5.3.4.

6.2.2.3 HTTP custom headers

6.2.2.3.1 General

In this release of the specification, no specific custom headers are defined for the JOSE protected message forwarding
APl on N32.

For 3GPP specific HTTP custom headers used across all service based interfaces, see clause 4.3.2.3.
6.2.3 Resources

6.2.3.1 Overview

There are no resourcesin this version of this API. All the operations are realized as custom operations without
resources.

6.2.4 Custom Operations without Associated Resources

6.2.4.1 Overview

Table 6.2.4.1-1: Custom operations without associated resources

Custom operation URI WEEIRED [T

method
{apiRoot}/n32f-forward/v1/n32f-process |POST This is the N32f forwarding API used to
forward a reformatted and JOSE protected
message to a receiving SEPP.

Description

6.2.4.2 Operation: JOSE Protected Forwarding

6.2.4.2.1 Description

This custom operation is used between the SEPPs to forward the reformatted and JOSE protected HTTP/2 message on
N32-f. The HTTP method POST shall be used on the following URI:

URI: {apiRoot}/n32f-for war d/v1/n32f-process
This operation shall support the resource URI variables defined in table 6.1.4.2.1-1.

Table 6.1.3.2.1-1: URI variables for this Operation

Name Definition
apiRoot See clause 6.1.1.
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6.2.4.2.2 Operation Definition

This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-
2.

Table 6.2.4.2.2-1: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
N32fReformatted | M |1 This IE shall contain the reformatted HTTP/2 message comprising the plain
RegMsg text part, encrypted information, meta data and modification chain
information. See clause 6.2.5.2.2.

Table 6.2.4.2.2-2: Data structures supported by the POST Response Body on this resource

Data type P |Cardinality |Response Description
codes
M (1 200 OK This represents the successful processing of the
N32fReformattedRspMsg reformatted JOSE protected message at the responding

SEPP. The responding SEPP shall provide the
reformatted and JOSE protected content of the
corresponding HTTP/2 response message.
ProblemDetails M (1 403 This represents the case where the receiving SEPP fails
Forbidden |to process the reconstructed message due to PLMN ID
verification failure. The "cause" attribute shall be set to
"PLMNID_MISMATCH".

ProblemDetails M |1 4xx / 5xx  |All the mandatory to support 4xx and 5xx status codes as
specified in clause 5.2.7.1 and their corresponding
application errors specified in clause 5.2.7.2 of

3GPP TS 29.500 [4] shall be supported.

6.2.5 Data Model

6.2.5.1 General
This clause specifies the application data model supported by the API.
Table 6.3.5.1-1 specifies the data types defined for the N32 interface.

Table 6.2.5.1-1: N32 specific Data Types

Data type Section defined Description
N32fReformattedRegMsg |6.2.5.2.2
N32fReformattedRspMsg  |6.2.5.2.3
AuthenticatedBlock 6.2.5.24
ClearTextBlock 6.2.5.2.5
RequestLine 6.2.5.2.6
HttpHeader 6.2.5.2.7
HttpPayload 6.2.5.2.8
MetaData 6.2.5.2.9
Modifications 6.2.5.2.10
FlatJweJson 6.2.5.2.11
FlatJwsJson 6.2.5.2.12
IndexToEncryptedValue |6.2.5.2.13
EncodedHttpHeaderValue |6.2.5.2.14

Table 6.1.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a
reference to their respective specifications and when needed, a short description of their use within the Namf service
based interface.
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Table 6.2.5.1-2: N32 re-used Data Types

Data type Reference Comments
HttpMethod 6.1.5.3.5
Patchltem 3GPP 29.571[12]
UriScheme 3GPP 29.571[12]
Fqdn 3GPP 29.571 [12]
6.2.5.2 Structured data types
6.2.5.2.1 Introduction

This clause defines the structures to be used in the JOSE Protected M essage Forwarding APl on N32.

6.2.5.2.2 Type: N32fReformattedReqMsg

Table 6.2.5.2.2-1: Definition of type N32fReformattedReqMsg

Attribute name

Data type

P

Cardinality

Description

reformattedData

FlatJweJson

M

1

This IE shall contain the integrity protected
reformatted block as well as the ciphered part of the
reformatted block of the HTTP/2 request message
sent between NF service producer and consumer.

The SEPP shall reformat the HTTP/2 request
message as:

- The part of original HTTP/2 request
message headers and the payload that
needs to be only integrity protected is first
reformatted into
"DataTolntegrityProtectBlock" and then fed
as input for the "aad" parameter of the
FlatJweJson after subjecting to
BASE64URL encoding.

The part of the original HTTP/2 request message
headers and payload that require integrity protection
and ciphering is first reformatted into
"DataTolntegrityProtectAndCipherBlock" and then
fed as input for JIWE ciphering and the JWE ciphered
block is then BASE64URL encoded and set into the
"ciphertext" parameter of the FlatJweJson.

modificationsBlock

n)

array(FlatwsJso

1.N

This IE shall be included if the IPXes on path are
allowed to apply modification policies and if they
have any specific modification to be applied on the
message contained in the authenticatedBlock.
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Table 6.2.5.2.3-1: Definition of type N32fReformattedRspMsg

Attribute name

Data type

P

Cardinality

Description

reformattedData

FlatJweJson

M

1

This IE shall contain the integrity protected
reformatted block as well as the ciphered part of the
reformatted block of the HTTP/2 response message
sent between NF service producer and consumer.

The SEPP shall reformat the HTTP/2 response
message as:

- The part of original HTTP/2 response
message headers and the payload that
needs to be only integrity protected is first
reformatted into
"DataTolntegrityProtectBlock" and then fed
as input for the "aad" parameter of the
FlatJweJson after subjecting to
BASEG64URL encoding.

- The part of the original HTTP/2 response
message headers and payload that require
integrity protection and ciphering is first
reformatted into
"DataTolntegrityProtectAndCipherBlock"
and then fed as input for JWE ciphering and
the JWE ciphered block is then
BASE64URL encoded and set into the
"ciphertext" parameter of the FlatJweJson.

modificationsBlock

array(FlatwsJso
n)

1.N

This IE shall be included if the IPXes on path are
allowed to apply modification policies and if they
have any specific modification to be applied on the
message contained in the authenticatedBlock.

6.2.5.2.4 Type: DataTolntegrityProtectAndCipherBlock

Table 6.2.5.2.4-1: Definition of type DataTolntegrityProtectBlock

Attribute name

Data type

P

Cardinality

Description

dataToEncrypt

array(object)

M

1..N

This IE shall contain the input for ciphering as a
JSON object block containing an array of free form
objects with each entry of the array containing the
value of a HTTP header to be encrypted or the value
of a JSON attribute to be encrypted.
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Table 6.2.5.2.5-1: Definition of type ClearTextBlock

Attribute name

Data type

P

Cardinality

Description

metaData

MetaData

C

0.1

This IE shall be included if the SEPP encodes
additional information for replay protection. When
present this IE shall contain the meta data
information needed for replay protection.

requestLine

RequestLine

This IE shall be included when a JOSE protected
API "request” is forwarded over N32-f. When
present, this IE shall contain the request line of the
HTTP API request being reformatted and forwarded
over N32-f.

statusLine

string

0.1

This IE shall be included when a JOSE protected
API "response” is forwarded over N32-f. When
present, this IE shall contain the status line of the
HTTP API response being reformatted and
forwarded over N32-f.

headers

array(HttpHeader

1.N

This IE shall be included when a JOSE protected
API request / response contains HTTP headers.
When present this IE shall contain the encoding of
HTTP headers in the API request / response.

payload

array(HttpPayloa
d)

1.N

This IE shall be included when a JOSE protected
API request / response contains JSON payload that
needs to be sent in clear text. When present this IE
shall contain the encoding of JSON payload in the
API request / response.

6.2.5.2.6

Type: RequestLine

Table 6.2.5.2.6-1:

Definition of type RequestLine

Attribute name Data type P |Cardinality Description

method HttpMethod M |1 This IE shall contain the HTTP method of the API
invoked by the NF service consumer / producer
behind the SEPP towards its peer NF service in the
other PLMN.

scheme UriScheme M |1 This IE shall contain the HTTP scheme of the API.

authority string M (1 This IE shall contain the authority part of the URI of
the API being invoked.

path string M |1 This IE shall contain the path part of the URI of the
API being invoked.

protocolVersion string M |1 This IE shall contain the HTTP protocol version. The
version shall be 2 in this release of this specification.

queryFragment string C |0.1 This IE shall contain the query fragment part of the

API, if available.
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Table 6.2.5.2.7-1: Definition of type HttpHeader

Attribute name Data type Cardinality Description
header string 1 This IE shall contain the name of the HTTP header
to encoded.
value EncodedHttpHea 1 This IE shall contain the value of the HTTP header.
derValue The value of the HTTP header shall be encoded as:

- value field of the EncodedHttpHeaderValue
structure specified in clause 6.2.5.2.14 if the
HTTP header is not to be encrypted.

- IndexToEncryptedValue structure specified
in clause 6.2.5.2.13 if the value of the HTTP
header is to be encrypted.
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6.2.5.2.8 Type: HttpPayload

Table 6.2.5.2.8-1: Definition of type HttpPayload
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Attribute name

Data type

Cardinality

Description

iePath

string

1

This IE identifies the JSON pointer representation
(see IETF RFC 6901 [17]) of full JISON path of the IE
to be encoded. IEs that are of type object shall be
flattened into each individual attribute's full JISON
path and the HttpPayload IE shall only contain the
final leaf attribute |E path and its corresponding
value.

ieValueLocation

leLocation

This IE shall identify where the IE value is located -
i,e in the JSON body or in the multipart message
part.
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value

object M (1 This IE shall contain the value of the IE
corresponding to "iePath", encoded as a free form
object.

If the value of this IE is encrypted, then the value
part shall be encoded as

"encBl ockl ndex": <array index in
Dat aTol nt egri t yProt ect AndC pher Bl ock>
}
(see clause 6.2.5.2.4).

If the value of this IE is a RefToBinary data type (see
3GPP TS 29.571 [12], then value shall contain the
value of the Content-ID header field of the
referenced binary body part.

The referenced binary body part of the
multipart/related message shall be either encrypted
or not encrypted depending on the protection policy
exchanged between the SEPPs.

If the referenced binary body part is required to be
encrypted, then the binary part is first base64
encoded into a byte array and then inserted into the
"DataTolntegrityProtectAndCipherBlock". Then two
HttpPayload instances with the following values shall
be added immediately after this HttpPayload
instance in the "DataTolntegrityProtectBlock"

"iePath": <JSON Pointer of RefToBinary
type IE that is referring to the nultipart
bi nary parth>/contenttype

"i eVal ueLocation": "MILTI PART_BI NARY"

"val ue": <val ue of the content type of
mul tipart binary>

b
{

"iePath": <JSON Pointer of RefToBinary
type IE that is referring to the nultipart
bi nary parth>/dat a,

"i eVal ueLocation": "MILTI PART_BI NARY"
"val ue": {"encBl ockl ndex": <array index in
Dat aTol nt egri t yProt ect AndCi pher Bl ock t hat
contains the byte array>}

}

If the referenced binary body part is not required to
be encrypted, then the binary part is first base64
encoded into a byte array and then inserted as new
instance of HttpPayload IE in "
DataTolntegrityProtectBlock" as

"iePath": <JSON Pointer of RefToBinary
type IE that is referring to the nultipart
bi nary parth>/contenttype

"i eVal ueLocation": "MILTI PART_BI NARY"

"val ue": <value of the content type of
mul tipart binary>

h
{

"iePath": <JSON path of RefToBinary type
IE that is referring to the nultipart
bi nary parth>/data,

"i eVal ueLocation": "MILTI PART_BI NARY"
"val ue": <base64 encoded byte array>

}
See NOTE 1.

NOTE 1:

In this release of this specification only N16 interface has binary content and there is no sensitive
information carried over N16 interface. Consequently ciphering of binary part is not required in this release
of this specification. The encoding specified here is to provide a N32-f framework in a future proof manner
so that if a binary part need to be encrypted in future this structure can be used.
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6.2.5.2.9 Type: MetaData

Table 6.2.5.2.9-1: Definition of type MetaData

Attribute name Data type P |Cardinality Description
n32fContextld string M |1 This IE shall contain the n32fContextld provided by
the initiating SEPP to the responding SEPP during
the parameter exchange procedure (see
clause 5.2.3).
messageld string M |1 This IE identifies a particular request that is
transformed by the SEPP. The value of this IE shall
be encoded in hexadecimal representation of a 64
bit integer. This identifier is used in the N32-f error
reporting procedure as specified in clause 6.1.4.5.

Pattern: "[a-fA-F0-9]{1, 16}$

authorizedlpxid string M |1 This IE identifies the first hop IPX that is authorized
to insert modifications block. The identifier of the IPX
shall be an FQDN. When there is no IPX that's
authorized to update, the value of this IE is set to the
string "NULL".

6.2.5.2.10 Type: Modifications

Table 6.2.5.2.10-1: Definition of type Modifications

Attribute name Data type P |Cardinality Description
operations array(Patchitem) | C [1..N This IE shall be included if an intermediary IPX
inserts modification instructions on the JSON data
carried in the "authenticatedBlock" part of the N32-f
forwarded message. For the first modifications entry,
this IE shall not be included, since the first entry is
inserted by the SEPP.
identity Fqdn M (1 This IE shall contain the identity of the entity
inserting the modifications entry. The identity shall
be encoded in the form of an URI.
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6.2.5.2.11 Type: FlatJweJson

Table 6.2.5.2.11-1: Definition of type FlatJweJson

Attribute name Data type P |Cardinality Description

protected string C |0.1 This IE shall be present if there is a JWE Protected
Header part of the JOSE header to encode as
specified in IETF RFC 7516 [14]. When present, this
IE shall contain the BASE64URL(UTF8(JWE
Protected Header)) encoding of the JWE protected
header.

unprotected object C |0.1 This IE shall be present if there is a IWE
unprotected header part of the JOSE header that is
shared across recipients, to encode as specified in
IETF RFC 7515 [16]. This value is represented as
an unencoded free form JSON object, rather than as
a string. These Header Parameter values are not
integrity protected.

header object C |0.1 This IE shall be present if there is a IWE
unprotected header part of the JOSE header that is
specific for the recipient, to encode as specified in
IETF RFC 7515 [16]. This value is represented as
an unencoded free form JSON object, rather than as
a string. These Header Parameter values are not
integrity protected.

encrypted_key string C |0.1 This IE shall be present when the JWE Encrypted
Key for the recipient is non empty. When present this
IE shall contain BASE64URL(JWE Encrypted Key).

aad string C |0.1 This IE shall be present when the JWE AAD value is
non-empty as specified in IETF RFC 7515 [16].
When present, this IE shall contain BASE64URL
encoding of the DataTolntegrityProtectBlock JSON
object (see clause 6.2.5.2.5).

iv string C |0.1 This IE shall be present when the JWE Initialization
Vector is non-empty as specified in

IETF RFC 7515 [16]. When present, this IE shall
contain the BASE64URL(JWE Initialization Vector).

ciphertext string M (1 This IE shall contain BASE64URL(JWE Ciphertext).
The input for JWE ciphering is the
DataTolntegrityProtecAndCiphertBlock (see

clause 6.2.5.2.5).

tag string C |0.1 This IE shall be present when the JWE

Authentication Tag value is non-empty as specified
in IETF RFC 7515 [16]. When present, this IE shall
contain the BASE64URL(JWE Authentication Tag).
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Table 6.2.5.2.12-1: Definition of type FlatJwsJson

Attribute name

Data type

P |Cardinality

Description

payload

string

M (1

This IE shall contain the BASE64URL encoding of
the Modifications JSON object (see
clause 6.2.5.2.10).

protected

string

C |0.1

This IE shall be present if there is a JIWS Protected
Header part of the JOSE header to encode as
specified in IETF RFC 7515 [16]. When present, this
IE shall contain the BASE64URL(UTF8(JWS
Protected Header)) encoding of the JWS protected
header.

header

object

This IE shall be present if there is a IWS
unprotected header part of the JOSE header to
encode as specified in IETF RFC 7515 [16]. This
value is represented as

an unencoded free form JSON object, rather than as
a string. These Header Parameter values are not
integrity protected.

signature

string

This IE shall contain the BASE64URL encoded value
of the calculated JWS signature.

6.2.5.2.13

Type: IndexToEncryptedValue

Table 6.2.5.2.13-1: Definition of type IndexToEncryptedHttpHeader

Attribute name

Data type

P |Cardinality

Description

encBlockindex

Uinteger

M 1

Index to the value in
DataTolntegrityProtectAndCipherBlock

6.2.5.2.14

Type: EncodedHttpHeaderValue

Table 6.2.5.2.14-1: Definition of type EncodedHttpHeaderValue as a list of "mutually exclusive
alternatives"

Data type

Cardinality

Description Applicability

string

1

HTTP header value.

IndexToEncryptedValue |1

Index to encrypted HTTP header in

the

DataTolntegrityProtectAndCipherBI

ock

6.2.5.3

6.2.5.3.1

Simple data types and enumerations

Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the
previous clauses.

6.2.5.3.2

Simple data types

The simple data types defined in table 6.1.5.3.2-1 shall be supported.

Table 6.2.5.3.2-1: Simple data types

Type Name

Type Definition

Description
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HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].

6.2.6.2 Protocol Errors

Protocol Error Handling shall be supported as specified in clause 5.2.7.2 of 3GPP TS 29.500 [4].

6.2.6.3 Application Errors

The application errors defined for the JOSE protected message forwarding APl on N32-f arelisted in Table 6.2.6.3-1.

Table 6.2.6.3-1: Application errors

Application Error

HTTP status code

Description

PLMNID_MISMATCH

403 Forbidden

The PLMN ID in the Bearer token carried in the
"Authorization" header of the reconstructed message does
not match the PLMN ID of the N32-f context.
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Annex A (normative):
OpenAPI Specification

A.l General

This Annex specifies the formal definition of the N32 Handshake API(s) on the N32-c interface. It consists of OpenAPI
3.0.0 specifications, in Y AML format.

This Annex takes precedence when being discrepant to other parts of the specification with respect to the encoding of
information elements and methods within the API(s).

NOTE 1: The semantics and procedures, as well as conditions, e.g. for the applicability and allowed combinations
of attributes or values, not expressed in the OpenAPI definitions but defined in other parts of the
specification also apply.

Informative copies of the OpenAPI specification files contained in this 3GPP Technical Specification are available on
the public 3GPP file server in the following locations (see clause 5B of the 3GPP TR 21.900 [20] for further
information):

- https://www.3gpp.org/ftp/Specs/archive/OpenAPl/<Release>/, and

- https://www.3gpp.org/ftp/Specs/<Plenary>/<Rel ease>/OpenAPl/.

NOTE 2: To fetch the OpenAPI specification file after CT#83 plenary meeting for Release 15 in the above links
<Plenary> must be replaced with the date the CT Plenary occurs, in the form of year-month (yyyy-mm),
e.g. for CT#83 meeting <Plenary> must be replaced with value "2019-03" and <Release> must be
replaced with value "Rel-15".

A.2 N32 Handshake API

openapi: 3.0.0

i nfo:
version: '1.0.1
title: 'N32 Handshake API'

description: |

N32- ¢ Handshake Servi ce.
© 2019, 3GPP Organizational Partners (AR B, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
Al rights reserved.
servers:
- url: '{api Root}/n32c-handshake/v1'
vari abl es:
api Root :
defaul t: https://exanple.com
description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.
ext er nal Docs:
description: 3GPP TS 29.573 V15.1.0; 5G System Public Land Mbile Network (PLMN) Interconnection;
Stage 3
url: http://ww. 3gpp. org/ftp/ Specs/ archive/ 29_seri es/ 29. 573/

pat hs:
/ exchange-capabi lity:
post :
sunmary: Security Capability Negotiation
tags:

- Security Capability Negotiation

operationld: PostExchangeCapability

request Body:
description: Custom operation for security capability negotiation
required: true

content:
appl i cation/json:
schema:
$ref: ' #/ conponent s/ schemas/ SecNegot i at eReqDat a'
responses:
' 200" :
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description: OK (Successful negitiation of security capabilities)

content:
application/json:
schena:
$ref: '#/ conponents/schenas/ SecNegoti at eRspDat a'

' 400" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
"411":

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 411"
'413":

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 413"
'415':

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 415'
'429':

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 429'
' 500" :

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 500
' 503" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 503’
defaul t:

description: Unexpected error
/ exchange- par ans:
post:

summary: Paraneter Exchange

tags:
- Paraneter Exchange

operationld: Post ExchangePar ans

request Body:
description: Custom operation for paraneter exchange
required: true

content:

application/json:

schena:
$ref: ' #/ conponents/schemas/ SecPar anExchReqgDat a'
responses:

' 200" :

description: OK (Successful exchange of paraneters)

content:

application/json:
schena:
$ref: ' #/ conponents/schenmas/ SecPar anExchRspDat a'

' 400" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
'411

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 411"
' 413"

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 413’
'415'

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 415'
'429':

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 429'
' 500" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 500
' 503’

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error
/I n32f -t erm nat e:
post :
summary: N32-f Context Term nate
tags:
- N32-f Context Term nate
operationld: PostN32f Term nate
request Body:
description: Custom operation for n32-f context term nation
required: true

content:
application/json:
schema:
$ref: '#/ conponents/schemas/ N32f Cont ext | nf o'
responses:
'200':
description: OK (Successful exchange of paraneters)
content:
application/json:
schena:

$ref: ' #/ conponent s/ schemas/ N32f Cont ext | nf o'
' 400" :
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$ref: ' TS29571_ CommonDat a. yanl #/ conponent s/ r esponses/ 400
'411
$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 411
'413'
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 413
'415'
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 415
' 429'
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 429
' 500
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 500
' 503"
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 503
defaul t:
description: Unexpected error
/n32f-error:
post :
sunmary: N32-f Error Reporting Procedure
tags:
- N32-f Error Report
operationld: PostN32fError

request Body:
ption: Custom operation for n32-f error reporting procedure
required: true
content:

descri

appl
sc

i cation/json
hena:

$ref: ' #/ conponents/schemas/ N32f Errorlnfo
responses

' 204"
desc

' 400
$ref

'411'

$ref:

'413'

$ref:

' 415'

$ref:

' 429

$ref:

' 500

$ref:

' 503

$ref:

ription: successful error reporting

: ' TS29571_CommonDat a. yam #/ conmponent s/ r esponses/ 400
' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 411
' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 413
' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 415
' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 429
' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 500

' TS29571_CommonDat a. yam #/ conmponent s/ r esponses/ 503

defaul t:

desc
conponents:
schenas:
SecurityCa
anyCf :
- type

ription: Unexpected error

pability:

: string

enum

- type

Api Si ghatu
oneCf :

- $ref

- $ref

Ht t pMet hod
anyCf :

- type

TLS

PRI NS

: string
re

;' TS29571_CommonDat a. yam #/ conponent s/ schemas/ Uri '
;' #/ conponent s/ schenas/ Cal | backNane'

: string

enum

- type

I eType
anyCf :
- type

GET

PUT
POST
DELETE
PATCH
HEAD
OPTI ONS
CONNECT
TRACE

: string

: string
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enum

- UEID
- LOCATI ON
- KEY_MATERI AL
- AUTHENTI CATI ON_VMATERI AL
- AUTHORI ZATI ON_TOKEN
- OTHER
- NONSENSI Tl VE

- type: string

| eLocati on:
anyCf :
- type: string
enum
- URI _PARAM
- HEADER
- BODY
- MUILTI PART_BI NARY
- type: string

I el nfo:
type: object
required:
- ieLoc
- ieType
properties:
i eLoc:
$ref: ' #/ conponents/schenmas/|elLocation’
i eType:
$ref: '#/ conponents/schenas/|eType'
reqle:
type: string
rsple:
type: string
i sModi fi abl e:
type: bool ean

Api | eMappi ng:
type: object
required:
- api Signature
- api Met hod
- leList
properties:
api Si gnat ure:
$ref: '#/ conponents/schemas/ Api Si gnat ure'
api Met hod:
$ref: '#/ conponents/schemas/ H t pMet hod'
| eList:
type: array
items:
$ref: '#/ conponents/schenas/|elnfo'
mnltems: 1

Prot ectionPolicy:
type: object
required:
- api | eMappi ngLi st
properties:
api | eMappi ngLi st :
type: array
items:
$ref: ' #/ conponents/schenas/ Api | eMappi ng'
mnltenms: 1
dat aTypeEncPol i cy:
type: array
itemns:
$ref: ' #/ conponents/schenas/ | eType'
mnltems: 1

SecNegot i at eReqgDat a:
type: object
required:
- sender
- supportedSecCapabilitylList
properties:
sender:
$ref: ' TS29510_Nnrf_NFManagerent . yani #/ conponent s/ schemas/ Fqdn'
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support edSecCapabi | i tyLi st:
type: array
items:
$ref: '#/ conponents/schemas/ SecurityCapability'
mnltems: 1

SecNegot i at eRspDat a:
type: object
required:
- sender
- sel ectedSecCapability
properties:
sender:
$ref: ' TS29510_Nnrf_NFManagenent . yam #/ conponent s/ schemas/ Fqdn'
sel ect edSecCapabi lity:
$ref: ' #/ conponents/schenas/ SecurityCapability'

SecPar anExchReqgDat a:
type: object
required:
- n32f Contextld
properties:
n32f Cont ext | d:
type: string
j weCi pher Sui teLi st:
type: array
itemns:
type: string
mnltems: 1
j wsCGi pher Sui teLi st:
type: array
itemns:
type: string
mnltems: 1
protectionPol i cyl nfo:
$ref: ' #/ conponents/schemas/ ProtectionPolicy’

SecPar anExchRspDat a:
type: object
required:
- n32f Contextld
properties:
n32f Cont ext | d:
type: string
sel ect edJweCi pher Sui te:
type: string
sel ect edJwsC pher Sui te:
type: string
sel Prot ecti onPol i cyl nfo:
$ref: '#/ conponents/schenas/ ProtectionPolicy'

N32f Cont ext | nf o:
type: object
required:

- n32f Contextld
properties:
n32f Cont ext | d:
type: string

Cal | backNarre:
type: object
required:

- cal | backType
properties:
cal | backType:
type: string

N32f Error | nf o:
type: object
required:

- n32f Messagel d
- n32f Error Type
properties:
n32f Messagel d:
type: string
n32f Er r or Type:
$ref: ' #/ conponents/schenmas/ N32f Err or Type'
fail edModi ficationList:
type: array
itens:
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$ref: ' #/ conponent s/ schemas/ Fai | edMbdi fi cati onl nf o’
mnltems: 1
errorDetail sList:
type: array
items:
$ref: '#/ conponents/schemas/ N32f ErrorDetai | '
mnltens: 1
Fai | edMbdi fi cati onl nf o:
type: object
required:
- ipxld
- n32fError Type
properties:
i pxld:
$ref: ' TS29510_Nnrf _NFManagenent . yani #/ conponent s/ schenas/ Fqdn'
n32f Err or Type:
$ref: '#/ conponents/schenas/ N32f Err or Type'
N32f Error Det ai | :
type: object
required:
- attribute
- nsgReconst ruct Fai | Reason
properties:
attribute:
type: string
msgReconst ruct Fai | Reason:
$ref: ' #/ conponents/schenmas/ Fai | ur eReason’
N32f Er r or Type:
anyOf :
- type: string
enum
- | NTEGRI TY_CHECK_FAI LED
- | NTEGRI TY_CHECK_ON_MODI FI CATI ONS_FAI LED
- MODI FI CATI ONS_| NSTRUCTI ONS_FAI LED
- DECI PHERI NG_FAI LED
- MESSAGE_RECONSTRUCTI ON_FAI LED
- type: string
Fai | ur eReason:
anyCf :
- type: string
enum
- I NVALI D_JSON_PO NTER
- | NVALI D_I NDEX_TO_ENCRYPTED_BLOCK
- | NVALI D_HTTP_HEADER
- type: string

A.3 JOSE Protected Message Forwarding APl on N32-f

openapi: 3.0.0

i nfo:
version: '1.0.1
title: 'JOSE Protected Message Forwarding API'
description: |
N32-f Message Forwardi ng Service.
© 2019, 3GPP Organizational Partners (AR B, ATIS, CCSA, ETSI, TSDSI, TTA, TTCO).
Al rights reserved.

servers:
- url: '{api Root}/n32f-forward/ vl
vari abl es:
api Root :

default: https://exanple.com
description: apiRoot as defined in clause 4.4 of 3GPP TS 29. 501.
ext er nal Docs:
description: 3GPP TS 29.573 V15.1.0; 5G System Public Land Mbile Network (PLMN) | nterconnection;
Stage 3
url: http://ww. 3gpp. org/ftp/ Specs/ archivel/ 29_seri es/ 29. 573/

pat hs:
/ n32f - process:
post :
sunmary: N32-f Message Forwardi ng
tags:
- N32-f Forward
operationld: PostN32fProcess
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request Body:
description: Custom operation N32-f Message Forwardi ng
required: true

content:

application/json:

schema:
$ref: ' #/ conponent s/ schemas/ N32f Ref or mat t edReqMVsg'
responses:

'200':

description: OK (Successful forwarding of refornatted nessage over N32-f)

content:

application/json:
schema:
$ref: '#/ conponents/schemas/ N32f Ref or mat t edRspMsg'

' 400" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 400’
' 403" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 403"
"411":

$ref: ' TS29571 CommonDat a. yanl #/ conponent s/ r esponses/ 411"
'413":

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 413"
'415':

$ref: ' TS29571 CommonDat a. yanl #/ conponent s/ r esponses/ 415’
'429':

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 429'
' 500" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 500’
' 503" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error

conponents:
schemas:

Fl at JweJson:
type: object
required:
- ciphertext
properties:
prot ect ed:
type: string
unpr ot ect ed:
type: object
header :
type: object
encrypt ed_key:
type: string
aad:
type: string
iv:
type: string
ci phertext:
type: string
tag:
type: string

FI at JwsJson:
type: object
required:
- payl oad
- signature
properties:
payl oad:
type: string
protect ed:
type: string
header :
type: object
si gnat ure:
type: string

N32f Ref or nat t edReqMsg:
type: object
required:
- reformattedData
properties:
ref ormatt edDat a:
$ref: '#/ conponents/schenas/Fl at JweJson'
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nmodi fi cati onsBl ock:
type: array
itens:
$ref: '#/ conponents/schenas/Fl at JwsJson'
mnltems: 1

N32f Ref or nat t edRspMsg:
type: object
required:
- reformattedData
properties:
ref ormatt edDat a:
$ref: '#/ conponents/schenas/Fl at JweJson'
nodi fi cati onsBl ock:
type: array
items:
$ref: '#/ conponents/schenas/Fl at JwsJson'
mnltems: 1

Dat aTol nt egri t yPr ot ect AndGi pher Bl ock:
type: object
required:
- dat aToEncrypt
properties:
dat aToEncrypt :
type: array
itemns:
type: object
mnltems: 1
Dat aTol nt egri t yProt ect Bl ock:
type: object
properties:
net aDat a:
$ref: '#/ conponents/schemas/ Met aDat a'
request Li ne:
$ref: ' #/ conponent s/ schemas/ Request Li ne'
st at usLi ne:
type: string
header s:
type: array
items:
$ref: '#/ conponents/schemas/ H t pHeader'
mnltems: 1
payl oad:
type: array
itens:
$ref: '#/ conponents/schemas/ H t pPayl oad'
mnltems: 1
Request Li ne:
type: object
required:
- nethod
- schene
- authority
- path
- protocol Version
properties:
met hod:
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$ref: ' TS29573_N32_Handshake. yani #/ conponent s/ schenas/ Ht t pMet hod'

schene:

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schemas/ Uri Scheng'

aut hority:
type: string
pat h:
type: string
pr ot ocol Ver si on:
type: string
quer yFragment :
type: string
Ht t pHeader :
type: object
required:
- header
- val ue
properties:
header :
type: string
val ue:
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$ref: '#/ conponents/schenas/ EncodedHt t pHeader Val ue'
Ht t pPayl oad:
type: object
required:
- iePath
- ieVal ueLocation
- val ue
properties:
i ePat h:
type: string
i eVal ueLocati on:
$ref: ' TS29573_N32_Handshake. yanl #/ conponent s/ schemas/ | eLocat i on’
val ue:
type: object
Met aDat a:
type: object
required:
- n32f Context|d
- nessageld
- authorizedl pxld
properties:
n32f Cont ext | d:
type: string
messagel d:
type: string
aut hori zedl pxI d:
type: string
Modi fi cations:
type: object
required:
- identity
properties:
identity:
$ref: ' TS29510_Nnrf_NFManagemnent . yami #/ conponent s/ schemas/ Fqdn'
operati ons:
type: array
itemns:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenmas/ Pat chl t eni
mnltems: 1
| ndexToEncr ypt edVal ue:
type: object
required:
- encBl ockl ndex
properties:
encBl ockl ndex:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Ui nt eger’
EncodedHt t pHeader Val ue:
oneCf :
- type: string
- $ref: '#/ component s/ schemas/ | ndexToEncrypt edVal ue'
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Annex B (informative):
Examples of N32-f Encoding

B.1 General

This Annex provides some example encodings of HTTP/2 request and response messages initiated by NF service
consumer / producer when they are reformatted and sent over N32-f

B.2 Input Message Containing No Binary Part

Consider the following example:
- Some headers of the input HTTP/2 message need to be integrity protected and ciphered.
- Some payload part of the input HTTP/2 message need to be integrity protected and ciphered.
- Theinput HTTP/2 message has no multipart/related binary content.

- The headers and payload that are not required to be integrity protected and ciphered in the input HTTP/2
message need to be only integrity protected.

The N32fReformattedRegM essage for this example looks like

"reformattedData": {
"protected": BASE64URL(UTF8(JVE Protected Header),
"unprotected": <non integrity protected shared JOSE headers>,
"header": <non integrity protected recipient specific JOSE headers>,
"encrypt ed_key": BASE64URL(JWE Encrypted Key),
"aad": BASE64URL( Dat aTol ntegrityProtectBl ock),
"iv": BASE64URL(JVE Initialization Vector),
"ci phertext": BASE64URL(JWE C pher Text (Dat aTol ntegrityProtect AndC pher Bl ock),
"tag": BASE64URL(JVE Aut hentication Tag)

}

The DataT ol ntegrityProtectBlock for this example looks like

{
"metabData": {"n32fContextld": <the n32fcontext Id of receiving SEPP> "nextHopld": <FQDN of |PX>},
"requestLine":

{
"method": <http nethod of the NF service APl >,
"schenme": <http schenme of the NF service APl >,
"authority": <authority part of the NF service APl URI >,
"path": <path part of the NF service APl URI >,
"protocol Version": <HTTP protocol version>,
"queryFragnent": <query fragnent of the NF service APlI, if avail abl e>
"headers":
[
"header": <name of HITP header 1>,
"value": {"headerval": <string carrying value of the header>}
b
{
"header": <name of HITP header 2>,
"val ue": {"encBl ockl ndex": 1}
}
I
" payl oad":
[
{
"iePath": <JSON Pointer of IE 1>,
"i eVal ueLocati on": "BODY",
"val ue": <val ue of IE>
b
{

"iePath": <JSON Pointer of IE 2>,

ETSI



3GPP TS 29.573 version 15.2.0 Release 15 57 ETSI TS 129 573 V15.2.0 (2019-07)

"ieVal ueLocation": "BODY",
"val ue": {"encBl ockl ndex": 2}
}
]

The DataT ol ntegrityProtectAndCipherBlock for this example looks like

"dat aToEncrypt":

[
{<val ue of HTTP header 2>},

{<val ue of payl oad 2>}

]

B.3 Input Message Containing Multipart Binary Part
Consider the following example:

- Some headers of the input HT TP/2 message need to be integrity protected and ciphered.

- Some payload part of the input HTTP/2 message need to be integrity protected and ciphered.

- Theinput HTTP/2 message has two multipart/related binary content out of which one binary content needs to be
integrity protected and ciphered while the other is only required to be integrity protected.

- The headers and payload that are not required to be integrity protected and ciphered in the input HTTP/2
message need to be only integrity protected.

The N32fReformattedRegM essage for this example looks like

"reformattedData":
"protected": BASE64URL(UTF8(JWE Protected Header),
"unprotected": <non integrity protected shared JOSE header s>,
"header": <non integrity protected recipient specific JOSE headers>,
"encrypted_key": BASE64URL(JWE Encrypted Key),
"aad": BASE64URL(Dat aTol ntegrityProtectBl ock),
"iv": BASE64URL(JVE Initialization Vector),
"ciphertext": BASE64URL(JVE Ci pher Text ( Dat aTol ntegrityProtect AndC pher Bl ock),
"tag": BASE64URL(JVE Aut hentication Tag)

}
The DataT ol ntegrityProtectBlock for this example looks like

{
"metaData": {"n32fContextld": <the n32fcontext |d of receiving SEPP> "nextHopld": <FQDN of |PX>},

"requestLine":

"method": <http nmethod of the NF service APl >,

"scheme": <http schenme of the NF service APl >,

"authority": <authority part of the NF service APl URl >,

"path": <path part of the NF service APl URI >,

"protocol Version": <HTTP protocol version>,

"queryFragment": <query fragment of the NF service API, if avail abl e>

"headers":

[

"header": <nane of HTTP header 1>,

"value": {"headerval": <string carrying value of the header>}
}
{
"header": <name of HTTP header 2>,
"val ue": {"encBl ockl ndex": 1}
}
1.
" payl oad":
[
{
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"iePath": <JSON Pointer of IE 1>,
"i eVal ueLocati on": "BODY",
"val ue": <value of |E>

b

{
"iePath": <JSON Pointer of IE 2 - which
"i eVal ueLocati on": "BODY",
"val ue": <value of the Content |D>

}s

{
"iePath": <JSON Pointer of IE 2 - which
"i eVal ueLocati on": "MJLTI PART_BI NARY",
"val ue": <value of the Content Type>

}s

{
"iePath": <JSON Pointer of IE 2 - which
"i eVal ueLocation": "MJLTI PART_BI NARY",
"val ue": <BASE 64 encoded byte array of

}

{
"iePath": <JSON Pointer of IE 3 - which
"i eVal ueLocation": "BODY",
"val ue": <value of the Content |D>

b

{
"iePath": <JSON Pointer of IE 2 - which
"ieVal ueLocation": "MJLTI PART_BI NARY",
"val ue": <value of the Content Type>

b

{
"iePath": <JSON Pointer of IE 3 - which
"ieVal ueLocation": "MJLTI PART_BI NARY",
"val ue": {"encBl ockl ndex": 2}

}

58

is a Ref ToBi nary

is a RefToBinary

is a Ref ToBi nary

the binary part>

is a RefToBi nary

is a RefToBinary

is a RefToBinary

The DataT ol ntegrityProtectAndCipherBlock for this example looks like

"dat aToEncrypt":

[

]

{<val ue of HTTP header 2>},

type

type

type

type

type

type

{<byte array contai ning BASE 64 encodi ng of the binary part>}
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Annex C (informative):
End to end call flows when SEPP is on path

C.1 General

This Annex provides an informative reference for how the end to end call flow works when the NF service consumer
and the NF service producer are in different PLMN and SEPP isinvolved on path.

The following clauses explain how the HT TP messages are forwarded between NF servicesin two PLMNsviathe
SEPP. In these clauses, the following aspects are not shown to avoid cluttering of the figures and procedure

- Resolution of FQDN into an IP address using DNS. TCP/ TLS connection for sending the HTTP/2 messagesis
initiated towards the | P address obtained from DNS resol ution.

C.2 TLS security between SEPPs

C.2.1  When http URI scheme is used

The following figure shows the end to end call flow between an NF service consumer and a NF service producer in
different PLMNs when:

- the SEPPin each PLMN acts as a security proxy;

the negotiated security policy between the SEPPsis TLS;

"http" scheme URI is used between the NF service consumer and NF service producer; and

"http" scheme URI is used for accessing NRF's NF discovery service.
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NF Service c-NRF c-SEPP p-SEPP p-NRF NF Service
Consumer Producer

1. N32-c Security Capability

Network uses Negotiation Procedure (subclause
http scheme 5.2.2)
URI for NF Selected security policy = TLS
discovery |
service of NRF 2. TLS connection setup for N32-f
3. Nnrf_NFDiscovery forwarding
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>
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Figure C.2.1-1 End to end call flow when http scheme URI is used and TLS security is used between
SEPPs

1. The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP)
negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to
use TL S as the security policy.

2. A TLSconnection is setup between the c-SEPP and the p-SEPP for N32-f forwarding.

3. Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF
service profile of the producer by querying the NRF. The NF service consumer uses "http" scheme URI to access
the Nnrf_NFDiscovery service.

4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the
NF service producer side (p-NRF). The c-NRF is configured to route all HTTP messages with inter PLMN
FQDN as the "authority" part of the URI viathe c-SEPP. The c-SEPP actsasaHTTP proxy.

5. The ¢c-SEPP forwards the NF discovery request within the N32-f TLS tunnel established in step 2.
6. The p-SEPP forwards the NF discovery request to the p-NRF.
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7. The p-NRF sends the NF discovery response. The NF service profile contains service URI with "http" scheme.
The FQDN of the NF serviceisan inter PLMN FQDN.
8. The p-SEPP forwards the NF discovery response within TLS tunnel to the c-SEPP.
9. The c-SEPP forwards the NF discovery response to c-NRF.
10. The c-NRF sends the NF discovery response to NF service consumer.

11. The NF service profile received at the NF service consumer contains service URI with "http" scheme. The NF
service consumer initiates a HT TP message (as supported by the NF service producer API) using "http" scheme
URI. The NF service consumer is configured to route all HTTP messages with inter PLMN FQDN as the
"authority" part of the URI viathe c-SEPP. The c-SEPP actsasaHTTP proxy.

12. The c-SEPP forwards the HTTP service request within the N32-f TLS tunnel established in step 2.
13. The p-SEPP forwards the HT TP service request to the NF service producer.

14. The NF service producer sends the HT TP service response.

15. The p-SEPP forwards the HT TP service response within TLS tunnel to the c-SEPP.

16. The c-SEPP forwards the HTTP service response to the NF service consumer.

C.2.2  When https URI scheme is used

The following figure shows the end to end call flow between an NF service consumer and a NF service producer in
different PLMNs when:

- the SEPP in each PLMN acts as a security proxy;
- the negotiated security policy between the SEPPsisTLS;
- "https' scheme URI is used between the NF service consumer and NF service producer; and

- "https' scheme URI isused for accessing NRF's NF discovery service.
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Figure C.2.2-1 End to end call flow when https scheme URI is used and TLS security is used between
SEPPs

1. The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP)
negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to
use TLS asthe security policy.

2. A TLSconnection is setup between the c-SEPP and the p-SEPP for N32-f forwarding.

3. Beforethe NF service consumer starts using the API of the NF service producer it needs to discover the NF
service profile of the producer by querying the NRF. The NF service consumer uses "https* scheme URI to
access the Nnrf_NFDiscovery service. Thisimplies that the NF service consumer sets up a TL'S connection to
the c-NRF and then sends the HT TP request over the TLS connection to the c-NRF.

4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the
NF service producer side (p-NRF). The c-NRF uses "https’ scheme URI to access the NF discovery service of
the p-NRF. Since "https"’ requires setup of TLS connection with the p-NRF and it requires that c-NRF hasto
verify that the certificate presented by the endpoint of the TLS connection belngs to the authoritative server of
the p-NRF, atelescopic FQDN with wildcarded certificate scheme mechanism is specified in
3GPP TS 33.501 [6]. The c-NRF is configured with the telescopic FQDN of the p-NRF with the telescopic
FQDN having the FQDN of the c-SEPP as the trailing part. The c-NRF sets up a TLS connection with the
authoritative server for the telescopic FQDN (i.e. the c-SEPP).

5. The c-NRF forwards the NF discovery request in this TLS connection.

6. The c-SEPP extracts the NF discovery request from the TLS connection, replaces the label part of the telescopic
FQDN in the request URI with a corresponding label of the p-SEPP (if the label part of the telescopic FQDN
contains a label of c-SEPP'slocal significance) and sends the request towards p-SEPP in the TLS tunnel setup in
step 2. The ¢c-SEPP and the p-SEPP act as aman in the middle proxy in this case.

7. The p-SEPP extracts the HTTP message received on the TLS connection, replaces the label part of the the
telescopic FQDN in the request URI to the URI of the p-NRF's NF discovery service and then seeing that the
URI scheme of the NF discovery service of the p-NRF is "https’, the p-SEPP sets up a TL S connection with the
p-NRF.

8. The p-SEPP forwards the NF discovery request to the p-NRF.

9. The p-NRF sends the NF discovery response within the TLS connection. The NF service profile contains service
URI with "https" scheme. The FQDN of the NF serviceis an inter PLMN FQDN.

10. The p-SEPP forwards the NF discovery response within TLS tunnel setup in step 2 to the c-SEPP. The p-SEPP
may replace the inter PLMN FQDN of the NF service producer's API endpoint with alabel representing that
FQDN. The p-SEPP re-maps the label with the NF service producer's APl endpoint in step 17.

11. The ¢-SEPP upon receiving the HTTP response message for NF discovery response, within the TLS tunnel in
step 2, replaces the trailing part of the inter PLMN FQDN of the NF service producer's APl endpoint in the NF
service profile with the FQDN of the c-SEPP, to form atelescopic FQDN as specified in clause 28.5.2 of
3GPP TS 23.003[19]. The c-SEPP may replace the label part of the telescopic FQDN with alabel of it'sown
significance. The p-SEPP re-maps the label in step 16.

12. The c-SEPP then forwards the NF discovery response to c-NRF, with the NF service profile containing the
telescopic FQDN.

13. The c-NRF sends the NF discovery response to NF service consumer.

14. The NF service profile received at the NF service consumer contains service URI with "https' scheme. The NF
service consumer sets up a TLS connection with the authoritative server for the telescopic FQDN (i.e. c-SEPP)
received in step 13.

15. The NF service consumer sends the HT TP service request within the TLS connection to the c-SEPP.

16. The c-SEPP extracts the HT TP request from the TLS connection, replaces the label part of the telescopic FQDN
in the request URI with a corresponding label of the p-SEPP and sends the request towards p-SEPP inthe TLS
tunnel setup in step 2. The c-SEPP and the p-SEPP act as aman in the middle proxy in this case.
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17. The p-SEPP extracts the HT TP message received on the TL S connection, replaces the label part of the the
telescopic FQDN in the request URI to the URI of the NF service producer and then seeing that the URI scheme
of the NF service producer is "https', the p-SEPP sets up a TLS connection with the NF service producer. The p-
SEPP also replaces callback URI and link relations within the extracted HT TP message with a telescopic FQDN
containing the FQDN of the p-SEPP as the trailing part, as specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].

18. The p-SEPP forwards the HT TP request to the NF service producer.
19. The NF service producer sends the HTTP response within the TLS connection.
20. The p-SEPP forwards the HT TP response within TLS tunnel setup in step 2 to the c-SEPP.

21. The ¢-SEPP upon receiving the HTTP response message within the TLS tunnel setup in step 2, forwards the
response to the NF service consumer. The c-SEPP replaces callback URI and link relations within the extracted
HTTP response message with a telescopic FQDN containing the FQDN of the c-SEPP as the trailing part, as
specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].

C.3 ALS security between SEPPs

C.3.1  When http URI scheme is used

The following figure shows the end to end call flow between an NF service consumer and a NF service producer in
different PLMNs when:

- the SEPPin each PLMN acts as a security proxy;
- the negotiated security policy between the SEPPsis ALS;
- "http" scheme URI is used between the NF service consumer and NF service producer; and

- "http" scheme URI is used for accessing NRF's NF discovery service.
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Figure C.3.1-1 End to end call flow when http scheme URI is used and ALS security is used between
SEPPs

1. The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP)
negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to
use ALS as the security policy.

2. A TLSconnection is setup between the c-SEPP and the p-SEPP for N32-f forwarding. If IPX-es are deployed
between the c-SEPP and p-SEPP, the TL'S connection is hop by hop.

3. Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF
service profile of the producer by querying the NRF. The NF service consumer uses "http" scheme URI to access
the Nnrf_NFDiscovery service.

4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the
NF service producer side (p-NRF). The c-NRF is configured to route all HTTP messages with inter PLMN
FQDN as the "authority" part of the URI viathe c-SEPP. The c-SEPP actsasa HTTP proxy.
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5. The c-SEPP forwards the NF discovery request within the N32-f TLS tunnel established in step 2 and using the
JOSE protected message forwarding procedure and APl specified in clauses 5.3 and 6.2 respectively.
6. The p-SEPP forwards the NF discovery request to the p-NRF.

7. The p-NRF sends the NF discovery response. The NF service profile contains service URI with "http" scheme.
The FQDN of the NF serviceisan inter PLMN FQDN.

8. The p-SEPP forwards the NF discovery response within TLS tunnel to the c-SEPP using the JOSE protected
message forwarding procedure and APl specified in clauses 5.3 and 6.2 respectively.

9. The ¢c-SEPP forwards the NF discovery response to c-NRF.
10. The c-NRF sends the NF discovery response to NF service consumer.

11. The NF service profile received at the NF service consumer contains service URI with "http" scheme. The NF
service consumer initiates a HT TP message (as supported by the NF service producer API) using "http" scheme
URI. The NF service consumer is configured to route all HTTP messages with inter PLMN FQDN as the
"authority" part of the URI via the c-SEPP. The c-SEPP actsasa HTTP proxy.

12. The c-SEPP forwards the HT TP service request within the N32-f TLS tunnel established in step 2 and using the
JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively.

13. The p-SEPP forwards the HT TP service request to the NF service producer.
14. The NF service producer sends the HT TP service response.

15. The p-SEPP forwards the HT TP service response within TLS tunnel to the ¢-SEPP using the JOSE protected
message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively.

16. The ¢c-SEPP forwards the HT TP service response to the NF service consumer.

C.3.2  When https URI scheme is used

The following figure shows the end to end call flow between an NF service consumer and a NF service producer in
different PLMNs when:

- the SEPPin each PLMN acts as a security proxy;
- the negotiated security policy between the SEPPsiSALS;
- "https' scheme URI is used between the NF service consumer and NF service producer; and

- "https' scheme URI is used for accessing NRF's NF discovery service.
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Figure C.3.2-1 End to end call flow when https scheme URI is used and ALS security is used between
SEPPs

1. The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP)
negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to
use TLS asthe security policy.

2. A TLSconnection is setup between the c-SEPP and the p-SEPP for N32-f forwarding. If 1PX-es are deployed
between the c-SEPP and p-SEPP, the TLS connection is hop by hop.

3. Beforethe NF service consumer starts using the API of the NF service producer it needs to discover the NF
service profile of the producer by querying the NRF. The NF service consumer uses "https* scheme URI to
access the Nnrf_NFDiscovery service. Thisimplies that the NF service consumer sets up a TLS connection to
the c-NRF and then sends the HT TP request over the TLS connection to the c-NRF.

4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the
NF service producer side (p-NRF). The c-NRF uses "https’ scheme URI to access the NF discovery service of
the p-NRF. Since "https" requires setup of TLS connection with the p-NRF and it requires that c-NRF hasto
verify that the certificate presented by the endpoint of the TLS connection belngs to the authoritative server of
the p-NRF, atelescopic FQDN with wildcarded certificate scheme mechanism is specified in
3GPP TS 33.501 [6]. The c-NRF is configured with the telescopic FQDN of the p-NRF with the telescopic
FQDN having the FQDN of the c-SEPP as the trailing part. The c-NRF sets up a TLS connection with the
authoritative server for the telescopic FQDN (i.e. the c-SEPP).

5. The c-NRF forwards the NF discovery request in this TLS connection.

6. The c-SEPP extracts the NF discovery request from the TLS connection, replaces the label part of the telescopic
FQDN in the request URI with a corresponding label of the p-SEPP (if the label part of the telescopic FQDN
contains alabel of c-SEPP'slocal significance) and sends the request towards p-SEPP in the TLS tunnel setup in
step 2 and using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2
respectively. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.

7. The p-SEPP extracts the HTTP message received on the TLS connection, replaces the label part of the the
telescopic FQDN in the request URI to the URI of the p-NRF's NF discovery service and then seeing that the
URI scheme of the NF discovery service of the p-NRF is "https’, the p-SEPP sets up a TL S connection with the
p-NRF.

8. The p-SEPP forwards the NF discovery request to the p-NRF.

9. The p-NRF sends the NF discovery response within the TLS connection. The NF service profile contains service
URI with "https" scheme. The FQDN of the NF serviceis an inter PLMN FQDN.

10. The p-SEPP forwards the NF discovery response within TLS tunnel setup in step 2 using the JOSE protected
message forwarding procedure and APl specified in clauses 5.3 and 6.2 respectively, to the c-SEPP. The p-SEPP
may replace the inter PLMN FQDN of the NF service producer's APl endpoint with alabel representing that
FQDN. The p-SEPP re-maps the label with the NF service producer's APl endpoint in step 17.

11. The ¢c-SEPP upon receiving the HT TP response message for NF discovery response, within the TLStunnel in
step 2, replaces the trailing part of the inter PLMN FQDN of the NF service producer's APl endpoint in the NF
service profile with the FQDN of the c-SEPP, to form atelescopic FQDN as specified in clause 28.5.2 of
3GPP TS 23.003[19]. The c-SEPP may replace the label part of the telescopic FQDN with alabel of it's own
significance. The p-SEPP re-maps the label in step 16.

12. The ¢c-SEPP then forwards the NF discovery response to c-NRF, with the NF service profile containing the
telescopic FQDN.

13. The c-NRF sends the NF discovery response to NF service consumer.

14. The NF service profile received at the NF service consumer contains service URI with "https" scheme. The NF
service consumer sets up a TLS connection with the authoritative server for the telescopic FQDN (i.e. the c-
SEPP).

15. The NF service consumer sends the HT TP service request within the TLS connection to the c-SEPP.
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16. The c-SEPP extracts the HT TP request from the TL S connection, replaces the label part of the telescopic FQDN
in the request URI with a corresponding label of the p-SEPP and sends the request towards p-SEPP inthe TLS
tunnel setup in step 2 using the JOSE protected message forwarding procedure and API specified in clauses 5.3
and 6.2 respectively. The c-SEPP and the p-SEPP act as aman in the middle proxy in this case.

17. The p-SEPP extracts the HT TP message received on the TLS connection, replaces the label part of the the
telescopic FQDN in the request URI to the URI of the NF service producer and then seeing that the URI scheme
of the NF service producer is "https', the p-SEPP sets up a TLS connection with the NF service producer. The p-
SEPP also replaces callback URI and link relations within the extracted HT TP message with a telescopic FQDN
containing the FQDN of the p-SEPP as the trailing part, as specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].

18. The p-SEPP forwards the HT TP request to the NF service producer.
19. The NF service producer sends the HT TP response within the TL'S connection.

20. The p-SEPP forwards the HTTP response within TLS tunnel setup in step 2 to the c-SEPP using the JOSE
protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively.

21. The ¢-SEPP upon receiving the HT TP response message within the TLS tunnel setup in step 2, forwards the
response to the NF service consumer. The c-SEPP replaces callback URI and link relations within the extracted
HTTP response message with atelescopic FQDN containing the FQDN of the ¢c-SEPP as the trailing part, as
specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].
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