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Foreword
This Technical Specification (TS) has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for al changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document defines the Universal Subscriber Identity Module (USIM) application. This application resides
on the UICC, an IC card specified in 3G TS 31.101 [11]. In particular, 3G TS 31.101 [11] specifies the application
independent properties of the UICC/terminal interface such as the physical characteristics and the logical structure.
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1 Scope

The present document defines the USIM application for 3G telecom network operation.
The present document specifies:

- gpecific command parameters;

- filestructures;

- contents of EFs (Elementary Files);

- security functions;

- application protocal to be used on the interface between UICC (USIM) and ME.

Thisisto ensure interoperability between a USIM and an ME independently of the respective manufacturer, card issuer
or operator.

The present document does not define any aspects related to the administrative management phase of the USIM. Any
internal technical realisation of either the USIM or the ME is only specified where these are reflected over the interface.
The present document does not specify any of the security algorithms which may be used.

2 References

The following documents contain provisions which, through reference in thistext, congtitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies.

[1] 3G TS21.111: "USIM and IC Card Requirements’.

[2] 3G TS 22.011: "Service accessibility".

[3] 3G TS 22.024: "Description of Charge Advice Information (CAI)".

[4] 3G TS 22.030: "Man-Machine Interface (MMI) of the Mobile Station (MS)".

[5] 3G TS 23.038: "Alphabets and language'”.

[6] 3G TS 23.040: "Technical realization of the Short Message Service (SMS) Point-to-Point (PP)".

[7] 3G TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".

[8] 3G TS 22.067: "Enhanced Multi Level Precedence and Pre-emption service (eMLPP) - Stage 1".

[9] 3G TS 24.008: "Mobhile Radio Interface Layer 3 specification”.

[10] 3G TS 24.011: "Point-to-Point (PP) Short Message Service (SMS) support on maobile radio
interface”.

[11] 3G TS 31.101: "UICC-Terminal Interface, Physical and Logical Characteristics'.

[12] 3G TS31.111: "USIM Application Toolkit (USAT)".

[13] 3G TS 33.102: "3G Security Architecture”.

[14] 3G TS 33.103: "3G Security; Integration Guidelines'.
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[15] 3G TS 22.086: "Advice of charge (AoC) Supplementary Services - Stage 1".

[16] 3G TS 23.041: "Technical realization of Short Message Service Cell Broadcast (SMSCB)".

[17] GSM 02.07: "Mobile Stations (MS) features'.

[18] GSM 11.11: " Specification of the Subscriber Identity Module — Mobile Equipment (SIM — ME)
interface".

[19] SO 639 (1988): "Code for the representation of names of languages'.

[20] ISO/IEC 7816-4 (1995): "Identification cards - Integrated circuit(s) cards with contacts,
Part 4: Interindustry commands for interchange”.

[21] ISO/IEC 7816-5 (1994): "Identification cards - Integrated circuit(s) cards with contacts,
Part 5: Numbering system and registration procedure for application identifiers'.

[22] ITU-T Recommendation E.164: "Numbering plan for the ISDN era’.

[23] ITU-T Recommendation T.50: "International Alphabet No. 5". (1SO 646 (1983): "Information
processing - 1SO 7-bits coded characters set for information interchange™).

[24] 3G TS 22.101: "Service aspects; service principles’.

[25] 3G TS 23.003: "Numbering, Addressing and Identification".

[26] ISO/IEC FCD 7816-9 (1999): "ldentification cards - Integrated circuit(s) cards with contacts,
Part 9: Additional Interindustry commands and security attributes”.

[27] 3G TS 22.022: "Personalisation of GSM Mobile Equipment (ME); Mobile functionality
specification”.

3 Definitions, symbols and abbreviations
3.1 Definitions

For the purposes of the present document, the following and definition applies.

ADM : access condition to an EF which is under the control of the authority which createsthisfile

3.2

Symbols

For the purposes of the present document, the following symbols apply:

I
O
f1
f1*

f2
f3
f4
f5
f6

3.3

Concatenation

Exclusive or

M essage authentication function used to compute MAC

A message authentication code (MAC) function with the property that no valuable information can
be inferred from the function values of f1* about those of f1, ... , f5 and vice versa

M essage authentication function used to compute RES and XRES

Key generating function used to compute CK

Key generating function used to compute IK

Key generating function used to compute AK

Encryption function to encipher the IMSI

Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP

AC

39 Generation Partnership Project
Access Condition
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ACL
ADF
AID
AK
ALW
AMF
AoC
APN
AuC
AUTN
BDN
CCP
CK
CLI
CNL
CS
DCK
DF
DO
EF
EMUI
EUIC
FCP
FFS
GK
GMSI
GSM
HE
ICC
ICI
ICT
ID

IK
IMSI
K

Kc
KSl

LI
LSB
MAC
MAC-A
MAC-|
MCC
MF
MMI
MNC
MODE
MSB
NEV
NPI
OClI
OCT
OFM
PIN
PL

PS

PS DO
RAND
RANDys
RES
RFU
RST

APN Control List

Application Dedicated File
Application I Dentifier

Anonymity key

ALWays

Authentication Management Field
Advice of Charge

Access Point Name

Authentication Centre

Authentication token

Barred Dialling Number

Capability Configuration Parameter
Cipher key

Calling Line Identifier

Co-operative Network List

Circuit switched

Depersonalisation Control Keys
Dedicated File

Data Object

Elementary File

Encrypted Mobile User Identity
Enhanced User Identity Confidentiality
File Control Parameters

For Further Study

User group key

Group Identity

Global System for Mobile communications
Home Environment

Integrated Circuit Card

Incoming Call Information

Incoming Call Timer

IDentifier

Integrity key

International Mobile Subscriber Identity
USIM Individual key

Cryptographic key used by the cipher A5
Key Set Identifier

Language Indication

Least Significant Bit

M essage authentication code

MAC used for authentication and key agreement
MAC used for data integrity of signalling messages
Mobile Country Code

Master File

Man Machine Interface

Mobile Network Code

Indication packet switched / circuit switched mode
Most Significant Bit

NEVer

Numbering Plan Identifier

Outgoing Call Information

Outgoing Call Timer

Operational Feature Monitor

Personal |dentification Number
Preferred Languages

Packet switched

PIN Status Data Object

Random challenge

Random challenge stored in the USIM
User response

Reserved for Future Use

Reset

ETSI
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SDN Service dialling number
SE Security Environment
SFI Short EF Identifier
SQN Sequence number
SRES Signed RESponse calculated by a USIM
SW Status Word
TLV Tag Length Value
USAT USIM Application Toolkit
USIM Universal Subscriber Identity Module
XRES Expected user RESponse
4 Contents of the Files

This clause specifies the EFs for the 3G session defining access conditions, dataitems and coding. A dataitemisapart
of an EF which represents a complete logical entity, e.g. the alphatag in an EF,py record.

EFs or dataitems having an unassigned value, or, which during the 3G session, are cleared by the ME, shall have their
bytes set to 'FF'. After the administrative phase all dataitems shall have a defined value or have their bytes set to 'FF'. If
adataitemis'deleted' during a 3G session by the allocation of avalue specified in another 3G TS, then this value shall
be used and the dataitem is not unassigned. For example, for adeleted LAI in EF_o¢ the last byte takes the value 'FE'
(3G TS 24.008[9] refers).

EFs are mandatory (M) or optional (O). Thefile size of an optional EF may be zero. All implemented EFs with afile
size greater than zero shall contain all mandatory data items. Optional dataitems may either be filled with 'F', or, if
located at the end of an EF, need not exist.

When the coding is according to ITU-T Recommendation T.50 [23], bit 8 of every byte shall be set to 0.

For an overview containing all files see figures 4.1 and 4.2.

4.1 Contents of the EFs at the MF level

There are three EFs at the Master File (MF) level. These EFs are specified in3G TS 31.101 [11].

41.1 EFoir

This EF contains the Application Identifier (AID) and the Application Label as mandatory elements.

The USIM application can only be selected by means of the AID selection. The EFpr entry shall not contain a path
object for application selection.

It is recommended that the application label does not contain more than 32 bytes.
Contents:
- accordingto 3G TS 31.101[11].
Coding:
- accordingto 3G TS 31.101[11].
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41.2  EFccp (ICC Identity)
This EF provides a unique identification number for the ICC.
Contents:
accordingto 3G TS 31.101[11].
Coding:

accordingto 3G TS 31.101[11].

4.1.3 EFp. (Preferred Languages)

ETSI TS 131 102 V3.1.0 (2000-04)

This EF contains the codes for up to n languages. This information, determined by the user/operator, defines the
preferred languages of the user in order of priority. Thisinformation may be used by the ME for MMI purposes.

Thisinformation may also be used for the screening of Cell Broadcast messages in a preferred language, as follows.

When the CB Message I dentifier capability is available, the ME selects only those CB messages the language of which
corresponds to an entry in this EF or in EF_, whichever of these EFsis used (see subclause 5.1.1). The CB message
language is defined by the Data Coding Scheme (see 3G TS 23.038 [5]) received with the CB message. The ME shall
be responsible for trandlating the language coding indicated in the Data Coding Scheme for the Cell Broadcast Service
(asdefined in 3G TS 23.038 [5]) to the language coding as defined in 1SO 639 [19] if it is necessary to check the

language coding in EFp, .
Contents:
- accordingto 3G TS 31.101[11].
Coding:

- accordingto 3G TS 31.101[11].

414 EFarr (Access Rule Reference)

This EF contains the access rules for access to the EFs under the master file including this EF. Thisfile is mandatory for

the USIM application.
Contents:
- accordingto 3G TS 31.101[11].
Coding:
- accordingto 3G TS 31.101[11].

4.2 Contents of files at the USIM ADF (Application DF) level

The EFsin the USIM ADF contain service and network related information.

4.2.1 EF., (Language Indication)

This EF contains the codes for one or more languages. This information, determined by the user/operator, defines the
preferred languages of the user in order of priority. Thisinformation may be used by the ME for MMI purposes. This
information may also be used for the screening of Cell Broadcast messages in a preferred language, as follows.
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When the CB Message | dentifier capability is available, the ME selects only those CB messages the language of which
corresponds to an entry in this EF or in EFp_ whichever of these EFsis used (see subclause 5.1.1). The CB message
language is defined by the Data Coding Scheme (DCS: see 3G TS 23.038 [5]) received with the CB message. The ME
shall be responsible for trandating the language coding indicated in the Data Coding Scheme for the Cell Broadcast
Service (as defined in 3G TS 23.038 [5]) to the language coding as defined in 1SO 639 [19] if it is necessary to check
the language coding in EFp, .

Identifier: '6F 05' | Structure: transparent | Optional
File size: 2n bytes | Update activity: low
Access Conditions:
READ ALW
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 15 language code (highest prior). M 2 bytes
3to4 2" language code 0 2 bytes
2n-1to 2n Nth language code (lowest prior). (0] 2 bytes

Coding:

- each language code is a pair of alpha-numeric characters, defined in 1SO 639 [19]. Each al pha-numeric character
shall be coded on one byte using the SM S default 7-bit coded al phabet as defined in 3G TS 23.038 [5] with bit 8
set to 0.

Unused language entries shall be set to 'FF FF'.

422  EFs (IMSI)

This EF contains the I nternational Mobile Subscriber Identity (IMSI).

Identifier: '6F07' | Structure: transparent |  Mandatory
SFI: '07
File size: 9 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Length of IMSI M 1 byte
2t09 IMSI M 8 bytes
- Length of IMS|
Contents:
- thelength indicator refersto the number of significant bytes, not including this length byte, required for the
IMSI.
Coding:
- accordingto 3G TS 24.008 [9].
- IMSI
Contents:
- International Mobile Subscriber Identity.
Coding:

- thisinformation element is of variable length. If a network operator chooses an IMS| of less than 15 digits,
unused nibbles shall be set to 'F'.
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Byte 2:
|b8|B7|b6|BS|b4|b3|b2|b1|
[ 1
0
0
Parity
LSB of Digit 1

MSB of Digit 1

For the parity bit, see 3G TS 24.008 [9].

Byte 3:
|b8|b7|b6|BS|b4|b3|b2|b1|
[ LSBof Dgit 2
:NSB of Digit 2
LSB of Digit 3
:NBB of Digit 3
etc.

4.2.3 EFkeys (Ciphering and Integrity Keys)

This EF contains the ciphering key CK, the integrity key IK and the key set identifier KSI.

Identifier: '6F08' | Structure: transparent | Mandatory
SFI: '08'
File size: 33 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Key set identifier KSI M 1 byte
2to 17 Ciphering key CK M 16 bytes
1810 33 Integrity key IK M 16 bytes

- Key Set Identifier KSI.
Coding:

|b8|b7|b6|BS|b4|b3|b2|b1|

KSI
bits b5 to b8 are coded 0

- Ciphering key CK.
Coding:
- theleast significant bit of CK isthe least significant bit of the 17" byte. The most significant bit of CK isthe
most significant bit of the 2™ byte.

- Integrity key IK.
Coding:
- theleast significant bit of IK isthe least significant bit of the 33 byte. The most significant bit of IK isthe
most significant bit of the 18" byte.
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4.2.4 EFkeysps (Ciphering and Integrity Keys for Packet Switched domain)

This EF contains the ciphering key CKPS, the integrity key IKPS and the key set identifier KSIPS for the packet
switched (PS) domain.

Identifier: '6F09' | Structure: transparent | Mandatory
SFI: '09'
File size: 33 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Key set identifier KSIPS M 1 byte
2to 17 Ciphering key CKPS M 16 bytes
18 to 33 Integrity key IKPS M 16 bytes

- Key Set Identifier KSIPS.
Coding:

b8 | b7 | b6 | B5 [ b4 | b3 | b2 | bl
HHEEEEEEE
[ KSI PS

bits b5 to b8 are coded 0

- Ciphering key CKPS.
Coding:
- theleast significant bit of CKPSis the least significant bit of the 17" byte. The most significant bit of CKPS
is the most significant bit of the 2™ byte.
- Integrity key IKPS.
Coding:
- theleast significant bit of IKPSisthe least significant bit of the 33 byte. The most significant bit of IKPS is
the most significant bit of the 18" byte.

425 EFupLmnse (UPLMN selector)

This EF contains the coding for n PLMNSs, where nis at least eight. Thisinformation is determined by the user and
defines the preferred PLMNSs of the user in priority order. The first record indicates the highest priority and the n*"
record indicates the lowest.
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Identifier: '6F30' | Structure: transparent Optional
SFI: Mandatory
File size: 5n (where n >=8 bytes) Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to3 15 PLMN (highest priority) M 3 bytes
4t05 15 PLMN Access Technology Identifier M 2 bytes
6t08 2" PLMN M 3 bytes
9to 10 2™ PLMN Access Technology Identifier M 2 bytes
36 to 38 8" PLMN M 3 bytes
39 to 40 8™ PLMN Access Technology Identifier M 2 bytes
411043 9" PLMN o 3 bytes
44 to 45 9" PLMN Access Technology Identifier 0 2 bytes
(5n-4) to N™ PLMN (lowest priority) 0 3 bytes
(5n-2)
n-1) to 5n ccess Technology Identifier ytes
5n-1)to 5n | N PLMN A Technology Identifi o) 2b
- PLMN
Contents:
- Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).
Coding:

- accordingto 3G TS 24.008 [9].
- Access Technology Identifier:
Coding:
- 2 bytesare used to select the access technology where the meaning of each bit is as follows:
- bit = 1: access technology selected;
- bit = 0: access technology not selected.

Byte 4:

|b8|b7|b6|b5|b4|b3|b2|bl|
RFU
RFU
RFU
RFU
RFU
RFU
RFU
UTRAN

Byte 5:

|b8|b7|b6|b5|b4|b3|b2|b1|

RFU
RFU
RFU
RFU
RFU
RFU
GSM
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4.2.6 EFypuvn (HPLMN search period)

This EF contains the interval of time between searches for the HPLMN (see 3G TS 22.011[2]).

Identifier; '6F31' |

Structure: transparent |  Mandatory

File size: 1 byte

| Update activity: low

Access Conditions:

READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Time interval M 1 byte

- Timeinterval.
Contents:

the timeinterval between two searches.

Coding:

thetimeinterval is coded in integer multiples of n minutes. The range is from n minutes to a maximum value.
The value '00" indicates that no attempts shall be made to search for the HPLMN. The encoding is:

- '00: NoHPLMN search attempts;

- '01: nminutes;
- '02: 2n minutes;

- 'YZ" (16Y+Z)n minutes (maximum value).

- All other values shall be interpreted by the ME as a default period.

For specification of the integer timer interval n, the maximum value and the default period refer to 3G TS 22.011 [2].

4.2.7 EFacvmax (ACM maximum value)

This EF contains the maximum value of the accumulated call meter. This EF shall adways be alocated if EFacy is

allocated.
Identifier: '6F37" | Structure: transparent | Optional
File size: 3 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to3 Maximum value M 3 bytes

- Maximum vaue.
Contents:

- maximum value of the Accumulated Call Meter (ACM).

Coding:
First byte:

|b|8|b|7|b|6|b|5|b4|b|3|b|2|bll|

223 522 521 520 ,19

218 517 516
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Second byte:

b8 b7 b6 b5 b4 b3 b2 b1
[P o [ [ [ [ [ o]

215 514 513 512,11 510 59,8

Third byte:

b8 b7 b6 b5 b4 b3 b2 bl
(o [ [ [ [ [ [ o]

For instance, '00' '00' '30' represents 2°+24.
All ACM datais stored in the USIM and transmitted over the USIM/ME interface as binary.
ACMmax isnot valid, asdefined in 3G TS 22.024 [3], if it is coded '000000".
If aGSM application is present on the UICC and the ACMmax value isto be shared between the GSM and the USIM
application thisfile shall be shared between the two applications.

4.2.8 EFust (USIM Service Table)

This EF indicates which services are available. If aserviceis not indicated as available in the USIM, the ME shall not
select this service.

Identifier: '6F38' | Structure: transparent | Mandatory
SFI: Mandatory
File size: X bytes, X >= 2 Update activity: low
Access Conditions:

READ PIN

UPDATE ADM

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9ton° 16 (0] 1 byte
3 Services n° 17 to n° 24 (@) 1 byte
4 Services n° 25 to n° 32 (0] 1 byte
etc.

X Services n° (8X-7) to n° (8X) (0] 1 byte
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-Services
Contents:  Service n°1: Local Phone Book
Service n°2 : Fixed Dialling Numbers (FDN)
Service n°3 : Extension 2
Service n°4 : Service Dialling Numbers (SDN)
Service n°5 : Extension3
Service n°6 : Barred Dialling Numbers (BDN)
Service n°7 : Extension4
Service n°8 : Outgoing Call Information (OCI and OCT)
Service n°9 : Incoming Call Information (ICI and ICT)

Service n°10:
Service n°11:
Service n°12:
Service n°13:
Service n°14:
Service n°15:
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25:
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32:
Service n°33:
Service n°34:
Service n°35:
Service n°36:
Service n°37:
Service n°38:

Short Message Storage (SMS)

Short Message Status Reports (SMSR)
Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
Cell Broadcast Message Identifier

Cell Broadcast Message Identifier Ranges
Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

PLMN selector

MSISDN

Image (IMG)

Not used (reserved for SOLSA)

Enhanced Multi-Level Precedence and Pre-emption Service
Automatic Answer for Emipp

EUIC (Enhanced User Identity Confidentiality)
GSM Access

Data download via SMS-PP

Data download via SMS-CB

Call Control by USIM

MO-SMS Control by USIM

RUN AT COMMAND command

Packet Switched Domain

Enabled Services Table

APN Control List (ACL)

Depersonalisation Control Keys
Co-operative Network List

GSM security context

The EF shall contain at |east one byte. Further bytes may be included, but if the EF includes an optional byte, thenitis
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytesin the EF. The coding falls under the responsihility of the 3GPP.

Coding:

1 bit is used to code each service:

bit = 1: service available;
bit = 0: service not available.

- Service available means that the USIM has the capability to support the service and that the service is
available for the user of the USIM unless the service isidentified as "disabled” in EFggr.
Service not available means that the service shall not be used by the USIM user, even if the USIM has the
capability to support the service.

First byte:

|b8|b7|b6|BS|b4|b3|b2|b1|

o

Servi ce
Service
Service
Service

Service

Servi ce

Servi ce

5 3 3 3 33 335
O~NOOTDh WNPRF

© o o o o o o

Servi ce
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Second byte:

20

|b8|b7|b6|BS|b4|b3|b2|b1|

Service

Service
Service
Servi ce

Servi ce

Servi ce

Servi ce

Servi ce

etc.

4.2.9 EFacvw (Accumulated Call Meter)

This EF contains the total number of units for both the current call and the preceding calls.

n°10
n°11
n°12
n°13
n°14
n°15
n°16

ETSI TS 131 102 V3.1.0 (2000-04)

NOTE: Theinformation may be used to provide an indication to the user for advice or as a basis for the
calculation of the monetary cost of calls (see 3G TS 22.086 [15]).

Identifier: '6F39' | Structure: cyclic | Optional
SFI: Recommended
Record length: 3 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)
INCREASE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to3 Accumulated count of units M 3 bytes

- Accumulated count of units
Contents:
value of the ACM.
Coding:
see the coding of EFacmmax-

If aGSM application is present on the UICC and the ACM value is to be shared between the GSM and the USIM
application thisfile shall be shared between the two applications.

4.2.10 EFgp: (Group Identifier Level 1)

This EF contains identifiers for particular USIM-ME associations. It can be used to identify a group of USIMsfor a

particular application.

Identifier; '6F3E' | Structure: transparent | Optional
File size: 1-n bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lton USIM group identifier(s) (0] n bytes
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4.2.11 EFgp, (Group Identifier Level 2)

This EF contains identifiers for particular USIM-ME associations. It can be used to identify a group of USIMsfor a
particular application.

Identifier: '6F3F" | Structure: transparent | Optional
File size: 1-n bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lton USIM group identifier(s) (0] n bytes

NOTE: The structure of EFgp; and EFgp, isidentical. They are provided to allow the network operator to
enforce different levels of security dependant on an application.

4.2.12 EFspy (Service Provider Name)

This EF contains the service provider name and appropriate requirements for the display by the ME.

Identifier: '6F46' | Structure: transparent | Optional
File Size: 17 bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Display Condition M 1 byte
2to0 17 Service Provider Name M 16 bytes
- Display Condition

Contents: display condition for the service provider name in respect to the registered PLMN (see

GSM 02.07 [17]).
Coding:

|b8|B7|b6|b5|b4|b3|b2|b1|

b1=0: display of registered PLMN not required
b1l=1: display of registered PLMN required
RFU (see 3G TS 31.101)

- Service Provider Name
Contents:
service provider string to be displayed
Coding:
the string shall use:
- either the SMS default 7-bit coded alphabet as defined in 3G TS 23.038 [5] with bit 8 set to 0. The string

shall be left justified. Unused bytes shall be set to 'FF'.
- or one of the UCS2 code options defined in the annex of 3G TS 31.101 [11].
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4.2.13 EFpyct (Price per Unit and Currency Table)

This EF contains the Price per Unit and Currency Table (PUCT). The PUCT is Advice of Charge related information
which may be used by the ME in conjunction with EF,¢y to compute the cost of calls in the currency chosen by the
subscriber, as specified in 3G TS 22.024 [3]. This EF shall always be allocated if EFacy is alocated.

Identifier: '6F41' | Structure: transparent | Optional
File size: 5 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to3 Currency code M 3 bytes
4t05 Price per unit M 2 bytes

- Currency code
Contents:
the alpha-identifier of the currency code.
Coding:
bytes 1, 2 and 3 are the respective first, second and third character of the alphaidentifier. This apha-tagging
shall use the SM S default 7-bit coded alphabet as defined in 3G TS 23.038 [5] with bit 8 set to 0.

- Price per unit

Contents:
price per unit expressed in the currency coded by bytes 1-3.

Coding:
byte 4 and bits b1 to b4 of byte 5 represent the Elementary Price per Unit (EPPU) in the currency coded by
bytes 1-3. Bits b5 to b8 of byte 5 are the decimal logarithm of the multiplicative factor represented by the
absolute value of its decimal logarithm (EX) and the sign of EX, which is coded O for a positive sign and 1
for anegative sign.

Byte 4:
|b8|b7|b6|b5|b4|BS|b2|bl|
211 510 5,9 .8 5,7 5,6 5,5 o4 of EPPU
Byte 5:
b8 [ b7 [b6 [ b5 [ b4 [b3 [ b2 [ b
[58 [o7 o6 S e [oa ez o1
23 52 51 50 of EPPU
Sign of EX
20 of Abs(EX)
21 of Abs(EX)
22 of Abs(EX)

- The computation of the price per unit value is made by the ME in compliance with 3G TS 22.024 [3] by the
following formula:

price per unit = EPPU * 105X,

- The price has to be understood as expressed in the coded currency.
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If aGSM application is present on the UICC and the PUCT information isto be shared between the GSM and the
USIM application, then this file shall be shared between the two applications.
4.2.14 EFcpwm (Cell Broadcast Message identifier selection)

This EF contains the Message | dentifier Parameters which specify the type of content of the cell broadcast messages
that the subscriber wishes the UE to accept.

Any number of CB Message I dentifier Parameters may be stored in the USIM. No order of priority is applicable.

Identifier: '6F45' | Structure: transparent | Optional
File size: 2 n bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1lto2 CB Message Identifier 1 (0] 2 bytes
3to4 CB Message Identifier 2 (0] 2 bytes
2n-1to 2n CB Message ldentifier n (0] 2 bytes

- Cell Broadcast Message I dentifier
Coding:
- asin3G TS23.041[16], "Message Format on BTS-MS Interface - Message I dentifier”;
- valueslisted show the types of message which shall be accepted by the UE;
- unused entries shall be set to 'FF FF'.

4.2.15 EFacc (Access Control Class)

This EF contains the assigned access control class(es). The access control classis a parameter to control the access
attempts. 15 classes are split into 10 classes randomly allocated to normal subscribers and 5 classes allocated to specific
high priority users. For more information see 3G TS 22.011[2].

Identifier: '6F78' | Structure: transparent |  Mandatory
File size: 2 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 Access control classes M 2 bytes

- Access control classes
Coding:
- each ACC iscoded on one bit. An ACC is"alocated" if the corresponding bit is set to 1 and "not allocated"
if thishitisset to 0. Bit b3 of byte 1 isset to 0.

Byte 1.

b8 | b7 [ b6 [ b5 | b4 | B3 | b2 | bl
(e o7 [ [ [ = o[

15 14 13 12 11 10 09 08 Nunmber of the ACC (except for bit b3)
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Byte 2:

|b8|b7|b6|b5|b4|83|b2|b1|
0|7 OI6 O|5 0|4 0|3 O|2 OI1 OIO Nunber of the ACC

4.2.16 EFepLun (Forbidden PLMNS)

This EF contains the coding for n Forbidden PLMNs (FPLMN). It is read by the ME as part of the USIM initialization
procedure and indicates PLMNs which the UE shall not automatically attempt to access.

A PLMN iswritten to the EF if anetwork rejects a Location Update with the cause "PLMN not allowed". The ME shall
manage the list as follows.

When n FPLMNSs are held in the EF, and rejection of a further PLMN is received by the ME from the network, the ME

shall modify the EF using the UPDATE command. This new PLMN shall be stored in the " position, and the existing
list "shifted" causing the previous contents of the first position to be lost.

When less than n FPLMNs exist in the EF, storage of an additional FPLMN shall not cause any existing FPLMN to be
lost.

Dependent upon procedures used to manage storage and deletion of FPLMNsin the EF, it is possible, when less than n
FPLMNs exist in the EF, for 'FFFFFF' to occur in any position. The ME shall analyse all the EF for FPLMNs in any
position, and not regard 'FFFFFF' as a termination of valid data.

Identifier: '6F7B' | Structure: transparent |  Mandatory
File size: n*3 bytes (n>3) | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to3 PLMN 1 M 3 bytes
4t06 PLMN 2 M 3 bytes
7t09 PLMN 3 M 3 bytes
10to 12 PLMN 4 M 3 bytes
(3n-2)to 3n | PLMN n @) 3 bytes
- PLMN
Contents:
Mobile Country Code (MCC) followed by the Maobile Network Code (MNC).
Coding:

accordingto 3G TS 24.008 [9].
For instance, using 246 for the MCC and 81 for the MNC and if thisis stored in PLMN 3 the contentsis as
follows:
Bytes 7-9:'42' 'F6' '18.
If storage for fewer than n PLMNs is required, the unused bytes shall be set to 'FF'.

4.2.17 EF_oc (Location Information)

This EF contains the following Location Information:

- Temporary Mobile Subscriber Identity (TMSI);
- Location Arealnformation (LAI);
- Location update status.
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Identifier: '6F7E' | Structure: transparent |  Mandatory
SFI: Mandatory
File size: 11 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 TMSI M 4 bytes
5t09 LAI M 5 bytes
10 RFU M 1 byte
11 Location update status M 1 byte

- TMS
Contents:

Temporary Mobile Subscriber | dentity.

Coding:
accordingto 3G TS 24.008 [9].

b8 b7 b6 b5 b4 B3 b2 b
Il A R R A

VBB

- LAl
Contents:
Location Area Information.
Coding:
accordingto 3G TS 24.008 [9].

Byte 5: first byte of LAI (MCC digits 1 and 2)

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB

VBB

LSB

Byte 6: second byte of LAl (MCC digit 3, MNC digit 3)

|b8|b7|b6|b5|b4|b3|b2|bl|

LSB

VBB

LSB

VBB

Byte 7: third byte of LAl (MNC digits 1 and 2)
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|Bs|b7|b6|b5|b4|b3|b2|b1|
LSB of MMC Digit 1
NSB of MNC Digit 1
LSB of MC Digit 2
MSB of MNC Digit 2
- Byte8: fourth byte of LAI (LAC).
- Byte9: fifth byte of LAI (LAC continued).
- Location update status
Contents:
status of location update accordingto 3G TS 24.008 [9].
Coding:
Byte 11:
Bits: b3 b2 bl
0 O O : updated.
0 O 1 : notupdated.
0 1 O :PLMN notallowed.
0O 1 1 :LocationAreanot alowed.
1 1 1 :reserved
Bitsb4 to b8 are RFU (see3G TS 31.101 [11]).

4.2.18 EFxp (Administrative Data)

This EF contains information concerning the mode of operation according to the type of USIM, such as normal (to be
used by PLMN subscribers for 3G operations), type approval (to allow specific use of the ME during type approval
procedures of e.g. the radio equipment), cell testing (to allow testing of a cell before commercia use of this cell),

manufacturer specific (to allow the ME manufacturer to
mai ntenance phases).

perform specific proprietary auto-test inits ME during e.g.

It also provides an indication of whether some ME features should be activated during normal operation.

Identifier: '6FAD' | Structure: transparent |  Mandatory
File size: 3+X bytes | Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 UE operation mode M 1 byte
2t03 Additional information M 2 bytes
4 t0 3+X RFU (0] X bytes
- UE operation mode
Contents:
mode of operation for the UE
Coding:
Initia value
- '00" normal operation.
- '80' type approval operations.
- '01' normal operation + specific facilities.

'02" maintenance (off line).

'81' type approval operations + specific facilities.
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- '04" cell test operation.

- Additional information:
Coding:
- specific facilities (if b1=1 in byte 1);
Byte 2 (first byte of additional information):

|b8|b7|b6|b5|b4|b3|b2|b1|

RFU (see 3G TS 31.101)

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|

b1=0: OFMto be deactivated by the ME
bl=1: OFMto be activated by the M
RFU (see 3G TS 31.101)

The OFM bit is used to control the Ciphering Indicator as specified in GSM 02.07 [17].

ME manufacturer specific information (if b2=1 in byte 1).

4.2.19 Spare

4.2.20 EFcgup (Cell Broadcast Message ldentifier for Data Download)

This EF contains the message identifier parameters which specify the type of content of the cell broadcast messages
which are to be passed to the USIM.

Any number of CB message identifier parameters may be stored in the USIM. No order of priority is applicable.

Identifier: '6F48' | Structure: transparent | Optional
File size: 2n bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 CB Message ldentifier 1 (0] 2 bytes
3to4 CB Message ldentifier 2 (0] 2 bytes
2n-1to 2n CB Message Identifier n (0] 2 bytes

- Cell Broadcast Message | dentifier.
Coding:
- asin3G TS23.041[16]. Values listed show the identifiers of messages which shall be accepted by the UE
to be passed to the USIM.
Unused entries shall be set to 'FF FF'.
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4.2.21 EFgcc (Emergency Call Codes)

This EF contains emergency call codes.

Identifier: '6FB7' | Structure: linear fixed Mandatory
Record size size: X+6 bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to3 Emergency Call Code M 3 bytes
4 to X+4 Emergency Call Code Alpha Identifier (0] X bytes
X+5to X+6 | Emergency Call Type Indicator M 1 byte

- Emergency Call Code.

Contents:

- Emergency Call Code.

Coding:

- theemergency call codeis of avariable length with a maximum length of 6 digits. Each emergency call code
is coded on three bytes, with each digit within the code being coded on four bits as shown below. If a code of
lessthan 6 digitsis chosen, then the unused nibbles shall be set to 'F'. If EFgcc does not contain any valid
number, the UE shall use the emergency numbersit stores for use in setting up an emergency call without a

USIM.
Byte 1:
|b8|b7|b6|b5|b4|b3|b2|b1|
[ LsSBof Dgit 1
N:SB of Digit 1
LSB of Digit 2
NESB of Digit 2
Byte 2:
|b8|b7|b6|b5|b4|b3|b2|b1|
[ LsSBof Dgit 3
NESB of Digit 3
LSB of Digit 4
N:SB of Digit 4
Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|
[ LSBof Dgit 5

MSB of Digit 5
LSB of Digit 6

MsB of Digit 6

ETSI



3G TS 31.102 version 3.1.0 Release 1999 29 ETSI TS 131 102 V3.1.0 (2000-04)

Emergency Call Code Alpha Identifier.

Contents:

Information about the dialled emergency number to be displayed to the user.

Coding:

this alpha-tagging shall use
either:

- the SMSdefault 7-bit coded alphabet as defined in 3G TS 23.038 [5] with bit 8 set to 0. The alpha identifier
shall be left justified. Unused bytes shall be set to 'FF'.

Or

- one of the UCS2 coded options as defined in the annex of 3G TS 31.101 [11].

Emergency Call Type Indicator.

Contents:

Set to RFU. Information to be sent to the network indicating the type of emergency call.

Coding:

Coding according to 24.008 [9].

NOTE Thecoding isnot yet defined and therefore this byte is set to RFU. A terminal shall not interpret the

Emergency Call Type Indicator that has its value set to RFU. Furthermore aterminal not supporting the
emergency call type indication towards the network shall not interpret the Emergency Call Type Indicator
byte in this EF.

4.2.22 EFcsuir (Cell Broadcast Message ldentifier Range selection)

This EF contains ranges of cell broadcast message identifiers that the subscriber wishes the UE to accept.

Any number of CB Message Identifier Parameter ranges may be stored in the USIM. No order of priority is applicable.

Identifier: '6F50' | Structure: transparent | Optional
File size: 4n bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 CB Message ldentifier Range 1 (0] 4 bytes
5t08 CB Message ldentifier Range 2 (0] 4 bytes
(4n-3) to 4n CB Message Identifier Range n (0] 4 bytes

Cell Broadcast Message |dentifier Ranges.

Contents:

- CB Message Identifier ranges:

Coding:

- bytes one and two of each range identifier equal the lower value of a cell broadcast range, bytes three and
four equal the upper value of a cell broadcast range, both values are coded asin 3G TS 23.041 [16] "Message
Format on BTS-MS Interface - Message Identifier". Values listed show the ranges of messages which shall
be accepted by the UE.

Unused entries shall be set to 'FF FF FF FF'.

4.2.23 EFpsioc (Packet Switched location information)

This EF contains the following Location Information:

- Packet Temporary Mobile Subscriber Identity (P-TMSI);

- Packet Temporary Mobile Subscriber |dentity signature value (P-TMSI signature value);
- Routing Area Information (RALI);

- Routing Area update status.
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Identifier: '6F73' Structure: transparent Optional
SFI: Mandatory
File size: 14 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 P-TMSI M 4 bytes
5t07 P-TMSI signature value M 3 bytes
81013 RAI M 6 bytes
14 Routing Area update status M 1 byte

- P-TMSI.
Contents:

Packet Temporary Mobile Subscriber Identity.

Coding:
accordingto 3G TS 24.008 [9].

Byte 1: first byte of P-TMSI

b8 | b7 | B6 | BS | B4 | B3 | b2 | bl
([ = o= e

VBB

- P-TMSI signature value.
Contents:

Packet Temporary Mobile Subscriber Identity signature value.

Coding:
accordingto 3G TS 24.008 [9].

Byte 5: first byte of P-TMSI signature value.

b8 | b7 | B6 | BS | B4 | B3 | b2 | bl
([ = o= e

VBB

- RAI
Contents:
Routing Area Information.
Coding:
accordingto 3G TS 24.008 [9].

Byte 8: first byte of RAlI (MCC digits 1 and 2).

|b8|B7|b6|b5|B4|b3|b2|b1|

LSB of

MSB of

LSB of

MSB of

Byte 9: second byte of RAI (MCC digit 3, MNC digit 3)
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|b8|b7|b6|b5|B4|b3|b2|b1|

LSB

MSB
LSB

MSB

Byte 10: third byte of RAI (MNC digits 1 and 2)

|b8|b7|b6|b5|B4|b3|b2|b1|

LSB

VBB
LSB

VBB

- Byte 11: fourth byte of RAI (LAC).
- Byte 12: fifth byte of RAI (LAC continued).
- Byte 13: sixth byte of RAI (RAC).

- Routing Area update status.

of

of
of

of

of

of
of

of

Digit

Digit
Digit

Digit

Digit

Digit
Digit

Digit

Contents:
status of routing area update accordingto 3G TS 24.008 [9].
Coding:
byte 14:
Bits: b3 b2 bl
0 O O : updated.
0 O 1 : notupdated.
0 1 O :PLMN notallowed.
0o 1 1
1 1 1 :reserved

Bitsb4 to b8 are RFU (see 3G TS 31.101 [11]).
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4.2.24 EFgpy (Fixed Dialling Numbers)

This EF contains Fixed Dialling Numbers (FDN) and/or Supplementary Service Control strings (SSC). In addition it
contains identifiers of associated network/bearer capabilities and identifiers of extension records at the USIM ADF
level. It may also contain an associated alpha-tagging. If thisfileis present in the USIM, the Enabled Services
Table (EFgsr) shall also be present.

Identifier: '6F3B' | Structure: linear fixed | Optional
Record length: X+14 bytes | Update activity: low
Access Conditions:

READ PIN

UPDATE PIN2

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha Identifier o X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte

X+3 to X+12 Dialling Number/SSC String M 10 bytes

X+13 Capability/Configuration2 Identifier M 1 byte
X+14 Extension2 Record Identifier M 1 byte

For contents and coding of all data items see the respective data items of the EFpy (subclause 4.4.2.3), with the
exception that extension records are stored in the EFgxo.

By default, destination addresses which are not in EFgpy shall not be allowed on any CS bearer service/teleservice or
SMS when FDN is enabled.

For the FDN procedures related to SMS see TS 22.101 [24] and TS 31.111 [12].
NOTE: Thevaueof X (the number of bytesin the alpha-identifier) may be different to the length denoted X in
EFADN.

4.2.25 EFsys (Short messages)

This EF contains information in accordance with 3G TS 23.040 [6] comprising short messages (and associated
parameters) which have either been received by the UE from the network, or are to be used as an UE originated

message.

Identifier: '6F3C' | Structure: linear fixed | Optional
Record length: 176 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Status M 1 byte
210176 Remainder M 175 bytes
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- Status.
Contents:
Status byte of the record which can be used as a pattern in the SEARCH RECORD command. For UE
originating messages sent to the network, the status shall be updated when the UE receives a status report, or
sends a successful SMS Command relating to the status report.

Coding:
|b8|b7|b6|b5|b4|b3|b2|b1|

T T T

X X 0 free space

X X 1 used space

0 0 1 nessage received by UE from network; message read

0 1 1 nessage received by UE from network; nmessage to be
read

1 1 1 UE originating nessage; nmessage to be sent
RFU (see 3G TS 31.101 [11])

|b8|b7|b6|b5|b4|b3|b2|b1|

1 I ] I

X X 1 0 1 UE originating nessage; message sent to the network

0 0 1 0 1 Status report not requested

0 1 1 0 1 Status report requested but not (yet) received

1 0 1 0 1 Status report requested, received but not stored
in EF- SVMBR;

1 1 1 0 1 Status report requested, received and stored
in EF- SMBR;

RFU (see 3G TS 31.101 [11])

- Remainder.

Contents:
This data item commences with the TS-Service-Centre-Address as specified in3G TS 24.011[10]. The
bytes immediately following the TS-Service-Centre-Address contain an appropriate short message TPDU as
specifiedin3G TS 23.040[6], with identical coding and ordering of parameters.

Coding:
accordingto 3G TS 23.040[6] and 3G TS 24.011 [10]. Any TP-message reference contained in an UE
originated message stored in the USIM, shall have a value as follows:

Value of the TP-message-reference:

message to be sent: 'FF.
message sent to the network: the value of TP-Message-Reference used in the
message sent to the network.

Any bytesin the record following the TPDU shall befilled with 'FF'.

It is possible for a TS-Service-Centre-Address of maximum permitted length, e.g. containing more than 18
address digits, to be associated with a maximum length TPDU such that their combined length is 176 bytes.
In this case the ME shall storeinthe USIM the TS-Service-Centre-Address and the TPDU in bytes 2-176
without modification, except for the last byte of the TPDU, which shall not be stored.

4.2.26 EFusison (MSISDN)

This EF contains MSISDN(s) related to the subscriber. In addition it contains identifiers of associated network/bearer
capabilities and identifiers of extension records at the USIM ADF level. It may also contain an associated

alpha-tagging.
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Identifier: '6F40' Structure: linear fixed Optional
Record length: X+14 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/ADM
(fixed during administrative management)
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1toX Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte
X+3 to X+12 Dialling Number/SSC String M 10 bytes
X+13 Capability/Configuration2 Identifier M 1 byte
X+14 Extension5 Record Identifier M 1 byte

For contents and coding of all data items see the respective data items of EFpy.

If the USIM stores more than one MSISDN number and the ME displays the MSISDN number(s) within the
initialisation procedure then the one stored in the first record shall be displayed with priority.

NOTE: Thevaueof X (the number of bytesin the alpha-identifier) may be different to the length denoted X in
4.2.27 EFsusp (Short message service parameters)

This EF contains values for Short Message Service header Parameters (SM SP), which can be used by the ME for user
assistance in preparation of mobile originated short messages. For example, a service centre address will often be
common to many short messages sent by the subscriber.

The EF consists of one or more records, with each record able to hold a set of SM S parameters. The first (or only)
record in the EF shall be used as a default set of parameters, if no other record is selected.

To distinguish between records, an a pha-identifier may be included within each record, coded on Y bytes.

The SMS parameters stored within arecord may be present or absent independently. When a short message is to be sent
from the UE, the parameter in the USIM record, if present, shall be used when avalueis not supplied by the user.

Identifier: '6F42' | Structure: linear fixed | Optional
Record length: 28+Y bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoY Alpha-ldentifier (0] Y bytes
Y+1 Parameter Indicators M 1 byte
Y+2 to Y+13 TP-Destination Address M 12 bytes
Y+14 to Y+25 TS-Service Centre Address M 12 bytes
Y+26 TP-Protocol Identifier M 1 byte
Y+27 TP-Data Coding Scheme M 1 byte
Y+28 TP-Validity Period M 1 byte

Storage is allocated for all of the possible SM S parameters, regardless of whether they are present or absent. Any bytes
unused, due to parameters not requiring all of the bytes, or due to absent parameters, shall be set to 'FF'.
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- Alphaldentifier.
Contents:
Alpha Tag of the associated SM S-parameter.
Coding:
see subclause 4.4.2.3 (EFapn)-

NOTE: Thevaueof Y may be zero, i.e. the alpha-identifier facility is not used. By using the command GET
RESPONSE the ME can determine the value of Y.

- Parameter Indicators.
Contents:
each of the default SM S parameters which can be stored in the remainder of the record are marked absent or
present by individual bits within this byte.
Coding:
alocation of hits:
bit number  Parameter indicated.
TP-Destination Address.
TS-Service Centre Address.
TP-Protocol Identifier.
TP-Data Coding Scheme.
TP-Validity Period.
reserved, setto 1.
reserved, setto 1.
reserved, setto 1.

oOo~NOOOTh,WNE

Bit value Meaning.
0 Parameter present.
1 Parameter absent.

- TP-Destination Address.
Contents and Coding:
as defined for SM-TL addressfieldsin 3G TS 23.040 [6].

- TP-Service Centre Address.
Contents and Coding:
as defined for RP-Destination address Centre Addressin 3G TS 24.011 [10].

- TP-Protocol Identifier.
Contents and Coding:
asdefined in3G TS 23.040 [6].

- TP-Data Coding Scheme.
Contents and Coding:
asdefined in 3G TS 23.038 [5].

- TP-Validity Period.

Contents and Coding:
asdefinedin3G TS 23.040 [6] for the relative time format.

4.2.28 EFsuss (SMS StatUS)

This EF contains status information relating to the short message service.

The provision of this EF is associated with EFgys. Both files shall be present together, or both absent from the USIM.
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Identifier: '6F43' Structure: transparent Optional
File size: 2+X bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Last Used TP-MR M 1 byte
2 SMS "Memory Cap. Exceeded" Not. Flag M 1 byte
3to 2+X RFU (0] X bytes

- Last Used TP-MR.
Contents:

- thevalue of the TP-Message-Reference parameter in the last mobile originated short message, as defined in

3G TS 23.040[6].
Coding:
- asdefinedin3G TS 23.040[6].

- SMS"Memory Capacity Exceeded" Natification Flag.
Contents:
- thisflagisrequired to allow a process of flow control, so that as memory capacity in the UE becomes
available, the Network can be informed. The process for thisis described in 3G TS 23.040 [6].
Coding:
b1=1 means flag unset; memory capacity available;
b1=0 meansflag set;
b2 to b8 are reserved and set to 1.

4.2.29 EFspy (Service Dialling Numbers)

This EF contains special service numbers (SDN) and/or the respective supplementary service control strings (SSC). In
addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records at the USIM

ADF level. It may also contain associated al pha-tagging.

Identifier: '6F49' | Structure: linear fixed | Optional
Record length: X+14 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-X Alpha identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 bytes
X+2 TON and NPI M 1 byte
X+3 to X+12 | Dialling Number/SSC String M 10 bytes
X+13 Capability/Configuration Identifier M 1 byte
X+14 Extension3 Record Identifier M 1 byte

For contents and coding of all data items see the respective data items of the EF,py (subclause 4.4.2.3), with the
exception that extension records are stored in the EFgyra.

NOTE: Thevalueof X (the number of bytesin the alpha-identifier) may be different to the length denoted X in
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4.2.30 EFgxt, (Extension?2)

This EF contains extension data of an FDN (see FDN in 4.2.24).

Identifier: '6F4B' | Structure: linear fixed Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2to 12 Extension data M 11 bytes
13 Identifier M 1 byte
For contents and coding see subclause 4.4.2.4 (EFgxty).
4.2.31 EFgxrs (Extension3)
This EF contains extension data of an SDN (see SDN in 4.2.29).
Identifier: '6F4C' | Structure: linear fixed | Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2to0 12 Extension data M 11 bytes
13 Identifier M 1 byte

For contents and coding see subclause 4.4.2.4 (EFgxty).

4.2.32 EFsysr (Short message status reports)

This EF contains information in accordance with 3G TS 23.040 [6] comprising short message status reports which
have been received by the UE from the network.

Each record is used to store the status report of a short message in arecord of EFgys. The first byte of each record is the
link between the status report and the corresponding short message in EFgys.

Identifier: '6F47' | Structure: linear fixed | Optional
Record length: 30 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 SMS record identifier M 1
210 30 SMS status report M 29 bytes
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- SMSrecord identifier.
Contents:
- thisdataitem identifies the corresponding SMS record in EFgys, €.g. if thisbyteis coded '05' then this status
report corresponds to the short message in record #5 of EFgys.

Coding:

- 00 - empty record;

- '01'-'FF' - record number of the corresponding SMSin EFgys.
- SMSstatus report:

Contents:

- thisdataitem contains the SMS-STATUS-REPORT TPDU as specified in 3G TS 23.040 [6], with identical
coding and ordering of parameters.

Coding:

- accordingto 3G TS 23.040 [6]. Any bytesin the record following the TPDU shall be filled with 'FF'.

4.2.33 EFg (Incoming Call Information)

This EF islocated within the USIM application. The incoming call information can be linked to the phone book stored
under DFygecom OF to the local phone book within the USIM. The EF,¢, contains the information related to incoming
cals.

Thetime of the call and duration of the call are stored in this EF. This EF can also contain associated alphaidentifier
that may be supplied with the incoming call. In addition it contains identifiers of associated network/bearer capabilities
and identifiers of extension records at the USIM ADF level. The structure of this EF is cyclic, so the contents shall be
updated only after a call is disconnected.

If CLI is supported and the incoming phone number matches a number stored in the phone book the incoming call
information is linked to the corresponding information in the phone book. If the incoming call matches an entry but is
indicated as hidden in the phone book the link is established but the information is not displayed by the ME if the code
for the secret entry has not been verified. The ME shall not ask for the secret code to be entered at this point.

Optionally the ME may store the link to phone book entry in the file, so that it does not need to look again for a match
in the phone book when it reuses the entry. But the ME will have to check that the incoming call number still exitsin
the linked phone book entry, as the link might be broken (entry modified). When not used by the ME or no link to the
phone book has been found, this field shall be set to 'FFFFFF.

Thefirst byte of thislink is used to identify clearly the phone book location either global (i.e. under DFyg ecom) Or local
(i.e. USIM specific). To allow the reuse of the referring mechanism in further implementation of the phonebook under
discussion, this byte can be used to indicate those.

For the current version of the phone book, the phone book entry isidentified as follows:
- therecord number in the EFpgr Which indicates the EF,py containing the entry;
- therecord number inside the indicated EFpy.

The structure of EF,¢, is shown below. Coding scheme is according to EFapy
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Structure of EF g

Identifier: '6F80' | Structure: Cyclic | Optional
SFI: Mandatory
Record length: X+28 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
l1to X Alpha Identifier (0] X bytes
X+1 Length of BCD number contents M 1 byte
X+2 TON and NPI M 1 byte
X+3 to X+12 Incoming Call Number M 10 bytes
X+13 Capability/Configuration2 Identifier M 1 byte
X+14 Extension5 Record Identifier M 1 byte
X+15 to X+21 | Incoming call date and time (see detail 1) M 7 bytes
X+22 to X+24 | Incoming call duration (see detail 2) M 3 bytes
X+25 Incoming call status (see detail 3) M 1 byte
X+26 to X+28 | Link to phone book entry (see detail 4) M 3 bytes

NOTE: When the contents except incoming call status areinvalid, they are filled with 'FF'.

Detail 1 Coding of date and time.

Content:
the date and time are defined by the ME.

Coding:
it is according to the extended BCD coding from Bytel to Byte 7. The first 3 bytes show year, month and
day (yy.mm.dd). The next 3 bytes show hour, minute and second (hh.mm.ss). The last Byte 7 is Time
Zone. The Time Zone indicates the difference, expressed in quarters of an hour, between the local time
and GMT. Bit 4 in Byte 7 represents the algebraic sign of this difference (0: positive, 1: negative). If the
terminal does not support the Time Zone, Byte 8 shall be "FF*. Byte X+15: Year.

|b8|b7|b6|b5|b4|b3|b2|b1|
[ LSBof first digit year

MSB of first digit year
LSB of second digit year

MSB of second digit year

Byte X+16: Month

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of first digit nonth

MSB of first digit nonth
LSB of second digit nonth

MSB of second digit nonth

Byte X+17: Day
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|b8|b7|b6|b5|b4|b3|b2|b1|
[ LSBof first digit day

MSB of first digit day
LSB of second digit day

MSB of second digit day

Byte X+18: Hour

|b8|b7|b6|b5|b4|b3|b2|b1|
[ LSBof first digit hour

MsB of first digit hour
LSB of second digit hour

MSB of second digit hour

Byte X+19: Minute

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of first digit mnute

MSB of first digit minute
LSB of second digit mnute

MSB of second digit mnute

Byte X+20: Second

|b8|b7|b6|b5|b4|b3|b2|b1|
[ LSBof first digit second

MsB of first digit second
LSB of second digit second

MSB of second digit second

Byte X+21: Time Zone

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of first digit indicates by quarters an hour

MSB of first digit indicates by quarters an hour
the al gebraic sign (0: positive, 1: negative)
LSB of second digit indicates by quarters an hour

MSB of second digit indicates by quarters an hour

Detail 2 Coding of call duration.
Call duration isindicated by second.
Byte X+22:
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|b8|b7|b6|b5|b4|b3|b2|b1|

223 522 521 520 19,18 ,17  ,16

Byte X+23:

|b8|b7|b6|b5|b4|b3|b2|b1|

215 14,13 512,11 ,10 L9 L8

Byte X+24:

b8 [ b7 | b6 | b5 | b4 | b3 | b2 | bl
[ o7 [ [ [ [ [ [or]

For instance, '00' '00' '30' represents 25+24,
Detail 3 Coding of Call status.
Byte X+25:

|b8|b7|b6|b5|b4|b3|b2|b1|
[ Answered="0'/ Not Answered='1'
RFU

Detail 4 Link to phone book entry
For the current implementation of the phone book the following coding applies:
Phone book reference.

Byte X +26:

|b8|b7|b6|b5|b4|b3|b2|b1|

0 d obal Phone Book (DFteLecom
1 Local Phone Book (USIM Specific)
RFU

EFpgr record number:
- ByteX+27: Hexadecimal value.
- EFapn record number:

- ByteX+28: Hexadecimal value.

4.2.34 EFqoc (Outgoing Call Information)

This EF islocated within the USIM application. The outgoing call information can be linked to the phone book stored
under DFyg ecom OF to the local phone book within the USIM. The EFqc; contains the information related to outgoing
cals.

Thetime of the call and duration of the call are stored in this EF. It may also contain associated alphaidentifier. In
addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records at the USIM
ADF level. The structure of thisfileis cyclic, so the contents shall be updated only after a call is disconnected.

If the dialled phone number matches a number stored in the phone book the outgoing call information might be linked
to the corresponding information in the phone book. The dialled number may match with a hidden entry in the phone
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book. If the dialled number matches a hidden entry in the phone book the link is established but the information related
to the phone book entry is not displayed by the ME, if the hidden code has not been verified. The ME shall not perform
hidden code verification at this point.

Optionally, the ME may store the link to phone book entry in the file, so that it does not need to look again for a match
in the phone book when it reuses the entry. But the ME will have to check that the outgoing call number still existsin
the linked phone book entry, as the link might be broken (entry modified). When not used by the ME or no link to the
phone book has been found, thisfield shall be set to 'FFFFFF.

Coding scheme is according to EF,.

Structure of EFqg

Identifier: '6F81' | Structure: Cyclic Optional
SFI: Mandatory
Record length: X+26 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
l1to X Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte
X+3to X+12 | Outgoing Call Number/SSC String M 10 bytes
X+13 Capability/Configuration2 Identifier M 1 byte
X+14 Extension5 Record Identifier M 1 byte
X+15 to X+21 | Outgoing call date and time M 7 bytes
X+22 to X+24 | Outgoing call duration M 3 bytes
X+25 to X+27 | Link to Phone Book Entry M 3 bytes

NOTE: When the contents areinvalid, they are filled with 'FF'.

4.2.35 EF,ct (Incoming Call Timer)

This EF contains the accumulated incoming call timer duration value for the current call and previous calls. The EF is
USIM specific and resides within the USIM application.

Structure of EFcr

Identifier: '6F82' | Structure: cyclic Optional
Record length: 3 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)
INCREASE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to3 Accumulated call timer value M 3 bytes

Coding:
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Accumulated call timer value isindicated by second.

Byte 1:
b8 b7 b6 b5 b4 b3 b2 bl
R N I I
223 522 521 520 19 18,17 ,16
Byte 2:
b8 [ b7 | b6 | b5 | b4 | b3 | b2 | b1
R I N I N I
215 514,13 512,11 5100 59,8
Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|

For example, '00' '00' '30' represents 25+24,

4.2.36 EFocr (Outgoing Call Timer)

This EF contains the accumulated outgoing call timer duration value for the current call and previous calls. The EF is
USIM specific and resides within the USIM application. The contents of this EF shall be updated only after acall is
disconnected. The coding of this EF is the same as EFc.

Structure of EFgcr

Identifier: '6F83' | Structure: cyclic | Optional
Record length: 3 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)
INCREASE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to3 Accumulated call timer value M 3 bytes
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4.2.37 EFgxs (Extensionb)

This EF contains extension data of EF,¢;, EFoc; and EFy g spy Of the USIM application.

Identifier: '6F4E’ | Structure: linear fixed | Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2t0 12 Extension data M 11 bytes
13 Identifier M 1 byte

For contents and coding see EFgxt1.

4.2.38 EFccp2 (Capability Configuration Parameters 2)

This EF contains parameters of required network and bearer capabilities and terminal configurations associated with a
call established using afixed dialling number, an MSISDN, a service dialling number, an incoming call or an outgoing
cal. Itisreferred by EFeon, EFvsisons EFson, EF e and EFoq at USIM ADF level.

Identifier: '6F4F' Structure: linear fixed | Optional
SFI: optional
Record length: 14 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to 10 Bearer capability information element M 10 bytes
11to 14 Bytes reserved - see below M 4 bytes

- Bearer capability information elements.

- Contents and Coding:

- see3G TS24.008 [9]. The Information Element Identity (IEI) shall be excluded, i.e. the first byte of the
EFccrp record shall be Length of the bearer capability contents.

- Bytes11-14 shall be set to 'FF' and shall not be interpreted by the terminal.

4.2.39 EFeupp (enhanced Multi Level Precedence and Pre-emption)

This EF contains information about priority levels and fast call set-up conditions for the enhanced Multi Level
Precedence and Pre-emption service that can be used by the subscriber.
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Identifier: '6FB5' Structure: transparent Optional
File size: 2 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Priority levels M 1 byte
2 Fast call set-up conditions M 1 byte
- Priority levels.

Contents:
- theeMLPP priority levels subscribed to.

Coding:
- each eMLPP priority level is coded on one bit. Priority levels subscribed to have their corresponding bits
set to 1. Priority levels not subscribed to have their corresponding bits set to 0. Bit b8 isreserved and set
to 0.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

priority |evel
priority |evel
priority |evel
priority |evel
priority |level
priority |level
priority |level
0

AWNROT>

NOTE: Priority levels A and B can not be subscribed to (see 3G TS 22.067 [5] for details).
EXAMPLE 1. If priority levels 0, 1 and 2 are subscribed to, EFqy pp shall be coded '1C'.

- Fast call set-up conditions.
Contents:
for each eMLPP priority level, the capability to use afast call set-up procedure.
Coding:
each eMLPP priority level is coded on one bit. Priority levels for which fast call set-up is allowed have their
corresponding bits set to 1. Priority levels for which fast call set-up is not allowed have their corresponding
bits set to 0. Bit b8 is reserved and set to O.

Byte 2: fast call set-up condition for:

|b8|b7|b6|b5|b4|b3|b2|b1|

fast call set-up condition for priority |evel
fast call set-up condition for priority |evel
fast call set-up condition for priority |evel
fast call set-up condition for priority |evel
fast call set-up condition for priority |evel
fast call set-up condition for priority |evel
fast call set-up condition for priority |evel
0

AWNROT>

EXAMPLE 2: If fast call set-up isallowed for priority levels 0, and 1, then byte 2 of EFgy pp is coded '0C'.
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4.2.40 EFaaem (Automatic Answer for eMLPP Service)

This EF contains those priority levels (of the Multi Level Precedence and Pre-emption service) for which the ME shall
answer automatically to incoming calls.

Identifier: '6FB6' | Structure: transparent | Optional
File size: 1 byte Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Automatic answer priority levels M 1 byte

- Automatic answer priority levels.

Contents:

- for each eMLPP priority level, the capability for the mobile station to answer automatically to incoming calls
(with the corresponding eMLPP priority level).

Coding:

- each eMLPP priority level is coded on one hit. Priority levels allowing an automatic answer from the mobile
station have their corresponding bits set to 1. Priority levels not allowing an automatic answer from the
mobile station have their corresponding bits set to 0. Bit b8 isreserved and set to 0.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

Aut omatic answer priority for priority |evel
Aut omatic answer priority for priority |evel
Automatic answer priority for priority |evel
Aut omatic answer priority for priority |evel
Aut omatic answer priority for priority |evel
Aut omatic answer priority for priority |evel
Aut omatic answer priority for priority |evel
0

AWNROT>

EXAMPLE: If automatic answer is allowed for incoming calls with priority levels A, 0 and 1, then EFpaem 1S
coded '0D".

4.2.41 EFgus (Group ldentity)

This EF contains the group identity of the mobile subscriber. This group identity references a group key GK, stored in
the USIM, which is used for enhanced user identity confidentiality (enciphering of the IMSI).

Identifier: '6FC2' | Structure: transparent | Optional
File size: 4 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to4 Group ldentity M 4 bytes

- Group ldentity GMSI.
Coding:
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- theleast significant bit of GM S is the least significant bit of the 4™ byte. The most significant bit of GMSI is
the most significant bit of the first byte.

4.2.42  EFuiddenkey (Key for hidden phone book entries)

This EF contains the hidden key that hasto be verified by the ME in order to display the phone book entries that are
marked as hidden. The hidden key can consist of 4 to 8 digits.

Identifier; '6FC3' | Structure: transparent | Optional
File size: 4 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 Hidden Key M 4 bytes
- Hidden Key.
Coding:
- thehidden key is coded on 4 bytes using BCD coding. The minimum number of digitsis 4. Unused digits are
padded with 'FF'.

NOTE: The phone book entries marked as hidden are not scrambled by means of the hidden key. The are stored
in plain text in the phone book.

4.2.43 Files required for GSM Access

The EFs described in this subclause are required for the USIM application to be able to access service through a GSM
network.

The presence of these files and thus the support of a GSM accessisindicated in the 'USIM Service Table' as service no.
'27' being available. If the GSM access service is available on the USIM, then all these files are mandatory.
4.2.43.1 EFk. (GSM Ciphering key Kc)

This EF contains the ciphering key K¢ and the ciphering key sequence number n for enciphering in a GSM access
network. If the GSM access service is available on the USIM, then this file is mandatory.

Identifier: '6F20' | Structure: transparent | Optional
File size: 9 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to8 Ciphering key Kc M 8 bytes
9 Ciphering key sequence number n M 1 byte
- Ciphering key Kc.

Coding:
- theleast significant bit of Kc isthe least significant bit of the eighth byte. The most significant bit of Kcis
the most significant bit of the first byte.
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- Ciphering key sequence number n
Coding:

|b8|b7|b6|b5|b4|b3|b2|b1|

N
bits b4 to b8 are coded 0

NOTE: 3G TS24.008[9] definesthe value of n=111 as "key not available". Therefore the value '07' and not 'FF'
should be present following the administrative phase.

4.2.43.2 EFkcerrs (GPRS Ciphering key KcGPRS)

This EF contains the ciphering key KcGPRS and the ciphering key sequence number n for GPRS
(see 3G TS 23.060 [7]). If the GSM access service is available on the USIM, then thisfile is mandatory.

Identifier: '6F52' | Structure: transparent | Optional
File size: 9 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to8 Ciphering key KcGPRS M 8 bytes
9 Ciphering key sequence number n for GPRS M 1 byte

- Ciphering key KcGPRS.
Coding:
the least significant bit of KcGPRS isthe least significant bit of the eighth byte. The most significant bit of
KcGPRS isthe most significant bit of the first byte.

- Ciphering key sequence number n for GPRS.
Coding:

|b8|b7|b6|b5|b4|b3|b2|b1|

n
bits b4 to b8 are coded 0

NOTE: TS 24.008 [9] definesthe value of n=111 as "key not available". Therefore the value '07' and not 'FF'
should be present following the administrative phase.

4.2.43.3 EFLocierrs (GPRS location information)
This EF contains the following Location Information:
- Packet Temporary Mobile Subscriber Identity (P-TMSI);
- Packet Temporary Mobile Subscriber Identity signature value (P-TMSI signature value);
- Routing Area Information (RALI);
- Routing Area update status.

If the GSM access service is available on the USIM, then thisfile is mandatory.
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Identifier: '6F53' Structure: transparent Optional
SFI: Mandatory
File size: 14 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 P-TMSI M 4 bytes
5t07 P-TMSI signature value M 3 bytes
810 13 RAI M 6 bytes
14 Routing Area update status M 1 byte
- P-TMSIL
Contents:
Packet Temporary Mobile Subscriber Identity.
Coding:

according to TS 24.008 [9].
Byte 1: first byte of P-TM S|

b8 | b7 | b6 [ b5 [ b4 | b3 | b2 | bl
Il A A A R A

VBB

- P-TMSI signature value.
Contents:
Packet Temporary Mobile Subscriber Identity signature value.
Coding:
according to TS 24.008 [9].

Byte 5: first byte of P-TMSI signature value

B8 [ b7 | b6 | b5 | b4 | b3 | b2 | bl
(s o7 [ [ [ [ [ [ ]

MSB

- RAL
Contents:
Routing Area Information.
Coding:
according to TS 24.008 [9].

Byte 8: first byte of RAlI (MCC digits 1 and 2).

|BS|b7|b6|b5|b4|b3|b2|b1|
[ LsSBof MCDigit 1

MSB of MCC Digit 1
LSB of MCC Digit 2

MsB of MCC Digit 2

Byte 9: second byte of RAI (MCC digit 3, MNC digit 3)
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|b8|b7|b6|b5|b4|b3|b2|b1|
[ LsSBof MCDigt 3

w

MSB of MCC Digit
LSB of MNC Digit 3

MsB of MNC Digit 3

Byte 10: third byte of RAI (MNC digits 1 and 2).

|b8|b7|b6|b5|b4|b3|b2|b1|
[ LSBof MCDigit 1

MsB of MNC Digit 1
LSB of MNC Digit 2

MSB of MNC Digit 2

- Byte 11: fourth byte of RAI (LAC).
- Byte 12: fifth byte of RAI (LAC continued).
- Byte 13: sixth byte of RAI (RAC).

- Routing area update status.

Contents:

- dtatus of routing area update according to TS 24.008 [9].

Coding:

Byte 14:
Bits: b3 b2 bl

0 O O : updated.
0 O 1 : notupdated.
0 1 O :PLMNnotallowed.
0 1 1 : RoutingAreanotallowed.
1 1 1 : reserved.

Bits b4 to b8 are RFU.

4.2.43.4 EFLocicsm (GSM Location Information)
This EF contains the following Location Information:

- Temporary Mobile Subscriber Identity (TMSI).

- Location Arealnformation (LALI).

- Location update status.
See subclause 5.2.5 for special requirements when updating EF ocicsm-

If the GSM access service is available on the USIM, then thisfile is mandatory.
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Identifier: '6F7F' Structure: transparent Optional
SFI: Mandatory
File size: 11 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE PIN
Bytes Description M/O Length
lto4 TMSI M 4 bytes
5t09 LAI M 5 bytes
10 Reserved (was used in GSM phase 1) M 1 byte
11 Location update status M 1 byte

- TMSI.
Contents:

Temporary Mobile Subscriber | dentity.

Coding:

according to TS 24.008 [9].

Byte 1: first byte of TMSI

|b8|b7|b6|b5|b4|b3|b2|b1|

vSB

- LAL
Contents:

Location Area Information.

Coding:

according to TS 24.008 [9].

Byte 5: first byte of LAI (MCC digits 1 and 2).

|b8|b7|b6|b5|b4|b3|b2|b1|

Byte 6: second byte of LAl (MCC digit 3, MNC digit 3).

|b8|b7|b6|b5|b4|b3|b2|b1|

ETSI
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Byte 7: third byte of LAl (MNC digits 1 and 2).

|b8|b7|b6|b5|b4|b3|b2|b1|
[ LSBof MCDigit 1

MSB of MNC Digit 1
LSB of MNC Digit 2

MSB of MNC Digit 2

Byte 8: fourth byte of LAI (LAC).
Byte 9: fifth byte of LAl (LAC continued).

- Location update status.

Contents:
- status of location update according to TS 24.008 [9].
Coding:
- byte1l:
Bits: b3 b2 bl
0 0 O : updated.
0 0 1 : notupdated.
0 1 0 : PLMN notallowed.
0 1 1 : LocationAreanot allowed.
1 1 1 : reserved

Bitsb4 to b8 are RFU (see GSM 11.11[18]).

4.2.43.5 EFscch (Broadcast Control Channels)
This EF contains information concerning the GSM BCCH according to TS 24.008 [9].

BCCH storage may reduce the extent of a User Equipment's search of GSM BCCH carriers when selecting acell. The
BCCH carrier listsin an UE shall be in accordance with the procedures specified in TS 24.008 [9]. The UE shall only
store BCCH information from the System Information 2 message and not the 2bis extension message.

If the GSM access service is available on the USIM, then thisfile is mandatory.

Identifier: '6F74' | Structure: transparent | Optional
File size: 16 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to 16 BCCH information M 16 bytes

- BCCH information.
Coding:
- theinformation is coded as octets 2-17 of the "neighbour cells description information element” in
TS24.008[9].

4.2.44 EFgpy (Barred Dialling Numbers)

This EF contains Barred Dialling Numbers (BDN) and/or Supplementary Service Control strings (SSC). In addition it
contains identifiers of associated network/bearer capabilities and identifiers of extension records. It may also contain an
associated alpha-tagging. Asthe BDN service relies on the Call Control feature, BDN shall only be available if Call
Control isavailable. If thisfileis present in the USIM, the Enabled Services Table (EFgsr) shall also be present.
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Identifier: '6F4D’ | Structure: linear fixed Optional
Record length: X+15 bytes Update activity: low
Access Conditions:

READ PIN

UPDATE PIN2

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte

X+3 to X+12 Dialling Number/SSC String M 10 bytes

X+13 Capability/Configuration Identifier M 1 byte
X+14 Extension4 Record Identifier M 1 byte
X+15 Comparison Method Pointer M 1 byte

For contents and coding of all dataitems, except for the Comparison Method Pointer, see the respective data items of
EFApN, With the exception that extension records are stored in the EFgy14. The Comparison Method Pointer refersto a

record number in EFgy,.

NOTE:

4.2.45 EFgx4 (Extension4)

This EF contains extension data of a BDN/SSC.

The value of X (the number of bytes in the a pha-identifier) may be different to the length denoted X in

Identifier: '6F55' | Structure: linear fixed | Optional
Record length: 13 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVATION ADM
ACTIVATION ADM
Bytes Description M/O Length
1 Record type M 1 byte
2to 12 Extension data M 11 bytes
13 Identifier M 1 byte

For contents and coding see subclause 4.4.2.4 EFgyts.

4.2.46 EF¢cy (Comparison Method Information)

This EF contains the list of Comparison Method Identifiers and al pha-tagging associated with BDN entries (see
EFgpn)- This EF shall be present if EFgpy is present.
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Identifier: '6F58"' | Structure: linear fixed Optional
Record length: X+1 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Comparison Method Identifier M 1 byte
2to X+1 Alpha Identifier M X bytes
- Alphaldentifier.
Contents:
Alpha-tagging of the associated Comparison Method I dentifier.
Coding:

Same as the alphaidentifier in EFpy.
- Comparison Method I dentifier.

Contents:
- this byte describes the comparison method which is associated with a BDN record. Its interpretation is not

specified but it shall be defined by the card issuersimplementing the BDN feature on their USIMs.
Coding:
- binary; values from 0 to 255 are allowed.

The default coding 255 isreserved for empty field.

4.2.47 EFgst (Enabled Services Table)

This EF indicates which services are enabled. If a serviceis not indicated as enabled in this table, the ME shall not
select the service.

Identifier: '6F56' | Structure: transparent | Optional
File size: X bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9to n° 16 (0] 1 byte
etc.
X Services n° (8X-7) to n° (8X) (0] 1 byte
-Services
Contents:  Service n°1: Fixed Dialling Numbers (FDN)
Service n°2 : Barred Dialling Numbers (BDN)
Service n°3 : APN Control List (ACL)

The EF shall contain at |east one byte. Further bytes may be included, but if the EF includes an optional byte, then the
EF shall also contain all bytes before that byte. Other services are possible in the future. The coding falls under the

responsibility of the 3GPP.
Coding:
- 1 bitisused to code each service:
- bit = 1: service activated;

- bit = 0: service deactivated.
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- Unused bits shall be set to '0'.

A servicewhichislisted in thistableisenabled if it isindicated as available in the USIM Service Table (UST) and
indicated as activated in the Enabled Services Tables (EST) otherwise this service s, either not available or disabled.

First byte:

|b8|b7|b6|BS|b4|b3|b2|b1|
Service
Servi ce
Servi ce
Servi ce
Servi ce
Servi ce
Service
Service

o

O~NO OIS WNPRF

o o o o o o o

5 333353 35 3535

etc.

4.2.48 EFac. (Access Point Name Control List)

This EF contains the list of allowed APNs (Access Point Names). If thisfileis present in the USIM, the Enabled
Services Table (EFgsr) shall also be present.

Identifier: '6F57' | Structure: transparent | Optional
Record length: X bytes (X>1) | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Number of APNs M 1 byte
2to X APN TLVs M X-1 byte

For contents and coding of APN-TLVssee TS 23.003 [24].

4.2.49 EFpck (Depersonalisation Control Keys)

This EF provides storage for the de-personalization control keys associated with the OTA de-personalization cycle of
TS22.022 [27].

Identifier: '6F2C' | Structure: transparent | Optional
File Size: 16 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 8 digits of network de-personalization control key M 4 bytes
5t08 8 digits of network subset de-personalization M 4 bytes
control key
9to 12 8 digits of service provider de-personalization M 4 bytes
control key
13t0 16 8 digits of corporate de-personalization control M 4 bytes
key
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Empty control key bytes shall be coded 'FFFFFFFF'.

4.2.50 EF¢cn (Co-operative Network List)

This EF contains the Co-operative Network List for the multiple network personalization services defined in
TS22.022 [27].

Identifier: '6F32' | Structure: transparent | Optional
File size: 6n bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1to6 Element 1 of co-operative net list M 6 bytes
6n-5to 6n | Element n of co-operative net list | o | 6 bytes

- Co-operative Network List.

Contents:

- MCC, MNC, network subset, service provider ID and corporate ID of co-operative networks.
Coding:

- For each 6 byte list element.

Byte 1.

|b8|b7|b6|b5|b4|b3|b2|b1|

LS bit of MCdigit 1

M5 bit of MOC digit 1
LS bit of MC digit 2

M5 bit of MCC digit 2

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|
[ LShbit of MCdigit 3

M5 bit of MOC digit
LS bit of MC digit 3

w

M5 bit of MC digit 3

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|

LS bit of MC digit 1

Ms bit of MNC digit 1
LS bit of MC digit 2

M5 bit of MNC digit 2
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Byte 4:

|b8|b7|b6|b5|b4|b3|b2|b1|
[ LS bit of network subset digit 1

[N

M5 bit of network subset digit
LS bit of network subset digit

N

M5 bit of network subset digit 2

NOTE: Digit 3 of the MNC is placed directly after the MCC fields for compatibility between GSM and PCS 1900
PLMN structures.

Byte 5:
|b8|b7|b6|b5|b4|b3|b2|b1|
LS bit of service provider digit 1
M5 bit of service provider digit 1
LS bit of service provider digit 2
M5 bit of service provider digit 2
Byte 6:

|b8|b7|b6|b5|b4|b3|b2|b1|
[ LS bit of corporate digit 1

M5 bit of corporate digit 1
LS bit of corporate digit 2

M5 bit of corporate digit 2

- For 2 digit MNCs digit 3 of thisfield shall be'F'.

- For 1 digit network subsets digit 2 of this field shall be 0.

- Empty fields shall be coded with 'FF.

- Theend of thelist is delimited by the first MCC field coded 'FFF'.
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4.2.51 EFcount (Hyperframe number)

This EF contains the highest value of the hyperframe number of the bearers that were protected by the keysin EFygys or
EFxey sps during the last connection. This value is used to control the lifetime of the keys (see 3G TS 33.102 [13]).

Identifier: '6F5B' | Structure: transparent |  Mandatory
File size: 4 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 Hyperframe number M 4 bytes
- Hyperframe number.

Coding: The LSB of the hyperframe number is stored in bit 1 of byte 4.

4.2.52 EFcountmax (Maximum value of Hyperframe number)

This EF contains the maximum value of the hyperframe. This value is used to control the lifetime of the keys (see 3G
TS33.102 [13)).

Identifier: '6F5C' | Structure: transparent | Mandatory
File size: 4 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 Maximum value of Hyperframe number M 4 bytes

- Maximum value of Hyperframe number.
Coding: The LSB of the maximum hyperframe number is stored in bit 1 of byte 4.

4.2.53 EFopLvnsel (OPLMN selector)

This EF contains the coding for n PLMNs where n is determined by the operator. This information is determined by the
operator and defines the preferred PLMNsin priority order. The first record indicates the highest priority and the n'"
record indicates the lowest.
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Identifier: '6F5D' | Structure: transparent Optional
SFI: Mandatory
File size: 5n (where n >=8 bytes) Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to3 15 PLMN (highest priority) M 3 bytes
4t05 15 PLMN Access Technology Identifier M 2 bytes
6to8 2" PLMN 0 3 bytes
9to 10 2™ PLMN Access Technology Identifier (0] 2 bytes
(5n-4) to (5n-2) | N™ PLMN (lowest priority) 0 3 bytes
(5n-1) to 5n N™ PLMN Access Technology Identifier 0 2 bytes

- PLMN.
Contents:

- Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).

Coding:

- accordingto 3G TS 24.008 [9].
- Access Technology |dentifier:

Coding:

- See EFyp mnsa fOr coding.

4.2.54 EFpppLvnat (Preferred HPLMN Access Technology)

This EF contains the user preferred access technologies for the HPLMN.

Identifier: '6F5E'

Structure: Transparent | Optional

SFI: Mandatory

File size: 2 bytes

Update activity: low

Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to2 Access Technology Identifier M 2 bytes

- Access Technology Identifier:
Coding:
- See EFyp mnsa fOr coding.

4.2.55 EFarr (Access Rule Reference)

This EF contains the access rules for files located under the USIM ADF in the UICC. If the security attribute tag '8B' is
indicated in the FCP it contains a reference to arecord in thisfile.

ETSI



3G TS 31.102 version 3.1.0 Release 1999 60 ETSI TS 131 102 V3.1.0 (2000-04)

Structure of EFagg at ADF-level

Identifier: '6F06' | Structure: Linear fixed |  Mandatory
File size: X bytes | Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
l1to X Access Rule TLV data objects M X bytes

This EF contains one or more records containing access rule information according to the reference to expanded format
as defined in ISO/IEC 7816-9 [26]. Each record represents an access rule. Unused bytesin the record are set to 'FF'.

4.3 DFs at the USIM ADF (Application DF) Level
DFs may be present as child directories of USIM ADF. The following DFs are defined:
- DFpnongook  'BF3A'.
(DF for application specific phonebook. This DF has the same structure as the DFpyonesook Under DFreLecom)-

'5F70' isreserved for DFg, sy and is expected to be defined in the release 2000 ver of the present document.

4.4 Contents of DFs at the USIM ADF (Application DF) level

44.1 Contents of files at the DF SoLSA level

This subclause is expected to be defined in the release 2000 version of the present document.

44.1.1 EFsa (SOLSA Access Indicator)

This subclause is expected to be defined in the release 2000 version of the present document.

4.4.1.2 EFs (SOLSA LSA List)

This subclause is expected to be defined in the release 2000 version of the present document.

4.4.1.3 LSA Descriptor files

This subclause is expected to be defined in the release 2000 version of the present document.

4.4.2 Contents of files at the DF PHONEBOOK level

The UICC may contain a global phonebook, or application specific phonebooks, or both in parallel. When both
phonebook types co-exit, they are independent and no datais shared. In this case, it shall be possible for the user to
select which phonebook the user would like to access.

The global phonebook islocated in DFpyonesook Under DFyg ecom.- Each specific USIM application phonebook is
located in DFphonesook Of its respective Application DFygy. DFprionesook Under DFygy and under DF 1g gcom have
the same structure. Y et DFpyoneook Under DFygy may contain a different set of files than DFpyoneook Under
DFreecom- All phonebook related EFs are located under their respective DFphonesook- USIM specific phonebooks are
dedicated to application specific entries. Each application specific phonebook is protected by the application PIN.

If aGSM application resides on the UICC, the EFs ADN and EXT1 from one DFpyonesook (defined at GSM
application installation) are mapped to DFrg ecom- Their file IDs are specified in GSM 11.11 [18], i.e. EFppy = '6F3A"
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and EFgyr; = '6F4A", respectively. EFapn and EFpgr shall always be present if the DFphonenook 1S present. If any
phonebook file other than EFapy or EFexry, is used, then EFpgc shall be present.

If the UICC isinserted into a GSM terminal and arecord in the phone book has been updated, a flag in the entry control
information in the EFpgc is set from 0 to 1 by the card. If the UICC islater inserted into a 3G terminal again, the
terminal shall check the flag in EFpgc and if this flag is set, shall update the CC. A set flag in EFpgcresultsin afull
synchronisation of the phone book (if synchronisation is requested).

The EF structure related to the public phone book is located under DFpronesook 1N DFreLecom- A USIM specific phone
book may exist for application specific entries. The application specific phone book is protected by the application PIN.
The application specific phone book is a copy of the file structure of the one specified for the public phone book under

DFreLecom- The application specific phonebook may contain a different set of files than the one in the public area under

D I:TEL ECOM-

4421 EFpsr (Phone Book Reference file)

Thisfile describes the structure of the phonebook. The reference fileis a file that contains information how the
information in the different filesis to be combined together to form a phone book entry. The reference file contains
records. Each record specifies the structure of up to 254 entries in the phone book. Each phone book entry consists of
data stored in filesindicated in the reference file record. The entry structure shall be the same over all the recordsin the
EF pgr. If more than 254 entries are to be stored, a second record is needed in the reference file. The structure of a
phone book entry is defined by different TLV objects that are stored in a reference file record. The reference file record
structure describes the way arecord in afile that is part of the phonebook is used to create a complete entry. Three
different types of filelinking exist.

- Type 1files: Filesthat contain as many records as the reference/master file (EFapn, EFapny) and are linked on
record number bases (Recl -> Recl). The master file record number is the reference.

- Type 2 files: Filesthat contain less entries than the master file and are linked via pointersin the index
administration file (EF ap).

- Type3filesarefilesthat arelinked by a TLV object in arecord (Grouping information in EFgag).

Table 4.1: Phone Book Reference file Constructed Tags

Tag Value Constructed TAG Description
‘D8’ Indicating files where the amount of records equal to
master EF, type 1
‘D9’ Indicating files that are linked using the index

administration file, type 2. Order of pointer
appearance in index administration EF is the same as
the order of file IDs following this tag

‘DA’ Indicating files that are addressed inside a TLV
object, type 3. (The file pointed to is defined by the
TLV object.)

Thefirst file ID indicated using constructed Tag 'D8' is called the master EF. Access conditions for all other filesin the
index structure is set to the same as for the master EF unless otherwise specified.

File IDsindicated using constructed Tag 'D8'isatype 1 file and contains the same number of records as the first file
that isindicated in the data part of this TLV object. All files following this Tag are mapped one to one using the record
numbers/I Ds of the first file indicated in this TLV object.

File IDsindicated using constructed Tag 'D9' are mapped to the master EF (thefile ID indicated as the first data object
inthe TLV object using Tag 'D8") using the pointersin the index administration file. The order of the pointersin the
index administration file is the same as the order of the file IDs presented after Tag 'D9'. If this Tag is not present in the
reference file record the index administration fileis not present in the structure. In case the index administration fileis
not present in the structure it is not indicated in the data following tag 'D8'.

File IDsindicated using constructed Tag 'DA' indicate files that are part of the reference structure but they are addressed
using TLV objectsin one or more of the filesthat are part of the reference structure. The length of the tag indicates
whether the file to be addressed resides in the same directory or if apath to the fileis provided in the TLV object.
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Each constructed Tag contains alist of primitive Tags indicating the order and the type of data (e.g. ADN, IAP,...) of
the reference structure. The primitive tag identifies clearly the type of data, its value field indicates the file identifier.

Table 4.2: Tag definitions for the phone book type of file

Tag Value TAG Description
'CO’ EFapn data object
'Cl' EFiap data object
'C2' EFexT1 data object
'C3' EFsne data object
'C4' EFanr data object
'C5' EFpsc data object
'C6' EFcrp data object
'C7' EFaas data object
'c8' EFcas data object
'Co’ EFuip data object
'CA' EFemaiL data object

Phone Book Reference file EFpgg Structure

Identifier: '4F30' Structure: linear fixed Optional
SFI: Optional
Record Length: X bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoX TLV object(s) for indicating EFs that are part of M X bytes
the phone book structure
44272 EFap (INdex Administration Phone book)

Thisfileispresent if Tag 'D9" isindicated in the referencefile.

The EF contains pointers to the different recordsin the files that are part of the phone book. The index administration
file record number/ID is mapped one to one with the corresponding EF,py (shall be record to record). The index
administration file contains the same amount of records as EF,py. The order of the pointersin an EF 5p shall be the
same as the order of file IDs that appear in the TLV object indicated by Tag 'D9' in the reference file record. The
amount of bytesin arecord is equal to the number of files indicated the EFpgr following tag 'D9'.

The value 'FF' is an invalid record number/ID and is used in any location in to indicate that no corresponding record in

the indicated fileis avail able.

The content of EFjapis set to 'FF at the personalisation stage.
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Index administration file EFap Structure

Identifier: '4FXX' Structure: linear fixed | Optional
SFI: mandatory
Record Length: X bytes | Update activity: high
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length

1 Record number of the first object indicated after M 1 byte
Tag 'D9'

2 Record number of the second object indicated M 1 byte
after Tag 'D9'

X Record number of the X" object indicated after M 1 byte
Tag 'D9'

EFapn (Abbreviated dialling numbers)

This EF contains Abbreviated Dialling Numbers (ADN) and/or Supplementary Service Control strings (SSC). In
addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records. It may also
contain an associated alpha-tagging.

This EF shall aways be present if the DFpnonebook iS present.

Identifier: '4F3A Structure: linear fixed | Optional
SFI: mandatory
Record length: X+14 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
l1to X Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte
X+3 to X+12 Dialling Number/SSC String M 10 bytes
X+13 Capability/Configuration Identifier M 1 byte
X+14 Extensionl Record Identifier M 1 byte
Alphaldentifier.
Contents:
- Alphatagging of the associated dialling number.
Coding:

this alpha-tagging shall use

either:

- the SMSdefault 7-bit coded alphabet as defined in 3G TS 23.038 [5] with bit 8 set to 0. The alpha
identifier shall be left justified. Unused bytes shall be set to 'FF'.

or:

- one of the UCS2 coded options as defined in the annex of 3G TS 31.101 [11].

NOTE 1: Thevaueof X may be from zero to 241. Using the command GET RESPONSE the ME can determine

the value of X.

Length of BCD number/SSC contents.
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Contents:

this byte gives the number of bytes of the following two data items containing actual BCD number/SSC
information. This means that the maximum valueis 11, even when the actual ADN/SSC information length
is greater than 11. When an ADN/SSC has extension, it isindicated by the extensionl identifier being
unegual to 'FF'. The remainder is stored in the EFgxr; with the remaining length of the additional data being
coded in the appropriate additional record itself (see subclause 4.4.2.4).

Coding:

accordingto 3G TS 24.008 [9].

- TON and NPI.
Contents:

Type of number (TON) and numbering plan identification (NPI).

Coding:

NOTE

accordingto 3G TS 24.008 [9]. If the Dialling Number/SSC String does not contain a dialling number, e.g.
acontrol string deactivating a service, the TON/NPI byte shall be set to 'FF' by the ME (see note 2).

2: If adialing number is absent, no TON/NPI byte is transmitted over the radio interface (see
3G TS 24.008[9])- Accordingly, the ME should not interpret the value 'FF' and not send it over the
radio interface.

|BS|b7|b6|b5|b4|b3|b2|bl|

TON

- Dialling Number/SSC String
Contents:

up to 20 digits of the telephone number and/or SSC information.

Coding:

Byte X+3

Byte X+4:

accordingto 3G TS 24.008[9] , 3G TS 22.030 [4] and the extended BCD-coding (see table 4.3). If the
telephone number or SSC islonger than 20 digits, the first 20 digits are stored in this dataitem and the
remainder is stored in an associated record in the EFgx11. The record isidentified by the Extensionl Record
Identifier. If ADN/SSC require less than 20 digits, excess nibbles at the end of the dataitem shall be set to 'F'.
Whereindividual dialled numbers, in one or more records, of less than 20 digits share a common appended
digit string the first digits are stored in this data item and the common digits stored in an associated record in
the EFexr1- Therecord isidentified by the Extension 1 Record Identifier. Excess nibbles at the end of the
dataitem shall be set to 'F'.

|88|b7|86|b5|b4|b3|b2|b1|
[ LsBof Dgit 1

MSB of Digit 1
LSB of Digit 2

MSB of Digit 2

|88|b7|BG|b5|b4|b3|b2|bl|

B of Digit 3

MSB of Digit 3
LSB of Digit 4

MSB of Digit 4
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etc.

- Capability/Configuration Identifier.

Contents:

- capability/configuration identification byte. This byte identifies the number of arecord in the EFccp
containing associated capability/configuration parameters required for the call. The use of thisbyteis
optional. If itisnot used it shall be set to 'FF'.

Coding:

- binary.

- Extensionl Record Identifier.

Contents:

- extensionl record identification byte. This byte identifies the number of arecord in the EFgxt, containing an
associated called party subaddress or additional data. The use of this byteis optional. If it is not used it shall
be set to 'FF.

- if the ADN/SSC requires both additional data and called party subaddress, this byte identifies the additional
record. A chaining mechanism inside EFgx+; identifies the record of the appropriate called party subaddress
(see subclause 4.4.2.4).

Coding:

- binary.

NOTE 3: EFapy in the public phone book under DFrg gcom may be used by USIM, GSM and also other
applications in a multi-application card. If the non-GSM application does not recognise the use of Type of
Number (TON) and Number Plan Identification (NPI), then the information relating to the national
dialling plan shall be held within the dataitem dialling number/SSC and the TON and NP fields set to
UNKNOWN. This format would be acceptable for 3G operation and also for the non-GSM application
where the TON and NPI fields shall be ignored.

EXAMPLE: SIM storage of an International Number using E.164 [22] numbering plan.

TON NPI Digit field.
USIM application 001 0001 abc...
Other application compatible with 3G 000 0000  xxx...abc...
where "abc..." denotes the subscriber number digits (including its country code), and "xxx..."
denotes escape digits or a national prefix replacing TON and NPI.

NOTE 4: When the ME acts upon the EF,py with a SEARCH RECORD command in order to identify a character
string in the alpha-identifier, it is the responsibility of the ME to ensure that the number of characters
used as SEARCH RECORD parameters are less than or equal to the value of X if the MMI allows the
user to offer a greater number.

Table 4.3: Extended BCD coding

BCD Value Character/Meaning
0 "o
g g
X e
B’ o
'C' DTMF Control digit separator (GSM 02.07 [17]).
‘D' "Wild" value. This will cause the MMI to prompt the user for a single digit (see GSM 02.07 [17]).
'E' RFU.
' Endmark e.g. in case of an odd number of digits.

BCD vaues'C', 'D' and 'E' are never sent across the radio interface.

NOTE 5: A second or subsequent 'C' BCD value will be interpreted as a 3 second PAUSE (see GSM 02.07 [17]).

4424 EFext1 (Extensionl)

This EF contains extension data of an ADN/SSC. . This EF shall always be present if the DFpnonebook iS present.
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Extension data is caused by:

- an ADN/SSC which is greater than the 20 digit capacity of the ADN/SSC Elementary File or where common
digits are required to follow an ADN/SSC string of less than 20 digits. The remainder is stored in thisEF asa
record, which isidentified by a specified identification byte inside the ADN/SSC Elementary File. The EXT1

record in this case is specified as additional data;

- anassociated called party subaddress. The EXT1 record in this case is specified as subaddress data.

Identifier: '4FXX' Structure: linear fixed | Optional
SFI: Mandatory
Record length: 13 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2t0 12 Extension data M 11 bytes
13 Identifier M 1 byte
- Record type.
Contents:
- type of therecord.
Coding:

|BS |b7 |b6 |b5 |b4 |b3 |b2 |b1
[ Called Party Subaddress

Addi ti onal data
RFU

- b3-b8 are reserved and set to O;

- abit set to 1 identifies the type of record,;
- only onetype can be set;

- '00" indicates the type "unknown".

The following example of coding means that the type of extension datais "additional data':

B8 [ b7 | b6 [ b5 | b4 | b3 | b2 | bl
el B A A A

0 0 0 0 0 0 1 0

- Extension data.
Contents:
additional data or Called Party Subaddress depending on record type.
Coding:
Case 1, Extensionl record is additional data:

- Thefirst byte of the extension data gives the number of bytes of the remainder of ADN/SSC. The coding
of remaining bytesis BCD, according to the coding of ADN/SSC. Unused nibbles at the end shall be set
to'F. Itispossible if the number of additional digits exceeds the capacity of the additional record to chain

another record inside the EXT1 Elementary File by the identifier in byte 13.
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Case 2, Extensionl record is Called Party Subaddress:

- The subaddress data contains information as defined for this purposein 3G TS 24.008 [9]. All
information defined in 3G TS 24.008, except the information element identifier, shall be stored in the
USIM. The length of this subaddress data can be up to 22 bytes. In those cases where two extension
records are needed, these records are chained by the identifier field. The extension record containing the
first part of the called party subaddress points to the record which contains the second part of the

subaddress.

- ldentifier.
Contents:

identifier of the next extension record to enable storage of information longer than 11 bytes.

Coding:

record number of next record. 'FF' identifies the end of the chain.

- Example of achain of extension records being associated to an ADN/SSC. The extensionl record identifier
(Byte 14+X) of ADN/SSCissetto 3.

No of Record

Record 3
Record 4
Record 5
Record 6

Type Extension Data Next Record
02 XX e XX 06 —
XX XX tevirns XX XX
01 XX e XX FFF
01 XX tiinnen XX 05 4

In this example ADN/SSC is associated to additional data (record 3) and a called party subaddress whose length is more

than 11 bytes (records 6 and 5).

4425 EFpsc (Phone Book Control)

This EF contains control information related to each entry in the phone book. This EF contains as many records as the
EFApn associated with it (shall be record to record). Each record in EFpgc points to arecord inits EFapy. Thisfile
indicates the control information and the hidden information of each phone book entry.

The content of EFpscislinked to the associated EF4py record by means of the ADN record number/ID (thereis aoneto
one mapping of record number/identifiers between EFpcg and EFapy).

Structure of control file EFpgc

Identifier: '4FXX' Structure: linear fixed | Optional
SFI: Mandatory
Record length: 2 bytes Update activity: low
Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length
1 Entry Control Information M 1 byte
2 Hidden Information M 1 byte

- Entry Control Information.

Contents:

- provides some characteristics about the phone book entry (eg modification by a GSM mobile).

Coding:
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|b8|B7|b6|BS|b4|BS|b2|Bl|

Modi fi ed by GSM phone '1', no change 'O’
RFU (see 3G TS 31.101)

- Hidden Information.

Contents:
indicates to which USIM/GSM application of the UICC this phone book entry belongs, so that the
corresponding secret code can be verified to display the phone book entry, other wise the phone book entry is
hidden.

Coding:
'00" — the phone book entry is not hidden;
'xx' — record number in EFp,g of the associated USIM application.

4.4.2.6 EFcre (Grouping file)

This EF contains the grouping information for each phone book entry. This file contains as many records as the
associated EF,py. Each record contains alist of group identifiersto which the entry belongs.

Structure of grouping file EFgrp

Identifier: '4FXX' Structure: linear fixed | Optional
SFI: Mandatory

Record Length: X bytes (1 < X <10) | Update activity: high

Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length
1 Group Name Identifier 1 M 1 byte
2 Group Name Identifier 2 (0] 1 byte
X Group Name Identifier X (0] 1 byte

- Group Name Identifier x.
Content:

- indicatesif the associated entry is part of agroup, in that case it contains the record number of the group
namein EFgas.

- Oneentry can be assigned to a maximum of 10 groups.
Coding:
'00" — the phone book entry is not part of a group;
XX' —record number in EFgag
4.4.2.7 EFaas (Additional number Alpha String)

Thisfile contains the alpha strings that are associated with the user defined naming tags for additional numbers
referenced in EFang.
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Structure of EFaas

Identifier: '4FXX' Structure: linear fixed | Optional
SFI: Recommended
Record length: X bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
l1to X Alpha text string M X bytes

- Alphatext string.
Content:
- user defined text for additional number.
Coding:

- sameasthe alphaidentifier in EFapy.

4.4.2.8 EFcas (Grouping information Alpha String)

Thisfile contains the alpha strings that are associated with the group name referenced in EFggp.

Structure of EFgas

Identifier: '4FXX' Structure: linear fixed | Optional

SFI: Recommended
Record length: X bytes Update activity: low
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha text string M X bytes

- Alphatext string
Content:
- group names.
Coding:

- sameasthe alphaidentifier in EFapy.

4.4.2.9 EFanr (Additional Number)

Several phone numbers can be attached to one EF,py record, using one or several EFang. The amount of additional
number entries may be less than or equal to the amount of records in EF,pn. The EF structureislinear fixed. Each
record contains an additional phone number. The first byte indicates whether the record is free or the type of additional
number referring to the record number in EFaas, containing the text to be displayed. The following part indicates the
additional number and the reference to the associated record in the EFapy file.
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Structure of EFang

Identifier: '4FXX' Structure: linear fixed | Optional
SFI: mandatory
Record length: X+11 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Additional Number identifier M 1 byte
2to 11 Additional number M 10 bytes
12 ADN file SFI M/O 1 byte
13 ADN file Record Identifier M/O 1 byte

- Additional Number Identifier
Content:
- describes the type of the additional number defined in the file EFpas.
Coding:

'00" — no additional number description;
'xx' —record number in EF5asdescribing the type of number (e.g. "FAX");
'FF' — free record.

- Additiona number
Content:
- additional phone number linked to the phone book entry.
Coding:
- samethan the dialling number /SSC string in EFapy,
- ADN file SFI.
Content:
- Short File identifier of the associated EF5py file.
Coding:
- asdefined in the UICC specification.
- ADN file Record Identifier
Content:
- record identifier of the associated phone book entry.
Coding:
- 'xx'—record identifier of the corresponding ADN record.

In case of aone-to-one mapping, i.e. thereis one ANR entry for each ADN entry, the ADN file SFI and the ADN file
Record Identifier should not be present. In all other cases these two bytes shall be present.
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4.4.2.10 EFsne (Second Name Entry)
The phone book also contains the option of a second name entry. The second name entry is associated with the ADN

record through the pointer in the index administration file. The amount of second name entries may be less than or
equal to the amount of recordsin EFapy.

Structure of EFgne

Identifier: '4FXX' Structure: linear fixed Optional
SFI: mandatory
Record length: X+2 bytes Update activity: low
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
lto X Alpha Identifier of Second Name M X bytes
X+1 ADN file SFI M/O 1 byte
X+2 ADN file Record Identifier M/O 1 byte

- Alphaldentifier of Second Name.
Content:
- string defining the second name of the phone book entry.
Coding:
- astheaphaidentifier for EFapn.
- ADN file SFI.
Content:
- Short Fileidentifier of the associated EF5py file.
Coding:
- asdefined in the UICC specification.
- ADN file Record Identifier
Content:
record identifier of the associated phone book entry.
Coding:
'xx' —record identifier of the corresponding ADN record.
In case of a one-to-one mapping, i.e. thereis one SNE entry for each ADN entry, the ADN file SFI and the ADN file
Record Identifier should not be present. In all other cases these two bytes shall be present.
44211 EFccp1 (Capability Configuration Parameters 1)

This EF contains parameters of required network and bearer capabilities and ME configurations associated with a call
established using a phone book entry.
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Structure of EFccpy

Identifier: '4F3D' Structure: linear fixed | Optional
SFI: optional
Record length: 14 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to 10 Bearer capability information element M 10 bytes
11to 14 Bytes reserved - see below M 4 bytes

- Bearer capability information element.
Contents and Coding:

- se3G TS 24.008 [9]. The Information Element Identity (IEI) shall be excluded; i.e. the first byte of the
EFccp; record shall be Length of the bearer capability contents.

- Bytes 11-14 shall be set to 'FF' and shall not be interpreted by the ME.

4.4.2.12 Phone Book Synchronisation

To support synchronisation of phone book data with other devices, the USIM may provide the following files to be used
by the synchronisation method: a phone book synchronisation counter (PSC), a unique identifier (UID) and change
counter (CC) to indicate recent changes.

442121 EFuip (Unigue Identifier)

The EFyp is used to uniquely identify arecord and to be able to keep track of the entry in the phone book. The terminal
assignsthe (UID) when anew entry is created. The value of the UID does not change as long as the value of the PID
remains the same. The UID shall remain on the UICC, in EFy,p, until the PID is regenerated. This means that when a
phone book entry is deleted, the content of the linked information (eg ADN, E-MAIL,..) shall be set to the
personalization value 'FF...FF'. But the UID-value of the deleted record shall not be used when a new entry is added to
the phonebook until the PID is regenerated, but it shall be set to a new value.

If/when the PID isregenerated, all UIDs for the entry in the phone book shall be assigned new values starting from 1.
The new value of the UID for each entry shall then be kept until the PID is regenerated again.

Structure of EFyp

Identifier: '4F21"' Structure: linear fixed | Optional
SFI: optional
Record length: 2 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 Unique Identifier (UID) of Phone Book Entry M 2 bytes

- Unique Identifier of Phone Book Entry.

Content:
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- number to unambiguously identify the phone book entry for synchronisation purposes.
Coding:
- hexadecimal value. At initialisation all UIDs are personalised to "00 00" (i.e. empty).

442.12.2 EFpsc (Phone book Synchronisation Counter)

The phone book synchronisation counter (PSC) is used by the ME to construct the phone book identifier and to
determine whether the accessed phone book is the same as the previoudly accessed phone book or if it isanew
unknown phone book (might be the case that there is one phonebook under DF-telecom and one phone book residing in
aUSIM-application). If the PSC is unknown, a full synchronisation of the phone book will follow.

The PSC is also used to regenerate the UIDs and reset the CC to prevent them from running out of range. When the
UIDs or the CC has reached its maximum value, a new PSC is generated. This leads to a scenario where neither the CC
nor the UIDs will run out of range.

The PSC shall be regenerated by the terminal if one of the following situation applies:
- thevalues of the UIDs have run out of range;
- the whole phone book has been reset/del eted;
- thevalue of the CC hasrun out of range.

Structure of EFpgc

Identifier: '4F22' Structure: transparent Optional
SFI: optional
File size: 4 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 Phone book synchronisation counter (PSC) M 4 bytes

- PSC: Unique synchronisation counter of Phone Book.
Content:
number to unambiguoudly identify the status of the phone book for synchronisation purposes.
Coding:
hexadecimal value.
The phone book identifier coding based on the EFp: is described hereafter:
- For aphone book residing in DF-telecom:
- Phonebook identifier = [CCid (10bytes) "fixed part" + 4 bytes (in EFpgc) "variable part".
- For aphone book residing in an USIM application:

- Phonebook identifier = 10 last bytes of (ICCid XOR AID) "fixed part" + 4 bytes (in EFpsc) "variable
part".

To be able to detect if the PSC needs to be regenerated (i.e. the variable part) the following test shall be made by
the terminal before for each update of either the CC or the assignment of a new UID:

- Each time the terminal has to increment the value of the UID the following test is needed:

- IfUID ="'FF FF then.
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{Increment PSC mod ‘FF FF FF FF'; }.
- Each time the terminal has to increment the value of CC the following test is needed:
If CC ="'FF FF' then.
{Increment PSC mod ‘' FF FF FF FF' ; CC=0001}.
NOTE: If the phonebook is deleted then the terminal will change the PSC according to:
Incrementing PSC modulus FFFFFFFF.

442123 EFcc (Change Counter)
The change counter (CC) shall be used to detect changes made to the phone book.

Every update/deletion of an existing phone book entry or the addition of a new phone book entry causes the terminal to
increment the EFcc. The concept of having a CC makes it possible to update the phone book in different terminals,
which still are able to detect the changes (e.g. changes between different handset and/or 2™ and 3™ generation of
terminals).

Structure of EFcc

Identifier: '4F23' Structure: transparent Optional
SFI: Mandatory
File size: 2 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto2 Change Counter (CC) of Phone Book M 2 bytes

- Change Counter of Phone Book.
Content:
- indicates recent change(s) to phone book entries for synchronisation purposes.
Coding:
- hexadecimal value. At initialisation, CC shall be personalised to’00 00’ (i.e. empty).

442124 EFpuip (Previous Unique Identifier)

The PUID is used to store the previously used unique identifier (UID). The purpose of thisfileisto allow the terminal
to quickly generate anew UID, which shall then be stored in the EFyp.
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Identifier: '4F24'

Structure: transparent | Optional

SFI: Mandatory

File size: 2 bytes

Update activity: high

Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 Previous Unique Identifier (PUID) of Phone M 2 bytes
Book Entry

- Previous unique Identifier of Phone Book Entry.

Content:

- Previous number that was used to unambiguously identify the phone book entry for synchronisation

purposes.

4.4.2.13 EFgpaL (e-mail address)

This EF contains the e-mail addresses that may be linked to a phone book entry.

Severa e-mail addresses can be attached to one EFapn record, using one or several EFgpmaiL. The number of email
addresses may be equal to or less than the amount of records in EFapn. Each record contains an e-mail address. The
first part indicates the e-mail address, and the reference to the associated record in the EFapn file.

Structure of EFgyan

Identifier: '4FXX' | Structure: linear fixed Optional
SFI: Mandatory
Record length: X + Y Bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X E-mail Address M X bytes
X+1 ADN file SFI M/O 1 byte
X+2 ADN file Record Identifier M/O 1 byte

NOTE: Y =2if items"ADN file SFI" and "ADN file Record Identifier exist", otherwise Y =0.

- E-mail Address.
Content:

- string defining the e-mail address

Coding:

- the SMSdefault 7-bit coded alphabet as defined in 3G TS 23.038 [5] with bit 8 set to 0. The alphaidentifier

shall be left justified. Unused bytes shall be set to 'FF'.
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- ADN file SFI.
Content:
- short Fileidentifier of the associated EF5py file.
Coding:
- asdefinedin 3G TS 31.101.
- ADN file Record Identifier.
Content:
- record identifier of the associated phone book entry.
Coding:
- binary.

In case of a one-to-one mapping, i.e. thereis one E-mail address for each ADN entry, the ADN file SFI and the ADN
file Record Identifier shall not be present. In all other cases these two bytes shall be present.

4.5 Contents of files at the TELECOM level

The EFsin the Dedicated File DFtg ecom contain service related information.

45.1 EFaon (Abbreviated dialling numbers)

In case of apresent GSM application on the UICC the first EFapy (i.€. reflected by the first record in EFpgr ) of the
DFpronesook 1S mapped to DFyg ecom to ensure backwards compatibility.

A 3G ME shall not access thisfile. Theinformation is accessible for a3G ME under in EF5pn under DFpyonesook.

45.2 EFext: (Extensionl)

In case of apresent GSM application on the UICC the first EFgxr; (i.€. reflected by the first record in EFpgr ) of the
DFpronesook 1S mapped to DFyg ecom to ensure backwards compatibility.

4.5.3 EFccr (Capability Configuration Parameter)

In case of apresent GSM application on the UICC the first EFccp (i.€. reflected by the first record in EFpgg ) of the
DFpronesook 1S mapped to DFyg ecom to ensure backwards compatibility.

45.4 EFsuve (SetUpMenu Elements)

This EF contains Simple TLV s related to the menu title to be used by a UICC when issuing a SET UP MENU proactive
command.

Identifier: '6F54' | Structure: transparent | Optional
File size: X+Y bytes Update activity: low
Access Conditions:

READ ADM
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

1to X Title Alpha Identifier M X bytes

1+X to X+Y | Title Icon Identifier (0] Y bytes
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- Title Alpha Identifier.
Contents:
- thisfield contains the Alpha ldentifier Simple TLV defining the menu title text.
Coding:
- accordingto TS31.111 [12].
- Titlelcon Identifier
Contents:
- thisfield contains the Icon Identifier Simple TLV defining the menu title icon.
Coding:
- according to TS 31.111 [12]. If not present the field shall be set to 'FF'.

- Unused bytes of thisfile shall be set to 'FF'.

455 EFarr (Access Rule Reference)

This EF contains the access rules for files located under the DFyg_ecom in the UICC. If the security attribute tag '8B' is
indicated in the FCP it contains areference to arecord in thisfile.

Structure of EFagg at DF1eecom-leVel

Identifier: '6F06' | Structure: Linear fixed |  Mandatory
File size: X bytes | Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoX Access Rule TLV data objects M X bytes

This EF contains one or more records containing access rule information according to the reference to expanded format
as defined in ISO/IEC 7816-9 [26]. Each record represents an access rule. Unused bytes in the record are set to 'FF'.

4.6 Contents of files at the TELECOM level

DFs may be present as child directories of DFyg ecom. The following DFs have been defined:
- DFgrartics '5F50..
- DFpronesook '5F3A".

(DF for public phone book. This DF has the same structure as DFpronesook Under ADF USIM).

46.1 Contents of files at the DFgraphics level

The EFsin the Dedicated File DFggrapnics contain graphical information.

46.1.1 EFvc (Image)

Each record of this EF identifies instances of one particular graphical image, which graphical image isidentified by this
EF's record number.
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Image instances may differ asto their size, having different resolutions, and the way they are coded, using one of
several image coding schemes.

As an example, image k may represent a company logo, of which there are i instancesin the UICC, of various
resolutions and perhaps encoded in several image coding schemes. Then, the i instances of the company's logo are
described in record k of this EF.

Identifier: '4F20' | Structure: linear fixed | Optional
Record length: 9n+2 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Number of Actual Image Instances M 1 byte
210 10 Descriptor of Image Instance 1 M 9 bytes
11to 19 Descriptor of Image Instance 2 (0] 9 bytes
9(n-1)+2 to 9n+1 | Descriptor of Image Instance n (@) 9 bytes
9n + 2 RFU (see 3G TS 31.101) (@) 1 byte

- Number of Actual Image Instances.
Contents:

- this byte gives the number of actual image instances described in the following data items (i.e. unused
descriptors are not counted).

Coding:
- binary.
- Image Instance Descriptor
Contents:
- adescription of an image instance.
Coding:
- Byte 1: Image Instance Width
Contents:
- this byte specifies the image instance width, expressed in raster image points.
Coding:
- binary.
Byte 2: Image Instance Height.
Contents:
- this byte specifies the image instance height, expressed in raster image points.
Coding:
- binary.
Byte 3: Image Coding Scheme.

Contents:
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- thisbyte identifies the image coding scheme that has been used in encoding the image instance.
Coding:

- '11' - basic image coding scheme as defined in annex B;

- '21' - colour image coding scheme as defined in annex B;

other values are reserved for future use.

Bytes 4 and 5: Image Instance File Identifier.

Contents:

- these bytesidentify an EF which isthe image instance datafile (see subclause 4.6.1.2), holding the
actual image data for this particular instance.

Coding:
- byte 4: high byte of Image Instance File I dentifier;

- byte 5: low byte of Image Instance File Identifier.

Bytes 6 and 7: Offset into Image Instance File.

Contents:

- these bytes specify an offset into the transparent | mage Instance File identified in bytes 4 and 5.
Coding:

- byte 6: high byte of offset into Image Instance File;

byte 7: low byte of offset into Image Instance File.

Bytes 8 and 9: Length of Image Instance Data.

NOTE:

4.6.1.2

Contents:

- these bytesyield the length of the image instance data, starting at the offset identified in bytes 6 and 7.
Coding:

- byte 8: high byte of Image Instance Data length;

- byte 9: low byte of Image Instance Data length.

Transparent image instance data longer than 256 bytes may be read using successive READ BINARY

commands.

Image Instance Data Files

Residing under DFgraprics, there may be several image instance data files. These EFs containing image instance data
shall have the following attributes:

Identifier: '4FXX' | Structure: transparent | Optional
Record length: Y bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoY Image Instance Data M Y bytes
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Contents and coding:

- Imageinstance data are accessed using the image instance descriptors provided by EFy¢ (See subclause 4.6.1.1).
Theidentifier '4FX X" shall be different from one image instance datafile to the other. For the range of X X', TS 31.101
[11]. Thelength Y may be different from one image instance datafile to the other.

4.6.2 Contents of files at the DFpponesook under the DFteecom

This DF has the same structure as DFpyonesook Under the DFjg .

4.6.3 EFccp (Capability Configuration Parameters)

This EF contains parameters of required GSM network and GSM bearer capabilities and terminal configurations
associated with a call established using an abbreviated dialling number, afixed dialling number, an MSISDN, alast
number dialled, a service dialing number or a barred dialling number. This EF can be referred to by EFs at the

DFpronesook under DFre ecowm-

Identifier: '4F3D' Structure: linear fixed | Optional
SFI: optional
Record length: 14 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to 10 Bearer capability information element M 10 bytes
11to 14 Bytes reserved — see below M 4 bytes

- Bearer capability information element
Contents and Coding:

- see3G TS24.008 and GSM 24.008 [9]. The Information Element Identity (1El) shall be excluded. i.e. the
first byte of the EFccprecord shall be Length of the bearer capability contents.

- Bytes 11-14 shall be set to 'FF' and shall not be interpreted by the ME.

4.7 Files of USIM

This subclause contains a figure depicting the file structure of the UICC and the ADFygu. ADFygw shall be selected
using the AID and information in EFpr.
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NF
' 3FO0"
| | | | |
DFGSM DFTELE(IM EFDI R EFI CCl D EFPL EFARR
' 7F20' ' 7F10' ' 2F00’ ' 2FE2' ' 2F05' ' 2F06'
| | | | |
| EFaon EFron EFavs EFce EFvs son
see GSM ' 6F3A ' 6F3B' ' 6F3C ' 6F3D ' 6F40'
11.11 [18]
| | | | |
EFSNSP EFSNSS EI:LND EFSNSR EI:SDN
' 6F42' ' 6F43' ' 6F44' ' 6FA7' ' 6F49'
| | | | |
EFEXTl EFEXTZ EFEXTS EFBDN EFEXT4
' 6F4A ' 6F4B' ' 6FAC ' 6F4D ' 6FAE'
| |
EFsue EFam
' 6F54' ' 6FO6'
DFGRAPHI Cs
' 5F50"
EF o
' 4F20'
DFPHO\IEB(XX
' 5F3A
| | | |
EFPBR EFI AP EFADN EFEXTl EFPBC
' 4F30' ' 4FXX " AFXX " AFXX " AFXX
| | | | |
EFG?P EFAAS EFGAS EFANR EI:SNE
' AFXX " AFXX " AFXX ' AFXX " AFXX
| |
EFCCPl EFENN L
' AF3D ' AFXX
| | | |
EFUI D EFPSC EFCC EFPUI D
' 4F21' ' 4F22' ' 4F23' ' 4F24'

Figure 4.1: File identifiers and directory structures of UICC
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DFUSI M
|
| |
I:]:PHO\JEB(IX EFUST
' 5F3A ' 6F38'
| | | | |
EFPBR EFI AP EFADN EFEXTl EFPBC
' 4F30" " 4FXX " 4FXX " 4FXX " 4FXX
| | | | |
EFGRP EFAAS EFGAS EFANR EFSNE
" 4FXX " 4FXX " 4FXX " 4FXX " 4FXX
| |
EFcces EFewa L
' 4F3D " 4FXX
| | | |
EFUI D EFPSC EFCC EFPUI D
"4F21" ' 4F22' ' 4F23' "4F24'
| | | | | |
EI:LI EFI MBI EFNSI SDN EFAOC EFKeys EFKeysPS
' 6F05' ' 6F07" ' 6F40" ' 6F78' ' 6F08' ' 6F09"
| | | | | |
EFacwm EFacwviax EFpucr EFam EFa » EFsen
' 6F39" ' 6F37" ' 6F41" ' 6F3E' ' 6F3F ' 6F46'
| | | | |
EFupLmsel EFrpLw EFepLwn EFo EFawsi
' 6F30" ' 6F31" ' 6F7B' ' 6FAD ' 6FC2'
| | | | | |
EFecc EFcce2 EFson EFron EFexr2 EFexrs
' 6FB7" ' 4F3D ' 6F49' ' 6F3B' ' 6F4AB' ' 6FAC
| | | | | |
EFcam EFcem b EFcam r EFpe EFexrs EFy ddenkey
' 6F45' ' 6F48' ' 6F50" ' 6F2C ' 6FAE ' 6FC3'
| | | | | |
EFLCX] EFLCXZI PS EFI (o] EFCXZI EFI CT EFCXZT
' 6F7E ' 6F73' ' 6F80" ' 6F81" ' 6F82' ' 6F83'
| | | | | |
EFemrr EFasem EFLao asm EFyc EFkceers EFLao aors
' 6FB5' ' 6FB6' ' 6F7F ' 6F20' ' 6F52" ' 6F53'
| | | | | |
EFSNS EFSNSP EFSNSS EFSI\/SR EFCNL EFBCCH
' 6F3C ' 6F42' ' 6F43' ' 6FAT" ' 6F32' ' 6F74'
| | | | | |
EFarr EFaa EFcounr EF counrmax EFcpLmsel EFprpLvar
' 6F06' ' 6F57" ' 6F5B' ' 6F5C ' 6F5D ' 6F5E'

Figure 4.2: File identifiers and directory structures of USIM
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5 Application protocol

When involved in 3G administrative management operations, the USIM interfaces with appropriate equipment. These
operations are outside the scope of this standard.

When involved in 3G network operations the USIM interfaces with an ME with which messages are exchanged. A
message can be a command or a response.

- A USIM Application command/response pair is a sequence consisting of acommand and the associated
response.

- A USIM Application procedure consists of one or more USIM Application command/response pairs which are
used to perform all or part of an application-oriented task. A procedure shall be considered as awhole, that isto
say that the corresponding task is achieved if and only if the procedure is completed. The ME shall ensure that,
when operated according to the manufacturer's manual, any unspecified interruption of the sequence of
command/response pairs which realise the procedure, |eads to the abortion of the procedure itself.

- A 3G session of the USIM in the 3G application is the interval of time starting at the completion of the USIM
initialisation procedure and ending either with the start of the 3G session termination procedure, or at the first
instant the link between the UICC and the ME is interrupted.

During the 3G network operation phase, the ME plays the role of the master and the USIM plays the role of the dave.

The USIM shall execute all 3G and USIM Application Toolkit commands or proceduresin such away as not to
jeopardise, or cause suspension, of service provisioning to the user. This could occur if, for example, execution of the
AUTHENTICATE is delayed in such a way which would result in the network denying or suspending service to the
user.

The procedures listed in subclause "USIM management procedures" are required for execution of the proceduresin the
subsequent subclauses "USIM security related procedures’ and " Subscription related procedures’. The procedures listed
in subclauses "USIM security related procedures' are mandatory. The procedures listed in " Subscription related
procedures’ are only executable if the associated services, which are optional, are provided in the USIM. However, if
the procedures are implemented, it shall be in accordance with subclause " Subscription related procedures’.

If aprocedure isrelated to a specific service indicated in the USIM Service Table, it shall only be executed if the
corresponding bits denote this service as "service available" (see subclause "EFysr). In all other cases the procedure
shall not start.

5.1 USIM management procedures

511 USIM initialisation

After UICC activation (see 3G TS 31.101 [11]), the ME selectsa USIM application. If no EFpy fileis found or no
USIM applications are listed in the EFp file, the ME then tries to select the GSM application as specified in
GSM 11.11[18].

The ME requests the emergency call codes. For service requirements, see 3G TS 22.101 [24].

The ME requests the Language Indication. The ME keeps using the language selected during UICC activation by means
of EFp_ (see 3G TS 31.101 [11]) if at least one of the following conditions holds:

- EF, isnot available;
- EF,, does not contain an entry corresponding to alanguage specified in 1SO 639[19];
- the ME does not support any of the languagesin EF,.

If none of the languages in the EFs is supported then the ME selects a default language.

The ME then runs the PIN verification procedure. If the PIN verification procedure is performed successfully, the ME
then runs the application profile indication request procedure.
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The ME performs the administrative information request.
The ME performs the USIM Service Table request.

For aUSIM application requiring PROFILE DOWNLOAD, the ME shall perform the PROFILE DOWNLOAD
procedure in accordance with 3G TS 31.111 [12].

In case FDN is enabled, an ME which does not support FDN shall allow emergency calls but shall not allow MO-CS
calsand MO-SMS.

If BDN is enabled, an ME which does not support Call Control shall allow emergency calls but shall not allow MO-CS
cals.

If ACL isenabled, an ME which does not support ACL shall not send any APN to the network.

If al these procedures have been performed successfully then 3G session shall start. In al other cases 3G session shall
not start.

Afterwards, the ME runs the following procedures:
- IMSI request.
- Access control information request.
- HPLMN search period request.
- HPLMN preferred access technology request.
- PLMN sdlector request.
- Location Information request.
- Cipher key and integrity key request.
- Forbidden PLMN request.
- LSA information request.
- CBMID request.

- Depending on the further services that are supported by both the ME and the USIM the corresponding EFs have
to beread.

After the USIM initialisation has been completed successfully, the ME is ready for a 3G session and indicates thisto the
USIM be sending a particular STATUS command.
5.1.2 3G session termination
NOTE 1: Thisprocedureis not to be confused with the deactivation procedurein 3G TS 31.101 [11].
The 3G session is terminated by the ME as follows.

The ME runs all the procedures which are necessary to transfer the following subscriber related information to the
USIM:

- Location Information update.

- Cipher Key and Integrity Key update.
- Advice of Chargeincrease.

- Forbidden PLMN update.

As soon as the USIM indicates that these procedures are completed, the ME sends a particular STATUS command
indicating the termination of the 3G session.

Finally, the ME deletes all these subscriber related information elements from its memory.
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NOTE 2: If the ME has aready updated any of the subscriber related information during the 3G session, and the
value has not changed until 3G session termination, the ME may omit the respective update procedure.

5.1.3 USIM application closure

After termination of the 3G session as defined in 5.1.2 the USIM application may be closed by closing the logical
channels that are used to communicate with this particular USIM application.

5.1.4 Emergency call codes
Request: The ME performs the reading procedure with EFgcc.
Update: The ME performs the updating procedure with EFgcc.

NOTE: The update procedure is only applicable when access conditions of ADM for updateis set to ALW, PIN
or PIN2.

5.1.5 Language indication
Request: The ME performs the reading procedure with EF,.

Update: The ME performs the updating procedure with EF,.

5.1.6  Administrative information request

The ME performs the reading procedure with EFp.

5.1.7 USIM service table request

The ME performs the reading procedure with EFyg.

5.1.8 Spare

5.1.9 UICC presence detection

The ME checks for the presence of the UICC according to 3G TS 31.101 [11].

5.2 USIM security related procedures

5.2.1  Authentication algorithms computation

The ME selectsa USIM application and uses the AUTHENTICATE command (see 7.1.1). The response is sent to the
ME (in case of the T=0 protocol when requested by a subsequent GET RESPONSE command).

5.2.2 IMSI request

The ME performs the reading procedure with EFyg.

5.2.3  Access control information request

The ME performs the reading procedure with EFacc.

5.2.4 HPLMN search period request

The ME performs the reading procedure with EFyp wn-
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5.25 Location information
Request: The ME performs the reading procedure with EF_oc;.
Update: The ME performs the updating procedure with EF ;.
In the case when updating EF,_oc; with data containing the TM S| value and the card reports the error '92 40" (Memory
Problem), the ME shall terminate 3G operation.
5.2.6 Cipher and Integrity key
Request: The ME performs the reading procedure with EFygys.
Update: The ME performs the updating procedure with EFyeys.

527 Forbidden PLMN

Request: The ME performs the reading procedure with EFgp yn-
Update: The ME performs the updating procedure with EFgp .

5.2.8 LSA information

This subclause is expected to be defined in the release 2000 version of the present document.

5.2.9 User ldentity Request

The ME selects a USIM and checks service n°26 (Enhanced user identity confidentiality). If service n°26 is not
available then the ME performs the reading procedure with EFyg.

Otherwise the ME uses the Encipher IMSI function (see subclause 7.2.1). The response is received by the ME (in case
of the T=0 protocol when requested by a subsequent GET RESPONSE command). Then the ME reads the group
identity out of EFgyg. The ME concatenates the HE-id, the group identity GM S| and the enciphered IMSI and sends
that to the network.

5.2.10 GSM Cipher key

Request: The ME performs the reading procedure with EF..
Update: The ME performs the updating procedure with EFy..

5.2.11 GPRS Cipher key

Request: The ME performs the reading procedure with EFy grrs:.

Update: The ME performs the updating procedure with EFygprs.

5.2.12 Hyperframe number
Request: The ME performs the reading procedure with EFcoynt-

Update: The ME performs the updating procedure with EFcoyn-

5.2.13 Maximum Hyperframe number

Request: The ME performs the reading procedure with EFcountmax-
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5.2.14 HPLMN preferred access technology request

Request: The ME performs the reading procedure with EFpyp mnaT.

5.3 Subscription related procedures

53.1 Phone book procedures

5311 Initialisation

The ME first reads the content of EFpgr to determine the configuration phonebook. If the EF 4p fileisindicated in
EFrsr following tag 'D8' the ME reads the content of EF,5p in order to establish the relation ship between the content in
thefilesindicated using tag 'D9' and filesindicated by tag 'D8'. The ME may read the contents of the phone book
related filesin any order.

53.1.2 Creation/Deletion of information

In order to avoid unlinked data to introduce fragmentation of the files containing phone book data the following
procedures shall be followed when creating a new entry in the phone book. The datarelated to EFapy isfirst stored in
the relevant record. As the record number is used as a pointer the reference pointer is now defined for the entry. The
rule for storing additional information for an entry is that the reference pointer shall be created before the actual datais
written to the location.

In case of deletion of a complete or part of an entry the data shall be deleted first followed by the reference pointer for
that data element. In case of deletion of a complete entry the contents of EFapy isthe last to be deleted.

5.3.1.3  Hidden phone book entries

If aphone book entry is marked as hidden by means of EFpgc the ME first prompts the user to enter the 'Hidden Key'.
The key presented by the user is compared against the value that is stored in the corresponding EFyiggenkey - ONly if the
presented and stored hidden key are identical the ME displays the data stored in this phone book entry. Otherwise the

content of this phone book entry is not diplayed by the ME.

Request: The ME performs the reading procedure with EFyiggenkey-

Update:  The ME performs the updating procedure with EFyiggenkey-

5.3.2 Dialling numbers

The following procedures may not only be applied to EFpy and its associated extension files EF¢cp; and EFgxt, @S
described in the prOCﬂjUreS below, but also to EFeony EFvsisons EFLnDs EFgDN, EFg:)N EFOCI, EF|C|' EFocr and EFcr and
their associated extension files. If these files are not allocated and activated, as denoted in the USIM service table, the
current procedure shall be aborted and the appropriate EFs shall remain unchanged.

As an example, the following procedures are described as applied to ADN.
Requirement: Service n°1 "available".
- Servicen°2 for FDN.
- Servicen°21 for MSISDN.
- Servicen°4 for SDN.
- Servicen°6 for BDN.

Update: The ME analyses and assembles the information to be stored as follows (the byte identifiers used below
correspond to those in the definition of the relevant EFsin the present document):

i) The ME identifies the Alpha-tagging, Capability/Configuration Identifier and Extensionl Record Identifier.

ETSI



3G TS 31.102 version 3.1.0 Release 1999 88 ETSI TS 131 102 V3.1.0 (2000-04)

ii) The dialing number/SSC string shall be analysed and allocated to the bytes of the EF asfollows:
- ifa"+" isfound, the TON identifier is set to "International";
- if 20 or less"digits" remain, they shall form the dialling humber/SSC string;
- if morethan 20 "digits' remain, the procedure shall be asfollows:
Requirement:
- Servicen°®l"available".
- Servicen°2 for FDN.
- Servicen®4 for SDN.
- Servicen°6 for BDN.

- The ME seeksfor afreerecord in EFgx74. If an Extensionl record is not marked as "free", the ME runs the
Purge procedure. If an Extensionl record is still unavailable, the procedure is aborted.

- Thefirst 20 "digits" are stored in the dialling number/SSC string. The value of the length of BCD
number/SSC contents is set to the maximum value, whichis 11. The Extensionl record identifier is coded
with the associated record number in the EFgxt;. The remaining digits are stored in the selected Extensionl
record where the type of the record is set to "additional data". The first byte of the Extensionl record is set
with the number of bytes of the remaining additional data. The number of bytes containing digit information
isthe sum of the length of BCD number/SSC contents of EF,py and byte 2 of all associated chained
Extensionl records containing additional data.

iii) If acalled party subaddressis associated to the ADN/SSC the procedure shall proceed as follows:
- Requirement:
- Servicen®l "available".
- Servicen°2 for FDN.
- Servicen°4 for SDN.
- Servicen°6 for BDN.
- If thelength of the called party subaddressislessthan or equal to 11 bytes (see 3G TS 24.008 [9] for coding):

- The ME seeksfor afreerecord in EFgxt. If an Extensionl record is not marked as "free”, the ME runs the
Purge procedure. If an Extensionl record is still unavailable, the procedure is aborted.

- The ME storesthe called party subaddress in the Extensionl record, and sets the Extensionl record type to
"called party subaddress'.

- If thelength of the called party subaddress is greater than 11 bytes (see 3G TS 24.008 [9] for coding):

- The ME seeks for two free recordsin EFgyq4. If no such two records are found, the ME runs the Purge
procedure. If two Extensionl records are till unavailable, the procedure is aborted.

- The ME stores the called party subaddress in the two Extensionl records. The identifier field in the
Extensionl record containing the first part of the subaddress data is coded with the associated EFgytq
record number containing the second part of the subaddress data. Both Extensionl record types are set to
"called party subaddress”.

Oncei), ii), and iii) have been considered the ME performs the updating procedure with EFpy. If the USIM has no
available empty space to store the received ADN/SSC, or if the procedure has been aborted, the ME advises the user.

For reasons of memory efficiency, the ME may analyse all Extensionl recordsto recognise if the additional or
subaddress data to be stored is already existing in EFgx+;. In this case, the ME may use the existing chain or the last part
of the existing chain from more than one ADN. The ME is only alowed to store extension data in unused records. If
existing records are used for multiple access, the ME shall not change any data in those records to prevent corruption of
existing chains.
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Erasure: The ME sends the identification of the information to be erased. The content of the identified
record in EFapy is marked as "free”.

Request: The ME sends the identification of the information to be read. The ME shall analyse the data of
EFapn to ascertain, whether additional datais associated in EFgxr, or EFccp. If necessary, then the
ME performs the reading procedure on these EFs to assemble the complete ADN/SSC.

Purge: The ME shall access each EF which references EFgxr1 (EFexT2) for storage and shall identify
records in these files using extension data (additional data or called party subaddress). Note that
existing chains have to be followed to the end. All referred Extensionl (Extension2) records are
noted by the ME. All Extensionl (Extension2) records not noted are then marked by the ME as
"free" by setting the whole record to 'FF'.

NOTE: Dependent upon the implementation of the ME, and in particular the possibility of erasure of ADN/SSC
records by Phase 1 MEs, which have no knowledge of the EFgx+1, it is possible for Extensionl records to
be marked as "used space" (not equal to 'FF'), athough in fact they are no longer associated with an
ADN/SSC record.

The following three procedures are only applicable to service n°2 (FDN).

FDN capability request. The ME shall check the state of service n°2, i.e. if FDN is"enabled" or "disabled". If FDN is
enabled, the ME shall only allow outgoing calls as defined in the fixed number dialling descriptionin TS 22.101 [24].
To ascertain the state of FDN, the ME shall check in EF ;g and EFggy if FDN is enabled (service activated and

available). In all other cases service n°2 is disabled.

FDN enabling is done by activating the FDN service in EFgqy.
FDN disabling is done by deactivating the FDN service in EFggr.

The following three procedures are only applicable to service n°6 (BDN).

- BDN capability request. The ME shall check the state of service n°6, i.e. if BDN is"enabled" or "disabled". To
ascertain the state of BDN, the ME shall check in EF st and EFggyr if BDN is"enabled" (service available and

activated). In all other cases, the BDN service is "disabled".

- BDN enabling is done by activating the BDN service in EFggy.

- BDN disabling is done by deactivating the BDN service in EFgq.

5.3.3 Short messages
- Requirement: Service n°10 "available".

- Regquest: The USIM seeks for the identified short message. If this message is found, the ME performs the
reading procedure with EFgys.

- Ifservicen°10is"available" and the status of the SMSis'1D' (status report requested, received and stored in
EFsuss), the ME performs the reading procedure with the corresponding record in EFgysr. If the ME does not
find a corresponding record in EFgy s, then the ME shall update the status of the SMS with '19' (status report
requested, received but not stored in EFgysr).

- If the short message is not found within the USIM memory, the USIM indicates that to the ME.

- Update: The ME looks for the next available areato store the short message. If such an areais available, it
performs the updating procedure with EFgys.

- If thereis no available empty spacein the USIM to store the received short message, a specific MMI will have to
take place in order not to loose the message.

- FErasure: The ME will select in the USIM the message area to be erased. Depending on the MMI, the message
may be read before the areais marked as "free". After performing the updating procedure with EFgys,
the memory allocated to this short message in the USIM is made available for a new incoming
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message. The memory of the USIM may still contain the old message until a new messageis stored in
this area.

- Ifservicen°1lis"available" and the status of the SMSis'1D' (status report requested, received and stored in
EFsusr), the ME performs the erasure procedure for EFgy sz With the corresponding record in EFgy .

5.3.4  Advice of charge
- Requirement: Service n°13 "available".
- Accumulated Call Meter.

- Request: The ME performs the reading procedure with EF5cy. The USIM returns the last updated value of the
ACM.

- Initialisation: The ME performs the updating procedure with EFacy Using the new initial value.

- Increasing: The ME performs the increasing procedure with EF,cy Sending the value which has to be added.
Accumulated Call Meter Maximum Value.

- Reguest: The ME performs the reading procedure with EFacymax-

- Initialisation: The ME performs the updating procedure with EFacymax Using the new initial maximum value.
Price per Unit and Currency Table (PUCT).

- Request: The ME performs the reading procedure with EFpycr.

- Update: The ME performs the updating procedure with EFpycr.

5.35 Capability configuration parameters
- Requirement: Service n°14 "available".
- Reguest: The ME performs the reading procedure with EFccp.
- Update: The ME performs the updating procedure with EFccp.
- FErasure: The ME sends the identification of the requested information to be erased. The content of the

identified record in EFccp is marked as "free".

5.3.6 PLMN selector
- Requirement: Service n°20 "available".
- Reguest: The ME performs the reading procedure with EFyp ynsa- fOllowed by EFop vinsg -

- Update: The ME performs the updating procedure with EFp_yinsy -

5.3.7 Cell broadcast message identifier
- Requirement: Service n°15 "available".
- Reguest: The ME performs the reading procedure with EFcgy.
- Update: The ME performs the updating procedure with EFcgy).

5.3.8 Group identifier level 1
- Requirement: Service n°17 "available".

- Reguest: The ME performs the reading procedure with EFgp;.
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5.3.9 Group identifier level 2
Requirement: Service n°18 "available".

Request: The ME performs the reading procedure with EFgp,.

5.3.10 Service provider name
Requirement: Service n°19 "available".

Request: The ME performs the reading procedure with EFgpy.

5.3.11 Enhanced multi level precedence and pre-emption service
Requirement:  Service n°24 "available".
Enhanced Multi Level Precedence and Pre-amption.
Request: The ME performs the reading procedure with EFgy pp.
Automatic Answer on eMLPP service.
Request: The ME performs the reading procedure with EFaaen.
Update: The ME performs the updating procedure with EFaaey-

5.3.12 Cell broadcast message identifier ranges
Requirement: Service n°16 "available".
Request: The ME performs the reading procedure with EFcgyr.
Update: The ME performs the updating procedure with EFcgyr.

5.3.13 Short message status report
- Requirement: Service n°11 "available".

- Reguest: If the status of a stored short message indicates that there is a corresponding status report, the ME
performs the search record function with EFgy s to identify the record containing the appropriate
status report. The ME performs the reading procedure with EFgy s

- Update: If astatus report isreceived, the ME first seeks within the SM S record identifiers of EFgy s for
the same record number it used for the short message in EFgys. If such arecord identifier is found
in EFgysg, it isused for storage. If such arecord identifier is not found, then the ME seeks for a
free entry in EFgy s for storage. If no free entry isfound the ME runs the Purge procedure with
EFsusk. If thereis till no free entry, the status report is not stored.

- If the ME found an appropriate record in EFgysr for storage, it updates the record with the status report setting
the record identifier in EFgy sz to the appropriate record number of the short message in EFgys.

- Thestatusin EFgysis updated accordingly by performing the update procedure with EFgys.

- FErasure: The ME runs the update procedure with EFgysr by at least storing ‘00" in the first byte of the record.
The ME may optionally update the following bytes with 'FF'.

Purge: The ME shall read the SM S record identifier (byte 1) of each record of EFgysz. With each record the
ME checks the corresponding short messagesin EFgys. If the status (byte 1) of the corresponding
SMS isnot equal '1D' (status report requested, received and stored in EFgysg), the ME shall perform the

erasure procedure with the appropriate record in EFgy sg.
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5.3.14 APN Control List
Requirement: Service n°35 "available".
Request: The ME performs the reading procedure with EFacy .
Update: The ME performs the updating procedure with EFa¢, .
Enabling: The ME activates service n°3 in EFgsr (bit n°3 setto "1").

Disabling:  The ME deactivates service n°3 in EFgsr (bit n°3 set to "0").

5.3.15 Depersonalisation Control Keys
Requirement: Service n°36 "available".

Request: The ME performs the reading procedure with EFpck.

5.3.16 Co-operative Network List
Requirement: Service n°37 "available".

Request: The ME performs the reading procedure with EF¢y, .

54 USAT related procedures

54.1 Data Download via SMS-PP

Requirement: USIM Service n°28 "available".
The procedures and commands for Data Download via SMS-PP are defined in 3G TS 31.111 [12].

5.4.2 Image Request

Theterminal sends the identification of the information to be read. The terminal shall analyse the data of EFyg to
identify the files containing the instances of the image. If necessary, then the terminal performs READ BINARY
commands on these files to assemble the complete image instance data.

5.4.3 Data Download via SMS-CB
Requirement: USIM Service n°29 "available".

The ME shall perform the reading procedure with EFcgyip, and add the message identifiers to the Cell Broadcast search
list. On receiving a cell broadcast message the procedure defined in 3G TS 31.111 [12] applies.

5.4.4  Call Control by USIM

Requirement: USIM Service n°30 "available".

The procedures and commands for Call Control by USIM are defined in 3G TS 31.111 [12]. It is mandatory for the ME
to perform the procedures if it hasindicated that it supports Call Control by USIM in the TERMINAL PROFILE
command.

545 MO-SMS control by USIM

Requirement: USIM Service n°31 "available".
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The procedures and commands for MO-SM S control by USIM are defined in 3G TS 31.111 [12]. It is mandatory for the
ME to perform the procedures if it has indicated that it supports MO-SMS control by USIM in the TERMINAL
PROFILE command.

6 Security features

The security aspects of 3G are specified in 3G TS 33.102 [13] and 3G TS 33.103 [14]. This clause givesinformation
related to security features supported by the USIM to enable the following:

- authentication of the USIM to the network;
- authentication of the network to the USIM;
- authentication of the user to the USIM;

- dataconfidentiality over the radio interface;
- file access conditions;

- conversion functionsto derive GSM parameters.

6.1 Authentication and key agreement procedure

This subclause gives an overview of the authentication mechanism and cipher and integrity key generation which are
invoked by the network. For the specification of the corresponding procedures across the USIM/ME interface see
clause 5.

The mechanism achieves mutual authentication by the user and the network showing knowledge of a secret key K
which is shared between and available only to the USIM and the AuC in the user’s HE. In addition, the USIM and the
HE keep track of counters SEQys and SEQge respectively to support network authentication.

When the SN/VLR initiates an authentication and key agreement, it selects the next authentication vector and sends the
parameters RAND and AUTN (authentication token) to the user. Each authentication token consists of the following
components: a sequence number SQN, an Authentication Management Field (AMF) and a message authentication code
MAC over the RAND, SON and AMF.

The USIM checks whether AUTN can be accepted and, if so, produces a response RES which is sent back to the
SN/VLR. The SN/VLR compares the received RES with XRES. If they match the SN/VLR considers the authentication
and key agreement exchange to be successfully completed. The USIM also computes CK and IK. The established keys
CK and IK will be used by the ME to perform ciphering and integrity functions.

A permanent secret key K isused in this procedure. Thiskey K has alength of 128 bits and is stored within the USIM
for use in the algorithms described below. Also more than one secret key K can be stored in the USIM. The active key
to be used by the algorithms is signalled within the AMF field in the AUTN.

6.2 Cryptographic Functions

The names and parameters of the cryptographic functions supported by the USIM are defined in 3G TS 33.102 [13].
These are:

- f1: amessage authentication function for network authentication used to compute XMAC;

- f1*: amessage authentication function for support to re-synchronisation with the property that no valuable
information can be inferred from the function values of f1* about those of f1, ..., f5 and vice versa;

- f2: amessage authentication function for user authentication used to compute SRES;
- f3: akey generating function to compute the cipher key CK;

- f4: akey generating function to compute the integrity key IK;
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- f5: akey generating function to compute the anonymity key AK (optional);
- f6: the user identity encryption function to encrypt the IMS| (optional).

These cryptographic functions may exist either discretely or combined within the USIM.

6.3 GSM Conversion Functions

To gain GSM access the USIM provides the conversion functions C1 and C2. These functions derive the required GSM
parameters (RANDg, SRES, cipher key Kc) from available 3G parameters.

6.4 User verification and file access conditions

The USIM application uses 2 PINs for user verification, PIN and PIN2. PIN2 is used only in the ADF. The PIN and
PIN2 are mapped into key references as defined in 3G TS 31.101 [11]. Each key reference is associated with a usage
qualifier as defined in 1ISO/IEC7816-9 [26]. The PIN statusisindicated in the PS_DO, which is part of the FCP
response when an ADF/DF is selected. The coding of the PS_DO isdefined in 3G TS 31.101 [11].

PIN and PIN2 are coded on 8 bytes. Only (decimal) digits (0-9) shall be used, coded in CCITT T.50 [23] with bit 8 set
to zero. The minimum number of digitsis 4. If the number of digits presented by the user isless than 8 then the ME
shall pad the presented PIN with 'FF' before sending it to the USIM.

The coding of the UNBLOCK PINsisidentical to the coding of the PINs. However, the number of (decimal) digitsis
always 8.

The security architecture as defined in 3G TS 31.101 [11] appliesto the USIM application with the following
definitions and additions.

- TheUSIM application shall use key reference '01' as PIN and key reference '81' as PIN2. For accessto
DFTelecom the PIN shall be verified. Access with PIN2 is limited to the USIM application.

- Theonly valid usage qualifier is '08' which means user authentication knowledge based (PIN) as defined in
ISO/IEC 7816-9 [26]. The terminal shall support the multi-application capabilities as defined in 31.101 [11].

- Everyfileinthe USIM application shall have areference to an access rule stored in EFagg.
- Every file under DFrgecom Shall have areference to an access rule stored in EFagg under DFrgecom:

- A multi-application capability UICC (from the security context point of view) shall support the referenced
format using SEID as defined in 3G TS 31.101 [11].

- A multi-application capability UICC (from the security context point of view) shall support the replacement of a
USIM application PIN with the Universal PIN, key reference '01', asdefined in 3G TS 31.101 [11]. Only the
Universal PIN is allowed as a replacement.

- A terminal shall support the use of level 1 and level 2 user verification requirements as defined i
3G TS31.101[11].

- A terminal shall support the replacement of a USIM application PIN with the Universal PIN, key reference ‘01,
asdefined in 3G TS 31.101 [11].

- A terminal shall support the security attributes defined using tag's '8C', 'AB' and '8B' as defined in 3G TS 31.101
[11]. In addition both the referencing methods indicated by tag '8B' shall be supported as defined in
3G TS31.101[11].

The accessruleis referenced in the FCP using tag '8B'. The TLV object containsthe file ID (the file ID of EFarg) and
record number, or file ID (thefile ID of EFarg), SEID and record number, pointer to the record in EFagrg Where the
accessrule is stored. Each SEID refersto arecord number in EFarr. EFS having the same access rule use the same
record reference in EFagg. For a example EFagrg, See 3G TS 31.101 [11]

A terminal conforming to the present document shall support the security attributes defined using tag's '8C', 'AB' and
'8B' as defined in 3G TS 31.101. In addition both the referencing methods indicated by tag '8B' shall be supported as
defined in 3G TS 31.101 [11].
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7 USIM Commands

7.1 AUTHENTICATE

7.1.1 Command description

The function is used during the procedure for authenticating the USIM to its HE and vice versa. In addition, a cipher
key and an integrity key are calculated. For the execution of the command the USIM uses the subscriber authentication
key K, which is stored in the USIM.

The functionisrelated to a particular USIM and shall not be executable unless the USIM or any sub-directory has been
selected as the Current Directory and a successful PIN verification procedure has been performed (see clause 5).

The function can be used in two different contexts:

- a3G security context, when 3G authentication vectors (RAND, CK, IK, AUTN) are available (i.e. the UE is
located in the UTRAN, or in a GSM radio access network which is connected to a 3G or 3G capable MSC/VLR
or SGSN), or

- aGSM security context, when GSM authentication data are available only (i.e. the UE islocated in the GSM
radio access network which is connected to a non-3G capable MSC/VLR or SGSN).

7.1.1.1 3G security context

The USIM first computes the anonymity key AK = f5, (RAND) and retrieves the sequence number SQN = (SQN [
AK) O AK.

Then the USIM computes XMAC = f1¢ (SON || RAND || AMF) and compares this with the MAC which isincluded in
AUTN. If they are different, the USIM abandons the function.

Next the USIM verifies that the received sequence number SQN isin the correct range. Thisis described in annex C.If
the USIM detects the sequence numbers to be not in the correct range, thisis considered as a synchronisation failure
and the USIM abandons the function. In this case the command response is AUTS, where:

AUTS = Conc(SEQus) || MACS,

Conc(SEQus) = SEQuis [ T5¢(MACS) is the concealed value of the counter SEQysin the USIM; and.

MACS = f1*((SEQus || RAND || AMF) where:

RAND isthe random value received in the current user authentication request;

the AMF assumes a dummy value of all zeroes so that it does not need to be transmitted in clear in the

resynchroni sation message.

If the sequence number is considered in the correct range, the USIM computes RES = f2x (RAND), the cipher key
CK =3k (RAND) and the integrity key IK = f4, (RAND) and includes these in the command response. Note that if
thisis more efficient, RES, CK and IK could also be computed earlier at any time after receiving RAND.

The use of AMF is HE specific and while processing the command, the content of the AMF hasto be interpreted in the
appropriate manner. The AMF may e.g. be used for support of multiple algorithms or keys or for changing the size of
lists, see 3G TS 33.102 [13].

If Service n°27 is"available", the USIM calculates the GSM response parameter K¢, using the conversion function
defined in 3G TS 33.102 [13].

Input:

- RAND, AUTN (AUTN := SON O AK || AMF || MAC).
Output:

- RES, CK, IKif Service n°27 is"not available".

or

- RES, CK, IK, K¢if Service n°27 is"available".
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or

- AUTS

7.1.1.2 GSM security context
USIM operation in an GSM security context is supported if Service n°38 is "available".

The USIM computes RES = f2x (RAND), the cipher key CK = f3x (RAND) and the integrity key IK = f4 (RAND).
Next the USIM calculates the GSM response parameters SRES and K¢, using the conversion functions defined in
3G TS33.102[13].

Input:

- RAND.
Output:

- SRES; K.

7.1.2 Command parameters and data

Code Value
CLA As specified in 3G TS 31.101
INS '88'

P1 '00'

P2 See table below

Lc See below
Data See below

Le See below

Parameter P2 specifies the authentication context as follows:

Coding of the reference control P2

Coding Meaning
b8-bl
EESREE R ' Specific reference data (e.g. DF
specific/application dependant key)
|- XOOKKXX- ‘000000

IREEE R X Authentication context:
0 GSM context
1 3G context

All other codings are RFU.

Command parameters/data:

Byte(s) Description Length
1 Length of RAND (L1) 1
2to (L1+1) RAND L1
(L1+2) Length of AUTN (L2) (see note) 1
(L1+3) to AUTN (see note) L2
(L1+L2+2)
Note: Parameter present if and only if in 3G security context.

The coding of AUTN isdescribed in 3G TS 33.102 [13]. The most significant bit of RAND is coded on bit 8 of byte 2.
The most significant bit of AUTN is coded on bit 8 of byte (L1+3).

Response parameters/data, case 1, 3G security context, command successful:
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Byte(s) Description Length
1 "Successful 3G authentication" tag = 'DB' 1
2 Length of RES (L3) 1
3to (L3+2) RES L3
(L3+3) Length of CK (L4) 1
(L3+4) to CK L4
(L3+L4+3)
(L3+L4+4) Length of IK (L5) 1
(L3+L4+5) to IK L5
(L3+L4+L5+4)
(L3+L4+L5+5) | Length of K¢ (= 8) (see note) 1
(L3+L4+L5+6 Kc (see note) 8
to
(L3+L4+L5+13)
Note: Parameter present if and only if Service n°27 is "available".

The most significant bit of RESis coded on bit 8 of byte 3. The most significant bit of CK is coded on bit 8 of byte
(L3+4). The most significant bit of IK is coded on bit 8 of byte (L3+L4+5).

Response parameters/data, case 2, 3G security context, synchronisation failure:

Byte(s) Description Length
1 "Synchronisation failure" tag = 'DC' 1
2 Length of AUTS (L1) 1
3to (L1+2) | AUTS L1

The coding of AUTS isdescribed in 3G TS 33.102 [13]. The most significant bit of AUTS is coded on bit 8 of byte 3.

Response parameters/data, case 3, GSM security context, command successful:

Byte(s) Description Length
1 Length of SRES (= 4) 1
2to5 SRES 4
6 Length of K¢ (= 8) 1
71014 Kc 8

The most significant bit of SRES is coded on bit 8 of byte 2. The most significant bit of Kc is coded on bit 8 of byte 7.

7.2 Encipher IMSI

7.2.1 Command description

The function is used during the procedure for identification of the user viathe radio access path by means of the
enciphered permanent user identity (IMSI).

For the execution of the command the USIM uses the group key GK and the sequence number SEQy;c;ue Which are
stored internally in the USIM.

The USIM increments the internal sequence number SEQucue that holds the value from the last execution of 'Encipher
IMSI',
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Next the USIM computes the enciphered IMSI as f6ck (SEQuiciue || IMSI) which isthen returned in the command

response.

The functionisrelated to a particular USIM and shall not be executable unless the USIM or any sub-directory has been
selected as the Current Directory and a successful PIN verification procedure has been performed (see clause 5).

Input:
- none.

Output:

- enciphered IMSI.

1.2.2

Command parameters and data

Code Value
CLA As defined in 3G TS 31.101
INS 2A
P1 ‘00’

P2 ‘00’
Lc not present
Data | not present
Le Length of EMSI (L1)

Parameter Le specifies the expected length of the response. Thisis depending on the further specification of function f6.

Command parameters/data:

- none.
Response parameters/data:
Byte(s) Description Length
1 Length of encrypted IMSI (L1) 1
2to (L1+1) Encrypted IMSI L1

The most significant bit of the encrypted IMSI is coded on bit 8 of byte 2.

7.3

Status of the card after processing of the command is coded in the status bytes SW1 and SW2. This subclause specifies

Status Conditions Returned by the UICC

coding of the status bytes in the following tables.

7.3.1

Security management

SW1 | SW2 | Error description
'98' '62' | - Authentication error, incorrect MAC
'98' '64 - Authentication error, GSM security context not supported
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7.3.2 Status Words of the Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *). Status
conditions of GSM and USIM applications are on the left and right sides of the table, respectively.

Commands and status words

J1VOILNIHLNY
ISINI 43HdION3

* % ok *

*  *

90 00
91 XX
* | 9F XX
B61LXXH#
93 00
92 0X
* 65 81
94 00
94 02
94 04
94 08
98 02
* 69 82
98 08
98 10
98 40
98 50
98 62
98 64
* | 67 XX
* 1 6B XX
6D XX
* | 6E XX
* | 6F XX
62 81
62 83
62 82
62 84
62 00
63 CX
69 81
* 69 84
* | 6985
69 86
6A 81
6A 82
6A 83
6A 84
6A 85
* | 6A86
6A 87
* | 6A88
6C XX
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7.4 VERIFY command

The VERIFY command is used to verify the user as defined in 3G TS 31.101 [11]. For the USIM application during a
3G session the parameter P2 isrestricted to the following values.

- '01'indicating verification of the PIN;
- '81'indicating verification of PIN2.
NOTE For administrative purposes any level 5 or level 6 value as specified in 3G TS 31.101 [11] may be used.

After 3 unsuccessful verification attempts, not necessarily in the same session the PINs blocked. The blocked statusis
indicated in the response to the VERIFY command (0 attempts left) see 3G TS 31.101 [11].
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Annex A (informative):
EF changes via Data Download or USAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by aUSAT
Application, is advisable. Updating of certain EFs "over the air" such as EFacc could result in unpredictable behaviour
of the UE; these are marked "Caution” in the table below. Certain EFs are marked "No"; under no circumstances should
"over the air" changes of these EFs be considered.

File identification Description Change advised
'2F00 IApplication directory
'2F05' Preferred languages Yes
'2F06' IAccess rule reference
'2FE2' ICC identification No
'4F20" Image data Yes
'4FEXX Image Instance data Files Yes
'4F21' Unique identifier Yes
'4F22' Phone book synchronisation counter Yes
'4F23" Change counter Yes
'4F24' Previous unique identifier Yes
'4F30' Phone book reference file Yes
'4F3D' Capability configuration parameters 1 Yes
'JFXX' IAdditional number alpha string Yes
'4FEXX IAdditional number Yes
'4EXX' Second name entry Yes
'4FEXX' Grouping information alpha string Yes
'4FEXX' Phone book control Yes
'4FEXX' E-mail addresses Yes
'4FXX' Index administration phone book Yes
'4EXX' Extension 1 Yes
'JFXX' IAbbreviated dialling numbers Yes
'JFXX' Grouping file Yes
'6F05' Language indication Yes
'6F07' IMSI Caution (Note 1)
'6F08' Ciphering and integrity keys No
'6F09' Ciphering and integrity keys for packet switched domain No
'6F20' Ciphering key Kc No
'6F2C' De-personalization Control Keys Caution
'6F30' User PLMN selector No
'6F31" HPLMN search period Caution
'6F32' Co-operative network list Caution
'6F37" IACM maximum value Yes
'6F38' USIM service table Caution
'6F39' IAccumulated call meter Yes
'6F3B' Fixed dialling numbers Yes
'6F3C' Short messages Yes
'6F3D' Capability configuration parameters Yes
'6F3E' Group identifier level 1 Yes
'6F3F' Group identifier level 2 Yes
'6F40' MSISDN storage Yes
'6F41' PUCT Yes
'6F42' SMS parameters Yes
'6F43' SMS status Yes
'6F44' Last number dialled Yes
'6F45' CBMI Caution
'6F46' Service provider name Yes
'‘6F47 Short message status reports Yes
'6F48' CBMID Yes
'6F49' Service Dialling Numbers Yes
'6F4B' Extension 2 Yes
'6F4C' Extension 3 Yes
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File identification Description Change advised
'6F4D' Barred dialling numbers Yes
'6F4E' Extension 5 Yes
'6F4F' Capability configuration parameters 2 Yes
'6F50' CBMIR Yes
'6F52' GPRS Ciphering key KcGPRS No
'6F53' GPRS Location Information Caution
'6F54' SetUp Menu Elements Yes
'6F56' Enabled services table
'6F57' IAccess point name control list
'6F58' Comparison method information
'6F5B' Hyperframe number
'‘6F5C' Maximum value of hyperframe number
'6F5D' Operator PLMN selector Caution
'6F5E' Preferred HPLMN access technology Caution
'6F73' Packet switched location information Caution
'6F74' BCCH No
'6F78' IAccess control class Caution
'6F7B' Forbidden PLMNs Caution
'6F7E' Location information No (Note 1)
'6F80' Incoming call information Yes
'6F81' Outgoing call information Yes
'6F82' Incoming call timer Yes
'6F83' Outgoing call timer Yes
'6FAD' IAdministrative data Caution
'6FB5' Enhanced Multi Level Pre-emption and Priority Yes
'6FB6' IAutomatic Answer for eMLPP Service Yes
'6FB7' Emergency Call Codes Caution
'6FC2' Group identity No
'6FC3' Key for hidden phone book entries
NOTE1:  If EFyg) is changed, the UICC should issue REFRESH as defined in TS 31.111 and update
EFoc) accordingly.
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Annex B (normative):

Image Coding Schemes

The following image coding schemes are applicable to rectangular raster images. Raster image points are assumed to be
of square shape. They are numbered sequentially from 1 onwards, starting at the upper left corner, proceeding line by
line downwards, each linein turn proceeding from left to right, and ending at the image's lower right corner.

The following example illustrates the numbering scheme for raster image points by showing how the corner points are
numbered, assuming an image length of x points and an image height of y points.

1

(x*(y-1)+1)

x*y)

B.1  Basic Image Coding Scheme

This coding scheme applies to rectangular raster images made up of raster points that are either set or not set. This
coding scheme does not support any notion of colour. Image data are coded as follows:

Byte(s) Description Length
1 image width = X 1
2 image height =Y 1
3to K+2 |image body K

Coding of image body:

- The status of each raster image point is coded in one bit, to indicate whether the point is set (status = 1) or not set

(status = 0).

Byte 1:

|BS|b7|b6|b5|b4|b3|b2|b1|

stat us

Byte 2:

|Bs|b7|b6|b5|b4|b3|b2|b1|

etc.

Unused bits shall be set to 1.

st at us
st at us
st at us
st at us
st at us
stat us
st at us

st at us
st at us
stat us
stat us
st at us
st at us
st at us
st at us
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B.2 Colour Image Coding Scheme

This coding scheme applies to coloured rectangular raster images. Raster image point colours are defined as references
into a colour look-up table (CLUT), which contains a subset of the red-green-blue colour space. The CLUT inturnis
located in the same transparent file as the image instance data themselves, at an offset defined within the image instance
data

Image data are coded as follows:

Byte(s) Description Length
1 Image width = X 1
2 Image height =Y 1
3 Bits per raster image point = B 1
4 Number of CLUT entries = C 1
51t06 Location of CLUT (Colour Look-up Table) 2
7 to K+6 Image body K

Bits per raster image point:
Contents:

- the number B of bits used to encode references into the CLUT, thus defining a raster image point's colour. B
shall have avalue between 1 and 8.

Coding:
- binary.

Number of entriesin CLUT:
Contents:

- the number C of entriesin the CLUT which may be referenced from inside the image body. CLUT entries are
numbered from 0 to C-1. C shall have avalue between 1 and 2**B.

Coding:

- binary. The value O shall be interpreted as 256.
Location of CLUT:

Contents:

- thisitem specifies where the CLUT for thisimage instance may be found. The CLUT is always located in the
same transparent file as the image instance data themselves, at an offset determined by these two bytes.

Coding:

- Byte 1: high byte of offset into Image Instance File.

- Byte 2: low byte of offset into Image Instance File.
Image body:

Coding:

- each raster image point uses B bits to reference one of the C CLUT entries for thisimage instance. The
CLUT entry being thus referenced yields the raster image point's colour.The image body is arrayed as for the
Basic Colour Image Coding Scheme, that is, starting with the highest bit of the first raster image point's
colour information.
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Byte 1.

|88|b7|b6|b5|b4|b3|b2|b1|

.. etc
.. etc
. etc
. etc
... etc
Bit B-2 of raster point 1 CLUT reference
Bit B-1 of raster point 1 CLUT reference
Bit B (MSB) of raster point 1 CLUT reference

etc.
Unused bits shall be set to 1.
The CLUT (Colour Look-up Table) for an image instance with C coloursis defined as follows:
Contents:
- CCLUT entries defining one colour each.
Coding:
- the C CLUT entries are arranged sequentially:

Byte(s) of CLUT CLUT Entry
1-3 entry 0
3*(C-1) +1 to 3*C Entry C-1

Each CLUT entry in turn comprises 3 bytes defining one colour in the red-green-blue colour space:

Byte(s) of CLUT enty Intensity of Colour
1 Red
2 Green
3 Blue

A value of 'FF' means maximum intensity, so the definition 'FF' '00" 00" stands for fully saturated red.
NOTE 1: Two or more image instances located in the same file can share asingle CLUT.

NOTE 2: Most MEs capable of displaying colour images are likely to support at least a basic palette of red, green,
blue and white.
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Annex C (normative):
Management of Sequence Numbers

For efficiency reasons, it istaken into account that authentication vectors may be generated in batches (such that all
authentication vectorsin one batch are sent to the same SN/VLR).

In its binary representation, the sequence number consists of two concatenated parts SQN = SEQ || IND. SEQ isthe
batch number, and IND is an index numbering the authentication vectors within one batch. IND represents the | east
significant bits of SQN. If the concept of batches is not supported then the parameter IND is not used and SQN = SEQ.

The USIM keeps track internally of an ordered list of the b highest batch number values it has accepted. In addition, for
each batch number SEQ in thelist, the USIM storesinternally the highest IND value IND(SEQ) it has accepted
associated with that batch number. Let SEQ, o denote the lowest and SEQys denote the highest batch number in thellist.

C.1  Acceptance rule

When a user authentication request arrives, the USIM checks whether the sequence number is acceptable. The sequence
number SON = SEQ || IND is accepted by the USIM if and only if &) and either b) or ¢) hold:

a) SEQ- SEQus<A.

b) SEQisinthelist and IND > IND(SEQ).

c) SEQisnotinthelistand SEQ > SEQ,o.

NOTE 1: The purpose of condition (i) isto protect against wrap around of the counter in the USIM.

The USIM shall also be able to put alimit L on the difference between SEQysand an accepted batch number SEQ. If
such alimit is applied then, in addition to the above conditions, the sequence number shall only be accepted by the
USIM if SEQus - SEQ<L.

NOTE 2: Thisallowsfor amemory-efficient storage of batch numbers: With the exception of SEQys, the batch
numbersin the list need not be stored in full length, if those entriesin the list which would cause the limit
L to be exceeded are removed from the list after a new sequence number has been accepted.

C.2  List update

After a sequence number SQN = SEQ || IND received in a user authentication request has been accepted by the USIM,
the USIM proceeds as follows:

a) Case 1: the batch number SEQ isnot in thelist.

- Thenthelist entry corresponding to SEQ, o is deleted, SEQ isincluded in thelist, IND(SEQ) is set to IND and
SEQ, 0 and SEQys are updated.

b) Case 2: the batch number SEQ isinthelist.

- Then IND(SEQ) is set to IND. If a sequence number received in auser authentication request is rejected the list
remains unaltered.

A USIM shall support alist size of at least xx entries (FFS).
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Annex D (informative):
Tags defined in 31.102

Tag Name of Data Element Usage
'D8' | Indicator for type 1 EFs (amount of records equal to master EF) Phone Book Reference File (EFpgR)
‘DY’ Indicator for type 2 EFs (EFs linked via the index administration file) | phone Book Reference File (EFPBR)
'DA" | Indicator for type 3 EFs (EFs addressed inside a TLV object) Phone Book Reference File (EFpRR)
The following are encapsulated under 'XZ':

'CO" EFapndata object

'C1l'" EFsrdata object

'C2"  EFecr: data object

'‘C3' EFsnedata object

'‘C4' EFanrdata object

'‘C5'  EFpsc data object

'C6' EFgrp data object

'C7"  EFaasdata object

'C8"  EFcasdata object

'C9'  EFupp data object
'DC' | Synchronisation failure Response to AUTHENTICATE
'DB' | Successful 3G authentication Response to AUTHENTICATE
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
valuesin these cases.
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File Identification

Description

Value

'2F00' Application directory Card issuer/operator dependant

'2F05' Preferred languages 'FF...FF'

'2F06' Access rule reference Card issuer/operator dependant

'2FE2' ICC identification operator dependant

'4F20' Image data '00FF...FF'

'4FXX' Image instance data files 'FF...FF'

'4F21" Unique identifier ‘0000

'4F22' Phone book synchronisation counter '00000000'

'4F23' Change counter ‘0000

'4F24' Previous unique identifier ‘0000

'4F30' Phone book reference file Operator dependant

'‘4F3D' Capability configuration parameters 1 'FF...FF'

'4FXX' E-mail addresses 'FF...FF'

'4FXX' Additional number alpha string 'FF...FF'

'4FEXX' Second name entry 'FF...FF'

'4FXX' Abbreviated dialling numbers 'FF...FF'

'4FEXX' Grouping file '00...00'

'4FXX' Grouping information alpha string 'FF...FF'

'4FXX' Phone book control ‘0000

'4FXX' Index administration phone book 'FF...FF'

'4FXX' Additional humber 'FF...FF'

'AFXX' Extension 1 '00FF...FF'

'6F05' Language indication 'FF...FF'

'6F07' IMSI Operator dependant

'6F08' Ciphering and integrity keys 'OFFF...FF'

'6F09' Ciphering and integrity keys for packet 'OFFF...FF'
switched domain

'6F20' Ciphering key Kc 'FF...FFO7'

'6F2C' De-personalization control keys 'FF...FF'

'6F30° User PLMN selector 'FF...FF'

'6F31' HPLMN search period 'FF'

'6F32' Co-operative network list 'FF...FF'

'6F37' ACM maximum value ‘000000’ (see note 1)

'6F38' USIM service table Operator dependant

'6F39' Accumulated call meter ‘000000

'6F3B' Fixed dialling numbers 'FF...FF'

'6F3C' Short messages '00FF...FF'

'6F3E' Group identifier level 1 Operator dependant

'6F3F' Group identifier level 2 Operator dependant

'6F40' MSISDN storage 'FF...FF'

'6F41' PUCT 'FFFFFF0000'

'6F42' SMS parameters 'FF...FF'

'6F43' SMS status 'FF...FF'

'6F45' CBMI 'FF...FF'

'6F46' Service provider name Operator dependant

'6F47 Short message status reports '00FF...FF'

'6F48' CBMID 'FF...FF'

'6F49' Service Dialling Numbers 'FF...FF'

'6F4B' Extension 2 '00FF...FF'

'6F4C' Extension 3 '00FF...FF'

'6F4D' Barred Dialling Numbers 'FF...FF'

'6F4E' Extension 5 '00FF...FF'

'6F4F' Capability configuration parameters 2 'FF...FF'

Continued....
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File Identification Description Value

'6F50' CBMIR 'FF...FF'

'6F52' GPRS Ciphering key KcGPRS 'FF...FFO7'

'6F53' GPRS Location Information 'FFFFFFFF FFFFFF xxFxxx 0000 FF 01'
(see note 2)

'6F54' SetUp Menu Elements Operator dependant

'6F55' Extension 4 'FF...FF'

'6F56' Enabled services table Operator dependant

'6F57' Access point name control list '00FF...FF'

'6F58' Comparison method information 'FF...FF'

'6F5B' Hyperframe number '00...00'

'6F5C' Maximum value of hyperframe number Operator dependant

'6F5D' Operator PLMN selector 'FF...FF'

'6F5E' Preferred HPLMN access technology 'FF...FF'

'6F73' Packet switched location information 'FFFFFFFF FFFFFF xxFxxx 0000 FF 01'
(see note 2)

'6F74' BCCH 'FF...FF'

'6F78' Access control class Operator dependant

'‘6F7B"' Forbidden PLMNs 'FF...FF'

'6F7E Location information 'FFFFFFFF xxFxxx 0000 FF 01' (see note 2)

'‘6F7F' GSM location information 'FFFFFFFF xxFxxx 0000 FF 01' (see note 2)

'6F80' Incoming call information 'FF...FF 000000 00 O1FFFF'

'6F81' Outgoing call information 'FF...FF 000000 01FFFF'

'6F82' Incoming call timer ‘000000

'6F83' Qutgoing call timer ‘000000

'6FAD' Administrative data Operator dependant

'6FB5' EMLPP Operator dependant

'6FB6' AaeM '00'

'6FB7' Emergency call codes Operator dependant

'‘6FC2' Group identity 'FFFFFFFF'

'6FC3' Key for hidden phone book entries 'FF...FF'

NOTE 1: The value '000000' means that ACMmax isnot valid, i.e. thereis no restriction on the ACM. When
assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible
value 'FFFFFF, because the INCREA SE command does not update EFacy, if the units to be added would
exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxFxxx stands for any valid MCC and MNC, coded according to 3G TS 24.008 [9].
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Annex F (informative):
Examples of coding of LSA Descriptor files for SOLSA

This annex is expected to be defined in release 2000 version of the present document.
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Annex G (informative):
Phonebook Example

This example phonebook has more than 254 entries. Additional number (3 additional numbers) information, second
name and e-mail information can be added to each ADN entry. In addition each entry has a 2 byte Unique ID (UID)
attached to it. The phonebook also contains three files that are shared EFgxr1, EFaas and EFgas. Thesefiles are
addressed from inside afile. EFgxry is addressed via EFapn, EFapn1, EFaas iS addressed via EFanr:, EFanr 8Nd EFgas
is addressed via EFgrp, EFcrer. The phonebook supports two levels of grouping and hidden entriesin EFpgc,

Two records are needed in the phonebook reference file PBR '4F30' for supporting more than 254 entries. The content
of the phonebook reference file PBR '4F30' records is as shown in table G.2. The structure of the DFpyonesook 1S
shown intable G.1.

The content of phonebook entries in the range from 1-508 is described in the tables G.3 and G.4.

Table G.1: Structure of EFs inside DFpnonesOOK

DFPHCNEBCX](
' BF3A
| | | | |
EFPBR EFADN EFPBC EFANRA EFANRB
' 4F30° ' 4F3A ' 4F09" ' 4F11° ' 4F13'
| | | | |
EFEXTl EFADNl EFPBCl EFANRAl EFANRBl
' 4FAN ' 4F3B' ' 4FOA ' 4F12' ' 4F14'
| | | | |
EF ans EFoe EFuo S EF e
' 4F4B' ' 4F19° ' 4F21 ' 4F23 ' 4F15'
| | | | |
EFGAS EFSNEl EFUI D1 EFG?PI EFANRCl
' 4F4C ' 4F1A ' 4F22" ' 4F24' ' 4F16'
| | |
EFENN L EFENAI L1 EFext 1
' 4F50’ ' 4F51' ‘ 4F25'

Table G.2: Contents of EFpgr

Rec 1 [Tag'D8/| L="46' [Tag'CO'| L='02' | '4F3A' [Tag'C5| L='02' | '4F09' [Tag'C4'| L='02' [ '4F11' [Tag'C4] L='02' | '4F13' |

[Tag'C4'| L='02' [ '4F15' [Tag'C3] L="02' | '4F19' [Tag'C9] L="02' | '4F21' [Tag'CA] L='02' | '4F50' [Tag'DA] L="0C' |

[Tag'C2|[ L="02' | '4F4A' [Tag'C7'| L='02' | '4F4B' [Tag'C8' L='02' | '4F4C'[ 'FF' |

Rec 2 [Tag'D8] L='46' [Tag'C0O'| L='02' [ '4F3B' [Tag'C5'] L='02' [ '4F0A' [Tag'C4[ L='02' | '4F12' [Tag'C4| L='02' | '4F14' |

[Tag'C4/] L="02' | '4F16' [Tag'C3] L="02' | '4F1A' [Tag'C9] L='02' | '4F22' [Tag'CA] L='02' | '4F51' [Tag'DA] L="0C']

[Tag'C2| L='02' | '4F25' [Tag'C7| L='02' | '4F4B' [Tag'C8] L="02' |[4F4C]| 'FF' |
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Table G.3: Structure of the 254 first entries in the phonebook

Phone AND PBC GRP ANRA | ANRB | ANRC SNE uID EXT1 AAS GAS EMAIL
book 'AF3A 'AF09' | '4F23' | '4F11' | '4F13' | '4F15' '4F19' 'AF21' | '4F4A '4F4B' 'AFAC' | '4F50'
entry

#1 ADN EXT1 | Hidden | Rec n°1| ANR1 ANR2 ANR3 Second uiD Rec '02'| Record | Record | emalil
Content | Ident. | (AID rec | Rec n°3 | Rec n°l | Rec n°2 | Recn°3| Name numbers | no.'s as | address
Bytes (Byte N° 3) '00' Alpha as defined
(1- X+14): String defined in | in GRP
(X+13)) | Rec '02' the ANRs
#2 ADN EXT1 Not Recn°2| ANR1 | ANR2 | ANRS3 Second uID Rec '2A'| Record | Record | emalil
Content | Ident. | Hidden | Rec n°1 | Rec n°1 | Rec n°2 | Rec n°3 Name numbers | no.'s as | address
Bytes (Byte Rec n°3 Alpha as defined
(1- X+14): String defined in | in GRP
(X+13)) | Rec 2A the
ANRs
#3
# 254
Table G.4: Structure of phone book entries 255-508 (Rec 1-254)

Phone AND PBCl1 | GRP1 | ANRA1l | ANRB1 | ANRC1 SNE1 uiD1 EXT1 AAS GAS |EMAIL1
book 'AF3B' 'AFQA' | '4F24' | '4F12' | '4F14' | '4F16' 'AF1A' 'AF22' | '4F4A 'AFAB' 'AFAC' | '4F51'
entry
#255 ADN EXT1 | Hidden | Recn°l| ANR1 | ANR2 | ANRS3 Second uID Rec'02'| Record | Record | email

Content | Ident. (AID |Recn°3|Recn°2|Recn°2|Recn°3| Name numbers | no.'s as | address
Bytes (Byte Rec n® ‘00 Alpha as defined
(1- X+14): 3) String defined in in
(X+13)) | Rec '02' the ANRs| GRP1
#256 ADN EXT1 Not Recn°2| ANR1 | ANR2 | ANRS3 Second uID Rec '2A'| Record | Record | emalil
Content | Ident. | Hidden | Rec n°1 | Rec n°2 | Rec n°2 | Rec n°3 Name numbers | no.'s as | address
Bytes (Byte Rec n°3 Alpha as defined
(1- X+14): String defined in in
(X+13)) | Rec 2A the ANRs| GRP1

#257

#508

Table G5, G6 and G7 show examples of which files may appear after the three main tags ‘D8’,'D9’,' DA’.

Table G5: Tag D8

Description Subclause
EFabn 4423
EFiap 4422
EFexT1 4424
EFpsc 4425
EFcrp 4.4.2.6
EFaas 4.4.2.7
EFanr 4429
EFE-maiI 4.4.2.13
EFexT1 il
EFup 442121

If present in the phone book record EF,py should be the first file ID specified after Tag D8, thus becoming the master

file.
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Table G6: Tag D9

Description Subclause
EFexT1 4424
EFaas 4427
EFaNr 4.4.29
EFE-maiI 4.4.2.13
EFEXTl *kkk
EFsne 4.4.2.10

Table G7: Tag DA

Description Subclause
EFexT1 4.4.2.4
EFpas 4.4.2.7
EFe-mail b
EFexm hrx
EFanr 4428
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Figure G.1: Structure and Relations of the Example Phone Book
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Annex H (informative):
Change history

The table below indicates all change requests that have been incorporated into the present document since it was
initially approved by 3GPP TSG-T.

Change history

Date TSG # TSG Doc. |CR |Rev [Cat |Subject/Comment Old New
2000-04 |TP-07 TP-000014 |001 F Removal of EFappi 3.0.0 3.1.0
TP-000014 002 F Mandatory status for the EFs KcCGPRS&LOCIGPRS
TP-000014 |003 B Implementation of FDN (Fixed Dialling Numbers)

TP-000014 (004 B Barred Dialling Numbers (BDN)
TP-000019 |005 |1 F Emergency call codes
TP-000014 | 006 F Mandatory status for the EF containing the Packet

switched domain keys

TP-000014 |007 Authentication

TP-000014 (008 F Alignment of terminology for authentication; addition of
Kc-GPRS procedure

T

TP-000014 | 009 F Correction to USIM specific FCP coding

TP-000014 |011 F Removal of SoLSA feature from Release 99

TP-000014 |012 F Alignment with 33.102 - AUTHENTICATE Command

TP-000014 |014 B Introduction of e-mail addresses in the Phone Book

TP-000014 |015 C APN control list

TP-000014 (016 F Phone book example

TP-000014 |017 F Alignment with GSM 11.11 R99

TP-000014 (018 F Alignment with 33.102 - Cipher key and integrity key
lifetime

TP-000014 |019 B Operator controlled PLMN selection

TP-000014 |020 C Changes to 31.102 to align with 24.008

TP-000014 |021 D Collection of 31.102 editorial changes - part 1

TP-000014 (023 F Update to pre-personalisation values in Annex E

TP-000014 |024 F Update to "EF changes via Data Download or USAT
applications" table in Annex A

TP-000014 |025 B Addition of security procedures

TP-000014 | 026 F EF_LOCI access conditions
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