ETS| TS 131 102 V12.10.0 (2016-01)

? ETSI77__ O\
()

TECHNICAL SPECIFICATION

Universal Mobile Telecommunications System (UMTS);
LTE;
Characteristics of the
Universal Subscriber Identity Module (USIM) application
(3GPP TS 31.102 version 12.10.0 Release 12)

2

”n

4pvanceD

-
=
®

G

A GLOBAL INITIATIVE



3GPP TS 31.102 version 12.10.0 Release 12 1 ETSI TS 131 102 V12.10.0 (2016-01)

Reference
RTS/TSGC-0631102vca0

Keywords
LTE,UMTS

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +3349294 4200 Fax: +334 936547 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2016.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
http://portal.etsi.org/tb/status/status.asp
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3GPP TS 31.102 version 12.10.0 Release 12 2 ETSITS 131 102 v12.10.0 (2016-01)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, |PRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword
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Modal verbs terminology
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Foreword
This Technical Specification (TS) has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.
Y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

Z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document defines the Universal Subscriber Identity Module (USIM) application. This application resides
onthe UICC, an IC card specified in TS 31.101 [11]. In particular, TS 31.101 [11] specifies the application independent
properties of the UICC/terminal interface such as the physical characteristics and the logical structure.

TS 31.101 [11] is one of the core documents for this specification and is therefore referenced in many placesin the
present document.
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1 Scope

The present document defines the USIM application for 3G telecom network operation.
The present document specifies:

- gpecific command parameters;

- filestructures;

- contents of Efs (Elementary Files);

- security functions;

- application protocol to be used on the interface between UICC (USIM) and ME.

Thisisto ensure interoperability between a USIM and an ME independently of the respective manufacturer, card issuer
or operator.

The present document does not define any aspects related to the administrative management phase of the USIM. Any
internal technical realisation of either the USIM or the ME is only specified where these are reflected over the interface.
The present document does not specify any of the security agorithms which may be used.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

e For aspecific reference, subsequent revisions do not apply.

e For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 21.111: "USIM and IC Card Requirements".

[2] 3GPP TS 22.011: "Service accessibility".

[3] 3GPP TS 22.024: "Description of Charge Advice Information (CAI)".

[4] 3GPP TS 22.030: "Man-Machine Interface (MMI) of the User Equipment (UE)".

[5] 3GPP TS 23.038: "Alphabets and language".

[6] 3GPP TS 23.040: "Technical redlization of the Short Message Service (SMS)".

[7] 3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2.

[8] 3GPP TS 22.067: "enhanced Multi Level Precedence and Pre-emption service (eMLPP) - Stage 1".

[9] 3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocols; Stage
3"

[10] 3GPP TS 24.011: "Point-to-Point (PP) Short Message Service (SMS) support on mobile radio
interface”.

[11] 3GPP TS 31.101: "UICC-Termina Interface, Physical and Logical Characteristics'.

[12] 3GPP TS 31.111: "USIM Application Toolkit (USAT)".
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[13]
[14]
[15]
[16]
[17]
[18]

[19]
[20]

[21]
[22]
[23]
[24]
[25]
[26]

[36]

[37]
[38]

[39]
[40]
[41]
[42]

3GPP TS 33.102: "3GPP Security; Security Architecture”.

3GPP TS 33.103: "3GPP Security; Integration Guidelines'.

3GPP TS 22.086: "Advice of charge (AoC) Supplementary Services - Stage 1".
3GPP TS 23.041: "Technical realization of Cell Broadcast (CB)".

3GPP TS 02.07: "Mobile Stations (M S) features’.

3GPP TS 51.011 Release 4: " Specification of the Subscriber |dentity Module — Mobile Equipment
(SIM —ME) interface”.

SO 639 (1988): "Code for the representation of names of languages”.

ISO/IEC 7816-4: "Integrated circuit cards, Part 4: Organization, security and commands for
interchange”.

Void.

ITU-T Recommendation E.164: "The international public telecommunication numbering plan”.
3GPP TS 23.073: "Support of Localised Service Area (SoLSA); Stage 2".

3GPP TS 22.101: " Service aspects; service principles'.

3GPP TS 23.003: "Numbering, Addressing and Identification™.

Void.

3GPP TS 22.022: "Personalisation of Mobile Equipment (ME); Mobile functionality
specification”.

3GPP TS 44.018 "Mobile Interface Layer3 Specification, Radio Resource control protocol”.

3GPP TS 23.022: "Functions related to Mobile Station (MS) in idle mode and group receive
mode".

3GPP TS 23.057: "Mobile Execution Environment (MexE);Functional description; Stage 2".
3GPP TS 23.122: "NAS Functions related to Mobile Station (MS) in idle mode”.

Void.

3GPP TS 25.101: "UE Radio Transmission and Reception (FDD)".

3GPP TS 45.005: "Radio Transmission and Reception”.

I SO/IEC 8825-1 (2008): "Information technology — ASN.1 encoding rules : Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules
(DER)".

3GPP TS 23.097: "Multiple Subscriber Profile (MSP)".
Void.

3GPP TS 23.140 Release 6: "Multimedia Messaging Service (MMS); Functional description; stage
2",

ETSI TS 102 222 VV7.1.0: "Administrative commands for telecommunications applications”.
3GPP TS 24.234: "3GPP System to WLAN Interworking; UE to Network protocols,Stage 3".
3GPP TS 33.234: "3G Security; Wireless Local Area Network (WLAN) interworking security”.

3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping
architecture”.
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[43]
[44]

[45]

[46]

[47]

[48]
[49]

[50]

[51]

[52]
[53]

[54]
[55]
[56]
[57]
[58]
[59]

[61]
NOTE:
[62]

[63]

[64]

[65]
[66]
[67]

[68]

3GPP TS 33.246: " Security of Multimedia Broadcast/M ulticast Service".

3GPP TS 43.020: "Technical Specification Group Services and system Aspects; Security related
network functions'

3GPP2 X.S0016-000-A v1.0: "3GPP2 Multimedia Messaging System MM S Specification
Overview, Revision A"

3GPP TS 43.068: "Technical Specification Group Core Network; Voice Group Call Service
(VGCYS); Stage 2".

3GPP TS 33.110: "Key establishment between a Universal Integrated Circuit Card (UICC) and a
terminal”.

IETF RFC 3629 (2003): "UTF-8, atransformation format of 1SO 10646".

Open Mobile Alliance; OMA-TS-BCAST _SvcCntProtection
URL.: http://www.openmobilealliance.org/

ETSI TSTS 102 483 v8.1.0: "UICC-Terminal interface; Internet Protocol connectivity between
UICC and Terminal".

3GPP TS 24.301: "Technical Specification Group Core Network and Terminals, Non-Access-
Stratum (NAS) protocol for Evolved Packet Systems (EPS): Stage 3".

3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture”.

3GPP2 C.S0074-A v1.0: "UICC-Termina Interface Physical and Logical Characteristics for
¢cdma2000 Spread Spectrum Systems'

3GPP TS 22.220: " Service requirements for Home NodeBs and Home eNodeBs .

3GPP TS 24.341: "Support of SMS over |P networks; Stage 3"

IETF RFC 3261: "SIP: Session Initiation Protocol".

IETF RFC 3629 (2003): "UTF-8, atransformation format of SO 10646".

3GPP TS 24.285: "Allowed Closed Subscriber Group (CSG) list; Management Object (MO)"

OMA Smartcard-Web-Server Approved Version 1.1 - 12 May 2009
(OMA-TS-Smartcard_Web_Server-V1_1-20090512-A).[60] 1SO/IEC 15948:2003: "Information
technology - Computer graphics and image processing - Portable Network Graphics (PNG):
Functional specification”.

IETF RFC 2046: "Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types'.

Available from http://www.ietf.org/rfc/rfc2046.txt.

ETSI TS 101 220 : "Smart Cards; ETSI numbering system for telecommunication application
providers'.

3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP)
and Session Description Protocol (SDP); Stage 3"

3GPP TS 31.103: "Characteristics of the |P Multimedia Services |dentity Module (ISIM)
application”.

3GPP TS 24.368: "Non-Access Stratum (NAS) configuration Management Object (MO)".
ETSI TS 102 484 V10.1.0: "Smart Cards; Secure channel between a UICC and end-point terminal"

ISO/IEC 7816-15:2004: "Identification cards -- Integrated circuit cards -- Part 15: Cryptographic
information application”

3GPP TS 22.268: "Public Warning System (PWS) Requirements'.
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[69] 3GPP TS 23.401: "Genera Packet Radio Service (GPRS) enhancements for Evolved Universal
Terrestrial Radio Access Network (E-UTRAN) access'

[70] 3GPP TS 24.334: "Proximity-services (ProSe) User Equipment (UE) to Proximity-services
(ProSe) Function Protocol aspects; Stage 3".

[71] 3GPP TS 24.333: " Proximity-services (ProSe) Management Objects (MO)"

[72] 3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects'

[73] 3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2"

[74] 3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource
Control (RRC); Protocol specification”

[75] 3GPP TS 23.032: " Technical Specification Group Services and System Aspects; Universal
Geographical Area Description (GAD)"

[76] 3GPP TS 33.187: " Security aspects of Machine-Type Communications (MTC) and other mobile
data applications communications enhancements’.

[77] 3GPP TS 32.277: " Proximity-based Services (ProSe) charging”.

3 Definitions, symbols, abbreviations and coding
conventions

3.1 Definitions

For the purposes of the present document, the following definition applies.
ADM : access condition to an EF which is under the control of the authority which creates thisfile.

Allocation of these levels and the respective requirements for their fulfilment are the responsibility of the
appropriate administrative authority

The definition of access condition ADM does not preclude the administrative authority from using ALW, PIN,
PIN2 and NEV if required.

A terminal does not need to evaluate access conditions indicated as ADM in the present document.

PIN/ADM: A terminal isrequired to evaluate the access condition and verify it in order to access the EF if the access
condition is set to PIN or PIN2.

EHPL M N: represents the Equivalent HPLMNs for network selection purposes. The behaviour of EHPLMNSs is defined
in TS23.122 [31].

3.2 Symbols

For the purposes of the present document, the following symbols apply:

Il Concatenation

@ Exclusive OR

f1 M essage authentication function used to compute MAC

f1* A message authentication code (MAC) function with the property that no valuable information can
be inferred from the function values of f1* about those of f1, ..., f5 and vice versa

f2 M essage authentication function used to compute RES and XRES

f3 Key generating function used to compute CK

f4 Key generating function used to compute IK
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3.3

For the purposes of the present document, the following abbreviations apply:

3GPP
AC
ACL
ADF
AID
AK
ALW
AMF
AoC
APN
ASME
ASN.1
AuC
AUTN
BDN
BER-TLV
B-TID
CCP
CK
CLI
CNL
CPBCCH
CS
DCK
DF
DO
EF
EPS
FCP
FFS
GSM
HE
HNB
HeNB
IARI
ICC
ICE
ICI
ICT
ID

Idi

Idr

IEl

IK
IMSI

KSI

LI

LSB
MAC
MAC-A
MAC-I|
MBMS
MCC
MexE

Key generating function used to compute AK

Abbreviations

39 Generation Partnership Project
Access Condition

APN Control List

Application Dedicated File

Application Identifier

Anonymity key

ALWays

Authentication Management Field
Advice of Charge

Access Point Name

Access Security Management Entity
Abstract Syntax Notation One
Authentication Centre

Authentication token

Barred Dialling Number

Basic Encoding Rule- TLV
Bootstrapping Transaction Identifier
Capability Configuration Parameter
Cipher key

Calling Line Identifier

Co-operative Network List

COMPACT Packet BCCH

Circuit switched

Depersonalisation Control Keys
Dedicated File

Data Object

Elementary File

Evolved Packet System

File Control Parameters

For Further Study

Global System for Mobile communications
Home Environment

Home NodeB

Home eNodeB

IMS Application Reference Identifier
Integrated Circuit Card

In Case of Emergency

Incoming Call Information

Incoming Call Timer

Identifier

Identity of the initiator

Identity of the responder

Information Element Identifier

Integrity key

International Mobile Subscriber Identity
USIM Individual key

Cryptographic key used by the cipher A5
Key Set Identifier

Language Indication

Least Significant Bit

M essage authentication code

MAC used for authentication and key agreement
MAC used for data integrity of signalling messages
Multimedia Broadcast/Multicast Service
Mobile Country Code

Mobile Execution Environment
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MF Master File
MGV-F MTK Generation and Validation Function
MIKEY Multimedia Internet KEYing
MM Multimedia M essage
MMI Man Machine Interface
MMS Multimedia Messaging Service
MMSS MultiMode System Selection
MNC Mobile Network Code
MODE Indication packet switched/circuit switched mode
MSB Most Significant Bit
MSK MBMS Service Key
MTK MBMS Traffic Key
MUK MBMS User Key
NEV NEVer
NPI Numbering Plan Identifier
OocCl Outgoing Call Information
OoCT Outgoing Call Timer
PBID Phonebook Identifier
PGK ProSe Group Key
PIN Personal Identification Number
PL Preferred Languages
PS Packet switched
PS DO PIN Status Data Object
PTK ProSe Traffic Key
RAND Random challenge
RANDys Random challenge stored in the USIM
RES User response
RFU Reserved for Future Use
RST Reset
SDN Service dialling number
SE Security Environment
SEQp Sequence number for MGV -F stored in the USIM
SFI Short EF Identifier
SGSN Serving GPRS Support Node
SN Serving Network
SON Sequence number
SRES Signed RESponse calculated by a USIM
SW Status Word
TLV Tag Length Value
USAT USIM Application Toolkit
UsIM Universal Subscriber Identity Module
VLR Visitor Location Register
WLAN Wireless Local Area Network
WSID WLAN Specific Identifier
XRES Expected user RESponse
3.4 Coding Conventions

The following coding conventions apply to the present document.

All lengths are presented in bytes, unless otherwise stated. Each byte is represented by bits b8 to b1, where b8 isthe
most significant bit (MSB) and bl isthe least significant bit (LSB). In each representation, the leftmost bit isthe MSB.

The coding of Data Objects in the present document is according to TS 31.101 [11].

XX Single quotes indicate hexadecimal values. Valid elements for hexadecimal values are the numbers
'0'to'9"and'A'to 'F.
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4 Contents of the Files

This clause specifies the Efs for the 3GPP session defining access conditions, data items and coding. A dataitemisa
part of an EF which represents a complete logical entity, e.g. the alphatag in an EF,py record.

A fileis associated with attributes that depending of the file type indicates how dataisto be accessed e.g. file size,
record length etc. Although in the present document some files and data items stored in afile are indicated as having a
fixed length; when reading such structures the terminal shall derive the length of the dataitem from the attributes
provided in the file information i.e. not use the fixed val ue specified for the file in the present document. Although the
terminal is able to read the entire structure it should only use those elementsin the data item which is recognised by the
terminal.

For any EF, when the SFI is not indicated in the description of the fileit is not allowed to assign an SFI. If in the
description of the file an SFI value isindicated the file shall support SFI. The SFI value shall be assigned by the card
issuer. It is mandatory for Efs stating an SFI value ("Y'Y") in the description of their structure to provide an SFI. For files
where in the file description the SFI isindicated as 'Optional’ the file may support an SFI.

For an overview containing al files see figures 4.1 and 4.2.

4.1 Contents of the EFs at the MF level

The EFs at the Master File (MF) level are specified in TS 31.101 [11].
Theinformation in EFp. may be used by the ME for MMI purposes.
Thisinformation may also be used for the screening of Cell Broadcast messages in a preferred language, as follows.

When the CB Message Identifier capability is available, the ME selects only those CB messages the language of which
corresponds to an entry in this EF or in EF_; whichever of these Efsis used (see clause 5.1.1). The CB message
language is defined by the Data Coding Scheme (see TS 23.038 [5]) received with the CB message. The ME shall be
responsible for tranglating the language coding indicated in the Data Coding Scheme for the Cell Broadcast Service (as
defined in TS 23.038 [5]) to the language coding as defined in 1SO 639 [19] if it is necessary to check the language
coding in EFg,.

4.2 Contents of files at the USIM ADF (Application DF) level

The Efsinthe USIM ADF contain service and network related information.

The File 1ds '6F1X" (for Efs), '5F1X" and '5F2X" (for DFs) with X ranging from '0' to 'F' are reserved under the USIM
ADF for administrative use by the card issuer.

4.2.1 EF., (Language Indication)

This EF contains the codes for one or more languages. This information, determined by the user/operator, defines the
preferred languages of the user in order of priority. Thisinformation may be used by the ME for MMI purposes. This
information may also be used for the screening of Cell Broadcast messagesin a preferred language, as follows.
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When the CB Message Identifier capability is available, the ME selects only those CB messages the language of which
corresponds to an entry in this EF or in EFs whichever of these Efsis used (see clause 5.1.1). The CB message
language is defined by the Data Coding Scheme (DCS: see TS 23.038 [5]) received with the CB message. The ME shall
be responsible for trandating the language coding indicated in the Data Coding Scheme for the Cell Broadcast Service
(asdefined in TS 23.038 [5]) to the language coding as defined in SO 639 [19] if it is necessary to check the language
coding in EFg,.

Identifier: '6F 05' | Structure: transparent |  Optional
SFI: '02'
File size: 2n bytes, (n = 1) Update activity: low
Access Conditions:
READ ALW
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 1~ language code (highest priority). M 2 bytes
3t04 2™ language code 0 2 bytes
2n-1to 2n  [N" language code (lowest priority). 0 2 bytes

Coding:

each language code isapair of alpha-numeric characters, defined in 1SO 639 [19]. Each alpha-numeric character
shall be coded on one byte using the SM S default 7-bit coded alphabet as defined in TS 23.038 [5] with bit 8 set
to 0.

Unused language entries shall be set to 'FF FF'.

422  EFws (IMS)

This EF contains the I nternational Mobile Subscriber Identity (IMSI).

Identifier: '6F07" | Structure: transparent | Mandatory
SFI. '07"
File size: 9 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Length of IMSI M 1 byte
2109 IMSI M 8 bytes
- Lengthof IMSI

Contents:

- thelength indicator refersto the number of significant bytes, not including this length byte, required for the IMSI.
Coding:

- according to TS 24.008 [9].

- IMS
Contents:
- International Mobile Subscriber Identity.
Coding:
- thisinformation element is of variable length. If a network operator chooses an IMS| of less than 15 digits, unused
nibbles shall be set to 'F'.

Byte 2
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|b8|B7|b6|B5|b4|b3|b2|b1|

[ 1
0
0

Parity
LSB of Digit 1

MSB of Digit 1

For the parity bit, see TS 24.008 [9].

Byte 3:
[b8 Jo7 Jbs [B5 [pafo3 Jo2 [b1
LSB of Digit 2
MSB of Digit 2
LSB of Digit 3
MSB of Digit 3
etc.

4.2.3 EFkeys (Ciphering and Integrity Keys)

This EF contains the ciphering key CK, the integrity key IK and the key set identifier KSI.

Identifier: '6F08' Structure: transparent | Mandatory
SFI:'08'
File size: 33 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Key set identifier KSI M 1 byte
2to0 17 Ciphering key CK M 16 bytes
18 to 33 Integrity key IK M 16 bytes

- Key Set Identifier KSI.
Coding:

|b8|b7|b6|b5|b4|b3|b2|b1|

KST
bits b4 to b8 are coded 0

- Ciphering key CK.
Coding:
- theleast significant hit of CK isthe least significant bit of the 17" byte. The most significant bit of CK is the most
significant bit of the 2™ byte.

- Integrity key IK.
Coding:
- theleast significant hit of IK isthe least significant bit of the 33" byte. The most significant bit of IK is the most
significant bit of the 18" byte.
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4.2.4 EFkeysps (Ciphering and Integrity Keys for Packet Switched domain)

This EF contains the ciphering key CKPS, the integrity key IKPS and the key set identifier KSIPS for the packet
switched (PS) domain.

Identifier: '6F09' | Structure: transparent | Mandatory
SFI: '09'
File size: 33 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Key set identifier KSIPS M 1 byte
21017 Ciphering key CKPS M 16 bytes
18 to 33 Integrity key IKPS M 16 bytes

- Key Set Identifier KSIPS.
Coding:

|b8|b7|b6|b5|b4|b3|b2|b1|

KSIPS
bits b4 to b8 are coded 0

- Ciphering key CKPS.
Coding:
- theleast significant hit of CKPS isthe least significant bit of the 17" byte. The most significant bit of CKPSisthe
most significant bit of the 2™ byte.

- Integrity key IKPS.
Coding:
- theleast significant bit of IKPSisthe least significant bit of the 33" byte. The most significant bit of IKPS is the
most significant bit of the 18" byte.

4.2.5 EFpLvnwact (User controlled PLMN selector with Access Technology)
If servicen® 20 is"available", this file shall be present.

This EF contains the coding for n PLMNSs, where nis at least eight. Thisinformation is determined by the user and
defines the preferred PLMNSs of the user in priority order. The first record indicates the highest priority and the n'"
record indicates the lowest. The EF also contains the Access Technologies for each PLMN in thislist. (see
TS23.122[31])
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Identifier: '6F60" | Structure: transparent |  Optional
SFI: '0A’
File size: 5n (where n >8 bytes) Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1t03 1> PLMN (highest priority) M 3 bytes
4105 15 PLMN Access Technology Identifier M 2 bytes
608 2" PLMN M 3 bytes
9to 10 2" PLMN Access Technology |dentifier M 2 bytes
36 to 38 8" PLMN M 3 bytes
39 to 40 8" PLMN Access Technology Identifier M 2 bytes
41 to 43 9" PLMN 0 3 bytes
44 to 45 9™ PLMN Access Technology Identifier 0 2 bytes
(5n-4) to (5n-2) [N™ PLMN (lowest priority) 0 3 bytes
(5n-1) to 5n N™ PLMN Access Technology Identifier 0 2 bytes
- PLMN
Contents:
- Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).
Coding:

- accordingto TS 24.008 [9].
- Access Technology Identifier:
Coding:
- 2 bytesare used to select the access technology where the meaning of each bit is as follows:
- bit = 1: access technology selected;
- bit = 0: access technology not selected.

Bytebn-1:

|b8|b7|b6|b5|b4|b3|b2|b1|

RFU
RFU
RFU
RFU
RFU
RFU
E-UTRAN
UTRAN

Byte 5n:

|b8|b7|b6|b5|b4|b3|b2|b1|

RFU

RFU

RFU

RFU

cdma2000 1xRTT
cdma2000 HRPD
GSM COMPACT
GSM

4.2.6 EFuppuvn (Higher Priority PLMN search period)

This EF contains the interval of time between searches for a higher priority PLMN (see TS 22.011 [2]).
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Identifier: '6F31' | Structure: transparent | Mandatory
SFI: '12'
File size: 1 byte Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Time interval M 1 byte
- Timeinterval.
Contents:
the time interval between two searches.
Coding:

the timeinterval is coded in integer multiples of n minutes. The range is from n minutes to a maximum value. The
value '00" indicates that no attempts shall be made to search for any higher priority PLMN. The encoding is:

- '00: No higher priority PLMN search attempts;
- '01" nminutes;

- '02%  2n minutes,

- 'YZ' (16Y+Z)n minutes (maximum value).

- All other values shall be interpreted by the ME as a default period.

For specification of the integer timer interval n, the maximum val ue and the default period refer to TS 22.011 [2].

4.2.7 EFacvmax (ACM maximum value)
If servicen® 13 is"available", thisfile shall be present.

This EF contains the maximum value of the accumulated call meter.

Identifier: '6F37' | Structure: transparent |  Optional
File size: 3 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to3 Maximum value M 3 bytes

- Maximum value.

Contents:
- maximum value of the Accumulated Call Meter (ACM).
Coding:
First byte:
|b8|b7|b6|b5|b4|b3|b2|bl|
223 522 521 5,20 ,19 5,18 ,17  ,16
Second byte:
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| bs | b7 | b6 | b5 | b4 | b3 | b2 | bl |

Third byte:

| bs | b7 | b6 | b5 | b4 | b3 | b2 | bl |

27 26 25 ¢ 3 52 ol 50

For instance, '00' '00' '30' represents 25+24,
All ACM datais stored in the USIM and transmitted over the USIM/ME interface as binary.
ACMmax isnot valid, asdefined in TS 22.024 [3], if it is coded '000000'".

If aGSM application is present on the UICC and the ACMmax valueis to be shared between the GSM and the USIM
application thisfile shall be shared between the two applications.
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4.2.8 EFyust (USIM Service Table)

This EF indicates which services are available. If aserviceisnot indicated as available in the USIM, the ME shall not
select this service.

Identifier: '6F38' | Structure: transparent | Mandatory
SFI: '04'
File size: X bytes, (X2 1) Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Services n°lton°8 M 1 byte
2 Services n°9ton°16 (0] 1 byte
3 Services n°17 to n°24 o 1 byte
4 Services n°25 to n°32 (0] 1 byte
etc.
X Services n°(8X-7) to n°(8X) O 1 byte
-Services
Contents:  Service n°1: Local Phone Book
Service n°2: Fixed Dialling Numbers (FDN)
Service n°3: Extension 2
Service n°4: Service Dialling Numbers (SDN)
Service n°5: Extension3
Service n°6: Barred Dialling Numbers (BDN)
Service n°7: Extension4
Service n°8: Outgoing Call Information (OCI and OCT)
Service n°9: Incoming Call Information (ICl and ICT)

Service n°10:
Service n°11:
Service n°12:
Service n°13:
Service n°14:
Service n°15:
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25:
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32:
Service n°33:
Service n°34:
Service n°35:
Service n°36:
Service n°37:
Service n°38:
Service n°39:
Service n°40:
Service n°41:

Short Message Storage (SMS)

Short Message Status Reports (SMSR)
Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters 2 (CCP2)
Cell Broadcast Message Identifier

Cell Broadcast Message Identifier Ranges
Group Identifier Level 1

Group Ildentifier Level 2

Service Provider Name

User controlled PLMN selector with Access Technology
MSISDN

Image (IMG)

Support of Localised Service Areas (SoLSA)
Enhanced Multi-Level Precedence and Pre-emption Service
Automatic Answer for eMLPP

RFU

GSM Access

Data download via SMS-PP

Data download via SMS-CB

Call Control by USIM

MO-SMS Control by USIM

RUN AT COMMAND command

shall be set to '1'

Enabled Services Table

APN Control List (ACL)

Depersonalisation Control Keys
Co-operative Network List

GSM security context

CPBCCH Information

Investigation Scan

MexE
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Service n°42:
Service n°43:
Service n°44:
Service n°45:
Service n°46:
Service n°47:
Service n°48:
Service n°49;
Service n°50:
Service n°51:
Service n°52
Service n°53
Service n°54
Service n°55
Service n°56
Service n°57
Service n°58
Service n°59
Service n°60
Service n°61
Service n°62
Service n°63
Service n°64
Service n°65
Service n°66
Service n°67
Service n°68
Service n°69
Service n°70
Service n°71
Service n°72
Service n°73
Service n°74
Service n°75
Service n°76
Service n°77
Service n°78
Service n°79
Service n°80
Service n°81
Service n°82
Service n°83
Service n°84
Service n°85
Service n°86
Service n°87
Service n°88
Service n°89
Service n°90
Service n°91
Service n°92
Service n°93
Service n°94
Service n°95
Service n°96
Service n°97
Service n°98
Service n°99
Service n°100
Service n°101
Service n°102
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Operator controlled PLMN selector with Access Technology
HPLMN selector with Access Technology
Extension 5

PLMN Network Name

Operator PLMN List

Mailbox Dialling Numbers

Message Waiting Indication Status

Call Forwarding Indication Status

Reserved and shall be ignored

Service Provider Display Information

Multimedia Messaging Service (MMS)

Extension 8

Call control on GPRS by USIM

MMS User Connectivity Parameters

Network's indication of alerting in the MS (NIA)
VGCS Group Identifier List (EFVGCS and EFVGCSS)
VBS Group Identifier List (EFves and EFygss)
Pseudonym

User Controlled PLMN selector for I-WLAN access
Operator Controlled PLMN selector for I-'WLAN access
User controlled WSID list

Operator controlled WSID list

VGCS security

VBS security

WLAN Reauthentication Identity

Multimedia Messages Storage

Generic Bootstrapping Architecture (GBA)

MBMS security

Data download via USSD and USSD application mode
Equivalent HPLMN

Additional TERMINAL PROFILE after UICC activation
Equivalent HPLMN Presentation Indication

Last RPLMN Selection Indication

OMA BCAST Smart Card Profile

GBA-based Local Key Establishment Mechanism
Terminal Applications

Service Provider Name Icon

PLMN Network Name Icon

Connectivity Parameters for USIM IP connections
Home I-WLAN Specific Identifier List

I-WLAN Equivalent HPLMN Presentation Indication
I-WLAN HPLMN Priority Indication

I-WLAN Last Registered PLMN

EPS Mobility Management Information

Allowed CSG Lists and corresponding indications
Call control on EPS PDN connection by USIM
HPLMN Direct Access

eCall Data

Operator CSG Lists and corresponding indications
Support for SM-over-I1P

Support of CSG Display Control

Communication Control for IMS by USIM
Extended Terminal Applications

Support of UICC access to IMS

Non-Access Stratum configuration by USIM

PWS configuration by USIM

RFU

URI support by UICC

Extended EARFCN support

ProSe

USAT Application Pairing

The EF shall contain at |east one byte. Further bytes may be included, but if the EF includes an optional byte, thenit is
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytesin the EF. The coding falls under the responsibility of the 3GPP.

Service n°95 and n°99 shall not be declared "available" if an 1SIM application is present on the UICC.
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Coding:

1 bit isused to code each service:
bit = 1: service available;
bit = O: service not available.

ETSI TS 131 102 V12.10.0 (2016-01)

- Service available means that the USIM has the capability to support the service and that the serviceis available
for the user of the USIM unless the service isidentified as "disabled" in EFgst.
Service not available means that the service shall not be used by the USIM user, even if the USIM has the

capability to support the service.
First byte:

|b8|b7|b6|B5|B4|b3|b2|b1|

Service
Service
Service
Service
Service
Service
Service
Service

Second byte:

|b8|b7|b6|B5|B4|b3|b2|b1|

Service
Service
Service
Service
Service
Service
Service
Service

€tc.

429 EFacv (Accumulated Call Meter)

If servicen® 13 is"available", this file shall be present.

ne2
nes3
ne4
nes
ne°e
ne’7
nes

ne9

n°1o0
n°ll
ne°l2
n°il3
ne°l4
nei1s
ne°le

This EF contains the total number of units for both the current call and the preceding calls.

NOTE: Theinformation may be used to provide an indication to the user for advice or asabasis for the
calculation of the monetary cost of calls (see TS 22.086 [19]).

Identifier: '6F39" | Structure: cyclic |  Optional

SFI: Optional

Record length: 3 bytes

Update activity: high

Access Conditions:

READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)

INCREASE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to3 Accumulated count of units M 3 bytes

values.

NOTE: If a SFlis assigned, the recommended value is "1C". However cards may exist
that indicate another value. Therefore the terminal shall be able to handle other

- Accumulated count of units
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Contents:

value of the ACM.

Coding:

see the coding of EFacmmex-

If a GSM application is present on the UICC and the ACM value is to be shared between the GSM and the USIM
application this file shall be shared between the two applications.

4.2.10 EFgp: (Group Identifier Level 1)

If servicen® 17 is"available", this file shall be present.

This EF contains identifiers for particular USIM-ME associations. It can be used to identify a group of USIMsfor a
particular application.

Identifier: '6F3E’ | Structure: transparent | Optional
File size: n bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lton USIM group identifier(s) o n bytes

4.2.11 EFgp2 (Group Identifier Level 2)

If servicen® 18 is"available", this file shall be present.

This EF containsidentifiers for particular USIM-ME associations. It can be used to identify a group of USIMsfor a
particular application.

Identifier: '6F3F" | Structure: transparent |  Optional
File size: n bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lton USIM group identifier(s) o n bytes

NOTE: The structure of EFg p; and EFgp, isidentical. They are provided to allow the network operator to
enforce different levels of security dependant on an application.

4.2.12 EFspy (Service Provider Name)

If servicen® 19 is"available", this file shall be present.

This EF contains the service provider name in text format and appropriate requirements for the display by the ME. The
service provider name may aso be provided in a graphical format in EFspy. The ME shall use the service provider
name in the text format or the graphical format or both to display the service provider name according to the rules
defined in section 4.2.88.
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Identifier: '6F46' | Structure: transparent |  Optional
File Size: 17 bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Display Condition M 1 byte
21017 Service Provider Name M 16 bytes

- Display Condition
Contents: display condition for the service provider name in respect to the registered PLMN (see TS 22.101 [24]).
Coding:

|b8|b7|b6|b5|b4|b3|b2|bl|

bl=0: display of registered PLMN name not required
when registered PLMN is either HPLMN or a PLMN in
the service provider PLMN list (see EFsppr) -

Bl=1: display of registered PLMN name required when
registered PLMN is either HPLMN or a PLMN in the
service provider PLMN list (see EFgpp) .

B2=0: display of the service provider name is
required when registered PLMN is neither HPLMN nor a
PLMN in the service provider PLMN list (see EFgppr) -
B2=1: display of the service provider name is not
required when registered PLMN is neither HPLMN nor a
PLMN in the service provider PLMN list (see EFgppr) -
RFU (see TS 31.101)

- Service Provider Name
Contents:
service provider string

Coding:
the string shall use:
- either the SMSdefault 7-bit coded alphabet as defined in TS 23.038 [5] with bit 8 set to 0. The string
shall be left justified. Unused bytes shall be set to 'FF'.
- or one of the UCS2 code options defined in the annex of TS 31.101 [11].

4.2.13 EFpyct (Price per Unit and Currency Table)

If servicen® 13 is"available", this file shall be present.

This EF contains the Price per Unit and Currency Table (PUCT). The PUCT is Advice of Charge related information
which may be used by the ME in conjunction with EF,cy to compute the cost of callsin the currency chosen by the
subscriber, as specified in TS 22.024 [3].

Identifier: '6F41' | Structure: transparent |  Optional
File size: 5 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to3 Currency code M 3 bytes
4105 Price per unit M 2 bytes

- Currency code
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Contents:
the alpha-identifier of the currency code.

Coding:
bytes 1, 2 and 3 are the respective first, second and third character of the alphaidentifier. This apha-tagging shall
use the SMS default 7-bit coded alphabet as defined in TS 23.038 [5] with bit 8 set to O.

- Price per unit
Contents:
price per unit expressed in the currency coded by bytes 1 to 3.

Coding:

byte 4 and bits b1 to b4 of byte 5 represent the Elementary Price per Unit (EPPU) in the currency coded by bytes 1
to 3. Bits b5 to b8 of byte 5 are the decimal logarithm of the multiplicative factor represented by the absol ute value of
its decimal logarithm (EX) and the sign of EX, which is coded O for a positive sign and 1 for a negative sign.

Byte 4.

|b8|b7|b6|b5|b4|B3|b2|b1|

511 510 5,9 .8 5,7 5,6 5,5 .4 of EPPU

Byte 5:

|b8|b7|b6|b5|b4|b3|b2|bl|
T T T T

23 32 31 50 of EPPU

Sign of EX

29 of Abs (EX)
21 of Abs (EX)
22 of Abs (EX)

- The computation of the price per unit value is made by the ME in compliance with TS 22.024 [3] by the
following formula:

price per unit = EPPU * 108X,
- The price has to be understood as expressed in the coded currency.
If aGSM application is present on the UICC and the PUCT information isto be shared between the GSM and the
USIM application, then thisfile shall be shared between the two applications.
4.2.14 EFcgw (Cell Broadcast Message identifier selection)
If servicen® 15 is"available", thisfile shall be present.

This EF contains the Message | dentifier Parameters which specify the type of content of the cell broadcast messages
that the subscriber wishes the UE to accept.

Any number of CB Message Identifier Parameters may be stored in the USIM. No order of priority is applicable.

Identifier: '6F45' | Structure: transparent | Optional
File size: 2 n bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 CB Message Identifier 1 (0] 2 bytes
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3to4 CB Message Identifier 2 0] 2 bytes

2n-1to 2n  |CB Message Identifier n 0] 2 bytes

- Cell Broadcast Message Identifier
Coding:
- asinTS23.041[16], "Message Format on BTS-MS Interface - Message Identifier”;
- vaueslisted show the types of message which shall be accepted by the UE;
- unused entries shall be set to 'FF FF'.

4.2.15 EFacc (Access Control Class)

This EF contains the assigned access control class(es). The access control classis a parameter to control the access
attempts. 15 classes are split into 10 classes randomly allocated to normal subscribers and 5 classes allocated to specific
high priority users. For more information see TS 22.011 [2].

Identifier: '6F78' | Structure: transparent | Mandatory
SFI: '06'
File size: 2 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 Access control classes M 2 bytes

- Access control classes
Coding:
- each ACC iscoded on one bit. An ACC is"alocated” if the corresponding bit is set to 1 and "not alocated" if this
bitisset to 0. Bit b3 of byte 1 isset to 0.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|
I I I I I I I I
15 14 13 12 11 10 09 08 Number of the ACC (except for bit b3)

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|bl|
T T T T T T T T
07 06 05 04 03 02 01 00 Number of the ACC

4.2.16 EFgp my (Forbidden PLMNS)

This EF contains the coding for n Forbidden PLMNs (FPLMN). It isread by the ME as part of the USIM initialization
procedure and indicates PLMNs which the UE shall not automatically attempt to access.

A PLMN iswritten to the EF if a network rejects a Location Update with the cause "PLMN not allowed". The ME shall
manage the list as follows.

When n FPLMNs are held in the EF, and rejection of afurther PLMN is received by the ME from the network, the ME
shall modify the EF using the UPDATE command. This new PLMN shall be stored in the " position, and the existing
list "shifted" causing the previous contents of the first position to be lost.

When less than n FPLMNs exist in the EF, storage of an additional FPLMN shall not cause any existing FPLMN to be
lost.
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Dependent upon procedures used to manage storage and deletion of FPLMNs in the EF, it is possible, when lessthan n
FPLMNs exist in the EF, for 'FFFFFF' to occur in any position. The ME shall analyse al the EF for FFLMNs in any
position, and not regard 'FFFFFF' as atermination of valid data.

Identifier: '6F7B' | Structure: transparent | Mandatory
SFI: '0D'
File size: 3n bytes, (nz 4) Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to3 PLMN 1 M 3 bytes
4t06 PLMN 2 M 3 bytes
7t09 PLMN 3 M 3 bytes
10to 12 PLMN 4 M 3 bytes
(3n-2)to 3n_ [PLMN n o 3 bytes
- PLMN
Contents:
Mobile Country Code (M CC) followed by the Mobile Network Code (MNC).
Coding:

according to TS 24.008 [9].

For instance, using 246 for the MCC and 81 for the MNC and if thisis stored in PLMN 3 the contents is as follows:
Bytes7t09: '42''F6''18'.

If storage for fewer than n PLMNSs s required, the unused bytes shall be set to 'FF'.

4.2.17 EF_oc (Location Information)

This EF contains the following Location Information:

- Temporary Mobile Subscriber Identity (TMSI);
- Location Area Information (LAI);
- Location update status.

See clause 5.2.5 for specia requirements when updating EF_oc.

Identifier: '6F7E' | Structure: transparent | Mandatory
SFI: '0B'
File size: 11 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 TMSI M 4 bytes
5t09 LAI M 5 bytes
10 RFU M 1 byte
11 Location update status M 1 byte
- TMS
Contents:

Temporary Mobile Subscriber Identity.

Coding:
according to TS 24.008 [9].
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|Bs|b7|b6|b5|b4|133|b2|b1|

MSB

- LAl
Contents:
Location Area Information.

Coding:
accordingto TS 24.008 [9].

Byte 5: first byte of LAI

|b8|b7|b6|b5|b4|b3|b2|bl|

MSB

- Location update status
Contents:
status of location update according to TS 24.008 [9].

Coding:
Byte 11:
Bits: b3 b2 bl
0 O O : updated.
0 O 1 : notupdated.
0O 1 0 :PLMN notallowed.
0O 1 1 : LocationAreanot allowed.
1 1 1 :reserved.

Bitsb4 to b8 are RFU (see TS 31.101 [11)).

4.2.18 EFxp (Administrative Data)

This EF contains information concerning the mode of operation according to the type of USIM, such as normal (to be
used by PLMN subscribers for 3G operations), type approval (to allow specific use of the ME during type approval
procedures of e.g. the radio equipment), cell testing (to allow testing of a cell before commercial use of this cell),
manufacturer specific (to allow the ME manufacturer to perform specific proprietary auto-test inits ME during e.g.
mai ntenance phases).

It also provides an indication about how some ME features shall work during normal operation as well as information
about the length of the MNC, which is part of the International Mobile Subscriber Identity (IMS]).

Identifier: '6FAD' | Structure: transparent | Mandatory
SFI: '03'
File size: 4+X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 UE operation mode M 1 byte
2t03 Additional information M 2 bytes
4 length of MNC in the IMSI M 1 byte
5 to 4+X RFU (®) X bytes

- UE operation mode:
Contents:
mode of operation for the UE
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Coding:
Initial value
- '00" normal operation.
- '80' type approval operations.
- '01' normal operation + specific facilities.
- '81'type approval operations + specific facilities.
- '02' maintenance (off line).
- '04' cell test operation.
All other values are RFU

- Additional information:
Contents:
additional information depending on the UE operation mode

Coding:
- specific facilities (if b1=1in byte 1):

Byte 2 (first byte of additional information):

|b8|b7|b6|b5|b4|b3|b2|bl|

RFU (see TS 31.101)

Byte 3 (second byte of additional information):

|b8|b7|b6|b5|b4|b3|b2|bl|
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bl=0: ciphering indicator feature disabled
bl=1: ciphering indicator feature enabled

b2: CSG Display Control bit, see below
b3: ProSe services for Public Safety, see below
RFU (see TS 31.101)

bl is used to control the ciphering indicator feature as specified in TS 22.101 [24].

b2 is used to indicate which CSGs the UE shall display during manual CSG selection. This bit
corresponds to the value of OperatorCSGEntries Only leaf described in TS 24.285 [58]. This bit shall be

ignored when service n°92 is not "available".

- b2=0: for every PLMN not included in EF_OCSGL, or for which a CSG display indicator tag is not
present, al available CSGs can be displayed without any restriction.

- b2=1. for every PLMN not included in EF_OCSGL or any PLMN for which a CSG display indicator
tag is not present, only the available CSGs found in the Operator CSG list shall be displayed.

b3 is used to indicate whether the USIM enables the Public Safety UE to use the ME provisioning
parameters for Public Safety usage, in the cases described in TS 24.334 [70].

- b3=0: the ME is not authorized for ProSe services for Public Safety usage (i.e. Direct Discovery and
Direct Communication as per TS 24.334 [70]) without contacting the ProSe Function.

- b3=1: the ME is authorized to use the parameters stored in the USIM or in the ME for ProSe services
for Public Safety usage, as described in TS 24.334 [70] without contacting the ProSe Function.

- ME manufacturer specific information (if b2=1 in byte 1):

Byte 2 (first byte of additional information):

|B8|b7|b6|B5|B4|b3|b2|b1|

Any value

Byte 3 (second byte of additional information):

|B8|b7|b6|b5|B4|b3|b2|b1|

Any value
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- Length of MNC intheIMSI:
Contents:
The length indicator refers to the number of digits, used for extracting the MNC from the IMSI

Coding:
Byte 4:
|b8|b7|b6|b5|b4|b3|b2|b1|

This value codes the number of digits of the MNC in
the IMSI. Only the values '0010' and '0011' are
currently specified, all other values are reserved
for future use.
RFU (see TS 31.101)

4.2.19 Void

4.2.20 EFcup (Cell Broadcast Message ldentifier for Data Download)
If servicen® 29 is"available", thisfile shall be present.

This EF contains the message identifier parameters which specify the type of content of the cell broadcast messages
which are to be passed to the USIM.

Any number of CB message identifier parameters may be stored in the USIM. No order of priority is applicable.

Identifier: '6F48' | Structure: transparent |  Optional
SFI: 'OE'
File size: 2n bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 CB Message Identifier 1 0] 2 bytes
3to4 CB Message Identifier 2 0] 2 bytes
2n-1to 2n  |CB Message Identifier n 0] 2 bytes

- Cell Broadcast Message |dentifier.
Coding:
- asinTS23.041[16]. Values listed show the identifiers of messages which shall be accepted by the UE to be passed
to the USIM.
Unused entries shall be set to 'FF FF'.
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4.2.21

EFecc (Emergency Call Codes)

This EF contains emergency call codes.

ETSI TS 131 102 V12.10.0 (2016-01)

Identifier: '6FB7' | Structure: linear fixed | Mandatory
SFI: '01'
Record size: X+4 bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to3 Emergency Call Code M 3 bytes
4 to X+3 Emergency Call Code Alpha Identifier (@) X bytes
X+4 Emergency Service Category M 1 byte

Emergency Call Code.

Contents:
- Emergency Call Code.

Coding:
- the emergency call codeis of avariable length with a maximum length of 6 digits. Each emergency call codeis

coded on three bytes, with each digit within the code being coded on four bits as shown below. If a code of lessthan 6
digitsis chosen, then the unused nibbles shall be set to 'F'.

Byte 1:

Byte 2:

Byte 3:

|b8|b7|b6

|b5|b4|b3|b2|b1|

LSB

MSB
LSB

MSB

|b8|b7|b6

|b5|b4|b3|b2|b1|

LSB

MSB
LSB

MSB

|b8|b7|b6

|b5|b4|b3|b2|b1|

LSB

MSB
LSB

MSB

Emergency Call Code

Alpha ldentifier.
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Contents:
Information about the dialled emergency number to be displayed to the user.

Coding:
this alpha-tagging shall use
either:
- the SMSdefault 7-bit coded al phabet as defined in TS 23.038 [5] with bit 8 set to 0. The alphaidentifier shall
be left justified. Unused bytes shall be set to 'FF.
Or
- oneof the UCS2 coded options as defined in the annex of TS 31.101 [11].

- Emergency Service Category.
Contents:
Information to be sent to the network indicating the category of the emergency call.

Coding:
Coding according to TS 24.008 [9].

4.2.22 EFcur (Cell Broadcast Message Identifier Range selection)
If servicen® 16 is"available", thisfile shall be present.
This EF contains ranges of cell broadcast message identifiers that the subscriber wishes the UE to accept.

Any number of CB Message | dentifier Parameter ranges may be stored in the USIM. No order of priority is applicable.

Identifier: '6F50' | Structure: transparent |  Optional
File size: 4n bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to4 CB Message Identifier Range 1 0] 4 bytes
5t08 CB Message Identifier Range 2 0] 4 bytes
(4n-3) to 4n CB Message ldentifier Range n (®) 4 bytes

- Cell Broadcast Message Identifier Ranges.
Contents:
- CB Message |dentifier ranges.

Coding:

- bytes one and two of each range identifier equal the lower value of a cell broadcast range, bytes three and four equal
the upper value of a cell broadcast range, both values are coded asin TS 23.041 [16] "Message Format on BTS-MS
Interface - Message Identifier”. Vaues listed show the ranges of messages which shall be accepted by the UE.

Unused entries shall be set to 'FF FF FF FF.

4.2.23 EFpsLoc (Packet Switched location information)
This EF contains the following Location Information:

- Packet Temporary Mobile Subscriber Identity (P-TMSI);

- Packet Temporary Mobile Subscriber Identity signature value (P-TMSI signature value);
- Routing Area Information (RAI);

- Routing Area update status.
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Identifier: '6F73' | Structure: transparent | Mandatory
SFI: '0C'
File size: 14 bytes Update activity: high
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
lto4d P-TMSI M 4 bytes
5t07 P-TMSI signature value M 3 bytes
8 t013 RAI M 6 bytes

14 Routing Area update status M 1 byte
- P-TMSI.
Contents:

Packet Temporary Mobile Subscriber Identity.

Coding:
according to TS 24.008 [9].

Byte 1: first byte of P-TMSI

|b8|b7|B6|B5|B4|B3|b2|b1|

MSB

- P-TMSI signature value.
Contents:
Packet Temporary Mobile Subscriber Identity signature val ue.

Coding:
accordingto TS 24.008 [9].

Byte 5: first byte of P-TMSI signature value.

|B8|b7|B6|B5|B4|B3|b2|bl|

MSB

- RAI
Contents:
Routing Area Information.

Coding:
accordingto TS 24.008 [9].

Byte 8: first byte of RAI

|b8|b7|b6|b5|b4|b3|b2|b1|

MSB

- Routing Area update status.
Contents:
status of routing area update according to TS 24.008 [9].
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Coding:
byte 14.
Bits: b3 b2 bl
0 0 O : updated.
0 O 1 : notupdated.
0O 1 0 :PLMN notallowed.
0 1 1 : RoutingAreanot allowed.
1 1 1 :reserved

Bitsb4 to b8 are RFU (see TS 31.101 [11])

4.2.24 EFgpy (Fixed Dialling Numbers)

If service n° 2 and/or service n® 89 is "available", thisfile shall be present.

This EF contains Fixed Dialling Numbers (FDN) and/or Supplementary Service Control strings (SSC). In addition it
contains identifiers of associated network/bearer capabilities and identifiers of extension records at the USIM ADF
level. It may also contain an associated alpha-tagging. If thisfileis present in the USIM, the Enabled Services
Table (EFgst) shall also be present.

Identifier: '6F3B' | Structure: linear fixed | Optional
Record length: X+14 bytes | Update activity: low
Access Conditions:

READ PIN

UPDATE PIN2

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha Identifier o X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte

X+3to X+12 [Dialling Number/SSC String M 10 bytes

X+13 Capability/Configuration2 Record Identifier M 1 byte
X+14 Extension2 Record ldentifier M 1 byte

For contents and coding of &l data items see the respective data items of the EFpy (clause 4.4.2.3), with the exception
that extension records are stored in the EFgxrs.

By default, destination addresses which are not in EF-py shall not be allowed on any CS bearer service/teleservice, or
IMS communication or SMS when FDN is enabled.

For the FDN proceduresrelated to SMS see TS 22.101 [24] and TS 31.111 [12].
NOTE: Thevaueof X (the number of bytesin the alpha-identifier) may be different to the length denoted X in

4.2.25 EFgsys (Short messages)

If servicen® 10is"available", this file shall be present.

This EF contains information in accordance with TS 23.040 [6] comprising short messages (and associated parameters)
which have either been received by the UE from the network, or are to be used as an UE originated message.
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Identifier: '6F3C' | Structure: linear fixed |  Optional
Record length: 176 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Status M 1 byte
210176 Remainder M 175 bytes
- Status.
Contents:

Status byte of the record which can be used as a pattern in the SEARCH RECORD command. For UE originating
messages sent to the network, the status shall be updated when the UE receives a status report, or sends a successful
SMS Command relating to the status report.

Coding:
|b8|b7|b6|b5|b4|b3|b2|b1|
T T
X X 0 free space
X X 1 used space
0 0 1 message received by UE from network; message read
0 1 1 message received by UE from network; message to be
read
1 1 1 UE originating message; message to be sent
RFU (see TS 31.101 [11])

|b8|b7|b6|b5|b4|b3|b2|b1|

T T T T T
X X 1 0 1 UE originating message; message sent to the network:
0 0 1 0 1 Status report not requested
0 1 1 0 1 Status report requested but not (yet) received;
1 0 1 0 1 Status report requested, received but not stored
in EF-SMSR;
1 1 1 0 1 Status report requested, received and stored
in EF-SMSR;
RFU (see TS 31.101 [11])

- Remainder.

Contents:
This dataitem commences with the TS-Service-Centre-Address as specified in TS 24.011 [10]. The bytes

immediately following the TS-Service-Centre-Address contain an appropriate short message TPDU as specified in
TS 23.040 [6], with identical coding and ordering of parameters.

Coding:
according to TS 23.040 [6] and TS 24.011 [10]. Any TP-message reference contained in an UE originated message
stored in the USIM, shall have avalue as follows:

Value of the TP-message-reference:

message to be sent: 'FF.
Message sent to the network: the value of TP-Message-Reference used in the
message sent to the network.

Any bytesin the record following the TPDU shall be filled with 'FF.

Itispossible for a TS-Service-Centre-Address of maximum permitted length, e.g. containing more than 18 address
digits, to be associated with a maximum length TPDU such that their combined length is 176 bytes. In this case the ME
shall storein the USIM the TS-Service-Centre-Address and the TPDU in bytes 2 to 176 without modification, except
for the last byte of the TPDU, which shall not be stored.
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4.2.26 EFusison (MSISDN)

If servicen® 21 is"available", thisfile shall be present.

This EF contains MSISDN(s) related to the subscriber. In addition it contains identifiers of associated network/bearer
capabilities and identifiers of extension records at the USIM ADF level. It may also contain an associated

aphatagging.

Identifier: '6F40' | Structure: linear fixed |  Optional
Record length: X+14 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/ADM
(fixed during administrative management)
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha Identifier (@) X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte
X+3to X+12 |Dialling Number/SSC String M 10 bytes
X+13 Capability/Configuration2 Record Identifier M 1 byte
X+14 Extension5 Record Identifier M 1 byte

For contents and coding of al dataitems see the respective dataitems of EFapy.

If the USIM stores more than one MSISDN number and the ME displays the MSISDN number(s) within the
initialisation procedure then the one stored in the first record shall be displayed with priority.

NOTE: Thevaueof X (the number of bytesin the alpha-identifier) may be different to the length denoted X in
4.2.27 EFsysp (Short message service parameters)
If servicen® 12 is"available", this file shall be present.

This EF contains values for Short M essage Service header Parameters (SM SP), which can be used by the ME for user
assistance in preparation of mobile originated short messages. For example, a service centre address will often be
common to many short messages sent by the subscriber.

The EF consists of one or more records, with each record able to hold a set of SM S parameters. Thefirst (or only)
record in the EF shall be used as a default set of parameters, if no other record is selected.

To distinguish between records, an alpha-identifier may be included within each record, coded on Y bytes.

The SMS parameters stored within a record may be present or absent independently. When a short message is to be sent
from the UE, the parameter in the USIM record, if present, shall be used when a value is not supplied by the user.
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Identifier: '6F42' |

Structure: linear fixed

|  Optional

Record length: 28+Y bytes |

Update activity: low

Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoY Alpha-Identifier o] Y bytes
Y+1 Parameter Indicators M 1 byte
Y+2 to Y+13 TP-Destination Address M 12 bytes
Y+14 to Y+25 |TS-Service Centre Address M 12 bytes
Y+26 TP-Protocol Identifier M 1 byte
Y+27 TP-Data Coding Scheme M 1 byte
Y+28 TP-Validity Period M 1 byte

Storage is allocated for all of the possible SM S parameters, regardless of whether they are present or absent. Any bytes
unused, due to parameters not requiring all of the bytes, or due to absent parameters, shall be set to 'FF'.

- Alpha-Identifier.
Contents:
Alpha Tag of the associated SM S-parameter.

Coding:
see clause 4.4.2.3 (EFapn)-

NOTE: Thevaueof Y may be zero, i.e. the alpha-identifier facility is not used. By using the command GET

RESPONSE the ME can determine the value of Y.

- Parameter Indicators.
Contents:

each of the default SM'S parameters which can be stored in the remainder of the record are marked absent or present

by individual bits within this byte.

Coding:

alocation of bhits:

bit number  Parameter indicated.
TP-Destination Address.
TS-Service Centre Address.
TP-Protocol Identifier.
TP-Data Coding Scheme.
TP-Vdidity Period.
reserved, set to 1.
reserved, set to 1.
reserved, set to 1.

O~NO O WNPE

Bit value Meaning.
0 Parameter present.
1 Parameter absent.

- TP-Dedtination Address.
Contents and Coding:
as defined for SM-TL addressfieldsin TS 23.040 [6].

- TP-Service Centre Address.
Contents and Coding:

as defined for RP-Destination address Centre Addressin TS 24.011 [10].

- TP-Protocol Identifier.
Contents and Coding:
asdefined in TS 23.040 [6].

- TP-Data Coding Scheme.
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Contents and Coding:
as defined in TS 23.038 [5].

- TP-vadidity Period.

Contents and Coding:
asdefined in TS 23.040 [6] for the relative time format.

4.2.28 EFsyss (SMS status)

If servicen® 10is"available", this file shall be present.

This EF contains status information relating to the short message service.

Identifier: '6F43' | Structure: transparent |  Optional
File size: 2+X bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Last Used TP-MR M 1 byte
2 SMS "Memory Cap. Exceeded" Not. Flag M 1 byte
310 2+X RFU (®) X bytes

- Last Used TP-MR.
Contents:
- thevalue of the TP-Message-Reference parameter in the last mobile originated short message, as defined in
TS 23.040[6].

Coding:
- asdefinedin TS 23.040 [6].

-  SMS"Memory Capacity Exceeded" Notification Flag.
Contents:
- thisflagisrequired to alow a process of flow control, so that as memory capacity in the UE becomes available, the
Network can be informed. The process for thisis described in TS 23.040 [6].

Coding:
b1=1 means flag unset; memory capacity available;
b1=0 meansflag set;
b2 to b8 are reserved and set to 1.

4.2.29 EFspy (Service Dialling Numbers)

If servicen® 4 and or service n® 89 is"available", thisfile shall be present.

This EF contains special service numbers (SDN) and/or the respective supplementary service control strings (SSC). In
addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records at the USIM
ADF level. It may aso contain associated al pha-tagging. If the service n°® 89 is available this file will contain the eCall
test and reconfiguration numbers that are used by an UE in eCall and normal service mode.
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Identifier: '6F49' | Structure: linear fixed |  Optional
Record length: X+14 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-X Alpha identifier o X bytes
X+1 Length of BCD number/SSC contents M 1 bytes
X+2 TON and NPI M 1 byte
X+3 to X+12 [Dialling Number/SSC String M 10 bytes
X+13 Capability/Configuration2 Record Identifier M 1 byte
X+14 Extension3 Record Identifier M 1 byte

For contents and coding of all data items see the respective data items of the EFpy (clause 4.4.2.3), with the exception
that extension records are stored in the EFgy13 and capability/configuration parameters are stored in EFccp,.

NOTE:

The value of X (the number of bytesin the alpha-identifier) may be different to the length denoted X in

4.2.30 EFgxr, (Extension2)

If servicen® 3is"available", thisfile shall be present.

This EF contains extension data of an FDN (see FDN in 4.2.24).

Identifier: '6F4B' | Structure: linear fixed | Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2to 12 Extension data M 11 bytes
13 Identifier M 1 byte

For contents and coding see clause 4.4.2.4 (EFgxt1)-

4.2.31

EFexrs (Extension3)

If service n® 5is"available", thisfile shall be present.
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This EF contains extension data of an SDN (see SDN in 4.2.29).

Identifier: '6F4C' | Structure: linear fixed |  Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
210 12 Extension data M 11 bytes
13 Identifier M 1 byte

For contents and coding see clause 4.4.2.4 (EFgxt1)-

4.2.32 EFsysr (Short message status reports)
If servicen® 11 is"available", thisfile shall be present.

This EF contains information in accordance with TS 23.040 [6] comprising short message status reports which have
been received by the UE from the network.

Each record is used to store the status report of a short message in arecord of EFgys. The first byte of each record isthe
link between the status report and the corresponding short message in EFgys.

Identifier: '6F47' | Structure: linear fixed |  Optional
Record length: 30 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 SMS record identifier M 1
21030 SMS status report M 29 bytes

- SMSrecord identifier.
Contents:
- thisdataitem identifies the corresponding SM S record in EFgys, €.g. if thisbyte is coded '05' then this status report
corresponds to the short message in record #5 of EFgys.

Coding:
- oo - empty record;
- '01'to 'FF'- record number of the corresponding SMSin EFgys.

-  SMSstatus report:
Contents:
- thisdataitem contains the SMS-STATUS-REPORT TPDU as specified in TS 23.040 [6], with identical coding and
ordering of parameters.

Coding:
- according to TS 23.040 [6]. Any bytes in the record following the TPDU shall be filled with 'FF.

4.2.33 EFg (Incoming Call Information)

If servicen°9 is"available", thisfile shall be present.

ETSI



3GPP TS 31.102 version 12.10.0 Release 12 46 ETSITS 131 102 V12.10.0 (2016-01)

This EF islocated within the USIM application. The incoming call information can be linked to the phone book stored
under DFte_ecom OF to the local phone book within the USIM. The EF,¢, contains the information related to incoming
cals.

The time of the call and duration of the call are stored in this EF. This EF can also contain associated alphaidentifier
that may be supplied with the incoming call. In addition it contains identifiers of associated network/bearer capabilities
and identifiers of extension records at the USIM ADF level. The structure of this EF is cyclic, so the contents shall be
updated only after acall isdisconnected.

If CLI issupported and the incoming phone number matches a number stored in the phone book the incoming call
information is linked to the corresponding information in the phone book. If the incoming call matches an entry but is
indicated as hidden in the phone book the link is established but the information is not displayed by the ME if the code
for the secret entry has not been verified. The ME shall not ask for the secret code to be entered at this point.

Optionally the ME may store the link to phone book entry in the file, so that it does not need to look again for a match
in the phone book when it reuses the entry. But the ME will have to check that the incoming call number still exitsin
the linked phone book entry, asthe link might be broken (entry modified). When not used by the ME or no link to the
phone book has been found, thisfield shall be set to 'FFFFFF'.

Thefirst byte of thislink is used to identify clearly the phone book location either global (i.e. under DFrg gcom) Or local
(i.e. USIM specific). To alow the reuse of the referring mechanism in further implementation of the phonebook under
discussion, this byte can be used to indicate those.

For the current version of the phone book, the phone book entry isidentified as follows:
- therecord number in the EFpgr Which indicates the EF,py containing the entry;
- therecord number inside the indicated EFpy.

The structure of EF,¢, is shown below. Coding scheme is according to EFapy

Structure of EF ¢

Identifier: '6F80" | Structure: Cyclic |  Optional
SFI: '14'
Record length: X+28 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha Identifier (0] X bytes
X+1 Length of BCD number contents M 1 byte
X+2 TON and NPI M 1 byte
X+3 to X+12 |Incoming Call Number M 10 bytes
X+13 Capability/Configuration2 Record Identifier M 1 byte
X+14 Extension5 Record Identifier M 1 byte
X+15to X+21 [Incoming call date and time (see detail 1) M 7 bytes
X+22 to X+24 [Incoming call duration (see detail 2) M 3 bytes
X+25 Incoming call status (see detail 3) M 1 byte
X+26 to X+28 [Link to phone book entry (see detail 4) M 3 bytes

NOTE: When the contents except incoming call status areinvalid, they are filled with 'FF'.
Detail 1 Coding of date and time.

Content:
the date and time are defined by the ME.

Coding:

it is according to the extended BCD coding from Bytel to Byte 7. The first 3 bytes show year, month and day
(yy.mm.dd). The next 3 bytes show hour, minute and second (hh.mm.ss). The last Byte 7 is Time Zone. The Time Zone
indicates the difference, expressed in quarters of an hour, between the local time and GMT. Bit 4 in Byte 7 represents
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the algebraic sign of this difference (0: positive, 1: negative). If the terminal does not support the Time Zone, Byte 7
shall be "FF". Byte X+15: Year.

|B8|b7|b6|b5|b4|b3|b2|bl|

LSB of first digit year

MSB of first digit year
LSB of second digit year

MSB of second digit year

Byte X+16: Month

=

|b8|b7|b6|b5|b4|b3|b2|b |

LSB of first digit month

MSB of first digit month
LSB of second digit month

MSB of second digit month

Byte X+17: Day

|b8|b7|b6|b5|b4|b3|b2|bl|

LSB of first digit day

MSB of first digit day
LSB of second digit day

MSB of second digit day

Byte X+18: Hour

=

|b8|b7|b6|b5|b4|b3|b2|b |

LSB of first digit hour

MSB of first digit hour
LSB of second digit hour

MSB of second digit hour

Byte X+19: Minute

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of first digit minute

MSB of first digit minute
LSB of second digit minute

MSB of second digit minute

Byte X+20: Second
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|b8 |b7 |b6 |b5 |b4 |b3 |b2| b1|

LSB of first digit second

MSB of first digit second
LSB of second digit second

MSB of second digit second

Byte X+21: Time Zone

|b8 |b7 |b6 |b5 |b4 |b3 |b2| b1|

LSB of first digit indicates by quarters an hour

MSB of first digit indicates by quarters an hour
the algebraic sign (0: positive, 1: negative)
LSB of second digit indicates by quarters an hour

MSB of second digit indicates by quarters an hour

Detail 2 Coding of call duration.

Call duration isindicated by second.

Byte X+22:
|b8|b7|b6 b5 | b4 | b3 b2|b1|
[ [ [ [ [ [ [ [
223 922 521 520 519 518 ,17 516
Byte X+23:
|b8|b7|b6 b5 b4|b3|b2|b1|
[ [ [ [ [ [ [ [
215 514 513 512 11 510 5,9 o8
Byte X+24:

|b8|b7|b6 b5 b4|b3|b2|b1|
T T | | T T | |
27 26 25 24 3 2 1l 50

For instance, '00' '00' '30' represents 25+24.
Detail 3 Coding of Call status.
Byte X+25:

|b8 |b7 |b6 |b5 |b4 |b3 |b2| b1|

Answered='0"'/ Not Answered='1l"
RFU

Detail 4 Link to phone book entry
For the current implementation of the phone book the following coding applies:
Phone book reference.

Byte X+26:
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|b8|b7|b6|b5|b4|b3|b2|b1|

0 Global Phone Book (DFrgrecom)
1 Local Phone Book (USIM Specific)
RFU

EFpgr record number:
- Byte X+27: Hexadecimal value.
EFapn record number:

- ByteX+28: Hexadecimal value.

4.2.34 EFqc (Outgoing Call Information)

If servicen°8is"available", thisfile shall be present.

This EF islocated within the USIM application. The outgoing call information can be linked to the phone book stored
under DFye ecom OF to the local phone book within the USIM. The EFq¢, contains the information related to outgoing
cals.

The time of the call and duration of the call are stored in this EF. It may also contain associated alphaidentifier. In
addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records at the USIM
ADF level. The structure of thisfileis cyclic, so the contents shall be updated only after a call is disconnected.

If the dialled phone number matches a number stored in the phone book the outgoing call information might be linked
to the corresponding information in the phone book. The dialled number may match with a hidden entry in the phone
book. If the dialled number matches a hidden entry in the phone book the link is established but the information related
to the phone book entry is not displayed by the ME, if the hidden code has not been verified. The ME shall not perform
hidden code verification at this point.

Optionally, the ME may store the link to phone book entry in the file, so that it does not need to look again for a match
in the phone book when it reuses the entry. But the ME will have to check that the outgoing call number still existsin
the linked phone book entry, as the link might be broken (entry modified). When not used by the ME or no link to the
phone book has been found, thisfield shall be set to 'FFFFFF.

Coding schemeis according to EF¢.

Structure of EFqg

Identifier: '6F81' | Structure: Cyclic |  Optional
SFI: '15'
Record length: X+27 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha Identifier (@) X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte
X+3to X+12  |Outgoing Call Number/SSC String M 10 bytes
X+13 Capability/Configuration2 Record Identifier M 1 byte
X+14 Extension5 Record Identifier M 1 byte
X+15 to X+21 [Outgoing call date and time M 7 bytes
X+22 to X+24 [Outgoing call duration M 3 bytes
X+25 to X+27 [Link to Phone Book Entry M 3 bytes

NOTE: When the contents areinvalid, they arefilled with 'FF'.
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4.2.35 EF,ct (Incoming Call Timer)

If servicen°9 is"available", thisfile shall be present.

This EF contains the accumulated incoming call timer duration value for the current call and previous calls. The EF is
USIM specific and resides within the USIM application.

This file should have only one entry.

Structure of EFcr

Identifier: '6F82' | Structure: cyclic |  Optional
Record length: 3 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)
INCREASE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to3 Accumulated call timer value M 3 bytes
Coding:
Accumulated call timer value isindicated by second.
Byte 1.
|b8|b7|b6|b5|b4|b3|b2|bl|
T T
223 522 521 520 ,19 ,18  ,17  ,16
Byte 2
|b8|b7|b6|b5|b4|b3|b2|bl|
T T T T T
515 514 513 512 511 510 5,9 58
Byte 3:

|b8|b7|b6|b5|b4|b3|b2|bl|
T T T | |
27 26 25 24 3 2 ol 50

For example, '00' ‘00" '30' represents 25+24,

4.2.36 EFocr (Outgoing Call Timer)

If servicen°8is"available", thisfile shall be present.

This EF contains the accumulated outgoing call timer duration value for the current call and previous calls. The EF is
USIM specific and resides within the USIM application. The contents of this EF shall be updated only after acal is
disconnected. The coding of this EF is the same as EFcr.

This file should have only one entry.
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Identifier: '6F83' | Structure: cyclic Optional
Record length: 3 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)
INCREASE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to3 Accumulated call timer value M 3 bytes
4.2.37 EFgxrs (Extension5)
If service n® 44 is"available", this file shall be present.
This EF contains extension data of EF,¢;, EFoc; and EFy g spn Of the USIM application.
Identifier: '6F4E’ | Structure: linear fixed Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2t012 Extension data M 11 bytes
13 Identifier M 1 byte

For contents and coding see EFgxr1.

4.2.38 EFccp, (Capability Configuration Parameters 2)

If servicen® 14 is"available", this file shall be present.

This EF contains parameters of required network and bearer capabilities and terminal configurations associated with a
call established using afixed dialling number, a barred dialling number, an MSISDN, a service dialling number, an
incoming call, an outgoing call or an MBDN. It isreferred by EFepn, EFgpon, EFmsisons EFsons EFici, EFoci, EFweson and

EFcrsat USIM ADF level.

Identifier: '6F4F' Structure: linear fixed | Optional
SFI: '16'
Record length: X bytes, X>15 | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto X Bearer capability information element M X bytes

- Bearer capability information elements.

- Contents and Coding:

- see TS24.008 [9]. The Information Element Identity (IEI) shall be excluded, i.e. the first byte of the EFccp, record
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shall be Length of the bearer capability contents.

- unused bytes arefilled with 'FF.

4.2.39 EFeupe (enhanced Multi Level Precedence and Pre-emption)
If servicen® 24 is"available", thisfile shall be present.

This EF contains information about priority levels and fast call set-up conditions for the enhanced Multi Level
Precedence and Pre-emption service that can be used by the subscriber.

Identifier: '6FB5' | Structure: transparent | Optional
File size: 2 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Priority levels M 1 byte
2 Fast call set-up conditions M 1 byte
- Priority levels.
Contents:
- the eMLPP priority levels subscribed to.
Coding:
- each eMLPP priority level is coded on one bit. Priority levels subscribed to have their corresponding bits
set to 1. Priority levels not subscribed to have their corresponding bits set to 0. Bit b8 is reserved and set
to 0.
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|bl|

priority level
priority level
priority level
priority level
priority level
priority level
priority level
0

AW N oW

NOTE: Priority levels A and B can not be subscribed to (see TS 22.067 [5] for details).
EXAMPLE 1: If priority levels O, 1 and 2 are subscribed to, EFgy e shall be coded '1C..

- Fast cal set-up conditions.
Contents:
for each eMLPP priority level, the capability to use afast call set-up procedure.

Coding:
each eMLPP priority level is coded on one bit. Priority levels for which fast call set-up is allowed have their

corresponding bits set to 1. Priority levelsfor which fast call set-up is not allowed have their corresponding bits set to O.
Bit b8 isreserved and set to 0.

Byte 2: fast call set-up condition for:
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|b8|b7|b6|b5|b4|b3|b2|b1|

fast call set-up condition for priority level
= fast call set-up condition for priority level
fast call set-up condition for priority level
fast call set-up condition for priority level
fast call set-up condition for priority level
fast call set-up condition for priority level
fast call set-up condition for priority level
0

B W N oW

EXAMPLE 2: If fast call set-up isallowed for priority levels 0, and 1, then byte 2 of EFgy_pe is coded '0C'.

4.2.40 EFaqem (Automatic Answer for eMLPP Service)

If servicen® 25 is"available", thisfile shall be present.

This EF contains those priority levels (of the Multi Level Precedence and Pre-emption service) for which the ME shall
answer automatically to incoming calls.

Identifier: '6FB6' | Structure: transparent |  Optional
File size: 1 byte | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Automatic answer priority levels M 1 byte

- Automatic answer priority levels.
Contents:
- for each eMLPP priority level, the capability for the mobile station to answer automatically to incoming calls (with
the corresponding eM LPP priority level).
Coding:
- each eMLPP priority level is coded on one hit. Priority levels allowing an automatic answer from the mobile station
have their corresponding bits set to 1. Priority levels not allowing an automatic answer from the mobile station have
their corresponding bits set to 0. Bit b8 is reserved and set to 0.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|bl|

Automatic answer priority for priority level
Automatic answer priority for priority level
Automatic answer priority for priority level
Automatic answer priority for priority level
Automatic answer priority for priority level
Automatic answer priority for priority level
Automatic answer priority for priority level
0

B W NN oW

EXAMPLE: If automatic answer is allowed for incoming calls with priority levels A, 0 and 1, then EFpqem IS
coded '0OD".

ETSI



3GPP TS 31.102 version 12.10.0 Release 12 54 ETSITS 131 102 v12.10.0 (2016-01)

4241 Void

4.2.42 EFyiadenkey (Key for hidden phone book entries)

This EF contains the hidden key that has to be verified by the ME in order to display the phone book entries that are
marked as hidden. The hidden key can consist of 4 to 8 digits.

Identifier: '6FC3' | Structure: transparent |  Optional
File size: 4 bytes | Update activity: low
Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

lto4 Hidden Key M 4 bytes

- Hidden Key.
Coding:

- thehidden key is coded on 4 bytes using BCD coding. The minimum number of digitsis 4. Unused digits are
padded with 'F'.

NOTE 1. Digits are not swapped, i.e. for instance the key "1234" is coded as 12 34 FF FF.

NOTE 2: The phone book entries marked as hidden are not scrambled by means of the hidden key. They are stored
in plain text in the phone book.

4.2.43 Void

4.2.44 EFgpy (Barred Dialling Numbers)

If servicen® 6is"available", thisfile shall be present.

This EF contains Barred Dialling Numbers (BDN) and/or Supplementary Service Control strings (SSC). In addition it
contains identifiers of associated network/bearer capabilities and identifiers of extension records. It may also contain an
associated alpha-tagging. Asthe BDN service relies on the Call Control feature, BDN shall only be available if Call
Control isavailable. If thisfileis present in the USIM, the Enabled Services Table (EFgesr) shall aso be present.

Identifier: '6F4D' | Structure: linear fixed |  Optional
Record length: X+15 bytes | Update activity: low
Access Conditions:

READ PIN

UPDATE PIN2

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha Identifier O X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte

X+3to X+12 |Dialling Number/SSC String M 10 bytes

X+13 Capability/Configuration2 Record Identifier M 1 byte
X+14 Extension4 Record Identifier M 1 byte
X+15 Comparison Method Pointer M 1 byte

For contents and coding of all dataitems, except for the Comparison Method Pointer, see the respective data items of
EFpn» With the exception that extension records are stored in the EFzy 1, and capability/configuration parameters are

stored in EF¢cp,. The Comparison Method Pointer refers to arecord number in EFgy,.
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NOTE: Thevaueof X (the number of bytesin the alpha-identifier) may be different to the length denoted X in

4.2.45 EFgx4 (Extensiond)

If servicen® 7 is"available", this file shall be present.

This EF contains extension data of a BDN/SSC.

Identifier: '6F55' | Structure: linear fixed |  Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2to 12 Extension data M 11 bytes
13 Identifier M 1 byte

For contents and coding see clause 4.4.2.4 EFgxt1.

4.2.46 EF¢y (Comparison Method Information)

If servicen® 6is"available", this file shall be present.

This EF contains the list of Comparison Method Identifiers and a pha-tagging associated with BDN entries (see EFgpy).

Identifier: '6F58' | Structure: linear fixed | Optional
Record length: X+1 bytes | Update activity: low
Access Conditions:

READ PIN

UPDATE ADM

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha Identifier M X bytes
X+1 Comparison Method Identifier M 1 byte

- Alphaldentifier.

Contents:
Alpha-tagging of the associated Comparison Method Identifier.

Coding:
Same as the alphaidentifier in EFpy.

- Comparison Method Identifier.

Contents:
- this byte describes the comparison method which is associated with aBDN record. Itsinterpretation is not specified

but it shall be defined by the card issuers implementing the BDN feature on their USIMs.
Coding:

- binary; values from O to 255 are allowed.
The default coding 255 is reserved for empty field.
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4.2.47 EFgst (Enabled Services Table)
If servicen® 2, 6, 34 or 35 is"available" (asindicated in the USIM Service Table), thisfile shall be present.

This EF indicates which services are enabled. If aservice is not indicated as enabled in this table, the ME shall not
select the service.

Identifier: '6F56' | Structure: transparent |  Optional
SFI: '05'
File size: X bytes, (X2 1) Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Services n°1ton°8 M 1 byte
2 Services n°9ton°16 (0] 1 byte
etc.
X Services n°(8X-7) to n°(8X) (0] 1 byte
-Services
Contents:  Service n°1: Fixed Dialling Numbers (FDN)
Service n°2: Barred Dialling Numbers (BDN)
Service n°3: APN Control List (ACL)

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then the
EF shall also contain all bytes before that byte. Other services are possible in the future. The coding falls under the
responsibility of the 3GPP.

Coding:
- 1hitisused to code each service:
- bit = 1: service activated;
- hit = 0: service deactivated.
- Unused bits shall be set to '0'.

A servicewhichislisted in thistable is enabled if it isindicated as available in the USIM Service Table (UST) and
indicated as activated in the Enabled Services Tables (EST) otherwise this service is, either not available or disabled.

First byte:

|b8|b7|b6|B5|b4|b3|b2|b1|

Service n°1l
Service n°2
Service n°3
Service n°4
Service n°5
Service n°6
Service n°7
Service n°8

etc.

4.2.48 EFac. (Access Point Name Control List)

If servicen® 35is"available", thisfile shall be present.

This EF contains the list of allowed APNs (Access Point Names). If thisfileis present in the USIM, the Enabled
Services Table (EFgsr) shall aso be present.
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Identifier: '6F57 | Structure: transparent |  Optional
File size: X bytes (X>1) | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Number of APNs M 1 byte
2to X APN TLVs M X-1 byte

For contents and coding of APN-TLV values see TS 23.003 [25]. The tag value of the APN-TLYV shall be 'DD".
"Network provided APN" is coded witha TLV object of length zero.

4.2.49 EFpck (Depersonalisation Control Keys)

If servicen® 36 is"available", this file shall be present.

This EF provides storage for the de-personalization control keys associated with the OTA de-personalization cycle of
TS22.022 [27].

Identifier: '6F2C' | Structure: transparent |  Optional
File Size: 16 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 8 digits of network de-personalization control key M 4 bytes
5t08 8 digits of network subset de-personalization M 4 bytes
control key
9to 12 8 digits of service provider de-personalization M 4 bytes
control key
13to 16 8 digits of corporate de-personalization control M 4 bytes
key

Empty control key bytes shall be coded 'FFFFFFFF'.

4.2.50 EF¢cn (Co-operative Network List)

If service n® 37 is"available", this file shall be present.

This EF contains the Co-operative Network List for the multiple network personalization services defined in
TS22.022[27].

Identifier: '6F32' | Structure: transparent | Optional
File size: 6n bytes, (n = 1) | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to6 Element 1 of co-operative net list M 6 bytes
6n-5to 6n  |Element n of co-operative net list | o ] 6 bytes
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- Co-operative Network List.

Contents:
- PLMN network subset, service provider ID and corporate ID of co-operative networks.

Coding:
- For each 6 byte list element.

Bytes1to 3: PLMN (MCC + MNC): according to TS 24.008 [9].
Byte 4:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1|

LS bit of network subset digit 1

MS bit of network subset digit 1
LS bit of network subset digit 2

MS bit of network subset digit 2

Byte 5:

|b8 |b7 |b6 |b5 |b4 |b3 |b2| b1|

LS bit of service provider digit 1

MS bit of service provider digit 1
LS bit of service provider digit 2

MS bit of service provider digit 2

Byte 6:

|b8 |b7 |b6 |b5 |b4 |b3 |b2| b1|

LS bit of corporate digit 1

MS bit of corporate digit 1
LS bit of corporate digit 2

MS bit of corporate digit 2

- Empty fields shall be coded with 'FF.
- Theend of thelist isdelimited by the first MCC field coded 'FFF'.
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4.2.51 EFstartHen (Initialisation values for Hyperframe number)

This EF contains the values of START s and START s of the bearers that were protected by the keysin EFggys or
EFyeysps @t release of the last CS or PS RRC connection. These values are used to control the lifetime of the keys (see
TS 33.102[13]).

Identifier: '6F5B' | Structure: transparent | Mandatory
SFI: 'OF
File size: 6 bytes Update activity: high
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1t03 STARTcs M 3 bytes
4106 STARTps M 3 bytes

- STARTcs
Contents: Initialisation value for Hyperframe number — CS domain.
Coding: The LSB of STARTsis stored in bit 1 of byte 3. Unused nibbles are set to 'F'.

- STARTes
Contents: Initialisation value for Hyperframe number — PS domain.
Coding: Asfor START cs.

4.2.52 EFturestop (Maximum value of START)

This EF contains the maximum value of START s or STARTps. Thisvalueis used to control the lifetime of the keys
(see TS 33.102 [13]).

Identifier: '6F5C' | Structure: transparent | Mandatory
SFI: '10'
File size: 3 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1t03 Maximum value of STARTcs or STARTps. M 3 bytes

- Maximum value of START s or START ps.
Coding: Asfor START s

4.2.53 EFop.mnwact (Operator controlled PLMN selector with Access
Technology)

If servicen® 42 is"available", thisfile shall be present.

This EF contains the coding for n PLMNs where n is determined by the operator. This information is determined by the
operator and defines the preferred PLMNSsiin priority order. The first record indicates the highest priority and the n™
record indicates the lowest. The EF also contains the Access Technologies for each PLMN in thislist. (see
TS23.122[31])
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Identifier: '6F61' | Structure: transparent |  Optional
SFI: '11'
File size: 5n bytes , (n = 8) Update activity: low
Access Conditions:
READ PIN

UPDATE ADM

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to3 1% PLMN (highest priority) M 3 bytes
4t05 15 PLMN Access Technology Identifier M 2 bytes
36 to 38 8" PLMN M 3 bytes
39 to 40 8" PLMN Access Technology Identifier M 2 bytes
411043 9" PLMN 0 3 bytes
44 to 45 9™ PLMN Access Technology Identifier 0 2 bytes
(5n-4) to (5n-2) |[N™ PLMN (lowest priority) 0 3 bytes
(5n-1) to 5n N™ PLMN Access Technology Identifier 0 2 bytes

- PLMN.
Contents:

- Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).

Coding:
- according to TS 24.008 [9].

- Access Technology Identifier:

Coding:
- See EFp mnwact for coding.

4.2.54 EFupivnwact (HPLMN selector with Access Technology)

If servicen°43is"available’, thisfile shall be present.

The HPLMN Selector with access technology data field shall contain the HPLMN code, or codes together with the
respected access technology in priority order (see TS 23.122 [31]).

Identifier: '6F62' | Structure: Transparent |  Optional
SFI: '13'
File size: 5n (n = 1) bytes Update activity: low
Access Conditions:
READ PIN

UPDATE ADM

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1t03 1> PLMN (highest priority) M 3 bytes
4105 1% PLMN Access Technology Identifier M 2 bytes
608 2" PLMN 0 3 bytes
9to 10 2" PLMN Access Technology Identifier (0] 2 bytes
(5n-4) to (5n-2) [n™ PLMN (lowest priority) 0 3 bytes
(5n-1)to5n  [n"™ PLMN Access Technology Identifier ¢} 2 bytes

- PLMN
Contents:

Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).

Coding:
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according to TS 24.008 [47].

- Access Technology:
Contents: The Access Technology of the HPLMN that the ME will assume when searching for the HPLMN, in priority
order. The first Access Technology in the list has the highest priority.

Coding:
- See EFp mnwact for coding.

4.2.55 EFarr (Access Rule Reference)

This EF contains the access rules for files located under the USIM ADF in the UICC. If the security attribute tag '8B' is
indicated in the FCP it contains areference to arecord in thisfile.

Structure of EFagg at ADF-level

Identifier: '6F06' | Structure: Linear fixed | Mandatory
SFI: '17'
Record Length: X bytes, (X > 0) Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Access Rule TLV data objects M X bytes

This EF contains one or more records containing access rule information according to the reference to expanded format
asdefined in ISO/IEC 7816-4 [20]. Each record represents an access rule. Unused bytes in the record are set to 'FF.

If the card cannot access EFarg , any attempt to access a file with access rulesindicated in this EFagg shall not be
granted.
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4.2.56 Void

4.2.57 EFnetpar (Network Parameters)
This EF contains information concerning the cell frequencies

Network Parameter storage may reduce the extent of the terminal search of FDD, TDD or GSM carriers when selecting
acell. The network parameters stored in the USIM shall be in accordance with the procedures specified in this clause.

The RF carrier frequency information is stored on 2 bytes and coded on 16 bits starting from 0,0 MHz. Each increment
of the 16 bit value is an increment of 200 kHz in frequency. This alows the exact channel frequency to be stored in this
data field making it independent of any band information. It is up to the terminal to associate the indicated frequency
with a particular band, e.g. GSM 900, GSM 1800 etc. This means that arange from 0 to 13,1 GHz can be covered, with
the resolution of 200 kHz. The frequency indicated is always the terminal receiver carrier frequency.

The EF provides a minimum storage capacity of 46 bytesin order to provide the capability of storing at least two cell
information TLV objects, e.g. GSM/FDD or FDD/TDD in its minimum configuration, i.e. the terminal can rely on the
required memory space for storing at least two cell information lists offering 8 GSM neighbour carrier frequencies and
8 Intra/lnter frequencies, respectively. In what configuration the available memory actually is being used is up to the
terminal.

A terminal shall ignoreaTLV object or the value of a carrier frequency which is beyond its capabilities, i.e. an FDD
only terminal shall ignore the GSM related frequency information. When updating thisfile, the terminal shall update it
with the current values available in the terminal. Updating of this file shall start from the beginning of the file. The
terminal need not respect the structure of any information previously stored, i.e. an FDD only terminal may overwrite
the GSM parameters stored in this file by another terminal.

The GSM cell information constructed TLV object contains the information of the BCCH channel frequency that the
terminal is currently camped on, indicated by tag '80'". The constructed TLV object also contains an indication of up to
32 neighbour BCCH carrier frequenciesindicated by tag '81'. In order to store a complete set of GSM network
parameters, atotal of 72 bytesisrequired. The terminal shall convert the BCCH channel information, as specified in
TS 44.018 [28], received from the network into the corresponding frequency before storing it in the USIM.

The FDD cell information constructed TLV object contains the scrambling code information for the intra frequency
carrier, tag '80', and the inter frequency scrambling codes, tag '81'. The intra frequency carrier information may contain
up to 32 scrambling codes (m) while thereis alimitation of the number of inter frequency scrambling codes (n1, n2,
n3). The number of inter frequencies that can be indicated is limited to three and the total amount of scrambling codes
for the inter frequenciesislimited to 32 (n1+n2+n3 <= 32), i.e. if only oneinter frequency carrier isindicated, it can
contain up to 32 scrambling codes. If two or more inter frequency carriers are indicated, atotal of 32 scrambling codes
can be provided. How the information is split between the inter frequency carriersis determined by the terminal. In
order to store a complete set of FDD cell information atotal of 146 bytesis required. The terminal shall convert the
UARFCN information, as specified in TS 25.101 [33], received from the network into the corresponding frequency
before storing it in the USIM.

The TDD cell information constructed TLV object has the same structure asthe FDD cell information TLV object.

NOTE: Currently thereis no inter frequency cell information required for the TDD case.

Identifier: '6FC4' | Structure: transparent | Mandatory
File size: X bytes, (X = 46) | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
l1to X TLV object(s) containing GSM/FDD/TDD cell (0] X
information

- EFngrear Céll Information tags
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Description Value Information Element size
bytes
GSM Cell Information Tag ‘A0’ 1
Camping Frequency Tag ‘80" 1
Camping Freguency Information 2
Neighbour Frequency Tag '81' 1
Neighbour Frequency Information 2*m
(8 <=m<=32)
FDD Cell Information Tag ‘Al 1
Intra Frequency Information Tag '80' 1
Scrambling code Information 2*m
(8 <=m<=32)
Inter Frequency Information Tag '81' 1
Scrambling code information 2*(n1+n2+n3)
(8 <= n1+n2+n3 <= 32)
TDD Frequency information Tag ‘A2 1
Intra Frequency Information Tag ‘80’ 1
Cell parameters ID 2*m
(8 <=m<=32)
Inter Frequency Information Tag '81' 1
Cell parameters 1D 2*(n1+n2+n3)
(8 <= n1+n2+n3 <= 32)

GSM Cdll Information, if tag 'AQ' is present in this EF the content of this TLV is asfollows:

Description Value M/O Length
GSM Cell Information Tag '‘AQ" M 1
Length "4+ (2+2*m) M 1
(<=70)'

Current camped cell BCCH frequency ‘80" M 1
information tag

Length '02' M 1
Current camped BCCH frequency M 2
Neighbour Cell BCCH Frequency ‘81" (@] 1
information tag

Length 2*m (=< 32) o] 1
Neighbour BCCH carrier frequencies (0] 2*m

(8 <=m<=32)

FDD Cell Information. If tag 'Al" is present in this EF the content of this TLV isasfollows:

Description Value M/O Length
FDD Cell Information Tag ‘Al M 1
Length 4+(2*m)+(4+2*nl M 1
)+(4+2*n2)+(4+2*
n3) (<=144)

FDD Intra Frequency information tag '80' M 1
Length 2+2*m M 1
Intra Frequency carrier frequency M 2
Intra Frequency scrambling codes M 2*m

(8 <=m <=32)
FDD Inter Frequency information tag '81' (@) 1
(see NOTE 1)
Length 2+2*n (NOTE 2) 0 1
Inter Frequency carrier frequencies o] 2
Inter Frequency scrambling codes (0] 2*n (NOTE 2)
NOTE 1: This TLV object may occur up to 3 times within the constructed TLV object

depending how many inter frequencies are indicated

NOTE 2: nisin this case nl, n2 or n3, 8 <= (n1+n2+n3)<=32

ETSI



3GPP TS 31.102 version 12.10.0 Release 12

64

ETSI TS 131 102 V12.10.0 (2016-01)

TDD Cell Information: If tag ‘A2’ is present in this EF the content of thisTLV isasfollows:

Description Value M/O Length
TDD Cell Information Tag ‘A2’ M 1
Length 4+(2*m)+(4+2*nl M 1
)+(4+2*n2)+(4+2*
n3) (<=144)

TDD Intra Frequency information tag '80' M 1
Length 2+2*m M 1
Intra Frequency carrier frequency M 2
Intra Frequency scrambling codes M 2*m

(8 <=m<=32)
TDD Inter Frequency information tag ‘81" o 1
(see NOTE 1)
Length 2+2*n (NOTE 2) o] 1
Inter Frequency carrier frequencies o] 2
Inter Frequency scrambling codes 0] 2*n (NOTE 2)
NOTE 1: This TLV object may occur up to 3 times within the constructed TLV object

depending how many inter frequencies are indicated

NOTE 2: nis in this case nl, n2 or n3, 8 <= (n1+n2+n3)<=32

4.2.58 EFpyny (PLMN Network Name)

If servicen°45is"available”, thisfile shall be present.

This EF contains the full and short form versions of the network name for the registered PLMN. The ME shall use these
versionsin place of its own versions of the network name for the PLMN (stored in the ME's memory list), and also in
place of the versions of the network name received when registered to the PLMN, as defined by TS 24.008 [9].

Thisfile may also contain PLMN additional information to be displayed to the user during the Manual Network

Selection procedures as defined in TS 23.122 [31].

If the EFop, is Not present, then the first record in this EF is used for the default network name when registered in the
HPLMN (if the EHPLMN list is not present or is empty) or an EHPLMN (if the EHPLMN list is present).

Identifier: '6FC5' | Structure: linear fixed |  Optional
SFI: '19'
Record length: X bytes; X = 3 Update activity: low
Access Conditions:
READ ALWAYS
UPDATE ADM
ACTIVATE ADM
DEACTIVATE ADM
Bytes Description M/O Length
1to X Network name TLV objects M X bytes

Network name TLV objects.

The content and coding (Full name for network and Short name for network) is defined below, where the fields
within the objects are defined in TS 24.008 [9]:
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Coding of the Network name TLV objects

Length Description Status
1 byte Full name for network IEI: '43' M
(This shall be the same as that used in the

MM/GMM INFORMATION message).

1 byte Length of Full name for network Name contents
Y bytes Full name for network contents (Octets 3 to n of
network name information element)

1 byte Short name for network IEI: '45' (0]

(This shall be the same as that used in the

MM/GMM INFORMATION message).

<

1 byte Length of Short name for network C1

Z bytes Short name for network contents (Octets 3 to n C1
of network name information element)

1 byte PLMN Additional Information tag ('80") 0]

1 byte Length of PLMN Additional Information Cc2

W bytes PLMN Additional Information (coded using one Cc2

of the UCS2 code options as defined in
TS 31.101 [11)).

C1: this field shall be present if the short name for network IEI is present
C2: this field shall be present if the PLMN Additional Information tag is
present

Unused bytes shall be set to 'FF.
4.2.59 EFop. (Operator PLMN List)

If servicen°46 is "available’, thisfile shall be present.

This EF contains a prioritised list of Location Area Information (LAI) or Tracking Area ldentity (TAI) identities that
are used to associate a specific operator name contained in EFpyy OF EFpyy With the LAI/TAL. The ME shall use this EF
in association with the EFpyy in place of any network name stored within the ME's internal list and any network name
received when registered to the PLMN, as defined by TS 24.008 [9] or TS 24.301 [51]. The PLMN Network Name may
also be provided in agraphical format in EFpyy;. The ME shall use the text format or the graphical format or both to
display the service provider name according to the rules defined in section 4.2.89.

Identifier: '6FC6' Structure: linear fixed Conditional
(see Note)
SFI: "1A'
Record length: X bytes, (X 2= 8) Update activity: low
Access Conditions:
READ ALWAYS
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto7 Location Area Identity/Tracking Area Identity M 7 bytes
8 PLMN Network Name Record Identifier M 1 byte

NOTE:This file is mandatory if and only if EFpNN is present.

- Location Area ldentity/Tracking Area | dentity

Contents:
Location Area Information, this comprises of the MCC, MNC and LAC
Tracking Area I dentity, this comprises of the MCC, MNC and TAC

Coding:

PLMN : according to TS 24.008 [9]/TS 24.301 [51]

A BCD vaueof 'D'in any of the MCC and/or MNC digits shall be used to indicate a"wild" value for that
corresponding MCC/MNC digit
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LAC/TAC : according to TS 24.008 [9]/TS 24.301 [51]

Two valuesfor the LAC/TAC are stored in order to allow arange of LAC/TAC valuesto be specified for a
given PLMN. A value of '0000' stored in bytes 4 to 5 and avalue of 'FFFE' stored in bytes 6 to 7 shall be
used to indicate the entire range of LACS/TACs for the given PLMN. In the case where only asingle
LACITAC valueisto be specified then the value stored in bytes 4 to 5 shall be identica to the value stored
in bytes 6 to 7 for the given PLMN. If arange of LAC/TAC values are to be specified, then the value stored
in bytes 4 to 5 shall be the start of the LAC/TAC range and the value stored in bytes 6 to 7 shall be the end
of the LAC/TAC range for the given PLMN.

- PLMN Network Name Record |dentifier

Contents:
Identifier of operator name to be displayed

Coding:
A value of '00' indicates that the name is to be taken from other sources, see TS 22.101 [24]

A valuein the range '01' to 'FE' indicates the record number in EFpyy that shall be displayed as the registered
PLMN name. It also indicates the record number in EFpyy that may be displayed as the registered PLMN
name icon.

NOTE: Theintent of thisfileisto provide exceptionsto the other sources of a network name. Care should be
taken not to introduce too many PLMN entries. An excessive number of entries could result in alonger
initialisation period.

4.2.60 EFygpn (Mailbox Dialling Numbers)

If service n°47 is"available", thisfile shall be present.

This EF contains dialling numbers to access mailboxes associated with Voicemail, Fax, Electronic Mail and other
messages. It may also contain associated al pha-tags for each supported mailbox. Each dialling number shall be
associated with a message waiting indication group type using EFyg, (see TS 23.038 [5] for message waiting indication
group types).

Identifier: '6FC7' | Structure: linear fixed |  Optional
Record length: X+14 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/ADM
(fixed during administrative management)

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha Identifier (®) X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte

X+3 to X+12 |Dialling Number/SSC contents M 10 bytes

X+13 Capability/Configuration2 Record Identifier M 1 byte
X+14 Extension 6 Record Identifier M 1 byte

For contents and coding of all data items see the respective data items of the EFpy (clause 4.4.2.3), with the exception
that extension records are stored in the EFgxr and with the exception that Capability/Configuration parameters are
stored in the EFccpy.

NOTE: Thevaueof X (the number of bytesin the alpha-identifier) may be different to the length denoted X in
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4.2.61 EFgxs (Extension6)

This EF contains extension data of an MBDN (see MBDN in 4.2.60).

Identifier: '6FC8' | Structure: linear fixed |  Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/ADM
(fixed during administrative management)
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2t012 Extension data M 11 bytes
13 Identifier M 1 byte

For contents and coding, see clause 4.4.2.4 (EFgxt1).

4.2.62 EFyg (Mailbox ldentifier)

If servicen°47 is"available", thisfile shall be present.

This EF contains information to associate mailbox dialling numbersin EFygpy With a message waiting indication group
type and subscriber profile (as defined in TS 23.097 [36]). A message waiting indication group type may either be
Voicemail, Fax, Electronic Mail, Other or Videomail (as defined in TS 23.040 [6]).

This EF contains as many records as there are subscriber profiles (shall be record to subscriber profile). Each record
contains references to mailbox dialling numbersin EFygpy (0ne reference for each message waiting indication group

type).

Identifier: '6FC9' | Structure: linear fixed |  Optional
Record length: X bytes, (X = 4) | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/ADM
(fixed during administrative management)

DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length
1 Mailbox Dialling Number Identifier — Voicemail M 1 byte
2 Mailbox Dialling Number Identifier — Fax M 1 byte
3 Mailbox Dialling Number Identifier — Electronic M 1 byte

Mail

4 Mailbox Dialling Number Identifier — Other M lbyte
5 Mailbox Dialling Number Identifier — Videomail ®) 1 byte

- Mailbox Dialing Number Identifier (message waiting group type = Voicemail, Fax, Electronic Mail, Other or
Videomail).
Contents:
Identifies the mailbox dialling number to be associated with message waiting type.

Coding:

'00' — no mailbox dialling number associated with message waiting indication group type.
'xx' — record number in EFygpy associated with message waiting indication group type.

4.2.63 EFuwis (Message Waiting Indication Status)

If service n°48 is"available", thisfile shall be present.
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This EF contains the status of indicators that define whether or not a Voicemail, Fax, Electronic Mail, Other or
Videomail messageiswaiting (as defined in TS 23.040 [6]). The ME uses the status after re-activation to determine
whether or not to display the respective message-waiting indication on its display.

This EF contains as many records as there are subscriber profiles (shall be record to subscriber profile) as defined in
TS 23.097 [36] for MSP.

Identifier: '6FCA' | Structure: Linear fixed |  Optional

Record length: X bytes, (X 2 5) | Update activity: high

Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length
1 Message Waiting Indicator Status M 1 byte
2 Number of Voicemail Messages Waiting M 1 byte
3 Number of Fax Messages Waiting M 1 byte
4 Number of Electronic Mail Messages Waiting M 1 byte
5 Number of Other Messages Waiting M 1 byte
6 Number of Videomail Messages waiting ®) 1 byte

Message Waiting Indication Status
Contents:
Indicates the status of the message-waiting indication.

Coding:
Theindicator status for each indicator typeis 1 bit long and set as follows:
bit = 1: Set Indication Active
bit = 0: Set Indication Inactive

|b8|b7|B6|b5|b4|b3|b2|b1|

Message Waiting Indication Status - Voicemail
Message Waiting Indication Status - Fax

Message Waiting Indication Status - Electronic Mail
Message Waiting Indication Status - Other

Message Waiting Indication Status - Videomail

RFU

Number of Voicemail Messages Waiting
Contents:
Contains the number of voicemail messages waiting (see TS 23.040 [6]).

Coding:
Binary.

Number of Fax Messages Waiting
Contents:
Contains the number of fax messages waiting (see TS 23.040 [6]).

Coding:
Binary.

Number of Electronic Mail Messages Waiting
Contents:
Contains the number of electronic mail messages waiting (see TS 23.040 [6])

Coding:
Binary.

Number of Other Messages Waiting
Contents:
Contains the number of other messages waiting (see TS 23.040 [6]).
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Coding:
Binary.

Number of Videomail Messages Waiting
Contents:
Contains the number of Videomail messages waiting (see TS 23.040 [6]).

Coding:
Binary.

4.2.64 EFcgs (Call Forwarding Indication Status)

If service n°49 is"available", thisfile shall be present.

This EF contains the status of indicators that are used to record whether call forward is active. The ME uses the status
after re-activation to determine whether or not to display the respective Call Forwarding indicator on its display.

This EF contains as many records as there are subscriber profiles (shall be record to subscriber profile) as defined in
TS 23.097 [36] for MSP.

Identifier: '6FCB' | Structure: Linear Fixed |  Optional
Record length: 16 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 MSP number M 1 byte
2 CFU indicator status M 1 byte
3 Length of BCD number M 1 byte
4 TON and NPI M 1 byte
5t0 14 Dialling Number M 10 bytes
15 Capability/Configuration2 Record Identifier M 1 byte
16 Extension 7 Record ldentifier M 1 byte
NOTE: For contents and coding of dataitems not detailed below, see the respective data items of EF,py (Clause
4.4.2.3), Capability/Configuration2 Record Identifier and Extension 7 Record Identifier.
M SP number:
Contents:

The MSP number contains the Profile Identity of the subscriber profile. The Profile Identity shall be between 1and 4
asdefined in TS 23.097 [36] for M SP.

Coding:
Binary.

CFU indicator status:

Contents:
Indicates the status of the call forward unconditional indicator. Service code = 21 (CFU) or 002 (for CFU part of all
CF), asdefined in TS 22.030 [4]

Coding:

The indicator status for each indicator typeis 1 bit long and is set as follows:
bit = 1: Set indication active

bit = 0: Set indication inactive.
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|B8|b7|b6|b5|b4|b3|b2|b1|

CFU indicator status - Voice

MMI Service code = 11 (Telephony), as defined in TS
22.030 [4]).

CFU indicator status - Fax

MMI Service code = 13 (Fax), as defined in TS 22.030
[41) .

CFU indicator status - All data teleservices

MMI Service code = 12 (Data (Teleservices)), as
defined in TS 22.030 [4]).

CFU indicator status - SMS

MMI Service code = 16 (SMS), as defined in TS 22.030
[4].

CFU indicator status - All bearer services

MMI Service code = 20 (Data (Bearer Services)), as
defined in TS 22.030 [4]).

RFU (e.g. for other MMI service codes)

4.2.65 EFgxr7 (Extension?)

This EF contains extension data of a CFIS (Call Forwarding Indication Status - see 4.2.64).

Identifier: '6FCC' | Structure: linear fixed |  Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2to 12 Extension data M 11 bytes
13 Identifier M 1 byte

For contents and coding see clause 4.4.2.4 (EFgxt1)-

4.2.66 EFspp (Service Provider Display Information)
If service n°51 is"available", thisfile shall be present.

This EF contains information regarding the service provider display i.e. the service provider PLMN list.

Identifier: '6FCD' | Structure: transparent | Optional
SFI: '1B'
File size: x bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltox TLV object(s) containing Service Provider M X bytes
information
Tag Value Tag Description
‘A3’ Service provider display information Tag
‘80 Service provider PLMN list tag

The service provider display information object isaconstructed TLV coded according to I1SO/IEC 8825-1 [35].
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- Service provider PLMN list

Contents:
ThisTLV contains alist of n PLMNs in which the Service Provider Name shall be displayed, as defined in
clause 4.2.12 (EFspy).
Coding:
Description M/O Length
Service provider PLMN list tag M 1 byte
Length (see note) M X bytes
1 PLMN entry M 3 bytes
2" PLMN entry 0 3 bytes
3" PLMN entry 0 3 bytes
n" PLMN entry 0 3 bytes
Note: the length is 3*n bytes, where n denotes the number of PLMN entries. The length can
be coded on one or more bytes according to ISO/IEC 8825-1 [35].

Each PLMN is coded asfollows:
Mobile Country Code (MCC) followed by the Mobile Network Code (MNC) according to TS 24.008 [9].
In caseaPLMN entry is not used, it shall be set to 'FF FF FF'.

4.2.67 EFyuusny (MMS Notification)

If servicen°52 is "available”, thisfile shall be present.

This EF contains information in accordance with TS 23.140 [38] and X.S0016-000-A v1.0 [45] comprising MM S
notifications (and associated parameters) which have been received by the UE from the network. A 3GPP terminal
needs only to support the MM S implementation specified in TS 23.140 [38].

Identifier: "6FCE" | Structure: Linear fixed | Optional
Record length: 4+X bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 MMS Status M 2 bytes
3 MMS Implementation M 1 byte
4 to X+3 MMS Notification M X bytes
X+4 Extension file record number M 1 byte
- MMS Status
Content:
The status bytes contain the status information of the notification.
Coding:

b1 indicates whether there is valid data or if the location is free. B2 indicates whether the MM S notification has been read
or not. Bits b3-b4 of the first byte indicate the MM retrieval, MM rejection, or MM forwarding status, Bits b5-b8 of
the first byte and the entire second byte are reserved for future use.

First byte:

b8 b7 [ b6 | b5 | b4 | b3 | b2 | bl

X X X 0 Free space

X X X 1 Used space

X X 0 1 Notification not read
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X X 1 1 Notification read
0 0 X 1 MM not retrieved
0 1 X 1 MM retrieved

1 0 X 1 MM rejected

1 1 X 1 MM forwarded

Reserved for future use

Second byte:

b8 b7 | b6 | b5 [ b4 | b3 | b2 | bl

Reserved for future use

- MMS Implementation
Contents:
The MMS Implementation indicates the used implementation type, e.g. WAP.
Coding:
Allocation of bits:
Bit number Parameter indicated
1 WAP implementation of MM S as defined in TS 23.140 [38]
2 Reserved for 3GPP2: M-IMAP implementation of MM S as defined in X.S0016-000-A v1.0 [45]
3 Reserved for 3GPP2: SIP implementation of MM S as defined in X.S0016-000-A v1.0 [45]
4-8 Reserved for future use

Bitvalue Meaning
0 I mplementation not supported.
1 I mplementation supported.

- MMS Notification
Contents:
The MMS Notification contains the MM S notification.
Coding:
The MMS Notification is coded according to the MM S Implementation as indicated in Byte 3.
Any unused byte shall be set to 'FF'.

- Extension file record number
Contents:
- extension file record number. This byte identifies the number of arecord in the EFgx1g cOntaining extension data for the
notification information. The use of this byteisoptional. If it isnot used it shall be set to 'FF'.
Coding:
- binary.
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4.2.68 EFgxrs (Extension 8)

If servicen°53 is "available”, thisfile shall be present.

This EF contains extension data of aMMS Notification (Multimedia Messaging Service - see 4.2.67).

Identifier: '6FCF' | Structure: linear fixed | Optional
Record length: X+2 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2 to X+1 Extension data M X bytes
X+2 Identifier M 1 byte

The structure of this EF isidentical to the structure of EFgxt1 (See clause 4.4.2.4).

- Record type.
Contents:
type of the record, see clause 4.4.2.4

Coding:
according to the "additional data" type

- Extension data.
Contents:
additional data (MM S notification extension)

Coding:
the first byte of the extension data gives the number of bytes of the remainder of the MM S notification in this record.
The following bytes contain the extension of the MM S natification.

- ldentifier.
Contents:
identifier of the next extension record (in EXT8) to enable longer storage of information.

Coding:
record number of next record. 'FF' identifies the end of the chain.

4.2.69 EFyusice (MMS Issuer Connectivity Parameters)
If service n°52 is"available", thisfile shall be present.

This EF contains values for Multimedia Messaging Connectivity Parameters as determined by the issuer, which can be
used by the ME for MM S network connection. Thisfile may contain one or more sets of Multimedia M essaging | ssuer
Connectivity Parameters. The first set of Multimedia Messaging I ssuer Connectivity Parametersis used as the default
set. Each set of Multimedia Messaging Issuer Connectivity Parameters may consist of one or more Interface to Core
Network and Bearer information TLV objects, but shall contain only one MM S implementation TLV object, one MM S
Relay/Server TLV object and one Gateway TLV object. The order of the Interface to Core Network and Bearer
information TLV objectsin the MM S Connectivity TLV object defines the priority of the Interface to Core Network
and Bearer information, with the first TLV object having the highest priority.
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Identifier: '6FDO’ Structure: Transparent | Optional
File Size: Xi+...+ X, bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X MMS Connectivity Parameters TLV M X1 bytes
object
X+l to X1 + X2 MMS Connectivity Parameters TLV o Xz bytes
object
Xi+...+ Xnatl to Xg+...+ X, MMS Connectivity Parameters TLV (0] Xn bytes
object

MM S Connectivity Parameters tags

Description Tag Value

MMS Connectivity Parameters Tag 'AB'

MMS Implementation Tag "80"
MMS Relay/Server Tag "81"
Interface to Core Network and Bearer Information Tag '82'
GatewayTag ‘83"
Reserved for 3GPP2: MMS Authentication Mechanism Tag '84'
Reserved for 3GPP2: MMS Authentication User Name Tag '85'

- MMS Connectivity Parameters contents
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Description Value M/O Length (bytes)
MMS Connectivity Parameters Tag 'AB' M 1
Length Note 1 M Note 2
MMS Implementation Tag ‘80" M 1
Length 1 M 1
MMS Implementation Information - M 1
MMS Relay/Server Tag '81' M 1
Length X1 M Note 2
MMS Relay/Server Address - M X1
MMS Authentication Mechanism Tag '84' C1 1
Length X2 C1 Note 2
MMS Authentication Mechanism -- C1 X2
MMS Authentication User Name Tag '85' Cl 1
Length X3 C1l Note 2
MMS Authentication User Name -- C1 X3
| 15" Interface to Core Network and '82' Cc2 1
Bearer Information Tag (highest priority)
Length Y1 C2 Note 2
1% Interface to Core Network and -- Cc2 Y1
Bearer information
2" Interface to Core Network and '82' Cc2 1
Bearer Information Tag
Length Y2 C2 Note 2
2" Interface to Core Network and -- C2 Y2
Bearer information
N™ Interface to Core Network and '82' c2 1
Bearer Information Tag (lowest priority)
Length Y3 C2 Note 2
N™ Interface to Core Network and - c2 Y3
Bearer information
GatewayTag ‘83" ©) 1
Length z o] Note 2
Gateway Information -- (@) Z
Note 1:  This is the total size of the constructed TLV object.
Note 2:  The length is coded according to ISO/IEC 8825-1 [35].
Cl: Reserved for 3GPP2: only present if M-IMAP or SIP indicated in tag 80.
C2: Only present if WAP is indicated in tag 80.
- MMS Implementation Tag '80'
See section 4.2.67 for contents and coding.
- MMS Relay/server Tag '81'
Contents:
The MMS relay/server contains the address of the associated MMS relay/server.
Coding:
The MMS relay/server address is coded according to the guideline provided in TS 23.140 [38].
- MMS Authentication Mechanism Tag '84'
Contents:
The MMS authentication mechanism contains the authentication mechanism used for M-IMAP and SIP.
Coding:

The MM S authentication mechanism is coded according to the guidelines provided in X.S0016-000-A v1.0 [45].

- MMS Authentication User Name Tag '85'
Contents:
The MMS Authentication User Name contains the authentication user name used for M-IMAP and SIP.
Coding:
The MMS authentication User Name is coded according to the guidelines provided in X.S0016-000-A v1.0 [45].

- Interface to Core Network and Bearer Information Tag '82'
Contents:

The Interface to Core Network and Bearer Information may contain the following information to set up the bearer:
Bearer, Address, Type of address, Speed, Call type, Authentication type, Authentication id, Authentication password.
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Coding:
The coding is according to the guideline provided in TS 23.140 [38].

- Gateway Tag '83'
Contents:
The Gateway may contain the following information; Address, Type of address, Port, Service, Authentication type,
Authentication id and Authentication password.
Coding:
The coding is according to the guideline provided in TS 23.140 [38].

Unused bytes shall be set to 'FF.

An Example for the coding of these parameters can be found in Annex J.2.

4.2.70 EFyusup (MMS User Preferences)

If service n°52 is"available", thisfile shall be present.

This EF contains values for Multimedia Messaging Service User Preferences, which can be used by the ME for user
assistance in preparation of mobile multimedia messages (e.g. default values for parameters that are often used).

Identifier: '6FD1' | Structure: Linear Fixed | Optional
Record Length: X bytes | Update activity: low
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
lto X MMS User Preference TLV Objects M X bytes

MMS User Preference tags

Description Tag Value

MMS Implementation Tag '80'

MMS User preference profile name Tag '81'

MMS User Preference information Tag '82'

MMS User Preference information
Description Value M/O Length (bytes)

MMS Implementation Tag ‘80" M 1
Length 1 M Note
MMS Implementation information -- M 1
MMS User preference profile name Tag '81' M 1
Length X M Note
MMS User profile name -- M X
MMS User Preference information Tag '82' M 1
Length Y M Note
MMS User Preference information -- M Y
Note: The length is coded according to ISO/IEC 8825-1 [35]

- MMS Implementation Tag '80'
For contents and coding see 4.2.67

- MMS User preference profile name Tag '81'
Contents:

Alphatagging of the MM S user preference profile.
Coding:

this alpha-tagging shall use either:
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- the SM S default 7-bit coded a phabet as defined in TS 23.038 [5] with bit 8 set to 0. The alphaidentifier shall be left
justified.

Or:

- one of the UCS2 coded options as defined in the annex of TS 31.101 [11].

- MMS User Preference information Tag '82'
Contents:
The following information elements may be coded; Sender Visihility, Delivery Report, Read-Reply, Priority, Time of
Expiry and Earliest Delivery Time.
Coding:
Depending upon the MM S implementation as indicated in Tag '80'.

An Example for the coding of these parameters can be found in Annex J.1.

4.2.71 EFyusuce (MMS User Connectivity Parameters)
If service n°52 and n°55 are "available”, thisfile shall be present.

This EF contains values for Multimedia Messaging Connectivity Parameters as determined by the user, which can be
used by the ME for MM S network connection. This file may contain one or more sets of Multimedia Messaging User
Connectivity Parameters. Each set of Multimedia Messaging User Connectivity Parameters may consist of one or more
Interface to Core Network and Bearer information TLV objects, but shall contain only one MM S implementation TLV
object, one MM S Relay/Server TLV object and one Gateway TLV object. The order of the Interface to Core Network
and Bearer information TLV objectsin the MM S Connectivity TLV object defines the priority of the Interface to Core
Network and Bearer information, with the first TLV object having the highest priority.

Identifier: '6FD2' | Structure: Transparent | Optional
File Size: Xi+...+ X, bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto Xy MMS Connectivity Parameters TLV o X1 bytes
object
Xi+1 to X1 + Xz MMS Connectivity Parameters TLV (0] X2 bytes
object
X+ Xnatl to Xo+...+ Xy MMS Connectivity Parameters TLV o Xn bytes
object

For the contents and coding see 4.2.69

4.2.72 EF,. (Network's Indication of Alerting)

If servicen°56 is "available”, thisfile shall be present.

This EF contains categories and associated text related to the Network's indication of aerting in the MS service defined
in TS22.101 [24].
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Identifier: '6FD3' Structure: linear fixed | Optional
Record length : X+1 bytes Update activity: low
Access Conditions:
READ PIN

UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

1 Alerting category M 1 byte

2to X+1 Informative text M X bytes

- Alerting category
Contents:
category of aerting for terminating traffic.
Coding:
according to TS 24.008 [9]. Value 'FF' means that no information on alerting category is available.
- Informative text
Contents:
text describing the type of terminating traffic associated with the category.
Coding:

see the coding of the Alpha Identifier item of the EFpn. The maximum number of charactersfor this
informative text isindicated in TS 22.101 [24].

4.2.73 EF.s (Voice Group Call Service)

If service n°57 is"available", thisfile shall be present.

This EF contains alist of those VGCS group identifiers the user has subscribed to. The elementary file is used by the
ME for group call establishment and group call reception.

Identifier: '6FB1’ | Structure: transparent | Optional
File size: 4n bytes, (1< n < 50) | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 Group ID 1 M 4 bytes
5t08 Group ID 2 (0] 4 bytes
(4n-3) to 4n Group ID n (0] 4 bytes

- Group D
Contents: VGCS Group ID, according to TS 23.003 [25]
Coding:

The VGCS Group ID is of avariable length with a maximum length of 8 digits. Each VGCS Group ID is
coded on four bytes, with each digit within the code being coded on four bits corresponding to BCD code.
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If aVGCS Group ID of lessthan 8 digitsis chosen, then the unused nibbles shall be set to 'F. VGCS
Group ID Digit 1 isthe most significant digit of the Group ID.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|bl|

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b

=

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|

Byte 4.

|b8|b7|b6|b5|b4|b3|b2|b

=

Byte (4n-3) to 4n:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of Digit

MSB of Digit
ISB of Digit

MSB of Digit

ISB of Digit

MSB of Digit
LSB of Digit

MSB of Digit

ISB of Digit

MSB of Digit
LSB of Digit

MSB of Digit

ISB of Digit

MSB of Digit
LSB of Digit

MSB of Digit

LSB of Digit

MSB of Digit
LSB of Digit

MSB of Digit
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If storage for fewer than the maximum possible number n of VGCS Group Ids, is required, the excess
bytes shall be set to 'FF'.

4.2.74 EF.sss (Voice Group Call Service Status)

If service n°57 is "available", thisfile shall be present.

This EF contains the status of activation for the VGCS group identifiers. The elementary fileis directly related to the
EFvccs. This EF shall always be alocated if ERgcs is alocated.

Identifier: '6FB2' | Structure: transparent | Optional
File size: 7 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/ADM
(fixed during administrative management)
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to7 Activation/Deactivation Flags M 7 bytes

Activation/Deactivation Flags

Contents: Activation/Deactivation Flags of the appropriate Group Ids
Coding: bit = 0 means - Group ID deactivated
bit = 1 means - Group ID activated

Byte 1.

|b8|b7|b6|b5|b4|b3|b2|bl|

[ Group ID 1

Group ID 8

etc

Byte 7:

|b8|b7|b6|b5|b4|b3|b2|b1|

Group ID 49
Group ID 50
b3=1
b4=1
b5=1
b6=1
b7=1
b8=1

4.2.75 EF.s (Voice Broadcast Service)

If service n°58 is"available", thisfile shall be present.

This EF contains alist of those VBS group identifiers the user has subscribed to. The elementary file is used by the ME
for broadcast call establishment and broadcast call reception.
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Identifier: '6FB3' | Structure: transparent | Optional
File size: 4n bytes, (1 <n < 50) | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 Group ID 1 M 4 bytes
5t02 Group ID 2 (0] 4 bytes
(4n-3) to 4n Group ID n (0] 4 bytes
Group ID
Contents: VBS Group ID, according to TS 23.003 [25]
Coding: The VBS Group ID is of avariable length with a maximum length of 8 digits. Each VBS Group 1D
is coded on four bytes, with each digit within the code being coded on four bits corresponding to
BCD code. If aVBS Group ID of lessthan 8 digitsis chosen, then the unused nibbles shall be set
to'F. VBS Group ID Digit 1 isthe most significant digit of the Group ID.
Byte 1:
|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1|
ISB of Digit 1 of Group ID 1
l\'/LSB of Digit 1 of Group ID 1
LSB of Digit 2 of Group ID 1
I‘./JSB of Digit 2 of Group ID 1
Byte 2
|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1|
ISB of Digit 3 of Group ID 1
D'/LSB of Digit 3 of Group ID 1
LSB of Digit 4 of Group ID 1
I‘./JSB of Digit 4 of Group ID 1
Byte 3

|b8|b7|b6|b5|b4|b3|b2|b1|

ISB of Digit 5 of Group ID 1

MSB of Digit 5 of Group ID 1
LSB of Digit 6 of Group ID 1

MSB of Digit 6 of Group ID 1
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Byte 4.

|b8|b7|b6|b5|b4|b3|b2|bl|

LSB of Digit 7 of Group ID 1

MSB of Digit 7 of Group ID 1
ISB of Digit 8 of Group ID 1

MSB of Digit 8 of Group ID 1

Byte (4n-3) to 4n:

|b8|b7|b6|b5|b4|b3|b2|b1|

ISB of Digit 7 of Group ID n

MSB of Digit 7 of Group ID n
LSB of Digit 8 of Group ID n

MSB of Digit 8 of Group ID n

If storage for fewer than the maximum possible number n of VBS Group Ids, is required, the excess bytes shall be set to
'FF.
4.2.76 EF.ss (Voice Broadcast Service Status)

If servicen°58 is "available”, thisfile shall be present.

This EF contains the status of activation for the VBS group identifiers. The elementary file is directly related to the
EFvgs This EF shall always be allocated if EFygsis alocated.

Identifier; '6FB4' | Structure: transparent | Optional
File size: 7 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/ADM
(fixed during administrative management)
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto7 Activation/Deactivation Flags M 7 bytes

Activation/Deactivation Flags

Contents: Activation/Desactivation Flags of the appropriate Group Ids
Coding: see coding of EFygess
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4.2.77 EF.scsca (Voice Group Call Service Ciphering Algorithm)
If servicen°64 is "available", thisfile shall be present.

This EF contains the ciphering algorithm identifiers for each of the Master Group Key (V_Ki) of each VGCS group that
the user has subscribed to (defined in EFygcs).

Identifier: '6FD4' | Structure: transparent | Optional
File size: 2n bytes, (1 < n < 50) | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 VGCS Group ciphering algorithm identifier for M 1 byte
1* V_Ki of Group 1
2 VGCS Group ciphering algorithm identifier for M 1 byte
2" V_Ki of Group 1
3 VGCS Group ciphering algorithm identifier for (0] 1 byte
1* V_Ki of Group 2
4 VGCS Group ciphering algorithm identifier for (0] 1 byte
2" V_Ki of Group 2
2n-1 VGCS Group ciphering algorithm identifier for (0] 1 byte
1* V_Ki of Group n
2n VGCS Group ciphering algorithm identifier for (0] 1 byte
2"V _Ki of Group n

Ciphering Algorithm Identifier:

Contents. Ciphering Algorithm identifier for the specified Master Group Key of each Voice Call Group
Coding:

Value

"00" no ciphering

"01" ciphering with algorithm GSM A5/1
"02" ciphering with algorithm GSM A5/2
"03" ciphering with algorithm GSM A5/3
"04" ciphering with algorithm GSM A5/4
"05" ciphering with algorithm GSM A5/5
"06" ciphering with algorithm GSM A5/6
"07" ciphering with algorithm GSM A5/7
"08" to "FF" RFU
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4.2.78 EFsscs (Voice Broadcast Service Ciphering Algorithm)
If servicen°65 is "available”, thisfile shall be present.

This EF contains the ciphering algorithm identifiers for each of the Master Group Key (V_Ki) of each VBS group that
the user has subscribed to (defined in EFygs).

Identifier: '6FD5' | Structure: transparent | Optional
File size: 2n bytes, (1 < n < 50) | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 VBS Group ciphering algorithm identifier for 1* M 1 byte
V_Ki of Group 1
2 VBS Group ciphering algorithm identifier for M 1 byte
2" V_Ki of Group 1
3 VBS Group ciphering algorithm identifier for 1* (0] 1 byte
V_Ki of Group 2
4 VBS Group ciphering algorithm identifier for (0] 1 byte
2" V_Ki of Group 2
2n-1 VBS Group ciphering algorithm identifier for 1% (0] 1 byte
V_Ki of Group n
2n VBS Group ciphering algorithm identifier for (0] 1 byte
2"V _Ki of Group n
Ciphering Algorithm Identifier:
Contents: Ciphering Algorithm identifier for the specified Master Group Key of each V oice Broadcast Group

Coding: See coding of EFygcsca

4.2.79 EFgeasp (GBA Bootstrapping parameters)
If service n°68 is"available", thisfile shall be present.

This EF contains the AKA Random challenge (RAND) and Bootstrapping Transaction Identifier (B-TID) associated
with a GBA bootstrapping procedure.

Identifier: '6FD6' | Structure: transparent |  Optional
File length: L+X+N+3 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Length of RAND (X) M 1 byte
2to (X +1) RAND M X bytes
X+2 Length of B-TID (L) M 1 byte
(X+3) to (X+2+L) [B-TID M L bytes
X+L+3 Length of key lifetime M 1 byte
(X+L+4) to Key lifetime M N bytes
(X+L+N+3)
Length of RAND
Contents: number of bytes, not including this length byte, of RAND field
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RAND
Contents: Random challenge used in the GBA_U bootstrapping procedure.
Coding: as defined in TS 33.103 [13]

Length of B-TID

Contents: number of bytes, not including this length byte, of B-TID field
B-TID

Content: Bootstrapping Transaction Identifier the GBA_U bootstrapped keys

Coding: Asdefined in TS 33.220 [42]

Length of key lifetime

Contents: number of bytes, not including thislength byte, of key lifetime field
Key lifetime

Content: Lifetime of the GBA_U bootstrapped keys

Coding: Asdefined in TS 33.220 [42]

4.2.80 EFysk (MBMS Service Keys List)

If service n°69 is"available", thisfile shall be present.

A record of this EF containsthe list of MBMS Service Keys (MSK) and associated parameters, which are related to an
MBMS Key Domain. There are up to two MSKs per Key Domain ID/Key Group ID pair, where the Key Group ID is
the Key Group part of the MSK ID as defined in TS 33.246 [43]. Two 4 byte MSK 1Ds stored within a record have the
same value for the 2 byte Key Group part.

Identifier: '6FD7' | Structure: linear fixed |  Optional
Record length: 8n+4 bytes, (n = 2) | Update activity: high
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1t03 Key Domain ID M 3 bytes
4 Number of stored MSK IDs and M 1 byte
corresponding TS
510 8 15" MSK ID M 4 bytes
9to 12 1% Time Stamp Counter (TS) M 4 bytes
13t0 16 2" MSK ID M 4 bytes
17 to 20 2" Time Stamp Counter (TS) M 4 bytes
8(n-1)+5to 8n  [n™ MSK ID o 4 bytes
(See Note)
8n+1to 8n+4 [n" Time Stamp Counter (TS) C 4 bytes
(See Note)
Note: In the current version of the specification, these bytes are RFU.

Key Domain ID:
Content: Identifier of the Domain of the BM-SC providing MBMS Service.
Coding: Asdefined in TS 33.246 [43]
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Number of stored MSK IDs and corresponding TS:

Content: Number of stored MSK 1Ds and corresponding Time Stamp counter (TS) within the record, as defined in
TS 33.246 [43]. This number shall not exceed the maximum limit of MSK IDsfixed in TS 33.246 [43] (e.gif the
maximum number of MSK IDsis 2, then this byte may only take the following values: ‘00, '01', '02").

Coding: binary.

MSK ID:
Content: Identifier of MBMS Service Key (MSK) within a particular Key Domain.
Coding: Asdefined in TS 33.246 [43]

Time Stamp Counter (TS):

Content: Counter for MIKEY replay protectionin MTK delivery. Each counter is associated with a
particular MSK.
Coding: Asdefined in TS 33.246 [43]

Any unused bytes shall be set to 'FF'.

4.2.81 EFwu (MBMS User Key)

If servicen°69 is "available”, thisfile shall be present.

This EF contains the identifier of the MBM S User Key (MUK) that is used to protect the transfer of MBMS Service
Keys (MSK). Thefile aso contains the Time Stamp Counter associated with the MUK, which is used for Replay
Protection in MSK transport messages. This EF shall not contain MUK |Ds with the same Idi part.

Identifier: '6FD8' | Structure: linear fixed |  Optional
Record length: Z bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Bytes
ltoZ MBMS User Key TLV objects M ltoZ

MBMS User Key tags

Description Tag Value
MUK ID Tag ‘A0’
Time Stamp Counter Tag ‘81’
MBMS User Key information
Description Value M/O Length (bytes)

MUK ID Tag '‘AQ' M 1
Length X M Note
MUK Idr Tag ‘80 M 1
Lenght A M Note
MUK Idr value -- M A
MUK Idi Tag '‘82' M 1
Lenght w M Note
MUK Idi Value - M W
Time Stamp Counter Tag '81' M 1
Length Y M Note
Time Stamp Counter value -- M Y
Note: The length is coded according to ISO/IEC 8825-1 [35]

- MUK ID Tag'A0'. This constructed data object consists of the Idr, and the I di
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- I1dr Tag '80°
Content:
Idr part of MBMS User Key (MUK).
Coding:
Asdefined in TS 33.246 [43]
- 1di Tag '82'
Content:
Idi part of MBMS User Key (MUK).
Coding:
Asdefined in TS 33.246 [43]

- Time Stamp Counter Tag '81'
Content:
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Counter for MIKEY replay protection in MSK delivery. The counter is associated with the particular MUK. The

length value isdefined in TS 33.246 [43].

Coding:
Asdefined in TS 33.246 [43]

Unused bytes shall be set to 'FF.

4.2.82 Void

4.2.83 EFggant (GBA NAF List)

If servicen°68 is "available”, thisfile shall be present.

This EF contains the list of NAF_ID and B-TID associated to a GBA NAF derivation procedure.

Identifier: '6FDA' | Structure: Linear fixed | Optional
Record length: Z bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoZ NAF Key Identifier TLV objects M Z bytes
NAF Key Identifier tags
Description Tag Value
NAF_ID Tag 80"
B-TID Tag '81'
NAF Key ldentifier information
Description Value M/O Length (bytes)
NAF_ID Tag '80' M 1
Length X M Note
NAF_ID value -- M X
B-TID Tag ‘81" M 1
Length Y M Note
B-TID value -- M Y
Note: The length is coded according to ISO/IEC 8825-1 [35]

- NAF_ID Tag's0'
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Identifier of Network Application Function used in the GBA_U NAF Derivation procedure.

Coding:
Asdefined in TS 33.220 [42]

- B-TID Tag'81'
Content:

Bootstrapping Transaction |dentifier of the GBA_U bootstrapped key

Coding:
Asdefined in TS 33.220 [42]

Unused bytes shall be set to 'FF

4.2.84 EFegupivn (EQUivalent HPLMN)

If servicen°71is"available", thisfile shall be present.

This EF contains the coding for n EHPLMNSs. The usage of EHPLMN is defined in TS 23.122 [31]. This data field may

contain the HPLMN code derived from the IMSI asan EHPLMN entry.

Identifier: '6FD9' |

Structure: transparent |

Optional

SFI: 1D

File size: 3n, (n >1)

Update activity: low

Access Conditions:

READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to03 15" EHPLMN (highest priority) M 3 bytes
4106 2" EHPLMN 0 3 bytes
(3n-2)to (3n) | ™ EHPLMN (lowest priority) 0 3 bytes

- EHPLMN
Contents:

- Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).

Coding:
- accordingto TS 24.008 [9].

Unused entries shall be set to 'FF FF FF

4.2.85 EFgppuvnet (Equivalent HPLMN Presentation Indication)

If servicen°71 and service n°73 are "available", thisfile shall be present.

This EF contains an indication to the ME for the presentation of the available EHPLMN(s). The usage of the EHPLMN
presentation indication isdefined in TS 23.122 [31].

Identifier: '6FDB' | Structure: transparent | Optional
File size: 1 byte Update activity: low
Access Conditions:

READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length
1 EHPLMN Presentation Indication M 1 byte

ETSI




3GPP TS 31.102 version 12.10.0 Release 12 89 ETSI TS 131 102 V12.10.0 (2016-01)

- EHPLMN Presentation Indication:
Contents:

EHPLMN display mode
Coding:
- '00' - No preference for the display mode
- '01' - Display the highest-priority available EHPLMN only
- '02' - Digplay dl the available EHPLMNs
- All other values are RFU

4.2.86 EF rpiuns (Last RPLMN Selection Indication)

If servicen°74 is"available", thisfile shall be present.

This EF contains an indication to the ME for the selection of the RPLMN or the home network at switch on, or
following recovery from lack of coverage. The usage of the Last RPLMN Selection Indication is defined in
TS23.122[31].

Identifier: '6FDC' | Structure: transparent | Optional
File size: 1 byte | Update activity: low
Access Conditions:

READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length
1 Last RPLMN Selection Indication M 1 byte

- Last RPLMN Selection Indication:
Contents:
Last RPLMN Selection Indication
Coding:
- '00" - The UE shall attempt registration on the last RPLMN at switch-on or recovery from out-of-coverage as
described in TS 23.122 [31]
- '01' - The UE shall attempt registration either on the HPLMN or the last RPLMN at switch-on or recovery from out-

of-coverage as described in TS 23.122 [31]
- All other values are RFU

4.2.87 EFnarkca (NAF Key Centre Address)
If service n°68 and service n°76 are "available", thisfile shall be present.

This EF contains one or more NAF Key Centre addresses. The first record in the EF shall be considered to be of the
highest priority. The last record in the EF shall be considered to be the lowest priority.

Identifier: '6FDD'’ | Structure: Linear fixed | Optional
Record length: Z bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoZ NAF Key Centre TLV object M Z bytes

Unused bytes shall be set to 'FF.

NAF Key Centre tags
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Description Tag Value
NAF Key Centre address Tag '80"
NAF Key Centre information
Description Value M/O Length (bytes)

NAF Key Centre address Tag '80' M
Length X M Note
NAF Key Centre address value -- M X
Note: The length is coded according to ISO/IEC 8825-1 [35].

- NAF Key Centre Address value (Tag '80")

Contents:
Fully qualified Domain Name (FQDN) of the NAF Key Centre used in the Local Key Establishment
procedures (see TS 33.110 [47]).

Coding:

Encoded to an octet string according to UTF-8 encoding rules as described in IETF RFC 3629 [48].
4.2.88 EFspyn (Service Provider Name Icon)
If servicen°78 is"available", thisfile shall be present.

This EF may contain one or several linksto the service provider name icon. When more than onelink isavailable, it is
up to the ME to choose the link type to be used (e.g. the link type that is supported by the ME). The requirements for
the display by the ME are defined in section 4.2.12.

Identifier: '6FDE’ | Structure: transparent |  Optional
File Size: X bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Icon TLV object(s) M X bytes

Thisfile may contain one or several service provider name Icon TLV object(s). The coding of the service provider name
Icon TLV objectsis described hereafter:

Length Description Value Status
1 byte Icon Tag (See Note 1) -- M
1 byte Length (see Note 2) Y+1 M
1 byte Icon Qualifier -- M
Y bytes Icon Link -- M

Note 1: The tag value indicates the type and format of the Icon Link that is provided in the TLV value
field (e.g. Tag '80' indicates that the Icon link is a URI, while Tag '81" indicates that the Icon Link is the
record number of the corresponding image in EFimg).

Note 2: coded according to ISO/IEC 8825-1 [35].

- lconTag
Contents: Tag value.

- When the Icon Link is an URI, the Tag value shall be set to '80'.

- When the Icon Link is a pointer to the record number of the corresponding image in EFy, the Tag value
shall be set to '81".
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- All other values are RFU.
Coding: binary.

- lcon Qualifier
Contents: Theicon qualifier indicates to the ME how the icon shall be used.

-'01' = iconis self-explanatory, i.e. if displayed, it replaces the corresponding name in text format.

-'02' = iconis not self-explanatory, i.e. if displayed, it shall be displayed together with the corresponding
name in text format.

- All other values are RFU.
Coding: binary.
- lconLink
Contents: Link to theicon. Thislink shall point to a UICC resource.
Coding:

- When the Tag value indicates an URI (i.e. Tag = '80") , the Icon Link shall be encoded to an octet string
according to UTF-8 encoding rules as described in IETF RFC 3629 [48] (e.g.
http://127.0.0.1:3516/pub/files/spng.jpg).

- When the Tag value indicates that the Icon Link contains the record number of the corresponding image in
EFmc (i.e. Tag = '81"), the lcon Link shall be encoded in binary.

4.2.89 EFpnn (PLMN Network Name Icon)

If service n°79 is"available", thisfile shall be present.

This EF contains one or several linksto the PLMN network name icon. When more than one link is availablein a
record, it is up to the ME to choose the link type to be used (e.g. the link type that is supported by the ME).

Identifier: '6FDF' | Structure: linear fixed |  Optional
Record length: X bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Icon TLV object(s) M X bytes

Each record may contain one or several PLMN network name Icon TLV object(s). The coding of the lcon TLV
object(s) isdescribed in EFgpy;.

4.2.90 EFycp.p (Network Connectivity Parameters for USIM IP connections)
If servicen°80 is "available", thisfile shall be present.

This EF contains the network activation parameters to be used by the ME for establishing a data channel (e.g. PDP
context activation) for UICC remote | P connectivity as described in ETSI TS 102 483 [50].

Each record contains a network connectivity parameters set. A network connectivity parameters set may comprise an
Access Point Name, a Login and Password of the Access Point Name, a Data Destination Address Range and the Bearer
Description. The priority order of the different Network Connectivity Parameters sets is the same as the order of the
record numbers.
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Each network connectivity parameters set provides a condition and the network connectivity parameters to be used
when this condition is met:

- The network activation parameters present in arecord shall be associated with this Data Destination Address
Range in the same record (i.e. if arecord contains a Data Destination Address Range, all |P packets that are sent
by the UICC to any network destination address belonging to this Address Range shall transit through a network
connection established using the parameters provided in that record).

Note: A Data Destination Address Range TLV with a zero length prefix matches all addresses of the
address type.

In arecord, if the Access Point Name has a value part, the associated Login and Password may be provided. If
supported by the ME, the Login and Password may be used for Access Point Name authentication. If only the Loginis
present, the ME shall use its default Password configuration if any. If the Login and Password are not present, the ME
shall useits default Login/Password configuration if any. If no authentication is requested, the Login and Password
shall beignored. The Password TLV can only be provided in arecord if aLogin TLV is provided in the same record.

In any record, if the Access Point Name has no value part, the ME may use its default Access Point Name or the default
subscription value together with the other network connectivity parameters of that record.

When present, the Bearer Description TLV provides recommended values for parameters that the ME should use to
establish the data link for UICC remote I P connections. However if the ME or network does not support these values,
the ME selects the most appropriate values.

Structure of EFycp.p

Identifier: '6FE2' | Structure: linear fixed |  Optional
Record length: Z bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoM Data Destination Address Range TLV M M bytes
M+1 to M+N |Access Point Name TLV M N bytes
M+N+1to |Login TLV C O bytes
M+N+O
M+N+O+1 to |Password TLV C P bytes
M+N+O+P
M+N+O+P+1 |Bearer description TLV C Q bytes
to
M+N+O+P+Q

- Access Point Name TLV
Contents:  Access Point Name provides information to the ME necessary to identify the Gateway entity which
provides interworking with an external packet data network.

Coding: the coding of the Access Point Name TLV object is described hereafter. The Access Point Name
Vaueis coded as defined in TS 23.003 [25].

Length [Description Value [Status

1 byte [Access Point Name Tag 80 M

1 byte [Length (see note 1) X M

1 byte [Access Point Name Value -- M
Note 1: coded according to ISO/IEC 8825-1 [35].

- Login TLV
Contents. thelogin of the Access Point Name.
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Coding: the coding of the Login TLV object is described hereafter. The Login Value is coded asfor SMS Data
coding scheme defined in TS 23.038 [5]. Parts of the data coding scheme other than the character set
indication shall be ignored.

Length [Description Value [Status

1 byte [Login Tag 81 M

1 byte [Length (see note 1) X M

1 byte [Login Value -- M
Note 1: coded according to ISO/IEC 8825-1 [35].

- Password TLV
Contents. the password of the Access Point Name.

Coding: the coding of the Password TLV object is described hereafter. The Password Vaue is coded as for
SM S Data coding scheme defined in TS 23.038 [5]. Parts of the data coding scheme other than the
character set indication shall be ignored.

Length [Description Value [Status

1 byte [Password Tag 82 M

1 byte [Length (see note 1) X M

1 byte [Password Value -- M
Note 1: coded according to ISO/IEC 8825-1 [35].

- DataDestination Address Range TLV
Contents. the data destination address or the range of data destination addresses.

Coding: the coding of the Data Destination Address Range TLV object is described hereafter.

Length |Description Value |Status
1 byte Data Destination Address Range Tag 83 M
1 byte Length (see notel) X M
1 byte Type of Address -- M
1 byte Prefix length (in bits) '00' to M
'20' for
Ipv4
'00' to
‘80" for
Ipv6
Oto 16 Prefix --
bytes
Note 1: coded according to ISO/IEC 8825-1 [35].

- Type of Address
Contents:. the type of data destination address range.
Coding:
- '21'=Ipv4 address range;
- 'B7' =1pv6 address range;
- Other values are RFU.
- Prefix length

Contents: the number N of valid bits of the prefix of the address range. A prefix length of zero denotes the
default "all 1P addresses’ range.

Coding: binary
- Prefix
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Contents: Prefix, i.e. the leftmost bits of the address range. All addresses where the leftmost N bits match
the prefix belong to the address range.
Coding:

- theleftmost N bits encode the prefix of the address range. If N is not an integer multiple of 8, the
prefix isright padded with zeroes to the next octet boundary.

- Bearer Description TLV
Contents:. bearer description.

Coding: the coding of the Bearer Description TLV object is described hereafter. The Bearer Description Value
is encoded as the value part of the "Bearer description” TLV data object defined in TS 31.111 [12].

Length [Description Value [Status

1 byte [Bearer Description Tag 84 M

1 byte [Length (see note 1) X M

1 byte |[Bearer Description Value -- M
Note 1: coded according to ISO/IEC 8825-1 [35].

Any unused bytes shall be set to 'FF'.

4.2.91 EFgps oc) (EPS location information)
If servicen°85 is"available”, thisfile shall be present.
This EF contains the following EPS location information:

- Globaly Unique Temporary Identifier (GUTI);
- Last visited registered Tracking Arealdentity (TAI);

- EPSupdate status.
Identifier: '6FE3’ | Structure: transparent | Optional
SFI: '1E'
File size: 18 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to 12 GUTI M 12 bytes
13 t0l7 Last visited registered TAI M 5 bytes
18 EPS update status M 1 byte
- GUTI.
Contents:

Globally Unique Temporary Identifier.
Coding:

asthe GUTI part of the EPS mobile identity information element defined in TS 24.301 [51]. Byte 1
corresponds to "octet 2" of an EPS mabile identity information element containing a GUTI. Byte 12
corresponds to "octet 13" of an EPS mobile identity information element information element containing
aGUTI.

Byte 1: first byte of GUTI
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| bs | b7 | b6 | b5 | b4 | b3 | b2 | bl |

MSB
- Last visited registered TAI
Contents:
Last visited registered Tracking Area | dentity.
Coding:

as the content of the tracking area identity information element defined in TS 24.301 [51]. Byte 13
corresponds to "octet 2" of atracking area identity information element. Byte 17 correspondsto "octet 6"
of atracking areaidentity information element.

Byte 13: first byte of last visited registered TAI

|b8|b7|b6|b5|b4|b3|b2|b1|

MSB

- EPSupdate status.
Contents:

status of EPS update according to TS 24.301 [51].
Coding:
byte 18:

Bits:

w
N

1

: UPDATED.

: NOT UPDATED.

: ROAMING NOT ALLOWED.
: reserved.

: reserved.

: reserved.

: reserved.

: reserved.

PRPPRPPOOOOUT
PRPOORPRPFRPLROOZUT

bl.
0
1
0
1
0
1
0
1
Bitsb4 to b8 are RFU (see TS 31.101 [11)).
Unused bytes shall be set to 'FF'.
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4.2.92 EFgpsnsc (EPS NAS Security Context)

If servicen°85 is"available”, thisfile shall be present.

This EF contains the EPS NAS Security context as defined in TS 33.401 [52]. Thisfile shall contain only one record.

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length
1to X EPS NAS Security Context TLV Object M X bytes
EPS NAS Security Context tags
Description Tag Value
EPS NAS Security Context Tag '‘AQ'
EPS NAS Security Context information
Description Value M/O Length (bytes)

EPS NAS Security Context Tag ‘A0’ M 1
Length (length of all subsequent data) Y M Note 1
Key set identifier KSlasme Tag '80' M 1
Length K M Note 1
Key set identifier KSlasme -- M K
ASME key (Kasme) Tag '81' M 1
Length L M Note 1
ASME key (KASME) -- M L
Uplink NAS count Tag '82' M 1
Length M M Note 1
Uplink NAS count -- M M
Downlink NAS count Tag '83' M 1
Length N M Note 1
Downlink NAS count -- M N
Identifiers of selected NAS integrity and '84' M 1
encryption algorithms Tag
Length S M Note 1
Identifiers of selected NAS integrity and -- M S
encryption algorithms
Note 1:  The length is coded according to ISO/IEC 8825-1 [35]

Identifier: '6FE4’ | Structure: linear fixed |  Optional

SFI: '18'

Record size: X bytes (X254)

Update activity: high

Access Conditions:

Key set identifier KSlague Tag '80'

Contents:

The ASME key set identifier as defined in TS 33.401 [52]. In this release the KSl gy is coded on 1 byte.

Coding:

|b8|b7|b6|b5|b4|b3|b2|bl|

ASME key (Kasue) Tag '81'

Contents:
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The ASME Key asdefined in TS 33.401 [52]. In thisrelease avalid ASME key is coded on 32 bytes. The
ME shall treat any ASME key values stored in this EF asinvalid if the ASME key set identifier indicates
that no ASME key is available or if the length indicated in the ASME key TLV is set to '00,

Coding:

The most significant bit of Kague isthe most significant bit of the 1¥ byte of this TLV valuefield. The least
significant bit of Kague isthe least significant bit of the last byte of this TLV value field.

- Uplink NAS count Tag '82'
Contents:

The uplink NAS count as defined in TS 33.401 [52]. In this release the Uplink NAS count is coded on 4
bytes.

Coding:

The most significant bit of the uplink NAS count is the most significant bit of the 1* byte of this TLV value
field. Theleast significant bit of the uplink NAS count is the least significant bit of the last byte of this
TLV valuefield.

- Downlink NAS count Tag '83'
Contents:

The downlink NAS count as defined in TS 33.401 [52]. In this release the downlink NAS count is coded on 4
bytes.

Coding:

The most significant bit of the downlink NAS count is the most significant bit of the 1% byte of this TLV
value field. The least significant bit of the downlink NAS count isthe least significant bit of the last byte
of thisTLV valuefield.

- Identifiers of selected NAS integrity and encryption algorithms Tag '84'
Contents:

Theidentifiers of selected NAS integrity and encryption algorithms as defined in TS 33.401 [52] and TS
24.301 [51]. Inthisrelease the identifiers of selected NAS integrity and encryption a gorithms are coded
on 1 byte.

Coding:
as the content of the NAS security algorithms information element defined in TS 24.301 [51].

Byte 1 of thisTLV valuefield: first byte of the NAS security algorithms information element

|b8|b7|b6|b5|b4|b3|b2|b1|

MSB

Unused bytes shall be set to 'FF.

In order to mark the stored EPS NAS security context asinvalid, the record bytes shall be set to 'FF'.

4.2.93 EF . (USAT Facility Control)

This EF contains datafor USAT Facility Control related to AT commands for USAT (see TS 31.111 [12]).
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Identifier: '6FE6' | Structure: transparent |  Optional
File size: X bytes, (X 2 1) | Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Facility list M X bytes

The facility list has the same format as the TERMINAL PROFILE defined in TS31.111 [12].

By setting the corresponding bits to 1, the facility list defines facilities which can only be provided by the MT and
which are not allowed to be provided by the TE.

If aTERMINAL PROFILE islonger than the facility list, for the purpose of facility control, the exceeding bytes of the
TERMINAL PROFILE shall be compared according to the generic rules found in TS 31.111 [12].
4.2.94 EFnasconric (Non Access Stratum Configuration)

If service n°96 is "available", thisfile shall be present. This EF contains NAS configuration parameters defined in
TS 24.368 [65]. For each NAS configuration parameter, a parameter provided in EFyasconmc shall take precedence over
the corresponding parameter stored in the ME's non-volatile memory.

Identifier: '6FES' | Structure: transparent | Optional
File size: Z bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
ACTIVATE ADM
DEACTIVATE ADM
Bytes Description M/O Length
ltoZ NAS configuration parameter TLV objects M Z bytes

NAS configuration parameter information

| Description | Value | M/OIC | Length (bytes) |
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NAS signalling priority Tag '80' o] 1
Length L1 C Note 1
NAS signalling priority value - C L1
NMO | Behaviour Tag ‘81 ©) 1
Length L2 C Note 1
NMO | Behaviour value -- C L2
Attach with IMSI Tag '82' o] 1
Length L3 C Note 1
Attach with IMSI value -- C L3
Minimum Periodic Search Timer Tag '83' ®) 1
Length L4 C Note 1
Minimum Periodic Search Timer value -- C L4
Extended access barring Tag '84' ©) 1
Length L5 C Note 1
Extended access barring value -- C L5
Timer T3245 Behaviour Tag '85' (@) 1
Length L6 C Note 1
Timer T3245 Behaviour value -- C L6
Override NAS signalling low priority Tag '86' ®) 1
Length L7 C Note 1
Override NAS signalling low priority -- C L7
value
Override Extended access barring Tag ‘87" ©) 1
Length L8 C Note 1
Override Extended access barring value -- C L8
Fast First Higher Priority PLMN Search ‘88" (0] 1
Tag
Length L9 C Note 1
Fast First Higher Priority PLMN value -- C L9
E-UTRA Disabling Allowed for EMM ‘89’ o 1
cause #15 Tag
Length L10 C Note 1
E-UTRA Disabling Allowed for EMM - C L10
cause #15 Value
SM_RetryWaitTime Tag '8A' ©) 1
Length L11 C Note 1
SM_RetryWaitTime value - C L11
SM_RetryAtRATChange Tag '8B' o] 1
Length L12 C Note 1
SM_RetryAtRATChange value -- C L12
Note 1: The length is coded according to ISO/IEC 8825-1 [35]

Note 2:  C; if the Tag is present, this is mandatory.

- NAS signalling priority
Contents:
Asdescribed in TS 24.368 [65], used to determine the NAS signalling priority included in NAS messages.

Coding:

As defined for the NAS_SignallingPriority leaf in TS 24.368 [65].

- NMO | Behaviour

Content:

Asdescribed in TS 24.368 [65], indicates whether the "NMO |, Network Mode of Operation I" indication is
applied by the UE.

Coding:

|b8|b7|b6|b5|b4|b3|b2|b1|

- Attach with IMS|

bl value to be interpreted as defined for the
NMO_I Behaviour leaf in TS 24.368 [65].
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Content:

Asdescribed in TS 24.368 [65], indicates whether attach with IMSI is performed when moving to a non-
equivalent PLMN.
Coding:

|b8|b7|b6|b5|b4|b3|b2|bl|

bl value to be interpreted as defined for the
AttachWithIMSI leaf in TS 24.368 [65].

RFU (see TS 31.101 [11])

- Minimum Periodic Search Timer
Content:
Asdescribed in TS 24.368 [65], gives a minimum value in minutes for thetimer T controlling the periodic
search for higher prioritized PLMNs. The content applies a minimum value that may override the valuein file
EFqpemn (Higher Priority PLMN search period), as specified in TS 23.122 [31] clause 4.4.3.3.1.
Coding:
As defined for the MinimumPeriodicSearchTimer leaf in TS 24.368 [65].

- Extended access barring
Content:

Asdescribed in TS 24.368 [65], indicates whether the UE applies extended access barring.
Coding:

|b8 |b7 |b6 |b5 |b4 |b3 |b2| b1|

bl value to be interpreted as defined for
ExtendedAccessBarring leaf in TS 24.368 [65].

RFU (see TS 31.101 [11])

- Timer T3245 Behaviour
Content:

Asdescribed in TS 24.368 [65], indicates whether the timer T3245 and the related functionality is used by the
UE.

Coding:

|b8|b7|b6|b5|b4|b3|b2|bl|

bl value to be interpreted as defined for
Timer T3245 Behaviour leaf in TS 24.368 [65].

RFU (see TS 31.101 [11])

- Override NAS signalling low priority
Contents:
Asdescribed in TS 24.368 [65], used to determine whether the NAS signalling priority included in NAS
messages can be overriden.
Coding:

|b8|b7|b6|b5|b4|b3|b2|b1|

bl value to be interpreted as defined for the
Override NAS SignallingLowPriority leaf in
TS 24.368 [65].

RFU (see TS 31.101 [11])

The Override NAS signalling low priority tag and the Override Extended access barring tag shall be set to the same
value, e.q., if the UE is configured to override the NAS signalling low access priority indicator, then it has also to be
configured to override Extended access barring (see 3GPP TS 23.401 [69] subclause 4.3.17.4).

- Override Extended access barring
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Contents:
Asdescribed in TS 24.368 [65], used to determine whether the Extended access barring included in NAS
messages can be overriden.

Coding:

|b8|b7|b6|b5|b4|b3|b2|b1|

bl value to be interpreted as defined for the
Override ExtendedAccessBarring leaf in
TS 24.368 [65].

RFU (see TS 31.101 [11])

The Override Extended access barring tag and the Override NAS signalling low priority tag shall be set to the same
value, e.g., if the UE is configured to override Extended access barring, then it has also to be configured to override
the NAS signalling low access priority indicator (see 3GPP TS 23.401 [69] subclause 4.3.17.4).

- Fast First Higher Priority PLMN Search
Contents:
Determine whether the UE can perform Fast First Higher Priority PLMN Search upon selecting aVPLMN as
specified in 3GPP TS 23.122 [3].
Coding:

|b8 |b7 |b6 |b5 |b4 |b3| b2| b1|

bl value to be interpreted as defined for the
FastFirstHigherPriorityPLMNSearch leaf in
TS 24.368 [65].

RFU (see TS 31.101 [11])

- E-UTRA Disabling Allowed for EMM cause #15
Contents:
Determine whether the UE is allowed to disable the E-UTRA capability when it receives the Extended EMM |E
with value cause "E-UTRAN not allowed" as specified in 3GPP TS 24.301 [51].
Coding:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1|

bl value to be interpreted as defined for the
EUTRADisablingAllowedforEMMcausel5 leaf in
3GPP TS 24.368 [65]

RFU (see TS 31.101 [11])

- SM_RetryWaitTime
Contents:
Asdescribed in TS 24.368 [65], provides a configured UE retry wait time value applicable in (E)yHPLMN for
controlling the UE session management retry behaviour when prior session management request was rejected by
the network with cause value #8, #27, #32, #33 as specified in 3GPP TS 24.008 [9] and 3GPP TS 24.301 [51].
Coding:

|b8|b7|b6|b5|b4|b3|b2|b1|

bits bl to b8 to be interpreted as defined for the
SM_RetryWaitTime leaf in 3GPP TS 24.368 [65]

- SM_RetryAtRATChange
Contents:
Asdescribed in TS 24.368 [65], indicates the UE's retry behaviour in (E)YHPLMN after inter-system change
between S1 mode and A/Gb or 1u mode as specified in 3GPP TS 24.008 [9] and 3GPP TS 24.301 [51].
Coding:

|b8|b7|b6|b5|b4|b3|b2|b1|

bl value to be interpreted as defined for the
SM_RetryAtRATChange leaf in 3GPP TS 24.368 [65]

RFU (see TS 31.101 [11])
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If any of these NAS configuration parametersis neither included in EFyasconric NOr stored in the ME's non-volatile
memory, the default val ue as defined for the corresponding leaf in TS 24.368 [65] shall apply.

Unused bytes shall be set to 'FF.

4.2.95 EFyccar (UICC IARI)

If service n°95 is"available", thisfile shall be present.

As specified in TS 24.229 [63] aME includes the list of IARIsfor the IMS applications it intends to use when sending
an initial registration or when sending subsequent registrations to the IMS in the form of a SIP REGISTER request.

This EF contains alist of |ARIs associated with active applications installed on the UICC that are included in the SIP
REGISTER request in accordance with the procedures of TS 24.229 [63].

NOTE: If thisfileis present in both the USIM and the ISIM, thefilein the ISIM is used. It is assumed that the
presence of thisfilein the USIM when an ISIM is present on the UICC is an incorrect configuration of

the UICC.
Identifier: '6FE7" | Structure: linear fixed |  Optional
Record length: X bytes. | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
ACTIVATE ADM
DEACTIVATE ADM
Bytes Description M/O Length
1to X IARI TLV object M X bytes
IARI TLV object:
Contents:

- The content and coding is defined below.

Coding of the IARI TLV objects

Length Description Value Status
1 byte IARI TLV TAG ‘80" M
1 byte Length of IARI Y M
Y bytes IARI value - M

- Coding:
IMS Application Reference Identifier: shall be coded as specified in TS 24.229 [63].

Unused bytes shall be set to 'FF'.
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4.2.96 EFpws (Public Warning System)

If servicen°97 is"available", thisfile shall be present. This EF contains the configuration parameters for PWS, as
defined in TS 22.268 [68].

Identifier: '6FEC' | Structure: transparent | Optional
File size: 1+Z bytes Update activity: low
Access Conditions:

READ ALW
UPDATE ADM
ACTIVATE ADM
DEACTIVATE ADM

Bytes Description M/O Length

1toZ+1 PWS configuration M 1+Z bytes

Contents:
Configuration for PWS

Coding:
First byte:

|b8|b7|b6|b5|b4|b3|b2|b1|

bl=0 process all PWS warning messages in HPLMN and
equivalent PLMNs

bl=1 ignore all PWS warning messages in HPLMN and
equivalent PLMNs

b2=0 process all PWS warning messages in VPLMNs
b2=1 ignore all PWS warning messages in VPLMNs

RFU (see TS 31.101 [11])

Successive bytes:
RFU (see TS31.101 [11])

4.2.97 EFgpnur (Fixed Dialling Numbers URI)
If service n® 2 and service n° 99 are "available", this file may be present.

This EF contains alist of FDN stored in URI address format. It may also contain an associated al pha-tagging.

Structure of EFgpnuri

Identifier: '6FED' | Structure: linear fixed | Optional
Record length: X+Y bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X URI Address M X bytes
X+1 to X+Y |Alpha Identifier (@) Y bytes
- URI Address.
Content:

The URI Address associated to the referenced file Record number.

Coding:
Sameas URI TLV data object in EFypy defined in TS 31.103 [64].

- Alphaldentifier.
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Contents:
-Alpha-tagging of the associated dialling number.
Coding:
this alpha-tagging shall use either:
- the SMSdefault 7-bit coded a phabet as defined in TS 23.038 [5] with bit 8 set to 0. The alphaidentifier
shall be left justified. Unused bytes shall be set to 'FF'.

Or:
- oneof the UCS2 coded options as defined in the annex of TS 31.101 [11].

If FDN is enabled, the ME shall only allow outgoing calls using destination addresses which are in EFgpnuri, in addition
to the EFpy entries, following the same principle as defined in the Fixed Number Dialling description in TS 22.101
[24] applied to URI addresses.

The EFgpnur shall be enforced:
- If thedialing number introduced by the user isan URI
- Orif thedialing number has been stored in the UE asa URI
NOTE: Thevaueof Y (the number of bytesin the alpha-identifier) may be different to the length denoted X in
EFeon-
4.2.98 EFgpnur (Barred Dialling Numbers URI)

If servicen® 6 and service n° 99 are "available", thisfile may be present.

This EF contains alist of BDN stored in URI address format. It may also contain an associated al pha-tagging.

Structure of EFgpnuri

Identifier: '6FEE’ | Structure: linear fixed |  Optional
Record length: X+Y bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X URI Address M X bytes
X+1to X+Y |Alpha Identifier 0 Y bytes
- URI Address.
Content:

The URI Address associated to the referenced file Record number.

Coding:
Same as URI TLV data object in EF,ypy defined in TS 31.103 [64].

- Alphaldentifier.
Contents:
Alphartagging of the associated dialling number.

Coding:
this alpha-tagging shall use either:
- the SMSdefault 7-bit coded al phabet as defined in TS 23.038 [5] with bit 8 set to 0. The alphaidentifier
shall be left justified. Unused bytes shall be set to 'FF'.
or:
- one of the UCS2 coded options as defined in the annex of TS 31.101 [11].
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If BDN is enabled, the ME shall only allow outgoing calls using destination addresses which are neither in EFgpnyr NOr
in the EFgpy entries, following the same principle as defined in the Barring of Dialled Numbers described in TS 22.101
[24] applied to URI addresses.

The EFgpnuri shall be enforced:
- If thedialing number introduced by the user isan URI
- Orif thedialing number has been stored in the UE asa URI
NOTE: 'IE'Ee value of Y (the number of bytesin the alpha-identifier) may be different to the length denoted X in
BDN-

4.2.99 EFspnuri (Service Dialling Numbers URI)

If service n® 4 and service n° 99 are "available", this file may be present.

ThisEF containsalist of SDN stored in URI address format. It may also contain an associated a pha-tagging.

Structure of EFspnur

Identifier: '6FEF' | Structure: linear fixed | Optional
Record length: X+Y bytes Update activity: low
Access Conditions:

READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

1to X URI Address M X bytes

X+1to X+Y |Alpha Identifier (@) Y bytes
- URI Address.
Content:

The URI Address associated to the referenced file Record number.

Coding:
Same as URI TLV data object in EF,ypy defined in TS 31.103 [64].

- Alphaldentifier.
Contents:
Alpha-tagging of the associated dialling number.

Coding:
this alpha-tagging shall use either:
- the SMSdefault 7-bit coded al phabet as defined in TS 23.038 [5] with bit 8 set to 0. The alphaidentifier
shall be left justified. Unused bytes shall be set to 'FF'.
or:
- one of the UCS2 coded options as defined in the annex of TS 31.101 [11].

If SDN is enabled, the ME shall perform SDN procedure using destination addresses which are in EFspyyr) OF in EFgpy
entries, following the same principle as defined in the Service Dialling Numbers description in TS 22.101 [24] applied
to URI addresses.

NOTE: Thevaueof Y (the number of bytesin the alpha-identifier) may be different to the length denoted X in
EFson-

4.2.100 EFu. (IMEI(SV) White Lists)

Thefile EFy,. stores ranges of values of IMEI(SV) to which the USIM is authorized to be paired as defined in this
specification.
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Thisfile shall be present if USAT Application Pairing is supported as defined in this specification.

Thisfile shall contain at least one IMEI(SV) range of values to which the USIM is authorized to be paired.

Identifier: '6FFQ’ | Structure: linear fixed | Optional
Record length: X+2 bytes (X>=16) | Update activity: low
Access Conditions:
READ ADM
UPDATE ADM
ACTIVATE ADM
DEACTIVATE ADM
Bytes Description M/O Length
1to X+2 IMEI or IMEISV range TLV object M X+2 bytes

- IMEI(SV) range of values TLV object.
The content and coding is defined below, where IMEI and IMEISV are defined in 3GPP TS 23.003[25]:

Coding of the IMEI Range TLV objects

Length Description Status

1 byte Tag of Range of IMEI values: "80" M

1 byte Length M

X bytes IMEI range of values that the USIM is C
authorized to be paired to (Detail 1)

Coding of the IMEISV Range TLV objects

Length Description Status

1 byte Tag of Range of IMEISV values: "81" M

1 byte Length M

X bytes IMEISV range of values that the USIM is C
authorized to be paired to (Detail 1)

Detail 1:

e Following the Length of the TLV, the range is defined as follow: [lower value][higher value].

e Theauthorized values of IMEI or IMEISV in an authorized range of valuesinclude the lower and higher
values of the specified range.

e Todefine an authorized individual IMEI or IMEISV, the lower value and the higher value of arange shall
both be equal to the value of the authorized IMEI or IMEISV.

e For an IMEI, the Check Digit is not considered in the evaluation

e For an IMEISV, the TAC|SNR part and the SVN part may be evaluated separately

Coding:
e [IMEI and IMEISV coding is defined in 3GPP TS 23.003 [25] and 3GPP TS 24.008 [9]
e Unused nibble (IMEI) isset to'F

Unused bytes shall be set to 'FF.

UICC OTA mechanism is used to update the file EF . stored in the USIM. This mechanism provides dynamic
management of the pairing to change the allowed combinations of USIM and MTC ME(s) by adding or removing
authorized IMEI(SV) rangesin the file EF .

ETSI



3GPP TS 31.102 version 12.10.0 Release 12 107 ETSITS 131 102 v12.10.0 (2016-01)

4.2.101 EF;ps (IMEI(SV) Pairing Status)
The EFyps file stores the status of USAT Application Pairing checking.
Thisfile shall be present if USAT Application Pairing is supported as defined in this specification.

The status flag of pairing check (with value "OK" or "K Q") stored in the file EFps can be read by any terminal hosting
the UICC. Theinformation stored in the file EFps provides a mechanism to detect changes of association between a
USIM and aMTC ME. The information stored in the file EFps can be read locally by e.g. the maintenance person.

Structure of EFps

Identifier: '6FF1' | Structure: Cyclic |  Optional
Record length: 4 bytes | Update activity: high
Access Conditions:
READ ALWAYS
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-2 Status of the last pairing procedure (detail 1) o 2 bytes
3 Link to a record of EFpp (detail 2) (@) 1 byte
4 Reserved for future use - 1 byte

Due to the frequency of the pairing procedure, it is recommended that this file contain at least 100 records.

Detail 1:
These 2 bytes contain the status of the last pairing procedure as defined below:
- If the pairing is successful then:
1. Bytelisthe character "O"
2. ByteZ2isthe character "K"
- If the pairing is not successful then:
1. Bytelisthe character "K"
2. Byte2isthe character "O"
- The characters are coded using the SM S default 7-bit coded alphabet as defined in TS 23.038 [5] with bit 8 set to
0.

Detail 2:
This byte contains alink to arecord of EFpp file:
- Unsigned integer coded from '01' to 'FE'

4.2.102 EF;pp (IMEI(SV) of Pairing Device)

The EFpp contains the IMEI(SV) as defined in TS 23.003[25] that was used in the USAT Application Pairing
procedure.

Thisfile shall be present if USAT Application Pairing is supported as defined in this specification.

Identifier: '6FF2' | Structure: linear fixed |  Optional
Record length: X+2 bytes (X>=8) | Update activity: high
Access Conditions:
READ ADM
UPDATE ADM
ACTIVATE ADM
DEACTIVATE ADM
Bytes Description M/O Length
1to X+2 IMEI or IMEISV TLV object M X+2 hytes
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- IMEI(SV) TLV object.
The content and coding is defined below, where IMEI and IMEISV are defined in 3GPP TS 23.003[25]:

Coding of the IMEI TLV object

Length Description Status
1 byte Tag for an IMEI: '80' M
1 byte Length M
X bytes IMEI value used in the pairing procedure C

Coding of the IMEISV TLV object

Length Description Status
1 byte Tag for an IMEISV: '81' M
1 byte Length M
X bytes IMEISV value used in the pairing procedure C

e Coding:IMEI and IMEISV coding is defined in 3GPP TS 23.003 [25] and 3GPP TS 24.008 [9]
e Unused nibble (IMEI) isset to 'F

Unused bytes are set to 'FF'.

4.3 DFs at the USIM ADF (Application DF) Level
DFs may be present as child directories of USIM ADF. The following DFs are defined:
DFPHONEBOOK |5F3A' (%e NOte 2)

DFgsv-access ~ 'SF3B'.

DFyec '5F3C'.
DFwian '5F40.
DFine '5F50',
DF g s '5F70.
DFscasr '5F80' (see Note 1).
DFprose '5F90",

Note 1: The DF identifier '5F80' is reserved for OMA BCAST Smart Card Profile [49]

Note 2: DF for application specific phonebook. This DF has the same structure as the DFpyonesook Under
DFTELECOM-

4.4 Contents of DFs at the USIM ADF (Application DF) level

44.1 Contents of files at the DF SoLSA level

This only appliesif the Support of Localised Service Areasis supported, as indicated by Service Number 23 in the
USIM Service Table and specified in TS 23.073[23] .

The Efs contain information about the users subscribed local service areas.
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4411 EFsa (SOLSA Access Indicator)
This EF contains the 'L SA only accessindicator'. This EF shall always be allocated if DFs, sa iS present.

If theindicator is set, the network will prevent terminated and/or originated calls when the MS is camped in cells that
are not included in the list of allowed LSAsin EFg | . Emergency calls are, however, always allowed.

The EF also contains a text string which may be displayed when the MSis out of the served area(s).

Identifier: '4F30' | Structure: transparent | Optional
File size: X + 1 bytes | Update activity: low
Access Conditions:
READ PIN

UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

1 LSA only access indicator M 1 byte

21to X+1 LSA only access indication text M X bytes

- LSA only accessindicator
Contents: indicates whether the MS isrestricted to use LSA cells only or not.

Coding:

|b8|b7|b6|b5|b4|b3|b2|b1|

bl1=0: LSA only access not activated
bl=1: LSA only access activated

RFU

- LSA only accessindication text
Contents: text to be displayed by the ME when it's out of LSA area.
Coding: the string shall use either

- the SMSdefault 7-bit coded alphabet as defined in TS 23.038 [5] with bit 8 set to 0. The alphaidentifier
shall beleft justified. Unused bytes shall be set to 'FF'; or

- one of the UCS2 coded options as defined in the annex of TS 31.101 [11].

4.4.1.2 EFs. (SOLSA LSA List)

This EF contains information describing the L SAs that the user is subscribed to. This EF shall always be allocated if
DFsosa IS present.

Each LSA is described by one record that islinked to a LSA Descriptor file. Each record contains information of the
PLMN, priority of the LSA, information about the subscription and may also contain atext string and/or an icon that
identifies the LSA to the user. The text string can be edited by the user.
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Identifier: '4F31' | Structure: linear fixed | Optional
Record length: X + 10 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto X LSA name (0] X bytes
X+1 Configuration parameters M 1 byte
X+2 RFU M 1 byte
X+3 Icon Identifier M 1 byte
X+4 Priority M 1 byte
X+5to X+7 | PLMN code M 3 bytes
X+8 to X+9 | LSA Descriptor File Identifier M 2 byte
X+10 LSA Descriptor Record Identifier M 1 byte
- LSA name

Contents. LSA name string to be displayed when the ME is camped in the corresponding area, dependant on the
contents of the LSA indication for idle mode field.

Coding: the string shall use either

- the SMSdefault 7-bit coded alphabet as defined in TS 23.038 [5] with bit 8 set to 0. The aphaidentifier
shall beleft justified. Unused bytes shall be set to 'FF'; or

- one of theUCS2 code options defined in the annex of TS 31.101 [11].
- Configuration parameters

Contents: Icon qualifier, control of idle mode support and control of LSA indication for idle mode.

Coding:
|b8|b7|b6|b5|b4|b3|b2|bl|
Icon qualifier
Idle mode support
LSA indication for idle mode
RFU
Icon qudlifier:

Contents: Theicon qualifier indicates to the ME how the icon is to be used.

B2, b1: 00: iconisnot to be used and may not be present
01: iconis self-explanatory, i.e. if displayed, it replaces the LSA name
10: icon is not self-explanatory, i.e. if displayed, it shall be displayed together with the LSA name
11: RFU

Idle mode support:

Contents: The idle mode support is used to indicate whether the ME shall favour camping on the LSA cellsin
idle mode.

B3=0: Idle mode support disabled
b3=1: Idle mode support enabled

LSA indication for idle mode:

Contents: The LSA indication for idle mode is used to indicate whether or not the ME shall display the LSA
name when the ME is camped on a cell within the LSA.
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B4=0: LSA indication for idle mode disabled
b4=1: LSA indication for idle mode enabled
Bits b5 to b8 are RFU (see subclause 9.3).
- lcon ldentifier
Contents. Theicon identifier addresses arecord in EFyc.
Coding: binary.
- Priority
Contents: Priority of the LSA which gives the ME the preference of this LSA relative to the other LSAS.

Coding:

|b8|b7|b6|b5|b4|b3|b2|b1|

Priority
RFU

'0" islowest priority, 'F ishighest.
- PLMN code
Contents: MCC + MNC for the LSA.
Coding: according to TS 24.008 [9] and EF_ o).
- LSA Descriptor File Identifier:
Contents: these bytes identify the EF which contains the LSA Descriptors forming the LSA.

Coding: byte X+8: high byte of the LSA Descriptor file;
byte X+9: low byte of the LSA Descriptor file.

- LSA Descriptor Record Identifier:
Contents: this byte identifies the number of the first record in the LSA Descriptor file forming the LSA.

Coding: binary.
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Residing under DF<,_sa, there may be several LSA Descriptor files. These Efs contains one or more records again
containing LSA Descriptors forming the LSAs. LSAs can be described in four different ways. Asalist of LSA Ids, asa
list of LAC + Cis, asalist of Cisor asalist of LACs. Asthe basic elements (LSA ID, LAC + ClI, Cl and LAC) of the
four types of lists are of different length, they can not be mixed within one record. Different records may contain
different kinds of lists within the Efs. Examples of codings of LSA Descriptor files can be found in annex F.

Identifier: '4FXX' | Structure: linear fixed | Optional
Record length: n*X+2 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 LSA descriptor type and number M 1 byte
2 to X+1 1% LSA Descriptor M X bytes
X+2 to 2X+1 | 2™ LSA Descriptor M X bytes
(n-1)*X+2to | n™ LSA Descriptor M X bytes
n*X+1
n*X+2 Record Identifier M 1 byte

- LSA descriptor type and number:

Contents: The LSA descriptor type gives the format of the LSA descriptor and the number of valid LSA
Descriptors within the record.

Coding:

|b8|b7|b6|b5|b4|b3|b2|bl|

LSA descriptor type:

Contents: Gives the format of the LSA Descriptors.

B2, bl: 00: LSA ID.
01: LAC+CI

LSA descriptor type
Number of LSA Descriptors

10: Cl
11: LAC

Number of LSA Descriptors:
Contents: Gives the number of valid LSA Descriptorsin the record.
Coding: binary, with b8 as M SB and b3 as LSB leaving room for 64 LSA Descriptors per record.
- LSA Descriptor
Contents. Dependant of the coding indicated in the LSA descriptor type:
- incaseof LSA ID thefield length 'X'is 3 bytes;
- incaseof LAC + Cl thefield length 'X" is 4 bytes,
- incaseof Cl thefield length 'X" is 2 bytes;
- incaseof LAC thefield length X" is 2 bytes.
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Coding: accordingto TS 24.008 [9].
- Record Identifier:
Contents: This byte identifies the number of the next record containing the LSA Descriptors forming the LSA.
Coding: record number of next record. 'FF' identifies the end of the chain.
Thisfile utilises the concept of chaining as for EFgxr1.

Theidentifier '4FXX" shall be different from one LSA Descriptor file to the other and different from the identifiers of
EFsa and EFg (. For the range of 'XX', see TS 31.101 [11].

4.4.2 Contents of files at the DF PHONEBOOK level
The Efsin the DFpyonesook |€veEl contain phone book related features asrequired in TS 21.111 [1].

The UICC may contain a global phonebook, or application specific phonebooks, or both in parallel. When both
phonebook types co-exist, they are independent and no data is shared. In this case, it shall be possible for the user to
select which phonebook the user would like to access. To achieve this, the terminal shall support the global and the
application specific phonebooks.

It is recommended that the terminal searches for the global phonebook located under DFyg ecom @S its presence is not
indicated anywhere in the USIM application.

The global phonebook islocated in DFpyonesook Under DFre ecom.. Each specific USIM application phonebook is
located in DFpyonesook Of its respective Application ADFygy. The organisation of filesin DFpyonesook Under ADFygm
and under DF g ecom follows the same rules. Y et DFpronesook Under ADFygm may contain a different set of files than
DFphonesook Under DFreLecom- All phonebook related Efs are located under their respective DFpyonesook. USIM
specific phonebooks are dedicated to application specific entries. Each application specific phonebook is protected by
the application PIN.

EFapn and EFpgg shall dways be present if the DFpnonebook iS present. If any phonebook file other than EFapy OF
EFgxry, is used, then EFpgc shall be present.

If aGSM application resides on the UICC, the Efs ADN and EXT1 from one DFpyonesook (defined at GSM application
installation) are mapped to DFrg ecom. Their file Ids are specified in TS 51.011 [18], i.e. EFapy = '6F3A" and EFgxr; =
'6F4A", respectively.

If the UICC isinserted into aterminal accessing the ADN and EXT1 files under DFye ecom; and arecord in these files
has been updated, aflag in the corresponding entry control information in the EFpgc is set from 0 to 1 by the UICC. If
the UICC islater inserted into a terminal that supports the global and/or application specific phonebook, the terminal
shall check the flag in EFpgc and if thisflag is set, shall update the EFcc, and then reset the flag. A flag set in EFpgc
resultsin afull synchronisation of the phonebook between an external entity and the UICC (if synchronisationis
requested).

The EF structure related to the public phonebook is located under DFpronesook 1N DFreLecom- A USIM specific
phonebook may exist for application specific entries. The application specific phonebook is protected by the application
PIN. The organisation of files in the application specific phonebook follows the same rules as the one specified for the
public phone book under DFrg ecom. The application specific phonebook may contain a different set of files than the
onein the public area under DFrg ecom-

4421 EFpsr (Phone Book Reference file)

Thisfile describes the structure of the phonebook. All Efs representing the phonebook are specified here (with the
exception of EFpsc, EFpyip and EF¢c), together with their file identifiers (FID) and their short file identifiers (SFI), if
applicable.

Certain kinds of Efs can occur more than once in the phonebook, e.g. there may be two entities of Abbreviated Dialling
Numbers, EFapn and EFapn;. FoOr these kinds of Efs, no fixed FID values are specified. Instead, the value '4FX X"
indicates that the value is to be assigned by the card issuer. These assigned values are then indicated in the associated
TLV object in EFpgg.
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The SFI value assigned to an EF which isindicated in EFpgg shall correspond to the SFI indicated in the TLV object in
EFpgr.

Thereferencefileisafile that contains information how the information in the different filesis to be combined together
to form a phone book entry. The reference file contains records. Each record specifies the structure of up to 254 entries
in the phone book. Each phone book entry consists of data stored in filesindicated in the reference file record. The entry
structure shall be the same over all the records in the EF pgr. If more than 254 entries are to be stored, a second record
is needed in the reference file. The structure of a phone book entry is defined by different TLV objects that are stored in
areferencefile record. The reference file record structure describes the way arecord in afile that is part of the
phonebook is used to create a complete entry. Three different types of file linking exist.

Type 1files: Filesthat contain as many records as the reference/master file (EFapn, EFapni) @nd are linked on
record number bases (Recl -> Recl). The master file record number isthe reference.

Type 2 files: Files that contain less entries than the master file and are linked via pointersin the index
administration file (EF ap).

Type 3files: Filesthat are linked by arecord identifier within arecord.

Table 4.1: Phone Book Reference file Constructed Tags

Tag Value Constructed TAG Description
'A8' Indicating files where the amount of records equal to
master EF, type 1
‘A9’ Indicating files that are linked using the index

administration file, type 2. Order of pointer appearance
in index administration EF is the same as the order of
file Ids following this tag

'‘AA Indicating files that are linked using a record identifier,
type 3. (The file pointed to is defined by the TLV
object.)

Thefirst file ID in the first record of EFpgg indicated using constructed Tag 'A8' is called the master EF. Access
conditions for all other filesin the Phonebook structure using Tags 'A8', 'A9' or 'AA' is set to the same as for the master
EF unless otherwise specified in the present document.

File Idsindicated using constructed Tag 'A8' is atype 1 file and contains the same number of records asthefirst file that
isindicated in the data part of this TLV object. All files following this Tag are mapped one to one using the record
numbers/Ids of thefirst fileindicated in thisTLV object.

File Idsindicated using constructed Tag 'A9' are mapped to the master EF (the file ID indicated as the first data object
inthe TLV object using Tag 'A8’) using the pointers in the index administration file. The order of the pointersin the
index administration file is the same as the order of the file I ds presented after Tag 'A9'. If this Tag is not present in the
reference file record the index administration fileis not present in the structure. In case the index administration fileis
not present in the structure it is not indicated in the data following tag 'A8'.

File Idsindicated using constructed Tag 'AA' indicate files that are part of the reference structure but they are addressed
using record identifiers within arecord in one or more of the filesthat are part of the reference structure. The length of
the tag indicates whether the file to be addressed resides in the same directory or if apath to thefileis provided in the
TLV object.

Type 2 and type 3 files contain records that may be shared between several phonebook entries (except when otherwise
indicated). The terminal shall ensure that a shared record is emptied when the last phonebook entry referencing it is
modified in such away that it doesn't reference the record anymore.

NOTE: inthe current version of the specification, only type 3 files contain records that may be shared.

Each constructed Tag contains alist of primitive Tagsindicating the order and the kind of data (e.g. ADN, IAP,...) of
the reference structure.

The primitive tag identifies clearly the type of data, its value field indicates the file identifier and, if applicable, the SFI
value of the specified EF. That is, the length value of a primitive tag indicates if an SFI value is available for the EF or
not:

- Length='02" Value: 'FID (2 bytes)'
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- Length="'03' Vaue: 'FID (2 bytes)', 'SFI (1 byte)'

Table 4.2: Tag definitions for the phone book kind of file

Tag Value TAG Description
'cO' EFapn data object
'C1 EF.ap data object
'c2' EFexT1 data object
'C3' EFsne data object
'C4' EFanr data object
'C5' EFpsc data object
'C6' EFcre data object
'C7' EFaas data object
'C8' EFcas data object
'C9’ EFyip data object
'CA' EFemai data object
'CB' EFccp1 data object
'CC' EFpyur data object

Table 4.3 (below) lists the allowed types for each kind of file:

Table 4.3: Presence of files as type

File name Type 1 Type 2 Type 3
EFaas X
EFabn X
EFanr X X
EFemaL X X
EFexT1 X
EFcas X
EFcrp
EFiap
EFpsc
EFsne
EFup
EFccp1 X
EFpuri X

XXX |X|X

x

Phone Book Reference file EFpgr Structure

Identifier: '4F30' Structure: linear fixed Conditional
(see Note)
Record Length: X bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X TLV object(s) for indicating Efs that are part of M X bytes
the phone book structure

NOTE: This file is mandatory if and only if DFphonebook IS present.

At the end of each record, unused bytes, if any, shall be filled with 'FF'.

4.4.2.2 EFap (Index Administration Phone book)
Thisfileis present if Tag'A9' isindicated in the reference file.

The EF contains pointers to the different recordsin the files that are part of the phone book. The index administration
file record number/ID is mapped one to one with the corresponding EFapy (shall be record to record). The index
administration file contains the same amount of records as EF,py. The order of the pointersin an EF,ap shall be the
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same as the order of file Ids that appear in the TLV object indicated by Tag 'A9' in the reference file record. The amount
of bytesin arecord is equal to the number of filesindicated the EFpgr following tag 'A9'.

The value 'FF' isan invalid record number/ID and is used in any location in to indicate that no corresponding record in
theindicated file is available.

The content of EF 5pis set to 'FF' at the personalisation stage.

Index administration file EFap Structure

Identifier: '4FXX' Structure: linear fixed Conditional
(see Note)
SFIL:'YY'
Record Length: X bytes, (X=1) | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record number of the first object indicated after M 1 byte
Tag 'A9'
2 Record number of the second object indicated C 1 byte
after Tag 'A9'
X Record number of the X object indicated after C 1 byte
Tag 'A9'

NOTE 1: This file is mandatory if and only if type 2 files are present.
NOTE 2: x"-field marked with "C" is mandatory if x"-object indicated following tag "A9" is
present in EFpgr

4423 EFapn (Abbreviated dialling numbers)

This EF contains Abbreviated Dialling Numbers (ADN) and/or Supplementary Service Control strings (SSC). In
addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records. It may also
contain an associated al pha-tagging.

Identifier: '4FXX' Structure: linear fixed Conditional
(see Note)
SFI:'YY'
Record length: X+14 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha Identifier (@) X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte
X+3to X+12 |Dialling Number/SSC String M 10 bytes
X+13 Capability/Configuration1 Record Identifier M 1 byte
X+14 Extensionl Record Identifier M 1 byte
NOTE: This file is mandatory if and only if DFpnonesook IS present.

- Alphaldentifier.
Contents:
- Alpha-tagging of the associated dialling number.
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Coding:
- thisaphatagging shall use either:
- the SMSdefault 7-bit coded alphabet as defined in TS 23.038 [5] with bit 8 set to 0. The alphaidentifier
shall be left justified. Unused bytes shall be set to 'FF.
Or:
- oneof the UCS2 coded options as defined in the annex of TS 31.101 [11].

NOTE 1. Thevaue of X may be from zero to 241. Using the command GET RESPONSE the ME can determine
the value of X.

- Length of BCD number/SSC contents.
Contents:
- thisbyte gives the number of bytes of the following two data items containing actual BCD number/SSC information.
This means that the maximum value is 11, even when the actual ADN/SSC information length is greater than 11. When
an ADN/SSC has extension, it isindicated by the extensionl identifier being unequal to 'FF'. The remainder is stored in
the EFgx1 With the remaining length of the additional data being coded in the appropriate additional record itself (see
clause 4.4.2.4).

Coding:
- according to TS 24.008 [9].

- TON and NPI.
Contents:
- Type of number (TON) and numbering plan identification (NPI).

Coding:
- according to TS 24.008 [9]. If the Dialling Number/SSC String does not contain a dialling number, e.g. a control
string deactivating a service, the TON/NPI byte shall be set to 'FF' by the ME (see note 2).

NOTE 2: If adialing number is absent, no TON/NPI byte is transmitted over the radio interface (see
TS 24.008 [9]). Accordingly, the ME should not interpret the value 'FF' and not send it over the radio
interface.

|B8 |b7 |b6 |b5 |b4 |b3 |b2| b1|

NPI
TON
1

- Dialing Number/SSC String
Contents:
- upto 20 digits of the telephone number and/or SSC information.

Coding:

- according to TS 24.008 [9], TS 22.030 [4] and the extended BCD-coding (see table 4.4). If the telephone number or
SSC islonger than 20 digits, the first 20 digits are stored in this data item and the remainder is stored in an associated
record in the EFgxr1. The record isidentified by the Extensionl Record Identifier. If ADN/SSC require less than

20 digits, excess nibbles at the end of the dataitem shall be set to 'F. Where individual dialled numbers, in one or more
records, of less than 20 digits share a common appended digit string the first digits are stored in this dataitem and the
common digits stored in an associated record in the EFgx11. The record isidentified by the Extension 1 Record
Identifier. Excess nibbles at the end of the dataitem shall be set to 'F'.

Byte X+3
|B8 |b7 |B6 |b5 |b4 |b3 |b2| b1|
LSB of Digit 1
MSB of Digit 1
LSB of Digit 2
MSB of Digit 2
Byte X+4:
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|B8 |b7 |B6 |b5 |b4 |b3 |b2| b1|

LSB of Digit 3

MSB of Digit 3
LSB of Digit 4

MSB of Digit 4

etc.

- Capability/Configurationl Record Identifier.
Contents:
- capability/configuration identification byte. This byte identifies the number of arecord in the EF¢cp; containing
associated capability/configuration parameters required for the call. The use of this byteis optional. If it isnot used it
shall be set to 'FF'.

Coding:
- binary.

- Extensionl Record Identifier.
Contents:
- extensionl record identification byte. This byte identifies the number of arecord in the EFgyt, containing an
associated called party subaddress or additional data. The use of this byte is optional. If it isnot used it shall be set to
'FF.
- if the ADN/SSC requires both additional data and called party subaddress, this byte identifies the additional record.
A chaining mechanism inside EFgx1; identifies the record of the appropriate called party subaddress (see clause 4.4.2.4).

Coding:
- binary.

NOTE 3: EFapn in the public phone book under DFrg ecom may be used by USIM, GSM and also other
applications in a multi-application card. If the non-GSM application does not recognise the use of Type of
Number (TON) and Number Plan Identification (NPI), then the information relating to the national
dialling plan shall be held within the data item dialling number/SSC and the TON and NP fields set to
UNKNOWN. This format would be acceptable for 3G operation and aso for the non-GSM application
where the TON and NP fields shall be ignored.

EXAMPLE: SIM storage of an International Number using E.164 [22] numbering plan.

TON NPI Digit field.
USIM application 001 0001  abc...
Other application compatible with 3G 000 0000  xxx...abc...
where "abc..." denotes the subscriber number digits (including its country code), and "xxx..."
denotes escape digits or anational prefix replacing TON and NPI.

NOTE 4: When the ME acts upon the EF,pn With a SEARCH RECORD command in order to identify a character
string in the alpha-identifier, it is the responsibility of the ME to ensure that the number of characters used
as SEARCH RECORD parameters are less than or egual to the value of X if the MMI allows the user to
offer a greater number.
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Table 4.4: Extended BCD coding

BCD Value Character/Meaning
0 0"
g g
X e
B’ o
'C' DTMF Control digit separator (see TS 22.101 [24]).
‘D' "Wild" value. This will cause the MMI to prompt the user for a single digit (see TS 22.101 [24]).
'E' RFU.
'F' Endmark e.g. in case of an odd number of digits.

BCD values'C', 'D' and 'E' are never sent across the radio interface.
NOTE5: Theinterpretation of values'D', 'E' and 'F' as DTMF digitsis for further study.

NOTE 6: A second or subsequent 'C' BCD vaue will be interpreted as a 3 second PAUSE (see TS 22.101 [24]).

4.4.2.4 EFext1 (Extensionl)
This EF contains extension data of an ADN/SSC.
Extension data is caused by:

- an ADN/SSC which is greater than the 20 digit capacity of the ADN/SSC Elementary File or where common
digits are required to follow an ADN/SSC string of less than 20 digits. The remainder is stored in thisEF asa
record, which isidentified by a specified identification byte inside the ADN/SSC Elementary File. The EXT1
record in this case is specified as additional data;

- anassociated called party subaddress. The EXT1 record in this case is specified as subaddress data.

Identifier: '4FXX' Structure: linear fixed | Optional
SFI:'YY'
Record length: 13 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2to 12 Extension data M 11 bytes
13 Identifier M 1 byte
- Record type.
Contents:
- type of the record.
Coding:

|B8|b7|b6|b5|b4|b3|b2|b1|

Called Party Subaddress
Additional data
RFU

- b3tob8arereserved and set to O;
- abhit set to 1 identifies the type of record;
- only onetype can be set;

- '00'indicates the type "unknown" or "free".
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The following example of coding means that the type of extension datais "additional data':

|B8|b7|b6|b5|b4|b3|b2|bl|

0 0 0 0 0 0 1 0

- Extension data
Contents:
additional data or Called Party Subaddress depending on record type.

Coding:

Case 1, Extensionl record is additional data:

- Thefirst byte of the extension data gives the number of bytes of the remainder of ADN/SSC. The coding
of remaining bytesis BCD, according to the coding of ADN/SSC. Unused nibbles at the end shall be set
to'F. It ispossibleif the number of additional digits exceeds the capacity of the additional record to chain
another record inside the EXT1 Elementary File by the identifier in byte 13. In this case byte 2 (first byte
of the extension data) of all records for additional data within the same chain indicates the number of
bytes ('01' to '0A") for ADN/SSC (respectively MSISDN, LND) within the same record unequal to 'FF'.

Case 2, Extensionl record is Called Party Subaddress:

- The subaddress data contains information as defined for this purposein TS 24.008 [9]. All information
defined in TS 24.008, except the information element identifier, shall be stored in the USIM. The length
of this subaddress data can be up to 22 bytes. In those cases where two extension records are heeded,
these records are chained by the identifier field. The extension record containing the first part of the
called party subaddress points to the record which contains the second part of the subaddress.

- ldentifier.
Contents:
identifier of the next extension record to enable storage of information longer than 11 bytes.

Coding:
record number of next record. 'FF' identifies the end of the chain.

- Example of achain of extension records being associated to an ADN/SSC. The extensionl record identifier
(Byte 14+X) of EFpy iSSet to 3.

EF exn1

Bye:1 | 2 [ 3 [ a5 6| 7]8]ofw]n]wn 13

Record Extension data Identifier

Type
Record 1 01 XX [ XX [ XX | XX [ XX | XX | XX | XX | XX | XX | XX FF <+—
Record 2 XX XX | oxx | oxx | oxx | oxx [ xx | xx | xx | xx | xx [ xx XX

— % Record 3 02 OA | XX | XX | XX | XX | XX | XX [ XX | XX | XX | xx 04 —<—|

Record 4 02 04 | xx | xx | xx | xx | FF | FF | FF | FF | FF | FF 06
Record 5 XX XX | xx | xx | xx | oxx [ xx | xx | xx | XX | xx [ XX XX :|
Record 6 01 XX | XX | XX [ XX | XX | XX [ XX [ XX | XX | XX [ XX 01

In this example, ADN/SSC is associated to additional data (records 3 and 4) which represent the last 27 or 28 digits of
the whole ADN/SSC (the first 20 digits are stored in EFspn) and a called party subaddress whose length is more than 11
bytes (records 6 and 1).

4.4.2.5 EFpsc (Phone Book Control)

This EF contains control information related to each entry in the phone book. This EF contains as many records as the
EFapn associated with it (shall be record to record). Each record in EFpgc pointsto arecord in its EFapy. Thisfile
indicates the control information and the hidden information of each phone book entry.
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The content of EFpgcis linked to the associated EFapy record by means of the ADN record number/ID (there is a oneto
one mapping of record number/identifiers between EFpgc and EFapy).

Structure of control file EFpgc

Identifier: '4FXX' Structure: linear fixed Conditional
(see Note)
SFI:'YY'
Record length: 2 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Entry Control Information M 1 byte
2 Hidden Information M 1 byte

NOTE:  This file is mandatory if one or both of the following is true:
- hidden entries are supported
- a GSM SIM application is supported in the UICC.

- Entry Control Information.
Contents:
- provides some characteristics about the phone book entry e.g. modification by aterminal accessing the ADN and
EXT1 filesunder DFrg ecom (See clause 4.4.2).

Coding:

|b8|B7|b6|B5|b4|B3|b2|B1|

Modified phonebook entry 'l', no change '0'
RFU (see TS 31.101)

- Hidden Information.
Contents:
indicates to which USIM application of the UICC this phone book entry belongs, so that the corresponding secret code
can be verified to display the phone book entry. If the secret code is not verified, then the phone book entry is hidden.

Coding:

'00" — the phone book entry is not hidden;
'xx' —the phone book entry is hidden. 'xx' is the record number in EFpk of the associated USIM application.

4.4.2.6 EFcrp (Grouping file)

This EF contains the grouping information for each phone book entry. This file contains as many records as the
associated EFapn. Each record contains alist of group identifiers, where each identifier can reference a group to which
the entry belongs.
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Structure of grouping file EFgrp

Identifier: '4FXX' Structure: linear fixed Conditional
(see Note)
SFI.'YY'
Record Length: X bytes (1 < X <10) | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Group Name Identifier 1 M 1 byte
2 Group Name Identifier 2 o 1 byte
X Group Name Identifier X o 1 byte
NOTE: This file is mandatory if and only if EFgas is present.

- Group Name Identifier x.

Content:

- indicatesif the associated entry is part of agroup, inthat case it contains the record number of the group namein
EFcas.

- Oneentry can be assigned to a maximum of 10 groups.

Coding:

- '00"'—no group indicated;

XX —record number in EFgas containing the alpha string naming the group of which the phone book entry isa
member.

4.42.7 EFaas (Additional number Alpha String)

Thisfile contains the alpha strings that are associated with the user defined naming tags for additional numbers
referenced in EFang.

Structure of EFaas

Identifier: '4FXX' Structure: linear fixed | Optional
SFI: Optional
Record length: X bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha text string M X bytes

- Alphatext string.

Content:
- user defined text for additional number.

Coding:
- sameasthe aphaidentifier in EFapy.
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Thisfile contains the alpha strings that are associated with the group name referenced in EFggp.

Structure of EFgas

Identifier: '"4FXX' Structure: linear fixed

Conditional
(see Note)

SFI: Optional

Record length: X bytes |

Update activity: low

Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha text string M X bytes
NOTE: This file is mandatory if and only if EFGRp is present.

- Alphatext string

Content:
- group names.

Coding:
- sameasthe aphaidentifier in EFppy.

4.4.2.9 EFanr (Additional Number)

Several phone numbers and/or Supplementary Service Control strings (SSC) can be attached to one EF,py record, using
one or several EF,nr. The amount of additional number entries may be less than or equal to the amount of recordsin
EFapn- The EF structureis linear fixed. Each record contains an additional phone number or Supplementary Service
Control strings (SSC). This record cannot be shared between several phonebook entries. The first byte indicates whether
the record is free or the type of additional number referring to the record number in EFaas, containing the text to be
displayed. The following part indicates the additional number and the reference to the associated record in the EFapy
file. In addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records.

Structure of EFang

Identifier: '4FXX' Structure: linear fixed | Optional
SFI:'YY'
Record length: 15 or 17 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Additional Number Record identifier M 1 byte
2 Length of BCD number/SSC contents M 1 byte
3 TON and NPI M 1 byte
410 13 Additional number/SSC String M 10 bytes
14 Capability/Configuration1 Record Identifier M 1 byte
15 Extensionl Record Identifier M 1 byte
16 ADN file SFI C 1 byte
17 ADN file Record Identifier C 1 byte
NOTE: The fields marked C above are mandatory if and only if the file is not type 1 (as
specified in EFpggr)

- Additional Number Record Identifier
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Content:
- describes the type of the additional number defined in the file EFaas.

Coding:

- '00'—no additional number description;

'xX' —record number in EFaasdescribing the type of number (e.g. "FAX");
'FF' —free record.

- Length of BCD number/SSC contents

Contents:

- this byte gives the number of bytes of the following two dataitems containing actual BCD number/SSC information.
This means that the maximum value is 11, even when the actual additional number/SSC information length is greater
than 11. When the additional number/SSC has extension, it is indicated by the extensionl identifier being unequal to
'FF'. The remainder is stored in the EFgxr; with the remaining length of the additional data being coded in the
appropriate additional record itself (see clause 4.4.2.4).

Coding:
- same as the length of BCD number/SSC string byte in EFapn.

- TON and NPI.

Contents:
- Type of number (TON) and numbering plan identification (NPI).

Coding:
- same asthe TON and NPI byte in EFapn.

- Additional number/SSC string

Content:
- upto 20 digits of the additional phone number and/or SSC information linked to the phone book entry.

Coding:
- same asthe dialing number /SSC string in EFapy.

- Capability/Configurationl Record Identifier.

Contents:
- Thisbyteidentifies the number of arecord in the EFccp; containing associated capability/configuration parameters
required for the call. The use of this byteis optional. If it is not used it shall be set to 'FF'.

Coding:
- binary.

- Extensionl Record |dentifier.

Contents:
- extensionl record identification byte. This byte identifies the number of arecord in the EFgxy, containing an
associated called party subaddress or additional data. The use of this byte is optional. If it isnot used it shall be set to
'FF'.

if the number requires both additional dataand called party subaddress, this byte identifies the additional record. A
chaining mechanism inside EFgy identifies the record of the appropriate called party subaddress (see clause 4.4.2.4).

Coding:
- binary.

- ADN file SFI.

Content:
- Short File identifier of the associated EFapy file.

Coding:
- asdefined in the UICC specification.
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- ADN file Record Identifier

Content:
- record identifier of the associated phone book entry.

Coding:
- 'xx'—record identifier of the corresponding ADN record.

4.4.2.10 EFsne (Second Name Entry)

The phone book also contains the option of a second name entry. The amount of second name entries may be less than
or equal to the amount of records in EFspn. Each record contains a second name entry. This record cannot be shared
between several phonebook entries.

Structure of EFgne

Identifier: '4FXX' Structure: linear fixed | Optional
SFI:'YY'
Record length: X or X+2 bytes | Update activity: low
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha Identifier of Second Name M X bytes
X+1 ADN file SFI C 1 byte
X+2 ADN file Record Identifier C 1 byte

NOTE: The fields marked C above are mandatory if and only if the file is not type 1 (as
specified in EFpgRr)

- Alphaldentifier of Second Name.

Content:
- string defining the second name of the phone book entry.

Coding:
- astheaphaidentifier for EFapy.

- ADN file SFI.

Content:
- Short Fileidentifier of the associated EFapy file.

Coding:
- asdefined in the UICC specification.

- ADN file Record Identifier

Content:
record identifier of the associated phone book entry.

Coding:
'xx" — record identifier of the corresponding ADN record.
4.4.2.11 EFccp1 (Capability Configuration Parameters 1)

This EF contains parameters of required network and bearer capabilities and ME configurations associated with a call
established using a phone book entry.
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Structure of EFccpy

Identifier: '4FXX' Structure: linear fixed | Optional
SFI.'YY'
Record length: X bytes, X > 15 | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Bearer capability information element M X bytes

- Bearer capability information element.

Contents and Coding:
- seeTS24.008 [9]. The Information Element Identity (IEI) shall be excluded; i.e. the first byte of the EFccp, record
shall be Length of the bearer capability contents.

"~ unused bytes are filled with 'FF'

4.4.2.12 Phone Book Synchronisation

To support synchronisation of phone book data with other devices, the USIM may provide the following files to be used
by the synchronisation method: a phone book synchronisation counter (PSC), a unique identifier (UID) and change
counter (CC) to indicate recent changes.

If synchronisation is supported in the phonebook, then EFpsc, EFyp, EFpyip @nd EFcc are al mandatory.

442121 EFuip (Unique Identifier)

The EFyp is used to uniquely identify arecord and to be able to keep track of the entry in the phone book. The terminal
assigns the (UID) when a new entry is created. The value of the UID does not change as long as the value of the PBID
remains the same. The UID shall remain on the UICC, in EFy,p, until the PBID is regenerated. This means that when a
phone book entry is deleted, the content of the linked information (e.g. ADN, E-MAIL,..) shall be set to the
persondlization value 'FF...FF'. But the UID-value of the deleted record shall not be used when a new entry is added to
the phonebook until the PBID is regenerated, but it shall be set to anew value.

If/when the PBID isregenerated, all UIDsfor the entry in the phone book shall be assigned new values starting from 1.
If more than one EFp exists (i.e. multiple phone book file sets) then all values of UIDs used in that phone book shall
be unique over all phone book file sets within that phone book. The new value of the UID for each entry shall then be
kept until the PBID is regenerated again.

Structure of EFyp

Identifier: '4FXX' Structure: linear fixed Conditional
(see Note)
SFI.'YY'
Record length: 2 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 Unique Identifier (UID) of Phone Book Entry M 2 bytes

NOTE:  This file is mandatory if and only if synchronisation is supported in the phonebook.

- Unique Identifier of Phone Book Entry.
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Content:
- number to unambiguously identify the phone book entry for synchronisation purposes.

Coding:
- hexadecimal value. At initialisation all UIDs are personalised to "00 00" (i.e. empty).

442122 EFpsc (Phone book Synchronisation Counter)

The phone book synchronisation counter (PSC) is used by the ME to construct the phone book identifier (PBID) and to
determine whether the accessed phone book is the same as the previously accessed phone book or if it isanew
unknown phone book (might be the case that there is one phonebook under DF-telecom and one phone book residing in
aUSIM-application). If the PSC is unknown, a full synchronisation of the phone book will follow.

The PSC is also used to regenerate the UIDs and reset the CC to prevent them from running out of range. When the
UIDs or the CC has reached its maximum value, anew PSC is generated. This leads to a scenario where neither the CC
nor the UIDs will run out of range.

The PSC shall be regenerated by the terminal if one of the following situation applies:
- thevalues of the UIDs have run out of range;
- the whole phone book has been reset/del eted;
- thevalue of the CC has run out of range.

Structure of EFpsc

Identifier: '4F22' Structure: transparent Conditional
(see Note)
SFI.'YY'
File size: 4 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 Phone book synchronisation counter (PSC) M 4 bytes

NOTE:  This file is mandatory if and only if synchronisation is supported in the phonebook.

- PSC: Unique synchronisation counter of Phone Book.

Content:
number to unambiguoudly identify the status of the phone book for synchronisation purposes.

Coding:
hexadecimal value.

The phone book identifier (PBID) coding based on the EFps is described hereafter:
- For aphone book residing in DF-telecom:
- PBID =ICCid (10bytes) "fixed part" + 4 bytes (in EFpsc) "variable part".
- For aphone book residing in an USIM application:
- PBID =10 last bytes of (ICCid XOR AID) "fixed part" + 4 bytes (in EFpsc) "variable part".

To be able to detect if the PSC needsto be regenerated (i.e. the variable part) the following test shall be made by
the terminal before for each update of either the CC or the assignment of a new UID:

- Each time the terminal has to increment the value of the UID the following test is needed:
- If UID = 'FF FF then.
{Increment PSC mod 'FF FF FF FF'; all the UIDs shall be regenerated} .
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- Eachtimethe termina has to increment the value of CC the following test is needed:
If CC ="FF FF' then.
{Increment PSC mod 'FF FF FF FF; CC=0001}.
NOTE: If the phonebook is deleted then the terminal will change the PSC according to:
Incrementing PSC modulus 'FFFFFFFF'

442123 EFcc (Change Counter)
The change counter (CC) shall be used to detect changes made to the phone book.

Every update/deletion of an existing phone book entry or the addition of a new phone book entry causes the terminal to
increment the EF¢c. The concept of having a CC makes it possible to update the phone book in different terminals,
which still are able to detect the changes (e.g. changes between different handset and/or 2™ and 3" generation of
terminals).

Structure of EF¢c

Identifier: '4F23' Structure: transparent Conditional
(see Note)
SFL:'YY'
File size: 2 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 Change Counter (CC) of Phone Book M 2 bytes

NOTE:  This file is mandatory if and only if synchronisation is supported in the phonebook.

- Change Counter of Phone Book.

Content:
- indicates recent change(s) to phone book entries for synchronisation purposes.

Coding:
- hexadecimal value. At initialisation, CC shall be personalised to '00 00’ (i.e. empty).

4.42.12.4 EFpuip (Previous Unique Identifier)

The PUID is used to store the previously used unique identifier (UID). The purpose of thisfileisto alow the terminal
to quickly generate anew UID, which shall then be stored in the EFp.
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Structure of EFpyp

Identifier: '4F24' Structure: transparent Conditional
(see Note)
SFI.'YY'
File size: 2 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 Previous Unique Identifier (PUID) of Phone M 2 bytes
Book Entry

NOTE:  This file is mandatory if and only if synchronisation is supported in the phonebook.

- Previous unique Identifier of Phone Book Entry.

Content:
- Previous number that was used to unambiguously identify the phone book entry for synchronisation purposes.

Coding:

- Asfor EFyp

4.4.2.13 EFemaiL (e-mail address)

This EF contains the e-mail addresses that may be linked to a phone book entry. Several e-mail addresses can be
attached to one EFapn record, using one or several EFgpmaL. The number of email addresses may be equal to or less
than the amount of records in EFapn. Each record contains an e-mail address. The first part indicates the e-mail
address, and the second part indicates the reference to the associated record in the EFapn file. This record cannot be
shared between several phonebook entries.

Structure of EFgyan

Identifier: '4FXX’ | Structure: linear fixed | Optional
SFI:'YY'
Record length: X or X+2 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X E-mail Address M X bytes
X+1 ADN file SFI C 1 byte
X+2 ADN file Record Identifier C 1 byte
NOTE: The fields marked C above are mandatory if and only if the file is not type 1 (as
specified in EFpgr)

- E-mail Address.
Content:
- string defining the e-mail address

Coding:

- the SMSdefault 7-bit coded alphabet as defined in TS 23.038 [5] with bit 8 set to 0. The alphaidentifier shall be left

justified. Unused bytes shall be set to 'FF'.
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- ADN file SFI.

Content:
- short Fileidentifier of the associated EFpy file.

Coding:
- asdefined in TS 31.101 [11].

- ADN file Record Identifier.

Content:
- record identifier of the associated phone book entry.

Coding:
- binary.

4.4.2.14 Phonebook restrictions
This clause lists some general restrictions that apply to the phonebook:

- if an EFpgp file contains more than one record, then they shall al be formatted identically on atype-by-type
basis, e.g. if EFpgr record #1 contains one type 1 e-mail then all EFpgR records shall have one type 1 email;

- if an EFpgr record contains more than one reference to one kind of file, such astwo EFgya, files, then they
shall all be formatted identically on atype-by-type basis, e.g. if an EFpgr record has 2 email addresses, then
they shall have the same record size and the same number of recordsin each EFpgg entry;

- an EFggg record may contain TLV entries indicating that the file exist asatype 1 and 2 file, e.g. a phonebook
entry may have two emails, one with a one-to-one mapping (type 1) and one with aindirect mapping (type 2).
Regardless of the type, filesin all entries shall have the same record configuration;

- an EFggg record shall not contain more than one occurrence of a given kind of fileindicated intag 'AA' (type 3
link). For instance, an EFpgr record may only contain one reference to an EFgys.

4.4.2.15 EFpur (PhOnEbOOk URlS)

This EF contains the URI address that may be linked to a phonebook entry. Several URI addresses can be attached to
one EFpy record, using one or several EFpyr;. The number of URI addresses may be equal to or less than the amount
of recordsin EF,py. Each record contains a URI address. The first part indicates the URI address, and the second part
indicates the reference to the associated record in the EFapy file. Thisrecord cannot be shared between several
phonebook entries.

Structure of EFpyg

Identifier: '4FXX' | Structure: linear fixed | Optional
SFI:'YY'
Record length: X or X+2 bytes Update activity: low
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to X URI Address M X bytes
X+1 ADN file SFI C 1 byte
X+2 ADN file Record Identifier C 1 byte

NOTE: The fields marked C above are mandatory if and only if the file is not type 1 (as
specified in EFpgRr)

- URI Address.
Content:
- The URI Address associated to the ADN Record.
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Coding:
- SameasURI TLV dataobject in EFypy defined in TS 31.103 [64].

- ADN file SFI.

Content:
- Short Fileidentifier of the associated EFapy file.

Coding:
- asdefined in TS31.101 [11].

- ADN file Record Identifier.

Content:
- record identifier of the associated phone book entry.

Coding:
- binary.

4.4.3 Contents of files at the DF GSM-ACCESS level
(Files required for GSM Access)

The Efs described in this clause are required for the USIM application to be able to access service through a GSM
network.

The presence of this DF and thus the support of a GSM accessisindicated in the 'USIM Service Table' as service no.
‘27 being available.

4.43.1 EFkc (GSM Ciphering key Kc)

If servicen°27 is "available", thisfile shall be present.

This EF contains the ciphering key Kc and the ciphering key sequence number n for enciphering in a GSM access
network.

Identifier: '4F20' | Structure: transparent |  Optional
SFI: '01'
File size: 9 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to8 Ciphering key Kc M 8 bytes
9 Ciphering key sequence number n M 1 byte

- Ciphering key Kc.
Coding:
- theleast significant bit of Kc isthe least significant bit of the eighth byte. The most significant bit of Kc is the most
significant bit of the first byte.

- Ciphering key sequence number n
Coding:

|b8|b7|b6|b5|b4|b3|b2|bl|

N
bits b4 to b8 are coded 0

NOTE: TS 24.008 [9] definesthe value of n=111 as "key not available". Therefore the value '07' and not 'FF
should be present following the administrative phase.
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4.4.3.2 EFkceprs (GPRS Ciphering key KcGPRS)
If servicen°27 is "available", thisfile shall be present.

This EF contains the ciphering key KcGPRS and the ciphering key sequence number n for GPRS (see TS 23.060 [7]).

Identifier: '4F52' | Structure: transparent | Optional
SFI: '02
File size: 9 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to8 Ciphering key KcGPRS M 8 bytes
9 Ciphering key sequence number n for GPRS M 1 byte

- Ciphering key KcGPRS.
Coding:

the least significant bit of KcGPRS is the least significant bit of the eighth byte. The most significant bit of KcCGPRS
is the most significant bit of the first byte.

- Ciphering key sequence number n for GPRS.
Coding:

|b8|b7|b6|b5|b4|b3|b2|b1|

n
bits b4 to b8 are coded 0

NOTE: TS24.008 [9] definesthe value of n=111 as "key not available". Therefore the value '07' and not 'FF
should be present following the administrative phase.

4.4.3.3 Void

4434 EFcpecch (CPBCCH Information)
If servicen°39 is"available", thisfile shall be present.
This EF contains information concerning the CPBCCH according to TS 44.018 [28].

CPBCCH storage may reduce the extent of a Mobile Station's search of CPBCCH carriers when selecting a cell. The
CPBCCH carrier lists shall be in accordance with the procedures specified TS 23.022 [29]. The M S stores CPBCCH
information (from the System Information 19 message, Packet System Information 3, and Packet System Information 3
bis) on the USIM. The same CPBCCH carrier shall never occur twicein thelist.

Identifier: '4F63' | Structure: transparent |  Optional
File size: 2n bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 Element 1 of CPBCCH carrier list M 2 bytes
2n-1to 2n  [Element n of CPBCCH carrier list M 2 bytes

- Element in CPBCCH carrier list
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Coding:
Byte 1: first byte of CPBCCH carrier list element

|b8|b7|b6|b5|b4|b3|b2|bl|

LSB of ARFCN

Byte 2: second byte of CPBCCH carrier list element

|b8|b7|b6|b5|b4|b3|b2|bl|

MSB of ARFCN

High/Low band indicator
bits b4 to b7 are RFU
Empty indicator

- ARFCN (10 bits) as defined in TS 45.005 [34].

- High/Low band indicator: If the ARFCN indicates possibly a channel in the DCS 1800 or a channel in the
PCS 1900 band, if the bit is set to '1' the channel isin the higher band (GSM 1900). If the bit is set to ‘0,
the lower band (GSM 1800) isindicated. If ARFCN indicates a unique channel, thisindicator shall be set
to'0'.

- Empty indicator: If thisbit isset to '1', no valid CPBCCH carrier is stored in this position. If the Empty
Indicator is set to '1', the content of the CPBCCH carrier field shall be ignored. The empty indicator shall
also be used, and set to '1', if storage of fewer than maximum number n, of CPBCCH carrier fieldsis
required.

4435 EFinvscan (INvestigation Scan)

If service n°40 is"available", thisfile shall be present.

This EF contains two flags used to control the investigation scan for higher prioritized PLMNs not offering voice
Services.

Identifier: '4F64' | Structure: transparent |  Optional
File size: 1 byte | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Investigation scan flags M 1 byte

- Investigation scan flags

Coding:

|b8|b7|b6|b5|b4|b3|b2|b1|

In limited service mode
After successful PLMN selection
Bits b3 to b8 are coded RFU
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A '1'in abit position indicates that the investigation scan shall be performed for the condition
corresponding to that bit position and a'0' that it shall not be performed.

If this elementary file is not present, no investigation scan shall be performed.

4.4.4 Contents of files at the MexE level

This clause specifies the Efs in the dedicated file DFyee. It only appliesif the USIM supports MexE (see
TS 23.057 [30]).

The presence of this DF isindicated in the 'USIM Service Table' as service no. '41' being available.

The Efsin the Dedicated File DFyee contain execution environment related information.

4441 EFvexe-st (MexE Service table)
If service n°41is"available", thisfile shall be present.

This EF indicates which MexE services are available. If aserviceis not indicated as available in the USIM, the ME
shall not select this service.

Identifier: '4F40’ | Structure: transparent | Optional
File size: X bytes, X > 1 | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Services n°1ton°8 M 1 byte
2 Services n°9ton°16 (0] 1 byte
etc.
X Services (8X-7) to (8X) (0] 1 byte
-Services
Contents: Service n°1: Operator Root Public Key
Service n°2: Administrator Root Public Key
Service n°3: Third Party Root Public Key
Service n°4; RFU
Coding:

the coding rules of the USIM Service Table apply to thistable.

4442 EForpk (Operator Root Public Key)
If servicen®41is"available", thisfile shall be present.

This EF contains the descriptor(s) of certificates containing the Operator Root Public Key. This EF shall only be
allocated if the operator wishes to verify applications and certificates in the MexE operator domain using a root public
key held in the USIM. Each record of this EF contains one certificate descriptor.
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For example, an operator may provide a second key for recover disaster procedure in order to limit OTA datato load.

Identifier: '4F41' | Structure: linear fixed |  Optional
Record length: X + 10 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Parameters indicator M 1 byte
2 Flags M 1 byte
3 Type of certificate M 1 byte
4t05 Key/certificate file identifier M 2 bytes
6t07 Offset into key/certificate file M 2 bytes
8109 Length of key/certificate data M 2 bytes
10 Key identifier length (X) M 1 byte
11 to 10+X |Key identifier M X bytes

- Parameter indicator
Contents:
The parameter indicator indicates if record is full and which optional parameters are present

Coding: bit string

|b8|b7|b6|b5|b4|b3|b2|b1|

Certificate descriptor is wvalid (bitl=0 key
descriptor is valid)

Reserved bit set to 1 (bitx=0 optional parameter
present)

- Flags
Contents:
The authority flag indicates whether the certificate identify an authority (i.e. CA or AA) or not.

Coding: bit string

|b8|b7|b6|b5|b4|b3|b2|b1|

Authority certificate (bit=1 certificate of an
authority)

RFU

RFU

- Typeof certificate

Contents:
Thisfield indicates the type of certificate containing the key.

Coding: binary:
0 :WTLS
1 :X509
2 :X9.68

Other values are reserved for further use
- Keyl/certificate File Identifier

Contents:
these bytes identify an EF which is the key/certificate data file (see clause 4.4.4.5), holding the actual key/certificate
data for this record.
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Coding:
byte 4: high byte of Key/certificate File Identifier;
byte 5: low byte of Key/certificate File Identifier.

- Offset into Key/certificate File

Contents:
these bytes specify an offset into the transparent key/certificate data File identified in bytes 4 and 5.

Coding:
byte 6: high byte of offset into Key/certificate DataFile;
byte 7: low byte of offset into Key/certificate DataFile

- Length of Key/certificate Data

Contents:
these bytes yield the length of the key/certificate data, starting at the offset identified in " Offset into Key/certificate
File" field.

Coding:
byte 8: high byte of Key/certificate Data length;
byte 9: low byte of Key/certificate Data length.
- Key identifier length

Contents:
Thisfield giveslength of key identifier

Coding:
binary

- Keyidentifier

Contents:
Thisfield provides a means of identifying certificates that contain a particular public key (chain building) and linking
the public key to its corresponding private key. For more information about value and using see TS 23.057 [30].

Coding:
octet string
NOTE: transparent key/certificate datalonger than 256 bytes may be read using successive READ BINARY
commands.
4.4.4.3 EFarpk (Administrator Root Public Key)

If servicen°41is"available", thisfile shall be present.

This EF contains the descriptor(s) of certificates containing the Administrator Root Public Key. This EF shall only be
alocated if the SIM issuer wishesto control the Third Party certificates on the terminal using an Administrator root
public key held in the USIM. Each record of this EF contents one certificate descriptor.
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Thisfile shal contain only one record.

Identifier: '4F42' | Structure: linear fixed |  Optional
Record length: X + 10 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Parameters indicator M 1 byte
2 Flags M 1 byte
3 Type of certificate M 1 byte
4t05 Key/certificate file identifier M 2 bytes
6t07 Offset into key/certificate file M 2 bytes
8109 Length of key/certificate data M 2 bytes
10 Key identifier length (X) M 1 byte
11 to 10+X |Key identifier M X bytes

For contents and coding of all data items see the respective data items of the EFogpx (Clause 4.4.4.2).

4444 EF+prpk (Third Party Root Public Key)
If servicen®41is"available", thisfile shall be present.

This EF contains descriptor(s) of certificates containing the Third Party root public key (s). This EF shall only be
allocated if the USIM issuer wishes to verify applications and certificates in the MexE Third Party domain using root
public key(s) held in the USIM. This EF can contain one or more root public keys. Each record of this EF contains one
certificate descriptor.

For example, an operator may provide several Third Party Root Public Keys.

Identifier:'4F43' | Structure: linear fixed | Optional
Record length: X + Y + 11 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Parameters indicator M 1 byte
2 Flags M 1 byte
3 Type of certificate M 1 byte
4105 Key/certificate file identifier M 2 bytes
6to7 Offset into key/certificate file M 2 bytes
8t09 Length of key/certificate data M 2 bytes
10 Key identifier length (X) M 1 byte
11 to 10+X |Key identifier M X bytes
11+X Certificate identifier length (Y) M 1 byte
12+X to Certificate identifier M Y bytes
11+X+Y

- Certificate identifier length
Contents:
Thisfield gives the length of the certificate identifier

Coding:
binary
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- Certificate identifier
Contents:
Thisfield identifies the issuer and provides an easy way to find a certificate. For more information about the value and
usage see TS 23.057 [30].

Coding:
Octet string

For contents and coding of all other dataitems see the respective data items of the EForp« (Clause 4.4.4.2).

4445 EF+kceor (Trusted Key/Certificates Data Files)

Residing under DFy e, there may be several key/certificates data files. These Efs containing key/certificates data shall
have the following attributes:

Identifier: '"4AFXX' | Structure: transparent | Optional
File size: Y bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoY Key/Certificate Data M Y bytes

Contents and coding:
Key/certificate data are accessed using the key/certificates descriptors provided by EFrprex (See clause 4.4.4.4).

Theidentifier '4FXX" shall be different from one key/certificate data file to another. For the range of 'XX', see
TS 31.101 [11]. Thelength Y may be different from one key/certificate datafile to another.

445 Contents of files at the DF WLAN level

This clause describes the additional files that are used for WLAN purposes.

DFwan shall be present at the ADFygm level if either of the services n°59, n°60, n°61, n°62, n°63, N°66, N°81, N°82,
n°83, n°84 or n°88 are "available" in the corresponding EFysr (USIM Service Table).

4451 EFpseudo (PSeudonym)
If servicen°59 is "available”, thisfile shall be present.

This EF contains atemporary user identifier (pseudonym) for subscriber identification. Pseudonyms may be provided as
part of a previous authentication sequence. Pseudonyms are used as defined in TS 24.234 [40].

Identifier: '4F41' | Structure: Transparent | Optional
SFI:'01'
File size: Y bytes (Y>n+2) Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 Pseudonym Length M 2 bytes
3ton+2 Pseudonym M n bytes

-Pseudonym Length
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Contents:
- these bytes give the number of bytes of the following dataitem containing the Pseudonym value.

Coding:
- unsigned length coded on 2 bytes

- Pseudonym.
Contents:

-Pseudonym to be used as the username part of the NAI
Coding:

- As described for the user portion of the NAI in TS 33.234 [41]. Unused bytes shall be set to 'FF' and shall
not be considered as a part of the value.

4.45.2 EFupLmnwiLan (User controlled PLMN selector for I-WLAN Access)
If servicen°60 is "available”, thisfile shall be present.

This EF contains the coding for preferred PLMNSs to be used for WLAN PLMN Selection. This information is
determined by the user and defines the preferred PLMNs of the user in priority order. The first PLMN entry indicates
the highest priority and the n™ PLMN entry indicates the lowest. It shall be possible to store at least the number of
PLMNs specified in TS 24.234 [40].

Identifier: '4F42' | Structure: transparent |Optional
SFI: '02'
File size: 3n (where n >10) Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1t03 15 PLMN (highest priority) M 3 bytes
4106 2" PLMN M 3 bytes
28 t0 30 10" PLMN M 3 bytes
31033 11" PLMN 0 3 bytes
(3n-2)to 3n_ [N" PLMN (lowest priority) 0 3 bytes
- PLMN
Contents:

- Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).

Coding:
- accordingto TS 24.008 [9].

4.4.5.3 EFop mwwian (Operator controlled PLMN selector for I-WLAN
Access)

If servicen°61 is"available", thisfile shall be present.

This EF contains the coding for operator preferred PLMNs to be used for WLAN PLMN Selection. Thisinformation is
determined by the operator and defines the operator preferred PLMNs in priority order. The first PLMN entry indicates
the highest priority and the n" PLMN entry indicates the lowest. It shall be possible to store at least the number of
PLMNs specified in TS 24.234 [40].
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Identifier: '4F43' | Structure: transparent |Optional
SFI: '03'
File size: 3n (where n >10) Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1t03 1> PLMN (highest priority) M 3 bytes
4106 2" PLMN M 3 bytes
28 t0 30 10" PLMN M 3 bytes
311033 11" PLMN 0 3 bytes
(3n-2) to 3n N™ PLMN (lowest priority) 0 3 bytes
- PLMN
Contents:
- Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).
Coding:

- accordingto TS 24.008 [9].
4454 EFuwsioL (User controlled WLAN Specific Identifier List)
If servicen°62 is "available”, thisfile shall be present.

Thisfile contains the user preferred list of WLAN specific identifier (WSID) for WLAN selection in priority order. The
first record indicates the highest priority and the n™ record indicates the lowest. This fileis used for WLAN selection
and shall store alist of at least the number of WSIDs specified in TS 24.234 [40].

Identifier: '4F44' | Structure: linear fixed | Optional

SFI: '04'

Record size: X+1 bytes

Update activity: low

Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Length of WSID M 1 bytes
2to X +1 WSID M X bytes
-Length of WSID
Contents:

- this byte gives the number of bytes of the following data item containing the WSID.

Coding:
- unsigned length coded on one byte

-WSID
Contents:

- WLAN specific identifier (WSID) asdefined in TS 24.234 [40].

Coding:

- binary. Unused bytes shall be set to 'FF' and not used either as a part of the value or for length calculation.
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4455 EFowsipL (Operator controlled WLAN Specific IdentifierList)
If servicen°63 is "available", thisfile shall be present.

Thisfile contains the operator preferred list of WLAN specific identifier (WSID) for WLAN selection in priority order.
The first record indicates the highest priority and the n™ record indicates the lowest. Thisfileis used for WLAN
selection It shall be possible to store at least the number of PLMNSs specified in TS 24.234 [40].

Identifier: '4F45' | Structure: linear fixed | Optional
SFI. '05'
Record size: X + 1 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Length of WSID M 1 bytes
2to X +1 WSID M X bytes
-Length of WSID
Contents:

- this byte gives the number of bytes of the following data item containing the WSID.

Coding:
- unsigned length coded on one byte

-WSID

Contents:

- WLAN specific identifier (WSID) as defined in TS 24.234 [40].

Coding:

- binary. Unused bytes shall be set to 'FF' and not used either as a part of the value or for length calculation.

4.45.6 EFwr (WLAN Reauthentication ldentity)
If servicen°66 is "available”, thisfile shall be present.

This EF contains alist of parameters linked to a re-authentication identity to be used in fast re-authentication. Re-
authentication identities and related parameters (Master Key and Counter Value) are provided as part of a previous
authentication sequence.
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Identifier: '4F46' |

Structure: Transparent

| Optional

SFI: '06'

File size: n bytes, (n > J+K+L+6)

Update activity: high

Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Reauthentication Identity Tag '80' M 1 byte
2 Re-authentication Identity Length M 1 byte
310 J+2 Re-authentication Identity Value M J bytes
J+3 Master Key Tag '81' M 1 byte
J+4 Master Key Length M 1 byte
J+5 to J+K+4 | Master Key Value M K bytes
J+K+5 Counter Tag '82' M 1 byte
J+K+6 Counter Length M 1 byte
J+K+7 to Counter Value M L bytes
J+K+L+6

- Reauthentication Identity
Contents:

- Re-authentication identity TLV to be used as the username part of the NAL.

Coding:
Tag '80'
Unsigned length on 1 byte

Value: Asdescribed for the user portion of the NAI in TS 33.234 [41]. Unused bytes shall be set to 'FF' and shall not be

considered as a part of the value.

- Master Key
Contents:
- Master Key TLV.

Coding:

Tag '81'

Unsigned length on 1 byte

Value: Asdescribed in TS 33.234 [41].

- Counter
Contents:
- Counter TLV

Coding:
Tag '82'
Unsigned length on 1 byte
Vaue: Asdescribedin TS 33.234 [41].

4.45.7

If service n°81 is"available", thisfile shall be present.

EFnwsioL (Home I-WLAN Specific Identifier List)

Thisfile contains the Home I-WLAN specific identifier list (WSID list) for I-WLAN selection in priority order. The
WSIDsin this list are known to connect to the HPLMN. The first record indicates the highest priority and the n* record
indicates the lowest. Thisfileis used for I-WLAN selection. It shall be possible to store at least the number of WSIDs

specified in TS 24.234 [40].
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Identifier: '4F47' | Structure: linear fixed | Optional
SFI: '07'
Record size: X + 1 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Length of WSID M 1 bytes
2to X +1 WSID M X bytes

For contents and coding see EFowsipL -

4458

If servicen°82 is "available", thisfile shall be present.

EFwenpLvnet (IF-WLAN Equivalent HPLMN Presentation Indication)

This EF contains an indication to the ME for the presentation of the available EHPLMN(s) during I-WLAN selection
procedures. The usage of the |-WLAN EHPLMN presentation indication isdefined in TS 24.234 [40].

Identifier: '4F48' | Structure: transparent | Optional
SFI: '08'
File size: 1 byte Update activity: low
Access Conditions:

READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length
1 I-WLAN EHPLMN Presentation Indication M 1 byte

- |-WLAN EHPLMN Presentation Indication:

Contents:
I-WLAN EHPLMN display mode

Coding:

- '00" - No preference for the display mode

- '01'- Display the highest-priority available EHPLMN only

- '02 - Display al the available EHPLMNs

- All other values are RFU

4.45.9

If servicen°83 is "available", thisfile shall be present.

EFwup (I-'WLAN HPLMN Priority Indication)

This EF contains an indication to the ME for the selection of the I-WLAN EHPLMN or the I-WLAN last Registered
PLMN. The usage of the I-WLAN HPLMN Priority Indication file is defined in TS 24.234 [40].
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Identifier: '4F49'

Structure: transparent |

Optional

SFI: '09'

File size: 1 byte

Update activity: low

Access Conditions:

READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 I-WLAN Last RPLMN Selection Indication M 1 byte

- |-WLAN Last RPLMN Selection Indication:

Contents:

I-WLAN Last RPLMN Selection Indication

Coding:

- '00' - The UE shall attempt registration on the last I-WLAN RPLMN as described in TS 24.234 [40]

- '01' - The UE shall attempt registration on the I-WLAN home network as described in TS 24.234 [40]

- All other values are RFU

4.45.10

If servicen°84 is"available", thisfile shall be present.

EFwLrpLMn (IFWLAN Last Registered PLMN)

This EF contains I-WLAN Last Registered PLMN Selection. The usage of the I-WLAN Last Registered PLMN is

defined in TS 24.234 [40).

- |-WLAN Last Registered PLMN
Contents:

Identifier: '4F4A’ | Structure: transparent | Optional
SFI: '0A'
File size: 3 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to3 I-WLAN Last Registered PLMN M 3 bytes

- Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).

Coding:
- according to TS 24.008 [9].

44511

If servicen°88is "available", thisfile shall be present.

EFupLvnpal (HPLMN Direct Access Indicator)

This EF contains HPLMN Direct Access related informations. The usage of the HPLMN Direct Access Indicator fileis

defined in TS 23.234 [40].
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Identifier: '4F4B’ | Structure: transparent | Optional
SFI: 'OB'
File size: 1 byte Update activity: low
Access Conditions:

READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length
1 HPLMN Direct Access Indication M lbyte

- HPLMN Direct Access Indication:
Contents:
HPLMN Direct Access Indication

Coding:
- '00'—=HPLMN Direct Access Indicator is disabled

- '01'-=HPLMN Direct Access Indicator is enabled

- All other values are RFU
4.4.6 Contents of files at the DF HNB level

446.1 Introduction
This clause describes the additional files that are used for Home (€)NodeB purposes.

DFyng shall be present at the ADFygw level if service n°86 and/or service n°90 isare "available" in EFysr .

4.46.2 EFacscL (A"OWGd CSG LIStS)
If service n°86 is"available", thisfile shall be present.

This EF contains the coding for CSG ID belonging to the Allowed CSG lists. Furthermore, for each CSG ID in thelist,
alink to the corresponding HNB name and CSG Type may be provided.

Identifier: '4F81' | Structure: linear fixed |  Optional
SFI: '01'
Record length: X Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X CSG Lists TLV object M X bytes

Note: The CSG List in different records may contain the same PLMN

The CSG List TLV object shall contain only one PLMN TLV object, Tag '80', and at |least one CSG information TLV,
Tag '81'". A record may contain one or more CSG List TLV objects. This meansthat all CSG Idsin one CSG List TLV
object belong to the same PLMN.

CSG List Tags

Description Tag Value
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CSG List TLV object Tag 'AQ’

CSG List information

Description Value M/O Length (bytes)

CSG List Tag ‘A0’ M 1

Length Y M Note
PLMN Tag ‘80" M 1

Length A M Note
PLMN -- M A

CSG Information Tag '81' M 1

Length w M Note

CSG Information - M W

Note: The length is coded according to ISO/IEC 8825-1 [35]

- PLMN Tag'80'
Contents:
Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).
Coding:
according to TS 24.008 [47].

CSG Information Tag '81'

Tag '81' Coding:
1 CSG Type indication M 1 byte
2 HNB Name indication M 1 byte
3toWw CSG ID M W-2 bytes
Note: The length of the CSG ID is calculated from the TLV object length

- CSG Typeindication
Contents:
the CSG Type for the subsequent CSG ID.
Coding:

avalue of '00' indicates that the CSG Type is to be taken from other sources (e.g. stored in the non-
volatile memory of the ME). A value in the range '01' to 'FE' indicates the record number in EFcssr
that shall be displayed as the CSG Type.

- HNB Name indication
Contents:
the HNB name for the subsequent CSG ID.
Coding:

avalue of '00" indicates that the HNB name is to be taken from other sources (e.g. broadcasted by the
Home Node B or stored in the non-volatile memory of the ME). A valuein the range '01' to 'FE'
indicates the record number in EFyygy that shall be displayed asthe HNB name.

- CSGID

Contents:
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CSG ID whichis part of the allowed CSG list.
Coding:

the CSG ID shall be encoded as defined in TS 23.003 [25]. The CSG ID is coded left justified, i.e. the
most significant bit of the CSG ID is coded on bit 8 of byte 3, over the number of bits as specified in
TS 23.003 [25] using bytes 3 to W . The unused rightmost bits of byte W shall be set 1.

Unused bytes shall be set to 'FF.

ETSI



3GPP TS 31.102 version 12.10.0 Release 12 148 ETSITS 131 102 v12.10.0 (2016-01)

4.46.3 EFcset (CSG Type)

If servicen°86 is "available", thisfile shall be present.

This EF contains the CSG Type. The CSG Typeis defined in TS 22.220 [54]. The association between a CSG 1D and
the corresponding CSG Typeis provided in EFacss, - The CSG Type may be provided in text or in graphic format.

Identifier: '4F82' | Structure: linear fixed |  Optional
SFI: '02'
Record length: X bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X CSG Type TLV objects M X bytes
CSG Type tags
Description Tag Value
Text CSG Type Tag ‘89’
Graphics CSG Type Tag '80" or '81"

CSG Type information
Contents:

CSG Type contains either Text CSG Type or Graphic CSG Type or both the Graphic and Text CSG Types

Coding:
Text CSG Type:
Description Value M/O Length (bytes)
Text CSG Type Tag ‘89’ M 1
Length K M Note
Text CSG Type -- M K
Note: The length is coded according to ISO/IEC 8825-1 [35].

Graphic CSG Type:
Description Value M/O Length (bytes)
Graphic CSG Type Tag ‘80" or '81" M 1
Length K+1 M Note 1
Graphic CSG Type Icon Qualifier -- M 1
Graphic CSG Type Icon Link -- M K (Note 2)

Note 1:  The length is coded according to ISO/IEC 8825-1 [35].

Note 2:  The tag value indicates the type and format of the Icon Link that is provided in the
TLV value field (e.g. Tag '80' indicates that the Icon link is a URI, while Tag '81"
indicates that the Icon Link is the record number of the corresponding image in
EFivg).

- Text CSG Type Tag '89
Contents:
Tag value for the CSG Type in text format.
Coding:
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- '89' = the Text CSG Type is coded using one of the UCS2 code options as defined in TS 31.101 [11].
- Graphic CSG Type Tag
Contents:
Tag value for the CSG Type in graphic format with the Icon Qualifier or an Icon Link
Coding:
- '80" = the Graphic CSG Type Icon Link isan URI

- '81' = the Graphic CSG Type Icon Link isapointer to the record number of the corresponding image in
EFIMG;

- All other values are RFU.

- Graphic CSG Type Icon Qualifier
Contents:

Theicon qualifier indicates to the ME how the icon shall be used.
Coding:
-'01' = iconis self-explanatory, i.e. if displayed, it replaces the corresponding name in text format.

-'02 =iconis not self-explanatory, i.e. if displayed, it shall be displayed together with the corresponding
name in text format.

- All other values are RFU.

- Graphic CSG Type Icon Link
Contents:

Link to theicon. Thislink shall point to a UICC resource.
Coding:

- When the Tag value indicates an URI (i.e. Tag = '80") , the Icon Link shall be encoded to an octet string
according to UTF-8 encoding rules as described in IETF RFC 3629 [48] (e.g.
http://127.0.0.1:3516/pub/files/csgtype.jpq).

- When the Tag value indicates that the Icon Link contains the record number of the corresponding image in
EFmc (i.e. Tag ='81), the Icon Link shall be encoded in binary.

Unused bytes shall be set to 'FF.
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4.46.4 EFuneN (Home NodeB Name)
If servicen°86 is "available", thisfile shall be present.

This EF contains the HNB name. The HNB nameis defined in TS 22.220 [54]. HNB name is a common name referring
to HNB/HeNB. The association between a CSG ID and the corresponding HNB name is provided in EFpcsgy -

Identifier: '4F83' | Structure: linear fixed |  Optional
SFI: '03'
Record length: X bytes; X 2 3 Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
ACTIVATE ADM
DEACTIVATE ADM
Bytes Description M/O Length
1to X HNB Name TLV object M X bytes
HNB Name tags
Description Tag Value
HNB Name Tag '80'

HNB Name information

Description Value M/O Length (bytes)
HNB Name Tag ‘80" M 1
Length K M Note
HNB Name -- M K
Note 1:  The length is coded according to ISO/IEC 8825-1 [35].

- HNB Name Tag '80'
Contents:
name of the HNB or HeNB.
Coding:
coded using one of the UCS2 code options as defined in TS 31.101 [11].

Unused bytes shall be set to 'FF'.

4.4.6.5 EFocscL (Operator CSG Lists)
If service n°90 is"available", thisfile shall be present.

This EF contains the coding for CSG Ids belonging to the Operator CSG lists. Furthermore, for each CSG ID in thelist,
alink to the corresponding HNB name and CSG type may be provided. Within one PLMN the first occurrence of CSG
ID indicates the highest priority CSG ID and the last occurrence indicates the lowest.

NOTE 1. Thereis no reguirement for the ME to take the priority into account.

Additionally, if service n°92 is"available", this EF allows the HPLMN to control, on aper PLMN basis, which
available CSGs are displayed by the ME during a manual CSG selection. If there is no CSG display indicator for a
PLMN, the ME shall display the available CSGs according to the value in EF,p byte 3 bit 2.

NOTE 2: Operators should ensure that all CSG display indicators have the same value if the sasme PLMN is used in
multiple CSG List TLV objects.
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Identifier: '4F84" | Structure: linear fixed |  Optional
SFI: '04'
Record length: Y bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Operator CSG List TLV objects M X bytes
Note: The CSG List in different records may contain the same PLMN

The Operator CSG List TLV object shall contain only one PLMN TLV object, Tag '80', and at least one Operator CSG
information TLV, Tag '81". A record may contain one or more Operator CSG List TLV objects. This means that all

CSG Idsin one Operator CSG List TLV object belong to the same PLMN.

Additionally, the Operator CSG List TLV object may contain one CSG Display Indicator TLV object, if service n°92 is

available.
CSG List Tags
Description Tag Value
Operator CSG List TLV object Tag ‘A0’
CSG List information
Description Value M/O Length (bytes)
CSG List Tag ‘A0’ M 1
Length Y M Note
PLMN Tag ‘80 M 1
Length A M Note
PLMN -- M A
CSG Information Tag '81' M 1
Length w M Note
CSG Information - M W
CSG Display indicator tag '82' ®) 1
Length Z ©) Note
CSG Display indicator - ®) z
Note: The length is coded according to ISO/IEC 8825-1 [35]
PLMN Tag '80°

Contents:

Mobile Country Code (MCC) followed by the Maobile Network Code (MNC).

Coding:
according to TS 24.008 [47].

CSG Information Tag '81'

Tag '81' Coding:
1 CSG Type indication M 1 byte
2 HNB Name indication M 1 byte
3to W CSG ID M W-2 bytes
Note: The length of the CSG ID is calculated from the TLV object length

- CSG Typeindication
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Contents:
the CSG Type for the subsequent CSG ID.
Coding:

avalue of '00' indicates that the CSG Type is to be taken from other sources (e.g. stored in the non-
volatile memory of the ME). A valuein the range '01' to 'FE' indicates the record number in
EFcsst that shall be displayed as the CSG Type.

- HNB Nameindication
Contents:
the HNB name for the subsequent CSG ID.
Coding:

avalue of '00' indicates that the HNB name is to be taken from other sources (e.g. broadcasted by
the Home Node B or stored in the non-volatile memory of the ME). A valuein the range '01' to
'FE' indicates the record number in EFyygy that shall be displayed as the HNB name.

- CSGID
Contents:
CSG ID which is part of the allowed CSG list.
Coding:

the CSG ID shall be encoded as defined in TS 23.003 [25]. The CSG ID is coded left justified, i.e.
the most significant bit of the CSG ID is coded on bit 8 of byte 3, over the number of bits as
specified in TS 23.003 [25] using bytes 3 to W. The unused rightmost bits of byte W shall be set 1.

- CSGdisplay indicator Tag '82":

Coding:
- '00" All available CSG Ids can be displayed during a manual CSG selection

'01' Only CSG Ids contained in Operator CSG lists shall be displayed during a manual CSG
selection

Unused bytes shall be set to 'FF

4.4.6.6 EFocsct (Operator CSG Type)
If service n°90 is"available", thisfile shall be present.

This EF contains the Operator CSG Types. The CSG Typeisdefined in TS 22.220 [54]. The association between an
Operator CSG ID and the corresponding Operator CSG Typeis provided in EFocss, . The Operator CSG Type may be
provided in text or in graphic format.

Identifier: '4F85' | Structure: linear fixed | Optional
SFI: '05'
Record length: X bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X CSG Type TLV objects M X bytes
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For coding see EFcosr

4.4.6.7 EFounen (Operator Home NodeB Name)
If servicen®90 is "available", thisfile shall be present.

This EF contains the Operator HNB names. The HNB nameisdefined in TS 22.220 [54]. HNB Name is a common
name referring to HNB/HeNB. The association between an Operator CSG ID and the corresponding Operator HNB
name is provided in EFocsg -

Identifier: '4F86' | Structure: linear fixed |  Optional
SFI: '06'
Record length: X bytes; X2 3 Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
ACTIVATE ADM
DEACTIVATE ADM
Bytes Description M/O Length
1to X HNB Name TLV object M X bytes

For coding see EFynen

447 Void

4.4.8 Contents of files at the DF ProSe level

4.48.1 Introduction
This clause describes the additional files that are used for ProSe purposes.

DFprose shall be present at the ADFygy level if service n°101 is"available" in EFysr .

4.48.2 EFprose mon (ProSe Monitoring Parameters)
If servicen°lis"available" in the ProSe Service Table, thisfile shall be present.

This EF contains the authorized PLMNs for ProSe direct discovery for public safety as described in TS 24.334 [70].
Thisfile shall be used only if the ME is authorized as per content of EF,p or received service authorization from the
ProSe Function.

Each record shall be associated with a different PLMN.

Identifier: '4FQ1’ | Structure: linear fixed |  Optional
SFI: '01'
Record size: Z bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoZ ProSe Discovery monitoring parameters TLV (0] Z bytes
data object

ProSe Discovery monitoring parameters information
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Description Value M/O/C | Length (bytes)
ProSe Discovery monitoring parameters ‘A0’ M 1
TLV
Length X M Note
PLMN Tag ‘80’ M 1
Length L1 M Note
PLMN value -- M L1
Note: The length is coded according to ISO/IEC 8825-1 [35]

- PLMN
Contents:
Asdescribed in TS 24.333 [71], the PLMN code of the operator in which the UE is authorised to use ProSe
direct discovery monitoring.
Coding:
As defined for the <X>/MonitoringPolicy/<X>/PLMN leaf in TS 24.333[71].

Unused bytes shall be set to 'FF'.

4.4.8.3 EFprose ann (ProSe Announcing Parameters)
If servicen°lis"available" in the ProSe Service Table, thisfile shall be present.

This EF contains the authorized PLMNs for ProSe direct discovery for public safety, as described in TS 24.334 [70].
Thisfile shal be used only if the ME is authorized as per content of EFAp or received service authorization from the
ProSe Function.

Each record shall be associated with a different PLMN.

Identifier: '4F02' | Structure: linear fixed |  Optional
SFI:'02'
Record size: Z bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoZ ProSe Discovery announcing parameters TLV (0] Z bytes
data object

ProSe Discovery announcing parameters information

Description Value M/O/C | Length (bytes)
ProSe Discovery announcing ‘A0’ M 1
parameters TLV
Length X M Note 1
PLMN Tag ‘80’ M 1
Length L1 M Note 1
PLMN value -- M L1
Range Tag ‘81’ 0] 1
Length L2 C Note 1
Range value -- C L2
Note 1: The length is coded according to ISO/IEC 8825-1 [35]
Note 2:  C; if the Tag is present, this is mandatory.

- PLMN
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Contents:
Asdescribed in TS 24.333 [71], the PLMN code of the operator in which the UE is authorised to use ProSe
direct discovery announcing.

Coding:
As defined for the <X>/AnnouncingPolicy/<X>/PLMN leaf in TS 24.333 [71].

- Range
Contents:
Asdescribed in TS 24.333 [71], the authorised announcing range in the PLMN in which this announcing
authorisation policy applies..
Coding:
As defined for the <X>/AnnouncingPolicy/<X>/Range leaf in TS 24.333 [71].

Unused bytes shall be set to 'FF'.

4484 EFPROSEFUNC (HPLMN ProSe Function)
If servicen°2is"available" in the ProSe Service Table, thisfile shall be present.
This EF contains the | P address of the HPLMN ProSe Function.

NOTE: only usage of the first record is supported in the current release of the specification.

Identifier: '4F03' | Structure: linear fixed |  Optional
SFI: '03'
File size: Z bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoz HPLMN ProSe Function Address TLV data M Z bytes
object

HPLMN ProSe Function information

Description Value M/O Length (bytes)
HPLMN ProSe Function Tag ‘80" M 1
Length A+1 M 1
Address type -- M 1
HPLMN ProSe Function Address -- M A
- Addresstype
Contents:

Type of the HPLMN ProSe Function address.
Coding:

A value of '00' indicates FQDN, avalue of '01" indicates IPv4, avalue of '02' indicates IPv6. All other
values are reserved.

- HPLMN ProSe Function Address
Contents:
Address of the HPLMN ProSe function.

Coding:
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Depending on the Address type. When the HPLMN ProSe Function typeis set to '00', the
corresponding HPLMN ProSe Function Address shall be encoded to an octet string according to UTF-
8 encoding rules as specified in IETF RFC 3629 [48].

Unused bytes shall be set to 'FF.

4.4.8.5 EFprose_rabio_com (ProSe Direct Communication Radio Parameters)
If servicen°3is"available" in the ProSe Service Table, thisfile shall be present.

This EF contains the radio paramenters to be used for ProSe direct communication for public safety when the UE is not
served by E-UTRAN, as described in TS 24.334 [70]. Thisfile shall be used only if the ME is authorized as per content
of EFap or received service authorization from the ProSe Function.

Identifier: '4F04' | Structure: transparent |  Optional
SFI. '04'
File size: Z bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 ProSe Direct Communication not served by E- | M 1 byte
UTRAN
2t0Z+1 ProSe Radio parameters TLV data object M Z bytes

The file may contain one or more ProSe Radio parameters TLV data objects.

ProSe Direct Communication not served by E-UTRAN:

Contents:
Indicatesif the ME isauthorized to perform ProSe Direct Communication when not served by E-UTRAN.
Coding:
Value '00' indicates that ProSe Direct Communication is not allowed when the ME is not served by E-UTRAN
Value '01' indicates that ProSe Direct Communication is allowed when the ME is not served by E-UTRAN
All other values are reserved.

ProSe Radio parameters information:

Description Value M/O/C | Length (bytes)
ProSe Direct Communication ‘A0 M 1
parameters TLV
Length X M Note 1
Geographical Area — Polygon Tag ‘80" M 1
Length L1 M Note 1
Geographical Area — Polygon value -- M L1
Radio parameters Tag '81' M 1
Length L2 M Note 1
Radio parameters value - M L2
Note 1: The length is coded according to ISO/IEC 8825-1 [35]
Note 2:  C; if the Tag is present, this is mandatory.

Each ProSe Radio parameters TLV data object shall contain one or more Geographical Area objects and one Radio
parameters object.

- Geographical Area— Polygon Tag '80°
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Contents:
A geographical area defined by a polygon with 3 or more points.
Coding:
1t03 Latitude of point 1 M 3 bytes
4106 Longitude of point 1 M 3 bytes
7t09 Latitude of point 2 M 3 bytes
10to 12 Longitude of point 2 M 3 bytes
13t0 15 Latitude of point 3 M 3 bytes
16t0 18 Longitude of point 3 M 3 bytes
(6n-5) to 6n-3  |Latitude of point n M 3 bytes
(6n-2) to 6n Longitude of point n M 3 bytes
Latitude and longitude are coded as defined in subclause 6.1 of 3GPP TS 23.032 [75].

- Radio parameters Tag '81'
Contents:
The radio parameters used for ProSe Direct Communication
Coding:
Coded as S_-Preconfiguration in 3GPP TS 36.331 [74].

4.4.8.6 EFprose_rapio_mon (ProSe Direct Discovery Monitoring Radio Parameters)
If servicen°4 is"available" in the ProSe Service Table, thisfile shall be present.

This EF contains the radio paramenters to be used for ProSe direct communication for public safety when the UE is not
served by E-UTRAN, as described in TS 24.334 [70]. Thisfile shall be used only if the ME is authorized as per content
of EFap or received service authorization from the ProSe Function.

Identifier: '4FQ5' | Structure: transparent |  Optional
SFI: '05'
File size: Z bytes Update activity: low
Access Conditions:
READ PIN

UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

1 ProSe Direct Discovery Monitoring not served M 1 byte

by E-UTRAN
2t0Z+1 ProSe Radio parameters TLV data object M Z bytes

ProSe Direct Discovery monitoring not served by E-UTRAN:

Contents:
Indicatesif the ME isauthorized to perform ProSe Direct Discovery monitoring when not served by E-
UTRAN.

Coding:
Value'00' indicates that ProSe Direct Discovery monitoring is not allowed when the ME is not served by E-
UTRAN
Value '01' indicates that ProSe Direct Discovery monitoring is allowed when the ME is not served by E-UTRAN
All other values are reserved.

ProSe Radio parameters information

Editor"s note: The radio parameters that need to be configured on the UE to perform ProSe direct discovery when
the UE is not served by E-UTRAN are to be defined by 3GPP TSG RAN WG2.
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4.48.7 EFprose rabio_ann (ProSe Direct Discovery Announcing Radio Parameters)
If servicen°5is"available” in the ProSe Service Table, thisfile shall be present.

This EF contains the radio paramenters to be used for ProSe direct communication for public safety when the UE is not
served by E-UTRAN, asdescribed in TS 24.334 [70]. Thisfile shall be used only if the ME is authorized as per content
of EFap or received service authorization from the ProSe Function.

Identifier: '4F06' | Structure: transparent | Optional
SFI: '06'
File size: Z bytes Update activity: low
Access Conditions:
READ PIN

UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

1 ProSe Direct Discovery Announcing not M 1 byte

served by E-UTRAN
2t0Z+1 ProSe Radio parameters TLV data object M Z bytes

ProSe Direct Discovery announcing not served by E-UTRAN:

Contents:
Indicatesif the ME isauthorized to perform ProSe Direct Discovery announcing when not served by E-
UTRAN.

Coding:
Value'00' indicates that ProSe Direct Discovery announcing is not allowed when the ME is not served by E-
UTRAN
Value'01' indicates that ProSe Direct Discovery announcing is allowed when the ME is not served by E-
UTRAN
All other values are reserved.

ProSe Radio parameters information
Editor"s note: The radio parameters that need to be configured on the UE to perform ProSe direct discovery when
the UE is not served by E-UTRAN are to be defined by 3GPP TSG RAN WG2.
4.48.8 EFprose poLicy (ProSe Policy Parameters)
If service n°6 is"available" in the ProSe Service Table, thisfile shall be present.

This EF contains the policy paramenters to be used for ProSe direct communication for public safety, as described in TS
24.334[70]. Thisfile shall be used only if the ME is authorized as per content of EFap or received service authorization
from the ProSe Function.

Each record shall be associated with a different ProSe group.

Identifier: '4F07' | Structure: linear fixed |  Optional
SFI. '07"
Record size: Z bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoZ ProSe Policy parameters TLV data object M Z bytes

ProSe Policy parameters information:
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Description Value M/O Length (bytes)

ProSe Policy parameters Tag ‘A0’ M 1
Length X M Note
ProSe Layer-2 Group ID tag ‘80" M 1
Length 3 M 1
ProSe Layer-2 Group ID -- M 3
ProSe UE ID tag ‘81" M 1
Length 3 M 1
ProSe UE ID -- M 3
ProSe Group IP multicast address tag '82' M 1
Length A M 1
ProSe Group IP multicast address -- M A
Address type tag '83' M 1
Length 1 M 1
Address type -- M 1
IPv4 address as source tag '84' ®) 1
Length 4 o] 1
IPv4 address as source - o] 4
Group related security tag '85' M 1
Length B M Note
Group related security contents -- M B
Note: The length is coded according to ISO/IEC 8825-1 [35]

- ProSeLayer-2 Group ID tag '80'
Contents:
Contains the ProSe Layer-2 Group 1D, as defined in TS 23.303 [ 73]
Coding:
As per TS33.303[72]
- ProSe UE ID tag '81'
Contents:

Contains the ProSe UE ID, equivalent to the layer-2 source address of the sending UE, as defined in
TS23.303[73]

Coding:
As per TS33.303[72]
- ProSe Group IP multicast address tag '82'
Contents:

IPv4 or 1Pv6 group |P multicast addressed to be used for ProSe direct communication associated with
the corresponding layer-2 group ID.

Coding:
Depending on the Address type
- Addresstypetag '83'
Contents:
Type of |P address.
Coding:
A value of '01' indicates |Pv4, avalue of '02' indicates IPv6. All other values are reserved.

- |Pv4 address as source tag '84'
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Contents:

IPv4 addressed to be used as source, in case of IPv4 address. This TLV shall be ignored if address
typeisdifferent from IPv4.

Coding:
IPv4 address
- Group related security tag '85'
Contents:

Parameters related to the group security.

Coding:
1to 32 PGK as defined in TS 33.303 [72] M 32 bytes
33 PGK Id as defined in TS 33.303 [72]. M 1 byte
34 Algorithm Info as defined in TS 33.303 [72] M 1 byte
35t0B RFU 0 (B-34) bytes

Unused bytes shall be set to 'FF'.

4.48.9 EFprose pvn (ProSe PLMN Parameters)
If servicen°3is"available" in the ProSe Service Table, thisfile shall be present.

This EF contains the authorized PLMNSs for ProSe direct communication for public safety, as described in TS 24.334
[70]. Thisfile shall be used only if the ME is authorized as per content of EF,p or received service authorization from
the ProSe Function.

Each record shall be associated with adifferent PLMN.

Identifier: '4F08' | Structure: linear fixed |  Optional
SFI: '08'
Record size: Z bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoZ ProSe PLMN parameters TLV data object (©) Z bytes

ProSe Policy parameters information:

Description Value M/O Length (bytes)
ProSe PLMN parameters Tag ‘A0’ M 1
Length X M Note
PLMN tag ‘80" M 1
Length 3 M 1
PLMN - M 3
NOTE: The length is coded according to ISO/IEC 8825-1 [35]

- PLMN tag '80'
Contents:

Contains the PLMNsin which the UE is authorised to perform ProSe direct communication when
served by E-UTRAN
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Coding:
According to TS 24.008 [9].
Unused bytes shall be set to 'FF'.

4.4.8.10 EFprose cc (ProSe Group Counter)
If service n°7 is"available" in the ProSe Service Table, thisfile shall be present.

This EF contains the PTK 1D and Counter associated with the PGK currently in use for a ProSe Group.

Identifier: '4F09' | Structure: Transparent |  Optional
SFI: '09'
File size: X >= 9 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltolL ProSe Group Counter data object (0] L bytes
L+1 to 2xL ProSe Group Counter data object (0] L bytes
ProSe Group Counter:
Description Value M/O Length (bytes)
ProSe Group Counter Tag ‘80 M 1
Length X>=7 M Note
ProSe Layer-2 Group ID -- M 3
PTK ID -- M 2
Counter -- M 2
RFU -- @) X
Note: The length is coded according to ISO/IEC 8825-1 [35]
- ProSeLayer-2 Group ID
Contents:
Contains the ProSe Layer-2 Group ID, asdefined in TS 23.303 [ 73]
Coding:
Asper TS 33.303[72]
- PTKID
Contents:
Containsthe PTK value, asdefined in TS 33.303 [72]
Coding:
Asper TS 33.303[72]
- Counter
Contents:
Contains the Counter for the PGK used in the group, as defined in TS 33.303 [72]
Coding:
Asper TS 33.303[72]

Unused bytes shall be set to 'FF.

ETSI



3GPP TS 31.102 version 12.

10.0 Release 12 162 ETSITS 131 102 v12.10.0 (2016-01)

4.48.11 EFpst (ProSe Service Table)

If service n°101 is"available"

inthe USIM Service Table, thisfile shall be present. This EF indicates which ProSe

services are available. If aserviceis not indicated as available in the ProSe Service Table, the ME shall not select this

service.
Identifier: '4F10' | Structure: transparent |  Optional
SFI: '10'
File size: X bytes, (X2 1) Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Services n°1 to n°8 M 1 byte
2 Services n°9 to n°16 0] 1 byte
etc.
X Services n°(8X-7) to n°(8X) (0] 1 byte
-Services
Contents:  Service n°1: ProSe direct discovery parameters
Service n°2: HPLMN ProSe Function
Service n°3: ProSe Direct Communication radio parameters
Service n°4: ProSe Direct Discovery monitoring radio parameters
Service n°5: ProSe Direct Discovery announcing radio parameters
Service n°6: ProSe policy parameters
Service n°7: ProSe group counter
Service n°8: ProSe Usage Information Reporting configuration
Service n°9: UICC ProSe Direct Communication usage information reporting

The EF shall contain at |east one byte. Further bytes may be included, but if the EF includes an optional byte, thenit is
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytesin the EF.

If service n°9is"available", then service n°8 shall also be "available".

Coding:

Same as coding of USIM Service Table

4.4.8.12 EFprose_uirc (ProSe UsagelnformationReportingConfiguration)

If servicen°8is"available" in the ProSe Service Table, thisfile shall be present.

This EF contains the description of the configuration to be used by the UE for reporting the usage information for direct
communication for public safety, as described in TS 24.334 [70] and TS 32.277 [77]. Thisfile shall be used only if the
UE is authorized for direct communication as per content of EFp or received service authorization from the ProSe

Function.
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Identifier: '4F11' | Structure: transparent |  Optional
SFI: '11'
File size: Z bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoZ ProSe M Z bytes

UsagelnformationReportingConfiguration TLV
data objects
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Description Value M/O Length (bytes)
ProSe ServerAddress tag ‘80" C 1
Length A C Note
ProSe ServerAddress -- C A
ProSe CollectionPeriod tag ‘81 M 1
Length 3 M 1
ProSe CollectionPeriod -- M 3
ProSe ReportingWindow tag '82' M 1
Length 3 M 1
ProSe ReportingWindow -- M 3
ProSe ReportGroupParameters tag ‘83" ©) 1
Length 1 ®) 1
ProSe ReportGroupParameters -- 0] 1
ProSe '84' o 1
ReportTimeStampsFirstTransmissionAn
dReception tag
Length 1 o] 1
ProSe -- o 1
ReportTimeStampsFirstTransmissionAn
dReception
ProSe ReportDataTransmitted tag '85' o] 1
Length 1 o] 1
ProSe ReportDataTransmitted -- o] 1
ProSe ReportDataReceived tag '86' @) 1
Length 1 ©) 1
ProSe ReportDataReceived -- o] 1
ProSe ‘87" @) 1
ReportTimeStampsOutOfCoverage tag
Length 1 ©) 1
ProSe -- o 1
ReportTimeStampsOutOfCoverage
ProSe ReportLocationinCoverage tag '88' 6] 1
Length 1 o] 1
ProSe ReportLocationinCoverage -- 0] 1
ProSe ReportRadioParameters tag '89' 0] 1
Length 1 ®) 1
ProSe ReportRadioParameters - 0] 1
NOTE: The length is coded according to ISO/IEC 8825-1 [35]

ProSe ServerAddress

Contents:
Asdescribed in TS 24.333 [ 71], used to determine the IPv4 or IPv6 address the UE or the USIM shall use to
send the usage report to. If no server address is provided, the UE shall upload the usage information reports to
the | P address of the HPLMN ProSe Function. If the USIM supports storage of the usage information, the server
address is mandatory.

Coding:

As defined for the ProSe ServerAddress leaf in TS 24.333 [71].

ProSe CollectionPeriod

Contents:
Asdescribed in TS 24.333 [71], contains the time interval, in unit of minutes, at which the UE shall generate the
usage information reports. Setting the CollectionPeriod to avalue of 0 disables generation of usage information
reports at the UE.

Coding:

As defined for the ProSe CollectionPeriod leaf in TS 24.333 [71].

ProSe ReportingWindow
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Contents:
Asdescribed in TS 24.333 [ 71], contains the time window, in units of minutes, during which the UE shall upload
the usage information report to the server. Setting the ReportingWindow to a value of 0 disables upload of the
usage information reports by the UE.

Coding:
As defined for the ProSe ReportingWindow leaf in TS 24.333 [71].

- ProSe ReportGroupParameters
Contents:
Asdescribed in TS 24.333 [ 71], indicates whether or not the UE shall report the group parameters in the usage
information. The default value O appliesif this TLV isnot provisioned.
Coding:
As defined for the ProSe ReportGroupParameters leaf in TS 24.333 [71].

- ProSe ReportTimeStampsFirstTransmissionAndReception
Contents:
Asdescribed in TS 24.333 [ 71], indicates whether or not the UE shall report the time stamps of the first
transmission/reception during the collection period in the usage information. The default value O appliesif this
TLV isnot provisioned
Coding:
As defined for the ProSe ReportTimeStampsFirstTransmissionAndReception leaf in TS 24.333 [71].

- ProSe ReportDataT ransmitted
Contents:
Asdescribed in TS 24.333 [ 71], indicates whether or not the UE shall report the amount of data transmitted
during the collection period in the usage information, and whether with location information. The default value 1
appliesif thisTLV is not provisioned
Coding:
As defined for the ProSe ReportDataTransmitted leaf in TS 24.333[71].

- ProSe ReportDataReceived
Contents:
Asdescribed in TS 24.333 [71], indicates whether or not the UE shall report the amount of data received during
the collection period in the usage information, and whether with location information. The default value 1
appliesif thisTLV is not provisioned
Coding:
As defined for the ProSe ReportDataReceived leaf in TS 24.333 [71].

- ProSe ReportTimeStampsOutOf Coverage
Contents:
Asdescribed in TS 24.333 [71], indicates whether or not the UE shall report the time stamps when it went in and
out of E-UTRAN coverage during the collection period in the usage information. The default value O appliesif
thisTLV is not provisioned
Coding:
As defined for the ProSe ReportTimeStampsOutOf Coverage leaf in TS 24.333 [71].

- ProSe ReportLocationinCoverage
Contents:
Asdescribed in TS 24.333 [ 71], indicates whether or not the UE shall report the list of locations of the UE when
in E-UTRAN coverage during the collection period in the usage information.
Coding:
As defined for the ProSe ReportLocationlnCoverage leaf in TS 24.333 [71].

- ProSe ReportRadioParameters
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Contents:
Asdescribed in TS 24.333 [ 71], indicates whether or not the UE shall report the radio parameters used for ProSe
direct communication (i.e. indicator of which radio resources used and radio frequency used) during the
reporting period in the usage information.

Coding:
As defined for the ProSe ReportRadioParameters leaf in TS 24.333 [71].

4.5 Contents of Efs at the TELECOM level

The Efsin the Dedicated File DFrg ecom contain service related information.

45.1 EFaon (Abbreviated dialling numbers)

In case of apresent GSM application on the UICC the first EFapy (i.€. reflected by the first record in EFpgg) of the
DFpronesook 1S mapped (with an identifier equal to '6F3A") to DFrg ecom to ensure backwards compatibility.

A 3G ME shall not access thisfile. Theinformation is accessible for a3G ME in EF5py under DFpyonesook.

452 EFexr: (Extensionl)

In case of apresent GSM application on the UICC the first EFgx1 (i.€. reflected by the first record in EFpgR) of the
DFpqonesook 1S mapped (with an identifier equal to '6F4A") to DFre ecom to ensure backwards compatibility.

A 3G ME shall not accessthisfile. Theinformation is accessible for a3G ME in EFgxt1 under DFpyonesook.

4.5.3 EFecce (Extended Capability Configuration Parameter)

In case of apresent GSM application on the UICC the first EFccpy (i.€. reflected by the first record in EFpgr) Of the
DFpronesook 1S mapped (with an identifier equal to '6F4F") to DFrg ecom to ensure backwards compatibility. There shall
not be any EF¢cp (with afile-id of '6F3D") under DFye_ecom because otherwise a GSM terminal could create
inconsistencies within the phonebook.

A 3G ME shall not accessthisfile. The information is accessible for a3G ME in EFccp; under DFpnonesook.

4.5.4 EFsuve (SetUpMenu Elements)

ThisFileisdefined in ETSI TS 102 222 [39], and has the file identifier '6F54'.

455 EFarr (Access Rule Reference)

This EF contains the access rules for files located under the DFye_ecom in the UICC. If the security attribute tag '8B' is
indicated in the FCP it contains areference to arecord in thisfile.

Structure of EFagg at DFqejecom-l€VEl

Identifier: '6F06' | Structure: Linear fixed | Mandatory
Record length: X bytes | Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Access Rule TLV data objects M X bytes

This EF contains one or more records containing access rule information according to the reference to expanded format
asdefined in ISO/IEC 7816-4 [20]. Each record represents an access rule. Unused bytes in the record are set to 'FF.
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If the card cannot access EFarg, any attempt to access a file with access rules indicated in this EFarg shall not be
granted.

4.5.6 EFice on (In Case of Emergency — Dialling Number)
This EF contains one or more records containing humber formatted | CE information, according to TS 22.101 [24].

Thisfile shall be deactivated if the user does not wish the | CE information contained in this file to be available and
activated if the user wishes the ICE information in this file to be available.

Structure of EFce pn at DFreecom-level

Identifier: '6FEQ’ | Structure: Linear fixed | Optional
SFI: Optional
Record length: X+14 bytes Update activity: low
Access Conditions:
READ ALWAYS
UPDATE PIN
DEACTIVATE PIN or Issuer Specified PIN (see Note)
ACTIVATE PIN or Issuer Specified PIN (see Note)
Bytes Description M/O Length
1to X Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte
X+3 to X+12 |Dialling Number/SSC String M 10 bytes
X+13 Capability/Configuration1 Record Identifier M 1 byte
X+14 Extensionl Record Identifier M 1 byte
Note: The Issuer Specified PIN is a PIN with a global key reference (see TS 31.101 [11])
specified by the card Issuer.

Coding:
Asfor EFapy

4.5.7 EFice e (In Case of Emergency — Free Format)
This EF contains one or more records containing free formatted | CE information, according to TS 22.101 [24].

Thisfile shall be deactivated if the user does not wish the | CE information contained in this file to be available and
activated if the user wishes the ICE information in this file to be available.

Structure of EFce g at DFrejecom-leVel

Identifier: '6FE1’ | Structure: Linear fixed |  Optional
SFI: Optional
Record length: >=X+Y bytes Update activity: low
Access Conditions:
READ ALWAYS
UPDATE PIN
DEACTIVATE PIN or Issuer Specified PIN (see Note)
ACTIVATE PIN or Issuer Specified PIN (see Note)
Bytes Description M/O Length
lto X ICE Free Format Label TLV M X bytes
X+1to X+Y |ICE Free Format Content TLV M Y bytes
Note: The Issuer Specified PIN is a PIN with a global key reference (see TS 31.101 [11])
specified by the card Issuer.

- ICE Free Format Label TLV

Contents:
ThisTLV contains a label that summarises the type of content that is contained in the associated | CE Free
Format Content TLV (e.g. "medical alert information").
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Coding:
ICE Free Format Label TLV is coded as follows:
Tag valueis'80'
Length is coded according to 1SO/IEC 8825-1 [35].
Vaueisasfor value part of the text string TLV in 3GPP TS31.111[12]. If thelengthisO and thereis
no value part then the terminal shall interpret this as no label is used.

- ICE Free Format Content TLV

Contents:
ThisTLV contains a|CE Free Format Content (e.g. "Allergy to work™).

Coding:
ICE Free Format Content TLV is coded as follows:
Tagvaueis'8l'
Length is coded according to I1SO/IEC 8825-1 [35].
Vaueisasfor value part of the text string TLV in 3GPP TS 31.111 [12]. If thelengthis 0 and thereis
no value part then the terminal shall interpret this as no label is used.

Padding: unused bytes in each record shall be set to 'FF'.

45.8 EFrva (Remote Management Actions)

ThisFileisdefined in ETSI TS 102 222 [39], and has the file identifier '6F53'.

4.5.9 EFpsisusc (Public Service Identity of the SM-SC)

Thisfile shall be present if and only if service n°12 and n°91 are "available".

This EF contains the Public Service Identity of the SM-SC (either a SIP URI or tel URI) that the ME shall use to submit
SMS over IP asdefined in 24.341 [55].

Identifier: '6FES5' | Structure: linear fixed | Optional
File size: X bytes Update activity: low
Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

l1to X URI TLV data object M X bytes

- URI
Contents:

- SIPURI or tel URI of the Public Service Identity of the SM-SC.
Coding:

- For contents and syntax of URI TLV data object values see IETF RFC 3261 [56]. The URI shall be encoded
to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [57]. The tag value of
the URI TLV data object shall be '80'.

4.6 Contents of DFs at the TELECOM level

DFs may be present as child directories of DFrg ecom. The following DFs have been defined:

- DFgrapHics 'SFS0'.
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- DFpronesook '5F3A".
(DF for public phone book. This DF has the same structure as DFpyonesook Under ADF USIM).
- DFwuLtivenia  'SF3B..
- DFuwmss '5F3C'
(The contents of DF for MM SS are defined in C.S0074-A [53]. This DF for MM SS is not applicable to 3GPP only
terminals).
46.1 Contents of files at the DFgraphics level

The Efsin the Dedicated File DFgrapHicscontain graphical information.

46.1.1 EFmc (Image)

Each record of this EF identifies instances of one particular graphical image, which graphical image isidentified by this
EF's record number.

Image instances may differ as to their size, having different resolutions, and the way they are coded, using one of
several image coding schemes.

As an example, image k may represent a company logo, of which there are i instancesin the UICC, of various
resolutions and perhaps encoded in several image coding schemes. Then, the i instances of the company'slogo are
described in record k of this EF.

Identifier: '4F20' | Structure: linear fixed | Optional
Record length: 9n+1 or 9n+2 bytes, (n21) | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Number of Actual Image Instances M 1 byte
21010 Descriptor of Image Instance 1 M 9 bytes
11t019 Descriptor of Image Instance 2 0] 9 bytes
9(n-1)+2 to 9n+1 |Descriptor of Image Instance n o 9 bytes
9n + 2 RFU (see TS 31.101 [11]) 0 1 byte

- Number of Actual Image Instances.

Contents:
- thisbyte gives the number of actual image instances described in the following dataitems (i.e. unused descriptors
are not counted).

Coding:
- binary.

- Image Instance Descriptor

Contents:
- adescription of an image instance.

Coding:
- Byte 1. Image Instance Width

Contents:
- this byte specifies the image instance width, expressed in raster image points.
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Coding:
- binary.

Byte 2: Image Instance Height.

Contents:
- this byte specifies the image instance height, expressed in raster image points.

Coding:
- binary.

Byte 3: Image Coding Scheme.

Contents:
- this byte identifies the image coding scheme that has been used in encoding the image instance.

Coding:

- "11' - basic image coding scheme as defined in annex B;

- '21' - colour image coding scheme as defined in annex B;

- '22' - colour image coding scheme with transparency as defined in annex B;
other values are reserved for future use.

Bytes 4 and 5: Image Instance Data File Identifier.

Contents:
- these bytesidentify an EF which is the image instance data file (see clause 4.6.1.2), holding the actual image data
for this particular instance.

Coding:
- byte 4: high byte of Image Instance Data File Identifier;
- byte5: low byte of Image Instance Data File Identifier.

Bytes 6 and 7: Offset into Image Instance Data File.

Contents:
- these bytes specify an offset into the transparent Image I nstance Data File identified in bytes 4 and 5. The data for
thisimage instance is found starting at this offset in the Image Instance Data File.

Coding:

- byte 6: high byte of offset into Image Instance Data File;
byte 7: low byte of offset into Image Instance Data File.
Bytes 8 and 9: Length of Image Instance Data.

Contents:
- these bytesyield the length of the image instance data, starting at the offset identified in bytes 6 and 7. For the
colour image coding scheme, as defined in annex B, the length of image instance data excludes the CLUT.

Coding:
- byte 8: high byte of Image Instance Data length;
- byte 9: low byte of Image Instance Data length.

NOTE: Transparent image instance datalonger than 256 bytes may be read using successive READ BINARY
commands.

4.6.1.2 EFior (Image Instance Data Files)

Residing under DFgrapHics, there may be several image instance datafiles. Each Image Instance Data File contains data
for one or more image instances. These Efs containing image instance data shall have the following attributes:

ETSI



3GPP TS 31.102 version 12.10.0 Release 12 171

ETSI TS 131 102 V12.10.0 (2016-01)

Identifier: '4FXX’ | Structure: transparent | Optional
File size: Y bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoY Image Instance Data M Y bytes

Contents and coding:

- Image instance data are accessed using the image instance descriptors provided by EF,\c (see clause 4.6.1.1).

The identifier '4FXX" shall be different from one image instance data file to the other. For the range of "X X',
TS31.101[11]. Thelength Y may be different from one image instance data file to the other.

4.6.1.3

EF\ce _graphics (IN Case of Emergency — Graphics)

This EF contains | CE graphical information, according to TS 22.101 [24].

Thisfile shall be deactivated if the user does not wish the | CE information contained in this file to be available and
activated if the user wishes the ICE information in this file to be available.

For this EF the Total File Size data object shall be present within the FCP template in order for the ME to fit the picture

to the available memory.

Structure of EF\ce_graphics @t DFgraphics-level

Identifier: '4F21' | Structure: BER-TLV |  Optional
SFI: Optional
Record length: X Update activity: low
Access Conditions:
READ ALWAYS
UPDATE PIN
DEACTIVATE PIN or Issuer Specified PIN (see Note)
ACTIVATE PIN or Issuer Specified PIN (see Note)
Bytes Description M/O Length
1to X ICE graphics Data object M X bytes
Note: The Issuer Specified PIN is a PIN with a global key reference (see TS 31.101 [11])
specified by the card Issuer.

- ICE graphics Data Object
Coding of the ICE graphics Data Objects
Length Description Coding Status
1to T bytes (T = 3) |ICE graphics Data Object tag As defined in TS 31.101 [11] M
for BER-TLV structured files
ltoL(L=<4) ICE graphics Data Object As defined in TS 31.101 [11] M
length for BER-TLV structured files
X-L-T bytes ICE graphics Content JPEG format M

46.1.4 EFLauNcH scws

Support of this EF is mandatory for a UICC that supports the Smart Card Web Server [59].
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This EF contains the data for one or more launch facilities. A ME that supports the launch feature of the Smart Card
Web Server shall read at least one of the launch facilities stored in EF_aynch scws and shall integrate them within the
MMI in order to give the user the opportunity to launch a browser session with the Smart Card Web Server.

The launch facility comprises an alphaidentifier, a browser identity, a URL and zero or more icon descriptors. The ME
shall present as many launch facilities to the user asit is able, starting with the first one, according to the following
rules:

. If no icon descriptor is provided, the ME shall use a ME specific default icon to present the launch facility to
the user. The ME may also display the alphaidentifier together with the icon.

. If one or more icon descriptor(s) is/are provided, the ME may use the icon descriptors and, if required, the icon
data retrieved from the referenced EF,coy to decide which of the icons is most appropriate for its menu system.
If the ME is able to use this data, if required so after appropriate resizing, it shall use theicon datato present
the launch pad to the user. If indicated in the Icon Qualifier the ME may also display the alphaidentifier
together with the icon. If the icon datais not usable by the ME, a default launch mechanism shall be used. The
fact that the icon data from one of the referenced EF oy Was retrieved may be used by the UICC as an
indication that the launch pad is presented to the user.

. As aminimum, terminals shall support the following icon format:
- PNG as specified in 1SO/IEC 15948 [60];
- Icon size 32 x 32 pixel;
- indexed colour information with 8 bits per pixel.

When the USIM sends a REFRESH proactive command for this file, the procedure given above shall be followed.

Structure of EF_aunch_scws at DFgaphics-level

Identifier: '4F 01' | Structure: transparent |  Optional
SFI: Optional
File size: X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1toM Launch SCWS TLV object(s) (0] M bytes
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Thisfile may contain one or several Launch SCWS TLV object(s). Each Launch SCWS TLV object may contain
one or more lcon Descriptor TLVs. Thefirst URL TLV Object shall contain the Smart Card Web Server home

page. The coding of the Launch SCWS TLV objectsis described hereafter:

Length Description Value Status
1 byte Launch SCWS Tag ‘A0’ M
- (14+X+W+Z) [Length (see Note 2) - M
1 byte URL Tag ‘80" M
1 byte Length (see Note 2) - M
W byte URL (starting page) - M
1 byte Alpha Identifier Tag '81' o]
1 byte Length (see Note 2) - C
X byte Alpha Identifier - C
1 byte Browser Identity Tag '82' ®)
1 byte Length (see Note 2) - C
1 byte Browser Identity - C
1 byte Icon Descriptor Tag '83' or '84' (see Note 1) (®)
1 byte Length (see Note 2) - C
5+Z byte Icon Descriptor - C
Note 1: The tag value indicates the type and format of the Icon Link that is provided in the TLV value
field (e.g. Tag '83' indicates that the Icon link is a URI, of which there shall only be one instance, while
Tag '84' indicates that the Icon Link is the EFcon file ID).
Note 2: coded according to ISO/IEC 8825-1 [35].
Note 3: C; if the Tag is present, this is mandatory.

URL Tag '80":
Contents:
The URL shall point to a page of the Smart Card Web Server [59].
Coding:
Accordingto TS31.111[12]
- Alphaldentifier Tag '81"
Contents:
The aphaidentifier contains the text to be displayed by the ME together with a non-self-explanatory icon.
Coding:
Accordingto TS31.111[12]
- Browser Identity Tag '82"
Contents:

The browser identity contains information about the type of browser to be used (e.g. HTML or WML
browser).

Coding:
Accordingto TS31.111[12]
- lcon Descriptor Tag '83' or '84":
Theicon descriptor TLV contains information about the icon.

- When the Icon Link is an URI, the Tag value shall be set to '83'.

Length Description Value
1 byte Icon Descriptor Tag '83'
1 byte Length -
1 byte Icon Qualifier -

Z Icon Link -
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- When the Icon Link is a pointer to the EF,coy file ID which contains the icon data (see clause 4.6.1.5), the
Tag value shall be set to '84".

Length Description Value
1 byte Icon Descriptor Tag '84'
- 1 byte Length - Icon
1 byte Icon Qualifier - Qualifier:
1 byte Icon Coding Scheme -
1 byte Icon Width -
1 byte Icon Height -
1 byte Bits per Pixel -
Z Icon Link -

. Contents:
- The icon qualifier indicates how the icon shall be used by the terminal.
e  Coding:
- bit 1: 0 =iconissdf-explanatory, i.e. if displayed, it replaces the alphaidentifier;

1 =liconisnot self-explanatory, i.e. if displayed, it shall be displayed together with the alpha
identifier.

- bits 2 to 8 = 0 RFU.
- lcon Coding Scheme:
. Contents:
- this byte identifies the image coding scheme that has been used in encoding the icon.

e  Coding: Reference to a media type as defined in RFC 2046 [61] and registered with IANA at
http://www.iana.org/assignments/media-types/.

- ‘00" - other media type as defined in EF|cop;

‘01" - "image/png’”;
'02' - "imageljpeg”;
'03' - "image/gif";
'04' - "image/tiff";

'05' - "image/vnd.microsoft.icon”;
all other values - RFU.

- lcon Width:
. Contents:
- this byte specifies the icon width, expressed in pixel.
e  Coding:
- binary.
- lcon Height:
. Contents:
- this byte specifies the icon height, expressed in pixel.
e  Coding:
- binary.
- Bitsper pixe:

. Contents:
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- this byte specifies the number of bits that are used to code each pixel.

Coding:
- binary.

Icon Link:

Contents:

- Link to theicon. Thislink shall point to a UICC resource.

Coding:

- When the Tag value indicates an URI (i.e. Tag ='83) , the Icon Link shall be encoded to an octet string
according to UTF-8 encoding rules as described in IETF RFC 3629 [48] (e.g.
http://127.0.0.1:3516/pub/files/smartcardicon.jpg). The URI shall point to a page of the Smart Card Web

Server [59].

- When the Tag value indicates that the Icon Link contains file ID of the corresponding icon in EF,con (i.€.
Tag ='84'), the Icon Link shall be encoded in binary.

NOTE: Carehasto betaken that the information in the icon descriptor matches the data retrieved from the

referenced EF, oy Otherwise the terminal may revert to default behaviour.

4.6.1.5 EFicon

This EF contains the data for one icon.

Structure of EF con at DFgapnics-level

Identifier: '4F XX' | Structure: transparent Optional
SFI: Optional
File size: X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O/C Length
1toM Media type TLV (tag = '80") C M bytes
M+1 to M+N |lcon data TLV (tag = '81") M N bytes
M+N+1 to X |'FF' padding o X-M-N bytes

If no referencein EF| o ncH scws Points to it, anicon file may contain arbitrary values.

Mediatype and icon data are coded as BER TLVsas defined in TS 101 220 [3]. The mediatype TLV shall be present if
no media type is specified in the icon coding scheme of the entry in EF| 5 yncH scws that pointsto thisfile, elseitis

optional.
Mediatype value part:

° Contents:

- Text string specifying the icon encoding.

. Coding:

- Asdefined in RFC 2046 [61] and registered with IANA at http://www.iana.org/assignments/media-types/

e.g. "image/png".

Icon data value part:

° Contents:
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- The graphical data of theicon.
e  Coding:

- Binary data as defined for the respective mediatype.

4.6.2 Contents of files at the DFpronEBOOK under the DFteLecom

This DF has the same structure as DFpyonesook under the ADFygm.

4.6.3 Contents of files at the DFyyLtimenia level

The Efsin the Dedicated File DFyy.mimenia contain multimediainformation. This DF shall be present if service n°67 is
available, i.e. if the card supports MM S storage.

4.6.3.1 EFww (Multimedia Messages List)

If service n°67 is"available", thisfile shall be present.

This file contains information about the MM data stored in EFyype. MM information are encapsulated in a BER-TLV
data object. Each data object in EFy,. pointsto a corresponding MM in EFyupr.

Identifier: '4F47' | Structure: BER-TLV | Optional
| Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
l1to X MM Descriptor Data Object(s) M X bytes

- MM Descriptor Data Object
The content and coding are defined below:

Coding of the MM Descriptor Data Objects

Length Description Coding Status
1to Abytes (A<3) [MM Descriptor Data Object tag As defined in TS 31.101 [11] M
for BER-TLV structured files
1to B bytes (B=4) [MM Descriptor Data Object length As defined in TS 31.101 [11] M
for BER-TLV structured files
1 byte MMS Implementation tag '80' M
1 byte MMS Implementation length M
1 byte MMS Implementation See below M
1 byte MM File Identifier / SFI tag '81' M
1 byte MM File Identifier / SFI length M
1 or 2 bytes MM File Identifier / SFI See below M
1 byte MM Content Data Object Tag tag '82' M
1 byte MM Content Data Object Tag length M
1to C bytes (C<3) |MM Content Data Object Tag See below M
1 byte MM Size tag '83' M
1 byte MM Size length M
1to D bytes (D<4) |[MM Size in bytes See below M
1 byte MM Status tag '84' M
1 byte MM Status length M
2 bytes MM Status See below M
1 byte MM Alpha Identifier tag '85' M
1 byte MM Alpha Identifier length M
1 to E bytes MM Alpha Identifier See below M
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- MMS Implementation
Contents:
The MM S Implementation indicates the used implementation type, e.g. WAP.
Coding:
Allocation of bits:
Bit number Parameter indicated

1 WAP implementation of MM S
2t08 Reserved for future use
Bit value Meaning
0 I mplementation not supported.
1 I mplementation supported.

- MM File Identifier / SFI
Contents:
fileidentifier or SFI of EFywpe Which contains the actual MM message. If the length of thisTLV object is
equal to 1 then the content indicates the SFI of the EFyvpr, the SFI is coded on bl to b5. Otherwise the TLV
contains the file identifier.

Coding:
according to TS 31.101 [11].

- MM Content Data Object Tag
Contents:
tag indentifying aMM (i.e. identifying a data object) within EFywpr.
Coding:
according to TS 31.101 [11].

- MM Size
Contents:
size of the corresponding MM stored in EFypr-
Coding:
according to TS 31.101 [11].

- MM Status
Contents:
The status bytes contain the status information of the stored Multimedia M essage.

Coding:

First byte:
bit b1 indicates whether the MM has been read or not. Bit b2 indicates the MM forwarding status. Bit b3 indicates
whether it isareceived MM or an originated MM. Bits b4 to b8 are reserved for future use.

Second byte:
Coding of the second byte depends on whether the MM has been identified as areceived MM or originated MM in the
first byte:
- Received MM coding:
bits b1l and b2 are used to provide information on Read-reply reports. Bits b3 to b8 are reserved for
future use.

- Originated MM coding:
bit bl is used to provide information on Delivery-report. Bits b2 to b8 are reserved for future use.

First byte:

b8 |b7 |b6 [b5 [|b4 |b3 |b2 |bl

MM read, bit = 1 / MM not read, bit = 0

MM forwarded, bit = 1

Received MM, bit = 1 / Originated MM, bit = 0
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| | | | | RFU, bit = 0

Second byte coding for Received MM:

b8 | b7 | b6 [b5 [b4 | b3 | b2 | bl

RFU, bit = 0

Second byte coding for Originated MM

b8 | b7 | b6 [b5 [b4 | b3 | b2 | bl

MM sent, bit

RFU, bit = 0

- MM Alpha Identifier
Contents:

ETSI TS 131 102 V12.10.0 (2016-01)

Read-reply report requested, bit =1
Read-reply report sent, bit = 1
Read-reply report created, bit = 1
Delivery report requested, bit = 1

Delivery report creation allowed, bit =1

Delivery report received, bit = 1
Delivery report requested, bit = 1
Read-Reply report requested, bit =1

Read-Reply report received, bit =1

information about the MM  to be displayed to the user (e.g. sender, subject, date etc).

Coding:
this alphaidentifier shall use either:

- the SMS default 7-bit coded a phabet as defined in TS 23.038 [5] with bit 8 set to 0. The alpha
identifier shall be left justified. Unused bytes shall be set to 'FF;
- or one of the UCS2 coded options as defined in the annex of TS 31.101 [11].

4.6.3.2 EFvwvpr (Multimedia Messages Data File)

If service n°67 is"available", thisfile shall be present.

Residing under DFyuLTimvepia, this EF contains Multimedia M essages data. The structure of this EF isBER-TLV (see
TS31.101[11]). Each MM in thisfileisidentified by atag. Thetag value for aparticular MM in thisfileis storedin

Identifier: '4F48' | Structure: BER-TLV |  Optional
| Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X MM Content Data Object(s) M X bytes

- MM Content Data Object
The content and coding are defined below:
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Coding of the MM Content Data Objects

Length Description Coding Status
1to T bytes (T = 3) |MM Content Data Object tag As defined in TS 31.101 [11] M
for BER-TLV structured files
ltoL(L=4) MM Content Data Object length | As defined in TS 31.101 [11] M
for BER-TLV structured files
X-L-T bytes MM Content According to MMS M
Implementation

Contents:
The Multimedia Message content consists of MM headers and a message body. The content of the Multimedia Message
data depends on whether the MM has been identified as areceived MM or an originated MM:

- For areceived message, the stored Multimedia Message data consists of the information elements (i.e.
relevant MM control information and MM content) of the MM 1_retrieve.RES (see TS 23.140 [38]).

- For an originated message, the stored Multimedia Message data consists of the information elements (i.e.
relevant MM control information and MM content) of the MM1_submit.REQ (see TS 23.140 [38]).

Coding:
The MM data encapsulation scheme and encoding rules are defined by the MM S Implementation.
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This clause contains two figures depicting the file structure of the UICC and the ADFygv. ADFygm shall be selected
using the AID and information in EFp)g.

ETSI

MF
'3F00'
[
I I I I I
EFprr EFpr, EFare EFzcemn EFuupc
'2F00" '2F05' '2F06"' '2FE2" '2F08'
|| DFggm L see TS
'7F20" 51.011 [18]
L | DFrerecon
'7F10'
I I I I I
EFARR EFADN EFFDN EFSMS EFMSISDN
'6F06"' '6F3A" '6F3B' '6F3C' '6F40"
I I I I I
EFSMSP EFSMSS EFLND EFSMSR EFSDN
'6F42" He 43N 'eE44"! HeE47 '6F49'
I L I I L
EFEXTl EFEXTZ EFEXT3 EFBDN EFEXT4
'6F4A" '6F4B' HeELCH '6F4D' '6F4E'
I | I I L
EFECCP EFRMA EFSUME EFICE DN EFICE FF
'6F4F"' '6F53' '6F54 " '6FEQ' '6FE1’
1
EFPSISMSC
'6FES!
DFGRAPHICS
'5F50'
[
I I I I |
EFIMG EFIIDFH EFICE graphics EFLAUNCH SCWS EFICON
'4F20' '4FXX! '4F21" '4F01' '4FXX!
DFPHONEBOOK
'5F3A'
I
I I I I I
EFpsc EFcc EFpyp EFppr EFymp
'4F22" '4F23" '4F24" '4F30' '4FXX!
I I I I I
EFcepa EF1ap EFapn EFpxm EFpac
'4FXX! '4FXX! '4FXX! '4FXX! '4FXX!
I I I I |
EFGRP EFAAS EFGAS EFANR EFSNE
'4FXX' '4FXX' '4FXX' '4FXX' '4FXX!'
I I
EFEMAIL EFPURI
'4FXX' '4FXX'
DFMULTIMEDIA
'5F3B'
I
[ |
EFuL EFuvpr
AR 448"
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NOTE 1:

DFmuss
'5F3C!

See

C.S0074-
A[53]
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Files under DFreLecom With shaded background are defined in TS 51.011 [18].

NOTE 2: The value '6F65' under ADFUSIM was used in earlier versions of this specification, and should not be re-
assigned in future versions.

NOTE 3:

ADFUSIM

Files under DFumss are defined in C.S0074-A [53].

Figure 4.1: File identifiers and directory structures of UICC

EFLI EFARR EFIMSI EFKeys EFKeysPS
'6F05"' '6F06' '6F07' '6F08' '6F09'
I I I I |
EFDCK EFHPPLMN EFCNL EFACMmax EIFUST
'6F2C' '6F31' '6F32" '6F37' '6F38'
I I I I |
EFACM EFFDN EFSMS EFGIDl EFGIDZ
'6F39" '6F3B' '6F3C! '6F3E" '6F3F"
I I I I |
EFMSISDN EFPUCT EFSMSP EFSMSS EFCBMI
'6F40"' '6F41" '6F42" '6F43" '6F45"
I I I I |
EFgpy EFsusr EFcamip EFgpy EFgxr2
'6F46" '6F47! '6F48"' '6F49"! '6F4B'
I I I I |
EFEXT3 EFBDN EFEXTS EFCCPZ EFCBMIR
'6F4C! '6F4D!' '6F4E" '6F4F! '6F50"'
I I I I |
EFEXT4 EFEST EFACL EFCMI EFSTART*HFN
MOESIoN '6F56' '6F57! '6F58"' '6F5B!'
I I I I l
EFTHRESHOLD EFPLMNWACT EFOPLMNWACT EFHPLMNWACT EFPSLOCI
'6F5C! '6F60"' '6F61" '6F62" '6F73"
I [ [ [ |
EFACC EFFPLMN EFLOCI EFICI EIFOCI
'6F78" '6F7B' '6F7E" '6F80" '6F81"
| | | | |
EFzcr EFocr EFap EF e EFvecss
'6F82" '6F83"' '6FAD' '6FB1' '6FB2"
| | I | |
EFVBS EFVBSS EFeMLPP EFAaeM EFECC
'6FB3! '6FB4 ! '6FB5"! '6FB6 ' '6FB7"'
| | I | |
EFHiddenkey EFNETPAR EIFPNN EFOPL EFMBDN
'6FC3" '6FC4"' '6FC5" '6FC6' '6FC7"
I I I I |
EFEXT6 EFMBI EFMWIS EFCFIS EFEXT7
'6FC8' '6FC9! '6FCA' '6FCB' '6FCC'
| | I | |
EFSPDI EFMMSN EFEXTS EFMMSICP EIFMMSUP
'6FCD' '6FCE' '6FCF' '6FDO ' '6FD1'
I I I I |
EFMMSUCP EFNIA EFVGCSCA EFVBSCA EFGBAP
'6FD2"' '6FD3"' '6FD4 ! '6FD5 ! '6FD6'
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[ [ I [ |

EFusx EFyux EFeaprun EFgpant, EFeapruner
'6FD7"' '6FD8"' '6FD9! '6FDA' '6FDB'
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| | [ | |
EFLRPLMNSI EFNAFKCA EFSPNI EFPNNI EFNCP—IP
'6FDC' '6FDD' '6FDE"' '6FDF' '6FE2"'
| | | | |
EFEPSLOCI EFEPSNSC EFUFC EFUICCIARI EFNASCONFIG
'6FE3"' '6FE4" '6FE6' '6FE7"' '6FE8"
| | | | |
EFPWS EFFDNURI EFBDNURI EFSDNURI EFIWL
'6FEC' '6FED' '6FEE" '6FEF' '6FFO0"
| |
EFIPS EFIPD
'6FF1' '6FF2!
DFPHONEBOOK
'SF3A"
|
| | | | |
EFPSC EFCC EFPUID EFPBR E:FUID
'4F22" '4F23"! '4F24" '4F30' '4FXX!'
| | | | |
EFCCPl EFIAP EFADN EFEXTl EFPBC
'4FXX! '4FXX! '4FXX! '4FXX! '"4FXX!
| | | | |
EFGRP EFAAS EFGAS EFANR E:FSNE
'4FXX! '4FXX! '4FXX! '4FXX! '"4FXX!
| |
EFEMAIL EFPURI
'4FXX! '4FXX!
DFGSM—ACCESS
'SF3B'
|
| | | |
EFKC EFKCGPRS EFCPBCCH EFinvSCAN
'4F20"' '4F52" '4F63"' '4F64 "'
DFMexE
'SF3C'
I
| | | | |
EFMefoST EFORPK EFARPK EFTPRK EFTKCDF
'4F40"' '4F41" '4F42" '4F43" '4FXX'"'
DFSOLSA
'S5F70"
[
[ |
EFSAI EFSLL
'4F30"' '4F31"'
DFWLAN
'5F40"
[ [ [ [ |
EFPseudo EFUPLMNWLAN EFOPLMNWLAN E:FUWSIDL EFOWSIDL
'4F41" '4F42'" '4F43" '4F44" '4F45'"
| | | | |
EFWRI EFHWSIDL EFWEHPLMNPI EFWHPI EFWLRPLMN
'4F46"' '4F47! '4F48"' '4F49! '"4F4A"
—|
EFHPLMNDAI
'4F4B'

DFHNB
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'5F50"'
[ [ [ [ |
EFacserL EFcser EF vy EFocser EFocser
'4F81"' '4F82" '4F83" '4F84 " '4F85"
—
EFounen
'4F86"'
DFProSe
'S5F90"
I I I I |
EFprose_mon EFprose_amy EFproserunc EFprose rap1o EFprose rapTO
coM MON
'4F01"' '4F02" '4F03"' '4F04 "' '4F05"
I I I I |
EFprose rap1o EFprosE porIc EFprose_prmm EFprosE cc EFpsr
ANN Y
'4F06"' '4F07" '4F08' '4F09"' '4F10"
—
EFprose urre
'4F11"'

Figure 4.2: File identifiers and directory structures of USIM

5 Application protocol

The requirements stated in the corresponding section of TS 31.101 [11] apply to the USIM application.

The procedures listed in clause "USIM management procedures” are required for execution of the proceduresin the
subsequent clauses "USIM security related procedures' and " Subscription related procedures'. The procedures listed in
clauses "USIM security related procedures’ are mandatory. The procedures listed in " Subscription related procedures’
are only executable if the associated services, which are optional, are provided in the USIM. However, if the procedures
are implemented, it shall be in accordance with clause " Subscription related procedures’.

If aprocedureisrelated to a specific service indicated in the USIM Service Table, it shall only be executed if the
corresponding bits denote this service as "service available" (see clause "EFysr"). In all other cases the procedure shall
not start.

5.1 USIM management procedures
If aUSIM application is present on the UICC, a 3GPP ME shall only use the USIM application regardless of the radio
access technology in use. In this case, apossibly existing SIM application shall never be used by a 3GPP ME.

511 Initialisation

5.1.1.1 USIM application selection

After UICC activation (see TS 31.101 [11]), the ME selects a USIM application. If no EFp fileisfound or no USIM
applications are listed in the EFp i file, the ME may then try to select the GSM application as specified in
TS51.011[18].

NOTE: there may be cards that need to be reset before selecting the GSM application.

After a successful USIM application selection, the selected USIM (AID) is stored on the UICC. Thisapplicationis
referred to asthe last selected USIM application. The last selected USIM application shall be available on the UICC
after adeactivation followed by an activation of the UICC.
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If aUSIM application is selected using partial DF name, the partial DF name supplied in the command shall uniquely
identify a USIM application. Furthermore if aUSIM application is selected using a partial DF name as specified in
TS31.101 [11] indicating in the SELECT command the last occurrence the UICC shall select the USIM application
stored asthe last USIM application. If, in the SELECT command, the optionsfirst, next/previous are indicated, they
have no meaning if an application has not been previously selected in the same session and shall return an appropriate
error code.

5.1.1.2 USIM initialisation
The ME requests the emergency call codes. For service requirements, see TS 22.101 [24].

The ME requests the Language Indication. The preferred language selection shall always use the EF; in preference to
the EFp_ at the MF unless any of the following conditions applies:

- if the EF, has the value 'FFFF" in its highest priority position, then the preferred language selection shall be the
language preference in the EFp, at the MF level according the procedure defined in TS 31.101 [11];

- if the ME does not support any of the language codes indicated in EF, |, or if EF, is not present, then the
language selection shall be as defined in EFp, at the MF level according the procedure defined in
TS31.101[11];

- if neither the languages of EF_, nor EFp_ are supported by the terminal, then the terminal shall use its own
internal default selection.

The ME then runs the user verification procedure. If the procedure is not performed successfully, the USIM
initialisation stops.

The ME performs the administrative information request.
The ME performsthe USIM Service Table request.
The ME performs the Enabled Services Table Request.

In case FDN is enabled, an ME which does not support FDN shall allow emergency calls but shall not allow MO calls
and MO-SMS.

If BDN is enabled, an ME which does not support Call Control shall allow emergency calls but shall not allow MO
cals.

If ACL isenabled, an ME which does not support ACL shall not send any APN to the network.

If all these procedures have been performed successfully then 3G session shall start. In all other cases 3G session shall
not start.

Afterwards, the ME runs the following proceduresif the ME and the USIM support the related services:
- IMSI request;
- Access control information request;
- Higher Priority PLMN search period request;
-  EHPLMN request
- HPLMN selector with Access Technology request;
- User controlled PLMN selector with Access Technology request;
- Operator controlled PLMN selector with Access Technology request;
- GSM initialisation requests;
- Location Information request for CS-and/or PS-mode and/or EPS;
- Cipher key and integrity key request for CS- and/or PS-mode;
- EPS NAS Security Context request for EPS;
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- Forbidden PLMN request;

- Initidisation value for hyperframe number request;
- Maximum value of START request;

- CBMID request;

- Depending on the further services that are supported by both the ME and the USIM the corresponding Efs have
to be read.

After the USIM initialisation has been completed successfully, the ME is ready for a 3G session and shall indicate this
to the USIM by sending a particular STATUS command.
5.1.1.3 GSM related initialisation procedures

If GSM accessis enabled the following procedures shall be performed if the applicable serviceis enabled and if the ME
supports the GSM compact access technology.

- Investigation Scan request;

- CPBCCH information request.
51.2 Session termination

5.1.2.1 3G session termination
NOTE 1. This procedureis not to be confused with the deactivation procedure in TS 31.101 [11].
The 3G session is terminated by the ME as follows.

The ME shall indicate to the USIM by sending a particular STATUS command that the termination procedure is
starting.

The ME then runs all the procedures which are necessary to transfer the following subscriber related information to the
USIM, if the ME and the USIM support the related services:

- Location Information update for CS-and/or PS-domain and/or EPS.
- Cipher Key and Integrity Key update for CS-and/or PS-domain.
- EPSNAS Security Context update for EPS domain.
- Advice of Chargeincrease.
- Forbidden PLMN update.
- GSM Termination procedures.
Finaly, the ME deletes all these subscriber related information elements from its memory.

NOTE 2: If the ME has already updated any of the subscriber related information during the 3G session, and the
value has not changed until 3G session termination, the ME may omit the respective update procedure.

To actually terminate the session, the ME shall then use one of the mechanisms described in TS 31.101 [11].

5.1.2.1.1 GSM termination procedures
If GSM access is enabled the following termination procedures shall be performed if the applicable service is enabled.

- CPBCCH information update (if the ME supports the GSM compact access technology);

ETSI



3GPP TS 31.102 version 12.10.0 Release 12 187 ETSITS 131 102 v12.10.0 (2016-01)

51.2.2 3G session reset

The ME shall follow the 3G session termination procedure defined above except that the ME shall use the Application
session reset procedure as described in TS 31.101 [11] instead of one of the mechanismsto terminate the session.

5.1.3 USIM application closure

After termination of the 3G session as defined in 5.1.2 the USIM application may be closed by closing the logical
channels that are used to communicate with this particular USIM application.

5.1.4 Emergency call codes

Request: The ME performs the reading procedure with EFgcc. If EFgcc does not contain any valid number,
the ME shall use the emergency numbers it stores for use in setting up an emergency call without a
USIM.

Update: The ME performs the updating procedure with EFgcc.

NOTE: The update procedureis only applicable when access conditions of ADM for update is set to ALW, PIN
or PIN2.
5.1.5 Language indication
Request: The ME performs the reading procedure with EF,.

Update: The ME performs the updating procedure with EF .

5.1.6  Administrative information request

The ME performs the reading procedure with EFap.

5.1.7 USIM service table request

The ME performs the reading procedure with EFysr.
5.1.8 Void

5.1.9 UICC presence detection

The ME checks for the presence of the UICC according to TS 31.101 [11] within all 30s periods of inactivity on the
UICC-ME interface during a call. If the presence detection according to TS 31.101 [11] fails the call shall be terminated
as soon as possible but at least within 5s after the presence detection has failed. Here a call covers a circuit switched
call, and/or an active PDP context or an active EPS bearer context.

The ME may suspend the UICC presence detection based on STATUS commandsin case it has an active PDP context
or an active EPS bearer context, but has not exchanged any data with the network within a 30s period of inactivity on
the UICC-ME interface, and resume it as soon as data is exchanged with the network, sending immediately a new
STATUS command.

5.2 USIM security related procedures

5.2.1  Authentication algorithms computation

The ME selectsa USIM application and usesthe AUTHENTICATE command (see 7.1.1). The response is sent to the
ME (in case of the T=0 protocol when requested by a subsequent GET RESPONSE command).

After asuccessful AUTHENTICATE command, the ME shall perform cipher and integrity key update procedure.
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5.2.2 IMSI request

The ME performs the reading procedure with EFyg.

5.2.3 Access control information request

The ME performs the reading procedure with EFacc.

5.2.4 Higher Priority PLMN search period request

The ME performs the reading procedure with EFypp -

525 Location information
Request: The ME performs the reading procedure with EF_og;.
Update: The ME performs the updating procedure with EF .

In the case when updating EF, oc; with data containing the TM SI value and the card reports the error '6581' (Memory
Problem), the ME shall terminate 3G operation.

5.2.6 Cipher and Integrity key
Request: The ME performs the reading procedure with EFyeys.

Update: The ME performs the updating procedure with EFyeys.

5.2.7 Forbidden PLMN

Request: The ME performs the reading procedure with EFgp .

Update: The ME performs the updating procedure with EFgp yn-
5.2.8 Void

5.2.9 User ldentity Request

The ME selectsa USIM and performs the reading procedure with EFyg.

5.2.10 GSM Cipher key

Requirement:  Service n°27 "available".
Request: The ME performs the reading procedure with EFy..

Update: The ME performs the updating procedure with EF..

5.2.11 GPRS Cipher key

Requirement:  Service n°27 "available".
Request: The ME performs the reading procedure with EFgccprs.

Update: The ME performs the updating procedure with EFkgprs.

5.2.12 Initialisation value for Hyperframe number

Request: The ME performs the reading procedure with EFsrarT.Hen-
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Update: The ME performs the updating procedure with EFsrarT-Hen-

5.2.13 Maximum value of START

Request: The ME performs the reading procedure with EFryresHoLo-

5.2.14 HPLMN selector with Access Technology request

Request: The ME performs the reading procedure with EFyp ynwacT.

5.2.15 Packet Switched Location information
Request: The ME performs the reading procedure with EFpg oc).

Update: The ME performs the updating procedure with EFpg o

5.2.16 Cipher and Integrity key for Packet Switched domain
Request: The ME performs the reading procedure with EFeysps.

Update: The ME performs the updating procedure with EFxess.

5.2.17 LSA information
Requirement:  Service n°23 "available".
Request: The ME performs the reading procedure with EFsy, EFg | and its associated LSA Descriptor files.

Update: The ME performs the updating procedure with EFg | .

5.2.18 Voice Group Call Services
Requirement:  Service n°57 "available".
Voice Group Call Service
Request: The ME performs the reading procedure with EFVGCS.
Voice Group Call Service Status
Request: The ME performs the reading procedure with EFV GCSS.
Update: The ME performs the updating procedure with EFV GCSS.

5.2.19 Voice Broadcast Services

Requirement:  Service n°58 "available".
Voice Broadcast Service

Request: The ME performs the reading procedure with EFygs.
Voice Broadcast Service Status

Request: The ME performs the reading procedure with EFgss.

Update: The ME performs the updating procedure with EFgss.
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5.2.20 Generic Bootstrapping architecture (Bootstrap)

The ME usesthe AUTHENTICATE command in GBA security context (Bootstrapping Mode) (see 7.1.1). The
response is sent to the ME.

After asuccessful GBA_U Procedure, the ME shall update the B-TID field and the Key Life Time field in EFggagp

5.2.21 Generic Bootstrapping architecture (NAF Derivation)

The ME shall first read EFggapp. The ME then uses the AUTHENTICATE command in GBA security context (NAF
Derviation Mode) (see 7.1.1). The response is sent to the ME.

5.2.22 MSK MIKEY Message Reception

The ME performs the reading of EFyux and retrieves the Time Stamp Counter V alue associated with the involved
MUK. Then it proceeds with Timestamp Payload checking as described in TS 33.246 [43].

5.2.23 MTK MIKEY Message Reception

The ME performs the reading of EFy s and retrieves the Time Stamp Counter Value associated with the involved MSK.
Then it proceeds with Timestamp Payload checking as described in TS 33.246 [43].

5.2.24 Void

5.2.25 EHPLMN request

Reguirement:  Servicen°71 "available".

Request: The ME performs the reading procedure with EFgqp mn-

5.2.26 Last RPLMN Selection Indication request

Requirement:  Service n°74 "available".

Request: The ME performs the reading procedure with EF gp mnsi-

5.2.27 EPS Location Information
Requirement:  Servicen°85 "available".
Request: The ME performs the reading procedure with EFgpg oc.

Update: The ME performs the updating procedure with EFgpg oc).

5.2.28 EPS NAS Security Context
Requirement:  Service n°85 "available".
Request: The ME performs the reading procedure with EFgpgysc.
Update: The ME performs the updating procedure with EFgpsysc,
In order to prevent UICC memory wear out due to excessive writing, the update of EPS NAS security context shall be
according to the rules and procedures specified in TS 33.401 [52].
5.2.29 Non Access Stratum Configuration

Requirement:  Service n°96 "available".
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Request: The ME performs the reading procedure with EFyasconric:

For each NAS configuration parameter, a parameter provided in EFyasconmic Shall take precedence over the
corresponding parameter stored in the ME's non-volatile memory.

5.2.30 PWS Configuration

Requirement:  Service n°97 "available".

Request: The ME performs the reading procedure with EFpys.

5.3 Subscription related procedures

5.3.1 Phone book procedures

53.1.1 Initialisation

The ME first reads the content of EFpgg to determine the configuration phonebook. If the EF ap file isindicated in EFpgr
following tag 'A8' the ME reads the content of EF»p in order to establish the relation ship between the content in the
filesindicated using tag ‘A9’ and filesindicated by tag '‘A8'. The ME may read the contents of the phone book related
filesin any order.

53.1.2 Creation/Deletion of information

In order to avoid unlinked data to introduce fragmentation of the files containing phone book data the following
procedures shall be followed when creating a new entry in the phone book. The datarelated to EFapy isfirst stored in
the relevant record. As the record number is used as a pointer the reference pointer is now defined for the entry. The
rule for storing additional information for an entry is that the reference pointer shall be created before the actual datais
written to the location.

In case of deletion of acomplete or part of an entry the data shall be deleted first followed by the reference pointer for
that data element. In case of deletion of a complete entry the contents of EFapy iSthe last to be deleted.

5.3.1.3 Hidden phone book entries

If a phone book entry is marked as hidden by means of EFpgc the ME first prompts the user to enter the 'Hidden Key'.
The key presented by the user is compared against the value that is stored in the corresponding EFyiggenke,- ONly if the
presented and stored hidden key are identical the ME displays the data stored in this phone book entry. Otherwise the
content of this phone book entry is not displayed by the ME.

Even if the terminal does not support the Hidden Key Procedures, a hidden phone book entry shall not be displayed by
the terminal.

Request: The ME performs the reading procedure with EFyggenkey-

Update: The ME performs the updating procedure with EFyiggenkey-

5.3.2 Dialling numbers

Requirements:
- Servicen°l"available" for ADN located under the local phonebook;
- Presence of EFapy in EFpgr for ADN located under the global phonebook;
- Presence of EFang in EFpgr fOr ANR;

- Servicen°2 "available" for FDN;
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- Servicen°21 "available" for MSISDN;
- Servicen®4 "available" for SDN;

- Servicen°6 "available" for BDN;

- Servicen°8 "available" for EFOCI;

- Servicen®9 "available" for EFICI.

The following procedures may not only be applied to EFpy and its associated extension files EFccp; and EFgxty @S
described in the procedures below, but also to EFang, EFrpn, EFvsison: EFsony EFson, EFocr, EFicr, and EFygpy and
their associated extension files. If these files are not "available", as denoted in the USIM service table, the current
procedure shall be aborted and the appropriate Efs shall remain unchanged.

As an example, the following procedures are described as applied to ADN.

Update: The ME analyses and assembles the information to be stored as follows (the byte identifiers used
below correspond to those in the definition of the relevant Efsin the present document):

i) The ME identifies the Alpha-tagging, Capability/Configurationl Record Identifier and Extensionl Record
I dentifier.

ii) The dialling number/SSC string shall be analysed and allocated to the bytes of the EF as follows:
- ifa"+" isfound, the TON identifier is set to "International”;
- if 20 or less"digits" remain, they shall form the dialling number/SSC string;
- if morethan 20 "digits' remain, the procedure shall be as follows:

- The ME seeksfor afreerecord in EFgxrs. If an Extensionl record is not marked as "free", the ME runs the Purge
procedure. If an Extensionl record is still unavailable, the procedure is aborted.

- Thefirst 20 "digits' are stored in the dialling number/SSC string. The value of the length of BCD number/SSC
contentsis set to the maximum value, which is 11. The Extensionl record identifier is coded with the associated record
number in the EFgy11. The remaining digits are stored in the selected Extensionl record where the type of the record is
set to "additional data’. Thefirst byte of the Extensionl record is set with the number of bytes of the remaining
additional data. The number of bytes containing digit information is the sum of the length of BCD number/SSC contents
of EFapn and byte 2 of all associated chained Extensionl records containing additional data.

iii) If acalled party subaddress is associated to the ADN/SSC the procedure shall proceed as follows:
- If thelength of the called party subaddressisless than or equal to 11 bytes (see TS 24.008 [9] for coding):

- The ME seeksfor afree record in EFgxrs. If an Extensionl record is not marked as "free", the ME runs the Purge
procedure. If an Extensionl record is still unavailable, the procedure is aborted.

- The ME storesthe called party subaddress in the Extensionl record, and sets the Extensionl record type to "called
party subaddress'.

- If thelength of the called party subaddressis greater than 11 bytes (see TS 24.008 [9] for coding):

- The ME seeks for two free recordsin EFgyq4. If no such two records are found, the ME runs the Purge
procedure. If two Extensionl records are till unavailable, the procedure is aborted.

- TheME stores the called party subaddress in the two Extensionl records. Theidentifier field in the
Extensionl record containing the first part of the subaddress data is coded with the associated EFgytq
record number containing the second part of the subaddress data. Both Extensionl record types are set to
"called party subaddress".

Oncei), ii), and iii) have been considered the ME performs the updating procedure with EFapy. If the USIM has no
available empty space to store the received ADN/SSC, or if the procedure has been aborted, the ME advises the user.

For reasons of memory efficiency, the ME may analyse all Extensionl records to recognise if the additional or
subaddress data to be stored is already existing in EFgx1. In this case, the ME may use the existing chain or the last part
of the existing chain from more than one ADN. The ME is only alowed to store extension datain unused records. If
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existing records are used for multiple access, the ME shall not change any data in those records to prevent corruption of

existing chains.

Erasure:

Request:

Purge:

The ME sends the identification of the information to be erased. The content of the identified
record in EF5py is marked as "free".

The ME sends the identification of the information to be read. The ME shall analyse the data of
EFapn to ascertain, whether additional datais associated in EFgxt1 Or EFccps. If necessary, then the
ME performs the reading procedure on these Efs to assembl e the complete ADN/SSC.

The ME shall access each EF which references EFgxt1 (EFext2, EFexTs) fOr storage and shall
identify records in these files using extension data (additional data or called party subaddress).
Note that existing chains have to be followed to the end. All referred Extensionl (Extension2,
Extension6) records are noted by the ME. All Extensionl (Extension2, Extension6) records not
noted are then marked by the ME as "free" by setting the whole record to 'FF'.

The following three procedures are only applicable to service n°2 (FDN).

FDN capability request. The ME shall check the state of servicen®2, i.e. if FDN is"enabled" or "disabled". If FDN is
enabled, the ME shall only allow outgoing calls as defined in the fixed number dialling descriptionin TS 22.101 [24].
To ascertain the state of FDN, the ME shall check in EF gt and EFggr if FDN is enabled (service activated and

available). In all other cases service n°2 is disabled.

FDN enabling is done by activating the FDN service in EFgqr.

FDN disabling is done by deactivating the FDN service in EFggr.

The following three procedures are only applicable to service n°6 (BDN).

- BDN capability request. The ME shall check the state of service n°6, i.e. if BDN is "enabled" or "disabled". To
ascertain the state of BDN, the ME shall check in EF g1 and EFgg if BDN is"enabled" (service available and

activated). In all other cases, the BDN serviceis"disabled".

- BDN enabling is done by activating the BDN service in EFggy.

- BDN disabling is done by deactivating the BDN service in EFggy.

5.3.3 Short messages

Requirement:

Request:

Update:

Erasure:

Service n°10 "available".

The USIM seeks for the identified short message. If this message is found, the ME performs the
reading procedure with EFgys.

If service n°10 is"available" and the status of the SMSis'1D' (status report requested, received
and stored in EFsysr), the ME performs the reading procedure with the corresponding record in
EFsusk- If the ME does not find a corresponding record in EFgy sz, then the ME shall update the
status of the SMS with '15' (status report requested, received but not stored in EFgysg).

If the short message is not found within the USIM memory, the USIM indicates that to the ME.

The ME looks for the next available area to store the short message. If such an areais available, it
performs the updating procedure with EFgys.

If there is no available empty space in the USIM to store the received short message, a specific
MMI will have to take place in order not to loose the message.

The ME will select in the USIM the message area to be erased. Depending on the MM, the
message may be read before the areais marked as "free". After performing the updating procedure
with EFgys, the memory allocated to this short message in the USIM is made available for a new
incoming message. The memory of the USIM may still contain the old message until a new
message is stored in this area.
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If service n°11is"available" and the status of the SMSis'1D’ (status report requested, received
and stored in EFgysr), the ME performs the erasure procedure for EFgysg With the corresponding
record in EFgys.

5.3.4  Advice of charge
Requirement:  Service n°13 "available".
Accumulated Call Meter.

Request: The ME performs the reading procedure with EFacy. The USIM returns the last updated value of
the ACM.

Initialisation: The ME performs the updating procedure with EFacy using the new initial value.

Increasing: The ME performs the increasing procedure with EFacy Sending the value which has to be added.
Accumulated Call Meter Maximum Value.

Request: The ME performs the reading procedure with EFacymax-

Initialisation: The ME performs the updating procedure with EFacymex Using the new initial maximum value.
Price per Unit and Currency Table (PUCT).

Request: The ME performs the reading procedure with EFpycr.

Update: The ME performs the updating procedure with EFpycr.

5.3.5  Capability configuration parameters

Requirement:  Service n°14 "available".

Request: The ME performs the reading procedure with EFccps.
Update: The ME performs the updating procedure with EFccpp.
Erasure: The ME sends the identification of the requested information to be erased. The content of the

identified record in EFccpy is marked as "free”.

5.3.6 User controlled PLMN selector with Access Technology
Requirement:  Service n°20 "available".
Request: The ME performs the reading procedure with EFp yinwacT-

Update: The ME performs the updating procedure with EFp ynwacT-

5.3.7 Cell broadcast message identifier
Requirement:  Service n°15 "available".
Request: The ME performs the reading procedure with EFcgy;.

Update: The ME performs the updating procedure with EFcgy.

5.3.8 Group identifier level 1
Requirement:  Service n°17 "available".

Request: The ME performs the reading procedure with EFgp;.
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5.3.9 Group identifier level 2
Requirement:  Service n°18 "available".

Request: The ME performs the reading procedure with EFgp,.

5.3.10 Service provider name
Requirement:  Service n°19 "available".

Request: The ME performs the reading procedure with EFgpy.

5.3.11 Enhanced multi level precedence and pre-emption service
Reguirement:  Service n°24 "available".

Request: The ME performs the reading procedure with EFgy pe.

5.3.12 Cell broadcast message identifier ranges
Requirement:  Service n°16 "available".
Request: The ME performs the reading procedure with EFcgyr.

Update: The ME performs the updating procedure with EFcgyr.

5.3.13 Short message status report
Requirement:  Service n°11 "available".

Request: If the status of a stored short message indicates that there is a corresponding status report, the ME
performs the reading procedure on the records of EFgy sz and identifies the record containing the
appropriate status report.

Update: If astatusreport isreceived, the ME first seeks within the SMS record identifiers of EFgy s for the
same record number it used for the short message in EFgys. If such arecord identifier isfound in
EFsusr, it is used for storage. If such arecord identifier is not found, then the ME seeks for afree
entry in EFgysr for storage. If no free entry is found the ME runs the Purge procedure with
EFsusk- If thereisstill no free entry, the status report is not stored.

If the ME found an appropriate record in EFgyss for storage, it updates the record with the status
report setting the record identifier in EFgy s to the appropriate record number of the short message
in EFgys.

The statusin EFgys is updated accordingly by performing the update procedure with EFgys.

Erasure: The ME runs the update procedure with EFgysg by at least storing '00" in the first byte of the
record. The ME may optionally update the following bytes with 'FF'.

Purge: The ME shall read the SM S record identifier (byte 1) of each record of EFgysz. With each record
the ME checks the corresponding short messages in EFgys. If the status (byte 1) of the
corresponding SMSis not equal 1D’ (status report requested, received and stored in EFgysg), the
ME shall perform the erasure procedure with the appropriate record in EFgysr.

5.3.14 APN Control List

Requirement:  Service n°35 "available".
Request: The ME performs the reading procedure with EFa¢, .

Update: The ME performs the updating procedure with EFac, .
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Enabling: The ME activates service n°3 in EFggr (bit n°3 set to " 1").
Disabling: The ME desactivates service n°3 in EFgsr (bit n°3 set to "0").

When the APN Control List serviceis enabled, the ME shall check that the entire APN of any PDP context islisted in
EFac. before requesting this PDP context activation from the network. If the APN is not present in EFac,, the ME shall
not request the corresponding PDP context activation from the network.

In the case that the APN Control List is enabled and no APN isindicated in the PDP context request, indicating that a
network provided APN isto be used, then the ME shall only request the PDP context activation if "network provided
APN" is contained within EFac, .

If the APN Control List serviceis enabled and the ME isto provide an APN as part of attach for PDN connectivity, then
the ME shall verify that the APN valueis present in the EF,c. and if it is not the ME shall not proceed with the attach
procedure. If the APN Control List service isenabled and the ME does not indend to provide an APN as part of the
attach for PDN connectivity and use a network provided APN, the ME shall not check if "network provided APN" is
contained within EF¢, .
5.3.15 Depersonalisation Control Keys

Requirement:  Service n°36 "available".

Request: The ME performs the reading procedure with EFpck.

5.3.16 Co-operative Network List
Requirement:  Servicen°37 "available".

Request: The ME performs the reading procedure with EFcy.

5.3.17 CPBCCH information

Requirement:  Service n°39 "available".
Request: The ME performs the reading procedure with EFcpgccy.

Update: The ME performs the updating procedure with EFcpgcch.

5.3.18 Investigation Scan
Requirement:  Service n°40 "available".

Request: The ME performs the reading procedure with EF,,,scan.

5.3.19 Enabled Services Table Request

Requirement:  Service n°2, 6, 34 or 35 "available".
Request: The ME performs the reading procedure with EFgg;r.

Update: The ME performs the updating procedure with EFgsr.

5.3.20 Operator controlled PLMN selector with Access Technology
Requirement:  Service n°42 "available".

Request: The ME performs the reading procedure with EFop ynwacT

5.3.21 HPLMN selector with Access Technology

Requirement:  Service n°43 "available".
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Request: The ME performs the reading procedure with EFHPLMNwWACT

5.3.22 Automatic Answer on eMLPP service
Requirement:  Service n°25 "available”
Request: The ME performs the reading procedure with EF .

Update: The ME performs the updating procedure with EFa ey

5.3.23 Network Parameter information
Request: The ME performs the reading procedure with EFygrpar.

Update: The ME performs the updating procedure with EFygrpar-

5.3.24 PLMN network name

Requirement:  Service n°45 "available".

Request: The ME performs the reading procedure with EFpyy.

5.3.25 Operator PLMN List

Requirement:  Service n°46 "available".

Request: The ME performs the reading procedure with EFgp,

5.3.26 Message Waiting Indication
Requirement:  Service n°48 "available".
Request: The ME performs the reading procedure with EFys.

Update: The ME performs the updating procedure with EFyws.

5.3.27 Call Forwarding Indication Status
Requirement:  Service n°49 "available".
Request: The ME performs the reading procedure with EFcgs.

Update: The ME performs the updating procedure with EFcs.

5.3.28 Service Provider Display Information
Requirement:  Service n°19 and 51 are "available".
Request: The ME performs the reading procedure with EFgpp,.

Update: The ME performs the updating procedure with EFspp.

5.3.29 MMS Notifications

Requirement:  Service n°52 "available".

Request: The ME sends the identification of the information to be read, then the ME performs the reading
procedure with EFyusy. I Service n°53 is available the ME shall analyse the data of EFyusy tO
ascertain, whether additional datais associated in EFgxrs. If Nnecessary, then the ME performs the
reading procedure on EFgx1gt0 assemble the complete MM S notification.
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Update: The ME analyses and assembles the MM S notification to be stored as follows:

- if the MM S notification contains not more bytes than the maximum possible number for EFyusy thenthe ME
looks for the next available areato store the MMS notification. If such an areais available, it performs the updating
procedure with EFyysy-

- if the MM S notification contains more bytes than the maximum possible number for EFywsy then the ME seeks
for a sufficient number of free records in EFgxrg to store the complete MM S notification.

- If thereis not asufficient number of EFgxrgrecords marked as "free" to store the complete MM S
notification, the procedure is aborted.

- Otherwise, the ME performs the updating procedure and stores as many bytes as possible in EFyysy. The
Extension file record number of EFyvsy iS coded with the associated record number in the EFgxs. The
remaining bytes are stored in the sel ected EFgy1g record where the type of the record is then set to
"additional data”. The second byte of the EFgxtg record is set with the number of bytes of the remaining
additional data. It ispossible, if the number of additional digits exceeds the capacity of the additional
record, to chain another record inside the EFgx1g by the identifier in the last byte of the record. In this case
byte 2 of each record for additional data within the same chain indicates the number of bytes within the
same record.

The ME isonly allowed to store extension data in unused records of EFgyrg

If there is no available empty space in the USIM to store the MM S notification, it isup to ME
implementation how the notification is handled.

Erasure: The ME will select in the USIM the MM S natification to be erased. Depending on the MM, the
MMS notification may be read before the areais marked as "free". The memory of the USIM may
till contain the old MM S notification until a new message is stored. If Service n°53 is available dl
associated records in EFgxrg are then marked by the ME as "free" by setting them to 'FF'.
5.3.30 MMS Issuer Connectivity Parameters
Requirement:  Service n°52 "available".

Request: the ME performs the reading procedure with EFyysicp.

Update: The ME performs the updating procedure with EFyyscp.

5.3.31 MMS User Preferences
Requirement:  Service n°52 "available".
Request: the ME performs the reading procedure with EFy v sup.

Update: The ME performs the updating procedure with EFyysup.

5.3.32 MMS User Connectivity Parameters
Requirement:  Service n°52 and n°55 "available".
Request: the ME performs the reading procedure with EFyvsuce-

Update: The ME performs the updating procedure with EFyvsuce.

5.3.33 Network's indication of alerting
Requirement:  Service n°56 "available".

Request: The ME performs the reading procedure with EFya.
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5.3.34 Multimedia Messages Storage
If the terminal supports Multimedia Message Storage on the USIM, then the following procedures apply.

Asdefined in TS 23.140 [38] a Multimedia M essage consists of content, or multimedia objects, and headers to describe
various properties of that content. An MM is stored in EFyvpr, aBER-TLV structured file.

A list of multimedia messages is stored in the BER-TLV file EFyy Where each data object identifies one Multimedia
Message stored in EFyvpr.

Prerequisite: Service n°67 "available".

Request: The ME performs the reading procedures on EFy, to verify the presence and to get the location
information of the targeted MM. Then the ME performs the reading procedure of the EFywpr file
to get the MM.

Update: The ME chooses a free identity (i.e. not listed in EFyy,) for the multimedia message and check for

available space in the EFype file. This procedure could be done for each update or once at the
startup of the UE and after a REFRESH command involving one of the DFyy timepia files. Then
the ME performs the following procedures:

If there is no available empty space in the EFyypr file to store the MM, the procedure is aborted
and the user is notified.

Else, the ME stores the MM in EFywpr, then updates the information in EFy,. accordingly.
Erasure: After asuccessful deletion of an MM in EFyypr the terminal updates the information in EFyy.
accordingly.
5.3.35 Equivalent HPLMN Presentation Indication request
Requirement:  Servicen°73 "available".

Request: The ME performs the reading procedure with EFgyp pnp-

5.3.36 NAF Key Centre Address request

Requirement:  Service n°68 and service n°76 "available".

Request: The ME performs the reading procedure with EFyarkca.

5.3.37 Service provider name Icon
Requirement:  Service n°19 and service n°78 "available".

Request: The ME performs the reading procedure with EFspy and EFgpy;.

5.3.38 PLMN network name Icon

Requirement:  Service n°45 and service n°79 "available".

Request: The ME performs the reading procedure with EFpyy and EFpyy -

5.3.39 ICE Information request
The ICE information shall be accessible even when the security features of the UE or UICC have been enabled. The

I CE access procedure is described in TS 22.030 [4]. The terminal shall discover that the | CE feature is supported by the
ability to select one of the ICE filesi.e. EFicg pn, EFice e OF EFice graphics:
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Request: The terminal performs the read procedure with EFice py - and/or EFice g and/or
EFICE_graphics-

Update: The terminal performs the update procedure with EF,ce py and/or EF,cg g and/or
EFICE_graphics-

Disable ICE display: The terminal performs the deactivate procedure consecutively on al the supported files
(EFice on» EFice e and EFice_graphics)-

Enable ICE display: Theterminal performs the activate procedure consecutively on all the supported files (EFice pn,
EFice e and EFice_graphics )-

The content of the EFce pn, EFice rr @d EF\ce_grapnics Shall be preserved when enabling and disabling the |CE display.

5.3.40 eCall Related Procedures

The eCall feature on the USIM provides two numbers, a test number and a reconfiguration number, to the terminal to be
used with the eCall. eCall support on the USIM isindicated in the service table when service '89' is "available".

Depending on the type of eCall support, EF-pn Or EFspy is used to provide the eCall functionality.

5.3.40.1 eCall Only support
Requirement: Service n° 89 and Service n® 2 are"available" and FDN service is enabled in EFgsy.
Request: The ME performs the reading procedure with EFgpy.

If eCall only calls are supported, then EFgpy shall only contain two entries. The first entry shall contain the eCall test
number and the second entry shall contain the eCall reconfiguration number. A terminal in eCall only mode performs
the FDN related procedures.
5.3.40.2 eCall and Normal call support

Requirement:  Servicen® 89 and Service n® 4 are "available".

Request: The ME performs the reading procedure with EFgpy.
If eCall and normal calls are supported, then the last two entries of EFspy shall contain the eCall test number and the
eCall reconfiguration number respectively. A terminal in eCall and normal mode performs the SDN related procedures.

5.3.41 SM-over-IP
Requirement:  Service n°12 and n°91 "available".
Request: the ME performs the reading procedure with EFpg gysc.

Update: The ME performs the updating procedure with EFpg gvsc.

5.3.42 UICC access to IMS

Requirement:  Service n°95is"available" and the ISIM application defined in TS 31.103 [64] is not present on
the UICC.

Request: The terminal performs the reading procedure with EFy cciari-

The procedures and command for "UICC accessto IMS" are defined in TS 31.111 [12]. An ME supporting UICC
accessto IMS shall perform the reading procedure with EFy,ccars prior to sending aregistration to the IMS.
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54 USAT related procedures

54.1 Data Download via SMS-PP

Requirement:  USIM Service n°28 "available".

The procedures and commands for Data Download via SMS-PP are defined in TS 31.111 [12].

54.2 Image Request

The terminal sends the identification of the information to be read. The terminal shall analyse the data of EFy¢ to
identify the files containing the instances of the image. If necessary, then the terminal performs READ BINARY
commands on these files to assembl e the complete image instance data.

543 Data Download via SMS-CB

Requirement:  USIM Service n°29 "available".

The ME shall perform the reading procedure with EFcgyp, and add the message identifiers to the Cell Broadcast search
list. On receiving a cell broadcast message the procedure defined in TS 31.111 [12] applies.

5.4.4  Call Control by USIM

Requirement:  USIM Service n°30 "available".

The procedures and commands for Call Control by USIM are defined in TS 31.111 [12]. It is mandatory for the ME to
perform the proceduresiif it has indicated that it supports Call Control by USIM inthe TERMINAL PROFILE
command.

545 MO-SMS control by USIM

Requirement:  USIM Service n°31 "available".

The procedures and commands for MO-SMS control by USIM are defined in TS31.111[12]. It is mandatory for the
ME to perform the procedures if it has indicated that it supports MO-SMS control by USIM in the TERMINAL
PROFILE command.

5.4.6 Data Download via USSD and USSD application mode

Requirement:  Service n°70 "available".

The procedures and commands for Data Download via USSD and USSD application mode are defined in
TS31.111[12].

547 Additional TERMINAL PROFILE after UICC activation

Requirement:  USIM Service n°72 "available".

The procedures and commands for Additional TERMINAL PROFILE after UICC activation are defined in
TS31.111[12] and alow the ME to send multiple Terminal Profile downloads.

5.4.8 Terminal Applications
Reguirement:  Service n°77 "available"

The procedures and commands for "Terminal Applications” are defined in TS 31.111 [12]

ETSI



3GPP TS 31.102 version 12.10.0 Release 12 202 ETSITS 131 102 v12.10.0 (2016-01)

5.4.9 Call control on EPS PDN connection by USIM

Requirement:  USIM Service n°87 "available".
The procedures and commands for Call control on EPS PDN connection by USIM are defined in TS 31.111 [12].

5.4.10 Communication Control for IMS by USIM

Requirement:  USIM Service n°93 "available".

The procedures and commands for Communication Control for IMS by USIM are defined in TS 31.111 [12]. Itis
mandatory for the ME to perform the proceduresif it hasindicated that it supports Communication Control for IMS by
USIM in the TERMINAL PROFILE command.

5.4.11 USAT Facility Control
Requirement: ~ The ME supportsthe USAT over AT feature specified in TS 31.111 [12].

Request: The ME performs the reading procedures of EFygc.

5.4.12 Extended Terminal Applications
Requirement:  Servicen°77 and n°94 "available"

The procedures and commands for "Extended Terminal Applications’ are defined in TS 31.111 [12].

5.4.13 USAT application pairing procedure

The use of aUSIM can be restricted to specific MEs using the USAT Application Pairing procedure and information
stored in the USIM as specified in this specification and defined in 3GPP TS 33.187 [76].

To support the USAT Application Pairing procedure, the ME shall support USAT PROVIDE LOCAL INFORMATION
command (IMEI or IMEISV), as specified in 3GPP TS 31.111 [12].

USAT Application Pairing is successful when the IMEI or IMEISV retrieved from the terminal belongs to arange of
values the UICC is configured with in EFyyy, .

EFwL, EFips, Erpp are defined in this document to support this procedure.

If the service n°102 is"available" in the USIM Service Table, the UICC shall start the UICC proactive session
immediately after TERMINAL PROFILE and the first proactive command shall be PROVIDE LOCAL
INFORMATION with IMEI or IMEISV. The ME shall respond with TERMINAL RESPONSE with IMEI or IMEISV
before performing any AUTHENTICATE command.

The UICC shall respond to any AUTHENTICATE command with error status words SW1 SW2 ='69 85' if:
- IMEI or IMEISV provided by the ME is not in the corresponding white list configured in the USIM (EFy.)
- ME hasnot provided any IMEI

If the AUTHENTICATE command had been executed before the pairing procedure has been successfully performed (in
the case of pre-Rel-12 MEs), the UICC may need to trigger a network attachment procedure by sending a proactive
command REFRESH(3G SESSION RESET).

5.5 MexE related procedures

MexE is an optional feature. The higher level procedures, and contents and coding of the commands are given in
TS 23.057 [30]. Procedures relating to the transmission of commands and responses across the USIM/ME interface are
given in this clause. A USIM or ME supporting MexE shall conform to the requirements given in this clause.
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5.5.1 MexE ST

Requirement:  Service n°41 (MexE) "available".
Request: The ME performs the reading procedure with EFyee.st

5.5.2 Operator root public key
Requirement:  Service n°41 (MexE) "available" and MexE ST service n°1 (EForpk) "available®.

Request: The ME performs the reading procedure with EForp. The ME shall analyse the data of EForpx
(clause 4.4.1.4.2) to identify the files containing the certificate instances. If necessary, then the ME
performs READ BINARY commands on these files to assemble the compl ete certificate instance
data.

5.5.3  Administrator root public key
Requirement:  Service n°41 (MexE) "available" and MexE ST service n°2 (EFarpx) "available".

Request: The ME performs the reading procedure with EFarpc. The ME shall analyse the data of EFarpx
(clause 4.4.1.4.3) to identify the file containing the certificate instance. If necessary, then the ME
performs READ BINARY commands on this file to assemble the compl ete certificate instance
data.

554 Third Party root public key(s)
Requirement:  Service n°41 (MexE) "available" and MexE ST service n°3 (EFyprpx) "available".

Request: The ME performs the reading procedure with EFpre. The ME shall analyse the data of EFprex
(clause 4.4.1.4.4) to identify the files containing the certificate instances. If necessary, then the ME
performs READ BINARY commands on these files to assemble the compl ete certificate instance
data.

55.5 Trusted Key/Certificates Data Files
Requirement:  Service n°41 (MexE) "available".

Request: The ME performs the reading procedure with EFqxcpe, The ME shall analyse the data of EFykcpe
and, if necessary, perform READ BINARY commands on these files

5.6 WLAN related procedures

56.1 WLAN Selection related Procedures

Requirement:  service n°62 or n°63 or n°81 or n°82 or n°83 or n°84 or n°88 "available"

The ME shall read the User, Home and Operator controlled WSIDs, the I-WLAN Equivalent HPLMN Presentation
Indication, I-WLAN HPLMN Priority Indication, the I-WLAN Last Registered PLMN and the HPLMN Direct Access
Indicationfrom the corresponding list files (i.e. EFywsipL, EFswsioL, EFowsioL, EFwenrLvne » EFwLreLMn, EFwre @nd
EFypLvpal)to perform WLAN selection procedures as described in TS 24.234 [40].

The user may change the User controlled WSIDs.

5.6.2  WLAN PLMN Selection related procedures

Requirement:  service n°60 or n°61 "available"

The ME shall read the User controlled PLMN selector and/or Operator controlled PLMN selector in EFyp ynwian  @nd
EFor mnwian respectively for WLAN PLMN Selection procedures as described in TS 24.234 [40].
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The user may change the User controlled PLMN selector for WLAN.

5.6.3  WLAN access authentication related procedures
Requirement:  service n°59 "available"

When the ME tries afull authentication, it shall inspect if avalid Pseudonym is available in EFpgyq0.and use it asthe
user name portion of the NAI for WLAN access authentication following the procedures described in TS 24.234 [40].

The ME shall manage pseudonyms as defined in TS 24.234 [40].

5.6.4  WLAN access re-authentication related procedures
Requirement:  service n°66 "available"

When the ME tries afast re-authentication, it shall inspect if avalid reauthentication identity is available in ERyg, and
useit as the user name portion of the NAI for WLAN access re-authentication following the procedures described in
TS24.234[40].

The ME shall manage re-authentiction identities, Master Key and counter values as described in TS 24.234 [40].

5.7 Network Connectivity Parameters for UICC IP connections related
procedures

The EFycp.p access procedures are described in ETSI TS 102 483 [50].

Request: The terminal performs the read procedure with EFycr.p before establishing a remote data link for
UICC remote I P connectivity as described in ETSI TS 102 483 [50].

Refresh:  The terminal performs the refresh procedure with EFycp.p.

5.8 H(e)NB related procedures

5.8.1 CSG Access Control procedures
Requirement:  Service n°86 is"available"
Request: Theterminal performs the read procedure with EFacsgy -
Update: The terminal performs the updating procedure with EFacsaL

The ME shall read the allowed CSG Ids from EFacsg in order to perform H(€)NB selection procedures. The listsin
EFacseL shall take precedence over the list stored in the ME non-volatile memory.

Requirement:  Servicen®°90 is "available"
Request: The terminal performs the read procedure with with EFgcsg) -

The ME shall read the Operator CSG Ids from EFgcsg, in order to perform H(e)NB selection procedures. Thelist in
EFocseL shall take precedence over the list stored in the ME non-volatile memory.

Reguirement:  Servicen®°92 is "available"

In case of amanual CSG cell selection, the ME shall read EF,p and CSG Lists Display Indicators from EFgcss. and
display CSG lds accordingly. The configuration in EFocsg. shall take precedence over the configuration stored in the
ME non-volatile memory.

If service n°92 is not "available", in case of amanua CSG cell selection, al available CSGs may be displayed without
any restriction.
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5.8.2 CSG Type related procedures
Requirement:  Service n°86 is"available"
Request: The terminal performs the read procedure with EFacsg and EFcsar.
Update: The termina performs the updating procedure with EFacsg.

The ME shall discover the association between the selected CSG ID and a CSG Type from EFacss. . If this association
exists, the provided CSG Type shall be displayed.

Reguirement:  Servicen®°90 is "available"

Request: The terminal performs the read procedure with EFocsg. and EFocssr.
The ME shall discover the association between the selected CSG ID and either a CSG Type from EFacsgL OF an
Operator CSG Type from EFocse.. The Operator CSG Type has precedence.
5.8.3 HNB name display related procedures

Requirement:  Service n°86 is"available"

Request: The terminal performs the read procedure with EFacsg. and EFynen-

Update: The terminal performs the updating procedure with EFacsg. and EFyngn-

The ME shall discover the association between the selected CSG ID and a HNB name from EFc, . |f this association
exists, the provided HNB name shall be displayed.

Reguirement:  Servicen®°90 is "available"
Request: The terminal performs the read procedure with EFgcss. and EFoqnen-

The ME shall discover the association between the selected CSG ID and either a HNB Name from EFacss. OF an
Operator HNB from EFgcss.. The Operator HNB Name has precedence. If this association exists, the HNB Name shall
be displayed.

Requirement:  Servicen®°92 is "available"

In case of amanual CSG cell selection, the ME shall read EF,p and the CSG Lists Display Indicators from EFocsg. and
display HNB Name accordingly. The configuration in EFocsg shall take precedence over the configuration stored in the
ME non-volatile memory.

If service n°92 is not "available", in case of amanua CSG cell selection, al available CSGs may be displayed without
any restriction.

5.9 ProSe related procedures

5.9.1 ProSe Direct Discovery Provisioning parameters
Requirement:  servicen®lis"available" in the ProSe Service Table.

Request: The ME performs the reading procedure with EFprose mon. @nd EFprose ann-

59.2 HPLMN ProSe Function address

Requirement:  servicen°2is"available" in the ProSe Service Table.

Request: The ME performs the reading procedure with EFproserunc:
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593 ProSe direct communication related Procedures

Requirement:  service n°3is"available" in the ProSe Service Table and "Prose services for Public Safety” is
enabled in EFAp or the ME received service authorization from the ProSe Function.

Request: The ME performs the reading procedure with EFprose rapio_cowm-

5.9.4 ProSe direct discovery related Procedures

Requirement:  service n°4is"available" in the ProSe Service Table and "Prose services for Public Safety” is
enabled in EF45p or the ME received service authorization from the ProSe Function.

Request: The ME performs the reading procedure with EFprose rabio MoN-

Requirement:  service n°5is"available" in the ProSe Service Table and "Prose services for Public Safety” is
enabled in EF45p or the ME received service authorization from the ProSe Function.

Request: The ME performs the reading procedure with EFprose rabio_ann-

595 ProSe direct communication related Procedures

Requirement:  service n°6 is"available" in the ProSe Service Table and "Prose services for Public Safety” is
enabled in EF45p or the ME received service authorization from the ProSe Function.

Request: The ME performs the reading procedure with EFprose poLicy-

59.6 ProSe direct communication related Procedures

Requirement:  servicen°3is"available" in the ProSe Service Table and "Prose services for Public Safety"” is
enabled in EF5p or the ME received service authorization from the ProSe Function

Request: The ME performs the reading procedure with EFprose pLmn-

5.9.7 ProSe Group Counter related Procedures
Requirement:  service n°7 is"available" in the ProSe Service Table.

Request: The ME performs the reading procedure with EFprose . The content from the USIM shall be
combined with that one from the non-volatile memory on the ME, with USIM taking precedence
in case the same group is available in both.

Update: The ME performs the updating procedure with EFprose oc. IT the EF does not have free space, the
ME shall use the non-volatile memory on the ME.

The ME is responsible to remove entries no longer used from the EFprose ¢ in order to guarantee
that EF is not filled with unnecessary entries.

5.9.8 ProSe Usage Information Reporting Configuration related
Procedures

Requirement:  servicen°8is"available" in the ProSe Service Table.

Request: The ME performs the reading procedure with EFprose uire. The content from the USIM shall be
used by the ME to construct the content of the usage information report according the procedures
defined in TS 24.334[70], with the USIM configuration parameters taking precedence in case the
usage information reporting configuration parameters have also been provisioned in the ME.
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6 Security features

The security aspects of 3G are specified in TS 33.102 [13] and TS 33.103 [14]. This clause gives information related to
security features supported by the USIM to enable the following:

- authentication of the USIM to the network;
- authentication of the network to the USIM;
- authentication of the user to the USIM;

- dataconfidentiality over the radio interface;
- file access conditions;

- conversion functions to derive GSM parameters.

6.1 Authentication and key agreement procedure

This clause gives an overview of the authentication mechanism and cipher and integrity key generation which are
invoked by the network. For the specification of the corresponding procedures across the USIM/ME interface see
clause 5.

The mechanism achieves mutual authentication by the user and the network showing knowledge of a secret key K
which is shared between and available only to the USIM and the AuC in the user's HE. In addition, the USIM and the
HE keep track of counters SQNys and SQNe respectively to support network authentication. SQNye is a counter in the
HLR/AUC, individual for each user and SQNy s denotes the highest sequence number the USIM has ever accepted.

When the SN/VLR initiates an authentication and key agreement, it selects the next authentication vector and sends the
parameters RAND and AUTN (authentication token) to the user. Each authentication token consists of the following
components: a sequence number SQN, an Authentication Management Field (AMF) and a message authentication code
MAC over the RAND, SQN and AMF.

The USIM checks whether AUTN can be accepted and, if so, produces a response RES which is sent back to the
SN/VLR. The SN/VLR compares the received RES with XRES. If they match the SN/V LR considers the authentication
and key agreement exchange to be successfully completed. The USIM also computes CK and IK. The established keys
CK and IK will be used by the ME to perform ciphering and integrity functions.

A permanent secret key K is used in this procedure. This key K has a length of 128 bits and is stored within the USIM
for use in the a gorithms described below. Also more than one secret key K can be stored in the USIM. The active key
to be used by the algorithms is signalled within the AMF field in the AUTN.

6.2 Cryptographic Functions

The names and parameters of the cryptographic functions supported by the USIM are defined in TS 33.102 [13]. These
are:

f1: a message authentication function for network authentication used to compute XMAC;

f1*: a message authentication function for support to re-synchronisation with the property that no
valuable information can be inferred from the function values of f1* about those of f1, ..., 5, f5*
and vice versa;

f2: a message authentication function for user authentication used to compute SRES;

f3: akey generating function to compute the cipher key CK;

f4: akey generating function to compute the integrity key 1K;

f5: akey generating function to compute the anonymity key AK (optional);

f5*: akey generating function to compute AK in re-synchronisation procedures with the property that

no valuable information can be inferred from the function values of f5* about those of 1, f1*, f2,
..., fT5 and vice versa

These cryptographic functions may exist either discretely or combined within the USIM.
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6.3 GSM Conversion Functions

To gain GSM access, the USIM provides the conversion functions ¢2 and ¢3. These functions derive the required GSM
parameters (SRES, cipher key Kc) from available 3G parameters.

6.4 User verification and file access conditions

The security architecture as defined in TS 31.101 [11] applies to the USIM application with the following definitions
and additions.

- TheUSIM application shall use aglobal key reference as PIN and local key reference as PIN2. For accessto
DFreLecom the PIN shall be verified. Access with PIN2 islimited to the ADF(USIM).

- Theonly valid values for the usage qualifier are ‘00" (verification requirement is not used) and '08' (user
authentication knowledge based (PIN)) as defined in 1ISO/IEC 7816-4 [20].

Disabling of PIN2 isalowed. Thisis, however, not the case if PIN2 is mapped to the CHV 2 of a GSM application.

7 USIM Commands

7.1 AUTHENTICATE

7.1.1 Command description
The function can be used in several different contexts:

- a3G security context, when 3G authentication vectors (RAND, XRES, CK, IK, AUTN) are available (i.e. the
UE islocated in the UTRAN, or in a GSM radio access network which is connected to a 3G or 3G capable
VLR/SGSN), or

- aGSM security context, when GSM authentication data are available only (i.e. the UE islocated in the GSM
radio access network which is connected to a non-3G capable VLR/SGSN)

- aVGCS/VBS security context, when VGCS/VBS authentication datais available

- aGBA_U security context, when a GBA bootstrapping procedure is requested

- aMBMS security context, when aMBMS security procedure is requested

- alocal Key Establishment security context, when a Local Key Establishment procedure is requested.

The function isused in GSM or 3G security context during the procedure for authenticating the USIM to its HE and
vice versa. In addition, a cipher key and an integrity key are calculated. For the execution of the command the USIM
uses the subscriber authentication key K, which is stored in the USIM.

The function isused in VGCS/VBS security context during the procedure for retrieving the VGCS/VBS Short Term
Key (VSTK) used by the terminal in establishing VGCS/VBS calls.

The functionis used in GBA security context in two different modes:

a) Bootstrapping Mode: during the procedure for mutual authenticating of the USIM and the Bootstrapping Server
Function (BSF) and for deriving bootstrapped key material from the AKA run.

b) NAF Derivation Mode: during the procedure for deriving Network Application Function (NAF) specific keys
from previous bootstrapped key material.

The function isused in MBMSS security context in two different modes:

a) MSK Update Mode: during the procedure for updating an MBM S Service Key (MSK).
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b) MTK Generation Mode: during the procedure for retrieving the MBM S Traffic Key (MTK) used by the terminal
to decrypt MBM S data.

The functionisrelated to a particular USIM and shall not be executable unless the USIM application has been sel ected
and activated, and the current directory isthe USIM ADF or any subdirectory under this ADF and a successful PIN
verification procedure has been performed (see clause 5).

7111 3G security context

The USIM first computes the anonymity key AK = f5¢ (RAND) and retrieves the sequence number SQN = (SQN @
AK) ® AK.

Then the USIM computes XMAC = f1x (SON || RAND || AMF) and compares this with the MAC which isincluded in
AUTN. If they are different, the USIM abandons the function.

Next the USIM verifies that the received sequence number SON is previously unused. If it isunused and itsvalueis
lower than SQNys, it shall still be accepted if it isamong the last 32 sequence numbers generated. A possible
verification method is described in TS 33.102 [13].

NOTE: Thisimpliesthat the USIM hasto keep alist of the last used sequence numbers and the length of the list
isat least 32 entries.

If the USIM detects the sequence numbersto be invalid, thisis considered as a synchronisation failure and the USIM
abandons the function. In this case the command response is AUTS, where:

AUTS= Conc(SQNys) || MACS,

Conc(SONys) = SONys @ f5* ((RAND) is the concealed val ue of the counter SQNys in the USIM; and.

MACS = f1*((SQNys || RAND || AMF) where:

RAND isthe random value received in the current user authentication request;

the AMF assumes a dummy value of al zeroes so that it does not need to be transmitted in clear in the
resynchronisation message.

If the sequence number is considered in the correct range, the USIM computes RES = f2x (RAND), the cipher key
CK =f3x (RAND) and the integrity key IK = f4x (RAND) and includes these in the command response. Note that if this
ismore efficient, RES, CK and IK could also be computed earlier at any time after receiving RAND.

The use of AMF is HE specific and while processing the command, the content of the AMF has to be interpreted in the
appropriate manner. The AMF may e.g. be used for support of multiple algorithms or keys or for changing the size of
lists, see TS 33.102 [13].

If Service n°27 is"available", the USIM calculates the GSM response parameter K¢, using the conversion function
defined in TS 33.102 [13].

Input:

- RAND, AUTN (AUTN:=SQN @ AK [|AMF | MAC).
Output:

- RES, CK, IKif Service n°27 is"not available".

Cr

- RES, CK, IK, K¢if Service n°27 is"available".

Or

- AUTS

7.1.1.2 GSM security context

USIM operation in an GSM security context is supported if Service n°38 is"available".
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The USIM computes RES = f2x (RAND), the cipher key CK =3¢ (RAND) and the integrity key IK = f4x (RAND).
Next the USIM calculates the GSM response parameters SRES and K¢, using the conversion functions defined in
TS33.102 [13].

Input:

-  RAND.
Output:

- SRES; K.

7.1.1.3 VGCS/VBS security context

USIM operationin aVGCS/VBS security context is supported if both Service n°57 and Service n°64 are ‘available'
(VGCS security context) or if both Service n°58 and Service n°65 are "available" (VBS security context).

The USIM computes the Short Term Key (V STK) associated with a particular VGCS/VBS Group Identifier
(Group_ld). For this computation, the USIM uses the Voice Group (for VGCS) or Broadcast Group (for VBS) Key
(V_Ki) identified by their respective Group_Id and Master Group Key Identifier (VK_Id). The USIM retrieves the
Group_ld and the service flag (VGCS or VBS) from the received Voice Service Identifier (Vservice Id).

NOTE: The Group_ld has avariable length according to TS 43.068 [46].

The USIM shall first search if the Group_ld corresponds to a stored VGCS Group Identifier in EFygcs or astored VBS
Group Identifier in EFygs.

Then, the USIM shall retrieve the V_Ki corresponding to the given Group_ld and VK_Id.

Then the USIM usesV_Ki and VSTK_RAND asinput parameters for the A8 V key derivation function (as defined in
TS 43.020 [44]) in order to compute and returns VSTK.

Input:

- Vservice Id, VK_Id, VSTK_RAND
Output:

- VSITK.

7114 GBA security context (Bootstrapping Mode)
USIM operationsin GBA security context are supported if service n°68 is "available".

The USIM receives the RAND and AUTN*. The USIM first computes the anonymity key AK = f5¢ (RAND) and
retrieves the sequence number SQN = (SQN @ AK) @ AK.

The USIM calculates IK = f4¢ (RAND) and MAC (by performing the MAC maodification function described in
TS 33.220[42]). Then the USIM computes XMAC = f1x (SQON || RAND || AMF) and compares this with the MAC
previously produced. If they are different, the USIM abandons the function.

Then the USIM performs the checking of AUTN* asin UMTS security context. If the USIM detects the sequence
numbers to be invalid, thisis considered as a synchronisation failure and the USIM abandons the function. In this case
the command responseis AUTS, which is computed asin UMTS security context.

If the sequence number is considered in the correct range, the USIM computes RES = f2 (RAND) and the cipher key
CK =f3¢ (RAND).

The USIM then derives and stores GBA_U bootstrapped key material from CK, IK values. The USIM shall also stores
RAND in the RAND field of EFggagp

The USIM stores GBA _U bootstrapped key material from only one bootstrapping procedure. The previous bootstrapped
key material, if present, shall be replaced by the new one. This key material is linked with the data contained in EFggagp
: RAND, which is updated by the USIM and B-TID, which shall be further updated by the ME.
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NOTE: Accordingto TS 33.220 [42], NAF-specific keys that may be stored on the USIM are not affected by this
bootstrapping operation.
RES isincluded in the command response after flipping the least significant bit.
Input:
- RAND, AUTN*
Output:
- RES
or

- AUTS

7.1.15 GBA security context (NAF Derivation Mode)
USIM operationsin GBA security context are supported if service n°68 is "available".
The USIM receivesthe NAF_ID and IMPI.

The USIM performsKs_ext. NAF and Ks_int_ NAF derivation as defined in TS 33.220 [42] using the key material from
the previous GBA _U bootstrapping procedure.

If no key material isavailable thisis considered asa GBA Bootstrapping failure and the USIM abandons the function.
The status word "6985" (Conditions of use not satisfied) is returned.

Otherwise, the USIM stores Ks_int. NAF and associated B-TID together with NAF_ID. TheKs_int_ NAF keys related
to other NAF_lds, which are already stored in the USIM, shall not be affected. The USIM updates EFggan. asfollows:

- If arecord with the given NAF_ID already exists, the USIM updates the B-TID field of this record with the B-
TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF derivation procedure.

- If arecord with the given NAF_ID does not exit, the USIM uses an empty record to store the NAF_ID and the
B-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF Derivation procedure.

NOTE: According to TS 33.220[42], the USIM can contain several Ks_int_NAF together with the associated B-
TID and NAF_ID, but thereis at most one pair of Ks_int NAF and associated B-TID stored per NAF_ID.

- Incase no empty record is available the USIM shall overwrite an existing record to store the NAF_ID and the B-
TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF Derivation procedure. To
determine the record to overwrite, the USIM shall construct alist of record numbers by storing in the list first
position the record number of the last used (i.e. involved in an Authentication command) or derived Ks_int NAF
and by shifting down the remaining list elements. The last record number in thislist corresponds to the record to
overwrite when the USIM runs out of free records. If an existing record corresponding to aKs_int NAF key in
use is overwritten, the application Ks_int_ NAF shall not be affected (e.g. in case aKs_int_ NAF was put into use
asan MBMS MUK key, the MUK key shall continue to be available for the MBMS application).

Then, the USIM returns Ks_ext_ NAF.
Input:

- NAF_ID, IMPI
Output:

- Ks ext NAF

7.1.1.6 MBMS security context (MSK Update Mode)

USIM operationsin MBMS security context are supported if service n°69 is "available".
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The USIM receivesthe MIKEY packet containing an MSK update message. First, the USIM usesthe MUK D to
identify the Ks_int_NAF corresponding with a previous bootstrapping procedure.

The USIM shall check if anew NAF derivation procedure involving the received Idi in the MIKEY message has been
performed or if it isthe first time that this Idi isused. If this check cannot be performed because the corresponding
Ks_ int_ NAF key was overwritten, the USIM abandons the function and returns the status word '6985' (Conditions of
use not satisfied). In case of a new NAF derivation procedure or anew Idi, the USIM shall store the last bootstrapped
Ks_ int_NAF asthe last generated MUK and update EFyk asfollows:

- If arecord with the received Idi (included in the MUK ID: see TS 33.246 [43)]) value is aready present, then the
MUK D is stored in the corresponding field of this record, and the associated Time Stamp Counter (TS) field is
reset. Additionally, the USIM internally stores the last successfully used MUK (i.e. MUK that was used during
the last successful MSK update procedure), along with its MUK ID for further use (e.g. to detect Key freshness
failure).

- If arecord with the received Idi does not exist, the USIM uses an empty record to include the MUK 1D, and reset
the associated TS field.

- Incasethereis no empty record available in EFyyk the USIM abandons the function and the status word ‘9867
(Authentication error, no available memory space in EFyuk) is returned.

NOTE: Incase ho empty record in EFyy is available the ME should run aMUK Deletion Mode procedure to
free entriesin EFy,yx before running an MSK Update Mode procedure that involves anew MUK key.

NOTE: In casethe ME receives the status word '6985', the ME should derive the required Ks_int_NAF key. In
case the corresponding bootstrapping key Ksis till available, the ME should invoke the Authenticate
command in "GBA - NAF derivation Mode" before invoking again the AUTHENTICATE command in
"MBMS - MSK Update Mode". In case the corresponding bootstrapping key has been updated, the ME
should put the new B-TID into use.

If the received MUK 1D does not correspond to the last generated MUK (i.e. last bootstrapped MUK) then the USIM
proceeds as follows:

- If thereceived MUK D corresponds to the last successfully used MUK then the USIM uses this MUK to verify
the integrity of the message. If the verification is unsuccessful, the USIM abandons the function and returns the
status word '9862' (Authentication error, incorrect MAC). If the verification is successful, the USIM abandons
the function and returns the status word '9865' (Key Freshness Failure), indicating to the ME that the received
MIKEY message is protected using the last successfully used MUK that does not correspond to the last
generated MUK (the new B-TID shall be put into use: see TS 33.246 [43]). In this case, the USIM shall not
return aMIKEY verification message.

- Otherwise, thisis considered as a bootstrapping failure (incorrect MUK) and the USIM abandons the function.
The status word "6A88" (Referenced data not found) is returned.

Otherwise, if the received MUK D corresponds to the last generated MUK, the USIM uses the MUK value for MSK
validation and derivation functions as described in TS 33.246 [43]. If the validation is unsuccessful, the status word
'9862' (Authentication error, incorrect MAC) is returned and the USIM abandons the function.

After asuccessful MSK Update procedure the USIM stores the received credentials (e.g. MSK and/or Key Validity
data) and updates EFy; s« asfollows:

- If arecord with the received Key Domain ID and Key Group part (i.e. Key Group part of the MSK 1D) already
exists, USIM stores the older MSK 1D (if any) and its associated TS asthe 2™ MSK ID and TS. The newer MSK
ID is stored asthe 1¥MSK ID. In case the received MSK message has the same MSK 1D as a stored MSK, the
TS associated to this stored MSK is stored asthe 1% TS, Otherwise, the 1% TS value is reset. The number of
stored MSK IDs and corresponding TS shall be set to '02' if the USIM stores two different MSK IDs. The USIM
shall not store two M SK 1Ds with the same Key Number part in the same record.

- If arecord with the received Key Domain ID and Key Group part does not exist, the USIM uses an empty record
to include those values. The received MSK 1D is stored asthe 1 MSK 1D and the associated TSis reset. The 2™
MSK ID and the associated TS are set to 'FF FF'. The number of stored MSK IDs and corresponding TS shall be
set to '01'. In case there is no empty record available in EFy s« the USIM abandons the function and the status
word '9866' (Authentication error, no available memory space) is returned.
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- Inthe case of aBM-SC solicited pull procedure (i.e. when the Key Number part of the MSK ID is set to Ox0),
EFv s is not updated.

NOTE: In case no empty record is available the ME should run an MSK Deletion Mode procedure to free entries
in EFy s before running an MSK Update Mode procedure that contains anew MSK key.

Then, the USIM stores the Time Stamp field (retrieved from the MIKEY message) in its corresponding field under
EFMUK.

The USIM stores internally the last successfully used MUK aong with its MUK ID for further use. This MUK may be
used beyond its GBA validity (i.e. after the derivation of anew Ks_int_ NAF resulting from a new bootstrap procedure)
to verify the integrity of aMIKEY message in order to detect a synchronization failure. This may occur if the last
derived Ks_int_NAF did not reach the BM-SC.

The MSK is not necessarily updated in the MIKEY message, since aMSK transport message can be sent e.g. to update
the Key Validity data or as part of a BM-SC solicited pull procedure. In such a case the USIM shall use the status word
'9000' to inform the ME that the MIKEY message validation using the last generated MUK has succeeded.

Finally, if the V-bit in the HDR field of the received MIKEY message is set then the USIM shall produce aMSK
Verification Message as described in TS 33.246 [43]. In this case the command response isthe MIKEY verification

message.

Input:
- MIKEY message
Output:
- MIKEY message
or
- None
7.1.1.7 Void
7.1.1.8 MBMS security context (MTK Generation Mode)

USIM operationsin MBMS security context are supported if service n°69 is "available".

The USIM receives the MIKEY message containing an MBMS MTK and a Salt key (if Salt key isavailable). First, the
USIM retrieves the MSK with the Key Domain ID and the MSK 1D given by the Extension payload of the MIKEY
message (as described in TS 33.246 [43]).

If the needed MSK does not exist, thisis considered asaMSK failure and the USIM abandons the function. The status
word '6A88' (Referenced data not found) is returned.

If the key validity data of the MSK indicates an invalidated MSK (i.e. SEQI is greater than SEQu) then the USIM
returns the status word '6985' (Conditions of use not satisfied) and abandons the function. SEQI and SEQu are defined
in TS 33.246 [43].

Otherwise, the USIM performsthe MBM S Generation and Validation Function (MGV-F) as described in
TS 33.246 [43] using MSK.

If the USIM detects that the given MTK ID isinvalid, thisis considered as a SEQp freshness failure and the USIM
abandons the function. The status word '9865' (Key freshness failure) is returned.

If the integrity validation of the MIKEY message is unsuccessful, the USIM abandons the function and returns the
status word '9862" (Authentication error, incorrect MAC).

After successful MGV _F procedure the USIM stores the Time Stamp field (retrieved from the MIKEY message) as the
Time Stamp Counter (TS) associated with the involved MSK under EFy s«

The USIM also stores MTK ID (retrieved from the MIKEY message) as the SEQI associated with MSK.
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Then, the USIM returns MTK and Salt key (if Salt key is available).
Input:
- MIKEY message
Output:
- MTK and Sdt (if available).

7.1.1.9 MBMS security context (MSK Deletion Mode)
USIM operationsin MBMS security context are supported if service n°69 is"available".

The USIM receives the Key Domain ID and the Key Group part of the MSK ID. The USIM shall identify in the EFy s
the record containing MSK 1Ds having this Key Domain ID and Key Group part.

If no record isidentified, the USIM abandons the function and returns the status word '6A88' (Referenced data not
found).

If arecord isfound, the USIM shall delete all corresponding MSKs and set to 'FF' the bytes of this record.
Input:

- Key Domain ID, MSK ID Key Group part
Output:

- None.

7.1.1.10 MBMS security context (MUK Deletion Mode)
USIM operationsin MBMS security context are supported if service n°69 is "available".
The USIM shall identify in EFyuk the record containing the received MUK ID.

If no record isidentified, the USIM abandons the function and returns the status word '6A88' (Referenced data not
found).

If arecord isfound, the USIM shall delete the corresponding MUK and set to 'FF' the bytes of this record. If a
corresponding Ks_int_ NAF key is present (i.e. with the same NAF_ID), it shall be deleted and its corresponding record
in EFggan. shall be set to 'FF'. In case the corresponding Ks key is present (i.e. with the same B-TID), it shall be deleted
and the content of EFggagp shall be set to 'FF'.

Input:
MUK ID TLV
Output:
- None
7.1.1.11 Local Key Establishment security context (Key Derivation mode)

USIM operations in this security context are supported if service n°68 and service n°76 are "available".

The USIM receives the NAF_ID corresponding to the NAF Key Centre, the Terminal_ID, the Termina_appli_ID, the
UICC_appli_ID, RANDX, the Counter Limit value and the MAC as described in TS 33.110 [47].

The USIM usesthe NAF_ID to identify the Ks_int. NAF associated to the NAF Key Centre. If no valid Ks_int. NAF is
available, thisis considered as a Key Establishment failure and the USIM abandons the function. The status word
'6A88' (Referenced data not found) is returned.
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If the Ks_local key derivation is not authorized by the local UICC policy (e.g. Termina_appli_ID/UICC _appli_ID
association not authorized or Terminal_ID value not authorized), the USIM abandons the function. The status word
'6985' (Conditions of use not satisfied) is returned.

Otherwise, the USIM retrieves the appropriate Ks_int NAF, derivesKs local asdescribed in TS 33.110 [47]. The
USIM verifiesthe MAC value received from the Terminal as described in TS 33.110 [47]:

- If the verification is unsuccessful, the USIM abandons the function and returns the status word '9862'
(Authentication error, incorrect MAC).

- If the verification is successful, the USIM stores Ks_local and associated parameters Terminal_ID,
Termina_appli_ID, UICC_appli_ID, RANDx and the Ks_local Counter Limit. The USIM returns the Local Key
Establishment Operation Response TLV (indicating a successful Key Derivation operation) and a response
MAC, which is derived as described in TS 33.110 [47].

The minimum number of Local keysthat can be stored by the USIM shall be defined by the service provider at the pre-
issuance of the card.

In case the maximum number of Local Key was already reached or there is not enough available memory in the USIM,
the USIM shall overwrite aLoca Key and its associated data in order to store the new one. To determine the Ks local
to overwrite, the USIM shall construct alist of Ks local identifiers by storing in thelist first position the Ks_local
identifier of the last used or derived Ks local and by shifting down the remaining list elements. The last Ks local
identifier in thislist corresponds to the Ks_local to overwrite when the USIM runs out of free memory or when the
maximum number of Ks_local keysisreached. If an existing Ks_local in use is overwritten, the application using

Ks local shal not be affected.

Input:

- Loca Key Establishment Mode (Key Derivation mode), Counter Limit, request MAC, Key Identifier (i.e.
NAF_ID, Termina_ID, Terminal_appli_ID, UICC_appli_ID, RANDX)

Output:

- Key Derivation operation status, response MAC.

7.1.1.12 Local Key Establishment security context (Key Availability Check mode)
USIM operationsin this security context are supported if service n°68 and service n°76 are "available".

The USIM receives aKs local identifier. The USIM checksif a corresponding valid Ks_local isavailable. If avalid
Ks local key isavailable the Local Key Establishment Operation Response TLV (indicating a successful Key
Availability Check operation) is returned. In case no valid Ks_local key is available the command fails and the status
word '6A88' (Referenced data not found) is returned.

Input:

Local Key Establishment Mode (Key Availability Check mode), Key identifier (i.e. NAF_ID, Terminal_ID,
Termina_appli_ID, UICC_appli_ID, RANDX).

Output:
- Key Availability Check Operation Status.

7.1.2 Command parameters and data

This command can be used with an EVEN or an ODD instruction (INS) code. The EVEN instruction code can be used
when the challenge data provided by the terminal is not TLV encapsulated data and the length of the challenge data
provided by the terminal isless than 256 bytes.

The ODD instruction code shall be used with the security context specified in table 2, when challenge and response data
isTLV encapsulated regardless of their length. Terminals and UICCs that do not support security context requiring
TLV format (e.g. MBMS), do not have to support AUTHENTICATE command with ODD instruction code.
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EVEN INS code

Code Value
CLA  |As specified in TS 31.101 [11]
INS  ['88'

P1 '00'

P2 See table 1 below

Lc See below
Data [See below

Le '00', or maximum length of data expected in

response

Parameter P2 specifies the authentication context as follows:

Table 1: Coding of the reference control P2

Coding Meaning
b8-b1l
"1------ ' Specific reference data (e.g. DF
specific/application dependant key)
fomeme XXX Authentication context:

000 GSM context

001 3G context

010 VGCS/VBS context
100 GBA context

All other codings are RFU.

ODD INS code

The authentication data and the authentication response data are encapsulated in BER-TLV objects structured using tag
73 for BER-TLV structured data and tag '53' otherwise.

How this command can chain successive blocks of authentication data, or authentication response datais described in
TS31101[11].

If P1lindicates"First block of authentication data' or "Next block of authentication data":

Input:
- Authentication data encapsulated in aBER-TLV data object.
Output:
- None.
Code Value
CLA  |As specified in TS 31.101 [11]
INS ‘89"

P1 As specified in TS 31.101 [11]

P2 See table 2 below

Lc Length of the subsequent data field
Data  |Authentication related data

Le Not present

If Plindicates"First block of authentication response data" or "Next block of authentication response data':

Input:
- None.

Output:
- Authentication response data encapsulated in a BER-TLV data object.
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Code Value
CLA  |As specified in TS 31.101 [11]
INS '89'

P1 As specified in TS 31.101 [11]

P2 See table 2 below

Lc Not present

Data

Not present

Le Length of the response data

Parameter P1 is used to control the data exchange between the terminal and the UICC as defined in TS 31.101 [11].

Parameter P2 specifies the authentication context as follows:

Table 2: Coding of the reference control P2

Coding Meaning
b8-bl
e ' Specific reference data (e.g. DF specific/application dependant key)
femeee XXX Authentication context:
101 MBMS context
110 Local Key Establishment mode

All other codings are RFU.

Command parameters/data:

7121 GSM/3G security context

Byte(s) Description Length

1 Length of RAND (L1) 1

2to (L1+1) RAND L1

(L1+2) Length of AUTN (L2)  (see note) 1

(L1+3) to AUTN (see note) L2

(L1+L2+2)
Note: Parameter present if and only if in 3G security context.

The coding of AUTN isdescribed in TS 33.102 [13]. The most significant bit of RAN