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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword

This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document is part of a TS-family covering the 3" Generation Partnership Project; Technical Specification
Group Services and System A spects; Telecommunication management; as identified below:

32.121: Advanced Alarm Management (AAM) Integration Reference Point (IRP): Requirements;

32.122:  Advanced Alarm Management (AAM) Integration Reference Point (IRP): Information Service
(19);

32.126:  Advanced Alarm Management (AAM) Integration Reference Point (IRP); Solution Set (SS) definitions.

The Itf-N interface is built up by a number of IRPs and a related Name Convention, which realize the functional
capabilities over thisinterface. The basic structure of the IRPsis defined in 3GPP TS 32.150 [1].

A single network fault may generate a large number of alarms over space and time. In alarge and complex network,
simultaneous network faults may occur, causing the network operator to be flooded with high volume of alarms.
The high volume of alarms, typically the one received by an | RPManager viatheget Al ar mii st or alarm
notifications of Alarm IRP specification, greatly inhibits the operator ability to quickly identify and locate the
responsible network faults. AAM IRP isintended to provide methods to improve this situation.

ETSI
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1 Scope

The purpose of Advanced Alarm Management (AAM) IRP isto define an interface through which an | RPManager
can categorize alarm notifications.

The present document is the Information Service of AAM. It defines, for the purpose of categorizing alarm
notifications, the information observable and controlled by management system's client and it also specifiesthe
semantics of the interactions used to carry this information.

2 References

The following documents contain provisions that, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Rel ease as the present document.

[1] 3GPP TS 32.150: " Telecommunication management; Integration Reference Point (IRP) Concept
and definitions”.

2] 3GPP TS 32.102: "Telecommunication management; Architecture”.

[3] 3GPP TS 32.302: " Telecommunication management; Configuration Management (CM);
Notification Integration Reference Point (IRP): Information Service (1S)".

[4] 3GPP TS 32.121: "Telecommunication management; Advanced Alarm Management Reference
Point (IRP): Requirements”.

[5] void.

[6] 3GPP TS 32.622: " Telecommunication management; Configuration Management (CM); Generic

network resources Integration Reference Point (IRP): Network Resource Model (NRM)".

[7] 3GPP TS 32.312: "Telecommunication management; Generic Integration Reference Point (IRP)
management; Information Service (19)".

[8] 3GPP TS 32.602: "Telecommunication management; Configuration Management (CM); Basic CM
Integration Reference Point (IRP): Information Service (SS)".

[9] 3GPP TS 32.662: " Telecommunication management; Configuration Management (CM); Kernel
CM; Information service (1S)".
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3 Definitions and abbreviations
3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:
IRP: See 3GPP TS 32.150 [1].

| RPAgent : See 3GPP TS 32.150[1].

| RPManager : See 3GPP TS 32.150 [1].

Alike Alarm: Two alarms are considered alike, if the corresponding aarm notifications are issued by the same object
instance with the same al ar nTType, same per cei vedSeveri ty, samepr obabl eCause and same
speci fi cProbl em(if present).

L ower Edge of Time Window: The point in time which determines the begin of atime span.

Upper Edge of Time Window: The point in time which determines the end of atime span.

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAM Advanced Alarm Management
AAMRule Advanced Alarm Management Rule
CM Configuration Management

EM Element Manager

I0C Information Object Class

IRP Integration Reference Point

IS Information Service

Itf-N Interface N

MIB Management Information Base

NE Network Element

ETSI



3GPP TS 32.122 version 15.0.0 Release 15 8

ETSI TS 132 122 V15.0.0 (2018-07)

4 System overview

4.1 System context

The general definition of the System Context for the present IRP isfound in 3GPP TS 32.150 [1], clause 4.7.

In addition, the set of related IRP(s) relevant to the present IRP is shown in figures 4.1-1 and 4.1-2.

IRPManager

NM

IRPAgent

NEs

EM

| tf:\l\ Advanced Alarm

Management IRP

Figure 4.1-1: System Context A

IRPManager

NM

IRPAgent

NE

| f;\ Advanced Alarm
t- Management |RP

Figure 4.1-2: System Context B

ETSI



3GPP TS 32.122 version 15.0.0 Release 15 9 ETSI TS 132 122 V15.0.0 (2018-07)

5 Information Object Classes
5.1 Imported information entities and local labels
Label reference Local label
3GPP TS 32.622 [6], information object class, Top Top
3GPP TS 32.312 [7], information object class, managedGeneri cl RP |managedGeneri cl RP
3GPP TS 32.622 [6], information object class, | RPAgent | RPAgent
5.2 Class diagram

5.2.1  Attributes and relationships

This clause depicts the set of |OCs that encapsulate information within the AAM IRP. The intent isto identify the
information required for the AAM IRP implementation of its operations and notification emission.

This clause provides the overview of all Information Object Classesin UML.

Subsequent clauses provide more detailed specification of various aspects of these Information Object Classes.

<<InformationObjectClass>>
AdvancedAlarmManagementiRP

»
\/ 0.

<<InformationObjectClass>>

AdvancedAlarmManagementRule

aAMRuleldentifier
aAMRuleType
aAMRule ParameterList
filter

Figure 5.2.1-1: Class Diagram
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5.2.2 Inheritance

This clause depicts the inheritance relationships that exist between Information Object Classes.

<<InfomationObjectClass>>
ManagedGenericlRP
(from 32.622)

<<InfomationObjectClass>>

AdvancedAlarmManagementiRP

Figure 5.2.2-1: Inheritance Diagram

ETSI
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5.3 Information Object Class definitions

5.3.1 advancedAl ar mvanagenent Rul e
5.3.11 Definition
5.3.1.11 General Definition

Thisinformation object represents an AAM Rule object instance.
An AdvancedAl ar mvanagenent Rul e isfully identified by its distinguished name.
It inherits from |OC top.

An AAM Ruleisaway for the| RPManager to define which alarms/ alarm clearings deliver significant or
insignificant information (significant seen with the eyes of thel RPManager ) and to tell the | RPAgent not to send
theinsignificant alarms/ alarm clearings.

AAMRules will not screen out all insignificant alarms/alarm clearings, but contribute to enable the network operator to
reduce the number of reported alarms to a reasonable and manageable level.

The choice of rule/s may depend on the type of alarm, the environment, the time of day and many more.

To avoid screening of alarms which might be important for the network operator, the user of AAM rules should apply
AAMrules with careful consideration and appropriate setting of parameters.

An AAM Ruleinstanceisfully identified by its DNdistinguished name. A Rule instance carries, among other things,
the identification of the Rule type called AdvancedAl ar mvanagenent Rul eType. Of these there exist the
following:

- ThresholdRule

- TransentRule

ToggleRule
- VendorSpecificRule

See Annex A for the description of the above Rules.

531.2 Attributes

Attribute name Support Qualifier |[Read Qualifier |Write Qualifier
advancedAl ar mvanagenent Rul el denti fi er
advancedAl ar mvanagenent Rul eType
advancedAl ar mvanagenent Rul ePar anet er Li st
filter

<KL
EE

5.3.2 advancedAl ar mvanagenent | RP
5.3.2.1 Definition

Thisinformation object represents an AAM IRP. It inherits from |OC managedGenericl RP.
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54 Information relationships definition

54.1 relation- AdvancedAl ar mvanagenent | RP- AdvancedAl arm
Managenent Rul e (M)

54.1.1 Definition

This relationship defines the relationship between an AdvancedAl ar mvanagenent | RP and an
AdvancedAl ar mvanagenent Rul e instance.

54.1.2 Roles

Name Definition

t heAdvancedAl ar mvanagenent Rul e |This role represents an AAM Rule. It can be played by instances of IOC
advancedAl ar m ngRul e

t heAdvancedAl ar mvanagenent | RP  |This role represents the AAM IRP which an | RPManager uses. It is played
by instances of IOC advancedAl ar mManagement IRP

54.1.3 Constraints
None
55 Information attributes definition

This clause defines the semantics of the Attributes used in Information Object Classes.

5.5.1 Definitions and legal values

Attribute Name Definition Legal
Values
advancedAl ar mvanagenent Rul el denti fi er This attribute identifies uniquely an AAM Rule base |String

object instance
advancedAl ar mvanagenent Rul eType This attribute indicates the type of AAM Rule this String
instance represents.
advancedAl ar mvanagenent Rul ePar amet er Li st |This attribute identifies parameters and values of N/A
this AAM Rule
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6 Interface Definition

6.1 Class diagram representing interfaces

<<InfomationObjectClass>>
AdvancedAlarmManagementiRP

v

<<Interface>>

AdvancedAlammManagementiRPOperation_1

activateAAMRule()
deactivateAAMRule()
getAAMRules()

Figure 6.1-1: Class Diagram for AdvancedAlarmManagementIRPOperation_1 Interface
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6.2 AAMIRPOperation_1 Interface (M)
6.2.1 Scope

Thisinterface defines methods for the | RPManager to request the | RPAgent for alarm notifications of significant
information (significant from the | RPManager ’s perspective).

The definition of insignificance is determined by the | RPManager . The choice of AAM Rule/s may depend on the
type of alarm, the environment, the time of day and many more.

Animplementation can claim compliance to this IRP if it supports at |east one of the AAMRul es, i.e. one of the
operations defined in clause 6.2.2 up to and including clause 6.2.5, and the mandatory operations defined in this
interface.

6.2.2 Operation act i vat eAAVRul e (M)

6.2.2.1 Definition

This operation allowsthe | RPManager to request the | RPAgent to activate an AAM rule.
6.2.2.2 Input parameters

6.2.2.2.1 Generic Input parameters

Parameter Name Qualifier|Information Comment
type
aAMRul eType M N/A This corresponds to attribute

advancedAl ar mvanagenent Rul eType of

advancedAl ar mvanagenent Rul e (see 5.3.1.2)

Values: Thr eshol dRul e, Tr ansi ent Rul e, Toggl eRul e,
Vendor Speci fi cRul e

aAMRul ePar anet er Li st M N/A This corresponds to attribute
advancedAl ar mivanagenent Rul ePar anet er Li st of
advancedAl ar mvanagenent Rul e (see 5.3.1.2)

Content depends on value of
advancedAl ar mvanagenent Rul eType

filter M N/A This corresponds to attribute fi | t er of

advancedAl ar mvanagenent Rul e (see 5.3.1.2)

Carries a filter constraint. It can e.g. comprise obj ect d ass,
obj ect I nstance, al arnifype, probabl eCause,
percei vedSeverity, specificProblem

6.2.2.2.2 Content of Input parameter aAMRul ePar anet er Li st depending on value
of aAVRul eType

6.2.2.2.2.1 aAMRul eType = Threshol dRul e

Parameter Name Qualifier| Information Comment
type
al ar n0ccur enceThr eshol d M N/A value >0
sl i di ngTi meW ndow M N/A Unit: minutes

6.2.2.2.1.2 aAMRul eType = Transi entRul e

Parameter Name|Qualifier| Information Comment
type
ti meSpan M N/A Unit: minutes
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6.2.2.2.2.3 aAMRul eType = Toggl eRul e

Parameter Name Qualifier| Information Comment
type
al ar mOccur enceThr eshol d M N/A value>0
sl i di ngTi meW ndowToggl i ngStarted M N/A Unit: minutes
sl i di ngTi meW ndowToggl i ngSettl ed M N/A Unit: minutes

6.2.2.2.2.4 aAMRul eType = vendor Speci fi cRul e

Parameter Name Qualifier|Information type|Comment
vendor specific paranmeters| N/A |N/A N/A
6.2.2.3 Output parameters
Parameter Name |Qualifier Matching Information Comment
aAMRul el dentifier M N/A See §5.5.1
status M ENUM (Success, Failure, aAVRul eAl readyActive)
6.2.2.4 Pre-condition
AAM sSupport ed
Assertion Name Definition

aAM sSupport ed |The AAM functionality is supported by the | RPAgent .

6.2.2.5 Post-condition
AAMRul el sAppl i ed

Assertion Name Definition
aAMRul el sAppli ed |The AAM rule is applied. For the consequences see the definitions in Annex A.

6.2.2.6 Exceptions

Name Properties

operation_failed [Condition: the pre-condition is false or the post-condition is false.
Returned Information: The output parameter status.

Exit state: Entry state.
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6.2.3  Operation get AAMRul es (M)
6.2.3.1 Definition
This operation alows an | RPManager to request from the | RPAgent alist of activated AAMRuUI es.

6.2.3.2 Input parameters

None

6.2.3.3 Output parameters

Parameter |Qualifier Matching Information Comment
Name
aAMRul eLi st M LIST of aAMRul el nst ance {

aAMRul el nst ance

LIST OF {

aAVRul el denti fi er,
aAMRul eType,

aAMRul ePar anet er Li st
filter

}

aAMRul eType

ENUM (

t hr eshol dRul e,
toggl eRul e,

transi ent Rul e,
vendor Speci fi cRul e

)

aAMRul ePar anet er Li st :
Content type depends on the value of
aAMRul eType (see §6.2.2)

St at us M ENUM (Success, Failure) If no rule is defined, an empty
advancedAl ar mvanagenent

Rul eLi st a shall be delivered and
st at us==Success.

6.2.3.4 Pre-condition
None
6.2.3.5 Post-condition

al | Acti veAdvanceAl ar mvanagenent Rul esAreDel i ver ed

Assertion Name Definition
al | Acti veAl ar mvanagenent Rul esAr eDel i ver ed |All active AAMrules are listed in the output.

6.2.3.6 Exceptions

Name Properties
operation_failed [Condition: the pre-condition is false or the post-condition is false.
Returned Information: The output parameter status.
Exit state: Entry state.
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6.2.4  Operation deact i vat eAAMRul e (M)
6.2.4.1 Definition

This operation alows an | RPManager to request the | RPAgent to deactivate one or all activated AAMRul es.

Deactivated rules are not visible for the | RPManager .

6.2.4.2 Input parameters
Parameter Name Qualifier| Information Comment
type
advancedAl ar mvanagenent Rul el denti fi er M See 32.302 |If this parameter contains no information,
[3] then all active AAM Rules shall be
deactivated.
6.2.4.3 Output parameters
Parameter | Qualifier Matching Information Comment
Name
status M ENUM (Success, If input parameter
Speci fi edRul eNot Exi sti ng, advancedAl ar mvanagenent Rul el dentifier is
Fai | ure) present and no such rule exists, then st at us==

Speci f i edRul eNot Exi sti ng.
If input parameter
advancedAl ar mvanagenent Rul el denti fi er is not
present and no rule is defined, then
st at us==Success.

6.2.4.4 Pre-condition

None

6.2.4.5 Post-condition

al | O Speci fi edActi veAdvanceAl ar mvanagenent Rul esAr eDeact i vat ed

Assertion Name Definition
al | Or Speci fi edActi veAdvanceAl ar mvanagenent Rul esAr eDeact i vat ed |Depending on the input all or only
the specified active AAM Rule
are/is deactivated

6.2.4.6 Exceptions

Name Properties
operation_failed [Condition: the pre-condition is false or the post-condition is false.
Returned Information: The output parameter status.
Exit state: Entry state.
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Annex A (normative):
Advanced Alarm Management Rules

A.l General

It is not recommended to have several AAMRules applicable at one time for one event. However, if YyyFunct i on
supports and allows it, then it is vendor specific which AAMRule is applied or not.

An AAMRule (caled Rule hereafter) contains multiple elements.

Thefirst element (subSect i on titled: Criterion to determine alike alarm) is a criterion used to determine if an alarm
is classified as ‘alike’ or "not alike". If the alarm is not-alike, then the alarm is not subject to further scrutiny
(processing) by the Rule, i.e. it would be processed asif thereisno Rulein effect. Thel RPManager specifies such
criterion in an input parameter named filter in various relevant AAM operations.

The second element (subSection titled: Treatment of alike alarm) is the algorithm to determine if
a) Analike alarm should be reported as one aarm (i.e. it isasignificant alarm) or
b) The alike alarm should be suppressed (i.e. it is an insignificant alarm).

When asignificant alarm isidentified, the algorithm also determines:

a) Thetime when the notifyNew/Changed/ClearedAlarm of this significant alarm should be sent to | RPManager
and

b) The value of dlarmRaisedTime, alarmChangedTime and alarmClearedTime parameters in the relevant
notifyNew/Changed/ClearedAlarm of this significant alarm.

The third element (subSection titled: Relationto Log and Al ar niLi st ) specifies which alarms shall enter into Log of
LoglRPand Al ar nLi st of AlarmIRP.

Each of the following subsections defines a Rule using the three-element description outlined above.

For each Rule, illustration samples, using symbols shown below, are given (titled: Samples). Thethick horizontal line
indicates atime-line. The dotted double-arrow line indicates atime parameter, if applicable. The‘? box indicates the
alarm under investigation. The |eft-edge of a box corresponds to the alarmRaisedTime while the right-edge corresponds
to the dlarmClearedTime. So, the horizontal span of a box indicates the alarm active time span.

v
—+

Figure A.1-1: Sample diagram notations

Sometimes, a shaded box is drawn below the time line asbelow. Such shaded box indicates the identification of a
significant alarm (to be reported alarm).

The left-edge of the box indicates the time when the corresponding alarm notification is sent out. Thisemissiontimeis
not necessarily identical to the alarmRai sed/ChangedTime within the alarm notification.

The right-edge of a box indicates the time when the corresponding alarm clearing notification is sent out. This emission
timeis not necessarily identical to the alarmClearedTime within the alarm notification.
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v
—+

Figure A.1-2: Sample diagram notations

For each Rule, use cases are given (subSection titled: Example for Use cases).

For some Rules exception handling is defined (subSection titled: Exception Handling).
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A.2 AAM Rules
A.2.1 Threshold Rule

A.2.1.1 Parameters

This Rule has three parameters, namely, theal ar mOccur enceThr eshol d (called N here), the
sl i di ngTi meW ndow (called T here) and filter.

A.2.1.2 Criterion to determine alike alarm

Thefilter parameter carries values for obj ect | nst ance, al arniType, perceivedSeverity,
pr obabl eCause andspeci fi cProbl em If theaarm under investigation (e.g. the box witha*? in the sample
below) carries the same values, then it is considered ‘alike’ otherwise, "not-alike".

A.2.1.3 Treatment of alike alarm
Starting value for Lower Edge of Time Window is the activation time of the threshold rule.
Test an alike alarm.

When a new alarm matches the filter, then Lower and Upper Edge of Time Window and count are newly determined:
Upper Edge of Time Window becomes the time of the new alarm.

Lower Edge of Time Window becomes either the time of the current Lower Edge of Time Window or the time of the
new alarm minus the default size T of the time window, whichever of these two timesis later.

The count is the number of alarms between Lower and Upper Edge of Time Window (including the new alarm).
If the count reaches the threshold N, then the alarm is considered as significant and the Lower Edge of Time Window
becomes the time of the alarm.

For anot reported alarm no not i f yCd ear edAl ar mshall be sent.

Not i f yCl ear edAl ar s for alarms which were reported to the | RPManager before the activation of the threshold
rule shall not be suppressed.

Table A.2.1.3-1 shows the emission times of the various related to a significant alarm.

Table A.2.1.3-1: Significant alarm emission time for Threshold Rule

Reported alarm types | Emission (to IRPManager) times of a reported alarm
noti f yNewAl arm Immediately after the alarmRaisedTime.

not i f yChangedAl ar m | Immediately after the alarmChangedTime.

noti fyCd ear edAl ar m | Immediately after the alarmClearedTime

Table A.2.1.3-2 shows the time related parametersin significant alarm.

Table A.2.1.3-2: Significant alarm time parameters for Threshold Rule

Parameters of the Reported alarm Parameter values

al ar nRai sedTi ne Same value as that carried in the alike alarm.

al ar mChangedTi ne Same value as that carried in the alike alarm.

noti fyd ear edTi me Same value as that carried in the alike alarm.

alarm d Same value as that carried in the alike alarm. | A.2.1.4

Relation to Log and AlarmList

The alike alarms enter the Log. The significant alarms enter the Al ar nrLi st .
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A.2.1.5 Samples

= T
N 3 @ rrEEE IR IR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESE »
?
> 1
FigureA.2.1.5-1: Threshold Rule illustrations — insignificant alarm
= T
N=3 S O >
?
> 1
FigureA.2.1.5-2: Threshold Rule illustrations — insignificant alarm
= T
N R SR >
?
> 1

FigureA.2.1.5-3: Threshold Rule illustrations — significant alarm

A.2.1.6 Example for Use cases

Thet hr eshol dRul e can be used to screen out alarms which are only important if they appear repeatedly, e.g. if an
alarm which is self-healing comes back again and again,
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A.2.2 Transient Rule

A.2.2.1 Parameters

This Rule has two parameters, namely, the minutesAtL eastActive (called T here) and filter.

A.2.2.2 Criterion to determine alike alarm

The filter parameter carries values for objectinstance, alarmType, perceivedSeverity, probableCause and
specificProblem. If the alarm under investigation (e.g. the box with a‘? in the sample below) carries the identified
parameters and having the same values, then it is considered ‘alike’ otherwise, "not-alike".

A.2.2.3 Treatment of alike alarm

Takean adlikeadarm. If it'speriod issmaller than T, then it isan insignificant alarm; otherwise, it isa significant alarm.
For a not reported alarm no notifyClearedAlarm shall be sent.

NotifyClearedAlarms for alarms which were reported to the | RPManager before the activation of the transientRule
shall not be suppressed.

Table A.2.2.3-1 shows the emission times of the various related to significant alarm.

Table A.2.2.3-1: Significant alarm emission time re: Transient Rule

Reported alarm type Emission (to | RPManager ) times of an Reported alarm
not i f yNewAl arm Immediately after the alarmRaisedTime plus T.
noti f yChangedAl arm Immediately after the alarmChangedTime plus T.
notifyd earedAl arm Immediately after the alarmClearedTime

Table A.2.2.3-2 shows the time related parameters in significant alarm.

Table A.2.2.3-2: Significant alarm time parameters re: Transient Rule

Parameters of the Reported alarm Parameter values

al ar nRai sedTi ne Same value as that carried in the alike alarm.
al ar mChangedTi e Same value as that carried in the alike alarm.
noti fyd earedTi nme Same value as that carried in the alike alarm
alarmd Same value as that carried in the alike alarm.

A.2.2.4 Relation to Log and AlarmList

The alike alarms enter the Log. The significant alarms enter the Al ar i st .
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A.2.2.5 Samples

Here are two samples. Oneis a not-to-be reported alarm while the other is a significant alarm.

= T
N 3 @rrnnnnnan EEssmEEssssssmEEEEEEEnn ap
?
> {
Figure A.2.2.5-1: TransientRule lllustrations — insignificant alarm
= T
N 3 @rrnnnnnan EEssmEEssssssmEEEEEEEnn ap
?
> {

Figure A.2.2.5-2: TransientRule lllustrations — significant alarm

A.2.2.6 Example for Use cases

The transientRule can be used to screen out alarms which usually are of temporarily nature.
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A.2.3 Toggle Rule

A.2.3.1 Parameters

This Rule has 4 parameters, namely, the filter, the alarmOccurenceT hreshold (called N here), the
didingTimeWindowTogglingStarted (called T1 here) and dlidingTimeWIndowT ogglingSettled (called T2 here).

A.2.3.2 Criterion to determine alike alarm

The filter parameter carries values for objectinstance, alarmType, perceivedSeverity, probableCause and
specificProblem. If the alarm under investigation (e.g. the box with a‘? in the sample below) carries the identified
parameters and having the same val ues, then it is considered ‘alike’ otherwise, "not-alike".

A.2.3.3 Treatment of alike alarm

1. Starting values:

Starting value for Lower Edges of Time Windows for Toggling Started/Settled is the activation time of the toggle rule.
Starting value for the count is zero.
At the beginning al alarms are "non-toggling"”

2. To do when alike alarm was identified

When a notifyNew/Changed/ClearedAlarm event matches the filter, then Lower and Upper Edge of the Time Window
TogglingStarted/Settled and count are newly determined:

2.1. Determine Time Window TogglingStarted
Upper Edge of Time Window TogglingStarted becomes the time of the event.
Lower Edge of Time Window TogglingStartedbecomes the time of the event minus the size T1 of the time window.

2.2. Determination of "toggling" (via count)

The count is the number of alike alarms between Lower and Upper Edge of Time Window TogglingStarted (including
the new alarm).

If the count is above or equal to the threshold N and the event was a notifyNewAlarm and the alarm was " non-
toggling", then the notifyNewAlarm is sent and the alarm is considered as "toggling”, with the consequence that further
aike notifyNew/Changed/Alarm events are regarded as not significant, until the alarm is considered as "non-toggling"

again.

2.3.Determine Time Window TogglingSettled

If thealarm is "non-toggling", then there is no need to determine Upper and Lower Edge of Time Window
TogglingSettled.

If the alarmis"toggling"”, then:

Upper Edge of Time Window TogglingSettled becomes the time of the new event plus the size T2 of the Time Window
TogglingSettled .

Lower Edge of Time Window TogglingSettled becomes the time of the new alarm .

3. Return to non-toggling

If the time reaches the Upper Edge of Time Window TogglingSettled, then the alarm is considered as "non-toggling",
i.e. alike alarms are regarded as significant.

If the last event was a notifyChanged/ClearedAlarm, then the change to "non-toggling” triggers the emission of the
related notification.
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Table A.2.3.3-1 shows the emission times of the various related to significant alarm.

Table A.2.3.3-1: Significant alarm emission time re: Toggle Rule

Reported alarm types Emission (to IRPManager) times of an Reported alarm

noti f yNewAl arm Immediately after the alarmRaisedTime

not i f yChangedAl ar m | Immediately after the alarmChangedTime [Remark: If the alarm is toggling state, then the
notifyChangeAlarm is dropped (not significant).]

notifyd earedAl arm| Immediately after the alarmClearedTime+T2 of the last alike dlarm , if alarmClearedTime
is earlier than alarmRaisedTime+T2

or

immediately after the alarmClearedTime of the last alike alarm, if this time is later than or
equal to alarmRaisedTime+T2

Table A.2.3.3-2 shows the time related parameters in significant alarm.

Table A.2.3.3-2: Significant alarm time parameters re: Toggle Rule

Parameters of the Reported alarm Parameter values

al ar mRai sedTi ne Same value as that carried in the alike alarm.

al ar mChangedTi e Same value as that carried in the alike alarm.

notifyd earedTi nme Same value as that carried in the last alike alarm.

alarmd Same value as that carried by the first member of a sequence.

A.2.3.4 Relation to Log and AlarmList

The alike alarms enter the Log. The significant alarms enter the Al ar i st .

A.2.3.5 Samples

The samples below use N=3.

N=3 T1

D 'S @ rrrnrsssssnEsannnnnnn 'S

v
—

Figure A.2.3.5-1: Toggle Rule illustration 1
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T2
_ @rrsssssssasssEEasEnEEnnnn »
N=3 DT -.I:.;I'......y
?
> 1
Figure A.2.3.5-2: Toggle Rule illustration 2
T2
—_ @rrrassssssssEEEEsEEEEEEEn »
N=3 @ rnnnanan -.l:..l......y
?
> {
Figure A.2.3.5-3: Toggle Rule illustration 3
N=3 PRI S
?
> 1

Figure A.2.3.5-4: Toggle Rule illustration 4

A.2.3.6 Example for Use cases

The toggleRule can be used to take some burden from alarm management for cases where an alarm comes and goes
back and forth, e.g. because of some entity isin a swinging state.

A.2.3.7 Exception Handling

The Toggle Rule can potentially group multiple alike alarms together to form one significant alarm. If the process
executing the Rule misses the alarm clearing time of one member of a group, then this can have the following
consequences:
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If aclearing of one of the alike alarms during the toggling state is missed (green box in Figure A.2.3.7-1), then the
significant alarm would also not be cleared (pink box continuing the dark grey in the same figure). This can be avoided
if thefilter isset in away that only alarms of one instance will passit and if always the latest notifyClearedAlarms
triggersthe start of T2.

Missed
notifyClearedAlarm T2

N=3 T1 @rresnnsnnnnnnnns armnannua)

D > 2

\ 4
o~

Figure A.2.3.7-1: Exception handling example

A.2.4 Definition of vendor specific rule

It is possible to implement vendor specific AAMRuUl es. No specific definitions are supplied here.
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A.3 Relation of Rule and Notification filter
This clauseillustrates the relation between the AAM capabilities and the Notificationl RP and AlarmIRP.

The following diagram illustrates the case when AAM capabilities are not deployed. The "1, 2.. 6" indicates 6 alarms.
They will be logged and they would appear inthe Al ar mLi st . The Notificationl RP supported a filter F1.

Thel RPManager , inthis case, receives "1, 3" where ‘2, 4, 5, 6" were discarded because of Notification filter F1isin
effect.

mn —-1,3—»

1
NotificationlRP  41,2.3456— AlarmIRP |«—1,23456—

1,2,3,4,56 1,2,3,4,5,6
Log - N AlarmList

Figure A.3-1: Deployment without AAM capabilities

The following diagram illustrates the case when AAM capabilities are deployed. The"1, 2.. 6" indicates 6 alarms.

They will belogged. Because of AAMRule R1 isin effect, the ™1,2...6" result in two significant alarms, A and B. The
A and B will appear in Al ar nLi st . They will also be broadcasted to | RPManager s subject to Notificationl RP filter
in effect. Inthe case below, the | RPManager would receive only A because Notification IRP filter F2 isin effect.

A

¥
— F2 — e —
NotificationRP | «—AB— R1 AAMIRP —««—123456——
N
11213147576 A,B
Log AlarmList

FigureA.3-2: Deployment with AAM capabilities
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