ETS| TS 132 158 V17.9.0 (2024-10)

TECHNICAL SPECIFICATION

LTE;
S5G;
Management and orchestration;
Design rules for REpresentational State Transfer (REST)
Solution Sets (SS)
(3GPP TS 32.158 version 17.9.0 Release 17)

H°56

A GLOBAL INITIATIVE



3GPP TS 32.158 version 17.9.0 Release 17 1 ETSI TS 132 158 V17.9.0 (2024-10)

Reference
RTS/TSGS-0532158vh90

Keywords
5G,LTE

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from the
ETSI Search & Browse Standards application.

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format on ETSI deliver.

Users should be aware that the present document may be revised or have its status changed,
this information is available in the Milestones listing.

If you find errors in the present document, please send your comments to
the relevant service listed under Committee Support Staff.

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure (CVD) program.

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2024.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/Services/editHelp/Standards-development/Tracking-a-draft/Status-codes
https://portal.etsi.org/People/Commitee-Support-Staff
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3GPP TS 32.158 version 17.9.0 Release 17 2 ETSI TS 132 158 V17.9.0 (2024-10)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found under https.//webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
https://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 32.158 version 17.9.0 Release 17 3 ETSI TS 132 158 V17.9.0 (2024-10)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ... bbbt et h bt b b nE e b e b e e et bt e bt Rt e s e e e e e e eb e n e e ns 2
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 2
1= 11 o TSRS 5
1 o0 o< TP P URUP PRSPPSO 6
2 REFEIBINCES ...ttt a b b e sttt e £ e e et e e st e be e b e sE e benb et et e neenenneebeneen 6
3 Definitions and @DDreVILiONS..........coiieieeiee ettt 7
31 D= T aT] (0] TP P TR PRTUPTPPURRSI 7
3.2 ADDIEVIBLIONS ...ttt et bbbt a et e e e b e sh e e b e b e e he e s e e e e besheeb e e Rt e R e et e e e bt sheebenneeneennen 7
4 LTS 0T = I 1= 7
41 INfOrmMation MOGE!S @NU FESOUICTES. .......coueeeeeieiereiete sttt eee et eee sttt et sae e e st eseestesbesbesseeseeneenseneesaessesaeesesneeneensens 7
41.1 R0 ag= 0] g 10 e L= £SO 7
41.2 RESDUICES....... ettt ettt ettt et a ettt h et e bt e e he e e b et e she e e b et e eae e e eRe e e Sae e e abe e e sae e e emn e e sabeeemneesabeeenneesmreennneean 7
4.1.3 RESOUICE BICHELYPES ...ttt b e e b e e b et b bt e e bt s e et bt s b et eb e sae e b 8
4.1.4 Mapping of information MOJEISTO FESOUICES ..........eeiveeiieeieee ettt e e e et stesae e e saeenaeenne e 8
415 Usage Of iNfOrmation MOUEIS.........oceiiiiece e s e sttt e e e sreeseesaeesneesneenseennnans 8
4.2 Managed object naming and resource identifiCation ...........ccvecveceeiece e 8
42.1 V=120 <0 o) o =i 7= 0 oo PSS 8
4.2.1.0 DistinguiShed NamME (DIN) ......coueiieiie ettt e e te e s e e e steeaeenseesseeseessaeseenseeneeaneesnnesnes 8
4211 Global and [0Cal NAIMESPECES .......ccveeieeiieie e s st e re et e st e e e e teetessaesreeste e te e teensesaaesreesneesseenseenseans 9
422 RS0 TEw =R T L= o1 ) 1T 0= 1 o] o [P 9
4.2.3 MapPING Of DINSTO URIS......uiitiiiiiteieeeete ettt st b et b e et b e et et e e eb e s b e e ebeseeneere s 9
424 (@0 o= U PR S 10
4.3 M ESSAZE CONLENT FOMMBES........veeeeeitereeeeet ettt b e b bbb bbb s st b e bt eb e b ens 10
431 IMBOIALYIIES. ..ttt b bbb et b e s bt b e e ae bt s e e Rt bt e et bR Re b e et b et b n e 10
4.3.2 Response content format NEGOLIALTON.............ciriririei et 11
4.4 URI SITUCKUNE ...ttt st s et e Rt e et e e e eae e eR e e R e e R e e b e e e e saeesanesmeenne e reenneens 11
441 g1 d0o [0 (o] o FOO ST S U PRURTUPURPRRIN 11
4.4.2 URI structure for resources representing managed 0bjeCt iNSTaNCES.........cccvvvevveceeie e 11
4.4.3 URI structure for resources not representing managed object iNStanCes..........cccvccveveeeereeseevescesee e 13
4.4.4 Resource "../{ MNSNamME} {MNSV EFSION} " .......cceeiieieee e see st este e ee e e et e s et e e tesnaesneesneesnes 13
4.5 RESPONSE SLALUS COUES ......cveeieeteeeteete sttt sttt b etttk e e b bt e ekt b e st bt b s bt e et bt e e st bt b e e bt e e eb e b e ens 13
5 BaSiC AESIGN PALLEINS. ... .ccueeieiie ettt et e e s te s ae et e s teeatesbesreentesaeeseestesaeensestesneensestenneens 14
51 Design pattern fOr CrEating @ IESOUICE. ... ..cueutitieeuerteeetert ettt sttt st s bbbt b e bt s e bt s ese b b e e ene e eneens 14
511 Creating aresource with identifier creation by the MNS ProduCer ..........ccooeevineieninceneese e 14
5.1.2 Creating aresource with identifier creation by the MNS CONSUMES .........cccoecvvveeneeneeeee e 15
5.2 Design pattern fOr reading @ TESOUICE..........cevuieeeieeseesteeteeteseeseeseesteestesaeseesreesseenteessesseasseesseesseenseesesnensnes 15
53 Design pattern for UPAating @ FESOUICE. ........ccuteuiiieeiesteestee e eesaeseeseesreesaeeaessaesseesteebeesteeeesseesseenseensennensnes 16
54 Design pattern for del€ling @TESOUICE...........ccieiui ettt e st e e tesreesteesteesseeeenneeenes 17
55 Design pattern for SUDSCIHDE/NOLITY .........eoiiie et 17
551 (00001 o TSP P PP PSSP 17
552 SUDSCITPLION CIEALTON ...ttt ettt bbbt b e sb et b s b e e et e sbeneebesbennenea 17
553 SUDSCITPLION DEIBITON ...ttt b e bbb e bt b e b e b nnenea 18
554 N To 0] o= 1T T T =t g TS Lo o USRS 18
555 SUDSCITPLION FELFIEVEL ...t bbb bbbt b e b e s e b neenea 19
6 AdVANCEd AESIGN PALLEINS. ... .cveeeeitecieeie et cie sttt ste e e e eete s besae e tesaeesesteeseesbesteensestesreensesseeneensensens 19
6.1 Design pattern for scoping and filteriNg ........cc.ecieieeiieee et eeeneeenes 19
6.1.1 11 d0e [0 (o] o FOO TSP U O PPURTURURPRRN 19
6.1.2 Query ParameEters fOr SCOPING ... ccuueireeieriereeseesee st erteeteeeesree st e et e e teesteseesreesseesseenseesseeseasseessensseesesnsesnes 20
6.1.3 Query parameterS fOr filtEING .......ceii e b e 20
6.1.4 Construction rules for the response MeSSAgE DOAY ..........oieiieriiiieieeeeee e 22
6.2 Design patterns for attribute and attribute field SEECLION...........ooeiiiiie s 22

ETSI



3GPP TS 32.158 version 17.9.0 Release 17 4 ETSI TS 132 158 V17.9.0 (2024-10)

6.2.1 11 0o [ ') o TSP 22
6.2.2 Query parameters for attribute and attribute field SEleCtion............ccooereieeeceee e, 23
6.2.3 Construction rules for the response MeSSAgE DOY ..........ooeiiiriieiereeeree e 23
6.3 Design pattern for partially Updating @ FESOUICE. ..........c.eitirieiriirieieriere sttt 23
6.3.1 11 0o 1 ') o USRS 23
6.3.2 JSON MEIGE PAICN........eiieeeceece ettt ettt e et s e s s et e e te et e sstessaesaeesaeenseenseenseensennennnanseens 23
6.3.3 0SS O NN oo PR STS 25
6.4 Design patterns for patching MUILIPIE FESOUICES ........cueieeiieieerie e etestee s see e sreesse e eeseesreesne e seenseens 28
6.4.1 11 C0o (0o (o] o FOO USROS U PPTURURURPRRIN 28
6.4.2 3GPP JSON MEIGE PEICH ...ttt ettt et s bt ene bt en e besteneens 28
6.4.3 BGPP JSON PAICI.....c..cuiiiiictiities ettt b e b et e e se st e e e se s et eneenesaeneesesrennens 29
6.5 Design PaLtern fOr [IQE QUETTES .....ovieeeiieeieteie ettt ettt b et b et b et b s bbbt e 32
7 ReSOUrce repreSentation FOMMELS .........oiiierieieieeee ettt sbe st e 32
7.1 011 0o 1 1 o o PSR 32
7.2 BIe o =YL o o] = o SRS 32
7.3 [ = 0] o= £ 33
74 D= == = Y PRSP ROPPRTRR 33
75 T 0] e o] =" ot £ 33
7.6 =S 01U o o] o] = £ 34
1.7 Resource objects carried in data 0bjeCtS aNd @TaYS .......eccveeierieie st 34
8 REST SS SpeCifiCation tEMPIALE........ccv ittt esaesreseeeneeneenreas 35
Annex A (informative): EXAMPIES. ...t naenneas 40
Al EXample datamOE ..o et aa et e sre e reere s 40
A.2  RENEVA Of FESOUITES. ... .ceiieeeieieiieiiete ettt sttt b et st e b e st et et et seebesbe e bt st ene e st ebenbesbeneeneeneens 45
A21 Retrieval of asingle complete resource With HTTP GET .......ooviiii i 45
A.22 Attribute and attribute field selection 0N @ SINGIE FESOUICE ........cccvvecieeie et 46
A.2.3 Retrieval of multiple complete resources using scoping and filtering.........ccovecvecevie e scee s 47
A.24 LLBIOE QUETTES. ...ttt ettt ettt e bbb s bt s b £ e bbb e e R b e e e Rt e R e bt b e e et b e et nb e n e 57
A3 Crealion Of MESOUICES.......eueeeueetietirtestestestesteseesseseeseesessestestesbeseesseee e e st eseebesseabesbesbense e eneeseesenbesbeneenseneens 57
A31 Creation of aresource With HTTP PUT ..ottt st neeneas 57
A.3.2 Creation of aresource Wit HTTP POST .........oiiiiiiiiee ettt sttt sre e st 58
A.3.3 Creation of multiple resources with 3GPP JSON Merge PatCh...........ccccovvceieiieiii e 59
A34 Creation of multiple resources with 3GPP JSON PaiCh...........ccoveiiiiiie i 61
YN B = 1 (o] g o (= o 11 o= 63
A4l Deletion of aresource With HTTP DELETE. ........ooiiiiee ettt st nnen 63
A.42 Deletion of multiple resources With HTTP DELETE..........ccooiiiiiiieeseee e 63
A.43 Deletion of multiple resources with 3GPP JSON Merge PatCh..........cceoiiieiiiiereeeeeese e 63
A4A4 Deletion of multiple resources with 3GPP JSON PatCh..........cccoiiiiiiiee e 64
A5 Complete UPdate Of ATESOUICE........cceeieiitieie ettt ettt ettt et e s re et e b e e e e st e s aaesbesreeneenbesreensenneens 64
A.6  Partial UPAaLe Of BTESOUITE ........cceeieieiriiitietestee ettt sttt e e et b b s e e et senreane e 65
A.6.1 Partial update of aresource with JSON Merge PatCh............ccoeiiiieiriee e 65
A.6.2 Partial update of aresource with 3GPP JSON Merge PatCh ..........ccoeiiiriiinineneeee e 66
A.6.3 Partial update of aresource With JISON PaCh............cciiiiiiiieiri e 66
A.64 Partial update of aresource With 3GPP JSON PaLCh..........cccoiriiiiiirieeeee e e 68
A.7  Manipulating MUITIPIE FESOUICES..........coiriiiirierieie ettt sttt se et st nse bt e e e 69
A7.1 Manipulating multiple resources with 3GPP JSON Merge PatCh ...........ccceviciieci e 69
A.7.2 Manipulating multiple resources with 3GPP JSON PATCH .......coo i 70
A.8 Partitioning @ dataMOUE ...........cooiiiieere et sttt e ae e nes 72
Annex B (informative): ChangE NISLONY ... 73
L 11 (TP TP PR PRPRPRTROTN 76

ETSI



3GPP TS 32.158 version 17.9.0 Release 17 5 ETSI TS 132 158 V17.9.0 (2024-10)

Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document defines design rules for REpresentational State Transfer (REST) Solution Sets (SS). These rules
are applied when specifying REST Solution Sets.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content”.

[3] 3GPP TS 32.300: " Telecommunication management; Configuration Management (CM); Name
convention for Managed Objects’.

[4] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".

[5] IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".

[6] IETF RFC 7159: " The JavaScript Object Notation (JSON) Data | nterchange Format".

[7] draft-bhutton-json-schema-01 (June 2022): "JSON Schema: A Media Type for Describing JSON
Documents”.

Note: The above document is an individual draft from IETF. It cannot be formally referenced until
itispublished asan RFC. It is available from the following link:
https://datatracker.ietf.org/doc/html/draft-bhutton-json-schema-01.

[8] draft-bhutton-json-schema-validation-01 (June 2022): "JSON Schema Validation: A Vocabulary
for Structural Validation of JSON".

Note: The above document is an individual draft from IETF. It cannot be formally referenced until
itispublished as an RFC. It is available from the following link:
https://datatracker.ietf.org/doc/html/draft-bhutton-json-schema-validation-01.

[9] draft-handrews-json-schema-hyperschema-02 (September 2019): "JSON Hyper-Schema: A
Vocabulary for Hypermedia Annotation of JSON.

Note: The above document is an individual draft from IETF. It cannot be formally referenced until
itispublished as an RFC. It is available from the following link:
https://datatracker.ietf.org/doc/html/draft-handrews-j son-schema-hyperschema-02.

[10] OpenAPI Specification (https.//github.com/OAI/OpenAPI -Specification)

[171] IETF RFC 5789: "PATCH Method for HTTP".

[12] IETF RFC 7396: "JSON Merge Patch".

[13] IETF RFC 6902; "JavaScript Object Notation (JSON) Patch".

[14] IETF RFC 6901 "JavaScript Object Notation (JSON) Pointer”.

[15] XML Path Language (XPath) Version 1.0, W3C Recommendation 16 November 1999

(https.//www.w3.org/TR/xpath-10/)
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[16] 3GPP TR 32.160: "Management and orchestration; Management service template".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TR 21.905 [1] and the following apply. A
term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905[1].

CRUD Create, Retrieve, Update, Delete
DC Domain Component
DN Distinguished Name
DNS Domain Name Service
FQDN Fully Qualified Doman Name
HTTP Hypertext Transfer Protocol
JSON JavaScript Object Notation
LDN Local Distinguished Name
MnS Management Service
REST REpresentational State Transfer
RPC Remote Procedure Call
TCP Transmission Control Protocol
URI Uniform Resource Identifier

4 General rules

4.1 Information models and resources

41.1 Information models

Aninformation model is a representation of a system. Typical models do not reflect all facets of the system, but only
certain aspects required to solve the management problem the model is designed for. 3GPP follows an object-oriented
modelling approach. Models are built from managed object classes. Each object class contains information elements
called attributes. Relationships between classes represent the logical connections. Models are specified formally with
class diagrams produced using the Unified Modelling Language (UML).

The instantiation of a managed object classis called managed object instance, or concisely just managed object or
object. All managed object instances together with the relationships between them constitute an object tree. An object
tree isalso called containment tree.

4.1.2 Resources

HTTP uses a different terminology based on the notion of resources, as defined in clause 2 of RFC 7231 [2]. Each
resource is represented by one or more resource representations as defined in clause 3 of RFC 7231 [2]. Valid resource
representations are e.g. XML instance documents or JSON instance documents.

Besides this primary resource, RFC 3986 [4], clause 3.5 introduces the concept of secondary resources. Secondary
resources are specific portions or subsets of primary resources, that are identifiable.

ETSI
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4.1.3  Resource archetypes

Resources can be classified according to their structure and behaviour into resource archetypes. This hel ps specifying
clear and understandable interfaces. The following three archetypes are defined:

- Document resource: Thisisthe standard resource containing datain form of name value pairs and links to
related resources. This kind of resource typically represents a real-world object or alogical concept.

- Collection resource: A collection resource is grouping resources of the same kind. The resources below the
collection resource are called items of the collection. An item of a collection is normally a document resource.
Collection resources typically contain links to the items of the collection and information about the collection
like the total number of items in the collection. Collection resources can be further distinguished into server-
managed and client-managed resources. Collection resources are aso known as container resources.

- Operation resour ce: Operation resources represent executable functions. They may have input and output
parameters. Operation resources allow some sort of fall back to an RPC style design in case application specific
actions cannot be mapped easily to CRUD style operations.

4.1.4 Mapping of information models to resources

RESTful SSshall be specified in away that managed object instances are described by (primary) document resources.
Collection resources have no equivalent in an information model unless some dedicated collection classis introduced.

Attributes are mapped to secondary resources.

4.1.5 Usage of information models
Information models are used for two purposes when specifying interfaces to observe and act upon information models:
- They provide a means to identify information in request messages.
- They provide aformat to transfer information in request and response messages.
- They provide constraints on the structure of information on the MnS Producer.
- They provide constraints on the possibilities to update information on the MnS Producer.

Identification of information is necessary when retrieving information from a MnS Producer; the MnS Consumer needs
to be able to specify in hisretrieveal request the information the MnS Producer shall return. But also when information
needs to be updated or deleted the MnS Consumer needs to identify the information to be updated or deleted in his
request. When information is added, the location of the new information is specified relative to the location of existing
information.

Request and response message bodies carrying (some parts of) the information model are also constructed based on the
information model supported by the MnS Producer. The message format is either identical to the information model
format or identical to some transformation of the information model format.

4.2 Managed object naming and resource identification

4.2.1 Managed object naming

42.1.0 Distinguished Name (DN)

The Distinguished Name (DN) is used in 3GPP to uniquely identify a managed object instance within a specific name
space. The DN isacomma (",") separated list of Relative Distinguished Names (RDNSs). Each managed object instance
has an associated RDN. The sequence of RDNs is governed by name containment relationshipsin the UML class
diagram describing the modelled network. The RDN consists of a naming attribute name separated by an equal sign
("=") from the naming attribute value. The naming attribute name is equal to the class name of the MOI.

In addition to the RDNs associated to a managed object instance the DN may have as leftmost RDN whose naming
attribute nameis"DC" (Domain Component) and whose value is adomain name. A DN with DCis globally unique.
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The DN concept is described in detail in TS 32.300 [3].The following example DN hasa DC.

DN = " DC=oper at or A. com SubNet wor k=sout h, ManagedEl enent =a, ENBFunct i on=1, Cel | =1"

4211 Global and local namespaces

A DN in the global name space is globally unique and starts with the RDN of the global root. A DN in aloca name
space starts with the RDN of the local root and is unique only within this name space. A DN in alocal namespaceis
aso referred to as Local Distinguished Name (LDN). The DN of the local root relative to the global root is called DN
prefix. The concatenation of DN prefix and LDN is equal to the globally unique DN of a managed object.

The local root istypically the root of the network resource model representing the managed network.

4272 Resource identification

HTTP uses a subset of the generic Uniform Resource Identifier (URI) scheme (RFC 3986 [4]) defined in RFC 7230 [5]
for target resource identification.

http-URI = "http:" "//" authority path-abenpty [ "?" query ] [ "#" fragment ]
The path component is an absolute path (one that starts with a single slash character) or empty.

The origin server isidentified by the authority component, which includes a host identifier and an optional TCP port.
The hierarchical path component and optional query component serve as an identifier for a potential target resource
within that origin server’s name space. The optional fragment component allows for indirect identification of a
secondary resource.The host identifier is either an IP address or an indirect identifier such asa FQDN to be resolved
with DNS.

URIsare used by HTTP for routing and addressing of target resources.

4.2.3 Mapping of DNs to URIs

URIs are globally unique. For this reason only a globally unique DN with DC is mappable into a URI. The mapping
rules are as follow:

- TheDN prefix is mapped semantically to the authority component of the URI. The syntax of the DN prefix is
modified to match the syntax of the authority component.

- The LDN is mapped semantically to the path component of the URI. The syntax of the LDN is modified to
match the syntax of the path component.

When mapping a LDN the equal sign "="shall be used as delineator between the naming attribute name and naming
attribute val ue when constructing a RDN.

URI - RDN = {nami ngAttributeNane} "=" {nam ngAttributeVal ue}
The URI-LDN isthe concatenation of URI-RDNs separated by a slash "/".
URI-LDN = *( "/" RDN)

For example, the LDN

LDN = " SubNet wor k=sout h, ManagedEl enent =a, ENBFuncti on=1, Cel | =1"
maps to

URI - LDN = "/ SubNet wor k=sout h/ ManagedEl enent =a/ ENBFunct i on=1/ Cel | =1"
and the LDN

LDN = "ManagedEl enent =a, ENBFuncti on=1, Cel | =1"
to

URI - LDN = "/ ManagedEl ement =a/ ENBFunct i on=1/ Cel | =1"

When constructing the authority part from the DN prefix, it shall be reformatted according to the name conventions
applying to FQDNSs. For example, the DN prefix
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DN-prefix = "DC=operatorA. cont

maps to

URI - DN- prefi x = "operatorA conf

and the DN prefix

DN-prefix = "DC=operator A. com SubNet wor k=sout h"
to

URI - DN- prefi x = "sout h. subNet wor k. oper at or A. cont'

The complete URIs for the examples are

http://operatorA com SubNet wor k=sout h/ ManagedEl ement =a/ ENBFunct i on=1/ Cel |
htt p: // sout h. subNet wor k. oper at or A. conf ManagedEl emrent =a/ ENBFunct i on=1/cel |

1
1

The constructed URI-DN-prefix isa FQDN that can be registered into a name resolution service such as DNS. The sole
presence of a constructed FQDN does not mean it can be resolved to an IP address and there is a server listening at that
address.

Using the mapping rule, a DN is mapped predictably into the URI authority component and path component.

The character set allowed in DNsis much bigger than the character set allowed in the path component and authority
component of a URI. Care needs to be taken when selecting the naming attribute names und values that the mapping
from a DN to a URI does not become impossible as a consequence of not mappable characters.

When no registered name can be used, the IP address shall be specified directly in the host component, for example:
http://168.212. 226. 204/ SubNet wor k=sout h/ .../ Cel | =1

This might be required in multiple situations. For example, when a DN prefix is used but the corresponding URI-DN-
prefix cannot be resolved, the MnS Consumer needs to specify an | P address in the target URI of HT TP request
messages. The same istrue when no DN prefix isused at al. Another example is when no DN prefix is configured into
MnS Producers and the MnS Producer wants to report events, that occurred related to resources, using notifications sent
to MnS Consumers. The MnS Producer has no other option than to put its own | P address into the host component of
the URI identifying the resource where the event occurred.

424 Canonical URI

The URI defined in clause 4.2.3 is called canonical URI. It isthe main or official URI of aresource. It shall be used
whenever the resource as such shall be identified. The URI for sending HT TP requests to a resource may be different as
described in clause 4.4. Special kinds of requests may have all their own URI. Therefore, aresource has typically one
canonical URI and one or more other URIs. The canonical URI may be looked at as a protocol specific version of the
protocol neutral DN.

A canonical URI may or may not yield further information if dereferenced.

An example usage of acanonical URI isin event notifications such as alarm notifications for identifying the resource
where the event occurred.

4.3 Message content formats

4.3.1 Media types

The format of HT TP request and response message content is indicated with media types consisting of a type, a subtype
and optional parameters, as defined in clause 3.1.1.1 of RFC 7231 [2]. The "Content-Type" header field of a message
contains the media type of the message content (clause 3.1.1.5 of RFC 7231 [2]).
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If not otherwise stated, the media type of request and response message bodies in the REST SSis
- application/json (RFC 7159 [6]).

Exceptions are when JSON patch documents are contained in request bodies. They are identified with the media types
- application/merge-patch+json (RFC 7396 [12], and clause 6.3.2 of the present document),
- application/json-patch+json (RFC 6902 [13], and clause 6.3.3 of the present document).

Furthermore, this specification defines four new formats. Their media types are
- application/vnd.3gpp.merge-patch+json (clause 6.4.2 of the present document),
- application/vnd.3gpp.json-patch+json (clause 6.4.3 of the present document),
- application/vnd.3gpp.obj ect-tree-hierarchical +json (clause 6.1.4 of the present document),
- application/vnd.3gpp.object-tree-flat+json (clause 6.1.4 of the present document).

JSON documents shall conform to JSON Schema ([7], [8], [9]).

4.3.2 Response content format negotiation

The MnS Consumer shall engage in proactive content negotiation as defined in clause 3.4.1 of RFC 7231 [2] by
including the "Accept" request header field in HT TP requests that expect a message body in the response. The " Accept"
header field indicates to the MnS Producer the media types acceptable to the MnS Consumer.

If the MnS Producer cannot provide any of the acceptable resource representations, it shall respond either with a 406
Not Acceptable" error code or provide a representation for the resource that is not specified in the " Accept” header
field.

4.4 URI structure

441 Introduction

MnS producers can be divided into two categories. The first category exposes MnS(s) to manipulate resources
representing managed object instances. In this case the URI structure is governed by the mapping rules defined in clause
4.2.3. The second category exposes MnS(s) to manipulate resources not representing managed object instances. In this
case the DN concept is not relevant. The URI structure for both categoriesis different.

4.4.2 URI structure for resources representing managed object instances

URIsidentifying resources representing managed object instances shall follow, when being used as atarget URI in
HTTP requests, the structure given by

{scheme}://{URI - DN-prefix}/{root}/{MSNane}/{ MSVersion}/{URl - LDN}

with:

{scheme} Scheme component "http" or "https’

{URI-DN-prefix} Authority component (host identifier and optional TCP port), the host name is constructed
from the DN prefix as defined in clause 4.2.3.

{root} Part of the path component, allows specifying one or more optional path segments for
structuring the resource hierarchy on aHTTP server. The DN or parts thereof shall not be
mapped to this path component.

{MnSName} Part of the path component, allows specifying an optional MnS name in a single path segment.

{MnSVersion} Part of the path component, allows specifying an optional MnS version in asingle path segment.
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{URI-LDN} Part of the path component, constructed from the LDN as defined in clause 4.2.3, containing
zero, one or more path segments.

As seen above, to construct the URI from a DN, it is necessary to map the "DNPrefixPlusRDN Separator” as defined in
clause 7.3 of TS32.300[3], the “LocalDN” as defined in clause 7.3 of TS 32.300 [3], and to add the additional optional
path segments "/{ root} /{ MnSName} /{ MnSVersion}".

To dlow for a predictive mapping from an URI to the original DN it is necessary to specify
"{MnSName} /{ MnSVersion}" in such away that the beginning of the "LocalDN" can be unambigously identified.

Note it may be required when specifying aMnS to clearly identify the last RDN of "{ URI-LDN}" and to use the
following instead of "{ URI-LDN}"

{URI - LDN-first-part}/{RDN}
or
{URI -LDN-first-part}/{className}={id}.

For the sake of brevity, "MnSRoot" isintroduced that includes the "{ scheme}" part, the colon (":"), the two slash
characters ("/I"), the "{ authority}" part, a single dash character (/") and the "{root}" part.

{MSRoot} := {schene}://{URI -DNprefix}/{root}

When using "{MnSRoot}" the abbreviated URI structure is given by

{ MhSRoot }/ { MnSNane} / { MhSVer si on}/ { URI - LDN}

or

{MnhSRoot }/ { MhSNane}/{ MhSVersi on}/{URI - LDN-first-part}/{cl assNanme}={i d}

It is recommended to use this abbreviated form of the URI structure when defining Management Services.

The path segment "MnSVersion" alows access to resources with different MnS versions, for example:

http://operatorA conl ProvihS/ v1500/ SubNet wor k=sout h/. ../ Cel |
http://operatorA conl ProvivhS/ v1600/ SubNet wor k=sout h/ .../ Cel |

1
1
Note that both URIs, though different as to the path segment indicating the version number of the ProvMnS,; identify the
same resource that isidentified by the canonical URI:

http://operatorA conl SubNet wor k=south/.../Cell=1

and whose DN is:

DC=oper at or A. com SubNet wor k=sout h, . . ., Cel | =1

The optional path component "/{ root}" may be used to separate the name space for 3GPP management from the name
space for other domains:

http://operator A conl 3gppManagenent / ProvivhS/ v1600/ SubNet wor k=sout h/ .../ Cel | =1
or to provide dedicated URIs on the same host for different tasks:

http://operatorA conl 3gppManagenent / cml ProvivhS/ v1600/ SubNet wor k=sout h/ . . .
http://operator A conl 3gppManagenent / f ml ProvivhS/ v1600/ SubNet wor k=sout h/ . . .

Note that when different hosts are used for different management tasks, likein

http://cm operat or A conl 3gppManagenent / ProvivhS/ v1600/ SubNet wor k=south/ .../ Cel | =1
http://fm operator A com 3gppManagemnent / ProvivhS/ v1600/ SubNet wor k=sout h/ .../ Cel | =1

then also the resources are different and identifierd by the canonical URIs

http://cm operat or A conl SubNet wor k=south/.../Ce

./Cell=1
http://fm operator A conf SubNet wor k=south/.../Cel |l =1

or the DNs
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DC=cm oper at or A. com SubNet wor k=sout h, . . ., Cel |
DC=f m oper at or A. com SubNet wor k=sout h, . . ., Cel |

In the example above, it is assumed that both resources represent the same cell in the network. This information cannot
be derived from the DN or canonical URI, though.

4.4.3 URI structure for resources not representing managed object
instances

URIsidentifying other resources shall follow, when being used as atarget URI in HTTP requests, the structure given by

{schene}://{authority}/{root}/{MhSNarme}/{ MSVersi on}/{ MnSResour cePat h}

with:

{'scheme} Scheme component "http" or "https"

{authority} Authority component (host identifier and optional TCP port)

{root} Part of the path component, allows specifying optional path segments for structuring the
resource hierarchy on aHTTP server.

{MnSName} Part of the path component, specifies the mandatory MnS name in a single path segment.

{MnSVersion} Part of the path component, specifies the mandatory MnS version in a single path segment.

{MnSResourcePath}  Part of the path component, one or more path segments, specifies aresource of the MnS

For the sake of brevity, { MnSRoot} isintroduced that includes the "{ scheme}" part, the two slash characters ("//"), the
"{authority}" part, asingle slash character ("/") and the "{root}" part. When using "{MnSRoot}" the abbreviated URI
structure is given by

{ MhSRoot }/ { MnSNane} / { MhSVer si on}/ { MaSResour cePat h}

It is recommended to use this abbreviated form of the URI structure when defining Management Services.

4.4.4 Resource "..{MnSName}/{MnSVersion}"

The resource identified by "../{ MnSName}/{ MnSVersion}" is called NRM root. It represents the conceptual parent of
the top-level managed object instances. It is created by the MnS Producer. A MnS Consumer cannot create or delete this
resource.

The resource is the target resource for many HT TP requests, such as requests to retrieve al top-level managed object
instances in case there are multiple top-level managed object instances, or for requests to create objects in case there are
no manged object instances yet and the creation request needs to be directed to the parent of the resource to be created.

Attempts to read the NRM root only shall return "204 No Content".

4.5 Response status codes

The response status codes as defined in section 6 of RFC 7231 [2] shall be supported.

ETSI



3GPP TS 32.158 version 17.9.0 Release 17 14 ETSI TS 132 158 V17.9.0 (2024-10)

5 Basic design patterns

5.1 Design pattern for creating a resource

51.1 Creating a resource with identifier creation by the MnS Producer

Operations to create a (single) resource shall be specified with the HTTP POST method, when the MnS Producer shall
create the identifier of the new resource.

MnS Consumer MnS Producer

1. POST ...fresource(ResourceRepresentation)

|

—
o

2. 201 Created (ResourceRepresentation) or 204 No Content

MnS Consumer MnS Producer

Figure 5.1.1-1: Flow for creating a resource with HTTP POST

i

The procedureis as follows:

1) The MnS Consumer sends an HTTP POST request to the MnS Producer. The target URI identifies the parent
resource below which the new resource shall be created. The target URI shall have no query and no fragment
component. The message body shall carry arepresentation of the resource to be created. The resource
representation shall not contain the identifier of the new resource, unless the resource representation format
mandates the presence of aresource identifier in which case it shall carry null semantics. If the identifier carries
nevertheless a value, the MnS Producer may consider that as a non-binding recommendation by the MnS
Consumer. The object class name of the resource to be created shall be specified in the message body as well.

2) The MnS Producer returnsthe HTTP POST response. On success, "201 Created” shall be returned. The
"Location" header shall be present and carry the URI of the new resource. The URI shall be constructed by the
MnS Producer by creating an identifier for the new resource and appending a new path segment containing this
identifier to the request URI. The response message body should carry the representation of the new resource. If
the resource representation received is not modified, the MnS Producer may a so return "204 No Content”,
instead of "201 Created". The response message body shall be empty in this case. On failure, the appropriate
error code shall be returned. The response message body may provide additional error information.

The resource representation in the request and response message may not be identical, and may not contain al
properties (attributes) that are defined in a schema specifying the format of the representation.

For exampl e, assume the schema for the representation of the resource defines the attributes "attrA", "attrB" and
"attrC". When the MnS Consumer has valid values only for the attributes "attrA" and "attrB", then the representation
sent to the MnS Producer shall include only these two attributes. When the MnS Producer has no valid value for "attrC"
and no default value is defined for attrC, then the response isidentical to the request, and a subsequent HTTP GET
request for all attributes returns only a representation with the attributes "attrA" and "attrB", but not with the attribute
"attrC". However, if the MnS Producer populates "attrC" with some value or a default value is defined for attrC, then
the HTTP POST response shall include al three attributes. Likewise, a subsequent HTTP GET request for all attributes
returns all three attributes.

A MnS Producer may also modify attribute values included in the request. In this case, the modified values shall be sent
back to the MnS Cosumer.

It isalso possible that a MnS Producer removes attributes received in the request and includes only a subset of the
received attributesin the response.

When the created resource has child resources that are included in the schema definition of the created resource, a
representation of these child resources shall neither be included in the resource representation sent to the MnS Producer
nor in the resource represententation returned to the MnS Consumer. Including child resources would be an attempt to
create multiple resources with asingle request. HTTP POST shall be used for the creation of a single resource only.
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Only resources, whose parent resource does exist, can be created (directly under that parent). The MnS Producer shall
consider an attempt to create a resource, whose parent resource does not exist, as an error.

Note that the parent resource of resources for top-level (root) managed object instancesisthe NRM root. The NRM root
aways exists on MnS producers. This ensures that, when no resources for managed object instances have been created
yet, the top-level resources can be created.

5.1.2 Creating a resource with identifier creation by the MnS Consumer

Operations to create a (single) resource shall be specified with the HTTP PUT method, when the MnS Consumer
creates the identifier of the new resource.

MnS Consumer MnS Producer

|

1. PUT .../resource(ResourceRepresentation)

2. 201 Created (ResourceRepresentation) or 204 No Content

MnS Cansumer MnS Praducer

Figure 5.1.2-1: Flow for creating a resource with HTTP PUT

The procedureis as follows:

1) The MnS Consumer sendsan HTTP PUT reguest to the MnS Producer. The target URI identifies the location of
the resource to be created. The target URI shall have no query and no fragment component. The message body
shall carry the representation of the resource to be created. The representation shall include the identifier and
object class name of the new resource.

2) The MnS Producer returnsthe HTTP PUT response. On success, "201 Created” shall be returned. The Location
header shall carry the URI of the new resource. The response message body shall contain the representation of
the new resource. If the resource representation received is not modified, the MnS Producer may also return "204
No Content", instead of "201 Created". The response message body shall be empty in this case. On failure, the
appropriate error code shall be returned. The response message body may provide additional error information.

Asfor resource creation with HTTP POST, the resource representation in the request and response message may not be
identical and may not contain all properties (attributes) that may be defined in a schema specifying the format of the
representation. Also, just like for resource creation with HTTP POST, the resource representation sent to the MnS
Producer or returned to the MnS Consumer shall not contain the representation of any child resources of the resource to
be created.

Asto the existence of parent resources for the resources to be created, the considerations set forth in the preceding
clause for HTTP POST apply.

5.2 Design pattern for reading a resource

Operations to read the representation of a resource shall be specified with the HTTP GET method. The resource to be
read isidentified with a URI.

MnS Consumer MnS Producer

1. GET ._/resource i

.

:_, 2. 200 OK (ResourceRepresentation) |

MnS Consumer MnS Producer

Figure 5.2-1: Flow for reading a resource
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The procedureis asfollows:

1) The MnS Consumer sendsaHTTP GET request to the MnS Producer. The resource to be read isidentified with
the target URI. Thetarget URI shall have no query and no fragment component. The "Accept” header shall be

included in the request and contain the media types acceptabl e to the MnS Consumer. The message body shall be
empty.

2) The MnS Producer returnsthe HTTP GET response. On success, 200 OK" shall be returned. The resource
representation is carried in the response message body. On failure, the appropriate error code shall be returned.
The response message body may provide additional error information.

5.3 Design pattern for updating a resource

Operations to update the compl ete representation of a (single) resource shall be specified with the HTTP PUT method.
The resource to be updated is identified with the target URI.

MnS Consumer MnS Producer

1. PUT . fresource(ResourceRepresentation) <!

:_, 2. 200 OK (ResourceRepresentation) or 204 Mo Content |

MnS Consumer MnS Praoducer

Figure 5.3-1: Flow for updating aresource
The procedureis as follows:

1) The MnS Consumer sends an HTTP PUT request to the MnS Producer. The resource to be updated isidentified
with the target URI. Thetarget URI shall have no query and no fragment component. The message body carries
the new representation that shall completely replace the existing resource representation on the MnS Producer.

2) The MnS Producer returnsthe HTTP PUT response to the MnS Consumer. On success, "200 OK" or "204 No
Content” shall be returned. In the former case the response shall carry the representation of the updated resource
in the message body. In the latter case the response shall have no message body. A "200 OK" response including
the representation of the updated resource shall be sent when the updated representation of the resourceis not
identical to the representation received in the request. On failure, the appropriate error code shall be returned.
The response message body may provide additional error information. In case the resource does not exist, the
resource shall be created if resource creation by MnS consumers is supported for that resource (see clause 5.1.2).

Note that the HTTP PUT method has replace semantics and not merge semantics. A complete resource update in this
context does not mean that all properties (attributes) defined by a schema for the representation of the resource need to
be contained in the request, but that the existing representation on the MnS producer is replaced completely by the
received representation (assuming no default values are defined for any of the attributes of the resource and the MnS
Producer does not populate any of the attributes not received in the request with avalue).

For example, assume the schema for the representation of a resource defines the attributes "attrA", "attrB" and "attrC".
No default value is defined for these attributes. The current representation of the resource on the MnS Producer contains
only "attrA" and "attrB".

- Toupdate "attrA" and "attrB", the received resource representation needs to contain "attrA" with the new value
and "attrB" with the new value.

- Toupdate only "attrA", the received resource representation needs to contain "attrA" with the new value and
"attrB" with the old value. Sending only arepresentation with "attrA" deletes "attrB" on the MnS Producer. Vice
versa, to update only "attrB", the received resource representation needs to contain "attrA" with the old value and
"attrB" with the new value. Sending only a representation with "attrB" deletes"attrA" on the MnS Producer.

- In case the received representation contains only "attrC" with some value, the new representation after the update
contains only "attrC". The existing attributes "attrA" and "attrB" are deleted.
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Asfor resource creation with HTTP PUT, this behavior is modified if default values are defined for attributes or if the
MnS Producer populates attributes not contained in the HTTP PUT request with values. In both cases these attributes
shall be returned in the response with the default value or assigned value.

Also, asfor resource creation with HTTP PUT, a MnS Producer may modify attribute val ues included in the request and
return the modified values to the MnS Consumer, or remove attributes received in the request and include only a subset
of the received attributesin the response.

When the target resource has child resources that are included in the schema definition of the target resource, the
representation of these child resources shall neither be included in the resource representation sent to the MnS Producer
nor in the resource representation returned to the MnS Consumer. The overwrite semantic of PUT refers only to the
target resource and not to child resources.

5.4 Design pattern for deleting a resource

Operations to delete the representation of a (single) resource shall be specified with the HTTP DELETE method. The
resource to be deleted isidentified with the target URI in the request message.

MnS Consumer MnS Praoducer

' 1. DELETE .. /resource <!

-
| |

2204 No content !

MnS Cansumer MnS Praducer

Figure 5.4-1: Flow for deleting a resource

The procedure is as follows:

1) The MnS Consumer sends an HTTP DELETE request to the MnS Producer. The resource to be deleted is
identified with the URI. The target URI shall have no query and no fragment component. The message body is
empty.

2) The MnS Producer returnsthe HTTP DELETE response to the MnS Consumer. On success, "204 No Content”
shall be returned. The response message body shall be empty. On failure, the appropriate error code shall be
returned. The response message body may provide additional error information.

When resources are structured with parent-child relationsin a hierarchical tree, it shall not be possible to delete other
resources than leaf resources. Attempts to delete other resources shall result in an error and the "409 Conflict" status
code shall be returned by the MnS Producer.

5.5 Design pattern for subscribe/notify

5.5.1 Concept

HTTP is based on requests and responses. There is no built-in support for notifications and subscriptionsto
notifications. These mechanisms need to be modelled based on special subscription resources and the available HTTP
methods. When notifications are used the server shall expose at |east one subscription resource.

5.5.2 Subscription creation

To subscribe to notifications the subscriber shall send an HTTP POST request to the subscription resource.
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MnS Consumer MnS FProducer

| 1. POST .. ./subscription_resource(Subscriptioninformation) !

-

:_, 2. 201 Created (ResourceRepresentation) i

MnS Consumer MnS Praoducer

Figure 5.5.2-1: Flow for creating a subscription
The procedure is as follows:

1) The MnS Consumer (notification subscriber) sends an HTTP POST request to the MnS Producer. The URI shall
indicate a subscriptions collection resource. The resources representing existing subscriptions are created below
the collection resource. The subscriber shall indicate in the message body the URI to which notifications will be
sent (notification sink) and the type of notifications that are subscribed to. Additional filter information may be
included in the message body.

2) The MnS Producer shall return "201 Created" on success. The message body shall carry the representation of the
created subscription resource. The "Location" header shall carry the URI of the created subscription resource. On

failure, the appropriate error code shall be returned. The response message body may provide additional error
information.

55.3 Subscription deletion

To cancel asubscription, the subscriber shall delete the corresponding resource with HTTP DELETE.

MnS Consumer MnS Producer

! 1. DELETE .../subscription_resource _!

=

:J 2. 204 No content |

MnS Consumer MnS Producer

Figure 5.5.3-1: Flow for deleting a subscription
The procedureis as follows:

1) The MnS Consumer (notification subscriber) sends an HTTP DELETE request to the MnS Producer. The URI
shall indicate the subscription resource to be deleted.

2) The MnS Producer returns the HTTP DELETE response to the MnS Consumer. On success, "204 No Content"

shall be returned. The message body shall be empty. On failure, the appropriate error code shall be returned. The
response message body may provide additional error information.

554 Notification emission

To send a notification on the occurrence of a notifiable event the MnS Producer sends an HTTP POST request to the
notification sink.
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MnS Consumer MnS Producer

:J 1. POST.. /notification_sink(MotificationContent)

' 2. 204 No content ‘_:

MnS Cansumer MnS Producer

Figure 5.5.4-1: Flow for sending a notification

The procedure is as follows:

1) The MnS Producer sendsan HTTP POST request to the MnS Consumer. The URI identifies the notification
sink. The notification content shall be included in the message body.

2) The MnS Consumer returns 204 No Content”. The message body shall be empty. On failure, the appropriate
error code shall be returned. The response message body may provide additional error information.

This design pattern requires the MnS Producer (HT TP server) to contain areduced feature HTTP client for sending
HTTP POST requests and receiving HTTP POST responses, and vice versa, the MnS Consumer (HTTP client) to
contain areduced feature HTTP server for receiving HTTP POST requests and sending HTTP POST responses.

55,5  Subscription retrieval

The subscriber can retrieve the information about a specific subscription by invoking the HTTP GETmethod on the
URI returned by the server upon creation of this subscription. Information about all subscriptions can be read by
invoking the HTTP GET method on the subscriptions collection resource.

MnS Consumer MnS Producer

! 1. GET .../subscription_resource <!

-

:_, 2. 200 OK (ResourceRepresentation) |

MnS Consumer MnS Producer

Figure 5.5.5-1: Flow for subscription retrieval

The procedure is as follows:

1) The MnS Consumer sendsan HTTP GET request to the MnS Producer. The URI specifies the subscription
resource or subscriptions collection resource to be read.

2) The MnS Producer returns the HTTP Get response. On success, "200 OK" shall be returned. The representation
of the subscription resource or subscriptions collection resource shall be carried in the response message body.
On failure, the appropriate error code shall be returned. The response message body may provide additional error
information.

6 Advanced design patterns

6.1 Design pattern for scoping and filtering

6.1.1 Introduction

In stage 2 specifications a scope construct is often used for selecting multiple managed object instances. The scope
construct, together with a so called base managed object instance, selects a set of object instances from the name-
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containment tree starting at the document root. This set contains some or all object instances name-contained by the
base object instance. It may contain the base object itself.

In operations, the base object instance and the scope construct are specified as an input parameter. In NRM control
fragments, the base object instance is the object instance that name-contains the control object instance of the NRM
control fragment, and the scope construct is an attribute of the control object instance.

A filter construct is also often used in stage 2 specifications to select a subset of the managed object instances selected
by the base managed object instance and scope construct. The filter is specified in operations as input parameter and in
NRM control fragments as an attribute of a control object.

When scoping and filtering is specified using NRM control fragments, no special considerations are required for the
REST SS, since the scope construct and the filter are normal attributes of a managed object.

When scoping and filtering is specified as part of the input parameters of an operation, however, it is necessary to
define how to map these parametersin the REST SS.

6.1.2 Query parameters for scoping

Scoping may be supported by the HTTP GET method. It is not supported by any other method.

The URI path component identifies the base resource. The URI query component shall be used for carrying the scope
construct. Multiple query parameters shall be separated by an ampersand character ("&").

With one query parameter the base resource and all resources until the level indicated by the query parameter can be
selected. When the value of the query parameter is set to infinite, the complete subtree starting at the base resourceis
selected.

Two query parameters for scoping allow for more sophisticated selection methods.

An example scoping method uses a " scopeType" and a"scopelevel” query parameter. The allowed values are defined
inTable6.1.2-1.

Table 6.1.2-1: Allowed values of the "scopeType" query parameter

Value Description
BASE_ONLY Selects only the base resource. The "scopeLevel" parameter shall be absent or ignored if
present. This is also the default case, when no "scopeType" query parameter is present in
the request.
BASE_ALL Selects the base resource and all of its descendant resources (incl. the leaf resources). The
"scopelLevel" parameter shall be absent or ignored if present.
BASE_NTH_LEVEL Selects all resources on the level, which is indicated by the "scopeLevel" parameter, below
the base resource. The base resource is at "scopeLevel" zero.
BASE_SUBTREE Selects the base resource and all of its descendant resources down to and including the
resources on the level indicated by the "scopeLevel" parameter. The base resource is at
"scopelLevel" zero.

6.1.3 Query parameters for filtering

Filtering may be supported by the HTTP GET method. It is not supported by any other method.

The URI query component shall be used for carrying the filter expression. The name of the query parameter is "filter".
XPath 1.0 [15] shall be used for specifying the filter expression.

The XPath expression is applied to an XML document constructed based on the following rules:

- The document element is the object identified by the path component of the target URI. If the path component of
the target URI identifies the NRM root (see clause 4.4.4), then the element name of the document element shall
be "nrmRoot". The "nrmRoot" element contains the element nodes coming from the top-level objects asits
children.

- The document includes scoped objects only.
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- The document is constructed with the scoped objects using the hierarchical response construction method
defined in clause.6.1.4.

- The JSON document constructed according to the first three bullet pointsis mapped into a conceptual XML
document.

The X Path expression shall be an absolute path expression, and hence always start with abackslash "/", that identifies
the root node of the input document. The set of variable bindings is empty. The function library is the core function
library. The set of namespace declarations is empty (JSON has no namespace concept).

The XPath expression needs to be percent-encoded as described in clause 2 and 3.4 of RFC 3986 [4].

Note that NRM objects and NRM attributes are both mapped to element nodes. The children of an element node
representing a NRM object are hence the NRM attributes of that NRM object and the name-contained NRM objects.
This needs to be taken into account when constructing alocation path for selecting element nodes representing NRM
objects or NRM attributes. For example, assume the object tree defined in annex A.1. To retrieve a specific
"ManagedElement" the MnS Consumer might simply send the following request.

GET / SubNet wor k=SN1/ ManagedEl ement =ME1
Host: exanple.org
Accept: application/json

The MnS Producer may respond as follows.

HTTP/ 1.1 200 K
Date: Tue, 06 Aug 2019 16:50: 26 GVI
Cont ent - Type: application/json

{
"id": "ME1",
"attributes": {
"userLabel": "Berlin NwW1",
"vendor Nanme": " Conpany XY",
"l ocation": "TV Tower"
}

}

If, for whatever reason, the MnS Consumer wants to retrieve the same "M anagedElement™ with scoping and filtering
care needs to be taken when building the XPath filter expression. Note that the following request does not yield the
desired result.

GET / SubNet wor k=SN1?\

scopeType=BASE_ALL&\

filter=/SubNetwork[id="SN1"]/ManagedEl enent [id="ME1"] HITP/ 1.1
Host: exanple.org
Accept: application/json

It does not select the "ManagedElement” resource only, but also the contained " XyzFunction” resources.

HTTP/ 1.1 200 K
Date: Tue, 06 Aug 2019 16:50: 26 GVI
Cont ent - Type: application/json

{
"id": "ME1",
"attributes": {
"userLabel": "Berlin NwW1",
"vendor Nanme": " Conpany XY",
"l ocation": "TV Tower"

"XyzFunction": [

"id": "XYZF1",
"attributes": {
"attrA"': "xyz",
"attrB": 551
}
H
{
"id": " XYZF2",
"attributes": {
"attrA': "abc",
"attrB": 552
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}
}
]
}

The following request selects the "attributes” container of the "ManagedElement"”. The contained "Y xzFunction"
resources are not selected. After applying the construction rules for the response message body defined in clause 6.1.4
the response has the desired content and format.

GET / SubNet wor k=SN1?\

scopeType=BASE_ALL&\

filter=/SubNetwork[id="SN1"]/ManagedEl enent[id="ME1"]/attributes HTTP/ 1.1
Host: exanple.org
Accept: application/json

6.1.4  Construction rules for the response message body

When multiple resources are selected for retrieval by HTTP GET, the response message body with the selected resource
set shall be constructed according to one of the following rules.

Flat response construction method: The resources are returned as aflat list of JSON objects. Their location in the
hierarchical containment tree shall be specified by, e.g. , their URI or Distinguished Name (DN) which needs to be
returned for each resource. The object class name of each resource should be returned as well.

Hierarchical response construction method: The resources are returned inside the containment tree as specified by the
JSON schema definition of the information model. For the resources that are not selected, the following applies:

- Aresourceisnot returned at al if it is not an ancestor of any of the selected resources.

- A resourceisreturned empty, except for the resource identifiers, if it is a descendant of the base resource and an
ancestor of any of the selected resources

The containment tree present in the response message shall always start with the base resource.
If no resource isidentified in the retrieval request the MnS Producer shall return a*204 No Content" response.
The following media types shall be used to distinguish the flat and the hierarchical response representation:

- application/vnd.3gpp.obj ect-tree-flat+json,

- application/vnd.3gpp.object-tree-hierarchical +json.

The "application/json" mediatype may be used alternatively and defaults to the hierarchical representation format.

The MnS Consumer shall indicate the acceptabl e representations in the "Accept" header, as described in clause 4.3.2.
One or multiple mediatypes may be specified. If the MnS Producer cannot provide an acceptable representation, a 406
Not Acceptable" error response shall be returned. The MnS Consumer may send a second request with another media
type specified in the "Accept”" header.

6.2 Design patterns for attribute and attribute field selection

6.2.1 Introduction

This design pattern allows to specify attributes of resources selected by the target URI.

Often attributes have no scalar values but are complex structured data types with an own hierarchy and many attribute
fields. In this case it may be desirable to identify not only the complete attribute but also individual attribute fields.

The attributes or attribute fields to be returned shall be specified in the query part of the URI.

Attribute selection or attribute field selection may be supported by the HTTP GET method. It is not applicable to any
other method.
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6.2.2 Query parameters for attribute and attribute field selection

In case one or more attributes (with al attribute fields) are to be retrieved, the name of the query parameter shall be
"attributes’. The value of "attributes" shall be alist with the names of the attributes to be selected. Attribute names are
separated by acomma (","). An empty "attributes’ query parameter is alowed and has the special meaning that no
attributes shall be returned.The naming attribute "id" shall always be returned.

In case one or more fields of one or more attributes are to be retrieved, the name of the query parameter shall be
"fields'. The value of "fields" shall be acomma (",") separated list of entries that follow the syntax of JSON Pointer in
JSON String Representation [14]. The context resource for the construction of the JSON Pointer is the resource
identified by the target URI.

6.2.3 Construction rules for the response message body

In afirst step the resource identified by the target URI, or the set of resources identified by the target URI and the scope
and filter parmeters, is determined. Then, in a second step, resources that do not contain at least one attribute identified
by the "attributes’ parameter or one attribute field identified by the "fields" parameter shall be removed from the output
set of the first step. In the last step all attributes and attribute fields not identified by "attributes” and "fields" shall be
removed from the remaining resource representations.

Thisresult set isthen used to construct the final response using either the hierarchical or the flat construction method,
both defined in clause 6.1.4.

If no resource isidentified in the retrieval request the MnS producer shall return an error response with "404 Not
Found" in the statusline.

6.3 Design pattern for partially updating a resource

6.3.1 Introduction

HTTP PUT alowsto replace (overwrite) a complete resource on the MnS Producer with the new representation in the
request body. It cannot be used for partial updates of a resource.

For partial updates of asingle resource HTTP PATCH (RFC 5789 [11]) shall be used. With PATCH, a set of changesto
be applied to the target resource is described in the request message body. The set of changes carried in the message
body is called patch document. The format of the patch document is identified by its mediatype. RFC 5789 [11] does
not define any patch format, only the PATCH method.

The HTTP PATCH method is atomic, as per RFC5789 [11]. The MnS Producer shall apply the entire set of changes
atomically and never provide (e.g., in response to a GET during this operation) a partially modified representation. If
the entire patch document cannot be successfully applied, then the MnS Producer shall not apply any of the changes.
PATCH thus has transaction semantics.

For JSON, |ETF has defined two patch formats for the use with the HTTP PATCH method: JSON Merge Patch (RFC
7396 [12]) and JSON Patch (RFC 6902 [13]). The usage of these patch formats is described in the following clauses.

6.3.2  JSON Merge Patch

RFC 7396 [12] specifies a simple patch format for JSON documents called JSON Merge Patch. It allows to describe a
set of modifications to be applied to the target resource representation. The JSON Merge Patch document is a partial
representation of the resource to be patched. JSON Merge Patch works at the level of name/value pairs. The received
patch document is merged into the target resource representation. The media type of the patch document is
"application/merge-patch+json".

Three types of patches are described in RFC 7396 [12]:
1) Replacing the value of an already existing name/value pair by a new value.
2) Adding a new name/value pair.

3) Removing an existing name/value pair.
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The target resource isidentified by the target URI. The target URI shall have no query and no fragment component. The
target resource needs to exist, otherwise the error status code "404 Not Found" shall be returned.

The"id" of the resource shall be present in the patch document and shall be identical to the "id" of the patched resource
in the request URI. This ensures uniformity of resource representations in message bodies, though, strictly speaking, the
presence of the "id" in the patch document is redundant.

JSON Merge Patch does not allow manipulation of arrays other than replacing the complete array value (an array with
al present items) with anew value (an array with all new items). It is not possible to change individual itemsin an array
or to add/delete individual items.

|

MnS Consumer MnS Producer

1. PATCH .. fresource(JSONMergePatchDocument)

.
F o

2200 OK (ResourceRepresentation) or 204 No Content

MnS Consumer MnS Producer

Figure 6.3.2-1: Flow for partially updating a resource with JSON Merge Patch

The procedure flow is as follows:

1) The MnS Consumer sendsan HTTP PATCH request to the MnS Producer. The resource to be updated is
identified with the target URI. The message body shall carry the JSON Merge Patch document describing a set
of modifications to be applied to the target resource.

2) The MnS Producer returnsthe HTTP PATCH response to the MnS Consumer. On success, "200 OK" together
with the complete representation of the updated resource in the message body or “204 No Content" shall be
returned. On failure, the appropriate error code shall be returned. The response message body may provide
additional error information.

JSON Merge Patch shall be used for patching the target resource only. The patch format shall not be used for creating,
modifying or deleting child resources of the target resource in the same request, even if t