ETS| TS 132 593 V15.0.0 (2018-07)

~| ETSI 77 _ \\\
- N\ Y7

@& >

TECHNICAL éFIéCIFICATION

LTE;
Telecommunication management;

Home enhanced Node B (HeNB) Operations, Administration,
Maintenance and Provisioning (OAM&P);
Procedure flows for Type 1 interface HeNB to HeNB
Management System (HeMS)

(B3GPP TS 32.593 version 15.0.0 Release 15)

X056

A GLOBAL INITIATIVE



3GPP TS 32.593 version 15.0.0 Release 15 1 ETSI TS 132 593 V15.0.0 (2018-07)

Reference
RTS/TSGS-0532593vf00

Keywords
LTE

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.orq/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2018.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M logo is protected for the benefit of its Members.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3GPP TS 32.593 version 15.0.0 Release 15 2 ETSI TS 132 593 V15.0.0 (2018-07)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
http://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 32.593 version 15.0.0 Release 15 3 ETSI TS 132 593 V15.0.0 (2018-07)

Contents
Intellectual Property RIGNES.... ..ot e e b e 2
01 Yo (o ST 2
MoOdal VErDS TEMINOIOQY ... .ccveieeiii ettt ettt e e s re s be e b e sbeeaeesbesreensesaeeaseseesneensesreeneensensens 2
1= 11 o TSRS 4
1100 [ Tox A o] o SR 4
1 o0 0 SR 5
2 REFEIBINCES ......cee ettt a bt bt e et et e s et et e st e be et e s b e be st et e e e neenenneabeneens 5
3 Definitions and ADDIEVIGLIONS..........cocueieieee ettt sttt e ae e e e e seesneeneeseeenes 5
31 D= T 0T (0] S STRRRSRSR 6
3.2 ADDIEVIBLIONS ...ttt b bt a e e e e b e sh e e b e e Rt ehe e s s e ee e b e sheeb e e Rt e R e et e e e bt sheebeeneeneennen 6
4 Architecture for HENB ManaQEmENT .........cooi ittt ettt st et s e e ens 6
4.1 HeNB OAM FUNCiONal ATCIITECIUIE..........oouiieieieieeie ettt bbbt et sae b se e e 6
411 OVEBIVIBI ...ttt et bttt e h e e b e bt eh oAt e s s e £ e oE £ ek e e h e eh e e aeea s e e e eE e e b e e Reeb e e aeen e e e e ab e b e sreehe e e ennenes 6
4.2 FUNCLIONAl ETEIMENES.......eeeee sttt ettt sttt eae et e e s e e seeebesaeeeeeneeneeneeneeeeseesbesneeneeneenean 7
421 HeNB Management SYStemM (HEMS) ..ottt st ene e 7
421.1 INITTAL HEMS......coee ettt ettt et e et e et e s beesbeesbeeabeeasesaeesaeesseenteearesanesreestaentenn 7
4212 SENVING HEMS ..o bbb b h b a e b e ae b et bt b e et b e et ne e e 7
422 HOME ENIB ..ttt h ettt e e ae e e s a e e e e ae e e sab e e eaneesareeemneesabeesnneesnreesnneean 8
4.2.3 SECUINLY GALEWEY (SEGWV)...cveeieeieeieiiesee st s it e ste et e st e s ae e teeteestesseesteete e teentessaesaeesseesseenseenseeneeaneansennsennsenn 8
4231 INITIAL SEGWV ...ttt st sttt sttt e e st et ese e st et e se e s e et e se e st et et ebe st e e ebesbe e ebeneenentens 8
4232 SEIVING SEGWV ...ttt sttt a e b et be b e e st s b e s e st e b et e st s b et e st s be e e bt s be s enenbe s eneeee 8
424 IMIMETHENB GWV ...ttt sttt sttt sttt sttt st s te et st e e et e sb e e et e st e e ebe st e e ebesbeneebeseeneebeseenentesbenentens 8
5 PrOCEAUIE FIOWS.....c.eeieieeee sttt b e st b et e et s st e be st et et e neesenneebenrens 8
51 Discovery and RegiStration PrOCEUIES.............cuiiiieeririeieiert ettt 8
511 L@ QY 1= S 8
512 Serving HEM S diSCOVENY PrOCEAUIES..........eveuertiietisteeetest ettt s bbb bbb s bbb n e ns 9
5121 L@ o= 9
5122 Serving HeM S Discovery via Initial HeEM S accessible inside operator’s private secure network

domain (Conditional ManUaOrY) ........cccueeuerierieeseese e et e st e e s e e e tessaesreesaeesreesseereensesseenseenrenns 9
5.1.2.3 Serving HeM S discovery via Initial HeM S accessible on the public internet (Conditional

/=10 71 0] Y SRR 11
5.1.3 HeNB registration with Serving HEMS (Mandatory) ........cceiceeveeieeie e ceesees et ee e 12
5.2 Configuration Management Procedures (Mandatory) .........vecueeieeieiieseeseeseesiessee e see e esre e seesse e seesseesneas 13
521 OVEBIVIBWW ..ttt ettt e et ettt st et e e e e eeeebe s st eaeeaeene e eeeeeeEeeaeeeeeme e eeeeseeebeaneeneeneensenseseenaesneeneeeenses 13
522 HeNB configuration using file download procedure (Optional)...........cccoereiereneinereieeese e 13
523 HeNB configuration using SetParameterV alues RPC method (Mandatory) ........cccccevereenennienienenenieenn 14
524 I PSec tunnel 1P address change notification procedure (Conditional Mandatory) .........c.ccoceeveneierenienenn 15
53 Alarm REPOIING PrOCEAUNES ..ottt ettt ettt b et b e et b e bt b e se e e b e s b e ebesreneeneas 15
531 Alarm reporting mechani SM CONfIQUIALTON ..........coiiiiiiiriieee e 15
5.3.2 Alarm reporting procedure for expedited and queued aarms (by RPC method) .........cccccveevecvciecieceenen, 16
54 Y I N O o] or= o [ o o0t o [0 = 17
54.1 PeriodicUploadinterval parameter CONfigUIation............cueieeieeieese s e e 17
5.4.2 Y I T =T o] o o S 17
Annex A (informative): (O T o ol o T o RSP S 18
[ 1S 0] Y PSSP 19

ETSI



3GPP TS 32.593 version 15.0.0 Release 15 4 ETSI TS 132 593 V15.0.0 (2018-07)

Foreword
This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document is part of a TS-family covering the 3" Generation Partnership Project Technical Specification
Group Services and System Aspects, Telecommunication Management; as identified below:

3GPP TS 32.591: "Telecommunications management; Home eNode B (HeNB)
Operations, Administration, Maintenance and Provisioning (OAM& P); Concepts
and requirements for Type 1 interface HeNB to HeNB Management System'”.

3GPP TS 32.592; " Telecommunications management; Home eNode B (HeNB)
Operations, Administration, Maintenance and Provisioning (OAM&P);
Information model for Type 1 interface HeNB to HENB Management System™.

3GPP TS 32.593: " Telecommunications management; Home Node B (HeNB)
Operations, Administration, M aintenance and Provisioning (OAM & P); Procedure
flowsfor Type 1interface HeNB to HeNB M anagement System " .

3GPP TS 32.594: "Telecommunications management; Home eNode B (HeNB)
Operations, Administration, Maintenance and Provisioning (OAM&P); XML
definitions for Type 1 interface HeNB to HeENB Management System”.
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1 Scope

The present specification describes the procedure flows between network entities involved in HeNB management-
related tasks. These procedures are based on the requirements specified in [4]. Information model for management-
related information exchanged in these procedures is specified in [5] and references therein. XML file formats used to
encapsulate the information exchanged in these procedures are specified in [6]. The communication protocol used for
HeNB management is the TR-069 protocol, specified in [7].

Management interface affected by these proceduresis the Type 1 interface between HENB and HeM S. Procedures flows
over the Type 2 interface (between Element Management and Network Management layer) for the management of
HeNB are outside of scope of this document

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 32.101: "Telecommunication management; Principles and high level requirements’.
[3] 3GPP TS 32.102:; " Telecommunication management; Architecture”.

[4] 3GPP TS 32.591: "Telecommunications management; Home eNode B (HeNB)

Operations, Administration, Maintenance and Provisioning (OAM&P);
Concepts and Requirements for Type 1 interface HeNB to HeNB Management System”.

[5] 3GPP TS 32.592: " Telecommunications management; Home eNode B (HENB)
Operations, Administration, Maintenance and Provisioning (OAM&P);
Information model for Type 1 interface HeNB to HeNB Management System"

[6] 3GPP TS 32.594: " Telecommunications management; Home eNode B (HENB)
Operations, Administration, Maintenance and Provisioning (OAM&P); XML
definitions for Type 1 interface HeENB to HeENB Management System"

[7] TR-069 Amendment 2, CPE WAN Management Protocol v1.1, Broadband Forum, viewable at
http://www.broadband-forum.org/techni cal/downl oad/TR-069A mendment2. pdf
[8] 3GPP TS 36.413: " Technical Specification Group Radio Access Network; Evolved Universal
Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1IAP)".
[9] 3GPP TS 33.320: " Security of Home Node B (HNB) / Home evolved Node B (HENB)".
3 Definitions and Abbreviations

For the purposes of the present document, the terms and definitions givenin TS 32.101 [2], TS 32.102 [3] and
TS 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of
the sameterm, if any, in TS 32.101[2], TS 32.102 [3] and TS 21.905 [1], in that order.
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3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A
term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

CM Configuration Management
DNS Domain Name Server
EPC Evolved Packet Core
FM Fault Management
FQDN Fully Qualified Domain Name
FTP File Transfer Protocol
HMS Home NodeB Management System
HeMS Home eNodeB Management System
HNB Home NodeB
HeNB Home eNodeB
HeNB-GW HeNB Gateway
HTTP Hyper Text Transfer Protocol
HTTPS Hyper Text Transfer Protocol Secure
IP Internet Protocol
LAN Loca AreaNetwork
MME Mobility Management Entity
MNO Mobile Network Operator
OAM Operation, Administration, Maintenance
PM Performance Management
RPC Remote Procedure Call
SeGW Security Gateway
SSL Secure Socket Layer
SFTP Secure File Transfer Protocol
TLS Transport Layer Security
4 Architecture for HeNB Management

4.1 HeNB OAM Functional Architecture

4.1.1 Overview

This section describes the functional architecture for HENB management over Type 1 management interface and entities
involved.

The architecture is shown in Figure 4-1 Functionalities of each entity are described in subsequent subclauses. Non-
OAM entities, such as SeGW and MME are also shown as they figure in the procedure flows specified in this
document.

ETSI
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Figure 4-1: HeNB Management Architecture

4.2 Functional Elements
4.2.1 HeNB Management System (HeMS)

The HeM S supports the procedures for:
- Configuration Management (CM), Fault management (FM) and Performance Management (PM) of HeNB
- ldentity and location verification of HENB
- Discovery and assignment of Serving HeM S, Serving SeGW, and MME
- File upload/download related to HENB management.
The HeM S comprises a TR-069 Manager and an file server.

The TR-069 Manager corresponds to the TR-069 Auto-Configuration Server (ACS) function as defined in TR-069
specification [7].

Thefile server may be used for file upload or download related to HeEM S management, such as upload of performance
measurement files or alarm logs, as configured by TR-069 Manager. The file server may also be used for other purposes
by network operator.

Typically, HeM S assumes one of the following two roles:
- Initial HEM S (subclause x.y.z.w)

- Initial Serving HEM S (subclause x.y.z.w)
4.2.1.1 Initial HeMS
The Initial HeM S may be used to perform identity and location verification of HeENB and assign appropriate Serving

HMS, Security Gateway and MME to HeNB. The FQDN of the Initial HeM S may be factory programmed in the
HeNB.

4.2.1.2 Serving HeMS

Serving HeM S supports the procedures for CM/FM/PM, file upload/download, and identity verification of the HeNB.
Serving HeM S may also support MME discovery and assignment by HeNB.

Typically, Serving HeEM S is located inside the operator’ s secure network domain and the address of the Serving HEM S
is provided to the HENB vialnitial HeM S.
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4.2.2 Home eNB
The HeNB is the managed device.
The HeNB logically comprises a TR-069 Agent and an file client.

TR-069 Agent corresponds to the TR-069 Customer Premise Equipment (CPE) function as defined in TR-069
specification [7].

Thefile client may be used for file upload or download related to HeM S management, such as upload of performance
measurement files or alarm logs, as configured by TR-069 Manager via TR-069 Agent. The file client may also be used
for other purposes not related to HENB management.

HeNB is associated with a Broadband (BB) device. Thisistypically aresidential gateway providing transport layer
connectivity via an access provider domain. The BB device providesrouting, NAT and firewall functionality. As shown
in Figure 4-1, HeNB can be connected to an external BB device or a BB device can be integrated with the HENB.

4.2.3 Security Gateway (SeGW)

SeGW provides authentication of HeNB secure tunnelling of communication between HeNB and HeM S and between
HeNB and MME.

4.2.3.1 Initial SeGW

Initial SeGW terminates | PSec and provides secure tunnelling of communication between HeNB and Initial HeMS. The
FQDN of the Initial SeGW may be factory programmed in the HENB. Initial SeGW can be the same as the Serving
SeGW.

4.2.3.2 Serving SeGW

Serving SeGW provides |PSec association and secure communication between HeNB and network elements such as
MME and Serving HeM S in the operator’ s network. Serving SeGW implements a forwarding function to allow
forwarding of 1P packets upstream and downstream:

- Downstream: packets are forwarded on appropriate | PSec tunnels towards the HeNB based on their destination
I P addresses;

- Upstream: forwarding IP traffic to the Serving HeMS, MME or other network elements based on destination |P
addresses.

The FQDN of the Serving SeGW may be provided to the HENB by Initial HeEMS.
Serving SeGW could be the same as the Initial SeGW.

4.2.4 MME/HeNB GW

MME terminates S1 interface from HeNB. Optionally, S1 interface termination can be provided by HENB Gateway.
Thisis not relevant from the HeNB point of view, since HeNB cannot differentiate between connecting to MME and
HeNBGW. From HeNB point of view, far-end S1 interface termination point appears as MME.

5 Procedure Flows

5.1 Discovery and Registration Procedures

5.1.1 Overview

When HeNB is powered up, it needs to establish connectivity with the Serving HeM S for management purposes and with
the MME for EPC connectivity purposes. The transport layer protocol for both of these connectionsis I P. | P connectivity

with Serving HeM S is established using Serving HeM S discovery procedures. Using these procedures, the HeNB is able
to:

ETSI



3GPP TS 32.593 version 15.0.0 Release 15 9 ETSI TS 132 593 V15.0.0 (2018-07)

- Acquire IP address of the HeM S
- Establish secure IP connection with the HeM S
The IP address(es) of the Sl interface is provided to the HeNB in one of the following ways:
— - By thelnitial HeM S during Serving HeM S discovery procedure
— - By the Serving HEM S during the registration procedure of the HeNB with the HeMS.

Once the HENB has established the IP connectivity with the Serving HeM S, the HeNB must register with the Serving
HeMS. Thisis accomplished using the HENB registration with Serving HeM S procedure, described in clause 5.1.3.

The registration of the HeNB with MME (S1 Setup procedure) is specified in [8].

Figure 5-1 illustrates discovery and registration procedures executed by the HENB upon power up.

Discovery of Serving
HeMS procedure

A

Registration with Serving
HeMS procedure

A
Registration with MME
(S1 Setup) procedure

Figure 5-1 Discovery and registration procedures

5.1.2 Serving HeMS discovery procedures
5.1.2.1 Overview

Operators may deploy their management infrastructure in different ways. Specifically, Initial HeMS may be accessible
within the operator’s secure public network domain or on the public internet. The following Serving HeM S discovery
procedures are defined to accommodate these deployment scenarios:

— Serving HeM S discovery via Initial HeM S accessible inside operator’s private secure network domain (clause
5.1.2.2)

—  Serving HeM S discovery via Initial HeM S accessible on the public internet (clause 5.1.2.3)

5.1.2.2 Serving HeMS Discovery via Initial HeMS accessible inside operator’s private
secure network domain (Conditional Mandatory)

This procedure applies for deployments where Initial HeM S is accessible only from inside the operator’s private secure
network domain, For such deployments the support for this procedure by HENB is mandatory. Otherwise, the support
for this procedure is not mandatory.

In this case the HeNB is factory programmed with:
- FQDN or IP address of the Initial HeM S

- FQDN or IP address of the Initial SeGW

- Operator trusted root CA certificate allowing the validation of the certificate presented by HeM S (as TL S server)
or SeGW (as IKEv2 responder)

The address information (either FQDN or | P address) of Initial SeGW should be consistent with that in the certificate

presented by Initial SeGW. When authentication between HeNB and Initial HeEM S is heeded, the address information
of Initial HeM S should be consistent with that in the certificate presented by Initial HeM S.
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The procedure for Serving HeM S discovery vialnitial HeM S accessible inside operator’ s private secure network
domain is described next and illustrated in Figure 5-2.

As apre-condition, the HeNB establishes | P connectivity to the Internet when it isinitially powered up.
1. Steps 1.1-1.5 allow HeNB to establish a secure connection with the Intial HeMS.

1.1 The HeNB initiates a process to get | P address of the Initial SeGW. If the HeNB already hasthe IP
address then go to step 1.3. If the HeNB has the FQDN, the HENB performs DNS query to apublic
DNSfor the IP address corresponding to the FQDN of the Initial SeGW.

1.2.DNS responds to the HeNB with the I P address of the Initial SeGW.
1.3 A secure connection via | PSec tunnel is established between the HENB and Initial SeGW.

1.4 The HeNB initiates a process to get |P address of the Initial HeMS. If the HENB already has the |P
address then skip step 1.4 and step 1.5. If the HeNB has the FQDN, the HeNB performs DNS query to
aprivate DNS for the I P address corresponding to the FQDN of the Initial HeMS.

1.5 Private DNS responds to the HeNB with the 1P address of the Initial HeMS.
A secure connection via |PSec tunnel is now established between the HENB and the Initial HEMS.

2. Steps 2.1-2.2 dllow the HeNB to establish a TR-069 session with Initial HeM S, as specified in [7].

2.1 TheHeNB sendsto Initial HeM S an Inform request containing Device ID of the HeNB and optionally
location information and/or other parameters.

2.2 Initia HeM S returns an InformResponse to accept the session.

3. Steps 3.1-3.2 alow the HeM Sto provide the HENB with the FQDN or the | P address of the Serving SeGW and
Serving HeM'S.

3.1. Initial HeEM S invokes SetParameterV alues RPC method to configure the FQDN or the | P address of
the Serving SeGW and Serving HEMS. The Initial HeM S must provide the identity of the Serving
SeGW and Serving HeEM S in exactly the form as contained in the server certificate (1P address or
FQDN), asthe HeNB will perform a match of the subject name in the certificate against this
configured parameter. Initial HeM S may also provide the far-end | P address of the S1 interface at this
stage. If the Initial HEM S does not provide the far-end |P address of the Sl interface the Serving
HeM S should provide it during the procedure for registration of HeNB with Serving HeEM S (clause
5.1.3).

3.2. The HENB acknowledges the received parameters using SetParameterV al uesResponse RPC method.

4. The HeNB releases the TR-069 Session between the HENB and Initial HeM S, according to the criteria specified
in[7].

5. The IPSec tunnel association may be destroyed between the HeNB and Initial SeGW.
6. Steps 6.1 — 6.5 alow HeNB to establish a secure connection with the Serving HeM S.

6.1 The HeNB initiates a process to get | P address of the Serving SeGW. If the HeNB already hasthe IP
address then go to step 6.3. If the HeNB has the FQDN, the HENB performs DNS query to apublic
DNS for the | P address corresponding to the FQDN of the Serving SeGW.

6.2.DNS responds to the HeNB with the IP address of the Serving SeGW.
6.3 A secure connection via IPSec tunnel is established between the HeENB and Serving SeGW.

6.4 The HeNB initiates a process to get | P address of the Serving HeMS. If the HeNB already has the IP
address then skip steps 6.4 and 6.5. If the HeNB has the FQDN, the HeNB performs DNS query to a
public DNS for the IP address corresponding to the FQDN of the Serving HEMS.

6.5 Private DNS responds to the HeNB with the | P address of the Serving HeM S.
A secure connection via |PSec tunnel is established between the HeNB and the Serving HeMS.

ETSI



3GPP TS 32.593 version 15.0.0 Release 15 11 ETSI TS 132 593 V15.0.0 (2018-07)

Go to registration with
Serving HeMS procedure

Public Initial . Initial Sarving Serving
HehB DNS SeGW Private DNS HeMS SeGW HeMsS
N - i i i ' |
' IP connectivity to Internet -i : 1 1 : :
' for HeNB established 1 | 1 1 i H h
L 11— 1 1
] i - i i ! !
1.1 DNS query for 1 H ' H H
FODN of Iniial SeGWW ] i ] ] H
1.2 DNS Response 1 1 1 1 1
(P address of Initial SeGW) § H : : : :
I: 1.3. Establish secure connection | : : 1 I
1 1
1.4 DNS Request (FGDN of¥nitial HeMS) ! 1 ' :
1.5 DNS Responsa (IP addless of Initial HeMs) | : : 1
1 t I
A __ H
oMo | _ Secure IP conndptity esteblished_ \ ________ | : |
— = ! = ! !
L]
2.1. TR-069 Inform reques. (Device 1D, Locatiol Information (aptionaly) ! ]
T T -
2.2 TR-069 InformResporse 1 i ! !
[ | 3.1 TR-068 SetParameteryjlues (Senving SeGW address, Serving HelyS address, : :
$1 interface address {optiohal) ) I I H '
T ¥ T [] 1
32 TR-069 SetParametgResponse ! 1 o 1 1
L t ¢ ¥ i 1
I: 4. TR-06S Session Termination : : | : :
I: 5. Tear down secure connection {optional) : : : : :
— t L i = =
6.1 DNS query for ' 1 : : : :
Serving SeGW FODN : ' H H H
6.2 DNS Responsa (IP 1 1 1 1 1
address of Serving SeGW} 1 = : I :
[ 6.3. Establish secure connection :
. 1
6.4 DNS Request (FODNKf Serving HeMS) _ - X
6.5 DNS Response (IP adliress of Sening HeNls) : :
1 H 1 1
o pemmmmmm=m=== T i Emme==m=e - r
] H I IF connecivity establishad - ik
(- r-———— == - - - - - - - - - - - - - = - - = - - - - -7 - - - - - — = I
]
1
1
I
1
L]

PR

Figure 5-2: Serving HeMS Discovery via Initial HeMS accessible inside operator’s private secure
network domain

Next, the HeNB performs registration with the Serving HeM S procedure (clause 5.1.3).

5.1.2.3 Serving HeMS discovery via Initial HeMS accessible on the public internet
(Conditional Mandatory)

This procedure applies for deployments where Initial HeM S is accessible on the public internet. In this case the HeNB
is factory programmed with Initial HeMS' FQDN, which the operator needs to publish in a public DNS and with
operator trusted root CA certificate allowing the validation of the certificate presented by HeEMS (as TL S server). For
such deployments, the support for this procedure by HENB is mandatory. Otherwise, the support for this procedureis
not mandatory.

The procedure for Serving HeM S discovery vialnitial HeM S accessible on the public internet is described next and
illustrated in Figure 5-3.
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1.3. IP connectivity with SBL/TLS security established

[ s—

2.1. TR-069 Inform reqest (Device ID, Location Information (optionfil) )
2.2. TR-069 InformResgonse

3.1 TR-069 SetParametdrValues (Serving SeGW address, Serving HeMS address,
S1 interface address (opgional) )
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5.4 DNS Query (FQDN of q erving HeMS) Ll

5.5 DNS Response (IP add‘ess of Serving HeMS)
]

Go to registration with :
i ]
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Figure 5-3 Serving HeMS Discovery via Initial HeMS accessible on the public internet

Asapre-condition, the HeNB establishes | P connectivity to the Internet when it isinitially powered up.

1. In steps 1.1-1.3 HeNB establish | P connectivity with the Intial HeM S using SSL/TLS security. The HeNB must
have areference to the | P address of the Initial HeM S pre-programmed. The HeNB performs DNS query to a
public DNS for the IP address corresponding to the FQDN of the Initial HeM S if needed.

Steps 2 to 4 are identical to steps 2 to 4 in the procedure for Serving HeM S discovery via Initial HeM S accessible
inside operator’s private secure network domain (clause 5.1.2.2). Steps 5.1 to 5.5 areidentical to steps6.1t06.5in
the procedure for Serving HeM S discovery via Initial HeM S accessible inside operator’ s private secure network
domain (clause 5.1.2.2).

Next, the HeNB performs registration with the Serving HeM S (clause 5.1.3).

5.1.3 HeNB registration with Serving HeMS (Mandatory)

The procedure for HENB registration with Serving HeM S is described next and illustrated in Figure 5-4.

As apre-condition, the HENB has discovered and establishes secure IP connectivity with the Serving HeMS. Thisis
accomplished using appropriate Serving HeM S discovery procedure (clause 5.1.2).

1. Steps 1.1-1.2 alow the HeNB to establish a TR-069 session with Serving HeM S, as specified in [7].

1.1 The HeNB sendsto Serving HeM S an Inform request containing Device ID of the HeNB and
optionally location information and/or other parameters.

1.2 Serving HeM S returns an InformResponse to accept the session.
2. Steps 2.1-2.2 dllow the HeM Sto provide the HeNB with the far-end | P address of the S1 interface.

2.1 Serving HeM S invokes SetParameterV alues RPC method to configure the far-end |P address of the S1
interface and optional |Psec usage indicator.

2.2. The HeNB acknowledges the received Sl interface | P address using SetParameterV al uesResponse
RPC method and optional 1Psec usage indicator.
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3. The HENB may release the TR-069 Session between the HeNB and Serving HeM S, according to the criteria
specified in [7].

4. The HeNB initiates the S1 Setup procedure (registration with MME) specified in [8].

Serving Serving HeMS
HeNB SeGW 9
Secure IP connectivity to the Serving HeMS established
1.1. TR-069 Inform request (Device ID, Location Information (optional) )
-
o 1.2. TR-069 InformResponse
2.1 TR-069 SetParameterValues (S1 interface IP address)
2.2. TR-069 SetParameterResponse -
L 3. TR-069 Session Termination J
‘ 4. Go to S1 Setup procedure E
&

Figure 5-4: Procedure for HeNB registration with Serving HeMS

5.2 Configuration Management Procedures (Mandatory)

5.2.1 Overview

This section specifies the procedure flows for HENB configuration management using TR-069 protocol specified in[7].
These procedure flows stem from the CM requirements in [4], which mandate that CM can be achieved either by means
of TR-069 RPC methods as a mandatory feature or by means of file download as an optional feature.

The procedure for naotification of the IPSec | P address change by the HeNB is al so specified.

5.2.2 HeNB configuration using file download procedure (Optional)

Following aregistration of the HENB with the Serving HEM S, the TR-069 Manager in the Serving HeM S may trigger
the HeNB to start afile download of configuration CM data. Subsequent to thisinitial phase, the TR-069 Manager may
trigger this procedure at any time.

Procedure for HENB configuration using file download is shown in Figure 5-5 and described next.

HeMS
HeNB File TR-069
server manager
) ______ T,

1. TR-069 session establishment

2. Download RPC method (file type, URL, usq
~ name, password, file size)

=

3. CM file download request

\ 4

4. CM file download

<

5. Download completion indication
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Figure 5-5 HeNB configuration using file download procedure

As apre-condition, the HeNB must be registered with the HeMS.

1. The TR-069 session is established as
described in [7].

2.HeM S invokes RPC method Download, specified in [7], to cause the HeNB to download a specified file from the
designated location, which may be the file server in the HeM S as shown in Figure 5-5. The arguments of the
Download RPC method are described in [7] and include:

— Filetype,
— URL specifying the source file location
—  User name for the connection to the file server
—  Password associated to the user name
— Filesize
Types and values of the arguments of the Download method are described in [7].

3. TheHeNB initiates the file download using transport protocol inferred from the URL argument of the
Download method.

4. Thefile server performs the file download. The file format is specified in [6].

5.  TheHeNB providesfile download completion indication (success/unsuccessful) using the means described in[7].
The HeNB should indicate successful file download only after the new configuration has been successfully
applied. In the case of download failure, none of the downloaded parameters shall be applied.

According to [7], TR-069 session may be terminated before or after the Download completion indication is sent by the
HeNB.

The mechanisms by which the file is installed on the file server and the corresponding URL is built and provided to the
TR-069 manager are not specified in this document.

5.2.3 HeNB configuration using SetParameterValues RPC method
(Mandatory)

Procedure for HeNB configuration using TR-069 RPC method SetParameterValuesis shown in Figure 5-6 and
described next.

—_——————  — —— o —— — — —

1. TR-069 session establishment

2. SetParameterValues

A

3. SetParameterV aluesResponse

v

4. TR-069 session tear-down
[ [

Figure 5-6 HeNB configuration procedure using RPC SetParameterValues method

Asapre-condition, the HeNB must be registered with the HeMS.

1. The TR-069 session is established as
described in [7].
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2. The HeM S invokes SetParameterVaues RPC method, specified in [7], to configure the parametersin the HeNB.
The arguments include the list of parametersto be configured and their values.

3. The HeNB sends SetParameterV alueResponse with the Status argument. The type and values of this argument
aredescribed in [7]. The internal procedure that the HeNB must follow to:

— apply new parameter values,
— determine the value of the Status argument, and

— send the SetParameterV al ueResponse
isdescribed in [7].

4, The TR-069 session may be torn down
after SetParameterVaueReponse is sent
by the HeNB.

5.2.4 |PSec tunnel IP address change natification procedure (Conditional
Mandatory)

The precondition is to configure HeNB using IPsec. If the inner 1Psec tunnel 1P address of the HeENB changes and
HeNB is connected to HeM S via |PSec Tunnel then the HeNB shall notify the HeM S about the change of the IPSec IP
address. To thisend the HeNB shall establish a TR-069 session to the Serving HeM S and use the Inform method to
update the IPSec tunnel | P address. The procedure is shown in Figure 5-7 and described next.

HeNB HeMS

r-r—-———~F"FF"™= ~"""~""~>"T"™"~>""™~""~>""™""™>""™>""™""™""™"7"™"77—/™—/°7° -]

e - - - —a

1. Inform request (Device ID, 1PSec | Paddress)

2. InformResnonse

A

3. TR-069 session tear-down

Figure 5-7 IP address change notification procedure

Asapre-condition, the HeNB must be registered with the HeMS.

1. The HeNB invokes Inform RPC method as soon as possible following a change of the IPSec IP address. In the
arguments of the Inform method the HeNB shall include Device ID and the new IPSec | P address of the HeNB.

2. The HeM S acknowledges the receipt of the new |PSec | P address of the HeNB using InformResponse method.

The TR-069 session may be torn down.

5.3 Alarm Reporting Procedures

5.3.1 Alarm reporting mechanism configuration
This procedure alows TR-069 Manager, using SetParameterV alues method, to select alarm attributes (such as

perceived severity, alarm type) that HeNB shall use to classify its alarms for purpose of reporting them to TR-069
Manager. .

ETSI



3GPP TS 32.593 version 15.0.0 Release 15 16 ETSI TS 132 593 V15.0.0 (2018-07)

HeNB TR-069

Manager

[ T
1. TR-069 connection establishment

2. SetParameterV al ues (ReportingM echanism)

3. SetParameterV al uesResponse

A\ 4

Figure 5-8 : Alarm Reporting Mechanism Configuration

1. TR-069 connection is established between the HeNB and the HeM S as described in [7].

2. TR-069 Manager initiates the configuration of the alarm reporting mechanism by using SetParameterValues. The
parameter ReportingMechanism is defined in [5].

3. HeNB respondsto TR-069 Manager by using SetParameterV al uesResponse message to indicate success or failure
of the procedure. In case of failure the response message returns an error code.

For the details of the SetParameterV alues procedure refer to [7] section A.3.2.1

5.3.2 Alarm reporting procedure for expedited and queued alarms (by RPC
method)

When an alarm occurs, the HENB reports the alarm to the TR-069 Manager using the procedure that depends on the
ReportingM echanism of the alarm defined in [5],

This procedureis applicable only to alarms classified as Expedited Handling and Queued Handling with respect to the
ReportingM echanism.

HeNB TR-069
M anager

1. TR-069 connection establishment

2. Inform request

\ 4

3. InformResponse

A

Figure 5-9: Alarm Reporting Procedure for Expedited and Queued Alarms

1. A TR-069 connection is established between the HeNB and the HEM S.

2. HeNB reports the alarm directly to TR-069 Manager by using Inform method.
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3. When TR-069 Manager receives the alarm, it responds to HeNB with InformResponse message.

For the details of the Inform method refer to [7] section A.3.3.1

5.4 PM File Upload Procedures

5.4.1 PeriodicUploadinterval parameter configuration

TR-069 Manager uses SetParameterV a ues method to set the PeriodicUploadl nterval parameter to define the periodicity
for PM file upload. Refer to [5] for definition of the PeriodicUploadinterval parameter.

Note: When the PeriodicUploadEnable parameter is set to FALSE - disabled, HeNB shall not initiate PM file upload
procedure. Refer to [5] for definition of the PeriodicUploadEnable parameter.

HeNB TR-069
Manager

1. TR-069 connection establishment

P. SetParameterV al ues(PeriodicUploadl nterval)

3. SetParameterV aluesResponse

\ 4

Figure 5-10: PeriodicUploadinterval parameter configuration

1. A TR-069 connection is established between the HeM S and the HeNB.

2. TR-069 Manager sets the PeriodicUploadinterval parameter for a PM file upload by the HeNB using
SetParameterV alues method.

3. HeNB respondsto TR-069 Manager by SetParameterV aluesResponse to indicate success or failure of the
procedure. In case of failure, the HeNB shall return an error code.

Note: For details of the SetParameterV alues method refer to TR-069 Amendment 2 [7] A.3.2.1

5.4.2 PM file upload

HeNB File Server
[ [
1. Periodically upload performancefile

Using FTP/SFTP/HTTP/HTTPS

Figure 5-11: PM file upload

HeNB uploads the PM fileto File Server at every PeriodicUploadinterval (see[5] for parameter definition). The upload
method may be one of the following: FTP, SFTP, HTTP, HTTPS (refer to [7] section A.3.2.2)
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