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The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure Program:
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fitness
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2022.
All rights reserved.
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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found under http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document is part of a TS-family covering the 3" Generation Partnership Project; Technical Specification
Group Services and System A spects; Telecommunication management; as identified below:

32.611: " Configuration Management (CM); Bulk CM Integration Reference Point (IRP): Requirements".
32.612: "Configuration Management (CM); Bulk CM Integration Reference Point (IRP): Information Service

(19)".
32.616: "Configuration Management (CM); Bulk CM Integration Reference Point (IRP): Solution Set (SS)
defintions'.

Configuration Management (CM), in general, provides the operator with the ability to assure correct and effective
operation of the 3G network asit evolves. CM actions have the objective to control and monitor the actual configuration
on the Network Elements (NEs) and Network Resources (NRs), and they may be initiated by the operator or by functions
in the Operations Systems (OSs) or NEs.

CM actions may be requested as part of an implementation programme (e.g. additions and deletions), as part of an
optimisation programme (e.g. modifications), and to maintain the overall Quality of Service (QoS). The CM actions are
initiated either as single actions on single NEs of the 3G network, or as part of acomplex procedure involving actions on
many resources/objectsin one or several NEs.

ETSI
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1 Scope

The present document describes the Bulk Configuration Management (CM) requirements for managing a 3G network.
Thisis described from the management perspective in 3GPP TS 32.101 [1] and 3GPP TS 32.102 [2].

The Itf-N for CM is built up by a number of Integration Reference Points (IRPs) and a related Name Convention
3GPP TS 32.300[3], which realise the functional capabilities over thisinterface. The basic structure of the IRPsis defined
in 3GPP TS 32.101 [1] and 3GPP TS 32.102 [2]. For CM, a number of IRPs (and a Name Convention) are defined, used
by thisaswell as by other specificationsfor Telecom Management produced by 3GPP. These IRPs are defined in separate
3GPP specifications, and listed in the table in the Introduction clause above. This document defines the requirements for
the Bulk CM IRP.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 32.101: "Telecommunication management; Principles and high level requirements’.
2] 3GPP TS 32.102: "Telecommunication management; Architecture”.
[3] 3GPP TS 32.300: " Telecommunication management; Configuration Management (CM); Name

convention for Managed Objects’.

[4] 3GPP TS 32.600: "Telecommunication management; Configuration Management (CM); Concept
and high-level requirements”.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

Data: isany information or set of information required to give software or equipment or combinations thereof a specific
state of functionality.

Element M anager (EM): provides a package of end-user functions for management of a set of closely related types of
Network Elements (NES). These functions can be divided into two main categories:

- Element Management Functions for management of NEs on an individual basis. These are basically the same
functions as supported by the corresponding local terminals.

- Sub-Network Management Functions that are related to a network model for a set of NES constituting a clearly
defined sub-network, which may include relations between the NEs. This model enables additional functions on
the sub-network level (typically in the areas of network topology presentation, alarm correlation, service impact
analysis and circuit provisioning).

Firmware: isaterm used in contrast to software to identify the hard-coded program, which is not downloadable on the
system.
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Hardware: iseach and every tangible item.

IRP Information Model: See 3GPP TS 32.101 [1].
IRP Information Service: See 3GPP TS 32.101 [1].
IRP Solution Set: See 3GPP TS 32.101 [1].

Managed Object (M O): an abstract entity, which may be accessed through an open interface between two or more
systems, and representing a Network Resource (NR) for the purpose of management. The Managed Object (MO) isan
instance of a Managed Object Class (MOC) as defined in a Management Information Model (MIM). The MIM does not
define how the MO or NR isimplemented; only what can be seen in the interface.

Management | nfor mation Base (M 1B): the set of existing managed objects in a management domain, together with
their attributes, constitutes that management domain's MIB. The MIB may be distributed over several OS/NEs.

M anagement Infor mation Model (MIM): also referred to as NRM — see the definition below. Thereisadight
difference between the meaning of MIM and NRM —theterm MIM is generic and can be used to denote any type of
management model, while NRM denotes the model of the actual managed telecommunications Network Resources
(NRs).

Network Element (NE): is a discrete telecommunications entity, which can be, managed over a specific interface e.g.
the RNC.

Network Manager (NM): provides a package of end-user functions with the responsibility for the management of a
network, mainly as supported by the EM(s) but it may also involve direct access to the NEs. All communication with
the network is based on open and well-standardised interfaces supporting management of multi-vendor and multi-
technology NEs.

Network Resource (NR): isacomponent of a NE, which can be identified as a discrete separate entity and isin an
object oriented environment for the purpose of management represented by an abstract entity called Managed Object
(MO).

Network Resource Model (NRM): amodel representing the actual managed tel ecommunications Network Resources
(NRs) that a System is providing through the subject IRP. An NRM describes Managed Object Classes (MOC), their
associations, attributes and operations. The NRM is also referred to as"MIM" (see above) which originates from the
ITU-T TMN.

Object Management Group (OMG): see http://www.omg.org.

Operations System (OS): indicates a generic management system, independent of its location level within the
management hierarchy.

Operator: iseither
- ahuman being controlling and managing the network; or
- acompany running a network (the 3G network operator).

Optimisation: of the network is each up-date or modification to improve the network handling and/or to enhance
subscriber satisfaction. The aim isto maximise the performance of the system.

Re-configuration: isthe re-arrangement of the parts, hardware and/or software that make up the 3G network. A re-
configuration can be of the parts of asingle NE or can be the re-arrangement of the NEs themselves, as the parts of the
3G network. A re-configuration may be triggered by a human operator or by the system itself.

Reversion: isa procedure by which a configuration, which existed before changes were made, is restored.

Software: isaterm used in contrast to firmware to refer to all programs which can be loaded to and used in a particular
system.

Up-Dates: generaly consist of software, firmware, equipment and hardware, designed only to consolidate one or more
modifications to counter-act errors. As such, they do not offer new facilities or features and only apply to existing NEs.

Up-Grades: can be of the following types:
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- enhancement - the addition of new features or facilities to the 3G network;

- extension - the addition of replicas of existing entities.

3.2

For the purposes of the present document, the following abbreviations apply:

CM
CORBA
EM
FM
FW
HW
IRP
ITU-T
MIB
MIM
MOC
MOI
NE
NM
NR
NRM
OMG
oS
OSF
PM
RNC
SW
™
TRX
UML
UMTS

Abbreviations

Configuration Management

Common Object Request Broker Architecture
Element Manager

Fault Management

Firmware

Hardware

Integration Reference Point

ETSI TS 132 611 V17.0.0 (2022-05)

International Telecommunication Union, Telecommunication Standardisation Sector

Management Information Base
Management Information Model
Managed Object Class

Managed Object Instance

Network Element

Network Manager

Network Resource

Network Resource Model

Object Management Group
Operations System

Operations System Function
Performance Management

Radio Network Controller

Software

Telecom Management

Transceiver

Unified Modelling Language (OMG)
Universal Mobile Telecommunications System

ETSI
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4 Bulk CM and Itf-N Interface

4.1 Bulk CM principles

The Itf-N (see ref. 3GPP TS 32.102 [2]) is an object oriented interface, i.e. al resources of the 3G network (functional
and physical resources) whose management is standardised by the present document are represented as Managed Object
Instances (MOI) of a Network Resource Model (NRM).

The NRM shall be highly simplified for the purpose of the NM, based on the assumption that all of the detailed CM
actions are performed by an Element Manager (EM), which knows the vendor-specific NRM and configuration.

There are two types of CM functions - Passive CM and Active CM (see 3GPP TS 32.600 [4] for definitions).
There are also at least two approachesto CM - Basic CM and Bulk CM. Refer to 3GPP TS 32.600 [4] for Basic CM.
Bulk CM is characterised by

- Bulk (file-oriented) dataretrieval (configuration parameters) over Interface-N from single NEs, a collection of
NEs or the whole network. (The passive aspect of Bulk CM.)

- Bulk (file-oriented) data download of configuration parameters to EM/NESs over Interface-N. (An active aspect
of Bulk CM.)

- The network-wide activation of those parameters through a single operation. (An active aspect of Bulk CM.)

- Theahility to fallback to a previous stable configuration through a single operation. (An active aspect of Bulk
CM.)

This document describes the specific functional requirements related to Bulk CM of Network Resources (NRs) on the
[tf-N.

4.2 Overview of IRPs related to Bulk CM

The Itf-N for CM is built up by a number of Integration Reference Points (IRPs) and a related Name Convention, which
realise the functional capabilities over thisinterface. The basic structure of the IRPsis defined in 3GPP TS 32.101 [1]
and 3GPP TS 32.102[2]. For CM, a number of IRPs (and a Name Convention) are defined, used by this as well as other
specifications For Telecom Management (TM) produced by 3GPP. All these IRPs are defined in separate 3GPP
specifications, and listed in the Introduction clause.

4.3 Bulk CM Requirements

Interface-N shall provide efficient mechanismsto upload current CM data from the IRP Agent and download new CM
datato the IRP Agent.

It shall be possible to transfer a CM file containing parameters for any specified Network Resource Model (e.g. radio
network, Core Network) from the NM to the IRP Agent using a standardised file format and transfer mechanism. The
IRP Agent shall also be capable of making the necessary configuration changesin its managed NEs, using the
parameters and information contained in the transferred CM file.

The following requirements have been identified regarding the file format and transfer control mechanism over
Interface-N.

1. It shal be possibletoinitiate the upload (IRP Agent to NM) of CM data over Interface-N.

2. It shall be possible to scope the Objects to be uploaded from the IRP Agent, e.g. parameters for a Cell, an RNC, or
all the NEs managed by the IRP Agent.

3. It shal be possibleto initiate the download (NM to IRP Agent) of CM data over Interface-N.

4. The parameters in the file for downloading to the IRP Agent may relate to creating Managed Objects, deleting
Managed Objects or changing some or all modifiable attributes of existing Managed Objects. These parameters may
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21

be applicable to some or all the Managed Objects controlled by the IRP Agent, e.g. a Cell, an RNC, or al NEs
managed by the IRP Agent.

The IRP Agent should check the consistency, syntax and semantic of the downloaded file to ensure that the
configuration changes contained in the file can be implemented in the network.

It shall be possible to activate a previously downloaded configuration file in the EM/NE via a control facility.

Two activation modes may be defined for this IRP, distinguishable by their impact on network services in alive
network. In the first activation mode the IRP Agent shall attempt to keep impact on service to a minimum, e.g. by
the IRP Agent executing only one command or configuration change at atime in aNE. In the second activation mode
all configuration changes contained in the file shall be implemented in the network in the minimum possible time,
regardless of impact on service.

Activation shall employ a best effort mechanism, i.e. if parts of the activation cannot be successfully completed, the
remainder shall still be attempted, where possible. Optionally, other activation strategies may also be supported.

The Bulk CM IRP shall specify an optional capability to achieve as near an “all or none” activation strategy as
possible. This strategy may be achieved by the use of a pre-activation operation that provides the maximum possible
verification that the subsequent activate operation will succeed.

The activation of the new configuration in the NEs shall be logged, the objective being to enable an operator (if
necessary) to analyse the log (e.g. analyse failed commands) and to subsequently achieve a full activation. Note that
“activation” means execution of each command in the downloaded file, and the result of each command execution
shall be logged, whether successful or unsuccessful.

It shall be possible to selectively retrieve the information contained in the log, e.g. only unsuccessful operations.
It shall be possible to check the status of a configuration file operation.

It shall be possible for the IRP Agent to fallback to a previously known working configuration, initiated by the IRP
Manager.

Interface-N shall support notifications, e.g. to indicate completion of an operation, error cases.

Thefile format shall be flexible enough to include all possible CM parameter types, i.e. standard parameters as well
as vendor specific parameters. The meaning, syntax, units, etc. of standard parameters shall be specified. The
representation of vendor specific parameters will be proprietary. A uniform mechanism for handling vendor specific
parameters shall be specified.

Since the files are transferred via a machine-machine interface, the file format shall be machine readable using
industry standard tools, e.g. XML parser.

Moreover, the files shall be formatted in a human readable way, i.e. to allow manual editing of its contents by the
IRPManager before downloading.

The file format shall be specified by using a standardised language, e.g. the Extensible Mark-up Language (XML),
in order to provide the possibility of visualisation in aweb browser.

The same file format shall be used for the upload and download to the IRP Agent.
Thefile format shall be independent of the data transfer protocol used to carry the file from one system to another.

Thefile transfer facility shall be implemented using a commonly available protocol, e.g. FTP.
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22.

23.

24,

25.

26.

27.

The Managed Object Class identifiers used in the file shall be the same as those used for Basic CM, Fault
Management and Performance Management.

Bulk CM IRP shall be sufficient to configure a complete radio network, including vendor specific parameters of the
UTRAN.

For security considerations, notifications should be generated by the IRPAgent whenever download, activate or
fallback operations are initiated during aBulk CM session. These notifications shall be available to any IRPManager
that has subscribed to Bulk CM IRP notifications and shall include the session id, the identity of the IRPManager
invoking the operation, and the type of operation.

For security considerations, the IRPAgent shall ensure that only the IRPManager that started a Bulk CM session is
subsequently allowed to send commands related to that session. This check shall be made for each command issued
during the session. If the IRPManager is not the same, the command shall not be performed and the session state
shall not be changed, and a security alarm issued.

For security considerations, if the IRPAgent has the information that a downloaded file has been changed during a
session before pre-activation or activation, the pre-activation or activation command shall not be performed and the
session state shall not be changed and a security alarm shall be issued.

For security considerations, the IRPAgent should maintain alog of sessions, i.e. identity of IRPManager initiating a
session, session start and end times, Bulk CM operations (e.g. activate, fallback) performed during a sessionincluding
their start and end times. This requirement may be partially satisfied by Notification Log IRP.
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