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Modal verbs terminology
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"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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Foreword
This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

This Technical Specification has been produced by 3GPP TSG SA to allow for the standardization in the area of lawful
interception of telecommunications. This document addresses the handover interfaces for lawful interception of Packet-
Data Services, Circuit Switched Services, Multimedia Services within the Universal Mobile Telecommunication
System (UMTS) and Evolved Packet System (EPS). The specification defines the handover interfaces for delivery of
lawful interception Intercept Related Information (IRI) and Content of Communication (CC) to the Law Enforcement
Monitoring Facility.

Laws of individual nations and regional institutions (e.g. European Union), and sometimes licensing and operating
conditions define a need to intercept telecommunications traffic and related information in modern telecommunications
systems. It has to be noted that lawful interception shall always be done in accordance with the applicable national or
regional laws and technical regulations. Nothing in this specification, including the definitions, is intended to supplant
national law.

This specification should be used in conjunction with TS 33.106 [18] and TS 33.107 [19] in the same release. This
specification may also be used with earlier releases of TS 33.106 [18] and TS 33.107 [19], aswell as for earlier releases
of UMTS and GPRS.
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1 Scope

The present document specifies the handover interfaces for Lawful Interception (L1) of Packet-Data Services, Circuit
Switched Services, Multimedia Services within the UMTS network and Evolved Packet System (EPS). The handover
interface in this context includes the delivery of Intercept Related Information (IRI) through the Handover Interface 2
(HI2) and Content of Communication (CC) through the Handover Interface 3 (HI3) to the Law Enforcement Monitoring
Facility (LEMF).

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] ETSI TS 101 331: "Lawful Interception (LI); Requirements of Law Enforcement Agencies'.

[2] ETSI ES 201 158: “Telecommunications security; Lawful Interception (LI); Requirements for
network functions'.

[3] ETSI ETR 330: “Security Techniques Advisory Group (STAG); A guide to legidlative and
regulatory environment".

[4] 3GPP TS 29.002: 3rd Generation Partnership Project; Technical Specification Group Core
Network; Mobile Application Part (MAP) specification”.

[5A] ITU-T Recommendation X.680: "Abstract Syntax Notation One (ASN.1): Specification of Basic
Notation".

[5B] ITU-T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Information Object
Specification".

[5C] ITU-T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Constraint
Specification:.

[5D] ITU-T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Parameterization of

ASN.1 Specifications'.

[6] ITU-T Recommendation X.690: "ASN.1 encoding rules; Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)".

NOTE 1: Itisrecommended that for [5A], [5B], [5C], [5D] and [6] the 2002 specific versions should be used.

[7] ITU-T Recommendation X.880: “Information technology - Remote Operations: Concepts, model
and notation".
[8] ITU-T Recommendation X.882: “Information technology - Remote Operations: OSI realizations -

Remote Operations Service Element (ROSE) protocol specification®.
NOTE 2: It isrecommended that for [8] the 1994 specific versions should be used.

[9] 3GPP TS 24.008: "3GPP Technical Specification Group Core Network; Maobile radio interface
Layer 3 specification, Core network protocol; Stage 3.

[10] - [12] Void.
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[13]
[14]

[15]
[16]
[17]

[18]

[19]

[20]

[21] —[22]
[23]
[24]
[29]

[26]
[27]
[28]
[29]
[30]

[31]

NOTE 3:

[32] - [33]
[34]

[35]
[36]
[37]

[38]

IETF STD 9 (RFC 0959): "File Transfer Protocol (FTP)".

3GPP TS 32.215: 3rd Generation Partnership Project; Technical Specification Group Services and
System Aspects; Telecommunication Management; Charging Management; Charging data
description for the Packet Switched (PS) domain).

IETF STD0005 (RFC 0791: "Internet Protocol".
IETF STD0007 (RFC 0793): "Transmission Control Protocol”.

3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core
Network; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) acrossthe Gn
and Gp interface”.

3GPP TS 33.106: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Lawful Interception Requirements”.

3GPP TS 33.107: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Lawful interception architecture and functions'.

3GPP TS 23.107: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Quality of Service QoS concepts and architecture”.

Void.
ANSI/JSTD-025-A: "Lawfully Authorized Electronic Surveillance”.
ETSI TS 101 671: "Handover Interface for the lawful interception of telecommunications traffic”.

3GPP TS 23.003: "3rd Generation Partnership Project; Technical Specification Group Core
Network; Numbering, addressing, and identification".

IETF RFC 3261: "SIP: Session Initiation Protocol”.

IETF RFC 1006: "1SO Transport Service on top of the TCP".

IETF RFC 2126: "1SO Transport Service on top of TCP (ITOT)".

ITU-T Recommendation Q.763: "Signalling System No. 7 - ISDN User Part formats and codes’.

ETSI EN 300 356 (all parts): "Integrated Services Digital Network (ISDN); Signalling System
No.7; ISDN User Part (ISUP) version 3 for the international interface”.

ETSI EN 300 403-1 (V1.3.2): "Integrated Services Digital Network (ISDN); Digital Subscriber
Signalling System No. one (DSS1) protocol; Signalling network layer for circuit-mode basic call
control; Part 1: Protocol specification [ITU-T Recommendation Q.931 (1993), modified]".

Reference [31] is specific, because ASN.1 parameter "rel ease-Reason-Of-Intercepted-Call" has the
following comment: "Release cause coded in [31] format”. In case later version than the given one
indicated for ISDN specification ETSI EN 300 403-1 has modified format of the "release cause”, keeping
the reference version specific allows to take proper actionsin later versions of this specification.

Void

ITU-T Recommendation Q.931: "ISDN user-network interface layer 3 specification for basic call
control".

Void.
Void.

3GPP TS 23.032: "3rd Generation Partnership Project; Technical Specification Group Core
Network; Universal Geographical Area Description (GAD)".

3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Vocabulary for 3GPP Specifications”.
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[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]
(58]
[59]

[60]

ISO 3166-1: "Codes for the representation of names of countries and their subdivisions -
Part 1: Country codes".

3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; |P Multimedia Subsystem (IMS); Stage 2".

3GPP TS 29.234: "3 Generation Partnership Project; Technical Specification Group Core
Network and Terminals. 3GPP System to Wireless Local Area Network (WLAN) interworking;
Stage 3".

3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects, General Packet Radio Service (GPRS); Service description”.

3GPP TS 23.234: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects, 3GPP system to Wireless Local Area Network (WLAN) Interworking;
System Description”.

3GPP TS 23.401: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; General Packet Radio Service (GPRS) enhancements for Evolved Universal
Terrestrial Radio Access Network (E-UTRAN) access'.

3GPP TS 23.402: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Architecture enhancements for non-3GPP accesses'.

3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Access
(GPRS) Tunneling Protocol for Control Plane (GTPv2-C); Stage 3".

3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage
3".

3GPP TS 29.275: "Proxy Mobile IPv6 (PMIPv6) based Mobility and Tunneling protocols; Stage
3".

3GPP TS 24.303: "Mobility management based on Dual-Stack Mobile IPv6; Stage 3".
(void)
(void)

3GPP TS 24.147: " 3rd Generation Partnership Project; Technical Specification Group Core
Network and Terminals, Conferencing Using the IP Multimedia (IM) Core Network (CN)
subsystem 3GPP Stage 3".

3GPP TS 29.273: "3 Generation Partnership Project; Technical Specification Group Core
Network and Terminals, Evolved Packet System (EPS); 3GPP EPS AAA interfaces’.

3GPP TS 33.328: "3 Generation Partnership Project; Technical Specification Group Services and
System Aspects; |P Multimedia Subsystem (IMS) media plane security".

ATIS-0700005 "Lawfully Authorized Electronic Surveillance (LAES) for 3GPP IMS-based Vol P
and other Multimedia Services'.

3GPP TS 29.212: "3rd Generation Partnership Project; Technical Specification Group Core
Network and Terminals; Policy and Charging Control (PCC); Reference points’.

Void.
IETF RFC 4217: "Securing FTPwith TLS".

3GPP TS 29.272: "3rd Generation Partnership Project; Technical Specification Group Core
Network and Terminals, Evolved Packet System (EPS); Mobility Management Entity (MME) and
Serving GPRS Support Node (SGSN) related interfaces based on Diameter protocol”.

3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Network Domain Security (NDS); Authentication Framework (AF)".

ETSI



3GPP TS 33.108 version 14.3.0 Release 14 16 ETSI TS 133 108 V14.3.0 (2018-01)

[61]

[62]

[63]
[64]

[65]
[66]
[67]
[68]
[69]
[70]
[71]

[72]

[73]

[74]

[75]
[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]
[84]
[85]

IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia
Internet KEYing (MIKEY)", available at www.ietf.org

3GPP TS 25.413: "UTRAN lu interface Radio Access Network Application Part (RANAP)
signalling".

3GPP TS 29.279: "Mobile IPv4 (MI1Pv4) based mobility protocols; Stage 3".

3GPP TS 29.118: "Mobility Management Entity (MME) —Visitor Location Register (VLR) SGs
interface specification"

ANSI/JSTD-025-B: "Lawfully Authorized Electronic Surveillance", July 17, 2006.
3GPP TS 24.007: "Mobile Radio Interface Signalling Layer 3; General Aspects’.
IETF RFC 3966: "The Tel URIsfor Telephone Numbers®, December, 2004.

IETF RFC 791: "Internet Protocol"

IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification".

IEFT RFC 3697: "IPv6 Flow Label Specification”.

IETF RFC 4776: "Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Option for
Civic Addresses Configuration Information”.

IETF RFC 5139: "Revised Civic Location Format for Presence Information Data Format Location
Object (PIDF-LO)".

1S0.3166-2; International Organization for Standardization, " Codes for the representation of
names of countries and their subdivisions - Part 2: Country subdivision code”.

UPS SB42-4: Universal Postal Union (UPU), "International Postal Address Components and
Templates'.

SO 639-1:2002: "Codes for the representation of names of languages -- Part 1: Alpha-2 code".

3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP)
and Session Description Protocol (SDP); Stage 3".

3GPP TS 24.623: "Technical Specification Group Core Network and Terminals; Extensible
Markup Language (XML) Configuration Access Protocol (XCAP) over the Ut interface for
Manipulating Supplementary Services'.

3GPP TS 22.173: "IP Multimedia Core Network Subsystem (IMS) Multimedia Telephony Service
and supplementary services; Stage 1".

3GPP TS 24.109: "Universal Mobile Telecommunications System (UMTS); Bootstrapping
interface (Ub) and network application function interface (Ua); Protocol details".

IETF RFC 4825:"The Extensible Markup Language (XML) Configuration Access Protocol
(XCAP)".

IETF RFC 7254: " A Uniform Resource Name Namespace for the Global System for Mobile
Communications Association (GSMA) and the International Mobile station Equipment |dentity
(IME"

IETF RFC 7255: "Using the International Mobile station Equipment Identity (IMEI) Uniform
Resource Name (URN) as an Instance ID".

3GPP TS 22.468: " Group Communication System Enablersfor LTE (GCSE_LTE)".
3GPP TS 23.468: " Group Communication System Enablersfor LTE (GCSE_LTE); Stage 2".
3GPP TS 25.321: "Medium Access Control (MAC) protocol specification™.
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[86] 3GPP TS 24.371: " Web Real-Time Communications (WebRTC) access to the IP Multimedia (IM)
Core Network (CN) subsystem (IMS); Stage 3".

[87] ITU-T Recommendation E.212: "The international identification plan for public networks and
subscriptions’.

[88] OMA MLPTS: "Mobile Location Protocol", OMA-TS-MLP-V3_4-20150512-A.

[89] MMS Architecture OMA-AD-MMS-V1_3-20110913-A.

[90] Multimedia Messaging Service Encapsulation Protocol OMA-TS-MMS _ENC-V1 3-20110913-A.

[91] 3GPP TS 22.140: "Multimedia Messaging Service (MMS); Stage 1".

[92] IETF RFC 2822: "Internet Message Format".

[93] IETF RFC 3551: "RTP Profile for Audio and Video Conferences with Minimal Control".

[94] IETF RFC 4566: " Session Description Protocol”.

[95] IETF RFC 3550: "Realtime Transport Protocol”.

[96] 3GPP TS 29.229: "Cx and Dx interfaces based on the Diameter protocol; Protocol details'.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [38] and the following apply.
access provider: access provider provides a user of some network with access from the user'sterminal to that network.

NOTE 1: Thisdefinition applies specifically for the present document. In a particular case, the access provider and
network operator may be a common commercial entity.

(to) buffer: temporary storing of information in case the necessary telecommunication connection to transport
information to the LEMF is temporarily unavailable.

communication: Information transfer according to agreed conventions.

content of communication: information exchanged between two or more users of atelecommunications service,
excluding intercept related information. This includes information which may, as part of some telecommunications
service, be stored by one user for subsequent retrieval by another.

handover interface: physical and logica interface across which the interception measures are requested from network
operator / access provider / service provider, and the results of interception are delivered from a network operator /
access provider / service provider to alaw enforcement monitoring facility.

identity: technical label which may represent the origin or destination of any telecommunications traffic, asarule
clearly identified by a physical telecommunications identity number (such as a telephone number) or the logical or
virtual telecommunications identity number (such as a personal number) which the subscriber can assign to a physical
access on a case-by-case basis.

inter ception: action (based on the law), performed by a network operator / access provider / service provider, of
making available certain information and providing that information to alaw enforcement monitoring facility.

NOTE 2: In the present document the term interception is not used to describe the action of observing communications by a
law enforcement agency.

inter ception configuration infor mation: information related to the configuration of interception.
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inter ception interface: physical and logical locations within the network operator's / access provider's/ service
provider's telecommunications facilities where access to the content of communication and intercept related information
isprovided. The interception interface is not necessarily a single, fixed point.

inter ception measure: technical measure which facilitates the interception of telecommunications traffic pursuant to
the relevant national laws and regulations.

intercept related information: collection of information or data associated with telecommunication servicesinvolving
the target identity, specifically communication associated information or data (e.g. unsuccessful communication
attempts), service associated information or data and location information.

internal inter cepting function: point within a network or network element at which the content of communication and
the intercept related information are made available.

internal network interface: network'sinterna interface between the Internal Intercepting Function and a mediation
device.

invocation and oper ation: describes the action and conditions under which the service is brought into operation; in the
case of alawful interception this may only be on a particular communication. It should be noted that when lawful
interception is activated, it shall be invoked on all communications (Invocation takes place either subsequent to or
simultaneously with activation.). Operation is the procedure which occurs once a service has been invoked.

NOTE 3: Thedefinitionisbased on ITU-T Recommendation X.882 [8], but has been adapted for the special
application of lawful interception, instead of supplementary services.

law enfor cement agency: organization authorized by alawful authorization based on a national law to request
interception measures and to receive the results of telecommunications interceptions.

law enforcement monitoring facility: law enforcement facility designated as the transmission destination for the
results of interception relating to a particular target.

lawful authorization: permission granted to aLEA under certain conditions to intercept specified telecommunications
and requiring co-operation from a network operator / access provider / service provider. Typicaly thisrefersto a
warrant or order issued by alawfully authorized body.

lawful interception: see interception.
lawful interception identifier: identifier for a particular interception.

L ocation Dependent | nter ception: isinterception of atarget mobile within a network service areathat isrestricted to
one or several Interception Areas (1A).

location infor mation: information relating to the geographic, physical or logical location of an identity relating to an
target.

mediation device: equipment, which realizes the mediation function.

mediation function: mechanism which passes information between a network operator, an access provider or service
provider and a handover interface, and information between the internal network interface and the handover interface.

network element: component of the network structure, such asalocal exchange, higher order switch or service control
processor.

network element identifier: uniquely identifies the relevant network element carrying out the lawful interception.

network identifier: internationally unique identifier that includes a unique identification of the network operator,
access provider, or service provider and, optionally, the network element identifier.

network operator: operator of a public telecommunications infrastructure which permits the conveyance of signals
between defined network termination points by wire, by microwave, by optical means or by other electromagnetic
means.

precision: the number of digits with which a numerical value is expressed, e.g., the number of decimal digits or bits.
Note: precision should not be confused with accuracy, which is a difference between a measured/recorded numerical
value and the respective value in the standard reference system.
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quality of service: quality specification of atelecommunications channel, system, virtual channel, computer-
telecommunications session, etc. Quality of service may be measured, for example, in terms of signal-to-noise ratio, bit
error rate, message throughput rate or call blocking probability.

reliability: probability that a system or service will perform in a satisfactory manner for a given period of time when
used under specific operating conditions.

result of inter ception: information relating to atarget service, including the content of communication and intercept
related information, which is passed by a network operator, an access provider or a service provider to alaw
enforcement agency. Intercept related information shall be provided whether or not call activity istaking place.

service information: information used by the telecommunications infrastructure in the establishment and operation of a
network related service or services. The information may be established by a network operator, an access provider, a
service provider or a network user.

service provider: natural or legal person providing one or more public telecommunications services whose provision
consists wholly or partly in the transmission and routing of signals on a telecommunications network. A service
provider needs not necessarily run his own network.

SM S: Short Message Service gives the ability to send character messages to phones. SM'S messages can be MO (mobile
originate) or MT(mobile terminate).

target identity: technical identity (e.g. the interception's target directory number), which uniquely identifies atarget.
Onetarget may have one or several target identities.

target service: telecommunications service associated with an target and usually specified in alawful authorization for
interception.

NOTE 4: There may be more than one target service associated with a single target.

telecommunications. any transfer of signs, signals, writing images, sounds, data or intelligence of any nature
transmitted in whole or in part by awire, radio, electromagnetic, photoelectronic or photo-optical system.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [38] and the following apply:

AN Access Network

ASN.1 Abstract Syntax Notation, Version 1

ASE Application Service Element

BER Basic Encoding Rules

CcC Content of Communication

CSCF Call Session Control Function

DF Delivery Function

DSMIP Dual Stack MIP

EPS Evolved Packet System

e-PDG Evolved PDG

E-UTRAN Evolved UTRAN

FTP File Transfer Protocol

GGSN Gateway GPRS Support Node

GPRS Genera Packet Radio Service

GSM Global System for Mobile communications

GSN GPRS Support Node (SGSN or GGSN)

GTP GPRS Tunnelling Protocol

HA Home Agent

HI Handover Interface

HI1 Handover Interface Port 1 (for Administrative Information)
HI2 Handover Interface Port 2 (for Intercept Related Information)
HI3 Handover Interface Port 3 (for Content of Communication)
HLC High Layer Compatibility

HSS Home Subscriber Server

1A Interception Area

IAS International Alphabet No. 5
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IAP Interception Access Point
IBCF Interconnecting Border Control Function
ICl Interception Configuration Information
IE Information Element
IF Internal Interception Function
IM-MGW IMS Media Gateway
IMEI International Mobile station Equipment Identity
IMS IP Multimedia Core Network Subsystem
IMS-AGW IMS Acess Gateway
IMSI International Mobile Subscriber Identity
INI Internal network interface
IP Internet Protocol
IP-CAN I P-Connectivity Access Network
IPS Internet Protocol Stack
IRI Intercept Related Information
LALS Lawful Access Location Services
LCS Location Services
LEA Law Enforcement Agency
LEMF Law Enforcement Monitoring Facility
LI Lawful Interception
LIID Lawful Interception Identifier
LLC Lower layer compatibility
LSB Least significant bit
MAP Mobile Application Part
ME Mobile Entity
MF Mediation Function
MGCF Media Gateway Control Function
MIP Mobile IP
MME Mobility Management Entity
MS Mobile Station
MSB Most significant bit
MSISDN Mobile Subscriber ISDN Number
MSN Multiple Subscriber Number
NEID Network Element Identifier
NID Network Identifier
NO Network Operator
OA&M Operation, Administration & Maintenance
P-CSCF Proxy Call Session Control Function
PDG Packet Data Gateway
PDN Packet Data Network
PDN-GW PDN Gateway
PDP Packet Data Protocol
PLMN Public land mobile network
PMIP Proxy Mobile IP
PSTN Public Switched Telephone Network
ROSE Remote Operation Service Element
Rx Receive direction
S-CSCF Serving Call Session Control Function
SGSN Serving GPRS Support Node
SDP Session Description Protocol
SIP Session Initiation Protocol
SMAF Service Management Agent Function
SMF Service Management Function
SMS Short Message Service
SP Service Provider
SGW Serving Gateway
TAU Tracking Area Update
TCP Transmission Control Protocol
TI Target identity
TLS Transport Layer Security
TP Terminal Portability
T-PDU tunneled PDU
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TrGW Transit Gateway
TWAN Trusted WLAN Access Network
Tx Transmit direction
Ul User Interaction
ULIC UMTSLI Correlation
UMTS Universal Mobile Telecommunication System
URI Universal Resource Identifier
URL Universal Resource Locator
UTRAN Universal Terrestrial Radio Access Network
VPN Virtual Private Network
WAF WebRTC Authorisation Function
WebRTC Web Real Time Communications
WIC WebRTC IMS Client
WWSF WebRTC Web Server Function
4 General
4.0 Introduction

The present document focuses on the handover interface related to the provision of information related to LI between a
network operator, access provider and/or service provider and a Law Enforcement Agency (LEA).

4.1 Basic principles for the handover interface

The network requirements mentioned in the present document are derived, in part, from the requirements defined in
ETSI ES 201 158 [2].

Lawful interception may require functions to be provided in the switching or routing nodes of a telecommunications
network.

The specification of the handover interface is subdivided into three logical ports each optimised to the different
purposes and types of information being exchanged.

The interface is extensible. (i.e. the interface may be modified in the future as necessary).

4.2 Legal requirements

It shall be possible to select elements from the handover interface specification to conform with:
- national requirements,
- nationa law;
- any law applicable to a specific LEA.

As a consequence, the present document shall define, in addition to mandatory requirements, which are always
applicable, supplementary options, in order to take into account the various influences listed above. See also
ETSI TS101 331[1] and ETSI ETR 330 [3].

4.3 Functional requirements
A lawful authorization shall describe the kind of information IRI only, or IRI with CC that isrequired by an LEA, the

identifiers for the target, the start and stop time of LI, and the addresses of the LEAs for delivery of CC and/or IRI and
further information.

A single target may be the target by different LEAS. It shall be possible strictly to separate these interception measures.
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If two targets are communicating with each other, each target is dealt with separately.

4.4 Overview of handover interface

4.4.0 Introduction

The generic handover interface adopts a three port structure such that administrative information (HI1), intercept related
information (H12), and the content of communication (H13) are logically separated.

Figure 4.1 shows a block diagram with the relevant entities for Lawful Interception.

The outer circle represents the operator's (NO/AN/SP) domain with respect to lawful interception. It contains the
network internal functions, the internal network interface (INI), the administration function and the mediation functions
for IRl and CC. Theinner circle contains the internal functions of the network (e.g. switching, routing, handling of the
communication process). Within the network internal function the results of interception (i.e. IRl and CC) are generated
in the Internal Interception Function (11F).

The lIF provides the CC and the IRI, respectively, at the Internal Network Interface (INI). For both kinds of
information, mediation functions may be used, which provide the final representation of the standardized handover
interfaces at the operator's (NO/AN/SP) domain boundary.

NWO/AP/SvP’s domain LEA
domain

NWO/AP/SvP’s
ad ministration ]
function

intercept related
ot ation (TRI)

IRl mediation
function

T etwark
Internal
Functions

content of
o e ¢ ati oz (0 C)

¥

CC mediation
function

|l 1smF
LI handover interface HI

IIF: internal interception function HI1: administrative information
INEinternal network interface HI2: intercept related information
HB3: content of communication

Figure 4.1: Functional block diagram showing handover interface Hl

NOTE 1. Figure 4.1 shows only areference configuration, with alogical representation of the entitiesinvolved in
lawful interception and does not mandate separate physical entities.

NOTE 2: The mediation functions may be transparent.

NOTE 3: The LEMF isresponsible for collecting and analyzing IRI and CC information. The LEMF isthe
responsibility of the LEA.
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NOTE 4: Incase MIKEY ticket based solution is used for IMS media security as specified in TS 33.328 [54], upon
reception of the IRI related to an encrypted session the IRI mediation function queries the network key
management server and retrieves the media decryption keys; the IRI mediation function then deliversthe
keysto the LEMF.

4.4.1 Handover interface port 2 (HI2)
The handover interface port 2 shall transport the IRI from the operator's (NO/AN/SP) I1F to the LEMF.

The delivery of the handover interface port 2 shall be performed via data communication methods which are suitable for
the network infrastructure and for the kind and volume of datato be transmitted. From the operator (NO/AN/SP) to
LEMF delivery is subject to the facilities that may be procured by the government.

The delivery can in principle be made via different types of lower communication layers, which should be standard or
widely used data communication protocols.

The individual IRI parameters shall be coded using ASN.1 and the basic encoding rules (BER). The format of the
parameter's information content shall be based on existing telecommunication standards, where possible.

Theindividual IRl parameters have to be sent to the LEMF at least once (if available).

The IRI records are transmitted individually. As an option, IRI records can be aggregated for delivery to the same LEA
(i.e. inasingle delivery interaction). Asthere are time constraints associated with the delivery of IRI, the use of this
optional feature is subject to national or regional requirements. Asageneral principle, IRI records shall be sent
immediately and shall not be withheld in the MF/DF in order to use the IRI record aggregation option.

The IRI records shall contain information available from normal provider (NO/AN/SP) operating procedures. In
addition the IRI records shall include information for identification and control purposes as specifically required by the
HI2 port.

The llF is not required to make any attempt to request explicitly extrainformation which has not already been supplied
by a signalling system.
4.4.2 Handover interface port 3 (HI3)

The port HI3 shall transport the CC of the intercepted telecommunication service to the LEMF. The CC shall be
presented as a transparent en-clair copy of the information flow during an established, frequently bi-directional,
communication of the target. However, in case MIKEY ticket based solution is used for IMS media security as
specified in TS 33.328 [54] and CC is presented in encrypted format, the decryption keys and the associated
information shall be delivered to the LEMF via appropriate IRI over the HI2.

NOTE 1: Additional information needed for decryption, e.g. roll-over counter, will be available as part of
intercepted CC.

NOTE 2: Inthisversion of the standard, in case of interception starting on ongoing encrypted communication,
some information needed for decryption might not be available.

NOTE 3: Inthisversion of the standard, immediate rekeying is not supported from the LI perspective.
Asthe appropriate form of HI3 depends upon the service being intercepted, HI3 is described in relevant annexes.

The HI2 and HI3 are logically different interfaces, even though in some installations the HI2 and HI3 packet streams
might also be delivered viaa common transmission path from aMF to aLEMF. It is possible to correlate HI2 and HI3
packet streams by having common (referencing) data fields embedded in the IRI and the CC packet streams.

4.5 HI2: Interface port for intercept related information

45.0 General

The HI2 interface port shall be used to transport al IR, i.e. the information or data associated with the communication
services of the target identity apparent to the network. It includes signalling information used to establish the
telecommunication service and to control its progress, time stamps, and, if available, further information such as
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location information. Only information which is part of standard network signalling procedures shall be used within
communication related IRI.

Sending of the IRI to the LEMF shall in general take place as soon as possible, after the relevant information is
available.

In exceptional cases (e.g. datalink failure), the IRl may be buffered for later transmission for a specified period of time.
Within this clause only, definitions are made which apply in general for all network technologies. Additional
technology specific HI2 definitions are specified in related Annexes.

45.1 Data transmission protocols

The protocol used by the "LI application" for the encoding and the sending of data between the MF and the LEMF is
based on already standardized data transmission protocols like ROSE or FTP or TPKT/TCP/IP.

The specified data communication methods provide a general means of data communication between the LEA and the
operator's (NO/AN/SP) mediation function. They are used for the delivery of:

- HI2type of information (IRI records);
- Certain types of content of communication (e.g. SMS).

The present document specifies the use of the several possible methods for delivery: ROSE or FTP or TPKT/TCP/IP
(specifications for this specific protocol arein Clause G.2 —"HI2 delivery methods®. This protocol is defined by IETF
RFC 2126: "1SO Transport Service on top of TCP (ITOT)" [28] on the application layer and the BER on the
presentation layer. The lower layers for data communication may be chosen in agreement with the operator
(NO/AN/SP) and the LEA.

The delivery to the LEMF should use the internet protocol stack.
NOTE: TPKT/TCP/IP isrecommended in the case of IRI only with the option of IRI Packet Header Information
reporting.
45.2 Application for IRI (HI2 information)
The handover interface port 2 shall transport the IRI from the operator's (NO/AN/SP) MF to the LEMF.

Theindividual IRI parameters shall be coded using ASN.1 and the basic encoding rules (BER). Where possible, the
format of the information content shall be taken over from existing telecommunication standards, which are used for
these parameters with the network aready (e.g. IP). Within the ASN.1 coding for IRI, such standard parameters are

typically defined as octet strings.

45.3  Types of IRl records

Intercept related information shall be conveyed to the LEMF in messages, or IRI data records, respectively. Four types
of IRI records are defined:

1) IRI-BEGIN record at the first event of a communication attempt,
opening the IRI transaction.

2) IRI-END record at the end of a communication attempt,
closing the IRI transaction.

3) IRI-CONTINUE record at any time during a communication attempt
within the IRI transaction.

4) IRI-REPORT record used in general for non-communication related events.

For information related to an existing communication case, the record types 1 to 3 shall be used. They forman IRI
transaction for each communication case or communication attempt, which corresponds directly to the communication
phase (set-up, active or release).
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For packet oriented data services, the first event of a communication attempt shall be the PDP context activation or a
similar event and an IRI-BEGIN record shall be issued. The end of the communication attempt shall be the PDP context
deactivation and an IRI-END record shall be issued. While a PDP context is active, IRI-CONTINUE records shall be
used for CC relevant IRI data records, IRI-REPORT records otherwise.

Record type 4 is used for non-communication related subscriber action, like subscriber controlled input (SCI) for
service activation. For simple cases, it can aso be applicable for reporting unsuccessful communication attempts. It can
also be applicable to report some subscriber actions which may trigger communication attempts or modifications of an
existing communication, when the communication attempt or the change of the existing communication itself is
reported separately.

Record type 4 is also used to convey the LALS reports.

For the IMS domain the IRI record types are used in a different way than described in this clause. Details on the IRI
type usage in the IMS domain are defined in clause 7.5.

The record type is an explicit part of the record. The 4 record types are defined independently of target communication
events. The actual indication of one or several communication events, which caused the generation of an IRI record, is
part of further parameters within the record's information content. Consequently, the record types of the IRI transactions
are not related to specific messages of the signalling protocols of a communication case, and are therefore independent
of future enhancements of the intercepted services, of network specific features, etc. Any transport level information
(i.e. higher-level services) on the target communication-state or other target communication related information is
contained within the information content of the IRI records.

For packet oriented data services, if LI isbeing activated during an already established PDP context or similar, an IRI-
BEGIN record will mark the start of the interception. If LI is being deactivated during an established PDP context or
similar, no IRI-END record will be transmitted. The end of interception can be communicated to the LEA by other
means (e.g. HI1).

NOTE: Insomesituation (e.g. during activation of second, third, etc, intercepts on the target), the MF/DF may
have to detect on its own that an interception is activated on an already established PDP context or
similar.

The DF2 shall not send the BEGIN with Start of Interception to the LEMFs that were already intercepting the target
communication dueto a previous L1 activation on the same target.

4.6 Reliability

The reliability associated with the result of the interception of the content of communication should be (at least) equal to
the reliability of the original content of communication. For intercepted packet data communications, this may be
derived from the QoS class used for the original intercepted session, TS 23.107 [20].

The reliability associated with the result of interception of signalling should be (at least) equal to the the reliability of
the original signalling.

Reliability from the operator (NO/AN/SP) to the LEMF is determined by what operators (NO/AN/SP) and law
enforcement agree upon.

ETSI



3GPP TS 33.108 version 14.3.0 Release 14 26 ETSI TS 133 108 V14.3.0 (2018-01)

5 Circuit-switch domain

5.0 General

For North America, the use of J-STD-025-A [23] is recommended.

5.1 Specific identifiers for LI

51.0 Introduction

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different Handover Interfaces (HI11, HI2 and HI3). The identifiers, which apply to all
communication technologies, are defined in the clauses below.

51.1 Lawful Interception IDentifier (LIID)

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special
Lawful Interception IDentifier (L11D), which has been agreed between the LEA and the operator (NO/AN/SP). It is
used within parameters of al HI interface ports.

Using anindirect identification, pointing to atarget identity makesit easier to keep the knowledge about a specific
target limited within the authorized operators (NO/AN/SP) and the handling agents at the LEA.

The Lawful Interception IDentifier LIID is acomponent of the CC delivery procedure and of the IRI records. It shall be
used within any information exchanged at the Handover Interfaces HI2 and HI3 for identification and correlation
purposes.

The LIID format shall consist of alphanumeric characters (or digit string for sub-address option, see annex J). It might
for example, among other information, contain alawful authorization reference number, and the date, when the lawful
authorization was issued.

The authorized operator (NO/AN/SP) shall enter for each target identity of the target a unique L1ID.

If more than one LEA intercepts the same target identity, there shall be unique L11Ds assigned, relating to each LEA.
51.2 Communication IDentifier (CID)

5.1.2.0 General

For each activity relating to atarget identity, a CID is generated by the relevant network element. The CID consists of
the following two identifiers:

- Network IDentifier (NID);
- Communication Identity Number (CIN) - optional.
NOTE 1: For al non CC related records like SMS, SCI etc. no correlation to a CC could be made.

The CID distinguishes between the different activities of the target identity. It is also used for correlation between IRI
records and CC connections, as well as for correlation between LALS reports and IRI records of the triggering events. It
isused at the interface ports HI2 and HI 3.

The Communication | Dentifier is specified in the subseguent subclauses of 5.1.2. For ASN.1 coding detail s, see annex
B.
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5.1.2.1 Network Identifier (NID)

The Network IDentifier is a mandatory parameter; it should be internationally unique. It consists of one or both of the
following two identifiers.

- Operator - (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

- Network element identifier NEID (optional):
The purpose of the network element identifier isto uniquely identify the relevant network element carrying out
the L1 operations, such as LI activation, IRI record sending, etc.

A network element identifier may be:
- an E.164 international node number
- an X.25 address,
- an|P address.

National regulations may mandate the sending of the NEID.

5.1.2.2 Communication Identity Number (CIN) — optional

This parameter is mandatory for IRI in case of reporting events for connection-oriented types of communication (e.g.
circuit switched calls).

The communication identity number is atemporary identifier of an intercepted communication, relating to a specific
target identity.

The Communication Identity Number (CIN) identifies uniquely an intercepted communications session within the
relevant network element. All the results of interception within a single communications session must have the same
CIN. If asingle target has two or more communications sessions through the same operator, and through the same
network element then the CIN for each session shall be different.

NOTE: If two or more target identities, related either to an unique target or to different targets, areinvolved in the
same communication the same CIN value may be assigned by the relevant network element to the
communication sessions of the different target identities.

5.1.3 CC link identifier (CCLID)

Thisidentifier isonly used at the interface ports HI2 and HI3 in case of the reuse of CC links (option B, see
clause 5.4.4.2).

For each CC link, which is set up by the mediation function towards the LEMF, a CC link identifier (CCLID) is
transmitted in the HI2 records and HI 3 setup message in addition to CIN and NID. For the correct correlation of
multiparty calls thisidentity number indicates in the IRI records of each multiparty call, which CC link is used for the
transmission of the CC.

The CCLID may use the same format as the CIN; in this case, it need not be transmitted explicitly during set up of the
CCllinks, as part of HI3. The CIN may also implicitly represent the CCLID.

514 Correlation of CC and IRI

To assure correlation between the independently transmitted Content of Communication (CC) and Intercept Related
Information (IRI) of an intercepted call the following parameters are used:

- Lawful Interception IDentifier (L11D), see clause 5.1.1;
- Communication | Dentifier (CID), see clause 5.1.2;

- CCLink IDentifier (CCLID), see clause 5.1.3.
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These parameters are transferred from the MF to the LEMF in:
- HI2: seeclause5.2.2.1;
- HI3: seeclause 5.3.2.

Correlation of the present document ID'sto TS 33.107 [19] ID's.

The ID Lawful Interception Identifier (L11D) out of the present document is supported at the |1F with warrant reference
number.

Parameters out of the present document, see clause 5.1.2:
Communication Identifier (CID)

For each call or other activity relating to atarget identity a CID is generated by the relevant network element. The CID
consists of the following two identifiers:

- Network IDentifier (NID);
- Communication Identity Number (CIN).
Intercepting Node ID is used for the NID inthe UMTS system.
The correlation number is used for the CIN.
For the Communication I Dentifier (CID) in the UMTS system we use the combination of Interception Node 1D and the
correlation number.
5.1.5 Usage of Identifiers

Theidentifiers are exchanged between the mediation function and the LEMF viathe interfaces HI1, HI2 and HI3. There
exist severa interface options for the exchange of information. Tables 5.1 and 5.2 define the usage of numbers and
identifiers depending on these options.

NOTE: Xintables5.1and 5.2: Identifier used within parameters of the interface.

Table 5.1: Usage of identifiers, IRl and CC transmitted; options A, B (see clause 5.4.4)

Identifier IRl and CC transmitted (option A) IRl and CC transmitted (option B)
HI1 HI2 HI3 HI1 HI2 HI3
LIID X X X X X X
NID X X X X
CIN X X X X (see note 1)
CCLID X X (see note 2)
NOTE 1: The CIN of the 15t call for which this CC link has been set-up.
NOTE 2: The CCLID may be omitted, see clause 5.1.3.

Table 5.2: Usage of identifiers, only IRI transmitted

Identifier Only IRI transmitted

HI1 HI2

LIID X X

NID X

CIN X
CCLID

5.2 HI2: interface port for IRI

5.2.1 Definition of Intercept Related Information

Intercept Related Information will in principle be available in the following phases of a call (successful or not):
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1) At call initiation when the target identity becomes active, at which time call destination information may or may
not be available (set up phase of acall, target may be the originating or terminating party, or be involved
indirectly by a supplementary service).

2) Attheend of acall, when the target identity becomes inactive (release phase of call).
3) At certain times between the above phases, when relevant information becomes available (active phase of call).

In addition, information on non-call related actions of atarget constitutes IRI and is sent viaHI2, e.g. information on
subscriber controlled input.

The Intercept Related Information (IRI) may be subdivided into the following categories:
1) Control information for HI2 (e.g. correlation information).
2) Basic cal information, for standard calls between two parties.
3) Information related to supplementary services, which have been invoked during a call.

4) Information on non-call related target actions.
5.2.2 Structure of IRI records

5220 General

Each IRI-record contains several parameters. In the subsequent subclauses of 5.2.2, the usage of these parametersis
explained in more detail.

Mandatory parameters are indicated as HI2 control information. Optional parameters are provided depending on the
availability at the MF. For the internal structure of the IRI records, the ASN.1 description, with the application of the
basic encoding rules (BER) is used. This ASN.1 specification is enclosed in annex B.

5221 Control Information for HI2

The main purpose of thisinformation is the unique identification of records related to atarget identity, including their
unique mapping to the links carrying the Content of Communication. In general, parameters of this category are
mandatory, i.e. they have to be provided in any record.

The following items are identified (in brackets: ASN.1 name and reference to the ASN.1 definition or clause B.3a):

1) Record type (IRIContent, see clause B.3a)
IRI-BEGIN, IRI-CONTINUE, IRI-END, IRI-REPORT-record types.

2) Versionindication (iRlversion, see clause B.3a)
Identification of the particular version of the HIZ2 interface specification.

3) Communication Identifier (Communicationldentifier, see clauses 5.1.2 and B.33).
4) Lawful Interception Identifier (Lawfull nterceptionldentifier, see clauses 5.1.1 and B.3a).

5) Date & time (TimeStamp, see clause B.3a)
Date & time of record trigger condition.
The parameter shall have the capability to indicate whether the time information is given as Local time without
time zone, or asUTC. Normally, the operator (NO/AN/SP) shall define these options.

6) CC Link Identifier (CC-Link-ldentifier, see clause 5.1.3 for definition and clause B.3afor ASN.1 definition).

Table 5.3 summarizes the items of HI2 control information. It is mandatory information, except the CID - it may be
omitted for non-call related IRI records - and the CCLID. Their format and coding definition is L1 specific, i.e. not
based on other signalling standards.
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Table 5.3: Parameters for LI control information in IRl records (HI2 interface port)

IRl parameters: LI control information

IRl parameter name ASN.1 name (used in annex B)
Type of record IRIContent
Version indication iRIversion
Lawful Interception IDentifier (LIID) Lawfullnterceptionldentifier
Communication IDentifier (CID) Communicationldentifier

- Communication Identity Number (CIN)
- Network IDentifier (NID)

Date & time TimeStamp
CC Link IDentifier (CCLID) (only used in case of CC-Link-Identifier
option B)

5.2.2.2 Basic call information

This clause defines parameters within IRI records for basic calls, i.e. calls, for which during their progress no
supplementary services have been invoked. In general, the parameters are related to either the originating or terminating
party of acall; consequently, ASN.1 containers are defined for the originating/terminating types of parties, which allow
to include the relevant, party-related information. The structure of these containers and the representation of individual
items are defined in clause B.3a.

NOTE: A third type of party information is defined for the forwarded-to-party (see clause 5.2.2.3 on calls with
supplementary services being invoked).

Theitems below are to be included, when they become available for the first time during a call in progress. If the same
item appearsidentically several times during a call, it needs only to be transmitted once, e.g. in an IRI-BEGIN record.
The ASN.1 name of the respective parameters, as defined in clause B.3a, isindicated in brackets.

1) Direction of call (intercepted-Call-Direct)
Indication, whether the target identity is originating or terminating Party.

2) Address of originating and terminating parties (CallingPartyNumber or CalledPartyNumber)
If e.g. in case of call originated by the target at transmission of the IRI-BEGIN record only a partial terminating
addressis available, it shall be transmitted, the complete address shall follow, when available.

3) Basic Service, LLC (Services-Information)
Parameters as received from signalling protocol (e.g. BC, HLC, TMR, LLC).

4) Cause (ISUP-parameters or DSS1-parameters-codeset-0)
Reason for release of intercepted call. Cause value as received from signalling protocol. It is transmitted with the
ASN.1 container of the party, which initiated the release; in case of a network-initiated release, it may be either
one.

5) Additional network parameters
e.g. location information (Location).

Parameters defined within table 5.5 shall be used for existing services, in the given 3GPP format. National extensions
may be possible using the ASN.1 parameter National-Parameters.

5.2.2.3 Information on supplementary services, related to a call in progress

The general principleisto transmit service related information within IRI records, when the corresponding
event/information, which needs to be conveyed to the LEMF, is received from the signalling protocol. Where possible,
the coding of the related information shall use the same formats as defined by standard signalling protocols.

The selection, which types of events or information elements are relevant for transmission to the LEASsis conforming to
the requirements defined in ETS| TS 101 331 [1] and ETSI ES 201 158 [2].

A dedicated ASN.1 parameter is defined for supplementary services related to forwarding or re-routing calls
(forwarded-to-Party information), due to the major relevance of these kinds of services with respect to LI1. For the
various cases of forwarded calls, the information related to forwarding isincluded in the
originatingParty/terminatingParty/forwarded-to-Party information:
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1) If acall to thetarget has been previously forwarded, available parameters relating to the redirecting party(ies) are
encapsulated within the originatingPartyl nformation parameter.

2) If the call isforwarded at the target's access (conditional or unconditional forwarding towards the
forwarded-to-party), the parameters which are related to the redirecting party (target) are encapsulated within the
terminatingPartyl nformation parameter.

3) All parametersrelated to the forwarded-to-party or beyond the forwarded-to-party are encapsulated within the
forwarded-to-Party ASN1 coded parameter. In addition, this parameter includes the
supplementary-Services-Information, containing the forwarded-to address, and the redirection information
parameter, with the reason of the call forwarding, the number of redirection, etc.).

For the detailed specification of supplementary services related procedures see clause 5.4.

Parameters defined within table 5.4 shall be used for existing services, in the given format. National extensions may be
possible using the ASN.1 parameter National-Parameters.

5.2.2.4 Information on non-call related supplementary services

The general principleisto transmit non-call related service information as received from the signalling protocol.

A typical user action to be reported is Subscriber Controlled Input (SCI).

For the detailed specification of the related procedures see clause 5.4.

5.2.3 Delivery of IRI

The events defined in TS 33.107 [19] are used to generate Records for the delivery viaHI2. The LALS reports defined
in TS 33.107 [19] are delivered viaHI 2, as well.

There are thirteen different eventstype received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. In the case of LALS reports, which are not associated with an event, a Record is sent to the LEMF
without the event parameter.

The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

It isan implementation option if the redundant information will be sent for each further event.

Table 5.4: Structure of the records for UMTS (CS)

Event IRI Record Type
Call establishment BEGIN
Answer CONTINUE
Supplementary service CONTINUE
Handover CONTINUE
Release END
Location update REPORT
Subscriber controlled input  |REPORT
SMS REPORT
Serving system REPORT
HLR subscriber record REPORT
change
Cancel location REPORT
Register location REPORT
Location information request |REPORT

The LAL S report records are sent to the LEMF with the REPORT IRI Record Type.
NOTE 1: Void.

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in 3G MSC server or 3G GM SC server or DF2/MF, if thisis
necessary in a specific country. The following table gives the mapping between information received per event or report
and information sent in records.
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Table 5.5: Description of parameters

Parameter

Definition

ASN.1 parameter

observed MSISDN

Target Identifier with the MSISDN of the target

Partylnformation/msISDN

observed IMSI

Target Identifier with the IMSI of the target

Partylnformation/imsi

observed IMEI

Target Identifier with the IMEI of the target, it must
be checked for each call over the radio interface

PartyInformation/imei

observed Non-

Target Identifier with the E.164 number of Non-

Partyinformation/e164-Format

Local ID Local ID target

event type Description of which type of event is delivered: Umts-CS-Event. In case this parameter is not
Establishment, Answer, Supplementary service, |sent over the HI2 interface, the presence of
Handover, Release, SMS, Location update, other parameters on HI2 indicates the event
Subscriber controlled input, HLR subscriber type (e.g. sMS or sciData parameter
record change, Serving system, Cancel location, |presence)
Register location, Location information request

event date Date of the event generation in the 3G MSC timestamp
server or 3G GMSC server or in the HLR

event time Time of the event generation in the 3G MSC

server or 3G GMSC server or in the HLR

dialled number

Dialled number before digit modification,
IN-modification, etc.

PartyInformation (= originating)/DSS1-
parameters/calledpartynumber

connected number

Number of the answering party

Partylnformation/supplementary-Services-Info

other party

Directory number of the other party for originating

Partylnformation

address calls (= terminating)/calledpartynumber
Calling party for terminating calls Partylnformation/callingpartynumber
call direction Information if the target is calling or called e.g. intercepted-Call-Direct
MOC/MTC or originating/terminating in or/out
CID Unique number for each call sent to the DF, to communicationldentifier

help the LEA, to have a correlation between each
call and the IRI (combination of Interception Node
ID and the correlation number)

lawful interception
identifier

Unique number for each surveillance lawful
authorization

Lawfullnterceptionldentifier

CGI/SAl

CGl or SAl of the target; for the location
information

location area code

Location-area-code of the target defines the
Location Area in a PLMN

locationOfTheTarget

location LALS location information

Information

serving system VPLMN ID of the serving system or of the third serving-System-ldentifier
identifier party network interworking with the HLR

basic service

Information about Tele service or bearer service

Partylnformation/DSS1-parameters-codeset-0

supplementary
service

Supplementary services used by the target
e.g. CF, CW, ECT

Partylnformation/Supplementary-Services

forwarded to
number

Forwarded to number at CF

Partylnformation/calledPartyNumber
(party-Qualifier indicating forwarded-to-party)

call release reason

Call release reason of the target call

Release-Reason-Of-intercepted-Call

SMS

The SMS content with header which is sent with
the SMS-service

SMS

SCI

Non-call related Subscriber Controlled Input (SCI)
which the 3G MSC server receives from the ME

PartyInformation/sciData

other update

Carrier specific information related to its
implementation or subscription process on its HLR

carrierSpecificData

NOTE:

LIID parameter must be present in each record sent to the LEMF.
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Table 5.5A: Serving System REPORT Record

Parameter MOC Description/Conditions

observed MSISDN C Provide at least one and others when available.

observed IMSI

event type C Provide Serving System event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Network identifier of the HLR reporting the event (Network element
identifier included).

lawful intercept identifier M Shall be provided.

serving system identifier C Provide the VPLMN id (Mobile Country Code and Mobile Network
Country, E. 212 number [87]).

serving MSC number C Provide to identify the E.164 number of the serving MSC.

serving MSC address C Provide to identify the IP address of the serving MSC.

Table 5.5B: HLR subscriber record change REPORT Record

Parameter MOC Description/Conditions
new observed MSISDN C Provide at least one and others when available.
new observed IMSI
observed MSISDN C Provide at least one and others when available.
observed IMSI
event type C Provide HLR subscriber record change event type.
event date M Provide the date and time the event is detected.
event time
network identifier M Network identifier of the HLR reporting the event (Network element
identifier included).
lawful intercept identifier M Shall be provided.
carrier specific data C Provide to raw data of this specific update related to HLR.

Table 5.5C: Cancel location REPORT Record

Parameter MOC Description/Conditions

observed MSISDN C Provide at least one and others when available.

observed IMSI

event type C Provide cancel Location change event type. (purge from HLR sent to
SGSN included).

event date M Provide the date and time the event is detected.

event time

network identifier M Network identifier of the HLR reporting the event (Network element
identifier included).

lawful intercept identifier M Shall be provided.

previous serving system C Provide the previous VPLMN id (Mobile Country Code and Mobile

identifier Network Country, defined in E212 [87])).

previous serving MSC- C Provide to identify the E.164 number of the previous serving MSC.

number

previous serving MSC- C Provide to identify the IP address of the previous serving MSC.

address
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Table 5.5D: Register location REPORT Record

Parameter MOC Description/Conditions
observed MSISDN C Provide at least one and others when available.
observed IMSI
event type C Provide register location event type.
event date M Provide the date and time the event is detected.
event time
network identifier M Network identifier of the HLR reporting the event (Network element
identifier included).
lawful intercept identifier M Shall be provided.
previous serving system C Provide the previous VPLMN id (Mobile Country Code and Mobile
identifier Network Country; defined in E212 [87]) ).
previous serving MSC C Provide to identify the E.164 number of the previous serving MSC.
number
previous serving MSC C Provide to identify the IP address of the previous serving MSC.
address
current serving system C Provide the previous VPLMN id (Mobile Country Code and Mobile
identifier Network Country, defined in E212 [87])).
current serving MSC number C Provide to identify the E.164 number of the current serving MSC.
current serving MSC address C Provide to identify the IP address of the current serving MSC.
Table 5.5E: Location information request REPORT Record

Parameter MOC Description/Conditions

observed MSISDN C Provide at least one and others when available.

observed IMSI

event type C Provide location information request event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Network identifier of the HLR reporting the event (Network element
identifier included).

lawful intercept identifier M Shall be provided.

requesting network identifier C Provide the requesting network identifier PLMN id (Mobile Country
Code and Mobile Network Country, defined in E212 [87]).

requesting node type C Provide the requesting node type (GMSC; SMS Centre; GMLC, MME,
SGSN)

Table 5.5F: LALS Target Positioning REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

event date M Provide the date and time the LCS Report is available at LI LCS Client.

event time

network identifier M Network identifier of the LI LCS Client (Network element identifier
included).

lawful intercept identifier M Shall be provided.

location information C Provide the LALS location information, if the positioning is successful

extended location parameters (@] If available, additional location information and associated QoS
information.

LALS error code C Provide the error identification code if the positioning is not successful.
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Table 5.5G: LALS Enhanced Location for IRl REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
event date M Provide the date and time the LCS Report is available at LI LCS
Client.

event time

network identifier M Network identifier of the LI LCS Client (Network element identifier
included).

lawful intercept identifier M Shall be provided.

communication identity number C Provided for correlation with the IRI records of the call, if available
in the corresponding LALS triggering event.

location information C Provide the LALS location information, if the positioning is
successful.

extended location parameters (0] If available, additional location information and associated QoS
information.

LALS error code C Provide the error identification code if the positioning is not
successful.

NOTE 2: Seethe TS 33.107 [19] for a detailed description of LALS. See Annex O for information on using of the
CS ASN.1 information object for the LALS reporting.

NOTE 3: In some specific scenarios the amount of Enhanced Location for IRI reports data may overload the X2
and/or HI2 interfaces. To prevent the overload, aflow control for Enhanced Location for IRl Reports may
be implemented, e.g. by limiting the frequency of the reports for individual target.

5.3 HI3: interface port for Content of Communication

5.3.0 General

The port HI3 shall transport the Content of the Communication (CC) of the intercepted telecommunication service to
the LEMF. The Content of Communication shall be presented as a transparent en-clair copy of the information flow
during an established, frequently bi-directional, communication of the target. It may contain voice or data.

A target call has two directions of transmission associated with it, to the target, and from the target. Two
communication channels to the LEMF are needed for transmission of the Content of Communication (stereo
transmission).

The network does not record or store the Content of Communication.

5.3.1 CS-based Delivery of Content of Communication
CC will be delivered as described in annex J.
Exceptionally, SMS will be delivered via HI 2.

The transmission media used to support the HI3 port shall be standard ISDN calls, based on 64 kbit/s circuit switched
bearer connections. The CC links are set up on demand to the LEMF. The LEMF congtitutes an ISDN DSS1 user
function, with an ISDN DSS1 basic or primary rate access. It may be locally connected to the target switching node, or
it may be located somewhere in the target network or in another network, with or without a transit network in between.

For network signalling, the standard ISDN user part shall be used. No modifications of the existing ISDN protocols
shall be required. Any information needed for LI, like to enable correlation with the IRI records of a cal, can be
inserted in the existing messages and parameters, without the need to extend the ETSI standard protocols for the LI
application.

For each LI activation, afixed LEMF addressis assigned; this address is, within the present document, not used for any
identification purposes; identification and correlation of the CC linksis performed by separate, LI specific information,
see clause 5.1.
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The functions defined in the ISDN user part standard, Version 1 (ETSI ISUP V1) are required as a minimum within the
target network and, if applicable, the destination and transit networks, especially for the support of:

- Correlation of HI3 information to the other HI port's information, using the supplementary service user-to-user
signaling 1 implicit (UUSL).

- Access verification of the delivery call (see clause 5.3.3).

The bearer capability used for the CC linksis 64 kbit/s unrestricted digital information; this type guarantees that the
information is passed transparently to the LEMF. No specific HLC parameter value is required.

The CC communication channel is a one-way connection, from the operator's (NO/AN/SP) |IF to the LEMF, the
opposite direction is not switched through in the switching node of the target.

The scenario for delivery of the Content of Communication is as follows:

1) At call attempt initiation, for one 64 kbit/s bi-directional target call, two ISDN delivery calls are established from
the MF to the LEMF. One call offers the Content of Communication towards the target identity (CC Rx
call/channel), the other call offers the Content of Communication from the target identity (CC Tx call/channel).
Seefigure 5.1.

2) During the establishment of each of these calls, appropriate checks are made (see clause 5.3.3).

3) The MF passes during call set up, within the signalling protocol elements of the CC link the L11D and the CID to
the LEMF. The LEMF uses thisinformation to identify the target identity and to correlate between the IRl and
CC.

4) Atthe end of acall attempt, each delivery call associated with that call attempt shall be released by the MF.

Target » other party
T P
IF
MF
TX Rx
bearer channel, bearer channel,
signalling channel signalling channel
ww
LEMF

Figure 5.1: Content of Communication transmission from MF to LEMF

532 Control information for Content of Communication

The delivery calls shall use unmodified standard ISDN protocols (DSS1, ISDN user part). Table 5.6 summarizes
specific settings of parameters for the CC links. The User-to-User service 1 parameter is used during call set up (within
the ISUP Initial Address Message [29] or DSS1 Set Up Message [30], respectively) to transmit LI1-specific control
information. Thisinformation is carried transparently and delivered to the specific LEMF remote user.

To identify the delivered information, including correlating the delivery calls with the IRI records, parameters 1 to 3
and 5 shall beincluded in the call set up. Parameters 6 to 9 specify settings of further relevant information. Other
parameters of the ISDN protocols shall correspond to normal basic calls.
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Table 5.6: Definition of HI3 specific signalling information; UUS1 coding details (see clause J.1)

No. Used information element of Information Purpose
CCl link signalling protocol
1 CLI-Parameter with attribute See clause 5.3.3 LEMF can check identity of origin of
"network provided" call.
2 UUS1-parameter Lawful Interception IDentifier (LIID); Identifier, identifying target identity
see clause 5.1
3 UUS1-parameter Communication IDentifier (CID), see |ldentifier, identifying specific call of
clause 5.1 target identity
4 UUS1-parameter CC Link IDentifier (CCLID), if Identifier, used for correlation CC
required; see clause 5.1 link-IRI records
5 UUS1-parameter Direction indication Signal from (Tx)/towards (Rx) target
(communication from/towards identity or combined
target/combined (mono))
6 UUS1-parameter Bearer capability of target call Indication to the LEMF of the basic
service in use by the target
7 Closed user group interlock code |Closed user group interlock code Supplementary Service CUG
Security measure at set up of the
CC link
8 Basic Service (BS) Basic Service (BS) of CC link: Guarantee transparent transmission
64 kbit/s unrestricted of CC copy from MF to LEMF
9 ISDN user part forward call ISDN user part preference Guarantee transparent
indicators parameter indicator: "ISDN user part required all |transmission of UUS1 and other
the way" supplementary services information
10 ISDN user part optional forward Connected line identity request Sending of the connected number
call indicators parameter parameter: requested by the destination network

Parameters 2, 3 and 4 are also present in the IRI records, for correlation with the CC links. Parameter 5 indicatesin case
of separate transmission of each communication direction, which part is carried by a CC link. Parameter 6, the basic
service of the target call, can be used by the LEMF for processing of the CC signal, e.g. to apply compression methods
for speech signals, in order to save storage space. Parameter 7 contains the CUG of the LEA. It is optionally used at set
up the CC link to the LEA. Parameter 8, the basic service of the CC link, is set to "64 kbit/s unrestricted": All
information of the Rx, Tx channels can be transmitted fully transparently to the LEA. The setting of the ISDN user part
indicator guarantees, that the services supporting the LI CC link delivery are available for the complete CC link
connection.

The MF uses en-bloc dialling, i.e. there exists only one message in forward direction to the LEA.

NOTE: TheLEMF should at reception of the set up message not use the alerting state, it should connect
immediately, to minimize time delay until switching through the CC links. Not all networks will support
such atransition. Exceptionally, it may be necessary to send an alerting message before the connected

message.

The maximum length of the user information parameter can be more than the minimum length of 35 octets (national
option, see ITU-T Recommendation Q.763 [29]), i.e. the network transmitting the CC links shall support the standard
maximum size of 131 octets for the UUS1 parameter.

The User-to-User service 1 parameter cannot be discarded by the ETSI |SUP procedures: the only reason, which would
allow the ISUP procedures to discard it would be, if the maximum length of the message carrying UUS1 would be
exceeded. With the specified amount of services used for the CC links, this cannot happen.

The signalling messages of the two CC channels (stereo mode) carry the same parameter values, except for the direction
indication.

See clause J.1 for the ASN.1 definition of the UUSL LI specific content of the UUS1 parameter.

5.3.3 Security requirements at the interface port of HI3

5.3.3.0 General

The process of access verification and additional (optional) authentication between the MF and the LEMF shall not
delay the set up of the CC.
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For the protection and access verification of the Content of Communication delivery call the ISDN supplementary
services CLIP, COLP and CUG shall be used when available in the network involved.

Generally any authentication shall be processed before the set-up of the CC links between the MF and the LEMF is
completed. If thisistechnically not feasible the authentication may be processed after completion of the CC connection
in parallel to the existing connection.

5.3.3.1 LI access verification
The supplementary service CLIP shall be used to check for the correct origin of the delivery call.
NOTE: When using CLIP, the supplementary service CLIR must not be used.

The supplementary service COLP shall be used to ensure that only the intended terminal on the LEA's side accepts
incoming calls from the Handover Interface (HI).

To ensure access verification the following two checks shall be performed:
- check of Calling-Line Identification Presentation (CLIP) at the LEMF; and

- check of COnnected-Line identification Presentation (COLP) at the Handover Interface (HI) (due to the fact that
the connected number will not always be transported by the networks involved, there shall be the possibility for
deactivating the COLP check for a given interception measure. In addition, the COLP check shall accept two
different numbers as correct numbers, i.e. the user provided number and the network provided number. Usualy,
the user provided number contains a DDI extension).

5.3.3.2 Access protection
In order to prevent faulty connections to the LEA, the CC links may be set up as CUG calls.
In this case, the following settings of the CUG parameters should be used:

- Incoming Access: not allowed;

- Outgoing Access: not allowed,;

- Incoming calls barred within a CUG: no;

- Outgoing calls barred within a CUG: yes.

5.3.33 Authentication

In addition to the minimum access verification mechanisms described above, optiona authentication mechanisms
according to the standard series 1SO 9798 "Information technology - Entity authentication - parts 1 to 5" may be used.

These mechanisms shall only be used in addition to the access verification and protection mechanisms.

54 LI procedures for supplementary services

54.1 General

In general, LI shall be possible for al connections and activitiesin which the target isinvolved. The target shall not be
able to distinguish alterations in the offered service. It shall also not be possible to prevent interception by invoking
supplementary services. Consequently, from a supplementary services viewpoint, the status of interactionswith L1 is
"no impact”, i.e. the behaviour of supplementary services shall not be influenced by interception.

Depending on the type of supplementary service, additional CC links to the LEA may be required, in addition to already
existing CC links.

Within the IRI records, the transmission of additional, supplementary service specific data may be required.
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Supplementary services, which have an impact on LI, with respect to CC links or IRI record content, are shown in
table 5.7. Thetable isbased on UMTS services, it considers the services which have been standardized at the time of
finalizing the present document. Future services should be treated following the same principles.

NOTE 1: Co-ordination of handling of new services should be performed via 3GPP SA WG3-LI. If required,
additions will be included in a subsequent version of the present document.

The question of Lawful Interception with Intelligent Networks is not covered in this version (see note 2).

NOTE 2: The genera principleis, that LI takes place on the basis of atechnical identity, i.e. a directory number.
Only numbers which are known to the operators (NO/AN/SP), and for which L1 has been activated in the
standard way, can be intercepted. No standardized functions are available yet which would enable an SCF
to request from the SSF the invocation of LI for acall.

Additional CC links are only required, if the target is the served user. IRl Records may also carry data from other
parties being served users.

Clause 5.5 specifies details for relevant services:
- The procedures for CC links, depending on the call scenario of the target.
- Related to the IRI records, the point in time of sending and supplementary service specific information.
- Additional remarksfor services with "no impact" on LI.

The specifications for supplementary services interactions are kept as far as possible independent of the details of the
used signalling protocols; service related events are therefore described in more general terms, rather than using
protocol dependent messages or parameters.

Interactions with services of the same family, like call diversion services, are commonly specified, if the individual
services behaviour isidentical, with respect to LI.

With respect to the IRI records, clause 5.5 specifies typical cases; the general rules for data which shall be included in
IRI records are defined in clause 5.2, specifically in clause 5.4.3.

Services, which are not part of table 5.7, do not require the generation of LI information: No CC links are generated or
modified, and no specific information on the serviceis present in the IRI records. That is, these services have "no
impact" on LI, no special functionsfor LI are required. However, within the [1F, functions may be required to realize
the principle, that the service behaviour shall not be influenced by LI.

"No impact” is not automatically applicable for new services. Each new service has to be checked for itsimpact on L1.

The present document does not intend to give a complete description of all possible cases and access types of
interactions with supplementary services.
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Table 5.7: Supplementary Services with impact on LI CC links or IRl records content;

see also clause 5.5

Suppl. Service Abbr. CC links: additional calls, impact IRI items related to service
Call Waiting Ccw CC links for active or all calls (option |Target: call waiting indication, calling party
A/B) address
other party: generic notification indicator
Call Hold HOLD CC links for active or all calls (option |Target: call hold indication
A/B) other party: generic notification indicator
Call Retrieve RETRIEVE |CC links for active or all calls (option |Target: call retrieve indication
A/B) other party: generic notification indicator
Explicit Call ECT Before transfer: see HOLD Target: components of Facility IE
Transfer After transfer: LI may or may not be  |other party: generic notification indicator
stopped
Subaddressing SUB No impact on CC links Subaddress IE, as available (calling,
called, ...)
Calling Line CLIP No impact on CC links CLI parameter: part of originating-Party
Identification information
Presentation
Calling Line CLIR No impact on CC links Restriction indicator is part of CLI parameter
Identification
Restriction
Connected Line  |COLP No impact on CC links COL parameter: part of terminating-Party
Identification information
Presentation
Connected Line COLR No impact on CC links Restriction indicator is part of COL parameter
Identification
Restriction
Closed User CUG No impact on CC links CUG interlock code
Group
Multi Party MPTY Initially: held and active calls see Target: components of Facility IE
Conference HOLD other party: generic notification indicator
Conf.: Ty: signal from target; Rx calll
sum signal
CC links depending on option A/B
Call Forwarding |CFU One CC link for each call, which is Target: see clause 5.2.2.3, point 2, 3.; if
Unconditional; forwarded by the target redirecting no. = target DN: not included
see note Forwarding by other parties: Other party (call to target is a forwarded call):
no impact See clause 5.2.2.3, point 1
Other party (call from target gets forwarded):
See clause 5.2.2.3, point 3
Call Forwarding CFNRy 1) basic call with standards CC links, |[1) basic call, released after time-out,
No Reply; released after time-out (incl. CC links) |standard IRI
see note 2) forwarding: same as CFU 2) forwarding: same parameters as for CFU
Call Forwarding CFNRc See CFU See CFU
Not Reachable;
see note
Call Forwarding CFB Network determined user busy: see  |[Network determined user busy: see CFU
Busy; see note CFU user determined user busy: see CFNR
User determined user busy: see
CFNR
Call Deflection CD See CFNR See CFNR
User-to-User uus No impact on CC links User-to-user information, more data IE
Signalling 1, 2, 3 (part of HI2 information, see clause B.3a). In
ETSI HI3 was used. Optionally, ETSI's HI3
interface for UUS may be maintained for
backwards compatibility reasons.
Fallback procedure|FB No impact on CC links Target or other party: new basic service IE
(not a supplemen-
tary service)
NOTE: Other variants of Call Forwarding, like Forwarding to fixed numbers, to information services, etc. are
assumed to be covered by the listed services.
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5.4.2 CC link Impact

The column "CC links: additional calls, impact" (see table 5.7) defines, whether:
- for therelated service CC links shall be set up, in addition to the CC links for abasic call;
- dready existing calls are impacted, for example by disconnecting their information flow.
The CC link impact relates always to actions of atarget being the served user. Servicesinvoked by other parties have no
CC link impact.
543 IRI Impact, General Principle for Sending IRI records

The column "IRI items related to service" (seetable 5.7) specifies, which parameters may be transmitted to the LEA
within the IRI records. For several services, it is differentiated, whether the target or the other party is the served user.

The table specifies, which parameters are applicable in principle. That is, these parameters are normally sent to the
LEA, immediately when they are available from the protocol procedures of the service. In many cases, additional IRI-
CONTINUE records, compared to abasic call, will be generated. However, not each service related signalling event
needs to be sent immediately within an individual record. Exceptions may exist, where several events are included in
onerecord, even if this would result in some delay of reporting an event (this may be implementation dependent). Each
record shall contain all information, which is required by the LEA to enable the interpretation of an action; example: the
indication of call forwarding by the target shall include the forwarded-to number and the indication of the type of
forwarding within the same record.

The complete set of parameters, which are applicable for IRI, is specified in clause 5.2.3 (see table 5.5).

If during procedures involving supplementary services protocol parameters, which are listed in table 5.5 become
available, they shall beincluded in IRI Records.

IRI data are not stored by the I1F or MF for the purpose of keeping information on call context or call configuration,
including complex multiparty calls. The LEMF (electronically) or the LEA's agent (manually) shall always be able, to
find out the relevant history on the call configuration, to the extent, which is given by the available signalling protocol
based information, within the telecommunication network.

Service invocations, which result in invoke and return result components (as defined in table 5.5) need only be reported
in case of successful invocations. One IRI record, containing the invoke component, possibly including additional
parameters from the return result component, is sufficient.

With respect to the inclusion of LI specific parameters, see aso the parameter specifications and example scenariosin
clause J.2.3 for more details.

Details of e.g. the definition of the used record type, their content, the exact pointsin time of sending etc. follow from
the according service specifications; in some cases, they are specified explicitly in clauses 5.5 and J.2.3.

5.4.4 Multi party calls — general principles, options A, B

5.4.4.0 General
Each network must adopt option A or B according to local circumstances.

With respect to IRI, each call or call leg owns aseparate IRI transaction sequence, independent of whether it is actually
active or not.

With respect to the CC links, two options (A, B) exist, which depend on laws and regulations, see below. Active call or
call leg meansin this context, that the target is actually in communication with the other party of that call or call leg;
this definition differs from the definition in ETSI EN 300 356 [30].

5441 CC links for active and non-active calls (option A)
For each call, active or not, separate CC links shall be provided. This guarantees that:

- changesin the call configuration of the target are reflected immediately, with no delay, at the LEMF;
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- thesignal from held parties can still be intercepted.

It isanetwork option, whether the communication direction of a non-active call, which still carries asignal from the
other party, is switched through to the LEMF, or switched off.

other parties
hold < > P1 on hold
T . on hold 2 > P2 on hold
arget g > p3 active
T
IF
MF

LEMF

Figure 5.2: CC link option A (example for call hold supplementary service)

54.4.2 Reuse of CC links for active calls (option B)

CC links are only used for calls active in their communication phase. Changesin the call configuration may not be
reflected at the LEMF immediately, because switching in the IIF/MF isrequired, and the signal from the held party is
not available.

Each time, another target call leg uses an existing CC link, an IRI-CONTINUE record with the correct CID and CCLID
shall be sent.

NOTE: Evenwhen option B is used, more than one CC link may be required simultaneously.

other parties
hId::; > P1 on hold
- ) on ho < > P2 on hold
a[rge < —F » P3 active
lF
MF

LEMF

Figure 5.3: CC link option B (example for call hold supplementary service)
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5.4.5  Subscriber Controlled Input (SCI): Activation / Deactivation /
Interrogation of Services

For user procedures for control of Supplementary Services (Activation/Deactivation/Interrogation), a specia IRI record
type (IRI-REPORT record) is defined to transmit the required information.

The IRI-REPORT record shall contain an indicator, whether the request of the target has been processed successfully or
not.

5.5 Detailed procedures for supplementary services

5.5.1  Advice of Charge services (AOC)
No impact.

Advice of Charge information is not included in IRI records.

55.2 Call Waiting (CW)

55.21 Call Waiting at target: CC links

In case of option A "CC links for al calls', aCC link is set up for the waiting call, using the standard procedures for
terminating calls. In case of option B "CC links for active cals', no CC link is set up for the waiting call, it is treated
like aheld call.

With respect to CC links, the same configurations as for Call Hold apply.

Procedure, when the target accepts the waiting call: seeretrieve of aheld call (see clause 5.5.3).
55.2.2 Call Waiting: IRI records

55.2.2.1 Target is served user

If Call Waiting isinvoked at the target access by another (calling) party: the IRI-BEGIN record or afollowing
IRI-CONTINUE record for the waiting call shall contain the L1 specific parameter call waiting indication.

5.5.2.2.2 Other party is served user

If Call Waiting isinvoked at the other (called) party's access: if a CW notification is received by the target's switching
node, it shall be included in an IRI-CONTINUE record; it may be a separate record, or the next record of the basic call
sequence.

55.3 Call Hold/Retrieve

553.1 CC links for active and non-active calls (option A)

If an active call is put on hold, its CC links shall stay intact; as an option, the signal from the held party is not switched
through to the LEMF.

If the target sets up anew call, while one call ison hold, this call istreated like anormal originating call, i.e. anew LI
configuration (CC links, IRI records) is established.

5.5.3.2 Reuse of CC links for active calls (option B)

If an active call is put on hold, its CC links shall not immediately be disconnected; as an option, the signal from the held
party is not switched through to the LEMF.
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If the target sets up anew call, or retrieves a previoudly held call, while one target call, which still owns CC links, ison
hold, these CC links shall be used for the signals of the new active call.

5.5.33 IRI records

5.5.3.3.1 Invocation of Call Hold or Retrieve by target

An IRI-CONTINUE record with the L1 specific parameter hold indication or retrieve indication, respectively, shall be
sent.

5.5.3.3.2 Invocation of Call Hold or Retrieve by other parties

An IRI-CONTINUE record with a call hold or retrieve notification shall be sent if it has been received by the signalling
protocol entity of the target call.

554 Explicit Call Transfer (ECT)

554.1 Explicit Call Transfer, CC link

During the preparation phase of atransfer, the procedures for Call Hold/Retrieve are applicable.

If the served (transferring) user isthe target, itsoriginal call isreleased. Thisterminates also the CC link, and causes an
IRI-END record to be sent.

After transfer, two options exist:

1) For thetransferred call, CC links (and IRI records) shall be generated, in principle like for aforwarded call
(similar to proceduresin clause 5.5.12.1.1, case b));

2) Thetransferred call shall not be intercepted.

55.4.2 Explicit Call Transfer, IRI records

In addition to the basic or hold/retrieve/waiting call related records and parameters, during the reconfiguration of the
call, ECT-specific information at the target's access is sent to the LEMF within IRI-CONTINUE records.

When the target |eaves the call after transfer, an IRI-END record is sent, and the L1 transaction is terminated. Options
for the new call, after transfer: see clause 5.5.4.1.

55.5 Calling Line Identification Presentation (CLIP) (IRl Records)

5.55.1 Call originated by target (target is served user)

The standard CLI parameter of an originating target isincluded as a supplementary service parameter in the IRI records.

5.5.5.2 Call terminated at target (other party is served user)

The CLI sent from the other party isincluded in the IRI-BEGIN record (originating-Party information), irrespective of
arestriction indication. An eventually received second number (case two number delivery option) isincluded in the IRI
record as supplementary services information (Generic Number parameter).

5.5.6 Calling Line ldentification Restriction (CLIR)

For use by L1, the restriction isignored, but copied within the CLI parameter to the IRI record.
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5.5.7 COnnected Line identification Presentation (COLP)

55.7.1 Call terminated at target (target is served user)

A connected number parameter received from the target shall be included in an IRI record (terminating-Party
information).

5.5.7.2 Call originated by target (other party is served user)
If available, a connected number parameter as received from the other (terminating) party shall beincluded in an IRI

record (terminating-Party information). Any additional number, e.g. a Generic Number, shall also be included in the IRI
record.

5.5.8 COnnected Line identification Restriction (COLR)

For use by L1, the restriction isignored, but copied within the COL parameter to the IRI record.

5.5.9 Closed User Group (CUG)

In case of a CUG call, the closed user group interlock code shall be included in an IRI.

5.5.10 Completion of Call to Busy Subscriber (CCBS)
No impact.

Thefirst call, which meets a (terminating) busy subscriber, and is released subsequently, istreated like a standard busy
cal, with no CCBS related IRI information.

The procedures for CCBS, until starting a new call attempt from the served user to the terminating user, including the
CCBSrrecall, are not subject of LI.

5.5.11 Multi ParTY call (MPTY)

55111 General

a) Target isconference controller:
The MPTY conference originates from a configuration with two single calls (one active, one held). When joining
the calls to a conference, the CC links, which have carried the signals of the active target call are used to transmit
the conference signals; that is, the Rx call contains the sum signal of the conference, the Tx call contains the
signal from the target.

The second CC link set, for the previoudly held call staysintact. If the conference is released, and theinitial state
(1 held, 1 active call) isre-established, the required CC links are still available.

b) Target is passive party of conference:
No impact on CC links.

55.11.2 IRI records

For the events indicating the start and the end of the MPTY conference, IRI records are generated.

5.5.12 DlIVersion Services (DIV)

55.12.0 General

Callsto atarget, with a called party number equal to the intercepted target DN(s), but forwarded, are intercepted,
i.e. CClinksare set up, and IRI records are sent to the LEA. This appliesfor all kinds of call forwarding.
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For calls forwarded by the other party (calling or called), the available diversion-related information is sent to the LEA.
5.5.12.1 Call Diversion by Target

5.5.12.1.1 Call Diversion by Target, CC links

In order to handle call diversion services by applying, as far as possible, common procedures, the following two cases
are differentiated:

a) Cal Forwarding Unconditional (CFU), Call Forwarding Busy (NDUB):
In these cases, forwarding is determined, before seizing the target access. CC links are set up, immediately, for
the forwarded call.

Other variants of Call Forwarding with immediate forwarding, i.e. without first seizing the target access, are
handled in the same way (e.g. unconditional Selective Call Forwarding).

b) Call Forwarding No Reply, Call Forwarding Busy (UDUB), Call Deflection:
Initialy, the target call is set up, and the call isintercepted like abasic cal.

When forwarding takes place (e.g. after expiry of the CFNR timer), the original call isreleased; this may cause
also arelease of the CC links. In such case two optional IRI record handling may apply:

1) For theoriginal call an IRI-END record is sent. For the forwarded call a new set up procedure, including new LI
transaction may take place with new set of IRI records (starting with IRI-BEGIN record sent to the LEA).

2) For the forwarded call the IRI-CONTINUE record is generated and sent to aLEA, indicating the CFNR
invocation.

Other variants of Call Forwarding with forwarding after first seizing the target access, are handled in the same way.

In case of multiple forwarding, one call may be intercepted several times, if several parties are targets. Considering the
maximum number of diversions for one call of 5 (3GPP recommended limit), one call can be intercepted 7 times, from
the same or different LEAS. In principle, these procedures are independent of each other.

5.5.12.1.2 Call Diversion by Target, IRI records
See clause 5.2.2.3, case 2, related to the target's information, and case 3, related to the forwarded-to-party information.

As above for the CC links, the diversion types @) and b1, 2) are differentiated: For case a) and b2) diversions, the IRl is
part of one transaction, IRI-BEGIN, -CONTINUE, -END, for case bl) diversions, afirst transaction informs about the
call section, until diversion isinvoked (corresponding to abasic, prematurely released call), a second transaction
informs about the call section, when diversion isinvoked (corresponding to case a).

5.5.12.2 Forwarded Call Terminated at Target

The CC link is handled in the standard way. The IRI-BEGIN record contains the available call diversion information,
seeclause 5.2.2.3 case 1.

5.5.12.3 Call from Target Forwarded

The CC link is handled in the standard way. The IRI-BEGIN and possibly IRI-CONTINUE records contain the
available call diversion related information, see clause 5.2.2.3 case 3.

5.5.13 Variants of call diversion services

Variants of the above "standard” diversion services are treated in the same way as the corresponding "standard”
diversion service.

ETSI



3GPP TS 33.108 version 14.3.0 Release 14 a7 ETSI TS 133 108 V14.3.0 (2018-01)

5.5.14 SUBaddressing (SUB)

The different types of subaddress information elements are part of the IRI records, in al basic and supplementary
services cases, where they are present.

5.5.15 User-to-User Signalling (UUS)
User-to-User parameters of services UUSL, UUS2 and UUS3 shall be reported as HI2, see clause 5.4.

If User-User information is not delivered from a target to the other party (e.g. dueto overload in the SS No.7 network),
no notification is sent to the LEA.

5.5.16 Incoming Call Barring (ICB)
No impact.

a) Caseterminating call to atarget with ICB active:
In general, the barring condition of atarget is detected before the target access is determined, consequently, an
IRI-REPORT recordsis generated.
If the access would be determined, a standard IRI-END record is generated, with the applicable cause value.

b) Casetarget callsa party with ICB active:
In general, an IRI-BEGIN record has been sent already, and CC links have been set up. Consequently, a standard
IRI-END record is generated, with the applicable cause value.

5.5.17 Outgoing Call Barring (OCB)

No impact.

For abarred call, a standard record may be generated; its type and content are depending on the point in the call, where
the call was released due to OCB restrictions.

5.5.18 Tones, Announcements

No impact.

If the normal procedures, depending on the call state, result in sending the tone or announcement signal on the Rx CC
link channel, this shall be transmitted as CC.

5.6 Functional architecture
The following picture contains the reference configuration for the lawful interception (see TS 33.107 [19]).

Thereis one Administration Function (ADMF) in the network. Together with the delivery functionsit is used to hide
from the 3G M SC server and 3G GM SC server that there might be multiple activations by different Law Enforcement
Agencies (LEAS) on the same target.
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Figure 5.4: Reference configuration for Circuit switched

The reference configuration is only alogical representation of the entities involved in lawful interception and does not
mandate separate physical entities. This alows for higher levels of integration.

A call could beintercepted based on several identities (MSISDN, IMSI, IMEI, Non-Loca 1D) of the same target.

Interception based on IMEI could lead to adelay in start of interception at the beginning of acall and interception of

non-call related eventsis not possible.

For the delivery of the CC and IRI the 3G MSC server or the 3G GM SC server provides correlation number and target
identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be

delivered to.

5.7 IP-based handover interface for CC

57.1 General

When IP-based delivery interface is used for HI3, the CC of intercepted Circuit Switched (CS) voice cals shall be
delivered to the LEMF using the ASN.1 module defined in Annex B.17.

Asillustrated in figure 5.5, the communication between target and the other party will still be over circuit-switched

network connections.
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Figure 5.5: IP based handover interface for the CC of a CS intercepts

The method used to deliver the CS-voice contents from I CE to DF3 (i.e. the details of X3 reference point, see TS 33.107
[19]) can be implementation specific and therefore, related details are outside the scope of the present document. Some
examples areillustrated in TS 33.107 [19].

57.2 Identifiers

The identifiers are used to establish a correlation between the CC and the IRl messages. The following identifiers are
used to correlate the CC with the associated IRl messages:

Lawful Interception Identifier (see sub-clause 5.1.1)
Communication Identifier (see sub-clause 5.1.2)
CC-Link-ldentifier (see sub-clause 5.1.3).

The Communication Identifier includes two identifiers:
Network Identifier (see sub-clause 5.1.2.1)
Communication Identity Number (see sub-clause 5.1.2.2).

When atarget isinvolved in multi-party calls, each call-leg will have a separate Communication Identity Number. The
Lawful Interception Identifier, Network Identifier can be the same for multiple legs of the call. The CC-Link-ldentifier
is used when single circuit-link is used to deliver the CC of al call-legs of multi-party calls. The details of thisare
described in sub-clause 5.1.5.

With IP-based handover interface option for CC, the use of CC-Link-ldentifier may not be applicable for HI3.
However, to avoid any backward compatibility issues, the inclusion of CC-Link-Identifier in the HI3 even for 1P-based
handover interface is encouraged if the same is sent over the HI2.
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57.3 Voice Content Direction

Voice content direction shall be included within the CC delivered to the LEMF and it alows the LEMF to distinguish
between multiple voice media streams received. Within the ASN.1 module, thisisidentified as TPDU-direction and can
have the following values:

- From the target: indicates that the voice content is sent from the target
To the target: indicates that the voice content is sent to the target

Combined: indicates that the voice content sent to, and received from, the target is delivered to the LEMF in a
combined form.

Unknown: indicates that the direction cannot be determined.

Basically, thisinformation helps the LEMF to identify whether the voice content is delivered in a stereo form or mono-
form. Intheformer case, it further helpsthe LEMF to distinguish the voice content sent to the target from the voice
content received from the target.

5.7.4 Payload Description

The intercepted voice-content delivered over HI3 isidentified within the ASN.1 module as payload. The information
necessary for the LEMF to decode the payload shall be included within the CC. Within the ASN.1, thisisidentified as
payload description that contains the media format (RFC 3551 [93]) and media attributes (RFC 4566 [94]) using the
SDP (RFC 4566 [94]).

NOTE: When IP-based handover interface is used to deliver the CC, the payload can be in the RTP (RFC 3550
[95]) form. The codec information associated with that RTP can be delivered over HI2 or HI3. However,
former approach will require changes to the IRl messages and hence, causing a backward compatibility
issue.

In support of backward compatibility, the delivery of payload description (i.e. mediaformat and media attributes when
the payload isin RTP form) over HI2 shall be discouraged. In other words, the pay-load description shall be delivered
over HI3.

Table 5.8 below describes the usage of Media Format and Media Attributes.

Table 5.8: usage of media format and media attributes

Field name Status ASN.1 field Information
Media Format Mandatory mediaFormat Elgg]s field signals the codec used, as defined in RFC 3551
Conditional If any extra information (beyond the Media Format) is
(i.e. mandatory needed to understand the delivered CC then it shall be
Media Attributes |under the mediaAttributes sent here, in the format defined in the a= field of SDP (see
conditions RFC 4566 [94]). Typically, media attributes shall be
listed) present if and only if the media format is 32 or above.

5.7.5 Sequence Number

Sequence Number is an integer incremented each time a T-PDU is delivered. Handling of sequence number is done
according to national requirements.
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6 Packet data domain

6.1 Identifiers

6.1.0 Introduction

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different handover interfaces (H12 and HI3). The identifiers are defined in the subsequent
subclauses of 6.1.

For the delivery of CC and IRI the SGSN or GGSN provide correlation numbers and target identities to the HI2 and
HI3. The correlation number is unique per PDP context and is used to correlate CC with IRI and the different IRI's of
one PDP context. When the SGSN connects an UE to a S-GW through the $4 interface (TS 23.060 [42], see also
NOTE) for a specific communication, the SGSN is not required to provide CC, IRIs for the PDP context associated with
CC and correlation for that communication.

NOTE: The A isanintra-PLMN reference point between the SGSN and the S-GW.

6.1.1 Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a specia
Lawful Interception Identifier (LI11D), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification, pointing to atarget identity makes it easier to keep the knowledge about a specific
target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LI1ID isacomponent of the CC delivery procedure and of the IRI records. It shall be used within any information
exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The L1ID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter aunique LIID for each target identity of the target or asingle
LIID for multiple target identities al pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be unique LI1Ds assigned relating to each LEA.

6.1.2 Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following
two identifiers.

1) Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier isto uniquely identify the relevant network element carrying out
the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an I P address or other identifier. For GSM and UMTS systems
deployed in the U.S,, the network element identifier is required.

A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of
the NEID.

6.1.3  Correlation number
The Correlation Number is unique per PDP context and used for the following purposes:

- correlate CC with IRI;
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- correlate different IRI records within one PDP context;
- correlate LALS reports with the IRI records of the triggering events.

Asan example, in the UMTS system, the Correlation Number may be the combination of GGSN address and charging
ID.

NOTE: The Correlation Number is at a minimum unique for each concurrent communication (e.g. PDP context)
of atarget within alawful authorization.

6.2 Timing and quality

6.2.1 Timing

Asageneral principle, within atelecommunication system, IR, if buffered, should be buffered for as short atime as
possible.

NOTE: If thetransmission of IRI fails, it may be buffered or lost.
Subject to national requirements, the following timing requirements shall be supported:

- Each IRI datarecord shall be sent by the delivery function to the LEMF over the HI2 within seconds of the
detection of the triggering event by the |AP at least 95% of the time;

- Each IRI datarecord shall contain atime-stamp, based on the intercepting nodes clock that is generated
following the detection of the IRI triggering event. The timestamp precision should be at least 1 second
(ETSI TS 101 671 [24]). Defining the required precision of an IRI timestamp however is subject to national
reguirements.

6.2.2 Quiality

The quality of service associated with the result of interception should be (at least) equal to the quality of service of the
original content of communication. This may be derived from the QoS class used for the original intercepted session,
TS 23.107 [20]. However, when TCPis used asan OSl layer 4 protocol acrossthe HI3, real time delivery of the result
of the interception cannot be guaranteed. The QoS used from the operator (NO/AN/SP) to the LEMF is determined by
what operators (NO?AN?SP) and law enforcement agree upon.

6.2.3 Void
(Void)

6.3 Security aspects

Security is defined by national requirements.

6.4 Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a
provider's network and at each of the relevant intercept access points within the network. Specifics related to thistopic
include:

- The ahility to access and monitor all simultaneous communications originated, received, or redirected by the
target;

- Theability for multiple LEAS (up to five) to monitor, simultaneously, the same target while maintaining
unobtrusiveness, including between agencies;
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- The ability of the network to simultaneously support a number of separate (i.e. multiple targets) legally
authorized interceptions within its service area(s), including different levels of authorization for each
interception, including between agencies (i.e. IRI only, or IRl and communication content).

6.5 IRI for packet domain

6.5.0 Introduction

The IRI will in principle be available in the following phases of a data transmission:

1. At connection attempt when the target identity becomes active, at which time packet transmission may or may
not occur (set up of a data context, target may be the originating or terminating party);

2. At the end of a connection, when the target identity becomes inactive (removal of a data context);
3. At certain times when relevant information are available.

In addition, information on non-transmission related actions of atarget constitute IRl and is sent viaHI2, e.g.
information on subscriber controlled input.

The IRl may be subdivided into the following categories:

1. Control information for HI2 (e.g. correlation information);

2. Basic data context information, for standard data transmission between two parties.
The events defined in TS 33.107 [19] are used to generate records for the delivery viaHI2.

Unless otherwise noted, the following terminology applies to both GPRS and 3G GSN nodes:

GPRS attach - also appliesto Mobile Station attach
GPRS detach - also appliesto Mobile Station detach
gPRSEvent - also applies to PDP Context events and Mobile Station events

gPRSCorrelationNumber - also applies to PDP Context Correlation
gPRSOperationErrorCode - also appliesto PDP Context Operation Error Codes

There are several different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. In the case of LALS reports, which are not associated with an event, a Record is sent to the LEMF
without the event parameter.

The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.
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Table 6.1: Mapping between UMTS Data Events and HI2 records type

attached (national option)

Event IRl Record Type
GPRS attach REPORT
GPRS detach REPORT
PDP context activation (successful) BEGIN
PDP context modification CONTINUE
PDP context activation (unsuccessful) REPORT
Start of interception with mobile station REPORT

Start of interception with PDP context active

BEGIN or optionally CONTINUE

PDP context deactivation END

Location update REPORT
SMS REPORT
ServingSystem REPORT
Packet Data Header Information REPORT
HLR subscriber record change REPORT
Cancel location REPORT
Register location REPORT
Location information request REPORT

The UMTS PS LALS reports are sent to the LEMF in the REPORT IRI records.

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the GSN or DF2 MF, if thisis necessary in a specific country. The
following table gives the mapping between information received per event and information sent in records.
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Table 6.2: Mapping between Events information and IRl information

parameter

description

HI2 ASN.1 parameter

observed MSISDN

Target Identifier with the MSISDN of the target.

partylnformation (party-identiity)

observed IMSI

Target Identifier with the IMSI of the target.

partylnformation (party-identity)

observed Non-Local
1D

Target Identifier with the E.164 number of the target

partylnformation (party-identity)

observed IMEI

Target Identifier with the IMEI of the target.

partylnformation (party-identity)

observed PDP

PDP address(es) used by the target. In case of IPv4v6

partylnformation

address two addresses may be carried. (services-data-information)

event type Description which type of event is delivered: PDP gPRSevent (when using Annex B.3)
Context Activation, PDP Context Deactivation, GPRS or ePSevent (when using Annex B.9)
Attach, HLR subscriber record change, Cancel location,
Register location, Location information request, etc.

event date Date of the event generation in the XGSN or in the HLR | Timestamp

event time Time of the event generation in the xGSN or in the HLR

access point name

The Access Point Name contains a logical name (see
TS 23.060 [42)])

partylnformation
(services-data-information)

PDP type This field describes the PDP type as defined in 3GPP partylnformation

TS 29.060 [17], TS 24.008 [9], TS 29.002 [4] (services-data-information)
initiator This field indicates whether the PDP context activation, | initiator

deactivation, or modification is MS directed or network

initiated.
correlation number Unique number for each PDP context delivered to the gPRSCorrelationNumber

LEMF, to help the LEA, to have a correlation between
each PDP Context and the IRI.

lawful interception
identifier

Unique number for each lawful authorization.

lawfullnterceptionldentifier

location information

When authorized, this field provides the location
information of the target that is present at the SGSN or
LI LCS Client at the time of event or LALS report record
production.

locationOfTheTarget

extended location
parameters

Additional location information and QoS information

extendedLocParameters

LALS error code

Positioning error identification code

locationErrorCode

SMS

The SMS content with header which is sent with the
SMS-service

sMS

failed context
activation reason

This field gives information about the reason for a failed
context activation of the target.

gPRSOperationErrorCode

failed attach reason

This field gives information about the reason for a failed
attach attempt of the target.

gPRSOperationErrorCode

service center This field identifies the address of the relevant server serviceCenterAddress
address within the calling (if server is originating) or called (if

server is terminating) party address parameters for

SMS-MO or SMS-MT.
umts QOS This field indicates the Quality of Service associated gos

with the PDP Context procedure.

context deactivation
reason

This field gives information about the reason for context
deactivation of the target.

gPRSOperationErrorCode

network identifier

Operator ID plus SGSN, GGSN, or HLR address.

networkldentifier

serving system
identifier

VPLMN ID of the serving system or of the third party
network interworking with the HLR

serving-System-ldentifier

iP assignment

Observed PDP address is statically or dynamically
assigned.

iP-assignment

SMS originating Identifies the originator of the SMS message. DataNodeAddress
address

SMS terminating Identifies the intended recipient of the SMS message. DataNodeAddress
address

SMS initiator Indicates whether the SMS is MO, MT, or Undefined sms-initiator

serving SGSN An E.164 number of the serving SGSN. servingSGSN-Number
number

serving SGSN An IP address of the serving SGSN. servingSGSN-Address
address In case of S4-SGSN, this may be provided as Diameter | servingS4-SGSN-address

id and realm of the serving S4-SGSN connected via
S6d interface to the HSS.
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parameter

description

HI2 ASN.1 parameter

NSAPI

Network layer Service Access Point Identifier
information element contains an NSAPI identifying a
PDP Context in a mobility management context
specified by the Tunnel Endpoint Identifier Control
Plane

This is an optional parameter to help DF/MF and LEA's
to distinguish between the sending mobile access
networks when the GGSN is used as element of the
PDG according TS 23.234 [43].

NSAPI

ULI Timestamp

Indicates the time when the User Location Information
was acquired.

uLITimestamp

destination IP
address

Identifies the destination IP address of a packet.

destinationlPAddress

destination port
number

Identifies the destination port number of a packet

destinationPortNumber

source IP address

Identifies the source IP address of a packet.

sourcelPAddress

or Payload Length Field in IPv6 [69])

source port number | Identifies the source port number of a packet. sourcePortNumber

transport protocol Identifies the transport protocol (i.e., Protocol Field in transportProtocol
IPv4 or Next Header Field in IPv6.

flow label The field in the IPv6 header that is used by a source to | flowLabel
label packets of a flow (see RFC 3697 [70])

packet count The number of packets detected and reported in a packetCount
particular packet data summary report.

packet size The size of a packet (i.e., Total Length Field in IPv4 [68] | packetsize

packet direction

Identifies the direction of the intercepted packet (from
target or to target)

packetDirection

the summary report were sent or received by the target.

packet data header Provides a copy of the packet headers including IP packetDataHeaderCopy
copy layer and next layer, and extensions, but excluding

content.
summary period Provides the period of time during which the packets of | summaryPeriod

sum of packet sizes

Sum of values in Total Length Fields in IPv4 packets or
Payload Length Field in IPv6 packets.

sumOfPacketSizes

packet data summary
reason

Provides the reason for a summary report.

packetDataSummaryReason

packet data summary

For each particular packet flow, identifies pertinent
reporting information (e.g., source IP address,
destination IP address, source port, destination port,
transport protocol, packet count, time interval, sum of
packet sizes) associated with the particular packet flow.

packetDataSummary

current serving
system identifier

Current VPLMN id of the target

current-Serving-System-Identifier

current serving
SGSN-Number

An E.164 number of the current serving SGSN, that
comes from the intercepted MAP message

current-Serving-SGSN-Number

current serving
SGSN-Address

An IP address of the current serving SGSN, that comes
from the intercepted MAP message

current-Serving-SGSN- Address

current serving S4-
SGSN-address

In case of S4-SGSN, this may be provided as Diameter
id and realm of the serving S4-SGSN connected via
S6d interface to the HSS. It is in the intercepted
Diameter message.

current-Serving-SGSN- Address

previous serving
system identifier

Previous VPLMN id of the target

previous-Serving-System-Identifier

previous serving
SGSN-Number

An E.164 number of the previous serving SGSN,
included in the intercepted MAP message.

previous-Serving-SGSN-Number

previous serving
SGSN-Address

An IP address of the previous serving SGSN, included
in the intercepted MAP message.

previous-Serving-SGSN- Address

previous serving S4-
SGSN-address

In case of S4-SGSN, this may be provided as Diameter
id and realm of the serving S4-SGSN connected via
S6d interface to the HSS.

previous-Serving-SGSN- Address
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parameter description HI2 ASN.1 parameter
requesting network The requesting network identifier PLMN id (Mobile requesting-Network-ldentifier
identifier Country Code and Mobile Network Country, -- defined
in E.212 [87)).
requesting node type | Type of requesting node such as MSC, SMS Centre, requesting-Node-Type
GMLC, MME, SGSN.
other update Carrier specific information related to its implementation | carrierSpecificData
or subscription process on its HLR that will be transmit
to LEMF in raw format. CSP will provide to LEMF
elements to understand such data.

NOTE: LIID parameter must be present in each record sent to the LEMF.
6.5.1 Events and information

6.5.1.0 General

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as
records and information carried by arecord. This focusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 6.1 Mapping between GPRS Events and HI2
records type and Annexes B.3 and B.9 Intercept related information (H12) (see Note). IRI is described in terms of a
‘causing event' and information associated with that event. Within each IRI Record there is a set of events and
associated information elements to support the particular service.

NOTE: IRl eventsand dataintercepted by the GPRS and 3G PS nodes may be delivered to the LEMF by using
either the HI2 specified in Annex B.3 or the HI2 specified in Annex B.9. The latter option may be
preferred when the GPRS and 3G PS nodes are interworking with SAE/EPS nodes, in order to deliver all
the IRI events and data intercepted in the Packet based network by using the same HI2.

The communication events described in Table 6.1: Mapping between GPRS Events and HI2 record type and Table 6.2:
Mapping between Events information and IRl information convey the basic information for reporting the disposition
of acommunication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M) - required for the record,
conditional (C) - required in situations where a condition is met (the condition is given in the Description), or
optional (O) - provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

6.5.1.1 REPORT record information

The REPORT record is used to report non-communication related subscriber actions (events) and for reporting
unsuccessful packet-mode communication attempts.

The REPORT record is also used for the PS LAL S reports.
The REPORT record shall be triggered when:
- thetarget's mobile station performs a GPRS attach procedure (successful or unsuccessful);
- thetarget's mobile station performs a GPRS detach procedure;
- thetarget's mobile station is unsuccessful at performing a PDP context activation procedure;

- thetarget's mobile station performs a cell, routing area, or combined cell and routing area update;
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- theinterception is activated after target's mobile station has successfully performed GPRS attach procedure;
- optionally when the target's mobile station leaves the old SGSN;
- optionally when the target's mobile station enters or leaves | A;

- thetarget's mobile station sends an SMS-Mobile Originated (MO) communication. Dependent on national
requirements, the triggering for the REPORT record event shall occur either when the 3G SGSN receives the
SMS from the target MS or, when the 3G SGSN receives notification that the SM S-Centre successfully received
the SMS;

amobile station sends an SM S-Mobile Originated (MO) communication to a Non-Local 1D target. Dependent on
national requirements, the triggering event for the REPORT record shall occur either when the 3G SGSN
receivesthe SMS fromaMS for aNon-Local ID target or, when the 3G SGSN receives notification that the
SMS-Centre successfully received the SM S for the Non-Local ID target;

- thetarget's mobile station receives a SMS Maobile-Terminated (MT) communication. Dependent on national
requirements, the triggering event for the REPORT record shall occur either when the 3G SGSN receives the
SMS from the SM S-Centre or, when the 3G SGSN receives notification that the target MS successfully received
the SMS;

amobile station receivesa SMS Mobile-Terminated (MT) communication from aNon-Local ID target.
Dependent on national requirements, the triggering event for the REPORT record shall occur either when the 3G
SGSN receives the SMS from the SM S-Centre originating from a Non-Local 1D target or, when the 3G SGSN
receives notification that the MS successfully received the SMS originating from aNon-Local 1D target;

- asanational option, a mobile terminal is authorized for service with another network operator or service
provider; in that case, other related events are required as cancel location, register location, location information
reguest from athird party's node;

- asanational option, a REPORT record have to be generated when there is a HL R subscriber record change of
IMSI or of MSISDN triggered by a messages to or from the HLR;

- packet data header reporting is performed on an individual intercepted packet basis and a packet is detected as it
issent or received by the target for a packet-data communication PDP Context.;

- when packet data summary reporting is performed on a summary basis for a packet-data communication PDP
Context.associated with a particular packet flow (defined as the combination of source IP address, destination |P
address, source port, destination port, and protocol and for |Pv6 also include the flow label) and:

- the packet flow starts,

- aninterim packet summary report isto be provided, or

- packet flow ends including the case where PDP Context is deactivated.
An interim packet data summary report istriggered if:

- the expiration of a configurable Summary Timer per intercept occurs. The Summary Timer is configurablein
units of seconds. Or

- aper-intercept configurable count threshold is reached.
- whenalLALS report information is received from the LI LCS Client.

Packet Data Header Information is reported either on a per-packet (i.e. non-summarised) basis or in a summary report.
These reports provide IRI associated with the packets detected. The packet data header information related REPORT
record is used to convey packet data header information during an active packet-data communication PDP Context.

NOTE: Inthe case of IP Fragments, Packet Data Header Information on a 6-tuple basis may only be available on
the first packet and subsequent packets may not include such information and therefore may not be
reported.
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Table 6.3: GPRS Attach REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

event type M Shall provide GPRS Attach event type.

event date M Shall provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
target's MS.

failed attach reason C For failed attach attempts of the target, provide information about the
reason for the failed attach attempt.

Table 6.4: GPRS Detach REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
event type M Shall provide GPRS Detach event type.
event date M Shall provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information C Provide, when authorized, to identify location information for the

target's MS.
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Table 6.5: PDP Context Activation (unsuccessful) REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

observed PDP address C When a:

- static address requested by the target's MS in association with a
target-initiated PDP context activation request is unsuccessful; or

- address offered by the network in association with a network-
initiated PDP context activation request and the target's MS rejects the
network-initiated PDP context activation,

The address requested or offered shall be reported.

iP assignment C When an observed PDP address is reported, shall provide to indicate
observed PDP address is statically or dynamically assigned.

event type M Shall provide PDP Context Activation event type.

event date M Shall provide the date and time the event is detected.

event time

access point name C If available (i.e., provided by the UE) shall identify either the:

- packet data network to which the target requested to be connected
when the target's mobile station is unsuccessful at performing a
PDP context activation procedure (MS to Network); or

- access point of the packet data network that requested to be
connected to the MS when the target's mobile station rejects a
network-initiated PDP context activation (Network to MS).

PDP type C When an observed PDP address is reported, provide to describe the
PDP type of the observed PDP address. The PDP Type defines the
end user protocol to be used between the external packet data
network and the MS.

initiator M Shall be provided to indicate whether the PDP context activation is
network-initiated, target-initiated, or not available.

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

location information c Provide, when authorized, to identify location information for the
target's MS.

failed context activation M Information about the reason for failed context activation attempts of

reason the target shall be provided.

umts QOS C Provide to identify the QOS parameters.

Table 6.6: Location Information Update REPORT Record
Parameter MOC Description/Conditions

observed MSISDN

observed IMS]| C Provide at least one and others when available.

observed IMEI

event type M Shall provide Location Information Update event type.

event date M Shall provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
target's MS. This parameter, in case of inter-SGSN RAU, will be sent
only by the new SGSN.

old location information (0] Provide (only by the old SGSN), when authorized and if available, to
identify the old location information for the target's MS.

Idi event 0] Provide, when authorized, to indicate whether the target is entering or

leaving the interception area (only applicable for location dependant
interception).

Location Information Update REPORT Record shall be sent in the following cases:

- when the target's mobile station moves to the new SGSN;

- optionally when the target's mobile station leaves the old SGSN.
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Table 6.7: SMS-MO and SMS-MT Communication REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

observed Non-Local ID

event type M Shall provide SMS event type.

event date M Shall provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

SMS originating address 0] Provide to identify the originating and destination address of the

SMS destination address SMS message

location information C Provide, when authorized, to identify location information for the
target's MS.

SMS (o Provide, when authorized, to deliver SMS content, including header
which is sent with the SMS-service.

service centre address C If SMS content is not provided, shall be provided to identify the
address of the relevant SMS-C server. If SMS content is provided, this
parameter is optional.

SMS initiator M Shall be provided to indicate whether the SMS is MO, MT, or
Undefined.

Table 6.8: Serving System REPORT Record
Parameter MOC Description/Conditions

observed MSISDN C Provide at least one and others when available.

observed IMSI

event type M Shall provide Serving System event type.

event date M Shall provide the date and time the event is detected.

event time

network identifier M Network identifier of the HLR reporting the event (Network element
identifier included).

lawful intercept identifier M Shall be provided.

serving system identifier M Shall provide the VPLMN id (Mobile Country Code and Mobile Network
Country, E. 212 number [87]).

serving SGSN-Number C The E.164 number of the serving SGSN shall be provided when
available.

serving SGSN-Address C The IP address of the serving SGSN shall be provided when
available.

serving S4-SGSN-address C The Diameter Origin-Host and Origin-Realm of the serving S4-SGSN
shall be provided when available.

Table 6.9: Start Of Interception with mobile station attached REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

event type M Shall provide Start Of Interception with mobile station attached event
type.

event date M Shall provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
target's MS.

Start Of Interception with mobile station attached REPORT Record shall be sent in the following case:

- theinterception is activated any time after target's mobile station has successfully performed GPRS attach

procedure.
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When the ICE (i.e. SGSN, GGSN) is not aware of the activation of multiple lawfully authorized intercepts when the
mobile station has already completed the GPRS attach procedures, the MF/DF shall generate the Start of Interception
with mobile station attached REPORT record on its own using information that it has retained.

When the REPORT-record is used to convey the start of interception with mobile station attached, the DF2 shall not
send the Start of Interception with mobile station attached REPORT record to the LEMFs that were already intercepting
the target due previous LI activation on the same target.

Table 6.9A: Packet Data Header Information REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
observed PDP address C If available, shall be provided in the following cases to identify the:

- static address requested by the target's MS, and allocated by the
Network for a successful PDP context activation.

- address allocated dynamically by the network to the target MS in
association with a PDP context activation (i.e. address is sent by the
Network in an Activate PDP Context Accept) for a successful PDP
context activation procedure when the PDP Context activation
request does not contain a static PDP address.

- address offered by the network in association with a network-
initiated PDP context activation request when the target's MS
accepts the network-initiated PDP context activation request.

event type M Shall provide the Packet Data Header Information event type.
event date M Shall provide the date and time the event is detected.

event time

access point name C If available, shall be provided to identify the packet data network to

which the target is connected.

PDP type C When a PDP address is provided, shall provide the PDP type of the
observed PDP address. The PDP Type defines the end user protocol
to be used between the external packet data network and the MS.

network identifier M Shall be provided.

correlation number M Shall provide to uniquely identify the PDP context delivered to the
LEMF used to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

packet data header M Shall be provided to identify the packet header information to be

information reported on a per-packet basis as defined in Table 6.9B or on a
summary basis. For summary reporting includes one or more packet
flow summaries where each packet flow summary is associated with a
particular packet flow as defined in Table 6.9C.

NSAPI @) Provided for additional information.
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Table 6.9B: Contents of per-packet, packet data header information parameter

Parameter MOC Description/Conditions

source IP address C Provide when mapping packet header information to identify the
source IP address for a particular packet flow.

source port number C Provide when mapping packet header information to report the source
port number for a particular packet flow when the transport protocol
supports port numbers.

destination IP address Provide when mapping packet header information to Identify the
destination IP address for a particular packet flow.

destination port number C Provide when mapping packet header information to report the
destination port number for a particular packet flow when the transport
protocol supports port numbers.

transport protocol C Provide when mapping packet header information to identify the
transport protocol (e.g. TCP) for a particular packet flow.

flow label C Provide when mapping packet header information for IPv6 only for a
particular packet flow.

direction M Shall be provided. Identifies the direction of the packet (from target or
to target).

packet size (0] Provide when mapping packet header information to convey the value
contained in Total Length Fields of the IPv4 packets or the value
contained in the Payload Length fields of the IPv6 packets.

packet data header copy C Provide when reporting a copy of the entire packet header information

rather than mapping individual information and so it is alternative to the
individual information.

Table 6.9C: Contents of a single summary flow packet data header information parameter

Parameter MOC Description/Conditions

source IP address M Shall be provided. Identifies the source IP address for a particular
packet flow.

source port number C Provide to report the source port number for a particular packet flow
when the transport protocol supports port numbers.

destination IP address M Shall be provided. Identifies the destination IP address for a particular
packet flow.

destination port number C Provide to report the destination port number for a particular packet
flow when the transport protocol supports port numbers.

transport protocol M Identifies the transport protocol (e.g. TCP) for a particular packet flow.

flow label C Provide for IPv6 only for a particular packet flow.

summary period M Shall provide the period of time during which the packets of a
particular packet flow of the summary report were sent or received by
the target and defined by specifying the time when the first packet and
the last packet of the reporting period were detected.

packet count M Shall provide the number of packets detected for a particular packet
flow.

sum of packet sizes 0] Provides the sum of values contained in Total Length Fields of the
IPv4 packets or the sum of the values contained in the Payload Length
fields of the IPv6 packets.

packet data summary reason M Shall provide the reason for the report being delivered to the LEMF

(i.e. timeout, count limit, end of session).
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Table 6.9D: HLR subscriber record change REPORT Record

Parameter MOC Description/Conditions
New observed MSISDN C Provide at least one and others when available.
New observed IMSI
New Observed IMEI
observed MSISDN C Provide at least one and others when available.
observed IMSI
observed IMEI
event type M Shall provide HLR subscriber record change event type.
event date M Shall provide the date and time the event is detected.
event time
network identifier M Shall provide the network identifier of the HLR reporting the event
(Network element identifier included).
lawful intercept identifier M Shall be provided.
carrier Specific Data (0] Provide raw data of this specific update.

Table 6.9E: Cancel location REPORT Record

Parameter MOC Description/Conditions

observed MSISDN C Provide at least one and others when available.

observed IMSI

event type M Shall provide cancel Location change event type. (purge from HLR
sent to SGSN included).

event date M Shall provide the date and time the event is detected.

event time

network identifier M Shall provide the network identifier of the HLR reporting the event
(Network element identifier included).

lawful intercept identifier M Shall be provided.

previous serving system C If available, shall provide the previous VPLMN id (Mobile Country

identifier Code and Mobile Network Country, defined in E.212 [87]).

previous serving SGSN- C Provide the E.164 number of the previous serving SGSN, if available.

Number

previous serving SGSN- C Provide the IP address of the previous serving SGSN, if available.

Address

previous serving S4-SGSN- C Provide the Diameter Origin-Host and Origin-Realm of the previous

address serving S4-SGSN, if available.

Table 6.9F: Register location REPORT Record
Parameter MOC Description/Conditions

observed MSISDN C Provide at least one and others when available.

observed IMSI

event type M Shall provide register location event type.

event date M Shall provide the date and time the event is detected.

event time

network identifier M Shall provide the network identifier of the HLR reporting the event
(Network element identifier included).

lawful intercept identifier M Shall be provided.

previous serving system C If available, shall provide the previous VPLMN id (Mobile Country

identifier Code and Mobile Network Country; defined in E.212 [87]).

previous serving SGSN- C Provide the E.164 number of the previous serving SGSN, if available.

Number

previous serving SGSN- C Provide the IP address of the previous serving SGSN, if available.

Address

previous serving S4-SGSN- C Provide the Diameter Origin-Host and Origin-Realm of the previous

address serving S4-SGSN, if available.

serving system identifier M Shall provide the current VPLMN id (Mobile Country Code and Mobile
Network Country, defined in E.212 [87]).

serving SGSN-Number C Provide the E.164 number of the current serving SGSN, if available.

serving SGSN-Address C Provide the IP address of the current serving SGSN, if available.

serving S4-SGSN-address C Provide the Diameter Origin-Host and Origin-Realm of the current
serving S4-SGSN, if available.
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Table 6.9G: Location information request REPORT Record

Parameter MOC Description/Conditions

observed MSISDN C Provide at least one and others when available.

observed IMSI

event type M Shall provide location information request event type.

event date M Shall provide the date and time the event is detected.

event time

network identifier M Shall provide the network identifier of the HLR reporting the event
(Network element identifier included).

lawful intercept identifier M Shall be provided.

requesting network identifier C Provide the requesting network identifier PLMN id (Mobile Country
Code and Mobile Network Country, defined in E.212 [87]).

Editor's Note: The specific condition for this parameter needs
clarification and consideration can be given to reporting
whatever requesting network identifier is observed
regardless of whether that identifierisaPLMN id in
accordance with E212.

requesting node type C For GMSC; SMS Centre; GMLC, MME, SGSN, shall provide the
requesting node type (GMSC; SMS Centre; GMLC, MME, SGSN)

Table 6.9H: LALS Target Positioning REPORT Record

Parameter MOC | Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

event date M Shall provide the date and time the report is created.

event time

network identifier M Network identifier of the LI LCS Client (Network element identifier
included).

lawful intercept identifier M Shall be provided.

location information C Provide the LALS location information, if the positioning is successful.

extended location parameters | O If available, additional location information and associated QoS
information.

LALS error code C Provide the error identification code, if the positioning is not
successful.

Table 6.91: LALS Enhanced Location for IRl REPORT Record
Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
event date M Provide the date and time the LCS Report is available at LI LCS
Client.
event time
network identifier M Network identifier of the LI LCS Client (Network element identifier
included).
lawful intercept identifier M Shall be provided.
correlation number C Provided for correlation with the IRI records of the call, if available
in the corresponding LALS triggering event.
location information C Provide the LALS location information, if the positioning is
successful.
extended location parameters (0] If available, additional location information and associated QoS
information.
LALS error code C Provide the error identification code if the positioning is not
successful.

In the present document, the LALS Target Positioning reports are only sent when the target is successfully located. If
the location information is not available, e.g. when the target is not attached to the network, no record is sent to the

LEMF.
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NOTE 1: Seethe TS 33.107 [19] for adetailed description of LALS. See Annex O for information on using of the
PS ASN.1 information object for the LALS reporting.

NOTE 2: In some specific scenarios the amount of Enhanced Location for IRI reports data may overload the X2
and/or HI2 interfaces. To prevent the overload, aflow control for Enhanced Location for IRl Reports may
be implemented, e.g. by limiting the frequency of the reports for individual target.

6.5.1.2 BEGIN record information
The BEGIN record is used to convey the first event of packet-data communication interception.
The BEGIN record shall be triggered when:

- successful PDP context activation;

- theinterception of atarget's communicationsis started and at least one PDP context is active. If more than one
PDP context is active, a BEGIN record shall be generated for each PDP context that is active;

- during theinter-SGSN RAU, when the target has at |east one PDP context active and the PLNM has changed;

- thetarget entered an interception area and has at least one PDP context active.

Table 6.10: PDP Context Activation (successful) BEGIN Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
observed PDP address M Shall provide one of the following:

- static address requested by the target's MS, and allocated by the
Network for a successful PDP context activation;

- address allocated dynamically by the network to the target MS in
association with a PDP context activation (i.e. address is sent by the
Network in an Activate PDP Context Accept) for a successful PDP
context activation procedure when the PDP Context activation
request does not contain a static PDP address; or

- address offered by the network in association with a network-
initiated PDP context activation request when the target's MS
accepts the network-initiated PDP context activation request.

iP assignment M Shall provide to indicate observed PDP address is statically or

dynamically assigned.

event type M Shall provide PDP Context Activation event type.
event date M Shall provide the date and time the event is detected.
event time

access point name M Shall provide to identify the:

- packet data network to which the target requested to be connected
when the target's MS is successful at performing a PDP context
activation procedure (MS to Network).

- access point of the packet data network that requested to be
connected to the MS when the target's MS accepts a network-
initiated PDP context activation (Network to MS).

PDP type M Shall provide to describe the PDP type of the observed PDP address.

The PDP Type defines the end user protocol to be used between the

external packet data network and the MS.

initiator M Shall provide to indicate whether the PDP context activation is
network-initiated, target-initiated, or not available.

network identifier M Shall be provided.

correlation number M Shall provide to uniquely identify the PDP context delivered to the
LEMF and to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
target's MS.

umts QOS C If available, shall provide to identify the QOS parameters.

NSAPI ) Provided for additional information.
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Table 6.11: Start Of Interception (with PDP Context Active) BEGIN Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
observed PDP address M Shall provide the:

- static address requested by the target's MS, and allocated by the
Network for a successful PDP context activation.

- address allocated dynamically by the network to the target MS in
association with a PDP context activation (i.e. address is sent by the
Network in an Activate PDP Context Accept) for a successful PDP
context activation procedure when the PDP Context activation
request does not contain a static PDP address.

- address offered by the network in association with a network-
initiated PDP context activation request when the target's MS
accepts the network-initiated PDP context activation request.

event type M Shall provide Start Of Interception With PDP Context Active event
type.

event date M Shall provide the date and time the event is detected.

event time

access point name M Shall provide to identify the:

- packet data network to which the target requested to be connected
when the target's MS is successful at performing a PDP context
activation procedure (MS to Network).

- access point of the packet data network that requested to be
connected to the MS when the target's MS accepts a network-
initiated PDP context activation (Network to MS).

PDP type M Shall provide to describe the PDP type of the observed PDP address.

The PDP Type defines the end user protocol to be used between the

external packet data network and the MS.

initiator C If available, shall provide to indicate whether the PDP context
activation is network-initiated, target-initiated, or not available.

network identifier M Shall be provided.

correlation number M Shall provide to uniquely identify the PDP context delivered to the
LEMF and to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information c Provide, when authorized, to identify location information for the
target's MS.

umts QOS C If available, shall provide to identify the QOS parameters.

NSAPI @) Provided for additional information.

When the ICE (i.e. SGSN, GGSN) is not aware of the activation of multiple lawfully authorized intercepts when at least
one PDP context is already active, the MF/DF shall generate the Start of Interception (with PDP Context Active)
BEGIN record on its own using information that it has retained.

When the BEGIN-record is used to convey the start of interception with at least one PDP context active, the DF2 shall
not send the Start of Interception (with PDP Context Active) BEGIN record to the LEMFs that were already
intercepting the target due previous LI activation on the same target.

6.5.1.3 CONTINUE record information
The CONTINUE record is used to convey events during an active packet-data communication PDP Context.
The CONTINUE record shall be triggered when:

- anactive PDP context is modified;

- during the inter-SGSN RAU, when target has got at |east one PDP context active, the PLMN does not change
and the triggering event information is available at the DF/MF.

In order to enable the LEMF to correlate the information on HI3, a new correlation number shall not be generated
within a CONTINUE record.
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Table 6.12: PDP Context Modification CONTINUE Record

Parameter

MOC

Description/Conditions

observed MSISDN

observed IMSI

observed IMEI

C

Provide at least one and others when available.

observed PDP address

Cc

If the PDP address is modified, shall provide the observed address

after modification

to identify the:

- static address requested by the target's MS, and allocated by the
Network for a successful PDP context activation.

- address allocated dynamically by the network to the target MS in
association with a PDP context activation (i.e. address is sent by the
Network in an Activate PDP Context Accept) for a successful PDP
context activation procedure when the PDP Context activation
request does not contain a static PDP address.

- address offered by the network in association with a network-
initiated PDP context activation request when the target's MS
accepts the network-initiated PDP context activation request.

Otherwise, it is optional to send it.

event type

Shall provide the PDP Context Modification event type.

event date

event time

<L

Shall provide the date and time the event is detected.

access point name

Shall provide to identify the:

- packet data network to which the target requested to be connected
when the target's MS is successful at performing a PDP context
activation procedure (MS to Network).

- access point of the packet data network that requested to be
connected to the MS when the target's MS accepts a network-
initiated PDP context activation (Network to MS).

PDP type

When reporting the PDP address, shall provide the PDP type of the
observed PDP address. The PDP Type defines the end user protocol
to be used between the external packet data network and the MS.

initiator

If available shall provide to indicate whether the PDP context
modification is network-initiated, target-initiated, or not available.

network identifier

Shall be provided.

correlation number

Shall provide to uniquely identify the PDP context delivered to the
LEMF used to correlate IRI records with CC.

lawful intercept identifier

Shall be provided.

location information

Provide, when authorized, to identify location information for the
target's MS.

umts QOS

If available and changed, shall provide to identify the QOS parameters.
If umts QOS is not changed, it is optional to be reported.

NSAPI

ol 0o 0O LI o

Provided for additional information.
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Table 6.13: Start Of Interception (with PDP Context Active) CONTINUE Record (optional)

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
observed PDP address M Shall provide to identify the:

- static address requested by the target's MS, and allocated by the
Network for a successful PDP context activation.

- address allocated dynamically by the network to the target MS in
association with a PDP context activation (i.e. address is sent by the
Network in an Activate PDP Context Accept) for a successful PDP
context activation procedure when the PDP Context activation
request does not contain a static PDP address.

- address offered by the network in association with a network-
initiated PDP context activation request when the target's MS
accepts the network-initiated PDP context activation request.

event type M Shall provide the Continue interception with active PDP event type.
event date M Shall provide the date and time the event is detected.

event time

access point name M Shall provide to identify the:

- packet data network to which the target requested to be connected
when the target's MS is successful at performing a PDP context
activation procedure (MS to Network).

- access point of the packet data network that requested to be
connected to the MS when the target's MS accepts a network-
initiated PDP context activation (Network to MS).

PDP type M Shall provide to describe the PDP type of the observed PDP address.
The PDP Type defines the end user protocol to be used between the
external packet data network and the MS.

network identifier M Shall be provided.

correlation number C If available shall provide to uniquely identify the PDP context delivered
to the LEMF used to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
target's MS.

umts QOS C If available shall provide to identify the QOS parameters.

NSAPI ®) Provided for additional information.

6.5.1.4 END record information

The END record is used to convey the last event of packet-data communication.
The END record shall be triggered when:

- PDP context deactivation.
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Table 6.14: PDP Context Deactivation END Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

observed PDP address C Provide to identify the PDP address assigned to the target, if available.

event type M Shall provide PDP Context Deactivation event type.

event date M Shall provide the date and time the event is detected.

event time

access point name M Shall provide to identify the packet data network to which the target
was connected.

PDP type C When the PDP address is reported, shall provide to describe the PDP
type of the observed PDP address. The PDP Type defines the end
user protocol to be used between the external packet data network
and the MS.

initiator M Shall provide to indicate whether the PDP context deactivation was
network-initiated, target-initiated, or not available.

network identifier M Shall be provided.

correlation number M Shall provide to uniquely identify the PDP context delivered to the LEM
and to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
target's MS.

context deactivation reason M Shall provide to indicate reason for deactivation.

NSAPI o Provided for additional information.

ULI Timestamp (6] Indicates the time when the User Location Information was acquired.

6.6 IRI reporting for packet domain at GGSN

Interception in the GGSN is a national option. However, if 3G direct tunnel functionality with the GGSN (as defined in
TS 23.060 [42)]) isused in the network, then the GGSN shall perform the interception of IRI.

Asanational option, in the case where the GGSN is reporting IRI for atarget, the target is handed off to another SGSN
and the same GGSN continues to handle the content of communi cations subject to roaming agreements, the GGSN shall
continue to report the following IRI of the content of communication:

- PDP context activation;

- PDP context deactivation;

- Start of interception with PDP context active;
- PDP context modification;

- Packet Data Header Information.

NOTE: Insome situation (e.g, during activation of second, third, etc, intercepts on the target), the MF/DF may
have to detect on its own that an interception is activated on atarget with PDP context active.

6.7 Content of communication interception for packet domain at
GGSN

Interception in the GGSN is a national option. However, if 3G direct tunnel functionality with the GGSN (as defined in
TS 23.060 [42]) is used in the network, then the GGSN shall perform the interception of content of communication.

Asanational option, in the case where the GGSN is performing interception of the content of communications, the
target is handed off to another SGSN and the same GGSN continues to handle the content of communi cations subject to
roaming agreements, the GGSN shall continue to perform the interception of the content of communication.
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7 Multi-media domain

7.0 Introduction

Clause 7 deals with IRI reporting in the IMS. IRI reporting in the multi-media domain specified in this clause does not
depend on the IP-Connectivity Access Network (IP-CAN), defined in TS 23.228 [40], used to transport the CC. When
the IP-CAN isthe UMTS PS domain, annexes C and G apply for CC interception at the SGSN/GGSN. However, such
CC interception may intercept more than just the CC associated with an IM S based voice service. Hence, for separated
Vol P CC intercept and reporting, refer to clause 12.

In addition, this clause also specifies IRI reporting from the HSS handling subscriber datafor IMS network. Target
identities to be used for interception of IRIs at the HSS are specified in TS 33.107 [19].

According to TS 33.107 [19], interception in the CSCFs shall be supported in the S-CSCF and optionally in the P-CSCF
where the S-CSCF and the P-CSCF are in the same network. For roaming scenarios where the P-CSCF isin the Visited
Network, interception at the P-CSCF is mandatory. The target identities for the intercept of traffic at the CSCFs are only
the SIP-URI, TEL-URI and IMEI (described in TS 23.003 [25], obtained from the Instance I Ds, described also in

TS 23.003 [25] asrequested in clause7A.8 of TS 33.107 [19]. In the intercepting nodes (CSCF's) the relevant SIP-
Messages are duplicated and forwarded to the MF HI2.

The enhanced P-CSCF (eP-CSCF) shall adhere to al the LI requirements pertaining to a P-CSCF. Any additional LI
requirements pertaining to the support of Web Real Time Communications (WebRTC) Interworking as specified in
TS 23.228 [40] that only apply to the eP-CSCF are described distinctly.

In case of target manipulation of IMS supplementary service setting, the interception shall be made by X CAP servers
maintaining X CAP resources related to the supplementary service settings defined in TS 22.173 [ 78] made on the
interface Ut as described in TS 24.623 [77]. Any other points related to attempts to access to Target's XCAP serversor,
XCAP change/transaction in services setting related to the target, are for further studies.

Ut based X CAP manipulation messages for the IMS services for the target is reported. Any copy "en clair” of the
XCAP exchanges (aggregated or not), between the UE and the AS, will be transmitted to the LEMF in the HI2 interface
through the DF 2, that will encapsulate the XCAP Ut transactionsin ASN.1. Such X CAP transactions on the Ut
interface have to include any exchange of data, which are contained in the XCAP payload (e.g. the get, put, and delete
operations on the X CAP resources).

NOTE: Interception of the target's supplementary service setting management or modifications that are made
outside the Ut interface is for further studies.

For clarification, see Figure 7.1. If the P-CSCF and S-CSCF are in the same network and L1 is provided at both P-CSCF
and S-CSCF, the events are sent twice to the LEMF.

ETSI



3GPP TS 33.108 version 14.3.0 Release 14 72 ETSI TS 133 108 V14.3.0 (2018-01)

/ Visited /Home Network \

SGSN GGSN P-CSCF S-CSCF

GO / S

DF3 DF2
MF HI3 MF HI2

LEMF

Figure 7.1: IRI Interception at a CSCF

7.1 Identifiers

7.1.0 General

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different handover interfaces (H12 and HI3). The identifiers are defined in the subsequent
subclauses of clause 7.1.

For the delivery of CC and IRI the SGSN, GGSN and CSCF's provide correlation numbers and target identities to the
HI2 and HI3. The correlation number provided in the PS domain (SGSN, GGSN) is unique per PDP context and is used
to correlate CC with IRI and the different IRI's of one PDP context. However, where separated delivery of IMS based
VolPisrequired, to ensure that the CC related to an IMS based VolP call is intercepted and reported separately from
other PS domain services while being correlated to the IMS based Vol P IRI, refer to clause 12.

Interception is performed on an IMS identifier(s) associated with the target including identifiers such as IMEI, SIP-URI
and Tel-URI, ETSI EN 300 356 [30].

In addition, in case of interception at the HSS, IMSI shall be supported as target identity if it isavailable in the
subscription data stored in the HSS and the association with IM S identities can be done.

IMEI and MSISDN shall be supported as target identities if the HSS is shared with access services (e.g. PS, EPS) and
the association with IMS identities can be done.

Non-Local ID interception is based on SIP-URI or Tel URI. Non-Local 1d may be present in any of the SIP headers
used to identify either the calling party information and redirecting party information present in theincoming SIP
message for incoming calls from target Non-Local ID, or the called party information present in the outgoing SIP
message for outgoing calls to target Non-Local 1D.

For Non-Local ID target interception, the CSP is not responsible for the deduplication of events.

7.1.1 Lawful Interception Identifier (LIID)

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special
Lawful Interception Identifier (LI1D), which has been agreed between the LEA and the operator (NO/AN/SP).
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Using anindirect identification, pointing to atarget identity makesit easier to keep the knowledge about a specific
target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID isacomponent of the CC delivery procedure and of the IRI records. It shall be used within any information
exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The L1ID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter, based on an agreement with each LEA: aunique L1ID for each
target identity of the target; or asingle L11D for multiple target identities all pertaining to the same target.

Note that, in order to ssimplify the use of the LIID at the LEMF for the purpose of correlating IMS signalling with GSN
CC, theuse of asingle LIID in association with potentially numerous IMS identities (IMEI, SIP and TEL URIS) is
recommended.

If more than one LEA intercepts the same target identity, there shall be unique L11Ds assigned relating to each LEA.

In case the LIID of agiven target has different valuesin the GSN and in the CSCF, it is up to the LEMF to recover the
association between the two LIIDs.

7.1.2 Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following
two identifiers.

1) Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier isto uniquely identify the relevant network element carrying out
the L1 operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of
the NEID.

7.1.3 Correlation number

Two parameters are defined to enable further correlation than can be accomplished viaa LIID aone. Thefirstiscalled a
Correlation number while the second is simply called Correlation. The Correlation Number was initially defined to

carry a GPRS/EPS Correlation Number and is limited to those access types that support a PDP Context/EPS Bearer.
Subsequently, the Correlation parameter was defined to enable a more general correlation. The value used in the
Correlation number parameter or the Correlation parameter may be generated by the CSCF.

When clause 12 is used to provide separated IMS Vol P intercept and delivery, imsVol P (as defined in clause 12) may
be used to provide the correlation between the IRl and CC of an IMS Vol P session and also between IRl messages of
the same IMS Vol P session.

See clause 6.1.3 for a definition of the GPRS Correlation Number. See clause 10.5.0 for EPS Correlation Number.
NOTE 1: Void.

It is an implementation matter how the CSCF generates a correlation number parameter value. The CSCF should use the
gPRSCorrelationNumber/ePSCorrel ationNumber ASN.1 parameter as a container.

For a GPRS/UMTS access or LTE access, if two PDP contexts or two EPS Bearers are used for the communication
(one for signalling and one for bearer) two correlation numbers may be delivered viathe CSCFs. Different identifiers
may be used for correlating atarget's various SIP messages such as:

- LID;

- implementation dependent number.
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NOTE 2: The implementation dependent number may be e.g. a'Call-id'. However, when a CSCF acts as a back-to-
back user agent a CSCF can have different 'Call-id' values for different legs of signalling. Therefore some
other number would be needed in such a case.

NOTE 3: TheLIID may be used to associate SIP messages with respective GSN IRI records. In case the target is
only permitted to have asingle SIP session with asingle CC bearer active at any time, the LIID is
sufficient to correlate IMS IRI records with GSN |RI records. In al other case s, e.g., the target is
permitted to have multiple SIP sessions active concurrently, a combination of the LII1D and an
implementation dependent number may be used to correlate the IMS IRI records with the GSN IRI
records.

In casethe LIID of agiven target has different valuesin the GSN and in the CSCF, it is up to the LEMF to recover the
association between the two LIIDs.

SIP correlation number is used to correlate events of one specific SIP session.

Correlation number is not applicable to interception at the HSS.
7.2 Timing and quality

7.2.1  Timing

Asagenera principle, within atelecommunication system, IRI, if buffered, should be buffered for as short atime as
possible.

NOTE: If thetransmission of IRI fails, it may be buffered or lost.
Subject to national requirements, the following timing requirements shall be supported:

- Each IRI datarecord shall be sent by the delivery function to the LEMF over the HI2 within seconds of the
detection of the triggering event by the |AP at least 95% of the time.

- Each IRI datarecord shall contain atime-stamp, based on the intercepting nodes clock that is generated
following the detection of the IRI triggering event. Subject to national requirements, IM S specific IRI timestamp
should have higher precision than 1 second.

7.2.2 Quality

QoSis not applicable to SIP signalling and hence not to IMS specific IRI records.
NOTE: The QoSclassin PSdomain isdefined only for user plane data (CC); refer to subclause 6.2.2.

7.2.3 Void
(Void)

7.3 Security aspects

When KM S based IMS media security TS 33.328 [54] is adopted in the network, the HI2 shall have strong integrity and
confidentiality protection. In this case, the HI2 should be protected by TLS. FTP delivery should be done over TLS as
specified by IETF RFC 4217 [58]. TLS and certificate profiling shall be according to TS 33.310[60].

Additional security is defined by national requirements.

7.4 Quantitative aspects

The number of target interceptions supported is a national requirement.
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The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a
provider's network and at each of the relevant intercept access points within the network. Specifics related to thistopic
include:

- The ahility to access and monitor all simultaneous communications originated, received, or redirected by the
target;

- Theability for multiple LEAS (up to five) to monitor, simultaneously, the same target while maintaining
unobtrusiveness, including between agencies;

- The ability of the network to simultaneously support a number of separate (i.e. multiple targets) legally
authorized interceptions within its service area(s), including different levels of authorization for each
interception, including between agencies (i.e. IRI only, or IRl and communication content when SIP message
also contains content).

7.5 IRI for IMS

7.5.0 Introduction

In addition, information on non-transmission related actions of atarget constitute IRl and is sent viaHI2, e.g.
information on SIP message with call forwarding configuration information.

The IRI may be subdivided into the following categories:
1. Control information for HI2 (e.g. correlation information).

2. Basic data context information, for standard data transmission between two parties (e.g. SIP- or XCAP-
message).

3. Information needed to decrypt media traffic between the parties.

For each event, a Record is sent to the LEMF, if thisis required. The following table gives the mapping between event
type received at DF2 level and record type sent to the LEMF.

Table 7.1: Mapping between IMS Events and HI2 Records Type

Event IRl Record Type

SIP-message REPORT
XCAP-request REPORT
XCAP response REPORT
Media decryption keys available REPORT
Start of interception for already established | REPORT
IMS session

Serving System REPORT
Subscriber record change REPORT
Registration Termination REPORT
Location Information Request REPORT

A set of information is used to generate the record. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the CSCF or DF2 MF, if new |Es are available and if thisis
necessary in a specific country. The following table gives the mapping between information received per event and
information sent in records.

Once IRI only interception is underway, LEMF receives IM S specific IRI only (SIP IRI) from CSCF or IRI only
(XCAP Message IRI) from the XCAP server managing the X CAP resource associated with the IMS supplementary
service setting, or IRI only from the HSS. LEMF does not receive CC, and therefore it is not possible to correlate IMS
specific IRI with CC.

Once IRI and CC interception is underway, LEMF receives IMS specific IRl both from a GSN and from a CSCF.

LEMF receives SIP messages also from a GSN within CC. LEMF receives IRI of X CAP events from functions such as
XCAP authentication and resource management function. In certain cases, however, SIP messages may be encrypted
between UE and CSCF. X CAP message between the UE and the AS managing the target's IM S supplementary service
settings may be encrypted. In these cases LEMF needs to receive unencrypted SIP or XCAP messagesin IM S specific
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IRI provided from CSCF, or from the X CAP server managing the target's IMS supplementary service settings. The LI
service delivery of XCAP eventsrelated to X CAP authentication processis for further study.

In some cases the CC is encrypted according to one of the IMS media security solutions specified in TS 33.328 [54]. In
these cases the LEMF receives encrypted CC and decryptsit based on the decryption information received over the HI2
interface.

NOTE 0: CC interception is not applicable at the HSS.

When the Instancel D is present in IMS signalling TS 24.229 [76], and contains an IMEI URN [81], [82], the IMEI shall
be extracted and converted to the reporting format defined for partylnformation (imei).

NOTE 1. Delivery of decrypted CC in the above scenario is FFS.
NOTE 1a GSN has no possibility to decrypt SIP messages based on the IM S security architecture.

NOTE 2: Security mechanisms for protecting delivery of key material over the HI2 in line with TS 33.328 [54] are
FFS.

NOTE 2a: When the CSCF is not aware of the activation of multiple lawfully authorized intercepts on asingle
target, the MF/DF needs to generate the REPORT with Start of Interception on an already established
IMS session on its own using information that it has retained.

The DF2 shall not send the REPORT with Start of Interception with an already established IMS session to the LEMFs
that were already intercepting the session due to a previous L1 activation on the same target.

Table 7.2: Mapping between IMS Events Information and IRI Information

Parameter Description HI2 ASN.1 parameter
Observed SIP URI Observed SIP URI partylnformation (sip-uri)
Observed TEL URI Observed TEL URI partylnformation (tel-uri)
Observed IMEI Observed IMEI partylnformation (imei)
Observed IMPI Observed IMPI (NOTE 12) partylnformation (impi)
Observed IMSI Observed IMSI (NOTE 12) partylnformation (imsi)
Observed MSISDN Observed MSISDN (NOTE 12) partylnformation (mSISDN)
Event type IMS Event iMSevent

It indicates whether the IRI contains a CC unfiltered SIP
message, a CC filtered SIP message, an XCAP
request, an XCAP response, or the media decryption
keys.

For interception at the HSS, it indicates whether the IRI
contains a Serving system, a Subscriber Record
Change, a Registration Termination or a Location
Information Request.

Event date Date of the event generation in the CSCF or in the timeStamp
XCAP server managing the target's IMS supplementary
service setting(s).

Event time Time of the event generation in the CSCF or in the
XCAP server managing the target's IMS supplementary
service setting(s).

Network identifier Unique number of the intercepting CSCF or the XCAP networkldentifier
server managing the target's IMS supplementary
service setting(s).

Correlation number Unique number for each PDP context/Bearer delivered | gPRSCorrelationNumber
to the LEMF, to help the LEA, to have a correlation
between each PDP Context/Bearer and the IRI.
Correlation Correlation number; unique number for each PDP correlation
context/Bearer delivered to the LEMF, to help the LEA,
to have a correlation between each PDP Context/Bearer
and the IRI.

ASN.1 as: iri-to-CC

Signalling PDP context/Bearer correlation number;
unique number for signalling PDP context/Bearer
delivered to the LEMF, to help the LEA, to have a
correlation between each PDP Context/Bearer and the
IRI.
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Parameter

Description

HI2 ASN.1 parameter

Used in the case two PDP contexts/Bearers are used.
ASN.1 as: iri-to-CC

SIP correlation number; either Call-id or some
implementation dependent number that uniquely identify
SIP messages of the same SIP session.

ASN.1 as: iri-to-iri

XCAP transaction correlation number: It correlates the
XCAP request and reponse.

Lawful interception
identifier

Unique number for each lawful authorization.

lawfullnterceptionldentifier

SIP message

Either whole SIP message, or SIP message header
(plus SDP body, if any). SIP message header (plus SIP
message body part conveying IRI such as SDP) is used
if warrant requires only IRI. In such cases, specific
content in the SIP Message (e.g. 'Message', etc.) must
be deleted; unknown headers shall not be deleted. For
intercepts requiring IRI only delivery, depending on
national regulations, SMS content may be excluded
while SMS headers (which convey information including
originating and destination addresses, SMS centre
address) are included, if available. Location information
that the service provider is aware of (e.g. location in
PANI header) is removed when delivery of such
information is not lawfully authorized.

sIPMessage

Media-decryption-info

Session keys and additional info for the decryption of
the CC streams belonging to the intercepted session.

This field is present if available at the DF/MF

mediaDecryption-info

Contain for each key the follow
triplet:

cCCsID,

cCDecKey,

cCSalt (optionally)

SIP message header
offer

Header of the SIP message carrying the SDP offer
(NOTE 10).

sipMessageHeaderOffer

SIP message header

Header of the SIP message carrying the SDP answer

sipMessageHeaderAnswer

answer (NOTE 10).

SDP offer SDP offer used for the establishment of the IMS session | sdpOffer
(NOTE 10).

SDP answer SDP answer used for the establishment of the IMS sdpAnswer

session (NOTE 10).

MediaSec key
retrieval failure

Provides the information that the procedure to get
encryption keys from the KMS failed.

mediaSecFailurelndication

indication
PANI header Elements of P-Access-Network-Info headers in SIP pANI-Header-Info
information message; defined in TS 24.229 [76] §7.2A.4.

XCAP message

XCAP message (i.e. to report separately the XCAP
request and XCAP response between the UE and the
XCAP server managing the XCAP resources of the
target's IMS supplementary service setting(s); based on
TS 24.623 [77)).

xCAPMessage

VolP Roaming
Indication

Applicable to IMS events related to VOLTE only.
Indicates the roaming architecture in the VPLMN: Local
Breakout (LBO) or S8HR (S8-reference point based
home routing).

roaminglIndication

Changed (old/new)
IMSI or MSISDN/TEL
URI/SIP URI/IMPI or
IMEI

Provides the identity changes in Subscriber Record
Change Event.

change-Of-Target-Identity

Other User Identities

Provides other IMPU or IMPI that was allocated to the
Target being deregistered in HSS.

otherldentities

Deregistration
Reason

Provides the reason of de-registration in HSS

Coded according to 3GPP TS 29.229 [96], values would
be coded according to Reason-Code AVP when
deregistration is initiated by HSS, and to Server-
Assignment-Type AVP when indicated by SCSF.

deregistrationReason
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Parameter

Description

HI2 ASN.1 parameter

Previous serving
system identifier

Provides an identifier as defined in 3GPP TS 29.229
[96] that allows the home network to identify the
previous visited network when deregistration is done.

visitedNetworkld

Current Serving
System Identifier

Provides an identifier as defined in 3aGPP TS 29.229
[96] that allows the home network to identify the current
visited network.

visitedNetworkld

Other update

Carrier specific information related to implementation or
subscription process on HSS. Raw data will be
provided. CSP will provide to LEMF elements to
understand such data.

carrierSpecificData

Requesting network
identifier

The requesting network identifier PLMN id (Mobile
Country Code and Mobile Network Code, defined in
E.212 [87]).

requesting-Network-ldentifier

Requesting node
identifier

The requesting node identifier

requesting-Node-ldentifier

Requesting node
type

Type of requesting node such as MSC, SMS Centre,
GMLC, MME, SGSN.

requesting-Node-Type

NOTE 3: Void.
NOTE 4: Void.
NOTE5: Void.
NOTE 6: Void.
NOTE 7:

NOTE 8:

LIID parameter must be present in each record sent to the LEMF.

Details for the parameter SIP message. If the warrant requires only signaling information, specific content

in the parameter 'SIP message' like IMS (Immediate Messaging) has to be deleted/filtered. It should be
noted that SDP content within SIP messages is reported even for warrants requiring only IRI.

NOTE 9:

In case of IMS event reporting involving the correlation number parameter, the gPRSCorrel ationNumber

HI2 ASN.1 parameter, which is also used in the IRIs coming from UMTS PS nodes, is used as container.

NOTE 10: This parameter is applicable only in case of start of interception for an already established IMS session.

NOTE 11: For separated IMS Vol P, the imsV ol P (as defined in clause 12) may be used instead of Correlation
Number or Correlation shown in table 7.2.

NOTE 12: Applicable to HSS only.

pANI-header-info parameter includes elements present in the P-Access-Network-Info (PANI) header in intercepted SIP
messages originated by the target's UE and handled by the CSCFs. The mediation function shall parse these intercepted
SIP messages and copy from the PANI header the type/class of access and, if required by the warrant, location
information in the related parameters specified in Annexes B.3 and B.9. In such case, the SIP messages carrying the
PANI header shall also be sent to the LEMF unmodified.

In case the warrant does not require providing target's location information, any location information shall be filtered
from the intercepted raw SIP messages, prior that these are delivered to the LEMF. In such case, as an implementation
option, location information may be masked (e.g. filled with blanks or other characters) instead of filtered.

7.5.1

Events and information

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as
records and information carried by arecord. Thisfocusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 7.1: Mapping between IM S Events and HI 2
Records Type and Annexes B.3 and B.9 Intercept related information (H12). IRI is described in terms of a'causing
event' and information associated with that event. Within each IRI Record there is a set of events and associated
information elements to support the particular service.
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The communication events described in Table 7-1: Mapping between the IMS Event and HI2 Record Type and Table
7.2: Mapping between IMS Events Information and IRI Information convey the basic information for reporting the
disposition of acommunication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:
- mandatory (M): required for the record,
- conditional (C): required in situations where a condition is met (the condition is given in the Description), or
- optional (O): provided at the discretion of the implementation.

The information to be carried by each parameter isidentified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

Table 7.3: SIP-Message REPORT Record

Parameter MOC Description/Conditions

observed SIP-URI SIP URI of the target (if available).

observed TEL-URI TEL URI of the target (if available).

observed IMEI IMEI of the target (if available).

event type Provide IMS event type.

event date Provide the date and time the event is detected.
event time

network identifier

lawful intercept identifier
correlation number
correlation

SIP message

PANI header information

Shall be provided.

Shall be provided.

If available and not included in the SIP-message. NOTE 1

If applicable for this communication. NOTE 1

The relevant SIP message or SIP message header.
P-Access-Network-Access-Info header information in SIP messages;
described in TS 24.229 [76] §7.2A.4. Provided if available and
applicable.

Shall be provided when SIP messages are sent by the VPLMN.

O] O [Z0|0I] ZIZ0[00

VolP Roaming Indication

If transfer of ticket related information, as specified in TS 33.328 [54], is detected by the MF/DF via an intercepted SIP
messages analysis during an IMS session, the DF/MF, after extracting and collecting the exchanged tickets and getting
the corresponding decryption keys info from the KM S, as specified in TS 33.107 [19], shall send a Media Decryption
key available IRl REPORT to the LEMF containing the information needed to decrypt the media:

ETSI



3GPP TS 33.108 version 14.3.0 Release 14

80 ETSI TS 133 108 V14.3.0 (2018-01)

Table 7.4: Media Decryption key available REPORT Record

Parameter MOC Description/Conditions

observed SIP-URI C SIP URI of the target (if available).

observed TEL-URI C TEL URI of the target (if available).

observed IMEI C IMEI of the target (if available).

event type M Decryption Keys Available

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

correlation number C Provided if available. NOTE 1

correlation C Provided if available. NOTE 1

mediaDecryption- Uniquely map the session key to the SRTP streams to

info.CCKeylnfo. decrypt.

cCCsSID There could be several SRTP streams (audio, video, etc.)

C with different decryption keys and salt for a media session.

The field reports the value from the CS_ID field in the ticket
exchange headers as defined in the IETF RFC 6043 [61]
provided if available.

mediaDecryption-info. C Decryption key in both media directions. Provided if

CCKeylnfo.cCDecKey available.

g‘gﬂzjﬁ%}’cpgggﬁnfo' c Provided if available.

mediaSecFailurelndication (0] May be provided in case of failure

NOTE 1. For separated IMS VolIP, the imsVolP (as defined in clause 12) may be used instead of Correlation
Number or Correlation shown in table 7.3, table 7.4 and table 7.5.

If Start of interception for an already established IMS session event is detected by the MF/DF, the DF/MF shall send a
Start of Interception for already established IMS Session IRl REPORT to the affected LEMF containing the parameters
listed in table 7.5:

NOTE 2: In some situation (e.g., during activation of second, third, etc, intercepts on the target), the MF/DF may

have to detect on its own that an interception is activated on an already established IMS Session.

Table 7.5: Start of interception for already established IMS session REPORT Record

Parameter MOC Description/Conditions
observed SIP-URI C SIP URI of the target (if available).
observed TEL-URI C TEL URI of the target (if available).
observed IMEI C IMEI of the target (if available).
event type M Start of interception for already established IMS session
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
correlation number C Provided if available. NOTE 1
correlation C Provided if available. NOTE 1
Sip message header offer C Provided if available
Sip message header answer C Provided if available
SDP offer C Provided if available
SDP answer C Provided if available
PANI header information 0] Provided if available and applicable.
VolP Roaming Indication Shall be provided when SIP messages are sent by the
c VPLMN.
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Table 7.6: XCAP REPORT Record

Parameter

MOC

Description/Conditions

observed SIP-URI

SIP URI of the target (if available). It may come from the X
3GPP Asserted Identity Header or the X-3GPP-Intended-
Identity of the target described in TS 24.623 [77] and

TS 24.109 [79] or from the XUl which is described in IETF
RFC 4825 [80] (if available). It is part of the URI determined
by the path selector results

observed Tel URI

Tel URI of the target (if available). It may come from the X
3GPP Asserted Identity Header or the X-3GPP-Intended-
Identity of the target described in TS 24.623 [77] and

TS 24.109 [79] or from the XUl which is described in IETF
RFC 4825 [80] (if available). It is part of the URI determined
by the path selector results

event type

Shall be provided. Provide XCAP event type (to be defined
by further studies).

event date

Shall be provided. Provide the date the event is detected.

event time

Shall be provided. Provide the time the event is detected.

IMS event

Shall be provided. Provide the event information than an
event related to XCAP transaction or server.

Network identifier

Shall be provided.

Lawful intercept identifier

Shall be provided.

X 3GPP asserted identity

0O I £ I £

Information to complement the observed SIP URI or Tel
URI (if available) as slight formal differences do happen due
to XCAP usage.

XUI

Information to complement the observed SIP URI or Tel
URI (if available) as slight formal differences do happen due
to XCAP usage.

Correlation

Provided if available. It correlates the XCAP request to the
XCAP response.

XCAP message

Shall be provided with either the related XCAP request with
the XCAP content, either XCAP response, with the XCAP
content.

The following IRI records are applicable to HSS interception: Serving System, Subscriber Record Change, Registration
Termination, Location Information Request.

Table 7.7: Serving System REPORT Record

Parameter MOC Description/Conditions
observed SIP-URI C SIP URI of the target; provided if available
observed Tel URI C Tel URI of the target; provided if available
observed MSISDN C MSISDN of the target; provided if available
observed IMSI C IMSI of the target; provided if available
observed IMEI C IMEI of the target; provided if available
observed IMPI C IMPI of the target; provided if available
observed IMPU(s) C Additional IMPU(s) of the target; provided if available
event type M Shall be provided. Provides Serving System
event date M Shall be provided. Provides the date the event is detected
event time M Shall be provided. Provides the time the event is detected
Network identifier M Shall be provided
Lawful intercept identifier M Shall be provided
Current Serving System C Provides information about the Visited PLMN Id in case of
Identifier roaming.
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Table 7.8: Subscriber Record Change REPORT Record

Parameter MOC Description/Conditions
observed SIP-URI C SIP URI of the target; provided if available
observed Tel URI C Tel URI of the target; provided if available
observed MSISDN C MSISDN of the target; provided if available
observed IMSI C IMSI of the target; provided if available
observed IMEI C IMEI of the target; provided if available
observed IMPI C IMPI of the target; provided if available
old observed SIP-URI C Previous SIP URI of the target; provided if available
old observed Tel URI C Previous Tel URI of the target; provided if available
old observed MSISDN C Previous MSISDN of the target; provided if available
old observed IMSI C IMSI of the target; provided if available
old observed IMEI C IMEI of the target; provided if available
old observed IMPI C IMPI of the target; provided if available
IMSI or MSISDN/TEL
URI/SIP URI/IMPI or IMEI M Provides information about which identity was changed
change type
event type M Shall be provided. Provides Subscriber Record Change.
event date M Shall be provided. Provide the date the event is detected.
event time M Shall be provided. Provide the time the event is detected.
Network identifier M Shall be provided.
Lawful intercept identifier M Shall be provided.
Other update o] Provides carrier specific information

Table 7.9: Registration Termination REPORT Record

Parameter MOC Description/Conditions
observed SIP-URI C SIP URI of the target; provided if available
observed Tel URI C Tel URI of the target; provided if available
observed MSISDN C MSISDN of the target; provided if available
observed IMSI C IMSI of the target; provided if available
observed IMEI C IMEI of the target; provided if available
observed IMPI C IMPI of the target; provided if available
event type M Shall be provided. Provides Registration Termination
event date M Shall be provided. Provide the date the event is detected.
event time M Shall be provided. Provide the time the event is detected.
deregistration reason C Provided if available. Provides the reason for deregistration
Network identifier M Shall be provided.
Lawful intercept identifier M Shall be provided.
Previous serving system C Provided if available. Provides the identity of the previous
identifier VPLMN.
Other User Identities c Provided if available. Includes other IMPUs or IMPIs that

were allocated to the target and will be deregistered.
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Table 7.10: Location Information Request REPORT Record

Parameter MOC Description/Conditions
observed SIP-URI C SIP URI of the target; provided if available
observed Tel URI C Tel URI of the target; provided if available

observed MSISDN MSISDN of the target; provided if available

observed IMSI IMSI of the target; provided if available

observed IMEI IMEI of the target; provided if available

observed IMPI IMPI of the target; provided if available

event type Shall be provided. Provides Location Information Request
event date Shall be provided. Provide the date the event is detected.
event time Shall be provided. Provide the time the event is detected.

Lawful intercept identifier
Network identifier
Requesting network identifier

Shall be provided.

Shall be provided.

Provided if available. Provides the requesting network
identifier PLMN id (Mobile Country Code and Mobile
Network Code, defined in E212 [87]).

Shall be provided. Provides the requesting node identifier.
Provides the requesting node type (GMLC); provided if
available.

7.6 Correlation indications of IMS IRI with GSN CC at the LEMF

See Annex F.

Requesting node identifier
Requesting node type

O O 2501000

7.7 Void

8 3GPP WLAN Interworking

8.0 General

NOTE: WLAN Interworking specification (TS 29.234 [41]) is no longer maintained Release 12 and onwards.
Therefore, the entire clause 8 is not maintained Release 12 and onwards.

8.1 Identifiers

8.1.1 Overview

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different handover interfaces (HI12 and HI3). The identifiers are defined in the subsections below.

For the delivery of CC and IRI the PDG or AAA server provide correlation numbers and target identities to the HI2 and
HI3. The correlation number is unique per [-WLAN tunnel and is used to correlate CC with IRI and the different IRI's
of one I-WLAN tunnel.

8.1.2 Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assigh a special
Lawful Interception Identifier (LI1D), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification to point to atarget identity makes it easier to keep the knowledge about a specific target
limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID isacomponent of the CC delivery procedure and of the IRI records. It shall be used within any information
exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.
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The LI1ID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter aunique LIID for each target identity of the target or asingle
LIID for multiple target identities al pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be unique LI1Ds assigned relating to each LEA.

8.1.3 Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following
two identifiers.

1) Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier isto uniquely identify the relevant network element carrying out
the L1 operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of
the NEID.
8.1.4  Correlation number
The Correlation Number is unique per I-WLAN tunnel and used for the following purposes:
- correlate CC with IRI (in the PDG),
- correlate different IRI records within one I-WLAN tunnel (for both PDG and AAA server).

NOTE: The Correlation Number is at a minimum unique for each concurrent communication (e.g. I-WLAN
tunnel) in a specific node (e.g., AAA server or PDG) of an target within alawful authorization.

8.2 Timing and quality

8.2.1  Timing

Asagenera principle, within atelecommunication system, IRI, if buffered, should be buffered for as short atime as
possible.

NOTE: If thetransmission of IRI fails, it may be buffered or lost.
Subject to national requirements, the following timing requirements shall be supported:

- Each IRI datarecord shall be sent by the delivery function to the LEMF over the HI2 within seconds of the
detection of the triggering event by the IAP at |east 95% of the time.

- Each IRI datarecord shall contain atime-stamp, based on the intercepting node's clock that is generated
following the detection of the IRI triggering event.

8.2.2 Quiality

The quality of service associated with the result of interception should be (at least) equal to the quality of service of the
original content of communication. This may be derived from the QoS class used for the original intercepted session,
TS 23.107 [20]. However, when TCP is used as an OSl layer 4 protocol across the HI3, real time delivery of the result
of the interception cannot be guaranteed. The QoS used from the operator (NO/AN/SP) to the LEMF is determined by
what operators (NO/AN/SP) and law enforcement agree upon.
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8.2.3 Void
(Void).

8.3 Security aspects

Security is defined by national requirements.

8.4 Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a
provider's network and at each of the relevant intercept access points within the network. Specifics related to thistopic
include:

- The ahility to access and monitor all simultaneous communications originated, received, or redirected by the
target;

- Theability for multiple LEAS (up to five) to monitor, simultaneously, the same target while maintaining
unobtrusiveness, including between agencies;

- The ability of the network to simultaneously support a number of separate (i.e. multiple targets) legally
authorized interceptions within its service area(s), including different levels of authorization for each
interception, including between agencies (i.e. IRI only, or IRl and communication content).

8.5 IRI for I-WLAN

85.0 Introduction

The IRI will in principle be available in the following phases of a data transmission:

1. AtI-WLAN accessinitiation attempt, when the target identity becomes active, at which time packet transmission
may or may not occur (at the set up of al-WLAN tunnel, the target may be the originating or terminating party);

2. At the end of a connection, when the target identity becomesinactive (removal of al-WLAN tunnel);
3. At certain times when relevant information are available.

In addition, information on non-transmission related actions of atarget constitute IRl and is sent viaHI2, e.g.
information on subscriber controlled input.

The IRl may be subdivided into the following categories:

1. Control information for HI2 (e.g. correlation information);

2. Basic data communication information, for standard data transmission between two parties.
The events defined in TS 33.107 [19] are used to generate records for the delivery viaHI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. The following table gives the mapping between event type received at DF2 level and record type sent to
the LEMF.
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Table 8.1: Mapping between I-WLAN Events and HI2 records type

Event IRl Record Type
I-WLAN Access Initiation REPORT
I-WLAN Access Termination REPORT
I-WLAN Tunnel Establishment (successful) | BEGIN
I-WLAN Tunnel Establishment REPORT
(unsuccessful)
I-WLAN Tunnel Disconnect END
Start of intercept with I-WLAN BEGIN or REPORT
Communication Active
Packet Data Header Information REPORT

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the ICE or DF2 MF, if thisis necessary in a specific country. The
following table gives the mapping between information received per event and information sent in records.

For the event " Start of intercept with I-WLAN Communication Active" reported from a AAA server, thisevent is
reported using a:

- REPORT record to provide an indication that I-WLAN Access Initiation event has already occurred, but there
are no tunnels established yet.

- BEGIN record to provide an indication that one or more [-WLAN Tunnels are already established.
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Table 8.2: Mapping between Events information and IRl information

ETSI



3GPP TS 33.108 version 14.3.0 Release 14 88 ETSI TS 133 108 V14.3.0 (2018-01)

parameter
observed MSISDN
observed IMSI
observed NAI

description
Target Identifier with the MSISDN of the target.
Target Identifier with the IMSI of the target.
Target Identifier with the NAI of the target.

HI2 ASN.1 parameter
partylnformation (partyldentiity)
partylnformation (partyldentity)
partylnformation (partyldentity)

event type

Description which type of event is delivered: I-WLAN
Access Initiation, I-WLAN Access Termination, I-WLAN
Tunnel Establishment, I-WLAN Tunnel Disconnect, Start
of Intercept with I-WLAN Communication Active, Packet
Data Header Information, etc.

i-WLANevent

event date

Date of the event generation in the PDG or AAA server.

event time

Time of the event generation in the PDG or AAA server.

timestamp

WLAN access point
name

The WLAN Access Point Name contains a logical name
of the access point (see TS 23.060 [42])

partylnformation
(services-Data-Information)

initiator

This field indicates whether the event being reported is
the result of an MS directed action or network initiated
action when either one can initiate the action.

initiator

correlation number

Unique number for each I-WLAN tunnel delivered to the
LEMF, to help the LEA, to have a correlation between
each I-WLAN tunnel and the IRI.

correlationNumber

lawful interception
identifier

Unique number for each lawful authorization.

lawfullnterceptionldentifier

WLAN UE Local IP
address

The Local IP address used by the target in a WLAN AN.

partylnformation
(services-data-information)

WLAN UE MAC
address

MAC Address of WLAN UE on the WLAN

i-WLANInformation
(WLANMACAddress)

WLAN Remote IP
address

It is the IP address of the WLAN UE in the network
being accessed by the WLAN UE and is used in the
data packet encapsulated by the WLAN UE-initiated
tunnel. In addition, it is the source address used by
applications in the WLAN UE.

partylnformation
(services-data-information)

network identifier

Operator ID plus PDG or AAA server address.

networkldentifier

WLAN Operator

This field identifies the WLAN Operator serving the

i-WLANInformation

name target. (WLANOperatorName)
WLAN Location Data | This field identifies the location of the WLAN serving the | i-WLANInformation
target. (WLANLocationData)

WLAN Location
Information

This field provides detailed location information about
the WLAN serving the target.

i-WLANInformation
(WLANLocationInformation)

NAS IP/IPv6 address

An |IP address of the serving Network Access Server.

i-WLANInformation
(nasIPIPv6Address)

visited PLMN ID

This field identifies the visited PLMN that will either
terminate or tunnel the target's communications to the
Home PLMN.

visitedPLMNID

session alive timer

This field identifies the expected maximum duraton of
the I-WLAN access being initiated.

i-WLANInformation
(sessionAliveTimer)

failed access reason

This field gives information about the reason for a failed
access initiation attempt of the target.

i-WLANOperationErrorCode

session termination
reason

This field identifies the reason for the termination of the
I-WLAN access.

i-WLANOperationErrorCode

failed tunnel
establishment reason

This field gives information ("Authentication failed" or
Authorization failed") about the reason for a failed
tunnel establishment of the target.

i-WLANOperationErrorCode

tunnel disconnect
reason

This field gives information about the reason for tunnel
disconnect of the target. (For Further Study).

i-WLANOperationErrorCode

NSAPI

Network layer Service Access Point Identifier.
Information element contains an NSAPI identifying a
PDP Context in a mobility management context
specified by the Tunnel Endpoint Identifier Control
Plane.

This is an optional parameter to help DF/MF and LEA's
to distinguish between the sending mobile access
networks when the GGSN is used as element of the
PDG according TS 23.234 [43].

NSAPI

destination IP
address

Identifies the destination IP address of a packet.

destinationIPAddress

destination port
number

Identifies the destination port number of a packet

destinationPortNumber

ETSI




3GPP TS 33.108 version 14.3.0 Release 14 89 ETSI TS 133 108 V14.3.0 (2018-01)
parameter description HI2 ASN.1 parameter
source IP address Identifies the source IP address of a packet. sourcelPAddress
source port number | Identifies the source port number of a packet. sourcePortNumber
transport protocol Identifies the transport protocol (i.e., Protocol Field in transportProtocol
IPv4 or Next Header Field in IPv6.
flow label The field in the IPv6 header that is used by a source to | flowLabel
label packets of a flow (see RFC 3697 [c])
packet count The number of packets detected and reported in a packetCount
particular packet data summary report.
packet size The size of a packet (i.e., Total Length Field in IPv4 [a] | packetsize

or Payload Length Field in IPv6 [b])

packet direction Identifies the direction of the intercepted packet (from

target or to target)

packetDirection

packet data header Provides a copy of the packet headers including IP layer | packetDataHeaderCopy
copy and next layer, and extensions, but excluding content.
summary period Provides the period of time during which the packets of | summaryPeriod

the summary report were sent or received by the target.

sum of packet sizes | Sum of values in Total Length Fields in IPv4 packets or | sumOfPacketSizes

Payload Length Field in IPv6 packets.

packet data summary
reason

Provides the reason for a summary report. packetDataSummaryReason

packet data summary | For each particular packet flow, identifies pertinent
reporting information (e.g., source IP address,
destination IP address, source port, destination port,
transport protocol, packet count, time interval, sum of

packet sizes) associated with the particular packet flow.

packetDataSummary

NOTE: LIID parameter must be present in each record sent to the LEMF.
85.1 Events and information
851.1 Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried
by arecord. Thisfocusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 8.1 Mapping between I-WLAN Events and
HI2 records type and Annex B.7 Intercept related information (H12). IRI is described in terms of a'causing event' and
information associated with that event. Within each IRI record thereis a set of events and associated information
elements to support the particular service.

The communication events described in Table 8.1: Mapping between I-WLAN Events and HI2 record type and
Table 8.2: Mapping between Events information and IRI information convey the basic information for reporting the
disposition of acommunication. This clause describes those events and supporting information.
Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M) - required for the record,
conditional (C) - required in situations where a condition is met (the condition is given in the Description), or
optional (O) - provided at the discretion of the implementation.

The information to be carried by each parameter isidentified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

85.1.2 REPORT record information

The REPORT record is used to report non-communication related target actions (events) and for reporting
unsuccessful packet-mode communication attempts.

The REPORT record shall be triggered when:
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- thetarget's WLAN UE performs a (successful or unsuccessful) I-WLAN access initiation procedure (triggered
by AAA server);
- thetarget's WLAN UE performs a (successful or unsuccessful) re-authentication (triggered by AAA server);
- thetarget's WLAN UE performsal-WLAN access termination detach procedure (triggered by AAA server);

- thetarget's WLAN UE isunsuccessful at performing al-WLAN tunnel establishment procedure (triggered by
AAA server or PDG);

- theinterception of atarget's communicationsis started and the WLAN UE has aready successfully performed a
I-WLAN access initiation procedure (triggered by AAA server), but there are no tunnels established;

- packet data header reporting is performed on an individual intercepted packet basis and a packet is detected as it
issent or received by the target for I-WLAN communications;

- when packet data summary reporting is performed on an summary basis for I-WLAN communications
associated with a particular packet flow (defined as the combination of source | P address, destination | P address,
source port, destination port, and protocol and for IPv6 aso include the flow label) and:

- the packet flow starts,

- aninterim packet summary report isto be provided, or

- packet flow ends including the case where the I-WLAN interworking tunnel is deactivated.
An interim packet summary report istriggered if:

- theexpiration of a configurable Summary Timer per intercept occurs. The Summary Timer is configurablein
units of seconds. Or

- aper-intercept configurable count threshold is reached.

Packet Data Header Information is reported either on a per-packet (i.e., non-summarised) basis or in a summary report.
These reports provide IRI associated with the packets detected. The packet data header information related REPORT
record is used to convey packet data header information during active I-WLAN communications.

NOTE: inthe case of IP Fragments, Packet Data Header Information on a 6-tuple basis may only be available on
the first packet and subsequent packets may not include such information and therefore may not be
reported.
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Table 8.3: I-WLAN Access Initiation REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Initiation event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

WLAN Operator Name C Provide, when available, to identify the WLAN operator serving the
target.

WLAN Location Data C Provide, when available, to identify the WLAN location serving the
target.

WLAN Location Information C Provide, when available, to identify the location information of the
WLAN serving the target.

NAS IP/IPv6 address C Provide, when available, to identify the address of the NAS serving the
target.

WLAN UE MAC address C Provide, when available, to identify the MAC address of the target in
the WLAN serving the target.

visited PLMN ID C Provide, when available, to identiy the visited PLMN that will either
terminate or tunnel the target's communications to the Home PLMN.

session alive time C Provide, when available, to identify the expected maximum duration of
the I-WLAN Access being initiated.

failed access reason C Provide information about the reason for failed access initiation

attempts of the target.

Table 8.4: I-WLAN Access Termination REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Access Termination event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

WLAN Operator Name C Provide, when available, to identify the WLAN operator serving the
target.

WLAN Location Data C Provide, when available, to identify the WLAN location serving the
target.

WLAN Location Information C Provide, when authorized, to identify the location information of the
WLAN serving the target.

NAS IP/IPv6 address C Provide, when available, to identify the address of the NAS serving the
target.

WLAN UE MAC address C Provide, when available, to identify the MAC address of the target in
the WLAN serving the target.

session termination reason C Provide information about the reason for termination of I-WLAN access

of the target.
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Table 8.5: I-WLAN Tunnel Establishment (unsuccessful) REPORT Record - PDG

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Tunnel Establishment event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the target
requested to be connected when the target's WLAN UE is
unsuccessful at performing a I-WLAN tunnel establishment procedure
(MS to Network).

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

WLAN UE Local IP address C Provide, when available, to identify the IP address associated with the
target in the WLAN.

WLAN UE Remote IP address C Provide, when available, to identify the IP address associated with the
target in the network being accessed by the target.

failed I-WLAN tunnel C Provide information about the reason for failed I-WLAN tunnel

establishment reason

establishment attempts of the target.

Table 8.6: I-WLAN Tunnel Establishment (unsuccessful) REPORT Record — AAA Server

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Tunnel Establishment event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the target
requested to be connected when the target's WLAN UE is
unsuccessful at performing a I-WLAN tunnel establishment procedure
(MS to Network).

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

failed I-WLAN tunnel C Provide information about the reason for failed I-WLAN tunnel

establishment reason establishment attempts of the target.

visited PLMN ID (o Provide, when available, to identiy the visited PLMN that will either

terminate or tunnel the target's communications to the Home PLMN.
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Table 8.7: Start of Intercept With I-WLAN Communication Active REPORT Record — AAA Server

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide Start of Intercept With I-WLAN Communication Active event
type.

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

WLAN Operator Name C Provide, when available, to identify the WLAN operator serving the
target.

WLAN Location Data C Provide, when available, to identify the WLAN location serving the
target.

WLAN Location Information C Provide, when available, to identify the location information of the
WLAN serving the target.

NAS IP/IPv6 address C Provide, when available, to identify the address of the NAS serving the
target.

WLAN UE MAC address C Provide, when available, to identify the MAC address of the target in
the WLAN serving the target.

visited PLMN ID (o Provide, when available, to identiy the visited PLMN that will either
terminate or tunnel the target's communications to the Home PLMN.

session alive time C Provide, when available, to identify the expected maximum duration of

the I-WLAN Access being initiated.

Table 8.8: Packet Data Header Information REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

event type M Provide the Packet Data Header Information event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the target is
connected.

WLAN local IP address C Provide to identify the IP address associated with the target in the
WLAN.

WLAN remote IP address C Provide to identify the IP address associated with the target in the
network being accessed by the target for the I-'WLAN tunnel.

network identifier M Shall be provided.

correlation number M Provide to uniquely identify the I-WLAN interworking communications
delivered to the LEMF used to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

packet data header M Shall be provided to identify the packet header information to be

information reported on a per-packet basis as defined in Table 8.9 or on a
summary basis. For summary reporting includes one or more packet
flow summaries where each packet flow summary is associated with a
particular packet flow as defined in Table 8.10.

NSAPI o] Provided for additional information.
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Table 8.9: Contents of per-packet, packet data header information parameter

Parameter MOC Description/Conditions

source IP address C Provide when mapping packet header information to identify the
source IP address for a particular packet flow.

source port number C Provide when mapping packet header information to report the source
port number for a particular packet flow when the transport protocol
supports port numbers.

destination IP address Provide when mapping packet header information to Identify the
destination IP address for a particular packet flow.

destination port number C Provide when mapping packet header information to report the
destination port number for a particular packet flow when the transport
protocol supports port numbers.

transport protocol C Provide when mapping packet header information to identify the
transport protocol (e.g., TCP) for a particular packet flow.

flow label C Provide when mapping packet header information for IPv6 only for a
particular packet flow.

direction M Shall be provided. Identifies the direction of the packet (from target or
to target).

packet size (0] Provide when mapping packet header information to convey the value
contained in Total Length Fields of the IPv4 packets or the value
contained in the Payload Length fields of the IPv6 packets.

packet data header copy C Provide when reporting a copy of the entire packet header information

rather than mapping individual information and so it is alternative to the
individual information.

Table 8.10: Contents of a single summary flow packet data header information parameter

Parameter MOC Description/Conditions

source IP address M Shall be provided. Identifies the source IP address for a particular
packet flow.

source port number C Provide to report the source port number for a particular packet flow
when the transport protocol supports port numbers.

destination IP address M Shall be provided. Identifies the destination IP address for a particular
packet flow.

destination port number C Provide to report the destination port number for a particular packet
flow when the transport protocol supports port numbers.

transport protocol M Identifies the transport protocol (e.g., TCP) for a particular packet flow.

flow label C Provide for IPv6 only for a particular packet flow.

summary period M Provides the period of time during which the packets of a particular
packet flow of the summary report were sent or received by the subject
and defined by specifying the time when the first packet and the last
packet of the reporting period were detected.

packet count M Provides the number of packets detected for a particular packet flow.

sum of packet sizes (0] Provides the sum of values contained in Total Length Fields of the
IPv4 packets or the sum of the values contained in the Payload Length
fields of the IPv6 packets.

packet data summary reason M Provides the reason for the report being delivered to the LEMF (i.e.,

timeout, count limit, end of session).

8.5.

1.3

BEGIN record information

The BEGIN record is used to convey the first event of I-WLAN interworking communication interception.

The BEGIN record shall be triggered when:

there is a successful establishment of an I-WLAN tunnel (triggered by AAA server or PDG);

the interception of atarget's communications is started and at least one I-WLAN tunnel is established. If more
than one I-WLAN tunnel is established, a BEGIN record shall be generated for each I-WLAN tunnel that is
established (triggered by AAA server or PDG).
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Table 8.8: I-WLAN Tunnel Establishment (successful) BEGIN Record - PDG

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Tunnel Establishment event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the target
requested to be connected when the target's WLAN UE is successful
at performing a I-WLAN tunnel establishment procedure.

network identifier M Shall be provided.

WLAN local IP address M Provide to identify the IP address associated with the target in the
WLAN.

WLAN remote IP address M Provide to identify the IP address associated with the target in the
network being accessed by the target for the I-'WLAN tunnel.

correlation number C Provide to allow correlation of CC and IRI and the correlation of IRI
records.

lawful intercept identifier M Shall be provided.

NSAPI 0] Provided for additional information.

Table 8.9: I-WLAN Tunnel Establishment (successful) BEGIN Record — AAA Server

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Tunnel Establishment event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the target
requested to be connected when the target's WLAN UE is successful
at performing a I-WLAN tunnel establishment procedure.

network identifier M Shall be provided.

correlation number C Provide to allow correlation of IRI records.

lawful intercept identifier M Shall be provided.

visited PLMN ID C Provide to identify the visited PLMN, if available.

Table 8.10: Start Of Interception (with I-WLAN Tunnel Established) BEGIN Record - PDG

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

event type c Provide Start Of Interception With I-WLAN Communication Active
event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the target
requested to be connected when the target's WLAN UE is successful
at performing a I-WLAN tunnel establishment procedure.

network identifier M Shall be provided.

WLAN local IP address M Provide to identify the IP address associated with the target in the
WLAN.

WLAN remote IP address M Provide to identify the IP address associated with the target in the
network being accessed by the target for the I-'WLAN tunnel.

correlation number C Provide to allow correlation of CC and IRI and the correlation of IRI
records.

lawful intercept identifier M Shall be provided.

NSAPI 0] Provided for additional information.
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Table 8.11: Start Of Interception (with I-WLAN Tunnel Established) BEGIN Record — AAA Server

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

event type c Provide Start Of Interception With I-WLAN Communication Active
event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the target
requested to be connected when the target's WLAN UE is successful
at performing a I-WLAN tunnel establishment procedure.

network identifier M Shall be provided.

correlation number C Provide to allow correlation of IRI records.

lawful intercept identifier M Shall be provided.

visited PLMN ID C Provide to identify the visited PLMN, if available.

WLAN Operator Name C Provide, when available (at the time of event generation), to identify
the WLAN operator serving the target.

WLAN Location Data C Provide, when available (at the time of event generation), to identify
the WLAN location serving the target.

WLAN Location Information C Provide, when available (at the time of event generation), to identify
the location information of the WLAN serving the target.

NAS IP/IPv6 address C Provide, when available (at the time of event generation), to identify
the address of the NAS serving the target.

WLAN UE MAC address C Provide, when available (at the time of event generation), to identify
the MAC address of the target in the WLAN serving the target.

session alive time C Provide, when available (at the time of event generation), to identify
the expected maximum duration of the I-WLAN Access being initiated.

8.5.1.4 END record information
The END record is used to convey the last event of packet-data communication.
The END record shall be triggered when:

- I-WLAN tunnel disconnect occurs (triggered by the AAA server or the PDG).

Table 8.12: I-'WLAN Tunnel Disconnect END Record - PDG

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Tunnel Disconnect event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the target is
connected.

initiator C Provide to indicate whether the I-WLAN tunnel disconnection is
network-initiated, target-initiated, or not available.

network identifier M Shall be provided.

WLAN local IP address M Provide to identify the IP address associated with the target in the
WLAN.

WLAN remote IP address M Provide to identify the IP address associated with the target in the
network being accessed by the target for the I-'WLAN tunnel.

correlation number C Provide to allow correlation of CC and IRI and the correlation of IRI
records.

lawful intercept identifier M Shall be provided.

NSAPI @) Provided for additional information.
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Table 8.13: I-WLAN Tunnel Disconnect END Record — AAA Server

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed NAI

event type C Provide I-WLAN Tunnel Disconnect event type.

event date M Provide the date and time the event is detected.

event time

WLAN access point name C Provide to identify the packet data network to which the target is
connected.

initiator C Provide to indicate whether the I-WLAN tunnel disconnection is
network-initiated, target-initiated, or not available.

network identifier M Shall be provided.

correlation number C Provide to allow correlation of IRI records.

lawful intercept identifier M Shall be provided.

8.6 CC for I-WLAN

The interface protocols and data structures defined in Annex B.4, Annex C, and Annex G of this specification are
applicable to the delivery of the intercepted CC for I-WLAN over the HI3 PS interface. The mandatory or optionality of
the parametersis not changed for I-WLAN. However the availability of relevant intercepted information will affect the
population of the parameters.

9 Interception of Multimedia Broadcast/MultiCast
Service (MBMS)

9.1 Identifiers

9.1.1 Overview

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different handover interface (HI2). Theidentifiers are defined in the subsections below.

The MBMS LI solution in this section provides an IRI solution for MBM S only. CC interception is provided by
transport bearer level interception functionality e.g. GSNs. The Correlation Number is unique per target MBMS service
and MBMS session and is used to correlate different IRI records within one MBMS service and MBM S session.

9.1.2 Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a specia
Lawful Interception Identifier (LI11D), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification to point to atarget identity makesit easier to keep the knowledge about a specific target
limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LI1ID isacomponent of the IRI records. It shall be used within any information exchanged at the handover
interfaces HI2 for identification and correlation purposes.

The LI1ID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter aunique LIID for each target identity of the target or asingle
LIID for multiple target identities al pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be unique L11Ds assigned relating to each LEA.
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9.1.3 Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following
two identifiers.

1) Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier isto uniquely identify the relevant network element carrying out
the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of
the NEID.
9.1.4 Correlation number

The Correlation Number is unique per target MBMS service and MBMS session. The correlation number is used for the
following purposes:

- Correlate different IRI records within one MBMS service and MBM S session.

NOTE: Correlation only appliesto MBMS service usage. Correlation of subscription management eventsis not
reguired and the ASN.1 subscription event records in Annex B.8 do not provide support for correlation
numbers. Such Subscription management report record events are asynchronous, can occur at any time
and are likely to occur infrequently.

9.2 Timing and quality

9.2.1  Timing

Asagenera principle, within atelecommunication system, IRI, if buffered, should be buffered for as short atime as
possible.

NOTE: If thetransmission of IRI fails, it may be buffered or lost.
Subject to national requirements, the following timing requirements shall be supported:

- Each IRI datarecord shall be sent by the delivery function to the LEMF over the HI2 within seconds of the
detection of the triggering event by the |AP at least 95% of the time.

- Each IRI datarecord shall contain atime-stamp, based on the intercepting node's clock that is generated
following the detection of the IRI triggering event.

9.2.2 Quiality

The quality of service associated with the result of interception should be (at least) equal to the quality of service of the
originl MBMS service.

9.2.3 Void
(Void).

9.3 Security aspects

Security is defined by national regquirements.
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9.4 Quantitative aspects

The number of target interceptions supported is a national regquirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a
provider's network and at each of the relevant intercept access points within the network. Specifics related to thistopic
include:

- The ability to access and monitor all simultaneous communications originated, received, or redirected by the
target;

- Theability for multiple LEAS (up to five) to monitor, simultaneously, the same target while maintaining
unobtrusiveness, including between agencies;

- The ahility of the network to simultaneously support a number of separate (i.e. multiple targets) legaly
authorized interceptions within its service area(s), including different levels of authorization for each
interception, including between agencies (i.e. IRI only, or IRl and communication content).

9.5 IRl for MBMS

9.5.0 General
The IRI will in principle be available in the following phases of a data transmission:
1. At MBMS Service Joining or Leaving.
2. At MBMS Subscription Activation, Modification and Termination.
3. At certain times when relevant information are available.
The IRl may be subdivided into the following categories:
1. Control information for HI2 (e.g. correlation information);
2. Basic data communication information, for standard data transmission between two parties.
The events defined in TS 33.107 [19] are used to generate records for the delivery viaHI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. The following table gives the mapping between event type received at DF2 level and record type sent to
the LEMF.

Table 9.1: Mapping between MBMS Events and HI2 records type

Event IRl Record Type
MBMS Service Joining BEGIN
MBMS Service Leaving END
MBMS Subscription Activation REPORT
MBMS Subscription Modification REPORT
MBMS Subscription Termination REPORT
Start of intercept with MBMS Service BEGIN
Active

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the ICE or DF2 MF, if thisis necessary in a specific country. The
following table gives the mapping between information received per event and information sent in records.

NOTE: Support for MBMS over IMSis For Further Study. Asaminimum, IMPU and IMPI reporting support
will be required.

ETSI



3GPP TS 33.108 version 14.3.0 Release 14

100

ETSI TS 133 108 V14.3.0 (2018-01)

Table 9.2: Mapping between Events information and IRl information

parameter Description HI2 ASN.1 parameter
observed IMSI Target Identifier with the IMSI of the target. partylnformation (partyldentiity)
event type Description which type of event is delivered MBMS mbms-Event
Service Joining, MBMS Service Leaving, MBMS
Subscription Activation, MBMS Subscription
Modification, MBMS Subscription Termination, Start of
intercept with MBMS Service Active etc.
event date Date of the event generation in the BM-SC server. Timestamp
event time Time of the event generation in the BM-SC server. Timestamp

BM-SC Identifier

Name or Identifier of BM-SC

mbmslInformation
( MBMSNODELIST)

initiator

This field indicates whether the event being reported is
the result of an UE directed action or network initiated/
off-online action when either one can initiate the action.

Initiator

correlation number

Unique correlation number for each target MBMS
service and MBMS session. It is used for correlating
different IRI records. However the correlation number is
not used to correlate subscription related events.

correlationNumber

lawful interception
identifier

Unique number for each lawful authorization.

lawfullnterceptionldentifier

MBMS Subscribed
Service

Name or Identifier of the MBMS Service to which the
target has subscribed. Must provide explicit
identification of service subscribed from all other
services (e.g. TV Channel name and name of content to
be viewed)

mbmslInformation
(mbmsServiceName)

MBMS Service
Joining Time

MBMS Service Joining Time

mbmslInformation
(mbms-join-time)

MBMS Service
Subscription List

List of all users subscribed to MBMS Service to which
target has requested Joining.
NOTE:- This list may be very long for some services.

mbmslInformation
(MbmsSerSubscriberList)

Visited PLMN ID

Identity of the visited PLMN to which the user is
registered

visitedPLMNID

APN

The Access Point Name contains a logical name on
which IP multicast address is defined (see
TS 23.060 [42)])

mbmslInformation
(MBMSapn)

Multicast/Broadcast
Mode

MBMS bearer service in broadcast or multicast mode

mbmsInformation
(mbms-Mode)

IP IP/IPv6 multicast
address(multicast
mode only)

IP or IPv6 multicast address identifying the MBMS
bearer described by this MBMS Bearer Context.

mbmslinformation
(mbmsIPIPv6Address)

List of Downstream
Nodes

List of downstream nodes that have requested the
MBMS bearer service and to which notifications and
MBMS data have to be forwarded.

mbmslInformation
(mbmsNodeList)

MBMS Service
Leaving Reason

Indicates whether the UE initated/requested leaving, or
whether BM-SC/network terminated the Service to the
UE (e.g., GSN session dropped or BM-SC subscription
expired etc.).

Logically if leaving reason is subscription expiry then
subscription terminated report record will also be
generated.

mbmslInformation
(mbmsLeavingReason)

MBMS Service
Subscription
Terminated Reason

Indicates whether the service subscription termination
was requested initiated/requested by the user (including
via customer services or other off-line means) or
whether subscription expired.

mbmslInformation
(mbmsSubsTermReason)

network identifier

Operator ID plus ICE address.

networkldentifier

NOTE:

LIID parameter must be present in each record sent to the LEMF.
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951 Events and information

951.1 Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried
by arecord. Thisfocusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 9.1 Mapping between MBM S Events and HI2
records type and Annex B.8 Intercept related information (HI2). IRI is described in terms of a‘causing event' and
information associated with that event. Within each IRI record thereis a set of events and associated information
elements to support the particular service.

The communication events described in Table 9.1: Mapping between MBM S Events and HI2 record type and
Table 9.2: Mapping between Events information and IRI information convey the basic information for reporting the
disposition of acommunication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M) - required for the record,
conditional (C) - required in situations where a condition is met (the condition is given in the Description), or
optional (O) - provided at the discretion of the implementation.

The information to be carried by each parameter isidentified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

9512 REPORT record information

The REPORT record is used to report non-communication related target actions (events) and for reporting
unsuccessful packet-mode communication attempts.

The REPORT record shall be triggered when:

- thetarget's MBMS UE or target via an off-line means (e.g., viainternet or customer service centre) performs
MBMS Subscription Activation. See Table 9.3

- thetarget's MBMS UE or target via an off-line means (e.g., viainternet or customer service centre) performs
MBM S Subscription Modification. See Table 9.4

- thetarget's MBMS UE or target via an off-line means (e.g., viainternet or customer service centre) performs
MBM S Subscription Termination. See Table 9.5

Table 9.3 MBMS Subscription Activation REPORT Record

Parameter MOC Description/Conditions

Observed IMSI M Shall be provided.

Event Type M Provide MBMS Service Joining event type

Event Time M Provide the time the event is detected.

Event Date M Provide the date the event is detected.

Lawful Interception Identifier M Shall be provided

MBMS Subscribed Service M Shall be provided.

Network Identifier M Shall be provided.

Initiator M Shall be provided.

IP/IPv6 Address C Provide IP or IPv6 address of the target if available where target has
directly accessed the BM-SC Server to Activate their subscription and
not via offline method (e.g., customer services).

Visited PLMN ID C Provide PLMN ID of a visited network used by the target in the case of
non Home network access to BM-SC server.

MBMS Service Subscription (0] Provided for additional information

List
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Table 9.4: MBMS Subscription Modification REPORT Record

Parameter MOC Description/Conditions

Observed IMSI M Shall be provided.

Event Type M Provide MBMS Service Joining event type

Event Time M Provide the time the event is detected.

Event Date M Provide the date the event is detected.

Lawful Interception Identifier M Shall be provided

MBMS Subscribed Service M Shall be provided.

Network Identifier M Shall be provided.

Initiator M Shall be provided.

IP/IPv6 Address C Provide IP or IPv6 address of the target if available where target has
directly accessed the BM-SC Server to Activate their subscription and
not via offline method (e.g., customer services).

Visited PLMN ID C Provide PLMN ID of a visited network used by the target in the case of

non Home network access to BM-SC server.

MBMS Service Subscription

Provided for additional information

List
Table 9.5: MBMS Subscription Termination REPORT Record
Parameter MOC Description/Conditions

Observed IMSI M Shall be provided.

Event Type M Provide MBMS Service Joining event type

Event Time M Provide the time the event is detected.

Event Date M Provide the date the event is detected.

Lawful Interception Identifier M Shall be provided

MBMS Subscribed Service M Shall be provided.

Network Identifier M Shall be provided.

Initiator M Shall be provided.

IP/IPv6 Address C Provide IP or IPv6 address of the target if available where target has
directly accessed the BM-SC Server to Activate their subscription and
not via offline method (e.g., customer services).

Visited PLMN ID Provide PLMN ID of a visited network used by the target in the case of

C
non Home network access to BM-SC server.

MBMS Service Subscription Provided for additional information

List

MBMS Service Subscription M Shall be provided.

Terminated Reason

9.5.1.3

BEGIN record information

The BEGIN record is used to convey the first event of MBMS service interception.

The BEGIN record shall be triggered when:

- thetarget's MBMS UE successfully joins an MBMS service (MBMS Service Joining). See Table 9.6

- interceptionis activated for the target but the MBM S UE has successfully joined an MBM S service prior to the
start of interception (Start of intercept with MBMS Service Active). See Table 9.7
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Table 9.6: MBMS Service Joining BEGIN Record

Parameter MOC Description/Conditions

Observed IMSI M Shall be provided.

Event Type M Provide MBMS Service Joining event type

Event Time M Provide the time the event is detected.

Event Date M Provide the date the event is detected.

Correlation Number M Shall be provided.

Lawful Interception Identifier M Shall be provided

MBMS Subscribed Service M Shall be provided.

MBMS Service Joining Time M Provide time at which target joined the MBMS service, or will join the
service.

Network Identifier M Shall be provided.

Initiator M Shall be provided.

IP/IPv6 Multicast Address C Provide IP or IPv6 address of the target if available for multicast
services only.

Visited PLMN ID C Provide PLMN ID of a visited network used by the target in the case of
non Home network access to MBMS service.

Multicast/Broadcast Mode M Shall be provided.

APN C Provide for PS domain access to MBMS.

List of Downstream Nodes C Provide in the case of a multicast service, if available.

MBMS Service Subscription (0] Provided for additional information

List

Table 9.7: Start of intercept with MBMS Service Active BEGIN Record

Parameter MOC Description/Conditions

Observed IMSI M Shall be provided.

Event Type M Provide MBMS Service Joining event type

Event Time M Provide the time the event is detected.

Event Date M Provide the date the event is detected.

Correlation Number M Shall be provided.

Lawful Interception Identifier M Shall be provided

MBMS Subscribed Service M Shall be provided.

MBMS Service Joining Time M Provide time at which target joined the MBMS service.

Network Identifier M Shall be provided.

Initiator M Shall be provided.

IP/IPv6 Multicast Address C Provide IP or IPv6 address of the target if available for multicast
services only.

Visited PLMN ID C Provide PLMN ID of a visited network used by the target in the case of
non Home network access to MBMS service.

Multicast/Broadcast Mode M Shall be provided.

APN C Provide for PS domain access to MBMS.

List of Downstream Nodes C Provide in the case of a multicast service, if available.

MBMS Service Subscription (0] Provided for additional information

List

When the ICE (i.e. BM-SC) is not aware of the activation of multiple lawfully authorized intercepts on atarget that is
already in an MBMS service, the MF/DF shall generate the Start of Intercept with MBMS Service Active BEGIN
record on its own using information that it has retained.

The DF2 shall not send the Start of Intercept with MBMS Service Active BEGIN record to the LEMFs that were
aready intercepting the MBMS UE (i.e. target) due previous LI activation on the same MBMS UE (i.e. target).

9514 END record information
The END record is used to convey the last event of packet-data communication.
The END record shall be triggered when:

- thetarget's MBMS UE successfully leaves an MBMS service or the MBMS service isterminated by the BM_SC
(MBMS Service Leaving). See Table 9.8
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Table 9.8: MBMS Service Leaving END Record

Parameter MOC Description/Conditions

Observed IMSI M Shall be provided.

Event Type M Provide MBMS Service Joining event type

Event Time M Provide the time the event is detected.

Event Date M Provide the date the event is detected.

Correlation Number M Shall be provided.

Lawful Interception Identifier M Shall be provided

MBMS Subscribed Service M Shall be provided.

Network Identifier M Shall be provided.

Initiator M Shall be provided.

IP/IPv6 Multicast Address C Shall be provided.

Visited PLMN ID C Provide PLMN ID of a visited network used by the target in the case of
non Home network access to MBMS service.

MBMS Service Subscription (0] Provided for additional information

List

MBMS Service Leaving M Shall be provided.

Reason

9.6 CC for MBMS

The MBMS LI solution specified in this version of this specification does not specifically provide a CC interception
solution. Only IRI generated by the BM-SC is specifically supported.

CC interception of MBMS servicesis provided by the underlying transport bearer LI functionality eg GSNs for GPRS.
Only MBMS Multicast service CC interception is supported. However, in many MBM S scenarios, the MBM S content
stream is routed to the UE using multicast streams, rather than BM-SC to UE point to point bearers. In the case of
multicast stream routing to the serving basestations/NodeB, the GSNs may not be able to intercept the MBM S stream as
no | P address or other target related identities may be associated with the stream at the GSN. In this case, since no target
identity is available for interception in the CC stream, the LEA will not receive MBMS CC.

No MBMS CC capability is provided by this specification for MBM S broadcast services, as the UE will receive such
servicesin IDLE mode without an active network connection.

NOTE: Provision of MBMS CC decryption keysis for further study.

10 Evolved Packet System (EPS)

10.0 Introduction

Clause 10 specifies requirements for the handover interface in the Evolved Packet System (TS 23.060 [42],
TS 23.401 [44], TS 23.402 [45)).

In case the SGSN is used in the EPS and interworks with a S-GW by using $4/S12 interfaces, the SGSN and the HSS
are subjected to the requirements applicable to these nodes for PS interception, as specified throughout this document.

In case of untrusted non-3GPP I P access, the e-PDG not using a GTP based protocol over the s2b interface and AAA
server are subjected to al the requirements specified in this document for PDG and AAA server for the case of WLAN
interworking.

NOTE: WLAN Interworking specification (TS 29.234 [41]) is not maintained in Release 12 and onwards.
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When a PDN-GW provides a Gn/Gp interface for interworking with a SGSN, from LI perspective the PDN-GW acts as
a GGSN towards the involved SGSN. In this case, in addition to the requirements specified in this chapter, all the
requirements specified in this document for PS interception applicable the GGSN are applicable aso to the PDN-GW.
PDP contexts/EPS bearer modification signalling detected by the PDN-GW during a handover between different
accesses involving a Gn/Gp interface (i.e. from E-UTRAN to 2G/3G and vice versa) is reported inside the IRI BEGIN-
END transaction. The same correlation number shall be used before and after the handover during the same IRI
transaction. After the handover, the events sent by the PDN-GW shall be mapped into IRIs according to the
requirements for the new access.

In case the target is related to a ProSe Remote UE or to a ProSe UE-to-NW Relay, additional requirements specified in
clause 13 are applicable.

10.1 Identifiers

10.1.0 Introduction

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different handover interfaces (H12 and HI3). The identifiers are defined in the subsequent
subclauses of 10.1.

For the delivery of CC and IRI the S-GW or PDN-GW provide correlation numbers and target identities to the HI2 and
HI3. The correlation number is unique per EPS bearer/tunnel and is used to correlate CC with IRI and the different IRI's
of one EPS bearer/tunnel.

NOTE: When different protocols (i.e. GTP and PMIP) are used in the networks, different values for the correlation
number can be generated by different nodes for the same communication.
10.1.1 Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a specia
Lawful Interception Identifier (LI11D), which has been agreed between the LEA and the operator (NO/AN/SP).

Using anindirect identification, pointing to atarget identity makesit easier to keep the knowledge about a specific
target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID isacomponent of the CC delivery procedure and of the IRI records. It shall be used within any information
exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The L1ID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter aunique LI1D for each target identity of the target or asingle
LIID for multiple target identities all pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be unique L11Ds assigned relating to each LEA.

10.1.2 Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following
two identifiers.

1) Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out
the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an | P address or other identifier. National regulations may mandate the
sending of the NEID.
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10.1.3 Correlation number

The Correlation Number is unique per EPS bearer/tunnel and is used for the following purposes:
- correlate CC with IRI;
- correlate different IRI records within one EPS bearer/tunnel;
- correlate LALS reports with the IRI records of the triggering events.

NOTE: The Correlation Number isat a minimum unique for each concurrent communication (e.g. EPS
bearer/tunnel) of atarget within alawful authorization. However when different protocols (i.e. GTP and
PMIP) are used in the networks, different values for the correlation number can be generated by different
nodes for the same communication.

In case of handover between different accesses involving a Gn/Gp interface (i.e. from E-UTRAN to 2G/3G and vice
versa), the same correlation number for the PDP context/bearer shall be used before and after the handover during the
same IRI transaction.

10.2  Timing and quality

10.2.1 Timing

Asageneral principle, within atelecommunication system, IR, if buffered, should be buffered for as short atime as
possible.

NOTE: If thetransmission of IRI fails, it may be buffered or lost.
Subject to national requirements, the following timing requirements shall be supported:

- Each IRI datarecord shall be sent by the delivery function to the LEMF over the HI2 within seconds of the
detection of the triggering event by the |AP at least 95% of the time;

- Each IRI datarecord shall contain atime-stamp, based on the intercepting nodes clock that is generated
following the detection of the IRI triggering event. The timestamp precision should be at least 1 second
(ETSI TS101 671 [24]). Defining the required precision of an IRI timestamp however is subject to national
requirements.

10.2.2 Quality

The quality of service associated with the result of interception should be (at least) equal to the quality of service of the
origina content of communication. This may be derived from the QoS class used for the original intercepted session.
However, when TCP is used as an OSI layer 4 protocol across the HI3, real time delivery of the result of the
interception cannot be guaranteed. The QoS used from the operator (NO/AN/SP) to the LEMF is determined by what
operators (NO/AN/SP) and law enforcement agree upon.

10.2.3 Void
(Void)

10.3  Security aspects

Security is defined by national regquirements.
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10.4  Quantitative aspects

The number of target interceptions supported is a national regquirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a
provider's network and at each of the relevant intercept access points within the network. Specifics related to thistopic
include:

- The ability to access and monitor all simultaneous communications originated, received, or redirected by the
target;

- Theability for multiple LEAS (up to five) to monitor, simultaneously, the same target while maintaining
unobtrusiveness, including between agencies;

- The ability of the network to simultaneously support a number of separate (i.e. multiple targets) legally
authorized interceptions within its service area(s), including different levels of authorization for each
interception, including between agencies (i.e. IRI only, or IRl and communication content).

10.5 IRI for evolved packet domain

10.5.0 Introduction

The IRI will in principle be available in the following phases of a data transmission:

1. At connection attempt when the target identity becomes active, at which time packet transmission may or may
not occur (set up of abearer/tunnel, target may be the originating or terminating party);

2. Attheend of aconnection, when the target identity becomes inactive (removal of a bearer/tunnel);
3. At certain times when relevant information are available.

In addition, information on non-transmission related actions of atarget constitute IRl and is sent viaHI2. Also, the EPS
LALS reports convey viaHI2 as|RI.

The IRl may be subdivided into the following categories:

1. Control information for HI2 (e.g. correlation information);

2. Basic data context information, for standard data transmission between two parties.
The events defined in TS 33.107 [19] are used to generate records for the delivery viaHI2.

There are several different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. In the case of LALS reports which are not associated with an event, a Record is sent to the LEMF
without the event parameter.

The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF. The
applicability of the events to specific access (E-UTRAN, trusted non-3GPP access, untrusted non-3GPP access) and
network protocols (GTP/PMIP S5/S8 interface) is specified in TS 33.107 [19]. Additional events and mapping with IRI
Record type are applicable to EPS in case of interworking between SGSN and PDN-GW over Gn/Gp interface, as
specified in this document for PS interception.
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Table 10.5.1: Mapping between EPS Events and HI2 records type

Event IRl Record Type
E-UTRAN attach REPORT
E-UTRAN detach REPORT
Bearer activation (successful) BEGIN
Bearer modification CONTINUE
UE Requested bearer resource modification REPORT
Bearer activation (unsuccessful) REPORT
Start of interception with active bearer, NOTE 1 BEGIN or optionally CONTINUE
Bearer deactivation END
UE requested PDN connectivity REPORT
UE requested PDN disconnection REPORT
Tracking Area/EPS location update REPORT
Serving Evolved Packet System REPORT
PMIP attach/tunnel activation (successful) BEGIN
PMIP attach/tunnel activation (unsuccessful) REPORT
PMIP session modification CONTINUE
PMIP detach/tunnel deactivation END
Start of interception with active PMIP tunnel, NOTE | BEGIN (or optionally CONTINUE)
1
PMIP PDN-GW initiated PDN disconnection END
MIP registration/tunnel activation (successful) BEGIN
MIP registration/tunnel activation (unsuccessful) REPORT
MIP deregistration/tunnel deactivation END
Start of interception with active MIP tunnel, NOTE | BEGIN
1

DSMIP registration/tunnel activation (successful) BEGIN
DSMIP registration/tunnel activation (unsuccessful) | REPORT

DSMIP session modification CONTINUE
DSMIP deregistration/tunnel deactivation END
Start of interception with active DSMIP tunnel, BEGIN
NOTE 1

DSMIP HA Switch REPORT
PMIP Resource Allocation Deactivation END

MIP Resource Allocation Deactivation END
Start of interception with E-UTRAN attached UE, REPORT
NOTE 1

Packet Data Header Information REPORT
HSS subscriber record change REPORT
Cancel location REPORT
Register location REPORT
Location information request REPORT
ProSe Remote UE Report REPORT
ProSe Remote UE start of communication BEGIN
ProSe Remote UE end of communication END
Start of interception with ProSe Remote UE BEGIN

ongoing communication, NOTE 1
Start of interception for ProSe UE-to-NW Relay, REPORT
NOTE 1

NOTE 1: Insome situation (e.g. during activation of second, third, etc, intercepts on the target), the MF/DF may
have to detect on its own that an interception is activated on a target.

The EPS LALS records are sent to the LEMF as the REPORT IRI Records.

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the network nodes or DF2 MF, if thisis necessary in a specific
country. The following table gives the mapping between information received per event and information sent in records.
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Table 10.5.2: Mapping between Events information and IRl information
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parameter

description

HI2 ASN.1 parameter

observed MSISDN

Target Identifier with the MSISDN of the target.

partylnformation (party-identity)

observed IMSI

Target Identifier with the IMSI of the target.

partylnformation (party-identity)

observed ME Id

Target Identifier with the ME 1d of the target.

partylnformation (party-identity)

observed MN NAI

Target Identifier with the NAI of the target.

partylnformation (party-identity)

event type Description which type of event is delivered ePSevent
event date Date of the event generation in the node Timestamp
event time Time of the event generation in the node
access point name When provided by the MME, the parameter carries the |aPN
Access Point Name provided by the UE. When provided
by the S-GW/PDN-GW, it is the APN used for the PDN
connection
APN-AMBR Contains the Aggregate Maximum Bit Rate for the APN | aPN-AMBR
PDN type Indicated the used IP version (IPv4, IPv6, IPv4/IPv6) pDNType
PDN address Provides the IP version (IPv4, IPv6, IPv4/IPv6) and the | pDNAddressAllocation
allocation IP address(es) allocated for the UE.
Protocol Are used to transfer parameters between the UE and protConfigOptions
Configuration the PDN-GW (e.g. address allocation preference by
Options DHCP)
Attach type Indicates the type of attach and may carry indication of | attachType
handover in case of mobility with non-3GPP access.
RAT type Radio Access Type rATType
initiator This field indicates whether the procedure is UE or initiator

networKk initiated.

Handover indication

Provides information that the procedure is triggered as
part of a handover

handoverindication,
extendedHandoverIndication

Procedure
Transaction Identifier

Identifies a set of messages belonging to the same
procedure; the parameter is dynamically allocated by
the UE

procedureTransactionld

(TFT

EPS bearer identity Identifies an EPS bearer for one UE accessing via E- ePSBearerldentity
UTRAN. It is allocated by the MME.
Bearer activation/ Indicates the type of bearer being activated/deactivated, | bearerActivationType,
deactivation type i.e. default or dedicated. bearerDeactivationType
Linked EPS bearer Indicates, in case of dedicated bearer, the EPS bearer | linkedEPSBearerld
identity identity of the default bearer.
Switch off indicator Indicates whether a detach procedure is due to a switch | detachType
off situation or not.
Detach type Parameter sent by the network to the UE to indicate the | detachType
type of detach.
Traffic Flow Template | Collection of all packet filters associated with the EPS tFT

bearer.

Traffic Aggregate
Description (TAD)

Consists of the description of the packet filter(s) for the
traffic flow aggregate.

trafficAggregateDescription

correlation number

Unique number for each target connection delivered to
the LEMF, to help the LEA, to have a correlation
between each target connection and the IRI.

ePSCorrelationNumber

lawful interception
identifier

Unique number for each lawful authorization.

lawfullnterceptionldentifier

location information When authorized, this field provides the location ePSlocationOfTheTarget
information of the target that is present at the node at
the time of event record production.
Old location Location information of the target before Tracking Area | ePSlocationOfTheTarget
information Update.

Failure reason

The reason for the failure or rejection of the Tracking
Area Update

failedTAUReason

failed bearer
activation reason

This field gives information about the reason for a failed
bearer activation of the target.

failedBearerActivationReason

failed attach reason

This field gives information about the reason for a failed
attach attempt of the target.

failedEUTRANAttachreason, status,
code (depending on the protocol)

Session modification
failure reason

This field gives information about the reason for a failed
session modification attempt of the target

status

EPS bearer QOS

This field indicates the Quality of Service associated
with the EPS bearer procedure.

ePSBearerqOS

bearer deactivation
reason

This field gives information about the reason for bearer
deactivation of the target.

bearerDeactivationCause

network identifier

Operator ID plus node address.

networkldentifier
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parameter

description

HI2 ASN.1 parameter

logicalFunctioninform
ation

Event source logical function identifier.

logicalFunctioninformation

Failed Bearer
Modification reason

The reason for failure of Bearer Modification

failedBearerModReason

ULI Timestamp

Indicates the time when the User Location Information
was acquired.

uLITimestamp

Lifetime

Lifetime of the tunnel; it is set to a nonzero value in
case of registration or lifetime extension; is set to zero
in case of deregistration.

lifetime

Access technology
type

Indicates the Radio Access Type

accessTechnologyType

UE address info

Includes one or more IP addresses allocated to the UE.

iPv6HomeNetworkPrefix,
iPvdHomeAddress,
iPv6careOfAddress, iPv4careOf
Address

Additional Additional information provided by the UE, such as protConfigurationOption
parameters protocol configuration options

serving MME Diameter Origin-Host and Origin-Realm of the serving servingMME-Address
address MME or its IP address.

Revocation trigger

Contains the reason which triggered a PDN-GW
initiated PDN-disconnection (revocation) procedure.

revocationTrigger

Home Address

Contains the UE Home IP address

homeAddress

Home Agent Address

Contains the IP address of the Home Agent

homeAgentAddress

Requested IPv6
Home Prefix

The IPv6 Home Prefix requested by the UE.

requestedIPv6HomePrefix

Care of Address

The local IP address assigned to the UE by the Access
Network.

careOfAddress

HSS/AAA address

The address of the HSS/AAA triggering a pDN-GW
reallocation.

hSS-AAA-address

Target PDN-GW
address

The address of the PDN-GW which the UE will be
reallocated to.

targetPDN-GW-Address

Foreign domain

The relevant IP address in the foreign domain.

foreignDomainAddress

Update for non 3GPP access, coded according to
TS 29.273 [53]

address
Visited network An identifier that allows the home network to identify visitedNetworkld
identifier the visited network inside the EPS Serving System

DHCP v4 Address
Allocation Indication

Indicates that DHCPvV4 is to be used to allocate the IPv4
address to the UE

dHCPv4AddressAllocationind

Serving Network

Identifies, for E-UTRAN access, the serving network the
UE is attached to

servingNetwork

Request type

Provides the type of UE requested PDN connectivity

requestType

Failed reason

Provides the failure cause for UE requested PDN
connectivity

uERegPDNConnFailReason

destination IP
address

Identifies the destination IP address of a packet.

destinationIPAddress

destination port
number

Identifies the destination port number of a packet

destinationPortNumber

source IP address

Identifies the source IP address of a packet.

sourcelPAddress

or Payload Length Field in IPv6 [b])

source port number | Identifies the source port number of a packet. sourcePortNumber

transport protocol Identifies the transport protocol (i.e., Protocol Field in transportProtocol
IPv4 or Next Header Field in IPv6.

flow label The field in the IPv6 header that is used by a source to | flowLabel
label packets of a flow (see RFC 3697 [c])

packet count The number of packets detected and reported in a packetCount
particular packet data summary report.

packet size The size of a packet (i.e., Total Length Field in IPv4 [a] | packetsize

packet direction

Identifies the direction of the intercepted packet (from
target or to target)

packetDirection

the summary report were sent or received by the target.

packet data header Provides a copy of the packet headers including IP packetDataHeaderCopy
copy layer and next layer, and extensions, but excluding

content.
summary period Provides the period of time during which the packets of | summaryPeriod
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parameter

description

HI2 ASN.1 parameter

sum of packet sizes

Sum of values in Total Length Fields in IPv4 packets or
Payload Length Field in IPv6 packets.

sumOfPacketSizes

packet data summary
reason

Provides the reason for a summary report.

packetDataSummaryReason

packet data summary

For each particular packet flow, identifies pertinent
reporting information (e.g., source IP address,
destination IP address, source port, destination port,
transport protocol, packet count, time interval, sum of
packet sizes) associated with the particular packet flow.

packetDataSummary

CSG Identity

Uniquely identifies a CSG within a PLMN.

csgldentity

HeNB Identity

Identifies the HeNB providing access to a target UE.

heNBIdentity

HeNB IP address

Identifies the IP Address associated with an HeNB
providing access to a target UE.

heNBiPAddress

HeNB Location

Identifies the location of an HeNB providing access to a
target UE.

heNBLocation

Tunnel Protocol

Identifies the tunnel protocol used to transport the
signalling and communications between the HeNB and
the EPC.

tunnelProtocol

UE Local IP address

Identifies the UE local IP address (IP SEC terminal
Point) observed by the ePDG and PDN-GW, based on
local policy for Fixed Broadband access network
interworking, in case the GTP based S2b interface

TS 29.274 [46] is used.

uELocallPAddress

UE UDP Port

Identifies the UE UDP port (IP SEC terminal Point)
reported on GTP based S2b interface TS 29.274 [46] if
NAT is detected and local IP address is present for
Fixed Broadband access network interworking.

uEUdpPort

serving system
identifier

VPLMN ID of the serving system or of the third party
network interworking, included in the Diameter AVP
message with the HSS

serving-System-ldentifier

previous serving
system identifier

Previous VPLMN id of the target (Mobile Country Code
and Mobile Network Country; defined in E212 [87]) ).

previous-Serving-System-Identifier

previous serving
MME address

Diameter Origin-Host and Origin-Realm of the previous
serving MME.

previous-Serving-MME-Address

current visited
Network Identifier

An identifier that allows the home network to identify the
current visited network (Mobile Country Code and
Mobile Network Country defined in E212 [87] are
included in this identifier) TS 29.273 [53].

current-Serving-System-ldentifier

current serving MME
address

Provide the previous Diameter Origin-Host and Origin-
Realm of the previous current MME

current-Serving-MME-Address

requesting network
identifier

The requesting network identifier PLMN id (Mobile
Country Code and Mobile Network Country,
-- defined in E212 [87]).

requesting-Network-ldentifier

requesting node type

Type of requesting node such as MSC, SMS Centre,
GMLC, MME, SGSN.

requesting-Node-Type

other update

Carrier specific information related to its implementation
or subscription process on its HSS. Raw data will be
provided. CSP will provide to LEMF elements to
understand such data.

carrierSpecificData

WLAN location
information

Provides location information in form of TWAN identifier,
if available at ePDG/PDN-GW, in case the GTP based
s2b interface TS 29.274 [46] is used.

tWANIdentifier

WLAN location
timestamp

Provides location information timestamp in form of
TWAN identifier timestamp, if available at ePDG/PDN-
GW, in case the GTP based s2b interface

TS 29.274 [46] is used.

tWANIdentifierTimestamp

ProSe Remote UE
Ids

The identities of the connected ProSe remote UEs
when the ProSe UE-to-NW Relay performs a Tracking
Area/EPS Location Update.

proSeRemoteUEContextConnected,

ProSe Remote UE IP
info

The IP address(es) of the connected ProSe Remote
UE(s) when the ProSe UE-to-NW Relay performs a
Tracking Area/EPS Location Update.

proSeRemoteUEContextConnected

LALS location Location information provided by LALS locationOfTheTarget
information

extended location Additional location information and QoS information extendedLocParameters
parameters
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parameter description HI2 ASN.1 parameter
LALS error code Positioning error identification code locationErrorCode

NOTE 2: LIID parameter must be present in each record sent to the LEMF.
10.5.1 Events and information

10.5.1.0 Introduction

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as
records and information carried by arecord. Thisfocusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 10.5.1 Mapping between EPS Events and HI2
records type and Annex B.9 Intercept related information (HI2). IRI is described in terms of a'causing event' and
information associated with that event. Within each IRI Record there is a set of events and associated information
elements to support the particular service.

The communication events described in Table 10.5.1: Mapping between EPS Events and HI2 record type and
Table 10.5.2: Mapping between Events information and IRI information convey the basic information for reporting the
disposition of acommunication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M) - required for the record,
conditional (C) - required in situations where a condition is met (the condition is given in the Description), or
optional (O) - provided at the discretion of the implementation.

The information to be carried by each parameter isidentified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

10.5.1.1 REPORT record information

The REPORT record is used to report non-communication related target actions (events) and for reporting
unsuccessful packet-mode communication attempts. In addition, thisrecord is also used to report some target actions
which may trigger communication attempts or modifications of an existing communication, when the communication
attempt or the change of the existing communication itself is reported separately. The REPORT records are a so used
to deliver the LAL S reports.

The REPORT record shall be triggered when:
- thetarget's UE performs an E-UTRAN attach procedure (successful or unsuccessful) including viaa HeNB;
- thetarget's UE performs an E-UTRAN detach procedure including viaa HeNB;
- thetarget's UE is unsuccessful at performing an EPS bearer activation procedure;
- thetarget's UE performs an UE requested bearer resource modification;
- thetarget's UE performs a tracking area/ EPS location update;
- optionaly when the target's UE leaves the old MME;
- thetarget's UE performs an UE requested PDN connectivity procedure;
- thetarget's UE performs an UE requested PDN disconnection procedure;
- thetarget's UE is unsuccessful at performing a PMIP attach/tunnel activation procedure;

- thetarget's UE is unsuccessful at performing a MIP registration/tunnel activation procedure;
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- thetarget's UE is unsuccessful at performing a DSMIP registration/tunnel activation procedure;
- optionally when the target's UE enters or leaves 1A (FFS);
- thetarget's UE is ordered by the network to perform an home agent switch;

- asanational option, amobile terminal is authorized for service with another network operator or service
provider; in that case, other related events are required as cancel location, register location, location information
request from athird party's node;

-- asanational option, a REPORT record have to be generated when there is a HSS subscriber record change of
IMSI or of MSISDN or IMEI triggered by a messages to or from the HSS;

- theinterception of atarget is started with E-UTRAN attached target. If there are more than one PDN connections
then a REPORT record is generated per PDN connection.;

- packet data header reporting is performed on an individual intercepted packet basis and a packet is detected as it
issent or received by the target for an EPS bearer/session.;

- when packet data summary reporting is performed on an summary basis for an EPS bearer/session associated
with a particular packet flow (defined as the combination of source |P address, destination |P address, source
port, destination port, and protocol and for IPv6 also include the flow label) and:

- the packet flow starts,

- aninterim packet summary report isto be provided, or

- packet flow ends including the case where the EPS bearer/session is deactivated.
An interim packet summary report istriggered if:

- theexpiration of a configurable Summary Timer per intercept occurs. The Summary Timer is configurablein
units of seconds, or

- aper-intercept configurable count threshold is reached;
- whenalLALS report isreceived from the LI LCS Client.

Packet Data Header Information is reported either on a per-packet (i.e., non-summarised) basis or in a summary report.
These reports provide IRI associated with the packets detected. The packet data header information related REPORT
record is used to convey packet header information during an active EPS bearer/session.

NOTE: Inthe case of IP Fragments, Packet Data Header Information on a 6-tuple basis may only be available on
the first packet and subsequent packets may not include such information and therefore may not be
reported.

ETSI



3GPP TS 33.108 version 14.3.0 Release 14

115 ETSI TS 133 108 V14.3.0 (2018-01)

Table 10.5.1.1.1: E-UTRAN Attach REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed ME Id

event type C Provide E-UTRAN Attach event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
target's UE.

failed attach reason C Provide information about the reason for failed attach attempt of the
target.

PDN Type C Indicated the used IP version (IPv4, IPv6, IPv4/IPv6), including
possible reason for modification by the network

APN C Provides the Access Point Name

Protocol Configuration C Provides information sent from the UE to the network

Options

Attach type C Provides the type of attach

EPS bearer identity C When the attach is successful, provides the allocated EPS bearer
identity.

CSG Identity C Provide if closed/hybrid HeNB is used in the UE attachment to the
network

HeNB Identity C Provide information to identify the HeNB serving the target's UE.

HeNB IP address C Provide the IP Address of the HeNB serving the target's UE used
during location verification.

HeNB Location C Provide, when authorized, to identify location information for the HeNB
serving the target's UE.

Tunnel Protocol C Provide to identify the tunnel protocol used to transport the signalling
and communications between the HeNB and the EPC.

Table 10.5.1.1.2: E-UTRAN Detach REPORT Record
Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed ME Id

event type C Provide E-UTRAN Detach event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
target's MS.

initiator C Provided to indicate whether the detach is UE or network initiated

Switch off indicator C Provided to indicate whether the detach is due to a switch off

Detach type C Sent by the network to the UE to indicate the type of detach

CSG Identity C Provide if closed/hybrid HeNB is used in the UE detachment from the
network

HeNB Identity C Provide information to identify the HeNB serving the target's UE.

HeNB IP address C Provide the IP Address of the HeNB serving the target's UE.

HeNB Location C Provide, when authorized, to identify location information for the HeNB
serving the target's UE.
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Table 10.5.1.1.3: Bearer Activation (unsuccessful) REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed ME Id

PDN address allocation C Provides the PDN type and PDN address(es) used by the network.

event type C Provide EPS Bearer Activation event type.

event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify the packet data network to which the attempt to
connect was made; this information may be provided by the UE; the
parameter is applicable only for default bearer activation.

RAT type C Provide the Radio Access Type used by the target.

initiator C Provide to indicate whether the EPS bearer activation is network-
initiated, target-initiated, or not available.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

lawful intercept identifier M Shall be provided.

location information c Provide, when authorized, to identify location information for the
target's UE.

failed bearer activation reason C Provide information about the reason for failed bearer activation
attempts of the target.

EPS bearer QOS C Provide to identify the QOS parameters. The parameter carries the
requested EPS bearer QOS.

Bearer activation type C Provides information on default or dedicated bearer failed activation

APN-AMBR C The Aggregate Maximum Bit Rate foreseen for the APN. The
parameter carries the subscribed APN-AMBR.

Protocol configuration options C Provide information about the protocol configuration options requested
by the UE

Procedure transaction C Used to associate the EPS bearer activation attempt to other

identifier messages triggering the procedure.

Linked EPS bearer identity C Provides, in case of failed dedicated bearer activation attempt, the
EPS bearer id of the associated default bearer; not applicable in case
of default bearer activation attempt.

Traffic Flow Template TFT C The TFT associated to the dedicated bearer activation attempt; not
applicable in case of default bearer activation attempt

Handover indication C Provide information that the procedure is triggered as part of a
handover

UE Local IP Address C The UE local IP address reported over GTP based S2b interface
TS 29.274 [46].

UE UDP Port C The UE UDP Port number provided in case of GTP based S2b
interface TS 29.274 [46].

WLAN location information C The TWAN identifier provided in case of GTP based S2b interface
TS 29.274 [46].

WLAN location timestamp C The TWAN identifier timestamp provided in case of GTP based S2b
interface TS 29.274 [46].
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Table 10.5.1.1.4: UE requested bearer resource modification REPORT Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed ME Id
event type C Provide UE requested bearer resource modification event type.
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.
lawful intercept identifier M Shall be provided.
location information c Provide, when authorized, to identify location information for the
target's UE.
failed bearer modification C Provide information about the reason for failed UE requested bearer
reason resource modification.
EPS bearer QOS C Provide to identify the QOS parameters.
Procedure transaction C Used to associate the UE requested bearer resource modification to
identifier other messages related to the procedure.
Linked EPS bearer identity C Provides the EPS bearer id of the associated default bearer.
EPS Bearer identity C Provides the EPS bearer id of the bearer which the request refers to.
Traffic Aggregate Description C Description of the packet filter(s) for the traffic flow aggregate
Protocol Configuration C Provide information about the protocol configuration options requested
Options by the UE.

Table 10.5.1.1.5: Tracking Area/EPS Location Update REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed ME Id

event type C Provide Tracking Area/EPS Location Update event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
target's MS. This parameter, in case of inter-MME TAU, will be sent
only by the new MME.

old location information (0] Provide (only by the old MME), when authorized and if available, to
identify the old location information for the target's MS.

ProSe Remote UE(s) IDs C Applicable in case the target UE is a ProSe UE-to-NW Relay. Provided
if available.

ProSe Remote UE(s) IP info C Applicable in case the target UE is a ProSe UE-to-NW Relay. Provided
if available.

Failure reason C Provide, in unsuccessful case, the reason for the failure or rejection of
the network procedure.

In case of inter-MME TAU, Tracking Area/lEPS Location Update REPORT Record shall be sent in the following cases:
- when the target's UE moves to the new MME;
- optionaly when the target's UE |leaves the old MME.

In addition to the case of Tracking Area Update, a Tracking Area/EPS L ocation Update REPORT Record shall also be
sent in the following cases:

- thetarget's UE performs an UE triggered service request;
- thetarget's UE isinvolved in an X2-based handover;

- thetarget's UE isinvolved in a S1-based handover.
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Table 10.5.1.1.6: UE requested PDN connectivity REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed ME Id

event type C Provide UE requested PDN connectivity event type.

event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify the packet data network to which the attempt to
connect was made; this information may be provided by the UE (valid
only for default bearer activation).

Request type C Indicates the type of request, i.e. initial request or handover

PDN type C Provide to describe the IP version requested by the target UE.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
target's UE.

failed reason C Provide information about the reason for failed procedure.

Protocol configuration options C Provide information about the protocol configuration options requested
by the UE

EPS bearer identity C The identity of the allocated EPS bearer

HeNB Identity C Provide information to identify the HeNB serving the target's UE.

HeNB IP address C Provide the IP Address of the HeNB serving the target's UE.

HeNB Location C Provide, when authorized, to identify location information for the HeNB

serving the target's UE.

Table 10.5.1.1.7: UE requested PDN disconnection REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed ME Id

event type C Provide UE requested PDN disconnection event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

lawful intercept identifier M Shall be provided.

location information c Provide, when authorized, to identify location information for the
target's UE.

Linked EPS bearer identity C The identity of the default EPS bearer associated with the PDN
connection being disconnected.

HeNB Identity C Provide information to identify the HeNB serving the target's UE.

HeNB IP address C Provide the IP Address of the HeNB serving the target's UE.

HeNB Location C Provide, when authorized, to identify location information for the HeNB

serving the target's UE.
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Table 10.5.1.1.8: PMIP Attach/tunnel activation (unsuccessful) REPORT Record

Parameter MOC Description/Conditions

observed MN NAI

observed MSISDN C Provide at least one and others when available

observed ME Id

observed IMSI

event type C Provide PMIP Attach/tunnel activation event type.

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

Lifetime C The requested lifetime for the tunnel

Access technology type C Provide the radio access type

failed attach reason C Provide information about the reason for failed attach/tunnel activation
attempt of the target.

Handover indicator C Provide information that the procedure is triggered as part of the
handover

APN C Provide the Access Point Name

UE address info C Includes one or more addresses allocated to the UE

Additional parameters C Provide additional parameters sent by the UE.

Serving Network C Provide to identify the serving network the UE is attached to in case of
E-UTRAN access and PMIP based S5/S8 interfaces.

DHCPv4 Address Allocation C Indicates that DHCPvV4 is to be used to allocate the IPv4 address to

Indication the UE in case of E-UTRAN access and PMIP based S5/S8 interfaces

Location information C Provide, when authorized, to identify location information for the
target's UE.

Table 10.5.1.1.9: MIP registration/tunnel activation (unsuccessful) REPORT Record

Parameter MOC Description/Conditions

observed MN NAI C Provide at least one and others when available

observed IMSI

event type C Provide MIP registration/tunnel activation event type.

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

Lifetime C The requested lifetime for the tunnel

failed attach reason C Provide information about the reason for failed registration/tunnel
activation attempt of the target.

Home Address C Provide the UE Home IP Address

Care of Address C The local IP address provided by the access network

Home Agent Address C Provide the Home Agent address
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Table 10.5.1.1.10: DSMIP registration/tunnel activation (unsuccessful) REPORT Record

Parameter MOC Description/Conditions

observed MN NAI C Provide at least one and others when available

observed IMSI

event type C Provide DSMIP registration/tunnel activation event type.

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

lifetime C The requested lifetime for the tunnel.

failed attach reason C Provide information about the reason for failed registration/tunnel
activation attempt of the target.

Requested IPv6 Home Prefix C Provide the UE IPv6 Home Prefix.

Home address C Provide the assigned home address.

APN C Provides the Access Point Name.

Care of address C The local IP address provided by the access network.

Table 10.5.1.1.11: DSMIP Home Agent Switch REPORT Record

Parameter MOC Description/Conditions
observed MN NAI C Provide at least one and others when available
observed IMSI
event type C Provide DSMIP Home Agent Switch event type.
event date M Provide the date and time the event is detected.
event time
lawful intercept identifier M Shall be provided.
network identifier M Shall be provided.
logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.
HSS/AAA address C Provide the address of the HSS/AAA triggering the procedure
Target PDN-GW address M Provide the address of the new PDN-GW

Table 10.5.1.1.12: Serving Evolved Packet System REPORT Record

Parameter MOC Description/Conditions

observed MSISDN C Provide at least one and others when available.

observed IMSI

observed ME Id

event type C Provide Serving Evolved Packet System event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Network identifier of the HSS reporting the event (Network element
identifier included).

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

lawful intercept identifier M Shall be provided.

Serving MME address C Provide the Diameter Origin-Host and the Diameter Origin-Realm of
the serving MME (in case of E-UTRAN access), or IP address of the
serving MME

Visited Network Identifier C An identifier that allows the home network to identify the visited

network (Mobile Country Code and Mobile Network Country defined in
E.212 [87] are included in this identifier) TS 29.273 [53]
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Table 10.5.1.1.13: Start of interception with E-UTRAN attached UE REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed ME Id

event type C Provide start of interception with PDN connection active

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

location information c Provide, when authorized, to identify location information for the
target's UE.

access point name C Provide to identify the packet data network to which the attempt to
connect was made; this information may be provided by the UE (valid
only for default bearer activation).

PDN type C Provide to describe the IP version requested by the target UE.

EPS bearer identity C The identity of the default EPS bearer

lawful intercept identifier M Shall be provided.

CSG Identity C Provide if closed/hybrid HeNB is used in the UE attachment to the
network

HeNB Identity C Provide information to identify the HeNB serving the target's UE.

HeNB IP address C Provide the IP Address of the HeNB serving the target's UE.

HeNB Location C Provide, when authorized, to identify location information for the HeNB
serving the target's UE.

Tunnel Protocol C Provide to identify the tunnel protocol used to transport the signalling
and communications between the HeNB and the EPC.

When the ICE (i.e. S GW, PDN-GW) is not aware of the activation of multiple lawfully authorized intercepts when UE
is already attached to the E-UTRAN, the MF/DF shall generate the Start of Interception with E-UTRAN attached UE
REPORT record on its own using information that it has retained.

The DF2 shall not send the Start of Interception with E-UTRAN attached UE REPORT record to the LEMFs that were
aready intercepting the target due previous L1 activation on the same target.
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Table 10.5.1.1.14: Packet Data Header Information REPORT Record

information

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed ME Id

event type C Provide Packet Data Header Information event type.

event date M Provide the date and time the event is detected.

event time

initiator C Provide to indicate whether the EPS bearer modification is network-
initiated, target-initiated, or not available.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

lawful intercept identifier M Shall be provided.

location information c Provide, when authorized, to identify location information for the
target's UE.

EPS bearer id C Provides the EPS bearer id allocated by the network.

Handover indication C Provide information that the procedure is triggered as part of a
handover.

Correlation number M Provide to uniquely identify the EPS bearer/tunnel delivered to the
LEMF and to correlate IRI records with CC.

lifetime C The lifetime for the tunnel

Requested IPv6 Home Prefix C Provide the UE IPv6 Home Prefix

Home address C Provide the assigned home address

APN C Provides the Access Point Name

Care of address C The IP address provided by the access network

packet data header M Shall be provided to identify the packet header information to be

reported on a per-packet basis as defined in Table 10.5.1.1.15 oron a
summary basis. For summary reporting includes one or more packet
flow summaries where each packet flow summary is associated with a
particular packet flow as defined in Table 10.5.1.1.16.

Table 10.5.1.1.15: Contents of a per-packet packet data header information parameter

Parameter MOC Description/Conditions

source IP address C Provide when mapping packet header information to identify the
source IP address for a particular packet flow.

source port number C Provide when mapping packet header information to report the source
port number for a particular packet flow when the transport protocol
supports port numbers.

destination IP address Provide when mapping packet header information to Identify the
destination IP address for a particular packet flow.

destination port number Provide when mapping packet header information to report the
destination port number for a particular packet flow when the transport
protocol supports port numbers.

transport protocol C Provide when mapping packet header information to identify the
transport protocol (e.g. TCP) for a particular packet flow.

flow label C Provide when mapping packet header information for IPv6 only for a
particular packet flow.

direction M Shall be provided. Identifies the direction of the packet (from target or
to target).

packet size C Provide when mapping packet header information to convey the value
contained in Total Length Fields of the IPv4 packets or the value
contained in the Payload Length fields of the IPv6 packets.

packet data header copy C Provide when reporting a copy of the entire packet header information

rather than mapping individual information and so it is alternative to the
individual information.
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Table 10.5.1.1.16: Contents of a single summary flow packet data header information parameter

Parameter MOC Description/Conditions

source IP address M Shall be provided. Identifies the source IP address for a particular
packet flow.

source port number C Provide to report the source port number for a particular packet flow
when the transport protocol supports port numbers.

destination IP address M Shall be provided. Identifies the destination IP address for a particular
packet flow.

destination port number C Provide to report the destination port number for a particular packet
flow when the transport protocol supports port numbers.

transport protocol M Identifies the transport protocol (e.g. TCP) for a particular packet flow.

flow label C Provide for IPv6 only for a particular packet flow.

summary period M Provides the period of time during which the packets of a particular
packet flow of the summary report were sent or received by the target
and defined by specifying the time when the first packet and the last
packet of the reporting period were detected.

packet count M Provides the number of packets detected for a particular packet flow.

sum of packet sizes M Provides the sum of values contained in Total Length Fields of the
IPv4 packets or the sum of the values contained in the Payload Length
fields of the IPv6 packets.

packet data summary reason M Provides the reason for the report being delivered to the LEMF (i.e.

timeout, count limit, end of session).

Table 10.5.1.1.17: HSS subscriber record change REPORT Record

Parameter MOC Description/Conditions
new observed MSISDN or A C Provide at least one and others when available.
MSISDN
new observed IMSI
New observed IMEI
observed MSISDN or A C Provide at least one and others when available.
MSISDN
observed IMSI
observed IMEI
event type C Provide HSS subscriber record change event type.
event date M Provide the date and time the event is detected.
event time
network identifier M Network identifier of the HSS reporting the event (Network element

identifier included).
lawful intercept identifier M Shall be provided.
carrier Specific Data C Provide to raw data of this specific update.

Table 10.5.1.1.18: Cancel location REPORT Record

Identifier

Parameter MOC Description/Conditions

observed MSISDN C Provide at least one and others when available.

observed IMSI

event type C Provide cancel Location change event type. (purge from HLR sent to
SGSN included).

event date M Provide the date and time the event is detected.

event time

network identifier M Network identifier of the HSS reporting the event (Network element
identifier included).

lawful intercept identifier M Shall be provided.

previous serving system C Provide the previous VPLMN id (Mobile Country Code and Mobile

identifier Network Country, defined in E.212 [87]).

previous visited MME C An identifier that allows the home network to identify the previous

visited MME, such as its IP address or its Diameter Origin Host and
Origin Realm.
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Table 10.5.1.1.19: Register location REPORT Record

Parameter MOC Description/Conditions

observed MSISDN C Provide at least one and others when available.

observed IMSI

event type C Provide register location event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Network identifier of the HSS reporting the event (Network element
identifier included).

lawful intercept identifier M Shall be provided.

previous visited system C An identifier that allows the home network to identify the previous

Identifier visited network (Mobile Country Code and Mobile Network Country
defined in E.212 [87] are included in this identifier) TS 29.273 [53].

previous serving MME C An identifier that qualify the serving MME, such as its IP address or its

identifier Diameter Origin Host and Origin Realm.

current serving system C Provide the previous VPLMN id (Mobile Country Code and Mobile

identifier Network Country, defined in E.212 [87]).

current visited MME Identifier C An identifier that qualify the serving MME, such as its IP address or its

Diameter Origin Host and Origin Realm.

Table 10.5.1.1.20: Location information request REPORT Record

Parameter MOC Description/Conditions

observed MSISDN C Provide at least one and others when available.

observed IMSI

event type C Provide location information request event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Network identifier of the HSS reporting the event (Network element
identifier included).

lawful intercept identifier M Shall be provided.

requesting network identifier C Provide the requesting network identifier PLMN id (Mobile Country
Code and Mobile Network Country, defined in E.212 [87],
TS 23.003 [25] included in the Diameter routing AVPs Origin-Realm
and Origin-Host from the requesting node or proxy)

requesting node type C Provide the requesting node type that may be based from the

Diameter routing AVPs Origin-Realm and Origin-Host from the
requesting node or proxy, such as Diameter Name and Realm
Identifier of a MSC Server; a SMS Centre; a GMLC, a MME, a SGSN.

Table 10.5.1.1.21: LALS Target Positioning REPORT Record

Parameter MOC | Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed ME id

event date M Shall provide the date and time the report is created.

event time

network identifier M Network identifier of the LI LCS Client (Network element identifier
included).

lawful intercept identifier M Shall be provided.

location information C Provide the LALS location information, if the positioning is successful

extended location parameters | O If available, additional location information and associated QoS
information.

LALS error code C Provide the error identification code if the positioning is not successful.
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Table 10.5.1.1.22: LALS Enhanced Location for IRl REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed IMEI

event date M Provide the date and time the LCS Report is available at LI LCS
Client.

event time

network identifier M Network identifier of the LI LCS Client (Network element identifier
included).

lawful intercept identifier M Shall be provided.

correlation number C Provided for correlation with the IRI records of the call, if available
in the corresponding LALS triggering event.

location information C Provide the LALS location information, if the positioning is
successful.

extended location parameters (0] If available, additional location information and associated QoS
information.

LALS error code C Provide the error identification code if the positioning is not

successful.

NOTE 1: Seethe TS33.107 [19] for a detailed description of LALS. See Annex O for information on using of the

EPS ASN.1 information object for the LALS reporting.

NOTE 2: In some specific scenarios the amount of Enhanced Location for IRI reports data may overload the X2
and/or HI2 interfaces. To prevent the overload, aflow control for Enhanced Location for IRl Reports may
be implemented, e.g. by limiting the frequency of the reports for individual target.

10.5.1.2

BEGIN record information

The BEGIN record is used to convey the first event of EPS communication interception.

The BEGIN record shall be triggered in the following cases:

successful EPS bearer activation or tunnel establishment;

the interception of atarget's communicationsis started and at least one EPS bearer or tunnel is active. In this
case, some of the parameters, available at EPS bearer or tunnel activation may be not available any longer at the
node. It is not required to store these parameters at the node to be used just in case of LI activation at later stage.
If more than one EPS bearer or tunnel is active, a BEGIN record shall be generated for each EPS bearer or tunnel

that is active;

during the S-GW relocation, when there is a change in the PLMN or when the information about the change in

the PLMN is not available at the DF/MF;

the target entered an interception area and has at least one EPS bearer/tunnel active (FFS).
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Table 10.5.1.2.1: Bearer Activation (successful) and Start of Interception with active bearer BEGIN

Record
Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed ME Id

event type C Provide, depending on the reported event,

Bearer activation
or
Start of interception with active bearer event type.

event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify the packet data network to which the connection is
made (valid only for default bearer activation).

PDN address allocation C Provides the PDN type and PDN address(es) used by the network.

initiator C Provide to indicate whether the EPS bearer activation is network-
initiated, target-initiated, or not available.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

lawful intercept identifier M Shall be provided.

location information c Provide, when authorized, to identify location information for the
target's UE.

EPS bearer QOS C Provide to identify the QOS parameters. It carries the EPS bearer
QOS associated to the established bearer.

Bearer activation type C Provides information on default or dedicated bearer activation.

APN-AMBR C The Aggregate Maximum Bit Rate foreseen for the APN. The
parameter carries the APN-AMBR used for the established bearer

Protocol configuration options C Provide information about the protocol configuration options requested
by the UE.

Procedure transaction C Used to associate the EPS bearer activation to other messages

identifier triggering the procedure.

EPS bearer id C Provides the EPS bearer id allocated by the network.

Linked EPS bearer identity C Provides, in case of dedicated bearer activation, the EPS bearer id of
the associated default bearer; not applicable in case of default bearer
activation.

Traffic Flow Template(s) TFT C The TFT associated to the dedicated bearer activation; not applicable
in case of default bearer activation.

Handover indication C Provide information that the procedure is triggered as part of a
handover.

RAT type C The Radio Access Type used by the target subscriber (only applicable
to default bearer activation).

Correlation number M Shall be provided to uniquely identify the EPS bearer delivered to the
LEMF and to correlate IRI records with CC.

UE Local IP Address C The UE local IP address reported over GTP based S2b interface
TS 29.274 [46].

UE UDP Port C The UE UDP Port provided in case of GTP based S2b interface
TS 29.274 [46].

WLAN location information C The TWAN identifier provided in case of GTP based S2b interface
TS 29.274 [46].

WLAN location timestamp C The TWAN identifier timestamp provided in case of GTP based S2b

interface TS 29.274 [46].

ETSI




3GPP TS 33.108 version 14.3.0 Release 14 127 ETSI TS 133 108 V14.3.0 (2018-01)

Table 10.5.1.2.2: PMIP Attach/tunnel activation (successful) and Start of Interception with active PMIP
tunnel BEGIN Record

Parameter MOC Description/Conditions

observed MN NAI

g?)sseerr\(/ee% TASIQ?(:?N C Provide at least one and others when available

observed IMSI

event type C Provide, depending on the reported event,
PMIP Attach/tunnel activation
or
Start of interception with active PMIP tunnel event type.

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

Lifetime C The lifetime for the tunnel

Access technology type C Provide the radio access type

Handover indicator C Provide information that the procedure is triggered as part of the
handover

APN C Provides the Access Point Name

UE address info C Includes one or more addresses allocated to the UE

Correlation number M Shall be provided to uniquely identify tunnel delivered to the LEMF and
to correlate IRI records with CC.

Serving Network C Provide to identify the serving network the UE is attached to in case of
E-UTRAN access and PMIP based S5/S8 interfaces.

DHCPV5 Address Allocation C Indicates that DHCPV5 is to be used to allocate the IPv4 address to

Indication the UE in case of E-UTRAN access and PMIP based S5/S8 interfaces.

Location information C Provide, when authorized, to identify location information for the
target's UE.

Table 10.5.1.2.3: MIP registration/tunnel activation (successful) and Start of Interception with active
MIP tunnel BEGIN Record

Parameter MOC Description/Conditions

observed MN NAI C Provide at least one and others when available

observed IMSI

event type C Provide, depending on the reported event,
MIP registration/tunnel activation
or
Start of interception with active MIP tunnel event type.

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

Lifetime C The lifetime for the tunnel.

Home Address C Provide the UE Home IP Address.

Care of address C The IP address provided by the access network.

Home Agent Address C Provide the Home Agent address

Correlation number M Shall be provided to uniquely identify tunnel delivered to the LEMF and
to correlate IRI records with CC.

APN C Provides the Access Point Name
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Table 10.5.1.2.4: DSMIP registration/tunnel activation (successful) and Start of Interception with
active DSMIP tunnel BEGIN Record

Parameter MOC Description/Conditions
observed MN NAI
observed IMSI
event type C Provide, depending on the reported event,

DSMIP registration/tunnel activation
or
Start of interception with active DSMIP tunnel event type.

C Provide at least one and others when available

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

lifetime C The lifetime for the tunnel

Requested IPv6 Home Prefix C Provide the UE IPv6 Home Prefix

Home address C Provide the assigned home address

APN C Provides the Access Point Name

Care of address C The IP address provided by the access network

Correlation number M Shall be provided to uniquely identify tunnel delivered to the LEMF and

to correlate IRI records with CC.

When the ICE (e.g. SSGW, PDN-GW) is not aware of the activation of multiple lawfully authorized interception a target
with active bearer or with active PMIP/MIP/DSMIP tunnel, the MF/DF shall generate the BEGIN record on its own
using information that it has retained.

When the BEGIN-record is used to convey the start of interception with active bearer, or active PMIP tunnel, or active
MIP tunnel, or active DSMIP tunnel, the DF2 shall not send the BEGIN record to the LEMFsthat were already
intercepting the target due previous L1 activation on the same target.

10.5.1.3 CONTINUE record information
The CONTINUE record is used to convey events during an active EPS bearer/tunnel.
The CONTINUE record shall be triggered in the following cases:

- An active EPS bearer/session is modified.

- During the S-GW relocation, when target has got at least one EPS bearer/tunnel active, the PLMN does not
change and the triggering event information is available at the DF/MF.

NOTE: Thisscenario does not apply to DSMIP and MIP protocol cases.

- Incase of handover between different accesses when GTP based messages are intercepted. In this case, the RAT
type indicates the new access after the handover.

In order to enable the LEMF to correlate the information on HI3, a new correlation number shall not be generated
within a CONTINUE record.
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Table 10.5.1.3.1: Bearer Modification CONTINUE Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed ME Id

event type C Provide Bearer modification event type.

event date M Provide the date and time the event is detected.

event time

initiator C Provide to indicate whether the EPS bearer modification is network-
initiated, target-initiated, or not available.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

lawful intercept identifier M Shall be provided.

location information c Provide, when authorized, to identify location information for the
target's UE.

EPS bearer QOS C Provide to identify the QOS parameters.

APN-AMBR C The Aggregate Maximum Bit Rate for the APN.

Procedure transaction C Used to associate the EPS bearer modification to other messages

identifier triggering the procedure.

EPS bearer id C Provides the EPS bearer id allocated by the network.

Traffic Flow Template(s) TFT C The TFT associated to the EPS bearer modification;

RAT type C The Radio Access Type used by the target.

APN-AMBR C The Aggregate Maximum Bit Rate foreseen for the APN.

Handover indication C Provide information that the procedure is triggered as part of a
handover.

Correlation number M Shall be provided to uniquely identify the EPS bearer delivered to the
LEMF and to correlate IRI records with CC.

Failed bearer modification C Provide information about the reason for failed bearer modification

reason

UE Local IP Address C The UE local IP address reported over GTP based S2b interface
TS 29.274 [46].

UE UDP Port C The UE UDP Port provided in case of GTP based S2b interface
TS 29.274 [46].

WLAN location information C The TWAN identifier provided in case of GTP based S2b interface
TS 29.274 [46].

WLAN location timestamp C The TWAN identifier timestamp provided in case of GTP based S2b
interface TS 29.274 [46].
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Table 10.5.1.3.2: Start of Interception with active bearer CONTINUE Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed ME Id

event type C Provide Start of interception with active bearer event type.

event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify the packet data network to which the connection is
made (valid only for default bearer).

PDN address allocation C Provides the PDN type and PDN address(es) used by the network.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

lawful intercept identifier M Shall be provided.

location information c Provide, when authorized, to identify location information for the
target's UE.

EPS bearer QOS C Provide to identify the QOS parameters.

Bearer activation type C Provides information on default or dedicated bearer.

APN-AMBR C The Aggregate Maximum Bit Rate foreseen for the APN.

Protocol configuration options C Provide, if available, information about the protocol configuration
options requested by the UE (valid only for default bearer).

Procedure transaction (o Used, if available, to associate the EPS bearer to other messages

identifier triggering the previous bearer activation.

EPS bearer id C Provides the EPS bearer id allocated by the network.

Linked EPS bearer identity C Provides, in case of dedicated bearer, the EPS bearer id of the
associated default bearer; not applicable in case of default bearer.

Traffic Flow Template(s) TFT C The TFT associated to the dedicated bearer; not applicable in case of
default bearer.

Handover indication C Provide information that the procedure is triggered as part of a
handover.

RAT type C The Radio Access Type used by the target (only applicable to default
bearer).

Correlation number M Shall be provided to uniquely identify the EPS bearer delivered to the

LEMF and to correlate IRI records with CC.

Table 10.5.1.3.3: Start of Interception with active PMIP tunnel CONTINUE Record

Parameter MOC Description/Conditions

observed MN NAI

observed MSISDN C Provide at least one and others when available

observed ME Id

observed IMSI

event type C Provide Start of interception with active PMIP tunnel event type.

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

Lifetime C The lifetime for the tunnel

Access technology type C Provide the radio access type

Handover indicator C Provide information that the procedure is triggered as part of the
handover

APN C Provides the Access Point Name

UE address info C Includes one or more addresses allocated to the UE

Additional parameters C Provide additional parameters sent by the UE.

Correlation number M Shall be provided to uniquely identify tunnel delivered to the LEMF and
to correlate IRI records with CC.

Serving Network C Provide to identify the serving network the UE is attached to in case of
E-UTRAN access and PMIP based S5/S8 interfaces.

Location information C Provide, when authorized, to identify location information for the

target's UE.
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Table 10.5.1.3.4: PMIP session modification CONTINUE Record

Parameter MOC Description/Conditions

observed MN NAI

observed MSISDN C Provide at least one and others when available

observed ME Id

observed IMSI

event type C Provide PMIP session modification.

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

Lifetime C The lifetime for the tunnel

Access technology type C Provide the radio access type

Handover indicator C Provide information that the procedure is triggered as part of the
handover

APN C Provides the Access Point Name

UE address info C Includes one or more addresses allocated to the UE

Additional parameters C Provide additional parameters sent by the UE.

Correlation number M Shall be provided to uniquely identify tunnel delivered to the LEMF and
to correlate IRI records with CC.

Serving Network C Provide to identify the serving network the UE is attached to

DHCPv4 Address Allocation C Indicates that DHCPVA4 is to be used to allocate the IPv4 address to

Indication the UE

Location information C Provide, when authorized, to identify location information for the
target's UE.

Table 10.5.1.3.5: DSMIP session modification CONTINUE Record

Parameter MOC Description/Conditions

observed MN NAI C Provide at least one and others when available

observed IMSI

event type C Provide DSMIP session modification.

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

lifetime C The lifetime for the tunnel

Requested IPv6 Home Prefix C Provide the UE IPv6 Home Prefix

Home address C Provide the assigned home address

APN C Provides the Access Point Name

Care of address C The IP address provided by the access network

Correlation number M Shall be provided to uniquely identify tunnel delivered to the LEMF and
to correlate IRI records with CC.

Session modification failure C Provides the reason for failure

reason

10.5.1.4 END record information
The END record is used to convey the last event of EPS communication.
The END record shall be triggered in the following cases:

- EPS bearer deactivation;

- Tunnel deactivation;

- Resource allocation deactivation.
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Table 10.5.1.4.1: Bearer Deactivation END Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at least one and others when available.

observed ME Id

event type C Provide Bearer Deactivation event type.

event date M Provide the date and time the event is detected.

event time

initiator C Provide to indicate whether the EPS deactivation is network-initiated,
target-initiated, or not available.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

correlation number M Shall be provided to uniquely identify the PDP context delivered to the
LEM and to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
target's MS.

Bearer deactivation type C Provides information on default or dedicated bearer deactivation.

Bearer deactivation cause C Provide to indicate reason for deactivation.

EPS bearer id o] Provides the identity of the deactivated bearer.

Procedure Transaction C Used to associate the EPS bearer deactivation to other messages

Identifier triggering the procedure.

ULI Timestamp 0] Indicates the time when the User Location Information was acquired.

UE Local IP Address C The UE local IP address reported over GTP based S2b interface
TS 29.274 [46].

UE UDP Port C The UE UDP Port provided in case of GTP based S2b interface
TS 29.274 [46].

WLAN location information C The TWAN identifier provided in case of GTP based S2b interface
TS 29.274 [46].

WLAN location timestamp C The TWAN identifier timestamp provided in case of GTP based S2b

interface TS 29.274 [46].

Table 10.5.1.4.2: PMIP Detach/tunnel deactivation END Record

Parameter MOC Description/Conditions

observed MN NAI

observed MSISDN C Provide at least one and others when available

observed ME Id

observed IMSI

event type C Provide PMIP Detach/tunnel deactivation event type

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

APN C The access point name

Initiator C Provide to indicate whether the tunnel deactivation is network-initiated,
target-initiated

Correlation number M Shall be provided to uniquely identify tunnel delivered to the LEMF and
to correlate IRI records with CC.

Location information C Provide, when authorized, to identify location information for the

target's UE.
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Table 10.5.1.4.3: MIP deregistration/tunnel deactivation END Record

Parameter MOC Description/Conditions

observed MN NAI C Provide at least one and others when available

observed IMSI

event type C Provide MIP deregistration/tunnel deactivation.

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

Home Agent address C Provide the Home Agent address

Home Address C Provide the UE Home IP Address

Care of address C The local IP address provided by the access network.

Initiator (o Provide to indicate whether the tunnel deactivation is network-initiated,
target-initiated

Correlation number M Shall be provided to uniquely identify tunnel delivered to the LEMF and
to correlate IRI records with CC.

Table 10.5.1.4.4: DSMIP deregistration/tunnel deactivation END Record

Parameter MOC Description/Conditions

observed MN NAI C Provide at least one and others when available

observed IMSI

event type C Provide DSMIP deregistration/tunnel deactivation.

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

Home address C Provide the IPv6 home address

Care of Address C The IP address provided by the access network

Initiator C Provide to indicate whether the tunnel deactivation is network-initiated,
target-initiated

Correlation number M Shall be provided to uniquely identify tunnel delivered to the LEMF and
to correlate IRI records with CC.

Table 10.5.1.4.5: PMIP Resource Allocation Deactivation END Record
Parameter MOC Description/Conditions

observed MN NAI

observed MSISDN C Provide at least one and others when available

observed ME Id

observed IMSI

event type C Provide PMIP Resource Allocation Deactivation event type

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

Revocation trigger C Provide the cause for the revocation procedure

UE Address Info C Includes one or more addresses allocated to the UE (i.e. UE PMIP
tunnel information)

Correlation number M Shall be provided to uniquely identify tunnel delivered to the LEMF and
to correlate IRI records with CC.

Location information C Provide, when authorized, to identify location information for the
target's UE.
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Table 10.5.1.4.6: PMIP PDN-GW initiated PDN disconnection END Record

Parameter MOC Description/Conditions

observed MN NAI

observed MSISDN C Provide at least one and others when available

observed ME Id

observed IMSI

event type C Provide PMIP PDN-GW initiated PDN disconnection event type

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

Revocation trigger C Provide the cause for the revocation procedure

PDN address(es) C Provide the PDN address(es) for which the disconnection is done

Correlation number M Shall be provided to uniquely identify tunnel delivered to the LEMF and
to correlate IRI records with CC.

Location information C Provide, when authorized, to identify location information for the
target's UE.

Table 10.5.1.4.7: MIP Resource Allocation Deactivation END Record

Parameter MOC Description/Conditions

observed MN NAI C Provide at least one and others when available

observed IMSI

event type C Provide MIP deregistration/tunnel deactivation.

event date M Provide the date and time the event is detected.

event time

lawful intercept identifier M Shall be provided.

network identifier M Shall be provided.

logicalFunctioninformation (0] Used to distinguish between multiple logical functions operating in a
single physical network element.

Revocation trigger C Provide the cause for the revocation procedure

Home Address C Provide the UE Home IP Address

Foreign domain address C The relevant IP address in the foreign domain.

Correlation number M Shall be provided to uniquely identify tunnel delivered to the LEMF and
to correlate IRI records with CC.

10.6 IRl reporting for evolved packet domain at PDN-GW

Interception in the PDN-GW is a hational option. However, in certain scenarios the PDN-GW isthe only ICE in the
3GPP network where interception in the PLMN accessed by the target can be performed (i.e., for trusted non-3GPP
access, the HPLMN in case of non roaming and the VPLMN in case of roaming with local breakout).

As anational option, in the case where the PDN-GW isreporting IRI for atarget, the target is handed off to another S-
GW and the same PDN-GW continues to handle the content of communications subject to roaming agreements, the
PDN-GW shall continue to report the IRIs.

NOTE: Insome situation (e.g. during activation of second, third, etc, intercepts on the target), the MF/DF may
have to detect on its own that an interception is activated on atarget with active bearer or with active
PMIP/MIP/DSMIP tunnel.

10.7  Content of communication interception for evolved packet
domain at PDN-GW

Interception in the PDN-GW is a hational option. However, in certain scenarios the PDN-GW isthe only ICE in the
3GPP network where interception in the PLMN accessed by the target can be performed (i.e., for trusted non-3GPP
access, the HPLMN in case of non roaming and the VPLMN in case of roaming with local breakout).

Asanational option, in the case where the PDN-GW is performing interception of the content of communications, the
target is handed off to another S-GW and the same PDN-GW continues to handle the content of communications
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subject to roaming agreements, the PDN-GW shall continue to perform the interception of the content of
communication.

11 3GPP IMS Conference Services

11.1 Identifiers

11.1.1 Overview

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different handover interfaces (H12 and HI3). The identifiers are defined in the subsections bel ow.

For the delivery of CC, the MRFP provides correlation numbers and target identities to the HI 3. The AS/MRFC reports
the IRI associated with the conference services.

For the delivery of CC and IRI, the AS/MRFC/MRFP provides correlation numbers and target identities to the HI2 and
HI3. For a given target the correlation number is unique per conference session.

NOTE: If two or more target identities are involved in the same conference session the same Correlation Number
may be assigned by the relevant network element to the communication sessions of the different target
identities.

11.1.2 Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a specia
Lawful Interception Identifier (LI11D), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification, pointing to atarget identity makes it easier to keep the knowledge about a specific
target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID isacomponent of the CC delivery procedure and of the IRI records. It shall be used within any information
exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LI1ID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter, based on an agreement with each LEA, aunique LIID for each
target identity of the target or asingle L11D for multiple target identities all pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be unique L11Ds assigned relating to each LEA.

Note that, in order to simplify the use of the LII1D at LEMF for the purpose of correlating IMS signalling with GSN CC,
the use of asingle LIID in association with potentially numerous IMS identities (SIP and TEL URIS) is recommended.

In casethe LIID of agiven target has different valuesin the GSN and in the CSCF, it is up to the LEMF to recover the
association between the two LIIDs.

11.1.3 Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following
two identifiers.

1) Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier isto uniquely identify the relevant network element carrying out
the LI operations, such as LI activation, IRl record sending, etc.
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A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of
the NEID.
11.1.4 Correlation number
For a given target the Correlation Number is unique per conference session and used for the following purposes:
- correlate CC with IRI,
- correlate different IRI records within one conference session.

NOTE: The Correlation Number isat a minimum unique for each concurrent communication of atarget within a
lawful authorization.

11.2  Timing and quality

11.2.1 Timing

Asageneral principle, within atelecommunication system, IR, if buffered, should be buffered for as short atime as
possible.

NOTE: If thetransmission of IRI fails, it may be buffered or lost.
Subject to national requirements, the following timing requirements shall be supported:

- Each IRI datarecord shall be sent by the delivery function to the LEMF over the HI2 within seconds of the
detection of the triggering event by the |AP at least 95% of the time.

- Each IRI datarecord shall contain atime-stamp, based on the intercepting node's clock that is generated
following the detection of the IRI triggering event.

11.2.2 Quality

The quality of service associated with the result of interception should be (at least) equal to the highest quality of
service of the original content of communication for al participants. This may be derived from the QoS class used for
the original intercepted session, TS 23.107 [20]. However, when TCP isused as an OSI layer 4 protocol across the HI 3,
real time delivery of the result of the interception cannot be guaranteed. The QoS used from the operator (NO/AN/SP)
to the LEMF is determined by what operators (NO/AN/SP) and law enforcement agree upon.

11.2.3 Void
(Void)

11.3  Security aspects

Security is defined by national regquirements.

11.4  Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a
provider's network and at each of the relevant intercept access points within the network. Specifics related to this topic
include:

- The ahility to access and monitor all simultaneous communications originated, received, or redirected by the
target;
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- Theability for multiple LEAS (up to five) to monitor, simultaneously, the same target while maintaining
unobtrusiveness, including between agencies;

- The ahility of the network to simultaneously support a number of separate (i.e. multiple targets) legally
authorized interceptions within its service area(s), including different levels of authorization for each
interception (i.e. IRl only, or IRI and communication content), including between agencies.

11.5 IRI for IMS Conference Services

11.5.0 Introduction

The IRI will in principle be available in the following phases of a conference service transmission:
1) At aconference creation, when the target successfully provisions or requests that a conference is created;

2) Atthe start of a conference, when the first party isjoined to the conference; the conference may be provisioned
or requested by the target or the conference is the target of interception;

3) Attheend of aconference, when the last party on the conference leaves or the conference is terminated by the
conference server; the conference may be provisioned or requested by the target or the conference is the target;

4) At certain times when relevant information are available.
The IRl may be subdivided into the following categories:

1. Control information for HI2 (e.g. correlation information);

2. Basic data communication information, for standard data transmission between two parties.
The events defined in TS 33.107 [19] are used to generate records for the delivery viaHI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. The following table gives the mapping between event type received at DF2 level and record type sent to
the LEMF.

Table 11.1: Mapping between IMS Conference Service Events and HI2 records type

Event IRI Record Type
Start of Conference (successful) BEGIN
Start of Intercept with Conference Active BEGIN
Conference Service Party Join CONTINUE
Conference Service Party Leave CONTINUE
Conference Service Bearer Modify CONTINUE
Conference Service End (unsuccessful) CONTINUE
Conference Service End (successful) END
Start of Conference (unsuccessful) REPORT
Conference Service Creation REPORT
Conference Service Update REPORT

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the ICE or DF2 MF, if thisis necessary in a specific country. The
following table gives the mapping between information received per event and information sent in records.
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Table 11.2: Mapping between Events information and IRl information
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Parameter

description

HI2 ASN.1 parameter

Bearer Modify ID

Identity of the party modifying or attempting to
modify a media bearer

bearerModifyPartyID (partyldentity)

Conference End Reason Provides a reason for why the conference confEndReason
ended.
Conference URI A URI associated with the conference being conflD

monitored.

Correlation Number

The correlation number is used to correlate CC
and IRI. The correlation number is also used to
allow the correlation of IRI records.

confCorrelation

Event Date Date of the event generation in the AS/MRFC. timestamp
Event Time Time of the event generation in the AS/MRFC

server. Timestamp shall be based on the

AS/MRFC internal clock.
Event Type Description which type of event is delivered: confEvent

Start of Conference, Party Join, Party Leave,
Bearer Modify, Start of Intercept on an Active
Conference, Conference End

Failed Bearer Modify Reason

Provides a reason for why a bearer modification
attempt failed

confEventFailureReason

Failed Conference End
Reason

Provides a reason for why a conference end
attempt failed

confEventFailureReason

Failed Conference Start
Reason

Provides a reason for why a conference start
attempt failed.

confEventFailureReason

Failed Party Join Reason

Provides a reason for why a party join attempt
failed.

confEventFailureReason

Failed Party Leave Reason

Provides a reason for why a party leave attempt
failed.

confEventFailureReason

Identity(ies) of Conference
Controller

Identifies the parties that have control privileges
on the conference, if such information is
configured in the system.

confControllerID (partyldentity)

Initiator The initiator of a request, for example, the confEventlnitiator
target, the network, a conferee.
Join Party ID Identity of the party successfully joining or joinPartyID (partyldentity)

attempting to join the conference.

Join Party Supported Bearers

Identity of bearer types supported by the party
successfully joining the conference

confPartylnformation
(supportedmedia)

Leave Party ID

Identity of the party leaving or being requested
to leave the conference.

leavePartyID (partyldentity)

List of Conferees

Identifies each of the conferees currently on a
conference (e.g., via SIP URI or TEL URI).

confPartylnformation (partyldentity)

List of Potential Conferees

Identifies each of the parties to be invited to a
conference or permitted to join the conference (if
available).

listOfPotConferees (partyldentity)

List of Waiting Conferees

Identifies each of the conferees awaiting to join
a conference (e.g., called in to a conference that
has not yet started)

listOfWaitConferees (partyldentity)

Media Modification

Identifies how the media was modified (i.e.,
added, removed, or changed) and the value for
the media

mediaModification

Network Identifier

Operator ID plus ICE address. This is an unique
identifier for the element reporting the ICE.

networkldentifer

Lawful Interception identifier

Unigue number for each lawful authorization.

lawfullnterceptionldentifier

Observed IMPU

IMS Public User identity (IMPU) of the target. In
some cases, this identity may not be observed
by the MRFC. Also see Note 1.

partylnformation (partyldentity)

Observed IMPI

IMS Private User identity (IMPI) of the target. In
some cases, this identity may not be observed
by the MRFC. Also see Note 1.

partylnformation (partyldentity)

Observed Other Identity

Target identifier with the NAI of the target.

partylnformation (partyldentity)

Party Leave Reason

Provides a reason for why a party left the
conference

reason

Party(ies) Affected by Bearer
Modification

The list of parties affected by a media bearer
modification

confPartylnformation (partyldentity)

Potential Conference End
Time

The expected end time of the conference, if
such end information is configured in the
system.

potConfEndInfo (timestamp)
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Parameter description HI2 ASN.1 parameter
Potential Conference Start The expected start time of the conference, if potConfStartinfo (timestamp)
Time start time information is configured in the
system.

Information indicating the recurrence pattern for | Recurrencelnfo
the event as configured for the created

conference.

Recurrence Information

confPartylnformation
(supportedmedia)

Supported Bearers Provides all bearer types supported by a

conferee in a conference

Temporary Conference URI A temporarily allocated URI associated with a tempConflD

conference being monitored.

NOTE 1: In most cases, either the IMPU or IMPI may be available, but not necessarily both.

NOTE 2: LIID parameter must be present in each record sent to the LEMF.
11.5.1 Events and information

11511 Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried
by arecord. Thisfocusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 11.1 Mapping between Conference Service
Events and HI2 records type and Annex B.11 Intercept related information (H12). IRI is described in terms of a'causing
event' and information associated with that event. Within each IRI record there is a set of events and associated
information elements to support the particular service.

The communication events described in Table 11.1: Mapping between Conference Service Events and HI2 record type
and Table 11.2: Mapping between Eventsinformation and IRl information convey the basic information for reporting
the disposition of acommunication. This clause describes those events and supporting information.
Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M) - required for the record,
conditional (C) - required in situations where a condition is met (the condition is given in the Description), or
optional (O) - provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

11.5.1.2 BEGIN record information
The BEGIN record is used to convey the first event of conference service communication interception.
The BEGIN record shall be triggered when:

- atarget provisioned or requested conference is started (i.e., when the first party isjoined to the conference, or
when the first party accesses the conference but must wait for a conference host/owner/chairman to join);

- aconferencethat isthetarget is started (i.e., when the first party is joined to the conference, or when the first
party accesses the conference but must wait for a conference host/owner/chairman to join);

- aninterception is activated during an on-going conference call.
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Table 11.3: Conference Service Start (Successful) BEGIN Record

Parameter MOC Description/Conditions

observed IMPU

observed IMPI C Provide at least one and others when available.

event type M Provide Conference event type (i.e., Conference Start).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful interception identifier M Shall be provided.

correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.

list of potential conferees C Provide, when available, the party identities that are invited or
permitted to join the conference.

list of conferees Provide at least one when available; provide the party identities on the

list of waiting conferees C current conference and/or party identities of those who have accessed
the conference. See Note

supported bearers For each conferee, provide all bearers that are actively supported in
this conference

conference URI C Provide at least one and others when available; provide the URI

temporary conference URI associated with the conference under surveillance

NOTE:

List of Waiting Confereesis only reported if the conference service allows party members to access a

conference but they do not receive conference media.

Table 11.4: Start of Intercept with Conference Active BEGIN Record

Parameter MOC Description/Conditions

observed IMPU

observed IMPI C Provide at least one and others when available.

event type M Provide Conference event type (i.e., Intercept Start with Active
Conference).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful interception identifier M Shall be provided.

correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.

list of conferees M Provide the party identities on the current conference.

supported bearers M For each conferee, provide all bearers that are actively supported in
this conference

conference URI C Provide at least one and others when available; provide the URI

temporary conference URI associated with the conference under surveillance

When the AS'MRFC is not aware of the activation of multiple lawfully authorized intercepts on an on-going conference
call of asingle target, the MF/DF shall generate the BEGIN record with Start of Intercept with Conference Active on its
own using information that it has retained.

When the BEGIN-record is used to convey the start of interception on an on-going conference, the DF2 shall not send
the Start of Intercept with Conference Active BEGIN record to the LEMFs that were already intercepting the
conference due previous LI activation on the same target or conference.

11.5.1.3 CONTINUE record information
The CONTINUE record is used to convey the events during an active conference.
The CONTINUE record shall be triggered when:
- aparty successfully joins the target's conference or a conference that is the target;
- aparty unsuccessfully attempts to join the target's conference or a conference that is the target;

- aparty successfully leaves (e.g., normal disconnection or involuntary termination/removal) atarget's conference
or aconference that is atarget;
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- aparty unsuccessfully attempts to drop another party from the target's conference or a conference that is the
target;
- aparty successfully modifies (e.g., adds, removes, changes) mediain the conference;
- aparty unsuccessfully manages modifies (e.g., adds, removes, changes) mediain the conference;
- there was an unsuccessful attempt to terminate atarget provisioned or requested conference;
- there was an unsuccessful attempt to terminate a conference that is the target.

In order to enable the LEMF to correlate the information on HI3, a new correlation number shall not be generated
within a CONTINUE record.

NOTE: Reporting of participant signalling to manage conference features (e.g., (unymute) is for further study.

Table 11.5: Conference Service Party Join (successful) CONTINUE Record

Parameter MOC Description/Conditions
observed IMPU
observed IMPI C Provide at least one and others when available.
event type M Provide conference event type (i.e., Party Join).
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful interception identifier M Shall be provided.
correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.
join party ID M Provide the identity of the party joining the conference.
initiator (of party join request) C Provide if different from join party ID.
conference URI C Provide at least one and others when available; provide the URI
temporary conference URI associated with the conference under surveillance.
join party supported bearers M Provide all bearers that the party joining the conference supports.

Table 11.6: Conference Service Party Join (unsuccessful) CONTINUE Record

Parameter MOC Description/Conditions
observed IMPU
observed IMPI C Provide at least one and others when available.
event type M Provide conference event type (i.e., Party Join).
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful interception identifier M Shall be provided.
correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.
join party ID M Provide the identity of the party attempting to join the conference.
initiator (of party join request) C Provide if different from join party ID.
conference URI C Provide at least one and others when available; provide the URI
temporary conference URI associated with the conference under surveillance
failed party join reason M Provide information about the reason the attempted party join failed.
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Table 11.7: Conference Service Party Leave (successful) CONTINUE Record

Parameter MOC Description/Conditions

observed IMPU

observed IMPI C Provide at least one and others when available.

event type M Provide conference event type (i.e., Party Leave).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful interception identifier M Shall be provided.

correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.

leave party ID M Provide the identity of the party leaving the conference or the identity
of the party dropped from the conference

initiator (of party leave C Provide if different from leave party ID

request)

conference URI C Provide at least one and others when available; provide the URI

temporary conference URI associated with the conference under surveillance

party leave reason M Provide information about the cause of the party leave (e.g., party
hang up, party drop, or removed by conference controller)

supported bearers M Provide all bearers that the party leaving the conference supported.

Table 11.8: Conference Service Party Leave (unsuccessful) CONTINUE Record

Parameter MOC Description/Conditions

observed IMPU

observed IMPI C Provide at least one and others when available.

event type M Provide conference event type (i.e., Party Leave).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful interception identifier M Shall be provided.

correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.

leave party ID M Provide the identity of the party attempting to leave the conference or
the identity of the party that was requested to be dropped from the
conference.

initiator (of party leave C Provide if different from leave party ID.

request)

conference URI C Provide at least one and others when available; provide the URI

temporary conference URI associated with the conference under surveillance

failed party leave reason M Provide information about the reason the conference party leave or

dropped failed.

Table 11.9: Conference Service Bearer Modify (successful) CONTINUE Record

modification

Parameter MOC Description/Conditions

observed IMPU

observed IMPI C Provide at least one and others when available.

event type M Provide conference event type (i.e., Bearer Modify).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful interception identifier M Shall be provided.

correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.

bearer modify ID M Provide the identity of the party modifying a bearer.

conference URI C Provide at least one and others when available; provide the URI

temporary conference URI associated with the conference under surveillance

media modification Provide information about bearer modification (i.e., add, remove,
change) and value of media.

Parties affected by bearer M Provide the party identities of those conferees affected by the bearer

modification.
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Table 11.10: Conference Service Bearer Modify (unsuccessful) CONTINUE Record

Parameter MOC Description/Conditions

observed IMPU

observed IMPI C Provide at least one and others when available.

event type M Provide conference event type (i.e., Bearer Modify).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful interception identifier M Shall be provided.

correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.

bearer modify ID M Provide the identity of the party who attempted the action

conference URI C Provide at least one and others when available; provide the URI

temporary conference URI associated with the conference under surveillance

media modification Provide information about the attempt to modify a bearer (i.e., add,
remove, change) and value of media.

failed bearer modify reason M Provide information about the reason for failed bearer modification.

Table 11.11: Conference Service End (unsuccessful) CONTINUE Record

Parameter MOC Description/Conditions
observed IMPU
observed IMPI C Provide at least one and others when available.
event type M Provide Conference event type (i.e., Conference End).
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful interception identifier M Shall be provided.
correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.
initiator (of conference end M Provide information on the initiator of the conference end (e.qg,, target,
request) network, conferee).
conference URI C Provide at least one and others when available; provide the URI
temporary conference URI associated with the conference under surveillance.
failed conference end reason M Provide information about the reason for the failed conference end.

11514

END record information

The END record is used to convey the last event of a conference service communication.

The END record shall be triggered when:

- atarget provisioned or requested conference is terminated;

- aconference that isthe target is terminated;
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Table 11.12: Conference Service End (successful) END Record

Parameter MOC Description/Conditions
observed IMPU
observed IMPI C Provide at least one and others when available.
event type M Provide Conference event type (i.e., Conference End).
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful interception identifier M Shall be provided.
correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.
initiator (of a conference end M Provide information on the initiator of the conference end (e.qg,, target,
request) network, conferee).
conference URI C Provide at least one and others when available; provide the URI
temporary conference URI associated with the conference under surveillance.
conference end reason M Provide information about the reason for the conference end (e.qg.,

expiration of time limit; party termination command, last user left
conference).

11.5.15

REPORT record information

The REPORT record is used to report non-communication related subscriber actions (events) and for reporting
creations and updates of provisioned (e.g., future) conferences.

The REPORT record shall be triggered when:

- atarget successfully provisions or requests that a conference be created;

- atarget successfully provisions or requests that a conference be updated (e.g., modify or delete);

- atarget provisioned or requested conference failsto start (e.g., no parties join the conference);

- aconferencethat isthetarget failsto start (e.g., no partiesjoin the conference).

Table 11.13; Conference Service Start (Unsuccessful) REPORT Record

Parameter MOC Description/Conditions

observed IMPU

observed IMPI C Provide at least one and others when available.

event type M Provide Conference event type (i.e., Conference Start).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful interception identifier M Shall be provided.

correlation number C Provide to allow correlation of CC and IRI and correlation of IRI
records.

list of potential conferees C Provide, when available, the party identities that are invited or
permitted to join the conference.

list of waiting conferees C Provide, when available, the known party identities of those parties
awaiting to join the conference.

conference URI C Provide at least one and others when available; provide the URI

temporary conference URI associated with the conference under surveillance

failed conference start reason M Provide information about the reason for a failure of a conference start.
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Table 11.14: Conference Service Creation REPORT Record

Parameter MOC Description/Conditions

observed IMPU

observed IMPI C Provide at least one and others when available.

observed other identity

event type M Provide Conference event type (i.e., Creation).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful interception identifier M Shall be provided.

list of potential conferees C Provide, when available, the identities to be invited to or allowed to join
the provisioned (i.e., future) conference.

conference URI C Provide at least one and others when available; provide the URI

temporary conference URI associated with the conference under surveillance

potential conference start (o Provide, when available, the date and start time of the conference that

date and time is being created. This is statically provisioned information and is not
correlated to the timestamp requirements for LI

potential conference end date (o Provide, when available, the date and end time of the conference that

and time is being created. This is statically provisioned information and is not
correlated to the timestamp requirements for LI

recurrence information C Provide, when available, information concerning the frequency or
pattern of recurrence of the created conference. Will be NULL if a
single instance of a conference is created.

identity(ies) of conference C Provide, when available, identity(ies) of parties that have control

controller privileges on the conference.

Table 11.15: Conference Service Update REPORT Record

Parameter MOC Description/Conditions

observed IMPU

observed IMPI C Provide at least one and others when available.

observed other identity

event type M Provide Conference event type (i.e., Conference Update).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful interception identifier M Shall be provided.

list of potential conferees C Provide, when available, the identities to be invited to or allowed to join
the provisioned (i.e., future) conference.

conference URI C Provide at least one and others when available; provide the URI

temporary conference URI associated with the conference under surveillance.

potential conference start (o Provide, when available, the date and/or start time of the conference

date and time that is being created. This is statically provisioned information and is
not correlated to the timestamp requirements for LI.

potential conference end date C Provide, when available, the date and/or end time of the conference

and time that is being created. This is statically provisioned information and is
not correlated to the timestamp requirements for LI.

recurrence information (o Provide, when available, information concerning the frequency or
pattern of recurrence of the created conference. Will be NULL if a
single instance of a conference is created.

identity(ies) of conference C Provide, when available, identity(ies) of parties that have control

controller privileges on the conference.

11.6

The interface protocols and data structures defined in Annex B.11.2 have been enhanced to cater for the requirements of
IMS Conferencing services. In particular, mediatypes (bearers) that require multicasting at the MRFP, a party identifier
is needed to identify the source of that bearer stream. The enhanced data structure also allows for the reporting of
separate media streams for each user on the conference.

CC for IMS Conference Services
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12 3GPP IMS-based VoIP Services

12.1 Identifiers

12.1.1 Overview

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the
communication information, which is conveyed over the different handover interfaces (H12 and HI3). The identifiers
are defined in the subsections below. The eP-CSCF and enhanced IMS-AGW (elMS-AGW) shall adhereto al the LI
requirements pertaining to a P-CSCF and IMS-AGW, respectively. Any additional LI requirements pertaining to the
support of WebRTC Interworking as specified in TS 23.228 [40] that only apply to the eP-CSCF or el MS-AGW are
described distinctly.

Based on the WebRTC Interworking as described in TS 23.228 [40], an individual Public User Identity is used asthe
target of interception in a WebRTC interworking system. Some additional considerations are included below.

1) When aPublic User Identity may be temporarily assigned to a WebRTC IMS Client (WIC) from a pool of Public
User Identities, an underlying identity for the WIC used during authentication (called a web identity in
TS24.371[86], e.g., NAI) will need to be correlated to the temporary Public User Identity assigned to the WIC.
Thisis needed to ensure that target identified in the lawful authorization is associated with the Public User
| dentity assigned to the user.

2) When alawful authorization is targeting an entire pool of Public User Identites, the target should still be each
individual Public User Identity associated with the pool of Public User Identities.

NOTE: AsU.2.1.4of TS 23.228 [40] indicates that WebRTC Web Server Function (WWSF) may be located in a
third party network and have a business arrangement with the IM S operator, this third party network will
have its own LI functions according to national regulation. This point and the definition of atarget or
partiesin the annex B9 is FFS. Also, some national regulations may prohibit the WWSF or WebRTC
Authorisation Function (WAF) from using the option of not authenticating the user, especially as
unauthenticated users are anonymous to the third party but may still be authorized for IMS service.

12.1.2 Lawful Interception ldentifier

Seeclause 7.1.1.

12.1.3 Network ldentifier

Seeclause 7.1.2.

12.1.4 Correlation Number

For a given target, the Correlation Number is unique per Vol P session and used for the following purposes:
- Correlate CC with IRI,
- Correlate different IRI records and different CC data within one Vol P session.

For IMS-based Vol P, the S-CSCF and optionally, the P-CSCF provide the IRI events. For IMS-based VoI P, the
functional element that provides the CC interception depends on the call scenario and network configuration.

Asdescribed in TS 33.107 [19], CC interception is done by one of the following functional elements (referred to as CC
Intercept Function):

- PDN-GW/GGSN
- IMSAGW
- TrGW
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- IM-MGW
- MRF.

And, the trigger to perform the CC interception at the above functional elements may be provided by the following
functional elements (referred to as CC Interception Triggering Function):

- P-CSCF for PDN-GW/GGSN
- P-CSCF for IMS-AGW

- IBCFfor TrGW

- MGCF for IM-MGW

- SCSCF or ASfor MRF.

For the delivery of CC, the CC Intercept Triggering Function provides the Correlation Number to the CC Intercept
Function. This Correlation Number is delivered to the LEMF on the handover interface HI3 and is also delivered to the
LEMF on the handover interface HI2.

The IMS-VolP-Correlation delivered to the LEMF on the HI 2, contains the Correlation Number (s) used for the IRI
messages as ims-iri (IRI-to-IRI-Correlation) and Correlation Number (s) used for the CC data asims-cc (IRI-to-CC-
Correlation). The LEMF shall interpret that the IRl messages and the CC data containing those Correlation Number
values belong to the one single IMS Vol P session.

12.2  Timing and quality

Refer to clause 7.2 for the details.

12.3  Security aspects

Refer to clause 7.3 for the details.

12.4  Quantitative aspects

Refer to clause 7.4 for the details.

12.5 IRI for IMS-based VolP

IRI for VolP shall be based on the procedures defined in 7.5 IRI for IMS with the following change specificto IMS-
based VoIP:

- According to TS 33.107 [19], national option may require a CSP to report the LEMF about the situation where
the CC delivery isrequired for an intercept order but the media does not enter the CSP's network, and hence, not
available for interception.

- To support this case, a CC-Unavailable event is added to the IMS events with a parameter added to the list of IRI
parameters that gives the reason for CC unavailability. The CC-Unavailable is reported only when the media
interception is required according to the intercept order but the mediais not available for interception.

12.6 CC for IMS-based VolIP

Annex B.12 provides the definitions of the data structures to be used for the delivery of CC for IMS-based VoIP (see
Annex K for the detailed description). The Correlation Number received from the CC Intercept Triggering Function
shall be used in the CC Data sent over the HI3.
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For PDN-GW based interception of CC for IMS-based Vol P, optionally, the data structures defined in B.10 can be used
if the combined delivery option is not required. In the same way, for GGSN based interception of CC for IM S-based
VolP, optionally, the data structures defined in B.10 or B.4 can be used if the combined delivery option is not required.

The Correlation Number received from the P-CSCF shall be used in the CC data sent over the handover interface (HI3).

12.7 VOLTE Roaming

12.7.1 General

Two roaming architectures are defined for VOLTE:
- S8HR
- LBO.

Asdescribed in TS 33.107 [19], with S8HR as the roaming architecture, the PDN-GW and the P-CSCF reside in the
HPLMN and therefore, the UE IMS signalling and media are directly routed to the HPLMN. In the alternate roaming
architecture (Local Breakout), the PDN-GW and P-CSCF reside in the VPLMN.

In VoL TE roaming scernario, the lawful interceptions performed in the HPLMN and in the VPLMN are independent of
each other. As such, the HPLMN is not aware of, if, any LI activities are performed in the VPLMN. Likewise, the
VPLMN is not aware of, if, any LI activities are performed in the HPLMN.

12.7.2 Ll in HPLMN

The interception of voice servicesin the HPLMN is done according to clause 15 of TS 33.107 [19] and the reporting of
IRl messages over HI2 and CC over HI3 are done according to the sub-clause 12.5 (IRI) and the sub-clause 12.6 (CC)
of this document.

12.7.2.1 With S8HR

With S8HR, as described in TS 33.107 [19], the IRI messages are generated by the S-CSCF and, optionally, by the P-
CSCF.

Asdescribed in TS 33.107 [19], the CC is generated by the PDN-GW or by the IMS-AGW and, for redirecting
scenarios, by the IM-MGW or by the TrGW.

12.7.2.2 With LBO
With LBO, asdescribed in TS 33.107 [19], the IRI messages are generated by the S-CSCF.

Asdescribed in TS 33.107 [19], the CC is generated by the TrGW and, for redirecting scenarios, by the IM-MGW or by
the TrGW. In some variations of LBO, the CC may not be available in the HPLMN in which case, HPLMN shall send
the CC-Unavailable message to the LEMF as described in sub-clause 12.5.

12.7.3 Ll in VPLMN with S8HR

See clause 20 and Annex Jof TS 33.107 [19] for a detailed description of SBHR LI architectural aspects. A condensed
view of the same is presented in figure 12.1 below:
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Figure 12.1: Lawful Interception in the VPLMN with S8HR as the roaming architecture

The Serving Gateway/BBIFF extracts the data from the IMS signaling bearer of SBHR APNs and delivers the same to
the LMISF. When the IMS signaling messages are related to atarget communication, the LMISF generatesthe IMS
events and send the same to the Delivery Function 2 over the X2 reference point.

Based on the instruction received over the Xib reference point, the Serving Gateway/BBIFF extracts the the packets
from associated media bearer and delivers the same to the LMISF. From those media packets, the LMISF delivers the
CC dong with the correlation information to the Delivery Function 3 over the X 3 reference point.

NOTE 1: The confidentiality protection is disabled for roaming targets with S8HR as the roaming architecture, and
therefore, the SIP messages and the voice-media content are always visiblein clear form (i.e. no
encryption) at the Serving Gateway/BBIFF.

NOTE 2: Like X2 and X3, the Xiaand Xib reference points are not standardized in the present document.

The reporting of IRl messages over HI2 and CC over HI3 are done according to the sub-clause 12.5 (IRI) and the sub-
clause 12.6 (CC) with the following additions:

- Include the Vol P roaming indication with the choice value of “roamingS8HR" indicating that the IMS events
are generated in the VPLMN with S8HR as the roaming architecture. See annex B.9 for ASN.1 definition.

- Include the ICE-type with the value “ImISF’ or “sGW” in the CC. See annex B.12 for ASN.1 definition.

12.7.4 Ll in VPLMN with LBO

The interception of voice servicesin the VPLMN is done according to clause 15 of TS 33.107 [19] and the reporting of
IRI messages over HI2 and the CC over HI3 are done according to the sub-clause 12.5 (IRI) and the sub-clause 12.6
(CC) with the following addition:

- Include the Vol P roaming indication with the choice value of “roamingLBO” indicating that the IMS events are
generated in the VPLMN with LBO as the roaming architecture. See annex B.9 for ASN.1 definition.

Asdescribed in TS 33.107 [19], the IRI messages are generated by the P-CSCF and the CC is generated by the by PDN-
GW or by the IMS-AGW.

12.8 Roaming Constraints to IMS VolP/VoLTE LI

National regulations may limit delivery of communications (CC and communications—-associated IRI) of an outbound
international roaming target by the HPLMN as described in Clause 5.1.4 of [7].

If roaming interception is alowed, IMS Vol P (including VoL TE) interception and delivery to the LEMF by the
HPLMN shall proceed normally as described el sewhere in this specification when the target is roaming outside the
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country as well as when the target is within the country.

If roaming interception is not allowed and the HPLMN determines that the target is outside the country, the HPLMN
shall act as described in Clause 15.5 of TS 33.107 [19]. For scenarios where the invocation of a supplementary service
causes the status of the target to change from participating to not participating, the HPLMN starts intercepting and
reporting eventsto the LEMF. The HPLMN shall utilize:

- the Start of interception for aready established IMS session REPORT Record as described in Clause 7.5 for non-
conference calls;

- the Start of Intercept with Conference Active REPORT Record as described in Clause 11.5.1.2 for target
provisioned or requested conference calls hosted by the HPLMN.

13 Interception of Proximity Services (ProSe)

13.1 General

13.1.1 Identifiers

13.1.1.1 Overview

Specific identifiers are necessary to uniquely identify atarget for interception, and to correlate between the data, which
is conveyed over the handover interface (HI2). The identifiers are defined in the subsequent subclauses of 13.1.1.
13.1.1.2 Lawful interception identifier

For each target identity related to an interception warrant, the authorized CSP shall assign a Lawful Interception
Identifier (LIID).

Using an indirect identification to point to atarget identity makesit easier to keep the knowledge about a specific target
limited within the authorized CSP and the LEA.

The LI1ID isacomponent of the IRI records. It shall be used within any information exchanged at the handover
interfaces HI2 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date when the lawful authorization was issued.

The authorized CSP shall either enter aL1ID for each target identity of the target or asingle L1ID for multiple target
identities all pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be LI1Ds assigned relating to each LEA.

13.1.1.3 Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following
two identifiers.

1) Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out
the LI operations, such as LI activation, IRl record sending, etc.

A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of
the NEID.
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13.1.2 Timing and quality

13.1.2.1 Timing

Asagenera principle, within atelecommunication system, IRI, if buffered, should be buffered for as short atime as
possible.

NOTE: If thetransmission of IRI fails, it may be buffered or lost.
Subject to national requirements, the following timing requirements shall be supported:

- Each IRI datarecord shall be sent by the delivery function to the LEMF over the HI2 within seconds of the
detection of the triggering event by the |AP at least 95% of the time.

- Each IRI datarecord shall contain atime-stamp, based on the intercepting node's clock that is generated
following the detection of the IRI triggering event.

13.1.2.2 Quality

The QoS used from the CSP to the LEMF is determined by what operators (NO/AN/SP) and law enforcement agree
upon.

13.1.3 Security aspects

Security is defined by national requirements.

13.1.4 Quantitative aspects
The number of target interceptions supported is a national regquirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a CSP's
network and at each of the relevant intercept access points within the network. Specifics related to this topic include:

- The ability to access and monitor all simultaneous communications originated, received, or redirected by the
target;

- Theahility for multiple LEAS (up to five) to monitor, simultaneously, the same target while maintaining
unobtrusiveness, including between agencies;

- The ability of the network to simultaneously support a number of separate (i.e. multiple targets) legally
authorized interceptions within its service area(s), including different levels of authorization for each
interception, including between agencies (i.e. IRI only, or IRl and communication content).

13.2  ProSe Direct Discovery

13.2.1 General

For ProSe Direct Discovery, the LI solution in this subclause provides an IRI solution only asthereisno CC.
The IRI will in principle be available in the following phases of ProSe Direct Discovery:

1. At Discovery Request;

2. At Match Report.
The IRl may be subdivided into the following categories:

1. Control information for HI2 (e.g. correlation information);

2. Prose Direct Discovery information.
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The events defined in TS 33.107 [19] are used to generate records for the delivery viaHI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. The following table gives the mapping between event type received at DF2 level and record type sent to

the LEMF.

Table 13.2.1-1: Mapping between Direct Discovery Events and HI2 records type

Event IRI Record Type
ProSe Discovery Request REPORT
ProSe Match Report REPORT

A set of information is used to generate the records. The records are used to transmit the information from the mediation
function to LEMF. This set of information can be extended in the ICE or DF2 MF, if thisis necessary in a specific
country. The following table gives the mapping between information received per event and information sent in records.

Table 13.2.1-2: Mapping between Events information and IRl information

parameter Description HI2 ASN.1 parameter
observed IMSI Target Identifier with the IMSI of the target. prosedirectdiscovery(targetimsi)
event type Description which type of event is delivered ProSe prosedirectdiscovery(prosedirectdisc
direct discovery: Discovery Request, Match Report overyevent)
event date Date of the event generation in the ProSe Function. Timestamp
event time Time of the event generation in the ProSe Function. Timestamp

Network Identifier

Operator ID plus unique identifier for the ProSe
Function

network-identifier

lawful interception
identifier

Unique number for each lawful authorization

lawfullnterceptionldentifier

Role of target

Whether the target is an announcing or monitoring UE

prosedirectdiscovery(targetrole)

Discovery PLMN ID

PLMN where the discovery process takes place.

prosedirectdiscovery(discoveryPLM
NID)

ProSe Application 1D
Name

Identity of a user within the context of a specific
application

prosedirectdiscovery(proseappidnam
e)

Metadata

Metadata relating to a ProSe Application Identity

prosedirectdiscovery(metadata)

Timer

The 'Validity Timer' or 'Time to Live' value assigned by
the network to a specific ProSe Application Code or
Discovery filter that controls how long the UE can
announce/monitor for it

prosedirectdiscovery(timer)

Identity of the other
UE

In Match reports, there is a second UE involved

prosedirectdiscovery(otherueimsi)

ProSe Application
Code

Bitstring that is actually announced over the air, or
included in a discovery filter applied by UE

prosedirectdiscovery(proseappcode)

Prose App Mask

Bitmask that allows the monitoring UE to perform full or
partial matching. Multiple Masks may be included in a
Discovery Filter. The length of the mask is the same as
the length of ProSe Application Code

prosedirectdiscovery(proseappmask)

NOTE:
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13.2.2 Events and information

13.2.2.1 Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried
by arecord. Thisfocusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 13.2.1-1: Mapping between Direct Discovery
Events and HI2 records type and Annex B.13 Intercept related information for ProSe. IRI is described in terms of a
‘causing event' and information associated with that event. Within each IRI record thereis a set of events and associated
information elements to support the particular service.

The direct discovery events described in Table 13.2.1-1: Mapping between Direct Discovery Events and HI2 records
type and Table 13.2.1-2: Mapping between Events information and IRI information convey the basic information for
reporting direct discovery. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M) - required for the record,
conditional (C) - required in situations where a condition is met (the condition is given in the Description), or
optional (O) - provided at the discretion of the implementation.

The information to be carried by each parameter isidentified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

13.2.2.2 REPORT record information
The REPORT record is used to report non-communication related target actions (events).
The REPORT record shall be triggered when:

- The ProSe Function receives a Discovery Request from the UE. See Table 13.2.2.2-1.

- The ProSe Function receives a Match Report from the UE. See Table 13.2.2.2-2.

Table 13.2.2.2-1: ProSe Discovery Request REPORT Record

Parameter MOC Description/Conditions

Observed IMSI Shall be provided.

Event Type Provide ProSe Discovery Request event type
Event Time Provide the time the event is detected.

Event Date Provide the date the event is detected.

Lawful Interception Identifier
Role of target

Network Identifier
Discovery PLMN ID

Shall be provided.

Shall be provided.

Shall be provided.

Shall be provided. More than one may be reported if target has
monitoring role.

Shall be provided. More than one may be reported if target has
monitoring role.

Shall be provided. More than one may be reported if target has
monitoring role.

Shall be provided. More than one may be reported if target has
monitoring role.

Provided if available and applicable (only applicable if target has
monitoring role). More than one may be reported if target has
monitoring role.

Metadata C Provided if available and applicable (only applicable if target has
announcing role)

ProSe Application ID Name

Timer

ProSe Application Code

0O £ = = ZEEEEEEEER

ProSe App Mask
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Table 13.2.2.2-2: ProSe Match Report REPORT Record

Parameter MOC Description/Conditions
Observed IMSI M Shall be provided.
Event Type M Provide ProSe Match Report event type.
Event Time M Provide the time the event is detected.
Event Date M Provide the date the event is detected.
Lawful Interception Identifier M Shall be provided
Role of target M Shall be provided.
Network Identifier M Shall be provided.
Discovery PLMN ID M Shall be provided.
ProSe Application ID Name M Shall be provided.
Timer M Shall be provided.
ProSe Application Code M Shall be provided.
Metadata C Provided if available.
Identity of other UE C Provided if available.

13.3 ProSe Remote UE communications

13.3.1 General

The provisionsin this clause specify the L1 handover interface to report IRIs in case a ProSe Remote UE communicates
through a ProSe UE-to-NW Relay.

TS 33.107 [19] specifies, see clause 17.3.3, in case the ProSe UE-to-NW Relay is atarget, the conditions under which
CCisrequired to be intercepted.

CC interception, when required, shall be reported according to annex B.10.
The IRIswill in principle be available in the following phases of ProSe Remote UE communications:
1. When atarget ProSe Remote UE connects to or disconnects from a ProSe UE-to-NW Relay;
2. When a ProSe Remote UE connectsto or disconnects from atarget ProSe UE-to-NW Relay;
3. When atarget ProSe Remote UE starts communication by using a ProSe UE-to-NW Relay;
4. When atarget ProSe Remote UE ends communication by using a ProSe UE-to-NW Relay;
5. When interception is started for atarget ProSe Remote UE with ongoing communication;
6. Wheninterception is started for a Prose UE-to-NW Relay with connected ProSe Remote UE(S).
In addition, requirements specified in clause 10 are also applicable:
1. When a Tracking Area/EPS L ocation Update occurs for atarget ProSe UE-to-NW Relay;
2. When atarget ProSe UE-to-NW Relay uses one or more PDN connections for any activity/communication

which is not related to relaying;

3. TolIRI and CC interception related to atarget ProSe UE-to-NW Relay, when national regulations require to
intercept al the CC handled by atarget ProSe UE-to-NW Relay.

The IRl may be subdivided into the following categories:
1. Control information for HI2 (e.g. correlation information);
2. Prose Remote UE communications information.
The events defined in TS 33.107 [19] are used to generate records for the delivery viaHI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. The following table gives the mapping between event type received at DF2 level and record type sent to
the LEMF.
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Table 13.3.1-1: Mapping between ProSe Remote UE communications Events and HI2 records type

Event IRl Record Type
ProSe Remote UE Report REPORT
ProSe Remote UE Start of Communication | BEGIN
ProSe Remote UE End of Communication | END

Start of interception with ProSe Remote
UE ongoing communication

BEGIN or CONTINUE

Relay

Start of interception for ProSe UE-to-NW

REPORT

A set of information is used to generate the records. The records are used to transmit the information from the mediation

functionto LEMF. This set of information can be extended in the ICE or DF2 MF, if thisis necessary in a specific

country. The following table gives the mapping between information received per event and information sent in records.

The ASN.1 specified in Annex B.9 shall be used to provide HI2 to LEMF.

Table 13.3.1-2: Mapping between Events information and IRl information

parameter

Description

HI2 ASN.1 parameter

Observed IMSI

Target Identifier with the IMSI of the target.

partylnformation (party-identity)

Observed MSISDN

Target Identifier with the MSISDN of the target.

partylnformation (party-identity)

Observed IMEI

Target Identifier with the IMEI of the target.

partylnformation (party-identity)

Event type

Description which type of event is delivered: ProSe
Remote UE Report, ProSe Remote UE start of
communication, ProSe Remote UE end of
communication, Start of interception with ProSe
Remote UE ongoing communication, Start of
interception for ProSe UE-to-NW Relay.

ePSevent

Event date

Date of the event generation in the ProSe Function.

timestamp

Event time

Time of the event generation in the ProSe Function.

timestamp

Network Identifier

Lawful interception
identifier

Unique number for each lawful authorization. It shall
be present in each record sent to the LEMF.

lawfullnterceptionldentifier

Target type

Indicates whether the target is a ProSe Remote UE
or a ProSe UE-to-NW Relay

proSeTargetType

ProSe Remote UE
IDs

The identities of the connected or disconnected
ProSe remote UEs.

proSeRemoteUeContextConnected,
proSeRemoteUeContextDisconnected

ProSe Remote UE IP
info

The IP address(es) of the connected to the ProSe
Remote UE(s) provided by the ProSe UE-to-NW
Relay.

proSeRemoteUeContextConnected

APN

The Access Point Name used by the ProSe UE-to-
NW Relay for the connection

aPN

MSISDN of the Prose
UE-to-NW Relay

MSISDN of the Prose UE-to-NW Relay (only
applicable when the ProSe Remote UE is the target)

proSeRelayMSISDN

IMSI of the Prose
UE-to-NW Relay

IMSI of the Prose UE-to-NW Relay (only applicable
when the ProSe Remote UE is the target)

proSeRelaylMSI

IMEI of the Prose
UE-to-NW Relay

IMEI of the Prose UE-to-NW Relay (only applicable
when the ProSe Remote UE is the target)

proSeRelaylMEI

PDN address(es)

The ProSe UE-to-NW Relay IP address(es) for the
PDN connection

pDNType, pDNAddressAllocation

Correlation number

The correlation number is used to correlate CC and
IRI (in case the target is a ProSe remote UE)..

ePSCorrelationNumber

Location information

When authorized, this field provides the location of
the ProSe UE-to-NW Relay.

National regulations may require to provide the E-
CGil of the ProSe UE-to-NW Relay when the target
is the ProSe Remote UE

ePSlocationOfTheTarget
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13.3.2 Events and information

13.3.2.1 Overview

This clause specifies the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility
(LEMF) to support Lawful Interception (L1). The information is described as records and parameters carried by a
record. The focusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as specified in the Table 13.3.1-1: Mapping between ProSe Remote
UE communication Events and HI2 records type and Annex B.9 Intercept related information (HI2 SAE/EPS and IMS).
IRI is specified in terms of a'causing event' and parameters associated with that event. Within each IRI record thereisa
set of events and associated information elements to support the particular service.

The ProSe Remote UE communication events specified in Table 13.3.1-1: Mapping between Direct Discovery Events
and HI2 records type and Table 13.3.1-2: Mapping between Events information and |RI information convey the basic
information for reporting the ProSe Remote UE communication. This clause describes those events and supporting
information.

Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M) - required for the record,
conditional (C) - required in situations where a condition is met (the condition is given in the Description), or
optional (O) - provided at the discretion of the implementation.

The information to be carried by each parameter isidentified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

13.3.2.2 REPORT record information

The REPORT record is used to report non-communication related target actions (events).

The REPORT record shall be triggered when:
- Thetarget ProSe Remote UE connectsto or disconnects from a ProSe UE-to-NW Relay. See Table 13.3.2.2-1.
- One or several UEs connect to or disconnect from atarget ProSe UE-to-NW Relay. See Table 13.3.2.2-1.

- Ll isactivated on atarget ProSe UE-to-NW Relay with already connected ProSe Remote UEs. See Table
13.3.2.2-2.

- A failure occurs when the target ProSe Remote UE attempts to start communication by connecting to a ProSe
UE-to-NW Relay. See Table 13.3.2.2-3.
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Table 13.3.2.2-1: ProSe Remote UE Report REPORT Record

Parameter MOC Description/Conditions
Observed IMSI
Observed MSISDN C Provide at least one and others when available
Observed IMEI
Event Type M Provide ProSe Remote UE Report event type
Event Time M Provide the time the event is detected
Event Date M Provide the date the event is detected
Lawful Interception Identifier M Shall be provided
Target type M Shall be provided
Network Identifier M Shall be provided
ProSe Remote UE(S) C Provided if the ProSe UE-to-NW Relay is the target
connected IDs
ProSe Remote UE(S) C Provided the ProSe UE-to-NW Relay is the target
connected IP info
ProSe Remote UE(s) C Provided if the ProSe UE-to-NW Relay is the target
disconnected IDs
MSISDN of the ProSe UE-to- | C Provided if available and if the ProSe Remote UE is the target
NW Relay
IMSI of the ProSe UE-to-NW C Provided if available and if the ProSe Remote UE is the target
Relay
IMEI of the ProSe UE-to-NW C Provided if available and if the ProSe Remote UE is the target
Relay
APN C Provided if available
PDN Address(es) C Provided if available
Location information C Provide, when authorized, to identify location information for the target
UE

Table 13.3.2.2-2: Start of interception for ProSe UE-to-NW Relay

Parameter MOC Description/Conditions
Observed IMSI
Observed MSISDN C Provide at least one and others when available
Observed IMEI
Event Type M Provide Start of interception for ProSe UE-to-NW Relay event type
Event Time M Provide the time the event is detected
Event Date M Provide the date the event is detected
Lawful Interception Identifier M Shall be provided
Target type M Shall be provided
Network Identifier M Shall be provided
ProSe Remote UE(s) C Provided if available
connected IDs
ProSe Remote UE(s) C Provided if available
connected IP info
APN C Provided if available
PDN Address(es) C Provided if available
Location information C Provide, when authorized, to identify location information for the target
UE

When the ICE (i.e. S GW, PDN-GW) is not aware of the activation of multiple lawfully authorized intercepts on a
ProSe UE-to-NW Relay with aready attached ProSE Remote UE, the MF/DF shall generate the Start of Intercept ProSe
UE-to-NW Relay REPORT record on its own using information that it has retained.

The DF2 shall not send the Start of Interception for ProSe UE to NW Relay REPORT record to the LEMFs that were
already intercepting the ProSe UE to NW Relay (i.e. target) due previous LI activation on the same ProSe UE to NW
Relay (i.e. target).
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Table 13.3.2.2-3: ProSe Remote UE Start of Communication REPORT Record

Parameter MOC Description/Conditions
Observed IMSI
Observed MSISDN C Provide at least one and others when available
Observed IMEI
Event Type M Provide ProSe Remote UE Start of Communication event type
Event Time M Provide the time the event is detected
Event Date M Provide the date the event is detected
Lawful Interception Identifier M Shall be provided
Target type M Shall be provided
Network Identifier M Shall be provided
MSISDN of the ProSe UE-to- C
NW Relay
IF';/éIS;yOf the ProSe UE-to-NW | C Provide at least one and others when available
IMEI of the ProSe UE-to-NW C
Relay
APN C Provided if available
PDN Address(es) C Provided if available
ProSe Cause C Provided if available
Location information C Provide, when authorized, to identify location information for the target

UE

13.3.2.3 BEGIN record information
The BEGIN record is used to report the first event of a ProSe UE-to-NW Relay communication.

The BEGIN record shall be triggered when:

- Thetarget ProSe Remote UE starts communication by connecting to a ProSe UE-to-NW Relay. See Table

13.3.2.3-1.

- Interception is started on a target Remote UE which has an already established communication being connected
to aProSe UE-to-NW Relay. Thisincludes aso the case where the ProSe UE-to-NW Relays undergoes a S-GW

relocation with an already connected target ProSe Remote UE, if there is a change in the PLMN or when the
information about the change in the PLMN is not available at the DF/MF. See Table 13.3.2.3-2.

Table 13.3.2.3-1: ProSe Remote UE Start of Communication BEGIN Record

Parameter MOC Description/Conditions
Observed IMSI
Observed MSISDN C Provide at least one and others when available
Observed IMEI
Event Type M Provide ProSe Remote UE Start of Communication event type
Event Time M Provide the time the event is detected
Event Date M Provide the date the event is detected
Lawful Interception Identifier M Shall be provided
Target type M Shall be provided
Network Identifier M Shall be provided
Correlation number M Shall be provided
MSISDN of the ProSe UE-to- | C
NW Relay
IF';/élsallyOf the ProSe UE-to-NW | C Provide at least one and others when available
IMEI of the ProSe UE-to-NW C
Relay
APN C Provided if available
PDN Address(es) C Provided if available
Location information C Provide, when authorized, to identify location information for the target
UE
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Table 13.3.2.3-2: Start of interception with ProSe Remote UE ongoing communication BEGIN Record

Parameter MOC Description/Conditions
Observed IMSI
Observed MSISDN C Provide at least one and others when available
Observed IMEI
Event Type M Provide ProSe Remote UE Start of Communication event type
Event Time M Provide the time the event is detected
Event Date M Provide the date the event is detected
Lawful Interception Identifier M Shall be provided
Target type M Shall be provided
Network Identifier M Shall be provided
Correlation number M Shall be provided
MSISDN of the ProSe UE-to- | C
NW Relay
IF';/élsallyOf the ProSe UE-to-NW | C Provide at least one and others when available
IMEI of the ProSe UE-to-NW C
Relay
APN C Provided if available
PDN Address(es) C Provided if available
Location information C Provide, when authorized, to identify location information for the target
UE

When the ICE (i.e. S GW, PDN-GW) is not aware of the activation of multiple lawfully authorized intercepts on a
ProSe Remote UE that has an already established communication being connected to a ProSe UE-to-NW Relay, the
MF/DF shall generate the Start of Interception with ProSe Remote UE ongoing communication BEGIN record on its
own using information that it has retained.

The DF2 shall not send the Start of Interception with ProSe Remote UE ongoing communication BEGIN record to the
LEMFsthat were aready intercepting the ProSe Remote UE (i.e. target) due previous LI activation on the same ProSe
Remote UE (i.e. target).

13.3.24 CONTINUE record information
The CONTINUE record is used to report events during an ongoing ProSe UE-to-NW Relay communication.
The CONTINUE record shall be triggered when:

- Interception is started on a target Remote UE which has an already established communication being connected
to aProSe UE-to-NW Relay UE and the DF/MF is aware that there has been no change in the PLMN. See Table
13.3.2.3-3.

Table 13.3.2.4-1: ProSe Remote UE Start of Communication CONTINUE Record

Parameter MOC Description/Conditions
Observed IMSI
Observed MSISDN C Provide at least one and others when available
Observed IMEI
Event Type M Provide ProSe Remote UE Start of Communication event type
Event Time M Provide the time the event is detected
Event Date M Provide the date the event is detected
Lawful Interception Identifier M Shall be provided
Target type M Shall be provided
Network Identifier M Shall be provided
Correlation number M Shall be provided
MSISDN of the ProSe UE-to- | C
NW Relay
IF';/élsallyOf the ProSe UE-to-NW | C Provide at least one and others when available
IMEI of the ProSe UE-to-NW C
Relay
Location information C Provide, when authorized, to identify location information for the target
UE
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13.3.2.5 END record information
The END record is used to report the last event of a ProSe UE-to-NW Relay communication.
The END record shall be triggered when:

- Thetarget ProSe Remote UE ends communication by disconnecting from a ProSe UE-to-NW Relay. See Table
13.3.2.5-1.

Table 13.3.2.5-1: ProSe Remote UE End of Communication END Record

Parameter MOC Description/Conditions
Observed IMSI
Observed MSISDN C Provide at least one and others when available
Observed IMEI
Event Type M Provide ProSe Remote UE End of Communication event type
Event Time M Provide the time the event is detected
Event Date M Provide the date the event is detected
Lawful Interception Identifier M Shall be provided
Target type M Shall be provided
Network Identifier M Shall be provided
Correlation number M Shall be provided
MSISDN of the ProSe UE-to- | C
NW Relay
IF';/éIS;yOf the ProSe UE-to-NW | C Provide at least one and others when available
IMEI of the ProSe UE-to-NW C
Relay
Location information C Provide, when authorized, to identify location information for the target
UE
14 Invocation of Lawful Interception (LI) for Group

Communications System Enablers (GCSE)

14.1  Background

14.1.1 Interception at GCS AS versus other nodes

There are several scenarios possible for the interception of group communications involving GCSE (see TS 22.468 [83]
and TS 23.468 [84]). First iswhere the GCS ASis part of the intercepting operator's network. Second is where the GCS
ASisoutside of the intercepting operator's network. This clause specifies L1 solutions for both cases.

14.2 GCS AS in Intercepting Operator's Network

14.2.1 General

In the case where the GCS AS isin the intercepting operator's network, the | CE solution is very similar to the
conferencing solution specified in Clause 11, where the main difference is that a single functiona entity (the GCS AS)
is utilized for GCSE, rather than two functional entities.

14.2.2 Identifiers

14.2.2.1 Overview

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different handover interfaces (H12 and HI3). The identifiers are defined in the subsections bel ow.
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For the delivery of CC, the GCS AS provides correlation numbers and target identities to the HI3. The GCS AS reports
the IRI associated with the GCSE group communication services.

For the delivery of CC and IRI, the GCS AS provides correlation numbers and target identities to the HI2 and HI 3. For
agiven target the correlation number is unique per group communications session in which the target is a member.

NOTE: If two or more target identities are involved in the same group communications session the same
Correlation Number may be assigned by the relevant network element to the communication sessions of
the different target identities.

14.2.2.2 Lawful Interception Identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a specia
Lawful Interception Identifier (LI11D), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification, pointing to atarget identity makes it easier to keep the knowledge about a specific
target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID isacomponent of the CC delivery procedure and of the IRI records. It shall be used within any information
exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The L1ID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter, based on an agreement with each LEA, aunique LIID for each
target identity of the target or asingle L1ID for multiple target identities all pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be unique L11Ds assigned relating to each LEA.

14.2.2.3 Network ldentifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following
two identifiers.

1) Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier isto uniquely identify the relevant network element carrying out
the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of
the NEID.

14.2.2.3 Correlation Number

For a given target the Correlation Number is unique per group communications session and used for the following
purposes:

- correlate CC with IRI,
- correlate different IRI records within one group communications session.

NOTE: The Correlation Number isat a minimum unique for each concurrent communication of atarget within a
lawful authorization.

14.2.3 Timing and quality

14.2.3.1 Timing

Asagenera principle, within atelecommunication system, IRI, if buffered, should be buffered for as short atime as
possible.
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NOTE: If thetransmission of IRI fails, it may be buffered or lost.
Subject to national requirements, the following timing requirements shall be supported:

- Each IRI datarecord shall be sent by the delivery function to the LEMF over the HI2 within seconds of the
detection of the triggering event by the |AP at least 95% of the time.

- Each IRI datarecord shall contain atime-stamp, based on the intercepting node's clock that is generated
following the detection of the IRI triggering event.

14.2.3.2 Quality

The quality of service associated with the result of interception should be (at least) equal to the highest quality of
service of the original content of communication for all participants. This may be derived from the QoS class used for
the original intercepted session, TS 23.107 [20]. However, when TCP is used as an OSl layer 4 protocol acrossthe HI3,
real time delivery of the result of the interception cannot be guaranteed. The QoS used from the operator (NO/AN/SP)
to the LEMF is determined by what operators (NO/AN/SP) and law enforcement agree upon.

14.2.4  Security Aspects

14.2.4.1 General

Security is defined by national requirements.
14.2.5 Quantitative Aspects

14.2.5.1 General
The number of target interceptions supported is a national regquirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a
provider's network and at each of the relevant intercept access points within the network. Specifics related to thistopic
include:

- The ability to access and monitor all simultaneous communications originated, received, or redirected by the
target;

- Theability for multiple LEAS (up to five) to monitor, simultaneously, the same target while maintaining
unobtrusiveness, including between agencies;

- The ahility of the network to simultaneously support a number of separate (i.e. multiple targets) legaly
authorized interceptions within its service area(s), including different levels of authorization for each
interception (i.e. IRl only, or IRI and communication content), including between agencies.

14.2.6 IRl for GCSE based Communications

14.2.6.1 General

The IRI will in principle be available in the following phases of a group communications service transmission:

1) At acommunications group creation, when a GCS AS communications group is created that includes the target
or when the target is added to an existing communications group;

2) At the start of a group communications session to which the target is connected;
3) At the point when the target joins an active group communications session;
4) When the target leaves an active group communications session;

5) At the end of a group communications session, when the GCS AS terminates a group communi cations session;
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6) At certain times when relevant information are available.
The IRl may be subdivided into the following categories:

1. Control information for HI2 (e.g. correlation information);

2. Basic data communication information, for standard data transmission between two parties.
The events defined in TS 33.107 [19] are used to generate records for the delivery viaHI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. The following table gives the mapping between event type received at DF2 level and record type sent to
the LEMF.

Table 14.1: Mapping between GCS AS Service Events and HI2 records type

Event IRI Record Type
Activation of GCSE Communications BEGIN
Group (successful)
Start of Intercept with Active GCSE BEGIN
Communications Group
User Added CONTINUE
User Dropped CONTINUE
Modification of Target Connection to GCS | CONTINUE
AS
Deactivation of GCSE Communications END
Group

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the ICE or DF2 MF, if thisis necessary in a specific country. The
following table gives the mapping between information received per event and information sent in records.
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Table 14.2: Mapping between Events information and IRl information

Parameter

description

HI2 ASN.1 parameter

Added user id

Identifies the user added to an active GCSE Group
Communications

addedUserID

Correlation Number

The correlation number is used to correlate CC and IRI.
The correlation number is also used to allow the correlation
of IRI records.

gcseCorrelation

Dropped user id

Identifies the user dropped from an active GCSE Group
Communications

droppedUseriD

Event Date Date of the event generation in the GCS AS. timestamp
Event Time Time of the event generation in the GCS AS. Timestamp
shall be based on the GCS AS internal clock.
Event Type Description which type of event is delivered: Activation of gcseEvent
GCSE GC, User Added to Active GCSE GC, User Dropped
from Active GCSE GC, Target Connection Modification,
Start of Intercept on an Active GCSE GC, GCSE GC End
GCSE group Identifies the members of a GCSE communications group gcseGroupMembers
communications who could potentially participate in an active GCSE
members communications group
GCSE group Identifies the participants of an active GCSE gcseGroupParticipants

communications
participants

communications group

GCSE Group ID

Identity of the GCSE Communications Group

gcseGrouplD

Group Identifies the characteristics of the group communications gcseGroupCharacteristics
Communications (e.g., voice, video)

Characteristics

Identity of Visited Identifies the PLMN serving the UE. visitedNetworkID

Network

Lawful interception
identifier

Unique number for each lawful authorization.

lawfullnterceptionldentifer

Length of TMGI
reservation

Identifies the duration of the TMGI reservation as allocated
by the BM-SC to the GCS AS.

tMGIReservationDuration

Location information

When authorized, this field provides the location
information of the target that is present at the GCS AS at
the time of event record production.

gcselLocationOfTheTarget

Modified Target
Connection Method

Identifies the modified target's connection to the GCS AS to
send and receive communications.

targetConnectionMethod

Network Identifier

Operator ID plus unique identifier for the GCS AS.

networkldentifer

Observed Identity of the GCSE Communications Group gcseGrouplD

Communications

Group ID

Observed IMEI Target Identifier with the IMEI of the target. partylnformation
(GesePartyldentity)

Observed IMSI Target Identifier with the IMSI of the target. partylnformation
(GesePartyldentity)

Observed Other Target identifier with the NAI of the target. partylnformation

Identity (GesePartyldentity)

Reason for GCSE Provides a reason for why the GCSE Group reasonForCommsEnd

Group Comms End | Communications Ended.

Reserved TMGI Identifies the TMGI assigned for downstream, multicast reservedTMGI

delivery of communications to the target.

Target Connection
Method

Identifies the target's connection to the GCS AS to send
and receive communications.

targetConnectionMethod

NOTE 1: LIID parameter must be present in each record sent to the LEMF.
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14.2.6.2 Events and Event Information

14.2.6.2.1 Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried
by arecord. Thisfocusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 14.1 Mapping between GCS AS Service
Events and HI2 records type and Annex B.14 Intercept related information (H12). IRI is described in terms of a'causing
event' and information associated with that event. Within each IRI record there is a set of events and associated
information elements to support the particular service.

The communication events described in Table 14.1: Mapping between GCS AS Service Events and HI2 record type
and Table 14.2: Mapping between Eventsinformation and IRl information convey the basic information for reporting
the disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M) - required for the record,
conditional (C) - required in situations where a condition is met (the condition is given in the Description), or
optional (O) - provided at the discretion of the implementation.

The information to be carried by each parameter isidentified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

14.2.6.2.2 BEGIN record information
The BEGIN record is used to convey the first event of GCSE group communications service interception.
The BEGIN record shall be triggered when:

- aGCSE communications group that includes the target is activated;

- thetarget of ainterception is successfully added to an active GCSE communications group;

- interceptionis activated for atarget who is already a member of an active GCSE communications group.
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Table 14.3: Activation of GCSE Communications Group (Successful) BEGIN Record

Parameter MOC Description/Conditions

observed IMEI

observed IMSI C Provide at least one and others when available.

observed ProSe UE ID

observed other identity

event type M Provide GCSE group communications event type (i.e., Activation of
GCSE Communications Group).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.

target connection method C Provide, when available, the target connection method to the GCS AS.

GCSE communications group M Shall be provided.

membership list

Group communications M Shall be provided.

characteristics

observed communications M Shall be provided.

group id

GCSE group communications C Provide, if any members of the group are participating in the active

participants group communications.

reserved TMGI C Provide, when known, the TMGI via which the target is receiving
downstream communications.

length of TMGI reservation C Provide, when a TMGI is reserved/renewed and known to be the TMGI

via which the target is receiving downstream communications, the
validity time of the TMGI.

Identity of visited network

Provide, when available, the identity of the visited network through
which the target connection is established.

location information

Provide, when authorized, to identify location information for the
target's UE
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Table 14.4: Start of Intercept with an Active GCSE Communications Group BEGIN Record

Parameter MOC Description/Conditions

observed IMEI

observed IMSI C Provide at least one and others when available.

observed ProSe UE ID

observed other identity

event type M Provide GCSE group communications event type (i.e., Activation of
GCSE Communications Group).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.

target connection method C Provide, when available, the target connection method to the GCS AS.

GCSE communications group M Shall be provided.

membership list

Group communications M Shall be provided.

characteristics

observed communications M Shall be provided.

group id

GCSE group communications M Shall be provided.

participants

reserved TMGI C Provide, when known, the TMGI via which the target is receiving
downstream communications.

length of TMGI reservation C Provide, when a TMGI is reserved/renewed and known to be the TMGI
via which the target is receiving downstream communications, the
validity time of the TMGI.

Identity of visited network C Provide, when available, the identity of the visited network through
which the target connection is established.

location information C Provide, when authorized, to identify location information for the
target's UE.

When the ICE (i.e. GCSE AS) is not aware of the activation of multiple lawfully authorized intercepts on atarget that is
already in a GCSE communication group, the MF/DF shall generate the Start of Intercept with Active GCSE
Communication Group BEGIN record on its own using information that it has retained.

The DF2 shall not send the Start of Intercept with Active GCSE Communication Group BEGIN record to the LEMFs
that were already intercepting the target due previous LI activation on the same target.

14.2.6.2.3 CONTINUE record information
The CONTINUE record is used to convey the events of during a GCSE group communications service interception.
The CONTINUE record shall be triggered when:

- auser isadded as a participant to an active GCSE communications group;

- auser isdropped from an active GCSE communications group and is no longer a participant;

- auser isadded to the membership list of the GCSE communications group;

- auser isremoved from the membership list of the GCSE communications group;

- target connection to the GCSE communications group is modified.
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Table 14.5: User Added to an Active GCSE Communications Group CONTINUE Record

Parameter MOC Description/Conditions

observed IMEI

observed IMSI C Provide at least one and others when available.

observed ProSe UE ID

observed other identity

event type M Provide GCSE group communications event type (i.e., Activation of
GCSE Communications Group).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.

Added user id M Shall be provided.

GCSE communications group M Shall be provided.

membership list

observed communications M Shall be provided.

group id

GCSE group communications M Shall be provided.

participants

reserved TMGI C Provide, when known, the TMGI via which the target is receiving
downstream communications.

Identity of visited network C Provide, when available, the identity of the visited network through

which the target connection is established.

Table 14.6: User Dropped from an Active GCSE Communications Group CONTINUE Record

Parameter MOC Description/Conditions

observed IMEI

observed IMSI C Provide at least one and others when available.

observed ProSe UE ID

observed other identity

event type M Provide GCSE group communications event type (i.e., Activation of
GCSE Communications Group).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.

Dropped user id M Shall be provided.

GCSE communications group M Shall be provided.

membership list

observed communications M Shall be provided.

group id

GCSE group communications M Shall be provided.

participants

reserved TMGI C Provide, when known, the TMGI via which the target is receiving
downstream communications.

Identity of visited network C Provide, when available, the identity of the visited network through

which the target connection is established.
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Table 14.7: Modification of Target Connection to the GCS AS CONTINUE Record

Parameter MOC Description/Conditions

observed IMEI

observed IMSI C Provide at least one and others when available.

observed ProSe UE ID

observed other identity

event type M Provide GCSE group communications event type (i.e., Activation of
GCSE Communications Group).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.

Modified target connection M Shall be provided.

method

GCSE communications group M Shall be provided.

membership list

Group communications M Shall be provided.

characteristics

observed communications M Shall be provided.

group id

GCSE group communications M Shall be provided.

participants

reserved TMGI C Provide, when known, the TMGI via which the target is receiving
downstream communications.

length of TMGI reservation C Provide, when a TMGI is reserved/renewed and known to be the TMGI
via which the target is receiving downstream communications, the
validity time of the TMGI.

Identity of visited network C Provide, when available, the identity of the visited network through
which the target connection is established.

location information C Provide, when authorized, to identify location information for the
target's UE.

14.2.6.2.4 END record information

The END record is used to convey the end of interception of a GCSE group communications service.
The END record shall be triggered when:
- thetarget of ainterception is successfully dropped/removed from an active GCSE communications group;

- interception is deactivated for atarget who is already a member of an active GCSE communications group.
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Table 14.8: GCSE Communications Group END Record

Parameter MOC Description/Conditions

observed IMEI

observed IMSI C Provide at least one and others when available.

observed ProSe UE ID

observed other identity

event type M Provide GCSE group communications event type (i.e., Activation of
GCSE Communications Group).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

correlation number M Provide to allow correlation of CC and IRI and correlation of IRI
records.

target connection method C Provide, when available, the target connection method to the GCS AS.

GCSE communications group M Shall be provided.

membership list

Group communications M Shall be provided.

characteristics

observed communications M Shall be provided.

group id

GCSE group communications M Shall be provided.

participants

reserved TMGI C Provide, when known, the TMGI via which the target is receiving
downstream communications.

length of TMGI reservation C Provide, when a TMGI is reserved/renewed and known to be the TMGI
via which the target is receiving downstream communications, the
validity time of the TMGI.

Identity of visited network C Provide, when available, the identity of the visited network through
which the target connection is established.

Reason for GCSE Group C Provide, when available, the reason for the end of the GCSE

Comms End Communications Group End (e.g., target dropped from GCSE
Communications group).

location information C Provide, when authorized, to identify location information for the
target's UE.

14.2.7 CC for GCSE based Communications

14.2.7.1 General

The interface protocols and data structures defined in Annex B.11.2 have been enhanced to cater for the requirements of
GCSE based group communications. In particular, media types (bearers) that require multicasting at the GCS AS, a
party identifier is needed to identify the source of that bearer stream. The enhanced data structure also allows for the
reporting of separate media streams for each user in the group communications.

14.3  GCS AS Outside Intercepting Operator Network

14.3.1 General

In the case where the GCS AS is outside the intercepting operator's network, packet data interception capabilities can be
used to intercept and report a target's communication. Such interception is dependent on the network's ability to identify
the target. In general, for atarget accessing the network via LTE based unicast bearer as defined in TS 23.468 [84], the
interception at a S-GW and PDN-GW as defined in Clause 10 shall apply. This coversall upstream communications
from the target as well as any downstream communications received in unicast mode. For atarget that is receiving
downstream communications via the BM-SC in multicast mode, a solution is for further study.
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15 Interception of Messaging Services

15.1 Overview

The capabilities defined in this clause apply when the interception of messaging services shall be separated from the
interception of al other services. This clause applies to the messaging services identified in Clause 5.13 of
TS33.106 [18].

For messaging services, separated delivery when SM S events are detected, the CSP shall be able to use existing
intercept capabilities defined in this specification, but isolatable to only deliver messaging services when specified by a
lawful authorisation. TS 33.107 [19] defines the SM S events to be reported. This clause will identify the set of event

reports that are to be sent from the DF to the LEMF to achieve this separated delivery based on capabilities that already
exist in the rest of this specification.

The network nodes, involved in providing the interception of messaging services, shall be determined based on the
deployment configuration and the messaging scenario.

When lawfully authorized, Law Enforcement requires accessto CC and IRI for the events pertaining to the target's
authorization, access to, and use of message services, independent of the deployed service architecture. Thisincludes
where the communications between the target and associates are sent and received over separate channels, or may be
accessed at different ICEs at different geographical locations in the service provider's network.

15.2 SMS

15.2.1 Introduction

LI for SMS over a GPRS and UMTS access is specified in Clause 6. LI for SMSover IMS (using IMS SIP signalling
handled by the core network) which can be used in conjunction with LTE access as well as other non-3GPP | P based
accessisdefinedin Clause 7.

15.2.2 SMS over GPRS/UMTS

For separate delivery of SMS when SMSis used in conjunction with GPRS or UM TS access, the following records
shall be sent by DF2 to the LEMF:

1) SMSMO and SMSMT Communication REPORT Records (Clause 6.5.1.1).
2) HLR Related REPORT Records:
a. Serving System REPORT Record (6.5.1.1);
b. Cancel location REPORT Record (6.5.1.1);
C. Register location REPORT Record (6.5.1.1);
d. Locationinformation request REPORT Record (6.5.1.1).
The above REPORT Records shall be reported from DF2 to the LEMF independent of any other servicesthat may or

may not be intercepted.

15.2.3 SMS over IMS

For separate delivery of SMS when SMS over IMS (using IMS SIP signalling handled by the core network) is used, the
following REPORT Records shall be reported by DF2 to the LEMF:

1) SMSover IP REPORT Record (see Table 15.2.3.1).
2) HSSrelated REPORT Records:
a. Serving System (6.5.1.1) or Serving Evolved Packet System (10.5.1.1) for use when roaming
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b. Registration termination or Cancel Location (6.1.1.1 or 10.5.1.1);
c. Register location REPORT Record (6.5.1.1 or 10.5.1.1);
d. Location information request REPORT Record (6.5.1.1. or 10.5.1.1).

The above REPORT Records shall be able to be reported from DF2 to the LEMF independent of any other services that
may or may not be intercepted.

Table 15.2.3.1: SMS over IMS REPORT Record

Parameter MOC | Description/Conditions

observed SIP-URI C SIP URI of the target (if available).

observed TEL-URI C TEL URI of the target (if available).

observed IMEI C IMEI of the target (if available).

event type M Provide SMS over IP event type.

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

PANI header information Elements of P-Access-Network-Info header information in SIP

C messages; described in TS 24.229 [76] §7.2A.4. Provided if available

and applicable.

SMS originating address M Shall be provided to identify the origination address for the SMS.

SMS destination address M Shall be provided to identify the destination address for the SMS.

SMS C Provided if the delivery of SMS Content is lawfully authorized

service centre address M Shall be provided.

SMS Initiator M Shall be provided to indicate whether the SMS is MO, MT, or
Undefined.

location information c Provide, when authorized, to identify location information for the
target's MS.

153 MMS

15.3.1 Introduction

LI for Separated Delivery of MMS (see Clause 18.3 of [19]), the events of Clause 18.3 need to be reported to the LEMF
from DF2 and for CC from DF3, respectively. A Report record shall be utilized to report the IRI events whilea CC
shall be reported as described in this clause using a ULIC header.

The CC PDU contains the content of an MMS.
15.3.2 Identifiers

15.3.2.1 Overview

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate IRl and CC, which is
conveyed over the different handover interfaces (HI2 and HI3). The identifiers are defined in the clauses below.

For the delivery of CC, the MM S Proxy-Relay provides correlation numbers and target identitiesto DF3. The MM S
Proxy-Relay reports the IRI associated with the MM S services.

For the delivery of CC and IRI, the MM S Proxy-Relay provides correlation numbers and target identities to the DF2
and DF3. For agiven target the correlation number for agiven MMS is unique across all MMS involving the target.

15.3.2.2 Lawful Interception Identifier
For each target identity related to an interception measure, the authorized operator (CSP) shall assign a Lawful

Interception Identifier (L11D), which has been agreed between the LEA and the operator (CSP). Thisshall beaLlID
specific to MM S interception, per national regulation.
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Using anindirect identification, pointing to atarget identity makesit easier to keep the knowledge about a specific
target limited within the authorized operator (CSP) and the handling agents at the LEA.

The LIID isacomponent of the CC delivery procedure and of the IRI records. It shall be used within any information
exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The L1ID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (CSP) shall either enter, based on an agreement with each LEA, aunique L11D for each target
identity of the target or asingle LI1D for multiple target identities all pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be unique L11Ds assigned relating to each LEA.

15.3.2.3 Correlation Number

For a given target the Correlation Number isfor agiven MM S is unique across all MM S involving the target and used
for the following purpose:

- correlate CC with IRI.

NOTE: The Correlation Number is at a minimum unique for each concurrent communication of atarget within a
lawful authorization.

15.3.6 IRl for MMS

15.3.6.1 General
The events defined in TS 33.107 [19] are used to generate records for the delivery viaHI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. The following table gives the mapping between event type received at DF2 level and record type sent to
the LEMF.

Table 15.3.6.1.1: Mapping between MMS Events and HI2 records type

Event IRl Record Type
MMS Send REPORT
MMS Notification & Confirmation REPORT
MMS Retrieval Confirmation REPORT
MMS Retrieval Acknowledgement REPORT
MMS Forwarding REPORT
MMS Store Request REPORT
MMS Viewing Request REPORT
MMS Viewing Response REPORT
MMS Deletion Request REPORT
MMS Cancel Request REPORT
MMS Read Report REPORT

The Serving System and Serving Evolved Packet System events are reported as per Clause 6.5.1.1 and 10.5.1.1,
respectively, of the present document.

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the ICE or DF2 MF, if thisis necessary in a specific country. The
following table gives the mapping between information received per event and information sent in records.
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Table 15.3.6.1.2: Mapping between Events information and IRl information

Parameter

description

HI2 ASN.1 parameter

Observed MSISDN

MSISDN: the coding may be based on the global-phone-
number, defined in Multimedia Messaging Service
Encapsulation Protocol OMA-TS-MMS_ENC-V1_3-
20110913-A {90].

partylnformation

Observed IMSI

IMSI of the target

partylnformation

Observed MMD
Address

An address in a format as specified in [90]. This is where a
SIP URI would be included.

partylnformation

Observed MMS
Address for Non-
Local ID

An address in a format as specified in [90]. National
regulation requires Non-Local ID as target. In that case, It
may be E164 number [29], or alphanumeric or numeric
short code, or e-mail described in section 3.4 of IETF RFC
2822 [92], but excluding the obsolete definitions as
indicated by the “obs-“prefix.(see clause 8 of Multimedia
Messaging Service Encapsulation Protocol OMA-TS-
MMS_ENC-V1 3-20110913-A {90]).

partylnformation

Observed shortcode

Alphanumeric or numeric short code as defined in
Multimedia Messaging Service Encapsulation Protocol
OMA-TS-MMS_ENC-V1 3-20110913-A {90].

partylnformation

Observed IPv4/IPv6
Address

An IPv4 or IPv6 address of the target.

partylnformation

Event Type

Description which type of event is delivered: Send,
Notification, Notification Response, Retrieval, Retrieval
Acknowledgement, Forwarding, Store, Upload, Delete,
Delivery, Read Reply From Target, Read Reply To Target,
Cancel, View Request, View Confirm.

mMSEvent

Event Date

Date of the event generation in the MMS Proxy/Server.

Event Time

Time of the event generation in the MMS Proxy/Server.
Timestamp shall be based on the MMS Proxy/Server
internal clock.

timestamp

Correlation Number

The correlation number is used to correlate CC and IRI.

mMSCorrelationNumber

Applic-ID

Identification of the originating application of the original
MM.

appliclD

Aux Applic Info

Auxiliary application addressing information as indicated in
the original MM.

auxApplicinfo

BCC Recipients

Address of a recipient; the "BCC" field may include
addresses of multiple recipients. When address translation
occurs, both the pre and post translated addresses (with
appropriate correlation) are included.

mMSParties/bCCAddresses

Cancel id

This field includes the Message ID identifying the message
to be cancelled.

cancellD

Cancel Status

Provides the status of the cancel request.

cancelStatus

CC Recipients

Address of a recipient; the "CC" field may include
addresses of multiple recipients. When address translation
occurs, both the pre and post translated addresses (with
appropriate correlation) are included.

mMSParties/CCAddresses

Content Class

Classifies the content of the MM to the smallest content
class to which the message belongs.

contentClass

Content Location

This field defines the location of the content to be retrieved.

contentLocation

Content Type

The content type of the MM.

contentType

Delivery report

Specifies whether the originator MMS UE requests a
delivery report from each recipient.

deliveryReport

Desired Delivery
Time

Date and Time of desired delivery. Indicates the earliest
possible delivery of the MM to the recipient.

desiredDeliveryTime

Distribution
indicator

Identifies whether the originator (e.g., a Value Added
Service Provider) allows the MM to be further distributed. A
"No" value indicates to the user that the originator
requested the content of the MM is not supposed to be
distributed further.

distributionIndicator

DRM Content

Indicates if the MM contains any DRM-protected element.

dRMContent

Element descriptor

Contains the Content-Reference associated with the
corresponding top level message content of the MM waiting
for retrieval and MAY additionally contain the type/format of
the message content.

elementDescriptor
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Parameter

description

HI2 ASN.1 parameter

Expiry

Length of time the MM will be stored in MMS Proxy- Relay
or time to delete the MM. The field has two formats, either
absolute or relative.

expiry

From address

Address of the sender of the MM or read reply. The sender
may be the originator or a forwarding user. When address
translation occurs (in the case of a token sent by the client
and replaced with a proper address by the MMS
Proxy/Relay), both the pre and post translated addresses
(with appropriate correlation) are included.

mMSParties/from

Lawful interception
identifier

Unique number for each lawful authorization.

lawfullnterceptionldentifer

Message Class

Class of the MM. For example, a value of "auto" is
automatically generated by the UE. If the field is not
present, the class should be interpreted as "personal".

messageClass

An ID assigned by the MMS Proxy-Relay to uniquely messagelD
Message ID identify an MMS message.
Identifies the value of the MM State associated with a to be | mMState
MM State
stored or stored MM.
Identifies a keyword to add or remove from the list of mMStateFlags
MM State Flags keywords associated with a stored MM.
MMS Attributes A list of information elements that should appear in the mMSAttributes
view for each selected message.
Date and Time when the MM was last handled (either mMSDateTime
MMS Date/Time originated or forwarded). For origination, included by the
sending MMS client or the originating MMS Proxy-Relay.
A number indicating the maximum number of selected MMs | mMSLimit
whose information are to be returned in the response.
MMS Limit If this is absent, information elements from all remaining
MMs are to be returned. If this is zero then no MM-related
information are to be returned.
MMS Message Identifies the number of messages in the content part of the | mMSMessageCount
Count PDU.
Indicates a request for or the actual quotas for the user's mMSQuotas
MMS Quotas MMBox in messages or bytes.
MMS Start A number, indica;ing the i.ndex of the f!rst MM of those mMSStart
selected to have information returned in the response.
MMS Status P_rovides a MMS status. A status of "re_trieved" is only mMSStatus
signalled by the retrieving UE after retrieval of the MM.
MMS Status Text Text that qualifies the MMS Status. mMSStatusText
Indicates a request for or the actual count of messages
MMS Totals currently stored in the MMBoX.
MMS Version The version of MMS used by the target.

Network Identifier

Operator ID plus unique identifier for the GCS AS.

networkldentifer

Previously sent by

Address of the MMS Client that forwarded or originally sent
the message and a sequence number. A higher sequence
number indicates a forwarding event at a later point in time.
This header field MAY appear multiple times.

previouslySentBy

Previously sent by

Date and time of a forwarding or original send transaction
of the message and a sequence number.
The sequence number indicates the correspondence to the

reviouslySentByDateTime

Date/Time MMS Client's address in the "X-Mms-Previously- Sent-By"
header field with the same sequence number. This header
field MAY appear multiple times.

Priority Priority of the MM assigned by the originator MMS Client. priority

Read report Specifies whether th_e _originator MMS UE requests a read readReport
report from each recipient.

Read Status Text explanation corresponding to the Read Status. readStatus

Replace ID This.field indicate; the reference (i.e. Message-ID) of the replacelD
previous MM that is replaced by the current MM.

Reply Applic ID Identification of an application to which replies, delivery replyAppliclD

reports, and read reports are addressed.

Report Allowed

Indication whether or not the sending of delivery report is
allowed by the recipient MMS Client.

reportAllowed

Response Status

MMS specific status.

responseStatus

Response Status
Text

Text that qualifies the Response Status.

responseStatusText
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Parameter

description

HI2 ASN.1 parameter

Retrieval Mode

Indicates whether manual retrieval mode is recommended
for the MM.

retrievalMode

Retrieval Mode Text

Explains why manual retrieval mode is recommended for
the MM.

retrievalModeText

Retrieve Status

MMS specific status.

retrieveStatus

Retrieve Status retrieveStatusText

Text

Text that qualifies the Retrieve Status.

An indication that the sender's address should not be
delivered to the recipient.

Sender visibility senderVisibility

Specifies whether the originator MMS UE wants the store
Store submitted MM to be saved in the user's MMBoX, in addition

to sending it.
Store Status Indicates if the MM was successfully stored in the MMBox. | storeStatus
Store Status Text Text that qualifies the Store Status. storeStatusText

Address of a recipient; the "To" field may include mMSParties/toAddresses
addresses of multiple recipients. When address translation
occurs, both the pre and post translated addresses (with
appropriate correlation) are included.

An ID used to correlate an MMS request and response

between the target and the MMS Proxy-Relay.

To Recipients

Transaction ID transactionID

NOTE: LIID parameter must be present in each record sent to the LEMF.
15.3.6.2 Events and Event Information
15.3.6.2.1 Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried
by arecord. Thisfocusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 15.3.6.1.1 Mapping between MM S Events and
HI2 records type and Annex B.14 Intercept related information (HI2). IRI is described in terms of a'causing event' and
information associated with that event. Within each IRI record thereis a set of events and associated information
elements to support the particular service.

The communication events described in Table 15.3.6.1.1: Mapping between MM S Events and HI2 record type and
Table 15.3.6.1.2: Mapping between Events information and IRI information convey the basic information for reporting
the disposition of a communication. This clause describes those events and supporting information.
Each record described in this clause consists of a set of parameters. Each parameter is either:

- mandatory (M) required for the record,
- conditional (C) required in situations where a condition is met (the condition is given in the Description), or
- optiona (O) provided at the discretion of the implementation.

The information to be carried by each parameter isidentified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.
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15.3.6.2.2 REPORT record information
The REPORT record is used to convey the events of MM S service interception.
The REPORT record shall be triggered when:
- thetarget sendsaMMS;
- thetarget receives a notification of anincoming MMS;
- thetarget responds to the notification of anincoming MMS;
- an MMSisretrieved by the target;
- thetarget acknowledges to the retrieved MMS;
- thetarget forwards an MMS;
- thetarget storesan MM S in the Mmbox;
- thetarget uploads an MMS to the Mmbox;
- thetarget deletesa MMS stored in the Mmbox;
- thetarget receivesaMMS Delivery report;
- thetarget sendsaMMS Read Reply;
- thetarget receivesa MMS Read Reply;
- thetarget receivesa MMS cancel request;
- thetarget sends aMMbox view request;

- thetarget receives a confirmation of a sent MMbox View request.
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Table 15.3.6.2.2.1: MMS Send REPORT Record

Parameter MOC | Description/Conditions

observed IMEI

observed IMSI

observed MSISDN C Provide at least one and others when available.

Observed IMPU/IMPI

Observed E.164 number

observed MMS

Address/MMbox ID

observed IPv4/IPv6 Address

event type M Provide MMS event type (i.e., MMS Send).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided including the network element identifier.

lawful intercept identifier M Shall be provided.

correlation number C Provide to allow correlation of CC and IRI when CC is authorized.

To Recipients M Shall be provided and shall include untranslated and translated
addresses.

CC Recipients C Provide if available to identify CC recipients. When included, shall
provide untranslated and translated addresses.

BCC Recipients C Provide if available to identify BCC recipients. When included, shall
provide untranslated and translated addresses.

From address M Shall be provided (includes both target provided address and if
translation occurs, network substituted post-translation address).

MMS Version M Shall be provided.

Transaction ID M Shall be provided.

Message ID M Shall be provided.

MMS Date/Time M Shall be provided.

Message Class C Provide if available to identify the message class.

Expiry M Shall be provided (either the signalled expiry or the default, whichever
applies).

Desired Delivery Time C Provide when sent by the target to indicate the desired MMS delivery
time.

Priority C Provide when sent by the target to indicate the desired MMS priority.

Sender visibility C Provide when sent by the target to indicate the target’s visibility to the
other party or if not signalled by the target and the default is to not make
target visible to the other party.

Delivery report C Provide when sent by the target to indicate the desired delivery report.

Read report C Provide when sent by the target to indicate the desired read report.

Store C Provide when sent by the target to indicate the MMS is to be stored.

Applic ID C Provide when sent by the target to identify the destination application.

Reply Applic ID C Provide when sent by the target to identify the application to which
replies, delivery reports, and read reports are addressed.

Content Class C Provide when sent by the target to identify the class of the content.

DRM Content C Provide when sent by the target to indicate if the MM contains any
DRM-protected element.

Adaptation Allowed C Provide when sent by the target to identify whether the target wishes the
MM to be adapted or not. If overridden, an indication shall be included
in the parameter.

Content Type M Shall be provided.

Content Location C Provide if signalled to the target in response to the target sending an
MMS.

Response Status C Provide if signalled to the target in response to the target sending an
MMS.

Response Status Text C Provide if signalled to the target in response to the target sending an
MMS.

Store Status C Provide if signalled to the target in response to the target sending an
MMS.

Store Status Text C Provide if signalled to the target in response to the target sending an
MMS.
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Table 15.3.6.2.2.2: MMS Notification REPORT Record

Parameter MOC | Description/Conditions

observed IMEI

observed IMSI

observed MSISDN C Provide at least one and others when available.

observed IMPU/IMPI

observed E.164 number

observed MMS

Address/MMbox ID

observed IPv4/IPv6 Address

event type M Provide MMS event type (i.e., MMS Notification).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided including the network element identifier.

lawful intercept identifier M Shall be provided.

correlation number C Provide to allow correlation of CC and IRl when delivery of CC is
authorized.

To Recipients M Shall be provided and shall include untranslated and translated
addresses.

CC Recipients C Provide if available to identify CC recipients. When included, shall
provide untranslated and translated addresses.

BCC Recipients C Provide if available to identify BCC recipients. When included, shall
provide untranslated and translated addresses.

From address M Shall be provided regardless of anonymity (includes both target
provided address and if translation occurs, network substituted post-
translation address).

MMS Version M Shall be provided.

Transaction ID M Shall be provided.

Message ID M Shall be provided.

MMS Date/Time M Shall be provided.

Message Class M Shall be provided.

Expiry M Shall be provided

Distribution indicator C If sent to the target, shall be included.

Element descriptor C If sent to the target, shall be included.

Retrieval Mode C If sent to the target, shall be included.

Retrieval Mode Text C If sent to the target, shall be included.

Sender visibility C If the originator indicated a desire to withhold their address from the
MM recipient, then this parameter shall be included.

Delivery report C If sent to the target, shall be included.

Read report C Provide when sent by the target to indicate the desired read report.

Applic ID C If sent to the target, shall be included.

Reply Applic ID C If sent to the target, shall be included.

Aux Applic Info C If sent to the target, shall be included.

Content Class C If sent to the target, shall be included.

DRM Content C If sent to the target, shall be included.

Replace ID C If sent to the target, shall be included.

Content Location C If sent to the target, shall be included.
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Table 15.3.6.2.2.3: MMS Notification Response REPORT Record

Parameter MOC | Description/Conditions
observed IMEI
observed IMSI
observed MSISDN C Provide at least one and others when available.
observed IMPU/IMPI
observed E.164 number
observed MMS
Address/MMbox ID
observed IPv4/IPv6 Address

event type M Provide MMS event type (i.e., MMS Notification Response).
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided including the network element identifier.
lawful intercept identifier M Shall be provided.
MMS Version M Shall be provided.
Transaction ID M Shall be provided.
Message ID M Shall be provided.
MMS Status M Shall be provided.
C

Report Allowed If sent by the target, shall be included.
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Table 15.3.6.2.2.4: MMS Retrieval REPORT Record

Parameter MOC | Description/Conditions
observed IMEI
observed IMSI
observed MSISDN C Provide at least one and others when available.
observed IMPU/IMPI
observed E.164 number
observed MMS
Address/MMbox ID
observed IPv4/IPv6 Address

event type M Provide MMS event type (i.e., MMS Retrieval).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided including the network element identifier.

lawful intercept identifier M Shall be provided.

correlation number C Provide to allow correlation of CC and IRl when delivery of CC is
authorized.

To Recipients M Shall be provided and shall include untranslated and translated
addresses.

CC Recipients C Provide if available to identify CC recipients. When included, shall
provide untranslated and translated addresses.

BCC Recipients C Provide if available to identify BCC recipients. When included, shall
provide untranslated and translated addresses.

From address M Shall be provided regardless of anonymity (includes both target

provided address and if translation occurs, network substituted post-
translation address).

MMS Version Shall be provided.
Transaction ID Shall be provided.
Message ID Shall be provided.

MMS Date/Time
Previously sent by
Previously sent by Date/Time

Shall be provided.
If available, shall be provided.
If available, shall be provided.

MM State Provide if sent to the target.
Message Class Provide if available to identify the message class.
Priority Shall be provided (either the signalled priority or the default, whichever

applies).

Provide when sent by the target to indicate the desired delivery report.
Provide when sent by the target to indicate the desired read report.
If the originator indicated a desire to withhold their address from the
MM recipient, then this parameter shall be included.

If sent to the target, shall be included.

If sent to the target, shall be included.

If sent to the target, shall be included.

If sent to the target, shall be included.

If sent to the target, shall be included.

If sent to the target, shall be included.

If sent to the target, shall be included.

If sent to the target, shall be included.

If sent to the target, shall be included.

If sent to the target, shall be included.

Delivery report
Read report
Sender visibility

Retrieve Status
Retrieve Status Text
Distribution indicator
Applic ID

Reply Applic ID

Aux Applic Info
Content Class

DRM Content
Replace ID

Content Type

OIOOOO|00O[0|0|0 OO0 ZO|00I0ZZEZ
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Table 15.3.6.2.2.5: MMS Retrieval Acknowledgement REPORT Record

Parameter MOC Description/Conditions
observed IMEI
observed IMSI
observed MSISDN C Provide at least one and others when available.
observed IMPU/IMPI
observed E.164 number
observed MMS
Address/MMboxID
observed IPv4/IPv6 Address

event type M Provide MMS event type (i.e., MMS Retrieval Acknowledgement).
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided including the network element identifier.
lawful intercept identifier M Shall be provided.
MMS Version M Shall be provided.
Transaction ID M Shall be provided.
Message ID M Shall be provided.
C

Report Allowed If sent to the target, shall be included.
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Table 15.3.6.2.2.6: MMS Forwarding REPORT Record

Parameter MOC Description/Conditions

observed IMEI

observed IMSI

observed MSISDN C Provide at least one and others when available.

observed IMPU/IMPI

observed E.164 number

observed MMS

Address/MMbox ID

observed IPv4/IPv6 Address

event type M Provide MMS event type (i.e., MMS Forwarding).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided including the network element identifier.

lawful intercept identifier M Shall be provided.

correlation number C Provide to allow correlation of CC and IRl when delivery of CC is
authorized.

To Recipients M Shall be provided and shall include untranslated and translated
addresses.

CC Recipients C Provide if available to identify CC recipients. When included, shall
provide untranslated and translated addresses.

BCC Recipients C Provide if available to identify BCC recipients. When included, shall
provide untranslated and translated addresses.

From address M Shall be provided (includes both target provided address and if
translation occurs, network substituted post-translation address).

MMS Version M Shall be provided.

Transaction ID M Shall be provided.

Message ID M Shall be provided.

MMS Forward Req Date/Time | M Shall be provided.

Message Class C Provide if available to identify the message class.

Expiry M Shall be provided (either the signalled expiry or the default, whichever
applies).

Desired Delivery Time C Provide when sent by the target to indicate the desired MMS delivery
time.

Priority C Provide when sent by the target to indicate the desired MMS priority.

Sender visibility C Provide when sent by the target to indicate the target’s visibility to the
other party or if not signalled by the target and the default is to not
make target visible to the other party.

Delivery report allowed M Shall be provided to report the target requested reporting to the
original sender or the default, whichever applies.

Delivery report C Provide when sent by the target to indicate the desired delivery report.

Read report C Provide when sent by the target to indicate the desired read report.

Store C Provide when sent by the target to have the forwarded MM stored.

MM State C Provide when sent by the target to set the state for the forwarded MM
when it is stored.

Content Location M Shall be provided.

Response Status M Shall be provided.

Response Status Text C If provided to the target, shall be included.

Store Status C If sent to the target, shall be included.

Store Status Text C If sent to the target, shall be included.
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Table 15.3.6.2.2.7: MMS Store REPORT Record

Parameter MOC Description/Conditions
observed IMEI
observed IMSI
observed MSISDN C Provide at least one and others when available.
observed IMPU/IMPI
observed E.164 number
observed MMS
Address/MMbox ID
observed IPv4/IPv6 Address
event type M Provide MMS event type (i.e., MMS Forwarding).
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided including the network element identifier.
lawful intercept identifier M Shall be provided.
MMS Version M Shall be provided.
Transaction ID M Shall be provided.
MM State C If provided by the target, shall be included.
MM Flags C If provided by the target, shall be included.
Content Location M Shall be provided.
Store Status M Shall be provided.
Store Status Text C If sent to the target, shall be provided.

Table 15.3.6.2.2.8: MMS Upload REPORT Record

Parameter MOC Description/Conditions
observed IMEI
observed IMSI
observed MSISDN C Provide at least one and others when available.
observed IMPU/IMPI
observed E.164
observed MMS
Address/MMbox ID
observed IPv4/IPv6 Address
event type M Provide MMS event type (i.e., MMS Upload).
event date M Provide the date and time the event is detected.
event time
network identifier M Shall be provided including the network element identifier.
lawful intercept identifier M Shall be provided.
MMS Version M Shall be provided.
Transaction ID M Shall be provided.
MM State C If sent by the target, shall be included.
MM Flags C If sent by the target, shall be included.
Content Type M Shall be provided.
Content Location C If available, shall be included.
Store Status M Shall be provided.
Store Status Text C If sent to the target, shall be included.
MMBox Description pdu M Shall be provided. The MMBox description PDU (as described in
Table 15.3.6.2.2.16) corresponds to the particular MM being uploaded.
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Table 15.3.6.2.2.9: MMS Delete REPORT Record

Parameter MOC | Description/Conditions

observed IMEI

observed IMSI

observed MSISDN C Provide at least one and others when available.
observed IMPU/IMPI

observed E.164 number

observed MMS

Address/MMbox ID

observed IPv4/IPv6 Address

event type M Provide MMS event type (i.e., MMS Delete).
event date M Provide the date and time the event is detected.
event time

network identifier M Shall be provided including the network element identifier.
lawful intercept identifier M Shall be provided.

MMS Version M Shall be provided.

Transaction ID M Shall be provided.

Content Location M Shall be provided.

Response Status M Shall be provided.

Response Status Text C If available, shall be provided.

Table 15.3.6.2.2.10: MMS Delivery REPORT Record

Parameter MOC | Description/Conditions

observed IMEI

observed IMSI

observed MSISDN C Provide at least one and others when available.
observed IMPU/IMPI

observed E.164

observed MMS

Address/MMbox ID

observed IPv4/IPv6 Address

event type M Provide MMS event type (i.e., MMS Delivery).
event date M Provide the date and time the event is detected.
event time

network identifier M Shall be provided including the network element identifier.
lawful intercept identifier M Shall be provided.

To Recipients M Shall be provided.

MMS date/time M Shall be provided.

Message id M Shall be provided.

MMS Status M Shall be provided.

MMS Status Text C If available, shall be included.

Applic-ID C If available, shall be provided.

Reply-Applic-id C If available, shall be provided.

Aux-Applic-Info C If available, shall be provided.
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Table 15.3.6.2.2.11: MMS Read Reply From Target REPORT Record

Parameter MOC | Description/Conditions

observed IMEI

observed IMSI

observed MSISDN C Provide at least one and others when available.

observed IMPU/IMPI

observed E.164 number

observed MMS

Address/MMbox ID

observed IPv4/IPv6 Address

event type M Provide MMS event type (i.e., MMS Read Reply From Target).
event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided including the network element identifier.
lawful intercept identifier M Shall be provided.

To Recipients M Shall be provided. Identifies the recipient of the read report.
From address M Shall be provided and include target's MMS address.
Message id M Shall be provided.

Read Status M Shall be provided.

MMS date time M Shall be provided.

Applic-ID C If available, shall be provided.

Reply-Applic-id C If available, shall be provided.

Aux-Applic-Info C If available, shall be provided.

Table 15.3.6.2.2.12:

MMS Read Reply To Target REPORT Record

Parameter MOC | Description/Conditions

observed IMEI

observed IMSI

observed MSISDN C Provide at least one and others when available.

observed IMPU/IMPI

observed E.164 number

observed MMS

Address/MMbox ID

observed IPv4/IPv6 Address

event type M Provide MMS event type (i.e., MMS Read Reply To Target).

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided including the network element identifier.

lawful intercept identifier M Shall be provided.

To Recipients M Shall be provided and include the address of the read recipient (i.e.,
the target).

From address M Shall be provided and include the address of read reply source.

Message id M Shall be provided.

Read Status M Shall be provided.

MMS date time C If available, shall be provided.

Applic-ID C If available, shall be provided.

Reply-Applic-id C If available, shall be provided.

Aux-Applic-Info C If available, shall be provided.
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Table 15.3.6.2.2.13: MMS Cancel REPORT Record

Parameter MOC | Description/Conditions

observed IMEI

observed IMSI

observed MSISDN C Provide at least one and others when available.
observed IMPU/IMPI

observed E.164

observed MMS

Address/MMbox ID

observed IPv4/IPv6 Address

event type M Provide MMS event type (i.e., MMS Cancel).
event date M Provide the date and time the event is detected.
event time

network identifier M Shall be provided including the network element identifier.
lawful intercept identifier M Shall be provided.

MMS Version M Shall be provided.

Cancel id M Shall be provided.

Cancel Status C If available, shall be provided.

Table 15.3.6.2.2.14: MMS View Request REPORT Record

Parameter MOC | Description/Conditions

observed IMEI

observed IMSI

observed MSISDN C Provide at least one and others when available.
observed IMPU/IMPI

observed E.164 number

observed MMS

Address/MMbox ID

observed IPv4/IPv6 Address

event type M Provide MMS event type (i.e., MMS View Request).
event date M Provide the date and time the event is detected.
event time

network identifier M Shall be provided including the network element identifier.
lawful intercept identifier M Shall be provided.

MMS Version M Shall be provided.

Transaction id M Shall be provided.

MM State C If provided by the target, shall be included.

MM Flags C If provided by the target, shall be included.
Content Location C If provided by the target, shall be included.
MMS Start C If provided by the target, shall be included.
MMS Limit C If provided by the target, shall be included.
MMS Attributes C If provided by the target, shall be included.
MMS Totals C If provided by the target, shall be included.
MMS Quotas C If provided by the target, shall be included.
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Table 15.3.6.2.2.15: MMS View Confirm REPORT Record

Parameter MOC | Description/Conditions

observed IMEI

observed IMSI

observed MSISDN C Provide at least one and others when available.
observed IMPU/IMPI

observed E.164

observed MMS

Address/MMbox ID

observed IPv4/IPv6 Address

event type M Provide MMS event type (i.e., MMS View Confirm).
event date M Provide the date and time the event is detected.
event time

network identifier M Shall be provided including the network element identifier.
lawful intercept identifier M Shall be provided.

MMS Version M Shall be provided.

Transaction id M Shall be provided.

MM State C Provide if sent to the target.

MM Flags C Provide if sent to the target.

Content Location C Provide if sent to the target.

MMS Start C Provide if sent to the target.

MMS Limit C Provide if sent to the target.

MMS Attributes C Provide if sent to the target.

MMS Totals C Provide if sent to the target.

MMS Quotas C Provide if sent to the target.

Response Status M Shall be provided.

Response Status Text C Provide if sent to the target.

MMS Message Count C Provide if sent to the target.

Content type M Shall be provided.

MMBox Description pdu M Shall provide one or more MMBox description PDUs where each

MMBox description PDU (as described in Table 15.3.6.2.2.16)
corresponds to a particular MM.
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Table 15.3.6.2.2.16: MMS Description PDU

Parameter MOC | Description/Conditions

correlation number C Provide to allow correlation of CC and IRl when delivery of CC is
authorized.

To Recipients M Shall be included.

CC Recipients C Provide if available.

BCC Recipients C Provide if available.

From address M Shall be provided regardless of anonymity

Message ID C Shall be provided unconditionally for the MMS View Confirm report
record and shall be included for the MMS Upload report record if a
Message ID was previously assigned to the MM. In this latter case, if
a Message ID was not previously assigned, this parameter is
excluded.

MMS Date Time C If available for the MM, shall be provided.

Previously Sent by C If available for the MM, shall be provided.

Previously Sent by Date Time | C If available for the MM, shall be provided.

MM State C Shall be included for the MMS View Confirm report record and shall be
included in the MMS Upload report record if provided by the target.

MM Flags C If at least one keyword is associated with the MM, then this parameter
shall be included. This parameter may convey all the keywords
associated with the MM. If no keywords are associated with the MM,
then this parameter may be excluded.

Message Class C If available, shall be included.

Priority C If available, shall be provided.

Delivery Time C If available, shall be provided.

Expiry C If available, shall be provided.

Delivery report C If available, shall be provided.

Read report C If available, shall be provided.

Message size C If available, shall be provided.

Content Location C Shall only be used in conjunction with the MMS View Confirm report
record

Content type M Shall be provided.

15.3.7 CC for MMS

15.3.7.1 General

The CC for an MMS shall be provided by the ICE to DF3 which will then handle delivery over HI3 to the LEMF.

Corrélation information shall be included in the CC to allow for correlation of the CC to the IRI to which it pertains.
Table 15.3.7.1 shows the contents of the MM S CC PDU to be sent to the LEMF when CC is reported.

Table 15.3.7.1: MMS CC PDU

Parameter MOC | Description/Conditions

event date M Provide the date and time the event is detected.

event time

network identifier M Shall be provided including the network element identifier.
lawful intercept identifier M Shall be provided.

correlation number M Provide to allow correlation of CC and IRI

MMS Version M Shall be provided, if available.

Transaction id M Shall be provided, if available.

MMS Content M Shall be provided.
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Annex A (normative):
HI2 delivery mechanisms and procedures

A.0  Introduction

There are two possible methods for delivery of IRI to the LEMF standardized in this document:
a) ROSE
b) FTP

A.l ROSE

A.1.1 Architecture

LI Adiction

AEH:
AdicionSaviceHaret fa
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Figure A-1: Architecture

The ASE_HI manages the data link, the coding/decoding of the ROSE operations and the sending/receiving of the
ROSE operations.
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A.1.2 ASE_HI procedures

A.1.2.1 Sending part

To request the sending of data to a peer entity, the LI_Application provides the ASE_HlI, the address of the peer entity,
the nature of the data and the data.

On receiving areguest of the L1_Application:

- If thedatalink toward the peer entity addressis active, the ASE_HI, from the nature of the data provided,
encapsul ates this data in the relevant RO-Invoke operation.

- If the datalink toward the peer entity addressisn't active, the ASE_HI reports the data link unavailability to the
LI Application.

NOTE: Until the datalink is established according to A.1.2.3.1, the request of the LI_Application cannot be
successfully processed by ASE_HI.

Depending on the natures of the data provided by the L1_Application, the ASE_HI encapsulates this data within the
relevant ROSE operation:

- IRI: in this case the data provided by the application are encoded within the class 2 RO-Invoke operation
Umts_Sending_of IRI.

The following clause has been included only for backward compatibility reasons towards earlier versions of
ETSI TS 101 671 [24]:

- User packet datatransfer (used for data, which can be exchanged via |SUP/DSSI/MAP signalling: e.g. UUS,
SMYS): in this case the data provided by the application are encoded:

- ether within the class 2 RO-Invoke operation " Circuit-Call-rel ated-services' in case of data associated to a
circuit call (e.g. for UUS 1to 3). The ASN.1 format is described in clause B.5 (HI3 interface);

- or within the class 2 RO-Invoke operation "No-Circuit-Call-rel ated-services' in case of data not associated
withacircuit cal (e.g. for SMS). The ASN.1 format is described in clause B.5 (HI3 interface).

Depending on the class of the operation, the ASE-HI may have to wait for an answer. In this case atimer, depending on
the operation, is started on the sending of the operation and stopped on the receipt of an answer (RO_Result, RO_Error,
RO_Reject).

On timeout of the timer, the ASE_HI indicatesto the LI_Application that no answer has been received. It is under the
LI_Application responsibility to send again the data or to inform the administrator of the problem.

On receipt of an answer component (after verification that the component isn't erroneous), the ASE_HI stop the relevant
timer and acts depending on the type of component:

- Onreceipt of aRO_Result, the ASE_HI provide the relevant LI_Application an indication that the data has been
received by the peer LI-application and the possible parameters contained in the RO_Resullt.

- Onreceipt of aRO_Error, the ASE_HI provide the relevant LI_Application an indication that the data hasn't
been received by the peer LI-application and the possible "Error cause'. The error causes are defined for each
operation in the relevant ASN1 script. It isunder the LI_Application responsibility to generate or not an alarm
message toward an operator or administrator.

- Onreceipt of aRO_Reject U/P, the ASE_HI provide the relevant LI_Application an indication that the data
hasn't been received by the peer LI-application and the "Problem cause”. The "problem causes' are defined in
ITU-T Recommendations X.880 [7] to X.882[8]. It isunder the LI_Application responsibility to send again the
data or to inform the operator/administrator of the error.

On receipt of an erroneous component, the ASE_HI acts as described in ITU-T Recommendations X.880 [7] to
X.88218].
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A.1.2.2 Receiving part
On receipt of a ROSE operation from the lower layers:

- When receiving operations from the peer entity, the ASE_HI verifies the syntax of the component and transmits
the parameters to the LI-Application. If no error/problem is detected, in accordance with the
ITU-T Recommendations X.880 [7] to X.882 [8] standard result (only Class2 operation are defined), the
ASE_HI sends back a RO_Result which coding is determined by the relevant operation ASN1 script. The
different operations which can be received are:

- RO-Invoke operation " Sending-of-IRI" (HI2 interface);
- RO-Invoke operation "No-Circuit-Call-Related-Services' (HI3 interface).
- RO-Invoke operation " Circuit-Call-Rel ated-Services' (HI3 interface).
In case of error, the ASE_HI acts depending on the reason of the error or problem:

- Inaccordance with the rules defined by ITU-T Recommendations X.880 [7] to X.882 [8], an RO_Error issentin
the case of an unsuccessful operation at the application level. The Error cause provided is one among those
defined by the ASN L1 script of the relevant operation;

- Inaccordance with the rules defined in ITU-T Recommendations X.880 [7] to X.882 [8], an RO_Regject U/Pis
sent in the case of an erroneous component. On receipt of an erroneous component, the ASE_HI actsas
described in ITU-T Recommendations X.880 [7] to X.882 [§].

A.1.2.3 Data link management

A.1.2.3.0 General

Data link management is used to establish or release a data link between two peer L1_Applications entities (MF and
LEMF).

A.1l231 Data link establishment

Depending on a per destination address configuration data, the data link establishment may be requested either by the
LEMF LI_Application or by the MF LI_Application.

To request the establishment of a data link toward a peer entity, the L1_Application provides, among others, the
destination address of the peer entity (implicitly, this address defined the protocol layersimmediately under the
ASE HI: TCP/IP, X25, ...). Onreceipt of this request, the ASE_HI request the establishment of the data link with
respect of the rules of the under layers protocol.

As soon as the data link is established, the requesting L1_Application initiates an authentication procedure:

- theorigin LI_Application requests the ASE_HI to send the class 2 RO-Invoke operation " Sending_of _Password"
which includes the "origin password" provided by the LI_Application;

- thepeer LI-Application, on receipt of the "origin password" and after acceptance, requeststo its ASE_HI to send
back a RO-Result. In addition, this destination application requests the ASE_HI to send the class 2 RO-Invoke
operation " Sending-of-Password" which includes the "destination password" provided by the L1_Application;

- theorigin LI-Application, on receipt of the "destination password" and after acceptance, requeststo its ASE_HI
to send back a RO-Result. This application is allowed to send data;

- after receipt of the RO_Resullt, this application is allowed to send data.

In case of erroneous password, the data link isimmediately released and an " password error indication” is sent toward
the operator.

Optionally a Data link test procedure may be used to verify periodically the data link:

- When no data have been exchanged during a network dependent period of time toward an address, (may vary
from 1 to 30 minutes) the LI_Application requests the ASE_HI to send the class 2 RO-Invoke operation
Data-Link-Test;
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- The peer LI-Application, on receipt of this operation , requeststo it's ASE_HI to send back a RO-Resullt;

- Onreceipt of the Result the test is considered valid by the LI_Application;

- If noResult isreceived or if a Reject/Error messageis received, the LI_Aplication requeststhe ASE_LI to
release the data link and send an error message toward the operator.

A.1.2.3.2 Data link release

- The End of the connection toward the peer L1_Application is under the responsibility of the LI_Application. E.g.
the End of the connection may be requested in the following cases:

- Whenadl thedata (IR, ...) has been sent. To prevent unnecessary release, the datalink may be released only
when no L1_Application data have been exchanged during a network dependent period of time;

- Thedatalink is established when a call isintercepted and released when the intercepted call is released (and
al the relevant data have been sent);

- For security purposes;
- For changing of password or address of the LEMF/IIF.

- Toend the connection an L1_Application requests the ASE_HI to send the class 2 RO-Invoke operation "End-
Of-Connection”.

- Thepeer LI-Application, on receipt of this operation , requeststo it's ASE_HI to send back a RO_Result.
- Onreceipt of the Result the L1_Application requeststhe ASE_L | to release the data link.

- If no Result isreceived after a network dependent period of time, or if a Reject/Error message is received, the
LI_Application requeststhe ASE_LI to release the data link and to send an error message toward the
operator/administrator.

A.1.2.4 Handling of unrecognized fields and parameters

See annex D.

A2 FTP

A.2.1 Introduction

At HI2 interface FTP is used over internet protocol stack for the delivery of the IRI. The FTP isdefined in
IETF STD 9[13]. TheIPisdefined in IETF STD0O005 [15]. The TCP isdefined in IETF STD0007 [16].

FTP supportsreliable delivery of data. The data may be temporarily buffered in the mediation function (MF) in case of
link failure. FTP isindependent of the payload data it carries.

A.2.2 Usage of the FTP

The MF acts asthe FTP client and the LEMF acts asthe FTP server . The client pushes the data to the server.
The receiving node LEMF stores the received data as files. The MF may buffer files.
Several records may be gathered into bigger packages prior to sending, to increase bandwidth efficiency.

The following configurable intercept data collection (= transfer package closing / file change) threshold parameters
should be supported:

- frequency of transfer, based on send timeout, e.g. X ms;
- frequency of transfer, based on volume trigger, e.g. X octets.

Every file shall contain only complete IRI records. The single IRI record shall not be divided into severa files.
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There are two possible ways as to how the interception data may be sent from the MF to the LEMF. One way isto
produce files that contain interception data only for one observed target (see: "File naming method A)"). The other way
isto multiplex all the intercepted data that MF receives to the same segquence of general purpose interception files sent
by the MF (see: "File naming method B)").

File naming:

The names for the files transferred to aLEA are formed according to one of the 2 available formats, depending on the
delivery file strategy chosen (e.g. due to national convention or operator preference).

Either each file contains data of only one observed target (asin method A) or several targets datais put to files common
to all observed target traffic through MF (asin method B).

The maximum set of allowed charactersin interception file namesare"a"..."z", "A"..."z","-"," ", ".", and decimals
"0"..."9"

File naming method A):

<LIID>_<seg>.<ext>

LIID = See clause 7.1.

seq = integer ranging between [0..2"64-1], in ASCII form (not exceeding 20 ASCII digits), identifying
the sequence number for file transfer from this node per a specific target.

ext = ASCII integer ranging between ["1".."8"] (in hex: 31H...38H), identifying the file type. The

possible file types are shown in table A.1. Type "1" isreserved for IRI datafiles and type "8" is
reserved for data files according to a national requirement by using the same file naming concept.

Table A.1: Possible file types

File types that the LEA may get Intercepted data types

"1" (in binary: 0011 0001) IRl / as option HI1
notifications

"2" (in binary: 0011 0010) CC (MO) (see clause C.2.2)
"4" (in binary: 0011 0100) CC (MT) (see clause C.2.2)
"6" (in binary: 0011 0110) < (2'\)"0&MT) (see clause
"7" (in binary: 0011 0111) 'C'TE'MJ'SSE (ZMZ())&MT) (see
"8" (in binary: 0011 1000) for national use

This alternative A is used when each target's IRI is gathered per observed target to dedicated delivery files. This method
provides the result of interception in avery refined form to the LEAS, but requires somewhat more resourcesin the MF
than alternative B. With this method, the data sorting and interpretation tasks of the LEMF are considerably easier to
facilitate in near real time than in aternative B.

File naming method B):

The other choice is to use monalithic fixed format file names (with no trailing file type part in the file name):
<filenamestring> (e.g. ABXY 00041014084400001)

where:

ABXY = Source node identifier part, used for al files by the mobile network operator "AB" from this MF node
named "XY".

00 = year 2000

04 = month April

10= day 10

14= hour

08 = minutes

44 = seconds
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0000 = extension

ext = filetype. Thetype"1" isreserved for IRI datafiles and type "8" isreserved for national use.
(Caodings"2" = CC(MO), "4" = CC(MT), "6" = CC(MO&MT) are reserved for HI3).

This alternative B is used when severa targets' intercepted datais gathered to common delivery files. This method does
not provide the result of interception in asrefined form to the LEAs as the alternative A, but it is faster in performance
for the MF point of view. With this method, the MF does not need to keep many files open like in alternative A.

A.2.3  Profiles (informative)

Asthere are several ways (usage profiles) how data transfer can be arranged by using the FTP, this chapter contains
practical considerations how the communications can be set up. Guidance is given for client-server arrangements,
session establishments, time outs, the handling of the files (in RAM or disk). Example batch file is described for the
case that the sending FTP client usesfiles. If instead (logical) files are sent directly from the client's RAM memory,
then the procedure can be in principle similar though no script file would then be needed.

At the LEMF side, FTP server processisrun, and at MF, FTP client. No FTP server (which could be accessed from
outside the operator network) shall run in the MF. The FTP client can be implemented in many ways, and here the FTP
usage is presented with an example only. The FTP client can be implemented by a batch file or afile sender program
that uses FTP viaan API. The login needs to occur only once per e.g. <destaddr> & <leauser> -pair. Once theloginis
done, the files can then be transferred just by repeating 'mput’ command and checking the transfer status (e.g. from the
API routine return value). To prevent inactivity timer triggering, adummy command (e.g. 'pwd’) can be sent every T
seconds (T should be lessthan L, the actual idle time limit). If the number of FTP connectionsis wanted to be as
minimised as possible, the FTP file transfer method "B" isto be preferred to the method A (though the method A helps
more the LEMF by pre-sorting the data sent).

Smple example of a batch file extract:
FTP commands usage scenario for transferring alist of files:

To prevent FTP cmd line buffer overflow the best way is to use wild-carded file names, and let the FTP implementation
do the file name expansion (instead of shell). The number of files for one mput is not limited this way:

ftp <flags> <destaddr>
user <l eauser> <| eapasswd>
cd <dest pat h>
| cd <srcpat h>
bin
mput <files>
nlist <lastfile> <checkfil e>
cl ose
ECF

This set of commands opens an FTP connection to a LEA site, logs in with a given account (auto-login is disabled),
transfersalist of filesin binary mode, and checks the transfer statusin a simplified way.

Brief descriptions for the FTP commands used in the example:

user <user-name> <password> | dentify the client to the remote FTP server.

cd <remote-directory> Change the working directory on the remote machine to remote-directory.

Icd <directory> Change the working directory on the local machine.

bin Set the file transfer type to support binary image transfer.

mput <local-files> Expand wild cardsin the list of local files given as arguments and do a put
for each file in the resulting list. Store each local file on the remote
machine.

nlist <remote-directory> <local-file> Print alist of the filesin adirectory on the remote machine. Send the
output to local-file.

close Terminate the FTP session with the remote server, and return to the
command interpreter. Any defined macros are erased.
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The parameters are as follows:

<flags> contains the FTP command options, e.g. "-i -n -V -p" which equals to ‘interactive prompting off’,

‘auto-login disabled', 'verbose mode disabled’, and 'passive mode enabled’. (These are dependent
on the used ftp- version.)

<destaddr > contains the | P address or DNS address of the destination (LEA).

<leauser > contains the receiving (LEA) username.

<leapasswd>  containsthereceiving (LEA) user's password.

<destpath> contains the destination path.

<srcpath> contains the source path.

<files> wildcarded file specification (matching the files to be transferred).

<lastfile> the name of the last file to be transferred.

<checkfile> isa (;)Scrall) file to be checked upon transfer completion; if it exists then the transfer is considered
successful.

The FTP application should to do the following things if the checkfile is not found:

keep the failed files.
raise 'file transfer failure' error condition (i.e. send alarm to the corresponding LEA).

the data can be buffered for a time that the buffer size allows. If that would finally be exhausted, DF would start
dropping the corresponding target's data until the transfer failure is fixed.

the transmission of the failed filesis retried until the transfer eventually succeeds. Then the DF would again start
collecting the data.

upon successful file transfer the sent files are deleted from the DF.

The FTP server at LEMF shall not allow anonymous login of an FTP client.

Itisrequired that FTP implementation guarantees that LEMF will start processing data only after data transfer is
complete.

The following implementation example addresses a particular issue of FTP implementation. It isimportant however to
highlight that there are multiple ways of addressing the problem in question, and therefore the given example does not
in any way suggest being the default one.

MF sends data with a filename, which indicates that the file is temporary. Once data transfer is complete, MF
renames temporary file into ordinary one (as defined in C.2.2).

The procedure for renaming filename should be as follow:
1) open FTP channel (if not already open) from MF to LEMF;
2) sendsdatato LEMF using command "put" with temporary filename;
3) after MF finished to send the file, renaming it as ordinary one with command "ren".
Brief descriptions for the FTP commands used in the example:
ren <from-name> <to-name> renaming filename from-name to to-name.

If the ftp-client want to send file to LEMF using the command "mput" (e.g. MF stored many IRI files and want
to send all together with one command), every filename transferred successfully must be renamed each after
command "mput" ended.
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A.2.4 File content

Thefile content isin method A relating to only one target.

In the file transfer method B, the file content may relate to any targets whose intercept records are sent to the particular
LEMF address.

Individual IRI records shall not be fragmented into separate files at the FTP layer.

A.2.5  Exceptional procedures
Overflow at the receiving end (LEMF) is avoided due to the nature of the protocol.

In case the transit network or receiving end system (LEMF) is down for areasonably short time period, the local
buffering at the MF will be sufficient as a delivery reliability backup procedure.

In case the transit network or receiving end system (LEMF) is down for avery long period, the local buffering at the
MF may have to be terminated. Then the following intercepted data coming from the intercepting nodes to the MF
would be discarded, until the transit network or LEMF is up and running again.

A.2.6  Other considerations

The FTP protocol mode parameters used:

Transmission Mode: stream

Format: non-print
Structure: file-structure
Type: binary

The FTP client (=user -FTP process at the MF) uses e.g. the default standard FTP ports 20 (for data connection) and 21
(for control connection), ‘passive’ mode is supported. The data transfer process listens to the data port for a connection
from a server-FTP process.

For the file transfer from the MF to the LEMF(s) e.g. the following data transfer parameters are provided for the FTP
client (at the MF):

- transfer destination (IP) address, e.g. "194.89.205.4";

- transfer destination username, e.g. "LEAL";

- transfer destination directory path, e.g. "/usr/local/LEA1/1234-8291";

- transfer destination password;

- interception file type, "1" (thisis needed only if the file naming method A is used).

LEMF may use various kind directory structures for the reception of interception files. It is strongly recommended that
at the LEMF machine the structure and access and modification rights of the storage directories are adjusted to prevent
unwanted directory operations by a FTP client.
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Timing considerationsfor the HI2 FTP transmission

The MF and LEMF sides control the timersto ensure reliable, near-real time data transfer. The transmission related
timers are defined within the lower layers of the used protocol and are out of scope of this document.

The following timers may be used within the LI application:

Table A.2: Timing considerations

Name Controlled by Units Description

T1 inactivity timer | LEMF Seconds Triggered by no activity within the FTP session (no new files).
The FTP session is torn down when the T1 expires. To send
another file the new connection will be established. The timer
avoids the FTP session overflow at the LEMF side.

T2 send file trigger | MF Milliseconds Forces the file to be transmitted to the LEMF (even if the size
limit has not been reached yet in case of volume trigger
active). If the timer is set to 0 the only trigger to send the file is
the file size parameter (See C.2.2).
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Annex B (normative):
Structure of data at the handover interface

B.0 Introduction

This annex specifies the coding details at the handover interface HI for all data, which may be sent from the operator's
(NO/AN/SP) equipment to the LEMF, across HI.

At the HI2 and HI3 handover interface ports, the following data may be present:
- interface port HI2: IRI;
- interface port HI3: records containing CC.

The detailed coding specification for these types of information is contained in this annex, including sufficient details
for a consistent implementation in the operator's (NO/AN/SP) equipment and the LEMF.

It must be noticed some data are ROSE specific and have no meaning when FTP is used. Those specificities are
described at the beginning of each subsequent clause of this annex.

B.1  Syntax definitions

The transferred information and messages are encoded to be binary compatible with [5] (Abstract Syntax Notation One
(ASN.1)) and [6] (Basic Encoding Rules (BER)).

These recommendations use precise definitions of the words type, class, value, and parameter. Those definitions are
paraphrased below for clarity.

A type, in the context of the abstract syntax or transfer syntax, is a set of all possible values. For example, an INTEGER
isatype for all negative and positive integers.

A class, in the context of the abstract syntax or transfer syntax, is aone of four possible domains for uniquely defining a
type. The classes defined by ASN.1 and BER are: UNIVERSAL, APPLICATION, CONTEXT, and PRIVATE.

The UNIVERSAL classis reserved for international standards such as[5] and [6]. Most parameter type identifiersin
the HI ROSE operations are encoded as CONTEXT specific class. Users of the protocol may extend the syntax with
PRIVATE class parameters without conflict with the present document, but risk conflict with other users extensions.
APPLICATION class parameters are reserved for future extensions.

A valueis aparticular instance of atype. For example, five (5) is a possible value of the type INTEGER.

A parameter in the present document is a particular instance of the transfer syntax to transport a value consisting of a
tag to identify the parameter type, alength to specify the number of octets in the value, and the value.

Inthe BER atag (a particular type and classidentifier) may either be a primitive or a constructor. A primitiveisapre-
defined type (of class UNIVERSAL) and a constructor consists of other types (primitives or other constructors). A
constructor type may either be IMPLICIT or EXPLICIT. An IMPLICIT type is encoded with the constructor identifier
alone. Both ends of a communication must understand the underlying structure of the IMPLICIT types. EXPLICIT
types are encoded with the identifiers of all the contained types. For example, an IMPLICIT Number of type INTEGER
would be tagged only with the Number tag, where an EXPLICIT number of type INTEGER would have the INTEGER
tag within the Number tag. The present document uses IMPLICIT tagging for more compact message encoding.

For the coding of the value part of each parameter the general rule isto use awidely use a standardized format when it
exists (ISUP, DSS1, MAP, etc.).
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Asalarge part of the information exchanged between the user's may be transmitted within ISUP/DSSL1 signalling, the
using of the coding defined for this signalling guarantee the integrity of the information provided to the LEMF and the
evolution of the interface. For example if new values are used within existing |SUP parameters, this new values shall be
transmitted transparently toward the LEMF-.

For the ASN.1 parameters of the type 'OCTET STRING, the ordering of the individual halfoctets of each octet shall be
such that the most significant nibble is put into bitposition 5 - 8 and the least significant nibble into bitposition 1 - 4.
This general rule shall not apply when parameter formats are imported from other standards, e.g. an E.164 number
coded according to ISUP, ITU-T Recommendation Q.763 [29]. In this case the ordering of the nibbles shall be
according to that standard and not be changed.

B.2 3GPP object tree

- / \ identified-organization(4)

e hi3CSvoice(18)
/_,.’ i3mms(17)
' . . hi2mms(16)
. securityDomain(2) hi2prose(15)
hi3gcse(14)

hi2gcse(13)
lawfullntercept(2)

hi3voip(12)

fraud(1) .
hi3conf(11)

hi2conf(10)

threeGPP (4) hi3eps(9)
hi1(0) him(3) )
hi2(1) hi3(2) hi2eps(8)

hi2mbms(7)

hi2wlan(6)
hi1(0)
him(5)
hi2(1) hi3(2) hi2Ccs(3) hi3CS(4)

Figure B.1: 3GPP object tree
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B.3 Intercept related information (HI2 PS and IMS)

Declaration of ROSE operation umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery
mechanism, data Umtsl RIsContent must be considered.

ASN1 description of IRI (HI2 interface)

Unt sHI 20perations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |aw ulintercept(2)
threeGPP(4) hi2(1) r14 (14) version-1 (1)}

DEFINITIONS I MPLICI T TAGS :: =

BEG N

| MPORTS

OPERATI ON,
ERROR
FROM Renot e- Oper at i ons- | nf or nat i on- Cbj ect's
{joint-iso-itu-t(2) renote-operations(4) informationCbjects(5) versionl(0)}

Lawf ul I nterceptionldentifier,
Ti meSt anp,

Net wor k- | denti fier,

Nat i onal - Par anet er s,

Nat i onal - HI 2- ASNlpar anet er s,
Dat aNodeAddr ess,

| PAddr ess,

| P-val ue,

X25Addr ess

FROM HI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
| awful I ntercept(2) hi2(1) versionl8(18)}; -- Inported fromTS 101 671v3.14.1

-- nject ldentifier Definitions

-- Security Domainld
Iawf ul I nt er cept Donai nl d OBJECT I DENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) lawful I ntercept(2)}

-- Security Subdomai ns
t hr eeGPPSUBDonai nl d OBJECT | DENTI FI ER :: = {l awful I ntercept Domai nl d t hreeGPP(4)}
hi 2Domai nld OBJECT | DENTIFIER  ::= {threeGPPSUBDomai nld hi2(1) r14 (14) version-1 (1)}

unt s-sendi ng-of -1 Rl OPERATION :: =

ARGUVMENT Unt sI Rl sCont ent
ERRORS { OperationErrors }
CODE gl obal : {t hr eeGPPSUBDonmi nl d hi 2(1) opcode(1)}

-- Cass 2 operation . The tiner shall be set to a value between 3 s and 240 s.
-- The tiner.default value is 60s.

-- NOTE: The sanme note as for H managenment operation applies.
Unt sI Rl sCont ent ::= CHA CE
{
unt si Rl Cont ent Unt sl Rl Cont ent
unt sl Rl Sequence Unt sl Rl Sequence
}

Unt sl Rl Sequence

SEQUENCE OF Unt sl RI Cont ent

-- Aggregation of UrtslRl Content is an optional feature.

-- It may be applied in cases when at a given point in tinme

-- several IRl records are available for delivery to the same LEA destination.
-- As a general rule, records created at any event shall be sent

-- imrediately and not withheld in the DF or MF in order to

-- apply aggragation.

-- Wen aggregation is not to be applied,

-- Untsl Rl Content needs to be chosen.
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Unt sI Rl Cont ent ::= CHA CE

{
i Rl - Begi n-record [1] IRI-Paraneters, -- include at |east one optional paraneter
i Rl - End-record [2] IRl -Paraneters,
i Rl - Conti nue-record [3] IRI-Paraneters, -- include at |east one optional paraneter
i Rl - Report-record [4] IR -Paraneters -- include at |east one optional paraneter

}

unknown- ver si on ERROR ::= { CODE | ocal : 0}

m ssi ng- par anet er ERROR ::= { CODE | ocal : 1}

unknown- par anet er - val ue ERROR ::= { CODE | ocal : 2}

unknown- par anet er ERROR ::= { CODE | ocal : 3}

QperationErrors ERROR :: =

{
unknown- ver si on |
m ssi ng- paranet er |
unknown- par anet er - val ue |
unknown- par anet er

-- This values may be sent by the LEMF, when an operation or a paranmeter is msunderstood.

-- Paraneters having the same tag nunmbers nust be identical in Rel-5 and onwards nodul es.
| Rl - Par anet er s .. = SEQUENCE

hi 2Domai nl d [0] OBJECT I DENTIFIER, -- 3GPP H 2 domain
i Rl version [ 23] ENUMERATED
{

version2 (2),

version3 (3),
versiond (4),
-- note that version5 (5) cannot be used as it was missed in the version 5 of this
-- ASN. 1 nodul e.
versi on6 (6),
-- vesion7(7) was ommited to align with ETSI TS 101 671.
| ast Version (8) } OPTI ONAL,
-- Optional paraneter "iRlversion" (tag 23) was al ways redundant in 33.108, because
-- the object identifier "hi2Domainld" was introduced into "IRl Parameters" in the
-- initial version of 33.108v5.0.0. In order to keep backward conpatibility, even when
-- the version of the "hi 2Domai nl d" paranmeter will be incremented it is recomrended
-- to always send to LEMF the same: enuneration value "l astVersion(8)".
-- if not present, it means version 1 is handl ed

I awful I nterceptionldentifier [1] Lawful Interceptionldentifier,
-- This identifier is associated to the target.
ti meStanp [3] TimeStanp,
-- date and time of the event triggering the report.)
initiator [4] ENUMERATED
{
not - Avai | abl e (0),
originating-Target (1),
-- in case of GPRS, this indicates that the PDP context activation, nodification
-- or deactivation is M5 requested
term nating-Target (2),
-- in case of GPRS, this indicates that the PDP context activation, nodification or
-- deactivation is network initiated
} OPTI ONAL,
| ocat i onOf TheTar get [8] Location OPTI ONAL,
-- location of the target
partyl nformation [9] SET SIZE (1..10) OF Partylnformati on OPTI ONAL,

-- This paraneter provides the concerned party, the identiy(ies) of the party
--)and all the information provided by the party.

servi ceCent er Addr ess [13] Partylnformati on OPTI ONAL,
-- e.g. in case of SMS nessage this paraneter provides the address of the relevant

-- server
sMB [14] SMs-report OPTI ONAL,
-- this paranmeter provides the SMS content and associ ated i nformation
nati onal - Paraneters [16] Nati onal - Paraneters OPTI ONAL,
gPRSCorr el ati onNunber [18] GPRSCorrel ati onNurber OPTI ONAL,
gPRSevent [20] GPRSEvent OPTI ONAL,

-- This information is used to provide particular action of the target
-- such as attach/detach

sgsnAddr ess [21] Dat aNodeAddr ess OPTI ONAL,

gPRSOper ati onError Code [22] GPRSOperati onError Code OPTI ONAL,
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ggsnAddr ess [ 24] Dat aNodeAddr ess OPTI ONAL,
qCs [25] UntsQos OPTI ONAL,
net wor kl denti fier [26] Network-ldentifier OPTI ONAL,

sMSOri gi nati ngAddr ess [27] Dat aNodeAddr ess OPTI ONAL,
sMSTer mi nat i ngAddr ess [ 28] Dat aNodeAddr ess OPTI ONAL,

i Msevent [29] | Msevent OPTI ONAL,
sl PMessage [30] OCTET STRING OPTI ONAL,
ser vi ngSGSN- nunber [31] OCTET STRING (Sl ZE (1..20)) OPTI ONAL,
-- Coded according to 3GPP TS 29.002 [4] and 3GPP TS 23.003 25].

servi ngSGSN- addr ess [32] OCTET STRING (S| ZE (5..17)) OPTI ONAL,
-- Cctets are coded according to 3GPP TS 23.003 [25]

-- Tag [33] was taken into use by ETSI nmbdule in TS 101 671v2.13.1
| di Event [34] LD event OPTI ONAL,
correl ation [35] Correl ationVal ues OPTI ONAL,

nmedi aDecryption-info [36] Medi aDecryption-info OPTI ONAL,

servi ngS4- SGSN- address [37] OCTET STRI NG OPTI ONAL,

-- Diameter Oigin-Host and Oigin-Real mof the S4-SGSN based on the TS 29.272 [59].
-- Only the data fields fromthe D ameter AVPs are provi ded concatenat ed

-- with a semcolon to populate this field.

si pMessageHeader O f er [38] OCTET STRI NG OPTI ONAL,

si pMessageHeader Answer [39] OCTET STRI NG OPTI ONAL,

sdpOifer [40] OCTET STRI NG OPTI ONAL,

sdpAnswer [41] OCTET STRI NG OPTI ONAL,

uLl Ti nest anp [42] OCTET STRING (S| ZE (8)) OPTI ONAL,

-- Coded according to 3GPP TS 29.060 [17]; Only the ULI Tinmestanp value is reported.
packet Dat aHeader | nf or mati on [43] Packet Dat aHeader | nf or mati on OPTI ONAL,

nmedi aSecFai | urel ndi cation [44] Medi aSecFai |l urel ndi cati on OPTI ONAL,

pANI - Header - | nf o [45] SEQUENCE OF PAN - Header- | nfo OPTI ONAL,

-- information extracted from P- Access- Net wor k-1 nfo headers of SIP nessage;

-- described in TS 24.229 §7.2A 4 [76]

i nsVol P [46] | M5-Vol P-Correlation OPTI ONAL,

xCAPessage [47] OCTET STRI NG OPTI ONAL,

-- The entire HTTP contents of any of the target's | M supplenmentary service setting
-- managenent or mani pul ati on XCAP nessages, mainly made through the U

-- interface defined in the 3GPP TS 24 623 [77].

ccUnavai | abl eReason [48] PrintableString OPTI ONAL,

carrierSpecificData [49] OCTET STRI NG OPTI ONAL,

-- Copy of raw data specified by the CSP or his vendor related to HSS.
current-Previ ous- Syst ens [50] Current-Previous-Systens OPTl ONAL,
change- O - Target -l dentity [51] Change-O -Target-ldentity OPTI ONAL,
requesting- Network-ldentifier [52] OCTET STRI NG OPTI ONAL,

-- the requesting network identifier PLMN id (Mbile Country Code and Mbile Network Country,
-- defined in E212 [87]).

request i ng- Node- Type [53] Requesti ng- Node- Type OPTI ONAL,

serving- System | dentifier [54] OCTET STRI NG OPTI ONAL,

-- the requesting network identifier (Mbile Country Code and Mbile Network Country,

-- defined in E212 [87]).

ext endedLocPar anet er s [ 55] Ext endedLocPar anet ers OPTI ONAL, -- LALS extended paraneters

| ocat i onErr or Code [ 56] Locat i onError Code OPTI ONAL, -- LALS error code

nati onal - Hl 2- ASNlpar anet ers [ 255] Nat i onal - HI 2- ASNlpar anet ers OPTI ONAL

Par aneters having the sane tag nunbers nust be identical in Rel-5 and onwards nodul es

I -- PARAMETERS FORVATS

PANI - Header - | nf 0: : = SEQUENCE
{
access- Type [1] OCTET STRI NG OPTI ONAL,
-- ASCI| chain '3GPP-GERAN ,... : see TS 24.229 87.2A.4 [76]
access-C ass [2] OCTET STRI NG OPTI ONAL,
-- ASCI| chain'3GPP-GERAN , ... : see TS 24.229 8§7.2A.4 [76]
net wor k- Provi ded [3] NuLL COPTI ONAL,
-- present if provided by the network
pANI - Locat i on [4] PAN -Location OPTI ONAL,
}
PANI - Location ::= SEQUENCE
{
raw Locati on [1] OCTET STRING  OPTI ONAL,
-- raw copy of the location string fromthe P-Access-Network-|nfo header
| ocation [2] Location OPTI ONAL,

ETSI




3GPP TS 33.108 version 14.3.0 Release 14 205 ETSI TS 133 108 V14.3.0 (2018-01)

|}

Partyl nfornation 1= SEQUENCE

{
party-Qualifier [0] ENUMERATED

gPRS- Target (3),

I
partyldentity [1] SEQUENCE
{
i nei [1] OCTET STRING (S| ZE (8)) OPTI ONAL,
-- See MAP format [4]

i msi [3] OCTET STRING (S| ZE (3..8)) OPTI ONAL,
-- See MAP format [4] International Mobile
-- Station ldentity E. 212 nunber beginning with Mbile Country Code

ms! SDN [6] OCTET STRING (SIZE (1..9)) OPTI ONAL,
-- MSI SDN of the target, encoded in the same format as the AddressString
-- paraneters defined in MAP format document TS 29.002 [4]

e164- For mat [7] OCTET STRING (SIZE (1 .. 25)) OPTI ONAL,
-- E164 address of the node in international format. Coded in the sane format as
-- the calling party nunber paraneter of the | SUP (paraneter part:[29])

sip-uri [8] OCTET STRING  OPTI ONAL,
-~ See [26]

tel-uri [9] OCTET STRI NG COPTI ONAL,

-- See [67]
x- 3GPP- Asserted-ldentity [10] OCTET STRING OPTI ONAL,
-- X-3GPP-Asserted-ldentity header (3GPP TS 24.109 [79]) of the target, used in
-- some XCAP transactions. This information conplenment SIP URI or Tel URl of the target.
xUl [11] OCTET STRING  OPTI ONAL
-- XCAP User ldentifier (XU)is a string, valid as a path elenent in an XCAP URl, that
-- may be associated with each user served by a XCAP resource server. Defined in | ETF
-- RFC 4825[80]. This information may conplenment SIP URI or Tel URI of the target.

b

servi ces-Data- | nformati on [4] Services-Data-|nformati on OPTI ONAL,
-- This paraneter is used to transnmt all the information concerning the
-- conplenentary infornmati on associated to the basic data call

}

Location ;1= SEQUENCE

e164- Nunber [1] OCTET STRING (SIZE (1..25)) OPTI ONAL,
-- Coded in the same format as the | SUP | ocati on nunber (paraneter
-- field) of the I SUP (see EN 300 356 [30]).

gl obal Cel I I D [2] GobalCelllD OPTI ONAL,
--see MAP format (see [4])
rAl [4] Rai OPTI ONAL,

-- the Routeing Area Identifier in the current SGSN is coded in accordance with the
-- 8§ 10.5.5.15 of document [9] w thout the Routing Area |dentification IEl
-- (only the last 6 octets are used)

gsnliocation [5] GSM.ocation OPTI ONAL,
unt sLocati on [6] UMISLocati on OPTI ONAL,
sAl [7] Sai OPTI ONAL,
-- format: PLMN-ID 3 octets (no. 1 — 3)
-- LAC 2 octets (no. 4 — 5)
-- SAC 2 octets (no. 6 — 7)

-- (according to 3GPP TS 25.413 [62])

ol drRAI [8] Rai OPTI ONAL,
-- the Routeing Area Identifier in the old SGSN is coded in accordance with the
-- 8§ 10.5.5.15 of document [9] w thout the Routing Area |dentification IEl
-- (only the last 6 octets are used).
t Al [9] OCTET STRING (SI ZE (6)) OPTI ONAL,
-- The TAl is coded according to the TS 29.118 [64] w thout the TAl I|El.
-- The tAl paraneter is applicable only to the CS traffic cases where
-- the available location information is the one received fromthe the MVE.
eCd [10] OCTET STRING (Sl ZE (8)) OPTI ONAL,
-- the ECA is coded according to the TS 29.118 [64] w thout the ECA I|El.
-- The eCE paraneter is applicable only to the CS traffic cases where
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-- the available location information is the one received fromthe the MVE.

ci vi cAddr ess [11] G vicAddress OPTI ONAL
-- Every elenments that describe civicAddress are based on | ETF RFC 4776 or | ETF
-- 5139, 1S0O 3166-1 and -2, |1SO 639-1, UPU SB42-4 ([71]to [75]) Such element is to
-- enrich IRl
-- Messages to LEMF by civic elenments on the |location of a H(e)NodeB or a W.LAN hot spot,
-- instead of geographical location of the target or any geo-coordi nates. Pl ease, | ook
-- at the 85.11 location information of TS 33.106 and 84 functional architecture of TS
-- 33.107 on how such el ement can be used.

}
d obal Cel 1D = OCTET STRING (SIZE (5..7))
Rai = OCTET STRI NG (Sl ZE (6))
Sai = OCTET STRING (SI ZE (7))
GSM.ocat i on = CHO CE
{
geoCoordi nates [1] SEQUENCE
| atitude [1] PrintableString (Sl ZE(7..10)),
-- format : XDDMMBS. SS
| ongi t ude [2] PrintableString (SIZE(8..11)),
-- format : XDDDMVSS. SS
mapDat um [3] MapDatum DEFAULT wGS84,
azi mut h [4] | NTEGER (O..359) OPTI ONAL
-- The azimuth is the bearing, relative to true north.
b
-- format : XDDDMVSS. SS
-- X : N(orth), S(outh), E(ast), West)
-- DD or DDD : degrees (nuneric characters)
-- M : mnutes (nuneric characters)
-- SS. SS . seconds, the second part (.SS) is optionnal
-- Exanple :
-- latitude short form N502312
-- I ongi tude long form E1122312. 18
ut nCoordi nates [2] SEQUENCE
{
ut m East [1] PrintableString (SIZE(10)),
utm North [2] PrintableString (Sl ZE(7)),
-- exanple utm East 32U0439955
-- utmNorth 5540736
mapDat um [3] MapDatum DEFAULT wGS84,
azi nut h [4] | NTEGER (O..359) OPTI ONAL
-- The azinmuth is the bearing, relative to true north.
b
ut nRef Coor di nat es [3] SEQUENCE
{
utnref-string PrintableString (SIZE(13)),
mapDat um MapDat um DEFAULT wGS84,
b

-- exanple 32UPW91294045

wGS84Coor di nat es [4] OCTET STRI NG
-- format is as defined in [37].

}
MapDat um : : = ENUMERATED
{
wGS84,
wGS72,
eD50, -- European Datum 50
}
UMISLocation ::= CHO CE {
poi nt [1] GA-Poi nt,
poi nt Wt hUnCertainty [2] GA-PointWthUnCertainty,
pol ygon [3] GA-Pol ygon
}
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Geogr aphi cal Coordi nates ::= SEQUENCE {
| atitudeSi gn ENUMERATED { north, south },
| atitude | NTEGER ( 0. .8388607),
| ongi t ude | NTEGER ( - 8388608. . 8388607) ,
}
GA- Poi nt ::= SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
}
GA- Poi nt Wt hUnCertainty ::=SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
uncert ai nt yCode I NTEGER (0. .127)
}
maxNr O Poi nt s I NTEGER ::= 15
GA- Pol ygon ::= SEQUENCE (Sl ZE (1..maxNr O Points)) OF
SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
}
Ci vi cAddress ::= CHO CE {
det ai | edCi vi cAddr ess SET OF Detai |l edCi vi cAddr ess,
xm G vi cAddr ess Xm G vi cAddr ess,
}
Xm Ci vi cAddress ::= UTF8String
-- Must conformto the February 2008 version of the XML format on the representation of
-- civic location described in | ETF RFC 5139[ 72].
Det ai | edGi vi cAddress :: = SEQUENCE {
bui | di ng [1] UTE8String OPTI ONAL,
-- Building (structure), for exanple Hope Theatre
room [2] UTF8String OPTI ONAL,
-- Unit (apartnent, suite), for exanple 12a
pl aceType [3] UTF8String OPTI ONAL,

-- Place-type, for exanple office
post al Communi t yNanme [4] UTF8String OPTI ONAL,

-- Postal Community Nane, for exanple Leonia
addi ti onal Code [5] UTF8String OPTI ONAL,

-- Additional Code, for exanple 13203000003

seat [6] UTF8String OPTI ONAL,
-- Seat, desk, or cubicle, workstation, for exanple W5 181
pri mar yRoad [7] UTF8String OPTI ONAL,

-- RDis the primary road nanme, for exanple Broadway
pri maryRoadDi rection [8] UTE8String OPTI ONAL,

-- PRDis the leading road direction, for exanple N or North
trailingStreetSuffix [9] UTF8String OPTI ONAL,

-- POD or trailing street suffix, for exanple SWor South West

street Suffix [10] UTE8String OPTI ONAL,
-- Street suffix or type, for exanple Avenue or Platz or Road
houseNunber [11] UTF8String OPTI ONAL,

-- House nunber, for exanple 123
houseNunber Suf fi x [12] UTE8String OPTI ONAL,

-- House nunber suffix, for exanple A or Ter
| andmar kAddr ess [13] UTF8String OPTI ONAL,

-- Landmark or vanity address, for exanple Col unbia University
addi tional Location [114] UTF8String OPTI ONAL,

-- Additional location, for exanple South Wng

nanme [15] UTF8String OPTI ONAL,
-- Residence and office occupant, for exanple Joe's Barbershop
fl oor [16] UTE8String OPTI ONAL,

-- Floor, for exanple 4th floor
pri maryStreet [17] UTF8String OPTI ONAL,

-- Primary street name, for exanpl e Broadway
primaryStreetDirection [18] UTE8String OPTI ONAL,

-- PSDis the leading street direction, for exanple N or North

roadSecti on [19] UTF8String OPTI ONAL,
-- Road section, for exanple 14
roadBr anch [20] UTF8String OPTI ONAL,
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-- Road branch, for exanple Lane 7
roadSubBr anch [21] UTF8String OPTI ONAL,

-- Road sub-branch, for exanple Alley 8
roadPreMdi fier [22] UTF8String OPTI ONAL,

-- Road pre-nodifier, for exanple AOd
roadPost Mbdi fier [23] UTF8String OPTI ONAL,

-- Road post-nodifier, for exanpl e Extended

post al Code [24] UTF8St ri ng OPTI ONAL,

-- Postal/zip code, for exanple 10027-1234
t own [25] UTE8String OPTI ONAL,
county [26] UTF8String OPTI ONAL,

-- An admnistrative sub-section, often defined in | SO 3166-2[74] |International
-- Organi zation for Standardi zation, "Codes for the representation of names of
-- countries and their subdivisions — Part 2: Country subdivision code"

country [27] UTF8Stri ng,
-- Defined in SO 3166-1 [39] International Organization for Standardi zation, "Codes for
-- the representation of nanes of countries and their subdivisions — Part 1: Country
-- codes". Such definition is not optional in case of civic address. It is the
-- mnimminformation needed to qualify and describe a civic address, when a
-- regulation of a specific country requires such information

| anguage [28] UTF8Stri ng,
-- Language defined in the | ANA registry according to the assignments found
-- in the standard | SO 639 Part 1, "I|SO 639-1:2002[ 75], Codes for the representation of
-- names of |anguages — Part 1: Al pha-2 code" or using assignments subsequently made
-- by the SO 639 Part 1 maintenance agency

}
SMS-r epor t 11 = SEQUENCE
{
sMs- Cont ent s [3] SEQUENCE
{
sms-initiator [1] ENUMERATED -- party which sent the SMs
{
target (0),
server (1),
undefi ned-party (2),
b
transfer-status [2] ENUMERATED
{
succeed-transfer (0), -- the transfer of the SMS nessage succeeds
not - succeed-transfer (1),
undef i ned (2),
} OPTI ONAL,
ot her - message [3] ENUMERATED -- in case of termnating call, indicates if
-- the server will send other SMS
{
yes (0),
no (1),
undef i ned (2),
} OPTI ONAL,
cont ent [4] OCTET STRING (SIZE (1 .. 270)) OPTI ONAL,
-- Encoded in the format defined for the SMS nobile
}
}
GPRSCor r el ati onNumber ::= OCTET STRING (Sl ZE(8. . 20))
Correl ati onVal ues ::= CHO CE {
iri-to-CC [0] IRI-to-CC-Correlation, -- correlates IR to Content(s)
iri-to-iri [1] IRI-to-1RI-Correlation, -- correlates IR to IR
bot h-1RI - CC [ 2] SEQUENCE { -- correlates IRl to IR and IR to Content(s)
iri-CC [0] IR -to-CC-Correlation,
iri-1IRI [1] IR -to-1RI-Correl ation}
}
I M5- Vol P-Correl ation ::= SET OF SEQUENCE {
ims-iri [ 0] IR -to-1RI-Correl ation,
i ms-cc [1] IR -to-CC-Correl ation OPTI ONAL
}
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