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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the security architecture, procedures and information flows needed to protect the
mission critical service (MCX). The architecture includes mechanisms to protect the Common Functional Architecture
and security mechanisms for mission critical applications. Thisincludes Push-To-Tak (MCPTT), Video (MCVideo)
and Data (MCData). Additionally, security mechanisms relating to on-network use, off-network use, roaming,
migration, interconnection, interworking and multiple security domains are described.

This specification complements the Common Functional Architecture defined in TS 23.280 [36], the functional
architecture for MCPTT defined in 3GPP TS 23.379 [2], the functional architecture for MCVideo defined in 3GPP TS
23.281 [37] and the functional architecture for MCData defined in 3GPP TS 23.282 [38].

The MC service can be used for public safety applications and also for general commercial applications e.g. utility
companies and railways. As the security model is based on the public safety environment, some MC security features
may not be applicable for commercia purposes.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.379: "Functional architecture and information flows to support Mission Critical Push
ToTalk (MCPTT); Stage 2".

[3] 3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE; Stage 1".

[4] 3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[5] 3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[6] 3GPP TS 33.203: "3G security; Access security for |P-based services'.

[7 3GPP TS 33.179 Release 13: " Security of Mission Critical Push To Tak (MCPTT) over LTE".

[8] 3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".

[9] IETF RFC 6507: "Elliptic Curve-Based Certificateless Signatures for |dentity-Based Encryption
(ECCSl)".

[10] IETF RFC 6508: "Sakai-K asahara Key Encryption (SAKKE)".

[11] IETF RFC 6509: "MIKEY -SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet
KEYing (MIKEY)".

[12] IETF RFC 3550: "RTP: A Transport Protocol for Real-Time Applications”.

[13] IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".

[14] 3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture”.

[15] 3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
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[16]

[17]

[18]
[19]
[20]
[21]

[22]
[23]
[24]

[25]

[26]

[27]

[28]

[29]
[30]
[31]
[32]
[33]
[34]
[35]
[36]
[37]

[38]
[39]
[40]

[41]
[42]

[43]

3GPP TS 33.222: "Generic Authentication Architecture (GAA); Accessto network application
functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".

3GPP TS 33.220: " Generic Authentication Architecture (GAA); Generic Bootstrapping
Architecture (GBA)".

NIST FIPS 180-4: " Secure Hash Standard (SHS)".
IETF RFC 6749: "The OAuth 2.0 Authorization Framework™.
IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage”.

OpenlD Connect 1.0: "OpenlD Connect Core 1.0 incorporating errata set 1",
http://openid.net/specs/openid-connect-core-1_0.html.

IETF RFC 3830: "MIKEY: Multimedia Internet KEYing".
IETF RFC 3602: "The AES-CBC Cipher Algorithm and Its Use with |Psec”.

IETF RFC 4771: "Integrity Transform Carrying Roll-Over Counter for the Secure Real-time
Transport Protocol (SRTP)".

IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia
Internet KEYing (MIKEY)".

IETF RFC 7714: "AES-GCM Authenticated Encryption in the Secure Real-time Transport
Protocol (SRTP)".

W3C: "XML Encryption Syntax and Processing Version 1.1", https:.//www.w3.0rg/TR/xmlenc-
corel/.

W3C: "XML Signature Syntax and Processing (Second Edition)”, http://www.w3.org/TR/xmidsig-
corel.

IETF RFC 5905: "Network Time Protocol Version 4: Protocol and Algorithms Specification”.
IETF RFC 5480: "Elliptic Curve Cryptography Subject Public Key Information”.

IETF RFC 6090: "Fundamental Elliptic Curve Cryptography Algorithms®.

IETF RFC 7519: "JSON Web Token (JWT)".

IETF RFC 7662: "OAUuth 2.0 Token Introspection”.

IETF RFC 3394: "Advanced Encryption Standard (AES) Key Wrap Algorithm”.

IETF RFC 7515: "JSON Web Signature (JWS)".

3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".

3GPP TS 23.281: "Functional architecture and information flows for mission critical video; Stage
2",

3GPP TS 23.282: "Functional model and information flows for Mission Critical Data".
3GPP TS 23.002: "Network Architecture'.

IETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies'.

IETF RFC 2392: "Content-I1D and Message-ID Uniform Resource Locators'.

NIST Special Publication 800-38D: "Recommendation for Block Cipher Modes of Operation:
Galoig/Counter Mode (GCM) and GMAC".

IETF RFC 5116: "An Interface and Algorithms for Authenticated Encryption”.
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[45] IETF RFC 7521 “ Assertion Framework for OAuth 2.0 Client Authentication and Authorization
Grants’.

[46] IETF RFC 7523: “JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and
Authorization Grants’.

[47] 3GPP TS 22.280: " Mission Critical Services Common Requirements; Stage 1".

[48] Void.

[49] 3GPP TS 24.379: "Mission Critical Push To Talk (MCPTT) call control; Protocol specification.”

[50] 3GPP TS 24.282: "Mission Critical Data (MCData) signalling control; Protocol specification. "

[51] IETF RFC 3711 Errata ID 3712, https.//www.rfc-editor.org/errata/eid3712.

[52] IANA: "Multimedia Internet KEYing (MIKEY) Payload Name Spaces',

https://www.iana.org/assignments/mi key-payl oads/mi key-payloads.xhtml.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP
TR 21.905[1].

Authorised I dentity: An application identity given to an authorised user or network entity (e.g. MC Service ID)
containing authorisation information.

External KM'S: The KMSwhich isthe root of trust for a specific External Security Domain.

External Security Domain: A security domain that the user is not a member of, but with which the user may
communicate.

Floor: Floor(x) isthe largest integer smaller than or equal to x.
Home KM S: The KMSthat isthe root of trust of the Home Security Domain.
Home Security Domain: The MCX user's primary security domain.

I dentity M anagement Domain: The MC clients and M C functions that share an Identity Management Server (IdMS).
To be specific, the MC clients request access tokens from the same primary 1dM S, and the M C functions accept access
tokens from this1dMS.

KM S Certificate: A certificate containing the security parameters for a security domain. Thisis required to support
identity-based cryptography and differs from X.509 certificates used for traditional PKI. See Annex D.3.1 for details.

KMSURI: A unique identifier for a security domain, or equivaently, alogical KMS.

MCX: Mission critical serviceswhere “MCX” may be substituted with the term “MCPTT”, “MCVideo”, “MCData’,
or any combination thereof.

Partner domain: A secondary MC domain which may support MC services for MC users who are home to a different
MC domain. See also External Security Domain.

Primary domain: The“home” MC domain where MC users receive their primary identity management and MC
services. See also Home Security Domain.

Security Domain: A security domain is agroup of MCX users who share common security reguirements and policies
for their communications. From atechnical perspective, users within a security domain shareaKMS and KMS
certificate. MCX users may be members of one or more security domains.
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3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

CMS Configuration Management Server
Cs Crypto Session
CSB-ID Crypto Session Bundle Identifier
CSsC Common Services Core
CsK Client-Server Key
CSK-ID Client-Server Key Identifier
GBA Generic Bootstrapping Architecture
GMK Group Master Key
GMK-ID Group Master Key Identifier
GMS Group Management Server
GUK-ID Group User Key Identifier
[dM | dentity Management
[dMS | dentity Management Server
JSON JavaScript Object Notation
JwWS JSON Web Signature
IWT JSON Web Token
KDF Key Derivation Function
KFC Key For Control Signalling
KFC-ID Key for Floor Control Identifier
KMS Key Management Server
MBCP Media Burst Control Protocol
MCData Mission Critical Data
MCPTT Mission Critical Push to Talk
MCVideo Mission Critical Video
MCX Mission Critical Services
MKFC Multicast Key for Floor Control
MSCCK MBMS subchannel control key
MSRP Message Session Relay Protocol
MuSiK Multicast Signalling Key
MKI Master Key Identifier
NGMI Next Generation Mobile Intelligence
NTP Network Time Protocol
NTP-UTC Network Time Protocol — Coordinated Universal Time
oIbC OpenlD Connect
PCK Private Call Key
PCK-ID Private Call Key Identifier
PKCE Proof Key for Code Exchange
PSK Pre-Shared Key
SEG Security Gateway
SPK Signalling Protection Key
SRTCP Secure Real-Time Transport Control Protocol
SRTP Secure Real-Time Transport Protocol
SSRC Synchronization Source
TBCP Talk Burst Control Protocol
TGK Traffic Generating Key
TrK KMS Transport Key
uiD User Identifier for MIKEY -SAKKE (referred to as the 'l dentifier' in RFC 6509 [11])
XPK XML Protection Key
4 Overview of Mission Critical Security

4.1 General
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The mission critical security architecture defined in this document is designed to meet the security requirements defined
in Annex A. The security architecture provides signalling and application plane security mechanisms to protect
metadata and communications used as part of the M C service. The following signalling plane security mechanisms are
used by the MC service:

- Protection of the signalling plane used by the MC Service, defined in clause 6.1 and 6.2.
- Protection of inter/intra domain interfaces, defined in clause 6.3.
The following application plane security mechanisms are used by the MC service:
- Authentication and authorisation of users to the MC Service, defined in clause 5.1.
- Protection of sensitive application signalling within the MC Service, defined in clause 9.
- Security of RTCP (e.g. floor control, transmission control) within the MC Service, defined in clause 9.
- Security of datasignalling within the MCData Service, defined in clause 8.

- End-to-end security of user media within the MC Service. Defined in clause 7 for MCPTT and MCVideo
services and defined in clause 8 for the MCData service.

Security mechanisms in the signalling and application plane are independent of each other, but may both be required for
a secure MC system.

4.2 Signalling plane security architecture

Within aMC system, signalling plane security protects the interfaces used by the M C application. Figure 4.2-1 provides
an overview of these interfaces.

HTTP Proxy SIP Core
HTTP - siP. MC mcC
Signalling Signalling Network _H-r[r;zzgsw— Network
(TLS) (|PS€C) Element Element
MC client

Figure 4.2-1: Signalling plane security architecture

Signalling from the MC client is passed over both HTTP and SIP. The signalling plane security mechanisms for client
to server interfaces and between network elements are defined in clause 6.

4.3 MC system security architecture

43.1 General

The MC system security architecture provides protection both between M C clients, between the MC client and the MC
domain, and also between MC domains. M C system security on the client is bound to the MC user associated with the
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client and not to the MC UE. Conseguently, user authentication and authorisation to the MC domain is required prior to
access to the mgjority of MC services.

Application plane signalling security allows protection of M C-specific signalling from all entities outside of the MC
system (potentially including the SIP core). Application plane signalling security is applied from the MC client to the
client's primary MC domain. It may also be applied between MC domains.

Media security allows protection of MC media within the MC system. It is applied end-to-end between MC clients or in
some cases from the M C client to the MCX server (e.g. One-to-server video push or one-from-server video pull). Under
normal operation however, MC network entities such asthe MCX Servers are typically unable to decrypt the media.

Additionally, signalling plane protection is applied to al HTTP and SIP connectionsinto the MC domain. While
signalling plane protection and signalling plane entities are not shown in this subclause, including the SIP core and
HTTP proxy, it is assumed that signalling plane protection mechanisms are in use.

4.3.2 User authentication and authorisation

Prior to connecting to the MC domain, the MCX user application requires a 'token' authorising its accessto MC
services. To obtain authorisation token(s), the MCX user application authenticates the MC user to an Identity
Management Server which provides the authorisation token.

The authorisation token is provided to MCX network entities, such asthe MCX Server, over an MCX signalling
interface (either aHTTP interface or SIP interface). The MCX network entity will provide accessto MCX services
based upon the token provided.

The architecture for user authentication and authorisation is shown in Figure 4.3.2-1.

MC MC
Network Network
Entities Entities
Identity
Management
Server Authorisation Authorisation
over HTTP over SIP

A

L——Authentication

MC user
application

Figure 4.3.2-1: User authentication and authorisation
Whilethe HTTP proxy and SIP coreis not shown in Figure 4.3.2-1, authorisation occurs over HTTP or SIP and hence

uses signalling plane protection to encrypt authorisation requests carried over HTTP to aHTTP proxy and authorisation
requests carried in SIP messages through the SIP core to the MCX domain.

The mechanism to perform user authentication and authorisation is defined in clause 5.1.
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4.3.3 Identity keying of users and services

Once aMC client has obtained user authorisation to access the MCX domain, the client may obtain key material
associated with the user'sidentity using the authorisation token. Identity keys are required to support key distribution
for application signalling, floor control, transmission control and media. Identity key material is obtained viaan HTTP
request to a Key Management Server as shown in Figure 4.3.3-1.

Identitiy keying is repeated periodically (e.g. monthly). This ensures that user identities are regularly verified and that
users that are no longer part of the MCX domain are removed from the system.

Key
Management
Server

|

Identity
Keying

MC entity

Figure 4.3.3-1: Identity keying of MC entities

While not shown in Figure 4.3.3-1, the UE connection to the KMSisover HTTP and hence is secured using TLS
directly between the MC client and KM S or between the MC client and the HTTP proxy or directly to the KM S. When
the HTTP proxy isin the path between the MC client and the KMS, key material iswrapped using a transport key (TrK)
distributed out-of-band (reference clause 5.3.2). The TrK or a shared Integrity key (InK) may be used to sign the key
meterial.

A number of MC network entities also require identity key material including the MCX Server and Group Management
Server. Thiskey material is obtained viathe same HTTP interface.

The mechanism to perform identity keying is defined in clause 5.3.

4.3.4 Protection of application plane signalling

Application plane signalling security protects application signalling between the MC client and the MCX server. Initial
key distribution for application signalling is performed by sending a client-server key (CSK) from the MC client to the
MCX Server over the SIP interface. The key is secured using the identity key material provisioned by the Key
Management Server. Following initial key distribution, the MCX server may perform a‘key download’ procedure to
update key material, and to key the client to allow multicast signalling to be protected.

There are avariety of types of application plane signalling, including:
- XML signalling within SIP payloads
- Control signalling (e.g. RTCP for floor control or transmission control).
- MCDatasignalling payloads within SIP payloads.

In each case, the same root key material is used to protect the signalling when the signalling is unicast on the uplink or
downlink. Should the signalling be multicast on the downlink, the MCX Server will distribute key material for this
purpose and use this key material to protect multicast signalling.

ETSI



3GPP TS 33.180 version 14.8.0 Release 14 17 ETSI TS 133 180 V14.8.0 (2020-01)

The security architecture is shown in Figure 4.3.4-1.

The mechanisms to provide application plane signalling security are defined in clause 9.

> MCX MCX
Server Server
Application
Key T ‘Key download’ ppiicatl
Initial plane
Management . for key update X N
Client-Server Signalling
Server keying and
multicast keying (XML, RTCP,
MCData signalling)
» MCclient MC client

Figure 4.3.4-1: Application plane signalling security

Application plane signalling security can also be applied between MCX servers. In this case the MCX servers are keyed
manually. While not shown in Figure 4.3.4-1, application plane signalling uses SIP and HTTP and hence is al so secured
up to the SIP core and HTTP proxy respectively.

4.3.5 Media security

4.35.1 General

Media security establishes an end-to-end security context between M C users to support group communications and
private communications for the MCPTT, MCVideo or MCData services. Theintention is for mediato be able to be
encrypted end-to-end between MC clients, irrespective of whether the mediais routed unicast viathe media distribution
server, multicast via the media distribution server, or transmitted over a direct or |OPS connection.

Key distribution for groupsis performed by the Group Management Server. Key distribution for private callsis
performed by the initiating M C client. Once a security context is established, the mediais protected using the
distributed key material. Aditionally, when M C UEs are offline, the security context that is used to protect media
security is also used to protect control signalling (e.g. RTCP).

4.35.2 Media security for group communications.

Media security for groupsis secured by establishing a shared group security context between group members. Key
distribution for the group security context is performed by a Group Management Server. The Group Management
Server creates and sends group keys and group security parameters over SIP as part of group management.

Group keys and security parameters are encrypted by the Group Management Server to the identity of the individual
MC users that are members of the group.. MC users and MCX servers require identity keying by aKMS prior to
performing group management.

Figure 4.3.5.2-1 provides an overview of the group keying process. Details of the process may be found in clause 5.7.
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Figure 4.3.5.2-1: Group keying for media security

Once agroup key has been shared with MC users, keys are derived from that group key to protect media (and control
signalling when the UE is offline).

For MCPTT and MCVideo (specifically RTP), key derivation is based on the MCPTT or MCVideo user’sidentity,
hence every member of the group encrypts media using a different key. Mediais encrypted using the SRTP protocol in
this case. For MCData, the user-specific key derivation is not required. Mediais encrypted within aMCData data
payload in this case.

When the MC UE has a network connection the encrypted mediais routed to other MC clients via the media
distribution function in the MCX Server. Mediafrom an MC client is distributed to group members by the MCX Server
over either unicast or multicast. When the MC UE is offline, the encrypted mediais routed directly to MC clientson
other MC UEs. The security procedure for protecting mediaisthe samein either case. Details of media encryption are
provided in clause 7 for MCPTT and MCVideo, and clause 8 for MCData.

Unlike media, control signalling (such as floor control or transmission control) is protected differently when the UE has
anetwork connection and when it is offline. When the UE has a network connection, control signalling trafficis
encrypted to the identity of the MC Domain. When it is offline, control signalling is encrypted directly to UEsusing a
key derived from the root key for the group or private communication. Details of control signalling encryptionis
provided in clause 9.4.

Figure 4.3.5.2-2 provides an overview of how mediais protected for group communications.
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Identity Keying
Y
. Group .
---------------- Group Keying----------- Management t-nneneeeme--Group Keying----------
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Y Y YVY
Offline Media
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] (sent via MCX server when online)
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Offline Control Signalling
o —
(sent via MCX server when online)
Figure 4.3.5.2-2: Group media protection
4.35.3 Media security for private calls

As part of setting up a private call, the call initiator provides the session key to the terminating client. The key is
encrypted to the MC user that is currently registered on the terminating client. Asaresult, MC users require identity
keying by a KM S prior to performing private communications.

Key
-------------- Identity Keying--------------------1 Management ...
Server

Call Keying over SIP

MCX
Media Server

(online)

Media
(offline) ”

A

MC client MC client
Control Signalling

(offline) ”

A

Figure 4.3.5.3-1: Media security for private calls

Figure 4.3.5.3-1 provides an overview of media protection for private calls. For clarity, MC network entities do not
have access to the private call key material and hence are not able to decrypt the media for the private call
communication (unless the monitoring function is specifically authorised for either user).

Details of private call key distribution are provided in clause 5.6, specific MCPTT and MCVideo procedures are
described in clause 7 and specific MCData procedures are in clause 8.
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Once private call key distribution has been completed, control signalling and application signalling are used to setup
and control the media transport of a private communication.. Mediawill be routed via the media distribution function in
the MCX Server when the UE is online, and directly when the UE is offline. Detail s of media protection are found in
clauses 7 and 8, control signalling protection isfound in clause 9.4 and application signalling protection isfound in
clause 9.3.

The media security context shall also be used to protect control signalling (e.g. floor control) whenthe MC UE is
offline.

5 Common mission critical security framework

5.1 User authentication and authorization

51.1 General

The generic steps for MCX user authentication and authorisation is shown in figure 5.1.1-1.

MCX UE LTE & EPC ID Management SIP Core Mex
server Domain

[ LTE Attach procedure |

< A. MCX User Authentication >
< B-1. SIP Registration and Authentication >
<B-2. Third Party Registration>

< C. MCX User Service Authorisation

Figure 5.1.1-1: MCX authentication and authorisation

At UE power-on, the MCX UE performs LTE authentication as specified in TS 33.401 [14]. The MCX UE then
performs the following steps to complete authentication of the user, authorisation of the user, MCX service registration,
and identity binding between signalling layer identities and the MC service ID(s).

- A: MCX user authentication.
- B: SIP Registration and Authentication.
- C: MCX Service Authorization.
These procedures are described in more detail in subsequent clauses.

Steps A and B may be performed in either order or in parallel. For scenarios where this order has an impact on the
identity bindings between signalling layer identities and the MC service ID(s), are-registration (Step B) to the SIP Core
may be performed to update the registered signalling layer identity.

If an MCX UE completes SIP registration in Step B prior to performing MCX user authentication in Step A and MCX
user service authorization as part of Step C, the MCX UE shall be able to enter a'limited service' state. In thislimited
state, where the MCX user is not yet authorized with the MCX service, the MCX UE shall be able to use limited MCX
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services (e.g. an anonymous MCX emergency communication). The MCX Server isinformed of the registration of the
MC UE with the SIP core though Step B-2.

Additionally, an HTTP-1 authentication mechanism is used.

NOTE: Mechanismsfor confidentiality and integrity protection (not defined in this clause) may be combined only
with certain authentication procedures.

51.2 User authentication

5.1.2.1 Identity management functional model

The mission critical Identity Management functional model is shown in figure 5.1.2.1-1 and consists of the identity
management server located in the MCX common services core and the identity management client located in the MCX
UE. The IdM server and the IdM client in the MCX UE establish the foundation for MCX user authentication and user
authorization.

The CSC-1 reference point, between the |dM client in the UE and the | dentity Management server, provides the
interface for user authentication. CSC-1 isa direct HTTP interface between the IdM client in the UE and the IdM server
and shall support OpenlD Connect 1.0 ([19], [20] and [21]).

The Openl D Connect profile for MCX shall be implemented as defined in annex B. MCX user authentication, MCX
user service authorization, OpenlD Connect 1.0, and the OpenlD Connect profile for MCX shall form the basis of the
identity management architecture.

In alignment with the OpenlD Connect 1.0 [21] and OAuth 2.0 standards [19] and [20], CSC-1 shall consist of two
identity management interfaces; the authorization endpoint and the token endpoint. These endpoints are separate and
independent from each other, requiring separate and independent 1P addressing. The authorization endpoint server and
the token endpoint server may be collectively referred to asthe I[dM server in this document.

The HTTP connection between the Identity Management client and the Identity management server shall be protected
using HTTPS.

Identity Management Identity Management
Server Csc-1 Client
Common Services Core MC UE

Figure 5.1.2.1-1: Functional Model for MC Identity Management

To support MCX user authentication, the IdM server (IdMS) shall be provisioned with the user's MC ID and MC
service IDs (the MC service ID may be the same asthe MC ID). A mapping between the MC ID and MC service ID(s)
shall be created and maintained in the IdM S. When an MCX user wishes to authenticate with the MCX system, the MC
ID and credentials are provided viathe UE IdM client to the IdM S (note that the primary authentication method used to
obtain the MC ID and credentialsis out of scope of the present document). The IdM S receives and verifiesthe MC ID
and credentials, and if valid returns an 1D token, refresh token, and access token to the UE 1dM client specific to the
credentials. The IdM client learns the user's MC service ID(s) from the ID token. Table 5.1.2.1-1 shows the MCX
tokens and their usage.
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Table 5.1.2.1-1: MC tokens

Token Type Consumer of the Token Description (See Annex B for details)
ID token UE client(s) Contains the MC service ID for at least one authorised
service (MCPTT ID, MCVideo ID, MCData ID). Also may
contain other info related to the user that is useful to the

client.
Access token KMS, MCPTT server, etc. Short-lived token (definable in the IdMS) that conveys the
(Resource Server) user's identity. This token contains the MC service ID for
at least one authorised service (MCPTT ID, MCVideo ID,
MCData ID).
Refresh token IdM server (Authorization Allows UE to obtain a new access token without forcing
Server) user to log in again.
Security token Partner IdM server Short-lived token (definable in the IdMS) that conveys the
(Authorisation server) user's identity to an Identity management server in a

partner MC domain. User access to services within the
partner domain are based on the validation of this token.

In support of MCX user authorization, the access token(s) obtained during user authentication is used to gain MCX
services for the user. MCX user service authorisation is defined in clause 5.1.3.

To support the MCX service identity functional model, the MC service ID(s) shall be:
- Provisioned into the |IdM database and mapped to MC IDs.
- Provisioned into the KM S and mapped to identity associated keys.
- Provisioned into the MCX user database and mapped to a user profile; and
- Provisioned into the GM S(s) and mapped to Group IDs.

Further details of the user authorization architecture are found in clause 5.1.3.

5.1.2.2 User authentication framework

The framework utilises the CSC-1 reference point as depicted in Figure 5.1.2.2-1.

MCX ID Management
UE server
< A-1 Establish a secure tunnel >
- A-2: User Authenticates >

[-¢————————— A-3: Deliver unique credential

Figure 5.1.2.2-1: MCX User Authentication Framework

The User Authentication procedure in Step A of Figure 5.1.1-1 is further detailed into 3 sub steps that comprise the
MCX user authentication framework:

- A-1- Establish a secure tunnel between the MCX UE and Identity Management (1dM) server. Subsequent steps
make use of this tunnel.

- A-2 - Perform the User Authentication Process (User proves their identity).

- A-3- Déliver the credential (s) that uniquely identifies the MCX user to the MCX client.
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Following step A-3, the MCX client uses the credential(s) obtained from step A-3 to perform MCX user service
authorization as per procedure Cin figure 5.1.1-1.
The framework supporting steps A-2 and A-3 shall be implemented using OpenlD Connect 1.0 ([19], [20] and [21]).

NOTE: MCX service authorizationin step C of Figure 5.1.1-1 is outside the scope of the User Authentication

framework.
5.1.2.3 OpenID Connect (OIDC)
5.1.2.3.1 General

Figure5..1.2.3.1-1 describes the MCX User Authentication Framework using the OpenlD Connect protocol.
Specificaly, it describes the steps by which an MCX user authenticates to the Identity Management server (IdMS),
resulting in a set of credentials delivered to the UE uniquely identifying the MC service ID(s). The means by which
these credentials are sent from the UE to the MCX services are described in clause 5.1.3. The authentication framework
supports extensible user authentication solutions based on the MCX service provider policy (shown in step 3), with
username/password-based user authentication as a mandatory supported method. Other user authentication methodsin
step 3 (e.g. biometrics, securel D, etc.) are possible but not defined here. A detailed OpenlD Connect flow can be found
inannex C.

MCX
UE

. 1. Establish secure tunnel .

2. OIDC Authentication Request

1dMS

\

3. User Authentication

4. OIDC Authentication Response containing code

A

5. OIDC Token Request passing code

\

6. OIDC Token Response (id_token, access_token})

A

Figure 5.1.2.3.1-1: OpenID Connect (OIDC) flow supporting MCX user authentication

Step 1: UE establishes a secure tunnel with the Identity Management server (IdMS).

Step 2: UE sends an Openl D Connect Authentication Request to the IdMS. The request may contain an
indication of authentication methods supported by the UE.

Step 3: User Authentication is performed.

NOTE: The primary credentials for user authentication (e.g. biometrics, securel D, OTP, username/password) are
based on MCX service provider policy. The method chosen by the MCX service provider is neither
defined nor limited by the present document.

Step 4: IdM S sends an Openl D Connect Authentication Response to the UE containing an authorization
code.
Step 5: UE sends an Openl D Connect Token Request to the IdM S, passing the authorization code.
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Step 6:

5.1.2.3.2

1dM S sends an Openl D Connect Token Response to the UE containing an ID token and an access
token (each which uniquely identify the user of the MCX service). The ID token is consumed by
the UE to personalize the MCX client for the MCX user, and the access token is used by the UE to
communicate the identity of the MCX user to the MCX server(s).

User authentication example using username/password

Figure 5.1.2.3.2-1 shows the OIDC flow when Username/Password is used as the user authentication method.

MCX
UE

l 1. Establish secure tunnel I

1dMS

2. OIDC Aut hentication Request

Username/password
authentication example

3a. HTML form prompting for username & password

3b. Form post (Username & password)

A

4. 0IDC Authentication Response containing code

5. OIDC Token Request passing code

Y

6. OIDC Token Response (id_token, access_token)

A

Step 1:
Step 2:

Step 3a
Step 3b:
Step 4.

Step 5:
Step 6:

5.1.3

5.1.3.1

Figure 5.1.2.3.2-1: OpenlID Connect (OIDC) Example Using Username/Password

UE establishes a secure tunnel with the Identity Management server (IdMS).

UE sends an Openl D Connect Authentication Request to the IdMS. The request may contain an
indication of authentication methods supported by the UE.

IdM S sends an HTML form to UE prompting the user for their username & password.
UE sends the username & password (as provided by the user) to the IdMS.

IdM S sends an Openl D Connect Authentication Response to the UE containing an authorization
code.

UE sends an Openl D Connect Token Request to the IdM S, passing the authorization code.

1dM S sends an Openl D Connect Token Response to the UE containing an 1D token and an access
token (each which uniquely identify the user of the MCX service). The ID token is consumed by
the UE to personalize the MCX client for the MCX user, and the access token is used by the UE to
communicate the identity of the MCX user to the MCX server(s).

MCX user service authorisation

General

This clause expands on the MCX user service authorization step shown in figure 5.1.1-1 step C.

MCX User Service Authorization isthe function that validates whether or not a MCX user has the authority to access
certain MCX services. In order to gain access to MCX services, the MCX client in the UE presents an access token
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(acquired during user authentication as described in subclause 5.1.2) to each service of interest (i.e. Key Management,
MCX server,Configuration Management, Group Management, etc.). If the access token is valid, then the user is granted
the use of that service. Figure 5.1.3.1-1 shows the flow for user authorization which covers key management
authorization, MCX user service authorization, configuration management authorization, and group management
authorization.

NOTE: All HTTP traffic between the UE and HTTP proxy, and all HTTP traffic between the UE and KMS (if not
going through the HTTP proxy) is protected using HTTPS.

For key management authorization, the KM client in the UE presents an access token to the KMS over HTTP. The
KM S validates the access token and if successful, provides one or more sets of user specific key material back to the
UE KM client based on the MC service ID(s) present in the accesstoken (MCPTT ID, MCVideo ID and/or MCData
ID). User specific key material includes identity based key information for media and signalling protection. This key
management authorisation may be repeated for each KM service the user is authorised to use (MCPTT, MCVideo,
MCData).

For MCPTT user service authorization, the MCPTT client in the UE presents an access token to the MCPTT server over
SIP. The MCPTT server validates the access token and if successful, authorizes the user for full MCPTT services and
sends an acknowledgement back to the MCPTT client. The MCPTT server then maps and maintains the IMPU to
MCPTT ID association. The MCPTT ID to IMPU association shall only be known to the application layer. The SIP
message used to convey the access token from the MCPTT client to the MCPTT server may be either a SIP REGISTER
or SIP PUBLISH message.

For MCVideo service authorization, the MCVideo client in the UE presents an access token to the MCVideo server
over SIP. The MCVideo server validates the access token and if successful, authorizes the user for full MCVideo
services and sends an acknowledgement back to the MCVideo client. The MCVideo server then maps and maintains the
IMPU to MCVideo ID association. The MCVideo ID to IMPU association shall only be known to the application layer.
The SIP message used to convey the access token from the MCVideo client to the MCVideo server may be either a SIP
REGISTER or SIP PUBLISH message.

For MCData user service authorization, the MCData client in the UE presents an access token to the MCData server
over SIP. The MCData server validates the access token and if successful, authorizes the user for full MCData services
and sends an acknowledgement back to the MCData client. The MCData server then maps and maintains the IMPU to
MCData ID association. The MCData ID to IMPU association shall only be known to the application layer. The SIP
message used to convey the access token from the M CData client to the MCData server may be either a SIP
REGISTER or SIP PUBLISH message.

The UE can now perform configuration management authorization and download the user profile for the service(s)
(MCPTT, MCVideo, MCData). Following the flow described in subclause 10.1.4.3 of 3GPP TS 23.280 [36] " MC
service user obtains the MC service user profile(s) from the network ", the Configuration Management (CM) client in
the UE sends an access token in the user profile query to the Configuration Management server over HTTP. The CM
server receives the request and validates the access token, and if valid, the CM server uses the identity from the access
token (MCPTT ID, MCVideo ID, MCData ID) to obtain the user profile from the MCX user database. The CM server
then sends the user profile back to the CM client over HTTP. This configuration management authorisation may be
repeated for each CM service the user is authorised to use (MCPTT, MCVideo, MCData).

Upon receiving each user profile, the Group Management (GM) client in the UE can now perform group management
authorization. The GM client obtains the user's group membership information from the user profile, and following the
flow shown in clause 10.1.5.2 of 3GPP TS 23.280 [36] "Retrieve group configurations at the group management client”,
the Group Management (GM) client in the UE sends an access token in the Get group configuration request to the host
GM server of the group membership over HTTP. The GM server validates the access token, and if valid, completes the
flow. As part of group management authorization, group key information is provided as per subclause 5.7 of the present
document. This group management authorisation may be repeated for each GM service the user is authorised to use
(MCPTT, MCVideo, MCData).
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MCX MCX KM MCX c™M GM

UE proxy || Server(s) | | Server(s) | | Server(s) | | Server(s)

< C-1: Establish a secure tunnel >

C-2: Key Management Authorisation >

C-3: User Service Authorisation >

C-4: Configuration Management Authorisation >

D 2 2 O

C-5: Group Management Authorisation >

Figure 5.1.3.1-1: MCX user service authorization

The user authorization procedure in Step C of Figure 5.1.1-1 is further detailed into 5 sub steps that comprise the MCX
user service authorization process:

Step C-1:

Step C-2:

Step C-3:

Step C-4:

Step C-5:

If not already done, establish a secure HTTP tunnel using HTTPS between the MCX UE and
MCX proxy server. Subsequent HT TP messaging makes use of this tunnel (with the possible
exception of the KMS client to KM S server interface).

The KMS client in the UE presents an access token to the KMS over HTTP. The KM S authorizes
the user for key management services based upon the MC service ID(s) provided and replies to the
client with identity specific key information. This step may be repeated to authorise the user with
additional KM services (MCPTT, MCVideo, MCData) as necessary.

The MCX client in the UE presents an access token to the MCX server over SIP as defined in
clause 5.1.3.2 of the present document. This step may be repeated to authorise the user with
additional MCX services (MCPTT, MCVideo, MCData) as hecessary.

The CM client in the UE follows the "M CX user obtains the user profile (UE initiated)" flow from
clause 10.1.4.3 of 3GPP TS 23.280 [36], presenting an access token in the Get MCX user profile
request over HTTP. If the token is valid, then the CM server authorizes the user for configuration
management services. Completion of this step resultsin the CM server providing the user's profile
to the CM client. This step may be repeated as necessary to obtain the user profile for additional
services (MCPTT, MCVideo, or MCData).

The GM client in the UE follows the " Retrieve group configurations at the group management
client" flow as shown in clause 10.1.5.2 of 3GPP TS 23.280 [36], presenting an access token in the
Get group configuration request over HTTP. If the token isvalid, the GM S authorizes the user for
group management services. Completion of this step results in the GM S sending the user's group
policy information and group key information to the GM client. This step may be repeated to
authorise the user for additional group services (MCPTT, MCVideo, MCData) as necessary.
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5.1.3.2 MCX user service authorization with MCX Server

5.1.3.2.1 General

Depending on implementation, MCX user service authorization may be performed by sending the access token to the
MCX server over the SIP-1 and SIP-2 reference points using either a SIP REGISTER message or a SIP PUBLISH
message. Clause 5.1.3.2.2 describes how to use the SIP REGISTER message to transport the access token to the MCX
server and clause 5.1.3.2.3 describes how to use the SIP PUBLISH message to transport the access token to the MCX
server.

During initial SIP registration, the SIP REGISTER message shall not be delayed for lack of an access token. If an
access token is not avail able then SIP registration shall proceed without the inclusion of the access token and the access
token shall be transmitted to the MCX server as per Step C-3in figure 5.1.3.1-1.

If an access token is available before SIP registration, or if the UE becomes de-registered and a SIP re-registrationis
required, the SIP REGISTER message may include the access token without requiring the user to re-authenticate.

The access token may be sent over SIP to the MCX server to re-bind an IMPU and MC service ID (MCPTT ID,
MCVideo ID or MCData ID) if either have changed (e.g. IMPU is different due to SIP deregistration/SIP re-
registration, or user logs out and another user logs onto the same UE).

5.1.3.2.2 Using SIP REGISTER

The use of a SIP REGISTER message to provide the access token to the MCX server isshownin figure 5.1.3.2.2-1. The
inclusion of an access token in any particular SIP REGISTER message is optional.

MCX SIp MCX
UE core Server

1. REGISTER(IMPI, IMPU}———»

2. Obtains AV from HSS. Sets
Registration flag in HSS.

-———— 3. 4xx Auth_Challenge(IMPI, RAND, AUTN)

4. Verifies Auth. Generates Keys and RES

5. REGISTER(IMPI, RES, Token)——#

| 6. Verifies RES=XRES |
[
’ 7. Update registration-flag to registered. ‘

-8 Jxx Auth_OK

9. REGISTER (IMPU, Token)———»

10. Token verification. Identity binding
between the signalling layer identities
and the MC user identities.

11, 2xx Auth_OK

Figure 5.1.3.2.2-1: MCX User Service Authorization using SIP REGISTER message

Step 5 of figure 5.1.3.2.2-1 shows the access token message passed to the SIP core in a SIP REGISTER. Upon
successful SIP authentication, the SIP core forwards the access token to the MCX server in the third part registration

request message (Step 9).
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In Steps 9 through 11, the MCX server receives the third part registration request message, validates the access token,
binds the IMPU and MC service ID (MCPTT ID, MCVideo ID or MCData ID) if the access token is valid, and
responds to the 3" party registration message.

5.1.3.2.3 Using SIP PUBLISH

The use of a SIP PUBLISH message to provide the access token to the MCX server isshown in figure 5.1.3.2.3-1. The
inclusion of an access token in any particular SIP PUBLISH message is optional.

MCX
MCX UE SIP Core Server

1. PUBLISH N
(IMPU, Token) ¢ ~
2. Token verification. Identity binding
between the identity binding between
signalling layer identities and the MC user
identities.
- 3. 200 (OK) @

Figure 5.1.3.2.3-1: MCX User Service Authorization using SIP PUBLISH message

Asshownin Step 1 of figure 5.1.3.2.3-1, the SIP PUBLISH message carries the access token through the SIP core to
the MCX server.

In Steps 2 and 3, the MCX server receives the SIP PUBLISH message, validates the access token, binds the IMPU and
MC serviceID (MCPTT ID, MCVideo ID or MCData ID) if the access token is valid, and responds to the SIP
PUBLISH message.

514 Inter-domain MCX user service authorization

514.1 General

When aMCX User requires service authorisation to a service that islocated in a domain different from the primary
domain of the user, coordination between the identity management services of the primary domain and the partner
domainisrequired. For example, aMCX User from domain A may be a member of a group that is home to domain B.

This sub-clause describes the method for authorizing a user that is home to domain A with agroup service that is
located in domain B.

5.14.2 Inter-domain identity management functional model

The inter-domain identity management functional model is shown in Figure 5.1.4.2-1.
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Figure 5.1.4.2-1: Functional Model for Inter-Domain MC Identity Management

Infigure 5.1.4.2-1, the IdM S located in the primary domain (MCX Domain A) is the home identity management server
for the user. The partner IdMSislocated in a second domain (MCX Domain B) and is home to the service where the
primary user requires group authorization.

The CSC-1 reference point between the UE I1dM client and the partner IdM server endpoints shall be a direct connection
and shall be protected with HTTPS (TLS).

The primary 1dM S certificate(s) used to validate the user credentials at the partner IdM S are provisioned into the partner
I[dM S using an out of band mechanism beyond the scope of this document.

Asdefined in clause 5.1.2 an access token is required for user service authorisation. The same principle applies for
inter-domain user service authorisation, in that the user must present a valid access token issued from the partner IdM S
in MCX Domain B for authorisation to any group services located in MCX Domain B.

The MCX UE, after performing user service authorisation within the primary domain, may determine that the user isa
member of a group servicethat islocated in a partner domain (as indicated in the user profile).

In order for the UE to obtain this MCX Domain B access token, the token exchange procedure with the primary 1dM
service (MCX Domain A) shall be used to obtain a security token that identifies the user to the partner 1dM service.
This security token shall be specific to the partner IdM service, signed by the primary |dM service per IETF RFC 7515
[35]. Upon validation of the security token, the partner IdM service shall provide an access token to the UE specificaly
scoped for that user. This access token shall provide the user with authorisation to the group service(s) in the partner
domain (MCX Domain B).

Figure 5.1.4.2-2 shows the token exchange and authentication procedure.
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Figure 5.1.4.2-2: Token exchange procedure

The token exchange profile for accessing the partner identity management service shall consist of [45] and [46] and
shall be profiled as defined in Annex B.7.

NOTE: A specific and independent security token is required for each partner identity management domain.

Once the UE obtains the access token specific to the partner group service(s), the UE shall follow the user service
authorisation procedure defined in clause 5.1.3 to access the group services within the partner domain.

The token exchange procedure shall be repeated for each partner identity management domain where the UE requires
access and authorisation to group service(s) within that partner domain.

Annex C.2 shows the detailed flow for inter-domain M C user service authorization using the OAuth 2.0 token exchange
procedure.

5.2 Key management common elements

521 Overview of key management

This clause details the key management procedures for MCX users. It allows entitiesin MCX systems to establish a
security association to support future communications.

The primary purpose of these proceduresisto allow MCX entities to communicate with each other using end-to-end
security. End-to-end security provides assurance to MCX users that no unauthorized access to communicationsistaking
place within the MCX network. End-to-end communication security may be applied to media when operating on-
network and media, floor control, transmission control, and media control when operating off-network.

A security domain is managed by a Key Management Server (KMS). The KM S is a component of the Common
Services Core within the MCX system architecture. For any end-point to use or access end-to-end secure
communications, it needs to be provisioned with key material associated to itsidentity by the KMS. Through the use of
the KMS, MC administrators are able to manage the use of, and access to, secure communications within the MCX
network.

Key provisioning for groupsis performed by a Group Management Server (GMS), authorized and provisioned by the
KMS. The Group Management Server isresponsible for distributing the key material to MCX users within the group.
This establishes a group security context. With the group security context established, MCX users can communicate
using end-to-end security.

Prior to protecting group communications during off-network operation, the UE shall acquire the necessary group key
meaterial either while operating on-network or through offline provisioning.

ETSI



3GPP TS 33.180 version 14.8.0 Release 14 31 ETSI TS 133 180 V14.8.0 (2020-01)

NOTE: It isadeployment option whether the MCX Server isincluded in the end-to-end security context. Where
the MCX Server is not included in the security context, it will be unable to mix content on behalf of the
users.

Key provisioning for private communications is performed by the initiating UE as the communication is setup. This
creates an end-to-end security context that is unique to the pair of usersinvolved in the call. With a security context
established, it may be used to encrypt media when on-network and, when off-network, media, floor control,
transmission control, and media control traffic between the end-points.

Prior to protecting private calls during off-network operation, the UE shall acquire the necessary individual key material
either while operating on-network or through offline provisioning.

The key provisioning procedures described in this specification use common security methodologies for key
distribution.

5.2.2 Common key distribution

The security mechanism described in this clause allows a key, K, to be distributed from an initiating party to areceiving
party. It provides confidentiality of the key, and integrity and authenticity of the payload. It is used within a number of
different security proceduresin this specification.

Thekey, K, isdistributed encrypted specifically to the receiving entity and signed by the initiating entity. Prior to call
commencement, both MCX UEs shall be provisioned by the KM S with time-limited key material associated with the
MCX entity’s URI. The key is distributed with a 32-bit Key Identifier (K-1D). This payload isa MIKEY-SAKKE

| _MESSAGE, asdefined in IETF RFC 6509 [11], which ensures the confidentiality of the key, plusintegrity and
authenticity of the payload.

The key is encrypted to the user identity (UID) associated to the receiving MCX entity using the security domain
parameters provided in the public valuesin the certificate received from the KMS. The UID used to encrypt the datais
derived from the receiving entity's URI (e.g. sip:user.002@mcptt.example.org) and atime-related parameter (e.g. the
current year and month). The terminating entity’s URI is added to the recipient field (IDRr) of the message.

The payload includes the encrypted key and the key identifier (K-ID). The key is unique within the MC domain. On
creating the key, the initiator generates a 32-bit key identifier (K-1D). The 4 most significant bits of the K-ID shall
indicate the purpose of the key, the other 28-bits shall be randomly generated. The key identifier (K-1D) is stored in the
CSB-ID field of the MIKEY | _MESSAGE.

The payload is signed using (the KM S-provisioned key associated to) the identity of theinitiating entity. The UID used
to sign the data is derived from the initiating entity's URI (e.g. sip:_user.001@mcptt.example.org) and atime-related
parameter (e.g. the current year and month). The initiating entity's URI is added to the initiator field (IDRi) of the

message.

NOTE: Thissolution isfor the end-to-end protection of keys and does not protect the identities transmitted.
I dentities may be masked by transmitting the UID within the MIKEY 1D fields as described in Annex
E.7.

The security processes are summarized in figure 5.2.2-1.
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K-ID | URI | URI Time K
Security
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Receiver Encrypt
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Initiator Sign
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Figure 5.2.2-1: Common key distribution mechanism

Viathis mechanism, the key distribution is confidentiality protected, authenticated and integrity protected.

At thereceiving MCX entity, theinitiating entity's URI is extracted from the initiator field (IDRi) of the message. This
is converted to a UID and used to check the signature on the MIKEY-SAKKE |_MESSAGE. If valid, the UE extracts

and decrypts the encapsulated key, K, using the (KM S-provisioned) entity's UID key. The MCX entity also extracts the
K-ID. This processis shown in figure 5.2.2-2.

MIKEY-SAKKE |_MESSAGE:
HDR Initiator || Receiver SAKKE .
Payload: K-ID (CSB-ID) | ORI | ORI | payload: Encapsulated Key Sighature
|
A
Security Date/Time ]
Domain Initiator Validate
' Parameters Initiating uiD Signature
Date/Time A4 L
Recei Entity’s URI
eceiver Decrypt
Receiving uib
Entity’s URI
Receiving Entity’s Y
Decrypt Key K
OUTPUTS: Initiator | | Receiver Date/
I ate,
KD | URI | URI | Time K

Figure 5.2.2-2: Common key extraction mechanism

With the key successfully shared between the two MCX entities, the entities are able to use the shared security context
to protect communications.

5.2.3 Key distribution with end-point diversity

The security mechanism described in this clause extends that defined in clause 5.2.2 to provide end-point key diversity.
The mechanism isidentical to that described in clause 5.2.2, except for the distribution of K-I1D. Contrary to clause
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5.2.2, the key is distributed with an end-point-specific key identity (UK-ID) (e.g. a GUK-ID) derived from the key id
(K-ID). This allows the receiving entity of the key distribution to diversify the shared key for end-point-specific use.

Specific types of key require use of end-point key diversity. The type of key is defined by the 'purpose tag' within the
key identifier stored in the CSB-ID field of the MIKEY payload. Hence on receipt of akey, the contents of the CSB-1D
field instruct the receiving entity whether end-point diversity should be applied to the key.

Thekey, K, isdistributed encrypted specifically to the receiving entity and signed by the initiating entity as described in
clause 5.2.2. The key is distributed with a 32-hit entity-specific Key Identifier (UK-I1D) derived from a common key id
(K-ID) and a salt (which is derived from the receiving entity's MCX URI). The security domain parameters are provided
in the public values in the certificate received from the KMS.

The payload includes the entity-specific Key Identifier (UK-1D) within the CSB-ID field. The key, K, isidentified by a
Key Identifier (K-ID) from which the UK-ID is derived. On creating the key, K, the initiating entity generatesaK-ID as
follows. The 4 most significant bits of the K-ID is the 'purpose tag' which defines the purpose of the key. The 28 least
significant bits of the K-ID is a 28-bit randomly-generated value.

For each receiving entity, the initiating entity creates a 28-bit Salt by hashing the receiving entity's URI through a KDF
using the key, K, asthe key (as defined in Annex F.1.3). The Salt is xor'd with the 28 least-significant bits of the K-ID
to create the 32-bit UK-ID.

NOTE: Knowledge of the UK-ID, K-ID and Salt does not reveal the receiving entity URI to those without the key
K.

The process for generating the UK-ID is summarized in figure 5.2.3-1.

Receiving Entity URI
K-ID: Purpos.e tag 28-bit random identifier & Y
(4-bit) I
NDF/ K

yany Salt
NI (28-bit)

Uk-ID:; | Furposetag 28-bit identifier

' (4-bit)

Figure 5.2.3-1: Generating the UK-ID

The UK-ID isplaced in the CSB ID field within the header of the | MESSAGE. The security processes are summarized
infigure 5.2.3-2.
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%
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Figure 5.2.3-2: Common key distribution mechanism with end-point diversity

At the receiving MCX entity, the initiating entity's URI is extracted from the initiator field (IDRi) of the message.
Along with the time, thisis used to check the signature on the payload. If valid, the receiving entity extracts and
decrypts the encapsulated key, K, using the (KM S-provisioned) entity's UID key.

The receiving MCX entity also extracts UK-ID from the CSB-ID field of the | _MESSAGE. If the 'purpose tag' of the
UK-ID indicates that end-point diversity is applied, the receiving entity generates the Salt using its URI and the

decrypted key, K. The receiving entity xors the UK-1D and Salt together to obtain the K-1D. The K-ID and UK-ID are
stored.

The extraction procedureis described in figure 5.2.3-3.
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MIKEY-SAKKE |_MESSAGE:

HDR Initiator | [ Receiver SAKKE .
payload: | UK-ID (CSB-ID) | | URI || ORI | | payloaa: | ENcapsulated Key Signature

[
—————————
Security
Domain Date/Time \i
. Parameters ‘ Initiator Validate
Date/Time . y Initiating uiD Signature
Receiver Decrypt Entity’s URI
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Entity’s URI

Receiving Entity’s
Decrypt Key K

A
XOR Salt
Receiving
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OUTPUTS: K-ID || UK-ID | Initiator | [ Receiver Date/ K
URI URI Time

Figure 5.2.3-3: Common key extraction mechanism with end-point diversity

5.2.4 Key distribution with associated parameters

The key distribution mechanisms described in Clause 5.2.2 and clause 5.2.3 may be extended to include data associated
with the key inthe MIKEY | _MESSAGE. Thisdatais stored within aformat known as 'associated parameters' and
defined in Annex E.6.

The associated parameters are encrypted using K, the key distributed within the MIKEY |_MESSAGE. The security
mechanism is summarised in Figure 5.2.4-1.

Initiator | | Receiver | [ Date/ Associated Activation
K-ID/UK_ID | URI | URI | Time K Parameters: time

Security
Domain K
Parameters
Date/Time v

Receiver Encrypt Encrypt
(see RFC 6509)

INPUTS:

| Status

| Text |

Receiving uib
Entity’s URI

MIKEY-SAKKE |_MESSAGE: v

HDR Initiator | | Receiver SAKKE K

Payload: CSB-ID | URI | URI | Payload: Encapsulated Key | | Protected APs | | Slgna‘ture
/
Date/Time _
Initiator Sign D Securi.ty
Initiating Entity’s »{ UID (see RFC 6509) PaDr:rr::tlzrs
URI |

Initiating Entity’s

Signing Key

Figure 5.2.4-1: Common key distribution mechanism with associated parameters
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At the receiving MCX entity, the initiating entity's URI is extracted from the initiator field (IDRi) of the message.
Along with the time, thisis used to check the signature on the payload. If valid, the receiving entity extracts and
decrypts the encapsulated key, K, using the (KM S-provisioned) receiving entity's decryption key.

The receiving MCX entity also extracts ‘associated parameters payload from the |_MESSAGE. The receiving entity
uses the decrypted key, K, to decrypt these associated parameters. The receiving entity stores these parameters with the
distributed key, K. If the Status field within the ‘ associated parameters payload indicates the key has been revoked, the
distributed key, K, and the K-ID shall not be used. If the decryption process for the encapsulated associated parameters
fails, the key is rejected.

The security mechanism is summarised in Figure 5.2.4-2.

MIKEY-SAKKE |_MESSAGE:

HDR ] Initiator | [ Receiver SAKKE | | | ;
Payload: CSB-ID | | URI || URI | Payload: Encapslulated Key| Protected APs Signature
|
A
Security \
Domain Validate
Parameters .
Signature
Date/Time Y
Receiver
Decrypt
Receiving uiD Y
Entity’s URI > Decrypt
Receiving Entity’s v

OQUTPUTS:

Activation
time

| Status

| Text |

Initiator | [ Receiver | [ Date/ Associated
K-1D / UK-ID | URI | URI | Time K Parameters:

Figure 5.2.4-2: Common key extraction mechanism with associated parameters

5.2.5 Key distribution with SAKKE-to-self payload

The key distribution mechanism defined in clauses 5.2.2, 5.2.3 and 5.2.4 may be extended to allow the initiating entity
to be able to decrypt the distributed key, K contained within the payload.

NOTE: Wheretheinitiating entity isan MCX user logged into multiple devices, this extension is necessary to
alow all devicesto obtain the key, K and decrypt any subsequent communication.

In addition to encrypting the key, K, to the receiving entity, the key is aso encrypted to the initiating entity. The UID
used to encrypt the data is derived from the initiating entity's URI (e.g. sip:user.002@mcptt.example.org) and atime-
related parameter (e.g. the current year and month). The encapsulated key is added to a SAKKE-to-self payload within
the MIKEY |I_MESSAGE. No other payloads (e.g. IDRr) are affected.
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Figure 5.2.5-1: Common key distribution mechanism with SAKKE-to-self payload

5.2.6 Key distribution with identity hiding
The key distribution mechanism defined in clauses 5.2.2, 5.2.3, 5.2.4 and 5.2.5 may be extended to allow identities to be

masked within the MIKEY payload. Thisis achieved by adding the UID, rather than the URI to the payload as
described in Annex E.7 and shown in figure 5.2.6-1.

INPUTS: Initiator | [ Receiver | [ Date/
K-ID / Uk-ID | URI | URI || Time | | K |
Security
Domain K
Parameters
Date/Time
Receiver Encrypt
Receiving uiD (see RFC 6509)
Entity’s URI
MIKEY-SAKKE |_MESSAGE:
HDR Initiator | [ Receiver SAKKE | | | .
Payload: CSB-ID | UG | D | Payload: Encapsulated Key| Protected APs Slgna‘ture
[
Date/Time =
Initiator Sign P Security
. ., il Domain
Initiating Entity’s —» UID (see RFC 6509) Parameters
URI |
Initiating Entity’s
Signing Key

Figure 5.2.6-1: Common key distribution mechanism with identity hiding

On receipt of aMIKEY payload with identities hidden, the receiving entity should recognise the receiver UID in the
packet. If not, the | _MESSAGE shall be rejected. Based on the initiator UID, the receiver checks the validity of the
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|_MESSAGE signature. At this point the initiator is anonymous to the receiver. If this check fails, the |_ MESSAGE
shall be rejected. The receiver then extracts the key K. This may be used to decrypt other parts of the packet and extract
theinitiator URI. Once the initiator URI is extracted, this shall be used to generate the initiator UID and check that it is
the one provided in the |_MESSAGE. If not, the |_MESSAGE shall be rejected. This procedure is shown in figure
5.2.6-2

MIKEY-SAKKE |_MESSAGE:
HDR Initiator | | Receiver SAKKE .
Payload: CSB-ID | uID uID Payload: Encapsulated Key Signature
|
——
Security
Domain A J
) Larizter, \ Initiator Validate
Date/Time ! uID Signature
Receiver Decrypt :
Receiving uiD i
Entity’s URI Check
uiD
Receiving Entity’s Y
Decrypt Key K *
Decrypt and extract
Initiator URI
(elsewhere in message)
QUTPUTS: - - -
nitiator ecelver ate,
K-ID / UK-ID | URI | URI || Time || K

Figure 5.2.6-2: Common key extraction mechanism with identity hiding

5.2.7 Key distribution across multiple security domains
5.2.7.1 General

5.2.7.2 Identification of External Security Domains

To support multiple security domains, the security domain used by each user is recorded alongside the user’'sMC
Service ID within configuration parametersin the MC system. Furthermore, the security domain of the GMSis
recorded alongside the GM'S FQDN and the security domain of the MCX Server is recorded alongside the MCX Server
FQDN. Security domains are identified by a unique identifier, the 'KM SUFri'. Specificaly, the following describes the
situations where security domain information is needed:

1) The MCX Server(s) requires knowledge of the security domain (KM SUri) of users connected to the server.

2.1) OninitiatingaMCPTT private cal, theinitiating UE requires knowledge of the security domain (KM SUri)
of the receiving user.

2.2) OnreceivingaMCPTT private call, the receiving UE requires knowledge of the security domain (KM SUri)
of the initiating user.

3.1) Oninitiating aMCVideo private cal, the initiating UE requires knowledge of the security domain (KM SUri)
of the receiving user.

3.2) OnreceivingaMCVideo private cal, the receiving UE requires knowledge of the security domain (KM SUTri)
of the initiating user.

4.1) Oninitiating a MCData one-to-one SDS or file transfer, the initiating UE requires knowledge of the security
domain (KM SUri) of the receiving user.

4.2) Onreceiving aMCData one-to-one SDS or file transfer, the receiving UE requires knowledge of the security
domain (KM SUTri) of the initiating user.
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5) The Group Management Server requires knowledge of the security domain (KM SUFi) of each member of the
group.

6) Group members require knowledge of the security domain (KM SUri) of the group management server.
7) MC usersrequire knowledge of the security domain (KMSUTri) of the MCX Server(s) to which they connect.

NOTE: Inmost cases, the required security domain will be the Home security domain, meaning that the required
KMSUTri will be the user's Home KM SUri. It may be more space efficient to only keep arecord where the
KMSUFi is not the Home KM SUri.

5.2.7.3 Using multiple security domains

On encrypting to an entity within the MC System using an |_MESSAGE, the client shall lookup the KM SUri from the
appropriate configuration data, then lookup the appropriate KM S Certificate with that KM SUri from the certificate
cache downloaded from it's home KMS. The security parameters within the KM S Certificate are used to perform
encryption. The KMSUri is added to the | MESSAGE within the IDRkmsr field.

Equivalently, when verifying areceived |_MESSAGE, the receiving client shall extract the KM SUri from the
|_MESSAGE (if present) and check this matches the KM SUri from the appropriate configuration data. The client shall
then lookup the appropriate KM S Certificate with that KM SUri from the certificate cache downloaded from it’s home
KMS. The security parameters within the KM S Certificate are used to perform verification.

Should a matching certificate not be found, the client may request the certificate based on the KmsUri from it's home
KMS using an appropriate KM SCertCache request.

5.3 User key management

531 General

To be able to be involved in end-to-end communication security the MC user requires key material to be provisioned
from their Home Key Management Server (KMS). In addition, management entities which setup or control the end-to-
end communication, such asthe MCX Server and Group Management Server, will also require provisioning of key
material.

NOTE: For clarity, an MC KM S provides different functionality to aMIKEY-TICKET KMS defined in 3GPP
TS33.328[8].
5.3.2 Functional model for key management

Within the mission critical architecture, the Key Management Server (KMS) provisions key material associated with a
specific MC identity (e.g. MCPTT ID). The KMS has interfaces with the key management clients. A key management
client is responsible for making requests for identity-specific key material. Key provisioning clients are located in the
MC UE, inthe MCX Server(s) and in the Group Management Server(s).

The reference points for the KM S are shown in figure 5.3.2-1.
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Figure 5.3.2-1: Reference Points for Key Management Server

Figure 5.3.2.1-1 shows the CSC-8, CSC-9 and CSC-10 reference points for the Key Management Server withinaMC
domain.

The KMS may or may not be located within the Common Services Core (CSC) of the MC domain and may or may not
make use of the HTTP proxy.

If the KM S does not make use of the HTTP proxy, then a secure HTTP connection (HTTPS) shall be established
directly between the KM S server and the KM S client. In this case, each of CSC-8, CSC-9 and CSC-10 isadirect HTTP
connection between the KMS Server and KMS client in the MC UE, MCX Server or GMS (resp). The use of the TrK as
defined in clause 9.3.3 may be used to protect the key material content in this configuration, and the InK may be used to
integrity protect the key material content.

If the KM S does connect to and employ the use of the HTTP proxy, then for public safety usersthe TrK shall be used as
defined in clause 9.3.3 to protect the key material content and the InK should be used for integrity protection. In this
case, each of CSC-8, CSC-9 and CSC-10 uses HTTP-1 and HTTP-2 between the KM S Server and KM S client in the
MC UE, MCX Server or GMS (resp).

5.3.3 Security procedures for key management

The procedure for the provision of identity-specific key material when the HTTP proxy is supported between the KMS
and the KM S client is described in figure 5.3.3-1. The procedure is the same whether the key management client in the
MC UE, an MCX Server or a Group Management Server is making the request.

Key Management
Client

Key Management

HTTP Proxy Server

| 0. Establishment of a secure connection |

1. Request for key material

A

A

2. Provision of key material

Figure 5.3.3-1: Provisioning of key material via the HTTP proxy
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The procedurein figure 5.3.3-1 is now described step-by-step.

0) The key management client establishes a connection to the KMS. As with other elements in the Common
Services Core, the connection is routed via, and secured by, the HTTP Proxy. The message flow below is within
this secure connection.

NOTE: Additionally, the connection between the KM S and the HTTP Proxy is secured according to clause 6.1.

1) Thekey management client makes arequest for user key material from the KMS. The request contains an access
token to authenticate the user as defined in clause 5.1. There are three types of request (as defined in Annex D):

a) KMSInit Request. Thisrequest isthe first request sent to the KM Sto setup the user.

b) KMSKeyProv Reguest: Thisreguest is to obtain new key material from the KM S. The request may contain
details of a specific identity (e.g. MCPTT ID) required for key management, and may contain a specific time
for which the key materia isrequired.

¢) KMSCertCache Request: Thisrequest isto obtain external KM S certificates associated with external security
domains (managed by another KM S). The request may contain details of the latest version of the cache
received by the client.

2) The KMS provides aresponse based upon the authenticated user and the user’ s request. For public safety use,
the key material itself shall be encrypted using a 256-bit transport key (TrK). The response may also be signed
by the TrK or the InK. The TrK and InK areinitially distributed via an out-of-band mechanism along with their
32-bit identifiers, the TrK-I1D and InK-ID, respectively. The responses are:

a) KMSInit Response. This response contains domain parameters and optionally, anew TrK and/or a new InK.
b) KMSKeyProv Response: This response provides new key material to the user and optionaly, anew TrK.

¢) KMSCertCache Response: This response contains new or updated home KMS certificates and/or external
KMS certificates required by the user for communications with external security domains.

The procedure for the provisioning of identity-specific key material when the HTTP proxy is not used between the
KMS and the KM S client is as described in Figure 5.3.3-2.

Key Management Key Management
Client Server

| 0. Establishment of a secure connection |

A

1. Request for key material

A

2. Provision of key material

Figure 5.3.3-2: Provisioning of key material without a proxy

The procedure in Figure 5.3.3-2 is now described step-by-step:

0) The key management client establishes adirect HTTPS connection to the KMS. The following message flow is
within this secure connection.

1) The key management client makes a request to the KMS. The same requests can be made as defined above with
aproxy.

2) The KMS provides a response based upon the authenticated user and the user’s request. Optionally, the key
material itself may also be encrypted using a 256-bit transport key (TrK). The response may also be signed using
the TrK or the InK. The TrK and InK are initially distributed via an out-of-band mechanism along with their 32-
bit identifiers (TrK-1D and InK-ID respectively).
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Asaresult of this procedure, the key management client has securely obtained key material for use within the MC
system.

5.34 Provisioned key material to support end-to-end communication
security

End-to-end communication security for either group or private calls requires the provisioning of key materia from the
KMS. The key material provisioned to each user islisted below:

- A KMSInit Response contains the Home KM S Certificate (domain specific key material associated to the KMS),
and may contain:

- Anupdated TrK for the user (to replace the offline-provisioned, bootstrap TrK).
- A KMSKeyProv Response contains zero, or more, KM SK eySets and may contain:
- Anupdated TrK for the user (to replace existing TrK).
- A KMSCertCache Response may contain:
- Home KMS Certificate(s) (current, updated or future).
- External KMS Certificates. Thisis domain specific key material associated with other KM Ss. It is required to

enable secure communications across security domains.

5.3.5 KMS Certificate
A KMS Certificate is defined in Annex D.3.2. A KMS Certificate contains the following:

- A Role of 'Home' or 'External’, depending on whether the certificate is the issuing KMS's or is provided by
another external KMS.

- The KMS Public Authentication Key (KPAK in IETF RFC 6507 [9]).

-  TheKMS Public Confidentiality Key (Z_T in IETF RFC 6508 [10]).

- The UID conversion (as described below).

- Choice of cryptographic domain parameters (such asthose listed in IETF RFC 6509 [8]).
- Thetime period for which thisinformation isvalid.

Certificates are identified by the KMS (KM SUri) and a unique identifier (CertUri). A (logical) KMS should only have a
single KM S certificate active at any one time (based upon the KM SUri). Certificates may be updated using the
CertURI. Should aclient receive a certificate with a CertURI of an existing certificate, the client shall replace this
existing certificate with the newly provisioned certificate.

The UID conversion mechanism defines how UlDs are generated. Using this information a MC client can take a user
identifier (e.g. an MCPTT ID), and the current time, (e.g. the year and month) and convert these to a UID.

EXAMPLE:  UID = Hash (MCPTT ID, KMS URI, validity period info).

As a consequence, there is a one-to-one correspondence between MC Service IDs and UIDs during each time period.

5.3.6 KMS provisioned Key Set

KM SKeySet(s) are defined in Annex D.3.3.2 and contain the following:
- A user signing key for each UID for the current time period (SSK and PV T in IETF RFC 6507 [9]).
- A user decryption key for each UID for the current time period (RSK in IETF RFC 6508 [10]).

- Thekey period number associated with the current keys.
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- Optionally, the time period, for which the user key material isvalid (e.g. month).

54 Key management from MC client to MC server (CSK
upload)

The key (CSK) is distributed from the MCX client to the MCX Server(s) using the ‘CSK upload’ procedure. The
procedure shall use the common key distribution mechanism described in clause 5.2.2, transported over the SIP bearer.
Identity hiding may be supported as defined in clause 5.2.6.

The initiating entity of the CSK upload procedure shall be the MCX UE and the receiving entity shall be the MCX
Server. With respect to the common key distribution procedure, the initiating entity URI shall be the MCX Service user
ID of the user andthe receiving entity URI shall be the MCX Server Domain Security Identifier (MDSI). The MDSI is
added to the recipient field (IDRr) of the message. The distributed key, K, shall be the CSK and the distributed
identifier K-ID shall be the CSK-ID.

Clause E.4 provides MIKEY message structure for CSK distribution.

Before the CSK upload procedure can be used by the client to securely share the encryption key, the MC user shall first
be authorized by KM S for key management services. Once the MC user is authorized, the KM S distributes the user's
key material to the client as specified in clause 5.3.3.

The server receives the SIP message with the protected CSK and retrieves it from the message. It associatesthe MC
User's SIP Core identity (IMPU), MC Service user ID (e.g. MCPTT ID) and the received CSK. Identity binding is used
to uniquely identify the CSK used in protection of the SIP payload in subsequent SIP messages sent by both the client
and the servers within aMC domain.

5.5 Key management between MCX servers (SPK)

Floor control, transmission control, and media control between MCX servers may need to be protected. Additionally,
certain values and identifiers transferred in the signalling plane between servers within an MC domain, or between MC
domains, may be treated as sensitive by public safety users and therefore may also require protection.

To protect information from all other entities outside of the MC domain(s), a shared 128-hit Signalling Protection Key
(SPK) needs to be established between the servers. The SPK is provided along with a 32-bit identifier, the SPK-ID and
128-bit random value SPK-RAND. The most significant four bits of the identifier (the Purpose Tag) of the SPK-1D
shall be '3' to denote the purpose of the SPK isfor signalling protection, as described in Annex G.

The SPK and associated values shall be directly provisioned into the communicating servers, along with the SPK-ID.
With the SPK provisioned, RTCP and XML content (within SIP) may be protected.

5.6 Key management for one-to-one (private) communications
(PCK)

The purpose of this procedureisto alow two MCP UEs to create an end-to-end security context to protect an MCX
private communication. To create the security context, the initiating MCX UE generates a Private Communication Key
(PCK) and securely transfers this key, along with a key identifier (PCK-ID), to the terminating MCX UE. Prior to key
distribution, both MCX UE shall be provisioned by the Key Management Server (KMS) with time-limited key material
associated with the MCX user as described in clause 5.3.

The PCK is distributed between the MCX clients using the security mechanism described in clause 5.2.2, transported
over the SIP bearer within the SDP content of a SIP INVITE (or within the SDP content of a SIP MESSAGE message
when used for MCData SDS). The SAKKE-to-self extension may be included as defined in clause 5.2.5. |dentity hiding
may be supported as defined in clause 5.2.6.

The initiating entity shall be theinitiating MCX user. The initiating entity URI shall be the MCX service ID of the
initiating user. The receiving entity shall be the terminating MCX user. The receiving entity URI shall be the MCX
service ID of the terminating user. The distributed key, K, shall be the PCK and the distributed identifier K-1D shall be
the PCK-ID.
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Clause E.2 provides MIKEY message structure for PCK distribution.

5.7 Key management for group communications (GMK)

57.1 General

To create the group's security association, a Group Master Key (GMK) and associated identifier (GMK-ID) is
distributed to MCX UEs by a Group Management Server (GMS). The GMK is distributed encrypted specifically to a
user and signed using an identity representing the Group Management Server. Prior to group key distribution, each
MCX UE within the group shall be provisioned by the MCX Key Management Server (KMS) with time-limited key
material associated with the MCX user as described in clause 5.3. The Group Management Server shall also be
provisioned by the MCX KM S with key materia for the GMS'sidentity (the GMS Server URI).

The GMK isdistributed from the GMSto aMCX client using the security mechanism described in clause 5.2.2,
transported over the SIP bearer. For GMKs, end-point diversity is required and hence the extension in clause 5.2.3 is
applied. Additional parameters may be included as defined in clause 5.2.4. The SAKKE-to-self extension may be
included as defined in clause 5.2.5. Identity hiding may be supported as defined in clause 5.2.6.

GMKs may be managed individually per Group ID or the sasme GMK may be assighed to multiple MC Group IDs
(using the MIKEY general extension payload defined in Clause E.6). This means that each specified MC Group ID in
the MIKEY general extension payload shall use this GMK for group communications. Assigned MC Group 1Ds may
include any combination of MCPTT Group IDs, MCData Group IDs or MCVideo Group IDs. Assigning the same
GMK to multiple Group IDs does not prevent individual key management at alater time or vice versa.

An MC client may have multiple active GMK's associated with a Group 1D. When this occurs, the MC client shall use
the active GMK with the most recent Activation Time (as defined in Clause E.6.4) when encrypting group media.

Theinitiating entity shall be theinitiating GMS. The initiating entity URI shall be the URI of the GMS (e.g. sip:
gp.manager @mcptt.example.org). The receiving entity shall be the terminating MCX user. The receiving entity URI
shall bethe MCX service ID of the terminating user. The distributed key, K, shall be the GMK, the key identifier K-1D
shall be the GMK-ID and the end-point-specific key identifier, UK-ID shall be the GUK-ID.

Clause E.3 provides MIKEY message structure for GMK distribution.

5.7.2 Security procedures for GMK provisioning

This procedure usesa MIKEY payload to distribute a GMK from the GMS to the MC UEs within the group. The
payload istransported as part of the 'Notify group configuration request’ message defined in clause 10.1.2.7 of 3GPP
TS23.280[36].

Figure 5.7.2-1 shows the security procedures for creating a security association for a group.

MC UE Group Management
I Serlver
0. Provisioning of 0. Provisioning of
identity-specific key identity-specific key
material material
B
1. Notify group Configuration request
(MIKEY payload)
-
2. Notify group Configuration response

Figure 5.7.2-1: Security configuration for groups

A description of the procedures depicted in figure 5.7.2-1 follows. For clarity, figure 10.1.5.3-2 in clause 10.1.5.3 of
3GPP TS 23.280 [36] isreferenced.
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0) Prior to beginning this procedure the MC client shall be provisioned with identity-specific key material by aMC
KMS as described in clause 5.3. The GM S shall &l so be securely provisioned with identity-specific key material
for the GMS's Server URI.

1) TheGMSshal send aMIKEY payload to MC clients within the group within a'Notify group configuration
request’ message. The message shall encapsulate a GMK for the group. The payload shall be encrypted to the
user identity (MCX service user ID) associated to the MC client and shall be signed by the GMS. The message
shall also provide the GUK-ID. Parameters associated with the GMK shall be encrypted using the GMK, and
sent in the MIKEY payload together with the encapsulated GMK. This processis shown in Figure 5.2.4-1.

2) Onreceipt of aMIKEY message, the MC client shall check the signature on the payload, extract the GMK,
GUK-ID and GMK-I1D and check that the GMK-ID is hot a duplicate for an existing GMK. The MC client shall
also extract the group identity, activation time and text from the encapsulated associated parametersin the
payload using the GMK, and check that decryption is successful. The MC client shall lookup the Group ID inits
user profile data and verify that the GM Sidentity corresponds with the Server URI for that Group ID. This
processis shown in Figure 5.2.4-2. Should any of these checks fail, an error shall be returned to the GMS. Upon
successful receipt and processing, the MC UE shall store the GMK, GMK-ID, GUK-ID and associated
parameters, and respond to the GM S with a 'Notify group configuration response’ message.

It is recommended that a mechanism is used to ensure that no two Group |Ds from different servers collide. To revoke a
security context, the group management server repeats the above steps with the Status field of the GMK parameters
indicating that the GMK has been revoked.

5.7.3 Group member GMK management

In some situations, the membership of a group may be modified whereby an MC user may be added to or removed from
an MCX group. Usersare aerted to these changes by a user profile update from the CM S for which they are
subscribed. The updated user configuration profile indicates the group 1D to which the group membership changeis
associated.

When users are added to a new or existing group they may be implicitly affiliated to that group in which case the user is
automatically subscribed to group configuration updates from the GMS. The user shall be authorised for group
management services to the GM S before the GM S provides the associated group management records and the GMK.
Once the user is authorised, the GM S sends the group management record as well as the GMK to the UE. The user may
join in on the group communication immediately after receiving the group update and GMK.

When the user configuration record indicates the user has been added to a new or existing group but is required to
explicitly affiliate to the group, the user shall be authorised for group management services to the GM S followed by a
subscription to group updates from the GMS. The user shall be authorised for group management services and the
subscription shall be validated before the GM S provides group management records and the GMK. Oncethe user is
authorised and the subscription processed by the GMS, the GM S sends the group management record and the GMK to
the UE. The user may then join in on the group communication immediately after receiving the group update and
GMK.

When a user is removed from a group, the UE receives a user profile update from the CM S indicating the user is no
longer a member of the specified group ID(s). Upon receiving the user profile update, ending of any group

communi cation(s) associated with that group, and if the GMK associated with the group ID is not associated with
another group that the user remains a member, the UE shall immediately and securely delete the GMK associated with
that group ID. If the group ID is associated to more than one service (i.e. MCPTT, MCData and/or MCVideo) then
upon the ending of any group communication(s) associated with that group ID, and if the GMK's associated with that
group ID is not associated with another group that the user remains a member, the GMK's associated with that group ID
shall beimmediately and securely deleted.

When auser is removed from the group, the Group Management Server may choose to update the GMK associated with
the group ID (depending on the security profile of the group).
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5.8 Key management from MC server to MC client (Key
download)

58.1 General

The 'key download' procedure is used to send keys from the MCX server to the MC client. It is used to distribute
Multicast Signalling Keys (MuSiKs) to the MC clients, and it is used to update both the CSKs and MuSIK s.

Within the 'key download' procedure, keys (CSK or MuSiKs) are encrypted specifically to the MC user and signed
using an identity representing the MC Server. Prior to group key distribution, each MC client shall be provisioned by
the KM S with time-limited key material associated with the MC User as described clause 5.3. The MC Server shall also
be provisioned by the MC KM S with key materia for an identity which is authorised to act asan MCX Server.

Thekey (CSK or MuSIK) is distributed from the MCX Server to aMC client using the security mechanism described in
clause 5.2.2, transported over the SIP bearer. End-point diversity is not required as end-points do not encrypt data,
hence the extension in clause 5.2.3 is not applied. Additional parameters may be included as defined in clause 5.2.4.
The SAKKE-to-self extension may be included as defined in clause 5.2.5. Identity hiding may be supported as defined
inclause 5.2.6.

The initiating entity shall be theinitiating MCX Server and the receiving entity shall be the terminating MC user. The
initiating entity URI shall be the FQDN of the MCX Server (e.g. MDSI of the MC Domain) and the receiving entity
URI shall be the MC Service ID of the terminating user. The distributed key, K, shall be the CSK or MuSiK and the
key identifier K-1D shall be the CSK-ID or MuSiK-ID (respectively).

Asaresult of this 'key download' mechanism, the MC clients receive a new signalling key, CSK or MuSIK, identified
by the 4 most significant bits of the key ID.

5.8.2 ‘Key download' procedure

The procedure for key download is described in figure 5.8.2-1:

MC UE MC Server
I I
0. Provisioning of 0. Provisioning of
identity-specific key identity-specific key
material material
=

1. Key download
(SIP NOTIFY or SIP MESSAGE containing MIKEY payload)

2. Key download successs
(200 response)

Figure 5.8.2-1: Procedures for key download

0. The MCX UE has been provisioned by a KM S with key material associated with the MC user. The MC UE has
aso registered with an MCX Server. As a consequence of this registration, the MC UE is subscribed to key
download natifications from the MCX Server.

1. The MCX Server sends a key download message (SIP NOTIFY or SIP MESSAGE) to the MC UE. The MC UE
extracts the signalling key from the key download message.

2. Upon successful extraction of the signalling key, the MC UE returns a key download success message (200 OK
response) to the MCX Server. Upon receipt of a notification of success, the MCX Server is able to begin to use
the key for protection of signalling traffic.
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5.9 Key management during MBMS bearer announcement
The MBMS bearer announcement message is used to distribute a M SCCK as described in Annex H.

The security procedures for key distribution viaan MBM S bearer announcement message are identical to those used for
'key download' messages, described in clause 5.8.

5.10 UE key storage and key persistence

5.10.1 Key storage

To prevent the exposure of mission critical keys and key material, the following guidelines shall be followed to ensure
that mission critical keys and key material are protected within the UE. Persistence of keys and key material through
transistional states of the UE are defined in clause 5.10.2.

All long term keys and private certificates used to establish secure communications with MC domain servers such asthe
[dMS, KMS, and MC domain proxies (e.g. CS proxies and MC domain proxies) shall be stored in a protected state
within the UE while not actively in use. The method used to protect these keys and certificates is out of scope of this
document. These long term keys and key material include, but are not limited to the TrK, InK, and TLS private
certificates.

CSK(s), GMK(s) and MuSiK(s) shall be stored in a protected state within the UE while not actively in use. The method
used to protect these keysis out of scope of this document.

| dentity based key material, e.g. KMS Key Set(s), shall be stored in a protected state within the UE while not actively in
use. The method used to protect these keysis out of scope of this document.

I dentity based tokens, such as the ID token, access token(s), refresh token(s), and security token(s) shall be storedina
protected state within the UE while not actively in use. The method used to protect these tokensis out of scope of this
document.

Dynamic keys used for MCPTT, MCData and MCVideo signalling and media protection such as the MKFC, MSCCK
and PCK and any derived keys (e.g. DPCK, SRTP Master Keys, XML keys, AES keys) should be securely stored as
dictated by the operational needs of these keys and shall be securely deleted when these keys are no longer
operationally needed.

5.10.2 Key persistence

Static and semi-static keys and key material such as CSK(s), GMK(s), TrK, InK, TLS private certificates, |Psec private
certificates, KMS Key Sets, 1D token, access token(s), refresh token(s), and security token(s) shall be securely stored
and maintained through UE power cycles. These static and semi-static keys and key materia shall also be maintained
through user log-off and log-on cycles. This ensures that the UE maintains the credentials, keys and key material for
the user through various UE transitional statesincluding on-network to off-network transitions. Thisis especially
critical for identity based key material and GMK(s) that are used for off-network communications.

When the current user logs off and a different user logs onto the UE, all keys and key material associated to the
previous user shall either be securely deleted from the UE or alternatively, a method to securely partition user’s keys
and key material from other users shall be implemented. Keys and key material that remain in the UE through log-off
and log-on cycles and during usage by mulitiple users shall be securely stored and accessible only to the user to which
the keys and key material are associated. The method used to securely partition user’s keys and key material is out of
scope of this document.

Dynamic keys for MCPTT, MCData and MCVideo media and signalling protection such as the MKFC, MSCCK, and
PCK and any derived keys (e.g. DPCK, SRTP Master Keys, XML keys, AES keys) shall be securely deleted from the
UE at UE power down, log off of the current user, expiry of any associated access tokens (for technical or
authentication reasons), or as dictated by the operational needs of these keys. Dynamic keys and tokens may be
renegotiated during establishment of follow-on communications.

When an access token expires because the IdM S cannot or will not refresh the existing access token for technical or
authentication reasons, the following mission critical static, semi-static and dynamic keys shall be securely deleted from
the UE; CSK(s), GMK(s), MuSIK, MKFC, MSCCK, KFC, DPPK, PCK, and identity based tokens (i.e. access tokens,
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refresh tokens, and security tokens). Expired access tokens, refresh tokens or security tokens may reguire re-
authentication of the user with the 1dM services and MC domain.

6 Supporting security mechanisms

6.1 HTTP

6.1.1 Authentication for HTTP-1 interface

For authentication of the HTTP-1 reference point, one of the following authentication mechanisms shall be performed
between the HTTP client in the MC UE and the HTTP server endpoint (HTTP proxy, |dM server or KMYS):

- one-way authentication of the HTTP server endpoint based on the server certificate;
- mutual authentication based on client and server certificates;
- mutual authentication based on pre-shared key.

Certificate based authentication shall follow the profiles givenin 3GPP TS 33.310 [5], clauses 6.1.3aand 6.1.4a. The
structure of the PKI used for the certificate is out of scope of the present document. Guidance on certificate based
mutual authentication is provided in 3GPP TS 33.222 [16], annex B.

The usage of Pre-Shared Key Ciphersuites for Transport Layer Security (TLS-PSK) is specified in the TLS profile
given in 3GPP TS 33.310 [5], annex E.

6.1.2 HTTP-1 interface security

The support of Transport Layer Security (TLS) on HTTP-1 is mandatory. The profile for TLS implementation and
usage shall follow the provisions given in 3GPP TS 33.310 [5], annex E.

If the PSK TLS based authentication mechanism is supported, the HTTP client in the MC UE and the HTTP Proxy shall
support the TLS version, PSK ciphersuites and TLS Extensions as specified in the TLS profile given in 3GPP

TS 33.310[5], annex E. The usage of pre-shared key ciphersuites for TLSis specified in the TLS profile given in 3GPP
TS 33.310[5], annex E.

6.2 SIP

6.2.1 Authentication for SIP core access
This clause specifies the mutual authentication between the UE and the SIP core.

IMS AKA authentication shall be performed as specified in 3GPP TS 33.203 [6] for SIP core access. IMS AKA
authentication mechanism as specified in 3GPP TS 33.203 [6] shall be performed irrespective of whether SIP core
architecture is compliant with 3GPP TS 23.228 [15] or not.

Authentication related information shall be provided by SIP database that may be part of the HSS or may be part of the
MC service provider's SIP database depending on the SIP core deployment scenarios specified in 3GPP TS 23.379 [2].

I mplementation options and requirements on the ISIM or USIM application to support SIP core access security are
specified in 3GPP TS 33.203 [6].

6.2.2 SIP-1 interface security

The security mechanisms as specified in 3GPP TS 33.203 [6] for Gm interface shall be used to provide confidentiality
and integrity of signalling on SIP-1 interface.
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6.3 Network domain security

6.3.1 LTE access authentication and security

An MC UE shall perform the authentication and security mechanisms as specified in 3GPP TS 33.401 [14] for LTE
network access security.

6.3.2 Inter/Intra domain interface security

To ensure security of the interfaces between network elements within a trusted domain and between trusted domains,
namely HTTP-2, HTTP-3, SIP-2 and SIP-3:

- 3GPP TS 33.210 [4] shall be applied to secure signalling messages on the reference points unless specified
otherwise; and

- 3GPP TS 33.310[5] may be applied regarding the use of certificates with the security mechanisms of 3GPP
TS 33.210 [4] unless specified otherwise in the present document.

NOTE: For the case of an interface between two network elements in the same trusted domain, 3GPP
TS 33.210 [4] does not mandate the protection of the interface by means of IPsec. However, it is up to the
domain administrator's policy to also protect interfaces within the same trusted domain.

SEG as specified in 3GPP TS 33.210 [4] may be used in the trusted domain to terminate the 1Psec tunnel.

7 MCPTT and MCVideo

7.1 General

This clause described the security procedures for both MCPTT and MCVideo.

7.2 Private communications
7.2.1 Key management

7.2.2 Security procedures (on-network)

The following private communication security procedures provide a mechanism for establishing a security context as
part of the Private Call Request sent from the initiating UE to the terminating UE.

3GPP TS 23.379 [2] describes manual and automatic commencement for private MCPTT communicationsin both a
single MC system and across multiple MC systems, while 3GPP TS 23.281 [37] describes manual and automatic
commencement for private MCVideo communications within asingle MC system.

Securing of on-network private MCPTT or MCVideo communications is summarized in the following sub clauses and
applies to the aforementioned MCPTT and MCVideo private call use cases.

The private call setup message used to establish these security procedures may be pre-generated to increase the
efficiency of the communication. Additionaly, the MC UE may attach a second SAKKE component which encrypts
the PCK to the initiating user (in addition to the terminating user) for usein the ‘ SAKKE-to-self’ procedure.
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The security procedure for an on-network MCPTT or MCVideo private call within asingle MC system is summarized
infigure 7.2.2-1, The security procedure for securing an on-network MCPTT private call between multiple MC
systemsis summarized in figure 7.2.2-2. The intent of these on-network security proceduresisto transfer a PCK and
PCK-ID to the terminating UE in order to provide end-to-end security of the media.

Primary Domain

MC UE MCX MC UE
(initiating) Server (terminating)
g I\\//L ______________________________ I\\
3 0. Registraion A 0. Registraion y
1
Generae PCK
1. Private Call Request
(containing encapsulated PCK) i

Extract PCK |

| 2. Further Session Setup Signalling |

< Media (encrypted UE to UE using PCK)

Figure 7.2.2-1: Private call security procedure for on-network PCK distribution for single domain

The procedure in figure 7.2.2-1 is now described step-by-step.

0. Prior to beginning this procedure it is assumed that the MC UEs have an authenticated MC user and that the MC
UEs have been provisioned with key material associated with a user's MC service ID by a KM S as described in
clause 5.3.

1. Theinitiating MC UE generates the PCK and sends a private call request to the terminating MC UE. The
message is sent to the primary MC server of theinitiating UE where it is forwarded to the intended receipient
UE. Within this message includes an SDP offer which containsa MIKEY -SAKKE |_MESSAGEs as defined in
IETF RFC 6509 [11]. The | _MESSAGE encapsulates the PCK for the terminating M C user, encrypting the key
to the UID of the terminating user (derived from the user's URI). The | MESSAGE aso contains an identifier
for the PCK (PCK-ID). Thel MESSAGE is signed using (the key associated with) the initiating user's UID.

2. Further session signalling occurs as defined in 3GPP TS 23.379 [2] for MCPTT and 3GPP TS 23.281 [39] for
MCVideo.
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Primary Domain Partner Domain

MC UE MCX ‘ ‘ MCX MC UE
(initiating) Server Server (terminating)

g 1. Private Call Request
(containing encapsulated PCK)

| Extract PCK |

2. Further Session Setup Signalling

= o~

Media (encrypted UE to UE using PCK >

Figure 7.2.2-2: Private call security procedure for on-network PCK distribution between multiple
domains

The procedure in figure 7.2.2-2 is now described step-by-step.

0. Prior to beginning this procedure it is assumed that the MC UEs have an authenticated MC user and that the MC
UEs have been provisioned with key material associated with a user's MC service ID by a KMS as described in
clause 5.3.

1. Theinitiating MC UE generates the PCK and sends a private call request addressed to the terminating MC UE.
The message is first routed to the primary M C server of theinitiating UE. The primary MC server routes the
private call request to the partner server (home of the intended receipient UE), which is then routed to the
receipient UE. The private call request message includes an SDP offer which containsa MIKEY -SAKKE
|_MESSAGE asdefined in IETF RFC 6509 [11]. The |_MESSAGE encapsulates the PCK for the terminating
MC user, encrypting the key to the UID of the terminating user (derived from the user's URI). Thel _MESSAGE
aso contains an identifier for the PCK (PCK-ID). Thel _MESSAGE is signed using (the key associated with) the
initiating user's UID.

2. Further session signalling occurs as defined in 3GPP TS 23.379 [2].
With the PCK and PCK-1D shared between the initiating and terminating users, the media communicated between the
UEs may be end-to-end protected using the PCK.
7.2.3 Security procedures (off-network)

3GPP TS 23.379 [2] describes manual and automatic commencement for private off-network MCPTT communications,
while 3GPP TS 23.281 [37] describes manual and automatic commencement for private off-network MCVideo
communications.

Securing off-network private MCPTT or MCVideo communications is summarized in the following sub clauses and
applies to the aforementioned MCPTT and MCVideo off-network private call use cases.

The private call setup message used to establish these security procedures may be pre-generated to increase the
efficiency of the communication. Additionally, the MC UE may attach a second SAKKE component which encrypts
the PCK to theinitiating user (in addition to the terminating user) for usein the * SAKKE-to-self’ procedure.
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The security procedure for securing an off-network private call is summarized in figure 7.2.3-1. As part of this process,
the PCK and PCK-ID are securely transferred to the terminating UE.

MC UE MC UE
(initiating) (terminating)
| 0. Discovery |
Generae PCK
1. Call Setup Request >
(containing encapsulated PCK)
| Extract PCK |
= 2. Call Setup Response
< Media (encrypted UE to UE using PCK) >

Figure 7.2.3-1: Private Call security procedure for off-network PCK distribution

The procedurein figure 7.2.3-1 is now described step-by-step.

0. Prior to beginning this procedure the MC UEs may have performed a discovery procedure. Additionally, the MC
UEs have been provisioned with key material associated with auser's MC Service user IDsby aKMS as
described in clause 5.3.

1. Theinitiating UE generates the PCK and sends a Call Setup Request to the terminating UE. Within this
message, the initiating UE includesa MIKEY -SAKKE |_MESSAGEs as defined in IETF RFC 6509 [11]. The
|_MESSAGE encapsulates the PCK for the terminating UE, encrypting the key to the UID of the terminating
user (derived from the user's URI). The |_MESSAGE &l so contains an identifier for the PCK (PCK-ID). The
|_MESSAGE issigned using (the key associated with) theinitiating user's UID.

2. A Cal Setup Responseisreturned to the initiating UE as defined in 3GPP TS 23.379 [2] for MCPTT and as
defined in TS 23.281 [37] for MCVideo.

With the PCK and PCK-1D shared between the initiating and terminating users, the media communicated between the
UEs may be protected using the PCK.
7.2.4 First-to-answer security and key management

7.24.1 Overview

A ‘first-to-answer’ call as defined in clause 10.15 of TS 23.379[2], isacall request sent to multiple usersinviting them
into aprivate call, and where the first user to answer the request is brought into the private call with the initiator while
the rest of the invited users are subsequently rejected. Consequently, a specific key management solution is required.

The following defines a method for performing key distribution for a first-to-answer call. From a security point-of-
view, the approach isto perform a private call key distribution from the answering client to theinitiating client of the
call.

The first-to-answer messages are routed over the signalling reference points. Consequently, the security mechanisms for

protecting signalling between the MC Domain and the M C UE are applied to these messages. This includes the security
mechanisms defined in clause 6. Where application signalling security is supported, the security mechanisms defined in
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clause 5.3 are used, ensuring that the user identities (MCPTT IDs) are confidentiality protected with the CSK or SPK as
per clause 5.3.
7.24.2 First-to-answer request and response

The first-to-answer request (containing the list of target MCPTT IDs) is sent by an initiating UE to the MCPTT server.
No key material is provided in the first-to-answer request.

The first-to-answer response is sent by atarget UE in response to a first-to-answer request. The first-to-answer
response contains both an encapsulatedPCK for the private call and a pair of MCPTT IDs corresponding to the
participants (intiator and target) of the private call.

The PCK is encapsulated as defined in clause 5.6. In this case, the 'initiating entity' shall be the MC user who provides
the first-to-answer response. The initiating entity URI shall be the MC Service user ID of the user who made the first-
to-answer response. The receiving entity shall be the MC user who made the first-to-answer request. The receiving
entity URI shall be the MC Service user ID of the user who made the first-to-answer request.

7.24.3 First-to-answer call setup with security

Figure 7.2.4.3-1 below illustrates the first-to-answer call setup procedure with security.
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MCPTT client MCPTT server MCPTT client MCPTT client MCPTT client
1 2 3 n
1. initiate first-to-answer
call
2. MCPTT first-to-answer call request
3. Authorize request
4. Determine the list of users to send
request based on request in step 2
5a. MCPTT first-to-answer call request
6a. Notify call
5b. MCPTT first-to-answer call request
6b. Notify call
5c. MCPTT first-to-answer call requgst
Lol
6c. Notify call
7. MCPTT first-to-answer call response
(including encapsulated PCK_1)
8. MCPTT first-to-answer call response [“#
(including encapsulated PCK_1)
-
9. Media plane established (protected using PCK_1)
10. MCPTT first-to-answer call respopse
(including encapsulated PCK_2)
11. MCPTT first-to-answer call cance| request >
12. Notify call
cancel

13. MCPTT first-to-answer call cancel fesponse

14. MCPTT first-to-answer call cance] request
15. Notify call
cancel

16. MCPTT first-to-answer call cancel response

Figure 7.2.4.3-1: First-to-answer call setup and key management

1to 6. First-to-answer call signalling occurs as defined in TS 23.379 [2]. These messages do not contain security-
related key material.

7. MCPTT user at MCPTT client 2 acceptsthe call, which causesthe MCPTT client 2 to send afirst-to-answer call
response to the MCPTT server. Included in the response, isthe PCK (PCK _1) encapsulated to the user
associated with theinitiating client, MCPTT client 1. The PCK isthen included in the SDP content of the
response.

8. The MCPTT server forwards the first-to-answer call responseto MCPTT client 1 indicating that the MCPTT
user at MCPTT client 2 has accepted the call. MCPTT client 1 extracts the PCK from the message.

9. The media plane for communication is now established and protected with the shared PCK.
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10. MCPTT user at MCPTT client 3 accepts the call and sends afirst-to-answer call response to the MCPTT server.
MCPTT client 3 also includes an encapsulated PCK (PCK _2) in the response.

11. Since the first-to-answer call response from MCPTT client 2 has already been accepted, the MCPTT server
sendsaMCPTT first-to-answer call cancel request to MCPTT client 3. The encapsulated PCK provided by
MCPTT client 3 (PCK_2) isdiscarded.

12-16. First-to-answer call signalling occurs as defined in TS 23.379 [2]. These messages do not contain security-
related key material.

7.24.4 First-to-answer media protection

The first-to-answer media plane shall be protected as for a private call. Clause 7.4.1 is applied to convert the PCK into
the SRTP Master Key/Salt, and clause 7.5 is applied for the protection of the first-to-answer media.

7.2.5  Ambient listening call

Ambient listening is described in clause 10.14 of 23.379 [2] and allows an authorised user to establish a “listening”
private voice call with atarget user without an indication that the communication istaking place. There are two types
of ambient listening; the first type consists of the authorised user “listening” to atarget user and the second type
consists of the authorised user transmitting to atarget user. Both types are intiated by the authorised user.

The MCPTT server provides the control and authorisation verification associated with an ambient listening call.

The security for an ambient listening call is established similar to that of a secure private call, i.e. aPCK is created for
the session and provided securely in the ambient listening call request from the authorised user to the target user as per
clause 7.2.2 for on-network private calls and clause 7.2.3 for off-network private calls.

When required by the MCX operator, sensitive application signalling parameters (e.g. MCPTT IDs) shall be protected
as described in clause 9.3.

The media plane for ambient listening shall be protected as for a private call using aPCK. Clause 7.4.1 is applied to
convert the PCK into the SRTP Master Key/Salt, and clause 7.5 is applied for the protection of the ambient listening
media.

Floor control signalling for an ambient listening call shall be protected as described in clause 9.4.

7.2.6 Ambient viewing call

Ambient viewing is described in clause 7.6 of 23.281 [37] and allows an authorised user to establish a“viewing” private
video call with atarget user without an indication that the communication is taking place. There are two types of
ambient viewing; the first type consists of the authorised user “viewing” to atarget user and the second type consists of
the authorised user transmitting or “viewing to” atarget user. Both types areintiated by the authorised user.

The MCVideo server provides the control and authorisation verification associated with an ambient viewing call.

The security for an ambient vewing communication is established similar to that of a secure private video
communication, i.e. aPCK is created for the session and provided securely in the ambient viewing call request from the
authorised user to the target user as per clause 7.2.2 for on-network private video communications and clause 7.2.3 for
off-network video private communications.

When required by the MCX operator, sensitive application signalling parameters (e.g. MCPTT IDs) shall be protected
as described in clause 9.3.

The media plane for ambient viewing shall be protected as for a private video communication using aPCK. Clause
7.4.1 isapplied to convert the PCK into the SRTP Master Key/Salt, and clause 7.5 is applied for the protection of the
ambient viewing media.

Transmission control signalling for an ambient viewing communication shall be protected as described in clause 9.4.
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7.2.7 Private video pull

7.2.7.1 One-to-one video pull

One-to-one video pull is described in clause 7.3.2.3 of 23.281 [37] and consists of a private unidirectional video
transmission from the called party to the calling party. Off-network video pull (video pull to self) is described in clause
7.3.3 of 23.281 [37].

The security for a one-to-one video pull communication is established similar to that of a secure private video cal, i.e. a
PCK iscreated for the session and provided securely in the Private call request from the calling user to the called user
as per clause 7.2.2 for on-network private calls and clause 7.2.3 for off-network (video pull to self) calls.

When required by the MCX operator, sensitive application signalling parameters (e.g. MCVideo |Ds) shall be protected
as described in clause 9.3.

The media plane for one-to-one video pull shall be protected as for a private video call usingaPCK. Clause7.4.1is
applied to convert the PCK into the SRTP Master Key/Salt, and clause 7.5 is applied for the protection of the video
media.

Trnasmission control signalling for a one-to-one video pull communication shall be protected as described in clause 9.4,
while transmission control signalling for off-network video pull to self communications shall be protected as described
inclause 9.4.4.

7.2.7.2 One-from-server video pull

One-from-server video pull is described in clause 7.3.2.4 of 23.281 [37] and consists of a private unidirectional video
transmission pulled by the calling party from the MCVideo server. Figure 7.2.7.2-1 shows the messaging for a one-
from-server video pull.

MCVideo

client MCVideo server
1

1. MCVideo push to server request

2. Authorization check

3. MCVideo push to server response

hl

4. Media plane and transmission control established

5. Video stream from MCVideo client 1

6. MCVideo push to server complete request

7. MCVideo push to server complete response
-

Figure 7.2.7.2-1 — One-from-server video pull

The security for a one-from-server video pull communication is established similar to that of a secure private video call,
i.e. aPCK iscreated for the session and provided securely in the MCVideo pull from server request sent from the
MCVideo client to the MCVideo server. Clause 7.2.2 applies for on-network one-from-server video commnications.
Note that the PCK shall be encrypted to the identity of the MCVideo server rather than to that of another MCVideo
user.
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Off-network operation is not supported for one-from-server video pull communications.

When required by the MCX operator, sensitive application signalling parameters (e.g. MCVideo IDs) shall be protected
as described in clause 9.3.

The media plane for one-to-one video pull shall be protected as for a private call using a PCK. Clause 7.4.1 is applied
to convert the PCK into the SRTP Master Key/Salt, and clause 7.5 is applied for the protection of the video media.

Transmission control signalling for a one-from-server video pull communication shall be protected as described in
clause 9.4.

7.2.8 Private video push

7.28.1 One-to-one video push

One-to-one video push is described in clause 7.4.2.3 of 23.281 [37] and consists of a private unidirectional video
transmission from the calling party to the called party. Off-network video push to another MCVideo user is described
in clause 7.4.3.3 of 23.281 [37].

The security for a one-to-one video push communication is established similar to that of a secure private video call, i.e.
aPCK is created for the session and provided securely in the Private call request from the calling user to the called user
as per clause 7.2.2 for on-network private calls and clause 7.2.3 for off-network private cals.

When required by the MCX operator, sensitive application signalling parameters (e.g. MCVideo IDs) shall be protected
as described in clause 9.3.

The media plane for one-to-one video pull shall be protected as for a private video call using aPCK. Clause7.4.1is
applied to convert the PCK into the SRTP Master Key/Salt, and clause 7.5 is applied for the protection of the video
media.

Transmission control signalling for a one-to-one video push communication shall be protected as described in clause
9.4, while transmission control signalling for off-network video push to another MCVideo user communications shall
be protected as described in clause 9.4.4.

7.2.8.2 One-to-server video push

One-to-server video push is described in clause 7.4.2.4 of 23.281 [37] and consists of a private unidirectional video
transmission pushed from the calling party to the MCVideo server. Figure 7.2.8.2-1 shows the messaging for a one-
from-server video push.

MCVideo

client MCVideo server
1

1. MCVideo push to server request

|

2. Authorization check

3. MCVideo push to server response

-

4. Media plane and transmission control established

5. Video stream from MCVideo client 1

6. MCVideo push to server complete request

7. MCVideo push to server complete response
<l

-

Figure 7.2.8.2-1 — One-to-server video push
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The security for a one-to-server video push communication is established similar to that of a secure private video call
(i.e. aPCK iscreated for the session and provided securely in the MCVideo push to server request sent from the
MCVideo client to the MCVideo server). Clause 7.2.2 applies for on-network one-to-server video communications.
Note this requires that the PCK shall be encrypted to the identity of the MCVideo server rather than to that of another
MCVideo user.

Off-network operation is not supported for one-to-server video push communications.

When required by the MCX operator, sensitive application signalling parameters (e.g. MCVideo IDs) shall be protected
as described in clause 9.3.

The media plane for one-to-server video push shall be protected as for a private call using aPCK. Clause 7.4.1is
applied to convert the PCK into the SRTP Master Key/Salt, and clause 7.5 is applied for the protection of the video
media.

Transmission control signalling for a one-to-server video push communication shall be protected as described in clause
9.4.
7.2.8.3 Remotely initiated video push

On-network remotely intiated video push is described in clause 7.4.2.5 of 23.281 [37] and consists of an authorised
MCVideo user initiating a private unidirectional video transmission from a source MCVideo user and a destination
MCVideo user.

Off-network remotely initiated video push is described in clause 7.4.3.4 of 23.281 [37] and consists of an authorised
MCVideo user initiating a private unidirectional video transmission from a source MCVideo user to a destination
MCVideo user without the MCVideo serving the call setup and media transmission.

Figure 7.2.8.3-1 shows the messaging for an on-network remotely initiated video push communication.

MCVideo client 1 MCVideo server MCVideo client 2 MCVideo client 3

1. Remote video push request
d

2. Check for authorization and
whether any on-going private call
between source user and
destination user

3. Remote video push request

&
[}

4. Establish one-to-one video push call between MCVideo dlient 1 and MCVideo client 2

5. Remote video push response

6. Remote video push response

Figure 7.2.8.3-1: On-network remotely initiated video push

The security context for an on-network remotely initiated video push communication is established during step 4 of
figure 7.2.8.3-1 between MCVideo client 1 and MCVideo client 2 and is similar to that of a secure private video call,
i.e. aPCK is created for the session and provided securely in the Private communication request from MCVideo client 1
to MCVideo client 2 as described in clause 7.2.2.
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In figure 7.2.8.3-2, the remote video push request message from MCVideo client 3 does not establish a security context
for the call; however it does provide the MCVideo IDs of participating MCVideo client 1 and MCVideo client 2.

Figure 7.2.8.3-2 shows the messaging for an off-network remotely initiated video push communication.

MCVideo client A MCVideo client B MCVideo client C

1. Remote video push request

2a. MCVideo client B discovers MCVideo client C

[
2b. Notification to
the MCVideo user

2c. Video push trying response
3. Private communication request (Video push)

[
|

A

4a. Private communication answer response (Video push) :
5. Notification of video push to MCVideo client C -

- 4b. Notify
- ] connection request
6. Notify MCVideo to MCVideo user

user T

7. Establish media plane

8. Video from MCVideo client B to MCVideo client CH

Figure 7.2.8.3-2: Off-network remotely initiated video push

The security context for an off-network remotely initiated video push communication is established during step 3 of
figure 7.2.8.3-2 between MCVideo client B and MCVideo client C and is similar to that of a off-network secure private
video cdll, i.eaPCK is created for the session and provided securely as described in clause 7.2.3.

In figure 7.2.8.3-2, the remote video push request message from MCVideo client A does not establish a security context
for the call; however it does provide the MCVideo IDs of participating MCVideo client B and MCVideo client C.

When required by the MCX operator, sensitive application signalling parameters (e.g. MCVideo IDs) shall be protected
as described in clause 9.3 for both on-network and off-network operation.

For both on-network and off-network, the media plane for aremotely initiated video push communication shall be
protected as for a one-to-one video push communication using a PCK. Clause 7.4.1 is applied to convert the PCK into
the SRTP Master Key/Salt, and clause 7.5 is applied for the protection of the video media.

Transmission control signalling for aremotely initiated video push communication shall be protected as for a one-to-
one video push communication, as described in clause 9.4, while transmission control signalling for off-network
remotely initiated video push communications shall be protected as described in clause 9.4.4.

7.3 Group communications

7.3.1 General

To support MCPTT and MCVideo group communications, group security procedures are used to establish and
distribute keys to the members of predefined or dynamically defined groups.

Key material (GMK and GMK-ID) for a predefined group is created and distributed by the GM S to the members of the
group viathe common key distribution mechanisms defined in clause 5.7.
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Key material for dynamically created groupsis created and distributed by the GM S to the members of the group viathe
security mechanisms defined in the following sub clauses.

NOTE: There are no procedures for securing calls setup using the 'Temporary group call — user regroup’
procedure defined in Clause 10.6.2.8 of TS 23.379 [2] or the 'Temporary group — broadcast group call’
procedure defined in Clause 10.6.2.5.3 of TS 23.379 [2]. Consequently, it is not possible to use these
procedures as part of a secure system.

7.3.2 Group creation security procedure

The group creation procedure is described in clause 10.2.3 of 3GPP TS 23.280 [36] and appliesto the MCPTT scenario
of normal group creation by an MC administrator and user regrouping operations by an authorized user/dispatcher. To
establish the security context for the group, the GM S follows the proceduresin clause 5.7 to create a new GMK and
GMK-ID.

The encapsulated GMK and GUK-ID is sent to group members by the GMS within a notification message (step 4 in
clause 10.2.3 of 3GPP TS 23.280 [36]). The procedure is equivalent to that described in clause 5.7 of this specification.
7.3.3 Dynamic group keying

7.3.31 General

In the GMK distribution procedures described in this clause, the GM S shall be provisioned with the same information
asany MC UE by the KM S as described in clause 5.3; the only distinguishing feature is that the GM S'sidentity isa
Server URI rather than an MC Service ID.

NOTE 1: Void.

In addition to authorisation, the only information the GM S requires to create the group are the MCPTT 1Ds of the group
members. These two features combined allow groups to be created and keyed at any time, by any authorized entity.

Such flexibility is required to support a number of MCPTT group procedures within 3GPP TS 23.280 [36].

NOTE 2: The dynamic group keying mechanisms may not support off-network scenarios.

7.3.3.2 Group regrouping security procedure (within a single MC domain)

Group Regroup procedures for the MC system are described in clause 10.2.4.1 of 3GPP TS 23.280 [36]. To create the
security context for the temporary group, the GM S follows the proceduresin clause 5.7, creating a new GMK and
GMK-ID for the temporary group.

An encapsulated GMK and GUK-ID is sent to the temporary group members by the GM S within a notification message
(step 5in clause 10.2.4.1 of 3GPP TS 23.280 [36]). The procedure is equivalent to that described in clause 5.7.

7.3.3.3 Group regrouping security procedure (involving multiple MC domains)

The MCPTT group regroup security procedure (shown below in figure 7.3.3.3-1) involves multiple MC users from
multiple MC domains and is an integrated component of the MCPTT group regrouping procedure described in clause
10.2.4.2 of 3GPP TS 23.280[36].

ETSI



3GPP TS 33.180 version 14.8.0 Release 14 61 ETSI TS 133 180 V14.8.0 (2020-01)

Grou Group management Grou Group management
Group management P client MCPTT server P client MCPTT server
i management . - management
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server 1 server 2
members) members)
1.Group regroup requeit
2.Authorization check based on
group policy and check whether
groupl is a temporary group
3.Group regroup reques .
>

4.Check whether group2 is a
temporary group

5.Grolip regroup response

-l
-«

6.Create and store temporary
group related information

7|Group regroup notificatiop >
. 8.Grdup regroup notification response
-
9.Group regrgup notif;
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>
13.Group regroup notify response . 10.Group regroup notify response
| 14.Notity the affiliated users | | 1inotity the affiliated users |

15.Group regroup
confirmation response
1
-

Figure 7.3.3.3-1: Group regroup security procedure (multiple MC domains)

Prior to beginning the procedure, the MC UEs, primary GM S and partner GMS are provisioned by aKMS as
described in clause 5.3.

1-5: These stepsare asdefined in clause 10.2.4.2 of 3GPP TS 23.280 [36].

6: To create the security context for the temporary group, the primary GMS creates anew GMK and GMK-ID
for the temporary group along with other group related information.

7,8:  The primary GMS notifies the partner GM S of the group regroup operation. The primary GMS includes a
Group Key Transport payload following the proceduresin clause 5.7, treating the partner GM S as another
user within the group. Accordingly, the payload encrypts the new GMK to the identity of the partner GMS
and is signed using the identity of the primary GMS. The GUK-ID is derived using the User Salt generated
from the partner GMS's URI.

9,10: These steps are as defined in clause 10.2.4.2 of 3GPP TS 23.280 [36].

11:  The partner GMS extracts the GMK and GMK-ID from the notification. The partner GM S then notifies the
affiliated users within the partner MC domain. The partner GM S re-encrypts the GMK to the identity of the
affiliated usersin the partner system, generates new GUK-IDs for each user and signs using its identity (the
identity of the partner GMS) following the procedure in clause 5.7.

12,13: These steps are as defined in clause 10.2.4.2 of 3GPP TS 23.280 [36].

14:  The primary GM S notifies the affiliated users within its own MC domain. The primary GMS includes a
Group Key Transport payload including a GMK and GUK-ID following the proceduresin clause 5.7. The
GMK isencrypted to the identity of the MC user and is signed using the identity of the primary GMS.

15. Thisstepisasdefined in clause 10.2.4.2 of 3GPP TS 23.280 [36].
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7.3.4 Broadcast group call

Broadcast group call is described in clause 10.6.2.5.2 of 23.379 [2] and consists of a group transmission where the
initiating user expects no response from the other group members. When the initiating user’ s transmission is compl ete,
the broadcast group communication ends.

The security context for a broadcast group communication is established similar to that of a secure group
communication where the GMK associated to the broadcast group shall be converted into the SRTP Master Key/Salt
per clause 7.4.2. Clause 7.5 shall be applied to establish protection of the broadcast group media.

When required by the MCX operator, sensitive application signalling parameters (e.g. MCX Service User IDs and MCX
Group 1Ds) shall be protected as described in clause 9.3.

Floor control signalling for on-network broadcast group communications shall be protected as described in clause 9.4.6
while floor control signalling for off-network broadcast group communications shall be protected as described in clause
7.4.2.

7.3.5 Group-broadcast group call

Group-broadcast group call is described in clause 10.6.2.5.2.1 of 23.379 [2] and consists of a group transmission to a set
of groups rather than to a set of users. Like abroadcast group communication, the initiating user expects no response
from the target groups. When the initiating user’s transmission is complete, the group-broadcast group communication
ends.

The security context for a group-broadcast group communication is similar to that of a secure group communication, i.e.
the group-broadcast group 1D is predefined and assigned a GMK. The GMK associated to the group-broadcast group
shall be converted into the SRTP Master Key/Salt per clause 7.4.2. Clause 7.5 shall be applied to establish protection
of the group-broadcast group media.

When required by the MCX operator, sensitive application signalling parameters (e.g. MCX Service User IDs and MCX
Group IDs) shall be protected as described in clause 9.3.

Floor control signalling for on-network group-broadcast group communications shall be protected as described in clause
9.4.6 while floor control signalling for off-network group-broadcast group communications shall be protected as
described in clause 7.4.2.

7.3.6 Emergency group call

An emergency group call isdescribed in clause 10.6.2.6.1 of 23.379 [2] and consists of a group communication where
the priority of the transmission or group is set to an emergency status. An existing group call may be elevated to an
emergency status or a separate designated emergency group may be used.

When an existing group call is elevated to emergency status, there should be no change to the ongoing security context
for that group. Media protection, floor control protection, and application signalling protection continue to use the
existing keys and mechanisms that were in place prior to elevating the group to emergency status. However, the call
may be downgraded to clear to ensure the emergency group call is setup by the MCX system.

When a designated emergency group is used and the user intiates an emergency call, the emergency group is established
and a new security context set up shall be attempted (assuming the emergency group is not already active). If the
security context setup is successful the emergency group call shall proceed with security, otherwise based on MCX
operator policy the call may default to unencrypted.

For either existing or designated call types, a secured emergency group call uses group communication mechanisms
where a GMK associated with the emergency group is distributed to the affiliated members per clause 5.7. The GMK is
used to encrypt the media for on-network and off-network, unicast or multicast, emergency group communications.

The GMK shall be converted into the SRTP master key and master salt as described in clause 7.4.2 and the emergency
group media shall be encrypted using the SRTP master key and master salt as defined in clause 7.5.1.

For either existing or designated call types, floor control signalling for a on-network and off-network secured
emergency group communication shall be protected as described in clause 9.4.

For either existing or designated call types, when required by the MCX service provider, sensitive application signalling
parameters (e.g. MCX Service User IDsand MCX Group IDs) shall be protected as described in clause 9.3.
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7.3.7 Imminent peril group call

Animminent peril group call isdescribed in clause 10.6.2.6.2 of 23.379 [2] and consists of a group communication
where the priority of the transmission is elevated to imminent peril status. The imminent peril transmission may be sent
within an existing group call or alternatively a separate designated imminent peril group may be used.

When an imminent peril transmission is sent on an existing group call, there should be no change to the ongoing
security context for that group. Media protection, floor control protection, and application signalling protection
continue to use the existing keys and mechanisms that were in place prior to the imminent peril transmission. However,
the call may be downgraded to clear to ensure the emergency aert is setup by the MCX system.

When a designated imminent peril group is used and the user initiates an imminent peril transmission, the imminent
peril group is established and a new security context set up shall be attempted (assuming the imminent peril group is not
already active). If the security context setup is successful the imminent peril group call shall proceed with security,
otherwise based on MCX operator policy the call may be downgraded to unencrypted.

For either existing or designated call types, a secured imminent peril group call uses group communication mechanisms
where a GMK associated with the existing or imminent peril group is distributed to the affiliated members per clause
5.7. The GMK is subsequently used to encrypt the media for on-network and off-network, unicast or multicast,
imminent peril group communications. The GMK shall be converted into the SRTP master key and master salt as
described in clause 7.4.2 and the imminent peril group media shall be encrypted using the SRTP master key and master
salt as defined in clause 7.5.1.

For either existing or designated call types, floor control signalling for an on-network and off-network secured
imminent peril group communication shall be protected as described in clause 9.4.

For either existing or designated call types, when required by the MCX service provider, sensitive application signalling
parameters (e.g. MCX Service User IDsand MCX Group IDs) shall be protected as described in clause 9.3.

7.3.8 Emergency Alert

An emergency alert is described in clause 10.6.2.6.3 of 23.379 [2] and consists of a group communication where at least
one user hasissued an emergency aert indication, elevating that user to an emergency state. A transmission by a user
while in the emergency state has elevated priority and may be sent within an existing group call or aternatively a
separate designated emergency group.When an existing group call is used as the emergency group, there should be no
change to the ongoing security context for that group. Media protection, floor control protection, and application
signalling protection continue to use the existing keys and mechanisms that were in place prior to the emergency aert.
However, the call may be downgraded to clear to ensure the emergency alert is setup by the MCX system

When a designated emergency group is used and the user intiates an emergency alert and transmission, the assigned
emergency group is established and a new security context set up is attempted (assuming the emergency group is not
already active). If the security context setup is successful, the imminent peril group call shall proceed with security,
otherwise based on MCX operator policy the call may default to unencrypted.

For either existing or designated call types, a secured emergency alert issued emergency group call uses group
communication mechanisms where a GMK associated with the emergency group is distributed to the affiliated members
per clause 5.7. The GMK is used to encrypt the mediafor on-network and off-network, unicast or multicast, emergency
group communications. The GMK shall be converted into the SRTP master key and master salt as described in clause
7.4.2 and the emergency group media shall be encrypted using the SRTP master key and master salt as defined in clause
7.5.1.

For either existing or designated call types, floor control signalling for an on-network and off-network secured
emergency group communication shall be protected as described in clause 9.4.

For either existing or designated call types, when required by the MCX service provider, sensitive application signalling
parameters (e.g. MCX Service User IDsand MCX Group IDs) shall be protected as described in clause 9.3.

7.3.9 Remotely initiated video push to group

On-network remotely intiated video push to group is described in clause 7.4.2.6 of 23.281 [37] and consists of an
authorised MCVideo user initiating a broadcast video transmission sourced from a second MCVideo user.
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Off-network remotely initiated video push to agroup is described in clause 7.4.3.5 of 23.281 [37] and consists of an
authorised M CVideo user initiating a broadcast video transmission sourced from a second MCVideo user without the
MCVideo serving the call setup and media transmission.

Figure 7.3.11.1-1 shows the messaging for on-network remotely initiated video push to group communication.

MCVideo client 1 MCVideo server MCVideo client 2

1. Remote video push request

»
Ll

2. Check for user authorization and
whether there is a on-going group
call

3. Remote video push request

4. Broadcast group call initiated by MCVideo client 2

5. Remote video push response

A

6. Remote video push response

A

Figure 7.3.11.1-1. On-network remotely initiated video push to group

The security context for an on-network remotely initiated video push to group communication is established in step 4 of
figure 7.3.11.1-1 by the target MCVideo user (MCVideo client 2) similar to that of a secure group broadcast
communication where a GMK associated to the broadcast group shall be converted into the SRTP Master Key/Salt per
clause 7.4.2. Clause 7.5 shall be applied to establish protection of the broadcast group media.

Infigure 7.3.11.1-1, the remote video push request message does not establish a security context for the broadcast call
but does however provide the group 1D for the broadcast group.

Figure 7.3.11.1-2 shows the messaging for an off-network remotely initiated video push to group communication.

MCVideo MCVideo MCVideo
Client B Client A group G

1. Remote video push request | 1. Remote video push request

-t} o

2. Notify 2. Notify
remote push remote push
request request

| \

3. Group communication

Figure 7.3.11.1-2: Off-network remotely initiated video push to group

The security context for an off-network remotely initiated video push to group communication is established in step 3 of
figure 7.3.11.1-2 by the target MCVideo user (MCVideo client B) similar to that of a secure group broadcast
communication where a GMK associated to the broadcast group shall be converted into the SRTP Master Key/Salt per
clause 7.4.2. Clause 7.5 shall be applied to establish protection of the broadcast group media.
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In figure 7.3.11.1-2, the remote video push request message from MCVideo client A does not establish a security
context for the broadcast call but does however provide the group ID for the broadcast group.

When required by the MCX operator, sensitive application signalling parameters (e.g. MCX Group I1Ds) shall be
protected as described in clause 9.3 for both on-network and off-network operation.

Transmission control signalling for on-network remotely initiated video push to group communications shall be
protected as described in clause 9.4.6 while transmission control signalling for off-network remotely initiated video
push to group communications shall be protected as described in clause 7.4.2.

7.4 Key derivation for media

7.4.1 Derivation of SRTP master keys for private call

As aresult of this mechanism, the private call members share a PCK and PCK-ID. The PCK shall be used as the
MIKEY Traffic Generating Key (TGK), the PCK-ID shall be used asthe MIKEY CSB ID. The MIKEY RAND shall be
the MIKEY RAND value transmitted together with the PCK provision. The CS-ID value is defined in Table E.1.3-1.
These shall be used to generate the SRTP Master Key and SRTP Master Salt as specified in IETF RFC 3830 [22]. The
key derivation function defined in section 4.1.4 of RFC 3830 [22] using the PRF-HMAC-SHA-256 Pseudo-Random
Function as described in IETF RFC 6043 [25], section 6.1 shall be supported for generating the SRTP Master Key and
Salt.

MIKEY Key Derivation {(see RFC 3830):

MIKEY TGK MIKEY CSB-ID
(PCK) MIKEY RAND (PCK-ID) MIKEY CS-ID

PRF-HMAC-SHA-256

' v

SRTP Master Key SRTP Master Salt

Figure 7.4.1-1: Key Derivation for media stream protection

To identify the security context from the media stream a SRTP Master Key Identifier (MKI1) isrequired. The MKI shall
be the 32-bit PCK-I1D which has a purpose tag of '1'.

When the MC client is operating off network, the PCK is used to derive keys for floor control, transmission control,and
media control (SRTCP). Thus, the Master Key and Master Salt used for SRTCP is the same with the Master Key and
Master Salt used for SRTP, so is the MKI.

See clause 9.4.6 for key derivation procedures for private communication floor, transmission, and media control
(SRTCP) when the MC client is operating on-network.
7.4.2 Derivation of SRTP master keys for group media

Asaresult of this mechanism, the group members share a GMK and GUK-ID. The GMK shall be used asthe MIKEY
Traffic Generating Key (TGK), the GUK-ID shall be used asthe MIKEY CSB ID. The MIKEY RAND shall be the
MIKEY RAND value transmitted in the MIKEY message used to distribute the GMK. The CS-ID value is defined in
Table E.1.3-1. These shall be used to generate the SRTP Master Key and SRTP Master Salt as specified in IETF RFC
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3830[22]. The key derivation function defined in section 4.1.4 of IETF RFC 3830 [22] using the PRF-HMAC-SHA-
256 Pseudo-Random Function as described in IETF RFC 6043 [25], section 6.1 shall be supported for generating the
SRTP Master Key and Salt.

MIKEY Key Derivation (see RFC 3830):

MIKEY TGK MIKEY CSB-ID
(GMK) MIKEY RAND (GUK-ID) MIKEY CS-ID

PRF-HMAC-SHA-256

' v

SRTP Master Key SRTP Master Salt

Figure 7.4.2-1: Key Derivation for media stream protection

To identify the security context from the media stream a SRTP Master Key Identifier (MKI) isrequired. The MKI
should be a 64-bit value formed by concatenating the GMK-1D with the GUK-ID (GMK-ID || GUK-ID). The GMK-ID
shall have a purpose-tag of '0'. The GUK-ID is derived as specified in Annex F.1.3, using the MC service user ID of the
transmitting user.

Where the transmitting user is known through other means, the MKI may be solely the 32-bit GMK-ID. In this case the
terminating user extracts the GUK-ID by calculating the User Salt and xor'ing this value with the GMK-ID.

When the MC client is operating off network, the GMK is used to derive keys for floor control, transmission
control,and media control (SRTCP). Thus, the Master Key and Master Salt used for SRTCP is the same with the Master
Key and Master Salt used for SRTP, so isthe MKI.

See clause 9.4.6 for key derivation procedures for group communication floor, transmission, and media control
(SRTCP) when the MC client is operating on-network.

7.5 Media protection profile

751 General

The following mechanism shall be used to protect MCPTT and MCVideo communications which use the Real-Time
Transport Protocol (RTP), cf. IETF RFC 3550 [12]. The integrity and confidentiality protection for MCPTT and
MCVideo communications using RTP shall be achieved by using the Secure Real-Time Transport Protocol (SRTP),
IETF RFC 3711 [13].

The key management mechanism for SRTP is described elsewhere. As aresult of this mechanism, those communicating
will have shared the following:

1) A SRTP Master Key.
2) A SRTP Master Salt.
3) A SRTP Master Key Identifier (MKI) referencing the above two values.

The mechanism described in IETF RFC 3711 [13] is used to encrypt the RTP payload. A diagram of the key derivation
mechanism (as described in IETF RFC 3711) is shown in figure 7.5.1-1.
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SRTP Key Derivation
(see RFC 3711):

SRTP Master Key SRTP Master Salt

AES_CM_128
(SRTP PRF)

. . SRTP Packet
AES Enc Key: SRTP Session Key AES IV: Session Salt Index SSRC

AEAD_AES_ 128 GCM
(SRTP encryption)

Keystream MKI

Figure 7.5.1-1: Security mechanism for media stream protection

The AES-CM-128 agorithm as defined in IETF RFC 3711 [13] shall be supported as the SRTP PRF (which isused to
derive the SRTP session key and salt). A SRTP key derivation rate of 0 shall be used to indicate that session keys and
salts shall not be refreshed. The AEAD_AES 128 GCM algorithm as defined in IETF RFC 7714 [26] shall be
supported for providing confidentiality and data authentication of SRTP packets. The AEAD_AES 128 GCM
algorithm requires that the SRTP session key is 16 octetsin length, and the SRTP session salt is 12 octets in length.

Unless provided in the MIKEY message used to distribute the SRTP Master Key, the SSRC shall be randomly
generated for each session. For group communications, the GM S shall not provide SSRCs, and hence the SSRC shall be
randomly generated.

Care should be taken to avoid SSRC repetition when a user uses the SRTP Master Key for more than one session. In
particular, SSRCs shall not be generated in away which could cause collisions (e.g. from the same seed).

The SRTP authentication tag may be appended to every 'rth’ packet as defined in IETF RFC 4771 [24] to provide the
SRTP ROC counter to MC UEs performing a late-entry to the communication. A 'mode 3' integrity transform (RCCm3)
shall be supported for transmitting the ROC within a 4 octet SRTP authentication tag.

NOTE: The ROC and MKI fields of the SRTP packet are not authenticated as part of the AEAD_AES 128 GCM
agorithm. However, modification of these fields would cause afailure to validate the AEAD
authentication tag which would cause the packet to be correctly rejected by the receiver. If an
unauthenticated SRTP encryption mode be used, there will be a security impact of a malicious
modification of the ROC or MKI packets.

7.5.2 Security procedures for media stream protection

Media stream protection does not require any signalling mechanism to convey information. The information is provided
within each SRTP Packet.
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Transmitting Terminating
MCPTT UE MCPTT UE(s)
| |
0. Establish 0. Establish
Security Context Security Context
1. SRTP >
(SSRC, MKI)

Figure 7.5.2-1: Security procedure for media stream protection

Figure 7.5.2-1 shows the security mechanism.

0) Prior to beginning this procedure the MC UEsinvolved in the communication shall have established a security
context (SRTP Master Key, SRTP Master Salt, MKI).

1) Transmitting UEs shall send SRTP packets using the format described in IETF RFC 3711 [13]. The packet shall
include a Master Key Identifier (MKI) field which contains the information required to locate the SRTP Master
Key and Master Salt, and may include the SRTP ROC as defined in IETF RFC 4771 [24]. On receipt of a SRTP
packet, aterminating UE shall use the contents of the MK to look up the appropriate SRTP Master Key and salt
and generate the appropriate SRTP session key and salt if it satisfies the key derivation rate criteria as specified
in IETF RFC3711. If it appearsin the SRTP packet, the terminating UE shall use the contents of the SRTP
authentication tag to establish the SRTP ROC as defined in IETF RFC 4771 [24].

NOTE 1: Assuming members of the group have been keyed/pre-provisioned at some point in the past, this security
mechanism is entirely stateless.

NOTE 2: Thereceiver does not need to generate an appropriate SRTP session key and salt every time when it
receives a SRTP packet. The key derivation rate defined in IETF RFC3711 [13] determines the session
key generation frequency. Refer to RFC3711 for more information.

NOTE 3: Asthe SRTP synchronization source identifier (SSRC) is used for encryption and decryption, the SSRC
value in the SRTP packet needs to be maintained from the transmitting UE to the receiving UE. This
includes the uplink and the downlink, over unicast or multicast.

A diagram of the SRTP packet format is within figure 7.5.2-2.

SRTP Header

SSRC Packet Index (partial)

Encrypted RTP Payload

MKI Field

SRTP Authentication tag (optional field containing ROC counter)

Figure 7.5.2-2: SRTP packet format showing security parameters

The length of the MKI field is defined by the key distribution procedure used to create the original security context.
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8 MCData

8.1 Overview

MCData SDS alows transmission of short data messages (SDS), either private or group, over both the signalling plane
(reference point MCData-SDS-1) and media plane (reference point MCData-SDS-2).

MCData File Distribution (FD) aso allows for transmission of files, either private or group, over the media plane or
using HTTP. When distributed using HT TP, binary data representing the file is uploaded and downloaded using HTTP
POST and HTTP GET.

MCData signalling parameters for SDS and File Distribution are routed within SIP messages. Protection for these
signalling messages and files when distributed using HT TP, use the same key material asfor MCPTT and MCVideo.

The MCData SDS or FD messages may also contain a MCData Data signalling payload or a MCData Data payload or
both. These payloads may be within a SIP message should the signalling plane be used, or within a MSRP message
should the media plane be used. The MCData Data payload may be end-to-end confidentiality and integrity protected
according to an end to end security context payload.

The file when distributed using HT TP may be end-to-end confidentiality and integrity protected according to an end to
end security context payload before being uploaded.

Components of MCData messages.

- MCData signalling parameters: generic Mission Critical Services signalling elements e.g. MCData Group 1D,
MCData user ID. These parameters are confidentiality protected between the MCData Client and the MCData
server with signalling plane security mechanisms.

- MCData Data signalling payload: information elements necessary for identification and management of the
M CData messages e.g. conversation identifiers, session identifiers, transaction identifiers, disposition requests,
etc. This payload is confidentiality protected between the MCData Client and the M CData server with signalling
plane security mechanisms.

- End to end security parameters. information specifying the cryptographic elements used to protect the data
payload).

- MCnData Data payload: the actual user payload for MCData user or application consumption. This payload is
end to end confidentiality and integrity protected.

Components of the M CData message (M CData signalling parameters and MCData Data signalling payload) are
integrity protected between the MCData Client and the MCData server with the signalling plane security mechanisms.
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MCData message format

Message headers and addressing

APPLICATION-LEVEL

///////////////////////////////////////y/
MCData signalling parameters (e.g. group-id, user-id, etc)
PP IIPI IS I I II I TIPS SIS I ISP I PP

7,«f’,«f’,x"’,«f’,«"?’,«f’x"’,«"’f’,«f’,x"’,«f’,«"’,«f’,x"’,«f’,«"?’,«f’x"’,«f’,«f’,«f’,x"’,«f’,«"?’,«f’x"’,«"’f’,«f’x"’fffffffffffffffffffffxﬁj

Data signalling payload (e.g. Conversation-ID, Transaction-ID, Disposition-request, etc)

i

gk ey °8
Data payload (e.g. text, binary, hyperlinks)

Confidentiality protected between MCData Client and
MCData server
\\\\\\\\\\ End to end confidentiality and integrity protected

Integrity Protected between MCData Client and MCData
server

Figure 8.1-1: MCData message components

For one-to-one communications the PCK is used to protect the MCData data payload or the file when distributed using
HTTP. For group communications, the GMK is used to protect the MCData data payload or the file when distributed
using HTTP. The data payload or the file when distributed using HTTP may al so be authenticated by the initiator.

Distribution of the PCK iswithin the signalling channel setup for the MCData private message (either SDS or FD).
Distribution of the GMK isas defined in clause 5.7.

8.2 Key Management

Key management for MCData follows the same model as MCVideo and MCPTT. Where akey is used for protection of
MCData or MCVideo data, the same type of key shall be used in the same circumstance for MCData. Each key used for
protection of MCData payloads is known as the M CData Payload Protection Key (DPPK).

MCData signalling parameters and Data signaling payloads are protected as follows:

- Unicast MCData signalling parameters and Data signaling payl oads between client and server are protected using
the CSK (e.g. the DPPK isthe CSK).

- Multicast MCData signalling parameters and Data signaling payloads from server to client are protected using a
MuSIK (e.g. the DPPK isaMuSK).

- MCData signalling parameters and Data signaling payloads between servers are protected using the SPK (e.g. the
DPPK isthe SPK).

- MCData signalling parameters and Data signaling payloads between two offline clients are protected using a PCK
(e.g. the DPPK isthe PCK).

- MCData signalling parameters and Data signaling payloads between a group of offline clients are protected using a
GMK (e.g. the DPPK isthe GMK).

MCData Data payloads are protected as follows:
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- MCData Data payl oads end-to-end protected between two online clients are protected using a PCK (e.g. the DPPK
isthe PCK).

- MCData Data payl oads end-to-end protected between two offline clients are protected using a PCK (e.g. the DPPK
isthe PCK).

- MCData Data payloads end-to-end protected between a group of online clients are protected using a GMK
distributed by aGMS (e.g. the DPPK isthe GMK).

- MCData Data payl oads end-to-end protected between a group of offline clients are protected using a GMK
distributed by aGMS (e.g. the DPPK isthe GMK).

- MCData Data payl oads are end-to-end authenticated based on SSK , PVT and KPAK distributed by a KMS.
Files when distributed using HTTP are protected as follows:

- Files end-to-end protected between two online clients when distributed using HTTP are protected using a PCK
(e.g. the DPPK isthe PCK).

- Files end-to-end protected between a group of online clients when distributed using HTTP are protected using a
GMK distributed by a GMS (e.g. the DPPK isthe GMK).

NOTE: TheDPPK isnot anew type of key, it describes how the MC system'’s existing key types are used to
protect MCData. Consequently, there will be multiple DPPKs in the MC System depending on the
communication channel. Furthermore, while a PCK and a GMK may both be used as a DPPK to protect
MCDatain different channels, the PCK and the GMK are not the same key.

8.3 One-to-one communications

The purpose of key management is to establish a MCData Payload Protection Key (DPPK) for the one-to-one
communication channel between the pair of communicating clients. In the case of a one-to-one communication, the
DPPK shall be the PCK. The PCK is used for end-to-end protection of one-to-one (private) SDS or FD data payloads.

The PCK and PCK-ID are distributed within the SIP message used to initiate the session.

The PCK and PCK-ID is distributed using service-specific signalling. For all MCData services, SIP signalling is used to
establish or send the MCData communication. The PCK and PCK-ID is distributed within aMIKEY payload contained
within the SDP offer sent from the initiator to the receiver in the same way as for MCPTT and MCVideo. The
procedures for PCK distribution are defined within clause 5.6.

This key distribution mechanism applies to the following messages defined in TS 23.282 [38]:
- MCData standal one data request
- MCData session data request
- MCData FD request

When required by the M CData service provider, protection shall be applied to the MCData Data payloads using the
PCK. Payload authentication may also be applied. The mechanisms used to secure these payloads are described in
clause 8.5.

Once the PCK is established between the source and destination, SDS and FD exchanges between this same source and
destination may continue to use the same PCK for subsequent M CData communications by simply providing the PCK-
ID in every SDS message.

8.4 Group communications

The purpose of key management is to establish a M CData Payload Protection Key (DPPK) for the group
communication between the group of communicating clients. In the case of group communication, the DPPK shall be
the GMK. The GMK isdistributed in the same way asfor MCPTT and MCVideo group communications, as defined in
clause 5.7.
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When required by the M CData service provider, protection shall be applied to the MCData Data payloads using the
GMK. Payload authentication may also be applied. The mechanisms used to secure these payloads are described in
clause 8.5.

8.5 MCData payload protection

85.1 General

The protection applied to the MCData payload is indicated by the ‘Message Type' of the MCData payload. If the
payload is protected (encrypted and integrity protected), Bit 7' of the Message Type shall be "1’ (otherwise it shall be
‘0", if the payload is authenticated, Bit '8' of the Message Type shall be '1' (otherwise it shall be '0"). See Clause 15.2.2
of TS 24.282 [50].

The following protected (encrypted and integrity protected) payloads are defined for MCData SDS and file distribution:
- Protected SDS Signalling Payload.
- Protected FD Signalling Payload.
- Protected Data Payload.
- Protected SDS notification message.
- Protected FD notification message.
- Protected FD network notification message.
- Protected Communication rel ease message.
- Protected binary data representing the file.
The following authenticated payloads are defined for MCData SDS and file distribution:
- Authenticated Data Payload.

The following authenticated and protected (encrypted and integrity protected) payloads are defined for MCData SDS
and file distribution:

- Authenticated and Protected Data Payload.

In this case both the procedures for protecting a payload and authenticating a payload are applied
8.5.2 Prequisites

8.5.2.1 Prequisites for protected payloads

The prequisites for encryption and integrity protection of a protected payload is that the MC client(s) or MC server(s)
have a shared MCData Payload Protection Key (DPPK). This shall be the CSK, SPK, MuSiK, GMK or PCK depending
on the payload that will be protected. The DPPK will also have a shared key identifier, the DPPK-ID. This shall be the
CSK-ID, MuSiK-ID, SPK-1D, GMK-ID or PCK-ID respectively, based upon the type of key used.

8.5.2.2 Prequisites for authenticated payloads

The prequisites for authentication of an authenticated payload is that the MC client will have been keyed (SSK, PVT
and KPAK) by aKMS as defined in clause 5.3.

8.5.3 Key derivation for protected payloads

Before protecting an MCData payload, the DPPK is hashed through a KDF (similar to the process used for XML
protection for application signalling), to produce a MCData Payload Cipher Key (DPCK). The KDF is defined in Annex
F.1.5.
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8.5.4 Payload protection

8.54.1 Format of protected payloads

All protected payloads shall have the format defined in table 8.5.4.1-1:

Table 8.5.4.1-1: MCData Protected Payload message content

Information Element Type/Reference Presence Format Length
Message Type Message type M \Y 1
Date and Time Date and Time of creation of \Y 5

protected payload message.
Payload ID The identifier for the payload. M V 4
Payload sequence number The sequence number of the M \Y, 1
protected payload.
Algorithm See 8.5.4.2 M V 1
\ Initialisation vector (or nonce) for M \% 16
message
DPPK-ID Key identifier M \Y 4
Payload Protected Payload (Ciphertext) M TLV-E X

Where ‘Payload’ will be the encrypted and integrity-protected payload encoded in a binary format.

NOTE 1. Date and Timeisincluded as plaintext to allow the MCData server to order end-to-end protected
messages and assess whether end-to-end protected messages may have expired.

NOTE 2: Payload ID and Payload sequence number allow protected payloads to be split over multiple SIP
messages.

NOTE 3: When fileisdistributed using HTTP, M CData Protected Payload message is distributed as part of
protected FD Signalling Payload and the protected binary data representing the file is uploaded using
HTTP.

8.5.4.2 Encryption of protected payloads

Protection of payloads shall support the following agorithms (cipher suites):

Table 8.5.4.2-1: DP_AES_128_GCM algorithm parameters

Value/Reference
DP_AES 128 GCM

Parameter
Algorithm ID

Cipher AEAD_AES 128 GCM (as defined in
RFC 5116 [43])

DPCK Key length 128 bits

IV length 128 bits

AEAD authentication tag length 128 bits

Table 8.5.4.2-2: DP_AES_256_GCM algorithm parameters

Value/Reference
DP AES 256 GCM

Parameter
Algorithm ID

Cipher AEAD_AES 256 _GCM (as defined in
RFC 5116 [43)])

DPCK Key length 256 bits

IV length 256 bits

AEAD authentication tag length 128 bits

In using the above cipher suites as defined in RFC 5116 [43], the plaintext, P, shall be the full original plaintext
payload. The associate data (AD) shall be the Message Type, Date and Time, Payload |1D, Payload sequence number,
Algorithm, 1V, and DPPK-ID fields within the MCData Protected Payload message content defined in clause 8.5.4.1.
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8.5.5 Payload authentication

Authenticated payloads shall have the format defined in table 8.5.5-1:

Table 8.5.5-1: MCData Authenticated Payload message content

Information Element Type/Reference Presence Format Length
Original Payload Original Payload (unchanged) M TLV-E X
Algorithm Algorithm used to sign the message M V 1
Signing Data Signature data M TLV-E X
Signature Based on algorithm M TLV-E X

The signature shall be on the entire payload excluding the value of the signature element. However, the type and length
of the signature element shall be included in the signature. The signature value shall be encoded in binary format.

The ECCSI signature algorithm as defined in RFC 6507 [9] shall be supported by MC clients.

The contents of the Signing Data field is determined by the signature algorithm. For ECCSI, the signing data shall be as
defined in table 8.5.5-2:

Table 8.5.5-2: ECCSI Signing Data content

Information Element Type/Reference Presence Format Length
Signing UID Signers UID as defined in Annex M TLV X
F.2.1
Signing KMS Signer's KMS URI M TLV X

After signature vertification, the verifier shall extract the sender’s URI from el sewhere in the message and check that
this corresponds to the UID contained in the Signing UID field above. If not, signature verification shall have failed.

9 Signalling protection

9.1 General
Signalling between entities in the MC System are defined as:

- RTCPsignadling (e.g. floor contral),

- XML signalling (within SIP messages) , or

- MCDataDatasignalling (withing SIP or MSRP messages).
To alow this signalling to be protected, key distribution mechanisms are required to distribute the associated keys.
For protecting signalling between the client and the server, there are two key distribution mechanisms:

- 'CSK upload' procedure (as defined in clause 5.4).

'Key download' procedure (as defined in clause 5.8).
For protecting signalling between MCX Servers, there is one key distribution mechanism:

- manua SPK configuration (as defined in clause 5.5).
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9.2 Key distribution for signalling protection

9.2.1 Client-Server Key (CSK)

9211 General

A Client-Server Key isrequired to protect unicast RTCP signalling between the MC client and the MCX Server. The
use of the CSK in this context is defined in clause 9.4.

Additionally, the MC Service provider may require that M C identities, access tokens and other sensitive information
transferred between clients and MC domain on the SIP-1 and SIP-2 interfaces be protected at the application layer from
any viewing, including protection from viewing at the SIP signalling layer. Symmetric key based protection of SIP
payload using CSK may be used to satisfy this requirement. The use of CSK in this context is defined in clause 9.3.

The uses of the CSK are shown in Figure 9.2.1-1.

CSK (as DPPK)
{as KFC)——— \as 4
RAND (CSK-ID)
\j (alls
XF:K) Y
MIKEY PRF KDF
Y v v (Annex F.1.5)
KDF KDF T
SRTP Key (Annex F.1.4) (Annex F.1.4)
Derivation MCData
signalling
\vr protection key
XML . .
. s XML integrity
SRTCP session conflde.nt|al|ty protection key
protection key
keys
Figure 9.2.1-1: Uses of the Client-Server Key
9.21.2 Creation of the CSK

The 128-bit CSK isinitially generated by the client and provided encrypted to the server through the SIP interface along
with the CSK-ID identifying the CSK.

The key remainsin use until: anew CSK isrequired, the SIP session is torn down, the MC user logs off, or some other
indication. If during the active SIP session an update of the CSK is required, the server generatesa CSK and providesit
to the client using the mechanism defined in clause 5.8.

9.2.1.3 Initial 'CSK Upload' Procedure

The CSK isinitialy distributed viathe 'CSK upload' procedure as defined in clause 5.4. The 'CSK upload' procedure
creates a security association between the M C client and the MCX Server and occurs during the client’sinitial
connection with the MC Server.

The following steps describe how the client obtains the user specific key material and securely transfers the CSK to a
server within the MC domain.
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Prior to beginning of this procedure, the client would have obtained user-specific key material from the KMS.
1) Theclient randomly generates the CSK and encapsulates the CSK as described in clause 5.4.

2) Theclient includes the encapsulated CSK initsinitial SIP REGISTER or in a SIP PUBLISH message that is
used to perform the M C user authorization procedure, and sends the SIP message addressed to the PSI of the
server.

Anillustration is provided below as an example of how this message in included in the body of the SIP REGISTER
message. The MIME mediatype "application/mikey" IETF RFC 3830 [22] is used in this example to insert aMIKEY
|_MESSAGE in the SIP payload:

EXAMPLE:

REG STER si p: MCPTT_Server _PSI SIP/ 2.0

Via: SIP/2.0/UDP den3. | evel 3. com

Max- For war ds: 70

From MCPTT client | MPU

To:

Call-1D <>

CSeq: 1 REGQ STER

Contact: <URI >

Content - Type: nmul tipart/m xed; boundar y="boundary1"
Content - Lengt h: 619

--boundaryl

Content - Type: application/ m key
M KEY | _MESSAGE

--boundaryl

Cont ent - Type: application/...
Encrypted Access token, MCPTT ID
--boundaryl—

The following steps describe how the MCX Server retrieves the CSK from the SIP message:
1) The server receives the SIP message and decrypts the encapsulated the CSK as described in clause 5.4.
2) Oncethe CSK has been extracted, MC user specific information (e.g. the access token) protected in the SIP
message as defined in clause 9.3.4, may be decrypted.
9.214 CSK update via 'key download'
The MCX Server may decide to update an existing CSK at any time. This may be due to CSK revocation or expiry.

The CSK shall be updated by the MCX Server using the 'key download' procedure, defined in clause 5.8. Upon receipt
of aCSK viaa 'key download' procedure, the MC client shall identify the type of key asa CSK viathe 4 most
significant bits of the CSK-ID. The MC client shall:

- discard any previous CSKs associated with the MC Server FQDN, and

- usethenew CSK for uplink signaling with the MC Server.

9.2.2 Multicast Signalling Key (MuSiK)

The Multicast Signalling Key (MuSIK) is required to protect multicast RTCP signalling from the MCX Server to the
MC client. Thisincludes MBMS floor control, media control and transmission control messages.

The MuSIK shall be distributed using the ‘key download’ procedure.
A ‘key download’ procedure is described in clause 5.8.
The use of the MuSIK is shown in Figure 9.2.2-1.
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Figure 9.2.2-1: Uses of the Multicast Signalling Key (MuSiK)

The MCX Server distributes the Multicast Signalling Key (MuSiK) to aclient when:

- TheMCX Server requires protected signalling over the MBMS bearer to the MC client. Inthiscase, aninitia
MuSIK (MuSiKay) isdistributed to the client using the key download procedure. By default, this MuSiK is used
to protect al multicast signalling excluding bearer announcement messages.

-  The MCX Server requires the transmission of group-related signalling (e.g. media control or floor control) over
an MBMS bearer to the MC client, and the group configuration indicates that cryptographic protection is
required for multicast group signalling. In this case, anew MuSIK (MuSiKcrp) is created, assigned to the group
and distributed to Group clients using the key download procedure. - The MCX Server requires an existing
MuSIK to be replaced. This may be due to revocation or expiry.

- A participating UE (MC client) of the multicast group roams into the MBM S bearer coverage area.

NOTE: The participating MCX Server could use asingle MuSIK for its MCX Groups and MBMS bearers. Where
aMCX Group or MBMS bearer has privacy requirements, these procedures allow a new MuSiK to be
distributed specifically for that purpose. A new MuSiK may not need to be distributed before each new
bearer is established.

Upon receipt of aMuSiK the MC client shall store the MuSiK and MuSiK-ID. Should the MuSiK be rejected by the
MC client, the MCX Server shall only use a unicast bearer when distributing signalling to the MC client.

Upon receipt of group-related signalling (e.g. media control or floor control) in the form of multicast SRTCP, the MC
client shall inspect the MK of the SRTCP packet which shall contain the MuSIK-ID. The MuSIK-ID shall be used to
lookup the correct MuSIK for decrypting the SRTCP packet.Upon receipt of multicast MCData Data Signalling
payloads, the MC client shall inspect the DPPK-ID element of the payload and extract the MuSiK-ID. The MuSiK-1D
shall be used to lookup the correct MuSIK for decrypting the payload.

9.2.3 Signalling Protection Key (SPK)

The SPK is used to protect communications between MCX Servers. The SPK is distributed as defined in clause 5.5. The
uses of the SPK for inter-server protection are shown in Figure 9.2.3-1.
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Figure 9.2.3-1: Uses of the Signalling Protection Key

9.3 Application signalling security (XML protection)

9.3.1 General

Certain values, keys and identifierstransferred in XML between a server in the MC domain and client may be treated as
sensitive by public safety users and may require protection. To protect these values from all other entities outside of the
MC Domain, this clause defines an optional mechanism to provide confidentiality protection on these values using

XML encryption. Additionally, as some public safety users may require integrity protection on transmitted content, this
clause defines an optional mechanism to provide integrity protection using XML signatures.

NOTE 1: The protection mechanism specified in this clause is for public-safety use only.

NOTE 2: The introduction of XML security mechanisms increases the size of the XML document. Consideration
should be given to the impact of this size increase.

Editor's Note: It needs to be confirmed that the virtual proxy techniques being studied in SA3-LI (L1V8 S8HR
study) can be extended to control use of MCPTT encryption in VPLMN roaming scenarios.

9.3.2 Protected content

Confidentiality protection may be applied to the entire XML document or to the following individual identifiers and
values:

- MCX serviceuser ID (e.g. MCPTT ID, MCData ID, MCVideo ID).
- MCX Group ID.

- User location information.

- Alerts.

- Accesstoken.

- KMSprovisioned key material.

Where confidentiality protection is applied to the entire XML document, the 'type' of message shall be clearly stated
within the EncryptedData payload. The name shall reflect the names used in the message flows defined in TS 23.379
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[2], TS23.280[36], TS 23.281 [37] and TS 23.282 [38]. Thiswill allow the serving network to understand how their
network is being used.

NOTE: Wherethe MCPTT Server is supporting legacy clients, these clients may not support confidentiality
protection of the entire XML document. In this case, only i