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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The scope for this technical specification isto specify the security features and mechanisms for secure access to the IM
subsystem (IMS) for the 3G mobile telecommunication system.

Since the scope also encompasses the use of these security features and mechanisms for secure accessto IMSin the
context of fixed broadband networks and 3GPP2 networks, Annex L and Annex S specify how the material in the main
body and other normative Annexes of this document apply to the fixed broadband networks and 3GPP2 networks
respectively.

The IM S supports P Multimedia applications such as video, audio and multimedia conferences. SIP, Session Initiation
Protocol, was chosen as the signalling protocol for creating and terminating Multimedia sessions, cf. RFC 3261 [6].
This specification only deals with how the SIP signalling is protected between the subscriber and the IM S, how the
subscriber is authenticated and how the subscriber authenticates the IMS.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

e For aspecific reference, subsequent revisions do not apply.

o For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Security Architecture”.

2] 3GPP TS 22.228: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Service Requirements for the IP Multimedia Core Network".
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

Authenticated (re-) registration: A registration i.e. a SIP register is sent towards the Home Network which will trigger
aauthentication of the IMS subscriber i.e. achalenge is generated and sent to the UE.

Authentication vector: A quintet (asdefined in TS 33.102 [1]) or an SD-AV.

Confidentiality: The property that information is not made available or disclosed to unauthorised individual's, entities
Or Processes.

Data integrity: The property that data has not been altered in an unauthorised manner.
Data origin authentication: The corroboration that the source of data received is as claimed.
Entity authentication: The provision of assurance of the claimed identity of an entity.

Key freshness: A key isfreshif it can be guaranteed to be new, as opposed to an old key being reused through actions
of either an adversary or authorised party.

IMS Credentials (IMC): Thisisdefined in TS 21.905 [7].

ISIM —IM Subscriber Identity M odule: For the purposes of this document the ISIM is aterm that indicates the
collection of IMS security data and functions on aUICC. The ISIM may be a distinct application on the UICC.

NOTE: Thedistinction between the terms'ISIM' and 'ISIM application’ is useful for the purpose of describing the
IMS security architecture. However, in other 3GPP specifications these terms are used as synonyms, i.e. the term
'1SIM" always refers to the ISIM application in the UICC, as defined in [51].

Security Domain: Networks that are managed by a single administrative authority. Within a security domain the same
level of security and usage of security services will be typical.
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SIP Digest authentication vector (SD-AV) : Temporary authentication data that enables the IM S network to engagein
SIP Digest with aparticular user. An SD-AV consists of four elements: a) protection space user hint realm, b) the
authentication algorithm, c) the quality of protection value qop and d) the hash of IMPI, realm and password H(AL).

3.2 Symbols

For the purposes of the present document, the following symbols apply:

Cx Reference Point between a CSCF and an HSS.
Gi Reference point between GPRS and an external packet data network

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply, TS 21.905 [7] contains additional
applicable abbreviations:

AAA Authentication Authorisation Accounting
AKA Authentication and key agreement
APN Access Point Name
AS Application Server
AV Authentication Vector
CLF Connectivity Session and Repository Location Function
CSCF Call Session Control Function
GIBA GPRS-IMS-Bundled Authentication
GGSN Gateway GPRS Support Node
HN Home Network
HSS Home Subscriber Server
IBCF Interconnection Border Control Function
I-CSCF Interrogating CSCF
IM IP Multimedia
IMC IM Credentials
IMPI IM Private ldentity
IMPU IM Public Identity
IMS IP Multimedia Core Network Subsystem
ISIM IM Services Identity Module
MAC Message Authentication Code
ME Mobile Equipment
NAPT Network Address and Port Trandation
NASS Network Access Subsystem
NAT Network Address Trandation
P-CSCF Proxy-CSCF
R-UIM Removable User Identity Module
S-CSCF Serving-CSCF
SA Security Association
SEG Security Gateway
SD-AV SIP Digest Authentication Vector
SDP Session Description Protocol
SIP Session Initiation Protocol
TLS Transport Layer Security
TNA Trusted Node Authentication
UA User Agent
4 Overview of the security architecture

In the PS domain, the service is not provided until a security association is established between the UE and the network.
IMSisessentialy an overlay to the PS-Domain and has alow dependency of the PS-domain. Consequently a separate
security association is required between the multimedia client and the IMS before accessis granted to multimedia
services. The IMS Security Architecture is shown in the following figure.
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IMS authentication keys and functions at the user side shall be stored on a UICC. It shall be possible for the IMS
authentication keys and functions to be logically independent to the keys and functions used for PS domain
authentication. However, this does not preclude common authentication keys and functions from being used for IMS
and PS domain authentication according to the guidelines given in clause 8.

For the purposes of this document the ISIM is aterm that indicates the collection of IMS security data and functions on
aUICC. Further information on the ISIM isgivenin clause 8.

IMCN S8

Home/Serving Network

S s
5)

Multimedia
I-CSCF S-CSCF W

UE

3

4/5 4/5
Visited/Home Network
<2 p{p-cscr
; Transport
PS-Domain
Access ——{ AN H PS-Domam

Figure 1: The IMS security architecture

There are five different security associations and different needs for security protection for IMS and they are numbered
1,2, 3, 4and 5infigure 1 where:

1. Provides mutua authentication. The HSS del egates the performance of subscriber authentication to the S-CSCF.
The long-term key in the ISIM and the HSS is associated with the IMPI. The subscriber will have one (network
internal) user private identity (IMPI) and at least one external user public identity (IMPU).

2. Providesasecurelink and a security association between the UE and a P-CSCF for protection of the Gm
reference point. Data origin authentication is provided i.e. the corroboration that the source of datareceived is as
claimed. For the definition of the Gm reference point cf. TS 23.002 [9].

3. Provides security within the network domain internally for the Cx-interface. This security association is covered
by TS 33.210[5]. For the definition of the Cx-interface cf. TS 23.002 [9].

4. Provides security between different networks for SIP capable nodes. This security association is covered by
TS 33.210[5]. This security association is only applicable when the P-CSCF residesin the VN and if the
P-CSCF residesin the HN then bullet point number five below applies, cf. also figure 2 and figure 3.

5. Provides security within the network internally between SIP capable nodes. This security association is covered
by TS 33.210[5]. Note that this security association also applies when the P-CSCF resides in the HN.

There exist other interfaces and reference pointsin IM S, which have not been addressed above. Those interfaces and
reference points reside within the IMS, either within the same security domain or between different security domains.
The protection of all such interfaces and reference points apart from the Gm reference point are protected as specified in
TS33.210[5].

Mutual authentication is required between the UE and the HN.
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The mechanisms specified in this technical specification are independent of the mechanisms defined for the CS- and
PS-domain.

An independent IM S security mechanism provides additional protection against security breaches. For example, if the
PS-Domain security is breached the IMS would continue to be protected by it's own security mechanism. Asindicated
infigure 1 the P-CSCF may be located either in the Visited or the Home Network. The P-CSCF shall be co-located

within the same network as the GGSN, which may reside in the VPLMN or HPLMN according to the APN and GGSN
selection criteria, cf. TS 23.060 [10].

P-CSCEF in the Visited Network

[ e | \ Visited Network || Home Netwark
AL-CSCF
Zb 7 ! . Zb
X | X
UA | P-CSCF|---}----SEG -~ SEG, —-2b “IHss
- Zb Za \‘;( i ‘,,’
Zb ’,"\Zb
“8-CSCF(’
PS-Domain

Protection mechanisms specified
in this specification i.e.

TS 33.203.
cenfees Protection mechanisms specified
ME |-} RNC f--— 7 -interface Ir;‘ [Tjs] 33.210 (IP Network Layer),
cf[5].

Protection mechanisms specified
| in TS 33.102, of. [1].

Figure 2: This figure gives an overview of the security architecture for IMS and the relation with
Network Domain security, cf. TS 33.210 [5], when the P-CSCF resides in the VN

P-CSCF in the Home Networ k

[ve | [ Visited Network | | Home Network
A LCSCF |\,
Zb, - ‘ N Zb
A 3 X
UA ! P-CSCFE —+2zb “JHSS
i T : P 3 ’,”
I T ’,"\Zb
‘ “S-CSCF |’
SGSN - GGSN

Protection mechanisms specified
in this specification i.e.

TS 33.203.
e Protection mechanisms specified
ME |-~ RNC Z-interface n} [Tss] 33.210 (IP Network Layer),
cf[5].

Protection mechanisms specified
| i TS 33,102, of, [1],

Figure 3: This figure gives an overview of the security architecture for IMS and the relation with
Network Domain security, cf. TS 33.210 [5], when the P-CSCF resides in the HN
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The confidentiality and integrity protection for SIP-signalling is provided in a hop-by-hop fashion, cf. figure 2 and
figure 3. Thefirst hop i.e. between the UE and the P-CSCF is specified in this technical specification. The other hops,
inter-domain and intra-domain are specified in TS 33.210 [5].

5 Security features

51 Secure access to IMS

5.1.1 Authentication of the subscriber and the network
Authentication between the subscriber and the network shall be performed as specified in clause 6.1.

An IM-subscriber will have its subscriber profile located in the HSS in the Home Network. The subscriber profile will
contain information on the subscriber that may not be revealed to an external partner, cf. TS 23.228 [3]. At registration
an S-CSCF is assigned to the subscriber by the I-CSCF. The subscriber profile will be downloaded to the S-CSCF over
the Cx-reference point from the HSS (Cx-Pull). When a subscriber requests access to the | P Multimedia Core Network
Subsystem this S-CSCF will check, by matching the request with the subscriber profile, if the subscriber is allowed to
continue with the request or not i.e. Home Control (Authorization of IM-services).

All SIP-signalling will take place over the PS-domain in the user planei.e. IP Multimedia Core Network Subsystemiis
essentially an overlay to the PS-domain. Hence the Visited Network will have control of al the subscribersin the PS-
domaini.e. Visited Control (Authorization of bearer resources) since the Visited Network provides the subscriber with a
transport service and its associated QoS.

For IM-services a new security association is required between the UE and the IMS before access is granted to IM-
services.

The mechanism for mutual authenticationin UMTSiscaled UMTS AKA. It isa challenge response protocol and the
AuC in the Home Stratum derives the challenge. A Quintet containing the challengeis sent from the Home Stratum to
the Serving Network. The Quintet contains the expected response XRES and a so a message authentication code MAC.
The Serving Network compares the response from the UE with the XRES and if they match the UE has been
authenticated. The UE calculates an expected MAC, XMAC, and compares this with the received MAC and if they
match the UE has authenticated the Serving Network.

The AKA-protocol is a secure protocol developed for UMTS and the same concept/principles will be reused for the IP
Multimedia Core Network Subsystem, whereitiscalled IMS AKA.

NOTE: Although the method of calculating the parametersin UTMS AKA and IMS AKA are identical, the
parameters are transported in dlightly different ways. In UMTS, the UE"s response RESis sent in the
clear, whilein IMS RES is hot sent in the clear but combined with other parametersto form an
authentication response and the authentication response is sent to the network (as described in
RFC 3310 [17]).

The Home Network authenticates the subscriber at anytime via the registration or re-registration procedures.

51.2 Re-Authentication of the subscriber

Initial registration shall always be authenticated. It is the policy of the operator that decides when to trigger are-
authentication by the S-CSCF. Hence are-registration might not need to be authenticated.

A SIP REGISTER message, which has not been integrity protected at the first hop, shall be considered as initial
registration.

The S-CSCF shall also be able to initiate an authenticated re-registration of a user at any time, independent of previous
registrations.
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5.1.3 Confidentiality protection

Possibility for IMS specific confidentiality protection shall be provided to SIP signalling messages between the UE and
the P-CSCF. Operators shall take care that the deployed confidentiality protection solution and roaming agreements
fulfils the confidentiality requirements presented in the local privacy legisation. The following mechanisms are
provided at SIP layer:

1. The UE shall always offer encryption agorithms for P-CSCF to be used for the session, as specified in clause 7.

2. The P-CSCF shall decide whether the IM S specific encryption mechanism is used. If used, the UE and the
P-CSCF shall agree on security associations, which include the encryption key that shall be used for the
confidentiality protection. The mechanismisbased on IMS AKA and specified in clause 6.1.

Confidentiality between CSCFs, and between CSCFs and the HSS shall rely on mechanisms specified by Network
Domain Security in TS 33.210 [5].

514 Integrity protection

Integrity protection shall be applied between the UE and the P-CSCF for protecting the SIP signalling, as specified in
clause 6.3. The following mechanisms are provided.

1. The UE and the P-CSCF shall negotiate the integrity algorithm that shall be used for the session, as specified in
clause 7.

2. The UE and the P-CSCF shall agree on security associations, which include the integrity keys that shall be used
for the integrity protection. The mechanism is based on IMS AKA and specified in clause 6.1.

3. The UE and the P-CSCF shall both verify that the data received originates from a node, which has the agreed
integrity key. This verification is also used to detect if the data has been tampered with.

4. Replay attacks and reflection attacks shall be mitigated.

Integrity protection between CSCFs and between CSCFs and the HSS shall rely on mechanisms specified by Network
Domain Security in TS 33.210 [5].

NOTE 1: TLSismandatorily supported by SIP proxies according to RFC 3261 [6], and operators may useit to
provide confidentiality and integrity inside their networks instead of or on top of IPsec, astheintra-
domain Zb interface is optional, and TLS may also be used between IM S networks on top of IPsec. It
should be pointed out, that the 3GPP specifications do not ensure backward compatibility betweenCSCFs
that do not support TLS and those CSCFs and other networks that do support it.. These management and
capability issues need then to be solved by manual configuration of the involved operators. If TLSisto be
applied then the authentication framework in TS 33.310 [24] can be used.

5.2 Network topology hiding

The operational details of an operator's network are sensitive business information that operators are reluctant to share
with their competitors. While there may be situations (partnerships or other business relations) where the sharing of
such information is appropriate, the possibility should exist for an operator to determine whether or not the internal's of
its network need to be hidden.

It shall be possible to hide the network topology from other operators, which includes the hiding of the number of
S-CSCFs, the capabilities of the S-CSCFs and the capability of the network.

The I-CSCF/IBCF shall have the capability to encrypt the addresses of all the entities of the operator network in SIP
Via, Record-Route, Route and Path headers and then decrypt the addresses when handling the response to a request.
The P-CSCF may receive routing information that is encrypted but the P-CSCF will not have the key to decrypt this
information.

The mechanism shall support the scenario that different I-CSCFsIBCF sin the HN may encrypt and decrypt the
addresses of al the entities of the operator network.
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5.3 SIP Privacy handling in IMS Networks

Privacy may in many instances be equivalent with confidentiality i.e. to hide the information (using encryption and
encryption keys) from all entities except those who are authorized to understand the information. The SIP Privacy
Extensions for IMS Networks do not provide such confidentiality. The purpose of the mechanism is rather to give an
IMS subscriber the possibility to withhold certain identity information of the subscriber as specified in

IETF RFC 3323 [29] and IETF RFC 3325 [30].

NOTE 1: It isuseful that the privacy mechanism for IMS networks does not create statesin the CSCFs other than
the normal SIP states.

54 SIP Privacy handling when interworking with non-IMS
Networks

When a Rel-6 IMS isinterworking with anon-IM S network, the CSCF in the IMS network shall decide the trust
relation with the other end. The other end is trusted when the security mechanism for the interworking (see clause 6.5)
is applied as well asthe availability of an inter-working agreement. If the interworking non-IM S network is not trusted,
the privacy information shall be removed from the traffic towards to this non-IM S network. When receiving SIP
signalling, the CSCF shall also verify if any privacy information is already contained. If the interworking non-IMS
network is not trusted, the information shall be removed by the CSCF, and retained otherwise.

Because absence of the security mechanism for the interworking (see clause 6.5) indicates an untrusted non-IMS
network, separate CSCFs are usually needed to interface with IMS and non-IM S networks. The CSCF interfacing with
IMS networks implicitly trusts all IMS networks reachable via the SEG that establishes security according to

TS 33.210[5]. A Rel-5 CSCF aways assumes this trust relationship and network configuration. For a Rel-6 CSCF, this
implicit trust setting shall be a configuration option, that an operator can set according to his network and interface
configuration.

6 Security mechanisms

6.1 Authentication and key agreement

The scheme for authentication and key agreement inthe IMSiscaled IMS AKA. The IMS AKA achieves mutual
authentication between the ISIM and the HN, cf. figure 1. The identity used for authenticating a subscriber is the private
identity, IMPI, which hasthe form of a NAI, cf. TS 23.228 [3]. The HSS and the ISIM share along-term key associated
with the IMPI.

The HN shall choosethe IMS AKA scheme for authenticating an IM subscriber accessing through UMTS. The security
parameters e.g. keys generated by the IMS AKA scheme are transported by SIP.

The generation of the authentication vector AV that includes RAND, XRES, CK, IK and AUTN shall be donein the
same way as specified in TS 33.102 [1]. The ISIM and the HSS keep track of counters SQN, gy and SQNxss
respectively. The requirements on the handling of the counters and mechanisms for sequence number management are
specified in TS 33.102 [1]. The AMF field can be used in the same way asin TS 33.102 [1].

Furthermore two pairs of (unilateral) security associations (SAS) are established between the UE and the P-CSCF. The
subscriber may have several IMPUs associated with one IMPI. These may belong to the same or different service
profiles. Only two pairs of SAs shall be active between the UE and the P-CSCF. These two pairs of SAs shall be
updated when a new successful authentication of the subscriber has occurred, cf. clause 7.4.

It isthe policy of the HN that decides if an authentication shall take place for the registration of different IMPUs e.g.
belonging to same or different service profiles. Regarding the definition of service profiles cf. TS 23.228 [3].

6.1.1 Authentication of an IM-subscriber

Before a user can get accessto the IM services at least one IMPU needs to be registered and the IMPI authenticated in
the IMS at application level. In order to get registered the UE sends a SIP REGISTER message towards the SIP
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registrar server i.e. the SSCSCF, cf. figure 1, which will perform the authentication of the user. The message flows are
the same regardless of whether the user has an IMPU already registered or not.

UE P-CSCF I-CSCF HSS S-CSCF

(SM1) Register
(SM2) Register

Cx-Selection-Info
(SM3) Register

{CM1) AV-Req

(CM2) AV-Req-Resp

(SM4) 4xx Auth_Challenge

(SM5) 4x0¢ Auth Challenge <<
(SM6) 4xx Auth_Challenge

(SM7) Register
(SM8) Register

(SM9) Register

(SM10) 2xx Auth_Ok
(SM11) 2xx Auth Ok &

(SM12) 2xx Auth Ok &L—
<«

Figure 4: The IMS Authentication and Key Agreement for an unregistered IM subscriber and
successful mutual authentication with no synchronization error

The detailed requirements and complete registration flows are defined in TS 24.229 [8] and TS 24.228 [11].

SMn stands for SIP Message n and CMm stands for Cx message m which has arelation to the authentication process:

SM1:
REGISTER(IMPI, IMPU)

In SM2 and SM 3 the P-CSCF and the I-CSCF respectively forwards the SIP REGISTER towards the S-CSCF.

After receiving SM3, if the IMPU is not currently registered at the S-CSCF, the S-CSCF needs to set the registration
flag at the HSS to initial registration pending. Thisis done in order to handle UE terminated calls while the initial
registration isin progress and not successfully completed. The registration flag is stored in the HSS together with the
S-CSCF name and user identity, and is used to indicate whether a particular IMPU of the user is unregistered or
registered at a particular S-CSCF or if the initial registration at a particular S-CSCF is pending. Theregistration flag is
set by the S-CSCF sending a Cx-Put to the HSS. If the IMPU is currently registered, the S-CSCF shall leave the
registration flag set to registered. At this stage the HSS has performed a check that the IMPI and the IMPU belong to
the same user.

Upon receiving the SIP REGISTER the S-CSCF CSCF shall use an Authentication Vector (AV) for authenticating and
agreeing a key with the user. If the SSCSCF has no valid AV then the S-CSCF shall send arequest for AV(s) to the HSS
in CM 1 together with the number m of AVswanted where misat least one.

CM1:
Cx-AV-Req(IMPI, m)

Upon receipt of arequest from the S-CSCF, the HSS sends an ordered array of n authentication vectors to the S-CSCF
using CM 2. The authentication vectors are ordered based on sequence number. Each authentication vector consists of
the following components: arandom number RAND, an expected response XRES, a cipher key CK, an integrity key IK
and an authentication token AUTN. Each authentication vector is good for one authentication and key agreement
between the S-CSCF and the IMS user.
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CM2:
Cx-AV-Reqg-Resp(IMPI, RAND1||AUTN1||XRES1||CK1||IK1,....,RANDn||AUTNR||XRESn||CKn||IKn)

When the S-CSCF needs to send an authentication challenge to the user, it selects the next authentication vector from
the ordered array, i.e. authentication vectorsin a particular S-CSCF are used on afirst-in/ first-out basis.

The S-CSCF sends a SIP 4xx Auth_Challengei.e. an authentication challenge towards the UE including the challenge
RAND, the authentication token AUTN in SM4. It also includes the integrity key IK and the cipher key CK for the
P-CSCF. RFC 3310 [17] specifies how to popul ate the parameters of an authentication challenge. The S-CSCF also
stores the RAND sent to the UE for use in case of a synchronization failure.

The verification of the SQN by the USIM and ISIM will cause the UE to reject an attempt by the S-CSCF to re-use a
AV. Therefore no AV shall be sent more than once.

NOTE: Thisdoes not preclude the use of the normal SIP transaction layer re-transmission procedures.

SM4:
4xx Auth_Challenge(IMPI, RAND, AUTN, IK, CK)

When the P-CSCF receives SM5 it shall store the key(s) and remove that information and forward the rest of the
message to the UE i.e.

SMé:
4xx Auth_Challenge(IMPI, RAND, AUTN)

Upon receiving the challenge, SM6, the UE takes the AUTN, which includes aMAC and the SQN. The UE calculates
the XMAC and checks that XMAC=MAC and that the SQN isin the correct range asin TS 33.102 [1]. If both these
checks are successful the UE uses RES and some other parameters to calculate an authentication response. This
response is put into the Authorization header and sent back to the registrar in SM7.RFC 3310 [17] specifies how to
popul ate the parameters of the response. It should be noted that the UE at this stage also computes the session keys CK
and IK.

SM7:
REGISTER(IMPI, Authentication response)

The P-CSCF forwards the authentication response in SM8 to the I-CSCF, which queries the HSS to find the address of
the S-CSCF. In SM9 the I-CSCF forwards the authentication response to the S-CSCF.

Upon receiving SM9 containing the response, the S-CSCF retrieves the active XRES for that user and uses this to check
the authentication response sent by the UE as described in RFC 3310 [17]. If the check is successful then the user has
been authenticated and the IMPU is registered in the S-CSCF. If the IMPU was not currently registered, the S-CSCF
shall send a Cx-Put to update the registration-flag to registered. If the IMPU was currently registered the registration-
flag is not atered.

It shall be possible to implicitly register IMPU(S). (see clause 4.3.3.4in TS 23.228 [3]). All the IMPU(s) being
implicitly registered shall be delivered by the HSS to the S-CSCF and subsequently to the P-CSCF. The S-CSCF shall
regard all implicitly registered IMPU(s) as registered IMPU(s).

When an IMPU has been registered this registration will be valid for some period of time. Both the UE and the S-CSCF
will keep track on atimer for this purpose but the expiration time in the UE is smaller than the one in the S-CSCF in
order to make it possible for the UE to be registered and reachable without interruptions. A successful registration of a
previously registered IMPU (including implicitly registered IMPUs) means the expiry time of the registrationis
refreshed.

If the user has been successfully authenticated, the S-CSCF sends a SM 10 SIP 2xx Auth_OK message to the |-CSCF
indicating that the registration was successful. In SM11 and SM12 the I-CSCF and the P-CSCF respectively forward the
SIP 2xx Auth_OK towards the UE.
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It should be noted that the UE initiated re-registration opens up a potential denial-of-service attack. That is, an attacker
could try to register an already registered IMPU and respond with an incorrect authentication response in order to make
the HN de-register the IMPU. For this reason a subscriber, when registered, shall not be de-registered if it fails an
authentication.

The lengths of the IMS AKA parameters are specified in clause 6.3.7 of TS 33.102 [1].
6.1.2  Authentication failures

6.1.2.1 User authentication failure

In this case the authentication of the user should fail at the S-CSCF due an incorrect response (received in SM9).
However, if the response isincorrect, then the IK used to protect SM7 will normally be incorrect as well, which will
normally cause the integrity check at the P-CSCF to fail before the response can be verified at S-CSCF. In this case
SM7 isdiscarded by the IPsec layer at the P-CSCF.

If the integrity check passes but the response is incorrect, the message flows are identical up to and including SM9 asa

successful authentication. Once the S-CSCF detects the user authentication failure it should proceed in the same way as
having received SM9 in a network authentication failure (see clause 6.1.2.2).

6.1.2.2 Network authentication failure

In this clause the case when the authentication of the network is not successful is specified. When the check of the
MAC in the UE fails the network can not be authenticated and hence registration fails. The flow isidentical as for the
successful registration in 6.1.1 up to SM6.

UE P-CSCF I-CSCF HSS S-CSCF

Authentication
Failure

(SM7) Register
(SMS) Register

(SM9) Register

(CM3) Put

(CM4) Put-Resp

(SM10) 4xx Auth_Failure

.

(SM11) 4xx Auth_Failure
(SM12) 4xx Auth Failure

Figure 5

The UE shall send a Register message towards the HN including an indication of the cause of failurein SM7. The
P-CSCF and the I-CSCF forward this message to the S-CSCF.

SM7:
REGISTER(Failure = AuthenticationFailure, IMPI)
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Upon receiving SM9, which includes the cause of authentication failure, the S-CSCF shall clear the S-CSCF namein
the HSS, if the IMPU is currently Not registered. To clear the S-CSCF name the S-CSCF sendsin CM3 a Cx-Put to the
HSS. The S-CSCF does not update the registration flag.

CM3:
Cx-AV-Put(IMPI, Clear S-CSCF name)

The HSS responds to CM 3 with a Cx-Put-Resp in CM4.

In SM10 the S-CSCF sends a4xx Auth_Failure towards the UE indicating that authentication has failed, no security
parameters shall be included in this message.

SM10:
SIP/2.0 4xx Auth_Failure

6.1.2.3 Incomplete authentication

When the S-CSCF receives a new REGISTER request and challenges this request, it considers any previous
authentication to have failed. It shall delete any information relating to the previous authentication, athough the
S-CSCF may send aresponse if the previous challenge is answered. A challenge to the new request proceeds as
described in clause 6.1.1.

If the S-CSCF does not receive a response to an authentication challenge within an acceptable time, it considers the
authentication to have failed. The update to the HSS is performed in the same way as if receiving an SM9 indicating
authentication failure (see message CM3 in clause 6.1.2.2).

6.1.3 Synchronization failure

In this clause the case of an authenticated registration with synchronization failure is described. After re-
synchronization, authentication may be successfully completed, but it may also happen that in subsequent attempts
other failure conditions (i.e. user authentication failure, network authentication failure) occur. In below only the case of
synchronization failure with subsequent successful authentication is shown. The other cases can be derived by
combination with the flows for the other failure conditions.
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UE P-CSCF [-CSCF HSS S3-CSCF

Synchronization
Failure

(SM7) Register (SM8) Register

(SM9) Register

(CM3) AV-Req

(CM4) AV-Req-Resp
(SM10) 4xx Auth Challenge
(SM11) 4t Auth_Challenge <—

(8M12) 4xx Auth_Challenge &———

(SM13) Register

(SM14) Register

| I (SM15) Register
-

(8M16) 2xx Auth_Ok
S~

(SM17) 2xx Auth_Ok
(SMI18) 2xx Auth Ok

Figure 6
The flow equalsthe flow in 6.1.1 up to SM6. When the UE receives SM6 it detects that the SQN is out of range and

sends a synchronization failure back to the SSCSCF in SM7. RFC 3310 [17] describes the fields to popul ate
corresponding parameters of synchronization failure.

SM7:
REGISTER(Failure = Synchronization Failure, AUTS, IMPI)

Upon receiving the Synchronization Failure and the AUTS the S-CSCF sends an Av-Req to the HSS in CM3 including
the RAND stored by the S-CSCF and the required number of Avs, m.

CM3:
Cx-AV-Req(IMPI, RAND,AUTS, m)

The HSS checksthe AUTS asiin clause 6.3.5 of TS 33.102 [1]. After potentially updating the SQN, the HSS sends new
AVsto the S-CSCF in CM4.

CM4:
Cx-AV-Reg-Resp(IMPI, n,RAND||AUTN||XRES||CK4||IK4,....,RAND;||JAUTN,| | XRESH||CKn|[IKn)

When the S-CSCF receives the new batch of authentication vectors from the HSS it del etes the old ones for that user in
the S-CSCF.

The rest of the messagesi.e. SM10-SM 18 including the Cx messages are exactly the same as SM4-SM12 and the
corresponding Cx messagesin 6.1.1.

6.1.4 Network Initiated authentications
In order to authenticate an aready registered user, the SS-CSCF shall send arequest to the UE to initiate are-registration

procedure. When received at the S-CSCF, the re-registration shall trigger anew IMS AKA procedure that will alow the
S-CSCF to re-authenticate the user.
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Authentication Required

(SM1-3) REGISTER

(SM4-6) 4xx Auth Challenge
(SM7-9) REGISTER

Verification

(SM10-12) 2xx Auth Ok

Figure 7

The UE shall initiate the re-registration on the reception of the Authentication Required indication. In the event that the
UE does not initiate the re-registration procedure after the request from the S-CSCF, the S-CSCF may decide to de-
register the subscriber or re-issue an Authentication-Required.

6.1.5 Integrity protection indicator

In order to decide whether a REGISTER request from the UE needs to be authenticated, the S-CSCF needs to know
about the integrity protection applied to the message. The P-CSCF attaches an indication to the REGISTER request to
inform the S-CSCF that the message was integrity protected if:

- the P-CSCF receives a REGISTER containing an authentication response and the message is protected with an
SA created during this authentication procedure; or

- the P-CSCF receives a REGISTER not containing an authentication response and the message is protected with
an SA created by latest successful authentication (from the P-CSCF perspective).

For all other REGISTER requests the P-CSCF attaches an indication that the REGISTER request was not integrity
protected.

6.2 Confidentiality mechanisms

If the local policy in P-CSCF requires the use of IM S specific confidentiality protection mechanism between UE and
P-CSCF, IPsec ESP as specified in RFC 2406 [13] shall provide confidentiality protection of SIP signalling between the
UE and the P-CSCF, protecting all SIP signalling messages at the IP level. IPSec ESP general concepts on Security
Policy management, Security Associations and IP traffic processing as described in reference RFC 2401 [14] shall also
be considered. ESP confidentiality shall be applied in transport mode between UE and P-CSCF.

The method to set up ESP security associations (SAs) during the SIP registration procedure is specified in clause 7. Asa
result of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P-CSCF all
shared by TCP and UDP, shall be established in the P-CSCF and later in the UE. One SA pair isfor traffic between a
client port at the UE and a server port at the P-CSCF and the other SA isfor traffic between aclient port at the P-CSCF
and a server port at the UE. For a detailed description of the establishment of these security associations see clause 7.

The encryption key CKgsp is the same for the two pairs of simultaneously established SAs. The encryption key CKegp is
obtained from the key CKy established as aresult of the AKA procedure, specified in clause 6.1, using a suitable key
expansion function.

The encryption key expansion on the user sideis done in the UE. The encryption key expansion on the network sideis
done in the P-CSCF.
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6.3 Integrity mechanisms

I Psec ESP as specified in reference RFC 2406 [13] shall provide integrity protection of SIP signalling between the UE
and the P-CSCF, protecting all SIP signalling messages at the |P level. |PSec ESP genera concepts on Security Policy
management, Security Associations and I P traffic processing as described in reference RFC 2401 [14] shall also be
considered. ESP integrity shall be applied in transport mode between UE and P-CSCF.

The method to set up ESP security associations (SAs) during the SIP registration procedure is specified in clause 7. Asa
result of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P-CSCF, all
shared by TCP and UDP, shall be established in the P-CSCF and later in the UE. One SA pair isfor traffic between a
client port at the UE and a server port at the P-CSCF and the other SA isfor traffic between a client port at the P-CSCF
and a server port at the UE. For a detailed description of the establishment of these security associations see clause 7.

The integrity key |Kesp is the same for the two pairs of simultaneously established SAs. The integrity key 1Kespis
obtained from the key IK,y, established as aresult of the AKA procedure, specified in clause 6.1, using a suitable key
expansion function. This key expansion function depends on the ESP integrity algorithm and is specified in Annex | of
this specification.

The integrity key expansion on the user side isdone in the UE. The integrity key expansion on the network side is done
in the P-CSCF.

The anti-replay service shall be enabled in the UE and the P-CSCF on all established SAs.

6.4 Hiding mechanisms

The Hiding Mechanism is optional for implementation. All 1-CSCFsIBCFsin the HN shall share the same encryption
and decryption key Kv. If the mechanism is used and the operator policy states that the topology shall be hidden the |-
CSCH/IBCEF shall encrypt the hiding information elements when the 1-CSCF/IBCF forwards SIP Request or Response
messages outside the hiding network™s domain. The hiding information elements are entries in SIP headers, such as Via,
Record-Route, Route and Path, which contain addresses of SIP proxiesin hiding network. When 1-CSCHIBCF
receives a SIP Request or Response message from outside the hiding network's domain, the 1-CSCF/IBCF shall
decrypt those information elements that were encrypted by 1-CSCF/IBCF in this hiding network domain.

The purpose of encryption in network hiding isto protect the identities of the SIP proxies and the topology of the hiding
network. Therefore, an encryption agorithm in confidentiality mode shall be used. The network hiding mechanism will
not address the issues of authentication and integrity protection of SIP headers. The AES in CBC mode with 128-bit
block and 128-bit key shall be used as the encryption algorithm for network hiding. In the CBC mode under a given
key, if afixed IV is used to encrypt two same plaintexts, then the ciphertext blocks will also be equal. Thisis
undesirable for network hiding. Therefore, random IV shall be used for each encryption. The same IV isrequired to
decrypt the information. The IV shall be included in the same SIP header that includes the encrypted information.

6.5 CSCF interoperating with proxy located in a non-IMS
network

SIP signalling protected by TL S specified in RFC 3261 [6] may be used for protecting the SIP interoperation between
an IMS CSCF with a proxy/CSCF located in aforeign network. The CSCF may request the TL'S connection with a
foreign Proxy by publishing sips: URI in DNS server, that can be resolved viaNAPTR/SRV mechanism specified in
RFC 3263 [23]. When sending/receiving the certificate during the TLS handshaking phase, the CSCF shall verify the
name on the certificate against the list of the interworking partners.

The TLS session could be inititiated from either network. A TLS connection is capable of carrying multiple SIP dialogs.

Applying this method is to prevent attacks on SIP level, but it does not prohibit other security methods to be applied so
as to strengthen the security for I1P based networks. This part is specified in Annex A of TS 33.210 [5].

NOTE 1: NOTE 1inclause5.1.4 on the use of TLS also applies here.
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7 Security association set-up procedure

The security association set-up procedure is necessary in order to decide what security services to apply and when the
security services start. In the IMS authentication of usersis performed during registration as specified in clause 6.1.
Subsequent signalling communications in this session will be integrity protected based on the keys derived during the
authentication process.

7.1 Security association parameters

For protecting IMS signalling between the UE and the P-CSCF it is necessary to agree on shared keys that are provided
by IMS AKA, and a set of parameters specific to a protection method. The security mode setup (cf. clause 7.2) is used
to negotiate the SA parameters required for | Psec ESP with authentication and confidentiality, in accordance with the
provisionsin clauses 5.1.3 and 6.2.

The SA parameters that shall be negotiated between UE and P-CSCF in the security mode set-up procedure are:
- Encryption algorithm

The encryption algorithm is either DES-EDE3-CBC as specified in RFC 2451 [20] or AES-CBC as specified in
RFC 3602 [22] with 128 bit key.

Both encryption algorithms shall be supported by both, the UE and the P-CSCF.
- Integrity algorithm

NOTE: What iscalled "authentication algorithm™ in RFC 2406 [13] is called "integrity algorithm™ in this
specification in order to bein line with the terminology used in other 3GPP specifications and, in
particular, to avoid confusion with the authentication algorithms used in the AKA protocol.

The integrity algorithm is either HMAC-MD5-96 [15] or HMAC-SHA-1-96 [16].

Both integrity algorithms shall be supported by both, the UE and the P-CSCF as mandated by RFC 2406 [13]. In
the unlikely event that one of the integrity algorithms is compromised during the lifetime of this specification,
this algorithm shall no longer be supported.

NOTE: If only one of the two integrity algorithmsis compromised then it suffices for the IMS to remain secure
that the algorithm is no longer supported by any P-CSCF. The security mode set-up procedure
(cf. clause 7.2) will then ensure that the other integrity algorithm is selected.

- SPI (Security Parameter Index)

The SPI isalocated locally for inbound SAs. Thetriple (SPI, destination | P address, security protocol) uniquely
identifiesan SA at the IP layer. The UE shall select the SPIs uniquely, and different from any SPIs that might be
used in any existing SAs (i.e. inbound and outbound SAS). The SPIs selected by the P-CSCF shall be different
than the SPIs sent by the UE, cf. clause 7.2. In an authenticated registration, the UE and the P-CSCF each select
two SPIs, not yet associated with existing inbound SAs, for the new inbound security associations at the UE and
the P-CSCF respectively.

NOTE: Thisallocation of SPIs ensures that protected messages in the uplink always differ from protected
messages in the downlink in, at least, the SPI field. This thwarts reflection attacks. When several
applications use I Psec on the same physical interface the SIP application should be allocated a separate
range of SPIs.

Thefollowing SA parametersare not negotiated:
- Lifetype: thelife typeis always seconds;
- SA duration: the SA duration has a fixed length of 2%%-1;

NOTE: The SA duration isanetwork layer concept. From a practical point of view, the value chosen for "SA
duration" does not impose any limit on the lifetime of an SA at the network layer. The SA lifetimeis
controlled by the SIP application as specified in clause 7.4.
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- Mode: transport mode;

- Key length: the length of the integrity key |Kesp depends on the integrity algorithm. It is 128 bits for
HMAC-MD5-96 and 160 bits for HMAC-SHA-1-96.

- Key length: the length of the encryption key depends on the encryption algorithm. The entropy of the key shall at
least be 128 bits.

Selectors:

The security associations (SA) have to be bound to specific parameters (selectors) of the SIP flows between UE and
P-CSCF, i.e. source and destination |P addresses, transport protocols that share the SA, and source and destination

ports.

- IP addresses are bound to two pairs of SAs, asin clause 6.3, asfollows:

inbound SA at the P-CSCF:
The source and destination | P addresses associated with the SA are identical to those in the header of the IP
packet in which the initial SIP REGISTER message was received by the P-CSCF.

outbound SA at the P-CSCF:
the source | P address bound to the outbound SA equals the destination | P address bound to the inbound SA;
the destination | P address bound to the outbound SA equal s the source I P address bound to the inbound SA.

NOTE: Thisimpliesthat the source and destination IP addresses in the header of the IP packet in which the

protected SIP REGISTER message was received by the P-CSCF need to be the same as those in the
header of the IP packet in which theinitial SIP REGISTER message was received by the P-CSCF.

- Thetransport protocol selector shall allow UDP and TCP.

- Ports:

1. The P-CSCF associates two ports, called port_ps and port_pc, with each pair of security assocations

established in an authenticated registration. The ports port_ps and port_pc are different from the standard SIP
ports 5060 and 5061. No unprotected messages shall be sent from or received on the ports port_ps and
port_pc. From a security point of view, unprotected messages may be received on any port which is different
from the ports port_ps and port_pc. The number of the ports port_ps and port_pc are communicated to the
UE during the security mode set-up procedure, cf. clause 7.2. These ports are used with both, UDP and TCP.
The use of these ports may differ for TCP and UDP, as follows:

UDP case: the P-CSCF receives requests and responses protected with ESP from any UE on the port
port_ps (the"protected server port"). The P-CSCF sends requests and responses protected with ESP to a
UE on the port port_pc (the "protected client port").

TCP case: the P-CSCF, if it does not have a TCP connection towards the UE yet, shall set up aTCP
connection from its port_pc to the port port_us of the UE before sending arequest to it..

NOTE: Both the UE and the P-CSCF may set up a TCP connection from their client port to the other end's server

port on demand. An already existing TCP connection may be reused by both the P-CSCF or the UE; but it
is not mandatory.

NOTE: The protected server port port_ps stays fixed for a UE until all IMPUs from this UE are de-registered. It

may be fixed for a particular P-CSCF over al UEs, but there is no need to fix the same protected server
port for different P-CSCFs.

NOTE: Thedistinction between the UDP and the TCP case reflects the different behaviour of SIP over UDP and

TCP, as specified in section 18 of RFC 3261 [6].

2. The UE associates two ports, called port_us and port_uc, with each pair of security assocations established in

an authenticated registration. The ports port_us and port_uc are different from the standard SIP ports 5060
and 5061. No unprotected messages shall be sent from or received on the ports port_us and port_uc. From a
security point of view, unprotected messages may be received on any port which is different from the ports
port_us and port_uc. The number of the ports port_us and port_uc are communicated to the P-CSCF during
the security mode set-up procedure, cf. clause 7.2. These ports are used with both, UDP and TCP. The use of
these ports may differ for TCP and UDP, as follows:
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UDP case: the UE receives requests and responses protected with ESP on the port port_us (the"protected
server port"). The UE sends requests and responses protected with ESP on the port port_uc (the
"protected client port").

TCP case: the UE, if it does not have a TCP connection towards the P-CSCF yet, shall set up a TCP
connection to the port port_ps of the P-CSCF before sending a request to it.

NOTE: Both the UE and the P-CSCF may set up a TCP connection from their client port to the other end's server
port on demand. An already existing TCP connection may be reused by both the P-CSCF or the UE, but it
is not mandatory.

NOTE: The protected server port port_us stays fixed for a UE until all IMPUs from this UE are de-registered.

NOTE: Thedistinction between the UDP and the TCP case reflects the different behaviour of SIP over UDP and
TCP, as specified in section 18 of RFC 3261 [6]

3. The P-CSCF is alowed to receive only REGISTER messages, messages relating to emergency servicesin
accordance with [31] and [8], and error messages related to unprotected messages on unprotected ports. All
other messages not arriving on a protected port shall be either discarded or rejected by the P-CSCF.

4. The UE isalowed to receive only the following messages on an unprotected port:
- responses to unprotected REGISTER messages,
- messages relating to emergency services in accordance with [31] and [8];
- error messages related to unprotected messages.
All other messages not arriving on a protected port shall be rejected or silently discarded by the UE.
The following rules apply:

1. For each unidirectional SA which has been established and has not expired, the SIP application at the P-CSCF
stores at least the following data: (UE_IP_address, UE_protected port, P-CSCF_protected port, SPI, IMPI,
IMPU1, ..., IMPUn, lifetime) in an "SA_table". The pair (UE_protected_port, P-CSCF_protected_port) equals
either (port_uc, port_ps) or (port_us, port_pc).

NOTE: The SPI isonly required when initiating and deleting SAsin the P-CSCF. The SPI is not exchanged
between |Psec and the SIP layer for incoming or outgoing SIP messages.

2. The SIP application at the P-CSCF shall check upon receipt of a protected REGISTER message that the source
IP address in the packet headers coincide with the UE"s I P address inserted in the Via header of the protected
REGISTER message. If the Via header does not explicitly contain the UE's | P address, but rather a symbolic
name then the P-CSCF shall first resolve the symbolic name by suitable means to obtain an |P address.

3. The SIP application at the P-CSCF shall check upon receipt of aninitial REGISTER message or are-REGISTER
message that the pair (UE_IP_address, UE_protected client_port), where the UE_|IP_address is the source IP
address in the packet header and the protected client port is sent as part of the security mode set-up procedure
(cf. clause 7.2), has not yet been associated with entriesin the "SA_table". Furthermore, the P-CSCF shall check
that, for any one IMPI, no more than six SAs per direction are stored at any one time. If these checks are
unsuccessful the registration is aborted and a suitable error message is sent to the UE.

NOTE: According to clause 7.4 on SA handling, at most six SAs per direction may exist at a P-CSCF for one user
at any onetime.

4. For each incoming protected message the SIP application at the P-CSCF shall verify that the correct inbound SA
according to clause 7.4 on SA handling has been used. The SA is identified by the triple (UE_IP_address,
UE_protected port, P-CSCF_protected port) in the "SA_table". The SIP application at the P-CSCF shall further
ensure that the user associated with the SA, which was used to protect the incoming message from the UE, is
identical to the user who is associated at SIP level with the message sent by the P-CSCF towards the network.

NOTE: Not al SIP messages necessarily contain public or private identities, e.g. subsequent messagesin a
dialogue. Other information, e.g. adialogue identifier, may be used to associate the message with a user
at SIP level.
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5. For each unidirectional SA which has been established and has not expired, the SIP application at the UE stores
at least the following data: (UE_protected port, P-CSCF_protected_port, SPI, lifetime) in an "SA_table". The
pair (UE_protected_port, P-CSCF_protected port) equals either (port_uc, port_ps) or (port_us, port_pc).

NOTE: The SPI isonly required to initiate and delete SAsin the UE. The SPI is not exchanged between | Psec
and the SIP layer for incoming or outgoing SIP messages.

6. When establishing a new pair of SAs (cf. clause 6.3) the SIP application at the UE shall ensure that the selected
numbers for the protected ports do not correspond to an entry in the "SA_table".

NOTE: Regarding the selection of the number of the protected port at the UE it is generally recommended that
the UE randomly selects the number of the protected port from a sufficiently large set of numbers not yet
allocated at the UE. Thisisto thwart alimited form of a Denial of Service attack. UMTS PS access link
security also helps to thwart this attack.

7. For each incoming protected message the SIP application at the UE shall verify that the correct inbound SA
according to clause 7.4 on SA handling has been used. The SA isidentified by the pair (UE_protected_port,
P-CSCF_protected_port) in the "SA table".

NOTE: If theintegrity check of areceived packet fails then IPsec will automatically discard the packet.

7.2 Set-up of security associations (successful case)

The set-up of security associationsis based on RFC 3329 [21]. Annex H of this specification shows how to use
RFC 3329 [21] for the set-up of security associations.

In this clause the normal caseis specified i.e. when no failures occurs. Note that for simplicity some of the nodes and
messages have been omitted. Hence there are gaps in the numbering of messages, as the I-CSCF is omitted.

UE P-CSCF S-CSCF

(SM1) Register

—
(SM2) Register
-
(SM4) 4xcc Auth_Challenge
(SM6) 4xx Auth_Challenge ~
-~
(SM7) Register
- .
(SM8) Register
—

(SM10) 2xx Auth_ Ok
<

(SM12) 2xx Auth_Ok
-~

Figure 8

The UE sends a Register message towards the S-CSCF to register the location of the UE and to set-up the security
mode, cf. clause 6.1. In order to start the security mode set-up procedure, the UE shall include a Security-setup-linein

this message.

The Security-setup-line in SM 1 contains the Security Parameter Index values and the protected ports selected by the
UE. It also contains alist of identifiers for the integrity and encryption algorithms, which the UE supports.
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SM1:
REGISTER(Security-setup = SPI_U, Port_U, UE integrity and encryption algorithms list)

SPI_U isthe symbolic name of apair of SPI values (cf. clause 7.1) (spi_uc, spi_us) that the UE selects. spi_uc isthe
SPI of the inbound SA at UE"s the protected client port, and spi_usisthe SPI of the inbound SA at the UE"s protected
server port. The syntax of spi_uc and spi_us are defined in Annex H.

Port_U is the symbolic name of a pair of port numbers (port_uc, port_us) as defined in clause 7.1. The syntax of
port_uc and port_usis defined in Annex H.

Upon receipt of SM1, the P-CSCF temporarily stores the parameters received in the Security-setup-line together with
the UE"s I P address from the source | P address of the I P packet header, the IMPI and IMPU. Upon receipt of SM4, the
P-CSCF adds the keys 1Ky, and CK received from the S-CSCF to the temporarily stored parameters.

The P-CSCF then selects the SPIs for the inbound SAs. The P-CSCF shall define the SPIs such that they are unique and
different from any SPIs as received in the Security-setup-line from the UE.

NOTE: Thisruleisneeded since the UE and the P-CSCF use the same key for inbound and outbound traffic.

In order to determine the integrity and encryption a gorithm the P-CSCF proceeds as follows:. the P-CSCF has alist of
integrity and encryption algorithms it supports, ordered by priority. The P-CSCF selects the first algorithm combination
on its own list which is aso supported by the UE. If the UE did not include any confidentiality algorithm in SM1 then
the P-CSCF shall either select the NULL encryption algorithm or abort the procedure, according to its policy on
confidentiality.

NOTE: It should be noted that, if the P-CSCF policy requires confidentiality, then all UEs with no encryption
support would be denied access to the IMS network. Thiswould apply in particular to UES, which
support only a Release 5-version of this specification or only GIBA according to Annex T of this
specification.

The P-CSCF then establishes two new pairs of SAsin the local security association database.

The Security-setup-line in SM6 contains the SPIs and the ports assigned by the P-CSCF. It also contains alist of
identifiers for the integrity and encryption a gorithms, which the P-CSCF supports. The only exception from thisisthe
case that the P-CSCF is configured to never apply confidentiality. In this case, it shall not include encryption agorithms
to the Security-setup-linein SM6.

NOTE: The P-CSCF may be configured to never apply confidentiality, e.g. because it trusts the encryption
provided by the underlying access network. If the P-CSCF is configured to apply confidentiality
whenever the UE supports it then the P-CSCF always includes the encryption algorithmsin SM6, which
it supports, even if the UE did not include encryption algorithmsin SM1. Thisisto thwart bidding down
attacks.

SM6:
4xx Auth_Challenge(Security-setup = SPI_P, Port_P, P-CSCF integrity and encryption algorithms list)

SPI_Pisthe symbolic name of the pair of SPI values (cf. clause 7.1) (spi_pc, spi_ps) that the P-CSCF selects. spi_pcis
the SPI of the inbound SA at the P-CSCF"s protected client port, and spi_psisthe SPI of the inbound SA at the
P-CSCF"s protected server port. The syntax of spi_pc and spi_psis defined in Annex H.

Port_P isthe symbolic name of the port numbers (port_pc, port_ps) as defined in clause 7.1. The syntax of Port_Pis
defined in Annex H.

Upon receipt of SM6, the UE determines the integrity and encryption algorithms as follows: the UE selects the first
integrity and encryption algorithm combination on the list received from the P-CSCF in SM 6 which is also supported
by the UE. If the P-CSCF did not include any confidentiality algorithm in SM6 then the UE shall select the NULL
encryption algorithm.

NOTE: Release 5 UE will not support any encryption algorithms, and will choose the first Release 5 integrity
algorithm on the list received from the P-CSCF in SM6.
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The UE then proceeds to establish two new pairs of SAsinthelocal SAD.

The UE shall integrity and confidentiality protect SM7 and all following SIP messages. Furthermore the integrity and
encryption algorithms list, SPI_P, and Port_P received in SM6, and SPI_U, Port_U sent in SM1 shall be included:

SM7:
REGISTER(Security-setup = SPI_U, Port_U, SPI_P, Port_P, P-CSCF integrity and encryption algorithms list)

After receiving SM7 from the UE, the P-CSCF shall check whether the integrity and encryption algorithmslist, SPI_P
and Port_P received in SM7 isidentical with thecorresponding parameters sent in SM6. It further checks whether
SPI_U and Port_U received in SM7 are identical with those received in SM1. If these checks are not successful the
registration procedure is aborted. The P-CSCF shall include in SM8 information to the S-CSCF that the received
message from the UE was integrity protected asindicated in clause 6.1.5. The P-CSCF shall add thisinformation to all
subseguent REGISTER messages received from the UE that have successfully passed the integrity check in the
P-CSCF.

SMS8:
REGISTER(Integrity-Protection = Successful, IMPI)

The P-CSCF finaly sends SM 12 to the UE. SM 12 does not contain information specific to security mode setup (i.e. a
Security-setup line), but with sending SM 12 not indicating an error the P-CSCF confirms that security mode setup has
been successful. After receiving SM12 not indicating an error, the UE can assume the successful completion of the
security-mode setup.

An example of how to make use of two pairs of unidirectional SAsisillustrated in the figure below with a set of
example message exchanges protected by the respective | Psec SAs where the INVITE and following messages are
assumed to be carried over TCP.

UE P-CSCF

Register (SM1) >
401 Unauthorised (SM6)
< RAND[AUTN [_Unprotected
-------- Protected by SA pair 1
~~~Protected by SA pair 2
Register (SM7) >
RES
port_uc port_ps
< OK (SM12)
e __Invite_____
port_us—---—1—89—|3'—r19'[lg -------- | port_pc
_2000K . >
Figure 9

7.3 Error cases in the set-up of security associations

7.3.1 Error cases related to IMS AKA

Errorsrelated to IMS AKA failures are specified in clause 6.1. However, this clause additionally describes how these
shall be treated, related to security setup.
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7311 User authentication failure

Inthis case, SM7 failsintegrity check by IPsec at the P-CSCF if the IKy derived from RAND at UE iswrong. The SIP
application at the P-CSCF never receives SM7. It shall delete the temporarily stored SA parameters associated with this
registration after atime-out.

In case IK,y, was derived correctly, but the response was wrong the authentication of the user fails at the S-CSCF due to
an incorrect response. The S-CSCF shall send a4xx Auth_Failure message to the UE, via the P-CSCF, which may pass
through an aready established SA. Afterwards, both, the UE and the P-CSCF shall delete the new SAs.

7.3.1.2 Network authentication failure

If the UE is not able to successfully authenticate the network, the UE shall send a REGISTER message which may pass
through an already established SA, indicating a network authentication failure, to the P-CSCF. The P-CSCF deletes the
new SAs after receiving this message.

7.3.1.3 Synchronisation failure

In this situation, the UE observes that the AUTN sent by the network in SM6 contains an out-of -range sequence
number. The UE shall send a REGISTER message to the P-CSCF, which may pass through an already established SA,
indicating the synchronization failure. The P-CSCF deletes the new SAs after receiving this message.

7.3.1.4 Incomplete authentication

If the UE responds to an authentication challenge from a S-CSCF, but does not receive areply before the request times
out, the UE shall start aregistration procedure if it still requires any IM services. The first message in this registration
should be protected with an SA created by a previous successful authentication if one exists.

When the P-CSCF receives a challenge from the S-CSCF and creates the corresponding SAs during a registration
procedure, it shall delete any information relating to any previous registration procedure (including the SAs created
during the previous registration procedure).

If the P-CSCF deletes aregistration SA due to its lifetime being exceeded, the P-CSCF should del ete any information
relating to the registration procedure that created the SA.
7.3.2 Error cases related to the Security-Set-up

7.3.2.1 Proposal unacceptable to P-CSCF

In this case the P-CSCF cannot accept the proposal set sent by the UE in the Security-Set-up command of SM1. The
P-CSCF shall respond to SM1 indicating a failure, by sending an error response to the UE.

7.3.2.2 Proposal unacceptable to UE

If the P-CSCF sends in the security-setup line of SM6 a proposal that is not acceptable for the UE, the UE shall abandon
the registration procedure.

7.3.2.3 Failed consistency check of Security-Set-up lines at the P-CSCF

The P-CSCF shall check whether authentication and encryption algorithms list received in SM7 isidentical with the
authentication and encryption algorithms list sent in SM6. If thisis not the case the registration procedure is aborted.
(Cf. clause 7.2).

7.4 Authenticated re-registration

Every registration that includes a user authentication attempt produces new security associations. If the authentication is
successful, then these new security associations shall replace the previous ones. This clause describes how the UE and
P-CSCF handle this replacement and which SAsto apply to which message.
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When security associations are changed in an authenticated re-registration then the protected server ports at the UE
(port_us) and the P-CSCF (port_ps) shall remain unchanged, while the protected client ports at the UE (port_uc) and
the P-CSCF (port_pc) shall change. For the definition of these ports see clause 7.1.

If the UE has an aready active pair of security associations, then it shall use thisto protect the REGISTER message. If
the S-CSCF is notified by the P-CSCF that the REGISTER message from the UE was integrity-protected it may decide
not to authenticate the user by means of the AKA protocol. However, the UE may send unprotected REGISTER
messages at any time. In this case, the S-CSCF shall authenticate the user by means of the AKA protocol. In particular,
if the UE considers the SAsno longer active at the P-CSCF, e.g., after receiving no response to several protected
messages, then the UE should send an unprotected REGISTER message.

Security associations may be unidirectional or bi-directional. This clause assumes that security associations are
unidirectional, asthisisthe general case. For IP layer SAs, the lifetime mentioned in the following clausesisthe
lifetime held at the application layer. Furthermore deleting an SA means deleting the SA from both the application and
I Psec layer. The message numbers, e.g. SM1, used in the following clauses relate to the message flow givenin

clause 6.1.1.

7.4.1 Void

7.4.1a Management of security associations in the UE

The UE shall beinvolved in only one registration procedure at atime, i.e. the UE shall remove any data relating to any
previous incompl ete registrations or authentications, including any SAs created by an incomplete authentication.

The UE may start aregistration procedure with two existing pairs of SAs. These will be referred to asthe old SAs. The
authentication produces two pairs of new SAs. These new SAs shall not be used to protect non-authentication traffic
until noted during the authentication flow. In the same way, certain messages in the authentication shall be protected
with aparticular SA. If the UE receives a message protected with the incorrect SA, it shall discard the message.

A successful authentication proceeds in the following steps:

- The UE sends the SM1 message to register with the IMS. If SM1 was protected, it shall be protected with the old
outbound SA.

- The UE receives an authentication challenge in a message (SM6) from the P-CSCF. This message shall be
protected with the old inbound SA if SM1 was protected and unprotected otherwise.

- If this message SM6 can be successfully processed by the UE, the UE creates the new SAs, which are derived
according to clause 7.1. The lifetime of the new SAs shall be set to allow enough time to complete the
registration procedure. The UE then sends its response (SM7) to the P-CSCF, which shall be protected with the
new outbound SA. Meanwhile, if SM1 was protected, the UE shall use the old SAs for messages other than those
in the authentication, until a successful message of new authentication is received (SM12); if SM1 was
unprotected, the UE is not allowed to use IM S service until it receives an authentication successful message
(SM12).

- The UE receives an authentication successful message (SM12) from the P-CSCF-. It shall be protected with the
new inbound SA.

- After the successful processing of this message by the UE, the registration is complete. The UE sets the lifetime
of the new SAs such that it either equal s the latest lifetime of the old SAsor it will expire shortly after the
registration timer in the message, depending which gives the SAsthe longer life. For further SIP messages sent
from UE, the new outbound SAs are used, with the following exception: when a SIP message is part of a
pending SIP transaction it may still be sent over the old SA. A SIP transaction is called pending if it was started
using an old SA. When a further SIP message protected with a new inbound SA is successfully received from the
P-CSCF, then the old SAs shall be deleted as soon as either all pending SIP transactions have been completed, or
have timed out. The old SAs shall be always deleted when the lifetime is expired. This completes the SA
handling procedure for the UE.

A failure in the authentication can occur for several reasons. If the SM1 was not protected, then no protection shall be
applied to the failure messages, except the user authentication failure message which shall be protected with the new
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SA. If SM1 was protected, the old SAs shall be used to protect the failure messages. In both cases, after processing the
failure message, the UE shall delete the new SAs.

The UE shall monitor the expiry time of registrations without an authentication and if necessary increase the lifetime of
the SAs created by the last successful authentication such that it will expire shortly after the registration timer in the

message.
NOTE: In particular this means that the lifetime of a SA is never decreased.

The UE shall delete any SA whose lifetime is exceeded. The UE shall delete all SAsit holds once al the IMPUs are de-
registered.

7.4.2 Void

7.4.2a Management of security associations in the P-CSCF

When the S-CSCF initiates an authentication by sending a challenge to the UE, the P-CSCF may already contain
existing SAs from previously completed authentications. It may also contain two existing pairs of SAsfrom an

incompl ete authentication. These will be referred to as the old and registration SAs respectively. The authentication
produces two pairs of new SAs. These new SAs shall not be used to protect non-authentication traffic until noted during
the authentication flow. Similarly certain messages in the authentication shall be protected with a particular SA. If the
P-CSCF receives a message protected with the incorrect SA, it shall discard the message.

The P-CSCF associates the IMPI given in the registration procedure and al the successfully registered IMPUs related to
that IMPI to an SA.

A successful authentication proceeds in the following steps:
- The P-CSCF receives the SM1 message. If SM1 is protected, it shall be protected with the old inbound SA.

- The P-CSCF forwards the message containing the challenge (SM6) to the UE. This shall be protected with the
old outbound SA, if SM1 was protected and unprotected otherwise.

- The P-CSCF then creates the new SAs, which are derived according to clause 7.1. The expiry time of the new
SAs shall be set to allow enough time to complete the registration procedure. The registration SAs shall be
deleted if they exist.

- The P-CSCF receives the message carrying the response (SM7) from the UE. It shall be protected using the new
inbound SA. If SM1 was protected, the old SAs are used to protect messages other than those in the
authentication.

- The P-CSCF forwards the successful registration message (SM12) to the UE. It shall be protected using the new
outbound SA. This completes the registration procedure for the P-CSCF. The P-CSCF sets the expiry time of the
new SAs such that they either equals the latest lifetime of the old SAsor it will expire shortly after the
registration timer in the message, depending which gives the SAsthe longer life.

- After SM12is sent, the P-CSCF handles the UE related SAs according to following rules:

- If thereare old SAs, but SM1 belonging to the same registration procedure was received unprotected, the
P-CSCF considers error cases happened, and assumes UE does not have those old SAs for use. In this case
the P-CSCF shall remove the old SAs.

- If SM1 belonging to the same registration procedure was protected with an old valid SA, the P-CSCF keeps
thisinbound SA and the corresponding three SAs created during the same registration with the UE active,
and continues to use them. Any other old SAs are deleted. When the old SAs have only a short time | eft
before expiring or a further SIP message protected with a new inbound SA is successfully received from the
UE, the P-CSCF starts to use the new SAs for outbound messages with the following exception: when a SIP
message is part of a pending SIP transaction it may still be sent over the old SA. A SIP transaction is called
pending if it was started using an old SA. The old SAs are then deleted as soon as all pending SIP
transactions have been completed, or have timed out. The old SAs are aways deleted when the old SAs
lifetime are expired. When the old SAs expire without a further SIP message protected by the new SAs, the
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new SAs are taken into use for outbound messages. This completes the SA handling procedure for the
P-CSCF.

A failure in the authentication can occur for several reasons. If the SM1 was not protected, then no protection shall be
applied to the failure messages, except the user authentication failure message which shall be protected with the new
SAs. If SM1 was protected, the old SAs shall be used to protect the failure messages. In both cases, after processing the
failure message, the P-CSCF shall delete the new SAs.

The P-CSCF shall monitor the expiry time of registrations without an authentication and if necessary increase the
lifetime of SAs created by the last successful authentication such that it will expire shortly after the registration timer in
the message.

The P-CSCF shall delete any SA whose lifetimeis exceeded. The P-CSCF shall delete all SAsit holdsthat are
associated with aparticular IMPI once al the associated IMPUs are de-registered.

7.5 Rules for security association handling when the UE

changes IP address
When a UE changesits | P address, e.g. by using the method described in RFC 3041 [18], then the UE shall delete the

existing SA's and initiate an unprotected registration procedure using the new | P address as the source | P address in the
packets carrying the REGISTER messages.

8 ISIM

For the purposes of this document the ISIM is aterm that indicates the collection of IMS security data and functions on
aUICC. The following implementation options are permitted:

- Useof adistinct ISIM application on a UICC which does not share security functions with the USIM;
- Useof adistinct ISIM application on a UICC which does share security functions with the USIM;

- Useof aUSIM application on aUICC.

NOTE 1: For later releases other implementations of I1SIM are foreseen to be permitted.

NOTE 2: The distinction between the terms'ISIM" and '1SIM application' is useful for the purpose of describing the
IMS security architecture. However, in other 3GPP specifications these terms are used as synonyms, i.e.
the term 'I1SIM" aways refers to the ISIM application in the UICC, as defined in [51]. The case of using a
USIM application is always handled separately in other specifications.

If thereisan ISIM application and a USIM application on a UICC, then the ISIM application shall always be used for
IMS authentication.

There shall only be one ISIM for each IMPI. The IMS subscriber shall not be able to modify or enter the IMPI. The
IMS subscriber shall not be able to modify or enter the Home Domain Name.

8.1 Requirements on the ISIM application

This clause identifies requirements on the |SIM application to support IM S access security. It does not identify any data
or functions that may be required on the |SIM application for non-security purposes.

The ISIM application shall include:
- ThelMPI;
- Atleast one IMPU;
- Home Network Domain Name;

- Support for sequence number checking in the context of the IMS Domain;
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- The same framework for algorithms as specified for the USIM applies for the ISIM;
- Anauthentication Key.
The ISIM shall deliver the CK to the UE athough it is not required that SIP signalling is confidentiality protected.

At UE power off the existing SAsinthe MT shall be deleted. The session keys and related information in the SA shall
never be stored on the ISIM.

8.2 Sharing security functions and data with the USIM

When an ISIM application is used for IMS access, only the following options for sharing security functions and data are
permitted:

- No security functions or data are shared,;

- Only the sequence number checking mechanismis shared;

- Only the agorithm is shared;

- Only the algorithm and sequence number checking mechanism are shared;

- The authentication key, authentication functions and the sequence number checking mechanism are shared.
When aUSIM isused for IMS access, only the following option is applicable:

- The authentication key, authentication functions and the sequence number checking mechanism are shared.

NOTE: If the authentication keys and functions are shared, the cipher/integrity key sets generated during
authentication are used with different cipher/integrity algorithmsin CS/PS domain and IMS. Note that the
same cipher/integrity key set is never used for both CS/PS domain and IM S because the authentication
and key agreement protocol is run independently between CS/PS domain and IMS. Therefore thereisno
danger that the compromise of the cipher/integrity algorithm in one domain would lead to vulnerabilities
in the other domain.

If the mechanism and data for checking sequence numbers are shared then it shall be required for the authentication
failure rate due to synchronization failures to be kept sufficiently low. In particular, the mechanism shall be required to
support interleaving authentication in three domains (CS, PS and IMS). Example methods to achieve this are described
in Annex G.
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9 IMC

This clause identifies requirements on the IMC to support IMS access security. The IMC is used to enable access using
IMS AKA. The IMC may be used for IMS access by a non-3GPP-only terminal when specified in the access specific
annexes of this specification. The IMC shall not used if ISIM or USIM is present.

NOTE 1: anon-3GPP-only terminal isaterminal that does not support 3GPP access technology.

This clause does not identify any data or functions that may be required on the IMC for non-security purposes. The IMC
shall not be part of ISIM, USIM nor SIM.

The IMC shdll include:
- ThelMPI;
- Atleast one IMPU;
- Home Network Domain Name;
- Support for sequence number checking in the context of the IMS Domain;
- The same framework for algorithms as specified in [1];

- Anauthentication key.
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Annex A:
Void
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Annex B:
Void
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Annex C:
Void
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Annex D:
Void
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Annex E:
Void
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Annex F:
Void
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Annex G (informative):
Management of sequence numbers

The example sequence number management schemesin TS 33.102 [1] Informative Annex C can be used to ensure that
the authentication failure rate due to synchronization failures to kept sufficiently low when the same sequence number
mechanism and datais used for authentication in the PS/CS domains and in the IMS. This can be done by enhancing the
method for the allocation of index values in the AuC so that authentication vectors distributed to different service
domains shall always have different index values (i.e. separate ranges of index values are reserved for PS, CSand IMS
operation). The AuC is required to obtain information about which type of service node has requested the authentication
vectors. Reallocation of array elementsto the IMS domain can be done in the AuC with no changes required to already
deployed USIMs.

Asthe possibility for out of order use of authentication vectors within the IM S service domain may be quite low, the
number of PS or CS array elements that need to be reallocated to the IMS domain could be quite small. This means that
the ability to support out of order authentication vectors within the PS and CS domains would not be significantly
affected.

Sequence number management is operator specific and for some proprietary schemes over the air updating of the UICC
may be needed.
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Annex H (normative):
The use of "Security Mechanism Agreement for SIP
Sessions" [21] for security mode set-up

The BNF syntax of RFC 3329 [21] , with the addition of the "aes-cbc" value for the "ealg" parameter and the "UDP-
enc-tun” value for the "mode" parameter, isdefined for negotiating security associations for semi-manually keyed
IPsec or TLSin the following way:

security-client "Security-Client” HCOLON sec-mechanism * (COMMA sec-mechanism)

security-server " Security-Server" HCOLON sec-mechanism *(COMMA sec-mechanism)

security-verify " Security-Verify" HCOLON sec-mechanism *(COMMA sec-mechanism)

sec-mechanism = mechanism-name * (SEM| mech-parameters)

mechanism-name "ipsec-3gpp" / "tIs"

mech-parameters ( preference / algorithm / protocol / mode / encrypt-algorithm / spi-c / spi-s/ port-c /

port-s)

preference ="(" EQUAL qvaue

gvalue =("0"["."0*3DIGIT])/("1" ["."0*3("0") ])
algorithm ="ag" EQUAL ("hmac-md5-96" / "hmac-sha-1-96" )
protocol ="prot" EQUAL ("ah" /"esp")

mode ="mod" EQUAL ("trans' / "tun"/ "UDP-enc-tun" )

encrypt-algorithm  ="ealg" EQUAL ( "des-ede3-cbc" /"aes-cbc" / "null" )

spi-c ="gpi-c" EQUAL spivaue
spi-s ="gpi-s' EQUAL spivalue
spivalue = 10DIGIT; 0 to 4294967295
port-c = "port-c" EQUAL port
port-s ="port-s* EQUAL port

port =1*DIGIT

The parameters described by the BNF above have the following semantics:

M echanism-name: For manually keyed IPsec, this field includes the value "ipsec-3gpp”. "ipsec-3gpp"
mechani sm extends the general negotiation procedure of RFC 3329 [21] in the following way:

1 The server shall store the Security-Client header received in the request before sending the response with the
Security-Server header.

2 Theclient shall include the Security-Client header in the first protected request. In other words, the first
protected request shall include both Security-Verify and Security-Client header fields.

3 The server shall check that the content of Security-Client headers received in previous steps (1 and 2) are the
same.

Mech-parameters: Of the mech-parameters, only preference is relevant when the mechanism-name has the value
"tls".

Preference: Asdefined in RFC 3329 [21].
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Algorithm: Defines the authentication agorithm. May have avalue "hmac-md5-96" for agorithm defined in
RFC 2403 [15], or "hmac-sha-1-96" for algorithm defined in RFC 2404 [16]. The algorithm parameter is
mandatory.

Protocol: Defines the I Psec protocol. May have avaue "ah" for RFC 2402 [19] and "esp” for RFC 2406 [13]. If
no Protocol parameter is present, the value will be "esp".

NOTE 1. According to clause 6 only "esp" isallowed for usein IMS.

Mode: Defines the mode in which the IPsec protocol is used. May have avalue "trans’ for transport mode, and
value "tun" for tunneling mode. If no Mode parameter is present, the value will be "trans”.

NOTE 2: According to clause 6.3 ESP integrity shall be applied in transport modei.e. only "trans" is allowed for
useinIMS.

Encrypt-algorithm: If present, defines the encryption algorithm. May have a value "des-ede3-cbc" for algorithm
defined in RFC 2451 [20] or "aes-cbc" for the algorithm defined in IETF RFC 3602 [22] or "null" if encryption
isnot used. If no Encrypt-algorithm parameter is present, the algorithm will be "null".

Spi-c: Defines the SPI number of the inbound SA at the protected client port.
Spi-s: Defines the SPI number of the inbound SA at the protected server port.
Port-c: Defines the protected client port.
Port-s: Defines the protected server port.

It is assumed that the underlying | Psec implementation supports selectors that allow all transport protocols supported by
SIP to be protected with asingle SA.
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Annex | (normative):

Key expansion functions for IPsec ESP
Integrity Keys:

If the selected authentication algorithm is HMAC-MD5-96 then IKgsp = K.

If the selected authentication algorithm is HMAC-SHA-1-96 then IKg< is obtained from IKy, by appending 32 zero
bits to the end of 1K,y to create a 160-bit string.

Encryption Keys:
Divide CK,y into two blocks of 64 bits each:
CKim = CKjmz || CKp2
Where CK_IM1 are the 64 most significant bits and CK_IM2 are the 64 least significant bits.
The key for DES-EDE3-CBC is then defined to be:
CKesp = CKimt || CKimz [| CKima,
after adjusting parity bits to comply with RFC 2451 [20].
If selected encryption algorithm is AES-CBC as specified in RFC 3602 [22] with 128 bit key then CKggp = CK iy
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Annex J (informative):
Recommendations to protect the IMS from UEs bypassing
the P-CSCF

After the UE does a successful SIP REGISTER with the P-CSCF, malicious UE could try to send SIP messages directly
to the S-CSCF. This could imply that the UE would be able to bypass the integrity protection provided by 1PSec ESP
between the UE and the P-CSCF.

NOTE: TheTS24.229 [8] defines atrust domain that consists of the P-CSCF, the |-CSCF, the S-CSCF, the
BGCF, the MGCF, the MRFC and all the AS:sthat are not provided by 3rd party service providers. There
are nodes in the edge of the trust domain that are allowed to provide with an asserted identity header. The
nodes in the trust domain will trust SIP messages with asserted identity headers. The asserted identity
information is useful aslong as the interfaces in an operator"s network can be trusted.

If a UE manages to bypass the P-CSCF it presents at least the following problems:

1) The P-CSCF isnot able to generate any charging information.

2) Malicious UE could masquerade as some other user (e.g. it could potentially send INVITE or BY E messages).
The following recommendations for preventing attacks based on such misbehavior are given:

- Accessto S-CSCF entities shall be restricted to the core network entities that are required for IMS operation,
only. It shall be ensured that no UE is able to directly send I P packets to |M S-entities other than the required
ones, ie. assigned P-CSCF, or HTTP servers.

- Impersonation of IMS core network entities at I P level (IP spoofing), especially impersonation of P-CSCFs by
UEs shall be prevented.

- Itisdesirable to have ageneral protection mechanism against UEs spoofing (source) |P addressesin any access
network providing accessto IMS services.

If the traffic is between two non-IMS CSCFs, it is recommended to use TL S mechanisms as specified in RFC 3261 [6].
Thiswill mitigate the problems caused by misbehaviour of the UE. TLS certificate management asoutlined in TS
33.310 [24] can be used beween two non-IMS CSCFs. If neither intra-CSCF traffic nor CSCF-SEG traffic can be
trusted and if thistraffic is not protected by the NDS/IP, TS 33.210 [5] mechanisms, then physical protection measures
or IP traffic filtering should be applied. Thisis anyhow not in the scope of 3GPP specification.
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Annex K (informative):
Void
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Annex L (Normative):
Application to fixed broadband access

L.1 Introduction

This Annex specifies how the material in the main body and other normative Annexes of this document apply to the
TISPAN NGN [26].

NOTE 1: NGN specific abbreviations and terminology can be found in [26].
NOTE 2 : In the context of this Annex the term NGN-UE denotes the UE as defined in [26]

L.2 Application of clause 4

In 3GPP IMS, the ISIM is mandated to be present on UICC which is usualy inserted within the MT component of the
UE. In NGN-UEs, the ISIM shall be provided on the UICC, which shall be inserted within either :

1) TheTE; or
2) TheIMS Residential Gateway (IRG).

NOTE: For the exact definition of IRG will be published in ETSI TS 187 003: "TISPAN —NGN security:
Security Architecture NGN Release 1".

Where the TE and IRG each contain an UICC with an ISIM, the ISIM should be used in following order of preference
TE, IRG.

MM IP
networks

Figure L.1

Figure L.1 redraws figure 1 of the main body of this document replacing the 3GPP specific transport domain by Generic
IP transport domain. The following observations support figure L. 1.

1) ThelIMSisindependent of the transport network

2) Generic Entities (GE) equivalent to the 3GPP transport entities will be present in the Generic I P transport
domain.
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3) Inthe NGN architecture the AuC functionality is performed by the UPSF.
4) The Security Associations (SA) (referring to the corresponding arrows in Figure X.1) are retained:
a) SA-1, SA-3, SA-4 and SA-5 are endorsed by this annex
b) SA-2isendorsed by this Annex with the extension to ensure transport across NAT/Firewall boundaries.

There exist other interfaces and reference pointsin IMS, which have not been addressed above. Those interfaces and
reference points reside within the IMS, either within the same security domain or between different security domains
(Seefigure X.2). The protection of al such interfaces and reference points (which may include other subsystems) apart
from the Gm reference point are protected as specified in TS 33.210 [5].

Home Network
I-CSCF
7h o
NGN-UE| P-CSCF |....... Jor Zb UPSF
Zb  Zb Zb .~
S-CSCF
Generic IP
transport
Figure L.2
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Annex M (normative):
Enhancements to the access security for IP based services
to enable NAT traversal for signaling messages

Note: section M.x (x=1, 2, ...) inthisannex corresponds to section x in the body of this specification.

M.1  Scope

It isassumed for the purposes of thisannex that a NAT device may be located between the UE and the P-CSCF. Only
NATSs outside the borders of an IMS network are considered, i.e. NATs are assumed to be located at the subscriber's site
or in the access network. If there are multiple NATs in either of these locations, it is assumed that their effect sums up
in such away that they can be treated asasingle NAT so that the mechanisms described below are still valid.

In this annex enhancements to sections 4 through 8 of this specification are specified that allow a UE and a P-CSCF to
detect whether they are located behind a NAT device, to inform each other about their NAT traversal capabilities, and,
if thereisaNAT present, to securely communicate. If thereisno NAT device present, the procedures of sections 6, 7
and 8 apply. Examples of subscribers who are, in general, located behind a NAT device include subscribers accessing
IMSviaaDSL line.

Furthermore, this specification is restricted to the treatment of NAT traversal for signalling messages. Measures
required for NAT traversal of media data are not considered in this specification. The general handling of NAT traversal
for signalling messages is specified in TS 23.228 [3] and TS 24.229 [8]. Additional procedures for NAT traversal for
protected signalling messages are specified in this specification.

It should be noted that many NAT routersin residential sites do also apply port translation, which istypically denoted
as Network Address and Port Translation (NAPT). For reasons of simplicity theterm NAT is used, no matter whether
only address or address and port translation is actually applied.

NOTE: thisannex isfully compliant with RFC 3948 [28], but only partially compliant with RFC 3947 [27]
because 3GPP IM S security, as specified in this specification (main body and annexes), does not use IKE
as the key management protocol for | Psec.

M.2 References

Additional references used in this section were incorporated directly into section 2.

M.3  Definitions, symbols and abbreviations

Additional definitions, symbols and abbreviations used in this section were incorporated directly into section 3.

M.4  Overview of the security architecture

The text in section 4 applies without changes.

M.5  Security features

Thetext in section 5 applies without changes.
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M.6  Security mechanisms

M.6.1 Authentication and key agreement

The text in section 6.1 applies without changes.

M.6.2 Confidentiality mechanisms

If the local policy in P-CSCF requires the use of IM S specific confidentiality protection mechanism between UE and
P-CSCF, IPsec ESP as specified in RFC 2406 [13] shall provide confidentiality protection of SIP signalling between the
UE and the P-CSCF, protecting all SIP signalling messages at the IP level. IPSec ESP general concepts on Security
Policy management, Security Associations and IP traffic processing as described in reference RFC 2401 [14] shall also
be considered. ESP confidentiality shall be applied in transport mode between UE and P-CSCF either in transport mode
if no NAT ispresent, or —if NAT traversal shall be supported —in UDP encapsulated tunnel mode.

The method to set up ESP security associations (SAs) during the SIP registration procedure is specified in clause M.7.
Asaresult of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P-CSCF
al shared by TCP and UDP, shall be established in the P-CSCF and later in the UE. One SA pair is for traffic between a
client port at the UE and a server port at the P-CSCF and the other SA isfor traffic between aclient port at the P-CSCF
and a server port at the UE. For a detailed description of the establishment of these security associations see clause M.7.

The encryption key CKesp is the same for the two pairs of simultaneously established SAs. The encryption key CKegp is
obtained from the key CKy established as a result of the AKA procedure, specified in clause M.6.1, using a suitable
key expansion function.

The encryption key expansion on the user sideis done in the UE. The encryption key expansion on the network sideis
done in the P-CSCF.

M.6.3 Integrity mechanisms

I Psec ESP as specified in reference RFC 2406 [13] shall provide integrity protection of SIP signalling between the UE
and the P-CSCF, protecting all SIP signalling messages at the |P level. |PSec ESP genera concepts on Security Policy
management, Security Associations and I P traffic processing as described in reference RFC 2401 [14] shall also be
considered. ESP integrity shall be applied in transport mode between UE and P-CSCF either in transport mode if no
NAT ispresent or —if NAT traversal shall be supported —in UDP encapsulated tunnel mode.

The method to set up ESP security associations (SAS) during the SIP registration procedure is specified in clause M.7.
Asaresult of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P-CSCF,
all shared by TCP and UDP, shall be established in the P-CSCF and later in the UE. One SA pair is for traffic between a
client port at the UE and a server port at the P-CSCF and the other SA isfor traffic between a client port at the P-CSCF
and a server port at the UE. For a detailed description of the establishment of these security associations see clause M.7.

The integrity key 1Kgsp isthe same for the two pairs of simultaneously established SAs. The integrity key IKgsp is
obtained from the key 1Ky, established as aresult of the AKA procedure, specified in clause M.6.1, using a suitable key
expansion function. This key expansion function depends on the ESP integrity algorithm and is specified in Annex | of
this specification.

The integrity key expansion on the user side is done in the UE. The integrity key expansion on the network side is done
in the P-CSCF.

The anti-replay service shall be enabled in the UE and the P-CSCF on all established SAs.

M.6.4 Hiding mechanisms

The text in section 6.4 applies without changes.
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M.6.5 CSCF interoperating with proxy located in a non-IMS
network

Thetext in section 6.5 applies without changes.

M.7  Security association set-up procedure

The security association set-up procedure is necessary in order to decide what security services to apply and when the
security services start. In the IM S authentication of usersis performed during registration as specified in clause M.6.1.
Subsequent signalling communications in this session will be integrity protected based on the keys derived during the
authentication process.

M.7.1 Security association parameters

For protecting IMS signalling between the UE and the P-CSCF it is necessary to agree on shared keys that are provided
by IMS AKA, and a set of parameters specific to a protection method. The security mode setup (cf. clause M.7.2) is
used to negotiate the SA parameters required for |Psec ESP with authentication and confidentiality, in accordance with
the provisionsin clauses 5.1.3 and M.6.2.

The SA parametersthat shall be negotiated between UE and P-CSCF in the security mode set-up procedure are:

- Encryption algorithm

The encryption algorithm is either DES-EDE3-CBC as specified in RFC 2451 [20] or AES-CBC as specified in
RFC 3602 [22] with 128 bit key.

Both encryption algorithms shall be supported by both, the UE and the P-CSCF.
- Integrity algorithm

NOTE: What iscalled "authentication algorithm" in RFC 2406 [13] is called "integrity algorithm™ in this
specification in order to be in line with the terminology used in other 3GPP specifications and, in
particular, to avoid confusion with the authentication algorithms used in the AKA protocol.

The integrity algorithm is either HMAC-MD5-96 [15] or HMAC-SHA-1-96 [16].

Both integrity algorithms shall be supported by both, the UE and the P-CSCF as mandated by RFC 2406 [13]. In
the unlikely event that one of the integrity algorithmsis compromised during the lifetime of this specification,
this agorithm shall no longer be supported.

NOTE: If only one of the two integrity algorithms is compromised then it suffices for the IMS to remain secure
that the algorithm is no longer supported by any P-CSCF. The security mode set-up procedure
(cf. clause 7.2) will then ensure that the other integrity algorithm is selected.

- Mode

The IPSec SA mode of operation shall depend on whether the UE islocated behind aNAT device or not. If the
UE islocated behind a NAT device UDP encapsulated tunnel mode according to [28] shall be used. Otherwise

transport mode shall be used. The set-up of security associations (cf. clause M.7.2) allows the P-CSCF to detect
whether the UE islocated behind aNAT or not.

- SPI (Security Parameter Index)

The SPI isalocated locally for inbound SAs. Thetriple (SPI, destination | P address, security protocol) uniquely
identifiesan SA at the IP layer. The UE shall select the SPIs uniquely, and different from any SPIs that might be
used in any existing SAs (i.e. inbound and outbound SAs). The SPIs selected by the P-CSCF shall be different
than the SPIs sent by the UE, cf. clause 7.2. In an authenticated registration, the UE and the P-CSCF each select
two SPIs, not yet associated with existing inbound SAs, for the new inbound security associations at the UE and
the P-CSCF respectively.

ETSI



3GPP TS 33.203 version 9.5.0 Release 9 53 ETSI TS 133 203 V9.5.0 (2010-10)

NOTE: Thisallocation of SPIs ensures that protected messages in the uplink always differ from protected
messages in the downlink in, at least, the SPI field. This thwarts reflection attacks. When several
applications use I Psec on the same physical interface the SIP application should be allocated a separate
range of SPIs.

Thefollowing SA parametersare not negotiated:
- Lifetype: thelife typeis aways seconds,
- SA duration: the SA duration has a fixed length of 2%%-1;

NOTE: The SA duration isanetwork layer concept. From a practical point of view, the value chosen for "SA
duration" does not impose any limit on the lifetime of an SA at the network layer. The SA lifetimeis
controlled by the SIP application as specified in clause M.7.4.

- Mode: transport mode;

- Key length: the length of the integrity key 1Kgs depends on the integrity algorithm. It is 128 bits for
HMAC-MD5-96 and 160 bits for HMAC-SHA-1-96.

- Key length: the length of the encryption key depends on the encryption agorithm. The entropy of the key shall at
least be 128 bits.

Selectorsif no NAT is present:
Cf. section 7.1
Selectorsif a NAT ispresent:

The security associations (SA) have to be bound to specific parameters (selectors) of the SIP flows between UE and
P-CSCF, i.e. source and destination | P addresses, transport protocols that share the SA, and source and destination
ports.

- IPaddressesare bound If aNAT is present, it isassumed that the UE is configured locally with a (e.g. private) 1P
address. When the UE communicates with the P-CSCF viathe NAT device, the NAT allocates a binding, mapping the
local IP address to two pairs of SAs, asa publicly routable |P address (called public IP addressin the sequel) and
perhaps aso mapping the source port used in clause 6.3, as follows:the UDP or TCP packet to another port number. In
the following, the term UE_IP_address always denotes the public 1P address of the UE.

NOTE: The IP addresses and ports used as selectors in |Psec tunnel mode are those of the inner IP header, in
accordance with RFC2401 [14]. Theinner IP addresses are always the public IP addresses. Please also
note that the terminology used here may differ from that used in other scenarios, e.g. in VPN accessto a
corporate network, asin the latter scenario the inner |P address is not publicly routable in general.

- [P addresses:

- inbound SA at the P-CSCF:
The source and destination | P addresses associated with the SA are identical to those in the header of the IP
packet in which the initial SIP REGISTER message was received by the P-CSCF.

- outbound SA at the P-CSCF:
the The source | P address bound to the outbound SA equals the destination I P address bound to the inbound
SA;
the destination IP address bound to the outbound SA equals the source | P address bound to the inbound SA.

NOTE: Thisimpliesthat the source and destination IP addresses in the header of the inner |P packet in which the
protected SIP REGISTER message was received by the P-CSCF need to be the same as those in the
header of the IP packet in which the initial SIP REGISTER message was received by the P-CSCF.

NOTE: Thisfurther implies that the source addressin the inbound SA and the destination address in the outbound
SA at the P-CSCF equals the public IP address of the UE.

- outbound SA at the UE:
The source | P address bound to the outbound SA equals the public I P address of the UE. The public IP
addressislearned by the UE from the received parameter in the Via header in the 401 Unauthorized response
to theinitial unprotected REGISTER Request (cf Section M.7.2).
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The destination | P address bound to the outbound SA equals the destination I P address in the header of the IP
packet in which the initial SIP REGISTER was sent to the P-CSCF.

inbound SA at the UE:
The source | P address bound to the inbound SA equals the destination | P address bound to the outbound SA;
the destination | P address bound to the inbound SA egual s the source | P address bound to the outbound SA.

NOTE: For the handling of the outer IP header in UDP encapsulated tunnel mode, see section on "Data related to

the use of UDP encapsulated tunnel mode" below.

- Thetransport protocol selector shall allow UDP and TCP.

- Ports:

1

NOTE:

NOTE:

NOTE:

NOTE:

2.

NOTE

NOTE

The P-CSCF associates two ports, called port_ps and port_pc, with each pair of security assocations
established in an authenticated registration. The ports port_ps and port_pc are different from the standard SIP
ports 5060 and 5061. No unprotected messages shall be sent from or received on the ports port_ps and
port_pc. From a security point of view, unprotected messages may be received on any port which is different
from the ports port_ps and port_pc. The number of the ports port_ps and port_pc are communicated to the
UE during the security mode set-up procedure, cf. clause 7.2. These ports are used with both, UDP and TCP.
The use of these ports may differ for TCP and UDP, as follows:

UDP case: the P-CSCF receives requests and responses protected with ESP from any UE on the port
port_ps (the"protected server port"). The P-CSCF sends requests and responses protected with ESP to a
UE on the port port_pc (the "protected client port").

TCP case: the PLI-CSCF, if it does not have a TCP connection towards the UE yet, shall set up aTCP
connection from its port_pc to the port port_us of the UE before sending arequest to it..

Both the UE and the P-CSCF may set up a TCP connection from their client port to the other end's server
port on demand. An aready existing TCP connection may be reused by both the P-CSCF or the UE; but it
is not mandatory.

The protected server port port_ps stays fixed for a UE until all IMPUs from this UE are de-registered. It
may be fixed for a particular P-CSCF over al UEs, but there is no need to fix the same protected server
port for different P-CSCFs.

The distinction between the UDP and the TCP case reflects the different behaviour of SIP over UDP and
TCP, as specified in section 18 of RFC 3261 [6].

The handling of the protected ports is the same, irrespective of whether transport or UDP encapsul ated
tunnel mode is used.

The UE associates two ports, called port_us and port_uc, with each pair of security assocations established in
an authenticated registration. The ports port_us and port_uc are different from the standard SIP ports 5060
and 5061. No unprotected messages shall be sent from or received on the ports port_us and port_uc. From a
security point of view, unprotected messages may be received on any port which is different from the ports
port_us and port_uc. The number of the ports port_us and port_uc are communicated to the P-CSCF during
the security mode set-up procedure, cf. clause 7.2. These ports are used with both, UDP and TCP. The use of
these ports may differ for TCP and UDP, as follows:

UDP case: the UE receives requests and responses protected with ESP on the port port_us (the"protected
server port"). The UE sends requests and responses protected with ESP on the port port_uc (the
"protected client port").

TCP case: the UE, if it does not have a TCP connection towards the P-CSCF yet, shall set up a TCP
connection to the port port_ps of the P-CSCF before sending a request to it.

. Boththe UE and the P-CSCF may set up a TCP connection from their client port to the other end's server
port on demand. An already existing TCP connection may be reused by both the P-CSCF or the UE, but it
is not mandatory.

. The protected server port port_us stays fixed for a UE until al IMPUs from this UE are de-registered.
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NOTE: Thedistinction between the UDP and the TCP case reflects the different behaviour of SIP over UDP and

TCP, as specified in section 18 of RFC 3261 [6]

NOTE: The handling of the protected portsis the same, irrespective of whether transport or UDP encapsul ated

tunnel mode is used.

3. The P-CSCF is alowed to receive only REGISTER messages, messages relating to emergency servicesin
accordance with [31] and [8], and error messages related to unprotected messages on unprotected ports. All
other messages not arriving on a protected port shall be either discarded or rejected by the P-CSCF.

4. The UE isalowed to receive only the following messages on an unprotected port:
- responses to unprotected REGISTER messages;
- messages relating to emergency services in accordance with [31] and [8];
- error messages related to unprotected messages.
All other messages not arriving on a protected port shall be rejected or silently discarded by the UE.

Datarelated to the use of UDP encapsulated tunnel mode

Tunnel endpoint addresses and header construction for tunnel mode:

In case UDP encapsulated tunnel mode is selected, an "outer” |P header is added to protected packets exchanged
between UE and P-CSCF, following the rules of tunnel mode processing according to [14]. While the IP
addresses of the inner | P header are as specified above in the section about " Selectors’, the I P addresses of the
outer |P header shall be selected as follows:

- P-CSCF:

For the outbound SA at the P-CSCF the source address shall be the IP address of the P-CSCF, the destination
address shall be the public IP address of the UE. For the inbound SA only the destination address of the outer P
header is used to identify the SA at the P-CSCF, together with the SPI. This addressis the 1P address of the P-
CSCF.

- UE:

For the outbound SA at the UE the source address shall be the local 1P address of the UE, the destination address
shall be the address of the P-CSCF as in the destination address of the IP header of theinitial unprotected
REGISTER message. For the inbound SA only the destination address of the outer IP header is used to identify
the SA at the UE. Thisaddressisthelocal 1P address of the UE.

Other data of the outer IP header (apart from IP addresses) shall be constructed as specified in [14].
Ports used in the encapsulating UDP header:

In case UDP encapsulated tunnel mode is selected, an encapsulating UDP header isinserted after the outer 1P
header. With respect to the ports used in the UDP header, the following rules shall be applied in accordance with
standard [28]:

- UE:
Each protected and UDP encapsulated packet shall use port 4500 as source and destination port in the
encapsulating UDP header.

- P-CSCF:

When the UE sends an UDP encapsulated packet towards the P-CSCF with the ports as described in the previous
paragraph, the NAT will change the source port to a port different from 4500. This port is called port_Uenc.
When the P-CSCF receives the first protected and UDP encapsulated message from the UE it shall store
port_Uenc (cf. Section 7.2). From then on, all protected UDP encapsulated messages from the P-CSCF to the UE
shall use port 4500 as source port and port_Uenc as destination port in the encapsulating UDP header.

The following rules apply:

1. For each unidirectional SA which has been established and has not expired, the SIP application at the P-CSCF

stores at least the following data: (UE_IP_address, UE_protected port, P-CSCF_protected port, SPI, IMPI,
IMPUL, ..., IMPUn, lifetime, mode) in an "SA_table". The pair (UE_protected port, P-CSCF_protected port)
equals either (port_uc, port_ps) or (port_us, port_pc).
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NOTE: The SPI isonly required when initiating and deleting SAsin the P-CSCF. The SPI is hot exchanged
between 1Psec and the SIP layer for incoming or outgoing SIP messages.

2. The SIP application at the P-CSCF shall check upon receipt of a protected REGISTER message that the source
| P address in the packet headers coincide with the UE"s I P address inserted in the Via header of the protected
REGISTER message. If the Via header does not explicitly contain the UE's | P address, but rather a symbolic
name then the P-CSCF shall first resolve the symbolic name by suitable means to obtain an | P address.

3. The SIP application at the P-CSCF shall check upon receipt of aninitial REGISTER message or are-
REGISTER message that the pair (UE_IP_address, UE_protected_client_port), where the UE_IP_addressisthe
source | P address in the packet header and the protected client port is sent as part of the security mode set-up
procedure (cf. clause 7.2), has not yet been associated with entriesin the "SA_table". In addition, if the P-CSCF
has detected that the UE is located behind a NAT (cf. Section A 7.2), the P-CSCF shall check upon receipt of an
initial (unprotected) REGISTER message, or a REGISTER message protected with UDP encapsulated tunnel
mode, that the pair (UE_IP_address, UE_protected server_port) has not yet been associated with entriesin the
"SA _table". Herethe UE_IP_addressisthe source |P address in the packet header, and the protected client and
server ports are sent as part of the security mode set-up procedure (cf. clause A 7.2).

NOTE: In case of multiple UEs behind the same NAT, the same public |P address may be assigned by the NAT
to two different UEs. Therefore, the P-CSCF shall not accept registration attempts from UEs with the
same address and protected server port in order to ensure unambiguous addressing of SIP messages sent
towards the UE, using the protected server port.

Furthermore, the P-CSCF shall check that, for any one IMPI, no more than six SAs per direction are stored at
any one time. If these checks are unsuccessful the registration is aborted and a suitable error message is sent to
the UE.

NOTE: According to clause M.7.4 on SA handling, at most six SAs per direction may exist at a P-CSCF for one
user at any onetime.

4. For each incoming protected message the SIP application at the P-CSCF shall verify that the correct inbound SA
according to clause M.7.4 on SA handling has been used. The SA is identified by the triple (UE_IP_address,
UE_protected port, P-CSCF_protected port) in the "SA_table". The SIP application at the P-CSCF shall further
ensure that the user associated with the SA, which was used to protect the incoming message from the UE, is
identical to the user who is associated at SIP level with the message sent by the P-CSCF towards the network.

NOTE: Not al SIP messages necessarily contain public or private identities, e.g. subsequent messages in a
dialogue. Other information, e.g. a dialogue identifier, may be used to associate the message with a user at SIP
level.

5. For each unidirectional SA which has been established and has not expired, the SIP application at the UE stores
at least the following data: (UE_IP_address, UE_protected port, P-CSCF_protected port, SPI, lifetime, mode)
inan"SA_table". The pair (UE_protected port, P-CSCF_protected port) equals either (port_uc, port_ps) or
(port_us, port_pc).

NOTE: The SPI isonly required to initiate and delete SAsin the UE. The SPI is not exchanged between IPsec
and the SIP layer for incoming or outgoing SIP messages.

6. When establishing anew pair of SAs (cf. clause 6.3) the SIP application at the UE shall ensure that the
selected numbers for the protected ports do not correspond to an entry in the "SA_table". Furthermore, the UE
should select port numbers (pseudo-)randomly from a sufficiently large set of numbers not yet allocated at the
UE. When the UE receives an error message indicating a collision of apair (IP address, port), according to rule 3
above, the UE may retry the registration with differently selected port numbers.

NOTE: The UE should select port numbers (pseudo-)randomly for two reasons:
1) to avoid collisions of pairs (IP address, port) at the P-CSCF, cf. rule 3 above.
2) to thwart alimited form of a Denial of Service attack. UMTS PS access link security also helpsto
thwart this attack.

NOTE: The (pseudo-)randomization of port numbersis meant for both initial registrations and re-registrations
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7. For each incoming protected message the SIP application at the UE shall verify that the correct inbound SA
according to clause M.7.4 on SA handling has been used. The SA isidentified by the pair (UE_protected port,
P-CSCF_protected_port) in the "SA table".

NOTE: If theintegrity check of areceived packet fails then IPsec will automatically discard the packet.

M.7.2 Set-up of security associations (successful case)

The set-up of security associationsis based on RFC 3329 [21]. Annex H of this specification shows how to use
RFC 3329 [21] for the set-up of security associations.

In this clause the normal caseis specified i.e. when no failures occurs. Note that for simplicity some of the nodes and
messages have been omitted. Hence there are gaps in the numbering of messages, as the I-CSCF is omitted.

For the purpose of the description of the message processing in case UDP encapsulated tunnel mode is used, a
conceptual functional element called "UDP encapsulation function” is used. The UDP encapsulation function handles
all tasks relevant to the UDP encapsulation processing, i.e. the addition and removal of UDP headers to packets. In that
sense it does not perform any 1PSec processing as such. From an implementation point of view, it isimmaterial whether
the UDP encapsul ation function and the IPSec processing are combined or kept separate. On the network side, the UDP
encapsulation function may reside on the P-CSCF or in a separate device.

Relation of this Annex with the NAT traversal functionality specified in TS 24.229 [§]:

If the UE islocated behind a NAT, the unprotected REGISTER message and the corresponding unprotected
response (messages SM1 and SM6) shall be handled according to Annex F of [8]. For SIP messages protected with
UDP encapsulated tunnel mode, the P-CSCF shall rewrite only the SDP according to Annex F.3 of [8], and shall not
perform the rewriting of the SIP headers specified in Annex F.2 of [8]. The P-CSCF recognises from the mode
parameter in the SA table (cf. section 7.1) that UDP encapsulated tunnel mode is used.

UE P-CSCF S-CSCF

(SM1) Register

—
(SM2) Register
-
(SM4) 4xcc Auth_Challenge
(SM6) 4xx Auth_Challenge ~
-~
(SM7) Register
- .
(SM8) Register
—

(SM10) 2xx Auth_ Ok
<

(SM12) 2xx Auth_Ok
-~

Figure M.8
The UE sends a Register message towards the S-CSCF to register the location of the UE and to set-up the security

mode, cf. clause M.6.1. In order to start the security mode set-up procedure, the UE shall include a Security-setup-line
in this message.
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The Security-setup-line in SM 1 contains the Security Parameter Index val ues and the protected ports selected by the
UE. It aso contains alist of identifiers for the integrity and encryption algorithms, which the UE supports. It shall also
contain the list of IPSec modes (i.e. transport and/or UDP encapsulated tunnel mode) supported by the UE.

SM1.:
REGISTER(Security-setup = SPI_U, Port_U, UE integrity and encryption algorithms list, IPSec mode list)

SPI_U isthe symbolic name of apair of SPI values (cf. clause 7.1) (spi_uc, spi_us) that the UE selects. spi_uc isthe
SPI of the inbound SA at UE"s the protected client port, and spi_usis the SPI of the inbound SA at the UE"s protected
server port. The syntax of spi_uc and spi_us are defined in Annex H.

Port_U isthe symbolic name of apair of port numbers (port_uc, port_us) as defined in clause 7.1. The syntax of
port_uc and port_usis defined in Annex H.

A Release 6 P-CSCF shall propose SA dternatives for Release 5 and Release 6 UE"s since the UE may or may not
support confidentiality protection. The P-CSCF then selects the SPIs for the inbound SAs. The same SPI number shall
be used for Release 5 and Release 6 options. The P-CSCF shall define the SPIs such that they are unique and different
from any SPIs as received in the Security-setup-line from the UE.

Upon receipt of SM1, the P-CSCF temporarily stores the parameters received in the Security-setup-line together with
the UE"s I P address from the source | P address of the | P packet header, the IMPI and IMPU.

If the source | P address of the | P packet header is different from the address contained in the top-most Via header, the

P-CSCF concludes that the UE islocated behind a NAT device parameter with the source | P address to the Via header
and acts as described in Annex F of TS 24.229 [8]. In this case the P-CSCF concludes that the UE is located behind a

NAT device. If the UE has not signalled support for UDP encapsulated tunnel mode in message SM 1 the P-CSCF shall
silently discard the message and stop performing any further steps.

Otherwise, if the source |P address of SM1 matches the UE addressin the Via header, the P-CSCF concludes that the
UE isnot located behind a NAT. The P-CSCF then continues with the set-up of security associations as specified in
section 7.2, otherwise it continues as specified in this annex.

NOTE: If the top-most Via header contains a domain name the P-CSCF shall perform the appropriate DNS
proceduresin order to retrieve the address information to be used for the comparison, as specified in
Annex F of TS 24.229[8].

Upon receipt of SM4, the P-CSCF adds the keys IK,y, and CK, received from the S-CSCF to the temporarily stored
parameters.

The P-CSCF then selects the SPIs for the inbound SAs. The P-CSCF shall define the SPIs such that they are unique and
different from any SPIs asreceived in the Security-setup-line from the UE.

NOTE: Thisruleisneeded since the UE and the P-CSCF use the same key for inbound and outbound traffic.

In order to determine the integrity and encryption a gorithm the P-CSCF proceeds as follows:. the P-CSCF has alist of
integrity and encryption algorithms it supports, ordered by priority, cf. Annex H. Release 6 algorithms shall have higher
priority than Release 5 algorithms. The P-CSCF selects the first algorithm combination on its own list which isaso
supported by the UE. If the UE did not include any confidentiality algorithm in SM 1 then the P-CSCF shall either select
the NULL encryption algorithm or abort the procedure, according to its policy on confidentiality.

NOTE: It should be noted that, if the P-CSCF policy requires confidentiality, then all UEs with no encryption
support would be denied access to the IMS network. Thiswould apply in particular to UES, which
support only a Release 5-version of this specification or only GIBA according to Annex T of this
specification.

The P-CSCF then establishes two new pairs of SAsin the local security association database.

In case the P-CSCF has discovered before that the UE islocated behind aNAT, it informs the UDP encapsulation
function about the IPSec SA datarelevant for the UDP encapsulation process. This data consists of the | P source and
destination addresses of the outer |P headers and the SPIsused in all four SAs (cf. section M.6.3) established. At this
point in time the UDP encapsulation function creates atable, the "UDP encapsulation table", with the following
contents:
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"UDP Encapsulation Table on the network side "

SA1 SA2 SA3 SA4

Src Addr PCSCF | UE_pub | PCSCF | UE_pub
Dest Addr | UE_pub PCSCF | UE_pub PCSCF

Src Port 4500 undef 4500 undef
Dest Port undef 4500 undef 4500
SPI SPI_us SPI_ps SPI_uc SPI_pc

The P-CSCF shall use port 4500 as the source port for UDP encapsul ated packets towards the UE. The P-CSCF will

al so receive packets from the UE with and as the destination port 4500. Thisis the IPSec standard port for UDP
encpasulated 1PSec packets (see [28]). The source port for packets received by the P-CSCF from the UE and the
destination port for packets sent by the P-CSCF towards the UE is not known yet and can only be learned in alater step
(see below).

NOTE: A corresponding table on the UE side is not required as the ports used by the UE are not affected by the
NAT.

The Security-setup-line in SM6 contains the SPIs and the ports assigned by the P-CSCF. It also contains alist of
identifiers for the integrity and encryption a gorithms, which the P-CSCF supports. The only exception from thisisthe
case that the P-CSCF is configured to never apply confidentiality. In this case, it shall not include encryption algorithms
to the Security-setup-linein SM6.

Furthermore, the P-CSCF indicates the | PSec mode of operation. In case the P-CSCF detected that the UE is behind a
NAT, it indicates UDP encapsulated tunnel mode, otherwise transport mode is indicated.

NOTE: The P-CSCF may be configured to never apply confidentiality, e.g. because it trusts on the encryption
provided by the underlying access network. In this case, the P-CSCF acts according to Release 5
specifications, and does not include encryption algorithms to the Security-setup-line in SM6. If the P-
CSCF is configured to apply confidentiality whenever the UE supports it then the P-CSCF always
includes the encryption algorithms in SM6, which it supports, even if the UE did not include encryption
algorithmsin SM1. Thisisto thwart bidding down attacks.P-CSCF may be configured to trust on the
encryption provided by the underlying access network. In this case, the P-CSCF acts according to
Release 5 specifications, and does not include encryption algorithms to the Security-setup-line in SM6.

SMé:

4xx Auth_Challenge(Security-setup = SPI_P, Port_P, P-CSCF integrity and encryption algorithms list), IPSec
mode )

SPI_Pisthe symbolic name of the pair of SPI values (cf. clause 7.1) (spi_pc, spi_ps) that the P-CSCF selects. spi_pcis
the SPI of the inbound SA at the P-CSCF"s protected client port, and spi_psisthe SPI of the inbound SA at the
P-CSCF"s protected server port. The syntax of spi_pc and spi_psisdefined in Annex H.

Port_P isthe symbolic name of the port numbers (port_pc, port_ps) as defined in clause 7.1. The syntax of Port_Pis
defined in Annex H.

Upon receipt of SM6, the UE determines the integrity and encryption algorithms as follows: the UE selects the first
integrity and encryption algorithm combination on the list received from the P-CSCF in SM 6 which is also supported
by the UE.

NOTE: Release 5 UE will not support any encryption algorithms, and will choose the first Release 5 integrity
agorithm on the list received from the P-CSCF in SM6.

The UE shall eitherconfigure UDP encapsulated tunnel mode or determine the IPsec mode according to the mode
information contained in SM6. If no mode information isincluded in SM6, the UE shall first check whether it islocated
behind a NAT by checking for the presence of a"received”-parameter in the Via header of SM6. If the UE is not
located behind a NAT, the UE assumes transport mode, otherwise it aborts the communication. If transport mode is
used the UE continues with the set-up of security associations as specified in section 7.2, otherwise it continues as
specified in this annex.

The UE then proceeds to establish two new pairs of SAsin thelocal SAD.
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The UE shall integrity and confidentiality protect SM7 and al following SIP messages.

Furthermore the integrity and encryption algorithms list, SPI_P, and Port_P received in SM6, and SPI_U, Port_U sent
in SM1 shall be included:

SM7:
REGISTER(Security-setup = SPI_U, Port_U, SPI_P, Port_P, P-CSCF integrity and encryption algorithms list)

If UDP encapsulated tunnel mode is used, the UE shall use the following addresses and portsin the various headers of
message SM7:

SIP header:

In the Viaand Contact header the UE shall useits public IP address and protected server port. The UE learnsits
public IP address by inspecting the received parameter in the top-most Via header included in message SM6, in case
such a parameter is present.

IP and UDP/TCP headers are used as specified in M.7.1.

If UDP encapsulated tunnel mode is applied, the UE shall start sending keep alive messages according to [28]. This
ensures that the NAT binding is kept aive for the duration of the registration.

When SM 7 arrives at the P-CSCF it is at first processed by the UDP encapsulation function. The UDP encapsulation
function can now learn port_Uenc, which the NAT has chosen for the UDP encapsulated packet. The UDP
encapsulation function inserts this port in the UDP encapsulation table, so that the table is complete.

"UDP Encapsulation Table" on the network side
SAl SA2 SA3 SA4
Src Addr PCSCF UE_pub PCSCF UE_pub
Dest Addr UE_pub PCSCF UE_pub PCSCF
Src Port 4500 Port_Uenc 4500 Port_Uenc
Dest Port | Port_Uenc 4500 Port_Uenc 4500
SPI SPI_us SPI_ps SPI_uc SPI_pc

The UDP encapsulation function removes the UDP header from the IP packet and hands it over to the IPSec
processing.

After successful |PSec processing the SIP application in the P-CSCF shall check whether the integrity algorithms list,
SPI_P and Port_P received in SM7 isidentical with thethe corresponding parameters sent in SM6. It further checks
whether SPI_U and Port_U received in SM7 are identical with those received in SM 1. If these checks are not successful
the registration procedure is aborted.

The P-CSCF shall include in SM8 information to the S-CSCF that the received message from the UE was integrity
protected asindicated in clause 6.1.5. The P-CSCF shall add this information to al subsequent REGISTER messages
received from the UE that have successfully passed the integrity check in the P-CSCF.

SMS8:
REGISTER(Integrity-Protection = Successful, IMPI)

The P-CSCF finaly sends SM 12 to the UE. SM 12 does not contain information specific to security mode setup (i.e. a
Security-setup line), but with sending SM 12 not indicating an error the P-CSCF confirms that security mode setup has
been successful.

After receiving SM 12 not indicating an error, the UE can assume the successful completion of the security-mode setup.

An example of how to make use of two pairs of unidirectional SAsisillustrated in the figure below with a set of
example message exchanges protected by the respective IPsec SAswhere the INVITE and following messages are
assumed to be carried over TCP.
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UE P-CSCF

Register (SM1) >
401 Unauthorised (SM6)
< RANDI|JAUTN |___Unprotected
-------- Protected by SA pair 1
~~~Protected by SA pair 2
Register (SM7) >
RES
port_uc port_ps
< OK (SM12)
oo _Invite_____
port_ug---280RInging _______ » port_pc
| 2000K . >
Figure 9

M.7.3 Error cases in the set-up of security associations

M.7.3.1 Error cases related to IMS AKA

Errorsrelated to IMS AKA failures are specified in clause 6.1. However, this clause additionally describes how these
shall be treated, related to security setup.

M.7.3.1.1 User authentication failure

In this case, SM7 fails integrity check by IPsec at the P-CSCF if the IK,y, derived from RAND at UE iswrong. The SIP
application at the P-CSCF never receives SM7. It shall delete the temporarily stored SA parameters associated with this
registration after a time-out.

In case 1Ky was derived correctly, but the response was wrong the authentication of the user fails at the S-CSCF due to
an incorrect response. The S-CSCF shall send a4xx Auth_Failure message to the UE, via the P-CSCF, which may pass
through an already established SA. Afterwards, both, the UE and the P-CSCF shall delete the new SAs.

M.7.3.1.2 Network authentication failure

If the UE is not able to successfully authenticate the network, the UE shall send a REGISTER message which may pass
through an already established SA, indicating a network authentication failure, to the P-CSCF. The P-CSCF deletes the
new SAs after receiving this message.

M.7.3.1.3  Synchronisation failure

In this situation, the UE observes that the AUTN sent by the network in SM6 contains an out-of-range sequence
number. The UE shall send a REGISTER message to the P-CSCF, which may pass through an already established SA,
indicating the synchronization failure. The P-CSCF deletes the new SAs after receiving this message.

M.7.3.1.4  Incomplete authentication

If the UE responds to an authentication challenge from a S-CSCF, but does not receive a reply before the request times
out, the UE shall start aregistration procedureif it still requires any IM services. The first message in this registration
should be protected with an SA created by a previous successful authentication if one exists.

When the P-CSCF receives a challenge from the S-CSCF and creates the corresponding SAs during a registration
procedure, it shall delete any information relating to any previous registration procedure (including the SAs created
during the previous registration procedure).
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If the P-CSCF deletes aregistration SA dueto its lifetime being exceeded, the P-CSCF should delete any information
relating to the registration procedure that created the SA.

The text in section 7.3.1 applies without changes.
M.7.3.2 Error cases related to the Security-Set-up

M.7.3.2.1  Proposal unacceptable to P-CSCF

In this case the P-CSCF cannot accept the proposal set sent by the UE in the Security-Set-up command of SM1. The
P-CSCF shall respond to SM1 indicating a failure, by sending an error response to the UE.

M.7.3.2.2  Proposal unacceptable to UE

If the P-CSCF sends in the security-setup line of SM6 a proposal that is not acceptable for the UE, the UE shall abandon
the registration procedure.

M.7.3.2.3  Failed consistency check of Security-Set-up lines at the P-CSCF

The P-CSCF shall check whether authentication and encryption algorithms list received in SM7 isidentical with the
authentication and encryption algorithms list sent in SM6. If thisis not the case the registration procedure is aborted.
(Cf. clause 7.2).

M.7.3.2.4 Missing NAT traversal capabilities in the presence of a NAT

In case the P-CSCF detects the presence of aNAT, but the UE or the P-CSCF do not support NAT traversal as specified
in this annex, the P-CSCF shall abort the procedure.

M.7.4 Authenticated re-registration

Every registration that includes a user authentication attempt produces new security associations. If the authentication is
successful, then these new security associations shall replace the previous ones. This clause describes how the UE and
P-CSCF handle this replacement and which SAs to apply to which message.

When security associations are changed in an authenticated re-registration then the protected server ports at the UE
(port_us) and the P-CSCF (port_ps) shall remain unchanged, while the protected client ports at the UE (port_uc) and
the P-CSCF (port_pc) shall change. For the definition of these ports see clause 7.1.

If the UE has an already active pair of security associations, then it shall use thisto protect the REGISTER message. If
the S-CSCF is notified by the P-CSCF that the REGISTER message from the UE was integrity-protected it may decide
not to authenticate the user by means of the AKA protocol. However, the UE may send unprotected REGISTER
messages at any time. In this case, the S-CSCF shall authenticate the user by means of the AKA protocol. In particular,
if the UE considers the SAs no longer active at the P-CSCF, e.g., after receiving no response to several protected
messages, then the UE should send an unprotected REGISTER message.

Security associations may be unidirectional or bi-directional. This clause assumes that security associations are
unidirectional, asthisisthe general case. For IP layer SAs, the lifetime mentioned in the following clausesis the
lifetime held at the application layer. Furthermore deleting an SA means deleting the SA from both the application and
| Psec layer. The message numbers, e.g. SM1, used in the following clauses relate to the message flow givenin

clause 6.1.1.

M.7.4.1 Void
M.7.4.1a Management of security associations in the UE

The UE shall beinvolved in only one registration procedure at atime, i.e. the UE shall remove any data relating to any
previous incompl ete registrations or authentications, including any SAs created by an incomplete authentication.
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The UE may start aregistration procedure with two existing pairs of SAs. These will be referred to asthe old SAs. The
authentication produces two pairs of new SAs. These new SAs shall not be used to protect non-authentication traffic
until noted during the authentication flow. In the same way, certain messages in the authentication shall be protected
with aparticular SA. If the UE receives a message protected with the incorrect SA, it shall discard the message.

A successful authentication proceeds in the following steps:

- The UE sends the SM 1 message to register with the IMS. If SM1 was protected, it shall be protected with the old
outbound SA.

- The UE receives an authentication challenge in a message (SM6) from the P-CSCF. This message shall be
protected with the old inbound SA if SM1 was protected and unprotected otherwise.

- If this message SM6 can be successfully processed by the UE, the UE creates the new SAs, which are derived
according to clause 7.1. The lifetime of the new SAs shall be set to allow enough time to complete the
registration procedure. If SM1 was protected and UDP encapsulated tunnel mode is used in the old SAs, the new
SAs shall aso be configured in with UDP encapsul ated tunnel mode. The UE then sends its response (SM7) to
the P-CSCF, which shall be protected with the new outbound SA. Meanwhile, if SM1 was protected, the UE
shall use the old SAs for messages other than those in the authentication, until a successful message of new
authentication is received (SM12); if SM1 was unprotected, the UE is not allowed to use IMS service until it
receives an authentication successful message (SM12).

- The UE receives an authentication successful message (SM12) from the P-CSCF. It shall be protected with the
new inbound SA.

- After the successful processing of this message by the UE, the registration is complete. The UE sets the lifetime
of the new SAs such that it either equal s the latest lifetime of the old SAsor it will expire shortly after the
registration timer in the message, depending which gives the SAsthe longer life. For further SIP messages sent
from UE, the new outbound SAs are used, with the following exception: when a SIP message is part of a
pending SIP transaction it may still be sent over the old SA. A SIP transaction is called pending if it was started
using an old SA. When afurther SIP message protected with a new inbound SA is successfully received from the
P-CSCF, then the old SAs shall be deleted as soon as either all pending SIP transactions have been completed, or
have timed out. The old SAs shall be always deleted when the lifetime is expired. This completes the SA
handling procedure for the UE.

A failure in the authentication can occur for several reasons. If the SM1 was not protected, then no protection shall be
applied to the failure messages, except the user authentication failure message which shall be protected with the new
SA. If SM1 was protected, the old SAs shall be used to protect the failure messages. In both cases, after processing the
failure message, the UE shall delete the new SAs.

The UE shall monitor the expiry time of registrations without an authentication and if necessary increase the lifetime of
the SAs created by the last successful authentication such that it will expire shortly after the registration timer in the

message.
NOTE: In particular this meansthat the lifetime of a SA is never decreased.

The UE shall delete any SA whose lifetime is exceeded. The UE shall delete all SAsit holds once all the IMPUs are de-
registered.

M.7.4.2 Void

M.7.4.2aManagement of security associations in the P-CSCF

When the S-CSCF initiates an authentication by sending a challenge to the UE, the P-CSCF may already contain
existing SAs from previously completed authentications. It may aso contain two existing pairs of SAs from an

incompl ete authentication. These will be referred to as the old and registration SAs respectively. The authentication
produces two pairs of new SAs. These new SAs shall not be used to protect non-authentication traffic until noted during
the authentication flow. Similarly certain messages in the authentication shall be protected with a particular SA. If the
P-CSCF receives a message protected with the incorrect SA, it shall discard the message.

The P-CSCF associates the IMPI given in the registration procedure and all the successfully registered IMPUs related to
that IMPI to an SA.
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A successful authentication proceeds in the following steps:
- The P-CSCF receives the SM1 message. If SM1 is protected, it shall be protected with the old inbound SA.

- The P-CSCF forwards the message containing the challenge (SM6) to the UE. This shall be protected with the
old outbound SA, if SM1 was protected and unprotected otherwise.

- The P-CSCF then creates the new SAs, which are derived according to clause 7.1. The expiry time of the new
SAs shall be set to allow enough time to complete the registration procedure. If SM1 was protected and UDP
encapsulated tunnel mode is used in the old SAs, the new SAs shall also be configured with UDP encapsulated
tunnel mode. The registration SAs shall be deleted if they exist.

- The P-CSCF receives the message carrying the response (SM7) from the UE. It shall be protected using the new
inbound SA. If SM1 was protected, the old SAs are used to protect messages other than those in the
authentication.

- The P-CSCF forwards the successful registration message (SM12) to the UE. It shall be protected using the new
outbound SA. This completes the registration procedure for the P-CSCF. The P-CSCF sets the expiry time of the
new SAs such that they either equalsthe latest lifetime of the old SAs or it will expire shortly after the
registration timer in the message, depending which gives the SAsthe longer life.

- After SM12is sent, the P-CSCF handles the UE related SAs according to following rules:

- If thereare old SAs, but SM1 belonging to the same registration procedure was received unprotected, the
P-CSCF considers error cases happened, and assumes UE does not have those old SAsfor use. In this case
the P-CSCF shall remove the old SAs.

- If SM1 belonging to the same registration procedure was protected with an old valid SA, the P-CSCF keeps
thisinbound SA and the corresponding three SAs created during the same registration with the UE active,
and continues to use them. Any other old SAs are deleted. When the old SAs have only a short time left
before expiring or a further SIP message protected with a new inbound SA is successfully received from the
UE, the P-CSCF starts to use the new SAs for outbound messages with the following exception: when a SIP
message is part of a pending SIP transaction it may still be sent over the old SA. A SIP transaction is called
pending if it was started using an old SA. The old SAs are then deleted as soon as all pending SIP
transactions have been completed, or have timed out. The old SAs are always deleted when the old SAs
lifetime are expired. When the old SAs expire without a further SIP message protected by the new SAs, the
new SAs are taken into use for outbound messages. This completes the SA handling procedure for the
P-CSCF.

A failure in the authentication can occur for severa reasons. If the SM 1 was not protected, then no protection shall be
applied to the failure messages, except the user authentication failure message which shall be protected with the new
SAs. If SM1 was protected, the old SAs shall be used to protect the failure messages. In both cases, after processing the
failure message, the P-CSCF shall delete the new SAs.

The P-CSCF shall monitor the expiry time of registrations without an authentication and if necessary increase the
lifetime of SAs created by the last successful authentication such that it will expire shortly after the registration timer in

the message.

The P-CSCF shall delete any SA whose lifetimeis exceeded. The P-CSCF shall delete all SAsit holdsthat are
associated with a particular IMPI once al the associated |MPUs are de-registered.

M.7.5 Rules for security association handling when the UE
changes IP address

When a UE changesiits IP address, e.g. by using the method described in RFC 3041 [18], then the UE shall delete the
existing SA's and initiate an unprotected registration procedure using the new IP address as the source I P address in the
packets carrying the REGISTER messages.

The text in section 7.5 applies without changes.
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M.8 ISIM

The text in section 8 applies without changes.

M9 IMC

Thetext in section 9 applies without changes.
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Annex N (normative):
Enhancements to the access security to enable SIP Digest

N.1 SIP Digest

SIP Digest authentication and the requirementsin this Annex shall not apply to access networks defined in 3GPP
specifications. The P-CSCF can enforce this condition by identifying REGISTER requests relating to SIP Digest
according to the rulesin Annex P.3 of this specification and discarding them when received over an access network
defined in 3GPP specifications.

The provisionsin Annex N are optional for implementation. The provisionsin Annex N are optional for use. However,
the use of one of the authentication mechanismsin this specification is mandated.

SIP Digest shall not be used in conjunction with I Psec.

NOTE 1: The use of SIP Digest in conjunction with | Psec, as specified in the main body and in Annex N of this
specification, is technically impossible because SIP Digest does not generate session keys for use with
| Psec security associations.

An additional scheme for authentication is SIP Digest as specified in RFC 3261 [6]. SIP Digest achieves mutual
authentication between the UE and the HN, and is based on HTTP Digest as specified in RFC 2617 [12]. The identity
used for authenticating a subscriber isthe private identity, IMPI, which has the form of a NAI. The HSS and the UE
share a preset secret (e.g., a password) associated with the IMPI. The generation of the authentication challenge shall be
done in the same way as specified in RFC 2617 [12] and this document.

It isthe policy of the HN that decides if an authentication shall take place for the registration of an additional IMPU that
isnot part of the already registered set of IMPUs associated with the same IMPI.

If a UE supports SIP Digest as well as further authentication methods, the UE shall proceed as follows:

- If the access network is of atype defined in 3GPP specifications then the UE shall not select SIP Digest, in
accordance with the requirement at the start of this clause.

NOTE 2: Theruleslisted in Annex T of this specification say how a UE can select between IMS AKA and GIBA.
- If the access network is of atype not defined in 3GPP specifications then

- if both the UE and network support IMS AKA according to the main body or Annex M of this specification,
as determined by the use of sip-sec-agree [21], the authentication method shall be IMS AKA;

- otherwise the authentication method shall be SIP Digest as specified in Annex N of this specification.

N.2 Authentication

N.2.1 Authentication Requirements

N.2.1.1 Authentication Requirements for Registrations
For the purposes of this subclause, the name "authentication™ is used synonymously with "entity authentication”.

Before a user can get accessto the IM services at least one IMPU needs to be registered and the IMPI authenticated in
the IMS at application level. In order to get registered the UE sends a SIP REGISTER message towards the SIP
registrar, i.e. the S-CSCF, cf. figure N.1, which will perform the authentication of the user. The message flows are the
same regardless of whether the user has an IMPU already registered or not. Every SIP REGISTER message shall
contain the IMPI of the user.
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UE P-CSCF I-CSCF HSS S-CSCF

(SM1) Register
(SM2) Register

Cx-Selection-Info
(SM3) Register

{CM1) AV-Req

(CM2) AV-Req-Resp
(SM4) 4xx Auth_Challenge

(SM5) 4x0¢ Auth Challenge <<
(SM6) 4xx Auth_Challenge

(SM7) Register
(SM8) Register

(SM9) Register

(SM10) 2xx Auth_Ok
~

(SM11) 2xx Auth Ok
(SM12) 2xx Auth_Ok

Figure N.1: The IMS Authentication using SIP Digest for an unregistered IM subscriber and
successful mutual authentication

The detailed registration procedures are defined in TS 24.229 [8].
The NAT traversal proceduresin RFC 5626 [32] and in TS 24.229 [8] clause K.4 shall apply.

NOTE 1: It is recognized that RFC 5626 [32] can be useful for capabilities beyond NAT traversal (e.g. multiple
registrations) however this annex does not consider such capabilities at this time.

The UE should include an indication of support for managing client-initiated connections as defined in RFC 5626 [32]
in all REGISTER requests. Per RFC 5626 [32], the P-CSCF shall be able to accept registration request with or without
an indication of support for managing client-initiated connections. However, the P-CSCF should only accept a register
request without support for managing client-initiated connectionsiif it can determine that no NAT is present in the
signaling path between the UE and the P-CSCF.

NOTE 2: It isleft to stage 3 specifications how a P-CSCF can determine whether the conditions in the preceding
paragraph are met. An operator may configure all UEs and P-CSCFsin his network not to use support for
managing client-initiated connections (provided there is no roaming). Cf. also the implications of the
indication of support for managing client-initiated connections for the P-CSCF procedures after receiving
SM11.

SMn stands for SIP Message n and CMm stands for Cx message m which has arelation to the authentication process:

SM1:
REGISTER(IMPI, IMPU)

In SM2 and SM3 the P-CSCF and the |-CSCF respectively forwards the SIP REGISTER towards the S-CSCF.

After receiving SM3, if the IMPU is not currently registered at the S-CSCF, the S-CSCF needs to set the registration
flag at the HSS to initial registration pending. Thisis done in order to handle UE terminated calls while the initial
registration isin progress and not successfully completed. The registration flag is stored in the HSS together with the
S-CSCF name and user identity, and is used to indicate whether a particular IMPU of the user is unregistered or
registered at a particular S-CSCF or if the initial registration at a particular S-CSCF is pending. The registration flag is
set by the S-CSCF sending a Cx-Put to the HSS. If the IMPU is currently registered, the S-CSCF shall leave the
registration flag set to registered. At this stage the HSS has performed a check that the IMPI and the IMPU belong to
the same user.
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The S-CSCF shall determine the type of authentication based on the rulesin Annex P. If the IMS registration request is
related to SIP Digest, then the procedures below apply.

Upon receiving the SIP REGISTER the S-CSCF shall use a SIP Digest Authentication Vector (SD-AV) for
authenticating the user. If the SS-CSCF has no valid SD-AV for the specific IMPI, then the S-CSCF shall send a request
for SD-AV(s) to the HSS in CM1 where the number m of SD-AVswanted isegual to 1.

CM1:
Cx-AV-Req(IMPI, m)

Upon receipt of arequest from the S-CSCF, the HSS sends one SD-AV to the S-CSCF using CM2. The SD-AV
consists of the qop (quality of protection) value, the authentication algorithm, realm, and a hash, called H(A1), of the
IMPI, realm, and password. Refer to RFC 2617 [12] for additional information on the values in the authentication
vector for SIP Digest based authentication.

The gop value shall be set to "auth” since SIP Digest, as used in IMS, can only provide authentication, not message
integrity.

CM2:
Cx-AV-Reg-Resp(IMPI, realm, algorithm, qop, H(A1) )

The S-CSCF generates a random nonce, stores H(A1) and the nonce against the IMPI, and then sends a SIP 401
Auth_Challengei.e., an authentication challenge towards the UE including the nonce in SM4. It also includes the realm,
gop and algorithm parameters. RFC 2617 [12] specifies how to populate the parameters of a 401 Auth_Challenge.

SM4:
401 Auth_Challenge(IMPI, realm, nonce, gop, algorithm)

The I-CSCF forwards the SIP 4xx Auth_Challenge message towards the P-CSCF as SM5.
When the P-CSCF receives SM5 it shall forward the message to the UE.

SM6:
401 Auth_Challenge(IMPI, realm, nonce, gop, algorithm)

Upon receiving the challenge, SM6, the UE generates a cnonce. It then uses the cnonce as well as parameters provided
in the SM6 such as nonce and qop to calculate an authentication response according to RFC 2617 [12]. Thisresponse
and other parameters are put into the Authorization header and sent back towards the network in SM7.

SM7:
REGISTER(IMPI, realm, nonce, response, cnonce, qop, nonce-count, algorithm, digest-uri)

NOTE 3: As specified in RFC 3261 [6], when the P-CSCF receives a SIP reguest from the UE, the P-CSCF checks
the IP addressin the "sent-by" parameter of the Via header field provided by the UE. If the "sent-by"
parameter contains a domain name, or if it contains an | P address that differs from the packet source | P
address, the P-CSCF adds a "received" parameter to that Via header field value. This parameter contains
the source | P address from which the packet was received.

The P-CSCF forwards the authentication response in SM8 to the I-CSCF, which queries the HSS to find the address of
the S-CSCF. In SM9 the |-CSCF forwards the authentication response to the S-CSCF.

Upon receiving SM9 containing the response, the S-CSCF cal culates the expected response using the previously stored
H(A1) and stored nonce together with other parameters contained in SM9 (e.g., cnonce, nonce-count, qop, as specified
in RFC 2617 [12]) and uses this to check against the response sent by the UE. If the check is successful then the user
has been authenticated and the IMPU is registered in the S-CSCF. If the IMPU was not currently registered, the
S-CSCF shall send a Cx-Put to update the registration-flag to registered. If the IMPU was currently registered the
registration-flag is not altered.
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NOTE 4. Depending on itslocal security policy, the SSCSCF may delete H(A1) immediately after checking the
Digest response, but this may then lead to an increased exposure of H(A1) on the Cx-interface asH(A1)
would then have to be fetched from the HSS more often.

It shall be possible to implicitly register IMPU(S) (see clause 4.3.3.4in TS 23.228 [3]). All the IMPU(s) being implicitly
registered shall be delivered by the HSS to the S-CSCF and subsequently to the P-CSCF. The S-CSCF shall regard all
implicitly registered IMPU(s) as registered IMPU(s).

When an IMPU has been registered this registration will be valid for some period of time. Both the UE and the S-CSCF
will keep track of atimer for this purpose but the expiration time in the UE is smaller than the onein the S-CSCF in
order to make it possible for the UE to be registered and reachable without interruptions. A successful registration of a
previously registered IMPU (including implicitly registered IMPUs) means the expiry time of the registrationis
refreshed.

If the user has been successfully authenticated, the S-CSCF sends a SM10 SIP 2xx Auth_OK message to the |-CSCF
indicating that the registration was successful. The 2xx Auth_OK message contains the Authentication-Info header with
aresponse digest as specified in RFC 2617 [12]. The response digest allows the UE to authenticate the HN.

In SM11 the I-CSCF forwards the SIP 2xx Auth_OK towards the P-CSCF.

The P-CSCF associates the UE's packet source | P address along with the "sent-by" parameter of the Via header, cf. RFC
3261 [6], of the REGISTER message with the IMPI and al the successfully registered IMPUs related to that IMPI. If
managing of client-initiated connections as defined in RFC 5626 [32] is used then the P-CSCF shall also include the
UE's packet source port of the REGISTER message as part of the association. The P-CSCF stores the associated
parametersin an | P address check table. If managing of client-initiated connectionsis not used then the P-CSCF shall
overwrite any existing entry in the | P address check table which has the same | P address, but a different IMPI. If
managing of client-initiated connections is used then the P-CSCF shall overwrite any existing entry in the IP address
check table which has the same (I P address, port) pair, but adifferent IMPI.

The P-CSCF forwards the SIP 2xx AUTH_OK towards the UE.

NOTE 5: If a P-CSCF associated the port with the IMPI even when managing of client-initiated connections was not
used then the UE would be unnecessarily restricted in opening new connections during aregistration. The
restriction is unavoidable in the presence of NAT.

Upon receiving SM 12, the UE shall calculate the expected response from the HN as described in RFC 2617 [12]. To
authenticate the HN, the UE shall compare its expected response to the response provided by the HN. If the comparison
fails the UE shall abort the communication.

N.2.1.2 Authentication Requirements for Non-registration Messages

For the purposes of this subsection, the name "authentication" is used synonymously with "message origin
authentication”.

The IP address check table (cf. subclause N.2.1.1) shall be used by the P-CSCF to identify the initiator of subsequent
requests as follows: one of the public user identities associated with the packet |P address (and port if applicable) is
selected and asserted to the S-CSCF according to the rulesin TS 24.229 [8], subclause 5.2.6.3.

In addition, subsequent requests (e.g. INVITE) may be authenticated with SIP Digest, as described in the following:

NOTE 1: The assertion of IMPUs based on checks of IP address (and ports if applicable) provides areasonable level
of security only in environments where the risk from source | P address and port spoofing or from IP
address re-assignment unnoticed by the SIP application is sufficiently low. If the environment does not
fulfill this condition then it is recommended to use SIP Digest in conjunction with either TLS, as
specified in Annex O of this specification, or with the SIP Digest proxy authentication mechanism as
specified in this subclause. It is not part of this specification to determine which environments fulfill the
conditionsin this NOTE. Thisisleft to specifications, possibly maintained by standardization bodies
other than 3GPP, describing these environments. More details on the usage of the authentication
mechanisms for non-registration messages are provided in Annex Q (informative).

When the S-CSCF receives a SIP request with a method other than the REGISTER method from the UE, the S-CSCF
may perform authentication on the SIP request according to the operator's policy and according to the following
procedures.
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- If therequest does not contain a Proxy-Authorization header or the Proxy-Authorization header does not
contain adigest response the S-CSCF shall send a 407 (Proxy Authentication Required) response to challenge
the UE. The 407 response shall contain digest challenge parameters in a Proxy-Authenticate header as defined
by RFC 2617 [12]. The challenge parameters, with the exception of the nonce, shall be taken from the same
SD-AYV as used for the last successful registration or re-registration message of the UE. The nonce shall be
generated freshly by the S-CSCF. Upon receiving the challenge the UE shall extract digest challenge
parameters from the Proxy-Authenticate header field and calculate a digest response asindicated in RFC
2617[12]. The UE should store the received digest challenge. The UE then sends a new request to the network
containing a Proxy-Authorization header in which the header fields are populated as described in RFC 2617
[12] using the calculated digest response. Upon receiving the new request which contains a digest response, the
S-CSCF verifies the user"s identity by validating the digest response information (e.g. the nonce-count)
contained in the Proxy-Authorization header field against the expected information based on the same SD-AV
as used for generating the challenge;

NOTE 1a Authorization (used for registration messages, cf. sub-clause N.2.1.1) and Proxy-Authorization (used for
non-registration messages, this sub-clause) are handled by logically separated protocol engines and thus
each mechanism has its own nonce, cnonce and nonce-count parameters.

NOTE 1b: The usage of the same SD-AV for authentication of non-registration messages and of registration
messages requires the storage of the SD-AV in S-CSCF during the authentication of registration messages
(cf. subclause N.2.1.1), asretrieval of AVsfrom HSSis only specified for handling of registration
messages. |n case of dynamic password change (cf. clause N.2.5), the SD-AV (or SD-AV's) used for
generating the challenge(s) are specified in clause N.2.5.

- If the check is successful then the request has been authenticated, and the S-CSCF sends a 2xx AUTH_OK
towards the UE;

- If the check fails, based on local policy the S-CSCF may choose to re-challenge the user by using the same
procedure described in this subclause, or reject the request by sending a 403 response.

When the UE isto send anon-REGISTER SIP request it should first check whether it has a digest challenge stored
which was previously received in a Proxy-Authenticate header. If such adigest challenge is available in the UE the UE
should use it together with the nonce-count mechanism as specified in RFC 2617 [12] to calculate a digest response,
include the digest response in a Proxy-Authorization header and send this header together with the non-REGISTER SIP
request.

NOTE 2: According to RFC 2617 [12], the S-CSCF may send a 407 (Proxy Authentication Required) as a response
to any non-REGISTER request, indicating that the nonce is stale and the digest response shall be
recomputed using the fresh challenge sent in the same 407 message.

When the S-CSCF has successfully used the SIP Digest proxy authentication mechanism it shall check if the public user
identity asserted by the P-CSCF belongs to the implicit registration set (i.e. the public user identities associated with the
authenticated user). If the check is not successful the S-CSCF shall reject the non-registration request.

NOTE 3: Such aregjection may occur when one of the conditions mentioned in NOTE 1 is not fulfilled.

NOTE 4: When TLS according to Annex O is used, or when |Psec according to the main body or Annex M is used,
then the failure conditions mentioned in NOTE 1 and Annex Q.3 cannot occur, and the public user
identity asserted by the P-CSCF isreliable.

N.2.2 Authentication failures

N.2.2.1 User Authentication failure

If the S-CSCF detects the user authentication failure due to an incorrect response (received in SM9), the S-CSCF sends
afailure notification to the UE. The S-CSCF shall set the registration-flag in the HSS to unregistered or Not registered
if the IMPU is not currently registered. To set the flag the S-CSCF sendsin CM 3 a Cx-Put to the HSS as shown in
Figure5. If the IMPU is currently registered, the S-CSCF does not update the registration flag. The HSS responds to
CM3 with a Cx-Put-Resp in CM4.

In SM 10 the S-CSCF sends a 4xx Auth_Failure towards the UE indicating that authentication has failed. No security
parameters shall be included in this message.
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SM10:
SIP/2.0 4xx Auth_Failure

N.2.2.2 Network authentication failure

For network authentication failures, the flow isidentical asfor the successful registrationin N.2.1 up to SM12. After
receipt of the 2xx Auth_OK, the UE shall attempt to validate the response digest. If the response digest authentication
fails, the UE shall consider registration as failed and may start a new registration.

N.2.2.3 Incomplete Authentication

When the S-CSCF receives a new REGISTER request and challenges this request, it considers any previous
authentication to have failed. It shall delete any information relating to the previous authentication, although the S-
CSCF may send aresponse if the previous challenge is answered. A challenge to the new request proceeds as described
inclause N.2.1.

If the S-CSCF does not receive aresponse to an authentication challenge within an acceptable time, it considers the
authentication to have failed. If the IMPU was not already registered, the S-CSCF shall send a Cx-Put to the HSS to set
the registration-flag for that IMPU to Not registered or unregistered (see message CM 3 in clause 6.1.2.2). If the IMPU
was aready registered, the S-CSCF does not change the registration-flag.

N.2.3  SIP Digest synchronization failure

For SIP Digest based authentication, the UE can not detect synchronization failures when processing SM6 but the S-
CSCF can check if the nonce valuein SM9 isinvalid with avalid digest for that nonce (indicating that the client knows
the correct username/password) to determine that a synchronization failure has occurred.

Another possible synchronization failure may occur (e.g. during areplay attack) when the nonce-count value (sent by
the UE) is different from the one expected by the network. In order to detect such a synchronization failure, the S-CSCF
shall store the value of the nonce-count value sent by the specific UE (in the SM7) during the last successful
authentication.

In both of these situations, the S-CSCF shall reject the request and send out the challenge (i.e., SM4) again using a new
nonce. The stale parameter in the www-Authenticate header is set to TRUE (case-insensitive) in this message.

For SIP Digest, when the UE receives the challenge with the stale parameter in the www-Authenticate header set to
TRUE, it shall retry the REGISTER request with a new response with Digest computed over the new nonce (i.e.,
starting from SM7 in Figure N.1).

N.2.4 Network Initiated authentications

In order to authenticate an already registered user, the S-CSCF shall send arequest to the UE to initiate are-registration
procedure. When received at the S-CSCF, the re-registration shall trigger a new SIP Digest procedure that will allow the
S-CSCF to re-authenticate the user.

The UE shall initiate the re-registration on the reception of the Authentication Required indication. In the event that the
UE does not initiate the re-registration procedure after the request from the S-CSCF, the S-CSCF may decide to de-
register the subscriber or re-issue an Authentication-Required.

N.2.5  Support for dynamic password change

SIP Digest relies on the use of passwords. This clause specifies the requirements on the HSS and the S-CSCF for
supporting a change of this password in a dynamic way, while not disrupting ongoing communication.

A user and his home network may agree on a new password for SIP Digest by a secure password change mechanism,
which is outside the scope of this specification. As part of this process, the new password will be stored in the HSS. It is
assumed here that the new password is stored in the HSS only after the user confirmed receipt of the new password as
part of the secure password change mechanism.

NOTE 1: Such a secure password change mechanism may be e.g. realized through the use of an online portal.
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The HSS and the S-CSCF shall support the possibility for the HSS to push a new entry for the hash value H(A1), of the
IMPI, realm and password to the S-CSCF currently serving the user. The HSS shall be able to send such aH(A1) push
message at any time independent of other communication on the Cx interface.

NOTE 2: It isrecommended that the secure password change mechanism updates the password in the HSS with
minimal delay, and the HSS sends such a push message to the S-CSCF immediately after the new
password entry in the HSS has occurred in order to avoid the situation that a user has already taken the
new password into use while the H(A1) is not yet available in the S-CSCF.

When the S-CSCF receives a new H(A1) from the HSS via a push message it shall store the new H(A1) and take it into
use at the next occasion.

NOTE 3: The text in this clause does not preclude the possibility that the HSS initiates a user de-registration or the
S-CSCF triggers a network-initiated authenticated re-registration when it suspects a password
compromise. De-registration would result in the loss of ongoing sessions, while authenticated re-
registration would not. Network-initiated authenticated re-registration as a measure against suspected
password compromise would therefore only be acceptable if areasonably fast password change
mechanism was available.

To avoid password synchronization problems during password change that could lead to service interruption, the
following approach may be applied as an implementation option. When the S-CSCF receives a new H(A1) from the
HSS via a push or pull message it may keep at most one already stored H(A1). If the S-CSCF hastwo H(A1) for the
user then, if authentication using one of the H(A1) valuesfails, the S-CSCF may continue trying to verify the Digest
response using the other H(A1) value. After a successful verification using the new H(A1) value, the S-CSCF should
delete the old H(A1). If the S-CSCF has already two H(A1) stored, and yet another H(A1) is pushed or pulled to the S-
CSCF, then the S-CSCF should del ete the oldest H(A 1) not yet successfully used.

NOTE 4: The possibility for the S-CSCF to store two H(A1)needs to consider the fact that a user may be slow in
taking the new H(A1) into use. An S-CSCF could receive more than one H(A1) pushed or pulled from the
HSS between two SIP requests received from the user when the user for some reason changes his
password repeatedly. In this case the last sentence of the previous paragraph applies.

NOTE 5: It isimplementation dependent in which order the S-CSCF tries the stored H(A1) values. As a default
setting, it is suggested that the S-CSCF try aH(A1) received later before aH(A1L) received earlier. It is
recommended that older H(A1) are deleted some time after receiving a new H(A1), even if the new
H(A1) valueis not successfully used. A typical value for such timeis recommended to be in the order of a
few minutes to give the user enough time to take the new password into use. It is also recommended that a
user isinformed to stop using the old password immediately after having received a new one. An old
password in the UE should be deleted as soon as a new password is available in the UE.

NOTE 6: The above mechanism assumes that the user actively changes the password, and keeps both the old and
new password confidential. In the event the user's password is changed due to the fact that it is
compromised (e.g., loss of terminal etc), the usage of the above mechanism can lead to service misuse
during the time the old password remains active asit is not immediately revoked. For such scenarios, an
administrative de-registration prior to password change would ensure that the old H(AZ1) is not kept in the
S-CSCF.
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Annex O (normative):
Enhancements to the access security to enable TLS

0.1 TLS

0.1.1 TLS Access Security

TLS access security and the requirements in this Annex shall not apply to access networks defined in 3GPP
specifications.

SIP Digest, as specified in Annex N, shall be used when TLS access security, as specified in Annex O, is used.
The provisionsin Annex O are optional for implementation. The provisionsin Annex O are optional for use.

NOTE: If the risk of man-in-the-middle attacks in the access network between UE and P-CSCF cannot be ruled out
then the operator should configure the UEs such that the UEs always use either TLS, according to Annex
O, or IPsec, according to the main body or Annex M, or abort the communication. Otherwise, thereisa
risk of a man-in-the-middle bidding down the UE to "no signalling security” without the P-CSCF even
noticing, even when both, the UE and P-CSCF support TLS and want to useit.

0.1.2 Confidentiality protection

Operators shall take care that the deployed confidentiality protection solution and roaming agreements fulfils the
confidentiality requirements presented in the local privacy legislation.

When TLSis used to protect signalling information between the UE and the P-CSCF, the following confidentiality
mechanisms are provided for TLS based access security:

1. Negotiation of TLSrelated confidentiality protection features shall take place at the TLS layer as specified in
clause O.2.

2. The UE shall dways offer TLS CipherSuites to the P-CSCF to be used for the session, as specified in RFC 2246
[34] and clause O.2.1.

3. The P-CSCF shall decide which TLS CipherSuites are used, as specified in RFC 2246 [34].
Confidentiality between CSCFs, and between CSCFs and the HSS shall rely on mechanisms specified by Network
Domain Security in TS 33.210 [5].
0.1.3 Integrity protection

When TLSis used to protect signalling information between the UE and the P-CSCF, the following integrity
mechanisms are provided for TLS based access security:

1. Negotiation of TLS related integrity protection features shall take place at the TLS layer.

2. The UE shall always offer TLS CipherSuites for P-CSCF to be used for the session, as specified in RFC 2246
[34] and clause O.2.1.

3. The P-CSCF shall decide which TLS CipherSuites are used, as specified in RFC 2246 [34].

4. The UE and the P- CSCF shall both verify that the datais sent and received according to RFC 2246 [34]. This
verification is also used to detect if the received data has been tampered with.

5. Replay attacks and reflection attacks shall be mitigated by using the mechanism provided by TLS.

6. UE and P-CSCF shall verify the identities of the TL S session endpoints according to clause O.2.1.
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Integrity protection between CSCFs and between CSCFs and the HSS shall rely on mechanisms specified by Network
Domain Security in TS 33.210 [5].

0.1.4  TLS integrity protection indicator

For REGISTER messages protected by TLS according to this Annex, the P-CSCF shall attach an appropriate indicator
to the message when forwarding it to the S-CSCF. Thisindicator shall enable the S-CSCF to distinguish between
protection by 1Psec according to the main body or Annex M and protection by TLS according to this Annex. For more
details on the use of thisindicator cf. clause O.2.2. When a REGISTER message is not protected by TLS the P-CSCF
shall not include any indication about integrity protection by TLS in the messages.

0.2 TLS Session set-up procedure

0.2.1  TLS Profile for TLS based access security
The UE and the P-CSCF shall support the TLS version as specified in RFC 2246 [34].
- Protection mechanisms:

- TheUE and P-CSCF shall support the CipherSuites TLS RSA_WITH_3DES EDE_CBC_SHA and
TLS RSA_WITH_AES 128 CBC_SHA. All other CipherSuites as defined in RFC 2246 [34] and RFC
3268 [33] are optiona for implementation.

- CipherSuites with NULL encryption may be used. If NULL encryption isimplemented and used,
TLS RSA_ WITH_NULL_SHA shall be supported as defined in RFC 2246 [34]. The UE shall always
include at least one CipherSuite that supports (non-NULL) encryption during the handshake phase.

- CipherSuites with NULL integrity protection (or HASH) are not allowed.

- The key exchange method shall not be anonymous. Hence CipherSuites with anonymous Diffie-Hellman key
exchange (all CipherSuites with key exchange algorithm DH_anon or DH_anon_EXPORT) are not allowed.

- RFC 2246 [34] supports the negotiation and use of compression methods. However, since these methods are
not specified within RFC 2246 [34], compression shall not be used.

- Authentication of the P-CSCF

- The P-CSCF shall be authenticated by the UE as specified in RFC 2246 [34] by presenting avalid server
certificate. The P-CSCF certificate profile shall be based on TLS certificates as presented in clause O.5.1.

- Authentication of the UE

- The P-CSCF shall not request a certificate in a Server Hello Message from the UE. The HN shall
authenticate the UE as specified in Annex N of this specification.

- Verification of the TLS session endpoints

- Inorder for the UE to be ableto trust the TL S session endpoint, the P-CSCF certificate shall be used during
the authentication procedure.

- Inorder for the P-CSCF to be able to trust that the UE, which was authenticated according to Annex N, isthe
TLS session endpoint, the P-CSCF shall use the mechanism for associating the TLS Session ID with
registration parameters | P address, port, IMPI, IMPU(s), specified in clause O.2.2, and shall have assurance
that man-in-the-middle attacks can be mitigated, e.g. by following the rulesin the NOTE in clause O.1.1.

- TLS session parameters
- The TLS Handshake Protocol negotiates a session, which isidentified by a Session ID.

- Thelifetime of aSession ID is subject to local policies of the UE and the P-CSCF. A recommended
lifetimeis one hour (or at least more than the re-REGISTRATION time out). The maximum lifetime
specified in RFC 2246 [34] is 24 hours. The procedure for TLS session re-negotiation in IMS is specified
in clauses 0.4.1 and O.4.2.
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- Ports

- The P-CSCF shall be prepared to accept TLS session requests on port 5061 or on a port published by the
operator.

- Forwarding requests

- The procedures for forwarding requests by the edge proxy in RFC 5626 [32] shall apply to the P-CSCF when
managing TL S connections.

NOTE 1: The use of RFC 5626 [32] in conjunction with TLSis needed so that terminating requests can re-use an
existing TLS connection.

0.2.2  TLS session set-up during registration

The TLS session set-up procedure is necessary in order to decide what security services to apply and when the security
services start. Inthe IM S, authentication of usersis performed during registration. Subsequent signalling
communications in this session will be integrity protected based on the TL S session that was established during the
authentication process.

The set-up of the TL S session between the UE and the P-CSCF is based on the TLS profile specified in clause O.2.1.
The sip-sec-agree negotiation according to RFC 3329 [21] is performed during the registration procedure to negotiate
the choice of the security mechanism. Annex H of this specification describes the parameters of RFC 3329 [21] for the
set-up of TLS sessions.

The following describes how TL S session set-up isintegrated with the initial registration procedure described in Annex
N.1:

Up to and including message SM6 received by the UE, the procedures for the cases with and without TLS are identical,
except for the following:

- In SM1 the UE includes sip-sec-agree negotiation headers according to RFC 3329 [21], which must include one
header with value "tIs" (cf. annex H), if TLSisto be used.

- In SM 6 the P-CSCF includes sip-sec-agree negotiation headers, which must include one header with value "tls’
and the highest g-value of all security mechanisms common to UE and P-CSCF (cf. annex H), if TLSisto be
used.

After receiving SM6, when TLS was selected by the P-CSCF the procedure continues as follows:

- the UE performs a TLS handshake with the P-CSCF; the UE shall not re-use an existing TLS connection for
initial registrations;

- after successful establishment of a TLS connection, the UE sends SM7 over this TL'S connection, including sip-
sec-agree negotiation headers,

- the P-CSCF then sends SM8, together with a TLS integrity protection indicator indicating the logical value
"authentication pending".

- the S-CSCF receives this message as SM9 and treats it according to Annex N. If the authentication of the UE is
successful the S-CSCF shall associate the registration with the local state "tls-protected”.

- when the P-CSCF receives message SM 11 (200 OK) it shall associate the UE's | P address and port of the TLS
connection with the TLS Session ID, the IMPI and all the successfully registered IMPUs related to that IMPI.
From this point on, the P-CSCF shall not accept any SIP signalling messages outside the TLS connection other
than REGISTER messages, messages relating to emergency services in accordance with [8] and [31], and error

messages.

- after the UE hasreceived SM12 it shall not accept any SIP signalling messages outside the TL S connection other
than responses to REGISTER messages, messages relating to emergency services in accordance with [8] and
[31], and error messages.

An S-CSCF shall accept a REGISTER message with a TLS integrity protection indicator indicating "authentication
pending" only if it contains a verifiable Digest value computed over avalid challenge according to Annex N.
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NOTE: The S-CSCF may have alocal security policy to treat messages other than initial REGISTER messages,
messages relating to emergency services, and error messages, differently depending on whether the
registration is associated with the state "tls-protected”.

0.3 Error cases in the set-up of TLS sessions

0.31 Error cases related to TLS

Errorsrelated to SIP Digest failures are specified in Annex N. However, this clause additionally describes how these
shall be treated, related to security setup.

0.3.1.1 User authentication failure

If the UE response does not match with the response calculated by the S-CSCF, the authentication of the user fails at the
S-CSCF. The S-CSCF shall send a 4xx Auth_Failure message to the UE, viathe P-CSCF. Afterwards, both the UE and
the P-CSCF shall close the TLS connection and delete the associated TLS session if one was established.

0.3.1.2 Network authentication failure

If the UE is not able to successfully authenticate the network due to failed validation of the P-CSCF certificate, the UE
shall send an alert message to the P-CSCF, which includes the failure information as specified in RFC 2246 [34].

0.3.1.3 Synchronisation failure

When the UE receives the challenge with the stale parameter in the www-Authenticate header set to TRUE, the UE
shall retry the REGISTER request with a new encrypted response. The existing TLS session shall be used for the retry.

0.3.14 Incomplete authentication

If the UE responds to an authentication challenge from a S- CSCF, but does not receive a reply before the request times
out, the UE shall start a new registration procedure if it still requires any IM services.

0.3.2  Error cases related to the Security-Set-Up

The requirementsin clauses 7.3.2.1 and 7.3.2.2 apply.

0.4 Management of TLS sessions

0.4.1 Management of TLS sessions at the UE

The UE shall be involved in only one registration procedure at atime, i.e., the UE shall remove any data relating to any
previous incomplete registrations, including any TLS connection and session successfully created in a previous
incomplete registration procedure.

The UE may initiate a TL'S session renegotiation at any time. When the UE receives a HELL O request from the P-
CSCEF it should initiate a renegotiation. The UE shall send all TL'S session renegotiation messages inside the existing
TL S connection, according to RFC 2246 [34].

When the TLS connection is lost the UE shall initiate a registration procedure according to Annex N.

0.4.2 Management of TLS sessions at the P-CSCF
Thelifetime of the TLS session negotiated between the UE and the P-CSCF is subject to local policies.

The P-CSCF may trigger a TL S session renegotiation at any time by sending a HEL L O request message to the UE. The
P-CSCF shall send this message and all TL S session renegotiation messages inside the existing TLS connection,
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according to RFC 2246 [34]. According to its local policy, the PCSCF may abort the communication if the UE does not
initiate a TL S session renegotiation.

When the TL S session renegotiation is successfully completed, the P-CSCF shall replace the old Session ID with the
new TLS Session ID associated with the UE's | P address and port of the TLS connection, the IMPI and all the
successfully registered IMPUs related to that IMPI, cf. clause O.2.2.

The P-CSCF shall accept TL S handshake messages outside TL S connections associated with an existing registration
only during aregistration procedure according to Annex N.

0.4.3  Authenticated re-registration
If the UE has an already active TLS session, then it shall use this to protect the REGISTER message for re-registration.

When the P-CSCF receives a REGISTER message protected by a TLS session whose TLS Session ID is associated with
an IMPI from a previously successful registration (cf. O.2.2), then the P-CSCF shall verify that the IMPI in the
REGISTER matches the IMPI associated with the TLS Session ID. If the IMPIs match, then the P-CSCF shall forward
this REGISTER message together with a TLS integrity protection indicator indicating the logical value "authentication
complete".

When the S-CSCF receives a REGISTER message with a TLS integrity protection indicator indicating the logical value
"authentication complete” it may authenticate the user by means of SIP Digest, according to the local security policy of
the S-CSCF.

If the UE considersthe TL S session no longer active at the P-CSCF, e.g., after receiving no response to several
protected messages, then the UE should send an unprotected REGISTER message. In this case, the S-CSCF shall
determine the applicable authentication scheme according to Annex P.

0.5 TLS Certificate Profile and Validation

0O.5.1 TLS Certificate

X.509 digital certificates [35] shall be used for authentication in TLS. All X.509 certificates shall be signed by a trusted
party. The SHA-1 and SHA-256 hash functions shall be mandatory to support for certificate generation/verification. For
security reasons, the use of SHA-1 is not recommended for newly created certificates and CRLSs.

NOTE: For interworking with pre-Release 9 elements, usage of SHA-1 in certificates may be required for some
time. However, it islikely that in a future 3GPP release, certificates which use SHA-1 asthe hash
agorithm will be prohibited.

The certificates shall be profiled as follows:

TLS Server Certificates

Subject Name Form | C=<Country>
O=<Company>
CN=<FQDN>

Additional fields may be present in the subject name.

FQDN isthe server"sfully qualified domain name (e.g.,
server.example.com). Only asingle FQDN is alowed in the CN field.

Intended Usage These certificates are used to authenticate TL S handshake exchanges (and
encrypt when using RSA key exchange).

Validity Period Set by operator policy

Modulus Length 1024, 1536, 2048
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Extensions KeyUsage| critical](digital Signature, keyEncipherment)
extendedK eyUsage (id-kp-serverAuth, id-kp-clientAuth)

authorityKeyldentifier (keyl dentifier=<subjectKeyldentifier value from CA
cert>)

0.5.2 Certificate validation

TLS certificates shall be verified as part of a certificate chain that chains up to atrusted Root certificate. The chain may
contain intermediate Certification Authority (CA) certificates.

Usually the first certificate in the chain is not explicitly included in the certificate chain that is sent by the P-CSCF to
the UE. In the cases where the first certificate is explicitly included, it shall already be known to the verifying party
ahead of time and shall not contain any changes to the certificate, with the possible exception of the certificate serial
number, validity period and the value of the signature. |f changes other than the certificate serial number, validity
period and the value of the signature exist in the root certificate that was sent by the P-CSCF to the UE in comparison to
the known root certificate, the UE shall conclude that the certificate verification has failed.

UEs shall build the certificate chain and validate the TLS certificate according to the " Certificate Path Vaidation"
procedures described in [35]. In general, X.509 certificates support aliberal set of rulesfor determining if the issuer
name of a certificate matches the subject name of another. The rules are such that two name fields may be declared to
match even though a binary comparison of the two name fields does not indicate a match. [35] recommends that
certificate authorities restrict the encoding of name fields so that an implementation can declare a match or mismatch
using simple binary comparison. Accordingly, the DER-encoded thsCertificate.issuer field of a certificate shall be an
exact match to the DER-encoded thsCertificate.subject field of itsissuer certificate. Animplementation may compare
an issuer name to a subject name by performing a binary comparison of the DER-encoded thsCertificate.issuer and
thsCertificate.subject fields.

0.5.3 Certificate Revocation

Certificate Revocation Lists (CRLs) may be checked as part of certificate path validation. The CRL profile and how a
UE obtains a CRL is not defined.
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Annex P (normative):

Co-existence of authentication schemes IMS AKA, GPRS-
IMS-Bundled Authentication, NASS-IMS-bundled
authentication, SIP Digest and Trusted Node Authentication

P.1  Scope of this Annex

This Annex is meant to ensure that the same IM S core network entities can be used to support various authentication
schemes defined for Common IMS. In this context, rules are developed how an x-CSCF can decide from a registration
request which authentication scheme to apply. If these rules are not adhered to compatibility problems may arise.

The following authentication schemes are taken into account in this Annex:
- IMS AKA without and with NAT traversal;
- GPRS-IMS-Bundled Authentication (GIBA);
- NASS-IMS-bundled authentication (NBA);
- SIPDigest;
- Trusted Node Authentication (TNA).
These authentication schemes are specified in the following places:
- IMSAKA without NAT traversal is specified in the main body of this specification;
- IMSAKA with NAT traversal is specified in Annex M of this specification;
- SIP Digest without TLSis specified in Annex N of this specification;
- SIP Digest with TLSis specified in Annexes N and O of this specification,;
- NASS-IMS-bundled authentication is specified in Annex R of this specification;
- GPRS-IMS-Bundled Authentication is specified in Annex T of this specification;

- Trusted Node Authentication is specified in Annex U of this specification.

P.2  Requirements on co-existence of authentication
schemes

- It shall be possible to deploy one IMS in a fixed mobile convergence situation.
- Asaminimum it shall be possible to serve both fixed and mobile subscribers at the same S-CSCF.

- Incompatibilities between the authentication schemes considered here shall be avoided.

P.3 P-CSCF procedure selection

When the P-CSCF receives a registration request it shall proceed as follows:

The P CSCF first checks for the presence of an Authorization header in the REGISTER request, and, if present, checks
further for the presence of an "integrity-protected” flag within this header. If the flag is present in the message from the
UE, it shall be removed.
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The P-CSCF shall then check whether the Security-Client header exists in the received REGISTER message:

- If the REGISTER reguest contains a Security-Client header then, for an initial registration, the P-CSCF shall
select the sec-mechanism and mode (cf. Annex H) from the corresponding parameters offered in the Security-
Client header according to its priorities.

= |f the P-CSCF selects the sec-mechanism "ipsec-3GPP" and the mode "trans' it shall perform the
stepsrequired for IMS AKA without NAT traversal.

= |f the P-CSCF selects the sec-mechanism "ipsec-3GPP" and the mode "UDP-enc-tun” it shall
perform the stepsrequired for IMS AKA with NAT traversal.

= If the P-CSCF selects the sec-mechanism "tIs" it shall perform the steps required for SIP Digest
with TLS.

- If the REGISTER request does not contain a Security-Client header, or the P-CSCF does not select any sec-
mechani sm from the Security-Client header, then the P-CSCF shall behave as follows:

= |f the REGISTER request does not contain an Authorization header and was received over an
access networks defined in 3GPP specifications then the P-CSCF shall perform the steps required
for GIBA.

= |If the REGISTER request does not contain an Authorization header and was received over a
TISPAN NASS then the P-CSCF shall perform the steps required for NASS-1IM S-bundled
authentication. If the NBA-related query from the P-CSCF to the TISPAN NASS fails the P-CSCF
shall not continue to perform the NBA-related steps and shall return an error message to the UE.

NOTE_pl: Support for legacy UEs using Digest authentication without an Authorization header is out of scope of
this specification.

= |f the REGISTER request contains an Authorization header and was not received over a TISPAN
NASS then the P-CSCF shall perform the steps required for SIP Digest without TLS.

= |f the REGISTER request contains an Authorization header and was received over a TISPAN
NASS, and the P-CSCF supports both SIP Digest and NBA, then the P-CSCF shall perform the
stepsrequired for NBA as well as the steps required for SIP Digest, unlessit is configured to
behave differently. If the NBA-related query from the P-CSCF to the TISPAN NASS fails the P-
CSCF shall not continue to perform the NBA-related steps.

- For asubsequent registration, the P-CSCF shall continue to use the selected mechanism.

NOTE_p2: Note that Annex N states that SIP Digest authentication shall not apply to access networks defined in
3GPP specifications.

NOTE_p3: The use of Authorization headersin IMS REGISTER requestsis defined in TS 24.229 [8].

NOTE_p4: Theinclusion of an Authorization header in a REGISTER request is optional for NBA and mandatory
for SIP Digest. Therefore, when a REGISTER request received over a TISPAN NASS contains an Authorization
header the P-CSCF cannot know whether the request relates to SIP Digest or NBA unlessit is configured to
select one of the schemes according to certain criteria, e.g. IP address range. The steps required for SIP Digest
and for NBA are not in contradiction. Rather, for NBA the P-CSCF needs to perform additiona steps, namely an
exchange with the TISPAN NASS and an inclusion of NASS location information in the REGISTER request, on
top of the steps required for SIP Digest.

A P-CSCF is said to be 'PANI-aware' if it handles P-Access-Network-Info headers as follows:

- A 'PANI-aware' P-CSCF shall insert a P-Access-Network-Info header containing the "network-provided"
parameter and remove any such header containing the "network-provided" parameter sent by the UE if the
REGISTER request was received over a TISPAN NASS.

- A'PANI-aware’ P-CSCF may insert a P-Access-Network-Info header containing the "network-provided"
parameter and shall remove any such header containing the " network-provided" parameter sent by the UE if
the REGISTER request was not received over a TISPAN NASS.
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NOTE_p5: For the purposes of NBA, the P-CSCF includes NASS location information in the P-Access-Network-
Info header. But, according to TS 24.229 [8], the P-CSCF handles any P-Access-Network-1nfo header
included by the UE transparently, and, hence, an S-CSCF could receive a P-Access-Network-Info header
with false NASS location information inserted by the UE even when the access network is not a TISPAN
NASS. Thiswould negatively impact the security of NASS-IM S-bundled authentication. Therefore, the
removal of a P-Access-Network-Info header with the "network-provided” parameter is mandated for
PANI-aware P-CSCFs even when the access network isnot a TISPAN NASS.

How the P-CSCF knows the access network type of a specific network interface isimplementation-dependent (e.g. it
can know the access network type from different UE | P address ranges or by using different network interfaces for
different access network types).

NOTE_p6: The P-CSCF is not in the path for all authentication techniques. For example, for TNA the Trusted Node
communicates directly with the I-CSCF.

P.4  Determination of requested authentication scheme in
S-CSCF

P.4.1 Stepwise approach

When receiving a REGISTER request the S-CSCF distinguishes among authentication methods using the following
three steps. How these steps are performed is described in subclause P.4.2.

- Step 1: the S.CSCF first checks whether the IMS REGISTER request relates to IMS AKA or not. In the case of
IMS AKA, the S-CSCF shall behave according to this specification. Otherwise, the S-CSCF proceeds to step 2.

- Step la: the S-CSCF checks whether the IMS REGISTER request relatesto TNA or not. In the case of TNA, the
S-CSCF shall behave according to Annex U of this specification. Otherwise, the S-CSCF proceeds to step 2.

- Step 2: for anon-IMS-AKA REGISTER request, the S-CSCF next checks whether the request relates to GIBA.
In the case of GIBA the S-CSCF shall behave according to Annex T of this specification. Otherwise, the
S-CSCF proceedsto step 3.

- Step 3: In step 3, the S-CSCF requests the HSS to perform the distinction among SIP Digest and NBA.

NOTE _p6: Thedistinctionsin steps 1 and 2 are required because the records of an IMS AKA or GIBA user may
reside on an HSS of an earlier release. Such an HSS requires the authentication scheme to be determined
by the S-CSCF according to the specification for IMS AKA and GIBA.

For subsequent REGISTER requests, the authentication scheme shall not change.

P.4.2 Mechanisms for performing steps 1to 3in P.4.1
Step 1:

The S-CSCF checks for the presence of an Authorization header in the REGISTER request, and, if present, checks
further for the presence of an "integrity-protected" flag within this header. If the flag is present and has either the value
'ves or the value 'no' the S-CSCF concludes that the REGISTER request relatesto IMS AKA.

NOTE_p7: the "integrity-protected" flag and its values are defined in TS 24.229 [8].
Step la:

The S-CSCF checks for the presence of an Authorization header in the REGISTER request, and, if present, checks
further for the presence of an "integrity-protected" flag within this header. If the flag is present and has the value "auth-
done" the S-CSCF concludes that the REGISTER request related to TNA.

Step 2:
The S-CSCF then shall proceed as follows:
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If there is no Authorization header in the REGISTER request, and there is no P-Access-Network-Info header
containing the "network-provided" parameter, in which the access-type parameter indicates TISPAN NASS,

then GIBA is used.
Otherwise, the S-CSCF proceeds to step 3.
Step 3:
This step rests on three conditions:

1) The S-CSCF shall know, e.g. using the mechanism in clause P.5, which P-CSCFs in the home network are
PANI-aware in the sense of clause P.3.

2) It shall be ensured that P-CSCFs in the home network, which are not PANI-aware, do not connect to TISPAN
NASS.

3) A user always uses either NBA or SIP Digest, but not sometimes NBA and sometimes SIP Digest.

If the S-CSCF supports both SIP Digest and NBA, the S-CSCF shall send an authentication request to the HSS
indicating that the authentication scheme is unknown. The S-CSCF shall infer the authentication scheme used by the
subscriber from authentication regquest response by the HSS.

If the returned authentication scheme is NBA the S-CSCF shall proceed with this authentication only if the P-CSCF is
in the home network and 'PANI-aware'.

If the returned authentication scheme is SIP Digest the S-CSCF will learn from the "integrity-protected” flag in the
subsequently received REGISTER request containing the challenge response whether SIP Digest with or without TLSis
used.

If the S-CSCF supports NBA but not SIP Digest, the S-CSCF shall send an authentication request to the HSS indicating
that the authentication scheme is either NBA or unknown. The S-CSCF shall infer the authentication scheme used by
the subscriber from authentication request response by the HSS. If the returned authentication scheme is NBA the S
CSCF shall proceed with this authentication only if the P CSCF isin the home network and ‘PANI-aware'.

If the S-CSCF supports SIP Digest but not NBA, the S-CSCF shall send an authentication request to the HSS indicating
that the authentication scheme is either SIP digest or unknown. The S-CSCF shall infer the authentication scheme used
by the subscriber from authentication request response by the HSS. If the returned authentication scheme is SIP Digest
the S-CSCF will learn from the "integrity-protected” flag in the subsequently received REGISTER request containing
the challenge response whether SIP Digest with or without TLS is used.

P.5 Co-existence of PANI-aware and other P-CSCFs

This section introduces a configuration-based solution, which enables an S-CSCF to serve both PANI-aware P-CSCFs
and P-CSCFsthat are not PANI-aware.

Configuration-based solution:

The S-CSCF shall be configured in such away that it knows which P-CSCFs are PANI-aware, according to section P.3.
The S-CSCF knows the P-CSCF which forwarded the registration request from the Via header.

NOTE_p10: Both EIS and NBA require the P-CSCF to be in the home network. This may help in realising the
configuration-based solution.

Editor"s note; It is ffs whether a protocol- based solution should be added. In such a solution, a PANI-aware
P-CSCF could include an indication about its capability to handle the " P-Access-Network-1nfo" header
correctly, according to section P.3, in an appropriate header field.

P.6 Considerations on the Cx interface

The specification of certain Cx commandsin TS 29.228 [39] requires the inclusion of a private user identity (IMPI).
When aregistration request is sent without an Authorization header then such a private user identity is not available.
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For GIBA, an Authorization header is never included in aregistration request. However, it is specified for GIBA in TS
23.003 [46] how to create the private and temporary public user identity, and in TS 24.229 [8] (c.f., clause 5.3.1.2) how

to derive a private user identity from a public user identity. This derived private user identity is then used in Cx
commands.

For NBA theinclusion of an Authorization header in aregistration request is optional. However, it is specified for

NBA in TS 24.229 [8] (c.f., clause 5.3.1.2) how to derive a private user identity from a public user
identity. This derived private user identity is then used in Cx commands.

ETSI



3GPP TS 33.203 version 9.5.0 Release 9 84 ETSI TS 133 203 V9.5.0 (2010-10)

Annex Q (informative):
Usage of the authentication mechanisms for non-registration
messages in Annexes N and O

Q.1 General

The name 'authentication mechanism' is used here synonymously with ‘'mechanism for message origin authentication'.
The following three authentication mechanisms for non-registration messages, which can only be used in conjunction
with SIP Digest authentication for registrations, are included in Annexes N and O:

- TLS
In this procedure, the P-CSCF associates source I P address and port of the TLS connection withthe TLS
Session ID, the IMPI and all the successfully registered IMPUs related to that IMPI. The P-CSCF uses this
association later, when receiving non-registration messages, to assert identities to the S-CSCF based on the
TLS connection over which the packet was received, cf. Annex O.2. For more information on the assertion of
identities cf. below. TLSisoptional according to Annex O.

- |P address check:
In this procedure, the P-CSCF associates | P address and, if managing of client-initiated connections as
defined in RFC 5626 [32] is used, also the source port of the packet in which the REGISTER message was
received, with the identities of the user during a successful registration. The P-CSCF uses this association
later, when receiving non-registration messages, to assert identities to the S-CSCF based on IP address and, if
applicable, port of the received packet, cf. Annex N.2.1. The |P address check is mandatory according to
Annex N.

- SIP Digest proxy-authentication:
In this procedure, the S-CSCF authenticates a non-registration message by verifying the Digest response in
the Proxy-Authorization header. If the non-registration message contains no Proxy-Authorization header, or if
the nonce is stale, the S-CSCF may challenge the non-registration message by sending a 407 SIP message
with a Proxy-authenticate header containing a nonce. This procedure is transparent for the P-CSCF. SIP
Digest proxy-authentication is optional according to Annex N.
AsRFC 3261 [6] does not specifiy the Proxy-Authentication-Info header for SIP, the UE cannot authenticate
the HN on responses to non-registration requests. If such authentication is needed, other mechanisms may be
used, e.g. TLS according to Annex O.

Q.2  Assertion of identities by the P-CSCF

Assertion of identities by the P-CSCF is currently described in TS 24.229 [8], clause 5.2.6.3. This clause is referenced
in Annex N.2.1 of this specification. The underlying assumption of this clauseisthe use of IMS AKA with IPsec.

Itis briefly recapped how identity assertion works for IMS AKA with | Psec as this helps to understand its use in Annex
N: The P-CSCF stores the | P address and port together with the IMPI and the registered IMPUsin an 'SA table' during a
successful registration. The idea of identity assertion for non-registration message is that the P-CSCF securely knows
from the source | P address and port, tied to the |Psec security association, which user sent the non-registration message.
The P-CSCF therefore can assert to the S-CSCF that a certain IMPU is related to the sender of the non-registration
message. The P-CSCF uses the P-Asserted-Identity header for this purpose. The S-CSCF hasto rely on the P-CSCF for
the verification of user identities as the security is provided by |Psec which terminates at the P-CSCF.

The relevant paragraphs from TS 24.229, clause 5.2.6.3, are:
'When the P-CSCF receives an initial request for adialog or arequest for a standalone transaction, and the request

contains a P-Preferred-Identity header that matches one of the registered public user identities, the P-CSCF shall identify
theinitiator of the request by that public user identity.
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When the P-CSCF receives an initia request for adialog or arequest for a standalone transaction, and the request
contains a P-Preferred-1dentity header that does not match one of the registered public user identities, or does not contain a
P-Preferred-ldentity header, the P-CSCF shall identify the initiator of the request by a default public user identity. If there
is more than one default public user identity available, the P-CSCF shall randomly select one of them.

NOTE 1: The contents of the From header do not form any part of this decision process.'

Itisclear that the S-CSCF needs to be certain about the user identities associated with a non-registration message, e.g.
for charging purposes or for being able to convey the asserted identities to application servers (ASs). The concept of
identity assertion may be applied to the three authentication mechanisms for non-registration messages, which may be
used in conjunction with SIP Digest authentication for registrations, as follows:

- TLS
This caseisvery similar to the IPsec case as the P-CSCF knows the originator of a message fromthe TLS
session (i.e. security association) with which the corresponding packet was protected. The proceduresin TS
24.229, clause 5.2.6.3 apply without changes.

- |P address check:
This caseisaso similar to the IPsec and TL S cases. The P-CSCF knows the originator of a message from the
association of 1P address and, if applicable, port with the user identities in the |P address check table which it
established during registration. The proceduresin TS 24.229, clause 5.2.6.3 apply in the P-CSCF without
changes. A minor change of the local S-CSCF behaviour is required when the mechanismisused in
conjunction with SIP Digest proxy-authentication, cf. next paragraph.

- SIP Digest proxy-authentication:
This case is different from the previous casesin that proxy-authentication is transparent to the P-CSCF. The
P-CSCF therefore cannot assert any identity to the S-CSCF. However, the S-CSCF has now secure
knowledge of the user”s private identity. The P-CSCF-related proceduresin TS 24.229, clause 5.2.6.3
therefore can remain the same only when they are used in conjunction with the | P address check. In order to
cover a potential error condition of a mismatch in the S-CSCF between the identity asserted by the P-CSCF
by means of IP address check and the identity verified by the S-CSCF by means of Digest proxy-
authentication, the rule is added that the latter shall take precedence as Digest proxy-authentication isthe
stronger of the two mechanisms, cf. below.

Q.3  Strengths and boundary conditions for the use of
authentication mechanisms for non-registration
messages

- TLS
During the set-up phase SIP Digest with TLS is somewhat weaker than IMS AKA with |Psec because the
client end of the TLS tunnel is authenticated by means of the password-based Digest mechanism, and not the
UICC-based AKA mechanism, and because the session keys are cryptographically tied to authentication with
IMS AKA, which is not the case for SIP Digest with TLS. But once the TLS tunnel has been set up securely,
the strengths of TLS and | Psec are comparable, and no attacks, except attacks on the security of endpoint
platforms, seem feasible. TLS requires TCP and does not work for UDP.

- SIP Digest proxy-authentication:
This mechanism is weaker than TLS or |Psec because the message origin authentication relies on a message
authentication code (the Digest response in the Proxy-Authorization header), which is not cryptographically
tied to the body nor to the header of the SIP message. (Note that gop = auth-int, which would at least provide
a cryptographic tie with the message body, cannot be used in the IMS context.) Therefore, certain man-in-the-
middle attacks are theoretically conceivable where an attacker could 'steal’ a Digest response from one
message and append it to another. These attacks may, however, be impractical in many deployment scenarios
so that the SIP Digest proxy-authentication provides sufficient security in these scenarios. An attacker being
only able to spoof source IP address and port would not be able to break SIP Digest proxy-authentication.

There would be no technical problem in using SIP Digest proxy-authentication together with TLS, but the
only security advantage would be increased home control, in case the P-CSCF isin a visited network.
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I P address check:
This mechanism has two main benefits:

)

o

One benefit of the IP address check mechanism is for operators who would otherwise rely entirely on
link layer security. If only link layer security was provided then an attacker, although correctly
authenticated at the link layer, could spoof SIP addresses and impersonate another IMS user. The IP
address check provides the missing link between lower layers and SIP layer to prevent this kind of attack.
Reasons why operators may not want to use TLS or SIP Digest proxy-authentication may include clients
not supporting these mechanisms, need for server certificates (in the TLS case) or performance.

Another benefit of the IP address check mechanism is that the existing mechanism for identity assertion
in the P-CSCF can be used in the same way as for IMS AKA with IPsec, cf. above.

However, the | P address check mechanism has to fulfill additional boundary conditions to work securely. If
there is uncertainty about the boundary conditions of a given environment it is recommended to use TLS or
SIP Digest proxy-authentication.

An attacker being able to spoof source | P address and port of another registered user can break this
mechanism. Therefore, this mechanism can only be used in environments where | P address and port
spoofing occurs neither in the public access network nor on the customer premises. In this sense, the P
address check mechanism is weaker than SIP Digest proxy-authentication.

When the | P address check mechanism is not used in conjunction with managing of client-initiated
connections as defined in RFC 5626 [32], then only the | P address is associated with the user"s identities,
cf. Annex N.2. Inthis case, it is additionally required to ensure that two different users cannot share the
same | P address. An example of when this could happen would be when a UE not fully compliant to
Annex N does not use support for managing client-initiated connections, although it sits behind a NAT,
and the P-CSCF does not realise that there isa NAT. Hence the requirement in Annex N.2 that ‘the P-
CSCF should only accept a register request without support for managing client-initiated connectionsif it
can determine that no NAT is present in the signaling path between the UE and the P-CSCF'. Another
example would be two users sharing the same machine with one I P address, and not using support for
managing client-initiated connections. It depends on the environment whether the additional requirement
inthis bullet can be fulfilled.

It may happen that a UE loses connection without being able to deregister in the IMS, and the access
network consequently re-assigns the | P address to another user, or aNAT re-assigns the port to another
user. To cover such cases, Annex N states that the P-CSCF shall overwrite any existing entry in the IP
address check table when a new registration with a different IMPI, but the same IP address (and port, if
applicable) is successfully performed. In the absence of malicious attacks the | P address check
mechanism then works correctly.

An attacker may try to exploit IP address and port re-assignment as follows: he repeatedly attaches to the
network hoping to be assigned the | P address or port of another user who dropped off without
deregistering in IMS. If thisindeed happens then any non-registration message sent by the attacker would
be accepted by the IP address check mechanism in the P-CSCF as coming from the previous user. The
attacker does not attempt to register in IMS as he would not be able to send a correct SIP Digest
response. This possibility of attack seems difficult to exploit, but again, the likelihood for success
depends on the environment.
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Annex R (normative):
NASS-IMS-bundled authentication

R.1 Overview

The main objectives and requirements on NASS-IM S-bundled authentication is that it shall be possible to gain accessto
IMS based on successful access level (NASS, cf. [36]) authentication (see requirements for Early Deploymentsin [37]).
In practice thisis achieved by associating an IMS identity with afixed specific location from where it is authorized to
access from.

When registering to the IMS subsystem, the location of where the UE is accessing from is verified by the NASS (which
also handles the authentication / authorization) and if the NASS location is equal to the provisioned location, the UE is
authorized to access IMS.

It is assumed that there exist a strong relationship between the access network and the IM S network, and that the NASS
location of the UE can be provisioned in the user profile of the HSS.

R.2 Use Cases and Limitations

The main use case for NASS-|M S-bundled authentication is to provide access to the IMS network for legacy equipment
that cannot support the IM S access security (see Clause 6.1). Thisis also reflected by the requirementsin [37] (see
Clause 4.2, Early Deployments), which requires the possibility to link NASS and IMS authentication so that it is
possible to reuse the authentication of the NASSto gain accessto IMS. It isthe responsibility of the end user to ensure
the protection between the entity providing access level authentication and the entity including the IMS application.

NASS-IM S-bundled authentication has a number of deployment requirements which restrictsits usage for general
usage. Thisincludes:

e The access network provides sufficient means to assure the IMS layer that a specific UE/user is connecting from a
specific location.

e The access network provides sufficient means for confidentiality and integrity of the signalling communication.

e The access network is providing anti-1P spoofing mechanisms.

e Nomadicity (and roaming) is not possible as the user is fixed to a specific location and the access network and IMS
network need to be tightly coupled.

R.3 Detailed description

This clause describes how UEs authenticate to NASS and simultaneously also gain service layer authentication using
the "single sign on" NASS-IM S-bundled authentication. The sequence diagram is depicted in Figure R.1.

The UE gets network attachment after the authentication at the NASS level. The CLF in the NASS (network attachment
subsystem) holds a binding between the IP address and the location information (contains the Line Identifier), which the
UE holds per the xDSL connectivity. The selection of the authentication (whether NBA is possible or not) is done at
HSSlevel on IMS user basis.

1-2) The UE sends anew SIP REGISTER message to the P-CSCF. The P-CSCF identifies whether or not a security
association isrequired at this point, based on the presence or absence of Security Client header and the access
network / location from where the SIP REGISTER is received. During the SIP registration, the P-CSCF locates
the CLF based on the UE's | P address or/and based on the information of the access network from which the P-
CSCF receives the |P packet (P-CSCF may have severa logical/physical interfaces toward different Access
Networks). P-CSCF performs a"Location Information Query" towards the CLF over the e2 interface. The key
for the query isthe IP address indicated by the UE.

3) The CLF sends the response to the P-CSCF including the location information of the UE using the given IP
address.

4-7) The P-CSCF appends the NASS location information to the SIP REGISTER message and forwards the
REGISTER message to the I-CSCF. The I-CSCF contacts the HSS to authorize the UE. In case no explicit
IMPI was included in the SIP REGISTER, the I-CSCF behaves according to Annex P.6 of this specification.
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8)

9)

10-11)

12-14)

The HSS responds that the UE is authorized, and the I-CSCF forwards the SIP REGISTER message to the S-
CSCF chosen to serve the UE.

If the S-CSCF supports both NBA and SIP digest (according to Annex N of this specification), the S-CSCF
gueries the HSS over the Cx interface, indicating that the authentication method is unknown (see Annex P.4.1,
step 3, and Annex P.4.2, step 3, of this specification, and TS 29.228 [39]). If the S-CSCF supports NBA but
not SIP digest, it queries the HSS over the Cx interface, indicating that the authentication method is either
NBA or unknown.

The HSS returns a message with the location information of the UE identified by the IMPI and IMPU (if
NASS--IM S-bundled authentication is the preferred authentication scheme). The S-CSCF authenticates the UE
by comparing the location info embedded in the REGISTER message with the location information received
from the HSS. If they match, the UE is successfully authenticated and the processing continues.

The S-CSCF sends a message to the HSS, informing that this S-CSCF is going to serve the UE, and the HSS
responds which a message providing information that the S-CSCF needs for serving the user.

The S-CSCF sends 200 OK message to the UE.
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Figure R.1: Flow Diagram for successful NASS Bundled Authentication during Registration

The detailed procedures of NASS-IM S-bundled authentication for the CSCF's are described in [8]. The details of the
extended interface towards the HSS are covered in [39].

ETSI



3GPP TS 33.203 version 9.5.0 Release 9 90 ETSI TS 133 203 V9.5.0 (2010-10)

Annex S (Normative):
Application to 3GPP2 Access

S.1 Introduction

This annex specifies how the material in the main body and other normative annexes of this document apply to 3GPP
Access. In case there is a conflict with another annex of this document, then the requirements in this annex shall
override. The IP Connectivity Access Network (IP-CAN) for 3GPP2 networks, called Packet Data Subsystem (PDS), is
defined in [40].

S.2 Application of clause 4

In 3GPP2 networks, the IMS is essentially an overlay to the PDS and has alow dependency on the PDS. PDS can be
deployed without the multimedia session capability. The IMS Security Framework is shown in Figure S.1.

For the purposes of this Annex, the UE is hot mandated to contain a UICC. The security data at the UE for access using
IMS AKA are stored according to the requirementsin clause S.4. It shall be possible for the IMS authentication keys
and functions to be logically independent to the keys and functions used for PDS authentication. However, this does not
preclude common authentication keys and functions from being used for IMS and PDS authentication.

The IMS Security Framework also addresses the security of interfaces between the IMS and external network domains,
for example, Multimedia | P-Networks as shown in Figure S.1. Thisisimportant since the service capability subsystem
of the IMS includes application servers that reside on untrusted third-party networks, and which can access network
functionality.

IMS

HSS

(. (.
I-CSCF(- I sCSCF
©

Multimedia
IP-Networks

®
Cd;ﬂiZOOO Packet Data Subsystem
adio

Figure S.1: The IMS security architecture

There are seven different security associations and different needs for security protection for IMS (including SIP AS
nodes) and they are numbered 1 through 7 in Figure S.1.
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1. Provides mutual authentication between the UE and the S-CSCF. The HSS del egates the performance of
subscriber authentication to the S-CSCF. The long-term key in the UE and the HSS is associated with the user
private identity (IMPI). The UE will have one (network internal) user private identity (IMPI) and at |east one
externa user public identity (IMPU).

The security associations 2 through 5 are as defined in clause 4 except that requirementsin clause S.5 of this
specification shall apply for security protection.

6. Provides security between a SIP-capable node residing in an external |P network, and the HSS. This security
association is covered in clause S.5 of this specification The S| P-capable node is a SIP Application Server and
may also reside within the HN. However, this security assoication is only applicable when the SIP ASresidesin
an external IP network. If the SIP ASresidesin the Home Network, then the security association 3 applies.

7. Provides security between S| P-capable nodes located in different networks. It differs from security association 4
in that the SIP-capable node hereisthe SIP Application Server. Using SIP, this type of application server may
communicate with network entities to offer service control and content, access functionality provided in the
operator"s network, and manage bearers. This security association is covered in clause S.5 of this specification.
It isonly applicable when the SIP ASresides in an external |P network. If the SIP ASresidesin the Home
Network, then security association 5 applies.

Not all security mechanismsin this specification provide all of the above. There may exist other interfaces and
reference pointsin IMS, which have not been addressed above. Those interfaces and reference points reside within the
IMS, either within the same security domain or between different security domains. Clause S.5 of this specification is
intended to address security issues for all such interfaces. This document assumes that the IP-CAN supports secure
communications via standard IETF protocols [14].

The confidentiality and integrity protection for SIP-signaling is provided in a hop-by-hop fashion. The first hop i.e.
between the UE and the P-CSCF is specified in clause S.3. The other hops, inter-domain and intra-domain are specified
in clause S.5 of this specification.

S.3 Application of clauses 5 through 9

The user"s subscription is authenticated by the S-CSCF (home service provider). The security association between the
UE and the first access point into the operator"s network (P-CSCF) is negotiated based on the protocol defined in RFC
3329 [21]. The options that may be negotiated using [21], which are defined in 3GPP specifications, are: tls and ipsec-
3gpp. If the negotiated protocol isipsec-3gpp and no NAT device is present between the UE and the P-CSCF then
clauses 5 through 9 of the main body of this document shall apply. If the negotiated mechanism is'ipsec-3gpp' and a
NAT deviceis present between the UE and the P-CSCF, then Annex M of this specification shall apply. If the
negotiated mechanism istlsthen Annex O of this specification shall apply.

NOTEL: RFC 3329 [21] also alows to negotiate the mechanisms digest, ipsec-ike, and ipsec-man for use between
UE and P-CSCF. They are defined in SIP RFC 3261 [6].

NOTEZ2: RFC 3329 only defines the security mechanisms between the SIP client and the next-hop SIP entity, i.e. the
P-CSCF. In particular, if SIP Digest is negotiated by means of RFC 3329 then Digest has to be run
between UE and P-CSCF, with the P-CSCF acting as the server. So, RFC 3329 cannot be used to
negotiate SIP Digest authentication in IMS, which occurs between UE and S-CSCF.

When using security mechanisms or protocols specified in this document (including ipsec-3gpp), the following
exceptions shall apply:

- Theclause 8 on ISIM isreplaced with the clause S.4 on 3GPP2 AKA Credentials.

- Any referencesto ISIM or USIM in clause 5 to 7 and clause M.5 to M.7 are replaced with 3GPP2 AKA
Credential.

- Thereferencesto TS 33.210 are replaced with areference to clause S.5 of this specification.
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S4 3GPP2 AKA Credentials

S4.1 Realisations of 3GPP2 AKA Credentials

For the purposes of this Annex, the following implementation options for 3GPP2 AKA Credentials are permitted:
- Useof adistinct ISIM application which does not share security functions with the CSIM or USIM;
- Useof adistinct ISIM application which does share security functions with the CSIM;
- Useof adistinct USIM application on aUICC;
- Useof adistinct IMC which does not share security functions with the UIM;
- Useof adistinct IMC which does share security functions with the UIM;
- Useof aCSIM application on aUICC [45];
- Useof aUIM or R-UIM [41].
There shall only be one 3GPP2 AKA credential for each IMPI.
If thereisan IMC or ISIM, then the IMC or ISIM shall always be used for IMS authentication using AKA.

The IMS subscriber shall not be able to modify or enter the IMPI. The IMS subscriber shall not be able to modify or
enter the Home Domain Name.

If the IM S specific identities are not present, i.e. neither an ISIM or an IMC is used as the 3GPP2 AKA credential, the
IMS identities (e.g., IMPI/IMPU) shall be derived from the Mobile Station Identity (MSID) used to access cdma2000
access networks as specified in clause 13 of [46]. The MSID can be either IMSI or Mobile Indentification Number
(MIN).

The AKA algorithms for 3GPP2 networks are specified in [43] and [44].

The ISIM application as defined in clause 8.1 and the rules for sharing security functions between an ISIM application
and USIM given in clause 8.2 apply to the above cases.

At UE power off, the existing SAs (session keys and related information) shall be deleted.

S5 Network Domain Security for IMS

S51 General

This clause describes security mechanisms for all communication except interfaces 1 and 2 of Figure S.1, including the
Home Network, Serving Network, and any 3" party network nodes (such as SIP Application Servers). Thisclauseis
applicable independent of negotiated IM S access security mechanism.

When providing security between network elements, where at least oneisin a 3GPP2 network (this includes both
legacy 3GPP2 MMD networks and ones migrating to Common IMS), then the requirements in the rest of clause S.5 or
TS 33.210 [5] may be used. Otherwise TS 33.210 [5] shall be used.

NOTE: For migration to Common IM S and scalability purposes, it is recommended that 3GPP2 systems migrate to
using NDS/IP for securing inter-domain IM S signalling traffic as specified in TS 33.210 [5].

S.5.2 Inter-domain Domain Security

Referring to Figure S.1, interfaces 4 and 7 provides transport security between different networks for SIP capable
nodes. Interface 6 provides security for communications between a SIP Application Server, residing in an external
network, and the HSS. There may be other interfaces to nodes outside the Home Network, which are also intended to
be covered by this clause. The involved nodes shall be capable of 1Psec [14]. Privacy protection shall be applied with
cryptographic strength greater than DES. Integrity protection shall be applied. IPsec may be used in either transport
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mode or tunnel mode; when used in tunnel mode, one or both of the network security domains may use Security
Gateways. Security associations between nodes in different networks shall be negotiated using 1Psec/IKE [14].

It is necessary that nodes outside the home network should be secure and trustworthy, perhaps using mechanisms such
asfirewalls, packet filters, and so on. However such details are outside the scope of this clause.

S.5.3 Intra-domain Domain Security

Theinterface labeled 5 in Figure S.1 is between S| P-capable nodes in the same network security domain. The interface
labeled 3 in Figure S.1 is between the I-CSCF/S-CSCF and the HSS. There may be other interfaces to nodes inside the
Home Network, which are also intended to be covered by this clause. Asthese interfaces exist entirely within one
network security domain, the administrative authority may choose any mechanism to secure this interface, including
physical security where appropriate. Cryptographic methods of security, if applied, shall include both privacy and
integrity protection, and be at least as strong as | Psec [14] using triple-DES and HMAC-MD5.

S.5.4  Profiles of Network Domain Security Methods

S.54.1 General
The profiles specified in this clause shall apply to clauses S.5.2 and S.5.3.

S.5.4.2 Support of IPSec ESP

S54.2.1 General

For the interfaces security protection between IMS network elements, this clause specifies the protection using I1Psec as
specified in RFC 2401 [14] with 3DES and AES (key length shall be 128 bits) for encryption and HMAC-SHA-1 for
integrity protection. The key management and distribution architecture is based on the |Psec IKE (RFC 2401 [14], RFC
2407 [47], RFC 2408 [48] and RFC 2409 [49]) protocols.

The security services provided by network domain security are:
e - (dataintegrity;
e - dataorigin authentication;
e - anti-replay protection;
e - confidentiality (optional);
e - limited protection against traffic flow analysis when confidentiality is applied.

The IPsec security protocol shall always be ESP. Integrity protection/message authentication together with anti-replay
protection shall always be used. |PSec ESP should be used with both encryption and integrity protection for all SIP
signaling traversing inter-security domain boundaries.

I Psec offers a set of security services, which is determined by the negotiated |Psec security associations. That is, the
IPsec SA defines which security protocol to be used, the mode, and the endpoints of the SA.
S.5.4.22 Support of ESP authentication and encryption

For IMS signaling traffic, ESP shall always be used to provide data integrity, data origin authentication, and anti-replay
protection services, thus the ESP_NULL authentication algorithm shall not be allowed for use. It shall support
ESP_HMAC_SHA-1 agorithm.

The ESP_DES algorithm shall not be used due to its weakness and instead it shall be mandatory to support the
ESP_3DES agorithm as default. Support for the AES CBC cipher algorithm (RFC 3602 [22]) is mandatory. The AES
CBC key length shall be 128 hits.
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S.5.4.3 Support of TLS

This section specifies the use of TLS, for transport protection between IMS network elements. Where TLS is used for
transport protection, implementations shall support TLS 1.0, as specified in RFC 2246 [34]. Implementations may
support (and attempt to negotiate the use of) succeeding versions of TLS. Implementations shall support mutual,
certificate-based authentication, and may support (and attempt to negotiate the use of) other authentication methods
such as pre-shared secret keys (PSK). The security services provided by network domain security are:

- dataintegrity;
- dataorigin authentication;
- anti-replay protection;

TLS provides transport-layer security over connection-oriented protocols (for the purposes of this document, TCP);
"tIs' (signifying TLS over TCP) can be specified as the desired transport protocol within a'Via header field value or a
SIP-URI. TLSismost suited to architectures in which hop-by-hop security is required between hosts with no pre-
existing trust association.

I mplementations should support the AES cipher suites as specified in RFC 3268 [33], and shall at minimum support
TLS RSA_WITH_AES 128 CBC _SHA. Implementations shall firstly prefer AES cipher suites, and secondly prefer
ephemeral Diffie-Hellman cipher suites during TLS negotiation. Mutual authentication shall be required for all TLS
connections; in other words anonymous cipher suites shall not be accepted during negotiation.
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Annex T (normative):
GPRS-IMS-Bundled Authentication (GIBA)

T.1 Introduction

3GPP IMS provides an | P-based session control capability based on the SIP protocol. IMS can be used to enable
services such as push-to-talk, instant messaging, presence and conferencing. It is understood that "early"
implementations of these services will exist that are not fully compliant with 3GPP IMS.

It is expected that there will be a need to deploy some IM S-based services before products are available which fully
support the 3GPP IM S security features defined in the main body of this specification. Non-compliance with security
features specified in the main body of this specification is expected to be a problem mainly at the UE side, because of
the potential lack of support of the USIM/ISIM interface (especially in 2G-only devices) and because of the potential
inability to support IPsec on some UE platforms.

Although full support of security features specified in the main body of this specification is preferred from a security
perspective, it is acknowledged that early IMS implementations will exist which do not support these features.
Therefore, thereis a need to ensure that simple, yet adequately secure, mechanisms are in place to protect against the
most significant security threats that will exist in early IMS implementations.

This Annex documents an interim security solution for early IM S implementations that are not fully compliant with the
IMS security architecture specified in the main body of this specification. For security reasons, the provisionsin this
Annex only apply to IMS procedures used over the 3GPP PS domain.

T.2 Requirements
The following requirements apply for GPRS-IM S-Bundled Authentication (GIBA):

Low impact on existing entities: GIBA should be such that impacts on existing entities, especially on the UE, are
minimised and would be quick to implement. It is especially important to minimise impact on the UE to maximise
interoperability with early IMS UEs.

Adequate level of security: Although it is recognised that the GIBA solution will be simpler than the fully compliant
IM S security solution as specified in the main body of this specification, it should still provide an adequate level of
security to protect against the most significant security threats that will exist in early IMS implementations. As aguide,
the strength of subscriber authentication should be comparable to the level of authentication provided for existing
chargeabl e services in maobile networks.

Smooth and cost effective migration path to fully compliant solution: Clearly, any security mechanisms devel oped
for early IMS systems will provide alower level of protection compared with that offered by the fully compliant IMS
security solution. The security mechanisms developed for early IMS systems should therefore be considered as an
interim solution and migration to the fully compliant IMS security solution should take place as soon as suitable
products become available at an acceptable cost. In particular, the GIBA solution should not be used as along-term
replacement for the fully compliant IMS security solution. It isimportant that the GIBA solution allows a smooth and
cost-effective migration path to the fully compliant IM S security solution.

Co-existence with fully compliant solution: It isclear that UES supporting the GIBA solution will need to be
supported even after fully compliant IMS UEs are deployed. The GIBA solution should therefore be able to co-exist
with the fully compliant IM S security solution. In particular, it shall be possible for the SIP/IP core to differentiate
between a subscription using the GIBA mechanism and a subscription using the fully compliant IMS security solution.

Protection against bidding down: It should not be possible for an attacker to force the use of the GIBA solution when
both the UE and the network support the fully compliant IMS security solution.

No restrictions on the type of charging model: Compared with fully compliant IM S security solution, the GIBA
solution should not impose any restrictions on the type of charging model that can be adopted.

Impact on interfaces. Interfaces that are impacted by the GIBA solution should be adequately documented to ensure
interoperability between vendors.
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Support access over 3GPP PS domain: It isarequirement to support secure access over the 3GPP PS domain
(including GSM/GPRS and UMTS access).

Low impact on provisioning: Theimpact on provisioning should be low compared with the fully compliant IMS
security solution.

T.3 Threat Scenarios

To understand what controls are needed to address the security requirements, it is useful to describe some of the threat
scenarios.

NOTE: There are many other threats, which are outside the scope of this Annex.

T.3.1 Impersonation on IMS level using the identity of an innocent user
The scenario proceeds as follows:

- Attacker A attachesto GPRS, GGSN allocates | P address, |PA

- Attacker A registersin the IMS using hisIMS identity, IDA

- Attacker A sends SIP invite using his own source | P address (IPA) but with the IMS identity of B (IDB).

If the binding between the IP address on the bearer level, and the public and private user identities is not checked then
the attacker will succeed, i.e. A pays for IP connectivity but IMS service is fraudulently charged to B. The fraud
situation is made worse if | P flow based charging is used to 'zero rate' the | P connectivity.

The mgjor problem is however that without this binding multiple users within a group "of friends' could sequentialy
(or possibly simultaneously) share B's private/public user identities, and thus all get (say) the push-to-talk service by
just one of the group paying a monthly subscription. Without protection against this attack, operators could be restricted
to |P connectivity based tariffs and, in particular, would be unable to offer bundled tariffs. Thisis unlikely to provide
sufficiently flexibility in today's market place.

T.3.2 IP spoofing

The scenario proceeds as follows:

- User B attaches to GPRS, GGSN allocates IP address, |PB

- User B registersin the IMS using hisIMS identity, IDB

- Attacker A sends SIP messages using his own IMS identity (IDA) but with the source IP address of B (1PB)

If the binding between the | P address that the GGSN allocated the UE in the PDP context activation and the source |IP
address in subsequent packets is not checked then the attacker will succeed, i.e. A paysfor IMS service but IP
connectivity is fraudulently charged to B. Note that this attack only makes sense for IM S services with outgoing traffic
only because the attacker will not receive any incoming packets addressed to the IMS identity that he isimpersonating.
T.3.3  Combined threat scenario

The scenario proceeds as follows:

- User B attaches to GPRS, GGSN allocates IP address, |PB

- User B registersin the IMS using his IMS identity, IDB

- Attacker A sends SIP messages using IMS identity (IDB) and source IP address (IPB)

If the bindings mentioned in the scenariosin clause T.3.1 and T.3.2 are not checked then the attacker will succeed, i.e.
A fraudulently charges both I P connectivity and the IMS service to B. Note this attack only makes sense for IMS
services with outgoing traffic only because the attacker will not receive any incoming packets addressed to the IMS
identity that he isimpersonating.
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T.4 GIBA Security Mechanism

The GIBA security solution works by creating a secure binding in the HSS between the public/private user identity
(SIP-level identity) and the | P address currently allocated to the user at the GPRS level (bearer/network level identity).
Therefore, IMS level signaling, and especially the IMS identities claimed by a user, can be connected securely to the PS
domain bearer level security context.

When using |Pv6, stateless autoconfiguration isthe only 1P address all ocation method mandatorily supported by the
terminal in GPRS. With this method, a primary PDP context is bound only to the 64-bit prefix of the 128-bit |Pv6
address, not the full address. This needs to be taken into account in GIBA procedures.

The GGSN terminates each user's PDP context and has assurance that the IMSI used within this PDP context is
authenticated. The GGSN shall provide the user's IP address (or the prefix in the case of |Pv6 stateless
autoconfiguration), IMS| and MSISDN to a RADIUS server in the HSS over the Gi interface when a PDP context is
activated towards the IM S system. The HSS has a binding between the IMS| and/or MSISDN and the IMPI and
IMPU(s), and is therefore able to store the currently assigned | P address (or the prefix in the case of IPv6 stateless
autoconfiguration) from the GGSN against the user's IMPI and/or IMPU(S). The precise way of the handling of these
identitiesin the HSS is outside the scope of standardization. The GGSN informs the HSS when the PDP context is
deactivated/modified so that the stored | P address (or the prefix in the case of Pv6 statel ess autoconfiguration) can be
updated in the HSS. When the S-CSCF receives a SIP registration request or any subsequent requests for agiven IMPU,
it checksthat the IP address (or the prefix in the case of 1Pv6 statel ess autoconfiguration) in the SIP header (verified by
the network) matches the IP address (or the prefix in the case of 1Pv6 statel ess autoconfiguration) that was stored
against that subscriber's IMPU in the HSS.

The mechanism assumes that the GGSN does not alow a UE to successfully transmit an I P packet with a source IP
address (or the prefix in the case of 1Pv6 statel ess autoconfiguration) that is different to the one assigned during PDP
context activation. In other words, the GGSN must prevent "source I P spoofing”. The mechanism also assumes that the
P-CSCF checks that the source | P address in the SIP header is the same as the source | P address in the | P header
received from the UE (the assumption here, as well asfor the full security solution, isthat no NAT is present between
the GGSN and the P-CSCF).

The mechanism prevents an attacker from using his own IP addressin the IP header but spoofing someone else'sIMS
identity or IP address in the SIP header, so that he pays for GPRS level charges, but not for IMS level charges. The
mechanism also prevents an attacker spoofing the address in the IP header so that he does not pay for GPRS charges. It
therefore counters the threat scenarios givenin clause T.3.

T.5 Restrictions imposed by GIBA

The mechanism assumes that only one contact | P address is associated with one IMPI. Furthermore, the mechanism
supports the case that there may be several IMPUs associated with one IMPI, but one IMPU is associated with only one
IMPI.

In GIBA the IMS user authentication is performed by linking the IMS registration (based on an IMPI) to a PDP context
(based on an authenticated IM SI). The mechanism here assumes that there is a one-to-one rel ationship between the
IMSI for bearer access and the IMPI for IMS access.

For the purposes of this present document, an APN, which is used for IMS services, iscalled an IMS APN. AnIMS
APN may be also used for non-IM S services. The mechanism described in this present document further adds the
requirement on the UE that it allows only one APN for accessing IMS for aPLMN and that all active PDP contexts, for
asingle UE, associated with that IMS APN use the same | P address at any given time.

The GIBA mechanism relies on the Via header remaining unchanged between the UE and the S-CSCF for requests and
responses sent in the direction from the UE to the S-CSCF-.

Due to the fact that the Authorization header is not included in REGISTER requestsin GIBA, the I-CSCF is unable to
use the presence or absence of the "integrity-protected” parameter to distinguish initial and non-initial REGISTER
messages. Therefore the S-CSCF reselection procedure described in clause 5.3.1.3 of TS 24.229 [8] cannot be used.

GIBA requires the GGSN to be in the home network.

GIBA works with UEs that contain a SIM or a USIM, whereas full IMS security requiresa USIM or ISIM. GIBA does
not authenticate at the IMS level. Instead, it relies on bearer level security at the GPRS or UMTS PSlevel. Because
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there is no key agreement, | Psec security associations are not set up between UE and P-CSCF, as they arein the full
IMS security solution.

The solution works by binding the IMS level transactions to the GPRS or UMTS PS domain security association
established at a GPRS or UMTS PS domain level. In doing so, it creates a dependency between SIP and the PS bearer,
which does not exist with the full IMS security solution. This means that the interim solution does not provide as high a
degree of access network independency as the full solution. In particular, the solution does not currently support
scenarios where IM S services are offered over WLAN. If support for WLAN accessis required then the full solution
must be used or GIBA must be extended to cover WLAN access.

GIBA derives the public user identity used in the REGISTER request from the IMS|. Consequently, the same public
user identity cannot be simultaneously registered from multiple terminals, using only GIBA registration procedures.
However, simultaneous registration of a public user identity from one terminal using GIBA, and from other terminals
using fully compliant IMS security is not precluded.

Unlike in fully compliant IM S security, the private user identity is not included in the REGISTER reguests when GIBA
is used for registration, re-registration and mobile-initiated de-registration procedures. Subsequently, all REGISTER
requests from the UE shall use the IMSI-derived IMPU as the public user identity even when the implicitly registered
IMPUs are available at the UE. Otherwise, the I-CSCF would be unable to derive the private user identity that is needed
to query the HSS in certain Cx messages.

T.6 Protection against IP address spoofing in GGSN

All GGSNs that offer connection to IMS shall implement measures to prevent source | P address spoofing. Specifically,
a UE attached to the GGSN shall not be able to successfully transmit an | P packet with a source | P address (or the
prefix in the case of 1Pv6 stateless autoconfiguration) that is different to the one assigned by the GGSN during PDP
context activation. If 1P address spoofing is detected the GGSN shall drop the packet. It shall be possible for the GGSN
to log the event in its security log against the subscriber information (IMSI/MSISDN), e.g. based on operator
configuration.

T.7 Interworking cases

For the purposes of the interworking considerationsin this clause, it is assumed that the IM S entities P-CSCF, |-CSCF,
S-CSCF and HSS reside in the home network and all support the same variants of IMS, i.e. al support either only
GIBA, or only fully compliant IMS security, or both.

NOTE 1: It iscompeatible with the considerations in this document that the UE uses different APNs to indicate the
IMS variant currently used by the UE, in case the P-CSCF functionality is split over several physical
entities.

It is expected that both fully compliant UEs implementing the security mechanisms in the main body of this
specification (denoted "fully compliant IMS security” in the following) and UEsimplementing GIBA specified in this
Annex (denoted "GIBA security” in the following) will access the same IMS. In addition, IMS networks will support
only fully compliant IMS UEs, GIBA UEs, or both. Both UEs and IM S networks must therefore be able to properly
handle the different possible interworking cases.

Since GIBA security does not require the security headers specified for fully compliant IMS UEs, these headers shall
not be used for GIBA security. The REGISTER request sent by an early IMS UE security to the IMS network shall not
contain the security headers specified by the main body of this specification (Authorization and Security-Client).

Asaresult, GIBA security UEs shall not add an explicit indication for the security used to the IMS signaling. An IMS
network supporting both GIBA security and fully compliant IM S security UEs shall use GIBA security for
authenticating the UE during registrations that do not contain the security headers specified by the main body of this
specification (Authorization and Security-Client).

Without sending an Authorization Header in the initial REGISTER request, GIBA UEs only provide the IMS public
identity (IMPU), but not the IMS private identity (IMPI) to the network (thisis only present in the Authorization header
for fully compliant IMS security UES).

During the process of user registration for GIBA security, the Cx interface carries the public user identity in Cx-UAR
requests (sent by [-CSCF) and Cx-MAR as well as Cx-SAR requests (sent by S-CSCF). The private user identity within
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these requests shall be generated according to section x of [tha]. This avoids changes to the message format on the Cx
interface.

If the S-CSCF receives an indication that the UE isan GIBA UE, then it shall be able to select the GIBA in the Cx-
MAR request.

For interworking between GIBA security and fully compliant IMS security implementations during IM S registration, an
ME that implements the full IM S security solution as specified in the main body of this specification (or both GIBA and
full IMS security) shall not attempt to register using the full IMS security solution if neither aUSIM nor alSIM is
present. The following cases shall be supported:

1. Both ME and IMS network support GIBA security only.

IMS registration shall take place as described by the present document. This applies regardless of whether SIM
or USIM/ISIM isin use.

2. ME supports GIBA security only, IMS network supports both GIBA security and fully compliant IMS security.

IMS registration shall take place as described by the present document. This applies regardless of whether SIM
or USIM/ISIM isin use.

3. ME supports both, IMS network supports GIBA security only.
The ME shall check the smartcard application in use.

If aSIM isin use, thenit shall start with a GIBA security procedure, else it shall start with the fully compliant
IMS Registration procedure.

In the second case, the GIBA P-CSCF shall answer with a 420 (Bad Extension) failure, since it does not
recognize the method mandated by the Proxy-Require header that is sent by the UE in the initial REGISTER
request.

NOTE 2: The Proxy-Require header cannot be ignored by the P-CSCF.

The UE shall, after receiving the error response, send a GIBA registration, i.e., shall send anew REGISTER
request without the fully compliant IMS security headers.

NOTE 3: If the UE aready has knowledge about the IMS network capabilities (which could for example be
preconfigured in the UE), the appropriate authentication method can be chosen. The UE can use fully
compliant IMS security, if the network supports this, otherwise the UE can use GIBA security.

4. ME and IMS network support both.
The ME shall check the smartcard application in use.

If aUSIM/ISIM application isin use, then the ME shall start with the fully compliant IMS security registration
procedure. The network, with receiving theinitial REGISTER request, receives indication that the IMS UE is
fully compliant and shall continue as specified by the main body of this specification.

If aSIM isin use, then the ME shall start with the GIBA security registration procedure. If the ME starts with
the fully compliant IM S security registration procedure when a SIM isin use, thisis an error case to be handled
as follows: when the S-CSCF requests authentication vectors from the HSS, the HSS will discover that aSIM is
in use and returns an error. The S-CSCF shall answer with a 403 (Forbidden). After receiving the 403 response,
the UE shall stop the attempt to register with this network.

5. ME supports GIBA security only, IMS network supports fully compliant IMS security only.

The UE sends a REGISTER request to the IMS network that does not contain the security headers required by
fully compliant IMS security. The fully compliant IMS security P-CSCF will detect that the Security-Client
header is missing and return a 4xx response, as described in clause 5.2.2 of TS 24.229 [8]. This applies
regardless of whether SIM or USIM/ISIM isin use.

6. ME supports fully compliant IMS security only, IMS network supports GIBA security only.

A ME supporting Full IMS security only is not aware of GIBA security, so its behaviour is expected to be
compliant with the procedures defined in the main body of this specification. Based on this, if aSIM isin use,
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the ME should not attempt to register using the full IMS security solution. Whatever attempt would fail anyway,
as Full IMS security requires ISIM/USIM.

If aUSIM/ISIM application isin use, then the ME shall start with the fully compliant IMS security registration
procedure. The GIBA P-CSCF shall answer with a 420 (Bad Extension) failure, since it does not recognize the
method mandated by the Proxy-Require header that is sent by the UE in the initial REGISTER request. After
receiving the error response, the UE shall stop the attempt to register with this network, since the fully compliant
IMS security is not supported.

7. ME supports fully compliant IMS access security only, IMS network supports both.

A ME supporting Full IMS security only is not aware of GIBA security, so its behaviour is expected to be
compliant with the procedures in the main body of this specification. Based on this, if aSIM isin use, the ME
should not attempt to register using the full IMS security solution. Whatever attempt would fail anyway, as Full
IMS security requires ISIM/USIM.

If aUSIM/ISIM application isin use, then the ME shall start with the fully compliant IMS registration
procedure. The network, with receiving theinitial REGISTER request, receives indication that the IMS UE is
fully compliant and shall continue as specified by the main body of this specification.

8. ME supports both, IMS network supports fully compliant IMS access security only.
The ME shall check the smartcard application in use.

If aUSIM/ISIM application isin use, then the ME shall start with the fully compliant IMS registration
procedure. The network, with receiving theinitial REGISTER request, receives indication that the IMS UE is
fully compliant and shall continue as specified by the main body of this specification.

If aSIM isin use, then the ME shall start with the GIBA security registration procedure (in this case the IMS
authentication procedure will fail). In this context, if the ME starts with the fully compliant IM S security
registration procedure, thisis an error case: when the S-CSCF requests authentication vectors from the HSS, the
HSS will discover that the a SIM isin use and return an error. The S-CSCF shall answer with a 403 (Forbidden).
After receiving the 403 response, the UE shall stop the attempt to register with this network.

9. Both ME and IMS network support fully compliant IMS access security only.

A ME supporting Full IMS security only is not aware of GIBA security, so its behaviour is expected to be
compliant with the procedures specified in the main body of this specification. Based on this, if aSIM isin use,
the UE should not attempt to register using the full IM S security solution. If the UE starts with the fully
compliant IM S security registration procedure when a SIM isin use, thisisan error case to be handled as
follows: the HSS will discover that a SIM isin use and return an error to the S-CSCF. The S-CSCF shall answer
with a 403 (Forbidden). After receiving the 403 response, the UE shall stop the attempt to register with this
network.

If the USIM/ISIM applicationisin use, IMS registration shall take place as described by the main body of this
specification.

T.8 Message Flows

T.8.1 Successful registration

Figure T.1 below describes the message flow for successful registration to the IMS that is specified by the early IMS
security solution.

NOTE: The"received" parameter isonly sent from P-CSCF to S-CSCF under the conditions given in RFC 3261
[6].

The procedure is as follows.
The UE starts by setting up a PDP context.

When a PDP context has been set up successfully, the UE sends a SIP REGISTER. The REGISTER message contains
the IP address and the IMPU of the UE.
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The GGSN checks that the I P address provided in the REGISTER message matches the | P address allocated to the UE
when the PDP context was set up. When the I P address has been verified, the GGSN forwards the REGISTER message
to the P-CSCF.

The P-CSCF checks the source | P address against the | P address in the Via header of the REGISTER message. If the
source | P address differs from the P address in the Via header, the P-CSCF adds the source |P address to areceived
parameter in the Via header. The P-CSCF then forwards the REGISTER to the I-CSCF in the home network.

The I-CSCF contacts the HSS to authorize the UE. The HSS responds that the UE is authorized, and the I-CSCF
forwards the SIP REGISTER message to the S-CSCF chosen to serve the UE.

The S-CSCF contacts the HSS and indicates that GIBA is used to authenticate the UE. The HSS returns the stored 1P
address to the S-CSCF. The S-CSCF then checks the | P address returned by the HSS against the IP address obtained in
the REGISTER message ((if present, the received by parameter shall be used).

The S-CSCF sends a message to the HSS, informing that this S-CSCF is going to serve the UE, and the HSS responds
which a message providing information that the S-CSCF needs for serving the UE.

The S-CSCF returns a SIP 200 OK to the UE, indicating that the registration is successfully completed.
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Figure T.1: Message sequence for early IMS security showing a successful registration

T.8.2

Figure T.2 below gives an example message flow for the unsuccessful attempt of an attacker trying to spoof the IMS

identity of avalid IMS user.

NOTE: Again, the "received" parameter isonly present between P-CSCF to S-CSCF under the conditions given in

RFC 3261 [6].

Unsuccessful registration
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The procedure is as follows.
UEL1 sets up a PDP context. UE2 already has an active PDP context.

After UEL has set up the PDP context, UE2 attempts to REGISTER using the IP address allocated to UE2, but using the
IMPU of UEL.

The GGSN checks that the | P address provided in the REGI ST ER message matches the | P address all ocated to the UE2
when the PDP context was set up. When the | P address has been verified, the GGSN forwards the REGISTER message
to the P-CSCF.

The P-CSCF checks the source | P address against the | P address in the Via header of the REGISTER message. If the
source | P address differs from the | P address in the Via header, the P-CSCF adds the source |P address to areceived
parameter in the Via header. The P-CSCF then forwards the REGISTER to the I-CSCF in the home network.

The S-CSCF contacts the HSS and indicates that GIBA is used to authenticate the UE. The HSS returns the stored 1P
addressto the S-CSCF. The S-CSCF then checks the I P address returned by the HSS against the | P address obtained in
the REGISTER message (if present, the received by parameter shall be used). Since the I P address stored by the HSS
(the IP address of UEL) does not match the IP address in the REGISTER (IP address of UE2), the authentication fails.
The S-CSCF returns a 403 Forbidden to the UE, indicating that the registration failed.
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Address Allocated — ff.ee.dd.cc,
+ MSISDN+IMSI)
>
Accounting Request Answer
PDP Context Activation Accept
(PDP Address Allocated: ff.ee.dd.¢c)
<
P SIPREGISTER
src: aa.bb.cc.dd (via "sent-by" -aa.bb.cc.dd)

(from: public user id of UEL)

>

GGSN checksfor IP
address spoofing
P SIP REGISTER

o aabb.eedd | (Via "sent-by" -aabb.cc.dd)
(from: public user id of UEL)

>

Check source IP
address againgt SIP
"via' field

SIP REGISTER

(via: "sent-by" -aa.bb.cc.dd
"received" —aa.bb.cc.dd)
(from: public user id of UE‘>

Cx MAR
ublic user id of UEL
< (p )
Map public user id to
MSISDN or IMSI to
retrieve associated IP Cx-MAA
address (IR Address stored ff.ee.dd.cc)

”

Check "received" IP
address againgt HSS
stored IP address
< Cx-SAR
Cx-SAA >
< SIP: 403 Forbidden

Figure T.2: Message sequence for early IMS security showing an unsuccessful identity theft

T.8.3  Successful registration for a selected interworking case

Figure T.3 below describes the message flow for successful registration to the IMS in the case that the UE supports both
fully compliant IMS and GIBA security and the network supports GIBA security only. This caseis denoted as case 3 in
clause 6.2.6.

NOTE: The"received" parameter isonly sent from P-CSCF to S-CSCF under the conditions given in RFC 3261
[6].

The procedureis as follows.

The UE starts by setting up a PDP context.
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When a PDP context has been set up successfully, the UE sends a SIP REGISTER. As the UE supports fully compliant
IMS security, the UE attempts to register using the procedures of fully compliant IMS security.

The P-CSCF does not support fully compliant IMS security, and returns an indication back to the UE that the network
does not support fully compliant IMS security.

The UE sends a new REGISTER, this time according to the procedures of GIBA security. The REGISTER message
contains the IP address and the IMPU of the UE.

The GGSN checks that the I P address provided in the REGISTER message matches the | P address allocated to the UE
when the PDP context was set up. When the I P address has been verified, the GGSN forwards the REGISTER message
to the P-CSCF.

The P-CSCF checks the source | P address against the | P address in the Via header of the REGISTER message. If the
source | P address differs from the | P address in the Via header, the P-CSCF adds the source |P address to a received
parameter in the Via header. The P-CSCF then forwards the REGISTER to the S-CSCF.

The S-CSCF contacts the HSS and indicates that GIBA is used to authenticate the UE. The HSS returns the stored IP
addressto the S-CSCF. The S-CSCF then checks the I P address returned by the HSS against the | P address obtained in
the REGISTER message (if present, the received by parameter shall be used).

The S-CSCF sends a message to the HSS, informing that this S-CSCF is going to serve the UE, and the HSS responds
which a message providing information that the S-CSCF needs for serving the UE.

The S-CSCF returns a SIP 200 OK to the UE, indicating that the registration is successfully completed.
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UE1 GGSN RADIUY P-CSCF S-CSCF
HSS
PDP Context Activation Request
p| Accounting Request Start (PDP
Address Allocated — ff.ee.dd.cc,
+ MSISDN+IMSI)
|-
Accounting Request Answer |
>
PDP Context Activation Accept|
(PDP Address Allocated: ff.ee.dd.¢c)
d
l
P SIP REGISTER
src: ff.ee.dd.cc (Rel5 compliant)
GGSN checks for IP address spoofing
P SIPREGISTER
src: ff.ee.dd.cc (Rel5 compliant)
4
g SIP: 420 Bad Extension
al
P SIPREGISTER
gc ff.eedd.cc | (via "sent-by" - ff.ee.dd.cc)
PF
GGSN checksfor IP address spoofing
P SIPREGISTER
gc ff.eedd.ce | (Via "sent-by" - ff.ee.dd.cc)
P
Check source IP
address against SIP
"via' fied
SIPREGISTER
(via: "sent-by" - ff.ee.dd.cc
"received” — ff.ee.dd.cc)
Cx MAR
P (public user id of UE1)
-
Map public user id to MSISDN or IMSI
to retrieve associated |P address Cx-MAA
(IR Address stored ff.ee.dd.cc)
-
Check "received" IP
address against HSS
stored |P address
- Cx-SAR
-
Cx-SAA >
SIP: 200 OK
d
|

Figure T.3: Message sequence for GIBA security showing interworking case where UE supports both
fully compliant IMS security and GIBA security and network supports GIBA security only
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Annex U (normative):
Trusted Node Authentication (TNA)

U.1 Overview

The main objectives and requirements on Trusted Node Authentication isthat it shall be possible to gain accessto IMS
based on successful access level authentication being provided by atrusted node in the network which provides an
interworking function towards the IMS. In practice thisis achieved by having this trusted node take on the role of both
the UE and the P-CSCF from an IM S perspective. One example of such a scenario isthe MSC Server enhanced for ICS
as described in TS 23.292 [50].

When registering to the IM S subsystem, the trust of the registering node is verified by the I-CSCF based on the visited
network information (see TS 29.228 [39]) and network domain security (see TS 33.210 [5]). If the node is considered
trusted, then the request is forwarded to the S-CSCF. The S-CSCF looks for an indication in the "integrity-protected”
flag that authentication is already performed by the trusted node.

U.2  Use case and detailed description

The main use case for TNA isto provide access to the IMS network for legacy or IMS enabled equipment when
connected viaa CS access domain as defined for ICS (see TS 23.292 [50]).

TNA relies on the following assumptions:
- Thetrusted node can be in either the home or visited network
- Thetrusted node provides sufficient means for authentication in the CS access domain
- Thetrusted node provides interworking between the IMS domain and the CS access domain

The authentication flow is depicted below in Figure X.1.
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UEA Trusted Node HSS/HLR I-CSCF S-CSCF

--—-1.CS ATTACH-»

. Authentcatio
and Update
Location

3.CSATTACH |
ACCEPT

4. SIP REGISTER———

Registration Status

—6. SIP REGISTERM~

. Cx S-CSCF Registration Notification

8. SIP 200 (OK)—|
«—————9. SIP 200 (OK)

Figure U.1 Trusted Node performs registraton on behalf of the UE

The details of the signalling flows are as follows:

1

CSattach (UE A to Trusted Node)

Asaresult of some stimulus, UE A performs CS attachment toward the CS network
Authentication and Update L ocation (M SC/VLR to HLR/HSS)

The CS network performs standard CS location update, authentication and obtains subscriber data.
CSattach accept (M SC to UE A)

The CS attach request is accepted by the network, an accept message is sent to the UE.
REGISTER request (Trusted Node to I-CSCF)

The Trusted Node sends a SIP REGISTER to the I-CSCF with a private and temporary public user identity
derived from the subscriber"s IMSI aswell as an Instance ID. The REGISTER a so contains information
indicating the capabilities and characteristics of the Trusted Node as a SIP User Agent Client. The Trusted Node
inserts an "integrity-protected" flag set to indicate that authentication has already been performed. The |-CSCF
verifiesthat the incoming REGISTER originates from a trusted node (according to TS 33.210).

Cx: User registration status query procedure

The |-CSCF makes arequest for information related to the Subscriber registration status by sending the private
user identity, public user identity and visited domain name to the HSS as specified in see TS 29.228 [39]. The
HSS returns the S-CSCF required capabilities and the I-CSCF uses this information to select a suitable S-CSCF.

REGISTER request (I-CSCF to S-CSCF)
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I-CSCF forwards the REGISTER request to the selected S-CSCF.
7. Cx: S-CSCF Registration Notification

Based on the presence of the "integrity-protected” flag set to indicate that authentication has already been
performed, the S-CSCF knows that the subscriber has already been authenticated by the Trusted Node. The S
CSCF informs the HSS that the user has been registered. Upon being requested by the S-CSCF, the HSS will
aso include the user profile in the response sent to the S-CSCF. For detailed message flows see TS 29.228 [39].

8. 200 (OK) response (S-CSCF to I-CSCF)
The S-CSCF sends a 200 (OK) response to the I-CSCF indicating that Registration was successful.
9. 200 (OK) response (I-CSCF to Trusted Node)

The I-CSCF forwards the 200 (OK) response to the MSC Server enhanced for ICS indicating that Registration
was successful.
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Annex V (informative):
NAT deployment considerations for GIBA

In the current IM S architecture, it is assumed that no NAT is present between the GGSN and the P-CSCF in GIBA (or
that it is kept transparent to the UE). If aNAT device is between the GGSN and P-CSCF, problems may arise if it is not
deployed properly. Although there is no I P address theft, when signaling messages traverse the NAT device, the source
IP address may be trandated. When P-CSCF compares the source |P address in the |P header with the one in the SIP
header, it will find that these two IP address are not equal, and will attach the source IP address in the IP header to the
'received’ parameter of the Via header in the SIP header. When the request message is forwarded to the S-CSCF, the S-
CSCF shall compare the IP address in the 'received' parameter with the one stored in HSS. These two | P addresses may
not be equal, and the registration will fail. This implies that GIBA will not be able to distinguish between address
trandation caused by NAT and | P address theft.

There are two deployment options that can be used to mitigate this problem.

A) If aNAT isdeployed between GGSN and P-CSCF, it shall be controlled by the Operators and kept transparent to
the UE. The P-CSCF can retrieve the address mapping information from the NAT device, and add the correct
addressinformation in the SIP message. The precise way of getting the address mapping information from the
NAT is outside the scope of this specification.

NOTE 1: A common practice among NAT devicesisto implement such address mapping information query
interface based on a standardized protocol like SNMP.

B) A second alternative to solve the NAT problem is to ensure that the NAT function is provided in the P-CSCF
(seedso TS 23.228). The P-CSCF may have two interfaces. The internal interface has a private | P address and
communi cates with the private address space where the UE resides. The external interface has a public IP
address and communicates with the public address space where the IMS core devices reside. This will then also
ensure that the correct | P address is provided in the SIP message towards the S-CSCF.

NOTE 2: In practical deployment, a P-CSCF may have more than one internal interface to extend the capability to
hold multiple private networks.

NOTE 3: Thetwo solutions here only define the NAT traversal of the GPRS-IM S bundled authentication signaling.
Mediaflow NAT traversal in above cases can be correspondingly solved using the mechanism defined in
3GPP TS 23.228 Annex G.

ETSI



3GPP TS 33.203 version 9.5.0 Release 9 111 ETSI TS 133 203 V9.5.0 (2010-10)

Annex W (informative):
Change history

Change history
Date TSG # TSG Doc. CR | Rev | Cat Subject/Comment Old | New Wi
2002-03 |sp-15 SP-020116 |- Approved at TSG SA #15 and placed under 200 |5.00
change control
Correction of references to obsolete SIP RFC
2002-03 |SP-15 SP-020174 (001 F 2543bis IETE internet draft 5.0.0 |5.1.0
2002-03 |SP-15  |SP-020175 |002 F Eﬁ)ﬂg:ﬁ: of reference to non Operator IMS 1555|510
2002-06 [SP-16 SP-020346 (003 F ISIM related parameters 5.1.0 [5.2.0
2002-06 [SP-16 SP-020347 [004 F Reference of HTTP Digest AKAin TS 33.203 [5.1.0 |5.2.0
2002-06 |SP-16 SP-020348 (005 D |Clean-up of section 6.1.1 5.1.0 |5.2.0
2002-06 [SP-16 SP-020349 [006 F Integrity protection indicator 5.1.0 [5.2.0
2002-06 |SP-16  |SP-020350 [007 F |WEand P-CSCF Behaviour on anIncomplete g, o |55 o
Authentication
2002-06 |SP-16 SP-020351 (008 C |Requested Changes for SIP integrity 5.1.0 [5.2.0
2002-06 |SP-16 SP-020352 009 F__|Clean-up of 7.3 5.1.0 |5.2.0
2002-06 |spP-16 SP-020386 |010 1 c Security association handling in IMS when the 510 |5.20
UE changes IP address
2002-06 |spP-16 SP-020354 |011 p |Remove Annexes that describes Extended 510 |5.2.0
HTTP Digest solution
2002-09 |SP-17 SP-020583 012 F | SA handling when the UE changes IP address [5.2.0 |5.3.0
2002-09 |SP-17 SP-020583 013 F Removal of some editor notes in TS 33.203 5.2.0 |5.3.0
Correction to S-CSCF behaviour on Network
2002-09 |SP-17 SP-020583 (014 F Authentication Failure 5.2.0 |5.3.0
Correcting the network behaviour in response
2002-09 |SP-17 SP-020583 (015 F to an incorrect AUT-S 5.2.0 |5.3.0
2002-09 |SP-17 SP-020583 (016 F Mitigating reflection attacks in IMS 5.2.0 |5.3.0
) : ] Protect port number to be assigned by UE in
2002-09 |SP-17 SP-020583 (017 F re-registration 5.2.0 |5.3.0
2002-09 |SP-17 SP-020583 018 F  [One SA for both TCP and UDP sockets 5.2.0 |5.3.0
2002-09 |SP-17 SP-020583 |o19 = Correction of authentication vector distribution 520 |5.30
procedure
The definition of the key to be used for HMAC-
2002-09 |SP-17 SP-020583 (020 F SHA1-96 within ESP 5.2.0 |5.3.0
Draft-ietf-sip-sec-agree syntax for manually
2002-09 |SP-17 SP-020583 (021 F keyed IPsec 5.2.0 |5.3.0
2002-09 |SP-17 SP-020583 (022 F |Update of User Authentication Failure 5.2.0 |5.3.0
2002-09 [SP-17 SP-020583 (023 F Update of SA handling procedures 5.2.0 [5.3.0
200212 |SP-18  |SP-020710 |024 F o |Soection of IP address acquisition in 530 |5.4.0
2002-12 |SP-18  |SP-020711 [025 F |Sending error response when P-CSCF 530 [5.4.0
receives unacceptable proposal
2002-12 |SP-18 SP-020712 026 F [The use of SAs in user authentication failures |5.3.0 [5.4.0
2002-12 |SP-18 SP-020713 (027 F | Clean up one Editor"s note in 33.203 5.3.0 |5.4.0
2002-12 |SP-18  |SP-020714 |028 Fo|Reuse and re-transmission of RAND and 15 3 1540
} : ] Update of SIP Security Agreement Syntax in
2002-12 |SP-18 SP-020715 (029 F Appendix H 5.3.0 |5.4.0
2002-12 |SP-18 SP-020716 (030 F Registration and SA lifetimes 5.3.0 |5.4.0
2002-12 [SP-18 SP-020717 (031 F Open issues in SA handling 5.3.0 [5.4.0
2002-12 |SP-18 SP-020760 |033 F [TCP and UDP share the same SA 5.3.0 |5.4.0
2002-12 |sp-18 sP-020761 |034 E Ind_lcat_lon in the UE that the SA is no longer 530 |5.4.0
active in P-CSCF
Clarification of the use of ISIM and USIM for
2003-03 |SP-19 SP-030100 (035 F IMS access 5.4.0 |5.5.0
2003-03 |SP-19 SP-030101 (036 F Malicious UE bypassing the P-CSCF 5.4.0 |5.5.0
2003-03 |SP-19 SP-030102 037 F Ensuring the deletion of unwanted SAs 5.4.0 [5.5.0
2003-03 |SP-19 SP-030103 (038 F | Add protected port into Via header 5.4.0 |5.5.0
2003-03 |SP-19 SP-030111 |039 E Correqtlon of the Port 2 definition for SA 540 |550
establishment
Annex H: Alignment of Authentication
2003-06 |SP-20 SP-030222 (040 F algorithm handling with REC3329 5.5.0 |5.6.0
2003-06 |SP-20 SP-030223 041 F [Clarification on USIM-based access to IMS 5.5.0 |5.6.0
2003-09 |sp-21 SP-030484 |043 = Modification of the security association lifetime 560 |5.7.0
management
2003-09 |SP-21 SP-030485 [044 F  [Annex H in 33.203 5.6.0 |5.7.0
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Change history
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Security association handling, behaviour of
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Change history
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2007-12 |SP-38 SP-070786 (0115 |1 C Non-REGISTERS 8.0.1 |8.1.0 Sec
FBI-

Enhancements to Digest Procedures for

2007-12 |SP-38 SP-070786 (0110 |2 C Authentication of Non-REGISTERS 8.0.1 |8.1.0 ggijl_ri-ty
2007-12 |sp-38 SP-070927 |0117 |2 c Informative Annex on use of authentication 80.1 |810 PktCbl-
methods for non-registration messages Sec
2008-03 [SP-39 SP-080138 (0123 |1 C [Stage 2 text on place for nonce generation 8.1.0 |8.2.0 thCCbI'
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