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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The security of MBM S provides different challenges compared to the security of services delivered over point-to-point
services. In addition to the normal threat of eavesdropping, there is also the threat that it may not be assumed that valid
subscribers have any interest in maintaining the privacy and confidentiality of the communications, and they may
therefore conspire to circumvent the security solution (for example one subscriber may publish the decryption keys
enabling non-subscribers to view broadcast content). Countering this threat requires the decryption keys to be updated
frequently in a manner that may not be predicted by subscribers while making efficient use of the radio network.
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1 Scope

The Technical Specification covers the security procedures of the M ultimedia Broadcast/Multicast Service (MBMYS) for
3GPP systems (UTRAN and GERAN). MBMS is a 3GPP system network bearer service over which many different
applications could be carried. The actual method of protection may vary depending on the type of MBM S application.

2 References

The following documents contain provisions, which, through reference in this text, constitute provisions of the present
document.

References are either specific (identified by date of publication, edition number, version number, etc.) or non-specific.
e For aspecific reference, subsequent revisions do not apply.

« For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 22.146: "Multimedia Broadcast/M ulticast Service; Stage 1".

[3] 3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional
Description".

[4] 3GPP TS 33.102: "3G Security; Security Architecture'.

[5] 3GPP TS 22.246: "MBMS User Services'.

[6] 3GPP TS 33.220: " Generic Authentication Architecture (GAA); Generic Bootstrapping
Architecture”.

[7] 3GPP TS 31.102: " Characteristics of the USIM application™.

[8] IETF RFC 2617 "HTTP Digest Authentication”.

9] IETF RFC 3830 "MIKEY: Multimedia Internet KEYing"

[10] IETF RFC 1982 " Serial Number Arithmetic".

[11] IETF RFC 3711 " Secure Real-time Transport Protocol”.

[12] 3GPP TS 43.020: " Security related network functions'.

[13] 3GPP TS 26.346: "Multimedia Broadcast/M ulticast Service; Protocols and Codecs'.

[14] 3GPP TS 33.210: "Network domain security; 1P network layer security”.

[15] OMA-DRM-DCF-v2_0: "OMA DRM Content Format", www.openmobilealliance.org

[16] IETF internet draft: "The Key ID Information Type for the General Extension Payload in MIKEY™
<draft-msec-newtype-keyid-01.txt>.

[17] Port numbers at IANA, http://www.iana.org/assignments/port-numbers.

[18] 3GPP TS 24.109: "3rd Generation Partnership Project; Technical Specification Group Core
Network; Bootstrapping interface (Ub) and network application function interface (Ua); Protocol
details’.

[19] IETF RFC 2616 " Hypertext Transfer Protocol -- HTTP/1.1".
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[20] 3GPP TS 29.109: "3rd Generation Partnership Project; Technical Specification Group Core
Network; Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the
Diameter protocol; Stage 3".

[21] IETF RFC 3629 "UTF-8, atransformation format of SO 10646".

3 Definitions, abbreviations, symbols and conventions

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TR 21.905 [1] and the following apply.
For the definitions of MBMS User Servicerefer to TS 22.246 [5].
HDR = the genera MIKEY HeaDeR.

IMPI = Inthe context of current specification IMSI is used in the format of IMPI as specified in GBA, cf. TS 33.220
[6].

KEMAC = A payload included in the MIKEY message, which contains a set of encrypted sub-payloads and aMAC.

Key Group= A group of MSKsthat are identified by the same Key Group part of the MSK ID. Key Group part is used
to group keys together in order to allow redundant M SKsto be deleted.

MBM S download session: See TS 26.346 [13].
MBM S streaming session: See TS 26.346 [13].
MRK = MBMS Request Key: Thiskey isto authenticate the UE to the BM-SC when performing key reguests etc.

MSK = MBMS Service Key: The MBMS Service key that is securely transferred (using the key MUK) from the BM-
SC towards the UE. The MSK is not used directly to protect the MBMS User Service data (see MTK).

MTK = MBMS Traffic Key: A key that is obtained by the UICC or ME by calling a decryption function MGV -F with
the MSK. The key MTK is used to decrypt the received MBMS data on the ME.

MUK = MBMS User Key: The MBMS user individual key that is used by the BM-SC to protect the point to point
transfer of MSK's to the UE.

NOTE: ThekeysMSK and MUK may be stored within the UICC or the ME depending on the UICC capabilities.

Salt key = arandom or pseudo-random string used to protect against some off-line pre-computation attacks on the
underlying security protocol.

SEQI = Lower limit of the MTK ID sequence number interval: Last accepted MTK ID sequence number interval stored
within MGV -S. The original value of SEQI isdelivered in the key validity data field of MSK messages.

SEQp = The MTK ID, whichisreceived inaMIKEY packet.

SEQu = Upper limit of the MTK ID sequence number interval, which is delivered in the key validity datafield of MSK
messages.

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

B-TID Bootstrapping Transaction Identifier
BM-SC Broadcast-Multicast Service Centre
BSF Bootstrapping Server Function

DCF DRM Content Format

DRM Digital Rights Management

EXT Extension payload
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FDT FLUTE File Delivery Table

FLUTE File delivery over Unidirectiona Transport
GBA Generic Bootstrapping Architecture
GBA_ME ME-based GBA

GBA_U GBA with UICC-based enhancements

IDi Identity of the initiator

IDr I dentity of the responder

Ks ext NAF Derived key in GBA_U
Ks int NAF Derived key in GBA_U, which remains on UICC

Ks NAF Derived key in GBA_ME

MAC M essage authentication code

MBMS Multimedia Broadcast/Multicast Service
MGV-F MBMS key Generation and Validation Function
MGV-S MBMS key Generation and Validation Storage
MIKEY Multimedia Internet Keying

MKI Master Key identifier

MRK MBMS Request Key

MSK MBMS Service Key

MSK_C Confidentiality key derived from key MSK
MSK_I Integrity key derived from key MSK

MTK MBMS Traffic Key

MUK MBMS User Key

MUK_C Confidentiality key derived from key MUK
MUK | Integrity key derived from key MUK

NAF Network Application Function

OMA Open Mobile Alliance

ROC Roll-Over Counter

SP Security Policy

SRTP Secure RTP

3.3 Symbols

For the purposes of the present document, the following symbols apply:

Il Concatenation

34 Conventions

All data variablesin this specification are presented with the most significant substring on the left hand side and the
least significant substring on the right hand side. A substring may be a bit, byte or other arbitrary length bitstring.
Where avariableis broken down into a number of substrings, the leftmost (most significant) substring is numbered O,
the next most significant is numbered 1, and so on through to the least significant.

4 MBMS security overview

4.1 MBMS security architecture

41.1 General

MBMS introduces the concept of a point-to-multipoint service into a 3GPP system. A requirement of aMBM S User
Service isto be able to securely transmit data to a given set of users. In order to achieve this, there needs to be a method
of authentication, key distribution and data protection for aMBMS User Service.
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Figure 4.1: MBMS security architecture

Figure 4.1 gives an overview of the network elementsinvolved in MBMS from a security perspective. Nearly all the
security functionality for MBMS, except for the normal network bearer security, resides in either the BM-SC or the UE.
The BSFisapart of GBA (TS 33.220 [6]). The UE and the BM-SC use GBA to establish shared keys that are used to
protect the point-to-point communication between the UE and the BM-SC.

The BM-SC is asource for MBMS data. It could also be responsible for scheduling data and receiving data from third
parties (thisis beyond the scope of the standardisation work) for transmission. The BM-SC is responsible for
establishing shared secrets with the UE using GBA, authenticating the UE with HT TP digest authentication mechanism,
registering and de-registering UEs for MBM S User Services, generating and distributing the keys necessary for MBM S
security to the UEs with MIKEY protocol and for applying the appropriate protection to data that is transmitted as part
of aMBMS User Service. The BM-SC also provides the MBM S bearer authorisation for UEs attempting to establish
MBMS bearer.
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The UE isresponsible for establishing shared secrets with the BM-SC using GBA, registering to and de-registering
from MBMS User Services, requesting and receiving keys for the MBM S User Service from the BM-SC and also using
those keys to decrypt the MBM S data that is received.

MBM S imposes the following requirements on the MBM S capable elements:
- aUICC that contains MBM S key management functions shall implement GBA_U;

- aME that supports MBM S shall implement GBA_U and GBA_ME, and shall be capable of utilisingthe MBMS
key management functions on the UICC as well as providing MBM S key management functions itself;

- aBM-SC shall support using both GBA_ME and GBA _U keys to enable both ME based and UICC based
MBMS key management, respectively.

4.1.2 BM-SC sub-functions
The BM-SC has the following sub-functions related to MBM S security, see figure 4.1.

- Key Management function: The Key Management function includes two sub-functions. Key Request function
and Key Distribution function.

- Key Request function: The sub-function is responsible for retrieving GBA keys from the BSF, deriving MUK
and MRK from GBA keys, performing MBM S User Service Registration, Deregistration and MSK request
procedures and related user authentication using MRK, providing MUK to Key Distribution function,
performing subscription check from Membership function. The sub-function implements the following functions
and procedures:

- Bootstrapping initiation

Bootstrapping re-negotiation

- HTTP digest authentication

-  MRK derivation

- MBMS User Service Registration procedure

- MBMS User Service Deregistration procedure
- MSK request procedure

- Key Distribution function: The sub-function is responsible for retrieving MUK from Registration function,
generating and distributing MSKs and MTKsto the UE, providing MTK to Session and Transmission function.
The sub-function implements the following security procedures:

- MSK delivery procedure
- MTK délivery procedure
- BM-SC solicited pull procedure

- Session and Transmission function: The sub-function is responsible for session and transmission functions cf.
TS 26.346 [13]. As part of these session and transmission functions, this function performs protection of data
with MTK (encryption and/or integrity protection). The sub-function implements the following security
procedures:

- Protection of streaming data
- Protection of download data

- Member ship function: The Membership function is used to verify if a user is authorized to register, receive
keys or to establish a MBMS bearer. The Membership functionisdefined in TS 23.246 [3].
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4.1.3

It is assumed that the UE includes a secure storage (MGV-S). ThisMGV-S may be realized on the ME or on the UICC.
The MGV-F isimplemented in a protected execution environment to prevent leakage of security sensitive information
such as MBMS keys. MGV-S stores the MBM S keys and MGV -F performs the functions that should not be exposed to
unprotected parts of the ME. An overview of ME based key management and UICC based key management in UE is
described in figure 4.2.

UE security architecture

In particular in ME based key management it shall be ensured that the keys are not exposed to unprotected parts of the
ME when they are transmitted from the UICC to the MGV -S or during the key derivations.

ME based key management UICC based key management
UE UE
M GV-S/F
uicC e
CK,IK —f—P Ks CK, IK — P Ks
Key K
> Ks_ext_NAF
¢ MGV-SFy L
Ks NAF Ks int_ NAF MRK

¢ |—> MRK
AL derivation MUK

—» MRK
(i J— 3¢ g
MSK MSK
Decryption MTK mgy Decryption MTK msg
v v
MTK MTK

Figure 4.2: ME and UICC based key management in UE

4.1A  Granularity of MBMS security

An MBMS User Serviceis composed of one or more MBMS Streaming Sessions and/or MBM S Download Sessions.
An MBMS Streaming Session is composed of one or more RTP sessions, and an MBM S Download Session is
composed of one or more FLUTE channels as defined in TS 26.346 [13]. MBMS streaming/downl oad sessions may be
transported over one or more MBMS Transport Services. Transport Services are defined in TS 23.246 [3]. MBMS
security is used to protect RTP sessions and FLUTE channels. As such MBM S User Service protection is Transport
Service independent, in particular, it isindependent on whether it is carried over point-to-point bearer or MBMS bearer.

4.2

The BM-SC controls the use of the MBMS Service Keys (M SKs) to secure the different RTP sessionsand FLUTE
channels. The MSKs are used to protect the delivery of MBM S Transport Keys (MTK's), which are used to secure the
RTP sessions and FLUTE channels as specified within clauses 6.5 and 6.6. The delivery of MSKsis secured with user
specific MBMS User Key (MUK), which isreceived from GBA, cf. clause 6.1. MSKsand MTKs are managed at the
MBMS User Service Level.

Key management overview

The following rules apply for MBM S key management:
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The use of the same MTK within two different RTP sessionsis not allowed according to RFC3711 [11] section 9.1.
It shall be possible to update the MTK s during an RTP session or FLUTE channel to enhance the security.

M SK s shall be used to protect MTK's of only one RTP session or FLUTE channel. It shall be possible to update the
MSKs during an RTP session or FLUTE channel to enhance the security.

M SK's within one Key Group shall be used to protect MTKs of only one RTP session or FLUTE channel. To allow
smooth transition from "current" MSK to the "next", the MGV-S shall be capable of storing two M SKs within the same
Key Group as specified in clause 6.3.2.1 of TS 33.246.

Some of therules areillustrated in figures 4.3 and 4.4.

The usage of MSKsand MTKs applied to a RTP session or FLUTE channel (i.e. usage of MSKs and MTKsfor one
Key group) isdepicted in figure 4.3. Figure 4.4 shows an example of the usage of MSKsand MTKsfor three RTP
sessions. In particular it shows that MSKsand MTK's of one Key Group are used to protect exactly one RTP session.

Establish MUK (GBA)

Arrow means “protected by”

Data packets for RTP session or FLUTE channel

Figure 4.3: MBMS key hierarchy: usage of MSKs and MTKs within one RTP session or FLUTE
channel

Establish MUK (GBA)
Arrow means “protected by”

MSKs
Key Group A

MSKs
Key Group B

MSKs
Key Group C

Figure 4.4: MBMS key hierarchy: usage of MSKs and MTKs for three separate RTP sessions

RTP session;

According to TS 22.246 [5] there exist MBM S User Services with shared and non-shared Transport Services. In case
two MBMS User Services share an MBMS Transport Service, they also share one or more RTP sessions or FLUTE
channels carried in the Transport Service. In this case, it shall be possible for the MBM S User Services to share one or
more MSKs and MTKs of the Key Groups that are used to protect the MBM S data.

An example showing how key management is used with MBM S User and Transport Servicesis depicted in Annex |.
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5 MBMS security functions

5.1 Authenticating and authorizing the user
A UE is authenticated and authorised such that only legitimate users are able to participate in an MBMS User Service.

When the UE uses HT TP protocol towards the BM-SC, the UE is authenticated with HTTP digest as described in
clause 6.2.1. The Membership function within the BM-SC is used to verify the subscription information.

The following procedures use HTTP digest authentication:
- MBMS User Service Registration procedure (clause 6.3.2);
- MBMS User Service Deregistration procedure (clause 6.3.2);
- MSK request procedure. This can have many triggers (clause 6.3.2);
- Associated delivery procedures (specified in TS 26.346 [13]).

When the UE establishes (or releases) the MBM S bearer(s) to receive an MBMS User Service, it is authenticated and
authorized as defined in clause 6.2.2.

5.2 Key derivation, management and distribution

Like any service, the keys that are used to protect the transmitted datain aMBM S User Service should be regularly
changed to ensure that they are fresh. This ensures that only legitimate users can get access to the datain the MBM S
User Service. In particular frequent re-keying acts as a deterrent for an attacker to pass the MBMS keysto others users
to allow those other usersto access the datain an MBM S User Service.

The BM-SC isresponsible for the generation and distribution of the MBM S keys to the UE. A UE hasthe ability to
request a key when it does not have the relevant key to decrypt the data. This request may also be initiated by a message
from the BM-SC to indicate that a new key is available.

The following function is used by the procedures listed below:
- MRK derivation (clause 6.1);

The following procedures are involved in Key management and distribution:

- MBMS User Service Registration procedure (clause 6.3.2);

- MBMS User Service Deregistration procedure (clause 6.3.2);
- MSK request procedure (clause 6.3.2);

- MSK delivery procedure (clause 6.3.2);

- MTK delivery procedure (clause 6.3.3);

- BM-SC solicited pull procedure (clause 6.3.2).

5.3 Protection of the transmitted traffic

The traffic for a particular MBMS User Service may require some protection depending on the sensitivity of the data
being transmitted (e.g. it is possible that the data being transmitted by the MBM S User Serviceis actually protected by
the DRM security method and hence might not require additional protection. However, MBMS protection is
independent of DRM protection). If this protection is required, it will be either confidentiality and integrity or
confidentiality only, or integrity only. The protection is applied end-to-end between the BM-SC and the UEs and will be
based on a symmetric key shared between the BM-SC and the UEs that are currently accessing the service. The actual
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method of protection specified may vary depending on the type of data being transmitted, e.g. media streaming
application or file download.

NOTE: When MBMSdataisreceived over a point-to-point MBMS radio bearer, it would be ciphered between
the BM-SC and UE and may also ciphered over the radio interface. This "double ciphering” is
unnecessary from a security point of view and hence the decision of whether or not to apply radio
interface ciphering to a point-to-point MBMS radio bearer is outside the scope of this specification.

The following traffic protection functions can be distinguished:
- Protection of streaming data (clause 6.6.2);

- Protection of download data (clause 6.6.3).

6 Security mechanisms

6.1 Using GBA for MBMS

TS 33.220 [6] GBA (Generic Bootstrapping Architecture) is used to agree keys that are needed to run an MBM S User
Service. The Uasecurity protocol identifier that shall be used for MBMS is defined in TS 33.220 [6].

If the Service Announcement indicates that protection of the MBM S User Service is applied, then the UE needsto share
GBA-keys with the BM-SC. If no valid GBA-keys are avail able at the UE, the UE shall perform a GBA run with the
BSF of the home network as described within TS 33.220 [6]. The BM-SC will act asaNAF (Network Application
Function) according to TS 33.220 [6].

Along with the GBA-keys the BSF shall send the IMPI of the user to the BM-SC. When the UE has bootstrapped, it
will use anew B-TID over the Uareference point. The IMPI isused in the BM-SC to bind the old and the new B-TID
together.

The MSKsfor an MBM S User Service shall be stored on either the UICC if the UICC is capable of MBMS key
management or the ME if the UICC is not capable of MBM S key management.

Storing the MSK's on the UICC requires a UICC that contains the MBM S management functions.

Asaresult of aGBA_U run, the BM-SC will share akey Ks_ext NAF with the ME and share akey Ks_int NAF with
the UICC. Thiskey Ks_int_ NAF isused by the BM-SC and the UICC asthe key MUK (MBMS User Key) to protect
MSK (MBMS Service Key) deliveriesto the UICC as described within clause 6.3. The key Ks_ext NAF is used as the
key MRK (MBMS Request Key) within the protocols as described within clause 6.2.

A run of GBA_ME resultsin the BM-SC sharing a key Ks_NAF with the ME. Both the BM-SC and the ME use the key
Ks NAF as MUK. Thekey MRK isderived from the key Ks_NAF by the BM-SC and the ME as specified in Annex F
of this specification. The key MUK is used to protect MSK deliveriesto the ME as described within clause 6.3. The key
MRK is used to authenticate the UE towards the BM-SC within the protocols as described within clause 6.2.

The MUK and MRK are identified by the combination of B-TID and NAF-ID (without the Ua security protocol
identifier) in the UE and by B-TID in the BM-SC, where B-TID and NAF-ID are defined as specified in TS 33.220 [6].

In the UE two different MUK, i.e. the last generated and the last successfully used, are used to guarantee that the UE
and the BM-SC share aways one MUK. The last generated MUK is replaced immediately after when anew MUK is
generated and the last successfully used MUK is updated after the successful reception of the MIKEY message, which
is protected using the last generated MUK . The usage of MUKSs is described within clause 6.3.

For ME based key management:

- All MBMSkeys (MUK, MRK, MSK and MTK) shall be deleted from the ME when a different UICC is
inserted. Therefore the ME needs to store in non-volatile memory the last inserted UICC-identity to be ableto
compare that with the used UICC-identity at UICC insertion and power on.

- All MBMSkeys (MRK, MSK and MTK) may be deleted from the ME when the ME is powered down. If the
ME does not delete the MBM S keys at power down then the MBM S keys need to be stored in non-volatile
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memory. The ME should store the MUK s in non-volatile memory in order to be able to authenticate the first
MIKEY message of a BM-SC solicited pull procedure (see clause 6.3.2.2.4).

NOTE: If the ME deletesthe MSK at power down, then the MBMSS client would need to request MSK to the
BM-SC and may need to run GBA to reconvene an MBM S session.

6.2 Authentication and authorisation of a user

6.2.1  Authentication and authorisation in HTTP procedures

6.2.1.1 General

This clause describes authentication of the user to the BM-SC when using HT TP digest with bootstrapped security
associations.

6.2.1.2 Bootstrapping

The BM-SC shall implement Bootstrapping procedure over Ub, Initiation of bootstrapping and Bootstrapping
renegotiation procedures over Ua as specified in TS 33.220 [6] and in clauses 4 and 5.2 of TS 24.109 [18]. The Ua
interface procedures shall use MRK.

6.2.1.3 HTTP digest authentication

When the UE initiates an HT TP procedure towards the BM-SC, HT TP digest authentication as defined in RFC 2617 [8]
shall be used for mutual authentication. HTTP digest is run between BM-SC and ME. The MBM S authentication
procedure is based on the general user authentication procedure over Uainterface that is specified in clause " Procedures
using the bootstrapped Security Association” in TS 33.220 [6]. The BM-SC will act asa NAF according to

TS 33.220[6]. Along with the GBA-keys the BSF shall send the IMPI of the user to the BM-SC. The details of HTTP
digest authentication are specified in clause 5.2 of TS 24.109 [18]

The following adaptations apply to HTTP digest:
- theB-TID as specified in TS 33.220 [6] is used as username;
- MRK (MBMS Request Key) is used as password.
All HTTP procedures within this specification including the associated delivery proceduresin TS 26.346 [13] shall be
integrity protected with HTTP digest as specified in this clause.
6.2.2  Authentication and authorisation in MBMS bearer establishment

The authentication of the UE during MBMS bearer establishment relies on the authenticated point-to-point connection
with the network, which was set up using network security described in TS 33.102 [4] or TS 43.020 [12]. Authorisation
for the MBM S bearer establishment happens by the network making an authorisation request to the BM-SC to ensure
that the UE is allowed to establish the MBM S bearer(s) corresponding to an MBM S User Service (see TS 23.246 [3] for
the details). ASMBMS bearer establishment authorisation lies outside the control of the MBM S bearer network (i.e. itis
controlled by the BM-SC), there is an additional procedure to remove the MBMS bearer(s) related to a UE that isno
longer authorised to accessan MBM S User Service.

6.2.3 Void

6.2.4  Void
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6.3 Key management procedures

6.3.1 General

In order to protect an MBM S User Service, it is necessary to deliver both MSKs and MTKs from the BM-SC to the UE.

MSK procedures are further divided to MSK request procedures, described in clause 6.3.2.2, and MSK delivery
procedure, described in clause 6.3.2.3. MSK procedures use a point-to-point bearer. MSK procedures are similar for
both streaming and download services.

The operator may configure the BM-SC to refrain from pushing the M SK update message to the UE and let the UE
request for the M SK. This may be needed in some download services where the UE fetches the MSK after receiving
encrypted download object. In this case the back-off mode as described in clause 6.3.2.2.1 shall be used if present
within the Service Announcement.

MTK delivery procedures use the same bearer asthe MBM S User Service. MTK delivery procedures are different for
streaming and download services and they are described in clause 6.3.3.

The details of the HTTP procedures and HT TP error situations are specified in Annex G. An example of detailed MSK
request procedure is described in Annex H. The XML schemas of the HTTP payloads are specified in TS 26.346 [13].

6.3.2 MSK procedures

6.3.2.1 MSK identification
Every MSK isuniquely identifiable by its Key Domain ID and MSK ID
where

Key Domain ID = MCC || MNC and is 3 bytes long.

NOTE 1: When MCC || MNC is used as key identifier, the UE should not try to use it in another context, e.g. the
UE should not compare the received MCC || MNC to parametersin radio level.

MSK ID is 4 byteslong and with byte 0 and 1 containing the Key Group part, and byte 2 and 3 containing the
Key Number part. The Key Number part is used to distinguish M SK s that have the same Key Domain ID and
Key Group part. Key Group part is used to group keys together in order to allow redundant M SK s to be deleted.
The MSK ID iscarried in the extension payload of MIKEY extension payload.

NOTE 2: If the Key Domain ID does not uniquely identify the BM-SC, it needs to be ensured that the Key Group
parts are unique within an operator, i.e. two BM-SCs within an operator shall not use the same Key Group
value.

6.3.2.1A MBMS User Service Registration procedure

When a UE has received MBM S User Service information via User Service Discovery / Announcement procedures
describing aMBMS User Service and the user wants to receive that MBM S User Service, the UE should register to the
MBMS User Service.

NOTE 1. The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It isout of the
scope of the present specification how the UE receives the User Service information and how the User
Serviceistriggered in the UE.

NOTE 2: The MBMS User Service announcements are not protected when sent over MBM S bearer.

The UE shall receive the following information via the User Service Discovery / Announcement procedures if
protection of the MBMS User Serviceis applied. In this case the UE shall register for the MBM S User Service. If on
the other hand, the MBM S User Service does not require any protection (i.e. if service protection description is not
present in the Service Announcement), the UE shall not register for key management purposes, which means that the
UE needs no shared secret with the BM-SC and should therefore not perform a GBA-run with BSF for MBMS (e.g. if
no shared secret for MBMSis available in the UE).
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- One or more fully qualified domain names (FQDN) of the key management servers (i.e. the BM-SC). Thisis for
the UE to know to which IP address to send within the MBM S User Service Registration/Deregistration and
MSK request Procedures. One or more FQDNs may be indicated in the Service Announcement for load
balancing purposes. The UE shall choose the FQDN at the registration phase with the same mechanism as the
File Repair Server isselected in TS 26.346 [13]. The UE shall keep the same FQDN for subsequent key
management procedures.

- UICC key management required: yes no.

-  MIKEY FEC-protection, asdefined in TS 26.346 [13], may be specified in the service protection description if
MIKEY is FEC protected and encapsulated in FEC source packets.

- ldentifiers of the M SK's needed for the User Service.

For each MSK, the identifiers that shall be included are Key Domain ID and MSK ID. The Key Number part of
each MSK ID shall be set to 0x0 to denote the current MSK. The Key Number values in the Service
Announcement shall be ignored by the UE, since they may change over time and Key Group part of MSK ID is
sufficient to identify the MSK's, see clause 6.3.2.1.

- Mapping information how the MSK's are used to protect the different RTP sessions or FLUTE channels. If the
MSK is applied to streaming data, then the following parameters shall be present per MSK:

- SRTP authentication tag length
NOTE 3: If thereis no integrity protection applied to the data, the length of the authentication tag shall be zero.
- SRTP MKI length

NOTE 4: Using the lengths of the authentication tag and the MK field, the UE is able to locate the beginning of the
MKI field in SRTP packets even before it has received the security policy payload supplied with the
delivery of the MSK. This makes it possible for the UE to request the MSK required for the packet.

- Back off mode parameters, as defined in TS 26.346 [13], may be specified for MSK requests, if wanted by the
service provider. These parameters are then valid for all MSKsin the user service. The Back off modeis used to
avoid congestion in MSK requests. In the rare cases that more than one User Service share the same MSK, but
have different back off parameters, the UE is allowed to choose which ones to use. The Back off mode is
optional to implement in the BM-SC and mandatory to imple