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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document isthe first part of a multi-part conformance specification valid for 3GPP Release 5 and later
releases.

3GPP TS 34.229-1 (the present document): Internet Protocol (1P) multimedia call control protocol based
on Session I nitiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE)
confor mance specification; Part 1: Protocol confor mance specification- current document.

3GPP TS 34.229-2 [5]: "Internet Protocol (1P) multimedia call control protocol based on Session Initiation
Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE) conformance specification; Part 2:
Implementation Conformance Statement (1CS) proforma specification".

3GPP TS 34.229-3 [6]: "Internet Protocol (1P) multimediacall control protocol based on Session Initiation
Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE) conformance specification; Part 3:
Abstract Test Suites (ATS)".

NOTE 1. The ATSiswritten in astandard testing language, TTCN-3, asdefined in ETSI ES 201 873 Parts 1 to 3
[36] [37] [38].

NOTE 2: For conformance testing of the UTRAN requirements refer to 3GPP TS 34.123 Parts 1 to 3 [2] [3] [4].
NOTE 3: Further information on testing can be found in ETSI ETS 300 406[9] and | SO/IEC 9646-1 [7].

For at least aminimum set of services, the prose descriptions of test cases will have a matching detailed test case
implemented in TTCN-3 (and provided in 3GPP TS 34.229-3 [6]).
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1 Scope

The present document specifies the protocol conformance testing for the User Equipment (UE) supporting the Internet
Protocol (1P) multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description
Protocol (SDP).

Thisisthefirst part of a multi-part test specification. The following information can be found in this part:

- theoverall test structure;

the test configurations,
- the conformance requirement and reference to the core specifications;
- thetest purposes; and
- abrief description of the test procedure, the specific test requirements and short message exchange table.
The following information relevant to testing can be found in accompanying specifications:
- the applicability of each test case [5].
A detailed description of the expected sequence of messages can be found in the 3 part of present test specification [6].

The Implementation Conformance Statement (ICS) pro-forma can be found in the 2™ part of the present test
specification [5].

The present document is valid for UE implemented according to 3GPP Releases starting from Release 5 up to the
Release indicated on the cover page of the present document.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

e For aspecific reference, subsequent revisions do not apply.
o For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including

aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Rel ease as the present document.

For a Release 5 UE, references to 3GPP documents are to version 5.x.y, when available.
- For aRelease 6 UE, references to 3GPP documents are to version 6.X.y, when available.
- For aRelease 7 UE, references to 3GPP documents are to version 7.x.y, when available.
- For aRelease 8 UE, references to 3GPP documents are to version 8.x.y, when available.
- For aRelease 9 UE, references to 3GPP documents are to version 9.x.y, when available.
[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 34.123-1: "User Equipment (UE) conformance specification; Part 1: Protocol
conformance specification”.

[3] 3GPP TS 34.123-2: "User Equipment (UE) conformance specification; Part 2: |mplementation
Conformance Statement (ICS) proforma specification”.
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[4]

(3]

6]

[7]

(8]

(9]

[10]

[11]

[18]

[19]

[20]

[21]
[22]
[23]
[24]
[25]

[26]
[27]
[28]

3GPP TS 34.123-3: "User Equipment (UE) conformance specification; Part 3: Abstract Test Suites
(ATS)".

3GPP TS 34.229-2: "Internet Protocol (1P) multimedia call control protocol based on Session
Initiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE)
conformance specification; Part 2: Implementation Conformance Statement (1CS) proforma
specification”.

3GPP TS 34.229-3: "Internet Protocol (1P) multimedia call control protocol based on Session
Initiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE)
conformance specification; Part 3: Abstract Test Suites (ATS)".

I SO/IEC 9646-1: "Information technology - Open systems interconnection - Conformance testing
methodology and framework - Part 1. General concepts”.

I SO/IEC 9646-7: "Information technology - Open systems interconnection - Conformance testing
methodology and framework - Part 7: Implementation Conformance Statements”.

ETSI ETS 300 406: "Methods for testing and Specification (MTS); Protocol and profile
conformance testing specifications; Standardization methodology".

3GPP TS 24.229: "IP Multimedia Call Control Protocol based on Session Initiation Protocol (SIP)
and Session Description Protocol (SDP); Stage 3".

3GPP TS 26.234: " Transparent end-to-end Packet-switched Streaming Service (PSS); Protocols
and codecs ™.

3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocols;
Stage 3".

3GPP TS 33.102: "3GPPSecurity; Security architecture”.

3GPP TS 33.203: "Access security for |P based services'.

RFC 3261: "SIP: Session Initiation Protocol”.

RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication”.

RFC 3310: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and
Key Agreement (AKA)".

RFC 3455: "Private Header (P-Header) Extensions to the Session Initiation Protocol (SIP) for the
39_Generation Partnership Project (3GPP)"

RFC 3608: "Session Initiation Protocol (SIP) Extension Header Field for Service Route Discovery
During Registration”.

RFC 3327: "Session Initiation Protocol Extension Header Field for Registering Non-Adjacent
Contacts’.

RFC 3329: " Security Mechanism Agreement for the Session Initiation Protocol (SIP)".
RFC 3680: "A Session Initiation Protocol (SIP) Event Package for Registrations”.
RFC 3315: "Dynamic Host Configuration Protocol for |Pv6 (DHCPv6)".

RFC 3320: 'Signalling Compression (SigComp)’

RFC 3485: 'The Session Initiation Protocol (SIP) and Session Description Protocol (SDP) Static
Dictionary for Signalling Compression (SigComp)'

RFC 3486: ‘Compressing the Session Initiation Protocol (SIP)'
RFC 4566: " SDP: Session Description Protocol™.
RFC 2403: "The Use of HMAC-MD5-96 within ESP and AH".
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RFC 3264: "An Offer/Answer Model with the Session Description Protocol (SDP)".
RFC 3312: "Integration of Resource Management and Session Initiation Protocol (SIP)".
3GPP TS 23.003: "Numbering, addressing and identification".

RFC 3262: "Registration of provisional responsesin Session Initiation Protocol (SIP)".
RFC 3265: "Session Initiation Protocol (SIP) Specific Event Notification”.

3GPP TR 23.981 'Universal Mobile Telecommunications System (UMTS); Interworking aspects
and migration scenarios for |Pv4-based | P Multimedia Subsystem (IMS) implementations.

ETSI ES 201 873-1: "Methods for Testing and Specification (MTS); The Testing and Test Control
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ETSI ES 201 873-2: "Methods for Testing and Specification (MTS); The Testing and Test Control
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3GPP TS 22.101: " Service aspects; Service principles’.

3GPP TS 34.108: "Common test environments for User Equipment (UE); Conformance testing”.
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
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3GPP TS 29.208: "End-to-end Quality of Service (QoS) signalling flows".
RFC 2373: "IP Version 6 Addressing Architecture”.

RFC 3646: "DNS Configuration options for Dynamic Host Configuration Protocol for IPv6
(DHCPV6)".

RFC 2132: "DHCP Options and BOOTP Vendor Extensions "
RFC 3263: "Session Initiation Protocol (SIP): Locating SIP Servers'.

RFC 3319: "Dynamic Host Configuration Protocol (DHCPv6) Options for Session Initiation
Protocol (SIP) Servers'.

RFC 1035: "Domain Names - Implementation And Specification".
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RFC 2833: "RTP Payload for DTMF Digits, Telephony Tones and Telephony Signals”.
RFC 2131: "Dynamic Host Configuration Protocol".
RFC 2782: "A DNS RR for specifying the location of services (DNS SRV)".

RFC 3361: "Dynamic Host Configuration Protocol (DHCP-for-1Pv4) Option for Session Initiation
Protocol (SIP) Servers'.

3GPP TS 25.331: "Radio Resource Control (RRC) protocol specification”.
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RFC 3841 "Caller Preferences for the Session Initiation Protocol (SIP)".

3GPP TS 24.173: "IMS Multimedia Telephony Communication Service and supplementary
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RFC 4825: "The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)".
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RFC 4032: "Update to the Session Initiation Protocol (SIP) Preconditions Framework".

3GPP TS 24.423: "PSTN/ISDN simulation services, Extensible Markup Language (XML)
Configuration Access Protocol (XCAP) over the Ut interface for Manipulating NGN PSTN/ISDN
Simulation Services'.

3GPP TS 24.407: "PSTN/ISDN simulation services, Originating | dentification Presentation (OIP)
and Originating Identification Restriction (OIR); Protocol specification™.

3GPP TS 24.408: "PSTN/ISDN simulation services; Terminating |dentification Presentation (T1P)
and Terminating | dentification Restriction (TIR); Protocol specification".
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specification”.
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3GPP TS 24.406: "PSTN/ISDN simulation services. Message Waiting Indication (MW]1): Protocol
specification”.

3GPP TS 24.410: "PSTN/ISDN simulation services. Communication HOLD (HOLD);
PSTN/ISDN simulation services".

3GPP TS 24.429: "PSTN/ISDN simulation services: Explicit Communication Transfer (ECT);
Protocol specification”.

RFC 4244 " An Extension to the Session Initiation Protocol (SIP) for Request History
Information".

3GPP TS 24.147: "Conferencing using the IP Multimedia (IM) Core Network (CN) subsystem;
Stage 3".
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Editor's note: The above document cannot be formally referenced until it is published as an RFC.

3 Definitions, symbols and abbreviations

For the purposes of the present document, the terms and definitions givenin TR 21.905 [1] and the following apply. A
term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

3.1 Definitions

For the purposes of the present document, the following additional definitions apply:
example: text used to clarify abstract rules by applying them literally
Floor: Floor(x) isthe largest integer smaller than or equal to x.

Cél: Celil (x) isthe smallest integer larger than or equal to x.

3.2 Symbols

For the purposes of the present document, the following additional symbols apply:

None.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAAA Address (IP v6)

AKA Authentication and Key Agreement

AKAv1-MD5 Authentication and Key Agreement version 1- Message-Digest 5
DUID DHCP Unique Identifier

EF Elementary File

FQDN Fully Qualified Domain Name
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HMAC-MD5-96  Hashing for Message Authentication Code - Message-Digest 5 — 96 (bits)
HMAC-SHA-1-96 Hashing for Message Authentication Code - Secure Hash Algorithm 1 - 96 (bits)

ICS Implementation Conformance Statement
IN INternet
IPsec IP Security
IXIT Implementation eXtra Information for Testing
MIME Multi purpose Internet Mail Extensions
MF Master File
NAPTR Naming Authority Pointer
P-CSCF Proxy — Call Session Control Function
RTCP Real Time Transport Control Protocol
SIGComp SIGnalling Compression
SRV SeRVice
SS System Simulator

4 Overview

4.1 Test Methodology

4.1.1  Testing of optional functions and procedures

Any function or procedure which is optional, as indicated in the present document, may be subject to a conformance test
if it isimplemented in the UE.

A declaration by the apparatus supplier (Implementation Conformance Statement (1CS)) is used to determine whether
an optional function/procedure has been implemented (see | SO/IEC 9646-7 [8] for general information about ICS).

4.2 Implicit Testing

For some 3GPP signalling and protocol features conformance is not verified explicitly in the present document. This
does not imply that correct functioning of these features is not essential, but that these are implicitly tested to a
sufficient degreein other tests.

4.3 Conformance Requirements

The Conformance Requirements clauses in the present document are copy/paste from the relevant core specification
where skipped text have been replaced with "...". References to clauses in the Conformance Requirements section of the
test body refersto clausesin the referred specification, not sectionsin the present document.

5 Reference Conditions

The test cases are expected to be executed through the 3GPP radio interface. Details of the radio interfaces are outside
the scope of this specification. The reference environments used by tests are specified in the test.

5.1 Generic setup procedures

A set of basic generic procedures for PDP Context Activation, P-CSCF Discovery and Registration are described in
Annex C. These procedures are used in numerous test cases throughout the present document.
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6 PDP Context Activation

6.1 General Purpose PDP Context Establishment
Implicitly tested.

NOTE: Thisisimplicitly tested as part of generic procedures.

6.2 General Purpose PDP Context Establishment (UE
Requests for a Dedicated PDP Context)

6.2.1 Definition

Test to verify that the UE can establish a”General Purpose PDP context” for SIP signalling. The test case is applicable
for GIBA.

6.2.2 Conformance requirement
Prior to communication with the IM CN subsystem, the UE shall:
a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] isavailable. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE able to
construct an |Pv4 or an |Pv6 address;

NOTE 1: During the PDP context activation procedure, the UE and network negotiate whether the UE or the GPRS
IP-CAN isresponsible for the resource reservation applicable to all PDP contexts within the activated
PDP address/APN pair, as described in 3GPP TS 24.008 [§].

When the bearer establishment is controlled by the UE, the UE shall choose one of the following options when
performing establishment of this PDP context:

l.
I1. A genera-purpose PDP context:

The UE may decide to use a general-purpose PDP Context to carry IM CN subsystem-related signalling. The
UE shall indicate to the GGSN that thisis a general-purpose PDP context by not setting the IM CN
Subsystem Signalling Flag. The UE may carry both signalling and media on the general-purpose PDP
context. The UE can also set the Signalling Indication attribute within the QoS information element.

NOTE 2: When the bearer establishment is controlled by the GPRS IP-CAN, the GGSN follows the procedures
described in 3GPP TS 29.061 [11] in order to establish a dedicated PDP context for SIP signalling.

The UE indicates the IM CN Subsystem Signalling Flag to the GGSN within the Protocol Configuration Options
information element of the ACTIVATE PDP CONTEXT REQUEST message or ACTIVATE SECONDARY
PDP CONTEXT REQUEST message. Upon successful signalling PDP context establishment the UE receives an
indication from GGSN in the form of IM CN Subsystem Signalling Flag within the Protocol Configuration
Options information element. If the flag is not received, the UE shall consider the PDP context as a general -
purpose PDP context.

The encoding of the IM CN Subsystem Signalling Flag within the Protocol Configuration Options information
element is described in 3GPP TS 24.008 [8].
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Reference(s)

3GPP TS 24.229[10], clause B.2.2.1,.

6.2.3 Test purpose

To verify that the UE sends a correctly composed Activate PDP context request by setting the IM CN Subsystem
Signalling Flag to the GGSN within the Protocol Configuration Options |E.

On receiving Activate PDP Context accept with IM CN Subsystem Signalling Flag not set within the Protocol
Configuration Options IE, UE shall consider the PDP context as a General Purpose PDP context for SIP signalling .

6.2.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN. UE is not registered
to IMS services, has not established PDP context for IMS

Related ICS/IXIT Statement(s)
UE capable of being configured to initiate Dedicated PDP Context (Y es/N0)
UE Supports IPv4 (Y es/No)
UE Supports IPv6 (Y es/No)
IMS security (Yes/No)
GIBA (Yes/No)

Test procedure

1) UEisconfigured for setting the IM CN Subsystem Signalling Flag to the GGSN within the Protocol
Configuration Options | E in Activate PDP Context Request message. UE initiates an Activate PDP Context
procedure.

2) SS Responds with an Activate PDP Context Accept message by not setting IM CN Subsystem Signalling Flag
within the Protocol Configuration Options |E

3) P-CSCF address discovery using the DHCP procedure according to Annex C.3 for IPv6 or Annex C.4 for |Pv4.
4) UE sendsaninitial REGISTER reguest.

5) Continue test execution with the Generic test procedure, Annex C.2 or C.2a ( GIBA only), step 5.
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Step Direction Message Comment
UE | ss

1 > Activate PDP Context Request UE sends this PDU by setting the IM CN
Subsystem Signalling Flag to the GGSN within the
Protocol Configuration Options IE

2 < Activate PDP Context Accept SS Sends this response by not setting IM CN
Subsystem Signalling Flag within the Protocol
Configuration Options IE

3 P-CSCF address discovery using the DHCP
procedure according to Annex C.3 for IPv6 or
Annex C.4 for IPv4.

4 > REGISTER UE sends initial registration for IMS services

5 > Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 step
5-11 or C.2a (GIBA only) step 5-9 in order to get the
UE in a stable registered state

NOTE: The default messages contentsin annex A are used with condition "IMS security” or "GIBA" when

applicable

Specific Message Contents:

Activate PDP Context Request (step 1)

IE

Value/Remarks

Protocol Configuration options
- Additional Parameters

-- container 1 Identifier
-- Container 1 Length

*

0002H (IM CN Subsystem Signalling Flag)
0 bytes

*NOTE: UE may include additional containers also. If multiple containers are present they can be in any order.

Activate PDP Context Accept (step 2)

Case 1: UE supports IPv6 / IPv6 and IPv4

IE

Value/Remarks

Protocol Configuration options
- Additional Parameters

-- container 1 Identifier

-- Container 1 Length
-- Container 1 contents
-- container 2 ldentifier

-- Container 2 Length
-- Container 2 contents

0001H (P-CSCF Address) (Included if "P-CSCF Server
Address Request" is received)

16 bytes

IPV6 address of SS P-CSCF Server

0003H (DNS Address) (Included if "DNS Server Address
Request" is received)

16 bytes

IPV6 address of SS DNS Server
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Case 2: UE supports only IPv4

IE Value/Remarks

Protocol Configuration options

- Additional Parameters

-- container 1 Identifier 0001H (P-CSCF Address)

-- Container 1 Length 16 bytes

-- Container 1 contents IPV4 address of SS P-CSCF encoded as per 3GPP TR
23.981[35]

-- container 2 ldentifier 0003H (DNS Address) (Included if "DNS Server Address
Request" is received)

-- Container 2 Length 16 bytes

-- Container 2 contents IPV4 address of SS DNS server encoded as per 3GPP
TR23.981[35]

REGISTER (Step 4)

Use the default message 'REGISTER' in annex A.1.1 with condition A1 "Initial unprotected REGISTER"

6.2.5  Test requirements

1) Instep 1, the UE shall set the IM CN Subsystem Signalling Flag to the GGSN within the Protocol Configuration
Options |E.

2) Instep 4, the UE shall send an initial REGISTER message using the established PDP context.

6.3 Dedicated PDP Context Establishment

6.3.1 Definition

Test to verify that the UE can establish a"Dedicated PDP context” for SIP signalling. The test case is applicable for
IMS security or GIBA.

6.3.2 Conformance requirement
Prior to communication with the IM CN subsystem, the UE shall:
a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] is available. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE able to
construct an |Pv4 or an |Pv6 address;

NOTE 1: During the PDP context activation procedure, the UE and network negotiate whether the UE or the GPRS
IP-CAN isresponsible for the resource reservation applicable to all PDP contexts within the activated
PDP address/APN pair, as described in 3GPP TS 24.008 [§].

When the bearer establishment is controlled by the UE, the UE shall choose one of the following options when
performing establishment of this PDP context:

I. A dedicated PDP context for SIP signalling:

The UE shall indicate to the GGSN that thisis a PDP context intended to carry IM CN subsystem-related
signalling only by setting the IM CN Subsystem Signalling Flag. The UE may also use this PDP context for
DNS and DHCP signalling according to the static packet filters as described in 3GPP TS 29.061 [11]. The
UE can also set the Signalling Indication attribute within the QoS information element;

I1. A genera-purpose PDP context:
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The UE may decide to use a general-purpose PDP Context to carry IM CN subsystem-related signalling. The
UE shall indicate to the GGSN that thisis a general-purpose PDP context by not setting the IM CN
Subsystem Signalling Flag. The UE may carry both signalling and media on the general-purpose PDP
context. The UE can also set the Signalling Indication attribute within the QoS information element.

NOTE 2: When the bearer establishment is controlled by the GPRS IP-CAN, the GGSN follows the procedures
described in 3GPP TS 29.061 [11] in order to establish a dedicated PDP context for SIP signalling.

The UE indicates the IM CN Subsystem Signalling Flag to the GGSN within the Protocol Configuration Options
information element of the ACTIVATE PDP CONTEXT REQUEST message or ACTIVATE SECONDARY
PDP CONTEXT REQUEST message. Upon successful signalling PDP context establishment the UE receives an
indication from GGSN in the form of IM CN Subsystem Signalling Flag within the Protocol Configuration
Options information element. If the flag is not received, the UE shall consider the PDP context as a general -
purpose PDP context.

The encoding of the IM CN Subsystem Signalling Flag within the Protocol Configuration Options information
element is described in 3GPP TS 24.008 [8].

Reference(s)

3GPP TS 24.229[10], clause B.2.2.1,.

6.3.3 Test purpose

To verify that on receiving Activate PDP Context accept with IM CN Subsystem Signalling Flag included within the
Protocol Configuration Options |E, UE shall consider the PDP context as a Dedicated PDP context for SIP signalling.

6.3.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN. UE is not registered
to IMS services, has not established PDP context.

Related ICS/IXIT Statement(s)
UE capable of being configured to initiate Dedicated PDP Context (Y esNo)
UE Supports IPv4 (Y es/No)
UE Supports IPv6 (Yes/No)
IMS security (Yes/No)
GIBA (Yes/No)

Test procedure

1) UEisconfigured for setting the IM CN Subsystem Signalling Flag to the GGSN within the Protocol
Configuration Options IE in Activate PDP Context Request message. UE initiates an Activate PDP Context
procedure.

2) SS Responds with an Activate PDP Context Accept message by including IM CN Subsystem Signalling Flag
within the Protocol Configuration Options | E.

3) P-CSCF address discovery using the DHCP procedure according to Annex C.3 for IPv6 or Annex C.4 for IPv4.
4) UE sendsaninitial REGISTER request.

5) Continue test execution with the Generic test procedure, Annex C.2 or C.2a (GIBA only), step 5.
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Step Direction Message Comment
UE | ss

1 > Activate PDP Context Request UE sends this PDU by setting the IM CN
Subsystem Signalling Flag to the GGSN within the
Protocol Configuration Options IE

2 < Activate PDP Context Accept SS Sends this response by including IM CN
Subsystem Signalling Flag within the Protocol
Configuration Options IE

3 P-CSCF address discovery using the DHCP
procedure according to Annex C.3 for IPv6 or
Annex C.4 for IPv4.

4 > REGISTER UE sends initial registration for IMS services

5 > Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 step
5-11 or C.2a (GIBA only) step 5-9 in order to get the
UE in a stable registered state

NOTE: The default messages contentsin annex A are used with condition 'IMS security ' or '‘GIBA' when

applicable
Specific Message Contents:

Activate PDP Context Request (step 1)

IE

Value/Remarks

Protocol Configuration options
- Additional Parameters

-- container 1 Identifier

-- Container 1 Length

*

0002H (IM CN Subsystem Signalling Flag)
0 bytes

* NOTE: UE may include additional containers also. If multiple containers are present they can be in any order.

Activate PDP Context Accept (step 2)

Case 1: UE supports IPv6 / IPv6 and IPv4

IE

Value/Remarks

Protocol Configuration options
- Additional Parameters

-- container 1 Identifier

-- Container 1 Length

-- container 2 ldentifier

-- Container 2 Length
-- Container 2 contents
-- container 3 Identifier

-- Container 3 Length
-- Container 3 contents

0002H (IM CN Subsystem Signalling Flag)

0 bytes

0001H (P-CSCF Address) (Included if "P-CSCF Server
Address Request" is received)

16 bytes

IPV6 address of SS P-CSCF Server

0003H (DNS Address) (Included if "DNS Server Address
Request" is received)

16 bytes

IPV6 address of SS DNS Server

ETSI




3GPP TS 34.229-1 version 9.9.0 Release 9 31 ETSITS 134 229-1 vV9.9.0 (2012-07)

Case 2: UE supports only IPv4

IE Value/Remarks

Protocol Configuration options

- Additional Parameters

-- container 1 Identifier 0002H (IM CN Subsystem Signalling Flag)

-- Container 1 Length 0 bytes

-- container 2 Identifier 0001H (P-CSCF Address)

-- Container 2 Length 16 bytes

-- Container 2 contents IPV4 address of SS P-CSCF encoded as per 3GPP TR
23.981

-- container 3 Identifier 0003H (DNS Address) (Included if "DNS Server Address
Request" is received)

-- Container 3 Length 16 bytes

-- Container 3 contents IPV4 address of SS DNS server encoded as per 3GPP TR
23.981[35]

REGISTER (Step 4)
Use the default message 'REGISTER' in annex A.1.1 with condition A1 "Initial unprotected REGISTER"

6.3.5 Test requirements

1) Instep 1, the UE shall set the IM CN Subsystem Signalling Flag to the GGSN within the Protocol Configuration
Options | E.

2) Instep 4, the UE shall send an initiadl REGISTER message using the established PDP context.

7 P-CSCF Discovery

7.1 P-CSCF Discovery via PDP Context

7.1.1 Definition

Test to verify that the UE can establish a PDP context for SIP signalling and acquire P-CSCF address(es) during PDP
Context Activation procedure. The test caseis applicable for IMS security or GIBA.

7.1.2 Conformance requirement
Prior to communication with the IM CN subsystem, the UE shall:

a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] is available. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE able to
construct an IPv4 or an IPv6 address;

NOTE 1: During the PDP context activation procedure, the UE and network negotiate whether the UE or the GPRS
IP-CAN isresponsible for the resource reservation applicable to all PDP contexts within the activated
PDP address/APN pair, as described in 3GPP TS 24.008 [§].

When the bearer establishment is controlled by the UE, the UE shall choose one of the following options when
performing establishment of this PDP context:

[1. A genera-purpose PDP context:
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The UE may decide to use a general-purpose PDP Context to carry IM CN subsystem-related signalling. The
UE shall indicate to the GGSN that thisis a general-purpose PDP context by not setting the IM CN
Subsystem Signalling Flag. The UE may carry both signalling and media on the general-purpose PDP
context. The UE can also set the Signalling Indication attribute within the QoS information element.

NOTE 2: When the bearer establishment is controlled by the GPRS IP-CAN, the GGSN follows the procedures
described in 3GPP TS 29.061 [11] in order to establish a dedicated PDP context for SIP signalling.

The UE indicates the IM CN Subsystem Signalling Flag to the GGSN within the Protocol Configuration Options
information element of the ACTIVATE PDP CONTEXT REQUEST message or ACTIVATE SECONDARY
PDP CONTEXT REQUEST message. Upon successful signalling PDP context establishment the UE receives an
indication from GGSN in the form of IM CN Subsystem Signalling Flag within the Protocol Configuration
Options information element. If the flag is not received, the UE shall consider the PDP context as a general -
purpose PDP context.

The encoding of the IM CN Subsystem Signalling Flag within the Protocol Configuration Options information
element is described in 3GPP TS 24.008 [8].

The UE can indicate arequest for prioritised handling over the radio interface by setting the Signalling
Indication attribute (see 3GPP TS 23.107 [4A]). The general QoS negotiation mechanism and the encoding of
the Signalling Indication attribute within the QoS information element are described in 3GPP TS 24.008 [8].

NOTE 3: A genera-purpose PDP Context can carry both IM CN subsystem signalling and media, in case the media
does not need to be authorized by Policy and Charging control mechanisms as defined in
3GPP TS29.212[13C] and Service Based Loca Policy mechanisms defined in 3GPP TS 29.207 [12] and
the media stream is not mandated by the P-CSCF to be carried in a separate PDP Context.

¢) acquire a P-CSCF address(es).
The methods for P-CSCF discovery are:
l.
[1. Transfer P-CSCF address(es) within the PDP context activation procedure.

The UE shall indicate the request for a P-CSCF address to the GGSN within the Protocol Configuration
Options information element of the ACTIVATE PDP CONTEXT REQUEST message or ACTIVATE
SECONDARY PDP CONTEXT REQUEST message.

If the GGSN provides the UE with alist of P-CSCF IPv4 or IPv6 addressesin the ACTIVATE PDP
CONTEXT ACCEPT message or ACTIVATE SECONDARY PDP CONTEXT ACCEPT message, the UE
shall assume that the list is prioritised with the first address within the Protocol Configuration Options
information element as the P-CSCF address with the highest priority.

From 3GPP TR 23.981 [35]:

The existing P-CSCF discovery mechanism are either |Pv6 specific or use Release 5 or later GPRS. For an |Pv4 based
IM S implementation, operators may need other mechanisms not currently defined as possible optionsin 3GPP IMS.

The following mechanisms need to be evaluated for P-CSCF discovery in IPv4;

a) the address of the P-CSCF can be requested by the UE and returned by the GGSN at PDP context establishment
time. An IPv4 UE would need to obtain an I1Pv4 address as part of this exchange.

If the PDP context established is of PDP type |Pv4, then the GGSN may provide an IPv4 P-CSCF address. This does
not preclude scenarios, where the GGSN returns an I1Pv6 P-CSCF address at 1Pv4 PDP context establishment,
e.g. for the support of tunnelling (see clause 5.3.4.3), or both IPv4 and IPv6 P-CSCF addresses. If the PDP type
isIPv4 then it is recommended that the GGSN always return both IP versions, if it is capable, using the existing
capabilities to send multiple P-CSCF addresses within the PCO |E.

Accordingto TS 24.008 [9], the P-CSCF addressin the PCO field is an |Pv6 address. Thus there are at least two
possible approaches: The first approach would be to avoid any changesto or deviationsfrom TS 24.008 [9] and
use the existing methods to transfer an |Pv4 address as an 1Pv6 address ("1Pv6 address with embedded |Pv4
address’, as defined in RFC 2373 [10]). In such a case, the use of 'l Pv4 mapped addresses as defined in

RFC 2373 [10] is recommended.
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The second approach would set the PCO field length to 4 and put the IP addressin the content field. Thiswould be a
straightforward generalization of the specified method.

Reference(s)
3GPP TS 24.229[10], clause B.2.2.1.
3GPP TR 23.981[35], clause 5.2.1.

7.1.3 Test purpose

To verify that the UE sends a correctly composed Activate PDP context request message requesting for P-CSCF
address(es) to the GGSN within the Protocol Configuration Options | E.

On receiving Activate PDP Context accept with IM CN Subsystem Signalling Flag not included within the Protocol
Configuration Options | E and list of P-CSCF | Pv6/IPv4 addresses included, UE shall consider the PDP context asa
general purpose PDP context for SIP signalling and P-CSCF discovery procedure to be successful.

7.1.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN. UE is not registered
to IMS services, has not established PDP context for IMS.

Related ICS/IXIT Statement(s)
UE Supports IPv4 (Y es/No)
UE Supports "1Pv6 address with embedded 1Pv4 address® in PCO IE (Y es/No)
UE Supports IPv4 addressin PCO IE (Y es/No)
UE Supports IPv6 (Y es/No)
UE capable of being configured to initiate P-CSCF Discovery via PCO (Y es/No)
IMS security (Yes/No)
GIBA (Yes/No)

Test procedure

1) UEisconfigured for setting request for a P-CSCF address to the GGSN within the Protocol Configuration
Options | E in Activate PDP Context Request message. UE initiates an Activate PDP Context procedure.

2) SSresponds with an Activate PDP Context Accept including list of P-CSCF IPv6 and | Pv4 addresses. |Pv4
addresses are encoded as per 3GPP TR 23.981[35] clause 5.2.1.

3) UE sendsaninitial REGISTER request.

4) Continue test execution with the Generic test procedure, Annex C.2 or C.2a (GIBA only), step 5.
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Step Direction Message

UE | ss

Comment

1 >

Activate PDP Context Request

UE sends this PDU by setting request for P-CSCF
address(es) to the GGSN within the Protocol
Configuration Options IE

2 < Activate PDP Context Accept SS Sends this response by including list of P-CSCF
addresses

3 > REGISTER UE sends initial registration for IMS services

4 > Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 or

step 5-11 or C.2a (GIBA only) step 5-9 in order to
get the UE in a stable registered state

NOTE: Thetest sequenceisidentical for IPv4 and IPv6 except the message contents of Activate PDP Context
Accept message. For a UE supporting both 1Pv4 and 1Pv6, only IPv6 option need to be executed.

NOTE: The default messages contentsin annex A are used with condition '|MS security ' or '‘GIBA' when

applicable
Specific Message Contents:

Activate PDP Context Request (step 1)

NOTE: Containerscan bein any order.

IE

Value/Remarks

Protocol Configuration options
- Additional Parameters

-- container 1 Identifier

-- Container 1 Length

-- container 2 Identifier

-- Container 2 Length

0001H (P-CSCF Address Request);

0 bytes

0003H (DNS Server Address Request) (Optional)
0 bytes

Activate PDP Context Accept (step 2)

Case 1: UE supports IPv6 / IPv6 and IPv4

IE

Value/Remarks

Protocol Configuration options
- Additional Parameters

-- container 1 Identifier

-- Container 1 Length

-- Container 1 contents

-- container 2 ldentifier

-- Container 2 Length
-- Container 2 contents

0001H (P-CSCF Address)

16 bytes

IPV6 address of SS P-CSCF Server

0003H (DNS Address) (Included if "DNS Server Address
Request" is received)

16 bytes

IPV6 address of SS DNS Server
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Case 2: UE supports "IPv6 address with embedded IPv4 address” in PCO IE

IE

Value/Remarks

- Additional Parameters

Protocol Configuration options
- Additional Parameters

-- container 2 Identifier

-- Container 2 Length

-- Container 2 contents

-- container 3 ldentifier

-- Container 3 Length
-- Container 3 contents

0001H (P-CSCF Address)

16 bytes

IPV4 address of SS encoded as per 3GPP TR 23.981[35]
option 1

0003H (DNS Address) (Included if "DNS Server Address
Request" is received)

16 bytes

IPV4 address of SS DNS server encoded as per 3GPP TR
23.981[35] option 1

Case 3: UE supports IPv4 address in PCO IE

IE

Value/Remarks

- Additional Parameters

Protocol Configuration options
- Additional Parameters

-- container 2 Identifier

-- Container 2 Length

-- Container 2 contents

-- container 3 Identifier

-- Container 3 Length
-- Container 3 contents

0001H (P-CSCF Address)

4 bytes

IPV4 address of SS encoded as per 3GPP TR 23.981[35]
option 2

0003H (DNS Address) (Included if "DNS Server Address
Request" is received)

4 bytes

IPV4 address of SS DNS server encoded as per 3GPP TR
23.981[35] option 2

7.1.5  Test requirements

1) Instep 1, the UE shall request for P-CSCF address to the GGSN within the Protocol Configuration Options |E.

2) Instep 3, the UE shall send an initial REGISTER message using the discovered P-CSCF address.

7.2 P-CSCF Discovery via DHCP — IPv4

7.2.1 Definition

Test to verify that UE will perform P-CSCF discovery procedure via DHCP. The test case is applicable for IMS security

or GIBA.

7.2.2 Conformance requirement

Prior to communication with the IM CN subsystem, the UE shall:

a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] is available. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE ableto

construct an |Pv4 or an |Pv6 address;

c) acquire a P-CSCF address(es).
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The methods for P-CSCF discovery are:

I. When using IPv4, employ the Dynamic Host Configuration Protocol (DHCP) RFC 2132 [20F], the DHCPv4
options for SIP servers RFC 3361 [35A], and RFC 3263 [27A] as described in subclause 9.2.1. When using
IPv6, employ Dynamic Host Configuration Protocol for IPv6 (DHCPv6) RFC 3315 [40], the DHCPv6
options for SIP servers RFC 3319 [41] and DHCPV6 options for Domain Name Servers (DNS)

RFC 3646 [56C] as described in subclause 9.2.1.

Il ...

The UE can freely select method | or |1 for P-CSCF discovery, if:

- the UE isin the home network; or

- the UE isroaming and the P-CSCF is to be discovered in the visited network .

In case method | is selected and several P-CSCF addresses or FQDNs are provided to the UE, the selection of P-
CSCF address or FQDN shall be performed as indicated in RFC 3361 [35A] when using IPv4 or RFC 3319 [41]
when using IPv6. If sufficient information for P-CSCF address selection is not available, selection of the P-
CSCF address by the UE isimplementation specific.

NOTE 4: The UE decides whether the P-CSCF is to be discovered in the serving network or in the home network
based on local configuration, e.g. whether the application on the UE is permitted to use local breakout.

If the UE isdesigned to use | above, but receives P-CSCF address(es) according to I1, then the UE shall either
ignore the received address(es), or use the address(es) in accordance with 11, and not proceed with the DHCP
request according to .

When using |Pv4, the UE may request a DNS Server |Pv4 address(es) via RFC 2132 [20F] or by the Protocol
Configuration Options information element when activating a PDP context according to 3GPP TS 27.060 [10A].

When using IPv6, the UE may request a DNS Server |Pv6 address(es) via RFC 3315 [40] and RFC 3646 [56C]
or by the Protocol Configuration Options information element when activating a PDP context according to
3GPP TS 27.060 [10A].

From 3GPP TR 23.981[35]:

The following mechanisms need to be evaluated for P-CSCF discovery in IPv4:

b) based on DHCP. Currently the specifications limit this to the IPv6 methods for DHCP. In order for this method
to be used by an IPv4 UE, it needs to be identified how IPv4 DHCP is used to obtain the P-CSCF address. A
solution that provides access independence would be that an | Pv4 P-CSCF and |Pv4 UE support configuration of
the appropriate P-CSCF information via DHCPvA4. In this solution, use of DHCP provides the UE with the fully
qualified domain name of a P-CSCF and the address of a Domain Name Server (DNS) that is capable of
resolving the P-CSCF name. When using DHCP/DNS procedure for P-CSCF discovery with IPv4 GPRS-access,
the GGSN acts as DHCP Relay agent relaying DHCP messages between UE and the DHCP server. Thisis
necessary to allow the UE to properly interoperate with the GGSN. This solution however requires that a UE
supporting early |Pv4 implementations would support DHCPv4,

Reference(s)
3GPP TS 24.229[10], clause B.2.2.1.
3GPP TR 23.981[35], clause 5.2.1.

7.2.3 Test purpose

To verify UE shall initiate and successfully complete a P-CSCF discovery procedure via DHCP when P-CSCF address
isnot provided as part of PDP Context Activation procedure.
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7.2.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN. UE is not registered
to IMS services. UE is not configured for using static P-CSCF address. UE has established a PDP context (No P-CSCF
addressinformation provided). ). If UE setsflag "DNS Server Address Request" in PCO of PDP Context Request, DNS
server address list is provided in PDP Context Accept message.

Related ICS/IXIT Statement(s)
UE Supports IPv4 (Y es/No)
UE capable of being configured to initiate P-CSCF Discovery via DHCPv4 (Y es/No)
IMS security (Yes/No)
GIBA (Yes/No)

Test procedure

1) If UE aready knows DHCP server address or is configured to send DHCPINFORM message to the limited (all
1s) broadcast address, it goes to step 3. Otherwise, UE sends DHCPDISCOVER message |ocating a server.

2) SSresponds by DHCPOFFER message.
3) UE sends DHCPINFORM message requesting for P-CSCF address(es) in options field.

4) SS responds by DHCPACK message providing the domain names of P-CSCF address(es) and giving DNS
server address.

5) UE initiatesa DNS NAPTR query to select the transport protocol. UE"s configured to use specific Transport
protocol on default ports, can skip steps 5 to 8 and go directly to step 9.

6) SS responds with NAPTR response.

7) UE initiatesa DNS SRV query.

8) SSresponds with SRV response.

9) UE initiatesa DNS A query

10) SSresponds with DNS A response.
11)UE sends an initial REGISTER request.

12) Continue test execution with the Generic test procedure, Annex C.2, step 5.
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Expected sequence
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Step Direction Message Comment
UE | ss

1 > DHCPDISCOVER Optionally sent if UE does not have DHCP server
address and is not configured to send
DHCPINFORM message to the limited (all 1s)
broadcast address.

2 & DHCPOFFER Sent if DHCP Discover message is received.

3 > DHCPINFORM Requesting P-CSCF Address(es)

4 < DHCPACK Including P-CSCF Address(es)

5 > DNS NAPTR Query UE configured to use specific Transport protocol on
default ports, can skip steps 5 to 8 and go directly to
step 9

6 < DNS NAPTR Response

7 > DNS SRV Query

8 < DNS SRV Response

9 > DNS A Query

10 < DNS A Response

11 > REGISTER UE sends initial registration for IMS services

12 <> Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 step
5-11 or C.2a (GIBA only) step 5-9 in order to get the
UE in a stable registered state

NOTE: The default messages contentsin annex A are used with condition 'IM S security ' or 'GIBA' when

applicable

Specific Message Contents:

DHCPDISCOVER (step 1)

Use the default message in annex B

DHCPOFFER (step 2)

Use the default message in annex B

DHCPINFORM (step 3)

Use the default message in annex B with the following exceptions

Field Value/Remarks
Options *
- code 53 (DHCP Message Type)
-len 1
-Type 2 (DHCP OFFER)
option-code 55 (Parameter Request List)
- option-len Set to number of values requested for configuration
parameters
Option code 120 (SIP Server Option) **
Option code 6(Domain Server) Optionally present

*NOTE 1:Other options may also be present

** NOTE 2: Other option codes may also be present and options can be in any order
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DHCPACK (step 4)
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Use the default message in annex B.2 with the following exceptions

Field Value/Remarks

option-code 120 (SIP Server option)

- option-len Length of encoded server domain address +1 (for enc
field)

-enc 0

Domain-address 1 SS P-CSCF server domain AddressRFC 3361[57]

option-code 6 ( DNS option RFC 2132[49]) )(Included only if requested
in DHCP INFORM)

- option-len 4

DNS Address 4 byte IPv4 address of DNS server

DNS NAPTR Query (step 5)

Field Value/Remarks
OPCODE= SQUERY
QNAME= P-CSCF domain name received
QCLASS= IN
QTYPE= NAPTR

DNS NAPTR Response (step 6)

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in NAPTR Query
QCLASS= IN
QTYPE= NAPTR

NAPTR Records

NAPTR Records included for each Transport protocol
(TLS, TCP, UDP) supported RFC 3263[50]

DNS SRV Query (step 7)

Field Value/Remarks
OPCODE= SQUERY
QNAME= Corresponding to the transport protocol selected by UE
among those provided in DNS NAPTR Response
QCLASS= IN
QTYPE= SRV

DNS SRV Response (step 8)

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in SRV Query
QCLASS= IN
QTYPE= NAPTR

SRV Records

SRV Resource Record included providing the SS target
server FQDN RFC 3263[50].
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DNS A Query (step 9)

Case 1: steps 5 to 8 executed:
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Field Value/Remarks
OPCODE-= SQUERY
QNAME= Selected P-CSCF name among provided in step 8 based
on priority and weight RFC 2728[56]
QCLASS= IN
QTYPE= A
Case 2: steps 5 to 8 not executed:
Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among addresses provided in
step 4.
QCLASS= IN
QTYPE= A

DNS A Response (step 10)

IE Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in SRV Query
QCLASS= IN
QTYPE= A

A or AAAA records

Includes resolved IP address(es).

7.2.5 Test requirements

1) Instep 3, the UE shall initiate a P-CSCF discovery employing DHCP.

2) After step 4, the UE shall initiate a DNS query for domain address to |Pv4 address trandlation.

3) Instep 11, the UE shall send an initial REGISTER message using the discovered P-CSCF | Pv4 address.

7.3 P-CSCF Discovery via DHCP - IPv4 (UE Requests P-
CSCF discovery via PCO)

7.3.1 Definition

Test to verify that on not receiving P-CSCF Address(es) in PCO, UE will perform P-CSCF discovery procedure
employing DHCP. The test caseis applicable for IMS security or GIBA.

7.3.2 Conformance requirement

Prior to communication with the IM CN subsystem, the UE shall:

a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] is available. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE ableto

construct an IPv4 or an |Pv6 address;
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c) acquire a P-CSCF address(es).
The methods for P-CSCF discovery are:

I. When using | Pv4, employ the Dynamic Host Configuration Protocol (DHCP) RFC 2132 [20F], the DHCPv4
options for SIP servers RFC 3361 [35A], and RFC 3263 [27A] as described in subclause 9.2.1. When using
IPv6, employ Dynamic Host Configuration Protocol for IPv6 (DHCPv6) RFC 3315 [40], the DHCPv6
options for SIP servers RFC 3319 [41] and DHCPv6 options for Domain Name Servers (DNS)

RFC 3646 [56C] as described in subclause 9.2.1.

[1. Transfer P-CSCF address(es) within the PDP context activation procedure.

The UE shall indicate the request for a P-CSCF address to the GGSN within the Protocol Configuration
Options information element of the ACTIVATE PDP CONTEXT REQUEST message or ACTIVATE
SECONDARY PDP CONTEXT REQUEST message.

If the GGSN provides the UE with alist of P-CSCF IPv4 or IPv6 addressesin the ACTIVATE PDP
CONTEXT ACCEPT message or ACTIVATE SECONDARY PDP CONTEXT ACCEPT message, the UE
shall assume that the list is prioritised with the first address within the Protocol Configuration Options
information element as the P-CSCF address with the highest priority.

The UE can freely select method | or |1 for P-CSCF discovery, if:
- the UE isin the home network; or
- the UE isroaming and the P-CSCF is to be discovered in the visited network .

In case method | is selected and several P-CSCF addresses or FQDNSs are provided to the UE, the selection of P-
CSCF address or FQDN shall be performed as indicated in RFC 3361 [35A] when using IPv4 or RFC 3319 [41]
when using IPv6. If sufficient information for P-CSCF address selection is not available, selection of the P-
CSCF address by the UE isimplementation specific.

NOTE 4: The UE decides whether the P-CSCF is to be discovered in the serving network or in the home network
based on local configuration, e.g. whether the application on the UE is permitted to use local breakout.

If the UE isdesigned to use | above, but receives P-CSCF address(es) according to |1, then the UE shall either
ignore the received address(es), or use the address(es) in accordance with |1, and not proceed with the DHCP
request according to .

When using |Pv4, the UE may request a DNS Server |Pv4 address(es) via RFC 2132 [20F] or by the Protocol
Configuration Options information element when activating a PDP context according to 3GPP TS 27.060 [10A].

When using IPv6, the UE may request a DNS Server |Pv6 address(es) via RFC 3315 [40] and RFC 3646 [56C]
or by the Protocol Configuration Options information element when activating a PDP context according to
3GPP TS 27.060 [10A].

From 3GPP TR 23.981[35]:

The following mechanisms need to be evaluated for P-CSCF discovery in |Pv4:

b) based on DHCP. Currently the specifications limit thisto the IPv6 methods for DHCP. In order for this method
to be used by an IPv4 UE, it needs to be identified how IPv4 DHCP is used to obtain the P-CSCF address. A
solution that provides access independence would be that an | Pv4 P-CSCF and |Pv4 UE support configuration of
the appropriate P-CSCF information via DHCPvA4. In this solution, use of DHCP provides the UE with the fully
qualified domain name of a P-CSCF and the address of a Domain Name Server (DNS) that is capable of
resolving the P-CSCF name. When using DHCP/DNS procedure for P-CSCF discovery with |Pv4 GPRS-access,
the GGSN acts as DHCP Relay agent relaying DHCP messages between UE and the DHCP server. Thisis
necessary to allow the UE to properly interoperate with the GGSN. This solution however requires that a UE
supporting early |Pv4 implementations would support DHCPv4.,
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Reference(s)

3GPP TS 24.229[10], clause B.2.2.1.

3GPP TR 23.981[35], clause 5.2.1.

7.3.3 Test purpose

To verify that the UE sends a correctly composed Activate PDP context request message requesting for P-CSCF
address(es) to the GGSN within the Protocol Configuration Options IE.

On receiving Activate PDP Context accept not including P-CSCF address(es) in PCO, UE will initiate a P-CSCF
discovery procedure employing DHCP/DNS.

7.3.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN. UE is not registered
to IMS services, has not established PDP context. UE is not configured for using static P-CSCF address.

Related ICS/IXIT Statement(s)

UE Supports IPv4 (Y es/No)

UE capable of being configured to initiate P-CSCF Discovery via PCO (Y es/No)

IMS security (Yes/No)

GIBA (Yes/No)

UE supports P-CSCF Discovery via PCO and DHCPv4(Y es/N0)

Test procedure

1)

2)

3)

4)
5)
6)

7)

8)
9)

UE is configured for requesting P-CSCF address(es) in Protocol Configuration Options IE in Activate PDP
Context Request message. UE initiates an Activate PDP Context procedure.

SS Responds with an Activate PDP Context Accept message by not including P-CSCF Address(es). If aUE
aready knows DHCP server address, it goesto step 5. If UE setsflag "DNS Server Address Request” in PCO of
PDP Context Request, DNS server addresslist is provided in PDP context Accept message.

If UE is configured to send DHCPINFORM message to the limited (all 1s) broadcast address, it goesto step 5.
Otherwise, UE sends DHCPDISCOVER message locating a server.

SSresponds by DHCPOFFER message.
UE sends DHCPINFORM message requesting for P-CSCF address(es) in options field.

SS responds by DHCPACK message providing the domain names of P-CSCF address(es) and giving aDNS
server address.

UE initiatesa DNS NAPTR query to select the transport protocol. UE"s configured to use specific Transport
protocol on default ports, can skip steps 7 to 10 and go directly to step 11.

SSresponds with NAPTR response.

UE initiatesa DNS SRV query.

10) SS responds with SRV response.

11) UE initiatesa DNS A or query.

12) SS responds with DNS A or response.
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13)UE sends an initial REGISTER request.
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14) Continue test execution with the Generic test procedure, Annex C.2, step 5.

Expected sequence

Step Direction Message Comment
UE | ss

1 > Activate PDP Context Request UE sends this PDU by setting request for P-CSCF
address(es) to the GGSN within the Protocol
Configuration Options IE

2 < Activate PDP Context Accept SS Sends this response by not including P-CSCF
address(es). If UE sets flag "DNS Server Address
Request" in PCO of PDP Context Request, DNS
server address list is provided in PDP context
Accept message. If UE knows DHCP server
address, goes to step 5.

3 > DHCPDISCOVER Optionally sent if UE is not configured to send
DHCPINFORM message to the limited (all 1s)
broadcast address.

4 & DHCPOFFER Sent if DHCP Discover message is received.

5 > DHCPINFORM Requesting P-CSCF Address(es)

6 < DHCPACK Including P-CSCF Address(es)

7 > DNS NAPTR Query UE"s configured to use specific Transport protocol
on default ports, can skip steps 7 to 10 and go
directly to step 11

8 < DNS NAPTR Response

9 2> DNS SRV Query

10 < DNS SRV Response

11 > DNS A or AAAA Query

12 < DNS A or AAAA Response

13 > REGISTER UE sends initial registration for IMS services

14 <> Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 step
5-11 or C.2a (GIBA only) step 5-9 in order to get the
UE in a stable registered state

NOTE: The default messages contentsin annex A are used with condition 'IM S security * or 'GIBA' when

applicable
Specific Message Contents:

Activate PDP Context Request (step 1)

IE

Value/Remarks

Protocol Configuration options
- Additional Parameters

-- container 1 Identifier

-- Container 1 Length

0001H (P-CSCF Address Request)
0 bytes

Activate PDP Context Accept (step 2)

IE

Value/Remarks

Protocol Configuration options

- Additional Parameters
-- container 1 Identifier

-- Container 1 Length

-- Container 1 contents

Present only if "DNS Server Address Request" received in
Request message

0003H (DNS Address)

16 bytes

IPV4 address of SS DNS server encoded as per 3GPP TR
23.981[35]
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DHCPDISCOVER (step 3)

Use the default message in annex B.

DHCPOFFER (step 4)

Use the default message in annex B.

DHCPINFORM (step 5)
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Use the default message in annex B with the following exceptions:

Field Value/Remarks
Options *
- code 53 (DHCP Message Type)
-len 1
-Type 2 (DHCP OFFER)
option-code 55 (Parameter Request List)
- option-len Set to number of values requested for configuration
parameters
Option code 120 (SIP Server Option) **
Option code 6(Domain Server) Optionally present

*NOTE 1:Other options may also be present.

** NOTE 2: Other option codes may also be present and options can be in any order.

DHCPACK (step 6)

Use the default message in annex B with the following exceptions:

Field Value/Remarks

option-code 120 (SIP Server option)

- option-len Length of encoded server domain address +1 (for enc
field)

-enc 0

Domain-address 1 SS P-CSCF server domain AddressRFC 3361[57]

option-code 6 ( DNS option RFC 2132[49]) (Included only if requested
in DHCP INFORM)

- option-len 4

DNS Address 4 byte IPv4 address of DNS server

DNS NAPTR Query (step 7)

Field Value/Remarks
OPCODE= SQUERY
QNAME= P-CSCF domain name received
QCLASS= IN
QTYPE= NAPTR

DNS NAPTR Response (step 8)

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in NAPTR Query
QCLASS= IN
QTYPE= NAPTR

NAPTR Records

NAPTR Records included for each Transport protocol
(TLS, TCP, UDP) supported RFC 3263[50]
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DNS SRV Query (step 9)

Field Value/Remarks
OPCODE= SQUERY
QNAME= Corresponding to the transport protocol selected by UE

among those provided in DNS NAPTR Response

QCLASS= IN
QTYPE= SRV

DNS SRV Response (step 10)

Field Value/Remarks
OPCODE-= SQUERY, RESPONSE, AA
QNAME= Same as received in SRV Query
QCLASS= IN
QTYPE= NAPTR

SRV Records

SRV Resource Record included providing the SS target
server FQDN RFC 3263[50].

DNS A Query (step 11)

Case 1: steps 7 to 10 executed:

Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among provided in step 8 based
on priority and weight RFC 2728[56]
QCLASS= IN
QTYPE= A
Case 2: steps 7 to 10 not executed:
Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among addresses provided in
step 6.
QCLASS= IN
QTYPE= A

DNS A Response (step 12)

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in SRV Query
QCLASS= IN
QTYPE= A
A records Includes resolved IP address(es).

7.3.5 Test requirements

1) Instep 1, the UE shall set the IM CN Subsystem Signalling Flag to the GGSN within the Protocol Configuration

Options |E.

2) After step 2, the UE shall initiate a P-CSCF discovery employing DHCP.

3) Instep 3, if the UE has no knowledge of a DHCP server address and is not configured to send a DHCPINFORM
message to the limited (all 1s) broadcast address then it shall send a DHCPDISCOVER message.
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4)

In step 5, the UE shall send a DHCPReguest message, including options filed with option code 120.

5) After step 6, the UE shall initiate a DNS query.

6)

7.4

In step 13, the UE shall send an initial REGISTER message using the discovered P-CSCF 1Pv4 address.

P-CSCF Discovery by DHCP - IPv6

7.4.1 Definition

Test to verify that UE will perform P-CSCF discovery procedure employing DHCP. Thetest case is applicable for IMS
security or GIBA.

7.4.2 Conformance requirement

Prior to communication with the IM CN subsystem, the UE shall:

a)

perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in

©)

3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] isavailable. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE ableto
construct an IPv4 or an IPv6 address;

acquire a P-CSCF address(es).

The methods for P-CSCF discovery are:

I. When using IPv4, employ the Dynamic Host Configuration Protocol (DHCP) RFC 2132 [20F], the DHCPv4
options for SIP servers RFC 3361 [35A], and RFC 3263 [27A] as described in subclause 9.2.1. When using
IPv6, employ Dynamic Host Configuration Protocol for IPv6 (DHCPv6) RFC 3315 [40], the DHCPv6
options for SIP servers RFC 3319 [41] and DHCPv6 options for Domain Name Servers (DNS)

RFC 3646 [56C] as described in subclause 9.2.1.

The UE shall indicate the request for a P-CSCF address to the GGSN within the Protocol Configuration The
UE can freely select method | or 11 for P-CSCF discovery, if:

- the UE isin the home network; or
- the UE isroaming and the P-CSCF is to be discovered in the visited network .

In case method | is selected and several P-CSCF addresses or FQDNs are provided to the UE, the selection of P-
CSCF address or FQDN shall be performed asindicated in RFC 3361 [35A] when using |Pv4 or RFC 3319 [41]
when using IPv6. If sufficient information for P-CSCF address selection is not available, selection of the P-
CSCF address by the UE isimplementation specific.

NOTE 4: The UE decides whether the P-CSCF is to be discovered in the serving network or in the home network

based on local configuration, e.g. whether the application on the UE is permitted to use local breakout.

If the UE isdesigned to use | above, but receives P-CSCF address(es) according to |1, then the UE shall either
ignore the received address(es), or use the address(es) in accordance with 11, and not proceed with the DHCP
request according to .

When using IPv4, the UE may request a DNS Server 1Pv4 address(es) via RFC 2132 [20F] or by the Protocol
Configuration Options information element when activating a PDP context according to 3GPP TS 27.060 [10A].
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When using IPv6, the UE may request a DNS Server |Pv6 address(es) via RFC 3315 [40] and RFC 3646 [56C]
or by the Protocol Configuration Options information element when activating a PDP context according to
3GPP TS 27.060 [10A].

The encoding of the request and response for 1Pv4 or |Pv6 address(es) for DNS server(s) and list of P-CSCF
address(es) within the Protocol Configuration Optionsinformation element is described in 3GPP TS 24.008 [8].

Reference(s)

3GPP TS 24.229[10], clause B.2.2.1,.

7.4.3 Test purpose
To verify UE shall initiate and successfully complete a P-CSCF discovery procedure via DHCP when P-CSCF address
is not provided as part of PDP Context Activation procedure.

7.4.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN. UE is not registered
to IMS services. UE has established a PDP context. UE has not received P-CSCF address(es) during PDP context
establishment. If UE sets flag "DNS Server Address Request" in PCO of PDP Context Request, DNS server address list
is provided in PDP Context Accept message.

Related ICS/IXIT Statement(s)
UE Supports IPv6 (Yes/No)
UE capable of being configured to initiate P-CSCF Discovery via DHCPv6 (Y es/No)
IMS security (Yes/No)
GIBA (Yes/No)

Test procedure

1. UE may send DHCP SOLICIT message locating a server. If UE is configured to send Information-Request to
"All_DHCP_Relay Agents and Servers' multicast address, test case starts at step 3.

2. SSresponds with DHCP ADVERTISE message. If UE requested for domain names or both domain names and
IP address(es), SS will include P-CSCF server domain names. If UE requested for | P address only, SSincludes
IP address(es) of P-CSCF servers. If UE Requested for DNS Server Address, it is provided. If P-CSCF IP
addresses areincluded go to step 11, elsegoto step 5

3. UE sends DHCP Query requesting either 1P address(es) of P-CSCF server(s) or domain names of P-CSCF
server(s) and DNS Server.

4. SSresponds by DHCP Reply message. |f UE requested for domain names or both domain names and IP
address(es), SS will include P-CSCF server domain names. If UE requested for IP address only, SSincludes |P
address(es) of P-CSCF servers. If UE Requested for DNS Server Address, it is provided. If P-CSCF IP
addresses are included go to step 11.

5. UEinitiatesa DNS NAPTR query to select the transport protocol. UE"s configured to use specific Transport
protocol on default ports, can skip steps 5 to 8 and go directly to step 9.

6. SSresponds with NAPTR response.
7. UEinitiatesa DNS SRV query.

8. SSresponds with SRV response.
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9. UE initiatesaDNS AAAA query.
10. SSresponds with DNS AAAA response.
11. UE sends an initial REGISTER request.

12. Continue test execution with the Generic test procedure, Annex C.2, step 5-11 or C.2a (GIBA only) step 5-9in
order to get the UE in a stable registered state.

Expected sequence

Step Direction Message Comment
UE | sSsS
1 > DHCP SOLICIT Optional message
2 < DHCP ADVERTISE Sent if DHCP Solicit message is received.

Including P-CSCF Address(es).
If P-CSCF IP addresses are included go to step 11,
else goto step 5

3 > DHCP Information-Request Requesting P-CSCF Address(es)*
4 <« DHCP Reply Including P-CSCF Address(es).

If P-CSCF IP addresses are included go to step 11.
5 > DNS NAPTR Query UE"s configured to use specific Transport protocol

on default ports, can skip steps 5 to 8 and go
directly to step 9

6 < DNS NAPTR Response

7 > DNS SRV Query

8 < DNS SRV Response

9 2> DNS AAAA Query

10 < DNS AAAA Response

11 > REGISTER UE sends initial registration for IMS services

12 > Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 step

5-11 or C.2a (GIBA only) step 5-9 in order to get the
UE in a stable registered state

* NOTE: UE may request all optionsin one Information Request or send multiple Information Requests. If UE opts
for multiple Information Request transmissions, SS transmits accordingly multiple Reply messages
including corresponding requested options.

NOTE: The default messages contentsin annex A are used with condition 'IM S security ' or 'GIBA' when
applicable

Specific Message Contents:

Step 1: DHCP SOLICIT*

Use the default message in annex B.1 with the following exceptions

Options Value/Remarks
option-code OPTION_ORO (6)
- option-len 2 times number of requested options
-requested-option-code-1 OPTION_SIP_SERVER_D (21) OR
OPTION_SIP_SERVER_A (22)
- requested-option-code-2 OPTION_DNS_SERVERS (23)
- requested-option-code-3 OPTION_DOMAIN_LIST (24)

*NOTE: Options can be optionally present and option codes can be in any order

**NOTE: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarks s the ‘octal’ value for this option.

Step 2: DHCP ADVERTISE

Use the default message in annex B.1 with the following exceptions
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NOTE: Optionsareincluded only if corresponding Requests are received.

Case 1: (OPTION_SIP_SERVER_D (21) ) or both (OPTION_SIP_SERVER_D (21) and
OPTION_SIP_SERVER_A (22)) and OPTION_DOMAIN_LIST(24) or
OPTION_DNS_SERVERS (23) received in step 1

Options Value/Remarks
option-code OPTION_SIP_SERVER_D (21)
- option-len Length of encoded domain address RFC 3319[51]
Domain-address 1 SS P-CSCF server domain address RFC 3319[51]
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035[52]

*NOTE: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarks s the ‘octal’ value for this option.

Case 2: OPTION_SIP_SERVER_A (22) received in step 1

Options Value/Remarks
option-code OPTION_SIP_SERVER_A (22)
- option-len 128
Domain-address 1 IPv6 address of SS P-CSCF Server
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035[52]

*NOTE: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarks s the ‘octal’ value for this option.

Step 3: DHCP Information-Request

Use the default message in annex B.1 with the following exceptions

Options Value/Remarks
option-code OPTION_ORO (6)
- option-len 2 * number of requested options
- requested-option-code-1 OPTION_SIP_SERVER_D (21) OR
OPTION_SIP_SERVER_A (22)
- requested-option-code-2 OPTION_DNS_SERVERS (23)(Optional)
- requested-option-code-3 OPTION_DOMAIN_LIST (24) (Optional)

NOTE: All options can be either received in one message or multiple messages. If more than one option codes
present they can be in any order.

**NOTE: Numerical value, "(n)", provided in brackets in Column Vaue/Remarksis the ‘octal’ value for this option.

Step 4: DHCP Reply
Use the default message in annex B.1 with the following exceptions

NOTE: Optionsareincluded only if corresponding Requests are received.
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Case 1: OPTION_SIP_SERVER_D (21) ) or both (OPTION_SIP_SERVER_D (21) and
OPTION_SIP_SERVER_A (22)) and OPTION_DOMAIN_LIST(24) or
OPTION_DNS_SERVERS (23) received in step 3

Options Value/Remarks
option-code OPTION_SIP_SERVER_D (21)
- option-len Length of encoded domain address RFC 3319[51]
Domain-address 1 SS P-CSCF server domain Address RFC 3319[51]
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035[52]

*NOTE: Numerical value, "(n)", provided in brackets in Column Vaue/Remarksis the ‘octal’ value for this option.

Case 2: OPTION_SIP_SERVER_A (22) received in step 3

Options Value/Remarks
option-code OPTION_SIP_SERVER_A (22)
- option-len 128
Domain-address 1 IPv6 address of SS P-CSCF Server
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035 [52]

*NOTE: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarks s the ‘octal’ value for this option.

Step 5: DNS NAPTR Query

Field Value/Remarks
OPCODE= SQUERY
QNAME= P-CSCF domain name received
QCLASS= IN
QTYPE= NAPTR

Step 6: DNS NAPTR Response

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in NAPTR Query
QCLASS= IN
QTYPE= NAPTR
NAPTR Records NAPTR Records included for each Transport protocol
(TLS, TCP, UDP) supported RFC 3263[50]

Step 7: DNS SRV Query

Field Value/Remarks
OPCODE= SQUERY
QNAME= Corresponding to the transport protocol selected by UE
among those provided in DNS NAPTR Response
QCLASS= IN
QTYPE= SRV
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Field Value/Remarks
OPCODE-= SQUERY, RESPONSE, AA
QNAME= Same as received in SRV Query
QCLASS= IN
QTYPE= SRV

SRV Records

SRV Resource Record included providing the SS target
server FQDN RFC 3263[50].

Step 9: DNS AAAA Query

Case 1: steps 5 to 8 executed:

Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among provided in step 8 based
on priority and weight RFC 2728[56]
QCLASS= IN
QTYPE= AAAA
Case 2: steps 5 to 8 not executed:
Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among addresses provided in
step 2 or 4.
QCLASS= IN
QTYPE= AAAA

Step 10: DNS AAAA Response

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in AAAA Query
QCLASS= IN
QTYPE= AAAA

AAAA records

Includes resolved IP address(es).

7.4.5 Test requirements

1. Instep 1, the UE shall initiate a P-CSCF discovery employing DHCP.

2. After steps2 and 4, if aP-CSCF IPv6 addressis received then the UE will consider the P-CSCF discovery
procedure successful, else the UE will initiate a DNS query for domain address to |Pv6 address translation.

3. Instep 11, the UE shall send aninitiadl REGISTER message using the discovered P-CSCF address.

7.5 P-CSCF Discovery by DHCP-IPv6 (UE Requests P-CSCF

discovery by PCO)

75.1 Definition

Test to verify that on not receiving P-CSCF Address(es) in PCO, will perform P-CSCF discovery procedure employing

DHCP. Thetest case is applicable for IMS security or GIBA.
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7.5.2 Conformance requirement
Prior to communication with the IM CN subsystem, the UE shall:
a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8]re;

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] isavailable. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE able to
construct an |Pv4 or an |Pv6 address;

¢) acquire a P-CSCF address(es).
The methods for P-CSCF discovery are:

I. When using IPv4, employ the Dynamic Host Configuration Protocol (DHCP) RFC 2132 [20F], the DHCPv4
options for SIP servers RFC 3361 [35A], and RFC 3263 [27A] as described in subclause 9.2.1. When using
IPv6, employ Dynamic Host Configuration Protocol for IPv6 (DHCPv6) RFC 3315 [40], the DHCPv6
options for SIP servers RFC 3319 [41] and DHCPv6 options for Domain Name Servers (DNS)

RFC 3646 [56C] as described in subclause 9.2.1.

I1. Transfer P-CSCF address(es) within the PDP context activation procedure.

The UE shall indicate the request for a P-CSCF address to the GGSN within the Protocol Configuration
Optionsinformation element of the ACTIVATE PDP CONTEXT REQUEST message or ACTIVATE
SECONDARY PDP CONTEXT REQUEST message.

If the GGSN provides the UE with alist of P-CSCF IPv4 or IPv6 addressesin the ACTIVATE PDP
CONTEXT ACCEPT message or ACTIVATE SECONDARY PDP CONTEXT ACCEPT message, the UE
shall assume that the list is prioritised with the first address within the Protocol Configuration Options
information element as the P-CSCF address with the highest priority.

The UE can freely select method | or |1 for P-CSCF discovery, if:
- the UE isin the home network; or
- the UE isroaming and the P-CSCF is to be discovered in the visited network .

In case method | is selected and several P-CSCF addresses or FQDNs are provided to the UE, the selection of P-
CSCF address or FQDN shall be performed asindicated in RFC 3361 [35A] when using |Pv4 or RFC 3319 [41]
when using IPv6. If sufficient information for P-CSCF address selection is not available, selection of the P-
CSCF address by the UE isimplementation specific.

NOTE 4: The UE decides whether the P-CSCF is to be discovered in the serving network or in the home network
based on local configuration, e.g. whether the application on the UE is permitted to use local breakout.

If the UE isdesigned to use | above, but receives P-CSCF address(es) according to |1, then the UE shall either
ignore the received address(es), or use the address(es) in accordance with 11, and not proceed with the DHCP
request according to .

When using |Pv4, the UE may request a DNS Server 1Pv4 address(es) via RFC 2132 [20F] or by the
Protocol Configuration Options information element when activating a PDP context according to
3GPP TS 27.060 [10A].

When using IPv6, the UE may request a DNS Server |Pv6 address(es) via RFC 3315 [40] and RFC 3646 [56C]
or by the Protocol Configuration Options information element when activating a PDP context according to
3GPP TS 27.060 [10A].

The encoding of the request and response for IPv4 or |Pv6 address(es) for DNS server(s) and list of P-CSCF
address(es) within the Protocol Configuration Options information element is described in 3GPP TS 24.008 [8].
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Reference(s)

3GPP TS 24.229[10], clause B.2.2.1,.

7.5.3 Test purpose

To verify that the UE sends a correctly composed Activate PDP context requesting for P-CSCF address(es) to the
GGSN within the Protocol Configuration Options |E.

On receiving Activate PDP Context accept not including P-CSCF address(es) in PCO IE, will initiate a P-CSCF
discovery procedure employing DHCP.

7.5.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN. UE is not registered
to IMS services, has not established PDP context.

Related ICS/IXIT Statement(s)
UE Supports IPv6 (Y es/No)
UE capable of being configured to initiate P-CSCF Discovery via PCO (Y es/No)
UE supports P-CSCF Discovery via PCO and DHCPv6(Y es/N0)
IMS security (Yes/No)
GIBA (Yes/No)

Test procedure

1. UEisconfigured for requesting P-CSCF address(es) in Protocol Configuration Options |E in Activate PDP
Context Reguest message. UE initiates an Activate PDP Context procedure.

2. SS Responds with an Activate PDP Context Accept message by not including P-CSCF address(es). If UE sets
flag "DNS Server Address Request" in PCO of PDP Context Request, DNS server addresslist is provided in
PDP Context Accept message.

3. UE may send DHCP Solicit message locating a server. If UE is configured to send Information-Request to
"All_DHCP_Relay_Agents and Servers' multicast address, go to step 5.

4. SSresponds by Advertise message. If UE requested for domain names or both domain names and | P address(es),
SS will include P-CSCF server domain names. If UE requested for IP address only, SSincludes | P address(es) of
P-CSCF servers. If UE Requested for DNS Server Address, it isprovided. If P-CSCF IP addresses are included
gotostep 13 elsegoto step 7.

5. UE sends DHCP Information-Request Query requesting either |P address(es) of P-CSCF server(s) or domain
names of P-CSCF server(s) and DNS Server.

6. SSresponds by DHCP Reply message. . If UE requested for domain names or both domain names and 1P
address(es), SS will include P-CSCF server domain names. If UE requested for IP address only, SSincludes |P
address(es) of P-CSCF servers. If UE Reguested for DNS Server Address, it is provided. If P-CSCF | P addresses
areincluded go to step 13.

7. UEinitiatesa DNS NAPTR query to select the transport protocol. UE"s configured to use specific Transport
protocol on default ports, can skip steps 7 to 10 and go directly to step 11.

8. SSresponds with NAPTR response.

9. UEinitiatesaDNS SRV query.
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10. SS responds with SRV response.

11. UE initiatesa DNS AAAA query.

12. SSresponds with DNS AAAA response.
13. UE sends an initial REGISTER request.
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14. Continue test execution with the Generic test procedure, Annex C.2, step 5-11 or C.2a (GIBA only) step 5-9in

order to get the UE in a stable registered state.

Expected sequence

Step Direction Message Comment
UE | ss

1 > Activate PDP Context Request UE sends this PDU by setting request for P-CSCF
address(es) to the GGSN within the Protocol
Configuration Options IE

2 < Activate PDP Context Accept SS Sends this response by not including P-CSCF
address(es). If UE sets flag "DNS Server Address
Request" in PCO of PDP Context Request, DNS
server address list is provided.

3 > DHCP SOLICIT Optional message

4 > DHCP ADVERTISE Sent if DHCP Solicit message is received.
Including P-CSCF Address(es). If P-CSCF IP
addresses are included go to step 13 else go to
step 7

5 > DHCP Information-Request Requesting P-CSCF Address(es)*

6 < DHCP Reply Including P-CSCF Address(es). If P-CSCF IP
addresses are included go to step 13.

7 > DNS NAPTR Query UE"s configured to use specific Transport protocol
on default ports, can skip steps 7 to 10 and go
directly to step 11

8 < DNS NAPTR Response

9 2> DNS SRV Query

10 < DNS SRV Response

11 > DNS AAAA Query

12 < DNS AAAA Response

13 > REGISTER UE sends initial registration for IMS services

14 <> Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 step
5-11 or C.2a (GIBA only) step 5-9 in order to get the
UE in a stable registered state

* NOTE: UE may request al optionsin one Information Request or send multiple Information Requests. If UE opts

for multiple Information Request transmissions, SS transmits accordingly multiple Reply messages
including corresponding requested options.
NOTE: The default messages contentsin annex A are used with condition 'IM S security ' or 'GIBA' when

applicable
Specific Message Contents:

Step 1: Activate PDP Context Request

Options

Value/Remarks

Protocol Configuration options
- Additional Parameters

-- container 1 Identifier

-- Container 1 Length

-- container 2 Identifier

-- Container 2 Length

0001H (P-CSCF Address Request)

0 bytes

0003H (DNS Server Address Request) (Optionally
present)

0 bytes
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Step 2: Activate PDP Context Accept

Options Value/Remarks
Protocol Configuration options (Included if "DNS Server Address Request" is received)
- Additional Parameters
-- container 1 Identifier 0003H (DNS Address)
-- Container 1 Length 16 bytes
-- Container 1 contents IPV6 address of SS DNS Server

Step 3: DHCP SOLICIT*

Use the default message in annex B.1 with the following exceptions

Options Value/Remarks
option-code OPTION_ORO (6)
- option-len 2 times number of requested options
- requested-option-code-1 OPTION_SIP_SERVER_D (21) OR
OPTION_SIP_SERVER_A (22)
- requested-option-code-2 OPTION_DNS_SERVERS (23)
- requested-option-code-3 OPTION_DOMAIN_LIST (24)

*NOTE: Options can be optionally present and option codes can be in any order

**NOTE: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarks s the ‘octal’ value for this option.

Step 4: DHCP ADVERTISE
Use the default message in annex B.1 with the following exceptions

NOTE: Optionsareincluded only if corresponding Requests are received.

Case 1: OPTION_SIP_SERVER_D (21) or both (OPTION_SIP_SERVER_D (21) and
OPTION_SIP_SERVER_A (22)) and OPTION_DOMAIN_LIST(24) or
OPTION_DNS_SERVERS (23) received in step 3

Options Value/Remarks
option-code OPTION_SIP_SERVER_D (21)
- option-len Length of encoded domain address RFC 3319[51]
Domain-address 1 SS P-CSCF server domain Address RFC 3319[51]
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035[52]

*NOTE: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarks s the ‘octal’ value for this option.

Case 2: OPTION_SIP_SERVER_A (22) received in step 3

Options Value/Remarks
option-code OPTION_SIP_SERVER_A (22)
- option-len 128
Domain-address 1 IPv6 address of SS P-CSCF Server
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035 [52]
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*NOTE: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarks s the ‘octal’ value for this option.

Step 5: DHCP Information-Request

Use the default message in annex B.1 with the following exceptions

Options Value/Remarks
option-code OPTION_ORO (6)
- option-len 2 * number of requested options
-requested-option-code-1 OPTION_SIP_SERVER_D (21) OR
OPTION_SIP_SERVER_A (22)
- requested-option-code-2 OPTION_DNS_SERVERS (23)(Optional)
- requested-option-code-3 OPTION_DOMAIN_LIST (24) (Optional)

NOTE: All options can be either received in one message or multiple messages. If more than one option codes
present they can be in any order.

**NOTE: Numerical value, "(n)", provided in brackets in Column Vaue/Remarksis the ‘octal’ value for this option.

Step 6: DHCP Reply
Use the default message in annex B.1 with the following exceptions

NOTE: Optionsareincluded only if corresponding Requests are received.

Case 1: (OPTION_SIP_SERVER_D (21) ) or both (OPTION_SIP_SERVER_D (21) and
OPTION_SIP_SERVER_A (22)) and OPTION_DOMAIN_LIST(24) or
OPTION_DNS_SERVERS (23) received in step 5

Options Value/Remarks
option-code OPTION_SIP_SERVER_D (21)
- option-len Length of encoded domain address RFC 3319[51]
Domain-address 1 SS P-CSCF server domain Address RFC 3319[51]
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035[52]

*NOTE: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarks s the ‘octal’ value for this option.

Case 2: OPTION_SIP_SERVER_A (22) received in step 5

Options Value/Remarks
option-code OPTION_SIP_SERVER_A (22)
- option-len 128
Domain-address 1 IPv6 address of SS P-CSCF Server
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035 [52]

*NOTE: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarks s the ‘octal’ value for this option.

ETSI




3GPP TS 34.229-1 version 9.9.0 Release 9

Step 7: DNS NAPTR Query
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Field Value/Remarks
OPCODE= SQUERY
QNAME= P-CSCF domain name received
QCLASS= IN
QTYPE= NAPTR

Step 8: DNS NAPTR Response

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in NAPTR Query
QCLASS= IN
QTYPE= NAPTR

NAPTR Records

NAPTR Records included for each Transport protocol
(TLS, TCP, UDP) supported RFC 3263[50]

Step 9: DNS SRV Query

Field Value/Remarks
OPCODE= SQUERY
QNAME= Corresponding to the transport protocol selected by UE
among those provided in DNS NAPTR Response
QCLASS= IN
QTYPE= SRV

Step 10: DNS SRV Response

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in SRV Query
QCLASS= IN
QTYPE= SRV

SRV Records

SRV Resource Record included providing the SS target
server FQDN RFC 3263[50].

Step 11: DNS AAAA Query

Case 1: steps 7 to 10 executed:

Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among provided in step 10 based
on priority and weight RFC 2728[56]
QCLASS= IN
QTYPE= AAAA
Case 2: steps 7 to 10 not executed:
Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among addresses provided in
step 4 or 6.
QCLASS= IN
QTYPE= AAAA
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Step 12: DNS AAAA Response

Field Value/Remarks
OPCODE-= SQUERY, RESPONSE, AA
QNAME= Same as received in AAAA Query
QCLASS= IN
QTYPE= AAAA
AAAA records Includes resolved IP address(es).

7.5.5  Test requirements

1. Instep 1, the UE shall set the IM CN Subsystem Signalling Flag to the GGSN within the Protocol Configuration
Options |E.

2. After step 2, the UE shall initiate a P-CSCF discovery employing DHCP.

3. After step 6, if aP-CSCF |Pv6 address is received then the UE will consider the P-CSCF discovery procedure
successful, else the UE will initiate a DNS query for domain address to 1Pv6 address trandlation.

4. Instep 13, the UE shall send an initial REGISTER message using the discovered P-CSCF address.

7.6 P-CSCF Discovery by DHCP — IPv6 (UE does not Request
P-CSCF discovery by PCO, SS includes P-CSCF
Address(es) in PCO)

7.6.1 Definition

Test to verify that on not receiving P-CSCF Address(es) in PCO, will perform P-CSCF discovery procedure employing
DHCP. Thetest case is applicable for IMS security or GIBA.

7.6.2 Conformance requirement
Prior to communication with the IM CN subsystem, the UE shall:
a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] isavailable. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE able to
construct an |Pv4 or an |Pv6 address;

¢) acquire a P-CSCF address(es).
The methods for P-CSCF discovery are:

I. When using IPv4, employ the Dynamic Host Configuration Protocol (DHCP) RFC 2132 [20F], the DHCPv4
options for SIP servers RFC 3361 [35A], and RFC 3263 [27A] as described in subclause 9.2.1. When using
IPv6, employ Dynamic Host Configuration Protocol for IPv6 (DHCPv6) RFC 3315 [40], the DHCPv6
options for SIP servers RFC 3319 [41] and DHCPv6 options for Domain Name Servers (DNS)

RFC 3646 [56C] as described in subclause 9.2.1.

I1. Transfer P-CSCF address(es) within the PDP context activation procedure.

The UE shall indicate the request for a P-CSCF address to the GGSN within the Protocol Configuration
Optionsinformation element of the ACTIVATE PDP CONTEXT REQUEST message or ACTIVATE
SECONDARY PDP CONTEXT REQUEST message.
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If the GGSN provides the UE with alist of P-CSCF IPv4 or IPv6 addressesin the ACTIVATE PDP
CONTEXT ACCEPT message or ACTIVATE SECONDARY PDP CONTEXT ACCEPT message, the UE
shall assume that the list is prioritised with the first address within the Protocol Configuration Options
information element as the P-CSCF address with the highest priority.

The UE can freely select method | or |1 for P-CSCF discovery, if:
- the UE isin the home network; or
- the UE isroaming and the P-CSCF is to be discovered in the visited network .

In case method | is selected and several P-CSCF addresses or FQDNSs are provided to the UE, the selection of P-
CSCF address or FQDN shall be performed as indicated in RFC 3361 [35A] when using IPv4 or RFC 3319 [41]
when using IPv6. If sufficient information for P-CSCF address selection is not available, selection of the P-
CSCF address by the UE isimplementation specific.

NOTE 4: The UE decides whether the P-CSCF is to be discovered in the serving network or in the home network
based on local configuration, e.g. whether the application on the UE is permitted to use local breakout.

If the UE isdesigned to use | above, but receives P-CSCF address(es) according to |1, then the UE shall either
ignore the received address(es), or use the address(es) in accordance with 11, and not proceed with the DHCP
request according to .

When using |Pv4, the UE may request a DNS Server 1Pv4 address(es) via RFC 2132 [20F] or by the Protocol
Configuration Options information element when activating a PDP context according to 3GPP TS 27.060 [10A].

When using IPv6, the UE may request a DNS Server |Pv6 address(es) via RFC 3315 [40] and RFC 3646 [56C]
or by the Protocol Configuration Options information element when activating a PDP context according to
3GPP TS 27.060 [10A].

The encoding of the request and response for 1Pv4 or |Pv6 address(es) for DNS server(s) and list of P-CSCF
address(es) within the Protocol Configuration Options information element is described in 3GPP TS 24.008 [8].

Reference(s)

3GPP TS 24.229[10], clause B.2.2.1,.

7.6.3 Test purpose

To verify that a UE, which has not requested for P-CSCF address in PDP context activate message, receives P-CSCF
address, may accept the P-CSCF address or ignore it and hence initiate P-CSCF discovery by DHCP.

7.6.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN. UE is not registered
to IMS services, has not established PDP context.

Related ICS/IXIT Statement(s)
UE Supports IPv6 (Y es/No)
UE capable of being configured to initiate P-CSCF Discovery via DHCPVv6 (Y es/No)
UE supports P-CSCF Discovery via PCO and DHCPv6 (Y es/No)
IMS security (Yes/No)
GIBA (Yes/No)

ETSI



3GPP TS 34.229-1 version 9.9.0 Release 9 60 ETSITS 134 229-1 vV9.9.0 (2012-07)

Test procedure

1
2.

8.
9.

UE is configured for not requesting P-CSCF addresses in PCO.

SS Responds with an Activate PDP Context Accept message by including P-CSCF Address(es). UE can either
assume P-CSCF procedure to be complete or neglect the P-CSCF address(es) in PDP context Accept. Test Ends
if UE assumes P-CSCF procedure to be complete.

UE may send Solicit message locating a server. If UE is configured to send Information-Request to
"All_DHCP_Relay_Agents and_ Servers' multicast address, go to step 5.

SS responds by Advertise message. If UE requested for domain names or both domain names and | P address(es),
SS will include P-CSCF server domain names. If UE requested for IP address only, SSincludes | P address(es) of
P-CSCF servers. If UE Requested for DNS Server Address, it is provided. If P-CSCF IP addresses are included
gotostep 13, elsegoto step 7.

UE sends DHCP Information-Reguest Query requesting either |P address(es) of P-CSCF server(s) or domain
names of P-CSCF server(s) and DNS Server.

SS responds by DHCP Reply message. If UE requested for domain names or both domain names and |P
address(es), SS will include P-CSCF server domain names. If UE requested for |P address only, SSincludes IP
address(es) of P-CSCF servers. If UE Requested for DNS Server Address, it is provided. If P-CSCF IP
addresses are included go to step 13.

UE initiatesa DNS NAPTR query to select the transport protocol. UE"s configured to use specific Transport
protocol on default ports, can skip steps 7 to 10 and go directly to step 11.

SS responds with NAPTR response.
UE initiatesa DNS SRV query.

10. SSresponds with SRV response.

11. UE initiatesaDNS AAAA query.

12. SSresponds with DNS AAAA response.

13. UE sends an initial REGISTER request.

14. Continue test execution with the Generic test procedure, Annex C.2, step 5-11 or C.2a (GIBA only) step 5-9in

order to get the UE in a stable registered state.
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Expected sequence

Step Direction Message Comment
UE | ss

1 > Activate PDP Context Request UE sends this PDU not requesting for P-CSCF
address(es)

2 < Activate PDP Context Accept SS Sends this response including P-CSCF
Address(es). UE shall either ignore the received
address, or use the address. If UE uses address, go
to step 13.

3 > DHCP SOLICIT Optional message

4 <« DHCP ADVERTISE Sent if DHCP Solicit message is received.

Including P-CSCF Address(es). If P-CSCF IP
addresses are included go to step 13, else go to
step 7

5 > DHCP Information-Request Requesting P-CSCF Address(es)*

6 < DHCP Reply Including P-CSCF Address(es). If P-CSCF IP
addresses are included go to step 13.

7 > DNS NAPTR Query UE"s configured to use specific Transport protocol
on default ports, can skip steps 7 to 10 and go
directly to step 11

8 < DNS NAPTR Response

9 2> DNS SRV Query

10 < DNS SRV Response

11 > DNS AAAA Query

12 < DNS AAAA Response

13 > REGISTER UE sends initial registration for IMS services

14 <> Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 step
5-11 or C.2a (GIBA only) step 5-9 in order to get the
UE in a stable registered state

* NOTE: UE may request al optionsin one Information Request or send multiple Information Requests. If UE opts
for multiple Information Request transmissions, SS transmits accordingly multiple Reply messages
including corresponding requested options.

NOTE: The default messages contentsin annex A are used with condition 'IM S security ' or 'GIBA' when
applicable

Specific Message Contents:

Step 2: Activate PDP Context Accept

Options Value/Remarks
Protocol Configuration options
- Additional Parameters
-- container 1 Identifier 0001H (P-CSCF Address)
-- Container 1 Length 16 bytes
-- Container 1 contents IPV6 address of SS
-- container 2 ldentifier 0003H (DNS Address)
-- Container 2 Length 16 bytes
-- Container 2 contents IPV6 address of SS DNS Server
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Step 3: DHCP SOLICIT*

Use the default message in annex B.1 with the following exceptions

Options Value/Remarks
option-code OPTION_ORO (6)
- option-len 2 times number of requested options
-requested-option-code-1 OPTION_SIP_SERVER_D (21) OR
OPTION_SIP_SERVER_A (22)
- requested-option-code-2 OPTION_DNS_SERVERS (23)
- requested-option-code-3 OPTION_DOMAIN_LIST (24)

*NOTE: Options can be optionally present and option codes can be in any order

**NOTE: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarks s the ‘octal’ value for this option.

Step 4: DHCP ADVERTISE
Use the default message in annex B.1 with the following exceptions

NOTE: Optionsareincluded only if corresponding Requests are received.

Case 1: (OPTION_SIP_SERVER_D (21) ) or both (OPTION_SIP_SERVER_D (21) and
OPTION_SIP_SERVER_A (22)) and OPTION_DOMAIN_LIST(24) or
OPTION_DNS_SERVERS (23) received in step 3

Options Value/Remarks
option-code OPTION_SIP_SERVER_D (21)
- option-len Length of encoded domain address RFC 3319[51]
Domain-address 1 SS P-CSCF server domain Address RFC 3319[51]
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035 [52]

*NOTE: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarks s the ‘octal’ value for this option.

Case 2: OPTION_SIP_SERVER_A (22) received in step 3

Options Value/Remarks
option-code OPTION_SIP_SERVER_A (22)
- option-len 128
Domain-address 1 IPv6 address of SS P-CSCF Server
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035 [52]

*NOTE: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarks s the ‘octal’ value for this option.
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Step 5: DHCP Information-Request

Use the default message in annex B.1 with the following exceptions

Options Value/Remarks
option-code OPTION_ORO (6)
- option-len 2 * number of requested options
-requested-option-code-1 OPTION_SIP_SERVER_D (21) OR
OPTION_SIP_SERVER_A (22)
- requested-option-code-2 OPTION_DNS_SERVERS (23)(Optional)
- requested-option-code-3 OPTION_DOMAIN_LIST (24) (Optional)

NOTE: All options can be either received in one message or multiple messages. If more than one option codes
present they can bein any order.

*NOTE: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarks s the ‘octal’ value for this option.

Step 6: DHCP Reply
Use the default message in annex B.1 with the following exceptions

NOTE: Optionsareincluded only if corresponding Requests are received.

Case 1: (OPTION_SIP_SERVER_D (21) ) or both (OPTION_SIP_SERVER_D (21) and
OPTION_SIP_SERVER_A (22)) and OPTION_DOMAIN_LIST(24) or
OPTION_DNS_SERVERS (23) received in step 5

Options Value/Remarks
option-code OPTION_SIP_SERVER_D (21)
- option-len Length of encoded domain address RFC 3319[51]
Domain-address 1 SS P-CSCF server domain Address RFC 3319[51]
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035 [52]

*NOTE: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarks s the ‘octal’ value for this option.

Case 2: OPTION_SIP_SERVER_A (22) received in step 5

Options Value/Remarks
option-code OPTION_SIP_SERVER_A (22)
- option-len 128
Domain-address 1 IPv6 address of SS P-CSCF Server
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035 [52]

*NOTE: Numerical value, "(n)", provided in brackets in Column Vaue/Remarksis the ‘octal’ value for this option.
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Field Value/Remarks
OPCODE= SQUERY
QNAME= P-CSCF domain name received
QCLASS= IN
QTYPE= NAPTR

Step 8: DNS NAPTR Response

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in NAPTR Query
QCLASS= IN
QTYPE= NAPTR

NAPTR Records

NAPTR Records included for each Transport protocol
(TLS, TCP, UDP) supported RFC 3263[50]

Step 9: DNS SRV Query

Field Value/Remarks
OPCODE= SQUERY
QNAME= Corresponding to the transport protocol selected by UE
among those provided in DNS NAPTR Response
QCLASS= IN
QTYPE= SRV

Step 10: DNS SRV Response

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in SRV Query
QCLASS= IN
QTYPE= SRV

SRV Records

SRV Resource Record included providing the SS target
server FQDN RFC 3263[50].

Step 11: DNS AAAA Query

Case 1: steps 7 to 10 executed:

Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among provided in step 10 based
on priority and weight RFC 2728[56]
QCLASS= IN
QTYPE= AAAA
Case 2: steps 7 to 10 not executed:
Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among addresses provided in
step 4 or 6.
QCLASS= IN
QTYPE= AAAA
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Step 12: DNS AAAA Response

Field Value/Remarks
OPCODE-= SQUERY, RESPONSE, AA
QNAME= Same as received in AAAA Query
QCLASS= IN
QTYPE= AAAA
AAAA records Includes resolved IP address(es).

7.6.5  Testrequirements

In step 1, the UE shall send a PDP Context Request message.

After step 2, the UE shall either ignore the received address, or use the address received.

If the UE ignores the P-CSCF address in step 2, then the UE will send a DHCP query in step 3.

A w bd P

After steps 4 and 6, if a P-CSCF IPv6 address is received then the UE will consider the P-CSCF discovery
procedure successful, else the UE will initiate a DNS query for domain address to |Pv6 address translation.

5. Instep 13, the UE shall send aninitiadl REGISTER message using the discovered P-CSCF address.

7.7 Void
7.8 Void

7.9 P-CSCF Discovery from ISIM

7.9.1 Definition
Test to verify that the UE can acquire P-CSCF address(es) in home network from ISIM while UE isroaming. The test
case is applicable for IMS security or GIBA.
7.9.2 Conformance requirement
[TS24.229 clause B.2.2.1]:
Prior to communication with the IM CN subsystem, the UE shall:
a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] isavailable. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE able to
construct an I|Pv4 or an |Pv6 address;

¢) acquire a P-CSCF address(es).
The methods for P-CSCF discovery are:
l.
. ..

[11. The UE selects a P-CSCF from the list (see 3GPP TS 31.103 [15B]) stored in the ISIM.
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V...

The UE shall use method |11 to select the P-CSCF, if:
- aP-CSCFisto be discovered in the home network;
- theUE isroaming;

- either the UE does not contain the IMS management object, or the UE contains the IMS management object,
but the IMS management object does not contain the P-CSCF list; and

- thelSIM residing in the UICC supports the P-CSCF list.

[TS24.229 clause L.2.2.1]:

Prior to communication with the IM CN subsystem, the UE shall:

a) perform a EPS attach procedure as specified in 3GPP TS 24.301 [8J];

b) ensure that a EPS bearer context used for SIP signalling according to the APN and P-GW selection criteria

described in 3GPP TS 23.401 [7B], is available. This EPS bearer context shall remain active throughout the
period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the EPS bearer context provides the UE with information that makes the UE able to
construct an IPv4 or an |Pv6 address;

c) acquire a P-CSCF address(es).

The methods for P-CSCF discovery are:

l.

. ..

[11. The UE selects a P-CSCF from the list (see 3GPP TS 31.103 [15B]) stored in the |SIM.
V...

The UE shall use method |11 to select the P-CSCF, if:

a P-CSCF isto be discovered in the home network;
the UE isroaming;

either the UE does not contain the IMS management object, or the UE contains the IMS management object but
the IMS management object does not contain the P-CSCF list; and

the ISIM residing in the UICC supports the P-CSCF list.

Reference(s)

3GPP TS 24.229[10], clausesB.2.2.1and L.2.2.1.

7.9.3 Test purpose

To verify that the UE is able to discover the P-CSCF address from ISIM if the UE is roaming and the UE is configured
to discover the P-CSCF from the home network.
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7.9.4 Method of test

Initial conditions

Cells activated on SS belongto aVPLMN SSis configured with the home domain name, public and private user
identities together with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI)
that is configured on the UICC card equipped into the UE. SSislistening to SIP default port 5060 for both UDP and
TCP protocols. SSis able to perform AKAv1-M D5 authentication algorithm for that IMPI, according to 3GPP TS
33.203[14] clause 6.1 and RFC 3310 [17].

UE is equipped with a UICC that contains ISIM application. ISIM contains the address of P-CSCF within home
network. UE has either EPS bearer context or GPRS PDP context activated .Within the context activation messaging
from the SS the UE is supplied with a P-CSCF address different from the one that is found in the ISIM.

Related ICS/IXIT Statement(s)
P-CSCF isto be discovered in the home network (Y es/N0)
IMS security (Yes/No)
GIBA (Yes/No)

Test procedure

1) IMSregistration isinitiated on the UE. Consequently the UE discovers the P-CSCF address from ISIM and
sends an initial SIP REGISTER request to the discovered P-CSCF-.

2) Continue test execution with the Generic test procedure, Annex C.2 or C.2a (GIBA), step 5.

Expected sequence

Step Direction Message Comment
UE | ss
1 > REGISTER UE sends initial registration for IMS services to the
P-CSCEF discovered from ISIM
2 Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 or
step 5-11 or C.2a (GIBA only) step 5-9 in order to
get the UE in a stable registered state

NOTE: The default messages contentsin annex A are used with condition 'I|M S security ' or '‘GIBA' when
applicable

7.9.5  Testrequirements

1) Instep 1, the UE shall send an initial REGISTER message to the P-CSCF address which has been configured to

the ISIM.
8 Registration
8.1 Initial registration

8.1.1 Definition and applicability

Test to verify that the UE can correctly register to IMS services when equipped with UICC that contains either both
ISIM and USIM applications or only USIM application but not ISIM. The process consists of sending initial registration
to S-CSCF viathe P-CSCF discovered, authenticating the user and finally subscribing the registration event package for
the registered default public user identity. The test case is applicable for IMS security.
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8.1.2 Conformance requirement

[TS24.229, clause C.2]:

In case the UE isloaded with a UICC that contains a USIM but does not contain an ISIM, the UE shall:
- generate aprivate user identity;
- generate atemporary public user identity; and
- generate a home network domain name to address the SIP REGISTER request to.

All these three parameters are derived from the IMSI parameter in the USIM, according to the procedures described in
3GPP TS 23.003. Also in this case, the UE shall derive new values every time the UICC is changed, and shall discard
existing valuesif the UICC is removed.

NOTE: If thereisan ISIM and aUSIM on aUICC, the ISIM is used for authentication to the IM CN subsystem,
as described in 3GPP TS 33.203. See also subclause 5.1.1.1A.

[TS24.229, clause 5.1.1.1A]:

The ISIM shall always be used for authentication to the IM CN subsystem, if it is present, as described in
3GPP TS 33.203.

The ISIM is preconfigured with all the necessary parameters to initiate the registration to the IM CN subsystem. These
parameters include:

- theprivate user identity;

- oneor more public user identities; and

- the home network domain name used to address the SIP REGISTER request
Thefirst public user identity in thelist stored in the ISIM is used in emergency registration requests.
In case the UE does not contain an ISIM, the UE shall:

- generate aprivate user identity;

- generate atemporary public user identity; and

- generate a home network domain hame to address the SIP REGISTER request to;
in accordance with the proceduresin clause C.2.

The temporary public user identity isonly used in REGISTER requests, i.e. initial registration, re-registration, mobile-
initiated deregistration.

The UE shall not reveal to the user the temporary public user identity if the temporary public user identity is barred. The
temporary public user identity is not barred if received by the UE in the P-Associated-URI header.

If the UE is unable to derive the parametersin this subclause for any reason, then the UE shall not proceed with the
request associated with the use of these parameters and will not be able to register to the IM CN subsystem.

[TS24.229, clause 5.1.1.2.1]:

Theinitial registration procedure consists of the UE sending an unprotected REGISTER request and, if challenged
depending on the security mechanism supported for this UE, sending the integrity-protected REGISTER request or
other appropriate response to the challenge. The UE can register a public user identity with any of its contact addresses
at any time after it has acquired an I P address, discovered a P-CSCF, and established an IP-CAN bearer that can be used
for SIP signalling. However, the UE shall only initiate a new registration procedure when it has received a final
response from the registrar for the ongoing registration, or the previous REGISTER request has timed out.

When registering any public user identity belonging to the UE, the UE shall either use an already active pair of security
associations or a TLS session to protect the REGISTER requests, or register the public user identity viaanew initial
registration procedure.
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When binding any one of its public user identities to an additional contact address viaanew initial registration
procedure, the UE shall follow the procedures described in RFC 5626. The set of security associationsor a TLS session
resulting from this initial registration procedure will have no impact on the existing set of security associationsor TLS
sessions that have been established as aresult of previousinitial registration procedures. However, if the UE registers
any one of its public user identities with a new contact address viaa new initial registration procedure and does not
employ the procedures described in RFC 5626, then the new set of security associations or TLS session shall replace
any existing set of security association or TLS session.

If the UE detects that the existing security associations or TLS sessions associated with a given contact address are no
longer active (e.g., after receiving no response to several protected messages), the UE shall:

- consider all previously registered public user identities bound to this security associations or TLS session that are
only associated with this contact address as deregistered; and

- stop processing all associated ongoing dialogs and transactions that were using the security associationsor TLS
session associated with this contact address, if any (i.e. no further SIP signalling will be sent by the UE on behalf
of these transactions or dialogs).

The UE shall send the unprotected REGISTER requests to the port advertised to the UE during the P-CSCF discovery
procedure. If the UE does not receive any specific port information during the P-CSCF discovery procedure, or if the
UE was pre-configured with the P-CSCF's | P address or domain name and was unable to obtain specific port
information, the UE shall send the unprotected REGISTER request to the SIP default port values as specified in

RFC 3261.

NOTE 1. The UE will only send further registration and subsegquent Sl P messages towards the same port of the P-
CSCF for security mechanisms that do not require to use negotiated ports for exchanging protected

messages.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B. A
public user identity may be input by the end user.

On sending an unprotected REGISTER request, the UE shall populate the header fields as follows:
a) aFrom header field set to the SIP URI that contains the public user identity to be registered;
b) aTo header field set to the SIP URI that contains the public user identity to be registered;

¢) aContact header field set to include SIP URI(s) containing the IP address or FQDN of the UE in the hostport
parameter. If the UE supports GRUU (see table A .4, item A.4/53) or multiple registrations, the UE shall include
a"+sip.instance" header field parameter containing the instance ID. If the UE supports multiple registrations it
shall include "reg-id" header field parameter as described in RFC 5626. The UE shall include al supported |CSI
values (coded as specified in subclause 7.2A.8.2) in a g.3gpp.icsi-ref media feature tag as defined in
subclause 7.9.2 and RFC 3840 for the IMS communication servicesit intendsto use, and IARI values (coded as
specified in subclause 7.2A.9.2), for the IMS applications it intends to use in a g.3gpp.iari-ref media feature tag
as defined in subclause 7.9.3 and RFC 3840;

d) aViaheader field set to include the sent-by field containing the |P address or FQDN of the UE and the port
number where the UE expects to receive the response to this request when UDPis used. For TCP, the responseis
received on the TCP connection on which the request was sent. The UE shall also include a"rport" header field
parameter with no value in the Via header field. Unless the UE has been configured to not send keep-alives, and
unless the UE is directly connected to an IP-CAN for which usage of NAT is not defined, it shall include a
"keep" header field parameter with no value in the Via header field, in order to indicate support of sending keep-
alives associated with the registration, as described in draft-ietf-sipcore-keep;

NOTE 2: When sending the unprotected REGISTER request using UDP, the UE transmit the request from the same
I P address and port on which it expects to receive the response to this request.

€) aregistration expiration interval value of 600 000 seconds as the value desired for the duration of the
registration;

NOTE 3: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with a registration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.
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f)

9)

h)

a Request-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;

the Supported header field containing the option-tag "path", and
1) if GRUU is supported, the option-tag "gruu”; and
2) if multiple registrationsis supported, the option-tag "outbound".

if asecurity association or TLS session exists, and if available to the UE (as defined in the access technol ogy
specific annexes for each access technology), a P-Access-Network-I1nfo header field set as specified for the
access network technology (see subclause 7.2A.4); and

a Security-Client header field to announce the media plane security mechanisms the UE supports, if any,
according to the procedures described in draft-dawes-di spatch-mediasec-parameter.

NOTE 4: Security mechanisms that apply to the media plane are distinguished by the "mediasec” header field

parameter.

On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a)

b)

store the expiration time of the registration for the public user identities found in the To header field value and
bind it to the respective contact address of the UE;

store as the default public user identity the first URI on the list of URIs present in the P-Associated-URI header
field and bind it to the respective contact address of the UE and the associated set of security associationsor TLS
session;

NOTE 5: When using the respective contact address and associated set of security associations or TLS session, the

©)

d)

€)

f)

UE can utilize additional URIs contained in the P-Associated-URI header field and bound it to the
respective contact address of the UE and the associated set of security associations or TLS session, e.g. for
application purposes.

treat the identity under registration as a barred public user identity, if it is not included in the P-Associated-URI
header field;

store the list of service route values contained in the Service-Route header field and bind the list to the contact
address and the associated set of security associations or TLS session over which the REGISTER request was
sent, in order to build a proper preloaded Route header field value for new dialogs and standal one transactions
when using this contact address and the associated set of security associations or TLS session;

find the Contact header field within the response that matches the one included in the REGISTER request. If this
contains a " pub-gruu” header field parameter or a "temp-gruu” header field parameter or both, and the UE
supports GRUU (see table A.4, item A.4/53), then store the value of those parameters as the GRUUs for the UE
in association with the public user identity and the contact address that was registered;

if the REGISTER request contained the "reg-id" and "+sip.instance" Contact header field parameter and the
"outbound" option tag in a Supported header field, the UE shall check whether the option-tag "outbound" is
present in the Require header field:

- if no option-tag "outbound" is present, the UE shall conclude that the S-CSCF does not support the
registration procedure as described in RFC 5626, and the S-CSCF has followed the registration procedure as
described in RFC 5627 or RFC 3261, i.e,, if thereisaprevioudy registered contact address, the S-CSCF
replaced the old contact address and associated information with the new contact address and associated
information (see bullet €) above). Upon detecting that the S-CSCF does not support the registration procedure
as defined in RFC 5626, the UE shall refrain from registering any additional IMS flows for the same private
identity as described in RFC 5626; or

NOTE 6: Upon replaces the old contact address with the new contact address, the S-CSCF performs the network

initiated deregistration procedure for the previously registered public user identities and the associated old
contact address as described in subclause 5.4.1.5. Hence, the UE will receive aNOTIFY request
informing the UE about the deregistration of the old contact address.

- if an option-tag "outbound" is present, the UE may establish additional IMS flows for the same private
identity, as defined in RFC 5626;
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9)

store the announcement of media plane security mechanisms the P-CSCF (IMS-ALG) supports received in the
Security-Server header field according to the procedures described in draft-dawes-di spatch-mediasec-parameter,
if any; and

NOTE 7: Security mechanisms that apply to the media plane are distinguished by the "mediasec" header field

h)

parameter.

if the Via header field contains a"keep" header field parameter with a value, unless the UE detects that it is not
behind aNAT, start to send keep-alives associated with the registration towards the P-CSCF, as described in
draft-ietf-sipcore-keep.

[TS24.229, clause 5.1.1.2.2]:

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields
asfollows:

a)

an Authorization header field, with:

- the"username" header field parameter, set to the value of the private user identity;

- the"ream" header field parameter, set to the domain name of the home network;

- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;
- the"nonce" header field parameter, set to an empty value; and

- the"response" header field parameter, set to an empty value;

NOTE 1: If the UE specifiesits FQDN in the hostport parameter in the Contact header field and in the sent-by field

in the Via header field, then it hasto ensure that the given FQDN will resolve (e.g., by reverse DNS
lookup) to the IP address that is bound to the security association.

NOTE 2: The UE associates two ports, a protected client port and a protected server port, with each pair of security

b)

©)

d)

association. For details on the selection of the port values see 3GPP TS 33.203.

additionally for the Contact header field, if the REGISTER request is protected by a security association, include
the protected server port value in the hostport parameter;

additionally for the Via header field, for UDP, if the REGISTER request is protected by a security association,
include the protected server port value in the sent-by field; and

a Security-Client header field set to specify the signalling plane security mechanism the UE supports, the | Psec
layer algorithms the UE supports and the parameters needed for the security association setup. The UE shall
support the setup of two pairs of security associations as defined in 3GPP TS 33.203. The syntax of the
parameters needed for the security association setup is specified in annex H of 3GPP TS 33.203. The UE shall
support the "ipsec-3gpp" security mechanism, as specified in RFC 3329. The UE shall support the | Psec layer
algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203, and shall announce support
for them according to the procedures defined in RFC 3329.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, the UE shall additionally:

1)

If the UE supports multiple registrations and the REGISTER request contained the "+sip.instance” header field
parameter and the "reg-id" header field parameter in the Contact header field, and the "outbound" option-tag in
the Supported header field, the UE shall check whether the option-tag "outbound"” is present in the Require
header field. If the option-tag "outbound" is present, then the UE shall use the bidirectional flow as defined in
RFC 5626 as follows:

a) for UDP, the bidirectional flow consists of two unidirectional flows, i.e. the first unidirectional flow is
identified with the UE's protected client port, the P-CSCF's protected server port, and the respective IP
addresses. The UE uses this flow to send the reguests and responses to the P-CSCF. The second
unidirectional flow isidentified with the P-CSCF's protected client port, the UE's protected server port and
the IP addresses. The second unidirectional flow is used by the UE to receive the requests and responses from
the P-CSCF,; or

b) for TCP, the bidirectional flow isthe TCP connection between the UE and the P-CSCF. This TCP connection
was established by the UE, i.e. from the UE's protected client port and the UE's | P address to the P-CSCF's
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protected server port and the P-CSCF's | P address. This TCP connection is used to exchange SIP messages
between the UE and the P-CSCF; and

2) set the security association lifetime to the longest of either the previously existing security association lifetime (if

available), or the lifetime of the just completed registration plus 30 seconds.

NOTE 3: If the UE receives Authentication-Info, it will proceed as described in RFC 3310.

When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in
subclause 5.1.1.5.1.

[TS24.229, clause 5.1.1.5.1]:

Authentication is performed during initial registration. A UE can be re-authenticated during subsequent reregistrations,
deregistrations or registrations of additional public user identities. When the network requires authentication or re-
authentication of the UE, the UE will receive a 401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:

1) extract the RAND and AUTN parameters,

2) check the validity of areceived authentication challenge, as described in 3GPP TS 33.203 i.e. the locally

3)

calculated XMAC must match the MAC parameter derived from the AUTN part of the challenge; and the SON
parameter derived from the AUTN part of the challenge must be within the correct range; and

check the existence of the Security-Server header field as described in RFC 3329. If the Security-Server header
field is not present or it does not contain the parameters required for the setup of the set of security associations
(see annex H of 3GPP TS 33.203), the UE shall abandon the authentication procedure and send a new
REGISTER request with anew Call-ID.

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:

1)
2)

3)

calculate the RES parameter and derive the keys CK and IK from RAND as described in 3GPP TS 33.203;

set up atemporary set of security associations for this registration based on the static list and parameters the UE
received in the 401 (Unauthorized) response and its capabilities sent in the Security-Client header field in the
REGISTER request. The UE sets up the temporary set of security associations using the most preferred
mechanism and algorithm returned by the P-CSCF and supported by the UE and using IK and CK (only if
encryption enabled) as the shared key. The UE shall use the parameters received in the Security-Server header
field to setup the temporary set of security associations. The UE shall set atemporary SIP level lifetime for the
temporary set of security associationsto the value of reg-await-auth timer;

store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supportsreceived in
the Security-Server header field, if any, according to the procedures described in draft-dawes-dispatch-mediasec-
parameter.

NOTE 1: Security mechanisms that apply to the media plane are distinguished by the "mediasec” header field

4)

parameter.

send another REGISTER request towards the protected server port indicated in the response using the temporary
set of security associations to protect the message. The header fields are populated as defined for the initial
REGISTER request that was challenged with the received 401 (Unauthorized) response, with the addition that
the UE shall include an Authorization header field containing:

- the"ream" header field parameter set to the value as received in the "realm" WWW-Authenticate header
field parameter;

- the"username" header field parameter, set to the value of the private user identity;

- the"response" header field parameter that contains the RES parameter, as described in RFC 3310;

- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;

- the"agorithm" header field parameter, set to the value received in the 401 (Unauthorized) response; and

- the"nonce" header field parameter, set to the value received in the 401 (Unauthorized) response.
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The UE shall also insert the Security-Client header field that isidentical to the Security-Client header field that
was included in the previous REGISTER request (i.e. the REGISTER reguest that was challenged with the
received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header field into the request,
by mirroring in it the content of the Security-Server header field received in the 401 (Unauthorized) response.
The UE shall set the Call-1D of the security association protected REGISTER request which carries the
authentication challenge response to the same value as the Call-ID of the 401 (Unauthorized) response which
carried the challenge.

On receiving the 200 (OK) response for the security association protected REGISTER request registering a public user
identity with the associated contact address, the UE shall:

- change the temporary set of security associations to a newly established set of security associations, i.e. set its
SIP level lifetime to the longest of either the previoudy existing set of security associations SIP level lifetime, or
the lifetime of the just completed registration plus 30 seconds; and

- if thisisthe only set of security associations available toward the P-CSCF, use the newly established set of
security associations for further messages sent towards the P-CSCF. If there are additional sets of security
associations (e.g. due to registration of multiple contact addresses), the UE can either use them or use the newly
established set of security associations for further messages sent towards the P-CSCF as appropriate.

NOTE 2: If the UE has registered multiple contact addresses, the UE can either send requests towards the P-CSCF
over the newly established set of security associations, or use different UE's contact address and
associated set of security associations when sending the requests towards the P-CSCF. Responses towards
the P-CSCF that are sent via UDP will be sent over the same set of security associations that the related
request was received on. Responses towards the P-CSCF that are sent via TCP will be sent over the same
set of security associations that the related request was received on.

When the first request or response protected with the newly established set of security associationsis received from the
P-CSCF or when the lifetime of the old set of security associations expires, the UE shall delete the old set of security
associations and related keys it may have with the P-CSCF after all SIP transactions that use the old set of security
associations are compl eted.

[TS24.229, clause 5.1.1.3]:

Upon receipt of a2xx response to the initial registration, the UE shall subscribe to the reg event package for the public
user identity registered at the user'sregistrar (S-CSCF) as described in RFC 3680.

The UE shall subscribe to the reg event package upon registering a new contact address via an initial registration
procedure. If the UE receives aNOTIFY request via the newly established subscription dialog and via the previously
established subscription dialogs (there will be at least one), the UE may terminate the previously established
subscription dialogs and keep only the newly established subscription dialog.

The UE shall use the default public user identity for subscription to the registration-state event package, if the public
user identity that was used for initia registration is a barred public user identity. The UE may use either the default
public user identity or the public user identity used for initial registration for the subscription to the registration-state
event package, if theinitia public user identity that was used for initial registration is not barred.

On sending a SUBSCRIBE request, the UE shall populate the header fields as follows:

a) aRequest-URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URI that contains the
public user identity used for subscription;

b) aFrom header field set to a SIP URI that contains the public user identity used for subscription;

c) aTo header field set to a SIP URI that contains the public user identity used for subscription;

d) an Event header field set to the "reg" event package;

€) an Expires header field set to 600 000 seconds as the value desired for the duration of the subscription;
f) void; and

g) void.

Upon receipt of a 2xx response to the SUBSCRIBE request, the UE shall store the information for the established
dialog and the expiration time as indicated in the Expires header field of the received response.

ETSI



3GPP TS 34.229-1 version 9.9.0 Release 9 74 ETSITS 134 229-1 vV9.9.0 (2012-07)

[TS24.229, clause 5.1.2.1]:

Upon receipt of a2xx response to the SUBSCRIBE request the UE shall maintain the generated dialog (identified by
the values of the Call-ID header field, and the values of tagsin To and From header fields).

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package the
UE shall perform the following actions:

- if astate attribute "active", i.e. registered is received for one or more public user identities, the UE shall store the
indicated public user identities as registered;

- if agtate attribute "active" isreceived, and the UE supports GRUU (seetable A .4, item A.4/53), then for each
public user identity indicated in the notification that contains a <pub-gruu> element or a <temp-gruu> element or
both (as defined in RFC 5628) then the UE shall store the value of those elements in association with the public
user identity;

- if astate attribute "terminated", i.e. deregistered is received for one or more public user identities, the UE shall
store the indicated public user identities as deregistered and shall remove any associated GRUUSs.

NOTE 1. There may be public user identities which are automatically registered within the registrar (S-CSCF) of
the user upon registration of one public user identity or when S-CSCF receives a Push-Profile-Request
(PPR) from the HSS (as described in 3GPP TS 29.228) changing the status of a public user identity
associated with aregistered implicit set from barred to non-barred. Usually these automatically or
implicitly registered public user identities belong to the same service profile of the user and they might
not be available within the UE. The implicitly registered public user identities may also belong to
different service profiles. The here-described procedures provide a different mechanism (to the 200 (OK)
response to the REGISTER request) to inform the UE about these automatically registered public user
identities.

NOTE 2: RFC 5628 provides guidance on the management of temporary GRUUS, utilizing information provided in
the reg event notification.

[TS24.229, clause 5.1.2A.1.1]:
The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.
When the UE sends any request using a given contact address, the UE shall:

- if IMS AKA isin use as a security mechanism:

a) if the UE has not obtained a GRUU, populate the Contact header field of the request with the protected server
port and the respective contact address; and

b) include the protected server port and the respective contact addressin the Via header field entry relating to
the UE;

- if SIP digest without TLSisin use as a security mechanism:

a) if the UE has not obtained a GRUU, populate the Contact header field of the request with the port value of an
unprotected port and the contact address where the UE expects to receive subsequent mid-dialog requests;
and

b) populate the Via header field of the request with the port value of an unprotected port and the respective
contact address where the UE expects to receive responses to the request;

If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall
insert a P-Access-Network-Info header field into any request for a dialog, any subsequent request (except ACK requests
and CANCEL requests) or response (except CANCEL responses) within a dialog or any request for a standalone
method (see subclause 7.2A.4).

NOTE 13;During the dialog, the points of attachment to the IP-CAN of the UE may change (e.g. UE connects to
different cells). The UE will populate the P-Access-Network-Info header field in any request or response
within adialog with the current point of attachment to the IP-CAN (e.g. the current cell information).
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The UE shall build a proper preloaded Route header field value for al new dialogs and standal one transactions. The UE
shall build alist of Route header field values made out of the following, in this order:

a)

b)

©)

the P-CSCF URI containing the | P address or the FQDN learnt through the P-CSCF discovery procedures; and
the P-CSCF port based on the security mechanism in use:

- if IMSAKA or SIP digest with TLSisin use as a security mechanism, the protected server port learnt during
the registration procedure;

- if SIPdigest without TLS, NASS-IM S bundled authentication or GPRS-IMS-Bundled authentication isin
use as a security mechanism, the unprotected server port used during the registration procedure;

and the values received in the Service-Route header field saved from the 200 (OK) response to the last
registration or re-registration of the public user identity with associated contact address.

[TS24.341, clause 5.3.2.2]

On sending a REGISTER request, the SM-over-IP receiver shall indicate its capability to receive traditional short

messages over IM S network by including a"+g.3gpp.smsip" parameter into the Contact header according
to RFC 3840.

Reference(s)

3GPPTS24.229[10], clauses 5.1.1.1A,5.1.1.2.15.1.1.2,5.1.1.35.1.1.5.1,5.1.2.1, 5.1.2A.1, C.2 and TS 24.341, clause
53.22.

8.1.3 Test purpose

1)

2)

3)

4)

5)

6)

7)

8)

9)

To verify that UE correctly derives a private user identity, a temporary public user identity and a home network
domain name from the IMSI parameter in the USIM if no ISIM is available on the UICC, according to the
procedures described in 3GPP TS 23.003 [32] clause 13 or alternatively uses the values retrieved from ISIM, if
ISIM is present; and

To verify that the UE sends a correctly composed initial REGISTER request to S-CSCF via the discovered P-
CSCEF, according to 3GPP TS 24.229 [10] clause 5.1.1.2; and TS 24.341 [90] clause 5.3.2.2 (if UE supports SM-
over-1P receiver marked as yes)

To verify that after receiving avalid 401 (Unauthorized) response from S-CSCF for theinitial REGISTER sent,
the UE correctly authenticates itself by sending another REGISTER request with correctly composed
Authorization header using AKAv1-MD5 algorithm (as described in RFC 3310 [17]); and

To verify that the UE announces to support the "ipsec-3gpp" security mechanism together the |Psec layer
algorithms for integrity (Rel-5 onwards) and confidentiality (Rel-6 onwards) protection (as defined in
3GPP TS 33.203)according to the procedures defined in RFC 3329 [21]; and

To verify that the UE supports the I Psec layer algorithms for integrity (Rel-5 onwards) and confidentiality (Rel-6
onwards) protection as defined in 3GPP TS 33.203and uses the one that is preferred by the P-CSCF according to
the procedures defined in RFC 3329 [21]; and

To verify that the UE sets up two pairs of security associations as defined in 3GPP TS 33.203 [14] clause 7 and
uses those for sending the REGISTER request to authenticate itself and for sending any other subsequent
request; and

To verify that after receiving avalid 200 OK response from S-CSCF for the REGISTER sent for authentication,
the UE stores the default public user identity and information about barred user identities; and

To verify that after receiving avalid 200 OK response from S-CSCF for the REGISTER sent for authentication,
the UE subscribes to the reg event package for the public user identity registered at the users registrar (S-CSCF)
as described in RFC 3680 [22]; and

To verify that the UE uses the default public user identity for subscription to the registration-state event package,
when the public user identity that was used for initial registration is abarred public user identity; and

10) To verify that the UE uses the stored service route for routing the SUBSCRIBE sent; and
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11) To verify that after receiving avalid 200 OK response from S-CSCF to the SUBSCRIBE sent for registration
event package, the UE maintains the generated dialog; and

12)To verify that after receiving avalid NOTIFY for the registration event package, the UE will update and store
the registration state of the indicated public user identities accordingly (as specified in RFC 3680 [22] clause 5);
and

13) To verify that the UE responds the received valid NOTIFY with 200 OK.

8.14 Method of test

Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is not registered to IMS
services, but has an active PDP context and has discovered the SS as P-CSCF by executing the generic test procedurein
Annex C.2 up to step 3.

SSis configured with the IMSI within the USIM application, the home domain name, public and private user identities
together with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) that is
configured on the UICC card equipped into the UE. SSislistening to SIP default port 5060 for both UDP and TCP
protocols. SSis able to perform AKAv1-MD5 authentication algorithm for that IMPI, according to 3GPP TS 33.203
[14] clause 6.1 and RFC 3310 [17].

Related ICS/IXIT Statement(s)
- UE supports | PSec ESP confidentiality protection (Y es/No)
- IMSsecurity (Yes/No)
- obtaining and using GRUUs in the Session Initiation Protocol (SIP) (Yes/No)
- UE supportsMTSI (Yes/No)

- UE supports SM-over-1P receiver (Yes/No)

Test procedure
1) IMSregistration isinitiated on the UE. SS waits for the UE to send an initial REGISTER request.

2) SSrespondsto theinitial REGISTER request with avalid 401 Unauthorized response, headers popul ated
according to the 401 response common message definition.

3) SSwaitsfor the UE to set up atemporary set of security associations and send another REGISTER request, over
those security associations.

4) SSresponds to the second REGISTER request with valid 200 OK response, sent over the same temporary set of
security associations that the UE used for sending the REGISTER reguest. SS shall popul ate the headers of the
200 OK response according to the 200 response for REGISTER common message definition.

5) SSwaits for the UE to send a SUBSCRIBE request over the newly established security associations.

6) SS respondsto the SUBSCRIBE request with avalid 200 OK response, headers popul ated according to the 200
response for SUBSCRIBE common message definition.

7) SSsendsUE aNOTIFY request for the subscribed registration event package. In the request the Request URI,
headers and the request body shall be populated according to the NOTIFY common message definition.

8) SSwaits for the UE to respond the NOTIFY with 200 OK response.

NOTE: Thistest case shall beruntwicein order to test that the UE correctly supports both HMAC-MD5-96 and
HMAC-SHA-1-96 algorithms. For each test round the name of the corresponding algorithm shall be
configured into px_lpSecAlgorithm PIXIT.
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Expected sequence

Step Direction Message Comment
UE | ss
1 > REGISTER UE sends initial registration for IMS services.
2 < 401 Unauthorized The SS responds with a valid AKAv1-MD5

authentication challenge and security mechanisms
supported by the network.

3 > REGISTER UE completes the security negotiation procedures,
sets up a temporary set of SAs and uses those for
sending another REGISTER with AKAv1-MD5

credentials.

4 < 200 OK The SS responds with 200 OK.

5 > SUBSCRIBE UE subscribes to its registration event package.

6 < 200 OK The SS responds SUBSCRIBE with 200 OK

7 < NOTIFY The SS sends initial NOTIFY for registration event
package, containing full registration state
information for the registered public user identity in
the XML body

8 > 200 OK The UE responds the NOTIFY with 200 OK

Specific Message Contents

REGISTER (Step 1)

Use the default message 'REGISTER' in annex A.1.1 with condition A1 "Initial unprotected REGISTER" and condition
A6 'The UE supports SM-over-IP receiver' (if UE supports SM-over-IP receiver marked as yes)

401 Unauthorized for REGISTER (Step 2)
Use the default message '401 Unauthorized for REGISTER' in annex A.1.2

REGISTER (Step 3)
Use the default message 'REGISTER' in annex A.1.1 with condition A2 " Subsequent REGISTER sent over security

associations' and condition A6 "The UE supports SM-over-1P receiver' (if UE supports SM-over-IP receiver SM marked
asyes)

200 OK for REGISTER (Step 4)

Use the default message '200 OK for REGISTER' in annex A.1.3

SUBSCRIBE (Step 5)

Use the default message 'SUBSCRIBE for reg-event package' in annex A.1.4

200 OK for SUBSCRIBE (Step 6)
Use the default message '200 OK for SUBSCRIBE' in annex A.1.5

NOTIFY (Step 7)

Use the default message 'NOTIFY for reg-event package' in annex A.1.6

200 OK for NOTIFY (Step 8)
Use the default message '200 OK for other requests than REGISTER or SUBSCRIBE' in annex A.3.1
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8.1.5 Test requirements

If the UICC card equipped to the UE contains I SIM, the UE must read the following parameters from ISIM (instead of
deriving them from USIM) and use they for the REGISTER requests:

- the private user identity; and
- thetemporary public user identity; and
- the home network domain name.

Step 3: SS shall check that in accordance to the 3GPP TS 24.229 [10] clause 5.1.1.5 the UE sends another REGISTER
request as follows:

a) the UE sets up the temporary set of security associations between the ports announced in Security-Client header
(UE) in the REGISTER request and Security-Server header (SS) in the 401 Unauthorized response; and

b) the UE usesthe most preferred mechanism and algorithm returned by the SS and supported by the UE for the
temporary set of security associations; and

c) the UE usesIK derived from RAND asthe shared key for integrity and confidentiality protection (if the UE
supports |PSec ESP confidentiality protection) for the temporary set of security associations; and

d) the UE sends the second REGISTER over the temporary set of security associations; and

Step 5: SS shall check that, in accordance to the 3GPP TS 24.229 [10] clause 5.1.1.3, the UE sends a SUBSCRIBE
request for registration event package over the newly established set of security associations.

NOTE: If the UE specifiesits FQDN in the host parameter in the Contact header and in the sent-by field in the
Viaheader (within any of the request sent by the UE), then SS has to ensure that the given FQDN will
resolve (e.g., by reverse DNS lookup) to the IP address that is bound to the security association (or to the
unprotected port in the initial REGISTER).

8.2 User Initiated Re-Registration

8.2.1 Definition

Test to verify that the UE can re-register a previoudy registered public user identity at any time. This processis
described in 3GPP TS 24.229 [10], clause 5.1.1.4. The test caseis applicable for IM S security.

8.2.2 Conformance requirement

[TS24.229, clause 5.1.1.4.1]:

The UE can perform the reregistration of a previously registered public user identity bound to any one of its contact
addresses and the associated set of security associations or TLS sessions at any time after the initial registration has
been completed.

The UE can perform the reregistration of a previously registered public user identity over any existing set of security
associations or TLS session that is associated with the related contact address.

The UE can perform the reregistration of a previously registered public user identity viaan initial registration as
specified in subclause 5.1.1.2, when binding the previoudly registered public user identity to new contact address.

The UE can perform registration of additional public user identities at any time after the initial registration has been
completed. The UE shall perform the registration of additional public user identities either:

- over the existing set of security associations or TLS sessions, if appropriate to the security mechanism in use,
that is associated with the related contact address; or

- viaaninitial registration as specified in subclause 5.1.1.2.
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The UE can fetch bindings as defined in RFC 3261 at any time after the initial registration has been completed. The
procedure for fetching bindings is the same as for a reregistration except that the REGISTER request does not contain a
Contact header field.

Unless either the user or the application within the UE has determined that a continued registration is not required the
UE shall reregister an already registered public user identity either 600 seconds before the expiration timeif the
previous registration was for greater than 1200 seconds, or when half of the time has expired if the previous registration
was for 1200 seconds or less, or when the UE intends to update its capabilities according to RFC 3840 or when the UE
needs to modify the ICSI values that the UE intends to use in a g.3gpp.icsi-ref mediafeature tag or IARI values that the
UE intends to use in the g.3gpp.iari-ref media feature tag.

When sending a protected REGISTER request, the UE shall use a security association or TLS session associated with
the contact address used to send the request, see 3GPP TS 33.203, established as aresult of an earlier initial registration.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B.

On sending a REGISTER request that does not contain a challenge response, the UE shall populate the header fields as
follows:

a) aFrom header field set to the SIP URI that contains the public user identity to be registered;
b) aTo header field set to the SIP URI that contains the public user identity to be registered;

¢) aContact header field set to include SIP URI(s) that contain(s) in the hostport parameter the IP address or FQDN
of the UE, and containing the instance ID of the UE in the "+sip.instance” header field parameter, if the UE
supports GRUU (seetable A.4, item A.4/53) or multiple registrations. If the UE support multiple registrations, it
shall include "reg-id" header field as described in RFC 5626. The UE shall include all supported ICSI values
(coded as specified in subclause 7.2A.8.2) in ag.3gpp.icsi-ref media feature tag as defined in subclause 7.9.2 and
RFC 3840 for the IMS communication it intends to use, and |ARI values (coded as specified in
subclause 7.2A.9.2), for the IMS applications it intends to usein a g.3gpp.iari-ref media feature tag as defined in
subclause 7.9.3 and RFC 3840;

d) aViaheader field set to include the IP address or FQDN of the UE in the sent-by field. For the TCP, the
response is received on the TCP connection on which the request was sent. If the UE previously has previously
negotiated sending of keep-alives associated with the registration, it shall include a"keep" header field parameter
with no valuein the Via header field, in order to indicate continuous support to send keep-alives, as described in
draft-ietf-sipcore-keep;

€) aregistration expiration interval value, set to 600 000 seconds as the value desired for the duration of the
registration;

NOTE 1: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with aregistration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

f) aRequest-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;

g) the Supported header field containing the option-tag "path", and if GRUU is supported, the option-tag "gruu”;

h) if available to the UE (as defined in the access technology specific annexes for each access technology), a P-
Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4); and

i) aSecurity-Client header field to announce the media plane security mechanisms the UE supports, if any,
according to the procedures described in draft-dawes-di spatch-mediasec-parameter.

NOTE 2: Security mechanisms that apply to the media plane are distinguished by the "mediasec" header field
parameter.

On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a) hind the new expiration time of the registration for this public user identity found in the To header field value to
the contact address used in this registration;
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b)

store the list of service route values contained in the Service-Route header field and bind the list to the contact
address used in registration, in order to build a proper preloaded Route header field value for new dialogs and
standal one transactions when using the respective contact address;

NOTE 3: If thelist of Service-Route headers saved from a previous registration and bound to this contact address

and the associated set of security associations or TLS session already exist, then the received list of Service-
Route headers replaces the old list.

NOTE 4: The UE can utilize additional URIs contained in the P-Associated-URI header field, e.g. for application

©)

d)

pUrpOSES.

find the Contact header field within the response that matches the one included in the REGISTER request. If this
contains a " pub-gruu" header field parameter or a "temp-gruu” header field parameter or both, and the UE
supports GRUU (see table A.4, item A.4/53), then store the value of those parameters as the GRUUs for the UE
in association with the public user identity and the contact address that was registered;

store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supportsreceived in
the Security-Server header field, if any, according to the procedures described in draft-dawes-dispatch-mediasec-
parameter; and

NOTE 5: Security mechanisms that apply to the media plane are distinguished by the "mediasec” header field

€)

parameter.

if the Via header field contains a"keep" header field parameter with a value, continue to send keep-alives as
described in draft-ietf-sipcore-keep, towards the P-CSCF.

When a 401 (Unauthorized) response to aREGISTER is received the UE shall behave as described in
subclause 5.1.1.5.1.

[TS24.229, clause 5.1.1.4.2]:

On sending a REGISTER request, as defined in subclause 5.1.1.4.1, the UE shall additionally populate the header fields
asfollows:

a)

an Authorization header field, with:
- the"username" header field parameter set to the value of the private user identity;

- the"ream" header field parameter directive, set to the value as received in the "realm” WWW-Authenticate
header field parameter;

- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;
- the"nonce" header field parameter, set to last received nonce value; and

- the"response" header field parameter, set to the last calculated response value;

NOTE 1: If the UE specifiesits FQDN in the hostport parameter in the Contact header field and in the sent-by field

in the Via header field, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS
lookup) to the | P address that is bound to the security association.

NOTE 2: The UE associates two ports, a protected client port and a protected server port, with each pair of security

associations. For details on the selection of the protected port value see 3GPP TS 33.203.

NOTE 3: If the UE is setting up an additional registration using procedures specified in RFC 5626 and the UE

b)
c)

d)

accesses the network through 3GPP or 3GPP2 systems without any NAT, the flow is considered to be
"logical flow".

additionally for the Contact header field, include the protected server port value in the hostport parameter;

additionally for the Via header field, for UDP, if the REGISTER request is protected by a security association,
include the protected server port value in the sent-by field;

a Security-Client header field, set to specify the signalling plane security mechanism it supports, the | Psec layer
algorithms for security and confidentiality protection it supports and the new parameter values needed for the
setup of two new pairs of security associations. For further details see 3GPP TS 33.203 and RFC 3329; and
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€) aSecurity-Verify header field that contains the content of the Security-Server header field received in the 401
(Unauthorized) response of the last successful authentication.
On receiving the 200 (OK) response to the REGISTER request, the UE shall additionally:

a) set the security association lifetime associated with this contact address and the associated set of security
associations to the longest of either the previously existing security association lifetime, or the lifetime of the just
completed registration plus 30 seconds.

NOTE 4: If the UE receives Authentication-Info, it will proceed as described in RFC 3310.

Reference(s)

3GPPTS24.229[10], clauses5.1.1.4.1 and 5.1.1.4.2.

8.2.3 Test purpose

1) To verify that the UE can re-register a previously registered public user identity at either 600 seconds before the
expiration timeif the initial registration was for greater than 1200 seconds, or when half of the time has expired
if theinitial registration was for 1200 seconds or less; and

2) Extract or derive a public user identity, the private user identity, and the domain name to be used in the Request-
URI in the registration; and

3) To verify that the UE populates the header field in the REGISTER request with From, To, Via, Contact,
Authorization, Expires, Security-Client, Security-verify, Supported, and P-Access-Network-Info headers; and

4) Upon receiving 200 OK for REGISTER, the UE shall store the new expiration time of the registration for this
public user identity, the list of URIs contained in the P-Associated-URI header value and use these valuesin the
next re-register request.

8.2.4 Method of test

Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is not registered to
IMS services, but has an active PDP context and has discovered the SS as P-CSCF by executing the
generic test procedure in Annex C.2 up to step 3.

SSis configured with the shared secret key of IMS AKA algorithm, related to the IM S private user identity (IMPI)
configured on the UICC card equipped into the UE. SSis able to perform AKAv1-MD5 authentication algorithm for
that IMPI, according to 3GPP TS 33.203 [14] clause 6.1 and RFC 3310 [17].

Related ICS/IXIT Statement(s)
IMS security (Yes/No)
UE supports | PSec ESP confidentiality protection (Y es/No)

Test procedure

1-8) The same procedure asin subclause 8.1.4 are used with the exception that the SS sets the expiration time to 120
secondsin Step 4.

9) Before half of the time has expired from the initial registration SS receives re-register message request with the
From, To, Via, Contact, Authorization, Expires, Security-Client, Security-verify, Supported, and P-Access-
Network-Info header fields.

10) SS responds to the REGISTER request with valid 200 OK response with the list of URIs contained in the P-
Associated-URI header value, the new expiration time (1200 seconds) of the registration for this public user
identity.
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11) SS waits for the REGISTER request and verifiesit isreceived at least 600 seconds before the expected
expiration time.

12) SS responds to the REGISTER request with valid 200 OK response with the list of URIs contained in the P-
Associated-URI header value, the new expiration time (1800 seconds) of the registration for this public user
identity.

13) SS waits for the REGISTER request and verifiesit isreceived at least 600 seconds before the expected
expiration time.

14) SS responds to the REGISTER request with valid 200 OK response. SS shall populate the headers of the 200 OK
response according to the 200 response for REGISTER common message definition.

Expected sequence

Step Direction Message Comment
UE | ss
1-8 Messages in Initial Registration Test The same messages as in subclause 8.1.4 are
case (subclause 8.1.4) used with the exception that in Step 4, the SS

responds with 200 OK indicating 120 seconds
expiration time.

9 > REGISTER The SS receives REGISTER from the UE 60
seconds before the expiration time set in the initial
registration request.

10 < 200 OK The SS responds with 200 OK indicating 1200
seconds expiration time.

11 > REGISTER The SS receives REGISTER from the UE 600
seconds before the expiration time set in step 10.

12 < 200 OK The SS responds with 200 OK indicating 1800
seconds expiration time.

13 > REGISTER The SS receives REGISTER from the UE 600
seconds before the expiration time set in step 12

14 < 200 OK The SS responds with 200 OK indicating the default

expiration time.

Specific Message Contents

Messages in Step 1-8

Messages in Step 1-8 are the same as those specified in subclause 8.1.4 with the following exception for the 200 OK for
REGISTER in Step 4:

Use the default message 200 OK for REGISTER' in annex A.1.3 with the following exceptions:

Header/param Value/remark
Contact
expires 120

REGISTER (Step 9)

Use the default message 'REGISTER' in annex A.1.1 with condition A2 " Subsequent REGISTER sent over security
associations' and with the following exceptions:

Header/param Value/remark
Security-Client
spi-c new SPI number of the inbound SA at the protected client port
spi-s new SPI number of the inbound SA at the protected server port
port-c new protected client port needed for the setup of new pairs of security associations
port-s Same value as in the previous REGISTER
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200 OK for REGISTER (Step 10)

Use the default message 200 OK for REGISTER' in annex A.1.3 with the following exceptions:

Header/param

Value/remark

Contact
expires

1200

REGISTER (Step 11)

Use the default message 'REGISTER' in annex A.1.1 with condition A2 " Subsequent REGISTER sent over security
associations' and with the following exceptions:

Header/param Value/remark
Security-Client

spi-c new SPI number of the inbound SA at the protected client port, may or may not be
the same as in step 1

spi-s new SPI number of the inbound SA at the protected server port, may or may not be
the same as in step 1

port-c new protected client port needed for the setup of new pairs of security associations,
may or may not be the same as in step 1

port-s Same value as in the previous REGISTER

200 OK for REGISTER (Step 12)

Use the default message 200 OK for REGISTER' in annex A.1.3 with the following exceptions:

Header/param

Value/remark

Contact
expires

1800

REGISTER (Step 13)

Use the default message 'REGISTER' in annex A.1.1 with condition A2 " Subsequent REGISTER sent over security
associations' and with the following exceptions:

Header/param Value/remark
Security-Client

spi-c new SPI number of the inbound SA at the protected client port, may or may not be
the same as in step 1 and 3

spi-s new SPI number of the inbound SA at the protected server port, may or may not be
the same as in step 1 and 3

port-c new protected client port needed for the setup of new pairs of security associations,
may or may not be the same as in step 1 or 3

port-s Same value as in the previous REGISTER

200 OK for REGISTER (Step 14)

Use the default message '200 OK for REGISTER' in annex A.1.3.

ETSI TS 134 229-1 vV9.9.0 (2012-07)

8.2.5  Testrequirements

1. TheUE shall in step 9 send the REGISTER request within 60 seconds from the time instant that it receives 200
OK in step 4 from the SS.

2. TheUE shall in step 11 send the REGISTER request within 600 seconds from the time instant that it receives
200 OK from the SSin step 10.

3. The UE shall in step 13 send the REGISTER request within 1200 seconds from the time instant that it receives
200 OK fromthe SSin step 12.
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8.3 Mobile Initiated Deregistration

8.3.1 Definition and applicability

Test to verify that the UE can perform a correct de-registration procedure. This processis described in 3GPP TS 24.229
[10], clause 5.1.1.6. The test case is applicable for IMS security.

8.3.2 Conformance requirement

[TS24.229, clause 5.1.1.6.1]:

The UE can deregister a public user identity that it has previously registered with its contact address at any time. The
UE shall protect the REGISTER request using a security association or TLS session that is associated with contact
address, see 3GPP TS 33.203, established as aresult of an earlier registration, if oneis available.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B.

Prior to sending a REGISTER request for deregistration, the UE shall release all dialogs that were using the contact
addresses that is going to be deregistered and related to the public user identity that is going to be deregistered or to one
of theimplicitly registered public user identities. However:

- if the dialog that was established by the UE subscribing to the reg event package used the public user identity
that is going to be deregistered; and

- thisdialog isthe only remaining dialog used for subscription to reg event package of the user, i.e. there are no
other contact addresses registered with associated subscription to the reg event package of the user;

then the UE shall not release this dialog.

On sending a REGISTER reguest that will remove the binding between the public user identity and one of its contact
addresses, the UE shall populate the header fields as follows:

a) aFrom header field set to the SIP URI that contains the public user identity to be deregistered;
b) aTo header field set to the SIP URI that contains the public user identity to be deregistered;

¢) aContact header field set to the SIP URI(S) that contain(s) in the hostport parameter the I P address of the UE or
FQDN, and containing the Instance ID of the UE in the "+sip.instance" header field parameter, if the UE
supports GRUU (see table A.4, item A.4/53) or multiple registrations. If the UE supports multiple registrations,
it shall include "reg-id" header field parameter as described in RFC 5626;

d) aViaheader field set to include the IP address or FQDN of the UE in the sent-by field;

€) aregistration expiration interval value set to the value of zero, appropriate to the deregistration requirements of
the user;

f) aRequest-URI set to the SIP URI of the domain hame of the home network used to address the REGISTER
request;

g) if availableto the UE (as defined in the access technology specific annexes for each access technology), a P-
Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4); and

h) a Security-Client header field to announce the media plane security mechanisms the UE supports, if any,
according to the procedures described in draft-dawes-di spatch-mediasec-parameter.

NOTE 1: Security mechanisms that apply to the media plane are distinguished by the "mediasec" header field
parameter.

For a public user identity that the UE has registered with multiple contact addresses (e.g. via different P-CSCFs), the

UE shall aso be able to deregister multiple contact addresses, bound to its public user identity, via single deregistration
procedure as specified in RFC 3261. The UE shall send asingle REGISTER request, using one of its contact addresses
and the associated set of security associations or TLS session, containing alist of Contact headers. Each Contact header
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in thelist shall contain the contact addresses that the UE wants to deregister with the "expires’ parameter containing the
value equal zero.

The UE can deregister al contact addresses bound to its public user identity and associated with its private user identity.
The UE shall send asingle REGISTER request, using one of its contact addresses and the associated set of security
associations or TLS session, containing a public user identity that is being deregistered in the To header field, and a
single Contact header field with value of "*" and the Expires header field with a value of "0".

NOTE 2: All entities subscribed to the reg event package of the user will be inform viaNOTIFY request which
contact addresses bound to the public user identity have been deregistered.

When a 401 (Unauthorized) response to a REGISTER request is received the UE shall behave as described in
subclause 5.1.1.5.1.

On receiving the 200 (OK) response to the REGISTER request, the UE shall:
- remove all registration detail s relating to this public user identity and the associated contact address.

- store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supports received in
the Security-Server header field, if any, according to the procedures described in draft-dawes-dispatch-mediasec-
parameter.

NOTE 9: Security mechanisms that apply to the media plane are distinguished by the "mediasec” header field
parameter.

If there are no more public user identities registered with this contact address, the UE shall delete any stored media
plane security mechanisms and related keys and any security associations or TLS sessions and related keys it may have
towards the IM CN subsystem.

If al public user identities are deregistered and all security association or TLS session is removed, then the UE shall
consider subscription to the reg event package cancelled (i.e. asif the UE had sent a SUBSCRIBE request with an
Expires header field containing avalue of zero).

[TS24.229, clause 5.1.1.6.2]:

On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field, with:
- the"username" header field parameter, set to the value of the private user identity;

- the"ream" header field parameter, set to the value as received in the "realm” WWW-Authenti cate header
field parameter;

- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;
- the"nonce" header field parameter, set to last received nonce value; and
- theresponse directive, set to the last calculated response valug;

b) additionally for each Contact header field and associated contact address, include the associated protected server
port value in the hostport parameter;

c) additionally for the Via header field, include the protected server port value bound to the security association in
the sent-by field;

NOTE 1: If the UE specifiesits FQDN in the hostport parameter in the Contact header field and in the sent-by field
in the Via header field, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS
lookup) to the |P address that is bound to the security association.

d) a Security-Client header field, set to specify the signalling plane security mechanisms it supports, the |Psec layer
algorithms for integrity and confidentiality protection it supports and the new parameter values needed for the
setup of two new pairs of security associations. For further details see 3GPP TS 33.203 and RFC 3329; and
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€) aSecurity-Verify header field that contains the content of the Security-Server header field received in the 401
(Unauthorized) response of the last successful authentication.

NOTE 2: When the UE has received the 200 (OK) response for the REGISTER request of the only public user
identity currently registered with this contact address and its associated set of implicitly registered public
user identities (i.e. no other public user identity is registered), the UE removes the security association
(between the P-CSCF and the UE) that were using this contact address. Therefore further SIP signall