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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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0 Scope

This Technical Specification specifies the network functions needed to provide the security related service and
functions specified in 3GPP TS 42.0009.

This specification does not address the cryptological algorithms that are needed to provide different security related
features. Thistopic isaddressed in annex C. Wherever a cryptological algorithm or mechanism is needed, thisis
signalled with areference to annex C. The references refers only to functionalities, and some algorithms may be
identical or use common hardware.

0.1 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 21.905: “Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 41.061: " GPRS ciphering algorithm requirements”.

[3] Void

[4] 3GPP TS 42.009: " Security aspects'.

[5] 3GPP TS 42.017: " Subscriber Identity Modules (SIM) Functional characteristics'.

[6] ’i»?PP TS 42.056: " GSM Cordless Telephone System (CTS) Phase 1; Service Description; Stage

[7] 3GPP TS 22.060: “Genera Packet Radio Service (GPRS); Service description; Stage 1".

(8] 3GPP TS 23.003: "Numbering, addressing and identification".

[9] GSM 03.56: "Digital cellular telecommunications system (Phase 2+); GSM Cordless Telephone
System (CTS), Phase 1; CTS Architecture Description; Stage 2".

[10] 3GPP TS 23.060: " Service description; Stage 2".

[17] 3GPP TS 24.008: “Mobileradio interface layer 3 specification”.

[12] Void

[13] 3GPP TS 45.001: “Physical layer on the radio path; General description”.

[14] 3GPP TS 45.002: “Multiplexing and multiple access on the radio path”.

[15] 3GPP TS 45.003: “Channel coding”.

[16] 3GPP TS 29.002: " Mobile Application Part (MAP) specification”.

[17] 3GPP TS 51.011: " Specification of the Subscriber Identity Module- Mobile Equipment (SIM-ME)
interface".

[18] 3GPP TS 33.102: "Technical Specification Group Services and System Aspects; 3G Security;
Security architecture".
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[19] 3GPP TS 24.301: "Technical Specification Group Core Network and Terminals; Non-Access-
Stratum (NAS) protocol for Evolved Packet System (EPS)".

[20] 3GPP TS 44.064: "Technical Specification Group Core Network and Terminals; Mobile Station -
Serving GPRS Support Node (MS-SGSN); Logical Link Control (LLC) layer specification”.

[21] 3GPP TS 55.226: " Technical Specification Group Services and System Aspects; 3G Security;
Specification of the A5/4 encryption algorithms for GSM and ECSD, and the GEA4 encryption
agorithm for GPRS".

[22] 3GPP TS 33.220: " Generic Authentication Architecture (GAA); Generic Bootstrapping
Architecture (GBA)".

[23] Void

[24] 3GPP TS 33.102: " 3G security; Security architecture".

[25] 3GPP TS 55.251: " Specification of the GEAS encryption and GIA5 integrity algorithms for GPRS;

GEAS5 and GIA5 algorithm specification”.
[26] 3GPP TS 55.241: " Specification of the GIA4 integrity algorithm for GPRS; Gl A4 specification”.

0.2 Abbreviations

Abbreviations used in this specification are listed in 3GPP TS 21.905.

Specific abbreviations used in annex A arelisted in clause A.3.

Specific CTSrelated abbreviations used in annex E arelisted in clause E.1.3.

Specific VCGS and VBS related abbreviations used in annex F arelisted in clause F.1.3.

Throughout this specification, the abbreviation Kci2s is used to indicate a 128-bit ciphering key as derived by UMTS
AKA [18]. The abbreviation Kcizs is only used where it matters that the ciphering key is 128 bits long; the abbreviation
Kcisusedinall other places.

1 General

The different security related services and functions that are listed in 3GPP TS 42.009 are grouped as follows:
- Subscriber identity confidentiality;
- Subscriber identity authentication;

- Signaling information element and connectionless user data confidentiality and data confidentiality for physical
connections (ciphering).

It shall be possible to introduce new authentication and ciphering al gorithms during the systems lifetime. The fixed
network may support more than one authentication and ciphering algorithm.

The security procedures include mechanisms to enable recovery in event of signalling failures. These recovery
procedures are designed to minimize the risk of a breach in the security of the system.

General on figuresin this specification:

- Inthefigures below, signalling exchanges are referred to by functional names. The exact messages and message
types are specified in 3GPP TS 24.008 and 3GPP TS 29.002.

- No assumptions are made for function splitting between M SC (Mobile Switching Centre), VLR (Visitor
Location Register) and BSS (Base Station System). Signalling is described directly between M S and the local
network (i.e. BSS, MSC and VLR denoted in the figures by BSS'MSC/VLR). The splitting in annex A is given
only for illustrative purposes.
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- Addressing fields are not given; all information relates to the signalling layer. The TMSI alows addressing
schemes without IMSI, but the actual implementation is specified in the GSM 04-series.

- Theterm HPLMN in the figures below is used as a general term which should be understood as HLR (Home
Location Register) or AuC (Authentication Centre).

- Whatisputinabox isnot part of the described procedure but it is relevant to the understanding of the figure.

2 Subscriber identity confidentiality

2.1 Generality

The purpose of this function is to avoid the possibility for an intruder to identify which subscriber is using a given
resource on the radio path (e.g. TCH (Traffic Channel) or signalling resources) by listening to the signalling exchanges
on theradio path. Thisalows both a high level of confidentiality for user data and signalling and protection against the
tracing of a user's location.

The provision of this function implies that the IMSI (International Mobile Subscriber Identity), or any information
alowing alistener to derive the IMSI easily, should not normally be transmitted in clear text in any signalling message
on the radio path.

Consequently, to obtain the required level of protection, it is necessary that:
- aprotected identifying method is normally used instead of the IMSI on the radio path; and
- theIMSI isnot normally used as addressing means on the radio path (see 3GPP TS 42.009);

- when the signalling procedures permit it, signalling information elements that convey information about the
mobile subscriber identity must be ciphered for transmission on the radio path.

The identifying method is specified in the following subclause. The ciphering of communication over the radio path is
specified in clause 4.

2.2 |dentifying method

The means used to identify a mobile subscriber on the radio path consists of a TMSI (Temporary Mobile Subscriber
Identity). ThisTMSI isaloca number, having a meaning only in a given location area; the TM Sl must be accompanied
by the LAI (Location Area |dentification) to avoid ambiguities. The maximum length and guidance for defining the
format of aTMSI are specified in 3GPP TS 23.003.

The network (e.g. a VLR) manages suitable data bases to keep the relation between TMSIsand IMSIs. WhenaTMSI is
received with an LAI that does not correspond to the current VLR, the IMSI of the MS must be requested from the VLR
in charge of the indicated location areaif its address is known; otherwise the IMSI is requested from the M S.

A new TMSI must be allocated at least in each location updating procedure. The allocation of anew TMSI corresponds
implicitly for the MS to the de-allocation of the previous one. In the fixed part of the network, the cancellation of the
record for an MSin aVLR impliesthe de-allocation of the corresponding TMSI.

To cope with some malfunctioning, e.g. arising from a software failure, the fixed part of the network can require the
identification of the MSin clear. This procedure is a breach in the provision of the service, and should be used only
when necessary.

When anew TMS! isallocated to an MS, it is transmitted to the MSin a ciphered mode. This ciphered modeisthe
same as defined in clause 4.

The MS must storeits current TM Sl in anon volatile memory, together with the LAI, so that these data are not lost
when the MSis switched off.
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2.3 Procedures

This subclause presents the procedures, or elements of procedures, pertaining to the management of TMSIs.

2.3.1 Location updating in the same MSC area

This procedureis part of the location updating procedure which takes place when the original location area and the new
location area depend on the same MSC. The part of this procedure relative to TM SI management is reduced toa TMSI
re-allocation (from TM Slo with 0" for "old" to TMSIn with "n" for "new").

The MS sends TM Sl o as an identifying field at the beginning of the |ocation updating procedure.

The procedure is schematized in figure 2.1.

M3 Radio path B3s/MIC/AVLE

LAT, THMSIa

Management of means for new ciphering
[2ee clause 4)

Allocation
of TH3In
Cipher (THSIn) |
_(
Acknowledge
=

De-allocation
of TH3Io

Figure 2.1: Location updating in the same MSC area
Signalling Functionalities:
Management of means for new ciphering:
The M_Sand BSS/MSC/VLR agree on means for ciphering signalling information elements, in particular to
transmit TMSIn.
2.3.2 Location updating in a new MSCs area, within the same VLR area

This procedureis part of the location updating procedure which takes place when the original location area and the new
location area depend on different MSCs, but on the same VLR.

The procedure is schematized on figure 2.2.
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M3 Radio path B35 /M3C/VLE HPLMH

LAT, THSIa
>-

Management of means for new
ciphering (see clauze 4)

allaocation
of TM3In
[note)
Cipher (TM3In) (note) Loc.Updating
e =
[note)
Acknowledge [note) Acknowledge
=L Nt

De-allocation
of TH3Io

NOTE: From a security point of view, the order of the procedures is irrelevant.
Figure 2.2: Location updating in a new MSCs area, within the same VLR area
Signalling functionalities:
Loc.Updating:
stands for Location Updating
The BSS/MSC/VLR indicates that the location of the MS must be updated.

2.3.3 Location updating in a new VLR; old VLR reachable

This procedure is part of the normal location updating procedure, using TMSI and LAI, when the original location area
and the new location area depend on different VLRs.

The MSis till registered in VLRo (0" for old or original) and requests registration in VLRn ("n" for new). LAl and
TMSlo are sent by MS as identifying fiel ds during the location updating procedure.

The procedure is schematized in figure 2.3.
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M3 Fadio path BE55/MEC/VLED MSC/AVLERo | (HPLMH
LAT, TM3Ino THEIn
== =
IM:I
_(—
Gec.Fel.Inf
Management of meanzs for new
ciphering (see clause 4)
Allocation
of TH3In
Cipher (TM2In) (note) Loc.Updating (note)
< s
Acknowledge [note) Acknowledge [(note)
=
Eancellatinn
—
De-allocation
of TM3Io

NOTE: From a security point of view, the order of the procedures is irrelevant.

Figure 2.3: Location updating in a new VLR; old VLR reachable

Signalling functionalities:
Sec.Rdl.Info.:
Stands for Security Related information

The MSC/VLRn needs some information for authentication and ciphering; thisinformation is obtained from
MSC/VLRo.

Cancellation:

The HLR indicates to VLRo that the MSis now under control of another VLR. The"old" TMSI isfree for
alocation.

2.3.4 Location Updating in a new VLR; old VLR not reachable

Thisvariant of the procedure in subclause 2.3.3 arises when the VLR receiving the LAl and TM Slo cannot identify the
VLRo. In that case the relation between TMSIo and IM S islost, and the identification of the MSin clear is necessary.

The procedure is schematized in figure 2.4
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M3 Fadio path B35 /M0 /VLEn M3C/VLEo HPLMN
LAT, TM3Ino
=
old VLE not
reachable
Identity Request
= ]
IM5T
=
Management of means for new
ciphering (see clause 4)
Allocation
of TH3In
Cipher (TH3In) (note) Location Updating (note)
- e
Acknowledge [note) JL{ Acknowledge [(note)
=
Lgancellatinn

De-allocation
of TM3Io

NOTE: From a security point of view, the order of the procedures is irrelevant.

Figure 2.4: Location Updating in a new VLR; old VLR not reachable

2.35 Reallocation of a new TMSI

This function can be initiated by the network whenever aradio connection exists. The procedure can beincluded in
other procedures, e.g. through the means of optional parameters. The execution of this function isleft to the network
operator.

When anew TMSI is alocated to an M S the network must prevent the old TMSI from being allocated again until the
MS has acknowledged the allocation of the new TMSI.

If an IMSI record is deleted in the VLR by O&M action, the network must prevent any TM S| associated with the
deleted IMSI record from being allocated again until anew TMSI is successfully allocated to that IMSI.

If an IMSI record is deleted in the HLR by O&M action, it is nhot possible to prevent any TMSI associated with the
IMSI record from being allocated again. However, if the MS whose IMSI record was deleted should attempt to access
the network using the TMSI after the TM S| has been allocated to a different IMSI, then authentication or ciphering of
the MS whose IMS| was deleted will almost certainly fail, which will cause the TMSI to be deleted from the MS.

The case where allocation of anew TMSI is unsuccessful is described in subclause 2.3.8.

This procedure is schematized in figure 2.5.
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M3 Radio path B33 /MIC/VLE

Allocation
of TH3In

Cipher (TH3In)

Acknowledge

De-allocation
of TH3Io

Figure 2.5: Reallocation of a new TMSI

2.3.6 Local TMSI unknown

This procedure is avariant of the procedure described in subclauses 2.3.1 and 2.3.2, and happens when a data loss has
occurred in aVLR and when aM S uses an unknown TM S, e.g. for acommunication request or for alocation updating
reguest in alocation area managed by the sasme VLR.

This procedure is schematized in figure 2.6.

o] Fadio path BA5AMACAVLE HPLMHN
THAIo  (nule]
=
TM5Io i=
unknoum
Identity Fedquest
b ]
IM5T
>
Management of means for hew
ciphering (see clause 4)
Allocation
of TH3In
Cipher (TM3In)
| |
Acknowledge
>

NOTE:  Any message in which TMSIo is used as an identifying means in a location area managed by the same
VLR.

Figure 2.6: Location updating in the same MSC area; local TMSI unknown
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2.3.7 Location updating in a new VLR in case of a loss of information

Thisvariant of the procedure described in 2.3.3 arises when the VLR in charge of the MS has suffered a loss of data. In
that case the relation between TMSIo and IMSI islost, and the identification of the MSin clear is necessary.

The procedure is schematized in figure 2.7.

M3 Fadio path B35 /M3C/VLEn M3iC/VLEo HPLMN
LAT, THM3Ino THEIn
= =
Tknoum
Identity Request =
_{
IMAT

}_

Hanagement of means for hew
ciphering (see clausze 4)

Allocation
of THSIn

Cipher (THM3In) [note) Location Updating (note)

Acknowledge [note)
T

}-
L Acknowledge [note)

)

\Eancellatiu:un

De-allocation
of TM3To

NOTE: From a security point of view, the order of the procedures is irrelevant.

Figure 2.7: Location updating in a new VLR in case of aloss of information

2.3.8 Unsuccessful TMSI allocation

If the M S does not acknowledge the allocation of anew TMSI, the network shall maintain the association between the
old TMSI and the IMSI and between the new TM S| and the IMSI.

For an M S-originated transaction, the network shall allow the MSto identify itself by either the old TMSI or the new
TMSI. Thiswill allow the network to determine the TMSI stored in the M'S; the association between the other TMSI
and the IMS]| shall then be deleted, to alow the unused TMSI to be alocated to another MS.

For a network-originated transaction, the network shall identify the MS by its IMSI. When radio contact has been
established, the network shall instruct the MSto delete any stored TMSI. When the M S has acknowledged this
instruction, the network shall delete the association between the IMSI of the MS and any TMSI; this will alow the
released TM SIsto be allocated to another MS.

In either of the cases above, the network may initiate the normal TMSI reallocation procedure.

Repeated failure of TM S| reallocation (passing alimit set by the operator) may be reported for O&M action.
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2.3.9 Combined location area updating with the routing area updating
Thissubclauseisonly applicable if GPRSis supported.

This procedure is part of the location updating of a General Packet Radio Service (GPRS) class A or B mobile when the
Gs-interface (SGSN MSC/VLR signaling interface) isimplemented. This procedure is not relevant if the Gs-interface
is not implemented.

The location area updating procedure and the routing area updating procedure are combined to one MS Serving GPRS
Support Node (SGSN) procedure. The M S includes a Location Area Update (LAU) indication in the Routing Area
Update Request message. The SGSN performs the location updating towards the VLR on behalf of the MS.

The procedure described in figure 2.8 shows only the interaction between the SGSN and the VLR. The full procedure
including the update to other network element (e.g. HLR, old MSC/VLR) is described in 3GPP TS 23.060.

ms | [ 55 | [ &oeN | VIR

RAl TLLI, LAL indication

=

(hote 13

Security
functions

MS | LAl (note 2)

=

Allocation
of TMSIn
ThS 1N {note 3)
=
Cipher(ThSIn (note 43
=
Acknowledge (note &) Acknowledge {note B)
= =
Deallocation

of TS0

NOTE 1: The Routeing Area Update Request message including the old Routing Area Identifier (RAI), the
Temporary Logical Link Identifier (TLLI), and an indication that a combined Location Area Update (LAU) is
performed.

NOTE 2: Location Updating message.

NOTE 3: Location Updating Accept message including the new TMSI.

NOTE 4: Routing Area Update Accept message including the new TMSI and the new TLLI (if any).

NOTE 5: Routing Area Update Complete message including the TLLI and TMSI.

NOTE 6: TMSI Reallocation Complete message including the TMSI.

Figure 2.8: Combined routing area and location updating in the same VLR

When the VLR does not change the TMSI, the old TMSI will stay in use and there is no need to send any TMSI to the
MS.

In case of combined routing area update and inter-V LR location area updating procedure, the old TMSI will be
cancelled and the HLR is updated as described in 3GPP TS 23.060.

If the Location Updating message indicates areject (if for example the MStry to enter aforbidden location area), then

this should be indicated to the MS and the M 'S shall not access non-GPRS service until a successful Location Update is
performed.
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For the combined location and routing area update and the combined GPRS Attach and IMSI Attach for GPRS class A
and B mobiles, the authentication is performed by the SGSN. The authentication procedure for GPRS is described in
annex D. The MSC/VLR relies on the SGSN authentication. This authentication procedure generates no ciphering key
for circuit switched ciphering.

The ciphering key for circuit switched operation is allocated through an authentication by MSC/VLR when the circuit
switched service is requested. Also, the MSC/V LR may use the old ciphering key if existing.

3 Subscriber identity authentication

3.1 Generality

The definition and operational requirements of subscriber identity authentication are given in 3GPP TS 42.009.

The authentication procedure will aso be used to set the ciphering key (see clause 4). Therefore, it is performed after
the subscriber identity (TMSI/IMSI) is known by the network and before the channel is encrypted.

Two network functions are necessary: the authentication procedure itself, and the key management inside the fixed
subsystem.

3.2 The authentication procedure
The authentication procedure consists of the following exchange between the fixed subsystem and the MS.
- Thefixed subsystem transmits a non-predictable number RAND to the MS.

- The MS computes the signature of RAND, say SRES, using algorithm A3 and some secret information: the
Individual Subscriber Authentication Key, denoted below by Ki.

- The MStransmits the signature SRES to the fixed subsystem.
- Thefixed subsystem tests SRES for validity.

The general procedure is schematized in figure 3.1.

M3 Radio path WNetwork side
RATD IMST
Ki FAND | (note)
W
v W
Ki
A3 |
W W
A3
T
W
SEEA
= =
w
ves no

NOTE: IMSI is used to retrieve Ki in the network.

Figure 3.1: The authentication procedure

Authentication algorithm A3 is specified in annex C.
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3.3 Subscriber Authentication Key management

The Subscriber Authentication Key Ki is alocated, together with the IMSI, at subscription time.

Ki is stored on the network side in the Home Public Land Mobile Network (HPLMN), in an Authentication Centre
(AuC). A PLMN may contain one or more AuC. An AuC can be physically integrated with other functions, e.g. in a
Home Location Register (HLR).

3.3.1 General authentication procedure

When needed for each M S, the BSS/M SC/V LR requests security related information from the HLR/AuC corresponding
to the MS. Thisincludes an array of pairs of corresponding RAND and SRES. These pairs are obtained by applying
Algorithm A3 to each RAND and the key Ki as shown in figure 3.1. The pairs are stored in the VLR as part of the
security related information.

The procedure used for updating the vectors RAND/SRES is schematized in figure 3.2.

NOTE: The Authentication Vector Response contains also K¢(1..n) which is not shown in this and the following
figures. For discussion of Kc see clause 4.

Ba3 /M50 VLR HLE/aul

SGecurity Belated Information Redquest

>
generate Ei

FAND(Ll..n)
i W

AZ

Authentication Vector REesponse

[SRES(l..n), RAND(l..n))

Store RAND/SRES
VeCcLors

Figure 3.2: Procedure for updating the vectors RAND/SRES
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When an MSC/V LR performs an authentication, including the case of alocation updating within the same VLR area, it
chooses a RAND value in the array corresponding to the MS. It then tests the answer from the MS by comparing it with
the corresponding SRES, as schematized in figure 3.3.

M3 Radio path B35 /MAC/VLE

L FAND(3) SEES(])

|Ei |RAND (3]
W W

A3

SEES(])
W
SEE3(])

7]

-

ves no

Figure 3.3: General authentication procedure

3.3.2  Authentication at location updating in a new VLR, using TMSI

During location updating in anew VLR (VLRn), the procedure to get pairs for subsequent authentication may differ
from that described in the previous subclause. In the case when identification is done using TMSI, pairs for
authentication as part of security related information are given by the old VLR (VLRo0). The old VLR shall send to the
new VLR only those pairs which have not been used.

The procedure is schematized in figure 3.4.

M3 Radiao path B35 /M3C/VLER| |MAC/VLRo HPLMN
LAT, THM3Io TH3Ia
s s
IMST
Ki FAWD (1. .n)
SRES(L. .n)
FAND F——————————
_{
Vo
A3
| 5SREEA
}_
‘ T
W
wes/no
Location TUpdatirng

Figure 3.4: Authentication at location updating in a new VLR, using TMSI

ETSI



3GPP TS 43.020 version 14.5.0 Release 14 22 ETSI TS 143 020 V14.5.0 (2024-01)

3.3.3  Authentication at location updating in a new VLR, using IMSI

When the IMSI is used for identification, or more generally when the old VLR is not reachable, the procedure described
in subclause 3.3.2 cannot be used. Instead, pairs of RAND/SRES contained in the security related information are
requested directly from the HPLMN.

The procedure is schematized in figure 3.5.

M3 Radio path B33 /M3C/VLEn HPLMHN
THET Zec. Bel. Info BRed.
s ==
Ki FAND(L,..m)
FAND =
= SEES(l..n)
Vo
A3
| SRES
| -
T
W
ves no
Location Updating

Figure 3.5: Authentication at location updating in a new VLR, using IMSI
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3.3.4  Authentication at location updating in a new VLR, using TMSI, TMSI
unknown in "old" VLR
This case is an abnormal one, when a data loss has occurred in the "old" VLR.

The procedure is schematized in figure 3.6.

M3 Fadio path B35 /M3C/VLEn M3C/VLEoD HPLMHN
LAI, THM3Ino THEIn
== =
Tk nonm
Tdentity BEecuest e
{
IM5T
}-| Sec. Rel. Info Red.
}_
LPJ'.I-]D(L 1) SBRES(Ll..n)
Ki RAND
| K
WVOW
A5
| SRES

}_

T

W

ves no
Location Updating

Figure 3.6: Authentication at location updating in a new VLR, using TMSI,
TMSI unknown in "old" VLR
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3.3.5 Authentication at location updating in a new VLR, using TMSI, old
VLR not reachable

The case occurs when an old VLR cannot be reached by the new VLR.

The procedure is schematized in figure 3.7

M3 Radio path B35 /MIC/AVLEn| |M3C/VLEo HPLMN
LAT, TH3Io
=
VLE not
reachahle
Identity FEedquest
{
IMAT
>-| Jec. Rel. Info Red.
}-
LRM-]‘D(L .0l BBRES(l..n)
Ki RAND
| =
WO
A3
| SEES
}-
T
W
ves no

Location Updating

Figure 3.7: Authentication at location updating in a new VLR, using TMSI, old VLR not reachable

3.3.6 Authentication with IMSI if authentication with TMSI fails

If authentication of an MS which identifiesitself witha TMSI is unsuccessful, the network requests the IMSI from the
MS, and repeats the authentication using the IMSI. Optionally, if authentication using the TM S fails the network may
reject the access request or location registration request which triggered the authentication.

3.3.7 Re-use of security related information in failure situations
Security related information consisting of sets of RAND, SRES and Kc is stored inthe VLR and inthe HLR.

When aVLR has used a set of security related information to authenticate an MS, it shall delete the set of security
related information or mark it as used. When a VLR needs to use security related information, it shall use aset whichis
not marked as used in preference to a set which is marked as used; if there are no sets which are not marked as used
then the VLR shall request fresh security related information from the HLR. If a set of fresh security related information
cannot be obtained in this case because of a system failure, the VLR may re-use a set which is marked as used.

“System failure” in this context means that the VLR was unable to establish contact with the HLR, or the HLR returned
a positive acknowledgement containing no sets of security related information, or the HLR returned an error indicating
that there was a system failure or that the request was badly formatted.

If the HLR responds to a request for security related information with an indication that the subscriber is unknown or
barred in the HLR, the VLR shall not re-use security information which has been marked as used.
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It is an operator option to define how many times a set of security related information may be re-used in the VLR; when
aset of security related information has been re-used as many times as is permitted by the operator, it shall be deleted.

If aVLR successfully requests security related information from the HLR, it shall discard any security related
information which is marked as used in the VLR.

If aVLR receives from another VLR arequest for security related information, it shall send only the sets which are not
marked as used.

If an HLR receives arequest for security related information, it shall send any sets which are not marked as used; those
sets shall then be deleted or marked as used. If there are no sets which are not marked as used, the HLR may as an
operator option send sets which are marked as used. It is an operator option to define how many times a set of security
related information may be re-sent by the HLR; when a set of security related information has been sent as many times
asis permitted by the operator, it shall be deleted.

4 Confidentiality of signalling information elements,
connectionless data and user information elements
on physical connections

4.1 Generality
In 3GPP TS 42.009, some signalling information elements are considered sensitive and must be protected.

To ensure identity confidentiality (see clause 2), the Temporary Subscriber Identity must be transferred in a protected
mode at allocation time and at other times when the signalling procedures permit it.

The confidentiality of connection less user data requires at least the protection of the message part pertaining to OS
layers 4 and above.

The user information confidentiality of user information on physical connections concerns the information transmitted
on atraffic channel on the MS-BSS interface (e.g. for speech). It is not an end-to-end confidentiality service.

These needs for a protected mode of transmission are fulfilled with the same mechanism where the confidentiality
functionisa OSl layer 1 function. The scheme described below assumes that the main part of the signalling information
elementsis transmitted on DCCH (Dedicated Control Channel), and that the CCCH (Common Control Channel) is only
used for the allocation of a DCCH.

Four points have to be specified:

- the ciphering method;

the key setting;
- the starting of the enciphering and deciphering processes,

- the synchronization.

4.2 The ciphering method

The layer 1 data flow (transmitted on DCCH or TCH) is ciphered by a bit per bit or stream cipher, i.e. the data flow on
the radio path is obtained by the bit per bit binary addition of the user data flow and a ciphering bit stream, generated by
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algorithm A5 using a key determined as specified in subclause 4.3. The key is denoted below by Kc if it is the 64-bit
key and Kcios if it isthe 128-bit key derived as specified in TS 33.102 [18], and is called "Ciphering Key".

For multislot configurations (e.g. HSCSD) different ciphering bit streams are used on the different timeslots. On
timeslot "n" aciphering bit stream, generated by algorithm A5, using akey Kcnisused. Kcnis derived from the 64-bit
Kc asfollows:

Let BN denote a binary encoding onto 64 bits of the timeslot number "n" (range 0-7). Bit "i" of Kcn, Ken(i), is
then calculated as Kc(i) xor (BN<<32(i)) ("xor" indicates: "bit per bit binary addition” and "<<32" indicates: "32
bit circular shift"), the number convention being such that the Isb of Kc is xored with the Isb of the shifted BN.

Deciphering is performed by exactly the same method.

For the 128-bit K ci2s derived according to TS 33.102 [18], the corresponding keys K cizgn is used, and Kcagshn is derived
from the 128-bit Kc12g as follows:

Let BN denote a binary encoding onto 128 bits of the timeslot number "n" (range 0-7). Bit "i" of Kci2gn, Kciagn(i), is
then calculated as Kcizg(i) xor (BN<<32(i)) ("xor" indicates. "bit per bit binary addition" and "<<32" indicates. "32 bit
circular shift"), the number convention being such that the Isb of K¢z is xored with the Isb of the shifted BN.

Algorithm A5 is specified in annex C.

4.3 Key setting

Mutual key setting is the procedure that allows the mobile station and the network to agree on the key Kc to usein the
ciphering and deciphering algorithms A5.

A key setting is triggered by the authentication procedure. Key setting may be initiated by the network as often as the
network operator wishes.

Key setting must occur on a DCCH not yet encrypted and as soon as the identity of the mobile subscriber (i.e. TMSI or
IMSI) is known by the network.

The transmission of Kc to the MSisindirect and uses the authentication RAND value; Kc is derived from RAND by
using algorithm A8 and the Subscriber Authentication key Ki, as defined in annex C.

As a consequence, the procedures for the management of K¢ are the authentication procedures described in subclause
3.3.

The values Kc are computed together with the SRES values. The security related information (see subclause 3.3.1)
consists of RAND, SRES and Kc.

The key Kc is stored by the mobile station until it is updated at the next authentication.

Key setting is schematized in figure 4.1.

M= Radio path Network =ide
THSI
}_
BAND or IMAI
_(
|Ei | AN |RAND  |Ki
W A i K
AS AS
| Ec | Ec
W W
Store Ko Store KEc

Figure 4.1: Key setting
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4.4 Ciphering key sequence number

The ciphering key sequence number is a number which is associated with the ciphering key Kc and they are stored
together in the mobile station and in the network.

However sinceit is not directly involved in any security mechanism, it is not addressed in this specification but in 3GPP
TS 24.008 instead.

4.5 Starting of the ciphering and deciphering processes

The MS and the BSS must co-ordinate the instants at which the enciphering and deciphering processes start on DCCH
and TCH.

On DCCH, this procedure takes place under the control of the network some time after the completion of the
authentication procedure (if any), or after the key Kc has been made available at the BSS.

No information elements for which protection is needed must be sent before the ciphering and deciphering processes are
operating.

The transition from clear text mode to ciphered mode proceeds as follows: deciphering startsin the BSS, which sendsin
clear text to the MS a specific message, here called " Start cipher”. Both the enciphering and deciphering start on the MS
side after the message " Start cipher” has been correctly received by the MS. Finally, enciphering on the BSS side starts
as soon as aframe or a message from the M S has been correctly deciphered at the BSS.

The starting of enciphering and deciphering processesis schematized in figure 4.2.

ik Radio path B3a/MECALE
T

tart deciphering

"Start cipher™

3tart deciphering
ard
Start enciphering

‘ any correctly deciphered meszage

>_

‘ Gtart enciphering

Figure 4.2: Starting of the enciphering and deciphering processes

When a TCH is alocated for user data transmission, the key used is the one set during the preceding DCCH session
(Call Set-up). The enciphering and deciphering processes start immediately.

4.6 Synchronization
The enciphering stream at one end and the deciphering stream at the other end must be synchronized, for the

enciphering bit stream and the deciphering bit streams to coincide. The underlying Synchronization scheme is described
inannex C.

4.7 Handover

When a handover occurs, the necessary information (e.g. key Kc, initialization data) is transmitted within the system
infrastructure to enable the communication to proceed from the old BSS to the new one, and the Synchronization
procedure is resumed. The key Kc remains unchanged at handover.

Handover involving both a 64-bit K¢ and a 128-bit Kciog is slightly more complex.
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- Incase of ahandover between two BT Ses connected to the same BSC, the BSC signals both the selected
algorithm and the ciphering key to the target BTS. If the BSC signals the use of a ciphering algorithm requiring a
128-hit ciphering key to the target BTS, the BSC sends Kciogto the target BTS. If only a 64-bit Kcisinthe BSS,
no ciphering algorithm (e.g., A5/4) requiring a 128-bit ciphering key shall be signalled from BSC to the target
BTS.

- Incase of ahandover between two BSSes connected to the same MSC/VLR, the MSC/VLR signals the allowed
ciphering algorithms to the target BSC. If one of the allowed ciphering algorithms requires a 64-bit ciphering
key, the MSC/V LR shall send the 64-bit Kc to the target BSS. Additionally, if one of the allowed ciphering
algorithms requires a 128-hit ciphering key, the MSC/VLR shall also send the 128-bit Kcizsto the target BSS. If
an MSC/V LR supporting Kcizg could only obtain a 64-bit Kc for the MS, the MSC/V LR shall not include any
ciphering algorithm (e.g., A5/4) requiring a 128-bit ciphering key in the allowed ciphering algorithms list. If the
target BSC signals the use of a ciphering algorithm requiring a 128-bit ciphering key to the target BTS, the BSC
sends Kcigsto the target BTS.

- Incase of ahandover between two BSSes connected to different MSC/VLRs, theinitial MSC/VLR shall send
the allowed ciphering algorithms to the target MSC/VLR. If one of the allowed ciphering algorithms requires a
64-hit ciphering key, the initiadl MSC/VLR shall also send a 64-bit ciphering key to target MSC/VLR. . If one of
the allowed ciphering a gorithms requires a 128-bit ciphering key, theinitial MSC/VLR shall also calculate the
128-hit ciphering key Kcizs from the CK/IK as described in Annex B.5 of TS 33.102 [18], and shall sendit to the
target MSC. If the initial MSC/VLR can only obtain a 64-bit ciphering key for the M S, the anchor MSC/VLR
shall not include any ciphering algorithm requiring a 128-bit ciphering key in the allowed algorithmslist. The
target M SC shall send the 64-bit Kc and/or the 128-bit Kcizs, as received from the initial MSC/VLR, to the target
BSS. If the target BSC signals the use of a ciphering al gorithm requiring a 128-hit ciphering key to the BTS, the
BSC sends Kcizsto the target BTS.

4.8 Negotiation of A5 algorithm

Not more then seven versions of the A5 algorithm will be defined.

When an M 'S wishes to establish a connection with the network, the M S shall indicate to the network which of the seven
versions of the A5 algorithm it supports. The network shall not provide service to an MS which indicates that it does not
support the ciphering agorithm A5/1.

The network shall compare its ciphering capabilities and preferences, and any special requirements of the subscription
of the MS, with those indicated by the MS and act according to the following rules:

1) If the MS and the network have no versions of the A5 algorithm in common and the network is not prepared to
use an unciphered connection, then the connection shall be released.

2) If the MS and the network have at least one version of the A5 algorithm in common, then the network shall
select one of the mutually acceptable versions of the A5 algorithm for use on that connection.

3) If the MS and the network have no versions of the A5 algorithm in common and the network is willing to use an
unciphered connection, then an unciphered connection shall be used.

Since the use of 128-bit ciphering algorihms (e.g., A5/4) requires that the MSisin UMTS security context, if the
MSC/VLR could only obtain a 64-bit Kc for the MS, the MSC/V LR shall not include A5/4 in the permitted GSM
ciphering algorithms list when the algorthims are signalled to the BSS.

4.9 Support of A5 Algorithms in MS

It is mandatory for A5/1, A5/3, A5/4 and non encrypted mode to be implemented in mobile stations. It is prohibited to
implement A5/2 in mobile stations. Only A5 agorithms that are included in 3GPP specifications shall be implemented
in mobile stations.

The use of non encrypted mode, A5/1, A5/3 or A5/4 in the MS shall be disabled on a particular visited network if
instructed to do so by the SIM/USIM application. The mechanism is based on an EF * Disabled Algorithms' in the
SIM/USIM application containing the unauthorized algorithms per visited network. If the EF ‘ Disabled Algorithms' is
present and active, then the algorithms marked as disabled shall not be used by the MSin the corresponding visited
network. The disabled algorithms may be defined on a global, per country or per network basis. The relevant file in the
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SIM/USIM application is managed by the home operator based on information supplied to the home operator by the
visited network.

NOTE 1: Itisdtill possible for an attacker to spoof the VPLMN id. In that case, it is possible for the attacker to
downgrade the encryption level. This could be mitigated by an interaction between the UE and the end
user in order to confirm the visited country.

NOTE 2: A mechanism to enforce mutual authentication in GSM is described in clause 6.8.1.4 in TS 33.102 [24].

Editor’ s note: The following issues are FFS: Changing the supported algorithms during a handover between
PLMNSs. Asthis may lead to the network to believe the UE supports the original agorithms (received
from the source network nodes for example) while the UE believes it supports the new set (modified
based on changing PLMN). It should aso be studied if it is necessary from a security perspective to
change the supported algorithms after a handover, e.g. the UE is already connected so it isaready on a
false base station or a genuine network that would not handover to a false network. More details on the
actual information that is held in the USIM and how the ME interpret that information is needed. In
particular care should be taken to deal with corner cases such as the information in the USIM trying to
disable al the algorithms that an ME supports (e.g. network supports A5/4 everywhere, but the UE only
supports (up to) A5/3).

Editor's note: It is FFS whether disabling algorithms on a per network basis successfully achieves the intention of
mitigating downgrade attacks by fal se basestations.

4.10  Support of A5 Algorithms in the BSS

It is mandatory for A5/3 and A5/4 to be implemented in the BSS.
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5 Synthetic summary

Figure 5.1 showsin a synopsis a normal location updating procedure with al elements pertaining to security functions,
i.e. to TMSI management, authentication and K¢ management.
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Location Updating Complete
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=
Cancellation
=
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Figure 5.1: Normal location updating procedure
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Annex A (informative):
Security issues related to signalling schemes and key
management

A.l Introduction

The diagrams in this annex indicate the security items related to signalling functions and to some of the key
management functions. The purpose of the diagramsisto give ageneral overview of signalling, both on the radio path
and in the fixed network. The diagrams indicate how and where keys are generated, distributed, stored and used. The
security functions are split between VLR and BSS/M SC.

A.2  Short description of the schemes

Scheme 1:Location registration
- noTMSI available.

The situation occurs where an M S requests registration and for some reason e.g. TMSI islost or thisisthe first
registration, thereisno TM S| available. In this case the IMS| is used for identification. The IMSI is sent in clear
text viathe radio path as part of the location updating.

Scheme 2: Location updating
- MSregistered in VLR,
- TMSlisstill available.

The mobile station stays within the area controlled by the VLR. The mobile station is already registered in this
VLR. All information belonging to the mobile station is stored in the VLR, so no connection with the HLR is
necessary. |dentification is done by the CKSN, LAl and TMSI. For authentication a new set of RAND, SRES
and Kc isaready availableinthe VLR.

Scheme 3:Location updating
- MSnot yet registered in VLR;
- TMSlisstill available.

The M S has roamed to an area controlled by another VLR. The LAI isused to addressthe "old" VLR. The TMSI
isused for identification. The "old" VLR informsthe "new" VLR about thisMS. The security related
information is sent by the "old" VLR to the "new" VLR.

Scheme 4: Location updating
- MSnot yet registered in VLR and no old LALI.

The VLR cannot identify the VLR where the MS was last registered. Identification is therefore done by using the
IMSI. The VLR cannot request authentication information from the previous VLR (LAI not available), so the
HLR has to send the authentication information to the VLR.

Scheme 5: Call set-up
- mobile originated;
- early assignment.

The users of the registered MS wants to set-up acall. Identification is done by using the TMSI. All signalling
information elementsin all messages on the radio path are encrypted with ciphering key Kc. The PLMN is
setting up calls with "early assignment”.
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Scheme 6: Call set-up
- mobile originated;
- off air call set-up.

Asin scheme 5 the user of the registered MS wants to set-up acal. Identification is done by using the TMSI. All
signalling information elements in all messages on the radio path are encrypted with ciphering key Kc after the
cipher mode command message. The PLMN is setting up calls with "off air call set-up”

Scheme 7: Call set-up
- mobile terminated;
- early assignment.

A paging request is sent to the registered M S, addressed by the TMSI. All signalling information elementsin all
messages on the radio path are encrypted with ciphering key Kc after the cipher mode command message. The
PLMN is setting up calls with "early assignment”.

A.3 List of abbreviations

In addition to the abbreviations listed in 3GPP TS 21.905, the following abbreviations are used in the schemes:

A3 authentication agorithm

A5 signalling data and user data encryption algorithm

A8 ciphering key generating algorithm

BSS Base Station System

HLR Home Location Register

IMSI International Mobile Subscriber Identity

Kc ciphering key (in the schemes below the notation Kc shall be read as Kc or Kci2s, depending on
which ciphering algorithm is applied)

Kc[M] message encrypted with ciphering key Kc

Kc[TMSI] TMSI encrypted with ciphering key Kc

Ki individual subscriber authentication key

LAI Location Area |dentity

MS Mobile Station

MSC Mobile services Switching Centre

R Random number (RAND)

S Signed response (SRES)

TMSI o/n Temporary Mobile Subscriber Identity old/new

VLR o/n Visitor Location Register old/new
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Scheme 1 Location registration

-no TM SI available
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Scheme 1 (concluded)
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Scheme 2 L ocation updating
-MSregistered in VLR
- TM Sl isstill available
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Scheme 2 (concluded)
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Scheme 3 L ocation updating

- MSnot yet registered in VLR

- TMSI isstill available
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Scheme 3 (concluded)
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Scheme 4 L ocation updating
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Scheme5 Call set-up
- Mobileoriginated
- early assignment
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Scheme 5 (concluded)
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Scheme 6 (concluded)
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- Early assignment
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Scheme 7 (concluded)
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Annex B (informative):
Security information to be stored in the entities of the GSM
system

B.1 Introduction

This annex gives an overview of the security related information and the places where thisinformation is stored in the
GSM network.

The entities of the GSM network where security information is stored are:
- home location register;
- viditor location register;
- mobile services switching centre;
- base station system;
- mobile station;

- authentication centre.

B.2  Entities and security information

B.2.1 Home Location Register (HLR)

If required, sets of Kc, RAND and SRES coupled to each IMS| are stored in the HLR.

B.2.2 Visitor Location Register (VLR)

Sets of K¢, RAND and SRES coupled to each IMSI are stored in the VLR. In addition the CKSN, LAl and TMSI are
stored together with the presumed valid Kc.

After anew TMSI is generated, both the old and the new TM Sl are stored. When the old TMSI is no longer valid, it is
removed from the database.

B.2.3 Mobile services Switching Centre (MSC)/Base Station
System (BSS)
Encryption agorithm A5 is stored in the MSC/BSS.

Cdll related information stored in the M SC includes the ciphering key Kc and CK SN associated with the identity of the
mobile engaged in this call.

After anew TMSI is generated, both the old and the new TMSI are stored. When the old TMSI isno longer valid, it is
removed from the database.
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B.2.4 Mobile Station (MS)

The mobile station stores permanently:
- authentication algorithm AS3;
- encryption algorithm A5;
- ciphering key generating algorithm A8;
- individual subscriber authentication key Ki;
- ciphering key Kc;
- ciphering key sequence number;
- TMSI.
The mobile station generates and stores:
- ciphering key Kc.
- ciphering key Kcizs (if a 128-hit ciphering algorithm is used).
The mobile station receives and stores:
- ciphering key sequence number;
- TMSI;

- LAIL

B.2.5 Authentication Centre (AuC)

In the authentication centre are implemented:
- authentication algorithm(s) A3;
- ciphering key generating algorithm(s) A8.

The secret individual authentication keys Ki of each subscriber are stored in an authentication centre.
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Annex C (normative):
External specifications of security related algorithms

C.0 Scope

This annex specifies the cryptological algorithms which are needed to provide the various security features and
mechanisms defined in, respectively, 3GPP TS 42.009 and 3GPP TS 43.020.

The following three algorithms are considered in 3GPP TS 43.020:
- Algorithm A3: Authentication algorithm;
- Algorithm A5: Ciphering/deciphering algorithm;
- Algorithm A8: Ciphering key generator.

Algorithm A5 must be common to all GSM PLMNs and all mobile stations (in particular, to allow roaming). The
external specifications of Algorithm A5 are defined in subclause C.1.3. The internal specifications of Algorithm A5 are
managed under the responsibility of GSM/MoU; they will be made available in response to an appropriate request.

Algorithms A3 and A8 are at each PLMN operator discretion. Only the formats of their inputs and outputs must be
specified. It is also desirable that the processing times of these algorithms remain below a maximum value. Proposals
for Algorithm A3 and A8 are managed by GSM/MoU and available, for those PLMN operators who wish to use them,
in response to an appropriate request.

C.1  Specifications for Algorithm A5

C.1.1 Purpose

Algorithm A5 realizes the protection of both user data and signalling information elements at the physical layer on the
dedicated channels (TCH or DCCH).

Synchronization of both the enciphering and deciphering (especially at hand-over) must be guarantied.

C.1.2 Implementation indications

Algorithm A5 isimplemented into both the M S and the BSS. On the BSS side description below assumes that one
algorithm A5 isimplemented for each physical channel (TCH or DCCH).

The ciphering takes place before modulation and after interleaving (see 3GPP TS 45.001); the deciphering takes place
after demodulation symmetrically. Both enciphering and deciphering need Algorithm A5 and start at different times
(seeclause 4).

Asanindication, recall that, due to the TDMA techniques used in the system, the useful data (also called the plain text
in the sequel) are organized into blocks of NPBB (Number of Payload Bits per Burst, see C.1.5) hits. Inthe GMSK case
NPBB isequal to 114. Then, each block isincorporated into a normal burst (see 3GPP TS 45.002) and transmitted
during atime slot. According to 3GPP TS 45.003, in the GMSK case,, the useful information bitsinto ablock are
numbered €0 to €56 and €59 to €115 (the flag bits €57 and €58 are ignored). Successive slots for a given physical
channel are separated at |east by a frame duration, approximately 4.615 ms (see 3GPP TS 45.001).

In the case of 8-PSK modulation (for instance, ECSD), the useful data are organized into longer blocks than 114 hits.
According to 3GPP TS 45.003 the useful information in a block isincluded in 116 symbols which are numbered E(0)
to E(115). Each symbol contains 3 bits, hence a block contains 348 useful information bits (NPBB = 348 in the 8-PSK
case). See C.1.5 for changes in the details.

For ciphering, Algorithm A5 produces, each 4.615 ms, a sequence of NPBB encipher/decipher bits (here called
BLOCK) which is combined by a bit-wise modulo 2 addition with the NPBB-bit plain text block. The first
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encipher/decipher bit produced by A5 is added to €0, the second to el and so on. As an indication, the resulting NPBB-
bit block isthen applied to the burst builder (see 3GPP TS 45.001). For those A5 agorithms that do not produce bit
after bit output, the msb of the BLOCK, as specified in the relevant A5 algorithm specification, has to be regarded as
the first produced, subsequently the next but one most significant bit has to be considered as the next produced bit until
all BLOCK bits have been added as described above.

NOTE: Asanexamplefor A5/3: BLOCK1[Q] isto be added with €0, BLOCK1[1] isto beaddedto €1, ...,
BLOCK1[9] isto be added with €9 etc.

For each dot, deciphering is performed on the M S side with the first block (BLOCK1) of NPBB bits produced by A5,
and enciphering is performed with the second block (BLOCK?2). As a consegquence, on the network side BLOCK 1 is
used for enciphering and BLOCK 2 for deciphering. Therefore Algorithm A5 must produce two blocks of NPBB hits
(i.e. BLOCK1 and BLOCK?2) each 4.615 ms.

Synchronization is guarantied by driving Algorithm A5 by an explicit time variable, COUNT, derived from the TDMA
frame number. Therefore each NPBB-bit block produced by A5 d