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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall indicates a mandatory requirement to do something
shall not indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in
Technical Reports.

The constructions "must” and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided
insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced,
non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a
referenced document.

should indicates a recommendation to do something
should not indicates a recommendation not to do something
may indicates permission to do something

need not indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions
"might not" or "shall not" are used instead, depending upon the meaning intended.

can indicates that something is possible
cannot indicates that something isimpossible
The constructions "can" and "cannot” are not substitutes for "may" and "need not".

will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

The constructions"is" and "is not" do not indicate requirements.
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1 Scope

The present document covers the minimum characteristics considered necessary in order to provide compliance to 3GPP
TS43.019[7].

The present document describes the technical characteristics and methods of test for testing the SIM API for Java
Card™ (3GPP TS 43.019 [7]) implemented in the Subscriber Identity Modules (SIMs) for GSM. It specifies the
following parts:

- test applicability;

- test environment description;
- testsformat;

- test areareference;

- conformance requirements,

- test auitefiles;

- test procedure;

- test coverage; and

- adescription of the associated testing tools that shall be used.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

— References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

— For a specific reference, subsequent revisions do not apply.

— For anon-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] Void.

[2] Void.

[3] 3GPP TS 51.011: " Specification of the Subscriber Identity Module - Mobile Equipment (SIM -
ME) interface (Release 4)".

[4] 3GPP TS 11.14: " Specification of the Subscriber |dentity Module - Mobile Equipment (SIM - ME)
interface (Release 99)".

[5] 3GPP TS 11.17: "Digita cellular telecommunications system (Phase 2+); Subscriber |dentity
Module (SIM) test specification (Release 99)".

[6] Void.

[7] 3GPP TS 43.019: "Subscriber Identity Module Application Programming Interface (SIM API) for
Java Card™; Stage 2 (Release 5)".

[8] 3GPP TS 23.048: " Security Mechanisms for the (U)SIM application toolkit; Stage 2 (Release 5)".

[9] I SO/IEC 7816-3 (1997): "Information technology - Identification cards - Integrated circuit(s) cards

with contacts - Part 3: Electronic signals and transmission protocols'.
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[10] 3GPP TS 42.019: "Subscriber Identity Module Application Programming Interface (SIM API);
Stage 1 (Release 5)".

[11] SUN Java Card Specification "Java Card 2.1 APl Specification”.

[12] SUN Java Card Specification "Java Card 2.1 Runtime Environment Specification”.

[13] SUN Java Card Specification "Java Card 2.1 VM Architecture Specification".

NOTE: SUN Java Card Specifications can be downloaded at http://java.sun.com/products/javacard.

[14] ETSI TS 101 220: "Smart Cards; ETSI numbering system for telecommunication application
providers'.
[15] 3GPP TS 51.010-1: "Mobile Station (MS) conformance specification; Part 1: Conformance

specification (Release 5)".

[16] 3GPP TS 51.014: " Specification of the SIM Application Toolkit for the Subscriber Identity
Module - Mobile Equipment (SIM - ME) interface”.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TS 51.010-1 [15] and the following
apply:

applet: application built up using a number of classes which will run under the control of the Java Card virtual machine
applet installation parameters: default values for applet installation parameters

applet loading script: file containing the APDU commands that will load and install the test applet in the card
CleanUp Script file: file containing the APDU commands that will restore the Default Initial Conditions on the SIM
Conformance Requirement Reference: description of the expected card behaviour according to 3GPP TS 43.019 [7]

expected state: state in which the SIM is supposed to be after the execution of the test procedure applied on the
relevant initial conditions

security parameters; minimum security requirements defined for the applet installation process

test area: set of Test Cases applicable to a specific part (class method, framework behaviour, ...) of the
3GPPTS43.019[7].

test case: elementary test that checks for compliance with one or more Conformance Requirement References
test Output file: TBD.

test procedure: the sequence of actions’‘commands to perform all the test cases defined in atest area

test script file: file containing the APDU commands that will execute and verify the test results

Test Toolkit Applet: applet designed to test a specific functionality of the SIM API (3GPP TS 43.019 [7])

3.2 Abbreviations

For the purpose of the present document, the abbreviations given in GSM 01.04 [2] and the following apply:

AC Application Code
AID Application Identifier
APDU Application Protocol Data Unit
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AP Application Programming Interface
CAD Card Acceptance Device
CRR Conformance Requirements Reference
CRRC Conformance Requirement Reference Context Error
CRRN Conformance Requirement Reference Normal
CRRP Conformance Requirement Reference Parameter Error
FFS For Further Study
IFD Interface Device
JCRE Java Card™ Run Time Environment
VM Java Virtual Machine
SE Sending Entity
SIM Subscriber Identity Module
4 Test Environment
This clause specifies requirements that shall be met and the testing rules that shall be followed during the test
procedure.
4.1 Applicability

The tests defined in the present document shall be performed taking into account the services supported by the card as
specified in the EFsgsr file.

The test defined in the present document are applicable to cards implementing 3GPP TS 43.019 [ 7] unless otherwise

stated.

The tests defined in the present document require that the card support the concatenation process with 2 concatenated
SMS. Therefore the envel ope handler shall support 280 bytes of data.

4.2

Test environment description

The general architecture for the test environment is.
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= Scope of the Test Suite.
Elements of the Test Suite
3GPPTS43.019
and Java Card™ Conversion Applet I_oeding
2.1 export files parameters. script
\ |
Test Tests
Toolkit TERMINA App|a Togkit
Applet GSM Applets Applets
Applet } Converter
E —— ~ JAVACARD API M API
inﬁg?a?m Loader: | Toolkit Framework I
parameter ' Toolkit | | Toolkit Applet Ingall
OP sus Registry Handler triggering «
e formatter
Script ™
i N APDU GSM Framework File System
Cleanup | | /0 APDU ;;
S JCRE
Output
test
result

NOTE:  Figure 4.2 shows the test architecture required to test interoperability at both API and bytcode level. The
latter is currently not included in the current specification. The diagram is for information.

Figure 4.2

4.3 Tests format

4.3.1  Test Area Reference
Each test areais referenced as follows:
API Testing:: 'API_[package name]_[classname]_[ methodname]' where
package name;
sim.access package: '1'
sim.toolkit package: '2'
class name:
yyy: 3 letters for each class.
See Annex A for full classes acronymslist.
method name:
Zzzz[input parameters):
See Annex A for full methods name acronymslist.

FWK: framework testing
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Chapter name:

xxx: 3 letters for each chapter

See annex F for full chapter acronyms list
Subchapter name

yyyy: : 4 letters for each subchapter

See annex F for full subchapter acronyms list

LDR: loader testing

[TBD]

431.1 Conformance requirements

The conformance requirements are expressed in the following way:

- Method prototype aslisted in 3GPP TS 43.019 [7].

- Normal execution:

ETSI TS 151 013 V15.1.0 (2020-11)

- Contains normal execution and correct parameters limit values, each referenced as a Conformance

Requirement Reference Normal (CRRN).

- Parameterserror:

- Contains parameter errors and incorrect parameter limit values, each referenced as a Conformance

Requirement Reference Parameter Error (CRRP).

- Context error:

- Contains errors due to the context the method is used in, each referenced as a Conformance Requirement

Reference Context Error (CRRC).

431.2 Test Area files

Thefilesincluded in the Test Area use the following naming convention:

- Test Script: [Test Area Reference]_[Test script number].scr

- Test Applet: [Test Area Reference] [ Test applet number].java

- Load Script: [Test Area Reference]_[Load Script number].ldr

- Cleanup Script: [Test Area Reference]_[Cleanup Script number].clr
- Parameter File: [Test Area Reference]_[Parameter File number].par

The test script, applet, installation parameters, load script, cleanup script and conversion parameters numbers start from

"1

The test script, load script and cleanup script shall share acommon syntax and format (see Annex B).

The parameter file has an own syntax (see annex G) and contains parameters to be used for CAP-file conversion and

loading/cleanup script generation.

Scriptsfile shall be run in the following order:
[Test Area Reference]_1.ldr
[Test Area Reference]_1.scr

[Test Area Reference]_1.clr
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[Test Area Reference]_2.1dr
[Test Area Reference]_2.scr

[Test Area Reference]_2.clr

[Test Area Reference]_n.ldr
[Test Area Reference]_n.scr
[Test Area Reference]_n.clr

In case that one of the filesis not needed, it shall be skipped during the tests execution.

431.3 Test Procedure

Each test procedure contains a table to indicate the expected responses form the API and/or the APDU level as follows:

Test Case
Id Description API Expectation APDU Expectation
Test Case detailed description  |API expected behaviour. Expected response at APDU
level.

43.1.4 Test Coverage

The table at the end of each test procedure indicates the correspondence between the Conformance Requirements
Reference (CRR) and the different test cases.

4.4 Initial Conditions

The Initial Conditions are a set of general prerequisites for the SIM prior to the execution of testing. For each test
procedure described in the present document, the following rules apply to the Initial Conditions:

- unless otherwise stated, the file system and the files' content shall fulfil the requirements described in annex C;

- unless otherwise stated, before installing the applet(s) relevant to the current test procedure, all packages specific
to other test procedures shall not be present.

When both statements apply, atest procedureis said to be in the "Default Initial Conditions" state.

4.5 Package name

Java packages integrating this Test Suite shall follow this naming convention:

sim.test.access.[Test Area Reference]: Java Card packages containing Test Area References for the
3GPP TS 43.019 [7] sim.access package.

sim.test.framework.[Test Area Reference]: Java Card packages containing Test Area References for the
3GPP TS 43.019 [7] framework.

sim.test.util: for the Test util package defined in this Test Suite.

sim.test.toolkit.[Test Area Reference]: Java Card packages containing Test Area References for the
3GPP TS 43.019 [7] sim.toolkit package.

EXAMPLE: The package ../sim.test.access.[ Test Area Reference] creates the following directory structure
../sim/test/access/[ Test Area Reference] /API_1 ... [1..n].*, where'API_1 ... [1..n] .*' arethe
different test applets Java source files used in [ Test Area Reference] .
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4.6

AID Coding

The AID coding for the Test Packages, Applet classes and Applet shall be as specified in TS 101 220 [14]. In addition,
the following TAR values are defined for use within the present document:

TAR Coding (3 bytes/ 24 bits):

[b1

[02 b3 [p4 [b5 [p6 ib21 [p22 [b23 [b24 |

Specific Test Applet Nane

Test Package ldentifier

Test package Identifier( bits b1-b3):

000: reserved (as TAR="00.00.00" is reserved for Card Manager)
001: AP

010: Framework

011: Loader

111:  sim.test.util

other values are RFU

Application Provider specific data (1 byte):

'00";
'01";
‘02"

for Package
for Applet class

for Applet Instance

EXAMPLE: The AID of Package sim.test.util is'A0 00 00 0009 0002 FF FF FFFF89 E00000 00

4.6.1

Specific Test Applet Name for API

Specific applet test name (bits b4-b24):

[b4 [b5 [b6 [b7 [b8 [b9 [b10[b11[b12[b13[b14b1E[b16[b17[b18[b19[b20[b21[b22[b23[b24]

Appl et instance Nunber
Appl et O ass Nunber
Met hod

d ass

APl Test Package

for API Test Package(3 bits)

001 sim.access

010 sim.toolkit

other are RFU

Class (5 hits): need to be assigned specification order see Annex A for the full list

Method (6 hits): need to be assigned specification order see Annex A for the full list

Applet Class Number (5 bits): linked to Test Area, it shall start with 1 for classes and shall be O for package.

Applet Instance Number (2 bits) defined in the test procedure it shall start with O1 for applet instance and shall
be 00 for package and class.
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4.6.2 Specific Test Applet Name for Framework

Specific applet test name (bits b4-b24):

[b4 b5 [b6 [b7 [b8 [b9 [b10[b11[b12[b13[b14[b15[b16[b17[b18[b19[b20[b21[b22[b23[b24]
RFU ( set to 0)
Appl et instance Number
Appl et d ass Nunber
Test Area within the chapter
Chapt er

for Chapter (5 bits)

00001 Toolkit Installation Parameters

00010 Minimum Handler Availability

00011 Handler Integrity

00100 Applet Triggering

00101 Proactive Command Sending

00110 Framework Security

00111 Envelope Response Posting

01000 File System Context

01001 Exception Handling

01010 Other parts transferred to framework from API

01011 Concatenation processing

other are RFU
Test Areawithin the chapter (6 bits): values are defined in Annex F
Applet Class number (5 bits): linked to Test Ares, it shall start with 1 for classes and shall be O for package.

Applet Instance number (3 bits) defined in the test procedure it shall start with 01 for applet instance and shall be
00 for package and class.

4.7 Test Equipment

These clauses recommend a minimum specification for each of the items of test equipment referenced in the tests.

4.7.1 APDU tool

Thistest tool shall meet the following requirements:
- beableto send command to the card TPDU;
- beableto check none, only a part, or all of the data returned;
- beableto check none, only part, or al of the status returned;
- beableto accept all valid status codes returned;
- be able to support Reader commands;
- beableto generate alog file for each test execution.

- if more datais returned than defined in the test specification, the tool shall continue;
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- if lessdatais returned than defined in the test specification, the tool shall aborts and return an error;
- if thereisan error in data or status returned, the tool shall abort and return an error.
Thelog file produced by the test tool shall include the following information:
- al commands issued;
- dl datareturned;
- dl statusreturned;
- dl errorscodes,
- expected data and status in case of error;
- comments from the scripts;

- alog message to report success or failure of the test.

4.7.2 Util package

Annex D includes java source code for the sim.test.util package as well asloading , testing and cleaning script
examples.

4.7.3  Applet installation parameters

4.7.3.1 Security parameters

Loading scripts shall use the following security parameters as stated in 3GPP TS 23.048 [8] for applet installation:

Parameter Value in hexadecimal

SPI 0A 00
KIC 00
KID Value as described in the TS 23.048[8] (recommended value: 15)
TAR 00 00 00

CNTR 00 00 00 00 01

PCNTR 00
Key Corresponding to KID (recommended value: 01 23 45 67 89 AB CD EF EF CD AB 89 67 45 23 01)

4.7.3.2 Loading components

Cap filesin loading scripts shall not include the descriptor component as described in Java Card 2.1 VM Architecture
Specification [13].

4.8 Testing methodology

4.8.1 Test interfaces and facilities
The SIM-ME interface provides the main transport interface for the purpose of performing conformance tests.

The SIM API interface provides the main test interface for the purpose of performing conformance tests.

5 Test plan

The test plan is divided according to the SIM API specification, that way the tests will follow the class hierarchy for the
sim.toolkit and sim.access package; for the SIM Toolkit framework this test plan describes the different points that will
be tested with the present test specification.
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6 API| Test Plan

6.1 Package sim.access:

6.1.1 Interface SIMView

NOTE: TheTest applet shall be run on aclassthat implements this interface.

6.1.1.1 Constants

Test Area Reference: API_1 SVW_CONST

6.1.1.1.1 Conformance Requirements

This clause does not describe the conformance requirements for a method, but rather for the constants of the interface.

6.1.1.1.1.1 Normal execution

CRRNZ1: The constants shall have the same name and value that is defined in 3GPP TS 43.019 [7].

6.1.1.1.2 Test Suite Files
None.
6.1.1.1.3 Test Procedure

The constants in Java are resolved at compilation time, therefore aruntime test is not useful. No test of constants will be
performed.

6.1.1.2 Method select(short fid, byte[] fci, short fciOffset, short fciLength)

Test Area Reference: APl 1 SVW_SLCTS BSS

6.1.1.2.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public short select(short fid,
byte[] fci,
short fci Offset,
short fcilLength)
throws java.l ang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
S| MVi enExcepti on

6.1.1.2.1.1 Normal execution

— CRRNL1: If the desired file is selected, the length of the FCI (File Control Information) which has been written to
the array fci isreturned.

— CRRNZ2: If the length fciLength is greater than or equal to the length of the FCI structure, the whole FCI
structure is copied into the array fci and the length of the FCI which has been written to the array fci is returned.

— CRRNBS: If the length fciLength is less than the length of the FCI structure, the first part of the FCI structureis
copied into the array fci and the length of the FCI which has been written to the array fci is returned.

— CRRN4: After selecting a DF/MF no EF is selected.

— CRRNS: After selecting alinear fixed EF no record is selected.
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— CRRNG6: After selecting a cyclic EF the first record which isthe last updated record is selected.

— CRRN7: The current files (file context) of any other applets shall not be changed. See TS 43.019 [7] - clauseb.2.
Thiswill be tested during the testing of the framework.

— CRRNS8: Theinformation returned by fci shall be formatted as described in TS 51.011 [3], clause9.2.1.
— CRRN9: Thefilewith aFile-I1D that matches fid shall be found according to the following selection rules:
1) Animmediate child EF or DF of the current MF/DF can be selected,
2) A sibling DF of the current DF can be selected,
3) The current MF/DF it self can be selected,
4) The parent MF/DF of the current DF can be selected,

5) The MF can always be selected.

6.1.1.2.1.2 Parameter errors
— CRRP1: If the array fci is null, an instance of NullPointerException shall be thrown.
— CRRP2: If fciOffset isless than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
— CRRP3: If fciLength isless than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

— CRRP4: If fciOffset plus fciLength is greater than the length of the array fci.length, or fciOffset equals
fci.length, an instance of ArraylndexOutOfBoundsException shall be thrown.

6.1.1.2.1.3 Context errors

— CRRCL: If the file with a File-ID which matches fid could not be found according to the selection ruleslisted in
CRRNS9, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.FILE_NOT_FOUND.

— CRRC2: If the method call causes a memory problem (e.g. memory access error), an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.MEMORY _PROBLEM.

— CRRC3: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.2.2 Test Suite Files

Additional requirements for the GSM personalization: None

Test Script: API_1 SVW_SLCTS BSS 1.scr
Test Applet: APl_1 SVYW_SLCTS BSS 1ljava
Load Script: API_1 SVW_SLCTS BSS 1.ldr
Cleanup Script: API_1 SVW_SLCTS BSS 1.cr
Parameter File: APl 1 SYW_SLCTS BSS 1.par
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6.1.1.2.3 Test Procedure

Id Description API Expectation APDU Expectation
0 SIM Initialization Responses ignored.

1 Select EFICCID in MF (Transparent EF) No exception shall be thrown.

fid = SIWiew FID EF_| CCI D
byte[] fci = new byte[ 34]
0

Shall return a value not greater
than 20.

fciOffset =
;g: 'égp?; h =20 <Description of fci:
XX XX
XX XX
2F E2
04
>

2 Select EFiccp in MF (Transparent EF) No exception shall be thrown.
fid = SIMiew FID EF_ICC D Shall return 13.
fciOfset =0 fci shall contain the first 13 bytes of
fcilength = 13 the FCI structure.
sel ect ()

3 Select DFesm in MF No exception shall be thrown.
fid = SI Wi ew. FI D_DF_GSM Shall return 7.
fciifset =0 fci shall contain the first 7 bytes
fcilLength = 7
sel ect () of the FCI. .

<Description of fci:
XX XX

XX XX

7F 20

02

>

3 Select DFesm in MF No exception shall be thrown.
fid = SI Wi ew. FI D DF_GSM Shall return 7.
fciGfset =0 fci shall contain the entire FCI
feilength =7 structure.
sel ect () <Description of fci:

XX XX
XX XX
7F 20
02
>

4 Select EFacm in DFesm (CyclicEF) No exception shall be thrown.
fid = SIWiew FID EF_ACM Shall return a value between 15
fecidffset =0 and 20. (Cyclic EF)
fsg: éstn(g; h =20 fci shall contain the first 15 or more

bytes of the FCI structure.
fci[14] shall have the value 3
(length of record).

5 Select MF No exception shall be thrown.
fid = SIMiew FID_M Shall return a value between 22
fc@O‘fset =0 and 34.
fcilength = 34 fci shall contain the entire FCI
sel ect () structure

6 Select DFreLecom in MF No exception shall be thrown.
fid = SI Wi ew. FI D DF_TELECOM Shall return 20.
feif0] =fcill] =05 fci shall contain the first 20 bytes of
;2: (L}el;zteL - go the FCI structure starting at index
sel ect () 2. The first two bytes shall (still)

have the value '05'.

7 Select EFron in DFreLecom (Linear FixedEF)  |No exception shall be thrown.
fid = SIWiew FI D EF_FDN Shall return 15.
feidffset =0 fci shall contain the first 15 bytes of
fsg: ;EP?; h =15 the FCI structure.

fci[14] shall have the value 28
(length of record).
8 fci is null Shall throw

fid = SIMWiew FI D EF_FDN

byte[] nullBuffer = null
fciOfset =0
fcilLength = 15

sel ect ()

java.lang.NullPointerException.
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Id Description APl Expectation APDU Expectation
9 | fciOffset <0 Shall throw
fid = Sl Miew FI D_EF_FDN java.lang.ArraylndexOutOfBoundsE
fciOfset = -1 xception.
fciLength = 15
sel ect ()

10| fciLength <0 Shall throw
fid = SIMiew FI D_EF_FDN java.lang.ArrayindexOutOfBoundsE
fciOfset =0 xception.
fciLength = -1
sel ect ()

11 fciOffset + fciLength > fci.length Shall throw
fid = Sl Miew FID EF_FDN java.lang.ArraylndexOutOfBoundsE
fciOffset = 20 xception.
fciLength = 15
sel ect ()

12 | fciOffset [ fci.length Shall throw
fid = Sl Miew FI D EF_FDN java.lang.ArraylndexOutOfBoundsE
fci Offset = 34 xception
fciLength = 1
sel ect ()

13 _ Selection possibilities 1 - No exception shall be thrown.
1- fid = SIMiewFID_M 2 - No exception shall be thrown.
;C! (Ljfseth = (1) 3 - No exception shall be thrown.
scl egtn(g; =15 4 - No exception shall be thrown.
2 - fid = SIWiew FI D DF_ TELECOM 5 - No exception shall be thrown.
sel ect () 6 - No exception shall be thrown.
3 - fid = SI Wi ew. FI D_DF_GRAPHI CS 7 - No exception shall be thrown.
sel ect () 8 - No exception shall be thrown.
4 | f;?) = Sl Wi ew. FI D_DF_TELECOM 9 - No exception shall be thrown.
sel ec
5 - fid = Sl Wiew FI D DF_GRAPHI CS
sel ect ()
6 - fid = SIWiew FID M-
sel ect ()
7 - fid = SIWiew FI D DF_GSM
sel ect ()
8 - fid = SI Wiew FI D DF_ TELECOM
sel ect ()
9 - fid = Sl Wiew FI D_DF_TELECOM
sel ect ()

14 EF not selected after MF/DF selection 1 - No exception shall be thrown.
1- fid = SIWiewFID M 2 - Shall throw
sel ect () sim.access.SIMViewException with
;;fezt (S; M/ ew. FI D_EF_I COI D reason code NO_EF_SELECTED.
2 - fid = SIWiew FID M
sel ect ()
readBi nary()

15 No selection of non-reachable file 1 - No exception shall be thrown.
1- fid = SIMWiewFID M 2 - Shall throw
;e' e}‘f? g) - S wi o sim.access.SIMViewException with
2 ot O | MWirew. FI D_EF_A reason code FILE_NOT_FOUND.

16 No record is selected after selecting linear |1 - No exception shall be thrown.

_ fixed EF 2 - No exception shall be thrown.
1- fid = SIMWiew FID M 3 - No exception shall be thrown.
sel e?; 0 4 - Shall throw
iel- ect ?) = FI'D_DF_SIMIEST sim.access.SIMViewException with
3 - fid = FID EF_LARU reason code
sel ect () RECORD_NUMBER_NOT_AVAIL
4 - recNunber = 0 ABLE.
node = REC_ACC_MODE_ABSOLUTE_CURRENT
readRecor d()
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Id Description APl Expectation APDU Expectation
17 Record pointer in selected cyclic EF 1 - No exception shall be thrown.
1- fid = SIMWiew FID M 2 - No exception shall be thrown.
Ze' ect g) C HD O S MEST 3 - No exception shall be thrown.
ol oot O - 4 - No exception shall be thrown.
3 - fid = FID EF_CARU 5-The contents of datal and data2
sel ect () shall be identical.
4 - byte[] datal ={ 1,2,3}
nmode = REC_ACC_MODE_PREVI QUS
updat eRecor d( dat al)
5 - fid = FID_EF_CARU
sel ect ()
readRecor d( dat a2)
conpare datal to data2
6.1.1.2.4 Test Coverage
CRR Number Test Case Number
N1 1-7
N2 3,5
N3 1,2,4,6,7
N4 14
N5 16
N6 17
N8 1,3
N9 1-7,13
P1 8
P2 9
P3 10
P4 11,12
C1 15
C2,C3 Not Tested
6.1.1.3 Method select (short fid)

Test Area Reference: API_1 SVW_SLCTS

6.1.1.3.1

Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

6.1.1.3.1.1

public void select(short fid)
throws SI MVi ewException

Normal execution

CRRNZ1: If the desired file is selected, no exception is thrown.

CRRN2: After selecting aDF/MF no EF is selected.

CRRN3: After selecting alinear fixed EF no record is selected.

CRRN4: After selecting a cyclic EF the first record which is the last updated record is selected.

CRRNS5: The current files (file context) of any other applets shall not be changed [TS 43.019 [7] - clauseb.2].
Thiswill be tested during the testing of the framework.

1) Animmediate child EF or DF of the current MF/DF can be selected,

2) A sibling DF of the current DF can be selected,

3) Thecurrent MF/DF it self can be selected,
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4) The parent MF/DF of the current DF can be selected,

5) The MF can always be selected.

6.1.1.3.1.2 Parameter errors

No requirements.

6.1.1.3.1.3 Context errors

— CRRCL: If the file with a File-ID which matches fid could not be found according to the selection ruleslisted in
CCRNSB, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.FILE_NOT_FOUND.

— CRRC2: If the method call causes a memory problem (e.g. memory access error), an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException. MEMORY _PROBLEM.

— CRRC3: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.3.2 Test Suite Files

Additional requirements for the GSM personalization: None

Test Script: API_1 SVW_SLCTS 1.scr
Test Applet: API_1 SVW_SLCTS 1ljava
Load Script: API_1 SVW_SLCTS 1.ldr
Cleanup Script: APlI_1 SVYW_SLCTS l.cIr
Parameter File: APlI_1 SVW_SLCTS 1l1.par
6.1.1.3.3 Test Procedure
Id Description API Expectation APDU Expectation
0 SIM Initialization Responses ignored.
1 Select EFicco in MF (Transparent EF) No exception shall be thrown.
fid = SIWiew FID EF | CCI D
sel ect ()
2 EF not selected after MF/DF selection 1 - No exception shall be thrown.
1- fid = SIMWiewFID M 2 - Shall throw
fs.e'deft 0 Wi sim.access.SIMViewException with
s f; hew. FI D_EF_I CO D reason code NO_EF_SELECTED.
2 - fid = SIMWiew FID M
sel ect ()
readBi nary()
3 No record is selected after selecting linear |1 - No exception shall be thrown.
_ fixed EF 2 - No exception shall be thrown.
1 | f{?) = SI Wiew FI D_M- 3 - No exception shall be thrown.
Sel ect 4 - Shall throw
iel- efcl ?) = FI'D_DF_SIMIEST sim.access.SIMViewException with
3 - fid =FID EF_LARU reason code
sel ect () RECORD_NUMBER_NOT_AVAIL
4 - recNunber = 0 ABLE.
node = REC_ACC MODE_ABSOLUTE_CURRENT
readRecor d()
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Id Description APl Expectation APDU Expectation
4 Record pointer in selected cyclic EF 1 - No exception shall be thrown.
1- fid = SIMWiew FID M 2 - No exception shall be thrown.
select() 3 - No exception shall be thrown.
iel- efcl ?) =FI D_DF_SI MIEST 4 - No exception shall be thrown.
3 - fid = FID EF_CARU 5-The contents of datal and data2
sel ect () shall be identical.
4 - byte[] datal ={ 1,2,3}
updat eRecor d( dat al)
5 - fid = FID EF_CARU
sel ect ()
readRecor d( dat a2)
conpare datal to data2
5 Selection possibilities 1 - No exception shall be thrown.
1- fid = SIMiewFID_M 2 - No exception shall be thrown.
sel ect () 3 - No exception shall be thrown.
2 - fid = SIMAew FlD_DF_TELECOM 4 - No exception shall be thrown.
sel ect () .
3 - fid = SIMWiew FI D DF_GRAPHI CS 5 - No exception shall be thrown.
sel ect () 6 - No exception shall be thrown.
4 - fid = SI Wiew FI D DF_TELECOM 7 - No exception shall be thrown.
sel ect () 8 - No exception shall be thrown.
5 - fid = SIWiew FID DF_GRAPHI CS 9 - No exception shall be thrown.
sel ect ()
6 - fid = SIWiew FID M-
sel ect ()
7 - fid = SIWiew FI D DF_GSM
sel ect ()
8 - fid = SI Wi ew. FI D DF_TELECOM
sel ect ()
9 - fid = Sl Wiew FI D_DF_TELECOM
sel ect ()
6 No selection of unreachable file 1 - No exception shall be thrown.
1- fid = SIWiewFID M 2 - Shall throw
sel ect () sim.access.SIMViewException with
2 - fid = SIMiew FID_EF_ACM reason code FILE_NOT_FOUND.
sel ect ()
6.1.1.34 Test Coverage
CRR Number Test Case Number
N1 1
N2 2
N3 3
N4 4
N6 5
C1 6
C2,C3 Not Tested
6.1.1.4 Method status

Test Area Reference: API_1 SVW_STAT_BSS

6.1.1.4.1

Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

6.1.1.4.1.1

public short status(byte[] fci,
short fci Offset,
short fcilength)

throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,

S| MVi ewExcepti on

Normal execution

— CRRNL1: The FCI (File Control Information) of the current DF (or MF) isreturned in the same format as for a
SELECT command in case of selecting an MF/DF (described in 3GPP TS 43.019 [7], clause 9.2.1).
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— CRRNZ2: If the length fciLength is greater than or equal to the length of the FCI structure, the whole FCI
structure is copied into the array fci and the length of the FCI which has been written to the array fci is returned.

— CRRNBS: If the length fciLength is less than the length of the FCI structure, the first part of the FCI structureis
copied into the array fci and the length of the FCI which has been written to the array fci is returned.

6.1.1.4.1.2 Parameter errors
— CRRP1: If the array fci is null, an instance of NullPointerException shall be thrown.
— CRRP2: If fciOffset islessthan 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
— CRRP3: If fciLength isless than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

— CRRP4: If fciOffset plus fciLength is greater than the length of the array fci.length, or fciOffset equals
fci.length, an instance of Arrayl ndexOutOfBoundsException shall be thrown.

6.1.1.4.1.3 Context errors

— CRRCL: If the method call causes a memory problem (e.g. memory access error), an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.MEMORY _PROBLEM.

— CRRC2: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.4.2 Test Suite Files

Additional requirements for the GSM personalization:

Test Script: API_1 SVW_STAT_BSS l.scr
Test Applet: API_1 SVW_STAT_BSS 1java
Load Script: API_1 SVYW_STAT_BSS 1.ldr
Cleanup Script: API_1 SVW_STAT_BSS 1.clr
Parameter File: APl 1 SVYW_STAT _BSS 1.par
6.1.1.4.3 Test Procedure
Id Description APl Expectation APDU Expectation
0 SIM Initialization Responses ignored.
1 _ Status of MF No exception shall be thrown.
byte[] fci = new byte[ 34] Shall return 7.
fciGifset =0 fci shall contain the entire FCI
fcilength =7 structure.
status() <Description of fci:
XX XX
XX XX
3F 00
01
>
2 Status after select EFiccip in MF 1 - No exception shall be thrown.
1 - fid = SIWiew. FID DF_GSM Shall return a value between 22
fciO‘fset =0 and 34.
Ifg'n"ingglhezt (3;1 2 - No exception shall be thrown.
2 - byte[] fci2 = new byt e[ 34] Shall return 22 or more. . .
3 -len and len2 shall be identical
l en2 = status() 4 - fci and fci2 shall be identical
3 - Conpare len and | en2
4 - Conpare the len bytes of fci and fci2
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Id Description APl Expectation APDU Expectation
3 Status of DFrelecom 1 - No exception shall be thrown.
1- fid = SIWiew FI D_DF_TELECOM Shall return a value between 22
sel ect () and 34.
f2 - feidfset =0 2 - No exception shall be thrown.
ci Length = 100
stat us() Shall return a value between 22
and34.
fci shall contain the entire FCI
structure (check that returned value
is equal to 13 plus the "length of
following data" - fci[12]).FID of the
returned fci (fci[4:5]) is
FID_DF_TELECOM.
4 Status DFreLecom No exception shall be thrown.
fciOffset =0 Shall return 7.
fcilength = 7 fci shall contain the first 7 bytes of
status() the FCI structure starting at index
0.
FID of the returned fci (fci[4:5]) is
FID_DF _TELECOM.
5 fci is null Shall throw
byte[] nullBuffer = null java.lang.NullPointerException.
fciOfset =0
fcilLength = 34
stat us()
6 fciOffset <0 Shall throw
fciOffset = -1 java.lang.ArraylndexOutOfBoundsE
fciLength = 34 xception.
stat us()
7 fciLength <0 Shall throw
fciOfset =0 java.lang.ArraylndexOutOfBoundsE
fcilLength = -1 xception.
status()
8 fciOffset + fciLength > fci.length Shall throw
fciOffset = 20 java.lang.ArraylndexOutOfBoundsE
fciLength = 15 xception.
stat us()
9 fciOffset [ fci.length Shall throw
fciOffset = 34 java.lang.ArraylndexOutOfBoundsE
fcilLength = 1 xception.
status()
6.1.1.4.4 Test Coverage
CRR Number Test Case Number
N1 1-4
N2 2,3
N3 1,4
P1 5
P2 6
P3 7
P4 8,9
C1,cC2 Not Tested
6.1.1.5 Method readBinary

Test AreaReference: API_1_SVW_REDBS BSS
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6.1.1.5.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public short readBinary(short fileOfset,

byte[] resp,
short respOifset,
short resplLength)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
S| MVi enExcepti on

6.1.1.5.1.1 Normal execution

CRRNL: If data can be accessed at the specified offset, the value respOffset plus respLength are returned and the
data bytes of the currently selected transparent file are returned in resp.

6.1.1.5.1.2 Parameter errors

CRRP1: If fileOffset isless than 0, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.OUT_OF_FILE_BOUNDARIES.

CRRP2: If fileOffset plus respLength exceeds the length of the file, an instance of SIMViewException shall be
thrown. The reason code shall be SIMViewException.OUT_OF _FILE_BOUNDARIES.

CRRP3: If the array resp is null, an instance of NullPointerException shall be thrown.
CRRP4: If respOffset islessthan 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
CRRP5: If respLength is lessthan 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

CRRP®6: If respOffset plus respLength is greater than the length of the array resp.length, an instance of
Arrayl ndexOutOfBoundsException shall be thrown.

6.1.1.5.1.3 Context errors

CRRC1.: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown.
The reason code shall be SIMViewException.NO_EF_SELECTED.

CRRC2: If the currently selected EF is not transparent, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.FILE_INCONSISTENT.

CRRC3: If the calling applet does not fulfil the access condition, READ, to perform this function, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.AC_NOT_FULFILLED.

CRRCA4: If the currently selected EF isinvalidated and the file status of the EF does not allow for the reading of
an invalidated file, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.INVALIDATION_STATUS CONTRADICTION.

CRRCE: If the method call causes a memory problem (e.g. memory access error), an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.MEMORY _PROBLEM.

CRRCE: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL _ERROR.

6.1.1.5.2 Test Suite Files

Additional requirements for the GSM personalization: none.

Test Script; API_1_SVW_REDBS BSS 1.scr
Test Applet: API_1_SVW_REDBS BSS 1java
Load Script: API_1_SVW_REDBS BSS lldr
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API_1_SVW_REDBS BSS 1.clr
API_1_SVW_REDBS BSS_1.par

6.1.1.5.3 Test Procedure
Id Description APl Expectation APDU Expectation
0 SIM Initialization Responses ignored

1 Read from EFICCID in MF (Transparent EF)

1- fid=SIWiew FIDEF_ICCD
sel ect ()

2 - fileOfset = 0

byte[] resp = new byt e[ 20]
resp[ 0: 19] ' 55’

1 - No exception shall be thrown.
2 - No exception shall be thrown.
Shall return 20.

resp shall contain the entire
contents of EFICCID starting at
index 10.

respOfset = 10
respLength = 10 <Description of resp:
readBi nary() 55 55 55 55 55 55 55 55 55 55
OF FF FF FF FF FF FF FF FF FF
>
2 Read from EFICCID in MF No exception shall be thrown.
resp[0:19] = '55 Shall return 15.
fileOffset =5 resp shall contain the last 5 bytes
[ZiEgEZ?L =10 of EFICCID starting at index 10.
r eadBi nary() <Description of resp:
55 55 55 55 55 55 55 55 55 55
FF FF FF FF FF 55 55 55 55 55
>
3 Offset into File out of bounds Shall throw
fileOfset = -1 sim.access.SIMViewException with
respffset = 0 reason code
respLength = 10 OUT_OF_FILE_ BOUNDARIES.
readBi nary()
4 fileOffset + respLength > EF length Shall throw

fileOfset = 9

sim.access.SIMViewException with

respOffset =0 reason code
respLength = 2 OUT_OF_FILE_BOUNDARIES.
readBi nary()
5 resp is null Shall throw
byte[] nullBuffer = null java.lang.NullPointerException.
fileOfset =0
respCffset = 0
respLength = 10
readBi nary()
6 respOffset <0 Shall throw
fileOfset =0 java.lang.
respffset = -1 ArraylndexOutOfBoundsException.
respLength = 10
readBi nary()
7 respLength <0 Shall throw
fileOffset = 0 java.lang.
respOffset = 0 ArraylndexOutOfBoundsException.
respLength = -1
readBi nary()
8 respOffset + respLength > resp.length Shall throw
fileOffset = 0 java.lang.
respOffset = 10 ArraylndexOutOfBoundsException.
respLength = 11
readBi nary()
9 _ EF is not Transparent 1 - No exception shall be thrown.
1 - fid = FI D_DF_SI MTEST 2 - No exception shall be thrown.
select()_ 3 - Shall throw
iel- ec{ ?) = FID_EF_LARJ sim.access.SIMViewException with

3 - fileOfset =0
respOffset =0
respLength =1
readBi nary()

reason code
FILE_INCONSISTENT.
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Id Description APl Expectation APDU Expectation
10 Access condition not fulfilled Shall throw

1 - fid = DFSIMITEST sim.access.SIMViewException with
sel ect() reason code
2 - fid = EFTNR AC_NOT_FULFILLED.
sel ect ()
3 - fileOfset =0
respOffset =0
respLength =1
readBi nary()
11 EF is invalidated 1 - No exception shall be thrown.
1- fid= EFTNU 2 - Shall throw
i nval i dat e() sim.access.SIMViewException with
2 - readBi nary() reason code
8 - rehabilitate() INVALIDATION_STATUS_CONTR
ADICTION.
3 - No exception shall be thrown.
12 No EF selected 1 - No exception shall be thrown.
1- fid = SIWiew FID M- 2 - Shall throw
sel ect () sim.access.SIMViewException with
2 readsinary() reason code NO_EF_SELECTED.
6.1.1.54 Test Coverage
CRR Number Test Case Number
N1 1-2
P1 3
P2 4
P3 5
P4 6
P5 7
P6 8,
C1l 1
C2 9
C3 10
C4 11
C5, C6 Not Tested
6.1.1.6 Method updateBinary

Test Area Reference: API_1_SVW_UPDBS BSS

6.1.1.6.1

Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

6.1.1.6.1.1

6.1.1.6.1.2

public void updateBi nary(short fileOfset,

byte[] data,

short dataOff set,
short datalLength)

throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcepti on,

S| MVi ewExcept i on

Normal execution

Parameter errors

SIMViewException.OUT_OF_FILE_BOUNDARIES.
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— CRRNL1: The currently selected transparent file is updated starting at fileOffset, with the string of datalength
bytesin the array data starting at dataOffset.

— CRRPL1: If fileOffset isless than 0, an instance of SIMViewException shall be thrown. The reason code shall be
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CRRP2: If fileOffset plus datal ength exceeds the length of the file, an instance of SIMViewException shall be
thrown. The reason code shall be SIMViewException.OUT_OF FILE_BOUNDARIES.

CRRP3: If the array datais null, an instance of NullPointerException shall be thrown.
CRRP4: If dataOffset islessthan 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
CRRPS: If datalength is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

CRRP®G: If dataOffset plus datalength greater than the length of the array data.length an instance of
Arrayl ndexOutOf BoundsException shall be thrown.

6.1.1.6.1.3 Context errors

CRRC1.: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown.
The reason code shall be SIMViewException.NO_EF_SELECTED.

CRRC2: If the currently selected EF is not transparent, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.FILE_INCONSISTENT.

CRRC3: If the calling applet does not fulfil the access condition, UPDATE, to perform this function, an instance
of SIMViewException shall be thrown. The reason code shall be SIMViewException.AC_NOT_FULFILLED.

CRRCA: If the currently selected EF isinvalidated and the file status of the EF does not allow for updating of an
invalidated file, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.INVALIDATION_STATUS CONTRADICTION.

CRRCES: If the method call causes a memory problem (e.g. memory access error), an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException. MEMORY _PROBLEM.

CRRCEé: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.6.2 Test Suite Files

Additional requirements for the GSM personalization: None

Test Script: APlI_1 SVW_UPDBS BSS 1.scr
Test Applet: API_1 SVYW _UPDBS BSS 1.java
Load Script: API_1 SYW _UPDBS BSS 1.ldr
Cleanup Script: API_1 SVW_UPDBS BSS 1.cIr
Parameter File: API_1 SYW _UPDBS BSS 1.par
6.1.1.6.3 Test Procedure
Id Description API Expectation APDU Expectation
0 SIM Initialization Responses ignored.
1 No EF selected Shall throw
fileOffset =0 sim.access.SIMViewException with
byte[] data = new byte[ 20] reason code NO_EF_SELECTED.
data[0] = '55
dataOifset = 0
datalLength = 10
updat eBi nary()
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Description

APl Expectation

APDU Expectation

Update Transparent EF
1 - fid = DFSI MIEST

sel ect ()

2 - fid = EFTARU
sel ect ()

3 - fileOfset =3
data[0] = 'b55

dataOifset = 0
datalLength = 1
updat eBi nary()

4 - fileOfset = 3
respOffset =0
respLength = 1
readBi nary()

1 - No exception shall be thrown.
2 - No exception shall be thrown.
3 - No exception shall be thrown.
4 - No exception shall be thrown.
Data in resp[0] shall be '55'.

3 1 - fileOffset = 254 1 - No exception shall be thrown.
data[0] ='55' 2 - No exception shall be thrown.
g:: :{ ;} = é@- Data in resp shall be
dataCffset = 0 resp[0] B ,55,
datalLength = 3 resp[l] = IAAI‘
updat eBi nary() resp[2] = '66
2 - fileOfset = 254
respOffset =0
respLength = 3
readBi nary()

4 Offset into File out of bounds Shall throw

fileOfset -1
dataOfset = 0
datalLength = 10
updat eBi nary()

sim.access.SIMViewException with
reason code
OUT_OF_FILE_BOUNDARIES.

fileOffset + dataLength > EF length
fileOfset = 259
dat aO>f f set 0
dat aLengt h 2
updat eBi nary()

Shall throw
sim.access.SIMViewException with
reason code
OUT_OF_FILE_BOUNDARIES.

datais null
byte[] nullBuffer = null
fileOfset =0
dataOfset = 0

datalLength = 10
updat eBi nary()

Shall throw
java.lang.NullPointerException.

dataOffset <0
fileOfset = 0

dat aOxf f set -1
dat aLengt h 10
updat eBi nary()

Shall throw
java.lang.
ArraylndexOutOfBoundsException.

datalLength <0
fileOfset
dat aOxf f set 0
datalLength = -1
updat eBi nary()

Shall throw
java.lang.
ArraylndexOutOfBoundsException.

dataOffset + dataLength > data.length
fileOfset 0
dat aOf f set 10
datalLength = 11
updat eBi nary()

Shall throw
java.lang.
ArraylndexOutOfBoundsException.

10

EF is not Transparent
1 - fid = FI D _DF_SI MTEST

sel ect ()

2 - fid = FID_EF_LARU
sel ect ()

3 - fileOfset =0
data[0] = 'b55

dataCffset = 0
datalLength = 1
updat eBi nary()

1 - No exception shall be thrown.

2 - No exception shall be thrown.

3 - Shall throw
sim.access.SIMViewException with
reason code
FILE_INCONSISTENT.
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Id Description APl Expectation APDU Expectation
11 Access condition not fulfilled 1 - No exception shall be thrown.

1 - fid = DFSI MIEST 2 - Shall throw

sel ect () sim.access.SIMViewException with

fS |e :je;t (E;:TNU reason code

> - fileCffset = 0 AC_NOT_FULFILLED.

data[0] = 'b55

dataCffset = 0
datalLength = 1
updat eBi nary()

12 EF is invalidated
1 - fid = EFTNR

i nval i dat e()

2 - fileOfset
data[0] = '55'
dataOfset = 0
datalLength = 1

=0

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code
INVALIDATION_STATUS_CONTR
ADICTION.

3 - No exception shall be thrown.

updat eBi nary()
3 - rehabilitate()

6.1.1.6.4 Test Coverage
CRR Number Test Case Number

N1 2,3

P1 4

P2 5

P3 6

P4 7

P5 8

P6 9

Cil 1

Cc2 10

C3 11

C4 12

C5, C6 Not Tested

6.1.1.7 Method readRecord

Test Area Reference: API_1 SVW_REDRSBS BSS

6.1.1.7.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public short readRecord(short recNunber,

byt e node,

short recOf fset,

byte[] resp,

short respOfifset,

short resplLength)

java.l ang. Nul | Poi nt er Excepti on,

java. | ang. Arrayl ndexQut Of BoundsExcepti on,
S| MVi ewExcept i on

t hr ows

6.1.1.7.1.1 Normal execution

— CRRNL1: The data bytes from the record, specified by mode and recNumber of the currently selected linear fixed
or cyclic EF, isread at recOffset. A total of respLength bytes of this datais copied to the array resp at respOffset.

— CRRN2: If the access mode is REC_ACC_MODE_ABSOLUTE_CURRENT:

- if recNumber is not 0, the record addressed by recNumber will be read;

- if recNumber is 0 the current selected record will be read; and
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- the current record pointer shall not change.

— CRRN3: If the access modeis REC_ACC_MODE_NEXT:
- thenext record relative to the current selected record will be selected and read;
- if no current record is selected, the first record will be selected and read;

- if the current record pointer is set to the last record for a cyclic EF the record pointer is set to the first record
and the record isread;

- the current record pointer of any other applet shall not be changed.

— CRRNA4: If the access mode is REC_ACC_MODE_PREVIOUS:
- the previous record relative to the current selected record will be selected and read;
- if no current record is selected, the last record will be selected and read;

- if the current record pointer is set to the first record, for alinear fixed EF the method responses with an error
exception and for a cyclic EF the record pointer is set to the last record and the record is read;

- the current record pointer of any other applet shall not be changed.

6.1.1.7.1.2 Parameter errors

— CRRPL1: If the currently selected EF islinear fixed and the access mode is
REC_ACC_MODE_ABSOLUTE_CURRENT and recNumber islessthan O or greater than records available, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.RECORD_NUMBER_NOT_AVAILABLE.

— CRRP2: If the currently selected EF islinear fixed and the access mode is
REC_ACC _MODE_ABSOLUTE_CURRENT, recNumber is 0 and there is no current record selected, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.RECORD_NUMBER_NOT_AVAILABLE.

— CRRP3: If the currently selected EF is linear fixed and the access mode is REC_ACC_MODE_NEXT and the
current record pointer is set to the last record, an instance of SIMViewException shall be thrown. The reason
code shall be SIMViewException. RECORD_NUMBER_NOT_AVAILABLE.

— CRRP4: If the currently selected EF islinear fixed and the access modeis REC_ACC_MODE_PREVIOUS and
the current record pointer is set to the first record, an instance of SIMViewException shall be thrown. The reason
code shall be SIMViewException. RECORD_NUMBER_NOT_AVAILABLE.

— CRRPS5: If the specified offset into the selected record recOffset isless than 0, an instance of SIMViewException
shall be thrown. The reason code shall be SIMViewException.OUT_OF RECORD_BOUNDARIES.

— CRRPG: If recOffset plus respLength is greater than the record length, an instance of SIMViewException shall
be thrown. The reason code shall be SIMViewException.OUT_OF RECORD_BOUNDARIES.

— CRRPTY: If the access mode is not between 2 and 4 inclusive (2 = REC_ACC_MODE_NEXT, etc.), an instance
of SIMViewException shall be thrown. The reason code shall be SIMViewException.INVALID_MODE.

— CRRP8: If the array resp is null, an instance of NullPointerException shall be thrown.
— CRRP9: If respOffset islessthan 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
— CRRPI10: If respLength isless than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

— CRRP11: If respOffset plus respLength is greater than the length of the array resp.length, or respOffset equals
resp.length, an instance of ArraylndexOutOfBoundsException shall be thrown.
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6.1.1.7.1.3 Context errors

— CRRC1: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown.
The reason code shall be SIMViewException.NO_EF SELECTED.

— CRRC2: If the currently selected EF is neither linear fixed nor cyclic, an instance of SIMViewException shall be
thrown. The reason code shall be SIMViewException.FILE_INCONSISTENT.

— CRRC3: If the calling applet does not fulfil the access condition, READ, to perform this function, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException. AC_NOT_FULFILLED.

— CRRCH4: If the currently selected EF isinvalidated and the file status of the EF does not allow for reading an
invalidated file, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.INVALIDATION_STATUS CONTRADICTION.

— CRRCS: If the method call causes a memory problem (e.g. memory access error), an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.MEMORY _PROBLEM.

— CRRCE: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.7.2 Test Suite Files

Additional requirements for the GSM personalization: None

Test Script: APlI_1 SVYW_REDRSBS BSS 1.scr
Test Applet: API_1 SYW_REDRSBS BSS 1.java
Load Script: APlI_1 SVYW_REDRSBS BSS 1.ldr
Cleanup Script: API_1 SYW_REDRSBS BSS 1.cIr
Parameter File: API_1 SVYW_REDRSBS BSS 1.par
6.1.1.7.3 Test Procedure
Id Description API Expectation APDU Expectation
0 SIM Initialization Responses ignored.
1 No EF selected Shall throw
recNunber = 1 sim.access.SIMViewException with
mode = REC_ACC_MODE_ABSOLUTE_CURRENT reason code NO_EF_SELECTED.

recOfset =0

byte[] resp = new byt e[ 20]
respOffset =0

respLength = 10
readRecor d()
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Id Description API Expectation APDU Expectation
2 | Read Absolute and Current from Linear Fixed |1 - No exception shall be thrown.
_ EF 2 - No exception shall be thrown.
1 | fi ?) = DFSI MIEST 3 - No exception shall be thrown.
sel ect resp shall be:
2 - fid = EFLARU ey
el ec{ 0 resp[0] = '55
/1 Record pointer not set. resp[l] = .55.
3 - recNunber = 0 resp[2] = '55
node = REC_ACC_MODE_NEXT resp[3] = '55'
recOffset =0 4 - No exception shall be thrown.
respO0ffset =0 resp shall be:
resglligngt 2()= 4 resB[O] = 'AA'
rea cor — '
4 - recNumber = 2 resp[;] _ .x.
mode = REC_ACC_MODE_ABSOLUTE_CURRENT resp[2] ="AA’
readRecor d() resp[3] = 'AA"
5 - recNunber =1 5 - No exception shall be thrown.
readRecor d() resp shall be:
6 - recNunber = 0 resp[0] = '55'
Irg(s)lp[ 0] =resp[1l] =resp[2] =resp[3] = resp[1] = '55'
resp[2] = '55'
readRecor d() resp[3] = '55'
6 - No exception shall be thrown.
resp shall be:
resp[0] = '65'
resp[1] = '55'
resp[2] = '55'
resp[3] = '565'
3 Read Next from Linear Fixed EF No exception shall be thrown.
recNunber = 0 resp shall be:
mode = REC_ACC MODE_NEXT resB[O] ='AA’
recOffset = 0 — AN
_ resp[1l] ='AA
respCffset = 0 ol = AA
respLength = 4 resp| ]_. ;
r eadRecor d() resp[3] = 'AA
4 Read Next from Linear Fixed EF Shall throw
recNumber = 0 sim.access.SIMViewException with
mode = REC_ACC MODE_NEXT reason code
recfset =0 RECORD_NUMBER_NOT_AVAIL
respOffset = 0 ABLE
respLength = 4 :
readRecor d()
5 Read Previous from Linear Fixed EF No exception shall be thrown.
recNumber = 0 resp shall be:
;ng%f fzsstEC:A(O)C_N[DE_PREVI us resp[0] = '55'
respOfset = 0 reSp[;] f ,gg,
respLength = 4 resp| ]_. .
r eadRecor d() resp[3] = '55
6 Read Previous from Linear Fixed EF Shall throw

recNunmber = 0
nmode = REC_ACC_MODE_PREVI QUS
recOfset =0
respCr f set
respLength
readRecor d()

0
4

sim.access.SIMViewException with
reason code
RECORD_NUMBER_NOT_AVAIL
ABLE.

ETSI




3GPP TS 51.013 version 15.1.0 Release 15

38 ETSI TS 151 013 V15.1.0 (2020-11)

Id Description

APl Expectation

APDU Expectation

7 Read Absolute and Current from Cyclic EF
1 - fid = EFCARU

1 - No exception shall be thrown.
2 - No exception shall be thrown.

Ze' efég\hnber _, resp shall be:
mode = REC ACC_MODE_ABSOLUTE CURRENT resp[0] =" AA'
recOifset = 0 resp[l] =" AA
respOffset =0 resp[2] ="' AA’
respLength = 3 3 - No exception shall be thrown.
r eadRecor d() resp shall be:
3 - recNunber =1 resp[0] = '55'
e = o respll = 55
resp[0] = resp[1] = resp[2] = "'00 Zes%[Z] =95 hall be th
r eadRecor d() - No exception shall be thrown.
resp shall be:
resp[0] = '65'
resp[1] = '65'
resp[2] = '565'
8 Read Next from Cyclic EF No exception shall be thrown.
ngghgbgrE;Agc BT resp shall be:
= > ACC_MCODE_ = AA'
recffset =0 :::p%% = 'AA'
respOfset = 0 p2—'AA'
respLength = 3 resp[2] =
readRecor d()
9 Read Next from Cyclic EF No exception shall be thrown.
fegf\hfbng;Agc VODE NEXT resp shall be:
:ne)ceo‘f_set =0 - resp[0] =55
respOfset = 0 resp[;] _ .55.
respLength = 3 resp[2] = 'S5
readRecor d()
10 Read Previous from Cyclic EF No exception shall be thrown.

recNunber = 0

resp shall be:

mode = REC_ACC_MODE_PREVI QUS resp[0] = 'AA’
recOfset = 0 resp[1] = 'AA’
respOffset =0 A
respLength = 3 resp[2] ="'AA
readRecor d()
11 Read Previous from Cyclic EF No exception shall be thrown.
recNumber = 0 resp shall be:
node = REC_ACC_MODE_PREVI QUS resp[0] = '55'
recOffset = 0 — e
_ resp[1] = '55
respCffset = 0 — e
respLength = 3 resp[2] = '55
readRecor d()
12 |Read Absolute from Linear Fixed EF beyond 1 - No exception shall be thrown.
Records 2 - Shall throw
1- fid = EFLARU sim.access.SIMViewException with
sel ect ()

2 - recNumber = -1

node = REC_ACC_MODE_ABSOLUTE_CURRENT
recOhfset =0

respOffset =0

respLengt h 4

readRecor d()

3 - recNunber = 3

readRecor d()

reason code
RECORD_NUMBER_NOT_AVAIL
ABLE.

3 - Shall throw
sim.access.SIMViewException with
reason code
RECORD_NUMBER_NOT_AVAIL
ABLE.

13 |No current record in linear fixed EF, read
current

1 - fid = EFLARU

sel ect () /1 No curr rec

2 - recNunber = 0 // curr rec

node = REC_ACC MODE_ABSOLUTE_CURRENT
recOfset =0
respOf fset =

respLength =

readRecor d()

0
4

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code
RECORD_NUMBER_NOT_AVAIL
ABLE.
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Id Description APl Expectation APDU Expectation
14 recOffset <0 1 - No exception shall be thrown.

1- fid = EFLARU 2 - Shall throw

sel ect () sim.access.SIMViewException with

2 - recNumber =1 // rec 1

node = REC_ACC_MODE_ABSOLUTE_CURRENT
recOffset = -1

respOffset =0

respLength = 4

readRecor d()

reason code
OUT_OF_RECORD_BOUNDARIE
S.

15 recOffset + respLength > Record Length
1- fid = EFLARU

sel ect ()

2 - recNunber =1

node = REC_ACC_MODE_ABSOLUTE_CURRENT
recOfset = 2

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code
OUT_OF_RECORD_BOUNDARIE
S.

respOfset = 0
respLength = 4
readRecor d()

16 Reading with invalid mode 1 - No exception shall be thrown.
1 - fid = EFLARU 2 - Shall throw
select () sim.access.SIMViewException with
2 - rechunber =0 reason code INVALID_MODE.
node = 1
recOffset = 0 3 - Shall throw . .
respOffset = 0 sim.access.SIMViewException with
respLength = 4 reason code INVALID_MODE.
readRecor d()
3 - node =5
readRecor d()

17 resp is null Shall throw

byte[] nullBuffer = null

node = REC_ACC_MODE_ABSOLUTE_CURRENT
respOfset = 0

respLength = 10

java.lang.NullPointerException.

readRecor d()
18 respOffset <0 Shall throw
java.lang.
respffset = -1 ArraylndexOutOfBoundsException.
respLength = 10
readRecord ()
19 respLength <0 Shall throw
respOifset =0 java.lang.
respLength = -1 ArraylndexOutOfBoundsException.
readRecord ()
20 respOffset + respLength > resp.length Shall throw
respOffset = 10 java.lang.

respLength = 11
readRecord ()

ArraylndexOutOfBoundsException.

21 EF is neither Cyclic nor Linear Fixed
1 - fid = DFSI MTEST
sel ect ()
2 - fid = EFTNU
sel ect ()

3 - respOfset =0
respLength = 4

1 - No exception shall be thrown.

2 - No exception shall be thrown.

3 - Shall throw
sim.access.SIMViewException with
reason code
FILE_INCONSISTENT.

readRecor d()
22 Access condition not fulfilled 1 - No exception shall be thrown.
1 - fid = EFONR 2 - Shall throw
sel ect () sim.access.SIMViewException with
2 - respLength = 3 reason code
readRecor d() AC NOT FULFILLED.
23 EF is invalidated 1 - No exception shall be thrown.

1- fid = EFCNU

i nval i dat e()

2 - readRecord()
3 - rehabilitate()

2 - Shall throw
sim.access.SIMViewException with
reason code
INVALIDATION_STATUS_CONTR
ADICTION.

3 - No exception shall be thrown.

ETSI




3GPP TS 51.013 version 15.1.0 Release 15 40 ETSI TS 151 013 V15.1.0 (2020-11)

6.1.1.7.4 Test Coverage
CRR Number Test Case Number
N1 2-5,7-11
N2 2,7
N3 3,8,9
N4 5,10, 11
P1 12
P2 13
P3 4
P4 6
P5 14
P6 15
P7 16
P8 17
P9 18
P10 19
P11 20
C1l 1
C2 21
C3 22
C4 23
C5, C6 Not Tested
6.1.1.8 Method updateRecord

Test AreaReference: API_1_SVW_UPDRSBS_BSS

6.1.1.8.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public void updat eRecord(short recNunber,
byt e node,
short recOffset,
byte[] data,
short dataCffset,
short datalLength)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
S| Wi ewExcepti on

6.1.1.8.1.1 Normal execution

— CRRNL1.: datalength bytes of the record specified by mode and recNumber of the current selected linear fixed or
cyclic EF are updated at recOffset, by using the string of bytesin the array data starting at dataOffset.

— CRRNZ2: If the access mode isREC_ACC_MODE_ABSOLUTE_CURRENT and thefileisalinear fixed EF:
- therecord addressed by recNumber will be updated;
- if recNumber is 0 the current selected record will be updated; and
- the current record pointer shall not change.
— CRRNa3: If the access modeis REC_ACC_MODE_NEXT and thefileisalinear fixed EF:
- the next record relative to the current selected record will be selected and updated;
- if no current record is selected, the first record will be selected and updated;
- the current record pointer of any other applet shall not be changed.
— CRRNA4: If the access mode is REC_ACC_MODE_PREVIOUS:

- the previous record relative to the current selected record will be selected and updated;
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- if no current record is selected, the last record will be selected and updated;

- if acyclic EF is updated, the oldest record will be updated independent of the current record pointer and this
record becomes record number 1 and the current record;

- the current record pointer of any other applet shall not be changed in case of alinear fixed EF.

6.1.1.8.1.2 Parameter errors

— CRRP1: If the currently selected EF islinear fixed and the access modeis
REC_ACC _MODE_ABSOLUTE_CURRENT and recNumber isless than O or greater than records available, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.RECORD_NUMBER_NOT_AVAILABLE.

— CRRP2: If the currently selected EF is linear fixed and the access mode is
REC_ACC_MODE_ABSOLUTE_CURRENT, recNumber is 0 and there is no current record selected, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.RECORD_NUMBER_NOT_AVAILABLE.

— CRRP3: If the currently selected EF islinear fixed and the access mode is REC_ACC_MODE_NEXT and the
current record pointer is set to the last record, an instance of SIMViewException shall be thrown. The reason
code shall be SIMViewException.RECORD_NUMBER_NOT_AVAILABLE.

— CRRPA4: If the currently selected EF is linear fixed and the access mode is REC_ACC_MODE_PREVIOUS and
the current record pointer is set to the first record; an instance of SIMViewException shall be thrown. The reason
code shall be SIMViewException.RECORD_NUMBER_NOT_AVAILABLE.

— CRRP5: If the specified offset into the selected record recOffset isless than 0, an instance of SIMViewException
shall be thrown. The reason code shall be SIMViewException.OUT_OF RECORD_BOUNDARIES.

— CRRPG: If recOffset plus datal ength is greater than the record length, an instance of SIMViewException shall
be thrown. The reason code shall be SIMViewException.OUT_OF RECORD_BOUNDARIES.

— CRRPT7: If the access mode is not between 2 and 4 inclusive (2 = REC_ACC_MODE_NEXT, etc.), an instance
of SIMViewException shall be thrown. The reason code shall be SIMViewException.INVALID_MODE.

— CRRP8: If the currently selected EF is cyclic and the mode of record access mode is not
REC_ACC _MODE_PREVIOUS, aninstance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.INVALID_MODE.

— CRRP9: If the array datais null, an instance of NullPointerException shall be thrown.
— CRRP10: If dataOffset isless than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
— CRRP11: If datalength is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

— CRRP12: If dataOffset plus datalength, is greater than the length of the array data.length, or dataOffset equals
data.length, an instance of ArraylndexOutOfBoundsException shall be thrown.

6.1.1.8.1.3 Context errors

— CRRC1: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown.
The reason code shall be SIMViewException.NO_EF SELECTED.

— CRRC2: If the currently selected EF is neither linear fixed nor cyclic, an instance of SIMViewException shall be
thrown. The reason code shall be SIMViewException.FILE_INCONSISTENT.

— CRRC3: If the calling appl et does not fulfil the access condition, UPDATE, to perform this function, an instance
of SIMViewException shall be thrown. The reason code shall be SIMViewException.AC_NOT_FULFILLED.

— CRRCA4: If the currently selected EF isinvalidated and the file status of the EF does not allow for updating an
invalidated file, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.INVALIDATION_STATUS CONTRADICTION.
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— CRRCS: If the method call causes a memory problem (e.g. memory access error), an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.MEMORY _PROBLEM.

— CRRCG: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.8.2 Test Suite Files

Additional requirements for the GSM personalization: This test is based on the assumption that the contents of the EFs
in DFsmTesT are identical to those defined in the default pre-personalization and the current record pointers have not
been altered.

Test Script: APlI_1 SYW_UPDRSBS BSS 1.scr
Test Applet: API_1 SVYW_UPDRSBS BSS 1.java
Load Script: API_1 SYW_UPDRSBS BSS 1.ldr
Cleanup Script: API_1 SYW_UPDRSBS BSS 1.clr
Parameter File: APlI_1 SVW_UPDRSBS BSS 1.par
6.1.1.8.3 Test Procedure
Id Description APl Expectation APDU Expectation
0 SIM Initialization Responses ignored.
1 No EF selected Shall throw
recNumber = 1 sim.access.SIMViewException with
mode = REC_ACC_MODE_ABSOLUTE_CURRENT reason code NO_EF_SELECTED.

recOifset =0

byte[] data = new byt e[ 20]
dataOffset = 0

dataLength = 10

updat eRecor d()

2 Update Absolute and Current from Linear |1 - No exception shall be thrown. =4
Fixed EF 2 - No exception shall be thrown.
1 - fid = DFSI MIEST 3 - No exception shall be thrown.
select() Resp shall be:
2 - fid = EFLARU Resp[0] = '11"
sel ect () .
/1 Record pointer not set. Resp[1] = '11
Resp[2] ='11"
3 - recNumber = 2 Resp[3] = "11'
node = REC_ACC MODE_ABSOLUTE_CURRENT
data[0:3] = '11'
recOfset =0
dataCffset = 0
datalLength = 4
updat eRecor d()
respOffset = 0
respLength = 0
readRecor d()
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Description

APl Expectation

APDU Expectation

Update Current from Linear Fixed EF
1 - fid = DFSI MIEST

sel ect ()

2 - fid = EFLARU

sel ect ()

/1 Set record pointer with nbpde "next".

3 - recNunber = 0

nmode = REC_ACC_MODE_NEXT

recxf f set 0

dat a[ 0: 3] ' 00

dataOffset = 0

datalLength = 4

updat eRecor d()

/! wite data with node "current"

4 - recNunber = 0

data[0:3] = "'22

node = REC_ACC_MODE_ABSOLUTE_CURRENT
updat eRecor d()

// read result with node "absol ute"
respc f set 0

resplLengt h 4

recNunber = 1

nmode = REC_ACC_MODE_ABSOLUTE_CURRENT
readRecor d()

1 - No exception shall be thrown.
2 - No exception shall be thrown.
3 - No exception shall be thrown.
4 - No exception shall be thrown.

resp shall be:
resp[0] = '22'
resp[l] = '22'
resp[2] = '22'
resp[3] = '22'

Update Next from Linear Fixed EF, no record
pointer set
1- fid = FID DF_SI MIEST
sel ect ()
2 - fid = FID_EF_LARU
sel ect

3 - recNumber = 0

node = REC_ACC_MODE_NEXT
recOffset = 0
data[0:3] = "'33

dataO fset = respOfset
dat aLength = respLength
updat eRecor d()

node = REC_ACC_MODE_ABSOLUTE_CURRENT
readRecor d()

0
4

1 - No exception shall be thrown.
2- No exception shall be thrown.
3 - No exception shall be thrown.

Resp shall be:
Resp[0] = '33'
Resp[1] = '33'
Resp[2] = '33'
Resp[3] = '33'

Update Next from Linear Fixed EF, record
pointer set

1 - No exception shall be thrown.
2 - No exception shall be thrown.

1 - rechumber = 0 resp shall be:
?22?} f—sZtEC;A(O)C_N[DE_NEXT resp[0] = '44'
data[0:3] = '44 reSp[;] B ,jj,
dataOfset = 0 resp[ ]_. .
dat aLength = 4 resp[3] = '44
updat eRecor d()
2 - mode = REC_ACC MODE_ABSOLUTE_CURRENT
readRecor d()

6 Update Next from Linear Fixed EF, no more [Shall throw

records
recNunmber = 0
nmode = REC_ACC_MODE_NEXT
rectxf f set 0
dat a[ 0: 3] ' 55’
dataOfset = 0
datalLength = 4
updat eRecor d()

sim.access.SIMViewException with
reason code
RECORD_NUMBER_NOT_AVAIL
ABLE.

Update Previous from Linear Fixed EF, no

record pointer set

1 - fid = DFSI MTEST

sel ect ()

2 - fid = EFLARU

sel ect ()

3 - recNunber = 0

nmode = REC_ACC_MODE_PREVI QUS

recOffset = 0

data[0:3] = '66'

dataOfset = respOfset = 0
dataLength = respLength = 4

updat eRecor d()
4 - node = REC_ACC_MODE_ABSOLUTE_CURRENT
readRecor d()

1 - No exception shall be thrown.
2 - No exception shall be thrown.
3 - No exception shall be thrown.
4 - No exception shall be thrown.

resp shall be:
resp[0] = '66'
resp[1] = '66'
resp[2] = '66'
resp[3] = '66'
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Id Description APl Expectation APDU Expectation
8 | Update Previous from Linear Fixed EF, record |1 - No exception shall be thrown
pointer set 2 - No exception shall be thrown.
1 - recNunber =0 Resp shall be:

nmode = REC_ACC_MODE_PREVI OUS
recOifset =0
data[0:3] = "'77

dataO fset = respOfset
dataLength = respLength
updat eRecor d()
readRecor d()

2 - mode = REC_ACC_MODE_ABSOLUTE_CURRENT

1
D

Resp[0] = 7744’
Resp[1] = '7744'
Resp[2] = '7744'
Resp[3] = 7744

Update Previous from Linear Fixed EF , no
more records
recNunber = 0
node = REC_ACC MODE_PREVI OUS
recOfset = 0

dat a[ 0: 3] ' 88'
dataOfset = respOfset = 0
dataLength = respLength = 4

updat eRecor d()

Shall throw
sim.access.SIMViewException with
reason code
RECORD_NUMBER_NOT_AVAIL
ABLE.

10

Update Previous from Cyclic EF
1- fid = FID DF_SI MIEST
sel ect ()
2 - fid = FI D_EF_CARU
sel ect ()
3 - recNunber = 2
node = REC_ACC MODE_ABSOLUTE_CURRENT
recOffset =0

respOfset = 0
respLength = 3
readRecor d()

4 - recNumber = 2

node = REC_ACC_MODE_PREVI QUS
data[0:2] = resp[0:2] ™ 'FF
dataCffset = 0

datalLength = 3

updat eRecor d()

5 - recNunber = 0

nmode = REC_ACC_MODE_ABSOLUTE_CURRENT
respOffset = 0

respLength = 3

readRecor d()

1 - No exception shall be thrown.
2 - No exception shall be thrown.
3 - No exception shall be thrown.
4 - No exception shall be thrown.
5 - No exception shall be thrown.
resp shall be:

resp[0] = data[0]

resp[1] = data[1]

resp[2] = data[2]

11

Update Absolute from Linear Fixed EF beyond
Records

1- fid = EFLARU

sel ect ()

2 -recNumber = -1

node = REC_ACC MODE_ABSOLUTE_CURRENT

recOfset =0

dataOffset = 0

datalLength = 4

updat eRecor d()

2 - recNunber = 3

updat eRecor d()

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code
RECORD_NUMBER_NOT_AVAIL
ABLE.

3 - Shall throw
sim.access.SIMViewException with
reason code
RECORD_NUMBER_NOT_AVAIL
ABLE.

12

No current record in linear fixed EF, update
current

1 - fid = EFLARU
sel ect () /1 No curr rec
2 - recNunber = 0 // curr rec
nmode = REC_ACC MODE_ABSOLUTE_CURRENT
recOffset =0
dat aO>f f set
dat aLengt h

=0
=4
updat eRecor d()

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code
RECORD_NUMBER_NOT_AVAIL
ABLE.

13

recOffset <0
1 - fid = EFLARU
sel ect ()
2 - recNunber =1 // rec 1
node = REC_ACC_MODE_ABSCLUTE_CURRENT
recOfset = -1
dat aOr f set 0
dat aLengt h 4
updat eRecor d()

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code
OUT_OF_RECORD_BOUNDARIE
S.
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Id Description APl Expectation APDU Expectation
14 recOffset + dataLength > Record Length 1 - No exception shall be thrown.

1- fid = EFLARU 2 - Shall throw

sel ect () sim.access.SIMViewException with

2 - recNunber =1
reason code

O REC_ACC. MODE_ABSCLUTE_CURRENT OUT_OF_RECORD_BOUNDARIE

dataCffset = 0 S.

datalLength = 4

updat eRecor d()

15 Updating with invalid mode 1 - No exception shall be thrown.
1- fid = EFLARU 2 - Shall throw
sel ect () sim.access.SIMViewException with
2 - rechunber =0 reason code INVALID_MODE.
node = 1 _
recOffset = 0 3.- Shall throw . . .
dataCffset = 0 sim.access.SIMViewException with
dataLength = 4 reason code INVALID_MODE.
updat eRecor d(
3 - mode =5
updat eRecor d()

16 Updating Cyclic EF with invalid mode 1 - No exception shall be thrown.
1 - fid = DFSI MIEST 2 - No exception shall be thrown.
select() 3 - Shall throw
iel- eI:; ?) = EFCARU sim.access.SIMViewException with
3 - recNumber = 0 reason code INVALID_MODE.
nmode = REC ACC MODE NEXT 4 - Shall throw
recffset = 0 sim.access.SIMViewException with
data[0:2] = '00' reason code INVALID_MODE.
dataCffset = 0 5 - Shall throw
datalength = 3 sim.access.SIMViewException with
updat eRecor d() reason code INVALID_MODE.

4 - recNunber = 0

node = REC_ACC_MODE_ABSOLUTE_CURRENT
updat eRecor d()

5 - recNunber = 2

node = REC_ACC_MODE_ABSOLUTE_CURRENT
updat eRecor d()

17 datais null Shall throw

byte[] nullBuffer = null java.lang.NullPointerException.
dataOfset = 0

datalLength = 10
updat eRecor d()

18 dataOffset <0 Shall throw
dataOffset = -1 java.lang.
datalength = 10 ArraylndexOutOfBoundsException.
updat eRecor d()

19 dataLength <0 Shall throw
dataCffset = 0 java.lang.
datalength = -1 ArrayindexOutOfBoundsException.
updat eRecor d()

20 dataOffset + dataLength > data.length Shall throw
dataOffset = 10 java.lang.
datalength = 11 ArraylndexOutOfBoundsException.
updat eRecor d()

21 EF is neither Cyclic nor Linear Fixed 1 - No exception shall be thrown.
1 - fid = DFSI MIEST 2 - No exception shall be thrown.
sel ect 0 3 - Shall throw
iel- ect ?) = EFTAR sim.access.SIMViewException with
3 - dataOfset = 0 reason code
datalength = 4 FILE_INCONSISTENT.

updat eRecor d()
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Id Description APl Expectation APDU Expectation
22 Access condition not fulfilled 1 - No exception shall be thrown.
1- fid = EFCNU 2 - Shall throw
sel ect () sim.access.SIMViewException with
2 - recOfset =0 reason code
dataOfset = 0
datalength = 1 AC_NOT_FULFILLED.
mode = REC_ACC_MODE_PREVI OUS 3 - No exception shall be thrown.
updat eRecor d() 4 - Shall throw
3 - fid = EFLNU sim.access.SIMViewException with
sel ect () reason code
4 - recNunber =1 AC_NOT_FULFILLED.
mode = REC_ACC_MODE_ABSOLUTE_CURRENT
recOfset =0
dataOffset = 0
datalLength = 1
updat eRecor d()
23 EF is invalidated 1 - No exception shall be thrown.
1- fid = EFC\R 2 - Shalll throw
mode = REC_ACC_MCDE_PREVI QUS sim.access.SIMViewException with
i nval i dat e() reason code
2 - updat eRecor d() INVALIDATION_STATUS_CONTR
3 - rehabilitate() — —
ADICTION.
3 - No exception shall be thrown.
6.1.1.84 Test Coverage
CRR Number Test Case Number
N1 2,34,5,7,8,10
N2 2,3
N3 56
N4 7,8,9,10
P1 11
P2 12
P3 6
P4 9
P5 13
P6 14
P7 15
P8 16
P9 17
P10 18
P11 19
P12 20
C1 1
Cc2 21
C3 22
C4 23
C5, C6 Not Tested
6.1.1.9 Method seek

Test Area Reference: API_1 SVW_SEEKB_BSS

6.1.1.9.1

Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public short seek(byte node,
byte[] patt,
short pattOffset,
short pattlLength)

throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,

S| Wi enwExcepti on
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6.1.1.9.1.1 Normal execution

— CRRNL1.: If the pattern in patt with the length pattLength at offset pattOffset is found in the record being
specified by mode, the current record pointer is set to that record and the record number is returned. The record
pointer of any other applet is not changed. Thiswill be tested during the testing of the framework.

— CRRN2: If modeis SEEK_FROM_BEGINNING_FORWARD, the search starts with the first record forward
towards the end of thefile.

— CRRNS3: If modeis SEEK_FROM_END_BACKWARD, the search starts with the last record backward towards
the beginning of thefile.

— CRRN4: If modeis SEEK_FROM_NEXT_FORWARD, the search starts from the next record after the current
record pointer forward towards the end of file. If no current record pointer is selected, the search starts with the
first record.

— CRRNS: If modeis SEEK_FROM_PREVIOUS BACKWARD, the search starts from the previous record
before the current record pointer backward towards the beginning of the file. If no current record pointer is
selected the search starts with the last record.

— CRRNEG: If pattern in patt is not found, an instance of SIMViewException shall be thrown. The reason code shall
be SIMViewException.PATTERN_NOT_FOUND.

— CRRN7: If modeis SEEK_FROM_NEXT_FORWARD and the record pointer is at the last record, an instance
of SIMViewException shall be thrown. The reason code shall be
SIMViewException.PATTERN_NOT_FOUND.

— CRRNS: If modeis SEEK_FROM_PREVIOUS BACKWARD and the record pointer is at the first record, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.PATTERN_NOT_FOUND.

6.1.1.9.1.2 Parameter errors

— CRRP1: If modeis nhot between 0 and 3 inclusive (0 = SEEK_FROM_BEGINNING_FORWARD, etc.), an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.INVALID_MODE.

— CRRP2: If the pattern array patt is null, an instance of NullPointerException shall be thrown.
— CRRP3: If pattOffset isless than 0, an instance of ArraylndexOutOf BoundsException shall be thrown.
— CRRP4: If pattLength isless than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

— CRRP5: If pattLength is greater than the size of the record of the currently selected EF, an instance of
SIMViewException shall be thrown. The reason code shall be
SIMViewException.OUT_OF_RECORD_BOUNDARIES.

— CRRPG: If pattOffset plus pattLength is greater than the length of the pattern array patt.length, an instance of
Arrayl ndexOutOfBoundsException shall be thrown.

6.1.1.9.1.3 Context errors

— CRRC1: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown.
The reason code shall be SIMViewException.NO_EF_SELECTED.

— CRRC2: If the currently selected EF is not linear fixed, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.FILE_INCONSISTENT.

— CRRC3: If the calling applet does not fulfil the access condition, READ, to perform this function, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException. AC_NOT_FULFILLED.

— CRRCH4: If the currently selected EF isinvalidated and the file status of the EF does not allow for reading an
invalidated file, an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.INVALIDATION_STATUS CONTRADICTION.
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— CRRCS: If the method call causes a memory problem (e.g. memory access error), an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.MEMORY _PROBLEM.

— CRRCG: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.9.2 Test Suite Files

Additional requirements for the GSM personalization: None

Test Script: APlI_1 SVW_SEEKB BSS 1.scr
Test Applet: API_1 SVYW_SEEKB_BSS 1java
Load Script: API_1 SYW_SEEKB BSS 1.ldr
Cleanup Script: API_1 SYW_SEEKB BSS 1.ldr
Parameter File: APlI_1 SYW_SEEKB BSS 1.par
6.1.1.9.3 Test Procedure
Id Description APl Expectation APDU Expectation
0 SIM Initialization Responses ignored.
1 No EF selected Shall throw
Byte[] patt = new byte[ 20] sim.access.SIMViewException with
pattGffset =0 reason code NO_EF_SELECTED.
pattLength = 10

node = SEEK_FROM BEG NNI NG_FORWARD

seek()

2 Pattern not Found 1 - No exception shall be thrown.
1- fid = DFSIMIEST 2 - No exception shall be thrown.
select() 3 - Shall throw
zel- e';{ ?) = EFLARU sim.access.SIMViewException with
3 - patt[0] = 'DA reason code
patt O f set

0 PATTERN_NOT_FOUND.
1

pattLength =
nmode = SEEK _FROM BEG NNI NG_FORWARD

seek()
3 Seek from Beginning Forward No exception shall be thrown. Shall
patt[0:2] = '55 return 1
pattOfset = 0
pattLength = 3

node = SEEK_FROM BEG NNI NG_FORWARD

seek()
4 Seek from End Backward No exception shall be thrown. Shall
patt[0:2] = '55 return 1
pattOfset = 0
pattLength = 3

mode = SEEK_FROM END_BACKWARD

seek()

5 Seek from Next Forward No exception shall be thrown. Shall
patt[0:2] = 'AA return 2
patt O f set 0

pattlLength 3
node = SEEK_FROM NEXT_FORWARD

seek()

6 Last Record, Seek from Next Forward Shall throw
node = SEEK_FROM NEXT_FORWARD sim.access.SIMViewException with
seek() reason code

PATTERN_NOT_FOUND.

7 Seek from Previous Backward No exception shall be thrown. Shall
patt[0:2] = '55 return 1
pattOffset = 0
pattlLength = 3

node = SEEK_FROM PREVI OUS_BACKWARD
seek()
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Id Description

APl Expectation

APDU Expectation

8 First Record, Seek from Previous Backward

SEEK_FROM_PREVI OUS_BACKWARD

Shall throw
sim.access.SIMViewException with

seek() reason code
PATTERN NOT FOUND.
9 Pattern not Found (out of reach) Shall throw
patt[0:2] = '55 sim.access.SIMViewException with
pattdfset =0 reason code
pattLength = 3

mode = SEEK_FROM NEXT_FORWARD

PATTERN_NOT_FOUND.

seek()
10 Invalid mode 1 - Shall throw
1 - node = 4 sim.access.SIMViewException with
seek() reason code INVALID_MODE
ie'ek??de =1 2 - Shall throw
sim.access.SIMViewException with
reason code INVALID MODE
11 patt is null Shall throw

byte[] nullBuffer = null
node = SEEK_FROM BEG NNI NG_FORWARD

java.lang.NullPointerException.

seek ()
12 pattOffset <0 Shall throw
patt[0:2] = '55' java.lang.
patt Of f set 1 ArraylndexOutOfBoundsException

pattlLength = 3
node = SEEK_FROM BEG NNI NG_FORWARD

seek()
13 pattLength <0 Shall throw
patt[0:2] = '55 java.lang.
pattOffset = 0 ArraylndexOutOfBoundsException
pattLength = -1

mode = SEEK_FROM BEG NNI NG_FORWARD

seek()
14 pattLength > size of record Shall throw
patt[0:4] = '55' sim.access.SIMViewException with
pattOfset =0 reason code
pattlLength = 4

mode = SEEK_FROM BEG NNI NG_FORWARD

OUT_OF RECORD_BOUNDARIE
s

seek()
15 pattOffset + pattLength > patt.length Shall throw
patt[0:2] ='55 java.lang.
pattOffset =1 ArrayindexOutOfBoundsException
pattlLength = 3

mode = SEEK_FROM BEG NNI NG_FORWARD

seek()

16 _ EF is not Linear Fixed 1 - No exception shall be thrown.
1-fid = EFTNU 2 - Shall throw
sel ect () sim.access.SIMViewException with

2 - pattOfset =0
pattLength = 3
nmode = SEEK_FROM BEG NNI NG_FORWARD

reason code
FILE_INCONSISTENT
3 - Shall throw

seek()
3 - fid = EFCNU sim.access.SIMViewException with
sel ect () reason code
seek() FILE _INCONSISTENT

17 Access condition not fulfilled 1 - No exception shall be thrown.
1- fid = EFLNR 2 - Shall throw
sel ect () sim.access.SIMViewException with
2 - patt[0] ='55° reason code
patt O f set

0
1

pattlLength
node = SEEK_FROM BEG NNI NG_FORWARD

AC_NOT_FULFILLED.

seek()
18 EF is invalidated 1 - No exception shall be thrown.
1 - fid = EFLARU 2 - No exception shall be thrown.
select() 3 - Shall throw
g ) 'pg;’f‘l[ 'O]dat:e,( )55 sim.accesg.SIMViewException with
- reason code
B:: : &LZ?L = (1) INVALIDATION_STATUS_CONTR

node = SEEK_FROM BEG NNI NG_FORWARD
seek()
4 - rehabilitate()

ADICTION.
4 - No exception shall be thrown.
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6.1.1.94 Test Coverage
CRR Number Test Case Number
N1 2,3-6,7
N2 3
N3 4
N4 5
N5 7
N6 2,6,8,9
N7 6
N8 8
P1 10
P2 11
P3 12
P4 13
P5 14
P6 15
C1l 1
C2 16
C3 17
C4 18
C5, C6 Not Tested

6.1.1.10 Method increase

Test Area Reference: API_1 SVW_INCR _BS BS

6.1.1.10.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public short increase(byte[] incr,
short incrOffset,
byte[] resp,

short respOifset)

throws java.l ang. Nul | Poi nt er Excepti on,
java. l ang. Arrayl ndexQut Of BoundsExcept i on,
S| MVi ewExcept i on

6.1.1.10.1.1 Normal execution

— CRRN1: Thevalueinthe array incr is added to the value of the last increased / updated record in the currently
selected cyclic EF. Theresult is stored in the oldest record and returned in the array resp. The updated record
becomes record number 1 and is selected as current record. The number of bytes of valid datain resp is returned.

6.1.1.10.1.2 Parameter errors
— CRRPL: If the array incr is null, an instance of NullPointerException shall be thrown.
— CRRP2: If incrOffset is less than O, an instance of ArraylndexOutOfBoundsException shall be thrown.

— CRRP3: If incrOffset plusthe value 3, is greater than the length of the array incr.length, an instance of
Arrayl ndexOutOfBoundsException shall be thrown.

— CRRP4: If the result of the addition is greater than the maximum value of the record (represented by all bytes set
to 'FF'), an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException. MAX_VALUE_REACHED.

— CRRP5: If the array resp is null, an instance of NullPointerException shall be thrown.
— CRRP®G: If respOffset islessthan 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

— CRRPTY: If the remaining length of the array resp at the offset respOffset is less than the length of the record, an
instance of ArraylndexOutOfBoundsException shall be thrown.
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6.1.1.10.1.3 Context errors

CRRC1: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown.
The reason code shall be SIMViewException.NO_EF SELECTED.

CRRC2: If the currently selected EF is not cyclic, an instance of SIMViewException shall be thrown. The reason
code shall be SIMViewException.FILE_INCONSISTENT.

CRRC3: If increase is not alowed as indicated by the FCI byte 8 (TS 51.011 [3]: FCI structure of an EF returned
by the SELECT command), an instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException.FILE_INCONSISTENT.

CRRCA4: If the calling applet does not fulfil the access condition, INCREASE, to perform this function, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException. AC_NOT_FULFILLED.

CRRCE: If the currently selected EF isinvalidated, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.INVALIDATION_STATUS CONTRADICTION.

CRRCE: If the method call causes a memory problem (e.g. memory access error), an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.MEMORY _PROBLEM.

CRRCY7: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.10.2 Test Suite Files

Additional requirements for the GSM personalization: None

Test Script: API_1 SVW_INCR_BS BS 1l.scr
Test Applet: API_1 SVYW_INCR BS BS 1ljava
Load Script: API_1 SYW_INCR BS BS 1.dr
Cleanup Script: APl _1 SYW_INCR BS BS 1.clr
Parameter File: API_1 SYW_INCR_BS BS 1.par
6.1.1.10.3 Test Procedure
Id Description API Expectation APDU Expectation
0 SIM Initialization Responses ignored.
1 No EF selected Shall throw
byte[] incr = new byte[ 4] sim.access.SIMViewException with
byte[] resp = new byte[4] reason code NO_EF_SELECTED.

incrCffset = 0
respOfset = 0

i ncrease()

2 Increase, verify response 1 - No exception shall be thrown.
1 - fid = DFSIMIEST 2 - No exception shall be thrown.
select() 3 - No exception shall be thrown.
iel- efcl ?) = EFCARU 4 - No exception shall be thrown.
3 - //Set both records to 00 00 00 resp[] shall contain {0,0,1,0}.

node = REC_ACC_MODE_PREVI QUS
data[0:3] =0
dataOffset = 0
datalLength = 3
updat eRecor d()
updat eRecor d()

4 - incrOfset =0
incr[2] =1
respOffset = 0

i ncrease()
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Description

APl Expectation

APDU Expectation

Increase, verify file
1- incrOfset =1
incr[2] =0, incr[3] = 2
respOffset =1
i ncrease()
2 - resp[3] =0
recNunber = 0
node = REC_ACC MODE_ABSOLUTE_CURRENT
recOfset =0

1 - No exception shall be thrown.
resp[] shall contain {0,0,0,3}.
2 - No exception shall be thrown.
resp[] shall contain {0,0,3,0}.

respOfset = 0
respLength = 0
readRecor d()
4 incr is null Shall throw
byte[] nullBuffer = null java.lang.NullPointerException.
incrOfset =0
respOfset = 0
i ncrease()
5 incrOffset <0 Shall throw
incrOffset = -1 java.lang.
respffset =0 ArraylndexOutOfBoundsException.
i ncrease()
6 incrOffset + 3 > incr.length Shall throw
incrOfset = 2 java.lang.
respOffset = 0 ArraylndexOutOfBoundsException.
i ncrease()
7 ~Reach Maximum Value Shall throw
incr[0] =incr[1] =incr[2] ="FF sim.access.SIMViewException with
incrOfset = 0 reason code
respdffset =0 MAX_VALUE_REACHED.
i ncrease()
8 | _ resp is null Shall throw
incr[0] = incr[1] = 0x00' java.lang.NullPointerException.
incr[2] = '02'
incrCffset = 0
byte[] respNull = null
respOfset = 0
i ncrease()
9 respOffset <0 Shall throw
incrOfset =0 java.lang.
respffset = -1 ArraylndexOutOfBoundsException.
i ncrease()
10 respOffset + recordLength > resp.length Shall throw
incrOfset =0 java.lang.

respOfset = 2
i ncrease()

ArraylndexOutOfBoundsException.

11

EF is not Cyclic
1 - fid = EFTARU
sel ect ()
2 - incrOfset =0
respOfset = 0
i ncrease()
3 - fid = EFLARU
sel ect ()
4 - incrOfset =0
respOffset =0
i ncrease()

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code
FILE_INCONSISTENT.

3 - No exception shall be thrown.

4 - Shall throw
sim.access.SIMViewException with
reason code

FILE _INCONSISTENT.

12

Access condition not fulfilled
1- fid =EFCNC
sel ect ()
2 - incrOfset =0
respOfset = 0
i ncrease()

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code
AC_NOT_FULFILLED.

13

EF is invalidated
1 - fid = EFCARU
sel ect ()
2 - invalidate()
3 - incrOfset =0
respOfset = 0
i ncrease()
4 - rehabilitate()

1 - No exception shall be thrown.

2 - No exception shall be thrown.

3 - Shall throw
sim.access.SIMViewException with
reason code
INVALIDATION_STATUS_CONTR
ADICTION.

4 - No exception shall be thrown.
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Id Description APl Expectation APDU Expectation
14 Check increase not allowed from FCI 1 - No exception shall be thrown.

1- fciOfset =0 Bit 7 of resp[7] shall not be set (0),

fcilength = 8 , indicating that increase is not

sel ect (FI D_EF_CI NA, fCI ) allowed.

Verify FCl byte 8 (fci[7]) > - Shall throw

2 - incrOfset =0 . . . .
respOffset = 0 sim.access.SIMViewException with

i ncrease() reason code
FILE INCONSISTENT

6.1.1.10.4 Test Coverage
CRR Number Test Case Number
N1 2,3
P1 4
P2 5
P3 6
P4 7
P5 8
P6 9
P7 10
C1l 1
C2 11
C3 14
C4 12
C5 13
Ce6, C7 Not Tested

6.1.1.11 Method invalidate

Test Area Reference: API_1 SVW_INVL

6.1.1.11.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public void invalidate()
throws SI MVi ewException

6.1.1.11.1.1 Normal execution

— CRRNL1: The currently selected EF of the calling applet shall be invalidated, i.e. the flag in the EF file status
shall be changed accordingly.

6.1.1.11.1.2 Parameter errors

No requirements.

6.1.1.11.1.3 Context errors

— CRRC1: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown.
The reason code shall be SIMViewException.NO_EF SELECTED.

— CRRC2: If the calling applet does not fulfil the access condition, INVALIDATE, to perform this function, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException. AC_NOT_FULFILLED.

— CRRC3: If the currently selected EF is aready invalidated, an instance of SIMViewException shall be thrown.
The reason code shall be SIMViewException.INVALIDATION_STATUS _CONTRADICTION.
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— CRRCH4: If the method call causes a memory problem (e.g. memory access error), an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.MEMORY _PROBLEM.

— CRRCS: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.11.2 Test Suite Files

Additional requirements for the GSM personalization: None

Test Script: APlI_1 SVW_INVL_1.scr
Test Applet: API_1 SVW_INVL_1java
Load Script: API_1 SVW_INVL_1.ldr
Cleanup Script: API_1 SVW_INVL_1.clr
Parameter File: APlI_1 SYW_INVL_1.par

6.1.1.11.3 Test Procedure

Id Description APl Expectation APDU Expectation

0 SIM Initialization Responses ignored.

1 No EF is selected 1 - Shall throw
1 - invalidate() sim.access.SIMViewException with
reason code NO_EF _SELECTED.
2 Invalidate EF 1 - No exception shall be thrown.
1 - fid = DFSI MIEST 2 - No exception shall be thrown.
select() 3 - No exception shall be thrown.
iel- efcl ?) = EFTAR 4 - No exception shall be thrown.

3 - invalidate()
4 - rehabilitate()

3 Access condition not fulfilled
1- fid = EFCNIV

sel ect ()

2 - invalidate()

1 - No exception shall be thrown.

2 - Shall throw
sim.access.SIMViewException with
reason code
AC_NOT_FULFILLED.

4 EF is already invalidated 1 - No exception shall be thrown.
1- fid = EFTNR 2 - No exception shall be thrown.
Ze' ect() i dat 3 - Shall throw
3 : E;:I : d:t 28 sim.access.SIMViewException with
reason code
INVALIDATION_STATUS_CONTR
ADICTION.
6.1.1.11.4 Test Coverage
CRR number Test Case Number
N1 2
C1l 1
C2 3
C3 4
C4, C5 Not Tested

6.1.1.12 Method rehabilitate

Test Area Reference: API_1 SVW_REHA
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6.1.1.12.1 Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

public void rehabilitate()
throws SI MVi ewException

6.1.1.12.1.1 Normal execution

— CRRNL1: The currently selected EF of the calling applet shall be rehabilitated, i.e. the flag in the EF file status
shall be changed accordingly.

6.1.1.12.1.2 Parameter errors

No requirements.

6.1.1.12.1.3 Context errors

— CRRC1: If the calling applet has currently no EF selected, an instance of SIMViewException shall be thrown.
The reason code shall be SIMViewException.NO_EF SELECTED.

— CRRC2: If the calling applet does not fulfil the access condition, REHABILITATE, to perform this function, an
instance of SIMViewException shall be thrown. The reason code shall be
SIMViewException. AC_NOT_FULFILLED.

— CRRC3: If the currently selected EF is not invalidated, an instance of SIMViewException shall be thrown. The
reason code shall be SIMViewException.INVALIDATION_STATUS CONTRADICTION.

— CRRCH4: If the method call causes a memory problem (e.g. memory access error), an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException. MEMORY _PROBLEM.

— CRRCS: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be SIMViewException.INTERNAL_ERROR.

6.1.1.12.2 Test Suite Files

Additional requirements for the GSM personalization: None

Test Script: API_1 SVW_REHA_1l.scr
Test Applet: API_1 SVW_REHA_1ljava
Load Script: API_1 SVW_REHA_1.dr
Cleanup Script: APl_1 SVW_REHA_ 1l.clr
Parameter File: API_1 SYW_REHA_1.par
6.1.1.12.3 Test Procedure
Id Description API Expectation APDU Expectation
0 SIM Initialization Responses ignored.
1 No EF is selected 1 - Shall throw
1 - rehabilitate() sim.access.SIMViewException with
reason code NO EF SELECTED.
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Id Description APl Expectation APDU Expectation
2 Rehabilitate invalidated File 1 - No exception shall be thrown.
1 - fid = DFSI MIEST 2 - No exception shall be thrown.
select() 3 - No exception shall be thrown.
2 - fid = EFONR 4 - No exception shall be thrown.
sel ect () .
3 - invalidate() 5 - No exception _shaII be thrown.
4 - rehabilitate() resp[] shall contain {0,0,1}.
5 - byte[] incr = new byte[3] = {0,0, 1}
incrOfset =0
byte[] resp = new byte[1l] =1
respOffset = 0
i ncrease()
3 Access condition not fulfilled 1 - No exception shall be thrown.
1 - fid = EFCNRH 2 - Shall throw
sel ect () sim.access.SIMViewException with

2 - rehabilitate() reason code

AC_NOT_FULFILLED..

4 _ Rehabilitate validated File 1 - No exception shall be thrown.
1- fid = EFCNR 2 - Shall throw
sel ect () sim.access.SIMViewException with

2 - rehabilitate() reason code

INVALIDATION_STATUS_CONTR

ADICTION.
6.1.1.12.4 Test Coverage
CRR number Test Case Number
N1 2
C1l 1
C2 3
C3 4
C4, C5 Not Tested

6.1.2 Class SIMSystem

6.1.2.1 Method getTheSIMView

Test Area Reference: API_1 SSY_GETS

6.1.2.1.1 Conformance Requirement:

The method with following header shall compliant to its definition in the API.

public static S| MWiew get TheSl Wiew)

6.1.2.1.1.1 Normal execution

e CRRNZ1: returns areference to class which implements the SIMView interface.

6.1.2.1.1.2 Parameters error

No requirements.

6.1.2.1.1.3 Context errors

No requirements.
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Test Script: APlI_1 SSY GETS 1.scr
Test Applet: APlI_1 SSY GETS ljava
Load Script: API_1 SSY GETS 1.ldr
Cleanup Script: APl _1 SSY GETS 1.cr
Parameter File: APl _1 SSY GETS l.par
6.1.2.1.3 Test Procedure
Id Description APl Expectation APDU Expectation
1 reference not equal null after execute The returned reference shall be not
null after execute
2 reference to the GSM interface Returned a reference to the GSM
interface
6.1.2.1.4 Test Coverage
CRR number Test case number
N1 1,2

6.1.3 Class SIMViewException

6.1.3.1 Method throwlt

Test Area Reference: API_1 SVE THITS

6.1.3.1.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public static void throwt(short reason)
throws SI MVi ewException

6.1.3.1.1.1 Normal execution

— CRRNL1: Throwsthe JCRE instance of SIMViewException with the specified reason.

— CRRN2: Extends javacard.framework.CardRuntimeException.

6.1.3.1.1.2 Parameter errors

No reguirements.

6.1.3.1.1.3 Context errors

No reguirements.

6.1.3.1.2 Test Suite Files

No additional requirements for the GSM personalization
Test Script: APl_1 SVE THITS l.scr
Test Applet: APl_1 SVE_THITS ljava
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Load Script: API_1 SVE THITS 1.ldr
Cleanup Script: APlI_1 SVE THITS 1.clr
Parameter File: APlI_1 SVE THITS 1.par
6.1.3.1.3 Test Procedure
Id Description API Expectation APDU Expectation
1 Throws the JCRE instance of Reason =0
SIMViewException with the specified reason
2 Throws the JCRE instance of Reason=1
SIMViewException with the specified reason
3 Throws the JCRE instance of Reason = 15
SIMViewException with the specified reason
4 SIMViewException extends Reason =0
javacard.framework.CardRuntimeException
5 SIMViewException extends Reason=1
javacard.framework.CardRuntimeException
6 SIMViewException extends Reason = 15
javacard.framework.CardRuntimeException

6.1.3.14 Test Coverage
CRR number Test case number
N1 1,2,3
N2 45,6
6.1.3.2 Constructor

Test Area Reference: API_1 SVE COORS

6.1.3.2.1 Conformance Requirement:

The method with following header shall compliant to its definition in the API.

public Sl Wi ewException(short reason)
throws SI Wi ewException

6.1.3.2.1.1 Normal execution

— CRRNL1: Construct a SIMViewException with the specified reason.

6.1.3.2.1.2 Parameters error

No reguirements.

6.1.3.2.1.3 Context errors

No requirements.

6.1.3.2.2 Test suite files

No additional requirements for the GSM personalization

Test Script: API_1 SVE COORS 1.scr
Test Applet: API_1_SVE COORS 1.java
Load Script: APl 1 SVE COORS.dr
Cleanup Script: API_1 SVE_COORS.clr
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Parameter File: API_1 SVE _COORS.par
6.1.3.2.3 Test Procedure
Id Description API Expectation APDU Expectation

1 | SIMViewException with the specified reason |Reason (specified)
(The reason shall set with set Reason and
conmpare the Exception wth getReason)

6.1.3.2.4 Test Coverage
CRR number Test case number
N1 1
6.1.3.3 Reason Codes

Test Area Reference: API_1 SVE CONS

6.1.3.3.1 Conformance Requirement:

Thereisno API, only constants. This constants shall compliant to its definition in the API.

6.1.3.3.1.1 Normal execution

— CRRNL1: The Constants of the class SIMViewException shall al have the same name and value defined in the
3GPPTS43.019 [7].

— CRRN2: Constructs SIMViewException a Exception with the specified reason.

6.1.3.3.1.2 Parameters error

No reguirements.

6.1.3.3.1.3 Context errors

No reguirements.

6.1.3.3.2 Test suite files
None.
6.1.3.3.3 Test Procedure

The constants in Java are resolved at compilation time, therefore a runtime test is not useful. No test of constants will be
performed

6.2 Package sim.toolkit

6.2.1 Interface ToolkitConstants

6.2.1.1 Constants

Test Area Reference: APl 2 TKC_CONS
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6.2.1.1.1 Conformance Requirement

Thereisno API, only constants. This constants shall be compare to its definition in the API.

6.2.1.1.1.1 Normal execution

e CRRNZ1: The Toolkit Constants shall all have the same name and value as defined in 3GPP TS 43.019 [7].

6.2.1.1.1.2 Parameters error

No requirements.

6.2.1.1.1.3 Context errors

No reguirements.

6.2.1.1.2 Test suite files
None.
6.2.1.1.3 Test Procedure

The constants in Java are resolved at compilation time, therefore aruntime test is not useful. No test of constants will be
performed.

6.2.2 Interface Toolkitinterface

6.2.2.1 Method processToolkit

Test Area Reference: API_2 TKI_PRTKB

6.2.2.1.1 Conformance Requirement:

The method with following prototype shall be compliant to its definition in the API.

public void processTool kit (byte event)
throws Tool ki t Exception

6.2.2.1.1.1 Normal execution

— CRRNL1: Thisinterface must be implemented by a Toolkit applet (which extends the javacard.framework.Appl et
class) so that it can be triggered by the Toolkit Handler according to the registration information.

— CRRN2: The Toolkit applet will have to implement the processT ool kit shared method so that the following
events can be notified:

Event Description

EVENT_PROFI LE_DOMNLOAD Terminal Profile command reception

EVENT_FORMATTED_SMS_PP_ENV Formatted envelope SMS-PP Data Download
reception

EVENT_FORMATTED_SM5_PP_UPD Formatted Update Record EF SMS

EVENT_FORMATTED_SMS_CB Formatted envelope Cell Broadcast Data
Download command reception

EVENT_UNFORVATTED_SMS_PP_ENV Unformatted Envelope SMS-PP Data Download
reception

EVENT_UNFORVATTED_SMS_PP_UPD Unformatted Update Record EF SMS

EVENT_UNFORMVATTED_SM5_CB Unformatted Cell Broadcast Data Download
command reception

EVENT_MENU_SELECTI ON Envelope Menu Selection command reception

EVENT_MENU_SELECTI ON_HELP_REQUEST Envelope Menu Selection Help Request
command reception

EVENT_CALL_CONTROL_BY_SI M Envelope Call Control by SIM command reception
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Event

Description

EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI M

Envelope MO Short Message Control by SIM
command reception

EVENT_TI MER_EXPI RATI ON

Envelope Timer Expiration

EVENT_EVENT_DOWKNLOAD_MT_CALL

Envelope Event Download - MT call

EVENT_EVENT_DOWNLOAD_CALL_CONNECTED

Envelope Event Download - Call connected

EVENT_EVENT_DOWNLOAD_CALL_DI SCONNECTED

Event Download - Call disconnected

EVENT_EVENT_DOWNLOAD_LOCATI ON_STATUS

Envelope Event Download - Location status

EVENT_EVENT_DOWNLOAD_USER_ACTI VI TY

Envelope Event Download - User activity

EVENT_EVENT_DOWNLOAD | DLE_SCREEN_AVAI LABLE

Envelope Event Download - Idle screen available

EVENT_EVENT_DOWNLOAD _CARD_READER STATUS

Envelope Event Download - Card Reader Status

EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTI ON

Envelope Event Download - Language Selection

EVENT_EVENT_DOWN_OAD_BROWSER TERM NATI ON

Envelope Event Download - Browser Termination

EVENT_EVENT_DOWNLOAD_DATA_AVAI LABLE

Envelope Event Download - Data Available

EVENT_EVENT_DOWNLOAD_CHANNEL _STATUS

Envelope Event Download - Channel Status

EVENT_FI RST_COVMAND _AFTER SELECT

First command performed after select GSM
application or ATR

EVENT_STATUS_COVVAND

Status APDU command event

EVENT_UNRECOGNI ZED_ENVELOPE

Unrecognized Envelope command reception

6.2.2.1.1.2 Parameters error

No reguirements.

6.2.2.1.1.3 Context errors

No requirements.

6.2.2.1.2 Test suite files

The method is tested in the Framework.

6.2.2.1.3 Test Coverage
CRR number Test case number
N1 Tested in Framework
N2 Tested in Framework
6.2.3 Class EditHandler

It isnot possible to test the methods provided by this class asit is declared "abstract'; it will be done in the class

inheriting it: EnvelopeResponseHandler, ProactiveHandler.

6.2.4 Class EnvelopeHandler

6.24.1

Test Area Reference: API_2 ENH_GENT

Method getEnvelopeTag

6.2.4.1.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public byte getEnvel opeTag()

6.24.1.1.1 Normal execution

— CRRN1: The method shall return the Envelope BER-TLYV tag.
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— CRRN2: The Envelope BER TAG isavailable for all triggered toolkit applets from the invocation to the
termination of their processToolkit method if the EnvelopeHandler is available.

6.2.4.1.1.2 Parameters error

No reguirements.

6.2.4.1.1.3 Context errors

No reguirements.

6.2.4.1.2 Test suite files
Test Script: API_2 ENH_GENT_1.scr
Test Applet: API_2 ENH_GENT _1java
Load Script: APl _2 ENH_GENT_1.Idr
Cleanup Script: API_2 ENH_GENT 1.clr
Parameter File: APlI_2 ENH_GENT _1.par
6.2.4.1.3 Test Procedure
Id Description APl Expectation APDU Expectation
1 |getEnvelopeTag called just after triggering of the |Returns OxD1
application.
2 |getEnvelopeTag called after a proactive Returns 0xD1
command.
3 |getEnvelopeTag called after a second proactive  |[Returns OxD1
command.
6.24.1.4 Test Coverage
CRR number Test case number
N1 1,2,3
N2 1,2,3
6.2.4.2 Method getltemIdentifier
Test Area Reference: API_2 ENH_GIID
6.2.4.2.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public byte getltem dentifier()
t hrows Tool ki t Excepti on

6.24.2.11 Normal execution
— CRRN1:The method shall return the item identifier byte value.
— CRRN2:Theitem identifier byte value returned shall be from the first Item Identifier TLV element.
— CRRNBS: If the element is available it becomes the TLV selected.

— CRRN4: Theitem identifier isavailable for all triggered toolkit applets from the invocation to the termination of
their processToolkit method if the EnvelopeHandler is available.
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6.2.4.2.1.2 Parameters error

No requirements.

6.2.4.2.1.3 Context errors

— CRRC1: The method shall throw ToolkitException (UNAVAILABLE_ELEMENT) if the itemidentifier TLV is
not present.

— CRRC2: The method shall throw ToolkitException (OUT_OF TLV_BOUNDARIES) if the item identifier byte
ismissing in the Item Identifier Simple TLV.

6.2.4.2.2 Test suite files
Test Script: API_2 ENH_GIID_1.scr
Test Applet: API_2_ENH_GIID_1java
Load Script: API_2 ENH_GIID_1.Idr
Cleanup Script: API_2_ENH_GIID_1.cIr

Parameter File; APlI_2 ENH_GIID_1.par

6.2.4.2.3 Test Procedure
Id Description APl Expectation APDU Expectation
1 |Send envelope SMS-PP Formatted with item Returns 03
identifier TLV and identifier value of 03
2 |Send envelope SMS-PP Formatted with two item |Returns FF
identifier TLV with first value FF and second 44
3 |Send envelope SMS-PP Formatted with two item |Returns 81
identifier TLV with first value 81 and second 44, Returns 81

call twice the method getltemldentifier

4 |Send envelope SMS-PP Formatted with item
identifier TLV and value of 66. FindTLV with TAG
02. getltemldentifier and then getValueByte with
offset 0

getltemldentifier=getValueByte

Send envelope SMS-PP Formatted without item
identifier TLV and getltemldentifier

ToolkitException
(UNAVAILABLE_ELEMENT)

6 |Send Envelope SMS-PP Formatted with item

getltemldentifier

identifier TLV (66), send proactive command. Then

Returns 66

7 |Send Envelope SMS-PP Formatted with item

identifier TLV but without item number

ToolkitException
(OUT_OF_TLV_BOUNDARIES)

6.2.4.2.4

6.2.4.3

Test Coverage

CRR number

Test case nhumber

N1

1,2,3

N2

2,3

N3

N4

C1

c2

~N|g|o|~

Test Area Reference: API_2 ENH_GSDL

6.2.4.3.1

Conformance Requirement:

Method getSecuredDatalLength
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The method with following header shall be compliant to its definition in the API.

public short get SecuredDat alLength()
t hrows Tool ki t Exception

6.2.4.3.1.1 Normal execution

— CRRNL1: The method shall return the length of the Secured Data from the Command Packet in the SMS TPDU
(simple or concatenated ) or Cell Broadcast Page Simple TLV contained in the Envelope handler.

— CRRN2: Thelength isfrom the first SMSTPDU TLV or Cell Broadcast Page Simple TLV.
— CRRNS: The length should not include padding bytes.

— CRRN4: The method can be used if the event iSEVENT_FORMATTED_SMS PP_ENV and if the SMS
TP-UD isformatted according to 3GPP TS 23.048 [§].

— CRRNS5: The method can be used if the event isEVENT_FORMATTED_SMS _PP_UPD and if the SMS
TP-UD isformatted according to 3GPP TS 23.048 [8§].

— CRRNG6: The method can be used if the event iSEVENT_FORMATTED_SMS CB and if the Cell Broadcast
Page is formatted according to 3GPP TS 23.048 [8].

— CRRNZ7: If the method is successful and if the event isEVENT_FORMATTED_SMS PP_ENV, the selected
TLV should bethe SMSTPDU TLV.

— CRRNS: If the method is successful and if the event isEVENT_FORMATTED_SMS PP_UPD, the selected
TLV should be the SMSTPDU TLV.

— CRRNQ: If the method is successful and if the event iSEVENT_FORMATTED_SMS CB, the selected TLV
should be the Cell Broadcast Page TLV.

6.2.4.3.1.2 Parameters error

No reguirements.

6.2.4.3.1.3 Context errors

— CRRC1: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of unavailable
SMSTPDU TLV element or Cell Broadcast Page Simple TLV.

— CRRC2: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of wrong data
format.

6.2.4.3.2 Test suite files
Specific triggering:

- FORMATTED SMS CB.

- UNFORMATTED SMSCB.

- FORMATTED SMSPP UPD.

- UNFORMATED SMSPPENV.

- For Formatted triggering if CORC/DS is used, the security paraneters are the one used for
downl oadi ng applications.

Test Script: API_2 ENH_GSDL_1.scr
Test Applet: API_2 ENH_GSDL_1.java
Load Script: API_2 ENH_GSDL_1.ldr
Cleanup Script: API_2 ENH_GSDL_1.clr
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Parameter File: APlI_2 ENH_GSDL_1.par
6.2.4.3.3 Test procedure
Id Description API Expectation APDU Expectation

FORMATTED SMS PP ENV Triggering
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for 2 concatenated envelopes : OxFA

Id Description APl Expectation APDU Expectation

1 |Test with FORMATTED_SMS PP_ENV and TP- |Returns Ox002A
OA length of 2

2 |Test with TP-OA length of 6 Returns 0x002A

3 |Test with TP-OA length of 12 Returns 0x002A

4 |Test with RC/CC/DS length of 0 Returns 0x0010

5 |Test with RC/CC/DS length of 8 Returns 0x0010

6 |Testwith PCNTR =0 Returns 0x0010

7 |Testwith PCNTR =7 Returns 0x0005

8 |Test with Secured Data Length = 00 Returns 0x0000

9 |Test with Secured Data Length = 0x33 Returns 0x0033

10 [Test with Secured Data Length = 0x6C (UDL = Returns 0x006C
0X7F)

11 |Test with Secured Data Length = 0x6D (UDL = Returns 0x006D
0x80)

12 |Test with Secured Data Length = maximum length |Returns 0x0079
for one envelope : 0x79 (UDL = 0x8C)

13 |Verify it is the first TPDU TLV: Returns 0x0005
Send a SMS PP with 2 TPDU TLV and inside two
different secured data lengths: 5 and 10

14 |Test with secured data length = Ox7F (2 Returns 0x007F
concatenated envelopes are needed)

15 |Test with secured data length = 0x80 (2 Returns 0x0080
concatenated envelopes are needed)

16 |Test with secured data length = maximum length  |Returns 0xO0FA
for 2 concatenated envelopes : OxFA

17 |Test with FORMATTED_SMS_PP_ENV getValueByte returns 0x0040
Verify after call of the method the current TLV is
the TPDU TLV:
findTLV device identities, getSecuredDatalength
and then getValueByte to verify that the current
TLV is the TPDU TLV

FORMATTED SMS PP UPD Triggering

18 |Same test as 1 but with Returns 0x002A
FORMATTED _SMS PP _UPD

19 |Same test as 2 but with Returns 0x002A
FORMATTED _SMS PP_UPD

20 [Same test as 3 but with Returns 0x002A
FORMATTED_SMS_PP_UPD

21 |Same test as 4 but with Returns 0x0010
FORMATTED _SMS PP _UPD

22 |Same test as 5 but with Returns 0x0010
FORMATTED _SMS PP_UPD

23 [Same test as 6 but with Returns 0x0010
FORMATTED_SMS_PP_UPD

24 |Same test as 7 but with Returns 0x0005
FORMATTED _SMS PP _UPD

25 |Same test as 8 but with Returns 0x0000
FORMATTED _SMS PP_UPD

26 |Same test as 9 but with Returns 0x0033
FORMATTED _SMS _PP_UPD

27 |Same test as 10 but with Returns 0x006C
FORMATTED _SMS PP _UPD

28 [Same test as 11 but with Returns 0x006D
FORMATTED _SMS _PP_UPD

29 [Same test as 12 but with Returns 0x0079
FORMATTED _SMS PP_UPD

30 |Same test as 13 but with Returns 0x0005
FORMATTED _SMS PP _UPD

31 |Test with secured data length = Ox7F (2 Returns 0x007F
concatenated envelopes are needed)

32 |Test with secured data length = 0x80 (2 Returns 0x0080
concatenated envelopes are needed)

33 |Test with secured data length = maximum length  [Returns OXOOFA
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Id Description APl Expectation APDU Expectation
34 |Test with FORMATTED_SMS_PP_UPD getValueByte returns 0x0040
Verify after call of the method the current TLV is
the TPDU TLV:
findTLV device identities, getSecuredDatalength
and then getValueByte to verify that the current
TLV is the TPDU TLV

FORMATTED SMS CB Triggering
35 |Same test as 4 but with FORMATTED _SMS CB |Returns 0x0010
36 |Same test as 5 but with FORMATTED SMS CB |Returns 0x0010
37 |Same test as 6 but with FORMATTED _SMS_CB  |Returns 0x0010
38 |Same test as 7 but with FORMATTED _SMS_CB  |Returns 0x0005
39 |Same test as 8 but with FORMATTED SMS CB |Returns 0x0000
40 |Same test as 9 but with FORMATTED _SMS CB |Returns 0x0033
41 |Same test as 12 but with maximum secured data |Returns 0x0042
length: Ox42, and FORMATTED_SMS_CB
42 |Test with FORMATTED_SMS_CB getValueByte returns 0x00
Verify after call of the method the current TLV is
the Cell Broadcast Page TLV:
findTLV device identities, getSecuredDatalLength
and then getValueByte to verify that the current
TLV is the Cell Broadcast Page TLV

Error tests

43 |Send an envelope SMS CB, ToolkitException
getSecuredDatal ength UNAVAILABLE_ELEMENT
44 |Send an envelope SMS PP unformatted ToolkitException

UNAVAILABLE_ELEMENT

6.2.4.3.4 Test Coverage
CRR number Test case humber
N1 1to 42
N2 13, 30
N3 6, 7, 23, 24, 37, 38
N4 1to 17
N5 18 to 34
N6 35t0 42
N7 17
N8 34
N9 42
C1l 43
c2 44
6.2.4.4 Method getSecuredDataOffset
Test Area Reference: API_2 ENH_GSDO
6.2.4.4.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public short get SecuredDataC fset ()
t hrows Tool ki t Exception

6.24.4.1.1 Normal execution

e CRRNZ1: The method shall return the offset of the secured data first byte containedinaSMSTPDU TLV.
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e CRRNZ2: The offset isfrom the first SMSTPDU TLV.

e CRRNS3: The method can be used if the event isSEVENT_FORMATTED_SMS PP_ENV and if the SMS TP-
UD isformatted according to 3GPP TS 23.048 [8].

e CRRN4: The method can be used if the event iSEVENT_FORMATTED_SMS PP_UPD and if the SMS TP-
UD isformatted according to 3GPP TS 23.048 [8].

e CRRNS5: The method can be used if the event isEVENT_FORMATTED_SMS CB and if the Cell Broadcast
Page is formatted according to 3GPP TS 23.048 [8].

¢ CRRNG: If the method is successful and if the event iSEVENT_FORMATTED_SMS PP _ENV, the selected
TLV should bethe SMSTPDU TLV.

e CRRNY7: If the method is successful and if the event isEVENT_FORMATTED_SMS PP_UPD, the selected
TLV should bethe SMSTPDU TLV.

e CRRNS: If the method is successful and if the event isEVENT_FORMATTED_SMS_CB, the selected TLV
should be the Cell Broadcast Page TLV.

o CRNNO: If the Secured Datalength is zero the value returned shall be the offset of the first byte following the
3GPP TS 23.048 [8] Command Packet structure.

6.2.4.4.1.2 Parameters error

No reguirements.

6.2.4.4.1.3 Context errors

e CRRC1: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of unavailable
SMSTPDU TLV element.

e CRRC2: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of wrong data
format.

6.2.4.4.2 Test suite files
Specific triggering:

- FORMATTED SMSCB.

- UNFORMATTED SMSCB.

- FORMATTED SMS PP UPD.

- UNFORMATED SMSPPENV.

- For Formatted triggering if CC/RC/DS is used, the security parameters are the one used for downloading

applications.
Test Script: API_2 ENH_GSDO_1.scr
Test Applet: APl_2 ENH_GSDO 1java
Load Script: API_2 ENH_GSDO_1.ldr
Cleanup Script: APl 2 ENH_GSDO 1.clr
Parameter File: API_2 ENH_GSDO_1.par
6.2.4.4.3 Test Procedure
Id Description API Expectation APDU Expectation

FORMATTED SMS PP ENV triggering
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Id Description APl Expectation APDU Expectation
1 |Test with TP-OA length of 2 and RC/CC/DS length |Returns 0x21
is 0
2 |Test with TP-OA length of 6 and RC/CC/DS length |[Returns 0x23
is0
3 |Test with TP-OA length of 12 and RC/CC/DS Returns 0x26
length is 0
4 |Test with RC/CC/DS length of 0 and TP-OA length |[Returns 0x21
is 2
5 |Test with RC/CC/DS length of 8 and TP-OA length |[Returns 0x29
is 2
6 |Send a SMS PP with 2 TPDU TLV and inside two [Returns 0x24 ( the first offset )
different secured data offsets
7 |Same test as 1 but without any secured data Returns 0x21
8 |Test with FORMATTED_SMS_PP ENV Returns 0x40
Verify after call of the method the current TLV is
the TPDU TLV:
findTLV device identities, getSecuredDataOffset
and then getValueByte to verify that the current
TLV is the TPDU TLV
9 |Same test as 1, but with a concatenated SMS (2 |Returns 0x21
Short Messages and maximum Secured Data
Length = Ox00FA)
FORMATTED SMS PP UPR triggering
10 |Same test as 1 but with Returns 0x21
FORMATTED _SMS PP _UPD
11 |Same test as 2 but with Returns 0x23
FORMATTED _SMS PP _UPD
12 |Same test as 3 but with Returns 0x26
FORMATTED _SMS PP _UPD
13 |Same test as 4 but with Returns 0x21
FORMATTED _SMS PP_UPD
14 |Same test as 5 but with Returns 0x29
FORMATTED _SMS PP_UPD
15 |Same test as 6 but with Returns 0x24 ( the first offset )
FORMATTED _SMS PP _UPD
16 |Same test as 7 but with Returns 0x21
FORMATTED _SMS PP _UPD
17 |Test with FORMATTED_SMS_PP UPD Returns 0x40
Verify after call of the method the current TLV is
the TPDU TLV:
findTLV device identities, getSecuredDataOffset
and then getValueByte to verify that the current
TLV is the TPDU TLV
18 |Same test as 10, but with a concatenated SMS (2 |Returns 0x21
Short Messages and maximum Secured Data
Length = Ox00FA)
FORMATTED SMS CB triggering
19 |Same test as 4 but with FORMATTED _SMS_CB |Returns 0x16
20 |Same test as 5 but with FORMATTED _SMS_CB |Returns Ox1E
21 |Same test as 7 but with FORMATTED _SMS_CB |Returns 0x16
22 |Test with FORMATTED_SMS_CB Returns 0x00
Verify after call of the method the current TLV is
the Cell Broadcast Page TLV:
findTLV device identities, getSecuredDataOffset
and then getValueByte to verify that the current
TLV is the Cell Broadcast Page TLV
UNFORMATTED Triggering
23 [Send an UNFORMATTED SMS CB envelope, ToolkitException
getSecuredDataOffset UNAVAILABLE_ELEMENT
24 |Send an UNFORMATTED SMS PP envelope, ToolkitException
getSecuredDataOffset UNAVAILABLE _ELEMENT
6.2.4.4.4 Test Coverage
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CRR number Test case number

N1 1to 22.

N2 6, 15.

N3 1to9.

N4 10 to 18.

N5 19, 20, 21, 22

N6 8

N7 17

N8 22

N9 7,16, 21.

Ci 23

C2 24
6.2.4.5 Method getTheHandler

Test Area Reference: API_2 ENH_GTHD

6.2.4.5.1 Conformance Requirements

The method with following header shall be compliant to its definition in the API.

public static Envel opeHandl er get TheHandl er ()
throws Tool ki t Excepti on

6.2.451.1 Normal execution
e CRRNZ1: The method shall return the single system instance of the EnvelopeHandler class.

e CRRN2: The EnvelopeHandler isa Temporary JCRE Entry Point Object ( see Javacard 2.1 Runtime
Environment (JCRE) Specification [12])

6.2.4.5.1.2 Parameters error

No requirements.

6.2.4.5.1.3 Context errors

¢ CRRCL1: The method shall thrown ToolkitException (HANDLER_NOT_AVAILABLE) if the handler is busy.

6.2.4.5.2 Test suite files
Test Script: API_2 ENH_GTHD_1.scr
Test Applet: API_2 ENH_GTHD_1,java
Load Script: API_2_ENH_GTHD_1.ldr
Cleanup Script: APl 2 ENH_GTHD_1.clr
Parameter File: API_2 ENH_GTHD_1.par
6.2.4.5.3 Test Procedure
Id Description API Expectation APDU Expectation
1 getTheHandler twice The returned objects shall be the
same
2 Verify that getTheHandler returns an The reference returned shall be an
EnvelopeHandler EnvelopeHandler (check cast)
GetTheHandler
3 Verify the returned value is not null The reference returned shall not be
GetTheHandler null.
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6.2.45.4 Test Coverage
CRR number Test case number
N1 1,2,3
N2 Checked in Framework tests: FWK_API_HEPO (test case 1)
Cl Checked in Framework tests: FWK_MHA ENHD
6.2.4.6 Method getTPUDLOffset

Test Area Reference: API_2 ENH_GTPO

6.2.4.6.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public short get TPUDLOf f set ()
t hrows Tool ki t Excepti on

6.2.4.6.1.1 Normal execution
e CRRN1: The method shall return the TPUDL offset inaSMS TPDU TLV.
e CRRN2: Theoffset isfromthe firsst SMSTPDU TLV.
e CRRNS3: The method can be used if the event is EVENT_FORMATTED_SMS PP_ENV.
e CRRN4: The method can be used if the event isEVENT_FORMATTED_SMS PP _UPD.
e CRRNS5: The method can be used if the event isEVENT_UNFORMATTED_SMS PP_ENV.
e CRRNG6: The method can be used if the event isEVENT_UNFORMATTED_SMS_PP_UPD.

e CRRNY7: If the method is successful, the selected TLV should be the SMSTPDU TLV.

6.2.4.6.1.2 Parameters error

No requirements.

6.2.4.6.1.3 Context errors

e CRRC1: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) in case of unavailable
SMSTPDU TLV eement.

e CRRC2: The method shall thrown ToolkitException (UNAVAILABLE_ELEMENT) if the TPUDL field does

not exist.
6.2.4.6.2 Test suite files
Specific triggering:
- FORMATTED SMS PP UPD.
- UNFORMATTED SMS PP UPD.
- UNFORMATTED SMS PP ENV.
- UNFORMATTED SMSCB.
Test Script: APl _2 ENH_GTPO_1.scr
Test Applet: API_2_ENH_GTPO_1ljava

ETSI



3GPP TS 51.013 version 15.1.0 Release 15

Load Script:
Cleanup Script:

Parameter File:

API_2 ENH_GTPO_L.ldr
API_2 ENH_GTPO_Lclr
API_2 ENH_GTPO_1.par

72

ETSI TS 151 013 V15.1.0 (2020-11)

6.2.4.6.3 Test procedure
Id Description API Expectation APDU Expectation
FORMATTED SMS PP ENV triggering
1 |Test with TP-OA length of 2 Returns 0x0D
2 |Test with TP-OA length of 6 Returns Ox0F
3 |Test with TP-OA length of 12 Returns 0x12
4 |Send a SMS PP with 2 TPDU TLV and inside two  |Returns 0x10 (the first offset)
different UDL offsets
5 |Same test as 1, but with a concatenated SMS (2 Returns Ox0D
Short Messages and maximum Secured Data
Length = Ox00FA)
6 |Verify after call of the method the current TLV is the |Returns 0x40
TPDU TLV:
findTLV device identities, getTPUDLOffset and then
getValueByte to verify that the current TLV is the
TPDU TLV
FORMATTED SMS PP UPD triggering
7 |Same test as 1 but with Returns 0x0D
FORMATTED_SMS _PP_UPD
8 |Same test as 2 but with Returns Ox0F
FORMATTED_SMS_PP_UPD
9 |Same test as 3 but with Returns 0x12
FORMATTED SMS PP_UPD
10 [Same test as 4 but with Returns 0x10 (the first offset)
FORMATTED SMS PP UPD
11 [Same test as 7, but with a concatenated SMS (2 Returns 0x0D
Short Messages and maximum Secured Data
Length = OX0O0FA)
UNFORMATTED SMS PP UPD triggering
12 |Same test as 1 but with Returns 0x0D
UNFORMATTED SMS PP UPD
13 |Same test as 2 but with Returns Ox0F
UNFORMATTED_SMS PP _UPD
14 |Same test as 3 but with Returns 0x12
UNFORMATTED SMS PP _UPD
15 [Same test as 4 but with Returns 0x12 (the first offset)
UNFORMATTED SMS PP UPD
16 |Same test as 12, but with a concatenated SMS (2  |Returns 0x0D
Short Messages and maximum User Data Length =
0x010C)
UNFORMATTED SMS PP ENV triggering
17 |Same test as 1 but with Returns 0x0D
UNFORMATTED SMS PP ENV
18 |Same test as 2 but with Returns Ox0F
UNFORMATTED _SMS PP_ENV
19 |Same test as 3 but with Returns 0x12
UNFORMATTED SMS PP _ENV
20 |Same test as 4 but with Returns 0x10 (the first offset)
UNFORMATTED SMS PP ENV
21 |Same test as 17, but with a concatenated SMS (2  |Returns 0xOD
Short Messages and maximum User Data Length =
0x010C)
SMS CB triggering
22 |Send an envelope SMS CB, getTPUDLOffset ToolkitException
UNAVAILABLE _ELEMENT
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6.2.4.6.4 Test Coverage
CRR number Test case number
N1 1to 21.
N2 4,10, 15, 20.
N3 1,2,3,4,5,6
N4 7,8,9, 10, 11
N5 12,13, 14, 15, 16
N6 17, 18, 19, 20, 21
N7 6
C1 22
Cc2 Not applicable
6.2.4.7 Method getLength

Test Area Reference: API_2 ENH_GLEN

6.2.4.7.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public short getlLength()
t hrows Tool ki t Exception

6.24.7.1.1 Normal execution

e CRRNZ1: returns the length in bytes of the TLV list.

6.2.4.7.1.2 Parameter Error

No reguirements.

6.2.4.7.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

6.2.4.7.2 Test Suite files

Specific triggering: None

Test Script: API_2 ENH_GLEN_1.scr
Test Applet: APl 2 ENH_GLEN_1java
Load Script: API_2 ENH_GLEN_1.ldr
Cleanup Script: APl 2 ENH_GLEN_ 1.clr

Parameter File:

API_2 ENH_GLEN_1.par

6.2.4.7.3 Test Procedure
Id Description API Expectation APDU Expectation
1 [Send an envelope SMS PP with BER length of 0x31  |Result of getLength() is 0x0031
2 |Send an envelope SMS PP with BER length of 0x7F  |Result of getLength() is 0x007Fh
3 |Send an envelope SMS PP with BER length of 81 80 |Result of getLength() is 0x0080h
4 |Send an envelope SMS PP with BER length of 81 FC |Result of getLength() is 0XO0FCh
(maximum length for a single SMS)
5 |Send formatted SMS with BER length of OxO0FF, Result of getLength() is 0xO0FFh
using 2 concatenated SMS
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6 |Send formatted SMS with BER length of 0x0100,
using 2 concatenated SMS

Result of getLength() is 0x0100h

7 |Send formatted SMS with maximum user data length
(0x10D) (BER length:0x012F), using 2 concatenated

Result of getLength() is 0x012Fh

SMS
6.2.4.7.4 Test Coverage
CRR number Test case number
N1 1,2,3,456,7
C1 Does not apply for
EnvelopeHandler
6.2.4.8 Method copy

Test Area Reference: API_2 ENH_COPY_BSS

6.2.4.8.1

Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public short copy(byte[] dstBuffer,

t hr ows

6.2.4.8.1.1

short dstOffset,
short dstLength)

java.l ang. Nul | Poi nt er Excepti on,

java. | ang. Arrayl ndexQut Of BoundsExcept i on,

Tool ki t Excepti on

Normal execution

e CRRNZ1: copiesthesimple TLV list contained in the handler to the destination byte array.

e CRRNZ2: returns dstOffset + dstLength.

6.2.4.8.1.2

Parameter errors

o CRRPL: if dstBuffer is null a NullPointerException is thrown.

o CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative,

an ArraylndexOutOf BoundsException is thrown.

e CRRP3: if dstLength is grater than the length of the simple TLV List, an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException. OUT_OF _TLV_BOUNDARIES.

6.2.4.8.1.3

Context errors

e CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.8.2

Test Suite files

Specific triggering: None

Test Script:
Test Applet:
Load Script:
Cleanup Script:

Parameter File:

API_2 ENH_COPY_BSS_1.xr

API_2_ENH_COPY_BSS 1java

API_2_ENH_COPY_BSS 1ldr

API_2 ENH_COPY_BSS 1.cr

API_2_ENH_COPY_BSS 1.par
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6.2.4.8.3 Test Procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to dstBuffer NullPointerException is thrown
2 dstOffset > dstBuffer.length ArraylndexOutOfBoundsException is
dstBuffer.length = 5 thrown
dstOfset = 5
dstLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsException is
dstBuffer.length = 5 thrown
dstOffset = -1
dstlLength = 1
4 dstLength > dstBuffer.length ArraylndexOutOfBoundsException is
dstBuffer.length = 5 thrown
dstOfset = 0
dstLength = 6
5 DstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsException is
DstBuffer.length = 5 thrown
DstOffset = 3
DstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsException is
dstBuffer.length = 5 thrown
dstOfset = 0
dstlLength = -1
7 DstLength > length of the simple TLV list ToolkitException.OUT_OF_TLV_BO
DstBuffer.length = 48 UNDARIES is thrown
DstOffset = 0
Dst Length = 48
8 | Successful call, dstBuffer is the whole buffer [Result of copy() is 0X0047
Dst Buf fer.length = 47
DstOffset = 0
Dst Length = 47
9 Compare the buffer Result of arrayCompare() is 0
10 | Successful call, dstBuffer is part of a buffer |Result of copy() is 0X0032
Dst Buffer.length = 50
dstOfset = 3
dstlLength = 47
11 Compare the whole buffer Result of arrayCompare() is 0
12 | Successful call, dstBuffer is part of a buffer |Result of copy() is 0X0009
dstBuffer.length = 15
dstOffset = 3
dstlLength = 6
13 Compare the whole buffer Result of arrayCompare() is 0
14 |Successful call, dstBuffer is part of a buffer Result of copy() is 0X0104
dstBuffer.length = 260
dst O fset = 257
dstLength = 3
15 Compare the whole buffer Result of arrayCompare() is 0
16 Successful call, copy with length =0 Result of copy() is 0x104
dstBuffer.length = 260
dst O fset = 260
dstLength = 0
Send a Formatted SMS PP with the maximum
user data length = 0x010D, using 2
concatenated envelopes
17 Successful call, copy with length =299 Result of copy() is 0x12B
dstBuffer.length = 299
dstOfset = 0
dstLength = 299
6.2.4.8.4 Test Coverage
CRR number Test case number
N1 9,11,13,15
N2 8,10,12, 14, 16, 17
P1 1
P2 2,3,45,6
P3 7
C1 Does not apply for EnvelopeHandler
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6.2.4.9 Method findTLV

Test Area Reference: API_2 ENH_FINDBB

6.2.4.9.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public byte findTLV(byte tag, byte occurrence)
throws Tool ki t Exception

6.2.4.9.1.1 Normal execution
Looks for the indicated occurrence of a TLV element from the beginning of the TLV list (handler buffer):
e CRRNZ1: the method is successful if the required occurrence exists then the corresponding TLV becomes current.

e CRRNZ2: if the method is successful then it returns TLV_FOUND_CR_SET when Comprehension Required flag
IS set.

e CRRNS3: if the method is successful then it returns TLV_FOUND_CR_NOT_SET when Comprehension
Required flag is not set.

e CRRN4: if the required occurrence of the TLV element does not exist, the current TLV is no longer defined and
TLV_NOT_FOUND isreturned.

¢ CRRNS5: The search method is comprehension required flag independent.

6.2.4.9.1.2 Parameter errors

e CRRPL: if aninput parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown.
The reason code shall be ToolkitException BAD_INPUT_PARAMETER.

6.2.4.9.1.3 Context errors

e CRRCL: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.9.2 Test Suite files

Specific triggering: None

Test Script: API_2 ENH_FINDBB_1.scr
Test Applet: API_2 ENH_FINDBB_1java
Load Script: API_2_ENH_FINDBB_1.Idr
Cleanup Script: API_2_ENH_FINDBB_1.clr
Parameter File: API_2 ENH_FINDBB_1.par
6.2.4.9.3 Test Procedure
Id Description API Expectation APDU Expectation

Trig the applet with SMS PP including one more
tag 02 and one TAG 04

1 Invalid input parameter ToolkitException.BAD_INPUT_PA
Geceurrence = 0 RAMETER is thrown

2 Search 18t TLV Resultis TLV_FOUND_CR_SET
Tag = 02h
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Id Description API Expectation APDU Expectation
Qccurrence = 1

3 Call the getValueLength() method Result is 0x02

4 Search 2" TLV Resultis TLV_FOUND_CR_SET
Tag = 06h
Qccurrence = 1

5 Call the getValueLength() method Result is 0x05h

6 Select a TLV (tag 02h)

Search awrong tag Resultis TLV_NOT_FOUND

Tag = 03h
Qccurrence = 1

7 Call the getValueLength() method ToolkitException.UNAVAILABLE_

ELEMENT is thrown.

8 Search a tag with wrong occurrence Resultis TLV_NOT_FOUND
Tag = 02h
Qccurrence = 3

9 Call the getValueLength() method ToolkitException.UNAVAILABLE_

ELEMENT is thrown.

10 Search the TLV Result is
Tag = 02h TLV_FOUND_CR_NOT_SET
Qccurrence = 2

11 Search the TLV Result is
Tag = 04h TLV_FOUND_CR_NOT_SET
Qccurrence = 1

12 Search tag 86h Resultis TLV_FOUND_CR_SET
Tag = 86h
Qccurrence = 1

13 Search tag 84h Result is
Tag = 84h TLV_FOUND_CR_NOT_SET
Qccurrence = 1

6.2.4.9.4 Test Coverage
CRR number Test case number
N1 3,5
N2 2,4
N3 10, 11
N4 6,7,8,9
N5 12,13
P1 1
C1 Does not apply for EnvelopeHandler

6.2.4.10 Method getValuelLength

Test Area Reference: API_2 ENH_GVLE

6.2.4.10.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public short getVal ueLength()
throws Tool ki t Exception

6.2.4.10.1.1 Normal execution

e CRRNZ1: gets and returns the binary length of the value field for the last TLV element which has been found in
the handler.

6.2.4.10.1.2 Parameter errors

No requirements.

6.2.4.10.1.3 Context errors
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e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

e CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException UNAVAILABLE_ELEMENT.

6.2.4.10.2 Test Suite files

Specific triggering: None

Test Script: API_2 ENH_GVLE_1l.scr
Test Applet: API_2 ENH_GVLE 1java
Load Script: APl 2 ENH_GVLE 1.dr
Cleanup Script: API_2 ENH_GVLE 1.cIr
Parameter File; APlI_2 ENH_GVLE_1.par
6.2.4.10.3 Test Procedure
Id Description API Expectation APDU Expectation
Fill the SMS PP with TLV: Tag 33, Length C8
1 getValuelLength() ToolkitException.UNAVAILABLE_
ELEMENT is thrown
2 Search TLV 02h
get Val ueLengt h() Result is 0X0002
3 Search TLV 0Bh
get Val ueLengt h() Result is 0X0024
4 Search TLV 33h
get Val ueLengt h() Result is 0X00C8

Send Formatted SMS PP with the maximum
user data length = 0x010D, using 2
concatenated envelopes

5 |Search SM5 TPDU TAG

get Val ueLengt h() Result is 0X0120
6.2.4.10.4 Test Coverage
CRR number Test case number
N1 2,3,45
C1 Does not apply for EnvelopeHandler
Cc2 1

6.2.4.11 Method getValueByte

Test Area Reference: API_2 ENH_GVBYS

6.2.4.11.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public byte getVal ueByte(short val ueCkfset)
throws Tool kit Exception

6.24.11.1.1 Normal execution

e CRRNZ1: Getsabytefromthelast TLV element which has been found in the handler and returnsits value
(1 byte).
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6.2.4.11.1.2 Parameter errors

e CRRPL: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException OUT_OF _TLV_BOUNDARIES.

6.2.4.11.1.3 Context errors

e CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

e CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException UNAVAILABLE_ELEMENT.

6.2.4.11.2 Test Suite files

Specific triggering: None

Test Script: API_2 ENH_GVBYS l.scr
Test Applet: API_2_ENH_GVBYS 1ljava
Load Script: APl _2 ENH_GVBYS |.dr
Cleanup Script: API_2 ENH_GVBYS l.clr
Parameter File; APl 2 ENH_GVBYS 1.par
6.2.4.11.3 Test Procedure
Id Description API Expectation APDU Expectation
Fill the SMS PP with TLV: Tag 33, Length C8
Value 01 02 ...
1 |getValueByte(0) ToolkitException.UNAVAILABLE_
ELEMENT is thrown
2 Search TLV 02h
get Val ueByt e(2) ToolkitException.OUT_OF _TLV_
BOUNDARIES is thrown
3 Search TLV 02h
get Val ueByt e( 1) Result is 0x81
4 Search TLV 02h (Device Identities TLV)
get Val ueByt e(0) Result is 83h (Source)
5 Search TLV 33h
get Val ueByt e( 7E) Result is Ox7F
6 Search TLV 33h
get Val ueByt e( 80) Result is 0x81
7 |getVal ueByte(7F) Result is 0x80
8 Search TLV B3h
get Val ueByt e( C7) Result is 0xC8

Send Formatted SMS PP with the maximum
user data length = 0x010D, using 2
concatenated envelopes

9 [Search SM5 TPDU TAG

get Val ueByt e( 0x011F) Result is OXFA
6.2.4.11.4 Test Coverage
CRR number Test case number
N1 3,4,56,7,89
P1 2
C1 Does not apply for EnvelopeHandler
Cc2 1
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6.2.4.12 Method copyValue

Test Area Reference: APl 2 ENH_CPYVS BSS

6.2.4.12.1 Conformance Requirement

The method with following header shall be compliant with its definition in the API.

public short copyVal ue(short val ueffset,
byte[] dstBuffer,
short dstOffset,
short dstLength)
throws java.l ang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

6.2.4.12.1.1 Normal execution
e CRRNZ1: copiesapart of thelast TLV element which has been found, into a destination. buffer.

e CRRNZ2: returns dstOffset + dstLength.

6.2.4.12.1.2 Parameter errors
e CRRPL: if dstBuffer is null NullPointerException is thrown.

o CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOf BoundsException is thrown.

e CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

6.2.4.12.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

e CRRC2:in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException UNAVAILABLE ELEMENT.

6.2.4.12.2 Test Suite files

Specific triggering: None

Test Script: API_2 ENH_CPYVS BSS 1l.scr
Test Applet: API_2 ENH_CPYVS BSS 1java
Load Script: API_2 ENH_CPYVS BSS 1.ldr
Cleanup Script: APl 2 ENH_CPYVS BSS 1.clr
Parameter File: APlI_2 ENH_CPYVS BSS 1.par
6.2.4.12.3 Test procedure
Id Description API Expectation APDU Expectation
1 Search TLV 02h
copyValue() with a null dstBuffer NullPointerException is thrown
2 Search TLV 0Bh
dstOffset > dstBuffer.length ArrayIndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 5
dstLength = 1
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Description

API Expectation

APDU Expectation

dstOffset <0
dstBuffer.length = 5
dstOffset = -1
dstlLength = 1

ArraylndexOutOfBoundsExceptio
n is thrown

4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOfset = 0
dstLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 3
dstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOfset = 0
dstLength = -1
7 Search TLV 06h
valueOffset > TLV Length ToolkitException.OUT_OF_TLV_
valueOf fset = 6 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOffset = -1 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstlLength = 1
9 dstLength > TLV length ToolkitException.OUT_OF_TLV_
valueOffset = 0 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstlLength = 7
10 valueOffset + dstLength > TLV length ToolkitException.OUT_OF_TLV_
valueO fset = 2 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstLength = 5
11 Search TLV 01h
copyVal ue() ToolkitException.UNAVAILABLE _
ELEMENT is thrown on the
copyValue() method
12 Search TLV 06h
Successful call Result of copyValue() is 0x0006
valueOffset = 0
dstBuffer.length = 6
dstOfset = 0
dstLength = 6
13 Compare buffer Result is 00h
buffer = 81 11 22 33 44 F5
14 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of copyValue() is 0x0007
valueOffset =1
dstBuffer.length = 20
dstOffset = 3
dstLength = 4
15 Compare buffer Result is 00h
buffer =
55 55 55 11 22
33 44 55 55 55
55 55 55 55 55
55 55 55 55 55
16 Successful call, copy with length =0 Result of copyValue() is 20

dstBuffer.length = 20
dstOffset = 20
dstLength = 0

Send Formatted SMS with the maximum user
data length = 0x010D, using 2 concatenated
envelopes
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Id Description API Expectation APDU Expectation
17 Search SMS TPDU TAG
Successful call Result of copyValue() is 0x010D

val ue f set = 0Ox11
dstBuffer.length = 0x010D
dstOffset = 0

dstLength = 0x010D

18 Compare buffer Result is 00h
buf fer = 0348 header and secured data (01
... FA)
19 Initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of copyValue() is 0x010D

val ueOf f set = 0x0111
dstBuffer.length = 0x010D
dst Of fset = 0x0100

dst Length = 0x000D

20 Compare buffer Result is 00h
buffer =
55 55 55 55 55 55 55 55

55 55 EE EF FO F1 F2 F3 F4 F5 F6 F7 F8 F9

FA
6.2.4.12.4 Test Coverage

CRR number Test case number
N1 13, 15, 18, 20
N2 12, 14,16, 17,19
P1 1
P2 2,3,45,6
P3 7,8,9 10
C1l Does not apply for EnvelopeHandler
C2 11

6.2.4.13 Method compareValue

Test Area Reference: APl 2 ENH_CPRVS BSS

6.2.4.13.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte conpareVal ue(short val ueOkfset,
byte[] conpareBuffer,
short conpareOfset,
short conparelength)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.4.13.1.1 Normal execution
Comparesthe last found TLV element with a buffer:

e CRRN1: returns O if identical.

e CRRNZ2: returns -1 if the first miscomparing bytein simple TLV List isless than that in compareBuffer.

e CRRNS3: returns 1 if the first miscomparing bytein simple TLV List is greater than that in compareBuffer.

6.2.4.13.1.2 Parameter errors

o CRRPL: if compareBuffer is null NullPointerException shall be thrown.
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e CRRP2: if compareOffset or comparel ength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOf BoundsException shall be thrown.

e CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF TLV_BOUNDARIES.

6.2.4.13.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

e CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException UNAVAILABLE_ELEMENT.

6.2.4.13.2 Test Suite files

Specific triggering: None

Test Script: API_2 ENH_CPRVS BSS 1.scr
Test Applet: API_2 ENH_CPRVS BSS 1java
Load Script: APl 2 ENH_CPRVS BSS 1.ldr
Cleanup Script: API_2_ENH_CPRVS BSS 1.clr
Parameter File; API_2 ENH_CPRVS BSS 1.par
6.2.4.13.3 Test procedure
Id Description API Expectation APDU Expectation
1 Search TLV 02h
conpareVal ue() with a null conpareBuffer |NullPointerException is thrown
2 Search TLV 0Bh
compareOffset > compareBuffer.length ArrayindexOutOfBoundsExceptio
conpareBuffer.length =5 n is thrown

conpareCffset = 5
conparelLength = 1

3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
compareOfset = -1
conparelLength = 1

4 compareLength >compareBuffer.length ArrayIndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown

conpareCffset = 0
conparelLength = 6

5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
compareBuffer.length = 5
conmpareO fset = 3
conparelLength = 3

6 comparelLength <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown

conpareCffset = 0
conparelLength = -1

7 Search TLV 06h
valueOffset > TLV Length ToolkitException.OUT_OF_TLV_
val ueOffset = 6 BOUNDARIES is thrown

conpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 1

8 valueOffset <0 ToolkitException.OUT_OF_TLV_
value fset = -1 BOUNDARIES is thrown
conmpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 1

9 compareLength > TLV length ToolkitException.OUT_OF_TLV_
valueOfset = 0 BOUNDARIES is thrown
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Id

Description

API Expectation

APDU Expectation

conpareBuffer.length = 15
conpareCfset = 0
conparelLength = 7

10

valueOffset + compareLength > TLV length
valueOf fset = 2
conpareBuffer.length = 15
compareOfset = 0
conparelLength = 5

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

11

Search TLV 01h

Resultis TLV_NOT_FOUND

conpar eVal ue()

ToolkitException.UNAVAILABLE_
ELEMENT is thrown

12

Search TLV 06h

Initialise compareBuffer
conpar eBuffer =
81 11 22 33 44 F5

Compare buffers
valueOffset = 0
conpar e f set 0
conpar eLengt h 6

Result is 00h

13

Initialise compareBuffer
conpar eBuf fer =
7F 11 22 33 44 F5

Compare buffers with same parameters

Result is -1

14

Initialise compareBuffer
conpar eBuf fer =
83 11 22 33 44 F5

Compare buffers with same parameters

Result is -1

15

Initialise compareBuffer
conpar eBuf fer =
55 55 55 81 11 22 33 44 F5
55 55 55 55 55

Compare buffers
valueOffset =1
conpareCfset = 4
conparelLength = 5

Result is 00h

16

Initialise compareBuffer
conpar eBuf fer =
55 55 55 81 10 22 33 44 F5
55 55 55 55 55

Compare buffers with same parameters

Result is +1

17

Initialise compareBuffer
conpar eBuffer =
55 55 55 81 12 22 33 44 F5
55 55 55 55 55

Compare buffers with same parameters

Result is -1

18

Successful call, compareValue with length =0
ConpareBuffer.length = 15

ConpareOf fset = 15

ConparelLength = 0

Result of compareValue() is 0

Send Formatted SMS PP with the maximum
user data length = 0x010D, using 2
concatenated envelopes

Search SMS TPDU TAG

Initialise compareBuffer
conpar eBuf fer = 0348 header and formatted
data(01 02 ...FA)

19

Compare buffers
val uef f set = Ox11
conpareCffset = 0
conpar eLength = 0x010D
conpar eBuf ferLength = 0x010D

Result is 00h

20

Compare buffers
val ue f set = 0x0111
conpareO fset = 0x0100
conpar eLengt h = 0x000D
conpar eBuf ferLength = 0x010D

Result is 00h

6.2.4.13.4

Test Coverage
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CRR number Test case number
N1 12, 15, 19, 20
N2 13, 16, 18
N3 14, 17
P1 1
P2 2,3,4,5,6
P3 7,8,9 10
C1 Does not apply for EnvelopeHandler
Cc2 11

6.2.4.14

Test AreaReference: API_2 ENH_FACYB_BS

Method findAndCopyValue(byte tag, byte[] dstBuffer, short dstOffset)

6.2.4.14.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
byte[] dstBuffer,
short dstOffset)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.4.14.1.1 Normal execution

e CRRNZ1: looks for the first occurrence of a TLV element from the beginning of a TLV list and copy its value into
adestination buffer.

e CRRNZ2: if no TLV element isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current
TLV isno longer defined.

e CRRNS3: if the method is successful then the corresponding TLV becomes current and dstOffset + length of the
copied value is returned.

e CRRN4: The search method is comprehension required flag independent.

6.2.4.14.1.2 Parameter errors
e CRRPL: if dstBuffer is null NullPointerException shall be thrown.

o CRRP2: if dstOffset would cause access outside array bounds Arrayl ndexOutOf BoundsException shall be
thrown.

6.2.4.14.1.3 Context errors

e CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.14.2 Test Suite files

Specific triggering: None

Test Script: API_2 ENH_FACYB_BS l.scr
Test Applet: APl_2 ENH_FACYB_BS 1java
Load Script: API_2_ENH_FACYB_BS 1.dr
Cleanup Script: API_2 ENH_FACYB_BS 1.clr

Parameter File:

API_2 ENH_FACYB_BS 1.par
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Id

Description

API Expectation

APDU Expectation

Fill the SMS PP with TLV: Tag 02 Value 22 44

Tag 33, Length C4 Value 01 02 ...

1 FindAndCopyValue() with a null dstBuffer NullPointerException is thrown
2 dstOffset > dstBuffer.length ArrayIndexOutOfBoundsExceptio
tag = 06h n is thrown
dstBuffer.length = 06
dst O fset = 06
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 06 n is thrown
dstOfset = -1
4 length > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 05 nis thrown
dstOFfset = 0
5 DstOffset + length >dstBuffer.length ArraylndexOutOfBoundsExceptio
DstBuffer.length = 06 nis thrown
DstOffset = 1
6 Select a TLV (tag 02h)
findAndCopyValue() ToolkitException.UNAVAILABLE_
tag = 03h ELEMENT is thrown
7 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
8 Successful call Result of findAndCopyValue () is
Tag = 06h 0006
Dst Buffer.length = 06
DstOffset = 0
9 Compare buffer Result is 00h
buffer = 81 11 22 33 44 F5
10 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndCopyValue () is
dstBuffer.length = 12 0008
dstOFfset = 2
11 Compare buffer Result is 00h
buffer =
55 55 81 11 22 33 44 F5 55 55 55 55
12 Successful call Result of findAndCopyValue () is
tag = 02h 0002
dstBuffer.length = 2
dstOfset = 0
13 Compare buffer Result is 00h
buffer = 83 81
14 Successful call (with tag 82h) Result of findAndCopyValue () is
tag = 82h 0002
dstBuffer.length = 02
dstOfset = 0
15 Compare buffer Result is 00h
buffer = 83 81
16 Successful call (with tag B3h) Result of findAndCopyValue () is

tag = B3h
dstBuffer.length = C4
dstOffset = 0

00C4
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Id Description API Expectation APDU Expectation

17 Compare buffer Result is 00h
buffer = 01 02 ...C4

Send Formatted SMS PP with the maximum
user data length = 0x010D, using 2
concatenated envelopes

18 Successful call (with SMS TPDU TAG) Result of findAndCopyValue () is

tag = 0Bh Ox011E
dstBuffer.length = O0x011lE

dstOffset =0

19 Compare buffer Result is 00h
buf fer = 0348 Header + secured data (01
02 ...FA)

20 Successful call (with SMS TPDU TAG) Result of findAndCopyValue () is
tag = OBh 0x021E

dstBuffer.length = 0x0220
dstOffset = 0x0100

21 Compare buffer Result is 00h
buffer = 0348 Header + secured data (01
02 ...FA)
6.2.4.14.4 Test Coverage
CRR number Test case number
N1 9,11, 13
N2 6,7
N3 8,10, 12
N4 14, 15, 16, 17, 18, 19, 20, 21
P1 1
P2 2,3,45
C1 Does not apply for EnvelopeHandler

6.2.4.15 Method findAndCopyValue(byte tag, byte occurrence, short valueOffset,
byte[] dstBuffer, short dstOffset, short dstLength)

Test Area Reference: API_2 ENH_FACYBS BSS

6.2.4.15.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
byt e occurence,
short val ueCff set,
byte[] dstBuffer,
short dstOff set,
short dstLength)
throws java.l ang. Nul | Poi nt er Excepti on,
java. l ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.4.15.1.1 Normal execution

e CRRNZ1: looks for the indicated occurrence of aTLV element from the beginning of aTLV list and copy its
value into a destination buffer.

e CRRN2: if no TLV element isfound, the UNAVAILABLE _ELEMENT exception isthrown and the current
TLV isno longer defined.

e CRRNS3: if the method is successful then the corresponding TLV becomes current and dstOffset + dstLengthis
returned.

e CRRN4: The search method is comprehension required flag independent.
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6.2.4.15.1.2 Parameter errors
e CRRPL: if dstBuffer is null NullPointerException shall be thrown.

e CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOfBoundsException shall be thrown.

e CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF _TLV_BOUNDARIES.

6.2.4.15.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.15.2 Test Suite files
Test Script: APl_2 ENH_FACYBS BSS 1.scr
Test Applet: APl_2 ENH_FACYBS BSS ljava
Load Script: API_2 ENH_FACYBS BSS 1.ldr
Cleanup Script: API_2_ENH_FACYBS BSS 1l.clr
Parameter File: API_2 ENH_FACYBS BSS 1.par
6.2.4.15.3 Test procedure
Id Description API Expectation APDU Expectation

Fill the SMS PP with TLV: Tag 02 Value 22 44
Tag 33, Length C4 Value 01 02 ...

1 findAndCopyValue() with a null dstBuffer NullPointerException is thrown
2 dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = 06h, occurrence =1 n is thrown

valueOffset = 0
dstBuffer.length = 5
dstOffset = 5
dstLength = 1

3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length =5 nis thrown

dstOffset = -1
dstLength = 1

4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown

dstOffset = 0
dstlLength = 6

5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOfset = 3
dstLength = 3

6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown

dstOffset = 0
dstlLength = -1

7 valueOffset = Value Length ToolkitException.OUT_OF_TLV_
tag = 06h, occurrence =1 BOUNDARIES is thrown
valueOffset = 6
dstBuffer.length = 15
dstOffset = 0
dstLength = 1

8 valueOffset <0 ToolkitException.OUT_OF_TLV_

valueOffset = -1 BOUNDARIES is thrown
dstBuffer.length = 15

dstOffset = 0
dstlLength = 1

9 dstLength > Value length ToolkitException.OUT_OF_TLV_
value(fset =0 BOUNDARIES is thrown
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Id

Description

API Expectation

APDU Expectation

dstBuffer.length = 15
dstOffset = 0
dstlLength = 7

10

valueOffset + dstLength > Text String | ength
valueCf fset = 2

dstBuffer.length = 15

dstOffset = 0

dstLength = 5

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

11

Select a TLV (tag 02h)

findAndCopyValue()
tag = 06h
occurrence = 2

ToolkitException.UNAVAILABLE_
ELEMENT is thrown

12 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
13 Successful call Result of findAndCopyValue() is 6
tag = 06h, occurrence =1

valueOffset = 0
dstBuffer.length = 06

dstOfset = 0
dstLength = 06

14 Compare buffer Result is 00h
buffer = 81 11 22 33 44 F5

15 initialise dstBuffer

dstBuffer = 55 55 ...55

Successful call
tag = 06h, occurrence =1
val ueOffset = 2
dstBuffer.length = 12
dstOffset = 3

Result of findAndCopyValue () is
0007

dst Length 04
16 Compare buffer Result is 00h
buffer =
55 55 55 22 33 44 F5 55 55 55 55 55
17 Successful call Result of findAndCopyValue() is
tag = 02h, occurrence =1 0002

valueOffset = 0
dstBuffer.length = 12
dst O f set 0

dst Length 2

18

Compare buffer
buffer = 83 81 55 ...55

Result is 00h

19

Successful call
tag = 02h, occurrence = 2
valueOfset = 0
dstBuffer.length = 12
dstOffset = 0
dstLength = 2

Result of findAndCopyValue() is
0002

20

Compare buffer
buffer = 22 44 55 ...55

Result is 00h

21

Successful call (with tag 82h)
tag = 82h
occurrence = 1
valueOfset = 0
dstBuffer.length = 12
dstOffset = 0

Result of findAndCopyValue () is
0002

dst Length 02

22 Compare buffer Result is 00h
buffer = 83 81 55 ...55

23 Successful call (with tag 82h) Result of findAndCopyValue () is
tag = 82h 0002

occurrence = 2
valueOfset = 0
dstBuffer.length = 12
dstOffset = 0
dstLength = 02

24 Compare buffer Result is 00h
Buffer = 22 44 55 ...55
25 |Successful call, findAndCopyValue with length |Result of findAndCopyValue () is
=0 12

Dst Buffer.length = 12
dstOffset = 12
dstLength = 0
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Id Description API Expectation APDU Expectation

Send Formatted SMS PP with the maximum
user data length = 0x010D, using 2
concatenated envelopes

26 Successful call Result of findAndCopyValue() is
tag = 0Bh, occurrence =1 0x010D

val uef f set = 0Ox11
dstBuffer.length = 0x010D
dstOffset = 0

dstLength = 0x010D

27 Compare buffer Result is 00h
buffer = 0348 Header + secured data (01
02 ...FA)
28 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndCopyValue () is
tag = 0Bh, occurrence =1 0x010D

val ueOf fset = 0x0111
dstBuffer.length = 0x010D
dst Of fset = 0x0100

dstLength 0x0D
29 Compare buffer Result is 00h
buffer =
55 55 ...55 55 EE EF FO F1 F2 F3 F4 F5 F6
F7 F8 F9 FA
6.2.4.15.4 Test Coverage
CRR number Test case number
N1 14,15, 17, 19, 20
N2 11,12
N3 13, 15,17,19,25
N4 21, 22, 23, 24, 26, 27, 28,29
P1 1
P2 2,3,45,6
P3 7,8,9 10
C1 Does not apply for EnvelopeHandler

6.2.4.16 Method findAndCompareValue(byte tag, byte[] compareBuffer, short
compareOffset)

Test Area Reference: API_2 ENH_FACRB_BS

6.2.4.16.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byte[] conpareBuffer,
short conpareOfset)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.4.16.1.1 Normal execution
Looks for the first occurrence of a TLV element from beginning of a TLV list and compare its value with a buffer:

e CRRNZ1:if no TLV element isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current
TLV isno longer defined.

e CRRNZ2: if the method is successful then the corresponding TLV becomes current.

e CRRNS3: if identical returnsO.
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e CRRNA4: if the first miscomparing bytein simple TLV isless than that in compareBuffer returns -1.
o CRRNS5: if the first miscomparing bytein simple TLV is greater than that in compareBuffer returns 1.

e CRRNG6: The search method is comprehension required flag independent.

6.2.4.16.1.2 Parameter errors
e CRRPL: if compareBuffer is null NullPointerException shall be thrown.

e CRRP2: if compareOffset would cause access outside array bounds Arrayl ndexOutOfBoundsException shall be
thrown.

6.2.4.16.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.16.2 Test Suite files
Test Script: API_2 ENH_FACRB_BS 1.scr
Test Applet: APl_2 ENH_FACRB_BS 1java
Load Script: API_2 ENH_FACRB_BS 1.Idr
Cleanup Script: API_2 _ENH_FACRB_BS 1.clr
Parameter File: API_2 ENH_FACRB_BS 1.par
6.2.4.16.3 Test procedure
Id Description API Expectation APDU Expectation

Fill the SMS PP with TLV: Tag 02 Value 22 44
Tag 33, Length C4 Value 01 02 ...

1 | findAndCompareValue() with a null dstBuffer |NullPointerException is thrown

2 compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
tag = 06h n is thrown
conpareBuffer.length = 12
conpareO fset = 12

3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 12 nis thrown
conpareOffset = -1

4 length > compareBuffer.length ArraylndexOutOfBoundsExceptio
conmpareBuffer.length = 05 nis thrown
conpareOfset = 0

5 compareOffset + length > ArraylndexOutOfBoundsExceptio

compareBuffer.length n is thrown

conpareBuffer.length = 12
conpareOfset = 7

6 Select a TLV (tag 02h)
findAndCompareValue() ToolkitException.UNAVAILABLE_
tag = 03h ELEMENT is thrown
7 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
8 Initialise compareBuffer
conpareBuffer = 81 11 22 33 44 F5
Compare buffers Result is 00h
tag = 06h
conpareCfset = 0
9 Verify current TLV Result is 06
get Val ueLengt h()
10 Initialise compareBuffer
conmpareBuffer = 81 11 22 33 44 F4
Compare buffers with same parameters Resultis +1
11 Initialise compareBuffer

conmpareBuffer = 81 11 22 33 44 F6
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Compare buffers with same parameters

Result is -1

12

Initialise compareBuffer
conpar eBuffer =
55 55 81 11 22 33 44 F5 55 55 55 55

Compare buffers
conpareCfset = 2

Result is 00h

13

Initialise compareBuffer
conpar eBuf fer =
55 55 83 81 55 55 55 55 55 55 55 55

Compare buffers
conpareOffset = 2

Result is 00h

14

Initialise compareBuffer
conpar eBuf fer =
55 55 83 80 55 55 55 55 55 55 55 55

Compare buffers
conpareO fset = 2

Result is +1

15

Initialise compareBuffer
conpar eBuffer =
55 55 83 82 55 55 55 55 55 55 55 55

Compare buffers
conpareCfset = 2

Result is -1

16

Initialise compareBuffer
conpar eBuf fer =
83 81 55 55 55 55 55 55 55 55 55 55

Successful call (with tag 02h)
tag = 02h
conpareBuffer.length = 12
conmpareOfset = 0

Result is 00h

17

Initialise compareBuffer
ConpareBuffer = 01 02 ...C4

Successful call (with tag B3h)
Tag = B3h
CompareBuffer.length = C4
ConpareCffset = 0

Result is 00h

Send Unformatted SMS PP with the maximum
user data length = 0x010C, using 2
concatenated envelopes

Initialise compareBuffer
Conpar eBuf fer = 0340 Header + user data
(00 01 02 ...FF 01 ...0C)

18

Successful call (with SMS TPDU TAG)
Tag = 0Bh
ConpareBuffer.length = 0x011E
ConpareOfset = 0

Result is 00h

Initialise compareBuffer
Conpar eBuffer = 55 55 ...55
Conpar eBuf fer from of fset 0x0100= 0340
Header + user data (00 01 02 ...FF 01 ...
0C)

19

Successful call (with SMS TPDU TAG)
Tag = 0Bh
Conpar eBuffer. |l ength = 0x220
ConpareOf f set = 0x0100

Result is 00h

6.2.4.16.4 Test Coverage
CRR number Test case number
N1 6,7
N2 9
N3 8,12,13, 18,19
N4 10, 14
N5 11, 15
N6 16, 17
P1 1
P2 2,3,45
C1 Does not apply for EnvelopeHandler
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6.2.4.17 Method findAndCompareValue(byte tag, byte occurrence, short valueOffset,
byte[] compareBuffer, short compareOffset, short compareLength)

Test Area Reference: API_2 ENH_FACRBBS BSS

6.2.4.17.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.
public byte findAndConpareVal ue(byte tag,

byt e occurence,

short val ueCff set,

byte[] conpareBuffer,

short conpareOfset,

short conparelength)

throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.4.17.1.1 Normal execution

Looks for the indicated occurrence of aTLV element from the beginning of a TLV list and compare its value with a
buffer:

e CRRNL1: if no TLV element isfound, the UNAVAILABLE_ELEMENT exception is thrown and the current
TLV isno longer defined.

e CRRNZ2: if the method is successful then the corresponding TLV becomes current.

e CRRNS3: if identical O isreturned.

e CRRNA4: if the first miscomparing bytein simple TLV isless than that in compareBuffer -1 is returned.

e CRRNS: if the first miscomparing bytein simple TLV is greater than that in compareBuffer 1 is returned

o CRRNG: The search method is comprehension required flag independent.

6.2.4.17.1.2 Parameter errors
o CRRPL: if compareBuffer is null NullPointerException shall be thrown.

e CRRP2: if compareOffset or comparel ength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOfBoundsException shall be thrown.

e CRRP3: if valueOffset, compareLength or both are out of the current TLV an instance of ToolkitException shall
be thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

e CRRP4: if aninput parameter is not valid (e.g. occurence = 0) an instance of ToolkitException shall be thrown.
The reason code shall be ToolkitException BAD_INPUT_PARAMETER.

6.2.4.17.1.3 Context errors

e CRRCL: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.4.17.2 Test Suite files
Test Script: AP|_2 ENH_FACRBBS BSS 1.scr
Test Applet: APl_2 ENH_FACRBBS BSS 1java
Load Script: API_2_ENH_FACRBBS BSS 1.ldr
Cleanup Script: API_2 ENH_FACRBBS BSS 1.clr
Parameter File: API_2_ENH_FACRBBS BSS 1.par
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Id

Description

API Expectation

APDU Expectation

Fill the SMS PP with TLV: Tag 02 Value 22 44

Tag 33, Length C4 Value 01 02 ...

1 findAndCompareValue() with a null NullPointerException is thrown
compareBuffer
2 compareOffset > compareBuffer.length ArrayIndexOutOfBoundsExceptio
tag = 06h, occurrence = 1 n is thrown
valueOffset = 0
compareBuffer.length = 6
conpareOfset = 6
conparelLength = 1
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 6 nis thrown
conpareOffset = -1
conparelLength = 1
4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
compareBuffer.length = 5 nis thrown
compareOfset = 0
conparelLength = 6
5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
conpareBuffer.length = 5
conpareC fset = 3
conparelLength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
compareBuffer.length = 5 nis thrown
compareOfset = 0
conparelLength = -1
7 valueOffset > Value Length ToolkitException.OUT_OF_TLV_
tag = 06h, occurrence = 1 BOUNDARIES is thrown
valueOffset = 6
conpareBuffer.length = 15
conpareOfset = 0
conparelLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOifset = -1 BOUNDARIES is thrown
conmpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 1
9 compareLength > Value length ToolkitException.OUT_OF_TLV_
valueOffset =0 BOUNDARIES is thrown
conmpareBuffer.length = 15
compareOifset = 0
conparelLength = 7
10 | valueOffset + compareLength > Value length |ToolkitException.OUT_OF_TLV_
val ueOf fset = 2 BOUNDARIES is thrown
conpareBuffer.length = 15
compareOifset = 0
conparelLength = 5
11 Invalid parameter ToolkitException.BAD_INPUT_PA
occurrence = 0 RAMETER is thrown
12 Select a TLV (tag 02h)
findAndCompareValue() ToolkitException.UNAVAILABLE_
tag = 06h ELEMENT is thrown
occurrence = 2
13 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
14 Initialise compareBuffer
conpareBuffer = 81 11 22 33 44 F5
findAndCompareValue() Result is 00h
tag = 06h, occurrence =1
valueOffset = 0
compareOifset = 0
conparelLength = 6
15 Verify current TLV Result is 0006
get Val ueLengt h()
16 Initialise compareBuffer
conpareBuffer = 81 11 22 33 44 F4
Compare buffers with same parameters Resultis +1
17 Initialise compareBuffer

conpareBuffer = 81 11 22 33 44 F6
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Id Description API Expectation APDU Expectation
Compare buffers with same parameters Resultis -1
18 Initialise compareBuffer

conpar eBuffer =
55 55 55 22 33 44 F5 55 55 55 55

Compare buffers Result is 00h
valueCffset = 2
conpar e f set 3
conpar eLengt h 4

19 Initialise compareBuffer
conpar eBuf fer =
55 55 55 22 33 45 F5 55 55 55 55

Compare buffers with same parameters Resultis -1

20 Initialise compareBuffer
conpar eBuffer =
55 55 55 22 33 43 F5 55 55 55 55

Compare buffers with same parameters Resultis +1

21 Initialise compareBuffer
conpar eBuffer =
83 81 55 55 55 55 55 55 55 55 55 55

findAndCompareValue() Result is 00h
tag = 02h, occurrence =1

valueOffset = 0
conpareCffset = 0
conparelLength = 2

22 Initialise compareBuffer
conpar eBuffer =
22 44 55 55 55 55 55 55 55 55 55 55

findAndCompareValue() Result is 00h
tag = 02h, occurrence = 2
valueOffset = 0
conpar e f set 0
conpar eLengt h 2

23 Initialise compareBuffer
conpar eBuffer =
22 45 55 55 55 55 55 55 55 55 55 55

findAndCompareValue() Resultis -1
tag = 02h, occurrence = 2

valueOffset = 0
conpareCffset = 0
conparelLength = 2

24 Initialise compareBuffer
conpar eBuffer =
83 81 55 55 55 55 55 55 55 55 55 55

Successful call (with tag 02h) Result is 00h
tag = 02h, occurrence =1
valueOffset = 0
compareBuffer.length = 12
conpar e f set 0
conpar eLengt h 2

25 Initialise compareBuffer
conpareBuffer = 01 02 ..C4

Successful call (with tag B3h) Result is 00h
tag = B3h, occurrence =1
valueOffset = 0
conpar eBuf fer.l ength = 00C4
conpar e f set 0
conpar eLengt h oo

26 | Successful call, findAndCompareValue with |Result of findAndCompareValue()

length =0 is 00h
DstBuffer.length = C4
DstOfFfset = C4
Dst Length = 0

Send Formatted SMS PP with the maximum
user data length = 0x010D, using 2
concatenated envelopes
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Id Description

API Expectation

APDU Expectation

Initialise compareBuffer

Conpar eBuf fer = 23. 048 Header + secured

data (01 02 ...FA)
27 Successful call (with SMS TPDU TAG) Result is 00h
tag = 0Bh, occurrence =1
val uef f set = Ox11
conpareBuffer.length = 0x010D
conpareOfset = 0
conpar eLengt h = 0x010D
Initialise compareBuffer
Conpar eBuf fer = 55 55 ... 55 EE EF FO F1
F2 F3 F4 F5 F6 F7 F8 F9 FA
28 Successful call (with SMS TPDU TAG) Result is 00h
tag = 0Bh, occurrence =1

val uef f set = 0Ox11
conpareBuffer.length = 0x010D
compareO fset = 0x0100

conpar eLengt h = 0x0D

6.2.4.17.4 Test Coverage
CRR number Test case number
N1 12,13
N2 15
N3 14, 18, 21, 22, 26, 27, 28
N4 16, 20
N5 17,19, 23
N6 24,25
P1 1
P2 2,3,45,6
P3 7,8,9,10
P4 1
C1 Does not apply for EnvelopeHandler

6.2.4.18 Method getCapacity

Test Area Reference: API_2 ENH_GCAP

6.2.4.18.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public byte getCapacity()

6.2.4.18.1.1 Normal execution

e CRRN1: The method shall return the maximum size of the Simple TLV list managed by the handler.

6.2.4.18.2 Test suite files

Test Script: API_2 ENH_GCAP_1l.scr
Test Applet: API_2 ENH_GCAP_1java
Load Script: API_2 ENH_GCAP_1.Idr
Cleanup Script: API_2 ENH_GCAP 1.clr

Parameter File:

API_2_ENH_GCAP_1.par
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6.2.4.18.3 Test Procedure

Id Description API Expectation APDU Expectation
1 EnvelopeHandler available
1 - Send envelope SMS-PP Formatted 1 - Applet is triggered
2 - The applet calls the getLength() method 2 - No exception is thrown
3 - The applet calls getCapacity()method 3 - No exception is thrown; the
capacity is greater than the BER
TLV Length

6.2.4.18.4 Test Coverage

CRR number Test case humber
N1 1

6.2.4.19 Method getUserDatalLength

Test Area Reference: API_2 ENH_GUDL

6.2.4.19.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public short getUserDatalLength()

6.2.4.19.1.1 Normal execution
e CRRN1: The method shall return the length of the User Data contained in the SMSTPDU TLV element.
e CRRN2: Thelengthisfromthefirst SMS TPDU TLV element.
e CRRNB3: If the SMSTPDU TLV element is available, it becomes the selected TLV
e CRRN4: The method can be used if the event isEVENT_FORMATTED_SMS PP_ENV.
e CRRNS5: The method can be used if the event is EVENT_FORMATTED_SMS PP_UPD.
e CRRNG6: The method can be used if the event isEVENT_UNFORMATED_SMS PP_ENV.

e CRRNY: The method can be used if the event iISEVENT_UNFORMATTED_SMS_PP_UDP.

6.2.4.19.1.2 Context errors
e CRRC1: The method shall throw UNAVAILABLE _ELEMENT in case of unavailable TPDU TLV element.

e CRRC2: The method shall throw UNAVAILABLE_ELEMENT in case of wrong data format.

6.2.4.19.2 Test suite files

Specific triggering:
- UNFORMATTED_SMS PP_ENV
- FORMATTED_SMS PP_UPD
- UNFORMATED_SMS PP _UPD
- UNRECOGNIZED_ENVELOPE

- For Formatted triggering if CC/RC/DS is used, the security parameters are those used for downloading
applications.
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Test Script: API_2 ENH_GUDL_1.scr
Test Applet: APl_2 ENH_GUDL_1java
Load Script: API_2 ENH_GUDL_1.ldr
Cleanup Script: APl _2 ENH_GUDL_1.clr

Parameter File:

6.2.4.19.3

API_2 ENH_GUDL_1.par
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Id

Description

API Expectation

APDU Expectation

FORMATTED SMS PP ENV Triggering

1

Test with FORMATTED_SMS_PP_ENV and TP-
OA length of 2 and user data length of 0x3D

Returns 0x003D

Test with TP-OA length of 12 and user data length
of 0x3D

Returns 0x003D

Test with RC/CC/DS length of 0 and secured data
length of 0x10

Returns 0x0023

Test with RC/CC/DS length of 8 and secured data
length of 0x10

Returns 0x002B

Test with PCNTR = 0, no RC/CC/DS and data
length of 0x10

Returns 0x0023

Test with PCNTR = 7, no RC/CC/DS and data
length of 0x05

Returns 0x001F

Test with SecuredDatalLength = 00 and no
RC/CC/DS

Returns 0x0013

(0x8C) for a single SMS

8 |Test with UserDataLength = Ox7F Returns 0x007F
9 |Test with UserDataLength = 0x80 Returns 0x0080
10 |Test with UserDataLength = maximum length Returns 0x008C

11

Verify it is the first TPDU TLV:
Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23

Returns 0x0018

12

Send envelope SMS-PP Formatted.

FindTLV() with TAG_DEVICE_IDENTITIES.
GetUserDatalLength() and then getValueByte()
with offset 0

first byte)

GetValueByte() returns 0x40(23.040

13

Test with UserDatalLength = OXFF with 2
concatenated SMS

Returns Ox00FF

14

Test with UserDatalLength = 0x100 with 2
concatenated SMS

Returns 0x0100

15

Test with UserDatal.ength = maximum length
(0x010D) with 2 concatenated SMS

Returns 0x010D

FORMATTED SMS PP UPD Triggering

16

Test with FORMATTED_SMS_PP_UPD and TP-
OA length of 2 and user data length of 0x3D

Returns 0x003D

17

Test with TP-OA length of 12 and user data length
of 0x3D

Returns 0x003D

18

Test with RC/CC/DS length of 0 and secured data
length of 0x10

Returns 0x0023

19

Test with RC/CC/DS length of 8 and secured data
length of 0x10

Returns 0x002B

20

Test with PCNTR = 0, no RC/CC/DS and data
length of 0x10

Returns 0x0023

21

Test with PCNTR = 7, no RC/CC/DS and data
length of 0x05

Returns 0x001F

22

Test with SecuredDatalength = 00 and no
RC/CC/DS

Returns 0x0013

length(0x8C) for a single SMS

23 |Test with UserDatalLength = Ox7F Returns Ox007F
24 |Test with UserDatalength = 0x80 Returns 0x0080
25 |Test with UserDatalength = maximum Returns 0x008C

26

Verify it is the first TPDU TLV:
Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23

Returns 0x0018
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27

Send envelope SMS-PP Formatted.

FindTLV() with TAG_DEVICE_IDENTITIES.
GetUserDatalength() and then getValueByte()
with offset O

GetValueByte() returns 0x40(23.040
first byte)

28

Test with UserDatalLength = OXFF with 2
concatenated SMS

Returns Ox00FF

29

Test with UserDatalLength = 0x100 with 2
concatenated SMS

Returns 0x0100

30

Test with UserDatal.ength = maximum length
(0x010D) with 2 concatenated SMS

Returns 0x010D

UNFORMATTED SMS PP ENV Triggering

31

Test with UNFORMATTED_SMS_PP_ENV and
TP-OA length of 2, and user data length of 0x3D

Returns 0x003D

32 |Test with TP-OA length of 12, and user data length|Returns 0x003D
of 0x3D

33 |Test with UserDataLength = 0x00 Returns 0x0000

34 |Test with UserDatalLength = Ox7F Returns 0x007F

35 |Test with UserDataLength = 0x80 Returns 0x0080

36 |Test with UserDataLength = maximum length: Returns 0x008C

0x8C for a single SMS

37

Verify it is the first TPDU TLV:
Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23

Returns 0x0018

38

Send envelope SMS-PP Unformatted.
FindTLV() with TAG_DEVICE_IDENTITIES.
GetUserDatalength() and then getValueByte()
with offset O (first user data = 0x55)

GetValueByte() returns 0x00
(23.040 first byte)

UNFORMATTED SMS PP UPD Triggering

39

Test with UNFORMATTED_SMS_PP_UPD and
TP-OA length of 2, and user data length of 0x3D

Returns 0x003D

40 |Test with TP-OA length of 12, and user data length|Returns 0x003D
of 0x3D

41 |Test with UserDatalength = 0x00 Returns 0x0000

42 |Test with UserDatalLength = Ox7F Returns Ox007F

43 |Test with UserDataLength = 0x80 Returns 0x0080

44 |Test with UserDatalLength = maximum length: Returns 0x008C

0x8C for a single SMS

45

Verify it is the first TPDU TLV:
Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23

Returns 0x0018

46

Send envelope SMS-PP Unformatted.
FindTLV() with TAG_DEVICE_IDENTITIES.
GetUserDatalLength() and then getValueByte()
with offset 0

GetValueByte() returns 0x00
(23.040 first byte)

UNRECOGNIZED ENVELOPE Triggering

47 |Test with an UNRECOGNIZED_ENVELOPE ToolkitException
UNAVAILABLE ELEMENT
6.2.4.19.4 Test Coverage
CRR number Test case number
N1 All test cases excepted:
53
N2 11, 26, 37, 45
N3 12, 27, 38, 46
N4 1to 15
N5 16 to 30
N6 31to0 38
N7 391to 46
C1l 47
Cc2 Not applicable

6.2.4.20 Method getChannelldentifier

Test Area Reference: API_2 ENH_GCID
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6.2.4.20.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public byte getChannel | dentifier()
throws Tool ki t Exception

6.2.4.20.1.1 Normal execution
e CRRNZ1: The method shall return the channel identifier byte value.
e CRRN2: The channel identifier byte value returned shall be from the first Channel status TLV element.
e CRRNS3: If the element is available it becomes the currently selected TLV.

e CRRNA4: The channel identifier is available for all triggered toolkit applets from the invocation to the termination
of their processToolkit method if the EnvelopeHandler is available.

6.2.4.20.1.2 Context errors

¢ CRRC1: The method shall throw ToolkitException (UNAVAILABLE _ELEMENT) if the Channel status TLV is
not present.

e CRRC2: The method shall throw ToolkitException (OUT_OF_TLV_BOUNDARIES) if the Simple TLV
Channel Status length isequal to 0.

6.2.4.20.2 Test suite files
Test Script: APl _2 ENH_GCID_1l.scr
Test Applet: API_2_ENH_GCID_1java
Load Script; APl _2 ENH_GCID_L.dr
Cleanup Script: API_2 ENH_GCID_1.clr
Parameter File; APl 2 ENH_GCID_1.par
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6.2.4.20.3 Test Procedure
Id Description API Expectation APDU Expectation
0 |1- Appletl is installed with maxi num nunber of 2- OPEN CHANNEL
channel = 07. ) proactive command is
2- Appletl builds proactive comrmands OPEN CHANNEL fetched
with init() nmethod in order to open all channels.
Proacti veHandl er. send() nethods are call ed. TERMINAL RESPONSE i
is
issued with Channel Id from
01to 07
1 |1- Send envel ope Event Downl oad Channel Status 1- Appletl is triggered
wi th channel status TLV:
channel status value = 0x8100.
2- Call Envel opeHandl er. get Channel | dentifier() 2- Returns 0x01
net hod
2 |1- Send envel ope Event Downl oad Channel Status 2- Returns 0x04
with two channel status TLV: Returns 0x04
first value = 0x8400
second val ue = 0x8500.
2- Call twce the
Envel opeHandl| er. get Channel I denti fier() nethod
3 |1- Send envel ope Event Downl oad Channel Status 2- Returns 0x06
wi th channel status TLV:
Channel Status val ue = 0x0605 3- GetChannelldentifier()
Vi ewHand! er. Fi ndTLV() with Device IdentityTag. =getValueByte(0)
2- Call Envel opeHandl er. get Channel I dentifier()
nmet hod.
3- Conpare Envel opeHandl er. get Channel | dentifier()
and then Vi ewHandl er. get Val ueByt e(0).
4 |1- Send envel ope Menu Sel ection w thout Channel 2- A Toolkit exception
Status TLV. UNAVAILABLE_ELEMEN
2- Call Envel opeHandl er. get Channel | dentifier() T is thrown.
nmet hod.
5 |1- Send Envel ope Event Downl oad Channel Status 1- Returns 0x06
wi th Channel Status TLV:
Channel status val ue = 0x0600
2- Call Envel opeHandl er. get Channel I dentifier()
nmet hod.
6 |1- Send unrecogni zed envel ope with a Channel 2- A Toolkit exception
Status TLV having a |l ength equal to O. OUT OF TLV BOUNDA
2- Call Envel opeHandl er. get Channel | dentifier() RIES is thrown.
net hod.
6.2.4.20.4 Test Coverage
CRR number Test case number
N1 1,2
N2 3
N3 3
N4 5
Cl 4
C2 6
6.2.5 Class EnvelopeResponseHandler
6.2.5.1 Method getTheHandler

Test Area Reference: APl_2 ERH_GTHD

6.25.1.1

Conformance requirement:

The method with following header shall be compliant to its definition in the API.

ETSI




3GPP TS 51.013 version 15.1.0 Release 15 102 ETSI TS 151 013 V15.1.0 (2020-11)

public static Envel opeResponseHandl er get TheHandl er ()
throws Tool ki t Excepti on

6.25.1.1.1 Normal execution
e CRRN1: The method shall return the single system instance of the Envel opeResponseHandler class.

e CRRN2: The EnvelopeResponseHandler isa Temporary JCRE Entry Point Object ( see Javacard 2.1 Runtime
Environment (JCRE) Specification [12]).

6.25.1.1.1 Parameter errors

No reguirements.

6.2.5.1.1.3 Context errors
e CRRC1: The method shall thrown ToolkitException (HANDLER_NOT_AVAILABLE) if the handler is busy.

e CRRC2: After thefirst invocation of the ProactiveHandler.send method the Envel opeResponseHandler is no
more available

6.2.5.1.2 Test suite files
Test Script: API_2 ERH_GTHD_1.scr
Test Applet: API_2 ERH_GTHD_1java
Load Script: API_2_ERH_GTHD_1.Idr
Cleanup Script: APlI_2 ERH_GTHD_1.clr
Parameter File; APl_2 ERH_GTHD_1.par
6.2.5.1.3 Test procedure
Id Description APl Expectation APDU Expectation
1 getTheHandler twice The returned objects shall be the
same
2 Verify that getTheHandler returns an The reference returned shall be an
EnvelopeHandler EnvelopeResponseHandler
get TheHandl er (checkcast)
3 Verify the returned value is not null The reference returned shall not be
get TheHandl er null.
4 Send a proactive command, and then ToolkitException
getTheHandler() HANDLER_NOT_AVAILABLE is
thrown
6.2.5.14 Test Coverage
CRR number Test case number
N1 1,2,3
N2 Checked in Framework tests: FWK_API_HEPO (test case 2)
Cl Checked in Framework tests: FWK_MHA_ERHD
C2 4
6.2.5.2 Method post

Test Area Reference: APl_2 ERH_POSTB

6.2.5.2.1 Conformance requirement
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The method with following header shall be compliant to its definition in the API.

public void post(byte statusType)
t hrows Tool ki t Exception

6.2.5.2.1.1 Normal execution

e CRRN1: When the method is called, the toolkit applet can continue it's processing (e.g. prepare a proactive
command).

e CRRNZ2: The byte statusType is SW1 of the status.
e CRRN3: If the send method is called after a post method, the posted data are the first sent to the ME.

e CRRN4: The SIM Toolkit Framework shall take the optional Application Data posted by the triggered toolkit
applet if present, secure and send the response packet. The SIM Toolkit Framework will return the response
APDU defined by the toolkit applet.

6.25.2.1.2 Parameter error

No reguirements.

6.2.5.2.1.3 Context errors

e CRRC1: The method shall thrown ToolkitException (HANDLER_NOT_AVAILABLE) if the handler is busy.

6.2.5.2.2 Test suite files
Specific triggering: Unformatted SMS PP Env and Call control

Test Script: API_2 ERH_POSTB_1.scr
Test Applet: API_2 ERH POSTB_1.java
Load Script: API_2_ERH_POSTB_1.ldr
Cleanup Script: APl 2 ERH POSTB_1l.clr
Parameter File: API_2 ERH_POSTB_1.par
6.2.5.2.3 Test procedure
Id Description API Expectation APDU Expectation
Call Control Triggering
1 getTheHandler and then post 9000
(the handler is enpty)
2 |Fill the handler (appendTLV to have byt es 9FFD data are retrieved with GET
init )and then post data with status RESPONSE command
9F
3 Verify that after a post the handler is no  |ToolkitException
more available HANDLER_NOT_AVAILABL
appendTLV, post and then appendTLV E is thrown on the second
appendTLV
Unformatted SMS PP Env triggering
4 | construct the response (appendTLV with 9E12 and posted data retrieved by a
0x10 data) and post it with status 9E and GET RESPONSE with status 9113
then send a display text and display text retrieved by a FETCH
5 |Verify that it is possible to send a proactive 91 13 and display text is retrieved by
command after a post a FETCH

get TheHandl er and post , then send a
di spl ay text

6 Verify it is not possible to post after a ToolkitException
proactive command HANDLER_NOT_AVAILABL
get TheHandl er, appendTLV, send a E is thrown

di spl ay text, post.
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7 | Verify that the handler is no more available |ToolkitException 9E12 and posted data retrieved by a
after a post HANDLER_NOT_AVAILABL |GET RESPONSE
get TheHandl er, appendTLV, post with E is thrown
status 9E, post with status 9F

6.2.5.24 Test Coverage
CRR number Test case humber
N1 3,4,7
N2 1,2,4,7
N3 4,5
N4 Checked in Framework tests: FWK FWS OUDA
C1 6
6.2.5.3 Method postAsBERTLV

Test Area Reference:API_2 ERH_POSTBB

6.2.5.3.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public void post AsBERTLV(byte statusType,
byte tag)
t hrows Tool ki t Exception

6.2.5.3.1.1 Normal execution

o CRRN1: When the method is called, the toolkit applet can continue it's processing (e.g. prepare a proactive
command) the SIM Toolkit Framework will return the response APDU defined by the toolkit applet.

e CRRNZ2: The byte statusType is SW1 of the status

e CRRN3: If the send method is called after a postASBERTLV method, the posted data are the first sent to the
ME.

e CRRN4: The bytetag isthe BER Tag at the beginning of thesimple TLV list.

6.2.5.3.1.2 Parameter errors

No reguirements.

6.2.5.3.1.3 Context errors

e CRRC1: The method shall thrown ToolkitException (HANDLER_NOT_AVAILABLE) if the handler is busy.

6.2.5.3.2 Test suite files
Specific triggering: Unformatted SMS PP Env and Call control

Test Script: APl_2 ERH_POSTBB_1.scr

Test Applet: APl_2 ERH_POSTBB_1java

Load Script: API_2_ERH_POSTBB_1.ldr

Cleanup Script: APl _2 ERH_POSTBB_1.clr

Parameter File: API_2 ERH_POSTBB_1.par
6.2.5.3.3 Test procedure
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Id Description API Expectation

APDU Expectation

Call Control triggering

1 getTheHandler and then postAsBERTLV
(the handler is enpty)

9F02 data are retrieved with
GET RESPONSE command,
the tag shall be 33 and the
length is 00

2 Fill the handler and then postAsBERTLV
the data with status 9F, and tag 33

9FFF data are retrieved with
GET RESPONSE command,
the tag shall be 33

3 appendTLV, postAsBERTLYV and then
appendTLV

ToolkitException

HANDLER_NOT_AVAILABLE is
thrown on the second appendTLV

Unformatted SMS PP Env triggering

4 | construct the response (appendTLV with
0x10 data) and postAsBERTLYV it with
status 9E, tag 75 and then send a display
text

9E14 and posted data
retrieved by a GET
RESPONSE the tag shall be
75 with status 9113 and
display text retrieved by a
FETCH

5 | getTheHandler and postAsBERTLYV, then
send a display text

9E02 and posted data
retrieved by a GET
RESPONSE the tag 33 (and
the length 00) with status
9113 and display text is
retrieved by a FETCH

6 | Verifyitis not possible to postAsBERTLV
after a proactive command

get TheHandl er, appendTLV, send a

di splay text, postAsBERTLV.

ToolkitException

HANDLER_NOT_AVAILABLE is
thrown on the postAsBERTLV

7 | Verify that the handler is no more available
after a postAsBERTLV

get TheHandl er, appendTLV(wi th data

| ength = 0x10, post AsBERTLV with status

9E, tag 56, postAsBERTLV with status

ToolkitException

HANDLER_NOT_AVAILABLE is
thrown on the second postAsBERTLV

9E14 and posted data
retrieved by a GET
RESPONSE the tag shall be
56 with status 9000

9F, tag 28
6.2.5.34 Test Coverage
CRR number Test case number
N1 3,4, 7
N2 1,2,47
N3 4,5
N4 2,4,7
C1l 6
6.2.5.4 Method getLength

Test Area Reference: API_2 ERH_GLEN

6.2.5.4.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getlLength()
throws Tool ki t Excepti on

6.25.4.1.1 Normal execution

e CRRNZ1: returnsthe length in bytes of the TLV list.

6.25.4.1.2 Parameter errors

No requirements.
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6.2.5.4.1.3 Context errors

e CRRCL1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

6.2.5.4.2 Test Suite files

Specific triggering: Unrecognized Envelope

Test Script: API_2 ERH_GLEN_1.scr
Test Applet: APlI_2 ERH_GLEN_1java
Load Script: APl 2 ERH_GLEN_1.Idr
Cleanup Script: APlI_2 ERH GLEN_ 1.clr
Parameter File: APl 2 ERH_GLEN_1.par
6.2.5.4.3 Test procedure
Id Description API Expectation APDU Expectation
1 Clear the handler Result of getLength() is 0
get Lengt h()
2 appendTLV with length of 7 Result of getLength() is 9

get Lengt h()

3 | Clear the handler and appendTLV with Length [Result of getLength() is 253

of 250
get Lengt h()
4 Build a 7Fh Envelope response handler Result of getLength() is 81h
get Lengt h()
5 Build a 80h Envelope response handler Result of getLength() is 83h
get Lengt h()
6 Call the post() method
get Lengt h() A toolkit Exception with

HANDLER_NOT_AVAILABLE
reason is thrown.

NOTE: Testcase 3is limited to 253 and not 256 because the current 3GPP TS 43.019 [7] is not clear enough on this
point. So this test allows the two possible implementations.

6.2.5.4.4 Test Coverage
CRR number Test case number
N1 1,2,3,4,5
Cl 6
6.2.5.5 Method copy

Test Area Reference: API_2 ERH_COPY_BSS

6.2.5.5.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short copy(byte[] dstBuffer,
short dstOffset,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.5.5.1.1 Normal execution

e CRRNZ1: copiesthesimple TLV list contained in the handler to the destination byte array.
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e CRRNZ2: returns dstOffset + dstLength.

6.2.5.5.1.2 Parameter errors
e CRRPL: if dstBuffer is null a NullPointerException is thrown.

o CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative,
an ArraylndexOutOf BoundsException is thrown.

e CRRP3: if dstLength is greater than the length of the simple TLV List, an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

6.2.5.5.1.3 Context errors

e CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

6.2.5.5.2 Test Suite files

Specific triggering: Unrecognized Envelope

Test Script: API_2 ERH_COPY_BSS 1l.scr
Test Applet: API_2_ERH_COPY_BSS 1java
Load Script: API_2 ERH_COPY_BSS 1.ldr
Cleanup Script: API_2_ERH_COPY_BSS 1.cr
Parameter File: APlI_2 ERH_COPY_BSS 1.par
6.2.5.5.3 Test procedure
Id Description API Expectation APDU Expectation
1 appendTLV with value length of 7
NULL as parameter to dstBuffer NullPointerException is thrown
2
dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOfset = 5
dstlLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length =5 nis thrown
dstOffset = -1
dstLength = 1
4 dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio

dstBuffer.length = 5 n is thrown
dstOfset = 0
dstlLength = 6

5 dstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length =5 nis thrown

dstOffset = 3
dstLength = 3

6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown

dstOfset = 0
dstlLength = -1

7 dstLength > length of the simple TLV list ToolkitException.OUT_OF_TLV_
dstBuffer.length = 10 BOUNDARIES is thrown
dstOffset =0
dstLength = 10

8 | Successful call, dstBuffer is the whole buffer [Result of copy() is 9
dstBuffer.length = 9

dstOfset = 0
dstlLength = 9
9 Compare the buffer Result of arrayCompare() is 0

10 | Successful call, dstBuffer is part of a buffer |Result of copy() is 12
dstBuffer.length = 15
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dstOffset = 3
dstlLength = 9

11 Compare the whole buffer Result of arrayCompare() is 0

12 | Successful call, dstBuffer is part of a buffer |Result of copy() is 9

dstBuffer.length = 15
dstOffset = 3
dstLength = 6

13

Compare the whole buffer

Result of arrayCompare() is 0

14

Successful call, copy with length =0
dstBuffer.length = 15
dstOffset = 15
dstLength = 0

Result of copy() is 15

15

Call the post() method

Call copy():
dstBuffer.length = 10
dstOffset = 0
dstLength = 0

A toolkit Exception with
HANDLER_NOT_AVAILABLE
reason is thrown.

6.25.5.4 Test Coverage
CRR number Test case nhumber

N1 9,11, 13

N2 8, 10,12, 14

P1 1

P2 2,3,4,5,6

P3 7

C1l 15
6.2.5.6 Method findTLV

Test AreaReference: API_2 ERH_FINDBB

6.2.5.6.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findTLV(byte tag, byte occurrence)

t hrows Tool ki t Excepti on

6.25.6.1.1 Normal execution

Looks for the indicated occurrence of a TLV element from the beginning of the TLV list (handler buffer):

CRRN1: the method is successful if the required occurrence exists then the corresponding TLV becomes current.

CRRNZ2: if the method is successful then it returns TLV_FOUND_CR_SET when Comprehension Required flag

is set.

CRRN3: if the method is successful theniit returns TLV_FOUND_CR_NOT_SET when Comprehension

Required flag is not set.

CRRN4: if the required occurrence of the TLV element does not exist, the current TLV is no longer defined and

TLV_NOT_FOUND is returned.

CRRNS5: The search method is comprehension required flag independent.

6.2.5.6.1.2 Parameter errors

CRRP1: if aninput parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown.
The reason code shall be ToolkitException.BAD_INPUT_PARAMETER.

6.2.5.6.1.3 Context errors
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e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

6.2.5.6.2 Test Suite files

Specific triggering: Unrecognized Envelope

Test Script: API_2 ERH_FINDBB_1.scr
Test Applet: API_2 ERH_FINDBB_1.java
Load Script: API_2 ERH_FINDBB_1.ldr
Cleanup Script: API_2 ERH_FINDBB_1l.clr
Parameter File: APlI_2 ERH_FINDBB_1.par
6.2.5.6.3 Test procedure
Id Description API Expectation APDU Expectation
1 append the handler with TLVs:
81 03 11 22 33
82 02 99 77
Invalid input parameter ToolkitException.BAD_INPUT_PA
Gccurrence = 0 RAMETER is thrown
2
Search 15t TLV Resultis TLV_FOUND_CR_SET
Tag = Olh
Qccurrence = 1
3 Call the getValueLength() method Resultis 03h
4 Search 2" TLV Resultis TLV_FOUND_CR_SET
Tag = 02h
Qccurrence = 1
5 Call the getValueLength() method Result is 02h
6 Select a TLV (tag 02h)
Search awrong tag Resultis TLV_NOT_FOUND
Tag = 03h
Qccurrence = 1
7 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
8 Search atag with wrong occurrence Resultis TLV_NOT_FOUND
Tag = Olh
Qccurrence = 2
9 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
10 Append a TLV with tag=02h
Search the TLV Result is
Tag = 02h TLV_FOUND_CR_NOT_SET
Qccurrence = 2
11 Append a TLV with tag=04h
Search the TLV Result is
Tag = 04h TLV_FOUND_CR_NOT_SET
Qccurrence = 1
12 Search tag 81h Resultis TLV_FOUND_CR_SET
Tag = 81h
Qccurrence = 1
13 Search tag 84h Result is
Tag = 84h TLV_FOUND_CR_NOT_SET
Qccurrence = 1
14 Call the post() method then Search 15t TLV
A toolkit Exception with
Tag = 81h HANDLER_NOT_AVAILABLE
Qceurrence = 1 reason is thrown.

6.2.5.6.4 Test Coverage
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CRR number Test case number

N1 3,5

N2 2,4

N3 10, 11

N4 6,7,8,9

N5 12,13

P1 1

C1l 14

6.2.5.7 Method getValuelLength

Test Area Reference: API_2 ERH_GVLE

6.2.5.7.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getVal ueLength()
t hrows Tool ki t Exception

6.2.5.7.1.1 Normal execution

e CRRNZ1: gets and returns the binary length of the value field for the last TLV element which has been found in
the handler.

6.25.7.1.2 Parameter errors

No reguirements.

6.25.7.1.3 Context errors

e CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

e CRRC2:in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException.UNAVAILABLE ELEMENT.

6.2.5.7.2 Test Suite files

Specific triggering: Unrecognized Envelope

Test Script: APlI_2 ERH_GVLE 1.scr
Test Applet: API_2 ERH_GVLE 1l java
Load Script: APlI_2 ERH_GVLE 1.dr
Cleanup Script: APl 2 ERH_GVLE 1.clr
Parameter File: APl_2 ERH_GVLE 1.par
6.2.5.7.3 Test procedure
Id Description API Expectation APDU Expectation
1 appendTLV 02 02 02 02
findTLV with TAG 03
getValuelLength() ToolkitException.UNAVAILABLE_
ELEMENT is thrown
2 appendTLV with TAG 0D and length 00
Search TLV 0Dh
get Val ueLengt h() Result is 00h

ETSI




3GPP TS 51.013 version 15.1.0 Release 15 111 ETSI TS 151 013 V15.1.0 (2020-11)

3 Clear the handler and append TLV with TAG
0D and length 02

Search TLV 0Dh

get Val ueLengt h() Result is 02h

4 Clear the handler and append TLV with TAG
0D and length Ox7F

Search TLV 0Dh

getVauel ength() Resultis 7Fh

5 Clear the handler and append TLV with TAG
0D and length 0x80

Search TLV 0Dh

get Val ueLengt h() Result is 80h

6 Clear the handler and append TLV with TAG
0D and length OxF1

Search TLV 0Dh

get Val ueLengt h() Resultis Fi1h

7 Call the post() method
A toolkit Exception with

get Val ueLengt h() HANDLER_NOT_AVAILABLE
reason is thrown.

6.2.5.7.4 Test Coverage
CRR number Test case number
N1 2,3,4,5,6
Cl 7
C2 1
6.2.5.8 Method getValueByte

Test Area Reference: API_2 ERH_GVBYS

6.2.5.8.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getVal ueByte(short val ueOfset)
t hrows Tool ki t Exception

6.2.5.8.1.1 Normal execution

e CRRN1: Gets abyte fromthelast TLV element which has been found in the handler and returnsits value
(1 byte).

6.2.5.8.1.2 Parameter errors

e CRRPL: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.OUT_OF _TLV_BOUNDARIES.

6.2.5.8.1.3 Context errors

o CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

e CRRC2:in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException.UNAVAILABLE ELEMENT.

6.2.5.8.2 Test Suite files

ETSI




3GPP TS 51.013 version 15.1.0 Release 15 112 ETSI TS 151 013 V15.1.0 (2020-11)

Specific triggering: Unrecognized Envelope
Test Script: API_2_ ERH_GVBYS 1.scr
Test Applet: APlI_2 ERH _GVBYS 1java
Load Script: API_2_ERH_GVBYS 1.ldr
Cleanup Script: API_2 ERH_GVBYS 1.cIr
Parameter File: APlI_2 ERH GVBYS 1l.par

6.2.5.8.3 Test procedure

Id Description API Expectation APDU Expectation

1 | appendTLV 8202 81 82, appendTLV 81 03 11
22 FE
findTLV with TAG 03

get Val ueByt ( 0x00) ToolkitException.UNAVAILABLE _
ELEMENT is thrown

2 Search TLV 01h

get Val ueByt e( 0x03) ToolkitException.OUT_OF _TLV_
BOUNDARIES is thrown

3 Search TLV 01h

get Val ueByt e( 0x02) Result is FEh

4 Search TLV 02h

get Val ueByt e( 0x00) Result is 81h

5 | appendTLV with TAG 0D, Length Ox7E, Value:
00,01, ..,7D

get Val ueByt e( 0x07D) Result is 7Dh

6 clear the handler, appendTLV with TAG 0D,
Length 0x80, Value: 00, 01, ..., 7F

get Val ueByt e( 0x07E) Result is 7Eh

7 |get Val ueByt e( 0x07F) Result is 7Fh

8 clear the handler, appendTLV with TAG 0D,
Length OxF1, Value: 00, 01, ..., FO

get Val ueByt e( 0xOFO0) Result is FOh

9 Call the post() method
A toolkit Exception with

get Val ueByt e(0) HANDLER_NOT_AVAILABLE
reason is thrown.

6.2.5.8.4 Test Coverage

CRR number Test case humber
N1 3,4,5,6,7,8
P1
C1
C2

R (O|IN

6.2.5.9 Method copyValue

Test AreaReference: API_2 ERH_CPYVS BSS

6.2.5.9.1 Conformance requirement

The method with following header shall be compliant with its definition in the API.
public short copyVal ue(short val ueO fset,

byte[] dstBuffer,
short dstOffset,
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short dstLength)

throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.5.9.1.1 Normal execution
e CRRNZ1: copiesapart of the last TLV element which has been found, into a destination. buffer.

e CRRNZ2: returns dstOffset + dstLength.

6.2.5.9.1.2 Parameter errors
e CRRPL: if dstBuffer is null NullPointerException is thrown.

e CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOfBoundsException is thrown.

e CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

6.2.5.9.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

e CRRC2: incase of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException.UNAVAILABLE_ELEMENT.

6.2.5.9.2 Test Suite files

Specific triggering: Unrecognized Envelope

Test Script: API_2 ERH_CPYVS BSS 1.scr
Test Applet: APlI_2 ERH _CPYVS BSS 1java
Load Script: APl 2 ERH _CPYVS BSS l.ldr
Cleanup Script: API_2 ERH_CPYVS BSS 1.clr
Parameter File: API_2 ERH_CPYVS BSS 1.par
6.2.5.9.3 Test procedure
Id Description API Expectation APDU Expectation
1 appendTLV with TAG: OD and length 16
Select Text String TLV
copyVal ue() with a null dstBuffer NullPointerException is thrown
2
dstOffset > dstBuffer.length ArrayIndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOfset = 5
dstLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = -1
dstlLength = 1
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOfset = 0
dstLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = 3
dstlLength = 3
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Id Description API Expectation APDU Expectation
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown

dstOffset = 0
dstLength = -1

7 clear the handler, appendTLV with TAG: 0D

and length 6
Select Text String TLV
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
valueO'fset = 6 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueO fset = -1 BOUNDARIES is thrown

dstBuffer.length = 15
dstOffset = 0
dstlLength = 1

9 dstLength > Text String length ToolkitException.OUT_OF_TLV_
valueOffset = 0 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstlLength = 7

10 | valueOffset + dstLength > Text String length |ToolkitException.OUT_OF_TLV_

val ueCf fset = 2 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstLength = 5
11 Initialise the handler
copyVal ue() ToolkitException.UNAVAILABLE _

ELEMENT is thrown

12 | clear the handler, appendTLV with TAG: 0D
and value: 040001 ... OF
Select Text String TLV

Successful call Result of copyValue() is 17
valueOffset = 0
dstBuffer.length = 17

dstOfset = 0
dstlLength = 17
13 Compare buffer Result is 00h
buffer = 04 00 01 ...0F
14 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of copyValue() is 15

valueCffset = 2
dstBuffer.length = 20

dstOffset = 3
dstlLength = 12

15 Compare buffer Result is 00h
buffer =

55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0OC
55 55 55 55 55

16 Successful call, copyValue with length =0  |Result of copyValue() is 20
dstBuffer.length = 20
dst O fset = 20
dstLength = 0

17 Call post() method then copyValue()
dstBuffer.length = 20 A toolkit Exception with
dst Of fsefh =0 HANDLER_NOT_AVAILABLE
dstlength = 0 reason is thrown.
6.2.594 Test Coverage
CRR number Test case number
N1 13,15
N2 12,14, 16
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P1 1
P2 2,3,4,5,6
P3 7,8,9 10
C1 17
Cc2 11

6.2.5.10 Method compareValue

Test AreaReference: API_2 ERH_CPRVS_BSS

6.2.5.10.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte conpareVal ue(short val ueO fset,
byte[] conpareBuffer,
short conpareO fset,
short conparelengt h)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.5.10.1.1 Normal execution
Comparesthe last found TLV element with a buffer:
e CRRNZ1: returns O if identical.
e CRRNZ2: returns -1 if the first miscomparing bytein simple TLV List isless than that in compareBuffer.

e CRRNS3: returns 1 if the first miscomparing bytein simple TLV List is greater than that in compareBuffer.

6.2.5.10.1.2 Parameter errors
e CRRPL: if compareBuffer is null NullPointerException shall be thrown.

e CRRP2: if compareOffset or comparel ength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOf BoundsException shall be thrown.

e CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.OUT_OF_TLV_BOUNDARIES.

6.2.5.10.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

e CRRC2:in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException.UNAVAILABLE ELEMENT.

6.2.5.10.2 Test Suite files

Specific triggering: Unrecognized Envelope

Test Script: API_2_ERH_CPRVS BSS 1.scr
Test Applet: API_2 ERH_CPRVS BSS 1java
Load Script: API_2 ERH_CPRVS BSS 1.dr
Cleanup Script: API_2_ERH_CPRVS BSS 1.clr
Parameter File: APlI_2 ERH_CPRVS BSS 1.par
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6.2.5.10.3 Test procedure
Id Description API Expectation APDU Expectation
1 appendTLV with TAG: 0D and length 16
Select Text String TLV
compareValue() with a null compareBuffer  |NullPointerException is thrown
2
compareOffset > compareBuffer.length ArrayindexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown
conpareCffset =5
conparelLength = 1
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
compareBuffer.length = 5 nis thrown
compareOfset = -1
conparelLength = 1
4 compareLength >compareBuffer.length ArrayIndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
conpareCffset = 0
conparelLength = 6
5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
compareBuffer.length = 5
compareO fset = 3
conparelLength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
conpareCfset = 0
conparelLength = -1
7 appendTLV with TAG: 0D and length 6
Select Text String TLV
valueOffset > Text String Length
valueOffset = 6 ToolkitException.OUT_OF_TLV_
conpareBuffer.length = 15 BOUNDARIES is thrown
conmpareOfset = 0
conmparelLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOfset = -1 BOUNDARIES is thrown
conmpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 1
9 compareLength > Text String length ToolkitException.OUT_OF_TLV_
valueOffset =0 BOUNDARIES is thrown
conmpareBuffer.length = 15
compareOifset = 0
conparelLength = 7
10 | valueOffset + compareLength > Text String |ToolkitException.OUT_OF_TLV_
length BOUNDARIES is thrown
val ueCf fset = 2
conpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 5
11 Initialise the handler ToolkitException.UNAVAILABLE_
conpar eVal ue() ELEMENT is thrown
12 | appendTLV with TAG: 0D and value: 04 00 01
... OF
Select Text String TLV
Initialise compareBuffer
conpar eBuffer =
04 00 01 ...0F
Compare buffers
valueOifset = 0
conpareCffset = 0 .
conpar eLength = 17 Resultis 00h
13 Initialise compareBuffer
conpar eBuffer =
04 00 01 02 03
04 05 06 07 08
05 OA 0B OC 0D
OE 10
Compare buffers with same parameters .
Resultis -1
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Id Description API Expectation APDU Expectation
14 Initialise compareBuffer
conpar eBuffer =
03 00 01 ...OF
Compare buffers with same parameters Result is +1
15 Initialise compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB OC
55 55 55 55 55
Compare buffers .
val ueCffset = 2 P Result is 00h
conmpareO fset = 3
conpareLength = 12
16 Initialise compareBuffer
conpar eBuf fer =
55 55 55 02 01
03 04 05 06 07
08 09 OA OB 0OC
55 55 55 55 55
Compare buffers with same parameters .
P P Resultis -1
17 Initialise compareBuffer
compareBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA OD
55 55 55 55 55
Compare buffers with same parameters .
P P Resultis +1
18 | Successful call, compareValue with length =0 |Result of compareValue() is 0
conmpareBuffer.length = 20
compareO fset = 15
conparelLength = 0
19 Call post() method then compareValue()
conpareBuffer.length = 20 A toolkit Exception with
conpar eOffsefh =0 HANDLER_NOT_AVAILABLE
conparelength = 0 reason is thrown.
6.2.5.104 Test Coverage
CRR number Test case number
N1 12,15, 18
N2 13, 16
N3 14,17
P1 1
P2 2,3,4,5,6
P3 7,8,9,10
C1 19
Cc2 11
6.2.5.11 Method findAndCopyValue(byte tag, byte[] dstBuffer, short valueOffset)

Test Area Reference: API_2 ERH_FACYB_BS

6.2.5.11.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,

t hr ows

byte[] dstBuffer,

short dstOffset)

java.l ang. Nul | Poi nt er Excepti on,

java. | ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on
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6.2.5.11.1.1 Normal execution

e CRRNZ1: looks for the first occurrence of a TLV element from the beginning of a TLV list and copy its value into
a destination buffer.

e CRRN2: if no TLV element isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current
TLV isno longer defined.

e CRRNS3: if the method is successful then the corresponding TLV becomes current and dstOffset + length of the
copied value is returned.

e CRRN4: The search method is comprehension required flag independent.

6.25.11.1.2 Parameter errors

e CRRPL: if dstBuffer is null NullPointerException shall be thrown.

o CRRP2: if dstOffset would cause access outside array bounds Arrayl ndexOutOf BoundsException shall be
thrown.

6.25.11.1.3 Context errors

¢ CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

6.2.5.11.2 Test Suite files

Specific triggering: Unrecognized Envelope

Test Script: APlI_2 ERH_FACYB_BS 1l.scr
Test Applet: APlI_2 ERH FACYB_BS 1.java
Load Script: API_2 ERH_FACYB_BS 1.dr
Cleanup Script: API_2 ERH_FACYB_BS 1l.clr
Parameter File: API_2 ERH_FACYB_BS 1.par
6.2.5.11.3 Test procedure
Id Description API Expectation APDU Expectation
1 Initialise the handler
findAndCopyValue() with a null dstBuffer NullPointerException is thrown
2 appendTLV with TAG: 0D and length 16
Select Text String TLV
dstOffset > dstBuffer.length ArrayIndexOutOfBoundsExceptio
tag = ODh n is thrown

dstBuffer.length = 20
dst O fset = 20

3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 20 nis thrown
dstOFfset = -1

4 dstOffset + length >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 20 nis thrown
dstOffset =5

5 length > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 15 nis thrown

dstOffset = 0
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Id Description API Expectation APDU Expectation
6 |clear the handler, appendTLV with TAG 02 and
Length 02
Select a TLV (tag 02h)
fi ndAndCopyVal ue() ToolkitException.UNAVAILABLE_
tag = 03h ELEMENT is thrown
Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
7 | appendTLV with TAG: OD and value: 04 00 01
... OF
Successful call Result of findAndCopyValue() is
Tag = ODh 17
dstBuffer.length = 17
dstOffset = 0
8 Compare buffer Result is 00h
buffer = 04 00 01 ...0F
9 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndCopyValue() is
dstBuffer.length = 20 19
dstOffset = 2
10 Compare buffer Result is 00h
buffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA 0B
0C 0D OE OF 55
11 | clear the handler, appendTLV with TAG: 0D
and value: 040001 ... OF
append a 2" Text String TLV
Successful call Result of findAndCopyValue() is
tag = ODh 17
dstBuffer.length = 17
dstOfset = 0
12 Compare buffer Result is 00h
buffer = 04 00 01 ...0F
13 | clear the handler, appendTLV with TAG: 0D
and value: 040001 ... OF
Successful call (with tag 8Dh) Result of findAndCopyValue() is
tag = 8Dh 17
dstBuffer.length = 17
dstOfset = 0
14 Compare buffer Result is 00h
buffer = 04 00 01 ...0F
15 Append tag OFh
buffer = 00 01 ...0F
Successful call (with tag 8Fh) Result of findAndCopyValue() is
tag = 8Fh 16
dstBuffer.length = 16
dstOffset = 0
16 Compare buffer Result is 00h
buffer = 00 01 ...0F
17 | Call post() method then findAndCopyValue()
tag = 8Fh A toolkit Exception with
dstBuffer.length = 0 HANDLER_NOT_AVAILABLE
dstOffset =0 reason is thrown.
6.2.5.11.4 Test Coverage
CRR number Test case number
N1 8, 10,12
N2 6
N3 7,9,11
N4 13, 14, 15, 16
P1 1
P2 2,3,45
C1l 17
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6.2.5.12 Method findAndCopyValue(byte tag, byte occurrence, short valueOffset,
byte[] dstBuffer, short dstOffset, short dstLength)

Test Area Reference: API_2 ERH_FACYBBS BSS

6.2.5.12.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.
public short findAndCopyVal ue(byte tag,

byt e occurrence,

short val ueOf f set,

byte[] dstBuffer,

short dstOff set,

short dstLength)

throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.5.12.1.1 Normal execution

e CRRNZ1: looks for the indicated occurrence of aTLV element from the beginning of aTLV list and copy its
value into a destination buffer.

e CRRNZ2: if no TLV element isfound, the UNAVAILABLE_ELEMENT exception is thrown and the current
TLV isno longer defined.

e CRRN3: if the method is successful then the corresponding TLV becomes current and dstOffset + dstLength is
returned.

e CRRN4: The search method is comprehension required flag independent.

6.2.5.12.1.2 Parameter errors
e CRRPL: if dstBuffer is null NullPointerException shall be thrown.

o CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOf BoundsException shall be thrown.

e CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.OUT_OF_TLV_BOUNDARIES.

6.2.5.12.1.3 Context errors

e CRRC1: if the handler isbusy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

6.2.5.12.2 Test Suite files

Specific triggering: Unrecognized Envelope

Test Script: APl_2 ERH_FACYBBS BSS 1.scr

Test Applet: APl_2 ERH_FACYBBS BSS 1java

Load Script: APl_2 ERH_FACYBBS BSS 1.ldr

Cleanup Script: API_2 ERH_FACYBBS BSS 1.clr

Parameter File: APl_2 ERH_FACYBBS BSS 1.par
6.2.5.12.3 Test procedure
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Id Description API Expectation APDU Expectation
1 Initialise the handler NullPointerException is thrown
findAndCopyValue() with a null dstBuffer
2 appendTLV with TAG: 0D and length 16
dstOffset > dstBuffer.length
tag = ODh, occurrence = 1 ArraylndexOutOfBoundsExceptio
valueO fset = 0 n is thrown
dstBuffer.length = 5
dstOffset = 5
dstLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOfset = -1
dstLength = 1
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 0
dstlLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOfset = 3
dstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 0
dstlLength = -1
7 appendTLV with TAG: 0D and length 6 ToolkitException.OUT_OF_TLV_
valueOffset = Text String Length BOUNDARIES is thrown
tag = ODh, occurrence =1
valueOffset = 6
dstBuffer.length = 15
dstOffset = 0
dstLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOfset = -1 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstLength = 1
9 dstLength > Text String length ToolkitException.OUT_OF_TLV_
valueOffset =0 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstLength = 7
10 | valueOffset + dstLength > Text String length |ToolkitException.OUT_OF_TLV_
val ueOf fset = 2 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstlLength = 5
11 |clear the handler, appendTLV with TAG 02 and
Length 02
Select a TLV (tag 02h) ToolkitException.UNAVAILABLE_
fi ndAndCopyVal ue() ELEMENT is thrown
tag = ODh
occurrence = 2
Call the getVval ueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
12 | clear the handler and appendTLV with TAG:
0D and value: 040001 ... OF
Successful call Result of findAndCopyValue() is
tag = ODh, occurrence =1 17
valueOffset = 0
dstBuffer.length = 17
dstOfset = 0
dstLength = 17
13 Compare buffer Result is 00h
buffer = 04 00 01 ...OF
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Id Description API Expectation APDU Expectation
14 initialise dstBuffer

dstBuffer = 55 55 ...55
Successful call

tag = ODh, occurrence =1

val ueCffset = 2

dstBuffer.length = 20

dstOfset = 3

dstLength = 12

Result of findAndCopyValue() is
15

15

Compare buffer
buffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB OC
55 55 55 55 55

Result is 00h

16

Append a Text String TLV
tag = 0D
buffer = 00 11 22 33 44 55 (no specific
DCS byt e)

Successful call

tag = ODh, occurrence =1
valueOfset = 0
dstBuffer.length = 20
dst O f set 0
dst Length 17

Result of findAndCopyValue() is
17

17

Compare buffer
buffer = 04 00 01 ...OF

Result is 00h

18

Successful call
tag = ODh, occurrence = 2
valueOffset = 0
dstBuffer.length = 6
dstOffset = 0
dstLength = 6

Result of findAndCopyValue() is 6

19 Compare buffer Result is 00h
buffer = 00 11 22 33 44 55
20 | clear the handler and appendTLV with TAG:

0D and value: 040001 ... OF
Successful call (with tag 8Dh)

tag = 8Dh

occurrence = 1

valueOfset = 0

dstBuffer.length = 17

dst O f set 0

dstLength 17

Result of findAndCopyValue () is
17

21

Compare buffer
buffer = 04 00 01 ...OF

Result is 00h

22

Append tag OFh

buffer = 00 01 ...0F

Successful call (with tag 8Fh)
tag = 8Fh
occurrence = 1
valueOffset = 0
dstBuffer.length = 16
dstOffset = 0
dstLength = 16

Result of findAndCopyValue () is
16

23 Compare buffer Result is 00h
buffer = 00 01 ...0F
24 |Successful call, findAndCopyValue with length |Result of findAndCopyValue () is
=0 16

dstBuffer.length = 16
dstOffset = 16
dst Lengt h 0

25

Call post() method then findAndCopyValue()
dstBuffer.length = 16

A toolkit Exception with

gSthseL f 0 HANDLER_NOT_AVAILABLE
stLength = 0 reason is thrown.
6.2.5.12.4 Test Coverage

[ CRR number |

Test case number
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N1 13, 15, 17,19
N2 11

N3 12, 14, 16, 18, 24
N4 20, 21, 22, 23
P1 1

P2 2,3,4,5,6
P3 7,8,9 10

C1 5

6.2.5.13 Method findAndCompareValue(byte tag, byte[] compareBuffer, short
compareOffset)

Test Area Reference: API_2 ERH_FACRB_BS

6.2.5.13.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.
public byte findAndConpareVal ue(byte tag,
byte[] conpareBuffer,
short conpareOfset)
throws java.lang. Nul | Poi nt er Excepti on,

java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.5.13.1.1 Normal execution
Looks for the first occurrence of a TLV element from beginning of a TLV list and compare its value with a buffer:

e CRRNZ1:if no TLV eement isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current
TLV isno longer defined.

e CRRNZ2: if the method is successful then the corresponding TLV becomes current.

e CRRNS3: if identical returnsO.

CRRN4: if the first miscomparing bytein simple TLV isless than that in compareBuffer returns -1.

CRRNS5: if the first miscomparing bytein simple TLV is greater than that in compareBuffer returns 1.

e CRRNG6: The search method is comprehension required flag independent.

6.2.5.13.1.2 Parameter errors
e CRRPL: if compareBuffer is null NullPointerException shall be thrown.

e CRRP2: if compareOffset would cause access outside array bounds ArraylndexOutOfBoundsException shall be
thrown.

6.2.5.13.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

6.2.5.13.2 Test Suite files

Specific triggering: Unrecognized Envelope

Test Script: API_2_ERH_FACRB_BS 1.scr
Test Applet: API_2_ERH_FACRB_BS 1java
Load Script: API_2_ERH_FACRB_BS 1ldr
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Cleanup Script: API_2 ERH FACRB_BS 1.cIr
Parameter File: APlI_2 ERH_FACRB_BS 1.par
6.2.5.13.3 Test procedure
Id Description API Expectation APDU Expectation
1 appendTLV with TAG: OD and length 16 NullPointerException is thrown
findAndCompareValue() with a null dstBuffer and
tag ODh
2 compareOffset > compareBuffer.length ArrayIndexOutOfBoundsExceptio
tag = ODh n is thrown

conmpareBuffer.length = 20
compareO fset = 20

3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 20 nis thrown
conpareOffset = -1
4 compareOffset + length > ArraylndexOutOfBoundsExceptio
compareBuffer.length n is thrown

conmpareBuffer.length = 20
conpareCffset = 5

5 length > compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 15 nis thrown
conpareOfset = 0

6 |clear the handler, appendTLV with TAG 02 and

Length 02
Select a TLV (tag 02h) ToolkitException.UNAVAILABLE_
fi ndAndConpar eVal ue() ELEMENT is thrown
tag = 03h
7 Verify current TLV ToolkitException.UNAVAILABLE_
get Val ueLengt h() ELEMENT is thrown.

8 clear the handler and appendTLV with TAG:
0D and value: 040001 ... OF

Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...0F

Compare buffers Result is 00h
tag = ODh
conmpareOfset = 0
9 Verify current TLV Resultis 17
get Val ueLengt h()
10 Initialise compareBuffer

conpar eBuffer =
04 00 01 ...10

Compare buffers with same parameters Result is -1

11 Initialise compareBuffer
conpar eBuf fer =
03 00 01 ...0F

Compare buffers with same parameters Result is +1

12 Initialise compareBuffer
conpar eBuffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA OB
0C 0D OE OF 55
Compare buffers .
conpareCf fset = 2 P Result is 00h

13 append a Text String TLV

tag = ODh

buffer = 00 11 22 33 44 55
Initialise compareBuffer

conpar eBuf fer =

55 55 04 00 01

02 03 04 05 06

07 08 09 OA OB

0C 0D OE OF 55

Compare buffers
compareCffset = 2 Result is 00h
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Id Description

API Expectation

APDU Expectation

14 Initialise compareBuffer
conpar eBuffer =
55 55 04 01 01
02 03 04 05 06
07 08 09 OA 0B
0C 0D OE OF 55

Compare buffers
compareOffset = 2

Result is -1

15 Initialise compareBuffer
conpar eBuf fer =

55 55 04 00 01

02 03 04 05 06

07 08 09 OA OB

0C 0D 0D 10 55

Compare buffers

conpareO fset = 2

Result is +1

16 | clear the handler and appendTLV with TAG:
0D and value: 040001 ... OF
Initialise compareBuffer
conpareBuffer = 04 00 01 ...0F
Successful call (with tag 8Dh)
tag = 8Dh
compareBuffer.length = 17
compareOifset = 0

Result is 00h

17 Append tag OFh
buffer = 00 01 ...0F
Initialise compareBuffer

conpareBuffer = 00 01 ...0F

Successful call (with tag 8Fh)
tag = 8Fh
conpareBuffer.length = 16
conmpareOfset = 0

Result is 00h

18 Call post() method then
findAndCompareValue()

tag = 8Fh

compareBuffer.length = 0

compareOifset = 0

A toolkit Exception with

HANDLER_NOT_AVAILABLE

reason is thrown.

6.2.5.13.4 Test Coverage
CRR number Test case humber

N1 6,7
N2 7,9
N3 8, 13,12
N4 10, 14
N5 11, 15
N6 17, 16
Pl 1

P2 2,3,4,5
C1 18

6.2.5.14 Method findAndCompareValue(byte tag, byte occurrence, short valueOffset,
byte[] compareBuffer, short compareOffset, short compareLength)

Test Area Reference: APl 2 ERH_FACRBBS BSS

6.2.5.14.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,

byt e occurrence,
short val ueOf f set,
byte[] conpareBuffer,
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short conpareO fset,
short conparelLength)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.5.14.1.1 Normal execution

Looks for the indicated occurrence of aTLV element from the beginning of a TLV list and compare its value with a
buffer:

e CRRNL1: if no TLV element isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current
TLV isno longer defined.

e CRRNZ2: if the method is successful then the corresponding TLV becomes current.

e CRRNS3: if identical O isreturned.

e CRRNA4: if the first miscomparing bytein simple TLV isless than that in compareBuffer -1 is returned.

e CRRNS: if the first miscomparing bytein simple TLV is greater than that in compareBuffer 1 is returned

e CRRNG: The search method is comprehension required flag independent.

6.2.5.14.1.2 Parameter errors
o CRRPL: if compareBuffer is null NullPointerException shall be thrown.

e CRRP2: if compareOffset or comparel ength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOfBoundsException shall be thrown.

e CRRP3: if valueOffset, compareLength or both are out of the current TLV an instance of ToolkitException shall
be thrown. The reason code shall be ToolkitException.OUT_OF_TLV_BOUNDARIES.

e CRRP4: if aninput parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown.
The reason code shall be ToolkitException.BAD_INPUT_PARAMETER.

6.2.5.14.1.3 Context errors

e CRRCL: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

6.2.5.14.2 Test Suite files

Specific triggering: Unrecognized Envelope

Test Script: API_2 ERH_FACRBBS BSS 1l.scr

Test Applet: API_2 ERH FACRBBS BSS 1.java

Load Script: APlI_2 ERH FACRBBS BSS 1.ldr

Cleanup Script: API_2 ERH_FACRBBS BSS 1.clr

Parameter File: API_2 ERH_FACRBBS BSS 1.par
6.2.5.14.3 Test procedure
Id Description API Expectation APDU Expectation
1 Initialise the handler

findAndCompareValue() with a null NullPointerException is thrown
compareBuffer
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Id Description API Expectation APDU Expectation
2 clear the handler and appendTLV with TAG:
0D and value: 040001 ... OF
compareOffset 2 compareBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh, occurrence =1 n is thrown

valueOffset = 0
compareBuffer.length = 5
conpar e f set 5

conpar eLengt h 1

3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
compareOfset = -1
conparelLength = 1
4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
compareBuffer.length = 5 nis thrown
compareOfset = 0
conparelLength = 6
5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
conpareBuffer.length = 5
compareO fset = 3
conparelLength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
conpareCffset = 0
conpareLength = -1
7 clear the handler and appendTLV with TAG
and length of 6
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
tag = ODh, occurrence = 1 BOUNDARIES is thrown
valueOffset = 6
conpareBuffer.length = 15
compareOifset = 0
conparelLength =1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueCffset = -1 BOUNDARIES is thrown
conpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 1
9 comparelLength > Text String length ToolkitException.OUT_OF_TLV_
valueOfset =0 BOUNDARIES is thrown
conmpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 7
10 | valueOffset + compareLength > Text String |ToolkitException.OUT_OF_TLV_
length BOUNDARIES is thrown
valueOf fset = 2
conmpareBuffer.length = 15
compareOifset = 0
conparelLength = 5
11 Invalid parameter ToolkitException.BAD_INPUT_PA
occurrence = 0 RAMETER is thrown
12 appendTLV with TAG 02 and length 02
Select a TLV (tag 02h)
findAndConpar eVal ue() ToolkitException.UNAVAILABLE _
tag = ODh ELEMENT is thrown
occurrence = 2
13 Verify current TLV ToolkitException.UNAVAILABLE_
get Val ueLengt h() ELEMENT is thrown.
14 | clear the handler and appendTLV with TAG:
0D and value: 040001 ... OF
Initialise compareBuffer
conpar eBuffer =
04 00 01 ...0F
findAndCompareValue() Result is 00h
tag = ODh, occurrence =1
valueOffset = 0
conmpareOfset = 0
conpareLength = 17
15 Verify current TLV Resultis 17

get Val ueLengt h()
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Id Description

API Expectation

APDU Expectation

16 Initialise compareBuffer
conpar eBuffer =
04 00 01 ...10

Compare buffers with same parameters

Result is -1

17 Initialise compareBuffer
conpar eBuf fer =
03 00 01 ...0F

Compare buffers with same parameters

Result is +1

18 Initialise compareBuffer
conpar eBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55

Compare buffers

N

val ueO fset =
conpar e f set
conpar eLengt h

3
12

Result is 00h

19 Initialise compareBuffer
conpar eBuffer =
55 55 55 02 01
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55

Compare buffers with same parameters

Result is -1

20 Initialise compareBuffer
conpar eBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA OD
55 55 55 55 55

Compare buffers with same parameters

Result is +1

21 append a Text String TLV

tag = ODh

buffer = 00 11 22 33 44 55
Initialise compareBuffer

conpar eBuf fer =

04 00 01 ...0F
findAndCompareValue()

tag = ODh, occurrence =1

valueOffset = 0

conpar e f set

conpar eLengt h

0
17

Result is 00h

22 Initialise compareBuffer

conpar eBuffer =

00 11 22 33 44 55
findAndCompareValue()

tag = 0ODh, occurrence = 2

val ue f set =

conpar eX f set

conpar eLengt h

o

0
6

Result is 00h

23 Initialise compareBuffer

conpar eBuf fer =

00 11 22 33 44 66
findAndCompareValue()

tag = ODh, occurrence = 2

val ueO fset =

conpar e f set

conpar eLengt h

o

0
6

Resultis -1

24 | clear the handler and appendTLV with TAG:

0D and value: 040001 ... OF
Initialise compareBuffer

conpareBuffer = 04 00 01 ...0F

Successful call (with tag 8Dh)
tag = 8Dh, occurrence =1
valueOffset = 0
compareBuffer.length = 17
conpareCffset = 0
conpareLength = 17

Result is 00h
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Id Description API Expectation APDU Expectation

25 Append tag OFh
buffer = 00 01 ...0F
Initialise compareBuffer

conpareBuffer = 00 01 ...0F

Successful call (with tag 8Fh) Result is 00h
tag = 8Fh, occurrence =1
valueOffset = 0
conpareBuffer.length = 16
conmpar eX f set 0
conpar eLengt h 16

26 | Successful call, findAndCompareValue with |Result of findAndCompareValue
length =0 ()is 00

CompareBuffer.length = 16

compareO fset = 16

conparelLength = 0

27 Call post() method then
findAndCompareValue()
ConpareBuffer.length = 16 A toolkit Exception with
conparedffset =0 HANDLER_NOT_AVAILABLE
conmparelLength = 0 A -

reason is thrown.

6.2.5.14.4 Test Coverage

CRR number Test case humber
N1 12,13
N2 15,13
N3 14,18, 22, 21, 26
N4 16, 19, 23
N5 17,19
N6 25, 24
Pl 1
P2 2,3,4,5,6
P3 7,8,9, 10
P4 11
C1 27

6.2.5.15 Method appendArray

Test Area Reference: API_2 ERH_APDA_BSS

6.2.5.15.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void appendArray(byte[] buffer,
short of fset,
short |ength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.5.15.1.1 Normal execution
e CRRNZ1: appends a buffer into the EditHandler buffer.

e CRRNZ2: asuccessful append does not modify the TLV selected.

6.2.5.15.1.2 Parameters error
e CRRPL: if buffer isnull, ajavalang.NullPointerException is thrown.

o CRRP2: if offset or length or both would cause access outside the array bounds, or if length is negative, a
javalang.Arrayl ndexOutOf BoundsException is thrown.
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6.2.5.15.1.3 Context errors

o CRRCL.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW.

e CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE.

6.2.5.15.2 Test suite files

Specific triggering: Unrecognized Envelope

Test Script: APlI_2 ERH_APDA_BSS 1.scr
Test Applet: APl 2 ERH_APDA_BSS 1.java
Load Script: APlI_2 ERH_APDA_BSS 1.ldr
Cleanup Script: APl 2 ERH_APDA_BSS 1.clr
Parameter File: API_2 ERH_APDA_BSS 1.par
6.2.5.15.3 Test procedure
Id Description API Expectation APDU Expectation
Initialise the envelope response handler with a
TLV of length 1
1 Null buffer NullPointerException is thrown
2 offset > buffer.length ArrayIndexOutOfBoundsExceptio
buffer.length =5 n is thrown
offset =5
length = 1
3 offset <0 ArraylndexOutOfBoundsExceptio
buffer.length = 5 nis thrown
offset = -1
length = 1
4 length > buffer.length ArraylndexOutOfBoundsExceptio
buffer.length = 5 nis thrown
offset = 0
length = 6
5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
buffer.length = 5 n is thrown
offset = 3
length = 3
6 length <0 ArraylndexOutOfBoundsExceptio
buffer.length = 5 nis thrown
offset = 0
length = -1
7 Handler overflow ToolkitException.HANDLER_OVE
buffer.length = 256 RFLOW is thrown
offset = 0
I ength = 256
8 append the handler with TLVs:
81 03 11 22 33
82 02 99 77
findTLV 0x81
Successful call
buffer = FF FE ...F8
offset = 0
length = 8
Verify Current TLV: Call getValueLength
iy Lu 9 3 gthQ Result is 03h
9 Clear the handler
Successful call
buffer = FF FE ...F8
offset = 0
length = 8
Call copy() method
Compare handler :
compareBuffer = FF FE ...F8 Resultis 00h
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Id Description API Expectation APDU Expectation
10 Successful call
buffer = 00 01 ...07
offset = 2
length = 6
Call copy() method
Compare handler :
conpareBuffer = FF FE ...F8 02 03 ...07 Resultis 00h
11 Successful call
buffer = 11 22 ...88
offset = 2
length = 4
Call copy() method
Compare handler :
conpareBuf fer = FF FE ..F8 02 03 ..07 33 |resultis 00h
44 55 66
12 Call post() method then appendArray()
buffer = 11 22 ...88 A toolkit Exception with
IOffseL =2 HANDLER_NOT_AVAILABLE
ength = 4 reason is thrown.
6.2.5.15.4 Test Coverage
CRR number Test case number
N1 9,10, 11
N2 8
P1 1
P2 2,3,45,6
Cl 7
C2 12
6.2.5.16 Method appendTLV(byte tag, byte value)

Test Area Reference: API_2 ERH_APTLBB

6.2.5.16.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag,
byt e val ue)
t hrows Tool ki t Exception

6.2.5.16.1.1 Normal execution
e CRRN1: AppendsaTLV element to the current TLV list (1-byte element).

e CRRNZ2: A successful append does not modify the TLV selected.

6.2.5.16.1.2 Parameters error

No requirements

6.2.5.16.1.3 Context errors

e CRRCL.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with

reason code HANDLER_OVERFLOW.

e CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.

6.2.5.16.2 Test suite files
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Specific triggering: Unrecognized Envelope

Test Script: API_2 ERH_APTLBB_1l.scr
Test Applet: APlI_2 ERH_APTLBB_1java
Load Script: API_2 ERH_APTLBB_1.ldr
Cleanup Script: APlI_2 ERH_APTLBB_1.cIr
Parameter File: APlI_2 ERH _APTLBB_1l.par
6.2.5.16.3 Test procedure
Id Description API Expectation APDU Expectation
1 Call appendArray()
| ength = 253
Handler Overflow: Call twice the ToolkitException.HANDLER_OVE
appendTLV()method RFLOW is thrown by one of the
two.
2 append the handler with TLVs:
81 03 11 22 33
82 02 99 77

Select Command Details TLV
Call the appendTLV() method
Verify Current TLV: Call getValueLength()  |Rresultis 03h

3 Clear the handler
Successful call

tag = 84h
val ue = 00h
Call copy() method
Compare handler Result is 00h
conpareBuffer = 84 01 00
4 Successful call
tag = 01h
val ue = FEh
Call copy() method
Compare handler Result is 00h
conpareBuffer = 84 01 00 01 01 FE
5 Call post() method then appendTLV()
tag = 01h A toolkit Exception with
value = FEh HANDLER_NOT_AVAILABLE

reason is thrown.

NOTE: Test case 1 call twice appendTLV because the current 3GPP TS 43.019 [7] is not clear enough on this point.
So this test allows the two possible implementations.

6.2.5.16.4 Test Coverage
CRR number Test case humber
N1 3,4
N2 2
C1l 1
C2 5

6.2.5.17 Method appendTLV(byte tag, byte valuel, byte value2)
Test Area Reference: API_2_ERH_APTLBBB

6.2.5.17.1 Conformance requirements:

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag
byt e val uel,
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byte val ue2)
throws Tool ki t Excepti on

6.2.5.17.1.1 Normal execution
e CRRN1: AppendsaTLV element to the current TLV list (2-byte element).

e CRRNZ2: A successful append does not modify the TLV selected.

6.25.17.1.2 Parameters error

No reguirements

6.25.17.1.3 Context errors

e CRRCL.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW.

e CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE.

6.2.5.17.2 Test suite files

Specific triggering: Unrecognized Envelope

Test Script: API_2 ERH_APTLBBB_1.scr
Test Applet: APlI_2 ERH_APTL BBB_1.java
Load Script: API_2 ERH_APTL BBB_1.ldr
Cleanup Script: APl 2 ERH_APTLBBB_ 1l.clr
Parameter File: API_2 ERH_APTLBBB_1.par
6.2.5.17.3 Test procedure
Id Description API Expectation APDU Expectation
1 Call the appendArray with length of 253
Handler Overflow: Call the appendTLV() ToolkitException.HANDLER_OVE
method RFLOW is thrown
2 clear the handler, append the handler with
TLVs:

81 03 11 22 33
82 02 99 77

Select Command Details TLV
Call the appendTLV() method
Verify Current TLV: Call getValueLength()  |Resultis 03h

3 Clear the handler
Successful call

tag = 84h

val uel = 00h

val ue2 = 01h

Call copy() method

Compare handler .
conpar eBuf fer = 84 02 00 01 Resultis 00h
4 Successful call
tag = Olh
val uel = FEh
val ue2 = FbDh
Call copy() method
Compare handler .
conpareBuffer = 84 02 00 01 01 02 FE Fp  [ReSultis 00N
5 Call post() method then appendTLV() A toolkit Exception with
tag = 01n HANDLER_NOT_AVAILABLE

val uel = FEh

reason is thrown.
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Id Description API Expectation

APDU Expectation

val ue2 = FDh

6.2.5.17.4 Test Coverage

CRR number Test case number

N1 3,4

N2 2

C1

1
Cc2 5

6.2.5.18 Method appendTLV(byte tag, byte[ ] value, short valueoffset, short

valuelength)

Test Area Reference: API_2 ERH_APTLB_BSS

6.2.5.18.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag,
byte[] val ue,
short val ueOf f set,
short val ueLengt h)
throws java.l ang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.5.18.1.1 Normal execution

e CRRN1: AppendsaTLV element to the current TLV list (byte-array element).

e CRRNZ2: A successful append does not modify the TLV selected.

6.2.5.18.1.2 Parameters error

e CRRPL: if valueisnull, ajavalang.NullPointerException is thrown

o CRRP2: if valueoffset or valuelength or both would cause access outside the array bounds, or if lengthis

negative, ajava.lang.ArraylndexOutOf BoundsException is thrown.

6.2.5.18.1.3 Context errors

e CRRCL.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with

reason code HANDLER_OVERFLOW.

e CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.

e CRRCa3: if valuelength is greater than 255, a ToolkitException is thrown with reason code

BAD_INPUT_PARAMETER.

6.2.5.18.2 Test suite files

Specific triggering: Unrecognized Envelope

Test Script: APl_2_ERH_APTLB_BSS 1.scr
Test Applet: API_2_ERH_APTLB_BSS 1java
Load Script: API_2_ERH_APTLB_BSS 1.dr
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6.2.5.18.3 Test procedure

Id Description API Expectation APDU Expectation
1 Null value NullPointerException is thrown

2 valueOffset > value.length ArraylndexOutOfBoundsExceptio

value.length = 5
val ueX f set 5
val ueLengt h 1

n is thrown

3 valueOffset <0 ArraylndexOutOfBoundsExceptio
value.length = 5 nis thrown
valueOffset = -1
val ueLength = 1
4 valueLength > value.length ArraylndexOutOfBoundsExceptio
val ue.length = 5 n is thrown
valueOffset = 0
val ueLength = 6
5 ValueOffset + valueLength > value.length ArraylndexOutOfBoundsExceptio
value.length = 5 nis thrown
valueOffset = 3
val ueLength = 3
6 valueLength <0 ArraylndexOutOfBoundsExceptio
value.length = 5 n is thrown
valueOffset = 0
val ueLength = -1
7 Handler overflow ToolkitException.HANDLER_OVE
val ue.length = 254 RFLOW is thrown
valueOffset = 0
val ueLength = 254
8 Bad parameter ToolkitException.BAD_INPUT_PA
val ue. length = 256 RAMETER is thrown
valueOffset = 0
val ueLength = 256
9 clear the handler, append the handler with
TLVs:
81 03 11 22 33
82 02 99 77
Select Command Details TLV
Successful call
tag = 04
value = FF FE ...F8
valueOffset = 0
val ueLength = 8
Verify Current TLV: Call getValueLength() )
Result is 03h
10 Clear the handler
Successful call
tag = 04
value = FF FE ...F8
valueOffset = 0
val ueLength = 8
Call copy() method
Compare handler .
ConpareBuf fer = 04 08 FF FE ...F8 Resultis 00
11 Successful call
tag = 85h
value = 00 01 ...07
val ueCf fset = 2
val ueLength = 6
Call copy() method
Compare handler Result is 00

conpareBuffer = 04 08 FF FE
03 ...07

...F8 85 06 02
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Id Description API Expectation APDU Expectation
12 Successful call
tag = 01
value = 11 22 ...88
valueOfset = 2
val ueLength = 4
Call copy() method
Compare handler .
conpareBuffer = 04 08 FF FE ...F8 85 06 02 Resultis 00
03 ...07 01 04 33 44 55 66
13 Clear the handler
Successful call
tag = 04
value = 00 01 ...7F
valueOfset = 0
val ueLength = 80h
Call copy() method
Compare handler Result is 00

conpareBuffer = 04 81 80 00 01..7F

14 Call post() method then appendTLV()
tag = 04

value = 00 01 ...7F

valueOffset = 0

val ueLength = 80h

A toolkit Exception with

HANDLER_NOT_AVAILABLE

reason is thrown.

6.2.5.18.4 Test Coverage
CRR number Test case number

N1 10, 11, 12,13

N2 9

P1 1

P2 2,3,4,5,6

C1l 7

C2 14

C3 8
6.2.5.19

short value2length)

Test Area Reference: API_2 ERH_APTLBB_BSS

6.2.5.19.1

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag,
byt e val uel,
byte[] val ue2,
short val ue2O f set,
short val ue2Lengt h)

Conformance requirement:

throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,

Tool ki t Excepti on

6.2.5.19.1.1 Normal execution

Method appendTLV(byte tag, byte valuel, byte[ ] value2, short value2offset,

e CRRNI1: AppendsaTLV element to the current TLV list (1 byte and a byte-array element).

e CRRN2: A successful append does not modify the TLV selected.

6.2.5.19.1.2 Parameters error

e CRRPZL: if value2 is null, ajavalang.NullPointerException is thrown.

ETSI




3GPP TS 51.013 version 15.1.0 Release 15

137 ETSI TS 151 013 V15.1.0 (2020-11)

e CRRP2: if value2offset or value2length or both would cause access outside the array bounds, or if lengthis
negative, ajava.lang.Arrayl ndexOutOfBoundsException is thrown.

6.2.5.19.1.3 Context errors

e CRRCL.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with

reason code HANDLER_OVERFLOW.

e CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.

e CRRCa3: if valuelength is greater than 255, a ToolkitException is thrown with reason code

BAD_INPUT_PARAMETER.

6.2.5.19.2 Test suite files

Specific triggering: Unrecognized Envelope
Test Script:
Test Applet:
Load Script:
Cleanup Script:

Parameter File:

API_2_ERH_APTLBB_BSS l.scr
API_2_ERH_APTLBB_BSS ljava
API_2_ERH_APTLBB_BSS 1ldr
API_2_ERH_APTLBB_BSS l.dIr
API_2_ERH_APTLBB_BSS 1.par

6.2.5.19.3 Test procedure

Id Description API Expectation APDU Expectation
1 Null value2 NullPointerException is thrown

2 value20Offset > value2.length ArrayIndexOutOfBoundsExceptio

value2.length = 5

n is thrown

val ue2Cffset = 5
val ue2length = 1
3 value20ffset <0 ArraylndexOutOfBoundsExceptio
val ue2.length = 5 n is thrown
value2Cfset = -1
val ue2lLength = 1
4 value2Length > value2.length ArraylndexOutOfBoundsExceptio

val ue2.length = 5
val ue2f f set 0
val ue2Lengt h 6

n is thrown

5 | value20ffset + value2Length > value2.length

ArraylndexOutOfBoundsExceptio

val ue2. | ength 5 nis thrown
val ue2Offset = 3
val ue2Length = 3
6 value2Length <0 ArraylndexOutOfBoundsExceptio

value2.length = 5
val ue2f f set 0
val ue2Lengt h -1

n is thrown

7 andler overflow
val ue2.length = 254

val ue2df f set
val ue2Lengt h

0
254

ToolkitException.HANDLER_OVE
RFLOW is thrown
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Id Description API Expectation APDU Expectation
8 Bad parameter ToolkitException.BAD_INPUT_PA
val ue2.length = 256 RAMETER is thrown

val ue2Cffset = 0
val ue2lLength = 256

9 clear the handler, append the handler with
TLVs:
81 03 11 22 33
82 02 99 77
Select Command Details TLV
Successful call
tag = 04
val uel = 05
value2 = FF FE ...F8
val ue2Cffset = 0
val ue2Length = 8

Verify Current TLV: Call getValueLength()

Result is 03h
10 Clear the handler
Successful call
tag = 04
valuel = 05
value2 = FF FE ...F8
val ue20ffset = 0
val ue2Length = 8
Call copy() method
Compare handler .
Conpar eBuffer = 04 09 05 FF FE ...F8 Result is 00
11 Successful call
tag = 85h

val uel = 55h
value2 = 00 01 ...07
val ue2Cf fset = 2
val ue2Length = 6
Call copy() method
Compare handler .
conpareBuffer = Result is 00
04 09 05 FF FE ...F8
85 07 55 02 03 ...07

12 Successful call
tag = 01
val uel = 44h
value2 = 11 22 ...88
val ue2Cf fset = 2
val ue2Length = 4
Call copy() method
Compare handler .
Conpar eBuf fer = Result is 00
04 09 05 FF FE ...F8
85 07 55 02 03 ...07
01 05 44 33 44 55 66

13 Clear the handler
Successful call

tag = 04

val uel = 00

value2 = 01 ...7F

val ue2tf fset = 0

val ue2Length = 7Fh
Call copy() method
Compare handler

conpareBuffer = 04 81 80 00 01..7F Result is 00

14 Call post() method then appendTLV()
tag = 04
Va: uel = 00 A toolkit Exception with
value2 = 01 ... 7F HANDLER_NOT_AVAILABLE
val ue2Cffset = 0 is th
val ue2lLength = 7Fh reason Is thrown.
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6.2.5.19.4 Test Coverage
CRR number Test case number
N1 10, 11,12, 13
N2 9
P1 1
P2 2,3,45,6
Cl 7
C2 Does not apply for EnvelopeResponseHandler
C3 8

6.2.5.20 Method clear

Test Area Reference: API_2 ERH_CLER

6.2.5.20.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void clear()
throws Tool ki t Exception

6.2.5.20.1.1 Normal execution

e CRRN1: Clearsthe TLV list of an EditHandler and resets the current TLV selected.

6.2.5.20.1.2 Parameters error

No requirements

6.2.5.20.1.3 Context errors

e CRRC1: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE.

6.2.5.20.2 Test suite files

Specific triggering: Unrecognized Envelope

Test Script: APlI_2 ERH_CLER_ 1.scr
Test Applet: APlI_2 ERH _CLER 1java
Load Script: API_2 ERH_CLER 1.ldr
Cleanup Script: APlI_2 ERH CLER 1.cIr
Parameter File: APl_2 ERH_CLER 1.par
6.2.5.20.3 Test procedure
Id Description API Expectation APDU Expectation
1 append the handler with TLVs:
81 03 11 22 33
82 02 99 77

Sel ect Conmand Details TLV

Call the getlLength() nethod
Clear the handler

Call the getlLength() nethod

Result of getLength() is not null

Result of getLength() is O

2 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT shall be thrown
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3 Call post() method then clear() A toolkit Exception with
HANDLER_NOT_AVAILABLE
reason is thrown.

6.2.5.20.4 Test Coverage
CRR number Test case number
N1 1,2
C1 3

6.2.5.21 Method getCapacity

Test Area Reference: API_2 ERH_GCAP

6.2.5.21.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.
Public byte get Capacity()

6.2.5.21.1.1 Normal execution

e CRRNZ1: The method shall return the maximum size of the Simple TLV list managed by the handler.

6.25.21.1.2 Context errors

e CRRC1: The method shall throw HANDLER_NOT_AVAILABLE ToolkitException if the handler is busy.

6.2.5.21.2 Test suite files
Test Script: API_2 ERH_GCAP_l.scr
Test Applet: API_2 ERH_GCAP_ljava
Load Script: API_2_ERH_GCAP_1.Idr
Cleanup Script: API_2_ERH_GCAP_1.clr
Parameter File: APlI_2 ERH_GCAP_1l1.par
6.2.5.21.3 Test Procedure
Id Description API Expectation APDU Expectation
1 EnvelopeResponseHandler available
1- Send envelope SMS-PP Formatted 1- Applet is triggered
2- The applet calls getTheHandler() method 2- No exception is thrown

3- The applet calls getCapacity() method on the  |3- No exception is thrown
EnvelopeResponseHandler
4- The applet fills the handler with the maximum  |4- No exception is thrown

capacity using AppendTLV() method 5- No exception is thrown
5- The applet calls clear() method on the
EnvelopeResponseHandler 6- HANDLER_OVERFLOW

6- The applet fills the handler with the maximum  |exception is thrown
capacity plus one, using AppendTLV() method
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6.2.5.21.4 Test Coverage
CRR number Test case number
N1 1
C1 Tested in Framework

part: FWK_MHA_ERHD

6.2.6 Class MEProfile

6.2.6.1 Method check (byte index)

Test Area Reference: API_2 MEP_CHECB

6.2.6.1.1 Conformance requirement:

The method with following header shall compliant to its definition in the API.

public static bool ean check(byte index)
throws Tool ki t Exception

6.2.6.1.1.1 Normal execution

e CRRNZ1: The method checks afacility in the handset profile: returns true if supported and false otherwise.

6.2.6.1.1.2 Parameters error

No reguirements.

6.2.6.1.1.3 Context errors

e CRRC1: The method shall throw ME_PROFILE_NOT_AVAILABLE ToolkitException if Terminal Profile data
are not available

6.2.6.1.2 Test suite files
Specific triggering:
EVENT_STATUS COMMAND

No Additional requirements for the GSM personalization:

Test Script: API_2 MEP_CHECB_1.scr
Test Applet: API_2 MEP_CHECB_1.java
Load Script: API_2_MEP_CHECB_1.ldr
Cleanup Script: API_2 MEP _CHECB_1.clr
Parameter File; APl _2 MEP_CHECB_1.par
6.2.6.1.3 Test procedure
Id Description APl Expectation APDU Expectation
1 No Terminal Profile is registered ME_PROFILE_NOT_AVAILABLE
Triggered by status conmand ToolkitException is thrown
Index = 1
2 Terminal Profile, Facility is supported true is returned by the method
index = 0
3 Terminal Profile, Facility is not supported [false is returned by the method
i ndex = 15
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6.2.6.1.4 Test Coverage
CRR number Test case number
N1 2,3
C1 1
6.2.6.2 Method check (byte [ ] mask, short offset, short length)

Test Area Reference: API_2 MEP_CHEC_BSS

6.2.6.2.1 Conformance requirement:

The method with following header shall compliant to its definition in the API.

public static bool ean check(byte[] mask,
short of fset,
short | ength)
throws java.lang. Nul | Poi nt er Excepti on,
java. l ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.6.2.1.1 Normal execution

e CRRNZ1: The method checks al the facilities corresponding to bits set to 1 in the mask buffer: returns true if they
are all supported and falseif not.

e CRRN2: The method returnstrue if the length to check isO.

6.2.6.2.1.2 Parameters error
e CRRP1: The method shall throw javalang.NullPointerException if mask is null.

e CRRP2: The method shall throw java.lang.Arrayl ndexOutOf BoundsException if offset or length or both would
cause access outside array bounds.

¢ CRRP3: The method shall throw ME_PROFILE_NOT_AVAILABLE ToolkitException if Termina Profile data
are not available.

6.2.6.2.1.3 Context errors

No requirements.

6.2.6.2.2 Test suite files
Specific triggering:
UNFORMATTED_SMS PP_UPD

No Additional requirements for the GSM personalization:

Test Script: API_2 MEP_CHEC_BSS 1.scr

Test Applet: API_2_MEP_CHEC BSS 1.java

Load Script: API_2_MEP_CHEC _BSS 1.Idr (the applet isloaded without INI after the reset (RST))
Cleanup Script: API_2_MEP_CHEC_BSS 1.clr

Parameter File: APl_2 MEP_CHEC BSS 1.par
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6.2.6.2.3 Test procedure
Id Description API Expectation APDU
Expectation
1 No Terminal Profile is registered ME_PROFILE_NOT_AVAIL
Triggered by unformatted SMVB ABLE ToolkitException is
Mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F thrown
Ofset =0
Length = 16
2 NULL as parameter to check NullPointerException is
mask= NULL thrown
3 Offset > mask.length ArraylndexOutOfBoundsExc
mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFTF eption is thrown
Ofset = 17
4 Offset <0 ArraylndexOutOfBoundsExc
mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F eption is thrown
Ofset = -1
5 Length > mask.length ArraylndexOutOfBoundsExc
mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F eption is thrown
Ofset =0
Length = 18
6 Offset + length > mask.length ArraylndexOutOfBoundsExc
Mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F eption is thrown
Ofset =9
Length = 9
7 length =0 true is returned
mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F
Ofset =0
Length = 0
8 Check all the Terminal Profile false is returned by the
mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFTF method because facility 15 is
Ofset =0 not supported
Length = 16
9 Check a part of the Terminal Profile true is returned by the
mask = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F method: the 16 first facilities
of SeL =15 except facility 15 have been
Length =2 successfully checked
10 Check a part of the Terminal Profile false is returned by the
mask = 0x0080 method only facility 15 is
Ofset =0 checked and not supported.
Length = 2
6.2.6.2.4 Test Coverage
CRR number | Test case number
N1 8,9, 10
N2 7
P1 2
P2 3,4,5,6
P3 1
6.2.6.3 Method check (short index)

Test Area Reference: API_2 MEP_CHECS

6.2.6.3.1 Conformance requirement:

The method with following header shall compliant to its definition in the API.

public static bool ean check(short index)
throws Tool ki t Exception

6.2.6.3.1.1 Normal execution

¢ CRRNZ1: The method checks afacility in the handset profile: returns true if the facility is supported, false if
facility is not supported, or if facility-index outside MEProfile data.
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6.2.6.3.1.2 Parameters error

No requirements.

6.2.6.3.1.3 Context errors

¢ CRRCL1: The method shall throw ME_PROFILE_NOT_AVAILABLE ToolkitException if Terminal Profile data
are not available

6.2.6.3.2 Test suite files
Specific triggering:
EVENT_STATUS COMMAND

No Additional requirements for the GSM personalization:

Test Script: API_2 MEP_CHECS 1.scr
Test Applet: API_2 MEP_CHECS 1.java
Load Script: API_2 MEP_CHECS 1.dr
Cleanup Script: APl_2 MEP_CHECS 1.clr
Parameter File: APlI_2 MEP_CHECS 1.par
6.2.6.3.3 Test procedure
Id Description API Expectation APDU Expectation
1 No Terminal Profile is registered ME_PROFILE_NOT_AVAILABLE
Triggered by status command ToolkitException is thrown
index = 1
2 Terminal Profile, Facility is supported true is returned by the method
index = 0
3 Terminal Profile, Facility is not supported [false is returned by the method
i ndex = 15
4 Facility index is outside MEProfile data false is returned by the method
i ndex = 0x0099

6.2.6.34 Test Coverage
CRR number Test case number
N1 2,3,4
C1 1
6.2.6.4 Method getValue (short indexMSB, short indexLSB)

Test Area Reference: API_2 MEP_GVALSS

6.2.6.4.1 Conformance requirement:

The method with following header shall compliant to its definition in the API.

public static short getVal ue(short indexMsB, short indexLSB)
throws Tool ki t Exception

6.2.6.4.1.1 Normal execution

e CRRNZ1: The method returns the binary value of a parameter, delimited by two indexes, from the handset profile.
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6.2.6.4.1.2 Parameters error

e CRRP1: The method shall throw BAD_INPUT_PARAMETER ToolkitException if (indexM SB >= indexL SB
+16) or (indexM SB < indexL SB) or (indexMSB < 0) or (indexLSB < 0).

6.2.6.4.1.3 Context errors

¢ CRRCL1: The method shall throw ME_PROFILE_NOT_AVAILABLE ToolkitException if Terminal Profile data
are not available.

6.2.6.4.2 Test suite files
Specific triggering:
EVENT_STATUS COMMAND

No Additional requirements for the GSM personalization:

Test Script: APl_2 MEP_GVALSS 1l.scr

Test Applet: APl_2 MEP _GVALSS 1java

Load Script: API_2 MEP_GVALSS 1.dr

Cleanup Script: APl _2 MEP_GVALSS 1.clr

Parameter File: API_2 MEP_GVALSS 1.par
6.2.6.4.3 Test procedure

TP=FF 01 D2 FO 00 00 00 00 00 00 00 00 00 8D FF

Id Description APl Expectation APDU Expectation
1 _ No Terminal Profile is registered ME_PROFILE_NOT_AVAILABLE
Triggered by status command ToolkitException is thrown

i ndexMsB = 15, indexLSB = 0

2 |Retrieve number of character down ME display |13 is returned by the method

in Terminal Profile which is 13
i ndexMsB = 108, indexLSB = 104

3 Retrieve byte 3 and byte 4 from terminal 0xFOD?2 is returned by the method
profile.

Byte 3 = 0xD2, Byte 4 = OxFO

i ndexMsB = 31, indexLSB = 16

4 indexMSB is negative BAD_INPUT_PARAMETER
i ndexMsB = OxFFFF, indexLSB = OxFFFD T00|kitException is thrown
5 indexLSB is negative BAD_INPUT_PARAMETER
i ndexMsB = 0x0002, indexLSB = OxFFFD ToolkitException is thrown
6 indexMSB < indexLSB BAD_INPUT_PARAMETER
i ndexMsB = 0x0002, indexLSB = 0x0003 ToolkitException is thrown
7 indexMSB > indexLSB + 16 BAD_INPUT_PARAMETER
i ndexMsB = 0x0021, indexLSB = 0x0010 ToolkitException is thrown
6.2.6.4.4 Test Coverage
CRR number Test case number
N1 2,3
P1 4,5,6,7
C1l 1
6.2.6.5 Method copy (short startOffset, byte[] dstBuffer, short dstOffset, short
dstLength)

Test Area Reference: API_2 MEP_COPYS BSS
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6.2.6.5.1 Conformance requirement:

The method with following header shall compliant to its definition in the API.

public static short copy(short startOffset, byte[] dstBuffer, short dstOfset, short dstLength)
throws Tool ki t Excepti on

6.2.6.5.1.1 Normal execution
e CRRNZ1: The method copies a part of the handset profile in a buffer.

e CRRN2: The method returns dstOffset + dstLength.

6.2.6.5.1.2 Parameters error
e CRRPL: if dstBuffer is null NullPointerException is thrown.

e CRRP2: If dstOffset or dstLength parameter is negative an Arrayl ndexOutOfBoundsException exception is
thrown and no copy is performed

o CRRP3: If dstOffset+dstLength is greater than dstBuffer.length, the length of the dstBuffer array an
Arrayl ndexOutOf BoundsException exception is thrown and no copy is performed

6.2.6.5.1.3 Context errors

¢ CRRC1: The method shall throw ME_PROFILE_NOT_AVAILABLE ToolkitException if Terminal Profile data
are not available.

6.2.6.5.2 Test suite files
Specific triggering:
EVENT_STATUS COMMAND

No Additional requirements for the GSM personalization:

Test Script: APl_2 MEP_COPYS BSS 1.scr

Test Applet: API_2_MEP_COPYS BSS 1ljava

Load Script: API_2_MEP_COPYS BSS 1.ldr

Cleanup Script: APl_2 MEP_COPYS BSS 1.cIr

Parameter File: API_2 MEP_COPYS BSS 1.par
6.2.6.5.3 Test procedure

TP=FF 01 D2 FO 01 02 00 00 00 00 00 00 00 8D FF

Id Description APl Expectation APDU Expectation
1 _ No Terminal Profile is registered ME_PROFILE_NOT_AVAILABLE
Triggered by status command ToolkitException is thrown

startOffset = 0
dstBuffer.length = 6

dstOffset = 0
dstLength = 6

2 dstBuffer is null NullPointerException is thrown

3 dstOffset > dstBuffer.length ArrayIndexOutOfBoundsException
startOffset = 0 is thrown

dstBuffer.length = 5
dstOffset =5
dstLength = 1
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Id Description APl Expectation APDU Expectation
4 dstOffset <0 ArraylndexOutOfBoundsException

startOffset = 0 is thrown

dstBuffer.length = 5

dstOffset = -1

dstLength = 1
5 dstLength <0 ArraylndexOutOfBoundsException

startOfset = 0 is thrown

dstBuffer.length = 5
dstOffset = 1
dstlLength = -1

6 dstLength >dstBuffer.length ArraylndexOutOfBoundsException
startOffset = 0 is thrown

dstBuffer.length = 5
dstOffset = 0
dstLength = 6

7 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsException
startOffset = 0 is thrown

dstBuffer.length = 5
dstOffset = 3
dstLength = 3

8 Successful call extreme values Result of copy() is 6
startOfset = 0
dstBuffer.length = 6
dstOffset = 0
dstLength = 6

9 Successful call any values Result of copy() is 7
startOfset = 1
dstBuffer.length = 20
dstOffset = 3
dstlLength = 4

10 Successful call, copy with length =0 Result of copy() is 20
startOffset = 0
dstBuffer.length = 20
dst O fset = 20
dstLength = 0

11 Value outside MEProfile data available Result of copy() is 6
startOffset = 13
dstBuffer.length = 6
dstOfset = 0
dstLength = 6

6.2.6.5.4 Test Coverage
CRR number Test case number
N1 8,9, 10, 11
N3 8,9, 10, 11
P1 2
P2 4,5
P3 3,6,7
C1l 1

6.2.7 Class ProactiveHandler

6.2.7.1 Method getTheHandler

Test Area Reference: API_2 PAH_GTHD

6.2.7.1.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public static ProactiveHandl er get TheHandl er ()
throws Tool ki t Excepti on
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6.2.7.1.1.1 Normal execution
e CRRNZ1: The method shall return the single system instance of the ProactiveHandler class.

e CRRN2: The EnvelopeHandler isa Temporary JCRE Entry Point Object

6.2.7.1.1.2 Parameter errors

No reguirements.

6.2.7.1.1.3 Context errors

e CRRCL1: The method shall throw ToolkitException.HANDLER_NOT_AVAILABLE if the handler is busy.

6.2.7.1.2 Test Suite files
Test Script: API_2 PAH_GTHD_1.scr
Test Applet: API_2_PAH_GTHD_ljava
Load Script: API_2 PAH_GTHD_1.dr
Cleanup Script: APl _2 PAH_GTHD_1.clr
Parameter File: APlI_2 PAH_GTHD_1.par
6.2.7.1.3 Test procedure
Id Description API Expectation APDU Expectation
1 getTheHandler() twice The returned objects shall be the
same
2 getTheHandler() The reference shall be a
ProactiveHandler
3 getTheHandler() The reference shall not be null
6.2.7.1.4 Test Coverage
CRR number Test case number
N1 1,2,3
N2 Checked in Framework tests: FWK_API_HEPO (test case 3)
Cl Checked in Framework tests: FWK_MHA PAHD
6.2.7.2 Method init

Test AreaReference: API_2 PAH_INITBBB

6.2.7.2.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.
public void init(byte type,

byte qualifier,
byt e dstDevi ce)

6.2.7.2.1.1 Normal execution

e CRRNZ1: Theinit() method initialises the next Proactive command in the ProactiveHandler, with Command
details and Device Identities TLV. The source device is always the SIM Card (81h). The Comprehension
Required flags are set.
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6.2.7.2.1.2 Parameter errors

No reguirements.

6.2.7.2.1.3 Context errors

No reguirements.
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CRRN4: No TLV isselected after acall to the method.

CRRN2: The Command number may take any value between 01h and FEh.

CRRNS3: Theinit() method clears the ProactiveHandler beforeinitiaizing it.

CRRNS5: The handler is not sent to the mobile by the init() method.
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6.2.7.2.2 Test Suite files

Test Script: API_2 PAH_INITBBB_l.scr

Test Applet: API_2 PAH_INITBBB_1.java

Load Script: API_2 PAH_INITBBB_1.ldr

Cleanup Script: API_2_PAH_INITBBB_1.cIr

Parameter File: API_2 PAH_INITBBB_1.par
6.2.7.2.3 Test procedure
Id Description API Expectation APDU Expectation
1 Call the init() method

type = 01h

qualifier = 02h
dst Devi ce = 03h
Copy ProactiveHandler in a byte array
(source)
Compare the byte array

reference =

81h 03h xxh 01lh 02h

82h 02h 81h 03h

source and reference are identical

Verify the command number value

01h-FEh

Call the init() method
type = FFh
qualifier = FEh
destination = FDh
Copy ProactiveHandler in a byte array
(source)
Compare the byte array
reference =
81h 03h xxh FFh FEh
82h 02h 81h FDh

source and reference are identical

Select the 18t TLV in the handler
Call the init() method with any value

Call the getValueLength() method

UNAVAILABLE_ELEMENT
ToolkitException is thrown by

getValueLength()
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6.2.7.2.4 Test Coverage
CRR number Test case number

N1 1,3

N2 2

N3 3

N4 4

N5 1,3
6.2.7.3 Method initDisplayText

Test AreaReference: API_2 PAH_INDTBB_BSS

6.2.7.3.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void initDi splayText(byte qualifier,
byt e dcs,
byte[] buffer,
short of fset,
short |ength)
throws java.l ang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.7.3.1.1 Normal execution

e CRRNZ1: The method shall build aDISPLAY TEXT proactive command in the ProactiveHandler, using
qualifier, dcs and buffer parameters. Comprehension required flags are set.

e CRRN2: A call to this method clears the handler then initialisesit.

e CRRN3: No TLV isselected after acall to the method.

e CRRN4: The DISPLAY TEXT command is not sent by the method.

¢ CRRNS5:; The Command Number may take any value between 01h and FEh.

¢ CRRNG: If length is equal to zero, then the Text String TLV inserted in the command isanull text string TLV as
defined in TS 11.14 [4].

6.2.7.3.1.2 Parameter errors
¢ CRRP1: The method shall throw NullPointerException if buffer is null.

e CRRP2: If offset or length or both would cause access outside array bounds, an
Arrayl ndexOutOfBoundsException shall be thrown.

6.2.7.3.1.3 Context errors
e CRRC1: A ToolkitException.HANDLER_OVERFLOW shall be thrown if the ProactiveHandler istoo small to
put the requested data.
6.2.7.3.2 Test Suite files
Test Script: APl_2 PAH_INDTBB_BSS 1.scr
Test Applet: APl_2 PAH_INDTBB_BSS ljava
Load Script: APl_2 PAH_INDTBB_BSS 1.ldr
Cleanup Script: APl_2 PAH_INDTBB_BSS l.clr
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API_2 PAH_INDTBB_BSS_1.par
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6.2.7.3.3 Test procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to buffer NullPointerException is thrown
buffer = NULL
2 offset > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset =5
length = 0
3 offset <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" nis thrown
offset = -1
4 length > buffer.length ArrayIndexOutOfBoundsExceptio
buffer = "Text" nis thrown
offset = 0
length = 5
5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = 2
6 length <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" nis thrown
offset = 3
length = -1
7 Successful call, buffer is the whole buffer No exception is thrown

qualifier =0

dcs = 4

buffer = "Text A"
offset =0
length = 5

Verify the command number value

Command number between 01h
and FEh

8 Send the command DISPLAY TEXT Proactive
command
qualifier = 00h
dcs = 4
Text = "Text A"
9 | Successful call, buffer is part of a buffer with DISPLAY TEXT Proactive
the end part command
Send the command
qualifier = 0 qualifier = 00h
dcs = 4 dcs = 4
buf fer = "12Text B" Text = "TextB"
offset = 2
length = 5
10 | Successful call, buffer is part of a buffer with DISPLAY TEXT Proactive
the first part command
Send the command
qualifier = 0 qualifier = 00h
dcs = 4 dcs = 4
buf fer = "Text C12" Text = "TextC'
offset = 0
length = 5
11 Successful call, buffer is part of a buffer DISPLAY TEXT Proactive
Send the command command
qualifier =0
dcs = 4 qualifier = 00h
buf fer = "12Text D34" dcs = 4
offset = 2 Text = "TextD'
length = 5
12 Successful call, qualifier = 81h DISPLAY TEXT Proactive

Send the command
qualifier = 81h

dcs = 4

buffer = "TextE"
offset = 0
length = 5

command

qualifier = 81h
dcs = 4
Text = "TextE"
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Id Description API Expectation APDU Expectation
13 Successful call, DCS=0 (7 bits) DISPLAY TEXT Proactive
Send the command command

qualifier = 0

dcs = 0 qualifier = 00h

buffer = "TextF" dcs = 0

offset =0 Text = "TextF"

length = 5
14 Successful call, DCS=8 (UCS2) DISPLAY TEXT Proactive

Send the command
qualifier =0

command

dcs = 8 qualifier = 00h
buffer = "TextG' dcs = 8
offset = 0 Text = "TextG'
length = 5
15 Call the initDisplayText() method with any DISPLAY TEXT Proactive
value command
Then build and send a DISPLAY TEXT o
command qualifier = 00h

qualifier = 0 dcs = 4
dcs = 4 Text = "Text HTextH'
buf fer = "TextHText H'
offset = 0
length = 10

16

Successful call, text length is zero

Send the command
qualifier =0

DISPLAY TEXT Proactive
command

dcs = 4 qualifier = 00h
buf fer = "Text HText H' Text String TLV = 8D 00
offset = 0
length = 0
17 Select a TLV in the ProactiveHandler UNAVAILABLE_ELEMENT
Call the initDisplayText() method ToolkitException is thrown by
Call the getValueLength() method getValueLength()
18 Successful call, buffer length = 7Eh DISPLAY TEXT Proactive

qualifier =0

dcs = 4

buffer = "UUU.."
offset = 0
length = 7Eh

command

Text String TLV =
8D 7F 04 55 55...

19

Successful call, buffer length = 7Fh

qualifier =0

DISPLAY TEXT Proactive
command

dcs = 4 Text String TLV = 8D 81
buffer = "UUU..! 80 04 55 55...
offset =0
length = 7Fh
20 Successful call, buffer length = 240 DISPLAY TEXT Proactive
command
Qualifier = 0
dcs = 4 Text String TLV =
buffer = "UUU.." 8D 81 F1 04 55 55...
offset =0
length = 240
21 Call the initDisplayText() method with atoo |HANDLER_OVERFLOW
long buffer ToolkitException is thrown
qualifier =0
dcs = 4
buf fer = "XXXX."
offset = 0
length = 241
22 | Call the initDisplayText() without sending the No proactive command shall
command be sent expected status is

‘9000
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6.2.7.3.4 Test Coverage
CRR number Test case number

N1 8,9, 10,11, 12, 13, 14, 15, 16, 18, 19, 20

N2 15

N3 17

N4 22

N5 7

N6 16

P1 1

P2 2,3,4,5,6

C1 21
6.2.7.4 Method initGetinkey

Test Area Reference: API_2 PAH_INGKBB_BSS

6.2.7.4.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void initGetlnkey(byte qualifier,
byt e dcs,
byte[] buffer,
short of fset,
short | ength)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcepti on,
Tool ki t Excepti on

6.2.7.4.1.1 Normal execution

e CRRNZ1: The method shall build a GET INKEY proactive command in the ProactiveHandler, using qualifier, dcs
and buffer parameters. Comprehension Required flags are set.

e CRRN2: A call to this method clears the handler then initialisesit.

e CRRN3: NoTLV isselected after acall to the method.

e CRRN4: The GET INKEY command is not sent by the method.

e CRRNS5: The Command Number may take any value between 01h and FEh.

¢ CRRNG: If length is equal to zero, then the Text String TLV inserted in the command isanull text string TLV as
defined in TS 11.14 [4].

6.2.7.4.1.2 Parameter errors
¢ CRRP1: The method shall throw NullPointerException if buffer isnull.

e CRRPL1.: If offset or length or both would cause access outside array bounds, a
Arrayl ndexOutOf BoundsException shall be thrown.

6.2.7.4.1.3 Context errors
e CRRC1: A ToolkitException.HANDLER_OVERFLOW shall be thrown if the ProactiveHandler isto small to
put the requested data.
6.2.7.4.2 Test Suite files
Test Script: API_2 PAH_INGKBB_BSS 1.scr
Test Applet: API_2 PAH_INGKBB_BSS 1java
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Cleanup Script:

Parameter File:
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API_2 PAH_INGKBB_BSS_1.Idr
API_2 PAH_INGKBB_BSS 1.cIr
API_2 PAH_INGKBB_BSS 1.par
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6.2.7.4.3 Test procedure

Id Description API Expectation APDU Expectation

1 NULL as parameter to buffer NullPointerException is thrown
buffer = NULL

2 offset > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset =5

3 offset <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" nis thrown
offset = -1

4 length > buffer.length ArrayindexOutOfBoundsExceptio
buffer = "Text" nis thrown
offset =0
length = 5

5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = 2

6 length <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" nis thrown
offset = 3
length = -1

7 Successful call, buffer is the whole buffer No exception is thrown

qualifier =0

dcs = 4

buffer = "Text A"
offset =0
length = 5

Verify the command number value

Command number between 01h
and FEh

8 Send the command GET INKEY Proactive
command
qualifier = 00h
dcs = 4
Text = "TextA"
9 | Successful call, buffer is part of a buffer with GET INKEY Proactive
the end part command
qualifier = 0
dcs = 4 qualifier = 00h
buffer = "12TextB" dcs = 4
offset = 2 Text = "TextB"
length = 5
10 | Successful call, buffer is part of a buffer with GET INKEY Proactive
the first part command
qualifier =0
dcs = 4 qualifier = 00h
buffer = "TextCl2" dcs = 4
offset =0 Text = "TextC'
length = 5
11 Successful call, buffer is part of a buffer GET INKEY Proactive
Send the command command
qualifier =0
dcs = 4 qualifier = 00h
buffer = "12Text D34" dcs = 4
offset = 2 Text = "TextD"
length = 5
12 Successful call, qualifier = 81h GET INKEY Proactive

qualifier = 81h

dcs = 4

buffer = "TextE"
offset = 0
length = 5

command

qualifier = 81h
dcs = 4
Text = "TextE"

ETSI




3GPP TS 51.013 version 15.1.0 Release 15

155 ETSI TS 151 013 V15.1.0 (2020-11)

Id

Description

API Expectation

APDU Expectation

13

Successful call, DCS=0 (7 bits)
qualifier = 0

dcs = 0

buffer = "TextF"
offset = 0
length = 5

GET INKEY Proactive
command

qualifier = 00h
dcs = 0
Text = "TextF"

14

Successful call, DCS=8 (UCS2)
qualifier =0

dcs = 8

buffer = "TextG'
offset =0
length = 5

GET INKEY Proactive
command

qualifier = 00h
dcs = 8
Text = "TextG'

15

Call the initGetinkey() method with any value
Then build and send a GET INKEY command
qualifier = 0

dcs = 4

buffer = "TextHText H'
offset =0

length = 10

GET INKEY Proactive
command

qualifier = 00h
dcs = 4
Text = "Text HText H'

16

Successful call, text length is zero
Send the command
qualifier = 0

GET INKEY Proactive
command

dcs = 4 qualifier = 00h
buf fer = "Text HText H' Text String TLV = 8D 00
offset = 0
length = 0
17 Select a TLV in the ProactiveHandler UNAVAILABLE_ELEMENT
Call the initGetIinkey() method ToolkitException is thrown by
Call the getValueLength() method getValueLength()
18 Successful call, buffer length = 7Eh GET INKEY Proactive

qualifier =0

dcs = 4

buffer = "UUU.."
offset = 0
length = 7Eh

command

Text String TLV =
8D 7F 04 55 55...

19

Successful call, buffer length = 7Fh

qualifier = 0

dcs = 4

buf fer = "UUU..!
offset = 0
length = 7Fh

GET INKEY Proactive
command

Text String TLV = 8D 81
80 04 55 55...

20

Successful call, buffer length = 240

Qualifier =0

GET INKEY Proactive
command

dcs = 4 Text String TLV =
buf fer = "UUU..! 8D 81 F1 04 55 55...
offset =0
| ength = 240
21 | Call the initGetinkey() method with a too long |HANDLER_OVERFLOW
buffer ToolkitException is thrown
qualifier = 0
dcs = 4
buffer = "XXXX.."
offset = 0
length = 241
22 Call the initGetinkey() without sending the No proactive command shall
command be sent expected status is

‘9000
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6.2.7.4.4 Test Coverage
CRR number Test case number

N1 8,9, 10,11, 12, 13, 14, 15, 16, 18, 19, 20

N2 15

N3 17

N4 22

N5 7

N6 16

P1 1

P2 2,3,4,5,6

C1l 21
6.2.7.5 Method initGetinput

Test Area Reference: API_2 PAH_INGPBB_BSSSS

6.2.7.5.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void initGetlnput(byte qualifier,
byt e dcs,
byte[] buffer,
short of fset,
short |ength,
short m nRespLengt h,
short maxResplLengt h)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.7.5.1.1 Normal execution

e CRRN1: The method shall build a GET INPUT proactive command in the ProactiveHandler, using qualifier,
dcs, buffer, minRespLength and maxRespL ength parameters. Comprehension Required flags are set.

e CRRN2: A call to this method clears the handler then initialisesit.

e CRRN3: NoTLV isselected after acall to the method.

e CRRN4: The GET INPUT command is not sent by the method.

¢ CRRNS5:; The Command Number may take any value between 01h and FEh.

e CRRNG: If length isequal to zero, then the Text String TLV inserted in the command isanull text string TLV as
defined in TS 11.14 [4].

6.2.7.5.1.2 Parameter errors
e CRRP1: The method shall throw NullPointerException if buffer is null.

e CRRP2: If offset or length or both would cause access outside array bounds, a
Arrayl ndexOutOfBoundsException shall be thrown.

6.2.7.5.1.3 Context errors

e CRRC1: A ToolkitException.HANDLER_OVERFLOW shall be thrown if the ProactiveHandler isto small to
put the requested data.

6.2.7.5.2 Test Suite files
Test Script: APl_2 PAH_INGPBB_BSSSS 1.scr

ETSI



3GPP TS 51.013 version 15.1.0 Release 15 157 ETSI TS 151 013 V15.1.0 (2020-11)

Test Applet: API_2 PAH_INGPBB_BSSSS 1.java
Load Script: APlI_2 PAH_INGPBB_BSSSS 1.ldr
Cleanup Script: API_2 PAH_INGPBB_BSSSS 1.clr
Parameter File: API_2 PAH_INGPBB_BSSSS 1.par
6.2.7.5.3 Test procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to buffer NullPointerException is thrown
buf fer = NULL
2 offset > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" nis thrown
offset = 5
3 offset <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = -1
4 length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 0
length = 5
5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = 2
6 length <0 ArraylndexOutOfBoundsExceptio
buffer = "Text" n is thrown
offset = 3
length = -1
7 Successful call, buffer is the whole buffer No exception is thrown
qualifier =0
dcs = 4
buf fer = "Text A"
offset = 0
length = 5

m nRespLengt h = 00h
maxRespLengt h = FFh

Verify the command number value Command number between 01h
and FEh
8 Send the command GET INPUT Proactive
command
qualifier = 00h
dcs = 4
Text = "Text A"
M n Length = 00h
Max Length = FFh
9 | Successful call, buffer is part of a buffer with GET INPUT Proactive
the end part command
Send the command
qualifier = 0 qualifier = 00h
dcs = 4 dcs = 4
buf fer = "12Text B" Text = "TextB"
offset = 2 M n Length = 10h
length = 5 Max Length = FFh
m nRespLength = 10h
nmaxRespLengt h = FFh
10 | Successful call, buffer is part of a buffer with GET INPUT Proactive
the first part command
Send the command
qualifier =0 qualifier = 00h
dcs = 4 dcs = 4
buf fer = "TextCl2" Text = "TextC'
offset = 0 Mn Length = FFh
length = 5 Max Length = FFh
m nRespLength = FFh
nmaxRespLengt h = FFh
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Id Description API Expectation APDU Expectation
11 Successful call, buffer is part of a buffer GET INPUT Proactive
Send the command command
qualifier = 0
dcs = 4 qualifier = 00h
buf fer = "12Text D34" dcs = 4
offset = 2 Text = "TextD'
length = 5 M n Length = 00h
m nRespLength = 00h Max Length = 0Oh
maxRespLengt h = 00h
12 Successful call, qualifier = 81h GET INPUT Proactive
qualifier = 81h command
dcs = 4
buf fer = "TextE" qualifier = 81h
offset = 0 dcs = 4
length =5 Text = "TextE"
m nRespLength = 00h M n Length = 00h
maxRespLengt h = 10h Max Length = 10h
13 Successful call, DCS=0 (7 bits) GET INPUT Proactive
qualifier =0 command
dcs = 0
buf fer = "TextF" qualifier = 00h
offset = 0 dcs = 0
length =5 Text = "TextF"
m nRespLength = 10h Mn Length = 10h
maxRespLengt h = 10h Max Length = 10h
14 Successful call, DCS=8 (UCS2) GET INPUT Proactive
qualifier =0 command
dcs = 8
buf fer = "TextG' qualifier = 00h
offset = 0 dcs = 8
length =5 Text = "TextG'
m nRespLength = 00h Mn Length = 00h
maxRespLength = FFh Max Length = FFh
15 | Call the initGetlnput() method with any value GET INPUT Proactive
Then build and send a GET INPUT command command
qualifier =0
dcs = 4 qualifier = 00h
buf fer = "Text HText H' dcs = 4
offset = 0 Text = "Text HText H'
length = 10 M n Length = 00h
m nRespLength = 00h Max Length = 10h
nmaxRespLength = 10h
16 Successful call, text length is zero GET INPUT Proactive
Send the command command
qualifier =0
dcs = 4 qualifier = 00h
buf fer = "Text HText H' Text String TLV = 8D 00
offset = 0 M n Length = 00h
length = 0 Max Length = 10h
m nRespLength = 00h
nmaxRespLengt h = 10h
17 Select a TLV in the ProactiveHandler UNAVAILABLE_ELEMENT
Call the initGetIlnput() method ToolkitException is thrown by
Call the getValueLength() method getValueLength()
18 Successful call, buffer length = 7Eh GET INPUT Proactive

qualifier = 0
dcs = 4
buf fer
of f set 0

I ength 7Eh
m nResplLengt h
maxResplLengt h

" U

00h
10h

command

Text String TLV =
8D 7F 04 55 55...
M n Length 00h
Max Length 10h
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Id Description API Expectation APDU Expectation
19 Successful call, buffer length = 7Fh GET INPUT Proactive
command
qualifier =0
dcs = 4 Text String TLV = 8D 81
buf fer = "UUU.." 80 04 55 55...
offset = 0 M n Length = 00h
I ength = 7Fh Max Length = 10h
m nRespLength = 00h
maxRespLengt h = 10h
20 Successful call, buffer length = 236 GET INPUT Proactive
. command
Qualifier =0
dcs = 4 Text String TLV =
buf fer = "UUU..! 8D 81 ED 04 55 55...
offset = 0
I ength = 236
m nRespLength = 00h
maxRespLength = 10h

21 | Call the initGetinput() method with a too long

buffer
qualifier =0
dcs = 4
buffer = "XXXX..!
offset = 0
length = 237
m nRespLength = 00h
nmaxRespLength = 10h

HANDLER_OVERFLOW
ToolkitException is thrown

22 Call the initGetInput() without sending the

command

No proactive command shall
be sent expected status is
'9000

6.2.7.5.4 Test Coverage
CRR number Test case number

N1 8,9, 10,11, 12, 13, 14, 15, 16, 18, 19, 20

N2 15

N3 17

N4 22

N5 7

N6 16

P1 1

P2 2,3,4,5,6

C1l 21
6.2.7.6 Method send

Test Area Reference: API_2 PAH_SEND

6.2.7.6.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte send()

6.2.7.6.1.1 Normal execution

e CRRNZ1: The send() method send the current proactive command to the mobile.

e CRRNZ2: Thereturned byteis equal to general result of the command (first byte of Result TLV in Terminal

Response).

e CRRN3: The handler remains unchanged after a call to send() method until the use of initXX() or appendTLV ().

e CRRN4: Thereisno invocation of select() or deselect() method.

ETSI




3GPP TS 51.013 version 15.1.0 Release 15 160 ETSI TS 151 013 V15.1.0 (2020-11)

e CRRNS5: A pending toolkit applet transaction at the method invocation is aborted.

6.2.7.6.1.2 Parameter errors

No reguirements.

6.2.7.6.1.3 Context errors

e CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown isthe Result Simple TLV is
missing in Terminal Response.

e CRRC2: A ToolkitException.OUT_OF_TLV_BOUNDARIES shall be thrown if the general result byteis
missing in the Result Simple TLV in Terminal Response.

e CRRC3: A ToolkitException COMMAND_NOT_ALLOWED shall be thrown if the proactive command to be
sent is not allowed by the SIM Toolkit Framework.

e CRRC4: A ToolkitException COMMAND_NOT_ALLOWED shall be thrown if one parameter of the proactive
command to be sent is not allowed by the SIM Toolkit Framework.

6.2.7.6.2 Test Suite files
Test Script: API_2 PAH_SEND_1.scr
Test Applet: API_2_PAH_SEND_1.java
Load Script: APl 2 PAH_SEND 1.ldr
Cleanup Script: API_2 PAH_SEND_1.clr
Parameter File: API_2 PAH_SEND_1.par
6.2.7.6.3 Test procedure
Id Description API Expectation APDU Expectation
1 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buf fer = ' Text

2 | Terminal Response with General Result =00 |Result of send() is 00h

Result TLV = 03 01 00 (conmand perforned
successful ly)

3 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buf fer = ' Text

4 | Terminal Response with General Result =01, [Result of send() is 01h
without Additional information on result

Result TLV = 03 01 01 (conmand perforned
with partial conprehension)

5 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buffer ="' Text

6 | Terminal Response with General Result = 01, [Result of send() is 01h
with Additional information on result

Result TLV = 03 02 01 55 (command
performed with partial conprehension)

7 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buffer ="' Text

8 | Terminal Response with General Result =02 [Result of send() is 02h
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Id Description API Expectation APDU Expectation
Result TLV = 03 04 02 65 43 21 (M ssing
i nfornmati on)
9 Build and send a 7Fh byte command DISPLAY TEXT Proactive
(DISPLAY TEXT) command
qualifier = 00h
dcs = 04h BER-TLV = DO 7F
buffer = "UUUUU..! Text String TLV = 8D 74
l ength = 73h 04 55 55 55...
10 |Build and send a 80h byte command (DISPLAY DISPLAY TEXT Proactive
TEXT) command
qualifier = 00h
dcs = 04h BER-TLV = DO 81 80
buffer = "UUUUU.." Text String TLV = 8D 75
I ength = 74h 04 55 55 55...
11 | Build and send a maximum length command DISPLAY TEXT Proactive
(length of the handler should be 253) command
DI SPLAY TEXT: BER-TLV = DO 81 FD
Qualifier = 0 Text String TLV = 8D 81
dcs = 4 F1 04 55 55...
buf fer = "UUU..!
offset = 0
| ength = 240
12 Verify that the Proactive Handler is not
modified after a send()
Build a DISPLAY TEXT command
Copy ProactiveHandler to source byte array
Send command
Copy ProactiveHandler to destination byte
array
Compare source and destination Source and destination are
identical
13 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
Verify there is no invocation of select() or command
deselect() method.
14 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with 2 Result TLV Result of send() is 02h
1st Result TLV = 03 02 02 12
2nd Result TLV = 03 03 03 34 56
15 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response without Result Simple TLV |ToolkitException.UNAVAILABLE_
ELEMENT is thrown by send()
16 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response without general result byte [ToolkitException.OUT_OF_TLV_
in the Simple TLV BOUNDARIES is thrown by
send()
Result TLV = 03 00
6.2.7.6.4 Test Coverage
CRR number Test case number
N1 1,3,5,7,9,10,11,12,13, 14
N2 2,4,6,8,14
N3 12
N4 13
N5 checked in Framework tests: FWK_API_TRAN
C1 15
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C2 16
C3 checked in the Framework test : FWK_PCS _PCCO (test case 1)
C4 checked in the Framework test : FWK_PCS_PCCO (test cases 2 to
3)
6.2.7.7 Method getLength

Test Area Reference API_2 PAH_GLEN

6.2.7.7.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getlLength()
t hrows Tool ki t Exception

6.2.7.7.1.1 Normal execution

e CRRNZ1: returns the length in bytes of the TLV list.

6.2.7.7.1.2 Parameter errors

No reguirements.

6.2.7.7.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

6.2.7.7.2 Test Suite files
Test Script: API_2 PAH_GLEN_1.scr
Test Applet: API_2 PAH_GLEN_1java
Load Script: API_2 PAH_GLEN_1.Idr
Cleanup Script: API_2 PAH_GLEN_1.cIr
Parameter File: APl _2 PAH_GLEN_1.par
6.2.7.7.3 Test procedure
Id Description API Expectation APDU Expectation
1 Clear the handler Result of getLength() is 0

get Lengt h()

2 Call the init() method Result of getLength() is 9
get Lengt h()

3 | Call the initDisplayText() method, with buffer |Result of getLength() is 253

length =240
get Lengt h()
4 Build a 7Fh Proactive Handler Result of getLength() is 7Fh
get Lengt h()
5 Build a 80h Proactive Handler Result of getLength() is 80h
get Lengt h()
6.2.7.7.4 Test Coverage
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CRR number Test case number
N1 1,2,3,45
C1 Does not apply for Proactive Handler
6.2.7.8 Method copy

Test Area Reference API_2_PAH_COPY_BSS

6.2.7.8.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short copy(byte[] dstBuffer,
short dstOffset,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.7.8.1.1 Normal execution
e CRRNZ1: copiesthesimple TLV list contained in the handler to the destination byte array.

e CRRNZ2: returns dstOffset + dstLength.

6.2.7.8.1.2 Parameter errors
o CRRPL: if dstBuffer is null a NullPointerException is thrown.

e CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative,
an ArraylndexOutOfBoundsException is thrown.

e CRRP3: if dstLength is grater than the length of the simple TLV List, an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException. OUT_OF _TLV_BOUNDARIES.

6.2.7.8.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.7.8.2 Test Suite files
Test Script: API_2 PAH_COPY_BSS 1l.scr
Test Applet: API_2_PAH_COPY_BSS 1java
Load Script: API_2 PAH_COPY_BSS 1.ldr
Cleanup Script: API_2_PAH_COPY_BSS 1.cr
Parameter File: API_2 PAH_COPY_BSS 1.par
6.2.7.8.3 Test procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to dstBuffer NullPointerException is thrown
2 Call the init() method
DstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 6
dstLength = 0
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
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Id Description API Expectation APDU Expectation
dstOfset = -1
dstlLength = 1

4 DstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown

dstOfset = 0
dstLength = 6

5 dstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio

dstBuffer.length = 5 n is thrown
dstOffset = 3
dstlLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown

dstOfset = 0
dstLength = -1

7 dstLength > length of the simple TLV list ToolkitException.OUT_OF_TLV_

dstBuffer.length = 10 BOUNDARIES is thrown
dstOffset = 0

dstLength = 10

8 | Successful call, dstBuffer is the whole buffer |Result of copy() is 9
dstBuffer.length = 9

dstOffset = 0
dstLength = 9
9 Compare the buffer Result of arrayCompare() is 0

10 | Successful call, dstBuffer is part of a buffer |Result of copy() is 12
dstBuffer.length = 15
dstOfset = 3
dstlLength = 9

11 Compare the whole buffer Result of arrayCompare() is 0

12 | Successful call, dstBuffer is part of a buffer |Result of copy() is 9
dstBuffer.length = 15
dstOffset = 3
dstlLength = 6

13 Compare the whole buffer Result of arrayCompare() is 0
6.2.7.8.4 Test Coverage
CRR number Test case humber

N1 9,11, 13

N2 8, 10, 12

P1 1

P2 2,3,4,5,6

P3 7

C1 Does not apply for ProactiveHandler
6.2.7.9 Method findTLV

Test Area Reference API_2 PAH_FINDBB

6.2.7.9.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findTLV(byte tag, byte occurrence)
throws Tool ki t Excepti on

6.2.7.9.1.1 Normal execution
Looks for the indicated occurrence of a TLV element from the beginning of the TLV list (handler buffer):
e CRRNZ1: the method is successful if the required occurrence exists then the corresponding TLV becomes current.

e CRRNZ2: if the method is successful then it returns TLV_FOUND_CR_SET when Comprehension Required flag
IS set.
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e CRRN3: if the method is successful thenit returns TLV_FOUND_CR_NOT_SET when Comprehension

Required flag is not set.

e CRRN4: if the required occurrence of the TLV element does not exist, the current TLV is no longer defined and

TLV_NOT_FOUND is returned.

e CRRNS5: The search method is comprehension required flag independent.

Parameter errors

e CRRPL: if aninput parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown.
The reason code shall be ToolkitException BAD_INPUT_PARAMETER.

Context errors

e CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.7.9.2 Test Suite files
Test Script: APl_2 PAH_FINDBB_1l.scr
Test Applet: APl_2 PAH_FINDBB_1java
Load Script: API_2 PAH_FINDBB_1.Idr
Cleanup Script: APl_2 PAH_FINDBB_1.cIr

Parameter File:

API_2 PAH_FINDBB_1.par

6.2.7.9.3 Test procedure
Id Description API Expectation APDU Expectation
1 Initialise the handler

Invalid input parameter
Qccurrence = 0

ToolkitException.BAD_INPUT_PA
RAMETER is thrown

2 Call the init() method
Search 15t TLV Resultis TLV_FOUND_CR_SET
Tag = 01h
Qccurrence = 1
3 Call the getValueLength() method Result is 03h
4 Search 2M TLV Resultis TLV_FOUND_CR_SET
Tag = 02h
Qccurrence = 1
5 Call the getValueLength() method Result is 02h
6 Select a TLV (tag 02h)
Search awrong tag Resultis TLV_NOT_FOUND
Tag = 03h
Qccurrence = 1
7 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
8 Search a tag with wrong occurrence Resultis TLV_NOT_FOUND
Tag = 01h
Qccurrence = 2
9 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
10 Append a TLV with tag=02h
Search the TLV Result is
Tag = 02h TLV_FOUND_CR_NOT_SET
Qccurrence = 2
11 Append a TLV with tag=04h
Search the TLV Result is
Tag = 04h TLV_FOUND_CR_NOT_SET
Qccurrence = 1
12 Search tag 81h Resultis TLV_FOUND_CR_SET

Tag = 81h
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Qccurrence = 1
13 Search tag 84h Result is
Tag = 84h TLV_FOUND_CR_NOT_SET
Qccurrence = 1
6.2.7.9.4 Test Coverage
CRR number Test case number
N1 3,5
N2 2,4
N3 10, 11
N4 6,7,8,9
N5 12,13
P1 1
C1 Does not apply for Proactive Handler

6.2.7.10 Method getValuelLength

Test Area Reference API_2 PAH_GVLE

6.2.7.10.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getVal ueLength()
throws Tool ki t Exception

6.2.7.10.1.1 Normal execution

e CRRN1: gets and returns the binary length of the value field for the last TLV element which has been found in
the handler.

6.2.7.10.1.2 Parameter errors

No requirements.

6.2.7.10.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

e CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException UNAVAILABLE_ELEMENT.

6.2.7.10.2 Test Suite files
Test Script: API_2 PAH_GVLE 1.scr
Test Applet: API_2 PAH_GVLE_ljava
Load Script: API_2_PAH_GVLE_1.dr
Cleanup Script: APl 2 PAH_GVLE 1.clr
Parameter File: APl_2 PAH_GVLE 1.par
6.2.7.10.3 Test procedure
Id Description API Expectation APDU Expectation
1 Call the init() method
get Val ueLengt h() ToolkitException.UNAVAILABLE _
ELEMENT is thrown
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Description API Expectation APDU Expectation

Call the appendTLV() method
tag = 0D
val ueX f set 0
val ueLengt h 0

Search TLV 0Dh (Text String TLV)

get Val ueLengt h() Result is 00h

Call the initDisplayText() method
length = 1 (+ dcs byte)

Search TLV ODh (Text String TLV)

get Val ueLengt h() Result is 02h

Call the initDisplayText() method
length = 7Eh (+ dcs byte)

Search TLV 0Dh (Text String TLV)

get Val ueLengt h() Result is 7Fh

Call the initDisplayText() method
length = 7Fh (+ dcs byte)

Search TLV 0Dh (Text String TLV)

get Val ueLengt h() Result is 80h

Call the initDisplayText() method
I ength = FOh (maxi mum text |ength)

Search TLV 0Dh (Text String TLV)

get Val ueLengt h() Resultis F1h

6.2.7.10.4 Test Coverage

6.2.

Test

CRR number Test case number
N1 2,3,4,56
C1 Does not apply for Proactive Handler
C2

7.11 Method getValueByte
AreaReference API_2 PAH_GVBYS

6.2.7.11.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getVal ueByte(short val ueOfset)
t hrows Tool ki t Exception
6.2.7.11.1.1 Normal execution
e CRRN1: Getsabyte fromthelast TLV element which has been found in the handler and returns its value (1
byte).
6.2.7.11.1.2 Parameter errors
e CRRP1L: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException OUT_OF _TLV_BOUNDARIES.
6.2.7.11.1.3 Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException UNAVAILABLE ELEMENT.
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6.2.7.11.2 Test Suite files
Test Script: API_2 PAH_GVBYS 1.scr
Test Applet: API_2 PAH_GVBYS 1java
Load Script: API_2 PAH_GVBYS 1.ldr
Cleanup Script: API_2 PAH_GVBYS 1.cIr

Parameter File:

APl_2_PAH_GVBYS 1.par

6.2.7.11.3 Test procedure
Id Description API Expectation APDU Expectation
1 Call the init() method

type = FFh

qualifier = FEh
destination = FDh

getValueByte(0)

ToolkitException.UNAVAILABLE_
ELEMENT is thrown

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

Result is FEh (qualifier)

Result is 81h (Source)

2 Search TLV 01h (Command Details TLV)
getValueByte(3)
3 Search TLV 01h (Command Details TLV)
getValueByte(2)
4 Search TLV 02h (Device Identities TLV)
getValueByte(0)
5 initDisplayText()
buffer = 00 01 ...7D
I ength = 7Eh

Search TLV 0Dh (Text String TLV)

getValueByte(7E) Resultis 7Dh
6 initDisplayText()
buffer = 00 01 ...7D 7E
length = 7Fh
Search TLV 0Dh (Text String TLV)
getValueByte(7E) Result is 7Dh
7 getValueByte(7F) Resultis 7Eh
8 initDisplayText()
buffer = 00 01 ...EF
| ength = FOh
Search TLV 0Dh (Text String TLV)
getValueByte(F0) Result is EFh

6.2.7.11.4 Test Coverage
CRR number Test case number
N1 3,45,6,7,8
P1 2
Cl Does not apply for Proactive Handler
C2 1
6.2.7.12 Method copyValue

Test Area Reference API_ 2 PAH_CPYVS BSS
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6.2.7.12.1 Conformance requirement

The method with following header shall be compliant with its definition in the API.

public short copyVal ue(short val ueffset,
byte[] dstBuffer,
short dstOff set,
short dstLength)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.7.12.1.1 Normal execution
e CRRNZ1: copiesapart of thelast TLV element which has been found, into a destination. buffer.

e CRRNZ2: returns dstOffset + dstLength.

6.2.7.12.1.2 Parameter errors
o CRRPL: if dstBuffer is null NullPointerException is thrown.

e CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOfBoundsException is thrown.

e CRRP3: if valueOffset is negative or valueOffset + dstLength > current TLV length, an instance of
ToolkitException shall be thrown. The reason code shall be ToolkitException OUT_OF TLV_BOUNDARIES.

6.2.7.12.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

e CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException UNAVAILABLE_ELEMENT.

6.2.7.12.2 Test Suite files
Test Script: API_2 PAH_CPYVS BSS 1.scr
Test Applet: API_2 PAH_CPYVS BSS 1java
Load Script: API_2 PAH_CPYVS BSS 1.dr
Cleanup Script: APl 2 PAH_CPYVS BSS l.clr
Parameter File: API_2 PAH_CPYVS BSS 1.par
6.2.7.12.3 Test procedure
Id Description API Expectation APDU Expectation
1 Initialise the handler
Selecta TLV
copyValue() with a null dstBuffer NullPointerException is thrown
2 initDisplayText() with length =15
Sel ect Text String TLV
dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length =5 nis thrown
dstOffset = 6
dstLength = 0
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOfset = -1
dstlLength = 1
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Id Description API Expectation APDU Expectation
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio

dstBuffer.length = 5
dstOffset =0
dstlLength = 6

n is thrown

5 dstOffset + dstLength >dstBuffer.length

dstBuffer.length = 5
dstOffset = 3
dstLength = 3

ArraylndexOutOfBoundsExceptio
n is thrown

6 dstLength <0
dstBuffer.length = 5
dstOffset =0

dstLength = -1

ArraylndexOutOfBoundsExceptio
n is thrown

7 initDisplayText() with length =5
Sel ect Text String TLV

valueOffset > Text String Length
valueCffset = 7
dstBuffer.length = 15
dstOffset = 0
dstLength = 0

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

8 [Select Text String TLV]
valueOffset < 0

valueOffset = -1
dstBuffer.length = 15

dstOfset = 0

dstLength = 1

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

9 [Select Text String TLV]
dstLength > Text String length
valueOffset = 0
dstBuffer.length = 15

dstOffset = 0

dstLength = 7

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

10 [Select Text String TLV]

l ength
valueOf fset = 2
dstBuffer.length = 15

val ueO fset + dstLength > Text String

ToolkitException.OUT_OF _TLV_
BOUNDARIES is thrown

dstOffset = 0
dstLength = 5
11 Initialise the handler
copyValue() ToolkitException.UNAVAILABLE_
ELEMENT is thrown
12 initDisplayText()
dcs = 4

buffer = 00 01 ...0F
Sel ect Text String TLV

Successful call
valueOfset = 0
dstBuffer.length = 17
dstOffset = 0
dstLength 17

Result of copyValue() is 17

13 Compare buffer
buffer = 04 00 01 ...0F

Result is 00h

14 initialise dstBuffer
dstBuffer = 55 55 ...55

Successful call
val uefset = 2
dstBuffer.length = 20

Result of copyValue() is 15

dstOffset = 3
dstLength = 12

15 Compare buffer Result is 00h
buffer =

55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0OC
55 55 55 55 55
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6.2.7.12.4 Test Coverage
CRR number Test case number
N1 13,15
N2 12,14
P1 1
P2 2,3,4,5,6
P3 7,8,9, 10
Cl Does not apply for Proactive Handler
Cc2 11

6.2.7.13 Method compareValue
Test Area Reference API_2_PAH_CPRVS BSS

6.2.7.13.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte conpareVal ue(short val ueO fset,
byte[] conpareBuffer,
short conpareOfset,
short conparelength)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.7.13.1.1 Normal execution
Comparesthe last found TLV element with a buffer:
e CRRNZ1: returns O if identical.
e CRRNZ2: returns -1 if the first miscomparing bytein simple TLV List islessthan that in compareBuffer.

e CRRNS3: returns 1 if the first miscomparing bytein simple TLV List is greater than that in compareBuffer.

6.2.7.13.1.2 Parameter errors
o CRRPL: if compareBuffer is null NullPointerException shall be thrown.

e CRRP2: if compareOffset or comparel ength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOf BoundsException shall be thrown.

e CRRP3: if valueOffset is negative or valueOffset + dstLength > current TLV length, an instance of
ToolkitException shall be thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

6.2.7.13.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

e CRRC2:in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException UNAVAILABLE ELEMENT.

6.2.7.13.2 Test Suite files
Test Script: API_2 PAH_CPRVS BSS 1.scr
Test Applet: API_2_PAH_CPRVS BSS 1java
Load Script: API_2 PAH_CPRVS BSS 1.dr
Cleanup Script: API_2_PAH_CPRVS BSS 1l.cIr
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6.2.7.13.3 Test procedure
Id Description API Expectation APDU Expectation
1 Initialise the handler

Select a TLV

compareValue() with a null compareBuffer

NullPointerException is thrown

2 initDisplayText() with length =15
Sel ect Text String TLV
compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length =5 nis thrown
conmpareOfset = 6
conparelLength = 0
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
conpareOffset = -1
conparelLength = 1
4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
compareBuffer.length = 5 nis thrown
compareOfset = 0
conparelLength = 6
5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
conpareBuffer.length = 5
conpareC fset = 3
conparelLength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
compareBuffer.length =5 n is thrown
compareOffset = 0
compareLength = -1
7 initDisplayText() with length =5
Select Text String TLV
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
val ueCf fset =7 BOUNDARIES is thrown
conpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 0
8 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
valueOfset < 0 BOUNDARIES is thrown
valueOffset = -1
conpareBuffer.length = 15
conpareOfset = 0
conparelLength =1
9 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
conparelLength > Text String |ength BOUNDARIES is thrown
valueOffset = 0
conpareBuffer.length = 15
conpareOfset = 0
conparelLength = 7
10 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
val ueCf f set + conparelLength > Text String |BOUNDARIES is thrown
l ength
valueOf fset = 2
conpareBuffer.length = 15
conpareCfset = 0
conparelLength = 5
11 Initialise the handler

compareValue()

ToolkitException.UNAVAILABLE_
ELEMENT is thrown

ETSI




3GPP TS 51.013 version 15.1.0 Release 15

173

ETSI TS 151 013 V15.1.0 (2020-11)

Id

Description

API Expectation

APDU Expectation

12

initDisplayText()
dcs = 4
buffer = 00 01 ...0F
Sel ect Text String TLV

Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...0F

Compare buffers

o

val uef f set =
conmpar eX f set
conpar eLengt h

0
17

Result is 00h

13

Initialise compareBuffer
conpar eBuf fer =
04 00 01 02 03
04 05 06 07 08
05 OA 0B 0OC 0D
OE 10

Compare buffers with same parameters

Result is -1

14

Initialise compareBuffer
conpar eBuffer =
03 00 01 ...0F

Compare buffers with same parameters

Resultis +1

15

Initialise compareBuffer
conpar eBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55

Compare buffers

N

val uef f set =
conmpar eX f set
conpar eLengt h

3
12

Result is 00h

16

Initialise compareBuffer
conpar eBuf fer =
55 55 55 02 01
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Compare buffers with same parameters

Result is -1

17

Initialise compareBuffer
conpar eBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA OD
55 55 55 55 55

Compare buffers with same parameters

Result is +1

18

Initialise compareBuffer
conpar eBuffer =
55 55 55 99 03
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55

Compare buffers with same parameters

Result is +1
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6.2.7.13.4 Test Coverage
CRR number Test case number
N1 12,15
N2 13,16
N3 14,17, 18
P1 1
P2 2,3,4,5,6
P3 7,8,9,10
C1l Does not apply for Proactive Handler
C2 11

6.2.7.14 Method findAndCopyValue(byte tag, byte[] dstBuffer, short valueOffset)

Test Area Reference API_2 PAH_FACYB_BS

6.2.7.14.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
byte[] dstBuffer,
short dstOffset)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.7.14.1.1 Normal execution

e CRRNZ1: looks for the first occurrence of aTLV element from the beginning of a TLV list and copy its value into
a destination buffer.

e CRRN2: if no TLV element isfound, the UNAVAILABLE _ELEMENT exception isthrown and the current
TLV isno longer defined.

e CRRNS3: if the method is successful then the corresponding TLV becomes current and dstOffset + length of the
copied value is returned.

e CRRN4: The search method is comprehension required flag independent.

6.2.7.14.1.2 Parameter errors
e CRRPL: if dstBuffer is null NullPointerException shall be thrown.

e CRRP2: if dstOffset would cause access outside array bounds Arrayl ndexOutOf BoundsException shall be
thrown.

6.2.7.14.1.3 Context errors

e CRRCL1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.7.14.2 Test Suite files
Test Script: API_2_PAH_FACYB_BS 1l.scr
Test Applet: API_2 PAH_FACYB_BS ljava
Load Script: API_2_PAH_FACYB_BS 1lldr
Cleanup Script: API_2 PAH_FACYB_BS 1l.clr
Parameter File: API_2 PAH_FACYB_BS 1.par
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6.2.7.14.3 Test procedure
Id Description API Expectation APDU Expectation
1 Initialise the handler

FindAndCopyValue() with a null dstBuffer

NullPointerException is thrown

2 InitDisplayText() with length = 15
dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh n is thrown
dstBuffer.length = 20
dstOffset = 21
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 20 nis thrown
dstOffset = -1
4 length > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 15 nis thrown
dstOfset = 0
5 DstOffset + length >dstBuffer.length ArraylndexOutOfBoundsExceptio
Dst Buffer.length = 20 nis thrown
DstOffset = 5
6 initDisplayText()
Select a TLV (tag 02h)
findAndCopyValue() ToolkitException.UNAVAILABLE_
tag = 03h ELEMENT is thrown
Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
7 initDisplayText()
dcs = 4
buffer = 00 01 ...0F
Successful call Result of findAndcopyValue() is
Tag = ODh 17
Dst Buffer.length = 17
Dst Offset = 0
8 Compare buffer Result is 00h
buffer = 04 00 01 ...OF
9 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndcopyValue() is
dstBuffer.length = 20 19
dstOfset = 2
10 Compare buffer Result is 00h
buffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA 0B
0C 0D OE OF 55
11 initDisplayText()
dcs = 4
buffer = 00 01 ...0F
append a 2" Text String TLV
Successful call Result of findAndcopyValue() is
tag = ODh 17
dstBuffer.length = 17
dstOFfset = 0
12 Compare buffer Result is 00h
buffer = 04 00 01 ...0F
13 initDisplayText()
dcs = 4
buffer = 00 01 ...0F
Successful call (with tag 8Dh) Result of findAndcopyValue() is
tag = 8Dh 17
dstBuffer.length = 17
dstOFfset = 0
14 Compare buffer Result is 00h

buffer = 04 00 01 ...0F
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Id Description API Expectation APDU Expectation
15 Append tag OFh

buffer = 00 01 ...0OF

Successful call (with tag 8Fh)

Result of findAndcopyValue() is

tag = 8Fh 16
dstBuffer.length = 16
dstOFfset = 0

16 Compare buffer Result is 00h

buffer = 00 01 ...0F

6.2.7.14.4 Test Coverage
CRR number Test case number
N1 8, 10, 12
N2 6
N3 7,9, 11
N4 13, 14, 15, 16
P1 1
P2 2,3,4,5
C1 Does not apply for Proactive Handler
6.2.7.15 Method findAndCopyValue(byte tag, byte occurence, short valueOffset, byte([]

dstBuffer, short dstOffset, short dstLength)

Test Area Reference API_2_ PAH_FACYBBS_BSS

6.2.7.15.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,

byt e occurence,

short val ueOrf set,

byte[] dstBuffer,
short dstOff set,
short dstLength)

throws java.l ang. Nul | Poi nt er Excepti on,

java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.7.15.1.1 Normal execution

e CRRNZ1: looks for the indicated occurrence of a TLV element from the beginning of aTLV list and copy its

value into a destination buffer.

e CRRN2: if no TLV element isfound, the UNAVAILABLE _ELEMENT exception isthrown and the current

TLV isno longer defined.

e CRRNS3: if the method is successful then the corresponding TLV becomes current and dstOffset + dstLengthis

returned.

e CRRN4: The search method is comprehension required flag independent.

6.2.7.15.1.2 Parameter errors

e CRRPL: if dstBuffer is null NullPointerException shall be thrown.

e CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOfBoundsException shall be thrown.

e CRRP3: if valueOffset is negative or valueOffset + dstLength > current TLV length, an instance of
ToolkitException shall be thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.
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e CRRCL1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.7.15.2 Test Suite files
Test Script: APl_2 PAH_FACYBBS BSS 1.scr
Test Applet: API_2 PAH_FACYBBS BSS 1java
Load Script: APl_2 PAH_FACYBBS BSS 1.ldr
Cleanup Script: API_2 PAH_FACYBBS BSS 1.clr

Parameter File:

API_2 PAH_FACYBBS BSS_1.par

6.2.7.15.3 Test procedure
Id Description API Expectation APDU Expectation
1 Initialise the handler

findAndCopyValue() with a null dstBuffer

NullPointerException is thrown

2 initDisplayText() with length =15
dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh, occurrence =1 n is thrown
valueOffset = 0
dstBuffer.length = 5
dstOffset = 6
dstLength = 0
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOfset = -1
dstLength = 1
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length =5 nis thrown
dstOffset = 0
dstLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOfset = 3
dstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length =5 nis thrown
dstOffset = 0
dstLength = -1
7 initDisplayText() with length =5
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
tag = ODh, occurrence =1 BOUNDARIES is thrown
valueCffset =7
dstBuffer.length = 15
dstOfset = 0
dstLength = 0
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOfset = -1 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstLength = 1
9 dstLength > Text String length ToolkitException.OUT_OF_TLV_
valueOffset = 0 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstLength = 7
10 | valueOffset + dstLength > Text String length |ToolkitException.OUT_OF _TLV_

valueCffset = 2
dstBuffer.length = 15
dst O f set 0
dstLength 5

BOUNDARIES is thrown
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Id Description API Expectation APDU Expectation
11 InitDisplayText()
Select a TLV (tag 02h)
findAndCopyValue() ToolkitException.UNAVAILABLE_
tag = 0Dh ELEMENT is thrown

occurrence = 2

Call the getValueLength() method

ToolkitException.UNAVAILABLE_
ELEMENT is thrown.

12

initDisplayText()
dcs = 4
buffer = 00 01 ...OF

Successful call
tag = ODh, occurrence =1
valueOffset = 0
dstBuffer.length = 17
dst O f set 0
dst Length 17

Result of findAndCopyValue() is
17

13

Compare buffer
buffer = 04 00 01 ...OF

Result is 00h

14

initialise dstBuffer
dstBuffer = 55 55 ...55

Successful call
tag = ODh, occurrence =1
valueCffset = 2
dstBuffer.length = 20

Result of findAndcopyValue() is
15

dstOffset = 3
dstlLength = 12

15 Compare buffer Result is 00h
buffer =

55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0OC
55 55 55 55 55

16

Append a Text String TLV
tag = 0D
buffer = 00 11 22 33 44 55 (no specific
DCS byt e)

Successful call
tag = ODh, occurrence =1
valueOfset = 0
dstBuffer.length = 17
dstOffset = 0
dstLength = 17

Result of findAndCopyValue() is
17

17

Compare buffer
buffer = 04 00 01 ...OF

Result is 00h

18

Successful call
tag = 0ODh, occurrence = 2
valueOfset = 0
dstBuffer.length = 6
dst O f set 0
dst Length 6

Result of findAndCopyValue() is 6

19

Compare buffer
buffer = 00 11 22 33 44 55

Result is 00h

20

initDisplayText()
dcs = 4
buffer = 00 01 ...0F

Successful call (with tag 8Dh)
tag = 8Dh
occurrence = 1
valueOffset = 0
dstBuffer.length = 17
dstOffset = 0
dstLength = 17

Result of findAndcopyValue() is
17

21

Compare buffer
buffer = 04 00 01 ...OF

Result is 00h
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Id Description API Expectation APDU Expectation
22 Append tag OFh
buffer = 00 01 ...0F
Successful call (with tag 8Fh) Result of findAndcopyValue() is
tag = 8Fh 16
occurrence = 1
valueOffset = 0
dstBuffer.length = 16
dstOfset = 0
dstLength = 16
23 Compare buffer Result is 00h
buffer = 00 01 ...0F
6.2.7.15.4 Test Coverage
CRR number Test case number
N1 13,15,17,19
N2 11
N3 12, 14, 16, 18
N4 20, 21, 22, 23
P1 1
P2 2,3,45,6
P3 7,8,9,10
C1 Does not apply for ProactiveHandler
6.2.7.16 Method findAndCompareValue(byte tag, byte[] compareBuffer, short

Test Area Reference API_2 PAH_FACRB_BS

6.2.7.16.1

compareOffset)

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,

6.2.7.16.1.1

byte[] conpareBuffer,
short conpareOfset)

throws java.lang. Nul | Poi nt er Excepti on,
java. l ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

Normal execution

Looks for the first occurrence of a TLV element from beginning of a TLV list and compare its value with a buffer:

6.2.7.16.1.2

e CRRNZ1: if no TLV element isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current

TLV isno longer defined.

e CRRNZ2: if the method is successful then the corresponding TLV becomes current.

e CRRNS3: if identical returnsO.

e CRRN4: if the first miscomparing bytein simple TLV isless than that in compareBuffer returns -1.

e CRRNS: if the first miscomparing bytein simple TLV is greater than that in compareBuffer returns 1.

¢ CRRNG: The search method is comprehension required flag independent.

Parameter errors

e CRRPL: if compareBuffer is null NullPointerException shall be thrown.
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6.2.7.16.2 Test Suite files
Test Script: APl_2 PAH_FACRB_BS 1.scr
Test Applet: APl_2 PAH_FACRB_BS 1java
Load Script; APl_2 PAH_FACRB_BS 1.dr
Cleanup Script: API_2 PAH_FACRB_BS 1.clr
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e CRRP2: if compareOffset would cause access outside array bounds Arrayl ndexOutOfBoundsException shall be
thrown.

Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

Parameter File:

API_2_PAH_FACRB_BS 1.par

6.2.7.16.3 Test procedure
Id Description API Expectation APDU Expectation
1 Initialise the handler

findAndCompareValue() with a null dstBuffer

NullPointerException is thrown

2 initDisplayText() with length =15
compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
tag = 0Dh n is thrown
conmpareBuffer.length = 20
conpareO fset = 21
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 20 n is thrown
conpareOfset = -1
4 length > compareBuffer.length ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 15 nis thrown
conpareOfset = 0
5 |compareOffset + length > ArraylndexOutOfBoundsExceptio
conpar eBuf fer. | ength n is thrown
conpareBuffer.length = 20
conpareOfset = 5
6 InitDisplayText()
Select a TLV (tag 02h)
findAndCompareValue() ToolkitException.UNAVAILABLE_
tag = 03h ELEMENT is thrown
Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
7 initDisplayText()
dcs = 4
buffer = 00 01 ...0F
Initialise compareBuffer
conpar eBuffer =
04 00 01 ...0F
Compare buffers Result is 00h
tag = ODh
conpareCffset = 0
8 Verify current TLV Resultis 17
get Val ueLengt h()
9 Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...10
Compare buffers with same parameters Resultis -1
10 Initialise compareBuffer
conpar eBuf fer =
03 00 01 ...0F
Compare buffers with same parameters Resultis +1
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Id

Description

API Expectation

APDU Expectation

11

Initialise compareBuffer
conpar eBuffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA 0B
0C OD OE OF 55

Compare buffers
conpareO fset = 2

Result is 00h

12

append a Text String TLV
tag = ODh
buffer = 00 11 22 33 44 55

Initialise compareBuffer
conpar eBuf fer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA 0B
0C 0D OE OF 55

Compare buffers
conpareC fset = 2

Result is 00h

13

Initialise compareBuffer
conpar eBuffer =
55 55 04 01 01
02 03 04 05 06
07 08 09 OA 0B
0C OD OE OF 55

Compare buffers
conpareO fset = 2

Result is -1

14

Initialise compareBuffer
conpar eBuffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA 0B
0C OD 0D 10 55

Compare buffers
compareO fset = 2

Resultis +1

15

initDisplayText()
dcs = 4
buffer = 00 01 ...0F

Initialise compareBuffer
Conpar eBuf fer = 04 00 01 ...OF

Successful call (with tag 8Dh)
tag = 8Dh
compareBuffer.length = 17
conpareOfset = 0

Result is 00h

16

Append tag OFh
buffer = 00 01 ...0F

Initialise compareBuffer
conpareBuffer = 00 01 ...0F

Successful call (with tag 8Fh)
tag = 8Fh
conpareBuffer.length = 16
conpareOffset = 0

Result is 00h

17

Initialise compareBuffer
conpareBuffer = 00 99 01 03 ...0OF

Successful call (with tag 8Fh)
tag = 8Fh
conmpareBuffer.length = 16
conpareOfset = 0

Result is +1

6.2.7.16.4

Test Coverage
CRR number Test case number
N1 6
N2 8
N3 7,11,12,17
N4 9,13
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CRR number Test case number
N5 10, 14
N6 15, 16
P1 1
P2 2,3,4,5
C1 Does not apply for Proactive Handler

6.2.7.17 Method findAndCompareValue(byte tag, byte occurence, short valueOffset,
byte[] compareBuffer, short compareOffset, short compareLength)

Test Area Reference API_2_PAH_FACRBBS BSS

6.2.7.17.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byt e occurence,
short val ueCf f set,
byte[] conpareBuffer,
short conpareOfset,
short conparelLengt h)
t hr ows java. | ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.7.17.1.1 Normal execution

Looks for the indicated occurrence of aTLV element from the beginning of a TLV list and compare its value with a
buffer:

e CRRNZ1:if no TLV element isfound, the UNAVAILABLE ELEMENT exception isthrown and the current
TLV isno longer defined.

e CRRNZ2: if the method is successful then the corresponding TLV becomes current.

e CRRNS3: if identical O isreturned.

e CRRNA4: if the first miscomparing bytein simple TLV isless than that in compareBuffer -1 is returned.

e CRRNS: if the first miscomparing bytein simple TLV is greater than that in compareBuffer 1 is returned.

e CRRNG6: The search method is comprehension required flag independent.

6.2.7.17.1.2 Parameter errors
e CRRPZL: if compareBuffer is null NullPointerException shall be thrown.

e CRRP2: if compareOffset or compareL ength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOfBoundsException shall be thrown.

e CRRP3: if valueOffset is negative or valueOffset + dstLength > current TLV length, an instance of
ToolkitException shall be thrown. The reason code shall be ToolkitException OUT_OF TLV_BOUNDARIES.

e CRRP4: if aninput parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown.
The reason code shall be ToolkitException BAD_INPUT_PARAMETER.

6.2.7.17.1.3 Context errors

e CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.
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6.2.7.17.2 Test Suite files
Test Script: API_2 PAH_FACRBBS BSS_1.scr
Test Applet: APl_2 PAH_FACRBBS BSS 1java
Load Script: API_2 PAH_FACRBBS_BSS 1.ldr
Cleanup Script: API_2 PAH_FACRBBS BSS 1l.clr

Parameter File:

API_2_PAH_FACRBBS BSS_1.par

6.2.7.17.3 Test procedure
Id Description API Expectation APDU Expectation
1 Initialise the handler
findAndCompareValue() with a null NullPointerException is thrown
compareBuffer
2 initDisplayText() with length = 15
compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh, occurrence =1 nis thrown
valueOffset = 0
conpareBuffer.length = 5
conpareOfset = 6
conparelLength = 0
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
conpareOffset = -1
conparelLength = 1
4 compareLength >compareBuffer.length ArrayIndexOutOfBoundsExceptio
conpareBuffer.length = 5 n is thrown
compareOfset = 0
conparelLength = 6
5 |compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>conpar eBuffer. | ength nis thrown
compareBuffer.length = 5
compareO fset = 3
conparelLength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
conpareCfset = 0
comparelLength = -1
7 initDisplayText() with length =5
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
tag = ODh, occurrence =1 BOUNDARIES is thrown
valueCffset = 7
conpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 0
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOffset = -1 BOUNDARIES is thrown
conmpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 1
9 compareLength > Text String length ToolkitException.OUT_OF_TLV_
valueOffset =0 BOUNDARIES is thrown
conpareBuffer.length = 15
compareOifset = 0
conparelLength = 7
10 | valueOffset + compareLength > Text String |ToolkitException.OUT_OF_TLV_
length BOUNDARIES is thrown
val ueCf fset = 2
conpareBuffer.length = 15
compareOfset = 0
conmparelLength = 5
11 Invalid parameter ToolkitException.BAD_INPUT_PA

occurrence = 0

RAMETER is thrown
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Id Description API Expectation APDU Expectation
12 InitDisplayText()
Select a TLV (tag 02h)
findAndCompareValue() ToolkitException.UNAVAILABLE_
tag = 0Dh ELEMENT is thrown
occurrence = 2
Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
13 initDisplayText()
dcs = 4

buffer = 00 01 ...0F

Initialise compareBuffer
conpar eBuffer =
04 00 01 ...0F

findAndCompareValue() Result is 00h
tag = ODh, occurrence =1
val ue f set =
conpar e f set
conpar eLengt h

o

0
17

14 Verify current TLV Resultis 17
get Val ueLengt h()

15 Initialise compareBuffer
conpar eBuffer =
04 00 01 ...10

Compare buffers with same parameters Resultis -1

16 Initialise compareBuffer
conpar eBuf fer =
03 00 01 ...0F

Compare buffers with same parameters Resultis +1

17 Initialise compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0OC
55 55 55 55 55

Compare buffers Result is 00h

N

val ue(f f set =
conmpar eX f set
conpar eLengt h

3
12

18 Initialise compareBuffer
conpar eBuffer =
55 55 55 02 01
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Compare buffers with same parameters Resultis -1

19 Initialise compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA OD
55 55 55 55 55

Compare buffers with same parameters Resultis +1

20 append a Text String TLV
tag = ODh
buffer = 00 11 22 33 44 55

Initialise compareBuffer
conpar eBuf fer =
04 00 01 ...0F

findAndCompareValue() Result is 00h
tag = ODh, occurrence =1

valueOffset = 0
conpareCffset = 0
conmparelLength = 17
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Id

Description

API Expectation

APDU Expectation

21

Initialise compareBuffer
conpar eBuffer =
00 11 22 33 44 55

findAndCompareValue()
tag = ODh, occurrence = 2
val ue f set =
conpar eX f set
conpar eLengt h

o

0
6

Result is 00h

22

Initialise compareBuffer
conpar eBuffer =
00 11 22 33 44 66

findAndCompareValue()
tag = 0ODh, occurrence = 2
valueOffset = 0
conpar e f set
conpar eLengt h

0
6

Resultis -1

23

initDisplayText()
dcs = 4

buffer = 00 01 ...0F

Initialise compareBuffer
Conpar eBuffer = 04 00 01 ...0F

Successful call (with tag 8Dh)
tag = 8Dh, occurrence =1
valueOffset = 0
compareBuffer.length = 17
conpareOfset = 0
conpareLength = 17

Result is 00h

24

Append tag OFh

buffer = 00 01 ...0OF

Initialise compareBuffer
conpareBuffer = 00 01 ...0F

Successful call (with tag 8Fh)
tag = 8Fh, occurrence =1
valueOffset = 0
conpareBuffer.length = 16
conpareOfset = 0
conparelLength = 16

Result is 00h

25

Initialise compareBuffer
conpar eBuf fer =0099 02 ...0F

findAndCompareValue()
tag = ODh, occurrence =1
val ue f set =
conpar eX f set
conpar eLengt h

o

0
17

Resultis +1

6.2.7.17.4

6.2.7.18

Test AreaReference: API_2_PAH_APDA_BSS

Test Coverage

CRR number

Test case number

N1

12

N2

14

N3

13,17, 20,21

N4

15, 18, 22

N5

16, 19

N6

P1

P2

P3

P4

C1

Does not apply for Proactive Handler

Method appendArray
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6.2.7.18.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

voi d appendArray(byte[] buffer,
short of fset,
short | ength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.7.18.1.1 Normal execution
e CRRNZ1: appends a buffer into the Edithandler buffer.

e CRRNZ2: asuccessful append does not modify the TLV selected.

6.2.7.18.1.2 Parameters error

e CRRPL: if buffer isnull, ajavalang.NullPointerException is thrown.

ETSI TS 151 013 V15.1.0 (2020-11)

o CRRP2: if offset or length or both would cause access outside the array bounds, or if length is negative, a

javalang.Arrayl ndexOutOf BoundsException is thrown.

6.2.7.18.1.3 Context errors

e CRRCL.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with

reason code HANDLER_OVERFLOW.

e CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.

6.2.7.18.2 Test suite files
Test Script: APl_2 PAH_APDA BSS 1.scr
Test Applet: APl_2 PAH_APDA _BSS ljava
Load Script: APl_2 PAH_APDA_BSS 1.dr
Cleanup Script: APl_2 PAH_APDA BSS l.clr

Parameter File: API_2 PAH_APDA_BSS 1.par

6.2.7.18.3 Test procedure
Id Description API Expectation APDU Expectation
1 Null buffer NullPointerException is thrown
2 offset > buffer.length ArraylndexOutOfBoundsExceptio
buffer.length = 5 n is thrown
offset = 6
length = 0
3 offset <0 ArraylndexOutOfBoundsExceptio
buffer.length = 5 nis thrown
offset = -1
length = 1
4 length > buffer.length ArraylndexOutOfBoundsExceptio
buffer.length = 5 n is thrown
offset = 0
length = 6
5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
buffer.length = 5 n is thrown
offset = 3
length = 3
6 length <0 ArraylndexOutOfBoundsExceptio
buffer.length = 5 n is thrown
offset = 0
length = -1
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Id Description API Expectation APDU Expectation
7 Handler overflow ToolkitException.HANDLER_OVE

buffer.length = 256 RFLOW is thrown

offset = 0

I ength = 256
8 Initialise handler

Select Command Details TLV

Successful call

buffer = FF FE ...F8
offset = 0
length = 8
Verify Current TLV: Call getValueLength() Result is 03h
9 Clear the handler
Successful call

buffer = FF FE ...F8
offset = 0
length = 8

Call copy() method

Compare the arrays Result of

compareBuffer = FF FE ...F8

javacard.framework.Util.arrayCom
pare() is 00h

10 Successful call
buffer = 00 01 ...07
offset = 2
length = 6

Call copy() method

Compare the arrays
conpareBuffer = FF FE ...F8 02 03 ...07

Result of
javacard.framework.Util.arrayCom
pare() is 00h

11 Successful call
buffer = 11 22 ...88
offset = 2
length = 4

Call copy() method

Compare the arrays

conpareBuffer = FF FE ...F8 02 03 ...07 33

Result of
javacard.framework.Util.arrayCom

44 55 66 pare() is 00h
12 Clear the handler
Successful call
buffer = 00 01 ...FC
offset = 0
| ength = 253
Call getLength() method result = 253
Call copy() method
Compare handler Result of

conpareBuffer = 00 01 ...FC

javacard.framework.Util.arrayCom
pare() is 00h

6.2.7.18.4 Test Coverage
CRR number Test case number

N1 9,10, 11, 12

N2 8

P1 1

P2 2,3,45,6

C1l 7

Cc2 Does not apply for ProactiveHandler
6.2.7.19 Method appendTLV(byte tag, byte value)

Test Area Reference: API_2_PAH_APTLBB
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6.2.7.19.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

voi d appendTLV(byte tag, byte val ue)
throws Tool ki t Excepti on

6.2.7.19.1.1 Normal execution
e CRRN1: AppendsaTLV element to the current TLV list (1-byte element).

e CRRN2: A successful append does not modify the TLV selected.

6.2.7.19.1.2 Parameters error

No reguirements

6.2.7.19.1.3 Context errors

e CRRCL.: if the EditHandler buffer is too small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW.

e CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE.

6.2.7.19.2 Test suite files
Test Script: APl_2 PAH_APTLBB_l.scr
Test Applet: APlI_2 PAH_APTLBB_ 1.java
Load Script: APlI_2 PAH_APTLBB_1l.ldr
Cleanup Script: API_2 PAH_APTLBB_ 1.clIr
Parameter File: APl _2 PAH_APTLBB_1.par
6.2.7.19.3 Test procedure
Id Description API Expectation APDU Expectation
1 Call appendArray()
| ength = 251
Handler Overflow: Call the appendTLV() ToolkitException.HANDLER_OVE
method RFLOW is thrown
2 Initialise handler

Select Command Details TLV

Call the appendTLV() method

Verify Current TLV: Call getValueLength() Result is 03h

3 Clear the handler
Successful call
tag = 84h
val ue = 00h
Call copy() method
Compare the arrays Result of
conpareBuffer = 84 01 00 javacard.framework.Util.arrayCom
pare() is 00h
4 Successful call
tag = 01h
val ue = FEh
Call copy() method
Compare the arrays Result of
conpareBuffer = 84 01 00 01 01 FE javacard.framework.Util.arrayCom

pare() is 00h
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Id Description API Expectation APDU Expectation
5 Clear the handler

Call appendArray()

length = 250
buffer = 00 81 F7 03 04 ...F9
Successful call
tag = 84h
val ue = 00h
Call getLength() method result = 253
Call copy() method
Compare the array Result of

conpareBuffer = 00 81 F7 03 04 ..F9 84 01 |javacard.framework.Util.arrayCom

00 pare() is 00h
6.2.7.19.4 Test Coverage
CRR number Test case number
N1 3,4,5
N2 2
C1 1
Cc2 Does not apply for Proactive Handler

6.2.7.20

Test Area Reference: API_2_ PAH_APTLBBB

Method appendTLV(byte tag, byte valuel, byte value2)

6.2.7.20.1 Conformance requirements:

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag,
byte val uel,
byt e val ue2)
throws Tool kit Exception

6.2.7.20.1.1 Normal execution
e CRRN1: AppendsaTLV element to the current TLV list (2-byte element).

e CRRNZ2: A successful append does not modify the TLV selected.

6.2.7.20.1.2 Parameters error

No requirements

6.2.7.20.1.3 Context errors

e CRRCL.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with

reason code HANDLER _OVERFLOW.

o CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.

6.2.7.20.2 Test suite files
Test Script: APl _2 PAH_APTLBBB_1l.scr
Test Applet: APl_2 PAH_APTLBBB_ljava
Load Script: API_2 PAH_APTLBBB_Ll.ldr
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Cleanup Script: API_2 PAH_APTLBBB_1.cIr
Parameter File: API_2 PAH_APTLBBB_1.par
6.2.7.20.3 Test procedure
Id Description API Expectation APDU Expectation
1 Call the initDisplayText()
| ength = 250
Handler Overflow: Call the appendTLV() ToolkitException.HANDLER_OVE
method RFLOW is thrown
2 Initialise handler
Select Command Details TLV
Call the appendTLV() method
Verify Current TLV: Call getValueLength() Result is 03h
3 Clear the handler
Successful call
tag = 84h
val uel = 00h
val ue2 = 01h
Call copy() method
Compare the arrays Result of
conpareBuffer = 84 02 00 01 javacard.framework.Util.arrayCom
pare() is 00h
4 Successful call
tag = 01h
val uel = FEh
val ue2 = FDh
Call copy() method
Compare the arrays Result of
conpareBuffer = 84 02 00 01 01 02 FE FD  (javacard.framework.Util.arrayCom
pare() is 00h
5 Clear the handler
Call appendArray()
length = 249
buffer = 00 81 F6 03 04 ...F8
Successful call
tag = 84h
val uel = 00h
val ue2 = 01h
Call getLength() method result = 253
Call copy() method
Compare handler Result of
conpareBuffer = 00 81 F6 03 04 ...F8 84 02 (javacard.framework.Util.arrayCom
00 01 pare() is 00h
6.2.7.20.4 Test Coverage
CRR number Test case number
N1 3,4,5
N2 2
C1l 1
Cc2 Does not apply for Proactive Handler

6.2.7.21 Method appendTLV(byte tag, byte[] value, short valueoffset, short
valuelength)

Test Area Reference: API_2 PAH_APTLB_BSS
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6.2.7.21.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

voi d appendTLV(byte tag,
byte[] val ue,
short val ueof f set,
short val uel engt h)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.7.21.1.1 Normal execution
e CRRN1: AppendsaTLV element to the current TLV list (byte-array element).

e CRRN2: A successful append does not modify the TLV selected.

6.2.7.21.1.2 Parameters error
e CRRPL: if valueis null, ajavalang.NullPointerException is thrown.

e CRRP2: if valueoffset or valuelength or both would cause access outside the array bounds, or if lengthis
negative, ajava.lang.Arrayl ndexOutOfBoundsException is thrown.

6.2.7.21.1.3 Context errors

e CRRCL.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW.

e CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE.

e CRRCa3: if valuelength is greater than 255, a ToolkitException is thrown with reason code
BAD_INPUT_PARAMETER.

6.2.7.21.2 Test suite files
Test Script: APlI_2 PAH_APTLB_BSS 1.scr
Test Applet: API_2 PAH_APTLB_BSS 1java
Load Script: API_2 PAH_APTLB_BSS 1.ldr
Cleanup Script: APl 2 PAH_APTLB_BSS 1.cr
Parameter File: API_2 PAH_APTLB_BSS 1.par
6.2.7.21.3 Test procedure
Id Description API Expectation APDU Expectation
1 Null value NullPointerException is thrown
2 valueOffset > value.length ArraylndexOutOfBoundsExceptio
value.length = 5 n is thrown
valueOffset = 6
val ueLength = 0
3 valueOffset <0 ArraylndexOutOfBoundsExceptio
value.length = 5 n is thrown
valueOffset = -1
val ueLength = 1
4 valueLength > value.length ArraylndexOutOfBoundsExceptio
value.length = 5 n is thrown
valueOffset = 0
val ueLength = 6
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Description

API Expectation

APDU Expectation

valueOffset + valueLength > value.length
val ue.length = 5
val ueXf f set 3
val ueLengt h 3

ArraylndexOutOfBoundsExceptio
n is thrown

6 valueLength <0 ArraylndexOutOfBoundsExceptio
value.length = 5 nis thrown
valueOffset = 0
val ueLength = -1
7 Handler overflow ToolkitException.HANDLER_OVE
val ue. length = 256 RFLOW is thrown
valueOffset = 0
val ueLength = 251
8 Bad parameter ToolkitException.BAD_INPUT_PA
val ue. l ength = 256 RAMETER is thrown
valueOffset = 0
val ueLength = 256
9 Initialise handler
Select Command Details TLV
Successful call
tag = 04
value = FF FE ...F8
valueOffset = 0
val ueLength = 8
Verify Current TLV: Call get Val ueLengt h() Result is 03h
10 Clear the handler
Successful call
tag = 04
value = FF FE ...F8
valueOffset = 0
val ueLength = 8
Call copy() method
Compare the arrays Result of
conpareBuffer = 04 08 FF FE ... F8 javacard.framework.Util.arrayCom
pare() is 00h
11 Successful call
tag = 85h
value = 00 01 ...07
val ueCf fset = 2
val ueLength = 6
Call copy() method
Compare the arrays Result of
conpareBuffer = 04 08 FF FE ...F8 85 06 02 (javacard.framework.Util.arrayCom
03 ...07 pare() is 00h
12 Successful call
tag = 01
value = 11 22 ...88
valueCf fset = 2
val ueLength = 4
Call copy() method
Compare the arrays Result of
conpar eBuffer = 04 08 FF FE ...F8 85 06 02 |javacard.framework.Util.arrayCom
03 ...07 01 04 33 44 55 66 pare() is 00h
13 Clear the handler

Successful call
tag = 04
value = 00 01 ...7F
val ueXf f set 0
val ueLengt h 80h

Call copy() method

Compare the arrays
conpareBuffer = 04 81 80 00 O01..7F

Result of
javacard.framework.Util.arrayCom
pare() is 00h
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Id Description API Expectation APDU Expectation

14 (Clear the handler

Successful call
tag = 04
value = 00 01 ...F9
valueOfset = 0
val ueLength = 250

Call getLength() method result = 253
Call copy() method
Compare handler Result of

conpareBuffer = 04 81 FA 00 01.F9 javacard.framework.Util.arrayCom
pare() is 00h

6.2.7.21.4 Test Coverage
CRR number Test case number
N1 10,11,12,13,14
N2 9
P1 1
P2 2,3,4,5,6
Cl 7
Cc2 Does not apply for Proactive Handler
C3

6.2.7.22 Method appendTLV(byte tag, byte valuel, byte[] value2, short value2offset,
short value2length)

Test Area Reference: API_2 PAH_APTLBB_BSS

6.2.7.22.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

voi d appendTLV(byte tag,
byte val uel
byte[] val ue2,
short val ue2offset,
short val ue2l engt h)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.7.22.1.1 Normal execution
e CRRNI1: AppendsaTLV element to the current TLV list (1 byte and a byte-array element).

e CRRNZ2: A successful append does not modify the TLV selected.

6.2.7.22.1.2 Parameters error
e CRRPL: if value2 is null, ajava.lang.NullPointerException is thrown.

e CRRP2: if value2offset or value2length or both would cause access outside the array bounds, or if lengthis
negative, ajava.lang.Arrayl ndexOutOfBoundsException is thrown.

6.2.7.22.1.3 Context errors

¢ CRRCL.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW.
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e CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.

e CRRCa3: if valuelength is greater than 255, a ToolkitException is thrown with reason code

BAD_INPUT_PARAMETER.

6.2.7.22.2 Test suite files
Test Script: APl_2 PAH_APTLBB_BSS l.scr
Test Applet: APl_2 PAH_APTLBB_BSS ljava
Load Script: APl_2 PAH_APTLBB_BSS 1ldr
Cleanup Script: APl_2 PAH_APTLBB_BSS l.cIr

Parameter File:

API_2 PAH_APTLBB_BSS_1.par

6.2.7.22.3 Test procedure

Id Description API Expectation APDU Expectation
1 Null value2 NullPointerException is thrown

2 value20ffset > value2.length ArraylndexOutOfBoundsExceptio

value2.length = 5
val ue2f f set 6
val ue2Lengt h 0

n is thrown

3 value20ffset <0 ArraylndexOutOfBoundsExceptio
val ue2.length = 5 nis thrown
value2Gfset = -1
val ue2length = 1
4 value2Length > value2.length ArraylndexOutOfBoundsExceptio
value2.length = 5 nis thrown
val ue2Cffset = 0
val ue2Length = 6
5 | value20ffset + value2Length > value2.length |ArraylndexOutOfBoundsExceptio
val ue2.length = 5 n is thrown
val ue2Cffset = 3
val ue2lLength = 3
6 value2Length <0 ArraylndexOutOfBoundsExceptio
value2.length = 5 nis thrown
val ue2Cffset = 0
val ue2lLength = -1
7 Handler overflow ToolkitException.HANDLER_OVE
val ue2.length = 254 RFLOW is thrown
val ue2Cffset = 0
val ue2Length = 254
8 Bad parameter ToolkitException.BAD_INPUT_PA
val ue2.1ength = 256 RAMETER is thrown
val ue2Cffset = 0
val ue2Length = 256
9 Initialise handler
Select Command Details TLV
Successful call
tag = 04
val uel = 05
value2 = FF FE ...F8
val ue2Cffset = 0
val ue2Length = 8
Verify Current TLV: Call getValueLength() Result is 03h
10 Clear the handler
Successful call
tag = 04
val uel = 05
value2 = FF FE ...F8
val ue2Cffset = 0
val ue2Length = 8
Call copy() method
Compare the arrays Result of

ConpareBuffer = 04 09 05 FF FE ...F8

javacard.framework.Util.arrayCom

pare() is 00h
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Id Description

API Expectation

APDU Expectation

11 Successful call
tag = 85h

val uel = 55h

value2 = 00 01 ...07

val ue2C fset = 2

val ue2Length = 6

Call copy() method

Compare the arrays
conpar eBuffer =
04 09 05 FF FE ...F8
85 07 55 02 03 ...07

Result of
javacard.framework.Util.arrayCom
pare() is 00h

12 Successful call
tag = 01
val uel = 44h
value2 = 11 22 ...88

val ue2Cf fset = 2
val ue2Length = 4

Call copy() method

Compare the arrays
Conpar eBuf fer =
04 09 05 FF FE ...F8
85 07 55 02 03 ...07
01 05 44 33 44 55 66

Result of
javacard.framework.Util.arrayCom
pare() is 00h

13 Clear the handler

Successful call
tag = 04
val uel = 00
value2 = 01 ...7F
val ue2Cf fset = 0
val ue2Length = 7Fh

Call copy() method

Compare the arrays
conpareBuffer = 04 81 80 00 O01..7F

Result of
javacard.framework.Util.arrayCom
pare() is 00h

14 Clear the handler

Successful call
tag = 04
val uel = 00
value2 = 01 ...F9
val ue2 f set 0
val ue2Length = 249

conpareBuffer = 04 81 FA 00 01..F9

Call getLength() method result = 253
Call copy() method
Compare handler Result of

javacard.framework.Util.arrayCom
pare() is 00h

6.2.7.22.4 Test Coverage
CRR number Test case number
N1 10, 11, 12,13, 14
N2 9
P1 1
P2 2,3,4,5,6
C1l 7
Cc2 Does not apply for Proactive Handler
C3 8
6.2.7.23 Method clear

Test Area Reference: API_2 PAH_CLER

ETSI




3GPP TS 51.013 version 15.1.0 Release 15 196

6.2.7.23.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

voi d clear()
throws Tool ki t Excepti on Edit Handl er

6.2.7.23.1.1 Normal execution
e CRRN1: Clearsthe TLV list of an EditHandler

e CRRNZ2: Resets the current TLV selected.

6.2.7.23.1.2 Parameters error

No reguirements

6.2.7.23.1.3 Context errors

ETSI TS 151 013 V15.1.0 (2020-11)

e CRRCL.: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER _NOT_AVAILABLE

6.2.7.23.2 Test suite files
Test Script: APl 2 PAH_CLER_1l.scr
Test Applet: API_2 PAH_CLER 1java
Load Script: APl_2 PAH_CLER 1.ldr
Cleanup Script: APlI_2 PAH_CLER 1.clr

Parameter File: API_2 PAH_CLER_1.par

6.2.7.23.3 Test procedure
Id Description API Expectation APDU Expectation
1 Initialise the handler Result of getLength() is not null

Select Command Details TLV
Call the getLength() method

Clear the handler
Call the getLength() method

Result of getLength() is 0

2 | Call the getValueLength() method |ToolkitException.UNAVAILABLE_ELEMENT

is thrown
6.2.7.23.4 Test Coverage
CRR number Test case number
N1 1
N2 2
C1l Does not apply for Proactive Handler
6.2.7.24 Method getCapacity

Test Area Reference: API_2 PAH_GCAP

6.2.7.24.1 Conformance Requirement

The method with following header shall be compliant to its definition in the API.

public byte getCapacity()
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6.2.7.24.1.1 Normal execution

e CRRNZ1: The method shall return the maximum size of the Simple TLV list managed by the handler.

6.2.7.24.2 Test suite files
Test Script: API_2 PAH_GCAP_l.scr
Test Applet: API_2 PAH_GCAP_ljava
Load Script: API_2 PAH_GCAP_1.Idr
Cleanup Script: APlI_2 PAH_GCAP_l.cIr
Parameter File: API_2 PAH_GCAP_1.par
6.2.7.24.3 Test Procedure
Id Description API Expectation APDU Expectation
1 ProactiveHandler available
1- Send envelope SMS-PP Formatted 1- Applet is triggered
2- The applet calls getTheHandler() 2- No exception is thrown
3- The applet calls getCapacity() on the 3- No exception is thrown, the
ProactiveHandler capacity shall not be null

4- The applet fills the handler with the maximum  |4- No exception is thrown
capacity, using appendTLV() method
5- The applet calls clear() on the proactive handler |5- No exception is thrown
6- The applet fills the handler with the maximum
capacity plus one, using appendTLV() method 6- HANDLER_OVERFLOW
exception is thrown

6.2.7.24.4 Test Coverage

CRR number Test case humber
N1 1

6.2.7.25 Method initCloseChannel

Test Area Reference: API_2 PAH_ICCHB

6.2.7.25.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void initd oseChannel (byte bChannel I dentifier)

6.2.7.25.1.1 Normal execution

e CRRN1: The method shall build a Close Channel Proactive command, using Channel Identifier. Comprehension
Required flags are set.

e CRRNZ2: A call to this method clears the handler then initialisesit with Close Channel Proactive command.
e CRRNZ3: After the method invocation, no TLV is selected.

e CRRN4: The Close Channel Proactive command is hot sent by the method.

6.2.7.25.2 Test suite files
Test Script: API_2 PAH_ICCHB_1l.scr
Test Applet: APlI_2 PAH_ICCHB 1ljava
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Load Script:
Cleanup Script:

Parameter File:

API_2 PAH_ICCHB_1.Idr
API_2 PAH_ICCHB_L.clr
API_2 PAH_ICCHB_1.par
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6.2.7.25.3 Test procedure
Id Description API Expectation APDU Expectation
0 |Appletl is installed with maxi mum nunber

of channel = 01.

1 Call initCloseChannel() method 1- OPEN CHANNEL
proactive command is

1- Call ProactiveHandler.init() method to | 2- Appletl is triggered. fetched.

Open a Channel .

Call the ProactiveHandl er.send() nethod. TERMINAL RESPONSE of

2. Send an OPEN CHANNEL is sent to

EVENT_EVENT DOWNLOAD CHANNEL_STATUS 5- Appletl is not triggered. the SIM with Channel Id =

Envel ope. 01.

3- call the

Proacti v_eHandI er.initC oseChannel () 4- CLOSE CHANNEL

nmethod wi th Channel Id = 01. proactive command is

4- Call the ProactiveHandl er. send() fetched.

nmet hod.

TERMINAL RESPONSE of

5- Send an CLOSE CHANNEL is sent

EVENT_EVENT_DOWNLOAD_CHANNEL_STATUS to the SIM.

Envel ope.

2 Call the initCloseChannel () method with any 1- OPEN CHANNEL

value then build and send a CLOSE CHANNEL proactive command is

command 5- Appletl is not triggered. fetched.

1- Call ProactiveHandler.init() to Open a TERMINAL RESPONSE of

Channel and ProactiveHandl er. send() OPEN CHANNEL is sent to

met hods. the SIM with Channel Id =

2- ProactiveHandl er.initd oseChannel () 01.

with Channel Id = 2

3- ProactiveHandl er.initd oseChannel () 4- CLOSE CHANNEL

with the Channel 1d = 1. proactive command is
fetched.

4- call the send() nethod.

5. Send an TERMINAL RESPONSE of

EVENT_EVENT_DOWNLQAD_CHANNEL_STATUS CLOSE CHANNEL is sent

Envel ope. to the SIM.

3 Select a TLV in the ProactiveHandler 3- UNAVAILABLE_ELEMENT 1- OPEN CHANNEL
Call the initCloseChannel () method ToolkitException is thrown by proactive command is
getValueLength() method. fetched.

1- Call ProactiveHandler.init() nmethod to

open a Channel and call the TERMINAL RESPONSE of

Proacti veHandl er. send() nethod. OPEN CHANNEL is sent to

st 1

Sel ect 1st TLV of the Proactive Handler. the SIM with Channel Id =

2- Call 01.

Proacti veHandl er. i ni t G oseChannel ()

met hod wi th Channel 1d = 01. 4- CLOSE CHANNEL
proactive command is

3- Call the Vi ewHandl er. get Val ueLengt h() fetched.

nmet hod.

4- Call ProactiveHandl er.send() nethod. TERMINAL RESPO_NSE of
CLOSE CHANNEL is sent
to the SIM.

4 Call the initCloseChannel() without sending 1- OPEN CHANNEL
the command proactive command is
3- Appletl is triggered. fetched.
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1- Call ProactiveHandler.init() nmethod to
open a Channel and call the
Proacti veHandl er. send() nethod.

2- Call the

Proacti veHandl er. i ni t G oseChannel ()
nmethod with Channel 1d = 01 w thout
Proacti veHandl er. send() .

TERMINAL RESPONSE of
OPEN CHANNEL is sent to
the SIM with Channel Id =
01.

No proactive command
shall be sent. Expected

3- Send an status is '9000'
EVENT_EVENT_DOWNLOAD CHANNEL_STATUS
Envel ope.
6.2.7.25.4 Test Coverage
CRR number Test case number
N1 1
N2 2
N3 3
N4 2,4

6.2.8 Class ProactiveResponseHandler

6.2.8.1 Method copyAdditionalinformation

Test Area Reference: API_2_PRH_CPAI_BSS

6.2.8.1.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short copyAdditionallnformation(byte[] dstBuffer,
short dstCOffset,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,

java.l ang. Arrayl ndexCQut O BoundsExcept i on,

Tool ki t Excepti on

6.2.8.1.1.1 Normal execution

¢ CRRNZ1: The copyAdditional I nformation() method shall copy a part of the additional information field from

Result TLV element in dstBuffer, using dstOffset and dstLength.

o CRRNZ2: dstBuffer shall only be modified from dstOffset to (dstOffset + dstLength - 1) (included).

e CRRN3: The method returns (dstOffset + dstLength).

e CRRN4: If aResult TLV element is available, it becomesthe TLV selected after acal to the method.

e CRRNS5: The method shall copy from the first Result TLV.

6.2.8.1.1.2 Parameter errors
e CRRPL1: A NullPointerException shall be thrown if dstBuffer is null.

e CRRP2: An ArraylndexOutOfBoundsException shall be thrown if dstOffset
access outside array bounds.

6.2.8.1.1.3 Context errors

or dstLength or both would cause

e CRRCL: A ToolkitException.UNAVAILABLE_ELEMENT shal be thrown in case of unavailable Result TLV

element.
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6.2.8.1.2 Test Suite files
Test Script: APlI_2 PRH_CPAI_BSS 1.scr
Test Applet: API_2_PRH_CPAI_BSS 1java
Load Script: API_2 PRH_CPAI_BSS 1.ldr
Cleanup Script: API_2 PRH_CPAI_BSS 1.cIr
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e CRRC2: A ToolkitException.OUT_OF TLV_BOUNDARIES shall be thrown if dstLength is greater than the
value field of the available TLV.

Parameter File:

API_2_PRH_CPAI_BSS 1.par

6.2.8.1.3 Test procedure
Id Description API Expectation APDU Expectation
1 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier =0 command
dcs = 4
buffer = "Text"

Terminal Response with 11 additional byt es

Result TLV = 03 0C 01 01 23 45 67 89 AB
CD EF 01 23 45

NULL as parameter to dstBuffer
dst Buf fer = NULL

NullPointerException is thrown

2 dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 10 nis thrown
dstOfset = 11
dstLength = 0
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 10 nis thrown
dstOffset = -1
dstLength = 1
4 dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 10 nis thrown
dstOfset = 0
dstlLength = 11
5 dstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 10 nis thrown
dstOffset = 6
dstLength = 5
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 10 n is thrown
dstOfset = 6
dstlLength = -1
7 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with 5 additional bytes
Result TLV = 03 06 01 01 23 45 67 89
Successful call, dstBuffer is the whole buffer |result of
dstBuffer.length = 5 copyAdditionallnformation() is
dstOffset =0 o5h.
dstlLength = 5
8 Compare dstBuffer using arrayCompare() result of arrayCompare() is 00h.
src = {01, 23, 45, 67, 89}
srcOfset = 00
dest = dstBuffer
destOffset = 0
length = 5
9 Call the getValueLength() method Result is 06h.
10 | Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive

command

Terminal Response with 6 additional bytes
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Id Description API Expectation APDU Expectation
Result TLV = 03 07 01 AB CD EF FE DC BA
Successful call, dstBuffer is part of a buffer |result of

dstBuffer.length = 7
dstOffset = 2
dstLength = 5

copyAdditionallnformation() is
07h.

11

Compare dstBuffer using arrayCompare()

src = {AB, CD, EF, FE, DC}

srcOfset = 00
dest = dstBuffer
destOFfset = 2
length = 5

result of arrayCompare() is 00h.

12

Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response with 7 additional bytes

Result TLV = 03 08 01 FE DC BA 98 76 54
32

Successful call, dstBuffer is part of a buffer
dstBuffer.length = 7
dstOffset = 0
dstLength = 5

result of
copyAdditionallnformation() is
05h.

13

Compare dstBuffer using arrayCompare()

src = {FE, DC, BA, 98, 76}

srcOfset = 00
dest = dstBuffer
destOfset = 0
length = 5

result of arrayCompare() is 00h.

14

Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response with 8 additional bytes

Result TLV = 03 09 01 00 11 22 33 44 55
66 77

Successful call, dstBuffer is the whole buffer
dstBuffer.length = 9
dstOffset = 2
dstLength = 5

result of
copyAdditionallnformation() is
07h.

15

Compare dstBuffer using arrayCompare()

src = {00, 11,
srcOFfset = 00
dest = dstBuffer
destOFfset = 2
length = 5

22, 33, 44}

result of arrayCompare() is 00h.

16

Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response with F2h additional byt es

Result TLV = 03 81 F3 01 00 01 02 03...

Successful call to the method
dstBuffer.length = F2h
dstOffset = 0
dstLength = F2h

result of
copyAdditionallnformation() is
F2h.

17

Compare dstBuffer using arrayCompare()

src = {00, 01,
srcOfset = 00
dest = dstBuffer
destOffset = 0
length = F2h

02, 03, 04.}

result of arrayCompare() is 00h.

18

Call the getValueLength() method

Result is F3h.

19

Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response with 5 additional bytes

Result TLV = 03 06 01 00 11 22 33 44
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Id Description API Expectation APDU Expectation
dstLength > data available OUT_OF_TLV_BOUNDARIES
dstBuffer.length = 6 ToolkitException is thrown
dstOffset = 0
dstlLength = 6
20 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with 5 additional bytes
Result TLV = 03 06 01 00 11 22 33 44
Initialise dstBuffer
dst Buf fer = {00h, 01h, 02h, 03h.}
Call the copyAdditionallnformation() met hod
dstBuffer.length = 20
dstOfset = 5
dstLength = 5
Compare dstBuffer using arrayCompare() result of arrayCompare() is 00h
src = {
00h, 01h, 02h, 03h, O04h,
00h, 11h, 22h, 33h, 44h,
0Ah, 0Bh, 0Ch, 0Dh, OEh,
OFh, 10h, 11h, 12h, 13h}
srcOfset =0
dest = dstBuffer
destOffset = 0
I ength = 20
21 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with 2 Result TLV
elements
1st Result TLV = 03 06 01 01 23 45 67 89
2" Result TLV = 03 01 00
Successful call to copyAdditionalinformation() |result of
dstBuffer.length = 5 copyAdditionallnformation() is
dstOffset = 0 05h.
dstlLength = 5
22 Compare dstBuffer using arrayCompare() result of arrayCompare() is 00h.
src = {01, 23, 45, 67, 89}
srcOfset = 00
dest = dstBuffer
destOffset = 0
length = 5
23 Call the getValueLength() method Result is 06h.
24 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response without Result Simple TLV |ToolkitException.UNAVAILABLE_
ELEMENT is thrown by send()
ProactiveResponseHandler, getTheHandler |ToolkitException.UNAVAILABLE_
call copyAdditionallnformation() ELEMENT is thrown
6.2.8.14 Test Coverage
CRR number Test case number
N1 8,11, 13, 15, 17, 20, 22
N2 20
N3 7,10,12,14,16,21
N4 9,18, 23
N5 21,22,23
P1 1
P2 2,3,4,56
C1 24
Cc2 19
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6.2.8.2 Method copyTextString

Test Area Reference: APl 2 PRH_CPTS BS

6.2.8.2.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short copyTextString(byte[] dstBuffer,
short dstOffset)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.8.2.1.1 Normal execution

e CRRNZ1: The copyTextString() method copies the text string value from the first Text String TLV element, using
dstBuffer and dstOffset.

e CRRNZ2: If aText String TLV element is available, it becomesthe TLV selected.

e CRRN3: The method returns (dstOffset + length of copied value).

6.2.8.2.1.2 Parameter errors
e CRRP1: A NullPointerException shall be thrown if dstBuffer is null.

e CRRP2: A ArraylndexOutOfBoundsException shall be thrown if dstOffset or dstOffset + (length of the
TextString to be copied, without the Data Coding Scheme included), as specified for the returned value, would
cause access outside array bounds.

6.2.8.2.1.3 Context errors
e CRRCLI: A ToolkitException.UNAVAILABLE_ELEMENT shal be thrown in case of unavailable Text String
TLV element.
6.2.8.2.2 Test Suite files
Test Script: APl 2 PRH_CPTS BS 1l.scr
Test Applet: API_2 PRH_CPTS BS 1java
Load Script: APl 2 PRH_CPTS BS 1.ldr
Cleanup Script: API_2 PRH_CPTS BS 1.cr
Parameter File: APl 2 PRH_CPTS BS 1.par
6.2.8.2.3 Test procedure
Id Description API Expectation APDU Expectation
1 Build and send a GET INPUT command GET INPUT Proactive
qualifier = 00h command
dcs = 04h
buffer = "'Text'

m nRespLengt h = 00h
maxRespLengt h = FFh

Terminal Response

Text String TLV = 0D 02 04 41

ProactiveResponseHandler.getTheHandler() ; |NullPointerException is thrown
call the copyTextString() method with a null
dstBuffer

dst Buf f er
dst O f set

nul |
0
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Description

API Expectation

APDU Expectation

Build and send a GET INPUT command

GET INPUT Proactive
command
Proactive

Terminal Response

Text String TLV = 0D 04 04 "ABC'

dstOffset + text length > dstBuffer.length

dstBuffer.length = 04h
dst O fset = 02h

ArraylndexOutOfBoundsException

is thrown

dstOffset <0

dstBuffer.length = 04h
dstOffset = -1

ArraylndexOutOfBoundsException

is thrown

Build and send a DISPLAY TEXT command
qualifier = 00h
dcs = 04h
buffer = "'Text'

DISPLAY TEXT
Proactive command

Terminal Response without Text String TLV

ProactiveResponseHandler.getTheHandler() ;
call the copyTextString() method

UNAVAILABLE_ELEMENT
ToolkitException is thrown

Build and send a GET INPUT command

GET INPUT Proactive
command
Proactive

Terminal Response with a null Text String TLV

Text String TLV = 0D 00

Initialise dstBuffer
dstBuffer = {FOOh, FO1h, FO02h, FO03h}

Call the copyTextString() method

dstBuffer.length = 04h
dst O fset = 02h

Result of copyTextString() is 02h

Compare dstBuffer using arrayCompare()

src = {O0F0Oh, OF1h, OF2h, OF3h}
srcOfset = 00h

dest = dstBuffer

dest O f set = 00h

I ength = 04h

Result of arrayCompare() is 00h

Build and send a GET INPUT command

GET INPUT Proactive
command
Proactive

Terminal Response with text length = 01h

Text String TLV = 0D 02 04 41

Initialise dstBuffer
dstBuffer = {00h, 01h, 02h, 03h}

Call the copyTextString() method

dstBuffer.length = 04h
dst O fset = 00h

Result of copyTextString() is 01h

Compare dstBuffer using arrayCompare()

src = {41h, 01h, 02h, 03h}
srcOfset = 00h

dest = dstBuffer
dest O f set = 00h

I ength = 04h

Result of arrayCompare() is 00h

Build and send a GET INPUT command

GET INPUT Proactive
command
Proactive

Terminal Response with text length = 02h

Text String TLV = OD 03 04 42 43

Initialise dstBuffer
dstBuffer = {00h, 01h, 02h, 03h}

Call the copyTextString() method

dstBuffer.length = 04h

Result of copyTextString() is 04h
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Id

Description

API Expectation

APDU Expectation

dst O fset = 02h

10

Compare dstBuffer using arrayCompare()

src = {00h, 01h, 42h, 43h}
srcOfset = 00h

dest = dstBuffer
dest O f set = 00h

I ength = 04h

Result of arrayCompare() is 00h

11

Call the getValueLength() method

Result is 03h

12

Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with text length = 7Eh

Text String TLV = 0D 7F 04 01 02 ...7E

Initialise dstBuffer
dst Buffer = {00h, 00h ...00h}

Call the copyTextString() method

dstBuffer.length = 7Eh
dst O f set = 00h

Result of copyTextString() is 7Eh

13

Compare dstBuffer using arrayCompare()

src = {01h, .., 7Eh}
srcOfset = 00h
dest = dstBuffer
dest O f set = 00h

I ength = 7Eh

Result of arrayCompare() is 00h

14

Call the getValueLength() method

Result is 7Fh

15

Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with text length = 7Fh

Text String TLV = 0D 81 80 04 01 02 ..7F

Initialise dstBuffer
dst Buf fer = {00h, O1h ...FFh}

Call the copyTextString() method

dstBuffer.length = FFh
dst O fset = 10h

Result of copyTextString() is 8Fh

16

Compare dstBuffer using arrayCompare()

src = {00h, O1h, ... 0OFh,
01h, ..7Fh, 8Fh, ...FFh}
srcOfset = 00h

dest = dstBuffer
dest Of f set = 00h
length = FFh

Result of arrayCompare() is 00h

17

Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with text length = EFh

Text String TLV = OD 81 FO 04 01 02 ...EF

Initialise dstBuffer
dst Buffer = {00h, 00h ...00h}

Call the copyTextString() method

dstBuffer.length = FFh
dst O f set = 00h

Result of copyTextString() is EFh

18

Compare dstBuffer using arrayCompare()

src = {01h, ..EFh, 00h ...00h }
srcOfset = 00h

dest = dstBuffer

dest O f set = 00h

length = FFh

Result of arrayCompare() is 00h

19

Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with two Text String TLV

1st Text String TLV = 0D 03 04 42 43
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Id Description API Expectation APDU Expectation

2" Text String TLV = 0D 02 04 44

Initialise dstBuffer
dstBuffer = {00h, 01h, 02h, 03h}

Call the copyTextString() method Result of copyTextString() is 04h

dstBuffer.length = 04h
dst O fset = 02h

20 Compare dstBuffer using arrayCompare() Result of arrayCompare() is 00h

src = {00h, 01h, 42h, 43h}
srcOfset = 00h
dest = dstBuffer
dest O f set = 00h

I ength = 04h
21 Call the getValueLength() method Result is 03h
6.2.8.2.4 Test Coverage
CRR number Test case number

N1 6, 8, 10, 13, 16, 18, 20
N2 11, 14, 21
N3 5,7,9,12, 15,17, 19
P1 1
P2 2,3
Cl 4

6.2.8.3 Method getAdditionallnformationLength

Test Area Reference: API_2 PRH_GTIL

6.2.8.3.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getAdditionallnformationLength()
throws Tool ki t Excepti on

6.2.8.3.1.1 Normal execution

¢ CRRNZ1: This method returns the length of the additional information field from the first Result TLV in the
ProactiveResponseHandler.

e CRRNZ2: After asuccessful execution of the method, the Result TLV becomes the selected TLV of the
ProactiveResponseHandler.

6.2.8.3.1.2 Parameter errors

No requirements.

6.2.8.3.1.3 Context errors
e CRRCL1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown in case of unavailable Result TLV
element.
6.2.8.3.2 Test Suite files
Test Script: API_2 PRH_GTIL_1.scr
Test Applet: APl _2 PRH_GTIL_1java
Load Script: API_2 PRH_GTIL_1.ldr
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Cleanup Script: API_2 PRH_GTIL_ 1.clr

Parameter File: APlI_2 PRH_GTIL_1.par

Test procedure
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Description

API Expectation

APDU Expectation

Build and send a DISPLAY TEXT command
qualifier = 00h
dcs = 04h
buffer ="' Text'

DISPLAY TEXT Proactive
command

Terminal Response without additional
information

ProactiveResponseHandler.getTheHandler() ; call
the getAdditionallnformationLength() method

Result is 00h

Call the getValueLength() method

Resultis 01h

Build and send a DISPLAY TEXT command

DISPLAY TEXT
ProactiveProactive
command

Terminal Response with 1 additional byte

Result TLV = 03 02 02 55

ProactiveResponseHandler.getTheHandler() ;
call the getAdditionalinformationLength()
method

Result is 01h

Call the getValueLength() method

Result is 02h

[0

Build and send a DISPLAY TEXT command

DISPLAY TEXT
ProactiveProactive
command

Terminal Response with 7Eh additional bytes

Result TLV = 03 7F 02 55 55 55 ...

ProactiveResponseHandler.getTheHandler() ;
call the getAdditionallInformationLength()
method

Result is 7Eh

Call the getValueLength() method

Result is 7Fh

Build and send a DISPLAY TEXT command

DISPLAY TEXT
Proactive command

Terminal Response with 7Fh additional byt es

Result TLV = 03 81 80 02 55 55 55 ...

ProactiveResponseHandler.getTheHandler() ;
call the getAdditionallInformationLength()
method

Result is 7Fh

Call the getValueLength() method

Result is 80h

Build and send a DISPLAY TEXT command

DISPLAY TEXT
Proactive command

Terminal Response with 80h additional bytes

Result TLV =03 8181 02555555 ...

ProactiveResponseHandler.getTheHandler() ;
call the getAdditionaliInformationLength()
method

Result is 80h

10

Call the getValueLength() method

Result is 81h

11

Build and send a DISPLAY TEXT command

DISPLAY TEXT
Proactive command

Terminal Response with F2h additional bytes

Result TLV = 03 81 F3 02 55 55 55 ...

ProactiveResponseHandler.getTheHandler() ;
call the getAdditionaliInformationLength()
method

Result is F2h
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Id Description API Expectation APDU Expectation
12 Call the getValueLength() method Result is F3h
13 Build and send a DISPLAY TEXT command DISPLAY TEXT
Proactive command
Terminal Response with 2 Result TLV
1st Result TLV = 03 03 02 01 23
2" Result TLV = 03 01 00
ProactiveResponseHandler.getTheHandler() ; |Resultis 02h
call the getAdditionallInformationLength()
method
14 Call the getValueLength() method Result is 03h
15 Build and send a DISPLAY TEXT command DISPLAY TEXT
Proactive command
Terminal Response without Result Simple TLV |ToolkitException.UNAVAILABLE_E
LEMENT is thrown by send()
Get ProactiveResponseHandler
Call the getAdditionallnformationLength() ToolkitException.UNAVAILABLE_E
method LEMENT is thrown by
getAdditionalinformationLength ()
6.2.8.34 Test Coverage
CRR number Test case number
N1 1,3,57,9 11,13
N2 2,4,6,8,10,12, 14
Cl 15
6.2.8.4 Method getGeneralResult
Test Area Reference: API_2 PRH_GTGR
6.2.8.4.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

publ

6.2.8.4.1.1

6.2.8.4.1.2

ic byte getGeneral Resul t()
throws Tool ki t Excepti on

Normal execution

CRRN1: This method returns the general result of a proactive command.

CRRN2: After a successful execution of the method, the Result TLV becomes the selected TLV of the

ProactiveResponseHandler.

Parameter errors

No requirements.

6.2.8.4.1.3

6.2.8.4.2

Context errors

CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown in case of unavailable Result TLV

element.

CRRC2: A ToolkitException.OUT_OF TLV_BOUNDARIES shall be thrown if the general result byteis

missing in the Result Simple TLV.

Test Suite files

ETSI




3GPP TS 51.013 version 15.1.0 Release 15 209

Test Script: APlI_2 PRH_GTGR_1.scr
Test Applet: APl 2 PRH_GTGR_ljava
Load Script: API_2 PRH_GTGR_1.Idr
Cleanup Script: APl _2 PRH_GTGR 1l.cIr

Parameter File:

API_2 PRH_GTGR_l.par

ETSI TS 151 013 V15.1.0 (2020-11)

6.2.8.4.3 Test procedure
Id Description API Expectation APDU Expectation
1 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive

qualifier = 00h
dcs = 04h
buffer = ' Text'

command

Terminal Response with General Result = 00
(command performed successfully)

ProactiveResponseHandler.getTheHandler()
Call the getGeneralResult() method

Result of getGeneralResult() is 00h

Call the getValueLength() method

Result is 01h

Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response with General Result = 01,
without Additional information on result
(command performed with partial
comprehension)

ProactiveResponseHandler.getTheHandler()
Call the getGeneralResult() method

Result of getGeneralResult() is 01h

Call the getValueLength() method

Result is 01h

Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response with General Result = 01,

with Additional information on result
Result TLV = 03 02 01 55 (command
performed with partial conprehension)

ProactiveResponseHandler.getTheHandler()
Call the getGeneralResult() method

Result of getGeneralResult() is 01h

Call the getValueLength() method

Result is 02h

Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response with General Result =02

Result TLV = 03 04 02 65 43 21 (M ssing
i nformati on)

ProactiveResponseHandler.getTheHandler()
Call the getGeneralResult() method

Result of getGeneralResult() is 02h

Call the getValueLength() method

Result is 04h

Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response with 7Fh additional byt es

Result TLV = 03 81 80 02 55 55 55 ...

ProactiveResponseHandler.getTheHandler() ;
call the getGeneralResult() method

Result is 02h
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Id Description API Expectation

APDU Expectation

10 Call the getValueLength() method Result is 80h

11 Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response with 2 Result TLV

1st Result TLV = 03 02 02 12
2" Result TLV = 03 03 03 34 56

ProactiveResponseHandler.getTheHandler() ; [Resultis 02h
call the getGeneral Result() nethod

12 Call the getValueLength() method Result is 02h

13 Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response without Result Simple TLV

ProactiveResponseHandler.getTheHandler() ; [UNAVAILABLE_ELEMENT
call the getGeneralResult() method ToolkitException is thrown

14 Build and send a DISPLAY TEXT command

DISPLAY TEXT Proactive
command

Terminal Response without General Result
Byte in Result Simple TLV

ProactiveResponseHandler.getTheHandler() ; |OUT_OF_TLV_BOUNDARIES
call the getGeneral Result() nethod ToolkitException is thrown

Result TLV = 03 00

6.2.8.4.4 Test Coverage
CRR number Test case number
N1 1,3,5,7,911
N2 2,4,6,8,10,12
C1 13
C2 14
6.2.8.5 Method getltemlIdentifier
Test Area Reference: API_2 PRH_GTII
6.2.8.5.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getltem dentifier()
t hrows Tool ki t Exception

6.2.8.5.1.1 Normal execution

e CRRNZ1: The method returns the item identifier byte value from the first Item Identifier TLV element.

e CRRNZ2: If an Item Identifier TLV element isavailable, it becomesthe TLV selected.

6.2.8.5.1.2 Parameter errors

No requirements.
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6.2.8.5.1.3

6.2.8.5.2 Test Suite files
Test Script: APl 2 PRH_GTII_l.scr
Test Applet: API_2 PRH_GTII_1.java
Load Script; APl_2 PRH_GTII_1.ldr
Cleanup Script: API_2_PRH_GTII_1.cIr

Context errors
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e CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown in case of unavailable Item

Identifier TLV element.

e CRRC2: A ToolkitException.OUT_OF TLV_BOUNDARIES shall be thrown if the item identifier byteis

missing in the Item Identifier Simple TLV.

Parameter File: APl 2 PRH_GTII_1.par

6.2.8.5.3 Test procedure
Id Description API Expectation APDU Expectation
1 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive

command

Terminal Response (no Item Identifier TLV
available)

Call to getltemldentifier() with unavailable ltem
Identifier TLV

UNAVAILABLE_ELEMENT
ToolkitException is thrown

Build and send a SELECT ITEM command with
2 items (ID=01, 02)

SELECT ITEM Proactive
command

Terminal Response with Item 1 selected

Itemldentifier TLV = 10 01 01

Call the getltemldentifier() method

Result is 01h

Call the getValueByte() method
val ue( f set = 00h

Result is 01h

Build and send a SELECT ITEM command with
3 items (ID=03, 05, 07)

SELECT ITEM Proactive
command

Terminal Response with Item 5 selected

Itemldentifier TLV = 10 01 05

Call the getltemldentifier() method

Result is 05h

Call the getValueByte() method
val uek f set = 00h

Result is 05h

Build and send a SELECT ITEM command with
3items (ID=FDh, FEh, FFh)

SELECT ITEM Proactive
command

Terminal Response with Item FFh selected

Itemldentifier TLV = 10 01 FF

Call the getltemldentifier() method

Result is FFh

Call the getValueByte() method
val uek f set = 00h

Result is FFh

Build and send a SELECT ITEM command with
3items (ID=FDh, FEh, FFh)

SELECT ITEM Proactive
command

Terminal Response with 2 Item Identifier TLV

1st Itemldentifier TLV 10 01 FFh
2" |temldentifier TLV = 10 01 FEh

Call the getltemldentifier() method

Result is FFh
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Id Description API Expectation APDU Expectation
9 Call the getValueByte() method Result is FFh
val ue f set = 00h
10 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command

Terminal Response without item identifier in
the Item Identifier Simple TLV

Item ldentifier TLV = 10 00

Call to getltemldentifier() OUT_OF_TLV_BOUNDARIES
ToolkitException is thrown

6.2.8.5.4 Test Coverage
CRR number Test case number
N1 2,4,6,8
N2 3,579
C1 1
Cc2 10
6.2.8.6 Method getTextStringCodingScheme
Test Area Reference: API_2 PRH_GTCS
6.2.8.6.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte get Text StringCodi ngSchene()
t hrows Tool ki t Exception

6.2.8.6.1.1 Normal execution
e CRRNZ1: This method returns the data coding scheme from the first Text String TLV element.

e CRRN2: If aText String TLV element is available, it becomesthe TLV selected.

6.2.8.6.1.2 Parameter errors

No requirements.

6.2.8.6.1.3 Context errors

e CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown in case of unavailable Text String
TLV element.

e CRRC2: A ToolkitException.OUT_OF TLV_BOUNDARIES shall be thrown if the Text String TLV is present
with alength of 0.

6.2.8.6.2 Test Suite files
Test Script: APl 2 PRH_GTCS l.scr
Test Applet: API_2 PRH_GTCS 1ljava
Load Script: APl _2 PRH_GTCS L.dr
Cleanup Script: APlI_2 PRH_GTCS 1.cIr
Parameter File: API_2 PRH_GTCS_1.par
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6.2.8.6.3 Test procedure

Id Description API Expectation APDU Expectation

1 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command

Terminal Response (no Text String TLV
element available)

Call to getTextStringCodingScheme() with  |UNAVAILABLE_ELEMENT
unavailable Text String TLV ToolkitException is thrown

2 Build and send a GET INPUT command GET INPUT Proactive
command

Terminal Response with a null Text String TLV

Text String TLV = 0D 00

Call the getTextStringCodingScheme() method |[OUT_OF_TLV_BOUNDARIES
ToolkitException is thrown

3 Build and send a GET INPUT command GET INPUT Proactive
command

Terminal Response with text length = 01h, DCS
= 04h

Text String TLV = 0D 02 04 "A"

Call the getTextStringCodingScheme() met hod |Result is 04h

4 Call the getValueLength() method Result is 02h

5 Build and send a GET INPUT command GET INPUT Proactive
command

Terminal Response with text length = 02h,
DCS = 00h

Text String TLV = 0D 03 00 "BB"

Call the getTextStringCodingScheme() method |Result is 00h

6 Call the getValueLength() method Result is 03h

7 Build and send a GET INPUT command GET INPUT Proactive
command

Terminal Response with text length = 7Eh,
DCS =08h

Text String TLV = OD 7F 08 01 02 ...7E

Call the getTextStringCodingScheme() method |Result is 08h

8 Call the getValueLength() method Resultis 7Fh

9 Build and send a GET INPUT command GET INPUT Proactive
command

Terminal Response with text length = 7Fh,
DCS = 04h

Text String TLV = 0D 81 80 04 01 02 ...7F

Call the getTextStringCodingScheme() method |Result is 04h

10 Call the getValueLength() method Result is 80h
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Id Description API Expectation

APDU Expectation

11 Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with text length = EFh,
DCS = 08h

Text String TLV = 0D 81 FO 08 01 02 ...EE
EF

Call the getTextStringCodingScheme() method |Result is 08h

12 Call the getValueLength() method Result is FOh

13 Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with 2 Text String TLV

1st Text String TLV
2nd Text String TLV

0D 02 04 41
0D 03 08 42 43

Call the getTextStringCodingScheme() method |Result is 04h

14 Call the getValueLength() method Result is 02h
6.2.8.6.4 Test Coverage
CRR number Test case number
N1 3,5,7,9,11,13
N2 4,6,8,10,12,14
C1 1
Cc2 2
6.2.8.7 Method GetTextStringLength

Test Area Reference: API_2 PRH_GTTL

6.2.8.7.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getTextStringLength()
throws Tool ki t Excepti on

6.2.8.7.1.1 Normal execution

e CRRN1: The getTextStringLength() method returns the text string length value from the first Text String TLV

element.

e CRRN2: If aText String TLV element is available, it becomesthe TLV selected.

6.2.8.7.1.2 Parameter errors

No requirements.

6.2.8.7.1.3 Context errors

e CRRCL1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown in case of unavailable Text String

TLV element.
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6.2.8.7.2 Test Suite files
Test Script: APl 2 PRH_GTTL_1.scr
Test Applet: APlI_2 PRH _GTTL_1.java
Load Script; APl 2 PRH_GTTL_1.ldr
Cleanup Script: APlI_2 PRH _GTTL_1.clr

Parameter File: APl_2 PRH _GTTL 1.par
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6.2.8.7.3 Test procedure
Id Description API Expectation APDU Expectation
1 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive

command

Terminal Response (no Text String TLV
element available)

Call to getTextStringLength() with unavailable
Text String TLV

UNAVAILABLE_ELEMENT
ToolkitException is thrown

Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with a null Text String TLV
Text String TLV = 0D 00

Call the getTextStringLength() method

Result is 00h

Call the getValueLength() method

Result is 00h

Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with text length = 01h,

DCS = 04h
Text String TLV = 0D 02 04 "A"

Call the getTextStringLength() method

Result is 01h

Call the getValueLength() method

Result is 02h

Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with text length = 02h,
DCS = 00h

Text String TLV = 0D 03 00 "BB"

Call the getTextStringLength() method

Result is 02h

Call the getValueLength() method

Result is 03h

Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with text length = 7Eh,
DCS =08h
Text String TLV = 0D 7F 08 01 02 ...7E

Call the getTextStringLength() method

Result is 7Eh

Call the getValueLength() method

Result is 7Fh
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Id

Description

API Expectation

APDU Expectation

10

Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with text length = 7Fh,

DCS = 04h
Text String TLV = 0D 81 80 04 01 02 ...7F

Call the getTextStringLength() method

Result is 7Fh

11

Call the getValueLength() method

Result is 80h

12

Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with text length = EFh,
DCS = 04h

Text String TLV = 0D 81 FO 04 01 02 ...EE
EF

Call the getTextStringLength() method

Result is EFh

13

Call the getValueLength() method

Result is FOh

14

Build and send a GET INPUT command

GET INPUT Proactive
command

Terminal Response with 2 Text String TLV
1st Text String TLV = 0D 02 04 41
2 Text String TLV = OD 03 08 42 43

Call the getTextStringLength() method

Result is 01h

15

Call the getValueLength() method

Result is 02h

6.2.8.7.4

6.2.8.8

Test Coverage

CRR number

Test case number

1

2

,4,6,8,10,12, 14
57,9

3

e
2 1
3,5,7,9,11,13,15
1

Method getTheHandler

Test Area Reference: API_2 PRH_GTHD

6.2.8.8.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public static ProactiveResponseHandl er get TheHandl er ()

6.2.8.8.1.1

6.2.8.8.1.2

Normal execution

Parameter errors

No reguirements.

throws Tool ki t Excepti on

CRRN2: The EnvelopeHandler isa Temporary JCRE Entry Point Object
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6.2.8.8.1.3 Context errors

e CRRCL1: The method shall throw ToolkitException.HANDLER_NOT_AVAILABLE if the handler is busy.

6.2.8.8.2 Test Suite files
Test Script: API_2 PRH_GTHD_1.scr
Test Applet: APlI_2 PRH_GTHD 1java
Load Script: APl 2 PRH_GTHD_1.Idr
Cleanup Script: APl 2 PRH_GTHD 1.clr
Parameter File: APlI_2 PRH_GTHD_1.par
6.2.8.8.3 Test procedure
Id Description API Expectation APDU Expectation
1 Build and send a Proactive Command Proactive Command
Terminal Response
getTheHandler() twice The returned objects shall be the
same
2 getTheHandler() The reference shall be a
ProactiveResponseHandler
3 getTheHandler() The reference shall not be null
6.2.8.84 Test Coverage
CRR number Test case number
N1 1,2,3
N2 Checked in Framework tests: FWK_API_HEPO (test case 4)
C1 Checked in Framework tests: FWK_MHA_PRHD
6.2.8.9 Method getLength

Test Area Reference API_2 PRH_GLEN

6.2.8.9.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getlLength()
throws Tool ki t Excepti on

6.2.8.9.1.1 Normal execution

e CRRNZ1: returns the length in bytes of the TLV list.

6.2.8.9.1.2 Parameter errors

No requirements.

6.2.8.9.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.
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6.2.8.9.2 Test Suite files
Test Script: API_2 PRH_GLEN_1.scr
Test Applet: API_2 PRH_GLEN_1.java
Load Script: API_2 PRH_GLEN_1.Idr
Cleanup Script: API_2 PRH_GLEN_1.clr
Parameter File: APlI_2 PRH _GLEN 1.par

6.2.8.9.3 Test procedure

Id Description API Expectation APDU Expectation

1 Build and send a Display Text command DISPLAY TEXT Proactive

command

Terminal Response without additional
information in General Result TLV

ProactiveResponseHandler.getTheHandler()
get Lengt h()

Result of getLength() is 12

2 Build and send a Display Text command DISPLAY TEXT Proactive
command
Terminal Response with F2h additional
information in General Result TLV
ProactiveResponseHandler.getTheHandler() |Result of getLength() is FFh
getLength()
6.2.8.9.4 Test Coverage
CRR number Test case number

N1 1,2
C1 Does not apply for Proactive Response Handler

6.2.8.10 Method copy

Test Area Reference API_2 PRH_COPY_BSS

6.2.8.10.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short copy(byte[] dstBuffer,

short dstOffset,
short dstLength)

throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,

Tool ki t Excepti on

6.2.8.10.1.1 Normal execution

e CRRNZ1: copiesthesimple TLV list contained in the handler to the destination byte array.

e CRRNZ2: returns dstOffset + dstLength.

6.2.8.10.1.2 Parameter errors

e CRRPL: if dstBuffer is null a NullPointerException is thrown.

o CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative,
an ArraylndexOutOfBoundsException is thrown.
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e CRRP3: if dstLength is grater than the length of the simple TLV List, an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException. OUT_OF TLV_BOUNDARIES.

6.2.8.10.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.8.10.2 Test Suite files
Test Script: API_2 PRH_COPY_BSS 1.scr
Test Applet: API_2_PRH_COPY_BSS 1 java
Load Script: API_2 PRH_COPY_BSS 1.dr
Cleanup Script: API_2 PRH_COPY_BSS 1.dr
Parameter File: API_2 PRH_COPY_BSS_1.par
6.2.8.10.3 Test procedure
Id Description API Expectation APDU Expectation
1 Send a DISPLAY TEXT command DISPLAY TEXT Proactive

command

Terminal Response without Additional

Information in General Result TLV:
81 03 01 21 00 02 02 82 81 03 01 00

ProactiveResponseHandler.getTheHandler() |NullPointerException is thrown
copy() with NULL as parameter to dstBuffer

2 dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 6
dstLength = 0

3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown

dstOfset = -1
dstLength = 1

4 dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown

dstOffset = 0
dstlLength = 6

5 dstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio

dstBuffer.length = 5 n is thrown
dstOfset = 3
dstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown

dstOffset = 0
dstlLength = -1

7 dstLength > length of the simple TLV list ToolkitException.OUT_OF_TLV_

dstBuffer.length = 13 BOUNDARIES is thrown
dstOffset = 0

dstlLength = 13

8 | Successful call, dstBuffer is the whole buffer |Result of copy() is 12
dstBuffer.length = 12
dstOffset = 0
dstLength = 12

9 Compare the buffer with buffer: Result of arrayCompare() is 0
81 03 01 21 00 02 02 82 81 03 01 00

10 | Successful call, dstBuffer is part of a buffer |Result of copy() is 15
dstBuffer.length = 20
dst O f set 3

dst Lengt h 12
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Id Description API Expectation APDU Expectation
11 Compare the whole buffer Result of arrayCompare() is 0
Ref erence =
00 01 02
81 03 01 21 00
02 02 82 81
03 01 00
OF 10 11 12 13
12 Initialise dstBuffer
dstBuf fer = 00h 01h 02h ...13h
Successful call, dstBuffer is part of a buffer |Result of copy() is 12
dstBuffer.length = 20
dstOffset = 3
dstLength = 9
13 Compare the whole buffer Result of arrayCompare() is 0
Ref erence =
00 01 02
81 03 01 21 00
02 02 82 81
0C 0D OE
OF 10 11 12 13
6.2.8.10.4 Test Coverage
CRR number Test case number
N1 9,11, 13
N2 8,10, 12
P1 1
P2 2,3,45,6
P3 7
C1 Does not apply for Proactive Response Handler
6.2.8.11 Method findTLV

Test Area Reference API_2 PRH_FINDBB

6.2.8.11.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findTLV(byte tag, byte occurrence)

6.2.8.11.1.1

t hrows Tool ki t Excepti on

Normal execution

Looks for the indicated occurrence of a TLV element from the beginning of the TLV list (handler buffer):

6.2.8.11.1.2

CRRN1: the method is successful if the required occurrence exists then the corresponding TLV becomes current.

CRRNZ2: if the method is successful then it returns TLV_FOUND_CR_SET when Comprehension Required flag

is set.

CRRN3: if the method is successful theniit returns TLV_FOUND_CR_NOT_SET when Comprehension

Required flag is not set.

CRRN4: if the required occurrence of the TLV element does not exist, the current TLV is no longer defined and

TLV_NOT_FOUND is returned.

CRRNS5: The search method is comprehension required flag independent.

Parameter errors

CRRP1: if aninput parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown.

The reason code shall be ToolkitException BAD_INPUT_PARAMETER.
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6.2.8.11.1.3 Context errors

e CRRCL1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.8.11.2 Test Suite files
Test Script: API_2 PRH_FINDBB_1.scr
Test Applet: API_2 PRH_FINDBB_1.java
Load Script: APl 2 PRH_FINDBB_1.ldr
Cleanup Script: APlI_2 PRH_FINDBB_1.clr
Parameter File: APlI_2 PRH_FINDBB_1.par
6.2.8.11.3 Test procedure
Id Description API Expectation APDU Expectation
1 Send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with 2 General Result TLV
81 03 01 21 00
82 02 82 81
03 01 00
03 02 01 12
findTLV() with Invalid input parameter ToolkitException.BAD_INPUT_PA
occurrence = 0 RAMETER is thrown
2 Search 1t TLV Resultis TLV_FOUND_CR_SET
tag = 01h
occurrence = 1
3 Call the getValueLength() method Result is 03h
4 Search 2M TLV Resultis TLV_FOUND_CR_SET
tag = 02h
occurrence = 1
5 Call the getValueLength() method Result is 02h
6 Select a TLV (tag 02h)
Search awrong tag Resultis TLV_NOT_FOUND
tag = 04h
occurrence = 1
7 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT shall be thrown
8 Search atag with wrong occurrence Resultis TLV_NOT_FOUND
tag = 01h
occurrence = 2
9 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT shall be thrown.
10 Search 3 TLV Result is
tag = 03h TLV_FOUND_CR_NOT_SET
occurrence = 1
11 Call the getValueLength() method Resultis 01h
12 Search 3 TLV Result is
tag = 03h TLV_FOUND_CR_NOT_SET
occurrence = 2
13 Call the getValueLength() method Result is 02h
14 Search tag 83h Result is
Tag = 83h TLV_FOUND_CR_NOT_SET
Qccurrence = 1
15 Search tag 82h Resultis TLV_FOUND_CR_SET
Tag = 82h
Qccurrence = 1
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6.2.8.11.4 Test Coverage
CRR number Test case number
N1 3,5,11,13
N2 2,4
N3 10,12
N4 6,78,9
N5 14,15
P1 1
C1 Does not apply for Proactive Response Handler

6.2.8.12 Method getValuelLength
Test Area Reference API_2 PRH_GVLE

6.2.8.12.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getVal ueLength()
throws Tool ki t Excepti on

6.2.8.12.1.1 Normal execution

e CRRNZ1: gets and returns the binary length of the value field for the last TLV element which has been found in
the handler.

6.2.8.12.1.2 Parameter errors

No requirements.

6.2.8.12.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

e CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException UNAVAILABLE_ELEMENT.

6.2.8.12.2 Test Suite files
Test Script: API_2_PRH_GVLE_1.scr
Test Applet: API_2_PRH_GVLE_1java
Load Script: API_2 PRH_GVLE_1.ldr
Cleanup Script: APlI_2 PRH_GVLE_1.clr
Parameter File: APl_2 PRH_GVLE_1.par
6.2.8.12.3 Test procedure
Id Description API Expectation APDU Expectation
1 Send a GET INPUT command GET INPUT Proactive

command

Terminal Response
Text String TLV = 0D 00

ProactiveResponseHandler.getTheHandler() |ToolkitException.UNAVAILABLE_

Get Val ueLengt h() ELEMENT is thrown
2 Search TLV 0Dh
get Val ueLengt h() Result is 00h
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Id Description API Expectation APDU Expectation
3 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response
Text String TLV = 0D 02 04 41
Search TLV 0Dh (Text String TLV)
get Val ueLengt h() Result is 02h
4 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length = 7Eh
Text String TLV = 0D 7F 04 01 02 ...7E
Search TLV 0Dh (Text String TLV)
get Val ueLengt h() Resultis 7Fh
5 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length = 7Fh
Text String TLV = 0D 81 80 04 01 02 ...7E
7F
Search TLV 0ODh (Text String TLV)
get Val ueLengt h() Result is 80h
6 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length = EFh
Text String TLV = 0D 81 FO 04 01 02 ...EF
Search TLV 0Dh (Text String TLV)
get Val ueLengt h() Result is FOh
6.2.8.12.4 Test Coverage
CRR number Test case number
N1 2,3,4,5,6
C1 Does not apply for Proactive Response Handler
Cc2 1

6.2.8.13 Method getValueByte

Test Area Reference API_2 PRH_GVBYS

6.2.8.13.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getVal ueByte(short val ueCkfset)
throws Tool ki t Exception

6.2.8.13.1.1 Normal execution

e CRRN1: Gets abyte fromthelast TLV element which has been found in the handler and returnsits value (1
byte).

6.2.8.13.1.2 Parameter errors

e CRRP1L: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException OUT_OF _TLV_BOUNDARIES.

6.2.8.13.1.3 Context errors

o CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.
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e CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException UNAVAILABLE _ELEMENT.

6.2.8.13.2 Test Suite files
Test Script: APlI_2 PRH_GVBYS 1.scr
Test Applet: APl 2 PRH_GVBYS 1java
Load Script: API_2 PRH_GVBYS 1.ldr
Cleanup Script: API_2 PRH_GVBYS 1.clr
Parameter File: APl _2 PRH_GVBYS 1.par
6.2.8.13.3 Test procedure
Id Description API Expectation APDU Expectation
1 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length = 7Eh
Text String TLV = 0D 7F 04 01 02 ...7E
ProactiveResponseHandler.getTheHandler()
get Val ueByt e(0) ToolkitException.UNAVAILABLE_
ELEMENT is thrown
2 Search TLV 01h (Command Details TLV)
get Val ueByt e( 3) ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown
3 Search TLV 01h (Command Details TLV)
get Val ueByt e( 2) Result is 00h (qualifier)
4 Search TLV 02h (Device Identities TLV)
get Val ueByt e(0) Result is 82h (Source)
5 Search TLV 0ODh (Text String TLV)
get Val ueByt e( 7E) Result is 7Eh
6 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length = EFh
Text String TLV = 0D 81 FO 04 01 02 ...7E
7F ...EF
Search TLV ODh (Text String TLV)
get Val ueByt e( 7E) Resultis 7Eh
7 |GetVal ueByte(7F) Resultis 7Fh
8 |CGetVal ueByt e( EF) Result is EFh
6.2.8.13.4 Test Coverage
CRR number Test case number
N1 3,4,56,7,8
P1 2
C1 Does not apply for Proactive Response Handler
C2 1

6.2.8.14 Method copyValue

Test Area Reference API_2 PRH _CPYVS BSS
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6.2.8.14.1 Conformance requirement

The method with following header shall be compliant with its definition in the API.

public short copyVal ue(short val ueffset,
byte[] dstBuffer,
short dstOff set,
short dstLength)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.8.14.1.1 Normal execution
e CRRNZ1: copiesapart of the last TLV element which has been found, into a destination. buffer.

e CRRNZ2: returns dstOffset + dstLength.

6.2.8.14.1.2 Parameter errors
o CRRPL: if dstBuffer is null NullPointerException is thrown.

e CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOfBoundsException is thrown.

e CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF TLV_BOUNDARIES.

6.2.8.14.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

e CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException UNAVAILABLE_ELEMENT.

6.2.8.14.2 Test Suite files
Test Script: API_2 PRH_CPYVS BSS 1.scr
Test Applet: API_2_PRH_CPYVS BSS 1ljava
Load Script: API_2 PRH_CPYVS BSS 1.ldr
Cleanup Script: API_2_PRH_CPYVS BSS l.cr
Parameter File: API_2 PRH_CPYVS BSS 1.par
6.2.8.14.3 Test procedure
Id Description API Expectation APDU Expectation
1 Send a GET INPUT command GET INPUT Proactive

command

Terminal Response, Text String length =5
Text String TLV = 0D 06 04 01 02 ...05

ProactiveResponseHandler.getTheHandler()
Sel ect Text String TLV

CopyVal ue() with a null dstBuffer NullPointerException is thrown
2 dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown

dstOffset = 6
dstLength = 0

3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 n is thrown
dstOffset = -1
dstlLength = 1
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Id Description API Expectation APDU Expectation
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 0
dstlLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOfset = 3
dstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOffset = 0
dstLength = -1
7 valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
val ueCf fset =7 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstLength = 0
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOfset = -1 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstLength = 1
9 dstLength > Text String length ToolkitException.OUT_OF_TLV_
valueOffset =0 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstLength = 7
10 [ValueOffset + dstLength > Text String | ength |ToolkitException.OUT_OF_TLV_
Val ueCf fset = 2 BOUNDARIES is thrown
Dst Buffer.length = 15
DstOffset = 0
DstLength = 5
11 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length =16
Text String TLV = 0D 11 04 00 01 ...OF
Proact i veResponseHandl er . get TheHandl er
CopyVal ue() ToolkitException.UNAVAILABLE _
ELEMENT is thrown
12 Select Text String TLV
Successful call Result of copyValue() is 17
Val ueCffset = 0
Dst Buffer.length = 17
DstOffset = 0
Dst Length = 17
13 Compare buffer Result is 00h
Buffer = 04 00 01 ...OF
14 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of copyValue() is 15
Val ueCf fset = 2
Dst Buffer.length = 20
DstOffset = 3
Dst Length = 12
15 Compare buffer Result is 00h
Buffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55
6.2.8.14.4 Test Coverage

CRR number Test case number
N1 13, 15
N2 12, 14
P1 1
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CRR number Test case number
P2 2,3,4,5,6
P3 7,8,9,10
C1 Does not apply for Proactive Response Handler
Cc2 11

6.2.8.15 Method compareValue

Test Area Reference API_2 PRH_CPRVS BSS

6.2.8.15.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte conpareVal ue(short val ueO fset,
byte[] conpareBuffer,
short conpareO fset,
short conparelengt h)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.8.15.1.1 Normal execution
Comparesthe last found TLV element with a buffer:
e CRRNZ1: returns O if identical.
e CRRNZ2: returns -1 if the first miscomparing bytein simple TLV List islessthan that in compareBuffer.

e CRRNS3: returns 1 if the first miscomparing bytein simple TLV List is greater than that in compareBuffer.

6.2.8.15.1.2 Parameter errors
o CRRPL: if compareBuffer is null NullPointerException shall be thrown.

e CRRP2: if compareOffset or comparel ength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOf BoundsException shall be thrown.

e CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF_TLV_BOUNDARIES.

6.2.8.15.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

e CRRC2:in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException UNAVAILABLE ELEMENT.

6.2.8.15.2 Test Suite files
Test Script: API_2 PRH_CPRVS BSS 1l.scr
Test Applet: API_2_PRH_CPRVS BSS 1java
Load Script: API_2 PRH_CPRVS BSS 1ldr
Cleanup Script: API_2 PRH_CPRVS BSS 1.clr
Parameter File: API_2 PRH_CPRVS BSS 1.par
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6.2.8.15.3 Test procedure
Id Description API Expectation APDU Expectation
1 Send a GET INPUT command GET INPUT Proactive

command

Terminal Response, Text String length =5
Text String TLV = 0D 06 04 01 02 ...05

ProactiveResponseHandler.getTheHandler()
Sel ect Text String TLV

compareValue() with a null compareBuffer

NullPointerException is thrown

2 compareOffset > compareBuffer.length ArrayIndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
conpareCffset = 6
conparelLength = 0
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
compareBuffer.length = 5 nis thrown
compareOfset = -1
conparelLength = 1
4 compareLength >compareBuffer.length ArrayindexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
conpareCffset = 0
conparelLength = 6
5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
compareBuffer.length = 5
compareO fset = 3
conparelLength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
conpareCfset = 0
comparelLength = -1
7 valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
valueOfset =7 BOUNDARIES is thrown
conmpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 0
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOffset = -1 BOUNDARIES is thrown
conmpareBuffer.length = 15
conpareCffset = 0
conparelLength = 1
9 compareLength > Text String length ToolkitException.OUT_OF_TLV_
valueOffset =0 BOUNDARIES is thrown
conpareBuffer.length = 15
conpareCffset = 0
conparelLength = 7
10 | valueOffset + compareLength > Text String |ToolkitException.OUT_OF_TLV_
length BOUNDARIES is thrown
val ueCffset = 2
conpareBuffer.length = 15
compareOfset = 0
conmparelLength = 5
11 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length =16
Text String TLV = 0D 11 04 00 01 ...OF
Proact i veResponseHandl er. get TheHandl er ()
Conpar eVal ue() ToolkitException.UNAVAILABLE_
ELEMENT is thrown
12 Select Text String TLV

Initialise compareBuffer
Conpar eBuf fer =
04 00 01 ...0F

Compare buffers
Val uef f set =
Conpar e f set
Conpar eLengt h

0
17

In i o

Result is 00h
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Id Description API Expectation APDU Expectation

13 Initialise compareBuffer
Conpar eBuf fer =
04 00 01 ...10

Compare buffers with same parameters Resultis -1

14 Initialise compareBuffer
Conpar eBuf fer =
03 00 01 ...0F

Compare buffers with same parameters Resultis +1

15 Initialise compareBuffer
Conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55

Compare buffers Result is 00h
Val ueCf fset = 2
ConpareCf fset = 3
Conpar eLength = 12
16 Initialise compareBuffer
Conpar eBuf fer =
55 55 55 02 01
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55
Compare buffers with same parameters Resultis -1
17 Initialise compareBuffer
Conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA OD
55 55 55 55 55
Compare buffers with same parameters Resultis +1
6.2.8.15.4 Test Coverage
CRR number Test case number
N1 12,15
N2 13, 16
N3 14, 17
P1 1
P2 2,3,45,6
P3 7,8,9,10
C1 Does not apply for Proactive Response Handler
Cc2 11

6.2.8.16 Method findAndCopyValue(byte tag, byte[] dstBuffer, short valueOffset)

Test Area Reference API_2 PRH_FACYB_BS

6.2.8.16.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
byte[] dstBuffer,
short dstOffset)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on
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6.2.8.16.1.1 Normal execution

e CRRNZ1: looks for the first occurrence of a TLV element from the beginning of a TLV list and copy its value into
a destination buffer.

e CRRN2: if no TLV element isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current
TLV isno longer defined.

e CRRNS3: if the method is successful then the corresponding TLV becomes current and dstOffset + length of the
copied value is returned.

e CRRN4: The search method is comprehension required flag independent.

6.2.8.16.1.2 Parameter errors

e CRRPL: if dstBuffer is null NullPointerException shall be thrown.

o CRRP2: if dstOffset would cause access outside array bounds Arrayl ndexOutOf BoundsException shall be
thrown.

6.2.8.16.1.3 Context errors

¢ CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.8.16.2 Test Suite files
Test Script: API_2 PRH_FACYB_BS 1l.scr
Test Applet: API_2_PRH_FACYB_BS 1ljava
Load Script: API_2 PRH_FACYB_BS 1.ldr
Cleanup Script: API_2_PRH_FACYB_BS 1.clr
Parameter File: API_2 PRH_FACYB_BS 1.par
6.2.8.16.3 Test procedure
Id Description API Expectation APDU Expectation
1 Send a GET INPUT command GET INPUT Proactive

command

Terminal Response, Text String length =15
Text String TLV = 0D 10 04 01 02 ...OF

Proact i veResponseHand! er. get TheHandl er ()

Fi ndAndCopyVal ue() with a null dstBuffer |NullPointerException is thrown

2 dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh n is thrown
dstBuffer.length = 20
dstOfFfset = 21

3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 20 nis thrown
dstOfset = -1

4 length > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 15 n is thrown
dstOfset = 0

5 dstOffset + length >dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 20 nis thrown

dstOffset = 5
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Id Description API Expectation APDU Expectation
6 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length = 16
Text String TLV = 0D 11 04 00 01 ...OF
ProactiveResponseHandler.getTheHandler()
Select a TLV (tag 02h)
findAndCopyValue() ToolkitException.UNAVAILABLE_
tag = 04h ELEMENT is thrown
Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
7 Successful call Result of findAndcopyValue() is
Tag = ODh 17
DstBuffer.length = 17
DstOffset = 0
8 Compare buffer Result is 00h
Buffer = 04 00 01 ...OF
9 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndcopyValue() is
Dst Buffer.length = 20 19
Dst Offset = 2
10 Compare buffer Result is 00h
Buffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA 0B
0C 0D OE OF 55
11 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, with 2 Text String TLV
0D 11 04 00 01 ...OF
0D 02 04 41
ProactiveResponseHandler.getTheHandler()
Successful call Result of findAndcopyValue() is
Tag = ODh 17
Dst Buffer.length = 17
Dst Offset = 0
12 Compare buffer Result is 00h
Buffer = 04 00 01 ...OF
13 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length =16
Text String TLV = 0D 11 04 00 01 ...OF
ProactiveResponseHandler.getTheHandler()
Successful call (with tag 8Dh) Result of findAndcopyValue() is
Tag = 8Dh 17
Dst Buffer.length = 17
Dst Offset = 0
14 Compare buffer Result is 00h
Buffer = 04 00 01 ...OF
6.2.8.16.4 Test Coverage
CRR number Test case number
N1 8,10, 12
N2 6
N3 7,9, 11
N4 13,14
P1 1
P2 2,3,45
C1 Does not apply for Proactive Response Handler
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6.2.8.17 Method findAndCopyValue(byte tag, byte occurence, short valueOffset, byte([]
dstBuffer, short dstOffset, short dstLength)

Test AreaReference API_2_ PRH_FACYBBS BSS

6.2.8.17.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
byt e occurence,
short val ueOff set,
byte[] dstBuffer,
short dstOffset,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.8.17.1.1 Normal execution

e CRRNZ1: looks for the indicated occurrence of aTLV element from the beginning of a TLV list and copy its
value into a destination buffer.

e CRRN2: if no TLV element isfound, the UNAVAILABLE _ELEMENT exception isthrown and the current
TLV isno longer defined.

e CRRNS3: if the method is successful then the corresponding TLV becomes current and dstOffset + dstLengthis
returned.

e CRRN4: The search method is comprehension required flag independent.

6.2.8.17.1.2 Parameter errors
o CRRPL: if dstBuffer is null NullPointerException shall be thrown.

e CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOfBoundsException shall be thrown.

o CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF TLV_BOUNDARIES.

6.2.8.17.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.8.17.2 Test Suite files
Test Script: APl_2 PRH_FACYBBS BSS l.scr
Test Applet: API_2 PRH_FACYBBS BSS 1.java
Load Script: API_2_PRH_FACYBBS BSS 1.ldr
Cleanup Script: API_2 PRH_FACYBBS_BSS 1l.cIr
Parameter File: API_2_PRH_FACYBBS BSS 1.par
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6.2.8.17.3 Test procedure
Id Description API Expectation APDU Expectation
1 Send a GET INPUT command GET INPUT Proactive

command

Terminal Response, Text String length = 15
Text String TLV = 0D 10 04 01 02 ...0F

ProactiveResponseHandler.getTheHandler()

findAndCopyValue() with a null dstBuffer

NullPointerException is thrown

2 dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh, occurrence =1 nis thrown
valueOffset = 0
dstBuffer.length = 5
dstOffset = 6
dstLength = 0

3 dstOffset <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOfset = -1
dstLength = 1

4 dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length =5 nis thrown
dstOffset = 0
dstLength = 6

5 dstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
dstBuffer.length = 5 nis thrown
dstOfset = 3
dstlLength = 3

6 dstLength <0 ArraylndexOutOfBoundsExceptio
dstBuffer.length =5 nis thrown
dstOffset = 0
dstLength = -1

7 Send a GET INPUT command GET INPUT Proactive

command
Terminal Response, Text String length =5
Text String TLV = 0D 06 04 01 02 ...05
ProactiveResponseHandler.getTheHandler()
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_

tag = 0Dh, occurrence =1 BOUNDARIES is thrown
valueCffset = 7
dstBuffer.length = 15
dstOfset = 0
dstLength = 0

8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueOfset = -1 BOUNDARIES is thrown
dstBuffer.length = 15
dstOfset = 0
dstLength = 1

9 dstLength > Text String length ToolkitException.OUT_OF_TLV_
valueOffset =0 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstLength = 7

10 | valueOffset + dstLength > Text String length |ToolkitException.OUT_OF_TLV_
val ueO fset = 2 BOUNDARIES is thrown
dstBuffer.length = 15
dstOffset = 0
dstLength = 5

11 Send a GET INPUT command GET INPUT Proactive

command

Terminal Response, Text String length =16
Text String TLV = 0D 11 04 00 01 ...OF

ProactiveResponseHandler.getTheHandler()

Select a TLV (tag 02h)

findAndCopyValue()
tag = ODh
occurrence = 2

ToolkitException.UNAVAILABLE_
ELEMENT is thrown

Call the getValueLength() method

ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
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Id Description API Expectation APDU Expectation
12 Successful call Result of findAndCopyValue() is
Tag = 0ODh, occurrence =1 17

Val ueCffset = 0
Dst Buffer.length = 17

DstOffset = 0
Dst Length = 17
13 Compare buffer Result is 00h
Buffer = 04 00 01 ...0F
14 initialise dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndcopyValue() is
Tag = 0ODh, occurrence =1 15

Val ueCf fset = 2

Dst Buffer.length = 20
DstOffset = 3

Dst Length = 12

15

Compare buffer
Buffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0OC
55 55 55 55 55

Result is 00h

16

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, with 2 Text String TLV
0D 11 04 00 01 02 ...OF
0D 06 00 11 22 33 44 55 (no specific DCS
byt e)

ProactiveResponseHandler.getTheHandler()

Successful call
Tag = 0ODh, occurrence =1
ValueCffset = 0
Dst Buffer.length = 17
DstOffset = 0
Dst Length = 17

Result of findAndCopyValue() is
17

17

Compare buffer

Buffer = 04 00 01 ...0F

Result is 00h

18

Successful call
Tag = 0ODh, occurrence = 2
ValueOffset = 0
DstBuffer.length = 6
Dst OF f set 0
Dst Lengt h 6

Result of findAndCopyValue() is 6

19

Compare buffer

Buffer = 00 11 22 33 44 55

Result is 00h

20

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, Text String length = 16
Text String TLV = 0D 11 04 00 01 ...0F

ProactiveResponseHandler.getTheHandler()

Successful call (with tag 8Dh)
Tag = 8Dh, occurrence =1
Val ueCffset = 0
Dst Buffer.length = 17

Result of findAndcopyValue() is
17

DstOffset = 0
DstlLength = 17

21 Compare buffer Result is 00h
Buffer = 04 00 01 ...OF

6.2.8.17.4 Test Coverage

CRR number Test case number
N1 13, 15,17, 19
N2 11
N3 12, 14, 16, 18
N4 20, 21
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CRR number Test case number
P1 1
P2 2,3,4,5,6
P3 7,8,9,10
C1 Does not apply for Proactive Response Handler

6.2.8.18 Method findAndCompareValue(byte tag, byte[] compareBuffer, short
compareOffset)

Test Area Reference APl 2 PRH_FACRB_BS

6.2.8.18.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byt e[] conpareBuffer,
short conpareOfset)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.8.18.1.1 Normal execution
Looks for the first occurrence of aTLV element from beginning of a TLV list and compare its value with a buffer:

e CRRNZ1: if no TLV element isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current
TLV isno longer defined.

e CRRNZ2: if the method is successful then the corresponding TLV becomes current.

e CRRNS3: if identical returns 0.

e CRRN4: if the first miscomparing bytein simple TLV isless than that in compareBuffer returns -1.

e CRRNS: if the first miscomparing bytein simple TLV is greater than that in compareBuffer returns 1.

o CRRNG: The search method is comprehension required flag independent.

6.2.8.18.1.2 Parameter errors
o CRRPL: if compareBuffer is null NullPointerException shall be thrown.

e CRRP2: if compareOffset would cause access outside array bounds ArraylndexOutOfBoundsException shall be
thrown.

6.2.8.18.1.3 Context errors

¢ CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.8.18.2 Test Suite files
Test Script: APl_2 PRH_FACRB_BS 1l.scr
Test Applet: APl 2 PRH_FACRB_BS ljava
Load Script: AP|_2 PRH_FACRB_BS 1.dr
Cleanup Script: APl_2 PRH_FACRB_BS l.cr
Parameter File: API_2 PRH_FACRB_BS 1.par
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6.2.8.18.3 Test procedure
Id Description API Expectation APDU Expectation
1 Send a GET INPUT command GET INPUT Proactive

command

Terminal Response, Text String length = 15
Text String TLV = 0D 10 04 01 02 ...0F

ProactiveResponseHandler.getTheHandler()

FindAndCompareValue() with a null dstBuffer

NullPointerException is thrown

2 compareOffset > compareBuffer.length ArrayIndexOutOfBoundsExceptio
tag = ODh n is thrown
conpareBuffer.length = 20
conpareO fset = 21

3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 20 nis thrown
conpareOffset = -1

4 length > compareBuffer.length ArraylndexOutOfBoundsExceptio
conmpareBuffer.length = 15 nis thrown
conpareOfset = 0

5 |CompareOffset + length > ArraylndexOutOfBoundsExceptio
conmpar eBuffer.length n is thrown
ConpareBuffer.length = 20
ConpareCffset = 5

6 Send a GET INPUT command GET INPUT Proactive

command
Terminal Response, Text String length =16
Text String TLV = 0D 11 04 00 01 ...OF
ProactiveResponseHandler.getTheHandler()
Select a TLV (tag 02h)
findAndCompareValue() ToolkitException.UNAVAILABLE_
tag = 04h ELEMENT is thrown
Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.

7 Initialise compareBuffer
Conpar eBuf fer =
04 00 01 ...0F

Compare buffers Result is 00h
Tag = ODh
ConpareCOfset = 0

8 Verify current TLV Resultis 17
CGet Val uelLengt h()

9 Initialise compareBuffer
Conpar eBuf fer =
04 00 01 ...10

Compare buffers with same parameters Resultis -1

10 Initialise compareBuffer
Conpar eBuf fer =
03 00 01 ...0F

Compare buffers with same parameters Resultis +1

11 Initialise compareBuffer
Conpar eBuf fer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA 0B
0C 0D OE OF 55

Compare buffers Result is 00h

ConpareCf fset = 2
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Id

Description

API Expectation

APDU Expectation

12

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, with 2 Text String TLV
0D 11 04 00 01 ...OF
0D 06 00 11 22 33 44 55

ProactiveResponseHandler.getTheHandler()

Initialise compareBuffer
Conpar eBuf fer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA 0B
0C OD OE OF 55

Compare buffers
CompareOfset = 2

Result is 00h

13

Initialise compareBuffer
Conpar eBuf fer =
55 55 04 01 01
02 03 04 05 06
07 08 09 OA 0B
0C 0D OE OF 55

Compare buffers
CompareOfset = 2

Result is -1

14

Initialise compareBuffer
Conpar eBuf fer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA OB
0C 0D 0D 10 55

Compare buffers
ConpareCf fset = 2

Result is +1

15

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, Text String length =16
Text String TLV = 0D 11 04 00 01 ...OF

ProactiveResponseHandler.getTheHandler()

Initialise compareBuffer
Conpar eBuf fer =
04 00 01 ...0F

Compare buffers (with tag 8Dh)
Tag = 8Dh
ConpareCffset = 0

Result is 00h

6.2.8.18.4

6.2.8.19

Test Coverage

CRR number

Test case humber

N1

6

N2

8

N3

7,11,12

N4

9,13

N5

10, 14

N6

15

P1

1

P2

2,3,4,5

C1 Does not apply for Proactive Response Handler

Method findAndCompareValue(byte tag, byte occurence, short valueOffset,

byte[] compareBuffer, short compareOffset, short compareLength)

Test Area Reference API_2 PRH_FACRBBS BSS
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6.2.8.19.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byt e occurence,
short val ueOff set,
byte[] conpareBuffer,
short conpareO fset,
short conparelength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.8.19.1.1 Normal execution

Looks for the indicated occurrence of aTLV element from the beginning of a TLV list and compare its value with a
buffer:

e CRRNL1: if no TLV element isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current
TLV isno longer defined.

e CRRNZ2: if the method is successful then the corresponding TLV becomes current.

e CRRNS3: if identical O isreturned.

e CRRN4: if the first miscomparing bytein simple TLV isless than that in compareBuffer -1 is returned.

e CRRNS: if the first miscomparing bytein simple TLV is greater than that in compareBuffer 1 is returned

o CRRNG: The search method is comprehension required flag independent.

6.2.8.19.1.2 Parameter errors
e CRRPL: if compareBuffer is null NullPointerException shall be thrown.

e CRRP2: if compareOffset or compareL ength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOf BoundsException shall be thrown.

o CRRP3: if valueOffset, compareL ength or both are out of the current TLV an instance of ToolkitException shall
be thrown. The reason code shall be ToolkitException OUT_OF TLV_BOUNDARIES.

e CRRP4: if aninput parameter is not valid (e.g. occurence = 0) an instance of ToolkitException shall be thrown.
The reason code shall be ToolkitException BAD_INPUT_PARAMETER.

6.2.8.19.1.3 Context errors

e CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException HANDLER_NOT_AVAILABLE.

6.2.8.19.2 Test Suite files
Test Script: APl 2 PRH_FACRBBS BSS 1.scr
Test Applet: APl_2 PRH_FACRBBS BSS 1java
Load Script: APl_2 PRH_FACRBBS BSS 1.ldr
Cleanup Script: API_2 PRH_FACRBBS BSS 1.clr
Parameter File: API_2_PRH_FACRBBS BSS 1.par
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6.2.8.19.3 Test procedure
Id Description API Expectation APDU Expectation
1 Send a GET INPUT command GET INPUT Proactive
command
Terminal Response, Text String length = 15
Text String TLV = 0D 10 04 01 02 ...OF
ProactiveResponseHandler.getTheHandler()
findAndCompareValue() with a null NullPointerException is thrown
compareBuffer
2 compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
tag = ODh, occurrence =1 nis thrown
valueOffset = 0
conpareBuffer.length = 5
conpareCffset = 6
conparelLength = 0
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
compareOfset = -1
conparelLength = 1
4 compareLength >compareBuffer.length ArrayindexOutOfBoundsExceptio
conpareBuffer.length = 5 nis thrown
conpareCffset = 0
conparelLength = 6
5 |CompareOffset + compareLength ArraylndexOutOfBoundsExceptio
>conpar eBuffer. | ength n is thrown
ConpareBuffer.length = 5
ConpareCf fset = 3
ConparelLength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
compareBuffer.length = 5 nis thrown
compareOfset = 0
conpareLength = -1
7 Send a GET INPUT command GET INPUT Proactive
command

Terminal Response, Text String length =5
Text String TLV = 0D 06 04 01 02 ...05

ProactiveResponseHandler.getTheHandler()

valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
tag = ODh, occurrence =1 BOUNDARIES is thrown
valueOffset = 7
conpareBuffer.length = 15
compareOifset = 0
conparelLength = 0

8 valueOffset <0 ToolkitException.OUT_OF_TLV_
valueCffset = -1 BOUNDARIES is thrown
conpareBuffer.length = 15
compareOfset = 0
conparelLength = 1

9 compareLength > Text String length ToolkitException.OUT_OF_TLV_
val e fset =0 BOUNDARIES is thrown
conmpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 7

10 | valueOffset + compareLength > Text String |ToolkitException.OUT_OF_TLV_

length BOUNDARIES is thrown
valueOf fset = 2
conpareBuffer.length = 15

conpareCffset = 0
conmparelLength = 5

11 Invalid parameter ToolkitException.BAD_INPUT_PA
Cccurrence = 0 RAMETER is thrown
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Id

Description

API Expectation

APDU Expectation

12

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, Text String length = 16

Text String TLV = 0D 11 04 00 01 ...OF

ProactiveResponseHandler.getTheHandler()

Select a TLV (tag 02h)

findAndCompareValue()
tag = ODh
occurrence = 2

ToolkitException.UNAVAILABLE_

ELEMENT is thrown

Call the getValueLength() method

ToolkitException.UNAVAILABLE_

ELEMENT is thrown.

13

Initialise compareBuffer
Conpar eBuf fer =
04 00 01 ...O0F

findAndCompareValue()
tag = ODh, occurrence =1
val ueO fset =
conpar eX f set
conpar eLengt h

o

0
17

Result is 00h

14

Verify current TLV
Get Val uelLengt h()

Resultis 17

15

Initialise compareBuffer
conpar eBuffer =
04 00 01 ...10

Compare buffers with same parameters

Result is -1

16

Initialise compareBuffer
conpar eBuffer =
03 00 01 ...0F

Compare buffers with same parameters

Result is +1

17

Initialise compareBuffer
conpar eBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55

Compare buffers

N

val ueO fset =
conpar e f set
conpar eLengt h

3
12

Result is 00h

18

Initialise compareBuffer
conpar eBuf fer =
55 55 55 02 01
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Compare buffers with same parameters

Result is -1

19

Initialise compareBuffer
conpar eBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA OD
55 55 55 55 55

Compare buffers with same parameters

Result is +1
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Id

Description

API Expectation

APDU Expectation

20

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, with 2 Text String TLV
0D 11 04 00 01 ...OF
0D 06 00 11 22 33 44 55

ProactiveResponseHandler.getTheHandler()

Initialise compareBuffer
conpar eBuffer =
04 00 01 ...0F

findAndCompareValue()
tag = ODh, occurrence =1
val ue f set =
conpar e f set
conpar eLengt h

o

0
17

Result is 00h

21

Initialise compareBuffer
conpar eBuffer =
00 11 22 33 44 55

findAndCompareValue()
tag = ODh, occurrence = 2
val ue f set =
conpar e f set
conpar eLengt h

o

0
6

Result is 00h

22

Initialise compareBuffer
conpar eBuf fer =
00 11 22 33 44 66

findAndCompareValue()
tag = ODh, occurrence = 2
val ueO f set =
conpar e f set
conpar eLengt h

o

0
6

Result is -1

23

Send a GET INPUT command

GET INPUT Proactive
command

Terminal Response, Text String length =16
Text String TLV = 0D 11 04 00 01 ...OF

ProactiveResponseHandler.getTheHandler()

Initialise compareBuffer
Conpar eBuf fer =
04 00 01 ...0F

Compare buffers (with tag 8Dh)
tag = 8Dh, occurrence =1
val ue f set =
conpar eX f set
conpar eLengt h

o

0
17

Result is 00h

6.2.8.19.4

6.2.8.20

Test Coverage

CRR number

Test case number

N1

12

N2

14

N3

13,17, 20, 21

N4

15, 18, 22

N5

N6

P1

P2

P3

P4

C1 Does not apply for Proactive Response Handler

Method getCapacity

Test Area Reference: API_2 PRH_GCAP
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The method with following header shall be compliant to its definition in the API.

public byte getCapacity()

6.2.8.20.1.1

Normal execution

e CRRN1: The method shall return the maximum size of the Simple TLV list managed by the handler.

6.2.8.20.2

Test suite files

Test Script:
Test Applet:
Load Script:

Cleanup Script:

Parameter File:

APl_2_PRH_GCAP_l.scr
APl_2_PRH_GCAP_ljava
API_2_PRH_GCAP_Lldr
API_2_PRH_GCAP_1.clr
API_2_PRH_GCAP_1.par

6.2.8.20.3 Test Procedure
Id Description API Expectation APDU Expectation
1 ProactiveResponseHandler available

Terminal Response

1- Send envelope SMS-PP Formatted
2- The applet sends a proactive command
3- Fetch the proactive command and send

4- The applet calls method getCapacity() method
5- The applet calls method getLength() method

1- Applet is triggered

4-No exception is thrown
5- The Capacity result is greater or
equal to getLength() result

2-91 XX
3- The proactive command
is fetched

Test case number

1

6.2.8.20.4 Test Coverage
CRR number
N1
6.2.8.21 Method getChannelldentifier

Test Area Reference: API_2 PRH_GCID

6.2.8.21.1

Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public byte getChannel ldentifier()

6.2.8.21.1.1

Normal execution

throws Tool ki t Excepti on

¢ CRRN1:The method shall return the channel identifier byte value.

e CRRN2:The channel identifier byte value returned shall be from the first Channel status TLV element.

e CRRNS3: If the element is available it becomes the currently selected TLV.

6.2.8.21.1.2

Context errors

e CRRC1: The method shall throw ToolkitException (UNAVAILABLE_ELEMENT) if the Channel status TLV is

not present.
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e CRRC2: The method shall throw ToolkitException (OUT_OF_TLV_BOUNDARIES) if the Smple TLV
Channel Status length isequal to 0.

6.2.8.21.2 Test suite files
Test Script: APl _2 PRH_GCID_1.scr
Test Applet: APl_2 PRH_GCID 1java
Load Script: API_2 PRH_GCID_1.Idr
Cleanup Script: API_2 PRH_GCID_1.clr
Parameter File: APlI_2 PRH_GCID_1.par
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6.2.8.21.3 Test Procedure
Id Description API Expectation APDU Expectation
0 |Appletl is installed with maxi mum nunber
of channel = 01.
1 Channel status TLV is not present 1- DISPLAY TEXT
Proactive command is
1- Build and send a DI SPLAY TEXT command fetched.
2- Call
iP;??;:t :T;teEEZPonseFQndl er. get Channel | denti f TERMINAL RESPONSE
2- UNAVAILABLE_ELEMENT with no Channel status TLV
ToolkitException is thrown available.
2 Channel status TLV with a length equal to 0 1- OPEN CHANNEL
1- Build and send a OPEN CHANNEL proactive Proactive command is
command fetched.
2 Gl 2- OUT_OF_TLV_BOUNDARIES
Proacti veResponseHand! er. get Channel I denti f |[£7 ~~ '~ _ "=V
ier() method. ToolkitException is thrown TERMINAL RESPONSE
with Channel status TLV
length equal to 0.
3 Get channel identifier value 2- Returns 0x01 1- OPEN CHANNEL
Proactive Command is
1- Call ProactiveHandler.init() and fetched.
Proacti veHandl er. send() nethods to open a
channel . TERMINAL RESPONSE is
2. call issued with channel status
Proact i veResponseHandl er . get Channel | dent i f value = 0x8100.
ier() method.
3- Call
Proacti veHandl er. i ni t d oseChannel () and
Proacti veHandl er. send() met hods.
4 Get channel identifier value with 2 TLV 2- Returns 0x01 1- OPEN CHANNEL
Proactive Command is
1- Call ProactiveHandler.init()and fetched.
Proacti veHandl er. send() nethods to open a
channel TERMINAL RESPONSE is
2. call issued with channel status
Proact i veResponseHandl er . get Channel | dent i f value = 0x8100 and 0x8200.
ier()
3- Call
Proacti veHandl er . i ni t d oseChannel () and
Proacti veHandl er. send() nethods.
5 | Channel status TLV is currently selected TLV |2- Returns 0x03 1- OPEN CHANNEL
_ o Proactive Command is
1- Call ProactiveHandler.init() and 3- Check getChannelldentifier() fetched.
Engﬁte; veHand| er. send() nethods to open a =getValueByte(0)
Vi ewHandl er. Fi ndTLV with Device Identity TERMlNAL RESPONSE is
Tag. issued with channel status
value = 0x0305-
2- Call
Proacti veResponseHandl er. get Channel | denti f
ier() method.
3- Compare
Proacti veResponseHandl er. get Channel | denti f
ier() and then Vi ewHandl er. get Val ueByt e(0)
net hods.
6.2.8.21.4 Test Coverage
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CRR number Test case number
N1
N2
N3
C1
C2

NP0~ |W

6.2.8.22 Method copyChannelData

Test Area Reference: APl 2 PRH_CCHD_ BSS

6.2.8.22.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.
public short copyChannel Data(byte[] dstBuffer,
short dstOffset,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.8.22.1 Normal execution
e CRRN1: The method shall copy a part of the Channel data string field.

e CRRN2: The Channel data string field value returned shall be the first Channel data TLV element of the current
response data field.

e CRRNS3: If the element is available it becomes the currenly selected TLV.

e CRRN4: Returns dstOffset + dstLength.

6.2.8.22.2 Parameters error
e CRRPL: If dstBuffer is null, a NullPointerException is thrown.

o CRRP2: If dstOffset or dstLength parameter is negative an Arrayl ndexOutOf BoundsException exception is
thrown and no copy is performed.

o CRRP3: If dstOffset+dstLength is greater than dstBuffer.length, the length of the dstBuffer array an
Arrayl ndexOutOf BoundsException exception is thrown and no copy is performed.

e CRRP4: If dstLength is greater than the value field of the available TLV, aOUT_OF _TLV_BOUNDARIES
ToolkitException is thrown.

6.2.8.22.3 Context errors
e CRRC1: The method shall throw a UNAVAILABLE_ELEMENT ToolkitException if the Result TLV is not
present.
6.2.8.22.2 Test suite files
Test Script: APl 2 PRH_CCHD_BSS 1.scr
Test Applet: API_2 PRH_CCHD_BSS 1.java
Load Script: APl 2 PRH_CCHD_BSS 1.ldr
Cleanup Script: API_2 PRH_CCHD_BSS 1.clr
Parameter File: API_2 PRH_CCHD_BSS 1.par
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6.2.8.22.3 Test Procedure
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Id Description API Expectation APDU Expectation
0 |1- Appletl is installed w th naxi num 2- OPEN CHANNEL
nunber of channel = 01. proactive command is
2- Appletl builds proactive commands OPEN fetched
CHANNEL with init() method in order to .
open one channel . TERMINAL RESPONSE is
Proacti veHandl er.send() method is called. issued with Channel Id = 01
1 CopyChannelData() with NULL dstBuffer RECEIVE DATA Proactive
) command is fetched.
Build and send a RECEI VE DATA comand NullPointerException is thrown
TERMINAL RESPONSE
with not empty Channel
Cal | Data TLV is issued.
Proact i veResponseHandl er . copyChannel Dat a
dstBuf fer = NULL
dstOffset = 0
dstLength = 1
2 CopyChannelData() with negative dstOffset 1- RECEIVE DATA
. proactive command is
1- cal I init() method for the RECEIVE DATA|5. 5n fetched.
proactive command. ArraylndexOutOfBoundsException
2. call exception is thrown. TERMINAL RESPONSE
Proact i veResponseHandl er . copyChannel Dat a() . with 6 bytes avalaible
dstBuffer.length = 8 3- no copy is performed. ('Hellol")
dstOffset = -1
dstLength =1
3- check dstBuffer is enpty.
3 CopyChannelData() with negative dstLength |1- an
ArraylndexOutOfBoundsException
1- call exception is thrown.
Proact i veResponseHandl er . copyChannel Dat a()
dstBuffer.length = 8 o i rformed
dstOffset = 0 0 copy IS performed.
dstLength = -1
2- check dstBuffer is enpty.
4 | CopyChannelData() with dstOffset+dstLength [1- an
greater than dstBuffer.length ArraylndexOutOfBoundsException
exception is thrown.
1- call
Proacti veResponseHand! er . copyChannel Dat a() |,_ :
with dst Of f set +dst Length greater than 2- no copy is performed.
dstBuffer.|ength.
dstBuffer.length = 8
dstOffset =5
dstLength = 5
2- check dstBuffer is enpty.
5 | CopyChannelData() with dstLength too large |a OUT_OF_TLV_BOUNDARIES
cal | ToolkitException is thrown.
Proact i veResponseHandl er . copyChannel Dat a()
with dstLength greater than the val ue
field of the available TLV.
dstBuffer.length = 8
dstOffset = 0
dstLength = 7
6 | CopyChannelData() without Channel Data TLV 1- RECEIVE DATA
element proactive command is
2- a UNAVAILABLE_ELEMENT fetched
1- cal I init() method for the RECElI VE DATA ToolkitException is thrown.
gﬁfcggxg( )°°?:ﬂgd TERMINAL RESPONSE
' without ChannelData TLV
2- call element.
Proact i veResponseHandl er . copyChannel Dat a()
dstBuffer.length = 8
dstOffset = 0
dstLength = 6
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7 Successful copyChannelData() 1- RECEIVE DATA
o proactive command is
Call init() method for the RECEIVE DATA 3. the Channel Data TLV is copied |[fetched
proactive conmand. into dstBuffer.
Call send() nethod. TERMINAL RESPONSE
2- Call findTLV() with TAG of DEVI CE The applet checks the returned with one Channel data TLV
| DENTI TY. value is dstOffset + dstLength = 6. |element. (6 bytes available
= 'Hello2')
3- Call
Proact i veResponseHand| er. copyChannel Dat a()
dstBuffer.length = 8
dstOffset = 0
dstLength = 6
dstBuffer is the whole Buffer.
8 Compare copied Buffer
The applet checks that dstBuffer
Check dstBuffer. contains the channel data from the
TERMINAL RESPONSE.
9 The returned byte is the same than
Check the Channel Data TLV is selected the first byte of the Channel data
TLV (i.e. 'H)
Call the ViewHandl er. get Val ueByt e( 0)
nmet hod
10 Successful copyChannelData()
The Channel Data TLV is copied
Gll into dstBuffer.
Proact i veResponseHandl er. copyChannel Dat a() The applet checks the returned
dstBuffer.length = 8 -
dstOFfset = 2 value is dstOffset + dstLength = 5.
dstLength = 3
DstBuffer is a part of Buffer.
11 Compare copied Buffer
The applet checks that bytes from 2
Check dstBuffer. to 4 of dstBuffer contain the first 3
bytes of channel data TLV from the
TERMINAL RESPONSE.
12 Successful copyChannelData()
2- The Channel Data TLV is copied
1- Initialise dstBuffer to [00, 01.] into dstBuffer.
2- Call .
Proact i veResponseHandl er . copyChannel Dat a() The returned value is dstOffset +
dstBuffer.length = 8 dstLength = 5.
dstOffset = 2
dstLength = 3
DstBuffer is a part of buffer.
13 Compare copied Buffer
The applet checks that only bytes
Check dstBuffer. from 2 to 4 of dstBuffer have been
updated with the first 3 bytes of
channel data TLV from the
TERMINAL RESPONSE.
14 Successful copyChannelData(), with 2 TLV 1- RECEIVE DATA
. proactive command is
1- call init() method for the RECEIVE DATA|3._ the first Channel Data TLVis  [fetched
g;f’f‘:ts'e‘ég( ;ogﬁﬂga copied into dstBuffer.
' The returned value is TERMINAL RESPONSE
2. call dstOffset+dstLength =0x06 with two Channel data TLV
Proact i veResponseHandl er . copyChannel Dat a() element
with dstLength lower than the value field 1St TLV : 6 bytes available =
of the available TLV. 'Hello3'
dstBuffer.length = 8 2" TLV : 6 bytes available =
dstOffset = 0 |He”O4|
dstLength = 6
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15 Compare copied Buffer
Check that dstBuffer contains the
Check dstBuffer. first Channel Data TLV from the
TERMINAL RESPONSE.

6.2.8.22.4 Test Coverage
CRR number Test case number

N1 7,10,12,14
N2 14

N3 9

N4 8,11, 13,15
Pl 1

P2 2,3

P3 4

P4 5

C1 6

6.2.9 Class ToolkitRegistry

6.2.9.1 Method allocateTimer
Test Area Reference: API_2 TKR_ATIM

6.2.9.1.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public byte allocateTinmer()
t hrows Tool ki t Exception

6.2.9.1.1.1 Normal execution
¢ CRRNZ1: the returned timer identifier shall be between 01 and 08 inclusive.
e CRRNZ2: the returned timer identifier shall be different from a previously allocated but not released one.

e CRRN3: The SIM Toolkit Framework shall trigger the applet when receiving an ENVELOPE(TIMER
EXPIRATION) command for the allocated timer.

e CRRN4: A call toiseventSet() method for EVENT_TIMER_EXPIRATION should return true if the applet has
at least one timer allocated.

6.2.9.1.1.2 Parameters error

No reguirements.

6.2.9.1.1.3 Context errors
e CRRC1: shall throw a ToolkitException with reason NO_TIMER_AVAILABLE if all the timers are alocated.

e CRRC2: Shall throw a ToolkitException with reason NO_TIMER_AVAILABLE if the maximum number of
timers have been allocated to this applet according to installation parameter.

6.2.9.1.2 Test suite files
Test Script: API_2 TKR_ATIM_1.scr
Test Applet: API_2 TKR_ATIM_ljava

API_2 TKR_ATIM 2java

APl_2 TKR_ATIM_3java

ETSI



3GPP TS 51.013 version 15.1.0 Release 15 250 ETSI TS 151 013 V15.1.0 (2020-11)

e |nstallation parameters:
o For thistest procedure the non-volatile memory of each instance is 200 (Hexa).
e The maximum timer parameter value is as follows for each applet:
- appletl (API_2 TKR_ATIM_1): 8 timers
- applet2 (API_2 TKR_ATIM_2): 4 timers
- applet3 (API_2 TKR_ATIM_3): O timer
Load Script: APl _2 TKR_ATIM_1.dr

e Theload script installs the 6 instances.

Cleanup Script: APl 2 TKR_ATIM 1.clr
Parameter File: APl_2 TKR_ATIM_1.par
6.2.9.1.3 Test procedure
Id Description API Expectation APDU Expectation
1 Allocates up to 8 timers No exception shall be thrown.
(appletl) Timer ID returned shall be between
. ) 01 and 08 inclusive. It shall be
8 * allocateTimer(). different after each call.
2 Allocate timers more than the maximum Shall throw a ToolkitException with
(appletl) reason NO_TIMER_AVAILABLE.
The appletl allocates 1 nore tiner.
3 Check applet is Triggered by
ENVELOPE(T'MER_EXP'RAT'ON) command Shall trigger each time an
(appletl) , ENVELOPE(TIMER EXPIRATION)
Send ENVELOPE(TI MER EXPI RATION) with all is sent to the SIM. for Timer ID =
timers id (not in an increase order). '01't0108'
Calls releaseTimer(id) each time a timer
expires.
4 Allocate up to 4 timers
(applet2) No exception shall be thrown. Each
. ) time, the returned timer identifier
4 * allocateTiner(). shall be between '01' and '08'
inclusive. It shall be different after
each call.
5 Allocate timers more than the maximum Shall throw a ToolkitException with
(applet3) reason NO_TIMER_AVAILABLE.
The applet3 allocates 1 nore tiner.
6.2.9.14 Test Coverage
CRR number Test case number
N1 1,4
N2 1,4
N3 3
N4 1
C1 2
Cc2 5
6.2.9.2 Method changeMenuEntry

Test AreaReference: API_2 TKR_CMETB_BSSBZBS
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6.2.9.2.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void changeMenuEntry(byte id,

byte[] menuEntry,
short of fset,
short |ength,
byt e next Acti on,
bool ean hel pSupport ed,
byte iconQualifier,
short iconldentifier)
throws java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

6.2.9.2.1.1 Normal execution

CRRN1: The SIM Toolkit Framework shall dynamically update the menu stored in the ME by issuing a SET UP
MENU proactive command.The later will reflect the changes done for the entry. The SIM Toolkit Framework
shall use the data of the EF sumefile in order to build the SET UP MENU command.

CRRN2: The default state of the changed menu entry is 'enabled'.

CRRN3: acall to isEventSet() method on EVENT_MENU_SELECTION shall return true before and after the
call.

CRRN4: if helpSupported was true then a call to isEventSet() method on
EVENT_MENU_SELECTION_HELP_REQUEST event shall return true.

CRRNS5: if helpSupported was true then after the completion of the SETUP MENU command, if an
ENVELOPE(MENU_SELECTION_HELP_REQUEST) command is received by the SIM for this entry, then the
SIM Toolkit framework shall trigger the applet.

CRRNE: if help supported was true, the SIM Toolkit Framework shall issue a SETUP MENU command with
command qualifier ='80'

CRRNY7: if helpSupported was false and if no entries is supporting help then a call to isEventSet() method on
EVENT_MENU_SELECTION_HELP_REQUEST event shall return false.

CRRNS: if helpSupported was false and if no entries is supporting help then after the completion of the SETUP
MENU command, if an ENVELOPE(MENU_SELECTION_HELP_REQUEST) command is received by the
SIM, then the SIM Toolkit framework shall not trigger the applet.

CRRN9: The SIM Toolkit Framework shall supply inthe SET UP MENU command with the icon identifier
provided in the icon identifier list within theitem icon identifier list Simple TLV if all the applets registered to
the EVENT_MENU_SELECTION provideit.

CRRN10: The SIM Toolkit Framework shall set in the SET UP MENU command with the Icon list qualifier
transmitted to the ME as 'icon is not self explanatory' if one of the applet registered prefers this qualifier.

CRRN11: If Next Action Indicator was different from '00', the SIM Toolkit Framework shall issue a SETUP
MENU proactive command containing an Items Next Action Indicator simple TLV with the comprehension flag
set to 0 asdefined in 3GPP TS 51.014 [16].

6.2.9.2.1.2 Parameters error

CRRP1.: shall throw java.lang.NullPointerException - if menuEntry is null

CRRP2: Shall throw java.lang.Arrayl ndexOutOf BoundsException - if offset would cause access outside array
bounds

CRRP3: Shall throw javalang.Arrayl ndexOutOfBoundsException - if length would cause access outside array
bounds
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e CRRP4: Shall throw javalang.Arrayl ndexOutOfBoundsException - if both offset and length would cause access
outside array bounds

6.2.9.2.1.3 Context errors

e CRRC1: shall throw a ToolkitException with MENU_ENTRY_NOT_FOUND reason if the Menu Identifier
isn't associated to the calling applet instance.

e CRRC2: Shall throw ALLOWED LENGTH_EXCEEDED if the menu entry string is bigger than the allocated
space.

6.2.9.2.2 Test suite files
Additional requirements for the GSM personalization:

- content of EF assume shall be:

e Title Alphaldentifier: "TOOLKIT TEST"
Test Script: APl_2 TKR_CMETB_BBSSBZBS 1.scr
Test Applet: API_2 TKR_CMETB_BBSSBZBS 1.java

- entry '01'is"Initl"
- entry '02 is"Init2"
e |nstallation parameter:
Same as default applet but with:
- Maximum text length for amenu entry: 15
- Maximum number of menu entries: 2

- Position/ Identifier for each menu entry: '01'/'01','02/'02'

Load Script: API_2 TKR_CMETB_BBSSBZBS 1.Idr
Cleanup Script: API_2 TKR_CMETB_BBSSBZBS 1.cIr
Parameter File: APlI_2 TKR_CMETB_BBSSBZBS 1.par
6.2.9.2.3 Test procedure
Id Description API Expectation APDU Expectation

1 | Applet changes the entry's title by menuEntry
buffer, with a greater length than the initial
length

1- ChangeMenuEntry()w th paraneters:

Id ='02
MenuEntry = "UseAl | Buffer"” 1- No exception shall be thrown.
Ofset = 0

Length = nenuEntry. |l ength
Next Action = 0

Hel pSupported = fal se
|coﬁ@gﬂfi er = 0 3- Shall return false.

Iconldentifier = 0.

2- Shall return true.

2- i sEvent Set (EVENT_MENU_SELECTI ON) . The SIM shall issue a

3- SETUP MENU proactive
i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R command which contains
EQUEST) . the new text for entry ID
'02'.
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Description

APl Expectation

APDU Expectation

Changing the title with part of menuEntry
buffer

1- changeMenuEntry()w th paraneters:

Id ='01
MenuEntry = "UsePart Of Buf fer"
Ofset =3
Length = 12
Next Action = 0
Hel pSupport ed
I conQualifier

I conldentifier

fal se
0
= 0.

2-  isEvent Set (EVENT_MENU_SELECTI ON) .

3_
i sEvent Set ( EVENT_MENU_SELECTI ON_HELP_R
EQUEST)

1- No exception shall be thrown.
2- Shall return true.

3- Shall return false.

The SIM shall issue a
SETUP MENU proactive
command which contains
the new text for entry 1D
‘01"

Length =0

1- changeMenuEntry() for entry '01' and
entry '02', with paraneters:

Id ="'01'/'02
MenuEntry = "Lengt hEqual sO"
Ofset =0
Length = 0
Next Action = 0
Hel pSupport ed
I conQualifier

I conldentifier

fal se
0
= 0.

2-  isEvent Set (EVENT_MENU_SELECTI QN) .

3_
i sEvent Set ( EVENT_MENU_SELECTI ON_HELP_R
EQUEST) .

1- No exception shall be thrown.
2- Shall return true.

3- Shall return false.

The SIM shall issue a
SETUP MENU proactive
command which contains
for entry '01'and entry '02',
no text part.

Setting a next action indicator !=0

1- changeMenuEntry()w th paraneters:

ld ="'02

MenuEntry = "Next Acti onl ndi c"
Ofset =0

Length = menuEntry. | ength

Next Action = '10" (SETUP CALL)
Hel pSupported = fal se
lconQualifier =0
Iconldentifier =0

2-  isEvent Set (EVENT_MENU_SELECTI QN) .

3-

i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R
EQUEST) .
4- changeMenuEntry()wi th paraneters:

Id ='02'

MenuEntry = "Next Acti onl ndi c"
Ofset =0

Length = menuEntry. | ength

Next Action = '10" (SETUP CALL)
Hel pSupported = true
lconQualifier =0
Iconldentifier =0

1- No exception shall be thrown.
2- Shall return true.
3- Shall return false.

The SIM shall issue a
SETUP MENU proactive
command which contains an
Iltems Next Action Indicator
list and which contains a
command qualifier '80'".
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Description

APl Expectation

APDU Expectation

Checking applet is triggered by a
MENU_SELECTION_HELP_REQUEST

Send ENVELOPE( MENU_SELECTI ON_HELP_REQUEST)
with I[temldentifier ="'02

Applet is trigged by a

MENU_SELECTION_HELP_REQU
EST and the Item Identifier is 02

help supported=true

1- changeMenuEntry()w th paraneters:

Id ='01

MenuEntry = "Hel pSupport ed"
Ofset =0

Length = nenuEntry. |l ength
Next Action = 0

Hel pSupported = true
lconQualifier =0

I conldentifier =0

2- i sEvent Set ( EVENT_MENU_SELECTI ON) .
3-

i sEvent Set ( EVENT_MENU_SELECTI ON_HELP_R
EQUEST) .

1- No exception shall be thrown.

2- Shall return true.

3- Shall return true.

The SIM shall issue a
SETUP MENU proactive
command which contains a
command qualifier '80'".

Checking applet is triggered by a
MENU_SELECTION_HELP_REQUEST

Send ENVELOPE( MENU_SELECTI ON_HELP_REQUEST)
with I[temldentifier = "'01'

Applet is trigged by a

MENU_SELECTION_HELP_REQU
EST and the Item Identifier is 01

Setting icons, help supported = false

1- changeMenuEntry() for entries
'01','02', with paraneters:

ld ="01/"'02

MenuEntry = "lconQualifier"
Ofset =0

Length = menuEntry. | ength
Next Action = 0

Hel pSupported = fal se
lconQualifier = '01'
lconldentifier ='02" / 'Ol

2-  isEvent Set (EVENT_MENU_SELECTI QN) .
3-

i sEvent Set ( EVENT_MENU_SELECTI ON_HELP_R
EQUEST) .

1- No exception shall be thrown.

2- Shall return true.

3- Shall return false.

The SIM shall issue a
SETUP MENU proactive
command which contains an
Icon Identifier List.

MenuEntry is disabled
1- disabl eMenuEntry('01').
2-  changeMenuEntry()w th paraneters:

ld ="'01

MenuEntry = "Enabl eEntry"
Offset =0

Length = nenuEntry. |l ength
Next Action = 0

Hel pSupport ed fal se

I conQualifier 0

I conldentifier =0

3- i sEvent Set (EVENT_MENU_SELECTI ON) .

4-
i sEvent Set ( EVENT_MENU_SELECTI ON_HELP_R
EQUEST) .

1- No exception shall be thrown.

2- No exception shall be thrown.

3- Shall return true.

4- Shall return false.

The SIM shall issue a
SETUP MENU proactive
command which contains
the entry. Without Icon
identifier List Simple TLV
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Id Description API Expectation APDU Expectation
10 MenuEntry is null
changeMenuEntry()w t h: Shall throw . .
MenuEntry = NULL java.lang.NullPointerException.
11 | Offset causes access outside array bounds
Id ='01
MenuEntry = "Viol ation" Shall throw
S?LZ?L z genuEntry. length +1 java.lang.ArraylndexOutOfBoundsE
Next Action = O xception.
Hel pSupported = fal se
lconQualifier =0
lconldentifier =0
12 |Big Offset causes access outside array bounds
Id ="'01
gE?UEFt r_yzzs" Vi ol ati on" Shall throw
Leanh _ 1 java.lang.ArraylndexOutOfBoundsE
Next Action = O xception.
Hel pSupported = fal se
lconQualifier =0
Iconldentifier =0
13 | Offset < 0 causes access outside array bounds
Id ="'01
gb?uE{]t r_y_i "Viol ation" Shall throw
Leanh _ 1 java.lang.ArraylndexOutOfBoundsE
Next Action = 0 xception.
Hel pSupported = fal se
lconQualifier =0
Iconldentifier =0
14 | Length causes access outside array bounds
Id ='01
MenuEntry = "Viol ation" Shall throw
Offset =0 java.lang.ArraylndexOutOfBoundsE
Length = MenuEntry.length + 1 xception.
Next Action = 0
Hel pSupported = fal se
lconQualifier =0
I conldentifier = 0.
15 Length <0 causes access outside array
bounds
Id ='01
(l\;b?uEnt r_yO: "Viol ation" Shall throw
LenZteL - java.lang.ArraylndexOutOfBoundsE
Next Action = 0 xception.
Hel pSupported = fal se
lconQualifier =0
I conldentifier = 0.
16 | Both offset and length causes access outside

array bounds

ld ="'01
MenuEntry = "Viol ation"
Ofset € [1, MenuEntry.length]

Length = MenuEntry. |l ength
Next Action = 1
Hel pSupport ed f
lconQualifier 0
I conldentifier =0

al se

Shall throw
java.lang.ArraylndexOutOfBoundsE
xception.
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Id Description APl Expectation APDU Expectation
17 Invalid ID used

Id ="'00 _

gfe?gg?t r:yoz contains text, = null Shall throw a ToolkitException with

Length = nenuEntry.length < 16 MENU_ENTRY_NOT_FOUND

Next Action = 0 reason code.

Hel pSupported = fal se
lconQualifier =0
Iconldentifier = 0

18

ID isn't allocated to a menu entry of this applet
instance

Id = '0A

MenuEntry = contains text, != null

Offset =0

Length = nenuEntry.length < 16
Next Action = 0

Hel pSupport ed fal se

I conQualifier 0

I conldentifier =0

Shall throw a ToolkitException with

reason code:

MENU_ENTRY_NOT_FOUND.

19

The text is bigger than the allocated space
ld ="'02
MenuEntry = contains text, != null
Offset =0
Length = nmenuEntry.length > 15
Next Action = 0
Hel pSupported = fal se
lconQualifier =0
lconldentifier =0

Shall throw a ToolkitException with

reason code:

ALLOWED_LENGTH_EXCEEDED.

20

With a smaller text length than the initial length

1. changeMenuEntry()w th paraneters:

Id ='02

MenuEntry = "Init"

Ofset =0

Length = nenuEntry. |l ength
Next Action = 0

Hel pSupported = fal se
lconQualifier =0

lconldentifier = 0
2. isEvent Set (EVENT_MENU_SELECTI ON)
3.

i sEvent Set ( EVENT_MENU_SELECTI ON_HELP_R
EQUEST)

1. No exception shall be thrown.

2. Shall return true.

3.  Shall return false.

The SIM shall issue a
SETUP MENU proactive
command which contains
the new text for entry 1D
'02'".

6.2.9.24

Test Coverage

CRR number Test case number
N1 1,2,3,4,6,8,9,20
N2 9
N3 1,2,3,4,6,8,9,20
N4 6
N5 7,5
N6 6
N7 1,2,3,4,8,9,20
N8 Checked in framework tests: FWK_APT EMSH
N9 8,9
N10 8
N11 4
P1 10
P2 11,12,13
P3 14, 15
P4 16
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CRR number Test case number
Cil 17,18
C2 19
6.2.9.3 Method clearEvent

Test Area Reference: API_2 TKR_CEVTB

6.2.9.3.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void clearEvent(byte event)
t hrows Tool ki t Excepti on,
javacard. framewor k. Tr ansact i onExcepti on

6.2.9.3.1.1 Normal execution
e CRRNZ1: A call toisEventSet() method for a cleared event should return false after a call to clearEvent.

e CRRNZ2: The SIM Toolkit Framework shall not trigger the applet on the occurrence of the cleared event
anymore.

e CRRNS3: if event wasEVENT_CALL_CONTROL_BY_SIM and after the call, no applet isregistered to it, The
SIM Toolkit Framework shall allow an applet to register to this event.

e CRRN4: if event wasEVENT_CALL_CONTROL_BY_SIM and one applet is still registered to these event, The
SIM Toolkit Framework shall not allow an applet to register to this event.

e CRRNS5: if event wasEVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM and after the call, no applet is
registered to it, The SIM Toolkit Framework shall allow an applet to register to this event.

e CRRNG: if event wasEVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM and one applet is still
registered to these event, The SIM Toolkit Framework shall not allow an applet to set this event.

6.2.9.3.1.2 Parameters error

¢ CRRP1: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was
EVENT_MENU_SELECTION.

o CRRP2: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was
EVENT_MENU_SELECTION_HELP_REQUEST.

e CRRP3: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was
EVENT_TIMER_EXPIRATION.

e CRRP4: Shall throw a Toolkit Exception with reason EVENT_NOT_ALLOWED if event was
EVENT_STATUS_COMMAND.

6.2.9.3.1.3 Context errors
e CRRC1: shall throw javacard.framework.TransactionException - if the operation would cause the commit
capacity to be exceeded.
6.2.9.3.2 Test suite files
Test Script: APlI_2 TKR CEVTB_1.scr
Test Applet: APl_2 TKR_CEVTB_ljava

e Asdefault but applet registers to an event list which contains al defined eventsin 3GPP TS 43.019 [7]
excepted those that are not allowed or supported by setEvent().
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Load Script: APlI_2 TKR_CEVTB_ 1.ldr
Cleanup script: APl 2 TKR CEVTB_ 1l.clr
Parameter File: APl_2 TKR_CEVTB_1.par
6.2.9.3.3 Test procedure
Id Description API Expectation APDU Expectation
1 Clear ALLOWED unregistered events

For events ranging from-1, 1 to 24 and 1- No exception is thrown each
127* excepted those that aren't allowed

(7, 8, 11, 19), the applet calls: time.
1- clearEvent() nethod 2- Shall return false each time.
2- isEventSet() nethod
2 Clear registered events
1- For each ALLOWED and SUPPORTED event
(-1, 1 to 24 and 127)* excepted those that
aren't allowed (7, 8, 11, 19), the applet .
call's setEvent() method. 1- No exception shall be thrown.

2-  For each ALLOAED and SUPPORTED event 2.1- No exception shall be thrown.
(-1, 1 to 24 and 127)* excepted those that
aren't allowed (7, 8, 11, 19), the applet |55 Shall return false
cal | s: ' '
2.1- clearEvent() method
2.2- isEventSet() nethod

3 Clearing NOT ALLOWED events

For each event anong:
EVENT_NMENU_SELECTI ON,

EVENT_MENU_SELECTI ON_HELP_REQUEST, 1- Each time, clearEvent shall
EVENT_TI MER_EXPI RATI ON, throw a ToolkitException with
EVENT_STATUS_COVVAND reason EVENT_NOT_ALLOWED.
1- The applet calls clearEvent(event)
net hod.

4 Checking applet isn't triggered by an

ENVELOPE(SMS-PP DOWNLOAD) command ) .
Applet is not trigged by an

1 - reset and initialise the card ENVELOPE(SMS-PP
2 - An ENVELOPE( SMS- PP DONNLOAD) is sent DOWNLOAD) command
with a TAR referencing applet.

NOTE: Although the method clearEvent is defined for arange from —128 to 127 only the allowed events are
tested here, because the range from -128 to —2 is reserved for propriatary usein TS 43.019 [7] chapter 6.2
and the range from 25 to 126 is omitted for compatibility with future releases of TS 43.019 [7]

6.2.9.3.4 Test Coverage
CRR number Test case number

N1 1,2

N2 4

N3 Framework
N4 Framework
N5 Framework
N6 Framework
P1 3

P2 3

P3 3

P4 3
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| [ | not testable |

6.2.9.4 Method disableMenuEntry

Test Area Reference: API_2 TKR_DMETB

6.2.9.4.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void di sabl eMenuEntry(byte id)
throws Tool ki t Excepti on

6.29.4.1.1 Normal execution

e CRRN1: A call toisEventSet() method on EVENT_MENU_SELECTION shall return the same result before and
after the call to disableMenuEntry() method.

e CRRN2: A call toisEventSet() method on EVENT_MENU_SELECTION_HELP REQUEST shall return the
same result before and after the call to disableMenuEntry() method.

o CRRN3: After invocation of this method the SIM Toolkit Framework shall dynamically update the menu stored
inthe ME .

e CRRN4: After invocation of this method, if there is no more enabled menu entries then the SIM Toolkit
framework shall issue a SETUP MENU proactive command containing Item Data Object for [tem 1 TLV witha
length of zero and no value part.

6.2.9.4.1.2 Parameters error

No requirements.

6.2.9.4.1.3 Context errors
e CRRC1: shall throw a ToolkitException with reason = ENTRY_NOT_FOUND if the menu entry doesn't exist
for this applet
6.2.9.4.2 Test suite files

Additional requirements for the GSM personalization:
- content of EF sume shall be:

e Title Alphaldentifier: "TOOLKIT TEST"
Test Script: APl_2 TKR DMETB_1.scr
Test Applet: APl_2 TKR_DMETB_ljava

e |nstallation parameter:

Same as default applet but with:

- Maximum text length for amenu entry: 15

- Maximum number of menu entries: 2

- Position/ Identifier for each menu entry: '01'/'01', '02'/'02'
Load Script: APl 2 TKR_DMETB_1.ldr
Cleanup script: APl 2 TKR DMETB_1.clr
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Parameter File: APl_2 TKR_DMETB_1.par

6.2.9.4.3 Test procedure
Id Description API Expectation APDU Expectation
1 Check the menu state before
disabling a previously enabled entry
not registered to 1- The SIM shall issue a
EVENT_MENU_SELECTION_HELP_REQUEST SET UP MENU proactive
;' .reéet and i Ei\,tEL,?-' :\/El?l thELEarld 1- Shall return true ;?]g]-rgg?d with entry ‘01
3 I sBvent Set ( —MENU_SELECTI ON) 2- Shall return false
i sEvent Set ( EVENT_MENU_SELECTI ON_HELP_R
EQUEST)
2 Check the menu state after
disabling a previously enabled entry
not registered to
EVENT_MENU_SELECTION_HELP_REQUEST
1-  disabl eMenuEntry(’ 01') 1- No exception shall be thrown i
; - |3- The SIM shall issue a
2- i sEvent Set ( EVENT_MENU_SELECTI
3. ( - - N 2- Shall return true. SET UP MENU proactive
i sEvent Set (EVENT MENU_SELECTI ON_HELP_R|3- Shall return false. command with entry '02"
EQUEST) only.
3 Check the menu before
disabling a previously enabled entry
registered to
EVENT_MENU_SELECTION_HELP_REQUEST
1- change Menu Entry '02' to indicate
hel p supported .
2. i sEvent Set ( EVENT_MENU_SELECTI ON) 3- The SIM shall issue a
3- 2- Shall return true SET UP MENU proactive
i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R|3- Shall return true command with entry ‘02",
EQUEST) indicating help supported.
4 Check the menu after
disabling a previously enabled entry
registered to
EVENT_MENU_SELECTION_HELP_REQUEST
1- disabl eMenuEntry(’ 02) 1- No exception shall be thrown :
; - |3- The SIM shall issue a
2- i sEvent Set ( EVENT_MENU_SELECTI
3. ( - o 2- Shall return true. SET UP MENU proactive
i sEvent Set ( EVENT_MENU_SELECTI ON_HELP_R|3- Shall return true. command with 15t ltem TLV
EQUEST) with a length of 0.
5 Disabling invalid entries
For 1D aalngi ng fLom ' OIO' to | IFF' except  |Each time a Toolkit Exception with
01' and "02', the applet calls MENU_ENTRY_NOT_FOUND
di sabl eMenuEntry(1 D) nethod.
reason code shall be thrown.
6.2.9.4.4 Test Coverage
CRR number Test case number
N1 1,2,3,4
N2 1,2,3,4
N3 2,4
N4 4
C1 5
6.2.9.5 Method enableMenuEntry
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Test AreaReference: API_2 TKR_EMETB

6.2.9.5.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void enabl eMenuEntry(byte id)
t hrows Tool ki t Exception

6.295.1.1 Normal execution

e CRRNZ1: A call to isEventSet() method on EVENT_MENU_SELECTION shall return the same result before and
after the call to enableMenuEntry() method.

e CRRN2: A call toisEventSet() method on EVENT_MENU_SELECTION_HELP_REQUEST shall return the
same result before and after the call to enableM enuEntry() method.

e CRRN3:The SIM Toolkit Framework shall dynamically issue a SETUP MENU proactive command which does
containan ITEM SIMPLE TLV object for this entry.

6.2.9.5.1.2 Parameters error

No requirements.

6.2.9.5.1.3 Context errors

e CRRC1.: shall throw a ToolkitException with reason = MENU_ENTRY_NOT_FOUND if the menu entry
doesn't exist for this applet

6.2.9.5.2 Test suite files
Additional requirements for the GSM personalization:
- content of EF sume shall be:
e Title Alphaldentifier: "TOOLKIT TEST"
Test Script: APl_2 TKR_EMETB_L.scr
Test Applet: APl_2 TKR_EMETB_ljava
e |nstallation parameter:
Same as default applet but with:
- Maximum text length for amenu entry: 15
- Maximum number of menu entries: 2

- Position/ Identifier for each menu entry: '01'/'01', '02'/'02'

Load Script: APlI_2 TKR_ EMETB_1.ldr
Cleanup script: APl 2 TKR_EMETB_1l.clr
Parameter File: API_2 TKR_EMETB_1.par
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6.2.9.5.3 Test procedure
Id Description API Expectation APDU Expectation
1 Check menu state before
enabling a previously disabled entry
not registered to
EVENT_MENU_SELECTION_HELP_REQUEST
L isE EVENT MENU SELECTI 1- Shall return true
> I sEvent Set ( ~MVENU_SELECTI ON) 2- Shall return false 3- The SIM shall issue a
i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R|S NO exception shall be thrown.  |SET Up MENU proactive
EQUEST) command with entry '02'
3- disabl eMenuEntry(' 01') only.
2 Check menu state after
enabling a previously disabled entry
not registered to
EVENT_MENU_SELECTION_HELP REQUEST
1- enabl eMenuEntry(' 01') 1- No exception shall be thrown i
; + |3- The SIM shall issue a
2- i sEvent Set ( EVENT_MENU_SELECTI
3 ( - o 2- Shall return true. SET UP MENU proactive
i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R|3- Shall return faise. command with entry ‘01"
EQUEST) and '02'.
3 Check menu state before
enabling a previously enabled entry
registered to
EVENT_MENU_SELECTION_HELP_REQUEST
1- change Menu Entry '02' to indicate
hel p support ed 4- The SIM shall issue a
g: | sBvent Set ( EVENT_MENU_SELECTI ON 2- Shall return true SET UP MENU proactive
i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R|3- Shall return true command with entry '01".
EQUEST) B B B " |4- No exception shall be thrown  |The help information
4- disabl eMenuEntry(' 02') available flag.is not verified
4 Check menu state after
enabling a previously enabled entry
registered to
EVENT_MENU_SELECTION_HELP REQUEST
3- The SIM shall issue a
1- enabl eMenuEntry(" 02'). 1- No exception shall be thrown i
: - |SET UP MENU proactive
2- i sEvent Set ( EVENT_MENU_SELECTI
3. ( - - ™ 2- Shall return true. command with entries '01"
i sEvent Set (EVENT_MENU_SELECTI oN_HELP_R|3- Shall return true. and '02' indicating help
EQUEST) supported.
5 Enabling invalid entries
For ID ranging from'00' to 'FF except Each time a Toolkit Exception with
'01' and '02', the applet calls MENU ENTRY NOT FOUND
enabl eMenuEntry(1 D) net hod. - - -
reason code shall be thrown.
6.2.9.54 Test Coverage
CRR number Test case number
N1 1,2,3,4
N2 1,2,3,4
N3 1,2,3,4
C1 5
6.2.9.6 Method getEntry

Test Area Reference: API_2 TKR_GETY
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6.2.9.6.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public static Tool kitRegistry getEntry()
throws Tool ki t Excepti on

6.2.9.6.1.1 Normal execution
o CRRNI1: returns areference to the applet ToolkitRegistry object of the calling applet.

e CRRNZ2: Each successive call to getEntry() method shall return the same object.

6.2.9.6.1.2 Parameters error

No reguirements.

6.2.9.6.1.3 Context errors

No reguirements.

6.2.9.6.2 Test suite files
Test Script: API_2 TKR_GETY_1.scr
Test Applet: API_2 TKR_GETY_ljava
Load Script: APl 2 TKR GETY_1.ldr
Cleanup script: APlI_2 TKR_GETY_1.clr
Parameter File: APl_2 TKR_GETY_1.par
6.2.9.6.3 Test procedure
Id Description API Expectation APDU Expectation
1 Installalation Returns a not null ToolkitRegistry
instance.
In the constructor, the applet instance
calls the getEntry() method.
2 Check it returns the same entry Returns the same ToolkitRegistry

instance as for test case 1.
The applet calls the getEntry() nethod

agai n.
6.2.9.6.4 Test Coverage
CRR number Test case number
N1 1
N2 2
6.2.9.7 Method getPollinterval

Test Area Reference: API_2 TKR_GPOL

6.2.9.7.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public short getPolllnterval ()
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6.2.9.7.1.1 Normal execution

e CRRNZ1: shall return avaue between 1 and 15300 if applet isregistered to EVENT_STATUS COMMAND
event.

e CRRNZ2: shall return POLL_NO_DURATION value (0) if thetoolkit applet is not registered to
EVENT_STATUS_COMMAND event.

6.2.9.7.1.2 Parameters error

No requirements.

6.2.9.7.1.3 Context errors

No requirements.

6.2.9.7.2 Test suite files
Test Script: API_2 TKR_GPOL_1.scr
Test Applet: API_2 TKR_GPOL_1l.java
Load Script: APlI_2 TKR_GPOL_1.ldr
Cleanup script: APlI_2 TKR_GPOL_1.clr
Parameter File; APl 2 TKR_GPOL_1.par

6.2.9.7.3 Test procedure

Id Description API Expectation APDU Expectation

1 Applet isn't registered to

EVENT_STATUS_COMMAND

get Pol I I nterval (). Shall return 0.

2 Requesting max duration
1- requestPol | I nterval (15300) 1- No exception shall be thrown.
2- Reset and initialise the card 3- Shall return a value between 1
and 15300.
3- getPolllnterval ()
3 Requesting System Duration
1-
request Pol | I nt er val (POLL_SYSTEM DURATI
oN) 1- No exception shall be thrown.
3- Shall return a value between 1
2- Reset and initialise the card and 15300.

3- getPolllnterval ().

4 Requesting no Duration

1- requestPol Il nterval (POLL_NO DURATI ON)

1- No exception shall be thrown.

2- Reset and initialise the card
3- Shall return 0.

3- getPolllInterval ().
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6.2.9.74 Test Coverage
CRR number Test case number
N1 2,3
N2 1,4
6.2.9.8 Method initMenuEntry

Test AreaReference: API_2 TKR_IMET_BSSBZBS

6.2.9.8.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public byte initMenuEntry(byte[] menuEntry,
short of fset,
short | ength,
byt e next Acti on,
bool ean hel pSupport ed,
byte iconQualifier,
short iconldentifier)
throws java.l ang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

6.2.9.8.1.1 Normal execution

e CRRNZ1: The SIM Toolkit Framework shall automatically update the menu stored in the ME by issuing a
SETUP MENU proactive command.The later will reflect the changes done for the entry. The SIM Toolkit
Framework shall use the data of the EF sumefile in order to build the SET UP MENU command.

e CRRN2: acall to isEventSet() method on EVENT_MENU_SELECTION shall return true after the 1% successful
call (without an exception).

e CRRNS3: if helpSupported was true then a following call to isEventSet() method on
EVENT_MENU_SELECTION_HELP_REQUEST event shall return true..

e CRRN4: if helpSupported was true then after the completion of the SETUP MENU command, if an
ENVELOPE(MENU_SELECTION_HELP_REQUEST) command is received by the SIM for this entry, then the
SIM Toolkit framework shall trigger the applet.

e CRRNS5: if help supported was true, the SIM Toolkit Framework shall issue a SETUP MENU command with
command qualifier ='80'

e CRRNG: if helpSupported was false and there isn't any menu entry supporting help then a call to isEventSet()
method on EVENT_MENU_SELECTION_HELP_REQUEST event shall return false.

e CRRNT7: The SIM Toolkit Framework shall supply inthe SET UP MENU command with the icon identifier
provided in theicon identifier list within the item icon identifier list Simple TLV if all the applets registered to
the EVENT_MENU_SELECTION provideit.

e CRRNS: The SIM Toolkit Framework shall set inthe SET UP MENU command with the Icon list qualifier
transmitted to the ME as 'icon is hot self explanatory' if one of the applet registered prefers this qualifier.

e CRRNQ9: If Next Action Indicator was different from '00', the SIM Toolkit Framework shall issue a SETUP
MENU proactive command containing an Items Next Action Indicator simple TLV with the comprehension flag
set to 0.

e CRRN10: After the completion of the SETUP MENU command, if an ENVELOPE (MENU_SELECTION)
command is received by the SIM for thisidentifier, then the SIM Toolkit framework shall trigger the applet.

6.2.9.8.1.2 Parameters error

e CRRPZ1: Shall throw java.lang.NullPointerException - if menuEntry is null
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CRRP2: Shall throw java.lang.Arrayl ndexOutOfBoundsException - if offset would cause access outside array

bounds

CRRP3: Shall throw java.lang.ArraylndexOutOfBoundsException - if length would cause access outside array

bounds

CRRP4:Shall throw java.lang.Arrayl ndexOutOf BoundsException - if both offset and length would cause access

outside array bounds

6.2.9.8.1.3 Context errors

CRRC1: Shall throw ALLOWED_LENGTH_EXCEEDED if the menu entry string is bigger than the allocated

space

CRRC2: Shall throw REGISTRY_ERROR if the menu entry cannot be initialised (eg no more item datain

applet loading parameter)

6.2.9.8.2 Test suite files

Additional requirements for the GSM personalization:

Test Script:
Test Applet:

Load Script:
Cleanup script:

Parameter File:

content of EF sume shall be:

e Title Alphaldentifier: "TOOLKIT TEST"

o Test casetrigger:
- 1- Applet instantiation

- 2- Menu selection

- 3- Menu selection Help Supported

o Installation parameter:

Same as default applet but with:

- Maximum text length for a menu entry:

- Maximum number of menu entries:

15
6

API_2 TKR_IMET_BSSBZBS 1.scr
API_2 TKR_IMET_BSSBZBS 1ljava

- Position/ Identifier for each menu entry: '01'/'01', '02/'02', '03'/'03', '04'/'04', '05'/'05', and '06'/'06'

API_2_TKR_IMET_BSSBZBS Lldr
API_2 TKR_IMET_BSSBZBS lcir
API_2 TKR_IMET_BSSBZBS 1.par

6.2.9.8.3 Test procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to menuEntry Shall throw a
MenuEntry = NULL java.lang.NullPointerException.
2 Offset > menuEntry.length
Shall throw
MenuEntry = "Tool ki t Test" java.lang.ArraylndexOutOfBoundsE
O fset = 12 xception.
Length = 0
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Id Description APl Expectation APDU Expectation
3 Offset <0

Shall throw
MenuEntry = "Tool ki t Test" java.lang.ArraylndexOutOfBoundsE
Ofset = -1 xception.
Length = 11
4 Offset = 255
. . i Shall throw
MenuEntry = "Tool kit Test java.lang.ArraylndexOutOfBoundsE
O fset = 255 xception
Length = 11 P ’
5 Length = menuEntry.length+1
Shall throw
MenuEntry = "Tool ki t Test" java.lang.ArraylndexOutOfBoundsE
Ofset =0 xception.
Length = 12
6 Length <0
Shall throw
MenuEntry = "Tool kit Test" java.lang.ArraylndexOutOfBoundsE
O fset =0 xception.
Length = -1
7 Offset + length > menuEntry.length

MenuEntry = "Tool ki t Test"
O f set 11
Lengt h 1

Shall throw
java.lang.ArraylndexOutOfBoundsE
xception.

MenuEntry.length > size allocated at loading
for each menu entry

MenuEntry = "Tool kit Test i npossi bl e"
Ofset =0
Length = 16

ALLOWED_LENGTH_EXCEEDED
ToolkitException is thrown.

Successful call,
menuEntry is the whole buffer

1- initMenuEntry()

MenuEntry = "TOOLKI T TEST 1"
Ofset = 0
Length = 14
Next Acti on = '00'

Hel pSupport ed fal se
lconQualifier ' 00'
Iconldentifier = 0

2- i sEvent Set (EVENT_MENU_SELECTI ON)

1- No exception shall be thrown,
Shall return ID '01".

2- Shall return true.

10

Successful call,
menuEntry part of a buffer

1- initMenuEntry()

MenuEntry = "1234567TOOLKI T TEST 2"
Ofset =7

Length = 14

Next Action = ' 00

Hel pSupported =
lconQualifier
lconldentifier = 0

o
o
Q

2 -
i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R
EQUEST)

1- No exception shall be
thrown,Shall return ID '02'.
2- Shall return false.
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Id

Description

APl Expectation

APDU Expectation

11

Successful call,
menuEntry with help supported

1- initMenuEntry()

MenuEntry = "TOOLKI T TEST 3"
Ofset =0

Length = 14

Next Action = ' 00
Hel pSupported =t
lconQualifier ="
I conldentifier

rue
00’
=0
2-

i sEvent Set (EVENT_MENU_SELECTI ON_HELP_R
EQUEST)

1- No exception shall be thrown,
Shall return ID '03'
2- Shall return true.

12

Successful call,
menuEntry with an Icon

MenuEntry = "TOOLKI T TEST 4"
Ofset =0

Length = 14

Next Action = '00'

Hel pSupported = fal se
lconQualifier = "'01'
expl anat ory]
Iconldentifier = 1

[icon not self

1- No exception shall be thrown.
2- Shall return ID '04'

13

Successful call,
menuEntry with a next action indication

MenuEntry = "TOOLKIT TEST 5"
Ofset = 0
Length = 14

Next Action = '24'
Hel pSupported = fal se
lconQualifier ' 00
lconldentifier =0

[Sel ect Iteni

1- No exception shall be thrown.
2- Shall return ID '05'

14

Successful call,
length =0

i nitMenuEntry()

MenuEntry = "Tool ki t Test"
Ofset =0

Length = 0

Next Action = '00'

Hel pSupported = fal se
lconQualifier ' 00
lconldentifier =0

No exception shall be thrown,Shall
return ID '06'".

15

Initialise more entry than allocated at loading

MenuEntry = "Tool kit Test"
O f set

0
Lengt h 11

REGISTRY_ERROR
ToolkitException is thrown.
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Id Description

APl Expectation

APDU Expectation

16 |Dynamic update of the menu stored by the ME

Card shall Send a
SetUpMenu Proactive
command:

Fetch [CommandQualifier]=help

supported
[Alphald]="TOOLKIT TEST"
[ltemld=1] = "TOOLKIT
TEST 1"
[ltemld=2] = "TOOLKIT
TEST 2"
[ltemld=3] = "TOOLKIT
TEST 3"
[ltemld=4] = "TOOLKIT
TEST 4"
[ltemld=5] = "TOOLKIT
TEST 5"
[Itemld=6] = ™"
[ltemsNextAction]=0600000
0002400

17 Check Applet is triggered by

ENVELOPE(MENU_SELECTION) command

Menu Entry ID = '01'

Applet is trigged by an
ENVELOPE(MENU_SELECTION)
command & Menu Entry ID ='01'

18 Check Applet is triggered by
ENVELOPE(MENU_SELECTION) command

Menu Entry ID = '02'

Applet is trigged by an
ENVELOPE(MENU_SELECTION)
command & Menu Entry ID = '02'

19 Check Applet is triggered by
ENVELOPE(MENU_SELECTION) command

Menu Entry ID = ' 03

Applet is trigged by an
ENVELOPE(MENU_SELECTION)
command & Menu Entry ID = '03'

20 Check Applet is triggered by
ENVELOPE(MENU_SELECTION) command

Menu Entry ID = ' 04"

Applet is trigged by an
ENVELOPE(MENU_SELECTION)
command & Menu Entry ID = '04'

21 Check Applet is triggered by
ENVELOPE(MENU_SELECTION) command

Menu Entry ID = ' 05

Applet is trigged by an
ENVELOPE(MENU_SELECTION)
command & Menu Entry ID = '05'

22 |Check Applet is triggered by ENVELOPE
(MENU_SELECTION_HELP_REQUEST)
command

Menu Entry ID = '03'

Applet is trigged by an
ENVELOPE(MENU_SELECTION_
HELP_REQUEST) command &
Menu Entry ID ='03'

23 Check Applet is triggered by
ENVELOPE(MENU_SELECTION) command

Menu Entry ID = '06'

Applet is trigged by an
ENVELOPE(MENU_SELECTION)
command & Menu Entry ID = '06"'

6.2.9.8.4 Test Coverage
CRR number Test case number
N1 16
N2 9
N3 11
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CRR number Test case number
N4 22
N5 11, 16
N6 10
N7 12,16
N8 12,16
N9 13,16
N10 9,10, 11, 12,13, 14, 17, 18, 19, 20, 21, 23
P1 1
P2 2,3,4
P3 5,6
P4 7
C1 8
C2 14

6.2.9.9 Method isEventSet

Test Area Reference: API_2 TKR_IEVSB

6.2.9.9.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

publ i c bool ean i sEvent Set (byte event)

6.29.9.1.1 Normal execution

e CRRNZ1: shall return trueif the event is set in the Toolkit Registry for the applet.

e CRRNZ2: shall return falseif the event isn't set in the Toolkit Registry for the applet.

6.2.9.9.1.2 Parameters error

No reguirements.

6.2.9.9.1.3 Context errors

No reguirements.

6.2.9.9.2 Test suite files
Test Script: APl 2 TKR IEVSB_1.scr
Test Applet: API_2 TKR_IEVSB_1java

APl _2 TKR_IEVSB 2java
e |nstallation parameter:
Same as default applet but with:
- Maximum text length for amenu entry: 15

- Maximum number of menu entries: 1

- Position/ Identifier for each menu entry: '01'/'01'

- Maximum number of timers: 1
Load Script: API_2 TKR_IEVSB_1.ldr
Cleanup script: APlI_2 TKR_IEVSB_ 1.cIr
Parameter File: APl_2 TKR_IEVSB_1.par
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6.2.9.9.3 Test procedure
Id Description API Expectation APDU Expectation
1 Install Appletl only registered to

EVENT FORMATTED_SMS_PP_ENV and
EVENT_MENU_SELECTION

Test that events aren't set )
Shall return false each time.
Appl et calls isEventSet() for each event
ranging from-1, 1 to 24 and 127* excepted
EVENT_FORMATTED SMS_PP_ENV (2) and
EVENT_MENU_SELECTI ON (7).

2 For EVENT_FORMATTED_SMS_PP_ENV

i sEvent Set ( EVENT_FORMATTED_SMS_PP_ENV) Shall return true.
3 For EVENT_MENU_SELECTION

i sEvent Set ( EVENT_MENU_SELECTI ON) Shall return true
4 After clearing

EVENT_FORMATTED_SMS_PP_ENV .
1- No exception shall be thrown.

1- cl ear Event (EVENT_FORMATTED_SMsS_PP_ENV)

_ 2- Shall return false.
2- i sEvent Set (EVENT_FORVATTED_SMS_PP_ENV)

5 Setting events

For all allowed events defined in TS
43.019[ 7] for method setEvent():
EVENT_PROFI LE_DOWNL OAD,
EVENT_FORMATTED _SMS_PP_ENV,
EVENT_FORVATTED_SMS_PP_UPD,
EVENT_FORMATTED_SMS_CB,
EVENT_UNFORMATTED_SMS_PP_ENV,
EVENT_UNFORMVATTED_SMs_PP_UPD,
EVENT_UNFORMATTED_SMs_CB,
EVENT_CALL_CONTROL_BY_SI'M
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI' M
EVENT_EVENT_DOWNLQAD _Mr_CALL,
EVENT_EVENT_DOWNLQAD_CALL_CONNECTED,

EVENT_EVENT_DOWNLOAD_CALL_DI SCONNECTED, 1- No exception shall be thrown.
EVENT_EVENT_DOWNLOAD_LOCATI ON_STATUS,
EVENT_EVENT_DOWNLQAD_USER_ACTI VI TY, 2- Shall return true each time.

EVENT_EVENT_DOWKNLOAD_| DLE_SCREEN AVAI LABLE
. EVENT_EVENT_DOWNLOAD CARD READER STATUS,
EVENT_EVENT_DOAKNLOAD LANGUAGE_SELECTI ON,
EVENT_EVENT_DOWNLOAD_BROASER TERM NATI ON,
EVENT_EVENT_DOANLOAD_DATA_AVAI LABLE,
EVENT_EVENT_DOANLOAD_CHANNEL_STATUS,
EVENT_FI RST_COWMAND_AFTER SELECT,
EVENT_UNRECOGNI ZED_ENVELCPE

appl et calls:
1- setEvent() nethod

2- isEventSet() nethod

6 For EVENT_MENU_SELECTION_HELP_
REQUEST

1- Shall return false.
1- i sEvent Set (EVENT_MENU_SELECTI ON HELP_

REQUEST)

2- call changeMenuEntry() with help
supported

3- i sEvent Set (EVENT_MENU_SELECTI ON_HELP_ [Shall return true.
REQUEST)

7 For EVENT TIMER EXPIRATION 1- Shall return false.
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1- i sEvent Set (EVENT_TI MER_EXPI RATI ON) 3- Shall return true.
2- call allocateTiner()
3- isEvent Set (EVENT_TI MER_EXPI RATI ON)

8 For EVENT_STATUS_COMMAND
1- isEvent Set ( EVENT_STATUS_COVIVAND) 1- Shall return false.
2- call requestPolllnterval (POLL_SYSTEM.

DURATI ON) 3- Shall return true.
3- isEvent Set (EVENT_STATUS COVWVAND)

9 Install Applet2 only registered to
EVENT FORMATTED_SMS_PP_ENV

i sEvent Set ( EVENT_MENU_SELECTI ON) Shall return false.

NOTE: Although the method isEventSet() is defined for arange from —128 to 127 only the allowed events are
tested, because the range from -128 to —2 is reserved for propriatary usein TS 43.019 [7] chapter 6.2 and
the range from 25 to 126 is omitted for compatibility with future releases of TS 43.019 [7]

6.2.9.94 Test Coverage
CRR number Test case number
N1 2,3,4,5,6,7,8
N2 15,6,7,8,9

6.2.9.10 Method releaseTimer

Test Area Reference: API_2 TKR_RTIMB

6.2.9.10.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void rel easeTi mer(byte tinmerldentifier)
t hrows Tool ki t Exception

6.2.9.10.1.1 Normal execution

e CRRNZ1: if it was the last allocated timer for the applet then afollowing call to isEventSet() method for
EVENT_TIMER_EXPIRATION should return false.

e CRRNZ2: if applet has timers allocated then a call to isEventSet(EVENT_TIMER_EXPIRATION) shall return
true.

e CRRNZ3: After invocation of the method the indicated timer shall be released and available for reallocation.

e CRRN4: The applet is deregistered of the EVENT_TIMER_EXPIRATION for the indicated Timer Identifier.

6.2.9.10.1.2 Parameters error

e CRRP1: shall throw a ToolkitException with INVALID_TIMER_ID reason if the timer identifier isn't between 1
and 8.

6.2.9.10.1.3 Context errors

e CRRC1.: shall throw a ToolkitException with INVALID_TIMER_ID reason if the timer is valid but isn't
allocated to this applet.

6.2.9.10.2 Test suite files
Test Script: APl _2 TKR_RTIMB_1.scr
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6.2.9.10.3 Test procedure
Id Description API Expectation APDU Expectation
1 Releasing not allocated timers

For each tinmer IDranging from'O00" to
"FF', applet calls releaseTinmer(ID).

Each time, method shall throw a
ToolkitException with reason code
INVALID_TIMER_ID.

2 Releasing allocated timers
1- 8 * allocateTiner()
2- 7 * releaseTinmer(id).

3- i sEvent Set (EVENT_TI MER_EXPI RATI ON)

1- No exception shall be thrown.
2- Each time, no exception shall be
thrown.

3- Shall return true

3 Releasing invalid timer ID
1- releaseTiner('FF) nethod

2- i sEvent Set (EVENT_TI MER_EXPI RATI ON)

1- Shall throw a ToolkitException
with INVALID_TIMER_ID reason
code.

2- Shall return true.

4 Releasing last timer
1- releaseTiner(last tiner allocated)

2- i sEvent Set (EVENT_TI MER_EXPI RATI ON)

1- No exception shall be thrown.

2- Shall return false.

5 |Checking we can allocate timers after they
have been rel eased

8 * allocateTimer().

No exception shall be thrown.

6 Releasing all timers.

For 1 to 8, releaseTiner(id).

No exception shall be thrown.

7 |Checking appletisn't triggered by
ENVELOPE( TI MER_EXPI RATI ON) command

Send ENVELOPE( TI MER_EXPI RATI ON)

Applet is not trigged by an
ENVELOPE(TIMER_EXPIRATION)
command

6.2.9.104 Test Coverage
CRR number Test case humber

N1 4

N2 2,3

N3 5,6

N4 7

P1 1,3

Cil Framework
6.2.9.11 Method requestPollinterval
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Test Area Reference: API_2 TKR_RPOLS

6.2.9.11.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void requestPolllnterval (short duration)
throws Tool kit Exception

6.2.9.11.1.1 Normal execution

e CRRNZ1: If duration is between 1 and 15300 or equal to POLL_SYSTEM_DURATION, the applet registers to
EVENT_STATUS COMMAND.

e CRRNZ2: If durationisPOLL_NO_DURATION, the applet is deregistered from
EVENT_STATUS_COMMAND.

6.2.9.11.1.2 Parameters error

e CRRP1: the method should throw a ToolkitException with REGISTRY _ERROR reason if duration is> 15300
oris<-1(POLL_SYSTEM_DURATION).

6.2.9.11.1.3 Context errors

No reguirements.

6.2.9.11.2 Test suite files
Test Script: API_2 TKR_RPOLS 1.scr
Test Applet: API_2 TKR_RPOLS 1.java
Load Script: API_2 TKR_RPOLS 1.Idr
Cleanup script: API_2 TKR_RPOLS 1.clr
Parameter File: APl 2 TKR_RPOLS 1.par
6.2.9.11.3 Test procedure
Id Description APl Expectation APDU Expectation
1 Requesting a value between 1 and 15300 s
1- i sEvent Set ( EVENT_STATUS_COMVVAND) 1- Shall return false.
2-  requestPol |l I nterval (duration) for 2- No exception shall be thrown.

boundari es values: 1, 255, 256, 15300.

3- isEvent Set (EVENT_STATUS COVWVAND) . 8- Shall return true.

2 Check Applet is triggered by a STATUS
command
. . 2- Applet is trigged by a STATUS
1- reset and card initialization command
2-  Send STATUS conmand
3 Requesting POLL SYSTEM DURATION
1- i sEvent Set (EVENT_STATUS_COMVMVAND) . 1- Shall return true.
2- 2- No exception shall be thrown.
Request Pol | I nt er val ( POLL_SYSTEM DURATI
. 3- Shall return true.
3- | sEvent Set (EVENT_STATUS COWAND) .
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4 Check Applet is triggered by a STATUS
command -
1- reset and card initialization 2- Appletdls trigged by a STATUS
2-  Send STATUS conmand comman
5 Requesting invalid duration Each time, a ToolkitException with
requestPollinterval(duration) for following values: RhEﬁIETt'T]Y—ERROR reason code,
15301, 32767, -2, -32768 shall be thrown.
6 Requesting POLL NO DURATION
. 1- Shall return true.
1- i sEvent Set ( EVENT_STATUS_ COMMVAND)
2- request Pol | I nterval (POLL_NO_DURATI ON) 2- No exception shall be thrown.
3- isEvent Set (EVENT_STATUS COVVAND) 3- Shall return false.
7 Check Applet isn't triggered by an STATUS
command. . .
1- reset and card initialization Z-T':F%plet IS not trlgdged by a
2-  Send STATUS conmand S US comman
6.2.9.11.4 Test Coverage
CRR number Test case number
N1 1,2,3,4
N2 6,7
P1 5
6.2.9.12 Method setEvent
Test Area Reference: API_2 TKR_SEVTB
6.2.9.12.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

publ

6.2.9.12.1.1

6.2.9.12.1.2

ic void setEvent(byte id)
throws Tool ki t Excepti on,

javacard. framewor k. Tr ansact i onExcepti on

Normal execution

CRRNL1: afollowing call to isEventSet() method with the same event id shall answer true for the applet.

CRRN2: the SIM Toolkit Framework shall trigger the applet if an occurrence of the set event happens.

CRRN3: the method shall accept all the events defined in 3GPP TS 43.019 [7] except:
EVENT_MENU_SELECTION, EVENT_MENU_SELECTION_HELP_REQUEST,
EVENT_TIMER_EXPIRATION , EVENT_STATUS COMMAND

CRRN4: no exception shall be thrown if the applet registers more than once to the same event.

CRRNS5: all updatesin the ToolkitRegistry are atomic.

Parameters error

CRRP1: shall throw a ToolkitException with EVENT_NOT_SUPPORTED reason if event is 0.

CRRP2: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is

EVENT_MENU_SELECTION.
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e CRRP3: shal throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_MENU_SELECTION_HELP REQUEST.

e CRRP4: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_TIMER_EXPIRATION.

e CRRP5: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_STATUS_COMMAND.

6.2.9.12.1.3 Context errors

o CRRCL.: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if event is
EVENT_CALL_CONTROL_BY_SIM but another applet is aready registered to it.

e CRRC2: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if event is
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM but another applet is aready registered to it.

e CRRCa3: shall throw a ToolkitException with TAR_NOT_DEFINED if event isFORMATTED_SMS _PP_ENV
and the applet has no TAR defined.

e CRRC4: shall throw a ToolkitException with TAR_NOT_DEFINED if event isFORMATTED_SMS_PP_UPD
and the applet has no TAR defined.

e CRRCS: shall throw a ToolkitException with TAR_NOT_DEFINED if event isFORMATTED_SMS CB_ENV
and the applet has no TAR defined.

e CRRCE: shall throw javacard.framework.TransactionException - if the operation would cause the commit

capacity to be exceeded.
6.2.9.12.2 Test suite files
Test Script: API_2 TKR_SEVTB_1.scr
Test Applet: API_2 TKR_SEVTB_1ljava

API_2 TKR_SEVTB_2java
APl_2 TKR SEVTB 3java
API_2 TKR_SEVTB_4java
Load Script: API_2 TKR_SEVTB_1.ldr

The load script installs the 4 instances.

Cleanup script: API_2 TKR_SEVTB_1.clr
Parameter File: API_2 TKR_SEVTB_1.par
6.2.9.12.3 Test Procedure
Id Description API Expectation APDU Expectation

1 Appletlis triggered by ENVELOPE(SMS_
PP_FORMATTED) command.

Send ENVELOPE( SMS_PP_FORVATTED) Appletl shall be triggered
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Description

APl Expectation

APDU Expectation

Setting ALLOWED and SUPPORTED events

1- For all
and 127 excepted 7, 8, 11,
TS 43.019 [7]*:

EVENT_PROFI LE_DOWNLOAD,
EVENT_FORMATTED_SMS_PP_ENV,
EVENT_FORMATTED_SMS_PP_UPD,
EVENT_FORVATTED_SMS_CB,
EVENT_UNFORMATTED_SMS_PP_ENV,
EVENT_UNFORMATTED_SMS_PP_UPD,
EVENT_UNFORMATTED_SMS_CB,
EVENT_CALL_CONTROL_BY_SI M
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI M
EVENT_EVENT_DOWNLOAD_MT_CALL,
EVENT_EVENT_DOWNLOAD_CALL_CONNECTED,
EVENT_EVENT_DOWNLOAD_CALL_DI SCONNECTED,
EVENT_EVENT_DOWNLOAD_LOCATI ON_STATUS,
EVENT_EVENT_DOWNLOAD_USER_ACTI VI TY,
EVENT_EVENT_DOWNLOAD | DLE_SCREEN_AVAI LABL
E,
EVENT_EVENT DOWNLOAD CARD READER STATUS,
EVENT_EVENT DOWNLOAD LANGUAGE SELECTI ON,
EVENT_EVENT _DOWNLOAD BROWSER TERM NATI ON,
EVENT_EVENT_DOWNLOAD DATA AVAI LABLE,
EVENT_EVENT_DOWNLOAD CHANNEL_STATUS,
EVENT_FI RST_COMVAND AFTER SELECT,
EVENT_UNRECOGNI ZED_ENVELOPE

al |l oned events (-1, 1 to 24
19) defined in

cl ear Event (event)
i sEvent Set (event)
set Event (event)

i sEvent Set (event)

cl ear Event (event)

1.1-
1.2-  Shall return false.
1.3-
1.4- Shall return true.

1.5-

No exception shall be thrown.

No exception shall be thrown.

No exception shall be thrown.

Event O

Cal | setEvent(0)

Shall throw a ToolkitException with
EVENT_NOT_SUPPORTED reason
code.

Setting EVENT_MENU_SELECTION

Cal | set Event (EVENT_MENU_SELECTI ON)

Shall throw a ToolkitException with
EVENT_NOT_ALLOWED reason
code.

Setting
EVENT_MENU_SELECTION_HELP_REQUEST

cal |
set Event ( EVENT_MENU_SELECTI ON_HELP_REQUES
1))

Shall throw a ToolkitException with
EVENT_NOT_ALLOWED reason
code.

6 Setting EVENT_TIMER_EXPIRATION
Shall throw a ToolkitException with
Cal | set Event (EVENT_TI MER_EXPI RATI ON) EVENT NOT ALLOWED reason
code.
7 Setting EVENT_STATUS_COMMAND
Shall throw a ToolkitException with
Cal | set Event (EVENT_STATUS_COVWVAND) EVENT_NOT_ALLOWED reason
code.
8 Setting EVENT_CALL_CONTROL_BY_SIM
No Exception shall be thrown
Cal | setEvent (EVENT_CALL_CONTROL_BY_SIM
9 Setting
EVENT_MO_SHORT\_(MSE”\S/ISAGE_CONTROL_B No Exception shall be thrown

ETSI




3GPP TS 51.013 version 15.1.0 Release 15

278

ETSI TS 151 013 V15.1.0 (2020-11)

Id Description APl Expectation APDU Expectation

Cal |

set Event ( EVENT_MO_SHORT_MESSAGE_CONTROL_B

Y_SIM

10 Check applet is triggered by an Applet is trigged by an
ENVELOPE(CALL_CONTROL_BY_SIM) ENVELOPE(CALL_CONTROL_BY_
Trigger the applet SIM)
11 Check applet is triggered by an s

Applet is trigged by an

ENVELOPE(MO_SLHOBI$T§I:/IME)SSAGE_CONTRO ENVELOPE(MO_SHORT MESSAG

Trigger the Applet E_CONTROL_BY_SIM)

12 Applet2is triggered by ENVELOPE(SMS_  |Applet2 is trigged by an
_ PP_DOWNLOAD) command. ENVELOPE(SMS_
Trigger the Applet2 PP_DOWNLOAD) command
13 Applet2 registers to Shall throw a ToolkitException with
CALL_CONTROL_BY_SIM EVENT_ALREADY_REGISTERED
but it is already assigned reason code.
set Event (EVENT_CALL_CONTROL_BY_SI M
14 Applet2 registers to Shall throw a ToolkitException wi
ption with
MO_MESSAGE_CONTROL_BY SIM EVENT ALREADY REGISTERED
but it is already assigned reason code
set Event ( EVENT_MO_SHORT MESSAGE_CONTROL_B '
Y_SIM
15 Applet3 with no TAR defined registers to
EVENT_UNFORMATTED_SMS_CB
1- send ENVELOPE( CELL_BROADCAST_DATA 1- Applet3 shall be triggered
DOWNL QAD)

2 setBvent(F TTED_SNB_PP_ENV) 2- ToolkitException with reason
code TAR_NOT_DEFINED
should be thrown

3-  set Event (FORMATTED_SMS_PP_UPD)

3- ToolkitException with reason
code TAR_NOT_DEFINED
should be thrown

4-  set Event (FORMATTED SMS_CB_ENV) i i )

ToolkitException with reason code

TAR_NOT_DEFINED should be

thrown

16 Applet4 registers multiple to
EVENT_FORMATTED_SMS_PP_ENV 1- Applet4 shall be triggered
1- send ENVELOPE(EVENT_FORMATTED_
SMS_PP_ENV)

2- no Exception shall be thrown

2- set Event (EVENT_FORMATTED_SMS_PP_ UPD)

3- set Event (EVENT_FORMATTED_SMB_PP_ UPD) |3. ng Exception shall be thrown

4- send ENVELOPE( EVENT_FORMATTED

SVS_PP_UPD) i
4- Applet4 shall be triggered
NOTE: Although the method setEvent is defined for arange from —128 to 127 only the allowed events are tested,
because the range from -128 to —2 is reserved for propriatary usein TS TS 43.019 [7] chapter 6.2 and the
range from 25 to 126 is omitted for compatibility with future releases of TS 43.019 [7]
6.2.9.12.4 Test Coverage
CRR number Test case number
N1 2
N2 1,8,9,10,11,12
N3 2,4,5,6,7
N4 16
N5 not testable
P1 3
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P2 4

P3 5

P4 6

P5 7

C1 13

C2 14

C3 15

C4 15

C5 15

(o] not testable

6.2.9.13 Method setEventList
Test Area Reference: API_2 TKR_SEVL_BSS

6.2.9.13.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public void setEventList(byte[] eventlList,
short of fset,
short | ength)
t hr ows java.l ang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on,
javacard. franewor k. Transact i onExcepti on

6.2.9.13.1.1 Normal execution
e CRRN1: for all events set successfully by this method, a call to isEventSet() method should return true.

e CRRNZ2: the SIM Toolkit Framework shall trigger the applet if an occurrence of one of the successfully
registered events happens.

e CRRN3: this method shall accept all the events defined in 3GPP TS 43.019 [ 7] except:
EVENT_MENU_SELECTION, EVENT_MENU_SELECTION_HELP_REQUEST,
EVENT_TIMER_EXPIRATION , EVENT_STATUS COMMAND.

e CRRN4: al updates on the ToolkitRegistry are atomic

e CRRNS5: No exception shall be thrown if the applet registers more than once to the same event.

6.2.9.13.1.2 Parameters error
¢ CRRP1: shal throw ajavalang.NullPointerException if eventList isnull.

e CRRP2: shall throw ajava.lang.ArraylndexOutOf BoundsException if offset would cause access outside array
bounds.

e CRRP3: shal throw ajava.lang.ArraylndexOutOfBoundsException if length would cause access outside array
bounds.

e CRRP4: shal throw ajava.lang.Arrayl ndexOutOfBoundsException if both offset and length would cause access
outside array bounds.

e CRRP5: shall throw a ToolkitException with EVENT_NOT_SUPPORTED reason if event is 0.

e CRRP6: shal throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains
EVENT_MENU_SELECTION.

e CRRP7: shal throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains
EVENT_MENU_SELECTION_HELP_REQUEST.
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CRRP8: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains
EVENT_TIMER_EXPIRATION.

CRRP9: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains
EVENT_STATUS_COMMAND.

6.2.9.13.1.3 Context errors

CRRC1.: shall throw a ToolkitException with EVENT_ALREADY _REGISTERED if eventList contains
EVENT_CALL_CONTROL_BY_SIM but another applet is already registered to it.

CRRC2: shall throw a ToolkitException with EVENT_ALREADY _REGISTERED if eventList contains
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM but another applet is already registered to it.

CRRC3: shall throw a ToolkitException with TAR_NOT_DEFINED if eventisFORMATTED_SMS PP_ENV
and the applet has no TAR defined.

CRRCA4: shall throw a ToolkitException with TAR_NOT_DEFINED if eventis FORMATTED_SMS PP_UPD
and the applet has no TAR defined.

CRRCS5: shall throw a ToolkitException with TAR_NOT_DEFINED if eventisFORMATTED_SMS CB_ENV
and the applet has no TAR defined.

CRRCE6: shall throw javacard.framework.TransactionException - if the operation would cause the commit
capacity to be exceeded.

6.2.9.13.2 Test suite files
Test Script: APl 2 TKR_SEVL_BSS 1.scr
Test Applet: API_2 TKR_SEVL_BSS 1java

API_2 TKR_SEVL_BSS 2java
API_2 TKR_SEVL_BSS 3java

Load Script: API_2 TKR_SEVL_BSS 1.dr

The load script installs the 4 instances.

Cleanup script: API_2 TKR_SEVL_BSS 1l.cIr

Parameter File: APl_2 TKR_SEVL_BSS 1.par
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6.2.9.13.3 Test Procedure
Id Description API Expectation APDU Expectation
1 Appletl Registering all eventList buffer

EventList = all allowed events (-1, 1 to
24 and 127 excepted 7, 8, 11, 19) defined
in TS 43.019[7]:

EVENT_PROCFI LE_DOWNLQAD,
EVENT_FORVATTED_SMS_PP_ENV,
EVENT_FORMATTED_SMS_PP_UPD,
EVENT_FORVATTED_SMS_CB,
EVENT_UNFORMATTED_SMS_PP_ENV,
EVENT_UNFORMATTED_SMS_PP_UPD,
EVENT_UNFORMATTED_SMS_CB,
EVENT_CALL_CONTROL_BY_SI' M

EVENT_MO . SH(RT I\/ESSAGE CONTROL_BY_SI'M
EVENT_EVENT_DOMNLOAD_MT_CALL,
EVENT_EVENT_DOMNLOAD_CALL_CONNECTED,
EVENT_EVENT_DOMLQAD_CALL_DI SCONNECTED,
EVENT_EVENT_DOMNLCQAD _ LOCATI ON_STATUS,
EVENT_EVENT_DOMLQOAD_USER_ACTI VI TY,
EVENT_EVENT_DOMLQAD | DLE_SCREEN_AVAI LABLE

EVENT_EVENT_DOMLOAD_CARD_READER STATUS,
EVENT_EVENT_DOMLOAD _LANGUAGE_SELECTI ON,
EVENT_EVENT_DOMLOAD_BROASER_TERM NATI ON,
EVENT_EVENT_DOWLOAD_DATA_AVAI LABLE,
EVENT_EVENT_DOMLOAD_CHANNEL_STATUS,
EVENT_FI RST_COMVAND_AFTER SELECT,
EVENT_UNRECOGNI ZED_ENVELCPE

1- For each event in EventlList
cl ear Event (event)

2- setEventlList(eventlList)

Ofset =0
Length = eventlList.lentgh
3- For all events in eventList

i sEvent Set (event)

4- For each event in EventlList

cl ear Event (event)

1- No exception shall be thrown.
2- No exception shall be thrown.

3- Each time shall return true.

4- No exception shall be thrown.

2 Registering part of eventList buffer
EventList = all allowed events defined in
TS 43.019[7] (see test case 1).
1- For each event in EventlList 1- No exception shall be thrown.
cl ear Event (event)
2- setEventlList(eventlList, offset, 2- No exception shall be thrown.
| engt h)
Ofset > 0 3- Each tim_e shall return true for
Length = eventList.lentgh — of fset events ranging from offset to
offset+length else shall return false.
3- For all events in eventlList:
4- No exception shall be thrown.
i sEvent Set (event)
4- For each event in EventlList:
cl ear Event (event)
3 Null buffer Shall throw a
EventList = null java.lang.NullPointerException
Exception
4 Out of bounds offset Shall throw a
Offset = eventList.length java.Ialjg.ArraylndexOutOfBounds
Length = 1 Exception
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Id Description APl Expectation APDU Expectation
5 Out of bounds and big offset

Shall throw a
Offset = 255 java.lang.ArraylndexOutOfBounds
Length = 1 Exception
6 Offset <0
Shall throw a
Ofset = -1 java.lang.ArraylndexOutOfBounds
Length = 1 Exception
7 Out of bounds length
Shall throw a
Offset =0 java.lang.ArraylndexOutOfBounds
Length = eventList.length + 1 Exception
8 Out of bounds and big length
Shall throw a
Ofset =0 java.lang.ArraylndexOutOfBounds
Length = 255 Exception
9 Length <0
Shall throw a
Ofset =0 java.lang.ArraylndexOutOfBounds
Length = -1 Exception
10 Out of bounds offset + Length Shall throw a
Ofset + length > eventList.length + 1 java.Iar_wg.ArraylndexOutOfBounds
Exception
11 Event 0
Shall throw a ToolkitException with
Cal |l setEventlList(eventList) with EVENT NOT SUPPORTED
event Li st indicating event O reason Eode -
12 EVENT_MENU_SELECTION
Shall throw a ToolkitException with
Cal | setEventlList(eventList) with reason code
event Li st indicating EVENT_MENU_SELECTI ON EVENT NOT ALLOWED
13 | EVENT_MENU_SELECTION_HELP_REQUEST
Shall throw a ToolkitException with
Cal | setEventlList(eventList) with reason code
event Li st indicating
EVENT_MENU_SELECTI ON_HELP_REQUEST EVENT_NOT_ALLOWED.
14 EVENT_TIMER_EXPIRATION
Shall throw a ToolkitException with
Cal | setEventlList(eventList) with reason code
event Li st indicating
EVENT_TI MER EXPI RATI ON EVENT_NOT_ALLOWED.
15 EVENT_STATUS_COMMAND
Shall throw a ToolkitException with
Cal |l setEventlList(eventList) with reason code
event Li st indicating EVENT_STATUS COVWAND EVENT NOT ALLOWED
16 Setting EVENT_CALL_CONTROL_BY_SIM
set EventList(List, 0, 2) with List Shall not throw an exception
cont ai ni ng
EVENT_CALL_CONTROL_BY_SIM &
EVENT_MO_SHORT _MESSAGE_CONTROL_BY_SI M
17 Check applet is triggered by an Applet is trigaed by an
ENVELOPE(CALL_CONTROL_BY_SIM) ERIF\)/ELOPS(QCALLy CONTROL BY
Reset and initialise the card SIM - -
Trigger the applet — )
18 Check applet is triggered by an

ENVELOPE(MO_SHORT_MESSAGE_CONTROL
_BY_SIM)
Trigger the applet

Applet is trigged by an
ENVELOPE(MO_SHORT_MESSA
GE_CONTROL_BY_SIM)
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Id Description APl Expectation APDU Expectation
19 | Applet2 registers to CALL_CONTROL_BY_SIM . . .
but it is already assigned Shall throw a ToolkitException with
set Event Li st (MonoEvent List,0,1) with EVENT_ALREADY_REGISTERED
MonoEvent Li st cont ai ni ng reason code.
EVENT_CALL_CONTROL_BY_SIM
20 Applet2 registers to
MO_SHORT_MESSAGE_CONTROL_BY_SIM
but it is already assigned Shall throw a ToolkitException with
setEventList(MonoEventList,0,1) with EVENT_ALREADY_REGISTERED
MonoEventList containing reason code.
EVENT_MO_SHORT_MESSAGE_CONTROL_BY
_SIM
21 Applet3 with no TAR defined registers to
EVENT_UNFORMATTED_SMS_CB
1- send ENVELODE( WEM_UNFmWTTED_SW_CB) 1- Applet3 Sha” be triggered
2-
set Event Li st (EVENT_FORVATTED _SMS_PP_ENV ) ) )
, EVENT_UNFORMATTED SMS_PP_ENV, 2- ToolkitException with reason
EVENT_UNFORMATTED_SMS_PP_ENV) code TAR_NOT_DEFINED
should be thrown
3- set Event Li st (EVENT_UNFORVATTED SMS_PP_
ENV, EVENT_FORVATTED_ _SMS_PP_UPD, ; ; ;
’ = —DVo_ T 3- ToolkitException with reason
EVENT_UNFORVATTED_SMS_PP_ENV) code TAR_NOT_DEFINED
4- should be thrown
set Event Li st (EVENT_UNFORMATTED SMS PP E
NV, EVENT_UNFORMVATTED SMS_PP_ENV, 4- ToolkitException with reason
EVENT_FORMATTED_SMS_CB_ENV) code TAR_NOT_DEFINED
5 should be thrown
|) sEvent Set (EVENT_UNFORVATTED _SMs_PP_ENV 5- method should return EALSE
6- 6- method should return FALSE
i sEvent Set (EVENT_UNFORMATTED SMS_PP_UPD
) 7- method should return FALSE
7- isEvent Set (EVENT_FORMATTED_SM5_PP_ENV) |g_ mathod should return FALSE
8- i sEvent Set (EVENT_FORMATTED SMS_PP_UPD)
1 sEven ( - SMB_PP_LPD) 9- method should return FALSE
9- i sEvent Set (EVENT_FORMATTED SMS_CB_ENV)
22 |1-
set Event Li st (EVENT_UNFORMATTED_SMS _PP_E |4_ ;
NV, EVENT UNFORVATTED SVB PP_ENV) 1- no exception should be thrown
2. 2- method should return true
i sEvent Set ( EVENT_UNFORMATTED SMS_PP_ENV
)
6.2.9.134 Test Coverage
CRR number Test case number
N1 1,2
N2 16,17,18
N3 1,2,11,12,13,14,15
N4 21
N5 22
P1 3
P2 4,5,6
P3 7,8,9
P4 10
P5 11
P6 12
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P7 13
P8 14
P9 15
C1 19
C2 20
C3 21
C4 21
C5 21
(o] not testable

6.2.10 Class ViewHandler

It is not possible to test the methods provided by this class asit is declared 'abstract’; it will be donein the class
inheriting it: EditHandler, EnvelopeHandler, ProactiveResponseHandler, ProactiveHandler.

6.2.11 Class ToolkitException

6.2.11.1 Exception Constants

Test Area Reference: APl 2 TKE _CONS

6.2.11.1.1 Conformance requirement:

Thereisno API, only constants.

6.2.11.1.1.1 Normal execution

e CRRNZ1: The Constants of the class ToolkitException shall all have the same name and value defined in the
3GPP TS 43.019 [7].

6.2.11.1.1.2 Parameters error

No requirements.

6.2.11.1.1.3 Context errors

No reguirements.

6.2.11.1.2 Test suite files
None.
6.2.11.1.3 Test procedure

The constantsin Java are resolved at compilation time, therefore a runtime test is not useful. No test of constants will be
performed.

6.2.11.2 Constructor ToolkitException

Test Area Reference: APl 2 TKE _COORS

6.2.11.2.1 Conformance requirement:

The constructor with following headershall compliant to its definition in the API.

public Tool ki t Exception(short reason)

6.2.11.2.1.1 Normal execution
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e CRRNZ1: Construct a ToolkitException instance with the specified reason.

6.2.11.2.1.2 Parameters error

No reguirements.

6.2.11.2.1.3 Context errors

No reguirements.

6.2.11.2.2 Test suite files

No additional requirements for the GSM personalization:

Test Script: API_2 TKE_COORS 1.scr
Test Applet: API_2 TKE_COORS 1.java
Load Script: API_2 TKE_COORS 1.ldr
Cleanup script: APlI_2 TKE_COORS 1.clr
Parameter File: API_2 TKE _COORS 1.par
6.2.11.2.3 Test procedure
Id Description API Expectation APDU Expectation
1 reason = (short) 19 ToolkitException.getReason() =
(short)19
6.2.11.2.4 Test Coverage
CRR number Test case number
N1 1

6.2.11.3 Method throwlt

Test Area Reference: API_2 TKE THITS

6.2.11.3.1 Conformance requirement:

The method with following header shall compliant to its definition in the API.

public static void throwt(short reason)
throws Tool ki t Exception

6.2.11.3.1.1 Normal execution
e CRRNZ1: Throws the JCRE instance of the ToolkitException class with the specified reason.

e CRRNZ2: extends javacard.framework.CardRuntimeException

6.2.11.3.1.2 Parameters error

No reguirements.

6.2.11.3.1.3 Context errors

No reguirements.
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6.2.11.3.2

Test suite files

No additional requirements for the GSM personalization:

Test Script: APlI_2 TKE_THITS 1.scr
Test Applet: APl_2 TKE_THITS ljava
Load Script: APlI_2 TKE THITS 1.ldr
Cleanup Script: APl_2 TKE THITS 1.clr

Parameter File:

APl_2 TKE_THITS 1.par

ETSI TS 151 013 V15.1.0 (2020-11)

6.2.11.3.3 Test procedure
Id Description APl Expectation APDU Expectation
1 |Throws the JCRE instance of ToolkitException |Reason =0
with the specified reason
2 | Throws the JCRE instance of ToolkitException |Reason = 1
with the specified reason
3 | Throws the JCRE instance of ToolkitException [Reason = 15
with the specified reason
4 ToolkitException extends Reason =0
javacard.framework.CardRuntimeException
5 ToolkitException extends Reason =1
javacard.framework.CardRuntimeException
6 ToolkitException extends Reason = 15
javacard.framework.CardRuntimeException
6.2.11.34 Test Coverage
CRR number Test case number
N1 1,2,3
N2 4,5,6

6.3 SIM Toolkit Framework

6.3.1

Minimum Handler Availability

Thistest areatests the rules that define the minimum requirements for the availability of the system handlers.

6.3.1.1

ProactiveHandler

Test Area Reference: FWK_MHA_PAHD

6.3.1.1.1

6.3.1.1.1.1

Conformance Requirement

Normal Execution

e CRRN1: If aproactive session is not ongoing the ProactiveHandler is available from the invocation to the
termination of the processT oolkit method for the following events:

EVENT_FORMATTED_SMS PP ENV

EVENT_UNFORMATTED_SMS PP_ENV

EVENT_FORMATTED_SMS PP_UPD

EVENT_UNFORMATTED_SMS PP_UPD
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EVENT_FORMATTED_SMS CB

EVENT_UNFORMATTED_SMS _CB

EVENT_MENU_SELECTION

EVENT_MENU_SELECTION_HELP_REQUEST

EVENT_TIMER_EXPIRATION

EVENT_EVENT_DOWNLOAD_MT_CALL

EVENT_EVENT_DOWNLOAD_CALL_CONNECTED
EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED
EVENT_EVENT_DOWNLOAD_LOCATION_STATUS
EVENT_EVENT_DOWNLOAD_USER_ACTIVITY
EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE
EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS
EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION
EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION

EVENT_UNRECOGNIZED_ENVELOPE

EVENT_STATUS COMMAND

EVENT_CALL_CONTROL

EVENT_SMS MO_CONTROL

EVENT_PROFILE_DOWNLOAD

EVENT_EVENT_DOWNLOAD_DATA_AVAILABLE
EVENT_EVENT_DOWNLOAD_CHANNEL_STATUS

6.3.1.1.1.2

No requirements.

6.3.1.1.1.3

Parameters error

Context errors

ETSI TS 151 013 V15.1.0 (2020-11)

e CRRC1: The ProactiveHandler and its content are not available for any toolkit applet triggered from the
invocation to the termination of their processToolkit method for the following events:

EVENT_FIRST_COMMAND_AFTER_SELECT

6.3.1.1.2
Test Script:
Test Applet:

Load Script:

Cleanup Script:

Parameter File:

Test Suite Files
FWK_MHA_PAHD_1.scr
FWK_MHA_PAHD_1.java
FWK_MHA_PAHD_2java
FWK_MHA_PAHD_1.Idr
FWK_MHA_PAHD_1.clr
FWK_MHA_PAHD_1.par
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Id

Description

API /[Framework Expectation

APDU Expectation

1

Applets registration to all events and Proactive
Handler availability with
EVENT_FIRST_COMMAND_AFTER_SELECT

Appletl is registered to all events
defined in TS 43.019 [7].

Usi ng the nethods initMenuEntry() for
EVENT_MENU_SELECTI ON,

request Pol |l Interval () for
EVENT_STATUS_COWWAND, al | ocat eTiner() for
EVENT_TI MER_EXPI RATI ON and set Event Li st ()
for the rest of the events.
Applet2 is registered to all events
defined in TS 43.019 [7],
EVENT_CALL_CONTROL_BY_SI M and
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI M
Using the methods initMenuEntry() for
EVENT_MENU_SELECTI ON,

request Pol | I nterval () for
EVENT_STATUS_COWAND, al | ocat eTiner() for
EVENT_TI MER_EXPI RATI ON and set Event Li st ()
for the rest of the events.

The priority of appletl is higher than
priority of applet2
1- Select MF

2- Appletl gets the Proactive Handl er.
Appletl is deregistered from
EVENT_FI RST_COMVAND _AFTER_SELECT.

3- Applet2 gets the Proactive Handl er
Applet2 is deregistered to
EVENT_FI RST_COMVAND AFTER SELECT.

1- Appletl is triggered by
EVENT_FIRST_COMMAND_AFTE
R_SELECT

2- A Toolkit Exception
HANDLER_NOT_AVAILABLE is
thrown.

Appletl finalizes

Applet2 is triggered by
EVENT_FIRST_COMMAND_AFTE
R_SELECT

3- A Toolkit Exception
HANDLER_NOT_AVAILABLE is
thrown.

Applet2 finalizes
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Description

APl /[Framework Expectation

APDU Expectation

Proactive Handler availability with
EVENT_PROFILE_DOWNLOAD

1- Terminal Profile conmmand is sent to the
SIMwi thout the facility of

SET_EVENT_LI ST, POLL_I NTERVAL, SET UP | DLE
MODE TEXT and SET UP MENU.

2- Appletl gets the Proactive Handl er
Appletl is deregistered to
EVENT_PROFI LE_DONNLOAD

3- Applet2 gets the Proactive Handl er
Applet2 is deregistered to
EVENT_PROFI LE_DONNLOAD

1- Appletl is triggered by
EVENT_PROFILE_DOWNLOAD

2- No exception is thrown.
Appletl finalizes.

Applet2 is triggered by
EVENT_PROFILE_DOWNLOAD

3- No exception is thrown

Proactive Handler availability with
EVENT_MENU_SELECTION_HELP REQUEST

Perform SIMinitialization with all the
facilities supported
1- Envel ope nenu selection with help

request is sent to the SIM

2- Appletl gets the Proactive Handl er

1- Appletl is triggered

2- No exception is thrown

Appletl finalizes

4 Proactive Handler availability with
EVENT_MENU_SELECTION
1- Envel ope nenu selection is sent to the
SIM 1- Appletl is triggered
2- Appletl gets the Proactive Handl er 2- No exception is thrown
Appletl finalizes
5 Proactive Handler availability with

EVENT_FORMATTED_SMS_PP_ENV

1- Envel ope dat aDownlLoad formatted is sent
to the SIM

2- Appletl gets the Proactive Handl er

1- Appletl is triggered

2- No exception is thrown.

Appletl finalizes
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Id Description APl /[Framework Expectation APDU Expectation
6 Proactive Handler availability with
EVENT_UNFORMATTED_SMS_PP_ENV
1- Envel ope dat aDownLoad unfornatted is 1- Appletl is triggered
sent to the SIM
2- Appletl gets the Proactive Handl er
2- No exception is thrown.
Appletl finalizes
3- Applet2 gets the Proactive Handl er Applet2 is triggered
3 No exception is thrown.
7 Proactive Handler availability with
EVENT_FORMATTED_CELL_BROADCAST
1- Envel ope cell broadcast formatted is
sent to the SIM 1- Applet1 is triggered
2- Appletl gets the Proactive Handl er
2-No exception is thrown
Appletl finalizes
8 Proactive Handler availability with
EVENT_UNFORMATTED_CELL_BROADCAST
1- Envel ope cel |l broadcast unformatted is [1- Appletl is triggered
sent to the SIM
2- Appletl gets the Proactive Handl er
2- No exception is thrown
Appletl finalizes
3- Applet2 gets the Proactive Handl er Applet2 is triggered
3 No exception is thrown
9 Proactive Handler availability with
EVENT_TIMER_EXPIRATION
1- Tinmer Id =1
Envel ope Tiner Expiration is sent to the 1- Appletl is triggered
SIM
2- Appletl gets the Proactive Handl er
2- No exception is thrown.
Appletl finalizes
10 Proactive Handler availability with

EVENT_CALL_CONTROL_BY_SIM

1- Envel ope call control

the SIM

by SIMis sent to

2- Appletl gets the Proactive Handl er

1- Appletl is triggered

2- No exception is thrown.
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Id Description APl /[Framework Expectation APDU Expectation
11 Proactive Handler availability with
EVENT_MO_SHORT_MESSAGE_CONTROL
1- Envel ope np short nessage control by 1- Appletl is triggered
SIMis sent to the SIM
2- Appletl gets the Proactive Handl I
PPIEL gestne verandier 2- No exception is thrown
12 Proactive Handler availability with
EVENT_EVENT_DOWNLOAD_MT_CALL
1- Envel ope event download nt call is sent |1- Appletl is triggered
to the SIM
2- Appletl gets the Proactive Handl er
2- No exception is thrown.
Appletl finalizes
3- Applet2 gets the Proactive Handl er
Applet2 is triggered
3-No exception is thrown
13 Proactive Handler availability with
EVENT_EVENT_DOWNLOAD_CALL_CONNECT
ED
1- Envel ope event downl oad call connected
I's sent to the SIM 1- Appletl is triggered
2- Appletl gets the Proactive Handl er o
2- No exception is thrown.
Appletl finalizes
3- Applet2 gets the Proactive Handl er Applet2 is triggered
3- No exception is thrown
14 Proactive Handler availability with

EVENT_EVENT_DOWNLOAD_CALL_DISCONN
ECTED

1- Envel ope event downl oad call

di sconnected is sent to the SIM

2- Appletl gets the Proactive Handl er

3- Applet2 gets the Proactive Handl er

1- Appletl is triggered

2- No exception is thrown.

Appletl finalizes
Applet2 is triggered

3- No exception is thrown.
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Id Description APl /[Framework Expectation APDU Expectation
15 Applets triggering with
EVENT_EVENT_LOCATION_STATUS
1- Envel ope event downl oad | ocation status
is sent to the SIM 1- Appletl is triggered
2- Appletl gets the Proactive Handl er
2- No exception is thrown.
3- Applet2 gets the Proactive Handl er Appletl finalizes
Applet2 is triggered
3- No exception is thrown
16 Proactive Handler availability with
EVENT_EVENT_DOWNLOAD_USER_ACTIVITY
1- Envel ope event download user activity
I's sent to the SIM 1- Appletl is triggered
2- Appletl gets the Proactive Handl er o
2- No exception is thrown
Appletl finalizes
Applet2 is trigger
3- Applet2 gets the Proactive Handl er pplet2 is triggered
3- No exception is thrown
17 Proactive Handler availability with
EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_
AVAILABLE
1- Envel ope event downl oad idle screen
available is sent to the SIM 1- Appletl is triggered
2- Appletl gets the Proactive Handl er
2- No exception is thrown.
3- Applet2 gets the Proactive Handl er Appletl finalizes
Applet2 is triggered
3- No exception is thrown
18 Proactive Handler availability with

EVENT_EVENT_DOWNLOAD_CARD_READER
_STATUS

1- Envel ope event downl oad card reader
status is sent to the SIM

2- Appletl gets the Proactive Handl er

3- Applet2 gets the Proactive Handl er

1- Appletl is triggered

2- No exception is thrown.

Appletl finalizes
Applet2 is triggered

3- No exception is thrown
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Id Description APl /[Framework Expectation APDU Expectation
19 Proactive Handler availability with
EVENT_EVENT_DOWNLOAD_LANGUAGE_SE
LECTION
1- Envel ope event downl oad | anguage
selection is sent to the SIM 1- Appletl is triggered
2- Appletl gets the Proactive Handl er
2-No exception is thrown.
Appletl finalizes
3- Applet2 gets the Proactive Handl er Applet2 is triggered
3-No exception is thrown
20 Proactive Handler availability with
EVENT_EVENT_DOWNLOAD_BROWSER_TER
MINATION
1- Envel ope event downl oad browser
termnation is sent to the SIM 1- Appletl is triggered
2- Appletl gets the Proactive Handl er
2-No exception is thrown.
Appletl finalizes
3- Applet2 gets the Proactive Handl er Applet2 is triggered
3-No exception is thrown
21 Proactive Handler availability with
EVENT_STATUS_COMMAND
) 1- Appletl is triggered
1- Status command is sent to the SIM
2- Appletl gets the Proactive Handl er L
2- No exception is thrown.
Appletl finalizes
3- Applet2 gets the Proactive Handl er Applet? is triggered
3- No exception is thrown.
22 Proactive Handler availability with 1- OPEN CHANNEL

EVENT_EVENT_DOWNLOAD_DATA_AVAILAB
LE

1- Appletl builds a proactive command OPEN
CHANNEL proacti veHandl er.send() nmethod is
cal | ed.

2- An Envel ope Event Downl oad Data
Available is sent to the SIM wth
channel | d=01.

3- Appletl gets the Proactive Handl er

2-Appletl is triggered

3-No exception is thrown.

Appletl finalizes

proactive Command is
fetched

TERMINAL RESPONSE is
issued with Channel Id = 01
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Id Description APl /[Framework Expectation APDU Expectation
23 Proactive Handler availability with
EVENT_EVENT_DOWNLOAD_CHANNEL_STAT
us 1- Appletl is triggered
1- An Envel ope Event Downl oad Channel
Status is sent to the SIM wth _ PR
Channel 1 d=01 2- No exception is thrown.
2- Appletl gets the Proactive Handl er Appletl finalizes
24 Proactive Handler availability with
UNRECOGNIZED_ENVELOPE
1- Appletl is triggered
1- An unrecogni zed Envel ope (BER TLV Tag
unrecogni zed) is sent to the SIM
2- Appletl gets the Proactive Handl er 2- No exception is thrown.
Appletl finalizes
Applet2 is triggered
3-Applet2 gets the Proactive Handler
3- No exception is thrown
25 Proactive Handler availability with
EVENT_FORMATTED_SMS_PP_UPD
1- Update Record EFsns instruction _ i tri
formatted is sent to the SIM 1- Appletl is triggered
2- Appletl gets the Proactive Handl er 2- No exception is thrown.
Appletl finalizes
26 Proactive Handler availability with
EVENT_UNFORMATTED_SMS_PP_UPD
1- Update Repord EFsms instruction
unformatted is sent to the SIM 1- Appletl is triggered
1- Appletl gets the Proactive Handl er o
2- No exception is thrown.
Appletl finalizes
2- Applet2 gets the Proactive Handl er
3- Applet2 is triggered
4- No exception is thrown.
6.3.1.14 Test Coverage
CRR Number Test Case Number
CRRN1 2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21,
22, 23, 24, 25, 26
CRRC1 1
6.3.1.2 ProactiveResponseHandler

Test Area Reference: FWK_MHA_PRHD

6.3.1.2.1

6.3.1.2.1.1

Normal Execution

Conformance Requirement
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e CRRNZ1: The ProactiveResponseHandler is available after the first call to the ProactiveHandler.send() method to
the termination of the processToolkit method for the following events:

EVENT_FORMATTED_SMS PP ENV
EVENT_UNFORMATTED_SMS PP_ENV
EVENT_FORMATTED_SMS PP _UPD
EVENT_UNFORMATTED_SMS PP_UPD
EVENT_FORMATTED_SMS CB
EVENT_UNFORMATTED_SMS CB
EVENT_MENU_SELECTION
EVENT_MENU_SELECTION_HELP_REQUEST
EVENT_TIMER_EXPIRATION
EVENT_EVENT_DOWNLOAD_MT_CALL
EVENT_EVENT_DOWNLOAD_CALL_CONNECTED
EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED
EVENT_EVENT_DOWNLOAD_LOCATION_STATUS
EVENT_EVENT_DOWNLOAD_USER_ACTIVITY
EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE
EVENT_EVENT_DOWNLOAD_CARD_READER _STATUS
EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION
EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION
EVENT_UNRECOGNIZED_ENVELOPE
EVENT_STATUS COMMAND

EVENT_CALL_CONTROL

EVENT_SMS MO_CONTROL
EVENT_PROFILE_DOWNLOAD
EVENT_EVENT_DOWNLOAD_DATA_AVAILABLE
EVENT_EVENT_DOWNLOAD_CHANNEL_STATUS

6.3.1.2.1.2 Parameters error

No requirements.

6.3.1.2.1.3 Context errors

e CRRC1: The ProactiveResponseHandler and its content are not available for any toolkit applet triggered from
the invocation to the termination of their processToolkit method for the following events:

6.3.1.2.2

EVENT_FIRST_COMMAND_AFTER_SELECT

Test Suite Files

Test Script; FWK_MHA_PRHD_1.scr
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Test Applet: FWK_MHA_PRHD 1java

FWK_MHA_PRHD_2java

Load Script: FWK_MHA_PRHD 1.ldr
Cleanup Script: FWK_MHA_PRHD 1.clr
Parameter File: FWK_MHA_PRHD_1.par
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6.3.1.2.3 Test Procedure
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Id Description APIl/Framework Expectation APDU Expectation

1 Applets registration to all events and Proactive
Response Handler availability with
EVENT_PROFILE_DOWNLOAD

Appletl is registered to all events
defined in TS 43.019 [7] except

EVENT_FI RST_COWVAND_AFTER_SELECT,

Applet2 is registered to all events
defined in TS 43.109[7] except

EVENT_FI RST_COWWAND_AFTER_SELECT,
EVENT_CALL_CONTROL_BY_SI M and
EVENT_MO_SM5_CONTROL_BY_SI M

Using the methods initMenuEntry() for
EVENT_MENU_SELECTI ON,

request Pol I I nterval () for
EVENT_STATUS_COMVAND, al | ocateTiner() for
EVENT_TI MER_EXPI RATI ON and set Event Li st ()
for the rest of the events.

1-Terminal Profile command is sent to the
SIMwi thout the facility of

SET EVENT LIST, POLL I NTERVAL, SET UP I DLE |L-Appletl is triggered by
MODE TBXT and SET UP MENLL EVENT_PROFILE_ DOWNLOAD

No exception is thrown
2- Appletl builds a proactive conmmand

DI SPLAY TEXT.

3- ProactiveHandl er.send() nethod is

cal | ed 3- The proactive command
DISPLAY TEXT is fetched

4-

Pr oact i veResponseHand| er . get TheHand! er () TERMINAL RESPONSE

met hod is called 4- No exception is thrown

Appletl is deregistered to
EVENT_PRCFI LE_DOMNNLOAD

5- Applet2 builds a proactive conmand Appletl finalizes

DI SPLAY TEXT.

6- ProactiveHandl er.send() nmethod is Applet2 is triggered by

call ed EVENT_PROFILE_DOWNLOAD

7- .

Proact i veResponseHandl er . get TheHandl er () 6- The proactive command

method is call ed DISPLAY TEXT is fetched
7- No exception is thrown

Appletl is deregistered to TERMINAL RESPONSE

EVENT_PROFI LE_DOAKLQAD

2 | Proactive Response Handler availability with
EVENT_MENU_SELECTION_HELP REQUEST

PerformSIMinitialization with all the
facilities supported

1- Envel ope nenu sel ection with help

request is sent to the SIM 1- Appletl is triggered

Appl et1 builds a proactive comrand DI SPLAY

TEXT

2- ProactiveHandl er.send() method is 2- A proactive command

call ed DISPLAY TEXT is fetched
TERMINAL RESPONSE

3-

Proact i veResponseHand! er. get TheHandl er ()

method is called 3- No exception is thrown
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Id

Description

APIl/Framework Expectation

APDU Expectation

3

Proactive Response Handler availability with
EVENT_MENU_SELECTION

1- Envel ope nenu selection is sent to the
SIM

Appl et1 builds a proactive command DI SPLAY
TEXT

2- ProactiveHandl er.send() nethod is
cal l ed

3- Proacti veResponseHandl er . get TheHandl er ()
method is called

1- Appletl is triggered

3- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

Proactive Response Handler availability with
EVENT_FORMATTED_SMS_PP_ENV

1- Envel ope dat aDownlLoad formatted is sent
to the SIM

Appl et builds a proactive command DI SPLAY

TEXT

2-ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er . get TheHandl er ()
nethod is called

1- Appletl is triggered

3- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

Proactive Response Handler availability with
EVENT_UNFORMATTED_SMS_PP_ENV

1- Envel ope dat aDownLoad unformatted is
sent to the SIM

Appl etl builds a proactive command DI SPLAY
TEXT

2- ProactiveHandl er.send() nethod is
cal l ed

3-
Proact i veResponseHandl er. get TheHandl er ()
nethod is called

Appl et2 builds a proactive command DI SPLAY
TEXT

4- ProactiveHandl er.send() nethod is
cal l ed

5- ProactiveResponseHandler.getTheHandler()
method is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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Description

APIl/Framework Expectation

APDU Expectation

Proactive Response Handler availability with
EVENT_FORMATTED_SMS CB

1- Envel ope cel|l broadcast formatted is

sent to the SIM

Appl et1 builds a proactive conmmand DI SPLAY
TEXT

2- ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er. get TheHandl er ()
nmethod is called.

1- Appletl is triggered

3- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

Proactive Response Handler availability with
EVENT_UNFORMATTED_SMS _CB

1- Envel ope cal |l broadcast unformatted is

sent to the SIM

Appl et1 builds a proactive conmmand DI SPLAY
TEXT

2-ProactiveHandl er. send() nethod is called

3- Proacti veResponseHandl er . get TheHandl er ()
nethod is called.

Appl et2 builds a proactive command DI SPLAY
TEXT

4- ProactiveHandl er.send() nethod is
cal l ed

5-
Proact i veResponseHandl er. get TheHandl er ()
nmethod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

Proactive Response Handler availability with
EVENT_TIMER_EXPIRATION

Timer id=1
1- Envel ope Tiner Expiration is sent to the
SIM

Appl et builds a proactive conmand DI SPLAY
TEXT

2-Proacti veHandl er. send() nethod is called

3- Proacti veResponseHandl er . get TheHandl er ()
nethod is called

1- Appletl is triggered

3- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

Proactive Response Handler availability with
EVENT_CALL_CONTROL_BY_SIM

1- Envel ope call control by simis sent to
the SIM
Appl et builds a proactive command DI SPLAY

TEXT

2-Proacti veHandl er. send() nmethod is called

3- Proacti veResponseHandl er . get TheHandl er ()
nethod is called

1- Appletl is triggered

3- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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Id Description APIl/Framework Expectation APDU Expectation

10 |Proactive Response Handler availability with _
MO_SHORT_MESSAGE_CONTROL_BY_SIM

1-Envel ope no short nessage control by sim|1- Appletl is triggered
is sent to the SIM

Appl et builds a proactive comrand DI SPLAY

TEXT
2-ProactiveHandl er.send() nmethod is called 2- A proactive command
DISPLAY TEXT is fetched
3- Proacti veResponseHandl er . get TheHandl er () |3- No exception is thrown TERMINAL RESPONSE
nmethod is called
11 | Proactive Response Handler availability with
EVENT_EVENT_DOWNLOAD_MT_CALL
1-Envel ope event download nt call is sent |1-Appletl is triggered
to the SIM
Appl et1 builds a proactive command DI SPLAY
TEXT
2-ProactiveHandl er.send() nethod is called 2- A proactive command

DISPLAY TEXT is fetched
3- Proact i veResponseHandl er . get TheHandl er () |3- No exception is thrown
method is called. TERMINAL RESPONSE
Appletl finalizes

Appl et2 builds a proactive command DI SPLAY Applet2 is triggered

TEXT

4- ProactiveHandl er.send() nmethod is 4- A proactive command
call ed DISPLAY TEXT is fetched
5. TERMINAL RESPONSE
Proact i veResponseHandl er. get TheHandl er () L

met hod is call ed 5- No exception is thrown
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Id Description APIl/Framework Expectation APDU Expectation

12

Proactive Response Handler availability with
EVENT_EVENT_DOWNLOAD_ CALL_CONNECT
ED

1- Envel ope event downl oad call connected
is sent to the SIM

Appl etl builds a proactive comrand DI SPLAY
TEXT

2-ProactiveHandl er.send() nmethod is called

3- Proacti veResponseHandl er. get TheHandl er ()
nmethod is called

Appl et builds a proactive conmand DI SPLAY
TEXT

4- ProactiveHandl er.send() nethod is
cal l ed

5-
Proact i veResponseHand! er. get TheHandl er ()
nmethod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

13

Proactive Response Handler availability with
EVENT_EVENT_DOWNLOAD_CALL_DISCONN
ECTED

1- Envel ope event downl oad call
di sconnected is sent to the SIM

Appl et1 builds a proactive command DI SPLAY
TEXT

2-ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er . get TheHandl er ()
nmethod is called

Appl et2 builds a proactive command DI SPLAY
TEXT

4- ProactiveHandl er.send() nethod is
call ed

5-
Proact i veResponseHandl er. get TheHandl er ()

method is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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Id

Description

APIl/Framework Expectation

APDU Expectation

14

Proactive Response Handler availability with
EVENT_EVENT_DOWNLOAD_LOCATION_STA
TUS

1- Envel ope event downl oad | ocation status
is sent to the SIM

Appl etl builds a proactive command DI SPLAY
TEXT

2-ProactiveHandl er.send() nmethod is called

3- Proacti veResponseHandl er . get TheHandl er ()
nethod is called

Appl et2 builds a proactive command DI SPLAY
TEXT

4- ProactiveHandl er.send() nethod is
cal l ed

5-
Proact i veResponseHandl er. get TheHandl er ()
nethod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2-A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

15

Proactive Response Handler availability with
EVENT_EVENT_DOWNLOAD_USER_ACTIVITY

1- Envel ope event downl oad user activity is
sent to the SIM

Appl et1 builds a proactive command DI SPLAY
TEXT

2-ProactiveHandl er.send() nmethod is called

3- Proacti veResponseHandl er. get TheHandl er ()
nmethod is called

Appl et2 builds a proactive command DI SPLAY
TEXT

4- ProactiveHandl er.send() nethod is
cal l ed

5-
Proact i veResponseHandl er. get TheHandl er ()
nmethod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2-A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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Id Description APIl/Framework Expectation APDU Expectation

16

Proactive Response Handler availability with
EVENT_EVENT_DOWNLOAD_IDLE_SCREEN _
AVAILABLE

1- Envel ope event downl oad idle screen
available is sent to the SIM

Appl etl builds a proactive command DI SPLAY
TEXT

2-ProactiveHandl er.send() nmethod is called

3- Proacti veResponseHandl er . get TheHandl er ()
nethod is called

Appl et2 builds a proactive command DI SPLAY
TEXT

4- ProactiveHandl er.send() nethod is
cal l ed

5-
Proact i veResponseHandl er. get TheHandl er ()
nethod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

17

Proactive Response Handler availability with
EVENT_EVENT_DOWNLOAD_CARD_READER
_STATUS

1- Envel ope event downl oad card reader
status is sent to the SIM

Appl et1 builds a proactive command DI SPLAY
TEXT

2-ProactiveHandl er.send() nmethod is called

3- Proacti veResponseHandl er. get TheHandl er ()
nmethod is called

Appl et2 builds a proactive command DI SPLAY
TEXT

4- ProactiveHandl er.send() nethod is
cal l ed

5-
Proact i veResponseHand! er. get TheHandl er ()
nmethod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2-A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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18 | Proactive Response Handler availability with
EVENT_EVENT_DOWNLOAD LANGUAGE_
SELECTION

1- Envel ope event downl oad | anguage 1- Appletl is triggered
selection is sent to the SIM

Appl et1 builds a proactive comrand DI SPLAY
TEXT

2-ProactiveHandl er.send() nethod is called 2-A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

3- Proacti veResponseHandl er . get TheHandl er ()

met hod is call ed 3-No exception is thrown

Appletl finalizes
Applet2 is triggered
Appl et2 builds a proactive command DI SPLAY

TEXT
4- ProactiveHandl er.send() method is
call ed .
4-A proactive command
DISPLAY TEXT is fetched
5-
Proacti veResponseHandl er . get TheHandl er () 5-No exception is thrown TERMINAL RESPONSE

nethod is called
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Description

APIl/Framework Expectation

APDU Expectation

19

Proactive Response Handler availability with
EVENT_EVENT_DOWNLOAD BROWSER
TERMINATION

1- Envel ope event downl oad Browser
termnation is sent to the SIM

Appl et1 builds a proactive comrand DI SPLAY
TEXT

2-ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er. get TheHandl er ()
nmethod is called

Appl et2 builds a proactive command DI SPLAY
TEXT

4- ProactiveHandl er.send() nethod is
call ed

5-
Proact i veResponseHand! er. get TheHandl er ()
nethod is called

1- Appletl is triggered

3-No exception is thrown

Appletl finalizes
Applet2 is triggered

5-No exception is thrown

2-A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4-A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

20

Proactive Response Handler availability with
EVENT_STATUS_COMMAND

1-Status command is sent to the SIM
Appl et1 builds a proactive command DI SPLAY
TEXT

2-ProactiveHandl er.send() nethod is called

3- Proacti veResponseHandl er . get TheHandl er ()
net hod i s called

Appl et2 builds a proactive command DI SPLAY
TEXT

4- ProactiveHandl er.send() nethod is
cal l ed

5-
Proact i veResponseHandl er. get TheHandl er ()
nmethod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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21 Proactive Handler availability with
EVENT_EVENT_DOWNLOAD_DATA_AVAILAB
LE
1- QﬁlFE"Let 1 builds a proactive command OPEN|1. Appletl is registered to 1- OPEN CHANNEL
C'r_|oAac Civerandl er. send() method is called |EVENT_EVENT_DOWNLOAD_DA |proactive command is
P : TA_AVAILABLE and fetched
EVENT_EVENT_DOWNLOAD_CH
ANNEL_STATUS TERMINAL RESPONSE is
issued with Channel Id = 01
2- An Envel ope Event Downl oad Data 2- Applet1 is triggered
Available is sent to the SIM with
Channel | d=01.
3-Appletl builds a proactive conmmand
DI SPLAY TEXT
4- ProactiveHandl er.send() nethod is 4- A proactive command
called DISPLAY TEXT is fetched
TERMINAL RESPONSE
5- . .
Proact i veResponseHandl er . get TheHandl er ()  |5- No exception is thrown
net hod i s called
22 Proactive Handler availability with

EVENT_EVENT_DOWNLOAD_CHANNEL_STAT
us

1- An Envel ope Event Downl oad Channel
Status is sent to the SIMw th
Channel | d=01.

Appl etl builds a proactive command DI SPLAY
TEXT

2- ProactiveHandl er.send() nethod is
call ed

3-
Proact i veResponseHandl er. get TheHandl er ()
nethod is called

1- Appletl is triggered

3- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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23 | Proactive Response Handler availability with
UNRECOGNIZED_ENVELOPE

1- An unrecogni zed Envelope is sent to the |1- Appletl is triggered
SIM

Appl etl builds a proactive command DI SPLAY
TEXT

2-ProactiveHandl er.send() nmethod is called
2- A proactive command

DISPLAY TEXT is fetched

3- Proacti veResponseHandl er . get TheHandl er () TERMINAL RESPONSE

method is cal | ed 3- No exception is thrown

Appletl finalizes
Applet2 is triggered

Appl et2 builds a proactive command DI SPLAY
TEXT

4- ProactiveHandl er.send() nethod is .
call ed 4- A proactive command

DISPLAY TEXT is fetched

5- TERMINAL RESPONSE
Proact i veResponseHand! er. get TheHandl er () 5- No exception is thrown
nethod is called

24 | Proactive Response Handler availability with
EVENT_FORMATTED_SMS_PP_UPD

1- Update Record EFsns instruction 1- Applet1 is triggered
formatted is sent to the SIM

Appl et builds a proactive command DI SPLAY
TEXT .
2- A proactive command

2- ProactiveHandl er.send() nmethod is called DISPLAY TEXT is fetched

TERMINAL RESPONSE
3- Proact i veResponseHandl er. get TheHandl er () 3. No exception is thrown
nmethod is called
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25 | Proactive Response Handler availability with
EVENT_UNFORMATTED_SMS_PP_UPD

1- Update Record EFsns instruction

unformatted is sent to the SIM 1- Appletl is triggered

Appl et1 builds a proactive command DI SPLAY

TEXT

2- ProactiveHandl er.send() nethod is

call ed 2- A proactive command

DISPLAY TEXT is fetched

3. TERMINAL RESPONSE

Proact i veResponseHandl er . get TheHandl er ()  |3- No exception is thrown

nmethod is called

Appletl finalizes
Applet2 is triggered

Appl et2 builds a proactive command DI SPLAY

TEXT

4- ProactiveHandl er.send() nethod is

call ed 4- A proactive command

DISPLAY TEXT is fetched

5. TERMINAL RESPONSE

Proact i veResponseHandl er . get TheHandl er () L.

method is called 5- No exception is thrown
6.3.1.24 Test Coverage

CRR Number Test Case Number
CRRN1 1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20,
21,22, 23,24, 25
CRRC1 Not testable

6.3.1.3 EnvelopeHandler

Test Area Reference: FWK_MHA_ENHD

6.3.1.3.1 Conformance Requirement

6.3.1.3.1.1 Normal Execution

CRRN1: The EnvelopeHandler and its content are available for all toolkit applets triggered from the invocation
to the termination of their processToolkit method for the following events:

EVENT_FORMATTED_SMS PP_ENV

EVENT_UNFORMATTED_SMS PP_ENV

EVENT_FORMATTED_SMS PP_UPD

EVENT_UNFORMATTED_SMS PP_UPD

EVENT_FORMATTED_SMS CB
EVENT_UNFORMATTED_SMS CB
EVENT_MENU_SELECTION
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EVENT_MENU_SELECTION_HELP_REQUEST

EVENT_TIMER_EXPIRATION

EVENT_EVENT_DOWNLOAD_MT_CALL

EVENT_EVENT_DOWNLOAD_CALL_CONNECTED

EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED

EVENT_EVENT_DOWNLOAD_LOCATION_STATUS

EVENT_EVENT_DOWNLOAD_USER_ACTIVITY

EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE

EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS

EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION

EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION

EVENT_UNRECOGNIZED_ENVELOPE

EVENT_CALL_CONTROL

EVENT_SMS MO_CONTROL

EVENT_EVENT_DOWNLOAD_DATA_AVAILABLE

EVENT_EVENT_DOWNLOAD_CHANNEL_STATUS

6.3.1.3.1.2

No requirements.

6.3.1.3.1.3

Parameters error

Context Errors

e CRRC1: The EnvelopeHandler and its content are not available for any toolkit applet triggered from the
invocation to the termination of their processToolkit method for the following events:

EVENT_STATUS COMMAND

EVENT_PROFILE_DOWNLOAD

EVENT_FIRST_COMMAND_AFTER_SELECT

6.3.1.3.2
Test Script:
Test Applet:

Load Script:

Cleanup Script:

Parameter File:

Test Suite Files
FWK_MHA_ENHD_1.scr
FWK_MHA_ENHD 1java
FWK_MHA_ENHD_2java
FWK_MHA_ENHD_1.Idr
FWK_MHA_ENHD_1.clr
FWK_MHA_ENHD_1.par
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6.3.1.3.3 Test Procedure

Id Description API/Framework Expectation APDU Expectation

1 |Appletl and Applet2 registration and Envelope
Handler availability with
EVENT_FIRST_COMMAND_AFTER_SELECT

1. Appletl is registered to all events
defined TS 43.019 [7].

The registration is done using the nmethods
i nit MenuEntry() for EVENT_MENU_SELECTI ON,
request Pol I I nterval () for
EVENT_STATUS_COMVAND, al | ocateTiner() for
EVENT_TI MER_EXPI RATI ON and set Event Li st ()
for the rest of the events.

1- No exception is thrown

Applet2 is registered to all events
defined TS 43.019 [7] except

EVENT_PRCFI LE_DOWNL OAD,
EVENT_CALL_CONTROL_BY_SI M and
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI M

The registration is done using the nethods
i ni tMenuEntry() for EVENT_MENU_SELECTION, [2- Appletl is triggered by

request Pol I I nterval () for EVENT_FIRST_COMMAND_AFTE
EVENT_STATUS_COMVAND, al | ocat eTi ner for R SELECT -
EVENT_TI MER_EXPI RATI ON and set Event Li st -
for the rest of the events.

2- Select M.

3- A Toolkit exception

3- Envel opeHandl er. get TheHandl er () method |HANDLER NOT AVAILABLE is

is called by Appletl thrown - -

Appletl is deregistered from

EVENT_FI RST_COMVAND_AFTER_SELECT. L
Appletl finalizes

4- Envel opeHandl er . get TheHandl er () method |Applet2 is triggered

is called by Applet2

Applet2 is deregistered to

EVENT_FI RST_COVVAND _AFTER_SELECT. 4- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown

2 Handler availability with

EVENT_PROFILE_DOWNLOAD

1- Ternminal Profile conmmand is sent to the|1. Appletl is triggered by

SIMw thout the facility of EVENT PROFEILE DOWNLOAD

SET_EVENT_LI ST, SETUP_I DLE_MODE_TEXT, - -

POLL_I NTERVAL and SETUP MENU . .
- 2- A Toolkit exception

2- Envel opeHandl er. get TheHandl er () net hod HANDLER_NOT_AVAILABLE is

is called by Appletl thrown
Appletl is deregistered to
EVENT_PROFI LE_DOWNLOAD Appletl finalizes

Applet2 is triggered by

3- Envel opeHandl er . get TheHandl er () et hod EVENT PROFILE DOWNLOAD

is called by Applet2
Applet2 is deregistered to . .
EVENT PROFI LE DOWNLOAD 3- A Toolkit exception

B B HANDLER_NOT_AVAILABLE is
thrown
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Description

APIl/Framework Expectation

APDU Expectation

Envelope Handler availability with
EVENT_MENU_SELECTION_HELP_REQUEST

PerformSIMinitialization with all the

facilities supported

Envel ope nenu sel ection with hel p request

is sent to the SIM

1- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl

1- Appletl is triggered

2- No exception is thrown.

Envelope Handler availability with
EVENT_MENU_SELECTION

1- Envel ope nenu selection is sent to the

SIM

2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl

1- Appletl is triggered

2- No exception is thrown.

Envelope Handler availability with
EVENT_FORMATTED_SMS_PP_ENV

1- A EVENT_FORVATTED SMS_PP_ENV envel ope is
sent to the SIM

2- Envel opeHandl er . get TheHandl er () et hod
is called by Appletl

1- Appletl is triggered

2- No exception is thrown.

Envelope Handler availability with
EVENT_UNFORMATTED_SMS_PP_ENV

1-An unformatted sns pp envel ope is sent

to the SIM

2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl

3- Envel opeHandl er. get TheHandl er () net hod
is called by Applet2

1- Appletl is triggered

2- No exception is thrown.

Appletl finalizes

3- Applet2 is triggered

4- No exception is thrown.
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Description

APIl/Framework Expectation

APDU Expectation

Envelope Handler availability with
EVENT_FORMATTED_CB
1- Envel ope cell broadcast formatted is
sent to the SIM

2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl

1- Appletl is triggered

2-No exception is thrown

Envelope Handler availability with
EVENT_UNFORMATTED_CB
1- Envel ope cel |l broadcast unfornatted is
sent to the SIM

2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl

3- Envel opeHandl er. get TheHandl er () net hod
is called by Applet2

1- Appletl is triggered

2- No exception is thrown
Appletl finalizes
3- Applet2 is triggered

4- No exception is thrown

Envelope Handler availability with
EVENT_TIMER_EXPIRATION

Timer id=1
1- Envel ope Tiner Expiration is sent to the
SIM

2- Envel opeHandl er . get TheHandl er () met hod
is called by Appletl

1- Appletl is triggered

2- No exception is thrown.

10

Envelope Handler availability with
EVENT_CALL_CONTROL_BY_SIM

1- Envel ope call control

the SIM

by simis sent to

2- Envel opeHandl er . get TheHandl er () et hod
is called by Appletl

1- Appletl is triggered

2- No exception is thrown.

11

Envelope Handler availability with
EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM

1- Envel ope no short
is sent to the SIM

nessage control by sim

2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl.

1- Appletl is triggered

2- No exception is throw

12

Envelope Handler availability with
EVENT_EVENT_DOWNLOAD MT_CALL

1- Envel ope event download nt call is sent

to the SIM

2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl

3- Envel opeHandl er. get TheHandl er () net hod
is called by Applet2

1- Appletl is triggered

2- No exception is thrown.

Appletl finalizes

3- Applet2 is triggered

4- No exception is thrown.
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Id

Description

APIl/Framework Expectation

APDU Expectation

13

Envelope Handler availability with
EVENT_EVENT_DOWNLOAD_ CALL_CONNECT
ED

1- Envel ope event downl oad call connected

is sent to the SIM
2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl

3- Envel opeHandl er. get TheHandl er () net hod
is called by Applet2

1- Appletl is triggered

2- No exception is thrown.

Appletl finalizes

3- Applet2 is triggered

4- No exception is thrown.

14

Envelope Handler availability with
EVENT_EVENT_DOWNLOAD_ CALL_DISCONE
CTTED

1- Envel ope event downl oad call
di sconnected is sent to the SIM

2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl

3- Envel opeHandl er. get TheHandl er () net hod
is called by Applet2

1- Appletl is triggered.

2- No exception is thrown.

Appletl finalizes

3- Applet2 is triggered

4- No exception is thrown.

15

Envelope Handler availability with
EVENT_EVENT_DOWNLOAD_LOCATION_STA
TUS

1- Envel ope event downl oad | ocation status
is sent to the SIM

2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl

3- Envel opeHandl er . get TheHandl er () met hod
is called by Applet2

1- Appletl is triggered

2- No exception is thrown.

Appletl finalizes

3- Applet2 is triggered

4- No exception is thrown.

16

Envelope Handler availability with
EVENT_EVENT_DOWNLOAD_USER_ACTIVITY

1- Envel ope event downl oad user activity is
sent to the SIM

2- Envel opeHandl er . get TheHandl er () et hod
is called by Appletl

3- Envel opeHandl er. get TheHandl er () net hod
is called by Applet2

1- Appletl is triggered

2- No exception is thrown
Appletl finalizes
3- Applet2 is triggered

4- No exception is thrown
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Id

Description

APIl/Framework Expectation

APDU Expectation

17

Envelope Handler availability with
EVENT_EVENT_DOWNLOAD_IDLE_SCREEN _
AVAILABLE

1- Envel ope event downl oad idle screen
available is sent to the SIM

2- Envel opeHandl er . get TheHandl er () et hod
is called by Appletl

3- Envel opeHandl er. get TheHandl er () et hod
is called by Applet2

1- Appletl is triggered

2- No exception is thrown.

Appletl finalizes

3- Applet2 is triggered

4- No exception is thrown.

18

Envelope Handler availability with
EVENT_EVENT_DOWNLOAD_CARD_READER
_STATUS

1- Envel ope event downl oad card reader
status is sent to the SIM

2- Envel opeHandl er . get TheHandl er () et hod
is called by Appletl

3- Envel opeHandl er. get TheHandl er () net hod
is called by Applet2

1- Appletl is triggered

2- No exception is thrown.

Appletl finalizes

3- Applet2 is triggered

4- No exception is thrown.

19

Envelope Handler availability with
EVENT_EVENT_DOWNLOAD LANGUAGE_
SELECTION

1- Envel ope event downl oad | anguage
selection is sent to the SIM

2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl
Appletl finalizes.

3- Envel opeHandl er. get TheHandl er () net hod
is called by Applet2

1- Appletl is triggered
2-No exception is thrown.
Appletl finalizes.

Applet2 is triggered

3-No exception is thrown.

20

Envelope Handler availability with
EVENT_EVENT_DOWNLOAD BROWSER
TERMINATION

1- Envel ope event downl oad browser
termnation is sent to the SIM

2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl

3- Envel opeHandl er . get TheHandl er () met hod
is called by Applet2

1- Appletl is triggered

2-No exception is thrown.

Appletl finalizes.
Applet2 is triggered

3-No exception is thrown.
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Id Description APIl/Framework Expectation APDU Expectation
21 Envelope Handler availability with
EVENT_STATUS_COMMAND
1-Status conmand is sent to the SIM 1- Appletl is triggered
2- Envel opeHandl er . get TheHandl er () net hod 2- A Toolkit exception
is called by Appletl .
HANDLER_NOT_AVAILABLE is
thrown
Appletl finalizes.
3- Applet2 is triggered
3- Envel opeHandl er . get TheHandl er () nethod |4~ A Toolkit exception )
is called by Applet2 HANDLER_NOT_AVAILABLE is
thrown
22 Envelope Handler availability with

EVENT_EVENT_DOWNLOAD_DATA_AVAILAB
LE

1- Appletl builds a proactive conmand OPEN
CHANNEL.

proacti veHandl er. send() nethod is called

2- Envel ope event downl oad data avail abl e
is sent to the SIMw th Channel | d=01.

3- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl

1- Appletl is registered to
EVENT_EVENT_DOWNLOAD_DA
TA_AVAILABLE and
EVENT_EVENT_DOWNLOAD_CH
ANNEL_STATUS

2- Appletl is triggered

3-No exception is thrown.

1- OPEN CHANNEL
proactive command is
fetched

TERMINAL RESPONSE is
issued with Channel Id = 01
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Id Description APIl/Framework Expectation APDU Expectation
23 Envelope Handler availability with
EVENT_EVENT_DOWNLOAD_CHANNEL_STAT
us
1-Envel ope event downl oad channel status (1. Appletl is tri
is sent to the SIMw th Channel | d=01. ppletl is triggered
2- Envel opeHandl er. get TheHandl er () net hod L
is called by Appletl 2-No exception is thrown.
24 Envelope Handler availability with EVENT_
UNRECOGNIZED_ENVELOPE
1- An unrecogni zed Envel ope is sent to the |1. Appletl is triggered
SIM
2- Envel opeHandl er. get TheHandl er () net hod o
is called by Appletl 2- No exception is thrown.
Appletl finalizes
Applet2 is triggered
3- Envel opeHandl er. get TheHandl er () net hod _
is called by Applet2 3- No exception is thrown.
25
Envelope Handler availability with
EVENT_FORMATTED_SMS_PP_UPD
1- A fornmatted Update Record EFsns 1- Appletl is triggered
instruction is sent to the SIM
2- Envel opeHandl er . get TheHandl er () nethod |2- No exception is thrown.
is called by Appletl
26 |Envelope Handler availability with
EVENT_UNFORMATTED_SMS_PP_UPD
1- Appletl is trigger
1- An unformatted Update Record EFsns ppletl is triggered
instruction is sent to the SIM
2-Envel opeHandl er . get TheHandl er () method |2- No exception is thrown.
is called by Appletl
Appletl finalizes
Applet2 is triggered
3- Envel opeHandl er. get TheHandl er () net hod Lo
i's called by Applet?2 3- No exception is thrown.
6.3.1.34 Test Coverage
CRR Number Test Case Number
CRRN1 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19,
20, 22, 23, 24, 25, 26
CRRC1 1,2,21
6.3.1.4 EnvelopeResponseHandler

Test Area Reference: FWK_MHA_ERHD

ETSI




3GPP TS 51.013 version 15.1.0 Release 15 318 ETSI TS 151 013 V15.1.0 (2020-11)

6.3.1.4.1 Conformance Requirement

6.3.1.4.1.1 Normal Execution

e CRRNZ1: The handler isavailable for al triggered toolkit applets from the invocation of the processT oolkit
method of the toolkit applet until atoolkit applet has posted an envel ope response or the first invocation of the
ProactiveHandler.send method for the following events:

EVENT_FORMATTED _SMS PP_ENV
EVENT_UNFORMATTED_SMS PP_ENV
EVENT_CALL_CONTROL
EVENT_SMS MO _CONTROL
EVENT_UNRECOGNIZED ENVELOPE

o CRRNZ2: After acall to the post method the handler is not longer available.

e CRRN3: After acall to the send method the handler is not longer available.

6.3.1.4.1.2 Parameters error

No requirements.

6.3.1.4.1.3 Context Errors
e CRRCL1: The handler is not available for the following events:

EVENT_FORMATTED_SMS CB
EVENT_UNFORMATTED _SMS CB
EVENT_MENU_SELECTION
EVENT_MENU_SELECTION_HELP_REQUEST
EVENT_TIMER_EXPIRATION
EVENT_EVENT_DOWNLOAD_MT_CALL
EVENT_EVENT_DOWNLOAD_CALL_CONNECTED
EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED
EVENT_EVENT_DOWNLOAD_LOCATION_STATUS
EVENT_EVENT_DOWNLOAD_USER_ACTIVITY
EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE
EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS
EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION
EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION
EVENT_STATUS COMMAND
EVENT_PROFILE_DOWNLOAD
EVENT_FIRST_COMMAND_AFTER_SELECT
EVENT_EVENT_DOWNLOAD_DATA_AVAILABLE
EVENT_EVENT_DOWNLOAD_CHANNEL_STATUS
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EVENT_FORMATTED_SMS_PP_UPD
EVENT_UNFORMATTED_SMS_PP_UPD

6.3.1.4.2 Test Suite Files
Test Script: FWK_MHA_ERHD_1.scr
Test Applet: FWK_MHA_ERHD_1.java

FWK_MHA_ERHD_2java

Load Script: FWK_MHA_ERHD_1.Idr
Cleanup Script: FWK_MHA_ERHD_1.clr
Parameter File: FWK_MHA_ERHD_1.par
6.3.1.4.3 Test Procedure
Id Description APIl/Framework Expectation APDU Expectation
1 Toolkit Appletl and Toolkit Applet2

registration and Envelope Response Handler
availability with
EVENT_FIRST_COMMAND_AFTER_SELECT

1- Appletl is registered to all events
defined in TS 43.019 [7].

Usi ng the nethods initMenuEntry() for
EVENT_MENU_SELECTI ON,

request Pol | Interval () for
EVENT_STATUS_COWWAND, al | ocat eTiner() for
EVENT_TI MER_EXPI RATI ON and set Event Li st ()
for the rest of the events.

Appl et2 is registered to 1- No exception is thrown
EVENT UNFORMATTED SMS PP _ENV and

EVENT_UNRECOGNI ZED_ENVEL OPE.

3- Select M. o
2- Appletl is triggered by

3- Envel opeResponseHandl er. get TheHandl er () |[EVENT_FIRST_COMMAND_AFTE
met hod is called by Appletl R_SELECT

Appletl is deregistered to
EVENT_FI RST_COMVAND _AFTER_SELECT.

3- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown

2 Handler availability with
EVENT_PROFILE_DOWNLOAD

1- Terminal Profile command is sent to the|1- Appletl Is Triggered By

SIMw thout the facility of EVENT PROFILE DOWNLOAD
SET_EVENT_LI ST, SETUP_I DLE _MODE_TEXT, - -

SETUP_MENU and POLL_| NTERVAL.

2- Envel opeResponseHandl er . get TheHandl er () |2~ A ToolKit exception )
method is called by Appletil HANDLER_NOT_AVAILABLE is

Appletl is deregistered to thrown
EVENT_PROFI LE_DOANLOAD
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Id Description APIl/Framework Expectation APDU Expectation
3 | Envelope Response Handler availability with
EVENT_MENU_SELECTION_HELP_REQUEST
PerformSIMinitialization with all the
facilities supported
1- Envel ope menu sel ection with help L
request is sent to the SIM 1- Appletl is triggered.
2- Envel opeResponseHandl er . get TheHandl er ()
nethod is called by Appletl
2- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown
4 | Envelope Response Handler availability with
EVENT_MENU_SELECTION
1-A envel ope nenu selection is sent to the|1- Appletl is triggered
SIM
2- Envel opeResponseHandl er. get TheHandl er ()
nethod is called by Appletl ) )
2- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown
5 Envelope Response Handler availability with
EVENT_FORMATTED_CB
1- Envel ope cell broadcast formatted is 1- The appletl is triggered.
sent to the SIM
2- Envel opeResponseHandl er . get TheHandl er () |2-A Toolkit exception
method is called by Appletl HANDLER_NOT_AVAILABLE is
thrown
6 | Envelope Response Handler availability with

EVENT_UNFORMATTED_CB

1- Envel ope cel|l broadcast unformatted is

sent to the SIM

2- Envel opeResponseHandl er. get TheHandl er ()
nmethod is called by Appletl

1- Appletl is triggered.

2- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown
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Id Description APIl/Framework Expectation APDU Expectation
7 | Envelope Response Handler availability with
EVENT_TIMER_EXPIRATION
1-Envel ope Timer Expiration is sent to the|q. Appletl is triggered.
SIM
2-Envel opeResponseHandl er . get TheHandl er () |2- A Toolkit exception
method is called by Appletl HANDLER_NOT_AVAILABLE is
thrown
8 Envelope Response Handler availability with
EVENT_EVENT_DOWNLOAD_MT_CALL
1-Envel ope event download nt call is sent |1-Appletl is triggered.
to the SIM
2- Envel opeResponseHandl er . get TheHandl er () |2 -A Toolkit exception )
method is called by Appletl HANDLER_NOT_AVAILABLE is
thrown
9 | Envelope Response Handler availability with
EVENT_EVENT_DOWNLOAD_CALL_CONNECT
ED
1-Envel ope event downl oad call connected |1- Appletl is triggered.
is sent to the SIM
2- Envel opeResponseHandl er . get TheHandl er () ) )
method is called by Appletl 2- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown
10 | Envelope Response Handler availability with
EVENT_EVENT_DOWNLOAD_CALL_DISCONN
ECTED
1- Envel ope event downl oad call - is tri
di sconnected is sent to the SIM 1- Appletl s triggered.
2- Envel opeResponseHandl er . get TheHandl er () |2- A Toolkit exception
method is called by Appletl HANDLER_NOT_AVAILABLE is
thrown
11 | Envelope Response Handler availability with

EVENT_EVENT_DOWNLOAD_LOCATION_STA
TUS

1- Envel ope event downl oad | ocation status
is sent to the SIM

2- Appl et1 obtains the Envel ope Response
Handl er

1- Appletl is triggered.

2- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown
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Id Description APIl/Framework Expectation APDU Expectation

12 | Envelope Response Handler availability with
EVENT_EVENT_DOWNLOAD_USER_ACTIVITY

1-Envel ope event downl oad user activity is|q. Appletl is triggered.
sent to the SIM

2-Envel opeResponseHandl er . get TheHandl er () |2- A Toolkit exception
method is called by Appletl HANDLER_NOT_AVAILABLE is
thrown

13 | Envelope Response Handler availability with
EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_
AVAILABLE

1- Envel ope event downl oad idle screen 1- Appletl is triggered.
available is sent to the SIM

2- Envel opeResponseHandl er. get TheHandl er ()
method is called by Appletl 2- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown
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Id Description APIl/Framework Expectation APDU Expectation
14 | Envelope Response Handler availability with
EVENT_EVENT_DOWNLOAD_CARD_READER
_STATUS
1- Envel ope event downl oad card reader
status is sent to the SIM 1- Appletl is triggered
2- Envel opeResponseHandl er . get TheHandl er () ) )
method is called by Appletl 2- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown
15 | Envelope Response Handler availability with
EVENT_EVENT_DOWNLOAD_LANGUAGE_
SELECTION
1- Envel ope event downl oad | anguage
selection is sent to the SIM 1- Appletl is triggered
2- Envel opeResponseHandl er . get TheHandl er ()
nmethod is called by Appletl ) )
2-A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown
16 | Envelope Response Handler availability with
EVENT_EVENT_DOWNLOAD_BROWSER _
TERMINATION
1- Envel ope event downl oad browser
termnation is sent to the SIM 1- Appletl is triggered
2- Envel opeResponseHandl| er. get TheHandl er ()
nmethod is called by Appletl ) ]
2-A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown
17 | Envelope Response Handler availability with
EVENT_STATUS_COMMAND
1-Status command is sent to the SIM 1- Appletl is triggered
2- Envel opeResponseHandl er . get TheHandl er () ) )
method is called by Appletl 2- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown
18 | Envelope Response Handler availability with

EVENT_EVENT_DOWNLOAD_DATA_AVAILAB
LE

1- Appletl initialises a proactive conmand
OPEN CHANNEL and calls the send() nethod.

2- Envel ope event downl oad data aval ai bl e
is sent to the SIMw th channel | d=01

3- Envel opeResponseHandl er . get TheHandl er ()
nethod is called by Appletl

2- Appletl is triggered

3- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown

1- The OPEN CHANNEL
command is fetched.

TERMINAL RESPONSE IS
SENT TO THE SIM with
channelld=01
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Id Description APIl/Framework Expectation APDU Expectation
19 | Envelope Response Handler availability with
EVENT_EVENT_DOWNLOAD_CHANNEL_STAT
us
1- Appletl is triggered
1- Envel ope event downl oad channel status
is sent to the SIMw th channel | d=01 . .
2- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown
2- Envel opeResponseHandl er . get TheHandl er ()
nethod is called by Appletl
20 |[Envelope Response Handler availability with
EVENT_FORMATTED_SMS_PP_UPD
1- Update Record EFsns instruction
formatted is sent to the SIM 1- The appletl is triggered.
2- Envel opeResponseHandl er. get TheHandl er ()
met hod is called by Appletl 2-A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown
21 | Envelope Response Handler availability with

EVENT_UNFORMATTED_SMS_PP_UPD
1- Update Record EFsns instruction

unformatted is sent to the SIM

2- Envel opeResponseHandl er. get TheHandl er ()
nmethod is called by Appletl

1- Appletl is triggered.

2- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown

ETSI




3GPP TS 51.013 version 15.1.0 Release 15

325

ETSI TS 151 013 V15.1.0 (2020-11)

Id

Description

APIl/Framework Expectation

APDU Expectation

22

Envelope Response Handler availability with
EVENT_FORMATTED_SMS_PP_ENV

1-A formatted sns pp envel ope is sent to
the SIM

2- Envel opeResponseHandl er. get TheHandl er ()
nethod is called by Appletl

3-Appletl builds an additional information
for response packet and it calls the post
net hod

4-Appletl calls all nethods of the
Envel ope Response Handl er (including the
i nherited nethod)

5- A EVENT_FORMATTED_SMS_PP_ENV envel ope is
sent to the SIM

6- Envel opeResponseHandl er . get TheHandl er ()
nmethod is called by Appletl

7-Appletl builds a proactive command and
it calls the send() nethod

8-Appletl calls all nethods of the
Envel ope Response Handl er (i ncluding the
i nherited nethod)

1- Appletl is triggered

2- No exception is thrown.

4- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown for each method

Appletl finalizes
5- Appletl is triggered

6- No Exception is thrown

8- Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown for each method

3- The response packet is
sent

7- The proactive command
is sent

ETSI




3GPP TS 51.013 version 15.1.0 Release 15 326 ETSI TS 151 013 V15.1.0 (2020-11)

Id Description APIl/Framework Expectation APDU Expectation

23 | Envelope Response Handler availability with
EVENT_UNFORMATTED_SMS_PP_ENV

1-An unfornmatted sns pp envel ope is sent 1- Appletl is triggered
to the SIM

2- Envel opeResponseHandl er. get TheHandl er ()

method is called by Appletl 2- No exception is thrown.

3-Appletl builds the envel ope response and
it calls the post() method 3- The envelope response is

4- Appletl calls all nethods of the sent

Envel ope Response Handler (including the | A Toolkitexception )
i nherited nethod) HANDLER_NOT_AVAILABLE is

thrown for each method
Appletl finalizes

5- Applet2 is triggered.

5- Envel opeResponseHandl| er. get TheHandl er ()

nethod is called . .
A Toolkit exception

HANDLER_NOT_AVAILABLE is
thrown.

6-An unformatted sms pp envel ope is sent |Applet? finalizes
to the SIM

6- Appletl is triggered.

7- Envel opeResponseHandl er. get TheHandl er ()
met hod is called.

7- No exception is thrown.
8- Appl et1 builds a proactive conmand and
it calls the send() nethod

9- The proactive command
9-Appletl calls all methods of the 1S fetched_and the Terminal
Envel ope Response Handl er (including the response is issued.

i nherited nethod)
9- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown for each method.

Appletl finalizes

10- Applet2 is triggered.
10- Envel opeResponseHandl er. get TheHandl er ()
nmethod is called by Applet2

A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown.
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Id

Description

APIl/Framework Expectation

APDU Expectation

24

Envelope Response Handler availability with
EVENT_CALL_CONTROL_BY_SIM
1- Envel ope call control
the SIM

by simis sent to

2- Envel opeResponseHandl er. get TheHandl er ()
nethod is called by Appletl

3-Appletl builds the envel ope response and
it calls the post AsBERTLV() nethod

4-Appletl calls all nethods of the
Envel ope Response Handl er (i ncluding the
i nherited method)

5- Envel ope call control

the SIM

by simis sent to

6- Envel opeResponseHandl er . get TheHandl er ()
nethod is called by Appletl

7-Appl etl builds a proactive conmand and
it calls the send() nethod

8-Appletl calls all methods of the
Envel ope Response Handl er (i ncluding the
i nherited method)

1- Appletl is triggered

2- No exception is thrown.

4- Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown for each method

Appletl finalizes

5- Appletl is triggered

6- No Exception is thrown

8- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown for each method

3- The envelope response is
sent

7- The proactive command
is fetched and the Terminal
response is issued

25

Envelope Response Handler availability with
EVENT_MO_SHORT_MESSAGE_CONTROL_B

Y_SIM
1- Envel ope np short nessage control
is sent to the SIM

by sim

2- Envel opeResponseHandl er . get TheHandl er ()
nethod is called by Appletl

3-Appl etl builds the envel ope response and
it calls the post ASBERTLV() nmethod

4-Appletl calls all nethods of the
Envel ope Response Handl er (i ncluding the
i nherited method)

5- Envel ope no short
is sent to the SIM

nmessage control by sim

6- Envel opeResponseHandl| er. get TheHandl er ()
nmethod is called by Appletl

7-Appletl builds a proactive command and
it calls the send nethod

8-Appletl calls all nmethods of the
Envel ope Response Handl er (including the
i nherited method)

1- Appletl is triggered

2- No exception is thrown.

4- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown for each method

Appletl finalizes
5- Appletl is triggered

6- No exception is thrown

8- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown for each method

3-The envelope response is
sent

7- The proactive command
is fetched and the Terminal
Response is issued

ETSI




3GPP TS 51.013 version 15.1.0 Release 15

328

ETSI TS 151 013 V15.1.0 (2020-11)

Id

Description

APIl/Framework Expectation

APDU Expectation

26

Envelope Response Handler availability with
EVENT_UNRECOGNIZED_ENVELOPE

1- An unrecogni zed Envel ope is sent to the
SIM

2- Envel opeResponseHandl er . get TheHandl er ()
nmethod is called by Appletl

3-Appletl builds the envel ope response and
it calls the post AsBERTLV() or post nethod

4-Appletl calls all methods of Envel ope
Response Handl er (including the inherited
net hod)

5- Envel opeResponseHandl| er. get TheHandl er ()
nethod is called

6- An unrecogni zed Envel ope is sent to the
SIM

7- Envel opeResponseHandl| er. get TheHandl er ()
nethod is called

8- Appl etl builds a proactive command and
it calls the send() nethod

9-Appletl calls all nethods of the
Envel ope Response Handl er (including the
i nherited nethod)

10- Envel opeResponseHandl er. get TheHandl er ()
nethod is called by Applet2

1- Appletl is triggered

2- No exception is thrown.

4- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown for each method

Appletl finalizes
5- Applet2 is triggered.

A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown.

Applet2 finalizes
6- Appletl is triggered.

7- No exception is thrown.

9- A Toolkit exception
HANDLER_NOT_AVAILABLE is
thrown for each method

Appletl finalizes
10- Applet2 is triggered
A Toolkit exception

HANDLER_NOT_AVAILABLE is
thrown.

3- The envelope response is

sent

9- The proactive command
is fetched and the Terminal

response is issued
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Id Description APIl/Framework Expectation APDU Expectation
27 The envelope response is sent when a
proactive session is ongoing
1-A formatted SMS PP envelope is sent to |1- Appletl is triggered.
the SIM
2-Proactive command DI SPLAY TEXT is built
and it calls the send() nethod. 2-91 XX
3-A call control by simenvel ope is sent
to the SIM 3- Appletl is triggered
4- Envel opeResponseHandl er. get TheHandl er ()
nethod is called by Appletl
4- No exception is thrown
5- Appl et1 builds the envel ope response and
it calls the post ASBERTLV
5-The envelope response is
sent
9F YY
GET RESPONSE
Data
91 XX
Fetch DISPLAY TEXT
Terminal Response
DISPLAY TEXT
28

Envelope Response Handler availability with
EVENT_UNFORMATTED_SMS_PP_ENV in case
of multi-triggering

1-A unfornmatted sns pp envel ope is sent to
the SIM

2- Envel opeResponseHandl er. get TheHandl er ()
nmethod is called by Appletl

5- Envel opeResponseHandl| er. get TheHandl er ()
nethod is called by Applet 2

6- Applet2 calls the post( ) nethod

1- Appletl is triggered

2- No exception is thrown.

3- Appletl finalizes

4- Applet2 is triggered.

5- No Exception is thrown

Applet2 finalizes

6. The response is checked.
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Id Description APIl/Framework Expectation APDU Expectation

29 | Envelope Response Handler availability with |1- Appletl is triggered
EVENT_UNRECOGNIZED_ENVELOPE in case
of multi-triggering
2- No exception is thrown.

1- An unrecogni zed Envel ope is sent to the
SIM

2- Envel opeResponseHandl er . get TheHandl er () 3- Appletl finalizes
nethod is called by Appletl

4- Applet2 is triggered.

5- No Exception is thrown

5- Envel opeResponseHandl| er. get TheHandl er ()
nmethod is called by Applet 2

Applet2 finalizes 6- The response is checked
6- Applet2 calls the post( ) nethod
6.3.1.4.4 Test Coverage
CRR Number Test Case Number
CRRN1 20, 21, 22, 23, 24, 25,26,27
CRRN2 20, 21, 22,23, 24,25
CRRN3 20, 21, 22, 23, 24, 25
CRRC1 1,2,3,4,5,6,7,8,9,10, 11, 12, 13,
14, 15, 16, 17, 18, 19, 28, 29

6.3.2 Handler Integrity

6.3.2.1 ProactiveHandler

Test Area Reference: FWK_HIN_PAHD

6.3.2.1.1 Conformance Requirement

6.3.2.1.11 Normal Execution
e CRRNZ1: At the processToolkit invocation the TLV-List is cleared.

e CRRNZ2: After acal to ProactiveHandler.send method the handler will remain unchanged until the
ProactiveHandler.init or appendTLV method are called.

6.3.2.1.1.2 Parameters error

No reguirements.

6.3.2.1.1.3 Context Errors

No reguirements.

6.3.2.1.2 Test Suite Files:
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Test Applet: FWK_HIN_PAHD_1java
FWK_HIN_PAHD_2java
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Cleanup Script: FWK_HIN_PAHD_1.clr

Parameter File: FWK_HIN_PAHD_1.par
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6.3.2.1.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 | At the processToolkit invocation the TLV-List
is cleared

Appletl and Applet2 are registered to
EVENT_UNFORVATTED_SM5_PP_ENV.

1- An envel ope containing an unformatted
snms pp is sent to the SIM

2-ProactiveHandl er. getLength() nmethod is
called by Appletl

1- Appletl is triggered.

2- The return value is 0

TLV-List change after the init method
invocation

ProactiveHandl er.init() nethod is called
by Appletl

1- Proacti veHandl er. getLength() nethod is
called by Appletl

1- The return value is 9

The TLV-List remains unchanged after the
send() method invocation

1- ProactiveHandl er.send() nethod is called
by Appletl

2-ProactiveHandl er. getLength() nmethod is
called by Appletl

It's checked that the content is the same
than before the calling to send nethod
usi ng ProactiveHandl er. copyVal ue and
Util.arrayConpare nethods

2- The return value is 9, and its
contents is the same than before
the calling to send method

1- The proactive command
is fetched and the terminal
response is issued.

At the processToolkit invocation the TLV-List
is cleared

1- Proacti veHandl er. get Length() nethod is
call ed by Applet2

2- Proacti veHandl er. get Val ueLengt h() net hod
is called by Applet2

1- Applet2 is triggered

2- The return value is 0

3- ToolkitException
UNAVAILABLE_ELEMENT is
thrown
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6.3.2.1.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2,3,4
CRRN2 3
6.3.2.2 ProactiveResponseHandler

Test Area Reference: FWK_HIN_PRHD
6.3.2.2.1 Conformance Requirement

6.3.2.2.1.1 Normal Execution

e CRRNZ1: The ProactiveResponseHandler content is changed after the call to ProactiveHandler.send method and
remains unchanged until next call to the ProactiveHandler.send method.

e CRRN2: The ProactiveResponseHandler may not be available before the first call to ProactiveHandler.send
method, if available the content is cleared.

6.3.2.2.1.2 Parameters error

No reguirements.

6.3.2.2.1.3 Context Errors

No reguirements.

6.3.2.2.2 Test Suite Files
Test Script: FWK_HIN_PRHD_1.scr
Test Applet: FWK_HIN_PRHD_1.java
Load Script; FWK_HIN_PRHD_1.Idr
Cleanup Script: FWK_HIN_PRHD_1.clr
Parameter File; FWK_HIN_PRHD_1.par
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6.3.2.2.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration and

ProactiveResponseHandler obtaining
1-Applet is registered to all events
defined in [7].

Usi ng the nethods initMenuEntry for
EVENT_MENU_SELECTI ON,

request Pol I I nterval () for
EVENT_STATUS_COMVAND, al | ocateTiner() for
EVENT_TI MER_EXPI RATI ON and set Event Li st ()
for the rest of the events.

Termnal Profile command is sent to the
SIMwi thout the facilities of
SET_EVENT_LI ST , SETUP_I DLE_MODE_TEXT,
SETUP_MENU and POLL_I| NTERVAL.

For each event:

2- Proacti veResponseHandl er . get TheHandl er ()
is called

If handler is avail able,
Proacti veResponseHand! er . get Lengt h()
cal l ed

is

1- No exception is thrown

2- Applet is triggered.

3- Behaviour 1:
Toolkit Exception

HANDLER_NOT_AVAILABLE is

thrown.

Behaviour 2:

No exception is thrown, the return

value is 0

2 The ProactiveResponseHandler remains
unchanged after send method invocation until
next send method invocation
1- Appl et builds a proactive conmand 1- The ProactiveResponseHandler |2- A proactive command is
ProactiveHandl er.send() method is called |;ontains the terminal response fetched
The terminal response is sent
with length 12
2- Proact i veResponseHandl er. get Lengt h() 3- The return value is 12
nmethod is called
3-ProactiveHandler.init() method is called 4- No ?XCEption is thrown and the
Proactive Response Handler
remains unchanged
4p i veHandl d hod i | ed 5- The ProactiveResponseHandler
-ProactiveHandl er. send() method is called|qoqqing the terminal response of  |6- A proactive command is
the second proactive command fetched
The terminal response is sent
with length 15
7- The return value is 15
5- Proacti veResponseHandl er. get Lengt h()
nethod is called
6.3.2.24 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 1
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6.3.2.3 EnvelopeHandler

Test Area Reference: FWK_HIN_ENHD
6.3.2.3.1 Conformance Requirement

6.3.2.3.1.1 Normal Execution

e CRRN1: The EnvelopeHandler and its content are available for al triggered toolkit applets, from the invocation
to the termination of their processToolkit method

e CRRN2: The SIM Toolkit Framework guarantees that all triggered toolkit applets receive the data.

e CRRN3: The SIM Toolkit Framework shall convert the Update Record EFsms in the EnvelopeHandler TLV List
containing Device |dentities TLV, Address TLV and SMSTPDU TLV.

e CRRN4: The getEnvelopeTag() method shall return BTAG_SMS PP_ DOWNLOAD.
o CRRNS5: The getLength() method shall return the Simple TLV list length.

e CRRNG6 The Device Identity Simple TLV is used to store the information about the absolute record number in
the EFsms file and the value of the EFsms record status byte.

6.3.2.3.1.2 Parameters error

No reguirements.

6.3.2.3.1.3 Context Errors

No reguirements.

6.3.2.3.2 Test Suite Files
Test Script: FWK_HIN_ENHD_1.scr
Test Applet: FWK_HIN_ENHD_1.java
Load Script; FWK_HIN_ENHD_1.Idr
Cleanup Script: FWK_HIN_ENHD_1.clr
Parameter File; FWK_HIN_ENHD_1.par
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6.3.2.3.3 Test Procedure
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Description

APIl/Framework Expectation

APDU Expectation

Applet initialization and Envelope Handler
integrity checks with
EVENT_MENU_SELECTION_HELP_REQUEST

1- Applet is registered to all events
defined in TS 43.019 [7] except
EVENT_PROFI LE_DOMLQOAD and
EVENT_STATUS_COVVAND.

Using the nethods initMnuEntry() for
EVENT_MENU_SELECTI ON, al | ocat eTi ner () for
EVENT_TI MER_EXPI RATI ON, and set Event Li st ()
for the rest of the events.
PerformSIMinitialization with all
facilities supported

the
2-Envel ope nenu selection with hel p request
is sent to the SIM

3- Envel opeHandl| er. get TheHandl er () nethod is

call ed

4- Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. fi ndTLV() method is
called with TAG HELP REQUEST

5- A proactive command DI SPLAY TEXT is sent

6- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
call ed

7- It's checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

Check that the TAG HELP_REQUEST is the TLV
sel ected

8-The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1-No exception is thrown

2- Applet is triggered

3- No exception is thrown.

4- No exception is thrown

6- Applet is triggered

7- No exception is thrown and the
handler contains the envelope call
control by SIM

8- The contents of the envelope
handler shall be the same as stored
in buffer 1

5- 91 xx.

A proactive command
Display Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Description

APIl/Framework Expectation

APDU Expectation

Envelope Handler integrity checks with
EVENT_MENU_SELECTION

1- An envel ope nenu selection is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() method is
called with TAG | TEM | DENTI FI ER

4- A proactive conmand DI SPLAY TEXT is sent

5-Envel ope call control by simis sent to
SIM

Envel opeHandl er. get TheHandl er () nethod is
call ed

6- It's checked the contents of the
envel ope handl er is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_I DENTI TI ES

Call Control execution is finished.

It's checked that the TAG | TEM | DENTI FI ER
is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Description

APIl/Framework Expectation

APDU Expectation

Envelope Handler integrity checks with
EVENT_FORMATTED_SMS_PP_ENV

1-A formatted sns pp envelope is sent to

SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy( )

The Envel opeHandl er. findTLV() method is
called with TAG SM5_TPDU

4- A proactive conmand DI SPLAY TEXT is sent

5- Envel ope call control

SI'M

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
call ed

6-1t's checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy( ) and
Util.arrayConpare nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

It's checked that the TAG SM5 TPDU is the
TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Description

APIl/Framework Expectation

APDU Expectation

Envelope Handler integrity checks with
EVENT_UNFORMATTED_SMS_PP_ENV

1-A unformatted sns pp envelope is sent to

SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy( )

The Envel opeHandl er. findTLV nmethod is
called with TAG DEVI CE_| DENTI Tl ES
4- A proactive conmand DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl| er. get TheHandl er () nethod is
cal |l ed

6-1t's checked that the contents of the
envel ope handl er is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_I DENTI TI ES
Cal |

Control execution is finished.

It's checked that the TAG DEVI CE_|I DENTI Tl ES
is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1.

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Description

APIl/Framework Expectation

APDU Expectation

Envelope Handler integrity checks with
EVENT_UNFORMATTED_SMS_CB

1-A unformatted cel | broadcast envel ope is
sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG CELLBROADCAST_PAGE
4- A proactive conmand DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t's checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

It's checked that the
TAG_CELLBROADCAST _PACE is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1.

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Description

APIl/Framework Expectation

APDU Expectation

Envelope Handler integrity checks with
EVENT_TIMER_EXPIRATION

1-A tinmer expiration envelope is sent to
SIM

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope
handl er in buffer 1 using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() method is
called with TAG TIMER I D

4- A proactive conmand DI SPLAY TEXT is sent

5- Envel ope call control

SI'M

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t's checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_| DENTI Tl ES
execution is finished.

Call Control

It's checked that the TAGTIMER ID is the
TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Description

APIl/Framework Expectation

APDU Expectation

Envelope Handler integrity checks with
EVENT_CALL_CONTROL_BY_SIM
control

1-A call envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope
handl er in buffer 1 using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() method is
called w th TAG ADDRESS

4- A proactive conmand DI SPLAY TEXT is sent

5- Envel ope call control

SI'M

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t's checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

It's checked that the TAG ADDRESS is the
TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Description

APIl/Framework Expectation

APDU Expectation

Envelope Handler integrity checks with EVENT_
MO_SHORT_MESSAGE_CONTROL_BY_SIM

1-A no short nessage control
envel ope is sent to SIM

by sim

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope
handl er in buffer 1 using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called wth TAG ADDRESS

4- A proactive conmand DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t's checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

It's checked that the TAG ADDRESS is the
TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1.

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id Description APIl/Framework Expectation APDU Expectation
9 |Envelope Handler integrity checks with EVENT_
EVENT_DOWNLOAD_MT_CALL
1-A event download nt call envelope is sent|1- Applet is triggered
to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called w th TAG ADDRESS

4- A proactive conmand DI SPLAY TEXT is sent

5- Envel ope call control

SI'M

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t's checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

It's checked that the TAG ADDRESS is the
TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

APIl/Framework Expectation

APDU Expectation

10

Envelope Handler integrity checks with EVENT_
EVENT_DOWNLOAD_CALL_CONNECTED

1- A event downl oad call
is sent to SIM

connect ed envel ope

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope
handl er in buffer 1 using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called wth TAG ADDRESS

4- A proactive conmand DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
call ed

6-1t's checked that the contents of the
envel ope handl er is the envel ope call
control using Envel opeHandl er. copy and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_I DENTI TI ES
Cal |

Control execution is finished.

It's checked that the TAG ADDRESS is the
TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1.

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

APIl/Framework Expectation

APDU Expectation

11

Envelope Handler integrity checks with EVENT_
EVENT_DOWNLOAD_CALL_DISCONNECTED
1- A event downl oad call disconnected

envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope
handl er in buffer 1 using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() method is
called w th TAG ADDRESS

4- A proactive conmand DI SPLAY TEXT is sent

5- Envel ope call control

SI'M

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t's checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

It's checked that the TAG ADDRESS is the
TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1.

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

APIl/Framework Expectation

APDU Expectation

12

Envelope Handler integrity checks with EVENT_
EVENT_DOWNLOAD_LOCATION_STATUS

1- A event downl oad | ocation status envel ope
is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() method is
called w th TAG LOCATI ON_STATUS

4- A proactive conmand DI SPLAY TEXT is sent

5- Envel ope call control

SI'M

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t's checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

It's checked that the TAG _LOCATI ON_STATUS
is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

APIl/Framework Expectation

APDU Expectation

13

Envelope Handler integrity checks with EVENT_
EVENT_DOWNLOAD_USER_ACTIVITY

1- A event downl oad user activity envel ope
is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() method is
called w th TAG DEVI CE_| DENTI TI ES

4- A proactive conmand DI SPLAY TEXT is sent

5- Envel ope call control

SI'M

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t's checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

It's checked that the TAG DEVI CE_|I DENTI TI ES
is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

APIl/Framework Expectation

APDU Expectation

14

Envelope Handler integrity checks with EVENT_
EVENT_DOWNLOAD_IDLE_SCREEN_AVAILAB
LE

1- A event downl oad idle screen avail able
envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_| DENTI Tl ES

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SI'M

by simis sent to

Envel opeHandl| er. get TheHandl er () nethod is
call ed

6-1t's checked that the contents of the
envel ope handl er is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_I DENTI TI ES
Cal |

Control execution is finished.

It's checked that the TAG DEVI CE_|I DENTI TI ES
is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

APIl/Framework Expectation

APDU Expectation

15

Envelope Handler integrity checks with EVENT_
EVENT_DOWNLOAD _CARD_READER_STATUS

1- A event downl oad card reader status
envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. fi ndTLV() method is
called with TAG CARD_READER_STATUS

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SI'M

by simis sent to

Envel opeHandl| er. get TheHandl er () nethod is
call ed

6-1t's checked that the contents of the
envel ope handl er is the envel ope call
control using Envel opeHandl er. copy and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES

It's checked that the
TAG_CARD READER STATUS is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored

in buffer 1

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

APIl/Framework Expectation

APDU Expectation

16

Envelope Handler integrity checks with
UNRECOGNIZED_ENVELOPE

1- A unrecogni zed envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

4- A proactive conmand DI SPLAY TEXT is sent

5-Envel ope call control by simis sent to

SI'M

Envel opeHandl| er. get TheHandl er () nethod is
cal l ed
The Envel opeHandl er. get Val ueLengt h()
call ed

is

6-1t's checked that the contents of the
envel ope handl er is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_I DENTI TI ES
Cal |

Control execution is finished.

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM

17

Envelope Handler integrity checks with
EVENT_EVENT_DOWNLOAD LANGUAGE_SEL
ECTION

1- A event downl oad | anguage sel ection
envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. fi ndTLV() method is
called with TAG EVENT_LI ST

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SI'M

by simis sent to

Envel opeHandl| er. get TheHandl er () nethod is
call ed

6-1t's checked that the contents of the
envel ope handl er is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

1- Applet is triggered

2-No exception is thrown.

3-No exception is thrown.

5- Applet is triggered

4-91 XX
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Id Description APIl/Framework Expectation APDU Expectation
) ) 6- No exception is thrown and the
The Envel opeHandl er. findTLV() nethod is handler contains the envelope call

called with TAG DEVI CE_| DENTI Tl ES control by SIM

Call Control execution is finished.

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to

It's checked that the TAG EVENT_LIST is the the SIM
TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

ETSI




3GPP TS 51.013 version 15.1.0 Release 15

353

ETSI TS 151 013 V15.1.0 (2020-11)

Id

Description

APIl/Framework Expectation

APDU Expectation

18

Envelope Handler integrity checks with
EVENT_EVENT_DOWNLOAD BROWSER_TER
MINATION

1- A event downl oad browser termnation
envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. fi ndTLV() method is
called with TAG EVENT_LI ST

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SI'M

by simis sent to

Envel opeHandl| er. get TheHandl er () nethod is
call ed

6-1t's checked that the contents of the
envel ope handl er is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_I DENTI TI ES
Cal |

Control execution is finished.

It's checked that the TAG EVENT_LIST is the
TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2-No exception is thrown.

3-No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

APIl/Framework Expectation

APDU Expectation

19

Envelope Handler integrity checks with
EVENT_FORMATTED_SMS_PP_UPD

1- Updat e Record EFsns instruction single
and formatted is sent to the SIM

2- Envel opeHandl er. get TheHandl er () nmethod is
call ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy( )

The Envel opeHandl er. fi ndTLV() method is
called with TAG SM5_TPDU

4- A proactive conmand DI SPLAY TEXT is sent

5- Envel ope call control

SI'M

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t's checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy( ) and
Util.arrayConpare nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG SMs_TPDU
Cal |

Control execution is finished.

It's checked that the TAG SM5 TPDU is the
TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

APIl/Framework Expectation

APDU Expectation

20

Envelope Handler integrity checks with
EVENT_UNFORMATTED_SMS_PP_UPD

1- Update Record EFsns instruction single

and unformatted is sent to the SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy( )

The Envel opeHandl er. findTLV nmethod is
called with TAG SM5_TPDU
4- A proactive conmand DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl| er. get TheHandl er () nethod is
cal |l ed

6-1t's checked that the contents of the
envel ope handl er is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_I DENTI TI ES
Cal |

Control execution is finished.

It's checked that the TAG DEVI CE_|I DENTI Tl ES
is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1.

4-91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id Description APIl/Framework Expectation APDU Expectation
21 Check the TLV list conversion for
EVENT_FORMATTED_SMS_PP_UPD
1- An EVENT_FORMATTED_SMB_PP_UPD is sent to|1_ appletis triggered
the SIM
2- The findTLV(tag == device identities 2- No exception is thrown.
Tag) is called.
3- return the absolute record.
3- The getVal ueByte(offset == 0) is called.
4- return the record status
4- The getVal ueByte(offset == 1) is called.
5- The findTLV(tag == address Tag) is 5- No exception is thrown.
cal | ed.
6- Check the content
7- No exception is thrown.
7- The findTLV(tag == SMs TPDU Tag) is
cal | ed.
8- Check the content
22 Check TLV list conversion for
EVENT_FORMATTED_SMS_PP_UPD
1- The getlength() nethod is called 1. return the Simple TLV list length
23 Check TLV list conversion for
EVENT_FORMATTED_SMS_PP_UPD
1- return
1- The get Envel opeTag() nethod is called BTAG SMS PP DOWNLOAD
24 Check the TLV list conversion for
EVENT_UNFORMATTED_SMS_PP_UPD
1- An EVENT_UNFORMATTED_SMS_PP_UPD i s sent |1_ applet is triggered
to the SIM
2- The findTLV(tag == device identities 2- No exception is thrown.
Tag) is called.
3- return the absolute record.
3- The getVal ueByte(offset == 0) is called.
) 4- return the record status
4- The getVal ueByte(offset == 1) is called.
5- The findTLV(tag == address Tag) is 5- No exception is thrown.
cal | ed.
6- Check the content
7- The findTLV(tag == SM5 TPDU Tag) is 7- No exception is thrown.
cal | ed.
8- Check the content
25 Check TLV list conversion for
EVENT_UNFORMATTED_SMS_PP_UPD
1- The getlength() nethod is called 1. return the Simple TLV list length
26 Check TLV list conversion for

EVENT_UNFORMATTED_SMS_PP_UPD

1- The get Envel opeTag() nethod is called

1- return
BTAG_SMS_PP_DOWNLOAD
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6.3.2.34 Test Coverage
CRR Number Test Case Number
CRRN1 1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18,
19, 20
CRRN2 1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18,
19, 20
CRRN3 21,24
CRRN4 22,25
CRRN5 23, 26
CRRN6 21,24
6.3.2.4 EnvelopeResponseHandler

Test Area Reference: FWK_HIN_ERHD
6.3.2.4.1 Conformance Requirement

6.3.2.4.1.1 Normal Execution

e CRRNZ1: At the processToolkit invocation the TLV-List is cleared.

6.3.2.4.2 Test Suite Files:
Test Script: FWK_HIN_ERHD_1.scr
Test Applet: FWK_HIN_ERHD_1.java
Load Script: FWK_HIN_ERHD_1.ldr
Cleanup Script: FWK_HIN_ERHD_1.cIr
Parameter File; FWK_HIN_ERHD_1.par
6.3.2.4.3 Test Procedure
Id Description APIl/Framework Expectation APDU Expectation

1 |Appletl is registered to
EVENT_UNRECOGNI ZED_ENVEL OPE.

1- An unrecogni sed envel ope is sent to the 1- Applet 1 is triggered.
SI'M

2- Envel opeResponseHandl| er. get TheHandl er ()i s
call ed by the Appletl.

3- Envel opeResponseHandl er. get Lengt h() 2- The return value shall be 0.
nmethod is called by Appletl

6.3.2.4.4 Test Coverage
CRR Number Test Case Number
CRRN1 1

6.3.3 Applet Triggering

6.3.3.1 EVENT_PROFILE_DOWNLOAD

Test Area Reference: FWK_APT_EPDW

6.3.3.1.1 Conformance Requirement
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6.3.3.1.1.1 Normal Execution

e CRRNZ1: Upon the reception of Terminal Profile command by the SIM, the STF stores the ME Profile and then
triggers the registered toolkit applets.

e CRRN2: Theapplet isnot triggered by the EVENT_PROFILE_DOWNLOAD once it has deregistered from this
event.

e CRRN3: The STF shall not reply busy to a Terminal Profile command

6.3.3.1.1.2 Parameters error

No reguirements.

6.3.3.1.1.3 Context Errors

No reguirements.

6.3.3.1.2 Test Suite Files
Test Script: FWK_APT_EPDW_1l.scr
Test Applet: FWK_APT_EPDW 1,java

FWK_APT_EPDW_2java

FWK_APT_EPDW 3java

Load Script: FWK_APT_EPDW _1.ldr
Cleanup Script: FWK_APT_EPDW_1.cIr
Parameter File: FWK_APT_EPDW_1.par
6.3.3.1.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applets registration to

EVENT_PROFILE_DOWNLOAD and triggering

Appletl is registered to the
EVENT_PRCFI LE_DOMNNLOAD

Applet2 is registered to the
EVENT_PRCFI LE_DOMNNLOAD

Applet3 is not registered to the
EVENT_PROFI LE_DOMNLOAD and i s registered
to EVENT_FORVATTED SMS_PP_ENV.

1-Terminal Profile command is sent to SIM 1- Applett is triggered

Appletl finalizes
2- Applet2 is triggered

Applet2 finalizes
3- Applet3 is not triggered
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Id Description APIl/Framework Expectation APDU Expectation
2 The STF shall not reply busy to a Terminal
Profile command
1-Formatted sms pp envelope is sent to SIM|q_ Applet3 is triggered by the
EVENT_FORMATTED_SMS_PP_
ENV
Appl et 3 buil ds a REFRESH proactive comrand
in siminitialization node
2-ProactiveHandl er.send() nethod is called
by appl et3 2- A proactive command is
sent
Applet3 is suspended until the
terminal response
3-Terminal Profile command is sent to SIM |3- Appletl is triggered by
EVENT_PROFILE_DOWNLOAD
Appletl calls Tool kit Registry.clearEvent(
EVENT_PROFI LE_DOWNLQAD)
Appletl finalizes
4- Applet2 is triggered by
EVENT_PROFILE_DOWNLOAD
The terminal Response of
4-Applet2 call's Tool kit the proactive command is
Regi stry. cl ear Event ( sent
EVENT_PROFI LE_DOWNLQAD)
Tool ki t Regi stry. set Event (EVENT_PROFI LE_DOW,
NLOAD) nethod is called
Applet2 finalizes
Applet3 finalizes
3 Deregistered applets are not triggered
) ) ) Applet3 is triggered
Terminal Profile command is sent to SIM (Appletl and Applet2 are not
triggered)
6.3.3.14 Test Coverage
CRR Number Test Case Number
CRRN1 1
CRRN2 3
CRRN3 2
6.3.3.2 EVENT_MENU_SELECTION
Test Area Reference: FWK_APT_EMSE
6.3.3.2.1 Conformance Requirement
6.3.3.2.1.1 Normal Execution

CRRNL1: The applet istriggered by the EVENT_MENU_SELECTION when an Envelope Menu Selection is
received with the item identifier of amenu entry of this applet if no proactive session is ongoing.
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6.3.3.2.1.2 Parameters error

No requirements.

6.3.3.2.1.3 Context Errors

No requirements.

6.3.3.2.2 Test Suite Files
Test Script: FWK_APT_EMSE 1.scr
Test Applet: FWK_APT_EMSE 1java

FWK_APT_EMSE_2java

Load Script: FWK_APT_EMSE_1.Idr
Cleanup Script: FWK_APT_EMSE 1.clr
Parameter File: FWK_APT_EMSE 1.par
6.3.3.2.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_MENU_SELECTION and triggering

Tool ki t Regi stry.initMenuEntry() nethod is
called in the constructor of appletl and

Appl et 2.

For appl et 1:

MenuEnt r y=" Appl et 1"

O fset =0

Lengt h=menuEntry. | engt h
Hel pSuppor t ed=f al se

I conQualifier=0

I conldentifier=0

1- The method must return true.

For appl et 2:

MenuEnt ry=" Appl et 2"

O fset =0

Lengt h=menuEntry. | engt h
Hel pSuppor t ed=f al se

I conQualifier=0

I conl dentifier=0

event = EVENT_MENU_SELECTI ON
1- Tool ki t Regi stry.i sEventSet() is called
in constructor.

PerformSIMinitialization the facility
SET UP MENU and without the facilities SET
EVENT LI ST and POLL | NTEVAL features

2- Appletl is triggered and applet2

2-Itemldentifi er = 1 ' is not triggered
Event Menu Sel ection envelope is sent to

the SIMwith the itemidentifier of a nmenu
entry of appl et

Appletl finalizes

3- Applet2 is triggered and appletl
3-Itemldentifier = 2 is not triggered

Event Menu Sel ection envelope is sent to
the SEIMwith the itemidentifier of a menu
entry of appl et
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6.3.3.24 Test Coverage
CRR Number Test Case Number
CRRN1 1
6.3.3.3 EVENT_MENU_SELECTION_HELP_REQUEST

Test Area Reference: FWK_APT_EMSH
6.3.3.3.1 Conformance Requirement

6.3.3.3.1.1 Normal Execution

e CRRNZ1: If an ENVELOPE (MENU_SELECTION_HELP_SUPPORTED) command is received for one entry
supporting help, then STF shall trigger the corresponding applet.

e CCRN2: A toolkit applet shall be triggered by the EVENT_MENU_SELECTION_HELP_REQUEST event only
if the Menu Id corresponding to the Envel ope Menu Selection Help Request received by the SIM Toolkit
framework was registered with the helpSupported value set to true.

e CCRNS3: If at least one menuld of aToolkit Applet registersto
EVENT_MENU_SELECTION_HELP_REQUEST, the SET UP MENU proactive command sent by the SIM
Toolkit Framework shall indicate to the ME that help information is available unless all the menus entries that
support help are disabled.

6.3.3.3.1.2 Parameters error

No reguirements.

6.3.3.3.1.3 Context Errors

No requirements.

6.3.3.3.2 Test Suite Files
Test Script: FWK_APT_EMSH_1.scr
Test Applet: FWK_APT_EMSH_1java

FWK_APT_EMSH_2java
FWK_APT_EMSH_3java

Load Script: FWK_APT_EMSH_1.Idr
Cleanup Script: FWK_APT_EMSH_1.clr
Parameter File: FWK_APT_EMSH_1.par
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6.3.3.3.3 Test Procedure
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[1d ] Description | APl/Framework Expectation |  APDU Expectation |
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Applet registration to
EVENT_MENU_SELECTION_HELP_REQUEST
and triggering

Appl etl and Applet2 are installed

Tool ki t Regi stry. I nitMenuEntry() method is
called in the constructor of Appletl and
Appl et 2.

For Appletl (itemid 1):
MenuEnt ry="Appl et 1A"

O fset =0

Lengt h=nenuEntry. | ength
Hel pSupport ed=t rue

I conQualifier=0

I conldentifier=0

For Appletl (itemid 2):
MenuEnt r y=" Appl et 1B"

O fset =0

Lengt h=menuEntry. | engt h
Hel pSuppor t ed=f al se

I conQualifier=0

I conldentifier=0

event = EVENT_MENU_SELECTI ON_HELP_REQUEST
1- Tool kitRegistry.isEventSet() is called
in constructor.

For Applet2 (itemid 3):
MenuEnt ry=" Appl et 2A"

O fset =0

Lengt h=nenuEntry. | ength
Hel pSupport ed=t r ue

I conQualifier=0

I conldentifier=0

For Applet2 (itemid 4):
MenuEnt ry=" Appl et 2B"

O fset=0

Lengt h=nenuEntry. | ength
Hel pSupport ed=f al se

I conQualifier=0

I conldentifier=0

event = EVENT_MENU_SELECTI ON_HELP_REQUEST
2- Tool kitRegistry.isEventSet() is called
in constructor.

PerformSIMinitialization with the
facility SET UP MENU and wi t hout the
facilities SET EVENT LI ST and POLL

| NTERVAL

3-Itemidentifier =1
Menu Sel ection Hel p Request envel ope i
sent to the SIMwith itemidentifier 1
bel onging to appletl

(7]

4-Itemidentifier = 2
Menu Sel ection Hel p Request envel ope i
sent to the SIMwith itemidentifier 2
bel onging to appletl

[

5-Itemidentifier = 3

1- The command shall return true.

2- The command shall return true.

3- Appletl is triggered and Applet2
is not triggered

4 Appletl and Applet2 are not
triggered
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Id Description APIl/Framework Expectation APDU Expectation
Menu Sel ection Hel p Request envel ope is 5- Applet2 is triggered and Appletl
sent to the SIMwith itemidentifier 3 is not triggered

bel onging to applet2

6-Itemidentifier = 4
Menu Sel ection Hel p Request envel ope is 6- Applet2 and Appletl are not
sent to the SIMwith itemidentifier 4 triggered

bel onging to appl et2
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Id Description APIl/Framework Expectation APDU Expectation

2 Applet deregistration to
EVENT_MENU_SELECTION_HELP_REQUEST

Appl et1l and Applet2 are del eted
Applet3 is installed

Tool ki t Regi stry. I nitMenuEntry() nethod is
called in the constructor of Applet3.

For Applet3 (itemid 5):
MenuEnt ry="Appl et 3A"

O fset=0

Lengt h=nenuEntry. | ength
Hel pSupport ed=t r ue

I conQualifier=0

I conldentifier=0

For Applet3 (itemid 6):
MenuEnt r y=" Appl et 3B"

O fset=0

Lengt h=nenuEntry. | ength
Hel pSupport ed=true

I conQualifier=0

I conldentifier=0

For Applet3 (itemid 7):
MenuEnt ry=" Appl et 3C'

O fset=0

Lengt h=nenuEntry. | engt h
Hel pSupport ed=f al se

I conQualifier=0

I conldentifier=0

1. PerformSIMinitialization with the
facility SET UP MENU and wit hout the .
facilities SET EVENT LIST and POLL 1. The SIM shall issue a

| NTERVAL SET UP MENU proactive
command with Menu Entry
ID entry '05', '06' and '07',
2. Menu Sel ection Hel p Request envel ope is and Help supported set to
sent to the SIMwith itemidentifier 5

bel onging to applet3 true.

3. Tool ki t Regi stry. di sabl eMenuEntry()

method for itemid 5 is called by the Menu

Sel ecti on Hel p Request Envel ope. o
2. Applet3 is triggered by 3. The SIM shall issue a
EVENT_MENU_SELECTION_HEL |SET UP MENU proactive
P_REQUEST command with Menu Entry

4. Menu Sel ection Hel p Request envel ope is ID entry ‘06" and '07', and

sent to the SIMwith itemidentifier 6 Help supported set to true.

bel onging to appl et3

5. Tool ki t Regi stry. di sabl eMenuEntry() 4. Applet3 is triggered by

method for itemid 6 is called by the Menu|EyvENT MENU SELECTION HEL

Sel ecti on Hel p Request Envel ope. p REQDEST - -
5. The SIM shall issue a
SET UP MENU proactive
command with Menu Entry
ID entry '07', and Help
supported set to false.

6.3.3.34 Test Coverage
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CRR Number Test Case Number
CRRN1 1
CRRN2 1
CRRN3 2
6.3.3.4 EVENT_FORMATTED_SMS_PP_ENV

Test Area Reference: FWK_APT_EFSE
6.3.3.4.1 Conformance Requirement

6.3.3.4.1.1 Normal Execution
e CRRNZ1: The applet istriggered by the EVENT_FORMATTED_SMS _PP_ENV once:
- it has been registered to this event;

- aShort Message Point to Point (Single or Concatenated) is received by Envelope APDU(s) and is formatted
according to 3GPP TS 23.048 [§];

- thetoolkit applet to be triggered is registered with the corresponding TAR in the SMS TPDU;
- the security is verified.

e CRRNZ2: The applet is not triggered by the EVENT_FORMATTED_SMS PP_ENV once it has deregistered
from this event.

6.3.3.4.1.2 Parameters error

No requirements.

6.3.3.4.1.3 Context Errors

No requirements.

6.3.3.4.2 Test Suite Files
Test Script: FWK_APT_EFSE 1.scr
Test Applet: FWK_APT_EFSE 1java
Load Script: FWK_APT_EFSE 1.dr
Cleanup Script: FWK_APT_EFSE 1.cir
Parameter File: FWK_APT_EFSE_1.par
6.3.3.4.3 Test Procedure

ETSI



3GPP TS 51.013 version 15.1.0 Release 15 368 ETSI TS 151 013 V15.1.0 (2020-11)

Id Description APIl/Framework Expectation APDU Expectation

1 Applet registration to EVENT
FORMATTED_SMS_PP_ENV and triggering

Applet is registered to
EVENT_FORMATTED SMS_PP_ENV and
EVENT_UNRECOGNI ZED_ENVELCOPE

1- A Single Short Message SMs-PP Fornatted
Data Download is sent to the SIM

2- A Concatenated Short Message SMs- PP L
Formatted Data Downl oad is sent to the SIM/1-Appletistriggered
(conposed of 2 Short Messages. The UDL for
the first Short Message is 70 and for the

second 70) 2- Applet is triggered

2 Applet deregistration

Tool kit Regi stry. cl earEvent() method is
call ed for EVENT_FORMATTED SMS_PP_ENV

1- A Single Short Message SMS-PP Data i i
Downl oad is sent to the SIM. 1- Applet is not triggered
2- A Concatenated Short Messages SMs- PP
Data Downl oad is sent to the SIM (conposed
of 2 Short Messages. The UDL for the first
Short Message is 70 and for the second

70). 2- Applet is not triggered

An unrecogni zed envelope is sent to the
sim

Tool kit Regi stry. setEvent() nethod is
call ed for EVENT_FORMATTED SMS_PP_ENV

3- A Single Short Messages SMS-PP Data
Downl oad is sent to the SIM

4- A Concatenated Short Messages SMG- PP 3- Applet is triggered
Data Downl oad is sent to the SIM (conposed
of 2 Short Messages. The UDL for the first
Short Message is 70 and for the second

70). 4- Applet is triggered
6.3.3.4.4 Test Coverage
CRR Number Test Case Number
CRRN1 (See note) 1,2
CRRN2 2

NOTE: The security checks are not relevant to the test designed in this test area; they will be checked in the
"Framework Security Management” clause.

6.3.3.5 EVENT_UNFORMATTED_SMS_PP_ENV

Test Area Reference: FWK_APT_EUSE

6.3.3.5.1 Conformance Requirement
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6.3.3.5.1.1 Normal Execution

e CRRNZ1: The appletsregisters are triggered by the EVENT_UNFORMATTED_SMS PP_ENV once a Short
Message Point to Point (Single or Concatenated) is received by Envelope APDU(s) and is unformatted.

e CRRN2: The applet is not triggered by the EVENT_UNFORMATTED_SMS _PP_ENV once it has deregistered
from this event.

6.3.3.5.1.2 Parameters error

No requirements.

6.3.3.5.1.3 Context Errors

No requirements.

6.3.3.5.2 Test Suite Files
Test Script: FWK_APT_EUSE 1.scr
Test Applet: FWK_APT_EUSE 1java
Load Script: FWK_APT_EUSE 1.ldr
Cleanup Script: FWK_APT_EUSE 1.clr
Parameter File: FWK_APT_EUSE_1.par
6.3.3.5.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to
EVENT_UNFORMATTED_SMS_PP_ENV and
triggering

Applet is registered to the
EVENT_UNFORMATTED_SMS_PP_ENV and
EVENT_FORMATTED SMS_PP_ENV.

1-Tool kit Registry.isEventSet() nethod is
called for EVENT UNFORMATTED SMS PP _ENv  |1- The method returns true

2- A Single and Unformatted SMS-PP Data

Downl oad Envel ope is sent to the SIM 2- Applet is triggered

3- A Concatenated and Unformatted SMs-PP
Dat a Downl oad Envel ope is sent to the SIM
(conposed of 2 Short Messages. The UDL for |3- Appletis triggered
the first Short Message is 70 and for the
second 70)
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Id Description APIl/Framework Expectation APDU Expectation

2 Applet deregistration

Tool kit Registry.clearEvent()nmethod is
call ed for EVENT_UNFORVATTED SMS_PP_ENV

1- A Single and Unformatted SVS-PP Data 1- Applet isn't triggered
Downl oad Envel ope is sent to the SIM

2- A Concatenated and Unformatted SMsS- PP
Data Downl oad Envel ope is sent to the SIM |5 Applet isn't triggered
(composed of 2 Short Messages. The UDL for
the first Short Message is 70 and for the
second 70)

Applet is triggered by a
EVENT_FORMATTED_SMS_PP_ENV

Tool kit Regi stry.setEvent() nethod is
call ed for EVENT_UNFORVATTED SMS_PP_ENV

3- A Single and Unformatted SMS-PP Data 3- Applet is triggered
Downl oad Envel ope is sent to the SIM

4- A Concatenated and Unformatted SMS-PP 4. Applet is triggered
Dat a Downl oad Envel ope is sent to the SIM
(conposed of 2 Short Messages. The UDL for
the first Short Message is 70 and for the

second 70)
6.3.3.54 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 2
6.3.3.6 EVENT_CALL_CONTROL_BY_SIM

Test Area Reference: FWK_APT_ECCN
6.3.3.6.1 Conformance Requirement

6.3.3.6.1.1 Normal Execution

e CRRN1: Theappletistriggered by the EVENT_CALL_CONTROL_BY_SIM once it has registered to this
event and an Envelope Call Control isreceived.

e CRRNZ2: The applet is not triggered by the EVENT_CALL_CONTROL_BY _SIM once it has deregistered from
this event.

6.3.3.6.1.2 Parameters error

No requirements.

6.3.3.6.1.3 Context Errors

No reguirements.

6.3.3.6.2 Test Suite Files

ETSI




3GPP TS 51.013 version 15.1.0 Release 15 371 ETSI TS 151 013 V15.1.0 (2020-11)

Test Script: FWK_APT_ECCN_1.scr
Test Applet: FWK_APT_ECCN_1.java
Load Script: FWK_APT_ECCN_1.Idr
Cleanup Script: FWK_APT_ECCN_1.clr
Parameter File: FWK_APT_ECCN_1.par
6.3.3.6.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applets registration to
EVENT_CALL_CONTROL_BY_SIM and
triggering

Appletl is registered to
EVENT_CALL_CONTROL_BY_SI M

Applet2 is registered to
EVENT_FORMATTED_SMS_PP_ENV

1- An Envel ope Call control by SIMis sent

to SIM 1- Appletl is triggered

2 Applet deregistration and registration of the
third applet to EVENT_CALL-
CONTROL_BY_SIM.

1-An Envel ope Formatted SMS PP envel ope is |1-Applet2 is triggered by

sent to SIM EVENT_FORMATTED_SMS_PP_
ENV.
Appl et 2 contructs a DI SPLAY TEXT proactive
conmmand.
2-ProactiveHandl er.send() nethod is called 2- A proactive command

DISPLAY TEXT is sent and
applet is suspended until
the terminal response

3-An Envel ope Call control by SIM envel ope|3- Appletl is triggered
is sent to SIM

Tool ki t Regi stry.clearEvent() is called for
EVENT_CALL_CONTROL_BY_SI M

TERMINAL RESPONSE of
Appletl finalizes. DISPLAY TEXT is sent to
the SIM

Tool ki t Regi stry. setEvent() nethod is
cal l ed for EVENT_CALL_CONTRCL_BY_SI M

Applet2 finalizes

3 Applet triggering

An Envel ope Call control by SIMenvelope |Applet2 is triggered.
is sent to SIM (Appletl is not triggered)
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6.3.3.6.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2,3
CRRN2 3
6.3.3.7 EVENT_MO_SHORT _MESSAGE_CONTROL_BY_SIM

Test Area Reference: FWK_APT_EMCN
6.3.3.7.1 Conformance Requirement

6.3.3.7.1.1 Normal Execution

e CRRN1: Theappletistriggered by the EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM onceit has
registered to this event and an Envelope MO Short Message Control.

e CRRN2: Theapplet isnot triggered by the EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM onceit
has deregistered from this event.

6.3.3.7.1.2 Parameters error

No reguirements.

6.3.3.7.1.3 Context Errors

No reguirements.

6.3.3.7.2 Test Suite Files
Test Script: FWK_APT_EMCN_1.scr
Test Applet: FWK_APT_EMCN_1.java

FWK_APT_EMCN_2java

Load Script: FWK_APT_EMCN_1.ldr
Cleanup Script: FWK_APT_EMCN_1.clr
Parameter File; FWK_APT_EMCN_1.par
6.3.3.7.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM and triggering

Appletl is reggistered to
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI M
Applet2 is registered to
EVENT_FORVATTED_SMS_PP_ENV.

1- An Envel ope MO short message envel ope is|1- Appletl is triggered.
sent to SIM
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Id Description APIl/Framework Expectation APDU Expectation
2 | Applet deregistration and registration of the
third applet to
EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM.
The STF shall not reply busy to a call control
envelope

1- An Envel ope formatted SM5 PP envel ope is|q_ Applet2 is triggered.

sent to SIM

Appl et 2 builds a DI SPLAY TEXT proactive

conmmand.

2- A Proactive command
2-ProactiveHandl er.send() nethod is DISPLAY TEXT is sent and
cal I ed. applet is suspended until

the terminal response
3-An Envel ope MO Short nessage envel ope is|3- Appletl is triggered.
sent to SIM
Tool kit Regi stry. cl earEvent () for
EVENT_MD_SHORT _MESSAGE_CONTROL_BY_SI M

TERMINAL RESPONSE of

Appletl finalizes. DISPLAY TEXT is sent to
the SIM
Tool ki t Regi stry. setEvent() nethod is
called for
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI M
Applet2 finalizes.
3 Applet3 triggering
An Envel ope MO SMS control by SIM envel ope |Applet2 is triggered.
is sent to SIM (Appletl is not triggered)
6.3.3.74 Test Coverage
CRR Number Test Case Number
CRRN1 1,2,3
CRRN2 3
6.3.3.8 EVENT_TIMER_EXPIRATION
Test Area Reference: FWK_APT_ETEX
6.3.3.8.1 Conformance Requirement
6.3.3.8.1.1 Normal Execution

CRRN1: The applet istriggered by the EVENT_TIMER_EXPIRATION once it has been registered to this event
and an Envelope Timer Expiration with a Timer Identifier of the applet isreceived if no proactive session is

ongoing.

CRRN2: The applet isnot triggered by the EVENT_TIMER_EXPIRATION once it has been deregistered from

this event.
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6.3.3.8.1.2 Parameters error

No requirements.

6.3.3.8.1.3 Context Errors

No requirements.
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6.3.3.8.2 Test Suite Files
Test Script: FWK_APT_ETEX_1.scr
Test Applet: FWK_APT_ETEX_1java
Load Script: FWK_APT_ETEX_1.ldr
Cleanup Script: FWK_APT_ETEX 1.clr
Parameter File: FWK_APT_ETEX_1.par
6.3.3.8.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_TIMER_EXPIRATION and
triggering

Applet is registered to the
EVENT_TI MER_EXPI RATI ON usi ng t he
al l ocateTinmer() nmethod and to
EVENT_FORMATTED_SMS_PP_ENV.

event = EVENT_TI MER_EXPI RATI ON
1-Tool kit Registry.isEvent Set ()
net hod i s call ed.

2- An Envel ope TI MER _EXPI RATION i s
sent to the SIM

1- The method returns true

2- Applet is triggered.

Applet deregistration

Timer id=1
Tool ki t Registry. Rel easeTi mer () mnet hod
is called

1- An Envel ope tiner expiration is
sent to the SIM

An Envel ope formated sns pp envel ope
is sent to the sim

Tool ki t Registry. Al | ocat eTi ner () net hod
is called

2- An Envel ope TI MER_EXPI RATI ON i s
sent to the SIM

1- Applet isn't triggered

2- Applet is triggered

6.3.3.84 Test Coverage

CRR Number

Test Case Number

CRRN1

1,2

CRRN2

2
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6.3.3.9 EVENT _UNFORMATTED_SMS _CB

Test Area Reference: FWK_APT_EUCB
6.3.3.9.1 Conformance Requirement

6.3.3.9.1.1 Normal Execution

e CRRNZ1: The applet istriggered by the EVENT_UNFORMATTED_SMS CB once it has registered to this event
and an Envelope Cell Broadcast DownLoad is received.

e CRRNZ2: The applet is not triggered by the EVENT_UNFORMATTED_SMS_CB once it has deregistered from
this event.

6.3.3.9.1.2 Parameters error

No requirements.

6.3.3.9.1.3 Context Errors

No requirements.

6.3.3.9.2 Test Suite Files
Test Script: FWK_APT_EUCB_1.scr
Test Applet: FWK_APT_EUCB_1ljava
Load Script: FWK_APT_EUCB_1.Idr
Cleanup Script: FWK_APT_EUCB_1.clr
Parameter File: FWK_APT_EUCB_1.par
6.3.3.9.3 Test Procedure
Id Description API Expectation APDU Expectation
1 Applet registration to
EVENT_UNFORMATTED_SMS_CB and
triggering

Applet is registered to the
EVENT_UNFORMATTED SMS_CB and
EVENT_FORMATTED _SNVS_PP_ENV.

event = EVENT_UNFORMATTED_SMS_CB
1- Tool ki t Registry. i sEvent Set () method is
cal | ed. 1- Method returns true.

2- An Envel ope UNFORVATTED_SMs_CB is sent 2- Applet is triggered
to the SIM
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Id Description APl Expectation APDU Expectation
2 Applet deregistration
Tool kit Regi stry. Cl earEvent()nmethod is
cal l ed for EVENT_UNFORMATTED SMS_CB
1-An Envel ope UNFORMATTED SMB CB is sent |1- Appletisn't triggered
to the SIM
An Envel ope formatted sms pp envel ope is
sent to the sim
event = EVENT_UNFORMATTED_SMS_CB
Tool ki t Registry. set Event () nethod is called
for EVENT_UNFORMATTED SMVB_CB
2- An Envel ope UNFORMATTED SMS CB i s sent _ ot
to the SIM 2- Applet is triggered
6.3.3.94 Test Coverage

CRR Number Test Case Number
CRRN1 1,2
CRRN2 2

6.3.3.10  EVENT_EVENT_DOWNLOAD_ MT_CALL

Test Area Reference: FWK_APT_EDMC

6.3.3.10.1

6.3.3.10.1.1

Conformance Requirement

Normal Execution

e CRRN1: Theappletistriggered by the EVENT_EVENT_DOWNLOAD_MT_CALL onceit hasregistered to
this event and an Envelope Event DownLoad MT Call isreceived.

e CRRNZ2: The applet is not triggered by the EVENT_EVENT_DOWNLOAD_MT_CALL onceit has
deregistered from this event.

6.3.3.10.1.2

No requirements.

6.3.3.10.1.3

No reguirements.

6.3.3.10.2
Test Script:
Test Applet:
Load Script:
Cleanup Script:

Parameters error

Context Errors

Test Suite Files
FWK_APT_EMSE 1l.scr
FWK_APT_EMSE_1java
FWK_APT_EMSE 1.ldr

FWK_APT_EMSE_L.clr
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Parameter File: FWK_APT_EMSE 1.par
6.3.3.10.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to
EVENT_EVENT_DOWNLOAD_MT_CALL and
triggering

Applet is registered to the
EVENT_EVENT_DOANLOAD MI_CALL and to
EVENT_FORMATTED SMS_PP_ENV.

event = EVENT_EVENT_DOMWNLOAD MI_CALL
1-Tool kit Registry.isEventSet() nethod is
cal | ed. 1- The method returns true

2- An Envel ope EVENT_DOMNLOAD MI_CALL is 2- App|et is triggered
sent to the SIM

2 Applet deregistration

event = EVENT_EVENT_DOWNLOAD MI_CALL
Tool kit Registry.clearEvent()nmethod is
call ed

PerformSIMinitialization with all the
facilities supported

1- An Envel ope EVENT_DOWLOAD MI_CALL is 1- Applet isn't triggered
sent to the SIM

An Envel ope formatted sms pp envel ope is
sent to the sim

event = EVENT_EVENT_DOWNLOAD MT_CALL
Tool kit Registry.setEvent() nethod is
call ed

PerformSIMinitialization with all the
facilities supported

2- An Envel ope EVENT_DOMLOAD MI_CALL is 2- Applet is triggered
sent to the SIM

6.3.3.104 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 2

6.3.3.11 EVENT_EVENT_DOWNLOAD_CALL_CONNECTED

Test Area Reference: FWK_APT_EDCC
6.3.3.11.1 Conformance Requirement

6.3.3.11.1.1 Normal Execution

e CRRNZ1: The applet istriggered by the EVENT_EVENT_DOWNLOAD_CALL_CONNECTED onceit has
registered to this event and an Envelope Event DownLoad Call Connected is received.
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e CRRN2: Theapplet isnot triggered by the EVENT_EVENT_DOWNLOAD_CALL_CONNECTED onceit has
deregistered from this event.

6.3.3.11.1.2 Parameters error

No reguirements.

6.3.3.11.1.3 Context Errors

No reguirements.

6.3.3.11.2 Test Suite Files
Test Script: FWK_APT_EDCC_1.scr
Test Applet: FWK_APT_EDCC_1.java
Load Script: FWK_APT_EDCC_1.Idr
Clean-up Script: FWK_APT_EDCC 1.clr
Parameter File: FWK_APT_EDCC _1.par
6.3.3.11.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_EVENT_DOWNLOAD_ CALL_CONNECT
ED and triggering

Applet is registered to the
EVENT_EVENT_DOMNLOAD CALL_CONNECTED and to
EVENT_FORMATTED SMS_PP_ENV.

event = EVENT_EVENT DOMLOAD CALL_CONNECTED
1-Tool kit Registry.isEventSet() nethod is |1- Method returns true
cal | ed.

2-An Envel ope , 2- Applet is triggered.
EVENT_DOWNLOAD_CALL_CONNECTED i s sent to

the SIM

2 Applet deregistration

event =EVENT_EVENT _DOWNLOAD CALL_CONNECTED
Tool kit Registry.clearEvent()nmethod is
cal l ed

PerformSIMinitialization with all the
facilities supported

1-A call connected event dow oad is sent |1- Appletisn't triggered
to the SIM

An Envel ope formatted sms pp envel ope is
sent to the sim

Event = EVENT_EVENT_DOWNLOAD_ CALL_CONNECTED
Tool kit Registry.setEvent() nethod is
call ed

PerformSIMinitialization with all the
facilities supported

2- An Envel ope 2- Applet is triggered
EVENT_DOANLOAD_CALL_CONNECTED i's sent to
the SIM
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6.3.3.11.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 2

6.3.3.12 EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED
Test Area Reference: FWK_APT_EDCD

6.3.3.12.1 Conformance Requirement

6.3.3.12.1.1 Normal Execution

e CRRN1: The applet istriggered by the EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED once it has
registered to this event and an Envelope Event DownLoad Call Disconnected is received.

e CRRN2: Theapplet isnot triggered by the EVENT_EVENT_DOWNLOAD_CALL_DISCONNECTED once it
has deregistered from this event.

6.3.3.12.1.2 Parameters error

No reguirements.

6.3.3.12.1.3 Context Errors

No reguirements.

6.3.3.12.2 Test Suite Files
Test Script: FWK_APT_EDCD_1.scr
Test Applet: FWK_APT_EDCD_1java
Load Script: FWK_APT_EDCD_1.ldr
Cleanup Script: FWK_APT_EDCD_1.cIr
Parameter File; FWK_APT_EDCD_1.par
6.3.3.12.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_EVENT_DOWNLOAD_CALL_DISCONN
ECTED and triggering

Applet is registered to the
EVENT_EVENT_DOWNLQAD CALL_DI SCONNECTED and
t o EVENT_FORVATTED_SNVS_PP_ENV.

Event =EVENT_EVENT_DOWLOAD_CALL_DI SCONNECT
ED

1-Tool kit Registry.isEventSet() nethod is |1- Method returns true
cal | ed.

2- An Envel ope
EVENT_EVENT_DOVNLOAD CALL_Di SCONNECTED is |, , oo g
sent to the SIM - Applet is triggered.
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Id Description APIl/Framework Expectation APDU Expectation

2 Applet deregistration

Event =
EVENT_EVENT_DOWLQAD_CALL_DI SCONNECTED
Tool kit Registry.clearEvent()nmethod is
cal l ed

PerformSIMinitialization with all the

facilities supported

1-An Envel ope , 1- Applet isn't triggered
EVENT_DOMLQAD_CALL_DI SCONNECTED i s sent

to the SIM

a formatted sns pp envelope is sent to the

sim

Event =

EVENT_EVENT_DOWNLOAD_CALL_DI SCONNECTED
Tool kit Registry.setEvent() nethod is
cal l ed

PerformSIMinitialization with all the
facilities supported

2- An Envel ope
EVENT_EVENT_DOANLOAD _CALL_DI SCONNECTED is |2- Applet is triggered
sent to the SIM

6.3.3.12.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 2

6.3.3.13 EVENT_EVENT_DOWNLOAD_LOCATION_STATUS

Test Area Reference: FWK_APT_EDLS
6.3.3.13.1 Conformance Requirement

6.3.3.13.1.1 Normal Execution

e CRRNZ1: The applet istriggered by the EVENT_EVENT_DOWNLOAD_LOCATION_STATUS onceiit has
registered to this event and an Envelope Event DownLoad Location Statusiis received.

e CRRN2: Theapplet isnot triggered by the EVENT_EVENT_DOWNLOAD_LOCATION_STATUS onceit has
deregistered from this event.

6.3.3.13.1.2 Parameters error

No reguirements.

6.3.3.13.1.3 Context Errors

No requirements.

6.3.3.13.2 Test Suite Files
Test Script: FWK_APT_EDLS 1l.scr
Test Applet: FWK_APT_EDLS 1java
Load Script: FWK_APT_EDLS 1.dr
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Cleanup Script: FWK_APT_EDLS 1.clr
Parameter File: FWK_APT_EDLS 1.par
6.3.3.13.3 Test Procedure
Id Description APIl/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_EVENT_DOWNLOAD_LOACTION_STA
TUS and triggering

Applet is registered to the
EVENT_EVENT_DOWNLOAD LOCATI ON_STATUS and
to EVENT_FORMATTED SMS_PP_ENV.

Event =EVENT_EVENT_DOWNLOAD_LOCATI ON_STATUS
1-Tool kit Registry.isEventSet() nethod is
cal | ed. 1- Method returns true

2- An Envel ope
EVENT_EVENT_DOWNLOAD_LOCATI ON_STATUS i s

sent 1o the SIM 2- Applet is triggered.

2 Applet deregistration

Event =EVENT_EVENT_DOMLOAD_LOCATI ON_STATUS
Tool kit Registry.clearEvent()method is

cal l ed

Perform SIMinitialization with all the
facilities supported

1- An Envel ope 1- Applet isn't triggered
EVENT_DOMLOAD_LOCATI ON_STATUS is sent to
the SIM

a formatted sns pp envelope is sent to the
sim

Event =

EVENT_EVENT_DOWNLOAD_LOCATI ON_STATUS
Tool kit Registry.setEvent() nethod is
called

PerformSIMinitialization with all the
facilities supported

2- An Envel ope
EVENT_DOMLOAD_LOCATI ON_STATUS is sent to |2- Appletis triggered

the SIM
6.3.3.13.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 2

6.3.3.14 EVENT_EVENT_DOWNLOAD_USER_ACTIVITY

Test Area Reference: FWK_APT_EDUA
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6.3.3.14.1 Conformance Requirement

6.3.3.14.1.1 Normal Execution

e CRRN1: Theapplet istriggered by the EVENT_EVENT_DOWNLOAD_USER_ACTIVITY onceit has
registered to this event and an Envel ope Event DownL oad User Activity is received.

e CRRNZ2: The applet is not triggered by the EVENT_EVENT_DOWNLOAD_USER_ACTIVITY onceit has
deregistered from this event.

6.3.3.14.1.2 Parameters error

No reguirements.

6.3.3.14.1.3 Context Errors

No reguirements.

6.3.3.14.2 Test Suite Files
Test Script: FWK_APT_EDUA_1.scr
Test Applet: FWK_APT_EDUA_1ljava
Load Script: FWK_APT_EDUA_1.Idr
Cleanup Script: FWK_APT_EDUA_1.clr
Parameter File: FWK_APT_EDUA_ 1.par
6.3.3.14.3 Test Procedure
Id Description APIl/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_EVENT_DOWNLOAD_USER_ACTIVITY
and triggering

Applet is registered to the
EVENT_EVENT_DOANLOAD USER ACTIVITY and to
EVENT_FORMATTED_SNVS_PP_ENV.
Event = EVENT_EVENT_DOWNLOAD USER ACTI VI TY

1-Tool kit Registry.isEventSet() nethod is |1- Method returns true
cal | ed.

2-An Envel ope EVENT_DOMLQAD_USER ACTIVITY |5_ Applet is triggered
is sent to the SIM
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Id Description APIl/Framework Expectation APDU Expectation

2 Applet deregistration

Event = EVENT_EVENT_DOWNLOAD_USER _ACTI VI TY
Tool kit Registry.clearEvent()method is
cal l ed

PerformSIMinitialization with all the
facilities supported

1- An Envel ope EVENT_DOANLOAD_USER ACTIVI TY |1 applet isn't triggered
is sent to the SIM

a formatted sns pp envelope is sent to the
sim

Event = EVENT_EVENT_DOWNLQAD_USER _ACTI VI TY
Tool kit Registry.setEvent() nmethod is
called

PerformSIMinitialization with all the
facilities supported

2-An Envel ope EVENT_DOANLOAD USER _ACTI VI TY |2- Applet is triggered
is sent to the SIM

6.3.3.14.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 2

6.3.3.15 EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE

Test Area Reference: FWK_APT_EDIS
6.3.3.15.1 Conformance Requirement

6.3.3.15.1.1 Normal Execution

e CRRN1: The applet istriggered by the EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE once
it has registered to this event and an Envelope Event DownLoad Idle Screen Availableis received.

e CRRN2: The applet is not triggered by the EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_AVAILABLE
once it has deregistered from this event.

6.3.3.15.1.2 Parameters error

No requirements.

6.3.3.15.1.3 Context Errors

No requirements.

6.3.3.15.2 Test Suite Files
Test Script: FWK_APT_EDIS 1.scr
Test Applet: FWK_APT_EDIS 1java
Load Script: FWK_APT_EDIS 1.ldr
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Cleanup Script: FWK_APT_EDIS 1.clr
Parameter File; FWK_APT_EDIS 1.par
6.3.3.15.3 Test Procedure
Id Description APIl/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_EVENT_DOWNLOAD_IDLE_SCREEN_
AVAILABLE and triggering

Applet is registered to the
EVENT_EVENT_DOWNLQAD | DLE_SCREEN_AVAI LABLE
and to EVENT_FORMATTED_SMB_PP_ENV

Event =

EVENT_EVENT_DOWALQAD | DLE_SCREEN_AVAI LABLE
1-Tool kit Registry.isEventSet() nmethod is |1- Method returns true
cal | ed.

2- An Envel ope
EVENT_DOWNLOAD | DLE_SCREEN_AVAI LABLE i s o
sent to the SIM 2- Applet is triggered

2 Applet deregistration

Event =EVENT_EVENT_DOMLQAD | DLE_SCREEN_AVA
| LABLE

Tool kit Registry.clearEvent()nmethod is
cal l ed

Perform SIMinitialization with all the
facilities supported

1- An Envel ope
EVENT_DOWNLOAD | DLE_SCREEN_AVAI LABLE i s
sent to the SIM

1- Applet isn't triggered

a formatted snms pp envelope is sent to the
sim

Event =
EVENT_EVENT_DOWNLQAD | DLE_SCREEN_AVAI LABLE

Tool kit Registry.setEvent() nmethod is
called

PerformSIMinitialization with all the
facilities supported

2-An Envel ope 2- Applet is triggered

EVENT_DOMILQOAD | DLE_SCREEN_AVAI LABLE i s
sent to the SIM

6.3.3.15.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 2

6.3.3.16 EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS

Test Area Reference: FWK_APT_EDCR
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6.3.3.16.1 Conformance Requirement

6.3.3.16.1.1 Normal Execution

e CRRN1: Theappletistriggered by the EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS onceit
has registered to this event and Envel ope Event DownL oad Card Reader Statusis received.

e CRRN2: Theapplet isnot triggered by the EVENT_EVENT_DOWNLOAD_CARD_READER_STATUS once
it has deregistered from this event.

6.3.3.16.1.2 Parameters error

No reguirements.

6.3.3.16.1.3 Context Errors

No reguirements.

6.3.3.16.2 Test Suite Files
Test Script: FWK_APT_EDCR_1.scr
Test Applet: FWK_APT_EDCR_1java
Load Script: FWK_APT_EDCR_1.Idr
Cleanup Script: FWK_APT_EDCR_1.clr
Parameter File; FWK_APT_EDCR_1.par
6.3.3.16.3 Test Procedure
Id Description APIl/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_EVENT_DOWNLOAD CARD_READER
_STATUS and triggering

Applet is registered to the
EVENT_EVENT_DOWNLOAD CARD READER STATUS
and to EVENT_FORVATTED SMS_PP_ENV

Event =EVENT_EVENT_DOW\LOAD_CARD READER STA
TUS

1-Tool kit Registry.isEventSet() nethod is |1- Method returns true
cal | ed.

2- An Envel ope
EVENT_DOWLOAD_CARD_READER _STATUS is sent
to the SIM

2- Applet is triggered
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Id Description APIl/Framework Expectation APDU Expectation

2 Applet deregistration

Event =
EVENT_EVENT_DOWLQAD_CARD_READER_STATUS

Tool kit Registry.clearEvent()nmethod is
call ed

PerformSIMinitialization with all the
facilities supported

1- An Envel ope 1- Applet isn't tri d
EVENT_DOMLOAD CARD READER STATUS is sent |1~ APpletisn'ttriggere
to the SIM

An Envel ope formatted sns pp envel ope is
sent to the sim

Event =
EVENT_EVENT_DOWLQAD_CARD READER STATUS

Tool kit Registry.setEvent() nethod is
cal l ed

PerformSIMinitialization with all the
facilities supported

2- An Envel ope 2- Applet is triggered

EVENT_DOWNLOAD_CARD READER STATUS is sent

to the SIM
6.3.3.16.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 2

6.3.3.17 EVENT_UNRECOGNIZED_ENVELOPE

Test Area Reference: FWK_APT_EUEV
6.3.3.17.1 Conformance Requirement

6.3.3.17.1.1 Normal Execution

e CRRN1: Theapplet istriggered by the EVENT_UNRECOGNIZED_ENVELOPE once it has registered to this
event and an Unrecognized Envelope is received.

e CRRN2: Theapplet is not triggered by the EVENT_UNRECOGNIZED_ENVELOPE once it has deregistered
from this event.

6.3.3.17.1.2 Parameters error

No reguirements.

6.3.3.17.1.3 Context Errors

No requirements.
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6.3.3.17.2 Test Suite Files
Test Script: FWK_APT_EUEN_1.scr
Test Applet: FWK_APT_EUEN_1java
Load Script: FWK_APT_EUEN_1.Idr
Cleanup Script: FWK_APT_EUEN_1.clr
Parameter File: FWK_APT_EUEN_1.par
6.3.3.17.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to
EVENT_UNRECOGNIZED_ENVELOPE and
triggering

Applet is registered to the
EVENT_UNRECOGNI ZED ENVELCPE and to
EVENT_FORMVATTED_SMs_PP_ENV

Event = EVENT_UNRECOGNI ZED_ENVELOPE 1- Method returns true
1-Tool kit Registry.isEventSet() nethod is
cal | ed.

) 2- Applet is triggered
2- An Envel ope UNRECOGNI ZED ENVELCPE i s

sent to the SIM

2 Applet deregistration

Event = EVENT_UNRECOGNI ZED_ENVELOPE
Tool kit Registry.clearEvent()method is
cal l ed

1- An Envel ope UNRECOGNI ZED ENVELOPE i s 1- Applet isn't triggered
sent to the SIM

a formatted snms pp envelope is sent to the
sim

Event = EVENT_UNRECOGNI ZED ENVELOPE
Tool kit Registry.setEvent() nethod is
call ed

2- An Envel ope UNRECOGNI ZED ENVELOCPE i s
sent to the SIM

2- Applet is triggered

6.3.3.17.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 2

6.3.3.18 EVENT_STATUS_COMMAND

Test Area Reference: FWK_APT_ESTC
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6.3.3.18.1 Conformance Requirement

6.3.3.18.1.1 Normal Execution

e CRRN1: The applet istriggered by the EVENT_STATUS_COMMAND once it has registered to this event and
a Status Command is received.

e CRRNZ2: The applet is not triggered by the EVENT_STATUS _COMMAND once it has deregistered from this
event.

6.3.3.18.1.2 Parameters error

No reguirements.

6.3.3.18.1.3 Context Errors

No reguirements.

6.3.3.18.2 Test Suite Files
Test Script: FWK_APT _ESTC l.scr
Test Applet: FWK_APT_ESTC 1java

FWK_APT_ESTC 2java
FWK_APT_ESTC 3java

Load Script: FWK_APT_ESTC_1.ldr
Cleanup Script: FWK_APT_ESTC 1l.cr
Parameter File: FWK_APT_ESTC 1.par
6.3.3.18.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applets registration to

EVENT_STATUS_COMMAND and triggering
Appletl is registered to
EVENT_STATUS_COWAND usi ng t he
request Pol | I nterval () conmand.

Applet2 is registered to
EVENT_STATUS_COMVAND usi ng t he
Request Pol | I nterval () command.

Applet3 is registered to
EVENT_FORVATTED_SMS_PP_ENV.

1-A status conmand is sent to SIM

1- Appletl is triggered.
Appletl finalizes
2- Applet2 is triggered.

Applet2 finalizes

3- Applet3 is not triggered
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Id Description APIl/Framework Expectation APDU Expectation
2 | Applet deregistration and registration of the
third applet to EVENT_STATUS_COMMAND.
The STF shall not reply busy to a call control
envelope
1-A formatted sns pp envel ope is sent to 1. Applet3 is triggered.
SIM
Appl et 3 builds a DI SPLAY TEXT. )
2- A proactive command
2- ProactiveHandl er.send() is called DISPLAY TEXT is sent and
applet is suspended until
the terminal response
3-A status command is sent to SIM 3- Appletl is triggered.
request Pol | Inteval with POLL_NO DURATI ON
is called
Appletl finalizes
request Pol | I nteval with POLL_NO DURATION |4- Applet2 is triggered.
is called
request Pol I Interval () nmethod is call ed. Applet2 finalizes
Applet3 finalizes 5- TERMINAL RESPONSE
of DISPLAY TEXT is sent to
the SIM
3 Applet3 triggering
Perform SIMinitialization with all the
facilities supported
Status command is sent to SIM Applet3 is triggered.
(Appletl and Applet2 are not
triggered)
6.3.3.18.4 Test Coverage
CR Number Test Case Number
CRRN1 1,2,3
CRRN2 3
6.3.3.19 EVENT_FORMATTED_SMS_CB
Test Area Reference: FWK_APT_EFCB
6.3.3.19.1 Conformance Requirement
6.3.3.19.1.1 Normal Execution

CRRNL1: The applet istriggered by the EVENT_FORMATTED_SMS CB once:

- it has been registered to this event;

- anenvelope APDU carrying a Cell Broadcast Page, formatted according to 3GPP TS 23.048 [8], is received;
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- thetoolkit applet to be triggered is registered with the corresponding TAR in the CB page;
- the security is verified.

e CRRN2: Theapplet is not triggered by the EVENT_FORMATTED_SMS_CB once it has deregistered from this
event.

6.3.3.19.1.2 Parameters error

No reguirements.

6.3.3.19.1.3 Context Errors

No requirements.

6.3.3.19.2 Test Suite Files
Test Script: FWK_APT_EFCB_1.scr
Test Applet: FWK_APT_EFCB_1.java
Load Script: FWK_APT_EFCB_1.ldr
Cleanup Script: FWK_APT_EFCB_1.clr
Parameter File: FWK_APT_EFCB_1.par
6.3.3.19.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_FORMATTED_SMS_CB and triggering

Applet is registered to
EVENT_FORMATTED SMS_CB and
EVENT_FORMATTED_SMS_PP_ENV

1- An Envel ope EVENT_FORVATTED SMs5 CB is 1-Applet is triggered
sent to the SIM

2 Applet deregistration

Tool ki t Regi stry. cl earEvent() nethod is
called for EVENT_FORMATTED SMS_CB

1-A formatted SM5 CB envel ope is sent to . .
the SIM 1- Applet is not triggered

2-An envel ope SM5-PP formatted is sent to
the SIM 2- Applet is triggered

Tool kit Regi stry. setEvent () nethod is
called for EVENT_FORVATTED_SMs_CB

3- An Envel ope FORVATTED SMS_CB is sent to
the SIM

3- Applet is triggered
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6.3.3.19.4 Test Coverage
CR Number Test Case Number
CRRN1 (See note) 1,2
CRRN2 2

NOTE: The security checks are not relevant to the test
designed in this test area; they will be checked in
clause 6.3.6.

6.3.3.20 EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION

Test Area Reference: FWK_APT_EDLG
6.3.3.20.1 Conformance Requirement

6.3.3.20.1.1 Normal Execution

e CRRN1: The applet istriggered by the EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION onceit
has registered to this event and an Envelope Event DownLoad Language Selection is received.

e CRRN2: The applet isnot triggered by the EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTION once
it has deregistered from this event.

6.3.3.20.1.2 Parameters error

No requirements.

6.3.3.20.1.3 Context Errors

No requirements.

6.3.3.20.2 Test Suite Files
Test Script: FWK_APT_EDLG_1.scr
Test Applet: FWK_APT_EDLG_1.java
Load Script: FWK_APT_EDLG_1.ldr
Cleanup Script: FWK_APT_EDLG 1l.clr
Parameter File: FWK_APT_EDLG_1.par
6.3.3.20.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_EVENT_DOWNLOAD_LANGUAGE_SE
LECTION and triggering

Applet is registered to the
EVENT_EVENT_DOMLQAD_LANGUAGE_SELECTI ON
and to EVENT_FORMATTED SMS_PP_ENV.

Event =
EVENT_EVENT_DOWNLCAD LANGUAGE_SELECTI ON

1-Method returns true
1-Tool kit Registry.isEventSet() nmethod is
cal | ed.

2-An Envel ope 2- Applet is triggered
EVENT_DOMNLQOAD LANGUAGE_SELECTION i s sent
to the SIM
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Id Description APIl/Framework Expectation APDU Expectation

2 Applet deregistration

Event =
EVENT_EVENT_DOMLQAD_LANGUAGE_SELECTI ON
Tool kit Registry.clearEvent()nmethod is
cal l ed

PerformSIMinitialization with Profile
Downl oad, SM5 PP Data Downl oad, Conmand
Result and Language Sel ection facilities.

1- An Envel ope
EVENT_DOWNLOAD_LANGUAGE_SELECTION i s sent
to the SIM

1- Applet isn't triggered

a formatted snms pp envelope is sent to the
sim

Event =
EVENT_EVENT_DOMLOAD_LANGUAGE_SELECTI ON
Tool kit Registry.setEvent() nmethod is
call ed

Perform SIMinitialization with Profile
Downl oad, SM5 PP Data Downl oad, Conmand
Result and Language Sel ection facilities.

2- An Envel ope - Applet is tri d
EVENT_DOWNLOAD LANGUAGE SELECTI ON i s sent |2- APPletis triggere

to the SIM
6.3.3.20.4 Test Coverage
CR Number Test Case Number
CRRN1 1,2
CRRN2 2

6.3.3.21 EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION

Test Area Reference: FWK_APT_EDBT
6.3.3.21.1 Conformance Requirement

6.3.3.21.1.1 Normal Execution

e CRRNZ1: The applet istriggered by the EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION once it
has registered to this event and an Envelope Event DownlLoad Browser Termination is received.

e CRRN2: Theapplet isnot triggered by the EVENT_EVENT_DOWNLOAD_BROWSER_TERMINATION
once it has deregistered from this event.

6.3.3.21.1.2 Parameters error

No requirements.

6.3.3.21.1.3 Context Errors

No requirements.
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6.3.3.21.2 Test Suite Files
Test Script: FWK_APT_EDBT_1.scr
Test Applet: FWK_APT_EDBT_1.java
Load Script: FWK_APT_EDBT_1.ldr
Cleanup Script: FWK_APT_EDBT 1.clr
Parameter File: FWK_APT_EDBT _1.par
6.3.3.21.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_EVENT_DOWNLOAD _
BROWSER_TERMINATION and triggering

Applet is registered to the
EVENT_EVENT_DOMLQAD_BROWSER _TERM NATI ON
and to EVENT_FORMATTED SMS_PP_ENV

Event =
EVENT_EVENT_DOWNLOAD BROWSER_TERM NATI ON

1- Tool ki t Registry. i sEvent Set () nethod is 1-Method returns true
cal | ed.

2- An Envel ope L
EVENT_DOWNLOAD BROWSER TERM NATI ON i s sent |2~ APpletis triggered
to the SIM

2 Applet deregistration

Event =

EVENT_EVENT_DOWNLOAD BROWSER TERM NATI ON
Tool kit Registry.clearEvent()nmethod is
call ed

PerformSIMinitialization with Profile
Downl oad, SM5 PP Data Downl oad, Conmand
Result and Browser Term nation facilities.

1- An Envel ope
EVENT_DOWNLOAD_BROWSER_TERM NATI ON i s sent
to the SIM

1- Applet isn't triggered

a formatted sns pp envelope is sent to the
sim

Event =

EVENT_EVENT_DOWLQAD BROWSER TERM NATI ON
Tool kit Registry.setEvent() nmethod is

cal l ed

PerformSIMinitialization with Profile
Downl oad, SM5 PP Data Downl oad, Conmand
Result and Browser Term nation facilities.

2- An Envel ope let is tri d
EVENT_DOANLOAD BROASER TERM NATI ON i s sent |2~ APPletis triggere
to the SIM
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6.3.3.21.4 Test Coverage
CR Number Test Case Number
CRRN1 1,2
CRRN2 2

6.3.3.22 EVENT_FIRST_COMMAND_AFTER_SELECT

Test Area Reference: FWK_APT_EFCA
6.3.3.22.1 Conformance Requirement

6.3.3.22.1.1 Normal Execution

e CRRNZ1: Theapplet istriggered by the EVENT_FIRST_COMMAND_AFTER_SELECT once it has registered
to this event; Upon reception of the first command received by the GSM application after it has been selected, or
after the ATR if it isthe default application, and before the Status Word of the processed command has been sent
back by the GSM application, the toolkit framework shall trigger all the toolkit applets registered to this event.

e CRRN2: The applet is not triggered by the EVENT_FIRST_COMMAND_AFTER_SELECT once it has
deregistered from this event.

e CRRNS3: If the first command received by the GSM application is atoolkit applet triggering command (e.g.
TERMINAL PROFILE), the toolkit applets registered on the EVENT_FIRST _COMMAND_AFTER _SELECT
event shall be triggered first.

6.3.3.22.2 Test Suite Files
Test Script: FWK_APT_EFCA_1.scr
Test Applet: FWK_APT_EFCA_1ljava

FWK_APT EFCA_2java
FWK_APT_EFCA_3java
FWK_APT_EFCA_4java

FWK_APT_EFCA 5java

Load Script: FWK_APT_EFCA_1l.ldr
Cleanup Script: FWK_APT_EFCA_1l.clIr
Parameter File: FWK_APT_EFCA_1.par
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6.3.3.22.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applets registration to

EVENT_FIRST_COMMAND_AFTER_SELECT
and triggering

Appletl is registered to the
EVENT_FI RST_COWMAND AFTER SELECT

Applet2 is registered to the
EVENT_PROFI LE_DOANLQAD.

Applet3 is registered to
EVENT_FORMATTED_SMS_PP_ENV.
1-Terminal Profile command is sent to the
SIM

Appl et 1 deregisters from

EVENT_FI RST_COMVAND_AFTER_SELECT.

2- Appl et2 deregisters from
EVENT_PROFI LE_DOWNL QAD.

3- Envel ope( SMs- PP- DOMLOAD) formatted is
sent to the SIM

4- Appl et 3 calls setEvent() on event
EVENT_FI RST_COMVAND AFTER SELECT.

1- Appletl is triggered by
EVENT_FIRST_COMMAND_AFTE
R_SELECT

Appletl finalizes
Applet2 is triggered by
EVENT_PROFILE_DOWNLOAD

Applet2 finalizes
Applet3 is not triggered

3-Applet3 is triggered.

first SW is sent.

1-Install Applet 5.

Applet 5 is registered with two entries in
the nmenu entries list. Applet5 is also
registered to

EVENT_FI RST_COMVAND AFTER SELECT.

2-Reset and TERM NAL PROFI LE.

3- Appl et disables a nmenu entry.

2- Applet 5 is triggered

2 Deregistered applets are not triggered
1-Applet3 is triggered.
Appletl and Applet2 are not
triggered.
1-Reset then Terminal Profile conmand is
sent to the SIM
2-Appl et3 calls setEvent() on 2-Applet3 finalizes.
EVENT_PROCFI LE_DOWNLQAD.
3 Install a 4" applet registered to
EVENT_FIRST_COMMAND_AFTER_SELECT |1- Applet4 is triggered by
and EVENT_PROFILE_DOWNLOAD EVENT_FIRST_COMMAND_AFTE
R_SELECT.
Applet4 is installed, with the sane
priority level as Applet3.
Applet3 is triggered by
1-Reset then Terminal Profile comand is |EVENT_FIRST _COMMAND_AFTE
sent to the SIM R_SELECT.
Applet4 is triggered by
EVENT_PROFILE DOWNLOAD.
Delete all applets. Applet3 is triggered by
EVENT_PROFILE_DOWNLOAD.
4 Check that the applet is triggered before the 3-The SETUP MENU

proactive command is
fetched.

There is only one item for
Applet5.
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NOTE: Testing the triggering of an applet upon the first command after select is not possible.

6.3.3.22.4 Test Coverage
CR Number Test Case Number
CRRN1 1,234
CRRN2 3
CRRN3 1,4

6.3.3.23 EVENT_EVENT_DOWNLOAD_DATA_AVAILABLE

Test Area Reference: FWK_APT_EDDA
6.3.3.23.1 Conformance Requirement

6.3.3.23.1.1 Normal Execution

e CRRN1: For EVENT_EVENT_DOWNLOAD_DATA_AVAILABLE, the framework shall only trigger the
applet registered to this event with the appropriate channel identifier.

e CRRN2: Theregistrationto the EVENT_EVENT_DOWNLOAD_DATA_AVAILABLE is effective once the
toolkit applet has issued a successful OPEN CHANNEL proactive command, and valid till the first successful
CLOSE CHANNEL or the end of card session.

e CRRN3: When a Toolkit Applet has sent an OPEN CHANNEL proactive command and received a successful
TERMINAL RESPONSE, the framework shall register the received channel identifier for the calling Toolkit
Applet.

e CRRN4: When a Toolkit Applet has sent a CLOSE CHANNEL proactive command and received a successful
TERMINAL RESPONSE, the framework shall release the channel identifier contained in the command. A
successful TERMINAL RESPONSE means that the result of the proactive command execution belongs to
command performed category (i.e. General Result ='0x’).

6.3.3.23.2 Test Suite Files
Test Script: FWK_APT_EDDA_l.scr
Test Applet: FWK_APT_EDDA_ljava
Load Script: FWK_APT_EDDA_1.ldr
Cleanup Script: FWK_APT_EDDA 1.clIr
Parameter File: FWK_APT_EDDA_1.par
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6.3.3.23.3 Test Procedure
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Id Description APIl/Framework Expectation APDU Expectation
1 Applet registration to
EVENT_EVENT_DOWNLOAD_DATA_AVAILAB
LE 1- Appletl is triggered by
_ _ Unformatted SMS PP envelope.
Appletl is registered to Unformatted SMS
PP Envel ope.
1- Unformatted SM5 PP envel ope is sent to
the SIM
2- Applet calls setEvent() with the event
EVENT_EVENT_DOANLOAD DATA_AVAI LABLE.
2- Appletl finalizes.
3- An envel ope Event Downl oad Data _ ; :
Avail able is sent to the SIM 3- Appletl is not triggered.
Channel Status = 81 00
4- Unformatted SMS PP envel ope is sent to
the SIM 4- Appletl is triggered by
Unformatted SMS PP envelope.
5- Appletl builds a proactive command OPEN
CHANNEL cal ling ProactiveHandl er.init()
met hod.
6- OPEN CHANNEL
6- send() nethod is called to register to proactive command is
this event. fetched.
7- Appletl finalizes. Unsuccessful TERMINAL
RESPONSE of OPEN
8- An envel ope Event Downl oad Data 8- Appletl is not triggered. CHANNEL is sent to the
Avail able is sent to the SIMw th Channel SIM.
Status = 01 00.
9- Appletl is triggered by
9- Unformatted SMS PP envelope is sent to |EVENT UNFORMATTED SMS P
the SIM P ENV. - -
10- Appletl builds a proactive comrand
OPEN CHANNEL cal I'i ng
ProactiveHandl er.init() nethod.
11_— send() method is called to register to
this event. 12- Appletl finalizes.
11- OPEN CHANNEL
proactive command is
fetched.
Successful TERMINAL
RESPONSE of OPEN
CHANNEL is sent to the
SIM with Channel Id = 01.
2 Applet triggering to
EVENT_EVENT_DOWNLOAD_DATA_AVAILAB
LE
1- An envel ope Event Downl oad Data
Available is sent to the SIM
Channel Status = 81 00. 1- Appletl is triggered.
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Id Description APIl/Framework Expectation APDU Expectation
3 Applet deregistration to EVENT_EVENT_
DOWNLOAD_DATA_ AVAILABLE
) 1- OPEN CHANNEL
?;1 Lg‘;‘,\’/l’"atte‘j SMB PP envel ope is sent to |o. Appletl is triggered. proactive command is
e fetched.
1- Appletl initialises and sends an OPEN Successm_l termlnal_
CHANNEL proactive command. response is sent, with
channelld=02.
2- Appletl builds a CLOSE CHANNEL
Proactive Conmand calling 2- CLOSE CHANNEL
Pr oact | veHandl| er . i ni t d oseChannel () and proactive command is
Proacti veHandl er. send() met hods. 3- Appletl is triggered. fetched.
Unsuccessful TERMINAL
3- An envel ope Event Downl oad Data RESPONSE of CLOSE
Avail able is sent to the SIM CHANNEL is sent to the
Channel Status = 82 00 SIM.
5- Appletl finalizes. 4- CLOSE CHANNEL
) proactive command is
4- Appletl builds a CLOSE CHANNEL fetched
Proactive Command calling S If |
Proacti veHandl er. i nitC oseChannel () and uccessful TERMINAL
Proacti veHandl er. send() nethods. RESPONSE of CLOSE
CHANNEL is sent to the
SIM with Channel Id = 02.
4 Applet triggering to
EVENT_EVENT_DOWNLOAD_DATA_AVAILAB
LE
1- Appletl is not triggered.
1- An envel ope Event Downl oad Data
Avail able is sent to the SIM
Channel Status = 82 00.
5 Appletl not triggered after a reset
0- Appletl is triggered by an unformatted
SMS PP Envel ope
1- Appletl builds a proactive conmand OPEN 1- OPEN CHANNEdL.
CHANNEL cal ling ProactiveHandl er.init() proactive command is
et hod. 3- returns true. fetched.
2- send() nmethod is called to register to
this event. 2- Successful TERMINAL
) hod i 1 ed RESPONSE of OPEN
3- isEventSet() method is called. CHANNEL is sent to the
4- Reset the card. SIM with Channel Id = 02.
5- Appletl is not triggered.
5- An envel ope Event Downl oad Dat a
Available is sent to the SIM
Channel Status = 82 00.
6.3.3.234 Test Coverage
CR Number Test Case Number
CRRN1 2
CRRN2 1,4,5
CRRN3 1
CRRN4 3
6.3.3.24 EVENT_EVENT_DOWNLOAD_ CHANNEL_STATUS

Test Area Reference: FWK_APT_EDCS
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6.3.3.24.1 Conformance Requirement

6.3.3.24.1.1 Normal Execution

e CRRN1: For EVENT_EVENT_DOWNLOAD_CHANNEL_STATUS, the framework shall only trigger the
applet registered to this event with the appropriate channel identifier.

e CRRNZ2: Theregistrationtothe EVENT_EVENT_DOWNLOAD_CHANNEL_STATUS is effective once the
toolkit applet has issued a successful OPEN CHANNEL proactive command, and valid till the first successful
CLOSE CHANNEL or the end of the card session.

e CRRN3: When a Toolkit Applet has sent an OPEN CHANNEL proactive command and received a successful
TERMINAL RESPONSE, the framework shall register the received channel identifier for the calling Toolkit
Applet.

e CRRN4: When a Toolkit Applet has sent a CLOSE CHANNEL proactive command and received a successful
TERMINAL RESPONSE, the framework shall release the channel identifier contained in the command. A
successful TERMINAL RESPONSE means that the result of the proactive command execution belongs to
command performed category (i.e. General Result ='0x").

6.3.3.24.2 Test Suite Files
Test Script: FWK_APT_EDCS 1.scr
Test Applet: FWK_APT_EDCS 1java
Load Script: FWK_APT_EDCS 1.Idr
Cleanup Script: FWK_APT_EDCS 1.clr
Parameter File: FWK_APT_EDCS 1.par
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6.3.3.24.3 Test Procedure
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Id Description APIl/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_EVENT_DOWNLOAD_CHANNEL_STAT|1- Appletl is triggered by

us Unformatted SMS PP envelope

Appletl is registered to Unformatted SMS 6- OPEN CHANNEL

PP Envel ope. proactive command is

1-Unformatted SMS PP envel ope is sent to 2- Appletl finalizes. fetched.

the SIM Unsuccessful TERMINAL

RESPONSE of OPEN
2-The applet calls setEvent() with CHANNEL is sent to the
EVENT_EVENT_DOANLOAD CHANNEL STATUS. SIM.

3- An envel ope Event Downl oad Channel . . 11- OEEN CHANNE_L
Status is sent to the SIM 3- Appletl is not triggered. proactive command is
Channel Status = 81 00 fetched.

Successful TERMINAL
4-Unformatted SMS PP envelope is sent to |4- Appletl is triggered by RESPONSE of OPEN
the SIM Unformatted SMS PP envelope.  |CHANNEL is sent to the

SIM with Channel Id = 01.
5- Appletl builds a proactive comrand OPEN
CHANNEL cal ling ProactiveHandl er.init()
nmet hod.

6- send() nmethod is called to register to 7- Applet finalizes
this event. PP '
8- An envel ope Event Downl oad Data
Avail able is sent to the SIMw th Channel
Status = 01 00. 8- Appletl is not triggered.
9- Unformatted SMS PP envel ope is sent to
the SIM
10- Appletl builds a proactive comrand L
OPEN CHANNEL cal | i ng 9- Appletl is triggered by
ProactiveHandl er.init() nethod. EVENT_UNFORMATTED_SMS_P
P_ENV.
11- send() nethod is called to register to
this event a second tine.
12- Appletl finalizes.
2 Applet triggering to
EVENT_EVENT_DOWNLOAD_CHANNEL
STATUS
1- An envel ope Event Downl oad Channel
Status is sent to the SIM
Channel Status = 81 00 1- Appletl is triggered.
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Id Description APIl/Framework Expectation APDU Expectation
3 Applet deregistration to EVENT_EVENT_
DOWNLOAD_CHANNEL STATUS )
0- Appletl is triggered. OPEN CHANNEL proactive
0- Unformatted SMS PP envel ope is sent to command is fetched.
the SIM Successful terminal
1-Appletl initialises and sends an OPEN rehsponslﬁjl_soszent, with
CHANNEL proactive conmand. Channelld=0z.
2- Appletl builds a CLOSE CHANNEL 2-CLOSE CHANNEL
Proactive Conmand calling 3- The applet is triggered. proactive command is
Proacti veHandl er. i ni t d oseChannel () and fetched.
Proacti veHandl er. send() met hods. Unsuccessful TERMINAL
RESPONSE of CLOSE
3- An envel ope Event Downl oad Channel 5- Appletl finalizes. gIHMANNEL is sent to the
Status is sent to the SIM :
Channel Status = 82 00
4- CLOSE CHANNEL
proactive command is
4- Appletl builds a O ose Channel fetched.
Proactive Command calling Successful TERMINAL
Proacti veHandl er. i nit O oseChannel () and RESPONSE of CLOSE
Proacti veHandl er. send() nethods. CHANNEL is sent to the
SIM with Channel Id = 02.
4 Applet triggering to
EVENT_EVENT_DOWNLOAD_CHANNEL
STATUS
Appletl is not triggered.
1- An envel ope Event Downl oad Channel
Status is sent to the SIM
Channel Status = 82 00
5 Appletl not triggered after a reset
0- Appletl is triggered by an unformatted
SMS PP Envel ope.
1- Appletl builds a proactive command OPEN 1- OPEN CHANNEdL.
CHANNEL cal ling ProactiveHandl er.init() proactive command is
et hod. 3- returns true. fetched.
2- send() nethod is called to register to
this event. 2- Successful TERMINAL
) hod i 1 ed RESPONSE of OPEN
3- isEventSet() nethod is called. CHANNEL is sent to the
4- Reset the card. _ _ SIM with Channel Id = 02.
5- Appletl is not triggered.
5- An envel ope Event Downl oad Dat a
Available is sent to the SIM
Channel Status = 82 00.
6.3.3.24.4 Test Coverage
CR Number Test Case Number
CRRN1 2
CRRN2 1,4,5
CRRN3 1
CRRN4 3
6.3.3.25 EVENT_FORMATTED_SMS_PP_UPD

Test Area Reference: FWK_APT_EFSU
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6.3.3.25.1 Conformance Requirement

6.3.3.25.1.1 Normal Execution
e CRRN1: The applet istriggered by the EVENT_FORMATTED_SMS PP_UPD once:
e it has been registered to this event,

e aShort Message Point to Point (Single or Concatenated) is received by Update Record EFsms APDU(s)
and isformatted according to TS 23.048 [8],

o thetoolkit applet to be triggered is registered with the corresponding TAR in the SMS TPDU,

e CRRNZ2: The applets are not triggered by the EVENT_FORMATTED_SMS PP_UPD once it has deregistered
from this event.

6.3.3.25.2 Test Suite Files
Test Script: FWK_APT_EFSU_1.scr
Test Applet: FWK_APT_EFSU_1java
Load Script: FWK_APT_EFSU_1.ldr
Cleanup Script: FWK_APT_EFSU 1.clr
Parameter File: FWK_APT_EFSU_1.par
6.3.3.25.3 Test Procedure
Id Description APIl/Framework Expectation APDU Expectation
1 Applet registration to EVENT

FORMATTED_SMS_PP_UPD and triggering

Applet is registered to
EVENT_FORMATTED SMS_PP_UPD and
EVENT_UNRECOGNI ZED_ENVELCOPE

1. Toolkit Registry.isEventSet() nethod is
cal l ed for EVENT_FORMATTED SMS_PP_UPD 1- The method returns true.

2. Short Message Point to Point Single and
Formatted is received by Update Record
EFsns APDU.

2- Applet is triggered.

3. Short Message Point to Point
Concatenated Formatted is received by
Update Record EFsns APDU(s) (The
Concat enat ed Message i s conposed of 2

Short Messages. The UDL for the first 3- Applet is triggered on reception
Short Message is 70 and for the second of the last concatenated SMS
70) .

2 Applet deregistration

Tool ki t Regi stry. cl earEvent() nmethod is
cal l ed for EVENT_FORVATTED SMS_PP_UPD

1. Short Message Point to Point Single and
Formatted is received by Update Record
EFsns APDU.

1- Applet is not triggered
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2. Short Message Point to Point

Updat e Record EFsns APDU(s). (The
Concat enat ed Message i s conposed of 2
Short Messages. The UDL for the first
Short Message is 70 and for the second
70) .

An unrecogni zed envelope is sent to the
sim

Tool kit Regi stry. setEvent () nethod is
cal l ed for EVENT_FORMATTED_SMs_PP_UPD

Formatted is received by Update Record
EFsms  APDU.

4. Short Message Point to Point
Concatenated Formatted is received by
Update Record EFsns APDU(s). (The
Concat enat ed Message is conposed of 2
Short Messages. The UDL for the first
Short Message is 70 and for the second

Concat enated and Formatted is received by

3. Short Message Point to Point Single and

405

2- Applet is not triggered

3- Applet is triggered

4- Applet is triggered on reception
of the last concatenated SMS.

70) .
6.3.3.25.4 Test Coverage
CRR Number Test Case Number
CRRNL1 (See note) 1,2
CRRN2 2
NOTE: The security checks are not relevant to the test designed in this test area; they will be checked in the

"Framework Security Management” clause.

6.3.3.26 EVENT_UNFORMATTED_SMS_PP_UPD

Test Area Reference: FWK_APT_EUSU
6.3.3.26.1

6.3.3.26.1.1 Normal Execution

Conformance Requirement

ETSI TS 151 013 V15.1.0 (2020-11)

e CRRNZ1: The appletsregisters are triggered by the EVENT_UNFORMATTED_SMS_PP_UPD once a Short
Message Point to Point (Single or Concatenated) is received by Update Record EFsms APDU(s) and is

e CRRN2: The applets are not triggered by the EVENT_UNFORMATTED_SMS_PP_UPD onceit has

unformatted.
deregistered from this event.
6.3.3.26.2 Test Suite Files
Test Script: FWK_APT_EUSU_1.scr
Test Applet: FWK_APT_EUSU 1.java
Load Script: FWK_APT_EUSU_1.ldr
Cleanup Script: FWK_APT_EUSU 1.cr

Parameter File: FWK_APT_EUSU_1.par
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6.3.3.26.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to EVENT

UNFORMATTED_SMS_PP_UPD and triggering

Applet is registered to
EVENT_UNFORMATTED_SMS_PP_UPD and
EVENT_UNRECOGNI ZED_ENVELCOPE

1. Tool kit Registry.isEventSet() nethod is
called for EVENT_UNFORVATTED SMs_PP_UPD 1- Applet is not triggered

2. Short Message Point to Point Single and
Unformatted is received by Update Record L
EFsms APDU 2- Applet is triggered.

3. Short Message Point to Point

Concat enated and Unformatted is received
by Update Record EFsns APDU ( The

Concat enat ed Message i s conposed of 2
Short Messages. The UDL for the first
Short Message is 70 and for the second
70) .

3- Applet is triggered on reception
of the last concatenated SMS.

2 Applet deregistration

Tool kit Regi stry. cl earEvent () nmethod is
cal l ed for EVENT_UNFORMATTED_SMS_PP_UPD

1. Short Message Point to Point Single and
Unformatted is received by Update Record
EFsnms APDU

1- Applet is not triggered

2. Short Message Point to Point

Concat enated and Unformatted is received
by Update Record EFsns APDU(s) (The
Concat enat ed Message i s conposed of 2

Short Messages. The UDL for the first 2- Applet is not triggered.
Short Message is 70 and for the second
70) .

An unrecogni zed envel ope is sent to the
sim

Tool ki t Regi stry. setEvent () method is
call ed for EVENT_UNFORMATTED SMS_PP_UPD 3- Applet is triggered

3. Short Message Point to Point Single and
Unformatted is received by Update Record
EFsnms APDU

4. Short Message Point to Point 4- Applet is triggered on reception
Concat enated and Unformatted is received |Of the last concatenated SMS

by Update Record EFsns APDU(s) (The
Concat enat ed Message i s conposed of 2
Short Messages. The UDL for the first
Short Message is 70 and for the second
70).

6.3.3.26.4 Test Coverage
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CRR Number Test Case Number
CRRN1 1,2
CRRN2 2

6.3.4 Proactive Command Sending by the STF

6.34.1 System Proactive Commands

Test Area Reference: FWK_PCS SPCO
6.3.4.1.1 Conformance Requirements

6.34.1.1.1 Normal Execution

e CRRN1: When atoolkit applet changes a menu entry of itsregistry object, the SIM Toolkit Framework shall
dynamically* update the menu stored in the ME during the current card session

e CRRNZ2: The STF shall use the data of the EFsume file when issuing the SET UP MENU proactive command.

e CRRNS3: For all EVENT_EVENT_DOWNLOAD_*: When atoolkit applet changes one or more of these
requested events of itsregistry object, the STF shall dynamically* update the event list stored in the ME during
the current card session by SET UP EVENT LIST proactive command.

NOTE: *The STF shall send its system proactive command as soon as no proactive session is pending and all the
applets registered to the current events have been triggered and have returned from the processT ool kit
method invocation.

6.3.4.1.1.2 Parameters error

No requirements.

6.3.4.1.1.3 Context Errors

No requirements.

6.3.4.1.2 Test Suite Files
Test Script: FWK_PCS SPCO_1.scr
Test Applet: FWK_PCS SPCO 1l.java
Load Script: FWK_PCS_SPCO_1.Idr
Cleanup Script: FWK_PCS SPCO_1l.clr
Parameter File: FWK_PCS _SPCO_1.par
6.3.4.1.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 setEventList proactive
Install Applet 1, Registered to the command
EVENT_EVENT_DOWNLOAD_MT_CALL and [Event list]= '19020003'

EVENT_EVENT_DOWNLOAD_

LOCATION_STATUS or ‘99020003

PerformSIMinitialization with EVENT
DOMNLOAD facilities supported
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Id Description APIl/Framework Expectation APDU Expectation
2 Trigger the applet by ENVELOPE 1. DISPLAY TEXT
(SMS_FORMATTED_PP) command Proactive command
Clear the events and build a display text
command 2. SET UPEVENT LIST
Proactive command
[CommandQualifier]= 00h
6.3.4.14 Test Coverage
CRR number Test case humber
N1 see:
clause6.2.9.2, CRRN1,
clause 6.2.9.4, CRRN3,
clause 6.2.9.5 CRRN4,
clause 6.2.9.8 CRRN1
N2 see:
clause 6.2.9.2 CRRN1,
clause 6.2.9.8 CRRN1
N3 1,2
6.3.4.2 Interaction with GSM commands

Test Area Reference: FWK_PCS _IGCO

6.3.4.2.1

6.3.4.2.1.1

Conformance Requirements

Normal Execution

e CRRNZ1: The STF shall process a GSM command even when a proactive command is pending (before and after
the FETCH command until the terminal response). The STF shall answer with the SW1 and SW2 described in

3GPP TS 51.011 [3] and 3GPP TS 51.014 [16].

6.3.4.2.1.2

No requirements.

6.3.4.2.1.3

No requirements.

6.3.4.2.2
Test Script:
Test Applet:
Load Script:

Cleanup Script:

Parameter File:

Parameters error

Context Errors

Test Suite Files

FWK_PCS_I1GCO_1.scr

FWK_PCS IGCO_1java

FWK_PCS IGCO_1.ldr
FWK_PCS _IGCO_1l.cIr
FWK_PCS I1GCO _1.par
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6.3.4.2.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Interaction with GSM Commands after

TERMINAL PROFILE in connection with FETCH
and TERMINAL RESPONSE

Applet is registered to Menu Sel ection
RST

TERM NAL PROCFI LE

(Profile: supports all facilities except:

SET UP EVENT LI ST, POLL I NTERVAL and
PCOLLI NG OFF)
1- Systemissues a proactive comand

SETUP_NMENU 1- 91xx
2- SELECT MF
3- GET RESPONSE (6 Bytes)
4- Failed SELECT File 2- 9Fxx
5- FETCH 3- 91xx
4- 9404
5- Proactive Command:
6- SELECT M SETUP MENU
7- GET RESPONSE (6 Bytes)
8- TERM NAL RESPONSE
6- 9Fxx
7- 9000
8- 9000
2 Interaction with GSM Commands after
ENVELOPE (MENU SELECTION)
in connection with FETCH and TERMINAL
RESPONSE
Menu Entry ID = 0x01
1- SELECT MF 1- 9FXX
2- GET RESPONSE (6 Bytes) 2- 91XX
3- Failed SELECT File 3- 9404
4- FETCH 4- Proactive Command:
DISPLAY TEXT
5- SELECT MF
6- GET RESPONSE (6 Byt es) 5- 9FXX
7- TERM NAL RESPONSE 6- 9000
7- 9000
3 |Interaction with GSM Commands after
TERMINAL RESPONSE in proactive command
session in connection with FETCH and
TERMINAL RESPONSE
Menu Entry ID = 0x02
1- SELECT MF
2- GET RESPONSE (6 Bytes) 1- 9FXX
3- FETCH 2- 91XX
3- Proactive Command:
DISPLAY TEXT
4- SELECT MF 4- 9FXX
5- GET RESPONSE (6 Bytes) 5- 9000
6- Failed SELECT File 6- 9404
7- TERM NAL RESPONSE - 9000
8- SELECT MF
9- GET RESPONSE (6 Bytes) 8- 9FXX
10- Fai |l ed SELECT File 9- 91XX
11- FETCH 10-9404
12- SELECT ME 11-Proactive Command:

13- GET RESPONSE (6 Byt es)
14- TERM NAL RESPONSE

DISPLAY TEXT

12-9FXX
13-9000
14-9000
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6.3.4.2.4 Test Coverage
CRR number Test case number
N1 1,2,3
6.3.4.3 Proactive Command Control

Test Area Reference: FWK_PCS PCCO
6.3.4.1.1 Conformance Requirements

6.34.1.1.1 Normal Execution

e CRRNZ1: The SIM Toolkit Framework shall prevent the toolkit applet to issue the following proactive
commands: SET UP MENU, SET UPEVENT LIST, POLL INTERVAL, POLLING OFF. If an applet attempts
to issue such a command, the SIM Toolkit Framework shall throw an exception.

e CRRNZ2: The SIM Toolkit Framework shall prevent atoolkit applet to issuea TIMER MANAGEMENT
proactive command using atimer identifier, which is not alocated to it. If an applet attempts to issue such a
command, the SIM Toolkit Framework shall throw an exception.

e CRRN3: The SIM Toolkit Framework shall prevent atoolkit applet to issue a SEND DATA, RECEIVE DATA
and CLOSE CHANNEL proactive commands using a channel identifier, which is not allocated to it. If an applet
attempts to issue such a command the SIM Toolkit Framework shall throw an exception.

e CRRN4: The SIM Toolkit Framework shall prevent atoolkit applet to issue an OPEN CHANNEL proactive
command if it exceeds the maximum number of channel allocated to this applet. If an applet attemptsto issue
such acommand the SIM Toolkit Framework shall throw an exception.

e CRRNS5: The proactive command is sent to the ME as defined and constructed by the toolkit applet without any
check of the SIM Toolkit Framework.

e CRRNG: The SIM Toolkit Framework cannot guarantee that if the SET UP IDLE MODE TEXT proactive
command is used by atoolkit applet, another toolkit applet will not overwrite this text at a later stage.

6.3.4.1.2 Test Suite Files
Test Script: FWK_PCS PCCO_1.scr
Test Applet: FWK_PCS PCCO_1.java

FWK_PCS PCCO 2java
FWK_PCS PCCO 3.java

Load Script: FWK_PCS_PCCO_1.ldr
Cleanup Script: FWK_PCS_PCCO_1.clr
Parameter File: FWK_PCS PCCO _1.par
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6.3.4.1.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
0 Applets installation
Appletl is installed with 4 timers maximum, O
channel maximum and 1 menu.
Applet2 is installed with 8 timers maximum, 3
channels maximum.
Applet3 is installed with 1 channel maximum.
1 STK Proactive Commands
1- 90 00 (no proactive
1- Send a formatted envelope with the TAR of 1- Appletl is triggered command is sent)
Appletl
2- Appletl builds and sends a SET UP MENU 2- COMMAND_NOT_ALLOWED
proactive command toolkit exception is thrown
3- Appletl builds and sends a SET UP EVENT 3- COMMAND_NOT_ALLOWED
LIST proactive command toolkit exception is thrown
4- Appletl builds and sends a POLL INTERVAL  [4- COMMAND_NOT_ALLOWED
proactive command toolkit exception is thrown
5- Appletl builds and sends a POLLING OFF 5- COMMAND_NOT_ALLOWED
proactive command toolkit exception is thrown
2 TIMER MANAGEMENT Proactive command
1- Send a formatted envelope with the TAR of 1- Applet2 is triggered
Applet2
2- Applet2 allocates 8 timers by calling 2- No exception is thrown
allocateTimer() method and release the 3 timers
fromid 1 to 3.
3- Send a formatted envelope with the TAR of 3- Appletl is triggered
Appletl
4- Appletl allocates 3 timers (Id 1 to 3) by calling |4- No exception is thrown
allocateTimer() method 3 times
5- Send a formatted envelope with the TAR of 5- Applet2 is triggered
Applet2
6- Applet2 releases timers of Id 4 to 7 6- No exception is thrown
7- Send a formatted envelope with the TAR of 7- Appletl is triggered
Appletl
8- For each of the 3 timers allocated by Appletl (Id|8- No exception is thrown
1to 3) a TIMER MANAGEMENT proactive session
is performed
9- For other timers (Id 4 to 8), Appletl builds and |[9- COMMAND_NOT_ALLOWED
sends a TIMER MANAGEMENT proactive toolkit exception is thrown
command
8- 3 TIMER MANAGEMENT
proactive commands are
fetched
9- The Status word of the
last previous Terminal
Response is 90 00 (no more
proactive command is sent)
3 No Channel allowed
1- Send a formatted envelope with the TAR of 1- Appletl is triggered 1- 90 00 (no proactive
Appletl command is sent)
2- Appletl builds and sends a CSD OPEN 2- COMMAND_NOT_ALLOWED
CHANNEL proactive command toolkit exception is thrown
3- Appletl builds and sends a GPRS OPEN 3- COMMAND_NOT_ALLOWED
CHANNEL proactive command toolkit exception is thrown
4Appletl builds and sends a SEND DATA 4- COMMAND_NOT_ALLOWED
proactive command toolkit exception is thrown
5- Appletl builds and sends a RECEIVE DATA 5- COMMAND_NOT_ALLOWED
proactive command toolkit exception is thrown
6- Appletl builds and sends a CLOSE CHANNEL [6- COMMAND_NOT_ALLOWED
proactive command toolkit exception is thrown
4 4 Channels allowed
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Id Description APIl/Framework Expectation APDU Expectation
1- Send a formatted envelope with the TAR of 1- Applet3 is triggered
Applet3
2- Applet3 builds and sends a CSD OPEN 2- No exception is thrown 2-911C
CHANNEL proactive command
3- Send a Fetch and Terminal Response OK on 3- OPEN CHANNEL
channel 7 proactive
4- Send a formatted envelope with the TAR of 4- Applet2 is triggered
Applet2
5- Applet2 builds and sends a CSD OPEN 5- No exception is thrown 5-911C
CHANNEL proactive command
6- Send a Fetch and Terminal Response OK on 6- OPEN CHANNEL
channel 1 proactive command is
fetched
7- Applet2 builds and sends a GPRS OPEN 7- No exception is thrown 7-9117
CHANNEL proactive command
8- Send Fetch and Terminal Response OK on 8- OPEN CHANNEL
channel 2 proactive command is
fetched, SW =91 1C on the
Terminal Response
9- For each channel id from 3 to 7, Applet2 builds [9- COMMAND_NOT_ALLOWED
and sends a SEND DATA proactive command toolkit exception is thrown
10- For each channel id from 3 to 7, Applet2 builds [10- COMMAND_NOT_ALLOWED
and sends a RECEIVE DATA proactive command |toolkit exception is thrown
11- For each channel id from 3 to 7, Applet2 builds|11- COMMAND_NOT_ALLOWED
and sends a CLOSE CHANNEL proactive toolkit exception is thrown
command
12- Applet2 builds and sends a CSD OPEN 12- No exception is thrown
CHANNEL proactive command
13- Fetch and Terminal Response OK on channel 13- OPEN CHANNEL
3 proactive command is
fetched
14- Applet2 builds and sends an OPEN CHANNEL |14- COMMAND_NOT_ALLOWED |14- 90 00 expected to the
proactive command toolkit exception is thrown previous Terminal
Response (no proactive
command is sent)
5 Unknown proactive command
1- Send an envelope menu selection with the item |1- Appletl is triggered
id of Appletl 2-9115
2- Appletl build an unknown proactive command
of 8 null bytes and send it 3- Command details TLV,
3- Fetch and terminal response OK Device Identities TLV and
unknown TLV including 8
null bytes are fetched.
6.3.4.14 Test Coverage
CRR number Test case number
N1 1
N2 2
N3 34
N4 34
N5 5
N6 Not testable
6.3.5 Exception Handling
6.3.5.1 Hide Exceptions from the ME

Test Area Reference: FWK_EXH_HEME
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6.3.5.1.1 Conformance Requirements

6.3.5.1.1.1 Normal Execution
e CRRNZ1: A toolkit applet may throw an exception, but this error will not be sent to the ME.

NOTE: Because the behaviour of the SIM is not exactly defined for the above CRRN, there are no tests defined
here yet.

6.3.5.1.1.2 Parameters error

No reguirements.

6.3.5.1.1.3 Context Errors

No reguirements.

6.3.5.2 Interaction with Multiple Triggering
Test Area Reference: FWK_EXH_IMTG

6.3.5.2.1 Conformance Requirements

6.3.5.2.1.1 Normal Execution:

¢ CRRNZ1: An exception thrown by atoolkit applet, will not influence toolkit applets registered to the same event.

6.3.5.2.1.2 Parameters error

No requirements.

6.3.5.2.1.3 Context Errors

No requirements.

6.3.5.2.2 Test Suite Files
Test Script: FWK_EXH_IMTG_1.scr
Test Applet: FWK_EXH_IMTG_1java
Load Script: FWK_EXH_IMTG_1.ldr
Cleanup Script: FWK_EXH_IMTG 1.clr
Parameter File: FWK_EXH_IMTG_1.par

6.3.5.2.3 Test Procedure

Id Description API/Framework Expectation APDU Expectation

0 Load/install 2 toolkit applets registered to

EVENT_STATUS_COMMAND,
EVENT_PROFILE_DOWNLOAD,
EVENT_UNRECOGNIZED_ENVELOPE,
EVENT_EVENT_DOWNLOAD_MT_CALL,
EVENT_UNFORMATTED_SMS_PP_ENV,
EVENT_UNFORMATTED_SMS_PP_UPD,
EVENT_UNFORMATTED_SMS_CB

appletl: Priority= 0x01,
applet2: Priority= 0x02,
(i.e. appletl is triggered before applet?2)

1 Status_Command is sent
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Id Description APIl/Framework Expectation APDU Expectation

1- Appletl is triggered
2- NullPointerException is thrown

3- Applet2 is triggered

2 Profile_Download is sent
1- Appletl is triggered
2- NullPointerException is thrown

3- Applet2 is triggered

3 UNRECOGNIZED_Envelope is sent
1- Appletl is triggered
2- NullPointerException is thrown

3- Applet2 is triggered

4 Event_Download_MT_Call is sent
1- Appletl is triggered
2- NullPointerException is thrown

3- Applet2 is triggered

5 Unformatted_SMS_PP_Env is sent
1- Appletl is triggered
2- NullPointerException is thrown

3- Applet2 is triggered

6 Unformatted_SMS_PP_Upd is sent
1- Appletl is triggered
é- NullPointerException is thrown

3- Applet2 is triggered

7 Unformatted_SMS_CB is sent
1- Appletl is triggered

2- NullPointerException is thrown

3- Applet2 is triggered

6.3.5.24 Test Coverage

CRR Number Test Case Number
CRRN1 1,2,3,4,5,6,7

6.3.6 Framework Security Management

Security Parameters

The table that follows contains the security parameters that shall be used when the 3GPP TS 23.048 [8] security is
required in the test cases developed in the current clause.

Parameter Value in hexadecimal
KIC Value as described in the TS 23.048[8] (recommended value: 15)
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KID Value as described in the TS 23.048[8] (recommended value: 15)
CNTR 00 00 00 00 01
Key for ciphering Corresponding to KIC (recommended value: 01 41 42 7F DA E8 91 A7 02 41 42 7F DA
E8 91 A7)
Key for RC/CC/DS |Corresponding to KID (recommended value: 01 23 45 67 89 AB CD EF EF CD AB 89 67
45 23 01)

If a parameter is not listed explicitly in the above table, the default values of clause 4.7.3.1 apply.

6.3.6.1 Input Data

Test Area Reference: FWK_FWS _INDA
6.3.6.1.1 Conformance Requirements

6.3.6.1.1.1 Normal Execution

e CRRNZ1: If the SIM receives an envelope APDU containing an SMS_PP_DATADOWNLOAD BER TLV
formatted according to 3GPP TS 23.048 [8], the SIM Toolkit Framework shall verify the security of the SMS
TPDU.

e CRRNZ2: Thetoolkit applet will only betriggered if the TAR is known and the security verified.

e CRRN3: If the SIM receives an envelope APDU containing an SMS_ CB_DATADOWNLOAD formatted
according to 3GPP TS 23.048 [8], the SIM Toolkit Framework shall verify the security of the cell broadcast

page.

e CRRN4: If the SIM receives an Update Record EFsms instruction formatted according to TS 23.048[8], the SIM
Toolkit Framework shall verify the security of the SMS.

e CRRNS5: The STF shall provide the input data deciphered.

6.3.6.1.1.2 Parameters error

No requirements.

6.3.6.1.1.3 Context Errors

No reguirements.

6.3.6.1.2 Test Area Files
Test Script: FWK_FWS_INDA_1l.scr
Test Applet: FWK_FWS INDA 1ljava

FWK_FWS _INDA 2java

FWK_FWS INDA_3java

FWK_FWS INDA 4java
FWK_FWS _INDA 5java
FWK_FWS INDA_6java

Load Script: FWK_FWS_INDA_1.Idr
Cleanup Script: FWK_FWS INDA_1l.clr
Parameter File: FWK_FWS_INDA_1.par
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6.3.6.1.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Framework checks the Cryptographic

checksum and deciphers the data
Appletl is |oaded and installed

1-Envel ope(SMs5-PP) single and formatted is|,_ P
sent to the SIMwith this features: 1- Appletl is triggered and the

G pheri ng; value integrity is checked.
Crypt ogr aphi ¢ checksum
No proof of receipt;
TAR of Appletl;

Data = 01 1- The SIM answers to the
Envelope with status words
2- Short Message concatenated and 9000

formatted is sent to the SIMby an
Envel ope (SM5 PP)with these features: L
Gi pheri ng; 2- Appletl is triggered and the
Crypt ogr aphi ¢ checksum value integrity is checked

No proof of receipt;
TAR of Appl et1;

Data length is 150.

2- The SIM answers to the
Envelope with status words
9000
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Id

Description

APIl/Framework Expectation

APDU Expectation

2

Triggering two different applets with
different security

Applet2 is installed

1- Envel ope(SMs-PP) single and formatted is
sent to the SIMwith this features:

Ci phering;

Crypt ographi ¢ checksum

No proof of receipt;

TAR of Appletl

Data = 03

2- Short Message concatenated and
formatted is sent to the SIMby an
Envel ope (SM5 PP)with these features:
C pheri ng;

Crypt ogr aphi ¢ checksum

No proof of receipt;

TAR of Appletl

Data length = 150

3- Envel ope(SMs-PP) single and formatted is
sent to the SIMwith this features:

No ci pheri ng;

No cryptographi ¢ checksum

No proof of receipt;

TAR of Applet2

Data = 05

4- Short Message concatenated and
formatted is sent to the SIMby an
Envel ope (SM5 PP)with these features:
No ci pheri ng;

No crypt ographi c checksum

No proof of receipt;

TAR of Applet2

Data | ength = 150.

1- Appletl is triggered and the
value integrity is checked

2- Appletl is triggered and the
value integrity is checked

3- Applet2 is triggered and the
value integrity is checked

4- Applet2 is triggered and the
value integrity is checked

1- The SIM answers to the
Envelope with status words
9000

2- The SIM answers to the
Envelope with status words
9000

3- The SIM answers to the
Envelope with status words
9000

4- The SIM answers to the
Envelope with status words
9000
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Description

APIl/Framework Expectation

APDU Expectation

Envelope(SMS-PP) formatted with wrong
cryptographic checksum

1- Envel ope 03.48 single and formatted is
sent to the SIMwith this features:

No ci pheri ng;

W ong cryptographi ¢ checksum

No proof of receipt;

TAR of Appletl

Data = 07

2- Short Message concatenated and
formatted is sent to the SIMby an
Envel ope (SM5 PP)with these features:
No ci pheri ng;

W ong cryptographi ¢ checksum

No proof of receipt;

TAR of Appletl

Data length = 150

1- No applet is triggered.

2- No applet is triggered.

1- The SIM answers to the
Envelope with status words
9000

Framework checks the Cryptographic
checksum and deciphers the data

Applet3 is | oaded and installed

1- Envel ope(SMs-CB) formatted is sent to
the SIMwith this features:

G phering;

Crypt ographi ¢ checksum

No proof of receipt;

Data = 01

1- Applet3 is triggered and the
value integrity is checked

1- The SIM answers to the
Envelope with status words
9000

Triggering two different applets with different
security on Envelope(SMS-CB) formatted

Applet4 is installed

1- Envel ope(SMs-CB) formatted is sent to
the SIMwith this features:

Ci phering;

Crypt ogr aphi ¢ checksum

No proof of receipt;

TAR of Applet3

Data = 02

2-Envel ope(SMs-CB) formatted is sent to
the SIMwith this features:

No ci pheri ng;

No crypt ographi c checksum

No proof of receipt;

TAR of Applet4

Data = 03

1- Applet3 is triggered and the
value integrity is checked

2- Applet4 is triggered and the
value integrity is checked

1- The SIM answers to the
Envelope with status words
9000

2- The SIM answers to the
Envelope with status words
9000

Envelope(SMS-CB) formatted with wrong
cryptographic checksum

No applet is triggered

1- The SIM answers to the
Envelope with status words

9000
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Id

Description

APIl/Framework Expectation

APDU Expectation

No ci pheri ng;

Wong Cryptographi ¢ checksum
No proof of receipt;

TAR of Applet3

Data = 04

Framework checks the Cryptographic
checksum and deciphers the data

Applet5 is installed

1- Short Message single and formatted is
sent to the SIMby Update Record EFsns
instruction with these features:

Ci phering;

Crypt ogr aphi ¢ checksum

No proof of receipt;

TAR of Appl et5;

Data = 01

2- Short Message concatenated and
formatted is sent to the SIMby Update
Record EFsns instruction with these
features:

G pheri ng;

Crypt ogr aphi ¢ checksum

No proof of receipt;

TAR of Appl et5;

Data | ength = 150.

1- Applet5 is triggered and the
value integrity is checked.

2- Applet5 is triggered and the
value integrity is checked

1- The SIM answers to the
Update Record EFsms
instruction with status words
9000

2- The SIM answers to the
Update Record EFsms
instruction with status words
9000
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Id Description APIl/Framework Expectation APDU Expectation
8 | Triggering two different applets with different
security
Applet6 is installed 1- Applet5 is triggered and the
value integrity is checked. 1- The SIM answers to the

1- Short Message single and formatted is
sent to the SIMby Update Record EFsns !deate.Recc.)rd EFsms
instruction with these features: instruction with status words
Ci phering; 9000

Crypt ogr aphi ¢ checksum
No proof of receipt;
TAR of Applet5

Data = 03

2- Short Message concatenated and 2- The SIM answers to the

formatted i s sent to the SIMby Update 2- Applet5 is triggered and the Update Record EFsms
Record EFsms instruction with these value integrity is checked. instruction with status words
f eatures: 9000

G pheri ng;

Crypt ogr aphi ¢ checksum
No proof of receipt;
TAR of Applet5

Data length = 150. 3- The SIM answers to the

3- Short Message single and formatted is o Update Record EFsms
sent to the SIMby Update Record EFsns 3- Applet6 is triggered and the instruction with status words
instruction with these features: value integrity is checked. 9000

No ci pheri ng;

No cryptographi ¢ checksum
No proof of receipt;

TAR of Appl et 6;

Data = 05

4- The SIM answers to the
4- Short Message concatenated and Update Record EFsms
formatted is sent to the SIMby Update instruction with status words
ngg?L?esEFSWB instruction with these 4- Applet6 is triggered and the 9000
No ci pheri ng: value integrity is checked.

No crypt ographi c checksum
No proof of receipt;

TAR of Appl et 6;

Data | ength = 150.

9 Update Record EFsms instruction formatted

with wrong cryptographic checksum
1- Short Message single and formatted is

sent to the SIMby Update Record EFsns 1- The SIM answers to the
'Ci”;:];’f;'g?n with these features: No 1- No applet is triggered. Update Record EFsms
Wong O y’pt ogr aphi ¢ checksum instruction with status words
No proof of receipt; 9000

TAR of Applet5

Data = 07

2- Short Message concatenated and
formatted is sent to the SIMby Update

Record EFsns instruction with these 2- No applet is triggered. 2- The SIM answers to the
feat ures: _Update_Recqrd EFsms

No ci pheri ng; instruction with status words
Wong Cryptographi c checksum 9000

No proof of receipt;
TAR of Applet5
Data length = 150

6.3.6.1.4 Test Coverage
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CRR Number Test Case Number
CRRN1 1,2,3
CRRN2 3,6,9
CRRN3 4,56
CRRN4 7,8,9
CRRN5 1,2,45,7,8

Output Data

Test Area Reference: FWK_FWS _OUDA

6.3.6.2.1

6.3.6.2.1.1

6.3.6.2.1.2

Normal Execution

Conformance Requirements

e CRRNZ1: The SIM Toolkit Framework shall secure and send the response packet.

Parameters error

No reguirements.

6.3.6.2.1.3

Context Errors

No reguirements.

ETSI TS 151 013 V15.1.0 (2020-11)

6.3.6.2.2 Test Area Files
Test Script: FWK_FWS OUDA_1l.scr
Test Applet: FWK_FWS OUDA_1ljava
Load Script: FWK_FWS OUDA_1.dr
Cleanup Script: FWK_FWS OUDA _1.clr

Parameter File:

FWK_FWS_OUDA_1.par

6.3.6.2.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Envelope(SMS-PP) formatted The applet is triggered and sends a |The SIM answers to the

G phering;

Crypt ogr aphi ¢ checksum

proof of receipt response shall
usi ng SMs-Del i ver - Report;

no security applied to proof of receipt
Data in plain text = "APPLET1"

be sent

"Display Text" proactive command
with the data received in the
Envelope.

Envelope with status words
9Fxx and a PoR is retrieved
with a GetResponse
command. The PoR has no
application data.

The SIM answers to the Get
Response command with
status words 91xx to issue a
Display Text "APPLET1".

2 Envelope(SMS-PP) formatted The applet posts application data. It|The SIM answers to the
G phering; does not call the Envelope with status words
Crypt ographi c checksum ProactiveHandler.send() method  |9Fxx and a PoR is retrieved
pr pof of recei pt response shall be sent with a GetResponse
usi ng SMs-Del i ver - Report;
no security applied to proof of receipt Com.marjd. The PoR has the
Data in plain text = "APPLET1" application data posted by
the application.
The SIM answers to the Get
Response command with
status words 9000.
3 Envelope(SMS-PP) formatted The applet posts application data |The SIM answers to the

C pheri ng;
Crypt ographi ¢ checksum

and calls the
ProactiveHandler.send() method to
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Id Description APIl/Framework Expectation APDU Expectation
proof of receipt response shall be sent send a "Display Text" proactive with a GetResponse
ﬁz' Qgcﬁ'r\’ﬁ )?el’:llp\[;:air ggefﬁr})i oof of recei pt command with the data received in [command. The PoR has the
Data in plain text = "TEST" the Envelope. appllcatl_on (_jata posted by

the application.
The SIM answers to the Get
Response command with
status words 91xx to issue
the Display Text "TEST".
4| ~ Envelope(SMS-PP) formatted The applet posts application data |The SIM answers to the
G phering; and calls the Envelope with status words
Cryp} 09; aphi ¢ checksum hall b ProactiveHandler.send() method to |9Fxx and a PoR is retrieved
proof of receipt response shall be sent send a "Display Text" proactive with a GetResponse
usi ng SMs-Del i ver - Report; d with the d ived i d. The PoR h h
proof of receipt shall be ciphered command with the data received in |command. The PoR has the
Data in plain text = "TEST" the Envelope. application data posted by
the application.
The SIM answers to the Get
Response command with
status words 91xx to issue
the Display Text "TEST".

5 Envelope(SMS-PP) formatted No applet is triggered The SIM answers to the
The Terminal Profile command shall be Envelope with status words
issued with the facility "' 9EXX' response 9Exx and a PoR is retrieved
code for SIMdata downl oad error" enabl ed with a GetResponse
The Envel ope(SMs-PP) formatted has to be command. The Response
issued with the follow ng features: Status Code Octet shall be
No ci pheri ng; '01'.

Wong Cryptographi ¢ checksum

proof of receipt response shall be sent

usi ng SMs-Del i ver - Report;

no security applied to proof of

receiptData in plain text = "TEST"
6.3.6.2.4 Test Coverage

CRR Number Test Case Number
CRRN1 1,2,3, 4,5
6.3.7 Envelope Response Posting
6.3.7.1 EVENT_CALL_CONTROL_BY_SIM
Test Area Reference: FWK_ERP_ECCN
6.3.7.1.1 Conformance Requirements
6.3.7.1.1.1 Normal Execution
e CRRN1: The SIM Toolkit Framework can't reply busy when an Envelope(Call Control) is sent to the SIM.

6.3.7.1.1.2 Parameters error

No requirements.

6.3.7.1.1.3

Context Errors

No requirements.

6.3.7.1.2
Test Script:

Test Area Files

FWK_ERP_ECCN_1.scr
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Test Applet: FWK_ERP_ECCN_1.java
FWK_ERP_ECCN_2.java
FWK_ERP_ECCN_3.java

Load Script: FWK_ERP_ECCN_1.ldr
Cleanup Script: FWK_ERP_ECCN_1.clr
Parameter File: FWK_ERP _ECCN_1.par
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6.3.7.1.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Appletl is registered on the

EVENT_CALL_CONTROL_BY_SIM, Applet2is
registered and triggered on the
EVENT_MENU_SELECTION.

1- Appl et 2 i nvokes the nethod send()and no
fetch is perforned

2- Envel ope(Cal | is sent to the
SIM

Control)

3-Appletl calls the method

Envel opeResponseHandl er. post ASBERTLV() to
change any inconming dialling nunber into
+11 22 33 44.

4-A Fetch command is sent to the SIM

5-A Term nal
the SIM

Response command is sent to

6-Del ete Appletl & Applet?2

7-Install Applet3

Applet2 is suspended

Appletl is triggered.

Applet2's execution shall continue.

The SIM answer 9Fxx to the
Envelope(Call Control)

The dialling number is
retrieved with a
GetResponse command.
The SIM answers to the Get
Response command with
status words 91xx.

Applet3 is registered on both the events
EVENT_CALL_CONTROL_BY_SIM and

EVENT_MENU_SELECTION.
1- Envel ope Menu Selection is sent to the
SIM

2- Appl et 3 invokes the nmethod send()and no
fetch is perforned)

3- Envel ope(Cal |
SIM

Control) is sent to the

4- Appl et 3 cal | s the nethod

Envel opeResponseHand! er. post ASBERTLV() to
change any incomng dialling nunber into
+11 22 33 44.

5-A Fetch command is sent to the SIM

6- A Term nal
the SIM

Response command is sent to

Applet3 is triggered on the
EVENT_MENU_SELECTION

Applet3 is suspended on the send()
method

Applet3 is triggered on the
EVENT_CALL_CONTROL_BY_SI
M.

The Applet3's execution shall
continue.

The SIM answer 9Fxx to the
Envelope(Call Control)

The dialling number is
retrieved with a
GetResponse command.

The SIM answers to the Get
Response command with
status words 91xx.
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6.3.7.1.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
6.3.7.2 EVENT_MO_SHORT _MESSAGE_CONTROL_BY_SIM

Test Area Reference: FWK_ERP_EMCN

6.3.7.2.1 Conformance Requirements
6.3.7.2.1.1 Normal Execution
e CRRNZ1: The SIM Toolkit Framework can't reply busy when an Envelope(M O-Short Message Control) is sent to
the SIM.
6.3.6.2.1.2 Parameters error

No requirements.

6.3.6.2.1.3 Context Errors

No requirements.

6.3.7.2.2 Test Area Files
Test Script: FWK_ERP_EMCN_1.scr
Test Applet: FWK_ERP EMCN_1,java

FWK_ERP_EMCN_2java
FWK_ERP_EMCN_3java

Load Script: FWK_ERP_EMCN_1.ldr
Cleanup Script: FWK_ERP EMCN_1.clr
Parameter File; FWK_ERP_EMCN_1.par
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6.3.7.2.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Appletl is registered on the

EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM; Applet2 is registered and triggered on
the EVENT_MENU_SELECTION.

1- Appl et 2 i nvokes the nethod send()and no
fetch is perforned)

2- Envel ope(MD> SM control) is sent to the
SIM

3-Appletl calls the method

Envel opeResponseHandl er. post ASBERTLV() to
change any incom ng TP_Destinati on_Address
and any RP_Destination_Address of the
Service Center into +11 22 33 44

4-A Fetch command is sent to the SIM

5-A Term nal
the SIM

Response command is sent to

6-Del ete Appletl & Applet?2

7-Install Applet3

Applet2 is suspended

Appletl is triggered.

The Applet's execution shall
continue.

The SIM answers 9Fxx to
the Envelope(MO-Short
Message Control)

The
TP_Destination_Address is
retrieved with a
GetResponse command.

The SIM answers to the Get
Response command with
status words 91xx.

Applet3is registered on both the events
EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM and EVENT_MENU_SELECTION.

1- Appl et 3 i nvokes the nethod send()and no
fetch is perforned)

2- Envel ope(MD SM control)
SIM

is sent to the

3-Applet3 calls the nethod

Envel opeResponseHandl er. post ASBERTLV() to
change any incoming TP_Desti nation_Address
and any RP_Destination_Address of the
Service Center into +11 22 33 44.

4-A Fetch command is sent to the SIM

5-A Term nal
the SIM

Response command is sent to

Applet3 is suspended on the send()
method

Applet3 is triggered on the
EVENT_MO_SHORT_MESSAGE_
CONTROL_BY_SIM.

The Applet3's execution shall
continue.

The SIM answers 9Fxx to
the Envelope(MO-Short
Message Control)

The
TP_Destination_Address is
retrieved with a
GetResponse command.

The SIM answers to the Get
Response command with
status words 91xx.
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6.3.7.24 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
6.3.7.3 EVENT_UNRECOGNIZED_ENVELOPE

Test Area Reference: FWK_ERP_EUEN
6.3.7.3.1 Conformance Requirements

6.3.7.3.1.1 Normal Execution

e CRRNZ1: The EnvelopeResponseHandler is available for the EVENT_UNRECOGNIZED ENVELOPE.

6.3.7.3.1.2 Parameters error

No reguirements.

6.3.7.3.1.3 Context Errors

No reguirements.

6.3.7.3.2 Test Area Files
Test Script: FWK_ERP_EUEN_1.scr
Test Applet: FWK_ERP_EUEN_1.java
Load Script: FWK_ERP_EUEN_1.ldr
Cleanup Script: FWK_ERP_EUEN_1.clr
Parameter File: FWK_ERP_EUEN_1.par
6.3.7.3.3 Test Procedure
Id Description APIl/Framework Expectation APDU Expectation
1 An applet triggered on the The post() method returns no The SIM answers to the
EVENT_UNRECOGNIZED_ENVELOPE calls the |exception Envelope with status words
EnvelopeResponseHandler.post() method 9Fxx. The data retrieved
with the GetResponse
command are the ones
posted by the applet.
6.3.7.34 Test Coverage
CRR Number Test Case Number
CRRN1 1
6.3.7.4 EVENT_FORMATTED_SMS_ PP_ENV

Test Area Reference: FWK_ERP_EFSE
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6.3.7.4.1 Conformance Requirement

6.3.7.4.1.1 Normal Execution

e CRRNZ1: If PoR isrequired a SMS-DELIVER REPORT is sent by the SIM, when the post() or the
PostASBERTLV/() method isinvoked and if bit 6 of the second octet of SPI is set to 0.

e CRRNZ2: If POR isrequired a SMS-SUBMIT is sent by the SIM, when the post() or the postAsBERTLV()
method isinvoked and if bit 6 of the second octet of SPI is set to 1. In this case the statusType method parameter
ismeaningless. The SIM Toolkit Framework shall bui