ETSI TS 155 251 v18.0.0 (2024-05)

& =>

TECHNICAL SPECIFICATION

Digital cellular telecommunications system (Phase 2+) (GSM);
Specification of the GEAS5 and GIAS encryption algorithms for
General Packet Radio Service (GPRS);

GEAS5 and GIAS algorithm specification
(3GPP TS 55.251 version 18.0.0 Release 18)

BRSSH:

e GLOBAL SYSTEM FOR
A cLoBaL INITiaTive MOBILE COMMUNICATIONS



3GPP TS 55.251 version 18.0.0 Release 18 1 ETSI TS 155 251 V18.0.0 (2024-05)

Reference
RTS/TSGS-0355251vi00

Keywords
GSM,SECURITY

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from:
https://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure Program:
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fitness
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2024.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3GPP TS 55.251 version 18.0.0 Release 18 2 ETSI TS 155 251 V18.0.0 (2024-05)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found under https.//webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
https://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 55.251 version 18.0.0 Release 18 3 ETSI TS 155 251 V18.0.0 (2024-05)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ... bbbt et h bt b b nE e b e b e e et bt e bt Rt e s e e e e e e eb e n e e ns 2
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 2
1= 11 o TSRS 5
1100 [ Tox A o] o S 5
1 o0 0L SR 6
2 REFEIBINCES ...ttt ettt a b bt s e et et e s e et e Rt e bt e b e s b et et e e et et enenbeebenrens 6
3 Definitions, symbols and abbrevialionS .............oceveeerieees e s 6
31 D= T 0T (0] 1P STRRRSRSR 6
3.2 SYIMDOIS. ... ottt bt b e st b e e e st b e s e e h e e bt SE e e b€ SR e R e bt R e R e R e R e e b e nR e e bt R et ebe e e e ebe e e ere s 6
33 Y o] 1= V7= 0] 1SRRI 7
4 (Fplugolo WTe o a VAT q10 117 1 o o SR 7
4.1 T gL oo W 1ol B PO PP PRTURTPPURRSII 7
4.2 N\ o] 7= 1 o o FO USSP TP RPPUSTSI 7
421 0 | PSSR 7
4.2.2 (000 17 011 0] 0 S ST ST S P PPR USRS 7
4.2.3 [T 0)V4 (=] < T oo PSSR 7
43 IS o AR = T = =S TSRS 8
5 Confidentiaity algorithm GEAD...........ooie ettt st sre e b e sae e b e s resreeaesreennens 8
51 1100 1 1 o o PSRRI 8
52 INPUES NGO OULPULS ...ttt bbb st bbb bbbt b e et b e et e benn e s 9
5.3 CompPOoNENtS @Nd ArCHITECIUIE ........eeciieeesieee et e st e s e e s e e saeeteeneeeneeesaesseenseenseeneesneesnnesnes 9
54 TN TS o o PO PO SO PR PRTUPTPRURRSI 9
55 (NS =72 g0 <0< = 1 o) o S 9
5.6 L@ 1111011 |l o ox (= K= PSP PURR 9
6 INtegrity @lgOMtNM GIASD. ...t e et s bbb nr e nenne e 9
6.1 g 0o (17 1o o SRR 9
6.2 INPUES NGO OULPULS ...ttt bbb st bbb bbbt b e et b e et e benn e s 9
6.3 CompoNENtS AN ArCHITECIUINE ........ouiiiiiete ittt b et b et b e et b e et nb e n e 10
6.3.1 SINOWV 3G iieiiie ittt s et e e st e e e e st eeateesateeeateeaateeaaseeaateeaaseeanteeeaseeanteeenseeanteeeaseeessaeenneeenseeennenens 10
6.3.2 L G PRSP TR T RPR 10
6.3.3 IMIULXPOW ...ttt b et b et b e e st h e e s it e e h e e s it e e sa b e e e abe e sa ke e s bb e e nbbe e s aeeennbeennreenares 10
6.34 O U TSTRPR 10
6.4 TN AE= Tz o o PSP P PP 10
6.5 107 [oi0 1o o TP PSSO P PR PRTSROSRP 10
Annex A (informative): Mathematical background of some operations of the GIA5 Algorithm ...11
Nt R I T 0 g Tod 0 o Y A s S 11
A2 ThefunctioNn MUL(V, P, C) .ot 11
Annex B (informative): I mplementation optionsfor some oper ations of the GIA5 algorithm........ 12
= TR R @Y1 V= USRS 12
B.2. ProCedUrE@PrE IMIUL Pu.......oo ettt ettt et e ae et e s ae et e s eeeneesbesteeneentesreennenneens 12
2 3G T U g Tox i o o 1Y 0SS 12
Annex C (informative): Figuresof the GEA5 and GIA5 algorithms.........cccoeviieviciece e, 13
Annex D (informative): Simulation program HSNG ... 14
D 20 A N TSRS 14

ETSI



3GPP TS 55.251 version 18.0.0 Release 18 4 ETSI TS 155 251 V18.0.0 (2024-05)

D2 Gl A DR R R R R R R R R R Rt R e R e R e R e bt e n e n s 14
Annex E (informative): ChangE NISLONY ..o e 15
TS (0 RSOSSN 16

ETSI



3GPP TS 55.251 version 18.0.0 Release 18 5 ETSI TS 155 251 V18.0.0 (2024-05)

Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

This specification has been prepared by the 3GPP Task Force, and gives a detailed specification of the 3GPP
confidentiality algorithm GEA5 and the 3GPP integrity algorithm GIAS.

This document isthe first of three, which between them form the entire specification of the 3GPP confidentiality
algorithm GEAS and the 3GPP integrity algorithm GIA5:

- 3GPP TS55.251: " Specification of the GEA5 and GIA5 encryption algorithmsfor GPRS; GEAS5 and
Gl A4 algorithm specification™ .

- 3GPP TS55.252: "Specification of the GEAS and GIA5 encryption algorithms for GPRS; | mplementers' test
data’".

- 3GPP TS 55.253: " Specification of the GEAS5 and GIA5 encryption algorithms for GPRS; Design conformance
test data’.

ETSI
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1 Scope

The present document defines the technical details of the 3GPP confidential algorithm GEAS and the 3GPP integrity
algorithm GIAS.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 33.216: " Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 &
UIA2; Document 2: SNOW 3G specification”.

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP
TR 21.905[1].

(none)

3.2 Symbols

For the purposes of the present document, the following symbols apply:

= The assignment operator.

@ The bitwise exclusive-OR operation.

Il The concatenation of the two operands.

KASUMI[X]k  The output of the KASUMI algorithm applied to input value x

using the key k.
X[i] The it bit of the variable X. (X = X[0] || X[1] || X[2] || -...- ).
Yi The i block of the variable Y. (Y = Yo Y1 || Y2]l....).
celling(x) The smallest integer greater than or equal to the real number x.
&n The bitwise AND operation in an n-bit register.
<<t t-bit left shift in an n-bit register.
>>5t t-bit right shift in an n-bit register.

ETSI
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3.3 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

CBC-MAC Cipher Block Chaining Message Authentication Code

MAC Message Authentication Code
4 Introductory information
4.1 Introduction

The confidentiality algorithm GEAS is a stream cipher that is used to encrypt/decrypt blocks of data under a
confidentiality key KC128. The block of data may be between 1 and 65536 octets long. The algorithm uses SNOW 3G
[2] as a keystream generator.

The integrity algorithm GIA5 computes a 32-bit MAC (Message Authentication Code) of a given input message using
an integrity key K1128. The approach adopted uses SNOW 3G.

4.2 Notation

4.2.1 Radix

The prefix "0x" indicates hexadecimal numbers.

4.2.2  Conventions
The assignment operator "=", as used in several programming languages.
<variable> = <expression>
means that <variable> assumes the value that <expression> had before the assignment took place. For instance,
X=X+y+3
means

(new value of x) becomes (old value of x) + (old value of y) + 3.

4.2.3 Bit/byte ordering

All data variablesin this specification are presented with the most significant bit (or byte) on the left hand side and the
least significant bit (or byte) on the right hand side. Where avariableis broken down into a number of sub-strings, the
left most (most significant) sub-string is numbered O, the next most significant is numbered 1 and so on through to the
least significant.

For example an n-bit MESSAGE is subdivided into 64-bit substrings MBo, MB; ... MB; s0 if the messageis.
0x0123456789ABCDEFFEDCBA987654321086545381A B594FC28786404C50A37 ...
then:

MBo = 0x0123456789ABCDEF
MB: = OXFEDCBA9876543210
MB:2 = 0x86545381AB594FC2
MB3 = 0x8786404C50A37...

ETSI



3GPP TS 55.251 version 18.0.0 Release 18 8 ETSI TS 155 251 V18.0.0 (2024-05)

In binary thisis:

000000010010001101000101011001111000100110101011110011011110111111111110. ..

with MBo = 0000000100100011010001010110011110001001101010111100110111101111
MB:=1111111011011100101110101001100001110110010101000011001000010000
MB: = 1000011001010100010100111000000110101011010110010100111111000010
MB3 = 1000011110000110010000000100110001010000101000110111...

4.3 List of variables

CONSTANT-F a32-hit parameter which is constant for any given FRAMETY PE input.

DIRECTION  the 1-bit input to both the GEA5 and GI A5 functions indicating the direction of transmission (uplink
or downlink).

FRAMETYPE an 8-bit input to the GEAS and GIAS functions indicating the type of frame to be protected.

INPUT the 32-bit time variant input to the GEAS function

INPUT-I the 32-bit time variant input to the GIA5 function

KC128 the 128-bit confidentiality key.

K1128 the 128-bit integrity key.

K] the ith bit of keystream produced by the keystream generator.

L the number of 32-bit words of SNOW 3G keystream that are generated by GEAS (equal to
ceilling(M/4) ).

LENGTH a 64 bit parameter defined within GIA5 which specifies the number of bits of message to be MAC'd
(equal to 8 times M).

M the input to the GEA5 function which specifies the number of octets of output required (1-65536);
also the input to the GIA5 function which specifies the number of octets of message to be MAC'd
(1-65536).

MAC the 32-bit message authentication code (MAC) produced by the integrity function GIAS.

MESSAGE the input bitstream of LENGTH bits that is to be processed by the GIA5 function.

OUTPUT the output octets from the GEAS function.

S, S, ... a sequence of 64-bit words derived from MESSAGE and LENGTH which is used within GIA5 to
construct the MAC

Z1, 22, ... the 32-bit words forming the keystream sequence of SNOW 3G. The word produced first is z, the

next word z, and so on.

5 Confidentiality algorithm GEAS

5.1 Introduction

The confidentiality algorithm GEAS is a stream cipher that encrypts/decrypts blocks of data between 1 and 65536 octets
in length.
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The inputs to the algorithm are given in Table 5.2.1, the output in Table 5.2.2:

Table 5.2.1: GEAS5 inputs

Parameter Size (bits) Comment
INPUT 32 Frame dependent input INPUTJO0]...INPUT[31]
DIRECTION 1 Direction of transmission DIRECTION[O]
FRAMETYPE 8 Input value signifying the type of frame to be protected
KC128 128 Confidentiality key KC128[0]....KC128[127]
M The number of octets of output required in the range 1 to

65536 inclusive
Table 5.2.2: GEA5 output
Parameter Size (bits) Comment
OUTPUT 8M Keystream octets OUTPUT{0}....OUTPUT{M-1}

5.3 Components and architecture

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.

54 Initialisation

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.

5.5 Keystream generation

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.

5.6 Output octets

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.

6 Integrity algorithm GIAS

6.1 Introduction

Theintegrity algorithm GIA5 computes a Message Authentication Code (MAC) on an input message under an integrity
key K1128. The message may be between 1 and 65536 octets long.

For ease of implementation the algorithm is based on the same stream cipher (SNOW 3G) [2] asis used by the

confidentiality algorithm GEAD.

6.2 Inputs and outputs

The inputs to the algorithm are given in table 6.2.1, the output in table 6.2.2:
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Table 6.2.1: GIA5 inputs

Parameter Size (bits) Comment
INPUT-I 32 Frame dependent input INPUT-I[0]...INPUT-1[31]
M The length of MESSAGE in octets (1-65536)
MESSAGE 8M Input octet stream MESSAGE{0}.... MESSAGE{M-1}
DIRECTION 1 Direction of transmission DIRECTION|O]
FRAMETYPE 8 Input value signifying the type of frame to be protected
KI128 128 Integrity key K1128[0]...KI128[127]

Table 6.2.2: GIA5 output

Parameter Size (bits) Comment
MAC 32 Message authentication code MACI0]...MAC[31]

6.3 Components and architecture

6.3.1 SNOW 3G

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.

6.3.2 MULX

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel | ular-al gorithm-licences.

6.3.3 MULxPOW

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.

6.3.4 MUL

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.

6.4 Initialization

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.

6.5 Calculation

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.
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Annex A (informative):
Mathematical background of some operations of the GIAS
Algorithm

A.1  The function EVAL_S

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.

A.2  The function MUL(V, P, c)

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.
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Annex B (informative):

Implementation options for some operations of the GIAS
algorithm

B.1 Overview

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.

B.2. Procedure Pre_ Mul P

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.

B.3  Function Mul_P

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.
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Annex C (informative):
Figures of the GEA5 and GIA5 algorithms

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.
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Annex D (informative):
Simulation program listing

D.1 GEAS5

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.

D.2 GIAS

This clause only available under licence.
See http://www.etsi .org/about/what-we-do/security-al gorithms-and-codes/cel lular-al gorithm-licences.
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Annex E (informative):
Change history

Change history
Date Meeting |TDoc CR |Rev [Cat |Subject/Comment New
version
2016-04 | SA3#83 - - - _|First Draft 0.1.0
2016-04 | SA3#83 - - - |Removed algorithm details until permission to publish is received 0.0.2
from French Government.
2016-04 | SA3#83 - - - |Updated version sent to French Government for permission to 0.2.0
publish
2016-05 | SA3#83 - - - |Updated titles after comments in SA3 #83 0.2.1
2016-05 | SA3#83 - - - |Removed algorithm details until permission to publish is received 0.2.2
from French Government.
2016-11 | SA3#85 - - - | Full Specification with Example Code 0.3.0
2016-06 | SA#72 SP-160380 EditHelp editorial fix and presented for information 1.0.0
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