ETSl TS 186 018-2 V2.1.1 (2009-07)

Technical Specification

Telecommunications and Internet converged Services and
Protocols for Advanced Networking (TISPAN);

PSTN/ISDN simulation services;

Malicious Communication Identification (MCID);

Part 2. Test Suite Structure and Test Purposes (TSS&TP)

D




2 ETSI TS 186 018-2 V2.1.1 (2009-07)

Reference
RTS/TISPAN-06057-2-NGN-R2

Keywords
IMS, MCID, testing, TSS&TP

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

Individual copies of the present document can be downloaded from:
http://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
http://portal.etsi.org/chaircor/ETSI_support.asp

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2009.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™, TIPHON™, the TIPHON logo and the ETSI logo are Trade Marks of ETSI registered
for the benefit of its Members.
3GPP™is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners.
LTE™ is a Trade Mark of ETSI currently being registered
for the benefit of its Members and of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/
http://portal.etsi.org/tb/status/status.asp
http://portal.etsi.org/chaircor/ETSI_support.asp

3 ETSI TS 186 018-2 V2.1.1 (2009-07)

Contents

INtellectual Property RIGNES.... ..ottt bbb renn e 4
0 Yo (o SRS 4
1 o010 SR 5
2 REFEIBINCES ...ttt b ettt b e s e et et e st et R e e bt e bt s b e se e ae st e se e st e benbeebeneeneenteneas 5
21 NOIMBLIVE FEFEIENCES ... ceeeeerieete ettt sttt a et e e eestesbesaeebeesees e e e esebeseeebesaeeseeneenseneeseesbesaessesneeneensens 5
22 INfOrMEEIVE FEFEIENCES. ... ettt st sttt a e et et e st e st e besaesaeeneenseeeseesbesaeerenneeneeneens 6
3 Definitions and aDbrEVIBLIONS.........c.oieeeieeiese ettt ee e e stesre e e snesaeeneesneeneeseeenes 6
31 D= T aT] (0] PO SO PP PRUPTPRUSTOSOI 6
3.2 ADDIEVIBLIONS ...ttt b b h e h et e e e e e e bt e bt eheeh e et et SR e eb e e Rt e Rt e e e R e besheebenneeneennen 6
4 TESt SUITE SETUCLUIE (TSS)....eeveeeeeie sttt ettt sttt sttt ee st e s e s resbeebesbeese e tesaeensesreensesteeneesenaens 7
4.1 CONFIGUIBLION ...ttt b et b e e h bt e bt b e seeh e bt se e bt eb e s e e b e e bt se e e eb e sh et ebene et ebeseeneebesneneerens 7
411 TESHNG OF TNE AS . bbbt b e et b e s e bt e st b e seeae b et sb e e enees 7
4.1.2 TESHNG OF TNEUE ...t b et b et b e bbb et b e se et b e st st b e ene s 8
4.1.3 TESHING OF tNE SECSCR ...ttt b bbbt bt b e et e b e se et b e et b e e s 8
5 =S 001 =S (N RS SRUSPRN 9
51 FEFOOUCTION ...ttt bbbt b e bt bt e b e ae et e se e b e e bt eh e eb e s Rt eb e e ae e s e e e se e besaeebenneeneennens 9
51.1 Bl =TT I o] 1= 011 o P 9
512 IS R L= (o )PP PRSPPI 9
52 TPsfor Malicious Communication ldentification (MCID) .........occiiiieirinre et 9
521 Actions at the terminaling SFCSCR ..ottt bbbt se e et b e e e 9
522 Actions at the AS Of the tErMINGALING USEY .......co.eeiirieiiiiese et 10
523 Actions at the desStiNatioN UE ..........cco it sttt ae et e st e aesneene e e eneees 13
Annex A (informative): Bibliograpny ....oceeeee e e e 15
Annex B (informative): ChanQE NISLONY ..o et re s 16
TS SRS 17

ETSI



4 ETSI TS 186 018-2 V2.1.1 (2009-07)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web

server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Telecommunications and I nternet
converged Services and Protocols for Advanced Networking (TISPAN).

The present document is part 2 of a multi-part deliverable covering the Malicious Communication Identification
(MCID) service, related to PSTN/ISDN simulation services, as identified below:

Part 1:  "Protocol |mplementation Conformance Statement (PICS)";
Part 2: " Test Suite Structureand Test Purposes (TSS& TP)";

Part 3:  "Abstract Test Suite (ATS) and partial Protocol Implementation eXtra Information for Testing (PIXIT)
proforma specification”.
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1 Scope

The present document specifies the test suite structure and test purposes of the Malicious Communication Identification
(MCID) service based on the stage three of IMS M CID simulation service. Within the Next Generation Network (NGN)
the stage 3 description is specified using the IP-Multimedia Call Control Protocol based on Session Initiation Protocol
(SIP) and Session Description Protocol (SDP). The MCID service will store session related information independent of
the service requested.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

o For a specific reference, subsequent revisions do not apply.

. Non-specific reference may be made only to a complete document or a part thereof and only in the following
cases.

- if it isaccepted that it will be possible to use al future changes of the referenced document for the
purposes of the referring document;

- for informative references.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are indispensabl e for the application of the present document. For dated
references, only the edition cited applies. For non-specific references, the latest edition of the referenced document
(including any amendments) applies.

[1] ETSI TS 183 016: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); PSTN/ISDN simulation services, Malicious Communication
Identification (MCID); Protocol Specification”.

[2] ETSI TS 186 018-1: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); PSTN/ISDN simulation services, Malicious Communication
Identification (MCID); Part 1: Protocol Implementation Conformance Statement (PICS)".

[3] ETSI TS 181 002: " Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); Multimedia Telephony with PSTN/ISDN simulation services".

[4] ETSI TS 181 006: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); Direct Communication Servicein NGN; Service Description
[Endorsement of OMA-ERELD-PoC-V1]".

[5] ETSI TR 180 000: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); NGN Terminology".
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2.2 Informative references

The following referenced documents are not essential to the use of the present document but they assist the user with
regard to a particular subject area. For non-specific references, the latest version of the referenced document (including
any amendments) applies.

[i.1] IETF RFC 3966: "The tel URI for Telephone Numbers®.
[i.2] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax”.
3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TS 181 002 [3], TS 181 006 [4],
TR 180 000 [5] and the following apply:

communication infor mation: information collected and registered by the MCID service

identity information: includes all the information identifying a user, including trusted (network generated) and/or
untrusted (user generated) identities

NOTE: SeeRFC 3966 [i.1] // RFC 3986 [i.2].
trusted identity: network generated user address information
untrusted identity: user generated user address information

NOTE: This may contain additional information.

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AS Application Server

ID user | Dentification

IM IP Multimedia

IMS IP Multimedia Subsystem

IP Internet Protocol

ISC IP multimedia subsystem Service Control
ISDN Integrated Services Digital Network
MCID Malicious Call Identification

MIME Multipurpose Internet Mail Extensions
NGN Next Generation Network

NNI Network Network Interface

PSTN Public Switched Telephone Network
S-CSCF Service - Call Session Control Function
SDP Session Description Protocol

SIP Session Initiation Protocol

TP Test Purposes

TSS Test Suite Structure

UE User Equipment

URI Uniform Resource Identifier

XML eXtensible Markup Language

ETSI
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4 Test Suite Structure (TSS)

MCID
terminating_S-CSCF MCID_NO1_ xxx
terminating_AS MCID_NO02_xxx
destination_UE MCID_UO01 xxx

4.1 Configuration

The scope of the current specification is to test the signalling and procedural aspects of the stage 3 requirements as
described in TS 183 016 [1]. The stage 3 description describes the requirements for several network entities and also the
requirements regarding for terminal devices. Therefore several interfaces (reference points) are addressed to satisfy the
test of the different entities.

Therefore to test the appropriate entities the configurations below are applicable.

4.1.1 Testing of the AS

The AS entity isresponsible for performing and managing services. The ISC interface is the appropriate access point for

testing.
. ISC . ISC .

Figure 1: Applicable interface to test AS functionalities

If the ISC interface is not accessible it is also possible to perform the tests of the AS using any NNI (Mw, Mg, Mx)
interface (see figure 2). In case only the Gm interface is accessible this interface can be used instead for testing, but the
verification of all requirements may not be possible.

. + . + .

Figure 2: Applicable interfaces for tests using a (generic) NNI interface
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4.1.2  Testing of the UE

There are special clausesin the protocol standard describing the procedures that apply at the originating and terminating
user equipment. Therefore the test configuration below has been chosen.

Gm

Figure 3: Applicable configuration to test UE functionalities

4.1.3  Testing of the S-CSCF

This entity is responsible for handling the initial filter criteria and for passing messages to the relevant AS. For testing
both the Mw and the I1SC interface are involved.

. MW . ISC .

Figure 4: Applicable interfaces to test S-CSCF functionalities

If the either the ISC or the Mw interface is not accessible, it is also possible to perform the test of the S-CSCF using any
NNI (Mw, Mg, Mx) interface (see figure 4). In case only the Gm interface is accessible this interface can be used
instead for testing, but the verification of all requirements may not be possible.

. + . + .

Figure 5: Applicable interfaces for tests using a (generic) NNI interface
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5 Test Purposes (TP)

5.1 Introduction

For each test requirement a TP is defined.

51.1 TP naming convention

TPs are numbered, starting at 001, within each group. Groups are organized according to the TSS. Additional references
are added to identify the actual test suite and whether it appliesto the network or the user (see table 1).

Table 1: TP identifier naming convention scheme

Identifier: <ss>_<iut><group>_<nnn>

<ss> =  supplementary service: e.g."MCID"
<iut> = type of IUT: U User equipment
N Network entity
<group> =  group 2 digit field representing group reference according to TSS
<nnn> =  sequential number (001-999)

5.1.2 Test strategy

Asthe base standard TS 183 016 [1] contains no explicit requirements for testing, the TPs were generated as aresult of
an analysis of the base standard and the PICS specification TS 186 018-1 [2]. The criteria applied include the following:

° whether or not atest case can be built from the TP is not considered.

5.2 TPs for Malicious Communication Identification (MCID)

5.2.1  Actions at the terminating S-CSCF

TSS TP MCID reference Selection expression
MCID/terminating_S-CSCF MCID _NO1 001 |clause 4.5.2.4 PICS 1/3

Test purpose

Ensure that the S-CSCF forwards the INVITE request to the AS if the called subscriber has a permanent MCID
subscription.

Preconditions: Called user has MCID subscription with mode permanent

SIP header values:

Comments:
Test equipment (Mw) | S-CSCF Test equipment (ISC, Mw)
INVITE 2> = INVITE

ETSI
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TSS TP MCID reference Selection expression
MCID/terminating_S-CSCF MCID NO1 002 |clause 4.5.2.4 PICS 1/4

Test purpose
Ensure that the S-CSCF forwards the Re-INVITE requesting MCID to the AS if the called subscriber has a case by
case MCID subscription.

Preconditions: Called user has MCID subscription with mode temporary

SIP header values:
Re-INVITE without session modification

Comments:

Test equipment (Mw) S-CSCF Test equipment (ISC)

INVITE > = INVITE

100 Trying €« €« 100 Trying

180 Ringing €« €« 180 Ringing

200 OK INVITE €« € 200 OKINVITE

ACK > 2 ACK

Re-INVITE €« € Re-INVITE

200 OK INVITE > = 200 OKINVITE

TSS TP MCID reference Selection expression
MCID/terminating_S-CSCF MCID_NO1 003 |clause 4.5.2.5.2 PICS 1/4 AND PICS 1/5

Test purpose
Ensure that the S-CSCF forwards the Re-INVITE requesting MCID to the AS if the called subscriber has a case by
case MCID subscription. A XML MIME body is received indicating MCID request.

Preconditions: Called user has MCID subscription with mode temporary

SIP header values: Re-INVITE without session modification

XML mcid
request
McidRequestindicator = 1
Comments:
Test equipment (Mw) S-CSCF Test equipment (ISC)
INVITE > = INVITE
100 Trying €« €« 100 Trying
180 Ringing €« €« 180 Ringing
200 OK INVITE € € 200 OKINVITE
ACK > 2 ACK
Re-INVITE €« € Re-INVITE
200 OK INVITE > = 200 OKINVITE

5.2.2 Actions at the AS of the terminating user

TSS TP MCID reference Selection expression
MCID/terminating_AS MCID_NO02 001 |[clause 4.5.2.5

Test purpose
If the INVITE request does not contain the information of the originating party, the AS shall send an INFO Message
containing a XML mcid body with MCID XML Request schema requesting the originating ID.

Preconditions: Called user has MCID subscription

SIP header values: INFO

XML mcid
request
McidRequestIndicator = 1
Comments:
Test equipment (ISC) AS Test equipment (ISC)
INVITE = INVITE
100 Trying €« 100 Trying

INFO (MIME body)
200 OK INFO

v Y
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TSS TP MCID reference Selection expression
MCID/terminating_AS MCID NO2 002 clause 4.5.2.5.3 PICS 1/4

Test purpose
The AS holds the call state after a BYE from the originating UE
Ensure that the AS holds the call state while Ty,~,5.gve iS running, if MCID was requested by the called user. When

Tucip-sve 1S expired, the BYE is forwarded to the terminating UE.

Preconditions: Called user has MCID subscription with mode temporary

SIP header values:

Comments:
Test equipment (ISC) AS Test equipment (ISC)
INVITE > = INVITE
100 Trying €« € 100 Trying
180 Ringing €« € 180 Ringing
200 OK INVITE €« € 200 OK INVITE
ACK > 2 ACK
BYE 2  Tycp.sye Started
200 OK BYE €
Tumcip-sye €xpires

=2 BYE

€ 200 OK BYE
TSS TP MCID reference Selection expression
MCID/terminating_AS MCID_NO02_003 clause 4.5.2.2 PICS 1/4

Test purpose
The AS holds the call state after a BYE from the originating UE in the confirmed dialogue
Ensure that the AS holds the call state while Ty, |p_gyg IS running.

If a reINVITE to invoke the MCID service was received while Ty, p_gyg iS running, ensure that the BYE is forwarded to
the terminating UE.

Preconditions: Called user has MCID subscription with mode temporary

SIP header values:
reINVITE without session modification

Comments:
Test equipment (ISC) AS Test equipment (ISC)
INVITE > =2 INVITE
100 Trying €« € 100 Trying
180 Ringing €« € 180 Ringing
200 OK INVITE €« € 200 OK INVITE
ACK > 2 ACK
BYE > Tucip-sye Started
200 OK BYE €
€ Re-INVITE requesting MCID
= 200 OKINVITE
€ ACK
Tucip-sye €xpires
2 BYE
€ 200 OK BYE
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TSS TP MCID reference Selection expression
MCID/terminating_AS MCID NO2 004 clause 4.5.2.5.3 PICS 1/8

Test purpose

Ensure that the AS, having sent an INFO message containing a XML mcid body with MCID XML Request schema
requesting the originating 1D, on receipt of an INFO message containing a XML mcid body with MCID XML Response
schema and the originating identity, passes on the 180 Ringing from the called user.

Preconditions: Called user has MCID subscription

SIP header values: INFO1
XML mcid
request
McidRequestindicator = 1
INFO2 P-Asserted-ldentity

XML mcid
Response
McidResponselndicator = 1
Comments:
Test equipment (ISC) AS Test equipment (ISC)
INVITE > = INVITE
100 Trying €« €« 100 Trying
INFO1 (MIME body) €« To.p Started
200 OK INFO >
€« 180 Ringing
INFO2 (MIME body) >
200 OK INFO € To.p Stopped
180 Ringing €«
TSS TP MCID reference Selection expression
MCID/terminating_AS MCID NO2 004 clause 4.5.2.5.3 PICS 1/8

Test purpose

Ensure that the AS, having sent an INFO message containing a XML mcid body with MCID XML Request schema
requesting the originating 1D, on receipt of an INFO message not containing the originating identity, passes on the 180
Ringing from the called user.

Preconditions: Called user has MCID subscription

SIP header values: INFO1
XML mcid
request
McidRequestindicator = 1
INFO2 without originating identity

Comments:

Test equipment (ISC) AS Test equipment (ISC)
INVITE INVITE

100 Trying 100 Trying

K7

INFO1 (MIME body)
200 OK INFO

To.p Started

€« 180 Ringing
INFO2 (MIME body)

200 OK INFO To.p Stopped

r A VA AV

180 Ringing
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TSS TP MCID reference Selection expression
MCID/terminating_AS MCID NO2 006 clause 4.5.2.5.3 PICS 1/8

Test purpose

Ensure that the AS, having sent an INFO message containing a XML mcid body with MCID XML Request schema
requesting the originating ID, on the expiry of T 5, passes on the 180 Ringing from the called user.

Preconditions: Called user has MCID subscription
SIP header values: INFO

XML mcid
request
McidRequestIndicator = 1
Comments:
Test equipment (ISC) AS Test equipment (ISC)
INVITE > = INVITE
100 Trying €« €« 100 Trying
INFO (MIME body) €« To.p Started
200 OK INFO >
€« 180 Ringing

To.p EXpires

180 Ringing €«

523 Actions at the destination UE

TSS TP MCID reference Selection expression
MCID/destination UE MCID U01 001 [clause 4.5.2.12 PICS 1/1

Test purpose

The UE sends a MCID request

Ensure that the UE is able to invoke MCID. The UE sends a Re-INVITE without session modification.
Preconditions:

SIP header values:

Re-INVITE without session modification

Comments:

Test equipment User equipment

INVITE

100 Trying

180 Ringing

200 OK INVITE

ACK

Re-INVITE requesting MCID
200 OK INVITE

ACK

rNAVARMNY
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TSS TP MCID reference Selection expression
MCID/destination UE MCID U0l 002 |[clause 4.5.2.12 PICS 1/2
Test purpose
The UE sends a MCID request using the XML McidRequestIndicator
Ensure that the UE is able to invoke MCID. The UE sends a Re-INVITE without session modification. Ensure that the
UE is able to send a XML MIME body with the McidRequestIndicator set to 1.
Preconditions:
SIP header values:
Re-INVITE without session modification
XML mcid
request
McidRequestindicator = ‘1’
Comments:
Test equipment User equipment
INVITE
100 Trying
180 Ringing
200 OK INVITE
ACK
Re-INVITE requesting MCID
200 OK INVITE
ACK

PrNAVAMNY
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