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Foreword
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In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document specifies a set of RESTful protocols and data models fulfilling the requirements specified in
ETSI GS NFV-IFA 007 [1] for the interfaces used over the Or-Vnfm reference point, except for the "Virtualised
Resources Management interfaces in indirect mode" as defined in clause 6.4 of ETSI GSNFV-IFA 007 [1].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI GS NFV-IFA 007: "Network Functions Virtualisation (NFV) Release 5; Management and
Orchestration; Or-V nfm reference point - I nterface and Information Model Specification”.

[2] ETSI GSNFV-SOL 004: "Network Functions Virtualisation (NFV) Release 5; Protocols and Data
Models; VNF Package and PNFD Archive specification”.

[3] IETF RFC 5646: "Tags for Identifying Languages'.

[4] Void.

[5] IETF RFC 7396: "JSON Merge Patch".

[6] ETSI GSNFV-1FA 027: "Network Functions Virtualisation (NFV) Release 5; Management and
Orchestration; Performance M easurements Specification”.

[7] Recommendation ITU-T X.733: "Information technology - Open Systems Interconnection -
Systems Management: Alarm reporting function™.

[8] ETSI GSNFV-SOL 013: "Network Functions Virtualisation (NFV) Release 5; Protocols and Data
Models; Specification of common aspects for RESTful NFV MANO APIs".

[9] IETF RFC 7193: "The application/cms Media Type".

[10] ETSI GSNFV-IFA 011: "Network Functions Virtualisation (NFV) Release 5; Management and
Orchestration; VNF Descriptor and Packaging Specification™.

[11] Void.

[12] IETF RFC 9110: "HTTP Semantics'.

[13] ETSI GS NFV-IFA 045: "Network Functions Virtualisation (NFV) Release 5; Management and

Orchestration; Faults and alarms modelling specification™.

[14] ETSI GSNFV-SOL 001: "Network Functions Virtualisation (NFV) Release 5; Protocols and Data
Models; NFV descriptors based on TOSCA specification"”.
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https://docbox.etsi.org/Reference/
https://www.etsi.org/deliver/etsi_gs/NFV-IFA/001_099/007
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/004
https://www.rfc-editor.org/info/rfc5646
https://www.rfc-editor.org/info/rfc7396
https://www.etsi.org/deliver/etsi_gs/NFV-IFA/001_099/027
https://www.itu.int/rec/T-REC-X.733/en
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/013
https://www.rfc-editor.org/info/rfc7193
https://www.etsi.org/deliver/etsi_gs/NFV-IFA/001_099/011
https://www.rfc-editor.org/info/rfc9110
https://www.etsi.org/deliver/etsi_gs/NFV-IFA/001_099/045
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/001
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Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

[i.1]

[i.2]

[i.3]
[i.4]
[i.5]
NOTE:

[i.6]
[i.7]
[i.8]
[i.9]
[i.10]
[i.11]

[i.12]
[i.13]

[i.14]

[i.15]

[i.16]

[i.17]

[i.18]

[i.19]

ETSI GR NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Conceptsin
NFV".

ETSI GSNFV-SOL 002: "Network Functions Virtualisation (NFV) Release 5; Protocols and Data
Models; RESTful protocols specification for the Ve-Vnfm Reference Point”.

ETSI NFV registry of VimConnectionlnfo information.

Void.

OpenStack® documentation: "Disk and Container Formats”.

The OpenStack® Word Mark and OpenStack Logo are either registered trademarks/service marks or
trademarks/service marks of the OpenStack Foundation, in the United States and other countries and are
used with the OpenStack Foundation's permission. ETSI is not affiliated with, endorsed or sponsored by
the OpenStack Foundation, or the OpenStack community.

JSON Schema: " Core definitions and terminology”, Version draft-07, November 19, 2017.

OpenAPI™ Specification.

Void.
Void.
Void.

ETSI GSNFV-SOL 015: "Network Functions Virtualisation (NFV); Protocols and Data Models;
Specification of Patterns and Conventions for RESTful NFV-MANO APIs".

Void.

ETSI GS NFV-SOL 005: "Network Functions Virtualisation (NFV) Release 5; Protocols and Data
Models; RESTful protocols specification for the Os-Ma-nfvo Reference Point".

ETSI GSNFV-SOL 010: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; VNF Snapshot Package specification”.

ETSI GS NFV-IFA 040: "Network Functions Virtualisation (NFV) Release 5; Management and
Orchestration; Requirements for service interfaces and object model for OS container management
and orchestration specification”.

ETSI GR NFV-1FA 029: "Network Functions Virtualisation (NFV) Release 3; Architecture;
Report on the Enhancements of the NFV architecture towards " Cloud-native" and "PaaS"™.

ETSI GSNFV-SOL 018: "Network Functions Virtualisation (NFV) Release 5; Protocols and Data
Models; Profiling specification of protocol and data model solutions for OS Container
management and orchestration”.

ETSI GSNFV-SOL 009: "Network Functions Virtualisation (NFV) Release 5; Protocols and Data
Models; RESTful protocols specification for the management of NFV-MANO".

ETSI GS NFV-IFA 026: "Network Functions Virtualisation (NFV) Release 5; Management and
Orchestration; Architecture enhancement for Security Management Specification”.
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https://nfvwiki.etsi.org/index.php?title=VIM_connection_information
https://docs.openstack.org/glance/pike/user/formats.html
https://json-schema.org/specification-links.html
https://github.com/OAI/OpenAPI-Specification
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[i.20] ETSI GR NFV-SEC 005: "Network Functions Virtualisation (NFV); Trust; Report on Certificate
Management".
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the terms given in ETSI GR NFV 003 [i.1] and the following apply:
Compute MCIO: MCIO which declarative descriptor specifies compute infrastructure resource requests

LCM workflow: set of operations, including resource management operations towards the VIM, that are executed by
the VNFM to perform alifecycle management operation

NOTE: Examplesfor LCM workflows are VNFM-internal procedures associated with an LCM operation, and
LCM scripts contained in the VNF package.

Network M CI1O: MCIO which declarative descriptor specifies network infrastructure resource requests

Storage M CIO: MCIO which declarative descriptor specifies storage infrastructure resource requests

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AP Application Programming Interface

CIR Container Image Registry

CIS Container Infrastructure Service

CIsm Container Infrastructure Service Management
CMF Certificate Management Function

CMP Certificate Management Protocol

CP Connection Point

CPD CP Descriptor

CPU Central Processing Unit

CSAR Cloud Service Archive

EM Element Manager

EST Enrolment over Secure Transport

ETS European Telecommunications Standards I nstitute
FM Fault Management

FQDN Fully Qualified Domain Name

GS Group Specification

GUI Graphical User Interface

HTTP HyperText Transfer Protocol

IETF Internet Engineering Task Force

IFA InterFaces and Architecture

IP Internet Protocol

ISO International Organization for Standardization
ITU International Telecommunication Union
JSON JavaScript Object Notation

LCCN Life Cycle Change Notifications

LCM Lifecycle Management

MAC Medium Access Control

MANO Management and Orchestration

MCIO Managed Container Infrastructure Object
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MCIOP Managed Container Infrastructure Object Package
NAD Network Attachment Definition
NFV Network Functions Virtualisation
NFVI NFV Infrastructure
NFVI-PoP Network Function Virtualisation Infrastructure Point of Presence
NFVO NFV Orchestrator
NS Network Service
NSD Network Service Descriptor
OCMF Operator Certificate Management Function
os Operating System
PaaS Platform as a Service
PM Performance Management
PNFD Physical Network Function Descriptor
PSM PaaS Services Management
PSR PaaS Services Repository
RAM Random Access Memory
RFC Request For Comments
SCEP Simple Certificate Enrolment Protocol
SCTP Stream Control Transmission Protocol
SR-10V Single Root Input/Output Virtualisation
SSL Secure Socket Layer
TCP Transmission Control Protocol
TLS Transport Layer Security
TOSCA Topology and Orchestration Specification for Cloud Applications
UDP User Datagram Protocol
URI Uniform Resource Identifier
URL Uniform Resource L ocator
vCPU Virtualised CPU
VDU Virtualisation Deployment Unit
VIM Virtualised Infrastructure Manager
VIP Virtual IP
VL Virtua Link
VLAN Virtual LAN
VLD VL Descriptor
VM Virtual Machine
VNF DF VNF Deployment Flavour
VNF Virtualised Network Function
VNFC VNF Component
VNFD VNF Descriptor
VNFM VNF Manager
VPN Virtual Private Network
WIM WAN Infrastructure Manager
YAML YAML Ain't Markup Language
YANG Y et Another Next Generation

4 General aspects

4.1 Overview

The present document defines the protocol and data model for the following interfaces used over the Or-V nfm reference
point, in the form of RESTful Application Programming Interface (API) specifications:

. VNF Lifecycle Management interface (as produced by the VNFM towards the NFV O)
. VNF Performance Management interface (as produced by the VNFM towards the NFVO)
e  VNF Fault Management interface (as produced by the VNFM towards the NFVO)

. VNF Indicator interface (as produced by the VNFM towards the NFVO)
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e VNF Lifecycle Operation Granting interface (as produced by the NFV O towards the VNFM)

. VNF Package Management interface (as produced by the NFVO towards the VNFM)

e  Virtualised Resources Quota Available Natification interface (as produced by the NFV O towards the VNFM)
. VNF Snapshot Package Management interface (as produced by the VNFM towards the NFVO)

Table 4.1-1 lists the versions of the APIs defined in the present document.

Table 4.1-1: Versions of the APIs specified in the present document

API API version
VNF Lifecycle Management interface 2.16.0
VNF Performance Management interface 2.13.0
VNF Fault Management interface 1.14.0
VNF Indicator interface 1.13.0
VNF Lifecycle Operation Granting interface 1.14.0
VNF Package Management interface 2.12.0
Virtualised Resources Quota Available Notification interface 1.12.0
VNF Snapshot Package Management interface 1.12.0

The design of the protocol and data model for the above interfaces is based on the information model and requirements
defined in ETSI GSNFV-IFA 007 [1]. In clause 4, general aspects are specified that apply to multiple APIs on the
Or-Vnfm reference point. In addition, the provisionsin clauses 4, 5, 6, 8 and 9 of ETSI GS NFV-SOL 013 [8] define
common aspects of RESTful NFV-MANO APIs, and shall apply for all APIsdefined in the present document.

In the subsequent clauses, the protocol and data model for the individual interfaces are specified. Per interface, the
resource structure with associated HT TP methods is defined and applicable flows are provided. Further, the resources
and the data model are specified in detail.

Annex A provides the mapping of the combination of resources and methods defined in the present document to the
operations defined in ETSI GS NFV-IFA 007 [1]. Annex B contains explanations of key concepts. Annex C defines the
structure of the VimConnectioninfo registry. Annex G defines authorization scope values for selected APIsin the
present document.

Even though the different interfaces defined in the present document (apart from the Virtualised Resources Quota
Available Notification Interface) are related, implementations shall not assume a particular order of messages that arrive
viadifferent interfaces.

4.2 Void
4.3 Void
4.4 Common data types

4.4.1 Structured data types

4411 Introduction

This clause defines data structures that are referenced from data structures in multiple interfaces. In addition, the
structured data types defined in clause 7.1 of ETSI GSNFV-SOL 013 [8] shall apply.

4412 Void

4413 Void
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44.1.4 Void
44.15
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This type represents subscription filter criteriato match VNF instances. It shall comply with the provisions defined in

table 4.4.1.5-1.

Table 4.4.1.5-1: Definition of the VnflnstanceSubscriptionFilter data type

Attribute name

Data type

Cardinality

Description

vnfdlds

Identifier

0..N

If present, match VNF instances that were
created based on a VNFD identified by one of
the vnfdld values listed in this attribute.

See note 1.

vnfProductsFromProviders

Structure (inlined)

If present, match VNF instances that belong to
VNF products from certain providers.
See note 1.

>vnfProvider

String

Name of the VNF provider to match.

>vnfProducts

Structure (inlined)

If present, match VNF instances that belong to
VNF products with certain product names, from
one particular provider.

>>ynfProductName

String

Name of the VNF product to match.

>>versions

Structure (inlined)

If present, match VNF instances that belong to
VNF products with certain versions and a
certain product name, from one particular
provider.

>>>ynfSoftwareVersion

Version

Software version to match.

>>>ynfdVersions

Version

If present, match VNF instances that belong to
VNF products with certain VNFD versions, a
certain software version and a certain product
name, from one particular provider.

vnflnstancelds

Identifier

If present, match VNF instances with an
instance identifier listed in this attribute.
See note 2.

vnflnstanceNames

String

If present, match VNF instances with a VNF
Instance Name listed in this attribute.
See note 2.

chosen.

NOTE 1: The attributes "vnfdlds" and "vnfProductsFromProviders" are alternatives to reference to VNF instances that
are based on certain VNFDs in a filter. They should not be used both in the same filter instance, but one
alternative should be chosen.

NOTE 2: The attributes "vnflnstancelds" and "vnfinstanceNames" are alternatives to reference to particular VNF
instances in a filter. They should not be used both in the same filter instance, but one alternative should be

4.4.1.6

Type: VimConnectioninfo

This type represents parameters to connect to a VIM, a CISM, a CIR or aM CIOP repository for managing the resources
of aVNF instance. It shall comply with the provisions defined in table 4.4.1.6-1.

This structure is used to convey VIM-related, CISM-related, CIR-related, or M CIOP-repository-rel ated parameters over
the Or-Vnfm interface. Additional parametersfor aVIM, aCISM, a CIR or aMCIOP repository may be configured
into the VNFM by means outside the scope of the present document and bound to the identifier of that VIM.
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Table 4.4.1.6-1: Definition of the VimConnectionInfo data type

Attribute name

Data type

Cardinality

Description

vimid

Identifier

0.1

The identifier of the VIM, CISM, CIR or MCIOP repository
instance. This identifier is managed by the NFVO.

Shall be present to address additional information about
the VIM, CISM, CIR or MCIOP repository if such
information has been configured into the VNFM
out-of-band by means outside the scope of the present
document and should be absent otherwise. See note 3.

vimType

String

Discriminator for the different types of the VIM
information.

The value of this attribute determines the structure of the
"interfacelnfo" and "accessInfo" attributes, based on the
type of the VIM, CISM, CIR or MCIOP repository.

The set of permitted values is expected to change over
time as new types or versions of VIMs become available.

The ETSI NFV registry of VIM-related information [i.3]
provides access to information about VimConnectioninfo
definitions for various VIM, CISM, CIR or MCIOP
repository types. The structure of the registry is defined in
annex C.

interfacelnfo

KeyValuePairs

0.1

Information about the interface or interfaces to the VIM,
CISM, CIR or MCIOP repository, if applicable, such as
the URI of an interface endpoint to communicate with the
VIM, CISM, CIR or MCIOP repository. The applicable
keys are dependent on the content of vimType.

Such information may have been configured into the
VNFM out-of-band by means outside the scope of the
present document. See note 3.

If present and VimConnectionInfo has already been
configured into the VNFM out-of-band, the information
values provided by the present attribute shall be used to
perform resource management for the VNF instance by
the VNFM. See note 4.
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Attribute name

Data type

Cardinality

Description

accesslinfo KeyValuePairs

0.1

Authentication credentials for accessing the VIM, CISM,
CIR or MCIOP repository and other access-related
information such as tenants or infrastructure resource
groups (see note 1). The applicable keys are dependent
on the content of vimType.

If the VimConnectionInfo structure is part of an HTTP
response message content, sensitive attributes that are
children of this attributes (such as passwords) shall not
be included.

If the VimConnectionInfo structure is part of an HTTP
request message content, sensitive attributes that are
children of this attribute (such as passwords) shall be
present if they have not been provisioned out of band.

See note 2.

Such information may have been configured into the
VNFM out-of-band by means outside the scope of the
present document.

See note 3.

If present and VimConnectionInfo has already been
configured into the VNFM out-of-band, the information
values provided by the present attribute shall be used to
perform resource management for the VNF instance by
the VNFM. See note 4.

extra KeyValuePairs

0.1

VIM, CISM, CIR or MCIOP repository type specific
additional information. The applicable structure, and
whether or not this attribute is available, is dependent on
the content of vimType.

Such information may have been configured into the
VNFM out-of-band by means outside the scope of the
present document.

See note 3.

If present and VimConnectionInfo has already been
configured into the VNFM out-of-band, the information
values provided by the present attribute shall be used to
perform resource management for the VNF instance by
the VNFM. See note 4.

NOTE 1: If applicable, this attribute also provides information about the resourceGrouplds that are accessible using a
particular set of credentials. See definition of "resourceGroupld" in clause 9.5.3.3.

NOTE 2: Once the connectivity between VNFM and VIM, CISM, CIR or MCIOP repository is provided through a secure
connection over HTTP Secure (HTTP over SSL/TLS), and the connection might also be established through a
VPN (for example TLS-based VPN tunnelling) for site-to-site connection, the "accessinfo" JSON data structure,
and the sensitive data related information ("username"/"password" as required properties for authentication
purpose), will be transmitted as plain text through a TLS tunnel without additional encoding/encryption before
transmitting it, making the sensitive data visible to the endpoint. The base64 encoded certificates are only used
by the VNFM to verify the authenticity of the interface endpoint of the VIM, CISM, CIR or MCIOP repository.

NOTE 3: ETSI GS NFV-SOL 009 [i.18] specifies the means to configure into the VNFM applicable VIM connection
information via the "NFV-MANO Configuration and Information Management" interface.

NOTE 4: Due to the possibility of configuring such information into the VNFM out-of-band, by means outside the scope of
the present document, as well as in-band, by means specified in the present document, care should be taken to
avoid unintended conflicts in the VNFM when managing such information.

4.41.7 Type: ResourceHandle

This type represents the information that allows addressing a virtualised resource that is used by a VNF instance.
Information about the resource is avail able from the VIM. The ResourceHandl e type shall comply with the provisions

defined intable 4.4.1.7-1.
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Table 4.4.1.7-1: Definition of the ResourceHandle data type

Attribute name

Data type

Cardinality

Description

vimConnectionld

Identifier

0.1

Identifier of the VIM or CISM connection to manage the
resource.

This attribute shall be supported when the resource is
managed by a CISM.

When the resource is managed by a VIM, this attribute
shall only be supported and present if VNF-related
resource management in direct mode is applicable.

The applicable "VimConnectionInfo" structure, which is
referenced by vimConnectionld, can be obtained from
the "vimConnectioninfo" attribute of the "Vnfinstance"
structure.

resourceProviderld

Identifier

0.1

Identifier of the entity responsible for the management of
the resource.

This attribute shall only be supported and present when
VNF-related resource management in indirect mode is
applicable. The identification scheme is outside the
scope of the present document.

resourceld

IdentifierinVim

Identifier of the resource in the scope of the VIM or the
CISM or the resource provider. See note 2.

vimLevelResourceType

String

0.1

Type of the resource in the scope of the VIM or the CISM
or the resource provider. See note 1.

vimLevelAdditionalReso
urcelnfo

AdditionalResourcel

nfo

0.1

Additional resource information which is specific to this
resource and its type, and which is available from the
VIM or the CISM or the resource provider.

containerNamespace

String

0.1

The value of the namespace in which the MCIO
corresponding to the resource is deployed.

This attribute shall be present if the resource is managed
by a CISM and it shall be absent otherwise.

NOTE 1: The value set of the "vimLevelResourceType" attribute is within the scope of the VIM or CISM or the resource
provider and can be used as information that complements the ResourceHandle. This value set is different from
the value set of the "type" attribute in the ResourceDefinition (refer to clause 9.5.3.2). When the container
infrastructure service management is a Kubernetes® instance the vimLevelResourceType is the type of
resource, as would correspond to the 'kind' field if the resource is declared in its own Kubernetes® manifest,
e.g. Pod, PersistentVolumeClaim, NetworkAttachmentDefinition.

NOTE 2: When the container infrastructure service management is a Kubernetes® instance the resourceld shall be
populated in the following way:

- For a compute MCIO, it is the instance identifier that Kubernetes® assigns, which is unique cluster wide per
resource type.
- For a storage MCIO modelled as a persistent volume claim, it is the name of the persistent volume claim,
i.e. the value of the ‘claimName' field in the Kubernetes® manifest, or a compound name built by
Kubernetes® if the persistent volume claim is defined inline in another template instead of in its own
manifest.
- For a network MCIO representing a NetworkAttachmentDefinition, a Service or an Ingress, it is the value of
the 'metadata.name'’ field in Kubernetes® manifest.
4.4.1.8 Void
4.4.1.9 Void
4.4.1.10 Type: VnfExtCpData

This type represents configuration information for external CPs created from a CPD. It shall comply with the provisions
defined intable 4.4.1.10-1.
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Table 4.4.1.10-1: Definition of the VnfExtCpData data type

Attribute name Data type Cardinality Description
cpdid IdentifierinVnfd 1 The identifier of the CPD in the VNFD. See note 1.
cpConfig map(VnfExtCpConfig) |[1..N Map of instance data that need to be configured on the

CP instances created from the respective CPD.

The key of the map which identifies the individual
VnfExtCpConfig entries is of type "ldentifierinVnf" and is
managed by the NFVO. The entries shall be applied by
the VNFM according to the rules of JSON Merge Patch
(see IETF RFC 7396 [5]).

See notes 2, 3, 4, 5 and 6.
In case of deleting an external CP, the list of instances to
be deleted.

NOTE 1: In case this identifier refers to a CPD with trunking enabled, the external CP instances created from this CPD
will represent ports in a trunk.

NOTE 2: Within one VNF instance, all VNFC instances created from a particular VDU have the same external
connectivity. Thus, given a particular value of the "cpdld" attribute, there shall be one "cpConfig" entry for each
VNFC instance that has been or can be created from a VDU which includes a CPD identified by the "cpdld”
attribute. If the cpConfig represents a subport in a trunk, all "cpConfig" entries in this list shall have the same
segmentationld, which means they are connected to the same set of external VLs via the trunk.

NOTE 3: The map entry value shall be set to "null" in order to delete a "VnfExtCpConfig" entry identified by a particular
key value from the map, i.e. for the disconnection of an existing external CP instance addressed by
cplnstanceld in the deleted map entry from a particular external virtual link, and deletion of that instance in case
it represents a subport. Deleting the last key from the map removes the affected instance of the
"VnfExtCpData" structure from its parent data structure.

NOTE 4: If, as defined by the input parameters of a "ChangeVnfFlavour", "ChangeExtVnfConnectivity" or
"ChangeCurrentVnfPkg" operation or as part of the Grant response for any of these operations, a cpConfig
map entry identified by a particular map key value is moved into another "ExtVirtualLinkData" or
"VnfExtCpData" structure, this particular cpConfig map entry may be used by an external CP instance different
than the one that has used it before the operation, or by no external CP instance at all. Renaming a CPD
identifier during the "changeCurrentVnfPkg" operation does not count as moving the related "cpConfig" map
entries to a new "extCpData" structure.

NOTE 5: Subports need not be used for containerized VNFCs. The application container can send and receive IP
packets with any VLAN tag as long as the network interface to connect to the secondary container cluster
network has been configured appropriately. Thus, no individual cpConfig, except the one representing the
trunk, need be modelled to allow traffic tagged with a particular VLAN through the connection point.

NOTE 6: In the case that the cloud native template included in the MCIOP describes the set of VNFC instances, for
containerized VNFCs individual connection points need not be configured for each VNFC instance. It is only
required to configure one cpConfig per cpdld, not per VNFC instance. The case of using, for a scalable VDU, a
cloud native template in the MCIOP that describes one single VNFC instance is not specified in the present
document version.

4.41.10a Type: VnfExtCpConfig

This type represents an externally provided link port, or a network attachment definition resource of secondary
container cluster network, or network address information per instance of an external connection point.

In the case of VM-based deployment of the VNFC exposing the external CP:

1) Incasealink portis provided, the VNFM shall use that link port when connecting the external CP to the
external VL.

2) Incasealink port isnot provided, the VNFM shall create alink port on the external VL and use that link port
to connect the external CP to the external VL.

In the case of container-based deployment of the VNFC exposing the external CP, the VNFM shall use the network
attachment definition resource of secondary container cluster network when connecting the CP to the external VL.

Thistype shall comply with the provisions defined in table 4.4.1.10a-1.
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Table 4.4.1.10a-1: Definition of the VnfExtCpConfig data type

Attribute name

Data type

Cardinality

Description

parentCpConfigld

IdentifierlnVnf

0.1

Value of the key that identifies the "VnfExtCpConfig" map
entry which corresponds to the parent port of the trunk.
Only present in "VnfExtCpConfig" structures that provide
configuration information for a CP which represents a
sub-port in a trunk, and if parent ports are supported.

In case of deletion of an external CP, the identifier of the
external CP instance to delete.

linkPortld

Identifier

0.1

Identifier of a pre-configured link port to which the
external CP will be associated. See notes 1 and 4.

createExtLinkPort

Boolean

0.1

Indicates to the VNFM the need to create a dedicated link
port for the external CP.

If set to True, the VNFM shall create a link port.
If set to False, the VNFM shall not create a link port.

This attribute is only applicable for external CP instances
without a floating IP address that expose a VIP CP
instance for which a dedicated IP address is allocated. It
shall be present in that case and shall be absent
otherwise.

netAttDefResourceld

Identifier

0..N

Identifier of the "NetAttDefResourceData" structure that
provides the specification of the interface to attach the
external CP to a secondary container cluster network.

It is only applicable if the external CP is connected or to
be connected to a secondary container cluster network. It
shall not be present if the external CP is related to a
virtual network not categorized as secondary container
cluster network.

See notes 2, 3 and 4.

cpProtocolData

CpProtocolData

0..N

Parameters for configuring the network protocols on the
link port that connects the CP to a VL and the domain
names for the external CP. See notes 1 and 2.

cpSecurityGroupData

CpSecurityGroupData

0.1

Parameters for modifying and overriding security groups
information bound to this CP. The parameters identify
which "SecurityGroupRule" specified in the VNFD is
activated/deactivated and for an activated security group
rule the values of attributes defined in the VNFD that can
be overridden such as "portRangeMin" and
"portRangeMax". If no security group configuration is
provided for a given "SecurityGroupRule" specified in the
VNFD as part of this attribute, the VNFM shall use the
configuration as specified in the VNFD.

NOTE 1: The following conditions apply to the attributes "linkPortld" and "cpProtocolData" for an external CP instance
connected or to be connected to a virtual network not categorized as secondary container cluster network:

1) Void.

2) At least one of the "linkPortld" and "cpProtocolData" attributes shall be present for an external CP instance
representing a subport that is to be created, or an external CP instance that is to be created by creating the
corresponding VNFC or VNF instance during the current or a subsequent LCM operation, or for an existing
external CP instance that is to be re-configured or added to a particular external virtual link.

3) If the "linkPortld" attribute is absent, the VNFM shall create a link port.

4) If the "cpProtocolData" attribute is absent, the "linkPortld" attribute shall be provided referencing a
pre-created link port, and the VNFM can use means outside the scope of the present document to obtain
the pre-configured address information for the connection point from the resource representing the link port.

5) If both "cpProtocolData" and "linkportld" are provided, the NFVO shall ensure that the cpProtocolData can
be used with the pre-created link port referenced by "linkPortld".

NOTE 2:

The following conditions apply to the attributes "netAttDefResourceld” and “cpProtocolData" for an external CP

instance connected or to be connected to a secondary container cluster network:

1) Void.

2) The "netAttDefResourceld" attribute shall be present and the "cpProtocolData" attribute may be present for
a to-be-created external CP instance or an existing external CP instance.
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Attribute name | Data type | Cardinality | Description

NOTE 3: Cardinality greater than 1 is only applicable for specific cases where more than one network attachment
definition resource is needed to fulfil the connectivity requirements of the external CP, e.g. to build a link
redundant mated pair in SR-IOV cases. When more than one netAttDefResourceld is indicated, all shall belong
to the same namespace as defined by the corresponding "containerNamespace" attribute in the
"resourceHandle" attribute in the "NetAttDefResourceData".

NOTE 4: Either linkPortld or netAttDefResourceld may be included, but not both.

4.41.10b  Type: CpProtocolData

This type represents network protocol data. It shall comply with the provisions defined in table 4.4.1.10b-1.

Table 4.4.1.10b-1: Definition of the CpProtocolData data type

Attribute name Data type Cardinality Description
layerProtocol Enum (inlined) 1 Identifier of layer(s) and protocol(s).

Permitted values:
° IP_OVER_ETHERNET
e IP_FOR_VIRTUAL_CP

See note.
ipOverEthernet IpOverEthernetAddre |0..1 Network address data for IP over Ethernet to
ssData assign to the extCP instance. Shall be present

if layerProtocol is equal to
"IP_OVER_ETHERNET" and shall be absent
otherwise.

virtualCpAddress VirtualCpAddressData |0..1 IP address data to assign to an external CP
instance exposing a virtual CP. It shall be
present if layerProtocol is equal to
"IP_FOR_VIRTUAL_CP" and the external CP
instance exposes a virtual CP and shall not be
present otherwise.

fullyQualifiedDomainNames |String 0..N Specifies the Fully Qualified Domain Names
(FQDNS) to apply to the CP.
relativeDomainNames String 0..N Specifies values of relative domain names to

be considered when setting the fully qualified

domain names.

NOTE: This attribute allows to signal the addition of further types of layer and protocol in future versions of the
present document in a backwards-compatible way. In the current version of the present document, only IP
over Ethernet is supported.

4.41.10c  Type: IpOverEthernetAddressData

This type represents network address data for IP over Ethernet. It shall comply with the provisions defined in
table 4.4.1.10c-1.
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Table 4.4.1.10c-1: Definition of the IpOverEthernetAddressData data type

Attribute name

Data type

Cardinality

Description

macAddress

MacAddress

0.1

MAC address. If this attribute is not present, it
shall be chosen by the VIM. See note 1.

segmentationType

Enum

0.1

Specifies the encapsulation type for the traffics
coming in and out of the trunk subport.
Permitted values:

e VLAN: the subport uses VLAN as
encapsulation type.

e INHERIT: the subport gets its
segmentation type from the network
it is connected to.

This attribute may be present for CP instances
that represent subports in a trunk and shall be
absent otherwise. If this attribute is not present
for a subport CP instance, default value VLAN
shall be used.

segmentationld

String

Identification of the network segment to which
the CP instance connects to.
See notes 3 and 4.

ipAddresses

Structure (inlined)

List of IP addresses to assign to the CP
instance. Each entry represents IP address
data for fixed or dynamic IP address
assignment per subnet.

If this attribute is not present, no IP address
shall be assigned. See note 1.

>type

Enum (inlined)

The type of the IP addresses.

Permitted values: IPV4, IPV6.

>fixedAddresses

IpAddress

Fixed addresses to assign (from the subnet
defined by "subnetld" if provided). See note 2.

>numDynamicAddresses

Integer

Number of dynamic addresses to assign (from
the subnet defined by "subnetld" if provided).
See note 2.

>addressRange

Structure (inlined)

An IP address range to be used, e.g. in case
of egress connections.

In case this attribute is present, IP addresses
from the range will be used. See note 2.

>>minAddress

IpAddress

Lowest IP address belonging to the range.

>>maxAddress

IpAddress

[N

Highest IP address belonging to the range.

>subnetld

IdentifierlnVim

Subnet defined by the identifier of the subnet
resource in the VIM.

In case this attribute is present, IP addresses
from that subnet will be assigned; otherwise,
IP addresses not bound to a subnet will be
assigned.

NOTE 1: At least one of "macAddress" or "ipAddresses"” shall be present.

NOTE 2:
NOTE 3:

be present.
NOTE 4:

Exactly one of "fixedAddresses", "numDynamicAddresses" or "ipAddressRange" shall be present.
If the CP instance represents a subport in a trunk, segmentationld shall be present. Otherwise it shall not

Depending on the NFVI networking infrastructure, the segmentationld may indicate the actual network

segment value (e.g. vlan Id, Vxlan segmentation id, etc.) used in the transport header of the packets or it
may be an identifier used between the application and the NFVI networking infrastructure to identify the
network sub-interface of the trunk port in question. In the latter case the NFVI infrastructure will map this
local segmentationld to whatever segmentationld is actually used by the NFVI's transport technology.
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Thistype represents network address data for avirtual CP. It shall comply with the provisions defined in

table 4.4.1.10d-1.

Table 4.4.1.10d-1: Definition of the VirtualCpAddressData data type

Attribute name Data type Cardinality Description

type Enum (inlined) 1 The type of the IP addresses.
Permitted values: IPV4, IPV6.

loadBalancerlp IpAddress 0.1 Fixed address to assign to an external load balancer.
See notes 1, 2 and 4.

externallp IpAddress 0.1 An external IP address assigned to the virtual CP. This IP
address is not managed by CISM. See note 4.

addressPoolName String 0.1 Name of an address pool from which the CIS cluster will
assign an IP address to the virtual CP.
See notes 3 and 4.

loadBalancerSource |Structure (inlined) 0..N List of client IP address ranges allowed to access an

Ranges external load balancer. See note 1.

>minAddress IpAddress 1 Lowest IP address belonging to the range.

>maxAddress IpAddress 1 Highest IP address belonging to the range.

NOTE 1: The loadBalancerlp and the loadBalancerSourceRanges attributes are only used if the CIS cluster is set up to

be able to configure an external load balancer. Otherwise it shall be ignored.

NOTE 2:

NOTE 3:

In case the cluster can configure an external load balancer but no loadBalancerlp is provided the container
cluster will assign an IP address.
The attribute is only relevant if the virtual CP is instantiated in a cluster that supports configuration of IP

address pools for virtual CPs. Otherwise it shall be ignored. MetalLB is an example of a solution for
Kubernetes® that supports configuration of address pools for load balancer services.
NOTE 4: The loadBalancerlp, addressPoolName and the externallp attributes shall not be present at the same time.
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Type: ExtVirtualLinkData

Thistype represents an external VL. It shall comply with the provisions defined in table 4.4.1.11-1.

Table 4.4.1.11-1: Definition of the ExtVirtualLinkData data type

Attribute name

Data type

Cardinality

Description

id

Identifier

1

The identifier of the external VL instance. The identifier is
assigned by the NFV-MANO entity that manages this
VL instance.

vimConnectionld

Identifier

0.1

Identifier of the VIM connection to manage this resource.
This attribute shall only be supported and present if
VNF-related resource management in direct mode is
applicable.

resourceProviderld

Identifier

0.1

Identifies the entity responsible for the management of
this resource.

This attribute shall only be supported and present if
VNF-related resource management in indirect mode is
applicable. The identification scheme is outside the
scope of the present document.

resourceld

IdentifierlnVim

The identifier of the resource in the scope of the VIM or
the resource provider.

extCps

VnfExtCpData

External CPs of the VNF to be connected to this external
VL. Entries in the list of external CP data that are
unchanged need not be supplied if the ExtVirtualLinkData
structure is part of a request or response that modifies
the external connectivity. See note 3.

extLinkPorts

ExtLinkPortData

0..N

Externally provided link ports to be used to connect
external connection points to this external VL. If this
attribute is not present, the VNFM shall create the link
ports on the external VL except in the cases defined
below. See note 1.
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Attribute name Data type Cardinality Description
extNetAttDefResour |NetAttDefResourceData [0..N Externally provided network attachment definition
ceData resource(s) that provide the specification of the interface

to attach external CPs to this external VL. See note 2.

It is only applicable if the external VL is realized by a
secondary container cluster network. It shall not be
present otherwise.

extCpsDeletion

VnfExtCpData 0..N External CPs of the VNF to be disconnected from this
external VL and to be deleted. See note 3.

NOTE 1: A link port is not needed for an external CP instance that exposes a CP in the following cases:

1

3
4

For a VIP CP directly exposed as an external CP:

11 No dedicated IP address is allocated as VIP address, as indicated in the VNFD.

1.2 A dedicated IP address is allocated as VIP address, but the NFVO indicates that no port is needed
(createExtLinkPort in VnfExtCpConfig set to false).

For a VIP CP exposed as an external CP via a floating IP address:

2.1 No dedicated IP address is allocated as VIP address, as indicated in the VNFD, and the VNFC CP
associated with the VIP CP is also exposed via a floating IP address.

For a VIRTUAL CP exposed as an external CP.

For a VNFC CP exposed as an external CP in a secondary container cluster external network or a

secondary container cluster internal network.

NOTE 2: An example of the network attachment definition resource when the container infrastructure service
management is a Kubernetes® instance is a Network Attachment Definition (NAD).
NOTE 3: Either "extCps" or "extCpsDeletion" shall be present, but not both.
4.4.1.12 Type: ExtManagedVirtualLinkData

This type represents an externally-managed internal VL. It shall comply with the provisions defined in table 4.4.1.12-1.

Table 4.4.1.12-1: Definition of the ExtManagedVirtualLinkData data type

Attribute name Data type Cardinality Description

id

Identifier 1 The identifier of the externally-managed internal VL
instance. The identifier is assigned by the
NFV-MANO entity that manages this VL instance.

vnfVirtualLinkDescld IdentifierinVnfd 1 The identifier of the VLD in the VNFD for this VL.

vimConnectionld Identifier 0.1 Identifier of the VIM connection to manage this

resource. This attribute shall only be supported and
present if VNF-related resource management in
direct mode is applicable.

resourceProviderld Identifier 0.1 Identifies the entity responsible for the management

of this resource.

This attribute shall only be supported and present if
VNF-related resource management in indirect mode
is applicable. The identification scheme is outside
the scope of the present document.

resourceld

IdentifierlnVim 1 The identifier of the resource in the scope of the VIM
or the resource provider.

netAttDefResourceData |NetAttDefResourceD |0..N Externally provided network attachment definition

ata resource(s) that provide the specification of the
interface to attach VNFC connection points to this
externally-managed VL.

See notes 1, 3 and 5.

intCp

IntVnfCpData 0..N Internal CPs of the VNF to be connected to this
externally-managed VL. See notes 1 and 4.

vnfLinkPort

VnfLinkPortData 0..N Externally provided link ports to be used to connect
VNFC connection points to this externally-managed
VL on this network resource. If this attribute is not
present, the VNFM shall create the link ports on the
externally-managed VL. See notes 2 and 5.
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Attribute name Data type Cardinality Description
extManagedMultisiteVirt |ldentifier 0.1 Identifier of the externally-managed multi-site VL
ualLinkld instance. The identifier is assigned by the

NFV-MANO entity that manages the externally
managed multi-site VL instance. It shall be present
when the present externally-managed internal VL
(indicated by extManagedVirtualLinkld) is part of a
multi-site VL, e.g. in support of multi-site VNF
spanning several VIMs. All externally-managed
internal VL instances corresponding to an internal
VL created based on the same virtualLinkDescld
shall refer to the same
extManagedMultisiteVirtualLinkld.

NOTE 1: Itis only applicable if the externally-managed VL is realized by a secondary container cluster network. It
shall not be present otherwise.

NOTE 2: A link port is not needed for a VNFC internal connection point connected to a secondary container cluster
network.

NOTE 3: An example of the network attachment definition resource when the container infrastructure service
management is a Kubernetes® instance is a Network Attachment Definition (NAD).

NOTE 4: In the case that the cloud native template included in the MCIOP describes the set of VNFC instances, an
instance of intCp need not be included for each VNFC instance as all instances would contain the same
information. It is sufficient to include one intCp for the related CPD. The case of using, for a scalable VDU,
a cloud native template in the MCIOP that describes one single VNFC instance is not specified in the
present document version.

NOTE 5: Both "vnfLinkPort" and "netAttDefResource" attributes can be provided in an "ExtManagedVirtualLinkData"
to indicate that a single internal virtual link is providing connectivity for both VM-based and container-based
VNFCs.

4.4.1.13 Void
4.41.14 Type: ExtLinkPortData

This type represents an externally provided link port to be used to connect an external connection point to an external
VL. It shall comply with the provisions defined in table 4.4.1.14-1.

Table 4.4.1.14-1: Definition of the ExtLinkPortData data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this link port as provided by the entity that has
created the link port.

resourceHandle  |ResourceHandle |1 Reference to the virtualised resource realizing this link port.

trunkResourceld |(ldentifierinVim 0.1 Identifier of the trunk resource in the VIM.

Shall be present if the present link port corresponds to the parent
port that the trunk resource is associated with. See note.

NOTE: The value of "trunkResourceld" is scoped by the value of "vimConnectionld" in the "resourceHandle"
attribute.
4.4.1.15 Type: Scalelnfo

Thistype represents the scale level of a VNF instance related to a scaling aspect. It shall comply with the provisions
defined intable 4.4.1.15-1.
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Table 4.4.1.15-1: Definition of the Scalelnfo data type

Attribute name Data type Cardinality Description

aspectld IdentifierinVnfd |1 Identifier of the scaling aspect.

vnfdld Identifier 0..1 Identifier of the VNFD.
Shall be present in case the value differs from the vnfdid
attribute of the Vnflnstance (e.g. during a "Change current
VNF package" operation or due to its final failure).

scaleLevel Integer 1 Indicates the scale level. The minimum value shall be 0 and
the maximum value shall be £ maxScaleLevel as described in
the VNFD.

4.4.1.16 Type: AdditionalResourcelnfo

This type represents additional resource information which resource and resource type specific, and which is available
fromthe VIM or the CISM or the resource provider. It shall comply with the provisions defined in table 4.4.1.16-1.

Table 4.4.1.16-1: Definition of the AdditionalResourcelnfo data type

Attribute name Data type Cardinality Description

hostName String 0.1 Name of the host where the resource is allocated. It shall be
present for compute resources in the scope of the CISM and
shall be absent otherwise. See note.

persistentVolume String 0.1 Name of the persistent volume to which the persistent volume
claim representing the storage resource is bound. It may be
present for storage resources in the scope of the CISM and
shall be absent otherwise. See note.

additionallnfo KeyValuePairs |0..1 Information related to other properties directly owned by the
resource and available from the VIM or CISM or the resource
provider. See note.

NOTE: At least one attribute shall be present.

4.41.17 Type: NetAttDefResourceData

This type represents a network attachment definition resource that provides the specification of the interface to be used
to connect one or multiple connection points to a secondary container cluster network realizinga VL. It shall comply
with the provisions defined in table 4.4.1.17-1.

Table 4.4.1.17-1: Definition of the NetAttDefResourceData data type

Attribute name Data type Cardinality Description
netAttDefResourceld |ldentifier 1 Identifier of this network attachment definition resource as
provided by the entity that has created it.
resourceHandle ResourceHandle |1 Resource handle of the resource identifying the network

attachment definition resource that provides the specification
of the interface to attach the connection points to a secondary
container cluster network.

4.4.1.18

Type: IntVnfCpData

This type represents input information related to one or more VNF internal CP instances created based on the same
CPD. It shall comply with the provisions defined in table 4.4.1.18-1.
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Table 4.4.1.18-1: Definition of the IntVnfCpData data type

Attribute name Data type Cardinality Description
cpdid Identifier 1 Identifier of the CPD in the VNFD.
netAttDefResourceld (ldentifier 1..N Identifiers of the "NetAttDefResourceData" structure that

provides the specification of the interface to attach the VNF
internal CP created from the CPD identified by cpdld to a
secondary container cluster network. See note.

NOTE:

Cardinality greater than 1 is only applicable for specific cases where more than one network attachment
definition resource is needed to fulfil the connectivity requirements of the VNF internal CP, e.g. to build a link
redundant mated pair in SR-IOV cases. When more than one netAttDefResourceld is indicated, all shall
belong to the same namespace as defined by the corresponding "containerNamespace" attribute in the
"resourceHandle" attribute in the "NetAttDefResourceData".

4.4.1.19

Type: PaasServiceHandle

This type provides information enabling the access and use of the PaaS Service by the VNF instance. The type and
format of the handle depends on the form that the PaaS Service is formed.

It shall comply with the provisions defined in table 4.4.1.19-1.

Table 4.4.1.19-1: Definition of the NetAttDefResourceData data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this PaaS Service handle.

interfacelnfo KeyValuePairs 0.1 Information of the interface or interfaces to the PaaS Service
instance, if applicable, such as the URI of an interface endpoint
to communicate with the PaaS Service instance.

accesslinfo KeyValuePairs 0.1 Authentication credentials for accessing the PaaS Service
instance.
If the PaasServiceHandle structure is part of an HTTP GET
response payload body, sensitive attributes that are children of
this attribute (such as passwords) shall not be included.

extra KeyValuePairs 0.1 PaaS Service instance specific additional information. The
applicable structure, and whether or not this attribute is
available, is dependent on the type of the PaaS Service.

4.4.1.20 Type: ResourceCapacityDefinition

This type represents selected values for capacity related VDU attributes. It shall comply with the provisions defined in

table 4.4.1.20-1.

Table 4.4.1.20-1: Definition of the ResourceCapacityDefinition data type

Attribute name

Data type

Cardinality Description

tag

String

0..N Tag assigned by the issuer of a VNF LCM operation
request that contains this data type with values to be

applied to a VDU. It is used for tracking purposes.

The tag is preserved in the run time record as long as
at least one value of the capacity related attributes
associated with that tag is still valid, i.e. it has not
been modified by a later VNF LCM operation request.

At most one tag can be included when the data type
is used in a VNF LCM operation request.

When the data type is used in the Vnfinstance data
type it may contain multiple tags, namely those
provided in VNF LCM requests, if at least one of the
values provided in that request associated with that
tag is still applicable in the VNFCs created from this
VDU, i.e. it has not been modified by a later request.
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Attribute name

Data type

Cardinality

Description

type

Enum

1

Type of the resource definition referenced.
VALUES:

¢ COMPUTE

e STORAGE

e OSCONTAINER

vduld

IdentifierinVnfd

Reference to the related Vdu applicable to this
resource in the VNFD. It shall be present when the
referenced resource definition is related to a VDU.
See note.

osContainerDescData

OsContainerDescData

0..N

Indicates values for resource capacity related
attributes in an OsContainerDesc. It shall be present
when the attribute 'type' indicates OSCONTAINER
and absent otherwise.

virtualComputeDescData

VirtualComputeDescData

Indicates values for resource capacity related
attributes in an VirtualComputeDesc. It shall be
present when the attribute 'type' indicates COMPUTE
and absent otherwise.

virtualStorageDescData

VirtualStorageDescData

0..N

Indicates the value for the storage size related
attribute in an VirtualStorageDesc. It shall be present
when the attribute 'type' indicates STORAGE and
absent otherwise.

NOTE:

Resource definitions not related to a VDU are not considered in this version of the present document.
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Type: OsContainerDescData

This type represents selected values for capacity related VDU attributes of an OsContainer resource. It shall comply
with the provisions defined in table 4.4.1.21-1.

Table 4.4.1.21-1: Definition of the OsContainerDescData data type

Attribute name

Data type

Cardinalit

y

Description

resourceTemplateld

IdentifierlnVnfd 1

Identifier of an osContainerDesc in the VNFD.

requestedCpuResources

Integer 0..

Number of CPU resources requested for the container in
milli-CPU. See note.

requestedMemoryResour
ces

Number 0..

Amount of memory resources requested for the
container expressed in the same units as specified in
the requested_memory_resources_valid_values
property in VNFD (clause 6.8.12 in ETSI

GS NFV-SOL 001 [14]) for this container descriptor.
See note.

requestedEphemeralStor
ageResources

Number 0..

Size of ephemeral storage resources requested for the
container expressed in the same units as specified in
the
requested_ephemeral_storage_resources_valid_values
property VNFD (clause 6.8.12 in ETSI

GS NFV-SOL 001 [14]) for this container descriptor.
See note.

extendedResourceReque
sts

map(Integer) 0..

Map of the amount of extended resources of the type
indicated in the key.

The key is a string that identifies an extended resource
indicated in the extended_resource_requests property in
the VNFD (clause 6.8.12 in ETSI GS NFV-SOL 001 [14])
for this container descriptor.

The value is an integer that indicates the required
amount for a particular extended resource.

See note.

cpuResourceLimit

Integer 0..

Number of CPU resources the container can maximally
use in milli-CPU. See note.

memoryResourceLimit

Number 0..

Amount of memory resources the container can
maximally use expressed in the same units as specified
in the memory_resource_limit_valid_values property
VNFD (clause 6.8.12 in ETSI GS NFV-SOL 001 [14]) for
this container descriptor. See note.
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Attribute name

Data type

Cardinalit
y

Description

ephemeralStorageResour

ceLimit

Number

0.1

Size of ephemeral storage resources the container can
maximally use expressed in the same units as specified
in the ephemeral_storage_resource_limit_valid_values
property VNFD (clause 6.8.12 in ETSI

GS NFV-SOL 001 [14]) for this container descriptor. See
note.

hugePageResources

map(Number)

0..N

Map of the total size values required for all the
hugepages of the size indicated in the key.

The key is a string and corresponds to one of the values
of the hugepage sizes indicated in the
huge_pages_resources property in the VNFD

(clause 6.8.12 in ETSI GS NFV-SOL 001 [14]) for this
container descriptor.

The value is a number that indicates the required total
size expressed in the same units as in the
huge_pages_resource property in the VNFD

(clause 6.8.12 in ETSI GS NFV-SOL 001 [14]) that
indicates the valid values for required total size for the
particular hugepage size.

See note.

cpuPowerStateRequirem

ents

CpuPowerStateData

0.1

Requirements of virtual CPU power state configuration
data for the OS container resource.

NOTE:

At least one of the attributes shall be present.

4.4.1.22

Type: VirtualComputeDescData

This type represents sel ected values for capacity related VDU attributes of the virtual compute resource of aVM. It
shall comply with the provisions defined in table 4.4.1.22-1.

Table 4.4.1.22-1: Definition of the VirtualComputeDescData data type

Attribute name

Data type

Cardinality

Description

resourceTemplateld

IdentifierinVnfd

Identifier of a VirtualComputeDesc in the VNFD.

numVirtualCpu

Integer

Number of virtual CPUs. See note.

virtualMemSize

Number

1
0.1
0.1

Amount of virtual Memory expressed in the same units
as specified in the virtual_mem_size_valid_values
property in the VNFD (clause 6.2.7.2 in ETSI

GS NFV-SOL 001 [14]) for this virtual compute
descriptor. See note.

sizeOfVirtualDisk

Number

Size of virtualised storage resource expressed in the
same units as specified in the
size_of_storage_valid_values property in the VNFD
(clause 6.2.39.2 in ETSI GS NFV-SOL 001 [14]) for this
virtual compute descriptor. See note.

hugePagesRequire
ments

map(Number)

Map of the total size values required for all the
hugepages of the size indicated in the key.

The key is a string and corresponds to one of the values
of the hugepage sizes indicated in the
huge_pages_requirements property in the VNFD
(clause 6.2.7.2 in ETSI GS NFV-SOL 001 [14]) for this
virtual compute descriptor.

The value is a number that indicates the required total
size expressed in the same units as in the
huge_pages_requirements property in the VNFD
(clause 6.2.7.2 in ETSI GS NFV-SOL 001 [14]) that
indicates the valid values for required total size for the
particular hugepage size.

See note.

cpuPowerStateRequ
irements

CpuPowerStateData

0.1

Requirements of virtual CPU power state configuration
data for the virtual compute resource.

NOTE:

At least one of the attributes shall be present.
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4.4.1.23 Type: VirtualStorageDescData

This type represents selected values for capacity related VDU attributes of the virtual storage resource. It shall comply
with the provisions defined in table 4.4.1.23-1.

Table 4.4.1.23-1: Definition of the VirtualStorageDescData data type

Attribute name Data type Cardinality Description
resourceTemplateld |ldentifierinVnfd 1 Identifier of a VirtualStorageDesc in the VNFD.
sizeOfStorage Number 1 If the 'typeOfStorage' attribute in the VirtualStorageDesc

(see clause 7.1.9.4.2.2 in ETSI GS NFV-IFA 011 [10])
referenced by the resourceTemplateld indicates BLOCK
or FILE it is the size of the virtualised storage resource,
expressed in the same units as specified in the
size_of_storage_valid_values property in the VNFD
(clause 6.2.39.2 or 6.2.41.2, respectively, in ETSI

GS NFV-SOL 001 [14]).

If the 'typeOfStorage' attribute in the VirtualStorageDesc
(see clause 7.1.9.4.2.2 in ETSI GS NFV-SOL 001 [14])
referenced by the resourceTemplateld indicates
OBJECT it is the maximum size of the virtualised
storage resource expressed in the same units as
specified in the max_size_of_storage_valid_values
property in the VNFD (clause 6.2.40.2 in ETSI

GS NFV-SOL 001 [14)).

4.4.1.24 Type: MonitoringConnection

The MonitoringConnection shall follow the indications provided in table 4.4.1.24-1.

Table 4.4.1.24-1: Attributes of the MonitoringConnection

Attribute Content Cardinality Description

id Identifier 1 Identifier of the monitoring connection. See note.

monitoringType Enum 1 Type of monitoring way.
VALUES:

e VIM_CISM

e EXTERNAL

e PaaS

vimld Identifier 0.1 Information about VIM or CISM connection(s) for
monitoring resources for the VNF instance.
Can be set when MonitoringType is equal to

"VIM_CISM".

paasServiceld Identifier 0.1 Information about PaasAsset to be used.
Can be set when MonitoringType is equal to
"PaaS".

interfacelnfo KeyValuePairs 0.1 Information about the interface(s) to the external

monitoring tool, if available, including interface
endpoint e.g. URL API version, and protocol type.
Can be set when MonitoringType is equal to
"EXTERNAL".

accesslinfo KeyValuePairs 0.1 Authentication credentials for accessing the
external monitoring tool. Examples can include
those to support different authentication
schemes, e.g. OAuth, Token,
Username/password, etc.

Can be set when MonitoringType is equal to
"EXTERNAL".

extra String 0.1 Type specific additional information, if applicable.

NOTE: The VNFM can be made aware of monitoring connection information, including their identifiers to be used by
configuration means outside the scope of the present document (e.g. using relevant NFV-MANO management
APIs as defined in ETSI GS NFV-SOL 009 [i.18)).
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4.4.1.25 Type: CpuPowerStateData

This type provides virtual CPU power state configuration data for the virtual compute or OS container resource. It shall
comply with the provisions defined in table 4.4.1.25-1.

Table 4.4.1.25-1: Definition of the CpuPowerStateData data type

Attribute name Data type Cardinalit Description
y

cpuPowerStateManagementPolicy |Enum (Inlined) (1 Indicates the policy for CPU power state
management.

Permitted Values:
. STATIC
. DYNAMIC

In case of "STATIC", the virtual CPU cores are
requested to be allocated to logical CPU cores
according to the "cpuOperationalPowerStates"
attribute.

In case of "DYNAMIC" the CPU power states of
virtual CPU cores can be allocated to logical CPU
cores whose power states can be adjusted
dynamically depending on core utilization (see
note 1).

cpuOperationalPowerStates KeyValuePairs |0..1 Provides the lists of operational power states (i.e. P
and C states) defined for the virtual CPU (see
note 2).

NOTE 1: In case the value of the "cpuPowerStateManagementPolicy" attribute is "DYNAMIC", dynamic adjustment of
CPU power states of logical CPU cores should adhere to the range of CPU P and C states defined in the
"cpuOperationalPowerStates" attribute.

NOTE 2: In case the value of the "cpuPowerStateManagementPolicy" attribute is "STATIC", the
"cpuOperationalPowerStates" attribute shall contain only one set of CPU P and C states requested for the
virtual CPU. If the value of the "cpuPowerStateManagementPolicy" attribute is "DYNAMIC", multiple CPU P
and C states can be defined to indicate the range of allowed P/C state values during dynamic power state
management.

4.4.1.26 Type: CpSecurityGroupData
This type provides input parameters for modifying and overriding security groups.

The parameters identify which " SecurityGroupRule" specified in the VNFD is activated/deactivated and for an activated
security group rule the values of attributes defined in the VNFD that can be overridden such as "portRangeMin" and
"portRangeMax".

It shall comply with the provisions defined in table 4.4.1.26-1.

Table 4.4.1.26-1: Definition of the CpSecurityGroupData data type

Attribute name Data type Cardinality Description
securityGroupRuleld IdentifierlnVnfd 1 Identifier of the security group rule policy in the VNFD.
isActivated Boolean 0.1 Indicates whether the rule is to be active (true) or inactive

(false). If no attribute value is provided, the Security Group
Rule is activated by default.

portRangeMin Integer 0.1 Value for the minimum port number in the range that is
matched by the security group rule. The value shall be
within the range "0 - 65 535".

portRangeMax Integer 0.1 Value for the maximum port number in the range that is
matched by the security group rule. The value shall be
within the range "0 - 65 535".
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4.4.2 Simple data types and enumerations

4421 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in multiple
interfaces.

4.4.2.2 Simple data types

Table 4.4.2.2-1 defines simple data types for reference from data type definitions in the present document. In addition,
the simple data types defined in clause 7.2.2 of ETSI GS NFV-SOL 013 [8] shall apply.

Table 4.4.2.2-1: Simple data types

Type name Description
IdentifierlnVnfd  |An identifier that is unigue within a VNF descriptor. Representation: string of variable length.
IdentifierlnVim An identifier maintained by the VIM or the CISM or other resource provider. It is expected to be
unique within the VIM instance. Representation: string of variable length.
IdentifierinVnf An identifier that is unique for the respective type within a VNF instance, but that need not be
globally unique. Representation: string of variable length.
IdentifierLocal An identifier that is unique within a limited local scope other than above listed identifiers, such as
within a complex data structure or within a request-response pair. Representation: string of variable

length.
4423 Enumerations
44231 Introduction

This clause defines enumerations that are referenced from data types in multiple interfaces. In addition, the
enumerations defined in clause 7.2.3 of ETSI GS NFV-SOL 013 [8] shall apply to be available for referencing from
data type definitions in the present document.

44232 Enumeration: LcmCoordResultType

The enumeration LcmCoordResultType defines the permitted values to represent the result of executing an LCM
coordination action. The coordination result also implies the action to be performed by the VNFM as the follow-up to
this coordination. The LecmCoordResultType shall comply with the provisions defined in table 4.4.2.3.2-1.

Table 4.4.2.3.2-1: Enumeration LcmCoordResultType

Enumeration value Description

CONTINUE The related LCM operation shall be continued, staying in the state "PROCESSING".

ABORT The related LCM operation shall be aborted by transitioning into the state "FAILED_TEMP".

CANCELLED The coordination action has been cancelled upon request of the APl consumer, i.e. the VNFM.
The related LCM operation shall be aborted by transitioning into the state "FAILED _TEMP".

4.5 Void
4.6 Void
4.7 Void
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HTTP conditional requests

Conditional requestsare HTTP (POST, PUT, PATCH and DELETE) requests that include one or more header fields
indicating a precondition to be tested before applying the method semantics to the target resource. They are supported
by metainformation about the resource that was provided in earlier HTTP responses. The set of HTTP header fieldsto
compose a conditional request allowed in the present version of the present document is defined in clause 4.2 of ETSI
GS NFV-SOL 013 [8] with the following provisions applicable to the HT TP requests and responses.

POST: For resources that aso support the PUT or PATCH method, the API producer should provide the

GET:

"ETag" and the "Last-Modified" HTTP headersin the POST response when the HTTP response
codes are"200 OK", "201 Created" or "204 No Content".

For resources that aso support the PUT or PATCH method, the API producer should provide the
"ETag" and the "Last-Modified" HTTP headersin the GET response when the response codeis
"200 OK".

PATCH: The API producer should provide the "ETag" and the "Last-Modified" HTTP headers in the

PUT:

PATCH response when the response code are "200 OK" or "204 No Content". In case the related
"Last-Modified" or "ETag" headers have been received in previous responses related to the target
resource, the APl consumer should provide the "If-Unmodified-Since" or the "If-Match" header
fields as conditions (see sections 13.1.1 and 13.1.4 of IETF RFC 9110 [12]) in order to prevent
conflicts with other changes to the resource.

When receiving the request, the API producer shall test if thereisan "If-Unmodified-Since" or
"If-Match" header included. If such header isincluded, the following applies:

. If the API producer supports providing "ETag" and the "Last-Modified" header inHTTP
responses, it shall further process the request according to sections 13.1.1, 13.1.4 and
15.5.13 of IETF RFC 9110 [12]. Thisincludesto check if there is a mismatch between
the content of that header and the last modification of the target resource and to return the
HTTP response code "412 Precondition failed" in such a case, indicating that the resource
was modified by another entity since the APl consumer has obtained the representation of
the resource.

. If the API producer does not support providing the "ETag" and the "Last-Modified"
header in HTTP responses, it shall return the HTTP response code "412 Precondition
failed".

The same provisions as for PATCH apply.

DELETE: The API producer shall not provide the "ETag" and the "Last-Modified" HTTP headers in the

DELETE response as these headers are not applicable when the resource has ceased to exist.

5

5.1

VNF Lifecycle Management interface

Description

This interface allows the NFV O to invoke VNF lifecycle management operations of VNF instances towards the VNFM,
and to subscribe to notifications regarding VNF lifecycle changes provided by the VNFM.

The operations provided through this interface are;

Create VNF ldentifier
Query VNF

Modify VNF Information
Delete VNF Identifier

Instantiate VNF
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U Scale VNF

J Scale VNF to Level

e  Change VNF Flavour

e  Terminate VNF

. Heal VNF

. Operate VNF

. Change external V NF connectivity
. Change current VNF package

. Create VNF snapshot

. Revert to VNF snapshot

. Query VNF snapshot information
. Delete VNF snapshot information
. Fetch VNF state snapshot

. Get Operation Status

e  Subscribe

. Query Subscription Information

e  Terminate Subscription

e  Select VNF deployable modules
. Notify

NOTE: Theinterface provides also the capability to modify information of an "Individual VNF snapshot"
resource to fulfil the extraction of a VNF snapshot from a'VNF snapshot package.

Thisinterface also enables to invoke error handling procedures (Retry, Rollback, Cancel, Fail) on the actual VNF
lifecycle management operation occurrences, and APl version information retrieval.

The use of direct-mode of certificate management specified in clause 5.2.3.2 of ETSI GS NFV-IFA 026 [i.19] does not
require any certificate specific attributesin the interfaces described in the present document.

5.1a APl version

For the VNF lifecycle management interface version as specified in the present document, the MAJOR version field
shall be 2, the MINOR version field shall be 16 and the PATCH version field shall be O (see clause 9.1 of ETSI
GSNFV-SOL 013[8] for adefinition of the version fields). Consequently, the { apiMgjorVersion} URI variable shall
be set to "v2".

52 Resource structure and methods
All resource URIs of the API shall use the base URI specification defined in clause 4.1 of ETSI GS NFV-SOL 013 [§].

The string "vnflem" shall be used to represent { apiName} . All resource URIsin clauses below are defined relative to
the above base URI.

Figure 5.2-1 shows the overall resource URI structure defined for the VNF lifecycle management interface.
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{apiRoot}/vnflem/{apiMajorVersion}

Figure 5.2-1: Resource URI structure of the VNF Lifecycle Management Interface

—[ /vnf_instances }

HKvnflnstanceld} ]

4[ /subscriptions ]

HAsubscriptionld} ]

—[ /vnf_snapshots ]

/{vnfSnapshotinfold) |

/vnf_state_snapshot ]

Table5.2-1 lists the individual resources defined, and the applicable HT TP methods.

The VNFM shall support responding to requests for all HTTP methods on the resourcesin table 5.2-1 that are marked
as"M" (mandatory) inthe"Cat" column. The VNFM shall also support the "API versions' resources as specified in

clause 9.3.2 of ETSI GS NFV-SOL 013 [8].
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Table 5.2-1: Resources and methods overview of the VNF Lifecycle Management interface

Resource name Resource URI HTTP |Cat Meaning
Method
VNF instances  |/vnf_instances GET M |Query multiple VNF
instances.
POST M |Create a new
"Individual VNF
instance" resource.
Individual VNF  |/vnf_instances/{vnfinstanceld} GET M |Read an "Individual
instance VNF instance"
resource.
PATCH M |Modify VNF instance
information.
DELETE | M |Delete an "Individual
VNF instance"
resource.
Instantiate VNF  |/vnf_instances/{vnflnstanceld}/instantiate POST M |Instantiate a VNF.
task
Scale VNF task |/vnf_instances/{vnflnstanceld}/scale POST M |Scale a VNF instance
incrementally.
Scale VNF to Ivnf_instances/{vnfinstanceld}/scale_to_level POST M |Scale a VNF instance
Level task to a target level.
Change VNF /vnf_instances/{vnflnstanceld}/change_flavour POST M |Change the
flavour task deployment flavour of
a VNF instance.
Terminate VNF  |/vnf_instances/{vnfinstanceld}/terminate POST M |Terminate a VNF
task instance.
Heal VNF task  |/vnf_instances/{vnfinstanceld}/heal POST M |Heal a VNF instance.
Operate VNF /vnf_instances/{vnflnstanceld}/operate POST M |Operate a VNF
task instance.
Change external |/vnf_instances/{vnflnstanceld}/change_ext_conn POST M |Change the external
VNF connectivity of a VNF
connectivity task instance.
Change current  |/vnf_instances/{vnflnstanceld}/change_vnfpkg POST M |Change the current
VNF package VNF package on which
task a VNF instance is
based.
Select VNF /vnf_instances/{vnfinstanceld}/select_depl_mods POST M |Select deployable
deployable modules of a VNF
modules task instance.
Create VNF /vnf_instances/{vnflnstanceld}/create_snapshot POST M |Create a VNF
snapshot task snapshot.
Revert to VNF Ivnf_instances/{vnflnstanceld}/revert_to_snapshot POST M |Revert a VNF instance
snapshot task to a VNF snapshot.
VNF LCM /vnf_lcm_op_occs GET M  |Query information
operation about multiple VNF
occurrences lifecycle management
operation occurrences.
Individual VNF  |/vnf_lcm_op_occs/{vnfLcmOpOccld} GET M |Read information
LCM operation about an individual
occurrence VNF lifecycle
management operation
occurrence.
Retry operation |/vnf_lcm_op_occs/{vnfLcmOpOccld}/retry POST M |Retry a VNF lifecycle
task management operation
occurrence.
Rollback /vnf_lecm_op_occs/{vnfLcmOpOccld}/rollback POST M |Rollback a VNF
operation task lifecycle management
operation occurrence.
Fail operation /vnf_lecm_op_occs/{vnfLcmOpOccld}/fail POST M |Mark a VNF lifecycle
task management operation
occurrence as failed.
Cancel /vnf_lecm_op_occs/{vnfLcmOpOccld}/cancel POST M |Cancel a VNF lifecycle

operation task

management operation
occurrence.

ETSI




49 ETSI GS NFV-SOL 003 V5.4.1 (2026-04)

Resource name Resource URI HTTP |Cat Meaning
Method
Subscriptions /subscriptions POST M [Subscribe to VNF

lifecycle change
notifications.

GET M |Query multiple
subscriptions.
Individual /subscriptions/{subscriptionld} GET M |Read an "Individual
subscription subscription” resource.

DELETE | M |Terminate a
subscription.
Notification (provided by API consumer) POST See [Notify about VNF
endpoint not |lifecycle change.

GET See |Test the notification
not |endpoint.

VNF snapshots |/vnf_snapshots GET M |Query multiple VNF
shapshots.

POST M |Create an "Individual
VNF snapshot"

resource.
Individual VNF  |/vnf_snapshots/{vnfSnapshotinfold} GET M |Read an "Individual
snapshot VNF snapshot"”

resource.

PATCH M  [Modify VNF snapshot
resource information.
DELETE | M |Delete an "Individual

VNF snapshot"

resource.
VNF state Ivnf_snapshots/{vnfSnapshotinfold}/vnf_state_snapshot |GET M |Fetch the content of
shapshot the VNF state
shapshot.

NOTE: The VNFM shall support invoking the HTTP methods defined for the "Notification endpoint" resource
exposed by the NFVO. If the NFVO supports invoking the POST method on the "Subscriptions" resource
towards the VNFM, it shall also support responding to the HTTP requests defined for the "Notification
endpoint” resource.

Table 5.4.1.2-1 specifies the preconditions and postconditions applicable to the different VNF lifecycle management
operations triggered by task resources.

5.3 Sequence diagrams (informative)

531 Flow of the creation of a VNF instance resource

This clause describes the procedure for the creation of an "Individual VNF instance" resource.
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3. 201 Created (Wnflnstance)

creates WMNF
" instance resource

FPostcondition: WNF instance created in NOT_INSTANTIATED state B]

MNFWO

WM

Figure 5.3.1-1: Flow of the creation of a VNF instance resource

NOTE: Dueto possible race conditions, the 201 response and the V nfldentifierCreationNotification can arrivein
any order at the NFVO.

The procedure consists of the following steps asillustrated in figure 5.3.1- 1.

1) TheNFVO sendsaPOST request to the "VNF Instances" resource including in the message content a data

structure of type "

CreateVnfRequest".

2) TheVNFM createsanew "Individual VNF instance" resourcein NOT_INSTANTIATED state, and the
associated VNF instance identifier.

3) TheVNFM returns a 201 Created response containing a representation of the "Individual VNF instance”
resource just created by the VNFM and provides the URI of the newly-created resource in the "L ocation”
HTTP header. See note.

4) TheVNFM sendsaVNF Identifier Creation Notification (see clause 5.3.9) to the NFVO to indicate the
creation of the "Individual VNF instance" resource and the associated VNF instance identifier. See note.

Postcondition: Upon successful completion, anew "Individual VNF instance" resource has been created in

"NOT_INSTANTIATED"

state.
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5.3.2 Flow of the deletion of a VNF instance resource

This clause describes the procedure for the deletion of an "Individual VNF instance" resource.

MNFWO WIME M

Frecondition: WYNF instance in NOT_INSTANTIATED state B]

! 1. DELETE ...lnf_instancesf{vnfinstanceld} -

! deletes WMF
i ~instance resource

3. 204 Mo Content !

4. Send VnfldentifierDeletionNotification to NFVO

Fostocondition: WMF instance resource removed. B]

MNFEWO WIME M

Figure 5.3.2-1: Flow of the deletion of a VNF instance resource

NOTE: Dueto possible race conditions, the 204 response and the V nfldentifierDeletionNatification can arrive in
any order at the NFVO.

Precondition: The resource representing the VNF instance to be deleted needsto bein NOT_INSTANTIATED state.
The procedure consists of the following steps asillustrated in figure 5.3.2-1:

1) NFVO sendsaDELETE request to the "Individual VNF Instance" resource.

2) TheVNFM deletesthe "Individual VNF instance" resource and the associated VNF instance identifier.

3) TheVNFM returnsa"204 No Content" response with an empty message content. See note.

4) TheVNFM sendsto the NFVO aVnfldentifierDeletionNotification to indicate the deletion of the "Individual
VNF instance" resource and the associated VNF instance identifier. See note.

Postcondition: The resource representing the VNF instance has been removed from the list of VNF instance resources.
Error handling: If the"Individual VNF instance" resourceisnot in NOT_INSTANTIATED state, the VNFM regjects
the deletion request.

5.3.3 Flow of VNF lifecycle management operations triggered by task
resources

This clause describes the general sequence for VNF Lifecycle Management operations that operate on VNF instance
resource and are triggered by task resources. The flows for these operations are very similar. The differences between
theindividual operations are covered in table 5.4.1.2-1.

Thisflow is applicable to the following operations:
o Instantiate VNF

. Scale VNF
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Change VNF flavour

Operate VNF

Hea VNF
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Change current VNF package

Select VNF deployable modules

Create VNF snapshot
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minate VNF
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Figure 5.3.3-1 illustrates the general lifecycle management flow. Placeholdersin this flow allow for differentiating
between the operations and are marked with double angular brackets "<<...>>".

NFEWO

Frecondition: <<Precondition==

11, POST . nf_instances/{vnfinstanceld/<<Task>> (<<RequestStructure>>) !

3. 202 Accepted ()

Y

! Create VNF LCM operation
i 2. OCCUrTence resource
i for this request

M

e e e e e e e =

4. Send VnfLemOperationOccurrenceNaotification(STARTING)
5. Granting exchange

6. Send VnfLemOperationOccurrenceNotification(PROCESSING)

7.

GET ...fwnf_lem_op_ocesf{wnfLemOpOccld}

8. 200 Ok (WnfLemOpOce:operationState=PROCESSING)

-
-

opt

111, GET . Anf_lem_op_ocesfvnfLemOpOccld}

|

I

[
-

12, 200 OK (WnfLemOpOcc:operationState=COMPLETED)

Fostcondition: <<Postcondition==

NFEYO

WINFM

Figure 5.3.3-1: General flow of VNF lifecycle management operations triggered by task resources
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NOTE: Dueto possible race conditions, the 202 response, the "STARTING"

VnfLcmOperationOccurrenceNotification and the request of the Granting exchange can arrive in any
order at the NFVO.

Precondition: The precondition depends on the actual operation and is described by the template parameter
<<Precondition>>. Table 5.4.1.2-1 specifies the applicable precondition.

A VNF lifecycle operation, asillustrated in figure 5.3.3-1, consists of the following steps:

1)

2)
3)

4)

5)

6)

7)

8)

9)
10)

11)

12)

The NFVO sends a POST request to the <<Task>> resource that represents the lifecycle operation to be
executed on the VNF instance and includes in the message content a data structure of type
<<RequestStructure>>. The name <<Task>> of the task resource and the <<RequestStructure>> depend on
the operation and are described in table 5.4.1.2-1.

The VNFM creates anew "Individual VNF LCM operation occurrence” resource for the request.

The VNFM returns a 202 Accepted” response with an empty message content and aLocation” HTTP header
that pointsto the new "Individual VNF LCM operation occurrence” resource, i.e. it includes the URI of that
resource whichis".../vnf_Icm_op_occs/{ vnfLcmOpOccld} . See note.

The VNFM sends to the NFVVO a VNF lifecycle management operation occurrence notification (see
clause 5.3.9) to indicate the start of the lifecycle management operation occurrence with the "STARTING"
state. See note.

VNFM and NFV O exchange granting information (see VNF Lifecycle Operation Granting interface,
clause 9.3). See note.

The VNFM sends to the NFV O aVNF lifecycle management operation occurrence notification (see
clause 5.3.8) to indicate that the VNF LCM operation occurrence enters the "PROCESSING" state.

If desired, the NFVO can poll the "Individual VNF LCM operation occurrence" resource to obtain information
about the ongoing operation by sending a GET request to the resource that represents the VNF LCM operation
occurrence.

In the response to that request, the VNFM returns to the NFV O information of the operation, such asthe
operation status, by providing in the message content a data structure of type "V nfLcmOpOcc".

The VNFM has finished the operation <<Operation>>.

The VNFM sends a VNF lifecycle management operation occurrence notification (see clause 5.3.9) to indicate
the completion of the lifecycle management operation occurrence with the success state "COMPLETED".

If desired, the NFVVO can send a new GET request to the "Individual VNF LCM operation occurrence”
resource.

In the response to that request, the VNFM returns to the NFV O information about the result of the operation,
by providing in the message content a data structure of type "VnfLcmOpOcc"”.

Postcondition: The postcondition depends on the actual operation and is described by the template parameter
<<Postcondition>>. Table 5.4.1.2-1 specifies the applicable postcondition.

Error handling: If the VNF lifecycle management operation fails, error information is provided in the notification
message that reports the erroneous completion of the procedure and is also available in the resource that represents the
actual VNF lifecycle management operation occurrence related to this VNF lifecycle management operation.

Table 5.4.1.2-1 defines how the flow described above is parameterized for the different VNF lifecycle management
operations.
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5.34 Flow of automatic invocation of VNF scaling and VNF healing

This clause describes the sequence for the automatic invocation of "Scale VNF", "Scale VNF to Level" and "Hea VNF"
operations by the VNFM, also known as "auto-scale” and "auto-heal”. The criteria based on which the VNFM decides
when to invoke an automatic scaling or automatic healing are outside the scope of the present document and can include
certain changes in monitoring parameters that are monitored by the VNFM by PM jobs or thresholds, changesin VNF
indicator values that are polled by the VNFM or that are reported to the VNFM via

"V nflndicatorVaueChangeNotification" messages. Auto-scaling and auto-healing can be enabled and disabled by the
NFVO by modifying the appropriate "isAutoscaleEnabled" and "isAutoheal Enabled" configurable properties of the
VNF using the sequence flow according to clause 5.3.6.

Thisflow is applicable to the automatic invocation of the following operations:
U Scale VNF
J Scale VNF to Level
. Heal VNF

Figure 5.3.4-1 illustrates the flow.
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MEWO WIF M

Frecondition: WMF instance in INSTANTIATED state,
auto-scaling / auto-healing enahled, and MFYO
subscribed to LCM operation occurrence naotifications

[

WMFM detects a condition
1. that requires auto-scaling
or auto-healing

|
| 2. DCCUITENCE Mesource
| for this operation

| i Create WNF LCM operation

:{; ........
_ 3. Send VnfLemOperationOccurrenceNotification(STARTING) |
e B Granting exChange e !
. 5. Send VnfLemOperationOccurrenceNotificationPROCESSING) |
nEt ) :
'6. GET ...Aunf lcm_op_occsfvnflemOpOceld} }:

7. 200 OK WnfLemOpOce:operationState=FPROCESSING) !

[
: 1 8. Operation finished

Lg;\_\_-".' ........
9. Send VnflemCperationQccurrenceNotification(COMPLETED) |
nEt ) :

| 10. GET cdnf lem_op_ocesfunfLemOpOeeld) }:

:‘ 11. 200 OK (VnfLemOpOce: operationState=COMPLETED) :

I I
Postcondition: WMNF instance in INSTANTIATED state, &
and WMF instance was scaled or healed

MEYO WHF M

Figure 5.3.4-1: Flow of auto-scaling and auto-healing

NOTE: Dueto possible race conditions, the "STARTING" VnfLcmOperationOccurrenceNotification and the
request of the Granting exchange can arrive in any order at the NFV O.

Precondition: The VNF instanceisin INSTANTIATED state, auto-scaling/auto-healing is enabled, and the NFVO is
subscribed to VNF LCM operation occurrence notifications.

The automatic invocation of a VNF scaling or VNF healing operation, asillustrated in figure 5.3.4-1, consists of the
following steps:

1) The VNFM detects a condition that triggers auto-scaling (Scale VNF or Scale VNF To Level) or auto-healing
(Heal VNF) of the VNF and selects the appropriate parameters for the operation.
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The VNFM creates an "Individual VNF LCM operation occurrence” resource for the operation.

The VNFM sends to the NFV O aVNF lifecycle management operation occurrence notification (see
clause 5.3.9) to indicate the start of the lifecycle management operation occurrence. See note.

VNFM and NFV O exchange granting information (see VNF Lifecycle Operation Granting interface,
clause 9.3). See note.

The VNFM sends to the NFVV O a VNF lifecycle management operation occurrence notification (see
clause 5.3.9) to indicate that the VNF LCM operation occurrence enters the "PROCESSING" state.

If desired, the NFVO can poll the "Individua VNF lifecycle management operation occurrence” resource to
obtain information about the ongoing operation by sending a GET request to the resource that represents the
VNF lifecycle management operation occurrence.

In the response to that request, the VNFM returns to the NFV O information of the operation, such asthe
operation status, by providing in the message content a data structure of type "VnfLcmOpOcc”.

The VNFM has finished the operation.

The VNFM sends a VNF lifecycle management operation occurrence notification (see clause 5.3.9) to indicate
the completion of the lifecycle management operation occurrence.

If desired, the NFVVO can send anew GET request to the "Individual VNF lifecycle management operation
occurrence" resource.

In the response to that request, the VNFM returns to the NFV O information about the result of the operation,
by providing in the message content a data structure of type "VnfLcmOpQOcc'.

Postcondition: The VNF instancein INSTANTIATED state, and the VNF instance has been scaled or healed as
appropriate.

Error handling: If the VNF lifecycle management operation fails, error information is provided in the notification
message that reports the erroneous completion of the procedure and is also available in the resource that represents the
actual VNF lifecycle management operation occurrence related to this VNF lifecycle management operation.

5.3.5

Flow of the Query VNF operation

This clause describes a sequence for querying/reading information about a VNF instance.

MNFYO WINF M

FPrecondition: WMF instance is created B]

alt ) [query information about multiple VHF jnstam:es]
| 1. GET ...wnf_instances »!
:4.E 2. 200 OK (Wnfinstance[]) |
[read Ilnfurmatiun about individual VHF instance] :
'3, GET . fwnf_instances/{vnfinstanceld} }:
L.( 4. 200 OK (Vnflnstance) |
MFYO WINF M

Figure 5.3.5-1: Flow of VNF instance query/read
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Precondition: The resource representing the VNF instance has been created.
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VNF instance query, asillustrated in figure 5.3.5-1, consists of the following steps:

1) Ifthe NFVO intendsto query all VNF instances, it sendsa GET request to the "V NF instances' resource.

2) TheVNFM returnsa™200 OK" response to the NFV O and includes zero or more data structures of type

"Vnflnstance" in the message content.

3) If the NFVO intendsto read information about a particular VNF instance, it sends a GET request to the
"Individual VNF instance" resource, addressed by the appropriate VNF instance identifier in its resource URI.

4) TheVNFM returnsa"200 OK" response to the NFV O and includes one data structure of type "V nflnstance"

in the message content.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.6 Flow of the Modify VNF Information operation

This clause describes a sequence for updating information about a VNF instance.

NFVO

I
1

Precondition: VNF instance resource has been created

! 1. PATCH .../vnf_instances/{vnfinstanceld} (VnfinfoModificationRequest) _ !

3. 202 Accepted ()

Create VNF LCM operation
2. occurrence resource
for this request

...........

S Wi

4. Send VnfLcmOperationOccurrenceNotification(start)

opt )

' 5. GET ...Anf_lem_op_occsAvnfLemOpOccld}

' 6.200 OK (VnfLemOpOcc:operationState=PROCESSING)

Y

-
«.8.Send VnfLecmOperationOccurrenceNotification(result) I
| |

opt / |
19, GET .../vnf_lcm_op_occsAvnfLemOpOccld} <!

10. 200 OK (VnfLcmOpOcc:operationState=COMPLETED)

- -

A

Postcondition: The VNF instance information is updated.

NFVO

VNFM

Figure 5.3.6-1: Flow of the modification of VNF instance information
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NOTE: Dueto possible race conditions, the 202 response and the V nfLcmOperationOccurrenceNotification can
arrivein any order at the NFVO.
Precondition: The resource representing the VNF instance has been created.
Updating the VNF instance information, asillustrated in figure 5.3.6-1, consists of the following steps:

1) TheNFVO sendsaPATCH request to the "Individual VNF instance" resource of the VNF instance that isto
be operated and includes in the message content a data structure of type "V nflnfoM odificationRequest”.

2) TheVNFM createsan "Individual VNF LCM operation occurrence” resource for the request.

3) TheVNFM returnsa"202 Accepted" response with an empty message content and a "L ocation" HTTP header
that points to the new "Individual VNF LCM operation occurrence” resource, i.e. it includes the URI of that
resource whichis".../vnf_lcm_op_occs/{ vnfLcmOpQOccld}". See note.

4) The VNFM sendsto the NFVO alifecycle management operation occurrence notification (see clause 5.3.9) to
indicate the start of the operation. See note.

5) If desired, the NFVO can poll the "Individual VNF LCM operation occurrence” resource to obtain information
about the ongoing operation by sending a GET request to the resource that represents the VNF lifecycle
management operation occurrence.

6) Intheresponseto that request, the VNFM returns to the NFV O information of the operation, such asthe
operation status, by providing in the message content a data structure of type "V nfLcmOpOcc.

7) The VNFM has finished the modification operation.

8) TheVNFM sends alifecycle management operation occurrence notification (see clause 5.3.9) to indicate the
completion of the operation, and the performed changes.

9) If desired, the NFVO can send a new GET request to the "Individual VNF LCM operation occurrence”
resource.

10) Inthe responseto that request, the VNFM returns to the NFV O information about the result of the operation,
by providing in the message content a data structure of type "VnfLcmOpQOcc'.

Postcondition: Upon successful completion, information of the VNF instance is updated.

Error handling: If the updating of VNF instance information fails, error information is provided in the notification
message that reports the erroneous completion of the procedure and is also available in the resource that represents the
actual VNF lifecycle management operation occurrence related to this VNF LCM operation.

5.3.7 Flow of the Get Operation Status operation

This clause describes a sequence for obtaining the status of a VNF lifecycle management operation occurrence.
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MNEYO WM
| |
alt ) [query information about multiple VHF LCM uﬂ:eratiun occurrences)
1. GET ...Aunf_lcm_op_occs }:

< 2,200 0K MWnfLemOpOcel])

[read Ilnfurmatiun about individual VHF LCM operation ucculrrence]

'3, GET ...Anf lcm_op_oces/{vnfLemOpOccld}

3

4200 OK WnfLemOpOee)

>

MFYO

WNF M

Figure 5.3.7-1: Flow of Get VNF lifecycle operation status

Obtaining the VNF lifecycle operation status, asillustrated in figure 5.3.7-1, consists of the following steps:

1) If the NFVO intendsto query all VNF lifecycle management operation occurrences, it sends a GET request to

the "VNF LCM operation occurrences' resource.

2) TheVNFM returnsa 200 OK" response to the NFV O and includes zero or more data structures of type

"VnfLemOpOcc" i

n the message content.

3) If the NFVO intendsto read information about a particular VNF LCM operation occurrence, it sendsa GET
request to the "Individual VNF LCM operation occurrence” resource, addressed by the appropriate VNF LCM
operation occurrence identifier in its resource URI.

4) TheVNFM returns a"200 OK" response to the NFV O and includes one data structure of type

"VnfLecmOpOcc" i

n the message content.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.8 Flow of managing subscriptions

This clause describes the procedure for creating, querying/reading and terminating subscriptions to notifications related
to VNF lifecycle management.
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NFVO VNFM

1
| 1. POST ...Jsubscriptions (LccnSubscriptionRequest)

I
Testing the notification endpoint )/ :
' _2.GET <<Callback URI>> |
e i
' 3. 204 No Content o)

: \ . Create subscription

: :___jfgﬁource
| 5. 201 Created (LccnSubscription) ;
opt 1 l
1 |
API consumer re-synchronizes :
all or selected subscriptions '
e.g. after an error :
| 6. GET ...Jsubscriptions/ ‘:
I -~
:4 7. 200 OK (LcenSubscription[]) :
'~ ]
| 8. GET .../subscriptions/{subscriptionid} o
| 1
| _9.200 OK (LcenSubscription) :
! !
API consumer does not need the =) :
subscription anymore ‘ :
e :
| 10. DELETE .../subscriptions/{subscriptionid} -
. 11.204 No Content |
NFVO VNFM

Figure 5.3.8-1: Flow of managing subscriptions

The procedure consists of the following steps asillustrated in figure 5.3.8- 1.

1) TheNFVO sendsaPOST request to the " Subscriptions' resource including in the message content a data
structure of type "L cenSubscriptionRequest”. That data structure contains filtering criteria and a callback URI
to which the VNFM will subsequently send notifications about events that match the filter.

2) Totest the notification endpoint that has been registered by the NFVV O as part of the subscription, the VNFM
sends a GET request to the notification endpoint URI.

3) TheNFVOreturnsa"204 No Content” response to indicate success.

4) TheVNFM creates a new subscription to notifications related to VNF lifecycle changes, and an "Individual
subscription” resource that represents this subscription.

5) TheVNFM returns a 201 Created response containing a data structure of type "LccnSubscription” representing
the "Individual subscription™ resource just created by the VNFM and provides the URI of the newly-created
resource in the "Location" HTTP header.

6) If desired, e.g. to recover from an error situation, the NFVO can query information about its subscriptions by
sending a GET request to the resource representing the subscriptions.

ETSI



61 ETSI GS NFV-SOL 003 V5.4.1 (2026-04)

7) Inthat case, the VNFM returnsa 200 OK" response that contains zero or more representations of all existing
subscriptions that were created by the NFVO.

8) If desired, e.g. to recover from an error situation, the NFVO can read information about a particular
subscription by sending a GET request to the resource representing that individual subscription.

9) Inthat case, the VNFM returnsa 200 OK" response that contains a representation of that individual
subscription.

10) If the NFVO does not need the subscription anymore, it terminates the subscription by sending a DELETE
reguest to the resource that represents the individual subscription to remove.

11) The VNFM acknowledges the successful termination of the subscription by returning a 204 No Content"
response.

Error handling: The VNFM rejects a subscription if the subscription information is not valid: endpoint cannot be
reached, subscription information is malformed, etc.

5.3.9 Flow of sending notifications
This clause describes the procedure for sending notifications.

NOTE 1: Notifications merely report to subscribed NFV-MANO entities the state changes of a VNF instance
and/or LCM operation occurrence. They are triggered during the execution of the operation's flow or at its
end but have no impact on the course of the procedure that has triggered them or on the state of the VNF
instance. If this flow isinvoked as part of another flow, the invoking procedure does not wait for the
acknowledgement of the delivery of the notification.

NOTE 2: Race conditions between LCM operation requests/responses on one hand and notification delivery
reguests/responses on the other hand can occur as these are delivered through different HTTP

connections.

MFYO WINEF M
i |
Precondition: NFWO has subscribed previously I}]
: Event occurs that
| matches subscription
i I
:,-( 1. POST <<Callback URI>> (<<Notification>>) |
! 2. 204 Mo Content >

MNFWVO WINE M

Figure 5.3.9-1: Flow of sending notifications

The procedure consists of the following steps asillustrated in figure 5.3.9-1.
Precondition: The NFV O has subscribed previously to notifications related to VNF lifecycle management.

1) If an event occurs that matches the filtering criteria which are part of the subscription, the VNFM generates a
notification that includes information about the event and sends it in the body of a POST request to the URI
which the NFVO has registered as part of the subscription request. The variable <<Notification>> in the flow
isaplaceholder for the different types of notifications that can be sent by this API (see clauses 5.5.2.17 to
5.5.2.19).
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2)  The NFVO acknowledges the successful delivery of the notification by returning a"204 No Content"
response.

Error handling: If the VNFM does not receive the "204 No Content" response from the NFVO, it can retry sending the

notification

5.3.10 Flow of retrying a VNF lifecycle management operation

This clause describes a sequence for retrying a VNF lifecycle management operation occurrence that is represented by
an "Individual VNF LCM operation occurrence" resource. Retry isused if an operationisin FAILED_TEMP state, and
there is reason to believe that the operation will eventually succeed when retried, for instance because obstacle that led
to an error during the execution of the LCM operation have been removed by an automated procedure, or by manual
intervention. The "retry" operation isaso called "idempotent retry" because it is possible to invoke retry multiple times,
without side effects.

A comprehensive description of the handling of VNF lifecycle management errorsis provided in clause 5.6.

MNFEWOD

WINE M

Precondition: %¥YMF LCM operation occurrence in FAILED_TEMP state

)

.

POST ...fwnf_lem_op_ocesfvnfLemOpQOecldretry ()

Y

2. 202 Accepted ()

|
]
-
-

4. Send VnfLemOperationOccurrenceNotification(start, PROCESSING)

Condition: WYNF LCM operation occurrence is in PROCESSING state

alt

[Successful retry]
B. Send VnfLemOperationOccurrenceNotification(result, COMPLETED, changes)

b 2 - L o T o T T

Postcondition: “YNF LCM operation occurrence is in COMPLETED state

[Unschessful retry]
I 7. Send VnfLemOperationOccurrenceNotification(result, FAILED TEMFP, changes)

FPostcondition: “WMNF LCM operation occurrence is in FAILED_TEMP state

,

MFYO

WINF W

NOTE:

Figure 5.3.10-1: Flow of retrying a VNF lifecycle management operation

Due to possible race conditions, the 202 response and the "PROCESSING"

VnfLcmOperationOccurrenceNotification can arrive in any order at the NFVO.

Precondition: The VNF lifecycle management operation occurrenceisin FAILED_TEMP state.

Retrying a VNF lifecycle operation, asillustrated in figure 5.3.10-1, consists of the following steps:

1) TheNFVO sendsaPOST request with an empty body to the "Retry operation task” resource of the VNF LCM
operation occurrence that is to be retried.
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2) TheVNFM returnsa"202 Accepted” response. See note.
3) TheVNFM startsthe retry procedure.

4) TheVNFM sends aVNF lifecycle management operation occurrence notification of type "start" to indicate
that the VNF LCM operation occurrence enters the "PROCESSING" state. See hote.

5) The VNFM finishesthe retry procedure.

6) On successful retry, the VNFM sends a VNF lifecycle management operation occurrence notification (see
clause 5.3.9) to indicate successful completion of the operation and to inform the NFV O about the virtualised
resources changes.

7)  Onunsuccessful retry, the VNFM sends a V NF lifecycle management operation occurrence notification (see
clause 5.3.9) to indicate an intermediate error (retry failed) of the operation and to inform the NFV O about the
virtualised resources changes.

Postcondition: The VNF lifecycle management operation occurrence isin one of the following states:
FAILED_TEMP, COMPLETED. COMPLETED isaterminal state (see clause 5.6.2.2).

Error handling: The operation isrejected in case the "Individual VNF LCM operation occurrence” resource isin any
other state than FAILED_TEMP, or in case Retry is not supported by for the particular VNF LCM operation for the
particular VNF.

5.3.11 Flow of rolling back a VNF lifecycle management operation

This clause describes a sequence for rolling back a VNF lifecycle management operation occurrence that is represented
by an "Individual VNF LCM operation occurrence” resource. Rollback can be used for example if an operation isin
FAILED_TEMP state, and there is no reason to believe that retrying the operation will eventually succeed.

A comprehensive description of the handling of VNF lifecycle management errorsis provided in clause 5.6.
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MWFWO WRFEM

Precondition: WYMF LCM operation occurrence is in FAILED_TEMP state Iﬁ

! 1. POST . Awnf_lcm_op_occsfvnfLemOpOecldifrollback () i
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! 3. Start rollback procedure

e 4. Send VnflcmOperationOccurrencelotification(start, ROLLING BACK) \

Condition: %¥NF LCM operation occurrence is in ROLLING_BACK state E]
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o
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o
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alt

[Successful rollback]

... Send VnfLemOperationOccurrenceNotification(result, ROLLED BACK, changes) |

Postcondition: VMF LCM operation occurrence is in ROLLED _BACK state B]

I

[Unsuccessful rollback] |
1 1

1

e 7. Send VnfLlecmOperationOccurrencelotification(result, FAILED TEMP, changes)

Postcondition: WNF LCM operation occurrence is in FAILED TEMP state Il\]

Figure 5.3.11-1: Flow of rolling back a VNF lifecycle management operation

NOTE: Dueto possible race conditions, the 202 response and the "ROLLING_BACK"

V nfLcmOperationOccurrenceNotification can arrive in any order at the NFVO.

Precondition: The VNF lifecycle management operation occurrenceisin FAILED_TEMP state.

Initiating the rollback of a VNF lifecycle management operation, asillustrated in figure 5.3.11-1, consists of the

following steps:

1) TheNFVO sendsaPOST request with an empty body to the "Rollback operation task™ resource of the VNF
LCM operation occurrence that is to be rolled back.

2) TheVNFM returnsa"202 Accepted” response. See note.

3) TheVNFM startsthe rollback procedure.

4) TheVNFM sends a VNF lifecycle management operation occurrence notification of type "start" to indicate
that the VNF LCM operation occurrence entersthe "ROLLING_BACK" state. See note.

5)  The VNFM finishes the rollback procedure.

6)  On successful rollback, the VNFM sends a VNF lifecycle management operation occurrence notification (see
clause 5.3.9) to indicate successful completion of the operation and to inform the NFV O about the virtualised
resources changes.

7)  Onunsuccessful retry, the VNFM sends aVNF lifecycle management operation occurrence notification (see

clause 5.3.9) to indicate an intermediate error (rollback failed) of the operation and to inform the NFV O about
the virtualised resources changes.
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Postcondition: The VNF lifecycle management operation occurrence isin one of the following states:
FAILED_TEMP, ROLLED_BACK. ROLLED_BACK isaterminal state (see clause 5.6.2.2).

Error handling: The operation is rejected in case the VNF lifecycle management operation occurrence isin any other
state than FAILED_TEMP, or in case Rollback is not supported for the particular VNF LCM operation for the
particular VNF.

5.3.12 Flow of failing a VNF lifecycle management operation

This clause describes a sequence for declaring as "failed" a VNF lifecycle management operation occurrence that is
represented by an "Individual VNF LCM operation occurrence” resource. If there is neither an assumption that the
operation can eventually succeed after further retries, nor that the operation can be successfully rolled back, the
operation can be declared as "failed". Thiswill unblock the invocation of other LCM operations, such as HealVnf, or
non-graceful VNF termination, on the affected VNF instance.

A comprehensive description of the handling of VNF lifecycle management errorsis provided in clause 5.6.

MFYO WIFM
| |
Frecondition: %MF LCM operation occurrence is in FAILED _TEMF state B]
| 1. POST __funf_lem_op_oces/unfLemOpOceld)fail ) }
! ' 2. Mark operation
| i as "failed".
| PR

3a.Send VnfLemCperationCccurenceNotification{result, FAILED, changes) !

€ 3b. 200 OK {WnfLemOpQee) f

FPostcondition: %NF LCM operation occurrence is in FAILED state B]

MNFYO WIFM

Figure 5.3.12-1: Flow of declaring a VNF lifecycle management operation as failed

NOTE: Due to possible race conditions, the 200 response and the "FAILED"
VnfLcmOperationOccurrenceNotification can arrive in any order at the NFVO.

Precondition: The VNF lifecycle management operation occurrenceisin FAILED_TEMP state.

Declaring a VNF lifecycle management operation asfailed, asillustrated in figure 5.3.12-1, consists of the following
steps:

1) TheNFVO sendsaPOST request with an empty body to the "Fail operation task" resource of the VNF LCM
operation occurrence that isto be marked as failed.
2) TheVNFM marks the operation asfailed.

3) TheVNFM sendsaVNF lifecycle management operation occurrence notification (see clause 5.3.9) to indicate
the final failure of the operation and to inform the NFV O about the virtualised resources changes.
Furthermore, it returns a"200 OK" response and includesin the body a V nfLcmOpOcc structure. The order in
which the response and the notification arrive at the NFVO is not defined. See note.

Postcondition: The VNF lifecycle management operation occurrenceis FAILED state. Thisisaterminal state (see
clause 5.6.2.2).
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Error handling: The operation is rejected in case the VNF lifecycle management operation occurrenceisin any other
state than FAILED _TEMP.
5.3.13 Flow of cancelling a VNF lifecycle management operation

This clause describes a sequence for cancelling an ongoing VNF LCM operation occurrence, or arollback of a VNF
LCM operation occurrence. The possibility and timing of cancellation is dependent on the implementation of the
underlying lifecycle management operation.

A comprehensive description of the handling of VNF lifecycle management errorsis provided in clause 5.6.

MNFWO WIF M
| |
Precondition: WMNF LCM operation occurrence is in STARTING state b]
! 1. POST . fnf_lem_op_occsfvnfLemOpCOccldicancel (CancelMode) }E
'_( 2 202 Accepted () !
! ' 5 Cancel ongoing
| i preparation steps
. poeebi
4. Send VnflemOperationQccurrenceNotification(result, ROLLED BACK, nif) |
Fostcondition: WYNF LCM operation occurrence is in ROLLED BACK state b]
MNFWO WM

Figure 5.3.13-1: Flow of cancelling a VNF lifecycle management operation in "STARTING" state

NOTE 1: Dueto possible race conditions, the 202 response and the "ROLLED BACK"
VnfLcmOperationOccurrenceNotification can arrive in any order at the NFVO.

Precondition: The VNF lifecycle management operation occurrenceisin STARTING state.

Cancelling aVNF lifecycle operation when it isin STARTING state, asillustrated in figure 5.3.13-1, consists of the
following steps:

1) TheNFVO sendsaPOST request with "CancelMode" structure in the body to the " Cancel operation task"
resource of the VNF LCM operation occurrence that isto be cancelled.

2) TheVNFM returnsa™202 Accepted” response. See note 1.
3) TheVNFM cancels the ongoing preparation operations.

4) The VNFM sends aVNF lifecycle management operation occurrence notification (see clause 5.3.9) to indicate
an intermediate error (cancelled) of the operation, and to inform the NFV O that there were no virtualised
resources changes. See note 1.

Postcondition: The VNF lifecycle management operation occurrenceisin ROLLED _BACK state.

Error handling: The operation isrejected in case the VNF lifecycle operation occurrence isin any other state than
STARTING.
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NFWVO WHEM

Precondition: WYMNF LCM operation occurrence is in PROCESSING or ROLLING_BACHK stat Iﬁ

: 1. POST . Anf_lem_op_oces/{wnfLemOpOccldy/cancel (Cancelode) [

L.
il

t 2. 202 Accepted () !

| o Cancel ongoing operation
1 inot always immediate)

4. Send VnfLemOperationOccurrenceNetification{result, FAILED TEMP, changes) |

Fostcondition: WMNF LCM operation occurrence is in FAILED_TEMP state B]

NFWVO WHEM

Figure 5.3.13-2: Flow of cancelling a VNF lifecycle management operation
in "PROCESSING" or "ROLLING_BACK" state

NOTE 2: Dueto possible race conditions, the 202 response and the "FAILED_TEMP"
VnfLcmOperationOccurrenceNotification can arrive in any order at the NFVO.

Precondition: The VNF lifecycle management operation occurrenceisin PROCESSING or ROLLING_BACK state.

Cancelling aVNF lifecycle operation when it isin "PROCESSING" or "ROLLING_BACK" state, asillustrated in
figure 5.3.13-2, consists of the following steps:

1) TheNFVO sendsaPOST request with a"CancelMode" structure in the body to the "Cancel operation task"
resource of the VNF LCM operation occurrence that isto be cancelled.

2) TheVNFM returnsa™202 Accepted” response. See note 2.
3) TheVNFM cancelsthe ongoing LCM operation. This can take sometime.

4) TheVNFM sends aVNF lifecycle management operation occurrence notification (see clause 5.3.9) to indicate
an intermediate error (cancelled) of the operation and to inform the NFV O about the virtualised resources
changes. See note 2.

Postcondition: The VNF lifecycle management operation occurrence is FAILED_TEMP state.

Error handling: The operation is rejected in case the VNF lifecycle management operation occurrenceisin any other
state than PROCESSING or ROLLING_BACK, or in case Cancel is not supported for the particular VNF LCM
operation for the particular VNF.

5.3.14 Flow of creation of a VNF snapshot resource

This clause describes the procedure for the creation of an "Individual VNF snapshot™ resource.
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Figure 5.3.14-1: Flow of creation of a VNF snapshot resource

The procedure consists of the following steps asillustrated in figure 5.3.14-1:

1) TheNFVO sendsaPOST request to the "VNF snapshots' resource and includes in the message content a data
structure of type " CreateV nf Snapshotl nfoRequest”.

2) TheVNFM createsanew "Individual VNF snapshot” resource.

3) TheVNFM returnsa"201 Created" response containing a representation of the "Individual VNF snapshot”
resource and a"Location” HTTP header that points to the new "Individual VNF snapshot™ resource.

Postcondition: The resource representing the VNF snapshot has been created and is available.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.15 Flow of the Query VNF Snapshot operation

This clause describes a sequence for querying/reading information about one or more VNF snapshots.

MWFEWO

WINEM

alt

\ 1 GET .../vnf_snapshots \

[query information about multiple VHF Snaﬂshms]

i
v

:_, 2 200 Ok WnfSnapshotinfa[])

[read Ilnfnrmatiun about individual VNF Snapshot]
'3 GET .../wnf_snapshotsfvnfSnapshotinfold}

k|
o
|

! 4200 QK {VnfSnapshotlnfo) !

MWFEWO

WINEM

Figure 5.3.15-1: Flow of VNF snapshot query/read

VNF snapshot query/read, asillustrated in figure 5.3.15-1, consists of the following steps:

1) If the NFVO intendsto query all VNF snapshots, it sends a GET request to the "V NF snapshots' resource.

2) TheVNFM returnsa"200 OK" response to the NFVO and includes zero or more data structures of type
"V nfSnapshotinfo" in the message content.
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3) If the NFVO intendsto read information about a particular VNF snapshot, it sends a GET request to the
"Individual VNF snapshot" resource, addressed by the appropriate VNF snapshot information identifier in its

resource URI.

4) The VNFM returns a"200 OK" response to the NFV O and includes one data structure of type
"V nfSnapshotinfo” in the message content.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.16  Flow of modify VNF snapshot resource information

This clause describes the procedure for modifying information of aVVNF snapshot resource.

1

PATCH ...funf_snapshotsf{vnfSnapshotinfold}
WnfSnapshotinfoModificationRequest)

WINFEM

3200 OK {VnfSnapshotinfoModifications)

Modification of information
is performed to the

WMNF snapshot

resource

Postcondition: Individual WNF snapshot information has been modified. %

NFWVO

WINFEM

Figure 5.3.16-1: Flow of modify VNF snapshot resource information

The procedure consists of the following steps asillustrated in figure 5.3.16-1:

1) TheNFVO sendsaPATCH request to the "Individual VNF snapshot" resource and includesin the message
content a data structure of type "V nf Snapshotl nfoM odificationRequest”.

2) TheVNFM performs the modification of information to the VNF snapshot resource.

3) TheVNFM returnsa"200 OK" response and includesin the message content a data structure of type
"V nf SnapshotinfoModifications" to indicate the completion of the operation and the performed changes.

Postcondition: Upon successful completion, the information of the VNF snapshot resource is updated.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.17 Flow of fetching the VNF state snapshot content

This clause describes a sequence for fetching the VNF state snapshot content.
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NFYVO WNFEM

I I
‘ Precondition: The WNF snapshot has been created by the WVNFM. Iﬁ
alt P [fetch the whole content of the VNF states snapshot]

i 1. GET ._fnf_snapshots/unfSnapshotinfold}fvnf_state_snapshot

Y

:J 2. 200 OK (WNF state snapshot file)

|
]
|
|
|
|
|
|
= |
|
|
|
|
|
|
|
|

[fe‘tl:h:the VHF state snapshot file using partial download]
' 3. GET .../unf_snapshotsfvnfSnapshotinfoldlvnf_state_snapshot (Range: bytes=xux-yyy) _

4 206 Partial Content (Content-Range: bytes=xxx-yyy/zzz,
_ Partial content of the VNF state snapshot file)

™ 1
! !
I I

NFYVO WNFEM

Figure 5.3.17-1: Flow of fetching the VNF state snapshot content

Precondition: The VNF snapshot has been created by the VNFM.
Fetching the VNF state snapshot content, asillustrated in figure 5.3.17-1, consists of the following steps:

1) If fetching the whole content of the VNF state snapshot, the NFVO sends a GET reguest to the "VNF state
snapshot" resource.

2) TheVNFM returnsa"200 OK" response and includes a copy of the VNF state snapshot content in the
message content.

3)  If fetching the content of the VNF state snapshot using partial download, the NFVO sends a GET request to
the "VNF state snapshot” resource and includes a "Range" HTTP header indicating the partition of the file that
needs to be transferred.

4) TheVNFM returnsa"206 Partial Content" response with a message content containing the portion of the file
with the VNF state snapshot content, and a " Content-Range" HT TP header indicating the byte range enclosed
in the message content and the compl ete length of the file.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.18 Flow of the deletion of a VNF snapshot resource

This clause describes the procedure for the deletion of a VNF snapshot resource.

NFYVO WNFEM

! 1 DELETE .. funf_snapshots/{vnfSnapshotinfold}

|
|

.

-

! 2 Deletes individual WNF
1~ snapshot resource

3204 No Content I

Postcondition: Individual WNF snapshot resource removed. Iﬁ

NFWVO WINFEM

Figure 5.3.18-1: Flow of the deletion of a VNF snapshot resource
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The procedure consists of the following steps asillustrated in figure 5.3.18-1:
1) NFVO sendsaDELETE request to the "Individual VNF snapshot" resource.
2) TheVNFM deletes the VNF snapshot resource and the associated VNF snapshot.
3) TheVNFM returnsa"204 No Content" response with an empty message content.

Postcondition: The resource representing the VNF snapshot has been removed from the list of VNF snapshot
resources, and the VNF snapshot has been del eted.

Error handling: In case of failure, appropriate error information is provided in the response.

5.4 Resources

541 Introduction

54.1.1 Overview

This clause defines all the resources and methods provided by the VNF lifecycle management interface.

5.4.1.2 Task resources that trigger VNF LCM operations

A number of resources are defined as task resourcesto trigger VNF LCM operations that are potentially long-running
(e.g. Instantiate VNF, Scale VNF). To represent each occurrence of such aVNF LCM operation, an "Individual VNF
LCM operation occurrence" resource is created as defined in clause 5.4.13.

When successfully executing the POST method on atask resource that triggers aVNF LCM operation, asynchronous
processing of the request is started, which shall include the following:

1) Beforereturning the "202 Accepted” response to the POST method, anew "Individual VNF LCM operation
occurrence" resource as defined in clause 5.4.13 shall be created, which represents the underlying VNF LCM
operation occurrence that is executed by the VNFM. The VNFM shall set the "operationState” in the
representation of the "Individual VNF LCM operation occurrence” resource to "STARTING".

2) Notifications of type "V nfLcmOperationOccurrenceNotification” shall be triggered as part of executing the
underlying VNF LCM operation occurrence as defined in clauses 5.5.2.17 and 5.6.2.

3) If the VNFM has successfully completed the underlying VNF LCM operation occurrence:

a) It shall update the representation of the "Individual VNF instance” resource which has been changed by
the LCM operation to reflect the result of the operation. For individual operations, specific additional
conditions can be specified in the following clauses, if applicable.

b) It shal set the "operationState" attribute in the representation of the aforementioned "Individual VNF
LCM operation occurrence” resource to the value "COMPLETED" and shall reflect the changes
performed during the LCM operation in the representation of that resource.

¢) Toindicate success, the VNFM shall send a notification of type
"V nfLcmOperation-Occurrence-Notification" with the "operationState” attribute set to "COMPLETED"
as defined in clause 5.6.2.

4)  If executing the underlying VNF LCM operation occurrence by the VNFM hasfailed in the "STARTING"
phase, the VNFM shall send a notification of type "V nfLcmOperation-Occurrence-Notification" with the
"operationState" attribute set to "ROLLED_BACK" as defined in clause 5.6.2. It shall also set the
"operationState" attribute in the representation of the aforementioned "Individual VNF LCM operation
occurrence” resource to the value "ROLLED_BACK".
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If executing the underlying VNF LCM operation occurrence by the VNFM has failed with no option to

recover, the VNFM shall send a notification of type "V nfLcmOperation-Occurrence-Notification" with the
"operationState" attribute set to "FAILED" as defined in clause 5.6.2. It shall also set the "operationState”
attribute in the representation of the aforementioned "Individual VNF LCM operation occurrence” resource to
thevalue "FAILED", and shall reflect, at its best knowledge, the changes performed during the LCM operation
in the representation of that resource.

6)

If executing the underlying VNF LCM operation occurrence by the VNFM has failed temporarily, the VNFM

shall send a notification of type "V nfLcmOperation-Occurrence-Notification” with the " operationState”
attribute set to "FAILED_TEMP" as defined in clause 5.6.2. It shall also set the " operationState” attributein
the representation of the aforementioned "Individual VNF LCM operation occurrence" resource to the value
"FAILED_TEMP", and shall reflect, at its best knowledge, the changes performed so far during the LCM
operation in the representation of that resource.

The preconditions and postconditions for a successful execution of each of the VNF lifecycle management operations
triggered by the corresponding task resources shall be as defined in table 5.4.1.2-1.

Table 5.4.1.2-1: Preconditions, postconditions and parameterization of

the flow for different VNF lifecycle management operations

and "Individual VNF
shapshot" resource is
available

Operation Precondition Task RequestStructure Postcondition
Instantiate  |VNF instance created |instantiate InstantiateVnfRequest VNF instance in
VNF and in INSTANTIATED state
NOT_INSTANTIATED
state
Scale VNF |VNF instance in scale ScaleVnfRequest VNF instance still in
INSTANTIATED state INSTANTIATED state
and VNF has been
scaled
Scale VNF |VNF instance in scale_to_level ScaleVnfToLevel VNF instance still in
to Level INSTANTIATED state Request INSTANTIATED state
and VNF has been
scaled
Change VNF instance in change_flavour ChangeVnfFlavour VNF instance still in
VNF flavour [INSTANTIATED state Request INSTANTIATED state
and VNF deployment
flavour changed
Operate VNF instance in operate OperateVnfRequest VNF instance still in
VNF INSTANTIATED state INSTANTIATED state
and VNF operational
state changed
Heal VNF |VNF instance in heal HealVnfRequest VNF instance still in
INSTANTIATED state INSTANTIATED state
Change VNF instance in change_ext_conn [ChangeExtVnfConnectivityRequest |VNF instance still in
external INSTANTIATED state INSTANTIATED state
VNF and external
connectivity connectivity of the
VNEF is changed
Change VNF instance in change_vnfpkg ChangeCurrentVnfPkgRequest VNF instance still in
current INSTANTIATED state INSTANTIATED state
VNF and is now based on
package another VNF package
Select VNF |VNF instance in select_depl_mods |SelectVnfDeployableModulesRequ |VNF instance still in
deployable [INSTANTIATED state est INSTANTIATED state
modules and VNFCs are
instantiated according
to the selected
deployable modules.
Create VNF |VNF instance in create_snapshot CreateVnfSnapshotRequest VNF instance still in
snapshot INSTANTIATED state INSTANTIATED state

and a VNF snapshot
has been created
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Operation Precondition Task RequestStructure Postcondition
Revert to VNF instance in revert_to_snapshot |RevertToVnfSnapshotRequest VNF instance still in
VNF INSTANTIATED state INSTANTIATED state
snapshot and VNF has been

reverted to the
shapshot status.

Terminate  |VNF instance in terminate TerminateVnfRequest VNF instance in
VNF INSTANTIATED state NOT_INSTANTIATED
state

5.4.1a Resource: API versions

The"API versions' resources as defined in clause 9.3.3 of ETSI GS NFV-SOL 013 [8] are part of the VNF lifecycle
management interface.

542 Resource: VNF instances

5421 Description

This resource represents VNF instances. The APl consumer can use this resource to create "Individual VNF instance”
resources, and to query VNF instances.

5.4.2.2 Resource definition
The resource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_instances
This resource shall support the resource URI variables defined in table 5.4.2.2-1.

Table 5.4.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
5.4.2.3 Resource methods
5.4.2.3.1 POST

The POST method creates a new VNF instance resource based on a VNF package that is onboarded and in
"ENABLED" state.

This method shall follow the provisions specified in tables 5.4.2.3.1-1 and 5.4.2.3.1-2 for URI query parameters, request
and response data structures, and response codes.

Astheresult of successfully executing this method, anew "Individual VNF instance" resource as defined in clause 5.4.3
shall have been created, and the value of the "instantiationState" attribute in the representation of that resource shall be
"NOT_INSTANTIATED". A notification of type VnfldentifierCreationNotification shall be triggered as part of
successfully executing this method as defined in clause 5.5.2.18.

When initiating the creation of a VNF instance resource, the passed metadata val ues can differ from the default values
for metadata, if any, declared in the VNFD.

ETSI



74

ETSI GS NFV-SOL 003 V5.4.1 (2026-04)

The VNFM shall apply the "metadata” attributes in the " CreateV nfReguest” data structure in the message content to the
"metadata" attribute in the "V nflnstance" data structure on top of the default values that were obtained from the VNFD
according to the rules of JISON Merge Patch (see IETF RFC 7396 [5]). For all metadata keys defined in the VNFD, the
VNFM shall ensure that the content of the resulting "metadata’ attributesis valid against the data type definitionsin the
VNFD. The absence of a metadataitem that is marked "required" in the VNFD shall not be treated as an error. In case a
"metadata’ child attribute is not defined in the VNFD, the VNFM shall consider it valid in case it isavalid JISON

structure.

In case of an error, the operation shall be rejected with a 422 Unprocessable Content" error.

Table 5.4.2.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Table 5.4.2.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

CreateVnfRequest

1

The VNF creation parameters, as defined in clause 5.5.2.3

Response
body

Data type

Cardinality

Response
Codes

Description

Vnflnstance

1

201 Created

Shall be returned when a new "Individual VNF
instance" resource and the associated VNF instance
identifier has been created successfully.

The response body shall contain a representation of
the created VNF instance, as defined in
clause 5.5.2.2.

The HTTP response shall include a "Location" HTTP
header that contains the resource URI of the created
VNF instance.

ProblemDetails

422
Unprocessable
Content

Shall be returned upon the following error: The
content type of the message content is supported
and the message content of a request contains
syntactically correct data but the data cannot be
processed.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [8],
including rules for the presence of the response
body.

Specifically in case of this resource, the response
code 422 shall also be returned if the VNF package
referenced by the "vnfdld" attribute in the
"CreateVnfRequest" structure is not in the
"ENABLED" state or does not exist. In this case, the
"detail" attribute in the "ProblemDetails" structure
shall convey more information about the error.

ProblemDetails

See
clause 6.4 of

(8]

AxXX/5XX

In addition to the response codes defined above, any
common error response code as defined in

clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.

5.4.2.3.2

GET

The GET method queries information about multiple VNF instances.

This method shall follow the provisions specified in tables 5.4.2.3.2-1 and 5.4.2.3.2-2 for URI query parameters, request
and response data structures, and response codes.
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URI query parameters supported by the GET method on this resource

Name Cardinality

Description

filter 0..1

Attribute-based filtering expression according to clause 5.2 of ETSI

GS NFV-SOL 013 [8].

The VNFM shall support receiving this parameter as part of the URI query string. The
NFVO may supply this parameter.

All attribute names that appear in the Vnflnstance and in data types referenced from it
shall be supported by the VNFM in the filter expression.

all_fields 0.1

Include all complex attributes in the response. See clause 5.3 of ETSI
GS NFV-SOL 013 [8] for details. The VNFM shall support this parameter.

fields 0..1

Complex attributes to be included into the response. See clause 5.3 of ETSI
GS NFV-SOL 013 [8] for details. The VNFM should support this parameter.

exclude_fields |0..1

Complex attributes to be excluded from the response. See clause 5.3 of ETSI
GS NFV-SOL 013 [8] for details. The VNFM should support this parameter.

exclude_default |0..1

Indicates to exclude the following complex attributes from the response. See clause 5.3
of ETSI GS NFV-SOL 013 [8] for details. The VNFM shall support this parameter.

The following attributes shall be excluded from the Vnflnstance structure in the
response body if this parameter is provided, or none of the parameters "all_fields",
"fields", "exclude_fields", "exclude_default" are provided:

vnfConfigurableProperties

vimConnectionInfo

instantiatedVnfinfo

metadata

extensions

nextpage_opaq |(0..1
ue_marker

Marker to obtain the next page of a paged response. Shall be supported by the VNFM
if the VNFM supports alternative 2 (paging) according to clause 5.4.2.1 of ETSI
GS NFV-SOL 013 [8] for this resource.

Table 5.4.2.3.2-2: Details of the GET request/response on this resource

Request Data type

Cardinality Description

body n/a

Data type

Response

Cardinality Codes

Description

Vnflnstance

Response
body

0..N 200 OK Shall be returned when information about zero or
more VNF instances has been queried successfully.

The response body shall contain in an array the
representations of zero or more VNF instances, as
defined in clause 5.5.2.2.

If the "filter" URI parameter or one of the "all_fields",
"fields" (if supported), "exclude_fields" (if supported)
or "exclude_default” URI parameters was supplied in
the request, the data in the response body shall have
been transformed according to the rules specified in
clauses 5.2.2 and 5.3.2 of ETSI

GS NFV-SOL 013 [8], respectively.

If the VNFM supports alternative 2 (paging)
according to clause 5.4.2.1 of ETSI

GS NFV-SOL 013 [8] for this resource, inclusion of
the Link HTTP header in this response shall follow
the provisions in clause 5.4.2.3 of ETSI

GS NFV-SOL 013 [8].

ProblemDetails

1 400 Bad Shall be returned upon the following error: Invalid
Request attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.
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Response
body

Data type

Cardinality

Response
Codes

Description

ProblemDetails

1

400 Bad
Request

Shall be returned upon the following error: Invalid
attribute selector.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Response
too big.

If the VNFM supports alternative 1 (error) according
to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [8] for
this resource, this error response shall follow the
provisions in clause 5.4.2.2 of ETSI

GS NFV-SOL 013 [8].

ProblemDetails

See
clause 6.4
of [8]

AXX/5XX

In addition to the response codes defined above, any
common error response code as defined in

clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.

5.4.2.3.3

PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

54.2.34

PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.2.35

DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.3

5431

Resource: Individual VNF instance

Description

Thisresource represents an individual VNF instance. The API consumer can use this resource to modify and delete the
underlying VNF instance, and to read information about the VNF instance.

5.4.3.2

Resource definition

The resource URI is:

{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_instances/{vnflnstancel d}

The base resource URI variables for this resource are defined in table 5.4.3.2-1.

Table 5.4.3.2-1: Resource URI variables for this resource

Name

Definition

apiRoot

See clause 4.1 of ETSI GS NFV-SOL 013 [8].

apiMajorVersion

See clause 5.1a.

vnflnstanceld

Identifier of the VNF instance. See note.

NOTE:

This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.
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5.43.3 Resource methods

54331 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.3.3.2 GET
The GET method retrievesinformation about a VNF instance by reading an "Individual VNF instance" resource.

This method shall follow the provisions specified in tables 5.4.3.3.2-1 and 5.4.3.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 5.4.3.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported

Table 5.4.3.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Arme{F Response o
Data type Cardinality codes Description
Vnflnstance 1 200 OK Shall be returned when information about an

individual VNF instance has been read successfully.

Reggg;se The response body shall contain a representation of
the VNF instance, as defined in clause 5.5.2.2.
ProblemDetails See AXXI5XX In addition to the response codes defined above,
clause 6.4 of any common error response code as defined in
[8] clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.
5.4.3.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.3.34 PATCH

This method modifies an "Individual VNF instance" resource.

Changes to the VNF configurable properties are applied to the configuration in the VNF instance and are reflected in
the representation of this resource. Other changes are applied to the VNF instance information managed by the VNFM
and are reflected in the representation of this resource.

This method shall follow the provisions specified in tables 5.4.3.3.4-1 and 5.4.3.3.4-2 for URI query parameters, request
and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

The VNFM shall apply the "metadata’, "extensions' and "vnfConfigurableProperties’ attributesin the

"V nfInfoM odificationRequest” data structure in the message content to the existing "metadata’, "extensions' and
"vnfConfigurableProperties’ attributes from the "V nflnstance" data structure according to the rules of JSON Merge
Patch (see IETF RFC 7396 [5]).

The VNFM shall ensure that the content of the child attributes of the resulting "metadata’, "extensions" and
"vnfConfigurableProperties" attributesis valid against the data type definitions of these child attributesin the VNFD.
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In case a"metadata" child attribute is not defined in the VNFD, the VNFM shall consider it valid in caseit isa valid
JSON structure.

NOTE 1. "Extensions' and "vnfConfigurableProperties’ child attributes are always declared in the VNFD.

If the VNF instanceisin the "INSTANTIATED" state, the validation shall also include ensuring the presence of all
"extensions' and "vnfConfigurableProperties' child attributes that are marked as "required” in the VNFD.

NOTE 2: Thisallowsto build the set of "extensions" and "vnfConfigurableProperties' incrementally prior VNF
instantiation but ensures their completeness for an instantiated V NF instance.

The absence of a metadataitem that is marked "required” in the VNFD shall not be treated as an error.

In case of an error during validation, the operation shall be automatically rolled back, and appropriate error information
shall be provided in the "V nfL.cmOperationOccurrenceNotification" message and the "VnfLcmOpOcc" data structure.
The processing of changes to the "metadata’ /" extensions'/"vnfConfigurableProperties” attributes shall be performed in
the "PROCESSING" phase of the LCM operation. The change shall be atomic, i.e. the result of intermediate stages shall
not be visiblein the API. In case of successful completion of the processing and validation, the attributes shall be
provided in the "V nflnstance" data structure and the operation shall proceed towards successful completion.

Table 5.4.3.3.4-1: URI query parameters supported by the PATCH method on this resource

Name Cardinality Description
none supported

Table 5.4.3.3.4-2: Details of the PATCH request/response on this resource

Data type Cardinality Description
VnflnfoModificationRe |1 Parameters for the VNF modification, as defined in
Request |quest clause 5.5.2.12.
body
The Content-Type header shall be set to "application/merge-
patch+json" according to IETF RFC 7396 [5].
Data type Cardinality Reé:sopdoensse Description
n/a 202 Shall be returned when the request has been
Accepted accepted for processing.
On success, the HTTP response shall include a
"Location" HTTP header that contains the URI of
the newly-created "Individual VNF LCM operation
occurrence" resource corresponding to the
operation.
Resgg;se The response body shall be empty.

ProblemDetails 1 409 Conflict |Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the "Individual VNF
instance" resource.

Typically, this is due to the fact that another LCM
operation is ongoing.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.
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Data type

Cardinality

Codes

Response

Description

Response
body

ProblemDetails

0.1

412

failed

Precondition

Shall be returned upon the following error: A
precondition given in an HTTP request header is
not fulfilled.

Typically, this is due to an ETag mismatch,
indicating that the resource was modified by
another entity.

The response body should contain a
ProblemDetails structure, in which the "detail"
attribute should convey more information about the
error.

ProblemDetails

See

(8l

clause 6.4 of

AxX/5%X

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.

5.4.3.35

DELETE

This method deletes an "Individual VNF instance" resource.

This method shall follow the provisions specified in tables 5.4.3.3.5-1 and 5.4.3.3.5-2 for URI query parameters, request

and response data structures, and response codes.

Astheresult of successfully executing this method, the "Individual VNF instance" resource shall not exist any longer.
A notification of type "V nfldentifierDeletionNatification" shall be triggered as part of successfully executing this
method as defined in clause 5.5.2.19.

Table 5.4.3.3.5-1: URI query parameters supported by the DELETE method on this resource

Name

Cardinality

Description

none supported

Table 5.4.3.3.5-2: Details of the DELETE request/response on this resource

Request

Data type

Cardinality

Description

body

n/a

Data type

Cardinality

Response
Codes

Description

n/a

204 No
Content

Shall be returned when the "Individual VNF instance"
resource and the associated VNF identifier were
deleted successfully.

The response body shall be empty.

Response
body

ProblemDetails

409 Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that the "Individual
VNF instance" resource is in INSTANTIATED state.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See
clause 6.4 of

[8]

AXX/5XX

In addition to the response codes defined above, any
common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [8] may be returned.
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544 Resource: Instantiate VNF task

5441 Description

This task resource represents the "Instantiate VNF" operation. The APl consumer can use this resource to instantiate a
VNF instance.

5.4.4.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajor Version}/vnf_instances/{vnfl nstancel d}/instantiate

This resource shall support the resource URI variables defined in table 5.4.4.2-1.

Table 5.4.4.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vnflnstanceld The identifier of the VNF instance to be instantiated. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

5443 Resource methods

54431 POST
The POST method instantiates a VNF instance.

This method shall follow the provisions specified in tables 5.4.4.3.1-1 and 5.4.4.3.1-2 for URI query parameters, request
and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall set the
"instantiationState" attribute to the value "INSTANTIATED" and the "vnfState" attribute to the value "STARTED" in
the representation of the "Individual VNF instance" resource.

When instantiating a VNF instance, the values of the extensions and/or VNF configurable properties passed in the
instantiation request can differ from the values in the "Vnflnstance" data structure that were initialized from default
values, if any, declared in the VNFD.

The VNFM shall apply the "extensions' and "vnfConfigurableProperties' attributesin the "InstantiateV nfRequest” data
structure in the message content to the existing "extensions” and "vnfConfigurableProperties' attributes from the
"Vnflnstance" data structure according to the rules of JSON Merge Patch (see IETF RFC 7396 [5]). The VNFM shall
ensure that the content of the resulting "extensions" and "vnf ConfigurableProperties® attributesis valid against the
VNFD (including the presence of al child attributes that are marked as "required” in the VNFD). In case of an error
during validation, the operation shall be automatically rolled back, and appropriate error information shall be provided
in the "V nfLcmOperationOccurrenceNotification” message and the "VnfLcmOpOcc" data structure. The processing of
changes to the "extensions'/"vnfConfigurableProperties” attributes shall be performed in the "STARTING" phase of the
LCM operation. The change shall be atomic, i.e. the result of intermediate stages shall not be visiblein the API. In case
of successful completion of the processing and validation, the attributes shall be provided in the "V nflnstance” data
structure and the operation shall proceed to obtain the grant.

Table 5.4.4.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.4.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description

Request -
body InstantiateVnfRequest

[

Parameters for the VNF instantiation, as defined in
clause 5.5.2.4.

Response

Data type Cardinality Codes

Description

n/a 202 Shall be returned when the request has been
Accepted accepted for processing.

The response body shall be empty.

The HTTP response shall include a "Location”
HTTP header that contains the URI of the newly-
created "Individual VNF LCM operation
occurrence" resource corresponding to the
operation.

ProblemDetails 1 409 Conflict |Shall be returned upon the following error: The
Response operation cannot be executed currently, due to a
body conflict with the state of the resource.

Typically, this is due to the fact that the "Individual
VNF instance" resource is in INSTANTIATED state,
or that a required (see note) child attribute of the
"extensions" attribute has not been set.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See AXX/5XX In addition to the response codes defined above,
clause 6.4 of any common error response code as defined in
[8] clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.

NOTE: Required attributes are marked as "required" in the VNFD.

5.4.4.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.4.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

54.434 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.435 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

545 Resource: Scale VNF task

5451 Description

Thistask resource represents the "Scale VNF" operation. The API consumer can use this resource to request scaling a
VNF instance.
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It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF.

See clause B.2 for an explanation of VNF scaling.

5.45.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajor Ver sion}/vnf_instances/{vnflnstancel d}/scale

This resource shall support the resource URI variables defined in table 5.4.5.2-1.

Table 5.4.5.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance to be scaled. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

5.45.3 Resource methods

5.45.3.1 POST
The POST method requests to scale a VNF instance resource incrementally.

This method shall follow the provisions specified in tables 5.4.5.3.1-1 and 5.4.5.3.1-2 for URI query parameters, request
and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall reflect
the result of scaling the VNF instance by updating the "scaleStatus" attribute in the representation of the "Individual
VNF instance" resource.

Table 5.4.5.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 5.4.5.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
bq ScaleVnfRequest |1 Parameters for the scale VNF operation, as defined in
ody
clause 5.5.2.5.
L Response .
Data type Cardinality Codes Description
n/a 202 Shall be returned when the request has been
Accepted accepted for processing.
Response
bgdy The response body shall be empty.
The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"Individual VNF LCM operation occurrence" resource
corresponding to the operation.
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Response

Codes
ProblemDetails 0.1 404 Not Shall be returned upon the following error: The API
Found producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

Data type Cardinality Description

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [8],
including rules for the presence of the response body.

Specifically in case of this task resource, the
response code 404 shall also be returned if the task
is not supported for the VNF instance represented by
the parent resource, which means that the task
resource consequently does not exist.

In this case, the response body shall be present, and

Response shall contain a ProblemDetails structure, in which the
body "detail" attribute shall convey more information about

the error.

ProblemDetails 1 409 Conflict |Shall be returned upon the following error: The

operation cannot be executed currently, due to a

conflict with the state of the resource.

Typically, this is due to the fact that the "Individual
VNF instance” resource is in NOT_INSTANTIATED
state, that another lifecycle management operation is
ongoing, or that a required (see note) child attribute
of the "extensions" attribute has not been set.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See clause 6.4 |4xx/5xx In addition to the response codes defined above, any
of [8] common error response code as defined in

clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.

NOTE: Required attributes are marked as "required" in the VNFD.

54532 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.5.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

54534 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.5.35 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].
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546 Resource: Scale VNF to Level task

5.46.1 Description

This task resource represents the "Scale VNF to Level” operation. The API consumer can use this resource to request
scaling of aVNF instance to atarget level.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF.

This operation a so enables a consumer to request scaling an instantiated VNF of a particular deployment flavour to a
power profile for the VNF instance. This can be done either by referring to a defined instantiation level or list of scale
levels defined in the VNFD (see above) that have an associated power profile or to a specified power profilein the
VNFD. With this operation, the power management component of the VNFM selects the power state for the VNF and
controls the VNF to switch to the selected power state.

See clause B.2 for an explanation of VNF scaling.

5.4.6.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_instances/{vnflnstancel d}/scale to_level

This resource shall support the resource URI variables defined in table 5.4.6.2-1.

Table 5.4.6.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance to be scaled to a target level. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

5.4.6.3 Resource methods

5.4.6.3.1 POST
The POST method requests to scale a VNF instance resource to atarget level.

This method shall follow the provisions specified in tables 5.4.6.3.1-1 and 5.4.6.3.1-2 for URI query parameters, request
and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall reflect
the result of scaling the VNF instance by updating the "scaleStatus" attribute in the representation of the "Individual
VNF instance" resource.

Table 5.4.6.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.6.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

ScaleVnfToLevelReque
st

1

Parameters for the scale VNF to Level operation, as defined in

clause 5.5.2.6.

Response

body

Data type

Cardinality

Response
Codes

Description

n/a

202
Accepted

Shall be returned when the request has been
accepted for processing.

The response body shall be empty.

The HTTP response shall include a "Location"
HTTP header that contains the URI of the
newly-created "Individual VNF LCM operation
occurrence" resource corresponding to the
operation.

ProblemDetails

0.1

404 Not
Found

Shall be returned upon the following error: The API
producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI

GS NFV-SOL 013 [8], including rules for the
presence of the response body.

Specifically in case of this task resource, the
response code 404 shall also be returned if the task
is not supported for the VNF instance represented
by the parent resource, which means that the task
resource consequently does not exist.

In this case, the response body shall be present,
and shall contain a ProblemDetails structure, in
which the "detail" attribute shall convey more
information about the error.

ProblemDetails

409 Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that the VNF
instance resource is in NOT_INSTANTIATED state,
that another lifecycle management operation is
ongoing, or that a required (see note) child attribute
of the "extensions" attribute has not been set.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See
clause 6.4 of

(8]

AXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.

NOTE:

Required attributes are marked as "required” in the VNFD.

5.4.6.3.2

GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.6.3.3

PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].
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54.6.34 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.6.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.7 Resource: Change VNF Flavour task

54.7.1 Description

This task resource represents the " Change VNF Flavour" operation. The API consumer can use this resource to change
the deployment flavour for a VNF instance.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF. This operation may be service-disruptive.

5.4.7.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajor Ver sion}/vnf_instances/{vnfl nstancel d}/change flavour

This resource shall support the resource URI variables defined in table 5.4.7.2-1.

Table 5.4.7.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
The identifier of the VNF instance of which the deployment flavour is requested to be changed.
vnflnstanceld See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

547.3 Resource methods

54.7.3.1 POST
The POST method changes the deployment flavour of a VNF instance.

This method shall follow the provisions specified in tables 5.4.7.3.1-1 and 5.4.7.3.1-2 for URI query parameters, request
and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall set the
"flavourld" attribute in the representation of the "Individual VNF instance" resource to the value of the "newFlavourld”
attribute passed in the " ChangeV nfFlavourRequest” datain the POST request.

When initiating a change of the current VNF flavour, the values of the extensions and/or VNF configurable properties,
can differ between the new flavour and the old flavour of the VNF instance.
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The VNFM shall apply the "extensions" and "vnfConfigurableProperties' attributes in the " ChangeV nfFlavourRequest”
data structure in the message content to the existing "extensions' and "vnfConfigurableProperties* attributes from the
"Vnflnstance" data structure according to the rules of JSON Merge Patch (see IETF RFC 7396 [5]). The VNFM shall
ensure that the content of the resulting "extensions’ and "vnf ConfigurableProperties’ attributesis valid against the
VNFD (which includes ensuring the presence of all child attributes that are marked as "reguired” in the VNFD). In case
of an error, the operation shall be automatically rolled back, and appropriate error information shall be provided in the
"V nfLcmOperationOccurrenceNatification” message and the "V nfLcmOpOcc" data structure. The processing of
changes to the "extensions'/"vnfConfigurableProperties” attributes shall be performed in the "STARTING" phase of the
LCM operation. The change shall be atomic, i.e. the result of intermediate stages shall not be visible in the API. In case
of successful completion of the processing and validation, the attributes shall be provided in the "VnfInstance" data
structure and the operation shall proceed to obtain the grant.

Table 5.4.7.3.1-1: URI query parameters supported by the POST method on this resource

Name
none supported

Cardinality Description

Table 5.4.7.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body ChangeVnfFlavourReque |1 Parameters for the Change VNF Flavour operation, as defined in
st clause 5.5.2.7.
Data type Cardinality Regsopdoensse Description
n/a 202 Shall be returned when the request has been
Accepted accepted for processing.
The response body shall be empty.
The HTTP response shall include a "Location"
HTTP header that contains the URI of the
newly-created "Individual VNF LCM operation
occurrence" resource corresponding to the
operation.
ProblemDetails 0.1 404 Not Shall be returned upon the following error: The API
Found producer did not find a current representation for the
target resource or is not willing to disclose that one
Response exists.
body

The general cause for this error and its handling is
specified in clause 6.4 of ETSI

GS NFV-SOL 013 [8], including rules for the
presence of the response body.

Specifically in case of this task resource, the
response code 404 shall also be returned if the task
is not supported for the VNF instance represented
by the parent resource, which means that the task
resource consequently does not exist.

In this case, the response body shall be present,
and shall contain a ProblemDetails structure, in
which the "detail" attribute shall convey more
information about the error.
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Data type Cardinality

Response
Codes

Description

ProblemDetails 1

Response
body

409 Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that the "Individual
VNF instance" resource is in NOT_INSTANTIATED
state, that another lifecycle management operation
is ongoing, or that a required (see note) child
attribute of the "extensions" attribute has not been
set.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

See
clause 6.4
of [8]

ProblemDetails

AxXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [8] may be

returned.

NOTE: Required attributes are marked as "required" in the VNFD.

5.4.7.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.7.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

54.7.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.7.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

548 Resource: Terminate VNF task

5.4.8.1 Description

Thistask resource represents the "Terminate VNF" operation. The APl consumer can use this resource to terminate a
VNF instance.

5.4.8.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajor Version}/vnf_instances/{vnfl nstancel d}/ter minate

This resource shall support the resource URI variables defined in table 5.4.8.2-1.
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Table 5.4.8.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vnflnstanceld The identifier of the VNF instance to be terminated. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

5.48.3 Resource methods

5.4.8.3.1 POST

The POST method triggers the VNFM to terminate aVNF instance and to request to the VIM the release of its used
virtualised resources.

This method shall follow the provisions specified in tables 5.4.8.3.1-1 and 5.4.8.3.1-2 for URI query parameters, request
and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall set the
"instantiationState" attribute in the representation of the "Individual VNF instance” resource to the value
"NOT_INSTANTIATED".

Table 5.4.8.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 5.4.8.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body TerminateVnfRequest (1 Parameters for the VNF termination, as defined in clause 5.5.2.8.
Data type Cardinality R%sopdoensse Description
n/a 202 Shall be returned when the request has been
Accepted accepted for processing.
The response body shall be empty.
The HTTP response shall include a "Location"
HTTP header that contains the URI of the newly-
created "Individual VNF LCM operation
occurrence" resource corresponding to the
operation.
Response |ProblemDetails 1 409 Conflict |Shall be returned upon the following error: The
body operation cannot be executed currently, due to a

conflict with the state of the resource.

Typically, this is due to the fact that the "Individual
VNF instance" resource is in NOT_INSTANTIATED
state, that another lifecycle management operation
is ongoing, or that a required (see note) child
attribute of the "extensions" attribute has not been
set.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
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ProblemDetails See AXX/5XX In addition to the response codes defined above,
clause 6.4 of any common error response code as defined in
[8] clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.
NOTE:  Required attributes are marked as "required" in the VNFD.

5.4.8.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.8.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.8.34 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.8.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5409 Resource: Heal VNF task

5.49.1 Description

Thistask resource represents the "Heal VNF" operation. The APl consumer can use this resource to request healing a
VNF instance.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF.

5.4.9.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_instances/{vnflnstancel d}/heal

This resource shall support the resource URI variables defined in table 5.4.9.2-1.

Table 5.4.9.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance to be healed. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.
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5.49.3 Resource methods

5.4.9.3.1 POST
The POST method requests to heal a VNF instance.

This method shall follow the provisions specified in tables 5.4.9.3.1-1 and 5.4.9.3.1-2 for URI query parameters, request
and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

Table 5.4.9.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 5.4.9.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description

bod HealVnfRequest 1 Parameters for the Heal VNF operation, as defined in

y
clause 5.5.2.9.
Response
Codes

n/a 202 Shall be returned when the request has been
Accepted accepted for processing, but the processing has not
been completed.

Data type Cardinality Description

The response body shall be empty.

The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"Individual VNF LCM operation occurrence" resource
corresponding to the operation.

ProblemDetails 0.1 404 Not Shall be returned upon the following error: The API
Found producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [8],
including rules for the presence of the response body.

Response Specifically in case of this task resource, the

body response code 404 shall also be returned if the task
is not supported for the VNF instance represented by
the parent resource, which means that the task
resource consequently does not exist.

In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.

ProblemDetails 1 409 Conflict |Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that the "Individual
VNF instance" resource is in NOT_INSTANTIATED
state, that another lifecycle management operation is
ongoing, or that a required (see note) child attribute
of the "extensions" attribute has not been set.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
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ProblemDetails See AXX/5xx In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in
[8] clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.
NOTE:  Required attributes are marked as "required" in the VNFD.

5.4.9.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.9.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.9.34 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.9.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.10 Resource: Operate VNF task

5.4.10.1 Description

This task resource represents the "Operate VNF" operation. The API consumer can use this resource to operate a VNF
instance.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF.

The "Operate VNF" operation enables requesting to change the operational state of a VNF instance, including starting
and stopping the VNF instance.

NOTE 1. These operations are complementary to instantiating and terminating a VNF.

NOTE 2: Inthe present document, only starting and stopping the VNF instances i s supported. Extension of this
operation to support other VNF state changes is left for future specification.

A VNF instance can be in the following states:
STARTED: the VNF instance is up and running.
STOPPED: the VNF instance has been shut down, i.e. all its VNFC instances have been stopped.

In the state STOPPED, the virtualisation containers, where the VNFC instances of the VNF run, are shut down but not
deleted. In addition, if the workflow requires a graceful stop, as part of this process the VNFM (API producer) will
interact with VNF/EM to gracefully stop the VNF application. Once aVNF isinstantiated, i.e. al instantiation steps
have been completed, the VNF instance isin the state STARTED.
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5.4.10.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajor Version}/vnf_instances/{vnflnstancel d}/operate

This resource shall support the resource URI variables defined in table 5.4.10.2-1.

Table 5.4.10.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance to be operated. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

5.4.10.3 Resource methods

5.4.10.3.1 POST
The POST method changes the operational state of a VNF instance.

This method shall follow the provisions specified in tables 5.4.10.3.1-1 and 5.4.10.3.1-2 for URI query parameters,
request and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall set the
"vnfState" attribute in the representation of the "Individual VNF instance” resource to the value of the "changeStateT 0"
attribute passed in the " OperateV nfRequest” datain the POST request.

Table 5.4.10.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 5.4.10.3.1-2: Details of the POST request/response on this resource

Reguest Data type Cardinality Description
bod OperateVnfRequest |1 Parameters for the Operate VNF operation, as defined in
y
clause 5.5.2.10.
Data type Cardinality Recsopdoensse Description
n/a 202 Shall be returned when the request has been
Accepted accepted for processing.
Response The response body shall be empty.
body
The HTTP response shall include a "Location”
HTTP header that contains the URI of the
newly-created "Individual VNF LCM operation
occurrence" resource corresponding to the
operation.
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Response

Data type Cardinality Codes

Description

ProblemDetails 0.1 404 Not Shall be returned upon the following error: The API
Found producer did not find a current representation for
the target resource or is not willing to disclose that
one exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI

GS NFV-SOL 013 [8], including rules for the
presence of the response body.

Specifically in case of this task resource, the
response code 404 shall also be returned if the
task is not supported for the VNF instance
represented by the parent resource, which means
that the task resource consequently does not exist.

In this case, the response body shall be present,
Response and shall contain a ProblemDetails structure, in
body which the "detail" attribute shall convey more

information about the error.

ProblemDetails 1 409 Conflict |Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that the VNF
instance resource is in NOT_INSTANTIATED
state, that another lifecycle management operation
is ongoing, or that a required (see note) child
attribute of the "extensions" attribute has not been
set.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See clause 6.4  [4xx/5xx In addition to the response codes defined above,
of [8] any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.

NOTE: Required attributes are marked as "required" in the VNFD.

5.4.10.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.10.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.10.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.10.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].
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5.4.11 Resource: Change external VNF connectivity task

54.11.1 Description

This task resource represents the "Change external VNF connectivity" operation. The API consumer can use this
resource to change the external connectivity of a VNF instance. The types of changes that this operation supports are:

. Disconnect external CPs that are connected to a particular external VL and connect them to a different external
VL.

. Disconnect and delete external CPs that are connected to a particular external VL and that represent subports
inatrunk, i.e. CP instances that are created from external CPDs that have trunk mode configured according to
clause 7.1.6.3in ETSI GS NFV-IFA 011 [10]. If the parent port is exposed as an external CP, the VNFM shall
ensure that the parent port is not deleted. If the parent port is exposed as an external CP and there are other
subports connected, the VNFM shall ensure that the parent port is not disconnected, unlessit is reconnected to
adifferent external VL in the same operation.

NOTE 1: Subports need not be used for containerized VNFCs. The application container can send and receive |P
packets with any VLAN tag as long as the network interface to connect to the secondary container cluster
network has been configured appropriately.

. Change the connectivity parameters of existing external CPs, including changing addresses.

. Create new CPsthat represent subportsin atrunk, i.e. CP instances that are created from external CPDs that
have trunk mode configured according to clause 7.1.6.3 in ETSI GS NFV-IFA 011 [10] and connect them to a
particular external VL. Creation of the parent port with this operation is not supported.

NOTE 2: Subports need not be used for containerized VNFCs. The application container can send and receive IP
packets with any VLAN tag as long as the network interface to connect to the secondary container cluster
network has been configured appropriately

NOTE 3: Depending on the capabilities of the underlying VIM resources, certain changes (e.g. modifying the IP
address assignment) might not be supported without deleting the resource and creating another one with
the modified configuration.

. Create new external CPs, which are not sub-ports of atrunk port, and connect them to an existing external VL.

. Disconnect and delete external CPs, which are not sub-ports of atrunk port, that are connected to a particular
external VL.

VNFs shall support this operation. This operation may be service-disruptive.

5.4.11.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajor Version}/vnf_instances/{vnflnstancel d}/change_ext_conn

Thisresource shall support the resource URI variables defined in table 5.4.11.2-1.

Table 5.4.11.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance of which the external connectivity is requested to be changed.
See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.
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This method shall follow the provisions specified in tables 5.4.11.3.1-1 and 5.4.11.3.1-2 for URI query parameters,

request and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

Table 5.4.11.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality

Description

none supported

Table 5.4.11.3.1-2: Details of the POST request/response on this resource

Data type

Cardinality

Description

Request

body ChangeExtVnfConnectivity

Request

1

Parameters for the Change external VNF connectivity
operation, as defined in clause 5.5.2.11.

Data type

Cardinality

Response
Codes

Description

n/a

202 Accepted

Shall be returned when the request has
been accepted for processing.

The response body shall be empty.

The HTTP response shall include a
"Location" HTTP header that contains the
URI of the newly-created "Individual VNF
LCM operation occurrence” resource
corresponding to the instantiation
operation.

ProblemDetails

Response
body

409 Conflict

Shall be returned upon the following error:
The operation cannot be executed
currently, due to a conflict with the state of
the resource.

Typically, this is due to the fact that
another lifecycle management operation is
ongoing, or that a required (see note) child
attribute of the "extensions" attribute has
not been set.

The response body shall contain a
ProblemDetails structure, in which the
"detail" attribute shall convey more
information about the error.

ProblemDetails

See
clause 6.4
of [8]

AxX/5%X

In addition to the response codes defined
above, any common error response code
as defined in clause 6.4 of ETSI

GS NFV-SOL 013 [8] may be returned.

NOTE:

Required attributes are marked as "required"” in the VNFD.

5.4.11.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].
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5.4.11.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.11.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.11.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.11a Resource: Change current VNF package task

5.4.11a.1  Description

This operation enables the NFV O to request the VNFM to change the current VNF Package, i.e. the VNF package on
which a VNF instance is based. Clause B.3 of the ETSI GS NFV-1FA 007 [1] illustrates the variants of changesto the
current VNF Package and information flow procedures.

This operation encompasses the following scenarios:

. Changes of the VNF virtualised resources, such as requirements, composition and structure between the VNF
versions, without changing the VNF software version.

e  Changes of both the VNF software version and the VNF virtualised resources. This case includes replacing the
VNF software version by means of virtualised resources management, such as terminating the current
virtualised resource instances running the current software version and instantiating new virtualised resource
instances with the destination VNF software version. The new virtualised resource instances may have the
same characteristics as the current virtualised resource instances.

. Changes related to the VNFD, such as correction of bugsin the VNFD, changes in the naming scheme of
VNFD components (e.g. name of the VDU, vduld), and adding/removing descriptors of VNF Package changes
(VnfPackageChangel nfo).

NOTE: For software updates that are executed by functional entities outside NFV-MANO and that require
synchronization of the information held by the NFV-MANO entities with anew VNF package that
reflects the same changes, an alternative procedure using the PATCH method on the "Individual VNF
instance" resource has been defined, asillustrated in clause B.2 of ETSI GS NFV-1FA 007 [1]. This
procedure assumes certain restrictions on the characteristics of the new VNF package, as defined in note 1
intable 5.5.2.2-1.

As part of changing the current VNF Package, the VNFM shall be capable to add temporary virtualised resources used
in the modification process, e.g. virtualised resources for a VNFC which will be responsible for handling or supporting
the change of the current VNF Package process. The need for temporary virtualised resources shall be indicated as
"tempResource" to the NFV O during the VNF LCM operation granting exchange. In addition, the VNFM shall be
capable to add and remove virtualised resources as required for the "change of current VNF Package" process. The need
for addition and removal of existing virtualised resources shall be indicated as "addResource" and "removeResource” in
the VNF LCM operation granting exchange.

The following applies to the existing resources of the VNF instance: In the course of the successful execution of this
operation, the VNFM shall replace or update those resources of the VNF instance that are based on descriptors

(e.g. VDUs, VLDs, CPDs) that have changed between source and destination VNFD to align them with the updated
descriptors, with the only allowed exception that the references to software images need not be updated if the resources
are not replaced. Further, the VNFM shall remove resources that relate to descriptorsin the source VNFD that have no
corresponding descriptor in the destination VNFD. For newly-created resources, the VNFM shall use the descriptors of
the destination VNFD.

All' VNFs shall support this operation. This operation may be service-disruptive.
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It isdeclared in the VNFD whether a change from a particular "source" VNF package to a particular "destination” VNF
package is possible. The evaluation of thisinformation shall take place in the "STARTING" phase of the LCM
operation. In case the eval uation shows that such changeis not possible, the operation shall be automatically rolled
back.

In the representation of the VNF instance (see clause 5.5.2.2), there are a number of structures that relate to a particular
VNFD, which is reflected by these structures having an attribute of type "IdentifierlnVnfd". During the course of the
execution of this operation, or dueto itsfinal failure, these structures may either refer to the source VNFD or to the
destination VNFD of the operation and are accompanied by a"vnfdld" attribute to signal which VNFD they relate to. If
that attribute is present, it signals the VNFD that applies to the data structure. If that attribute is absent and the operation
isinthe"STARTING" phase, the source VNF package is referenced by default. If that attribute is absent and the
operation isin any of the phases after "STARTING", the destination VNF package is referenced by defaullt.

5.4.11a.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_instances/{vnflnstancel d}/change_vnfpkg

This resource shall support the resource URI variables defined in table 5.4.11a.2-1.

Table 5.4.11a.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance of which the underlying VNF package is requested to be
changed. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

54.11a.3 Resource methods

54.11a.3.1 POST
The POST method changes the current VNF package on which the VNF instance is based.

This method shall follow the provisions specified in tables 5.4.11a.3.1-1 and 5.4.11a.3.1-2 for URI query parameters,
request and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

During a change of the current VNF package, the allowed and required extensions and/or VNF configurable properties
and their data types, as well as the metadata data types, can differ between the source and the destination VNFD.

The VNFM shall process the child attributes of extensions and VNF configurable properties during the execution of the
"Change current VNF package" asfollows:

1) Firdt, "extensions’ and "vnfConfigurableProperties’ child attributes which are not defined in the source VNFD
but are defined in the destination VNFD with initial values shall be created automatically and shall be
populated by these values.
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Second, the "extensions" and "vnfConfigurableProperties' attributes in the " ChangeCurrentV nfPkgRequest"
data structure in the message content shall be applied to the existing "extensions' and
"vnfConfigurableProperties’ attributes from the "V nflnstance" data structure according to the rules of JSON
Merge Patch (see IETF RFC 7396 [5]):

a) For those "extensions' and "vnfConfigurableProperties® child attributes that were already defined in the
source VNFD and of which the data type has changed in the destination VNFD and whose current value
is not compatible with the new data type, input information is expected to be provided by the API
consumer in away that is compatible with applying the new information on top of the current value
using JSON Merge Patch.

b)  For those new "extensions" and "vnfConfigurableProperties* child attributes that are not defined in the
source VNFD but are defined in the destination VNFD without initial values and thet are required, all
information needed to populate them is expected to be provided by the API consumer.

¢) Additional changed values can be provided by the API consumer.

To clean up, "extensions" and "vnfConfigurableProperties* child attributes that are no longer supported in the
destination VNFD and that have not been deleted by explicit input shall be deleted automatically by the
VNFM.

The VNFM shall validate the resulting "extensions' and "vnfConfigurableProperties' against the destination
VNFD (which includes ensuring the presence of all child attributes that are marked as "required” in the
VNFD). In case of an error, the operation shall be automatically rolled back, and appropriate error information
shall be provided in the "V nfLcmOperationOccurrenceNotification" message and the "VnfLcmOpOcc" data
structure.

In addition, the VNFM shall process the metadata attributes during the execution of the "Change current VNF package"
asfollows:

NOTE 1: Metadata changes cannot be signalled as part of invoking the "Change current VNF package" operation.

1)

2)

3)

4)

"Metadata' child attributes which are not defined in the source VNFD, are defined in the destination VNFD
with initial values and do not exist in the VNF instance shall be created automatically and shall be populated
by theseinitia values.

"Metadata' child attributes that are defined in the source VNFD but not in the destination VNFD shall be kept
in the "Vnflnstance" data structure unchanged.

"Metadata’ child attributes that are not defined in the source VNFD, are defined in the destination VNFD and
exist in the "Vnflnstance" structure at the time when the " Change current VNF package" operationisin the
"STARTING" phase shall be handled as follows:

3a) If these child attributes in the Vnflnstance have a data type compatible with the definition in the
destination VNFD, the VNFM shall keep the existing value.

3b) If these child attributes in the Vnflnstance have a data type incompatible with the definition in the
destination VNFD, the VNFM shall automatically roll back the operation and shall provide appropriate
error information in the "V nfL.cmOperationOccurrenceNotification" message and the "V nfLcmOpOcc"
data structure.

"Metadata' child attributes that are defined in both the source VNFD and the destination VNFD and whose
data typeis changed in the destination VNFD compared to the data type defined in the source VNFD, in away
that validation would fail against the data type definition of that attribute in the destination VNFD, shall be
handled as follows. The VNFM shall automatically roll back the operation and shall provide appropriate error
information in the "V nfLcmOperationOccurrenceNotification" message and the "V nfLcmOpOcc" data
structure.

NOTE 2: To address the cases 3b and 4, the APl consumer can delete the affected colliding "metadata" child

attributes or update their content by using the PATCH operation on the "individual VNF instance"
resource prior to invoking the "Change current VNF package" operation.

The validation that the changes to the "extensions' /" vnfConfigurableProperties' /" metadata" attributes can be processed
without issues shall be performed in the "STARTING" phase of the LCM operation. In case of successful completion of
the validation, the operation shall proceed to obtain the grant.
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Further, in the "VnfExtCpData' structure under the "ExtVirtualLinkData" structurein the

"ChangeCurrentV nfPkgReguest”, the API consumer need not explicitly delete (by setting them to null) those
"cpConfig" entriesthat relate to CPDs which are present in the source VNFD but not in the destination VNFD. Before
the successful completion of the operation, the VNFM shall remove these entries from the list that is exposed in the
"currentV nfExtCpData" attribute of the "ExtVirtualLinkinfo".

Further, in the "extManagedVirtualLinks" attribute in the " ChangeCurrentV nfPkgRequest”, the APl consumer may still

provide those entries that relate to virtual link descriptors which are present in the source VNFD but not in the
destination VNFD. Before the successful completion of the operation, the VNFM shall remove these entries from the
list that is exposed in the "extManagedVirtual Links" attribute of the "V nflnstance" structure.

Table 5.4.11a.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Table 5.4.11a.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

equest

ChangeCurrentVnfPkgR

1

Parameters for the Change current VNF package operation,
as defined in clause 5.5.2.11a.

Response
body

Data type

Cardinality

Response
Codes

Description

n/a

202 Accepted

Shall be returned when the request has
been accepted for processing.

The response body shall be empty.

The HTTP response shall include a
"Location" HTTP header that contains the
URI of the newly-created "Individual VNF
LCM operation occurrence" resource
corresponding to the instantiation
operation.

ProblemDetails

409 Conflict

Shall be returned upon the following error:
The operation cannot be executed
currently, due to a conflict with the state of
the resource.

Typically, this is due to the fact that
another lifecycle management operation is
ongoing.

The response body shall contain a
ProblemDetails structure, in which the
"detail" attribute shall convey more
information about the error.

ProblemDetails

See
clause 6.4
of [8]

AxXX/5XX

In addition to the response codes defined
above, any common error response code
as defined in clause 6.4 of ETSI

GS NFV-SOL 013 [8] may be returned.

5.4.11a.3.2

GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.11a.3.3

PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].
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5.4.11a.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.11a.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.12 Resource: VNF LCM operation occurrences

5.4.12.1 Description

This resource represents VNF lifecycle management operation occurrences. The APl consumer can use this resource to
query status information about multiple VNF lifecycle management operation occurrences.

5.4.12.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_lcm_op_occs

The base resource URI variables for this resource are defined in table 5.4.12.2-1.

Table 5.4.12.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.

54.12.3 Resource methods

5.4.12.3.1 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.12.3.2 GET

The API consumer can use this method to query status information about multiple VNF lifecycle management operation
occurrences.

This method shall follow the provisions specified in tables 5.4.12.3.2-1 and 5.4.12.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.12.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
filter 0.1 Attribute-based filtering expression according to clause 5.2 of ETSI
GS NFV-SOL 013 [8].

The VNFM shall support receiving this parameter as part of the URI query
string. The NFVO may supply this parameter.

All attribute names that appear in the VnfLcmOpOcc and in data types
referenced from it shall be supported by the VNFM in the filter expression.
all_fields 0.1 Include all complex attributes in the response. See clause 5.3 of ETSI

GS NFV-SOL 013 [8] for details.

The VNFM shall support this parameter.
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Name Cardinality Description
fields 0.1 Complex attributes to be included into the response. See clause 5.3 of ETSI
GS NFV-SOL 013 [8] for details.
The VNFM should support this parameter.
exclude_fields 0..1 Complex attributes to be excluded from the response. See clause 5.3 of ETSI
GS NFV-SOL 013 [8] for details. The VNFM should support this parameter.
exclude_default 0.1 Indicates to exclude the following complex attributes from the response. See
clause 5.3 of ETSI GS NFV-SOL 013 [8] for details. The VNFM shall support
this parameter.
The following attributes shall be excluded from the VnfLcmOpOcc structure in
the response body if this parameter is provided, or none of the parameters
"all_fields," "fields", "exclude_fields", "exclude_default" are provided:
e operationParams
e error
e resourceChanges
e changedinfo
e changedExtConnectivity
e |cmCoordinations
e modificationsTriggeredByVnfPkgChange
e warnings
nextpage_opaque_ (0..1 Marker to obtain the next page of a paged response. Shall be supported by the

VNFM if the VNFM supports alternative 2 (paging) according to clause 5.4.2.1
of ETSI GS NFV-SOL 013 [8] for this resource.

Table 5.4.12.3.2-2:

Details of the GET request/response on this resource

Request

Data type

Cardinality

Description

body n/a

Data type

Cardinality

Response

Codes Description

Response
body

VnfLcmOpOcc

0..N

Shall be returned when status information for zero or
more VNF lifecycle management operation occurrences
has been queried successfully.

200 OK

The response body shall contain in an array the status
information about zero or more VNF lifecycle operation
occurrences, as defined in clause 5.5.2.13.

If the "filter" URI parameter or one of the "all_fields",
"fields" (if supported), "exclude_fields" (if supported) or
"exclude_default"” URI parameters was supplied in the
request, the data in the response body shall have been
transformed according to the rules specified in

clauses 5.2.2 and 5.3.2 of ETSI GS NFV-SOL 013 [8],
respectively.

If the VNFM supports alternative 2 (paging) according
to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [8] for this
resource, inclusion of the Link HTTP header in this
response shall follow the provisions in clause 5.4.2.3 of
ETSI GS NFV-SOL 013 [8].

ProblemDetails 1

400 Bad
Request

Shall be returned upon the following error: Invalid
attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails 1

400 Bad
Request

Shall be returned upon the following error: Invalid
attribute selector.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.
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Data type Cardinality R%sopdoensse Description
ProblemDetails 1 400 Bad Shall be returned upon the following error: Response
Request too big.
Response If the VNFM supports alternative 1 (error) according to
body clause 5.4.2.1 of ETSI GS NFV-SOL 013 [8] for this
resource, this error response shall follow the provisions
in clause 5.4.2.2 of ETSI GS NFV-SOL 013 [8].
ProblemDetails See AxX/5xX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[8] of ETSI GS NFV-SOL 013 [8] may be returned.
5.4.12.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.12.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.12.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.13 Resource: Individual VNF LCM operation occurrence

5.4.13.1 Description

This resource represents a VNF lifecycle management operation occurrence. The APl consumer can use this resource to
read status information about an individual V NF lifecycle management operation occurrence. Further, the API
consumer can use task resources which are children of this resource to request cancellation of an operation in progress,
and to request the handling of operation errors viaretrying the operation, rolling back the operation, or permanently
failing the operation.

The VNFM may remove an "Individual VNF LCM operation occurrence” resource some time after it has reached one
of the terminal states (i.e. the "operationState” attribute of its representation is equal to one of the values
"COMPLETED", "FAILED" or "ROLLED_BACK"). The minimum time how long the VNFM waits before deleting
such aresource is determined by "defaultLcmOpOccExpiryTime" attribute of the "ManoEntityConfigurableParams®, as
defined intable 5.6.3.7-1 of ETSI GS NFV-SOL 009 [i.18]. Additionally, the VNFM may not remove an "Individual
VNF LCM operation occurrence" resourceif it is linked with an "Individual VNF instance" resourcein its

"recentV nfLcmOperationLinks' attribute despite the expiration time specified by "defaultL cmOpOccExpiryTime"
attribute to prevent the case where a non-existing resource is linked in the "recentV nfLcmOperationLinks" attribute.

5.4.13.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_lecm_op_occs/{vnfL cmOpOccl d}

The base resource URI variables for this resource are defined in table 5.4.13.2-1.
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Table 5.4.13.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vnfLcmOpOccld Identifier of a VNF lifecycle management operation occurrence. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a PATCH or POST request triggering a VNF LCM operation. It can also be retrieved from the
"vnfLcmOpOccld" attribute in the VnfLcmOperationOccurrenceNotification.

5.4.13.3 Resource methods

54.13.3.1 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.13.3.2 GET

The API consumer can use this method to retrieve status information about a VNF lifecycle management operation
occurrence by reading an "Individual VNF LCM operation occurrence” resource.

This method shall follow the provisions specified in tables 5.4.13.3.2-1 and 5.4.13.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.13.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported

Table 5.4.13.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
. Response o
Data type Cardinality Codes Description
VnfLcmOpOcc 1 200 OK Shall be returned when information about a VNF LCM
operation occurrence has been read successfully.
Resggnse The response body shall contain status information
y about a VNF lifecycle management operation
occurrence (see clause 5.5.2.13).
ProblemDetails See AxX/5xX In addition to the response codes defined above, any
clause 6.4 common error response code as defined in clause 6.4
of [8] of ETSI GS NFV-SOL 013 [8] may be returned.
5.4.13.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.13.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].
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5.4.13.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

See clause 5.4.13.1 for a definition related to the removal of an "Individual VNF LCM operation occurrence” resource.
5.4.14 Resource: Retry operation task

5.4.14.1 Description

This task resource represents the "Retry operation” operation. The APl consumer can use this resource to initiate
retrying aVNF lifecycle operation that isin atransient failure state. See also clause 5.6.2.3.

5.4.14.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/ vnf_lcm_op_occs/{vnfLcmOpOccld}/retry

This resource shall support the resource URI variables defined in table 5.4.14.2-1.

Table 5.4.14.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vhfLecmOpOccld Identifier of a VNF lifecycle management operation occurrence to be retried. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a PATCH or POST request triggering a VNF LCM operation. It can also be retrieved from the
"vnfLcmOpOccld" attribute in the VnfLcmOperationOccurrenceNotification.

5.4.14.3 Resource methods

5.4.14.3.1 POST

The POST method initiates retrying a VNF lifecycle operation if that operation has experienced atemporary failure, i.e.
therelated "Individual VNF LCM operation occurrence” resourceisin"FAILED_TEMP" state.

This method shall follow the provisions specified in tables 5.4.14.3.1-1 and 5.4.14.3.1-2 for URI query parameters,
request and response data structures, and response codes.

In case of success of processing the asynchronous request, the "operationState" attribute in the representation of the
parent resource shall be changed to "PROCESSING" and the applicable "start" notification according to clause 5.6.2.2
shall be emitted to indicate that the underlying VNF LCM operation occurrence proceeds.

Table 5.4.14.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 5.4.14.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body n/a The POST request to this resource has an empty message content.
. Response .
Data type Cardinality Codes Description
Response
n/a 202 Shall be returned when the request has been
body ;
Accepted accepted for processing.

The response shall have an empty message content.
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Response

Codes
ProblemDetails 0.1 404 Not Shall be returned upon the following error: The API
Found producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

Data type Cardinality Description

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [8],
including rules for the presence of the response body.

Specifically in case of this task resource, the response
code 404 shall also be returned if the task is not
supported for the VNF LCM operation occurrence
represented by the parent resource, which means that
the task resource consequently does not exist.

In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.

ProblemDetails 1 409 Conflict [Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the VNF LCM operation
occurrence.

Response
body

Typically, this is due to the fact that the VNF LCM
operation occurrence is not in FAILED_TEMP state, or
another error handling action is starting, such as
rollback or fail.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See AXX/5xX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[8] of ETSI GS NFV-SOL 013 [8] may be returned.

5.4.14.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.14.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.14.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.14.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].
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5.4.15 Resource: Rollback operation task

5.4.15.1 Description

This task resource represents the "Rollback operation” operation. The API consumer can use this resource to initiate
rolling back a VNF lifecycle operation. See also clause 5.6.2.3.

5.4.15.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_lcm_op_occg{vnfLcmOpOccl d}/rollback

This resource shall support the resource URI variables defined in table 5.4.15.2-1.

Table 5.4.15.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vhfLecmOpOccld Identifier of a VNF lifecycle management operation occurrence to be rolled back. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a PATCH or POST request triggering a VNF LCM operation. It can also be retrieved from the
"vnfLcmOpOccld" attribute in the VnfLcmOperationOccurrenceNotification.

5.4.15.3 Resource methods

5.4.15.3.1 POST

The POST method initiates rolling back aVVNF lifecycle operation if that operation has experienced atemporary failure,
i.e. therelated "Individual VNF LCM operation occurrence” resourceisin "FAILED _TEMP" state. In case of rolling
back an occurrence of the "InstantiateV nf" operation, the VNFM shall request to the VIM the release of the virtualised
resources that were allocated for the related VNF instance. The "rollback" task shall be supported by the VNFM for any
VNF LCM operation occurrence that represents an "InstantiateV nf* operation in FAILED_TEMP state.

This method shall follow the provisions specified in tables 5.4.15.3.1-1 and 5.4.15.3.1-2 for URI query parameters,
request and response data structures, and response codes.

In case of success of processing the asynchronous request, the "operationState" attribute in the representation of the
parent resource shall be changed to "ROLLING_BACK" and the applicable "start" notification according to
clause 5.6.2.2 shall be emitted to indicate that rollback of the underlying VNF LCM operation occurrence is attempted.

Table 5.4.15.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 5.4.15.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body n/a The POST request to this resource has an empty message content.
Data type Cardinality RESIIELS Description
Codes
Response [n/a 202 Shall be returned when the request has been
body Accepted accepted for processing.
The response shall have an empty message content.
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Response

Codes
ProblemDetails 0.1 404 Not Shall be returned upon the following error: The API
Found producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

Data type Cardinality Description

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [8],
including rules for the presence of the response body.

Specifically in case of this task resource, the response
code 404 shall also be returned if the task is not
supported for the VNF LCM operation occurrence
represented by the parent resource, which means that
the task resource consequently does not exist.

Response In this case, the response body shall be present, and
body shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.
ProblemDetails 1 409 Conflict [Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the VNF LCM operation
occurrence.

Typically, this is due to the fact that the VNF LCM
operation occurrence is not in FAILED_TEMP state, or
another error handling action is starting, such as retry
or fail.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See AxX/5xX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[8] of ETSI GS NFV-SOL 013 [8] may be returned.

5.4.15.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.15.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.15.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.15.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].
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5.4.16 Resource: Fail operation task

5.4.16.1 Description

Thistask resource represents the "Fail operation” operation. The APl consumer can use this resource to mark a VNF
lifecycle management operation occurrence as "finally failed", i.e. change the state of the related VNF LCM operation
occurrence to "FAILED", if it is not assumed that a subsequent retry or rollback will succeed. Once the operation is
marked as "finaly failed", it cannot be retried or rolled back anymore. See also clause 5.6.2.3.

5.4.16.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_lcm_op_occs{vnfLcmOpOccl d}/fail

This resource shall support the resource URI variables defined in table 5.4.16.2-1.

Table 5.4.16.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vnfLcmOpOccld Identifier of a VNF lifecycle management operation occurrence to be marked as "failed".
See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a PATCH or POST request triggering a VNF LCM operation. It can also be retrieved from the
"vnfLcmOpOccld" attribute in the VnfLcmOperationOccurrenceNotification.

5.4.16.3 Resource methods

5.4.16.3.1 POST

The POST method marks a VNF lifecycle management operation occurrence as "finally failed" if that operation
occurrenceisin"FAILED_TEMP" state.

This method shall follow the provisions specified in tables 5.4.16.3.1-1 and 5.4.16.3.1-2 for URI query parameters,
request and response data structures, and response codes.

In case of success, the "operationState" attribute in the representation of the parent resource shall be changed to
"FAILED" and the applicable "result" notification according to clause 5.6.2.2 shall be emitted to indicate that the
execution of the underlying VNF LCM operation occurrence has finally and unrecoverably failed.

Table 5.4.16.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 5.4.16.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
Request -
body n/a The POST request to this resource has an empty message
content.
Arme{F Response o
Data type Cardinality Codes Description
VnfLcmOpOcc 1 200 OK Shall be returned when the state of the VNF lifecycle
Response n:qanagedment opefraltllon occurrence has been
body changed successfully.
The response body shall include a representation of
the "Individual VNF lifecycle operation occurrence"
resource.
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Response

Codes
ProblemDetails 0.1 404 Not Shall be returned upon the following error: The API
Found producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

Data type Cardinality Description

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [8],
including rules for the presence of the response body.

Specifically in case of this task resource, the response
code 404 shall also be returned if the task is not
supported for the VNF LCM operation occurrence
represented by the parent resource, which means that
the task resource consequently does not exist.

Response In this case, the response body shall be present, and
body shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.
ProblemDetails 1 409 Conflict [Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the VNF LCM operation
occurrence.

Typically, this is due to the fact that the VNF LCM
operation occurrence is not in FAILED_TEMP state, or
another error handling action is starting, such as retry
or rollback.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See AxX/5xX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[8] of ETSI GS NFV-SOL 013 [8] may be returned.

5.4.16.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.16.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.16.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.16.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].
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5.4.17 Resource: Cancel operation task

5.4.17.1 Description

This task resource represents the "Cancel operation” operation. The APl consumer can use this resource to cancel an
ongoing VNF lifecycle operation. See also clause 5.6.2.3.

5.4.17.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_lcm_op_occs/{vnfLcmOpOccl d}/cancel

This resource shall support the resource URI variables defined in table 5.4.17.2-1.

Table 5.4.17.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vhfLecmOpOccld Identifier of a VNF lifecycle management operation occurrence to be cancelled. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a PATCH or POST request triggering a VNF LCM operation. It can also be retrieved from the
"vnfLcmOpOccld" attribute in the VnfLcmOperationOccurrenceNotification.

54.17.3 Resource methods

5.4.17.3.1 POST

The POST method initiates cancelling an ongoing VNF lifecycle operation while it is being executed or rolled back,
i.e. therelated "Individual VNF LCM operation occurrence” resource is either in "STARTING" or "PROCESSING" or
"ROLLING_BACK" state.

This method shall follow the provisions specified in tables 5.4.17.3.1-1 and 5.4.17.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Before returning the "202 Accepted" response, the VNFM shall update the "isCancel Pending" and " cancelM ode"
attributes in the representation of the parent resource according to the provisionsin clause 5.5.2.13.

In case of success of processing the asynchronous request:

1) If therequest has been processed in "STARTING" state, the "operationState” attribute in the representation of
the parent resource shall be changed to "ROLLED_BACK".

2)  If therequest has been processed in "PROCESSING" or "ROLLING_BACK" state, the "operationState”
attribute in the representation of the parent resource shall be changed to "FAILED_TEMP".

In both cases, the VNFM shall update the "isCancel Pending” and "cancelMode" attributes in the representation of the
parent resource according to the provisionsin clause 5.5.2.13 to reflect the new status, and the applicable "result"
notification according to clause 5.6.2.2 shall be emitted to indicate that the execution of the underlying VNF LCM
operation occurrence has temporarily failed.

Due to race conditions, the processing of the actual operation that isto be cancelled may eventually still succeed, in
which case the "operationState” attribute in the representation of the parent resource shall represent the result of that
operation, rather than the result of the cancellation.

Table 5.4.17.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.17.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

CancelMode

1

The POST request to this resource shall include a CancelMode
structure in the message content to choose between "graceful”
and "forceful" cancellation.

Response
body

Data type

Cardinality

Response
Codes

Description

n/a

202
Accepted

Shall be returned when the request has been
accepted for processing.

The response shall have an empty message content.

ProblemDetails

404 Not
Found

Shall be returned upon the following error: The API
producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [8],
including rules for the presence of the response
body.

Specifically in case of this task resource, the
response code 404 shall also be returned if the task
is not supported for the VNF LCM operation
occurrence represented by the parent resource,
which means that the task resource consequently
does not exist.

In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.

ProblemDetails

409
Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the VNF LCM operation
occurrence.

Typically, this is due to the fact that the operation
occurrence is not in STARTING, PROCESSING or
ROLLING_BACK state.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See
clause 6.4 of

(8]

AxXX/5XX

In addition to the response codes defined above, any
common error response code as defined in

clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.

5.4.17.3.2

GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.17.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.17.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].
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5.4.17.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.18 Resource: Subscriptions

5.4.18.1 Description

This resource represents subscriptions. The API consumer can use this resource to subscribe to notifications related to
VNF lifecycle management, and to query its subscriptions.

5.4.18.2 Resource definition
The resource URI is:
{apiRoot}/vnflcm/{apiM ajor Version}/subscriptions
Thisresource shall support the resource URI variables defined in table 5.4.18.2-1.

Table 5.4.18.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.

5.4.18.3 Resource methods

5.4.18.3.1 POST
The POST method creates a new subscription.

This method shall follow the provisions specified in tables 5.4.18.3.1-1 and 5.4.18.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Asthe result of successfully executing this method, a new "Individual subscription" resource as defined in clause 5.4.19
shall have been created. This method shall not trigger any notification.

Creation of two "Individua subscription" resources with the same callback URI and the same filter can result in
performance degradation and will provide duplicates of notifications to the NFVO, and might make sense only in very
rare use cases. Consequently, the VNFM may either allow creating an "Individual subscription” resource if another
"Individual subscription™ resource with the same filter and callback URI aready exists (in which case it shal return the
"201 Created" response code), or may decide to not create a duplicate "Individual subscription™" resource (in which case
it shall return a"303 See Other" response code referencing the existing " Individual subscription” resource with the same
filter and callback URI).

Table 5.4.18.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.18.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

LcenSubscriptionRequest

1

Details of the subscription to be created, as defined in
clause 5.5.2.15.

Response
body

Data type

Cardinality

Response
Codes

Description

LcenSubscription

1

201 Created

Shall be returned when the subscription has been
created successfully.

The response body shall contain a representation
of the created "Individual subscription" resource.

The HTTP response shall include a "Location”
HTTP header that points to the created
"Individual subscription" resource.

n/a

303 See
Other

Shall be returned if a subscription with the same
callback URI and the same filter already exists
and the policy of the VNFM is to not create
redundant subscriptions.

The HTTP response shall include a "Location”
HTTP header that contains the resource URI of
the existing "Individual subscription" resource.

The response body shall be empty.

ProblemDetails

422
Unprocessa
ble Content

Shall be returned upon the following error: The
content type of the message content is supported
and the message content of a request contains
syntactically correct data but the data cannot be
processed.

The general cause for this error and its handling
is specified in clause 6.4 of ETSI

GS NFV-SOL 013 [8], including rules for the
presence of the response body.

Specifically in case of this resource, the response
code 422 shall also be returned if the VNFM has
tested the Notification endpoint as described in
clause 5.4.20.3.2 and the test has failed.

In this case, the "detail" attribute in the
"ProblemDetails" structure shall convey more
information about the error.

ProblemDetails

See
clause 6.4
of [8]

AXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.

5.4.18.3.2

GET

The GET method queries the list of active subscriptions of the functional block that invokes the method. It can be used
e.g. for resynchronization after error situations.

This method shall follow the provisions specified in tables 5.4.18.3.2-1 and 5.4.18.3.2-2 for URI query parameters,
request and response data structures, and response codes.
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Table 5.4.18.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

filter

Attribute-based filtering expression according to clause 5.2 of ETSI
GS NFV-SOL 013 [8].

The VNFM shall support receiving this parameter as part of the URI query
string. The NFVO may supply this parameter.

All attribute names that appear in the LccnSubscription and in data types
referenced from it shall be supported by the VNFM in the filter expression.

nextpage_opaque_marker

Marker to obtain the next page of a paged response. Shall be supported
by the VNFM if the VNFM supports alternative 2 (paging) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [8] for this resource.

Table 5.4.18.3.2-2: Details of the GET request/response on this resource

Request
body

Data type

Cardinality

Description

n/a

Response
body

Data type

Cardinality

Response
Codes

Description

LcenSubscription

0..N

200 OK

Shall be returned when the list of subscriptions has
been queried successfully.

The response body shall contain in an array the
representations of all active subscriptions of the
functional block that invokes the method, i.e. zero or
more representations of lifecycle change notification
subscriptions as defined in clause 5.5.2.16.

If the "filter" URI parameter was supplied in the
request, the data in the response body shall have
been transformed according to the rules specified in
clause 5.2.2 of ETSI GS NFV-SOL 013 [8].

If the VNFM supports alternative 2 (paging)
according to clause 5.4.2.1 of ETSI

GS NFV-SOL 013 [8] for this resource, inclusion of
the Link HTTP header in this response shall follow
the provisions in clause 5.4.2.3 of ETSI

GS NFV-SOL 013 [8].

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Invalid
attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Response
too big.

If the VNFM supports alternative 1 (error) according
to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [8] for
this resource, this error response shall follow the
provisions in clause 5.4.2.2 of ETSI

GS NFV-SOL 013 [8].

ProblemDetails

See
clause 6.4
of [8]

AXX/5XX

In addition to the response codes defined above, any
common error response code as defined in

clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.

5.4.18.3.3

PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].
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5.4.18.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.18.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.19 Resource: Individual subscription

5.4.19.1 Description

This resource represents an individual subscription. The API consumer can use this resource to read and to terminate a
subscription to notifications related to VNF lifecycle management.

5.4.19.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM aj or Ver sion}/subscriptions/{subscriptionl d}

This resource shall support the resource URI variables defined in table 5.4.19.2-1.

Table 5.4.19.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
subscriptionld Identifier of this subscription. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a POST request creating a new "Individual subscription” resource. It can also be retrieved from the "id"
attribute in the message content of that response.

5.4.19.3 Resource methods

5.4.19.3.1 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.19.3.2 GET
The GET method retrieves information about a subscription by reading an "Individual subscription" resource.

This method shall follow the provisions specified in tables 5.4.19.3.2-1 and 5.4.19.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.19.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported
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Table 5.4.19.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
. Response o
Data type Cardinality Codes Description
LcenSubscription 1 200 OK Shall be returned when information about an
individual subscription has been read successfully.
Response The response body shall contain a representation of
body R PP
the "Individual subscription" resource.
ProblemDetails See clause 6.4 |4xx/5xx In addition to the response codes defined above, any
of [8] common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.
5.4.19.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.19.3.4

PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.19.3.5

DELETE

The DELETE method terminates an individual subscription.

This method shall follow the provisions specified in tables 5.4.19.3.5-1 and 5.4.19.3.5-2 for URI query parameters,
request and response data structures, and response codes.

Asthe result of successfully executing this method, the "Individual subscription” resource shall not exist any longer.
This means that no notifications for that subscription shall be sent to the formerly-subscribed API consumer.

NOTE:

Due to race conditions, some notifications might still be received by the formerly-subscribed API
consumer for a certain time period after the deletion.

Table 5.4.19.3.5-1: URI query parameters supported by the DELETE method on this resource

Name

Cardinality

Description

none supported

Table 5.4.19.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Recsopdoensse Description
n/a 204 No Shall be returned when the "Individual subscription”
Content resource has been deleted successfully.
Response
body The response body shall be empty.
ProblemDetails See clause 6.4 |4xx/5xx In addition to the response codes defined above, any
of [8] common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.
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5.4.20 Resource: Notification endpoint

5.4.20.1 Description
This resource represents a notification endpoint. The API producer can use this resource to send notifications related to

VNF lifecycle changes to a subscribed APl consumer, which has provided the URI of this resource during the
subscription process.

5.4.20.2 Resource definition
The resource URI is provided by the APl consumer when creating the subscription.

This resource shall support the resource URI variables defined in table 5.4.20.2-1.

Table 5.4.20.2-1: Resource URI variables for this resource

Name Definition
none supported

5.4.20.3 Resource methods

5.4.20.3.1 POST

The POST method delivers a notification from the API producer to an API consumer. The APl consumer shall have
previously created an "Individua subscription” resource with a matching filter.

This method shall follow the provisions specified in tables 5.4.20.3.1-1 and 5.4.20.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.20.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Each notification request body shall include exactly one of the alternatives defined in table 5.4.20.3.1-2.

Table 5.4.20.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
VnfLcmOperationOccurr |1 A notification about lifecycle changes triggered by a VNF LCM
Request enceNotification operation occurrence.
oL VnfldentifierCreationNoti |1 A notification about the creation of a VNF identifier and the
fication related "Individual VNF instance" resource.
VnfldentifierDeletionNoti |1 A notification about the deletion of a VNF identifier and the
fication related "Individual VNF instance" resource.
Data type Cardinality Recsopt;ngsse Description
n/a 204 No Shall be returned when the notification has been
Response Content delivered successfully.
body ProblemDetails See AXX/5XX In addition to the response codes defined above,
clause 6.4 any common error response code as defined in
of [8] clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.
5.4.20.3.2 GET

The GET method allows the API producer to test the notification endpoint thet is provided by the APl consumer, e.g.
during subscription.
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This method shall follow the provisions specified in tables 5.4.20.3.2-1 and 5.4.20.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.20.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported

Table 5.4.20.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality ReCsop(;):Sse Description
n/a 204 No Shall be returned to indicate that the notification
Content endpoint has been tested successfully.
Response
body The response body shall be empty.
ProblemDetails See clause 6.4 [4xx/5xx In addition to the response codes defined above,
of [8] any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.
5.4.20.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GSNFV-SOL 013 [§].

5.4.20.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.20.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GSNFV-SOL 013 [§].

5.4.21 Resource: Create VNF snapshot task

5.4.21.1 Description

Thistask resource represents the " Create VNF Snapshot” operation. The APl consumer can use this resource to reguest
creating a VNF snapshot from a VNF instance.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF.

5.4.21.2 Resource definition
The resource URI is:

{apiRoot}/vnflem/{apiM aj or Ver sion}/vnf_instances/{vnfl nstancel d}/create_snapshot
Thisresource shall support the resource URI variables defined in table 5.4.21.2-1.
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Table 5.4.21.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance from which a VNF snapshot is to be created. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new VNF instance resource. It can also be retrieved from the "id" attribute in
the message content of that response.

5.4.21.3 Resource methods

5.4.21.3.1 POST

The POST method requests taking a snapshot a VNF instance and populating a previously created VNF snapshot
resource (refer to clause 5.4.23.3.1) with the snapshot content.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall reflect
the result of the VNF snapshot creation by updating the corresponding "Individual VNF snapshot” resource indicated by
the "vnfSnapshotinfold" attribute of the " CreateV nf SnapshotRequest” that is included in the message content of the
request.

This method shall follow the provisions specified in tables 5.4.21.3.1-1 and 5.4.21.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.21.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 5.4.21.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
b6 CreateVnfSnapsh |1 Parameters for the "Create VNF Snapshot" operation, as defined in
y
otRequest clause 5.5.2.21.
Data type Cardinality R%sop doensse Description
n/a 202 Accepted |Shall be returned when the request was accepted
for processing, but the processing has not been
R completed.
esponse
ety The response body shall be empty.
The HTTP response shall include a "Location"”
HTTP header that contains the URI of the
newly-created "VNF LCM operation occurrence"
resource corresponding to the operation.
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Response
body

Data type

Cardinality

Response
Codes

Description

ProblemDetails

0.1

404 Not Found

Shall be returned upon the following error: The API
producer did not find a current representation for
the target resource or is not willing to disclose that
one exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI

GS NFV-SOL 013 [8], including rules for the
presence of the response body.

Specifically in case of this task resource, the
response code 404 shall also be returned if the task
is not supported for the VNF instance represented
by the parent resource, which means that the task
resource consequently does not exist.

In this case, the response body shall be present,
and shall contain a ProblemDetails structure, in
which the "detail" attribute shall convey more
information about the error.

ProblemDetails

409 Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that the VNF
instance resource is in NOT_INSTANTIATED state,
or that another lifecycle management operation is
ongoing.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

422
Unprocessable
Content

Shall be returned upon the following error: The
content type of the message content is supported
and the message content of a request contains
syntactically correct data but the data cannot be
processed.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI

GS NFV-SOL 013 [8], including rules for the
presence of the response body.

Specifically in case of this resource, the response
code 422 shall also be returned if the provided
identifier of the target "Individual VNF snapshot”
resource for the VNF snapshot is invalid.

In this case, the "detail" attribute in the
"ProblemDetails" structure shall convey more
information about the error.

ProblemDetails

See
clause 6.4 of

(8]

AXXI5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.

5.4.21.3.2

GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].
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5.4.21.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.21.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.21.3.5 DELETE
This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.22 Resource: Revert to VNF snapshot task

5.4.22.1 Description

Thistask resource represents the "Revert to VNF Snapshot” operation. The API consumer can use this resource to
reguest reverting aVNF instance to a VNF snapshot.

During the revert to VNF snapshot process, the VNFM shall perform and record the changes on the VNF components
and related resources, viathe corresponding AffectedVnfc, AffectedVirtualLink, and AffectedVirtua Storage as
follows:

e A component instance whose identifier is the same in between the "to be reverted" VNF instance and the
snapshot information, its change shall be signalled as"MODIFIED".

e A component instance whose snapshot information is present in the VNF snapshot, but such component is not
present in the "to be reverted" VNF instance, its change shall be signalled as"ADDED".

. A component instance which is present in the "to be reverted" VNF instance, but whose snapshot information
is not present in the VNF snapshot, the component shall be terminated, and its change shall be signalled as
"REMOVED".

During the "revert to VNF snapshot” process, for VNF congtituents (e.g. VNFC, connection points, etc.) from the VNF
snapshot that are added or modified in the "to be reverted" VNF instance, the VNFM shall assign the original identifier
value present in the VNF snapshot in the case that the identifier value setting for such a VNF constituent is the
responsibility of the VNFM. The identifier of the VNF instance shall not be modified in the reversion process.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF. This operation may be service-disruptive.

5.4.22.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVer sion}/vnf_instances/{vnflnstancel d}/revert_to_snapshot

This resource shall support the resource URI variables defined in table 5.4.22.2-1.

Table 5.4.22.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance for the VNF snapshot to be reverted to. See note.

NOTE:  This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new VNF instance resource. It can also be retrieved from the "id" attribute in
the message content of that response.
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The POST method requests reverting a VNF instance to a VNF snapshot.

This method shall follow the provisions specified in tables 5.4.22.3.1-1 and 5.4.22.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.22.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Table 5.4.22.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

RevertToVnfSnapshotR

equest

1

Parameters for the Revert to VNF snapshot operation, as defined
in clause 5.5.2.26.

Response
body

Data type

Cardinality

Response
Codes

Description

n/a

202
Accepted

Shall be returned when the request was accepted
for processing, but the processing has not been
completed.

The response body shall be empty.

The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"VNF LCM operation occurrence" resource
corresponding to the operation.

ProblemDetails

404 Not
Found

Shall be returned upon the following error: The API
producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI

GS NFV-SOL 013 [8], including rules for the
presence of the response body.

Specifically in case of this task resource, the
response code 404 shall also be returned if the task
is not supported for the VNF instance represented
by the parent resource, which means that the task
resource consequently does not exist.

In this case, the response body shall be present,
and shall contain a ProblemDetails structure, in
which the "detail" attribute shall convey more
information about the error.

ProblemDetails

409
Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that the VNF
instance resource is in NOT_INSTANTIATED state,
or that another lifecycle management operation is
ongoing.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
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Data type Cardinality R%sop doensse Description
Response |ProblemDetails See AxX/5xX In addition to the response codes defined above,
body clause 6.4 any common error response code as defined in
of [8] clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.
5.4.22.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.22.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.22.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.22.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.23 Resource: VNF snapshots

5.4.23.1 Description

This resource represents VNF snapshots. The APl consumer can use this resource create "Individual VNF snapshot”
resources and to query information of the VNF snapshots.

5.4.23.2 Resource definition
Theresource URI is:
{apiRoot}/vnflem/{apiM aj or Version}/vnf_snapshots

Thisresource shall support the resource URI variables defined in table 5.4.23.2-1.

Table 5.4.23.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8]
apiMajorVersion See clause 5.1a

5.4.23.3 Resource methods

54.23.3.1 POST
The POST method creates a new "Individual VNF snapshot” resource.

Asaresult of successfully executing this method, a new "Individual VNF snapshot” resource as defined in clause 5.4.24
shall have been created.
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The creation of an "Individual VNF snapshot" resource can be performed for two reasons:

. To create an "Individual VNF snapshot” resources that can later be populated by a new V NF snapshot taken
from a VNF instance (refer to clause 5.4.21.3.1).

e  Tocreatean "Individual VNF snapshot” resource that can be populated with information gathered from a VNF
snapshot package extraction. In this case, the API consumer indicates the source of the VNF snapshot package
in the message content of the POST request to the present resource.

In the second case, for a successful execution of the operation, the valuesin the "V nf Snapshotinfo" data structure
representing the "Individual VNF snapshot” resource shall be applied as follows:

. If the request (refer to clause 5.5.2.20) includes the "vnf Snapshot™ attribute, the VNFM shall apply the
"V nfSnapshotinfo" with such provided information.

. If the request (refer to clause 5.5.2.20) does not include the "vnf Snapshot™ attribute, the VNFM shall first fetch
the VNF snapshot record from the source VNF snapshot package signalled by the "vnf SnapshotPkgld"
attribute in the request and then apply the "V nfSnapshotinfo” from the fetched VNF snapshot record.

This method shall follow the provisions specified in tables 5.4.23.3.1-1 and 5.4.23.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.23.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Table 5.4.23.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
6] CreateVnfSnapshotinf |1 The VNF snapshot resource creation parameters, as defined in
y
oRequest clause 5.5.2.20.
Data type Cardinality | Response Description
Codes
VnfSnapshotinfo 1 201 Shall be returned when an "Individual VNF
Created snapshot" resource has been created successfully.
The response body shall contain a representation of
Response the_new_"lndividual VNF snapshot" resource, as
defined in clause 5.5.2.22.
body
The HTTP response shall include a "Location"
HTTP header that contains the resource URI of the
"Individual VNF snapshot" resource.
ProblemDetails See AXX/5XX In addition to the response codes defined above,
clause 6.4 of any common error response code as defined in
[8] clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.
5.4.23.3.2 GET

The GET method queries information about multiple VNF snapshots.

This method shall follow the provisions specified in tables 5.4.23.3.2-1 and 5.4.23.3.2-2 for URI query parameters,
request and response data structures, and response codes.
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URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

filter

0.1

Attribute-based filtering expression according to clause 5.2 of ETSI

GS NFV-SOL 013 [8].

The VNFM shall support receiving this parameter as part of the URI query
string. The NFVO may supply this parameter.

All attribute names that appear in the VnfSnapshot and in data types
referenced from it shall be supported by the VNFM in the filter expression.

all_fields

0.1

Include all complex attributes in the response. See clause 5.3 of ETSI
GS NFV-SOL 013 [8] for details. The VNFM shall support this parameter.

fields

0.1

Complex attributes to be included into the response. See clause 5.3 of
ETSI GS NFV-SOL 013 [8] for details. The VNFM should support this
parameter.

exclude_fields

0.1

Complex attributes to be excluded from the response. See clause 5.3 of
ETSI GS NFV-SOL 013 [8] for details. The VNFM should support this
parameter.

exclude_default

0.1

Indicates to exclude the following complex attributes from the response.
See clause 5.3 of ETSI GS NFV-SOL 013 [8] for details. The VNFM shall
support this parameter.
The following attributes shall be excluded from the VnfSnapshot structure
in the response body if this parameter is provided, or none of the
parameters "all_fields," "fields", "exclude_fields", "exclude_default" are
provided:

e vnflnstance

e vnfcSnapshots

nextpage_opaque_marker

0.1

Marker to obtain the next page of a paged response. Shall be supported
by the VNFM if the VNFM supports alternative 2 (paging) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [8] for this resource.

Table 5.4.23.3.2-2: Details of the GET request/response on this resource

Request

Data type

ETSI GS NFV-SOL 003 V5.4.1 (2026-04)

Cardinality

Description

body  |n/a

Response
Codes
200 OK

Data type Cardinality

0..N

Description

Shall be returned when information about zero or
more VNF snapshots was queried successfully.

VnfSnapshotinfo

The response body shall contain in an array the
representations of zero or more "Individual VNF
snapshot" resources, as defined in clause 5.5.2.22.

If the VNFM supports alternative 2 (paging) according
to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [8] for this
resource, inclusion of the Link HTTP header in this
response shall follow the provisions in clause 5.4.2.3
of ETSI GS NFV-SOL 013 [8].

Shall be returned upon the following error: Invalid
attribute-based filtering expression.

Response
body

400 Bad
Request

ProblemDetails 1

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

Shall be returned upon the following error: Invalid
attribute selector.

400 Bad
Request

ProblemDetails 1

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.
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Data type Cardinality R%sop doensse Description
ProblemDetails 1 400 Bad Shall be returned upon the following error: Response
Request too big.
Response If the VNFM supports alternative 1 (error) according _
o] to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [8] for this
y .
resource, this error response shall follow the
provisions in clause 5.4.2.2 of ETSI
GS NFV-SOL 013 [8].
ProblemDetails See 4xx/5xX In addition to the response codes defined above, any
clause 6.4 common error response code as defined in clause 6.4
of [8] of ETSI GS NFV-SOL 013 [8] may be returned.
5.4.23.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.23.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.23.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.24 Resource: Individual VNF snapshot

5.4.24.1 Description

This resource represents an individual VNF snapshot. The APl consumer can use this resource to read information
about the VNF snapshot, and to delete the VNF snapshot.

5.4.24.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajor Version}/vnf_snapshots/{vnfSnapshot! nfol d}

The base resource URI variables for this resource are defined in table 5.4.24.2-1.

Table 5.4.24.2-1: Resource URI variables for this resource

Name Definition

apiRoot See clause 4.1. of ETSI GS NFV-SOL 013 [8].

apiMajorVersion See clause 5.1a.

vnfSnapshotinfold

Identifier of the "Individual VNF snapshot" resource. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response

the message content of that response.
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This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.24.3.2

GET

The GET method retrieves information about a VNF snapshot by reading an "Individual VNF snapshot" resource.

This method shall follow the provisions specified in tables 5.4.24.3.2-1 and 5.4.24.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.24.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

none supported

Table 5.4.24.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
T Response o
Data type Cardinality codes Description
VnfSnapshotinfo 1 200 OK Shall be returned when information about an
individual VNF snapshot was read successfully.
Re;ggnse The response body shall contain a representation of
y the "Individual VNF snapshot" resource, as defined
in clause 5.5.2.22.
ProblemDetails See AXX/5XX In addition to the response codes defined above,
clause 6.4 any common error response code as defined in
of [8] clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.
5.4.24.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.24.3.4

PATCH

This method modifies an "Individual VNF snapshot" resource.

Changes are applied to the VNF snapshot information managed by the VNFM and are reflected in the representation of
thisresource. The VNFM shall reject the modification request if the "vnfSnapshot™ attribute in the "V nf Snapshotinfo”
structure representing the "Individual VNF snapshot™ resource is not empty, or the resource is associated with an
ongoing VNF snapshot operation (e.g. a VNF snapshot creation process has started).

This method shall follow the provisions specified in tables 5.4.24.3.4-1 and 5.4.24.3.4-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.24.3.4-1: URI query parameters supported by the PATCH method on this resource

Name

Cardinality

Description

none supported
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Table 5.4.24.3.4-2: Details of the PATCH request/response on this resource

Request
body

Data type

Cardinality

Description

VnfSnapshotinfoMo
dificationRequest

1

Parameters for the VNF snapshot information modification, as
defined in clause 5.5.2.24.

The Content-Type header shall be set to "application/merge-
patch+json" according to IETF RFC 7396 [5].

Response
body

Data type

Cardinality

Response
Codes

Description

VnfSnapshotinfoMo
difications

1

200 OK

Shall be returned when the modification of VNF
snapshot information has been accepted and
completed.

ProblemDetails

409 Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the "Individual VNF
shapshot" resource.

Typically, this is due to the fact another
modification is ongoing or that the "Individual VNF
snapshot" resource information is not empty due to
a previously successful modification or currently
being modified due to an underlying VNF snapshot
operation.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.

ProblemDetails

0.1

412
Precondition
failed

Shall be returned upon the following error:
A precondition given in an HTTP request header is
not fulfilled.

Typically, this is due to an ETag mismatch,
indicating that the resource was modified by
another entity.

The response body should contain a
ProblemDetails structure, in which the "detail"
attribute should convey more information about the
error.

ProblemDetails

See clause 6.4
of [8]

AxX/5%X

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.

5.4.24.3.5

DELETE

This method deletes an "Individual VNF snapshot" resource and the associated VNF snapshot information managed by
the VNFM, and any resource associated with the VNF snapshot managed by the VIM.

Asthe result of successfully executing this method, the "Individual VNF snapshot™ resource shall not exist any longer.

This method shall follow the provisions specified in tables 5.4.24.3.5-1 and 5.4.24.3.5-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.24.3.5-1: URI query parameters supported by the DELETE method on this resource

Name

Cardinality

Description

none supported
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Table 5.4.24.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
L Response .
Data type Cardinality Codes Description
n/a 204 No Shall be returned when the VNF snapshot resource
Content and the associated VNF snapshot were deleted

successfully.

The response body shall be empty.

ProblemDetails 1 409 Conflict |Shall be returned upon the following error: The
operation cannot be executed currently, due to a

conflict with the state of the resource.
Response

2l Typically, this is due to the fact that the VNF snapshot

is in use by some operation such as reverting a VNF
instance to a VNF snapshot or creating a VNF
shapshot package.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See AXX/5xxX In addition to the response codes defined above, any
clause 6.4 common error response code as defined in clause 6.4
of [8] of ETSI GS NFV-SOL 013 [8] may be returned.

5.4.25 Resource: VNF state snapshot

5.4.25.1 Description
This resource represents the content of VNF-specific state data associated with a VNF snapshot.

As part of the VNF snapshot creation, VNF-specific state data associated with the VNF snapshot can be created by the
VNFM. Such data can be used during VNF snapshot reversions, root cause analysis, etc. and might need to be also
compiled by the NFVO into a VNF snapshot package.

The API consumer can use this resource to fetch the content of the VNF state snapshot.

5.4.25.2 Resource definition
The resource URIsis:

{apiRoot}/vnflcm/{apiM ajor Version}/vnf_snapshots/{vnfSnapshotlnfol d}/vnf_state snapshot
Thisresource shall support the resource URI variables defined in table 5.4.25.2-1.

Table 5.4.25.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vnfSnapshotinfold Identifier of the "Individual VNF snapshot" resource. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a POST request creating a new VNF snapshot resource. It can also be retrieved from the "id" attribute in
the message content of that response.
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This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.25.3.2

The GET method fetches the content of the VNF state snapshot.

GET

This method shall follow the provisions specified in tables 5.4.25.3.2-1 and 5.4.25.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.25.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

none supported

Table 5.4.25.3.2-2: Details of the GET request/response on this resource

Data type Cardinality Description
n/a The request may contain a "Range" HTTP header to obtain single
range of bytes from a VNF state snapshot file. This can be used
Request to continue an aborted transmission.
body If the "Range" header is present in the request and the VNFM
does not support responding to range requests with a 206
response, it shall return a 200 OK response instead as defined
below.
Data type Cardinality R%sopdoensse Description
n/a 1 200 OK Shall be returned when the whole content of the
VNF state snapshot file has been read successfully.
The message content shall contain a copy of the
VNF state snapshot file and the "Content-Type"
HTTP header shall be set according to the content
type of the VNF state snapshot file. If the VNF state
shapshot content is encrypted, the header shall be
set to the value "application/cms" (IETF
RFC 7193 [9]). If the content type cannot be
determined, the header shall be set to the value
"application/octet-stream".
e n/a 1 206 Partial |If the VNFM supports range requests, this response
ponse . ;
body Content shall be returned when a single consecutive byte

range from the content of the VNF state snapshot
file has been read successfully according to the
request.

The response body shall contain the requested part
of the VNF state snapshot file.

The "Content-Type" HTTP header shall be set
according to the content type of the VNF state
snapshot file. If the content type cannot be
determined, the header shall be set to the value
"application/octet-stream".

The "Content-Range" HTTP header shall be
provided according to IETF RFC 9110 [12].
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Data type Cardinality R%sopdoensse Description
ProblemDetails 1 409 Shall be returned upon the following error: The
Conflict operation cannot be executed currently, due to a
conflict with the state of the resource.
Typically, this is due to the fact that the VNF
snapshot creation process is not completed.
The response body shall contain a ProblemDetails
Response structL_Jre, in w_hich the "detail" attribute shall convey
body more information about the error.
ProblemDetails 0.1 416 Range ([Shall be returned upon the following error: The byte
Not range passed in the "Range" header did not match
Satisfiable |any available byte range in the VNF state snapshot
file (e.g. "access after end of file").
The response body may contain a ProblemDetails
structure.
ProblemDetails See AXX/5xx In addition to the response codes defined above,
clause 6.4 of any common error response code as defined in
[8] clause 6.4 of ETSI GS NFV-SOL 013 [8] may be
returned.
5.4.25.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.25.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.25.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.26 Resource: Select VNF deployable modules task

5.4.26.1 Description

Thistask resource represents the " Select VNF deployable modules' operation. The APl consumer can use this resource
to request the selection of deployable modules of a VNF instance.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF.

5.4.26.2 Resource definition
The resource URIsis:

{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_instances/{vnflnstancesl d}/select_depl_mods
Thisresource shall support the resource URI variables defined in table 5.4.26.2-1.
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Table 5.4.26.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [8].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance of which the deployable modules are requested to be selected.
See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

5.4.26.3 Resource methods

5.4.26.3.1 POST

The POST method requests to select deployable modules of aVNF instance and therefore to instantiate or terminate
VNFC instances according to the selected deployable modules.

This method shall follow the provisions specified in tables 5.4.26.3.1-1 and 5.4.26.3.1-2 for URI query parameters,
request and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall reflect
the selected depl oyable modules by updating the " sel ectedDeployableModules® attribute in the representation of the
"Individual VNF instance" resource.

Table 5.4.26.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 5.4.26.3.1-2: Details of the POST request/response on this resource

Data type Cardinalit Description

Request y
body SelectVnfDeployableModulesRequest |1 Parameters for the select VNF deployable modules
operation, as defined in clause 5.5.2.27.

Cardinalit |Response

Data type y Codes Description
n/a 202 Shall be returned when the request has
Accepted |been accepted for processing.
Response The response body shall be empty.

body
The HTTP response shall include a
"Location" HTTP header that contains
the URI of the newly-created "Individual
VNF LCM operation occurrence”
resource corresponding to the operation.
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Response
body

Data type

Cardinalit
y

Response
Codes

Description

ProblemDetails

0.1

404 Not
Found

Shall be returned upon the following
error: The API producer did not find a
current representation for the target
resource or is not willing to disclose that
one exists.

The general cause for this error and its
handling is specified in clause 6.4 of
ETSI GS NFV-SOL 013 [8], including
rules for the presence of the response
body.

Specifically in case of this task resource,
the response code 404 shall also be
returned if the task is not supported for
the VNF instance represented by the
parent resource, which means that the
task resource consequently does not
exist.

In this case, the response body shall be
present, and shall contain a
ProblemDetails structure, in which the
"detail" attribute shall convey more
information about the error.

ProblemDetails

409
Conflict

Shall be returned upon the following
error: The operation cannot be executed
currently, due to a conflict with the state
of the resource.

Typically, this is due to the fact that the
"Individual VNF instance" resource is in
NOT_INSTANTIATED state, that
another lifecycle management operation
is ongoing, or that a required (see note)
child attribute of the "extensions"
attribute has not been set.

The response body shall contain a
ProblemDetails structure, in which the
"detail" attribute shall convey more
information about the error.

ProblemDetails

See
clause 6.4
of [8]

AXX/5XX

In addition to the response codes
defined above, any common error
response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [8] may be
returned.

NOTE:

Required attributes are marked as "required” in the VNFD.

5.4.26.3.2

GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.26.3.3

PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.4.26.3.4

PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].
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5.4.26.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [8].

5.5 Data model

55.1 Introduction
This clause defines the request and response data structures of the VNF Lifecycle management interface. If arequest or

response contains attributes not defined in the present document, a receiving functional block that does not understand
these attributes shall not treat their presence as an error and may choose to ignore them.

5.5.2 Resource and notification data types

5521 Introduction

This clause defines the data structures to be used in resource representations and notifications.

5.5.2.2 Type: Vnflnstance
This type represents a VNF instance. It shall comply with the provisions defined in table 5.5.2.2-1.

NOTE: Clause B.3.2 provides examplesillustrating the relationship among the different run-time data types (CP,
VL and link ports) used to represent the connectivity of aVNF.

Table 5.5.2.2-1: Definition of the Vnflnstance data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of the VNF instance.
vnflnstanceName String 0.1 Name of the VNF instance.
This attribute can be modified with the PATCH
method.
vnflnstanceDescription String 0.1 Human-readable description of the VNF
instance.
This attribute can be modified with the PATCH
method.
vnfdld Identifier 1 Identifier of the VNFD on which the VNF
instance is based. See note 1.
vnfProvider String 1 Provider of the VNF and the VNFD.
The value is copied from the VNFD.
vnfProductName String 1 Name to identify the VNF Product.
The value is copied from the VNFD.
vnfSoftwareVersion Version 1 Software version of the VNF.
The value is copied from the VNFD.
vnfdVersion Version 1 Identifies the version of the VNFD.
The value is copied from the VNFD.
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Attribute name Data type Cardinality Description
vnfConfigurableProperties KeyValuePairs 0.1 Additional VNF-specific attributes that provide

the current values of the configurable
properties of the VNF instance.

These attributes represent values that are
stored persistently in the Vnflnstance structure
and that correspond to configuration
parameters of the VNF instance.

Modifying these attributes affects the
configuration of the VNF instance either
directly (if the VNF instance is in
INSTANTIATED state at the time of the
modification) or as part of the subsequent VNF
instantiation operation (if the VNF instance is in
NOT_INSTANTIATED state at the time of the
modification).

Configurable properties referred in these
attributes are declared in the VNFD. The
declaration of configurable properties in the
VNFD can optionally contain the specification
of initial values. See notes 2, 3 and 4. The
VNFM shall reject requests to write
configurable properties that are not declared in
the VNFD with a "422 Unprocessable Content”
error response as defined in clause 6.4 of ETSI
GS NFV-SOL 013 [8].

These configurable properties include the
following standard attributes, which are
declared in the VNFD if auto-scaling and/or
auto-healing are supported by the VNF:

e isAutoscaleEnabled: If present, the
VNF supports auto-scaling. If set to
true, auto-scaling is currently
enabled. If set to false, auto-scaling is
currently disabled.

e isAutohealEnabled: If present, the
VNF supports auto-healing. If set to
true, auto-healing is currently
enabled. If set to false, auto-healing is
currently disabled.

These configurable properties can be initialized
with default values from the VNFD (see
note 4).

Configurable properties can be modified with
values passed in the request structures of
certain LCM operations, such as the
InstantiateVnfRequest structure.

Further, these configurable properties can be
created, modified or deleted with the PATCH
method.

In addition, the provisions in clause 5.7 shall
apply.
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Attribute name

Data type

Cardinality

Description

vimConnectionInfo

map(VimConnectioninfo) |0..N

Information about VIM or CISM connections to
be used for managing the resources for the
VNF instance. The keys of the map, each of
which identifies information about a particular
VIM connection, are managed by the NFVO
and referenced from other data structures via
the "vimConnectionld" attribute.

This attribute shall only be supported and
present if:

e the resources of at least of the
VNFCs are managed by a VIM and
VNF-related resource management in
direct mode is applicable.

e the resources of at least of the
VNFCs are managed by a CISM.

This attribute can be modified with the PATCH
method.

If VIM connection information is provisioned to
the VNFM by means outside the scope of the
present document, the information in the
"vimConnectionInfo" attribute provides
necessary information for binding the
Vnflnstance representing the "Individual VNF
instance" to the applicable VIM connection
information used to perform resource
management for the VNF instance. See also
the definition of the "VimConnectionInfo" in
clause 4.4.1.6.

cirConnectioninfo

map(VimConnectioninfo) |0..N

Information about the CIR connection for
managing OS container images for the VNF
instance.

Shall be present when all or part of the VNF is
realized by a set of OS containers and shall be
absent otherwise.

mciopRepositorylnfo

map(VimConnectioninfo) |0..N

Information about the MCIOP repository for the
VNF instance.

Shall be present when all or part of the VNF is
realized by a set of OS containers and shall be
absent otherwise.

See note 1.

certificatelnfo

Certificatelnfo

Information about certificate and certificate
management in this VNF. Shall be present
when using delegation mode, otherwise shall
be absent.

This attribute can be modified with the PATCH
method.

Content of this attribute shall not be either
added (if previously not set) or removed (if
previously set) by using the Modify VNF
Information operation. See note 3.

instantiationState

Enum (inlined)

The instantiation state of the VNF.

Permitted values:

. NOT_INSTANTIATED: The VNF
instance is terminated or not
instantiated.

e INSTANTIATED: The VNF instance is
instantiated.
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Attribute name

Data type

Cardinality

Description

instantiatedVnfinfo

Structure (inlined)

0.1

Information specific to an instantiated VNF
instance.

This attribute shall be present if the
instantiateState attribute value is
INSTANTIATED.

>flavourld

IdentifierlnVnfd

Identifier of the VNF deployment flavour
applied to this VNF instance.

>vnfState

VnfOperationalStateTyp
e

State of the VNF instance.

>vnfPowerState

PowerStatelnfo

The power state of the VNF instance. Only
present if the VNF instance is in a power state
or a scale status (refer to attribute
"scaleStatus") that has an associated power
profile, as defined in the VNFD.

>scaleStatus

Scalelnfo

Scale status of the VNF, one entry per aspect.
Represents for every scaling aspect how "big"
the VNF has been scaled with reference to that
aspect.

This attribute shall be present if the VNF
supports scaling.

See clause B.2 for an explanation of VNF
scaling.

For an aspect that has not been deployed
because the related deployableModule has not
been selected, it indicates the scale level that
has been requested in the instantiation or in a
scaling operation, or, if none has been
requested in any of them, the scale level
applicable to the aspect based on the default
instantiation level. See note 8.

>maxScalelLevels

Scalelnfo

Maximum allowed scale levels of the VNF, one
entry per aspect.

This attribute shall be present if the VNF
supports scaling.

>selectedDeployableModule

IdentifierinVnfd

References a currently selected deployable
module, as defined in the VNFD, that has
already completed the instantiation of its
VNFCs.

>resourceCapacityDefinition

ResourceCapacityDefinit
ion

Shows current values of VDU attributes related
to resource capacity, if different to the default
values from the VNFD, as indicated in the (one
or more) request(s) of all completed VNF LCM
operation(s) that contain this attribute. If an
attribute value has been modified multiple
times, only the last value is shown. The values
indicated in this attribute are applicable to all
VNFC instances based on the VDU to which
the resourceCapacityDefinition is related.

>extCplnfo

VnfExtCplnfo

1..N

Information about the external CPs exposed by
the VNF instance. When trunking is enabled,
the list of entries includes both, external CPs
corresponding to parent ports of a trunk, and
external CPs associated with sub-ports of a
trunk. See note 7.

>vipCplnfo

VipCplnfo

VIP CPs that are part of the VNF instance.
Shall be present when that particular VIP CP of
the VNFC instance is associated with an
external CP of the VNF instance.

May be present otherwise.
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Attribute name Data type Cardinality Description

>virtualCplnfo VirtualCplinfo 0..N Virtual CPs that are part of the VNF instance.
Shall be present when a particular Virtual CP is
associated with an external CP of the VNF
instance.
May be present otherwise.

>extVirtualLinkinfo ExtVirtualLinkinfo 0..N Information about the external VLs the VNF

instance is connected to.

>extManagedVirtualLinkInfo

ExtManagedVirtualLinkin
fo

o
=z

Information about the externally-managed
internal VLs of the VNF instance. See notes 5
and 6.

>monitoringParameters

MonitoringParameter

Active monitoring parameters.

>|ocalizationLanguage

String

Information about localization language of the
VNF (includes e.qg. strings in the VNFD).

The localization languages supported by a
VNF can be declared in the VNFD, and
localization language selection can take place
at instantiation time.

The value shall comply with the format defined
in IETF RFC 5646 [3].

>vnfcResourcelnfo

VnfcResourcelnfo

Information about the virtualised compute and
storage resources used by the VNFCs of the
VNF instance.

>vnfVirtualLinkResourcelnfo

VnfVirtualLinkResourcel
nfo

Information about the virtualised network
resources used by the VLs of the VNF
instance. See note 6.

>virtualStorageResourcelnfo

VirtualStorageResourcel
nfo

Information about the virtualised storage
resources used as storage for the VNF
instance.

>mciolnfo

Mciolnfo

Information on the MCIO(s) representing
VNFC instance(s) realized by one or a set of
OS containers and created from the same
VDU for the VNF instance.

>vnfPaasServicelnfo

PaasServicelnfo

Information on the PaaS Services assigned
and used by the VNF instance.

metadata

KeyValuePairs

Additional VNF-specific attributes that provide
metadata describing the VNF instance.

These attributes represent values that are
stored persistently in the Vnflnstance structure
for consumption by functional blocks that
invoke the VNF lifecycle management
interface. They are not consumed by the
VNFM, or the lifecycle management scripts.

Modifying the values of these attributes has no
effect on the VNF instance, it only affects the
information represented in the Vnflnstance
structure.

Metadata that the VNF provider foresees are
expected to be declared in the VNFD

(clause 6.2.35 in ETSI GS NFV-SOL 001 [14]),
like information about supported protocols and
data models for configuring the VNF. The
declaration of metadata in the VNFD can
optionally contain the specification of initial
values. See notes 2 and 4. The VNFM shall
accept requests to write metadata that are not
declared in the VNFD.

These attributes can be initialized with default
values from the VNFD (see note 4) or with
values passed in the CreateVnfRequest
structure (see clause 5.4.2.3.1).
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Attribute name

Data type

Cardinality

Description

These attributes can be created, modified or
removed with the PATCH method.

extensions

KeyValuePairs

0.1

Additional VNF-specific attributes that affect
the lifecycle management of this VNF instance.

These attributes represent values that are
stored persistently in the Vnfinstance structure
for consumption by the VNFM or the lifecycle
management scripts during the execution of
VNF lifecycle management operations.

All extensions that are allowed for the VNF are
declared in the VNFD. The declaration of an
extension in the VNFD contains information on
whether its presence is optional or required,
and optionally can specify an initial value. See
notes 2 and 4. The VNFM shall reject requests
to write extension attributes that are not
declared in the VNFD with a "422
Unprocessable Content" error response as
defined in clause 6.4 of ETSI

GS NFV-SOL 013 [8].

Modifying the values of these attributes has no
direct effect on the VNF instance; however, the
modified attribute values can be considered
during subsequent VNF lifecycle management
operations, which means that the modified
values can indirectly affect the configuration of
the VNF instance.

These attributes can be initialized with default
values from the VNFD (see note 4).

These attributes can be modified with values
passed in the request structures of certain
LCM operations, such as the
InstantiateVnfRequest structure.

Further, these attributes can be created,
modified or deleted with the PATCH method.

In addition, the provisions in clause 5.7 shall
apply.

links

Structure (inlined)

Links to resources related to this resource.

>self

Link

URI of this resource.

>indicators

Link

o~k

Indicators related to this VNF instance, if
applicable.

>instantiate

Link

Link to the "Instantiate VNF task" resource, if
the related operation is possible based on the
current status of this VNF instance resource
(i.e. VNF instance in NOT_INSTANTIATED
state).

>terminate

Link

Link to the "Terminate VNF task" resource, if
the related operation is possible based on the
current status of this VNF instance resource
(i.e. VNF instance is in INSTANTIATED state).

>scale

Link

Link to the "Scale VNF task" resource, if the
related operation is supported for this VNF
instance and is possible based on the current
status of this VNF instance resource (i.e. VNF
instance is in INSTANTIATED state).

>scaleTolLevel

Link

0.1

Link to the "Scale VNF to level task" resource,
if the related operation is supported for this
VNF instance and is possible based on the
current status of this VNF instance resource
(i.e. VNF instance is in INSTANTIATED state).
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Attribute name

Data type

Cardinality

Description

>changeFlavour

Link

0.1

Link to the "Change VNF flavour task"
resource, if the related operation is supported
for this VNF instance and is possible based on
the current status of this VNF instance
resource (i.e. VNF instance is in
INSTANTIATED state).

>heal

Link

Link to the "Heal VNF task" resource, if the
related operation is supported for this VNF
instance and is possible based on the current
status of this VNF instance resource (i.e. VNF
instance is in INSTANTIATED state).

>operate

Link

Link to the "Operate VNF task" resource, if the
related operation is supported for this VNF
instance and is possible based on the current
status of this VNF instance resource (i.e. VNF
instance is in INSTANTIATED state).

>changeExtConn

Link

Link to the "Change external VNF connectivity
task" resource, if the related operation is
possible based on the current status of this
VNF instance resource (i.e. VNF instance is in
INSTANTIATED state).

>createSnapshot

Link

Link to the "Create VNF snapshot task”
resource, if the related operation is supported
for this VNF instance and is possible based on
the current status of this VNF instance
resource (i.e. VNF instance is in
INSTANTIATED state).

>revertToSnapshot

Link

Link to the "Revert to VNF snapshot task"
resource, if the related operation is supported
for this VNF instance and is possible based on
the current status of this VNF instance
resource (i.e. VNF instance is in
INSTANTIATED state).

>changeCurrentVnfPkg

Link

Link to the "Change current VNF package task”
resource, if the related operation is possible
based on the current status of this VNF
instance resource (i.e. VNF instance is in
INSTANTIATED state).

recentVnfLcmOperationLinks

Structure (inlined)

Links to the most recent LCM operation
occurrences related to this resource. See
note 9.

>recentVnfLcmOperation

Link

Link to the most recent LCM operation
occurrence of any type that has been triggered
on this VNF instance, such as Instantiate,
Scale, or Heal.

>recentvnfLecminstantiation

Link

Link to the most recent LCM operation
occurrence of type "INSTANTIATE" that has
been triggered on this VNF instance.

>recentVnfLcmScale

Link

Link to the most recent LCM operation
occurrence of type "SCALE" that has been
triggered on this VNF instance.

>recentVnfLcmScaleTolLevel

Link

Link to the most recent LCM operation
occurrence of type "SCALE_TO_LEVEL" that
has been triggered on this VNF instance.

>recentVnfLcmChangeFlavour

Link

Link to the most recent LCM operation
occurrence of type "CHANGE_FLAVOUR" that
has been triggered on this VNF instance.

>recentVnfLcmTerminate

Link

Link to the most recent LCM operation
occurrence of type "TERMINATE" that has
been triggered on this VNF instance.

>recentVnfLcmHeal

Link

Link to the most recent LCM operation
occurrence of type "HEAL" that has been
triggered on this VNF instance.

>recentVnfLcmOperate

Link

Link to the most recent LCM operation
occurrence of type "OPERATE" that has been
triggered on this VNF instance.
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Attribute name Data type Cardinality Description

>recentVnfLcmChangeExtConn Link 0.1 Link to the most recent LCM operation

occurrence of type "CHANGE_EXT_CONN"
that has been triggered on this VNF instance.

>recentVnfLcmModifyInfo Link 0.1 Link to the most recent LCM operation

occurrence of type "MODIFY_INFO" that has
been triggered on this VNF instance.

>recentVnfLcmCreateSnapshot Link 0.1 Link to the most recent LCM operation

occurrence of type "CREATE_SNAPSHOT"
that has been triggered on this VNF instance.

>recentVnfLcmRevertToSnapshot  |Link 0.1 Link to the most recent LCM operation

occurrence of type
"REVERT_TO_SNAPSHOT" that has been
triggered on this VNF instance.

>recentVnfLcmChangeVnfPkg Link 0.1 Link to the most recent LCM operation

occurrence of type "CHANGE_VNFPKG" that
has been triggered on this VNF instance.

>recentVnfLcmSelectDplMods Link 0.1 Link to the most recent LCM operation

occurrence of type "SELECT_DEPL_MODS"
that has been triggered on this VNF instance.

NOTE 1:

NOTE 2:
NOTE 3:

NOTE 4:

NOTE 5:

NOTE 6:

NOTE 7:

NOTE 8:

NOTE 9:

Modifying the value of this attribute shall not be performed when conflicts exist between the previous and the newly
referred VNF package, i.e. when the new VNFD is changed with respect to the previous VNFD in other aspects
than merely referencing to other VNF software images. In order to avoid misalignment of the Vnfinstance with the
current VNF's on-boarded VNF Package, the values of attributes in the Vnflnstance that have corresponding
attributes in the VNFD shall be kept in sync with the values in the VNFD.

ETSI GS NFV-SOL 001 [14] specifies the structure and format of the VNFD based on TOSCA specifications.

VNF configurable properties are sometimes also referred to as configuration parameters applicable to a VNF. Some
of these are set prior to instantiation and cannot be modified if the VNF is instantiated, some are set prior to
instantiation (are part of initial configuration) and can be modified later, and others can be set only after
instantiation. The applicability of certain configuration may depend on the VNF and the required operation of the
VNF at a certain point in time.

Upon creation of the Vnflnstance structure, the VNFM shall create and initialize all child attributes of
"vnfConfigurableProperties", "metadata” and "extensions" that were declared in the VNFD with a defined initial
value. The defined initial values can be declared in the VNFD, and/or, in case of "metadata”, obtained from the
"CreateVnfRequest" structure. Child attributes of "vnfConfigurableProperties”, "metadata” and "extensions" that
have no defined initial value shall not be created, in order to be consistent with the semantics of the JISON Merge
Patch method (see IETF RFC 7396 [5]) that interprets null values as deletion request.

It is possible to have several ExtManagedVirtualLinkinfo for the same VNF internal VL in case of a multi-site VNF
spanning several VIMs. The set of ExtManagedVirtualLinkinfo corresponding to the same VNF internal VL shall
indicate so by referencing to the same VnfVirtualLinkDesc and externally-managed multi-site VL instance (refer to
clause 5.5.3.3).

Even though externally-managed internal VLs are also used for VNF-internal connectivity, they shall not be listed in
the "vnfVirtualLinkResourcelnfo" attribute as this would be redundant.

Subports need not be used for containerized VNFCs. The application container can send and receive IP packets
with any VLAN tag as long as the network interface to connect to the secondary container cluster network has been
configured appropriately. Thus, no individual vnfcCplinfo, except the one representing the trunk, need be modelled
to allow traffic tagged with a particular VLAN through the connection point.

For a scaling aspect whose related VNFCs have not been instantiated due to the selection of deployable modules,
the "scaleStatus" indicates the scale level that would be applicable to the aspect if a VNF LCM operation changes
the selected deployable modules and the related VNFCs are instantiated, unless the VNF LCM operation explicitly
indicates the scale level for the aspect.

The recentVnfLcmOperationLinks attribute does not provide a complete historical record of LCM changes that a
VNF instance experienced during its lifecycle. The information in this attribute should not be used to create a
chronological order of events that cannot be inferred by looking only at the most recent operation occurrences due
to potential gaps in timeline. This is because there can be many possible combination of LCM changes that a VNF
may have gone through between two operation occurrences recorded in the recentVnfLcmOperationLinks attribute.
For example, there can be many scaling related LCM changes since an individual VNF instance has been
instantiated until the most recent scaling operation occurrence linked in the attribute. In another example, the most
recent LCM operation occurrence related to instantiate VNF operation may be more recent than the one that
caused the VNF instance to be terminated last time, which prevents the possibility to create a meaningful
chronological timeline of VNF LCM events.

5.5.2.3 Type: CreateVnfRequest

This type represents request parameters for the "Create VNF identifier" operation. It shall comply with the provisions
defined in table 5.5.2.3-1.
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Table 5.5.2.3-1: Definition of the CreateVnfRequest data type

Attribute name Data type Cardinality Description
vnfdld Identifier 1 Identifier that identifies the VNFD which defines the VNF
instance to be created.
vnflnstanceName String 0.1 Human-readable name of the VNF instance to be
created.
vnflnstanceDescription String 0.1 Human-readable description of the VNF instance to be

created.

metadata

KeyValuePairs |0..1

If present, this attribute provides additional initial values,
overriding those obtained from the VNFD, for the
"metadata” attribute in "Vnfinstance", as defined in
clause 5.5.2.2.

Provisions for handling metadata during the operation are
defined in clause 5.4.2.3.1.

certificateConfigurationData |CertificateConfi |0..1

Configuration for certificate management such as

gurationData certificate profile, information of CMF and security policy
in this VNF. It shall be present when using delegation
mode, otherwise it shall be absent.
This attribute shall be supported when delegation mode
of certificate management is applicable.
5.5.24 Type: InstantiateVnfRequest

This type represents request parameters for the "Instantiate VNF" operation. It shall comply with the provisions defined

intable 5.5.2.4-1.

Table 5.5.2.4-1: Definition of the InstantiateVnfRequest data type

Attribute name

Data type

Cardinality Description

flavourld

IdentifierinVnfd

1

Identifier of the VNF deployment flavour to be
instantiated.

instantiationLevelld

IdentifierlnVnfd

0.1

Identifier of the instantiation level of the deployment
flavour to be instantiated. See notes 3 and 5.

targetScaleLevelinfo

Scalelnfo

0..N

This attribute is applicable if VNF supports target
scale level instantiation.

For each scaling aspect of the current deployment
flavour, the attribute specifies the scale level of VNF
constituents (e.g. VDU level) to be instantiated. See
notes 3, 4 and 5.

extVirtualLinks

ExtVirtualLinkData

Information about external VLs to connect the VNF
to, including configuration information for the CPs
via which the VNF instance can attach to this VL.

The following applies to the "ExtVirtualLinkData"
information provided in this request, together with
the related overriding information provided in the
"Grant" structure (see clause 9.5.2.3): Even if the
VNF is not instantiated in fully scaled-out state, the
API consumer shall provide enough CP
configuration records to allow connecting the VNF
instance, fully scaled out in all scaling aspects, to
the external VLs.

extManagedVirtualLinks

ExtManagedVirtualLinkData

Information about internal VLs that are managed by
the NFVO. See notes 1 and 2.

vimConnectionInfo

map(VimConnectioninfo)

Information about VIM or CISM connections to be
used for managing the resources for the VNF
instance, or refer to external/externally-managed
virtual links.

This attribute shall only be supported and may be
present if
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Attribute name Data type Cardinality Description

e the resources for at least one of the VNFCs
shall be managed by a VIM and VNF-
related resource management in direct
mode is applicable.

e the resources for at least one of the VNFCs
shall be managed by a CISM.

The VNFM shall apply the content of this attribute to
the "vimConnectionInfo" attribute of "Vnfinstance"
according to the rules of JSON Merge Patch (see
IETF RFC 7396 [5]).

localizationLanguage String 0.1 Localization language of the VNF to be instantiated.

The value shall comply with the format defined in
IETF RFC 5646 [3].

additionalParams KeyValuePairs 0.1 Additional input parameters for the instantiation

process, specific to the VNF being instantiated, as
declared in the VNFD as part of
"InstantiateVnfOpConfig" defined in ETSI

GS NFV-IFA 011 [10].

extensions KeyValuePairs 0.1 If present, this attribute provides modifications to the

default values, as obtained from the VNFD, of the
"extensions" attribute in "Vnfinstance", as defined in
clause 5.5.2.2. Provisions for handling extensions
during the operation are defined in clause 5.4.4.3.1.

vnfConfigurableProperties KeyValuePairs 0.1 If present, this attribute provides modifications to the

default values, as obtained from the VNFD, of the
"vnfConfigurableProperties" attribute in
"Vnflnstance", as defined in clause 5.5.2.2.
Provisions for handling configurable properties
during the operation are defined in clause 5.4.4.3.1.

selectedDeployableModule (IdentifierinVnfd 0..N Identifier of a selected deployable module. Only

VNFCs based on VDUSs that belong to deployable
modules listed in this attribute are requested to be
instantiated.

resourceCapacityDefinition |ResourceCapacityDefinition

©
z

Indicates values for resource capacity related
attributes pertaining to a descriptor. Values can only
be provided for resource capacity related attributes
that have been defined in the VNFD as being
configurable. Furthermore, provided values shall be
within the allowed values indicated in the VNFD.

NOTE 1:

NOTE 2:

NOTE 3:

NOTE 4:

NOTE 5:

The indication of externally-managed internal VLs is needed in case networks have been pre-configured for use with
certain VNFs, for instance to ensure that these networks have certain properties such as security or acceleration
features, or to address particular network topologies. The present document assumes that externally-managed
internal VLs are managed by the NFVO and created towards the VIM.

It is possible to have several ExtManagedVirtualLinkData for the same VNF internal VL in case of a multi-site VNF
spanning several VIMs. The set of ExtManagedVirtualLinkData corresponding to the same VNF internal VL shall
indicate so by referencing to the same VnfVirtualLinkDesc and externally-managed multi-site VL instance (refer to
clause 4.4.1.12).

The target size for VNF instantiation may be specified in either instantiationLevelld or targetScaleLevelinfo, but not
both. If none of the two attributes (instantiationLevelld or targetScaleLevellnfo) are present, the default instantiation
level as declared in the VNFD shall be used.

If targetScaleLevellnfo is specified, information provided in targetScaleLevellnfo shall be used for instantiating
scalable constituents of the VNF (e.g. VDUs/VLs). For scaling aspects not specified in targetScaleLevellnfo or for the
VNF constituents (e.g. VDUs/VLSs) that are not scalable, the default instantiation level as declared in the VNFD shall
be used for instantiation.

If the referenced instantiationLevel or the targetScaleLevellnfo contain information related to VNFCs that are not
going to be instantiated due to the selection of deployable modules, the information is stored in the VNFM for later
use and included in the instantiatedVnfinfo. If none of the attributes is present, the information from the
defaultinstantiationLevel related to those VNFCs is stored and included in the instantiatedVnfinfo. If, during the
lifecycle of the VNF, as a result of a change of the selected deployable modules any of those VNFCs is going to be
instantiated, the stored information determines the number of instances, unless the request that triggered the change
also contains information about the humber of instances.
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Thistype represents request parameters for the "Scale VNF" operation. It shall comply with the provisions defined in
table 5.5.2.5-1. See clause B.2 in annex B for an explanation of VNF scaling.

Table 5.5.2.5-1: Definition of the ScaleVnfRequest data type

Attribute name

Data type

Cardinality

Description

type

Enum (inlined)

1

Indicates the type of the scale operation requested.
Permitted values:
e SCALE_OUT: adding additional VNFC instances to the
VNF to increase capacity.
e  SCALE_IN: removing VNFC instances from the VNF in
order to release unused capacity.
e SCALE_VERTICAL: increasing or decreasing the
resource capacity of all instances of one or multiple
VNFCs.

aspectld

IdentifierinVnfd

Identifier of the scaling aspect. It shall be present when 'type’
indicates SCALE_OUT or SCALE_IN and absent otherwise.

numberOfSteps

Integer

Number of scaling steps to be executed as part of this Scale
VNF operation. It shall be a positive number and the default
value shall be 1.

resourceCapacityD
efinition

ResourceCapaci
tyDefinition

Indicates values for resource capacity related attributes
pertaining to a descriptor. The indicated values are absolute
(target) values, as opposed to relative (delta) values. Values can
only be provided for resource capacity related attributes that
have been defined in the VNFD as being configurable.
Furthermore, provided values shall be within the allowed values
indicated in the VNFD. It shall be present when 'type' indicates
SCALE_VERTICAL and absent otherwise.

additionalParams

KeyValuePairs

Additional parameters passed by the NFVO as input to the
scaling process, specific to the VNF being scaled, as declared in
the VNFD as part of "ScaleVnfOpConfig" defined in ETSI

GS NFV-IFA 011 [10].

5.5.2.6 Type: ScaleVnfToLevelRequest

This type represents request parameters for the " Scale VNF to Level" operation. It shall comply with the provisions
defined in table 5.5.2.6-1. See clause B.2 for an explanation of VNF scaling.
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Table 5.5.2.6-1: Definition of the ScaleVnfToLevelRequest data type

Attribute name

Data type Cardinality

Description

instantiationLevelld

IdentifierinVnfd 0.1

Identifier of the target instantiation level of the current
deployment flavour to which the VNF is requested to be scaled.

See notes 1 and 2.

scalelnfo

Scalelnfo 0..N

For each scaling aspect of the current deployment flavour,
indicates the target scale level to which the VNF is to be
scaled.

See notes 1 and 2.

powerProfileld

IdentifierinVnfd 0.1

Identifier of the target power profile in the current deployment
flavour, as defined in the VNFD, from which the target power
state can be selected and be switched to. See notes 1 and 2.

additionalParams

KeyValuePairs 0.1

Additional parameters passed by the NFVO as input to the
scaling process, specific to the VNF being scaled, as declared
in the VNFD as part of "ScaleVnfToLevelOpConfig" defined in
ETSI GS NFV-IFA 011 [10].

NOTE 1: Either the "instantiationLevelld" attribute or the "scalelnfo" attribute or the "powerProfileld" attribute shall be
included, but not multiple of them.

NOTE 2: If the referenced "instantiationLevel", the "scalelnfo" or "powerProfileld" attribute contain information related to
VNFCs that are not going to be instantiated due to the selection of deployable modules, the information is
stored in the VNFM for later use and included in the instantiatedVnfinfo. If, during the lifecycle of the VNF, as a
result of a change of the selected deployable modules any of those VNFCs is going to be instantiated, the
stored information determines the number of instances, unless the request that triggered the change also
contains information about the nhumber of instances.

5.5.2.7 Type: ChangeVnfFlavourRequest

This type represents request parameters for the "Change VNF flavour” operation. It shall comply with the provisions

defined in table 5.5.

2.7-1.

Table 5.5.2.7-1: Definition of the ChangeVnfFlavourRequest data type

Attribute name Data type Cardinality Description
newFlavourld IdentifierinVnfd 1 Identifier of the VNF deployment flavour to be
instantiated.
instantiationLevelld IdentifierlnVnfd 0.1 Identifier of the instantiation level of the deployment

flavour to be instantiated. See note 3.If not present,
the default instantiation level as declared in the
VNFD is instantiated.

targetScaleLevellnfo

Scalelnfo

0..N This attribute is applicable if VNF supports target
scale level instantiation.

For each scaling aspect of the current deployment
flavour, the attribute specifies the scale level of VNF
constituents (e.g. VDU level) to be instantiated. See
notes 3 and 4.
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Attribute name

Data type

Cardinality

Description

extVirtualLinks

ExtVirtualLinkData

0..N

Information about external VLs to connect the VNF
to, including configuration information for the CPs
via which the VNF instance can attach to this VL.

Entries in the list of external VLs that are unchanged
need not be supplied as part of this request.

The following applies to the "ExtVirtualLinkData"
information provided in this request, together with
the related "ExtVirtualLinkInfo" information known to
the VNFM represented in the "Vnflnstance" structure
(see clause 5.5.2.2) and the related overriding
information provided in the "Grant" structure (see
clause 9.5.2.3): Even if the VNF is not in fully
scaled-out state after changing the flavour, the API
consumer shall provide enough CP configuration
records to allow connecting the VNF instance, fully
scaled out in all scaling aspects, to the external VLs.

extManagedVirtualLinks

ExtManagedVirtualLinkDat
a

0..N

Information about internal VLs that are managed by
the NFVO. See notes 1 and 2.

vimConnectionInfo

map(VimConnectionInfo)

0..N

Information about VIM or CISM connections to be
used for managing the resources for the VNF
instance, or refer to external/externally-managed
virtual links.

This attribute shall only be supported and may be
present if
e the resources for at least one of the VNFCs
shall be managed by a VIM and VNF-
related resource management in direct
mode is applicable.
e the resources for at least one of the VNFCs
shall be managed by a CISM.

The VNFM shall apply the content of this attribute to
the "vimConnectionInfo" attribute of "Vnfinstance"
according to the rules of JISON Merge Patch (see
IETF RFC 7396 [5]).

additionalParams

KeyValuePairs

0.1

Additional input parameters for the flavour change
process, specific to the VNF being modified, as
declared in the VNFD as part of
"ChangeVnfFlavourOpConfig" defined in ETSI

GS NFV-IFA 011 [10].

extensions

KeyValuePairs

0.1

If present, this attribute provides modifications to the
values of the "extensions" attribute in "Vnflnstance",
as defined in clause 5.5.2.2. Provisions for handling
extensions during the operation, are defined in
clause 5.4.7.3.1.

vnfConfigurableProperti

es

KeyValuePairs

0.1

If present, this attribute provides modifications to the
values of the "vnfConfigurableProperties" attribute in
"Vnflnstance", as defined in clause 5.5.2.2.

Provisions for handling VNF configurable properties
during the operation, are defined in clause 5.4.7.3.1.

selectedDeployableMod

ule

IdentifierinVnfd

0..N

Identifier of a selected deployable module. Only
VNFCs based on VDUs that belong to deployable
modules listed in this attribute are requested to be
instantiated or preserved if they were already
instantiated.

resourceCapacityDefiniti

on

ResourceCapacityDefinitio
n

0..N

Indicates values for resource capacity related
attributes pertaining to a descriptor. Values can only
be provided for resource capacity related attributes
that have been defined in the VNFD as being
configurable. Furthermore, provided values shall be
within the allowed values indicated in the VNFD.
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Attribute name Data type Cardinality Description
certificateConfigurationD |CertificateConfigurationDa |0..1 Configuration for certificate management such as
ata ta certificate profile and security policy in this VNF.

Can be present when setting a new certificate to the

VNF instance in delegation mode. Otherwise shall

not be present.

This attribute shall be supported when delegation

mode of certificate management is applicable.

NOTE 1: The indication of externally-managed internal VLs is needed in case networks have been pre-configured for
use with certain VNFs, for instance to ensure that these networks have certain properties such as security or
acceleration features, or to address particular network topologies. The present document assumes that
externally-managed internal VLs are managed by the NFVO and created towards the VIM.

NOTE 2: Itis possible to have several ExtManagedVirtualLinkData for the same VNF internal VL in case of a multi-site
VNF spanning several VIMs. The set of ExtManagedVirtualLinkData corresponding to the same VNF internal
VL shall indicate so by referencing to the same VnfVirtualLinkDesc and externally-managed multi-site VL
instance (refer to clause 4.4.1.12).

NOTE 3: The target size for VNF instantiation may be specified in either instantiationLevelld or targetScaleLevellnfo, but
not both. If none of the two attributes (instantiationLevelld or targetScaleLevellnfo) are present, the default
instantiation level as declared in the VNFD shall be used.

NOTE 4: If targetScaleLevellnfo is specified, information provided in targetScaleLevellnfo shall be used for instantiating
scalable constituents of the VNF (e.g. VDUs/VLs). For scaling aspects not specified in targetScaleLevellnfo or
for the VNF constituents (e.g. VDUs/VLs) that are not scalable, the default instantiation level as declared in the
VNFD shall be used for instantiation.

5.5.2.8 Type: TerminateVnfRequest
This type represents request parameters for the "Terminate VNF" operation. It shall comply with the provisions defined
intable 5.5.2.8-1.
Table 5.5.2.8-1: Definition of the TerminateVnfRequest data type
Attribute name Data type Cardinality Description
terminationType Enum (inlined) 1 Indicates whether forceful or graceful termination is
requested. See note.
Permitted values:

e FORCEFUL: The VNFM will shut down the VNF
and release the resources immediately after
accepting the request.

e GRACEFUL: The VNFM will first arrange to take
the VNF out of service after accepting the
request. Once the operation of taking the VNF
out of service finishes (irrespective of whether it
has succeeded or failed) or once the timer value
specified in the "gracefulTerminationTimeout"
attribute expires, the VNFM will shut down the
VNF and release the resources.

gracefulTermination |Integer 0.1 This attribute is only applicable in case of graceful
Timeout termination. It defines the time to wait for the VNF to be
taken out of service before shutting down the VNF and
releasing the resources.
The unit is seconds.
If not given and the "terminationType" attribute is set to
"GRACEFUL", it is expected that the VNFM waits for the
successful taking out of service of the VNF, no matter
how long it takes, before shutting down the VNF and
releasing the resources.
additionalParams KeyValuePairs 0.1 Additional parameters passed by the NFVO as input to
the termination process, specific to the VNF being
terminated, as declared in the VNFD as part of
"TerminateVnfOpConfig" defined in ETSI
GS NFV-IFA 011 [10].

NOTE: If the VNF is still in service, requesting forceful termination can adversely impact network service.
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Thistype represents request parameters for the "Heal VNF" operation. It shall comply with the provisions defined in

table 5.5.2.9-1.

Table 5.5.2.9-1: Definition of the HealVnfRequest data type

Attribute name Data type Cardinality Description
cause String 0.1 Indicates the reason why a healing procedure is required.
additionalParams KeyValuePairs 0.1 Additional parameters passed by the NFVO as input to
the healing process, specific to the VNF being healed, as
declared in the VNFD as part of "HealVnfOpConfig"
defined in ETSI GS NFV-IFA 011 [10].
healingResource Enum (inlined) 0..N Indicates the kinds of the virtual resource to be healed.

Permitted values:

e VL
LINKPORT
STORAGE
VIRTUALCP
COMPUTE
OSCONTAINER

Default value is COMPUTE when the VDUs of the VNF
are realized by a set of virtual machines and
OSCONTAINER when the VDUs of the VNF are realized
by a set of OS containers.

5.5.2.10

Type: OperateVnfRequest

Thistype represents request parameters for the "Operate VNF" operation. It shall comply with the provisions defined in

table 5.5.2.10-1.

Table 5.5.2.10-1: Definition of the OperateVnfRequest data type

Attribute name Data type Cardinality Description
changeStateTo VnfOperationalStateT |1 The desired operational state (i.e. started or stopped) to
ype change the VNF to.

stopType StopType 0.1 It signals whether forceful or graceful stop is requested.
See note.

gracefulStopTimeout |Integer 0.1 The time interval (in seconds) to wait for the VNF to be
taken out of service during graceful stop, before
stopping the VNF. See note.

additionalParams KeyValuePairs 0.1 Additional parameters passed by the NFVO as input to

the process, specific to the VNF of which the operation
status is changed, as declared in the VNFD as part of
"OperateVnfOpConfig" defined in ETSI

GS NFV-IFA 011 [10].

NOTE:

absent.

The "stopType" and "gracefulStopTimeout" attributes shall be absent, when the "changeStateTo" attribute is
equal to "STARTED". The "gracefulStopTimeout" attribute shall be present, when the "changeStateTo" is
equal to "STOPPED" and the "stopType" attribute is equal to "GRACEFUL". The "gracefulStopTimeout"
attribute shall be absent, when the "changeStateTo" attribute is equal to "STOPPED" and the "stopType"
attribute is equal to "FORCEFUL". The request shall be treated as if the "stopType" attribute has been set to
"FORCEFUL", when the "changeStateTo" attribute is equal to "STOPPED" and the "stopType" attribute is

5.5.2.11

Type: ChangeExtVnfConnectivityRequest

This type represents request parameters for the " Change external VNF connectivity” operation to modify the external
connectivity of a VNF instance. It shall comply with the provisions defined in table 5.5.2.11-1.
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Table 5.5.2.11-1: Definition of the ChangeExtVnfConnectivityRequest data type

Attribute name Data type Cardinality Description

extVirtualLinks ExtVirtualLinkData 1..N Information about external VLs to change (e.g. connect
the VNF to) including configuration information for the
CPs via which the VNF instance can attach to this VL.

Entries in the list of external VLs that are unchanged
need not be supplied as part of this request.

The following applies to the "ExtVirtualLinkData"
information provided in this request, together with the
related "ExtVirtualLinkInfo" information known to the
VNFM represented in the "Vnflnstance" structure (see
clause 5.5.2.2) and the related overriding information
provided in the "Grant" structure (see clause 9.5.2.3):
Even if the VNF is not in fully scaled-out state, the API
consumer shall provide enough CP configuration
records to allow connecting the VNF instance, fully
scaled out in all scaling aspects, to the external VLs.
vimConnectionInfo map(VimConnectionl [0..N Information about VIM or CISM connections to be used
nfo) for managing the resources for the VNF instance, or
refer to external virtual links.

This attribute shall only be supported and may be
present if:

e the resources for at least one of the VNFCs
shall be managed by a VIM and VNF-related
resource management in direct mode is
applicable.

e the resources for at least one of the VNFCs
shall be managed by a CISM.

The VNFM shall apply the content of this attribute to the
"vimConnectionInfo" attribute of "Vnflnstance" according
to the rules of JSON Merge Patch (see IETF

RFC 7396 [5]).

additionalParams KeyValuePairs 0.1 Additional parameters passed by the NFVO as input to
the process, specific to the VNF of which the external
connectivity is changed, as declared in the VNFD as
part of "ChangeExtVnfConnectivityOpConfig" defined in
ETSI GS NFV-IFA 011 [10].

certificateConfiguratio |CertificateConfigurati |0..1 Configuration for certificate management such as
nData onData certificate profile and security policy in this VNF. Can be
present when setting a new certificate to the VNF
instance in delegation mode. Otherwise shall not be
present.

This attribute shall be supported when delegation mode

of certificate management is applicable.

The following behaviour applies for the changes that can be performed with this operation:

. To change the connection of external CP instances based on certain external CPDs from a "source" external
VL to adifferent "target” external VL, theidentifier of the "target” external VL shall be sent in the
"extVirtualLinkld" attribute of the "extVirtualLinks" parameter, and the "extCps" attributes of that parameter
shall refer viathe "cpdid" attribute to the external CPDs of the corresponding external connection point
instances that are to be reconnected to the target externa VL.

NOTE 1: For CP instancesthat are not part of atrunk, this means that all CP instances based on a given external
CPD will be reconnected. See clause B.3.3 for anillustration. Likewise, for CP instances that are part of a
trunk and have the same segmentationld, all CP instances (subports) based on a given external CPD will
be connected, disconnected or reconnected.
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e  To change the connectivity parameters of the external CPs connected to a particular external VL, including
changing addresses, the identifier of that external VL shall be sent in the "extVirtualLinkld" attribute of the
"extVirtualLinks"' parameter, and the "extCps" attribute of that parameter shall contain at least those entries
with modified parameters.

. To create anew external CP instance, this shall be based on a certain external CPD that is referenced by at
least a VDU from which the VNF instance has at least one VNFC instantiated. The newly external CP instance
connects to the same external VL as other CP instances created based on the same CPD. For creating a new
external CP instance:

NOTE 2:

The"extVirtualLinkld" attribute of the "extVirtualLinks' parameter indicates the identifier of the
external VL instance to which the new external CP instance is requested to be connected (refer to above
behaviour).

The"extCps" attribute shall refer viathe "cpdld” attribute to the external CPDs from which a new
instance is to be created.

For the capability to connect to different external VLs, refer to the use of subports.

. To delete an existing external CP instance:

NOTE 3:

5.5.2.11a

The "extVirtualLinkld" attribute of the "extVirtualLinks"' parameter indicates the identifier of the
external VL instance from which the existing external CP instance is requested to be disconnected.

The "extCpsDeletion" attribute shall refer viathe "cpdid” attribute to the external CPD from which a
corresponding CP instance will be deleted.

The" parentCpConfigld" of the contained "cpConfig" in the "extCps' shall refer to the particular
external CP instance to be deleted.

If external CPs are requested to be created and connected, and disconnected and deleted in a same
operation request, the consumer can provide respective "extVirtualLinks", e.g. one for the external CPsto
be created and connected, and one for the external CPs to disconnect and delete.

Type: ChangeCurrentVnfPkgRequest

This type represents request parameters for the " Change current VNF package" operation to replace the VNF package
on which aVNF instance is based. It shall comply with the provisions defined in table 5.5.2.11a-1.

Table 5.5.2.11a-1: Definition of the ChangeCurrentVnfPkgRequest data type

Attribute name Data type Cardinality Description
vnfdid Identifier 1 Identifier of the VNFD which defines the
destination VNF Package for the change.

extVirtualLinks

ExtVirtualLinkData 0..N Information about external VLs to connect the
VNF to, including configuration information for
the CPs via which the VNF instance can attach
to this VL.

Entries in the list that are unchanged need not be
supplied as part of this request.

The following applies to the "ExtVirtualLinkData"
information provided in this request, together with
the related "ExtVirtualLinkInfo" information
known to the VNFM represented in the
"Vnflnstance" structure (see clause 5.5.2.2) and
the related overriding information provided in the
"Grant" structure (see clause 9.5.2.3): Even if the
VNF is not in fully scaled-out state after the
change of the VNF package, the API consumer
shall provide enough CP configuration records to
allow connecting the VNF instance, fully scaled
out in all scaling aspects, to the external VLs.

extManagedVirtualLinks ExtManagedVirtualLinkData [0..N Information about internal VLs that are managed

by the NFVO. See notes 1 and 2.
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Attribute name

Data type

Cardinality

Description

vimConnectioninfo

map(VimConnectioninfo)

0..N

Information about VIM or CISM connections to
be used for managing the resources for the VNF
instance, or refer to external virtual links.

This attribute shall only be supported and may be
present if
e the resources for at least one of the
VNFCs shall be managed by a VIM and
VNF-related resource management in
direct mode is applicable.
e the resources for at least one of the
VNFCs shall be managed by a CISM.

The VNFM shall apply the content of this
attribute to the "vimConnectionInfo" attribute of
"Vnflnstance" according to the rules of JSON
Merge Patch (see IETF RFC 7396 [5]).

additionalParams

KeyValuePairs

Additional parameters passed by the NFVO as
input to the process, specific to the VNF of which
the underlying VNF package is changed, as
declared in the VNFD as part of
"ChangeCurrentVnfPkgOpConfig" defined in
ETSI GS NFV-IFA 011 [10].

extensions

KeyValuePairs

If present, this attribute provides modifications to
the values of the "extensions" attribute in
"Vnflnstance", as defined in clause 5.5.2.2.
Provisions for handling extensions during the
operation, and needed passed parameter values
in case of conflicts, are defined in

clause 5.4.11a.3.1.

vnfConfigurableProperties

KeyValuePairs

0.1

If present, this attribute provides modifications to
the values of the "vnfConfigurableProperties"
attribute in "Vnflnstance", as defined in

clause 5.5.2.2. Provisions for handling VNF
configurable properties during the operation, and
needed passed parameter values in case of
conflicts, are defined in clause 5.4.11a.3.1.

selectedDeployableModule

IdentifierinVnfd

Identifier of a selected deployable module.

If this attribute is present only VNFCs based on
VDUs that belong to deployable modules listed in
this attribute are requested to be instantiated or
preserved if they were already instantiated.

If this attribute is not present the deployable
modules that were selected before the operation,
and that still are defined in the VNFD in the
destination package, or the corresponding ones
according to the component mappings, remain
valid. See note 3.

resourceCapacityDefinition

ResourceCapacityDefinition

Indicates values for resource capacity related
attributes pertaining to a descriptor. Values can
only be provided for resource capacity related
attributes that have been defined in the VNFD as
being configurable. Furthermore, provided values
shall be within the allowed values indicated in the
VNED.

certificateConfigurationData

CertificateConfigurationData

0.1

Configuration for certificate management such as
certificate profile and security policy in this VNF.
Can be present when setting a new certificate to
the VNF instance in delegation mode. Otherwise
shall not be present.

This attribute shall be supported when delegation

mode of certificate management is applicable.
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Attribute name Data type Cardinality Description
upgradeType Enum (inlined) 0.1 Indicates upgrade type when change the current
VNF Package on which a VNF instance is based.
Permitted values:
e ROLLING_UPGRADE
e BLUE_GREEN
See note 4.
NOTE 1: The indication of externally-managed internal VLs is needed in case networks have been pre-configured for use

with certain VNFs, for instance to ensure that these networks have certain properties such as security or
acceleration features, or to address particular network topologies. The present document assumes that
externally-managed internal VLs are managed by the NFVO and created towards the VIM.

It is possible to have several ExtManagedVirtualLinkData for the same VNF internal VL in case of a multi-site
VNF spanning several VIMs. The set of ExtManagedVirtualLinkData corresponding to the same VNF internal VL
shall indicate so by referencing to the same VnfVirtualLinkDesc and externally-managed multi-site VL instance
(refer to clause 4.4.1.12).

Component mappings are defined in the VNFD in the source or destination package for the relevant change path.
See clause 7.1.15.2 in ETSI GS NFV-IFA 011 [10].

In the current version of the present document, only Rolling upgrade and Blue-green upgrade types are
supported. The definition of additional upgrade types is left for future specification.

5.5.2.12 Type: VnfiInfoModificationRequest

This type represents attribute modifications for an "Individual VNF instance" resource, i.e. modifications to a resource
representation based on the "V nflnstance" datatype. The attributes of "V nflnstance" that can be modified according to
the provisionsin clause 5.5.2.2 are included in the "V nfInfoM odificationRequest" data type.

The "VnflnfoModificationRequest” data type shall comply with the provisions defined in table 5.5.2.12-1.

Table 5.5.2.12-1: Definition of the VnfInfoModificationRequest data type

Attribute name

Data type

Cardinality

Description

vnflnstanceName

String

0..

1

New value of the "vnflnstanceName" attribute in
"Vnflnstance", or "null" to remove the attribute.

vnflnstanceDescription

String

0..

1

New value of the "vnflnstanceDescription" attribute
in "Vnflnstance", or "null" to remove the attribute.

vnfdld

Identifier

0..

1

New value of the "vnfdld" attribute in "Vnflnstance".
The value "null" is not permitted.

vnfConfigurableProperties

KeyValuePairs

Modifications of the "vnfConfigurableProperties"
attribute in "Vnflnstance". If present, these
modifications shall be applied according to the rules
of JSON Merge Patch (see IETF RFC 7396 [5]).

metadata

KeyValuePairs

Modifications of the "metadata” attribute in
"Vnflnstance". If present, these modifications shall
be applied according to the rules of JSON Merge
Patch (see IETF RFC 7396 [5]).

extensions

KeyValuePairs

Modifications of the "extensions" attribute in
"Vnflnstance". If present, these modifications shall
be applied according to the rules of JSON Merge
Patch (see IETF RFC 7396 [5]).

vimConnectionInfo

map(VimConnectionInfo)

©

Modifications of the "vimConnectionInfo" attribute. If
present, these modifications shall be applied
according to the rules of JISON Merge Patch (see
IETF RFC 7396 [5]).

5.5.2.12a

Type: VnfiInfoModifications

This type represents attribute modifications that were performed on an "Individual VNF instance" resource. The
attributes that can be included consist of those requested to be modified explicitly in the "V nfInfoM odificationRequest”
data structure, and additional attributes of the "V nflnstance”" data structure that were modified implicitly e.g. when
modifying the referenced VNF package.

The"VnflInfoModifications' data type shall comply with the provisions defined in table 5.5.2.12a-1.
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Table 5.5.2.12a-1: Definition of the VnfInfoModifications data type

Attribute name

Data type

Cardinality

Description

vnflnstanceName

String

0.

A

If present, this attribute signals modifications of the
"vnflnstanceName" attribute in "Vnfinstance" as
defined in clause 5.5.2.12.

vnflnstanceDescription

String

If present, this attribute signals modifications of the
"vnflnstanceDescription” attribute in "Vnfinstance", as
defined in clause 5.5.2.12.

vnfConfigurableProperties

KeyValuePairs

If present, this attribute signals modifications of the
"vnfConfigurableProperties" attribute in "Vnfinstance",
as defined in clause 5.5.2.12. In addition, the
provisions in clause 5.7 shall apply.

metadata

KeyValuePairs

If present, this attribute signals modifications of the
"metadata” attribute in "Vnflnstance", as defined in
clause 5.5.2.12.

extensions

KeyValuePairs

If present, this attribute signals modifications of the
"extensions" attribute in "Vnflnstance", as defined in
clause 5.5.2.12. In addition, the provisions in clause
5.7 shall apply.

vimConnectioninfo

map(VimConnect
ioninfo)

If present, this attribute signals modifications of the
"vimConnectionInfo" attribute array in "Vnfinstance",
as defined in clause 5.5.2.12.

vnfdld

Identifier

If present, this attribute signals modifications of the
"vnfdld" attribute in "Vnflnstance", as defined in
clause 5.5.2.12.

vnfProvider

String

If present, this attribute signals modifications of the
"vnfProvider" attribute in "Vnflnstance". See note.

vnfProductName

String

If present, this attribute signals modifications of the
"vnfProductName" attribute in "Vnfinstance". See
note.

vnfSoftwareVersion

Version

If present, this attribute signals modifications of the
"vnfSoftwareVersion" attribute in "Vnfinstance". See
note.

vnfdVersion

Version

0..

1

If present, this attribute signals modifications of the
"vnfdVersion" attribute in "Vnfinstance". See note.

NOTE: If present, this attribute (which depends on the value of the "vnfdld" attribute) was modified implicitly following a
request to modify the "vnfdld" attribute, by copying the value of this attribute from the VNFD in the VNF
Package identified by the "vnfdld" attribute.
5.5.2.13 Type: VnfLcmOpOcc

Thistype represents a VNF lifecycle management operation occurrence. It shall comply with the provisions defined in

table 5.5.2.13-1.

Table 5.5.2.13-1: Definition of the VnfLcmOpOcc data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this VNF lifecycle management operation
occurrence.

operationState LcmOperationStateType |1 The state of the LCM operation.

stateEnteredTime DateTime 1 Date-time when the current state has been entered.

startTime DateTime 1 Date-time of the start of the operation.

vnflnstanceld Identifier 1 Identifier of the VNF instance to which the operation
applies.

grantld Identifier 0.1 Identifier of the grant related to this VNF LCM operation
occurrence. Shall be set to the value of the "id" attribute in
the "Grant" representing the associated "Individual Grant",
if such grant exists.

operation LcmOperationType 1 Type of the actual LCM operation represented by this VNF
LCM operation occurrence.
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Attribute name

Data type

Cardinality

Description

isAutomaticlnvocation

Boolean

1

Set to true if this VNF LCM operation occurrence has been
triggered by an automated procedure inside the VNFM
(i.e. ScaleVnf/ScaleVnfToLevel triggered by auto-scale, or
HealVnf triggered by auto-heal).

Set to false otherwise.

operationParams

Object

0.1

Input parameters of the LCM operation. This attribute shall
be formatted according to the request data type of the
related LCM operation. In addition, the provisions in
clause 5.7 shall apply.

The following mapping between operationType and the

data type of this attribute shall apply:
e INSTANTIATE: InstantiateVnfRequest
e SCALE: ScaleVnfRequest
e SCALE_TO_LEVEL: ScaleVnfToLevelRequest
e CHANGE_FLAVOUR:

ChangeVnfFlavourRequest

OPERATE: OperateVnfRequest

HEAL: HealVnfRequest

e CHANGE_EXT_CONN:
ChangeExtVnfConnectivityRequest
TERMINATE: TerminateVnfRequest

e MODIFY_INFO: VnfinfoModificationRequest

e CREATE_SNAPSHOT:
CreateVnfSnapshotRequest

e REVERT_TO_SNAPSHOT:
RevertToVnfSnapshotRequest

e CHANGE_VNFPKG:
ChangeCurrentVnfPkgRequest

e SELECT_DEPL_MODS:
SelectVnfDeployableModulesRequest

This attribute shall be present if this data type is returned
in a response to reading an individual resource and may
be present according to the chosen attribute selector
parameter if this data type is returned in a response to a
query of a container resource.

isCancelPending

Boolean

If the VNF LCM operation occurrence is in "STARTING",
"PROCESSING" or "ROLLING_BACK" state and the
operation is being cancelled, this attribute shall be set to
true. Otherwise, it shall be set to false.

cancelMode

CancelModeType

The mode of an ongoing cancellation. Shall be present
when isCancelPending=true and shall be absent
otherwise.

error

ProblemDetails

If "operationState" is "FAILED_TEMP" or "FAILED" or
"operationState” is "PROCESSING" or "ROLLING_BACK"
and previous value of "operationState" was
"FAILED_TEMP", this attribute shall be present and
contain error information, unless it has been requested to
be excluded via an attribute selector.

resourceChanges

Structure (inlined)

This attribute contains information about the cumulative
changes to virtualised resources that were performed so
far by the LCM operation since its start, if applicable.

>affectedVnfcs

AffectedVnfc

Information about VNFC instances that were affected
during the lifecycle operation. See note 1.

>affectedVirtualLinks

AffectedVirtualLink

Information about VL instances that were affected during
the lifecycle operation. See notes 1 and 3.

>affectedExtLinkPorts

AffectedExtLinkPort

Information about external VNF link ports that were
affected during the lifecycle operation. See note 1.

>affectedVirtualStora
ges

AffectedVirtualStorage

Information about virtualised storage instances that were
affected during the lifecycle operation. See note 1.

changedinfo

VnfinfoModifications

Information about the changed VNF instance information,
including VNF configurable properties, if applicable. See
notes 1 and 2.
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Attribute name

Data type

Cardinality

Description

affectedVipCps

AffectedVipCp

0..N

Information about virtual IP CP instances that were
affected during the execution of the lifecycle management
operation.

changedExtConnectiv
ity

ExtVirtualLinkInfo

Information about changed external connectivity, if
applicable. See note 1.

modificationsTriggere
dByVnfPkgChange

ModificationsTriggeredB

yVnfPkgChange

Information about performed changes of "Vnfinstance"
attributes triggered by changing the current VNF package,
if applicable. Shall be absent if the "operation” attribute is
different from "CHANGE_VNFPKG". See notes 1 and 2.

vnfSnapshotinfold

Identifier

Identifier of the "Individual VNF snapshot" resource. Shall
be present if applicable to the type of LCM operation, i.e. if
the value of the "operation" attribute is either
"CREATE_SNAPSHOT" or "REVERT_TO_SNAPSHOT".

IcmCoordinations

Structure (inlined)

Information about LCM coordination actions (see
clause 10 in ETSI GS NFV-SOL 002 [i.2]) related to this
LCM operation occurrence.

>id

Identifier

Identifier of this coordination action

>coordinationActionN
ame

Identifier

Indicator of the actual coordination action.

>coordinationResult

LcmCoordResultType

The result of executing the coordination action which also
implies the action to be performed by the VNFM as the
result of this coordination.

Shall be present if the coordination has been finished.
Shall be absent if the coordination is ongoing or has timed
out (see note 4).

>startTime

DateTime

The time when the VNFM has received the confirmation
that the coordination action has been started.

>endTime

DateTime

The time when the VNFM has received the confirmation
that the coordination action has finished or has been
cancelled, or the time when a coordination action has
timed out. Shall be present for a coordination action that
has finished or timed out (see note 4) and shall be absent
if the coordination is ongoing.

>delay

DateTime

The end of the delay period.

This attribute shall be present if the last known HTTP
response related to this coordination has contained a
"Retry-After" header, and shall be absent otherwise.

rejectedLcmCoordinat
ions

Structure (inlined)

Information about LCM coordination actions (see

clause 10 in ETSI GS NFV-SOL 002 [i.2]) that were
rejected by 503 error which means they can be tried again
after a delay. See note 5.

>coordinationActionN
ame

Identifier

Indicator of the actual coordination action.

>rejectionTime

DateTime

The time when the VNFM has received the 503 response
that rejects the actual coordination.

>endpointType

Enum (inlined)

The endpoint type used by this coordination action.
Valid values:
e  MGMT: coordination with other operation
supporting management systems (e.g. EM)
e VNF: coordination with the VNF instance

>delay

DateTime

The end of the delay period, as calculated from the
startTime and "Retry-After" header.

>endpointType

Enum (inlined)

The endpoint type used by this coordination action.
Valid values:
e  MGMT: coordination with other operation
supporting management systems (e.g. EM)
e VNF: coordination with the VNF instance

warnings

String

Warning messages that were generated while the
operation was executing.

If the operation has included LCM coordination actions
and these have resulted in warnings, such warnings
should be added to this attribute.

links

Structure (inlined)

Links to resources related to this resource.

>self

Link

URI of this resource.
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Attribute name Data type Cardinality Description

>vnflnstance Link 1 Link to the VNF instance that the operation applies to.

>grant Link 0.1 Link to the grant for this operation, if one exists.

>cancel Link 0.1 Link to the task resource that represents the "cancel"

operation for this VNF LCM operation occurrence, if
cancelling is currently allowed.

>retry Link 0.1 Link to the task resource that represents the "retry"

operation for this VNF LCM operation occurrence, if
retrying is currently allowed.

>rollback Link 0.1 Link to the task resource that represents the "rollback"

operation for this VNF LCM operation occurrence, if rolling
back is currently allowed.

>fail Link 0.1 Link to the task resource that represents the "fail"

operation for this VNF LCM operation occurrence, if
declaring as failed is currently allowed.

>vnfSnapshot Link 0.1 Link to the VNF snapshot resource, if the VNF LCM

operation occurrence is related to a VNF snapshot. Shall
be present if operation="CREATE_SNAPSHOT" or
operation="REVERT_TO_SNAPSHOT".

NOTE 1: This allows the NFVO to obtain the information contained in the latest "result" notification if it has not received it
due to an error or a wrongly configured subscription filter.

NOTE 2: Not more than one of changedinfo and modificationsTriggeredByVnfPkgChange shall be present.

NOTE 3: For a particular affected VL, there shall be as many "AffectedVirtualLink" entries as needed for signalling the
different types of changes, i.e. one per virtual link and change type. For instance, in the case of signalling
affected VL instances involving the addition of a particular VL instance with links ports, one "AffectedVirtualLink"
entry signals the addition of the VL by using the "changeType" attribute of "AffectedVirtualLink" structure equal to
"ADDED", and another "AffectedVirtualLink" entry signals the addition of externally visible VNF link ports of the
VL by using the "changeType" equal to "LINK_PORT_ADDED".

NOTE 4: A coordination action has timed out if the VNFM has not been able to read the "Individual coordination action”
resource within a timeout interval after requesting the coordination to be started or to be cancelled. The length of
the timeout interval is defined by means outside the scope of the present document.

NOTE 5: The list of rejected coordinations may be garbage collected if the LCM operation occurrence has reached a

terminal state, i.e. one of "COMPLETED", "FAILED" and "ROLLED_BACK".

5.5.2.14 Type: CancelMode

This type represents a parameter to select the mode of cancelling an ongoing VNF LCM operation occurrence. It shall
comply with the provisions defined in table 5.5.2.14-1.

Table 5.5.2.14-1: Definition of the CancelMode data type

Attribute name Data type Cardinality Description

cancelMode CancelModeType 1 Cancellation mode to apply.

5.5.2.15 Type: LcenSubscriptionRequest

This type represents a subscription request related to notifications about VNF lifecycle changes. It shall comply with the
provisions defined in table 5.5.2.15-1.
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Table 5.5.2.15-1: Definition of the LccnSubscriptionRequest data type

Attribute name

Data type

Cardinality

Description

filter

LifecycleChangeNotificationsFilter (0..1

Filter settings for this subscription, to define the
subset of all notifications this subscription relates
to. A particular notification is sent to the subscriber
if the filter matches, or if there is no filter.

callbackUri Uri 1

The URI of the endpoint to send the notification to.

authentication

SubscriptionAuthentication 0..1

Authentication parameters to configure the use of
Authorization when sending notifications
corresponding to this subscription, as defined in
clause 8.3.4 of ETSI GS NFV-SOL 013 [8].

This attribute shall only be present if the subscriber
requires authorization of notifications.

verbosity

LcmOpOccNotificationVerbosityT (0..1
ype

This attribute signals the requested verbosity of
LCM operation occurrence notifications. If it is not
present, it shall default to the value "FULL".

5.5.2.16

Type: LcenSubscription

This type represents a subscription related to notifications about VNF lifecycle changes. It shall comply with the
provisions defined in table 5.5.2.16-1.

Table 5.5.2.16-1: Definition of the LccnSubscription data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this subscription resource.
filter LifecycleChangeNotificationsFilter |0..1 Filter settings for this subscription, to define the
subset of all notifications this subscription relates to.
A particular notification is sent to the subscriber if the
filter matches, or if there is no filter.
callbackUri Uri 1 The URI of the endpoint to send the notification to.
verbosity LcmOpOccNotificationVerbosity T |1 This attribute signals the verbosity of LCM operation
ype occurrence notifications.
links Structure (inlined) 1 Links to resources related to this resource.
>self Link 1 URI of this resource.
5.5.2.17 Type: VnfLcmOperationOccurrenceNotification

This type represents a VNF lifecycle management operation occurrence notification, which informs the receiver of
changesin the VNF lifecycle caused by a VNF LCM operation occurrence. It shall comply with the provisions defined

intable 5.5.2.17-1. The support of the notification is mandatory.

This notification shall be triggered by the VNFM when there is a change in the state of aVVNF LCM operation
occurrence that changes the VNF lifecycle, which represents an occurrence of one the following LCM operations:

Instantiation of the VNF
Scaling of the VNF instance (including auto-scaling)

Healing of the VNF instance (including auto-healing)

Change of the state of the VNF instance (i.e. Operate VNF)

Change of the deployment flavour of the VNF instance

Change of the external connectivity of the VNF instance

Change of the current VNF package

Selection of deployable modules of the VNF instance

ETSI




159 ETSI GS NFV-SOL 003 V5.4.1 (2026-04)

° Termination of the VNF instance

. Modification of VNF instance information and/or VNF configurable properties through the "PATCH" method
on the "Individual VNF instance" resource

. Creation of aVNF snapshot
. Reversion of the VNF instance to a VNF snapshot

Clause 5.6.2 defines the states and state transition of a VNF LCM operation occurrence, and also specifies details of the
notifications to be emitted at each state transition.

If thisistheinitial notification about the start of a VNF LCM operation occurrence, it is assumed that the notificationis
sent by the VNFM before any action (including sending the grant request) is taken as part of the LCM operation. Due to

possible race conditions, the "start" notification, the grant request and the LCM operation acknowledgment (i.e. the
"202 Accepted" response) can arrive in any order at the NFV O, and the NFVO shall be able to handle such a situation.

If thisis a notification about afinal or intermediate result state of aVNF LCM operation occurrence, the notification
shall be sent after all related actions of the LCM operation that led to this state have been executed.

The new state shall be set in the "Individual VNF LCM operation occurrence” resource before the notification about the

state change is sent.

The amount of information provided in the LCM operation occurrence notifications to be issued by the VNFM when a
particular subscription matches can be controlled by the API consumer using the "verbosity" attribute in the
subscription request (see clause 5.5.2.15). The "verbosity" setting in a particular individual subscription shall only apply
to the LCM operation occurrence notifications triggered by that subscription. However, it shall not affect the amount of
information in the "VnfLcmOpOcc" structure (see clause 5.5.2.13) which represents the "Individual LCM operation
occurrence” resource associated with each of the notifications.

See clause 5.6.2.2 for further provisions regarding sending this notification, including in cases of handling LCM

operation errors.

Table 5.5.2.17-1: Definition of the VnfLcmOperationOccurrenceNotification data type

Attribute name

Data type

Cardinality

Description

Identifier

1

Identifier of this notification. If a naotification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType

String

Discriminator for the different notification types.

Shall be set to
"VnfLcmOperationOccurrenceNotification" for this
notification type.

subscriptionld

Identifier

Identifier of the subscription that this notification
relates to. Shall be set to the value of the "id" attribute
of the "LccnSubscription” representing the associated
"Individual subscription" resource.

timeStamp

DateTime

[

Date-time of the generation of the notification.

notificationStatus

Enum (inlined)

Indicates whether this notification reports about the
start of a lifecycle operation or the result of a lifecycle
operation.

Permitted values:
e START: Informs about the start of the VNF
LCM operation occurrence.
e RESULT: Informs about the final or
intermediate result of the VNF LCM operation
occurrence.

operationState

LcmOperationStateTy
pe

The state of the VNF LCM operation occurrence.

vnflnstanceld

Identifier

The identifier of the VNF instance affected.

operation

LcmOperationType

The lifecycle management operation.
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Attribute name

Data type

Cardinality

Description

isAutomaticlnvocation

Boolean

1

Set to true if this VNF LCM operation occurrence has
been triggered by an automated procedure inside the
VNFM (i.e. ScaleVnf/ScaleVnfToLevel triggered by
auto-scale, or HealVnf triggered by auto-heal).

Set to false otherwise.

verbosity

LcmOpOccNotification
VerbosityType

This attribute signals the verbosity of the natification. If
it is not present, it shall default to the value "FULL".

If the value is "SHORT", full change details can be
obtained by performing a GET request on the
"Individual LCM operation occurrence” resource that is
signalled by the "vnfLcmOpOcc" child attribute of the
"_links" attribute.

vnfLemOpOccld

Identifier

The identifier of the VNF lifecycle management
operation occurrence associated with the notification.

Shall be set to the value of the "id" attribute of the
"VnfLcmOpOcc" representing the associated
"Individual VNF lifecycle management operation
occurrence" resource.

affectedVnfcs

AffectedVnfc

Information about VNFC instances that were affected
during the lifecycle operation. See note 1.

affectedVirtualLinks

AffectedVirtualLink

Information about VL instances that were affected
during the lifecycle operation. See notes 1 and 2.

affectedExtLinkPorts

AffectedExtLinkPort

Information about external VNF link ports that were
affected during the lifecycle operation. See note 1.

affectedVirtualStorages

AffectedVirtualStorage

Information about virtualised storage instances that
were affected during the lifecycle operation. See
note 1.

changedinfo

VnfinfoModifications

Information about the changed VNF instance
information, including changed VNF configurable
properties.

Shall be present if the "notificationStatus” is set to
"RESULT", the "operation" attribute is not equal to
"CHANGE_VNFPKG", the "verbosity" attribute is set to
"FULL" and the operation has performed any changes
to VNF instance information, including VNF
configurable properties. Shall be absent otherwise.
See note 3.

affectedVipCps

AffectedVipCp

0..N

Information about virtual IP CP instances that were
affected during the execution of the lifecycle
management operation, if this notification represents
the result of a lifecycle management operation
occurrence.

Shall be present if the "notificationStatus” is set to
"RESULT", the "verbosity" attribute is set to "FULL"
and the operation has made any changes to the VIP
CP instances of the VNF instance. Shall be absent
otherwise. Only information about VIP CP instances
that have been added, deleted or modified shall be
provided.

affectedVirtualCps

AffectedVirtualCp

Information about virtual CP instances that were
affected during the execution of the lifecycle
management operation, if this notification represents
the result of a lifecycle management operation
occurrence.

Shall be present if the "notificationStatus” is set to
"RESULT", the "verbosity" attribute is set to "FULL"
and the operation has made any changes to the virtual
CP instances of the VNF instance. Shall be absent
otherwise. Only information about virtual CP instances
that have been added, deleted or modified shall be
provided.
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Attribute name

Data type

Cardinality

Description

affectedCertificates

AffectedCertificate

0..N

Information about certificate content that were affected
during the execution of the lifecycle management
operation, if this notification represents the result of a
lifecycle management operation occurrence.

Shall be present when using delegation mode,
otherwise shall be absent.

This attribute shall be supported when delegation
mode in certificate management is applicable.

changedExtConnectivity

ExtVirtualLinklInfo

0..N

Information about changed external connectivity, if this
notification represents the result of a lifecycle
operation occurrence.

Shall be present if the "notificationStatus” is set to
"RESULT", the "verbosity" attribute is set to "FULL"
and the operation has made any changes to the
external connectivity of the VNF instance. Shall be
absent otherwise. Only information about external VL
instances that have been added or modified shall be
provided.

modificationsTriggeredByVn
fPkgChange

ModificationsTriggered
ByVnfPkgChange

0.1

Information about performed changes of "Vnfinstance"
attributes triggered by changing the current VNF
package.

Shall be present if the "notificationStatus” is set to
"RESULT", the "operation" attribute is equal to "
CHANGE_VNFPKG", the "verbosity" attribute is set to
"FULL" and the operation has performed any changes
to "Vnflnstance" attributes. Shall be absent otherwise.
See note 3.

error

ProblemDetails

Details of the latest error, if one has occurred during
executing the LCM operation (see clause 6.3 of ETSI
GS NFV-SOL 013 [8]). Shall be present if the
"operationState" attribute is "FAILED_TEMP",
"FAILED" or "ROLLED_BACK" and shall be absent
otherwise.

“links

LcenLinks

Links to resources related to this notification. The link
URIs in this structure shall be set to point to the
resources identified by the corresponding identifier
attributes in this notification.

NOTE 1: Shall be present if the "notificationStatus” is set to "RESULT", the "verbosity" attribute is set to "FULL" and the
operation has performed any resource modification. Shall be absent otherwise. This attribute contains information
about the cumulative changes to virtualised resources that were performed so far by the VNF LCM operation
occurrence and by any of the error handling procedures for that operation occurrence.

NOTE 2: For a particular affected VL, there shall be as many "AffectedVirtualLink" entries as needed for signalling the
different types of changes, i.e. one per virtual link and change type. For instance, in the case of signalling affected
VL instances involving the addition of a particular VL instance with links ports, one "AffectedVirtualLink" entry
signals the addition of the VL by using the "changeType" attribute of "AffectedVirtualLink" structure equal to
"ADDED", and another "AffectedVirtualLink" entry signals the addition of externally visible VNF link ports of the
VL by using the "changeType" equal to "LINK_PORT_ADDED".

NOTE 3: Not more than one of changedInfo and modificationsTriggeredByVnfPkgChange shall be present.

5.5.2.18 Type: VnfldentifierCreationNotification

Thistype represents a VNF identifier creation notification, which informs the receiver of the creation of a new
"Individual VNF instance" resource and the associated VNF instance identifier. It shall comply with the provisions
defined in table 5.5.2.18-1. The support of the notification is mandatory.

This notification shall be triggered by the VNFM when it has created an "Individual VNF instance" resource and the
associated VNF instance identifier.
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of the VnfldentifierCreationNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "VnfldentifierCreationNotification" for this
notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timeStamp DateTime 1 Date-time of the generation of the notification.

vnflnstanceld Identifier 1 The created VNF instance identifier.

_links LcenLinks 1 Links to resources related to this notification.

5.5.2.19 Type: VnfldentifierDeletionNotification

This type represents a VNF identifier deletion notification, which informs the receiver of the deletion of a new
"Individual VNF instance" resource and the associated VNF instance identifier. It shall comply with the provisions
defined in table 5.5.2.19-1. The support of the notification is mandatory.

This natification shall be triggered by the VNFM when it has deleted an "Individual VNF instance” resource and the
associated VNF instance identifier.

Table 5.5.2.19-1: Definition of the VnfldentifierDeletionNotification data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.
notificationType String 1 Discriminator for the different notification types.
Shall be set to "VnfldentifierDeletionNotification" for this
notification type.
subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.
timeStamp DateTime 1 Date-time of the generation of the notification.
vnflnstanceld Identifier 1 The deleted VNF instance identifier.
links LcenLinks 1 Links to resources related to this notification.
5.5.2.20 Type: CreateVnfSnapshotinfoRequest

This type represents request parameters for the creation of an "Individual VNF snapshot” resource which can be
populated with content obtained by invoking the " Create VNF snapshot” LCM operation or extracted from a VNF
snapshot package. It shall comply with the provisions defined in table 5.5.2.20-1.

Table 5.5.2.20-1: Definition of the CreateVnfSnapshotinfoRequest data type

Attribute name Data type Cardinality Description
vnfSnapshotPkgld Identifier 0.1 Identifier of the VNF snapshot package information held
by the NFVO. See note.
vnfSnapshot VnfSnapshot 0.1 Information about the VNF snapshot, content and/or
reference to its content.
NOTE:  The present attribute shall be provided if the "Individual VNF snapshot" resource is requested to be created as

part of a VNF snapshot package extraction.

ETSI




5.5.2.21

163

ETSI GS NFV-SOL 003 V5.4.1 (2026-04)

Type: CreateVnfSnapshotRequest

This type represents request parameters for the "Create VNF Snapshot” LCM operation which takes a snapshot of a
VNF instance and populates a previoudy-created "Individual VNF snapshot" resource with the content of the snapshot.
It shall comply with the provisions defined in table 5.5.2.21-1.

Table 5.5.2.21-1: Definition of the CreateVnfSnapshotRequest data type

Attribute name Data type Cardinality Description

vnfSnapshotinfold Identifier 1 Identifier of the "Individual VNF snapshot" resource to
which the VNF snapshot is to be associated.

additionalParams KeyValuePairs 0.1 Additional input parameters for the snapshot creation
process, specific for the VNF being "snapshotted”, as
declared in the VNFD as part of
"CreateSnapshotVnfOpConfig" defined in ETSI
GS NFV-IFA 011 [10].

userDefinedData KeyValuePairs 0..1 User defined data for the VNF snapshot.

5.5.2.22

Type: VnfSnapshotinfo

Thistype represents an "Individual VNF snapshot” resource. It shall comply with the provisions defined in

table 5.5.2.22-1.

Table 5.5.2.22-1: Definition of the VnfSnapshotinfo data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of the "Individual VNF snapshot" resource. This
identifier is allocated by the VNFM.

vnfSnapshotPkgld Identifier 0.1 Identifier of the VNF snapshot package information held
by the NFVO. Shall be present when the "Individual VNF
snapshot" resource is created from a VNF snapshot
package extraction.

vnfSnapshot VnfSnapshot 0.1 Information about the VNF snapshot, content and/or
references to its content. Shall be present when the
"Individual VNF snapshot" resource is associated with a
VNF snapshot created via the corresponding "Create
VNF Snapshot" task resource or extracted from a VNF
shapshot package.

_links Structure 1 Links to resources related to this resource.

(inlined)

>self Link 1 URI of this resource.

>takenFrom Link 0.1 Link to the VNF instance from which this snapshot was
taken. Shall be present when the "Individual VNF
snapshot" resource is associated with a VNF snapshot
created via the corresponding "Create VNF snapshot"
task resource.

5.5.2.23 Type: VnfSnapshot

Thistype represents a VNF snapshot. It shall comply with the provisions defined in table 5.5.2.23-1.

Table 5.5.2.23-1: Definition of the VnfSnapshot data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of the VNF snapshot. This identifier is
allocated by the VNEM.

vnflnstanceld Identifier 1 Identifier of the snapshotted VNF instance.

creationStartedAt DateTime 1 Timestamp indicating when the VNF Snapshot creation
has been started by the VNFM.

creationFinishedAt DateTime 0.1 Timestamp indicating when the VNF snapshot has been
completed by the VNFM. Shall be present once the VNF
Snapshot creation has been completed.
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Attribute name Data type Cardinality Description

vnfdld Identifier 1 Identifier of the VNFD in use at the time the snapshot of
the VNF instance has been created.

vnflnstance Vnflnstance 1 VNF instance information of the snapshotted VNF
instance. This is a copy of the "Individual VNF instance"
resource.

vnfcSnapshots VnfcSnapshotinfo 1.N Information about VNFC snapshots constituting this
VNF snapshot.

vnfStateSnapshotinfo VnfStateSnapshotin |0..1 Information about VNF-specific state snapshot data.

fo

This attribute shall not be present before the VNF
snapshot has been completed. Otherwise, this attribute
shall be present if the VNF snapshot has associated
additional VNF-specific state data.

userDefinedData KeyValuePairs 0.1 User defined data for the VNF snapshot.

_links Structure (inlined) 1 Links to resources related to this resource.

>self Link 1 URI of this resource.

>vnfStateSnapshot Link 0.1 Link to the "VNF state snapshot" resource. This attribute
shall not be present before the VNF snapshot has been
completed. Otherwise, this attribute shall be present if
the VNF snapshot has associated additional
VNF-specific state data.

5.5.2.24 Type: VnfSnapshotinfoModificationRequest

This type represents attribute modifications for an "Individual VNF snapshot” resource, i.e. modifications to a resource
representation based on the "V nfSnapshotinfo" data type. The attributes of "V nf Snapshotinfo" that can be modified
according to the provisionsin clause 5.5.2.22 are included in the "V nf SnapshotInfoM odificationRequest” data type.

The "V nf SnapshotIinfoM odificationRequest” data type shall comply with the provisions defined in table 5.5.2.24-1.

Table 5.5.2.24-1: Definition of the VnfSnapshotinfoModificationRequest data type

Attribute name Data type Cardinality Description
vnfSnapshotPkgld Identifier 0.1 New value of the "vnfSnapshotPkgld" attribute in
"VnfSnapshotinfo". The value "null" is not permitted.
vnfSnapshot VnfSnapshot 0.1 New value of the "vnfSnapshot" attribute in
"VnfSnapshotinfo". The value "null" is not permitted.
5.5.2.25 Type: VnfSnapshotinfoModifications

This type represents attribute modifications that were performed on an "Individual VNF snapshot" resource. The
attributes that can be included consist of those requested to be modified explicitly in the

"V nf Snapshotl nfoM odificationRequest" data structure, and additional attributes of the "V nf Snapshotinfo" data structure
that were modified implicitly.

The "V nfSnapshotinfoModifications' data type shall comply with the provisions defined in table 5.5.2.25-1.

Table 5.5.2.25-1: Definition of the VnfSnapshotinfoModifications data type

Attribute name

Data type

Cardinality

Description

vnfSnapshotPkgld

Identifier

0.1

If present, this attribute signals modifications of the
"vnfSnapshotPkgld" attribute in "VnfSnapshotinfo" as
defined in clause 5.5.2.22.

vnfSnapshot

VnfSnapshot

0.1

If present, this attribute signals modifications of the
"vnfSnapshot" attribute in "VnfSnapshotinfo" as
defined in clause 5.5.2.22.
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5.5.2.26 Type: RevertToVnfSnapshotRequest
This type represents request parameters for the "Revert to VNF Snapshot" operation. It shall comply with the provisions

defined in table 5.5.2.26-1.

Table 5.5.2.26-1: Definition of the RevertToVnfSnapshotRequest data type

Attribute name Data type Cardinality Description
vnfSnapshotinfold Identifier 1 Identifier of the "Individual VNF snapshot" resource with
the information of the VNF snapshot to be reverted to.
KeyValuePairs 0.1 Additional input parameters for the revert to VNF

additionalParams

snapshot process, specific for the VNF being "reverted",
as declared in the VNFD as part of
"RevertToSnapshotVnfOpConfig" defined in ETSI

GS NFV-IFA 011 [10].

5.5.2.27 Type: SelectVnfDeployableModulesRequest

This type represents request parameters for the " Select VNF deployable modules' operation. It shall comply with the
provisions defined in table 5.5.2.27- 1.
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Table 5.5.2.27-1: Definition of the SelectVnfDeployableModulesRequest data type

Attribute name Data type

Cardinality

Description

selectedDeployableModule |IdentifierinVnfd

0..N

Identifier of a selected deployable module, as defined in
the VNFD. VNFCs based on VDUs that belong to
deployable modules listed in this attribute will be
instantiated if not already instantiated. VNFCs based on
VDUSs that belong to deployable modules not listed in this
attribute and that were already instantiated will be
terminated.

targetScaleLevellnfo Scalelnfo

Defines the target scale levels of scaling aspects of the
VDUs that belong to selected deployable modules.

If this attribute is not present or if there are VDUs that
belong to selected deployable modules that take no part
in any of the scaling aspects indicated in this attribute,
the VNFCs based on those VDUs shall be instantiated
according to the currently valid VNF scale level or
instantiation level.

This attribute should only contain scale level information
of scaling aspects associated with VDUs that will be used
to instantiate VNFCs as a result of this operation. If it
contains other scale level information it shall be ignored.
See note 1.

The VNF Provider defines in the VNFD whether or not a
particular VNF supports scaling according to this
parameter. Such a property in the VNFD applies for all
instances of a particular VNF.

resourceCapacityDefinition |ResourceCapacit
yDefinition

0..N

Indicates values for resource capacity related attributes
pertaining to a descriptor. Values can only be provided
for resource capacity related attributes that have been
defined in the VNFD as being configurable. Furthermore,
provided values shall be within the allowed values
indicated in the VNFD.

This attribute should only contain information about
resource capacity related attributes of VDUs that will be
used to instantiate VNFCs as a result of this operation. If
it contains information about attributes of other VDUSs it
shall be ignored. See note 2.

additionalParams KeyValuePairs

0.1

Additional parameters passed by the NFVO as input to
the selection of deployable modules process, specific to
the VNF being affected by this operation, as declared in
the VNFD as part of
"selectVnfDeployableModulesOpConfig" defined in ETSI
GS NFV-IFA 011 [10].

NOTE 1: Thus, the select VNF deployable modules operation cannot be used as a scale VNF operation to horizontally
scale VNFCs that were already instantiated.
NOTE 2: Thus, the select VNF deployable modules operation cannot be used as a scale VNF operation to vertically
scale VNFCs that were already instantiated.

5.5.3 Referenced structured data types

5531 Introduction

This clause defines data structures that can be referenced from data structures defined in the previous clauses, but can
neither be resource representations nor bound to any subscribe/notify mechanism.

5.5.3.2 Type: ExtVirtualLinkinfo

This type represents information about an external VL. It shall comply with the provisions defined in table 5.5.3.2- 1.
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Table 5.5.3.2-1: Definition of the ExtVirtualLinkInfo data type

ames

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of the external VL and the related external VL
information instance. The identifier is assigned by the
NFV-MANO entity that manages this VL instance.

resourceHandle ResourceHandle 1 Reference to the resource realizing this VL.

extLinkPorts ExtLinkPortInfo 0..N Link ports of this VL.

currentVnfExtCpData  |VnfExtCpData 1.N Allows the API consumer to read the current CP
configuration information for the connection of external
CPs to the external virtual link. See note.

extNetAttDefResource [NetAttDefResourcelnfo |0..N Network attachment definition resources that provide
the specification of the interface to attach connection
points to this VL.

fullyQualifiedDomainN [String 0..N Fully qualified domain names that have been configured

(statically or dynamically) and associated with the CP.

NOTE:

This attribute reflects the current configuration information that has resulted from merging into this attribute the
"VnfExtCpData" information which was passed as part of the "ExtVirtualLinkData" structure in the input of the
most recent VNF LCM operation such as "InstantiateVnfRequest", "ChangeExtVnfConnectivityRequest",
"ChangeVnfFlavourRequest" or "ChangeCurrentVnfPkgRequest", or in the Grant response. If applying such
change results in an empty list of "currentVnfExtCpData" structure instances, the affected instance of
"ExtVirtualLinkInfo" shall be removed from its parent data structure.

5.5.3.3

Type: ExtManagedVirtualLinkinfo

This type provides information about an externally-managed virtual link. It shall comply with the provisions defined in

table 5.5.3.3-1.

Table 5.5.3.3-1: Definition of the ExtManagedVirtualLinkInfo data type

Attribute name

Data type

Cardinality

Description

Identifier

1

Identifier of the externally-managed internal VL and
the related externally-managed VL information
instance. The identifier is assigned by the
NFV-MANO entity that manages this VL instance.

vnfVirtualLinkDescld

IdentifierlnVnfd

Identifier of the VNF Virtual Link Descriptor (VLD) in
the VNFD.

vnfdld

Identifier

Identifier of the VNFD.

Shall be present in case the value differs from the
vnfdld attribute of the Vnflnstance (e.g. during a
"Change current VNF package" operation or due to
its final failure).

networkResource

ResourceHandle

Reference to the VirtualNetwork resource providing
this VL.

vnfLinkPorts

VnfLinkPortInfo

Link ports of this VL. See note.

vnfNetAttDefResource

fo

NetAttDefResourceln

Network attachment definition resources that provide
the specification of the interface to attach connection
points to this VL. See note.

extManagedMultisiteVirtualL

inkld

Identifier

Identifier of the externally-managed multi-site VL
instance. The identifier is assigned by the
NFV-MANO entity that manages the externally
managed multi-site VL instance. It shall be present
when the externally-managed internal VL is part of a
multi-site VL, e.g. in support of multi-site VNF
spanning several VIMs. All externally-managed
internal VL instances corresponding to an internal VL
created based on the same virtualLinkDescld shall
refer to the same extManagedMultisiteVirtualLinkld.

routingResource

ResourceHandle

0..N

Network resources that provide the
forwarding/routing capabilities associated with the
network resource realizing this VL.

NOTE:

Both "vnfLinkPort" and "vnfNetAttDefResource" attributes can be present in an "ExtManagedVirtualLinkinfo" to

indicate that a single internal virtual link is providing connectivity for both VM-based and container-based

VNFCs.
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This type represents the information on virtualised compute and storage resources used by a VNFC in a VNF instance.

Depending on the form of virtualisation container of the VNFC:

e foraVNFC based on VM, areference to the corresponding Virtual Compute shall be provided; and

. for aVNFC based on OS container(s), a reference to the Compute M CIO shall be provided. Hence, exposure
of information by the VNFM to the NFVO is at the MCIO level.

In addition, the references to the storage resources depend on the form of the VNFC:

a) for aVNFC based on VM, storage resource identifiers shall refer to Virtual Storage resources; and

b) for aVNFC based on OS container(s), storage resource identifiers shall refer to Storage MCIOs.

It shall comply with the provisions defined in table 5.5.3.5- 1.

Table 5.5.3.5-1:; Definition of the VnfcResourcelnfo data type

Attribute name

Data type

Cardinality

Description

id

IdentifierlnVnf

1

Identifier of this VnfcResourcelnfo instance.

vduld

IdentifierinVnfd

1

Reference to the applicable VDU in the VNFD. See
note 1.

vnfdid

Identifier

Identifier of the VNFD.

Shall be present in case the value differs from the vnfdld
attribute of the Vnflnstance (e.g. during a "Change
current VNF package" operation or due to its final failure).
See note 4.

computeResource

ResourceHandle

Reference to the VirtualCompute resource or reference
to a Compute MCIO.

zoneld

Identifier

The identifier of the resource zone, as managed by the
resource management layer (typically, the VIM), where
the referenced VirtualCompute resource is placed. Shall
be provided if this information is available from the VIM.

storageResourcelds

IdentifierlnVnf

References to the VirtualStorage resources or references
to Storage MCIOs.

The value refers to a VirtualStorageResourcelnfo item in
the Vnfinstance.

reservationld

Identifier

The reservation identifier applicable to the resource. It
shall be present when an applicable reservation exists.

vnfcCplnfo

Structure (inlined)

CPs of the VNFC instance.

Shall be present when that particular CP of the VNFC
instance is exposed as an external CP of the VNF
instance or is connected to an external CP of the VNF
instance. See note 2.

May be present otherwise.

See note 7.

>id

IdentifierinVnf

Identifier of this VNFC CP instance and the associated
array entry.

>cpdld

IdentifierinVnfd

Identifier of the VDU CPD, cpdld, in the VNFD. See
note 1.

>vnfExtCpld

IdentifierinVnf

Identifier of the related external CP. Shall be present
when the VNFC CP is exposed as an external CP of the
VNF instance or connected to an external CP of the VNF
instance (see note 2) and shall be absent otherwise.

>cpProtocolinfo

CpProtocolinfo

Network protocol information for this CP. May be omitted
if the VNFC CP is exposed as an external CP. See
note 3.
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Attribute name Data type Cardinality Description

>vnfLinkPortld IdentifierinVnf 0.1 Identifier of the "VnfLinkPortInfo" structure in the

"VnfVirtualLinkResourcelnfo" or
"ExtManagedVirtualLinkinfo" structure. Shall be present if
the CP is associated with a link port on an internal VL
(including externally-managed internal VL) of the VNF
instance and shall be absent otherwise.

>parentCpld IdentifierlnVnf 0.1 Identifier of another VNFC CP instance that corresponds

to the parent port of a trunk that the present VNFC CP
instance participates in.

Shall be provided if the present CP instance participates
in a trunk as subport, and the referred VNFC CP
instances are also present in the vnfcCplnfo attribute.

>netAttDefResourceld |ldentifier 0..N Identifier of the "NetAttDefResourcelnfo" structure that

provides the specification of the interface to attach the
connection point to a secondary container cluster
network. See notes 5 and 6.

It shall be present if the internal CP is associated with a
VNFC realized by one or a set of OS containers and is
connected to a secondary container cluster network. It
shall not be present otherwise.

>metadata KeyValuePairs 0.1 Metadata about this CP.

>certificateContentld Identifier 0..N Identifier(s) of the "CertificateContent" structure that

provides the information of the certificate(s) that this
VNFC CP instance uses. Shall be present when using in
delegation-mode. Otherwise shall not be present.

This attribute shall be supported when delegation-mode
in certificate management is applicable.

metadata KeyValuePairs 0.1 Metadata about this resource.

certificateContentld Identifier 0..N Identifier(s) of the "CertificateContent" structure that
provides the information of the certificate(s) that this
VNFC instance uses. Shall be present when using in
delegation-mode. Otherwise shall not be present.
This attribute shall be supported when delegation-mode
in certificate management is applicable.

NOTE 1: ETSI GS NFV-SOL 001 [14] specifies the structure and format of the VNFD based on TOSCA specifications.

NOTE 2: A VNFC CP is "connected to" an external CP if the VNFC CP is connected to an internal VL that exposes an
external CP. A VNFC CP is "exposed as" an external CP if it is connected directly to an external VL.

NOTE 3: The information can be omitted because it is already available as part of the external CP information.

NOTE 4: If only the value or the presence of this attribute is changed in the "VnfcResourcelnfo" structure by an LCM
operation occurrence, this does not represent a change that requires including a related "AffectedVnfc"
structure in the VNF LCM operation occurrence notifications or the "VnfLcmOpOcc" structure related to this
LCM operation occurrence.

NOTE 5: Cardinality greater than 1 is only applicable for specific cases where more than one network attachment
definition resource is needed to fulfil the connectivity requirements of the internal CP, e.g. to build a link
redundant mated pair in SR-IOV cases.

NOTE 6: When more than one netAttDefResourceld is indicated, all shall belong to the same namespace.

NOTE 7: Subports need not be used for containerized VNFCs. The application container can send and receive IP
packets with any VLAN tag as long as the network interface to connect to the secondary container cluster
network has been configured appropriately. Thus, no individual vnfcCplinfo, except the one representing the
trunk, need be modelled to allow traffic tagged with a particular VLAN through the connection point.

5.5.3.6 Type: VnfVirtualLinkResourcelnfo

This type represents the information that allows addressing a virtualised resource that is used by an internal VL instance
inaVNF instance. It shall comply with the provisions defined in table 5.5.3.6-1.
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Table 5.5.3.6-1: Definition of the VnfVirtualLinkResourcelnfo data type

Attribute name Data type Cardinality Description

id Identifierln\VVnf 1 Identifier of this VnfVirtualLinkResourcelnfo instance.

vnfVirtualLinkDescld IdentifierinvVnfd 1 Identifier of the VNF Virtual Link Descriptor (VLD) in the
VNFD.

vnfdld Identifier 0.1 Identifier of the VNFD.
Shall be present in case the value differs from the vnfdld
attribute of the Vnflnstance (e.g. during a "Change
current VNF package" operation or due to its final failure).
See note.

networkResource ResourceHandle 1 Reference to the VirtualNetwork resource or reference to
a Network MCIO.

zoneld Identifier 0.1 The identifier of the resource zone, as managed by the
resource management layer (typically, the VIM), where
the referenced VirtualNetwork resource is placed. Shall
be provided if this information is available from the VIM.

reservationld Identifier 0.1 The reservation identifier applicable to the resource. It
shall be present when an applicable reservation exists.

vnfLinkPorts VnfLinkPortinfo 0..N Links ports of this VL.
Shall be present when the linkPort is used for external
connectivity by the VNF (refer to VnfLinkPortInfo).
May be present otherwise.

metadata KeyValuePairs 0.1 Metadata about this resource.

NOTE: If only the value or the presence of this attribute is changed in the "VnfVirtualLinkResourcelnfo" structure by an

LCM operation occurrence, this does not represent a change that requires including a related
"AffectedVirtualLink" structure in the VNF LCM operation occurrence notifications or the "VnfLcmOpOcc"
structure related to this LCM operation occurrence.

5.5.3.7

Type: VirtualStorageResourcelnfo

This type represents the information that allows addressing a virtualised resource that is used by a VNF instance. It shall
comply with the provisions defined in table 5.5.3.7-1.

Table 5.5.3.7-1: Definition of the VirtualStorageResourcelnfo data type

Attribute name Data type Cardinality Description

id IdentifierlnVnf 1 Identifier of this VirtualStorageResourcelnfo instance.

virtualStorageDescld |ldentifierinVnfd 1 Identifier of the VirtualStorageDesc in the VNFD.
vnfdld Identifier 0.1 Identifier of the VNFD.
Shall be present in case the value differs from the vnfdid
attribute of the Vnflnstance (e.g. during a "Change
current VNF package" operation or due to its final failure).
See note.

storageResource ResourceHandle 1 Reference to the VirtualStorage resource or reference to
a Storage MCIO.

zoneld Identifier 0.1 The identifier of the resource zone, as managed by the
resource management layer (typically, the VIM), where
the referenced VirtualStorage resource is placed. Shall
be provided if this information is available from the VIM.

reservationld Identifier 0.1 The reservation identifier applicable to the resource. It
shall be present when an applicable reservation exists.

metadata KeyValuePairs 0.1 Metadata about this resource.

NOTE:  If only the value or the presence of this attribute is changed in the "VirtualStorageResourcelnfo" structure by an
LCM operation occurrence, this does not represent a change that requires including a related
"AffectedVirtualStorage" structure in the VNF LCM operation occurrence naotifications or the "VnfLecmOpOcc"
structure related to this LCM operation occurrence.

5.5.3.8 Type: VnfLinkPortinfo

Thistype represents alink port of aninternal VL of aVNF. It shall comply with the provisions defined in

table 5.5.3.8-1.
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Table 5.5.3.8-1: Definition of the VnfLinkPortinfo data type

Attribute name Data type Cardinality Description
id IdentifierinVnf 1 Identifier of this link port as provided by the entity that
has created the link port.
resourceHandle ResourceHandle 1 Reference to the virtualised resource realizing this link
port.
cplnstanceld IdentifierinVnf 0.1 When the link port is used for external connectivity by

the VNF, this attribute represents the identifier of the
external CP associated with this link port.

When the link port is used for internal connectivity in the
VNF, this attribute represents the identifier of the VNFC
CP to be connected to this link port.

Shall be present when the link port is used for external
connectivity by the VNF.

May be present if used to reference a VNFC CP
instance.

There shall be at most one link port associated with any
external connection point instance or internal
connection point (i.e. VNFC CP) instance.

The value refers to an "extCpInfo" item in the
Vnflnstance or a "vnfcCplnfo" item of a
"vnfcResourcelnfo” item in the Vnflnstance.

See note 1.
cplnstanceType Enum (inlined) 0.1 Type of the CP instance that is identified by
cplnstanceld.

Shall be present if "cplnstanceld” is present and shall
be absent otherwise.

Permitted values:
e VNFC_CP: The link port is connected to a
VNFC CP.
e EXT_CP: The link port is associated with an
external CP.

See note 1.
vipCplnstanceld IdentifierinVnf 0.1 VIP CP instance of the VNF connected to this link port.
May be present.

See notes 1 and 2.
trunkResourceld IdentifierinVim 0.1 Identifier of the trunk resource in the VIM.

Shall be present if the present link port corresponds to
the parent port that the trunk resource is associated
with. See note 3.

NOTE 1: Either cpinstanceld with cpinstanceType set to "EXT_CP" or any combination of cplnstanceld with
cplnstanceType set to "VNFC_CP" and vipCplnstanceld (i.e. one or both of them) shall be present for a
VnfLinkPortInfo. In case both cplnstanceld with cplnstanceType set to "VNFC_CP" and vipCplnstanceld are
present, the two different CP instances share the linkport.

NOTE 2: Clause A.4 of ETSI GS NFV-IFA 007 [1] provides examples for configurations where both vipCplnstanceld
and vnfcCplnstanceld are present (UC#5 and UC#5-b), only vnfcCplnstanceld is present (UC#2), or only
vipCplnstanceld is present (UC6 and UC#6-b).

NOTE 3: The value of "trunkResourceld" is scoped by the value of "vimConnectionld" in the "resourceHandle"
attribute.

5.5.3.9 Type: ExtLinkPortInfo

This type represents information about alink port of an external VL, i.e. aport providing connectivity for the VNF to an
NS VL. It shall comply with the provisions defined in table 5.5.3.9-1.
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Table 5.5.3.9-1: Definition of the ExtLinkPortinfo data type

Attribute name Data type Cardinality

Description

id Identifier 1

Identifier of this link port as provided by the entity that
has created the link port.

resourceHandle ResourceHandle 1

Reference to the virtualised resource realizing this link
port.

cplnstanceld IdentifierinVnf 0.1

Identifier of the external CP of the VNF connected to this
link port.

There shall be at most one link port associated with any
external connection point instance.

The value refers to an "extCplInfo" item in the
Vnflnstance.

secondaryCplnstanc |ldentifierinVnf 0.1

eld

Additional external CP of the VNF connected to this link
port.

If present, this attribute shall refer to a "secondary"
ExtCplnfo item in the VNF instance that exposes a virtual
IP CP instance which shares this linkport with the
external CP instance referenced by the "cpinstanceld”
attribute.

See note 1.

trunkResourceld IdentifierinVim 0.1

Identifier of the trunk resource in the VIM.

Shall be present if the present link port corresponds to
the parent port that the trunk resource is associated with.
See note 2.

NOTE 1: The use cases UC#4 and UC#5 in clause A.4 of ETSI GS NFV-IFA 007 [1] provide examples for such a

configuration.

NOTE 2: The value of "trunkResourceld" is scoped by the value of "vimConnectionld" in the "resourceHandle" attribute.

5.5.3.9a Void

5.5.3.9b Type: CpProtocolinfo

This type describes the protocol layer(s) that a CP uses together with protocol-related information, like addresses. It

shall comply with the provisions defined in table 5.5.3.9b-1.

Table 5.5.3.9b-1: Definition of the CpProtocolinfo data type

Attribute name Data type

Cardinality

Description

layerProtocol Enum (inlined) 1

The identifier of layer(s) and protocol(s) associated
with the network address information.

Permitted values:
1. IP_OVER_ETHERNET
2. IP_FOR_VIRTUAL CP

See note.

ipOverEthernet IpOverEthernetAddressinfo

IP addresses over Ethernet to assign to the extCP
instance. Shall be present if layerProtocol is equal to
"IP_OVER_ETHERNET" and shall be absent
otherwise.

virtualCpAddress |VirtualCpAddressinfo 0.1

IP address data assigned to an external CP instance
exposing a virtual CP. It shall be present if
layerProtocol is equal to "IP_FOR_VIRTUAL_CP" and
the external CP instance exposes a virtual CP and
shall not be present otherwise.

fullyQualifiedDom 0..N

ainNames

String

Fully qualified domain names that have been
configured (statically or dynamically) and associated
with the CP.
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Attribute name |

Data type

[Cardinality |

Description

NOTE:

This attribute allows to signal the addition of further types of layer and protocol in future versions of the
present document in a backwards-compatible way. In the current version of the present document, only IP
over Ethernet is supported.

5.5.3.10 Type: IpOverEthernetAddressinfo

This type represents information about a network address that has been assigned. It shall comply with the provisions

defined in table 5.5.3.10-1.

Table 5.5.3.10-1: Definition of the IpOverEthernetAddressinfo data type

Attribute name Data type Cardinality Description

macAddress MacAddress 0.1 MAC address, if assigned.
See note 1.

segmentationld String 0.1 Identification of the network segment to which
the CP instance connects to. See notes 3
and 4.

ipAddresses Structure (inlined) 0..N Addresses assigned to the CP instance. Each
entry represents IP addresses assigned by
fixed or dynamic IP address assignment per
subnet. See note 1.

>type Enum (inlined) 1 The type of the IP addresses.
Permitted values: IPV4, IPV6.

>addresses IpAddress 0..N Fixed addresses assigned (from the subnet
defined by "subnetld" if provided). See note 2.

>isDynamic Boolean 0.1 Indicates whether this set of addresses was
assigned dynamically (true) or based on
address information provided as input from the
API consumer (false). Shall be present if
"addresses" is present and shall be absent
otherwise.

>addressRange Structure (inlined) 0.1 An IP address range used, e.g. in case of
egress connections. See note 2.

>>minAddress IpAddress 1 Lowest IP address belonging to the range.

>>maxAddress IpAddress 1 Highest IP address belonging to the range.

>subnetld IdentifiernVim 0.1 Subnet defined by the identifier of the subnet

resource in the VIM.

In case this attribute is present, IP addresses
are bound to that subnet.

NOTE 1: At least one of "'macAddress" or "ipAddresses"” shall be present.

NOTE 2: Exactly one of "addresses" or "addressRange" shall be present.

NOTE 3: If the CP instance represents a subport in a trunk, segmentationld shall be present. Otherwise it shall not
be present.

NOTE 4: Depending on the NFVI networking infrastructure, the segmentationld may indicate the actual network
segment value (e.g. vlan Id, Vxlan segmentation id, etc.) used in the transport header of the packets or it
may be an identifier used between the application and the NFVI networking infrastructure to identify the
network sub-interface of the trunk port in question. In the latter case the NFVI infrastructure will map this
local segmentationld to whatever segmentationld is actually used by the NFVI's transport technology.

5.5.3.10a Type: VirtualCpAddressinfo

This type represents information about a network address that has been assigned to avirtual CP. It shall comply with the

provisions defined in table 5.5.3.10a-1.
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Table 5.5.3.10a-1: Definition of the VirtualCpAddressinfo data type

Attribute name Data type Cardinality Description
type Enum (inlined) 1 The type of the IP addresses.

Permitted values: IPV4, IPV6.

Fixed addresses assigned to an external load balancer.
Name of an address pool from which an IP address is
assigned to the virtual CP.

loadBalancerlp IpAddress
addressPoolName String

e|e
Pl

5.5.3.11 Type: MonitoringParameter

This type represents a monitoring parameter that is tracked by the VNFM, e.g. for auto-scaling purposes. It shall
comply with the provisions defined in table 5.5.3.11-1.

Valid monitoring parameters of aVNF are defined in the VNFD.

NOTE: ETSI GSNFV-SOL 001 [14] specifies the structure and format of the VNFD based on TOSCA
specifications.

Table 5.5.3.11-1:; Definition of the MonitoringParameter data type

Attribute name Data type Cardinality Description
id IdentifierlnVnfd 1 Identifier of the monitoring parameter defined
in the VNFD.
vnfdld Identifier 0.1 Identifier of the VNFD.

Shall be present in case the value differs from
the vnfdld attribute of the Vnflnstance

(e.g. during a "Change current VNF package"
operation or due to its final failure).

name String 0.1 Human readable name of the monitoring
parameter, as defined in the VNFD.
performanceMetric String 1 Performance metric that is monitored. This

attribute shall contain the related
"Measurement Name" value as defined in
clause 7.2 of ETSI GS NFV-IFA 027 [6].

5.5.3.12 Type: LifecycleChangeNotificationsFilter

This type represents a subscription filter related to notifications about VNF lifecycle changes. It shall comply with the
provisions defined in table 5.5.3.12- 1.

At aparticular nesting level in the filter structure, the following applies: All attributes shall match in order for the filter
to match (logical "and" between different filter attributes). If an attribute is an array, the attribute shall match if at least
one of the values in the array matches (logical "or" between the values of one filter attribute).

Table 5.5.3.12-1: Definition of the LifecycleChangeNotificationsFilter data type

Attribute name Data type Cardinality Description
vnflnstanceSubscriptionFilter |VnfinstanceSubscriptionFilter |0..1 Filter criteria to select VNF instances
about which to notify.
notificationTypes Enum (inlined) 0..N Match particular notification types.

Permitted values:
e VnfLecmOperationOccurrenceNoti
fication
e VnfldentifierCreationNatification
¢ VnfldentifierDeletionNotification
See note.
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Attribute name

Data type

Cardinality

Description

operationTypes

LcmOperationType

0..N

Match particular VNF lifecycle operation
types for the naotification of type
VnfLcmOperationOccurrenceNotification.

May be present if the "notificationTypes"
attribute contains the value
"VnfLcmOperationOccurrenceNotification”
and shall be absent otherwise.

operationStates

LcmOperationStateType

Match particular LCM operation state
values as reported in notifications of type
VnfLcmOperationOccurrenceNotification.

May be present if the "notificationTypes"
attribute contains the value
"VnfLecmOperationOccurrenceNotification"
and shall be absent otherwise.

NOTE:

types to facilitate automated code generation systems.

The permitted values of the "natificationTypes" attribute are spelled exactly as the names of the notification

5.5.3.13

Type: AffectedVnfc

This type provides information about added, deleted, modified and temporary VNFCs. It shall comply with the

provisionsin table 5.5.3.13-1.

Table 5.5.3.13-1: Definition of the AffectedVnfc data type

Attribute name

Data type

Cardinality

Description

IdentifierlnVnf

1

Identifier of the Vnfc instance, identifying the
applicable "vnfcResourcelnfo" entry in the
"Vnflnstance" data type (see clause 5.5.2.2).

vduld

IdentifierlnVnfd

Identifier of the related VDU in the VNFD.

vnfdld

Identifier

Identifier of the VNFD.

Shall be present in case of a "change current
VNF Package" to identify whether the affected
VNFC instance is associated with a VDU which
is referred from the source or destination
VNFD.

changeType

Enum (inlined)

Signals the type of change.

Permitted values:

e ADDED

° REMOVED

. MODIFIED

e TEMPORARY
For a temporary resource, an AffectedVnfc
structure exists as long as the temporary
resource exists.

computeResource

ResourceHandle

Reference to the VirtualCompute resource or
reference to a Compute MCIO.

Detailed information is (for new and modified
resources) or has been (for removed
resources) available from the VIM or the CISM.

resourceDefinitionld

IdentifierLocal

0.1

The identifier of the "ResourceDefinition" in the
granting exchange related to the LCM
operation occurrence. It shall be present when
an applicable Grantinfo for the granted
resource exists. See note.

zoneld

Identifier

0.1

The identifier of the resource zone, as
managed by the resource management layer
(typically, the VIM), where the referenced
VirtualCompute resource is placed. Shall be
provided if this information is available from the
VIM.
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Attribute name Data type Cardinality Description
metadata KeyValuePairs 0.1 Metadata about this resource.

The content of this attribute shall be a copy of
the content of the "metadata” attribute of the
VnfcResourcelnfo structure.
affectedVnfcCplds IdentifierinVnf 0..N Identifiers of CP(s) of the VNFC instance that
were affected by the change.

Shall be present for those affected CPs of the
VNFC instance that are associated with an
external CP of the VNF instance.

May be present for further affected CPs of the
VNFC instance.

addedStorageResourcelds IdentifierlnVnf 0..N References to VirtualStorage resources that
have been added.

Each value refers to a
VirtualStorageResourcelnfo item in the
Vnflnstance that was added to the VNFC.

It shall be provided if at least one storage
resource was added to the VNFC.
removedStorageResourcelds IdentifierlnVnf 0..N References to VirtualStorage resources that
have been removed.

The value contains the identifier of a
VirtualStorageResourcelnfo item that has been
removed from the VNFC and might no longer
exist in the Vnfinstance.

It shall be provided if at least one storage

resource was removed from the VNFC.

NOTE:  The "resourceDefinitionld" attribute provides information to the API consumer (i.e. the NFVO) to assist in
correlating the resource changes performed during the LCM operation with the granted resources in a
specific Grant exchange, which is identified by the "grantld" available in the "Individual VNF lifecycle
management operation occurrence" and the "id" in the "Individual Grant".

5.5.3.14 Type: AffectedVirtualLink

This type provides information about added, deleted, modified and temporary VLs, and added or removed VNF link
ports. It shall comply with the provisionsin table 5.5.3.14-1.

Table 5.5.3.14-1: Definition of the AffectedVirtualLink data type

Attribute name Data type Cardinality Description
id IdentifierinvVnf 1 Identifier of the virtual link instance, identifying
the applicable "vnfVirtualLinkResourcelnfo" or
"extManagedVirtualLinkinfo" entry in the
"Vnflnstance" data type (see clause 5.5.2.2).
vnfVirtualLinkDescld Identifierin\VVnfd 1 Identifier of the related VLD in the VNFD.
vnfdld Identifier 0.1 Identifier of the VNFD.
Shall be present in case of a "change current
VNF Package" to identify whether the affected
VL instance is associated with a VLD which is
referred from the source or destination VNFD.
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Attribute name

Data type

Cardinality

Description

changeType

Enum (inlined)

1

Signals the type of change.

Permitted values:

e ADDED
REMOVED
MODIFIED
TEMPORARY
LINK_PORT_ADDED

e LINK_PORT_REMOVED
For a temporary resource, an
AffectedVirtualLink structure exists as long as
the temporary resource exists. See note 1.

networkResource

ResourceHandle

Reference to the VirtualNetwork resource or
reference to a Network MCIO.

Detailed information is (for new and modified
resources) or has been (for removed
resources) available from the VIM or the CISM.
See note 1.

vnfLinkPortlds

IdentifierinVnf

0..N

Identifiers of the link ports of the affected VL
related to the change. Each identifier
references a "VnfLinkPortInfo" structure.

Shall be set when changeType is equal to
"LINK_PORT_ADDED" or
"LINK_PORT_REMOVED", and the related
"VnfLinkPortinfo" structures are present (case
"added") or have been present (case
"removed") in the "VnfVirtualLinkResourcelnfo"
or "ExtManagedVirtualLinkinfo" structures that
are represented by the
"vnfVirtualLinkResourcelnfo" or
"extManagedVirtualLinkInfo" attribute in the
"Vnflnstance" structure. See note 1.

resourceDefinitionld

IdentifierLocal

0.1

The identifier of the "ResourceDefinition" in the
granting exchange related to the LCM
operation occurrence. It shall be present when
an applicable Grantinfo for the granted
resource exists. See notes 1 and 2.

zoneld

Identifier

0.1

The identifier of the resource zone, as
managed by the resource management layer
(typically, the VIM), where the referenced
VirtualNetwork resource is placed. Shall be
provided if this information is available from the
VIM.

metadata

KeyValuePairs

0.1

Metadata about this resource.

The content of this attribute shall be a copy of
the content of the "metadata” attribute of the
applicable "vnfVirtualLinkResourcelnfo"
structure if such structure is referenced by the
"id" attribute and it has metadata.

NOTE 1: When signalling the addition (LINK_PORT_ADDED) or removal (LINK_PORT_REMOVED) of VNF link
ports, the "networkResource" and "resourceDefinitionld" attributes refer to the affected virtual link instance,
not the link port instance. The resource handles of the affected VNF link ports can be found by
dereferencing the identifiers in the "vnfLinkPortlds" attribute.

NOTE 2: The "resourceDefinitionld" attribute provides information to the API consumer (i.e. the NFVO) to assist in
correlating the resource changes performed during the LCM operation with the granted resources in a
specific Grant exchange, which is identified by the "grantld" available in the "Individual VNF lifecycle
management operation occurrence” and the "id" in the "Individual Grant".

5.5.3.14a

Type: AffectedExtLinkPort

This type provides information about added and deleted external link ports (link ports attached to external virtual links).

It shall comply with the provisionsin table 5.5.3.14a-1.
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of the AffectedExtLinkPort data type

Attribute name

Data type

Cardinality

Description

IdentifierinVnf

1

Identifier of the link port, identifying the
applicable "extLinkPorts" entry in the
"ExtVirtualLinkInfo" data type (see
clause 5.5.3.2).

changeType

Enum (inlined)

Signals the type of change.
Permitted values:

e ADDED

e MODIFIED

e REMOVED

extCplnstanceld

IdentifierlnVnf

Identifier of the related external CP instance.

resourceHandle

ResourceHandle

Reference to the link port resource.

Detailed information is (for added resources) or
has been (for removed resources) available
from the VIM.

resourceDefinitionld

IdentifierLocal

0.1

The identifier of the "ResourceDefinition" in the
granting exchange related to the LCM
operation occurrence. It shall be present when
an applicable Grantinfo for the granted
resource exists. See note.

NOTE:  The "resourceDefinitionld" attribute provides information to the API consumer (i.e. the NFVO) to assist in
correlating the resource changes performed during the LCM operation with the granted resources in a
specific Grant exchange, which is identified by the "grantld" available in the "Individual VNF lifecycle
management operation occurrence” and the "id" in the "Individual Grant".

5.5.3.14b

Type: AffectedVipCp

This type provides information about added, deleted and modified virtual |P CP instances. It shall comply with the
provisionsin table 5.5.3.14b-1.

Table 5.5.3.14b-1: Definition of the AffectedVipCp data type

Attribute name

Data type

Cardinality

Description

cplnstanceld

IdentifierinVnf

1

Identifier of the virtual IP CP instance and the
related "VipCplnfo" structure in "Vnflnstance".

cpdid

IdentifierinVnfd

1

Identifier of the VipCpd in the VNFD.

vnfdld

Identifier

0.1

Reference to the VNFD.

Shall be present in case of a "change current
VNF Package" to identify whether the affected
virtual CP instance is associated with a VipCpd
which is referred from the source or destination
VNED.

changeType

Enum

Signals the type of change.
Permitted values:

e ADDED

e REMOVED

e MODIFIED

5.5.3.15

Type: AffectedVirtualStorage

This type provides information about added, deleted, modified and temporary virtual storage resources. It shall comply
with the provisionsin table 5.5.3.15-1.

ETSI




179

ETSI GS NFV-SOL 003 V5.4.1 (2026-04)

Table 5.5.3.15-1: Definition of the AffectedVirtualStorage data type

Attribute name

Data type

Cardinality

Description

IdentifierinVnf

1

Identifier of the storage instance, identifying the
applicable "virtualStorageResourcelnfo" entry
in the "Vnflnstance" data type (see

clause 5.5.2.2).

virtualStorageDescld

IdentifierinVnfd

Identifier of the related VirtualStorage
descriptor in the VNFD.

vnfdld

Identifier

0.1

Identifier of the VNFD.

Shall be present in case of a "change current
VNF Package" to identify whether the affected
virtual storage instance is associated with a
VirtualStorage descriptor which is referred from
the source or destination VNFD.

changeType

Enum (inlined)

Signals the type of change.

Permitted values:

e ADDED

e REMOVED

e MODIFIED

e TEMPORARY
For a temporary resource, an
AffectedVirtualStorage structure exists as long
as the temporary resource exists.

storageResource

ResourceHandle

Reference to the VirtualStorage resource or
reference to a Storage MCIO.

Detailed information is (for new and modified
resources) or has been (for removed
resources) available from the VIM or the CISM.

resourceDefinitionld

IdentifierLocal

0.1

The identifier of the "ResourceDefinition" in the
granting exchange related to the LCM
operation occurrence. It shall be present when
an applicable Grantinfo for the granted
resource exists. See note.

zoneld

Identifier

0.1

The identifier of the resource zone, as
managed by the resource management layer
(typically, the VIM), where the referenced
VirtualStorage resource is placed. Shall be
provided if this information is available from the
VIM.

metadata

KeyValuePairs

0.1

Metadata about this resource.

The content of this attribute shall be a copy of
the content of the "metadata” attribute of the
VirtualStorageResourcelnfo structure.

NOTE: The "resourceDefinitionld" attribute provides information to the API consumer (i.e. the NFVO) to assist in
correlating the resource changes performed during the LCM operation with the granted resources in a
specific Grant exchange, which is identified by the "grantld" available in the "Individual VNF lifecycle
management operation occurrence” and the "id" in the "Individual Grant".

5.5.3.16

Type: LcenLinks

This type represents the links to resources that a notification can contain. It shall comply with the provisions defined in

table 5.5.3.16-1.
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Table 5.5.3.16-1: Definition of the LccnLinks data type

Attribute name Data type Cardinality Description

vnflnstance NotificationLink (1 Link to the resource representing the VNF instance to which the
notified change applies.

subscription NotificationLink (1 Link to the related subscription.

vnfLemOpOcc NotificationLink  [0..1 Link to the VNF lifecycle management operation occurrence that
this notification is related to. Shall be present if there is a related
lifecycle operation occurrence.

5.5.3.17 Type: VnfExtCplinfo

This type represents information about an external CP of a VNF. It shall comply with the provisions defined in

table 5.5.3.17-1.

Table 5.5.3.17-1: Definition of the VnfExtCplInfo data type

Attribute name

Data type

Cardinality

Description

id

IdentifierinVnf

1

Identifier of the external CP instance and the related
information instance.

cpdid

IdentifierinVnfd

1

Identifier of the external CPD, VnfExtCpd, in the
VNFD.

cpConfigld

IdentifierinVnf

1

Identifier that references the applied
"VnfExtCpConfig" entry in the "cpConfig" map of the
"currentVnfExtCpData" in the "ExtVirtualLinkinfo"
structure.

vnfdid

Identifier

Identifier of the VNFD.

Shall be present in case the value differs from the
vnfdld attribute of the Vnflnstance (e.g. during a
"Change current VNF package" operation or due to its
final failure).

cpProtocolinfo

CpProtocollnfo

Network protocol information for this CP.

extLinkPortld

Identifier

Identifier of the "ExtLinkPortInfo" structure inside the
"ExtVirtualLinkInfo" structure. Shall be present if the
CP is associated with a link port. See note 2.

metadata

KeyValuePairs

Metadata about this external CP.

associatedVnfcCpld

IdentifierinVnf

Identifier of the "vnfcCplnfo" structure in
"VnfcResourcelnfo" structure that represents the
VNFC CP which is exposed by this external CP
instance, either directly or via a floating IP address.
Shall be present in case this CP instance maps to a
VNFC CP. See note 1.

associatedVipCpld

IdentifierlnVnf

Identifier of the VIP CP instance that is exposed as
this VnfExtCp instance, either directly or via a floating
IP address, and the related "VipCplnfo" structure in
"Vnflnstance". Shall be present if the cpdld of this
VnfEXtCp has a vipCpd attribute. See note 1.

associatedVirtualCpld

IdentifierinVnf

Identifier of the "VirtualCplInfo" structure that
represents the Virtual CP that is exposed by this
external CP instance. Shall be present in case this CP
instance maps to a Virtual CP. See note 1.

associatedVnfVirtualLinkld

IdentifierinVnf

Identifier of the "VnfVirtualLinkResourcelnfo" structure
that represents the internal VL or of the
"ExtManagedVirtualLinkInfo" structure that represents
the externally-managed internal VL which is exposed
by this external CP instance. Shall be present in case
this CP instance maps to an internal VL (including
externally-managed internal VL). See note 1.
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Attribute name

Data type

Cardinality

Description

netAttDefResourceld

Identifier

0..N

Identifier of the "NetAttDefResourcelnfo" structure
that provides the specification of the interface to
attach the connection point to a secondary container
cluster network. See notes 3 and 4.

It shall be present if the external CP is associated with
a VNFC realized by one or a set of OS containers and
is connected to a secondary container cluster
network. It shall not be present otherwise.

certificateContentld

Identifier

0..N

Identifier(s) of the "CertificateContent" structure that
provides the information of the certificate(s) that this
VNF CP instance uses. Shall be present when using
in delegation-mode. Otherwise shall not be present.

This attribute shall be supported when delegation
mode in certificate management is applicable.

cpSecurityGrouplnfo

CpSecurityGrouplnf
0

List of active security group rules applied to this
external CP instance. The attribute identifies which
"SecurityGroupRule" specified in the VNFD are
activated and the values of its attributes.

NOTE 1: The attributes "associatedVnfcCpld", "associatedVipCpld", "associatedVirtualCpld" and
"associatedVnfVirtualLinkld" are mutually exclusive. Exactly one shall be present.

NOTE 2: An external CP instance is not associated with a link port in the cases indicated for the "extLinkPorts"
attribute in clause 4.4.1.11.

NOTE 3: Cardinality greater than 1 is only applicable for specific cases where more than one network attachment
definition resource is needed to fulfil the connectivity requirements of the external CP, e.g. to build a link
redundant mated pair in SR-IOV cases.

NOTE 4: When more than one netAttDefResourceld is indicated, all shall belong to the same namespace.

5.5.3.18 Type: VnfLinkPortData

This type represents an externally provided link port to be used to connect a VNFC connection point to an externally-
managed VL. It shall comply with the provisions defined in table 5.5.3.18- 1.

Table 5.5.3.18-1: Definition of the VnfLinkPortData data type

Attribute name Data type Cardinality Description
vnfLinkPortld Identifier 1 Identifier of this link port as provided by the entity that
has created the link port.
resourceHandle ResourceHandle 1 Resource handle of the virtualised resource that

realizes the link port.

5.5.3.19

Type: VnfcSnapshotinfo

Thistype represents a VNFC snapshot. It shall comply with the provisions defined in table 5.5.3.19-1.

Table 5.5.3.19-1: Definition of the VnfcSnapshotinfo data type

Attribute name

Data type

Cardinality

Description

IdentifierLocal

1

Identifier of the information held by the VNFM
about a specific VNFC snapshot. This identifier is
allocated by the VNFM and is unique within the
scope of a VNF snapshot. The attribute also
identifies the compute snapshot image
associated with this VNFC snapshot within the
context of a referred VNF snapshot.

vnfclnstanceld

IdentifierlnVnf

Identifier of the snapshotted VNFC instance.

creationStartedAt

DateTime

Timestamp indicating when the VNFC Snapshot
creation has been started by the VNFM.
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Attribute name Data type Cardinality Description

creationFinishedAt DateTime 0.1 Timestamp indicating when the VNFC snapshot
has been completed. Shall be present once the
VNFC Snapshot creation has been completed by
the VNFM.

vnfcResourcelnfold IdentifierlnVnf 1 Reference to the "VnfcResourcelnfo" structure in
the "Vnfinstance" structure that represents the
resources of the snapshotted VNFC instance.

A snapshot of that structure is available in the
"vnflnstance" attribute of the "VnfSnapshot"

structure.
computeSnapshotResour |ResourceHandle 0.1 Reference to a compute snapshot resource. See
ce note 1.
storageSnapshotResourc |Structure (inlined) 0..N Mapping of the storage resources associated
es with the VNFC with the storage snapshot
resources.
>storageResourceld IdentifierlnVnf 1 Reference to the "VirtualStorageResourcelnfo"

structure in the "Vnfinstance" structure that
represents the virtual storage resource. The
attribute also identifies the storage snapshot
image associated with this VNFC snapshot within
the context of a referred VNF snapshot.

>storageSnapshotResour |ResourceHandle 0.1 Reference to a storage snapshot resource. See
ce note 2.
userDefinedData KeyValuePairs 0..1 User defined data for the VNFC snapshot.

NOTE 1: The identifier of the compute snapshot resource is assigned during creation of a VNFC snapshot being
returned from the VIM as output data in the response message of the individual resource operations. This
attribute shall only be present for a VNFC snapshot that has been newly created by the VNFM as a result of the
"Create VNF snapshot task".

NOTE 2: The identifier of the storage snapshot resource is assigned during creation of a VNFC snapshot being returned
from the VIM as output data in the response message of the individual resource operations. This attribute shall
only be present for a VNFC snhapshot with an associated storage resource and that has been newly created by
the VNFM as a result of the "Create VNF snapshot task".

5.5.3.20 Type: VnfStateSnapshotinfo

This type represents information about VNF-specific state snapshot data. It shall comply with the provisions defined in
table 5.5.3.20-1.

Table 5.5.3.20-1: Definition of the VnfStateSnapshotinfo data type

Attribute name Data type Cardinality Description

checksum Checksum 1 Checksum of the VNF state snapshot file. Hash
algorithms applicable to VNF snapshot package artifacts
are defined in ETSI GS NFV-SOL 010 [i.14].

isEncrypted Boolean 1 Reflects whether the VNF state snapshot content is
encrypted (true) or not (false).
metadata KeyValuePairs 0.1 The metadata with additional information such as content

type, size, creation date, etc.

5.5.3.21 Type: ModificationsTriggeredByVnfPkgChange

This type represents attribute modifications that were performed on an "Individual VNF instance" resource when
changing the current VNF package. The attributes that can be included consist of those requested to be modified
explicitly in the "ChangeCurrentV nfPkgRequest" data structure, and additional attributes of the "V nflnstance”" data
structure that were modified implicitly during the operation.

The "ModificationsTriggeredByV nfPkgChange" data type shall comply with the provisions defined in table 5.5.3.21-1.
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Table 5.5.3.21-1: Definition of the ModificationsTriggeredByVnfPkgChange data type

Attribute name Data type Cardinality Description

vnfConfigurableProperties KeyValuePairs 0.1 This attribute signals the modifications of the
"vnfConfigurableProperties” attribute in "Vnfinstance"
performed by the operation and shall be present if that
attribute was modified during the operation. See

note 1.

In addition, the provisions in clause 5.7 shall apply.

metadata KeyValuePairs 0.1 This attribute signals the modifications of the
"metadata” attribute in "Vnfinstance" performed by the
operation and shall be present if that attribute was
modified during the operation. See note 1.

extensions KeyValuePairs 0.1 This attribute signals the modifications of the
"extensions" attribute in "Vnflnstance" performed by
the operation and shall be present if that attribute was
modified during the operation. See note 1.

In addition, the provisions in clause 5.7 shall apply.

vnfdld Identifier 0.1 If present, this attribute signals the new value of the
"vnfdld" attribute in "Vnflnstance".

vnfProvider String 0.1 If present, this attribute signals the new value of the
"vnfProvider" attribute in "Vnflnstance". See note 2.

vnfProductName String 0.1 If present, this attribute signals the new value of the
"vnfProductName" attribute in "Vnfinstance". See
note 2.

vnfSoftwareVersion Version 0..1 If present, this attribute signals the new value of the
"vnfSoftwareVersion" attribute in "Vnfinstance". See
note 2.

vnfdVersion Version 0.1 If present, this attribute signals the new value of the
"vnfdVersion" attribute in "Vnflnstance". See note 2.

vimConnectionInfo map(VimConnect |0..N If present, this attribute signals the changes to VIM

ioninfo) connection info that were passed in the related

"ChangeCurrentVnfPkgRequest" structure. The
provisions for sensitive information defined in
clause 4.4.1.6 apply.

NOTE 1: This attribute represents the delta (semantics as per IETF RFC 7396 [5], JSON Merge Patch) between the
value of the attribute at the start of the "Change current VNF package" operation and the value of the attribute
at its completion.

NOTE 2: If present, this attribute (which depends on the value of the "vnfdld" attribute) was modified implicitly during the
related operation and contains a copy of the value of the related attribute from the VNFD in the VNF Package
identified by the "vnfdld" attribute.

5.5.3.22 Type: VipCplinfo

This type provides information related to virtual IP (VIP) CP. It shall comply with the provisions defined in
table 5.5.3.22-1.

Table 5.5.3.22-1: Definition of the VipCplInfo data type

Attribute name Data type Cardinality Description
cplnstanceld IdentifierinVnf 1 Identifier of this VIP CP instance and of this
VipCplnfo.
cpdid IdentifierlnVnfd 1 Identifier of the VIP Connection Point Descriptor,
VipCpd, in the VNFD.
vnfdld Identifier 0.1 Identifier of the VNFD.

Shall be present in case the value differs from the
vnfdld attribute of the Vnfinstance (e.g. during a
"Change current VNF package" operation or due to its
final failure). See note 2.

vnfExtCpld IdentifierlnVnf 0.1 When the VIP CP is exposed as external CP of the
VNF, the identifier of this external VNF CP instance.
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Attribute name Data type Cardinality Description

cpProtocolinfo CpProtocolinfo 0..N Protocol information for this CP. There shall be one
cpProtocollnfo for layer 3. There may be one
cpProtocollnfo for layer 2.

associatedVnfcCplds IdentifierlnVnf 0..N Identifiers of the VnfcCps that share the virtual IP
address allocated to the VIP CP instance. See note 1.
vnfLinkPortld IdentifierinVnf 0.1 Identifier of the "VnfLinkPortInfo" structure in the

"VnfVirtualLinkResourcelnfo" or
"ExtManagedVirtualLinkinfo" structure. Shall be
present if the CP is associated with a link port on an
internal VL (including externally-managed internal VL).

metadata KeyValuePairs 0..N Metadata about this VIP CP.

NOTE 1: Itis possible that there is no associated VnfcCp because the VIP CP is available but not associated yet.

NOTE 2: If only the value or the presence of this attribute is changed in the "VipCplnfo" structure by an LCM operation
occurrence, this does not represent a change that requires including a related "AffectedVipCp" structure in the
VNF LCM operation occurrence notifications or the "VnfLcmOpOcc" structure related to this LCM operation
occurrence.

5.5.3.23 Type: AffectedVirtualCp

This type provides information about added, deleted and modified virtual CP instances. It shall comply with the
provisions defined in table 5.5.3.23-1.

Table 5.5.3.23-1: Definition of the AffectedVirtualCp data type

Attribute name Data type Cardinality Description
cplnstanceld IdentifierlnVnf 1 Identifier of the virtual CP instance and the related
"VirtualCplInfo" structure in "Vnflnstance".
cpdid IdentifierlnVnfd 1 Identifier of the VirtualCpd in the VNFD.
vnfdid Identifier 0.1 Reference to the VNFD.

Shall be present in case of a "change current VNF
Package" to identify whether the affected virtual CP
instance is associated with a VirtualCpd which is
referred from the source or destination VNFD.

changeType Enum 1 Signals the type of change.
Permitted values:

e ADDED

e REMOVED

e MODIFIED

5.5.3.24 Type: Mciolnfo

This type provides information about an MCIO representing the set of VNFC instances realized by one or a set of
OS containers which have been created based on the same VDU.

Within the CISM, an M CIO controller monitors the actual state of an MCIO representing the set of VNFC instances
realized by one or a set of OS containers and compare it to the desired state For an MCI O related to aVDU that hasthe
attribute isNumOfInstancesClusterBased set to FAL SE the desired state is specified in the respective declarative
descriptor. For an MCIO related to a VDU that has the attribute isNumOfInstancesClusterBased set to TRUE, the
desired state is determined by the number of CIS-nodes in the cluster that fulfil the VDU requirements. It triggers
actions toward the CISto align the actual to the desired state. Monitoring the actual state includes monitoring the
number of MCIO instances available at any specific point in time. In addition, an MCIO controller maintains properties
and runtime information on the MCI O instances which have been created based on the same VDU. The Mciolnfo data
structure provides the runtime information on the M Cl Os obtained from the MCIO controller.

NOTE: There are different types of MCIOs. The set of VNFC instances based on the same VDU is represented by
one MCIO, e.g. of type Deployment. Each individual VNFC instance is represented by another type of
MCIO, eg. aPOD.
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Runtime information of the set of OS containersrealizing an individual VNFC instance is not part of the Mciolnfo data
structure; such runtime information is provided in the ResourceHandl e data structure referenced from the
VnfcResourcelnfo. The Mciolnfo does not provide runtime information of a constituent VNFC instance created based

on a specific VDU.

It shall comply with the provisions defined in table 5.5.3.24-1.

Table 5.5.3.24-1: Definition of the Mciolnfo data type

Attribute name Data type Cardinality Description

mciold Identifier 1 Identifier of this MCIO, created by the CISM. See
note 3.

mcioName String 1 Human readable name of this MCIO. See note 4.

mcioNamespace String 1 Namespace of this MCIO.

vduld IdentifierlnVnfd 1 Reference to the related VDU in the VNFD applicable
to this resource.

cismlid Identifier 1 Identifier of the CISM managing this MCIO.

mcioType String 1 The type of MCIO. Specific values, their semantics
and associated MCIO types are defined in
clause 5.5.4.9. Additional values are also permitted.
See note 1.

desiredInstances Integer 1 Number of desired MCIO instances.

availablelnstances Integer 1 Number of available MCIO instances.

additionallnfo KeyValuePairs 0..1 Additional information which is specific to the MCIO,
its type, and which is available from the CISM.
See note 2.

certificateContentld Identifier 0..N Identifier(s) of the "CertificateContent" structure that

provides the information of the certificate(s) that this
MCIO instance uses. Shall be present when using in
delegation mode. Otherwise shall not be present.

This attribute shall be supported when delegation
mode in certificate management is applicable.

NOTE 1: The type of MCIO as specified in the declarative descriptor of the MCIO, and that can be read from the CISM.

EXAMPLE:

declarative descriptor.
NOTE 2: If the attribute additionallnfo is present, it may contain runtime information on the actual and desired state of the

MCIO(s).

In case of MCIOs managed by Kubernetes®, the type of MCIO corresponds to the "kind" property of the

NOTE 3: When the container infrastructure service is a Kubernetes® instance, the mciold is the combined values from
the kind and name fields of the Kubernetes® resource object, separated by a slash.
Example: "Deployment/abcd".
NOTE 4: When the container infrastructure service is a Kubernetes® instance, the mcioName is the name field of the

resource object.

5.5.3.25

Type: VirtualCplnfo

Thistype provides information related to avirtual CP instance of a VNF. It shall comply with the provisions defined in

table 5.5.3.25-1.

Table 5.5.3.25-1: Definition of the VirtualCpInfo data type

Attribute name Data type Cardinality Description

cplnstanceld IdentifierlnVnf 1 Identifier of this virtual CP instance.

cpdid IdentifierlnVnfd 1 Identifier of the VirtualCpd in the VNFD.

resourceHandle ResourceHandle (1 Reference to the virtualised resource realizing this
virtual CP.

vnfExtCpld IdentifierinVnf 0.1 When the virtual CP is exposed as external CP of the
VNF, the identifier of this external VNF CP instance.

cpProtocolinfo CpProtocolinfo 0..N Protocol information for this CP. There shall be one

cpProtocollnfo for each layer protocol supported.

This attribute may be omitted if the virtual CP is
exposed as an external CP. See note 2.
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Attribute name Data type Cardinality Description
vdulds IdentifierlnVnfd 1.N Reference to the VDU(s) which implement the service
accessible via the virtual CP instance. See note 1.
additionalServicelnfo AdditionalService [0..N Additional service identification information of the
Info virtual CP instance.
metadata KeyValuePairs 0.1 Metadata about this virtual CP instance.

NOTE 1: A consumer of the VNF LCM interface can learn the actual VNFC instances implementing the service
accessible via the virtual CP instance by querying the "vnfcResourcelnfo" from the "InstantiatedVnflnfo" and
filtering by corresponding "vdulds" values.

NOTE 2: The information can be omitted because it is already available as part of the external CP information in the
VnfExtCplnfo structure.

5.5.3.26 Type: AdditionalServicelnfo

Thistype provides additional service information of the virtual CP instance used to expose properties of the virtual CP
to NFV-MANO. It shall comply with the provisions defined in table 5.5.3.26-1.

Table 5.5.3.26-1: Definition of the AdditionalServicelnfo data type

Attribute name Data type Cardinality Description
portinfo ServicePortinfo  |1..N Service port numbers exposed by the virtual CP instance.
servicelnfo KeyValuePairs 0.1 Service matching information exposed by the virtual CP instance.
See note.

NOTE:  This attribute shall only be present if additional information is needed to identify the service termination within
the VNF, such as for example a URL path information in an HTTP request required to allow a single virtual CP
IP address to be used for several HTTP based services that use the same port number.

5.5.3.27 Type: ServicePortinfo

This type describes the service identifying port properties exposed by the virtual CP instance. It shall comply with the
provisions defined in table 5.5.3.27-1.

Table 5.5.3.27-1: Definition of the ServicePortinfo data type

Attribute name Data type Cardinality Description
name String 1 The name of the port exposed by the virtual CP instance.
protocol Enum (inlined) ]0..1 The L4 protocol for this port exposed by the virtual CP instance.

Permitted values:

e TCP

e UDP

e SCTP
port Integer 1 The L4 port number exposed by the virtual CP instance.
portConfigurable  |Boolean 1 Specifies whether the port attribute value is allowed to be

configurable.

5.5.3.28 Type: NetAttDefResourcelnfo
This type containsinformation related to a network attachment definition resource that provides the specification of the

interface used to connect one or multiple connection points to a secondary container cluster network. It shall comply
with the provisions defined in table 5.5.3.28-1.
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Table 5.5.3.28-1: Definition of the NetAttDefResourcelnfo data type

Attribute name

Data type

Cardinality

Description

netAttDefResourcelnfold

Identifier

1

Identifier of this network attachment definition resource as
provided by the entity that has created it.

netAttDefResource

ResourceHandle

1

Resource handle of the resource in the scope of the
CISM.

associatedExtCpld

IdentifierinVnf

0..N

Identifier of the external CP associated with this network
attachment definition resource. Shall be present when the
network attachment definition resource is used for external
connectivity by the VNF.

associatedVnfcCpld

IdentifierlnVnf

0..N

Identifier of the VNFC CP associated with this network
attachment definition resource. May be present when the
network attachment definition resource is used for internal
connectivity by the VNF.

5.5.3.29

Type: CertificateConfigurationData

Thistype provides input information related to certificate management. It shall comply with the provisions defined in

table 5.5.3.29-1.

ETSI GSNFV-SOL 009 [i.18] specifiesthe means to discover the applicable certificate management mode of VNFM
and configure into the NFV O applicable certificate management mode viathe "NFV-MANO Configuration and
Information Management™ interface.

Table 5.5.3.29-1: Definition of the CertificateConfigurationData data type

Attribute name Data type Cardinality Description
overridingCertificateProfi |CertificateBasePr |0..N Overriding certificate profile. This overrides the
le ofile certificateBaseProfile provided in the VNFD, and the CA

and CMF can additionally override aspects of this
certificateBaseProfile at later point in the VNF lifecycle if
necessary to meet operator security policy.

securityPolicy SecurityPolicy 1..N Security policy to be satisfied for certificate.
cmfData CmfData 0.1 Information for CMF.
5.5.3.30 Type: SecurityPolicy

This type provides input information related to security policy for certificate management. It shall comply with the
provisions defined in table 5.5.3.30-1.

Table 5.5.3.30-1: Definition of the SecurityPolicy data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this security policy.
maxValidityPeriod Number 0.1 Allowed max validity period for certificates.
allowedAlgorithm String 0.1 Allowed signature algorithm.
minimumKeyLength Number 0.1 Minimum key length for certificates.

5.5.3.31

Type: CertificateBaseProfile

This type provides input information to override certificate base profile for certificate management. It shall comply with
the provisions defined in table 5.5.3.31-1.
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Table 5.5.3.31-1: Definition of the CertificateBaseProfile data type

Attribute name Data type Cardinality Description

id Identifier 1 The identifier of this certificate profile.

issuer String 0..1 Issuer of certificates. See note.

issuerUniqueldentifier Identifier 0.1 Identifier of this issuer of certificates. See note.

subject CertSubjectData  |0..1 Subject of certificates. See note.

subjectUniqueldentifier  [Identifier 0.1 Identifier of this subject of certificates. See note.

basicConstraints String 0.1 Basic constraints of certificates. See note.

issuerAltName String 0..N Alternative name of issuer of certificates in this NS.
See note.

subjectAltName String 0..N Alternative name of subject of certificates. Shall be
present when this certificate is used for encrypted
communication using IP address and subjectAltName
attribute of CertificateBaseProfile in CertificateDesc of
VNFD is empty (see ETSI GS NFV-IFA 011 [10],
clause 7.1.19.4). See note.

nameConstraints String 0..N Name constraints of certificates. See note.

NOTE: At least one overriding attributes shall be present, otherwise shall be absent.

5.5.3.32 Type: CmfData

Thistype provides input information related to CMF for certificate management. It shall comply with the provisions
defined in table 5.5.3.32-1.

Table 5.5.3.32-1: Definition of the CmfData data type

Attribute name Data type Cardinality Description
endPoint Structure (inlined) (1 End point of CMF instance.
>ipAddress IpAddress 1 An IP address of this end point.
>link Link 1 A link to this end point.
supportedProtocol Enum (inlined) 1..N Supported protocol by CMF instance.

Permitted values:
e CMP
e CMPV2
e EST
e SCEP
5.5.3.33 Type: CertSubjectData

This type provides input information related to subject of certificate. It shall comply with the provisions defined in

table 5.5.3.33-1.

Table 5.5.3.33-1: Definition of the CertSubjectData data type

Attribute name Data type Cardinality Description

commonName String 0.1 Information of certification target subject FQDN. Can be set
empty when this certificate is used for encrypted
communication using IP address. See note.

organization String 0.1 Information of certification target subject Organization. See
note.

country String 0.1 Information of certification target subject Country. See note.

state String 0.1 Information of certification target subject State. See note.

locality String 0.1 Information of certification target subject Locality. See note.

emailAddress String 0.1 Information of certification contact email address. See note.

NOTE: At least one overriding attributes shall be present, otherwise shall be absent.
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5.5.3.34 Type: Cmfinfo

This type provides input information related to CMF for certificate management. It shall comply with the provisions
defined in table 5.5.3.34-1.

Table 5.5.3.34-1: Definition of the Cmfinfo data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this CMF information.
endPoint Structure (inlined) |1 End point of CMF instance.
>ipAddress IpAddress 1 An IP address of this end point.
>link Link 1 A link to this end point.
supportedProtocol Enum (inlined) 1..N Supported protocol by CMF instance.
Permitted values:

e CMP

e CMPv2

e EST

e SCEP
certificateChain KeyValuePairs 0..N Certificate chain that this CMF provides.

5.5.3.35 Type: AffectedCertificate

Thistype provides input information about added, deleted and modified certificate contents. It shall comply with the
provisions defined in table 5.5.3.35-1.

ETSI GSNFV-SOL 009 [i.18] specifies the meansto discover the applicable certificate management mode of VNFM
and configure into the NFV O applicable certificate management mode viathe "NFV-MANO Configuration and
Information Management™ interface.

Table 5.5.3.35-1: Definition of the AffectedCertificate data type

Attribute name Data type Cardinality Description
certificatelnfold Identifier 1 Identifier of certificate information.
certificateBaseProfileld [Identifier 0..1 Identifier of certificate base profile.
securityPolicyld Identifier 0.1 Identifier of security policy.
cmfinfold Identifier 0.1 Identifier of CMF information.
certificateContentld Identifier 0..1 Identifier of certificate content.
changeType Enum (inlined) 1 Signals the type of change.

Permitted values:
e ADD
e REMOVE
e MODIFY

5.5.3.36 Type: PaasServicelnfo
Thistype provides input information about a PaaS Service that is used by a VNF instance.

The PaasServicelnfo is comprised of various sets of information. Some information comes from the VNFD, other
information comes from the PaaS Service assets provided by the NFVO to the VNFM, and other information is
provided at runtime information about the usage of the PaaS Service.

It shall comply with the provisions defined in table 5.5.3.36-1.
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Table 5.5.3.36-1: Definition of the PaasServicelnfo data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this PaaS Service Information.

paasServiceld Identifier 1 Identifier of the assigned PaaS Service as managed by
the PaaS Services Management (PSM) function.

paasServiceType String 1 The type of PaaS Service. The value of this attribute is
expected to be matched against values of the registered
PaaS Services in the PSR.

paasServiceVersion Version 0.1 Version of the PaaS Service. It shall be present if the
PaaS Service is versioned.

paasServiceRequestld |ldentifierinVnfd 1 Identifier of the PaaS Service request in the VNFD that
maps to the assigned PaaS Service.

paasServiceHandle PaasServiceHandl |1 A handle enabling the access and use of the PaaS

e Service by the VNF instance.

additionallnfo KeyValuePairs 0.1 Additional information which is specific to the PaaS
Service, its type, and which is available from the PaaS
Service instance.

5.5.3.37 Type:

Certificatelnfo

This type provides input information related to certificate and certificate management. It shall comply with the
provisions defined in table 5.5.3.37- 1.

Table 5.5.3.37-1: Definition of the Certificatelnfo data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this certificate information.
certificateConfigurationinfo  [CertificateConfigur ]0..1 Configuration for certificate management such as
ationinfo certificate profile and security policy.
certificateContents CertificateContent  |0..N Information for contents of issued certificates. The
information contained in this attribute may be updated
over time during the VNF LCM, e.qg. certificate(s) renewal.

5.5.3.38

Type: CertificateConfigurationinfo

This type provides input information related to certificate management. It shall comply with the provisions defined in

table 5.5.3.38-1.

Table 5.5.3.38-1: Definition of the CertificateConfigurationinfo data type

Attribute name Data type Cardinality Description

certificateBaseProfile CertificateBasePr [0..N Information for certificate profile.
ofile

securityPolicy SecurityPolicy 1..N Information for security policy to be satisfied for certificate.
delegationSupportedCer |KeyValuePairs 0..1 Describes supported certificate management information.
tificateManagements
cmflnfo Cmflnfo 0.1 Information for CMF.
5.5.3.39 Type: CertificateContent

This type provides input information related to certificate content. It shall comply with the provisions defined in

table 5.5.3.39-1.

ETSI GSNFV-SOL 009 [i.18] specifiesthe means to discover the applicable certificate management mode of VNFM
and configure into the NFV O applicable certificate management mode viathe "NFV-MANO Configuration and
Information Management™ interface.
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Table 5.5.3.39-1: Definition of the CertificateContent data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this certificate.
certificateDescld IdentifierlnVnfd 1 Identifier of certificate description in
VNFD to be used to issue this certificate.
See note.
certificateType Enum (inlined) 1 Type of this certificate.
Permitted values:
e VNFCI_CERT
e VNFOAM_CERT
supportedCertificateManage |KeyValuePairs 0.1 Describes supported certificate
ments management information.
version Version 0.1 Version of this certificate.
serialNumber Integer 0.1 Serial number of this certificate.
signatureAlgorithm String 0.1 Algorithm of this certificate's signature.
issuer String 0.1 Issuer of this certificate.
notBefore DateTime 0.1 Start date of valid period for this
certificate.
notAfter DateTime 0.1 End date of valid period for this
certificate.
subject String 0.1 Subject of this certificate.
publicKeyAlgorithm String 0.1 Algorithm of this certificate's public key.
publicKey String 0.1 Public key of this certificate.
certificateExtensions KeyValuePairs 0.1 Extension of this certificate.
NOTE:  The CertificateDesc data type is defined in clause 7.1.19.2 of ETSI GS NFV-IFA 011 [10].
5.5.3.40 Type: PowerStatelnfo

This type represents information about the power state of a VNF instance. It shall comply with the provisions defined in

table 5.5.3.40-1.

Table 5.5.3.40-1:; Definition of the PowerStatelnfo data type

Attribute name

Data type

Cardinality

Description

powerProfileld

IdentifierinVnfd

1

Identifier of the power profile, as defined in
the VNFD, applied to the VNF instance.

name String 1 Name of the power profile as provided in the
VNFD.
powerConsumptioninfo PowerConsumptioninfo  |0..1 Estimated power consumption information of

the resources associated with this power
profile, as provided in the VNFD. VNFM
exposes and can use this information to
control the VNF instance to operate
according to the power profile and selected
power state, e.g. monitoring actual energy or
power consumption of the VNF instance and
compare against the estimated one.

5.5.3.41

Type: PowerConsumptioninfo

This type represents information about estimated power consumption of the resources associated with the power profile,
asprovided in the VNFD. It shall comply with the provisions defined in table 5.5.3.41-1.

Table 5.5.3.41-1: Definition of the PowerConsumptioninfo data type

Attribute name Data type Cardinality Description
minPowerConsumption Integer 1 Minimum power consumption of this power
profile. Unit is KW/h.
maxPowerConsumption Integer 1 Maximum power consumption of this power

profile. Unit is KW/h.
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Attribute name Data type Cardinality Description
averagePowerConsumption |Integer 1 Average power consumption of this power
profile. Unit is KW/h.

5.5.3.42 Type: CpSecurityGrouplnfo

This type provides the list of active security group rules applied to an external CP instance. The type identifies which
"SecurityGroupRule" specified in the VNFD are activated and the values of its attributes.

It shall comply with the provisions defined in table 5.5.3.42- 1.

Table 5.5.3.42-1: Definition of the CpSecurityGroupInfo data type

Attribute name Data type Cardinality Description

securityGroupRuleld IdentifierlnVnfd Identifier of the security group rule policy in the VNFD.

1
description String 0.1 Human readable description of the security group rule.
1

etherType String Indicates the protocol carried over the Ethernet layer.
Permitted values: IPV4, IPV6.

protocol String 1 Indicates the protocol carried over the IP layer.
Permitted values: any protocol defined in the IANA
protocol registry (refer to clause 9.10.1.2 of ETSI
GS NFV-SOL 001 [14] for further information).

portRangeMin Integer 1 Value for the minimum port number in the range that is
matched by the security group rule.
portRangeMax Integer 1 Value for the maximum port number in the range that is

matched by the security group rule.

554 Referenced simple data types and enumerations

5541 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the
previous clauses.

5.5.4.2 Simple data types

No particular simple data types are defined for thisinterface, in addition to those defined in clause 4.4.

5.54.3 Enumeration: VnfOperationalStateType

The enumeration V nfOperational StateType shall comply with the provisions defined in table 5.5.4.3-1.

Table 5.5.4.3-1: Enumeration VnfOperationalStateType

Enumeration value Description
STARTED The VNF instance is up and running.
STOPPED The VNF instance has been shut down.
5544 Enumeration: StopType

The enumeration StopType shall comply with the provisions defined in table 5.5.4.4-1.
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Table 5.5.4.4-1: Enumeration StopType

Enumeration value

Description

FORCEFUL The VNEM will stop the VNF instance immediately after accepting the request.

GRACEFUL The VNFM will first arrange to take the VNF instance out of service after accepting the request.
Once that operation is successful or once the timer value specified in the "gracefulStopTimeout"
attribute expires, the VNFM will stop the VNF instance.

5545 Enumeration: LcmOperationStateType

The enumeration LcmOperationStateType shall comply with the provisions defined in table 5.5.4.5-1. More information
of the meaning of the states can be found in clause 5.6.2.2.

Table 5.5.4.5-1: Enumeration LcmOperationStateType

Enumeration value

Description

STARTING The LCM operation is starting.

PROCESSING The LCM operation is currently in execution.

COMPLETED The LCM operation has been completed successfully.

FAILED_TEMP The LCM operation has failed and execution has stopped, but the execution of the operation is
not considered to be closed.

FAILED The LCM operation has failed and it cannot be retried or rolled back, as it is determined that

such action will not succeed.

ROLLING_BACK

The LCM operation is currently being rolled back.

ROLLED_BACK

The LCM operation has been successfully rolled back, i.e. The state of the VNF prior to the
original operation invocation has been restored as closely as possible.

5.5.4.6

Enumeration: CancelModeType

The enumeration CancelModeType defines the valid modes of cancelling aVNF LCM operation occurrence. It shall
comply with the provisions defined in table 5.5.4.6-1.

Table 5.5.4.6-1: Enumeration CancelModeType

Enumeration value

Description

GRACEFUL

If the VNF LCM operation occurrence is in "PROCESSING" or "ROLLING_BACK" state, the
VNFM shall not start any new resource management operation and shall wait for the ongoing
resource management operations in the underlying system, typically the VIM, to finish execution
or to time out. After that, the VNFM shall put the operation occurrence into the FAILED_TEMP
state.

If the VNF LCM operation occurrence is in "STARTING" state, the VNFM shall not start any
resource management operation and shall wait for the granting request to finish execution or
time out. After that, the VNFM shall put the operation occurrence into the ROLLED BACK state.

FORCEFUL

If the VNF LCM operation occurrence is in "PROCESSING" or "ROLLING_BACK" state, the
VNFM shall not start any new resource management operation, shall cancel the ongoing
resource management operations in the underlying system, typically the VIM, and shall wait for
the cancellation to finish or to time out. After that, the VNFM shall put the operation occurrence
into the FAILED_TEMP state.

If the VNF LCM operation occurrence is in "STARTING" state, the VNFM shall not start any
resource management operation and put the operation occurrence into the ROLLED_BACK
state.

5.5.4.7

Enumeration: LcmOperationType

The enumeration LcmOperationType defines the permitted values to represent VNF lifecycle operation typesin VNF
lifecycle management operation occurrence resources and VNF lifecycle management operation occurrence
notifications. It shall comply with the provisions defined in table 5.5.4.7-1.
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Table 5.5.4.7-1: Enumeration LcmOperationType

Enumeration value

Description

INSTANTIATE

Represents the "Instantiate VNF" LCM operation.

SCALE

Represents the "Scale VNF" LCM operation.

SCALE_TO LEVEL

Represents the "Scale VNF to Level" LCM operation.

CHANGE_FLAVOUR

Represents the "Change VNF Flavour" LCM operation.

TERMINATE Re