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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification Group (1SG) Network Functions
Virtualisation (NFV).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

18 ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

1 Scope

The present document specifies a set of RESTful protocols and data models fulfilling the requirements specified in
ETSI GS NFV-IFA 008 [1] for the interfaces used over the Ve-V nfm reference point.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI GS NFV-IFA 008: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Ve-Vnfm reference point - Interface and Information Model Specification”.

2] IETF RFC 5646: "Tags for Identifying Languages'.

[3] IETF RFC 7396: "JSON Merge Patch".

[4] Recommendation ITU-T X.733: "Information technology - Open Systems
Interconnection - Systems Management: Alarm reporting function”.

[5] ETSI GSNFV-1FA 027: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Performance M easurements Specification”.

[6] ETSI GSNFV-SOL 013: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; Specification of common aspects for RESTful NFV MANO APIs".

[7] ETSI GSNFV-IFA 011: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; VNF Descriptor and Packaging Specification™.

[8] |[ETFE RFC 8141: "Uniform Resource Names (URNS)".

[9] Void.

[10] IETF RFC 9110: "HTTP Semantics".

[171] ETSI GS NFV-1FA 045: "Network Functions Virtualisation (NFV) Release 4; Management and

Orchestration; Faults and alarms modelling specification”.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.
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[i.1] ETSI GS NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Conceptsin
NFV*".

[i.2] ETSI GSNFV-SOL 003: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; RESTful protocols specification for the Or-V nfm Reference Point".

[i.3] ETSI GS NFV-SOL 001: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; NFV descriptors based on TOSCA specification”.

[i.4] OpenAPI™ Specification.

[i.5] Void.

[i.6] Void.

[i.7] Void.

[i.8] Void.

[i.9] ETSI GS NFV-SOL 015: "Network Functions Virtualisation (NFV); Protocols and Data Models;

Specification of Patterns and Conventions for RESTful NFV-MANO APIs".

[i.10] ETSI GS NFV-IFA 007: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Or-V nfm reference point - I nterface and Information Model Specification”.

[i.11] ETSI GR NFV-IFA 029: "Network Functions Virtualisation (NFV) Release 3; Architecture;
Report on the Enhancements of the NFV architecture towards " Cloud-native" and "PaaS"™.

[i.12] ETSI GS NFV-SOL 018: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; Profiling specification of protocol and data model solutions for OS Container
management and orchestration”.

[1.13] ETSI GSNFV-SOL 002 (V2.8.1): "Network Functions Virtualisation (NFV) Release 2; Protocols
and Data Models; RESTful protocols specification for the Ve-Vnfm Reference Point”.
[i.14] ETSI GSNFV-SOL 009: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; RESTful protocols specification for the management of NFV-MANO".
[i.15] ETSI GS NFV-IFA 026: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Architecture enhancement for Security Management Specification”.
[i.16] ETSI GR NFV-SEC 005: "Network Functions Virtualisation (NFV); Trust; Report on Certificate
Management".
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the terms given in ETSI GS NFV 003 [i.1] and the following apply:

compute M CIO: MCIO which declarative descriptor specifies compute infrastructure resource requests

LCM workflow: set of operations, including resource management operations towards the VIM, that are executed by
the VNFM to perform alifecycle management operation

NOTE: Examplesfor LCM workflows are VNFM-internal procedures associated with an LCM operation, and
LCM scripts contained in the VNF package.

network M ClO: MCIO which declarative descriptor specifies network infrastructure resource requests

storage M C10O: MCIO which declarative descriptor specifies storage infrastructure resource requests
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3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AP Application Programming Interface

CA Certificate Authority

CIS Container Infrastructure Service

CIsM Container Infrastructure Service Management
CMF Certificate Management Function

CMP Certificate Management Protocol

CP Connection Point

CPD CP Descriptor

CPU Central Processing Unit

DHCP Dynamic Host Configuration Protocol
EM Element Manager

EST Enrolment over Secure Transport

ETSI European Telecommunications Standards I nstitute
FM Fault Management

FQDN Fully Qualified Domain Name

GS Group Specification

GUI Graphical User Interface

HTTP HyperText Transfer Protocol

IETF Internet Engineering Task Force

IFA InterFaces and Architecture

IP Internet Protocol

ITU-T International Telecommunications Union - Telecommunication
JSON JavaScript Object Notation

LCCN Life Cycle Change Notification

LCM Lifecycle Management

MAC Media Access Control

MANO MANagement and Orchestration

MCIO Managed Container Infrastructure Object
MCIOP Managed Container Infrastructure Object Package
MGMT ManaGeMenT

NAD Network Attachment Definition

NFV Network Functions Virtualisation

NFVI NFV Infrastructure

NFVO NFV Orchestrator

NID Namespace | Dentifier

NS Network Service

NSD Network Service Descriptor

NSS Namespace Specific String

0SS Operation Support System

PM Performance Management

PSM PaaS Services Management

PSR PaaS Services Repository

REST REpresentational State Transfer

RFC Request For Comments

SCEP Simple Certificate Enrolment Protocol
SCTP Stream Control Transmission Protocol
SR-10V Single Root Input/Output Virtualisation
TCP Transmission Control Protocol

TOSCA Topology and Orchestration Specification for Cloud Applications
UDP User Datagram Protocol

URI Uniform Resource Identifier

URL Uniform Resource Locator

URN Uniform Resource Name
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vCPU virtualised CPU
VDU Virtualisation Deployment Unit
VIM Virtualised Infrastructure Manager
VL Virtual Link
VLAN Virtual LAN
VLD VL Descriptor
VM Virtual Machine
VNF Virtualised Network Function
VNFC VNF Component
VNFD VNF Descriptor
VNFLCM Virtualised Network Function LifeCycle Management
VNFM VNF Manager

4 General aspects

4.1 Overview

The present document defines the protocol and data model for the following interfaces used over the Ve-Vnfm reference
point, in the form of RESTful Application Programming Interface (API) specifications:

e  VNF Lifecycle Management interface (as produced by the VNFM towards the EM/VNF).
. VNF Performance Management interface (as produced by the VNFM towards the EM).

e  VNF Fault Management interface (as produced by the VNFM towards the EM).

. VNF Indicator interface (as produced by the EM/VNF towards the VNFM).

e  VNF Configuration interface (as produced by the VNF towards the VNFM).

e VNF LCM coordination interface (as produced by the EM/V NF towards the VNFM).

Table 4.1-1 lists the versions of the APIs defined in the present document.

Table 4.1-1: Versions of the APIs specified in the present document

API API version
VNF Lifecycle Management interface 2.13.0
VNF Performance Management interface 2.12.0
VNF Fault Management interface 1.13.0
VNF Indicator interface 1.12.0
VNF Configuration interface 1.12.0
VNF LCM Coordination interface 1.12.0

The design of the protocol and data model for the above interfaces is based on the information model and requirements
defined in ETSI GSNFV-IFA 008 [1]. In clause 4, general aspects are specified that apply to multiple APIs on the
Ve-Vnfm reference point. In addition, the provisionsin clauses 4.5, 6.8 and 9 of ETSI GS NFV-SOL 013 [6] define
common aspects of RESTful NFV MANO APIs, and shall apply for all APIsdefined in the present document.

In the subsequent clauses, the protocol and data model for the individual interfaces are specified. Per interface, the
resource structure with associated HTTP methods is defined and applicable flows are provided. Further, the resources
and the data model are specified in detail.

Annex A provides the mapping of the combination of resources and methods defined in the present document to the
operations defined in ETSI GS NFV-IFA 008 [1]. Annex B contains explanations of key concepts. Annex F defines
authori zation scope values for selected APIsin the present document.

Even though the different interfaces defined in the present document are related, implementations shall not assume a
particular order of messages that arrive via different interfaces.
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4.3 Void
4.4

4.4.1

4411

Common data types

Structured data types

Introduction
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This clause defines data structures that are referenced from data structures in multiple interfaces. In addition, the
structured data types defined in clause 7.1 of ETSI GS NFV-SOL 013 [6] shall apply.

4412 Void
4413 Void
4.4.1.3a Void
4414 Void
4.4.1.5

Type: VnfinstanceSubscriptionFilter

This type represents subscription filter criteriato match VNF instances. It shall comply with the provisions defined in

table 4.4.1.5-1.

Table 4.4.1.5-1: Definition of the VnflnstanceSubscriptionFilter data type

Attribute name Data type Cardinality Description

vnfdlds Identifier 0..N If present, match VNF instances that were
created based on a VNFD identified by one of
the vnfdld values listed in this attribute. See
note 1.

vnfProductsFromProviders |Structure (inlined) 0..N If present, match VNF instances that belong to
VNF products from certain providers. See note 1.

>vnfProvider String 1 Name of the VNF provider to match.

>vnfProducts Structure (inlined) 0..N If present, match VNF instances that belong to
VNF products with certain product names, from
one particular provider.

>>vnfProductName String 1 Name of the VNF product to match.

>>versions Structure (inlined) 0..N If present, match VNF instances that belong to
VNF products with certain versions and a certain
product name, from one particular provider.

>>>vnfSoftwareVersion Version 1 Software version to match.

>>>ynfdVersions Version 0..N If present, match VNF instances that belong to
VNF products with certain VNFD versions, a
certain software version and a certain product
name, from one particular provider.

vnflnstancelds Identifier 0..N If present, match VNF instances with an instance
identifier listed in this attribute. See note 2.

vnflnstanceNames String 0..N If present, match VNF instances with a VNF

Instance Name listed in this attribute. See note 2.

NOTE 1: The attributes "vnfdids" and "vnfProductsFromProviders" are alternatives to reference to VNF instances that
are based on certain VNFDs in a filter. They should not be used both in the same filter instance, but one
alternative should be chosen.

NOTE 2: The attributes "vnflnstancelds" and "vnfinstanceNames" are alternatives to reference to particular VNF
instances in a filter. They should not be used both in the same filter instance, but one alternative should be

chosen.
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4.4.1.6 Void
4.4.2 Simple data types and enumerations

4421 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in multiple
interfaces.

4.4.2.2 Simple data types

Table 4.4.2.2-1 defines simple data types for reference from data type definitions in the present document. In addition,
the simple data types defined in clause 7.2.2 of ETSI GS NFV-SOL 013 [6] shall apply.

Table 4.4.2.2-1: Simple data types

Type name Description
IdentifierlnVVnfd _|An identifier that is unique within a VNF descriptor. Representation: string of variable length.
IdentifierlnVim  |An identifier maintained by the VIM or the CISM or other resource provider. It is expected to be
unique within the VIM instance. Representation: string of variable length.
IdentifierinVnf  |An identifier that is unique for the respective type within a VNF instance, but that need not be globally
unique. Representation: string of variable length.
IdentifierLocal  |An identifier that is unique within a limited local scope other than above listed identifiers, such as
within a complex data structure or within a request-response pair. Representation: string of variable

length.
4423 Enumerations
44231 Introduction

This clause defines enumerations that are referenced from data types in multiple interfaces. In addition, the
enumerations defined in clause 7.2.3 of ETSI GS NFV-SOL 013 [6] shall apply to be available for referencing from
data type definitions in the present document.

44232 Enumeration: LcmCoordResultType

The enumeration LcmCoordResultType defines the permitted values to represent the result of executing an LCM
coordination action. The coordination result also implies the action to be performed by the VNFM as the follow-up to
this coordination. The LemCoordResultType shall comply with the provisions defined in table 4.4.2.3.2-1.

Table 4.4.2.3.2-1: Enumeration LcmCoordResultType

Enumeration value Description
CONTINUE The related LCM operation shall be continued, staying in the state "PROCESSING".
ABORT The related LCM operation shall be aborted by transitioning into the state
"FAILED TEMP".
CANCELLED The coordination action has been cancelled upon request of the API consumer,
i.e. the VNFM. The related LCM operation shall be aborted by transitioning into the
state "FAILED TEMP".

4.5 Void
4.6 Void
4.7 Void
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HTTP conditional requests

Conditional requestsare HTTP (POST, PUT, PATCH and DELETE) requests that include one or more header fields
indicating a precondition to be tested before applying the method semantics to the target resource. They are supported
by metainformation about the resource that was provided in earlier HTTP responses. The set of HTTP header fieldsto
compose a conditional request allowed in the present version of the present document is defined in clause 4.2 of ETSI
GSNFV-SOL 013 [6] with the following provisions applicable to the HT TP requests and responses.

POST:

GET:

PATCH:

PUT:

For resources that also support the PUT or PATCH method, the API producer should provide the
"ETag" and the "Last-Modified" HTTP headersin the POST response when the HT TP response codes
are "200 OK", "201 Created" or "204 No Content".

For resources that also support the PUT or PATCH method, the API producer should provide the
"ETag" and the "Last-Modified" HTTP headersin the GET response when the response code is
"200 OK".

The API producer should provide the"ETag" and the "Last-Modified" HTTP headersin the PATCH
response when the response code are "200 OK" or 204 No Content”. In case the related
"Last-Modified" or "ETag" headers have been received in previous responses related to the target
resource, the APl consumer should provide the "If-Unmodified-Since" or the "If-Match” header fields as
conditions (see sections 13.1.1 and 13.1.4 of IETF RFC 9110 [10]) in order to prevent conflicts with
other changes to the resource.

When receiving the request, the API producer shall test if thereisan "If-Unmodified-Since" or
"If-Match" header included. If such header isincluded, the following applies:

. If the API producer supports providing "ETag" and the "Last-Modified" header in HTTP
responses, it shall further process the request according to sections 13.1.1, 13.1.4 and 15.5.13
of IETF RFC 9110 [10]. Thisincludes to check if there is a mismatch between the content of
that header and the last modification of the target resource and to return the HT TP response
code "412 Precondition failed" in such a case, indicating that the resource was modified by
another entity since the API consumer has obtained the representation of the resource.

. If the API producer does not support providing the "ETag" and the "Last-Modified" header in
HTTP responses, it shall return the HT TP response code "412 Precondition failed".

The same provisions as for PATCH apply.

DELETE: The APl producer shall not provide the"ETag" and the "Last-Modified" HTTP headersin the DELETE

response as these headers are not applicable when the resource has ceased to exist.

5

5.1

VNF Lifecycle Management interface

Description

Thisinterface allowsthe VNF/EM to invoke VNF lifecycle management operations of VNF instances towardsthe VNFM,
and to subscribe to notifications regarding VNF lifecycle changes provided by the VNFM.

The operations defined for VNF through this interface are:

. Query VNF

. Scale VNF

. Scale VNF to Level

. Hea VNF

. Get Operation Status

. Subscribe
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Query Subscription Information
Terminate Subscription

Notify

The operations defined for EM through thisinterface are:

Create VNF |dentifier

Query VNF

Modify VNF Information

Delete VNF Identifier

Instantiate VNF

Scale VNF

Scale VNF to Level

Change VNF Flavour

Terminate VNF

Heal VNF

Operate VNF

Change external VNF connectivity
Change current VNF package
Create VNF/VNFC snapshot
Revert to VNF/VNFC snapshot
Query VNF/VNFC snapshot information
Delete VNF/VNFC snapshot information
Get Operation Status

Subscribe

Query Subscription Information
Terminate Subscription

Select VNF deployable modules
Notify

ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

Thisinterface also enables to invoke error handling procedures (Retry, Rollback, Cancel, Fail) on the actual VNF
lifecycle management operation occurrences, and API version information retrieval.

The use of direct-mode of certificate management specified in clause 5.2.3.2 of ETSI GS NFV-IFA 026 [i.15] does not
require any certificate specific attributesin the interfaces described in the present document.
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5.1a API version

For the VNF lifecycle management interface version as specified in the present document, the MAJOR version field
shall be 2, the MINOR version field shall be 13, and the PATCH version field shall be O (see clause 9.1 of ETSI
GSNFV-SOL 013[6] for adefinition of the version fields). Consequently, the { apiMgjorVersion} URI variable shall
be set to "v2".

5.2 Resource structure and methods

All resource URIs of the API shall use the base URI specification defined in clause 4.1 of ETSI GS NFV-SOL 013 [6].
The string "vnflem" shall be used to represent { apiName} . All resource URIsin the clauses below are defined relative
to the above base URI.

Figure 5.2-1 shows the overall resource URI structure defined for the VNF lifecycle management interface.

ETSI



27 ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

{apiRoot}/vnflcm/{apiMajorVersion}

[ /vnf_instances ]

Hvnfinstanceld} ]

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

[ /subscriptions ]
H{subscriptionld} ]

[

| /vnf_snapshots ]

HKvnfSnapshotinfold} ]

Figure 5.2-1: Resource URI structure of the VNF Lifecycle Management Interface

Table 5.2-1 lists the individual resources defined, and the applicable HT TP methods.

The VNFM shall support responding to requests for all HTTP methods on the resourcesin table 5.2-1 that are marked
as"M" (mandatory) inthe"Cat" column. The VNFM shall also support the "API versions' resources as specified in
clause 9.3.2 of ETSI GSNFV-SOL 013[6].
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Table 5.2-1: Resources and methods overview of the VNF Lifecycle Management interface

Resource name Resource URI MHe-lt—tng Cat Meaning
VNF instances /vnf_instances GET M Query multiple VNF instances.
POST M Create a new "Individual VNF
instance" resource.
Individual VNF /vnf_instances/{vnflnstanceld} GET M Read an "Individual VNF instance"
instance resource.
PATCH M Modify VNF instance information.
DELETE M Delete an "Individual VNF instance"
resource.
Instantiate VNF task Ivnf_instances/{vnflnstanceld} POST M Instantiate a VNF.
/instantiate
Scale VNF task Ivnf_instances/{vnflnstanceld} POST M Scale a VNF instance incrementally.
/scale
Scale VNF to Level /vnf_instances/{vnflnstanceld} POST M Scale a VNF instance to a target level.
task /scale_to_level
Change VNF flavour Ivnf_instances/{vnflnstanceld} POST M Change the deployment flavour of a
task /change_flavour VNF instance.
Terminate VNF task Ivnf_instances/{vnflnstanceld} POST M  |Terminate a VNF instance.
/terminate
Heal VNF task /vnf_instances/{vnflnstanceld} POST M Heal a VNF instance.
/heal
Operate VNF task Ivnf_instances/{vnflnstanceld} POST M Operate a VNF instance.
/operate
Change external VNF |/vnf_instances/{vnfinstanceld} POST M Change the external connectivity of a
connectivity task /change_ext_conn VNF instance.
Change current VNF Ivnf_instances/{vnflnstanceld} POST M Change the current VNF package on
package task /change_vnfpkg which a VNF instance is based.
Select VNF deployable |/vnf_instances/{vnfinstanceld} POST M Select deployable modules of a VNF
modules task /select_depl_mods instance.
Create VNF snapshot |/vnf_instances/{vnfinstanceld} POST M Create a VNF snapshot.
task [/create_snhapshot
Revert to VNF /vnf_instances/{vnflnstanceld} POST M Revert a VNF instance to a VNF
shapshot task /revert_to_snapshot shapshot.
VNF LCM operation /vnf_lcm_op_occs GET M Query information about multiple VNF
occurrences lifecycle management operation
occurrences.
Individual VNF LCM Ivnf_lem_op_occs/{vnfLcmOp GET M Read information about an individual
operation occurrence  |Occld} VNF lifecycle management operation
occurrence.
Retry operation task /vnf_lecm_op_occs/{vnfLcmOp POST M Retry a VNF lifecycle management
Occld}/retry operation occurrence.
Rollback operation /vnf_lecm_op_occs/{vnfLcmOp POST M Rollback a VNF lifecycle management
task Occld}/rollback operation occurrence.
Fail operation task /vnf_lecm_op_occs/{vnfLcmOp POST M Mark a VNF lifecycle management
Occld}/fail operation occurrence as failed.
Cancel operation task |/vnf_lcm_op_occs/{vnfLcmOp POST M Cancel a VNF lifecycle management
Occld}/cancel operation occurrence.
VNF snapshots Ivnf_snapshots GET M Query multiple VNF snapshots.
POST M Create an individual VNF snapshot
resource.
Individual VNF Ivnf_snapshots/{vnfSnapshotl GET M Read an individual VNF snapshot
snhapshot nfold} resource.
DELETE M Delete VNF snapshot resource.
Subscriptions /subscriptions POST M Subscribe to VNF lifecycle change
notifications.
GET M Query multiple subscriptions.
Individual subscription |/subscriptions/{subscriptionld} GET M Read an "Individual subscription"
resource.
DELETE M  |Terminate a subscription.
Notification endpoint (provided by API consumer) POST See |Notify about VNF lifecycle change.
note
GET See |Test the notification endpoint.
note
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HTTP .
Resource name Resource URI Method Cat Meaning
NOTE: The VNFM shall support invoking the HTTP methods defined for the "Notification endpoint” resource

exposed by the EM or VNF. If the EM or VNF supports invoking the POST method on the "Subscriptions”
resource towards the VNFM, it shall also support responding to the HTTP requests defined for the
"Notification endpoint" resource.

Table 5.4.1.2-1 specifies the preconditions and postconditions applicable to the task resources used to trigger the
different VNF lifecycle management operations triggered by task resources.

5.3

5.3.1

Sequence diagrams (informative)

Flow of the creation of a VNF instance resource

This clause describes the procedure for the creation of an "Individual VNF instance" resource.

EM VNFM

' 1. POST .../vnf_instances (CreateVnfRequest) _ !

' _ creates VNF
I " instance resource

3. 201 Created (Vnflnstance)

A

4. Send VnfldentifierCreationNotification to EM

Postcondition: VNF instance created in NOT_INSTANTIATED state [ﬁ

EM VNFM

Figure 5.3.1-1: Flow of the creation of a VNF instance resource

NOTE: Dueto possible race conditions, the 201 response and the V nfldentifierCreationNotification can arrivein

any order at the EM.

The procedure consists of the following steps asillustrated in figure 5.3.1-1:

1

The EM sends a POST request to the "VNF Instances' resource including in the message content a data
structure of type "CreateV nfRequest”.

The VNFM creates anew "Individual VNF instance” resource in NOT_INSTANTIATED state, and the
associated VNF instance identifier.

The VNFM returns a 201 Created response containing a representation of the "Individual VNF instance”
resource just created by the VNFM, and provides the URI of the newly-created resource in the "Location"”
HTTP header. See note above.

The VNFM sends aVNF Identifier Creation Notification (see clause 5.3.9) to the EM to indicate the creation
of the"Individual VNF instance" resource and the associated VNF instance identifier. See note above.

Postcondition: Upon successful completion, anew "Individual VNF instance" resource has been created in
"NOT_INSTANTIATED" state.
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53.2 Flow of the deletion of a VNF instance resource

This clause describes the procedure for the deletion of an "Individual VNF instance" resource.

EM

VNFM

|
1

Precondition: VNF instance in NOT_INSTANTIATED state ‘ﬁ

1. DELETE .../vnf_instances/{vnfinstanceld}

3. 204 No Content

.
v

-
-~

4. Send VnfidentifierDeletionNotification to EM

Postcondition: VNF instance resource is removed B]

EM

VNFM

Figure 5.3.2-1: Flow of the deletion of a VNF instance resource

NOTE: Dueto possible race conditions, the 204 response and the V nfldentifierDeletionNotification can arrivein

any order at the EM.

Precondition: The resource representing the VNF instance to be deleted needsto bein NOT_INSTANTIATED state.

The procedure consists of the following steps asillustrated in figure 5.3.2-1:

A w0 Dd P

EM sends a DELETE request to the "Individual VNF Instance" resource.

The VNFM deletes the "Individual VNF instance" resource and the associated VNF instance identifier.
The VNFM returns a 204 No Content" response with an empty message content. See note above.

The VNFM sends to the EM a VnfldentifierDeletionNotification to indicate the deletion of the "Individual

VNF instance" resource and the associated VNF instance identifier. See note above.

Postcondition: The resource representing the VNF instance has been removed from the list of VNF instance resources.

Error handling: If the"Individual VNF instance" resourceisnot in NOT_INSTANTIATED state, the VNFM rejects

the deletion request.

5.3.3 Flow of VNF lifecycle management operations triggered by task

resources

This clause describes the general sequence for VNF Lifecycle Management operations that operate on VNF instance
resource and are triggered by task resources. The flows for these operations are very similar. The differences between

theindividual operations are covered in table 5.4.1.2-1.
Thisflow is applicable to the following operations:

o Instantiate VNF

° Scale VNF

. Scale VNF to Level
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. Change VNF flavour

. Operate VNF

. Heal VNF

. Change external V NF connectivity
. Change current VNF package

e  Select VNF deployable modules

. Create VNF snapshot

. Revert to VNF snapshot

e  Terminate VNF

Figure 5.3.3-1 illustrates the general lifecycle management flow. Placeholders in this flow alow for differentiating
between the operations and are marked with double angular brackets "<<...>>".

NOTE 1: The API consumer can be either EM or VNF depending on the operations.

APl consumer WNFIM
i i
Precondition: <<Precondition=>> B]
(1. POST _/wnf_instances/{vnflnstanceldl/<<Task=> (<<RequestStructure==) |
\ , Create WNF LCM operation
| | 2. OCCUITence resource
: ! forthis request
L 3.202 Accepted [) |
4. Send VnfLemOperationOccurrenceNotification(STARTING) :
: :_ﬁ.”(_l?lr_ann'ng exchange with NFVO
| e
lc: B. Send VnflemOperationOccurrenceNotification(PROCESSING) :
opt ) |
L 7. GET _Anf_lem_op_occsfvnfLemOpOccld} -
. B. 200 OK (VnfLcmOpQOce: operationState=PROCESSING) \
I I
| . 9. <<Operation>> finished
| P
. 10. Send VnfLemOperationOceurrenceNotificationCOMPLETED) |
opt ) |
KB GET ..unf_lem_op_ocesi{vnfLemOpOccld) ,_:
| 12. 200 OK (VnfLemOpOec: operationState=COMPLETED) :
! !
‘ Postcondition: <<Postcondition=> ﬁ
| |
APl consumer WNFIM

Figure 5.3.3-1: General flow of VNF lifecycle management operations triggered by task resources
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NOTE 2: Due to possible race conditions, the 202 response and the "STARTING"
VnfLcmOperationOccurrenceNotification can arrive in any order at the APl consumer (EM/VNF).

Precondition: The precondition depends on the actual operation and is described by the template parameter
<<Precondition>>. Table 5.4.1.2-1 specifies the applicable precondition.

A VNF lifecycle operation, asillustrated in figure 5.3.3-1, consists of the following steps:

1. TheAPI consumer sends a POST request to the <<Task>> resource that represents the lifecycle operation to
be executed on the VNF instance, and includes in the message content a data structure of type
<<RequestStructure>>. The name <<Task>> of the task resource and the <<RequestStructure>> depend on
the operation and are described in table 5.4.1.2-1.

2.  TheVNFM creates anew "Individual VNF LCM operation occurrence" resource for the request.

3.  TheVNFM returnsa™202 Accepted” response with an empty message content and a"Location:" HTTP
header that pointsto the new "Individual VNF LCM operation occurrence” resource, i.e. it includes the URI of
that resource whichis".../vnf_lcm_op_occs/{ vnfLcmOpOccld}". See note 2.

4. TheVNFM sendsto the API consumer alifecycle management operation occurrence notification (see
clause 5.3.9) to indicate the start of the lifecycle management operation occurrence with the "STARTING"
state. See note 2.

5. VNFM and NFVO exchange granting information.

6. TheVNFM sendsto the API consumer aVNF lifecycle management operation occurrence notification (see
clause 5.3.9) to indicate that the VNF LCM operation occurrence enters the "PROCESSING" state.

7. If desired, the API consumer can poll the "Individual VNF LCM operation occurrence” resource to obtain
information about the ongoing operation by sending a GET request to the resource that represents the VNF
LCM operation occurrence.

8.  Intheresponse to that request, the VNFM returnsto the APl consumer information of the operation, such as
the operation status, by providing in the message content a data structure of type "V nfLcmOpOcc”.

9. TheVNFM has finished the operation <<Operation>>.

10. The VNFM sends aVNF lifecycle management operation occurrence notification (see clause 5.3.9) to indicate
the completion of the lifecycle management operation occurrence with the success state "COMPLETED".

11. If desired, the APl consumer can send anew GET request to the "Individual VNF LCM operation occurrence”
resource.

12. Inthe response to that request, the VNFM returnsto the APl consumer information about the result of the
operation, by providing in the message content a data structure of type "VnfLcmOpOcc".

Postcondition: The postcondition depends on the actual operation and is described by the template parameter
<<Postcondition>>. Table 5.4.1.2-1 specifies the applicable precondition.

Error handling: If the VNF lifecycle management operation fails, error information is provided in the notification
message that reports the erroneous completion of the procedure, and is also available in the resource that represents the
actual VNF lifecycle management operation occurrence related to this VNF lifecycle management operation.

Table 5.4.1.2-1 defines how the flow described above is parameterized for the different VNF lifecycle management
operations.

5.34 Flow of automatic invocation of VNF scaling and VNF healing

This clause describes the sequence for the automatic invocation of "Scale VNF", "Scale VNF to Level" and "Heal VNF"
operations by the VNFM, also known as "auto-scale” and "auto-heal". The criteria based on which the VNFM decides
when to invoke an automatic scaling or automatic healing are outside the scope of the present document and can include
certain changes in monitoring parameters that are monitored by the VNFM by PM jobs or thresholds, changesin VNF
indicator values that are polled by the VNFM or that are reported to the VNFM via

"V nflndicatorVaueChangeNotification" messages. Auto-scaling and auto-healing can be enabled and disabled by the
EM by modifying the appropriate "isAutoscaleEnabled” and "isAutoheal Enabled" configurable properties of the VNF
using the sequence flow according to clause 5.3.6.
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Thisflow is applicable to the automatic invocation of the following operations:
. Scale VNF
e  ScadeVNFtoLeve
. Heal VNF

Figure 5.3.4-1 illustrates the flow.

APl consumer WHEM

Precondition: WMF instance in INSTAMTIATED state,
auto-scaling [ auto-healing enabled, and the Consumer
subsecribed to WNF LCM operation oceurrence notifications

WMNFM detects a condition
1. that requires auto-scaling
or auto-healing

| Create VNF LCM operation
| 2. OCCUITENCE resource

6. GET ..nf_lem_op_oces/{vnfLemOpCecld}

Y

7. 200 OK (WnfLemOpOceioperationState=PROCESSING)

B. Operation finished

I":E ........
v 2. Send VnflemOperationCOccurrenceNotification(COMPLETED) |
opt ,r' |
110, GET ..Anf lem_op occsfvnfLemOpOccld} o
t 11,200 OK (WnfLemOpOccoperationState=COMPLETED) !
Postocondition: WMF instance in INSTANTIATED state, N
and WNF instance was scaled or healed
¥ ¥
APl consumer WHEM

Figure 5.3.4-1: Flow of auto-scaling and auto-healing

Precondition: The VNF instanceisin INSTANTIATED state, auto-scaling/auto-healing is enabled, and the API

consumer is subscribed to VNF LCM operation occurrence notifications.

ETSI



34 ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

The automatic invocation of a VNF scaling or VNF healing operation, asillustrated in figure 5.3.4-1, consists of the

following steps:

1. TheVNFM detects a condition that triggers auto-scaling (Scale VNF or Scale VNF To Level) or auto-healing
(Heal VNF) of the VNF, and selects the appropriate parameters for the operation.

2. TheVNFM creates an "Individual VNF LCM operation occurrence” resource for the operation.

3.  TheVNFM sendsto the APl consumer aVNF lifecycle management operation occurrence notification (see
clause 5.3.9) to indicate the start of the lifecycle management operation occurrence.

4. TheVNFM and the NFVO exchange granting information.

5.  TheVNFM sendsto the APl consumer aVNF lifecycle management operation occurrence notification (see
clause 5.3.9) to indicate that the VNF LCM operation occurrence enters the "PROCESSING" state.

6. If desired, the API consumer can poll the "Individual VNF lifecycle management operation occurrence”
resource to obtain information about the ongoing operation by sending a GET reguest to the resource that
represents the VNF lifecycle management operation occurrence.

7. Intheresponse to that request, the VNFM returns to the APl consumer information of the operation, such as
the operation status, by providing in the message content a data structure of type "VnfLcmOpOcc".

8. TheVNFM has finished the operation.

9. TheVNFM sends aVNF lifecycle management operation occurrence notification (see clause 5.3.9) to indicate
the completion of the lifecycle management operation occurrence.

10. If desired, the API consumer can send anew GET reguest to the "Individua VNF lifecycle management
operation occurrence” resource.

11. Intheresponseto that request, the VNFM returnsto the APl consumer information about the result of the

operation, by providing in the message content a data structure of type "VnfLcmOpOcc".

Postcondition: The VNF instance in INSTANTIATED state, and the VNF instance has been scaled or healed as
appropriate.

Error handling: If the VNF lifecycle management operation fails, error information is provided in the notification
message that reports the erroneous completion of the procedure, and is aso available in the resource that represents the
actual VNF lifecycle management operation occurrence related to this VNF lifecycle management operation.

5.3.5

Flow of the Query VNF operation

This clause describes a sequence for querying/reading information about a VNF instance.
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APl consumer W

Frecondition: WMF instance is created b]

alt /l. [query information about mukltiple VHF insti'mces]
| 1. GET ...fwnf_instances -
'_( 2. 200 0K Miflnstance[]) !

[read information about individual VHF instance] i

' 3. GET .../unf instancesf{vnﬂnstanceld}}:

4. 200 OK {Vnflnstance) !

g

APl consumer WIEF W

Figure 5.3.5-1: Flow of VNF instance query/read

Precondition: The resource representing the VNF instance has been created.
VNF instance query, asillustrated in figure 5.3.5-1, consists of the following steps:

1. If the APl consumer intends to query all VNF instances, it sends a GET request to the "V NF instances'
resource.

2. TheVNFM returnsa"200 OK" response to the API consumer, and includes zero or more data structures of
type "Vnflnstance" in the message content.

3. If the API consumer intends to read information about a particular VNF instance, it sends a GET request to the
"Individual VNF instance" resource, addressed by the appropriate VNF instance identifier in its resource URI.

4. TheVNFM returnsa"200 OK" response to the API consumer, and includes one data structure of type
"Vnflnstance" in the message content.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.6 Flow of the Modify VNF Information operation

This clause describes a sequence for updating information about a VNF instance.
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Precondition: %MF instance resource has been created E]

1. PATCH .. .nf_instancesf{vnflnstanceld} (VnfinfoModificationRequest)

2. Dccourrence resource

. Create VNF LCM Operation
' for this request

3. 202 Accepted ()

A

4. Send VnflemOperationOccurrenceNotification(start)

(& GET ..funf_lecm_op_ocesfunfLernOpOceld)

Y

6. 200 Ok MWnflemOpOce:operationState=PROCESSING)

-

7. Madification finished

—
= 8. Send VnflecmOperationOccurrenceNotification(result) :
_opt_/ :
19 GET .. Anf_lem_op_occsfvnfLemOpOccld} !
P 10,200 OK (WnfLemOpCccioperationState=COMPLETED) !
Postcondition: The WNF instance information is updated. B]
EM WINF W

Figure 5.3.6-1: Flow of the modification of VNF instance information

NOTE: Dueto possible race conditions, the 202 response and the V nfLcmOperationOccurrenceNotification can
arrivein any order at the EM.

Precondition: The resource representing the VNF instance has been created.
Updating the VNF instance information, asillustrated in figure 5.3.6-1, consists of the following steps:

1. TheEM sendsaPATCH request to the "Individual VNF instance" resource of the VNF instance that isto be
operated and includes in the message content a data structure of type "V nflnfoM odificationRequest”.

2. TheVNFM creates an Individual "VNF LCM operation occurrence” resource for the request.

3. TheVNFM returnsa"202 Accepted” response with an empty message content and a "L ocation" HTTP header
that points to the new "Individual VNF LCM operation occurrence” resource, i.e. it includes the URI of that
resource whichis".../vnf_lcm_op_occs/{ vnfLcmOpOccld}". See note above.

4. TheVNFM sendsto the EM alifecycle management operation occurrence notification (see clause 5.3.9) to
indicate the start of the operation. See note above.

5. If desired, the EM can poll the "Individual VNF LCM operation occurrence” resource to obtain information
about the ongoing operation by sending a GET request to the resource that represents the VNF lifecycle
management operation occurrence.
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6. Intheresponse to that request, the VNFM returnsto the EM information of the operation, such as the
operation status, by providing in the message content a data structure of type "V nfLcmOpOcc'.
7. TheVNFM has finished the modification operation.

8. The VNFM sends alifecycle management operation occurrence notification (see clause 5.3.9) to indicate the
completion of the operation, and the performed changes. See note above.

9. If desired, the EM can send anew GET request to the "Individual VNF LCM operation occurrence” resource.

10. Inthe responseto that request, the VNFM returns to the EM information about the result of the operation, by
providing in the message content a data structure of type "VnfLcmOpOcc”.

Postcondition: Upon successful completion, information of the VNF instance is updated.

Error handling: If the updating of VNF instance information fails, error information is provided in the notification
message that reports the erroneous completion of the procedure, and is also available in the resource that represents the
actual VNF lifecycle management operation occurrence related to this VNF LCM operation.

5.3.7 Flow of the Get Operation Status operation

This clause describes a sequence for obtaining the status of a VNF lifecycle management operation occurrence.

AF consumer WIE

alt ) [query information about mukltiple VHF LCM upera’tiun occurrences]

>
2. 200 OK vnfLemOpOec[]) |

V1. GET nf lem_op_occs

[~
[read infur:matiun about individual VNF LCM operation uccurrerlu:el

' 3. GET At lem_op_ocesf{vnflLemOpCceld) }:

4. 200 OK (VnfLemOpQce) f

AP consumer WM

Figure 5.3.7-1: Flow of Get VNF lifecycle operation status

Obtaining the VNF lifecycle operation status, asillustrated in figure 5.3.7-1, consists of the following steps:

1. If the API consumer intendsto query all VNF lifecycle management operation occurrences, it sends a GET
reguest to the "VNF LCM operation occurrences' resource.

2.  TheVNFM returnsa™200 OK" response to the APl consumer, and includes zero or more data structures of
type "V nfLcmOpOcc" in the message content.

3. If the API consumer intendsto read information about a particular VNF LCM operation occurrence, it sends a
GET request to the "Individual VNF LCM operation occurrence” resource, addressed by the appropriate
VNF LCM operation occurrence identifier in its resource URI.

4. TheVNFM returnsa"200 OK" response to the APl consumer, and includes one data structure of type
"VnfLcmOpOcc" in the message content.

Error handling: In case of failure, appropriate error information is provided in the response.
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5.3.8 Flow of managing subscriptions

This clause describes the procedure for creating, querying/reading and terminating subscriptions to notifications related
to VNF lifecycle management.

APl consumer WIE W

! 1. POST .. ./fsubscriptions (LcenSubscriptionRequest)

|
>
Testing the notification endpoint ./ |
¢ 2 GET <<Callback URI>> !
| 3. 204 No Content I
| }I
I I

| | 4 Create subscription

: 'rm'”['n.a.s‘l:uurce
:{ 5. 201 Created (LcenSubscription) |
opt ./ | |
APl consumer re-synchronizes |
all or selected subscriptions !
e.g. after an error |
| 6. GET .../subscriptions/ >
'l{ 7.200 Ok (LecnSubscription[]) !
. 8. GET .../subscriptions/{subscriptionld} }:
L( 9. 200 Ok (LecnSubscription) |
| |
APl consumer does nat need the :
subscription anymare |
I i
\ 10. DELETE .../subscriptions/{subscriptionld} }:
| 11.204 No Content I
€ ]
APl consumer WM

Figure 5.3.8-1: Flow of managing subscriptions

The procedure consists of the following steps asillustrated in figure 5.3.8- 1.

1. TheAPI consumer sends a POST request to the " Subscriptions” resource including in the message content a
data structure of type "L ccnSubscriptionRequest”. That data structure contains filtering criteria and a callback
URI to which the VNFM will subsequently send notifications about events that match the filter.

2. Totest the notification endpoint that has been registered by the API consumer as part of the subscription, the
VNFM sends a GET request to the notification endpoint URI.

3. TheAPI consumer returns a 204 No Content" response to indicate success.
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4. TheVNFM creates a new subscription to notifications related to VNF lifecycle changes, and an "Individual
subscription” resource that represents this subscription.

5. TheVNFM returns a 201 Created response containing a data structure of type "LccnSubscription” representing
the "Individual subscription” resource just created by the VNFM, and provides the URI of the newly-created
resource in the "Location" HTTP header.

6. If desired, e.g. to recover from an error situation, the APl consumer can query information about its
subscriptions by sending a GET request to the resource representing the subscriptions.

7. Inthat case, the VNFM returns a"200 OK" response that contains zero or more representations of all existing
subscriptions that were created by the APl consumer.

8. If desired, e.g. to recover from an error situation, the APl consumer can read information about a particular
subscription by sending a GET request to the resource representing that individual subscription.

9. Inthat case, the VNFM returns a*200 OK" response that contains a representation of that individual
subscription.

10. If the API consumer does not need the subscription anymore, it terminates the subscription by sending a
DELETE request to the resource that represents the individual subscription to remove.

11. TheVNFM acknowledges the successful termination of the subscription by returning a 204 No Content™
response.

Error handling: The VNFM rejects a subscription if the subscription information is not valid: endpoint cannot be
reached, subscription information is malformed, etc.

5.3.9 Flow of sending notifications
This clause describes the procedure for sending notifications.

NOTE 1: Notifications merely report to subscribed NFV-MANO entities the state changes of a VNF instance
and/or LCM operation occurrence. They are triggered during the execution of the operation's flow or at its
end but have no impact on the course of the procedure that has triggered them or on the state of the VNF
instance. If this flow isinvoked as part of another flow, the invoking procedure does not wait for the
acknowledgement of the delivery of the notification.

NOTE 2: Race conditions between LCM operation requests/responses on one hand and notification delivery
reguests/responses on the other hand can occur as these are delivered through different HTTP

connections.

APl consumer WHFM
| |
Precondition: Consumer has subscribed previously L\]
: Event occurs that
: matches subscription
IL-E 1. POST <<Callback URl=> (<<Motification==} |
| 2. 204 Mo Content >

APl consumer WHFEM

Figure 5.3.9-1: Flow of sending notifications

The procedure consists of the following steps asillustrated in figure 5.3.9- 1.
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Precondition: The APl consumer has subscribed previoudly to notifications related to VNF lifecycle management:

1

If an event occurs that matches the filtering criteria which are part of the subscription, the VNFM generates a
notification that includes information about the event, and sends it in the body of a POST request to the URI
which the API consumer has registered as part of the subscription request. The variable <<Notification>> in
the flow is a placehol der for the different types of notifications that can be sent by this API (see

clauses 7.5.2.5, 7.5.2.6 and 7.5.2.8).

The API consumer acknowledges the successful delivery of the notification by returning a 204 No Content”
response.

Error handling: If the VNFM does not receive the "204 No Content" response from the APl consumer, it can retry
sending the notification.

5.3.10 Flow of retrying a VNF lifecycle management operation

This clause describes a sequence for retrying a VNF lifecycle management operation occurrence that is represented by
an "Individual VNF LCM operation occurrence" resource. Retry isused if an operationisin FAILED_TEMP state, and
there is reason to believe that the operation will eventually succeed when retried, for instance because obstacle that led
to an error during the execution of the LCM operation have been removed by an automated procedure, or by manual
intervention. The "retry” operation is also called "idempotent retry” because it is possible to invoke retry multiple times,
without side effects.

A comprehensive description of the handling of VNF lifecycle management errorsis provided in clause 5.6.

EM VNFM

Precondition: VNF LCM operation occurrence in FAILED_TEMP state [ﬁ

1. POST ../vnf_lcm_op_occsAvnfLemOpOccld)/retry ()

2. 202 Accepted () \

3. Start retry procedure
et

Condition: VNF LCM operation occurrence is in PROCESSING state [ﬁ

I
|
I
| | '
|
1

,< ........
alt ) [Successful retry] :
\_ 6. Send VnfLcmOperationOccurrenceNotification(result, COMPLETED, changes) :
____________________________________________________________________________________________________________________________ !
Postcondition: VNF LCM operation occurrence is in COMPLETED state [ﬁ
e T T
7. Send VnfLemOperationOccurrenceNotification(result, FAILED_ TEMP, changes)
Postcondition: VNF LCM operation occurrence is in FAILED_TEMP state B]
L !
EM VNFM

Figure 5.3.10-1: Flow of retrying a VNF lifecycle management operation

NOTE: Due to possible race conditions, the 202 response and the "PROCESSING"

VnfLcmOperationOccurrenceNotification can arrive in any order at the EM.
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Precondition: The VNF lifecycle management operation occurrenceisin FAILED_TEMP state.
Retrying aVNF lifecycle operation, asillustrated in figure 5.3.10-1, consists of the following steps:

1. TheEM sendsaPOST request with an empty body to the "Retry operation task" resource of the VNF LCM
operation occurrence that isto be retried.

2.  TheVNFM returnsa™202 Accepted” response. See note above.
3.  TheVNFM sartsthe retry procedure.

4. TheVNFM sends aVNF lifecycle management operation occurrence notification of type "start” to indicate
that the VNF LCM operation occurrence enters the "PROCESSING" state. See note above.

5. The VNFM finishesthe retry procedure.

6.  On successful retry, the VNFM sends a VNF lifecycle management operation occurrence notification (see
clause 5.3.9) to indicate successful completion of the operation, and inform the EM about the virtualised
resources changes.

7. Onunsuccessful retry, the VNFM sends a VNF lifecycle management operation occurrence notification (see
clause 5.3.9) to indicate an intermediate error (retry failed) of the operation, and to inform the EM about the
virtualised resources changes.

Postcondition: The VNF lifecycle management operation occurrence isin one of the following states:
FAILED_TEMP, COMPLETED. COMPLETED isaterminal state (see clause 5.6.2.2).

Error handling: The operation isrejected in case the "Individual VNF LCM operation occurrence” resource isin any
other state than FAILED_TEMP, or in case Retry is not supported by for the particular VNF LCM operation for the
particular VNF.

5.3.11 Flow of rolling back a VNF lifecycle management operation

This clause describes a sequence for rolling back a VNF lifecycle management operation occurrence that is represented
by an "Individual VNF LCM operation occurrence” resource. Rollback can be used for example if an operationisin
FAILED_TEMP state, and there is no reason to believe that retrying the operation will eventually succeed.

A comprehensive description of the handling of VNF lifecycle management errorsis provided in clause 5.6.
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Postcondition: VNF LCM operation occurrence is in ROLLED_BACK state B]

< ...........................................................................................................................
Postcondition: VNF LCM operation occurrence is in FAILED_TEMP state lﬁ
! L
EM VNFM
Figure 5.3.11-1: Flow of rolling back a VNF lifecycle management operation
NOTE: Dueto possible race conditions, the 202 response and the "ROLLING_BACK"

VnfLcmOperationOccurrenceNotification can arrive in any order at the EM.

Precondition: The VNF lifecycle management operation occurrenceisin FAILED_TEMP state.

Initiating the rollback of a VNF lifecycle management operation, asillustrated in figure 5.3.11-1, consists of the

The EM sends a POST request with an empty body to the "Rollback operation task" resource of the VNF LCM

The VNFM sends a VNF lifecycle management operation occurrence notification of type "start” to indicate

On successful rollback, the VNFM sends a VNF lifecycle management operation occurrence notification (see

following steps:
1.
operation occurrence that isto be rolled back.
2.  TheVNFM returnsa™202 Accepted” response. See note above.
3. TheVNFM startsthe rollback procedure.
4,
that the VNF LCM operation occurrence enters the "ROLLING_BACK" state. See note above.
5.  TheVNFM finishesthe rollback procedure.
6.
clause 5.3.9) to indicate successful completion of the operation, and inform the EM about the virtualised
resources changes.
7.

On unsuccessful retry, the VNFM sends a V NF lifecycle management operation occurrence notification (see
clause 5.3.9) to indicate an intermediate error (rollback failed) of the operation, and to inform the EM about

the virtualised resources changes.
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Postcondition: The VNF lifecycle management operation occurrence isin one of the following states:
FAILED_TEMP, ROLLED_BACK.ROLLED_BACK isaterminal state (see clause 5.6.2.2).

Error handling: The operation is rejected in case the VNF lifecycle management operation occurrence isin any other
state than FAILED_TEMP, or in case Rollback is not supported for the particular VNF LCM operation for the
particular VNF.

5.3.12 Flow of failing a VNF lifecycle management operation

This clause describes a sequence for declaring as "failed" a VNF lifecycle management operation occurrence that is
represented by an "Individual VNF LCM operation occurrence” resource. If there is neither an assumption that the
operation can eventually succeed after further retries, nor that the operation can be successfully rolled back, the
operation can be declared as "failed". Thiswill unblock the invocation of other LCM operations, such as HealVnf, or
non-graceful VNF termination, on the affected VNF instance.

A comprehensive description of the handling of VNF lifecycle management errorsis provided in clause 5.6.

EM VNFM

Precondition: VNF LCM operation occurrence is in FAILED_TEMP state [ﬁ

1. POST ../wnf_lcm_op_occs/vnfLemOpOccld}/fail ()

| 2. Mark operation
\_as "failed".

..........

Figure 5.3.12-1: Flow of declaring a VNF lifecycle management operation as failed

NOTE: Dueto possible race conditions, the 200 response and the "FAILED"
V nfLcmOperationOccurrenceNotification can arrive in any order at the EM.

Precondition: The VNF lifecycle management operation occurrenceisin FAILED_TEMP state.

Declaring a VNF lifecycle management operation asfailed, asillustrated in figure 5.3.12-1, consists of the following
steps:

1. TheEM sendsaPOST request with an empty body to the "Fail operation task" resource of the VNF LCM
operation occurrence that isto be marked as failed.

2. The VNFM marksthe operation asfailed.

3a. The VNFM sends a VNF lifecycle management operation occurrence notification (see clause 5.3.9) to indicate
the final failure of the operation, and to inform the EM about the virtualised resources changes. See note
above.

3b. Furthermore, it returns a”200 OK" response, and includesin the body a V nfLcmOpOcc structure. The order in
which the response and the notification arrive at the EM is not defined. See note above.
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Postcondition: The VNF lifecycle management operation occurrenceis FAILED state. Thisisaterminal state (see
clause 5.6.2.2).
Error handling: The operation is rejected in case the VNF lifecycle management operation occurrence isin any other
state than FAILED_TEMP.
5.3.13 Flow of cancelling a VNF lifecycle management operation

This clause describes a sequence for cancelling an ongoing VNF LCM operation occurrence, or arollback of a
VNF LCM operation occurrence. The possibility and timing of cancellation is dependent on the implementation of the
underlying lifecycle management operation.

A comprehensive description of the handling of VNF lifecycle management errorsis provided in clause 5.6.

EM VNFM
| |
Precondition: VNF LCM operation occurrence is in STARTING state ll]
1. POST ../vnf_lcm_op_occs/{vnfLemOpOccld}/cancel (CancelMode) -
1 2. 202 Accepted () \
| : 3 Cancel ongoing
: | __preparation steps

Postcondition: VNF LCM operation occurrence is in ROLLED_BACK state Iﬁ

EM VNFM

Figure 5.3.13-1: Flow of cancelling a VNF lifecycle management operation in "STARTING" state

NOTE 1: Dueto possible race conditions, the 202 response and the "ROLLED _BACK"
VnfLcmOperationOccurrenceNotification can arrive in any order at the EM.

Precondition: The VNF lifecycle management operation occurrenceisin STARTING state.

Cancelling aVNF lifecycle operation when it isin STARTING state, asillustrated in figure 5.3.13-1, consists of the
following steps:

1. TheEM sendsaPOST request with a"CancelMode" structure in the body to the "Cancel operation task”
resource of the VNF LCM operation occurrence that isto be cancelled.

2.  TheVNFM returns a™202 Accepted” response. See note 1 above.
3. TheVNFM cancels the ongoing preparation operations.

4. The VNFM sends a VNF lifecycle management operation occurrence notification (see clause 5.3.9) to indicate
an intermediate error (cancelled) of the operation, and to inform the EM that there were no virtualised
resources changes. See note 1 above.

Postcondition: The VNF lifecycle management operation occurrenceisin ROLLED _BACK state.

Error handling: The operation isrejected in case the VNF lifecycle operation occurrence isin any other state than
STARTING.
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(not always immediate)
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Postcondition: VNF LCM operation occurrence is in FAILED_TEMP state lﬁ
EM VNFM

Figure 5.3.13-2: Flow of cancelling a VNF lifecycle management operation
in "PROCESSING" or "ROLLING_BACK" state

NOTE 2: Dueto possible race conditions, the 202 response and the "FAILED_TEMP"
V nfLcmOperationOccurrenceNotification can arrive in any order at the EM.

Precondition: The VNF lifecycle management operation occurrence isin PROCESSING or ROLLING_BACK state.

Cancelling aVNF lifecycle operation when it isin "PROCESSING" or "ROLLING_BACK" state, asillustrated in
figure 5.3.13-2, consists of the following steps:

1. TheEM sendsaPOST request with a"CancelMode" structure in the body to the "Cancel operation task"
resource of the VNF LCM operation occurrence that is to be cancelled.

2. TheVNFM returnsa"202 Accepted” response. See note 2 above.
3. TheVNFM cancelsthe ongoing LCM operation. This can take some time.

4. The VNFM sends a VNF lifecycle management operation occurrence notification (see clause 5.3.9) to indicate
an intermediate error (cancelled) of the operation, and to inform the EM about the virtualised resources
changes. See note 2 above.

Postcondition: The VNF lifecycle management operation occurrenceis FAILED TEMP state.

Error handling: The operation is rejected in case the VNF lifecycle management operation occurrence isin any other
state than PROCESSING or ROLLING_BACK, or in case Cancel is not supported for the particular VNF LCM
operation for the particular VNF.
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5.3.14 Flow of creation of a VNF snapshot resource

This clause describes the procedure for the creation of an "Individual VNF snapshot” resource.

EM WIME M

t1 POST . .fwnf_snapshots (CreateVnfSnapshotinfoRequest)

-

Create individual
2 WYMNF snapshot
resource

< 3 201 Created vnfSnapshotinfo) |

Fosteondition: Individual WYNF snapshot resource is availahle. L\]

EM WIME M

Figure 5.3.14-1: Flow of creation of a VNF snapshot resource

The procedure consists of the following steps asillustrated in figure 5.3.14-1:

1. TheEM sendsaPOST request to the "VNF snapshots’ resource and includes in the message content a data
structure of type " CreateV nf Snapshotl nfoRequest".

2.  TheVNFM createsanew "individual VNF snapshot" resource.

3.  TheVNFM returnsa"201 Created" response containing a representation of the individual VNF snapshot
resource and a"Location" HTTP header that points to the new "individual VNF snapshot" resource.

Postcondition: The resource representing the VNF/VNFC snapshot has been created and is available.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.15 Flow of the Query VNF Snapshot operation

This clause describes a sequence for querying/reading information about one or more VNF/VNFC snapshots.

EM WIME M

alt [query information about multiple VHF Snépsths]

i 1 GET ...Awnf_snapshaots }:
:{ 2 200 Ok WnfSnapshatinfa[])

[reag information abouwt individual VHF Snapshot]
'3 GET ../wnf_snapshots/ivnfSnapshotinfold}

.

4 200 Ok MWnfSnapshotinfo)

Lo,

EM WIME M

Figure 5.3.15-1: Flow of VNF snapshot query/read

ETSI



a7 ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

VNF snapshot query/read, asillustrated in figure 5.3.15-1, consists of the following steps:
1. Ifthe EM intendsto query all VNF snapshots, it sends a GET request to the "V NF snapshots’ resource.

2. TheVNFM returnsa"200 OK" response to the EM, and includes zero or more data structures of type
"V nfSnapshotinfo" in the message content.

3. If the EM intendsto read information about a particular VNF snapshot, it sends a GET request to the
"Individual VNF snapshot" resource, addressed by the appropriate VNF snapshot information identifier in its
resource URI.

4. TheVNFM returnsa"200 OK" response to the EM, and includes one data structure of type
"V nfSnapshotinfo” in the message content.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.16 Flow of the deletion of a VNF snapshot resource

This clause describes the procedure for the deletion of a VNF/VNFC snapshot resource.

EM WIMEM

! 1 DELETE ... unf_snapshotsf{vnfSnapshotinfold}

2 Deletes individual WMNF
snapshat resource

:,:I

3 204 Mo Content !
[ i

Fostcondition: Individual WNF snapshot resource removed. I}]

I
|

EM WIMEM

Figure 5.3.16-1: Flow of the deletion of a VNF snapshot resource

The procedure consists of the following steps asillustrated in figure 5.3.16-1:
1. EM sendsaDELETE request to the "Individual VNF snapshot" resource.
2. TheVNFM deletes the VNF snapshot resource and the associated VNF snapshot.
3. TheVNFM returnsa"204 No Content" response with an empty message content.

Postcondition: The resource representing the VNF snapshot has been removed from the list of VNF snapshot
resources, and the VNF snapshot has been del eted.

Error handling: In case of failure, appropriate error information is provided in the response.

54 Resources

54.1 Introduction

541.1 Overview

This clause defines all the resources and methods provided by the VNF lifecycle management interface.
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Task resources that trigger VNF LCM operations

A number of resources are defined as task resourcesto trigger VNF LCM operations that are potentially long-running
(e.g. Instantiate VNF, Scale VNF). To represent each occurrence of such aVNF LCM operation, an "Individual
VNF LCM operation occurrence" resourceis created as defined in clause 5.4.13.

When successfully executing the POST method on atask resource that triggers aVNF LCM operation, asynchronous
processing of the request is started, which shall include the following:

1)

2)

3)

4)

5)

6)

Before returning the "202 Accepted” response to the POST method, a new "Individual VNF LCM operation
occurrence” resource as defined in clause 5.4.13 shall be created, which represents the underlying VNF LCM
operation occurrence that is executed by the VNFM. The VNFM shall set the "operationState” in the
representation of the "Individual VNF LCM operation occurrence” resource to "STARTING".

Notifications of type "V nfLcmOperationOccurrenceNotification” shall be triggered as part of executing the
underlying VNF LCM operation occurrence as defined in clauses 5.5.2.17 and 5.6.2.

If the VNFM has successfully completed the underlying VNF LCM operation occurrence:

a) It shall update the representation of the "Individual VNF instance" resource which has been changed by
the LCM operation to reflect the result of the operation. For individual operations, specific additional
conditions can be specified in the following clauses, if applicable.

b) It shall set the "operationState” attribute in the representation of the aforementioned "Individual
VNF LCM operation occurrence” resource to the value "COMPLETED", and shall reflect the changes
performed during the LCM operation in the representation of that resource.

¢) Toindicate success, the VNFM shall send a notification of type
"V nfLcmOperationOccurrenceNotification” with the "operationState” attribute set to "COMPLETED" as
defined in clause 5.6.2.

If executing the underlying VNF LCM operation occurrence by the VNFM hasfailed inthe "STARTING"
phase, the VNFM shall send a notification of type "V nfLcmOperationOccurrenceNotification" with the
"operationState" attribute set to "ROLLED_BACK" as defined in clause 5.6.2. It shall also set the
"operationState" attribute in the representation of the aforementioned "Individual VNF LCM operation
occurrence” resource to the value "ROLLED_BACK".

If executing the underlying VNF LCM operation occurrence by the VNFM has failed with no option to
recover, the VNFM shall send a notification of type "V nfLcmOperationOccurrenceNotification” with the
"operationState" attribute set to "FAILED" as defined in clause 5.6.2. It shall also set the "operationState”
attribute in the representation of the aforementioned "Individual VNF LCM operation occurrence” resource to
the value "FAILED", and shall reflect, at its best knowledge, the changes performed during the LCM operation
in the representation of that resource.

If executing the underlying VNF LCM operation occurrence by the VNFM has failed temporarily, the VNFM
shall send a notification of type "V nfLcmOperationOccurrenceNotification with the "operationState" attribute
setto "FAILED_TEMP" asdefined in clause 5.6.2. It shall also set the "operationState” attribute in the
representation of the aforementioned "Individual VNF LCM operation occurrence” resource to the value
"FAILED_TEMP", and shall reflect, at its best knowledge, the changes performed so far during the LCM
operation in the representation of that resource.

The preconditions and postconditions for a successful execution of each of the VNF lifecycle management operations
triggered by the corresponding task resources shall be as defined in table 5.4.1.2-1.
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Table 5.4.1.2-1: Preconditions, postconditions, and parameterization of the flow

for different VNF lifecycle management operations

Operation Precondition Task RequestStructure Postcondition
Instantiate VNF instance created and [instantiate InstantiateVnfRequest [VNF instance in
VNF in NOT_INSTANTIATED INSTANTIATED state.
state
Scale VNF VNF instance in scale ScaleVnfRequest VNF instance still in
INSTANTIATED state INSTANTIATED state and
VNF has been scaled.
Scale VNF to |VNF instance in scale_to_level ScaleVnfToLevel VNF instance still in
Level INSTANTIATED state Request INSTANTIATED state and
VNF has been scaled.
Change VNF |VNF instance in change_flavour ChangeVnfFlavour VNF instance still in
flavour INSTANTIATED state Request INSTANTIATED state and

VNF deployment flavour
changed.

Operate VNF |VNF instance in operate OperateVnfRequest VNF instance still in
INSTANTIATED state INSTANTIATED state and
VNF operational state
changed.
Heal VNF VNF instance in heal HealVnfRequest VNF instance still in
INSTANTIATED state INSTANTIATED state.
Change VNF instance in change_ext_conn |ChangeExtVnfConnect [VNF instance still in
external VNF |INSTANTIATED state ivityRequest INSTANTIATED state and
connectivity external connectivity of the
VNF is changed.
Change VNF instance in change_vnfpkg ChangeCurrentVnfPkg | VNF instance still in
current VNF  [INSTANTIATED state Request INSTANTIATED state and
package is now based on another
VNF package.
Select VNF VNF instance in select_depl_mods |SelectVnfDeployableM | VNF instance still in
deployable INSTANTIATED state odulesRequest INSTANTIATED state and
modules VNFCs are instantiated
according to the selected
deployable modules.
Create VNF  |VNF instance in create_snapshot CreateVnfSnapshotRe |VNF instance still in
snapshot INSTANTIATED state and quest INSTANTIATED state and
individual VNF snapshot a VNF snapshot has been
resource is available created.
Revert to VNF instance in revert_to_snapshot |[RevertToVnfSnapshot |VNF instance still in
VNF INSTANTIATED state Request INSTANTIATED state and
snapshot VNF has been reverted to
the snapshot status.
Terminate VNF instance in terminate TerminateVnfRequest |VNF instance in
VNF INSTANTIATED state NOT_INSTANTIATED
state.
5.4.1a Resource: API versions

The"API versions' resources as defined in clause 9.3.3 of ETSI GS NFV-SOL 013 [6] are part of the VNF lifecycle
management interface.

5.4.2

5421

Description

Resource: VNF instances

This resource represents VNF instances. The API consumer can use this resource to create "Individual VNF instance”
resources, and to query VNF instances.
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5422 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM aj orVersion}/vnf_instances

This resource shall support the resource URI variables defined in table 5.4.2.2-1.

Table 5.4.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
5.4.2.3 Resource methods
54231 POST

The POST method creates a new VNF instance resource based on a VNF package that is onboarded and in
"ENABLED" state.

This method shall follow the provisions specified in tables 5.4.2.3.1-1 and 5.4.2.3.1-2 for URI query parameters, request
and response data structures, and response codes.

Asthe result of successfully executing this method, anew "Individual VNF instance" resource as defined in clause 5.4.3
shall have been created, and the value of the "instantiationState” attribute in the representation of that resource shall be
"NOT_INSTANTIATED". A notification of type V nfldentifierCreationNotification shall be triggered as part of
successfully executing this method as defined in clause 5.5.2.18.

When initiating the creation of aVNF instance resource, the passed metadata values can differ from the default values
for metadata, if any, declared in the VNFD.

The VNFM shall apply the "metadata” attributes in the " CreateV nfReguest” data structure in the message content to the
"metadata" attribute in the "V nflnstance" data structure on top of the default values that were obtained from the VNFD
according to the rules of JSON Merge Patch (see IETF RFC 7396 [3]). For al metadata keys defined in the VNFD, the
VNFM shall ensure that the content of the resulting "metadata’ attributesis valid against the data type definitionsin the
VNFD. The absence of a metadata item that is marked "required” in the VNFD shall not be treated as an error. In case a
"metadata’ child attribute is not defined in the VNFD, the VNFM shall consider it valid in caseit isavalid JSON
structure.

In case of an error, the operation shall be rejected with a"422 Unprocessable Content" error.

Table 5.4.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.2.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

CreateVnfRequest

1

The VNF creation parameters, as defined in clause 5.5.2.3.

Response
body

Data type

Cardinality

Response
Codes

Description

Vnflnstance

1

201
Created

Shall be returned when a new "Individual VNF
instance" resource and the associated VNF instance
identifier has been created successfully.

The response body shall contain a representation of
the created VNF instance, as defined in

clause 5.5.2.2.

The HTTP response shall include a "Location" HTTP
header that contains the resource URI of the created
VNF instance.

ProblemDetails

422
Unprocess
able
Content

Shall be returned upon the following error: The content
type of the message content is supported and the
message content of a request contains syntactically
correct data but the data cannot be processed.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [6],
including rules for the presence of the response body.

Specifically in case of this resource, the response
code 422 shall also be returned if the VNF package
referenced by the "vnfdld" attribute in the
"CreateVnfRequest" structure is not in the "ENABLED"
state or does not exist. In this case, the "detail"
attribute in the "ProblemDetails" structure shall convey
more information about the error.

ProblemDetails

See
clause 6.4 of

[6]

AxX/5%X

In addition to the response codes defined above, any
common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.

5.4.2.3.2

GET

The GET method queries information about multiple VNF instances.

This method shall follow the provisions specified in tables 5.4.2.3.2-1 and 5.4.2.3.2-2 for URI query parameters, request

and response data structures, and response codes.

Table 5.4.2.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

filter

0.1

Attribute-based filtering expression according to clause 5.2 of ETSI

GS NFV-SOL 013 [6].

The VNFM shall support receiving this parameter as part of the URI query string.
The EM may supply this parameter.

All attribute names that appear in the Vnflnstance and in data types referenced from
it shall be supported by the VNFM in the filter expression.

all_fields

0.1

Include all complex attributes in the response. See clause 5.3 of ETSI
GS NFV-SOL 013 [6] for details. The VNFM shall support this parameter.

fields

0.1

Complex attributes to be included into the response. See clause 5.3 of ETSI
GS NFV-SOL 013 [6] for details. The VNFM should support this parameter.

exclude_fields

0.1

Complex attributes to be excluded from the response. See clause 5.3 of ETSI
GS NFV-SOL 013 [6] for details. The VNFM should support this parameter.
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Name Cardinality Description
exclude_default [0..1 Indicates to exclude the following complex attributes from the response. See
clause 5.3 of ETSI GS NFV-SOL 013 [6] for details. The VNFM shall support this
parameter.
The following attributes shall be excluded from the Vnflnstance structure in the
response body if this parameter is provided, or none of the parameters "all_fields",
"fields", "exclude_fields", "exclude_default" are provided:
- vnfConfigurableProperties
- instantiatedVnfinfo
- metadata
- __extensions
nextpage_opaq |0..1 Marker to obtain the next page of a paged response. Shall be supported by the
ue_marker VNFM if the VNFM supports alternative 2 (paging) according to clause 5.4.2.1 of
ETSI GS NFV-SOL 013 [6] for this resource.
Table 5.4.2.3.2-2: Details of the GET request/response on this resource
Request Data type Cardinality Description
body n/a
Data type Cardinality R%sopdoensse Description
Vnfinstance 0..N 200 OK Shall be returned when information about zero or more
VNF instances has been queried successfully.
The response body shall contain in an array the
representations of zero or more VNF instances, as
defined in clause 5.5.2.2.
If the "filter" URI parameter or one of the "all_fields",
"fields" (if supported), "exclude_fields" (if supported) or
"exclude_default" URI parameters was supplied in the
request, the data in the response body shall have been
transformed according to the rules specified in
clauses 5.2.2 and 5.3.2 of ETSI GS NFV-SOL 013 [6],
respectively.
If the VNFM supports alternative 2 (paging) according
to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, inclusion of the Link HTTP header in this
response shall follow the provisions in clause 5.4.2.3 of
Rengnse ETSI GS NFV-SOL 013 [6].
ody ProblemDetails 1 400 Bad Shall be returned upon the following error: Invalid
Request attribute-based filtering expression.
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.
ProblemDetails 1 400 Bad Shall be returned upon the following error: Invalid
Request attribute selector.
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.
ProblemDetails 1 400 Bad Shall be returned upon the following error: Response
Request too big.
If the VNFM supports alternative 1 (error) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, this error response shall follow the provisions
in clause 5.4.2.2 of ETSI GS NFV-SOL 013 [6].
ProblemDetails See AXX/5xx In addition to the response codes defined above, any
clause 6.4 common error response code as defined in clause 6.4
of [6] of ETSI GS NFV-SOL 013 [6] may be returned.

5.4.2.3.3

PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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54.2.34 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.2.35 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

543 Resource: Individual VNF instance

5431 Description

This resource represents an individual VNF instance. The APl consumer can use this resource to modify and delete the
underlying VNF instance, and to read information about the VNF instance.

5.4.3.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM aj orVersion}/vnf_instances/{vnfl nstancel d}

The base resource URI variables for this resource are defined in table 5.4.3.2-1.

Table 5.4.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance. See note.

NOTE:  This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

5433 Resource methods

54331 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.3.3.2 GET
The GET method retrievesinformation about a VNF instance by reading an "Individual VNF instance" resource.

This method shall follow the provisions specified in tables 5.4.3.3.2-1 and 5.4.3.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 5.4.3.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported
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Table 5.4.3.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Response Description
codes
Vnflnstance 1 200 OK Shall be returned when information about an individual

VNF instance has been read successfully.

Resgg;se The response body shall contain a representation of
the VNF instance, as defined in clause 5.5.2.2.
ProblemDetails |See clause 6.4 [4xx/5xx In addition to the response codes defined above, any
of [6] common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.
5.4.3.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.3.34 PATCH
This method modifies an "Individual VNF instance" resource.

Changes to the VNF configurable properties are applied to the configuration in the VNF instance, and are reflected in
the representation of this resource. Other changes are applied to the VNF instance information managed by the VNFM,
and are reflected in the representation of this resource.

This method shall follow the provisions specified in tables 5.4.3.3.4-1 and 5.4.3.3.4-2 for URI query parameters, request
and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

The VNFM shall apply the "metadata’, "extensions' and "vnfConfigurableProperties’ attributesin the

"V nfInfoM odificationRequest”" data structure in the message content to the existing "extensions' and
"vnfConfigurableProperties’ attributes from the "V nflnstance" data structure according to the rules of JSON Merge
Patch (see IETF RFC 7396 [3]).

The VNFM shall ensure that the content of the child attributes of the resulting "metadata’, "extensions" and
"vnfConfigurableProperties’ attributes is valid against the data type definitions of these child attributes in the VNFD.

In case a"metadata" child attribute is not defined in the VNFD, the VNFM shall consider it valid in case it isavalid
JSON structure.

NOTE 1: "Extensions' and "vnfConfigurableProperties' child attributes are always declared in the VNFD.

If the VNF instanceisinthe "INSTANTIATED" state, the validation shall also include ensuring the presence of all
"extensions' and "vnfConfigurableProperties’ child attributes that are marked as "required” in the VNFD.

NOTE 2: Thisalowsto build the set of "extensions" and "vnfConfigurableProperties’ incrementally prior VNF
instantiation but ensures their completeness for an instantiated VNF instance.

The absence of a metadata item that is marked "required" in the VNFD shall not be treated as an error.

In case of an error during validation, the operation shall be automatically rolled back, and appropriate error information
shall be provided in the "V nfLcmOperationOccurrenceNotification” message and the "V nfLcmOpQOcc" data structure.
The processing of changes to the "metadata’ /" extensions'/"vnfConfigurableProperties” attributes shall be performed in
the "PROCESSING" phase of the LCM operation. The change shall be atomic, i.e. the result of intermediate stages shall
not be visiblein the API. In case of successful completion of the processing and validation, the attributes shall be
provided in the "Vnflnstance" data structure and the operation shall proceed towards successful completion.

Table 5.4.3.3.4-1: URI query parameters supported by the PATCH method on this resource

Name Cardinality Description
none supported
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Table 5.4.3.3.4-2: Details of the PATCH request/response on this resource

Request
body

Data type

Cardinality

Description

VnflnfoModificatio
nRequest

1

Parameters for the VNF modification, as defined in clause 5.5.2.12.
The Content-Type header shall be set to "application/merge-
patch+json" according to IETF RFC 7396 [3].

Response
body

Data type

Cardinality

Response
Codes

Description

n/a

202 Accepted

Shall be returned when the request has been accepted
for processing.

On success, the HTTP response shall include a
"Location" HTTP header that contains the URI of the
newly-created "Individual VNF LCM operation
occurrence" resource corresponding to the operation.
The response body shall be empty.

ProblemDetails

409 Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the "Individual VNF instance"
resource.

Typically, this is due to the fact that another LCM
operation is ongoing.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

0.1

412
Precondition
failed

Shall be returned upon the following error:

A precondition given in an HTTP request header is not
fulfilled.

Typically, this is due to an ETag mismatch, indicating
that the resource was modified by another entity.

The response body should contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

See clause 6.4
of [6]

AxX/5%X

In addition to the response codes defined above, any
common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.

5.4.3.35

DELETE

This method deletes an "Individual VNF instance" resource.

This method shall follow the provisions specified in tables 5.4.3.3.5-1 and 5.4.3.3.5-2 for URI query parameters, request

and response data structures, and response codes.

Astheresult of successfully executing this method, the "Individual VNF instance" resource shall not exist any longer.
A notification of type "V nfldentifierDeletionNotification" shall be triggered as part of successfully executing this
method as defined in clause 5.5.2.19.

Table 5.4.3.3.5-1: URI query parameters supported by the DELETE method on this resource

Name

Cardinality

Description

none supported
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Table 5.4.3.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
. Response .
Data type Cardinality Codes Description
n/a 204 No Shall be returned when the "Individual VNF instance”
Content resource and the associated VNF identifier were
deleted successfully.
The response body shall be empty.
ProblemDetails 1 409 Shall be returned upon the following error: The
Conflict operation cannot be executed currently, due to a
Resgg;se conflict with the state of the resource.
Typically, this is due to the fact that the "Individual
VNF instance" resource is in INSTANTIATED state.
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
ProblemDetails See clause 6.4 [4xx/5xx In addition to the response codes defined above, any
of [6] common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.
54.4 Resource: Instantiate VNF task
5441 Description
Thistask resource represents the "Instantiate VNF" operation. The APl consumer can use this resource to instantiate a
VNF instance.
5.4.4.2 Resource definition

The resource URI is:

{apiRoot}/vnflcm/{apiM aj or Version}/vnf_instances/{vnfl nstancel d}/instantiate

This resource shall support the resource URI variables defined in table 5.4.4.2-1.

Table 5.4.4.2-1: Resource URI variables for this resource

Name

Definition

apiRoot

See clause 4.1 of ETSI GS NFV-SOL 013 [6].

apiMajorVersion

See clause 5.1a.

vnflnstanceld

The identifier of the VNF instance to be instantiated. See note.

NOTE:

This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

5.44.3

54431

Resource methods

POST

The POST method instantiates a VNF instance.

This method shall follow the provisions specified in tables 5.4.4.3.1-1 and 5.4.4.3.1-2 for URI query parameters, request

and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall set the
"instantiationState" attribute to the value "INSTANTIATED" and the "vnfState" attribute to the value "STARTED" in
the representation of the "Individual VNF instance" resource.
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When instantiating a VNF instance, the values of the extensions and/or VNF configurable properties passed in the
instantiation request can differ from the valuesin the "Vnflnstance" data structure that were initialized from default
values, if any, declared in the VNFD.

The VNFM shall apply the "extensions” and "vnfConfigurableProperties® attributes in the "I nstantiateV nfRequest” data
structure in the message content to the existing "extensions' and "vnfConfigurableProperties” attributes from the
"Vnflnstance" data structure according to the rules of JSON Merge Patch (see IETF RFC 7396 [3]). The VNFM shall
ensure that the content of the resulting "extensions' and "vnf ConfigurableProperties’ attributesis valid against the
VNFD (including the presence of al child attributes that are marked as "required" in the VNFD). In case of an error
during validation, the operation shall be automatically rolled back, and appropriate error information shall be provided
in the "V nfLcmOperationOccurrenceNatification" message and the "VnfLcmOpOcc" data structure. The processing of
changes to the "extensions'/"vnfConfigurableProperties” attributes shall be performed in the "STARTING" phase of the
LCM operation. The change shall be atomic, i.e. the result of intermediate stages shall not be visiblein the API. In case
of successful completion of the processing and validation, the attributes shall be provided in the "V nflnstance" data
structure and the operation shall proceed to obtain the grant.

Table 5.4.4.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 5.4.4.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body InstantiateVnfRequest |1 Parameters for the VNF instantiation, as defined in clause 5.5.2.4.
. Response .
Data type Cardinality Codes Description
n/a 202 Shall be returned when the request has been

Accepted accepted for processing.

The response body shall be empty.

The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"Individual VNF LCM operation occurrence" resource
corresponding to the operation.

ProblemDetails 1 409 Conflict |Shall be returned upon the following error: The
Response operation cannot be executed currently, due to a
body conflict with the state of the resource.

Typically, this is due to the fact that the "Individual
VNF instance" resource is in INSTANTIATED state
or that a required (see note) child attribute of the
"extensions" attribute has not been set.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See AXXI5XX In addition to the response codes defined above, any
clause 6.4 common error response code as defined in
of [6] clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

NOTE: Required attributes are marked as "required" in the VNFD.

5.4.4.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.4.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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54434 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.4.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.5 Resource: Scale VNF task

5.45.1 Description

Thistask resource represents the " Scale VNF" operation. The APl consumer can use this resource to request scaling a
VNF instance.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF.

See clause B.2 for an explanation of VNF scaling.

5.45.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM aj or Ver sion}/vnf_instances/{vnflnstancel d}/scale

This resource shall support the resource URI variables defined in table 5.4.5.2-1.

Table 5.4.5.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance to be scaled. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

5.45.3 Resource methods

5.45.3.1 POST
The POST method requests to scale a VNF instance resource incrementally.

This method shall follow the provisions specified in tables 5.4.5.3.1-1 and 5.4.5.3.1-2 for URI query parameters, request
and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall reflect
the result of scaling the VNF instance by updating the "scaleStatus" attribute in the representation of the "Individual
VNF instance" resource.

Table 5.4.5.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.5.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

ScaleVnfRequest

1

Parameters for the scale VNF operation, as defined in
clause 5.5.2.5.

Response
body

Data type

Cardinality

Response
Codes

Description

n/a

202
Accepted

Shall be returned when the request has been
accepted for processing.

The response body shall be empty.

The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"Individual VNF LCM operation occurrence" resource
corresponding to the operation.

ProblemDetails

0.1

404 Not
Found

Shall be returned upon the following error: The API
producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [6],
including rules for the presence of the response body.
Specifically in case of this task resource, the
response code 404 shall also be returned if the task
is not supported for the VNF instance represented by
the parent resource, which means that the task
resource consequently does not exist.

In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.

ProblemDetails

409
Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that the "Individual
VNF instance” resource is in NOT_INSTANTIATED
state, that another lifecycle management operation is
ongoing, or that a required (see note) child attribute
of the "extensions" attribute has not been set.

The response body shall contain a ProblemDetails
structure, in which the "detalil" attribute shall convey
more information about the error.

ProblemDetails

See clause 6.4

of [6]

AXX/5XX

In addition to the response codes defined above, any
common error response code as defined in

clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

NOTE:

Required attributes are marked as "required” in the VNFD.

5.4.5.3.2

GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.5.3.3

PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

54534

PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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5.4.5.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.6 Resource: Scale VNF to Level task

5.4.6.1 Description

Thistask resource represents the " Scale VNF to Level" operation. The APl consumer can use this resource to request
scaling of a VNF instance to atarget level.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF.

See clause B.2 for an explanation of VNF scaling.

54.6.2 Resource definition
Theresource URI is:
{apiRoot}/vnflem/{apiM aj or Ver sion}/vnf_instances/{vnfl nstancel d}/scale to_level

This resource shall support the resource URI variables defined in table 5.4.6.2-1.

Table 5.4.6.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance to be scaled to a target level. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

546.3 Resource methods

54.6.3.1 POST
The POST method requests to scale a VNF instance resource to atarget level.

This method shall follow the provisions specified in tables 5.4.6.3.1-1 and 5.4.6.3.1-2 for URI query parameters, request
and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall reflect
the result of scaling the VNF instance by updating the "scaleStatus® attribute in the representation of the "Individual
VNF instance" resource.

Table 5.4.6.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.6.3.1-2: Details of the POST request/response on this resource

Data type

Cardinality

Description

Request

body ScaleVnfToLevelRequest

1

Parameters for the scale VNF to Level operation, as defined in
clause 5.5.2.6.

Data type

Cardinality

Response
Codes

Description

n/a

202
Accepted

Shall be returned when the request has been
accepted for processing.

The response body shall be empty.

The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"Individual VNF LCM operation occurrence” resource
corresponding to the operation.

ProblemDetails

Response
body

0.1

404 Not
Found

Shall be returned upon the following error: The API
producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [6],
including rules for the presence of the response
body.

Specifically in case of this task resource, the
response code 404 shall also be returned if the task
is not supported for the VNF instance represented by
the parent resource, which means that the task
resource, consequently does not exist.

In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.

ProblemDetails

409
Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that the VNF instance
resource is in NOT_INSTANTIATED state, that
another lifecycle management operation is ongoing,
or that a required (see note) child attribute of the
"extensions" attribute has not been set.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See
clause 6.4
of [6]

AXX/5XX

In addition to the response codes defined above, any
common error response code as defined in

clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

NOTE:

Required attributes are marked as "required” in the VNFD.

5.4.6.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.6.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.6.34 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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5.4.6.3.5 DELETE
This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.7 Resource: Change VNF Flavour task

5.4.7.1 Description

This task resource represents the " Change VNF Flavour" operation. The API consumer can use this resource to change
the deployment flavour for a VNF instance.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF. This operation may be service-disruptive.

5.4.7.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM aj or Ver sion}/vnf_instances/{vnfl nstancel d}/change_flavour

This resource shall support the resource URI variables defined in table 5.4.7.2-1.

Table 5.4.7.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vnfinstanceld ;22 |r?0etrét|f|er of the VNF instance of which the deployment flavour is requested to be changed.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

54.7.3 Resource methods

5.4.7.3.1 POST
The POST method changes the deployment flavour of a VNF instance.

This method shall follow the provisions specified in tables 5.4.7.3.1-1 and 5.4.7.3.1-2 for URI query parameters, request
and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall set the
"flavourld" attribute in the representation of the "Individual VNF instance" resource to the value of the "newFlavourld”
attribute passed in the " ChangeV nfFlavourRequest” datain the POST request.

When initiating a change of the current VNF flavour, the values of the extensions and/or VNF configurable properties,
can differ between the new flavour and the old flavour of the VNF instance.
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The VNFM shall apply the "extensions" and "vnfConfigurableProperties' attributes in the " ChangeV nfFlavourRequest”
data structure in the message content to the existing "extensions" and "vnfConfigurableProperties' attributes from the
"Vnflnstance" data structure according to the rules of JSON Merge Patch (see IETF RFC 7396 [3]). The VNFM shall
ensure that the content of the resulting "extensions’ and "vnf ConfigurableProperties’ attributesis valid against the
VNFD (which includes ensuring the presence of all child attributes that are marked as "reguired” in the VNFD). In case
of an error, the operation shall be automatically rolled back, and appropriate error information shall be provided in the
"V nfLcmOperationOccurrenceNatification” message and the "V nfLcmOpOcc" data structure. The processing of
changes to the "extensions'/"vnfConfigurableProperties” attributes shall be performed in the "STARTING" phase of the
LCM operation. The change shall be atomic, i.e. the result of intermediate stages shall not be visiblein the API. In case
of successful completion of the processing and validation, the attributes shall be provided in the "Vnflnstance" data
structure and the operation shall proceed to obtain the grant.

Table 5.4.7.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.7.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

ChangeVnfFlavourRequest

1

Parameters for the Change VNF Flavour operation, as defined
in clause 5.5.2.7.

Response
body

Data type

Cardinality

Response
Codes

Description

n/a

202
Accepted

Shall be returned when the request has been
accepted for processing.

The response body shall be empty.

The HTTP response shall include a "Location"
HTTP header that contains the URI of the newly-
created "Individual VNF LCM operation
occurrence" resource corresponding to the
operation.

ProblemDetails

0.1

404 Not
Found

Shall be returned upon the following error: The
API producer did not find a current
representation for the target resource or is not
willing to disclose that one exists.

The general cause for this error and its handling
is specified in clause 6.4 of ETSI

GS NFV-SOL 013 [6], including rules for the
presence of the response body.

Specifically in case of this task resource, the
response code 404 shall also be returned if the
task is not supported for the VNF instance
represented by the parent resource, which
means that the task resource consequently does
not exist.

In this case, the response body shall be present,
and shall contain a ProblemDetails structure, in
which the "detail" attribute shall convey more
information about the error.

ProblemDetails

409 Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that the
"Individual VNF instance" resource is in
NOT_INSTANTIATED state, that another
lifecycle management operation is ongoing, or
that a required (see note) child attribute of the
"extensions" attribute has not been set.

The response body shall contain a
ProblemDetails structure, in which the "detail”
attribute shall convey more information about the
error.

ProblemDetails

See
clause 6.4
of [6]

AxX/5%X

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

NOTE:

Required attributes are marked as "required” in the VNFD.

5.4.7.3.2

GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.7.3.3

PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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54.7.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.7.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5438 Resource: Terminate VNF task

5.48.1 Description

This task resource represents the "Terminate VNF" operation. The APl consumer can use this resource to terminate a
VNF instance.

5.4.8.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM aj orVersion}/vnf_instances/{vnfl nstancel d}/ter minate

This resource shall support the resource URI variables defined in table 5.4.8.2-1.

Table 5.4.8.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vnflnstanceld The identifier of the VNF instance to be terminated. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

5.48.3 Resource methods

5.4.8.3.1 POST

The POST method triggers the VNFM to terminate aVNF instance and to request to the VIM the release of its used
virtualised resources.

This method shall follow the provisions specified in tables 5.4.8.3.1-1 and 5.4.8.3.1-2 for URI query parameters, request
and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall set the
"instantiationState" attribute in the representation of the "Individual VNF instance” resource to the value
"NOT_INSTANTIATED".

Table 5.4.8.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.8.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body TerminateVnfRequest |1 Parameters for the VNF termination, as defined in clause 5.5.2.8.
Data type Cardinality Recsopéjgsse Description
n/a 202 Shall be returned when the request has been accepted

Accepted  |for processing.

The response body shall be empty.

The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"Individual VNF LCM operation occurrence" resource
corresponding to the operation.

ProblemDetails 1 409 Shall be returned upon the following error: The
Response Conflict opergtlon_ cannot be executed currently, due to a
body conflict with the state of the resource.

Typically, this is due to the fact that the "Individual VNF
instance" resource is in NOT_INSTANTIATED state, or
that another lifecycle management operation is
ongoing, or that a required (see note) child attribute of
the "extensions" attribute has not been set.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See 4xxI5XX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[6] of ETSI GS NFV-SOL 013 [6] may be returned.

NOTE: Required attributes are marked as "required" in the VNFD.

5.4.8.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.8.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

54.8.34 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.8.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5409 Resource: Heal VNF task

5.49.1 Description

Thistask resource represents the "Heal VNF" operation. The APl consumer can use this resource to request healing a
VNF instance.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF.
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5.4.9.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM aj or Ver sion}/vnf_instances/{vnfl nstancel d}/heal

This resource shall support the resource URI variables defined in table 5.4.9.2-1.

Table 5.4.9.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance to be healed. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

5493 Resource methods

54931 POST
The POST method requests to heal a VNF instance.

This method shall follow the provisions specified in tables 5.4.9.3.1-1 and 5.4.9.3.1-2 for URI query parameters, request
and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

Table 5.4.9.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.9.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

HealVnfRequest

1

Parameters for the Heal VNF operation, as defined in clause 5.5.2.9.

Response
body

Data type

Cardinality

Response
Codes

Description

n/a

202
Accepted

Shall be returned when the request has been accepted
for processing, but the processing has not been
completed.

The response body shall be empty.

The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"Individual VNF LCM operation occurrence" resource
corresponding to the operation.

ProblemDetails

0.1

404 Not
Found

Shall be returned upon the following error: The API
producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [6],
including rules for the presence of the response body.
Specifically in case of this task resource, the response
code 404 shall also be returned if the task is not
supported for the VNF instance represented by the
parent resource, which means that the task resource
consequently does not exist.

In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.

ProblemDetails

409
Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that the "Individual VNF
instance" resource is in NOT_INSTANTIATED state,
that another lifecycle management operation is
ongoing, or that a required (see note) child attribute of
the "extensions" attribute has not been set.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See
clause 6.4
of [6]

AXX/5XX

In addition to the response codes defined above, any
common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.

NOTE:

Required attributes are marked as "required"” in the VNFD.

5.4.9.3.2

GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.9.3.3

PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.9.34

PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

ETSI




69 ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

5.4.9.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.10 Resource: Operate VNF task

5.4.10.1 Description

Thistask resource represents the "Operate VNF" operation. The APl consumer can use this resource to operate a VNF
instance.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF.

The "Operate VNF" operation enables requesting to change the operational state of a VNF instance, including starting
and stopping the VNF instance.

NOTE 1. These operations are complementary to instantiating and terminating a VNF.

NOTE 2: Inthe present document, only starting and stopping the VNF instances i s supported. Extension of this
operation to support other VNF state changes is left for future specification.

A VNF instance can be in the following states:
e  STARTED: the VNF instance is up and running.
*  STOPPED: the VNF instance has been shut down, i.e. al its VNFC instances have been stopped.

In the state STOPPED, the virtualisation containers, where the VNFC instances of the VNF run, are shut down but not
deleted. In addition, if the workflow requires a graceful stop, as part of this process the VNFM (API producer) will
interact with VNF/EM to gracefully stop the VNF application. Once aVNF isinstantiated, i.e. al instantiation steps
have been completed, the VNF instance isin the state STARTED.

5.4.10.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajor Version}/vnf_instances/{vnfl nstancel d}/operate

This resource shall support the resource URI variables defined in table 5.4.10.2-1.

Table 5.4.10.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance to be operated. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

5.4.10.3 Resource methods

5.4.10.3.1 POST
The POST method changes the operational state of a VNF instance.

This method shall follow the provisions specified in tables 5.4.10.3.1-1 and 5.4.10.3.1-2 for URI query parameters,
request and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.
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In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall set the
"vnfState" attribute in the representation of the "Individual VNF instance” resource to the value of the "changeStateTo"
attribute passed in the " OperateV nfRequest" datain the POST request.

Table 5.4.10.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Table 5.4.10.3.1-2: Details of the POST request/response on this resource

Data type

Cardinality

Description

Request

body OperateVnfRequest

1

Parameters for the Operate VNF operation, as defined in
clause 5.5.2.10.

Data type

Cardinality

Response
Codes

Description

n/a

202
Accepted

Shall be returned when the request has been accepted
for processing.

The response body shall be empty.

The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"Individual VNF LCM operation occurrence” resource
corresponding to the operation.

ProblemDetails

Response
body

0.1

404 Not
Found

Shall be returned upon the following error: The API
producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [6],
including rules for the presence of the response body.
Specifically in case of this task resource, the response
code 404 shall also be returned if the task is not
supported for the VNF instance represented by the
parent resource, which means that the task resource
consequently does not exist.

In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.

ProblemDetails

409
Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that the VNF instance
resource is in NOT_INSTANTIATED state, that another
lifecycle management operation is ongoing, or that a
required (see note) child attribute of the "extensions"
attribute has not been set.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See
clause 6.4 of

[6]

AXX/5XX

In addition to the response codes defined above, any
common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.

NOTE:

Those attributes are marked as "required" in the VNFD.

5.4.10.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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5.4.10.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.10.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.10.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.11 Resource: Change external VNF connectivity task

5.4.11.1 Description

This task resource represents the "Change external VNF connectivity" operation. The API consumer can use this
resource to change the external connectivity of aVNF instance. The types of changes that this operation supports are:

. Disconnect external CPs that are connected to a particular external VL, and connect them to a different
external VL.

. Disconnect and delete external CPs that are connected to a particular external VL and that represent subports
inatrunk, i.e. CP instances that are created from external CPDs that have trunk mode configured according to
clause 7.1.6.3in ETSI GSNFV-IFA 011 [7]. If the parent port is exposed as an external CP, the VNFM shall
ensure that the parent port is not deleted. If the parent port is exposed as an external CP and there are other
subports connected, the VNFM shall ensure that the parent port is not disconnected, unless it is reconnected to
adifferent external VL in the same operation.

NOTE 1: Subports need not be used for containerized VNFCs. The application container can send and receive |P
packets with any VLAN tag as long as the network interface to connect to the secondary container cluster
network has been configured appropriately.

. Change the connectivity parameters of existing external CPs, including changing addresses.

NOTE 2: Depending on the capabilities of the underlying VIM resources, certain changes (e.g. modifying the |P
address assignment) might not be supported without del eting the resource and creating another one with
the modified configuration.

. Create new CPsthat represent subportsin atrunk, i.e. CP instances that are created from external CPDs that
have trunk mode configured according to clause 7.1.6.3 in ETSI GSNFV-IFA 011 [7], and connect them to a
particular external VL. Creation of the parent port with this operation is not supported.

NOTE 3: Subports need not be used for containerized VNFCs. The application container can send and receive |P
packets with any VLAN tag as long as the network interface to connect to the secondary container cluster
network has been configured appropriately

VNFs shall support this operation. This operation may be service-disruptive.

5.4.11.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajor Version}/vnf_instances/{vnfl nstancel d}/change ext_conn

Thisresource shall support the resource URI variables defined in table 5.4.11.2-1.
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Table 5.4.11.2-1: Resource URI variables for this resource

Definition
See clause 4.1 of ETSI GS NFV-SOL 013 [6].
See clause 5.1a.
Identifier of the VNF instance of which the external connectivity is requested to be changed.
See note.
This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

Name
apiRoot
apiMajorVersion
vnflnstanceld

NOTE:

54.11.3 Resource methods

54.11.3.1 POST
The POST method changes the external connectivity of aVNF instance.

This method shall follow the provisions specified in tables 5.4.11.3.1-1 and 5.4.11.3.1-2 for URI query parameters,
request and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

Table 5.4.11.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description

none supported

Table 5.4.11.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

ChangeExtVnfConnectiv
ityRequest

1

Parameters for the Change external VNF connectivity operation,
as defined in clause 5.5.2.11.

Response
body

Data type

Cardinality

Response
Codes

Description

n/a

202
Accepted

Shall be returned when the request has been
accepted for processing.

The response body shall be empty.

The HTTP response shall include a "Location"
HTTP header that contains the URI of the
newly-created "Individual VNF LCM operation
occurrence" resource corresponding to the
instantiation operation.

ProblemDetails

409 Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that another
lifecycle management operation is ongoing, or that
a required (see note) child attribute of the
"extensions" attribute has not been set.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See
clause 6.4
of [6]

AXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

NOTE:

Required attributes are marked as "required” in the VNFD.

5.4.11.3.2

GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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5.4.11.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.11.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.11.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.11a Resource: Change current VNF package task

5.4.11a.1  Description

This operation enables the APl consumer to request the VNFM to change the current VNF Package, i.e. the VNF
package on which aVNF instance is based.

This operation encompasses the following scenarios:

. Changes of the VNF virtualised resources, such as requirements, composition and structure between the VNF
versions, without changing the VNF software version.

. Changes of both the VNF software version and the VNF virtualised resources. This case includes replacing the
VNF software version by means of virtualised resources management, such as terminating the current
virtualised resource instances running the current software version and instantiating new virtualised resource
instances with the destination VNF software version. The new virtualised resource instances may have the
same characteristics as the current virtualised resource instances.

. Changes related to the VNFD, such as correction of bugsin the VNFD, changes in the naming scheme of
VNFD components (e.g. name of the VDU, vduld), and adding/removing descriptors of VNF Package changes
(V nfPackageChangel nfo).

NOTE: For software updates that are executed by functional entities outside NFV-MANO and that require
synchronization of the information held by the NFV-MANO entities with a new VNF package that
reflects the same changes, an alternative procedure using the PATCH method on the "Individual VNF
instance" resource has been defined. This procedure assumes certain restrictions on the characteristics of
the new VNF package, as defined in note 1 in table 5.5.2.2-1.

As part of changing the current VNF Package, the VNFM shall be capable to add temporary virtualised resources used
in the modification process, e.g. virtualised resources for a VNFC which will be responsible for handling or supporting
the change of the current VNF Package process. The need for temporary virtualised resources shall be indicated as
"tempResource" during the VNF LCM operation granting exchange. In addition, the VNFM shall be capable to add and
remove virtualised resources as required for the "change of current VNF Package" process. The need for addition and
removal of existing virtualised resources shall be indicated as "addResource" and "removeResource” inthe VNF LCM
operation granting exchange.

The following applies to the existing resources of the VNF instance: In the course of the successful execution of this
operation, the VNFM shall replace or update those resources of the VNF instance that are based on descriptors (e.g.
VDUSs, VLDs, CPDs) that have changed between source and destination VNFD to align them with the updated
descriptors, with the only alowed exception that the references to software images need not be updated if the resources
are not replaced. Further, the VNFM shall remove resources that relate to descriptorsin the source VNFD that have no
corresponding descriptor in the destination VNFD. For newly-created resources, the VNFM shall use the descriptors of
the destination VNFD.

All VNFs shall support this operation. This operation may be service-disruptive.
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It isdeclared in the VNFD whether a change from a particular "source" VNF package to a particular "destination” VNF
package is possible. The evaluation of thisinformation shall take place in the "STARTING" phase of the LCM
operation. In case the eval uation shows that such changeis not possible, the operation shall be automatically rolled
back.

In the representation of the VNF instance (see clause 5.5.2.2), there are a number of structures that relate to a particular
VNFD, which is reflected by these structures having an attribute of type "ldentifierlnVnfd". During the course of the
execution of this operation, or dueto itsfinal failure, these structures may either refer to the source VNFD or to the
destination VNFD of the operation and are accompanied by a"vnfdld" attribute to signal which VNFD they relate to. If
that attribute is present, it signals the VNFD that applies to the data structure. If that attribute is absent and the operation
isinthe"STARTING" phase, the source VNF package is referenced by default. If that attribute is absent and the
operation isin any of the phases after "STARTING", the destination VNF package is referenced by defaullt.

5.4.11a.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM aj or Version}/vnf_instances/{vnfl nstancel d}/change_vnfpkg

This resource shall support the resource URI variables defined in table 5.4.11a.2-1.

Table 5.4.11a.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance of which the underlying VNF package is requested to be
changed. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

54.11a.3 Resource methods

54.11a.3.1 POST
The POST method changes the current VNF package on which the VNF instance is based.

This method shall follow the provisions specified in tables 5.4.11a.3.1-1 and 5.4.11a.3.1-2 for URI query parameters,
request and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

During a change of the current VNF package, the allowed and required extensions and/or VNF configurable properties
and their data types, as well as the metadata data types, can differ between the source and the destination VNFD.

The VNFM shall process the child attributes of extensions and VNF configurable properties during the execution of the
"Change current VNF package" asfollows:

1) Firgt, "extensions’ and "vnfConfigurableProperties’ child attributes which are not defined in the source VNFD
but are defined in the destination VNFD with initial values shall be created automatically and shall be
populated by these values.
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Second, the "extensions' and "vnfConfigurableProperties' attributes in the " ChangeCurrentV nfPkgRequest"
data structure in the message content shall be applied to the existing "extensions' and
"vnfConfigurableProperties’ attributes from the "V nflnstance" data structure according to the rules of JSON
Merge Patch (see IETF RFC 7396 [3]):

a) For those "extensions' and "vnfConfigurableProperties® child attributes that were already defined in the
source VNFD and of which the data type has changed in the destination VNFD and whose current value
is not compatible with the new data type, input information is expected to be provided by the API
consumer in away that is compatible with applying the new information on top of the current value
using JSON Merge Patch.

b)  For those new "extensions" and "vnfConfigurableProperties* child attributes that are not defined in the
source VNFD but are defined in the destination VNFD without initial values and thet are required, all
information needed to populate them is expected to be provided by the API consumer.

¢) Additional changed values can be provided by the API consumer.

To clean up, "extensions" and "vnfConfigurableProperties* child attributes that are no longer supported in the
destination VNFD and that have not been deleted by explicit input shall be deleted automatically by the
VNFM.

The VNFM shall validate the resulting "extensions' and "vnfConfigurableProperties' against the destination
VNFD (which includes ensuring the presence of all child attributes that are marked as "required” in the
VNFD). In case of an error, the operation shall be automatically rolled back, and appropriate error information
shall be provided in the "V nfLcmOperationOccurrenceNotification" message and the "VnfLcmOpOcc" data
structure.

In addition, the VNFM shall process the metadata attributes during the execution of the "Change current VNF package"
asfollows:

NOTE 1: Metadata changes cannot be signalled as part of invoking the "Change current VNF package" operation.

1)

2)

3)

4)

"Metadata' child attributes which are not defined in the source VNFD, are defined in the destination VNFD
with initial values and does not exist in the VNF instance shall be created automatically and shall be populated
by theseinitia values.

"Metadata' child attributes that are defined in the source VNFD but not in the destination VNFD shall be kept
in the "Vnflnstance" data structure unchanged.

"Metadata’ child attributes that are not defined in the source VNFD, are defined in the destination VNFD and
exist in the "Vnflnstance" structure at the time when the " Change current VNF package" operationisin the
"STARTING" phase shall be handled as follows:

a) If these child attributes in the Vnflnstance have a data type compatible with the definition in the
destination VNFD, the VNFM shall keep the existing value.

b) If these child attributes in the Vnflnstance have a data type incompatible with the definition in the
destination VNFD, the VNFM shall automatically roll back the operation and shall provide appropriate
error information in the "V nfL.cmOperationOccurrenceNotification" message and the "V nfLcmOpOcc"
data structure.

"Metadata' child attributes that are defined in both the source VNFD and the destination VNFD and whose
data typeis changed in the destination VNFD compared to the data type defined in the source VNFD, in away
that validation would fail against the data type definition of that attribute in the destination VNFD, shall be
handled as follows. The VNFM shall automatically roll back the operation and shall provide appropriate error
information in the "V nfLcmOperationOccurrenceNotification" message and the "V nfLcmOpOcc" data
structure.

NOTE 2: To address the cases 3b and 4, the APl consumer can delete the affected colliding "metadata" child

attributes or update their content by using the PATCH operation on the "individual VNF instance"
resource prior to invoking the "Change current VNF package" operation.

The validation that the changes to the "extensions' /" vnfConfigurableProperties' /" metadata" attributes can be processed
without issues shall be performed in the "STARTING" phase of the LCM operation. In case of successful completion of
the validation, the operation shall proceed to obtain the grant.
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Further, in the "VnfExtCpData' structure under the "ExtVirtualLinkData" structurein the

"ChangeCurrentV nfPkgReguest”, the API consumer need not explicitly delete (by setting them to null) those
"cpConfig" entriesthat relate to CPDs which are present in the source VNFD but not in the destination VNFD. Before
the successful completion of the operation, the VNFM shall remove these entries from the list that is exposed in the
"currentV nfExtCpData" attribute of the "ExtVirtualLinkinfo".

Further, in the "extManagedVirtualLinks" attribute in the " ChangeCurrentV nfPkgRequest”, the APl consumer may still
provide those entries that relate to virtual link descriptors which are present in the source VNFD but not in the
destination VNFD. Before the successful completion of the operation, the VNFM shall remove these entries from the
list that is exposed in the "extManagedVirtual Links' attribute of the "V nflnstance" structure.

Table 5.4.11a.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 5.4.11a.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
d ChangeCurrentVnfPkgRequ |1 Parameters for the Change current VNF package operation,
body ) ?
est as defined in clause 5.5.2.11a.

Response
Codes
n/a 202 Accepted |Shall be returned when the request has

been accepted for processing.

Data type Cardinality Description

The response body shall be empty.

The HTTP response shall include a
"Location" HTTP header that contains the
URI of the newly-created "Individual
VNF LCM operation occurrence" resource
corresponding to the instantiation operation.
ProblemDetails 1 409 Conflict Shall be returned upon the following error:
Response The operation cannot be executed

body currently, due to a conflict with the state of
the resource.

Typically, this is due to the fact that another
lifecycle management operation is ongoing.

The response body shall contain a
ProblemDetails structure, in which the
"detail" attribute shall convey more
information about the error.
ProblemDetails See AxXX/5xX In addition to the response codes defined
clause 6.4 of above, any common error response code
[6] as defined in clause 6.4 of ETSI

GS NFV-SOL 013 [6] may be returned.

5.4.11a.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.11a.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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5.4.11a.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.11a.3.5 DELETE
This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.11b Resource: Select VNF deployable modules task

5.4.11b.1  Description

Thistask resource represents the " Select VNF deployable modules' operation. The APl consumer can use this resource
to request the selection of deployable modules of a VNF instance.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF.

5.4.11b.2  Resource definition
Theresource URI is:
{apiRoot}/vnflem/{apiM aj or Version}/vnf_instances/{vnfl nstancel d}/select_depl_mods

This resource shall support the resource URI variables defined in table 5.4.11b.2-1.

Table 5.4.11b.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance of which the deployable modules are requested to be selected.
See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

54.11b.3 Resource methods

5.4.11b.3.1 POST

The POST method requests to select deployable modules of a VNF instance and therefore to instantiate or terminate
VNFC instances according to the selected deployable modules.

This method shall follow the provisions specified in tables 5.4.11b.3.1-1 and 5.4.11b.3.1-2 for URI query parameters,
request and response data structures, and response codes.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall reflect
the selected depl oyable modules by updating the " sel ectedDeployableModules® attribute in the representation of the
"Individual VNF instance" resource.

Table 5.4.11b.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.11b.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
b%dy SelectVnfDeployab |1 Parameters for the select VNF deployable modules operation, as
leModulesRequest defined in clause 5.5.2.x.

Response
Codes
n/a 202 Shall be returned when the request has been
Accepted accepted for processing.
The response body shall be empty.
The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"Individual VNF LCM operation occurrence" resource
corresponding to the operation.
ProblemDetails 0.1 404 Not Shall be returned upon the following error: The API
Found producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.
The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [6],
including rules for the presence of the response body.
Specifically in case of this task resource, the
response code 404 shall also be returned if the task
is not supported for the VNF instance represented by
the parent resource, which means that the task
resource consequently does not exist.
In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.
ProblemDetails 1 409 Conflict |Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.
Typically, this is due to the fact that the "Individual
VNF instance” resource is in NOT_INSTANTIATED
state, that another lifecycle management operation is
ongoing, or that a required (see note) child attribute
of the "extensions" attribute has not been set.
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
ProblemDetails See clause 6.4 |4xx/5xx In addition to the response codes defined above, any
of [6] common error response code as defined in clause
6.4 of ETSI GS NFV-SOL 013 [6] may be returned.
NOTE: Required attributes are marked as "required" in the VNFD.

Data type Cardinality Description

Response
body

5.4.11b.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.11b.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.11b.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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5.4.11b.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.12 Resource: VNF LCM operation occurrences

5.4.12.1 Description

This resource represents VNF lifecycle management operation occurrences. The API consumer can use this resource to
query status information about multiple VNF lifecycle management operation occurrences.

54.12.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_lcm_op_occs

The base resource URI variables for this resource are defined in table 5.4.12.2-1.

Table 5.4.12.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.

5.4.12.3 Resource methods

5.4.12.3.1 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.12.3.2 GET

The API consumer can use this method to query status information about multiple VNF lifecycle management operation
OCCUrrences.

This method shall follow the provisions specified in tables 5.4.12.3.2-1 and 5.4.12.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.12.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
filter 0.1 Attribute-based filtering expression according to clause 5.2 of ETSI
GS NFV-SOL 013 [6].
The VNFM shall support receiving this parameter as part of the URI query string.
The EM/VNF may supply this parameter.
All attribute names that appear in the VnfLcmOpOcc and in data types referenced
from it shall be supported by the VNFM in the filter expression.

all_fields 0.1 Include all complex attributes in the response. See clause 5.3 of ETSI
GS NFV-SOL 013 [6] for details. The VNFM shall support this parameter.
fields 0.1 Complex attributes to be included into the response. See clause 5.3 of ETSI
GS NFV-SOL 013 [6] for details. The VNFM should support this parameter.
exclude_fields 0.1 Complex attributes to be excluded from the response. See clause 5.3 of ETSI

GS NFV-SOL 013 [6] for details. The VNFM should support this parameter.
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Name Cardinality Description
exclude_default |0..1 Indicates to exclude the following complex attributes from the response. See
clause 5.3 of ETSI GS NFV-SOL 013 [6] for details. The VNFM shall support this
parameter.

The following attributes shall be excluded from the VnfLcmOpOcc structure in the
response body if this parameter is provided, or none of the parameters
"all_fields", "fields", "exclude_fields", "exclude_default" are provided:

- operationParams

- error

- resourceChanges

- changedinfo

- changedExtConnectivity

- lemCoordinations

- modificationsTriggeredByVnfPkgChange

- warnings
nextpage_opaque |0..1 Marker to obtain the next page of a paged response. Shall be supported by the
_marker VNFM if the VNFM supports alternative 2 (paging) according to clause 5.4.2.1 of

ETSI GS NFV-SOL 013 [6] for this resource.
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Table 5.4.12.3.2-2: Details of the GET request/response on this resource

Request
body

Data type

Cardinality

Description

n/a

Response
body

Data type

Cardinality

Response
Codes

Description

VnfLcmOpOcc

0..N

200 OK

Shall be returned when status information for zero or
more VNF lifecycle management operation
occurrences has been queried successfully.

The response body shall contain in an array the status
information about zero or more VNF lifecycle
operation occurrences, as defined in clause 5.5.2.13.

If the "filter" URI parameter or one of the "all_fields",
"fields" (if supported), "exclude_fields" (if supported)
or "exclude_default” URI parameters was supplied in
the request, the data in the response body shall have
been transformed according to the rules specified in
clauses 5.2.2 and 5.3.2 of ETSI GS NFV-SOL 013 [6],
respectively.

If the VNFM supports alternative 2 (paging) according
to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, inclusion of the Link HTTP header in this
response shall follow the provisions in clause 5.4.2.3
of ETSI GS NFV-SOL 013 [6].

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Invalid
attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Invalid
attribute selector.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Response
too big.

If the VNFM supports alternative 1 (error) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, this error response shall follow the
provisions in clause 5.4.2.2 of ETSI

GS NFV-SOL 013 [6].

ProblemDetails

See
clause 6.4
of [6]

AxX/5%X

In addition to the response codes defined above, any
common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.

5.4.12.3.3

PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.12.3.4

PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.12.3.5

DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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5.4.13 Resource: Individual VNF LCM operation occurrence

5.4.13.1 Description

This resource represents aVNF lifecycle management operation occurrence. The APl consumer can use this resource to
read status information about an individual V NF lifecycle management operation occurrence. Further, the API
consumer can use task resources which are children of this resource to request cancellation of an operation in progress,
and to request the handling of operation errors viaretrying the operation, rolling back the operation, or permanently
failing the operation.

The VNFM may remove an "Individual VNF LCM operation occurrence” resource some time after it has reached one
of the terminal states (i.e. the "operationState” attribute of its representation is equal to one of the values
"COMPLETED", "FAILED" or "ROLLED_BACK"). The minimum time how long the VNFM waits before deleting
such aresource is defined by means outside the scope of the present document.

5.4.13.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM aj orVersion}/vnf_lcm_op_occs/{vnfLcmOpOccl d}

The base resource URI variables for this resource are defined in table 5.4.13.2-1.

Table 5.4.13.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vhfLecmOpOccld Identifier of a VNF lifecycle management operation occurrence. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a PATCH or POST request triggering a VNF LCM operation. It can also be retrieved from the
"vnfLcmOpOccld" attribute in the VnfLcmOperationOccurrenceNotification.

5.4.13.3 Resource methods

5.4.13.3.1 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.13.3.2 GET

The API consumer can use this method to retrieve status information about a VNF lifecycle management operation
occurrence by reading an "Individual VNF LCM operation occurrence" resource.

This method shall follow the provisions specified in tables 5.4.13.3.2-1 and 5.4.13.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.13.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported

ETSI



83 ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

Table 5.4.13.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Recsopéjgsse Description
VnfLcmOpOcc 1 200 OK Shall be returned when information about a VNF LCM
operation occurrence has been read successfully.
Response The response body shall contain status information
body about a VNF lifecycle management operation
occurrence (see clause 5.5.2.13).
ProblemDetails See AXX/5xx In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[6] of ETSI GS NFV-SOL 013 [6] may be returned.
5.4.13.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.13.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.13.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

See clause 5.4.13.1 for adefinition related to the removal of an "Individual VNF LCM operation occurrence" resource.
5.4.14 Resource: Retry operation task

5.4.14.1 Description

This task resource represents the "Retry operation” operation. The APl consumer can use this resource to initiate
retrying aVNF lifecycle operation that isin atransient failure state. See also clause 5.6.2.3.

5.4.14.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_lcm_op_occs/{vnfLcmOpOccld}/retry

This resource shall support the resource URI variables defined in table 5.4.14.2-1.

Table 5.4.14.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vnfLecmOpOccld Identifier of a VNF lifecycle management operation occurrence to be retried. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a PATCH or POST request triggering a VNF LCM operation. It can also be retrieved from the
"vnfLcmOpOccld" attribute in the VnfLcmOperationOccurrenceNotification.
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5.4.14.3 Resource methods

5.4.14.3.1 POST

The POST method initiates retrying a VNF lifecycle operation if that operation has experienced atemporary failure,
i.e. therelated "Individual VNF LCM operation occurrence” resourceisin "FAILED _TEMP" state.

This method shall follow the provisions specified in tables 5.4.14.3.1-1 and 5.4.14.3.1-2 for URI query parameters,
request and response data structures, and response codes.

In case of success of processing the asynchronous request, the "operationState" attribute in the representation of the
parent resource shall be changed to "PROCESSING" and the applicable "start" notification according to clause 5.6.2.2
shall be emitted to indicate that the underlying VNF LCM operation occurrence proceeds.

Table 5.4.14.3.1-1: URI query parameters supported by the POST method on this resource

Name
none supported

Cardinality Description

Table 5.4.14.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description

The POST request to this resource has an empty message

content.

Response
Codes

202

Accepted

Request
body

n/a

Data type Cardinality Description

n/a Shall be returned when the request has been
accepted for processing.

The response shall have an empty message content.
Shall be returned upon the following error: The API
producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [6],
including rules for the presence of the response
body.

Specifically in case of this task resource, the
response code 404 shall also be returned if the task
is not supported for the VNF LCM operation
occurrence represented by the parent resource,
which means that the task resource consequently
does not exist.

In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the VNF LCM operation
occurrence.

Typically, this is due to the fact that the VNF LCM
operation occurrence is not in FAILED_TEMP state
or another error handling action is starting such as
rollback or fail.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

404 Not
Found

ProblemDetails

Response
body

409
Conflict

ProblemDetails 1

ProblemDetails

See
clause 6.4 of

(6]

AXXI5XX

In addition to the response codes defined above, any
common error response code as defined in

clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
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5.4.14.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.14.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.14.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.14.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.15 Resource: Rollback operation task

5.4.15.1 Description

This task resource represents the "Rollback operation™ operation. The APl consumer can use this resource to initiate
rolling back a VNF lifecycle operation. See also clause 5.6.2.3.

5.4.15.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_Icm_op_occs/{vnfLcmOpOccl d}/rollback

This resource shall support the resource URI variables defined in table 5.4.15.2-1.

Table 5.4.15.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vnfLemOpOccld Identifier of a VNF lifecycle management operation occurrence to be rolled back. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a PATCH or POST request triggering a VNF LCM operation. It can also be retrieved from the
"vnfLcmOpOccld" attribute in the VnfLcmOperationOccurrenceNotification.

5.4.15.3 Resource methods

5.4.15.3.1 POST

The POST method initiates rolling back aVNF lifecycle operation if that operation has experienced atemporary failure,
i.e. therelated "Individual VNF LCM operation occurrence” resourceisin "FAILED _TEMP" state. In case of rolling
back an occurrence of the "InstantiateV nf" operation, the VNFM shall request to the VIM the release of the virtualised
resources that were allocated for the related VNF instance. The "rollback" task shall be supported by the VNFM for any
VNF LCM operation occurrence that represents an "InstantiateV nf* operation in FAILED_TEMP state.

This method shall follow the provisions specified in tables 5.4.15.3.1-1 and 5.4.15.3.1-2 for URI query parameters,
request and response data structures, and response codes.
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In case of success of processing the asynchronous request, the "operationState" attribute in the representation of the
parent resource shall be changed to "ROLLING_BACK" and the applicable "start" notification according to
clause 5.6.2.2 shall be emitted to indicate that rollback of the underlying VNF LCM operation occurrence is attempted.

Table 5.4.15.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 5.4.15.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
Request -
body n/a The POST request to this resource has an empty message
content.
Response
Codes
n/a 202 Shall be returned when the request has been
Accepted  |accepted for processing.
The response shall have an empty message content.
ProblemDetails 0.1 404 Not Shall be returned upon the following error: The API
Found producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.
The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [6],
including rules for the presence of the response
body.
Specifically in case of this task resource, the
response code 404 shall also be returned if the task
is not supported for the VNF LCM operation
occurrence represented by the parent resource,
which means that the task resource consequently
Response does not exist.
body In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.
ProblemDetails 1 409 Shall be returned upon the following error: The
Conflict operation cannot be executed currently, due to a
conflict with the state of the VNF LCM operation
occurrence.
Typically, this is due to the fact that the VNF LCM
operation occurrence is not in FAILED_TEMP state
or another error handling action is starting such as
retry or fail.
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
ProblemDetails See AxX/5xX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in
[6] clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

Data type Cardinality Description

5.4.15.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.15.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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5.4.15.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.15.3.5 DELETE
This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.16 Resource: Fail operation task

5.4.16.1 Description

Thistask resource represents the "Fail operation" operation. The APl consumer can use this resource to mark a VNF
lifecycle management operation occurrence as "finally failed", i.e. change the state of the related VNF LCM operation
occurrence to "FAILED", if it is not assumed that a subsequent retry or rollback will succeed. Once the operation is
marked as "finaly failed", it cannot be retried or rolled back anymore. See also clause 5.6.2.3.

5.4.16.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM aj orVersion}/vnf_lcm_op_occs/{vnfLcmOpOccl d}/fail

This resource shall support the resource URI variables defined in table 5.4.16.2-1.

Table 5.4.16.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vnfLcmOpOccld Identifier of a VNF lifecycle management operation occurrence to be marked as "failed".
See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a PATCH or POST request triggering a VNF LCM operation. It can also be retrieved from the
"vnfLcmOpOccld" attribute in the VnfLcmOperationOccurrenceNotification.

5.4.16.3 Resource methods

5.4.16.3.1 POST

The POST method marks a VNF lifecycle management operation occurrence as "finally failed" if that operation
occurrenceisin"FAILED _TEMP" state.

This method shall follow the provisions specified in tables 5.4.16.3.1-1 and 5.4.16.3.1-2 for URI query parameters,
request and response data structures, and response codes.

In case of success, the "operationState" attribute in the representation of the parent resource shall be changed to
"FAILED" and the applicable "result" notification according to clause 5.6.2.2 shall be emitted to indicate that the
execution of the underlying VNF LCM operation occurrence has finally and unrecoverably failed.

Table 5.4.16.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.16.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

n/a

The POST request to this resource has an empty message

content.

Response
body

Data type

Cardinality

Response
Codes

Description

VnfLcmOpOcc

1

200 OK

Shall be returned when the state of the VNF lifecycle
management operation occurrence has been changed
successfully.

The response body shall include a representation of
the "Individual VNF lifecycle operation occurrence”
resource.

ProblemDetails

0.1

404 Not
Found

Shall be returned upon the following error: The API
producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [6],
including rules for the presence of the response body.
Specifically in case of this task resource, the response
code 404 shall also be returned if the task is not
supported for the VNF LCM operation occurrence
represented by the parent resource, which means that
the task resource consequently does not exist.

In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.

ProblemDetails

409
Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the VNF LCM operation
occurrence.

Typically, this is due to the fact that the VNF LCM
operation occurrence is not in FAILED_TEMP state or
another error handling action is starting such as retry
or rollback.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See
clause 6.4
of [6]

AxX/5%X

In addition to the response codes defined above, any
common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.

5.4.16.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.16.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.16.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.16.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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5.4.17 Resource: Cancel operation task

5.4.17.1 Description

This task resource represents the "Cancel operation” operation. The APl consumer can use this resource to cancel an
ongoing VNF lifecycle operation. See also clause 5.6.2.3.

5.4.17.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_lcm_op_occs/{vnfLcmOpOccl d}/cancel

This resource shall support the resource URI variables defined in table 5.4.17.2-1.

Table 5.4.17.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vhfLecmOpOccld Identifier of a VNF lifecycle management operation occurrence to be cancelled. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a PATCH or POST request triggering a VNF LCM operation. It can also be retrieved from the
"vnfLcmOpOccld" attribute in the VnfLcmOperationOccurrenceNotification.

54.17.3 Resource methods

5.4.17.3.1 POST

The POST method initiates cancelling an ongoing VNF lifecycle operation while it is being executed or rolled back,
i.e. therelated "Individual VNF LCM operation occurrence” resource is either in "STARTING" or "PROCESSING" or
"ROLLING_BACK" state.

This method shall follow the provisions specified in tables 5.4.17.3.1-1 and 5.4.17.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Before returning the "202 Accepted" response, the VNFM shall update the "isCancel Pending" and " cancelM ode"
attributes in the representation of the parent resource according to the provisionsin clause 5.5.2.13.

In case of success of processing the asynchronous request:

1) If therequest has been processed in "STARTING" state, the "operationState” attribute in the representation of
the parent resource shall be changed to "ROLLED_BACK".

2)  If therequest has been processed in "PROCESSING" or "ROLLING_BACK" state, the "operationState”
attribute in the representation of the parent resource shall be changed to "FAILED_TEMP".

In both cases, the VNFM shall update the "isCancel Pending” and "cancelMode" attributes in the representation of the
parent resource according to the provisionsin clause 5.5.2.13 to reflect the new status, and the applicable "result"
notification according to clause 5.6.2.2 shall be emitted to indicate that the execution of the underlying VNF LCM
operation occurrence has temporarily failed.

Due to race conditions, the processing of the actual operation that isto be cancelled may eventually still succeed, in
which case the "operationState” attribute in the representation of the parent resource shall represent the result of that
operation, rather than the result of the cancellation.

Table 5.4.17.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.17.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
Request |CancelMode 1 The POST request to this resource shall include a CancelMode
body structure in the message content to choose between "graceful" and
"forceful" cancellation.
Data type Cardinality Recsopdoensse Description
n/a 202 Shall be returned when the request has been

Accepted  |accepted for processing.
The response shall have an empty message content.

ProblemDetails 0.1 404 Not Shall be returned upon the following error: The API
Found producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [6],
including rules for the presence of the response body.
Specifically in case of this task resource, the response
code 404 shall also be returned if the task is not
supported for the VNF LCM operation occurrence
represented by the parent resource, which means that
Response the task resource consequently does not exist.

body In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about

the error.
ProblemDetails 1 409 Shall be returned upon the following error: The
Conflict operation cannot be executed currently, due to a
conflict with the state of the VNF LCM operation
occurrence.

Typically, this is due to the fact that the operation
occurrence is not in STARTING, PROCESSING or
ROLLING_BACK state.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See AxX/5xX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[6] of ETSI GS NFV-SOL 013 [6] may be returned.
5.4.17.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.17.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.17.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.17.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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5.4.18 Resource: Subscriptions

5.4.18.1 Description

This resource represents subscriptions. The APl consumer can use this resource to subscribe to notifications related to
VNF lifecycle management, and to query its subscriptions.

5.4.18.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM aj or Ver sion}/subscriptions

This resource shall support the resource URI variables defined in table 5.4.18.2-1.

Table 5.4.18.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.

5.4.18.3 Resource methods

5.4.18.3.1 POST
The POST method creates a new subscription.

This method shall follow the provisions specified in tables 5.4.18.3.1-1 and 5.4.18.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Asthe result of successfully executing this method, a new "Individual subscription™ resource as defined in clause 5.4.19
shall have been created. This method shall not trigger any notification.

Creation of two "Individual subscription™ resources with the same callback URI and the same filter can result in
performance degradation and will provide duplicates of notifications to the EM or VNF, and might make sense only in
very rare use cases. Consequently, the VNFM may either allow creating an "Individual subscription™ resource if another
"Individual subscription” resource with the same filter and callback URI already exists (in which case it shall return the
"201 Created" response code), or may decide to not create a duplicate "Individual subscription” resource (in which case
it shall return a"303 See Other" response code referencing the existing "Individual subscription” resource with the same
filter and callback URI).

Table 5.4.18.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.18.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

LcenSubscriptionRequest

1

Details of the subscription to be created, as defined in
clause 5.5.2.15.

Response
body

Data type

Cardinality

Response
Codes

Description

LcenSubscription

1

201
Created

Shall be returned when the subscription has been
created successfully.

The response body shall contain a representation of
the created "Individual subscription" resource.

The HTTP response shall include a "Location:" HTTP
header that points to the created "Individual
subscription" resource.

n/a

303 See
Other

Shall be returned if a subscription with the same
callback URI and the same filter already exists and
the policy of the VNFM is to not create redundant
subscriptions.

The HTTP response shall include a "Location" HTTP
header that contains the resource URI of the existing
"Individual subscription” resource.

The response body shall be empty.

ProblemDetails

422
Unprocessa
ble Content

Shall be returned upon the following error: The
content type of the message content is supported and
the message content of a request contains
syntactically correct data but the data cannot be
processed.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [6],
including rules for the presence of the response body.

Specifically in case of this resource, the response
code 422 shall also be returned if the VNFM has
tested the Notification endpoint as described in
clause 5.4.20.3.2 and the test has failed.

In this case, the "detail" attribute in the
"ProblemDetails" structure shall convey more
information about the error.

ProblemDetails

See
clause 6.4
of [6]

AxX/5%X

In addition to the response codes defined above, any
common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.

5.4.18.3.2

GET

The GET method queries the list of active subscriptions of the functional block that invokes the method. It can be used
e.g. for resynchronization after error situations.

This method shall follow the provisions specified in tables 5.4.18.3.2-1 and 5.4.18.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.18.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

filter

0.1

Attribute-based filtering expression according to clause 5.2 of ETSI
GS NFV-SOL 013 [6].
The VNFM shall support receiving this parameter as part of the URI query string. The
EM may supply this parameter.

All attribute names that appear in the LccnSubscription and in data types referenced
from it shall be supported by the VNEM in the filter expression.

_marker

nextpage_opaque

0.1

Marker to obtain the next page of a paged response. Shall be supported by the
VNFM if the VNFM supports alternative 2 (paging) according to clause 5.4.2.1 of
ETSI GS NFV-SOL 013 [6] for this resource.
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Table 5.4.18.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
. Response .
Data type Cardinality Codes Description
LcenSubscription 0..N 200 OK Shall be returned when the list of subscriptions has

been queried successfully.

The response body shall contain in an array the
representations of all active subscriptions of the
functional block that invokes the method, i.e. zero or
more representations of lifecycle change notification
subscriptions as defined in clause 5.5.2.16.

If the "filter" URI parameter was supplied in the
request, the data in the response body shall have
been transformed according to the rules specified in
clause 5.2.2 of ETSI GS NFV-SOL 013 [6].

If the VNFM supports alternative 2 (paging) according
to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, inclusion of the Link HTTP header in this
response shall follow the provisions in clause 5.4.2.3
of ETSI GS NFV-SOL 013 [6].

ProblemDetails 1 400 Bad Shall be returned upon the following error: Invalid
Request attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails 1 400 Bad Shall be returned upon the following error: Response
Request too big.

Response
body

If the VNFM supports alternative 1 (error) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, this error response shall follow the
provisions in clause 5.4.2.2 of ETSI

GS NFV-SOL 013 [6].

ProblemDetails See AxX/5xX In addition to the response codes defined above, any
clause 6.4 common error response code as defined in clause 6.4
of [6] of ETSI GS NFV-SOL 013 [6] may be returned.

5.4.18.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.18.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.18.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.19 Resource: Individual subscription

5.4.19.1 Description

This resource represents an individual subscription. The API consumer can use this resource to read and to terminate a
subscription to notifications related to VNF lifecycle management.
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5.4.19.2 Resource definition
The resource URI is:
{apiRoot}/vnflcm/{apiM aj or Ver sion}/subscriptions/{subscriptionl d}
This resource shall support the resource URI variables defined in table 5.4.19.2-1.

Table 5.4.19.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
subscriptionid Identifier of this subscription. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new "Individual subscription” resource, It can also be retrieved from the "id"
attribute in the message content of that response.

5.4.19.3 Resource methods

5.4.19.3.1 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.19.3.2 GET
The GET method retrieves information about a subscription by reading an "Individual subscription” resource.

This method shall follow the provisions specified in tables 5.4.19.3.2-1 and 5.4.19.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.19.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported

Table 5.4.19.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
. Response L
Data type Cardinality Codes Description
LcenSubscription 1 200 OK Shall be returned when information about an
Response individual subscription has been read successfully.

The response body shall contain a representation of

O the "Individual subscription" resource.
ProblemDetails See AXx/5xx In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[6] of ETSI GS NFV-SOL 013 [6] may be returned.
5.4.19.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.19.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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5.4.19.3.5 DELETE
The DELETE method terminates an individual subscription.

This method shall follow the provisions specified in tables 5.4.19.3.5-1 and 5.4.19.3.5-2 for URI query parameters,
request and response data structures, and response codes.

Astheresult of successfully executing this method, the "Individual subscription™" resource shall not exist any longer.
This means that no notifications for that subscription shall be sent to the formerly-subscribed API consumer.

NOTE: Dueto race conditions, some notifications might still be received by the formerly-subscribed API
consumer for a certain time period after the deletion.

Table 5.4.19.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Cardinality Description
none supported

Table 5.4.19.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Recsopdoensse Description
n/a 204 No Shall be returned when the "Individual subscription”
Response Content resource has been deleted successfully.
body The response body shall be empty.
ProblemDetails See 4xx/5XX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[6] of ETSI GS NFV-SOL 013 [6] may be returned.

5.4.20 Resource: Notification endpoint

5.4.20.1 Description

This resource represents a notification endpoint. The API producer can use this resource to send notifications related to
VNF lifecycle changes to a subscribed APl consumer, which has provided the URI of this resource during the
subscription process.

5.4.20.2 Resource definition
The resource URI is provided by the APl consumer when creating the subscription.

This resource shall support the resource URI variables defined in table 5.4.20.2-1.

Table 5.4.20.2-1: Resource URI variables for this resource

Name Definition
none supported

5.4.20.3 Resource methods

5.4.20.3.1 POST

The POST method delivers a notification from the API producer to an API consumer. The API consumer shall have
previously created an "Individual subscription” resource with a matching filter.

This method shall follow the provisions specified in tables 5.4.20.3.1-1 and 5.4.20.3.1-2 for URI query parameters,
request and response data structures, and response codes.
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Table 5.4.20.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Each notification request body shall include exactly one of the alternatives defined in table 5.4.20.3.1-2.

Table 5.4.20.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
VnfLcmOperationOccurr |1 A notification about lifecycle changes triggered by a VNF LCM
Request enceNotification operation occurrence.

6] VnfldentifierCreationNoti |1 A notification about the creation of a VNF identifier and the
fication related "Individual VNF instance" resource.
VnfldentifierDeletionNoti |1 A notification about the deletion of a VNF identifier and the
fication related "Individual VNF instance" resource.

Data type Cardinality Recsopdoensse Description
n/a 204 No Shall be returned when the notification has been
Response Content delivered successfully.
body ProblemDetails See AxXX/5xx In addition to the response codes defined above,
clause 6.4 any common error response code as defined in
of [6] clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
5.4.20.3.2 GET

The GET method allows the API producer to test the notification endpoint that is provided by the API consumer, e.g.
during subscription.

This method shall follow the provisions specified in tables 5.4.20.3.2-1 and 5.4.20.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.20.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

none supported

Table 5.4.20.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
L Response o
Data type Cardinality Codes Description
n/a 204 No Shall be returned to indicate that the notification
Content endpoint has been tested successfully.
Rezgg;se The response body shall be empty.
ProblemDetails See clause 6.4 |4xx/5xx In addition to the response codes defined above, any
of [6] common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
5.4.20.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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5.4.20.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.20.3.5 DELETE
This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.21 Resource: Create VNF snapshot task

5.4.21.1 Description

Thistask resource represents the " Create VNF Snapshot” operation. The APl consumer can use this resource to reguest
creating a VNF/VNFC snapshot from a VNF/VNFC instance.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF.

5.4.21.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM ajorVersion}/vnf_instances/{vnfl nstancel d}/create_snapshot

Thisresource shall support the resource URI variables defined in table 5.4.21.2-1.

Table 5.4.21.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance from which a VNF snapshot is to be created. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new VNF instance resource. It can also be retrieved from the "id" attribute in
the message content of that response.

5.4.21.3 Resource methods

5.4.21.3.1 POST

The POST method requests taking a snapshot a VNF instance and populating a previously created VNF snapshot
resource (refer to clause 5.4.23.3.1) with the snapshot content.

The steps and conditions that apply as the result of successfully executing this method are specified in clause 5.4.1.2.

In addition, once the VNFM has successfully completed the underlying VNF LCM operation occurrence, it shall reflect
the result of the VNF snapshot creation by updating the corresponding "Individual VNF snapshot” resource indicated by
the "vnfSnapshotinfold" attribute of the " CreateV nf SnapshotRequest” that isincluded in the message content of the
request.

This method shall follow the provisions specified in tables 5.4.21.3.1-1 and 5.4.21.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.21.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.21.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

CreateVnfSnapshotRequest

1

Parameters for the "Create VNF/VNFC Snapshot" operation, as
defined in clause 5.5.2.21.

Response
body

Data type

Cardinality

Response
Codes

Description

n/a

202 Accepted

Shall be returned when the request was accepted
for processing, but the processing has not been
completed.

The response body shall be empty.

The HTTP response shall include a "Location”
HTTP header that contains the URI of the newly-
created "VNF LCM operation occurrence”
resource corresponding to the operation.

ProblemDetails

0.1

404 Not Found

Shall be returned upon the following error: The
API producer did not find a current representation
for the target resource or is not willing to disclose
that one exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI

GS NFV-SOL 013 [6], including rules for the
presence of the response body.

Specifically in case of this task resource, the
response code 404 shall also be returned if the
task is not supported for the VNF instance
represented by the parent resource, which means
that the task resource consequently does not
exist.

In this case, the response body shall be present,
and shall contain a ProblemDetails structure, in
which the "detail" attribute shall convey more
information about the error.

ProblemDetails

409 Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that the VNF
instance resource is in NOT_INSTANTIATED
state, or that another lifecycle management
operation is ongoing.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall
convey more information about the error.
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Response

Codes
ProblemDetails 1 422 Shall be returned upon the following error: The
Unprocessable |content type of the message content is supported
Content and the message content of a request contains
syntactically correct data but the data cannot be
processed.

Data type Cardinality Description

The general cause for this error and its handling is
specified in clause 6.4 of ETSI

GS NFV-SOL 013 [6], including rules for the
presence of the response body.

Specifically in case of this resource, the response
code 422 shall also be returned if the provided
identifier of the target "Individual VNF snapshot”
resource for the VNF snapshot is invalid.

In this case, the "detail" attribute in the
"ProblemDetails" structure shall convey more
information about the error.

ProblemDetails See AXX/5xx In addition to the response codes defined above,
clause 6.4 any common error response code as defined in
of [6] clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

5.4.21.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.21.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.21.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.21.3.5 DELETE
This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.22 Resource: Revert to VNF snapshot task

5.4.22.1 Description

Thistask resource represents the "Revert-to VNF Snapshot" operation. The APl consumer can use this resource to
request reverting a VNF/VNFC instance to a VNF/VNFC snapshot.

During the revert-to VNF/VNFC snapshot process, the VNFM shall perform and record the changes on the VNF/VNFC
components and related resources, via the corresponding AffectedVnfc, AffectedVirtualLink, and
AffectedVirtual Storage as follows:

. A component instance whose identifier is the same in between the "to be reverted” VNF/VNFC instance and
the snapshot information, its change shall be signalled as"MODIFIED".
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e A component instance whose snapshot information is present in the VNF/VNFC snapshot, but such
component is not present in the "to be reverted” VNF/VNFC instance, its change shall be signalled as
"ADDED".

. A component instance which is present in the "to be reverted" VNF/VNFC instance, but whose snapshot
information is not present in the VNF/VNFC snapshot, the component shall be terminated, and its change shall
be signalled as"REMOVED".

During the "revert to VNF snapshot” process, for VNF congtituents (e.g. VNFC, connection points, etc.) from the VNF
snapshot that are added or modified in the "to be reverted" VNF instance, the VNFM shall assign the original identifier
value present in the VNF snapshot in the case that the identifier value setting for such a VNF constituent is the
responsibility of the VNFM. The identifier of the VNF instance shall not be modified in the reversion process.

It depends on the VNF capabilities, and is declared in the VNFD, whether this operation is supported for a particular
VNF. This operation may be service-disruptive.

5.4.22.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM aj or Ver sion}/vnf_instances/{vnfl nstancel d}/revert_to_snapshot

This resource shall support the resource URI variables defined in table 5.4.22.2-1.

Table 5.4.22.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.
vnflnstanceld Identifier of the VNF instance for the VNF snapshot to be reverted to. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new VNF instance resource. It can also be retrieved from the "id" attribute in
the message content of that response.

5.4.22.3 Resource methods

5.4.22.3.1 POST
The POST method requests reverting a VNF/VNFC instance to a VNF/VNFC snapshot.

This method shall follow the provisions specified in tables 5.4.22.3.1-1 and 5.4.22.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.22.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 5.4.22.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

RevertToVnfSnapshotRequest

1

Parameters for the Revert-to VNF/VNFC snapshot operation, as
defined in clause 5.5.2.24.

Response
body

Data type

Cardinality

Response
Codes

Description

n/a

202
Accepted

Shall be returned when the request was accepted
for processing, but the processing has not been
completed.

The response body shall be empty.

The HTTP response shall include a "Location”
HTTP header that contains the URI of the newly-
created "VNF LCM operation occurrence" resource
corresponding to the operation.

ProblemDetails

404 Not
Found

Shall be returned upon the following error: The API
producer did not find a current representation for
the target resource or is not willing to disclose that
one exists.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI

GS NFV-SOL 013 [6], including rules for the
presence of the response body.

Specifically in case of this task resource, the
response code 404 shall also be returned if the task
is not supported for the VNF instance represented
by the parent resource, which means that the task
resource consequently does not exist.

In this case, the response body shall be present,
and shall contain a ProblemDetails structure, in
which the "detail" attribute shall convey more
information about the error.

ProblemDetails

409
Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that the VNF
instance resource is in NOT_INSTANTIATED state,
or that another lifecycle management operation is
ongoing.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See
clause 6.4
of [6]

AXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

5.4.22.3.2

GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.22.3.3

PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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5.4.22.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.22.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.23 Resource: VNF snapshots

5.4.23.1 Description

This resource represents VNF snapshots. The API consumer can use this resource to create individual VNF snapshot
resources and to query information of the VNF/VNFC snapshots.

5.4.23.2 Resource definition
Theresource URI is:
{apiRoot}/vnflcm/{apiM aj or Version}/vnf_snapshots

This resource shall support the resource URI variables defined in table 5.4.23.2-1.

Table 5.4.23.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 5.1a.

5.4.23.3 Resource methods

5.4.23.3.1 POST
The POST method creates a new individual VNF snapshot resource.

Asaresult of successfully executing this method, a new "Individual VNF snapshot" resource as defined in clause 5.4.24
shall have been created.

The creation of an "Individual VNF snapshot™” resource can be performed for two reasons:

e Tocreatean "Individua VNF snapshot" resources that can later be populated by a new VNF snapshot taken
from aVNF instance (refer to clause 5.4.21.3.1).

e Tocreatean"Individua VNF snapshot" resource that can be populated with information gathered from a VNF
snapshot package extraction. In this case, the API consumer indicates the source of the VNF snapshot package
in the message content of the POST request to the present resource.

In the second case, for a successful execution of the operation, the values in the "V nfSnapshotinfo" data structure
representing the "Individual VNF snapshot” resource shall be applied as follows:

. If the request (refer to clause 5.5.2.20) includes the "vnf SnapshotPkgld" attribute, the VNFM shall first fetch
the VNF snapshot record from the source VNF snapshot package signalled by thisidentifier attribute in the
request and then apply the "V nf Snapshotinfo” from the fetched VNF snapshot record.

This method shall follow the provisions specified in tables 5.4.23.3.1-1 and 5.4.23.3.1-2 for URI query parameters,
request and response data structures, and response codes.
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Table 5.4.23.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Table 5.4.23.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
bod CreateVnfSnapshotinf |1 The VNF snapshot resource creation parameters, as defined in
y
oRequest clause 5.5.2.20.
Data type Cardinality [ Response Description
Codes
VnfSnapshotinfo 1 201 Shall be returned when an individual VNF snapshot
Created resource has been created successfully.
The response body shall contain a representation of
the new individual VNF snapshot resource, as
Response defined in clause 5.5.2.22.
body
The HTTP response shall include a "Location”
HTTP header that contains the resource URI of the
"individual VNF snapshot" resource.
ProblemDetails See AxXX/5xx In addition to the response codes defined above,
clause 6.4 of any common error response code as defined in
[6] clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

5.4.23.3.2

GET

The GET method queries information about multiple VNF/VVNFC snapshots.

This method shall follow the provisions specified in tables 5.4.23.3.2-1 and 5.4.23.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.23.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

filter

0.1

Attribute-based filtering expression according to clause 5.2 of ETSI
GS NFV-SOL 013 [6].

The VNFM shall support receiving this parameter as part of the URI
query string. The EM may supply this parameter.

All attribute names that appear in the VnfSnapshot and in data types
referenced from it shall be supported by the VNFM in the filter
expression.

all_fields

0.1

Include all complex attributes in the response. See clause 5.3 of
ETSI GS NFV-SOL 013 [6] for details. The VNFM shall support this
parameter.

fields

0.1

Complex attributes to be included into the response. See clause 5.3
of ETSI GS NFV-SOL 013 [6] for details. The VNFM should support
this parameter.

exclude_fields

0.1

Complex attributes to be excluded from the response. See
clause 5.3 of ETSI GS NFV-SOL 013 [6] for details. The VNFM
should support this parameter.

exclude_default

0.1

Indicates to exclude the following complex attributes from the
response. See clause 5.3 of ETSI GS NFV-SOL 013 [6] for details.
The VNFM shall support this parameter.
The following attributes shall be excluded from the VnfSnapshot
structure in the response body if this parameter is provided, or none
of the parameters "all_fields," "fields", "exclude_fields",
"exclude_default" are provided:

- vnflnstance

- vnfcSnapshots
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Name Cardinality Description
nextpage_opaque_marker|(0..1 Marker to obtain the next page of a paged response. Shall be
supported by the VNFM if the VNFM supports alternative 2 (paging)
according to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource.

Table 5.4.23.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
... |Response L
Data type Cardinality Codes Description
VnfSnapshotinfo 0..N 200 OK Shall be returned when information about zero or more

VNF snapshots was queried successfully.

The response body shall contain in an array the
representations of zero or more individual VNF
snapshot resources, as defined in clause 5.5.2.22.

If the VNFM supports alternative 2 (paging) according
to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, inclusion of the Link HTTP header in this
response shall follow the provisions in clause 5.4.2.3
of ETSI GS NFV-SOL 013 [6].

ProblemDetails 1 400 Bad [Shall be returned upon the following error: Invalid
Request |attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails 1 400 Bad [Shall be returned upon the following error: Invalid
Request |attribute selector.

Response
body

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails 1 400 Bad [Shall be returned upon the following error: Response
Request |too big.

If the VNFM supports alternative 1 (error) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, this error response shall follow the
provisions in clause 5.4.2.2 of ETSI

GS NFV-SOL 013 [6].

ProblemDetails See 4xxI5XX In addition to the response codes defined above, any
clause 6.4 common error response code as defined in clause 6.4
of [6] of ETSI GS NFV-SOL 013 [6] may be returned.
5.4.23.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.23.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.23.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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5.4.24 Resource: Individual VNF snapshot

5.4.24.1

Description

This resource represents an individual VNF snapshot. The API consumer can use this resource to read information
about the VNF/VNFC snapshot, and to delete the VNF/VNFC snapshot.

5.4.24.2

Resource definition

The resource URI is:

{apiRoot}/vnflcm/{apiM aj or Version}/vnf_snapshots/{vnfSnapshotinfol d}

The base resource URI variables for this resource are defined in table 5.4.24.2-1.

Table 5.4.24.2-1: Resource URI variables for this resource

Name

Definition

apiRoot

See clause 4.1 of ETSI GS NFV-SOL 013 [6].

apiMajorVersion

See clause 5.1a.

vnfSnapshotinfold

Identifier of the individual VNF shapshot resource. See note.

NOTE:

This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a POST request creating a new VNF snapshot resource. It can also be retrieved from the "id" attribute in
the message content of that response.

5.4.24.3

5.4.24.3.1

Resource methods

POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.24.3.2

GET

The GET method retrieves information about a VNF /VNFC snapshot by reading an individual VNF snapshot resource.

This method shall follow the provisions specified in tables 5.4.24.3.2-1 and 5.4.24.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.24.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

none supported

Table 5.4.24.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Riso%oer;se Description
VnfSnapshotinfo 1 200 OK Shall be returned when information about an
individual VNF snapshot was read successfully.
Response The response body shall contain a representation of
body the individual VNF snapshot resource, as defined in
clause 5.5.2.22.
ProblemDetails See AXx/5xx In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in
[6] clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
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5.4.24.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.24.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

5.4.24.3.5 DELETE

This method deletes an individual VNF snapshot resource and the associated VNF snapshot information managed by
the VNFM, and any resource associated to the VNF/VNFC snapshot managed by the VIM.

Asthe result of successfully executing this method, the "Individual VNF snapshot" resource shall not exist any longer.

This method shall follow the provisions specified in tables 5.4.24.3.5-1 and 5.4.24.3.5-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.24.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Cardinality Description
none supported

Table 5.4.24.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
. .. |Response .
Data type Cardinality Codes Description
n/a 204 No Shall be returned when the VNF snapshot resource

Content and the associated VNF/VNFC snapshot were deleted
successfully.

The response body shall be empty.
ProblemDetails 1 409 Shall be returned upon the following error: The
Conflict operation cannot be executed currently, due to a
conflict with the state of the resource.

Response

body Typically, this is due to the fact that the VNF snapshot
is in use by some operation such as reverting a VNF
instance to a VNF snapshot or creating a VNF
shapshot package.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See AXX/5XX In addition to the response codes defined above, any
clause 6.4 common error response code as defined in clause 6.4
of [6] of ETSI GS NFV-SOL 013 [6] may be returned.

5.5 Data model

55.1 Introduction

This clause defines the request and response data structures of the VNF Lifecycle management interface. If arequest or
response contains attributes not defined in the present document, a receiving functional block that does not understand
these attributes shall not treat their presence as an error, and may choose to ignore them.
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Resource and notification data types

This clause defines the data structures to be used in resource representations and notifications.

5.5.2.2

Type: Vnflnstance

Thistype represents a VNF instance. It shall comply with the provisions defined in table 5.5.2.2-1.

NOTE:

Clause B.3.2 provides examples illustrating the relationship among the different run-time data types (CP,

VL and link ports) used to represent the connectivity of aVNF.

Table 5.5.2.2-1: Definition of the Vnflnstance data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of the VNF instance.

vnflnstanceName String 0.1 Name of the VNF instance.
This attribute can be modified with the PATCH
method.

vnflnstanceDescription String 0.1 Human-readable description of the VNF instance.
This attribute can be modified with the PATCH
method.

vnfdld Identifier 1 Identifier of the VNFD on which the VNF instance is
based. See note 1.

vnfProvider String 1 Provider of the VNF and the VNFD.
The value is copied from the VNFD.

vnfProductName String 1 Name to identify the VNF Product.
The value is copied from the VNFD.

vnfSoftwareVersion Version 1 Software version of the VNF.
The value is copied from the VNFD.

vnfdVersion Version 1 Identifies the version of the VNFD.

The value is copied from the VNFD.
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Attribute name

Data type

Cardinality

Description

vnfConfigurableProperties

KeyValuePairs

0.1

Additional VNF-specific attributes that provide the
current values of the configurable properties of the
VNF instance.

These attributes represent values that are stored
persistently in the Vnflnstance structure and that
correspond to configuration parameters of the VNF
instance.

Modifying these attributes affects the configuration
of the VNF instance either directly (if the VNF
instance is in INSTANTIATED state at the time of
the modification) or as part of the subsequent VNF
instantiation operation (if the VNF instance is in
NOT_INSTANTIATED state at the time of the
modification).

Configurable properties referred in these attributes
are declared in the VNFD. The declaration of
configurable properties in the VNFD can optionally
contain the specification of initial values. See

note 2, note 3 and note 4. The VNFM shall reject
requests to write configurable properties that are
not declared in the VNFD with a "422
Unprocessable Content" error response as defined
in clause 6.4 of ETSI GS NFV-SOL 013 [6].

These configurable properties include the following
standard attributes, which are declared in the VNFD
if auto-scaling and/or auto-healing are supported by
the VNF:

e isAutoscaleEnabled: If present, the VNF
supports auto-scaling. If set to true,
auto-scaling is currently enabled. If set to
false, auto-scaling is currently disabled.

e isAutohealEnabled: If present, the VNF
supports auto-healing. If set to true,
auto-healing is currently enabled. If set to
false, auto-healing is currently disabled.

These configurable properties can be initialized with
default values from the VNFD (see note 4).
Configurable properties can be modified with values
passed in the request structures of certain LCM
operations, such as the InstantiateVnfRequest
structure.

Further, these configurable properties can be
created, modified or deleted with the PATCH
method.

In addition, the provisions in clause 5.7 shall apply.

certificatelnfo

Certificatelnfo

0.1

Information about certificate and certificate
management in this VNF. Shall be present when
using delegation mode, otherwise shall be absent.
This attribute can be modified with the PATCH
method,

Content of this attribute shall not be either added (if
previously not set) or removed (if previously set) by
using the Modify VNF Information operation. See
note 3.

instantiationState

Enum (inlined)

The instantiation state of the VNF.
Permitted values:
e NOT_INSTANTIATED: The VNF instance
is terminated or not instantiated.
e INSTANTIATED: The VNF instance is
instantiated.
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Attribute name

Data type

Cardinality

Description

instantiatedVnflnfo

Structure (inlined)

0.1

Information specific to an instantiated VNF instance.
This attribute shall be present if the instantiateState
attribute value is INSTANTIATED.

>flavourld

IdentifierinVnfd

Identifier of the VNF deployment flavour applied to
this VNF instance.

>vnfState

VnfOperationalStat
eType

State of the VNF instance.

>scaleStatus

Scalelnfo

Scale status of the VNF, one entry per aspect.
Represents for every scaling aspect how "big" the
VNF has been scaled with reference to that aspect.
This attribute shall be present if the VNF supports
scaling.

See clause B.2 for an explanation of VNF scaling.

For an aspect that has not been deployed because
the related deployableModule has not been
selected, it indicates the scale level that has been
requested in the instantiation or in a scaling
operation, or, if none has been requested in any of
them, the scale level applicable to the aspect based
on the default instantiation level. See note 8.

>maxScalelLevels

Scalelnfo

Maximum allowed scale levels of the VNF, one
entry per aspect.

This attribute shall be present if the VNF supports
scaling.

>selectedDeployableModule

IdentifierinVnfd

References a currently selected deployable module,
as defined in the VNFD, that has already completed
the instantiation of its VNFCs.

>extCplnfo

VnfExtCplnfo

Information about the external CPs exposed by the
VNF instance. When trunking is enabled, the list of
entries includes both, external CPs corresponding
to parent ports of a trunk, and external CPs
associated to sub-ports of a trunk. See note 7.

>vipCplnfo

VipCplnfo

Virtual IP CPs that are part of the VNF instance.
Shall be present when that particular virtual IP CP
of the VNFC instance is associated to an external
CP of the VNF instance.

May be present otherwise.

>virtualCplinfo

VirtualCplnfo

Virtual CPs that are part of the VNF instance. Shall
be present when a particular virtual CP is
associated to an external CP of the VNF instance.

May be present otherwise.

>extVirtualLinkInfo

ExtVirtualLinkInfo

Information about the external VLs the VNF
instance is connected to.

>extManagedVirtualLinkinfo

ExtManagedVirtual
LinkInfo

Information about the externally managed internal
VLs of the VNF instance. See notes 5 and 6.

>monitoringParameters

MonitoringParamet
er

Active monitoring parameters.

>localizationLanguage

String

Information about localization language of the VNF
(includes e.g. strings in the VNFD).

The localization languages supported by a VNF can
be declared in the VNFD, and localization language
selection can take place at instantiation time.

The value shall comply with the format defined in
IETF RFC 5646 [2].

>vnfcResourcelnfo

VnfcResourcelnfo

Information about the virtualised compute and
storage resources used by the VNFCs of the VNF
instance.

>vnfVirtualLinkResourcelnfo

VnfVirtualLinkReso
urcelnfo

Information about the virtualised network resources
used by the VLs of the VNF instance. See note 6.

>virtualStorageResourcelnfo

VirtualStorageRes
ourcelnfo

Information about the virtualised storage resources
used as storage for the VNF instance.

>vnfcinfo

Vnfclnfo

Information about the VNFC instances.
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Attribute name Data type Cardinality Description

>mciolnfo Mciolnfo 0..N Information on the MCIO(s) representing VNFC
instance(s) realized by one or a set of OS
containers and created from the same VDU for the
VNF instance.

>vnfPaasServicelnfo PaasServicelnfo 0..N Information on the PaaS Services assigned and
used by the VNF instance.

metadata KeyValuePairs 0.1 Additional VNF-specific attributes that provide

metadata describing the VNF instance.

These attributes represent values that are stored
persistently in the Vnflnstance structure for
consumption by functional blocks that invoke the
VNF lifecycle management interface. They are not
consumed by the VNFM, or the lifecycle
management scripts.

Modifying the values of these attributes has no
effect on the VNF instance, it only affects the
information represented in the Vnflnstance
structure.

Metadata that the VNF provider foresees are
expected to be declared in the VNFD. The
declaration of metadata in the VNFD can optionally
contain the specification of initial values. See note 2
and note 4. The VNFM shall accept requests to
write metadata that are not declared in the VNFD.

These attributes can be initialized with default
values from the VNFD (see note 4) or with values
passed in the CreateVnfRequest structure (see
clause 5.4.2.3.1).

These attributes can be created, modified or
removed with the PATCH method.
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Attribute name

Data type

Cardinality

Description

extensions

KeyValuePairs

0.1

Additional VNF specific attributes that affect the
lifecycle management of this VNF instance.
These attributes represent values that are stored
persistently in the Vnflnstance structure for
consumption by the VNFM, or by the lifecycle
management scripts during the execution of VNF
lifecycle management operations.

All extensions that are allowed for the VNF are
declared in the VNFD. The declaration of an
extension in the VNFD contains information on
whether its presence is optional or required, and
optionally can specify an initial value. See note 2
and note 4. The VNFM shall reject requests to write
extension attributes that are not declared in the
VNFD with a "422 Unprocessable Content" error
response as defined in clause 6.4 of ETSI

GS NFV-SOL 013 [6].

Modifying the values of these attributes has no
direct effect on the VNF instance; however, the
modified attribute values can be considered during
subsequent VNF lifecycle management operations,
which means that the modified values can indirectly
affect the configuration of the VNF instance.

These attributes can be initialized with default
values from the VNFD (see note 4).

These attributes can be modified with values
passed in the request structures of certain LCM
operations, such as the InstantiateVnfRequest
structure.

Further, these attributes can be created, modified or
deleted with the PATCH method.

In addition, the provisions in clause 5.7 shall apply.

links

Structure (inlined)

Links to resources related to this resource.

>self

Link

URI of this resource.

>indicators

Link

Indicators related to this VNF instance, if applicable.

>instantiate

Link

Link to the "Instantiate VNF task" resource, if the
related operation is possible based on the current
status of this VNF instance resource (i.e. VNF
instance in NOT_INSTANTIATED state).

>terminate

Link

Link to the "Terminate VNF task" resource, if the
related operation is possible based on the current
status of this VNF instance resource (i.e. VNF
instance is in INSTANTIATED state).

>scale

Link

Link to the "Scale VNF task" resource, if the related
operation is supported for this VNF instance, and is
possible based on the current status of this VNF
instance resource (i.e. VNF instance is in
INSTANTIATED state).

>scaleTolLevel

Link

Link to the "Scale VNF_to_level task" resource, if
the related operation is supported for this VNF
instance, and is possible based on the current
status of this VNF instance resource (i.e. VNF
instance is in INSTANTIATED state).

>changeFlavour

Link

Link to the "Change VNF_flavour task" resource, if
the related operation is supported for this VNF
instance, and is possible based on the current
status of this VNF instance resource (i.e. VNF
instance is in INSTANTIATED state).
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Attribute name Data type Cardinality Description

>heal

Link 0..1 Link to the "Heal VNF task" resource, if the related
operation is supported for this VNF instance, and is
possible based on the current status of this VNF
instance resource (i.e. VNF instance is in
INSTANTIATED state).

>operate

Link 0.1 Link to the "Operate VNF task" resource, if the
related operation is supported for this VNF instance,
and is possible based on the current status of this
VNF instance resource (i.e. VNF instance is in
INSTANTIATED state).

>changeExtConn Link 0.1 Link to the "Change external VNF connectivity task"

resource, if the related operation is possible based
on the current status of this VNF instance resource
(i.e. VNF instance is in INSTANTIATED state).

>createSnapshot Link 0.1 Link to the "Create VNF snapshot task" resource, if

the related operation is supported for this VNF
instance and is possible based on the current status
of this VNF instance resource (i.e. VNF instance is
in INSTANTIATED state).

>revertToSnapshot Link 0.1 Link to the "Revert to VNF snapshot task" resource,

if the related operation is supported for this VNF
instance and is possible based on the current status
of this VNF instance resource (i.e. VNF instance is
in INSTANTIATED state).

>changeCurrentVnfPkg Link 0.1 Link to the "Change current VNF package task"

resource, if the related operation is possible based
on the current status of this VNF instance resource
(i.e. VNF instance is in INSTANTIATED state).

NOTE 1:

NOTE 2:
NOTE 3:

NOTE 4:

NOTE 5:

NOTE 6:

NOTE 7:

NOTE 8:

Modifying the value of this attribute shall not be performed when conflicts exist between the previous and the
newly referred VNF package, i.e. when the new VNFD is changed with respect to the previous VNFD in other
aspects than merely referencing to other VNF software images. In order to avoid misalignment of the
Vnflnstance with the current VNF's on-boarded VNF package, the values of attributes in the Vnfinstance that
have corresponding attributes in the VNFD shall be kept in sync with the values in the VNFD.

ETSI GS NFV-SOL 001 [i.3] specifies the structure and format of the VNFD based on TOSCA specifications.
These attributes are sometimes also referred to as configuration parameters applicable to a VNF. Some of
these are set prior to instantiation and cannot be modified if the VNF is instantiated, some are set prior to
instantiation (are part of initial configuration) and can be modified later, and others can be set only after
instantiation. The applicability of certain configuration may depend on the VNF and the required operation of the
VNF at a certain point in time.

Upon creation of the Vnflnstance structure, the VNFM shall create and initialize all child attributes of
"vnfConfigurableProperties", "metadata" and "extensions" that were declared in the VNFD with a defined initial
value. The defined initial values can be declared in the VNFD, and/or, in case of "metadata”, obtained from the
"CreateVVnfRequest" structure. Child attributes of "vnfConfigurableProperties", "metadata" and "extensions" that
have no defined initial value shall not be created, in order to be consistent with the semantics of the JSON
Merge Patch method (see IETF RFC 7396 [3]) that interprets null values as deletion request.

It is possible to have several ExtManagedVirtualLinkinfo for the same VNF internal VL in case of a multi-site
VNF spanning several VIMs. The set of ExtManagedVirtualLinkinfo corresponding to the same VNF internal VL
shall indicate so by referencing to the same VnfVirtualLinkDesc and externally-managed multi-site VL instance
(refer to clause 5.5.3.5).

Even though externally-managed internal VLs are also used for VNF-internal connectivity, they shall not be
listed in the "vnfVirtualLinkResourcelnfo" attribute as this would be redundant.

Subports need not be used for containerized VNFCs. The application container can send and receive IP
packets with any VLAN tag as long as the network interface to connect to the secondary container cluster
network has been configured appropriately. Thus, no individual extCplnfo, except the one representing the
trunk, need be modelled to allow traffic tagged with a particular VLAN through the connection point.

For a scaling aspect whose related VNFCs have not been instantiated due to the selection of deployable
modules, the "scaleStatus" indicates the scale level that would be applicable to the aspect if a VNF LCM
operation changes the selected deployable modules and the related VNFCs are instantiated, unless the VNF
LCM operation explicitly indicates the scale level for the aspect.

5.5.2.3

Type: CreateVnfRequest

This type represents request parameters for the "Create VNF identifier" operation. It shall comply with the provisions
defined in table 5.5.2.3-1.
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Table 5.5.2.3-1: Definition of the CreateVnfRequest data type

Attribute name

Data type

Cardinality

Description

vnfdld

Identifier

1

Identifier that identifies the VNFD which defines the VNF
instance to be created.

vnflnstanceName

String

0.1

Human-readable name of the VNF instance to be
created.

vnflnstanceDescription

String

0.1

Human-readable description of the VNF instance to be
created.

metadata

KeyValuePairs

0.1

If present, this attribute provides additional initial values,
overriding those obtained from the VNFD, for the
"metadata” attribute in "Vnflnstance", as defined in
clause 5.5.2.2. Provisions for handling metadata during
the operation are defined in clause 5.4.2.3.1.

certificateConfigurationDat
a

CertificateConfig
urationData

0.1

Configuration for certificate management such as
certificate profile, information of CMF and security policy
in this VNF. It shall be present when using delegation
mode, otherwise it shall be absent.

This attribute shall be supported when delegation mode
of certificate management is applicable

5.5.24

Type: InstantiateVnfRequest

This type represents request parameters for the "Instantiate VNF" operation It shall comply with the provisions defined

intable5.5.2.4-1.

Table 5.5.2.4-1: Definition of the InstantiateVnfRequest data type

Attribute name

Data type

Cardinality

Description

flavourld

IdentifierinVnfd

1

Identifier of the VNF deployment flavour to be
instantiated.

instantiationLevelld

IdentifierinVnfd

0.1

Identifier of the instantiation level of the deployment
flavour to be instantiated. See notes 2 and 4.

targetScaleLevellnfo

Scalelnfo

0..N

This attribute is applicable if VNF supports target scale
level instantiation.

For each scaling aspect of the current deployment
flavour, the attribute specifies the scale level of VNF
constituents (e.g. VDU level) to be instantiated. See
notes 2, 3 and 4.

extVirtualLinks

ExtVirtualLinkData

0..N

Information about external VLs to connect the VNF to,
including configuration information for the CPs via which
the VNF instance can attach to this VL.

The following applies to the "ExtVirtualLinkData"
information provided in this request: Even if the VNF is
not instantiated in fully scaled-out state, the API
consumer shall provide enough CP configuration records
to allow connecting the VNF instance, fully scaled out in
all scaling aspects, to the external VLs.

extManagedVirtualLinks

ExtManagedVirtual

LinkData

Information about internal VLs that are managed by other
entities than the VNFM. See note 1.

localizationLanguage

String

0.1

Localization language of the VNF to be instantiated.
The value shall comply with the format defined in IETF
RFC 5646 [2].

extensions

KeyValuePairs

0.1

If present, this attribute provides modifications to the
default values, as obtained from the VNFD, of the
"extensions" attribute in "Vnflnstance", as defined in
clause 5.5.2.2. Provisions for handling extensions during
the operation are defined in clause 5.4.4.3.1.

additionalParams

KeyValuePairs

0.1

Additional input parameters for the instantiation process,
specific to the VNF being instantiated as declared in the
VNFD as part of "InstantiateVnfOpConfig" defined in

ETSI GS NFV-IFA 011 [7].
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Attribute name Data type Cardinality Description

vnfConfigurableProperties |KeyValuePairs 0.1 If present, this attribute provides modifications to the
default values, as obtained from the VNFD, of the
"vnfConfigurableProperties" attribute in "Vnfinstance", as
defined in clause 5.5.2.2. Provisions for handling
configurable properties during the operation are defined
in clause 5.4.4.3.1.

selectedDeployableModul |ldentifierinVnfd 0..N Identifier of a selected deployable module. Only VNFCs
e based on VDUs that belong to deployable modules listed
in this attribute are requested to be instantiated.

NOTE 1: The indication of externally-managed internal VLs is needed in case networks have been pre-configured for use
with certain VNFs, for instance to ensure that these networks have certain properties such as security or
acceleration features, or to address particular network topologies. The present document assumes that
externally-managed internal VLs are managed by the NFVO and created towards the VIM.

NOTE 2: The target size for VNF instantiation may be specified in either instantiationLevelld or targetScaleLevellnfo, but
not both. If none of the two attributes (instantiationLevelld or targetScaleLevellnfo) are present, the default
instantiation level as declared in the VNFD shall be used.

NOTE 3: If targetScaleLevelinfo is specified, information provided in targetScaleLevellnfo shall be used for instantiating
scalable constituents of the VNF (e.g. VDUs/VLs). For scaling aspects not specified in targetScaleLevellnfo or
for the VNF constituents (e.g. VDUs/VLs) that are not scalable, the default instantiation level as declared in the
VNFD shall be used for instantiation.

NOTE 4: If the referenced instantiationLevel or the targetScaleLevellnfo contain information related to VNFCs that are
not going to be instantiated due to the selection of deployable modules, the information is stored in the VNFM
for later use and included in the instantiatedVnfinfo. If none of the attributes is present, the information from the
defaultinstantiationLevel related to those VNFCs is stored and included in the instantiatedVnfinfo. If, during the
lifecycle of the VNF, as a result of a change of the selected deployable modules any of those VNFCs is going to
be instantiated, the stored information determines the number of instances, unless the request that triggered
the change also contains information about the number of instances.

5.5.2.5 Type: ScaleVnfRequest

This type represents request parameters for the " Scale VNF" operation. It shall comply with the provisions defined in
table 5.5.2.5-1. See clause B.2 for an explanation of VNF scaling.

Table 5.5.2.5-1: Definition of the ScaleVnfRequest data type

Attribute name Data type Cardinality Description
type Enum (inlined) Indicates the type of the scale operation requested.
Permitted values:
e SCALE_OUT: adding additional VNFC instances to the
VNF to increase capacity.
e  SCALE_IN: removing VNFC instances from the VNF in
order to release unused capacity.

[

aspectld IdentifierinvVnfd |1 Identifier of the scaling aspect.

numberOfSteps  |Integer 0.1 Number of scaling steps to be executed as part of this Scale VNF
operation. It shall be a positive number and the default value shall
be 1.

additionalParams |KeyValuePairs |0..1 Additional parameters passed by the EM as input to the scaling

process, specific to the VNF being scaled, as declared in the
VNFD as part of "ScaleVnfOpConfig" defined in ETSI
GS NFV-IFA 011 [7].

5.5.2.6 Type: ScaleVnfToLevelRequest

This type represents request parameters for the "Scale VNF to Level” operation. It shall comply with the provisions
defined in table 5.5.2.6-1. See clause B.2 for an explanation of VNF scaling.
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Table 5.5.2.6-1: Definition of the ScaleVnfToLevelRequest data type

Attribute name Data type Cardinality Description

instantiationLevelld |IdentifierinVnfd 0.1 Identifier of the target instantiation level of the current
deployment flavour to which the VNF is requested to be
scaled.
See notes 1 and 2.

scalelnfo Scalelnfo 0..N For each scaling aspect of the current deployment
flavour, indicates the target scale level to which the VNF
is to be scaled.
See notes 1 and 2.

additionalParams KeyValuePairs 0.1 Additional parameters passed by the EM as input to the

scaling process, specific to the VNF being scaled, as
declared in the VNFD as part of
"ScaleVnfToLevelOpConfig" defined in ETSI

GS NFV-IFA 011 [7].

NOTE 1: Either the instantiationLevelld attribute or the scalelnfo attribute shall be included.

NOTE 2:

If the referenced instantiationLevel or the scalelnfo attribute contain information related to VNFCs that are not

going to be instantiated due to the selection of deployable modules, the information is stored in the VNFM for
later use and included in the instantiatedVnfinfo. If, during the lifecycle of the VNF, as a result of a change of
the selected deployable modules any of those VNFCs is going to be instantiated, the stored information
determines the number of instances, unless the request that triggered the change also contains information
about the number of instances.

5.5.2.7

Type: ChangeVnfFlavourRequest

This type represents request parameters for the "Change VNF flavour" operation. It shall comply with the provisions
defined in table 5.5.2.7-1.

Table 5.5.2.7-1: Definition of the ChangeVnfFlavourRequest data type

Attribute name

Data type

Cardinality

Description

newFlavourld

IdentifierinVnfd

1

Identifier of the VNF deployment flavour to be
instantiated.

instantiationLevelld

IdentifierlnVnfd

0.1

Identifier of the instantiation level of the deployment
flavour to be instantiated. See note 2.

targetScaleLevelinfo

Scalelnfo

0..N

This attribute is applicable if VNF supports target scale
level instantiation.

For each scaling aspect of the current deployment
flavour, the attribute specifies the scale level of VNF
constituents (e.g. VDU level) to be instantiated. See
notes 2 and 3.

extVirtualLinks

ExtVirtualLinkData

0..N

Information about external VLs to connect the VNF to,
including configuration information for the CPs via which
the VNF instance can attach to this VL.

Entries in the list of external VLs that are unchanged
need not be supplied as part of this request.

The following applies to the "ExtVirtualLinkData"
information provided in this request, together with the
related "ExtVirtualLinkInfo" information known to the
VNFM represented in the "Vnfinstance" structure (see
clause 5.5.2.2): Even if the VNF is not in fully scaled-out
state after changing the flavour, the API consumer shall
provide enough CP configuration records to allow
connecting the VNF instance, fully scaled out in all
scaling aspects, to the external VLs.

extManagedVirtualLi
nks

ExtManagedVirtualLink
Data

Information about internal VLs that are managed by other
entities than the VNFM. See note 1.

additionalParams

KeyValuePairs

0.1

Additional input parameters for the flavour change
process, specific to the VNF being modified, as declared
in the VNFD as part of "ChangeVnfFlavourOpConfig"
defined in ETSI GS NFV-IFA 011 [7].
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Attribute name Data type Cardinality Description

extensions KeyValuePairs 0.1 If present, this attribute provides modifications to the
values of the "extensions" attribute in "Vnflnstance", as
defined in clause 5.5.2.2. Provisions for handling
extensions during the operation, are defined in
clause 5.4.7.3.1.

vnfConfigurableProp |KeyValuePairs 0.1 If present, this attribute provides modifications to the

erties values of the "vnfConfigurableProperties" attribute in
"Vnflnstance", as defined in clause 5.5.2.2. Provisions for
handling VNF configurable properties during the
operation, are defined in clause 5.4.7.3.1.

selectedDeployable |IdentifierlnVnfd 0..N Identifier of a selected deployable module. Only VNFCs

Module based on VDUs that belong to deployable modules listed
in this attribute are requested to be instantiated or
preserved if they were already instantiated.

certificateConfigurati |CertificateConfiguration |0..1 Configuration for certificate management such as

onData Data certificate profile and security policy in this VNF. Can be

present when setting a new certificate to the VNF
instance in delegation mode. Otherwise shall not be
present.

This attribute shall be supported when delegation mode

of certificate management is applicable.

NOTE 1: The indication of externally-managed internal VLs is needed in case networks have been pre-configured for use
with certain VNFs, for instance to ensure that these networks have certain properties such as security or
acceleration features, or to address particular network topologies. The present document assumes that
externally-managed internal VLs are managed by the NFVO and created towards the VIM.

NOTE 2: The target size for VNF instantiation may be specified in either instantiationLevelld or targetScaleLevellnfo, but
not both. If none of the two attributes (instantiationLevelld or targetScaleLevellnfo) are present, the default
instantiation level as declared in the VNFD shall be used.

NOTE 3: If targetScaleLevellnfo is specified, information provided in targetScaleLevellnfo shall be used for instantiating
scalable constituents of the VNF (e.g. VDUs/VLs). For scaling aspects not specified in targetScaleLevellnfo or
for the VNF constituents (e.g. VDUs/VLs) that are not scalable, the default instantiation level as declared in the
VNFD shall be used for instantiation.

5.5.2.8 Type: TerminateVnfRequest

This type represents request parameters for the "Terminate VNF" operation. It shall comply with the provisions defined

intable 5.5.2.8-1.

Table 5.5.2.8-1: Definition of the TerminateVnfRequest data type

Attribute name

Data type

Cardinality

Description

terminationType

Enum (inlined)

1

Indicates whether forceful or graceful termination is
requested. See note.
Permitted values:

e FORCEFUL: The VNFM will shut down the VNF
and release the resources immediately after
accepting the request.

e GRACEFUL: The VNFM will first arrange to take
the VNF out of service after accepting the
request. Once the operation of taking the VNF
out of service finishes (irrespective of whether it
has succeeded or failed) or once the timer value
specified in the "gracefulTerminationTimeout"
attribute expires, the VNFM will shut down the
VNF and release the resources.
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Attribute name

Data type

Cardinality

Description

gracefulTermination
Timeout

Integer

0.1

This attribute is only applicable in case of graceful
termination. It defines the time to wait for the VNF to be
taken out of service before shutting down the VNF and
releasing the resources.

The unit is seconds.

If not given and the "terminationType" attribute is set to
"GRACEFUL", it is expected that the VNFM waits for the
successful taking out of service of the VNF, no matter
how long it takes, before shutting down the VNF and
releasing the resources.

additionalParams

KeyValuePairs

0.1

Additional parameters passed by the EM as input to the
termination process, specific to the VNF being
terminated, as declared in the VNFD as part of
"TerminateVnfOpConfig" defined in ETSI

GS NFV-IFA 011 [7].

NOTE: In case of forceful termination, the VNF instance is terminated immediately. If the VNF is still in service, this can
adversely impact the network service, and therefore, the EM needs to determine if forceful termination is
applicable in the particular situation.

5.5.2.9 Type: HealVnfRequest

This type represents request parameters for the "Heal VNF" operation. It shall comply with the provisions defined in

table 5.5.2.9-1.

Table 5.5.2.9-1: Definition of the HealVnfRequest data type

Attribute name

Data type

Cardinality

Description

vnfclnstanceld

Identifier

0..N

List of identifiers of VNFC instances for which a healing
action is requested. Each identifier references the "id"
attribute in a "VnfcInfo" structure. Cardinality can be "0"
to denote that the request applies to the whole VNF and
not a specific VNFC instance.

cause

String

Indicates the reason why a healing procedure is required.

additionalParams

KeyValuePairs

oe
e

Additional parameters passed by the EM as input to the
healing process, specific to the VNF being healed as
declared in the VNFD as part of "HealVnfOpConfig"
defined in ETSI GS NFV-IFA 011 [7].

healScript

String

0.1

Provides link to a script that should be executed as part
of the healing action or a set of rules for healing
procedure.

5.5.2.10

Type: OperateVnfRequest

Thistype represents request parameters for the "Operate VNF" operation. It shall comply with the provisions defined in

table 5.5.2.10-1.

Table 5.5.2.10-1: Definition of the OperateVnfRequest data type

Attribute name Data type Cardinality Description

vnfclnstanceld Identifier 0..N List of identifiers of VNFC instances. Each identifier
references the "id" attribute in a "VnfcInfo" structure.
Cardinality can be "0" to denote that the request applies
to the whole VNF and not a specific VNFC instance.

changeStateTo VnfOperationalStateT |1 The desired operational state (i.e. started or stopped) to

ype change the VNF/VNFC to.

stopType StopType 0.1 It signals whether forceful or graceful stop is requested.
See note.

gracefulStopTimeout |Integer 0.1 The time interval (in seconds) to wait for the VNF to be
taken out of service during graceful stop, before
stopping the VNF. See note.
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Attribute name Data type Cardinality Description

additionalParams KeyValuePairs 0.1 Additional parameters passed by the EM as input to the

process, specific to the VNF of which the operation
status is changed, as declared in the VNFD as part of
"OperateVnfOpConfig" defined in ETSI

GS NFV-IFA 011 [7].

NOTE:

The "stopType" and "gracefulStopTimeout" attributes shall be absent, when the "changeStateTo" attribute is
equal to "STARTED". The "gracefulStopTimeout" attribute shall be present, when the "changeStateTo" is
equal to "STOPPED" and the "stopType" attribute is equal to "GRACEFUL". The "gracefulStopTimeout"
attribute shall be absent, when the "changeStateTo" attribute is equal to "STOPPED" and the "stopType"
attribute is equal to "FORCEFUL". The request shall be treated as if the "stopType" attribute has been set to
"FORCEFUL", when the "changeStateTo" attribute is equal to "STOPPED" and the "stopType" attribute is
absent.

55.2.11 Type: ChangeExtVnfConnectivityRequest

This type represents request parameters for the " Change external VNF connectivity” operation to modify the external
connectivity of a VNF instance. It shall comply with the provisions defined in table 5.5.2.11-1.

Table 5.5.2.11-1: Definition of the ChangeExtVnfConnectivityRequest data type

Attribute name Data type Cardinality Description

extVirtualLinks ExtVirtualLinkData 1..N Information about external VLs to change (e.g. connect

the VNF to) including configuration information for the
CPs via which the VNF instance can attach to this VL.

Entries in the list of external VLs that are unchanged
need not be supplied as part of this request.

The following applies to the "ExtVirtualLinkData"
information provided in this request, together with the
related "ExtVirtualLinkInfo" information known to the
VNFM represented in the "Vnflnstance" structure (see
clause 5.5.2.2): Even if the VNF is not in fully scaled-out
state, the API consumer shall provide enough CP
configuration records to allow connecting the VNF
instance, fully scaled out in all scaling aspects, to the
external VLs.

additionalParams KeyValuePairs 0.1 Additional parameters passed by the EM as input to the

process, specific to the VNF of which the external
connectivity is changed, as declared in the VNFD as
part of "ChangeExtVnfConnectivityOpConfig" defined in
ETSI GS NFV-IFA 011 [7].

certificateConfiguratio |CertificateConfigurati |0..1 Configuration for certificate management such as

nData

onData certificate profile and security policy in this VNF. Can be
present when setting a new certificate to the VNF
instance in delegation mode. Otherwise shall not be
present.

This attribute shall be supported when delegation mode
of certificate management is applicable.

The following behaviour applies for the changes that can be performed with this operation:

To change the connection of external CP instances based on certain external CPDs from a "source” external
VL to adifferent "target" external VL, theidentifier of the "target" external VL shall be sent in the
"extVirtualLinkld" attribute of the "extVirtualLinks" parameter, and the "extCps" attributes of that parameter
shall refer viathe "cpdlid” attribute to the external CPDs of the corresponding external connection point
instances that are to be reconnected to the target external VL.

NOTE: For CPinstancesthat are not part of atrunk this meansthat all CP instances based on a given external

CPD will be reconnected. See clause B.3.3 for an illustration. Likewise, for CP instances that are part of a
trunk and have the same segmentationld, all CP instances (subports) based on a given external CPD will
be connected, disconnected or reconnected.
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e  To change the connectivity parameters of the external CPs connected to a particular external VL, including
changing addresses, the identifier of that external VL shall be sent in the "extVirtualLinkld" attribute of the
"extVirtualLinks" parameter, and the "extCps" attribute of that parameter shall contain at least those entries
with modified parameters.

5.5.2.11a

Type: ChangeCurrentVnfPkgRequest

This type represents request parameters for the " Change current VNF package” operation to replace the VNF package
on which aVNF instance is based. It shall comply with the provisions defined intable 5.5.2.11a-1.

Table 5.5.2.11a-1: Definition of the ChangeCurrentVnfPkgRequest data type

Attribute name

Data type

Cardinality

Description

vnfdld

Identifier

1

Identifier of the VNFD which defines the
destination VNF Package for the change.

extVirtualLinks

ExtVirtualLinkData

0..N

Information about external VLs to connect the
VNF to, including configuration information for
the CPs via which the VNF instance can attach
to this VL.

Entries in the list that are unchanged need not be
supplied as part of this request.

The following applies to the "ExtVirtualLinkData"
information provided in this request, together
with the related "ExtVirtualLinkInfo" information
known to the VNFM represented in the
"Vnflnstance" structure (see clause 5.5.2.2):
Even if the VNF is not in fully scaled-out state
after the change of the VNF package, the API
consumer shall provide enough CP configuration
records to allow connecting the VNF instance,
fully scaled out in all scaling aspects, to the
external VLs.

extManagedVirtualLinks

ExtManagedVirtualLinkData

0..N

Information about internal VLs that are managed
by other entities than the VNFM. See note 1.

additionalParams

KeyValuePairs

0.1

Additional parameters passed by the EM as input
to the process, specific to the VNF of which the
underlying VNF package is changed, as declared
in the VNFD as part of
"ChangeCurrentVnfPkgOpConfig" defined in
ETSI GS NFV-IFA 011 [7].

extensions

KeyValuePairs

0.1

If present, this attribute provides modifications to
the values of the "extensions" attribute in
"Vnflnstance", as defined in clause 5.5.2.2.
Provisions for handling extensions during the
operation, and needed passed parameter values
in case of conflicts, are defined in

clause 5.4.11a.3.1.

vnfConfigurableProperties

KeyValuePairs

0.1

If present, this attribute provides modifications to
the values of the "vnfConfigurableProperties"
attribute in "Vnflnstance", as defined in

clause 5.5.2.2. Provisions for handling VNF
configurable properties during the operation, and
needed passed parameter values in case of
conflicts, are defined in clause 5.4.11a.3.1.

ETSI




e

120 ETSI GS NFV-SOL 002 V4.6.1 (2024-05)
Attribute name Data type Cardinality Description
selectedDeployableModul (IdentifierinVnfd 0..N Identifier of a selected deployable module.

If this attribute is present only VNFCs based on
VDUs that belong to deployable modules listed in
this attribute are requested to be instantiated or
preserved if they were already instantiated.

If this attribute is not present the deployable
modules that were selected before the operation,
and that still are defined in the VNFD in the
destination package, or the corresponding ones
according to the component mappings, remain
valid. See note 2.

ta

certificateConfigurationDa

a

CertificateConfigurationDat |0..1

Configuration for certificate management such as
certificate profile and security policy in this VNF.
Can be present when setting a new certificate to
the VNF instance in delegation mode. Otherwise
shall not be present.

This attribute shall be supported when delegation
mode of certificate management is applicable.

NOTE 1: The indication of externally-managed internal VLs is needed in case networks have been pre-configured for
use with certain VNFs, for instance to ensure that these networks have certain properties such as security or
acceleration features, or to address particular network topologies. The present document assumes that
externally-managed internal VLs are managed by the NFVO and created towards the VIM.

NOTE 2: Component mappings are defined in the VNFD in the source or destination package for the relevant change
path. See clause 7.1.15.2 in ETSI GS NFV-IFA 011 [7].

5.5.2.11b  Type: SelectVnfDeployableModulesRequest

This type represents request parameters for the " Select VNF deployable modules® operation. It shall comply with the
provisions defined in table 5.5.2.11b-1.

Table 5.5.2.11b-1: Definition of the SelectVnfDeployableModulesRequest data type

Attribute name

Data type

Cardinality

Description

selectedDeployable
Module

IdentifierinVnfd

0..N

Identifier of a selected deployable module, as defined in
the VNFD. VNFCs based on VDUs that belong to
deployable modules listed in this attribute will be
instantiated if not already instantiated. VNFCs based on
VDUs that belong to deployable modules not listed in this
attribute and that were already instantiated will be
terminated.

targetScaleLevellnfo

Scalelnfo

0..N

Defines the target scale levels of scaling aspects of the
VDUs that belong to selected deployable modules.

If this attribute is not present or if there are VDUs that
belong to selected deployable modules that take no part
in any of the scaling aspects indicated in this attribute,
the VNFCs based on those VDUs shall be instantiated
according to the currently valid VNF scale level or
instantiation level.

This attribute should only contain scale level information
of scaling aspects associated to VDUSs that will be used
to instantiate VNFCs as a result of this operation. If it
contains other scale level information it shall be ignored.
See note.

The VNF Provider defines in the VNFD whether or not a
particular VNF supports scaling according to this
parameter. Such a property in the VNFD applies for all
instances of a particular VNF.

additionalParams

KeyValuePairs

0.1

Additional parameters passed by the NFVO as input to
the selection of deployable modules process, specific to
the VNF being affected by this operation, as declared in
the VNFD as part of
"selectVnfDeployableModulesOpConfig" defined in ETSI
GS NFV-IFA 011 [7].
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Attribute name | Data type | Cardinality | Description

NOTE:  Thus, the select VNF deployable modules operation cannot be used as a scale VNF operation to scale VNFCs
that were already instantiated.

5.5.2.12 Type: VnfiInfoModificationRequest

This type represents attribute modifications for an "Individual VNF instance" resource, i.e. modifications to a resource
representation based on the "V nflnstance" datatype. The attributes of "V nflnstance" that can be modified according to
the provisionsin clause 5.5.2.2 are included in the "V nflnfoM odificationRequest" data type.

The "VnflnfoModificationRequest” data type shall comply with the provisions defined in table 5.5.2.12-1.

Table 5.5.2.12-1: Definition of the VnfInfoModificationRequest data type

Attribute name Data type Cardinality Description

vnflnstanceName String 0.1 New value of the "vnflnstanceName" attribute in
"Vnflnstance", or "null" to remove the attribute.

vnflnstanceDescription String 0.1 New value of the "vnflnstanceDescription" attribute in
"Vnflnstance", or "null" to remove the attribute.

vnfdid Identifier 0.1 New value of the "vnfdld" attribute in "Vnflnstance". The
value "null" is not permitted.

vnfConfigurableProperties KeyValuePairs |0..1 Modifications of the "vnfConfigurableProperties" attribute

in "Vnflnstance". If present, these modifications shall be
applied according to the rules of JISON Merge Patch (see
IETF RFC 7396 [3]).

metadata KeyValuePairs |0..1 Modifications of the "metadata” attribute in "Vnflnstance".
If present, these modifications shall be applied according
to the rules of JSON Merge Patch (see IETF

RFC 7396 [3]).

extensions KeyValuePairs |0..1 Modifications of the "extensions" attribute in
"Vnflnstance". If present, these modifications shall be
applied according to the rules of JSON Merge Patch (see
IETF RFC 7396 [3]).

vnfclnfoModifications VnfcInfoModific |0..N Modifications of certain entries in the "vnfclnfo" attribute
ations array in the "instantiatedVnfinfo" attribute of
"Vnflnstance" to be used as "newList" as defined below
this table.

The following provisions shall apply when modifying an attribute that is an array of objects of type "Vnfclnfo" by
supplying an array of objects of type "VnfclnfoModifications'.

Assumptions:

1) oldLigt" isthe"Vnfclinfo" array to be modified and "newList" isthe "VnfclnfoModifications’ array that
contains the changes.

2) "oldEntry" isan entry in "oldList" and "newEntry" isan entry in "newList".

3) A "newEntry" hasa"corresponding entry" if there exists an "oldEntry" that has the same content of the "id"
attribute as the "newEntry"; a"newEntry" has no corresponding entry if no such "oldEntry" exists.

4) Inany array of "Vnfclnfo" resp. "VnfcinfoModifications" structures, the content of "id" isunique (i.e. there
are no two entries with the same content of "id").

Provisions:

1) For each "newEntry" in "newList" that has no corresponding entry in "oldList", the "oldList" array shall be
modified by adding that "newEntry".

2)  For each "newEntry" in"newList" that has a corresponding "oldEntry" in "oldList", the value of "oldEntry"
shall be updated with the content of "newEntry" as specified for the data type of "newEntry (refer to
clause 5.5.3.24 for the data type "V nfcinfoM odifications").

ETSI




122 ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

5.5.2.12a  Type: VnfInfoModifications

This type represents attribute modifications that were performed on an "Individual VNF instance" resource. The
attributes that can be included consist of those requested to be modified explicitly in the "V nflnfoM odifi cationRequest”
data structure, and additional attributes of the "V nflnstance”" data structure that were modified implicitly e.g. when
modifying the referenced VNF package.

The"VnfInfoModifications' data type shall comply with the provisions defined in table 5.5.2.12a-1.

Table 5.5.2.12a-1: Definition of the VnfInfoModifications data type

Attribute name Data type Cardinality Description

vnflnstanceName String 0.1 If present, this attribute signals modifications of the
"vnflnstanceName" attribute in "Vnfinstance" as defined
in clause 5.5.2.12.

vnflnstanceDescription String 0.1 If present, this attribute signals modifications of the
"vnflnstanceDescription" attribute in "Vnfinstance", as
defined in clause 5.5.2.12.

vnfConfigurableProperties KeyValuePairs |0..1 If present, this attribute signals modifications of the
"vnfConfigurableProperties" attribute in "Vnfinstance", as
defined in clause 5.5.2.12. In addition, the provisions in
clause 5.7 shall apply.

metadata KeyValuePairs |0..1 If present, this attribute signals modifications of the
"metadata” attribute in "Vnfinstance", as defined in
clause 5.5.2.12.

extensions KeyValuePairs |0..1 If present, this attribute signals modifications of the
"extensions" attribute in "Vnflnstance", as defined in
clause 5.5.2.12. In addition, the provisions in clause 5.7
shall apply.

vnfdld Identifier 0..1 If present, this attribute signals modifications of the
"vnfdld" attribute in "Vnflnstance", as defined in
clause 5.5.2.12.

vnfProvider String 0.1 If present, this attribute signals modifications of the
"vnfProvider" attribute in "Vnflnstance". See note.
vnfProductName String 0.1 If present, this attribute signals modifications of the
"vnfProductName" attribute in "Vnflnstance". See note.
vnfSoftwareVersion Version 0..1 If present, this attribute signals modifications of the
"vnfSoftwareVersion" attribute in "Vnflnstance". See note.
vnfdVersion Version 0.1 If present, this attribute signals modifications of the
"vnfdVersion" attribute in "Vnflnstance". See note.
vnfcinfoModifications VnfcinfoModific [0..N If present, this attribute signals modifications of certain
ations entries in the "vnfcinfo" attribute array in the

"instantiatedVnfinfo" attribute of "Vnflnstance", as defined
in clause 5.5.2.12.

NOTE: If present, this attribute (which depends on the value of the "vnfdld" attribute) was modified implicitly following a
request to modify the "vnfdld" attribute, by copying the value of this attribute from the VNFD in the VNF
Package identified by the "vnfdld" attribute.

5.5.2.13 Type: VnfLcmOpOcc

Thistype represents a VNF lifecycle management operation occurrence. It shall comply with the provisions defined in
table 5.5.2.13-1.

Table 5.5.2.13-1: Definition of the VnfLcmOpOcc data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this VNF lifecycle management operation
occurrence.
operationState LcmOperationStateType |1 The state of the LCM operation.
stateEnteredTime DateTime 1 Date-time when the current state has been entered.
startTime DateTime 1 Date-time of the start of the operation.
vnflnstanceld Identifier 1 Identifier of the VNF instance to which the operation

applies.
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Attribute name

Data type

Cardinality

Description

grantld

Identifier

0.1

Identifier of the grant related to this VNF LCM
operation occurrence. Shall be set to the value of the
"id" attribute in the "Grant" representing the
associated "Individual Grant", if such grant exists.

operation

LcmOperationType

Type of the actual LCM operation represented by this
VNF LCM operation occurrence.

isAutomaticlnvocation

Boolean

Set to true if this VNF LCM operation occurrence has
been triggered by an automated procedure inside the
VNFM (i.e. ScaleVnf/ScaleVnfToLevel triggered by
auto-scale, or HealVnf triggered by auto-heal).

Set to false otherwise.

operationParams

Object

0.1

Input parameters of the LCM operation. This attribute
shall be formatted according to the request data type
of the related LCM operation. In addition, the
provisions in clause 5.7 shall apply.

The following mapping between operationType and
the data type of this attribute shall apply:

¢ INSTANTIATE:InstantiateVnfRequest

e SCALE:ScaleVnfRequest

e SCALE_TO_LEVEL:ScaleVnfToLevelReque
st

e CHANGE_FLAVOUR:ChangeVnfFlavourReq
uest

e OPERATE:OperateVnfRequest
HEAL: HealVnfRequest
CHANGE_EXT_CONN:ChangeExtVnfConne
ctivityRequest

e TERMINATE: TerminateVnfRequest
MODIFY_INFO: VnfinfoModificationRequest
CREATE_SNAPSHOT:CreateVnfSnapshotR
equest

e REVERT_TO_SNAPSHOT:RevertToVnfSna
pshotRequest

e CHANGE_VNFPKG:ChangeCurrentVnfPkgR
equest

e SELECT_DEPL_MODS:SelectVnfDeployabl
eModulesRequest

This attribute shall be present if this data type is
returned in a response to reading an individual
resource, and may be present according to the
chosen attribute selector parameter if this data type is
returned in a response to a query of a container
resource.

isCancelPending

Boolean

If the VNF LCM operation occurrence is in
"STARTING", "PROCESSING" or "ROLLING_BACK"
state and the operation is being cancelled, this
attribute shall be set to true. Otherwise, it shall be set
to false.

cancelMode

CancelModeType

0.1

The mode of an ongoing cancellation. Shall be
present when isCancelPending=true, and shall be
absent otherwise.

error

ProblemDetails

0.1

If "operationState" is "FAILED_TEMP" or "FAILED" or
"operationState” is "PROCESSING" or
"ROLLING_BACK" and previous value of
"operationState” was "FAILED_TEMP", this attribute
shall be present and contain error information unless
it has been requested to be excluded via an attribute
selector.

resourceChanges

Structure (inlined)

0.1

This attribute contains information about the
cumulative changes to virtualised resources that were
performed so far by the LCM operation since its start,
if applicable.

>affectedVnfcs

AffectedVnfc

0..N

Information about VNFC instances that were affected
during the lifecycle operation. See note 1.
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Attribute name

Data type

Cardinality

Description

>affectedVirtualLinks

AffectedVirtualLink

0..N

Information about VL instances that were affected
during the lifecycle operation. See note 1 and note 3.

>affectedExtLinkPorts

AffectedExtLinkPort

0..N

Information about external VNF link ports that were
affected during the lifecycle operation. See note 1.

>affectedVirtualStorag
es

AffectedVirtualStorage

0..N

Information about virtualised storage instances that
were affected during the lifecycle operation.
See note 1.

changedinfo

VnflnfoModifications

Information about the changed VNF instance
information, including VNF configurable properties, if
applicable. See note 1 and note 2.

affectedVipCps

AffectedVipCp

Information about virtual IP CP instances that were
affected during the execution of the lifecycle
management operation.

changedExtConnectivit
y

ExtVirtualLinkInfo

Information about changed external connectivity, if
applicable. See note 1.

modificationsTriggered
ByVnfPkgChange

ModificationsTriggeredB
yVnfPkgChange

Information about performed changes of
"Vnflnstance" attributes triggered by changing the
current VNF package, if applicable. Shall be absent if
the "operation” attribute is different from

"CHANGE_ VNFPKG". See note 1 and note 2.

vnfSnapshotinfold

Identifier

Identifier of the "individual VNF snapshot" resource.
Shall be present if applicable to the type of LCM
operation, i.e. if the value of the "operation" attribute is
either "CREATE_SNAPSHOT" or
"REVERT_TO_SNAPSHOT".

IcmCoordinations

Structure (inlined)

Information about LCM coordination actions (see
clause 10) related to this LCM operation occurrence

>id

Identifier

Identifier of this coordination action. For a terminated
coordination action, this attribute refers to the "id"
attribute in the "LcmCoord" data structure (see
clause 10.5.2.3). For a timed-out or ongoing
coordination action, this attribute refers to the
{coordinationld} URI variable in the "Location" header
of the "202 Accepted" HTTP response to the POST
request that has initiated the coordination action (see
clause 10.4.2.3.1).

>coordinationActionNa
me

Identifier

Indicator of the actual coordination action.

>coordinationResult

LcmCoordResultType

The result of executing the coordination action which
also implies the action to be performed by the VNFM
as the result of this coordination.

Shall be present if the coordination has been finished.
Shall be absent if the coordination is ongoing or has
timed out (see note 4).

>startTime

DateTime

The time when the VNFM has received the
confirmation that the coordination action has been
started.

>endTime

DateTime

The time when the VNFM has received the
confirmation that the coordination action has finished
or has been cancelled, or the time when a
coordination action has timed out. Shall be present for
a coordination action that has finished or timed out
(see note 4) and shall be absent if the coordination is
ongoing.

>endpointType

Enum (inlined)

The endpoint type used by this coordination action.
Valid values:
e MGMT: coordination with other operation
supporting management systems (e.g. EM).
e VNF: coordination with the VNF instance.

>delay

DateTime

The end of the delay period.

This attribute shall be present if the last known HTTP
response related to this coordination has contained a
"Retry-After" header, and shall be absent otherwise.
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Attribute name Data type Cardinality Description
rejectedLcmCoordinati  |Structure (inlined) 0..N Information about LCM coordination actions (see

ons clause 10) that were rejected by 503 error which

means they will be tried again after a delay.
See note 5.

>coordinationActionNa (ldentifier 1 Indicator of the actual coordination action.

me

>rejectionTime DateTime 1 The time when the VNFM has received the 503

response that rejects the actual coordination.
>endpointType Enum (inlined) 1 The endpoint type used by this coordination action.
Valid values:
e  MGMT: coordination with other operation
supporting management systems (e.g. EM).
e VNF: coordination with the VNF instance.
>delay DateTime 1 The end of the delay period, as calculated from the
startTime and "Retry-After" header.

warnings String 0..N Warning messages that were generated while the

operation was executing.

If the operation has included LCM coordination
actions and these have resulted in warnings, such
warnings should be added to this attribute.

_links Structure (inlined) 1 Links to resources related to this resource.

>self Link 1 URI of this resource.

>vnflnstance Link 1 Link to the VNF instance that the operation applies to.

>grant Link 0.1 Link to the grant for this operation, if one exists.

>cancel Link 0.1 Link to the task resource that represents the "cancel"
operation for this VNF LCM operation occurrence, if
cancelling is currently allowed.

>retry Link 0.1 Link to the task resource that represents the "retry"

operation for this VNF LCM operation occurrence, if
retrying is currently allowed.

>rollback Link 0.1 Link to the task resource that represents the "rollback"

operation for this VNF LCM operation occurrence, if
rolling back is currently allowed.

>fail Link 0.1 Link to the task resource that represents the "fail"

operation for this VNF LCM operation occurrence, if
declaring as failed is currently allowed.

>vnfSnapshot Link 0.1 Link to the VNF snapshot resource, if the VNF LCM

operation occurrence is related to a VNF snapshot.
Shall be present if operation="CREATE_SNAPSHOT"
or operation="REVERT_TO_SNAPSHOT".

NOTE 1: This allows the API consumer to obtain the information contained in the latest "result" notification if it has not
received it due to an error or a wrongly configured subscription filter.

NOTE 2: Not more than one of changedinfo and modificationsTriggeredByVnfPkgChange shall be present.

NOTE 3: For a particular affected VL, there shall be as many "AffectedVirtualLink" entries as needed for signalling the
different types of changes, i.e. one per virtual link and change type. For instance, in the case of signalling
affected VL instances involving the addition of a particular VL instance with links ports, one "AffectedVirtualLink"
entry signals the addition of the VL by using the "changeType" attribute of "AffectedVirtualLink" structure equal
to "ADDED", and another "AffectedVirtualLink" entry signals the addition of VNF link ports of the VL by using the
"changeType" equal to "LINK_PORT_ADDED".

NOTE 4: A coordination action has timed out if the VNFM has not been able to read the "Individual coordination action”
resource within a timeout interval after requesting the coordination to be started or to be cancelled. The length of
the timeout interval is defined by means outside the scope of the present document.

NOTE 5: The list of rejected coordinations may be garbage collected if the LCM operation occurrence has reached a

terminal state, i.e. one of "COMPLETED", "FAILED" and "ROLLED_BACK".

5.5.2.14 Type: CancelMode

This type represents a parameter to select the mode of cancelling an ongoing VNF LCM operation occurrence. It shall
comply with the provisions defined in table 5.5.2.14-1.

Table 5.5.2.14-1: Definition of the CancelMode data type

Attribute name Data type Cardinality Description

cancelMode CancelModeType 1 Cancellation mode to apply.
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5.5.2.15 Type: LcenSubscriptionRequest

This type represents a subscription request related to notifications about VNF lifecycle changes. It shall comply with the
provisions defined in table 5.5.2.15-1.

Table 5.5.2.15-1: Definition of the LccnSubscriptionRequest data type

Attribute name Data type Cardinality Description
filter LifecycleChangeNoti (0..1 Filter settings for this subscription, to define the subset of
ficationsFilter all notifications this subscription relates to. A particular

notification is sent to the subscriber if the filter matches,
or if there is no filter.

callbackUri Uri 1 The URI of the endpoint to send the notification to.
authentication SubscriptionAuthenti [0..1 Authentication parameters to configure the use of
cation Authorization when sending notifications corresponding

to this subscription, as defined in clause 8.4 of ETSI
GS NFV-SOL 013 [6].

This attribute shall only be present if the subscriber
requires authorization of notifications.

verbosity LcmOpOccNotificati  |0..1 This attribute signals the requested verbosity of LCM
onVerbosityType operation occurrence notifications. If it is not present, it
shall default to the value "FULL".

5.5.2.16 Type: LcenSubscription

This type represents a subscription related to notifications about VNF lifecycle changes. It shall comply with the
provisions defined in table 5.5.2.16- 1.

Table 5.5.2.16-1: Definition of the LccnSubscription data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this subscription resource.
filter LifecycleChangeNotific [0..1 Filter settings for this subscription, to define the subset of
ationsFilter all notifications this subscription relates to. A particular

notification is sent to the subscriber if the filter matches,
or if there is no filter.

callbackUri Uri 1 The URI of the endpoint to send the notification to.
verbosity LcmOpOccNatification |1 This attribute signals the verbosity of LCM operation
VerbosityType occurrence notifications.
links Structure (inlined) 1 Links to resources related to this resource.
>self Link 1 URI of this resource.

5.5.2.17 Type: VnfLcmOperationOccurrenceNotification

This type represents a VNF lifecycle management operation occurrence notification, which informs the receiver of
changesin the VNF lifecycle caused by a VNF LCM operation occurrence. It shall comply with the provisions defined
intable 5.5.2.17-1. The support of the notification is mandatory.

This notification shall be triggered by the VNFM when there is a change in the state of a VNF LCM operation
occurrence that changes the VNF lifecycle, which represents an occurrence of one the following LCM operations:

o Instantiation of the VNF

e  Scaling of the VNF instance (including auto-scaling)

o Healing of the VNF instance (including auto-healing)

. Change of the state of the VNF instance (i.e. Operate VNF)
e  Change of the deployment flavour of the VNF instance

. Change of the external connectivity of the VNF instance

ETSI



127 ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

. Selection of deployable modules of the VNF instance
. Termination of the VNF instance

. Modification of VNF instance information and/or VNF configurable properties through the "PATCH" method
on the "Individual VNF instance" resource

. Creation of a VNF snapshot
. Reversion of the VNF instance to a VNF snapshot
. Change of the current VNF package

Clause 5.6.2 defines the states and state transition of a VNF LCM operation occurrence, and also specifies details of the
notifications to be emitted at each state transition.

If thisistheinitial notification about the start of a VNF LCM operation occurrence, it is assumed that the notificationis
sent by the VNFM before any action (including sending the grant request) is taken as part of the LCM operation. Due to
possible race conditions, the "start" notification, and the LCM operation acknowledgment (i.e. the "202 Accepted"”
response) can arrive in any order at the APl consumer, and the API consumer shall be able to handle such a situation.

If thisis a notification about afinal or intermediate result state of aVNF LCM operation occurrence, the notification
shall be sent after all related actions of the LCM operation that led to this state have been executed.

The new state shall be set in the "Individual VNF LCM operation occurrence” resource before the notification about the
state change is sent.

The amount of information provided in the LCM operation occurrence notifications to be issued by the VNFM when a
particular subscription matches can be controlled by the API consumer using the "verbosity" attribute in the
subscription request (see clause 5.5.2.15). The "verbosity" setting in a particular individual subscription shall only apply
to the LCM operation occurrence notifications triggered by that subscription. However, it shall not affect the amount of
information in the "VnfLcmOpOcc" structure (see clause 5.5.2.13) which represents the "Individual LCM operation
occurrence” resource associated with each of the notifications.

See clause 5.6.2.2 for further provisions regarding sending this notification, including in cases of handling LCM
operation errors.

Table 5.5.2.17-1: Definition of the VnfLcmOperationOccurrenceNotification data type

Attribute name Data type Cardinality Description

Id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types. Shall
be set to "VnfLcmOperationOccurrenceNotification" for
this notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to. Shall be set to the value of the "id" attribute of the
"LcenSubscription” representing the associated

"Individual subscription” resource.

timeStamp DateTime 1 Date-time of the generation of the notification.
notificationStatus Enum (inlined) 1 Indicates whether this notification reports about the
start of a lifecycle operation or the result of a lifecycle
operation.
Permitted values:

e START: Informs about the start of the VNF
LCM operation occurrence.

e RESULT: Informs about the final or
intermediate result of the VNF LCM operation
occurrence.

operationState LcmOperationStateTyp |1 The state of the VNF LCM operation occurrence.
e

vnflnstanceld Identifier 1 The identifier of the VNF instance affected.

operation LcmOperationType 1 The lifecycle management operation.
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Attribute name

Data type

Cardinality

Description

isAutomaticlnvocation

Boolean

1

Set to true if this VNF LCM operation occurrence has
been triggered by an automated procedure inside the
VNFM (i.e. ScaleVnf/ScaleVnfToLevel triggered by
auto-scale, or HealVnf triggered by auto-heal).

Set to false otherwise.

verbosity

LcmOpOccNotification
VerbosityType

This attribute signals the verbosity of the notification. If
it is not present, it shall default to the value "FULL".

If the value is "SHORT", full change details can be
obtained by performing a GET request on the
"Individual LCM operation occurrence" resource that is
signalled by the "vnfLcmOpOcc" child attribute of the

" links" attribute.

vnfLemOpOccld

Identifier

The identifier of the VNF lifecycle management
operation occurrence associated to the notification.

Shall be set to the value of the "id" attribute of the
"VnfLemOpOcc" representing the associated "Individual
VNF lifecycle management operation occurrence”
resource.

affectedVnfcs

AffectedVnfc

Information about VNFC instances that were affected
during the lifecycle operation. See note 1.

affectedVirtualLinks

AffectedVirtualLink

Information about VL instances that were affected
during the lifecycle operation. See note 1 and note 2.

affectedExtLinkPorts

AffectedExtLinkPort

Information about external VNF link ports that were
affected during the lifecycle operation. See note 1.

affectedVirtualStorages

AffectedVirtualStorage

Information about virtualised storage instances that
were affected during the lifecycle operation. See
note 1.

changedinfo

VnflnfoModifications

Information about the changed VNF instance
information, including changed VNF configurable
properties.

Shall be present if the "notificationStatus"” is set to
"RESULT", the "operation" attribute is not equal to
"CHANGE_VNFPKG", the "verbosity" attribute is set to
"FULL" and the operation has performed any changes
to VNF instance information, including VNF
configurable properties. Shall be absent otherwise. See
note 3.

affectedVipCps

AffectedVipCp

0..N

Information about virtual IP CP instances that were
affected during the execution of the lifecycle
management operation, if this notification represents
the result of a lifecycle management operation
occurrence.

Shall be present if the "notificationStatus” is set to
"RESULT", the "verbosity" attribute is set to "FULL" and
the operation has made any changes to the virtual IP
CP instances of the VNF instance. Shall be absent
otherwise. Only information about virtual IP CP
instances that have been added, deleted or modified
shall be provided.

affectedVirtualCps

AffectedVirtualCp

0..N

Information about virtual CP instances that were
affected during the execution of the lifecycle
management operation, if this notification represents
the result of a lifecycle management operation
occurrence.

Shall be present if the "notificationStatus"” is set to
"RESULT", the "verbosity" attribute is set to "FULL" and
the operation has made any changes to the virtual CP
instances of the VNF instance. Shall be absent
otherwise. Only information about virtual CP instances
that have been added, deleted or modified shall be
provided.
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Attribute name

Data type

Cardinality

Description

affectedCertificates

AffectedCertificate

0..N

Information about certificate content that were affected
during the execution of the lifecycle management
operation, if this notification represents the result of a
lifecycle management operation occurrence.

Shall be present when using delegation mode,
otherwise shall be absent.

This attribute shall be supported when delegation mode
in certificate management is applicable.

changedExtConnectivity

ExtVirtualLinkinfo

0..N

Information about changed external connectivity, if this
notification represents the result of a lifecycle operation
occurrence.

Shall be present if the "notificationStatus” is set to
"RESULT", the "verbosity" attribute is set to "FULL" and
the operation has made any changes to the external
connectivity of the VNF instance. Shall be absent
otherwise. Only information about external VL
instances that have been added or modified shall be
provided.

modificationsTriggeredB
yVnfPkgChange

ModificationsTriggered
ByVnfPkgChange

0.1

Information about performed changes of "Vnfinstance"
attributes triggered by changing the current VNF
package.

Shall be present if the "notificationStatus"” is set to
"RESULT", the "operation" attribute is equal to
"CHANGE_VNFPKG", the "verbosity" attribute is set to
"FULL" and the operation has performed any changes
to "Vnfinstance" attributes. Shall be absent otherwise.
See note 3.

error

ProblemDetails

0.1

Details of the latest error, if one has occurred during
executing the LCM operation (see clause 6.3 of ETSI
GS NFV-SOL 013 [6]). Shall be present if the
"operationState" attribute is "FAILED_TEMP",
"FAILED" or "ROLLED_BACK" and shall be absent
otherwise.

“links

LcenLinks

Links to resources related to this notification. The link
URIs in this structure shall be set to point to the
resources identified by the corresponding identifier
attributes in this notification.

NOTE 1: Shall be present if the "notificationStatus” is set to "RESULT", the "verbosity" attribute is set to "FULL" and the
operation has performed any resource modification. Shall be absent otherwise. This attribute contains
information about the cumulative changes to virtualised resources that were performed so far by the VNF LCM
operation occurrence and by any of the error handling procedures for that operation occurrence.

NOTE 2: For a particular affected VL, there shall be as many "AffectedVirtualLink" entries as needed for signalling the
different types of changes, i.e. one per virtual link and change type. For instance, in the case of signalling
affected VL instances involving the addition of a particular VL instance with links ports, one "AffectedVirtualLink"
entry signals the addition of the VL by using the "changeType" attribute of "AffectedVirtualLink" structure equal
to "ADDED", and another "AffectedVirtualLink" entry signals the addition of VNF link ports of the VL by using the
"changeType" equal to "LINK_PORT_ADDED".

NOTE 3: Not more than one of changedinfo and modificationsTriggeredByVnfPkgChange shall be present.

5.5.2.18 Type: VnfldentifierCreationNotification

This type represents a VNF identifier creation notification, which informs the receiver of the creation of a new
"Individual VNF instance" resource and the associated VNF instance identifier. It shall comply with the provisions
defined in table 5.5.2.18-1. The support of the notification is mandatory.

This naotification shall be triggered by the VNFM when it has created an "Individual VNF instance” resource and the
associated VNF instance identifier.
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Table 5.5.2.18-1: Definition of the VnfldentifierCreationNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "VnfldentifierCreationNotification" for this
notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timeStamp DateTime 1 Date-time of the generation of the notification.

vnflnstanceld Identifier 1 The created VNF instance identifier.

_links LcenLinks 1 Links to resources related to this notification.

5.5.2.19 Type: VnfldentifierDeletionNotification

This type represents a VNF identifier deletion notification, which informs the receiver of the deletion of a new
"Individual VNF instance" resource and the associated VNF instance identifier. It shall comply with the provisions
defined in table 5.5.2.19-1. The support of the notification is mandatory.

This natification shall be triggered by the VNFM when it has deleted an "Individual VNF instance” resource and the
associated VNF instance identifier.

Table 5.5.2.19-1: Definition of the VnfldentifierDeletionNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "VnfldentifierDeletionNotification" for this
notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.
timeStamp DateTime 1 Date-time of the generation of the notification.
vnflnstanceld Identifier 1 The deleted VNF instance identifier.
links LcenLinks 1 Links to resources related to this notification.

5.5.2.20 Type: CreateVnfSnapshotinfoRequest

This type represents request parameters for the creation of an "Individual VNF snapshot” resource which can be
populated with content obtained by invoking the " Create VNF snapshot” LCM operation or extracted from a VNF
snapshot package. It shall comply with the provisions defined in table 5.5.2.20-1.

Table 5.5.2.20-1: Definition of the CreateVnfSnapshotinfoRequest data type

Attribute name Data type Cardinality Description
vnfSnapshotPkgld Identifier 0.1 Identifier of the VNF snapshot package information held
by the NFVO. See note.

NOTE:  The present attribute shall be provided if the "Individual VNF snapshot" resource is requested to be created
and be filled from a VNF snapshot package extraction.

5.5.2.21 Type: CreateVnfSnapshotRequest
This type represents request parameters for the "Create VNF Snapshot” LCM operation which takes a snapshot of a

VNF instance and populates a previoudy-created "Individual VNF snapshot" resource with the content of the snapshot.
It shall comply with the provisions defined in table 5.5.2.21-1.
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Table 5.5.2.21-1: Definition of the CreateVnfSnapshotRequest data type

Attribute name

Data type

Cardinality

Description

vnfSnapshotinfold

Identifier

1

Identifier of the individual VNF snapshot resource to
which the VNF Snapshot is to be associated.

vnfclnstanceld

IdentifierinVnf

0.1

Identifier of the VNFC instance to be snapshotted. Each
identifier references the "id" attribute in a "VnfcInfo"
structure. If this attribute is provided, only a snapshot of
the referred VNFC instance shall be created.

additionalParams

KeyValuePairs

0.1

Additional input parameters for the snapshot creation
process, specific for the VNF being "snapshotted”, as
declared in the VNFD as part of
"CreateSnapshotVnfOpConfig" defined in ETSI

GS NFV-IFA 011 [7].

userDefinedData

KeyValuePairs

0.1

User defined data for the VNF snapshot.

5.5.2.22

Type: VnfSnapshotinfo

Thistype represents an "individual VNF snapshot” resource. It shall comply with the provisions defined in

table 5.5.2.22-1.

Table 5.5.2.22-1: Definition of the VnfSnapshotinfo data type

Attribute name

Data type

Cardinality

Description

id

Identifier

1

Identifier of the individual VNF snapshot resource. This
identifier is allocated by the VNEM.

vnfSnapshotPkgld

Identifier

0.1

Identifier of the VNF snapshot package information held by
the EM. Shall be present when the "Individual VNF
snapshot" resource is created from a VNF snapshot
package extraction.

vnfSnapshot

VnfSnapshot

0.1

Information about the VNF snapshot, content and/or
references to its content. Shall be present when the
individual VNF snapshot resource is associated to a VNF
snapshot created via the corresponding "Create VNF
snapshot" task resource or extracted from a VNF snapshot|
package.

links

Structure (inlined)

Links to resources related to this resource.

>self

Link

URI of this resource.

>takenFrom

Link

SIS

Link to the VNF instance from which this snapshot was
taken. Shall be present when the "Individual VNF
snapshot" resource is associated to a VNF snapshot
created via the corresponding "Create VNF snapshot” task
resource.

5.5.2.23

Type: VnfSnapshot

This type represents a VNF snapshot. It shall comply with the provisions defined in table 5.5.2.23-1.

Table 5.5.2.23-1: Definition of the VnfSnapshot data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of the VNF Snapshot. This identifier is allocated
by the VNFM.

vnflnstanceld Identifier 1 Identifier of the snapshotted VNF instance.

creationStartedAt DateTime 1 Timestamp indicating when the VNF snapshot creation
has been started by the VNFM.

creationFinishedAt DateTime 0.1 Timestamp indicating when the VNF snapshot has been
completed by the VNFM. Shall be present once the VNF
snapshot creation has been completed.

vnfdld Identifier 1 Identifier of the VNFD in use at the time the snapshot of
the VNF instance has been created.
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Attribute name Data type Cardinality Description
vnflnstance Vnflnstance 1 VNF instance information of the snapshotted VNF
instance. This is a copy of the individual VNF instance
resource.
vnfcSnapshots VnfcSnapshotinf |1..N Information about VNFC snapshots constituting this VNF
o shapshot.
userDefinedData KeyValuePairs 0..1 User defined data for the VNF snapshot.
_links Structure 1 Links to resources related to this resource.
(inlined)
>self Link 1 URI of this resource.

5.5.2.24 Type: RevertToVnfSnapshotRequest

This type represents request parameters for the "Revert-to VNF Snapshot™ operation. It shall comply with the provisions
defined in table 5.5.2.24-1.

Table 5.5.2.24-1: Definition of the RevertToVnfSnapshotRequest data type

Attribute name Data type Cardinality Description
vnfSnapshotinfold Identifier 0.1 Identifier of the "individual VNF snapshot" resource with
the information of the VNF snapshot to be reverted to.
vnfclnstanceld Identifier 0.1 List of identifiers of the VNFC instance to be reverted.

Each identifier references the "id" attribute in a "VnfcInfo"
structure. Shall be present if the request is for reverting a
specific VNFC instance.

vnfcSnapshotinfold Identifier 0.1 Identifier of the VNFC snapshot information with the
information of the VNFC snapshot to be reverted to.
Shall only be present if the "vnfclnstanceld" is present.

additionalParams KeyValuePairs  |0..1 Additional input parameters for the revert to VNF
snapshot process, specific for the VNF being "reverted",
as declared in the VNFD as part of
"RevertToSnapshotVnfOpConfig" defined in ETSI

GS NFV-IFA 011 [7].

5.5.3 Referenced structured data types

5531 Introduction

This clause defines data structures that can be referenced from data structures defined in the previous clauses, but can
neither be resource representations nor bound to any subscribe/notify mechanism.

5.5.3.2 Type: ExtVirtualLinkData
Thistype represents an external VL. It shall comply with the provisions defined in table 5.5.3.2-1.

Table 5.5.3.2-1: Definition of the ExtVirtualLinkData data type

Attribute name Data type Cardinality Description
id Identifier 1 The identifier of the external VL instance. The identifier is
assigned by the NFV-MANO entity that manages this VL
instance.
vimConnectionld Identifier 0.1 Identifier of the VIM connection to manage this resource.

This attribute shall only be supported and present if
VNF-related resource management in direct mode is
applicable. See note 1.

resourceProviderld |Identifier 0.1 Identifies the entity responsible for the management of
this resource.

This attribute shall only be supported and present if
VNF-related resource management in indirect mode is
applicable. The identification scheme is outside the
scope of the present document.
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Attribute name

Data type

Cardinality

Description

resourceld

IdentifierinVim

1

The identifier of the resource in the scope of the VIM or
the resource provider.

extCps

VnfExtCpData

1..N

External CPs of the VNF to be connected to this external
VL. Entries in the list of external CP data that are
unchanged need not be supplied if the ExtVirtualLinkData
structure is part of a request or response that modifies
the external connectivity.

extLinkPorts

ExtLinkPortData

0..N

Externally provided link ports to be used to connect
external connection points to this external VL. If this
attribute is not present, the VNFM shall create the link
ports on the external VL except in the cases defined
below. See note 2.

extNetAttDefResou
rceData

NetAttDefResourceData

Externally provided network attachment definition
resource(s) that provides the specification of the interface
to attach external CPs to this external VL. See note 3.

It is only applicable if the external VL is realized by a
secondary container cluster network. It shall not be
present otherwise.

NOTE 1: The information about the VIM connection referenced by the VIM connection id is known to the VNFM.
Moreover, the identifier of the VIM connection provides scope to the resourceld.

NOTE 2: A link port is not needed for an external CP instance that exposes a CP in the following cases:
1) For a virtual IP CP directly exposed as an external CP:
1.1) No dedicated IP address is allocated as virtual IP address, as indicated in the VNFD.
1.2) A dedicated IP address is allocated as virtual IP address, but the NFVO indicates that no port is
needed (createExtLinkPort in VnfExtCpconfig set to false).
2) For avirtual IP CP exposed as an external CP via a floating IP address:
2.1) No dedicated IP address is allocated as virtual IP address, as indicated in the VNFD, and the VNFC
CP associated to the virtual IP CP is also exposed via a floating IP address.
3) ForaVIRTUAL CP exposed as an external CP.
4) For a VNFC CP exposed as an external CP in a secondary container cluster external network.
NOTE 3: An example of the network attachment definition resource when the container infrastructure service
management is a Kubernetes® instance is a Network Attachment Definition (NAD).
5.5.3.3 Type: ExtVirtualLinkInfo

Thistype represents information about an external VL. It shall comply with the provisions defined in table 5.5.3.3-1.

Table 5.5.3.3-1: Definition of the ExtVirtualLinkInfo data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of the external VL and the related external VL
information instance. The identifier is assigned by the
NFV-MANO entity that manages this VL instance.

resourceHandle ResourceHandle 1 Reference to the resource realizing this VL.

extLinkPorts ExtLinkPortInfo 0..N Link ports of this VL.

currentVnfExtCpData |VnfExtCpData 1..N Allows the API consumer to read the current CP
configuration information for the connection of external
CPs to the external virtual link. See note.

extNetAttDefResource [NetAttDefResourcelnfo |0..N Network attachment definition resources that provide
the specification of the interface to attach connection
points to this VL.

NOTE:  This attribute reflects the current configuration information that has resulted from merging into this attribute the

"VnfExtCpData" information which was passed as part of the "ExtVirtualLinkData" structure in the input of the
most recent VNF LCM operation such as "InstantiateVnfRequest", "ChangeExtVnfConnectivityRequest",
"ChangeVnfFlavourRequest" or "ChangeCurrentVnfPkgRequest", or has been provided by the NFVO during
the granting procedure. If applying such change results in an empty list of "currentVnfExtCpData" structure
instances, the affected instance of "ExtVirtualLinkInfo" shall be removed from its parent data structure.
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Type: ExtManagedVirtualLinkData

This type represents an externally-managed internal VL. It shall comply with the provisions defined in table 5.5.3.4-1.

Table 5.5.3.4-1: Definition of the ExtManagedVirtualLinkData data type

Attribute name

Data type

Cardinality

Description

id

Identifier

1

The identifier of the externally-managed internal VL
instance. The identifier is assigned by the NFV-MANO
entity that manages this VL instance.

vnfVirtualLinkDescld

IdentifierinVnfd

The identifier of the VLD in the VNFD for this VL.

vimConnectionld

Identifier

Identifier of the VIM connection to manage this resource.
This attribute shall only be supported and present if
VNF-related resource management in direct mode is
applicable. See note.

resourceProviderld

Identifier

0.1

Identifies the entity responsible for the management of
this resource.

This attribute shall only be supported and present if
VNF-related resource management in indirect mode is
applicable. The identification scheme is outside the
scope of the present document.

resourceld

IdentifierlnVim

1

The identifier of the resource in the scope of the VIM or
the resource provider.

NOTE:

The information about the VIM connection referenced by the VIM connection id is known to the VNFM.

Moreover, the identifier of the VIM connection provides scope to the resourceld.

5.5.3.5

Type: ExtManagedVirtualLinkinfo

This type provides information about an externally-managed virtual link. It shall comply with the provisions defined in

table 5.5.3.5-1.

Table 5.5.3.5-1: Definition of the ExtManagedVirtualLinkInfo data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of the externally-managed internal VL and
the related externally-managed VL information
instance. The identifier is assigned by the
NFV-MANO entity that manages this VL instance.

vnfVirtualLinkDescld IdentifierinVnfd 1 Identifier of the VNF Virtual Link Descriptor (VLD) in
the VNFD.

vnfdid Identifier 0.1 Identifier of the VNFD.
Shall be present in case the value differs from the
vnfdld attribute of the Vnflnstance (e.g. during a
"Change current VNF package" operation or due to
its final failure).

networkResource ResourceHandle 1 Reference to the VirtualNetwork resource providing
this VL.

vnfLinkPorts VnfLinkPortinfo 0..N Link ports of this VL.

vnfNetAttDefResource NetAttDefResourceln [0..N Network attachment definition resources that provide

fo the specification of the interface to attach connection

points to this VL.

5.5.3.6 Type: VnfExtCpData

This type represents configuration information for external CPs created from a CPD. It shall comply with the provisions

defined in table 5.5.3.

6-1.
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Table 5.5.3.6-1: Definition of the VnfExtCpData data type

Attribute name Data type Cardinality Description
cpdid IdentifierinVnfd 1 The identifier of the CPD in the VNFD. See note 1.
cpConfig map(VnfExtCpConfig) |[1..N Map of instance data that need to be configured on the

CP instances created from the respective CPD.

The key of the map which identifies the individual
VnfExtCpConfig entries is of type "ldentifierinVnf" and is
managed by the API consumer. The entries shall be
applied by the VNFM according to the rules of JSON
Merge Patch (see IETF RFC 7396 [3]).

See notes 2, 3,4, 5 and 6.

NOTE 1: In case this identifier refers to a CPD with trunking enabled, the external CP instances created from this CPD
will represent ports in a trunk.

NOTE 2: Within one VNF instance, all VNFC instances created from a particular VDU have the same external
connectivity. Thus, given a particular value of the "cpdld" attribute, there shall be one "cpConfig" entry for each
VNFC instance that has been or can be created from a VDU which includes a CPD identified by the "cpdld"
attribute. If the cpConfig represents a subport in a trunk, all "cpConfig" entries in this list shall have the same
segmentationld, which means they are connected to the same set of external VLs via the trunk.

NOTE 3: The map entry value shall be set to "null" in order to delete a "VnfExtCpConfig" entry identified by a particular
key value from the map, i.e. for the disconnection of an existing external CP instance addressed by
cplinstanceld in the deleted map entry from a particular external virtual link, and deletion of that instance in case
it represents a subport. Deleting the last key from the map removes the affected instance of the
"VnfExtCpData" structure from its parent data structure.

NOTE 4: If, as defined by the input parameters of a "ChangeVnfFlavour”, "ChangeExtVnfConnectivity" or
"ChangeCurrentVnfPkg" operation, a cpConfig map entry identified by a particular map key value is moved into
another "ExtVirtualLinkData" or "VnfExtCpData" structure, this particular cpConfig map entry may be used by
an external CP instance different than the one that has used it before the operation, or by no external CP
instance at all. Renaming a CPD identifier during the "changeCurrentVnfPkg" operation does not count as
moving the related "cpConfig" map entries to a new "extCpData" structure.

NOTE 5: Subports need not be used for containerized VNFCs. The application container can send and receive IP
packets with any VLAN tag as long as the network interface to connect to the secondary container cluster
network has been configured appropriately. Thus, no individual cpConfig, except the one representing the
trunk, need be modelled to allow traffic tagged with a particular VLAN through the connection point.

NOTE 6: In the case that the cloud native template included in the MCIOP describes the set of VNFC instances, for
containerized VNFCs individual connection points need not be configured for each VNFC instance. It is only
required to configure one "cpConfig" per "cpdld", not per VNFC instance. The case of using, for a scalable
VDU, a cloud native template in the MCIOP that describes one single VNFC instance is not specified in the
present document version.

5.5.3.6a Type: VnfExtCpConfig

This type represents an externally provided link port, or a network attachment definition resource of secondary
container cluster network, or network address information per instance of an external connection point.

In the case of VM-based deployment of the VNFC exposing the external CP:

. In casealink port is provided, the VNFM shall use that link port when connecting the external CP to the
external VL.

o In case alink port is not provided, the VNFM shall create alink port on the external VL, and use that link port
to connect the external CP to the external VL.

In the case of container-based deployment of the VNFC exposing the external CP, the VNFM shall use the network
attachment definition resource of secondary container cluster network when connecting the CP to the external VL.

Thistype shall comply with the provisions defined in table 5.5.3.6a-1.
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Table 5.5.3.6a-1: Definition of the VnfExtCpConfig data type

Attribute name Data type Cardinality Description

parentCpConfigld IdentifierinVnf 0.1 Value of the key that identifies the "VnfExtCpConfig" map
entry which corresponds to the parent port of the trunk.
Only present in "VnfExtCpConfig" structures that provide
configuration information for a CP which represents a
sub-port in a trunk, and if parent ports are supported.

linkPortld Identifier 0.1 Identifier of a pre-configured link port to which the
external CP will be associated. See notes 1 and 4.
createExtLinkPort Boolean 0.1 Indicates to the VNFM the need to create a dedicated link

port for the external CP.

If set to True, the VNFM shall create a link port.

If set to False, the VNFM shall not create a link port.
This attribute is only applicable for external CP instances
without a floating IP address that expose a virtual IP CP

instance for which a dedicated IP address is allocated. It
shall be present in that case and shall be absent

otherwise.
cpProtocolData CpProtocolData 0..N Parameters for configuring the network protocols on the
link port that connects the CP to a VL. See notes 1 and 2.
netAttDefResourceld |ldentifier 0..N Identifier of the "NetAttDefResourceData" structure that

provides the specification of the interface to attach the
external CP to a secondary container cluster network.

It is only applicable if the external CP is connected or to
be connected to a secondary container cluster network. It
shall not be present if the external CP is related to a
virtual network not categorized as secondary container
cluster network.

See notes 2, 3 and 4.

NOTE 1: The following conditions apply to the attributes "linkPortld" and "cpProtocolData" for an external CP instance
connected or to be connected to a virtual network not categorized as secondary container cluster network:

1) Void.

2) Atleast one of the "linkPortld" and "cpProtocolData" attributes shall be present for an external CP
instance representing a subport that is to be created, or an external CP instance that is to be created by
creating the corresponding VNFC or VNF instance during the current or a subsequent LCM operation, or
for an existing external CP instance that is to be re-configured or added to a particular external virtual link.

3) If the "linkPortld" attribute is absent, the VNFM shall create a link port.

4) If the "cpProtocolData" attribute is absent, the "linkPortld" attribute shall be provided referencing a
pre-created link port, and the VNFM can use means outside the scope of the present document to obtain
the pre-configured address information for the connection point from the resource representing the link
port.

5) If both "cpProtocolData" and "linkportld" are provided, the APl consumer shall ensure that the
cpProtocolData can be used with the pre-created link port referenced by "linkPortid".

NOTE 2: The following conditions apply to the attributes "netAttDefResourceld" and "cpProtocolData" for an external CP
instance connected or to be connected to a secondary container cluster network:

1) Void.

2) The "netAttDefResourceld" attribute shall be present and the "cpProtocolData" attribute may be present
for a to-be-created external CP instance or an existing external CP instance.

NOTE 3: Cardinality greater than 1 is only applicable for specific cases where more than one network attachment
definition resource is needed to fulfil the connectivity requirements of the external CP, e.g. to build a link
redundant mated pair in SR-IOV cases. When more than one netAttDefResourceld is indicated, all shall belong
to the same namespace as defined by the corresponding "containerNamespace" attribute in the
"resourceHandle" attribute in the "NetAttDefResourceData".

NOTE 4: Either linkPortld or netAttDefResourceld may be included, but not both.

5.5.3.6b Type: CpProtocolData

This type represents network protocol data. It shall comply with the provisions defined in table 5.5.3.6b- 1.
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Table 5.5.3.6b-1: Definition of the CpProtocolData data type

Attribute name Data type Cardinality Description

layerProtocol Enum (inlined) 1 Identifier of layer(s) and protocol(s).

Permitted values:
- IP_OVER_ETHERNET
- IP_FOR_VIRTUAL_CP

See note.

ipOverEthernet IpOverEthernetAddres |0..1 Network address data for IP over Ethernet to

sData assign to the external CP instance. Shall be

present if layerProtocol is equal to
"IP_OVER_ETHERNET", and shall be absent
otherwise.

virtualCpAddress VirtualCpAddressData |0..1 IP address data to assign to an external CP
instance exposing a virtual CP. It shall be
present if layerProtocol is equal to
"IP_FOR_VIRTUAL_CP" and the external CP
instance exposes a virtual CP and shall not be
present otherwise.

NOTE: This attribute allows to signal the addition of further types of layer and protocol in future versions of the

present document in a backwards-compatible way. In the current version of the present document, only IP
over Ethernet is supported.

5.5.3.6¢c

Type: IpOverEthernetAddressData

This type represents network address data for IP over Ethernet. It shall comply with the provisions defined in

table 5.5.3.6¢-1.

Table 5.5.3.6¢-1: Definition of the IpOverEthernetAddressData data type

Attribute name

Data type

Cardinality

Description

macAddress

MacAddress

0.1

MAC address. If this attribute is not present, it
shall be chosen by the VIM. See note 1.

segmentationType

Enum

0.1

Specifies the encapsulation type for the traffics
coming in and out of the trunk subport.
Permitted values:

*  VLAN: the subport uses VLAN as
encapsulation type.

* INHERIT: the subport gets its
segmentation type from the network it
is connected to.

This attribute may be present for CP instances
that represent subports in a trunk and shall be
absent otherwise. If this attribute is not present
for a subport CP instance, default value VLAN
shall be used.

segmentationld

String

0.1

Identification of the network segment to which
the CP instance connects to. See note 3 and
note 4.

ipAddresses

Structure (inlined)

List of IP addresses to assign to the CP
instance. Each entry represents IP address
data for fixed or dynamic IP address
assignment per subnet.

If this attribute is not present, no IP address
shall be assigned. See note 1.

>type

Enum (inlined)

The type of the IP addresses.
Permitted values: IPV4, IPV6.

>fixedAddresses

IpAddress

Fixed addresses to assign (from the subnet
defined by "subnetld" if provided). See note 2.

>numDynamicAddresses

Integer

0.1

Number of dynamic addresses to assign (from
the subnet defined by "subnetld" if provided).
See note 2.
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Attribute name Data type Cardinality Description
>addressRange Structure (inlined) 0.1 An IP address range to be used, e.g. in case of

egress connections. In case this attribute is
present, IP addresses from the range will be
used. See note 2.

>>minAddress IpAddress 1 Lowest IP address belonging to the range.

>>maxAddress IpAddress 1 Highest IP address belonging to the range.

>subnetld IdentifierlnVim 0.1 Subnet defined by the identifier of the subnet
resource in the VIM. In case this attribute is
present, IP addresses from that subnet will be
assigned; otherwise, IP addresses not bound
to a subnet will be assigned.

NOTE 1: At least one of "'macAddress" or "ipAddresses"” shall be present.

NOTE 2: Exactly one of "fixedAddresses", "numDynamicAddresses" or "ipAddressRange" shall be present.

NOTE 3: If the CP instance represents a subport in a trunk, segmentationld shall be present. Otherwise it shall not
be present.

NOTE 4: Depending on the NFVI networking infrastructure, the segmentationld may indicate the actual network
segment value (e.g. vlan Id, Vxlan segmentation id, etc.) used in the transport header of the packets or it
may be an identifier used between the application and the NFVI networking infrastructure to identify the
network sub-interface of the trunk port in question. In the latter case the NFVI infrastructure will map this
local segmentationld to whatever segmentationld is actually used by the NFVI's transport technology.

5.5.3.6d Type: VirtualCpAddressData

This type represents network address data for avirtual CP. It shall comply with the provisions defined in

table 5.5.3.6d-1.

Table 5.5.3.6d-1: Definition of the VirtualCpAddressData data type

Attribute name Data type Cardinality Description

type Enum (inlined) 1 The type of the IP addresses.
Permitted values: IPV4, IPV6.

loadBalancerlp IpAddress 0.1 Fixed address to assign to an external load balancer.
See notes 1, 2 and 4.

addressPoolName String 0.1 Name of an address pool from which the container
cluster will assign an IP address to the virtual CP. See
notes 3 and 4.

NOTE 1: If the container cluster is set up to be able to configure an external load balancer this address will be used,
otherwise it will be ignored by the CISM.

NOTE 2: In case the cluster can configure an external load balancer but no loadBalancerlp is provided the container
cluster will assign an IP address.

NOTE 3: The attribute is only relevant if the virtual CP is instantiated in a cluster that supports configuration of IP
address pools for virtual CPs. Otherwise it shall be ignored. MetalLB is an example of a solution for
Kubernetes® that supports configuration of address pools for load balancer services.

NOTE 4: The loadBalancerlp and the addressPoolName attributes shall not be present at the same time.

5.5.3.7 Type: Scalelnfo

Thistype represents the scale level of aVNF instance related to a scaling aspect. It shall comply with the provisions

defined in table 5.5.3.7-1.

Table 5.5.3.7-1: Definition of the Scalelnfo data type
Attribute name Data type Cardinality Description
aspectld IdentifierlnVnfd 1 Identifier of the scaling aspect.
vnfdid Identifier 0.1 Identifier of the VNFD.

Shall be present in case the value differs from the vnfdid
attribute of the Vnflnstance (e.g. during a "Change
current VNF package" operation or due to its final
failure).
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Attribute name Data type Cardinality Description
scaleLevel Integer 1 Indicates the scale level. The minimum value shall be 0
and the maximum value shall be <= maxScaleLevel as
described in the VNFD.
5.5.3.8 Type: VnfcResourcelnfo

This type represents the information on virtualised compute and storage resources used by a VNFC in aVNF instance.

Depending on the form of virtualisation container of the VNFC:

e foraVNFC based on VM, areference to the corresponding Virtual Compute shall be provided; and

. for aVNFC based on OS container(s), a reference to the Compute M CIO shall be provided. Hence, exposure
of information by the VNFM to the NFVO is at the MCIO level.

In addition, the references to the storage resources depend on the form of the VNFC:

. for aVNFC based on VM, storage resource identifiers shall refer to Virtual Storage resources; and

. for aVNFC based on OS container(s), storage resource identifiers shall refer to Storage MCIOs.

It shall comply with the provisions defined in table 5.5.3.8- 1.

Table 5.5.3.8-1: Definition of the VnfcResourcelnfo data type

Attribute name

Data type

Cardinality

Description

id

IdentifierinVnf

1

Identifier of this VnfcResourcelnfo instance.

vduld

IdentifierlnVnfd

1

Reference to the applicable VDU in the VNFD.
See note 1.

vnfdid

Identifier

Identifier of the VNFD.

Shall be present in case the value differs from the vnfdid
attribute of the Vnfinstance (e.g. during a "Change
current VNF package" operation or due to its final
failure). See note 4.

computeResource

ResourceHandle

Reference to the VirtualCompute resource or reference
to a Compute MCIO.

storageResourcelds

IdentifierinVnf

References to the VirtualStorage resources or references
to Storage MCIO(s).

The value refers to a VirtualStorageResourcelnfo item in
the Vnflnstance.

reservationld

Identifier

The reservation identifier applicable to the resource. It
shall be present when an applicable reservation exists.

vnfcCplnfo

Structure (inlined)

All CPs of the VNFC instance. See note 7.

>id

IdentifierinVnf

Identifier of this VNFC CP instance and the associated
array entry.

>cpdld

IdentifierinvVnfd

Identifier of the VDU CPD, cpdld, in the VNFD. See
note 1.

>vnfExtCpld

IdentifierlnVnf

Identifier of the related external CP. Shall be present
when the VNFC CP is exposed as an external CP of the
VNF instance or connected to an external CP of the VNF
instance (see note 2) and shall be absent otherwise.

>cpProtocolinfo

CpProtocollnfo

Network protocol information for this CP. May be omitted
if the VNFC CP is exposed as an external CP. See
note 3.

>vnfLinkPortld

IdentifierinVnf

Identifier of the "VnfLinkPortinfo" structure in the
"VnfVirtualLinkResourcelnfo" or
"ExtManagedVirtualLinkInfo" structure. Shall be present if
the CP is associated to a link port on an internal VL
(including externally-managed internal VL) of the VNF
instance and shall be absent otherwise.

>parentCpld

IdentifierlnVnf

Identifier of another VNFC CP instance that corresponds
to the parent port of a trunk that the present VNFC CP
instance participates in. Shall be provided if the present
CP instance patrticipates in a trunk as subport.
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Attribute name

Data type

Cardinality

Description

>netAttDefResourceld

Identifier

0..N

Identifier of the "NetAttDefResourcelnfo" structure that
provides the specification of the interface to attach the
connection point to a secondary container cluster
network. See notes 5 and 6.

It shall be present if the internal CP is associated to a
VNFC realized by one or a set of OS containers and is
connected to a secondary container cluster network. It
shall not be present otherwise.

>certificateContentld

Identifier

0.1

Identifier of the "CertificateContent" structure that
provides the information of the certificate that this VNFC
CP instance uses. Shall be present when using in
delegation-mode. Otherwise shall not be present.

This attribute shall be supported when delegation mode
in certificate management is applicable.

>metadata

KeyValuePairs

Metadata about this CP.

metadata

KeyValuePairs

Metadata about this resource.

certificateContentld

Identifier

S[o[o
NN

Identifier of the "CertificateContent" structure that
provides the information of the certificate that this VNFC
instance uses. Shall be present when using in
delegation-mode. Otherwise shall not be present.

This attribute shall be supported when delegation mode
in certificate management is applicable.

NOTE 1: ETSI GS NFV-SOL 001 [i.3] specifies the structure and format of the VNFD based on TOSCA specifications.

NOTE 2: A VNFC CP is "connected to" an external CP if the VNFC CP is connected to an internal VL that exposes an
external CP. A VNFC CP is "exposed as" an external CP if it is connected directly to an external VL.

NOTE 3: The information can be omitted because it is already available as part of the external CP information.

NOTE 4: If only the value or the presence of this attribute is changed in the "VnfcResourcelnfo" structure by an LCM
operation occurrence, this does not represent a change that requires including a related "AffectedVnfc"
structure in the VNF LCM operation occurrence notifications or the "VnfLcmOpOcc" structure related to this
LCM operation occurrence.

NOTE 5: Cardinality greater than 1 is only applicable for specific cases where more than one network attachment
definition resource is needed to fulfil the connectivity requirements of the internal CP, e.g. to build a link
redundant mated pair in SR-IOV cases.

NOTE 6: When more than one netAttDefResourceld is indicated, all shall belong to the same namespace.

NOTE 7: Subports need not be used for containerized VNFCs. The application container can send and receive IP
packets with any VLAN tag as long as the network interface to connect to the secondary container cluster
network has been configured appropriately. Thus, no individual vnfcCpinfo, except the one representing the
trunk, need be modelled to allow traffic tagged with a particular VLAN through the connection point.

5.5.3.9 Type: VnfVirtualLinkResourcelnfo

This type represents the information that allows addressing a virtualised resource that is used by aninterna VL instance
inaVNF instance. It shall comply with the provisions defined in table 5.5.3.9-1.

Table 5.5.3.9-1: Definition of the VnfVirtualLinkResourcelnfo data type

Attribute name Data type Cardinality Description

id IdentifierinVnf 1 Identifier of this VnfVirtualLinkResourcelnfo instance.

vnfVirtualLinkDescld IdentifierinVnfd 1 Identifier of the VNF Virtual Link Descriptor (VLD) in the
VNED.

vnfdld Identifier 0..1 Identifier of the VNFD.
Shall be present in case the value differs from the vnfdid
attribute of the Vnflnstance (e.g. during a "Change
current VNF package" operation or due to its final failure).
See note.

networkResource ResourceHandle 1 Reference to the VirtualNetwork resource or reference to
a Network MCIO.

reservationld Identifier 0.1 The reservation identifier applicable to the resource. It
shall be present when an applicable reservation exists.

vnfLinkPorts VnfLinkPortinfo 0..N Links ports of this VL.
Shall be present when the linkPort is used for external
connectivity by the VNF (refer to VnfLinkPortInfo).
May be present otherwise.

metadata KeyValuePairs 0.1 Metadata about this resource.
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Attribute name | Data type | Cardinality | Description

NOTE: If only the value or the presence of this attribute is changed in the "VnfVirtualLinkResourcelnfo" structure by an
LCM operation occurrence, this does not represent a change that requires including a related
"AffectedVirtualLink" structure in the VNF LCM operation occurrence notifications or the "VnfLcmOpOcc"
structure related to this LCM operation occurrence.

5.5.3.10 Type: VirtualStorageResourcelnfo

This type represents the information that allows addressing a virtualised resource that is used by a VNF instance. It shall
comply with the provisions defined in table 5.5.3.10-1.

Table 5.5.3.10-1: Definition of the VirtualStorageResourcelnfo data type

Attribute name Data type Cardinality Description

id IdentifierlnVnf 1 Identifier of this VirtualStorageResourcelnfo instance.

virtualStorageDescld |IdentifierlnVnfd 1 Identifier of the VirtualStorageDesc in the VNFD.

vnfdid Identifier 0.1 Identifier of the VNFD.
Shall be present in case the value differs from the vnfdld
attribute of the Vnflnstance (e.g. during a "Change
current VNF package" operation or due to its final failure).
See note.

storageResource ResourceHandle 1 Reference to the VirtualStorage resource or reference to
a Storage MCIO.

reservationld Identifier 0.1 The reservation identifier applicable to the resource. It
shall be present when an applicable reservation exists.

metadata KeyValuePairs 0.1 Metadata about this resource.

NOTE:  If only the value or the presence of this attribute is changed in the "VirtualStorageResourcelnfo" structure by an
LCM operation occurrence, this does not represent a change that requires including a related
"AffectedVirtualStorage" structure in the VNF LCM operation occurrence naotifications or the "VnfLecmOpOcc"
structure related to this LCM operation occurrence.

5.5.3.11 Type: VnfLinkPortinfo

Thistype represents alink port of aninternal VL of aVNF. It shall comply with the provisions defined in
table 5.5.3.11-1.

Table 5.5.3.11-1: Definition of the VnfLinkPortinfo data type

Attribute name Data type Cardinality Description
id IdentifierlnVnf 1 Identifier of this link port as provided by the entity that
has created the link port.
resourceHandle ResourceHandle 1 Reference to the virtualised resource realizing this link
port.
cplnstanceld IdentifierlnVnf 0.1 When the link port is used for external connectivity by the

VNF, this attribute represents the identifier of the external
CP associated with this link port.

When the link port is used for internal connectivity in the
VNF, this attribute represents the identifier of the VNFC
CP to be connected to this link port.

There shall be at most one link port associated with any
external connection point instance or internal connection
point (i.e. VNFC CP) instance.

The value refers to an "extCplinfo" item in the Vnflnstance
or a "vnfcCplnfo" item of a "vnfcResourcelnfo" item in the
Vnflnstance.

See note 1.
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Attribute name

Data type

Cardinality

Description

cplnstanceType Enum (inlined) 0.1 Type of the CP instance that is identified by cplnstanceld.
Shall be present if "cplnstanceld” is present, and shall be
absent otherwise.
Permitted values:
e VNFC_CP: The link port is connected to a
VNFC CP.
e EXT_CP: The link port is associated to an
external CP.
See note 1.
vipCplnstanceld IdentifierlnVnf 0.1 Virtual IP CP instance of the VNF connected to this link
port. May be present.
See notes 1 and 2.
trunkResourceld IdentifierlnVim 0.1 Identifier of the trunk resource in the VIM.

Shall be present if the present link port corresponds to
the parent port that the trunk resource is associated with.
See note 3.

NOTE 1: Either cpinstanceld with cpinstanceType set to "EXT_CP" or any combination of cplnstanceld with
cplnstanceType set to "VNFC_CP" and vipCplnstanceld (i.e. one or both of them) shall be present for a
VnfLinkPortInfo. In case both cplnstanceld with cplnstanceType set to "VNFC_CP" and vipCplnstanceld are
present, the two different CP instances share the linkport.

NOTE 2:

Clause A.4 of ETSI GS NFV-IFA 007 [i.10] provides examples for configurations where both vipCplnstanceld

and vnfcCplnstanceld are present (UC#5 and UC#5-b), only vnfcCplnstanceld is present (UC#2), or only
vipCplnstanceld is present (UC6 and UC#6-b).
NOTE 3: The value of "trunkResourceld" is scoped by the value of "vimConnectionld" in the "resourceHandle" attribute.

5.5.3.12

Type: ExtLinkPortInfo

This type represents information about alink port of an external VL, i.e. aport providing connectivity for the VNF to an
NS VL. It shall comply with the provisions defined in table 5.5.3.12-1.

Table 5.5.3.12-1: Definition of the ExtLinkPortinfo data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this link port as provided by the entity that
has created the link port.

resourceHandle ResourceHandle 1 Reference to the virtualised resource realizing this link
port.

cplnstanceld IdentifierlnVnf 0.1 Identifier of the external CP of the VNF connected to this
link port.
There shall be at most one link port associated with any
external connection point instance.
The value refers to an "extCplinfo" item in the
Vnflnstance.

secondaryCplnstanc [ldentifierinVnf 0.1 Additional external CP of the VNF connected to this link

eld port.
If present, this attribute shall refer to a "secondary"
ExtCplnfo item in the VNF instance that exposes a virtual
IP CP instance which shares this linkport with the
external CP instance referenced by the "cplnstanceld”
attribute.
See note 1.

trunkResourceld IdentifierlnVim 0.1 Identifier of the trunk resource in the VIM.

Shall be present if the present link port corresponds to
the parent port that the trunk resource is associated with.
See note 2.

NOTE 1: The use cases UC#4 and UC#5 in clause A.4 of ETSI GS NFV-IFA 007 [i.10] provide examples for such a

configuration.
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Attribute name | Data type | Cardinality | Description

NOTE 2: The value of "trunkResourceld" is scoped by the value of "vimConnectionld" in the "resourceHandle" attribute.

5.5.3.12a  Type: ExtLinkPortData

This type represents an externally provided link port to be used to connect an external connection point to an external
VL. It shall comply with the provisions defined in table 5.5.3.12a-1.

Table 5.5.3.12a-1: Definition of the ExtLinkPortData data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this link port as provided by the entity that has created
the link port.

resourceHandle |ResourceHandle |1 Reference to the virtualised resource realizing this link port.

trunkResourceld (ldentifierinVim 0.1 Identifier of the trunk resource in the VIM.

Shall be present if the present link port corresponds to the parent

port that the trunk resource is associated with. See note.

NOTE:  The value of "trunkResourceld" is scoped by the value of "vimConnectionld" in the "resourceHandle"
attribute.

5.5.3.13 Type: ResourceHandle

This type represents the information that allows addressing a virtualised resource that is used by a VNF instance.
Information about the resource is available from the VIM. The ResourceHandl e type shall comply with the provisions
defined in table 5.5.3.13-1.

Table 5.5.3.13-1: Definition of the ResourceHandle data type

Attribute name Data type Cardinality Description

vimConnectionld Identifier 0.1 Identifier of the VIM or CISM connection to manage the
resource.

This attribute shall be supported when the resource is
managed by a CISM.

When the resource is managed by a VIM, this attribute
shall only be supported and present if VNF-related
resource management in direct mode is applicable.

See note 1.

resourceProviderld Identifier 0.1 Identifier of the entity responsible for the management of
the resource.

This attribute shall only be supported and present when
VNF-related resource management in indirect mode is
applicable. The identification scheme is outside the
scope of the present document.

resourceld IdentifierlnVim 1 Identifier of the resource in the scope of the VIM or the
CISM or the resource provider. See note 3.
vimLevelResourceType |String 0.1 Type of the resource in the scope of the VIM or the CISM
or the resource provider. See note 2.
vimLevelAdditionalReso |AdditionalResource |0..1 Additional resource information which is specific to this
urcelnfo Info resource and its type, and which is available from the
VIM or the CISM or the resource provider.
containerNamespace String 0.1 The value of the namespace in which the MCIO

corresponding to the resource is deployed.

This attribute shall be present if the resource is managed
by a CISM and it shall be absent otherwise.

NOTE 1: The information about the VIM or CISM connection referenced by the VIM connection id is known to the VNFM.
Moreover, the identifier of the VIM connection provides scope to the resourceld.
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Attribute name | Data type | Cardinality | Description

NOTE 2: The value set of the "vimLevelResourceType" attribute is within the scope of the VIM or CISM or the resource
provider and can be used as information that complements the ResourceHandle. When the container
infrastructure service is a Kubernetes® instance the vimLevelResourceType is the type of resource, as would
correspond to the 'kind' field if the resource is declared in its own Kubernetes® manifest, e.g.: Pod,
PersistentVolumeClaim, NetworkAttachmentDefinition.

NOTE 3: When the container infrastructure service is a Kubernetes® instance the resourceld shall be populated in the
following way:

For a compute MCIO, it is the instance identifier that Kubernetes® assigns, which is unique cluster wide per
resource type.

For a storage MCIO modelled as a persistent volume claim, it is the name of the persistent volume claim,
i.e. the value of the ‘claimName' field in the Kubernetes® manifest, or a compound name built by
Kubernetes® if the persistent volume claim is defined inline in another template instead of in its own
manifest.

For a network MCIO representing a NetworkAttachmentDefinition, a Service or an Ingress, it is the value of
the 'metadata.name'’ field in Kubernetes® manifest.

5.5.3.14

5.5.3.15

5.5.3.15a

Void
Void

Type: CpProtocolinfo

This type describes the protocol layer(s) that a CP uses together with protocol-related information, like addresses. It
shall comply with the provisions defined in table 5.5.3.15a-1.

Table 5.5.3.15a-1: Definition of the CpProtocolinfo data type

Attribute name Data type Cardinality Description

layerProtocol

Enum (inlined) 1 The identifier of layer(s) and protocol(s)
associated to the network address information.
Permitted values:

+ IP_OVER_ETHERNET.

- IP_FOR_VIRTUAL_CP.
See note.

ipOverEthernet IpOverEthernetAddressinfo  |0..1 IP addresses over Ethernet to assign to the

external CP instance. Shall be present if
layerProtocol is equal to
"IP_OVER_ETHERNET", and shall be absent
otherwise.

virtualCpAddress VirtualCpAddressinfo 0.1 IP address data assigned to an external CP

instance exposing a virtual CP. It shall be
present if layerProtocol is equal to
"IP_FOR_VIRTUAL_CP" and the external CP
instance exposes a virtual CP and shall not be
present otherwise.

NOTE: This attribute allows to signal the addition of further types of layer and protocol in future versions of the
present document in a backwards-compatible way. In the current version of the present document, only IP
over Ethernet is supported.

5.5.3.15b

Type: VirtualCpAddressinfo

This type represents information about a network address that has been assigned to a virtual CP. It shall comply with the
provisions defined in table 5.5.3.15b-1.
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Table 5.5.3.15b-1: Definition of the VirtualCpAddressinfo data type

Attribute name Data type Cardinality Description
type Enum (inlined) 1 The type of the IP addresses.
Permitted values: IPV4, IPV6.
loadBalancerlp IpAddress 0.1 Fixed address to assign to an external load balancer.
addressPoolName String 0.1 Name of an address pool from which an IP address is
assigned to the virtual CP.

5.5.3.16

Type: IpOverEthernetAddressinfo

Thistype represents information about a network address that has been assigned. It shall comply with the provisions
defined in table 5.5.3.16-1.

Table 5.5.3.16-1: Definition of the IpOverEthernetAddressinfo data type

Attribute name Data type Cardinality Description
macAddress MacAddress 0.1 MAC address if assigned. See note 1.
segmentationld String 0.1 Identification of the network segment to which
the CP instance connects to. See note 3 and
note 4.

ipAddresses Structure (inlined) 0..N Addresses assigned to the CP instance. Each
entry represents IP addresses assigned by
fixed or dynamic IP address assignment per
subnet. See note 1.

>type Enum (inlined) 1 The type of the IP addresses.
Permitted values: IPV4, IPV6.

>addresses IpAddress 0..N Fixed addresses assigned (from the subnet
defined by "subnetld" if provided). See note 2.

>isDynamic Boolean 0.1 Indicates whether this set of addresses was
assigned dynamically (true) or based on
address information provided as input from the
API consumer (false). Shall be present if
"addresses" is present and shall be absent
otherwise.

>addressRange Structure (inlined) 0.1 An IP address range used, e.g. in case of

egress connections. See note 2.
>>minAddress IpAddress 1 Lowest IP address belonging to the range
>>maxAddress IpAddress 1 Highest IP address belonging to the range
>subnetld IdentifierlnVim 0.1 Subnet defined by the identifier of the subnet

resource in the VIM.

In case this attribute is present, IP addresses

are bound to that subnet.

NOTE 1: At least one of "macAddress" or "ipAddresses"” shall be present.

NOTE 2: Exactly one of "addresses" or "addressRange" shall be present.

NOTE 3: If the CP instance represents a subport in a trunk, segmentationld shall be present. Otherwise it shall not
be present.

NOTE 4: Depending on the NFVI networking infrastructure, the segmentationld may indicate the actual network
segment value (e.g. vlan Id, Vxlan segmentation id, etc.) used in the transport header of the packets or it
may be an identifier used between the application and the NFVI networking infrastructure to identify the
network sub-interface of the trunk port in question. In the latter case the NFVI infrastructure will map this
local segmentationld to whatever segmentationld is actually used by the NFVI's transport technology.

5.5.3.17 Type: MonitoringParameter

This type represents a monitoring parameter that is tracked by the VNFM, e.g. for auto-scaling purposes. It shall
comply with the provisions defined in table 5.5.3.17-1.

Valid monitoring parameters of aVNF are defined in the VNFD.

NOTE:

specifications.
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Table 5.5.3.17-1: Definition of the MonitoringParameter data type

Attribute name Data type Cardinality Description
id IdentifierinVnfd |1 Identifier of the monitoring parameter defined in the VNFD.
vnfdld Identifier 0.1 Identifier of the VNFD.

Shall be present in case the value differs from the vnfdld attribute
of the Vnflnstance (e.g. during a "Change current VNF package"
operation or due to its final failure).

name String 0.1 Human readable name of the monitoring parameter, as defined
in the VNFD.
performanceMetric |String 1 Performance metric that is monitored. This attribute shall contain

the related "Measurement Name" value as defined in clause 7.2
of ETSI GS NFV-IFA 027 [5].

5.5.3.18 Type: LifecycleChangeNotificationsFilter

This type represents a subscription filter related to notifications about VNF lifecycle changes. It shall comply with the
provisions defined in table 5.5.3.18- 1.

At aparticular nesting level in the filter structure, the following applies: All attributes shall match in order for the filter
to match (logical "and" between different filter attributes). If an attribute is an array, the attribute shall match if at least
one of the values in the array matches (logical "or" between the values of one filter attribute).

Table 5.5.3.18-1: Definition of the LifecycleChangeNotificationsFilter data type

Attribute name Data type Cardinality Description
vnflnstanceSubscriptionF |VnfinstanceSubscriptionF |0..1 Filter criteria to select VNF instances about which
ilter ilter to notify.
notificationTypes Enum (inlined) 0..N Match particular notification types.

Permitted values:
¢ VnfLcmOperationOccurrenceNoatification.
¢ VnfldentifierCreationNatification.
¢ VnfldentifierDeletionNotification.

See note.

operationTypes LcmOperationType 0..N Match particular VNF lifecycle operation types for
the notification of type
VnfLcmOperationOccurrenceNotification.

May be present if the "notificationTypes" attribute
contains the value
"VnfLecmOperationOccurrenceNotification", and
shall be absent otherwise.

operationStates LcmOperationStateType [0..N Match particular LCM operation state values as
reported in notifications of type
VnfLcmOperationOccurrenceNotification.

May be present if the "notificationTypes" attribute
contains the value
"VnfLcmOperationOccurrenceNotification", and
shall be absent otherwise.

NOTE: The permitted values of the "notificationTypes" attribute are spelled exactly as the names of the notification
types to facilitate automated code generation systems.

5.5.3.19 Type: AffectedVnfc

Thistype provides information about added, deleted, modified and temporary VNFCs. It shall comply with the
provisionsin table 5.5.3.19-1.

Table 5.5.3.19-1: Definition of the AffectedVnfc data type

Attribute name Data type Cardinality Description
id IdentifierinvVnf 1 Identifier of the Vnfc instance, identifying the
applicable "vnfcResourcelnfo" entry in the
"Vnflnstance" data type (see clause 5.5.2.2).
vduld Identifierin\Vnfd 1 Identifier of the related VDU in the VNFD.
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Attribute name Data type Cardinality Description

vnfdld Identifier 0.1 Identifier of the VNFD.
Shall be present in case of a "change current
VNF Package" to identify whether the affected
VNFC instance is associated to a VDU which is
referred from the source or destination VNFD.
changeType Enum (inlined) 1 Signals the type of change.
Permitted values:

e ADDED.

e REMOVED.

e MODIFIED.

e TEMPORARY.
For a temporary resource, an AffectedVnfc
structure exists as long as the temporary
resource exists.
computeResource ResourceHandle 1 Reference to the VirtualCompute resource or
reference to a Compute MCIO.
Detailed information is (for new and modified
resources) or has been (for removed
resources) available from the VIM or the CISM.
metadata KeyValuePairs 0.1 Metadata about this resource.
The content of this attribute shall be a copy of
the content of the "metadata” attribute of the
VnfcResourcelnfo structure.

affectedVnfcCplds IdentifierinVnf 0..N Identifiers of CP(s) of the VNFC instance that
were affected by the change.
addedStorageResourcelds |ldentifierlnVnf 0..N References to VirtualStorage resources that

have been added.

Each value refers to a
VirtualStorageResourcelnfo item in the
Vnflnstance that was added to the VNFC.

It shall be provided if at least one storage
resource was added to the VNFC.
removedStorageResourcel |ldentifierlnVnf 0..N References to VirtualStorage resources that
ds have been removed.

The value contains the identifier of a
VirtualStorageResourcelnfo item that has been
removed from the VNFC, and might no longer
exist in the Vnfinstance.

It shall be provided if at least one storage
resource was removed from the VNFC.

5.5.3.20 Type: AffectedVirtualLink

This type provides information about added, deleted, modified and temporary VLs, and added or removed VNF link
ports. It shall comply with the provisionsin table 5.5.3.20-1.

Table 5.5.3.20-1: Definition of the AffectedVirtualLink data type

Attribute name Data type Cardinality Description
id IdentifierlnVnf 1 Identifier of the virtual link instance, identifying
the applicable "vnfVirtualLinkResourcelnfo" or
"extManagedVirtualLinkinfo" entry in the
"Vnflnstance" data type (see clause 5.5.2.2).
vnfVirtualLinkDescld IdentifierinVnfd 1 Identifier of the related VLD in the VNFD.
vnfdld Identifier 0.1 Identifier of the VNFD.
Shall be present in case of a "change current
VNF Package" to identify whether the affected
VL instance is associated to a VLD which is
referred from the source or destination VNFD.
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Attribute name Data type Cardinality Description

changeType Enum (inlined) 1 Signals the type of change.

Permitted values:

ADDED.

REMOVED.

MODIFIED.

TEMPORARY.

LINK_PORT_ADDED.

e LINK_PORT_REMOVED.

For a temporary resource, an

AffectedVirtualLink structure exists as long as

the temporary resource exists. See note.

networkResource ResourceHandle 1 Reference to the VirtualNetwork resource or
reference to a Network MCIO.

Detailed information is (for new and modified

resources) or has been (for removed resources)

available from the VIM or the CISM. See note.

vnfLinkPortlds IdentifierlnVnf 0..N Identifiers of the link ports of the affected VL

related to the change. Each identifier references

a "VnfLinkPortInfo" structure.

Shall be set when changeType is equal to

"LINK_PORT_ADDED" or

"LINK_PORT_REMOVED", and the related

"VnfLinkPortInfo" structures are present (case

"added") or have been present (case "removed")

in the "VnfVirtualLinkResourcelnfo" or

"ExtManagedVirtualLinkInfo" structures that are

represented by the "vnfVirtualLinkResourcelnfo"

or "extManagedVirtualLinkInfo" attribute in the

"Vnflnstance" structure. See note.

metadata KeyValuePairs 0.1 Metadata about this resource.

The content of this attribute shall be a copy of

the content of the "metadata” attribute of the

applicable "VnfVirtualLinkResourcelnfo"
structure if such structure is referenced by the

"id" attribute and it has metadata.

NOTE:  When signalling the addition (LINK_PORT_ADDED) or removal (LINK_PORT_REMOVED) of VNF link ports,
the "networkResource" attribute refers to the affected virtual link instance, not the link port instance. The
resource handles of the affected VNF link ports can be found by dereferencing the identifiers in the
"vnfLinkPortlds" attribute.

5.5.3.20a  Type: AffectedExtLinkPort

This type provides information about added and deleted external link ports (link ports attached to external virtual links).
It shall comply with the provisionsin table 5.5.3.20a-1.

Table 5.5.3.20a-1: Definition of the AffectedExtLinkPort data type

Attribute name Data type Cardinality Description

id IdentifierinvVnf 1 Identifier of the link port, identifying the
applicable "extLinkPorts" entry in the
"ExtVirtualLinkInfo" data type (see
clause 5.5.3.3).
changeType Enum (inlined) 1 Signals the type of change.
Permitted values:

e ADDED.

e MODIFIED.

e REMOVED.
extCplnstanceld IdentifierlnVnf 1 Identifier of the related external CP instance.
resourceHandle ResourceHandle 1 Reference to the link port resource.
Detailed information is (for added resources) or
has been (for removed resources) available
from the VIM.
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5.5.3.20b  Type: AffectedVipCp

This type provides information about added, deleted and modified virtual |P CP instances. It shall comply with the
provisionsin table 5.5.3.20b-1.

Table 5.5.3.20b-1: Definition of the AffectedVipCp data type

Attribute name Data type Cardinality Description
cplnstanceld IdentifierlnVnf 1 Identifier of the virtual IP CP instance and the
related "VipCplnfo" structure in "Vnflnstance".
cpdid IdentifierlnVnfd 1 Identifier of the VipCpd in the VNFD.
vnfdld Identifier 0.1 Reference to the VNFD.
Shall be present in case of a "change current
VNF Package" to identify whether the affected
virtual CP instance is associated to a VipCpd
which is referred from the source or destination
VNFED.
changeType Enum (inlined) 1 Signals the type of change.
Permitted values:
e ADDED.
e REMOVED.
e MODIFIED.
55.3.21 Type: AffectedVirtualStorage

This type provides information about added, deleted, modified and temporary virtual storage resources. It shall comply
with the provisionsin table 5.5.3.21-1.

Table 5.5.3.21-1: Definition of the AffectedVirtualStorage data type

Attribute name

Data type

Cardinality

Description

IdentifierinVnf

1

Identifier of the storage instance, identifying the
applicable "virtualStorageResourcelnfo" entry in
the "Vnflnstance" data type (see clause 5.5.2.2).

virtualStorageDescld

IdentifierlnVnfd

Identifier of the related VirtualStorage descriptor
in the VNFD.

vnfdld

Identifier

0.1

Identifier of the VNFD.

Shall be present in case of a "change current
VNF Package" to identify whether the affected
virtual storage instance is associated to a
VirtualStorage descriptor which is referred from
the source or destination VNFD.

changeType

Enum (inlined)

Signals the type of change.
Permitted values:

e ADDED.

e REMOVED.

e MODIFIED.

e TEMPORARY.
For a temporary resource, an
AffectedVirtualStorage structure exists as long
as the temporary resource exists.

storageResource

ResourceHandle

Reference to the VirtualStorage resource or
reference to a Storage MCIO.

Detailed information is (for new and modified
resources) or has been (for removed resources)
available from the VIM or the CISM.

metadata

KeyValuePairs

0.1

Metadata about this resource.

The content of this attribute shall be a copy of
the content of the "metadata” attribute of the
VirtualStorageResourcelnfo structure.
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This type represents the links to resources that a notification can contain. It shall comply with the provisions defined in

table 5.5.3.22-1.

Table 5.5.3.22-1: Definition of the LccnLinks data type

Attribute name Data type Cardinality Description

vnflnstance NotificationLink |1 Link to the resource representing the VNF instance to which the
notified change applies.

subscription NotificationLink |1 Link to the related subscription.

vnfLemOpOcc NotificationLink [0..1 Link to the VNF lifecycle management operation occurrence that this
notification is related to. Shall be present if there is a related
lifecycle operation occurrence.

5.5.3.23 Type: Vnfcinfo

This type represents the information about a VNFC instance that is part of a VNF instance. It shall comply with the
provisions defined in table 5.5.3.23- 1.

Table 5.5.3.23-1: Definition of the VnfcIinfo data type

Attribute name Data type Cardinality Description
id Identifierinvnf |1 Identifier of the VNFC instance.
This attribute shall not be changed, even if the virtualised
resources which this VNFC instance uses can be
changed via the VNF LCM operations, unless the VNFC
instance is deleted.
vduld IdentifierinVnfd |1 Reference to the applicable VDU in the VNFD.
vnfcResourcelnfold Identifierinvnf  |0..1 Identifier of the VnfcResourcelnfo instance representing
the virtualised resources used by this VNFC instance.
Shall be present in case a corresponding
VnfcResourcelnfo instance exists. See note.
vnfcState Enum (inlined) |1 State of the VNFC instance.
Permitted values:
e STARTED: The VNFC instance is up and
running.
e STOPPED: The VNFC instance has been shut
down.
vnfcConfigurableProperties |KeyValuePairs |0..1 Current values of the configurable properties of the

VNFC instance.

Configurable properties referred in this attribute are
declared in the VNFD.

This attribute can be modified with the PATCH method.
In addition, the provisions in clause 5.7 shall apply.

NOTE:

This allows to represent the error condition that a VNFC instance has lost its resources.

5.5.3.24

Type: VnfcInfoModifications

This type represents modifications of an entry in an array of "Vnfclnfo" objects. It shall comply with the provisions

defined in table 5.5.3.24-1.

Table 5.5.3.24-1: Definition of the VnfcInfoModifications data type

Attribute name

Data type

Cardinality

Description

IdentifierlnVnf

1

Identifier of the VNFC instance of which the
information is to be modified. The identifier references
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Attribute name Data type Cardinality Description
vnfcConfigurableProperties  |KeyValuePairs 1 Changes of the configurable properties of the VNFC

instance. When this structure is part of a request, the
modifications signalled in this attribute shall be applied
according to the rules of JSON Merge Patch (see
IETF RFC 7396 [3]). In addition, the provisions in
clause 5.7 shall apply.

NOTE:  The attribute "id" in this data type represents the same identifier as the attribute "vnfcInstanceld" in other
related data types in the present document. For reasons of backward compatibility, this misalignment is not
corrected.

5.5.3.25 Type: VnfExtCplnfo

This type represents information about an external CP of a VNF. It shall comply with the provisions defined in

table 5.5.3.25-1.

Table 5.5.3.25-1:

Definition of the VnfExtCplnfo data type

Attribute name

Data type

Cardinality

Description

id

IdentifierinVnf

1

Identifier of the external CP instance and the related
information instance.

cpdid

IdentifierinVnfd

=

Identifier of the external CPD, VnfExtCpd, in the VNFD.

cpConfigld

IdentifierinVnf

Identifier that references the applied "VnfExtCpConfig"
entry in the "cpConfig" map of the "currentVnfExtCpData"
in the "ExtVirtualLinkinfo" structure.

vnfdid

Identifier

Identifier of the VNFD.

Shall be present in case the value differs from the vnfdid
attribute of the Vnflnstance (e.g. during a "Change
current VNF package" operation or due to its final failure).

cpProtocolinfo

CpProtocolinfo

Network protocol information for this CP.

extLinkPortld

Identifier

Identifier of the "ExtLinkPortInfo" structure inside the
"ExtVirtualLinkInfo" structure. Shall be present if the CP
is associated to a link port. See note 2.

metadata

KeyValuePairs

Metadata about this external CP.

associatedVnfcCpld

IdentifierlnVnf

Identifier of the "vnfcCplnfo" structure in
"VnfcResourcelnfo" structure that represents the VNFC
CP which is exposed by this external CP instance, either
directly or via a floating IP address. Shall be present in
case this CP instance maps to a VNFC CP. See note 1.

associatedVipCpld

IdentifierinVnf

Identifier of the virtual IP CP instance that is exposed as
this VnfExtCp instance, either directly or via a floating IP
address, and the related "VipCplnfo" structure in
"Vnflnstance". Shall be present if the cpdld of this
VnfExtCp has a vipCpd attribute. See note 1.

associatedVirtualCpld

IdentifierinVnf

Identifier of the "VirtualCplInfo" structure that represents
the Virtual CP that is exposed by this external CP
instance. Shall be present in case this CP instance maps
to a Virtual CP. See note 1.

associatedVnfVirtuallLi
nklid

IdentifierlnVnf

Identifier of the "VnfVirtualLinkResourcelnfo" structure
that represents the internal VL or of the
"ExtManagedVirtualLinkInfo" structure that represents the
externally-managed internal VL which is exposed by this
external CP instance. Shall be present in case this CP
instance maps to an internal VL (including
externally-managed internal VL). See note 1.

netAttDefResourceld

Identifier

Identifier of the "NetAttDefResourcelnfo” structure that
provides the specification of the interface to attach the
connection point to a secondary container cluster
network. See notes 3 and 4.

It shall be present if the external CP is associated to a
VNFC realized by one or a set of OS containers and is
connected to a secondary container cluster network. It
shall not be present otherwise.
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Attribute name Data type Cardinality Description

certificateContentld Identifier 0.1 Identifier of the "CertificateContent" structure that

provides the information of the certificate that this VNF
CP instance uses. Shall be present when using in
delegation-mode. Otherwise shall not be present.

This attribute shall be supported when delegation mode
in certificate management is applicable.

NOTE 1:

NOTE 2:

NOTE 3:

NOTE 4:

The attributes "associatedVnfcCpld", "associatedVipCpld", "associatedVirtualCpld" and
"associatedVnfVirtualLinkld" are mutually exclusive. Exactly one shall be present.

An external CP instance is not associated to a link port in the cases indicated for the "extLinkPorts" attribute in
clause 5.5.3.2.

Cardinality greater than 1 is only applicable for specific cases where more than one network attachment
definition resource is needed to fulfil the connectivity requirements of the external CP, e.g. to build a link
redundant mated pair in SR-IOV cases.

When more than one netAttDefResourceld is indicated, all shall belong to the same namespace.

5.5.3.26 Type: VnfcSnapshotinfo

Thistype represents a VNFC snapshot. It shall comply with the provisions defined in table 5.5.3.26-1.

Table 5.5.3.26-1: Definition of the VnfcSnapshotinfo data type

Attribute name Data type Cardinality Description

IdentifierLocal 1 Identifier of the information held by the VNFM
about a specific VNFC snapshot. This identifier is
allocated by the VNFM and is unique within the
scope of a VNF snapshot. The attribute also
identifies the compute snapshot image
associated to this VNFC snapshot within the
context of a referred VNF snapshot.

vnfcinstanceld IdentifierinVnf 1 Identifier of the snapshotted VNFC instance. The

identifier references the "id" attribute in a
"Vnfclnfo" structure.

creationStartedAt DateTime 1 Timestamp indicating when the VNF snapshot

creation has been started by the VNFEM.

creationFinishedAt DateTime 0.1 Timestamp indicating when the VNFC snapshot

has been completed. Shall be present once the
VNFC snapshot creation has been completed by
the VNFM.

vnfcResourcelnfold IdentifierinVnf 1 Reference to the "VnfcResourcelnfo" structure in

the "Vnflnstance" structure that represents the
resources of the snapshotted VNFC instance.
A snapshot of that structure is available in the
"vnflnstance" attribute of the "VnfSnapshot"
structure.

computeSnapshotResour |ResourceHandle 0.1 Reference to a compute snapshot resource. See

ce

note 1.

storageSnapshotResourc |Structure (inlined) 0..N Mapping of the storage resources associated to

es

the VNFC with the storage shapshot resources.

>storageResourceld IdentifierlnVnf 1 Reference to the "VirtualStorageResourcelnfo"

structure in the "Vnflnstance" structure that
represents the virtual storage resource. The
attribute also identifies the storage snapshot
image associated to this VNFC snapshot within
the context of a referred VNF snapshot.

>storageSnapshotResour |ResourceHandle 0.1 Reference to a storage snapshot resource. See

ce

note 2.

userDefinedData KeyValuePairs 0.1 User defined data for the VNF snapshot.

NOTE 1:

NOTE 2:

The identifier of the compute snapshot resource is assigned during creation of a VNFC snapshot being
returned from the VIM as output data in the response message of the individual resource operations. This
attribute shall only be present for a VNFC snapshot that has been newly created by the VNFM as a result of the
"Create VNF snapshot task".

The identifier of the storage snapshot resource is assigned during creation of a VNFC snapshot being returned
from the VIM as output data in the response message of the individual resource operations. This attribute shall
only be present for a VNFC snhapshot with an associated storage resource and that has been newly created by
the VNFM as a result of the "Create VNF snapshot task".

ETSI




5.5.3.27

153

ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

Type: ModificationsTriggeredByVnfPkgChange

This type represents attribute modifications that were performed on an "Individual VNF instance” resource when
changing the current VNF package. The attributes that can be included consist of those requested to be modified
explicitly in the "ChangeCurrentV nfPkgRequest" data structure, and additional attributes of the "V nflnstance” data
structure that were modified implicitly during the operation.

The "ModificationsTriggeredByV nfPkgChange" data type shall comply with the provisions defined in table 5.5.3.27-1.

Table 5.5.3.27-1: Definition of the ModificationsTriggeredByVnfPkgChange data type

Attribute name

Data type

Cardinality

Description

vnfConfigurableProperties

KeyValuePairs

0.1

This attribute signals the modifications of the
"vnfConfigurableProperties" attribute in "Vnfinstance"
performed by the operation and shall be present if that
attribute was modified during the operation. See

note 1.

In addition, the provisions in clause 5.7 shall apply.

metadata

KeyValuePairs

This attribute signals the modifications of the
"metadata” attribute in "Vnfinstance" performed by the
operation and shall be present if that attribute was
modified during the operation. See note 1.

extensions

KeyValuePairs

This attribute signals the modifications of the
"extensions" attribute in "Vnflnstance" performed by
the operation and shall be present if that attribute was
modified during the operation. See note 1.

In addition, the provisions in clause 5.7 shall apply.

vnfdld

Identifier

If present, this attribute signals the new value of the
"vnfdld" attribute in "Vnflnstance".

vnfProvider

String

If present, this attribute signals the new value of the
"vnfProvider" attribute in "Vnflnstance". See note 2.

vnfProductName

String

If present, this attribute signals the new value of the
"vnfProductName" attribute in "Vnflnstance". See
note 2.

vnfSoftwareVersion

Version

If present, this attribute signals the new value of the
"vnfSoftwareVersion" attribute in "Vnfinstance". See
note 2.

vnfdVersion

Version

0.1

If present, this attribute signals the new value of the
"vnfdVersion" attribute in "Vnfinstance". See note 2.

NOTE 2:

NOTE 1: This attribute represents the delta (semantics as per IETF RFC 7396 [3], JSON Merge Patch) between the
value of the attribute at the start of the "Change current VNF package" operation and the value of the
attribute at its completion.
If present, this attribute (which depends on the value of the "vnfdld" attribute) was modified implicitly during
the related operation and contains a copy of the value of the related attribute from the VNFD in the VNF
Package identified by the "vnfdld" attribute.

5.5.3.28

Type: VipCplinfo

This type provides information related to virtual IP CP. It shall comply with the provisions defined in table 5.5.3.28-1.

Table 5.5.3.28-1: Definition of the VipCpInfo data type

Attribute name

Data type

Cardinality

Description

cplnstanceld

IdentifierinVnf

1

Identifier of this virtual IP CP instance and of this
VipCplnfo.

cpdid

IdentifierlnVnfd

1

Identifier of the virtual IP Connection Point Descriptor,
VipCpd, in the VNFD.

vnfdid

Identifier

0.1

Identifier of the VNFD.

Shall be present in case the value differs from the
vnfdld attribute of the Vnflnstance (e.g. during a
"Change current VNF package" operation or due to its
final failure). See note 2.

vnfExtCpld

IdentifierlnVnf

0.1

When the virtual IP CP is exposed as external CP of
the VNF, the identifier of this external VNF CP
instance.
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Attribute name

Data type

Cardinality

Description

cpProtocolinfo

CpProtocollnfo

0..N

Protocol information for this CP. There shall be one
cpProtocollnfo for layer 3. There may be one
cpProtocollnfo for layer 2.

associatedVnfcCplds

IdentifierinVnf

0..N

Identifiers of the VnfcCps that share the virtual IP
address allocated to the virtual IP CP instance. See
note 1.

vnfLinkPortld

IdentifierlnVnf

0.1

Identifier of the "VnfLinkPortInfo" structure in the
"VnfVirtualLinkResourcelnfo" or
"ExtManagedVirtualLinkInfo" structure. Shall be
present if the CP is associated to a link port on an
internal VL (including externally-managed internal VL).

metadata

KeyValuePairs

0..N

Metadata about this virtual IP CP.

NOTE 1: Itis possible that there is no associated VnfcCp because the virtual IP CP is available but not associated yet.

NOTE 2: If only the value or the presence of this attribute is changed in the "VipCplnfo" structure by an LCM operation
occurrence, this does not represent a change that requires including a related "AffectedVipCp" structure in the
VNF LCM operation occurrence notifications or the "VnfLcmOpOcc" structure related to this LCM operation

occurrence.

5.5.3.29 Type: AffectedVirtualCp

This type provides information about added, deleted and modified virtual CP instances. It shall comply with the
provisionsin table 5.5.3.29-1.

Table 5.5.3.29-1: Definition of the AffectedVirtualCp data type

Attribute name

Data type

Cardinality

Description

cplnstanceld

IdentifierlnVnf

1

Identifier of the virtual CP instance and the related
"VirtualCplInfo" structure in "Vnflnstance".

cpdld

IdentifierinVnfd

1

Identifier of the VirtualCpd in the VNFD.

vnfdid

Identifier

0.1

Reference to the VNFD.

Shall be present in case of a "change current VNF
Package" to identify whether the affected virtual CP
instance is associated to a VirtualCpd which is referred
from the source or destination VNFD.

changeType

Enum

Signals the type of change.
Permitted values:

e ADDED.
e REMOVED.
e MODIFIED.

5.5.3.30 Type: Mciolnfo

This type provides information about an MCIO representing the set of VNFC instances realized by one or a set of OS
containers which have been created based on the same VDU.

Within the CISM, an MCIO controller monitors the actual state of an MCIO representing the set of VNFC instances
realized by one or a set of OS containers and compare it to the desired state. For an MCIO related to a VDU that has the
attribute "isNumOfI nstancesClusterBased" set to FAL SE the desired state is specified in the respective declarative
descriptor. For an MCIO related to a VDU that has the attribute "isNumOfInstancesClusterBased" set to TRUE, the
desired state is determined by the number of CIS-nodes in the cluster that fulfil the VDU requirements. It triggers
actions toward the CISto aign the actua to the desired state. Monitoring the actual state includes monitoring the
number of MCIO instances available at any specific point in time. In addition, an MCIO controller maintai ns properties
and runtime information on the M CI O instances which have been created based on the same VDU. The Mciolnfo data
structure provides the runtime information on the M Cl Os obtained from the MCIO controller.

NOTE: There are different types of MCIOs. The set of VNFC instances based on the same VDU is represented by
one MCIO, e.g. of type Deployment. Each individual VNFC instance is represented by another type of

MCIO, eg. aPOD.
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Runtime information of the set of OS containersrealizing an individual VNFC instance is not part of the Mciolnfo data
structure; such runtime information is provided in the ResourceHandl e data structure referenced from the
VnfcResourcelnfo. The Mciolnfo does not provide runtime information of a constituent VNFC instance created based
on a specific VDU.

It shall comply with the provisions defined in table 5.5.3.30- 1.

Table 5.5.3.30-1: Definition of the Mciolnfo data type

Attribute name Data type Cardinality Description
mciold Identifier 1 Identifier of this MCIO, created by the CISM. See
note 3.
mcioName String 1 Human readable name of this MCIO. See note 4.
mcioNamespace String 1 Namespace of this MCIO.
vduld IdentifierlnVnfd 1 Reference to the related VDU in the VNFD
applicable to this resource.
cismlid Identifier 1 Identifier of the CISM managing this MCIO.
mcioType String 1 The type of MCIO. Specific values, their
semantics and associated MCIO types are
defined in clause 5.5.4.9. Additional values are
also permitted.
See note 1.
desiredinstances Integer 1 Number of desired MCIO instances.
availablelnstances Integer 1 Number of available MCIO instances.
additionallnfo KeyValuePairs 0.1 Additional information which is specific to the
MCIOQ, its type, and which is available from the
CISM.
See note 2.
certificateContentld Identifier 0.1 Identifier of the "CertificateContent" structure that
provides the information of the certificate that this
MCIO instance uses. Shall be present when
using in delegation-mode. Otherwise shall not be
present.
This attribute shall be supported when delegation
mode in certificate management is applicable.
NOTE 1: The type of MCIO as specified in the declarative descriptor of the MCIO, and that can be read from
the CISM.
EXAMPLE 1: In case of MCIOs managed by Kubernetes®, the type of MCIO corresponds to the "kind" property of
the declarative descriptor.
NOTE 2: If the attribute additionallnfo is present, it may contain runtime information on the actual and desired
state of the MCIO(s).
NOTE 3: When the container infrastructure service is a Kubernetes® instance, the mciold is the combined
values from the kind and name fields of the Kubernetes resource object, separated by a slash.
EXAMPLE 2: "Deployment/abcd".
NOTE 4: When the container infrastructure service is a Kubernetes® instance, the mcioName is the name field
of the resource object.

5.5.3.31 Type: VirtualCplnfo

Thistype provides information related to avirtual CP instance of a VNF. It shall comply with the provisionsin
table 5.5.3.31-1.

Table 5.5.3.31-1: Definition of the VirtualCpInfo data type

Attribute name Data type Cardinality Description
cplnstanceld Identifierin\VVnf 1 Identifier of this virtual CP instance.
cpdid Identifierln\Vnfd 1 Identifier of the VirtualCpd in the VNFD.
resourceHandle ResourceHandle 1 Reference to the virtualised resource realizing this
virtual CP.
vnfExtCpld IdentifierinVnf 0.1 When the virtual CP is exposed as external CP of the
VNF, the identifier of this external VNF CP instance.
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Attribute name

Data type

Cardinality

Description

cpProtocolinfo

CpProtocolinfo

0..N

Protocol information for this CP. There shall be one
cpProtocolinfo for each layer protocol supported.

This attribute may be omitted if the virtual CP is
exposed as an external CP. See note 2.

vdulds

IdentifierinVnfd

1.N

Reference to the VDU(s) which implement the service
accessible via the virtual CP instance. See note 1.

additionalServicelnfo

AdditionalServicelnfo

0..N

Additional service identification information of the
virtual CP instance.

metadata

KeyValuePairs

0.1

Metadata about this virtual CP instance.

NOTE 1: A consumer of the VNF LCM interface can learn the actual VNFC instances implementing the service
accessible via the virtual CP instance by querying the "vnfcResourcelnfo" from the "InstantiatedVnflnfo" and
filtering by corresponding "vdulds" values.

NOTE 2: The information can be omitted because it is already available as part of the external CP information in the
VnfExtCplnfo structure.
5.5.3.32 Type: AdditionalServicelnfo

This type provides additional service information of the virtual CP instance used to expose properties of the virtual CP
to NFV-MANO. It shall comply with the provisionsin table 5.5.3.32-1.

Table 5.5.3.32-1: Definition of the AdditionalServicelnfo data type

Attribute name Data type Cardinality Description
portinfo ServicePortInfo 1..N Service port numbers exposed by the virtual CP
instance.
servicelnfo KeyValuePairs 0.1 Service matching information exposed by the virtual
CP instance. See note.
NOTE: This attribute shall only be present if additional information is needed to identify the service termination within

the VNF, such as for example a URL path information in an HTTP request required to allow a single virtual CP
IP address to be used for several HTTP based services that use the same port number.

5.5.3.33

Type: ServicePortinfo

This type describes the service identifying port properties exposed by the virtual CP instance. It shall comply with the
provisionsin table 5.5.3.33-1.

Table 5.5.3.33-1: Definition of the ServicePortinfo data type

Attribute name Data type Cardinality Description
name String 1 The name of the port exposed by the virtual CP
instance.
protocol Enum (inlined) 0.1 The L4 protocol for this port exposed by the virtual CP
instance.
Permitted values:
e TCP.
e UDP.
e SCTP.
port Integer 1 The L4 port number exposed by the virtual CP
instance.
portConfigurable Boolean 1 Specifies whether the port attribute value is allowed to

be configurable.

5.5.3.34

Type: AdditionalResourcelnfo

This type represents additional resource information which resource and resource type specific, and which is available
fromthe VIM or the CISM or the resource provider. It shall comply with the provisionsin table 5.5.3.34-1.

ETSI




157

ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

Table 5.5.3.34-1: Definition of the AdditionalResourcelnfo data type

Attribute name

Data type

Cardinality

Description

hostName

String

0.1

Name of the host where the resource is allocated. It
shall be present for compute resources in the scope of
the CISM and shall be absent otherwise. See note.

persistentVolume

String

0.1

Name of the persistent volume to which the persistent
volume claim representing the storage resource is
bound. It may be present for storage resources in the
scope of the CISM and shall be absent otherwise. See
note.

additionallnfo

KeyValuePairs

0.1

Information related to other properties directly owned
by the resource and available from the VIM or CISM
or the resource provider. See note.

NOTE:

At least one attribute shall be present.

5.5.3.35

Type: NetAttDefResourceData

This type represents a network attachment definition resource that provides the specification of the interface to be used
to connect one or multiple connection points to a secondary container cluster network realizinga VL. It shall comply

with the provisions defined in table 5.5.3.35-1.

Table 5.5.3.35-1: Definition of the NetAttDefResourceData data type

Attribute name Data type Cardinality Description
netAttDefResourceld Identifier 1 Identifier of this network attachment definition
resource as provided by the entity that has created it.
resourceHandle ResourceHandle 1 Resource handle of the resource identifying the

network attachment definition resource that provides
the specification of the interface to attach the
connection points to a secondary container cluster
network.

5.5.3.36

Type: NetAttDefResourcelnfo

This type contains information related to a network attachment definition resource that provides the specification of the
interface used to connect one or multiple connection points to a secondary container cluster network. It shall comply

with the provisions defined in table 5.5.3.36-1.

Table 5.5.3.36-1: Definition of the NetAttDefResourcelnfo data type

Attribute name

Data type

Cardinality

Description

netAttDefResourcelnfold

Identifier

1

Identifier of this network attachment definition
resource as provided by the entity that has created it.

netAttDefResource

ResourceHandle

1

Resource handle of the resource in the scope of the
CISM.

associatedExtCpld

IdentifierinVnf

0..N

Identifier of the external CP associated to this network
attachment definition resource. Shall be present when
the network attachment definition resource is used for
external connectivity by the VNF.

associatedVnfcCpld

IdentifierlnVnf

0..N

Identifier of the VNFC CP associated to this network
attachment definition resource. May be present when
the network attachment definition resource is used for
internal connectivity by the VNF.

5.5.3.37

Type: CertificateConfigurationData

Thistype provides input information related to certificate management. It shall comply with the provisions defined in

table 5.5.3.37-1.
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ETSI GSNFV-SOL 009 [i.14] specifies the meansto discover the applicable certificate management mode of VNFM
and configure into the NFV O applicable certificate management mode via the "NFV-MANO Configuration and

Information Management'

" interface.

Table 5.5.3.37-1: Definition of the CertificateConfigurationData data type

Attribute name Data type Cardinality Description

overridingCertificateProfile  |CertificateBaseProfile |0..N Overriding certificate profile. This overrides the
certificateBaseProfile provided in the VNFD, and the
CA and CMF can additionally override aspects of
this certificateBaseProfile at later point in the VNF
lifecycle if necessary to meet operator security
policy.

securityPolicy SecurityPolicy 1..N Security policy to be satisfied for certificate.

cmfData CmfData 0.1 Information for CMF.

5.5.3.38 Type: SecurityPolicy

This type provides input information related to security policy for certificate management. It shall comply with the
provisions defined in table 5.5.3.38- 1.

Table 5.5.3.38-1: Definition of the SecurityPolicy data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this security policy.
maxValidityPeriod Number 0.1 Allowed max validity period for certificates.
allowedAlgorithm String 0.1 Allowed signature algorithm.
minimumKeyLength Number 0.1 Minimum key length for certificates.

5.5.3.39

Type: CertificateBaseProfile

This type provides input information to override certificate base profile for certificate management. It shall comply with
the provisions defined in table 5.5.3.39-1.

Table 5.5.3.39-1: Definition of the CertificateBaseProfile data type

Attribute name Data type Cardinality Description

id Identifier 1 The identifier of this certificate profile.

issuer String 0.1 Issuer of certificates. See note.

issuerUniqueldentifier Identifier 0.1 Identifier of this issuer of certificates. See note.

subject CertSubjectData  |0..1 Subject of certificates. See note.

subjectUnigueldentifier Identifier 0..1 Identifier of this subject of certificates. See note.

basicConstraints String 0.1 Basic constraints of certificates. See note.

issuerAltName String 0..N Alternative name of issuer of certificates in this NS.
See note.

subjectAltName String 0..N Alternative name of subject of certificates. Shall be
present when this certificate is used for encrypted
communication using IP address and subjectAltName
attribute of CertificateBaseProfile in CertificateDesc of
VNFD is empty (see ETSI GS NFV-IFA 011 [7],
clause 7.1.19.4). See note.

nameConstraints String 0..N Name constraints of certificates. See note.

NOTE :

At least one overriding attributes shall be present, otherwise shall be absent.

5.5.3.40 Type:

CmfData

Thistype provides input information related to CMF for certificate management. It shall comply with the provisions
defined in table 5.5.3.40-1.
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Table 5.5.3.40-1: Definition of the CmfData data type

Attribute name Data type Cardinality Description
endPoint Structure 1 End point of CMF instance.
(inlined)
>ipAddress IpAddress 1 An IP address of this end point.
>link Link 1 A link to this end point.
supportedProtocol Enum (inlined) 1.N Supported protocol by CMF instance.
Permitted values:

e CMP.

e CMPv2.

e EST.

e SCEP.
5.5.341 Type: CertSubjectData

This type provides input information related to subject of certificate. It shall comply with the provisions defined in

table 5.5.3.41-1.

Table 5.5.3.41-1: Definition of the CertSubjectData data type

Attribute name Data type Cardinality Description

commonName String 0.1 Information of certification target subject FQDN. See
note.

organization String 0.1 Information of certification target subject Organization.
See note.

country String 0.1 Information of certification target subject Country. See
note.

state String 0.1 Information of certification target subject State. See
note.

locality String 0.1 Information of certification target subject Locality. See
note.

emailAddress String 0.1 Information of certification contact email address. See
note.

NOTE :

At least one overriding attributes shall be present, otherwise shall be absent.

5.5.3.42 Type:

Certificatelnfo

This type provides input information related to certificate and certificate management. It shall comply with the
provisions defined in table 5.5.3.42- 1.

Table 5.5.3.42-1: Definition of the Certificatelnfo data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this certificate information.
certificateConfigurationinfo CertificateConfig |0..1 Configuration for certificate management such as
urationinfo certificate profile, information of CMF and security
policy.
certificateContents CertificateConten |0..N Information for contents of issued certificates. The
t information contained in this attribute may be updated
over time during the VNF LCM, e.g. certificate(s)
renewal.
5.5.3.43 Type: CertificateConfigurationinfo

This type provides input information related to certificate management. It shall comply with the provisions defined in

table 5.5.3.43-1.
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of the CertificateConfigurationinfo data type

Attribute name Data type Cardinality Description
certificateBaseProfile CertificateBasePr |0..N Information for certificate profile.
ofile
securityPolicy SecurityPolicy 1..N Information for security policy to be satisfied for
certificate.
delegationSupportedCertificat |KeyValuePairs 0.1 Describes supported certificate management
eManagements information.
cmflnfo Cmfinfo 0.1 Information of CMF.
5.5.3.44 Type: CertificateContent

Thistype provides input information related to certificate content. It shall comply with the provisions defined in

table 5.5.3.44-1.

ETSI GSNFV-SOL 009 [i.14] specifiesthe means to discover the applicable certificate management mode of VNFM
and configure into the NFV O applicable certificate management mode viathe "NFV-MANO Configuration and
Information Management™ interface.

Table 5.5.3.44-1: Definition of the CertificateContent data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this certificate.
certficateDescld IdentifierlnVnfd 1 Identifier of certificate description in VNFD to be used
to issue this certificate. See note.
certificateType Enum (inlined) 1 Type of this certificate.
Values:

e VNFCI_CERT.

e VNFOAM_CERT.
supportedCertificateManage |KeyValuePairs 0.1 Describes supported certificate management
ments information.
version Version 0.1 Version of this certificate.
serialNumber Integer 0.1 Serial number of this certificate.
signatureAlgorithm String 0.1 Algorithm of this certificate's signature.
issuer String 0.1 Issuer of this certificate.
notBefore DateTime 0.1 Start date of valid period for this certificate.
notAfter DateTime 0.1 End date of valid period for this certificate.
subject String 0.1 Subject of this certificate.
publicKeyAlgorithm String 0.1 Algorithm of this certificate's public key.
publicKey String 0.1 Public key of this certificate.
certificateExtensions KeyValuePairs 0.1 Extension of this certificate.

NOTE : The CertificateDesc data type is defined in clause 7.1.19.2 of ETSI GS NFV-IFA 011 [7].
5.5.3.45 Type: Cmfinfo

Thistype provides input information related to CMF for certificate management. It shall comply with the provisions

defined in table 5.5.3.45-1.

Table 5.5.3.45-1: Definition of the Cmfinfo data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this CMF information.
endPoint Structure 1 End point of CMF instance.
(inlined)
>ipAddress IpAddress 1 An IP address of this end point.
>link Link 1 A link to this end point.
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Attribute name

Data type

Cardinality

Description

supportedProtocol Enum (inlined) 1..N Supported protocol by CMF instance.
Permitted values:

e CMP.

e CMPv2.

e EST.

e SCEP.
certificateChain KeyValuePairs 0..N Certificate chain that this CMF provides.
5.5.3.46 Type: AffectedCertificate

This type provides input information about added, deleted and modified certificate contents. It shall comply with the
provisions defined in table 5.5.3.46- 1.

ETSI GSNFV-SOL 009 [i.14] specifiesthe means to discover the applicable certificate management mode of VNFM
and configure into the NFV O applicable certificate management mode via the "NFV-MANO Configuration and
Information Management” interface.

Table 5.5.3.46-1: Definition of the AffectedCertificate data type

Attribute name Data type Cardinality Description
certificatelnfold Identifier 1 Identifier of certificate information.
certificateBaseProfileld Identifier 0.1 Identifier of certificate base profile.
securityPolicyld Identifier 0.1 Identifier of security policy.
cmflnfold Identifier 0.1 Identifier of CMF information.
certificateContentld Identifier 0.1 Identifier of certificate content.
changeType Enum (inlined) 1 Signals the type of change.

Permitted values:
e ADD.
¢ REMOVE.
e MODIFY.
5.5.3.47 Type: PaasServicelnfo

This type provides information about a PaaS Service that is used by a VNF instance.

The PaasServicelnfo is comprised of various sets of information. Some information comes from the VNFD, other
information comes from the PaaS Service assets provided by the NFVO to the VNFM, and other information is
provided at runtime information about the usage of the PaaS Service.

It shall comply with the provisions defined in table 5.5.3.47-1.

Table 5.5.3.47-1: Definition of the PaasServicelnfo data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this PaaS Service Information.

paasServiceld Identifier 1 Identifier of the assigned PaaS Service as managed
by the PaaS Services Management (PSM) function.

paasServiceType String 1 The type of PaaS Service. The value of this attribute is
expected to be matched against values of the
registered PaaS Services in the PSR.

paasServiceVersion Version 0.1 Version of the PaaS Service. It shall be present if the
PaaS Service is versioned.

paasServiceRequestld IdentifierinVnfd 1 Identifier of the PaaS Service request in the VNFD
that maps to the assigned PaaS Service.

paasServiceHandle PaasServiceHan |1 A handle enabling the access and use of the PaaS

dle Service by the VNF instance.
additionallnfo KeyValuePairs 0.1 Additional information which is specific to the PaaS

Service, its type, and which is available from the PaaS
Service instance.
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5.5.3.48 Type: PaasServiceHandle

This type provides information enabling the access and use of the PaaS Service by the VNF instance. The type and
format of the handle depends on the form that the PaaS Service is formed.

It shall comply with the provisions defined in table 5.5.3.48- 1.

Table 5.5.3.48-1: Definition of the PaasServiceHandle data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this PaaS Service handle.
interfacelnfo KeyValuePairs 0.1 Information of the interface or interfaces to the PaaS

Service instance, if applicable, such as the URI of an
interface endpoint to communicate with the PaaS
Service instance.

accesslinfo KeyValuePairs 0.1 Authentication credentials for accessing the PaaS
Service instance.

If the PaasServiceHandle structure is part of an HTTP
GET response payload body, sensitive attributes that
are children of this attribute (such as passwords) shall
not be included.

extra KeyValuePairs 0.1 PaaS Service instance specific additional information.
The applicable structure, and whether or not this
attribute is available, is dependent on the type of the
PaaS Service.

554 Referenced simple data types and enumerations

5541 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the
previous clauses.

5.54.2 Simple data types

No particular simple data types are defined for thisinterface, in addition to those defined in clause 4.4.

5.54.3 Enumeration: VnfOperationalStateType
The enumeration V nfOperational StateType shall comply with the provisions defined in table 5.5.4.3-1.

Table 5.5.4.3-1: Enumeration VnfOperationalStateType

Enumeration value Description
STARTED The VNF instance is up and running.
STOPPED The VNEF instance has been shut down.
5544 Enumeration: StopType

The enumeration StopType shall comply with the provisions defined in table 5.5.4.4-1.

Table 5.5.4.4-1: Enumeration StopType

Enumeration value Description
FORCEFUL The VNFM will stop the VNF instance or VNFC instance(s) immediately after
accepting the request.
GRACEFUL The VNFM will first arrange to take the VNF instance or VNFC instance(s) out of

service after accepting the request. Once that operation is successful or once the
timer value specified in the "gracefulStopTimeout" attribute expires, the VNFM wiill
stop the VNF instance or VNFC instance(s).
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Enumeration: LcmOperationType

comply with the provisions defined in table 5.5.4.5-1.

Table 5.5.4.5-1: Enumeration LcmOperationType

Enumeration value

Description

INSTANTIATE

Represents the "Instantiate VNF" LCM operation.

SCALE

Represents the "Scale VNF" LCM operation.

SCALE_TO_LEVEL

Represents the "Scale VNF to Level" LCM operation.

CHANGE_FLAVOUR

Represents the "Change VNF Flavour" LCM operation.

TERMINATE Represents the "Terminate VNF" LCM operation.

HEAL Represents the "Heal VNF" LCM operation.

OPERATE Represents the "Operate VNF" LCM operation.
CHANGE_EXT_CONN Represents the "Change external VNF connectivity" LCM operation.
MODIFY_INFO Represents the "Modify VNF Information" LCM operation.

CREATE_SNAPSHOT

Represents the "Create VNF Snapshot" LCM operation.

REVERT TO_SNAPSHOT

Represents the "Revert-To VNF Snapshot" LCM operation.

CHANGE_VNFPKG

Represents the "Change current VNF package" LCM operation.

SELECT_DEPL_MODS

Represents the "Select VNF deployable modules" LCM operation
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5.5.4.6

The enumeration LcmOperationStateType shall comply with the provisions defined in table 5.5.4.6-1. More information
of the meaning of the states can be found in clause 5.6.2.2.

Enumeration: LcmOperationStateType

Table 5.5.4.6-1: Enumeration LcmOperationStateType

Enumeration value Description

STARTING The LCM operation is starting.

PROCESSING The LCM operation is currently in execution.

COMPLETED The LCM operation has been completed successfully.

FAILED_TEMP The LCM operation has failed and execution has stopped, but the execution of the operation is
not considered to be closed.

FAILED The LCM operation has failed and it cannot be retried or rolled back, as it is determined that

such action will not succeed.

The LCM operation is currently being rolled back.

The LCM operation has been successfully rolled back, i.e. The state of the VNF prior to the
original operation invocation has been restored as closely as possible.

ROLLING_BACK
ROLLED_BACK

5547 Enumeration: CancelModeType

The enumeration CancelModeType defines the valid modes of cancelling a VNF LCM operation occurrence. It shall
comply with the provisions defined in table 5.5.4.7-1.

Table 5.5.4.7-1: Enumeration CancelModeType

Enumeration value
GRACEFUL

Description
If the VNF LCM operation occurrence is in "PROCESSING" or "ROLLING_BACK" state, the
VNFM shall not start any new resource management operation and shall wait for the ongoing
resource management operations in the underlying system, typically the VIM, to finish execution
or to time out. After that, the VNFM shall put the operation occurrence into the FAILED_TEMP
state.
If the VNF LCM operation occurrence is in "STARTING" state, the VNFM shall not start any
resource management operation and shall wait for the granting request to finish execution or
time out. After that, the VNFM shall put the operation occurrence into the ROLLED BACK state.
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Enumeration value Description

FORCEFUL If the VNF LCM operation occurrence is in "PROCESSING" or "ROLLING_BACK" state, the
VNFM shall not start any new resource management operation, shall cancel the ongoing
resource management operations in the underlying system, typically the VIM, and shall wait for
the cancellation to finish or to time out. After that, the VNFM shall put the operation occurrence
into the FAILED_TEMP state.

If the VNF LCM operation occurrence is in "STARTING" state, the VNFM shall not start any
resource management operation and put the operation occurrence into the ROLLED_BACK
state.

5.5.4.8 Enumeration: LcmOpOccNotificationVerbosityType

The enumeration LcmOpOccNotificationV erbosity Type provides values to control the verbosity of LCM operation
occurrence notifications. It shall comply with the provisions defined in table 5.5.4.8-1.

Table 5.5.4.8-1: Enumeration VnfOperationalStateType

Enumeration value Description
FULL This signals a full notification which contains all change details.
SHORT This signals a short notification which omits large-volume change details to reduce the
size of data to be sent via the notification mechanism.

5549 Type: McioTypeName

The present type definition provides valid string values for the "mcioType" attribute of the "Mciolnfo" datatype, and
the valid values are defined in table 5.5.4.9-1.

Table 5.5.4.9-1: String values for MCIO types

String value Description
"Deployment” Represents the Deployment compute MCIO as defined in ETSI GS NFV-SOL 018 [i.12].
"StatefulSet" Represents the Deployment compute MCIO as defined in ETSI GS NFV-SOL 018 [i.12].
"DaemonSet" Represents the DaemonSet compute MCIO as defined in ETSI GS NFV-SOL 018 [i.12].

5.6 Success and error states of VNF lifecycle management
operations

5.6.1 Basic concepts for error handling (informative)

5.6.1.1 Motivation

VNF lifecycle management operation occurrences can fail. Failure can be caused by multiple reasons, which generally
fall into the following categories:

e  Transient errors which do not require intervention from a human operator or a higher-layer management entity
for resolution, e.g. momentary network outage.

. "Permanent” errors which require such intervention.

It is unreasonabl e to expect that all errors can be resolved automatically, therefore the possibility of intervention will
usually be incorporated in the system design as acknowledged means of error resolution.
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5.6.1.2 Failure resolution strategies: Retry and Rollback

Most transient errors are handled best with a retry mechanism. Retry might happen automatically at the point of failure
within the same LCM workflow (where it makes sense to limit the number of automatic retries). It isimportant to strive
for designing retry operations that have no unintended side effects from the original invocation of the operation. Thisis
called idempotent retry. |dempotent retry can also be used as an on-demand error resolution mechanism (see below) if
the original operation failed because of a condition that has been resolved manually by the human operator or by a
higher-level management entity, so idempotent retry is suitable for general error resolution in most cases.

However, even if asystemis designed with idempotent retry capabilities, eventual success of the operation cannot be
guaranteed. In this case, the resolution of the inconsistent state can be attempted by requesting to roll back the changes
made by the operation. Therefore, rollback as an error handling strategy is a so desired to be allowed in the system
design.

In many cases, idempotent retry can resolve transient errors and lead to success eventually. Depending on the situation,
rollback followed by a repetition of the operation could take longer than a successful retry, as rollback first removes
allocated resources and then the repetition of the operation allocates them again, which costs time.

Therefore, it often makes sense to perform first idempotent retry, which is followed by rollback if the retry has failed.
|dempotent retry is meaningful and useful for all operation types, but for some operations rollback is better suited and
has a better chance of success. In general, rollback is well-suited for additive operations such as InstantiateV nf or scale
out, while ill-suited for subtractive ones such as scale in or TerminateVnf, or for Heal V nf.

Both rollback and idempotent retry can fail. In that case, the system can be |eft in an inconsistent state after afailed
operation, which requires resolution by a higher-level entity such as EM, NFVVO or human operator.

5.6.1.3 Error handling at VNFM and EM
If the VNFM executes an LCM workflow and encounters a problem, the following options are possible:
. Stop on first error:

- Once the VNFM encounters an error, the normal execution of the LCM workflow is interrupted, and an
error handling procedure istriggered (automatic retry, automatic rollback, automatic fail, escalate). See
the paragraphs below for description of error handling procedures.

- Itisassumed that all VNFsand all VNFMs support "stop on first error”.

EXAMPLE 1: EM isattempting to instantiate aVNF with 100 VNFCs. The first 97 VNFCs are instantiated
successfully, however, an error occurs when attempting to instantiate VNFC #98. The VNFM
stops execution and chooses which of the error handling options it invokes (note that it even could
try multiple options after each other).

° Best Effort:

- Each time the VNFM encounters an error, it is decided whether the execution of a part or al of the
remaining steps of the LCM workflow is performed, or whether the execution isinterrupted and an error
handling procedure is triggered (automatic retry, automatic rollback, automatic fail, escalate). See the
paragraphs below for description of error handling procedures.

- Support of "best effort" requires a suitable workflow design.
- It istherefore assumed that not all VNFs and not all VNFMs support "best effort"”.

EXAMPLE 2: Same example as above. After the error occurs attempting to instantiate VNFC #98, the VNFM
continues by creating #99 and #100, and then chooses which error handling optionsit invokes.

The VNFM has the following error handling procedures to react to errors (see clause 5.6.1.2 for general elaboration
regarding retry and rollback):

. Automatic Retry: The VNFM retries (once or more) to continue the execution of the workflow without
involving an external entity. Automatic retry of failed parts of the workflow might even be built into the
workflow itself. Retry can eventually succeed or fail. Successful retry leadsto the LCM operation to be
reported as successful. Failed retry istypically escalated.
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Automatic Rollback: The VNFM rolls back the VNF to the state prior to starting the LCM operation without
involving an external entity. Rollback can eventually succeed or can fail, preventing the VNF from reaching
that previous state. Successful rollback leads to the LCM operation to be reported as rolled back. Failed
rollback is typically escalated.

Escalate: After failed automatic retry/retries, automatic rollback is typically not the first option in most
situations, but the error is preferably reported to the EM for further resolution. The same appliesif no
automatic error resolution was attempted by the VNFM, or if automated rollback has failed. Thisis done by
sending aVNF LCM operation occurrence notification.

Unresolvable Error: The VNFM determines that the operation has failed and definitely cannot be recovered
(e.g. if noretry and no rollback is possible), and that escalating the error will have no chanceto lead to a
resolution either. In this case, the VNFM would report that the operation has terminally failed. After that, other
means of resolution can be attempted, such as the invocation of HealV nf, or manual procedures using the GUI
of the VNFM or VIM to release stranded resources.

The EM has the following error handling procedures to react to error reports from the VNFM:

On-demand retry: After the VNFM has reported the error to the EM, the EM or the human operator takes steps
to resolve the situation that has led to the occurrence of the error. Subsequently, the retry of the operationis
triggered towards the VNFM by the EM viathe VNF LCM interface.

On-demand rollback: After the VNFM has reported the error to the EM, and after the EM or the human
operator has decided to roll back the operation, the rollback of the operation istriggered towards the VNFM by
the EM viathe VNF LCM interface.

Fail: After the VNFM has reported the error to the EM, and after the EM or the human operator has
determined that neither on-demand retry nor on-demand rollback will fix the error, the LCM operation can be
declared as terminally failed towards the VNFM viathe VNF LCM interface. After that, other means of
resolution can be attempted, such as the invocation of HealVnf, or manual procedures using the GUI of the
VNFM or VIM to release stranded resources.

NOTE: Error handling by the EM can involve escalations to the OSS/BSS, or to the NFVO viathe OSS/BSS.

5.6.2

5.6.2.1

States and state transitions of a VNF lifecycle management
operation occurrence

General

A VNF lifecycle management operation occurrence supports a number of states and error handling operations. The
states and state transitions that shall be supported by the VNFM are shown in figure 5.6.2.1-1. Transitions labelled with
underlined text represent error handling operations; other transitions represent conditions.
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Figure 5.6.2.1-1: States of a VNF lifecycle management operation occurrence
5.6.2.2 States of a VNF lifecycle management operation occurrence

At each time, a VNF lifecycle management operation occurrence isin one of the following states. There are transient
states (states from which a different state can be reached) and terminal states (states from which no other state can be
reached; i.e. the state of a VNF lifecycle management operation occurrence in aterminal state cannot change anymore).

STARTING: The operation is starting. This state represents the preparation phase of the operation, including invoking
Grant Lifecycle Operation. This state has the following characteristics:

. Thisistheinitial state for any LCM operation except ModifyV nflnformation.
e Thisisatransient state.

. This state may block other LCM operations from being executed on the same VNF instance (up to VNF and
VNFM implementation).

. In this state, the VNF lifecycle management operation occurrence does not perform any changes to the VNF
instance or to resources.

e  Oncethe VNF lifecycle operation has been granted, the VNF lifecycle management operation occurrence shall
transit into the PROCESSING state.

. If the LCM operation is cancelled inthe "STARTING" state, the VNF lifecycle management operation
occurrence shall transit to the "ROLLED_BACK" state. The EM/V NF shall be prepared to receive the
notification about the cancellation of the operation before and after having provided the grant. Thisis
necessary to address possible race conditions.

. If an error occurs before the VNFM receives the grant response, or the grant is rejected, as no changesto the
underlying VNF or resources were done, the VNF lifecycle management operation occurrence shall transit into
the "ROLLED_BACK" state.

COMPLETED: The operation has completed successfully. Thisisaterminal state.

FAILED_TEMP: The operation has failed and execution has stopped, but the execution of the operation is not
considered to be closed. This state has the following characteristics:

° Thisisatransient state.
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The grant received for the operation is still valid, and the granted resource changes are still foreseen for the
VNF.

This state may block other LCM operations from being executed on the same VNF instance (enforced by the
VNFM, and up to VNF and VNFM capabilities).

Retry or rollback or fail may be invoked for the operation.

If the VNF LCM operation is retried, the VNF lifecycle management operation occurrence shall transit into the
"PROCESSING" state.

If the VNF LCM operation is rolled back, the VNF lifecycle management operation occurrence shall transit
into the "ROLLING_BACK" state.

If the VNF LCM operation is marked as "failed", the VNF lifecycle management operation occurrence shall
transit into the "FAILED" state.

Operation cancellation and failure to roll back should result in FAILED_TEMP.

FAILED: The operation has failed and it cannot be retried or rolled back, asit is determined that such action will not
succeed. This state has the following characteristics:

Thisisaterminal state.

Such an operation state is typically the result of a decision of a higher layer management entity (EM/VNF) or
its human operator that an operationin FAILED _TEMP state cannot be retried or rolled back ("Fail").

Such an operation state can also be reached immediately in case of failure of an operation in "PROCESSING"
state that can neither be retried nor rolled back ("Unresolvable Error™).

NOTE 1: Thedirect transition from "PROCESSING" into "FAILED" state is deprecated and only provided for

backward compatibility with legacy; implementations need to be aware that support can be removed in
subsequent versions of the present document.

The result of the LCM operation (the actual resource changes) can show an inconsistent state of the VNF, and
can reflect partial resource changes compared to the granted changes. Neverthel ess, these resource changes, as
known by the VNFM shall be synchronized between the VNFM and EM/V NF (by reporting them in the
LCCN, and by allowing the EM/VNF to obtain them on request) in order for other VNF LCM operations (e.g.
Heal, Terminate) to be guaranteed to work on resources that are known to the EM/VNF.

NOTE 2: In certain error cases during a procedure that requires interactions with the VIM, the information about

VIM resources known by the VNFM might not be accurate.

The fact that an LCM operation isin "FAILED" state shall not block other operations from execution on the
VNF instance by the VNFM. However, the VNF instance may itself be in a state that disallows certain
operations.

ROLLED_BACK: The state of the VNF prior to the origina operation invocation has been restored as closely as
possible. This state has the following characteristics:

Thisisaterminal state.

This may involve recreating some resources that have been deleted by the operation, the recreated resources
should be as similar as possible to the deleted ones. Differences between original resources and re-created ones
may include a different resource identity, but also different dynamic attributes such as an |P address.

PROCESSING: The LCM operation is currently in execution. This state has the following characteristics:

Thisistheinitial state for the "ModifyV nflnformation” operation.

Thisisatransient state.

This state may block other LCM operations from being executed on the same VNF instance (up to VNF and
VNFM implementation).
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The operations "Retry" and "Rollback" shall not be permitted to be invoked for an operation that isin this
state.

All failures of procedures executed by the VNFM as part of the LCM operation while in "PROCESSING"
state shall result in transiting to "FAILED_TEMP", with the following two exceptions:

- If afailure occursin the "PROCESSING" state from which the VNFM knows that the VNF instance can
be brought into a consistent state by immediately rolling back the operation, the VNF lifecycle
management operation occurrence may transit directly into the "ROLLING_BACK" state
("AutoRollback™). For the "ModifyV nfInformation” operation, AutoRollback is the typical error
handling method.

- If afailure occursin the "PROCESSING" state from which the VNFM knows that it can neither be fixed
by retrying nor be rolled back, the VNF lifecycle management operation occurrence may transit directly
into the "FAILED" state ("Unresolvable Error").

NOTE 3: The direct transition from "PROCESSING" into "FAILED" state is deprecated and only provided for

backward compatibility with legacy; implementations need to be aware that support can be removed in
subsequent versions of the present document.

If a"cancel" request was issued during the operation isin "PROCESSING" state, processing will be cancelled
but this might not be immediate. Thisis represented by a flag in the data model that indicates thereisa
pending "cancel" request for this state. Upon successful cancellation, the VNF lifecycle management operation
occurrence shall transit into the "FAILED_TEMP" state.

ROLLING_BACK: The LCM operation is currently being rolled back. This state has the following characteristics:

Thisisatransient state.

This state may block other LCM operations from being executed on the same VNF instance (up to VNF and
VNFM implementation).

The operations "Retry" and "Rollback" shall not be permitted to be invoked for an operation that isin this
state.

If a"Cancel" request was issued during the operationisin"ROLLING_BACK" state, rolling back will be
cancelled but this might not be immediate. Thisis represented by aflag in the data model that indicates thereis
apending "Cancel" request for this state. Upon successful cancellation, the VNF lifecycle management
operation occurrence shal transit into the"FAILED_TEMP" state.

If afailure occurs during rolling back, the operation should transition to the "FAILED_TEMP"' state.

Upon successful rollback, the VNF lifecycle management operation occurrence shall transit into the
"ROLLED_BACK" state.

The following provisions apply to the sending of VNF lifecycle management operation occurrence notifications by the

VNFM:

The"start" notification (i.e. notificationStatus="START") shall be sent each time when the operation enters
one of states"STARTING", "PROCESSING" and "ROLLING_BACK" from another state, indicating the state
entered in the "operationState™ attribute.

The "result” notification (i.e. notificationStatus="RESULT") shall be sent each time when the VNF LCM
operation occurrence enters one of the error states"FAILED_TEMP", "FAILED", "ROLLED_BACK",
indicating the state entered in the "operationState” attribute, as well as the error cause and the changes to the
VNF's resources since the operation was initially started.

The "result" notification (i.e. notificationStatus="RESULT") shall be sent when the operation enters the
success state "COMPLETED", indicating the state entered in the "operationState" attribute, as well as the
changes to the VNF's resources.
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The following provisions apply to the sending of notifications related to VNF lifecycle changes (VNF LCM operation
Occurrence Notifications, VNF identifier creation and VNF identifier deletion notifications):

. The processing of aVNF LCM operation occurrence shall not wait for the acknowledgement of the delivery of
the triggered notifications.

o Invoking a subsequent LCM operation on the same VNF instance shall not be blocked while waiting for the
acknowledgement of the delivery of all notifications triggered by a previous LCM operation occurrence on the
same VNF instance.

Such a notification scheme allows the EM/VNF to keep in sync with changes to the VNF's resources by an ongoing
LCM operation. If the notification relates to atransient state, further changes can be expected. If the notification relates
to aterminal state, no further changes to the VNF's resources will be performed by the related VNF lifecycle
management operation occurrence. In order to avoid inconsistent information about the state and result of the VNF
lifecycle management operation by the EM/VNF, which can impact the error handling procedure, the state of the VNF
lifecycle management operation shall be synchronized between the VNFM and EM/VNF. The EM/VNF can use the
information in the notification to synchronize itsinternal state with the current state and result of the LCM operation. In
case of loss of notifications, the EM/VNF can read the resource that represents the VNF lifecycle management
operation occurrence to obtain the same information.

5.6.2.3 Error handling operations that change the state of a VNF lifecycle
management operation occurrence
Retry: This operation retries a VNF lifecycle operation. It has the following characteristics:

. Execution of "Retry" for an actual LCM operation on a particular VNF may be supported, depending on
characteristics of the VNF and the LCM operation.

e  "Retry" shall operate within the bounds of the Grant for the LCM operation.
. The operation may be invoked via an interface, or the VNFM may invoke the operation per its own decision.
Rollback: This operation rolls back a VVNF lifecycle operation. It has the following characteristics:

. Execution of "Rollback" for an actual LCM operation on a particular VNF may be supported, depending on
characteristics of the VNF and the LCM operation.

. "Rollback" shall operate within the bounds of the Grant for the LCM operation, an additionally may execute
the inverse of granted LCM operations (e.g. if aresource deletion was granted, rollback might re-create the
deleted resource or a similar resource).

e  The operation may be invoked via an interface, or the VNFM may invoke the operation per its own decision.

Fail: This operation transits the VNF lifecycle management operation occurrence into the terminal "FAILED" state. It
has the following characteristics:

. Execution of "Fail" shall be supported for an LCM operation on a particular VNF if at least one of Retry,
Rollback, Cancel is supported for this operation.

e  The operation may be invoked via an interface, or the VNFM may invoke the operation per its own decision.

Cancel: This operation cancels an ongoing VNF lifecycle management operation, its Retry or Rollback. It hasthe
following characteristics:

. Execution of Cancel for an actual LCM operation on a particular VNF may be supported, depending on
characteristics of the VNF and the LCM operation.

e  The"Cancel" operation need not have immediate effect, depending on the capabilities of the underlying
systems, and the currently executed resource management operation.
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e  Two modes of cancellation are supported: graceful and forceful:

- When executing the graceful "Cancel” operation, the VNFM will not initiate any new operation towards
the underlying systems, will wait until the currently executed operations finish, fail or time out in the
VNFM, and will then put the VNF lifecycle management operation occurrence into the
"FAILED_TEMP"' state.

- When executing the forceful "Cancel" operation, the VNFM will cancel al ongoing operationsin the
underlying systems for which cancellation is supported, will not initiate any new operation towards the
underlying systems, will wait for the requested cancellations to finish, fail or time out in the VNFM, and
will then put the VNF lifecycle management operation occurrence into the "FAILED_TEMP' state.

NOTE: Inboth modes, the time-out is determined by means outside the scope of the present document.
- In"STARTING" state, thereis no difference between the graceful and the forceful cancellation mode.

. Executing "Cancel" can lead to inconsistencies between the information that the VNFM has about the state of
the resources of the VNF, and their actual state. The probability of such inconsistenciesis bigger when using
the forceful cancellation mode.

5.6.3 Detailed flows for error handling

56.31 Immediate failure

If the VNF LCM operation failsimmediately, i.e. it returnsan HTTP error, then the operation has not started, and no
"Individual VNF LCM operation occurrence” resource has been created. Also, neither a"start” VNF lifecycle
management operation occurrence notification nor a Grant request has been sent. The operation cannot be retried, but
the same operation may be invoked again from the API. The VNF instance is not changed by a synchronous failure, so
no special error handling is required.

Figure 5.6.3.1-1 illustrates the flow.

APl consumer WEF M

1. Initiate LCM operation over HTTP !

ar other failure occurs

static precondition check fails IT

€ 2. HTTF error code specific to failure + Error description in body |

APl consumer YWMNF M

Figure 5.6.3.1-1: Immediate failure of a VNF LCM operation

5.6.3.2 Failure in "STARTING" state

This error scenario assumes that the "Individual VNF LCM operation occurrence” resource has been created and the
"start" VNF lifecycle management operation occurrence notification has been sent.

If the operation fails before the VNFM receives the Grant response, or the Grant is rejected, persistent change to the
state of the VNF cannot have happened. Therefore, it is assumed that this operation entersthe ROLLED_BACK state
immediately. Figure 5.6.3.2-1 illustrates the flow.
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Figure 5.6.3.2-1: Failure of a VNF LCM operation before applying any change to the VNF instance

5.6.3.3 Failure during actual LCM operation execution

After afailed resource management operation, automatic retry can be invoked by the VNFM itself. These invocations
are not visible outside of the VNFM, asthe VNF LCM operation occurrence staysin "PROCESSING" state during
these automatic retries. If these do not resolve the issue, intervention (typically by a human operator) is necessary. For
that purpose, the LCM operation is set into atemporary failure state, and the EM is notified. The human operator
performs aroot cause analysis and eventually resolves the obstacle. Subsequently, and if supported, the operation can
be retried, rolled-back or determined as permanently failed. Figure 5.6.3.3-1 illustrates the possible options.

NOTE 1: Excluding automated rollback which is seen as arare option.

NOTE 2: Excluding "start" notifications (i.e. notificationStatus="START") for simplification purposes.
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Figure 5.6.3.3-1: Handling failures during the actual execution of a VNF LCM operation
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5.6.34 LCM operation cancellation

The cancellation of an LCM operation that isin PROCESSING or ROLLING_BACK state is handled like any other
error that leads to stopping the execution of the VNF LCM workflow before it can be successfully completed. The VNF
LCM operation transits into the FAILED_TEMP state which allows root cause analysis, possible fixing of the root
cause, followed by retrying, rolling back, or finally failing of the operation.

The cancellation of an operation in STARTING state (i.e. until the Grant is received) transits the operation into the
ROLLED_BACK state, as no changes to the resources or VNF instance have been performed.

5.7 Handling of security-sensitive attributes

The VNFD alowsthe VNF provider to declare certain VNF-specific attributes, such as additional parameters of VNF
LCM operations or VNF configurable properties, as "sensitive”" which means that their exposure can be a security risk.
Attributes marked as "sensitive" shall be omitted in HTTP response bodies and in notificationsin order to prevent their
exposure. In case a change to a sensitive attribute is the only modification reported in a notification that notification
shall still be sent, omitting the sensitive attribute.

6 VNF Performance Management interface

6.1 Description

Thisinterface allows providing performance management (measurement results collection and notifications) related to
VNFs. Performance information on a given VNF/VNFC instance results from performance information of the
virtualised resources that is collected from the VIM and mapped to this VNF/VNFC instance. Collection and reporting
of performance information is controlled by a PM job that groups details of performance collection and reporting
information. Further, this interface allows API version information retrieval.

When new performance information is available, the APl consumer is notified using the notification
Performancel nformationAvailableNotification.

The operations provided through thisinterface are:
J Create PM Job
. Query PM Job
o Delete PM Job
. Create Threshold
. Query Threshold
J Delete Threshold

. Notify

6.1a APl version

For the VNF performance management interface version as specified in the present document, the MAJOR version field
shall be 2 and the MINOR version field shall be 12, and the PATCH version field shall be 0 (see clause 9.1 of ETSI

GS NFV-SOL 013 [6] for adefinition of the version fields). Consequently, the { apiMgorVersion} URI variable shall

be set to "v2".

NOTE: Inthe present document, there were no changes to the clauses defining the VNF performance
management interface that are visible at interface level compared to the previous version of the present
document; hence, the MAJOR/MINOR/PATCH version fields are kept the same.
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6.2 Resource structure and methods

All resource URIs of the API shall use the base URI specification defined in clause 4.1 of ETSI GS NFV-SOL 013 [6].

The string "vnfpm" shall be used to represent { apiName} . All resource URIsin the clauses below are defined relative to
the above base URI.

Figure 6.2-1 shows the overall resource URI structure defined for the performance management API.

{apiRoot}/vnfpm/{apiMajorVersion}
—[ /pm_jobs ]
L[ pmJobld} |

l— /reports

L[ Kreportld} ]

|—[ {thresholdId} |

Figure 6.2-1: Resource URI structure of the VNF Performance Management interface

Table 6.2-1 liststhe individual resources defined, and the applicable HTTP methods.

The VNFM shall support responding to requests for all HTTP methods on the resourcesin table 6.2-1 that are marked
as"M" (mandatory) inthe "Cat" column. The VNFM shall also support the "API versions' resources as specified in
clause 9.3.2 of ETSI GSNFV-SOL 013 [6].

Table 6.2-1: Resources and methods overview of the VNF Performance Management interface

Resource name Resource URI Mi[rrcl)ad Cat Meaning
PM jobs /pm_jobs POST M Create a PM job.
GET M Query PM jobs.
Individual PM job /pm_jobs/{pmJobld} GET M Read a single PM job.
PATCH M Update PM job callback.
DELETE M Delete a PM job.
Individual performance  |/pm_jobs/{pmJobld}/reports/{reportid} GET M Read an individual
report performance report.
Thresholds [thresholds POST M Create a threshold.
GET M Query thresholds.
Individual threshold /thresholds/{thresholdld} GET M Read a single threshold.
PATCH M Update threshold callback.
DELETE M Delete a threshold.
Notification endpoint (provided by API consumer) POST See |Notify about PM related
note |events.
GET See |Test the notification endpoint.
note
NOTE: The VNFM shall support invoking the HTTP methods defined for the "Notification endpoint" resource
exposed by the EM or VNF. If the EM or VNF supports invoking the POST method on the "PM jobs" or
"Thresholds" resource towards the VNFM, it shall also support responding to the HTTP requests defined for
the "Notification endpoint" resource.
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6.3 Sequence diagrams (informative)

6.3.1 Flow of creating a PM job

This clause describes a sequence for creating a performance management job.

APl consumer WEF M

! 1. POST .. ./pm_johs (CreatePmJdobRequest)

|
>
Testing the notification endpoint ) |
:{ 2. GET <<Callback URI>> :
| 3. 204 Mo Content >!
I I
| | 4 Creates PmJob
: '___'___I_'I_E_SEIUI'I:E
:L( 5. 201 Created (Pmdab) E
APl consumer WHFM

Figure 6.3.1-1: Flow of PM job creation

PM job creation, asillustrated in figure 6.3.1-1, consists of the following steps:

1. If the API consumer intendsto create aPM job, it sends a POST request to the "PM jobs' resource, including
one data structure of type " CreatePmJobRequest” in the message content.

2.  Totest the notification endpoint that was registered by the APl consumer during PM job creation, the VNFM
sends a GET request to the notification endpoint URI.

3. The APl consumer returns a"204 No Content” response to indicate success.
4. TheVNFM createsaPM job instance.

5. TheVNFM returnsa"201 Created" response to the API consumer, and includes in the message content a
representation of the PM job just created.

Error handling: In case of failure, including an invalid notification endpoint, appropriate error information is provided
in the response.
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6.3.1a Flow of updating the callback URI of a PM job

This clause describes a sequence for updating the callback URI in a PM job.

APl consumer WINFM

! 1. PATCH .. Jpm_jobsf{pmdobld} (PmJobMaodifications)

|
>
Testing the notification endpoint ) |
:{ 2. GET <<Callback URI>> :
| 3. 204 Mo Content >!
I I
| | 4 updates PM job
| | ____resource
'L( 5. 200 OK (PmJobMaodifications) |
APl cansumer WHFM

Figure 6.3.1a-1: Flow of PM job callback URI update

PM job callback URI update, asillustrated in figure 6.3.1a-1, consists of the following steps:

1. If the API consumer intends to update the callback URI in a PM job, it sends a PATCH request to the
"Individual PM job" resource, including a data structure of type "PmJobModifications' in the message content.

2. Totest the notification endpoint that is addressed by the new callback URI, the VNFM sends a GET request to
the notification endpoint URI.

3. The APl consumer returns a"204 No Content” response to indicate success.
4. TheVNFM updates the callback URI of the "Individual PM job" resource.

5. TheVNFM returnsa"200 OK" response to the API consumer and includes in the message content a data
structure of type "PmJobModifications' to indicate the performed modifications.

Error handling: In case of failure, including an invalid notification endpoint, appropriate error information is provided
in the response.

6.3.2 Flow of querying/reading PM jobs

This clause describes a sequence for querying/reading performance management jobs.
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AP| cansumer YWIE I
I 1
Frecondition: PmJobs created b]
alt ' [query information about multiple PM jobs]

1. GET .../pm_jobs »!

|2 200 OK (PmJob])

[read infnr:n'la‘tinn about individual PM job] :
'3 GET ...fpm_iubsf{pmJnhId}}:

4. 200 OK (PmJab) !

g

APl consumer WINF M

Figure 6.3.2-1: Flow of PM jobs query/read

PM jobs query/read, asillustrated in figure 6.3.2-1, consists of the following steps:
1. If the API consumer intendsto query all PM jobs, it sends a GET request to the "PM jobs' resource.

2. TheVNFM returnsa"200 OK" response to the APl consumer, and includes zero or more data structures of
type "PmJob" in the message content.

3. If the API consumer intends to read information about a particular PM job, it sends a GET request to the
"Individual PM job" resource, addressed by the appropriate PM job identifier in its resource URI.

4. TheVNFM returnsa"200 OK" response to the API consumer, and includes one data structure of type
"PmJob" in the message content.

Error handling: In case of failure, appropriate error information is provided in the response.

6.3.3 Flow of deleting a PM job

This clause describes a sequence for deleting a performance management job.

APl consumer WM

i 1. DELETE ...fpm_inbsf{pmJuhId}}i

5 deletes PM job
i resource

3. 204 Mo Content |

APl consumer WM

Figure 6.3.3-1: Flow of PM job deletion
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PM job deletion, asillustrated in figure 6.3.3-1, consists of the following steps:

1

If the API consumer intendsto delete aPM job, it sends a DELETE request to the "Individual PM job"
resource addressed by the appropriate PM job identifier in its resource URI.

The VNFM deletes the "Individual PM job" resource.

The VNFM returns a response with a"204 No Content” response code and an empty message content to the
APl consumer.

Error handling: In case of failure, appropriate error information is provided in the response.

6.3.4

Flow of obtaining performance reports

This clause describes a sequence for obtaining performance reports.

APl consumer WM

|
alt ). [receive notification about availability of performance information]
' 1. Send PerfarmancelnformationAvailableNotification to AP consumer

[read list d.f available performance reports]

P2 GET ../pm_jobs/pmJdobld}

. =

| 3200 OK (PmJob)

| 4. GET .../pm_jobs/{pmJobldreports/repartid) }:

:H( 5. 200 OK (PerformanceReport) !
AP| cansumer WIE I

Figure 6.3.4-1: Flow of obtaining performance reports

Obtaining a performance report, as illustrated in figure 6.3.4-1, consists of the following steps:

1

The VNFM sendsto the API consumer a Performancel nformationAvailableNotification (see clause 6.3.9) that
indicates the availability of a new performance report, including alink from which the report can be obtained.

Alternatively, the APl consumer sends a GET request to the "Individual PM job" resource, to obtain a
representation of the resource including information about performance reports that are available for this PM
job, including their URIs.

In that case, the VNFM returns a'200 OK" response to the APl consumer, and includes a data structure of
type "PmJob" in the message content.

The API consumer sendsto the VNFM a GET request to the URI obtained either in step 1. or step 3. in order
to read an "Individual performance report” resource.

The VNFM returns a 200 OK" response to the API consumer, and includes a data structure of type
"PerformanceReport” in the message content.
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6.3.5 Flow of creating a threshold

This clause describes a sequence for creating a performance management threshold.

APl consumer WHF M

! 1. POST . jthresholds (CreateThresholdRequest)

|
>
Testing the notification endpoint ) |
:{ 2. GET <<Callback URI>> :
| 3. 204 Mo Content !
I I
| | 4 Creates Threshold
| | resource
'L( 5. 201 Created (Threshold) |
APl cansumer WHFM

Figure 6.3.5-1: Flow of threshold creation

Threshold creation, asillustrated in figure 6.3.5-1, consists of the following steps:

1. If the API consumer intends to create a threshold, it sends a POST request to the "Thresholds' resource,
including a data structure of type " CreateThresholdRequest” in the message content.

2.  Totest the notification endpoint that was registered by the APl consumer during threshold creation, the VNFM
sends a GET request to the notification endpoint URI.

3. The APl consumer returns a"204 No Content” response to indicate success.
4. TheVNFM creates athreshold instance.

5. TheVNFM returnsa"201 Created" response to the API consumer, and includesin the message content a
representation of the threshold just created.

Error handling: In case of failure, including an invalid notification endpoint, appropriate error information is provided
in the response.
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6.3.5a Flow of updating the callback URI of a threshold

This clause describes a sequence for updating the callback URI in a performance management threshold.

APl consumer WNEM

! 1. PATCH .. fthresholds/thresholdld} (ThresholdModifications)

|
>
Testing the notification endpoint ./ |
:{ 2. GET <<Callback URI>> |
| 3. 204 No Content I
| }I
1 I
: | 4 updates Threshold
: 'r”_'._.|_'|.a_§|:|urce
:{ 5. 200 OK (ThresholdModifications) |
APl consumer WHE M

Figure 6.3.5a-1: Flow of threshold callback URI update

Threshold callback URI update, asillustrated in figure 6.3.5a-1, consists of the following steps:

1. If the API consumer intends to update the callback URI in athreshold, it sends a PATCH request to the
"Individual threshold" resource, including a data structure of type " ThresholdModifications’ in the message
content.

2. Totest the notification endpoint that is addressed by the new callback URI, the VNFM sends a GET request to
the notification endpoint URI.

3. The APl consumer returns a"204 No Content" response to indicate success.
4.  The VNFM updates the callback URI of the "Individual threshold" resource.

5. TheVNFM returnsa™200 OK" response to the APl consumer and includes in the message content a data
structure of type "ThresholdM odifications’ to indicate the performed modifications.

Error handling: In case of failure, including an invalid notification endpoint, appropriate error information is provided
in the response.

6.3.6 Flow of querying/reading thresholds

This clause describes a sequence for querying/reading performance management thresholds.
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APl consumer WMEM
I I
| |
alt ). [query information about multiple thresholds]

1. GET ... fthresholds >

| 2 200 OK (Threshald])

[read infur:matiun abouwt individual threshold]
3. GET ...fthresholds/{thresholdld}

-

4. 200 OK (Threshald)

b

APl consumer WNE M

Figure 6.3.6-1: Flow of thresholds query/read

Threshold query/read, asillustrated in figure 6.3.6-1, consists of the following steps:
1. If the API consumer intends to query all thresholds, it sends a GET request to the "Thresholds' resource.

2. TheVNFM returnsa"200 OK" response to the API consumer, and includes zero or more data structures of
type "Threshold" in the message content.

3. If the API consumer intends to read information about a particular threshold, it sends a GET request to the
"Individual threshold" resource, addressed by the appropriate threshold identifier in its resource URI.

4. TheVNFM returnsa"200 OK" response to the APl consumer, and includes a data structure of type
"Threshold" in the message content.

Error handling: In case of failure, appropriate error information is provided in the response.

6.3.7 Flow of deleting thresholds

This clause describes a sequence for deleting performance management thresholds.

APl cansumer WIE MW

! 1. DELETE .../thresholdsfthresholdld}

deletes Threshold

I
]
1
=
]
]
1
i resource

3. 204 Mo Content |

e SRttt

APl consumer YWMNEM

Figure 6.3.7-1: Flow of threshold deletion

Threshold deletion, asillustrated in figure 6.3.7-1, consists of the following steps:

1.  If the API consumer intends to delete a particular threshold, it sends a DELETE request to the "Individual
threshold" resource, addressed by the appropriate threshold identifier in its resource URI.

2.  TheVNFM deletesthe "Individua threshold" resource.
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3. TheVNFM returnsa"204 No Content" response code to the API consumer. The response body shall be
empty.

Error handling: In case of failure, appropriate error information is provided in the response.

6.3.8 Void

6.3.9 Flow of sending notifications

This clause describes the procedure for sending notifications related to VNF performance management between the API
consumer and the VNFM.

APl consumer WIE M

Precondition: APl consumer has created PM jobs or threshalds previously b]

or threshold occurs

Event related to a PM job IT

< 1. POST «=Callback URI=> [<<Natification==)

| 2. 204 No Content

APl cansumer WIHFM

>

Figure 6.3.9-1: Flow of sending notifications
Precondition: The API consumer has previously created thresholds and/or PM jobs which trigger notifications related
to VNF performance management.
The procedure consists of the following steps asillustrated in figure 6.3.9-1:

1. If anevent occursthat indicates a threshold crossing or availability of performance information in aPM job,
the VNFM generates a notification that includes information about the event, and sendsit in the body of a
POST request to the URI which the APl consumer has registered as part of creating the threshold or PM job.
The variable <<Noatification>> in the flow is a placehol der for the different types of notifications that can be
sent by this API.

2. The APl consumer acknowledges the successful delivery of the notification by returning a *204 No Content”
response.

Error handling: If the VNFM does not receive the "204 No Content" response from the APl consumer, it can retry
sending the notification.

6.4 Resources

6.4.1 Introduction

This clause defines all the resources and methods provided by the performance management interface.

6.4.1a Resource: API versions

The"API versions' resources as defined in clause 9.3.3 of ETSI GS NFV-SOL 013 [6] are part of the VNF performance
management interface.
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6.4.2 Resource: PM jobs

6.4.2.1 Description

This resource represents PM jobs. The APl consumer can use this resource to create and query PM jobs.

6.4.2.2 Resource definition
The resource URI is:
{apiRoot}/vnfpm/{apiM ajorVersion}/pm_jobs
This resource shall support the resource URI variables defined in table 6.4.2.2-1.

Table 6.4.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 6.1a.
6.4.2.3 Resource methods
6.4.2.3.1 POST

The POST method creates a PM job.

This method shall follow the provisions specified in tables 6.4.2.3.1-1 and 6.4.2.3.1-2 for URI query parameters, request
and response data structures, and response codes.

Asthe result of successfully executing this method, anew "Individual PM job" resource as defined in clause 6.4.3 shall
have been created.

Table 6.4.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 6.4.2.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body CreatePmJobRequest PM job creation request

Response
Codes

PmJob 1 201 Shall be returned when the PM job has been created

Created successfully.

The response body shall contain a representation of

the created "Individual PM job" resource, as defined

in clause 6.5.2.7.

The HTTP response shall include a "Location" HTTP

header that points to the created "Individual PM job"

resource.

ProblemDetails 1 422 Shall be returned upon the following error: The

Unprocess |content type of the message content is supported

able and the message content of a request contains

Content syntactically correct data but the data cannot be

processed.

[

Data type Cardinality Description

Reggg;se The general cause for this error and its handling is

specified in clause 6.4 of ETSI GS NFV-SOL 013 [6],
including rules for the presence of the response
body.

Specifically in case of this resource, the response
code 422 shall also be returned if the VNFM has
tested the Notification endpoint as described in
clause 6.4.9.3.2 and the test has failed.

In this case, the "detail" attribute in the
"ProblemDetails" structure shall convey more
information about the error.

ProblemDetails See AxXX/5xx In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in

[6] clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

6.4.2.3.2 GET
The API consumer can use this method to retrieve information about PM jobs.

This method shall follow the provisions specified in tables 6.4.2.3.2-1 and 6.4.2.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 6.4.2.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
filter 0.1 Attribute-based filtering expression according to clause 5.2 of ETSI
GS NFV-SOL 013 [6].
The VNFM shall support receiving this parameter as part of the URI query string. The
API consumer may supply this parameter.
All attribute names that appear in the PmJob and in data types referenced from it shalll
be supported by the VNFM in the filter expression.

all_fields 0.1 Include all complex attributes in the response. See clause 5.3 of ETSI
GS NFV-SOL 013 [6] for details. The VNFM shall support this parameter.
fields 0.1 Complex attributes to be included into the response. See clause 5.3 of ETSI
GS NFV-SOL 013 [6] for details. The VNFM should support this parameter.
exclude_fields |0..1 Complex attributes to be excluded from the response. See clause 5.3 of ETSI

GS NFV-SOL 013 [6] for details. The VNFM should support this parameter.
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Name Cardinality Description
exclude_default |0..1 Indicates to exclude the following complex attributes from the response. See
clause 5.3 of ETSI GS NFV-SOL 013 [6] for details. The VNFM shall support this
parameter.

The following attributes shall be excluded from the PmJob structure in the response
body if this parameter is provided, or none of the parameters "all_fields", "fields",

"exclude_fields", "exclude_default" are provided:
e reports.

nextpage_opaq
ue_marker

0.1 Marker to obtain the next page of a paged response. Shall be supported by the VNFM
if the VNFM supports alternative 2 (paging) according to clause 5.4.2.1 of ETSI
GS NFV-SOL 013 [6] for this resource.

Table 6.4.2.3.2-2: Details of the GET request/response on this resource

Request

Data type Cardinality Description

body n/a

Response

Data type Cardinality Codes

Description

Response

PmJob 0..N 200 OK Shall be returned when information about zero or more

PM jobs has been queried successfully.

The response body shall contain in an array the
representations of zero or more PM jobs, as defined in
clause 6.5.2.7.

If the "filter" URI parameter or one of the "all_fields",
"fields" (if supported), "exclude_fields" (if supported) or
"exclude_default" URI parameters was supplied in the
request, the data in the response body shall have been
transformed according to the rules specified in

clauses 5.2.2 and 5.3.2 of ETSI GS NFV-SOL 013 [6],
respectively.

If the VNFM supports alternative 2 (paging) according
to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, inclusion of the Link HTTP header in this
response shall follow the provisions in clause 5.4.2.3 of
ETSI GS NFV-SOL 013 [6].

body ProblemDetails 1 400 Bad Shall be returned upon the following error: Invalid

Request attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails 1 400 Bad Shall be returned upon the following error: Invalid

Request attribute selector.

In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.

ProblemDetails 1 400 Bad Shall be returned upon the following error: Response

Request too big.

If the VNFM supports alternative 1 (error) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, this error response shall follow the provisions
in clause 5.4.2.2 of ETSI GS NFV-SOL 013 [6].

ProblemDetails See AXX/5xx In addition to the response codes defined above, any

clause 6.4 of common error response code as defined in clause 6.4
[6] of ETSI GS NFV-SOL 013 [6] may be returned.

6.4.2.3.3

PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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6.4.2.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.4.2.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.4.3 Resource: Individual PM job

6.4.3.1 Description
This resource represents an individual PM job. The API consumer can use this resource to delete and read the
underlying PM jaob.
6.4.3.2 Resource definition
Theresource URI is:
{apiRoot}/vnfpm/{apiM ajorVersion}/pm_jobs/{pmJobl d}

This resource shall support the resource URI variables defined in table 6.4.3.2-1.

Table 6.4.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 6.1a.
pmJobld Identifier of the PM job. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a POST request creating a new "Individual PM job" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

6.4.3.3 Resource methods

6.4.3.3.1 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.4.3.3.2 GET
The API consumer can use this method for reading an individual PM job.

This method shall follow the provisions specified in tables 6.4.3.3.2-1 and 6.4.3.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 6.4.3.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported

ETSI



188

ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

Table 6.4.3.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
. Response .
Data type Cardinality Codes Description
PmJob 1 200 OK Shall be returned when information about an
individual PM job has been read successfully.
The response body shall contain a representation of
Re;ggnse the "Individual PM job" resource, as defined in
y clause 6.5.2.7.
ProblemDetails See clause 6.4 |4xx/5xx In addition to the response codes defined above, any
of [6] common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
6.4.3.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.4.3.3.4

PATCH

This method allows to modify an "individual PM job" resource.

This method shall follow the provisions specified in tables 6.4.3.3.4-1 and 6.4.3.3.4-2 for URI query parameters, request
and response data structures, and response codes.

Table 6.4.3.3.4-1: URI query parameters supported by the PATCH method on this resource

Name

Cardinality

Description

none supported
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Table 6.4.3.3.4-2: Details of the PATCH request/response on this resource

Data type

Cardinality

Description

Request
body

PmJobModifications

1

Parameters for the PM job modification.

The Content-Type header shall be set to "application/merge-
patch+json" according to IETF RFC 7396 [3].

Data type

Cardinality

Response
Codes

Description

PmJobModifications

1

200 OK

Shall be returned when the request has been
processed successfully.

The response body shall contain a data structure of
type "PmJobModifications".

ProblemDetails

0.1

412
Precondition
failed

Shall be returned upon the following error:
A precondition given in an HTTP request header is
not fulfilled.

Typically, this is due to an ETag mismatch,
indicating that the resource was modified by another
entity.

The response body should contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.

Response
body

ProblemDetails

422
Unprocessab
le Content

Shall be returned upon the following error: The
content type of the message content is supported
and the message content of a request contains
syntactically correct data but the data cannot be
processed.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI

GS NFV-SOL 013 [6], including rules for the
presence of the response body.

Specifically in case of this resource, the response
code 422 shall also be returned if the VNFM has
tested the Notification endpoint as described in
clause 6.4.9.3.2 and the test has failed.

In this case, the "detail" attribute in the
"ProblemDetails" structure shall convey more
information about the error.

ProblemDetails

See
clause 6.4 of

(6]

AXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

6.4.3.3.5

DELETE

This method terminates an individual PM jab.

This method shall follow the provisions specified in tables 6.4.3.3.5-1 and 6.4.3.3.5-2 for URI query parameters, request

and response data structures, and response codes.

Asthe result of successfully executing this method, the "Individual PM job" resource shall not exist any longer.

Table 6.4.3.3.5-1: URI query parameters supported by the DELETE method on this resource

Name

Cardinality

Description

none supported

ETSI



190 ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

Table 6.4.3.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Regsopdoensse Description
n/a 204 No Shall be returned when the PM job has been deleted
Response Content successfully.
body The response body shall be empty.
ProblemDetails See 4xxI5XX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[6] of ETSI GS NFV-SOL 013 [6] may be returned.

6.4.4 Resource: Individual performance report

6.44.1 Description

This resource represents an individual performance report that has been collected by a PM job. The API consumer can
use this resource to read the performance report. The URI of this report can be obtained from a

Performancel nformationAvailableNotification (see clause 6.5.2.5) or from the representation of the "Individual PM job"
resource.

It is determined by means outside the scope of the present document, such as configuration or policy, how long an
individual performance report is available.

6.4.4.2 Resource definition
The resource URI is:

{apiRoot}/vnfpm/{apiM ajorVersion}/pm_jobs/{pmJobl d}/reports/{reportid}
This resource shall support the resource URI variables defined in table 6.4.4.2-1.

Table 6.4.4.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 6.1a.
pmJobld Identifier of the PM job.
reportld Identifier of the performance report.
6.4.4.3 Resource methods
6.4.4.3.1 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.4.4.3.2 GET
The API consumer can use this method for reading an individual performance report.

This method shall follow the provisions specified in tables 6.4.4.3.2-1 and 6.4.4.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 6.4.4.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported
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Table 6.4.4.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Regsopdoensse Description
PerformanceReport |1 200 OK Shall be returned when information of an individual
performance report has been read successfully.
Response The response body shall contain a representation of
body the "Individual performance report" resource, as
defined in clause 6.5.2.10.
ProblemDetails See AXx/5xx In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[6] of ETSI GS NFV-SOL 013 [6] may be returned.
6.4.4.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.4.4.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.4.4.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.4.5 Resource: Thresholds

6.45.1 Description

This resource represents thresholds. The APl consumer can use this resource to create and query thresholds.

6.4.5.2 Resource definition
The resource URI is:
{apiRoot}/vnfpm/{apiM ajor Version}/thresholds
This resource shall support the resource URI variables defined in table 6.4.5.2-1.

Table 6.4.5.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 6.1a.
6.4.5.3 Resource methods
6.4.5.3.1 POST

The POST method can be used by the API consumer to create a threshold.

This method shall follow the provisions specified in tables 6.4.5.3.1-1 and 6.4.5.3.1-2 for URI query parameters, request
and response data structures, and response codes.
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Asthe result of successfully executing this method, anew "Individual threshold" resource as defined in clause 6.4.6
shall have been created.

Table 6.4.5.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description

none supported

Table 6.4.5.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
CreateThresholdRe |1 Request parameters to create a new "Individual threshold" resource.
quest

Request
body

Response
Codes

Threshold 1 201 Created |Shall be returned when a threshold has been created

successfully.

The response body shall contain a representation of

the created "Individual threshold" resource, as defined

in clause 6.5.2.9.

The HTTP response shall include a "Location" HTTP

header that contains the resource URI of the created

resource.

ProblemDetails 1 422 Shall be returned upon the following error: The content

Unprocessa [type of the message content is supported and the

ble Content |message content of a request contains syntactically

correct data but the data cannot be processed.

Data type Cardinality Description

Response
body The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [6],
including rules for the presence of the response body.

Specifically in case of this resource, the response
code 422 shall also be returned if the VNFM has
tested the Notification endpoint as described in
clause 6.4.9.3.2 and the test has failed.

In this case, the "detail" attribute in the
"ProblemDetails" structure shall convey more
information about the error.

ProblemDetails See AxX/5xX In addition to the response codes defined above, any
clause 6.4 common error response code as defined in clause 6.4
of [6] of ETSI GS NFV-SOL 013 [6] may be returned.

6.4.5.3.2 GET
The API consumer can use this method to query information about thresholds.

This method shall follow the provisions specified in tables 6.4.5.3.2-1 and 6.4.5.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 6.4.5.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
filter 0.1 Attribute-based filtering expression according to clause 5.2 of ETSI
GS NFV-SOL 013 [6].
The VNFM shall support receiving this parameter as part of the URI query string.
The API consumer may supply this parameter.
All attribute names that appear in the Thresholds data type and in data types
referenced from it shall be supported by the VNFM in the filter expression.
nextpage_opaq |(0..1 Marker to obtain the next page of a paged response. Shall be supported by the
ue_marker VNFM if the VNFM supports alternative 2 (paging) according to clause 5.4.2.1 of
ETSI GS NFV-SOL 013 [6] for this resource.
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There are no attribute selectors defined for this resource as the threshold attributes with cardinality 0..1 or
0..N are not structurally complex in nature.

Table 6.4.5.3.2-2: Details of the GET request/response on this resource

Request
body

Data type

Cardinality

Description

n/a

Response
body

Data type

Cardinality

Response
Codes

Description

Threshold

0..N

200 OK

Shall be returned when information about zero or
more thresholds has been queried successfully.

If the "filter" URI parameter was supplied in the
request, the data in the response body shall have
been transformed according to the rules specified in
clause 5.2.2 of ETSI GS NFV-SOL 013 [6].

The response body shall contain in an array the
representations of zero or more thresholds, as defined
in clause 6.5.2.9.

If the VNFM supports alternative 2 (paging) according
to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, inclusion of the Link HTTP header in this
response shall follow the provisions in clause 5.4.2.3
of ETSI GS NFV-SOL 013 [6].

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Invalid
attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Response
too hig.

If the VNFM supports alternative 1 (error) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, this error response shall follow the
provisions in clause 5.4.2.2 of ETSI

GS NFV-SOL 013 [6].

ProblemDetails

See
clause 6.4
of [6]

AxXX/5XX

In addition to the response codes defined above, any
common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.

6.4.5.3.3

PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.4.5.3.4

PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.4.5.3.5

DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.4.6

6.4.6.1

This resource represents an individual threshold.

Resource: Individual threshold

Description

ETSI



6.4.6.2

Resource definition

The resource URI is:

194

ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

{apiRoot}/vnfpm/{apiM ajor Version}/thresholds/{thresholdl d}

This resource shall support the resource URI variables defined in table 6.4.6.2-1.

Table 6.4.6.2-1: Resource URI variables for this resource

Name

Definition

apiRoot

See clause 4.1 of ETSI GS NFV-SOL 013 [6].

apiMajorVersion

See clause 6.1a.

thresholdld

Identifier of the threshold. See note.

NOTE:

This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a POST request creating a new "Individual threshold" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

6.4.6.3

6.4.6.3.1

Resource methods

POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.4.6.3.2

GET

The API consumer can use this method for reading an individual threshold.

This method shall follow the provisions specified in tables 6.4.6.3.2-1 and 6.4.6.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 6.4.6.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description

none supported

Table 6.4.6.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
T Response .
Data type Cardinality Codes Description
Threshold 1 200 OK Shall be returned when information about an individual
threshold has been read successfully.
Re;ggnse The response body shall contain a representation of
y the threshold, as defined in clause 6.5.2.9.
ProblemDetails See 4xXI5XX In addition to the response codes defined above, any
clause 6.4 common error response code as defined in clause 6.4
of [6] of ETSI GS NFV-SOL 013 [6] may be returned.
6.4.6.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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6.4.6.3.4 PATCH
This method allows to modify an "Individual threshold” resource.

This method shall follow the provisions specified in tables 6.4.6.3.4-1 and 6.4.6.3.4-2 for URI query parameters, request
and response data structures, and response codes.

Table 6.4.6.3.4-1: URI query parameters supported by the PATCH method on this resource

Name Cardinality Description
none supported

Table 6.4.6.3.4-2: Details of the PATCH request/response on this resource

Data type Cardinalit Description
y
Request [ThresholdModifications |1 Parameters for the threshold modification.
body

The Content-Type header shall be set to "application/merge-

patch+json" according to IETF RFC 7396 [3].

Cardinalit | Response
y Codes

ThresholdModifications |1 200 OK Shall be returned when the request has been

processed successfully.

Data type Description

The response body shall contain a data structure of
type "ThresholdModifications".

ProblemDetails 0.1 412 Shall be returned upon the following error:
Precondition  [A precondition given in an HTTP request header is
failed not fulfilled.

Typically, this is due to an ETag mismatch,
indicating that the resource was modified by
another entity.

The response body should contain a
ProblemDetails structure, in which the "detail"
attribute should convey more information about the
error.
ProblemDetails 1 422 Shall be returned upon the following error: The
Response Unprocessabl [content type of the message content is supported
body e Content and the message content of a request contains
syntactically correct data but the data cannot be
processed.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI

GS NFV-SOL 013 [6], including rules for the
presence of the response body.

Specifically in case of this resource, the response
code 422 shall also be returned if the VNFM has
tested the Notification endpoint as described in
clause 6.4.9.3.2 and the test has failed.

In this case, the "detail" attribute in the
"ProblemDetails" structure shall convey more
information about the error.

ProblemDetails See AXXI5XX In addition to the response codes defined above,
clause 6.4 any common error response code as defined in
of [6] clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
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6.4.6.3.5 DELETE
This method alows to delete a threshold.

This method shall follow the provisions specified in tables 6.4.6.3.5-1 and 6.4.6.3.5-2 for URI query parameters, request
and response data structures, and response codes.

Asthe result of successfully executing this method, the "Individual threshold" resource shall not exist any longer.

Table 6.4.6.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Cardinality Description
none supported

Table 6.4.6.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
ONT Response .
Data type Cardinality Codes Description
n/a 204 No Shall be returned when the threshold has been
Content deleted successfully.
Reggg;se The response body shall be empty.
ProblemDetails See clause 6.4 [4xx/5xx In addition to the response codes defined above, any
of [6] common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
6.4.7 Void
6.4.8 Void

6.4.9 Resource: Notification endpoint

6.49.1 Description
This resource represents a notification endpoint for VNF performance management.

The API producer can use this resource to send notifications related to performance management eventsto an API
consumer, which has provided the URI of this resource during the PM job or threshold creation process.

6.4.9.2 Resource definition
The resource URI is provided by the API consumer when creating the PM job or threshold.

This resource shall support the resource URI variables defined in table 6.4.9.2-1.

Table 6.4.9.2-1: Resource URI variables for this resource

Name Definition
none supported
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The POST method delivers a notification regarding a performance management event from API producer to an API
consumer. The API consumer shall have previously created an "Individual PM job" resource or "Individual threshold"

resource.

This method shall follow the provisions specified in tables 6.4.9.3.1-1 and 6.4.9.3.1-2 for URI query parameters, request
and response data structures, and response codes.

Table 6.4.9.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Table 6.4.9.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
R Performancelnformation |1 Notification about performance information availability
equest : A
body AvailableNotification _ _ .
ThresholdCrossedNotifi |1 Notification about threshold crossing
cation
Data type Cardinality R%sopdoensse Description
n/a 204 No Shall be returned when the notification has been
Response Content delivered successfully.
body ProblemDetails See AXX/5XX In addition to the response codes defined above,
clause 6.4 any common error response code as defined in
of [6] clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
6.4.9.3.2 GET

The GET method allows the API producer to test the notification endpoint that is provided by the APl consumer, e.g.

during creation of the PM job or threshold resource.

This method shall follow the provisions specified in tables 6.4.9.3.2-1 and 6.4.9.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 6.4.9.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

none supported

Table 6.4.9.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Re(:;sopdoensse Description
n/a 204 No Shall be returned to indicate that the notification
Response Content endpoint has been tested successfully.
body The response body shall be empty.
ProblemDetails See 4xxI5XX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[6] of ETSI GS NFV-SOL 013 [6] may be returned.
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6.4.9.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.4.9.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.4.9.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

6.5 Data Model

6.5.1 Introduction

This clause defines the request and response data structures of the VNF Performance Management interface. If arequest
or response contains attributes not defined in the present document, a receiving functional block that does not
understand these attributes shall not treat their presence as an error, and may choose to ignore them.

6.5.2 Resource and notification data types

6.5.2.1 Introduction

This clause defines the data structures to be used in resource representations and notifications.

6.5.2.2 Void
6.5.2.3 Void
6.5.2.4 Type: ThresholdCrossedNotification

This type represents a notification that is sent when a threshold has been crossed. It shall comply with the provisions
defined in table 6.5.2.4-1.

NOTE: Thetiming of sending this notification is determined by the capability of the producing entity to evaluate
the threshold crossing condition.

The notification shall be triggered by the VNFM when a threshold has been crossed.

Table 6.5.2.4-1: Definition of the ThresholdCrossedNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is
sent multiple times due to multiple subscriptions,
the "id" attribute of all these notifications shall
have the same value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "ThresholdCrossedNotification"
for this notification type.

timeStamp DateTime 1 Date and time of the generation of the
notification.

thresholdld Identifier 1 Identifier of the threshold which has been
crossed.

crossingDirection CrossingDirectionType 1 An indication of whether the threshold was

crossed in upward or downward direction.
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Attribute name Data type Cardinality Description

objectType String 1 Type of the measured object.

The applicable measured object type for a
measurement is defined in clause 7.2 of ETSI
GS NFV-IFA 027 [5].

objectinstanceld Identifier 1 Identifier of the measured object instance as per
clause 6.2 of ETSI GS NFV-IFA 027 [5].
subObjectinstanceld IdentifierinVnf 0.1 Identifier of the sub-object of the measured

object to which the measurement applies. Shall
be present if this is required in clause 6.2 of
ETSI GS NFV-IFA 027 [5] for the related
measured object type. See note.

performanceMetric String 1 Performance metric associated with the
threshold.

This attribute shall contain the related
"Measurement Name" value as defined in
clause 7.2 of ETSI GS NFV-IFA 027 [5].

performanceValue (any type) 1 Value of the metric that resulted in threshold
crossing.

The type of this attribute shall correspond to the
related "Measurement Unit" as defined in
clause 7.2 of ETSI GS NFV-IFA 027 [5].

context KeyValuePairs 0.1 Measurement context information related to the
measured value. The set of applicable keys is
defined per measurement in the related
"Measurement Context" in clause 7.2 of ETSI
GS NFV-IFA 027 [5].

_links Structure (inlined) 1 Links to resources related to this notification.

>objectinstance NotificationLink 0.1 Link to the resource representing the measured
object instance to which the notified change
applies. Shall be present if the measured object
instance information is accessible as a resource.

>threshold NotificationLink 1 Link to the resource that represents the
threshold that was crossed.

NOTE: The sub-object allows to structure the measured object, but is not to be confused with sub-counters which allow
to structure the measurement.

6.5.2.5 Type: PerformancelnformationAvailableNotification

This notification informs the receiver that performance information is available. It shall comply with the provisions
defined in table 6.5.2.5-1.

The notification shall be triggered by the VNFM when new performance information collected by a PM job is available.

The periodicity of triggering this notification isinfluenced by the "reportingPeriod” attribute in the "PmJobCriteria’
data structure as defined in clause 6.5.3.3.

Table 6.5.2.5-1: Definition of the PerformancelnformationAvailableNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is
sent multiple times due to multiple subscriptions,
the "id" attribute of all these notifications shall
have the same value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to
"PerformancelnformationAvailableNotification"
for this notification type.

timeStamp DateTime 1 Date and time of the generation of the
notification.
pmJobld Identifier 1 Identifier of the PM job for which performance

information is available.
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Attribute name

Data type

Cardinality

Description

objectType

String

1

Type of the measured object.

The applicable measured object type for a
measurement is defined in clause 7.2 of ETSI
GS NFV-IFA 027 [5].

objectinstanceld

Identifier

Identifier of the measured object instance as per
clause 6.2 of ETSI GS NFV-IFA 027 [5].

subObjectinstancelds

IdentifierinVnf

0..N

Identifiers of the sub-object instances of the
measured object instance for which the
measurements have been taken. Shall be
present if the related PM job has been set up to
measure only a subset of all sub-object
instances of the measured object instance and a
sub-object is defined in clause 6.2 of ETSI

GS NFV-IFA 027 [5] for the related measured
object type. Shall be absent otherwise.

links

Structure (inlined)

Links to resources related to this notification.

>objectinstance

NotificationLink

Link to the resource representing the measured
object instance to which the notification applies.
Shall be present if the measured object instance
information is accessible as a resource.

>pmJob

NotificationLink

Link to the resource that represents the PM job
for which performance information is available.

>performanceReport

NotificationLink

Link from which the available performance
information of data type "PerformanceReport"
(see clause 6.5.2.10) can be obtained.

This link should point to an "Individual
performance report" resource as defined in
clause 6.4.4.

6.5.2.6

Type: CreatePmJobRequest

Thistype represents aregquest to create a PM jab. It shall comply with the provisions defined in table 6.5.2.6-1.

Table 6.5.2.6-1: Definition of the CreatePmJobRequest data type

Attribute name

Data type

Cardinality

Description

objectType

String

1

Type of the measured object.

The applicable measured object type for a
measurement is defined in clause 7.2 of ETSI
GS NFV-IFA 027 [5].

objectinstancelds

Identifier

1.N

Identifiers of the measured object instances for
which performance information is requested to be
collected.

subObjectinstancelds

IdentifierinVnf

0..N

Identifiers of the sub-object instances of the
measured object instance for which performance
information is requested to be collected.

May be present if a sub-object is defined in
clause 6.2 of ETSI GS NFV-IFA 027 [5] for the
related measured object type

If this attribute is present, the cardinality of the
"objectinstancelds" attribute shall be 1.

If this attribute is absent and a sub-object is
defined in clause 6.2 of ETSI GS NFV-IFA 027 [5]
for the related measured object type,
measurements will be taken for all sub-object
instances of the measured object instance.

criteria

PmJobCriteria

Criteria of the collection of performance
information.

callbackUri

Uri

The URI of the endpoint to send the notification to.

authentication

SubscriptionAuthentication

Authentication parameters to configure the use of
Authorization when sending notifications
corresponding to this PM job, as defined in
clause 8.3.4 of ETSI GS NFV-SOL 013 [6].

This attribute shall only be present if the API
consumer requires authorization of notifications.
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Thistype represents a PM job. It shall comply with the provisions defined in table 6.5.2.7-1.

Table 6.5.2.7-1: Definition of the PmJob data type

Attribute name

Data type

Cardinality

Description

id

Identifier

1

Identifier of this PM job.

objectType

String

1

Type of the measured object.

The applicable measured object type for a
measurement is defined in clause 7.2 of ETSI
GS NFV-IFA 027 [5].

objectinstancelds

Identifier

1.N

Identifiers of the measured object instances for
which performance information is collected.

subObijectinstancelds

IdentifierinVnf

0..N

Identifiers of the sub-object instances of the
measured object instance for which performance
information is requested to be collected.

May be present if a sub-object is defined in
clause 6.2 of ETSI GS NFV-IFA 027 [5] for the
related measured object type

If this attribute is present, the cardinality of the
"objectinstancelds" attribute shall be 1.

If this attribute is absent and a sub-object is
defined in clause 6.2 of ETSI

GS NFV-IFA 027 [5] for the related measured
object type, measurements will be taken for all
sub-object instances of the measured object
instance.

criteria

PmJobCriteria

Criteria of the collection of performance
information.

callbackUri

Uri

The URI of the endpoint to send the notification
to.

reports

Structure (inlined)

Information about available reports collected by
this PM job.

>href

Uri

The Uri where the report can be obtained.

>readyTime

DateTime

The time when the report was made available.

>expiryTime

DateTime

The time when the report will expire.

>fileSize

Unsigendint

The size of the report file in bytes, if known.

“links

Structure (inlined)

Links for this resource.

>self

Link

URI of this resource.

>o0bjects

Link

RRREEERE
N

Links to resources representing the measured
object instances for which performance
information is collected. Shall be present if the
measured object instance information is
accessible as a resource.

6.5.2.8

Type: CreateThresholdRequest

Thistype represents a reguest to create a threshold. It shall comply with the provisions defined in table 6.5.2.8-1.

Table 6.5.2.8-1: Definition of the CreateThresholdRequest data type

Attribute name Data type Cardinality Description
objectType String 1 Type of the measured object.
The applicable measured object type for a measurement
is defined in clause 7.2 of ETSI GS NFV-IFA 027 [5].
objectinstanceld Identifier 1 Identifier of the measured object instance associated with
this threshold.
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Attribute name

Data type

Cardinality

Description

subObjectinstancelds

IdentifierinVnf

0..N

Identifiers of the sub-object instances of the measured
object instance associated with this threshold.

May be present if a sub-object is defined in clause 6.2 of
ETSI GS NFV-IFA 027 [5] for the related measured
object type.

If this attribute is absent and a sub-object is defined in
clause 6.2 of ETSI GS NFV-IFA 027 [5] for the measured
object type, measurements will be taken for all sub-object
instances of the measured object instance.

criteria

ThresholdCriteria

Criteria that define this threshold.

callbackUri

Uri

The URI of the endpoint to send the notification to.

authentication

SubscriptionAuthe
ntication

Authentication parameters to configure the use of
Authorization when sending notifications corresponding
to this threshold, as defined in clause 8.3.4 of ETSI

GS NFV-SOL 013 [6].

This attribute shall only be present if the API consumer
requires authorization of notifications.

6.5.2.9

Type: Threshold

This type represents a threshold. It shall comply with the provisions defined in table 6.5.2.9-1.

Table 6.5.2.9-1: Definition of the Threshold data type

Attribute name

Data type

Cardinality

Description

id

Identifier

1

Identifier of this threshold resource.

objectType

String

1

Type of the measured object.

The applicable measured object type for a
measurement is defined in clause 7.2 of ETSI
GS NFV-IFA 027 [5].

objectinstanceld

Identifier

Identifier of the measured object (i.e. VNF instance)
associated with the threshold.

subObjectinstancelds

IdentifierlnVnf

Identifiers of the sub-object instances of the measured
object instance associated with the threshold.

May be present if a sub-object is defined in clause 6.2
of ETSI GS NFV-IFA 027 [5] for the related
measurement type.

If this attribute is absent and a sub-object is defined in
clause 6.2 of ETSI GS NFV-IFA 027 [5] for the
measured object type, measurements will be taken for
all sub-object instances of the measured object
instance.

criteria

ThresholdCriteria

Criteria that define this threshold.

callbackUri

Uri

The URI of the endpoint to send the notification to.

“links

Structure (inlined)

Links for this resource.

>self

Link

URI of this resource.

>object

Link

Link to a resource representing the measured object
instance for which performance information is
collected. Shall be present if the measured object
instance information is accessible as a resource.

6.5.2.10

Type: PerformanceReport

Thistype defines the format of a performance report provided by the VNFM to the APl consumer as aresult of
collecting performance information as part of a PM job. The type shall comply with the provisions defined in

table 6.5.2.10-1.

ETSI




203

ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

Table 6.5.2.10-1: Definition of the PerformanceReport data type

Attribute name Data type Cardinality Description
entries Structure (inlined) 1..N List of performance information entries. Each
performance report entry is for a given metric of a given
object (i.e. VNF instance), but can include multiple
collected values.
>objectType String 1 Type of the measured object.
The applicable measured object type for a measurement
is defined in clause 7.2 of ETSI GS NFV-IFA 027 [5].
>objectinstanceld Identifier 1 Identifier of the measured object instance for which the
performance metric is reported.
>subObjectinstanceld IdentifierlnVnf 0.1 Identifier of the sub-object instance of the measured
object instance for which the performance metric is
reported. Shall be present if this is required in clause 6.2
of ETSI GS NFV-IFA 027 [5] for the related measured
object type. See note.
>performanceMetric String 1 Name of the metric collected. This attribute shall contain
the related "Measurement Name" value as defined in
clause 7.2 of ETSI GS NFV-IFA 027 [5].
>performanceValues Structure (inlined) 1..N List of performance values with associated timestamp.
>>timeStamp DateTime 1 Time stamp indicating when the data has been collected.
>>value (any type) 1 Value of the metric collected. The type of this attribute
shall correspond to the related "Measurement Unit" as
defined in clause 7.2 of ETSI GS NFV-IFA 027 [5].
>>context KeyValuePairs 0.1 Measurement context information related to the
measured value. The set of applicable keys is defined
per measurement in the related "Measurement Context"
in clause 7.2 of ETSI GS NFV-IFA 027 [5].
NOTE: The sub-object allows to structure the measured object, but is not to be confused with sub-counters
which allow to structure the measurement value.
EXAMPLE: Measured object: VnflnstanceXYZ
Sub-object: Vnfclnstancel
Measurement: vCPU_utilization
Sub-counters: vCPU utilization of each of the vCPUs of VnfcInstancel
(vCPU_utilization.vCPU1, vCPU _utilization.vCPU2, etc.).
6.5.2.11 Type: ThresholdModifications

This type represents modifications to a threshold. It shall comply with the provisions defined in table 6.5.2.11-1.

Table 6.5.2.11-1: Definition of the ThresholdModifications data type

Attribute name

Data type

Cardinality

Description

callbackUri

Uri

0.1

New value of the "callbackUri" attribute. The value
"null" is not permitted. See note.

authentication

SubscriptionAuthentication

0.1

New value of the "authentication" attribute, or "null" to
remove the attribute. If present in a request body,
these modifications shall be applied according to the
rules of JISON Merge Patch (see IETF RFC 7396 [3]).
This attribute shall not be present in response bodies.
See note.

NOTE:

At least one of the attributes defined in this type shall be present in request bodies.

6.5.2.12

Type: PmJobModifications

This type represents modifications to a PM job. It shall comply with the provisions defined in table 6.5.2.12-1.
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Table 6.5.2.12-1: Definition of the PmJobModifications data type

Attribute name Data type Cardinality Description
callbackUri Uri 0..1 New value of the "callbackUri" attribute. The value
"null" is not permitted. See note.
authentication SubscriptionAuthentication |0..1 New value of the "authentication" attribute, or "null"

to remove the attribute. If present in a request body,
these modifications shall be applied according to the
rules of JSON Merge Patch (see IETF

RFC 7396 [3]). This attribute shall not be present in
response bodies. See note.

NOTE: Atleast one of the attributes defined in this type shall be present in request bodies.

6.5.3 Referenced structured data types

6.5.3.1 Introduction

This clause defines data structures that can be referenced from data structures defined in the previous clauses, but can
neither be resource representations nor bound to any subscribe/notify mechanism.

6.5.3.2 Void

6.5.3.3 Type: PmJobCriteria

This type represents collection criteriafor PM jobs. It shall comply with the provisions defined in table 6.5.3.3- 1.

Table 6.5.3.3-1: Definition of the PmJobCriteria data type

Attribute name Data type Cardinality Description

performanceMetric String 0..N This defines the types of performance metrics
for the specified object instances. Valid values
are specified as "Measurement Name" values in
clause 7.2 of ETSI GS NFV-IFA 027 [5].

At least one of the two attributes (performance
metric or group) shall be present.

performanceMetricGroup String 0..N Group of performance metrics.

A metric group is a pre-defined list of metrics,
known to the API producer that it can
decompose to individual metrics. Valid values
are specified as "Measurement Group" values in
clause 7.2 of ETSI GS NFV-IFA 027 [5].

At least one of the two attributes (performance
metric or group) shall be present.

collectionPeriod Unsignedint 1 Specifies the periodicity at which the API
producer will collect performance information.
The unit shall be seconds. See note 1 and
note 2.

reportingPeriod Unsignedint 1 Specifies the periodicity at which the API
producer will report to the APl consumer about
performance information. The unit shall be
seconds. See note 1 and note 2.

reportingBoundary DateTime 0.1 Identifies a time boundary after which the
reporting will stop.

The boundary shall allow a single reporting as
well as periodic reporting up to the boundary.

NOTE 1: At the end of each reportingPeriod, the API producer will inform the API consumer about availability of the
performance data collected for each completed collection period during this reportingPeriod. The
reportingPeriod should be equal to or a multiple of the collectionPeriod. In the latter case, the performance data
for the collection periods within one reporting period are reported together.

NOTE 2: In particular when choosing short collection and reporting periods, the number of PM jobs that can be
supported depends on the capability of the producing entity.
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Table 6.5.3.4-1: Definition of the ThresholdCriteria data type

Attribute name Data type Cardinality Description

performanceMetric String 1 Defines the performance metric associated with the
threshold. Valid values are specified as "Measurement
Name" values in clause 7.2 of ETSI GS NFV-IFA 027 [5].

thresholdType Enum (inlined) 1 Type of threshold. This attribute determines which other
attributes are present in the data structure.
Permitted values:

e SIMPLE: Single-valued static threshold.

See note 1.

simpleThresholdDetails |Structure (inlined) 0.1 Details of a simple threshold. Shall be present if
thresholdType="SIMPLE".

>thresholdValue Number 1 The threshold value. Shall be represented as a floating
point number.

>hysteresis Number 1 The hysteresis of the threshold. Shall be represented as a

non-negative floating point number.

A notification with crossing direction "UP" will be
generated if the measured value reaches or exceeds
"thresholdValue" + "hysteresis". A notification with
crossing direction "DOWN" will be generated if the
measured value reaches or undercuts
"thresholdValue" - "hysteresis". See note 2.

NOTE 1: In the present document, simple thresholds are defined. The definition of additional threshold types is left for
future specification.

NOTE 2: The hysteresis is defined to prevent storms of threshold crossing notifications. When processing a request to
create a threshold, implementations should enforce a suitable minimum value for this attribute (e.g. override the
value or reject the request).

6.5.4 Referenced simple data types and enumerations

6.5.4.1 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the

previous clauses.

6.5.4.2 Simple data types

No particular simple data types are defined for thisinterface, in addition to those defined in clause 4.4.

6.5.4.3 Enumeration: CrossingDirectionType

The enumeration CrossingDirectionType shall comply with the provisions defined in table 6.5.4.3-1.

Table 6.5.4.3-1: Enumeration CrossingDirectionType

Enumeration value

Description

UP

[The threshold was crossed in upward direction.

DOWN

IThe threshold was crossed in downward direction.
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7 VNF Fault Management interface

7.1 Description

Thisinterface allows the EM/VNF to subscribe to notifications regarding VNF aarms provided by the VNFM, and API
version information retrieval.

Virtualised resource alarms collected by the VNFM are filtered, correlated and modified by the VNFM and mapped to
the corresponding VNF instance, resulting in alarms on that VNF instance which contain information on the VNFC(s)
affected by the fault.

Reasons for creating aarms include the following:
. faults detected by the VNFM;

. faults generated by the VNFM due to changes in the state of virtualised resources used by the VNFs and their
constituent VNFC instances managed by the VNFM, including changes in the state of the virtualised resources
due to upcoming NFV I operation and maintenance; and

o faults generated by the VIM on virtualised resources used by the VNFs and their constituent VNFC instances
managed by the VNFM.

NOTE 1: The present document specifies values of the attribute "faultType" and other attributes only for the case of
faults generated by the VNFM because of changesin the state of virtualised resources due to upcoming
NFV1 operation and maintenance. The other cases listed above are not specified in the present document.

NOTE 2: The activities of NFVI operation and maintenance have impact on VNF instances running on top of those
NFVI resources to be changed. Annex C of ETSI GS NFV-IFA 008 [1] provides NFVI operation and
mai ntenance policies to minimize the impact on the service continuity of the VNF instances.

The operations provided through thisinterface are:
e  GetAlarmList
. Acknowledge Alarm
e  Subscribe
. Query Subscription Information
e  Terminate Subscription
. Notify

. Escalate perceived severity

7.1a APl version

For the VNF fault management interface version as specified in the present document, the MAJOR version field shall
be 1, the MINOR version field shall be 13, and the PATCH version field shall be O (see clause 9.1 of ETS

GS NFV-SOL 013 [6] for adefinition of the version fields). Consequently, the { apiMgjorVersion} URI variable shall
be set to "v1".

7.2 Resource structure and methods

All resource URIs of the API shall use the base URI specification defined in clause 4.1 of ETSI GS NFV-SOL 013 [6].
The string "vnffm" shall be used to represent { apiName}. All resource URIs in the clauses below are defined relative to
the above base URI.

Figure 7.2-1 shows the overall resource URI structure defined for the VNF fault management interface.
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L[ K{alarmid}

L{ Ksubscriptionld} ]

e

Figure 7.2-1: Resource URI structure of the VNF Fault Management interface

Table 7.2-1 lists the individual resources defined, and the applicable HT TP methods.

The VNFM shall support responding to requests for all HTTP methods on the resourcesin table 7.2-1 that are marked
as"M" (mandatory) in the"Cat" column. The VNFM shall also support the "API versions' resources as specified in
clause 9.3.2 of ETSI GSNFV-SOL 013[6].

Table 7.2-1: Resources and methods overview of the VNF Fault Management interface

HTTP

Resource name Resource URI Method Cat Meaning
Alarms /alarms GET M Query alarms related to VNF
instances.
Individual alarm /alarms/{alarmid} GET M Read individual alarm.
PATCH M |Acknowledge individual alarm.
Escalate perceived severity |/alarms/{alarmld}/escalate POST M Escalate the API consumer's view
task of perceived severity.
Subscriptions /subscriptions POST M  [Subscribe to VNF alarms.
GET M Query multiple subscriptions.
Individual subscription /subscriptions/{subscriptionld} GET M Read an individual subscription.
DELETE M  [Terminate a subscription.
Notification endpoint (provided by API consumer) POST See [Notify about VNF alarms.
note
GET See |Test the notification endpoint.
note
NOTE: The VNFM shall support invoking the HTTP methods defined for the "Notification endpoint" resource exposed
by the EM or VNF. If the EM or VNF supports invoking the POST method on the "Subscription" resource
towards the VNFM, it shall also support responding to the HTTP requests defined for the "Notification endpoint”
resource.
7.3 Sequence diagrams (informative)
7.3.1 Flow of the Get Alarm List operation

This clause describes a sequence flow for querying one or multiple alarms.

NOTE:

ETSI
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APl consumer WHFM
| |
alt . [query information about multﬁple alarms]
1. GET .../alarms !

>
2200 OK (Alarm(])

s
[read infur'matiun about individual alarm]

| 3. GET Jalarms/{alamld)

4. 200 OK (Alarm) |

g

APl consumer WIF W

Figure 7.3.1-1: Flow of alarm query/read

Alarm query, asillustrated in figure 7.3.1-1, consists of the following steps:
1. If the API consumer intendsto query all alarms, it sends a GET request to the "Alarms' resource.

2.  TheVNFM returnsa"200 OK" response to the APl consumer, and includes zero or more data structures of
type "Alarm™ in the message content.

3. If the API consumer intendsto read a particular alarm, it sends a GET request to the "Individual alarm"
resource, addressed by the appropriate alarm identifier in its resource URI.

4. TheVNFM returnsa"200 OK" response to the API consumer, and includes a data structure of type "Alarm"
in the message content.

Error handling: In case of failure, appropriate error information is provided in the response.

7.3.2 Escalate perceived severity task flow

This clause describes the procedure to escalate the APl consumer's view of the perceived severity for an adarm to the
VNFM.

NOTE 1: The APl consumer can be either the EM or VNF.

APl cansumer WINEM

Precondition: The resource representing the individual alarm has been created. B]

1. POST . falarmsf{alarmld}escalate (PerceivedSeverityRequest)

.

< 2. 204 Mo Content

APl cansumer WM

Figure 7.3.2-1: Escalate perceived severity task flow
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Precondition: The resource representing the individual alarm has been created.
The escalate perceived severity task flow, asillustrated in figure 7.3.2-1, consists of the following steps:

1. The APl consumer sends a POST request to the "Escalate Perceived Severity" task resource of an individual
alarm, which isidentified by the "alarmid" in the resource URI.

2.  TheVNFM returnsa™204 No Content" response to the APl consumer.

NOTE 2: If the value of the perceived severity is changed after this operation is finished, the VNFM will send an
AlarmNotification to each subscribed API consumer.

Error handling: In case of failure, appropriate error information is provided in the response.

7.3.3 Flow of acknowledging alarm

This clause describes the procedure to acknowledge an individual alarm.

APl consumer WHE M
! !
Frecondition: The individual alarm is created B]
E 1. PATCH. falarms/{alarmld} (AlarmModifications) }E
é{ 2,200 OK (AlarmModifications) é
APl consumer WIE M

Figure 7.3.3-1: Flow of acknowledging alarm

Precondition: The resource representing the individual alarm has been created.
Acknowledge alarm, asillustrated in figure 7.3.3-1, consists of the following steps:
1. TheAPI consumer sends a PATCH request to the individual alarm.

2. TheVNFM returnsa"200 OK" response to the APl consumer, and includes a data structure of type
"AlarmModifications' in the message content.

Error handling: In case of failure, appropriate error information is provided in the response.

7.3.4 Flow of managing subscriptions

This clause describes the procedure for creating, reading and terminating subscriptions to notifications related to VNF
fault management.
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APl caonsumer WM

! 1. POST .. /subscriptions (FmSubscriptionRequest) >

Testing the notification endpoint
< 2. GET ==<Callback URl==

3. 204 Mo Content

1 Create subscription
" resource

< 5. 201 Created (Fm3ubscription)

opt / |

APl consumer re-synchronizes
all or selected subscriptions
e.q. after an error

E. GET .../subscriptions/

7. 200 0K (FmSubscription(])

Lt
8. GET .../subscriptions/{subscriptionld}

L( 9. 200 OK (FmSubscription)

APl consumer does naot need the
subsecription anymaore

I
' 10. DELETE ...Isubscriptions/{subscriptionld}

11. 204 Mo Content
3

APl caonsumer WM

Figure 7.3.4-1: Flow of managing subscriptions

The procedure consists of the following steps asillustrated in figure 7.3.4-1.

1. TheAPI consumer sends a POST request to the " Subscriptions’ resource including in the message content a
data structure of type "FmSubscriptionRequest”. This data structure contains filtering criteria and a callback
URI to which the VNFM will subsequently send notifications about events that match the filter.

2. Totest the notification endpoint that has been registered by the APl consumer as part of the subscription, the
VNFM sends a GET request to the notification endpoint URI.

3. The APl consumer returns a™204 No Content” response to indicate success.

4. TheVNFM creates a new subscription for notifications related to VNF fault management, and a resource that
represents this subscription.

5. TheVNFM returnsa"201 Created" response containing a data structure of type "FmSubscription”,
representing the "Individual subscription" resource just created by the VNFM, and providesthe URI of the
newly-created resource in the "Location" HTTP header.
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If desired, e.g. to recover from an error situation, the APl consumer can query information about its
subscriptions by sending a GET request to the " Subscriptions' resource.

In that case, the VNFM returns a"200 OK" response that contains the list of representations of all existing
subscriptions that were created by the APl consumer.

If desired, e.g. to recover from an error situation, the API consumer can read information about a particular
subscription by sending a GET request to the resource representing that individual subscription.

In that case, the VNFM returns a"200 OK" response that contains a representation of that individual
subscription.

When the API consumer does not need the subscription anymore, it terminates the subscription by sending a
DELETE request to the resource that represents the individual subscription.

The VNFM acknowledges the successful termination of the subscription by returning a 204 No Content™
response.

Error handling: The VNFM rejects a subscription if the subscription information is not valid: endpoint cannot be
reached, subscription information is malformed, etc.

7.3.5

Flow of sending notifications

This clause describes the procedure for sending notifications related to VNF fault management.

APl consumer WIE I

Precondition: APl consumer has subscribed previously L\]

Event occurs that
matches subscription

1. POST <<Callback URI== [<<Motification==)

ik

| 2. 204 Mo Content >
APl consumer WINF MW

Figure 7.3.5-1: Flow of sending notifications

Precondition: The API consumer has subscribed previoudly for notifications related to VNF fault management.

The procedure consists of the following steps asillustrated in figure 7.3.5-1:

1

If an event occurs that matches the filtering criteria which are part of the subscription, the VNFM generates a
notification that includes information about the event, and sends it in the body of a POST request to the URI
which the API consumer has registered as part of the subscription request. The variable <<Notification>> in
the flow is a placehol der for the different types of notifications that can be sent by this API (see

clauses 7.5.2.5, 7.5.2.6 and 7.5.2.7).

The API consumer acknowledges the successful delivery of the notification by returning a"204 No Content”
response.

Error handling: If the VNFM does not receive the "204 No Content" response from the APl consumer, it can retry
sending the notification.
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7.4 Resources

7.4.1 Introduction

This clause defines all the resources and methods provided by the VNF fault management interface.

7.4.1a Resource: API versions

The"API versions' resources as defined in clause 9.3.3 of ETSI GS NFV-SOL 013 [6] are part of the VNF fault
management interface.

7.4.2 Resource: Alarms

7421 Description

Thisresource represents alist of alarms related to VNF instances.

7.4.2.2 Resource definition
The resource URI is:
{apiRoot}/vnffm/{apiM ajorVersion}/alarms

This resource shall support the resource URI variables defined in table 7.4.2.2-1.

Table 7.4.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 7.1a.
7.4.2.3 Resource methods
7.4.2.3.1 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.2.3.2 GET
The APl consumer can use this method to retrieve information about the alarm list.

This method shall follow the provisions specified in tables 7.4.2.3.2-1 and 7.4.2.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 7.4.2.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
filter 0.1 Attribute-based filtering expression according to clause 5.2 of ETSI
GS NFV-SOL 013 [6].
The VNFM shall support receiving this parameter as part of the URI query string. The
EM may supply this parameter. The VNF may supply its instance Id as an attribute
filter.
The following attribute names shall be supported in the filter expression: id,
managedObjectld, vnfcinstancelds, rootCauseFaultyResource.faultyResourceType,
eventType, perceivedSeverity, probableCause. If the vnfcinstancelds parameter is
provided, exactly one value for the managedObjectld attribute shall be provided.
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Name

Cardinality

Description

nextpage_opaq
ue_marker

0.1

Marker to obtain the next page of a paged response. Shall be supported by the
VNFM if the VNFM supports alternative 2 (paging) according to clause 5.4.2.1 of
ETSI GS NFV-SOL 013 [6] for this resource.

NOTE:

0..N are not structurally complex in nature.

There are no attribute selectors defined for this resource as the Alarm attributes with cardinality 0..1 or

Table 7.4.2.3.2-2: Details of the GET request/response on this resource

Request
body

Data type

Cardinality

Description

n/a

Response
body

Data type

Cardinality

Response
Codes

Description

Alarm

0..N

200 OK

Shall be returned when information about zero or more
alarms has been queried successfully. The response
body shall contain in an array the representations of
zero or more alarms as defined in clause 7.5.2.4.

If the "filter" URI parameter was supplied in the
request, the data in the response body shall have been
transformed according to the rules specified in

clause 5.2.2 of ETSI GS NFV-SOL 013 [6].

If the VNFM supports alternative 2 (paging) according
to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, inclusion of the Link HTTP header in this
response shall follow the provisions in clause 5.4.2.3 of
ETSI GS NFV-SOL 013 [6].

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Invalid
attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Response
too big.

If the VNFM suppo [6] rts alternative 1 (error)
according to clause 5.4.2.1 of ETSI

GS NFV-SOL 013 [6] for this resource, this error
response shall follow the provisions in clause 5.4.2.2 of
ETSI GS NFV-SOL 013 [6].

ProblemDetails

See
clause 6.4 of

[6]

AxXX/5XX

In addition to the response codes defined above, any
common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.

7.4.2.3.3

PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.2.3.4

PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.2.3.5

DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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7.4.3 Resource: Individual alarm

7.4.3.1 Description

This resource represents an individual alarm.

7.4.3.2 Resource definition
Theresource URI is:
{apiRoot}/vnffm/{apiM ajorVer sion}/alar ms/{alar mi d}

This resource shall support the resource URI variables defined in table 7.4.3.2-1.

Table 7.4.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 7.1a.
alarmid Identifier of the alarm. See note.

NOTE:  This identifier can be retrieved from the "id" attribute of the "alarm" attribute in the AlarmNotification or
AlarmClearedNoatification. It can also be retrieved from the "id" attribute of the applicable array element in
the message content of the response to a GET request to the "Alarms" resource.

7.4.3.3 Resource methods

7.4.3.3.1 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.3.3.2 GET
The APl consumer can use this method to read an individual alarm.

This method shall follow the provisions specified in tables 7.4.3.3.2-1 and 7.4.3.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 7.4.3.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description

none supported

Table 7.4.3.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Regsopdoensse Description
Alarm 1 200 Shall be returned when information about an
individual alarm has been read successfully.
Response The response body shall contain a representation of
body the individual alarm.
ProblemDetails See clause 6.4 [4xx/5xx In addition to the response codes defined above, any
of [6] common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
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This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.3.3.4

This method modifies an individual alarm resource.

PATCH

This method shall follow the provisions specified in tables 7.4.3.3.4-1 and 7.4.3.3.4-2 for URI query parameters, request
and response data structures, and response codes.

Table 7.4.3.3.4-1: URI query parameters supported by the PATCH method on this resource

Name

Cardinality

Description

none supported

Table 7.4.3.3.4-2: Details of the PATCH request/response on this resource

Data type

Cardinality

Description

Request
body

AlarmModifications

1

The parameter for the alarm modification, as defined in

clause 7.5.2.9.

The Content-Type header shall be set to "application/merge-
patch+json" according to IETF RFC 7396 [3].

Data type

Cardinality

Response
Codes

Description

AlarmModifications

1

200 OK

Shall be returned when the request has been
accepted and completed.

The response body shall contain attribute
modifications for an "Individual alarm" resource
(see clause 7.5.2.4).

Response
body

ProblemDetails

409 Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the "Individual alarm"
resource.

Typically, this is due to the fact that the alarm is
already in the state that is requested to be set
(such as trying to acknowledge an already-
acknowledged alarm).

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

0.1

412
Precondition
failed

Shall be returned upon the following error:

A precondition given in an HTTP request header is
not fulfilled.

Typically, this is due to an ETag mismatch,
indicating that the resource was modified by
another entity.

The response body should contain a
ProblemDetails structure, in which the "detail"
attribute should convey more information about the
error.

ProblemDetails

See clause 6.4
of [6]

AXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

7.4.3.3.5

DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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Resource: Escalate Perceived Severity task

Description

Thistask resource represents the "Escalate Perceived Severity" operation. The APl consumer can use this resource to
escalate the perceived severity of an alarm with the VNFM. This operation does not directly modify the value of
perceived severity attribute in the alarm within the VNFM. VNFM implementation (e.g. controlled by operator
configuration) will determine how it should act upon receipt of the requested change in perceived severity. Some
requests from the EM/VNF may be respected and applied directly by the VNFM, while others may be ignored by the

VNFM.

7.4.4.2

Resource definition

The resource URI is:

{apiRoot}/vnflcm/{apiM ajor Version}/alar ms/{alar ml d}/escalate

This resource shall support the resource URI variables defined in table 7.4.4.2-1.

Table 7.4.4.2-1: Resource URI variables for this resource

Name

Definition

apiRoot

See clause 4.1 of ETSI GS NFV-SOL 013 [6].

apiMajorVersion

See clause 7.1a.

alarmld Identifier of the alarm.
7.4.4.3 Resource Methods
7.4.4.3.1 POST

The POST method enables the API consumer to escalate the perceived severity of an alarm that is represented by an
individual alarm resource.

This method shall follow the provisions specified in tables 7.4.4.3.1-1 and 7.4.4.3.1-2 for URI query parameters, request
and response data structures, and response codes.

Astheresult of successfully executing this method, anew "Individual subscription” resource as defined in clause 7.4.5

shall have been created. This method shall not trigger any notification.

Table 7.4.4.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Table 7.4.4.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body PerceivedSeverityRequest |1 The proposed "escalated perceived severity" value, as
defined in clause 7.5.2.7.
Data type Cardinality R(Es,opdoensse Description
n/a 1 204 No Shall be returned when the VNFM has received
Response Content the proposed "escalated perceived severity"
body value successfully.
The response body shall be empty.
ProblemDetails See AxXxX/5xx Any common error response code as defined in
clause 6.4 clause 6.4 of ETSI GS NFV-SOL 013 [6] may
of [6] be returned.

ETSI



217 ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

7.4.4.3.2 GET

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.4.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.4.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.4.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.5 Resource: Subscriptions

7.45.1 Description

This resource represents subscriptions. The API consumer can use this resource to subscribe to notifications related to
VNF alarms and to query its subscriptions.

7.45.2 Resource definition
Theresource URI is:
{apiRoot}/vnffm/{apiM ajorVer sion}/subscriptions

This resource shall support the resource URI variables defined in table 7.4.5.2-1.

Table 7.4.5.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 7.1a.
7.45.3 Resource methods
7.45.3.1 POST

The POST method creates a new subscription.

This method shall follow the provisions specified in tables 7.4.5.3.1-1 and 7.4.5.3.1-2 for URI query parameters, request
and response data structures, and response codes.

Asthe result of successfully executing this method, a new "Individual subscription™ resource as defined in clause 7.4.5
shall have been created. This method shall not trigger any notification.

Creation of two "Individual subscription" resources with the same callback URI and the same filter can result in
performance degradation and will provide duplicates of notifications to the EM or VNF, and might make sense only in
very rare use cases. Consequently, the VNFM may either allow creating a new "Individual subscription” resource if
another "Individual subscription” resource with the same filter and callback URI already exists (in which case it shall
return the "201 Created" response code), or may decide to not create a duplicate "Individual subscription” resource (in
which case it shal return a"303 See Other" response code referencing the existing " Individual subscription™ resource
with the same filter and callback URI).
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Table 7.4.5.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Remarks

none supported

Table 7.4.5.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

FmSubscriptionRequest

1

Details of the subscription to be created, as defined in clause 7.5.2.2.

Response
body

Data type

Cardinality

Response
Codes

Description

FmSubscription

1

201
Created

Shall be returned when the subscription has been
created successfully.

The response body shall contain a representation of the
created "Individual subscription” resource.

The HTTP response shall include a "Location:" HTTP
header that points to the created "Individual
subscription" resource.

n/a

303 See
Other

Shall be returned when a subscription with the same
callback URI and the same filter already exists and the
policy of the VNFM is to not create redundant
subscriptions.

The HTTP response shall include a "Location" HTTP
header that contains the resource URI of the existing
"Individual subscription" resource.

The response body shall be empty.

ProblemDetails

422
Unprocessa
ble Content

Shall be returned upon the following error: The content
type of the message content is supported and the
message content of a request contains syntactically
correct data but the data cannot be processed.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI GS NFV-SOL 013 [6],
including rules for the presence of the response body.

Specifically in case of this resource, the response code
422 shall also be returned if the VNFM has tested the
Notification endpoint as described in clause 7.4.7.3.2
and the test has failed.

In this case, the "detail" attribute in the "ProblemDetails"
structure shall convey more information about the error.

ProblemDetails

See
clause 6.4
of [6]

AxXX/5XX

In addition to the response codes defined above, any
common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.

7.4.5.3.2

GET

The API consumer can use this method to retrieve the list of active subscriptions for VNF alarms subscribed by the API

consumer. It can be used e.g. for resynchronization after error situations.

This method shall follow the provisions specified in tables 7.4.5.3.2-1 and 7.4.5.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 7.4.5.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Remarks

filter

0.1

Attribute-based filtering expression according to clause 5.2 of ETSI

GS NFV-SOL 013 [6].

The VNFM shall support receiving this parameter as part of the URI query
string. The EM may supply this parameter. The VNF may supply its instance
Id as an attribute filter.

All attribute names that appear in the FmSubscription and in data types
referenced from it shall be supported by the VNFM in the filter expression.
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Name Cardinality Remarks
nextpage_opaque_ma |0..1 Marker to obtain the next page of a paged response. Shall be supported by
rker the VNFM if the VNFM supports alternative 2 (paging) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this resource.

Table 7.4.5.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Arme{F Response o
Data type Cardinality Codes Description
FmSubscription 0..N 200 OK Shall be returned when the list of subscriptions has

been queried successfully.

The response body shall contain in an array the
representations of all active subscriptions of the
functional block that invokes the method, i.e. zero or
more representations of FM subscriptions as defined
in clause 7.5.2.3.

If the "filter" URI parameter was supplied in the
request, the data in the response body shall have
been transformed according to the rules specified in
clause 5.2.2 of ETSI GS NFV-SOL 013 [6].

If the VNFM supports alternative 2 (paging) according
to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, inclusion of the Link HTTP header in this

Response response shall follow the provisions in clause 5.4.2.3
body of ETSI GS NFV-SOL 013 [6].
ProblemDetails 1 400 Bad Shall be returned upon the following error: Invalid

Request attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails 1 400 Bad Shall be returned upon the following error: Response
Request too big.

If the VNFM supports alternative 1 (error) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, this error response shall follow the
provisions in clause 5.4.2.2 of ETSI

GS NFV-SOL 013 [6].

ProblemDetails See AxX/5xX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[6] of ETSI GS NFV-SOL 013 [6] may be returned.
7.4.5.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

74534 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.5.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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7.4.6 Resource: Individual subscription

7.4.6.1 Description

This resource represents an individual subscription for VNF alarms. The APl consumer can use this resource to read
and to terminate a subscription to notifications related to VNF fault management.

7.4.6.2 Resource definition
The resource URI is:
{apiRoot}/vnffm/{apiM ajorVer sion}/subscriptions/{subscriptionl d}
This resource shall support the resource URI variables defined in table 7.4.6.2-1.

Table 7.4.6.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 7.1a.
subscriptionld Identifier of this subscription. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a POST request creating a new "Individual subscription” resource. It can also be retrieved from the "id"
attribute in the message content of that response.

7.4.6.3 Resource methods

7.4.6.3.1 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.6.3.2 GET

The API consumer can use this method for reading an individual subscription for VNF alarms subscribed by the AP
consumer.

This method shall follow the provisions specified in tables 7.4.6.3.2-1 and 7.4.6.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 7.4.6.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description

none supported

Table 7.4.6.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
L Response .
Data type Cardinality Codes Description
FmSubscription 1 200 OK Shall be returned when information about an individual

subscription has been read successfully.

Response The response body shall contain a representation of
body g PP
the "Individual subscription" resource.
ProblemDetails See AxXX/5xx In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[6] of ETSI GS NFV-SOL 013 [6] may be returned.
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7.4.6.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.6.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.6.3.5 DELETE
This method terminates an individual subscription.

This method shall follow the provisions specified in tables 7.4.6.3.5-1 and 7.4.6.3.5-2 for URI query parameters, request
and response data structures, and response codes.

Astheresult of successfully executing this method, the "Individual subscription™" resource shall not exist any longer.
This means that no notifications for that subscription shall be sent to the formerly-subscribed API consumer.

NOTE: Dueto race conditions, some notifications might still be received by the formerly-subscribed API
consumer for a certain time period after the deletion.

Table 7.4.6.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Cardinality Description
none supported

Table 7.4.6.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
R Response .
Data type Cardinality Codes Description
n/a 204 No Shall be returned when the "Individual subscription”
Content resource has been deleted successfully.
Rezgg;se The response body shall be empty.
ProblemDetails See clause 6.4 [4xx/5xx In addition to the response codes defined above, any
of [6] common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

7.4.7 Resource: Notification endpoint

7.4.7.1 Description

This resource represents a notification endpoint for VNF alarms. The API producer can use this resource to send
notifications related to VNF alarms or about arebuilt alarm list to a subscribed API consumer, which has provided the
URI of this resource during the subscription process.

7.4.7.2 Resource definition
The resource URI is provided by the APl consumer when creating the subscription.

This resource shall support the resource URI variables defined in table 7.4.7.2-1.

Table 7.4.7.2-1: Resource URI variables for this resource

Name Definition

n/a
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7.4.7.3 Resource methods

7.4.7.3.1 POST

The POST method notifiesa VNF alarm or that the alarm list has been rebuilt. The API consumer shall have previously
created an "Individual subscription” resource with a matching filter.

This method shall follow the provisions specified in tables 7.4.7.3.1-1 and 7.4.7.3.1-2 for URI query parameters, request
and response data structures, and response codes.

Table 7.4.7.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Each notification request body shall include exactly one of the alternatives defined in table 7.4.7.3.1-2.

Table 7.4.7.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
Request [AlarmNotification 1 Information of a VNF alarm.
body AlarmClearedNotification 1 Information of the clearance of a VNF alarm.
AlarmListRebuiltNotification (1 Information that the alarm list has been rebuilt by the VNEM.
R Response .
Data type Cardinality Codes Description
n/a 204 No Shall be returned when the notification has been
Content delivered successfully.
Rezgg;se The response body shall be empty.
ProblemDetails See AXX/5xx In addition to the response codes defined above,
clause 6.4 any common error response code as defined in
of [6] clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
7.4.7.3.2 GET

The GET method allows the API producer to test the notification endpoint that is provided by the APl consumer, e.g.
during subscription.

This method shall follow the provisions specified in tables 7.4.7.3.2-1 and 7.4.7.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 7.4.7.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported

Table 7.4.7.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
L Response o
Data type Cardinality Codes Description
n/a 204 No Shall be returned to indicate that the notification
Content endpoint has been tested successfully.
Rezgg;se The response body shall be empty.
ProblemDetails See clause 6.4 |4xx/5xx In addition to the response codes defined above, any
of [6] common error response code as defined in

clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
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7.4.7.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.7.3.4 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.4.7.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

7.5 Data Model

7.5.1 Introduction
This clause defines the request and response data structures of the VNF fault management interface. If arequest or

response contains attributes not defined in the present document, a receiving functional block that does not understand
these attributes shall not treat their presence as an error, and may choose to ignore them.

7.5.2 Resource and notification data types

75.2.1 Introduction

This clause defines the data structures to be used in the resource representations and notifications for the VNF fault
management interface.

7522 Type: FmSubscriptionRequest

This type represents a subscription request related to notifications about VNF faults. It shall comply with the provisions
defined in table 7.5.2.2-1.

Table 7.5.2.2-1: Definition of the FmSubscriptionRequest data type

Attribute name Data type Cardinality Description

filter FmNotificationsFilter |0..1 Filter settings for this subscription, to define the subset of
all notifications this subscription relates to. A particular
notification is sent to the subscriber if the filter matches,
or if there is no filter.

callbackUri Uri 1 The URI of the endpoint to send the notification to.
authentication SubscriptionAuthenti  |0..1 Authentication parameters to configure the use of
cation Authorization when sending notifications corresponding

to this subscription, as defined in clause 8.3.4 of ETSI
GS NFV-SOL 013 [6].

This attribute shall only be present if the subscriber
requires authorization of notifications.

7.5.2.3 Type: FmSubscription

This type represents a subscription related to notifications about VNF faults. It shall comply with the provisions defined
intable 7.5.2.3-1.
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Table 7.5.2.3-1: Definition of the FmSubscription data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this "Individual subscription" resource.
filter FmNotificationsFilter 0.1 Filter settings for this subscription, to define the subset of
all notifications this subscription relates to. A particular
notification is sent to the subscriber if the filter matches,
or if there is no filter.
callbackUri Uri 1 The URI of the endpoint to send the notification to.
links Structure (inlined) 1 Links for this resource.
>self Link 1 URI of this resource.
7524 Type: Alarm

The alarm data type encapsul ates information about an alarm. It shall comply with the provisions defined in

table 7.5.2.4-1.

Table 7.5.2.4-1: Definition of the Alarm data type

Attribute name

Data type

Cardinality

Description

id

Identifier

[

Identifier of this Alarm.

managedObijectid

Identifier

Identifier of the affected VNF instance.

The managed objects for this information element
will be VNF instances. A VNF instance can have
fault monitored sub-object types and identification
information is carried as defined in the respective
Alarm definition as defined in clause 7.3 of ETSI
GS NFV-IFA 045 [11], e.g. using the "faultDetails"
attribute.

vnfclnstancelds

IdentifierlnVnf

Identifiers of the affected VNFC instances. Each
identifier references the "id" attribute in a "VnfcInfo"
structure. Shall be present if the alarm affects at
least one VNFC instance.

rootCauseFaultyResource

FaultyResourcelnfo

The virtualised resources that are causing the VNF
fault. Shall be present if the alarm affects virtualised
resources. See note 1.

alarmRaisedTime

DateTime

Time stamp indicating when the alarm is raised by
the managed object.

alarmChangedTime

DateTime

Time stamp indicating when the alarm was last
changed. It shall be present if the alarm has been
updated.

alarmClearedTime

DateTime

Time stamp indicating when the alarm was cleared.
It shall be present if the alarm has been cleared.

alarmAcknowledgedTime

DateTime

Time stamp indicating when the alarm was
acknowledged. It shall be present if the alarm has
been acknowledged.

ackState

Enum (inlined)

Acknowledgement state of the alarm.
Permitted values:

¢ UNACKNOWLEDGED.

e ACKNOWLEDGED.

perceivedSeverity

PerceivedSeverity Ty
pe

Perceived severity of the managed object failure.
Valid values applicable to specific Alarms are
specified as "Perceived severity" values of the
Alarm applicable to Ve-Vnfm reference point, as
defined in clause 7.3 of ETSI GS NFV-IFA 045 [11].

eventTime

DateTime

Time stamp indicating when the fault was observed.
See note 2.

eventType

EventType

Type of event.

Valid values applicable to specific Alarms are
specified as "Event type" values of the Alarm
applicable to Ve-Vnfm reference point, as defined in
clause 7.3 of ETSI GS NFV-IFA 045 [11].
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Attribute name

Data type

Cardinality

Description

faultType

String

0.1

Additional information to clarify the type of the fault.
Valid values applicable to specific Alarms are
specified as "Alarm definition identifier" values of
the Alarm applicable to Ve-Vnfm reference point, as
defined in clause 7.3 of ETSI GS NFV-IFA 045 [11].
If the alarm is related to changes in the state of
virtualised resources due to NFVI operation and
maintenance, this attribute shall be set to
"NFVI_OAM_VIRTUALISED_RESOURCE_STATE
CHANGE".

probableCause

String

Information about the probable cause of the fault.
Valid values applicable to specific Alarms are
specified as "Probable cause" values of the Alarm
applicable to Ve-Vnfm reference point, as defined in
clause 7.3 of ETSI GS NFV-IFA 045 [11].

If the attribute "faultType" has the value
"NFVI_OAM_VIRTUALISED_RESOURCE_STATE
_CHANGE", the permitted values are:

*  "NFVI_COMPONENT_MAINTENANCE":
Maintenance of NFVI components,

e.g. physical maintenance/repair,
hypervisor software updates, etc.

* "NFVI_COMPONENT_EVACUATION":
Evacuation of physical hosts.

*  "NFVI_COMPONENT_OPTIMIZATION":
Operation and management of NFVI
resources, e.g. to support energy
efficiency or resource usage optimization.

isRootCause

Boolean

Attribute indicating if this fault is the root for other
correlated alarms. If true, then the alarms listed in
the attribute "correlatedAlarmlds" are caused by this
fault.

correlatedAlarmlds

Identifier

List of identifiers of other alarms correlated to this
fault.

faultDetails

String

Provides additional information about the fault. See
notes 1 and 2.

Valid values applicable to specific Alarms are
specified as "Fault details" values of the Alarm
applicable to Ve-Vnfm reference point, as defined in
clause 7.3 of ETSI GS NFV-IFA 045 [11].

links

Structure (inlined)

Links for this resource.

>self

Link

URI of this resource.

>objectinstance

Link

Link to the resource representing the VNF instance
to which the notified alarm is correlated. Shall be
present if the VNF instance information is

accessible as a resource.

NOTE 1: For an alarm about upcoming impact due to NFVI operation and maintenance (i.e. the attribute "faultType" has
the value "NFVI_OAM_VIRTUALISED_RESOURCE_STATE_CHANGE"), the attribute
"rootCauseFaultyResource" indicates a resource to be impacted. Further information on the upcoming impact
(e.g. group of impacted resources, time of impact) is provided in the attribute "faultDetails".

NOTE 2: When alarms are due to upcoming NFVI operation and maintenance (i.e. the attribute "faultType" has the
value "NFVI_OAM_VIRTUALISED_RESOURCE_STATE_CHANGE"), the attribute "faultDetails" shall include
information about the anticipated time of the maintenance. See provisions under the present table.

If the attribute "faultType" hasthe value "NFVI_OAM_VIRTUALISED RESOURCE_STATE CHANGE", the
following provisions apply for the values of the attribute "faultDetails" related to changes in the state of virtualised

resources:

e  Oneof the entriesin the array shall provide information about the anticipated time of maintenance in the
following format: "anticipatedTime=$time", wherein "$time" shall be formatted as a"DateTime", as specified
in ETSI GSNFV-SOL 013[6].
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. One of the entriesin the array shall provide identification information about the affinity/anti-affinity group
defined in the VNFD that is associated to the affected virtualised resource indicated by
"rootCauseFaultyResource” in the following format: "affinityOrAnti AffinityGroupl d=$group"”, wherein
"$group" shall be equal to the "affinityOrAnti AffinityGroupld" value in the corresponding "VduProfile" (for a
VNFC/COMPUTE affected resource) or "Virtual LinkProfile" for aVL/NETWORK affected resource) in the
VNFD, which is mapped by the VNFM to the virtualised resource group identifier in the virtualised resource
change notification received by the VNFM from the VIM.

7.5.2.5

Type: AlarmNotification

This type represents an alarm notification about VNF faults. It shall comply with the provisions defined in

table 7.5.2.5-1.

This natification shall be triggered by the VNFM when:

° An alarm has been created.

e Anaarm has been updated, e.g. the severity of the alarm has changed.

Table 7.5.2.5-1: Definition of the AlarmNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types. Shall be
set to "AlarmNotification" for this notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timeStamp DateTime 1 Date-time of the generation of the notification.

alarm Alarm 1 Information about an alarm including Alarmid, affected
VNF identifier, and FaultDetails.

_links Structure (inlined) 1 Links to resources related to this notification.

>subscription NotificationLink 1 Link to the related subscription.

7.5.2.6

Type: AlarmClearedNotification

This type represents an alarm cleared notification about VNF faults. It shall comply with the provisions defined in

table 7.5.2.6-1.

The notification shall be triggered by the VNFM when an alarm has been cleared.

Table 7.5.2.6-1: Definition of the AlarmClearedNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types. Shall be
set to "AlarmClearedNotification" for this notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timeStamp DateTime 1 Date-time of the generation of the notification.

alarmid Identifier 1 Alarm identifier.

alarmClearedTime DateTime 1 The time stamp indicating when the alarm was cleared.

_links Structure (inlined) 1 Links to resources related to this notification.

>subscription NotificationLink 1 Link to the related subscription.

>alarm NotificationLink 1 Link to the resource that represents the related alarm.
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This type represents the escalated value of the perceived severity for an alarm. It shall comply with the provisions

defined in table 7.5.2.

7-1.

Table 7.5.2.7-1: Definition of the PerceivedSeverityRequest data type

Attribute name Data type Cardinality Description
proposedPerceivedS |PerceivedSeverityType |1 Indicates the proposed escalated perceived severity
everity for an alarm.
7.5.2.8 Type: AlarmListRebuiltNotification

This type represents a notification that the alarm list has been rebuilt, e.g. if the VNFM detects its storage holding the
aarmlist is corrupted. It shall comply with the provisions defined in table 7.5.2.8-1.

The notification shall be triggered by the VNFM when the alarm list has been rebuilt, e.g. because the VNFM has
detected that its storage holding the alarm list was corrupted.

Table 7.5.2.8-1: Definition of the AlarmListRebuiltNotification data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.
notificationType String 1 Discriminator for the different notification types. Shall be
set to "AlarmListRebuiltNotification" for this notification
type.
subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.
timeStamp DateTime 1 Date-time of the generation of the notification.
links Structure (inlined) 1 Links to resources related to this notification.
>subscription NotificationLink 1 Link to the related subscription.
>alarms NotificationLink 1 Link to the alarm list, i.e. the Alarms resource.
7.5.2.9 Type: AlarmModifications

This type represents attribute modifications for an "Individual alarm” resource, i.e. modifications to a resource
representation based on the "Alarm” datatype. The attributes of "Alarm” that can be modified according to the
provisionsin clause 7.5.2.4 are included in the "AlarmModifications® data type.

The"AlarmM odifications' data type shall comply with the provisions defined in table 7.5.2.9-1.

Table 7.5.2.9-1: Definition of the AlarmModifications data type

Attribute name Data type Cardinality Description
ackState Enum (inlined) |1 New value of the "ackState" attribute in "Alarm".
Permitted values:
e ACKNOWLEDGED.
e UNACKNOWLEDGED.
7.5.3 Referenced structured data types
7531 Introduction

This clause defines data structures that can be referenced from data structures defined in the previous clauses, but can
neither be resource representations nor bound to any subscribe/notify mechanism.
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7.5.3.2 Type: FmNotificationsFilter

This type represents a subscription filter related to notifications about VNF faults. It shall comply with the provisions
defined in table 7.5.3.2-1.

At aparticular nesting level in the filter structure, the following applies: All attributes shall match in order for the filter
to match (logical "and" between different filter attributes). If an attribute is an array, the attribute shall matchif at |east
one of the valuesin the array matches (logical "or" between the values of one filter attribute).

Table 7.5.3.2-1: Definition of the FmNotificationsFilter data type

Attribute name Data type Cardinality Description
vnflnstanceSubscriptionFilt |VnfinstanceSubscriptio |0..1 Filter criteria to select VNF instances about
er nFilter which to notify.
notificationTypes Enum (inlined) 0..N Match particular notification types.

Permitted values:
e  AlarmNotification.
e AlarmClearedNotification.
e AlarmListRebuiltNotification.

See note.

faultyResourceTypes FaultyResourceType 0..N Match VNF alarms with a faulty resource type
listed in this attribute.

perceivedSeverities PerceivedSeverityType |0..N Match VNF alarms with a perceived severity
listed in this attribute.

eventTypes EventType 0..N Match VNF alarms with an event type listed in
this attribute.

probableCauses String 0..N Match VNF alarms with a probable cause listed

in this attribute.
NOTE: The permitted values of the "notificationTypes" attribute are spelled exactly as the names of the notification
types to facilitate automated code generation systems.

7.5.3.3 Type: FaultyResourcelnfo

This type represents the faulty virtual resources that have a negative impact on a VNF. It shall comply with the
provisions defined in table 7.5.3.3- 1.

Table 7.5.3.3-1: Definition of the FaultyResourcelnfo data type

Attribute name Data type Cardinality Description
faultyResource ResourceHandle 1 Information that identifies the faulty resource instance
and its managing entity.
faultyResourceType |FaultyResourceType |1 Type of the faulty resource.

7.5.4 Referenced simple data types and enumerations

75.4.1 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the
previous clauses.

7.5.4.2 Simple data types

No particular simple data types are defined for thisinterface, in addition to those defined in clause 4.4.

7543 Enumeration: PerceivedSeverityType

The enumeration PerceivedSeverity Type shall comply with the provisions defined in table 7.5.4.3-1. It indicates the
relative level of urgency for operator attention.
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Table 7.5.4.3-1: Enumeration PerceivedSeverityType

Enumeration value Description
CRITICAL The Critical severity level indicates that a service affecting condition has occurred and an
immediate corrective action is required. Such a severity can be reported, for example, when
a managed object becomes totally out of service and its capability needs to be restored
(Recommendation ITU-T X.733 [4]).
MAJOR The Major severity level indicates that a service affecting condition has developed and an
urgent corrective action is required. Such a severity can be reported, for example, when
there is a severe degradation in the capability of the managed object and its full capability
needs to be restored (Recommendation ITU-T X.733 [4]).
MINOR The Minor severity level indicates the existence of a non-service affecting fault condition and
that corrective action should be taken in order to prevent a more serious (for example,
service affecting) fault. Such a severity can be reported, for example, when the detected
alarm condition is not currently degrading the capacity of the managed object
(Recommendation ITU-T X.733 [4]).
WARNING The Warning severity level indicates the detection of a potential or impending service
affecting fault, before any significant effects have been felt. Action should be taken to further
diagnose (if necessary) and correct the problem in order to prevent it from becoming a more
serious service affecting fault (Recommendation ITU-T X.733 [4]).

INDETERMINATE The Indeterminate severity level indicates that the severity level cannot be determined
(Recommendation ITU-T X.733 [4]).
CLEARED The Cleared severity level indicates the clearing of one or more previously reported alarms.

This alarm clears all alarms for this managed object that have the same Alarm type,
Probable cause and Specific problems (if given) (Recommendation ITU-T X.733 [4]).

7.5.4.4 Enumeration: EventType

The enumeration EventType represents those types of eventsthat trigger an alarm. It shall comply with the provisions
defined intable 7.5.4.4-1.

Table 7.5.4.4-1: Enumeration EventType

Enumeration value Description
COMMUNICATIONS_ALARM An alarm of this type is associated with the procedure and/or process required
conveying information from one point to another
(Recommendation ITU-T X.733 [4]).
PROCESSING_ERROR_ALARM |An alarm of this type is associated with a software or processing fault
(Recommendation ITU-T X.733 [4]).

ENVIRONMENTAL_ALARM An alarm of this type is associated with a condition related to an enclosure in
which the equipment resides (Recommendation ITU-T X.733 [4]).

QOS_ALARM An alarm of this type is associated with degradation in the quality of a service
(Recommendation ITU-T X.733 [4]).

EQUIPMENT_ALARM An alarm of this type is associated with an equipment fault

(Recommendation ITU-T X.733 [4]).

7545 Enumeration: FaultyResourceType

The enumeration FaultyResourceType represents those types of faulty resource. It shall comply with the provisions
defined intable 7.5.4.5-1.

Table 7.5.4.5-1: Enumeration FaultyResourceType

Enumeration value Description
COMPUTE Virtual compute resource
STORAGE Virtual storage resource
NETWORK Virtual network resource
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8 VNF Indicator interface

8.1 Description

Thisinterface allows the EM/VNF to provide information on value changes of VNF related indicators. VNF related
indicators are declared in the VNFD. Further, this interface allows API version information retrieval.

The support of the VNF Indicator interface depends on the VNF capabilities. If at least one VNF indicator is declared
by the VNF provider in the VNFD for a particular VNF, support of thisinterface by the VNF or the corresponding EM
is defined as follows:

e  AnEM shall support thisinterfaceif it is capable of managing at least one VNF for which at least one VNF
indicator is declared in the related VNFD with the source defined to be "EM" or "both EM and VNF".

e A VNF shall support thisinterfaceif at least one VNF indicator is declared in the related VNFD with the
source defined to be"VNF" or "both EM and VNF".

Otherwise, support for thisinterface is optional for the VNF and corresponding EM.

The operations provided through this interface are;
e  Get Indicator Value
J Subscribe
. Query Subscription Information
e  Terminate Subscription

. Notify

8.1a  API version

For the VNF indicator interface version as specified in the present document, the MAJOR version field shall be 1, the
MINOR version field shall be 12, and the PATCH version field shall be O (see clause 9.1 of ETSI

GS NFV-SOL 013 [6] for adefinition of the version fields). Consequently, the { apiMgjorVersion} URI variable shall
be set to "v1".

NOTE: Inthe present document, there were no changes to the clauses defining the VNF indicator interface that
arevisible at interface level compared to the previous version of the present document; hence, the
MAJOR/MINOR/PATCH version fields are kept the same.

8.2 Resource structure and methods

All resource URIs of the API shall use the base URI specification defined in clause 4.1 of ETSI GS NFV-SOL 013 [6].
The string "vnfind" shall be used to represent { apiName} . All resource URIsin the clauses below are defined relative to
the above base URI.

Figure 8.2-1 shows the overall resource URI structure defined for the VNF Indicator interface exposed by the EM.
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l—[ Ksubscriptionld}

]

Figure 8.2-1: Resource URI structure of the VNF Indicator Interface exposed by the EM

Figure 8.2-2 shows the overall resource URI structure defined for the VNF Indicator interface exposed by the VNF.

{apiRoot}/vnfind/{apiMajorVVersion}

]

K{subscription|d} ]

Figure 8.2-2: Resource URI structure of the VNF Indicator Interface exposed by the VNF

Table 8.2-1 liststhe individual resources defined, and the applicable HTTP methods.

If the EM supports the VNF Indicator interface, the EM shall support responding to requests for all HTTP methods on
the resources in table 8.2-1 that are marked as"M" (mandatory) or "M1" (mandatory for EM) in the "Cat" column.

If the VNF supports the VNF Indicator interface, the VNF shall support responding to requests for all HTTP methods
on the resources in table 8.2-1 that are marked as"M" (mandatory) or "M2" (mandatory for VNF) in the "Cat" column.

The EM and VNF shall also support the "API versions' resources as specified in clause 9.3.2 of ETSI
GSNFV-SOL 013 6] if they support the VNF Indicator interface.

Table 8.2-1: Resources and methods overview of the VNF Indicator interface

Resource name Resource URI M'g;(jpd Cat Meaning

VNF indicators f/indicators GET M Query multiple VNF indicators. See
note 1.

VNF indicators related to |/indicators/{vnfinstanceld} GET M1 Query multiple VNF indicators

a VNF instance related to one VNF instance. See
note 1.

Individual VNF indicator |/indicators/{vnfinstanceld}/{ind GET M1 Read an individual VNF indicator.

icatorld}

Individual VNF indicator _|/indicators/{indicatorld} GET M2 Read an individual VNF indicator.

Subscriptions /subscriptions POST M Subscribe to VNF indicator change
notifications.

GET M Query multiple subscriptions.
Individual subscription /subscriptions/{subscriptionld} GET M Read an individual subscription.
DELETE M Terminate a subscription.
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HTTP .
Resource name Resource URI Method Cat Meaning
Notification endpoint (provided by API consumer) POST See Notify about VNF indicator change.
note 2
GET See Test the notification endpoint.
note 2

NOTE 1: This resource allows to query all VNF indicators that are known to the API producer.

NOTE 2: The EM and VNF shall support invoking the HTTP methods defined for the "Notification endpoint” resource
exposed by the VNFM. If the VNFM supports invoking the POST method on the "Subscription” resource
towards the EM or VNF, it shall also support responding to the HTTP requests defined for the "Notification
endpoint” resource.

8.3 Sequence diagrams (informative)

8.3.1 Flow of querying VNF indicators

This clause describes a sequence for querying VNF indicators from the API producer (EM or VNF).

VNFM EM/NVNF
1 1
alt [All indicators] |
1. GET ... /indicators X
[indicators for particular VNF instance] o
| 2. GET .../lindicators/vnfinstanceld} \:
| _3.200 OK (Vnfindicator{]) \
VNFM EM/NVNF

Figure 8.3.1-1: Flow of querying VNF indicators

VNF indicator query, asillustrated in figure 8.3.1-1, consists of the following steps:

1.  If the VNFM intendsto query all VNF indicators, it sends a GET request to the "V NF indicators' resource
exposed by the EM or the VNF.

2. If the VNFM intendsto query the VNF indicators of a particular VNF instance, it sends a GET request to the
"VNF indicators related to a VNF instance" resource exposed by the EM.

3. TheEM/VNF returnsa'200 OK" response to the VNFM, and includes zero or more data structures of type
"Vnflndicator" in the message content.

Error handling: In case of failure, appropriate error information is provided in the response.

8.3.2 Flow of reading a VNF indicator

This clause describes a sequence for reading a VNF indicator, i.e. for getting the indicator value, from the API producer
(EM or VNF).
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WNF M AFI producer
I I
Precondition: The related WMNF instance exists. D]
alt [read from EM]

! 1. GET .. .findicatorsf{vnfinstanceld}{indicatorld} >

[read from VHF instance]

1 2. GET .../indicatars/indicatarld}

WHFM

€ 3. 200 Ok MWofindicatar)

ARl producer

Figure 8.3.2-1: Flow of reading a VNF indicator

Precondition: Therelated VNF instance exists.

Reading aVNF indicator, asillustrated in figure 8.3.2-1, consists of the following steps:

1. If the VNFM wantsto retrieve from the EM, an indicator value for a particular VNF instance, it sends a GET
reguest to the "Individual VNF indicator" resource that isto be read in the EM. The URI contains the VNF

instance identifier.

2. If the VNFM wantsto retrieve an indicator value directly from a particular VNF instance, it sendsa GET
request to the corresponding "Individual VNF indicator" resource exposed by this VNF. The URI does not
contain the VNF instance identifier.

3.  TheEM/VNF returnsa”200 OK" response to the VNFM, and includes a data structure of type "V nflndicator"

in the message content.

Error handling: In case of failure, appropriate error information is provided in the response.

8.3.3 Flow of managing subscriptions

This clause describes the procedure for creating, querying/reading and terminating subscriptions to notifications related

to VNF indicator value changes.
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1 Create subscription

WINF M AP| producer
| |
1. POST . /subscriptions MVnfindicatorSubscriptionRequest) >
Testing the notification endpoint |
| ¢ 2 GET <<Callback URI>> !
3. 204 No Content !
>
I

___fesource
< 5. 201 Created (VnflndicatorSubscription) |
opt ./ | |
APl consumer re-synchronizes |
all or selected subscriptions !
e.g. after an error |
| B. GET .../subscriptions/ >
L.( 7200 0K (vnfindicatorSubscription[]) !
8. GET .. /subscriptions/d{subscriptionld} }:
L( 9. 200 OK MWnflndicatorSubscription) |
| |
APl consumer does nat need |
the subscription anymare |
I I
' 10. DELETE .../subscriptions/{subscriptionld} }I
| 11.204 No Content !
a3 ]
WINF M AP| producer

Figure 8.3.3-1: Flow of managing subscriptions

The procedure consists of the following steps asillustrated in figure 8.3.3-1:

1. TheVNFM sendsaPOST request to the " Subscriptions' resource including in the message content a data
structure of type "V nflndicatorSubscriptionRequest”. That data structure contains filtering criteriaand a
callback URI to which the API producer will subsequently send notifications about events that match the filter.

2. Totest the notification endpoint that has been registered by the VNFM as part of the subscription, the API
producer sends a GET request to the notification endpoint URI.

3. TheAPI producer returns a"204 No Content" response to indicate success.

4. The APl producer creates a new subscription to notifications related to VNF indicator value changes, and a
resource that represents this subscription.

5.  The APl producer returns a 201 Created response containing a data structure of type
"V nflndicatorSubscription™” representing the "Individual subscription” resource just created by the API
producer, and provides the URI of the newly-created resource in the "Location:" HTTP header.
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If desired, e.g. to recover from an error situation, the VNFM can query information about its subscriptions by
sending a GET request to the resource representing the subscriptions.

In that case, the API producer returns a 200 OK" response that contains the list of representations of al
existing subscriptions that were created by the VNFM.

If desired, e.g. to recover from an error situation, the VNFM can read information about a particular
subscription by sending a GET request to the resource representing that individual subscription.

In that case, the API producer returns a*200 OK" response that contains a representation of that individual
subscription.

If the VNFM does not need the subscription anymore, it terminates the subscription by sending a DELETE
request to the resource that represents the individual subscription to remove.

The API producer acknowledges the successful termination of the subscription by returning a*204 No
Content" response.

Error handling: The API producer rejects a subscription if the subscription information is not valid: endpoint cannot
be reached, subscription information is malformed, etc.

8.3.4

Flow of sending notifications

This clause describes the procedure for sending notifications.

VNFM API producer

1 I
1 1

Precondition: VNFM has subscribed previously Bl
Event occurs that [j

matches subserintion

Figure 8.3.4-1: Flow of sending notifications

The procedure consists of the following steps asillustrated in figure 8.3.4-1:

Precondition: The VNFM has subscribed previously to notifications related to VNF indicator value changes.

1

If an event occurs that matches the filtering criteria which are part of the subscription, the API producer
generates a notification that includes information about the event, and sendsit in the body of a POST request
to the callback URI which the VNFM has registered as part of the subscription request. The variable
<<Natification>> in the flow is a placehol der for the different types of notifications that can be sent by this
API (see clauses 8.5.2.5 and 8.5.2.6).

The VNFM acknowledges the successful delivery of the notification by returning a"204 No Content”
response.

Error handling: If the API producer does not receive the 204 No Content" response from the VNFM, it can retry
sending the notification.
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8.4 Resources

84.1 Introduction

This clause defines all the resources and methods provided by the VNF Indicator interface.

8.4.1a Resource: API versions

The"API versions' resources as defined in clause 9.3.3 of ETSI GS NFV-SOL 013 [6] are part of the VNF indicator
interface.

8.4.2 Resource: VNF indicators

8.4.2.1 Description

This resource represents VNF indicators. The APl consumer can use this resource to query multiple VNF indicators.

8.4.2.2 Resource definition
The resource URI is:
{apiRoot}/vnfind/{apiM ajor Version}/indicators
This resource shall support the resource URI variables defined in table 8.4.2.2-1.

Table 8.4.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 8.1a.
8.4.2.3 Resource methods
8.4.2.3.1 POST

This method is not supported. When this method is requested on this resource, the API producer shall return a"405
Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.2.3.2 GET
The GET method queries multiple VNF indicators.

This method shall follow the provisions specified in tables 8.4.2.3.2-1 and 8.4.2.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 8.4.2.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
filter 0.1 Attribute-based filtering expression according to clause 5.2 of ETSI
GS NFV-SOL 013 [6].
The API producer shall support receiving this parameter as part of the URI query
string. The VNFM may supply this parameter.
All attribute names that appear in the Vnfindicator data type and in data types
referenced from it shall be supported by the API producer in the filter expression.
nextpage_opaque |0..1 Marker to obtain the next page of a paged response. Shall be supported by the API
_marker producer if the API producer supports alternative 2 (paging) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this resource.
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Table 8.4.2.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Recsopdoensse Description
Vnfindicator 0..N 200 OK Shall be returned when information about zero or more

VNF indicators has been queried successfully.

The response body shall contain in an array the
representations of all VNF indicators that match the
attribute filter, i.e. zero or more representations of VNF
indicators as defined in clause 8.5.2.2.

If the "filter" URI parameter was supplied in the request,
the data in the response body shall have been
transformed according to the rules specified in

clause 5.2.2 of ETSI GS NFV-SOL 013 [6].

If the API producer supports alternative 2 (paging)
according to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6]
for this resource, inclusion of the Link HTTP header in this

Response response shall follow the provisions in clause 5.4.2.3 of
body ETSI GS NFV-SOL 013 [6].
ProblemDetails 1 400 Bad |Shall be returned upon the following error: Invalid

Request |attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails 1 400 Bad |Shall be returned upon the following error: Response too
Request big.

If the API producer supports alternative 1 (error) according
to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this
resource, this error response shall follow the provisions in
clause 5.4.2.2 of ETSI GS NFV-SOL 013 [6].

ProblemDetails See AXXI5XX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4 of
[6] ETSI GS NFV-SOL 013 [6] may be returned.
8.4.2.3.3 PUT

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.2.3.4 PATCH

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.2.35 DELETE

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.3 Resource: VNF indicators related to a VNF instance

8.4.3.1 Description

This resource represents VNF indicators related to a VNF instance. The APl consumer can use this resource to query
multiple VNF indicators that are related to a particular VNF instance.
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8.4.3.2 Resource definition
Theresource URI is:
{apiRoot}/vnfind/{apiM aj or Ver sion}/indicator s/{vnflnstancel d}

This resource shall support the resource URI variables defined in table 8.4.3.2-1.

Table 8.4.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 8.1a.
vnflnstanceld Identifier of the VNF instance to which the VNF indicator applies. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

8.4.3.3 Resource methods

8.4.3.3.1 POST

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.3.3.2 GET
The GET method queries multiple VNF indicators related to a VNF instance.

This method shall follow the provisions specified in tables 8.4.3.3.2-1 and 8.4.3.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 8.4.3.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
filter 0.1 Attribute-based filtering expression according to clause 5.2 of ETSI
GS NFV-SOL 013 [6].
The API producer shall support receiving this parameter as part of the URI query
string. The VNFM may supply this parameter.
All attribute names that appear in the Vnflndicator data type and in data types
referenced from it shall be supported by the API producer in the filter expression.
nextpage_opaque |0..1 Marker to obtain the next page of a paged response. Shall be supported by the API
_marker producer if the API producer supports alternative 2 (paging) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this resource.
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Table 8.4.3.3.2-2: Details of the GET request/response on this resource

Request
body

Data type

Cardinality

Description

n/a

Response
body

Data type

Cardinality

Response
Codes

Description

Vnfindicator

0..N

200 OK

Shall be returned when information about zero or more
VNF indicators has been queried successfully.

The response body shall contain in an array the
representations of all VNF indicators that are related to
the particular VNF instance and that match the attribute
filter, i.e. zero or more representations of VNF indicators
as defined in clause 8.5.2.2.

If the "filter" URI parameter was supplied in the request,
the data in the response body shall have been
transformed according to the rules specified in

clause 5.2.2 of ETSI GS NFV-SOL 013 [6].

If the API producer supports alternative 2 (paging)
according to clause 5.4.2.1 of ETSI

GS NFV-SOL 013 [6] for this resource, inclusion of the
Link HTTP header in this response shall follow the
provisions in clause 5.4.2.3 of ETSI

GS NFV-SOL 013 [6].

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Invalid
attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Response
too big.

If the API producer supports alternative 1 (error)
according to clause 5.4.2.1 of ETSI

GS NFV-SOL 013 [6] for this resource, this error
response shall follow the provisions in clause 5.4.2.2 of
ETSI GS NFV-SOL 013 [6].

ProblemDetails

See
clause 6.4 of

(6]

AXX/5XX

In addition to the response codes defined above, any
common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.

8.4.3.3.3 PUT

This method is not supported. When this method is requested on this resource, the API producer shall return a 405
Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.3.34 PATCH

This method is not supported. When this method is requested on this resource, the API producer shall return a"405
Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.3.3.5 DELETE

This method is not supported. When this method is requested on this resource, the API producer shall return a 405
Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.4 Resource: Individual VNF indicator

8.44.1 Description

Thisresource represents an individual VNF indicator. The API consumer can use this resource to read an individual
VNF indicator.
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8.4.4.2 Resource definition
When the resource is exposed by the EM, the resource URI is:
{apiRoot}/vnfind/{apiM ajor Version}/indicator s/{vnflnstancel d}/{indicator | d}

This resource shall support the resource URI variables defined in table 8.4.4.2-1.

Table 8.4.4.2-1: Resource URI variables for this resource when exposed by the EM

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 8.1a.
vnflnstanceld Identifier of the VNF instance to which the VNF indicator applies. See note 1.
indicatorld Identifier of the VNF indicator. See note 2.

NOTE 1: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual VNF instance" resource. It can also be retrieved from the "id"
attribute in the message content of that response.

NOTE 2: This identifier can be retrieved from the resource referenced by the message content in the response to a
POST request creating a new "Individual VNF instance" resource.

When the resource is exposed by the VNF instance, the resource URI is:
{apiRoot}/vnfind/{apiM ajor Version}/indicator s/{indicator | d}
Thisresource shall support the resource URI variables defined in table 8.4.4.2-2.

Table 8.4.4.2-2: Resource URI variables for this resource when exposed by a VNF instance

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 8.1a.
indicatorld Identifier of the VNF indicator.
8.4.4.3 Resource methods
8.4.4.3.1 POST

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.4.3.2 GET
The GET method reads a VNF indicator.

This method shall follow the provisions specified in tables 8.4.4.3.2-1 and 8.4.4.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 8.4.4.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported
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Table 8.4.4.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Regsopdoensse Description
Vnflndicator 1 200 OK Shall be returned when the VNF indicator has been

read successfully.

Resgg;se The response body shall contain the representation of
the VNF indicator.
ProblemDetails See clause 6.4  [4xx/5xx In addition to the response codes defined above, any
of [6] common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.
8.4.4.3.3 PUT

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.43.4 PATCH

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.4.35 DELETE

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.5 Resource: Subscriptions

8.45.1 Description

This resource represents subscriptions. The API consumer can use this resource to subscribe to notifications related to
VNF indicator value changes, and to query its subscriptions.

8.45.2 Resource definition
The resource URI is:
{apiRoot}/vnfind/{apiM aj or Ver sion}/subscriptions
Thisresource shall support the resource URI variables defined in table 8.4.5.2-1.

Table 8.4.5.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 8.1a.
8.4.5.3 Resource methods
8.4.5.3.1 POST

The POST method creates a new subscription.

Asthe result of successfully executing this method, a new "Individual subscription™ resource as defined in clause 8.4.6
shall have been created. This method shall not trigger any notification.
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Creation of two "Individua subscription" resources with the same callback URI and the same filter can result in
performance degradation and will provide duplicates of notifications to the VNFM, and might make sense only in very
rare use cases. Consequently, the API producer may either allow creating a new "Individual subscription" resource if
another "Individual subscription” resource with the same filter and callback URI already exists (in which case it shall
return the "201 Created" response code), or may decide to not create a duplicate "Individual subscription” resource (in
which case it shal return a"303 See Other" response code referencing the existing "Individual subscription” resource

with the same filter and callback URI).

This method shall follow the provisions specified in tables 8.4.5.3.1-1 and 8.4.5.3.1-2 for URI query parameters, request
and response data structures, and response codes.

Table 8.4.5.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Table 8.4.5.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

VnflndicatorSubscription

Request

1

Details of the subscription to be created.

Response
body

Data type

Cardinality

Response
Codes

Description

VnflndicatorSubscription

1

201
Created

Shall be returned when the subscription has been
created successfully.

The response body shall contain a representation
of the created "Individual subscription" resource.
The HTTP response shall include a "Location"
HTTP header that points to the created resource.

n/a

303 See
Other

Shall be returned when a subscription with the
same callback URI and the same filter already
exists and the policy of the API producer is to not
create redundant subscriptions.

The HTTP response shall include a "Location”
HTTP header that contains the resource URI of
the existing "Individual subscription" resource.
The response body shall be empty.

ProblemDetails

422
Unprocessa
ble Content

Shall be returned upon the following error: The
content type of the message content is supported
and the message content of a request contains
syntactically correct data but the data cannot be
processed.

The general cause for this error and its handling is
specified in clause 6.4 of ETSI

GS NFV-SOL 013 [6], including rules for the
presence of the response body.

Specifically in case of this resource, the response
code 422 shall also be returned if the VNFM has
tested the Notification endpoint as described in
clause 8.4.7.3.2 and the test has failed.

In this case, the "detail" attribute in the
"ProblemDetails" structure shall convey more
information about the error.

ProblemDetails

See
clause 6.4 of

(6]

AXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
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The GET method queries the list of active subscriptions of the functional block that invokes the method. It can be used
e.g. for resynchronization after error situations.

This method shall follow the provisions specified in tables 8.4.5.3.2-1 and 8.4.5.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 8.4.5.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

filter

0.1

Attribute-based filtering expression according to clause 5.2 of ETSI

GS NFV-SOL 013 [6].

The EM shall and the VNF may support receiving this parameter as part of the URI
query string. The VNFM may supply this parameter.

All attribute names that appear in the VnfindicatorSubscription data type and in data
types referenced from it shall be supported in the filter expression. If receiving, this
parameter is not supported, a 400 Bad Request response shall be returned (see
table 8.4.5.3.2-2).

_marker

nextpage_opaque

0.1

Marker to obtain the next page of a paged response. Shall be supported by the API
producer if the API producer supports alternative 2 (paging) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [6] for this resource.

Table 8.4.5.3.2-2: Details of the GET request/response on this resource

Request

Data type

Cardinality Description

body

n/a

Data type

Response

Cardinality Codes

Description

Response
body

VnflndicatorSubscription

0..N 200 OK Shall be returned when the list of subscriptions has
been queried successfully.

The response body shall contain in an array the
representations of all active subscriptions of the
functional block that invokes the method which
match the attribute filter, i.e. zero or more
representations of VNF indicator subscriptions as
defined in clause 8.5.2.4.

If the "filter" URI parameter was supplied in the
request, the data in the response body shall have
been transformed according to the rules specified
in clause 5.2.2 of ETSI GS NFV-SOL 013 [6].

If the API producer supports alternative 2 (paging)
according to clause 5.4.2.1 of ETSI

GS NFV-SOL 013 [6] for this resource, inclusion of
the Link HTTP header in this response shall follow
the provisions in clause 5.4.2.3 of ETSI

GS NFV-SOL 013 [6].

ProblemDetails

1 400 Bad
Request

Shall be returned upon the following error: Invalid
attribute-based filtering expression or "filter" URI
query parameter not supported.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.

ProblemDetails

1 400 Bad
Request

Shall be returned upon the following error:
Response too big.

If the API producer supports alternative 1 (error)
according to clause 5.4.2.1 of ETSI

GS NFV-SOL 013 [6] for this resource, this error
response shall follow the provisions in

clause 5.4.2.2 of ETSI GS NFV-SOL 013 [6].

ProblemDetails

See AXXI5XX
clause 6.4

of [6]

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
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8.4.5.3.3 PUT

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.5.3.4 PATCH

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.5.3.5 DELETE

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.6 Resource: Individual subscription

8.4.6.1 Description

This resource represents an individual subscription. The API consumer can use this resource to read and to terminate a
subscription to notifications related to VNF indicator val ue changes.

8.4.6.2 Resource definition
The resource URI is:

{apiRoot}/vnfind/{apiM ajor Ver sion}/subscriptions/{subscriptionl d}
This resource shall support the resource URI variables defined in table 8.4.6.2-1.

Table 8.4.6.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 8.1a.
subscriptionld Identifier of this subscription. See note.

NOTE:  This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new "Individual subscription” resource. It can also be retrieved from the "id"
attribute in the message content of that response.

8.4.6.3 Resource methods

8.4.6.3.1 POST

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.6.3.2 GET
The GET method reads an individual subscription.

This method shall follow the provisions specified in tables 8.4.6.3.2-1 and 8.4.6.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 8.4.6.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported
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Table 8.4.6.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality R%sopdoensse Description
VnflndicatorSubscription |1 200 OK Shall be returned when information about an
individual subscription has been read successfully.
Response The response body shall contain a representation
body of the "Individual subscription" resource.
ProblemDetails See AXXI5XX In addition to the response codes defined above,
clause 6.4 any common error response code as defined in
of [6] clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
8.4.6.3.3 PUT

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.6.3.4

PATCH

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.6.3.5

DELETE

The DELETE method terminates an individual subscription.

This method shall follow the provisions specified in tables 8.4.6.3.5-1 and 8.4.6.3.5-2 for URI query parameters, request
and response data structures, and response codes.

Astheresult of successfully executing this method, the "Individual subscription™" resource shall not exist any longer.
This means that no notifications for that subscription shall be sent to the formerly-subscribed APl consumer.

NOTE:

Due to race conditions, some notifications might still be received by the formerly-subscribed API
consumer for a certain time period after the deletion.

Table 8.4.6.3.5-1: URI query parameters supported by the DELETE method on this resource

Name

Cardinality

Description

none supported

Table 8.4.6.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
R Response .
Data type Cardinality Codes Description
n/a 204 No Shall be returned when the "Individual subscription”
Content resource has been deleted successfully.
Rezgg;se The response body shall be empty.
ProblemDetails See clause 6.4 [4xx/5xx In addition to the response codes defined above, any
of [6] common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

ETSI



246 ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

8.4.7 Resource: Notification endpoint

8.4.7.1 Description

This resource represents a notification endpoint. The API producer can use this resource to send notificationsto a
subscribed API consumer, which has provided the URI of this resource during the subscription process.

8.4.7.2 Resource definition
The resource URI is provided by the APl consumer when creating the subscription.

This resource shall support the resource URI variables defined in table 8.4.7.2-1.

Table 8.4.7.2-1: Resource URI variables for this resource

Name Definition
none supported

8.4.7.3 Resource methods

8.4.7.3.1 POST

The POST method delivers a notification from the API producer to an API consumer. The APl consumer shall have
previously created an "Individua subscription” resource with a matching filter.

This method shall follow the provisions specified in tables 8.4.7.3.1-1 and 8.4.7.3.1-2 for URI query parameters, request
and response data structures, and response codes.

Table 8.4.7.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Each notification request body shall include exactly one of the aternatives defined in table 8.4.7.3.1-2.

Table 8.4.7.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
R VnflndicatorValueChang |1 A natification about VNF indicator value changes.
equest eNotification
body SupportedindicatorsCha |1 A notification about changes of the set of supported indicators.
ngeNotification
Arme{F Response o
Data type Cardinality Codes Description
n/a 204 No Shall be returned when the notification has been
Content delivered successfully.
Resggnse The response body shall be empty.

y ProblemDetails See AxXX/5xX In addition to the response codes defined above,
clause 6.4 any common error response code as defined in
of [6] clause 6.4 of ETSI GS NFV-SOL 013 [6] may be

returned.
8.4.7.3.2 GET

The GET method allows the API producer to test the notification endpoint that is provided by the APl consumer,
e.g. during subscription.

This method shall follow the provisions specified in tables 8.4.7.3.2-1 and 8.4.7.3.2-2 for URI query parameters, request
and response data structures, and response codes.
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Table 8.4.7.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

none supported

Table 8.4.7.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
T Response .
Data type Cardinality Codes Description
n/a 204 No Shall be returned to indicate that the notification
Content endpoint has been tested successfully.
Re;gg;se The response body shall be empty.
ProblemDetails See 4xxI5XX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in
[6] clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
8.4.7.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.7.3.4

PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a 405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.4.7.3.5

DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

8.5

8.5.1

Data model

Introduction

This clause defines the request and response data structures of the VNF Indicator interface.

If arequest or response contains attributes not defined in the present document, areceiving functional block that does
not understand these attributes shall not treat their presence as an error, and may choose to ignore them.

8.5.2

8.5.2.1

Resource and notification data types

Introduction

This clause defines the data structures to be used in resource representations and notifications.

8.5.2.2

Type: Vnfindicator

Thistype represents a VNF indicator value. It shall comply with the provisions defined in table 8.5.2.2-1.
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Table 8.5.2.2-1: Definition of the Vnfindicator data type
Attribute name Data type Cardinality Description
id IdentifierinVnfd 1 Identifier of this VNF indicator.
name String 0.1 Human readable name of the indicator. Shall be present
if defined in the VNFD.
value Object 1 Provides the value of the indicator. The value format is
defined in the VNFD. See note.
vnflnstanceld Identifier 1 Identifier of the VNF instance which provides the
indicator value.
links Structure (inlined) 1 Links for this resource.
>self Link 1 URI of this resource.
>vnflnstance Link 1 Link to the related "Individual VNF instance" resource.
NOTE: ETSI GS NFV-SOL 001 [i.3] specifies the structure and format of the VNFD based on TOSCA specifications.
8.5.2.3 Type: VnfindicatorSubscriptionRequest

This type represents a subscription request related to VNF indicator value change notifications. It shall comply with the
provisions defined in table 8.5.2.3-1.

Table 8.5.2.3-1: Definition of the VnflndicatorSubscriptionRequest data type

Attribute name Data type Cardinality Description
filter VnflndicatorNotificati |0..1 Filter settings for this subscription, to define the subset of
onskFilter all notifications this subscription relates to. A particular
notification is sent to the subscriber if the filter matches,
or if there is no filter.
callbackUri Uri 1 The URI of the endpoint to send the notification to.
authentication SubscriptionAuthenti [0..1 Authentication parameters to configure the use of
cation Authorization when sending notifications corresponding
to this subscription, as defined in clause 8.3.4 of ETSI
GS NFV-SOL 013 [6].
This attribute shall only be present if the subscriber
requires authorization of notifications.
8.5.24 Type: VnfindicatorSubscription

This type represents a subscription related to notifications about VNF indicator value changes. It shall comply with the
provisions defined in table 8.5.2.4-1.

Table 8.5.2.4-1: Definition of the VnflndicatorSubscription data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this "Individual subscription" resource.
filter VnflndicatorNotification |0..1 Filter settings for this subscription, to define the subset of
sFilter all notifications this subscription relates to. A particular

notification is sent to the subscriber if the filter matches,
or if there is no filter.

callbackUri Uri 1 The URI of the endpoint to send the notification to.

_links Structure (inlined) 1 Links for this resource.

>self Link 1 URI of this resource.

8.5.2.5 Type: VnfindicatorValueChangeNotification

Thistype represents a VNF indicator value change notification. It shall comply with the provisions defined in

table 8.5.2.5-1.

The notification shall be triggered by the API consumer when the value of an indicator has changed.
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Table 8.5.2.5-1: Definition of the VnfIndicatorValueChangeNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "VnfindicatorValueChangeNoatification" for
this notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timeStamp DateTime 1 Date-time of the generation of the notification.

vnflndicatorld IdentifierlnVnfd 1 Identifier of the VNF indicator whose value has changed.

name String 0.1 Human readable name of the VNF indicator. Shall be
present if defined in the VNFD.

value Object 1 Provides the value of the VNF indicator. The value
format is defined in the VNFED. See note.

vnflnstanceld Identifier 1 Identifier of the VNF instance which provides the
indicator value.

_links Structure (inlined) 1 Links for this resource.

>vnflnstance NotificationLink 1 Link to the related "Individual VNF instance" resource.
Shall be present if the VNF instance information is
accessible as a resource.

>subscription NotificationLink 1 Link to the related subscription.

NOTE:

ETSI GS NFV-SOL 001 [i.3] specifies the structure and format of the VNFD based on TOSCA specifications.

8.5.2.6

Type: SupportedindicatorsChangeNotification

This type represents a notification to inform the receiver that the set of indicators supported by a VNF instance has
changed. It shall comply with the provisions defined in table 8.5.2.6-1.

The notification shall be triggered by the API producer when the set of supported VNF indicators has changed as a side
effect of the " Change current VNF package" operation. It may be triggered by the API producer when aVNF has been

instantiated.

Table 8.5.2.6-1: Definition of the SupportedindicatorsChangeNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types. Shall be
set to "SupportedindicatorsChangeNotification" for this
notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timeStamp DateTime 1 Date-time of the generation of the notification.

vnflnstanceld Identifier 1 Identifier of the VNF instance which provides the
indicator value.

supportedindicators  |Structure (inlined) 0..N Set of VNF indicators supported by the VNF instance.

>vnflndicatorld IdentifierinVnfd 1 Identifier of the VNF indicator whose value has changed.

>name String 0.1 Human readable name of the VNF indicator. Shall be
present if defined in the VNFD. See note.

_links Structure (inlined) 1 Links for this resource.

>vnfinstance NotificationLink 0.1 Link to the related "Individual VNF instance" resource.
Shall be present if the VNF instance information is
accessible as a resource.

>subscription NotificationLink 1 Link to the related subscription.

NOTE:

ETSI GS NFV-SOL 001 [i.3] specifies the structure and format of the VNFD based on TOSCA specifications.
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This clause defines data structures that can be referenced from data structures defined in the previous clauses, but can
neither be resource representations nor bound to any subscribe/notify mechanism.

8.5.3.2 Type: VnfindicatorNotificationsFilter

This type represents a subscription filter for notifications related to VNF indicators. It shall comply with the provisions

defined in table 8.5.3.2-1.

At aparticular nesting level in the filter structure, the following applies: All attributes shall match in order for the filter
to match (logical "and" between different filter attributes). If an attribute is an array, the attribute shall matchif at |east
one of the valuesin the array matches (logical "or" between the values of one filter attribute).

Table 8.5.3.2-1: Definition of the VnfIndicatorNotificationsFilter data type

Attribute name Data type Cardinality Description
vnflnstanceSubscriptionFilt |VnfinstanceSubscriptio |0..1 Filter criteria to select VNF instances about
er nFilter which to notify. See note 1.
notificationTypes Enum (inlined) 0..N Match particular notification types.
Permitted values:
¢ VnfindicatorValueChangeNotification.
e  SupportedindicatorsChangeNotification.
See note 2.
indicatorlds IdentifierlnVnfd 0..N Match particular VNF indicator identifiers.

NOTE 1: This attribute shall not be included when the VNFM sends a subscription request to a particular VNF instance.
NOTE 2: The permitted values of the "notificationTypes" attribute are spelled exactly as the names of the notification
types to facilitate automated code generation systems.

8.5.4 Referenced simple data types and enumerations

No particular simple data types and enumerations are defined for this interface, in addition to those defined in

clause 4.4.

9 VNF Configuration interface

9.1 Description

Thisinterface allows the VNFM to set configuration of a VNF instance and/or its VNFC instance(s).

Further, thisinterface allows APl version information retrieval.

The support of the VNF Configuration interface is optional.

The operation provided through thisinterfaceis:

. Set Configuration

9.1a APl version

For the VNF configuration interface version as specified in the present document, the MAJOR version field shall be 1,
the MINOR version field shall be 12, and the PATCH version field shall be O (see clause 9.1 of ETSI
GS NFV-SOL 013 [6] for adefinition of the version fields). Consequently, the { apiMgorVersion} URI variable shall

be set to "v1".
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NOTE: Inthe present document, there were no changes to the clauses defining the VNF configuration interface
that are visible at interface level compared to the previous version of the present document; hence, the
MAJOR/MINOR/PATCH version fields are kept the same.

9.2 Resource structure and methods
All resource URIs of the API shall use the base URI specification defined in clause 4.1 of ETSI GS NFV-SOL 013 [6].

The string "vnfconfig" shall be used to represent { apiName}. All resource URIsin the clauses below are defined
relative to the above base URI.

Figure 9.2-1 shows the overall resource URI structure defined for the VNF configuration interface.

{apiRoot}/vnfconfig/{apiMajorVersion}

Iconfiguration ]

Figure 9.2-1: Resource URI structure of VNF configuration Interface

Table 9.2-1 liststhe individual resources defined, and the applicable HTTP methods.

If the VNF supports the VNF configuration interface, the VNF shall support responding to requests for all HTTP
methods on the resources in table 9.2-1 that are marked as"M" (mandatory) in the "Cat" column. The VNF shall also
support the "API versions' resources as specified in clause 9.3.2 of ETSI GS NFV-SOL 013 [6].

Table 9.2-1: Resources and methods overview of the VNF configuration interface

Resource name |Resource URI M|-<Ie-|t—k-|1—opd Cat Meaning
Configuration /configuration PATCH | M |Set configuration data of a VNF instance and/or its VNFC
instances.
GET M |Read configuration data of a VNF instance and its VNFC
instances.

9.3 Sequence diagrams (informative)

9.3.1 Flow of setting the VNF configuration

This clause describes the procedure for setting the configuration of a VNF instance and/or its VNFC instances.
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| and/or its VNFC instances

AAAAAAAAAAA

3. 200 OK (VnfConfigModifications)

Postcondition: Configuration has been set B]

VNFM VNF

Figure 9.3.1-1: Flow of setting the configuration of a VNF instance and/or its VNFC instances
The procedure consists of the following steps asillustrated in figure 9.3.1-1.
Precondition: A VNF instance and its VNFC instances exist:

1. TheVNFM sendsaPATCH request to the "configuration” resource including in the message content a data
structure of type "V nfConfigModifications".

2. The VNF setsthe configuration of the VNF instance and/or its VNFC instances.

3. TheVNFreturnsa"200 OK" response to the VNFM, and includes a data structure of type
"V nfConfigModifications' in the message content.

Postcondition: Configuration of the VNF instance and/or its VNFC instances has been set.

94 Resources

9.4.1 Introduction

This clause defines al the resources and methods provided by the VNF configuration interface.

9.4.1a Resource: API versions

The"API versions' resources as defined in clause 9.3.3 of ETSI GS NFV-SOL 013 [6] are part of the VNF
configuration interface.

9.4.2 Resource: Configuration

9421 Description

This resource represents the configuration of a VNF instance and its VNFC instances. The APl consumer can use this
resource to set and read the configuration of a VNF instance and its VNFC instances.

94.2.2 Resource definition
Theresource URI is;

{apiRoot}/vnfconfig/{apiM ajor Version}/configuration
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This resource shall support the resource URI variables defined in table 9.4.2.2-1.

Table 9.4.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 9.1a.
9.4.2.3 Resource methods
9.4.23.1 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

9.4.2.3.2 GET

The API consumer can use this method to read configuration information about a VNF instance and/or its VNFC
instances.

This method shall follow the provisions specified in tables 9.4.2.3.2-1 and 9.4.2.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 9.4.2.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported

Table 9.4.2.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a

Response
Codes

VnfConfiguration 1 200 OK Shall be returned when configuration information

about a VNF instance has been read successfully.

Response The response body shall contain a representation of
body the configuration resource, as defined in

clause 9.5.3.2.

ProblemDetails See clause 6.4 |4xx/5xx In addition to the response codes defined above, any

of [6] common error response code as defined in clause 6.4

of ETSI GS NFV-SOL 013 [6] may be returned.

Data type Cardinality Description

9.4.2.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a”405 Method Not
Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

9.4.2.3.4 PATCH
This method sets or modifies a configuration resource.

This method shall follow the provisions specified in tables 9.4.2.3.4-1 and 9.4.2.3.4-2 for URI query parameters, request
and response data structures, and response codes.

Astheresult of successfully executing this method, the configuration of the VNF instance and/or its VNFC instances
shall have been changed as requested.
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Table 9.4.2.3.4-1: URI query parameters supported by the PATCH method on this resource

Name

Cardinality

Description

none supported

Table 9.4.2.3.4-2: Details of the PATCH request/response on this resource

Request
body

Data type

Cardinality

Description

VnfConfigModifications

1

The parameter for the configuration modification, as defined in

clause 9.5.2.2.

Response
body

Data type

Cardinality

Response
Codes

Description

VnfConfigModifications

1

200 OK

Shall be returned when the request has been
accepted and completed.

The response body shall contain the parameters
of the configuration modification that was applied
to the configuration resource (see clause 9.5.2.2).

ProblemDetails

0.1

412
Precondition
failed

Shall be returned upon the following error:

A precondition given in an HTTP request header
is not fulfilled.

Typically, this is due to an ETag mismatch,
indicating that the resource was modified by
another entity.

The response body should contain a
ProblemDetails structure, in which the "detail”
attribute should convey more information about
the error.

ProblemDetails

See
clause 6.4
of [6]

AXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.

9.4.2.35

DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

9.5

9.5.1

Data model

Introduction

This clause defines the request and response data structures of the VNF Configuration interface. If arequest or response
contains attributes not defined in the present document, a receiving functional block that does not understand these
attributes shall not treat their presence as an error, and may choose to ignore them.

9.5.2

9521

Introduction

Resource and notification data types

This clause defines the data structures to be used in resource representations and notifications.

9.5.2.2

Type: VnfConfigModifications

This type represents request parameters for the " Set Configuration™ operation. It shall comply with the provisions
defined in table 9.5.2.2-1.
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Table 9.5.2.2-1: Definition of the VnfConfigModifications data type

Attribute name Data type Cardinality Description

vnfConfigurationData  |VnfConfigurationData |0..1 Modifications to configuration data for the VNF instance.
See note 1.

If present, the modifications of the
"vnfConfigurationData" attribute shall be applied
according to the rules of JSON Merge Patch (see IETF
RFC 7396 [3]).

vnfcConfigurationData |VnfcConfigurationData |0..N Modifications to configuration data for certain VNFC
instances. See note 1 and note 2.

If present, the modifications of the
"vnfcConfigurationData" attribute shall follow the
provisions defined below this table.

vnfcConfigurationData |ldentifier 0..N List of identifiers entries to be deleted from the
Deletelds "vnfcConfigurationData" attribute array to be used as
"deleteldList" as defined below this table.

NOTE 1: At least one of "vnfConfigurationData" and "vnfcConfigurationData" shall be present.
NOTE 2: The VnfcConfiguration data type can only be used to modify the configuration of existing VNFC instances.

The following provisions shall apply when modifying an attribute that is an array of objects of type
"VnfcConfigurationData".

Assumptions:

1) oldList" isthe "VnfcConfigurationData" array to be modified, "newList" is the "V nfcConfigurationData"
array that contains the changes and "deleteldList" is the array that contains the identifiers of those "oldList"
entries to be deleted.

2) "oldEntry" isanentry in "oldList" and "newEntry" isan entry in "newList".

3) A "newEntry" hasa"corresponding entry" if there exists an "oldEntry" that has the same content of the
"vnfclnstanceld" attribute as the "newEntry"; a"newEntry" has no corresponding entry if no such "oldEntry"
exists.

4) Inany array of "VnfcConfigurationData" structures, the content of "vnfclnstanceld" is unique (i.e. there shall
be no two entries with the same content of "vnfclnstanceld").

Provisions:

1) For each "newEntry" in "newList" that has no corresponding entry in "oldList", the "oldList" array shall be
modified by adding that "newEntry".

2)  For each "newEntry" in "newList" that has a corresponding "oldEntry" in "oldList", the value of "oldEntry"
shall be replaced by the value of "newEntry".

3) For eachentry in "deleteldList", delete the entry in "oldList" that has the same content of the "id" attribute as
the entry in "deleteldList".

9.5.3 Referenced structured data types

9531 Introduction

This clause defines data structures that can be referenced from data structures defined in the previous clauses, but can
neither be resource representations nor bound to any subscribe/notify mechanism.

9.5.3.2 Type: VnfConfiguration

This type represents configuration parameters of aVNF instance and its VNFC instances. It shall comply with the
provisions defined in table 9.5.3.2-1.
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Table 9.5.3.2-1: Definition of the VnfConfiguration data type

Attribute name Data type Cardinality Description
vnfConfigurationData  |VnfConfigurationData 1 Configuration parameters of the VNF instance
vnfcConfigurationData |VnfcConfigurationData |0..N Configuration parameters of the VNFC instances
9.5.3.3 Type: VnfConfigurationData

This type represents configuration parameters of aVNF instance. It shall comply with the provisions defined in
table 9.5.3.3-1.

Table 9.5.3.3-1: Definition of the VnfConfigurationData data type

Attribute name Data type Cardinality Description
extCpConfig CpConfiguration 0..N Configuration parameters for the external CPs of the VNF
instance.
vnfSpecificData KeyValuePairs 0.1 Additional configurable properties of the VNF instance
declared in the VNFD as "VnfConfigurableProperties".
See note.

NOTE: ETSI GS NFV-SOL 001 [i.3] specifies the structure and format of the VNFD based on TOSCA specifications.

9.5.34 Type: VnfcConfigurationData

This type represents configuration parameters of aVNFC instance. It shall comply with the provisions defined in
table 9.5.3.4-1.

Table 9.5.3.4-1: Definition of the VnfcConfigurationData data type

Attribute name Data type Cardinality Description

vnfclnstanceld IdentifierlnVnf 1 Identifier of a VNFC instance to which this set of
configuration data applies. The identifier references the
"id" attribute in a "VnfcInfo" structure.

intCpConfig CpConfiguration 0..N Configuration parameters for the internal CPs of the
VNFC instance.
certificateData CertificateData 0..N Certificates data to be configured or modified into VNFC

instance. Shall be present if delegation-mode is used.
Otherwise it shall be absent.

vnfcSpecificData KeyValuePairs 0.1 Additional configurable properties of the VNFC instance
declared in the VNFD as "VnfcConfigurableProperties".
See note.

NOTE: ETSI GS NFV-SOL 001 [i.3] specifies the structure and format of the VNFD based on TOSCA specifications.

9.5.3.5 Type: CpConfiguration

This type represents configuration parameters of a CP instance. It shall comply with the provisions defined in
table 9.5.3.5-1.

Table 9.5.3.5-1: Definition of the CpConfiguration data type

Attribute name Data type Cardinality Description
cpld IdentifierlnVnf 1 Identifier of a CP instance within the namespace of a
specific VNF instance or a VNFC instance
cpdid Identifierln\Vnfd 1 Identifier of the CPD in the VNFD
addresses CpAddress 1..N Network address and port assigned to the CP
9.5.3.6 Type: CpAddress

This type represents configuration parameters of a CP instance address. It shall comply with the provisions defined in
table 9.5.3.6-1.
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Table 9.5.3.6-1: Definition of the CpAddress data type

Attribute name Data type Cardinality Description
address Structure (inlined) [0..1 Network address that has been configured on the CP.
See note 1.
>macAddress MacAddress 0.1 Mac address. See note 2.
>ipAddress IpAddress 0.1 IP address. See note 2.
useDynamicAddress Boolean 0.1 Set to true if an address shall be assigned dynamically.

Otherwise set to false. The default value shall be false.
See note 1.

port Unsignedint 0.1 The port assigned to the CP instance (e.g. IP port
number, Ethernet port number, etc.).

NOTE 1: Either "address" or "useDynamicAddress" shall be present.
NOTE 2: At least one of "macAddress" and "ipAddress" shall be present.

9.5.3.7 Type: CertificateData

This type provides input information related to subject of certificate. It shall comply with the provisions defined in
table 9.5.3.7-1.

Table 9.5.3.7-1: Definition of the CertificateData data type

Attribute name Data type Cardinality Description

privateKey String 0.1 Private key paired with signed public key. VNFM shall
generate both private key and public key and set this
attribute. See note.

certificateFile String 0..1 Signed certificate including public key and certificate
chain. See note.
keystoreFile String 0.1 Keystore which includes the private key, signed

certificate and certificate chain, e.g. pkcs#12, pfx.
Credentials to read this file shall be provided to the
VNF instance by outbound. See note.

certSubjectData CertSubjectData |0..1 Subject to be signed.

certifiateProfileName String 0.1 Name of certificate profile to be signed.

NOTE:  Either set of "privatekey" and "certificateFile" or "keystoreFile" but not both shall be present.

9.5.4 Referenced simple data types and enumerations

No particular simple data types and enumerations are defined for this interface, in addition to those defined in
clause 4.4.

10 VNF LCM Coordination interface

10.1  Description

Thisinterface allows the VNFM to request a VNF instance or EM to perform coordinative actions during LCM
operations. Further, this interface allows APl version information retrieval.

The operation provided through thisinterfaceis:
e  CoordinateLcmOperation

The support of the VNF LCM Coordination interface by the VNF and the EM is optional and is declared in the VNFD.
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NOTE: Thisinterface follows the information model and requirements defined in ETSI GS NFV-1FA 008 [1] and
supports a synchronous and an asynchronous mode as described in clause 10.3.1 "Flow of LCM
coordination”. The action "CONTINUE_AFTER_DELAY" isnot signalled explicitly on the interface, as
it can be realized by the API producer delaying returning the coordination result when using the
asynchronous mode. When using the synchronous mode, it mapsto "RETRY_AFTER_DELAY" and a
subsequent repetition of the coordination. The action "RETRY_AFTER_DELAY" isalso not signalled
explicitly on the interface, asit can be realized by the API producer by waiting for the delay time to pass
and then retrying the operation directly when using the asynchronous mode. When using the synchronous
mode, the action "RETRY_AFTER_DELAY" isrealized in a RESTful way by the API producer
responding with a 503 error response, and the APl consumer resending the request after the delay that
was signalled in the 503 response has passed.

10.1a API version

For the VNF LCM coordination interface as specified in the present document, the MAJOR version field shall be 1, the
MINOR version field shall be 12, and the PATCH version field shall be 0 (see clause 9.1 of ETSI

GSNFV-SOL 013[6] for adefinition of the version fields). Consequently, the { apiMgjorVersion} URI variable shall
be set to "v1".

NOTE: Inthe present document, there were no changes to the clauses defining the VNF LCM coordination
interface that are visible at interface level compared to the previous version of the present document;
hence, the MAJOR/MINOR/PATCH version fields are kept the same.

10.2  Resource structure and methods
All resource URIs of the API shall use the base URI specification defined in clause 4.1 of ETSI GS NFV-SOL 013 [6].

The string "lcmcoord™ shall be used to represent { apiName} . All resource URIsin the clauses below are defined relative
to the above base URI.

Figure 10.2-1 shows the overall resource URI structure defined for the VNF LCM coordination interface.
{apiRoot}/Icmcoord/{apiMajorVersion}

\—[ /coordinations ]

—[ Hcoordinationld} ]

Figure 10.2-1: Resource URI structure of the VNF LCM coordination interface

Table 10.2-1 lists the individual resources defined, and the applicable HT TP methods.

If the VNF/EM supports the VNF LCM coordination interface, the EM/VNF shall support responding to requests for all
HTTP methods on the resourcesin table 10.2-1 that are marked as"M" (mandatory) in the "Cat" column. The EM/VNF
shall also support the "API versions' resources as specified in clause 9.3.2 of ETSI GS NFV-SOL 013 [6].

Table 10.2-1: Resources and methods overview of the VNF LCM coordination interface

Resource name Resource URI MF(Ie-trr-lrcI?d Cat Meaning
Coordinations /coordinations POST M  |Request a coordination
action
Individual coordination action /coordinations/{coordinationld} GET M  |Read the result of a

coordination action
Cancel coordination action task |/coordinations/{coordinationld}/cancel | POST M  |Cancel an ongoing
coordination action
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10.3  Sequence diagrams (informative)

10.3.1 Flow of LCM coordination

This clause describes a sequence for an LCM coordination between the VNFM and the EM/VNF.
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WMFM

| Precondition: The status of the related LCM operation occurrence is "PROCESSING". ﬁ

:_, 1. POST . Jeoordinations/ (LemCoordReguest)

alt /| [synchronous mode] !
alt [completed] |
' 2. 201 Created (LcmCoord) <!
! ! 3 record result of LCM coordination
| 1 7 in related LCM operation occurrence
i [ S—
[reject with a suggested retry delay] |
1 4. 503 Senice unavailable (ProblemDetails); Retry-After. <delay= ‘_:
: | 5 record the rejected coordination and the delay
| :____'__|_r_1__the related LCM operation occurrence
! ]
[asynchrorllous mode] :
16, 202 Accepted (); [Retry-After. <delay=>] o
! |7 record in related LCM operation occurrence
| .____'__t_h_a? LCM coordination action is ongaing
I [T
loo [until response 200 OK] X
opt [to cancel an ongoing coordination action] |
' _ 8. POST ._Jcoordinationsf{coordinationld/cancel () !
19,202 Accepted (); [Retry-After. <delay>] <
! 110, vt
: :.< ........
' 11. GET .../coordinations/{coordinationld} !
alt [coordination not finished] X
1 12,202 Accepted (); [Retry-ARer: <delay>] o
! |13, vt
1 L< ........
[coordipation finished] |
i 14. 200 OK (LemCoord) o
: | 15 |ecn|d result of LCM coordination
| ... in related LCM operation occurrence

alt

17 Start from step 1
[

[response code was 503]

16 '..'aaf

[LemCoord.

o#erﬂionRﬁsuﬂ:COHTlNUE]
} 1

nn’nue processing of related LCM operation occurrence

[LemCoord.:

obera‘tmnRﬁsuIt ABORT or LemCoord.operationResult=CANCELLED]
18, stop processing of related LCM operation occurrence

I.c:

| 20 change state of related LCM aperation occurrence
to "FAII_ED TENP"

Figure 10.3.1-1: Flow of LCM coordination
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An LCM coordination occurs always in the context of an LCM operation occurrence which is represent as aresource in
the VNF lifecycle management API (see clause 5.4.13). Thetimeintervals mentioned in the steps below are determined
by means outside the scope of the present document, e.g. policy, unlessthey are signalled by the API producer in the
"Retry-After" header. The API producer can choose whether to use the synchronous or asynchronous mode.

Precondition: The status of the related LCM operation occurrence resource is "PROCESSING".

LCM coordination, asillustrated in figure 10.3.1-1, consists of the following steps:

1. TheVNFM sendsaPOST request to the "Coordinations' resource with a"LcmCoordRequest” data structure
in the body.
Synchronous mode:

In case the coordination was completed, the following steps are executed:

2.

The EM/VNF returnsto the VNFM a"201 Created " response with an "LcmCoord” data structure in the body
and a"Location" HTTP header that indicates the URI of the "Individual coordination action" resource that has
been created as the result of the finished coordination procedure.

The VNFM recordsin the related LCM operation occurrence resource that the result of the LCM coordination
action.

In case the coordination request is rejected with a suggestion to retry the request after adelay:

4,

The EM/VNF returns to the VNFM a "503 Service unavailable" response with an "ProblemDetails' data
structure in the body and a " Retry-After" HTTP header that indicates the length of a delay after which aretry
of the coordination is suggested.

The VNFM recordsin the related LCM operation occurrence resource that the LCM coordination action was
rejected with a suggested delay for aretry. After the delay interval has passed, the VNFM starts again at
step 1.

Asynchronous mode:

6.

The EM/VNF returnsto the VNFM a"202 Accepted” response with an empty body and a"Location" HTTP
header that indicates the URI of the "Individual coordination action" resource that will be created once the
coordination procedure at the EM/VNF is finished and an optional "Retry-After" header that indicates a delay
after which the resource is suggested to be read with a GET request.

The VNFM recordsin the related LCM operation occurrence resource that an LCM coordination action is
ongoing and stores related information.

The following steps 8. to 15. are executed in aloop until the coordination has produced a response or an
implementati on-specific timeout has occurred.

8.

10.

11.

12.

13.

Optionally, to cancel an ongoing LCM coordination action, the VNFM sends a POST request to the " Cancel
coordination action task" resource with an empty reguest body.

In that case, the EM/VNF starts the cancellation and returns to the VNFM a"202 Accepted” response with an
empty message content and an optional "Retry-After" header that indicates a delay after which the resourceis
suggested to be read with a GET request.

The VNFM waits for a certain time interval (asindicated in the Retry-After header of the previous
202 Response if signalled, or determined by other means otherwise) before the next iteration of the loop.

The VNFM polls the status of the coordination by sending a GET request to the EM/VNF, using the URI that
was returned in step 6. in the "Location" header.

If the coordination action is ongoing at the EM/V NF and consequently the "Individual coordination action”
resourceis still in the process of being created, the EM/V NF returns a"202 Accepted” response with an empty
body and an optional "Retry-After" header that indicates a delay after which the resource is suggested to be
read with a GET request.

In that case, the VNFM waits for a certain time interval (asindicated in the Retry-After header of the previous
202 response if signalled, or determined by other means otherwise) before the next iteration of the loop.
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14. If the result of the coordination is available, the EM/VNF returns a 200 OK" response with an "LcmCoord”
data structure in the body.

15. Inthiscase, the VNFM recordsin the related LCM operation occurrence resource that the result of the LCM
coordination action.

After finish of the loop in case of asynchronous mode or after completion of step 3. or 5. in case of synchronous
mode:

16. If the previous response was 503 Service unavailable, the VNFM waits for the timeinterval indicated in the
Retry-After header.

17. Inthat case, after waiting, the VNFM starts the procedure again from step 1., passing the same parameters as
in the previous invocation.

18. If the coordinationResult resulting from the coordination was "CONTINUE", the VNFM continues the
processing of the LCM operation.

19. If the coordinationResult resulting from the coordination was "ABORT" or CANCELLED, the VNFM stops
the processing of the LCM operation.

20. Inthat case, the VNFM setsthe state of the related LCM operation occurrence resource to "FAILED_TEMP".
21. Further in that case, the VNFM notifies the subscribers of the state change.

Postcondition: The state of the related LCM operation occurrence resource is either "PROCESSING" or
"FAILED_TEMP" depending on the coordination result. If the state has changed,
LcmOperationOccurrenceNotifications have been sent to subscribed entities.

10.4 Resources

10.4.1 Introduction

This clause defines all the resources and methods provided by the VNF LCM coordination interface.

10.4.1a Resource: API versions
The"API versions' resources as defined in clause 9.3.3 of ETSI GS NFV-SOL 013 [6] are part of the VNF LCM
coordination interface.

10.4.2 Resource: Coordinations

10.4.2.1 Description

This resource represents LCM coordination actions. The VNFM can use this resource to request the coordination of an
LCM operation occurrence with a management operation executed in the API producer. The coordination can be
required at various stages of the LCM operation.

10.4.2.2 Resource definition
Theresource URI is:
{apiRoot}/Ilcmcoor d/{apiM ajor Ver sion}/coor dinations

This resource shall support the resource URI variables defined in table 10.4.2.2-1.

Table 10.4.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 10.1a.
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10.4.2.3 Resource methods

104.2.3.1 POST

This POST method requests the coordination of an LCM operation occurrence with a management operation executed
in the API producer.

This method shall follow the provisions specified in tables 10.4.2.3.1-1 and 10.4.2.3.1-2 for URI query parameters,
request and response data structures, and response codes.

The API producer chooses whether the request is processed asynchronously which shall be indicated by responding
with "201 Created" or "503 Service Unavailable", or synchronously which shall be indicated by responding with

"202 Accepted". Asthe result of successfully finalizing the operation, anew "Individual coordination action" resource
shall be created.

If a"Retry-After" delay value issignalled in a 503 response, the VNFM shall send the coordination request again with
the same parameters after the signalled time interval has passed, unless the VNFM isno longer willing to retry the
coordination in which case the LCM operation occurrence state shall be changed to "FAILED_TEMP".

If a"Retry-After” delay valueis signalled in a 202 response, the VNFM should not send the subsequent GET request
before the signalled time interval has passed.

Table 10.4.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 10.4.2.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
LcmCoordRequest |1 Parameters for the coordination action as defined in
clause 10.5.2.2.

Response
Codes
LcmCoord 1 201 Shall be returned to indicate a finished coordination

Created action when the API producer has chosen the
synchronous mode, which may be selected for
coordination actions that finish within the time frame
in which an HTTP response is expected.

Request
body

Data type Cardinality Description

Response

body The response body shall contain an LcmCoord data
structure that represents the result of the
coordination action.

The HTTP response shall include a "Location” HTTP
header that indicates the URI of the "Individual
coordination action" resource that has been created
as the result of the finished coordination procedure.
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n/a

202
Accepted

Shall be returned when the API producer has chosen
the asynchronous mode and the request has been
accepted for processing.

The response body shall be empty.

The HTTP response shall include a "Location" HTTP
header that indicates the URI of the "Individual
coordination action" resource that will be created
once the coordination operation has finished
successfully.

Further, the HTTP response may include a "Retry-
After" HTTP header that indicates the time to wait
before sending the next GET request to the
"individual coordination" resource indicated in the
"Location" header. If the header is provided, the
VNFM shall record the signalled delay value in the
"delay" attribute of the applicable entry in the
"lcmCoordinations" array in the "VnfLcmOpOcc"
structure.

ProblemDetails

403
Forbidden

Shall be returned upon the following error: The
starting of the coordination operation has been
rejected.

No "individual coordination action"” resource shall be
created.

A ProblemDetails structure shall be included in the
response to provide more details about the rejection
in the "details" attribute.

ProblemDetails

409
Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the "Coordinations"
resource.

Typically, this is due to the fact that no more
coordination actions can be executed currently e.qg.
because too many of them, or conflicting ones, are in
progress.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.

ProblemDetails

503
Service
unavailable

Shall be returned upon the following error: The API
producer has chosen the synchronous mode and
cannot perform the requested coordination currently,
but expects to be able to perform it sometime in the
future.

No "individual coordination action" resource shall be
created.

A ProblemDetails structure shall be included in the
response to provide more details about the rejection
in the "details" attribute.

The HTTP response shall include a "Retry-After"
HTTP header that indicates the delay after which it is
suggested to repeat the coordination request with the
same set of parameters. The VNFM shall record the
signalled delay value in the "delay” attribute of the
applicable entry in the "rejectedLcmCoordinations”
array in the "VnfLcmOpOcc" structure.

ProblemDetails

See clause 6.4
of [6]

AxX/5%X

In addition to the response codes defined above, any
common error response code as defined in

clause 6.4 of ETSI GS NFV-SOL 013 [6] may be
returned.
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10.4.2.3.2 GET

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

10.4.2.3.3 PUT

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

10.4.2.3.4 PATCH

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

10.4.2.3.5 DELETE
This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

10.4.3 Resource: Individual coordination action

10.4.3.1 Description

This resource represents an individual coordination action. The VNFM can use this resource to determine whether the
coordination action is ongoing or finished, and to read the result of the coordination.

The coordination result includes an indication whether to continue the execution of the related LCM operation
occurrence and may include additional information. By delaying the response, the API producer can delay the further
execution of the LCM operation, asthe VNFM will wait for the API producer to provide aresponse.

10.4.3.2 Resource definition
Theresource URI is:
{apiRoot}/Icmcoor d/{apiM ajor Ver sion}/coor dinations/{ coor dinationl d}

Thisresource shall support the resource URI variables defined in table 10.4.3.2-1.

Table 10.4.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [6].
apiMajorVersion See clause 10.1a.
coordinationid Identifier of the LCM coordination. See note.
NOTE: This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a POST request to the "Coordinations" resource.

10.4.3.3 Resource methods

10.4.3.3.1 POST

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

10.4.3.3.2 GET

The GET method reads a coordination result.
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This method shall follow the provisions specified in tables 10.4.3.3.2-1 and 10.4.3.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 10.4.3.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported

Table 10.4.3.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Rgsopdoensse Description
LcmCoord 1 200 OK Shall be returned when the coordination is finished

and the coordination result has been read
successfully.

A representation of the "Individual coordination action"
resource shall be returned in the response body.

n/a 202 Shall be returned when the management operation
Accepted |with which coordination is requested is still ongoing or
in the process of being cancelled, i.e. no coordination
result is available yet.

Response
body

The response body shall be empty.

ProblemDetails See clause 6.4 |4xx/5xx In addition to the response codes defined above, any
of [6] common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [6] may be returned.

10.4.3.3.3 PUT

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

10.4.3.3.4 PATCH

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

10.4.3.3.5 DELETE

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

It is determined by means outside the scope of the present document, such as configuration or policy, how long an
"Individual coordination action" resource is available after the coordination action has finished or was cancelled.

10.4.4 Resource: Cancel coordination action task

10.4.4.1 Description

Thistask resource represents the "cancel" operation related to an individual coordination action. The VNFM can use
this resource to request the cancellation of an ongoing individual coordination action.

10.4.4.2 Resource definition
Theresource URI is:

{apiRoot}/Icmcoor d/{apiM aj or Ver sion}/coor dinations/{ coor dinationl d}/cancel
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This resource shall support the resource URI variables defined in table 10.4.4.2-1.

Table 10.4.4.2-1: Resource URI variables for this resource

Name

Definition

apiRoot

See clause 4.1 of ETSI GS NFV-SOL 013 [6].

apiMajorVersion

See clause 10.1a.

coordinationld

Identifier of the LCM coordination. See note.

NOTE:

This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a POST request to the "Coordinations" resource.

10.4.4.3

10.4.43.1 POST

Resource methods

The POST method initiates the cancellation of an ongoing coordination action.

This method shall follow the provisions specified in tables 10.4.4.3.1-1 and 10.4.4.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 10.4.4.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Table 10.4.4.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality ReCsopdoenSse Description
n/a 202 Shall be returned when the cancellation request has
Accepted |been accepted for processing.
The response shall have an empty message content.
ProblemDetails 1 409 Shall be returned upon the following error: The
Conflict operation cannot be executed currently, due to a
Response con_flic”t with the state of the "Individual coordination
body action” resource. o
Typically, this is due to the fact that the coordination
action has finished processing.
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
ProblemDetails See 4xx/5xX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[6] of ETSI GS NFV-SOL 013 [6] may be returned.
10.4.4.3.2 GET

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

10.4.4.3.3 PUT

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].
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10.4.4.3.4 PATCH

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

10.4.4.3.5 DELETE

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [6].

10.5 Data model

10.5.1

This clause defines the request and response data structures of the VNF LCM coordination interface.

Introduction

If arequest or response contains attributes not defined in the present document, areceiving functional block that does
not understand these attributes shall not treat their presence as an error and may choose to ignore them.

Coordination actions are specific to the VNF and the LCM operation. They are declared in the VNFD.
10.5.2 Resource and notification data types

105.2.1 Introduction

This clause defines the data structures to be used in resource representations and notifications.

10.5.2.2 Type: LcmCoordRequest

This type represents request parameters for the " Set Configuration™ operation. It shall comply with the provisions
defined in table 10.5.2.2-1.

Table 10.5.2.2-1: Definition of the LcmCoordRequest data type

Attribute name Data type Cardinality Description

vnflnstanceld Identifier 1 Identifier of the VNF instance which this
coordination request is related to.

vnfLecmOpOccld Identifier 1 The identifier of the VNF lifecycle
management operation occurrence
related to the coordination.

IcmOperationType LcmOperationForCoor |1 Indicates the type of the LCM operation

dType with which coordination is requested.

Shall be the same as the value of the
"operation" attribute in the LcmOpOcc
structure that is referenced by the
"vnfLcmOpOccld".

coordinationActionName  |IdentifierinVVnfd 1 Indicates the LCM coordination action.
The coordination actions that a VNF
supports are declared in the VNFD.

inputParams KeyValuePairs 0.1 Additional parameters passed as input to
the coordination action.

links Structure (inlined) 1 Links to resources related to this request.

>vnfLcmOpOcc Link 1 Related lifecycle management operation
occurrence.

>vnflnstance Link 1 Related VNF instance.
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10.5.2.3 Type: LcmCoord

This type represents an LCM coordination result. It shall comply with the provisions defined in table 10.5.2.3-1.

Table 10.5.2.3-1: Definition of the LcmCoord data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this coordination result.
coordinationResult LcmCoordResultType 1 The result of executing the coordination

action which also implies the action to be
performed by the VNFM as the result of
this coordination.

vnfinstanceld Identifier 1 Identifier of the VNF instance which this
coordination request is related to.
vnfLcmOpOccld Identifier 1 The identifier of the VNF lifecycle

management operation occurrence
related to the coordination.

Indicates the type of the LCM operation
with which coordination is requested.
Shall be the same as the value of the
"operation” attribute in the LcmOpOcc
structure that is referenced by the
"vnfLcmOpOccld".
coordinationActionName |String 1 Indicates the actual LCM coordination
action.

[

IcmOperationType LcmOperationForCoordType

The coordination actions that a VNF
supports are declared in the VNFD.
outputParams KeyValuePairs 0.1 Additional parameters returned by the
coordination action, e.g. on the reason
for the indicated coordinationResult.

warnings String 0..N Warning messages that were generated
while the operation was executing.
error ProblemDetails 0.1 Error information related to the

coordination.

This attribute shall be present if
"coordinationResult" is "ABORT" and
may be present if "coordinationResult" is
"CANCELLED".

If provided, the error information should
be represented in the "error" attribute of
the related VnfLcmOpOcc data

structure.

_links Structure (inlined) 1 Links to resources related to this
resource.

>self Link 1 URI of this resource.

>vnfLcmOpOcc Link 1 Related lifecycle management operation
occurrence.

>vnflnstance Link 1 Related VNF instance.

10.5.3 Referenced structured data types

10.5.3.1 Introduction

This clause defines data structures that can be referenced from data structures defined in the previous clauses, but are
not resource representations. In the present version of the present document, no such types are defined.
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10.5.4 Referenced simple data types and enumerations

1054.1 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the
previous clauses.

10.5.4.2 Simple data types

No particular simple data types are defined for thisinterface, in addition to those defined in clause 4.4.

10.5.4.3

The enumeration LcmOperationForCoordType defines the permitted values to represent VNF lifecycle operation types
in VNF LCM operation coordination actions. It shall comply with the provisions defined in table 10.5.4.3-1.

Enumeration: LcmOperationForCoordType

Table 10.5.4.3-1: Enumeration LcmOperationForCoordType

Enumeration value

Description

INSTANTIATE

Represents the "Instantiate VNF" LCM operation.

SCALE

Represents the "Scale VNF" LCM operation.

SCALE_TO_LEVEL

Represents the "Scale VNF to Level" LCM operation.

CHANGE_FLAVOUR

Represents the "Change VNF Flavour" LCM operation.

TERMINATE Represents the "Terminate VNF" LCM operation.

HEAL Represents the "Heal VNF" LCM operation.

OPERATE Represents the "Operate VNF" LCM operation.
CHANGE_EXT_CONN Represents the "Change external VNF connectivity" LCM operation.
MODIFY_INFO Represents the "Modify VNF Information" LCM operation.

CREATE_SNAPSHOT

Represents the "Create VNF Snapshot" LCM operation.

REVERT_TO_SNAPSHOT |Represents the "Revert To VNF Snapshot" LCM operation.
CHANGE_VNFPKG Represents the "Change current VNF package" LCM operation.

10.6  Standardized coordination actions

10.6.1 Introduction

The following clauses define standardized VNF LCM coordination actions. A VNF or its operation supporting
management systems (e.g. EM) may support zero or more of these actions.

For each coordination action, a standardized value for the coordination action name is defined, and valid values for the
operation stage are specified. The meaning of "operationStage” is defined in ETSI GS NFV-1FA 011 [7]. Further, for
each coordination action, it is defined whether input or output parameters are applicable as defined in clauses 10.5.2.2
and 10.5.2.3, and their data types are specified.

10.6.2 Taking a VNF instance out of service

This coordination action allows the VNFM to request taking a VNF instance out of service. This coordination can be
used in the context of the graceful modes of terminating (TerminateV nf) and stopping (OperateV nf) a VNF instance.

The coordination action shall follow the provisions defined in tables 10.6.2-1, 10.6.2-2 and 10.6.2-3.

Table 10.6.2-1: Definition of values

Definition
"urn:etsi:nfv.coord:take-vnf-out-of-service"
"START" shall be the only allowed value.

Attribute name
coordinationActionName
operationStage
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Table 10.6.2-2: Data type of the "inputParams" attribute in "LcmCoordRequest”

Attribute name Data type Cardinality Description
(none)

Table 10.6.2-3: Data type of the "outputParams" attribute in "LcmCoord"

Attribute name Data type Cardinality Description
(none)

10.6.3 Taking VNFC instances of a VNF instance out of service

This coordination action allows the VNFM to request taking a set of individual VNFC instances of a VNF instance out
of service. The coordination action shall follow the provisions defined in tables 10.6.3-1, 10.6.3-2 and 10.6.3-3.

This coordination can be used in the context of the graceful mode of stopping (OperateV nf) one or more VNFC
instances of aVNF instance.

Table 10.6.3-1: Definition of values

Attribute name Definition
coordinationActionName "urn:etsi:nfv:coord:take-vnfcs-out-of-service"
operationStage "START" shall be the only allowed value

Table 10.6.3-2: Data type of the "inputParams" attribute in "LcmCoordRequest”

Attribute Cardinality Content Description
vnfclnstancelds 1..N Identifier List of identifiers of VNFC instances to be
taken out of service.

Table 10.6.3-3: Data type of the "outputParams" attribute in "LcmCoord"

Attribute Cardinality Content Description

(none)

10.7 Conventions for coordination action names

To distinguish between public and private LCM coordination actions and to avoid collisions, this clause defines
namespaces and conventions for the values of the coordination action name. The following naming conventions for
defining coordination action name strings apply:

1) The name of a public coordination action (i.e. one that is defined in a public document) shall be represented by
aURN (see |ETF RFC 8141 [8]) where the Namespace Identifier (NID) of the URN isregistered to the
organization that issues the public document and where the Namespace Specific String (NSS) indicates the
name of the coordination action unique within the scope defined by the NID.

2) Thename of aprivate coordination action (i.e. one that is not defined in a public document or where the
issuing organization does not have a registered URN namespace identifier) shall start with a prefix consisting
of the string "prv.", followed by the name of the organization, followed by adot ".", which shall be followed
by the name of the coordination action unique within the scope indicated by the prefix.

3) Only aphanumeric charactersand ".", "-"," " should be used in the part of a coordination action name
following the NID or prefix.

4) A coordination action name string defined by ETS| shall be prefixed by "urn:etsi:", followed by an NSS-root
registered in https.//portal .etsi.org/PNNS/Generic-Allocation/ET SI-URN-Namespace, followed by a string
documented in an ETSI specification.
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5) A coordination action name string defined by ETSI NFV shall be prefixed by "urn:etsi:nfv:coord:", followed
by a string documented in an ETSI NFV specification.
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Annex A (informative):
Mapping operations to protocol elements

Al

Overview

This annex provides the mapping between operations as defined in ETSI GS NFV-IFA 008 [1] and the corresponding
resources and HT TP methods defined in the present document.

A.2

VNF Lifecycle Management interface

ETSI GS NFV-IFA 008 [1]

HTTP

. Resource Direction
operation method
Create VNF identifier POST /vnf_instances EM 2> VNFM
Instantiate VNF POST /vnf_instances/{vnfinstanceld}/instantiate EM = VNFM
. EM = VNFM
Scale VNF POST /vnf_instances/{vnfinstanceld}/scale VNE > VNEM
. EM > VNFM
Scale VNF to Level POST Ivnf_instances/{vnfinstanceld}/scale_to_level VNE = VNEM
Change VNF Flavour POST Ivnf_instances/{vnflnstanceld}/change_flavour EM = VNEM
Terminate VNF POST /vnf_instances/{vnflnstanceld}/terminate EM = VNFM
Delete VNF identifier DELETE |/vnf_instances/{vnfinstanceld} EM = VNFM
GET Ivnf_instances/{vnfinstanceld} EM > VNFM
VNF > VNFM
Query VNF
GET Ivnf_instances EM > VNFM
- VNF > VNFM
. EM > VNFM
Heal VNF POST Ivnf_instances/{vnflinstanceld}/heal VNE > VNEM
Operate VNF POST Ivnf_instances/{vnfinstanceld}/operate EM = VNEM
Change e >_<terna| VNF POST Ivnf_instances/{vnflnstanceld}/change_ext_conn EM > VNFM
Connectivity
Modify VNF information PATCH  |/vnf_instances/{vnfinstanceld} EM = VNFM
g;g;aggeecurrent VNF POST Ivnf_instances/{vnflnstanceld}/change_vnfpkg EM > VNFM
g;z%tseh\é{\lFN NFC POST Ivnf_instances/{vnflnstanceld}/create_snapshot EM > VNFM
gg;;rsthtgtVNF/VNFC POST /vnf_instances/{vnflnstanceld}/revert_to_snapshot EM > VNFM
Delete VNF/VNFC EM = VNFM
Snapshot information DELETE |/vnf_snapshots/{vnfSnapshotinfold}
Query VNF/VNFC Snapshot |GET /vnf_snapshots/{vnfSnapshotinfold} EM > VNFM
information GET Ivnf_snapshots EM = VNEM
GET /vnf_lcm_op_occs EM > VNFM
. VNF > VNFM
Get Operation Status
GET Ivnf_lem_op_occs/{vnfLcmOpOccld} EM = VNFM
_Icm_op_{ VNF-> VNFM
. - EM > VNFM
Subscribe POST /subscriptions VNE = VNEM
- EM > VNFM
Query Subscription GET /subscriptions VNF = VNFM
Information e L EM > VNFM
GET /subscriptions/{subscriptionld} VNE > VNEM
. - - - EM > VNFM
Terminate subscription DELETE |/subscriptions/{subscriptionid} VNE = VNEM
. . VNFM > EM
Notify POST (provided by API consumer) VNEM = VNE
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A.3  VNF Performance Management interface

ETSI GS NFV-!FA 008 [1] HTTP FEsEUTE e
operation method
Create PM Job POST /pm_jobs EM > VNFM
Delete PM Job DELETE /pm_jobs/{pmJobld} EM 2> VNFM
GET /pm_jobs EM 2> VNFM
Query PM Job GET /pm_jobs/{pmJobid} EM > VNFM
Create Threshold POST /thresholds EM = VNFM
Delete Thresholds DELETE /thresholds/{thresholdid} EM = VNFM
Query Threshold GET /thresholds EM 2> VNFM
y GET /thresholds/{thresholdid} EM 2> VNFM
Subscribe n/a see note n/a
- . n/a see note n/a
Query Subscription Information na See note na
Terminate subscription n/a see note n/a
. . VNFM - EM
Notify POST (provided by API consumer) VNEM = VNE

NOTE: In the VNF Performance Management interface, support for subscriptions has been dropped in
version 2.7.1 of the present document in favour of controlling the delivery of notifications directly by the
"Thresholds" and "PM jobs" resources.

A.4  VNF Fault Management interface

ETSI GS NFV-IFA 008 [1]

HTTP

operation method Resource Direction
_ EM > VNFM
Get Alarm List GET /alarms VNE = VNEM
EM > VNFM
Acknowledge Alarm PATCH /alarms/{alarmid} VNE > VNEM
. . EM > VNFM
Escalate Perceived Severity POST /alarms/{alarmld}/escalate VNE S VNEM
Subscribe POST /subscriptions \E/M F_)QV\TI\'TIEAM
GET /subscriptions \E/M FQQV\DI,\'TEAM
Query Subscription Information EM = VNEM
GET /subscriptions/{subscriptionld} VNE S VNEM
Terminate subscription DELETE /subscriptions/{subscriptionld} \E/MF_)_)V\’;],\TLVIM
Notify POST (provided by API consumer) xmzm z \E/m:
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A5 VNF Indicator interface

ETSI GS NFV-!FA 008 [1] HTTP FEsEUTE e
operation method
— VNFM - EM
GET f/indicators VNEM = VNE
- VNFM - EM
Get Indicator Value GET /indicators/{vnflnstanceld}
GET f/indicators/{vnfinstanceld}/{indicatorld} VNFM = EM
GET /indicators/{indicatorld} VNFM > VNF
. . VNFM - EM
Subscribe POST /subscriptions VNEM = VNE
GET /subscriptions VNFM = EM
. . VNFM > VNF
Query Subscription Information
GET /subscriptions/{subscription|d} VNEM = EM
P P VNFM = VNF
. — o s VNFM - EM
Terminate subscription DELETE /subscriptions/{subscription|d} VNEM = VNE
. . EM > VNFM
Notify POST (provided by API consumer) VNE > VNEM
A.6  VNF Configuration interface
: HTTP . .
ETSI GS NFV-IFA 008 [1] operation Resource Direction
method
Set Configuration PATCH /configuration VNFM > VNF
9 GET /configuration VNFM > VNF
A.7  LCM Coordination interface
: HTTP irecti
ETSI GS NFV-IFA 008 [1] operation Resource Direction
method
POST /coordinations VNFM = VNF/EM
Coordinate lifecycle operation GET /coordinations/{coordinationld} VNFM > VNF/EM
POST /coordinations/{coordinationld}/cancel |VNFM = VNF/EM
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Annex B (informative):
Explanations

B.1 Introduction

This annex provides explanations of certain concepts introduced in the present document.
In clause B.2, the underlying concepts of scaling a VVNF instance are explained.

In clause B.3, examples of VNF connectivity patterns and change of VNF external connectivity are provided.

B.2  Scaling of a VNF instance

A VNF instance can be scaled in the following ways.

. scale out: adding additional VNFC instances to the VNF to increase capacity

. scale in: removing VNFC instances from the VNF, in order to release unused capacity
This mechanismis called "horizontal scaling”.

NOTE: Besidesthat, thereisalso "vertical scaling" which is not supported in the present document, and which
includes scale up (adding further resourcesto existing VNFC instances) and scale down (removing
resources from existing VNFC instances).

Potentially, different aspects of a VNF can be scaled independently. For example, a VNF could be designed to provide
static capacity such as database nodes and dynamic capacity such as query processing nodes. Such a VNF might be
scaled with regards to two separate aspects. the "static capacity" aspect can be scaled by adding VNFCs from VNF
Deployment Units (VDUSs) defining database nodes, and the "dynamic capacity" aspect can be scaled by adding VNFCs
from VDUSs defining query processing nodes. In complex VNF designs, scaling a VNF often requires adding/removing
anumber of related VNFC instances of several different types, possibly based on multiple VDUs. For example, in a
high availability configuration, it might be required to add in each scaling step a pair of VNFC instances, onein active
and one in standby configuration. The scaling aspects valid for a particular VNF are declared in the VNFD.

Each scaling aspect can only be scaled in discrete steps, the so-called "scaling steps'. Each scaling step corresponds to
adding or removing an increment (set of VNFCs based on one or more VDUS, and the related virtualised
storage/virtualised network resources) to or from the VNF instance, and (re)configuring the virtualised resources. Per
increment, the VNFM will figure out the necessary set of VNFCs and the related set of resources based on
VNF-specific rules, for instance using the lifecycle management script associated to the Scale VNF or Scale VNF to
Level event.

When scaling a VNF for a particular aspect, the number of scaling steps to apply to that aspect can be provided asa
parameter. A scaling step is the smallest unit by which a particular aspect of a VNF can be scaled, and is mapped by the
VNFM to the addition (or removal) of a certain set of resources. For each scaling aspect, the minimum scale level is
assumed as zero, and the maximum scale level is defined in the VNFD. The maximum scale level correspondsto the
maximum number of scaling steps that can be performed for this aspect, starting from the minimum scale level

(i.e. zero). The maximum scale level represents the maximum configuration of that aspect of the VNF in agiven
deployment flavour. The minimum scale level represents the minimum configuration of that aspect of the VNFin a
given deployment flavour. It usually corresponds to some deployed resources, but it is also possible to define in the
VNFD that certain VDUs may not always have a corresponding VNFC instance, i.e. for certain aspects the minimum
configuration may indeed be empty.

At each point in time between the completed VNF instantiation and the VNF termination, the current "size" of a
particular scaling aspect of the VNF can be expressed by the current scale level with reference to that aspect. When the
VNF isinstantiated, the current scale level isinitialized with values that are defined as part of the instantiation level in
the VNFD for the associated aspect. Figure B.2-1 illustrates the concepts described above.
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Figure B.2-1: lllustrating the concepts of scale level and scaling steps
for a particular scaling aspect

Asindicated above, a VNF can have one or more scaling aspects. Each individual aspect has a current scale level. All
pairs of (aspect, scalelevel) together are called the scale status of the VNF instance and can be obtained from the
"scaleStatus” attribute of the V nflnstance structure which is returned when reading the "Individual VNF instance”
resource or when querying the "VNF instances’ resource. Example 1 illustrates a possible scale status.

EXAMPLE 1:
"scal eStatus": [
{"aspectld": "processing", "scal eLevel": "2"},
{"aspectld": "database", "scal eLevel": "3"}

]

When requesting scaling of a VNF instance, there are two methods: Scale VNF (see clause 5.4.5) and Scale VNF to
Level (see clause 5.4.6). When using "Scale VNF", the scaling request defines how many increments (scaling steps) are
requested to be added to or removed from the current "size" (scale level) for a single aspect. Depending on the VNF
capabilities, single-step scaling or multiple-step scaling can be supported in a single scale request. When using "Scale
VNF to Level", the scale request defines atarget size of the VNF instance by defining the requested target size for all
aspects at once, independent from the current scale status (current size) of the VNF instance. The target size can be
expressed by referencing pre-defined sizes (called instantiation levels) declared in the VNFD, or by explicitly providing
the target scale level for each scaling aspect, asillustrated in example 2.

EXAMPLE 2:
"scal el nfo": [
{"aspectld": "processing", "scal eLevel": "4"},
{"aspectld": "database", "scal eLevel": "2"}

]

These combinations allow four sub-modes of scaling:
. Scale VNF with asingle step
e  Scale VNF with multiple steps
. Scale VNF to Level based on pre-defined sizes (instantiation levels) only

e  Scale VNF to Level with arbitrary sizes
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B.3 Examples of VNF connectivity patterns

B.3.1 Introduction

Clause B.3.2 illustrates examples of possible connectivity patterns for aVNF. The purposeisto illustrate the
relationship among the different data types specified in clause 5.5 that are used to describe the connectivity of and
within a VNF instance.

NOTE: Theinformation related to connectivity as shown in clause B.3.2 isto be understood in the context of the
present document, i.e. availability of certain information on the Ve-Vnfm reference point follows the
conditions that are detailed in the respective attribute descriptions and notes in the present document.

Clause B.3.3 illustrates the use of the " Change external VNF connectivity" task resource to re-connect external CPs of a
VNF instance to a different external VL.

B.3.2 Example of a VNF instance with two different types of
external connection points

The present example shows a regular connectivity pattern of aVNF where the two external CPs of the VNF use
different connectivity patterns. Figure B.3.2-1 illustrates the example, from which it is highlighted the following:

. An external CP of the VNF instance (see VnfExtCp #1) that maps to an internal CP, i.e. a CP of a specific
VNFC.

e Anexterna CP of the VNF instance (see VnfExtCp #2) that refersto alink port of aninternal VL of the VNF
(see VnfLinkPort #2.2).

. Aninterna VL of the VNF instance (see VnfVirtualLink #1) that is only used for connectivity of VNFCs
within the VNF.

. Aninternal VL of the VNF instance (see VnfVirtualLink #2) that is used as provider of alink port for
connectivity of external CPs of the VNF.

. Link ports of internal VLs of the VNF instance (see VnfLinkPort #1.1 to #1.3 and V nfLinkPort #2.1), which
are exposed on Ve-Vnfm reference point.

. Internal CPs, i.e. CPs of specific VNFCs (see VNFC CPs), which are exposed on the Ve-Vnfm reference

point.
- {NOTE2: |
VNF instance VnfExtCp#i | ExtVirtualLink=
{ NsVirtualLink #1
VNFC #1 . N
O f ; ExtLinkP
VnfLinkP NOTE 2: This ort #1.1 = -
ort #1.1 { VnfVirtualLink ExtVirtuallink #1 )
(| Vnfvirtuallink #1 )?*i provides Intemal ExtLinkp
VNFC #2 \ connectivity among ort#1.2
VnfLinkP VeSS
Ll VnfLinkP
. . L}
anVlrtualg_rlk #2“" ------- Legend:
VNFC #3 It R ; : ---p refers
NOTE 3: This VnfVirtualLink serves VnfExtCp #2
as anchor point for VNF Ext CP, but .VNF Ext. CP (VnfExtCp)
also connecting to a specific VNFC. OVNFC CP (VnfcCp)
Link Port of
NOTE 1: a VnfVirtualLink can OEECY I\?It_emal ViE:

actually be realized as an
ExtManagedVirtualLink

Figure B.3.2-1: Example of a VNF instance with two different types of external connection points
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B.3.3 Example of changing VNF connectivity

This example illustrates changing the external connectivity of a VNF instance using the "Change external VNF
connectivity" task resource (clause 5.4.11). The scenario depicted disconnects from a " source" external VL all those
external CP instances that were created based on a particular CPD, and connects them to a "target" external VL.

_ VnfExtCp #1
VNED VNF instance O
#1.1
VnfExtCp #2 - -
mmomm——- ExtVirtualLink #1)
| ExtLinkPort ! —
i A
Cednkport f § Souree extVL
#13 ! i Not specified in
""""" ! request data structure. Legend
— Related to CP
ExtLinkPort
- #2.1 ‘ VNF ext. CP (VnfExtCp)
["ChD that 4 parecp ExtVirtualLink #2 :
! that determines #3 - xtVirtualLin )
! X ExtLinkPort - i
i extCP instances to re- #2.2 o CPD#AB | CPDinVNFD
i connect. Specified in lr-’-’-larget"’“e;f-\-/-[.- """"
i request data structure. | Specified in request ExtLinkPort | Link portY of
' #X.Y external VL X
| | | data structure.

Figure B.3.3-1: lllustration of disconnecting external CPs from one external VL
and connecting them to another external VL
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Annex C (informative):
Complementary material for API utilization

To complement the definitions of each method, resource, and data type defined in the main body of the present
document, the ETSI NFV 1SG is providing supplementary description files, compliant to the OpenAPI

Specification [i.4], for the Ve-Vnfm reference point. These supplementary description files, containing the OpenAPI
specification for each API defined in the present document, are located at https.//forge.etsi.org/rep/nfv/NFV-SOL 002.

In case of discrepancies between the supplementary files and the related data structure definitions in the main body of
the present document, the data structure definitions take precedence.

The OpenAPI representations referenced above:

1) usethe MAJOR.MINOR.PATCH version fields to signal the version of the API as defined in the present
document; and

2) usethe"impl" version parameter to represent changes to the OpenAPI representation without changing the
present document (see clause 9.1.2 of ETSI GS NFV-SOL 013 [6]).

It is specified in clause 6 of ETSI GS NFV-SOL 015 [i.9] how the OpenAPI specification references the present
document and signals the version information.
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Annex D (informative):
Differences between ETSI GS NFV-SOL 002 and ETSI
GS NFV-SOL 003

D.1  Overview

The set of APIsdefined in ETSI GS NFV-SOL 002 (the present document) and ETSI GS NFV-SOL 003 [i.2] are
overlapping to alarge extent. A number of APIsare present in both ETSI GS NFV-SOL 002 and ETSI

GS NFV-SOL 003 [i.2]. However, for each of these APIs, there are certain differences depending on whether they are
exposed towards the NFV O, or towards the VNF/EM. These differences are described in clause D.2.

Other APIs are only present in one of the two specifications, as they only make sense either on the Ve-V nfm reference
point, or on the Or-Vnfm reference point. These APIs arelisted in clause D.3.

D.2 Interfaces present in both ETSI GS NFV-SOL 002
and ETSI GS NFV-SOL 003

D.2.1 Basic principles

When the NFV O requests VNF management functionality from the VNFM, it addresses each VNF instance as a whole.
Detailed information about VNF internals (such as VNFC instances or internal topology) istypically not needed and
cannot be managed; however, the NFV O needs to understand the resource view of the VNFCs in order to perform
resource orchestration. In contrast, the entity actually performing the management of a VNF instance (the EM or the
VNF instance itself) needs detailed information about VNF internals, such as VNFC instances or internal topology. This
difference results in more detailed VNFC-related information to be exposed in ETSI GS NFV-SOL 002 (as part of
certain resource representations, notifications and request parameters) than in ETSI GS NFV-SOL 003 [i.2]. Also,
certain operation modes such as graceful termination are not needed by the EM (as opposed to the NFVO), as the EM
can ensure to take a VNF instance out of service before requesting termination.

D.2.2 VNF Lifecycle Management interface
Certain attributes are only available on either ETSI GS NFV-SOL 002 [i.13] or ETSI GSNFV-SOL 003 [i.2], or have
restrictions with reference to their value set. Some operations on certain resources are only available on one branch of

Ve-Vnfm, i.e. either towards the VNF or towards the EM, or only available on either ETSI GS NFV-SOL 002 or ETS|
GSNFV SOL 003 [i.2]. Resources and attributes with such restrictions are documented in table D.2.2-1.
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Table D.2.2-1: VNF Lifecycle Management interface - differences between
ETSI GS NFV-SOL 002 and ETSI GS NFV-SOL 003 [i.2]

Attribute/Resource with method SOL 002 SOL 003
Vnflnstance.instantiatedVnflnfo.vnfcinfo present not present
Vnflnstance.vimConnectioninfo not present present
Vnflnstance.cirConnectioninfo not present present
Vnflnstance.mciopRepositoryinfo not present present
VnflnfoModificationRequest.vnfcinfoModifications present not present
VnfInfoModificationRequest.vimConnectionlnfo not present present
VnfInfoModifications.vnfclnfoModifications present not present
VnflnfoModifications.vimConnectioninfo not present present
InstantiateVnfRequest.vimConnectioninfo not present present
ChangeVnfFlavourRequest.vimConnectionlnfo not present present
ChangeExtVnfConnectivityRequest.vimConnectioninfo not present present
ChangeCurrentVnfPkgRequest.vimConnectioninfo not present present
ModificationsTriggeredByVnfPkgChange.vimConnectioninfo not present present

HealVnfRequest.vnfcinstanceld present not present
HealVnfRequest.healScript present not present
OperateVnfRequest.vnfcinstanceld present not present
VnfcResourcelnfo.zoneld not present present
VnfVirtualLinkResourcelnfo.zoneld not present present
VirtualStorageResourcelnfo.zoneld not present present
AffectedVnfc.zoneld not present present
AffectedVnfc.resourceDefinitionld not present present
AffectedVirtualLink.zoneld not present present
AffectedVirtualLink.resourceDefinitionld not present present
AffectedExtLinkPort.resourceDefinitionld not present present
AffectedVirtualStorage.zoneld not present present
AffectedVirtualStorage.resourceDefinitionld not present present
CreateVnfSnapshotRequest.vnfcinstanceld present not present
VnfSnapshot.vnfStateSnapshotinfo not present present
VnfSnapshot._links.vnfStateSnapshot not present present
CreateVVnfSnapshotinfoRequest.vnfSnapshot not present present

RevertToVnfSnapshotRequest.vnfcinstanceld present not present
RevertToVnfSnapshotRequest.vnfcSnapshotinfold present not present
ExtManagedVirtualLinkData.netAttDefResourceData not present present
ExtManagedVirtualLinkData.intCp not present present
ExtManagedVirtualLinkData.vnfLinkPort not present present
ExtManagedVirtualLinkData.extManagedMultisiteVirtualLinkld not present present
ExtManagedVirtualLinkinfo.extManagedMultisiteVirtualLinkld not present present
RevertToVnfSnapshotRequest.vnfSnapshotinfold conditional mandatory
VnfcResourcelnfo.vnfcCplnfo mandatory conditional
VnfVirtualLinkResourcelnfo.vnfLinkPorts mandatory conditional
POST .../vnf_instances available to EM only available
PATCH .../vnf_instances/{vnflnstanceld} available to EM only available
DELETE .../vnf_instances/{vnfinstanceld} available to EM only available
POST .../vnf_instances/{vnfinstanceld}/instantiate available to EM only available
POST .../vnf_instances/{vnflnstanceld}/change_flavour available to EM only available
POST .../vnf_instances/{vnflnstanceld}/terminate available to EM only available
POST .../vnf_instances/{vnflnstanceld}/operate available to EM only available
POST .../vnf_instances/{vnfinstanceld}/change_ext_conn available to EM only available
POST .../vnf_instances/{vnfinstanceld}/change_vnfpkg available to EM only available
POST .../vnf_instances/{vnflnstanceld}/create_snapshot available to EM only available
POST .../vnf_instances/{vnflnstanceld}/revert_to_snapshot available to EM only available
GET .../vnf_snapshots available to EM only available
POST .../vnf_snapshots available to EM only available
GET .../vnf_snapshots/{vnfSnapshotinfold} available to EM only available
PATCH .../vnf_snapshots/{vnfSnapshotinfold} not available available
DELETE .../vnf_snapshots/{vnfSnapshotinfold} available to EM only available
GET .../vnf_snapshots/{vnfSnapshotinfold}/vnf_state_snapshot |not available available
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D.2.3 VNF Performance Management interface

The same set of resources and methods is specified in ETSI GS NFV-SOL 002 or ETSI GS NFV-SOL 003 [i.2].
However, as opposed to ETSI GS NFV-SOL 003 [i.2], information about VNFCs and VNF-internal connection points
can be added to the measurementsin ETSI GS NFV-SOL 002, if applicable to the actual measurement as defined in
ETSI GSNFV-IFA 027 [5].

D.2.4 VNF Fault Management interface

Asopposed to ETSI GS NFV-SOL 003 [i.2], information about VNFCs affected by a fault is added to the alarmsin
ETSI GSNFV-SOL 002. Also, it ispossible for the EM to suggest escalation of the perceived severity of analarmin
ETSI GS NFV-SOL 002.

Certain attributes are only available on either ETSI GS NFV-SOL 002 or ETSI GS NFV-SOL 003 [i.2], or have
restrictions with reference to their value set. Some operations on certain resources are only available on either ETS|
GSNFV-SOL 002 or ETSI GSNFV-SOL 003 [i.2]. Resources and attributes with such restrictions are documented in
table D.2.4-1.

Table D.2.4-1: VNF Fault Management interface - differences between
ETSI GS NFV-SOL 002 and ETSI GS NFV-SOL 003 [i.2]

Attribute/Resource with method SOL 002 SOL 003
Alarm.vnfcIinstancelds available not available
POST .../alarms/{alarmid}/escalate available not available

D.2.5 VNF Indicator interface

The present document specifies one more resource in addition to those specified in ETSI GS NFV-SOL 003 [i.2] for the
VNF Indicator interface. This differenceis summarized in table D.2.5-1.

Table D.2.5-1: VNF Indicator interface - differences between
ETSI GS NFV-SOL 002 and ETSI GS NFV-SOL 003 [i.2]

Resource with method SOL 002 SOL 003
Available when the interface is Not available
exposed by a VNF instance

GET .../indicators/{indicatorld}

Furthermore, in the present document, the API consumer of this interface isthe VNFM and the API producer can be
either an EM, a VNF instance or both, depending on the resource considered.

D.3 Interfaces present in one of ETSI GS NFV-SOL 002
and ETSI GS NFV-SOL 003

D.3.1 Interfaces only present in ETSI GS NFV-SOL 002

The following interfaces are only present in ETSI GS NFV-SOL 002 (the present document):
. VNF Configuration interface.

. VNF LCM Coordination interface.
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D.3.2 Interfaces only present in ETSI GS NFV-SOL 003
The following interfaces are only present in ETSI GS NFV-SOL 003 [i.2]:

e  VNF Package Management interface.

e  VNF Lifecycle Operation Granting.

. Virtualised Resources Quota Available Notification interface.

e VNF Snapshot Package Management interface.
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Annex E (informative):
History of features added to the present document

E.1l

Overview

The present document has been first released as part of ETSI NFV Release 2 and went through multiple cycles of

mai ntenance.

In ETSI NFV Release 3, features were added. The branching has occurred after version 2.8.1 of the present

document [i.13].

This annex lists the features that were added on top of Release 2 in Release 3. To help implementers to determine which
changes make up together a particular feature, these are documented below per feature.

E.2

Features added in Release 3

E.2.1 FEATO02: VNF Software modification

This feature addresses the initiation and the coordination of the software modification process related to VNFs. Goal is

to minimize the impact of software modification on service availability.

Table E.2.1-1: Changes that make up the feature

Clause |Interface Content of the change Type of change
5.4.11a |vnflem |/vnf_instances/{vnfinstanceld}/change_vnfpkg New resource
5.5.2.2 vnflem  |Vnfinstance._links.changeCurrentVnfPkg New attribute
5.5.2.11a |vnflcm Data type: ChangeCurrentVnfPkgRequest New resource data type
550213 VnfLcmOpOcc.operationParams: new structure Modified permitted attribute
5.2 vnflem |, .
ChangeCurrentVnfPkgReqguest values
5.5.2.13 |vnflem  |VnfLcmOpOcc.modificationsTriggeredByVnfPkgChange New attribute
VnfLecmOperationOccurrenceNotification . .
5.5.2.17 |vnflcm Trigger "C?hange of current VNF package” New trigger condition
55217 |vnflem VnfLcmOperationOccurrenceNotification.modificationsTriggered New attribute
ByVnfPkgChange
5.5.35 vnflcm ExtManagedVirtualLinkInfo.vnfdld New attribute
5.5.3.7 vnflcem  |Scalelnfo.vnfdid New attribute
5.5.3.8 vnflem  |VnfcResourcelnfo.vnfdld New attribute
5.5.3.9 vnflem  |VnfVirtualLinkResourcelnfo.vnfdid New attribute
5.5.3.10 |vnflem  |VirtualStorageResourcelnfo.vnfdld New attribute
5.5.3.17 |vnflcm MonitoringParameter.vnfdid New attribute
5.5.3.18 |vnflem  |VnfExtCpinfo.vnfdid New attribute
5.5.3.19 |vnflcm  |AffectedVnfc.vnfdid New attribute
5.5.3.20 |vnflem |AffectedVirtualLink.vnfdid New attribute
5.5.3.21 |vnflem |AffectedVirtualStorage.vnfdid New attribute
5.5.45 vnflcm LcmOperationType: added value CHANGE_VNFPKG New enum value
8.4.7.3 vnfind <<Callback URI>>(SupportedindicatorsChangeNotification) New notification
8.5.2.6 vnfind SupportedindicatorsChangeNotification New notification
8.5.3.2 vnfind VnflndicatorNotificationsFilter.notificationTypes New attribute

E.2.2 FEAT15: VNF snapshotting

VNF snapshot is areplication of a VNF instance at a specific point in time with a corresponding V NF snapshot Package

which is collection of files representing a VVNF snapshot. The feature implementation enables operations on and
management of VNF snapshots and their corresponding packages.
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Table E.2.2-1: Changes that make up the feature

Clause |Interface Content of the change Type of change

5.4.21 vnflem  |/vnf_instances/{vnfinstanceld}/create_snapshot New resource

5.4.22 vnflem Ivnf_instances/{vnflnstanceld}/revert_to_snapshot New resource

5.4.23 vnflem  |/vnf_snapshots New resource

5.4.24 vnflem  |/vnf_snapshots/{vnfSnapshotinfold} New resource

5.5.2.2 vnflem  |Vnflnstance._links.createSnapshot New attribute

5.5.2.2 vnflem Vnflnstance._links.revertToSnapshot New attribute

5.5.2.13 vnflem VnfLcmOpOcc.operationParams: new structures Modified permitted attribute
"CreateVnfSnapshotRequest" and values
"RevertToVnfSnapshotRequest"

5.5.2.13 |vnflem  |VnfLcmOpOcc.vnfSnapshotinfold New attribute

5.5.2.13 vnflem VnfLcmOpOcec._links.vnfSnapshot New attribute

5.5.2.20 vnflem CreateVnfSnapshotinfoRequest New resource data type

5.5.2.21 vnflem CreateVnfSnapshotRequest New resource data type

5.5.2.22 |vnflem  |VnfSnapshotinfo New resource data type

5.5.2.23 |vnflem  [VnfSnapshot New resource data type

5.5.2.24 vnflem RevertToVnfSnapshotRequest New resource data type

5545 vnflcm LcmOperationType: added values CREATE_SNAPSHOT and New enum value
REVERT_TO_SNAPSHOT

E.2.3 Additional new functionality outside the "NFV features"

E.2.3.

scheme

1 Trunking support

The parameters that provide external CP data have been modified to support trunking and to allow easier modification.

Table E.2.3.1-1: Changes that make up the feature

Clause Interface Content of the change Type of change
5.5.3.6 |vnflcm VnfExtCpData.cpConfig Other change: turn this attribute into a
map, Modified attribute semantics

5.5.3.6a |vnflcm VnfExtCpConfig.parentCpConfigld New attribute

5.5.3.6a |vnflcm VnfExtCpConfig.id Removed attribute

5.5.3.6a |vnflcm VnfExtCpConfig.cplnstanceld Removed attribute

5.5.3.6¢ |vnflcm IpOverEthernetAddressData.segmentationType New attribute

5.5.3.6¢ |vnflcm IpOverEthernetAddressData.segmentationid New attribute

5.5.3.3 |vnflcm ExtVirtualLinkInfo.currentVnfExtCpData New attribute

5.5.3.8 |vnflcm VnfcResourcelnfo.vnfcCplnfo.parentCpld New attribute

5.5.3.11 |vnflcm VnfLinkPortInfo.trunkResourceld New attribute

5.5.3.12 |vnflcm ExtLinkPortInfo.trunkResourceld New attribute

5.5.3.12ajvnflcm ExtLinkPortData.trunkResourceld New attribute

5.5.3.16 |vnflcm IpOverEthernetAddressinfo.segmentationld New attribute

5.5.3.25 |vnflcm VnfExtCplnfo.cpConfigld New attribute

E.2.3.2 Verbosity of VNF LCM operation occurrence notifications

This change enables to control the verbosity of VNF LCM operation occurrence notifications.

Table E.2.3.2-1: Changes that make up the feature

Clause Interface Content of the change Type of change
5.5.2.15 |vnflcm LcenSubscriptionRequest.verbosity New attribute
5.5.2.16 |vnflcm LcenSubscription.verbosity New attribute
5.5.2.17 |vnflcm VnfLcmOperationOccurrenceNotification.verbosity New attribute
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Clause Interface Content of the change Type of change

5.5.2.17 |vnflcm VnfLcmOperationOccurrenceNotification Other change: Allow to omit
certain attributes depending on
the value of the "verbosity"
attribute

E.2.3.3 LCM coordination

LCM coordination allows an ongoing LCM operation occurrence to trigger arelated management operation by the EM
or VNF, to wait for its result, and to coordinate that management operation with the LCM operation occurrence. This
functionality is used e.g. by FEATO02, FEAT12 and FEAT15 if such coordination is needed.

Table E.2.3.3-1: Changes that make up the feature

Clause Interface Content of the change Type of change
10 Icmcoord ...{apiRoot}/Icmcoord New API

5.5.2.13 |vnflcm VnfLcmOpOcc.lcmCoordinations New attribute

5.5.2.13 |vnflcm VnfLcmOpOcc.rejectedLcmCoordinations New attribute

5.5.2.13 |vnflcm VnfLcmOpOcc.warnings New attribute

E.2.3.4 Support for virtual IP connection points

The VNF connectivity model has been updated to support virtual 1P Connection Points (CPs). Refer to clause A.4 in
ETSI GSNFV-IFA 007 [i.10] for the supported use cases.

Table E.2.3.4-1: Changes that make up the feature

Clause | Interface Content of the change Type of change
5.5.2.2 |vnflcm Vnflnstance.instantiatedVnflnfo.vipCplnfo New attribute
5.5.2.13 |vnflcm VnfLcmOpOcc.affectedVipCps New attribute
5.5.2.17 |vnflcm VnfLcmOperationOccurrenceNotification. New attribute
affectedVipCps
5.5.3.2 |vnflem ExtVirtualLinkData.extLinkPorts Modified attribute semantics
(added support for ports related to a virtual IP CP)
5.5.3.6a |vnflcm VnfExtCpConfig.createExtLinkPort New attribute
5.5.3.11 |vnflcm VnfLinkPortInfo.vipCplnstanceld New attribute
5.5.3.12 |vnflcm ExtLinkPortInfo.secondaryCplnstanceld New attribute
5.5.3.25 |vnflcm VnfExtCplnfo.associatedVipCpld New attribute

E.2.4 FEAT12: Enhancement support for MEC in NFV

deployments
This feature defines updates to selected NFV interfaces. The intent is to define extensions which can be used to specify
how ETSI MEC can be deployed in an NFV environment, allowing to run MEC applications on the NFVI besides
VNFs, and re-using ETSI NFV MANO components to perform common MANO tasks on the MEC applications.

Table E.2.4-1: Changes that make up the feature

Clause Interface Content of the change Type of change
10.6 Icmcoord Standardized coordination actions Other change
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E.3

Features added in Release 4

E.3.1 FEAT17: Cloud-Native VNFs and Container Infrastructure

management

The scope of the feature covers the following areas:

NFV Architecture support for VNFs which follow "cloud-native" design principles.
Enhance NFV-MANO capabilities to support container technologies based on ETSI GR NFV-IFA 029 [i.11].
Enhance NFV-MANO capabilities for container management and orchestration.

Enhance information model for containerized VNFs both using bare metal or nested virtualisation
technologies.

Table E.3.1-1: Changes that make up the feature

Clause | Interface Content of the change Type of change
4.4.2.2 multiple IdentifierlnVim: extended to include the support of CISM Modified attribute semantics
5.5.2.2 vnflem Vnflnstance.instantiatedVnflnfo.virtualCplnfo New attribute
5.5.2.2 vnflem Vnflnstance.instantiatedVnflnfo.mciolnfo New attribute
5.5.2.17 |vnflcm VnfLcmOperationOccurrenceNotification.affectedVirtualCps New attribute
5.5.3.2 vnflem ExtVirtualLinkData.extLinkPorts Modified attribute semantics
5.5.3.2 vnflem ExtVirtualLinkData.extNetAttDefResourceData New attribute
5.5.3.3 vnflem ExtVirtualLinkinfo.extNetAttDefResource New attribute
5.5.3.5 vnflem ExtManagedVirtualLinkInfo.vnfNetAttDefResource New attribute
5.5.3.6a |vnflcm VnfExtCpConfig.linkPortld Modified attribute semantics
5.5.3.6a |vnflcm VnfExtCpConfig.cpProtocolData Modified attribute semantics
5.5.3.6a |vnflcm VnfExtCpConfig.netAttDefResourceld New attribute
5.5.3.6b |vnflem CpProtocolData.layerProtocol: added value New enum value
IP_FOR_VIRTUAL_CP

5.5.3.6b |vnflcm CpProtocolData.virtualCpAddress New attribute

5.5.3.8 vnflem VnfcResourcelnfo.computeResource: added the support of Modified attribute semantics
Compute MCIO

5.5.3.8 vnflem VnfcResourcelnfo.storageResourcelds: added the support of |Modified attribute semantics
Storage MCIO

5.5.3.8 vnflem VnfcResourcelnfo.vnfcCplnfo.netAttDefResourceld New attribute

5.5.3.9 vnflem VnfVirtualLinkResourcelnfo.networkResource: added the Modified attribute semantics
support of Network MCIO

5.5.3.10 |vnflcm VirtualStorageResourcelnfo.storageResource: added the Modified attribute semantics
support of Storage MCIO

5.5.3.13 |vnflem ResourceHandle.vimConnectionld: extended to include the Modified attribute semantics
support of CISM connections

5.5.3.13 |vnflem ResourceHandle.resourceld: extended to include the support |Modified attribute semantics
of CISM

5.5.3.13 |vnflem ResourceHandle.vimLevelResourceType: extended to include |Modified attribute semantics
the support of CISM

5.5.3.13 |vnflem ResourceHandle.vimLevelAdditionalResourcelnfo New attribute

5.5.3.13 |vnflcm ResourceHandle.containerNamespace New attribute

5.5.3.15b |vnflcm CpProtocolinfo.layerProtocol: added value New enum value
IP_FOR_VIRTUAL_CP

5.5.3.15b |vnflcm CpProtocollnfo.virtualCpAddress New attribute

5.5.3.19 |vnflem AffectedVnfc.computeResource: added the support of Modified attribute semantics
Compute MCIO and extended to include the support of CISM
connections

5.5.3.20 |vnflem AffectedVirtualLink.networkResource: added the support of Modified attribute semantics
Network MCIO and extended to include the support of CISM
connections

5.5.3.21 |vnflem AffectedVirtualStorage.storageResource: added the support  |Modified attribute semantics
of Storage MCIO and extended to include the support of
CISM connections

5.5.3.25 |vnflem VnfExtCplnfo.associatedVirtualCpld New attribute
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Clause | Interface Content of the change Type of change
5.5.3.25 |vnflcm VnfExtCplnfo.netAttDefResourceld New attribute
5.5.4.9 vnflcm McioTypeName New string type

E.3.2 ENHO02: Special technical enhancements

E.3.2.1 ENHO02.05: Flexibility with scalable VNF/NS instantiation

The enhancement feature proposes to add scalel evels as input during instantiation to support flexibility with scalable
VNF/NS instantiation. The VNFs/NSs supporting flexible instantiations are identified with VNFD/NSD level
attribute(s). This enhancement provides flexibility for the service providers to adjust instantiation level when
instantiating a VNF and supports instantiate a VNF with required size in one single operation.

Table E.3.2.1-1: Changes that make up the feature

Clause Interface Content of the change Type of change
5.5.2.4 |vnflcm InstantiateVnfRequest.instantiationLevelld Modified attribute semantics
5.5.2.4 |vnflcm InstantiateVnfRequest.targetScaleLevelinfo New attribute
5.5.2.7 |vnflcm ChangeVnfFlavourRequest.instantiationLevelld Modified attribute semantics
5.5.2.7 |vnflcm ChangeVnfFlavourRequest.targetScaleLevelinfo New attribute

E.3.3 ENHO1: Security enhancements

E.3.3.1 ENHO01.01: Certificate management

The security enhancement aims to specify the capability to support certificate management by introducing CMF
(Certificate Management Function) within the NFV MANO architecture and is enhancing the NFV-MANO reference
points and functional blocks. CMF enhances "Operator Certificate Enrolment Server" as defined in ETSI

GR NFV-SEC 005 [i.16].

Table E.3.3.1-1: Changes that make up the feature

Clause |Interface Content of the change Type of change
51 vnflem Des_c_ription: Added the clarification of direct mode in the Modified description semantics
certificate management.
5.5.2.2 vnflem Vnflnstance.certificatelnfo New attribute
5.5.2.3 |vnflem CreateVnfRequest.certificateConfigurationData New attribute
5.5.2.7 |vnflem ChangeVnfFlavourRequest.certificateConfigurationData New attribute
5.5.2.11 |vnflcm ChangeExtVnfConnectivityRequest.certificateConfigurationData |New attribute
5.5.2.11a |vnflcm ChangeCurrentVnfPkgRequest.certificateConfigurationData New attribute
5.5.2.17 |vnflcm VnfLcmOperationOccurrenceNotification.affectedCertificates New attribute
5.5.3.8  |vnflcm VnfcResourcelnfo.certificateContentld New attribute
5.5.3.8  |vnflem VnfcResourcelnfo.vnfcCplinfo.certificateContentld New attribute
5.5.3.25 |vnflcm VnfExtCplnfo.certificateContentld New attribute
5.5.3.30 |vnflcm Mciolnfo.certificateContentld New attribute
9.5.34 vnfconfig |VnfcConfigurationData.certificateData New attribute

E.3.4 FEAT21: 5GNFV

The scope of the feature covers the following areas:

o Investigating the NFV support for deploying 5G networks, capabilities and associated requirements.

o Determine the 5G network capabilities and features interworking and their relationship with NFV.

. Determine and profile how NFV can support 5G deployments.
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Table E.3.4-1: Changes that make up the feature

Clause

Interface Content of the change

Type of change

5.5.2.2

vnflcm

Vnflnstance.instantiatedVnflnfo.vnfPaasServicelnfo

New attribute

E.3.5 FEAT31: Flexible VNF deployment

This feature enhances the flexibility of the VNF deployment by introducing parametrization of VNF deployment
flavours. It coversthe following areas:

. Ability to specify in the VNFD which VDUs or groups of VDUs are optional for a particular deployment
flavour.

e  Ability to specify in the VNFD which VDU attributes related to resource capacity are configurable.

e Ability to specify in the NSD the selected optional VDUs or group of VDUs of a constituent VNF that are to

be deployed.
. Ability to specify inthe NS LCM and VNF LCM interfaces the selected optional VDUs or group of VDUsto
be deployed.
e  Ability to specify in the NSLCM and VNF LCM interfaces the selected values for VDU attributes related to
resource capacity.
Table E.3.5-1: Changes that make up the feature
Clause |Interface Content of the change Type of change
5.4.11b  |vnflcm /vnf_instances/{vnflnstanceld}/select_depl_mods New resource
5.5.2.2 vnflem Vnflnstance.instantiatedVnfinfo.selectedDeployableModule N .
s ew attribute
5.5.2.2 vnflem Vnflnstance.instantiatedVnflnfo.scaleStatus: support for
the hapdllng of the scale level information included in the Modified attribute semantics
operation and related to deployable modules that are not
selected
5.5.24 vnflem InstantiateVnfRequest.selectedDeployableModule New attribute
5.5.24 vnflem InstantiateVnfRequest.instantiationLevelld and
InstantiateVnfRequest.targetScaleLevelinfo: support for
the handling of the scale level information included in the Modified attribute semantics
operation and related to deployable modules that are not
selected
5.5.2.6 vnflem ScaleVnfToLevelRequest.instantiationLevelld and
ScaleVnfToLevelRequest.scalelnfo: support for the
handling of the scale level information included in the Modified attribute semantics
operation and related to deployable modules that are not
selected
5.5.2.7 vnflem ChangeVnfFlavourRequest.selectedDeployableModule New attribute
5.5.2.11a |vnflcm ChangeCurrentVnfPkgRequest.selectedDeployableModule |New attribute
5.5.2.13 |vnflcm VnfLcmOpOcc.operationParams: addition of the mapping
"SELECT_DEPL_MODS: Modified attribute semantics
SelectVnfDeployableModulesRequest"
5.5.2.11b |vnflcm SelectVnfDeployableModulesRequest New resource data type
5545 vnflem ng&pg;i[gggﬁﬁagg(étlon of the value New enumeration value

E.3.6 FEAT28: Fault management models

The feature aims to extend the defined data model of alarms and val ues of attributes to enhance the processing of failure
information.
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Table E.3.6-1: Changes that make up the feature

Clause Interface Content of the change Type of change
7524 vnffm Alarm.managedObijectid Modified attribute semantics
7524 vnffm Alarm.perceivedSeverity Modified attribute semantics
7.5.2.4 vnffm Alarm.eventType Modified attribute semantics
7.5.2.4 vnffm Alarm.faultType Modified attribute semantics
7.5.2.4 vnffm Alarm.probableCause Modified attribute semantics
7524 vnffm Alarm.faultDetails Modified attribute semantics

ETSI




292 ETSI GS NFV-SOL 002 V4.6.1 (2024-05)

Annex F (normative):
Authorization scope values

F.1 Overview

This annex specifies authorization scope values for selected APIs defined in the present document as defined in

clause 8.3.7 of ETSI GS NFV-SOL 013 [6]. Each authorization scope value is defined recursively as the union of a set
of permitted resource URIs with associated permitted methods, and a set of permitted referenced authorization scope
values, where one of these sets can be empty.

F.2  VNF Lifecycle Management interface

This clause specifies authorization scope values to consume the VNF Lifecycle Management interface specified in
clause 5. If the VNFM supports authorization scope val ues, the VNFM shall support the authorization scope values
specified in table F.2-1 and may support additional authorization scope values, when authorizing an APl request from
an API consumer as specified in clause 8.3.3 of ETSI GS NFV-SOL 013 [6].

The elements in the authorization scope value definition specified in clause 8.3.7 of ETSI GSNFV-SOL 013 [6] are
defined as follows, resulting in the authorization scope values given in table F.2-1:

o {apiName} isset asdefined in clause 5.2;
. <vn> shall be set to the value of { apiMajorVersion} as defined in clause 5.13;

. <permissionName> and <qualifier> are set as defined in table F.2-1.

Table F.2-1: Authorization scope values for VNF Lifecycle Management interface

Authorization Scope value Description

Allows to access the "Instantiate VNF task" resource, the "VNF
LCM operation occurrences" resource and its child resources.
This permission allows to instantiate a VNF instance as
indicated in clause 5.3.3.

Allows to access the "Scale VNF task" resource, the "VNF LCM
operation occurrences" resource and its child resources.

This permission allows to scale a VNF instance as indicated in
clause 5.3.3.

Allows to access the "Scale VNF to level task" resource, the
"VNF LCM operation occurrences" resource and its child
vnflem:<vn>:scale_to_level resources.

This permission allows to scale a VNF instance to a target level
as indicated in clause 5.3.3.

Allows to access the "Change VNF flavour task" resource, the
"VNF LCM operation occurrences" resource and its child
vnflcm:<vn>:change_flavour resources.

This permission allows to change the deployment flavour for a
VNF instance as indicated in clause 5.3.3.

Allows to access the "Terminate VNF task" resource, the "VNF
LCM operation occurrences" resource and its child resources.
This permission allows to terminate a VNF instance as indicated
in clause 5.3.3.

Allows to access the "Heal VNF task" resource including VNFC
information (defined in the present document), the "VNF LCM
vnflem:<vn>:heal:with_vnfc operation occurrences" resource and its child resources.

This permission allows to heal a VNF instance as indicated in
clause 5.3.3.

vnflem:<vn>:instantiate

vnflem:<vn>:scale

vnflem:<vn>:terminate
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Authorization Scope value

Description

vnflem:<vn>:change_ext_conn

Allows to access the "Change external VNF connectivity task”

resource, the "VNF LCM operation occurrences" resource and
its child resources.

This permission allows to change the external connectivity of a
VNF instance as indicated in clause 5.3.3.

vnflem:<vn>:operate:with_vnfc

Allows to access the "Operate VNF task" resource including
VNFC information (defined in the present document), the
"VNF LCM operation occurrences" resource and its child
resources.

This permission allows to change the operational state of a
VNF instance as indicated in clause 5.3.3.

vnflem:<vn>:create_snapshot:with_vnfc

Allows to access the "Create VNF snapshot task" resource
including VNFC information (defined in the present document),
the "VNF LCM operation occurrences" resource and its child
resources.

This permission allows to create a VNF snapshot from a

VNF instance as indicated in clause 5.3.3.

vnflem:<vn>:revert_to_snapshot:with_vnfc

Allows to access the "Revert to VNF snapshot task" resource
including VNFC information (defined in the present document),
the "VNF LCM operation occurrences" resource and its child
resources.

This permission allows to revert a VNF instance to a

VNF snapshot as indicated in clause 5.3.3.

vnflem:<vn>:change_vnfpkg

Allows to access the "Change current VNF package task"
resource, the "VNF LCM operation occurrences" resource and
its child resources.

This permission allows to change the VNF package on which a
VNF instance is based, as indicated in clause 5.3.3.

vnflem:<vn>:select_depl_mods

Allows to access the "Select VNF deployable modules task"
resource, the "VNF LCM operation occurrences" resource and
its child resources.

This permission allows to select deployable modules of a VNF
instance, as indicated in clause 5.3.3.

vnflem:<vn>:vnf_instance_info:with_vnfc

Allows to read the "VNF instances" resource, to create, read,
modify and delete its child resources including VNFC
information (defined in the present document), and to access
the "VNF LCM operation occurrences" resource and its child
resources.

This permission allows to create an "Individual VNF instance"
resource as indicated in clause 5.3.1, delete an "Individual
VNF instance" resource as indicated in clause 5.3.2, query/read
information in an "Individual VNF instance" resource as
indicated in clause 5.3.5, and update information in an
"Individual VNF instance" resource as indicated in clause 5.3.6.

vnflem:<vn>:vnf_instance_info:with_vnfc:readon
ly

Allows read only access to the "VNF instances" resource and its
child resources including VNFC information (defined in the
present document) but not to modify, create and delete them.

vnflem:<vn>:op_occs

Allows to read the "VNF LCM operation occurrences" resource
and its child resources, and to access the task resources under
these child resources.

This permission allows to get the status of a VNF lifecycle
management operation occurrence as indicated in clause 5.3.7,
retry a VNF lifecycle management operation occurrence as
indicated in clause 5.3.10, roll back a VNF lifecycle
management operation occurrence as indicated in

clause 5.3.11, fail a VNF lifecycle management operation
occurrence as indicated in clause 5.3.12, and cancel a

VNF lifecycle management operation occurrence as indicated in
clause 5.3.13.

vnflem:<vn>:op_occs:readonly

Allows read only access to the "VNF LCM operation
occurrences" resources and its child resources.

vnflem:<vn>:subscriptions

Allows to read the "Subscriptions" resource and to create, read
and delete its child resources.

This permission allows managing subscriptions as indicated in
clause 5.3.8.
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Authorization Scope value

Description

vnflem:<vn>:vnf_snapshot_info

read, modify and delete its child resources.

resource as indicated in clause 5.3.15.

Allows to read the "VNF snapshots" resource and to create,

This permission allows to create an "Individual VNF snapshot"
resource as indicated in clause 5.3.14, query/read information in
one or more "Individual VNF shapshot" resources as indicated
in clause 5.3.15, and delete an "Individual VNF snapshot"

vnflem:<vn>:all

Lifecycle Management interface.

Allows to perform all methods on all resources of the VNF

Table F.2-2 defines the authorization scope values that are applicable to the VNF Lifecycle Management interface on

the Ve-Vnfm reference point.

Table F.2-2: Resource and permission of authorization scope for VNF Lifecycle Management

interface
Authorization scope value Resources and scopes Permitted
methods
) . . /vnf_instances/{vnfinstanceld}/instantiate POST
vnflem:<vn>:instantiate
vnflem:<vn>:op_occs -
. . /vnf_instances/{vnflnstanceld}/scale POST
vnflcm:<vn>:scale - -
vnflem:<vn>:op_occs -
. . /vnf_instances/{vnflnstanceld}/scale _to level POST
vnflem:<vn>:scale_to_level - -
- = vnflem:<vn>:op_occs -
. . /vnf_instances/{vnflnstanceld}/change_flavour POST
vnflcm:<vn>:change_flavour - -
vnflem:<vn>:op_occs -
. ) . /vnf_instances/{vnflinstanceld}/terminate POST
vnflem:<vn>:terminate - -
vnflecm:<vn>:op_occs -
. . . /vnf_instances/{vnflnstanceld}/heal (see note 1) POST
vnflem:<vn>:heal:with_vnfc - -
vnflem:<vn>:op_occs -
. . /vnf_instances/{vnfinstanceld}/change_ext conn POST
vnflem:<vn>:change_ext_conn - -
— = vnflem:<vn>:op_occs -
. . . /vnf_instances/{vnflnstanceld}/operate (see note 1) POST
vnflem:<vn>:operate:with_vnfc - -
vnflem:<vn>:0p_occs -
Ivnf_instances/{vnflnstanceld}/create_snapshot (see POST
vnflcm:<vn>:create_snapshot:with_vnfc |note 1)
vnflem:<vn>:op_occs -
. ) L /vnf_instances/{vnfinstanceld}/revert_to_snapshot (see POST
vnflem:<vn>:revert_to_snapshot:with_vn note 1)
fc vnflem:<vn>:op_occs -
. ) /vnf_instances/{vnfinstanceld}/change vnfpkg POST
vnflem:<vn>:change_vnfpkg - -
vnflem:<vn>:op_occs -
. ) /vnf_instances/{vnfinstanceld}/select_depl_mods POST
vnflem:<vn>:select_depl_mods - -
— — vnflem:<vn>:op_occs -
/vnf_instances (see note 1) GET, POST
vnflem:<vn>:vnf instance info:with vnfc /vnf_instances/{vnflnstanceld} (see note 1) GET, PATCH,
- - - DELETE
vnflem:<vn>:op_occs -
vnflem:<vn>:vnf_instance_info:with_vnfc |/vnf_instances (see note 1) GET
:readonly Ivnf_instances/{vnfinstanceld} (see note 1) GET
vnflem:<vn>:op_occs -
/vnf_lcm_op_occs/{vnfLcmOpOccld} GET
Ivnf_lecm_op_occs/{vnfLcmOpOccld}/retry POST
vnflem:<vn>:0p_occs /vnf_lcm_op_occs/{vnfLcmOpOccld}/rollback POST
/vnf_Icm_op_occs/{vnfLcmOpOccld}/fail POST
/vnf_Icm_op_occs/{vnfLcmOpOccld}/cancel POST
vnflem:<vn>:subscriptions -
/vnf lcm_op_occs GET
vnflem:<vn>:op_occs:readonly /vnf_Icm_op_occs/{vnfLcmOpOccld} GET
vnflcm:<vn>:subscriptions (see note 2) -
vnflcm:<vn>:subscriptions [subscriptions GET, POST
) ) P /subscriptions/{subscriptionid} GET, DELETE
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Authorization scope value Resources and scopes Permitted
methods
vnflem:<vn>:vnf_snapshot_info /vnf_snapshots GET, POST
) - - /vnf_snapshots/{vnfSnapshotinfold} GET, DELETE

vnflem:<vn>:all

vnflcm:<vn>:instantiate -

vnflcm:<vn>:scale -

vnflcm:<vn>:scale to level -

vnflcm:<vn>:change_flavour -

vnflcm:<vn>:terminate -

vnflcm:<vn>:heal -

vnflcm:<vn>:change ext conn -

vnflem:<vn>:operate -

vnflcm:<vn>:create_snapshot -

vnflem:<vn>:revert_to_snapshot -

vnflem:<vn>:change_vnfpkg -

vnflem:<vn>:select_depl _mods -

vnflem:<vn>:vnf_instance_info -

vnflem:<vn>:vnf_snapshots_info -

vnflcm:<vn>:subscriptions -

NOTE 1: The authorization scope value of "with_vnfc" qualifier tag allows to exchange attributes related to VNFC
defined in the present document as described in clause D.2.2, i.e. vnfcinfo, vnfcInfoModifications,
vnfclnstanceld, and vnfcSnapshotinfold.

NOTE 2: The "readonly" authorization scope value allows to create and delete operations on
"vnflcm:<vn>:subscriptions" as described in clause 8.3.7 of ETSI GS NFV-SOL 013 [6].

F.3

VNF Performance Management interface

This clause specifies authorization scope values to consume the VNF Performance Management interface specified in
clause 6. If the VNFM supports authorization scope val ues, the VNFM shall support the authorization scope values
specified in table F.3-1 and may support additional authorization scope values, when authorizing an API request from
an API consumer as specified in clause 8.3.3 of ETSI GS NFV-SOL 013 [6].

The elements in the authorization scope value definition specified in clause 8.3.7 of ETSI GSNFV-SOL 013 [6] are
defined as follows, resulting in the authorization scope values given in table F.3-1:

e {apiName} isset asdefined in clause 6.2.

. <vn> shall be set to the value of { apiMagjorVersion} as defined in clause 6.1a.

. <permissionName> and <qualifier> are set as defined in table F.3-1.

Table F.3-1: Authorization scope values for VNF Performance Management interface

Authorization Scope value

Description

vnfpm:<vn>:pm_jobs

Allows to read the "PM jobs" resource, and to create, read, modify and
delete its child resources.

This permission allows to create a performance management job as
indicated in clause 6.3.1, update the callback URI in a performance
management job as indicated in clause 6.3.1a, query/read one or multiple
performance management jobs as indicated in clause 6.3.2, delete a
performance management job as indicated in clause 6.3.3 and obtain
performance reports as indicated in clause 6.3.4.

vnfpm:<vn>:thresholds

Allows to read the "Thresholds" resource, and to create, read, modify and
delete its child resources.

This permission allows to create a performance management threshold as
indicated in clause 6.3.5, update the callback URI in a performance
management threshold as indicated in clause 6.3.5a, query/read one or
multiple performance management thresholds as indicated in clause 6.3.6,
and delete a performance management thresholds as indicated in

clause 6.3.7.

vnfpm:<vn>:all

Allows to perform all methods on all resources of the VNF Performance
Management interface.
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Table F.3-2 defines the authorization scope values that are applicable to the VNF Performance Management interface
on the Ve-Vnfm reference point.

Table F.3-2: Resource and permission of authorization scope
for VNF Performance Management interface

Authorization scope value Resources and scopes Permitted
methods
/pm_jobs GET, POST
) . : /pm_jobs/{pmJobld GET, PATCH,
vnfpm:<vn>:pm_jobs pm_J {p } DELETE
/pm_jobs/{pmJobld}/reports/{reportld} GET
Ithresholds GET, POST
vnfpm:<vn>:thresholds Ithresholds/{thresholdld} GET, PATCH.
DELETE

vnfpm:<vn>:pm_jobs -
vnfpm:<vn>:thresholds -

vnfpm:<vn>:all

F.4  VNF Fault Management interface

This clause specifies authorization scope values to consume the VNF Fault Management interface specified in clause 7.
If the VNFM supports authorization scope values, the VNFM shall support the authorization scope values specified in
table F.4-1 and may support additional authorization scope values, when authorizing an API request from an API
consumer as specified in clause 8.3.3 of ETSI GS NFV-SOL 013 [6].

The elements in the authorization scope value definition specified in clause 8.3.7 of ETSI GS NFV-SOL 013 [6] are
defined as follows, resulting in the authorization scope values given in table F.4-1:

. {apiName} isset as defined in clause 7.2.
. <vn> shall be set to the value of { apiMagjorVersion} as defined in clause 7.1a

. <permissionName> and <qualifier> are set as defined in table F.4-1.

Table F.4-1: Authorization scope values for VNF Fault Management interface

Authorization Scope value Description
Allows to read the "Alarms" resource, and to modify its child
resources.
vnffm:<vn>:alarms:with_vnfc This permission allows to query/read one or multiple alarms as

indicated in clause 7.3.1, and acknowledge an individual alarm as
indicated in clause 7.3.3.

Allows to read only access to the "Alarms" resource and its child
resources, but not to modify them.

Allows to access the "Escalate perceived severity task" resource.
vnffm:<vn>:escalate This permission allows to escalate the perceived severity for an
individual alarm as indicated in clause 7.3.2.

Allows to read the "Subscriptions" resource and to create, read
and delete its child resources.

This permission allows managing subscriptions as indicated in
clause 7.3.4.

Allows to perform all methods on all resources of the VNF Fault
Management interface.

vnffm:<vn>:alarms:readonly

vnffm:<vn>:subscriptions

vnffm:<vn>:all

Table F.4-2 defines the authorization scope val ues that are applicable to the VNF Fault Management interface on the
Ve-Vnfm reference point.
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Table F.4-2: Resource and permission of authorization scope for VNF Fault Management interface

Authorization scope value Resources and scopes Permitted
methods
vnffm:<vn>:alarms:with_vnfc falarms (see note) GET
' ' - /alarms/{alarmlid} (see note) GET, PATCH
vnffm:<vn>:alarms:with_vnfc:readonly falarms (see note) GET
) ) ST /alarms/{alarmid} (see note) GET
vnffm:<vn>:escalate /alarms/{alarmid}/escalate POST
Vnffm:<vn>:subscriptions /subscriptions GET, POST
' ) /subscriptions/{subscriptionid} GET, DELETE
vnffm:<vn>:alarms:with_vnfc -
vnffm:<vn>:all vnffm:<vn>:escalate
vnffm:<vn>:subscriptions -

NOTE : The authorization scope value of "with_vnfc" qualifier tag allows to exchange attributes related to VNFC

defined in the present document as described in clause D.2.4, i.e. vnfcinstanceld.

F.5 VNF Indicator interface

F.5.1 VNF Indicator interface by EM

This clause specifies authorization scope values to consume the VNF Indicator interface produced by EM. If the EM

supports VNF Indicator interface and authorization scope values, the EM shall support the authorization scope values
specified in table F.5.1-1 and may support additional authorization scope values, when authorizing an API request from
an API consumer as specified in clause 8.3.3 of ETSI GS NFV-SOL 013 [6].

The elements in the authorization scope value definition specified in clause 8.3.7 of ETSI GSNFV-SOL 013 [6] are

defined as follows, resulting in the authorization scope values given in table F.5.1- 1.
e  {apiName} is"vnfind_by_em";
. <vn> shall be set to the value of { apiMagjorVersion} as defined in clause 8.1a;

. <permissionName> and <qualifier> are set as defined in table F.5.1-1.

Table F.5.1-1: Authorization scope values for VNF Indicator interface

Description
Allows to read the "VNF indicators" resource, "VNF indicators related
to a VNF instance" resource and its child resources.
This permission allows to query one or multiple VNF indicators as
indicated in clause 8.3.1, and read an individual VNF indicator as
indicated in clause 8.3.2.
Allows to read the "Subscriptions" resource and to create, read and
delete its child resources.
This permission allows managing subscriptions as indicated in
clause 8.3.3.
Allows to perform all methods on all resources of the VNF Indicator
interface.
Table F.5.1-2 defines the authorization scope values that are applicable to the VNF Indicator interface on the Ve-Vnfm

reference point.

Authorization Scope value

vnfind_by em:<vn>:indicators

vnfind_by_em:<vn>:subscriptions

vnfind_by_em:<vn>:all

Table F.5.1-2: Resource and permission of authorization scope for VNF Indicator interface

Authorization scope value Resources and scopes Permitted
methods
/indicators GET
vnfind_by_em:<vn>:indicators /indicators/{vnfinstanceld} GET
/indicators/{vnfinstanceld}/{indicatorld} GET
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Authorization scope value Resources and scopes Permitted
methods
/subscriptions GET, POST
/subscriptions/{subscriptionid} GET, DELETE
vnfind_by_em:<vn>:indicators -
vnfind_by_em:<vn>:subscriptions -

vnfind_by_em:<vn>:subscriptions

vnfind_by_em:<vn>:all

F.5.2 VNF Indicator interface by VNF

This clause specifies authorization scope values to consume the VNF Indicator interface produced by VNF. If the VNF
supports VNF Indicator interface and authorization scope values, the VNF shall support the authorization scope values

specified in table F.5.2-1 and may support additional authorization scope values, when authorizing an API request from
an API consumer as specified in clause 8.3.3 of ETSI GS NFV-SOL 013 [6].

The elements in the authorization scope value definition specified in clause 8.3.7 of ETSI GSNFV-SOL 013 [6] are
defined as follows, resulting in the authorization scope values given in table F.5.2- 1.

e  {apiName} is"vnfind_by_vnf";
. <vn> shall be set to the value of { apiMgjorVersion} as defined in clause 8.1a;

. <permissionName> and <qualifier> are set as defined in table F.5.2- 1.

Table F.5.2-1: Authorization scope values for VNF Indicator interface

Authorization Scope value Description
Allows to read the "VNF indicators" resource and its child
resources.
vnfind_by_vnf:<vn>:indicators This permission allows to query one or multiple VNF indicators as

indicated in clause 8.3.1, and read an individual VNF indicator as
indicated in clause 8.3.2.

Allows to read the "Subscriptions" resource and to create, read
and delete its child resources.

This permission allows managing subscriptions as indicated in
clause 8.3.3.

Allows to perform all methods on all resources of the VNF
Indicator interface.

vnfind_by_vnf:<vn>:subscriptions

vnfind_by_vnf:<vn>:all

Table F.5.2-2 defines the authorization scope values that are applicable to the VNF Indicator interface on the Ve-Vnfm
reference point.

Table F.5.2-2: Resource and permission of authorization scope for VNF Indicator interface

Authorization scope value Resources and scopes Permitted
methods
) : - /indicators GET
vnfind_by_vnf.<vn>:indicators J/indicators/indicatorld} GET
vnfind_by_vnf:<vn>:subscriptions subscriptions GET, POST
=oy_vt ' P /subscriptions/{subscriptionid} GET, DELETE

vnfind_by vnf:<vn>:indicators -
vnfind_by_vnf:<vn>:subscriptions -

vnfind_by_vnf:<vn>:all

F.6  VNF Configuration interface

This clause specifies authorization scope values to consume the VNF Configuration interface specified in clause 9. If
the VNF supports VNF Configuration interface and authorization scope values, the VNF shall support the authorization
scope values specified in table F.6-1 and may support additional authorization scope values, when authorizing an API
request from an APl consumer as specified in clause 8.3.3 of ETSI GS NFV-SOL 013 [6].
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The elements in the authorization scope value definition specified in clause 8.3.7 of ETSI GS NFV-SOL 013 [6] are
defined as follows, resulting in the authorization scope values given in table F.6-1:

. {apiName} is set as defined in clause 9.2;
. <vn> shall be set to the value of { apiMajorVersion} as defined in clause 9.13a;

. <permissionName> and <qualifier> are set as defined in table F.6- 1.

Table F.6-1: Authorization scope values for VNF Configuration interface

Authorization Scope value Description

Allows to perform all methods on all resources of NS LCM
Coordination interface that access the "Configuration" resource.
This permission allows to set the configuration of a VNF instance
and/or its VNFC instances as indicated in clause 9.3.1.

configuration:<vn>:all

Table F.6-2 defines the authorization scope values that are applicable to the VNF Configuration interface on the Ve-
V nfm reference point.

Table F.6-2: Resource and permission of authorization scope for VNF Configuration interface

Authorization scope value Resources and scopes Permitted
methods
configuration:<vn>:all /configuration PATCH, GET

F.7 VNF LCM Coordination interface

This clause specifies authorization scope values to consume the VNF LCM Coordination interface specified in
clause 10. If the EM/VNF supports VNF LCM Coordination interface and authorization scope values, the EM/VNF
shall support the authorization scope values specified in table F.7-1 and may support additional authorization scope
values, when authorizing an API request from an APl consumer as specified in clause 8.3.3 of ETSI

GSNFV-SOL 013 [6].

The elements in the authorization scope value definition specified in clause 8.3.7 of ETSI GSNFV-SOL 013 [6] are
defined as follows, resulting in the authorization scope values given in table F.7-1:

o {apiName} isset asdefined in clause 10.2;
. <vn> shall be set to the value of { apiMajorVersion} as defined in clause 10.1g;

. <permissionName> and <qualifier> are set as defined in table F.7-1.

Table F.7-1: Authorization scope values for VNF LCM Coordination interface

Authorization Scope value Description

Allows to access the "Coordinations" resource, to read its child
resources, and to access the task resource under these child
Icmcoord:<vn>:all resources.

This permission allows to request LCM coordination action as
indicated in clause 10.3.1.

Table F.7-2 defines the authorization scope values that are applicable to the VNF LCM Coordination interface on the
Ve-Vnfm reference point.
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Table F.7-2: Resource and permission of authorization scope for VNF LCM Coordination interface

Authorization scope value Resources and scopes Permitted
methods
/coordinations POST
Icmcoord:<vn>:all /coordinations/{coordinationld} GET
/coordinations/{coordinationld}/cancel POST
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Annex G (informative):
Change history

Version Date Information about changes
Vv0.0.1 May 2016 Skeleton and scope based on:
e NFVSOL(16)000003r1_SOL002_-_Proposed_table_of contents
e NFVSOL(16)000004 SOL002 - Proposed_scope
Vv0.0.2 May 2016 Implemented NFVSOL(16)000017r1
Vv0.0.3 April 2017 Contributions incorporated

NFVSOL(17)000073 Document structure of SOL002

NFVSOL(17)000073 Document structure of SOL002

NFVSOL(17)000102r1 SOL002 SOL003 Remove Annex C resp X
NFVSOL(17)000161 SOL002- 2. References

NFVSOL(17)000147r1 SOL002 SOL003 Definitions, symbols and abbreviations
NFVSOL(17)000162r1 SOL0O02-clause 4 General aspects
NFVSOL(17)000131r3 SOL002-VNFLCM interface based on SOL003
NFVSOL(17)00082r3 SOL002 Additional parameters of VNF LCM
NFVSOL(17)000133r1 SOL002-vnflnstance data type

NFVSOL(17)000132r1 SOL002-VNF Indicator interface based on SOL003
NFVSOL(17)000163 SOL002-Annex B. Mapping operations
NFVSOL(17)000121_Conventions_three_parts_of remarks_column
NFVSOL(17)000187r1_SOL002_SOL003_Conventions_global_fix_for_normative_st
atement

NFVSOL(17)000150r1 SOL002 SOL003 Adding description of rollback retry cancel
fail to clause 5.4.13.1

NFVSOL(17)000149 SOL002 SOL003 LCM ed note error handling bugfix
NFVSOL(17)000125r1 SOL002 SOL003 MonitoringParameters data structure
NFVSOL(17)000141 SOL002 SOL003 Rename ind to vnfind
NFVSOL(17)000157 SOL003 SOL002 5.2.1 Fixing Vnf Instance Creation flow
NFVSOL(17)000155r1 SOL0O03 SOL002 resolve Auto-X editor s note
NFVSOL(17)000151r1 SOL003 SOL002 clause 5.6.1 Basic concepts (for LCM
errors)

NFVSOL(17)000126r1 SOL002 SOL003 NetworkAddress data structure
NFVSOL(17)000182 SOL002 SOL003 Indicators clean up NFVSOL(17)000188
SOL002 SOL003 Notification id NFVSOL(17)000189r1 SOL002 SOL003
VnflnstanceSubscriptionFilter general data type

NFVSOL(17)000190 SOL002 SOL003 VnfLcOpOcc fixes for ModifyVnflnfo
NFVSOL(17)000191r1 SOL002 SOL003 state change timestamp and affected
resources

NFVSOL(17)000192 SOL002 SOL003 Remove editor's note in clause 5.4.3.3.4
NFVSOL(17)000199_SOL002_SOL003_Renaming_attribute_selectors
NFVSOL(17)000200_SOL002_SOL003_Attribute_filter_equality
NFVSOL(17)000078r3_SOL002_SOL003_Vimld_fixes
NFVSOL(17)000209r1_SOL002_SOL003_SOL005_all_fields__and_defaults_for_se
lectors (1)

NFVSOL(17)000221r1_SOL002_-

_Data_model_of VNF_indicator_interface_based_on_SOLO
NFVSOL(17)000222r1_SOL002_-_VNF_FM_interface_based_on_SOL003
NFVSOL(17)000223r1_SOL002_- VNF_PM _interface_based_on_SOL003
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Version

Date

Information about changes

V0.1.0

May 2017

NFVSOL(17)000373r2 SOL002 - Mirror for Authorization

NFVSOL(17)000380r1 SOL002 - Mirror for clause 5

NFVSOL(17)000381 SOL002 - Mirror for clause 6

NFVSOL(17)000219R4 SOL002: VNF FM Interface - New Escalate Perceived
Severity Operation

NFVSOL(17)000331r2 SOL002 B.2 and 5.1: Update Mapping Operations to
Protocol for Scale VNF to Level

NFVSOL(17)000368 SOL002 SOL003 4.3.3.1 adding informative to overview and
example consistently

NFVSOL(17)000354r3 SOL003 SOL002 autoscale autoheal description
NFVSOL(17)000349R2 SOL003 SOL002 5.x Error code 404 if task resource not
supported

NFVSOL(17)000384 SOL003 SOL002 Refactoring VNF Instance link in
AlarmNotification

NFVSOL(17)000375r1 SOL003 SOL002 meaning of OperateVnf
NFVSOL(17)000374 SOL003 SOL002 Notification Authorization future proofing
NFVSOL(17)000394_SOL002_SOL003_address_comments_from_Procera_Networ
ks

NFVSOL(17)000393 SOL002 SOL003 Move VimConnectioninfo to the correct
clause

NFVSOL(17)000392r1 SOL003 SOL002 missing natification triggers
NFVSOL(17)000343 SOL002 SOL003 global Renaming of attribute filters to
attribute-based filtering

NFVSOL(17)000363 SOL002 SOL003 global consistency of enum type names
NFVSOL(17)000396r2 SL0O02 SOL003 6.4 7.4 8.4 9.4 10.4 11.4 Addition of the note
about how to retrieve the resource id

NFVSOL(17)000397 SOL002 SOL003 5.3.3 Clarification of natification flow in the
figure 5.3.3.1-1

NFVSOL(17)000399 SOL003 SOL002 changedExtVLs in LcmOpOccNotif

Vv0.2.0

June 2017

NFVSOL(17)000336r1 SOL003 many Fixing some conditions
NFVSOL(17)000282_SOL003_-_Removing_normative_dependencies_on_SOL001

_MAC_and_IP_address_represent
NFVSOL(17)000293r1_SOL003_4_2 Consistency_of URI_and_OAuth

scripioon
NFVSOL(17)000299r1_SOL003_5_4 13 2_Improvement_of_resource_definition_d
escription
NFVSOL(17)000300_SOL003_4 4 2 Clear_meaning_of IdentifierLocal_type
NFVSOL(17)000301r1_SOL003_5_4 16_Add_the_supplement_to_Finally_Failed
NFVSOL(17)000302r1_SOL003_4_3 5_5_Consistency_between_4_3 5 4
355

NFVSOL(17)000303r3_SOL003_-_ Editorial_changes
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NFVSOL(17)000355 SOL003 _SOL002_ Replace entity body by payload body

Vv0.3.0

June 2017

NFVSOL(17)000423 SOL002 ExtCP ExtVL fixes related to IFA discussion
NFVSOL(17)000429r1 SOL002 Implementing mirror contributions based on SOL003
NFVSOL(17)000020r3 - SOL002 REST based Resource Design for VNF
Configuration Interface

V0.4.0

June 2017

NFVSOL(17)000471 - SOL002 Resolving differences between SOL002 and SOL003
NFVSOL(17)000470 - SOL002 FaultyResourcelnfo data type in clause 7.5.3.3
NFVSOL(17)000469 - SOL002 Modifications on clause 6.4.5.2

NFVSOL(17)000468 - SOL002 Implementing mirror contributions of SOL003
NFVSOL(17)000472r2 - SOL002 Clause 9. VNF Configuration
NFVSOL(17)000021r5 - SOL002 - VNF configuration flows
NFVSOL(17)000444R1_Summary_of differences_between_SOL002___ SOL003
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Version

Date

Information about changes

V0.5.0

July 2017

NFVSOL(17)000480r3_SOL002_Alignment_with_SOL003_general_clauses_1 to_4
NFVSOL(17)000482r1_SOL002_Annex_to_compare_SOL002_and_SOL003 (1)
NFVSOL(17)000484_SOL002_VNFC_configuration_management_in_ModifyVnflnfo
NFVSOL(17)000442r6_SOL002_Data_structure_for_VNF_configuration
NFVSOL(17)000479_SOL002_VimConnectioninfo_removal_aligned_with_IFA 008
NFVSOL(17)000481r7_SOL002_Alignment_with_SOL003_clause_5_LCM _interface
NFVSOL(17)000483r2_SOL002_Fixing_clauses_6_and_7_PM_and_FM_interfaces
NFVSOL(17)000485r1_SOL002_Fixing_clause_8_Indicator_interface
NFVSOL(17)000486_SOL002_Alignment_with_SOLO003_-_Annexes
NFVSOL(17)000487r2_SOL002_-_GET_method_for_VNF_Configuration
NFVSOL(17)000489r1_SOL002_handling_of VNFC_in_FM_and_PM _interfaces

NFVSOL(17)000491_SOL002_- Annex_A and_Editors_notes

V0.5.1

July 2017

Implement additional editorial review comments received from SOL email list.

V0.6.0

July 2017

NFVSOL(17)000503r1_SOL002_ bug_vnfcinfo_wrong_level

V2.3.2

November
2017

NFVSOL(17)000565_SOL002_SOLO003_Fixing_actors_in_authorization_flows
NFVSOL(17)000589_SOL002_handling_of VNFC_in_FM_interface_aligned_with_s
tage_2

NFVSOL(17)000590r1_SOL002_handling_of VNFC_in_PM_interface_aligned_with
_stage 2
NFVSOL(17)000593r1_SOL002_SOL003_miscellaneous_small_bugfixes.docx
NFVSOL(17)000622r2_SOL002_miscellaneuos_bugfixes
NFVSOL(18)000472r1_SOL002ed251__Add_note_to MAJOR_version_field

V2.3.3

December
2017

NFVSOL(17)000644r1 SOL002 remove graceful mode from OperateVnf
NFVSOL(17)000636 SOL002 VNFC CP changes in AffectedVnfc
NFVSOL(17)000667r2 SOL002 SOL003 Add description to VNF fault management
interface

NFVSOL(17)000668 SOL002 SOL003 complement the description of
CancelModeType

NFVSOL(17)000691r1 SOL002/003 - Use of verbal forms for the expression of
provisions

NFVSOL(17)000646 SOL002 SOL003 Add resource metadata to
AffectedVnfc/VirtualLink/Storage

NFVSOL(17)000670r2  SOL002 SOLO003 Fixing statement for mandatory and
conditional HTTP methods

NFVSOL(17)000722 SOLO002 fixing VNF connectivity figure
NFVSOL(17)000669r3 SOL002 SOL003 Add cancel time out attribute
NFVSOL(17)000635r1 SOL002 SOL003 implicit changes in VnfInfoModifications
NFVSOL(17)000698 SOL002 SOL003 allow Fail operation in FAILED_TEMP
NFVSOL(17)000715r2 SOL002 SOL003 - Double Subscriptions for Notifications
NFVSOL(17)000718r2 SOL002 SOL003 sequence of requests responses and
notifications

NFVSOL(17)000388r6 SOL002 ed2.4.1 and SOL003 ed 2.4.1: Authorization of API
Requests and Notifications Document type should be "CR"

NFVSOL(17)000674r4 SOL002 SOL003 Authorization method negotiation
NFVSOL(17)000695r1 SOL003 Fixing normative status of notification endpoint
NFVSOL(17)000754_SOL002_SOL003_Remove_redundant_description_of_vnfCon
figurabl

NFVSOL(17)000764 SOL002 align normative statements in trigger conditions mirror
734

NFVSOL(17)000758r1 SOL002 Add clarification of ExManagedVirtualLink and
ExtVirtualLink

NFVSOL(17)000671r2 SOL002/SOL003 ExtCpData changes from IFA1029r2
NFVSOL(17)000780r1_SOL003_Fixing_leftovers_of onboardedVnfPkg_Info_Id
NFVSOL(17)000789r2_Additional_modifications_for_ SOL002_and_SOL003

V2.3.4

February 2018

Following comments raised during the approval period, it was decided to REMOVE all
normative references to the IFA027 draft is this version of SOL002.

V2.4.1

February 2018

Publication

V2.4.2

March 2018

NFVSOL(18)000036R1 SOL002 API Authorization clarification
NFVSOL(18)000086 SOL002ed251 mirror of 60r2
NFVSOL(18)000087 SOL002ed251 mirror of 58r2

V2.4.3

March 2018

NFVSOL(18)000118 SOL002ed251 empty collections clarification
NFVSOL(18)000120R1_SOL002_ align_normative_statements_in_resource_tables
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Version

Date

Information about changes

V2.4.4

June 2018

NFVSOL(18)000165_SOL002ed251_ Fix_cardinality_of_the_operationParams_attrib
ututes

NFVSOL(18)000189 SOL002ed251: Change the cardinality of the subscriptionid
attribute in VNF LCM interface notifications

NFVSOL(18)000249 SOL002 Mirror of 153r6

NFVSOL(18)000276 SOL002 - different names for virtual link descriptor ids
NFVSOL(18)000275r1 SOL002 - enhanced patch rules - deletion of array entries
NFVSOL(18)000274 SOL002 - Fix for the enhanced patch rules
NFVSOL(18)000273 SOL002 - Adding status codes

NFVSOL(18)000272 SOL002 - small fix in 400 response code description
NFVSOL(18)000271 SOL002 - MAC address optional in IpOverEthernetAddressinfo
NFVSOL(18)000270 SOL002 - Updating JSON RFC reference
NFVSOL(18)000269 SOL002-Fixing 400 response code definitions
NFVSOL(18)000268 SOL002 - Attributes selectors

NFVSOL(18)000211r1 SOL002 Normative attribute filters support

V2.4.5

July 2018

NFVSOL(18)000258_SOL002ed251___Remove_the_current_values_of _the_Monitor
ingParam

NFVSOL(18)000362 Attribute filters

NFVSOL(18)000363 SOL002 small fix replace queried by read
NFVSOL(18)000364 SOL002 VnfExtCplnfo type

NFVSOL(18)000365 SOL002 Metadata for CP les
NFVSOL(18)000366 Link for notifications

NFVSOL(18)000367 retry

NFVSOL(18)000368 data types Number and String
NFVSOL(18)000369 Normative reference IFA027
NFVSOL(18)000290r6 SOL002 - VNF indicator resources
NFVSOL(18)000370 Annex for OpenAPI

NFVSOL(18)000371 bugs on Attribute selector

NFVSOL(18)000372 Minor versioning
NFVSOL(18)000457_SOL002ed251__Version_management
NFVSOL(18)000459_SOL002ed251__Version_signaling
NFVSOL(18)000463_SOL002ed251__Closing_pagination_gap
NFVSOL(18)000464 SOL002ed251__ Define_patch_version_number

V2.5.1

September
2018

Publication

V2.5.2

January 2019

NFVSOL(18)000564 SOL002ed261_Mirror_of_552r5
NFVSOL(18)000723_SOL002ed261_Mirror_of_581r2
NFVSOL(18)000724r1_SOL002ed261_Mirror_of 584r2

V2.5.3

February 2019

NFVSOL(19)000032_SOL002ed261_-
NFVSOL(19)000033_56L605e526_1_-_declaration_of_metadata_and_extensions
NFVSOL(19)000053_SOL002ed261-
_Maoadification_on_VnfLcmOperationOccurrenceNotification

NFVSOL(19)000060 SOL002ed261- Normative changes for TST WG

V2.5.4

February 2019

NFVSOL(19)000079 SOL002ed261 vnfld replacing vnfPkgld in VNF LCM interface
NFVSOL(19)000105 SOL002ed261 Update API version fields

V2.6.1

April 2019

Publication

V2.6.2

June 2019

NFVSOL(19)000189r2_SOL002ed271_Clause_5_5_correct_mistakes_for_consiste
ncy_with SOL003
NFVSOL(19)000217r1_SOL002ed271_-_PATCH_version_fields_of_the_interfaces
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Version

Date

Information about changes

V2.6.3

November
2019

NFVSOL(19)000333r1_SOL002ed271_Indicator_interface_optional
NFVSOL(19)000212r2_SOL002ed271_Clause_5 5 clarify_id_of vnfcResourcelnfo
NFVSOL(19)000463 SOL002_Clause_4_alignment_with_SOL003
NFVSOL(19)000453r3_SOL002ed271_LCM_alignment_with_SOL003
NFVSOL(19)000458r1_SOL002ed271_PM_alignment_with_SOL003
NFVSOL(19)000495 SOL002ed271_mirror_of change_5 in_454
NFVSOL(19)000461_SOL002ed271_VnfConfig_alignment_with_rest_of SOL002
NFVSOL(19)000459r1_SOL002_FM_alignment_with_SOL003
NFVSOL(19)000462_SOL002_Annexes_alignment_with_SOL003
NFVSOL(19)000589r2_SOL002ed271__Mirror_588 Moving_pre_and_post-
conditions_into
NFVSOL(19)000466r2_SOL002ed271_fixes_related_to_IFA027
NFVSOL(19)000485r1_SOL002ed271_fixing_missing_VNFC_Info_in_VnfinfoModifi
cations
NFVSOL(19)000460r1_SOL002ed271_Indicator_alignment_with_SOL003
NFVSOL(19)000552r1_SOL002ed271_Mirror_of 331 -
_Aligning_version_indication_with
NFVSOL(19)000603_SOL002ed271_PATCH_alarm_acknowledge_status
NFVSOL(19)000600_SOL002ed271_fixes_to_FM_interface
NFVSOL(19)000612_SOL002ed271_Annex_D_fixes_related_to_467
NFVSOL(19)000582r1_SOL002ed271_mirror_of 581 _fixing_the_PM_interface_wrt
_subscr
NFVSOL(19)000534_SOL002ed271_Mirror_of_483_Exposing_MaxScaleLeve
NFVSOL(19)000673_SOL002ed271_Mirror_of 576_Initial_configurable_properties_
va
NFVSOL(19)000680rl_SOL002ed271_mirror_of 679 _adding_error_response_for_f
aile
NFVSOL(19)000570r1_SOL002ed271__ Mirror_of 569 _Support_rollback_for_failin
_VNF
NFVSOL(19)000697_SOL002ed271_mirror_of_667_fixes_to_IFA_mapping_annex_
related
NFVSOL(19)000691_SOL002ed271_mirror_of_328r3_Clarify_passing_of_external_
conn
NFVSOL(19)000775r3 API versions for SOL002v271
NFVSOL(19)000779r1_SOL002ed271_mirror_of 752r2_rapporteur_s_cleanup

CRon
V2.6.3

November
2019

NFVSOL(19)000661_SOL003ed271_replacing_client_by API_producer

V2.7.1

January
2020

Publication

Vv3.0.0

January
2020

Contributions incorporated:

NC:NFVSOL(19)000233_SOL002ed311_FEAT15_ Clause_5_Adding_snapshot_cre
ation__resour

vert_to_snapsho
NBWCP:NFVSOL(19)000510r1_SOL002ed331_FEATO02_Mirror_of 508r4_and_618
r2_Add_changeCurre
BWC:NFVSOL(19)000518_SOL002ed311_FEAT15_ Mirror_of 299 -
_Fixes_to_VNF_snapshot_dat
BWC:NFVSOL(19)000519_SOL002ed311_FEAT15_Mirror_of 353r2_-
_Improving_snapshot_crea
BWC:NFVSOL(19)000520_SOL002ed331_FEAT15 Bug_fix_of _snapshot_resource
s_for_VNFC
BWC:NFVSOL(19)000811rl_SOL002ed331_FEAT15_mirroring_VNF_C_Snapshot
_Pkg_mgmt_API
BWC:NFVSOL(19)000839r1_SOL002ed341_Buxfix_change_package_via_ModifyV
nfinfo_conditio

Editorials:

Changed Release number to 3
Applied the convention for {apiMajorVersion} to those resources that were newly
added on top of content from V 2.6.5.
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Version Date Information about changes
Contributions incorporated:
e NBWCP:NFVSOL(19)000846r1_SOL002ed331_mirror_of 845r1_Patch_semantics_|
of _passing_metad
e BWC:NFVSOL(19)000849r3_SOL002ed331_mirror_of 619r2_FEAT02_extensions_
_confprops_and
e BWC:NFVSOL(20)000013r2_SOL002ed331_mirror_of 12 adding_missing_extensi
ons_and_vnfCo
¢ BWC:NFVSOL(20)000072r1_SOL002ed331_mirror_of 71_add_missing_support_st
V3.0.1 March 2020 atements
e BWC:NFVSOL(20)000097_SOL002ed331_ Feature_annex
e BWC:NFVSOL(20)000098_SOL002ed331_Editorial_correction
e BWC:NFVSOL(20)000122_SOL002ed331_Correction_of_small_bugs_mirroring_fro
m_100r1
Editorials:
e Correct broken table format
e Correct bugs of clause number and table number
Contributions incorporated:
e BWC:NFVSOL(20)000155_SOL002ed331_mirror_of_152r1_Normative_statement_t
0_reject_Cr
e BWC:NFVSOL(20)000128_SOL002ed331_forward_port_of_99r1_API_uniformity_w
rt_graceful
e NBWCP:NFVSOL(20)000180_SOL002ed331_mirror_of 178rl1_Failing_Instantiate_
V3.0.2 April 2020 and_ChangeF|
e BWC:NFVSOL(20)000287_SOL002ed331_FEAT15 Moving_VNF_snapshot_packa
ge_mgmt
Editorials:
e Correct bug of history.
e Added CR BWC/NBWOC classification
Contributions incorporated:
e BWC:NFVSOL(20)000177_SOL002ed331_mirror_of 159 Short_LcmOpOccNotifica
tions
e BWC:NFVSOL(20)000212r1_SOL002ed331_Support_of_Trunking
V3.0.3 April 2020 . aBLIEIOC;i:I:\:JFVSOL(20)000265r1_SOL002ed331_mirror_of_264r1_fo|lowup_on_PM_ref
e BWC:NFVSOL(20)000289_SOL002ed331_Forward_mirror_of 249r1_SOL016_revi
ew_alignments
e BWC:NFVSOL(20)000316_SOL002ed331_Forward_mirror_of_315_Fixing_notifying
informati
Contributions incorporated:
e BWC:NFVSOL(20)000129r1_SOL002ed331_FEAT15_EN_resolution_bulk_mirrors
e BWC:NFVSOL(20)000261_SOL002ed331_mirror_of 260r1_Indicator_changes_trig
gered_by c
e BWC:NFVSOL(20)000342r1_SOL002ed331_mirror_of 860r2_110r1_Notification_c
allback_URI_
e BWC:NFVSOL(20)000363r1_SOL002ed331_Forward_mirror_of 294 Guidelines_li
V3.04  |May2020 nk_ports_noti

e BWC:NFVSOL(20)000370_SOL002ed331_mirror_of_349 adding_PM_job_id_to_no
tification

Editorials:
e Aligning the description of "extensions" and "vnfConfigurableProperties" in
tables 5.5.2.4-1, 5.5.2.7-1, 5.5.2.11a-1
e Changed "inline" to "inlined"
e  Fixed clause number and font style
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Version Date Information about changes
Contributions incorporated:

e BWC:NFVSOL(20)000282r1_SOL002ed331_mirror_of _42r5_VnfcResourcelnfo_bu
gfix

e BWC:NFVSOL(20)000329r1_SOL002ed331_mirror_of 328 VNFC_instance_relate
d_fixes

e BWC:NFVSOL(20)000417r1_SOL002ed331_VnfExtCpData_EN_resolution

e BWC:NFVSOL(20)000440_SOL002ed331_mirror_of 439 FEATO02_address ENs_o
n_metadata_dur

e BWC:NFVSOL(20)000480r6_SOL002ed331_Nokia_review_comments

e BWC:NFVSOL(20)000488_SOL002ed331_mirror_of_444_Fixing_EN_on_Modificati
onsTriggere

V305 |May 2020 «  BWC:NFVSOL(20)000491r2_SOL002ed331_fixing_ENs_in_Annex_E

e BWC:NFVSOL(20)000494_SOL002ed331_Update_Annex_A__Mapping_operations

e BWC:NFVSOL(20)000495r1_SOL002ed331_Update_Annex_D__Difference_betwe
en_SOL002_and_SO

e BWC:NFVSOL(20)000496r1_SOL002ed331_API_version

Editorials:

e Aligning the meaning of "Individual threshold" in Table 6.2-1

e Fixed data type and cardinality were written in reverse in Table 5.5.3.11-1

e  Fixed bug of attribute name in Table 5.5.3.26-1 when implementing
NFVSOL(20)000129r1

e  Fixed typos and font style

Contributions incorporated:

e NWCP:NFVSOL(20)000211r1_SOL002ed331_mirror_of 210rl1_ChangeExtVnfConn
ectivity_using_p

e BWC:NFVSOL(20)000450r1_SOL002ed331_mirror_of 345 Addressing_ENs_and_
RNs

e BWC:NFVSOL(20)000522_SOL002ed331_FEAT15_mirror_of_521r1_extending_th
e_description

e BWC:NFVSOL(20)000530r2_SOL002ed331_Resolve_miscellaneous_inconsistenci
es

v3.0.6  |June 2020 «  BWC:NFVSOL(20)000546r1_SOL002ed331_Rapporteur s._clean-up

e BWC:NFVSOL(20)000554r2_SOL002ed331_Aligning_SOL002_V030006r1_with_S

OL003
Editorials:

e Fixed style and clause number of Annex E

o Fixed "New type" of Type of change in Annex E to "New resource data type"

e Global change, i.e. "JSON Merge Patch"

e Fixed font style and table format

e  Changed bullet order to align with IFA 008 in clause 5.5.2.17

Vv3.3.1 August 2020 |Version update for publication
Contributions incorporated:
+  BWC:
NFVSOL(20)000688r1_SOL002ed341_Mirror_of _686_FEAT15_Clarifications_about
_snapsh
V3.3.2 October * BWC: S
2020 NFVSOL(20)000698r1_SOL002ed341_FEAT15_ Improve_the_description_in_VNF_
LCM

* BWC:
NFVSOL(20)000715r1_SOL002ed341_Mirror_of_714_Fixing_of_the_flows_of_upda
ting_the_callback_URI_of the PM_interface

Contributions incorporated:

* BWC:
NFVSOL(20)000710_SOL002ed351_mirror_of_709r2_VipCp_related_changes_fro
m_IFA_C

* BWC:

3 NFVSOL(20)000748r6_SOL002ed351_Adding_Trunk_Logical_Topology between_
V3.3.3 anuary VNFC_CPs
2021 -

* BWC:
NFVSOL(20)000790_SOL002ed351_mirror_of_489_fix_identifier_datatypes_in_Vnf
Ext

Editorials:

* Year changed to 2021
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Version Date Information about changes
Contributions incorporated:

* BWC:
NFVSOL(20)000780r3_SOL002ed351_mirror_of_778_extManagedVirtualLinkinfo_c
larific

e  BWC: NFVSOL(21)000048_SOL002ed351_lcmcoord_API_resource_structure

*  BWC: NFVSOL(21)000049r1_SOL002ed351_Icmcoord_API_resources_details

e BWC: NFVSOL(21)000050r3_SOL002ed351 Icmcoord_API_data_structures

* BWC:
NFVSOL(21)000051r1_SOL002ed351_lcmcoord_API_hooks_with_other_GS_parts

V3.3.4 March 2021 *  BWC: NFVSOL(21)000052r1_SOL002ed351_Icmcoord_API_LcmOpOcc_additions
" *  BWC: NFVSOL(21)000065r2_SOL002ed351_Icmcoord_API_flows

*  BWC:
NFVSOL(21)000072r2_SOL002ed351_mirror_of_71_update_FEAT_Annex_list_reg
ading_Ext

*  NBWC:
NFVSOL(21)000075_SOL002ed351_mirror_of_74_add_ModificationsTriggeredByV
nfPkgC

* BWC:

NFVSOL(21)000091r1_SOL002ed351_mirror_of 90_warnings_in_LcmOpOcc
* BWC: NFVSOL(21)000135r1_SOL002ed351_Icmcoord_API_addressing_ENs
Contributions incorporated:
V3.35 April 2021 Edito.rialssWC: NFVSOL(21)000156r2_SOL002ed351_standardized_coordination_actions
* Removed the extra "201 Created" in Table 10.4.2.3.1-2.
Contributions incorporated:

*  BWC:NFVSOL(21)000184r1_SOL002ed351_ mirror_of 183r2_notification_delivery

clarificat
V3.3.6 April 2021 * BWC:NFVSOL(21)000191r3_SOL002ed351_conventions_for_coordination_action_
names

e BWC:NFVSOL(21)000250_SOL002ed351_Mirror_of 207__Handling_of security s
ensitive_pr

Contributions incorporated:

*  BWC:NFVSOL(21)000182r5_SOL002ed351_FEATO02_Add_enumeration_values_of
_LemCoordResultT

e  BWC:NFVSOL(21)000293r1_SOL002ed351_Updating_API_versions_and_Feature_|

V3.3.7 May 2021 Annex
e BWC:NFVSOL(21)000307r1_SOL002ed351 mirror_of 306_Nokia_review_commen
t
Editorials:
*  Fixed the typo of data type "KeyValuePairs" of "metadata in Table 5.5.3.28-1.
Contributions incorporated:
V338  |May2021 © BWC .
NFVSOL(21)000332_SOL002ed351_mirror_of_331_ChangeCurrentVnfPkg_related
_termin
V3.5.1 July 2021 Version update for publication
Contributions incorporated:
V401 |August 2021 - BWC: NFVSOL(21)000368r1 SOL002ed421 Bulk mirror of 366 367
Contributions incorporated:

*  BWC:

NFVSOL(21)000417_SOL002ed411_Rel4_mirror_of 416 _Use_of old_assets_after
V4.0.2 September _ChgCu
o 2021 e BWC: NFVSOL(21)000421r1_SOL002ed411 Rel4 mirror_of 420r3

* BWC:
NFVSOL(21)000444r1_SOL002ed421_Mirror_of_443 Editorial_fix_on_the_API_ver
sion_o
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Contributions incorporated:
¢  BWC:NFVSOL(21)000560_SOL002ed431_Rel_4_ mirror_of 559 vnfdld_in_resourc
e_info_elem
+  BWC:NFVSOL(21)000577r2_SOL002ed431_FEATO03_mirror_of _576r5_and_678_c
onsidering_the_c
e BWC:NFVSOL(21)000599r1_SOL002ed431_Rel4 Mirror_of 598 changeCurrentVn
December fPkg_bugfix
V4.0.3 2021 ¢ BWC:NFVSOL(21)000614_SOL002ed431_Rel_4 mirror_of_613_cpConfigld_clarific
ations
¢  BWC:NFVSOL(21)000634_SOL002ed431_Rel_4_mirror_of _633_CP_configuration
_information
e  BWC:NFVSOL(21)000663_SOL002ed431_Rel_4_mirror_of_662_AffectedExtLinkPo
rt_bugfix
e BWC:NFVSOL(21)000681_SOL002ed431_mirror_of_665r1_update_annex_aligning
_with_ed361
Contributions incorporated:

. BWC:
NFVSOL(22)000006_SOL002ed431_Mirror_of_675r1_Description_update_for_addit
iona

V40.4  |March 2022 © o BwC . . .
NFVSOL(22)000052_SOL002ed431_Mirror_of_040_FEAT17_Runtime_modelling_o
f Virtua
. BWC:
NFVSOL(22)000089_SOL002ed431_FEAT17_Mirror_of 684rl_Add_data_type_ Mci
olnfo
Contributions incorporated:
* BWC:
NFVSOL(22)000107_SOL002ed431_Mirror_of 092_FEAT17_Add_data_type_Virtu
alCplinfo
V4.05 March 2022 © Bwe .
NFVSOL(22)000120r1_FEAT17_SOL002ed431_Mirror_of _053_ResourceHandle
Editorials:
* Replaced "Id" by "identifier" in clause 5.5.3.13
* Replaced "url" by "URL" in clause 5.5.3.32
* Adjusted the format of the "Permitted values" in clause 5.5.3.33
Contributions incorporated:
* BWC:
NFVSOL(22)000171r1_FEAT17_SOL002ed431_mirror_of_CR_139_CpProtocolDat
a
e BWC: NFVSOL(22)000177_Featl7 SOL002ed431 Mirror_of 21 482 NAD id
. * BWC:
Vv4.0.6 April 2022 NFVSOL(22)000187_SOL002ed431_Bugfix_dhcpServer_in_VnfConfigurationData
Editorials:
* Replaced "extCP" by "external CP" in clauses 5.5.3.6b, 5.5.3.15a and 5.5.3.25
* Replaced "extCp" by "external CP" in clauses 5.5.3.6b and 5.5.3.15a
*  Corrected "provide" to "provides" in the description of "extNetAttDefResourceData"
in clause 5.5.3.2
Contributions incorporated:
* BWC:
NFVSOL(22)000248r1_SOL002ed431_Update_Feature_Annex_and_resolve_editor
_S_notes
* BWC:
NFVSOL(22)000266_SOL002ed431_Mirror_of_66r5_HTTP_header_fields_update_i
n_GET-
* BWC:
V4.0.7 June 2022 NFVSOL(22)000278_SOL002ed431_Update_Annex_D_of_differences_between_S
OL002_and
e BWC: NFVSOL(22)000281_SOL002ed431_Update_API_versions
Editorials:
* Added attribute "additionallnfo" in table 5.5.3.30-1, which was missed when
implementing NFVSOL(22)000089 Change#1
*  Corrected the wrong implementation of table 5.5.3.35-1 proposed by
NFVSOL(22)000177 Change#3
* Replaced "extCp" by "external CP" in clauses 5.4.11.1 and 5.5.3.2
V4.3.1 July 2022 Version update for publication
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Version Date Information about changes
Contributions incorporated:
e BWC: NFVSOL(22)000388_SOLO02Ed441_-
_Removal_of_the_ DHCP_property_in_VnfcConfigurat
e BWC:
NFVSOL(22)000393_SOL002ed441_Mirror_of_392_Bugfix_of 0008096__Wrong_F
B_in_an_
e BWC:
NFVSOL(22)000397_SOL002ed441_Mirror_of _303rl1_add_the_response_code_for
October
V4.3.2 2022 _the_no
e BWC: NFVSOL(22)000419r1_SOL002ed441_Mirror_of 418 -
_Address_pool_name_for_load_balan
e BWC: NFVSOL(22)000423_SOL002ed441_Fix_some_editorial_bugs
e BWC:
NFVSOL(22)000433r1_SOL002ed441_Mirror_of_426_IETF_RFC_references_upda
te_due_to_
Editorials:
e Re-incorporated Change#2 of NFVSOL(22)000171r1 due to mistake.
Contributions incorporated:
e BWC: NFVSOL(22)000501r1_FEAT17_SOL002ed441_Mirror_of 500_-
December . - A
V4.3.3 2022 _deletion_or_disconnection
e BWC:
NFVSOL(22)000509r1_SOL002ed441_correct_netAttDefResourceNamespace
Contributions incorporated:
e BWC:NFVSOL(23)000004_SOL002ed441_Mirror_of _003_Add_containerized_resou
V434 January rces_relate
" 2023 e BWC: NFVSOL(23)000023_SOL002ed441_Feature_annex_update
Editorials:
e  Updated the reference links of IETF RFC documents in clause 2.
Contributions incorporated:
e BWC:NFVSOL(22)000539r10_SOL002ed441_Add_OAuth_scope_value__Mirror_of
V435 February _535 _
" 2023 e BWC:NFVSOL(23)000037_SOL002ed441_Update_API_versions
e BWC:NFVSOL(23)000041r2_SOL002ed441 resolve EN_and_fix_bugs_related_to_
OAuth
February Contributions incorporated: . .
V4.3.6 2023 . fBWC:NFVSOL(23)000057_SOLOO2ed441_bug_1‘|x_related_to_RFC29110_M|rror_o
056
V4.4.1 March 2023  |Version update for publication
Contributions incorporated:
e BWC:NFVSOL(23)000075_SOL002ed451_Mirror_of_074__extLinkPort_correction
e BWC:NFVSOL(23)000098_SOL002ed451_OAuth_scope_value_for_FM
e BWC:NFVSOL(23)000103_SOL002ed451 OAuth_scope_value_for_PM__mirror_of
. 086
V4.4.2 /;8;”3 e BWC:NFVSOL(23)000119_SOL002ed451_Mirror_of 118 CpProtocolinfo_in_Virt
ualCplinfo
e BWC:NFVSOL(23)000122r2_SOL002ed451_ OAuth_scope_value_for_Indicator__M
irror_of_100
e BWC:NFVSOL(23)000125r1_SOL002ed451 OAuth_scope_value_for_Coordination
e BWC:NFVSOL(23)000138 SOL002ed451 OAuth scope value for Config
Contributions incorporated:
e BWC:NFVSOL(23)000160_SOL002ed451_Mirror_of 159 -
_VirtualCplInfo_error_correction
e BWC:NFVSOL(23)000168_SOL002ed451 Mirror_of 167__ Support_of DaemonS
ets
V443 July e BWC:NFVSOL(23)000171_SOL002ed451 Mirror_of 145 _170__Simplification_of_C
o 2023 P_configur

e BWC:NFVSOL(23)000192_SOL002ed451 Update_the_description_of_vnfcinfo_ID

e BWC:NFVSOL(23)000199 FEAT31_SOL002ed451 Mirror_of 182_Adding_selectio
n_of_deploya

e BWC:NFVSOL(23)000215_FEAT31_SOL002ed451_Mirror_of 209 Add_selectedD
eployableModul
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Version Date Information about changes
Contributions incorporated:
e BWC:NFVSOL(23)000233_FEAT31_SOL002ed451_Mirror_of 210_and_223_Handl
August ing_of_scale_o _
V4.4.4 2023 e BWC:NFVSOL(23)000236r1_FEAT31_SOL002ed451 Mirror_of 220 New_ VNF_L
CM_operation_for_
e BWC:NFVSOL(23)000250r2_SOL002ed451 ENHO1_01_introduce_CertificateConfi
gurationData
October Contributions incorporated:
V4.4.5 2023 e BWC:NFVSOL(23)000200_SOL002ed451 FEAT21_Enhance_Vnflnstance_to_supp
ort_PaaS_Serv
Contributions incorporated:
e BWC:NFVSOL(23)000303r3_SOL002ed451_ENHO01_01_specifying_Certificatelnfo_
and_adding
V446 October . BWC:NFVSOL(23)000330r1_SOL002ed451_Updating_Feature_Annex_E
o 2023 Editorials:
e Renumbering clause 5.5.3.42 — 48
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