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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification Group (1SG) Network Functions
Virtualisation (NFV).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document specifies the structure and format of a VNF Snapshot Package file and of the artifactsit contains,
fulfilling the requirements specified in ETSI GS NFV IFA 011 [1] for aVNF Snapshot Package, in case that all artifacts
are stored and available within asingle NFVI.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI GSNFV-IFA 011: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; VNF Descriptor and Packaging Specification™.

[2] IETF RFC 3339 (July 2002): "Date and Time on the Internet: Timestamps®.

[3] ETSI GS NFV-SOL 005: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models, RESTful protocols specification for the Os-Ma-nfvo Reference Point".

[4] ISO/IEC 21320-1 (2015): "Information Technology -- Document Container File -- Part 1. Core".

[5] ETSI GS NFV-SOL 004: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models, VNF Package and PNFD Archive specification”.

[6] Recommendation ITU-T X.509: "Information technology - Open Systems Interconnection - The
Directory: Public-key and attribute certificate frameworks".

[7] |ETF RFC 5652 (September 2009): " Cryptographic Message Syntax (CMS)".

[8] IETF RFC 2315 (March 1998): "PKCS #7: Cryptographic Message Syntax Version 1.5".

[9] ETSI GS NFV-SOL 003: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data

Models; RESTful protocols specification for the Or-V nfm Reference Point".

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI GR NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Conceptsin
NFV".
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[i.2] ETSI GS NFV-SOL 001: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; NFV descriptors based on TOSCA specification”.

[i.3] ETSI GSNFV-SOL 006: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; NFV descriptors based on YANG specification”.

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the terms given in ETSI GR NFV 003 [i.1] and the following apply:

NOTE: A term defined in the present document takes precedence over the definition of the same term, if any, in
ETSI GR NFV 003[i.1].

VNF Snapshot Package provider: creator of the VNF Snapshot Package

NOTE: TheNFVO isaVNF Snapshot Package provider as producer of the VNF Snapshot Package management
interface specified in ETSI GS NFV-SOL 005 [3].

VNF Snapshot Record: file that contains runtime information representing a VNF instance at the time when the
snapshot istaken

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.1] and the following apply:

TOSCA Topology and Orchestration Specification for Cloud Applications
VNFSR VNF Snapshot Record
YAML YAML Ain't Markup Language

4 VNF Snapshot Package

4.1 VNF Snapshot Package format

The VNF Snapshot Package shall be a ZIP archive file whose format shall conform to ISO/IEC 21320-1 [4]. In the rest
of the present document, this file isreferred to as the "V NF Snapshot Package file".

4.2 VNF Snapshot Package file contents and structure

42.1  General

A VNF Snapshot Package shall contain:
. aVNF Snapshot Record (VNFSR) file; and
e  additionad files.

ETSI
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A VNF Snapshot Package may contain:
. The VNFD corresponding to the snapshotted VNF.

If aVNFD is present in the VNF Snapshot Package, the VNFD file shall be aZIP archive file as specified in

clause 10.4.4 of ETSI GSNFV-SOL 003 [9]. It shall be an exact copy of the VNFD in the VNF Package from which
the snapshotted VNF was instantiated and be located at the root of the VNF Snapshot Package file. That copy can be
used for troubleshooting by entities external to NFV-MANO. The VNFD in the VNF Snapshot Package is not intended
to be used by NFV-MANO entities, e.g. for VNF snapshot reversal.

NOTE 1: ETSI GSNFV-SOL 001 [i.2] specifiesthe structure and format of the VNFD based on TOSCA
specifications.

NOTE 2: ETSI GSNFV-SOL 006 [i.3] specifiesthe structure and format of the VNFD based on YANG
specifications.

Examples of a VNF Snapshot Package file are described in annex A.

4.2.2  VNF Snapshot Package manifest file

A VNF Snapshot Package shall contain a manifest file located at the root of the VNF Snapshot Package file. The name
and extension of the manifest file shall be "manifest.mf". The name and extension are case-insensitive.

The manifest file shall start with the VNF Snapshot Package metadata in the form of name-value pairs. Each pair shall
appear on adifferent line. The "name" and the "value" shall be separated by a colon and, optionally, one or more
blanks. The order of the name-value pairsis not significant.

The name shall be one of those specified in table 4.2.2-1 and the values shall comply with the provisions specified in
table 4.2.2-1. All of these pairsin table 4.2.2-1 shall be in the manifest file.

Table 4.2.2-1: List of valid names and values for VNF Snapshot Package metadata

Name Value
vnfd_id A sequence of UTF-8 characters. See note 1.
vnf_snapshot_pkg_name A sequence of UTF-8 characters. See note 2.
vnf_snapshot_pkg_id A sequence of UTF-8 characters. See note 3.
vnf_snapshot_id A sequence of UTF-8 characters. See note 4.
vnf_snapshot_scope A sequence of UTF-8 characters. See note 5.
vnf_snapshot_pkg_create_date_time  [String formatted according to IETF RFC 3339 [2].
See note 6.

NOTE 1: The value shall be identical to the value specified in the VNFD.

NOTE 2: The value shall be identical to the "name" attribute of the "VnfSnapshotPkglnfo"
structure specified in ETSI GS NFV-SOL 005 [3], which is signalled to the NFVO
(as VNF Snapshot Package provider) during the VNF Snapshot Package creation
request.

NOTE 3: The value shall be identical to the "vnfSnapshotPkgUniqueld" attribute of the
"VnfSnapshotPkglnfo" structure specified in ETSI GS NFV-SOL 005 [3], which is
assigned by the NFVO (as VNF Snapshot Package provider) during the VNF
Snapshot Package building.

NOTE 4: The value shall be identical to the value specified in the VNFSR file.

NOTE 5: Indicates whether it is a partial or full VNF Snapshot Package. The value is set from
the value of the isFullSnapshot attribute specified in in ETSI GS NFV-SOL 005 [3].
Permitted values: PARTIAL, FULL.

NOTE 6: The value shall be identical to the "createdAt" attribute of the "VnfSnapshotPkglInfo"
structure specified in ETSI GS NFV-SOL 005 [3], which is assigned by the NFVO
during the VNF Snapshot Package building.

ETSI
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An example of valid manifest file metadata entries follows.

EXAMPLE 1.

nmet adat a:

vnfd_id: 2116f d24-83f 2- 416b- bf 3c-cal964793aca

vnf _snapshot _pkg_i d: 3225d37- 64f 4- 518b- af 3d- da2064793adb
vnf _snapshot _pkg_nane: Sunshi ne

vnf _snapshot _scope: PARTI AL

vnf _snapshot _i d: 43253d7- 84f 5- 619d- bf 4e- cf 2054783aef

vnf _snapshot _pkg_create_date_tine: 2020-04-01T10: 00+08: 00

END OF EXAMPLE 1.

The manifest file shall include alist of al files contained in or referenced from the VNF Snapshot Package with their
location, expressed using a Source: location/name key-value pair. The manifest file itself shall not be included in the
list.

The manifest file shall also contain alist of entries corresponding to the snapshot images that are part of the VNF
Snapshot Package. For each of the comprising snapshot images, a reference to the snapshot image information
contained in the VNFSR shall be provided after the corresponding " Source” entry as follow:

. For an image artifact corresponding to a compute snapshot resource, the tag " Computel magel d" shall be used
whose value is the same as the "id" attribute of the specific "V nfcSnapshotinfo" in the VNFSR of the compiled
VNFC snapshot.

. For an image artifact corresponding to a storage snapshot resource, the tag " Storagel magel d" shall be used
whose value is the same as the "storageResourcel d" attribute of the specific "V nfcSnapshotinfo" in the
VNFSR of the compiled VNFC snapshot.

Below is an example of valid manifest file entries for image artifacts contained in or referenced from the VNF Snapshot
Package.

EXAMPLE 2:
Source: images/imgel
Conput el magel d: 1234d1- 5678- 910a- bf 01- cf 1234567abc
Sour ce: immges/imge2
St or agel magel d: 5678el- 1234- 109b- bf 02- cf 7654321def
END OF EXAMPLE 2.

In addition, the manifest file shall contain an entry with thetag "V nfsr” to identify the VNFSR file and, if the VNFD
fileis contained in the VNF Snapshot Package, another entry with the tag "V nfd" to identify the VNFD file.

The"Vnfsr™ and "Vnfd" tags and the generic " Source” tag are case-insensitive.
The"Vnfsr entry and, if present, the "V nfd" entry, shall be listed before the " Source" entries.
Below is an example of valid manifest file entries for files contained in or referenced from the VNF Snapshot Package.

EXAMPLE 3:

Vnfsr: MVnf Snapshot. json
vnfd: Myvnfd. zip

Sour ce: MyVnf Snapshot . j son
Source: MyVnfd. zip

Source: images/i magel

END OF EXAMPLE 3.

4.2.3  VNF Snapshot Record in the VNF Snapshot Package

The VNF Snapshot Package shall contain a VNFSR of the snapshotted VNF instance. The specification of the contents
and format of a VNFSR file is outside the scope of the present document.

The VNFSR file shall be located at the root of the VNF Snapshot Package file. In addition, the VNFSR file shall have
an extension .json and the same name as the VNF Snapshot Package file.

ETSI
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5 Adding security to VNF Snapshot Package

5.1 VNF Snapshot Package authenticity and integrity

As specified in ETSI GS NFV-IFA 011 [1], aVNF Snapshot Package shall support a method for authenticity and
integrity assurance.

In order to provide the public key based authenticity and integrity for the whole VNF Snapshot Package, the complete
VNF Snapshot Package file shall be digitally signed with the private key of the VNF Snapshot Package provider. The
NFVO, as VNF snapshot package provider, shall sign the file when the VNF Snapshot Package is created with the
"Build VNF snapshot package" operation specified in ETSI GS NFV-SOL 005 [3]. The VNF Snapshot Package
provider shall deliver one ZIP archive file consisting of the VNF Snapshot Package file, a signature file and a certificate
file that includes the public key of the VNF Snapshot Package provider. The signature file shall have an extension '.cms
and the same name as the VNF Snapshot Package file. The certificate may also be included in the signature container, if
the signature format allows that.

The manifest in the VNF Snapshot Package shall be signed.
The format of the ZIP archive file embedding the VNF Snapshot Package file shall conform to |SO/IEC 21320-1 [4].

The ZIP archive file embedding the VNF Snapshot Package file delivered by the VNF Snapshot Package provider is
therefore structured according to one of the options described in figure 5.1-1.

or .
VNFSnapshotPackage.zip signature VNFSnapshotPackage.zip signature

Signing certificate

Signing certificate

Figure 5.1-1: Composition of the VNF Snapshot Package zip file

This solution, relies on the existence at the VNF Snapshot Package consumer side of aroot certificate of atrusted CA
that shall have been delivered viaatrusted channel that preservesits integrity (separate from the VNF Snapshot
Package) to the VNF Snapshot Package consumer side and be preinstalled in the consumer side before processing of the
VNF Snapshot Package.

NOTE: The present document makes no assumption on who thistrusted CA is. Furthermore, it does not exclude
that the root certificate be issued by the VNF Snapshot Package provider.

ETSI
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5.2 Certificate files in the VNF Snapshot Package

Asdescribed in clause 5.1, authenticity and integrity of the VNF Snapshot Package is ensured by signing the VNF
Snapshot Package file with the private key of VNF Snapshot Package provider. If one or more artifacts are stored
externally to the VNF Snapshot Package within the NFV1, then the VNF Snapshot Provider shall sign each external
artifact, and include the signatures within the VNF Snapshot Package instead of the artifacts before signing the whole
VNF Snapshot Package as per clause 5.1. The digital signature is stored in a separate file and within the ZIP archivefile
as per clause 5.1. The VNF Snapshot Package provider shall aso include an X.509 certificate [6]). The certificate may
be included in the signature itself if the signature format allows it or in asignature file. The certificate file shall have an
extension .cert and the same name as the VNF Snapshot Package file. A consumer of the VNF Snapshot Package can
verify the signature of the complete VNF Snapshot Package file with the public key of VNF Snapshot Package
provider. In addition, a consumer of the VNF Snapshot Package shall verify the signatures of the external artifacts, that
are listed in the manifest file, if any.

Table 5.2-1 summarizes the characteristics for integrity assurance.

Table 5.2-1: Integrity assurance: summary of characteristics

Digest Signature Support |Signature as part of External Certificate | Certificate
per per artifact | external the manifest file Signature may be part |may beina
artifact artifacts file for the of the separate
whole ZIP signature file
No Yes Yes Yes Yes Yes Yes
(if manifest is signed)

The X.509 certificate may contain one single signing certificate or a complete certificate chain. A trusted root certificate
corresponding to the producer signing certificate needsto be pre-installed in the consumer side. The pre-installed root
certificate shall be used for validation of the signatures within the VNF Snapshot Package by the VNF Snapshot
Package consumer (see clause 5.1).

5.3 Conventions in the manifest file

The signature in the manifest file shall conform to conventions specified in clause 5.3 of ETSI GS NFV-SOL 004 [5].

54 Signature of individual artifacts

The VNF Snapshot Package provider shall digitally sign al artifactsindividually. If the artifact isincluded in the VNF
Snapshot Package file, asignature filein CMS (see IETF RFC 5652 [7]) or PKCS#7 (see IETF RFC 2315 [8]) format
shall accompany the signed artifact. Except for the manifest file, the signature file shall be a sibling of the signed
artifact, i.e. placed in the same folder in the VNF Snapshot Package file, which can aso be the root of the file. The
naming scheme for the signature file shall maintain the original file name and extension and append a'.sig' extension
followed by afile type specific extension (e.g. ".cms, .p7b', '.p7c).

If the artifact and signature are included in the VNF Snapshot Package an X.509 certificate shall also beincluded in the
VNF Snapshot Package file as per one of the two following alternatives:

1) One certificate per signed artifact, according to one of the following options:

la) A certificate fileisincluded asasibling of the signed artifact file, i.e. placed in the same folder asthe
signed artifact. The naming scheme for the certificate file shall maintain the original file name and
extension and append the ".cert' extension.

1b) The certificate isincluded in the signature file, provided that the signature format allows for it.

2) Onesingle certificate for al signed artifactsin which case the certificate file shall follow the rules specified in
clause 5.2. If some, but not al, artifacts have an individual signing certificate, the certificate described in this
aternative shall only be used for those artifacts that do not have an individual signing certificate.

Signature and certificate files of the artifacts included in the package shall be listed in their own blocks in the manifest,
like any other file.

ETSI
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For external artifacts, delivered using as defined in clause 5.1, referred to but not included in the package, the signature
filein CMS or PKCS#7 format shall be included in the package. The VNF Snapshot Package provider shall provide, in
addition to those specified in clause 5.3, aname-value pair in the block in the manifest that contains the artifact URI,
where nameis 'Signature' and value shall be set to the file name with path in the VNF Snapshot Package file where the
signature is contained. The file should have a double extension: '.sig' followed by afile type specific one (e.g. '.cms,
p7b', ".p7c). In addition, the signing X.509 certificate shall be provided as per one of the following alternatives:

1) One certificate per signed artifact: included in the signature file, provided the signature format alows for it, or
in a certificate file included in the package. The VNF Snapshot Package provider shall provide, in addition to
those specified in clause 5.3, aname-value pair in the block in the manifest that contains the artifact URI,
where name is 'Certificate’ and value shall be set to the file name with path in the VNF Snapshot Package file
where the certificate is contained. The extension of the file containing the signing certificate should be ".cert'.

2) Onesingle certificate for al signed artifacts: in one certificate file in the VNF Snapshot Package file with
extension .cert and the same name as the VNF Snapshot Package file and located at the root of the VNF
Snapshot Package file. If some, but not al, artifacts have an individual signing certificate, the certificate
described in this alternative is used only for those artifacts that do not have an individual signing certificate.

Signature and certificate files of external artifacts shall, in addition, be listed in their own blocks in the manifest, like
any other file.

These two name-value pairs applicable for blocksin the manifest related to external artifacts, with names 'Signature’
and 'Certificate’, need not be included for artifacts included in the VNF Snapshot Package file because signatures and
certificates files for internal artifacts are identified by the naming and placing conventions, i.e. as siblings of the artifact.

Example of ablock in the manifest containing entries for an external artifact.

EXAMPLE:

Source: https://ww. provi der_org. com SunShi ne/ i mages/ i magel
Si gnature: /sonedirectory/sonefil enanel. sig.cns
Certificate: /sonedirectory/sonefil enanel. cert

END OF EXAMPLE.

ETSI
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Annex A (informative):
VNF Snapshot Package Examples

A.1  Basic VNF Snapshot Package example

The exampleillustrates a VNF Snapshot Package file which contains a VNFSR (Company SnapshotPackage.json), a
manifest file and images. In this example, the VNFSR, images, and the manifest file are located at the root level.

EXAMPLE:

- ConpanySnapshot Package. j son

- ConpanySnapshot Package. j son. si g. cns
- mani fest.nf

- image(s)

- inmage(s) signature(s)

END OF EXAMPLE.

A.2  VNF Snapshot Package example including VNFD

The exampleillustrates another VNF Snapshot Package file which contains a VNFSR
(CompanySnapshotPackage.json), a manifest file, VNFD (CompanyVNFD.zip) and images. In this example, the
VNFSR, VNFD, images, and the manifest file are located at the root level.

EXAMPLE:

- ConpanySnapshot Package. j son

- ConpanySnapshot Package. j son. si g. cns
-- manifest.nf

- CompanyVNFD. zi p

- ConpanyVNFD. zi p. si g. cns

- image(s)

- image(s) signature(s)

END OF EXAMPLE.
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