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ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
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3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
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Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Intelligent Transport Systems (ITS).

The present document is part 1 of a multi-part deliverable, each part containing one of more specific application notes
documenting the TVRA results for a specific application.

Modal verbs terminology

In the present document “should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ETS| Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document summarizes the results of a Threat, Vulnerability and Risk Analysis (TVRA) of a number of
aspects of an Intelligent Transport System (ITS) by means of application notes. Each application note is addressed in a
distinct sub-part and considers the threat to existing and planned vehicle-to-vehicle and vehicle-to-roadside network
infrastructure communications servicesin the ITS Basic Set of Applications (BSA) [i.2] operating in afully deployed
ITS

The present document extends but does not replace previous publications addressing TVRA in ITS, e.g. in ETSI
TR 102 893 [i.16].

NOTE: Whilst the present document isatechnical report it identifies requirements for future work. In all cases
these requirements are considered indicative pending their ratification in formal ETSI Technical
Specifications within the ETS| ITS Work Programme.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long-term validity.

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

[i.1] ETSI TS 102 165-1: "Cyber Security (CYBER); Methods and protocols; Part 1: Method and pro
formafor Threat, Vulnerability, Risk Analysis (TVRA)".

[i.2] ETSI TR 102 638: "Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set of
Applications; Release 2".

[1.3] ETSI EG 203 310: "CYBER; Quantum Computing Impact on security of ICT Systems;
Recommendations on Business Continuity and Algorithm Selection™.

[i.4] ETSI TR 103 619: "CYBER; Migration strategies and recommendations to Quantum Safe
schemes'.

[i.5] ETSI TR 103 949: "Quantum-Safe Cryptography (QSC) Migration; ITS and C-1TS migration
study”.

[i.6] ETSI TS 104 102: "Cyber Security (CYBER); Encrypted Traffic Integration (ETI); ZT-Kipling
methodology".

[i.7] ETSI TS 103 300-2: "Intelligent Transport Systems (ITS); Vulnerable Road Users (VRU)

awareness, Part 2: Functional Architecture and Requirements definition; Release 2".

[i.8] CCMB-2022-11-001: "Common Criteriafor Information Technology Security Evaluation; Part 1.
Introduction and general model”, November 2022, Revision 1.

[i.9] CCMB-2022-11-002: "Common Criteriafor Information Technology Security Evaluation; Part 2:
Security functional components’, November 2022, Revision 1.
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[i.10] CCMB-2022-11-003: "Common Criteria for Information Technology Security Evaluation; Part 3:
Security assurance components’, November 2022, Revision 1.
[i.11] FIPS 204: "Module-L attice-Based Digital Signature Standard” (ML-DSA).
[i.12] FIPS 205: " Stateless Hash-Based Digital Signature Standard" (SLH-DSA).
[1.13] ETSI EN 303 645: "CYBER; Cyber Security for Consumer Internet of Things: Baseline
Requirements”.
[i.14] ETSI TS 102 942: "Intelligent Transport Systems (ITS); Security; Access Control; Release 2".
[i.15] European Commission: "C-ITS Security - EU C-ITS security credential management system (EU
CCM9)".
[i.16] ETSI TR 102 893: "Intelligent Transport Systems (ITS); Security; Threat, Vulnerability and Risk
Analysis (TVRA)".
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the following terms apply:
ITS application: entity that defines and implements an ITS use case or aset of ITS use cases
I TS use case: specific scenario in which ITS messages are exchanged

ITSuser: any ITS application or functional agent sending, receiving or accessing I TS-related information

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AA Attribute Authority

ABAC Attribute Based Access Control

CAM Cooperative Awareness Message

CRQC Cryptographically Relevant Quantum Computer
DENM Decentralized Environmental Notification Message
DTS Dedicated Test System

ECDLP Elliptic Curve Discrete Logarithm Problem
ECDSA Elliptic Curve Digital Signature Algorithm

ExVe External to Vehicle

FALCON Fast Fourier Lattice-based Compact Signatures over NTRU
FEC Forward Error Correction

IFI In-Field Inspection

IT™M Infield Test Mode

ITS Intelligent Transport System

ITSS ITS Station

MER Message Error Rate

ML-DSA Module-L attice-based Digital Signature Algorithm
PKI Public Keying Infrastructure

PP Protection Profile

PTI Periodic Technical Inspection

QoS Quiality of Service
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RF
SLH-DSA

SUT
SVI
ToE
TVRA
ZT

Radio Frequency

Statel ess Hash-based Digital Signature Algorithm
Service Specific Permissions

System Under Test

Secure Vehicle Interface

Target of Evaluation

Threat, Vulnerability and Risk Analysis

Zero Trust
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4

The TVRA Method

The ETSI Threat, Vulnerability and Risk Analysis (TVRA) [i.1] isused to identify risks to a system by isolating the
vulnerabilities of the system, assessing the likelihood of a malicious attack on that vulnerability and determining the
impact that such an attack will have on the system.

In addition the present document applies parts of the ZT-Kipling Method described in ETSI TS 104 102 [i.6] in order to

assist in identifying the role and purpose of assetsin the system under evaluation.

For ease of use in trand ating the recommendations of the present document into a Protection Profile (PP) as may be
required for certification purposes certain elements of the text are written in a Common Criteria[i.8], [i.9] and [i.10]

relevant format.

The application of the TVRA method to specific applicationsis addressed in the present document in Annex A,
addressing the threat of a Quantum Computing attack on cryptographic protections of ITS, and in Annex B, addressing
the threat and impact of in-field testing mode on I TS operation.

ETSI
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Annex A:
Application Note - Quantum Computing attack on
cryptographic protections of ITS

A.l Overview of threat and form of attack

Asoutlined in ETS| EG 203 310 [i.3] al cryptographic algorithms should be considered to have a finite lifetime, where
that lifetime is determined in part by advances in cryptanalysis, by advancesin computing, and by advancesin the
underlying mathematical knowledge that underpins cryptology. In the domain of quantum computing there is a step
change in the way that computing attacks on cryptographic algorithms will occur. With the advent of realizable
Quantum Computers everything that has been transmitted or stored and that has been protected by one of the known to
be vulnerable algorithms, or that will ever be stored or transmitted, will become unprotected and thus vulnerable to
public disclosure. Asthe known to be vulnerable algorithms include those used in C-ITS/ITS the threat to C-ITSITSis
considered in the present document.

The function of a quantum computer is summarized in Annex A of ETSI EG 203 310 [i.3] and a summary of each of
Shor's and Grover's algorithms can be found in Annexes B and C respectively of the same document. For the purposes
of the present document the threat or attack can be simplified to a statement that the existence of a viable quantum
computer invalidates any security assertion made by existing asymmetric cryptographic technology, and specifically the
primary quantum threat to Elliptic Curve Digital Signature Algorithm (ECDSA) as used in C-ITSisthat asufficiently
powerful quantum computer could use Shor's algorithm to solve the Elliptic Curve Discrete Logarithm Problem
(ECDLP) in polynomial time, allowing an attacker to calculate a private key from a public key. This would enable an
attacker to forge the signatures that are used to build trust in the attribute attestations of C-ITS.

The threat can be written in a Common Criteria[i.8], [i.9] and [i.10] format as follows where the primary threat is
masquerade as shown:

T.Masquerade: An attacker with a quantum computer and access to any public key certificate can determine the
associated private key and masquerade as the private key holder

T.UnauthorizedOperation: An attacker with a compromised identity can perform operations with the privilege of the
masqueraded identity.

NOTE: Asthe primary threat isthat no presented identity is trustable given that a quantum computer can be used
to recover the private key of any key pair then any subsequent use of the compromised identity is
secondary and only by removal of the masquerade threat can the system be restored to normal operation.

A.2  Scope of a guantum computing attack in ITS

Following the practice of ETSI TS 102 165-1 [i.1] to identify the assetsin the system and their interactions that are
impacted by a particular attack the present document asserts the following:

. All cryptographic assets, technical operations, stores and management operations of the ITS system are
impacted.

The assessment made in ETSI TR 103 949 [i.5] isthat where C-ITS/ITS uses elliptical curve cryptography thereisa
substantial risk of masquerade (impersonation attack) and that can lead to collapse of the required trust model. ETSI
TR 103 949 [i.5] only explicitly analysed the keying infrastructure and then implicitly the application of cryptographic
operations that are dependent on that infrastructure. The attack considered is the application of a quantum computer in
such away that any public key certificate can be processed to recover the matching private key. Once a private key is
recovered there is no way to determine the authenticity of anything protected by that private key.

ETSI
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A.3  Impact of the quantum computing attack in ITS

The assessment of the impact to ITS and C-ITS as awhole by the existence of a Cryptographically Relevant Quantum
Computer (CRQC) isthat it is High. In using current elliptical curve cryptography thereis a substantial risk of
masguerade (impersonation attack) and that can lead to collapse of the required trust model.

A.4  Risk assessment of guantum computing attack in ITS

Applying the risk model from ETSI TS 102 165-1 [i.1] there is some uncertainty on the timetable for when a QC will

exist but once it exists the impact will be High, and the likelihood of an attack similarly considered as Likely, leading to
critical risk (see Table A.1).

Table A.1: Risk assessment for the application of a CRQC to ITS/C-ITS keying infrastructure

R — Attack analysis Impact -
oot atack [ ThealCanaan (E1Y) Theent BN ok Factor Analyst estimation| _ Value Potential | Likelihood | (resultanty| ="
op ionaof a D to |Time <=1 day 1]
the keying infrastructure of ITS/C-ITS. |Expartise Layman a
It is assumad for this that readily Knowladge Public a
available and understood altacks Opportunity Unnecessary L]
Keying using a public key cerdificate as the Equipment Standard a

st |Avatabiity Manipulation input ta racover the matching private ~ [Alacker Theat level Low

kay ara enabled. The matrics in the Altacker mativation Low [curious;

assessment ara based on the Altacker capabiity Limitad

assumptlion thatl a valid QC exists Assel Impact High 3
Rasultanl impact High 3

Intansity Single inslance | 0

Basic Likaly High Critical

NOTE: The assessment of factors for the attack makes an assumption that Quantum Computing resources will be
widely available using web-services with most development environments also making APIs available to
access such resources hence the rating of " Standard” for equipment. In addition the time taken to develop

and launch an attack is assessed to be very low asthereisalot of aready published knowledge of how to
use QCsin attacks to recover private keys.

The analysis isindependent of the specific nature of any ITS/C-ITS solution as the loss of trust in the entire suite of ITS
modelsiswhat is critical.

A.5 Countermeasure considerations for quantum
computing attack on ITS

Therisk to ITS of a Quantum Computer applied to the keying infrastructure is critical and the mitigation is non-trivial.
Whilst quantum safe cryptographic algorithms exist they require substantially more bandwidth than any current

algorithm. This addresses not just signature and key sizes for transmission but a so the processing required to create and
verify signatures.

Whilst C-ITSITS systems generaly have been designed with crypto-agility in mind the scale of ITS systems, having
very large numbers of stakeholders and a considerably larger number of impacted devices, requires that migration to a

post quantum environment (i.e. one that is fully quantum safe) is considered as a critical task. The process of migration
isdescribed in ETSI TR 103 619 [i.4] and for ITSin ETSI TR 103 949 [i.5].

All ITS-Sswill be required to be Quantum Safe.

ETSI
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A.6

Specific considerations for QSC in C-ITS

A standard ECDSA signature size is approximately twice the length of the underlying elliptic curve's key size, or
approximately 64 bytes (512 bits) for a 32 byte (256-bit) curve. The performance requirement identified in ETSI

TS 103 300-2 [i.7] and stated in clause 5.3.3 of [i.7] as OSECOL1 "The security processes shall support generating
messages at a rate of 10 Hz, receiving messages at a rate of 2 KHz, latency of 300 ms end-to-end and an average sent
packet size over 1 s of 300 bytes'. Each message is assumed to be signed and the verification key available, this means
2 000 signature verifications per second, and 10 signature creations per second. The channel capacity at 5,9 GHz for
C-ITSisnot particularly impacted (the 10 MHz channels can comfortably cope with several 10 s of Mb/s of data traffic)
although with normal radio conditions the more data that is contained in a packet the greater the chance of packet loss
even with reasonably robust Forward Error Correction (FEC) added at lower layers. C-ITS s predicated on a datagram
transmission protocol with no linkage between transmitted packets and the QoS is defined as best effort al informed,
particularly for CAM (i.e. all messages are broadcast and there is no verification of receipt).

QSC signature algorithms have signature sizes that are often several orders of magnitude greater than conventional
signatures (e.g. RSA, ECDSA). Thus, as an example using a L attice based signature scheme such as Falcon with a
666 byte signature size the assumptions underpinning OSECO01 from [i.7] cannot be met with a direct replacement of
ECDSA with a QSC signature.

In ETSI TR 103 949 [i.5] the prognosis was not identified as good. The assessment of algorithms where the intent isto
migrate from the ECDSA algorithm and its associated keys to an equivalent strength quantum safe algorithm with a

review of the applicability of some of the NIST assessed algorithmsis given in Table A.2 (note that thisis an update of
Table 7 from[i.5]) against the expectations of ITS/C-ITS.

NOTE 1: Thereisawide set of views of what security strength means, for the present document the assumption
made is that ECDSA P-256 provides 128-bit classical security strength and is equivalent to an RSA 3 072

key.

NOTE 2: Table A.2 identifies parameter and signature size against NIST security category 2 (ML-DSA-44), and
security category 1 (FALCON and each of SLH-DSA-SHA2-128f and SLH-DSA-SHA2-128s).

NOTE 3: Thereare5 identified NIST Post Quantum Security categories. Category 1 is defined as having resistance
equivalent to exhaustive key search of AES-128, category 2 is defined as equivalent to the collision
resistance of SHA256, category 3 as equivalent to AES-192, category 4 as equivalent to collision
resistance of SHA-384, and category 5 as equivalent to AES-256.

Table A.2: NIST list of quantum safe signature algorithms (published or under pre-publication review)

Algorithm

Outline

Signature size

Key sizes

Suitability to ITS

ML DSA FIPS 204 [i.11]

Recommended by
NIST as a primary
algorithm.

2 420 bytes

ML-DSA-44 (L2)

Public 1 312 bytes
Private 2 560
bytes

ML-DSA-44 (L2)

No. The signature
size is significantly in
excess of the payload
capacity of the G5
radio link.

Fast Fourier Lattice-
based Compact
Signatures over NTRU
(FEALCON)

(FIPS 206 draft)

Noted by NIST for
applications where a
smaller signature is
required.

NIST has noted that
implementation is
"difficult" and side
channel protection is
required. In particular
floating point
arithmetic units are
required for
implementation.

666 bytes

FALCON-512 (L1)

Public 897 bytes
Private 1
281 bytes

FALCON-512 (L1)

Marginal as the
signature size is at
the absolute limit of
G5 capacity.

It is reported that
Falcon signing is hard
to implement in a fast
and timing
side-channel secure
manner.
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Algorithm Outline Signature size Key sizes Suitability to ITS
SLH-DSA Noted by NIST as a SLH-DSA-SHAZ2-128f: |Public 32 bytes No. The signature
FIPS 205 [i.12] backup as the 17 088 bytes (L1) Private 64 bytes  [size is significantly in

mathematical basis is excess of the payload
different from the SLH-DSA-SHA2-128s: |(L1) capacity of the G5
others. 7 856 bytes (L1) radio link.

FIPS 205 [i.12] is
based on conventional
hash algorithms
(SHA256) but in a very
complex set of
structures.

AsTable A.2 makes clear the Quantum Safe Signature algorithmsidentified by NIST for standardization yield
signatures that exceed the viable capacity of the radio channel of C-ITS. Whilst thisis not of itself insurmountable it
does suggest that by signing every transaction, which is necessary to ensure trust in the system, that security data (the
signature, certificates, keys) will dominate and perhaps overwhel m the system function.

NOTE: A consegquence of increasing the packet size in any radio transmission is that the error behaviour is
changed with either a higher power envelope being required, a reduction in range, or more advanced FEC
applied if the same Message Error Rate (MER) isto be maintained. As transmission range per unit of
power decreases as the transmission frequency increases, and as the C-ITS/ITS transmissions are subject
to strict restrictions on power levels thereis no obvious leeway to modify transmission power to maintain
MER, nor is there opportunity to add more robust FEC to the base system to maintain MER. The
consequence therefore is that if the transmission packet size isincreased the operational range for a given
MER will decrease.

It is not the purpose of the present document to suggest specific algorithms, however it is recognized that NIST has
stated that it will standardize quantum safe signature algorithms as listed above. It is further acknowledged that thisis
not the final set of algorithms that NIST will publish, rather NIST will continue to consider new algorithms. Thereisno
significant advantage in waiting for an ideal algorithm to be developed as that severely impacts on the time factors thus
potentially increasing the risk to the system (even though it is already assessed as critical any additional delay only
reinforces the criticality of the threat).

A concern from the current C-ITS architecture is that the public keys required for verification are not pre-installed at the
receiving unit. Thisisadirect consequence of the requirement for pseudonymity arising from a desire to reduce the risk
of tracking and thus the creation of short lived key pairs. Therefore in addition to the signature it is essentia to also
build in capacity to exchange the public key. Hence the combined size of the signature and the public key needsto be
considered, as does the fact that the public key is signed (and attested to) by a3 party. The certificate is not required to
be attached to every transaction, but it is still the case that for many transactions, 2 (two) signatures (one on the
message, and one on the key) and the public key are sent. Table A.3 gives estimates of the capacity required for such a
transmission, excluding the payload itself (note that Table A.3 is an update of Table 8 from [i.5]).

Table A.3: Estimated capacity required in C-ITS messages

Algorithm Estimated capacity required in C-ITS messages
ML DSA FIPS 204 [i.11] 6 152 bytes (2 of 2 420 byte signatures, 1 of 1 312 byte public key)
(ML-DSA-44)
FALCON 2 229 hytes (2 of 666 byte signatures, 1 of 897 byte public key)
(FALCON-512)
SLH-DSA FIPS 205 [i.12] 34 208 bytes (2 of 17 088 byte signatures, 1 of 32 byte public key)
(SLH-DSA-SHA2-128f)

Whilst it is recognized that the operational attestation model uses short lifetime keys this does not offer a path to avoid
the complications of making the system quantum safe. However in a hybrid model the attestations made by an ITS-S
could be based on existing non-QSC mechanisms only if the AA and AT entities migrate to a QSC scheme. The value
of the short life keys and the masquerade opportunity to an attacker isless useful. All long lifetime keys from AAs and
ATs, asthey are root authorities and the AA public keys should be well known to al ITS-S asthey are used to verify
the attestations of any individual transmission (i.e. the logic is that an attestation of atransmitting ITS-Sis authorized
by the AA and the AA is considered a persistent system entity) have to use QSC.

ETSI
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A.7  QSC support by modification of the C-ITS security
model

Asnoted in ETSI TR 103 619 [i.4] the assumption is that migration is "like for like", i.e. that an asymmetric
cryptographically protected asset will be protected in like manner after migration, and that symmetric cryptographically
protected assets will likewise al'so be protected in like manner after migration. However it is also core to the migration
that such alike for like approach does not ignore areview of strategy. A key requirement of migration is therefore to
verify if design decisions made for the pre-QSC era are still valid for the QSC era. The working assumption isthat a
like-for-like migration is to be undertaken, replacing asymmetric cryptography with asymmetric cryptography, however
that assumption should be verified, the remainder of this annex examines the veracity of the assumption.

The ITS communications model has acomplex set of roles and responsibilities. Communication may be from an
external party to access vehicle resident data, e.g. OnBoard Weighing, or for remote control, e.g. Valet Controlled
Parking. The ITS security model is based on access to data being privileged and therefore the primary model is
Attribute Based Access Control (ABAC) with some qualifications. For CAM messages, the ones identified in

clause 5.3.3 of ETSI TS 103 300-2 [i.7], the authority to processis based on the message coming from an ITS-S known
to, and authorized by, atrusted AA. The message itself is pseudonymous, i.e. it has no persistent Personal Identifying
Information. Ideally no two messages from the same transmitting party should be linkable. If the AA attests that the
transmitter isto be trusted for a specific role then that message can be consumed. Each message is signed by the
transmitter with the CA for each signature being the appropriate (role specific) AA.

The ITS/C-ITS model has very few security associations that can be managed in advance, hence the only reasonable
cryptographic model is one using public key cryptography. However how PKC is used can be reconsidered to maximize
efficiency. Furthermore there is no significant use of persistent connectionsin ITS/C-ITS and those that do exist

(e.g. those requiring access to on-vehicle data or processes) are between unknown parties where public key
cryptography is the only reasonable tool to initiate a secure connection (where the connection may be secured by shared

symmetric key cryptography).

Ashasbeenidentified in ETSI TR 103 949 [i.5] there are large infrastructures in support of ITS/C-ITS operation,
exemplified by the models shown below (copied from Annex C of [i.5]).

C-ITS Certificate Policy Legend:
a TLM ... Trust List Manager
AUthonty CPOC... C-ITS Point of Contact

CA ... Certificate Authority
____________________ 1 EA ... Enrolment Authority
1 AA ... Authorisation Authority
1
Ceoc ) |
Common CPOC :

— ... Trust Relation

European = 06T/  —— T T " T T T T T T TTTTTTTTTT TS 1
Elements

| RootCA 1 | |RootCA2 | ... |RootCAN |

(][]  [&] @]

Additional Root CAs run in Europe by e.g. Member
State Authorities or Private Organisations providing
certificates to specific users.

Figure A.1: EU CCMS basic model
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m"‘ C-ITS Certificate Policy Authority

Requests (ALL)

- (38) Application
(5) Change form (39) Approval (1) Approva_lf
of ECTL (40) Audit Rejection (2) Revocation
Report VoW of Root CA
: (3) CP Updates
wm (4) Approval / Rejection
(7) ECTL (6) TLM | (8) Root CA Certificate Information (14) Application Form
) \ Cert. (9) Root CA Revocation (15) CPS changes +
: b | (16) Audit Report
(17) (Incident) Reports
Repository CPOC CPOC
® TLM Cert
@ ECTL (11) Root CA Certificate Information
(12) Root CA Certificate Revocation ‘
(13) order
Accredited PKI | < : ——
Auditor (36) Report
T g @ 3 T ¢ 3
(28)
{CEelr}t = g’. Request §_ (24) AA cert é Request g
- — — o
Root CA Repository request v E submission| |, g request va ﬁ submission § @
= o po /D o
® (EA)/AA Certificate (25) Authorisation request
@CRL EA < ® AA
e >
A (31)/ \ (23) Authorisation response
(33) Regist-ratif)n ////// S| 122) . (32) Auth. Reg. T(ZS) Response
(34) Deactivation .// //o({, Regg
d ,,,/"Qg"
TN e
Manufacturer / | & ITS-S

Operator

NOTE: The numbered sequences shown above are defined in the EU CCMS [i.15] documentation and not copied
here.

Figure A.2: EU CCMS message flows (example)

Migration to a QSC solution has to address the infrastructure elements first. The model in all PKlIsisthat it isatop
down model, trust rolls from the top of the stack, i.e. the Certificate Authority, to the end point. Trust verification
moves from the bottom of the stack to the top. Pre-installing the public keys and their certificates of as many layers of
the hierarchy as possible into each end-point may improve speed but has a risk of missing revocation noticesiif
immediate online confirmation of the integrity of the PKI itself is not performed on aregular (and frequent) schedule.

NOTE 1. For ITS deploymentsit may be conceived that each CA-EA-AA group could migrate independently but
the coordination through the Trust List Manager then may become more complex, particularly if an ITS-S
attaches to multiple branches.

For C-ITS where the purpose is to share information on the location of vehicles (represented as I TS-Ss using CAMs)
and for the event notifications (using DENMs) the datagram model carrying proof of authorization using a public key
signature countersigned by the AA remains appropriate. For the use cases represented by SVI and ExVe (see
Annexes D and E of [i.5]) the migration of TLSto a quantum safe mode should suffice and an appropriate cryptosuite
selected.

NOTE 2: The current set of cryptosuites for TLS that are identified in the ClientHello message do not include full
QSC capability.
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Annex B:

Application Note - Impact of in-field testing mode on
ITS operation

B.1 Overview of threat and form of attack

The Infield Test Mode (ITM) for C-ITS addresses a number of use cases that are summarized below:
. Repair and maintenance in authorized workshops:

- Within an authorized workshop (afixed building), the ITM isused to identify corruption of the ITS-S
and may include testing of the RF-equipment, and then to validate it after repair, maintenance, or change
of components, has been completed. Therefore the ITS-S acting as the System Under Test (SUT) will
interact with a Dedicated Test System (DTS).

o Periodic Technical Inspection (PTI):

EXAMPLE: PT1 includes the road-worthiness tests carried out in most countries, e.g. the MoT test in the UK,
the Contréle Technique in France, the Hauptuntersuchung (HU) (often called a TUV) in Germany.

- During PTI the ITM isused for functional validation of SUT C-ITS communication components.

NOTE: The currently sanctioned government PTIs do not normally include a"road test”", rather they are

workshop based tests and the vehicle is generally stationary (exceptions are allowed but generally the test
is not performed on public roads).

. In-Field Inspection (I1FI):

- The In-Field Inspection is a verification of SUTsin the field and a maintenance of network quality where
the SUT and the ITM-DTS s performed by specially authorized entities.

. Perception Test (PT):

- The Perception Test is averification to help identify problems linked to sensors feeding datainto the ITS
messages that are visible at system level but not at ITS-Slevel. To perform this perception test, the DTS
has knowledge of the potential perceived objects and areas by the SUT, using a selection of the sensors.
For example, the test environment can use other vehicles or afake scene for which the SUT should
provide perceived objects or areasin the test response. The DTS sends a perception test request message
containing the list of selected sensorsto the SUT requesting a perception test response. The requested
sensors may be selected according to their identifiers, types, ranges, position and field-of-views.

° Other Scenarios:

- An unauthorized user is using atransceiver radio device in order to trigger the ITS-S (SUT) to change its
modeto ITM by trying any kind of malicious messages.

- An unauthorized user triesto gain accessto an ITS-S (SUT) for inserting a self-generated root certificate.

By using this certificate it might be possible to start a unauthorized ITM communication between the
unauthorized DTS and the SUT.

In any conventional system it is assumed that devices are tested and determined as ready to be placed on the market,
often using random samples of devices, and that the device once placed on the market has no requirement for
supporting any mode of operation that is a"test mode", or "test configuration”. In contrast ITM specifically enables a
test mode that provides the ability to test the ITS-S (acting as an SUT). The scope of testing includes Radio Frequency
(RF) and functional requirements of devices whilst in non-shielded environments. The immediate consequence is that
those ITS-Ssin test mode have to be isolated by design from any operationa stations. As C-1TS operation is predicated

on al informed broadcast there is a requirement to ensure that test mode does not interfere with normal C-ITS
operation.

The primary risk is to enable test mode without clear operational separation of duties.
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The threats of ITM can be written in a Common Criteria[i.8], [i.9] and [i.10] format as follows where the primary threat
is unauthorized operation as shown:

T.UnauthorizedOperation: An attacker enables I TM mode to remove ITS-Ssin atarget areafrom normal operation.

Asunauthorized ITM may place vehicle operators at significantly increased risk (through loss of direct control of the
vehicle in the extreme case) the impact should be evaluated as High. Without due attention to mitigation, and noting as
described below that the key elements of C-ITS/ITS remain identical to non-ITM operation, there is at |east moderate
likelihood of unauthorized operation.

B.2 Identification of delta Target Of Evaluation (TOE)

The ToE is defined by the system and its environment shown in Figure B.1 which extends the base ToE with the
addition of an ITS-S acting asthe DTS. The purpose of this system is the evaluation of an ITS-S concerning its
conformance to existing test suites with the operation of those test suites being post deployment and withthe ITS-Sin
the operational environment, rather than in the conventional case where conformance tests are carried out in a
laboratory setting. In this overall view the SUT and its communication partners are considered as the ToE.

= == == Physical user interface

5 w——— \Nired or C-ITS based interface of TM entities
Environment

Test Mode based interaction

Public
Network R
((-‘-.')) System @

ITS-S ITS-S PY
(93 -------- DTS TV Trterface SUT e | e [
() (Wired and C-ITS) 7

crs ‘)) (" cys

-~ N

) )] : > \\'\ \(.(;’))
Q @ ITS-S

ITS-Ss (TM)

--------- C-ITS based communication of TM entities

= « == C-|ITS based communication with entities which
are notin TM

Figure B.1: ToE for TVRA of ITM

The interfaces of the DTS and the SUT represent potential attack interfaces. Those interfaces are functionally identical
toan ITS-Sin normal operational mode (thisis essential asthe ITM isintended to test those interfaces (physical and
logical) and the processes and features the give access to).

This givesrise to the first substantial recommendation:

. I'TM should be logically distinct from any normal mode of operation and normal operation should be
suspended.

NOTE 1: Thisrequiresthat when an ITS-Sisoperatingin ITM it will not send conventional C-1TS messages and

should not process any received conventional C-ITS messages (i.e. it will only respond to stimuli from
the DTS).
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By enforcing logically distinct operation it further suggests that the following recommendation is enforced:

. ITM should be cryptographically distinct from any normal mode of operation and normal operation should be
suspended.

NOTE 2: The above recommendation in turn requires that the Certificate Authority (CA) for ITM (i.e. the EA, AA)
are distinct and that any stored cryptographic material for normal modes of operation are suspended
whilst in ITM.

AsITM isafunctiona test of the ITS-S (the SUT) it cannot use different interfaces or frequencies. With limited control
of the reach of aradio based ITM thereisarisk of "leakage" of ITM test messaging into the normal ITS environment.
In light of the risk of ITM leakage the preferred mode of ITM should be with the RF elements disabled, thus access to
the ITS-S should be from a dedicated test port. In such cases the RF elements should be able to be discretely tested.

NOTE 3: In deployment the core recommendations from ETSI EN 303 645 [i.13] apply, in particular the provisions
to minimize attack surfaces. In ITM only the essential interfaces required for any particular test should be
open.

B.3 Identification of security objectives

B.3.1 Purpose

The purpose of ITM isto conduct tests on the equipment (the ITS-S acting as SUT), not on the wider system. Thus the
primary objectiveisthat ITM, and al affected equipment (ITS-S, DTS, etc.) isisolated cryptographically and
operationally from any operational TS system.

For the purpose of ITM the DTSisan ITS-S acting as a source or sink of ITS messages.

From afunctional safety viewpoint the ITM mode should not place any operator of equipment at increased risk than
from operating the ITS-S than when in normal operational mode.

NOTE: Many of the conformance tests defined for ITS/C-ITS require that a human tester observes or stimulates
the system. If the SUT is present in a vehicle then the human tester cannot be distracted from operation of
the vehicle and therefore any tests that may give rise to such interference should only be conducted with
the human tester as a passenger and not as the vehicle operator.

B.3.2 Confidentiality

The confidentiality objectives and requirements for non-1TM apply.

NOTE: AsITM isnot the same as diagnostic testing of the vehicle to which an ITS-Sis attached the level of
private datain an ITM session should be identical to that in any other session thus the same
confidentiality provisions as for normal ITS/C-ITS should apply.

B.3.3 Integrity

The integrity objectives and requirements for non-ITM apply.

NOTE: Asamessagein normal (non-ITM) sessions has a signature generated over the content, and the signature
verifies both the authenticity and integrity of the message, and the message structures are unchanged for
ITM, then the integrity provisions as for normal ITS/C-ITS should apply.
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B.3.4 Authenticity

The authenticity objectives and requirements for non-ITM apply.

NOTE: Asamessagein normal (non-ITM) sessions has a signature generated over the content, and the signature
verifies both the authenticity and integrity of the message, and the message structures are unchanged for
ITM, then the authenticity provisions as for normal ITS/C-ITS should apply.

B.3.5 Availability

The availability objectives and requirements for non-ITM apply with the following extension (see also clause B.6):

. ITM should be a specific authorized service from an AA.

B.4  Quantitative risk analysis for ITM

The risk calculated from the combination of impact and likelihood of a successful attack on an ITS-Sisgiven as below:
. Impact - High.
o Likelihood - Moderate to High.
e  Assessed risk - Major to Critical.

Theimpact is considered as invariant as outlined in clause B.1 and assessed as high because unauthorized placement of
an ITS-S (and by consequence the vehicleit is mounted in) as significantly changed risk from normal 1TS operation. In
assessing the likelihood the assessment is initially made with only normal I TS measuresin place and no specia
provisions for ITM being available. In this case the ability to distinguish an ITM message from any other (assuming
validity of the AA cert) islow. If, however, the design practices identified in ETSI EN 303 645 [i.13] are followed and
a conservative approach to access control is taken the likelihood may be more managed and reduce from a high
likelihood to moderate likelihood. The provision of the countermeasuresin clause B.5 bring the likelihood down to low
and risk to Mgjor (as theimpact is invariant).

B.5  Security countermeasure identification

For each of the identified threatsit is necessary to consider what countermeasures can be implemented to reduce the risk
of an attack being successfully mounted on an ITS-S and itsimpact. The TVRA isonly intended to provide an
estimation of possible countermeasures for the above-mentioned threats with regard to previous assets, it should be
noted that not all measures can be applied to every hardware platform and may involve greater effort to implement. An
assessment of which countermeasures will be mandatory for ITM and which are advisory is out of scope.

The primary threat identified in clause B.1 is " T.UnauthorizedOperation An attacker enables ITM mode to remove
ITSSsin atarget area fromnormal operation”. In order to mitigate this threat the system has to be able to successfully
prevent unauthorized operation. The core access control model of ETSI TS 102 942 [i.14] is ABAC and one of the
purposes of ABAC isto ensure that any data or process of the ITS-S and its associated environment is only accessible
by authorized entities. The default condition of the ABAC model in ETSI TS 102 942 [i.14] isDENY, thus only
positively identified ITM messages can be consumed and able to access the necessary resources of the ITS-S.

The following requirements apply to the ABAC model for enabling ITM:
. All messages exchanged in ITM mode have to be countersigned by an AA acting asan ITM Authority:

- AnITM Authority is expected to have further restrictions as identified in the use casesin B.1, for
example PTI, IFI.

. I'TM mode of an ITS-Sis aprotected resource.

NOTE 1: For use case PTI the inspecting workshop and the authority it is enabled by should be identifiable.
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NOTE 2: Invocation of PTI should not be able to change any parameters of the ITS-S and its associated
environment but should only be able to enable reporting of data elements.

The application of the ZT-Kipling method [i.6] may be used to assist in the definition of rules and policies for the
access control model for ITM. An example of the application of the method is givenin Table B.1 below.

Table B.1: Application of ZT-Kipling criteria for ABAC in enabling ITM

Kipling criteria Example for ITM invocation
What Is the ITS-S enabled for ITM?
Why Is ITM appropriate at this time? If vehicle is moving then deny
When Is the time of the ITM invocation valid based on the current time of the ITS-S?
How How is the invocation verified>
Where Is the geo-location of the ITM invocation valid based on the current location of the ITS-S?
Who Who is invoking ITM?
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