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Important notice

The present document can be downloaded from:
https://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure Program:
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fitness
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2024.
All rights reserved.
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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Securing Artificial Intelligence (SAl).

Modal verbs terminology

In the present document “should", "should not”, "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ETS| Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI
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1 Scope

The present document provides information about the "lightweight” framework to be used by ETSI TC SAl to create
multi-partner Proofs of Concepts (PoCs).

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI GR SAI 004 (V1.1.1): "Securing Artificial Intelligence (SAl); Problem Statement".

NOTE: ETSI GR SAI 004 isin the process of conversionto ETSI TC SAI deliverableasETSI TR 104 221 and
the latest published document applies.

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the following terms apply:

PoC project: activity oriented to perform a PoC
NOTE: According to the framework described in the present document.

PoC proposal: initia description of a PoC Project, submitted as a contribution for review and acceptance
NOTE: Seeclause4.2.

PoC report: detailed description of the results and findings of a PoC Project, submitted once the PoC Project has
finished

PoC review team: entity in charge of administering the PoC activity process
NOTE: For now TC SAl acts as the PoC review team.
PoC team: organizations actively contributing to a PoC Project

NOTE: Seeclause4.3.

3.2 Symbols

Void.

ETSI
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3.3 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI GR SAI 004 [i.1] and the following apply:

Al Artificial Intelligence

PoC Proof of Concept

SAI Securing Artificial Intelligence
TC Technical Committee

TR Technical Report

Wi Work Item

4 ETSI SAI PoC framework

4.1 Rationale

Al-based solutions are being implemented in various systems, fulfilling critical functions related to data analysis,
infrastructure management and (cyber)security, just to name afew. In theory, an Al-based system can become atarget
on its own, and detecting of these type of attacks can pose a significant challenge. However, real-world examples of
such attacks are less common. Understanding of the practical aspectsto - on one hand, conduct an impactful attack
against an Al-based system, and on the other, to defend against and respond to such athreat, is still limited.

Proofs of Concepts are vital toolsto demonstrate that the problems TC SAI focuses on are of great practical importance,
showing both the applicability of ideas and technology. Multi-party PoCs strengthen collaboration between TC SAl
members and participants and can bring new partnersto the group. The results help to put TC SAl'swork into perspective,
as well as create external visibility and build awareness of Al security problems.

4.2 Process

TC SAI callsfor PoCs during the life of the TC. The processisintended to be lightweight and 'bottom-up',
i.e. originating from the members and participants of the TC SAl community:

1) Theinterested organizations form the PoC Team, which consists of at |east two organizations, and at least one
of them isthe TC SAl member or participant.

2)  ThePoC Team prepares the PoC Proposal, which should relate to current or proposed TC SAI WIs, use cases,
test cases, problems, etc., considered therein.

3) ThePoC Team sendsthe PoC Proposal in the format specified in clause 4.3 to the SAI@LIST.ETSI.ORG
mailing list to inform the community and gather feedback.

4)  Based on the community feedback and the criteria mentioned above in bullets 1) to 3), if the consensusis
reached, the TC SAI approves the PoC Proposal and the SAI officials assign it a number.

5)  The PoC Team updates the TC SAI about the progress and presents the results during TC SAI meetings. If
possible, the PoC Team also presents the results in public venues (conferences, exhibitions) and promotes the
PoC in (social) media.

6) Once an PoC Project is concluded, a PoC Report with the final resultsis expected to be provided to TC SAl as
acontribution to a TC SAI face to face meeting or be announced on the SAI@LIST.ETS|.ORG mailing list. A
PoC Wiki section of the ETSI portal viaalink on the TC SAl home page will aso indicate the present
document.

7)  PoC team members who are participants of a PoC Project may bring technical proposals based on PoC results
to TC SAI asregular contributions.
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4.3

PoC proposal format
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PoC title: <title here>

Abstract: <abstract_here, incl. topics, goals>

Related Wls: <WIs>

PoC Team members

TC SAI

# | Organization name Env;zllzned pr;]r?in;it:)(;rét Contact (name; email)
(yes/no)

1

2

3

ETSI
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