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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Secure Element Technologies
(SET).

The contents of the present document are subject to continuing work within TC SET and may change following formal
TC SET approval. If TC SET modifies the contents of the present document, it will then be republished by ETSI with
an identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x  thefirst digit:
0  early working draft;
1  presented to TC SET for information;
2  presented to TC SET for approval;
3  orgreater indicates TC SET approved document under change control.

y  thesecond digitisincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z  thethird digit isincremented when editorial only changes have been incorporated in the document.
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Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document covers the minimum characteristics considered necessary in order to provide compliance to
ETSI TS 102 705 [1].

It specifies conformance test cases for the UICC Application Programming I nterface for Java Card™ for contactless
Applications.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areferenceto a TC SET document, a non specific reference implicitly refers to the latest version
of that document in the same Release as the present document.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI TS 102 705: "Smart Cards; UICC Application Programming Interface for Java Card™ for
Contactless Applications'.

[2] ISO/IEC 7816-3: "Identification cards - Integrated circuit cards - Part 3: Cards with contacts -
Electrical interface and transmission protocols’.

[3] ETSI TS 102 622: "Smart Cards; UICC - Contactless Front-end (CLF) Interface; Host Controller
Interface (HCI)".

[4] ETSI TS 101 220: "Smart Cards; ETSI numbering system for telecommunication application
providers'.

[5] ETSI TS 102 221: "Smart Cards; UICC-Terminal interface; Physical and logical characteristics'.

[6] ETSI TS 102 241: "Smart Cards; UICC Application Programming Interface (UICC API) for Java
Card (TM)".

[7] ETSI TS 102 223: "Smart Cards; Card Application Toolkit (CAT)".

[8] I SO/IEC 9646-7: "Information technology - Open Systems I nterconnection - Conformance testing
methodology and framework - Part 7: Implementation Conformance Statements”.

[9] ETSI TS 102 226: "Smart Cards; Remote APDU structure for UICC based applications”.

[10] GlobalPlatform: " Global Platform Card Specification Version 2.2, Amendment C: Contactless
Services' Version 1.1.

[11] Oracle: "Java Card™ Platform Application Programming Interface, 3.0.5 Classic Edition™.

[12] Oracle: "Java Card™ Platform Runtime Environment Specification, 3.0.5 Classic Edition".

[13] Oracle: "Java Card™ Platform Virtual Machine Specification, 3.0.5 Classic Edition".

[14] ETSI TS 102 613: "Smart Cards; UICC - Contactless Front-end (CLF) Interface; Part 1: Physical

and data link layer characteristics'.
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https://www.etsi.org/deliver/etsi_ts/102600_102699/102622/
https://www.etsi.org/deliver/etsi_ts/101200_101299/101220/
https://www.etsi.org/deliver/etsi_ts/102200_102299/102221/
https://www.etsi.org/deliver/etsi_ts/102200_102299/102241/
https://www.etsi.org/deliver/etsi_ts/102200_102299/102223/
https://www.iso.org/advanced-search/x/title/status/P,U,W,D/docNumber/9646/docPartNo/7/docType/0/langCode/ics/currentStage/true/searchAbstract/true/stage/stageDateStart/stageDateEnd/committee/sdg
https://www.etsi.org/deliver/etsi_ts/102200_102299/102226/
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https://www.oracle.com/java/technologies/javacard-downloads.html
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https://www.etsi.org/deliver/etsi_ts/102600_102699/102613/
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[15] Global Platform: "Java Card API and Export File for Card Specification v1.7.1"
(org.globalplatform) v1.5.
[16] Global Platform: "Java Card Contactless APl and Export File for Card Specification v2.2.1"

(org.global platform.contactless) v1.1.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areferenceto a TC SET document, a non specific reference implicitly refers to the latest version
of that document in the same Release as the present document.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

Not applicable.

3 Definition of terms, symbols, abbreviations and
formats

3.1 Terms

For the purposes of the present document, the following terms apply:
applet installation parameters: values for applet installation parametersin the Install(Install) command

Conformance Requirement Reference (CRR): description of the expected HCI API behaviour according to
ETSI TS 102 705 [1]

contactless mode: is used as a generic term for "Card Emulation Mode" and "Reader Mode"
HCP message: message as specified in ETSI TS 102 622 [3]
NOTE: An HCP message can be of type "command”, "event" or "response to a command".
test case: elementary test that checks for compliance with one or more Conformance Requirement References
test procedure: sequence of actions/commands to perform all the test cases defined in atest area

test sourcefile: file containing methods that will load and install test applet in the card, execute and verify the test
results, and restore the Default Initial Conditions on the UICC (when possible)

RF Technology: radio frequency technology supported by the HCI (ETSI TS 102 622 [3]) protocol specification

3.2 Symbols

For the purposes of the present document, the symbols givenin ETSI TS 102 705 [1] apply.
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3.3 Abbreviations
For the purposes of the present document, the following abbreviations apply:
AID Application [ Dentifier
APDU Application Protocol Data Unit
NOTE: According to ISO/IEC 7816-3 [2].
API Application Programming Interface
CAT Card Application Toolkit
CB Chaining Bit
CLF Contactless Front-end
NOTE: Accordingto ETSI TS 102 622 [3].
CRR Conformance Requirements Reference
CRRC Conformance Requirement Reference Context Error
CRRN Conformance Requirement Reference Normal
CRRP Conformance Requirement Reference Parameter Error
CRS Contactless Registry Services
CTR ConTRol
DUT Device Under Test
EVT EVenT
FFS For Further Study
GND GrouND
HCI Host Controller Interface
NOTE: Accordingto ETSI TS 102 622 [3].
HCP Host Controller Protocol
NOTE: Accordingto ETSI TS 102 622 [3].
INS INStruction
ISO International Organisation for Standardisation
JCRE Java Card™ Run-time Environment
RF Radio Frequency
SAA Service Availability and Access possibility for the different services
SDK Software Development Kit
SW Status Word
SWP Single Wire Protocol
TAR Toolkit Application Reference
3.4 Formats
3.4.1 Format of the table of optional features
The columnsin table 4.1 have the following meaning.
Column Meaning
Option The optional feature supported or not by the DUT.
Status See clause 3.4.3.
Support The support columns are to be filled in by the supplier of the implementation. The following common
notations, defined in ISO/IEC 9646-7 [8], are used for the support column in table 4.1.
Yory supported by the implementation.
N orn not supported by the implementation.
N/A, n/a or - no answer required (allowed only if the status is N/A, directly or after evaluation of a
conditional status).
Mnemonic The mnemonic column contains mnemonic identifiers for each item.
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3.4.2 Format of the applicability table

The applicability of every test intable 4.2 a) isformally expressed by the use of Boolean expression defined in the
following clause.

The columnsin table 4.2 a) have the following meaning.

Column Meaning

Clause The "Clause" column identifies the clause containing the test case referenced in the "Test case
number and description" column.

Test case number |The "Test case number and description" column gives a reference to the test case number (along
and description with the corresponding description) detailed in the present document and required to validate the

DUT.
Release The "Release" column gives the Release applicable and onwards, for the corresponding test case.
Execution The usage of the "Execution requirements"” column is described in clause 4.4.
requirements
Rel-x UICC For a given Release, the corresponding "Rel-x UICC" column lists the tests required for a DUT to be
declared compliant to this Release.
Support The "Support” column is blank in the proforma, and is to be completed by the manufacturer in

respect of each particular requirement to indicate the choices, which have been made in the
implementation.

3.4.3 Status and Notations

The "Rel-x" columns show the status of the entries as follows:

The following notations, defined in I SO/IEC 9646-7 [8], are used for the status column:

M mandatory - the capahility is required to be supported.

@) optiona - the capability may be supported or not.

N/A not applicable - in the given context, it isimpossible to use the capability.

X prohibited (excluded) - there is arequirement not to use this capability in the given context.

Q. qualified optional - for mutually exclusive or selectable options from a set. "i" is an integer which

identifies an unique group of related optional items and the logic of their selection which is
defined immediately following the table.

Ci conditional - the requirement on the capability ("M", "O", "X" or "N/A") depends on the support
of other optional or conditional items. "i" is an integer identifying an unique conditional status
expression which is defined immediately following the table. For nested conditional expressions,
the syntax "IF ... THEN (IF ... THEN ... ELSE...) ELSE ..." isto be used to avoid ambiguities.

References to items

For each possible item answer (answer in the support column) there exists a unique reference, used, for example, in the
conditional expressions. It is defined as the table identifier, followed by a solidus character "/*, followed by the item
number in the table. If there is more than one support column in atable, the columns are to be discriminated by letters
(a b, etc.), respectively.

EXAMPLE: 4.1/4 isthe reference to the answer of item 4 in table 4.1.

The ID (identifier) of atest case consists of a main identifier and optionally a sub-identifier; for example, 2-1 and 3. A
sub-identifier is used when there are multiple test cases with this same main identifier; otherwise, no sub-identifier is
used. Reference to a main identifier when the relevant test cases also have sub-identifier are assumed to reference al of
the test cases with that main identifier.
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4 Applicability

4.1 Table of optional features

The device supplier shall state the support of possible optionsin table 4.1. See clause 3.4 for the format of table 4.1.

Table 4.1: Options

Mnemonic
O CE TYPE A

O CE TYPE B

O CE TYPE B PRIME
O CE TYPE F
O R
OR
O M

Iltem Option
1 [Card emulation, Type A
Card emulation, Type B
Card emulation, Type B'
Card emulation, Type F
Reader Mode, Type A
Reader Mode, Type B
HCP message size greater than supported buffer size

Status |Support

M TYPE A
M TYPE B
SG GT BUF

NEIGIEN SN
Oo[o|o|o|0|0|0

4.2 Applicability table

Table 4.2 &) specifies the applicability of each test case to the device under test. See clause 3.4 for the format of
table 4.2 a).

Clause 4.4 should be referenced for usage of the execution regquirements which are referenced in table 4.2 a) and

described in table 4.2 c).

Table 4.2 a): Applicability of tests

Clause Test case number and description Release Execution Rel-9 Rel-10 Support
requirements UICC UICC
6.1.11 Method getHClIService (ID2, ID4) Rel-9 SAAl M M
6.1.1.1 Method getHCIService (ID1-1) Rel-9 SAAl M M
6.1.11 Method getHCIService (ID1-2) Rel-9 SAA2, M M
SAA1
6.1.1.1 Method getHClIService (ID1-3) Rel-9 SAA3 M M
6.1.11 Method getHCIService (ID3-1) Rel-9 SAAG N/A M
6.1.11 Method getHCIService (ID3-2) Rel-9 SAAL, N/A M
SAA7
6.1.1.1 Method getHCIService (ID3-3) Rel-9 SAA8 N/A M
6.1.1.1 Method getHCIService (ID5-1) Rel-9 SAA4, M M
SAA1l
6.1.1.1 Method getHCIService (ID5-2) Rel-9 SAA3, M M
SAA5
6.1.1.2 Method getPowerMode Rel-9 SAAl M M
6.1.1.3 Method isHCIServiceAvailable (ID1-1) Rel-9 SAAl M M
6.1.1.3 Method isHCIServiceAvailable (ID1-2) Rel-9 SAA2, M M
SAA1
6.1.1.3 Method isHCIServiceAvailable (ID1-3) Rel-9 SAA3 M M
6.1.1.3 Method isHCIServiceAvailable (ID2) Rel-9 M M
6.1.1.3 Method isHCIServiceAvailable (ID3-1) Rel-9 SAA1, SAA7 M M
6.1.1.3 Method isHCIServiceAvailable (ID3-2) Rel-9 SAAS8 M M
6.1.1.3 Method isHCIServiceAvailable (ID4-1) Rel-9 SAA1L, SAA4 M M
6.1.1.3 Method isHCIServiceAvailable (ID4-2) Rel-9 SAA3, SAA5 M M
6.1.1.3 Method isHCIServiceAvailable (ID5-1) Rel-9 SAA10 M M
6.1.1.3 Method isHCIServiceAvailable (ID5-2) Rel-9 SAA11 M M
6.1.2.1 Method register (ID1-1, ID3-1, ID4) Rel-9 SAAl M M
6.1.2.1 Method register (ID1-2, ID2, ID3-2) Rel-9 SAA1, M M
SAA2
6.1.2.1 Method register (ID1-3, ID3-3) Rel-9 SAA3 M M
6.1.2.2 Method deregister (ID1-1, ID1-3) Rel-9 SAAl M M
6.1.2.2 Method deregister (ID1-2, ID2) Rel-9 SAAL, M M
SAA2
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Clause Test case number and description Release Execution Rel-9 Rel-10 Support
requirements UICC UICC
6.1.2.3 |Method activateEvent (ID1, ID4, ID6, ID7, ID8, ID9, Rel-9 SAA1l M M
ID10)
6.1.2.3 Method activateEvent (ID2) Rel-9 SAA3 M M
6.1.2.3 Method activateEvent (ID3) Rel-9 SAAL, M M
SAA2
6.1.2.3 Method activateEvent (ID5-1) Rel-9 SAA10, M M
SAA3
6.1.2.3 Method activateEvent (ID5-2) Rel-9 SAAllL, M M
SAA3
6.1.24 Method deactivateEvent (ID1, ID4, ID5) Rel-9 SAAl M M
6.1.2.4  |Method deactivateEvent (ID2) Rel-9 SAA3 M M
6.1.2.4 Method deactivateEvent (ID7) Rel-9 SAA3, M M
SAA1l
6.1.24 Method deactivateEvent (ID3, ID6) Rel-9 SAAL, M M
SAA2
6.1.2.5 Method requestCallbackNotification Rel-9 SAAl1 M M
6.1.2.6  |Method getEventNotificationStatus(ID1, ID2, ID5-1) Rel-9 SAAl M M
6.1.2.6 Method getEventNotificationStatus(ID3,1D4, 1D5-2) Rel-9 SAA3 M M
6.1.2.6 Method getEventNotificationStatus(ID5-3, 1D6, ID7) Rel-9 SAA2, M M
SAA1
6.1.3.1 Method isHeading Rel-9 SAAl M M
6.1.3.2 Method isComplete Rel-9 SAAl M M
6.1.3.3 Method getType (ID1) Rel-9 SAAl M M
6.1.3.3 Method getType (ID2) Rel-9 SAA2, M M
SAA1
6.1.34 Method getlnstruction Rel-9 SAAl M M
6.1.3.6  |Method getReceiveLength Rel-9 SAAl M M
6.1.3.7 Method getReceiveBuffer Rel-9 SAAl M M
6.1.4.1 Method throwlt Rel-9 SAA1 M M
6.1.5.1 Method onCallback (ID1, ID2) Rel-9 SAAl M M
6.1.5.1 |Method onCallback (ID4) Rel-9 SAA1 C002 C002
6.1.5.1 Method onCallback (ID5) Rel-9 SAAl Ccoo1 Ccoo1
6.2.1.1.1 |Method prepareAndSendGetParameterCommand Rel-9 SAAl Ccoo1 Ccoo1
(ID1)
6.2.1.1.1 |Method prepareAndSendGetParameterCommand Rel-9 SAAl Co002 Co002
(ID2)
6.2.1.1.1 |Method prepareAndSendGetParameterCommand Rel-9 SAAl coo1 coo1
(ID3-1) coo7 coo7
6.2.1.1.1 |Method prepareAndSendGetParameterCommand Rel-9 SAAl C002 C002
(ID3-2) coo7 Ccoo7
6.2.1.1.2 |Method prepareAndSendSendDataEvent (ID1) Rel-9 SAAl C001 C001
6.2.1.1.2 |Method prepareAndSendSendDataEvent (ID2) Rel-9 SAAl C002 C002
6.2.1.1.2 |Method prepareAndSendSendDataEvent (ID4, ID5) Rel-9 SAAl M M
6.2.1.1.2 |Method prepareAndSendSendDataEvent (ID3) Rel-9 SAAl Ccoo7 Ccoo7
6.2.1.1.3 |Method selectingMessage Rel-9 SAAl M M
6.2.1.2.1 |Method getCardRFType (ID1) Rel-9 SAAl C001 C001
6.2.1.2.1 |Method getCardRFType (ID2) Rel-9 SAAl C002 C002
6.2.1.2.1 |Method getCardRFType (ID4) Rel-9 SAAl C003 C003
6.2.1.2.1 |Method getCardRFType (ID3) Rel-9 SAAl C004 C004
6.2.1.3.1 |Method onCallback (ID1,ID2, ID3, ID7-2) Rel-9 SAAl Cco01 Cco01
6.2.1.3.1 |Method onCallback (ID4, ID5, ID6, ID7-3) Rel-9 SAA1 C002 C002
6.2.1.3.1 |Method onCallback (ID7-1, ID7-4) Rel-9 SAA1 M M
6.2.2.1.1 |Method prepareAndSendConnectivityEvent (ID1, Rel-9 SAA2, M M
ID3, 1D4, ID5) SAA1
6.2.2.1.1 |Method prepareAndSendConnectivityEvent (ID2-2) Rel-9 SAA2, M M
SAAll
6.2.2.1.1 |Method prepareAndSendConnectivityEvent (ID6) Rel-9 SAA2, M M
SAAL,
SAA9
6.2.2.1.1 |Method prepareAndSendConnectivityEvent (ID7) Rel-9 SAA2, M M
SAA3
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Clause Test case number and description Release Execution Rel-9 Rel-10 Support
requirements UICC UICC
6.2.2.1.2 |Method prepareAndSendTransactionEvent Rel-9 SAA1, M M
byte[] aid, short aidOffset, short aidLen, SAA2
byte[] parameters, short parametersOffset,
short parametersLen) (ID1, ID3, ID4)
6.2.2.1.2 |Method prepareAndSendTransactionEvent Rel-9 SAA2, M M
byte[] aid, short aidOffset, short aidLen, SAA11l
byte[] parameters, short parametersOffset,
short parametersLen) (ID2-2)
6.2.2.1.2 |Method prepareAndSendTransactionEvent Rel-9 SAA2, M M
byte[] aid, short aidOffset, short aidLen, SAA3
byte[] parameters, short parametersOffset,
short parametersLen) (ID6)
6.2.2.1.3 |Method prepareAndSendTransactionEvent Rel-9 SAA2, M M
(byte[] parameters, short parametersOffset, SAAl
short parametersLen) (ID1, ID4)
6.2.2.1.3 |Method prepareAndSendTransactionEvent Rel-9 SAA2 M M
(byte[] parameters, short parametersOffset,
short parametersLen) (ID3)
6.2.2.1.3 |Method prepareAndSendTransactionEvent Rel-9 SAA2, M M
(byte[] parameters, short parametersOffset, SAA11
short parametersLen) (ID2-2)
6.2.2.1.3 |Method prepareAndSendTransactionEvent Rel-9 SAA2, M M
(byte[] parameters, short parametersOffset, SAA3
short parametersLen) (ID5)
6.2.3.1.1 |Method restartReaderModeProcedure (ID1) Rel-9 SAA3 C005 C005
6.2.3.1.1 |Method restartReaderModeProcedure (ID2) Rel-9 SAA3 C006 C006
6.2.3.1.1 |Method restartReaderModeProcedure (ID3, ID4) Rel-9 SAA3 M M
6.2.3.1.1 |Method restartReaderModeProcedure (ID5-2) Rel-9 SAA3, M M
SAAll
6.2.3.1.2 |Method prepareAndSendWriteXchgDataCommand Rel-9 SAA3 C005 C005
(ID1)
6.2.3.1.2 |Method prepareAndSendWriteXchgDataCommand Rel-9 SAA3 C006 C006
(ID2)
6.2.3.1.2 |Method prepareAndSendWriteXchgDataCommand Rel-9 SAA3 M M
(ID4, ID5, 1D6, ID7)
6.2.3.1.2 |Method prepareAndSendWriteXchgDataCommand Rel-9 SAA3, M M
(ID3-2) SAA11
6.2.3.1.3 |Method prepareAndSendGetParameterCommand Rel-9 SAA3 C005 C005
(ID1)
6.2.3.1.3 |Method prepareAndSendGetParameterCommand Rel-9 SAA3 C006 C006
(ID2)
6.2.3.1.3 [Method prepareAndSendGetParameterCommand Rel-9 SAA3, M M
(ID3-2) SAA11
6.2.3.1.3 |Method prepareAndSendGetParameterCommand Rel-9 SAA3 M M
(ID5)
6.2.3.2.1 |Method onCallback (ID1, ID2, ID4) Rel-9 SAA3 CO005 CO005
6.2.3.2.1 |Method onCallback (ID5, 1D6, 1D8) Rel-9 SAA3 C006 C006

Table 4.2 b): Conditional items referenced by table 4.2 a)

Conditional item Description

Co001 IF O_CE_TYPE_A THEN M ELSE N/A

Cco002 IFO _CE_TYPE B THEN M ELSE N/A

Cco003 IFO_CE_TYPE_ B PRIME THEN M ELSE N/A
C004 IF O_CE_TYPE_F THEN M ELSE N/A

C005 IFO_RM_TYPE_A THEN M ELSE N/A

C006 IF O_RM_TYPE_B THEN M ELSE N/A

coo7 IFO_MSG_GT BUF THEN M ELSE N/A
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Table 4.2 c): Execution requirements referenced by table 4.2 a)

Execution Description
requirement
SAAl Card emulation service is available
SAA2 Connectivity service is available
SAA3 Reader Mode service is available
SAA4 Access not allowed for Applet for Card Emulation service
SAA5 Access not allowed for Applet for Reader service
SAA6 Card emulation service is not available
SAA7 Connectivity service is not available
SAA8 Reader Mode service not available
SAA9 Proactive functionality in ETSI TS 102 241 [6] is supported
SAA10 Toolkit application is available and registered to the ENVELOPE (EVENT DOWNLOAD - Contactless
state request) and allowed to switch on/off HCI interface
SAAll No CRS on the card and test applet acting like CRS can be loaded
4.3 Information provided by the device supplier

The device supplier shall provide the information indicated in table 4.3.

Table 4.3: Information provided by device suppliers

Item Description Value | Mnemonic
1 |Presence of an application associated to an contactless applet that can be launched in AID,
the terminal host using EVT_TRANSACTION Parameters
2 |Supported received message buffer size

4.4 Execution requirements

Table 4.2 a) specifies execution requirement (SAAN) for several test cases, to define the service availability and access
possibility for the different services. For these test cases, the availability of the different services shall be guaranteed in
order to execute the corresponding test procedure against the DUT. In case of absence of a particular (SAAN), the
corresponding test case should not be carried out.
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5 Test environment

5.0 Introduction

This clause specifies requirements that shall be met and the testing rules that shall be followed during the test
procedure.

5.1 Test environment description

The general architecture for the test environment is:

| Scope of the Test Suite. |

| Elements of the Test Suite |

Implementation Under Test (IUT)
I I I I
Test preparation Test preparation
prep tools Apps relateg gardl . Reader Test
e SRS App Mode Mode Applets
Test HCI API N other CREL App Applets
applet N interfaces Applets
PP N Converter
A
Applet ".cap” \
\4 Java Card" CRS API uicc.hci.framework uice.hci.service
Applet k package ackage
Instalation Loader package packages
parameter — - :
Java Card”  Runtime Environment L Registry Contactless
i Framework
Terminal
Test Procedure simulation
exchange
HCI cmd/event
" HCI (TS 102 622)
HCI cmd/ 1+
response = HCI (TS 102 622) |
SWP (TS 102 613 b
( ) P SWP (TS 102 613) |

Figure 5.1

5.2 Tests format

521 Test area reference

5.2.1.0 General
Each test areais referenced as follows:
For HCI Framework and HCI services Testing: 'Api_[ package name]_[class name]_[ method name]’ where
. package name:
- uicc.hci.framework: '1".

- uicc.hci.services. '2'.
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e  classname:
- yyy: 3 letters for each class/interface.
" See annex A for full classes/interfaces acronyms list.
J method name;
- zzz[input parameters):

L] See annex A for full methods name acronyms list.

5.21.1 Conformance requirements

The conformance requirements are expressed in the following way:
. Method prototype aslisted in ETSI TS 102 705 [1].
J Normal execution:

- Contains normal execution and correct parameters limit val ues, each referenced as a Conformance
Reguirement Reference Normal (CRRN).

. Parameters error:

- Contains parameter errors and incorrect parameter limit values, each referenced as a Conformance
Requirement Reference Parameter Error (CRRP).

° Context error:

- Contains errors due to the context the method is used in, each referenced as a Conformance Requirement
Reference Context Error (CRRC).

521.2 Test suite files

Each test suite files contains a table to indicate the correspondence between the applet names and the different test
cases.

Applet Name Test case ID
[Test Area Reference] [Test applet number].java Test case

The test applets and the related Cap Files use the following naming convention:
. Test Applet:  [Test Area Reference] [Test applet number].java
. Cap File: [Test Area Reference].cap
The applet numbers start from '1".
The Cap File format is described in Java Card™ Virtual Machine Specification [13].

All files from the same test area are located in the same subfolder.

521.3 Initial conditions

In addition to the general precondtions defined in clause 5.3, this clause defines the initial conditions prior to the
execution of each test case; i.e. for each ID.
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5.2.1.4 Test procedure
Each test procedure contains a table to indicate the expected responses form the APl and APDU as follows.
Test Case
Id| HCI commands API Description | API Expectation HCI Response CRR
Commands senton |Test Case detailed |API expected Expected behaviour at |Conformance
HClI interface description behaviour APDU/HCI level Requirements Reference

The ID of atest case consists of the identifier in the ID column and (if present) the sub-identifier in the HCI commands
column. Examples of valid IDsare 2-1 and 3.

5.3 Initial conditions

Unless otherwise specified, test cases shall be executed in full power mode only.

The Initial Conditions are a set of general prerequisites for the UICC prior to the execution of testing. For each test
procedure described in the present document, the following rules apply to the Initial Conditions:

. unless otherwise stated, before installing the applet(s) relevant to the current test procedure, all packages
specific to other test procedures shall not be present.

Prior to any test:

o For test cases run in full power mode, the test environment shall have the UICC powered on and performed the
session initialization and RF registries updates as described in ETSI TS 102 622 [3].

. For test casesrun in low power mode, the test environment shall power on the UICC, activate the SWP
interface, perform the session initialization and RF registries updates as described in ETSI TS 102 622 [3],
power down the UICC and power it up again in low power mode.

e  Thetest can be executed once the HCI interfaceisidle; i.e. no further communication is expected.

54 Package name

Java packages integrating this Test Suite shall follow this naming convention:

uicc.hci.test.framework.[Test Area Reference]: Java Card packages containing Test Area References for the
ETSI TS 102 705 [1] uicc.hci.framework package.

uicc.hci.test.services.cardemulation.[Test Area Reference]: Java Card packages containing Test Area References for
the ETSI TS 102 705 [1] uicc.hci.services.cardemul ation package.

uicc.hci.test.services.connectivity.[Test Area Reference]: Java Card packages containing Test Area References for
the ETSI TS 102 705 [1] uicc.hci.services.connectivity package.

uicc.hci.test.services.reader mode. [ Test Area Reference]: Java Card packages containing Test Area References for
the ETSI TS 102 705 [1] uicc.hci.services.readermode package.

where the Test Area Reference is written in lower case.

EXAMPLE: The package ../uicc.hci.test.framework.[ Test Area Reference] creates the following directory
structure ../uicc/hci/test/framewor k/[ Test Area Reference] /Api_1 ..._[1..n] .*, where
‘Api_1 ... [1..n].*" are the different test applets Java source files used in [ Test Area Reference] .
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5.5 AID coding

The AID coding for the Test Packages, Applet classes and Applets shall be as specified in ETSI TS 101 220 [4]. In
addition, the following TAR and Application Provider specific data values are defined for use within the present
document:

AID coding
Bytel | [ Byte12 [ Byte13 | Byte 14 | Byte 15 | Byte 16 |

Application Provider specific data

TAR

Specified in ETSI TS 101 220 [4]

TAR coding (3 bytes/ 24 bits):

[b1] [balbs] [b8]bo] —Tob6[ [ [ [b17] _ [b24]
| | Applet class/instance number

Package number
Core package identifier
Test Part Identifier

Applet instance number, Applet Class number, Package number:
. For package AID, package number shall start from 0 and class and instance numbers shall be O.

. For class AID, package number is the number of the class package, class number shall start from 1 and
instance shall be 0.

. For instance AlID, package and class number are the number of class and package of which instance belongs,
and instance number shall start from 1.

Test Part and Core Package Identifier
. 0000 0000 reserved (as TAR="'00.00.00" is reserved for Issuer Security Domain).
e 00100001 uicc.hci.test.framework.
J 0010 0100 uicc.hci.test.services.
e 00100101 uicc.hci.test.services.cardemulation.
. 0010 0110 uicc.hci.test.services.connectivity.
J 0010 0111 uicc.hci.test.services.readermode.
Application Provider specific data (1 byte):
. '00' for Package.
e 'Ol for Applet class.
. '02' for Applet Instance.
EXAMPLE: Annex B.
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5.6 Test equipment

5.6.0 Introduction

These clauses recommend a minimum specification for each of the items of test equipment referenced in the tests.

56.1 Test tool

Thistest tool shall meet the following requirements:

. be able to send and receive commands using the underlying HCI resources (e.g. gates and pipes) defined by
the HCI protocol as specified in ETSI TS 102 622 [3];

. be able to send and receive the commands correctly on the lower layer; i.e ETSI TS 102 613 [14];
e theresult of I/O commands shall be presented at the application layer;
. be able to provide results of the tests;

e  shal send and/or compare all data specified in test file.

5.6.2  Java Software Development Kit

Java Card™ software development kit (SDK) version supported by Java Card 3.0.1 specifications ([11], [12] and [13])
is1.5.

6 Test cases

6.1 Package uicc.hci.framework

6.1.1 Class HCIDevice

6.1.1.1 Method getHCIService

6.1.1.1.0 Text Area Reference

Test Area Reference: Api_1 Hdv_Gsr.
6.1.1.1.1 Conformance requirements

6.1.1.1.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

public static HCl Service getHC Service(short servicel D)
throws HCl Excepti on,
javacard. f ramewor k. Syst enExcepti on

6.1.1.1.1.1 Normal execution

e  CRRNLI: used to retrieve instances that implement one of HCI Service subinterfaces defined in the present
document.

. CRRN2: returns reference to the permanent JCRE entry point object of the HCI Service.

. CRRNS: returns null if not yet registered.
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6.1.1.1.1.2 Parameter errors

. CRRPL1: javacard.framework.SystemException is thrown with the reason code ILLEGAL_VALUE if the
servicel D does not match with the predefined val ues.

6.1.1.1.1.3 Context errors

. CRRC1: HCIException thrown with reason HCI_ACCESS _NOT_GRANTED if access to the indicated
serviceis not permitted for the Applet.

. CRRC2: HCIException isthrown with reason HCI_SERVICE_NOT_AVAILABLE if the requested service
typeisnot available.

NOTE: CRRC2isnot tested in the current version of the present document. It is expected to be tested in future
releases of the present document.

6.1.1.1.2 Test suite files

Applet Name Test case ID
Api_1 Hdv_Gsr_1.java
Api_1_Hdv_Gsr_2.java
Api_1_Hdv_Gsr_1.java
Api_1 Hdv_Gsr_1.java
Api_1 Hdv_Gsr_1.java

QR |WIN|F-

6.1.1.1.3 Initial conditions
. EVT_FIELD_ON has been sent on HCI interface.
. EVT _CARD_ACTIVATED has been sent on HCI interface.

e  According applet has been successfully installed and selected using HCI Interface.

ETSI



Release 10 24 ETSI TS 103 115 V10.0.0 (2024-06)
6.1.1.1.4 Test procedure
Test case
ID | HCICommand | API Description | API Expectation |  HCIResponse [CRR
1 Select supported and registered service
1- get HCl Ser vi ce() No exception shall be thrown |[EVT_SEND_DATA N1,
EVT_SEND_DATA [servicelD = (SW -'90 00" N2
(INS = '01) CARD_EMULATI ON_SERVI CE_I D
2 - get HCI Ser vi ce() No exception shall be thrown [EVT_SEND_DATA N1,
EVT_SEND_DATA |[servicelD = (SW - '90 00") N2
(INS = '02)) CONNECTI VI TY_SERVI CE_I D
3 - Send command |get HCl Ser vi ce() No exception shall be thrown [SW - '90 00' N1,
on ISO interface to |ServicelD = N2
select applet; the READER_SERVI CE_I D
initial conditions in
clause 6.1.1.1.3
not applicable here
- send APDU
(INS ='03")
2 Applet not registered
EVT_SEND_DATA [Applet.register() has not [Return: Null EVT_SEND_DATA N3
(INS ='01") yet been invoked. (SW -'90 00")
get HCl Servi ce()
servicel D =
CARD_EMULATI ON_SERVI CE_I D
3 Select not availabile service
1 - Send command |get HCl Ser vi ce() Shall throw SW -'90 01' C2
on ISO interface to |ServicelD = _ uicc.hci.framework.HCIExcept
select applet; the ~ |Car dEmul ationService ion with error code
initial conditions in HCI_SERVICE_NOT_AVAILA
clause 6.1.1.1.3 BLE
not applicable here
- send APDU
(INS ='01")
2- get HCI Ser vi ce() Shall throw EVT_SEND_DATA c2
EVT_SEND_DATA [servicelD = _ uicc.hci.framework.HCIExcept |(SW -'90 01')
(INS ='02Y) ConnectivityService ion with error code
HCI_SERVICE_NOT_AVAILA
BLE
3 - Send command |get HOl Ser vi ce() _ Shall throw SW -'90 01' c2
on ISO interface to |Servicel D = ReaderService |yjcc.hci.framework.HCIExcept
select applet; the ion with error code
initial conditions in HCI_SERVICE_NOT_AVAILA
clause 6.1.1.1.3 BLE
not applicable here
- send APDU
(INS ='03)
4 Select undefined service
EVT_SEND_DATA [get HCI Ser vi ce() Shall throw EVT_SEND_DATA P1
(INS ='04) servicelD = -1 javacard.framework.SystemE  |(SW - '90 00")
xception with error code
ILLEGAL_VALUE
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Test case
ID | HCICommand | API Description | API Expectation |  HCIResponse [CRR
5 Access not granted
1 - Send command |get HCl Ser vi ce() Shall throw SW -'90 02' C1
on ISO interface to |Sevicel D = _ uicc.hci.framework.HCIExcept
select applet; the ~ |CardEmul ationService ion with error code
initial conditions in HCI_ACCESS_NOT_GRANT
clause 6.1.1.1.3 ED
not applicable here
- send APDU
(INS = '01)
2 - Send command |get HCl Ser vi ce() Shall throw SW -'90 02' C1

on ISO interface to
select applet; the
initial conditions in
clause 6.1.1.1.3
not applicable here
- send APDU
(INS='03")

servicelD =
Reader Servi ce

ion with error code

ED

uicc.hci.framework.HCIExcept

HCI_ACCESS_NOT_GRANT

6.1.1.2

6.1.1.2.0

Method getPowerMode

Text Area Reference

Test Area Reference: Api_1 Hdv_Gpm.

6.1.1.2.1

6.1.1.2.1.0

The method with the following header shall be compliant to its definition in the API.

Conformance requirements

API definition

public static byte getPowerMde()

6.1.1.21.1

Normal execution

. CRRNZ1: returns the current power mode of the UICC as defined in ETS| TS 102 613 [14].

. CRRN2: returns -1 if the power mode cannot be retrieved.

. CRRNS3: Applets communicating through the process() method shall also be able to use the API services

defined in ETSI TS 102 705 [1] which do not require a CardEmulationListener registration (e.g. requesting the
power mode or connectivity service).

NOTE:

6.1.1.2.1.2

° None.

6.1.1.2.1.3

. None.

6.1.1.2.2

Parameter errors

Context errors

Test suite files

Development of test cases for CRRN2 is FFS.

Applet Name Test case ID
Api_1 Hdv_Gpm_1.java 1
Api_1_Hdv_Gpm_1.java 2
Api_1_Hdv_Gpm_1.java 3
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6.1.1.2.3 Initial conditions

. The UICC is not powered up.

6.1.1.2.4 Test procedure
Test case
ID HCI Command | APl Description | API Expectation |  HClIResponse [CRR
1 Verify power mode
- Activate the UICC in full power get Power Mode()  return = EVT_SEND_DATA N1,
mode. FULL_POWER_MODE  |(SW - '90 03 N3
- EVT_FIELD_ON
- EVT_CARD_ACTIVATED
- EVT_SEND_DATA (select applet)
- EVT_SEND_DATA(INS='05")
2 Verify power mode
Activate the UICC in low power get Power Mode()  return = EVT_SEND_DATA N1,
mode. LOW_POWER_MODE  |(SW - '90 04') N3
- EVT_FIELD_ON
- EVT_CARD_ACTIVATED
- EVT_SEND_DATA (select applet)
- EVT_SEND_DATA(INS='05")
3 ISO interface is activated, SWP interface is not activated
Send command on ISO interface to  |get Power Mode()  |return = - SW -'90 00' N1
select applet. FULL_POWER_MODE  [SW -'90 03' N3
- send APDU (INS='01")
- send APDU (INS='05"
6.1.1.3 Method isHCIServiceAvailable
6.1.1.3.0 Text Area Reference
Test Area Reference: Api_1 Hdv_Isa
6.1.1.3.1 Conformance requirements

6.1.1.3.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

public static byte isHC ServiceAvail abl e(short servicel D)

6.1.1.3.1.1 Normal execution

. CRRNZ1: this method is used to retrieve information about the availability of a HCI Service more related to user

interface.

. CRRN2: this method returns (byte)Ox00 if the service is available and can be used, otherwise bit values set to:

- bit O set: interface not supported by terminal;
- bit 1 set: service not supported by terminal;
- bit 2 set: access not allowed for Applet;

- bit 3 set: HCI interface currently disabled in UICC.

6.1.1.3.1.2 Parameter errors

° None.
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. None.

6.1.1.3.2

6.1.1.3.3
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Applet Name Test case ID
Api_1 Hdv_Isa 1.java 1
Api_1_Hdv_lsa_1.java 2
Api_1_Hdv_lsa_1.java 3
Api_1_Hdv_lsa_1.java 4
Api_1 Hdv_Isa 2.java 5-1
Api_1 Hdv_Isa 3.java 5-2

Initial conditions

. EVT_FIELD_ON has been sent on HCI interface.

. EVT_CARD_ACTIVATED has been sent on HCI interface.

e  According applet has been successfully installed and selected using HCI interface.

6.1.1.3.4 Test procedure
Test Case
ID| HCIAPDU Command | API Description | APIExpectation | HCI/APDU Response |CRR
1 Retrieve information of an available service
1-EVT_SEND_DATA i SHCI Ser vi ceAvai | abl e() 0x00 EVT_SEND_DATA N1,
(INS ='086" servicelD = (SW -'90 00", data byte N2
CARD_EMULATI ON_SERVI CE_| D set o '00")
2 - EVT_SEND_DATA i sHCl Servi ceAvai | abl e() 0x00 EVT_SEND_DATA N1,
(INS ='07) servicelD = (SW -'90 00", data byte N2
CONNECTI VI TY_SERVI CE_I D set 0 '00")
3 - Send command on ISO  |i sHCI Servi ceAvai | abl e() 0x00 SW -'90 00', data byte N1,
interface to select applet; ~ [SérvicelD = set to ‘00" N2
the initial conditions in READER_SERVI CE_I D
clause 6.1.3.1.3 not
applicable here
- send APDU INS="08'
2 |Interface not supported by terminal
Precondition: SWP i sHQ Ser vi ceAvai | abl e() bit 0 set - SW - '90 00 N2
interface not supported; the - SW -'90 00!, bit 0 set in
initial conditions in the data byte
clause 6.1.1.3.1.3 not
applicable here, and C6
should be connected to
GND:
Sending command on ISO
interface:
- select applet
- send APDU (INS = '06")
3 |[Service not supported by terminal and UICC
1 - Precondition: disable i sHCI Ser vi ceAvai | abl e() bit 1 set or any other |[EVT_SEND_DATA N2
Connectivity service servicelD = value different from  |(SW - '90 00, bit 1 or any
support in terminal; i.e. GONNECTI VI TY_SERVI CE_I D 0x00 other bit set in the data
connectivity gate is not byte)
available in terminal pipe
creation is not possible and
the
terminal shall indicate in
TERMINAL PROFILE
HCI Connectivity is not
supported.
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Test Case

HCI/APDU Command

API Description

API Expectation

HCI/APDU Response

CRR

~EVT_SEND_DATA
(INS = '07))

2 - Precondition: disable
Reader service support in
terminal; i.e. reader RF
gates are not available in
terminal

Send command on ISO
interface to select applet;
the initial conditions in
clause 6.1.1.1.3 not
applicable here

- send APDU (INS='08")

i sHCI Servi ceAvai | abl e()
servicelD =
READER_SERVI CE_| D

bit 1 set or any other
value different from
0x00

SW -'90 00, bit 1 or any
other bit set in the data
byte

N2

Access not allowed for App

let

1 - Send command on ISO
interface to select applet;
the initial conditions in
clause 6.1.1.1.3 not
applicable here

- send APDU (INS = '06")

i sHCl Servi ceAvai | abl e()
servicelD =
CARD_EMULATI ON_SERVI CE_I D

bit 2 set

SW -'90 00', bit 2 set in
the data byte

N2

2 - Send command on ISO
interface to select applet;
the initial conditions in
clause 6.1.1.1.3 not
applicable here

- send APDU (INS ='08"

i sHCI Servi ceAvai | abl e()
servicelD =
READER_SERVI CE | D

bit 2 set

SW -'90 00', bit 2 set in
the data byte

N2

HCl interface currently disa

bled in UICC

1 - Precondition: The
terminal shall indicate the
support of class r by setting
the 26th byte, 'b2' and the
31st byte, 'b1" in the
terminal profile and disable
the contactless functionality
in the UICC as defined in
ETSI TS 102 223 [7].

The initial conditions in
clause 6.1.1.3.3 are not
applicable here.

Send on ISO interface the
following commands:

- Send APDU to select the
applet.

- Send APDU (INS ='06")

i sHCI Servi ceAvai | abl e()
servicelD =
CARD_EMULATI ON_SERVI CE_I D

bit 3 set

SW -'90 00', bit 3 set in
the data byte

N2

2 - Precondition: The
contactless interface is
disabled in the UICC as
defined in Global Platform
Amendment C.

The initial conditions in
clause 6.1.1.3.3 are not
applicable here.

Send on ISO interface send
the following commands:

- Send APDU to select the
applet.

- Send APDU (INS ='06")

- Postcondition:

The contactless interface is
enabled again in the UICC
as defined in Global
Platform Amendment C.

set Comruni cati onl nterface()
APl method of d obal

Pl atf orm Amrendnent Cis
used to disabl e HC
interface

i sHCl Servi ceAvai | abl e()
servicel D =
CARD_EMULATI ON_SERVI CE_I D

set Commruni cati onl nterface()
APl nethod of @ obal

Pl atf orm Amendment C is
used to enabl e agai n HC
interface

bit 3 set

SW -'90 00', bit 3 set in
the data byte

N2
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6.1.2 Interface HCIService

6.1.2.1 Method register

6.1.2.1.0 Text Area Reference

Test Area Reference: Api_1 Hsr Reg.
6.1.2.1.1 Conformance requirements

6.1.2.1.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

voi d register(HCl Li stener |istener)
throws HCl Exception

6.1.2.1.1.1 Normal execution
e  CRRNLI: registers a Listener object to the Service instance.
. CRRN2: acertain listener type can only be registered to the same service type.

e  CRRNS3: The Registration of Listener Interfaces and activation of events shall be persistent.

6.1.2.1.1.2 Parameter errors

. CRRP1: throws HCIException in case the listener Object registered to the service is not implementing the
corresponding interface of the HCI Service instance with error code:

- HCIException.HCI_WRONG_LISTENER TYPE.

6.1.2.1.1.3 Context errors

. CRRC1.: throws HCIException with error code HCI_LISTENER_ALREADY_REGISTERED in case a
listener Object of the same type has already been registered.

6.1.2.1.2 Test suite files
Applet Name Test case ID

Api_1 Hsr Reg 1.java 1-1
Api_1 Hsr_Reg 3.java 1-2
Api_1 Hsr_Reg 5.java 1-3
Api_1 Hsr Reg 1.java 2
Api_1 Hsr Reg 2.java 3-1
Api_1 Hsr Reg 4.java 3-2
Api_1 Hsr_Reg 6.java 3-3
Api_1 Hsr Reg_1.java 4

6.1.2.1.3 Initial conditions

. EVT_FIELD_ON has been sent on HCI interface.
. EVT_CARD_ACTIVATED has been sent on HCI interface.

e According applet has been successfully installed and selected using HCI interface.
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6.1.2.1.4 Test procedure
Test case
ID HCI Command Description | API Expectation | HClResponse [CRR
1 Register Listener to a service
1- register() No exception shall be thrown EVT_SEND_DATA |[N1
EVT_SEND_DATA [Service = _ (SW - '90 00")
(INS ='09) Car dEnul at i onServi ce
Li stener =
Car dEnul ati onLi st ener
2- register() No exception shall be thrown EVT_SEND_DATA |[N1
EVT_SEND_DATA |Service = _ (SW - '90 00")
(INS = '09)) Gonnecti vityService
Li stener =
ConnectivityLi st ener
3 -Send command |register() No exception shall be thrown SW -'90 00' N1
on I1SO interface to Servi ce = Reader Service
select applet; the Li stener = ReaderLi stener
initial conditions in
clause 6.1.2.1.3 not
applicable here
- send APDU
(INS='09")
2 Register wrong listener type
EVT_SEND_DATA |[register() Shall throw EVT_SEND_DATA [N2,
(INS ="'0A") Service = ) uicc.hci.framework.HCIExceptio |(SW - '90 00") P1
E?QP:?}; vityService n with error code
Car dEmul at i onLi st ener ECl—WRONG—USTENER—TYP
3 Listener already registered
1- register() Shall throw EVT_SEND_DATA |C1
EVT_SEND_DATA [Service = ) uicc.hci.framework.HCIExceptio |(SW - '90 00"
(INS ='0B)) E?;?E%Ir ationService n with error code
Car dEmul at i onlLi st ener HCI_LISTENER_ALREADY_RE
GISTERED
2- register() Shall throw EVT_SEND_DATA |C1
EVT_SEND_DATA [Service = ) uicc.hci.framework.HCIExceptio |(SW - '90 00")
(INS ='0B)) E?gtngﬁ:alr vityService n with error code
Connect i vi t yLi st ener HCI_LISTENER_ALREADY_RE
GISTERED
3-Send command |register() , Shall throw SW -'90 00 C1
on ISO interface to  |Service = ReaderService |yjcc hci.framework. HCIExceptio
select applet; the Listener = ReaderListener | it error code
initial conditions in HCI_LISTENER_ALREADY_RE
clause 6.1.2.1.3 not GISTERED
applicable here
- send APDU
(INS='0B")
4 Persistent Listener Registration
- Send register() Shall throw EVT_SEND_DATA |[N3
EVT_SEND_DATA [Service = ) uicc.hci.framework.HCIExceptio |(SW - '6F 01')
(INS ='09") Ea;?gg‘é'r ationService n with error code
"EVI_FIELD OFF |co el ari ontistener [ HCLLISTENER_ALREADY_RE
EVT_CARD_ACTIV
ATED
- Select the applet
- Send
EVT_SEND_DATA
(INS ='09"
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Method deregister

Text Area Reference

Test Area Reference: Api_1_Hsr_Drg.

6.1.2.2.1

6.1.2.2.1.0

Conformance requirements

API definition

The method with the following header shall be compliant to its definition in the API.

voi d deregister(HCl Li stener |istener)

6.1.2.21.1

Normal execution

e  CRRNLI: deregisters a Listener object from the Service instance.

. CRRN2: Calling deregister with an argument that does not identify a currently registered HCIListener has no

effect.

. CRRNS3: Applets communicating through the process() method shall also be able to use the API services

defined in ETSI TS 102 705 [1] which do not require a CardEmulationListener registration (e.g. requesting the
power mode or connectivity service).

6.1.2.2.1.2

° None.

6.1.2.2.1.3

° None.

6.1.2.2.2

6.1.2.2.3

Parameter errors

Context errors

Test Suite Files

Applet Name Test case ID
Api_1_Hsr_Drg_1.java 1
Api_1_Hsr_Drg_2.java 2

Initial conditions

. EVT_FIELD_ON has been sent on HCI interface.

. EVT_CARD_ACTIVATED has been sent on HCI interface.

. According applet has been successfully installed and selected using HCI interface.

6.1.2.2.4 Test procedure
Test case
ID HCI Command | API Description | API Expectation | HCI Response ICRR
1 Deregister Listener to a Service - CardEmulation
1-EVT_SEND_DATA register() No exception shall  |EVT_SEND_DATA N1,
(INS ='01") Service = _ be thrown (SW -'90 00" N3
Car dEnul ati onServi ce
Li stener =

Car dEnul at i onLi st ener

deregi ster()
Service =
Car dEnul at i onServi ce
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Test case
ID HCI Command API Description API Expectation HCI Response CRR
Li stener =
Car dEnul ati onLi st ener
2 - EVT_SEND_DATA deregi ster () No exception shall EVT_SEND_DATA N2
(INS ='02) Service = _ be thrown (SW -'90 00"
ConnectivityService
Li stener =
Car dEnul at i onLi st ener
3 - EVT_SEND_DATA deregi ster() No exception shall EVT_SEND_DATA N2,
(INS ='03) Service = _ be thrown (SW - '90 00" N3
Car dEmul at i onSer vi ce
Li stener =
Car dEnul at i onLi st ener
2 Deregister Listener to a Service - Connectivity
1- EVT_SEND_DATA register() No exception shall EVT_SEND_DATA N1
(INS ='01") Service = _ be thrown (SW -'90 00")
ConnectivityService
Li stener =

Connecti vi tyLi st ener

deregi ster()

Service =

Connecti vityService
Li stener =

Connecti vityLi st ener

2 - EVT_SEND_DATA deregister() No exception shall EVT_SEND_DATA N2

(INS ='02" Service = _ be thrown (SW - '90 00")
Car dEnul ati onSer vi ce

Li stener =
Connecti vi tyLi st ener

3-EVT_SEND_DATA deregister() No exception shall EVT_SEND_DATA N2

(INS ='03") Service = _ be thrown (SW -'90 00"
Connecti vityService

Li stener =
Connecti vityLi st ener

6.1.2.3 Method activateEvent

6.1.2.3.0 Text Area Reference

Test Area Reference: Api_1 Hsr Ace.

6.1.2.3.1 Conformance requirements
6.1.2.3.1.0 API definitionThe method with the following header shall be compliant to its definition
in the API

voi d activateEvent (byte event)
throws HCl Exception

6.1.2.3.1.1 Normal execution
. CRRN1: This method is used to activate an event.

. CRRN2: for all serviceinterfaces HCIListener.EVENT_HCI_TRANSMISSION_FAILED is sent to notify the
applet when the UICC failed to transmit a message sent by CLF. (See NOTE.)

. CRRNS: for al service interfaces HCIListener. EVENT_HCI_RECEPTION_FAILED is sent to notify the
applet when the UICC failed to receive a message sent by CLF. (See NOTE.)

e  CRRN4: Possible values for event for Card emulation service are;
- EVENT_GET_PARAMETER_RESPONSE.
- EVENT_ON_SEND DATA.
- EVENT_FIELD_OFF.
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CRRNS5: Possible values for event for Reader service are;

- EVENT_GET_PARAMETER_RESPONSE.

- EVENT_WRITE_EXCHANGE_DATA_RESPONSE.

- EVENT_TARGET_DISCOVERED.

CRRNG6: Possible value for event for Connectivity serviceisEVENT_STAND_BY.
CRRN7: The Registration of Listener Interfaces and activation of events shall be persistent.

CRRNS8: When the contactless interface is disabled (cf. "state of contactless functionality” in
ETSI TS 102 223 [7] and setCommunicationl nterface() APl method of " Global Platform Amendment C" [10]),
the Contactless Framework shall throw an HCIException with reason code HCI_CURRENTLY _DISABLED.

CRRN9: The Contactless Framework shall raise an EVENT_FIELD_OFF if this event is activated for this
Applet instance, before the invocation of the deselect() method of the Applet instance.

CRRN10: After the EVENT_FIELD_OFF event the Applet instance shall not be triggered by any other event
until the Applet instanceis selected again.

CRRN11: If the current application protocol is APDU based the HCI framework shall handle an application
session termination according to ETSI TS 102 221 [5] independent of the interface used for message
exchange.

CRRN12: Applet selection and deselection shall be performed by the Contactless Framework according to the
rules defined in the " Java Card™ Runtime Environment Specification, 3.0 Classic Edition” [11] and in
"GlobalPlatform Amendment C" [10].

CRRN13: The select() method of the Applet instance shall always be invoked for an Applet selection
according to therules given in "Java Card™ Runtime Environment Specification, 3.0 Classic Edition" [11].

CRRN14: If the HCI event EVT_FIELD_OFF or EVT_CARD_DEACTIVATED defined by the HCI protocol
as specified in ETSI TS 101 220 [4] isreceived by the Contactless Framework and the UICC is till powered,
the Applet instance shall be desel ected according to " Global Platform Amendment C" [10].

NOTE: HCIListener.EVENT_HCI_TRANSMISSION_FAILED and

HClIListener.EVENT_HCI_RECEPTION_FAILED are deprecated in ETS| TS 102 705 [1]. However, as
existing applets may still invoke the method with these events as a parameter, the invocation of the
method with these events as a parameter is still tested.

6.1.2.3.1.2 Parameter errors

CRRPL1: HCIException with reason code HCI_WRONG_EVENT_TYPE if awrong event was activated for
this service instance.

CRRP2: HCIException with reason code HCI_CURRENTLY _DISABLED if the interface to the contactless
frontend (CLF) is currently disabled and the event is ReaderListener.EVENT_TARGET_DISCOVERED.

CRRP3: HCIException with reason code HCI_CONDITIONS NOT_SATISFIED if one or more conditions to
activate the event are not satisfied.

NOTE: Development of test cases for CRRP3 is FFS.

6.1.2.3.1.3 Context errors

None.
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Applet Name Test case ID
Api_1 Hsr_Ace_1.java 1
Api_1 Hsr_Ace_3.java 2
Api_1 Hsr_Ace_2.java 3
Api_1 Hsr Ace_1.java 4
Api_1 Hsr Ace_7.java 5-1
Api_1 Hsr_Ace_9.java 5-2
Api_1 Hsr_Ace_4.java 6
Api_1_Hsr_Ace_5.java 7
Api_1 Hsr_Ace_6.java 8
Api_1 Hsr_Ace_8.java 9
Api_1 Hsr_Ace_6.java 10

Initial conditions

. EVT_FIELD_ON has been sent on HCI interface.

. EVT_CARD_ACTIVATED has been sent on HCI interface.

. According applet has been successfully installed and selected using HCI Interface.

Test procedure

Test Case

HCI Command

|

Description

| API Expectation

| HCI Response

| CRR

Event activation - CardEmulationService

1- EVT_SEND_DATA
(INS = '10))

HCl Li stener =

Car dEnul ati onLi st ener
HCl Service =

Car dEnul ati onServi ce

activat eEvent ()

event =

HCl Li st ener. EVENT_HCI _ TRANSM
SSI ON_FAI LED

No exception shall
be thrown

EVT_SEND_DATA
(SW -'90 00

N1,
N2

2 - EVT_SEND_DATA
(INS ='11)

HCl Li stener =

Car dEnul ati onLi st ener
HCl Service =

Car dEnul ati onServi ce

activat eEvent ()

event =

HCl Li st ener . EVENT_HCl _RECEPTI
ON_FAI LED

No exception shall
be thrown

EVT_SEND_DATA
(SW -'90 00

N1,
N3

3-EVT_SEND_DATA
(INS ='12)

HCl Li stener =

Car dEnul ati onLi st ener
HCl Service =

Car dEnul ati onServi ce

activat eEvent ()

event =

Car dEmul at i onLi st ener. EVENT_G
ET_PARAMETER RESPONSE

No exception shall
be thrown

EVT_SEND_DATA
(SW -'90 00

N1,
N4
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Test Case
ID HCI Command Description API Expectation HCI Response CRR
4 - EVT_SEND_DATA HCI Li stener = No exception shall |[EVT_SEND_DATA |N1,
(INS ='14) CardEnul at i onLi st ener be thrown (SW -'90 00" N4
HCl Servi ce =
Car dEmul ati onServi ce
activat eEvent ()
event =
Car dEmul at i onLi st ener. EVENT_O
N_SEND DATA
2 Event activation - ReaderService
1- Send command on ISO HCl Servi ce = Reader Service No exception shall |SW -'90 00' N1,
interface to select applet; the . be thrown. N3
initial conditions in clause g\c/;];/at_eEvent 0
6.1.2.3.3 not applicable here | \~'|i st ener . EVENT HOl _RECEPTI
- Send APDU INS="10" ON_FAI LED
2- Send command on I1SO HCl Servi ce = Reader Service No exception shall |SW - '90 00' N1,
interface to select applet; the ) be thrown. N5
initial conditions in clause acti ;’at_eEvem 0
6.1.2.3.3 not applicable here gEnNT TARGET DI SCOVERED
- Send APDU INS="11' B B
3 - Send command on I1SO HCl Servi ce = Reader Service No exception shall |SW - '90 00' N1,
interface to select applet; the ) be thrown. N5
initial conditions in clause Z\C/g'n;’at_eEvem 0
6.1.2.3.3 not applicable here EVENT WRI TE_EXCHANGE DATA RES
- Send APDU INS='12' PONSE
4 - Send command on ISO HCl Servi ce = Reader Service No exception shall |SW -'90 00' N1,
interface to select applet; the . be thrown. N2.
initial conditions in clause g\c/;];/at_eEvent 0
6.1.2.3.3 not applicable here | \~'|i st ener . EVENT_HO_TRANSM
- Send APDU INS="13' SSI ON_FAI LED
5 - Send command on I1SO HCl Servi ce = Reader Service No exception shall |SW -'90 00' N1,
interface to select applet; the ) be thrown. N5
initial conditions in clause :S;H’at_eEvem 0
Gééi-g-ig‘gbamgciﬂ? here |EVENT GET_PARAVETER RESPONSE
3 Event activation - ConnectivityListener
1-EVT_SEND_DATA HCI Li stener = No exception shall |[EVT_SEND_DATA [N1,
(INS ='10) Connectivi tyLi st ener be thrown. (SW -'90 00" N2
HCl Servi ce =
ConnectivityService
activat eEvent ()
event =
HCl Li st ener . EVENT_HClI _ TRANSM
SSI ON_FAI LED
2 - EVT_SEND_DATA HCI Li stener = No exception shall |[EVT_SEND_DATA |N1,
(INS ='11) Connectivi tyLi st ener be thrown. (SW -'90 00" N3
HCl Servi ce =
ConnectivityService
activat eEvent ()
event =
HCl Li st ener . EVENT_HCl _RECEPTI
ON_FAI LED
3-EVT_SEND_DATA HCI Li stener = No exception shall |[EVT_SEND_DATA [N1, N6
(INS ='12) Connectivi tyLi st ener be thrown. (SW -'90 00"
HCl Servi ce =
ConnectivityService
activat eEvent ()
event = EVENT_STAND BY
4 Wrong event type
EVT_SEND_DATA HCI Li stener = HCIException with |[EVT_SEND_DATA [P1
(INS = '16") % ggﬂ\j: gte' onLi st ener reason code (SW -'90 00")

Car dEnul ati onServi ce

activat eEvent ()

event value = 0x02

HCI_WRONG_EV
ENT_TYPE shall
be thrown
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Test Case
ID HCI Command | Description | APl Expectation | HCIResponse | CRR
5 HCl is disabled
1- Precondition: HCl Servi ce = Reader Servi ce HCIException with  |SW- '90 00' P2, N8
The terminal shall indicate Z‘\Cl;in;’at_eEvem 0 reason code
the support of class r by - HCI_CURRENTLY
e e 2o e o2 [ S T poaeeD sl
terminal profile and disable
the contactless functionality
in the UICC as defined in
ETSI TS 102 223 [7].
- Send command on ISO
interface to select applet; the
initial conditions in clause
6.1.2.3.3 not applicable here
- - Send APDU
(INS ='01" on ISO interface
2 - Precondition: The set Conmuni cationl nterface() HCIException with  |SW- '90 00' P2, N8
contactless interface is APl method of "Q obal Platform |reason code
disabled in the UICC as AHgE”F’”fm o used to disable o) CURRENTLY
defined in Global Platform  |q service = Reader Service | PISABLED shall
Amendment C. acti vat eEvent () be thrown
- Send command on ISO event =
interface to select applet; the |Reader Li st ener. EVENT_TARGET_D
initial conditions in clause | SCOVERED
6.1.2.3.3 not applicable here set Communi cat i onl nt er f ace()
;Ssoeri]r?t?rfa?:g (NS="0T)on |0 “rethod of @ obal
- Postcondition: o enabl e again HOl i ntertace
The contactless interface is
enabled again in the UICC as
defined in Global Platform
Amendment C.
6 Persistent Event Activation
- Send Service = - N7
EVT_SEND_DATA Car dErul at i onSer vi ce No exception shall |EVT_SEND_DATA
(INS = '01") éaffjggﬁ[ ari onLi st ener be thrown. (SW -'90 00
- EVT_FIELD_OFF getEventNotificatio |-
- EOWEf off acti vat eEvent (EVENT_FI ELD_OFF |nStatus() = true (ESVV}SQEON(I)DO_)DATA
- Power on - '
- EVT_FIELD_ON :
- EVT_CARD_ACTIVATED
- Select the applet
- Send EVT_SEND_DATA
(INS ='02)
7 Event Field Off before deselect
- EVT_FIELD_OFF Service = , EVENT_FIELD_OF |EVT_SEND_DATA |N9,
- EVT_FIELD_ON Car dEmul at i onServi ce F raised before (SW -'90 00" N11,
-EVT_CARD_ACTIVATED |Listener = deselect() N12,
- Select the applet Car _dEr'ruI ationLi stener N14
pp activat eEvent (EVENT_ON_SEND D
- Send EVT_SEND_DATA ATA) during the installation
(INS ='01") onCal | back()
activat eEvent ()
event = EVENT_FI ELD _OFF
desel ect ()
8 No triggering after Event Field Off
EVT_FIELD_OFF Service = ) EVENT_ON_SEN [No response, or N1,
- Send EVT_SEND_DATA  |CardEnul ationService D_DATAshallnot |[EVT_SEND _DATA |N4,
(INS ='01") éaftdggﬁlr ationli st ener be raised with any response  [N10,
acti vat eEvent (EVENT_ON_SEND D except: N11
ATA) during the installation (SW -'90 00)
onCal | back()
activat eEvent ()
event = EVENT_FI ELD OFF
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Test Case
ID HCI Command | Description | APl Expectation | HCIResponse | CRR
9 Check for Selection
Send EVT_SEND_DATA Service = Check for EVT_SEND_DATA |N12,
(INS ='01) Car dEnul at i onServi ce invocation of (SW -'90 00" N13
Li st ener = ' select()
Car dEmul at i onLi st ener
10 No triggering after Event Card Deactivate
EVT_CARD_DEACTIVATE Service = EVT_SEND_DATA |No response or N12,
- Send EVT_SEND_DATA Eﬁ;?ig‘é'r ationService shall not be raised |EVT_SEND _DATA |N14
(INS ='01) Car dEnul at i onLi st ener W'tha“Y response
act i vat eEvent (EVENT_ON_SEND D except:
ATA) during the installation (SW -'90 00" or '6F
onCal | back() 01"
activat eEvent ()
event = EVENT_FI ELD OFF
6.1.2.4 Method deactivateEvent
6.1.2.4.0 Text Area Reference

Test Area Reference: Api_1 Hsr_Dae.

6.1.2.4.1 Conformance requirements

6.1.2.4.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

voi d deactivat eEvent (byte event)

throws HCl Exception

6.1.24.1.1 Normal execution

CRRN1: deactivates an event from the list of activated events.

CRRN2: for all serviceinterfaces HCIListenr.EVENT_HCI_TRANSMISSION_FAILED is sent to notify the
applet when the UICC failed to transmit a message sent by CLF. (See NOTE.)

CRRNS: for al serviceinterfaces HCIListenr HCIListener.EVENT_HCI_RECEPTION_FAILED issent to
notify the applet when the UICC failed to receive a message sent by CLF. (See NOTE.)

CRRN4: Possible values for parameter event for Card emulation service are:
- EVENT_GET_PARAMETER_RESPONSE.

- EVENT_ON_SEND DATA.

- EVENT_FIELD_OFF.

CRRNS5: Possible values for parameter event for Reader service are:

- EVENT_GET_PARAMETER_RESPONSE.

- EVENT_WRITE_EXCHANGE_DATA_RESPONSE.

- EVENT_TARGET_DISCOVERED.

CRRNG6: Possible values for Connectivity serviceisSEVENT_STANDBY.
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NOTE: HClIListener.EVENT_HCI_TRANSMISSION_FAILED and
HClListener.EVENT_HCI_RECEPTION_FAILED are deprecated in ETSI TS 102 705 [1]. However, as
existing applets may still invoke the method with these events as a parameter, the invocation of the
method with these events as a parameter is still tested.

6.1.2.4.1.2 Parameter errors

. CRRP1: HCIException with reason code HCIException.HCI_ WRONG_EVENT_TYPE in case awrong event
was deactivated for this service instance.

e  CRRP2: HCIException with reason code.HCI_WRONG_EVENT_TYPE in case the event was not activated
before.

6.1.2.4.1.3 Context errors

° None.

6.1.2.4.2 Test suite files

Applet Name Test case ID
Api_1_Hsr Dae 1.java 1-1
Api_1_Hsr_Dae_1.java 1-2
Api_1_Hsr_Dae_2.java 1-3
Api_1 Hsr Dae 2.java 1-4
Api_1 Hsr Dae 5.java
Api_1_Hsr _Dae 4.java
Api_1_Hsr_Dae_1.java
Api_1_Hsr_Dae_3.java
Api_1 Hsr Dae 6.java
Api_1_Hsr_Dae 7.java

N[OOI~ WIN

6.1.2.4.3 Initial conditions
. EVT_FIELD_ON has been sent on HCI interface.
. EVT _CARD_ACTIVATED has been sent on HCI interface.

e  According applet has been successfully installed and selected using HCI interface.

6.1.2.4.4 Test procedure
Test case
ID HCI Command | API Description | API Expectation | HCI Response | CRR
1 Event deactivation - CardEmulationService
1- HCl Service = No exception shall |EVT_SEND_DAT |N1, N2
EVT_SEND_DATA(INS='10")  |CardEmul ati onService be thrown A (SW -'90 00")

Event has been
successfully activated

deact i vat eEvent ()

event =

HCl Li st ener. EVENT_HCI _TRA
NSM SSI ON_FAI LED

2 - HCl Service = No exception shall |EVT_SEND_DAT |N1, N3

EVT_SEND_DATA(INS='11")  |CardEmul ati onService be thrown A (SW -'90 00")
Event has been

successfully activated

deact i vat eEvent ()

event =

HCl Li st ener. EVENT_HCI _REC
EPTI ON_FAI LED

3- HCl Service = _ No exception shall |EVT_SEND_DAT |N1, N4
EVT _SEND DATA(INS='12)  |CardEmul ationService be thrown A (SW - '90 00")
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Test case
ID HCI Command API Description API Expectation HCI Response | CRR
Event has been
successfully activated
deacti vat eEvent ()
event =
Car dEnul at i onLi st ener . EVE
NT_GET_PARAMETER RESPONSE
4 - HCl Service = No exception shall |EVT_SEND_DAT |N1, N4
EVT_SEND_DATA(INS='14")  |CardEmul ati onService be thrown A (SW -'90 00")
Event has been
successfully activated
deacti vat eEvent ()
event =
Car dEnul at i onLi st ener. EVE
NT_ON_SEND DATA
2 Event deactivation - ReaderService
1- Send command on 1ISO HCl Service = No exception shall |SW -'90 00' N1, N2
interface to select applet; the ~ |Reader Service be thrown
initial conditions in clause deact i vat eEvent ()
6.1.2.3.3 not applicable here event =
- Send APDU (INS='09)) HCI Li st ener . EVENT_HCI _TRA
NSM SSI ON_FAI LED
2 - Send command on ISO HCl Li stener = No exception shall [SW -'90 00' N1, N3
interface to select applet; the Reader Li st ener be thrown
initial conditions in clause gg'agz: ‘é'erc\e/i ce
6.1.2.4.3 not applicable here Event has been
- Send APDU (INS="10") successful |y activated
deacti vat eEvent ()
event = HCl Listener
EVENT_HClI _TRANSM SSI ON_FA
| LED
3 - Send command on ISO HCI Li stener = No exception shall [SW -'90 00' N1, N5
interface to select applet; the Reader Li st ener be thrown
initial conditions in clause g(ejads:: \gef\?i ze
6.1.2.4.3 not applicable here Event has been
- Send APDU (INS="11) successful Iy activated
deact i vat eEvent ()
event =
EVENT_GET_PARAMETER_RESPO
NSE
4 - Send command on ISO HCl Li stener = No exception shall [SW -'90 00' N1, N5
interface to select applet; the Reader Li st ener be thrown
initial conditions in clause gg'agz: ‘é'erc\e/i ce
6.1.2.4.3 not applicable here
- Send APDU (INS="12') deact i vat eEvent ()
event =
EVENT_WRI TE_EXCHANGE_DATA
_RESPONSE
5- Send command on ISO HCl Li stener = No exception shall |SW - '90 00' N1, N5
interface to select applet; the ~ |ReaderLi st ener be thrown
initial conditions in clause Egadsg;‘é;rcsi ceEvent has
6.1.2.4.3 not applicable here been successful | y
- Send APDU (INS='13) acti vat ed
deacti vat eEvent ()
event =
EVENT_TARGET_DI SCOVERED
3 Event deactivation - ConnectivityService
1- HCl Li stener = No exception shall |EVT_SEND_DAT |N1, N2
EVT_SEND_DATA(INS='10") %ﬂggff/ : \C”et yLi st ener be thrown A (SW - '90 00"

ConnectivityService
Event has been
successfully activated

deacti vat eEvent ()
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Test case
ID HCI Command API Description API Expectation HCI Response | CRR
event =
HCl Li st ener . EVENT_HCI _TRA
NSM SSI ON_FAI LED
2- HC Li stener = No exception shall |EVT_SEND_DAT [N1, N3
EVT_SEND_DATA(INS=11)  [ConnectivityListener be thrown A (SW -'90 00")
HCl Service =
ConnectivityService
Event has been
successfully activated
deact i vat eEvent ()
event =
HCl Li st ener . EVENT_HCl _REC
EPTI ON_FAI LED
3- HC Li stener = No exception shall |[EVT_SEND_DAT |[N1,
EVT_SEND_DATA(INS=12")  [ConnectivityListener be thrown A (SW-'9000) [N6
HCl Service =
ConnectivityService
Event has been
successfully activated
deacti vat eEvent ()
event = EVENT_STAND BY
4 Wrong event type
EVT_SEND_DATA (INS ='16") |HCI Service = HCIException with |EVT_SEND_DAT |P1
Car dEmul at i onServi ce reason code A (SW - '90 00))
Event has been HCl WRONG EV
successfully activated ENT_TYPE shall
deact i vat eEvent () be thrown
event val ue = 02
5 Deactivate an non-active event - CardEmulationService
1- EVT_SEND_DATA HCl Service = HCIException with |EVT_SEND_DAT |P2
(INS ='10") Car dEmul at i onSer vi ce reason code A (SW -'90 00")
E\é;ag: ewas not activated HCI_WRONG_EV
deacti vat eEvent () ENT_TYPE shall
event = be thrown
HCl Li st ener. EVENT_HCI _TRA
NSM SSI ON_FAI LED
2 - EVT_SEND_DATA HCl Service = HCIException with |EVT_SEND_DAT |P2
(INS =11 Car dEnul at | onSer vi ce reason code A (SW -'90 00))
Event was not activated HCl WRONG EV
before ENT_TYPE shall
deact i vat eEvent () be thrown
event =
HCl Li st ener. EVENT_HCI _REC
EPTI ON_FAI LED
3 - EVT_SEND_DATA HCl Service = HCIException with |EVT_SEND_DAT |P2
(INS ='12) Car dEmul ati onSer vi ce reason code A (SW -'90 00')
Event was not activated HCl WRONG EV
before ENT_TYPE shall
deact i vat eEvent () be thrown
event =
Car dEnul at i onLi st ener . EVE
NT_GET_PARAMVETER RESPONSE
4 -EVT_SEND_DATA HCl Service = HCIException with |EVT_SEND_DAT |P2
(INS ="13Y) Car dEmul at i onSer vi ce reason code A (SW -'90 00")
E\é;ag: ewas not activated HCI_WRONG_EV
ENT_TYPE shall
deact i vat eEvent () be thrown
event =
Car dEnul at i onLi st ener . EVE
NT_FI ELD OFF
5- EVT_SEND_DATA HCl Service = HCIException with |EVT_SEND_DAT |P2

(INS ="14"

Car dEnul ati onSer vi ce
Event was not activated
before

deact i vat eEvent ()
event =

reason code
HCI_WRONG_EV
ENT_TYPE shall
be thrown

A (SW - '90 00")
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Test case
ID HCI Command API Description API Expectation HCI Response | CRR
Car dEnul at i onLi st ener . EVE
NT_ON_SEND_DATA
6 Deactivate an non-active event - ConnectivityService
EVT_SEND_DATA(INS='12")  [HCI Listener = HCIException with |[EVT_SEND_DAT [P2
Connect Ivi t)_/LI st ener reason code A (SW -'90 00"
gni::;/: \(;iet )_/Ser vi ce HCI_WRONG_EV
Event was not activated ENT_TYPE shall
bef or e be thrown
deacti vat eEvent ()
event = EVENT_STAND BY
7 Deactivate an non-active event - ReaderService
1 - Send command on ISO HCl Li stener = HCIException with |EVT_SEND_DAT |P2
interface to select applet; the ~ |ReaderLi st ener reason code A (SW -'90 00")
initial conditions in clause gg'agg[ o, HCI_WRONG_EV
6.1.2.4.3 not applicable here Event was not activat ed ENT_TYPE shall
- Send APDU (INS='10") bef or e be thrown
deacti vat eEvent ()
event =
EVENT_GET_PARAMETER RESPO
NSE
2 - Send command on ISO HCI Li stener = HCIException with |[EVT_SEND_DAT |P2
interface to select applet; the Reader Li st ener reason code A (SW -'90 00"
initial conditions in clause g(ejads:: \gef\?i ce HCI_WRONG_EV
6.1.2.4.3 not applicable here Event was not activated ENT_TYPE shall
- Send APDU (INS='11") bef or e be thrown
deact i vat eEvent ()
event =
EVENT_WRI TE_EXCHANGE_DATA
_RESPONSE
3 - Send command on ISO HCl Li stener = HCIException with |EVT_SEND_DAT |P2
interface to select applet; the ~ |ReaderLi st ener reason code A (SW - '90 00"
initial conditions in clause gg'agg[ o, HCI_WRONG_EV
6.1.2.4.3 not applicable here Event was not activat ed ENT_TYPE shall
- Send APDU (INS='12") bef or e be thrown
deacti vat eEvent ()
event =
EVENT_TARGET_DI SCOVERED
6.1.2.5 Method requestCallbackNotification
6.1.2.5.0 Text Area Reference

Test Area Reference: Api_1 Hsr_Ren.

6.1.25.1

6.1.2.5.1.0

Conformance requirements

API definition

The method with the following header shall be compliant to its definition in the API.

voi d request Cal | backNoti fi cati on(byte event)

6.1.251.1

t hrows HCl Excepti on

Normal execution

CRRN1: the call of this method throws HCIException with reason code HCI_ACCESS NOT_GRANTED.
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6.1.2.5.1.2 Parameter errors

. None.
6.1.2.5.1.3 Context errors

° None.
6.1.2.5.2 Test Suite Files

Applet Name Test case ID
Api_1 Hsr Rcn_7.java 1

6.1.2.5.3 Initial conditions

. EVT_FIELD_ON has been sent on HCI interface.

. EVT_CARD_ACTIVATED has been sent on HCI interface.

e According applet has been successfully installed and selected using HCI interface.

ETSI TS 103 115 V10.0.0 (2024-06)

6.1.2.5.4 Test procedure
Test case
ID [ HCI Command | API Description | APIExpectation | HCIResponse | CRR
1 Request Callback Notification
EVT_SEND_DAT |Precondition: throws HClexception EVT_SEND_DAT [N1
A (INS ='10" HC Service = _ with reason code A (SW - '90 00")
Car dEmul at i onSer vi ce HCI ACCESS NOT
Correspondi ng |istener ~ - -
regi stered GRANTED
No event is activated
request Cal | backNotification ()
event =
HCl Li st ener. EVENT_HCl _TRANSM SS
| ON_FAI LED
6.1.2.6 Method getEventNotificationStatus

6.1.2.6.0 Text Area Reference

Test Area Reference: Api_1 Hsr_Gen.

6.1.2.6.1 Conformance requirements

6.1.2.6.1.0 API definition
The method with the following header shall be compliant to its definition in the API.

bool ean get Event Notificati onStatus(byte event)
throws HCl Exception

6.1.2.6.1.1 Normal execution

) CRRN1: return the activation state of an event; if true the event is activated for thislistener, else false.

. CRRN2: For CardEmulationService EVENT_GET_PARAMETER_RESPONSE, EVENT_SEND_DATA,

and EVENT_FIELD_OFF.
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e  CRRNS3: For ReaderService: EVENT_GET_PARAMETER_RESPONSE,
EVENT_WRITE_EXCHANGE DATA_RESPONSE, and EVENT_TARGET_DISCOVERED.
. CRRN4: For ConnectivityService: ConnectivityListener. EVENT_STANDBY.

. CRRNS: For all service interfaces: HCIListener.EVENT_HCI_TRANSMISSION_FAILED
HCIListener.EVENT_HCI_RECEPTION_FAILED. (See NOTE.)

NOTE: HCIListener.EVENT_HCI_TRANSMISSION_FAILED and
HCIListener.EVENT_HCI_RECEPTION_FAILED are deprecated in ETSI TS 102 705 [1]. However, as
existing applets may still invoke the method with these events as a parameter, the invocation of the
method with these events as a parameter is still tested.

6.1.2.6.1.2 Parameter errors

. CRRP1: HCIException with reason code HCIException.HCI_WRONG_EVENT_TYPE in case the event was
not one of the possible values.

6.1.2.6.1.3 Context errors
. None.
6.1.2.6.2 Test Suite Files
Applet Name Test case ID

Api_1 Hsr Gen_l.java 1
Api_1 Hsr_Gen_l.java 2
Api_1 Hsr_Gen_3.java 3
Api_1 Hsr_Gen_3.java 4
Api_1 Hsr_Gen_1l.java 5-1
Api_1 Hsr Gen_3.java 5-2
Api_1 Hsr_Gen_2.java 5-3
Api_1 Hsr_Gen_2.java 6
Api_1 Hsr_Gen_2.java 7

6.1.2.6.3 Initial conditions

. EVT_FIELD_ON has been sent on HCI interface.
. EVT_CARD_ACTIVATED has been sent on HCI interface.

. According applet has been successfully installed and selected using HCI Interface.

6.1.2.6.4 Test procedure
Test case
ID HCl Command | API Description | API Expectation | HCI Response | CRR
1 Event notification status false - CardEmulationService
1- HCl Service = No exception shall be EVT_SEND_DAT |N1, N5
EVT_SEND_DATA |CardEmul ationService thrown. A (SW -'90 00")
(INS ='10)

get Event Noti fi cationStatus() getEventNotificationStatus()

event =

HCI Li st ener. EVENT_HC _TRansm |~ false

SSI ON_FAI LED
2- HCl Service = , No exception shall be EVT_SEND_DAT |NZ, N5
EVT_SEND_DATA |CardEmul ationService thrown. A (SW - '90 00')

(INS ='"11") o )
Siéﬁfeﬁt Not1f1cationStat us() getEventNotificationStatus()
HCl Li st ener. EVENT_HCI _REcepT| | false

ON_FAI LED
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Test case
ID HCI Command API Description API Expectation HCI Response | CRR
3- HCI Service = , No exception shall be EVT_SEND_DAT N1, N2
EVT_SEND_DATA |CardEmul ationService thrown. A (SW -'90 00")
(INS ='12Y) L
gstea/ezt NotificationStatus() getEventNotificationStatus()
Car dEmul at i onLi st ener. EVENT_G |~ false
ET_PARAVETER RESPONSE
4- 4 HCl Service = No exception shall be EVT_SEND_DAT |N1, N2
EVT_SEND_DATA |CardEmul ati onService thrown. A (SW -'90 00")
(INS ='13) o
g\%ﬁ;/ezt NotificationStatus() getEventNotificationStatus()
Car dEmul at i onLi st ener. = false
EVENT_FI ELD OFF
5- HCI Service = , No exception shall be EVT_SEND_DAT N1, N2
EVT_SEND_DATA |CardEmul ationService thrown. A (SW - '90 00")
(INS ='14") o
gs;a’ezt NotificationStatus() getEventNotificationStatus()
Car dEnul at i onLi st ener. = false
EVENT_ON_SEND DATA
2 Event notification status true - CardEmulationService
EVT_SEND_DATA [HC Servi ce = ) N1, N2
(INS ='15") Car dEnul ati onServi ce No exception shall be EVT_SEND_DAT
acti vat eEvent () thrown. A (SW - '90 00")
event =
Car dEmul at i onLi st ener. EVENT_O
N_SEND_DATA - getEventNotificationStatus()
=true
get Event NotificationStatus ()
event =
Car dEmul at i onLi st ener. EVENT_O
N_SEND DATA
3 Event notification status true - ReaderService
1 - Send command |HCl Service = Reader Service No exception shall be SW -'90 00' N1, N3
on ISO interface to |acti vat eEvent () thrown.
select applet; the ?{\ézgter [i st ener
initial conditions in | cyENT WRI TE EXCHANGE DATA Res |9€tEventNotificationStatus()
clause 6.1.2.6.3 PONSE - - - = true
not applicable here
- Send APDU get Event Not i fi cati onSt at us()
(INS =21 event =
Reader Li st ener.
EVENT_WRI TE_EXCHANGE_DATA RES
PONSE
2 - Send command |HCl Service = Reader Service No exception shall be SW -'90 00' N1, N3
on ISO interface to ) thrown.
select applet; the activat eEvent ()
initial conditions in g\ézgter [i stener . EVENT TARGET D getEventNotificationStatus()
clause 6.1.2.6.3 | SCOVERED = true
not applicable here
- Send APDU get Event Not i fi cati onSt at us()
(INS =22 event =
Reader Li st ener. EVENT_TARGET_D
| SCOVERED
3 - Send command |HCI Service = Reader Service No exception shall be SW -'90 00' N1, N3
on ISO interface to |acti vat eEvent () thrown.
select applet; the g\é:ggr [i st ener
initial conditions in EVENT_GET_PARANETER_RESPO\BE getEventNotificationStatus()
clause 6.1.2.6.3 =true
not applicable here |get Event Noti fi cati onSt at us()
- Send APDU event =
(INS =23 Reader Li st ener.
EVENT_GET_PARAMETER RESPONSE
4 - Send command |HCI Service = Reader Service No exception shall be SW -'90 00' N1, N5

on ISO interface to
select applet; the
initial conditions in
clause 6.1.2.6.3
not applicable here

activat eEvent ()

event =

Reader Li st ener.

EVENT_HCI _RECEPTI ON_FAI LED
get Event Noti ficati onStatus()
event =

thrown.

getEventNotificationStatus()
=true
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Test case
ID HCI Command API Description API Expectation HCI Response | CRR
- Send APDU Reader Li st ener .
(INS = '24") EVENT_HCI _RECEPTI ON_FAI LED
5- Send command |HCI Servi ce = Reader Service No exception shall be SW -'90 00' N1, N5
on ISO interface to Z\C/tein;’at_eEvem O thrown.
.S‘?'?Ct applgt, thg Reader Li st ener. L
initial conditions in EVENT_HO _TRANSM SSI ON_FAI LED getEventNotificationStatus()
clause 6.1.2.6.3 =true
not applicable here |get Event Noti fi cati onSt at us()
- Send APDU event =
(INS ='25" Reader Li st ener.
EVENT_HCI _TRANSM SSI ON_FAI LED
4 Event notification status false - ReaderService
1 - Send command |HCI Li stener = ReaderlListener |No exception shall be SW -'90 00' N1,
on ISO interface to |HCl Service = thrown. N5
select applet; the Reader Ser vi ceEvent has been
initial conditions in successfully activated getEventNotificationStatus()
clause 5.1.2.6.3 deact i vat eEvent () = false
not applicable here |event = HalListener.
- Send APDU EVENT_HCI _TRANSM SSI ON_FAI LED
(INS="10")
2 - Send command |HCI Li stener = ReaderlListener |No exception shall be SW -'90 00' N1,
on ISO interface to |HCl Service = thrown. N3
select applt he | "Rader Sk ceyent has beer
initial conditions in y getEventNotificationStatus()
clause 5.1.2.6.3 deact i vat eEvent () = false
not applicable here |gyent =
- Send APDU EVENT_GET_PARAMETER RESPONSE
(INS ="11")
3-Send command |HCI Listener = ReaderlListener |No exception shall be SW -'90 00' N1,
on ISO interface to |HC Service = thrown. N3
select applt he | "Rader Sk ceyent has beer
initial conditions in y getEventNotificationStatus()
clause 6_.1.2.6.3 deact i vat eEvent () = false
not applicable here |gyent =
- Send APDU EVENT_WRI TE_EXCHANGE_DATA_RES
(INS='12") PONSE
4- Send command |HO Li stener = ReaderLi stener No exception shall be SW -'90 00' N1,
on ISO interface to [HCI Service = thrown. N3
selec applet; the |[B80ETSerY cefuent has beer
initial conditions in y getEventNotificationStatus()
clause 6.1.2.6.3 deact i vat eEvent () = false
not applicable here |event =
- Send APDU EVENT_TARGET_DlI SCOVERED
(INS ='13)
5- Send command |HCI Li stener = ReaderListener No exception shall be SW -'90 00' N1,
on I1SO interface to |HO Service = thrown. N3
select applet the | [E0ETSerb cefuent has beer
initial conditions in y getEventNotificationStatus()
clause 6.1.2.6.3 deact i vat eEvent () = false
not applicable here |event =
- Send APDU EVENT_HCI _RECEPTI ON_FAI LED
(INS='14)
5 Wrong event type
1- HCl Servi ce = HCIException with reason  |[EVT_SEND_DAT |P1
EVT_SEND_DATA |CardEmul ati onService code A (SW - '90 00")
(INS ='16) get Event Noti ficati onStat us() Egls—r\]/gﬁeboeNtﬁr—c)%ENT—TY
event = 0x02
2- Send command |HCl Service = Reader Service HCIException with reason  |SW -'90 00’ P1

on ISO interface to
select applet; the
initial conditions in
clause 6.1.2.6.3
not applicable here
- Send APDU

(INS ='16"

get Event Noti ficationStatus()
event = 0x84

code
HCI_WRONG_EVENT_TY
PE shall be thrown
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Test case
ID HCI Command API Description API Expectation HCI Response | CRR
3- HCI Servi ce = , HCIException with reason  |EVT_SEND_DAT |P1
EVT_SEND_DATA |ConnectivityService code A (SW - '90 00")
(INS ='16") . ) HCI_WRONG_EVENT_TY
get Event Noti ficati onStatus() = = -
event = 0x02 PE shall be thrown
6 Event notification status false - ConnectivityService
1- HCI Li stener = No exception shall be EVT_SEND_DAT [N1, N5
EVT_SEND_DATA |ConnectivityListener thrown. A (SW -'90 00"
(INS =10 HA Service =
ConnectivityService getEventNotificationStatus()
get Event Noti fi cationStatus() = false
event =
HCl Li st ener. EVENT_HCl _ TRANSM
SSI ON_FAI LED
2- HCl Li stener = No exception shall be EVT_SEND_DAT (N1, N5
EVT_SEND_DATA |ConnectivityListener thrown. A (SW - '90 00")
(INS ='11') HA Service =
ConnectivityService getEventNotificationStatus()
get Event Noti ficati onStatus() = false
event =
HCl Li st ener . EVENT_HCI _RECEPTI
ON_FAI LED
3- HCI Li stener = No exception shall be EVT_SEND_DAT (N1, N4
EVT_SEND_DATA |ConnectivityListener thrown. A (SW -'90 00"
(INS ='12)) Ha Service =
ConnectivityService getEventNotificationStatus()
get Event Noti fi cationStatus() = false
event =
ConnectivityLi stener. EVENT_ST
AND_BY
7 Event notification status true - ConnectivityService
EVT_SEND_DATA [HCIListener = No exception shall be EVT_SEND_DAT |[N1, N4
(INS ='15) Gonnect i vi tyLi stener thrown. A (SW - '90 00"
HCIServ!cg = '
ConnectivityService getEventNotificationStatus()
acti vat eEvent () =true
event =
ConnectivityLi stener. EVENT_ST
AND_BY
get Event Noti ficati onStatus()
event =
ConnectivityLi stener. EVENT_ST
AND_BY

6.1.3

6.1.3.1

6.1.3.1.0

Interface HCIMessage

Method isHeading

Text Area Reference

Test Area Reference: Api_1 Hme Mhd.

6.1.3.1.1

6.1.3.1.1.0

Conformance requirements

API definition

The method with the following header shall be compliant to its definition in the API.

bool ean i sHeadi ng()
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6.1.3.1.1.1 Normal execution

. CRRN1: Checksif the current content is the heading part of an HCP message The heading information
indicates the first part of an HCP message; with the isComplete() method it is possible to check whether the
compl ete message has already been received.

. CRRN2: returns true if the current message is the heading part of the message.

. CRRN3: An HCIMessage object shall encapsulate one HCP message according to the HCI protocol as
specified in ETSI TS 102 622 [3].

. CRRN4: HCI message for the different contactless modes shall be identified by different types of interfaces.

e  CRRNS5: In case the Applet instance has registered the CardEmulationListener and has activated the
EVENT_ON_SEND_DATA the process() method of this Applet instance shall not be invoked during the
selection.

NOTE: Development of test cases for CRRN1 in the circumstance that isHeading() returnsfalseis FFS.

6.1.3.1.1.2 Parameter errors

° None.
6.1.3.1.1.3 Context errors

° None.
6.1.3.1.2 Test Suite Files

Applet Name Test case ID
Api_1 Hme_Mhd_1.java 1

6.1.3.1.3 Initial conditions

. EVT_FIELD_ON has been sent on HCI interface.
o EVT_CARD_ACTIVATED has been sent on HCI interface.

. According applet has been successfully installed and selected using HCI Interface.

6.1.3.1.4 Test procedure
Test case
ID | HCICommand | API Description | API Expectation | HCI Response [CRR
message is complete
EVT_SEND_DATA |onCal | back() No exception shall |EVT_SEND_DATA (SW - '90 00" N1,
(INS ='01") event = be thrown. N2,
%ﬂg?}f{fﬁ?ﬁgﬁn 0O Result returned in the first response N3,
ge- 9 iSHeadi ng() = byte of the R-APDU data: bl is set N4,
rue N5

6.1.3.2 Method isComplete

6.1.3.2.0 Text Area Reference

Test Area Reference: Api_1 Hme Mco.
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6.1.3.2.1 Conformance requirements

6.1.3.2.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

bool ean i sConpl et e()

6.1.3.2.1.1 Normal execution

. CRRN1: this method checks for the completeness of the HCP message, i.e. the last received HCP packet had
the chaining bit CB set to 1. It returns true if the message is compl ete.

. CRRN2: the framework shall copy datainto the receive buffer up to the end of the buffer. When the HCI
message is longer than the available buffer length the HCIM essage shall be set as not complete.

NOTE 1: Development of test cases for CRRN1 in the circumstance that isComplete () returnsfalse is FFS.
NOTE 2: Development of test cases for CRRN2 is FFS.

6.1.3.2.1.2 Parameter errors

° None.
6.1.3.2.1.3 Context errors

° None.
6.1.3.2.2 Test suite files

Applet Name Test case ID
Api_1_Hme_Mco_1.java 1

6.1.3.2.3 Initial condition

. EVT_FIELD_ON has been sent on HCI interface.
o EVT_CARD_ACTIVATED has been sent on HCI interface.

. According applet has been successfully installed and selected using HCI Interface.

6.1.3.2.4 Test procedure
Test case
ID HCl Command | API Description | API Expectation |  HCI Response | CRR
1 message is complete
EVT_SEND_DATA  [onCal I back() No exception shall |[EVT_SEND_DATA (SW [N1
(INS ='01") event = be thrown. -'90 00"
EVENT_ON_SEND_DATA
HCI Nessage. i sConpl et e() i sConpl ete() = Result returned in the
true second response byte of
the R-APDU data: b1 is
set

6.1.3.3 Method getType

6.1.3.3.0 Text Area Reference

Test Area Reference: Api_1 Hme Mty.
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6.1.3.3.1 Conformance requirements

6.1.3.3.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

byt e get Type()

6.1.3.3.1.1 Normal execution

. CRRN1: Returnsthe type of the incoming HCl message, it shall be one of constant values TYPE_defined in
thisinterface. The returned type possibilities are: TY PE_COMMAND Indicates the HCI message type
"command", TYPE_EVENT Indicates the HCI message type "event" and TY PE_RESPONSE indicates the
HCI message type "response”.

e  CRRN2: In the case of afragmented incoming message this method shall return the HCI message type coded
in the first part of the HCI message.

6.1.3.3.1.2 Parameter errors
° None.
6.1.3.3.1.3 Context errors
° None.
6.1.3.3.2 Test Suite Files
Applet Name Test case ID
Api_1 Hme Mty 1 java 1
Api_1 Hme Mty 2.java 2
6.1.3.3.3 Initial condition

. EVT_FIELD_ON has been sent on HCI interface.

. EVT_CARD_ACTIVATED has been sent on HCI interface.

. According applet has been successfully installed and selected using HCI interface.

6.1.3.3.4 Test procedure
Test case
ID HCI Command | API Description | APl Expectation | HCIResponse |[CRR
1 message of type event - Card emulation
EVT_SEND_DATA onCal | back() No exception shall be EVT_SEND_DATA |[N1
(INS =01 event = EVENT_ON_SEND_DATA thrown. (SW -'90 00')
HCl Message. get Type()
getType () = third response byte
TYPE_EVENT of the R-APDU data
is '40"
2 message of type event - Connectivity
- Send command on extends ConnectivityListener No exception shall be SW ='90 00' N1
ISO interface to select |activateEvent () thrown.
applet event = EVENT_STAND BY
onCal I back() getType () =
- EVT_STANDBY event = EVENT STAND BY TYPE_EVENT
- Send on ISO HClI Message. get Type()
interface (INS ='01")
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6.1.3.4 Method getlnstruction
6.1.3.4.0 Text Area Reference

Test Area Reference: Api_1 Hme Min.
6.1.3.4.1 Conformance requirements

6.1.3.4.1.0 API definition

ETSI TS 103 115 V10.0.0 (2024-06)

The method with the following header shall be compliant to its definition in the API.

byte getlnstruction()

6.1.34.1.1 Normal execution

. CRRNL: returns the instruction part of the HCP message header of the current incoming HCP message, see
ETSI TS 102 622 [3] for further information. It returns the message instruction, b8,b7 of the return value are

set to zero.

e  CRRN2: inthe case of afragmented incoming message this method shall return the HCI message instruction

coded in the first part of the HCI message.
NOTE: Development of test cases for CRRN2 is FFS.

6.1.3.4.1.2 Parameter errors
° None.
6.1.3.4.1.3 Context errors
° None.
6.1.3.4.2 Test Suite Files
Applet Name Test case ID
Api_1 Hme Min_1.java 1
Api_1_Hme_ Min_2.java 2

6.1.3.4.3 initial condition

. EVT_FIELD_ON has been sent on HCI interface.

. EVT_CARD_ACTIVATED has been sent on HCI interface.

. According applet has been successfully installed and selected using HCI Interface.

6.1.3.4.4 Test procedure

Test case

ID | HCI Command | API Description

| APl Expectation

HCI Response

[CRR
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Test Area Reference: Api_1 Hme Mro.
6.1.3.5.1 Conformance requirements

6.1.3.5.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

short get Recei veOfset ()
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1 message of type event: Card emulation
EVT_SEND_DATA onCal I back() No exception shall be |EVT_SEND_DATA [N1
(INS ='01) event = EVENT_ON_SEND_DATA thrown. (SW -'90 00"
HClI Message. get I nstructi on() the 4th response
getinstruction() ='10"  |byte of the R-APDU
data is '10'
2 message of type response: Card emulation
-EVT_SEND_DATA  |onCal | back() No exception shall be |- N1
(INS ='01") pr epar eAndSendCet Par anet er Comman  |thrown. ANY_GET_PARAM
gg)r ameter = . TER(ATQA)
- ANY_OK(ATQA) PARAM | D_TYPE A CARD ATQA getinstruction() = '00
- EVT_SEND_DATA
- EVT_SEND_DATA onCal | back() (SW -'90 00"
(arbitrary data) event =
EVENT_GET_PARAMETER RESPONSE -EVT SEND DATA
HCl Message. get I nstructi on() (SW -'90 00-)_
the 4th response
byte of the R-APDU
data is '00'
6.1.3.5 Method getReceiveOffset
6.1.3.5.0 Text Area Reference

. CRRN1: this method returns the offset of the received HCI message data in the receive buffer, retrieved via

6.1.35.1.1 Normal execution
getReceiveBuffer().

6.1.3.5.1.2 Parameter errors

° None.
6.1.3.5.1.3 Context error

. None.

NOTE: This method isimplicitly tested in clause 6.1.3.7.
6.1.3.6 Method getReceiveLength
6.1.3.6.0 Text Area Reference

Test Area Reference: Api_1 Hme Mrl.
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6.1.3.6.1 Conformance requirements
6.1.3.6.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

short get Recei velLengt h()

6.1.3.6.1.1

Normal execution

ETSI TS 103 115 V10.0.0 (2024-06)

. CRRN1: this method returns the length of the received HCI message data. It is the size of the message data
available in the receive buffer.

. CRRN2: if the message is not complete then the returned value is the actual HCI message fragment length.

NOTE: Development of test cases for CRRN2 is FFS.

6.1.3.6.1.2 Parameter errors

. None.
6.1.3.6.1.3 Context error

. None.
6.1.3.6.2 Test Suite Files

Applet Name Test case ID
Api_1 Hme Mrl_1.java 1

6.1.3.6.3 Initial condition

. EVT_FIELD_ON has been sent on HCI interface.

. EVT_CARD_ACTIVATED has been sent on HCI interface.

e According applet has been successfully installed and selected using HCI interface.

6.1.3.6.4 Test procedure
Test case
ID HCl Command | API Description | API Expectation | HCI Response I[CRR
1 Get received message length: CardEmulationService
EVT_SEND_DATA: |onCal I back() No exception shall  [EVT_SEND_DATA (SW - N1

Send message with
the length '0A'
message is complete

event = EVENT_ON SEND DATA
HCl Message. get Recei veLengt h()

be thrown.

getReceiveLength()
='0A

'90 00')

Result returned in the 7th
and 8th response byte of
the R-APDU data (‘00 0A"

6.1.3.7 Method getReceiveBuffer

6.1.3.7.0 Text Area Reference

Test Area Reference: Api_1 Hme Mrb.
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6.1.3.7.1 Conformance requirements

6.1.3.7.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

byte[] getReceiveBuffer()

6.1.3.7.1.1 Normal execution
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. CRRN1: returns areference to the underlying HCI message receive buffer. The length of this buffer is system

dependent; it is guaranteed to be at least 270 bytes.

. CRRNZ2: it returns the buffer holding the current HCI message.

. CRRN3: the content of the array starts at the location indicated by getReceiveOffset() and has the length

indicated by getReceivel ength().

6.1.3.7.1.2 Parameter errors

° None.
6.1.3.7.1.3 Context errors

. None.
6.1.3.7.2 Test suite files

Applet Name Test case ID
Api_1 Hme Mrb_1.java 1

6.1.3.7.3 Initial condition

. EVT_FIELD_ON has been sent on HCI interface.

. EVT_CARD_ACTIVATED has been sent on HCI interface.

. According applet has been successfully installed and selected using HCI interface.

6.1.3.7.4 Test procedure
Test case
ID HCI Command | APl Description | API Expectation | HCI Response [CRR
1 Message length < 270 bytes
EVT_SEND_DATA (message |onCal | back() No exception shall be thrown. |EVT_SEND_DATA () N1,
with the length = 09: '00 01 02 |event = First 9 bytes of N2,
03 04 05 06 07 08") ggfggag“vfgs?f‘gﬁf getReceiveBuffer() shall be First 9 bytes of the N3
get Recei ved f set () 0001 0203040506 0708" [|response data shall be QO
get Recei veLengt h() 01 02 03 04 05 06 07 08

6.1.4  Class HCIException
6.1.4.1 Method throwlt

6.1.4.1.0 Text Area Reference
Test Area Reference: Api_1 Hxp_Trw.
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6.1.4.1.1 Conformance requirements
6.1.4.1.1.0 API definition

ETSI TS 103 115 V10.0.0 (2024-06)

The method with the following header shall be compliant to its definition in the API.

public static void throwt(short reason)
throws HCl Exception

6.14.1.1.1 Normal execution

. CRRN1: Throws the JCRE owned instance of the HCIException with the specified reason code.

Applet Name

Test case ID

Api_1 Hxp_Trw_1.java

6.1.4.1.1.2 Parameter errors
. None.
6.1.4.1.1.3 Context errors
. None.
6.1.4.1.2 Test suite files
6.1.4.1.3 Initial conditions

. EVT_FIELD_ON has been sent on HCI interface.

. EVT_CARD_ACTIVATED has been sent on HCI interface.

e  According applet has been successfully installed and selected using HCI Interface.

6.1.4.1.4 Test procedure
Test Case
ID HCI Command | API Description | APIExpectation | HCl Response [CRR
1 Throw Exception
1-EVT_SEND DATA [throwit() Throw exception |[EVT_SEND DA |N1
(INS ='01") reason = HC _ACCESS_NOT_GRANTED with TA (SW - '90 00"
corresponding
reason code
2 - EVT_SEND_DATA  [throwit() Throw exception |EVT_SEND_DA N1
(INS ='02" reason = HCl _CONDI TI ONS_NOT_SATI SFI ED with TA (SW - '90 00"
corresponding
reason code
3-EVT_SEND _DATA |[throwit() Throw exception |EVT_SEND DA |N1
(INS ='03" reason = HC _CURRENTLY_DI SABLED with TA (SW - '90 00"
corresponding
reason code
4 - EVT_SEND_DATA  |throw t () Throw exception |EVT_SEND_DA N1
(INS ='04) reason = HCl _FRAGVENTED_MESSAGE_ONGO NG |ith TA (SW -'90 007)
corresponding
reason code
5-EVT_SEND_DATA |throw t() Throw exception |[EVT_SEND_DA |[N1
reason = HCl _I NVALI D_LENGTH with

(INS = '05")

corresponding
reason code

TA (SW -'90 00')
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Test Case
ID HCI Command API Description | API Expectation HCI Response |CRR
6 - EVT_SEND_DATA |throw t() Throw exception |EVT_SEND_DA |N1
(INS ="'06") reason = with TA (SW -'90 00")
HCl _LI STENER_ALREADY_REG STERED corresponding
reason code
7-EVT_SEND_DATA |throwt() Throw exception |EVT_SEND_DA |N1
(INS ='07") reason = HCl _NOT_AVAI LABLE with TA (SW - '90 00"
corresponding
reason code
8 - EVT_SEND_DATA  |throw t() Throw exception |[EVT_SEND_DA |[N1
(INS ='08) reason = HCl _RESOURCES_NOT_AVAI LABLE with TA (SW - '90 00"
corresponding
reason code
9-EVT_SEND_DATA |throwt() Throw exception |EVT_SEND_DA |N1
(INS ='09) reason = HCl _SERVI CE_NOT_AVAI LABLE with TA (SW - '90 00"
corresponding
reason code
10 - EVT_SEND_DATA |throwit() Throw exception |[EVT_SEND_DA |[N1
(INS ="0A) reason = HCl _WRONG_EVENT_TYPE with TA (SW - '90 00"
corresponding
reason code
11-EVT_SEND_DATA |throwit() Throw exception |EVT_SEND_DA |N1
(INS ='0B") reason = HCl _WRONG_LI STENER TYPE with TA (SW - '90 00"
corresponding
reason code

6.1.5 Interface HCIListener

6.1.5.1 Method onCallback

6.1.5.1.0 Text Area Reference

Test Area Reference: Api_1 Hin_Ocb.

6.1.5.1.1 Conformance requirements

6.1.5.1.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

voi d onCal | back(byte event, HCI Message nessage)

6.15.1.1.1 Normal execution

CRRN1: The Contactless Framework shall invoke the method *t ypeLi st ener. onCal | back only with
events which are defined in this particular listener or HCI Li st ener and only with message objects of this
listener type.

CRRN2: The Applet instance shall activate the events with CardEmulationService.activateEvent before it will
receive any event notification.

CRRN3: The context as defined in the Java Card™ specification [11], [12] and [13] shall be set to the context
of the Applet which implements the onCallback() method. The previous context (context of the caller) shall be
the context of the Contactless Framework.

CRRN4: Upon return from the onCallback() method a pending transaction shall be aborted.

CRRN5: Void.
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e  CRRNG: The Contactless Framework shall be able to receive one or more HCI messages while waiting for a
response related to a command originated by the Applet (e.g. processing arequest for parameters) especialy
for the EVT_FIELD_OFF case.

. CRRN7: All other HCI messages [except EVT_FIELD_OFF] shall be delivered to the Applet instance in the
same order as they were received by the Contactless Framework.

NOTE: Development of test cases for CRRN7 is FFS.

6.1.5.1.1.2 Parameter errors
. None.
6.1.5.1.1.3 Context errors
. None.
6.1.5.1.2 Test Suite Files
Applet Name Test case ID
Api_1 Hin_Ocb_4.java 1
Api_1 Hin_Ocb_5.java 2
Api_1_HIn_Ocb_2.java 4
Api_1_HIn_Ocb_3.java 5

6.1.5.1.3 Initial conditions
. EVT_FIELD_ON has been sent on HCI interface.

. EVT_CARD_ACTIVATED has been sent on HCI interface.
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6.1.5.1.4 Test procedure
Test case
ID | HCI Command | API Description | APl Expectation | HCI Response | CRR
1 Get context
1 - Send Service = CardEnul ationService |No exceptionshallbe |[EVT_SEND_DATA (SW |N3
EVT_SEND_DAT |Listener = thrown '90 00')
A (Select applet) Car dEmul at i onLi st ener
Send process(): expected AID =
EVT_SEND_DAT |jcsyst em get Al D) ; current AID
A (INS ='01)
2 - Send Service = CardEnul ationService |No exception shallbe |EVT_SEND_DATA (SW |N3
EVT_SEND_DAT |Listener = thrown '90 00')
A (Select applet) Car dEmul at i onLi st ener
cend process(): previous AID = null
EVT_SEND_DAT |JcSyst em get Pr evi ousCont ext Al D(
A (INS ='02) )
2 Abort transaction
- Send Service = CardEnul ationService |No exception shallbe |EVT_SEND_DATA (SW |N4
EVT_SEND_DAT |Listener = thrown '90 00")
A (Select applet) Car dEmul at i onLi st ener
- Send onCal | back() : Test array shall not be |[EVT_SEND_DATA (SW
EVT_SEND_DAT |jcsyst em begi nTransacti on() : modifed '90 00"
A (INS ='01" Set up test array
- Send /I no SW -'90 00'
ENVELOPE JCSyst em conmi t Transacti on!!
command on the )
ISO interface processToolkit():
which will trigger check array nodification
EVENT_UNREC
OGNIZED_ENVE
LOPE in the
applet as
specified in
ETSI TS 102 241
[6]
3 Void
4 Receive messages while waiting for get parameter
- Listener = No exception shallbe |ANY_GET_PARAMETE |[N1,
EVT_SEND_DAT |[CardEmul ati onLi st ener thrown R(ATQB) N2, N6
A (Select applet) g\c/:a;];/at:eEvent 0
- EVENT_GET_PARAVETER RESPONSE oanIIback() shall No error after
EVT_FIELD_OFF receive ANY OKas |EVT_FIELD OFF
pr epar eAndSendGet Par anet er Comma. |[EVENT_GET_PARAM
- ANY_OK nd() ETER_RESPONSE
param D =
PARAM | D TYPE_B_CARD AT(B
5 Receive messages while waiting for get parameter
- Listener = No exception shallbe |ANY_GET_PARAMETE |[N1,
EVT_SEND_DAT |CardEmul ati onLi st ener thrown R(ATQA) N2, N6

A (Select applet)

EVT_FIELD_OFF

- ANY_OK

activat eEvent ()
event =
EVENT_GET_PARAMETER _RESPONSE

pr epar eAndSendGet Par anet er Comma
nd()

param D =

PARAM_ | D_TYPE_A_CARD_ATQA

onCallback() shall
receive ANY_OK as
EVENT_GET_PARAM
ETER_RESPONSE

No error after
EVT_FIELD OFF
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6.2 Package uicc.hci.services

6.2.1 Package CardEmulation Service

6.2.1.1 Interface CardEmulationMessage
6.2.1.1.1 Method prepareAndSendGetParameterCommand
6.2.1.1.1.0 Text Area Reference

Test Area Reference: Api_2 CEm_Sgp.
6.2.1.1.1.1 Conformance requirements

6.2.1.1.1.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

voi d prepar eAndSendCet Par amet er Command( byt e par am D)
throws HCl Exception

6.2.1.1.1.1.1 Normal execution

. CRRNL1: this non-blocking method builds the HCI command ANY_GET_PARAMETER for the indicated
information and sends it to the appropriate Card RF Gate of the CLF.

. CRRNZ2: the paraml D indicates a constant parameter of the requested value.

. CRRNS3: The CardEmulationListener.onCallback method shall be called by the Contactless Framework. The
HCI message that resulted in the selection of this Applet according to the rules defined in " Global Platform
Amendment C" [10] shall be provided by the CardEmulationM essage.

6.2.1.1.1.1.2 Parameter errors

. CRRPL1: throws HCIException with the reason code HCI_CURRENTLY _DISABLED if the HCI interface
was disabled.

NOTE: Development of test cases for CRRPL is FFS.

6.2.1.1.1.1.3 Context errors

. CRRC1.: throws HCIException with the reason code HCI_FRAGMENTED_MESSAGE_ONGOING if the
Contactless Framework is still receiving afragmented HCI Message.

. CRRC2: throws HCIException with the reason code HCI_ RESOURCES NOT_AVAILABLE if the
contactless framework does not have enough resources to process the command.

NOTE: CRRC2 isnot tested, asit is not possible to force the situation where the contactless framework does not
have enough resources to process the command.
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6.2.1.1.1.2

6.2.1.1.1.3
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Test suite files
Applet Name Test case ID
Api_2_CEm_Sgp_1.java 11
Api_2_CEm_Sgp_2.java 1-2
Api_2 CEm_Sgp_3.java 1-3
Api_2 CEm_Sgp_4.java 1-4
Api_2_CEm_Sgp_5.java 1-5
Api_2 CEm_Sgp_6.java 1-6
Api_2_CEm_Sgp_7.java 1-7
Api_2 CEm_Sgp_8.java 1-8
Api_2 CEm_Sgp_9.java 2-1
Api_ 2 CEm_Sgp_10.java 2-2
Api_2_CEm_Sgp_11.java 2-3
Api_2_CEm_Sgp_12.java 2-4
Api_2 CEm_Sgp_13.java 2-5
Api_2 CEm_Sgp_14.java 3-1
Api_ 2 CEm_Sgp_15.java 3-2

Initial condition

. EVT_FIELD_ON has been sent on HCI interface.

. EVT_CARD_ACTIVATED has been sent on HCI interface.

6.2.1.1.1.4 Test procedure
Test case
ID | HCI Command | API Description | API Expectation | HClIResponse | CRR
1 Get parameter: Type A
1- pr epar eAndSendGet Par amet er Command( |No exception shall be GET_PARAMETER N1,
EVT_SEND_DAT ?Jar aml D = thrown with command N2, N3
A(Sele PARAM | D TYPE_A_CARD APPLI CATI ON_D pa{smﬁgrgs '”Q'i‘."‘ted
ATA in the escription
column
2- pr epar eAndSendGet Par amet er Command( |No exception shall be GET_PARAMETER N1,
EVT_SEND_DAT Lar Al D < thrown with command N2, N3
A (Select applet) . parameter as indicated
PARAMLI D_TYPE_A_CARD ATQA in the API Description
column
3- pr epar eAndSendGet Par anet er Command( |No exception shall be GET_PARAMETER N1,
EVT_SEND_DAT ) WD thrown with command N2, N3
par a = L
A (Select applet) |5acam D TYPE A CARD Ol D_SUPPCRT i‘;]a{ﬁg‘igrgzs'zﬂ;;fgﬁd
column
4 - pr epar eAndSendGet Par anet er Conmand( |No exception shall be GET_PARAMETER N1,
EVT_SEND_DAT ?Jar aml D = thrown with command N2, N3
A (Selectapplet) |5,cam D TYPE A CARD CLT_SUPPCRT ﬁla{ﬁénigrgzégg;iagﬁd
column
5- pr epar eAndSendGet Par amet er Command( |No exception shall be GET_PARAMETER N1,
EVT_SEND_DAT Lar Al b = thrown with command N2, N3
A (Selectapplet) | 5,cam 1'D TYPE A CARD DATARATE MAX ﬁ,afﬁénﬁﬁrgzs'gﬁéﬁ?gﬁd
column
6 - pr epar eAndSendGet Par anet er Command( |No exception shall be GET_PARAMETER N1,
EVT_SEND_DAT | _ thrown with command N2, N3
A (Select applet) EZ[QZ’S PD‘TYPE A CARD FW SFG parameter as indicated
- == - - in the API Description
column
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Test case
ID | HCI Command API Description API Expectation HCI Response CRR
7- pr epar eAndSendGet Par amet er Command( |No exception shall be GET_PARAMETER N1,
EVT_SEND_DAT ) _ thrown with command N2, N3
A (Select applet) Ezgzm PD‘TYPE A CARD MODE parameter as indicated
- - - = - in the API Description
column
8- pr epar eAndSendGet Par amet er Command( |No exception shall be GET_PARAMETER N1,
EVT_SEND_DAT |) thrown with command N2, N3
A (Select applet) |Param D = PARAM I D_TYPE_A_CARD_SAK parameter as indicated
in the API Description
column
2 Get parameter: Type B
1- No exception shall be GET_PARAMETER N1,
EVT_SEND_DAT |PrepareAndSendGet Par anet er Command(  |thrown with command N2, N3
A (Select applet) )par am b = parameter as indicated
PARAM | D TYPE B CARD AFI in the API Description
-~ - ~ column
2- pr epar eAndSendGet Par anet er Conmand( No exception shall be GET_PARAMETER N1,
EVT_SEND_DAT |)oar ami D = thrown with command N2, N3
A (Select applet) . parameter as indicated
PARAMI D_TYPE_B_CARD ATGB in the API Description
column
3- pr epar eAndSendGet Par amet er Command( |No exception shall be GET_PARAMETER N1,
EVT_SEND_DAT ?Jar aml D = thrown with command N2, N3
A (Selectapplet) |5apam | D TYPE B CARD DATARATE MAX ﬁ,a{ﬁénﬁﬁrgzs'ﬂﬂ;?;ﬁd
column
4 - pr epar eAndSendGet Par amet er Command( |No exception shall be GET_PARAMETER N1,
EVT_SEND_DAT )ar Al D < thrown with command N2, N3
A (Select applet) g ARAM | D_TYPE B_CARD_H GHER LAYER parameter as mdmgted
RESPONSE in the API Description
column
5- pr epar eAndSendGet Par anet er Command( |No exception shall be GET_PARAMETER N1,
EVT_SEND_DAT ) thrown with command N2, N3
A (Select applet) gikzm PD:TYPE B CARD MODE parameter as indicated
- - - in the API Description
column
3 The Contactless Framework is receiving fragmented HCI Message
1- pr epar eAndSendGet Par amet er Conmand(  |Shall throw - EVT_SEND_DATA C1

EVT_SEND_DAT
A (Select applet)

Send as
fragmented HCI
Message:

EVT_SEND_DAT
A (data length =
supported buffer
size + 5 bytes,
message not
complete)

With CB =1 for
the last sent
frame
EVT_SEND_DAT
A sent without
waiting for
response

param D =
PARAM | D_TYPE_A CARD ATQA

uicc.hci.framework.HCIE
xception with error code
HCI_FRAGMENTED_M
ESSAGE_ONGOING

(SW —-"90 00")

- EVT_SEND_DATA
(No data)

- EVT_SEND_DATA
(one byte with second
least significant bit set)
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Test case

HCI Command API Description API Expectation HCI Response CRR

2 pr epar eAndSendGet Par anet er Conmand( (Shall throw - EVT_SEND_DATA C1
EVT_SEND_DAT ?Jar ami D = uicc.hci.framework.HCIE |(SW —'90 00’)

A (Select applet) . xception with error code |- EVT_SEND_DATA
PARAMLI D_TYPE_B_CARD ATGB HCI_FRAGMENTED_M |(No data)
ESSAGE_ONGOING - EVT_SEND_DATA
(one byte with second
Send as least significant bit set)
fragmented HCI
Message:
EVT_SEND_DAT
A (data length =
supported buffer
size + 5 bytes,
message not
complete)

EVT_SEND_DAT
A sent without
waiting for
response

6.2.1.1.2 Method prepareAndSendSendDataEvent

6.2.1.1.2.0 Text Area Reference

Test Area Reference: Api_2 CEm_Ssd.
6.2.1.1.2.1 Conformance requirements

6.2.1.1.2.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

voi d prepar eAndSendSendDat aEvent (byte[] data,
short of fset,
short |en)
throws HCl Excepti on,
java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcepti on

6.2.1.1.2.1.1 Normal execution

. CRRN1: This non-blocking method builds the the HCI event EVT_SEND_DATA sendsit to the Contactless
Card Emulation Gate of the CLF.

. CRRN2: the data to be sent should be formatted according to the HCI specification, the offset define the offset
of datainto the data buffer and the len define the length of datain the data buffer.

e  CRRNS3: Applet instances shall receive CardEmulationM essages after the registration of a
CardEmulationListener interface to a CardEmulationService only if the EVENT_ON_SEND_DATA is
activated for the Applet instance.

. CRRN4: The CardEmulationListener.onCallback method shall be called by the Contactless Framework. The
HCI message that resulted in the selection of this Applet according to the rules defined in " Global Platform
Amendment C" [10] shall be provided by the CardEmulationM essage.

6.2.1.1.2.1.2 Parameter errors
. CRRP1: throws java.lang.Null PointerException - if datais null.

. CRRP2: throws java.lang.Arrayl ndexOutOfBoundsException - if operation would cause access of data outside
array bounds.
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6.2.1.1.2.1.3

6.2.1.1.2.2

6.2.1.1.2.3

NOTE:
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Development of test cases for CRRP2 is FFS.

Context errors
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. CRRC1.: throws HCIException with the reason code HCI_CURRENTLY_DISABLED if the HCI interface

was disabled.

. CRRC2: throws HCIException with the reason code HCI_FRAGMENTED_MESSAGE_ONGOING if the
Contactless Framework is still receiving a fragmented HCl Message.

. CRRC3: throws HCIException with the reason code HCI_ RESOURCES NOT_AVAILABLE if the

contactless framework does not have enough resources to process the command.

NOTE 1: Development of test cases for CRRC1 is FFS.

NOTE 2: CRRC3 isnot tested, asit is not possible to force the situation where the contactless framework does not
have enough resources to process the command.

Test suite files

Applet Name Test case ID
Api_2 CEm_Ssd_1.java 1
Api_2 CEm_Ssd_1.java 2
Api_2_CEm_Ssd_5.java 3
Api_2_CEm_Ssd_4.java 4
Api_2_CEm_Ssd_2.java 5-1
Api_2 CEm_Ssd_3.java 5-2

Initial conditions

All test cases shall be executed in both full power mode and low power mode.

EVT_FIELD_ON has been sent on HCI interface.

EVT_CARD_ACTIVATED has been sent on HCI interface.

6.2.1.1.2.4 Test procedure
Test case
ID HCl Commnad | API Description | APIExpectation [ HCI Response | CRR
1 Send data - Type A
EVT_SEND_DATA |prepar eAndSendSendDat aEvent ( |No exception shall EVT_SEND_DATA N1,
(Select applet) data = (OxO1, 0x02, 0x03 be thrown ({Ox03, 0x04, 0x05, N2,
0x04, 0x05, 0x06, 0x07, 0x06, 0x07}) N3, N4
0x08, 0x09}
offset = 2
length = 5
2 Send data - Type B
EVT_SEND_DATA |prepar eAndSendSendDat aEvent ( [No exception shall  [EVT_SEND_DATA N1,
(Select applet) data = {0x01, 0x02, 0x03 be thrown ({0x03, 0x04, 0x05, N2,
0x04, 0x05, 0x06, Ox07, 0x06, 0x07}) N3, N4
0x08, 0x09}
offset = 2
length = 5
3 Reception of fragmented HCI Message
- EVT_SEND_DATA |prepar eAndSendSendDat aEvent (- (Shall throw - EVT_SEND_DATA Cc2

to select applet
Send as fragmented
HCI Message:

- EVT_SEND_DATA
(data length =
supported buffer size
+ 5 bytes, message
not complete)

)

data = {0x90, 0x00}
of f set 0

I ength

2

uicc.hci.framework.H
CIException with
error code
HCI_FRAGMENTED
_MESSAGE_ONGOI
NG

(SW -'90 00"
- EVT_SEND_DATA
(No data)

- EVT_SEND_DATA
(SW-'90 02

ETSI




Release 10 63 ETSI TS 103 115 V10.0.0 (2024-06)
Test case
ID HCI Commnad API Description API Expectation HCI Response CRR
- EVT_SEND_DATA
(INS ='01") without
waiting for response
4 Send no data
EVT_SEND_DATA |prepar eAndSendSendDat aEvent ( [Shall throw java.lang [EVT_SEND_DATA P1
(Select applet) ) exception with error  |({OxFF, OxFF, OxFF,
data = nul | code OXFF, OXFF })
of fset = 2 NullPointerException
length = 5
5 Array Index Out Of Bounds
1- pr epar eAndSendSendDat aEvent ( |Shall throw java.lang |EVT_SEND_DATA P2
EVT_SEND_DATA ) exception with error  |({OxFF, OxFF, OxFF,
(Select applet) _ code OxFF, OXFF })
Lo s 0k 992 [arayindesouiorsa
0x07, 0x08, 0x09} ndsException
offset = 2
length = 15
2- pr epar eAndSendSendDat aEvent ( |Shall throw java.lang |EVT_SEND_DATA P2
EVT_SEND_DATA ) _ exception with error  |({OxFF, OxFF, OxFF,
(Select applet) 8%2, _oigé?lbxgé?szg);?s’ code OXFF, OXFF })
0x08, 0x09} Arraylndex_OutOfBou
offset = 15 ndsException
length = 5
6.2.1.1.3 Method selectingMessage
6.2.1.1.3.0 Text Area Reference

Test Area Reference: Api_2 CEm_Scm

6.2.1.1.3.1

6.2.1.1.3.1.0

Conformance requirements

API definition

The method with the following header shall be compliant to its definition in the API.

bool ean sel ecti ngMessage()

6.2.1.1.3.1.1

6.2.1.1.3.1.2

6.2.1.1.3.1.3

6.2.1.1.3.2

Normal execution

. CRRN1: This method is used by the applet to distinguish the HCI Message command which selected this
applet from all other HCI messages.

e  CRRN2: returnstrueif the current HCl message caused the selection of the Applet according to the rulesin
Global Platform Amendment C [10].

. None.

. None.

Parameter errors

Context errors

Test suite files

Applet Name Test case ID
Api_2 CEm_Scm_1.java 1
Api_2_CEm_Scm_1.java 2
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6.2.1.1.3.3 Initial conditions
All test cases shall be executed in both full power mode and low power mode.
. EVT_FIELD_ON has been sent on HCI interface.

. EVT_CARD_ACTIVATED has been sent on HCI interface.
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6.2.1.1.34 Test procedure
Test case
ID HCI Command | API Description | APIExpectation | HCI Response ICRR
1 Select Applet
EVT_SEND_DATA sel ecti ngMessage() No exception shall be |EVT_SEND_DATA (SW - |N1,
(Select applet) thrown. '90 00" N2
selectingMessage()=
true
2 Arbitrary Command
- EVT_SEND_DATA sel ecti ngMessage() No exception shall be |- EVT_SEND_DATA(SW - |N1,
(Select applet) thrown. '90 00" N2
- EVT_SEND_DATA - EVT_SEND_DATA (01
(INS ='01") selectingMessage() = |02 03 90 00"
false
6.2.1.2 Interface CardEmulationService
6.2.1.2.1 Method getCardRFType
6.2.1.2.1.0 Text Area Reference

Test Area Reference: Api_2 CEs RFt.
6.2.1.2.1.1 Conformance requirements

6.2.1.2.1.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

byt e get Car dRFType()

6.2.1.2.2.1.1 Normal execution

e  CRRNLI: returns the reader RF type on which the service is connected, shall be one of the TYPE_* constant

values defined in thisinterface, or -1 if the RF type can not be evaluated.

e  CRRN2: Applets communicating through the process() method shall also be able to use the API services

defined in the present document which do not require a CardEmulationListener registration (e.g. requesting the

power mode or connectivity service).

6.2.1.2.2.1.2 Parameter errors
° None.

6.2.1.2.2.1.3 Context errors
. None.
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6.2.1.2.2 Test Suite Files

Applet Name Test case ID
Api_2 CEs_RFt_1.java
Api_2 CEs_RFt_1.java
Api_2 CEs_RFt_1.java
Api_2 CEs_RFt 1.java

AWIN|F

6.2.1.2.3 Initial conditions

All test cases shall be executed in both full power mode and low power mode.
. EVT_FIELD_ON has been sent on HCI interface.
. EVT_CARD_ACTIVATED has been sent on HCI interface.

. According applet has been successfully installed and selected using HCI interface.

6.2.1.2.4 Test procedure
Test case
ID | HCICommand | API Description | API Expectation | HCIResponse |[CRR
1 RF type A
EVT_SEND_DATA |get Car dRFType(  |No exception shall be thrown EVT_SEND_DATA [N1
(INS ='01) ) getCardRFType() = TYPE_A CARD_RF (SW ='90 01) N2
2 RF type B
EVT_SEND_DATA |get Car dRFType(  |No exception shall be thrown EVT_SEND_DATA (N1
(INS = '01) ) getCardRFType() = TYPE_B_CARD_RF (SW ='90 02) N2
3 RF type F
EVT_SEND_DATA |get Car dRFType(  |No exception shall be thrown EVT_SEND_DATA [N1
(INS ='01) ) getCardRFType() = TYPE_F_CARD_RF (SW ='90 04" N2
4 RF type B'
EVT_SEND_DATA |get Car dRFType(  |No exception shall be thrown EVT_SEND_DATA [N1
(INS ='01) ) getCardRFType() = TYPE_B_PRIM_CARD_RF |(SW = '90 03) N2
6.2.1.3 Interface CardEmulationListener
6.2.1.3.1 Method onCallback
6.2.1.3.1.0 Text Area Reference
Test Area Reference: Api_2_ CEI_Och.
6.2.1.3.1.1 Conformance requirements

6.2.1.3.1.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

voi d onCal | back(byte event, HCl Message nessage)

6.2.1.3.1.1.1 Normal execution

. CRRN1: The Contactless Framework shall invoke the method CardEmulationListener.onCallback only with
events which are defined in this particular listener or CardEmulationListener and only with
CardEmul ationM essage objects.
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. CRRN2: The Applet instance shall activate the events with CardEmulationService.activateEvent before it will
receive any event notification. In case the Applet instance has registered the CardEmulationListener and has
activated the EVENT_ON_SEND_DATA the process() method of this Applet instance shall not be invoked
during the selection. The CardEmulationListener.onCallback method shall be called by the Contactless
Framework.

e CRRNS3: If the EVENT_ON_SEND_DATA isdeactivated for the Applet instance and an APDU is received
viathe EVT_SEND_DATA, the javacard.framework.APDU class and the process() method of the Applet
instance shall be invoked.

. CRRN4: It shall not be possible to switch between the usage of the CardEmulationListener interface and the
invocation through the process() method within a contactless application session, i.e. not before the Applet has

been deselected and selected again.
6.2.1.3.1.1.2 Parameter errors
. None.
6.2.1.3.1.1.3 Context errors
. None.
6.2.1.3.1.2 Test Suite Files
Applet Name Test case ID
Api_2_CEIl_Ocb_1.java 1
Api_2 CEIl Ocb _4.java 3
Api_2 CEIl Ocb _1.java 4
Api_2_CEIl_Ocb_3.java 6
Api_2 CEI_Ocb_6.java 7-2
Api_2_CEl_Ocb_7.java 7-3
Api_2 CEIl Ocb_8.java 7-4
6.2.1.3.1.3 Initial conditions

All test cases shall be executed in both full power mode and low power mode.
. EVT_FIELD_ON has been sent on HCI interface.
o EVT_CARD_ACTIVATED has been sent on HCI interface.

. According applet has been successfully installed and selected using HCI interface.

6.2.1.3.1.4 Test procedure
Test case
ID | HCI Command | API Description | APl Expectation | HCI Response | CRR
1 Activate EVT_SEND_DATA - Type A
- HCl Li stener = - process() method: - EVT_SEND_DATA N1,
EVT_SEND_DAT |CardEmul ationLi st ener No exception shall be |(SW - '90 00") N2,
A(NS =14 Cl_g ggn\:: gtei ;nServi ce thrown N3,
- EVT_SEND_DATA N4,

activat eEvent ()

EVT_SEND_DAT
A(INS = '24")-

- deselect the
applet
- select the applet

event =
Car dEnul at i onLi st ener. EVENT_ON_
SEND_DATA

- process() method:
No exception shall be
thrown

onCallback() method
shall notice the event

EVENT_ON_SEND_D

ATA

(SW -'90 00")

- EVT_SEND_DATA
(SW -'90 00")
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Test case
ID | HClI Command | API Description | APIExpectation | HCI Response | CRR
2 Void
3 Activate EVENT_GET_PARAMETER_RESPONSE - Type A
- Listener = onCallback() method |GET_PARAMETER with |N1,
EVT_SEND_DAT |CardEmul ati onLi st ener shall notice the event |the N2,
A (INS ='01") g\clg'n;’at:eE"e”t 0 EVENT _ON_SEND D |PARAM_ID_TYPE_A C |N3,
EVENT GET PARAMETER RESPONSE  |ATA ARD_ATQA N4,
- ANY_OK as pr epar eAndSendGet Par anet er Conmra. |onCallback() shall - No exception after
response to nd() receive ANY_OK as ANY_OK reception.
GET_PARAMET |parani D = EVENT_GET_PARAM |EVT_SEND_DATA
ER PARAMLI D_TYPE_A_CARD ATQA ETER_RESPONSE (SW - '90 00")
- deselect/select -process() method - EVT_SEND_DATA
the applet No exception shall be  [(SW -'90 00)
thrown
EVT_SEND_DAT - process() method: - EVT_SEND_DATA
A(INS='22" ANY_OK receptionis [(SW -'90 00"
verified
4 Activate EVT _SEND DATA - Type B
- HC Li stener = - process() method: - EVT_SEND_DATA N1,
EVT_SEND_DAT |CardEnul ationListener No exception shall be |(SW - '90 00") N2,
A(NS ="14) Cl_g SE:TI\;: ;tei ;nServi ce thrown N3,
- activat eEvent () - EVT_SEND_DATA N4,
EVT_SEND_DAT |event = - process() method: (SW -'90 00"
A(INS ="24')- Car dEnul at i onLi st ener . EVENT_ON_ |No exception shall be
SEND_DATA thrown - EVT_SEND_DATA
- deselect the (SW -'90 00")
applet onCallback() method
- select the applet shall notice the event
EVENT_ON_SEND D
ATA
i | i | |
6 Activate EVENT GET_PARAMETER RESPONSE - Type B
- Li stener = onCallback() method |- GET_PARAMETER N1,
EVT_SEND_DAT |CardEnmul ationLi st ener shall notice the event  |with the N2,
A (INS ='01") :\‘jg'n;’at:eE"em 0 EVENT_ON_SEND D |PARAM_ID_TYPE B _C |N3,
EVENT GET PARAMVETER RESPONSE  |ATA ARD_ATQB N4
- ANY_OK as pr epar eAndSendGet Par anet er Conma. |0NnCallback() shall - No exception after
response to nd() receive ANY_OK as ANY_OK reception.
GET_PARAMET |param D = EVENT_GET_PARAM |EVT_SEND_DATA
ER PARAM | D_TYPE_B_CARD_AT(B ETER_RESPONSE (SW - '90 00")
- deselect/select -process() method - EVT_SEND_DATA
the applet No exception shall be  [(SW -'90 00
thrown
EVT_SEND_DAT - process() method: - EVT_SEND_DATA
A(INS = '22Y) ANY_OK receptionis [(SW - '90 00"
verified
7 Deactivate events
1-
Void
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Test case
ID | HCI Command API Description API Expectation HCI Response CRR

2- HCI Service = , No exception shall be |- ignore the first N2
EVT_SEND_DAT |Car dEmul ati onServi ce thrown response
A(INS="12)) Event has been successfully

activated

onCallback() method |- EVT_SEND_DATA

- ANY_OK as deact i vat eEvent () shall not notice the (SW -'90 00"
response to event = event
GET_PARAMET |Car dEnul ati onLi st ener. EVENT_GET - EVT_SEND_DATA
ER _PARAMETER_RESPONSE (SW -'90 00"
- deselect/select  |Prepar eAndSendCet Par anet er Conma

nd()
the applet parani D =

PARAM | D_TYPE_A CARD_ATQA
EVT_SEND_DAT
A(INS="20")
3- HCI Service = , No exception shall be |- ignore the first N2
EVT_SEND_DAT |CardEmul ationServi ce thrown response
A(INS="12)) Event has been successfully

activated

onCallback() method |- EVT_SEND_DATA

- ANY_OK as deact i vat eEvent () shall not notice the (SW -'90 00"
response to event = event
GET_PARAMET |Car dEnul ati onLi st ener. EVENT_GET - EVT_SEND_DATA
ER _PARAMETER_RESPONSE (SW -'90 00"
- deselect/select  |PT epar eAndSendCet Par anet er Conma

nd()
the applet parani D =

PARAM | D_TYPE_B_CARD_ATQB
EVT_SEND_DAT
A(INS="20")
4 - HCl Servi ce = No exception shall be |- EVT_SEND_DATA N2
- Car dEmul at i onSer vi ce thrown (SW -'90 00")
EVT SEND DAT Event has been successfully -EVT SEND DATA
A(INS='14") activated onCallback() method ~ |(SW -'90 00')_
- deselect deact i vat eEvent () shall not notice the - EVT_SEND_DATA
[select the applet |event = event (SW-'90 01"

A(INS="20")
6.2.2 Package Connectivity Service
6.2.2.1 Interface ConnectivityService
6.2.2.1.1 Method prepareAndSendConnectivityEvent
6.2.2.1.1.0 Text Area Reference

Test Area Reference: Api_2 CNs Sce.

6.2.2.1.1.1

6.2.2.1.1.1.0

The method with the following header shall be compliant to its definition in the API.

Conformance requirements

API definition

voi d prepar eAndSendConnecti vi t yEvent ()
t hrows HCl Excepti on
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6.2.2.1.1.1.1 Normal execution

. CRRN1: This non-blocking method builds the HCI event EVT_CONNECTIVITY which notifies the terminal
host that it shall send a"HCI connectivity event” asdefined in ETSI TS 102 223 [7].

e  CRRN2: If the Applet wants to use proactive functionality it shall use the Connectivity Service defined above
to send an HCI event EVT_CONNECTIVITY to the terminal, register for
EVENT_EVENT_DOWNLOAD_HCI_CONNECTIVITY and return. All the proactive functionality of the
UICC API defined in ETSI TS 102 241 [6] isthen available to the Applet when that Applet instanceis
triggered with the processToolkit() method defined in ETSI TS 102 241 [6].

. CRRN3: the contactless runtime environment shall bind the services defined in uicc.hci.services.connectivity
to the corresponding resources (e.g. gates and pipes) specified by the HCI protocol [3] for the connectivity
service.

. CRRN4: The Contactless Framework shall only send the HCI event EVT_CONNECTIVITY or
EVT_TRANSACTION specified by the HCI protocol [3] to an Applet instance, when it is the selected Applet
in card emulation mode or when this Applet instanceisin the state ACTIVATED (according to
"GlobalPlatform Amendment C" [10]) for the reader mode.

. CRRNS5: The ProactiveHandler defined in ETSI TS 102 241 [6] shall not be available when the contactless
Applet isinvoked with the callback methods defined in the present document, or when the Applet isinvoked
with the process() method of the Applet class defined in Application Programming Interface, Java Card™
Platform [6] (in card emulation mode).

6.2.2.1.1.1.2 Parameter errors
° None.
6.2.2.1.1.1.3 Context errors

. CRRC1.: throw HCIException with error code reason HCI_CURRENTLY_DISABLED if the HCI interface
was disabled.

. CRRC2: throw HCIException with error code reason HCI_RESOURCES _NOT_AVAILABLE if the
contactless framework does not have enough resources to process the command.

. CRRC3: throw HCIException with error code reason HCI_CONDITIONS NOT_SATISFIED if the
conditions to call this method are not satisfied.

NOTE: CRRC2isnot tested, asit is not possible to force the situation where the contactless framework does not
have enough resources to process the command.

6.2.2.1.1.2 Test suite files
Applet Name Test case ID
Api_2_CNs_Sce_1.java 1
Void 2-1
Api_2_CNs_Sce_6.java 2-2

Api_2_CNs_Sce 2.java
Api_2_CNs_Sce 3.java
Api_2_CNs_Sce_4.java
Api_2_CNs_Sce_b5.java
Api_2_CNs_Sce_7.java

N0~ W

6.2.2.1.1.3 Initial condition
Initial conditionsfor ID 1,1D 3,ID 4,ID 5, ID 6:

. Prior to thistest the Terminal shall have been powered on and performed the PROFILE DOWNLOAD
procedure.
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Interminal profile set the 25th byte, 'b6' to indicate that class m is supported.

Interminal profile set the 5th byte, ‘b1’ to indicate proactive UICC: SET UP EVENT LIST.

UICC has created and opened a pipe to connectivity gate in the terminal host

EVT_FIELD_ON has been sent on HCI interface.

EVT_CARD_ACTIVATED has been sent on HCI interface.

According applet has been successfully installed and selected using HCI interface.

Initial conditions for ID 2-2:

Initial conditions for ID 7:

Prior to this test the Terminal shall have been powered on and performed the PROFILE DOWNLOAD

procedure.

In terminal profile set the 251 byte, 'b6' to indicate that class m is supported.

Interminal profile set the 5" byte, 'b1' to indicate proactive UICC: SET UP EVENT LIST.

Prior to thistest the Terminal shall have been powered on and performed the PROFILE DOWNLOAD

procedure.

Interminal profile set the 25" byte, 'b6' to indicate that class m is supported.

In terminal profile set the 51 byte, ‘b1’ to indicate proactive UICC: SET UP EVENT LIST.

UICC has created and opened a pipe to connectivity gate in the terminal host

According applet has been successfully installed and selected using 1SO Interface and the applet is set into
ACTIVATED state.

6.2.2.1.1.4 Test procedure
Test case
ID HCl commands | API Description | APIExpectation | HCl Response | CRR
1 Send HCI Connectivity Event (card emulation)
- Send Li stener = CardEnmul ati onLi stener No exception shall be |[EVT_SEND_DA |N1
EVT_SEND_DATA  [process(): o thrown TA (SW —'90 N3
(INS ='01") prepar eAndSendConnecti vi t yEvent () 00')
HCI event
EVT_CONNECT
IVITY sent. This
may be sent
before or after
the
EVT_SEND_DA
TA indicated
above.
2 HCl interface disabled
1 Void
2 - The contactless  |set Conmuni cationlnterface() API throw HCIException  |SW -'90 00' C1
interface is disabled |mthod of ~ G obal Platform with error code No EVT_ N3
in the UICC as Arendmrent C 1s used to disable H3 reason CONNECTIVITY
defined in Global HCI_CURRENTLY_D |shall be sent
Platform Li stener = Car dEmul ati onLi st ener ISABLED
Amendment C Send process():
on ISO interface pr epar eAndSendConnecti vi t yEvent ()
send the following
commands: set Comuni cati onlnterface() API
- Send APDU to met hod of dobal Platform
select the applet.
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Test case
ID HCI commands API Description API Expectation HCI Response | CRR
- Send APDU Amendnent C is used to enable again
(INS ='02Y) HCl interface
- Postcondition:
The contactless
interface is enabled
again in the UICC as
defined in Global
Platform
Amendment C
3 Wrong Precondition Connectivity Event
The initial conditions [Service = ConnectivityService Shall throw exception |No EVT_ N4,
in clause 6.2.2.1.1.3 |Li stener = ConnectivityListener with error code CONNECTIVITY |C3
related to card process() reason shall be sent
emu]atlon are not Connect i vi t ySer vi ce. HCI_CONDITIONS _
applicable here. pr epar eAndSendConnect i vi t yEvent () NOT_SATISFIED
Send on ISO:
- Select applet
- Send
APDU with
(INS ='01)
4 No Proactive Handler
- Send Service = CardEnul ationService ProactiveHandler EVT_SEND_DA |[N5
EVT_SEND_DATA |Listener = CardEmul ationListener shall not be available |TA (SW —'90
(INS ='01") 00")
process()
Proact i veHandl er Syst em get TheHandl e
rQ)
5 No Proactive Handler onCallback
- Send Service = CardEmul ationService ProactiveHandler EVT_SEND_DA [N5
EVT_SEND_DATA |Listener = CardEmul ationListener shall not be available |TA (SW —'90
(INS = '01)) act i vat eEvent (EVENT_ON_SEND_DATA) 00"
during the installation
onCal | back()
Proacti veHandl er Syst em get TheHandl e
rQ
6 Use proactive functionality
- Send Li stener = CardEnul ati onLi st ener No exception shall be |- N1
EVT_SEND_DATA  |Process(): o thrown EVT_SEND_DA [N2 N3
with INS = '01" E;eipg: grAn?gfndOonnect ivityEvent () TA (SW - '90
- Send ENVELOPE | .v2\7" EVENT DOJNLOAD_HO_GONKECTI VI 007
(HCI Connectivity) TY
on ISO interface - HCI event
after receiving HCI processTool kit (): EVT_CONNECT
Connectivity Event ~ |use arbitrary nmethod of the U CC IVITY sent. This
APl (ETSI TS 102 241 [6]) may be sent
before or after
the
EVT_SEND_DA
TA indicated
above.
- response to
ENVELOPE
7 Send HCI Connectivity Event (reader mode)
- Send process(): o No exception shall be [HCI event N1
APDU(INS ='01") on |Prepar eAndSendConnect i vi t yEvent () thrown EVT_CONNECT |N3
ISO interface IVITY sent.
- SW -'90 00

ETSI




Release 10 72 ETSI TS 103 115 V10.0.0 (2024-06)

6.2.2.1.2 Method prepareAndSendTransactionEvent(byte[] aid, short aidOffset,
short aidLen, byte[] parameters, short parametersOffset, short parametersLen)

6.2.2.1.2.0 Text Area Reference

Test Area Reference: Api_2 CNs Ste.
6.2.2.1.2.1 Conformance requirements

6.2.2.1.2.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

voi d prepar eAndSendTr ansacti onEvent (byte [] aid,

short ai dOf f set,

short aidLen,

byte[] paraneters,

short paranetersOffset,

short paraneterslLen)

throws HCl Exception
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
java. | ang. Nul | Poi nt er Excepti on

6.2.2.1.2.1.1 Normal execution

. CRRNL1: this non-blocking method builds the HCI event EVT_TRANSACTION which notifies the terminal
host that it shall launch an application on the terminal which is associated to an Applet in the UICC host
identified.

. CRRN2: the contactless runtime environment shall bind the services defined in uicc.hci.services.connectivity
to the corresponding resources (e.g. gates and pipes) specified by the HCI protocol [3] for the connectivity
service.

. CRRNS: The Contactless Framework shall only send the HCI event EVT_CONNECTIVITY or
EVT_TRANSACTION specified by the HCI protocol [3] to an Applet instance, when it is the selected Applet
in card emulation mode or when this Applet instanceisin the state ACTIVATED (according to
"GlobalPlatform Amendment C" [10]) for the reader mode.

6.2.2.1.2.1.2 Parameter errors

. CRRP1: throw HCIException with error code reason HCI_INVALID_LENGTH if the parameter length or the
AID isnot compliant to ETSI TS 102 622 [3].

. CRRP2: throw java.lang.Arrayl ndexOutOfBoundsException - if operation would cause access of data outside
array bounds.

. CRRP3: throw java.lang.Null PointerException - if parametersis null.

NOTE: Development of test cases for CRRP1 is FFS.

6.2.2.1.2.1.3 Context errors

. CRRCL.: throw HCIException with error code reason HCI_CURRENTLY _DISABLED if the HCI interface
was disabled.

. CRRC2: throw HCIException with error code reason HCI_RESOURCES NOT_AVAILABLE if the
contactless framework does not have enough resources to process the command.

. CRRC3: throw HCIException with error code reason HCI_CONDITIONS NOT_SATISFIED if the
conditions to call this method are not satisfied.

NOTE: CRRC2isnot tested, asit isnot possible to force the situation where the contactless framework does not
have enough resources to process the command.
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6.2.2.1.2.2 Test suite files
Applet Name Test case ID
Api_2_CNs_Ste 1.java 1
Void 2-1
Api_2 CNs_Ste 5.java 2-2
Api_2 CNs_Ste 4.java 3
Api_2_CNs_Ste 2.java 4
Api_2_CNs_Ste 6.java 6
6.2.2.1.2.3 Initial condition

Initial conditionsfor ID 1, ID 3, ID 4:

. Prior to thistest the Terminal shall have been powered on and performed the PROFILE DOWNLOAD
procedure.

. Interminal profile set the 25th byte, 'b6' to indicate that class m is supported.
o Interminal profile set the 5th byte, bl to indicate proactive UICC: SET UP EVENT LIST.
. UICC has created and opened a pipe to connectivity gate in the terminal host
o EVT_FIELD_ON has been sent on HCI interface.
. EVT_CARD_ACTIVATED has been sent on HCI interface.
. According applet has been successfully installed and selected using HCI interface.
Initial conditions for 1D2-2:

. Prior to thistest the Terminal shall have been powered on and performed the PROFILE DOWNLOAD
procedure.

. Interminal profile set the 25" byte, 'b6' to indicate that class m is supported.
o Interminal profile set the 5" byte, 'b1' to indicate proactive UICC: SET UP EVENT LIST.
Initial conditions for ID 6:

. Prior to thistest the Terminal shall have been powered on and performed the PROFILE DOWNLOAD
procedure.

. Interminal profile set the 25th byte, 'b6' to indicate that class m is supported.
o Interminal profile set 5th byte, ‘b1’ to indicate proactive UICC: SET UP EVENT LIST.
. UICC has created and opened a pipe to connectivity gate in the terminal host

. According applet has been successfully installed and selected using I SO Interface and the applet is set into
ACTIVATED dtate.
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6.2.2.1.24 Test procedure
Test case
ID [HClcommands | API Description | APl Expectation | HClI Response | CRR
1 Send HCI Transaction Event (card emulation)
Send extends CardEmul ati onLi st ener No exception shall be EVT_SEND_DA |N1,
EVT_SEND_DAT |Process(): _ thrown TA (SW -'90 00") [N2,
A with INS = '01' pr epar eAndSendTr ansact i onEvent () N3
a?d = 'A00000000901..01" HCI event
arcdfset =0 EVT_TRANSAC
_ . TION sent. This
paraneters = '01..01
paranetersCffset = 0 may be sent
par amet ersLen = 10 before or after
the
EVT_SEND_DA
TA indicated
above.
2 HCl interface disabled
1 Void
2 The contactless |set Communi cationlnterface() API throw HCIException with  |SW —'90 00' C1
interface is method of G obal Platform error code reason No
disabled in the I’*ﬂfg??ggg Cis used to disable HG HCI_CURRENTLY DISA [EVT TRANSAC
UICC as defined BLED TION shall be
in Global ext ends Car dEmul at i onLi st ener sent
Platform process():
Amendment C pr epar eAndSendTr ansact i onEvent ()
Send on ISO
interface send set Conmuni cationl nterface() API
thefoHomnng nmet hod of d obal Platform
commands: Anmendrment C is used to enable again
-Send APDUt0 |1y interface
select the applet.
- Send APDU
(INS ='02")
- Postcondition:
The contactless
interface is
enabled again in
the UICC as
defined in Global
Platform
Amendment C
3 Wrong conditions
The initial Service = ConnectivityService throw HCIException with |SW - '90 00' C3
conditions in Li stener = ConnectivityListener error code reason No EVT_
clause 6.2.2.1.2.3 |P OCeSS()a § . HCI_CONDITIONS_NOT [TRANSACTION
related to card prepar eAndSendTr ansact i onEvent () _SATISFIED shall be sent
emulation are not
applicable here.
Send on ISO:
- Select applet
- Send
APDU with
(INS ='03")
4 Wrong parameters
1 -Send ext ends Car dEnul ati onLi st ener throw EVT SEND DA |P2,
EVT_SEND_DAT |Process(): java.lang.ArraylndexOut  |TA (SW - '90 00") |P3
Awith INS =01 pr epar eAndSendTr ansact i onEvent () OfBoundsException "I\'IFC;AI\EIQI/STKCTION
a?d = 'A00000000901..01' shall be sent
aidOfset = 20
ai dLen = 16
paranmeters = '01..01'
paranetersOfset = 0
paranetersLen = 10
2 - Send ext ends Car dEnul ati onLi st ener throw EVT _SEND DA |P2,
EVT_SEND_DAT [Process(): java.lang.ArraylndexOut  |TA (SW - '90 00") |P3
Awith INS ='02 OfBoundsException

pr epar eAndSendTr ansact i onEvent ()

ETSI




Release 10 75 ETSI TS 103 115 V10.0.0 (2024-06)
Test case
ID | HCl commands API Description API Expectation HCI Response | CRR
aid = 'A00000000901..01' No EVT_
aidOffset = 0 TRANSACTION
ai dLen = 20 shall be sent
paranmeters = '01..01'
paranetersOfset = 0
paranetersLen = 10
3-Send ext ends Car dEmul ati onLi st ener throw EVT_SEND DA [P2,
EVT_SEND_DAT [Process(): java.lang.ArraylndexOut  |TA (SW - '90 00") |P3
Awith INS =03 pr epar eAndSendTr ansact i onEvent () OfBoundsException "I\'llgfl:ngCTION
ai d = 'A00000000901..01" shall be sent
aidOffset =0
ai dLen = 16
paraneters = '01..01'
paranetersOfset = 20
paranetersLen = 10
4 - Send ext ends CardEmul ati onLi st ener throw EVT_SEND_DA |P2,
EVT_SEND_DAT |Process(): java.lang.ArraylndexOut  |TA (SW - '90 00") |P3
Awith INS =04 pr epar eAndSendTr ansact i onEvent () OfBoundsException "IEIF(;EIQI/STKCTION
aid = 'A00000000901..01" shall be sent
aidOffset =0
ai dLen = 16
paranmeters = '01..01'
paranetersOfset = 0
paranetersLen = 20
5 - Send ext ends CardEmul ati onLi st ener throw EVT_SEND_DA |P2,
EVT_SEND_DAT |Process(): java.lang.NullPointerExc  [TA (SW - '90 00") |P3
Awith INS ='05' . eption No EVT
pr epar eAndSendTr ansact i onEvent () ~
aid = null TRANSACTION
aidOffset = 0 shall be sent
ai dLen = 16
parameters = '01..01'
paranetersOfset = 0
paranetersLen = 10
6 - Send ext ends CardEmul ati onLi st ener throw EVT_SEND_DA |P2,
EVT_SEND_DAT [Process(): java.lang.NullPointerExc  [TA (SW - '90 00") |P3
AINS =106 pr epar eAndSendTr ansact i onEvent () eption "I\'llgAEl:ngCTION
aid = 'A00000000901..01' shall be sent
aidOfset =0
ai dLen = 16
parameters = nul |
paranetersOfset = 0
paranetersLen = 10
5 Void
6 Send HCI Transaction Event (reader mode)
- Send process(): _ No exception shall be HCI event N1,
APDU(INS ='01") |Prepar eAndSendTr ansact i onEvent () thrown EVT_TRANSAC |N2,
on ISO interface  |ai d = 'A00000000901..01' TION sent. N3
aidOffset =0
aidLen = 16 - SW -'90 00'
paraneters = '01..01'
paranetersCffset = 0
paranetersLen = 10
6.2.2.1.3 Method prepareAndSendTransactionEvent (byte[] parameters, short
parametersOffset, short parametersLen)
6.2.2.1.3.0 Text Area Reference

Test Area Reference: Api_2 CNs_Stt.

ETSI




Release 10 76 ETSI TS 103 115 V10.0.0 (2024-06)

6.2.2.1.3.1 Conformance requirements

6.2.2.1.3.1.0 API definition

The method with the following header shall be compliant to its definition in the API.
voi d prepareAndSendTransacti onEvent (byte[] paraneters,

short paranetersOffset,

short paraneterslLen)

throws HCl Excepti on,

java. | ang. Arrayl ndexQut Of BoundsExcept i on,
java. | ang. Nul | Poi nt er Excepti on

6.2.2.1.3.1.1 Normal execution

. CRRNL1: this non-blocking method builds the HCI event EVT_TRANSACTION which notifies the terminal
host that it shall launch an application on the terminal which is associated to an Applet in the UICC host
identified.

. CRRNZ2: the contactless runtime environment shall bind the services defined in uicc.hci.services.connectivity
to the corresponding resources (e.g. gates and pipes) specified by the HCI protocol [3] for the connectivity
service.

. CRRNS3: The Contactless Framework shall add the AID of the calling Applet instance to the HCI event passed
to the CLF.

NOTE: Development of test cases for CRRN3 is FFS.

6.2.2.1.3.1.2 Parameter errors

. CRRP1: throw HCIException with error code reason HCI_INVALID_LENGTH if the parameter length or the
AID isnot compliant to ETSI TS 102 622 [3].

e  CRRP2: throw java.lang.Arrayl ndexOutOf BoundsException - if operation would cause access of data outside
array bounds.

. CRRP3: throw java.lang.NullPointerException - if parametersisnull.

NOTE: Development of test cases for CRRP1 is FFS.

6.2.2.1.3.1.3 Context errors

. CRRC1: throw HCIException with error code reason HCI_CURRENTLY _DISABLED if the HCI interface
was disabled.

. CRRC2: throw HCIException with error code reason HCI_RESOURCES _NOT_AVAILABLE if the
contactless framework does not have enough resources to process the command.

. CRRC3: throw HCIException with error code reason HCI_CONDITIONS _NOT_SATISFIED if the
conditions to call this method are not satisfied.

NOTE: CRRC2isnot tested, asit is not possible to force the situation where the contactless framework does not
have enough resources to process the command.

6.2.2.1.3.2 Test suite files
Applet Name Test case ID

Api_2 CNs_Stt_1.java 1

Void 2-1
Api_2_CNs_Stt_4.java 2-2
Api_2_CNs_Stt_3.java 3
Api_2 CNs_Stt_2.java 4
Api_2_CNs_Stt_5.java 5
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6.2.2.1.3.3 Initial condition

Initial conditionsfor ID 1, ID 3, ID 4:

Prior to thistest the Terminal shall have been powered on and performed the PROFILE DOWNLOAD
procedure.

Interminal profile set the 25th byte, 'b6' to indicate that class m is supported.

Interminal profile set the 5th byte, 'b1' to indicate proactive UICC: SET UP EVENT LIST.
UICC has created and opened a pipe to connectivity gate in the terminal host
EVT_FIELD_ON has been sent on HCI interface.

EVT_CARD_ACTIVATED has been sent on HCI interface.

According applet has been successfully installed and selected using HCI interface.

Initial conditions for ID2-2:

Prior to thistest the Terminal shall have been powered on and performed the PROFILE DOWNLOAD
procedure.

Interminal profile set the 251 byte, 'b6' to indicate that class m is supported.

Interminal profile set the 5™ byte, 'b1' to indicate proactive UICC: SET UP EVENT LIST.

Initial conditions for ID 5:

Prior to thistest the Terminal shall have been powered on and performed the PROFILE DOWNLOAD
procedure.

Interminal profile set the 25th byte, 'b6' to indicate that class m is supported.
Interminal profile set 5th byte, ‘b1’ to indicate proactive UICC: SET UP EVENT LIST.
UICC has created and opened a pipe to connectivity gate in the terminal host

According applet has been successfully installed and selected using 1SO Interface and the applet is set into
ACTIVATED state.

6.2.2.1.3.4 Test procedure
Test case
ID [HCIcommands | API Description | API Expectation | HCI Response | CRR
1 Send HCI Transaction Event (card emulation)
Send extends Car dEmul ati onLi st ener No exception shall be EVT_SEND DA [N1, N2
EVT_SEND_DAT |Process(): , thrown TA (SW -'90 00"
A with INS ='01' |Prepar eAndSendTr ansacti onEvent ()
parameters = '01..01' HCI event
paranetersOffset = 0 EVT TRANSAC

tersLen = 10 i
paranet er sLen TION sent. This

may be sent
before or after
the
EVT_SEND_DA
TA indicated
above.

HCl interface disabled

1 Void | | |
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Test case
ID | HCl commands API Description API Expectation HCI Response | CRR
2 The set Communi cati onlnterface() API throw HCIException with  |SW —'90 00' C1
contactless method of G obal Platform error code reason No
interface is I’*ﬂfg?p‘:\gg Cis used to disable HQ HCI_CURRENTLY_DISA [EVT_TRANSAC
disabled in the BLED TION shall be
UICC as defined |ext ends car dEnul ati onLi st ener sent
in Global process():
Platform pr epar eAndSendTr ansact i onEvent ()
Amendment C
Send on ISO set Communi cati onlnterface() API
; nmet hod of d obal Platform
Lﬂf;ﬁﬁ)ev\’?ﬁgd Amendment Cis used to enable again
HCl interface
commands:
- Send APDU to
select the applet.
- Send APDU
(INS ='02")
- Postcondition:
The contactless
interface is
enabled again in
the UICC as
defined in Global
Platform
Amendment C
3 Wrong conditions
The initial Service = ConnectivityService throw HCIException with  |[SW -'90 00' C3
conditions in Listener = ConnectivityListener error code reason No EVT_
clause 6.2.2.1.3.3 process() HCI_CONDITIONS_NOT |TRANSACTION
related.to card pr epar eAndSendTr ansact i onEvent () _SATISFIED shall be sent
emulation are not
applicable here.
Send on ISO
interface:
- Select applet
- APDU data with
INS ='03'
4 Wrong parameters
1 - Send ext ends Car dEnul ati onLi st ener throw SW -'90 00' P2,
EVT_SEND_DAT |Process(): , java.lang.ArrayindexOut  [No EVT_ P3
A with INS = 01" E;‘:Z:; fg‘gse”%Tlr %”;a“ FonEvent () OfBoundsException TRANSACTION
parametersOifset = 20 shall be sent
paranetersLen = 10
2 - Send ext ends Car dEnul ati onLi st ener throw SW -'90 00' P2,
EVT_SEND_DAT |Process(): java.lang.ArrayindexOut  [No EVT_ P3
A with INS ='02 pr epar eAndSendTr ansact i onEvent () OfBoundsException Trl-;iAl\ll\LSACTI:ON
paranmeters = '01..01' shall be sen
paranetersOfset = 0
paranetersLen = 20
3-Send ext ends CardEmnul ati onLi st ener throw SW -'90 00' P2,
EVT_SEND_DAT |Process(): java.lang.NullPointerExc  [No EVT_ P3
A with INS =03 pr epar eAndSendTr ansact i onEvent () eption TRANSACTION
parameters = nul | shall be sent
paranetersCffset = 0
paranetersLen = 10
5 Send HCI Transaction Event (reader mode)
- Send process(): No exception shall be HCI event N1,
APDU(INS ='01") |Prepar eAndSendTr ansact i onEvent () thrown EVT_TRANSAC |N2,
on ISO interface  |paranmeters = '01..01’ TION sent. N3
paranetersOfset = 0
paranetersLen = 10 - SW -'90 00'
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6.2.3 Package Reader Service

6.2.3.1 Interface ReaderMessage

6.2.3.1.1 Method restartReaderModeProcedure
6.2.3.1.1.0 Text Area Reference

Test Area Reference: Api_2 RMm_Rrp.

6.2.3.1.1.1 Conformance requirements

6.2.3.1.1.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

voi d restart Reader ModePr ocedure()

throws HCl Exception

6.2.3.1.1.1.1 Normal execution

CRRN1: this method sends first the HCI event EVT_END_OPERATION and then the HCI event
EVT_READER_REQUESTED.

CRRNZ2: this method isintended to recover from the following error states:

- reception of EVT_TARGET_DISCOVERED withaMULTIPLE_TARGET_STATUS.
- reception of RESP_WR_RF _ERROR.

- reception of RESP_ANY_E_TIMEOUT.

CRRN3: an Applet shall only be able to activate ReaderListener. EVENT_TARGET_DISCOVERED or to use
the restartReadermodeProcedure method if it isin lifecycle state ACTIVATED.

6.2.3.1.1.1.2 Parameter errors
. None.
6.2.3.1.1.1.3 Context errors

CRRC1.: throw HCIException with error code reason HCI_CURRENTLY_DISABLED if the HCI interfaceis
disabled.

CRRC2: throw HCIException with error code reason HCI_CONDITIONS _NOT_SATISFIED if the Applet is
not ACTIVATED.

NOTE 1: CRRCLl isonly tested using the mechanism defined in Global Platform Amendment C [10]. For the

mechanism defined in ETSI TS 102 223 [7], it isimpossible to exercise this requirement: HCI would
need to be disabled in advance, but this would mean that onCallback(ReaderM essage) could not be called,
and the methods in ReaderM essage could therefore not be invoked.

NOTE 2: Development of test cases for CRRC2 is FFS.

6.2.3.1.1.2 Test suite files

Applet Name Test case ID
Api_2_RMm_Rrp_1.java
Api_2 RMm_Rrp_1.java
Api_2 RMm_Rrp_1.java
Api_2_RMm_Rrp_2.java

AIWIN|F
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| Api 2 RMm _Rrp 3java |

5-2 |

Initial condition

e According applet has been successfully installed and selected using 1SO Interface and the applet is set into
ACTIVATED state.

e  TheUICC has sent EVT_READER_REQUESTED on HCI interface.

6.2.3.1.1.4 Test procedure
Test case
ID | HCI Command | API Description | API Expectation | HCIResponse | CRR
1 MULTIPLE_TARGET_STATUS is received - Type A
Send rest art Reader ModePr ocedur e() No exception shall |- N1,
EVI_TARGET DI | 0 oo o be thrown EVT_END_OPER |N2,
ﬁgg}égngD(Stat event = EVT_READER REQUESTED ATION N3
EVT_READER_R
EQUESTED
2 MULTIPLE_TARGET_STATUS is received - Type B
Send rest art Reader MbdePr ocedur e() No exception shall - N1,
EVI_TARGET DI | 0 oo o be thrown EVT_END_OPER |N2,
ﬁgg}égngD(Stat event = EVT_READER REQUESTED ATION N3
EVT_READER_R
EQUESTED
3 RESP_WR_RF_ERROR is received
- Send - prepar eAndSendW i t eXchgDat aConmand() No exception shall - N1,
EVT_TARGET DI |tinmeout = -1 be thrown WR_XCHG_DAT |N2,
SCOVERED data = '01..01" A N3
(status = '00") offset =0 -
\WR_RF_ERROR |'&n = 10 EVT_END_OPER
- restart Reader ModePr ocedure() ATION
event = EVT_END_OPERATI ON -
event = EVT_READER REQUESTED EVT_READER_R
EQUESTED
4 RESP_ANY _E_TIMEOUT is received
- Send - prepareAndSendW i t eXchgDat aConmmand() No exception shall - N1,
EVT_TARGET DI |timeout = -1 be thrown WR_XCHG_DAT |N2,
SCOVERED g?; :e: '016-01' A N3
Sstatus— 00" len = 10 ]
ANY_E_TIMEOU EVT_END_OPER
T - restart Reader MbdePr ocedur e() ATION
event = EVT_END_OPERATI ON -
event = EVT_READER REQUESTED EVT_READER_R
EQUESTED
5 HCl interface is disabled

1-Void
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Test case

HCI Command API Description API Expectation HCI Response CRR

2 - Precondition:  |set Communi cationl nterface() APl method of |Shall throw - SW -'90 03' C1
The contactless |G obal Platform Amendment Cis used to uicc.hci.framework. |No

interface is disable HQ interface HCIException with  |[EVT_READER_R
disabled in the - restart Reader ModePr ocedur () error code EQUESTED shall
UICC as defined HCI_CURRENTLY_ |be sent

in Global Platform |event EVT END OPERATI ON DISABLED
Amendment C event = EVT_READER REQUESTED

Send on ISO
interface send the |set Communi cationlnterface() APl method
following of dobal Platform Arendrment C is used
commands: to enable again HCl interface

- Send
EVT_TARGET_DI
SCOVERED
(status ='03)

- Send APDU on
ISO interface
(01)

- Postcondition:
The contactless
interface is
enabled again in
the UICC as
defined in Global
Platform
Amendment C

6.2.3.1.2 Method prepareAndSendWriteXchgDataCommand

6.2.3.1.2.0 Text Area Reference

Test Area Reference: Api_2 RMm_Srx
6.2.3.1.2.1 Conformance requirements

6.2.3.1.2.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

voi d prepar eAndSendW i t eXchgDat aConmand( byt e ti neout,

byte[] data,
short of fset,
short |en)

throws HCl Excepti on,
java. | ang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
javacard. f ranewor k. Syst enExcepti on

6.2.3.1.2.1.1 Normal execution

° CRRN1: this non-blocking method builds the HCI command WR_XCHG_DATA with the data passed in the
parameter data and sends it to the Contactless Reader Gate of the CLF.

e  CRRN2: Theresponse data from the CLF will be transferred to the UICC with the event
ReaderListener. EVENT_WRITE_EXCHANGE_DATA_RESPONSE.

. CRRNS: to be able to receive and send messages over the contactless interface in reader mode the applet shall
activate the ReaderListener. EVENT_TARGET_DISCOVERED.

. CRRN4: an Applet has to be in the selectable state (according to the Java Card™ specification [11], [12] and
[13]) to act as a contactless Applet in reader mode.
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6.2.3.1.2.1.2 Parameter errors
. CRRP1: throw java.lang.Null PointerException if datais null.

e  CRRP2: throw javalang.ArraylndexOutOf BoundsException if operation would cause access of data outside
array bounds.

. CRRP3: throw javacard.framework.SystemException with the error code ILLEGAL_VALUE if the timeout
value does not match with the predefined values.

NOTE: Development of test cases for CRRP2 is FFS.

6.2.3.1.2.1.3 Context errors

. CRRC1: throw HCIException with error code reason HCI_CURRENTLY _DISABLED if the HCI interface
was disabled.

. CRRC2: throw HCIException with error code reason HCI_RESOURCES NOT_AVAILABLE if the
contactless framework does not have enough resources to process the command.

. CRRC3: throws HCIException with the reason code HCI_FRAGMENTED_MESSAGE_ONGOING if the
Contactless Framework is still receiving afragmented HCI Message.

NOTE 1: CRRCL1 isonly tested using the mechanism defined in Global Platform Amendment C [10]. For the
mechanism defined in ETSI TS 102 223 [7], it isimpossible to exercise this requirement: HCI would
need to be disabled in advance, but this would mean that onCallback(ReaderM essage) could not be called,
and the methods in ReaderM essage could therefore not be invoked.

NOTE 2: CRRC2 isnot tested, asit is not possible to force the situation where the contactless framework does not
have enough resources to process the command.

NOTE 3: Development of test cases for CRRC3 is FFS.

6.2.3.1.2.2 Test suite files
Applet Name Test case ID
Api_2_RMm_Srx_1.java 1
Api_2_RMm_Srx_1.java 2
Api_2 RMm_Srx_3.java 3-2

Api_2_RMm_Srx_2.java
Api_2_RMm_Srx_2.java
Api_2_RMm_Srx_2.java
Api_2_RMm_Srx_2.java

N[O |0~

6.2.3.1.2.3 Initial condition

e  According applet has been successfully installed and selected using 1SO Interface and the applet is set into
ACTIVATED state.

e  TheUICC has sent EVT_READER_REQUESTED on HCI interface.

6.2.3.1.2.4 Test procedure
Test case
ID | HCl Command | API Description | APl Expectation | HCI Response | CRR
1 Send Data - Type A
1- Send prepar eAndSendW i t eXxchgDat aConmand()  |No exception shall be WR_XCHG_DAT N1,
APDU(INS ='01") |[timeout = -1 , thrown A, with CTR = N2,
on ISO interface  [data = "00 01 00 00 '0X' (where X is  |N3, N4
offset =0
- Send len = 4 any value) and
EVT_TARGET DI data sent = '00
SCOVERED 01 00 00’
(status ='00"
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Test case
ID | HCI Command API Description API Expectation HCI Response | CRR
- Send
ANY_OK('90 00")
2-Send pr epar eAndSendW i t eXxchgDat aConmand()  |No exception shall be - N1,
APDU(INS ='02") |timeout = -1 , thrown WR_XCHG_DAT |N2,
on ISO interface g?; 2et: :88 02 01 02 00 A, with CTR = N3, N4
- Send len = 5 '0X' (where X is
EVT_TARGET_DI any value) and
SCOVERED data sent ='80
(status ='00") 02 01 02 00'
- Send
ANY_OK('01 90
00 00"
3 -Send prepar eAndSendW i t eXchgDat aConand() No exception shall be - N1,
APDU(INS ='03) |timeout = -1 , thrown WR_XCHG_DAT |N2,
on ISO interface g?; 2et_ :Ag 03 FE FF 02 3F 00 A, with CTR = N3, N4
- Send len = 7 '0X' (where X is
EVT_TARGET_DI any value) and
SCOVERED data sent ='A0
(status ='00" 03 FE FF 02 3F
- Send (0[0)
ANY_OK('90 00
00)
4 - Send prepar eAndSendW i t eXchgDat aComand() No exception shall be - N1,
APDU(INS ='04") |timeout = -1 , thrown WR_XCHG_DAT |N2,
on ISO interface g?; 2; :08 04 00 00 F8 01 ...F8 00 A, with CTR = N3, N4
- Send len = 254 '0X' (where X'is
EVT_TARGET_DI any value) and
SCOVERED data sent ='00
(status = '00") 04 00 00 F8 01
- Send ... F8 00O’
ANY_OK('01 90
00 00")
5 - Send prepar eAndSendW i t eXxchgDat aCommand()  |No exception shall be - N1,
APDU(INS ='05") |timeout = 0 , thrown WR_XCHG_DAT |N2,
on IS0 interface g?; 2; :08 05 00 00 02 3F 00 00 A, with CTR = N3, N4
- Send len = 8 '10' and data
EVT_TARGET DI sent = '00 05 00
SCOVERED 00 02 3F 00 00
(status = '00")
- Send
ANY_OK('01 90
00 00
6 - Send pr epar eAndSendW i t eXxchgDat aConmand()  |No exception shall be - N1,
APDU(INS ='06") |t!Meout =5 , thrown WR_XCHG_DAT |N2,
on ISO interface g?; 2et_ _08 06 00 00 02 3F 00 00 A, with CTR = N3, N4
- Send len = 8 '15" and data
EVT_TARGET DI sent = '00 06 00
SCOVERED 00 02 3F 00 00
(status ='00")
- Send
ANY_OK('01 90
00 00")
7 - Send prepar eAndSendW i t eXchgDat aComand() No exception shall be - N1,
APDU(INS ='07) |timeout = 14 , thrown WR_XCHG_DAT |N2,
on ISO interface g?; 2; :08 07 00 00 02 3F 00 00 A, with CTR = N3, N4
- Send len = 8 'LE' and data
EVT_TARGET DI sent = '00 07 00
SCOVERED 00 02 3F 00 00
(status ='00")
- Send
ANY_OK('01 90
00 00")
2 Send Data - Type B
1- Send pr epar eAndSendW i t eXxchgDat aConmand()  |No exception shall be WR_XCHG_DAT N1,
APDU(INS ='01") |[timeout = -1 , thrown A, with CTR = N2,
on ISO interface  |data = ' 00 01 00 00 '0X' (where Xis  |N3, N4
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Test case
ID | HCI Command API Description API Expectation HCI Response | CRR
- Send offset =0 any value) and
EVT_TARGET DI |len = 4 data sent = '00
SCOVERED 01 00 00'
(status ='00")
- Send
ANY_OK('90 00")
2 - Send prepar eAndSendW i t eXchgDat aConand() No exception shall be - N1,
APDU(INS ='02") |timeout = -1 , thrown WR_XCHG_DAT |N2,
on IS0 interface g?; 2; :88 02 01 02 00 A, with CTR = N3, N4
- Send len = 5 '0X' (where X'is
EVT_TARGET_DI any value) and
SCOVERED data sent ='80
(status ='00") 02 01 02 00'
- Send
ANY_OK('01 90
00 00"
3 - Send prepar eAndSendW i t eXxchgDat aCommand()  |No exception shall be - N1,
APDU(INS ='03") [timeout = -1 , thrown WR_XCHG_DAT |N2,
on IS0 interface g?; 2; :Ag 03 FE FF 02 3F 00 A, with CTR = N3, N4
- Send len = 7 '0X' (where X'is
EVT_TARGET_DI any value) and
SCOVERED data sent ='A0
(status = '00") 03 FE FF 02 3F
- Send 00’
ANY_OK('90 00
00"
4 - Send prepar eAndSendW i t eXxchgDat aConmand()  |No exception shall be - N1,
APDU(INS ='04") |timeout = -1 , thrown WR_XCHG_DAT |N2,
on ISO interface g?; 2et: :08 04 00 00 F8 01 ...F8 00 A, with CTR = N3, N4
- Send len = 254 '0X' (where X is
EVT_TARGET_DI any value) and
SCOVERED data sent ='00
(status ='00") 04 0000 F8 01
- Send ... F8 00O’
ANY_OK('01 90
00 00
5 - Send prepar eAndSendW i t eXchgDat aConand() No exception shall be - N1,
APDU(INS ='05) |timeout = 0 , thrown WR_XCHG_DAT |N2,
on ISO interface g?; 2et_ :08 05 00 00 02 3F 00 00 A, with CTR = N3, N4
- Send len = 8 '10' and data
EVT_TARGET DI sent = '00 05 00
SCOVERED 00 02 3F 00 00
(status ='00"
- Send
ANY_OK('01 90
00 00"
6 - Send prepar eAndSendW i t eXchgDat aComand() No exception shall be - N1,
APDU(INS ='06") |timeout = 5 , thrown WR_XCHG_DAT |N2,
on IS0 interface g?; 2; :08 06 00 00 02 3F 00 00 A, with CTR = N3, N4
- Send len = 8 '15" and data
EVT_TARGET DI sent = '00 06 00
SCOVERED 00 02 3F 00 00
(status = '00")
- Send
ANY_OK('01 90
00 00"
7 - Send pr epar eAndSendW i t eXxchgDat aConmand()  |No exception shall be - N1,
APDU(INS ='07) |timeout = 14 , thrown WR_XCHG_DAT |N2,
on I1SO interface g?; 2et: :08 07 00 00 02 3F 00 00 A, with CTR = N3, N4
- Send len = 8 '1E' and data
EVT_TARGET DI sent = '00 07 00
SCOVERED 00 02 3F 00 00
(status = '00")
- Send

ANY_OK('01 90
00 00))
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Test case
ID | HCI Command | API Description | APl Expectation | HCI Response | CRR
3 HCl interface is disabled
1 - Void
2 - Precondition: ~ |set Comruni cationlnterface() API Shall throw - SW-'90 01' C1
The contactless ~ [T®thod of G obal Platform uicc.hci.framework. HCIEx
interface is ﬁ'gfg??‘;gte Cis used to disable HC ception with error code
disabled in the HCI_CURRENTLY_DISA
UICC as defined  |or epar eAndSendw i t eXchgDat aCommand() ~ |BLED
in Global Platform |ti neout = 14
Amendment C data = '01.01
Send on ISO offset =0
interface send the |l en = 10
following . set Communi cationl nterface() AP
commands: met hod of d obal Platform
- Send APDU on | anendnent Cis used to enabl e again
ISO interface to HCl interface
select the applet
- Send
EVT_TARGET DI
SCOVERED
(status ='00")
- Send APDU on
ISO interface
(INS ='01)
- Postcondition:
The contactless
interface is
enabled again in
the UICC as
defined in Global
Platform
Amendment C
4 Data is null
- Send APDU on  |prepar eAndSendW i t eXchgDat aCommand() Shall throw - SW -'90 02' P1
ISO interface timeout = 14 java.lang.NullPointerExce
(INS ='02") data = nul | ption
- Send offset =0
len = 10
EVT_TARGET DI
SCOVERED
(status = '00")
- Send APDU on
ISO interface
(12)
5 ArrayIindexOutOfBounds Exception
- Send APDU on  |prepar eAndSendW i t eXchgDat aCommand()  |Shall throw java.lang. - SW -'90 03" P2
ISO interface timeout = 14 ArrayIndexOutOfBoundsE
(INS ='03) data = '01.01 xception
- Send offsgt =-1
len = 10
EVT_TARGET DI
SCOVERED
(status = 00)
- Send APDU on
ISO interface
(13)
6 ArraylndexOutOfBounds Exception
-Send APDU on  |prepar eAndSendW i t eXxchgbat aCommand()  |Shall throw java.lang. - SW -'90 04' P2

ISO interface
(INS ='04"

- Send
EVT_TARGET DI
SCOVERED
(status = '00")

- Send APDU on
ISO interface
(INS =14

timeout = 14
data = '01..01
offset = 0
len = 11

ArraylndexOutOfBoundsE
xception
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Test case
ID | HCI Command | API Description | APl Expectation | HCI Response | CRR
7 Timeout has illegal value
- Send APDU on  |prepar eAndSendW i t eXchgDat aCommand()  |Shall throw - SW - '90 05' P3
ISO interface timeout = -2 uicc.hci.framework.HCIEx
(INS ='05") g?; :et_ _Oé“Ol ception with error code
- Send len = 10 ILLEGAL_VALUE
EVT_TARGET DI
SCOVERED
(status = 00)
- Send APDU on
ISO interface
(INS ='15)
6.2.3.1.3 Method prepareAndSendGetParameterCommand
6.2.3.1.3.0 Text Area Reference
Test Area Reference: Api_2 RMm_Sgp.
6.2.3.1.3.1 Conformance requirements

6.2.3.1.3.1.0 API definition

The method with the following header shall be compliant to its definition in the API.

voi d prepar eAndSendCet Par anet er Command( byt e par am d)
throws HCl Excepti on,
j avacar df ranewor k. Syst enExcepti on

6.2.3.1.3.1.1 Normal execution

. CRRN1: This non-blocking method builds the HCI command ANY_GET_PARAMETER for the indicated
information and sends it to the Contactless Reader Gate of the CLF.

. CRRN2: this method should only be called when the CLF has successfully discovered a card in the field,
i.e. after reception of the HCI event EVT_TARGET_DISCOVERED.

e  CRRNS3: paramid shall be one of the PARAM_* values defined in this interface.

6.2.3.1.3.1.2 Parameter errors

. CRRP1: throw javacard.framework.SystemException - with the following reason code ILLEGAL_VALUE if
the paramlI D does not match with the predefined values.

6.2.3.1.3.1.3 Context errors

. CRRC1: throw HCIException with error code reason HCI_CURRENTLY _DISABLED if the HCI interface
was disabled.

. CRRC2: throw HCIException with error code reason HCI_RESOURCES NOT_AVAILABLE if the
contactless framework does not have enough resources to process the command.

. CRRC3: throws HCIException with the reason code HCI_FRAGMENTED_MESSAGE_ONGOING if the
Contactless Framework is still receiving afragmented HCI Message.

NOTE 1: CRRCL1 isonly tested using the mechanism defined in Global Platform Amendment C [10]. For the
mechanism defined in ETSI TS 102 223 [7], it isimpossible to exercise this requirement: HCI would
need to be disabled in advance, but this would mean that onCallback(ReaderM essage) could not be called,
and the methods in ReaderM essage could therefore not be invoked.
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NOTE 2: CRRC2 is not tested, asit is not possible to force the situation where the contactless framework does not
have enough resources to process the command.

NOTE 3: Development of test cases for CRRC3 is FFS.

6.2.3.1.3.2

6.2.3.1.3.3

Test suite files

Applet Name Test case ID
Api_2_ RMm_Sgp_1.java 1
Api_2_RMm_Sgp_1.java 2
Api_2_RMm_Sgp_3.java 3-2
Api_2 RMm_Sgp_2.java 5

Initial condition

e  According applet has been successfully installed and selected using 1SO Interface and the applet is set into
ACTIVATED state.

e  TheUICC has sent EVT_READER_REQUESTED on HCI interface.

6.2.3.1.34 Test procedure
Test case
ID HCI Command API Description | API Expectation | HCIResponse [ CRR
1 Get Parameter: Type A
1-Send APDU on ISO |pr epar eAndSendGet Par anmet er Command() No exception shall |- N1,
interface (INS ='01") paramd = be thrown GET_PARAMETE [N2,
- Send PARAM | D_TYPE_A READER Ul D R with command  IN3
EVT_TARGET_DISCO Response recei ved: .par.amete( as
VERED (status ='00) |oncal | back() indicated in the
- Send ANY_OK as event = EVENT_GET_PARAMETER RESPONSE API Description
response to column
GET_PARAMETER - APDU-Response
‘0100’
- Send APDU on ISO
interface (INS = '20")
2 - Send APDU on ISO |pr epar eAndSendGet Par aret er Command() No exception shall |- N1,
interface (INS ='02") paramd = be thrown GET_PARAMETE |[N2,
- Send PARAMLI D_TYPE_A_READER ATQA R with command  [N3
EVT_TARGET_DISCO |gesionse recei ved: parameter as
VERED (status ='00")  |oncal | back() indicated in the
- Send ANY_OK as event = EVENT_GET_PARAMETER RESPONSE API Description
response to column
GET_PARAMETER - APDU-Response
‘0200’
- Send APDU on ISO
interface (INS = '20"
3-Send APDU on ISO |pr epar eAndSendGet Par aret er Command() No exception shall |- N1,
interface (INS ='03") paramd = be thrown GET_PARAMETE (N2,
- Send PARAM | D_TYPE_A_READER APPLI CATI ON_D R with command  IN3

EVT_TARGET_DISCO
VERED (status ='00")
- Send ANY_OK as
response to
GET_PARAMETER

- Send APDU on ISO
interface (INS = '20"

ATA

Response recei ved:
onCal | back()
event = EVENT_GET_PARAMETER RESPONSE

parameter as
indicated in the
API Description
column

- APDU-Response
'0300'
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Test case
ID HCI Command API Description API Expectation HCI Response CRR

4 - Send APDU on ISO |pr epar eAndSendGet Par anet er Conmand() No exception shall |- N1,

interface (INS ='04") paramd = be thrown. GET_PARAMETE |[N2,

- Send PARAMI D_TYPE_A_READER _SAK R with command (N3

EVT_TARGET_DISCO |pesnonse recei ved: parameter as

VERED (status ='00)  |oncal | back() indicated in the

- Send ANY_OK as event = EVENT GET_PARAMETER RESPONSE API Description

response to column

GET_PARAMETER - APDU-Response
'0400'

- Send APDU on ISO

interface (INS = '20"

5-Send APDU on ISO |- No exception shall |- N1,

interface (INS = '05") E;fggﬂf 3An§5€ndGet Par anet er Coomand()  |pe thrown GET_PARAMETE |N2,

- Send - R with command  |N3

EVT TARGET Disco |PARAMID TYPE A READER FW parameter as

VERED (status ='00)  |Response recei ved: indicated in the

- Send ANY_OK as onCal | back() API Description

response to event = EVENT_GET_PARAMETER RESPONSE column

GET_PARAMETER - APDU-Response
'0500'

- Send APDU on ISO

interface (INS = '20")

6 - Send APDU on ISO |pr epar eAndSendGet Par aret er Command() No exception shall |- N1,

interface (INS ='06") paramd = be thrown GET_PARAMETE |[N2,

- Send PARAM | D_TYPE_A_READER DATARATE_MAX R with command  |N3

EVT_TARGET_DISCO |pecnonse recei ved: parameter as

VERED (status ='00")  |oncal | back() indicated in the

- Send ANY_OK as event = EVENT_GET_PARAMETER RESPONSE API Description

response to column

GET_PARAMETER - APDU-Response
‘0600’

- Send APDU on ISO

interface (INS = '20"

2 Get Parameter: Type B

1-Send APDU on ISO |pr epar eAndSendGet Par amet er Command() No exception shall |- N1,

interface (INS ='07") paramd = be thrown GET_PARAMETE [N2,

- Send PARAM | D_TYPE_B_READER PUPI R with command  IN3

EVT_TARGET_DISCO Response recei ved: .par.amete( as

VERED (status ='00)  |oncal | back() indicated in the

- Send ANY_OK as event = EVENT_GET_PARAMETER RESPONSE API Description

response to column

GET_PARAMETER - APDU-Response
'0700'

- Send APDU on ISO

interface (INS = '20")

2 - Send APDU on ISO |pr epar eAndSendGet Par amet er Command() No exception shall |- N1,

interface (INS ='08") paramd = be thrown GET_PARAMETE |[N2,

- Send PARAM | D_TYPE_B_READER APPLI CATI ON_D R with command  |IN3

EVT_TARGET DIsco |ATA parameter as

VERED (status ='00")  |Response recei ved: indicated in the

- Send ANY_OK as oncCal | back() API Description

response to event = EVENT_GET_PARAMETER RESPONSE column

GET_PARAMETER - APDU-Response
'‘0800'

- Send APDU on ISO

interface (INS = '20"

3-Send APDU on ISO |pr epar eAndSendGet Par anet er Conmand() No exception shall |- N1,

interface (INS ='09") paramd = be thrown GET_PARAMETE (N2,

- Send PARAM | D_TYPE_B_READER AFI R with command N3

EVT_TARGET_DISCO
VERED (status ='00")
- Send ANY_OK as
response to
GET_PARAMETER

Response received:
onCal | back()
event = EVENT_GET_PARAMETER RESPONSE

parameter as
indicated in the
API Description
column

- APDU-Response
‘0900
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Test case
ID HCI Command API Description API Expectation HCI Response CRR
- Send APDU on ISO
interface (INS = '20"
4 - Send APDU on ISO |pr epar eAndSendGet Par anet er Conmand() No exception shall |- N1,
interface (INS ="'0A") paramd = be thrown GET_PARAMETE [N2,
- Send PARAM | D_TYPE_B_READER HI GHER LAYER R with command  IN3
EVT TARGET DIsco |RESPONSE parameter as
VERED (status ='00)  |Response recei ved: indicated in the
- Send ANY_OK as onCal | back() API Description
response to event = EVENT_GET_PARAMETER RESPONSE column
GET_PARAMETER - APDU-Response
'0A00
- Send APDU on ISO
interface (INS = '20"
5 - Send APDU on ISO |pr epar eAndSendGet Par anmet er Command() No exception shall |- N1,
interface (INS = '0B") paramd = be thrown GET_PARAMETE |[N2,
- Send PARAM | D_TYPE_B_READER HI GHER LAYER R with command  IN3
EVT_TARGET DIsco |™\TA parameter as
VERED (status ='00")  |Response recei ved: indicated in the
- Send ANY_OK as oncCal | back() API Description
response to event = EVENT_GET_PARAMETER RESPONSE column
GET_PARAMETER - APDU-Response
'‘0BOO
- Send APDU on ISO
interface (INS = '20")
3 HCl interface is disabled
1 - Void
2 - Precondition: The set Communi cationlnterface() API Shall throw - SW -'90 03' Cc1
contactless interface is |m™ethod of G obal Platform uicc.hci.framework.
disabled in the UICC as |ATendment Cis used to disable HQ HCIException with
defined in Global Interface error code
Platform Amendment C |r epar eAndSendGet Par anet er Command() HCI_CURRENTLY_
Send on ISO interface  |paranid = DISABLED
send the following PARAM | D_TYPE_A READER Ul D
commands:
- Send APDU on ISO set Comuni cati onlnterface() API
: met hod of dobal Platform
interface to select the Amendnent C is used to enable again
ag%'ﬁa HCl interface
EVT_TARGET_DISCO
VERED (status = '00")
- Send APDU on ISO
interface (INS ='11")
- Postcondition:
The contactless
interface is enabled
again in the UICC as
defined in Global
Platform Amendment C
4 Void
5 The parameter has an illegal value
- Send APDU on ISO - Shall throw - SW -'90 05' P1

interface (INS ='05")

- Send
EVT_TARGET_DISCO
VERED (status = '00")

- Send APDU on ISO
interface (INS ='15")

pr epar eAndSendGet Par anet er Command( )
paramd = -1

uicc.hci.framework.
HCIException with
error code
ILLEGAL_VALUE
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6.2.3.2 Interface ReaderListener
6.2.3.2.1 Method onCallback

6.2.3.2.1.0 Text Area Reference

Test Area Reference: Api_2 Rml_Ocb.
6.2.3.2.1.1 Conformance requirements

6.2.3.2.1.1.0 API definition

ETSI TS 103 115 V10.0.0 (2024-06)

The method with the following header shall be compliant to its definition in the API.

voi d onCal | back(byte event, HCl Message nessage)

6.2.3.2.1.1.1 Normal execution

. CRRN1: The Contactless Framework shall invoke the method ReaderListener.onCallback only with events
which are defined in ReaderListener or HCIListener and only with ReaderM essage objects.

. CRRN2: The Applet instance shall activate the events with ReaderService.activateEvent before it will receive

any event notification.

6.2.3.2.1.1.2 Parameter errors
. None.
6.2.3.2.1.1.3 Context errors
. None.
6.2.3.2.1.2 Test Suite Files
Applet Name Test case ID
Api_2 Rml_Ocb_1.java 1
Api_2 Rml_Ocb_1.java 2
Api_2_Rml_Ocb_1.java 4
Api_2_Rml_Ocb_1.java 5
Api_2_Rml_Ocb_1.java 6
Api_2 Rml_Ocb_1.java 8

6.2.3.2.1.3 Initial conditions

. According applet has been successfully installed and selected using I SO Interface and the applet is set into

ACTIVATED state.

e  TheUICC has sent EVT_READER_REQUESTED on HCI interface.
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6.2.3.2.1.4 Test procedure
Test Case
ID HCI Command | API Description | API Expectation | HCIResponse | CRR
1 EVENT_TARGET_DISCOVERED - Type A
- send APDU (INS ='10") on ISO |HCI Servi ce = Reader Servi ce No exception shall |[WR_XCHG_DAT |[N1,
interface acti vat eEvent () be thrown. A (‘000100007 [N2
- Send event =
EVENT TARGET DISCOVERE EVENT_TARGET_DI SCOVERED onCallback() _
— 00 method shall notice
D (status ='00")
the event
EVENT_WRITE_EXCHANGE_DATA_RESPONSE - Type A
2 |-send APDU(INS ='11) on ISO |HCI Service = Reader Service No exception shall [Start bulk data N1,
interface acti vat eEvent () be thrown. transfer on HCI N2
- Send event = interface.
EVT TARGET DISCOVERED E\(/]EEITE_V\RI TE_EXCHANGE_DATA_RES |onCallback() _
— 00" method shall notice
(status ='00")
the event
- Send ANY_OK ()
3 Void
EVENT_GET _PARAMETER_RESPONSE - Type A
4 |-send APDU(INS ='13) on ISO |HCI Service = Reader Servi ce No exception shall |[ANY_GET_PAR [N1,
interface ) be thrown. AMETER N2
- Send activat eEvent ()
event =
EVT_TARGET_DISCOVERED  |EvENT GET PARAMETER RESPONSE  |onCallback()
(status ='00") method shall notice
- Send ANY_OK () the event
5 EVENT_TARGET_DISCOVERED - Type B
- send APDU (INS ='10") on ISO |HCI Service = Reader Servi ce No exception shall |[WR_XCHG_DAT |[N1,
interface acti vat eEvent () be thrown. A (‘000100007 [N2
- Send event =
EVENT TARGET DISCOVERE EVENT_TARGET_DI SCOVERED onCallback() _
— N method shall notice
D (status = '00")
the event
EVENT WRITE_EXCHANGE DATA_RESPONSE - Type B
6 |-send APDU(INS ='11) on ISO |HCI Service = Reader Service No exception shall [Start bulk data N1,
interface acti vat eEvent () be thrown. transfer on HCI N2
- Send event = interface.
EVT TARGET DISCOVERED E\(;ESTE_V\RI TE_EXCHANGE_DATA_RES |onCallback() _
— 0 method shall notice
(status ='00")
the event
- Send ANY_OK ()
7 Void
EVENT _GET _PARAMETER_RESPONSE - Type B
8 |-send APDU(INS ='13") on ISO |HCI Service = Reader Servi ce No exception shall |[ANY_GET_PAR |[N1,
interface be thrown. AMETER N2

- Send
EVT_TARGET_DISCOVERED
(status ='00")

- Send ANY_OK ()

activat eEvent ()
event =
EVENT_GET_PARAMETER _RESPONSE

onCallback()
method shall notice
the event
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Annex A (normative):

Class, methods and tests acronyms

Al

A.1.0

All

Al2

A.1.3

A.l4

HCI framework

Classes / interfaces

Class name Acronyms
HClIDevice Hdv
HClSevice HSr
HCIMessage Hme
HClIListener Hin
HCIException Hxp
Class HCIDevice
Method name Acronyms
public static HCl Servi ce get HCl Servi ce() Gsr
public static byte getPowerMde() Gpm
public static byte isHCl Servi ceAvail abl e() Isa
Interface HCIService
Method name Acronyms
voi d register() Reg
voi d deregister() Drg
voi d activateEvent () Ace
voi d deacti vat eEvent () Dae
voi d request Cal | backNoti fication() Rcn
bool ean get Event Noti fi cati onStatus() Gen
Interface HCIMessage
Method Name Acronyms
bool ean i sHeadi ng() Mhd
bool ean i sConpl et e() Mco
byt e get Type() Mty
byte getlnstruction() Min
short get Recei veO fset () Mro
short get Recei velLengt h() Mrl
byte[] get Recei veBuffer() Mrb
Interface HCIListener
Method Name Acronyms
voi d onCal | back() Ocb
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A.1.5 Class HCIException
Method Name Acronyms
public static void thromt() Trw
A.2  HCI Services
A.2.1 Package cardemulation
A.2.1.0 Classes / interfaces
Interface Name Acronyms
Car dEnul at i onMessage CEm
Car dEmul ati onServi ce CEs
A.2.1.1 Interface CardEmulationListener
Method Name Acronyms
voi d onCal | back() Och
A.2.1.2 Interface CardEmulationMessage
Method Name Acronyms
voi d prepar eAndSendCet Par anet er Conmand() Sgp
voi d prepar eAndSendSendDat aEvent () Ssd
bool ean sel ecti ngMessage() Scm
A.2.1.3 Interface CardEmulationService
Method Name Acronyms
byt e get Car dRFType() Rft
A.2.2 Package connectivity
A.2.2.0 Classes / interfaces
Interface Name Acronyms
Connecti vit yMessage CNm
ConnectivityService CNs
A.2.2.1 Interface ConnectivityListener
FFS
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A2.22

FFS

A.2.2.3

A.2.3

A231

A.2.3.2

A.2.3.3
FFS

94

Interface ConnectivityMessage

Interface ConnectivityService

ETSI TS 103 115 V10.0.0 (2024-06)

Method Name Acronyms
pr epar eAndSendConnecti vi t yEvent () Sce
pr epar eAndSendTr ansact i onEvent (byte[] aid, Ste
short aidOffset, short aidLen, byte[] paraneters,
short paranetersOfset, short paraneterslLen)
prepar eAndSendTr ansact i onEvent (byte[] paraneters, short Stt
paranetersCOffset, short paraneterslLen)
Readermode
Interface RaederListener

Method Name Acronyms
voi d onCal | back() Ocb
Interface ReaderMessage

Method Name Acronyms
voi d prepar eAndSendGet Par anet er Conmrand( ) Sgp
voi d prepar eAndSendW i t eXchgDat aConmmand() Srx
voi d restartReader ModePr ocedur e() Rrp

Interface ReaderService
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Annex B (normative):
AlDs - to be reserved

B.1 Package HCI framework

B.1.0 Package

Package name
uicc.test.hci.framework

AID
A0 00 00 00 09 00 05 FF FF FF FF 89 21 00 00 00

B.1.1 Class HCIDevice

Package name
uicc.test.hci.framework. Api_1 Hdv_Gsr
uicc.test.hci.framework. Api_1 _Hdv_Gpm
uicc.test.hci.framework. Api_1_Hdv_lIsa

AID
A0 00 00 00 09 00 05 FF FF FF FF 89 21 01 00 00
A0 00 00 00 09 00 05 FF FF FF FF 89 21 02 00 00
A0 00 00 00 09 00 05 FF FF FF FF 89 21 03 00 00

Applet name AID

Api_1 Hdv_Gsr_1.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 01 01 02

Api_1_Hdv_Gsr_2.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 01 02 02

Api_1_Hdv_Gpm_1.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 02 01 02

Api_1_Hdv_lsa_1.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 03 01 02

Api_1 Hdv_Isa 2.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 03 02 02

Api_1 Hdv_Isa 3.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 03 03 02

B.1.2 Interface HCIService

Package name

AID

A0 00 00 00 09 00 05 FF FF FF FF 89 21 04 00 00
A0 00 00 00 09 00 05 FF FF FF FF 89 21 05 00 00
A0 00 00 00 09 00 05 FF FF FF FF 89 21 06 00 00
A0 00 00 00 09 00 05 FF FF FF FF 89 21 07 00 00
A0 00 00 00 09 00 05 FF FF FF FF 89 21 08 00 00
A0 00 00 00 09 00 05 FF FF FF FF 89 21 09 00 00

uicc.test.hci.framework. Api_1_Hsr_Reg
uicc.test.hci.framework. Api_1 Hsr _Drg
uicc.test.hci.framework. Api_1 Hsr_Ace
uicc.test.hci.framework. Api_1_Hsr_Dae
uicc.test.hci.framework. Api_1_Hsr_Rcn
uicc.test.hci.framework. Api_1_Hsr_Gen

Applet name

AID

Api_1_Hsr_Reg_1.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 04 01 02

Api_1_Hsr_Reg_2.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 04 02 02

Api_1 Hsr Reg 3.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 04 03 02

Api_1_Hsr_Reg_4.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 04 04 02

Api_1_Hsr_Drg_1.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 05 01 02

Api_1_Hsr_Drg_2.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 05 02 02

Api_1 Hsr_Ace 1.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 06 01 02

Api_1 Hsr_Ace 2.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 06 02 02

Api_1_Hsr_Ace_3.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 06 03 02

Api_1_Hsr_Ace_4.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 06 04 02

Api_1_Hsr_Ace_5.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 06 05 02

Api_1 Hsr_Ace_6.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 06 06 02

Api_1 Hsr_Ace_7.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 06 07 02

Api_1_Hsr_Ace_8.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 06 08 02

Api_1_Hsr_Ace_9.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 06 09 02

Api_1_Hsr_Dae_1.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 07 01 02

Api_1 Hsr Dae 2.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 07 02 02

Api_1 Hsr Dae 3.java

A0 00 00 00 09 00 05 FF FF FF FF 89 21 07 03 02
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Applet name AID
Api_1 Hsr_Dae_4.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 07 04 02
Api_1_Hsr_Dae_6.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 07 06 02
Api_1 Hsr_Rcn_7.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 08 07 02
Api_1 Hsr_Gen_1.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 09 01 02
Api_1_Hsr_Gen_2.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 09 02 02

B.1.3 Interface HCIMessage

Package name AID
uicc.test.hci.framework. Api_1_Hme_Mhd A0 00 00 00 09 00 05 FF FF FF FF 89 21 OA 00 00
uicc.test.hci.framework. Api_1_Hme_Mco A0 00 00 00 09 00 05 FF FF FF FF 89 21 0B 00 00
uicc.test.hci.framework. Api_1 Hme_ Mty A0 00 00 00 09 00 05 FF FF FF FF 89 21 0C 00 00
uicc.test.hci.framework. Api_1_Hme_Min A0 00 00 00 09 00 05 FF FF FF FF 89 21 0D 00 00
uicc.test.hci.framework. Api_1_Hme_Mro A0 00 00 00 09 00 05 FF FF FF FF 89 21 OE 00 00
uicc.test.hci.framework. Api_1_Hme_Mrl A0 00 00 00 09 00 05 FF FF FF FF 89 21 OF 00 00
uicc.test.hci.framework. Api_1_Hme_Mrb A0 00 00 00 09 00 05 FF FF FF FF 89 21 10 00 00

Applet name AID
Api_1_Hme_Mhd_1.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 0A 01 02
Api_1_Hme_Mco_1.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 0B 01 02
Api_1 Hme_ Mty 1.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 0C 01 02
Api_1 Hme_ Mty 2.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 0C 02 02
Api_1_Hme_ Min_1java A0 00 00 00 09 00 05 FF FF FF FF 89 21 0D 01 02
Api_1_Hme_ Min_2.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 0D 02 02
Api_1_Hme Mrl_1.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 OF 01 02
Api_1 Hme_Mrb_1.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 10 01 02

B.1.4 Interface HCIListener

Package name AID
uicc.test.hci.framework. Api_1_Hin_Ocb A0 00 00 00 09 00 05 FF FF FF FF 89 21 11 00 00

Applet name AID
Api_1 Hin_Ocb_2.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 11 02 02
Api_1_HIn_Ocb_3.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 11 03 02
Api_1 HIn_Ocb_4.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 11 04 02
Api_1 HIn_Ocb_5.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 11 05 02
Api_1 HIn_Ocb_6.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 11 06 02

B.1.5 Class HCIException

Package name AID
uicc.test.hci.framework. Api_1 Hxp Trw A0 00 00 00 09 00 05 FF FF FF FF 89 21 12 00 00
Applet name AID
Api_1 Hxp_Trw_1.java A0 00 00 00 09 00 05 FF FF FF FF 89 21 12 01 02

ETSI



Release 10

97 ETSI TS 103 115 V10.0.0 (2024-06)

B.2

HCI Services

B.2.1 Package cardemulation

B.2.1.0

Package

Package name

AID

uicc.test.hci.services.cardemulation

B.21.1

Interface CardEmulationListener

Package name

AlID

uicc.test.hci.services.cardemulation.Api_2_CEI_Ocb

B.2.1.2

Applet name

AID

Api_2 CEIl Ocb _1.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 05 01 02

Api_2_CEIl_Ocb_3.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 05 03 02

Api_2_CEIl_Ocb_4.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 05 04 02

Api_2_CEIl_Ocb_5.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 05 05 02

Api_2 CEIl Ocb_6.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 05 06 02

Api_2_CEIl_Ocb_7.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 05 07 02

Api_2_CEIl_Ocb_8.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 05 08 02

A0 00 00 00 09 00 05 FF FF FF FF 89 25 00 00 00

A0 00 00 00 09 00 05 FF FF FF FF 89 25 05 00 00

Interface CardEmulationMessage

Package name

AID

uicc.test.hci.services.cardemulation.Api_2 CEm_Sgp

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 00 00

uicc.test.hci.services.cardemulation.Api_ 2 CEm_Ssd

A0 00 00 00 09 00 05 FF FF FF FF 89 25 02 00 00

uicc.test.hci.services.cardemulation.Api_2_CEm_Scm

A0 00 00 00 09 00 05 FF FF FF FF 89 25 03 00 00

Applet name

AID

Api_2_CEm_Sgp_1l.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 01 02

Api_2_CEm_Sgp_2.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 02 02

Api_ 2 CEm_Sgp_3.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 03 02

Api_2 CEm_Sgp_4.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 04 02

Api_2 CEm_Sgp_5.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 05 02

Api_2_CEm_Sgp_6.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 06 02

Api_ 2 CEm_Sgp_7.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 07 02

Api_ 2 CEm_Sgp_8.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 08 02

Api_2 CEm_Sgp_9.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 09 02

Api_2 CEm_Sgp_10.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 OA 02

Api_2_CEm_Sgp_11.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 OB 02

Api_2_CEm_Sgp_12.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 0C 02

Api_ 2 CEm_Sgp_13.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 0D 02

Api_2 CEm_Sgp_14.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 OE 02

Api_2 CEm_Sgp_15.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 01 OF 02

Api_2_CEm_Ssd_1.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 02 01 02

Api_2_CEm_Ssd_2.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 02 02 02

Api_2_CEm_Ssd_3.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 02 03 02

Api_2 CEm_Ssd_4.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 02 04 02

Api_2 CEm_Ssd_5.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 02 05 02

Api_2_CEm_Scm_1.java

A0 00 00 00 09 00 05 FF FF FF FF 89 25 03 01 02
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B.2.1.3 Interface CardEmulationService

Package name AID
uicc.test.hci.services.cardemulation.Api_2_CEs_RFt| A0 00 00 00 09 00 05 FF FF FF FF 89 25 04 00 00

Applet name AID
Api_2_CEs_RFt_1.java A0 00 00 00 09 00 05 FF FF FF FF 89 25 04 01 02

B.2.2 Package connectivity

B.2.2.0 Package

Package name AID
uicc.test.hci.services.connectivity A0 00 00 00 09 00 05 FF FF FF FF 89 26 00 00 00

B.2.2.1
FFS

Interface ConnectivityListener

B.2.2.2 Interface ConnectivityMessage

FFS

B.2.2.3 Interface ConnectivityService

Package name AID

uicc.test.hci.services.connectivity.Api_ 2 CNs_Sce

A0 00 00 00 09 00 05 FF FF FF FF 89 26 01 00 00

uicc.test.hci.services.connectivity.Api_2_CNs_Ste

A0 00 00 00 09 00 05 FF FF FF FF 89 26 02 00 00

A0 00 00 00 09 00 05 FF FF FF FF 89 26 03 00 00

uicc.test.hci.services.connectivity.Api_2_ CNs_Sit

Applet name

AID

Api_2_CNs_Sce_1.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 01 01 02

Api_2_CNs_Sce_2.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 01 02 02

Api_2_CNs_Sce 3.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 01 03 02

Api_2_CNs_Sce 4.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 01 04 02

Api_2_CNs_Sce_5.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 01 05 02

Api_2_CNs_Sce_6.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 01 06 02

Api_2_CNs_Sce_7.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 01 07 02

Api_2 CNs_Ste 1.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 02 01 02

Api_2 CNs_Ste 2.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 02 02 02

Api_2_CNs_Ste 4.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 02 04 02

Api_2_CNs_Ste 5.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 02 05 02

Api_2_CNs_Ste 6.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 02 06 02

Api_2 CNs_Stt_1.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 03 01 02

Api_2 CNs_Stt_2.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 03 02 02

Api_2_CNs_Stt_3.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 03 03 02

Api_2_CNs_Stt_4.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 03 04 02

Api_2_CNs_Stt_5.java

A0 00 00 00 09 00 05 FF FF FF FF 89 26 03 05 02
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B.2.3 Package readermode

B.2.3.0 Package

Package name AID
uicc.test.hci.services.reader A0 00 00 00 09 00 05 FF FF FF FF 89 27 00 00 00

B.2.3.1 Interface ReaderMessage

Package name AID
uicc.test.hci.services.reader.Api_2_RMm_Rrp A0 00 00 00 09 00 05 FF FF FF FF 89 27 01 00 00
uicc.test.hci.services.reader.Api_2 _RMm_Srx A0 00 00 00 09 00 05 FF FF FF FF 89 27 02 00 00
uicc.test.hci.services.reader.Api_2_RMm_Sgp A0 00 00 00 09 00 05 FF FF FF FF 89 27 03 00 00

Applet name AID

Api_2 RMm_Rrp_1ljava A0 00 00 00 09 00 05 FF FF FF FF 89 27 01 01 02
Api_2 RMm_Rrp_2.java A0 00 00 00 09 00 05 FF FF FF FF 89 27 01 02 02
Api_2 RMm_Rrp_3.java A0 00 00 00 09 00 05 FF FF FF FF 89 27 01 03 02
Api_2 RMm_Srx_1.java A0 00 00 00 09 00 05 FF FF FF FF 89 27 02 01 02
Api_2 RMm_Srx_2.java A0 00 00 00 09 00 05 FF FF FF FF 89 27 02 02 02
Api_2 RMm_Srx_3.java A0 00 00 00 09 00 05 FF FF FF FF 89 27 02 03 02
Api_2_RMm_Sgp_1.java A0 00 00 00 09 00 05 FF FF FF FF 89 27 03 01 02
Api_2_RMm_Sgp_2.java A0 00 00 00 09 00 05 FF FF FF FF 89 27 03 02 02
Api_2_RMm_Sgp_3.java A0 00 00 00 09 00 05 FF FF FF FF 89 27 03 03 02

B.2.3.2 Interface ReaderListener

Package name AID
uicc.test.hci.services.reader.Api_2 RMI_Ocb A0 00 00 00 09 00 05 FF FF FF FF 89 27 04 00 00
Applet name AID
Api_2 Rml_Ocb_1.java A0 00 00 00 09 00 05 FF FF FF FF 89 27 04 01 02

B.2.3.3 Interface ReaderService

FFS
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Annex C (normative):
Requirements

C.1  Non-occurrence and out-of-scope requirements

C.1.1 Void

C.1.2 ETSITS 102 705 prose part

Requirement Reference
The Contactless Framework shall bind the services defined in the uicc.hci.services.cardemulation 4.2
package to the underlying HCI resources (e.g. gates and pipes) defined by the HCI protocol as specified
in ETSI TS 102 622 [3].

C.2 FFSrequirements

C.21 Void

C.2.2 ETSITS 102 705 prose part

Requirement Release(s) | Reference
The Contactless Framework sends the Applet originated HCl messages in the same order as Rel-10 4.1
they are submitted by the Applet. upwards
When the contactless interface is disabled (cf. "state of contactless functionality” in ETSI 4.1

TS 102 223 [7] and setCommunicationinterface() APl method of "GlobalPlatform
Amendment C" [10]), the Contactless Framework shall throw an HCIException with reason
code HCI_ CURRENTLY_DISABLED

In case of a communication error on the RF interface (i.e. the RF error indicator is set), 4.2
messages are not propagated to the application layer in CardEmulation Mode.

In case of a communication error on the RF interface (i.e. the RF error indicator is set), 4.3
messages are propagated to the application layer in ReaderMode.

The Contactless Framework shall request the reader mode control on the CLF by sending the 4.3

HCI events EVT_READER_REQUESTED and EVT_END_OPERATION according to the state
of the reader mode Applet

The Contactless Framework shall resend the EVT_READER_REQUESTED to the CLF if 4.3
another Applet instance exists with the ReaderListener.EVENT_TARGET_DISCOVERED
event activated

The EVT_READER_REQUESTED shall be sent by the Contactless Framework if an Applet 4.3
instance activates the event ReaderListener.EVENT_TARGET_DISCOVERED and no other
Applet instance has the event activated, i.e. it shall not be sent if the Contactless Framework
has earlier sent an EVT_READER_REQUESTED due to the request from another Applet
instance, which was not yet ended by an EVT_END_OPERATION

The Contactless Framework shall ensure that the 4.3
ReaderListener.EVENT_TARGET_DISCOVERED is deactivated for all Applets when access to
the interface is disabled on the UICC level

When an Applet lifecycle state changes from ACTIVATED to DEACTIVATED the Contactless 4.3
Framework shall enforce that the ReaderListener.EVENT_TARGET_DISCOVERED is

deactivated

The HCI event EVT_END_OPERATION shall be sent to the CLF when an Applet instance or 4.3

the Contactless Framework deactivates the event
ReaderListener.EVENT _TARGET DISCOVERED

The Contactless Framework shall inform the Applet instance which has activated the 4.3
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ReaderListener.EVENT_TARGET_DISCOVERED when a target is discovered on one of the
RF technologies the Applet instance is registered to with its installation parameters as specified
in ETSI TS 102 226 [9]

Reader mode Applets shall follow the extended lifecycle model that is defined in 4.3
"GlobalPlatform Amendment C" [10] for contactless Applets in card emulation mode (i.e.
following Application Availability States and the related transition rules)

Per RF technology there shall be only one reader mode Applet in the state ACTIVATED 4.3
(according to "GlobalPlatform Amendment C" [10]) at any time
When the state of a reader mode Applet changes to lifecycle ACTIVATED (according to 4.3

"GlobalPlatform Amendment C" [10]) the Contactless Framework shall ensure that the HCI
gates and pipes are setup for the RF technologies that are supported by the reader mode
Applet
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Annex D (normative):
Test Specification for Java Card™ Platform HCI API for the
UICC

The source files for the HCI API for the UICC Application Programming Interface for Java Card™ for contactless
Applets are contained in archive ts_103115v100000p0.zip which accompanies the present document.

This annex requires use of the Global Platform Java Card API and its related contactless aspects as specified in [15] and
[16].
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Annex E (normative):
Void
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Annex F (informative):
Void
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Annex G (informative):
Core specification version information

Unless otherwise specified, the versions of ETSI TS 102 705 [1] from which conformance requirements have been
extracted are as follows.

Release Latest version from which conformance requirements
have been extracted
9 V9.3.0 + CR043 (SCP(14)000285)
10 V10.1.0 + CR044 (SCP(14)000286)

ETSI



Release 10

106

ETSI TS 103 115 V10.0.0 (2024-06)

Annex H (informative):
Change history

The table below indicates all changes that have been incorporated into the present document since it was placed under

change control.
Change history
Date |Meeting Plenary Doc CR |Rev | Cat Subject/Comment Old | New
SCP(13)000037 Creation of the specification 9.0.0
2013-02 | SCP#58 [SCP(13)000038 |001]| - F [Added definition of test case IDs 9.0.0 [9.1.0
SCP(13)000039 002 - F [Clarification of initial conditions activity performed by UICC | 9.0.0 | 9.1.0
SCP(13)000040 |003| - F [Test case 6.1.5.1: corrected definition of unrecognised 9.0.0 [ 9.1.0
Envelope
SCP(13)000041 004 | - F |Correction of expected HCI event for TC 6.2.2.1.2.4 and 9.0.09.1.0
6.2.2.1.3.4 1D2-1 and ID2-2
SCP(13)000042 005| - F |Clarification of prepareAndSendGetParameterCommand 9.0.0]9.1.0
test cases
SCP(13)000043 006 | - F |Correction of test suite files 9.0.0 1 9.1.0
SCP(13)000044 |007 | - F [Correction of wrong Events deactivation 9.0.0 [9.1.0
SCP(13)000046 |008| - F [Clarification of initial conditions related to power mode 9.0.0]9.1.0
SCP(13)000085r1 (010 | - F [Modification and addition of test applets to test HCI is 9.0.0 [ 9.1.0
disabled condition
2013-04 | SCP#59 [SCP(13)000086 011] 1 F |Addition of references to GlobalPlatform APIs. 9.0.0 ] 9.1.0
SCP(13)000087r1 |012]| - F |Clarification of EVT READER REQUESTED transmission [ 9.0.0 | 9.1.0
SCP(13)000088 013] 1 F |Correction of applet selection in TC 6.2.1.1.1 ID3 9.0.0 ] 9.1.0
SCP(13)000089 014 | - F [Correction of API expected received data in TC 6.1.3.7 9.0.0 [9.1.0
SCP(13)000090 015| - F |Correction of applicability for test cases 6.1.1.1 (ID3-2) 9.0.09.1.0
6.1.1.2 and 6.1.2.3 (ID5)
SCP(13)000091 016 - F [Modification of test procedure 6.1.1.3.4 ID3-1 and 9.0.0 [ 9.1.0
6.2.2.1.1.4
SCP(13)000092 017| - F |Addition of Annexes E and F contents into 9.0.0 [ 9.1.0
ETSITS 103 115
SCP(13)000093 (018 - F [Corrections to avoid failed deletions of test applets 9.0.0 [9.1.0
SCP(13)000037 019( - F [Corrections on Reader Mode applets 9.0.0]9.1.0
2013-07 | SCP#60 [SCP(13)000045r1 |009| 1 Usage of Annex F is made fully optional 9.1.0 ] 9.2.0
SCP(13)000188 021 | - Deletion of getResponse() method from Annex F 9.1.0]9.2.0
SCP(13)000140r1 [022| 1 | F [Corrections on Reader Mode test cases and proposal of 9.1.0(9.2.0
Test Case 4 from 6.2.3.1.3.4 for FFS
SCP(13)000141r1 |023| 1 | F [Correction of 6.2.2.1.2 method 9.1.0 | 9.2.0
prepareAndSendTransactionEvent() test case ID5
SCP(13)000138 |020| - F |Annex E update with Reader Mode features used in Annex [ 9.1.0 | 9.2.0
F
2013-10 | SCP#61 [SCP(13)000217 024 | - F [Correction of applet selection issues 9.2.0 [9.3.0
SCP(13)000218 025] - F |Corrections in applicability table 9.2.0 ] 9.3.0
SCP(13)000220 (026 | - F [Correction of reader mode test cases regarding applet 9.2.0(9.3.0
selection and usage of ISO interface
SCP(13)000222 027 - F |Correction of TC 6.1.3.3.4 ID2 9.2.0]9.3.0
SCP(13)000219 028 - F [Test cases 6.1.1.1/5: correction of execution requirements | 9.2.0 | 9.3.0
SCP(13)000221 029( - F |Modification of Terminal profile in the initial conditions for 9.2.019.3.0
some test cases
SCP(13)000223 |030| - F [Removal of redundant entries in applicability table 9.2.0 [ 9.3.0
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