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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and Trust
Infrastructures (ESI).

The present document is part 1 of a multi-part deliverable covering CB-AdES digital signatures, as identified below:
Part 1: " Building blocks and CB-AdES baseline signatures’;
Part 2. "Extended CB-AdES signatures'.

NOTE: At thetime of publication of the present document, part 2 does not exist.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

Electronic commerce has emerged as a frequent way of doing busi ness between companies across local, wide area and
global networks. Trust in this way of doing business is essential for the success and continued devel opment of
electronic commerce. It is therefore important that companies using this el ectronic means of doing business have
suitable security controls and mechanismsin place to protect their transactions and to ensure trust and confidence with
their business partners. In this respect digital signatures are an important security component that can be used to protect
information and provide trust in electronic business.

ETSI
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The present document is intended to cover digital signatures supported by PKI and public key certificates, and aimsto
meet the general requirements of the international community to provide trust and confidence in electronic transactions,
including, amongst other, applicable requirements from Regulation (EU) No 2024/1183 [i.1].

The present document can be used for any transaction between an individual and a company, between two companies,
between an individual and a governmental body, etc. The present document is independent of any environment. It can
be applied to any environment e.g. smart cards, SIM cards, special programs for electronic signatures, etc.

The present document is part of arationalized framework of standards (see ETSI TR 119 000 [i.4]).

ETSI
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1 Scope

The present document:

1) Specifiesa CBOR [1] format for AJES signatures (CB-AdES signatures hereinafter) built on CBOR Object
Signing and Encryption (COSE hereinafter) as specified in IETF RFC 9052 [2]. For this, the present
document:

- Extends the CBOR Object Signing and Encryption specified in IETF RFC 9052 [2] by defining an
additional set of CBOR header parameters that can be incorporated in the COSE Headers (either inits
protected headers map or its unprotected headers map). Many of these new header parameters have the
same semantics as the attributes/properties defined in CAJES[i.2], XAdES[8], and JAJES [9] digital
signatures. Other header parameters are defined to meet specific requirements that current COSE cannot
meet (e.g. for explicitly referencing detached payload). These new header parameters and their
corresponding types are defined in CDDL, which is specified in IETF RFC 8610 [5].

- Specifies the mechanisms for incorporating the aforementioned CBOR componentsin COSE [2] to build
CB-AdES signatures, offering the same features as CAdES, XAdES, and JAJES in CBOR syntax, and
therefore fulfilling the same requirements (such as the long-term validity of digital signatures).

2) Definesfour levels of CB-AdES baseline signatures addressing incremental requirementsto maintain the
validity of the signatures over the long term. Each level requires the presence of certain CB-AdES header
parameters, suitably profiled for reducing the optionality as much as possible. The aforementioned levels
provide the basic features necessary for a wide range of business and governmental use cases for electronic
procedures and communications to be applicable to a wide range of communities when there is a clear need for
interoperability of digital signatures used in electronic documents.

NOTE 1: ETSI EN 319 102-1 [i.3] specifies procedures for creation, augmentation and validation of other types of
AdES digital signatures.

Procedures for creation, augmentation, and validation of CB-AdES digital signatures are out of scope.

The present multi-part deliverable aims at supporting electronic signatures independent of any specific regulatory
framework.

NOTE 2: Specifically, but not exclusively, it isthe aim that CB-AdES digital signatures specified in the present
multi-part deliverable can be used to meet the requirements of electronic signatures, advanced electronic
signatures, qualified electronic signatures, electronic seals, advanced electronic seals, and qualified
electronic seals as defined in Regulation (EU) No 910/2014 [i.1].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.

[1] |ETF RFC 8949 (December 2020): "Concise Binary Object Representtion (CBOR)".
[2] IETF RFC 9052 (August 2022): "CBOR Object Signing and Encryption (COSE): Structures and
Process'.
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(3]

[4]

(3]

6]

[7]
(8]

[9]

[10]
[11]
[12]
[13]
[14]

[15]
[16]
[17]
[18]
[19]

[20]
[21]

2.2
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IETF RFC 9360 (February 2023): "CBOR Object Signing and Encryption (COSE): Header
Parameters for Carrying and Referencing X.509 Certificates".

|ETF RFC 9053 (August 2022): "CBOR Object Signing and Encryption (COSE): Initial
Algorithms".

IETF RFC 8610 (June 2019): "Concise Data Definition Language (CDDL): A Notationa
Convention to Express Concise Bingary Object Representation (CBOR) and JSSON Data
Structures'.

IETF RFC 9338 (December 2022): "CBOR Object Signing and Encryption (COSE):
Countersignatures”.

IETF RFC 3061 (February 2001): "A URN Namespace of Object Identifiers'.

ETSI EN 319 132-1: "Electronic Signatures and Trust Infrastructures (ESI); XAdES digital
signatures; Part 1: Building blocks and X AdES baseline signatures’.

ETSI TS 119 182-1: "Electronic Signatures and Trust Infrastructures (ESI); JAJES digital
signatures; Part 1: Building blocks and JAdES baseline signatures”.

IETF RFC 5035 (August 2007): "Enhanced Security Services (ESS) Update: Adding CertlD
Algorithm Agility".

Recommendation ITU-T X.509: "Information technology - Open Systems Interconnection - The
Directory: Public-key and attribute certificate frameworks'.

IETF RFC 3161 (August 2001): "Internet X.509 Public Key Infrastructure Time Stamp Protocol
(TSP)".

IETF RFC 5280 (May 2008): "Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile".

IETF RFC 6960 (June 2013): "X.509 Internet Public Key Infrastructure Online Certificate Status
Protocol - OCSP".

IETF RFC 5816 (April 2010): "ESSCertIDv2 Update for RFC 3161".

IETF RFC 9597 (June 2024): "CBOR Web Token (CWT) Claimsin COSE Headers'.

|IETF RFC 4648 (October 2006): "The Basel6, Base32, and Base64 Data Encodings'.

IETF RFC 8932 (May 2018): "CBOR Web Token (CWT)".

ETSI TS119 312 (V1.3.1): "Electronic Signatures and Infrastructures (ESI); Cryptographic
Suites".

IETF RFC 3986 (January 2005): "Uniform Resource Identifier (URI): Generic Syntax”.

IETF RFC 2616 (June 1999): "Hypertext Transfer Protocol - HTTP/1.1".

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

ETSI


https://www.rfc-editor.org/info/rfc9360
https://www.rfc-editor.org/info/rfc9053
https://www.rfc-editor.org/info/rfc8610
https://www.rfc-editor.org/info/rfc9338
https://www.rfc-editor.org/info/rfc3061
https://www.etsi.org/deliver/etsi_en/319100_319199/31913201/
https://www.etsi.org/deliver/etsi_ts/119100_119199/11918201/
https://www.rfc-editor.org/info/rfc5035
https://www.itu.int/rec/T-REC-X.509/en
https://www.rfc-editor.org/info/rfc3161
https://www.rfc-editor.org/info/rfc5280
https://www.rfc-editor.org/info/rfc6960
https://www.rfc-editor.org/info/rfc5816
https://www.rfc-editor.org/info/rfc9597
https://www.rfc-editor.org/info/rfc4648
https://www.rfc-editor.org/info/rfc8932
https://www.etsi.org/deliver/etsi_ts/119300_119399/119312/01.03.01_60/ts_119312v010301p.pdf
https://www.rfc-editor.org/info/rfc3986
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[i.1] Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024
amending Regulation (EU) No 910/2014 as regards establishing the European Digita | dentity
Framework.

[i.2] ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;
Part 1: Building blocks and CAdES baseline signatures”.

[i.3] ETSI EN 319 102-1: "Electronic Signatures and Trust Infrastructures (ESI); Procedures for
Creation and Validation of AJES Digital Signatures; Part 1. Creation and Validation”.

[i.4] ETSI TR 119 000: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of digital signatures and trust services, Overview".

[i.5] ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures; Definitions and abbreviations'.

[i.6] ETSI TR 119 100: "Electronic Signatures and Infrastructures (ESI); Guidance on the use of
standards for signature creation and validation”.

[i.7] ETSI TS 119 172-1: "Electronic Signatures and Infrastructures (ESI); Signature Policies; Part 1:
Building blocks and table of contents for human readable signature policy documents'.

[i.8] OASIS Standard: "Assertions and Protocols for the OASIS Security Assertion Markup Language
(SAML) vV2.0".

[i.9] ETSI TS 101 533-1: "Electronic Signatures and Infrastructures (ESI); Data Preservation Systems
Security; Part 1. Requirements for |mplementation and Management”.

[i.10] IETF RFC 4998: "Evidence Record Syntax (ERS)".

[i.11] W3C® Recommendation (19 November 2019): "Verifiable Credentials Data Model 1.0".

[i.12] draft-cavage-http-signatures-10 (May 2018): "Signing HTTP Messages'.

[1.13] IETF RFC 7517 (May 2015): "CBOR Web Key (JIWK)".

[i.14] SO 3166-1: "Codes for the representation of names of countries and their subdivisions —

Part 1: Country code".

3 Definition of terms, symbols, abbreviations and
terminology
3.1 Terms

For the purposes of the present document, the terms givenin ETSI TR 119 001 [i.5], IETF RFC 9052 [2] and the
following apply:

byte string: sequence of octets (8 bits)

CB-AdES signature: COSE signature meeting the requirements specified in this or other parts of the present multi-part
document

CBOR-bstr-wrapped: CBOR object wrapped in a CBOR byte string (bstr)
CBOR byte string: dataitem of CBOR major type 2

NOTE: The present document uses the term "bstr" for denoting a CBOR byte string.
COSE signature: CBOR structure containing a digitally signed message

NOTE: Asspecifiedin IETF RFC 9052 [2].
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COSE Payload: binary data object (message(s), document(s)) that is signed by a COSE signature

NOTE 1

NOTE 2:

NOTE 3:

The COSE Payload bytesis only one of the components that contribute to generate the input byte string to
the COSE signature value computation process, along with the protected headers sierialized map and the
externally supplied data. See IETF RFC 9052 [2], clause 4.3 for externally supplied data, and IETF

RFC 9052 [2], clause 4.4 for a specification of the signing process.

The present document allows for a CB-AdES signature to simultaneously sign a set of more than one
binary data objects. Therefore the COSE Payload may have more than one components. See clause 5.2.8
(sigD header parameter) of the present document.

The present document allows for COSE Payload to be attached or detached. See clause 5.2.8 (sigD header
parameter) of the present document.

COSE signature value: digital signature cryptographic value calculated over a sequence of octets derived from the
protected headers serialized map, the COSE Payload, and the externally supplied data encapsulated in a CBOR byte
string (bstr herein after)

NOTE 1

NOTE 2:

NOTE 3:

IETF RFC 9052 [2] does not provide any formally defined term for this object; instead it uses the term
"signature value". The present document does not use thisterm, but "COSE signature value”, for the sake
of terminological coherence of other AdES specifications.

The present document uses the term CBOR Object Signing and Encryption (or itsabbreviation,
COSE), asdefined by IETF RFC 9052 [2], i.e. for denoting the CBOR data structure for representing a
digitally signed message.

A CB-AdES signature is a specia type of CBOR Object Signing and Encryption signature (or COSE
signature). Therefore these terms are not directly interchangeable as, indeed a CB-AdES signature IS
ALSO A COSE Signature, but NOT ALL COSE signatures are CB-AdES signatures.

electronic time-stamp: datain electronic form which binds other electronic data to a particular time establishing
evidence that these data existed at that time

NOTE 1

NOTE 2:

In the case of IETF RFC 3161 [12] protocol, updated by IETF RFC 5816 [15], the electronic time-stamp
isreferringtothet i neSt anpToken field withinthe Ti meSt anpResp element (the TSA's response
returned to the requesting client).

This definition makes CB-AdES signatures not to be bound to a particular format of electronic
time-stamp, because header parametersadoTst , si gTst,arcTst,rfsTst,andsi gRTst can
contain electronic time-stamps of any format.

payload field: payload field of the COSE_Si gn CBOR array as specified in clause 4.1 of IETF RFC 9052 [2], or of
the payload field of the COSE_Si gnl CBOR array as specified in clause 4.2 of IETF RFC 9052 [2]

3.2

Void.

3.3

Symbols

Abbreviations

For the purposes of the present document, the following abbreviations apply:

ASCII
ASN.1
bstr
CA
CBOR
CDDL
COSE
CRL
FIPS
HTTP

American Standard Code For Information Interchange
Abstract Syntax Notation 1

byte string

Certification Authority

Concise Binary Object Representation

Concise Data Definition Language

CBOR Object Signing and Encryption

Certificate Revocation List

Federal Information Processing Standards

Hyper Text Transfer Protocol

ETSI



11 ETSITS 119 152-1 V1.1.1 (2026-03)

IETF Internet Engineering Task Force

ISO International Organization for Standardization
ITU-T International Telecommunication Union - Telecommunication
JSON JavaScript Object Notation

OCsP Online Certificate Status Protocol

OID Object IDentifier

PKI1 Public Key Infrastructure

RFC Request For Comments

SAML Security Assertion Markup Language

SHA Secure Hash Algorithm

SIM Subscriber |dentification Module

SPO Service Provision Option

tstr text string

URI Uniform Resource Identifier

URL Uniform Resource Locator

URN Uniform Resource Name

uTC Coordinated Universal Time

3.4 Terminology

The present document adopts, wherever it is possible the same terminology as the terminology used in IETF
RFC 9052 [2].

Therefore, within the present document, the term "COSE Signature” shall denote the CBOR structure for digital
signatures specified in IETF RFC 9052 [2].

The present document uses the term "CBOR dataitem” or just "dataitem” for denoting any of the data items specified
in clause 2 of IETF RFC 8949 [1].

The present document uses the term "header parameter” for denoting a CBOR data item which is member either of the
protected headers map or the unprotected headers map of COSE as specified in IETF RFC 9052 [2].

The present document uses the term "member" of a map for denoting one pair of CBOR data items (key, value) within
the CBOR map (specified in IETF RFC 8949 [1].

The present document uses the term "element” or "element of the array” for denoting the contents of a position within a
CBOR array (specified in of IETF RFC 8949 [1]).

NOTE: Theselast termswill be used for denoting each of the CBOR dataitems that will be added to the
uHeader s CBOR array (specified in clause 5.3.1 of the present document), which will be incorporated
in the unprotected headers set as a header parameter. Therefore, these CBOR dataitems will play, within
the present document, an equivalent role to the role played by the unsigned attributesin CAJES and the
unsigned qualifying propertiesin XAdES.

The present document uses the term " CB-AdES component” or "component” for denoting any CB-AdES signature
congtituent, regardlessit is a header parameter, a member of a CBOR map, an element of a CBOR array, or any other
CBOR dataitem.

IETF RFC 9052 [2] defines two structures for COSE signatures, namely: COSE_Si gn (which allows several signatures
on the same COSE Payload), and COSE_Si gn1 (which only alows one signature on the COSE Payload).

Below follows a copy of the CDDL specification for the COSE_Si gn structure:

COSE_Sign = [
Header s,
payl oad : bstr / nil,
signatures : [+COSE_Si gnat ure]

]
CCSE_Signature = [

Headers,
signature : bstr
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COSE_Si gn structures can include header parameters in two layers:

1) Body layer. The header parameters appear within the first element (Header s) of the COSE_Si gn CBOR
array.

2)  Signer layer. Thislayer isformed by the different elementsinthesi gnat ur es CBOR array, each one being
aCOSE_Si gnat ur e array. The signer layer header parameters are included within the first element
(Header s) of the COSE_Si gnat ur e array.

Below follows a copy of the CDDL specification for the COSE_Si gn1 structure:

COSE_Signl = [
Header s,
payl oad : bstr / nil,
signature :bstr

]

COSE_Si gn1 structures have only one layer: the body layer. Therefore, COSE_Si gnl structuresinclude all the
header parameters only in the body layer.

The present document uses this special f ont for denoting the names of CB-AdES components and COSE structures
supporting CB-AdES signatures.

4 General Requirements

4.1 CDDL definitions

The present document defines the new types and components for CB-AdES signatures using the Concise Data
Definition Language (CDDL) [5].

4.2 Requirements on CB-AdES supporting COSE structures

CB-AdES signatures specified in the present document may be built on both types of COSE signature structures
specified in IETF RFC 9052 [2], namely: COSE_Si gn for multiple signers of the same COSE Payload (specified in
clause 4.1 of IETF RFC 9052 [2]), and COSE_Si gn1 for one single signer (specified in clause 4.2 of IETF

RFC 9052 [2]).

4.3 Requirements on CB-AdES encoding

CB-AdES signatures specified in the present document may be encoded as untagged (COSE_Si gn and COSE_Si gn1)
or tagged, namely COSE_Si gn_Tagged (specified in clause 4.1 of IETF RFC 9052 [2]), and
COSE_Si gnl_Tagged (specified in clause 4.2 of IETF RFC 9052 [2]).

4.4 Requirements on CB-AdES headers

The unprotected headers map in CB-AdES signatures (regardless they are within the body layer or the signer layer)
shall contain only one member, namely the uHeader s header parameter (specified in clause 5.3 of the present
document), which is defined asa CBOR array.

NOTE 1: Therationale for thisis that the unprotected header isa CBOR map, and no order may be inferred in its
different members. Thisis the reason why the present document defines uHeader s header parameter as
aCBOR array.

NOTE 2: The elements of this CBOR array will contain CBOR values that play for CB-AdES signatures the same
role asthe role played by the unsigned header parameters for JAJES signatures.
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NOTE 3: Animmediate consequence is that a time-stamp token present within the ar cTst component specified in
clause 5.3.5 of the present document, protects the COSE Payload, the protected headers map, the COSE
signature value, and the uHeader s header parameter within the unprotected headers map.

CB-AdES signatures supported by a COSE_Si gn structure:
1) May include protected header parameters in both, the body layer and the signer layer.
2)  Shal not contain the uHeader s unprotected header parameter in the body layer.
3) May includethe uHeader s unprotected header parameter in the signer layer.

CB-AdES signatures supported by a COSE_Si gn1 structure shall include header parameters at the body layer (as they
do not have signer layer).

New header parameters defined in the present document, or already defined el sewhere but further profiled in the present
document, shall be incorporated into the CB-AdES signature as specified in the present document.

NOTE 4: For each header parameter newly defined or defined el sewhere but further specified by the present
document, the present document specifiesif it is signed or/and unsigned, and, in the case of CB-AdES
signatures supported by COSE_Si gn structures, the layer where it is placed.

Header parameters defined el sewhere and not further profiled by the present document, may also be added as signed
header parameters or as elements of uHeader s header parameter within the CB-AdES, in accordance with the
requirements defined in the present document (for example, those applicable to CB-AdES signatures supported by a
COSE_Si gn structure). Their semantics and processing are out of the scope of the present document.

4.5 Requirements on Payload

In CB-AdES signatures, the COSE Payload may be attached or detached.

Detached COSE Payload may either be one detached object, or result from the concatenation of more than one detached
data objects. See the specification of si gD signed header parameter in clause 5.2.8 of the present document.

4.6 Requirements on map keys and data tags
The present document specifies new CBOR types with the following criteria:
. The keys of the CBOR maps pairs shall be integers.

e  Tagsfor new CBOR tagged dataitems shall also be integers.

4.7 Requirements on encapsulation in CBOR byte strings
The present document requires to encapsulate CBOR components in CBOR byte strings.
This encapsulation shall be performed using the CBOR encoding restrictions defined in clause 9 of IETF RFC 9052 [2].

5 Header parameters semantics and syntax

5.1 Header parameters defined by IETF

51.1 Introduction

This clause defines additional reguirements for the use of some of header parameters specified by IETF.
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NOTE: Clause 6.3 specifies requirements (mainly of presence and cardinality), for the use of some of the header
parameters specified by IETF for CB-AdES baseline signatures.
5.1.2  The al g (algorithm) header parameter
Semantics
The al g header parameter shall be a signed header parameter that qualifies the signature.
The al g header parameter shall have the semantics specified in IETF RFC 9052 [2], clause 3.1.
Syntax
Theal g header parameter shall have the syntax specified in IETF RFC 9052 [2], clause 3.1.
Its value should be one of the algorithms for digital signatures recommended by in ETSI TS 119 312 [19].

The identifier of the algorithm shall be one of the identifiers registered at the IANA "COSE Algorithms"
(https://www.iana.org/assi gnments/cose/cose.xhtml#al gorithms).

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.

5.1.3 The content type (contenttype) header parameter
Semantics

Thecont ent type header parameter shall be a signed header parameter that qualifies the COSE Payload.
Thecont ent type header parameter shall have the semantics specified in IETF RFC 9052 [2], clause 3.1.

Thecont ent type header parameter shall not be present if the si gD header parameter, specified in clause 5.2.8 of
the present document, is present within the CB-AdES signature.

Thecont ent type header parameter should not be present if the content type isimplied by the COSE Payload.
Thecont ent type header parameter shall not be present if the COSE Payload is a (counter-signed) signature.
Syntax

Thecont ent type header parameter shall have the syntax specified in IETF RFC 9052 [2], clause 3.1.

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.

NOTE: Thisisbecause this header parameter qualifies the COSE Payload.

5.1.4  The ki d (key identifier) header parameter

Semantics

Theki d header parameter shall be a signed header parameter that qualifies the signature.

The ki d header parameter shall have the semantics specified in IETF RFC 9052 [2], clause 3.1.

The content of ki d header parameter should be the DER-encoded instance of type | ssuer Seri al type definedin
IETF RFC 5035 [10].

The header parameter ki d shall be used as a hint that can help to identify the signing certificate if other header
parameters referencing or containing the signing certificate are present in the CB-AdES signature.

Syntax
Theki d header parameter shall have the syntax specified in IETF RFC 9052 [2], clause 3.1.

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.
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5.1.5 The x5u (X.509 URL) header parameter

Semantics
The x5u header parameter shall be a signed header parameter that qualifies the signature.
The x5u header parameter shall have the semantics specified in IETF RFC 9360 [3], clause 2.

The x5u member shall be used as a hint, asimplementations can have alternative ways for retrieving the referenced
certificate if it is not found at the referenced place.

Syntax
The x5u header parameter shall have the syntax specified in IETF RFC 9360 [3], clause 2.

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.

5.1.6 The CBOR component for counter signatures
Semantics

The CBOR component for including one or more counter signatures shall be an element of the uHeader s member of
the unprotected headers map (see clause 5.3.1 of the present member for the specification of uHeader s member).

The element of the uHeader s member of the unprotected headers map used for including one or more counter
signatures shall be either one of the two header parameters specified in IETF RFC 9338 [6], or a CB-AdES signature as
specified in the present document.

Syntax

Each CBOR component for incorporating new counter signatures shall contain either one of the two header parameters
specified in IETF RFC 9338 [6].

NOTE 1: The use of a counter signature as specified in IETF RFC 9338 [6] or a CB-AdES as a counter signature is
use-case or policy dependent. Therefore, the present document does not make any recommendation in this
sense. Discriminating whether the counter signature is a CB-AdES can be done by checking its sets of
protected and unprotected header parameters; if the contents of these sets are according to the
requirementsin Table 14 in clause 6.3 of the present document, then the counter signature is a CB-AdES
signature. Otherwise, it isanon CB-AdES counter signature.

The digital signature value of each counter signature shall be computed as specified in clause 3.3 of IETF
RFC 9338 [6].

If the counter signature isa CB-AdES signature, its digital signature value shall be computed as specified in clause 3.3
of IETF RFC 9338 [6] In these cases the context string shall be selected according to the structure used by the
CB-AdES counter signature.

NOTE 2: Clause 4.4 states that CB-AdES signatures supported by a COSE_Si gn structure, only have unprotected
header in the signer layer.
5.1.7  The x5t (cert hash) header parameter
Semantics
The x5t header parameter shall have the semantics specified in IETF RFC 9360 [3], clause 2.
Syntax

The x5t header parameter shall have the syntax of COSE_Cer t Hash type, specified in IETF RFC 9360 [3], clause 2.

COSE_CertHash = [ hashAlg: (int / tstr), hashValue: bstr ]
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NOTE: Thex5t component isan array of two elements. The first one identifies a digest algorithm. The second
one contains the digest value of a certificate DER-encoded. Seein IETF RFC 9360 [3], clause 2 for
further details on the types of each component of this array.

The value of the hash identifier (first element in the CBOR array -hashAl g) shall be one of theidentifiers for digest
algorithms registered in IANA COSE Algorithms registry

(https://www.iana.org/assignments/cose/cose.xhtml#al gorithms), or any future specification that defines new identifiers
for digest algorithms.

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.

5.1.8  The x5chai n (X.509 chain) header parameter

Semantics
Thex5chai n header parameter may be a signed or unsigned header parameter that qualifies the signature.

If x5chai n has not to be signed, it shall be included within the uHeader s CBOR array specified in clause 5.3.1 of
the present document.

NOTE: Thisisfor meeting requirements appearing in use cases that require to sign the digest of the signing
certificate but not the signing certificate itself, while also requiring to include it within the CB-AdES
signature.

Thex5chai n header parameter shall have the semantics specified in IETF RFC 9360 [3], clause 2.
Syntax

The x5chai n header parameter shall have the syntax of COSE_ X509 type specified in IETF RFC 9360 [3], clause 2.

COSE_X509 = bstr / [ 2*certs: bstr ]

If the x5chai nisunsigned, it shall be placed within the uHeader s CBOR array (and therefore within the
unprotected header).

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed in the signer layer.

5.1.9 The i at (issued at) header parameter

Semantics

Thei at header parameter may be asigned or unsigned header parameter that qualifies the signature.
Thei at header parameter shall have the semantics specified in clause 3.1.6 of IETF RFC 8392 [18].

Thei at header parameter's value shall specify the time at which the signer claims to have performed the signing
process.

Syntax
The syntax of thei at header parameter shall be as specified in IETF RFC 8932 [18], clause 3.1.6.
Its value shall be an instance of NumericDate, which is specified in IETF RFC 8932 [18], clause 2.

Thei at header parameter shall be incorporated to CB-AdES signature within the CWT claim specified in IETF
RFC 9597 [16]. This CWT claim shall be incorporated to the CB-AdES signature as a signed header parameter as
specified in IETF RFC 9597 [16].

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.

5.1.10 Thecrit (critical) header parameter

Semantics
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Thecrit header parameter shall be a signed header parameter that qualifies the signature.
Thecrit header parameter shall have the semantics specified in IETF RFC 9052 [2], clause 3.1.
Syntax

Thecrit header parameter shall have the syntax specified in IETF RFC 9052 [2], clause 3.1.

If the CB-AdES signature includes the si gD header parameter, thecr i t header parameter shall also be present and
the label assigned to the si gD header parameter shall be one of its CBOR array elements.

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.

5.2 New signed header parameters

5.2.1 Labels and tags of the signed header parameters

Clause 5.2 specifies a number of signed header parameters. All of them shall be part of the protected headers map when
present. All of them shall be identified by alabel in the corresponding CBOR map that shall be an integer.

Table 1 below defines the labels associated to each signed header parameter and the tags identifying each signature
policy qualifier specified in clause 5.2.

Table 1: Tags for signed header parameters specified in the present document

Signed header parameter type name Signed header parameter label and qualifiers tags
x5ts 261
sr Crs 262
si gPl 263
SsrAts 264
adoTst 265
sigPld 266
si gD 267

The following CDDL rules assign the integer val ues of the tags of the signed header parameters to identifiers that will
be used throughout the rest of the present document for making the CDDL rules easier to read.

NOTE: Inthe CDDL rulesthat appear below the | stands for "label”.

x5ts_| = 261
srCns_| = 262
sigPl _| = 263
srAts_| = 264
adoTst _| = 265
sigPld_| = 266
sigDh | = 267
ETSI _Si gned_Headers = (
? 33 => x5chai n, ; X.509 cert path or signing certificate
? x5ts_| => x5ts, ; Reference to signing certificate / certs in cert path
? srCrs_| => srCms, ;Signer conmmtments
? sigPl_| => sigPl, ;Signature production place
? srAts_| => srAts, ;Signer attributes
? adoTst_| => adoTst, ; COSE payl oad tine-stanp
? sigPld_| => sigPld, ;Signature Policy Identifier
? sigb | => sigD ; Det ached COSE Payl oad reference data

5.2.2  The x5t s (X.509 certificates Thumbprints) header parameter
Semantics

The x5t s header parameter shall be a signed header parameter that qualifies the signature.

Itslabel shall be 261.
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The x5t s header parameter shall contain several references of certificates within the certification path of the signing
certificate, each one formed by the identifier of a digest algorithm and the digest value of the referenced certificate.
Thefirst reference within the x5t s header parameter shall be the reference of the signing certificate.
The x5t s header parameter shall not contain any other information.
Syntax

Below follows the CDDL definition of the x5t s header parameter:

x5ts = [2*x5t: COSE_Cert Hash]

Each x5t component of x5t s shall have the semantics and syntax specified in IETF RFC 9360 [3], clause 2 and
further profiled in clause 5.1.7 of the present document.

A CB-AdES signature shall have at least one of the following header parameters in the protected headers map: x5t ,
x5t s, or x5chai n (specified in IETF RFC 9360 [3], clause 2 and further profiled in clause 5.1.8 of the present
document) for protecting the signing certificate with the signature.

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.

5.2.3  The sr Crs (signer commitments) header parameter

Semantics

The sr Cns header parameter shall be a signed header parameter that qualifies the COSE Payload.

Its label shall be 262.

The sr Cns header parameter shall indicate the commitment made by the signer when signing.

The sr Cns header parameter shall express the commitment type with aURI.

The sr Cns header parameter may contain a sequence of qualifiers providing more information about the commitment.

A commitment type associated to asignatureis, as specified in clause A.3.2.2 of ETSI TS 119 172-1[i.7], "the
representation of the expected purpose and meaning of the signature and of the precise nature of the responsibility
assumed by the signer when generating the concerned signature'.

NOTE 1: The commitment type can be:

" defined as part of the signature policy, in which case, the commitment type has precise semantics
that are defined as part of the signature policy; or

L] be aregistered type, in which case, the commitment type has precise semantics defined by
registration, under the rules of the registration authority. Such aregistration authority can be a
trading association or alegidative authority.

NOTE 2: Annex B of ETSI TS 119 172-1 [i.7] has defined a set of commitment types and their corresponding
URIs. These URIs are listed in Annex C of the present document.

Syntax

Below follows the CDDL definition of the sr Cns header parameter:

srCns = [+SrCnj

Srom = {
1 => old, ;commd the conmitnent identifier: an old data type
? 2 => [ +any] ;commQual s: qualifiers

}

Each element of the sr Cns CBOR array shall indicate one commitment made by the signer, which may be further
qualified.
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The conm d member of the St CmCBOR map is an instance of ol d type (a CBOR map), which is specified in
clause 5.4.1 of the present document. Thei d member of ol d shall have a URI asvalue, uniquely identifying one
commitment made by the signer.

ThecommTual s member of the Sr CmCBOR map provides means to include additional qualifying information on the
commitment made by the signer.

NOTE 3: None of the commitment types defined in Annex B of ETSI TS 119 172-1 [i.7] have commitment
qualifiers.

The specification of additional qualifying information of the commitment is out of the scope of the present document.
Any specification defining a new commitment type that requires additional qualifying information, shall provide afull
definition of the semantics and the syntax of the mentioned qualifying information.

Table 2 shows the values assigned to each of the keysin the maps specified in the present clause.

Table 2: Values of keys in maps specified in the present clause

Name Key value in map

comm d
comtual s 2

[

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.

5.2.4 The si gPl (signature production place) header parameter
Semantics

Thesi gPl header parameter shall be a signed header parameter that qualifies the signer.

Its label shall be 263.

Thesi gPl header parameter shall specify an address associated with the signer at a particular geographical (e.g. city)
location.

Syntax
Below follows the CDDL definition of the si gPl header parameter:

NOTE: Itsdefinition follows the specification of Post aAddr ess typein schema.org
(https://schema.org/Postal Address).

sigPl = {
? 1 =>tstr, ; addressCountry
? 2 =>tstr, ; addresslLocality
? 3 =>tstr, ; addressRegi on
? 4 => tstr, ; post O f i ceBoxNunber
? 5 => tstr, ; post al Code
? 6 => tstr, . street Address

}

Thesi gPl header parameter shall have at least one of its members.

Theaddr essCount ry member shall contain may contain either the name of the country or its two-letter
SO 3166-1 [i.14] alpha-2 country code.

Table 3 shows the values assigned to each of the keys in the maps specified in the present clause.
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Table 3: Values of keys in maps specified in the present clause

Name Label in map

addr essCountry
addresslLocal ity
addr essRegi on

post O fi ceBoxNunber
post al Code

street Address

OO B(W|IN| -

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.

5.2.5  The sr At s (signer attributes) header parameter

Semantics
Thesr At s header parameter shall be a signed header parameter that qualifies the signer.
Its |abel shall be 264.

The sr At s header parameter shall encapsulate signer attributes (e.g. role). This header parameter may encapsulate the
following types of attributes:

. attributes claimed by the signer;
. attributes certified in attribute certificates issued by an Attribute Authority; or/and
e  assertionssigned by athird party.

Syntax

Below follows the CDDL definition of the sr At s header parameter:

srAts = {
? 1 => CertifiedAttrs, ;certified: Certified signer attributes
? 2 => AttrArrays, ; signedAssertions: Signed assertions for signer
? 3 => AttrArrays ; clained: Cained signer attributes

}
CertifiedAttrs = [ + CertifiedAttr]

CertifiedAttr = {CertifiedAttrChoice}

CertifiedAttrChoice = (
1 => pkioj // ;x509AttrCert: encapsulates a X 509 attribute certificate
2 => pki Obj ; otherAttrCert: encapsul ates another type of attribute certificate

)
AttrArrays = [+NotCertifiedlteni

label =int / tstr
val ue = any

NotCertifiedltem = [
medi aType : tstr, ;String identifying the media type of clainmed attributes or signed
;assertions
*| abel => any the not certified item

]

Thecertifi ed member shall contain a non-empty array of certified attributes, which shall be one of the following:

. the DER-encoded X.509 attribute certificates conformant to Recommendation ITU-T X.509 [11] issued to the
signer, within the x509At t r Cer t member; or

. attribute certificates (issued, in consequence, by Attribute Authorities) in different syntax than the one
specified in Recommendation ITU-T X.509 [11], within the ot her At t r Cer t member. The definition of
specificot her At t r Cer t is outside of the scope of the present document.
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Thesi gnedAssert i ons member shall contain a non-empty array of assertions signed by athird party.

NOTE 1: A signed assertion is stronger than a claimed attribute, since athird party asserts with a signature that the
attribute of the signer isvalid. However, it islessrestrictive than an attribute certificate.

EXAMPLE: Verifiable credentials as specified in W3C® Recommendation [i.11] if serialized in CBOR.

Thecl ai med member shall contain a non-empty array of attributes claimed by the signer but neither certified by an
Attribute Authority, nor signed by any entity issuing assertions.

Boththesi gnedAsserti ons and thecl ai med membersshall beinstancesof At t r Arr ays type. Each instance
of thistype shall be a CBOR array whose elements are instances of Not Certi f i edl t emCBOR array. Each instance
of Not Certi fi edl t emshall contain two elements, whose contents are specified below:

a Thenedi aType shal contain astring identifying the media type of the signed assertions or the claimed
attributes present in gVal s member.

NOTE 2: The mediatypes registered by IANA can be found at https.//www.iana.org/assignments/media-
types/media-types.xhtml#app4lication. Nowadays, the mediatype registered aso include information on
the character-set encoding.

b) ThegVal s member, which shall be a CBOR array of at least one item. The elements of gVal s CBOR array
shall be the values of the signed assertions or the claimed attributes encoded as indicated within the
encodi ng member.

NOTE 3: Instancesof At t r Ar r ays type alow incorporating signed assertions and/or claimed attributes of
different types.

The definition of specific content typesfor si gnedAsserti ons and cl ai med membersis outside of the scope of
the present document.

Empty sr At s header parameters shall not be generated.

Table 4 shows the values assigned to each of the keysin the maps or groups specified in the present clause.

Table 4: Values of keys in maps or groups specified in the present clause

Name Label in map
certified 1
si gnedAssertions 2
cl ai ned 3
x509AttrCert (in CertifiedAttrChoice) 1
otherAttrCert (in CertifiedAttrChoice) 2

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.

5.2.6 The adoTst (COSE payload time-stamp) header parameter
Semantics

TheadoTst header parameter shall be a signed header parameter that qualifies the COSE Payload.

Its |abel shall be 265.

TheadoTst header parameter shall encapsulate one or more electronic time-stamps, generated before the signature
production, whose message imprint computation input shall be the COSE Payload of the CB-AdES signature.

Syntax

Below follows the CDDL definition of theadoTst header parameter:

adoTst = tstContainer
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The message imprint computation input for the time-stamp token shall be an octet stream built as indicated below:

1) Ifthesi gD header parameter, as specified in clause 5.2.8 of the present document, is absent then the message
imprint computation input shall be:

- The CBOR byte string of the pay| oad field, if the payl oad field is present.

- The bytes of the detached COSE Payload, encapsulated in a CBOR byte string, if the COSE Payload is
detached (the pay! oad field is absent).

2) Else if thesi gD header parameter is present, if the value of itsml d member is
"http://uri.etsi.org/ 19152/ Cbj ect | dByURI " or
"http://uri.etsi.org/ 19152/ Obj ect | dByURI Hash" then concatenate the bytes resulting from
processing the contents of its par s member as specified in clause 5.2.8.2.2 of the present document.

NOTE: The rationale for applying the processing specified in clause 5.2.8.2.2 of the present document to the case
of the mechanismidentified by "ht t p: // uri . et si . org/ 19152/ Obj ect | dByURI Hash" isthe
fact that thisis an indirect signing mechanism, i.e. based on signing digest values of data objects, instead
of the data objects themselves. Time-stamping not the digest values but the retrieved data objects, protects
against future weaknesses of the digest algorithmsused in si gD.

3) Else if thevalue of itsm d member isneither "ht t p: // uri . etsi.org/ 19152/ Gbj ect | dByURI "
nor"http://uri.etsi.org/ 19152/ Cbj ect | dByURI Hash", then it isout of the scope of the present
document to specify how to retrieve the COSE Payload, and the specification defining the value of the m d
member shall have to specify how to retrieve the COSE Payload.

If the COSE Payload is detached and the CB-AdES signature does not incorporate the si gD signed header parameter,
then it is out of the scope to specify how to retrieve the COSE Payload.

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.
5.2.7 The si gPI d (signature policy identifier) header parameter

5.2.7.1  Semantics and syntax

Semantics

Thesi gPI d header parameter shall be a signed header parameter qualifying the signature.

Its label shall be 266.

Thesi gPI d header parameter shall contain an explicit identifier of a signature policy.
NOTE: ETSI TS119172-1i.7] specifies a framework for signature policies.

Syntax

Below follows the CDDL definition of the si gPl d header parameter:

sigPld = {
1 => old, ;id: instance of old type identifying the signature policy
2 => DigAl gval, ;di gAl gVval : digest algorithmand value of the signature policy

; docunent
? 3 => bool .default false, ;digPSp: indicates whether the digest has been conputed according to
;some spec, default value: false
? 4 => [ +Si gPQual ] ; sigPQual s: signature policy qualifiers
}

DigAl gval = [ hashAlg: (int / tstr), hashValue: bstr ]

Thei d member shall be used for referencing the signature policy explicitly. It shall uniquely identify a specific version
of the signature policy.

ETSI



23 ETSITS 119 152-1 V1.1.1 (2026-03)

Thedi gAl gVal component shall be a CBOR array. Itsfirst element shall be one of the identifiers for digest
algorithms registered in IANA COSE Algorithms registry

(https://www.iana.org/assignments/cose/cose.xmli#al gorithms),
https.//www.iana.org/assignments/cose/cose.xml#header-al gorithm-parameters or one of the identifiers for digest
algorithms defined in IETF RFC 9053 [4], or any future specification that amends, complements, or supersedesiit. Its
second element shall be the value of the digest computed on the signature policy document using the algorithm
identified in the first element of the CBOR array.

The di gPSp member shall be a CBOR Boolean value. When present and setto " t r ue™ , it shall indicate that the
digest of the signature policy document has been computed as specified in atechnical specification. Absence of this
member shall be considered asif present and setto " f al se" . If thismember ispresent and setto " t r ue" , then the
spDSpec qualifier shall be present and shall identify the aforementioned technical specification.

Thesi gPQual s member shall be a non-empty array of qualifiers of the signature policy.
Clause 5.2.7.2 specifies three signature policy qualifiers.

Table 5 shows the values assigned to each of the keysin the maps specified in the present clause.

Table 5: Values of keys in maps or groups specified in the present clause

Name Label in map
id 1
di gAl gVal 2
di gPSP 3
si gPQuals (in CertifiedAttrChoice) 4

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.

5.2.7.2  Signature policy qualifiers
Semantics

This clause specifies three qualifiers for the signature policy. Each qualifier shall be a CBOR tagged dataitem. The
present document defines the following qualifiers and tags:

. A URL where a copy of the signature policy document can be obtained (spURI choice). Itstag shall be 1.

. A user notice that should be displayed when the signature is validated (spUser Not i ce choice). Itstag shall
be 2.

e Anidentifier of the technical specification that defines the syntax used for producing the signature policy
document (spDSpec choice). Itstag shall be 3.

Syntax

Below follows the CDDL definitions of the spURI , spUser Not i ce, and spDSpec qualifiers:

Si gPQual = {
? 1 => #6.32(tstr) // ;SpURI: URL where a copy of the signature policy docunment
;can be obtai ned
? 2 => SpUserNotice// ; SpUser Notice: Info displayed when signature is validated
? 3 => SpbDesc // ; spDSpec: identifier of the technical specification that defines
;the syntax used for producing the signature policy document
*| abel => val ue ;otherQual s: extension point for qualifiers not specified in

;the present docunent. Reminder: label is defined in clause 5.2.5
; either as an uint or a tstr, and value is defined as any.

}

SpUserNotice = {
? 1 => NoticeRef, ; noticeRef: User notice and references
? 2 => tstr ;expl Text: notice text to be displayed

}
Noti ceRef = {

1 =>tstr, ;org: the nane of the organization
2 => [+uint] ;noti ceNunmbers: the notice nunbers identifying textual statements
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}
SpDSpec = obld

ThespURI qualifier shall contain a URL value where a copy of the signature policy document can be obtained.

NOTE 1: ThisURL can reference, for instance, aremote site (which can be managed by an entity entitled for this
purpose) from where (signing/validating) applications can retrieve the signature policy document.

ThespUser Not i ce qualifier shall contain information that isintended for being displayed whenever the signatureis
validated. The or g member shall indicate the name of the organization. Thenot i ceNunber s shall be a CBOR array
with unsigned integers.

At least one of the two members of spUser Not i ce qualifier shall be present.
Theexpl Text member shall contain the text of the notice to be displayed.

Thenot i ceRef member shall name an organization and shall identify by numbers (not i ceNunber s member) a
group of textual statements prepared by that organization, so that the application could get the explicit notices from a
notices file.

NOTE 2: Other notices can come from the organization issuing the signature policy.

The spDSpec member shall identify the technical specification that defines the syntax used for producing the signature
policy document.

The ot her Qual s member shall be anon-empty CBOR array. Each element in the array shall be a qualifier.

NOTE 3: Theot her Qual s member is an extension point for adding qualifiers not specified in the present
document.

Table 6 shows the values assigned to each of the keys in the maps specified in the present clause.

Table 6: Values of keys in maps or groups specified in the present clause

Name Label in map
spUri 1
spUser Noti ce 2
spDSpec 3
ot her Qual s 4
noti ceRef (in SPUserNotice) 1
expl Text (in SPUser Noti ce) 2
org (in NoticeRef) 1
noti ceNunmbers (in NoticeRef) 2

5.2.8  The si gD header parameter

5.2.8.1  Semantics and Syntax

Semantics

The si gD header parameter shall be a signed header parameter.

Its label shall be 267.

The si gD header parameter shall not appear in CB-AdES signatures whose COSE Payload is attached.
The si gD header parameter may appear in CB-AdES signatures whose COSE Payload is detached.

A CB-AdES signature shall have at most one si gD header parameter within each present protected header .
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NOTE 1: Whenusing COSE_Si gn, it ispossible to build a COSE signature which allows multiple signersto sign
the same COSE Payload. Each element of itssi gnat ur es element includes its own protected header;
therefore, each signer can include its own si gD header parameter.

The si gD header parameter shall:
1) Reference one or more detached data objects.

2)  Specify how the aforementioned references shall be processed for contributing to build the sequence of octets
that shall be the COSE Payload of the CB-AdES signature.

3) Allow defining different mechanisms for meeting the two af orementioned requirements.

4)  Not be present as a header parameter of a counter signature, asit is clear what an embedded counter signature
signs.

Chaining of references shall not be allowed. Only the data objects directly referenced within the si gD header
parameter shall contribute to build the COSE Payload. If some referenced object contains in its turn references to other
data objects, these last data objects shall not contribute to build the COSE Payload.

NOTE 2: Thisisfor avoiding building trees of referenced and distributed data objects, which would complicate the
validation of CB-AdES signatures.

The si gD header parameter may also incorporate digest values of the referenced data objects encapsul ated within a
CBOR byte string.

The si gD header parameter may a so incorporate any additional information for meeting requirements 1) and 2) as
required by the mechanisms mentioned in 3).

Syntax

Below follows the CDDL definition of the si gD header parameter:

sigbh: {
1 => #6.32(tstr), ;md: UR identifying the nechani smused for referencing and processing each
;referenced data object
2 => [+tstr], ;pars: References to data objects as per the nechanismidentified by md
? 3 =>(int / tstr) ;hashM Digest algorithmidentifier
? 4 => [+bstr], ;hashV: Digest values of referenced data objects as per algorithmidentified by
; hashM
? 5 => [+tstr] ;ctys: Indication of the content type of each referenced object

}

The m d member shall be present. It shall be an URI identifying the mechanism used for referencing and processing
each referenced data object for building the COSE Payload. The present document defines 2 referencing mechanisms
with their corresponding identifiersin clauses 5.2.8.2.2 and 5.2.8.2.3.

The par s member shall be present. It shall be a non-empty array of strings. Each element of the array shall contain a
reference to one data object, as required by the identification mechanism identified in the m d member.

The hashMmember shall be the identifier of adigest algorithm. Its value shall be one of the identifiers for digest
algorithms registered in IANA COSE Algorithms registry

(https://www.iana.org/assignments/cose/cose.xmli#al gorithms),

https://www.iana.org/assi gnments/cose/cose. xml#header-al gorithm-parameters or one of the identifiers for digest
algorithms defined in IETF RFC 9053 [4], or any future specification that amends, complements, or supersedesit.

The presence of the hashMmember shall be conditional on the definition of the identification mechanism. If this
member is present, then hashV member shall be present.

The hashV member shall be a non-empty array of strings. Each element of the array shall contain the digest value of
the data object referenced by the parameter value that is present in the same position of the par s array, encapsulated
within a CBOR byte string.

The presence of the hashV member shall be conditional on the definition of the identification mechanism. If this
member is present, then hashMmember shall be present.
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Thect ys member shall be a non-empty an array of strings. The contents of each element of this array shall have the
same semantics of thecont ent t ype header parameter specified in IETF RFC 9052 [2], clause 3.1.

There shall be as many elements within the ct ys array as elements within the array par s. Each element of thect ys
array shall contain the information corresponding to the data object referenced by the parameter value that is present in
the same position of the par s array, except if the content type isimplied by the data object or the data object isa
counter-signed signature: in these cases, the element of the ct ys array shall have asvalueanul | (#7.22 or OxF6).

Table 7 shows the values assigned to each of the keysin the maps specified in the present clause.

Table 7: Values of keys in maps or groups specified in the present clause

Name Label in map

md
pars
hashM
hashV
ctys

QB WIN|F-

In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.
5.2.8.2  Mechanisms supported by URI-references

5.2.8.2.1 General requirements

This clause specifies two mechanisms that use URI-references for referencing the data objects contributing to build the
COSE Payload.

For these referencing mechanisms, the contents of the par s member shall be an array of strings. Each string shall be an
URI-reference, which, once resolved, shall result in an URI appertaining to the group of URIsthat can be classified as
locators according to clause 1.1.3 of IETF RFC 3986 [20]. Each URI-reference shall refer one data object.

NOTE: Accordingto IETF RFC 3986 [20], URI references that can be classified as locators (URL s are the
obvious example) "provide a means of locating the resource by describing its primary access
mechanism".

When resolving an URI-reference which is arelative reference, conforming application shall set a default base HTTP
scheme URI when applying clause 5.1.4 of IETF RFC 3986 [20].

Dereferencing URI-referencesin the HT TP scheme shall be supported. Dereferencing an URI-referencein the HTTP
scheme shall comply with the Status Code Definitions specified in clause 10 of IETF RFC 2616 [21].

Dereferencing URI-referencesin other locator schemes may be supported. Dereferencing URI-references within one of
such schemes shall be conducted as defined in the corresponding scheme specification.

5.2.8.2.2 Mechanism ObjectldByURI

The URL identifying this referencing mechanism shall be" htt p: / /uri . et si . org/ 19152/ Cbj ect | dByURI ".
For this referencing mechanism, neither hashV, nor hashMshall be present. Member ct ys may be present.

The semantics and syntax of each element of array ct ys shall be as specified in clause 5.2.8.1 of the present document.

The stream of octets corresponding to the contribution of the COSE Payload to the computation of the COSE signature
value shall be generated as indicated below:

1) Initialize the stream of octets to an empty stream.
2)  Whilethere are URI-referencesin the par s array not visited:
- Take the next one.

- Dereference the URI referemce, as specified in clause 5.2.8.2.1 of the present document.
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- Concatenate the resulting octets to the stream of octets that will form the COSE Payload.

5.2.8.2.3 Mechanism ObjectldByURIHash

The URL identifying this referencing mechanism shall be
"http://uri.etsi.org/ 19152/ Obj ect | dByURI Hash".

For this referencing mechanism, the hashV, and the hashMmembers shall be present. Member ct ys may be present.
The semantics and syntax of hashM hashV, and ct ys shall be as specified in clause 5.2.8.1 of the present document.

For computing the digest values that appear within the hashV member, each data object referenced within the par s
member, shall be retrieved as specified in clause 5.2.8.2.1 of the present document.

When using this mechanism, the COSE Payload shall contribute as an empty stream to the computation of the COSE
signature value.

NOTE 1. Asthissi gDisasigned header parameter, and it already includes the digest of the components of the
COSE Payload, the COSE Payload isindirectly signed by signing the si gD signed header parameter, and
consequently, this referencing mechanism does not require that the COSE Payload directly contributes to
the computation of the COSE signature value.

If the COSE Payload is required for other purposes than computing the COSE signature value when this mechanism is
used, it shall be generated as specified in clause 5.2.8.2.2.

NOTE 2: The generation of this COSE Payload is required, for instance, for generating theadoTst or the
ar cTst header parameters.

5.3 New unsigned header parameter

5.3.1 The uHeader s header parameter

5.3.1.1  Semantics and syntax
Semantics

TheuHeader s parameter, member of the unprotected headers map, shall be a CBOR array whose elements contain
CBOR valuesthat are not signed by the CB-AdES signature.
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NOTE 1: Therationale for thisis asfollows: to allow validating CB-AdES signatures long after they have been

created (even after the expiration of the signing certificate, the revocation of some certificate, or even the
break of some cryptographic algorithm), all the required material for validating them, and time-stamp
tokens that time-stamp all the components of the signatures themselves, are added as unprotected header
parameters (they are added after that the digital signature has been created). These time-stamps are called
archive time-stamps. Astime goes by, it is necessary to add new archive time-stamps for countering new
expirations of certificates or new breaks of cryptographic algorithms, for instance. Each newly
incorporated archive time-stamp time-stamps all the components in the CB-AdES signature, including the
components of the unprotected headers map: the input to its message imprint computation is the result of
concatenating al these components. The validation of these augmented signatures requires the
verification of the successive archive time-stamps. These verifications require that the message imprint of
each archive time-stamp is known without any ambiguity. As CBOR maps do not preserve the order,
placing the validation material and the successive archive time-stamps as members of the unprotected
headers map would prevent the proper computation of their message imprints. As CBOR arrays define an
order, the present document definesthe uHeader s parameter asa CBOR array to be the container of all
the unsigned header parameters that are added to CB-AdES signature after its generation for achieving
long term digital signatures. These unsigned header parameters are placed in the CBOR array in their
order of incorporation. In this way, for each new archive time-stamp to be incorporated to the CB-AdES
signature, the input to its message imprint computation is built by concatenating, among other things, all
the elements present in the uHeader s parameter in the order of appearance within this CBOR array.
ETSI EN 319 102-1 [i.3] defines an algorithm for validating digital signatures augmented with archive
time-stamps.

NOTE 2: Asit has been specified in clause 4 of the present document uHeader s header parameter is incorporated

in the unprotected headers map specified in clause 3 of IETF RFC 9052 [2]. Consequently, all its
elements will also be unprotected. The uHeader s header parameter playsin CB-AdES signatures the
samerole asthe et si U header parameter in JAdES signatures (which is specified in clause 5.3.1 of ETSI
TS119182-1[9].

The uHeader s header parameter shall contain CBOR values that qualify the CB-AdES signature itself, or the signer,
or the COSE Payload.

New unsigned attributes shall always be added at the end of the uHeader s header parameter, which isa CBOR array.

NOTE 3: Thisimpliesthat the order in the uHeader s header parameter reflects the order in the generation of the

CBOR elements.

The unsigned attributes shall be encapsulated in CBOR byte strings before being placed within the uHeader s header
parameter (CBOR-bstr-wrapped).

The present document specifies:

1)

2)
3)
4)

5)

6)

7)

8)

A CBOR map (si gPSt ) containing details for facilitating access to a signature policy document, in
clause 5.3.2.

CBOR objects containing details for a counter signature of the CB-AdES signature itself, in clause 5.1.6.
A CBOR map (si gTst ) containing atime-stamp token on the COSE signature value, in clause 5.3.3.

A CBOR map (val Dat a) containing certificates and validation data required for validating the signature, in
clause 5.3.4.

A CBOR map (ar cTst ) containing one or more time-stamp tokens on all the components of the CB-AdES
signature, in clause 5.3.5.

A CBOR map (r ef s) containing references to certificates and validation data required for validating the
signature, in clause A.1.1.

A CBOR map (si gRTst ) containing atime-stamp token on the references to the validation material and the
COSE Signature Value, in clause A.1.2.1.

A CBOR map (r f sTst ) containing atime-stamp token on the references to the validation material, in
clause A.1.2.2.
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All the CBOR objects listed above shall be placed within the uHeader s header parameter if they are incorporated into
the CB-AdES signature.

TheuHeader s CBOR array shall be assigned an identifying tag. Additionally, each unsigned attribute shall be
assigned a label.

Table 8 below defines the labels associated to each unsigned attribute and the tag identifying the uHeader s CBOR
array specified in clause 5.3.

Table 8: Tags for signed header parameters specified in the present document

unsigned attributes type name uHeader s CBOR array tag and
unsigned attributes labels

)]
[ee]

uHeader s
si gTst
val Dat a
ar cTst
refs

si gRTst
rfsTst

si gPSt

N[OOI BR|WINFIN

The following CDDL rules assign the integer values of the labels of the unsigned header parametersto identifiers that
will be used throughout the rest of the present document for making the CDDL rules easier to read:

uHeaders_| = 268
sigTst_| =1
val Data_| = 2
arcTst _| 3
refs | =
sigRTst _| =5
rfsTst _|
si gPSt _|

|

6
7

NOTE 4: While integer labels have been assigned to al the header parameters in the present document, it is
alowed to incorporate header parameters defined el sewhere with labels whose values are text strings.

Syntax

Below follows the CDDL definition of the uHeader s header parameter:

uHeaders = [+bstr .cbor UHeader| nstance] ;an array of CBOR byte strings each on encapsul ating
;one instance of UHeader | nstance

UHeader | nst ance = {

sigTst_| => sigTst // ; Signature tine-stanp OR

val Data_| => val Data // ;Validation data (certificate values and revocation data) OR
arcTst _| => arcTst // ; Archive-tinme-stamp OR

refs | =>refs // i References to certificates and revocation data OR

sigRTst _| => sigRTst // ; Signature and references tine-stanp OR

rfsTst_| => rfsTst // ; References only tine-stanp OR

sigPSt_| => sigPSt // ; Signhature Policy Store OR

11 => COSE_Counter Si gnature / ;full counter signature as specified in | ETF RFC 9338
[ +COSE_Count er Si gnature] //
12 => COSE_CounterSignature0 // ;abbreviated counter signature as specified in | ETF RFC 9338
33 => bstr / [2*certs:bstr] // ;x5chain for the signing certificate
*| abel => val ue ;other additional unsigned attributes not specified in the
; present docunent

}

TheuHeader s header parameter shall be a non-empty array.
In CB-AdES signatures supported by a COSE_Si gn structure, this header parameter shall be placed at the signer layer.

TheuHeader s header parameter shall be incorporated as member of the unprotected header map of the CB-AdES
signature.
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NOTE 5: The second element of the CBOR array forming the COSE object structure, is the place reserved by IETF
RFC 9052 [2] for unsigned header parameters in COSE Signatures. Clause 3.2 of IETF RFC 9052 [2]
leaves its content open. The present document suitably profilesits contents.

TheuHeader s header parameter should be the only header parameter incorporated to the unprotected headers map.
Any CBOR value that is not specified in the present document should be incorporated as an element of the uHeader s
header parameter.

NOTE 6: Adding these componentsinto the uHeader s header parameter allows to properly secure them in the
long-term using ar cTst .

5.3.2 The si gPSt CBOR map

Semantics
Thesi gPSt CBOR map shall contain either:

e thesignature policy document which isreferenced inthesi gPl d CBOR map so that the signature policy
document can be used for offline and long-term validation; or

. aURI referencing alocal store where the signature policy document can be retrieved.
Syntax

Below follows the CDDL definition of the si gPSt header parameter:

sigPSt = {
1 => DocOrLocal URI, ;docOrLocal Uri: either the signature policy docunment itself or a URI
;referene to it
?2 => old ; spDSpec: identifier of the technical specification defining the syntax
;of the signature policy

}
DocOr Local URI = {

1 => bstr // ; sigPol Doc: The signature policy docunent itself
2 => #6.32(tstr), ;sigPol Local URI: a local URI to the signature policy docunent

}

Thesi gPol Doc member shall contain the signature policy document encapsulated within a CBOR byte string.

Thesi gPol Local URI member shall have as value the URI pointing to aloca store where the present document can
be retrieved.

NOTE 1: Contrary tothespURI , thesi gPol Local URI pointsto alocal file.

The spDSpec member shall identify the technical specification that defines the syntax used for producing the signature
policy document.

NOTE 2: It istheresponsibility of the entity incorporating the signature policy to the signature-policy-store to make
sure that the correct document is securely stored.

NOTE 3: Being unsigned, the si gPSt is not protected by the digital signature. If the si gPI d signed attributeis
incorporated into the signature and contains the di gAl gval member with the digest value of the
signature policy document, any alteration of the signature policy document present within si gPSt or
within alocal store, would be detected by the failure of the digests comparison.

Table 9 shows the values assigned to each of the keysin the maps specified in the present clause.

Table 9: Values of keys in maps or groups specified in the present clause

Name Label in map
docOrLocal Uri (in sigPst)
spDSpec (in sigPst)
si gPol Doc (in DocOrLocal URI group)
si gPol Local URI (i n DocOrLocal URI group)

NN
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5.3.3 The si gTst CBOR map

Semantics

Thesi gTst CBOR map shall encapsulate one or more electronic time-stamps time-stamping the COSE signature
value.

Syntax

Below follows the CDDL definition of thesi gTst header parameter:

si gTst = tstContainer

Theinput of the message imprint computation for the time-stamp tokens encapsulated by si gTst CBOR map shall be
the COSE signature value present within the CB-AdES signature.

NOTE: Thisisthe same asthe content encapsulated within the si gnat ur e CBOR byte string member of
instances of COSE_Si gnat ur e type specified in IETF RFC 9052 [2], clause 4.1.

5.34  The val Dat a CBOR map

Semantics

Theval Dat a CBOR map shall contain the certificates identified in 1) below, or the revocation data identified in 2)
below, or both of them:

1) Certificate valuesthat are used for validating any digital signature present within any component of the
CB-AdES signature regardless the objects that they are signing (these can be, for instance, the COSE signature
value withinthe si gnat ur e component itself, any counter signature of the CB-AdES signature, or the
digital signatures within any time-stamp token, attribute certificate, signed assertion, OCSP response, or CRL,
or any other digital signature), without any restrictions.

2) Revocation value(s) of the certificate(s) supporting any signature present within any component of the
CB-AdES signature mentioned in the previous bullet.

NOTE 1: This CBOR map alows mimicking, within CB-AdES, features already incorporated in PAJES and
CAdES, namely: an unsigned component whose purpose is to contain certificates and validation material
that can be used for validating any signature present within CB-AdES signatures, regardless what these
signatures are signing.

NOTE 2: This CBOR map aso allows for properly dealing with situations where different
creation/validation/augmentation signature policies can be used. They, for instance, may establish
different requirements on acceptable freshness of revocation material, and also allow different certificate
paths. Therefore, a certain set of revocation data fully acceptable for a certain policy A, may be
unacceptable, from the point of view of its freshness, for another policy B. Also averifier can accept a
different certificate path. This unsigned component allows, for instance, including within a CB-AdES
signature a set of revocation data whose freshness is acceptable for this last policy B, making the
signature valid under both policies.

Syntax
Below follows the CDDL definition of theval Dat a CBOR map:

val Data = {
? 1 => xVals, ; XVal s: DER-encoded encapsul ated X. 509 certificates or other
;encapsul ated certificates
? 2 =>rVals ;rVals: validation naterial
}
xVals = [

+X5090r Ot her
]

X5090r Ot her = {

1 => pkiOh, // ; x509Cert: DER-encoded X 509 certificate encapsulated in an instance
;of pkiGb type
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2 => pkio ; otherCert: OQther type of certificate encoded and encapsul ated in an instance
; of pkiGb type

={
? 1 => [+pki 0], ;crlVals: array of CRLs encapsul ated in an instance of pkiCb type
2

=> [ +pki 0], ;ocspVal s: array of DER-encoded OCSPResponse encapsul ated in an instance
; of pkiGb type

? 3 => [+pki O] ;otherVals: other revocation val ues encoded and encapsul ated in

; an instance of pkiCb type

CB-AdES signatures shall not incorporate empty val Dat a maps.

xVal s map shall have at least one member.

Anx509Cert item shall contain one DER-encoded X.509 certificate encapsulated within an instance of pki Cb type.
Anot her Cert itemisaplaceholder for potential future new formats of certificates.

r Val s map shall have at least one member.

crl Val s member shall be anon-empty array of DER-encoded X.509 CRLs[13].

Each element of cr | Val s array shall contain one DER-encoded X.509 CRL [13] encapsulated in a CBOR byte string.

If the validation data contain one or more Delta CRLs, thecr | Val s member shall contain the set of CRLsrequired to
provide complete revocation lists.

ocspVal s member shall be a non-empty array of DER-encoded OCSP responses [14].

Each item of ocspVal s array shall contain a DER-encoded instance OCSPResponse defined in IETF
RFC 6960 [14], clause 4.2.1.

The ot her Val s member provides a placeholder for other revocation information that can be used in the future. Their
semantics and syntax are outside the scope of the present document.

Table 10 shows the values assigned to each of the keysin the maps specified in the present clause.

Table 10: Values of keys in maps or groups specified in the present clause

Name Label in map
xVal s (in val Dat a) 1
rVals (in val Data) 2
X509Cert (in X5090r O her) 1
otherCert (in X5090r Ot her) 2
crlvals (in rVals) 1
ocspVal s (in rVals) 2
otherVals (in rVals) 3

535 ThearcTst CBOR map

5.3.5.1  Semantics and syntax
Semantics

Thear cTst CBOR map shall encapsulate el ectronic time-stamps computed on the COSE Payload, the protected
headers map or maps (depending on the used signature structure), the COSE signature value, the externally supplied
data, when present, and the uHeader s CBOR array within the unprotected headers map at the time of generating each
electronic time-stamp.

NOTE 1: The purpose of this CBOR map isto tackle the long-term availability and integrity of the validation
material.
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NOTE 2: Asit has been anticipated in clause 4 any header parameter different than uHeader s CBOR array
present within the unprotected headers map is not protected by the time-stamps encapsulated by this
CBOR map.

Syntax
Below follows the CDDL definition of thear cTst CBOR map:

arcTst = tstContainer

If the CB-AdES signature incorporates a counter signature element, all the required material for conducting the
validation of the counter signature shall be incorporated into the CB-AdES signature before generating the first

ar cTst CBOR map. This may be done within the counter signature itself or within the containers available within the
counter-signed CB-AdES signature.

The contents of the counter signature element should not be changed, once it has been time-stamped by thear cTst .

NOTE 3: If acounter signature element is time-stamped by the ar c Tst , any subsequent change of its contents (by
addition of unsigned CBOR valuesif the counter signature is a CB-AdES signature, for instance) would
make the validation of thear cTst fail.

Thet st Cont ai ner member shall be as specified in clause 5.4.3.3 of the present document.

5.3.5.2 Generation and incorporation of ar cTst

The steps listed below shall be performed for augmenting a CB-AdES signature by incorporation of anew ar cTst
CBOR map:

1) If the CB-AdES signature misses certificates and/or revocation data required for validating the signed objects
present in the CB-AdES signature, then these missing certificates and/or revocation data shall be encapsulated
withinanew val Dat a CBOR map. Thisnew val Dat a CBOR map shall be incorporated to the CB-AdES
signature before generating the el ectronic time-stamp(s) to be encapsulated by thear cTst CBOR map.

2)  Compute the message imprint for the new archive time-stamp token(s), asindicated in clause 5.3.5.3.

3) Request as many archive time-stamp token(s) as required to the corresponding time-stamp token Service
Providers.

4) Buildanew ar cTst CBOR map, encapsulating the time-stamp token(s) issued in the previous step and wrap
it.

5) Wrapthear cTst CBOR map in a CBOR byte string and incorporate it as the last element in the uHeader s
CBOR array.
5.3.5.3 Computation of message-imprint for ar cTst

For computing the input to the message imprint computation, indicated in step 2) in clause 5.3.5.2, the steps listed
below shall be performed:

1) Initialize an empty CBOR array.
2) Add acontext text string, whose value shall be either:

- "Signature”, if the CB-AdES signature is built on the COSE_Si gn structure defined in IETF
RFC 9052 [2]; or

- "Signaturel”, if the CB-AdES signature is built on the COSE_Si gn1 structure defined in IETF
RFC 9052 [2]; or

- the context text string corresponding to the structure of the CB-AdES signatureif it is a counter
signature, as specified in clause 3.3 of IETF RFC 9338 [6].

3) Add the protected header from the body layer, encapsulated in a CBOR byte string. If the body layer does not
have the protected header, add a zero-length CBOR byte string.
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4)  If the CB-AdES signature is built on the COSE_Si gn structure, then:

- If the protected header map is present in the signer layer, add the protected header from the signer layer,
encapsulated in a CBOR byte string.

- Else if the protected header map is absent in the signer layer, add a zero-length CBOR byte string.

5) Add the externally supplied data from the application, encapsulated in a CBOR byte string. If no datais
externally supplied to the application, add a zero-length CBOR byte string.

6) If thesi gD header parameter is absent, then:
- If the payload field is present, then add the CBOR byte string of the payload field.

- Elseif the payload field is absent (COSE Payload is detached, and not explicitly referenced by the si gD
header parameter), then retrieve the bytes of the COSE Payload and add them encapsulated in a CBOR
byte string.

NOTE 1: Itisout of the scope of the present document to specify how the bytes of the unreferenced detached
COSE Payload are retrieved.

7) If thesi gD header parameter is present, retrieve the bytes resulting from processing the contents of itspar s
member as specified in clause 5.2.8.2.2 of the present document, concatenate them, encapsulate themin a
CBOR byte string, and add this CBOR byte string.

NOTE 2: The rationale for applying the processing specified in clause 5.2.8.2.2 of the present document to the case
of the mechanismidentified by "ht t p: //uri . et si . org/ 19152/ Obj ect | dByURI Hash" isthe
fact that thisis an indirect signing mechanism, i.e. based on signing digest values of data objects, instead
of the data objects themselves. Time-stamping not the digest values but the retrieved data objects, protects
against future weaknesses of the digest algorithmsused in si gD.

8) If the CB-AdES signatureisbuilt on a version 2 counter signature defined in IETF RFC 9338 [6], add
ot her _fi el ds CBOR array, asdefined in clause 3.3 of IETF RFC 9338 [€].

9) Addthe CBOR byte string inthe si gnat ur e component.

10) If the CB-AdES signatureis built on the COSE_Si gn structure, take the elementsin the uHeader s header
parameter from the signer layer in the order that they appear within uHeader s, and add them to the CBOR
array. If the signer layer does not have the uHeader s header parameter, add a zero-length CBOR byte string.

11) Elseif the CB-AdES signatureis built on the COSE_Si gn1l structure, take the elementsin the uHeader s
header parameter from the body layer in the order that they appear within uHeader s and add them to the
CBOR array. If the body layer does not have the uHeader s header parameter, add a zero-length CBOR byte
string.

12) Encode the generated CBOR array in a CBOR byte string.
The CBOR byte string resulting of step 11) shall be the input to the message imprint computation.

As a consequence of the previous process, for validating a time-stamp token placed within one specific ar cTst
CBOR map present in a CB-AdES signature as specified in the first paragraph of this clause, its message imprint
shall be built asindicated in steps 1) to 12), BUT replacing 10) and 11) with the following ones:

10) If the CB-AdES signature is built on the COSE_Si gn structure, take the elementsin the uHeader s header
parameter from the signer layer that precede (appear BEFORE) thear cTst CBOR map that containsthe
time-stamp token that isbeing validated, in the order they appear within uHeader s, and add them to the
CBOR array. If uHeader s header parameter is not present, add a zero-length CBOR byte string.

11) Elseif the CB-AdES signature is built on the COSE_Si gn1 structure, take the elementsin the uHeader s
header parameter from the body layer that precede (appear BEFORE) thear cTst CBOR map that
containsthe time-stamp token that isbeing validated, in the order they appear within uHeader s, and add
them to the CBOR array. If uHeader s header parameter is not present, add a zero-length CBOR byte string.

ETSI



35 ETSITS 119 152-1 V1.1.1 (2026-03)

54 Generally useful syntax

5.4.1 The obl d data type

Semantics
Instances of obl d data type shall contain a unique and permanent identifier of one data object.

Instances of obl d data type may contain atextual description of the nature of the data object qualified by the instance
of the obl d datatype.

Instances of obl d data type may contain a number of references to documents where additional information about the
nature of the data object identified, can be found.

Syntax

Below follows the CDDL definition of the obl d datatype:

old =
1 => #6.32(tstr), ;id: the URI that is the object identifier
? 2 =>tstr, ;desc: a textual description of the identified object
?3 =]
+ref: #6.32(tstr) ;docRefs: an array of URI's pointing to docunents

; specifying the identified object
}

Thei d member shall contain a permanent identifier. Once the identifier is assigned, it shall not be re-assigned again.

The value of thei d member shall be an URI. If the identifier of the object isan OID then the value of this member
shall be encoded as an URN as specified by the IETF RFC 3061 [7].

If both an OID and a URI exist identifying one object, the URI value should be used in thei d member.
Thedesc member shall contain a short and informal description of the data object identified.

The docRef s member shall contain an arbitrary number of URI values pointing to documents that contain a complete
specification of the data object identified.

Table 11 shows the values assigned to each of the keys in the maps specified in the present clause.

Table 11: Values of keys in maps or groups specified in the present clause

Name Label in map
id 1
desc 2
docRef s 3

5.4.2 The pki Cb data type

Semantics

The pki Ob data type shall be used to incorporate PK1 objects, which can be non-CBOR encoded, into the CB-AdES
signature.

NOTE: Examples of such PKI objects, include X.509 certificates and revocation lists, OCSP responses, attribute
certificates, and electronic time-stamps.

Syntax

Below follows the CDDL definition of the pki Cb type:

pki b = {
1 => bstr, ;val: CBOR byte string encapsul ati ng the encoded PKI object
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? 2 => #6.32(tstr), ;encoding: an URl identifying the encoding
? 3 => #6.32(tstr) ;specRef: an URl identifying the specification of the
; encapsul ated PKI obj ect

}

Theencodi ng member's value shall be a URI identifying the encoding used in the original PK1 object. The values for
the URI shall be one of the values defined in clause 5.1.3 of ETSI EN 319 132-1 [8].

EXAMPLE: Clause 5.1.3 of ETSI EN 319 132-1 [8] defines the URI http://uri.etsi.org/01903/v1.2.2#DER for
denoting that the original PKI data were ASN.1 data encoded in DER.

If the encodi ng member is not present, then the contents of val member shall be a CBOR byte string encapsulating
the DER-encoded ASN.1 data. Otherwise, the contents of val member shall be a CBOR byte string encapsulating the
PK object encoded as indicated by the value of encodi ng member.

The specRef member shall contain an URI value identifying the specification that defines the encapsulated PK |
object.

Table 12 shows the values assigned to each of the keys in the maps specified in the present clause.

Table 12: Values of keys in maps or groups specified in the present clause

Name Label in map
val 1
encodi ng 2
specRef 3

5.4.3 Container for electronic time-stamps

5.4.3.1 Introduction
The present document specifies CBOR maps that act as electronic time-stamps containers.

Electronic time-stamps within the aforementioned containers may time-stamp isolated components or concatenations of
several components of CB-AdES signatures.

This clause specifiesa CBOR type for containers of electronic time-stamps.

5.4.3.2  Containers for electronic time-stamps
Below follows the list of the electronic time-stamps containers that are defined by the present document:

. Container for electronic time-stamps proving that the COSE Payload has been created before certain time
instant: adoTst (specified in clause 5.2.6 of the present document).

. Container for electronic time-stamps proving that the COSE signature val ue has been computed before a
certain time instant (to protect against repudiation in case of akey compromise): si gTst (specifiedin
clause 5.3.3 of the present document).

. Container for electronic time-stamps time-stamping the signature and validation data val ues, for providing
long term CB-AdES signatures. ar c Tst (specified in clause 5.3.5 of the present document).

. Containers for electronic time-stamps on components that contain references to validation data, namely:
rfsTst andsi gRTst . (specified in clause A.1.2 of the present document).
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5.4.3.3  The tst Contai ner type
Semantics
Thet st Cont ai ner typeshal:

. alow encapsulating IETF RFC 3161 [12] electronic time-stamps as well as electronic time-stampsin other
formats;

. provide means for managing electronic time-stamps computed on a concatenation of CB-AdES components
(including detached COSE Payload); and

. allow encapsulating more than one electronic time-stamp generated for the same set of CB-AdES components
(including detached COSE Payload), each one issued by different TSAs, for instance.

Syntax

Below follows the CDDL definition of thet st Cont ai ner type:

tstContai ner = {
1 => [+Tst Token] ; t st Tokens: CBOR array containing one or nore time-stanp tokens
}

Tst Token = {
1: bstr, ;val : Encoded tine-stanp token encapsulated in a CBOR byte string
? 2 => tstr, ;type: String identifying the type of time-stanp token
? 3 => #6.32(tstr), ;encoding: URl identifying the type of encoding
? 4 => #6.32(tstr) ;specRef: a URl pointing to the reference where
;the tine-stanp token is defined

}

Thet st Cont ai ner'st st Tokens member shall contain a non-empty array of CBOR maps each one encapsulating
one electronic time-stamp token.

Thet st Token'st ype member shall identify the type of the time-stamp token. For IETF RFC 3161 [12] time-stamp
tokens this member shall not be present.

Thet st Token'sencodi ng member shall be an URI value and shall identify the encoding used for the time-stamp
token. For IETF RFC 3161 [12] time-stamp tokens this member shall not be present.

Thet st Token'sspecRef member shall be an URI value and shall identify the technical specification that has
defined the used time-stamp token. For IETF RFC 3161 [12] time-stamp tokens this member shall not be present.

Finaly thet st Token'sval member shall contain the encoded electronic time-stamp token itself. For IETF
RFC 3161 [12] time-stamp tokens this member shall contain the DER-encoded el ectronic time-stamp token.

In CB-AdES signatures, the containers of time-stamp tokens time-stamping components within the uHeader s
unsigned header parameter, implicitly identify what components are time-stamped and how they contribute to the input
of the message imprint's computation. No further information in the time-stamp token container is required.

NOTE: Thisisbecause al the components of a CB-AdES signature are placed within CB-AdES signature itself.

Table 13 shows the values assigned to each of the keysin the maps specified in the present clause.

Table 13: Values of keys in maps or groups specified in the present clause

Name Label in map
t st Tokens (in tstContainer) 1
val (in TstToken) 1
type (in TstToken) 2
encodi ng (in TstToken) 3
specRef (in TstToken) 4

ETSI



38 ETSITS 119 152-1 V1.1.1 (2026-03)

6 CB-AdES baseline signatures

6.1 Signature levels

Clause 6 defines four levels of CB-AdES baseline signatures, intended to facilitate interoperability and to encompass
thelife cycle of CB-AdES signature, namely:

a) B-B leve provides requirements for the incorporation of signed header parameters and some unsigned
components within the uHeader s unsigned header parameter when the signature is generated.

b) B-T level provides requirements for the generation and inclusion, for an existing signature, of a trusted token
proving that the signature itself actually existed at a certain date and time.

c¢) B-LT level provides requirements for the incorporation of all the material required for validating the signature
in the signature document. Thislevel aimsto tackle the long-term availability of the validation material.

d) B-LTA level provides requirements for the incorporation of electronic time-stamps that allow validation of the
signature long time after its generation. Thislevel aimsto tackle the long-term availability and integrity of the
validation material.

NOTE 1: ETSI TR 119 100 [i.6] provides a description on the life-cycle of a signature and the rationales on which
level is suitable in which situation.

NOTE 2: Thelevelsc) to d) are appropriate where the technical validity of signature needs to be preserved for a
period of time after signature creation where certificate expiration, revocation and/or algorithm
obsolescence is of concern. The specific level applicable depends on the context and use case.

NOTE 3: B-LTA level targetslong term availability and integrity of the validation material of digital signatures
over long term. The B-LTA level can help to validate the signature beyond many events that limit its
validity (for instance, the weakness of used cryptographic algorithms, or expiration of validation data).
The use of B-LTA level is considered an appropriate preservation and transmission technique for signed
data.

NOTE 4: Conformanceto B-LT level, when combined with appropriate additional preservation techniques tackling
the long term availability and integrity of the validation materia is sufficient to allow validation of the
signature long time after its generation. The assessment of the effectiveness of preservation techniques for
signed data other than implementing the B-LTA level are out of the scope of the present document. The
reader is advised to consider legal instruments in force and/or other standards (for example ETS
TS 101 533-1[i.9] or IETF RFC 4998 [i.10]) that can indicate other preservation techniques. Annex C
defines what needs to be taken into account when using other techniques for long term availability and
integrity of validation data and incorporating a new component in the uHeader s unsigned header
parameter derived from these techniquesinto the signature.

6.2 General requirements

6.2.1 Algorithm requirements

The algorithms and key lengths used to generate and augment digital signatures should be as specified in ETSI
TS119 312 [19].

NOTE: Cryptographic suites recommendations defined in ETSI TS 119 312 [19] can be superseded by national
recommendations.

In addition, MD5 agorithm shall not be used as digest algorithm.

6.2.2 Notation for requirements

The present clause describes the notation used for defining the requirements of the different CB-AdES signature levels.
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The requirements on the header parameters and certain other signature's components for each CB-AdES signature level
are expressed in Table 14. A row in the table either specifies requirements for a header parameter, other signature's
component, or a service.

A service can be provided by different header parameters, by other signature's components, or by other mechanisms
(service provision options hereinafter). In these cases, the specification of the requirements for a service is provided by
three or more rows. The first row contains the requirements of the service. The requirements for the header parameters,
other signature's components, and/or mechanisms used to provide the service are stated in the following rows.

Table 14 contains 8 columns. Below follows a detailed explanation of their meanings and contents:

1)

2)

3)

4)

5)

Column "Header parameters/Elementsin uHeader s unsigned header parameter/Services':

a) Inthe case wherethe cell identifies a Service, the cell content starts with the keyword " Service" followed
by the name of the service.

b) Inthe case where the header parameter or other signature's component provides a service, this cell
contains "SPO" (for Service Provision Option), followed by the name of the header parameter or the
other signature's component.

¢) Otherwise, this cell contains the name of the header parameter or the other signature's component.

Column "Presence in B-B level": This cell contains the specification of the presence of the header parameter or
other signature's component, or the provision of a service, for CB-AdES-B-B signatures.

Column "Presence in B-T level": This cell contains the specification of the presence of the header parameter or
other signature's component, or the provision of a service, for CB-AdES-B-T signatures.

Column "Presence in B-LT level": This cell contains the specification of the presence of the header parameter
or other signature's component, or the provision of aservice, for CB-AdES-B-LT signatures.

Column "Presencein B-LTA level": This cell contains the specification of the presence of the header
parameter or other signature's component, or the provision of aservice, for CB-AdES-B-LTA signatures.
Below follow the values that can appear in columns " Presence in B-B", "Presence in B-T", "Presencein
B-LT", and "Presencein B-LTA":

- "shall be present”: means that the header parameter or signature's component shall be incorporated to the
signature, and shall be as specified in the document referenced in column "References’, further profiled
with the additional requirements referenced in column "Requirements’, and with the cardinality indicated
in column " Cardinality".

- "shall not be present": means that the header parameter or signature's component shall not be
incorporated to the signature.

- "may be present”: means that the header parameter or signature's component may be incorporated to the
signature, and shall be as specified in the document referenced in column "References’, further profiled
with the additional requirements referenced in column "Requirements’, and with the cardinality indicated
in column " Cardinality".

- "shall be provided": means that the service identified in the first column of the row shall be provided as
further specified in the SPO-related rows. This value only appearsin rows that contain requirements for
services. It does not appear in rows that contain requirements for header parameters or signature's
components.

- "conditioned presence”: means that the incorporation to the signature of the item identified in the first
column is conditioned as per the requirements referenced in column "Requirements' and requirementsin
specifications and clauses referenced by column "References’, with the cardinality indicated in column
"Cardinality".

- "*": means that the header parameter or signature's component (service) identified in the first column
should not be incorporated to the signature (provided) in the corresponding level. Upper signature levels
may specify other requirements.
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NOTE: Incorporating an unsigned component within the uHeader s header parameter that is marked with a"*"
into asignature can lead to cases where a higher level cannot be achieved, except by removing the
corresponding component.

6) Column "Cardinality": Thiscell indicates the cardinality of the header parameter or other signature's
component. If the cardinality is the same for al the levels, only the values listed bel ow appear. Otherwise the
content specifies the cardinality for each level. See the example at the end of the present clause showing this
situation. Below follows the values indicating the cardinality:

- 0: The signature shall not incorporate any instance of the header parameter or the signature's component.

- 1: The signature shall incorporate exactly one instance of the header parameter or the signature's
component.

- O or 1. The signature shall incorporate zero or one instance of the header parameter or the signature's
component.

- 2 0: The signature shall incorporate zero or more instances of the header parameter or the signature's
component.

- > 1: The signature shall incorporate one or more instances of the header parameter or the signature's
component.

7)  Column "References': This shall contain either the number of the clause specifying the header parameter in
the present document, or a reference to the document and clause that specifies the other signature's component.

8) Column "Additional requirements and notes': This cell contains numbers referencing notes and/or |etters
referencing additional requirements on the header parameter or the other signature's component. Both notes
and additional requirements arelisted in Table 14.

6.3 Requirements on CB-AdES components and services

The four CB-AdES signature levels specified in the present clause shall be built as specified in clause 4 of the present
document.

Table 14 shows the presence and cardinality requirements on the signature header parameters, other components, and
servicesindicated in the first column for the four CB-AdES baseline signature levels, namely: CB-AdES-B-B, CB-
AdES-B-T, CB-AdES-B-LT, and CB-AdES-B-LTA). Additional requirements are detailed below the table suitably
labelled with the letter indicated in the last column.

NOTE 1: CB-AdES-B-B signaturesthat incorporate only the header parameters and other components that are
mandatory in Table 14, and that implement the mandatory requirements, contain the lowest number of
header parameters and other components, with the consequent benefits for interoperability.

In CB-AdES baseline signatures the components that act as electronic time-stamps contai ners shall encapsulate only
IETF RFC 3161 [12] updated by IETF RFC 5816 [15] time-stamp tokens.

Any header parameter specified in IETF RFC 9052 [2] or IETF RFC 9360 [3], and not further profiled in clause 5.1,
may be present (cardinality of 0 or 1) in the four levels defined in Table 14.
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Table 14: Requirements for CB-AdES-B-B, CB-AdES-B-T, CB-AJES-B-LT and CB-AdES-B-LTA signatures

Header parameters/Elements in uHeader s Presence in Presence in Presence in Presence in Cardinality References Additional
unsigned header parameter/Services B-B level B-T level B-LT level B-LTA level requirements
and notes
alg shall be present | shall be present | shall be present | shall be present 1 Clause 5.1.2
content type conditioned conditioned conditioned conditioned Ooril Clause 5.1.3 2
presence presence presence presence
kid may be present may be present may be present may be present Oorl Clause 5.1.4
x5u may be present may be present may be present may be present Oorl Clause 5.1.5
x5chai n Conditioned Conditioned Conditioned Conditioned Oorl Clause 5.1.8 3
presence presence presence presence
crit Conditioned Conditioned Conditioned Conditioned Oorl Clause 5.1.10 4
presence presence presence presence
CW Cd ai nms enclosing the iat shall be present | shall be present | shall be present | shall be present 1 Clause 5.1.9 a
x5t conditioned conditioned conditioned conditioned Oorl Clause 5.1.7 3
presence presence presence presence
x5ts conditioned conditioned conditioned conditioned Oor1l Clause 5.2.2 3
presence presence presence presence
si gD may be present may be present may be present may be present Oorl Clause 5.2.8
SrAts may be present may be present may be present may be present Oorl Clause 5.2.5
srCns may be present may be present may be present may be present Oorl Clause 5.2.3 5
si gPl may be present may be present may be present may be present Oorl Clause 5.2.4
sigPld may be present may be present may be present may be present Oorl Clause 5.2.7
counter signature may be present may be present may be present may be present 20 Clause 5.1.6
adoTst may be present may be present may be present may be present Oorl Clause 5.3.2 6
si gPSt conditioned conditioned conditioned conditioned Oorl Clause 5.3.2 b
presence presence presence presence
si gTst * shall be present | shall be present | shall be present B-B: =20 Clause 5.3.3 c,d
B-T, B-LT, 7
B-LTA: 21
B-LT, B-LTA: 0
B-LT, B-LTA: 0
val Dat a * * conditioned conditioned =20 Clause 5.3.4 e, f
presence presence
refs * * shall not be shall not be B-B,B-T: 20 Clause A.1.1 g
present present B-LT, B-LTA: 0
si gRTst * * shall not be shall not be B-B,B-T:20 | Clause A.1.2.1
present present B-LT, B-LTA: 0
rfsTst * * shall not be shall not be B-B,B-T: =20 | Clause A.1.2.2
present present B-LT, B-LTA: 0
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Header parameters/Elements in uHeader s Presence in Presence in Presence in Presence in Cardinality References Additional
unsigned header parameter/Services B-B level B-T level B-LT level B-LTA level requirements
and notes
Service: Incorporation of validation data for * * shall be provided | shall be provided - - h, i
electronic time-stamps 8
SPO val Dat a * * conditioned conditioned =20 Clause 5.3.4
presence presence
SPO: certificate and revocation values * * conditioned conditioned 20 - i
embedded in the electronic time-stamp itself presence presence
ar cTst * * * shall be present 21 Clause 5.3.5 i, k
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Additional requirements:

a)

b)

©)

d)

€)
f)

0)
h)

K)

Requirement for i at . The generator shall include the claimed UTC time when the signature was generated as
content of thei at member of the CWT Claims header parameter.

Requirement for si gPSt . This header parameter may be incorporated into the CB-AdES signature only if the
si gPI d isalso incorporated and it containsthe di gVal member with the digest value of the signature policy
document. Otherwise, the si gPSt shall not be incorporated into the CB-AdES signature.

Requirement for si gTst . Each si gTst shall contain only one electronic time-stamp.

Requirement for si gTst . The electronic time-stamp encapsulated withinthe si gTst shall be created before
the signing certificate has been revoked or has expired.

Requirement for val Dat a. Duplication of certificate values within the signature should be avoided.
Requirement for val Dat a. Duplication of revocation values within the signature should be avoided.
Requirement for r ef s. The referencesto certificates (x Ref s) should not include the ki d member.

Requirement for service "incorporation of validation data for electronic time-stamps’. The validation data for
electronic time-stamps shall be present within the val Dat a or embedded in the electronic time-stamp itself.

Requirement for service "incorporation of validation data for electronic time-stamps’. The validation data for
electronic time-stamps should be included within val Dat a.

Requirement for ar c Tst . Each ar cTst may contain more than one electronic time-stamp issued by
different TSAs.

Requirement for ar c Tst . Before generating and incorporating anew ar cTst , al the validation material
required for validating the CB-AdES signature shall be included. This validation material shall include al the
certificates and all certificate status information (like CRLs or OCSP responses) required for:

- validating the signing certificate;
- validating the signing certificate of any counter signature incorporated into the signature;
- validating any attribute certificate or signed assertion present in the signature; and

- validating the signing certificate of any previous electronic time-stamp aready incorporated into the
signature within any CB-AdES electronic time-stamp container component (including any ar cTst ).

NOTE 2: Oncontent type,andctys withinsi gD: see clauses5.1.3 and 5.2.8.1 of the present document for

details of their conditioned presence.

NOTE 3: Onx5chai n, x5t , and x5t s. Clause 5.2.2 specifies the conditions that decide the presence or absence

of protected x5chai n, x5t , and x5t s header parametersin a CB-AdES signature.

NOTE 4: Oncri t. Clause 5.1.10 specifies the conditions that decide the presence or absence of thecr i t header

parameter in a CB-AdES signature.

NOTE5: Onsr Cns. Asthe content of sr Crs isa CBOR array, it may contain several commitment types.

NOTE 6: OnadoTst . Thisheader parameter may contain more than one electronic time-stamp coming from

different TSAs.

NOTE 7: Onsi gTst . Several instances of this components can be incorporated into the CB-AdES signature,

coming from different TSAs.

NOTE 8: On service "incorporation of validation data for electronic time-stamps": the incorporation of the

validation materia of the electronic time-stamps ensures that the CB-AdES signature actually contains al
the validation material needed.
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Annex A (normative):
Additional components Specification

A.1  Components for validation data

A.1l.1 Therefs CBOR map

Semantics
The ref s CBOR map:

1) May contain referencesto certificate values that are used for validating any digital signature present within any
component of the CB-AdES signature regardless the objects that they are signing (these can be, for instance,
the COSE signature value within the si gnat ur e component itself, any counter signature of the CB-AdES
signature, or the digital signatures within any time-stamp token, attribute certificate, signed assertion, OCSP
response, or CRL, or any other digital signature), without any restrictions.

2)  Shall not contain the signing certificate of the CB-AdES signature itself.

3) May contain the references to the revocation value(s) of the certificate(s) supporting any signature present
within any component of the CB-AdES signature mentioned in the previous bullet.

Syntax
Below follows the CDDL definition of ther ef s CBOR map:

refs = {
? 1 => xRefs, ; XRefs: references to certificates
? 2 => rRefs ; TRefs: references to revocation data
}
xRefs = [+Certld]
Certld = {
1 => COSE_CertHash, ;x5t: the digest algorithmidentifier and val ue
? 2 =>int |/ tstr / bstr, ;kid: optional key identifier
? 3 => #6.32 (tstr) ;x5u: URl pointing to X 509 certificate
}
rRefs = {
? 1 => [+CRLRef], ;crlRefs: array of references to CRLs
? 2 => [+OCSPRef], ;ocspRefs: array of references to OCSP responses
? 3 => [ +any] ;otherRefs: array of references to OCSP responses
}
CRLRef = {
1 => DigAl gval, ;digAl gval: digest algorithmand val ue of DER-encoded CRL.
? 2 => CRLId ;erlild: identifier of the CRL
}
CRLId = {
1 => bstr, ;issuer: the DER-encoded issuer of the CRL
2 => #6.0 (tstr), ;issueTine: the date and tine of issuance
? 3 => uint, ; nunber: the issuance nunber
? 4 => #6.32 (tstr) ;uri: an URl pointing to the CRL (hint)
}
OCSPRef = {
1 => DigAlgVal, ;digAl gVal: digest algorithmand value of the OCSP response
2 => OCSPId ;ocspld: identifier of the OCSP response
}
OCSPI d = {
1 => Responder | dChoi ce, ;responder Choice: a choice for identifying the responder
2 => #6.0 (tstr), ; producedAt: sane tine as the tine indicated by the ProducedAt

;field of the referenced OCSP response
? 3 => #6.32 (tstr) ;uri: an URl pointing to the OCSP response (hint)
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}

Responder | dChoi ce = (
1 => bstr // ; responder | dByNane: the nane of the responder wapped in a CBOR byte string
2 => bstr ;responder | dByKey: the key of the responder wapped in a CBOR byte string

)
CB-AdES signatures shall not incorporate empty r ef s CBOR maps.

Empty x Ref s shall not be incorporated.

Within xRef s, the x5t member (specified in IETF RFC 9360 [3], clause 2) shall identify the digest algorithm and the
digest value computed on the DER-encoded certificate.

The content of ki d member should be a DER-encoded instance of type | ssuer Seri al typedefinedin IETF
RFC 5035 [10] wrapped in a CBOR byte string.

NOTE 1: Theinformationintheki d member isonly ahint, that can help to identify the certificate whose digest
matches the value present in the reference. But the binding information is the digest of the certificate.

The x5u member shall provide an indication of where the referenced certificate can be found.

NOTE 2: Itisintended that the x5u member is used as a hint, as implementations can have alternative ways for
retrieving the referenced certificate if it is not found at the referenced place.

Empty r Ref s shall not be incorporated.
Thecr | Ref s member shall contain a non-empty array of referencesto CRLSs.
Each item within the CRLRef s array shall contain one reference to one CRL.

Thedi gAl gVal member withinthecr | Ref s array shall contain indication of adigest algorithm, and the digest
value of the DER-encoded referenced CRL wrapped in a CBOR byte string.

Thecr | | d member needs not to be present if the referenced CRL can be inferred from other information.
Thecr | | d member of theitemswithinthecr | Ref s array shall include the nameissuer initsi ssuer member.

Thecr | | d member of theitemswithinthecr | Ref s array shall include the time when the CRL wasissued in its
i ssueTi me member.

Thecr | I d member of theitemswithinthecr | Ref s array may include the number of the CRL initsnunber
member.

NOTE 3: Thenunber member isan optional hint helping to get the CRL whose digest matches the value present
in the reference.

Thecr ! I d'suri member shall indicate one place where the referenced CRL can be found.

NOTE 4: Itisintended that this component be used as a hint, as implementations can have aternative ways for
retrieving the referenced CRL if it is not found at the referenced place.

If one or more of the identified CRLs are a Delta CRL, this component shall include references to the set of CRLs
required to provide compl ete revocation lists.

TheocspRef s member shall contain a non-empty array of references to OCSP responses.
Each item within the ocspRef s array shall contain one reference to one OCSP response.

The ocspl d member of the items within the ocspRef s array shall include an identifier of the responder wrapped in a
CBOR byte string. If the identifier is the digest of the server's public key computed as mandated in IETF

RFC 6960 [14], the member r esponder | dByKey shall be present. If the identifier is the DER-encoded name of the
responder, the member r esponder | dByNane shall be present.
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If the responder is identified by the digest of the server's public key computed as mandated in IETF RFC 6960 [14],
then the base64 [17] encoding of the DER-encoded of byKey field specified in IETF RFC 6960 [14] shall appear
withinther esponder | D's byKey member.

Theocspl d member of the items within the ocspRef s array shall include the generation time of the OCSP response
initspr oducedAt member.

Thevaueinocspl d'spr oducedAt member shall indicate the same time as the time indicated by the Pr oducedAt
field of the referenced OCSP response.

Theocspl d'suri member shall indicate one place where the referenced OCSP response can be found.

NOTE 5: Thisvalue is not the address where the OCSP service can be reached. In addition to that, it is intended
that this component be used as a hint, as implementations can have aternative ways for retrieving the
referenced OCSP response if it is not found at the referenced place.

Thedi gAl gVal member withinthe ocspRef s array shall contain indication of a digest algorithm, and the digest
value of the DER-encoded OCSPResponse field defined in IETF RFC 6960 [14], wrapped in a CBOR byte string.

References to alternative forms of validation data may be included in this component making use of the ot her Ref s
member, a sequence whose items may contain any kind of information. Their semantics and syntax are outside the
scope of the present document.

If at least one of the following: val Dat a or thear cTst , isincorporated into the signature, al the certificates and
validation datareferenced inr ef s shall be present elsewhere in the signature.

Table A.1 shows the values assigned to each of the keys in the maps specified in the present clause.

Table A.1: Values of keys in maps or groups specified in the present clause

Name Label in map
xRefs (in refs) 1
rRefs (in refs) 2
x5t (in Certld) 1
kid (in Certld) 2
x5u (in Certld) 3
crlRefs (in rRefs) 1
ocspRefs (in rRefs) 2
otherRefs (in rRefs) 3
di gAl gVal (i n CRLRef) 1
crlild (in CRLRef) 2
i ssuer (in CRLId) 1
i ssueTime (in CRLId) 2
nunber (in CRLId) 3
uri (in CRLId) 4
di gAl gVal (in OCSPRef) 1
ocspld (in OCSPRef) 2
uri (in OCSPId nmap) 3
responder Choi ce (i n OCSPI d) 1
producedAt (in OCSPId) 2
responder | dByNane (i n Responder| dChoi ce) 1
responder | dByKey (i n Responder| dChoi ce) 2
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A.1.2 Time-stamps on references to validation data

A.1.2.1 The si gRTst CBOR map

A.1.2.1.1 General
Semantics

Thesi gRTst CBOR map shall encapsulate electronic time-stamps on the COSE signature value, the signature
time-stamp, if present, and the CB-AdES components containing references to validation data.

Syntax

Below follows the CDDL definition of the si gRTst CBOR map:

si gRTst = tstContainer

This CBOR map shall contain an electronic time-stamp that time-stamps the member encapsulating the COSE signature
value, and the following components when they are present: si gTst ,andr ef s.

If the component r ef s isnot present, thesi gRTst CBOR map shall not be generated.

A.1.2.1.2 Computation of the message imprint

For computing the input to the message imprint, the following steps listed below shall be performed:
1) Initialize an empty CBOR array.
2) Addthe CBOR byte string inthe si gnat ur e component.

3) If the CB-AdES signatureisbuilt on the COSE_Si gn structure, take those elementsin the uHeader s header
parameter from the signer layer in the order that they appear within uHeader s, and add them to the CBOR
array:

- si gTst if itis present;
- refsifitispresent.

If the signer layer does not have any of those uHeader s header parameters, add a zero-length CBOR byte
string.

4) If the CB-AdES signature is built on the COSE_Si gn1 structure, take those elementsin the uHeader s
header parameter from the body layer in the order that they appear within uHeader s, and add them to the
CBOR array:

- si gTst if itispresent;
- ref s ifitispresent.

If the signer layer does not have any of those uHeader s header parameters, add a zero-length CBOR byte
string.

5)  Encode the generated CBOR array in a CBOR byte string.
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A.1.2.2 TherfsTst CBOR map

A.1.2.2.1 Semantics and syntax
Semantics

Ther f sTst CBOR map shall encapsulate electronic time-stamps on the signature time-stamp, if present, and the
CB-AdES components containing references to validation data

Syntax
Below follows the CDDL definition of ther f sTst CBOR map:

rfsTst = tstContainer

This CBOR map shall contain an electronic time-stamp that time-stamps the member encapsulating the following
components when they are present: si gTst,andr ef s.

If the component r ef s isnot present, ther f sTst CBOR map shall not be generated.

A.1.2.2.2 Computation of the message imprint
For computing the input to the message imprint, the following steps listed below shall be performed:
1) Initialize an empty CBOR array.

2) If the CB-AdES signatureisbuilt on the COSE_Si gn structure, take those elementsin the uHeader s header
parameter from the signer layer in the order that they appear within uHeader s, and add them to the CBOR

array:
- si gTst if itispresent;
- ref s ifitispresent.

If the signer layer does not have any of those uHeader s header parameters, add a zero-length CBOR byte
string.

3) If the CB-AdES signatureisbuilt on the COSE_Si gn1 structure, take those elementsin the uHeader s
header parameter from the body layer in the order that they appear within uHeader s, and add them to the
CBOR array:

- si gTst if itispresent;
- ref s ifitispresent.

If the signer layer does not have any of those uHeader s header parameters, add a zero-length CBOR byte
string.

4)  Encode the generated CBOR array in a CBOR byte string.
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Annex B (informative):
|IANA Considerations

The present document registers the following header parametersin the IANA "CBOR Object Signing and Encryption
(COSE) Header Parameters' registry (https.//www.iana.org/assi gnments/cose/cose.xhtml#header-parameters)
established by IETF RFC 9052 [2].

NOTE 1: Header parameters whose "Header Parameter Usage Locations' are COSE/CB-AdES are considered to be

Header Parameters that can be present in non-CB-AdES COSE signature, for meeting certain (business,
regulatory, etc.) requirements.

NOTE 2: Header parameters whose "Header Parameter Usage Locations' are CB-AdES are considered to be

Header Parameters that are used only by CB-AdES signatures for meeting the requirements associated to
achieve long-term signatures, i.e. signatures that guarantee the long-term availability and integrity of their
validation material, providing therefore mechanisms for being properly validated long after their
generation. This capability requires the usage of certain Header Parameters (uHeader s, ar cTst and
others) which convert the COSE signature in a CB-AdES signature.

Registry Contents:

Name: x5t s

Label: 261

Value Type: array of COSE_Cert Hash

Description: CBOR array of instances of COSE_Cer t Hash

Reference: clause 5.2.2 of the present document

Name: sr Cns

Label: 262

VadueType array of SrCm

Description: set of commitments and optional commitments qualifiers

Reference: clause 5.2.3 of the present document

Name: si gPI

Label: 263

Value Type: map

Description: CBOR map for indicating the location where the signature was generated. It may contain an

!é?jl rc;\.gs on of the country, the locality, the region, abox number in a post office, the postal code, and the street

Reference: clause 5.2.4 of the present document

Name: sr At s
Label: 264

Value Type: map
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Description: CBOR map that may contain: an array of attributes that the signer claims to be in possession of,
an array of attribute certificates (X.509 attribute certificates or other) issued to the signer, an array of signed
assertionsissued by athird party to the signer, or any combination of the three aforementioned CBOR arrays

Reference: clause 5.2.5 of the present document

Name: adoTst
Label: 265
Value Type: map

Description: CBOR map that encapsul ates one or more electronic time-stamps, generated before the signature
production, and whose message imprint computation input is the COSE Payload of the CB-AdES signature

Reference: clause 5.2.6 of the present document

Name: si gPI d
Label: 266
Value Type: map

Description: CBOR map that identifies a certain signature policy and may contain the digest of the document
defining this signature policy

Reference: clause 5.2.7 of the present document

Name: si gD
Label: 267
Value Type: map

Description: CBOR map that references data objects that are detached from the CB-AdES signature and that
are collectively signed

Reference: clause 5.2.8 of the present document

Name: uHeader s
Label: 268
Value Type: [ +bst r]

Description: CBOR array that contains a number of CBOR elements that are placed within the array in the
order they are incorporated into the CB-AdES signature

Reference: clause 5.3.1 of the present document
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Annex C (informative):
URIs defined for commitment type

At the time of publication of the present document, the following commitment types identifiers have been defined:
. Proof of origin: it indicates that the signer recognizes to have created, approved and sent the signed data.

Object identifier: id-cti-ets-proofOfOrigin OBJECT IDENTIFIER ::= { iso(1) member-body(2)us(840)
rsadsi(113549) pkcs(1) pkes-9(9) smime(16) cti(6) 1}

URI: http://uri.etsi.org/01903/v1.2.2#Proof Of Origin.
. Proof of receipt: it indicates that signer recognizes to have received the content of the signed data.

Object identifier: id-cti-ets-proof Of Receipt OBJECT IDENTIFIER ::={ iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkcs-9(9) smime(16) cti(6) 2}.

URI: http://uri.etsi.org/01903/v1.2.2#Proof Of Receipt.

. Proof of delivery: it indicates that the TSP providing that indication has delivered a signed datain alocal store
accessible to the recipient of the signed data.

Object identifier: id-cti-ets-proofOf Delivery OBJECT IDENTIFIER ::={ iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) cti(6) 3}.

URI: http://uri.etsi.org/01903/v1.2.2#Proof Of Delivery.

. Proof of sender: indicates that the entity providing that indication has sent the signed data (but not necessarily
created it).

Object identifier: id-cti-ets-proofOfOrigin OBJECT IDENTIFIER ::= { iso(1) member-body(2)us(840)
rsadsi(113549) pkcs(1) pkes-9(9) smime(16) cti(6) 4} .

URI: http://uri.etsi.org/01903/v1.2.2#Proof Of Sender.
. Proof of approval: it indicates that the signer has approved the content of the signed data.

Object identifier: id-cti-ets-proofOfOrigin OBJECT IDENTIFIER ::= { iso(1) member-body(2)us(840)
rsadsi(113549) pkcs(1) pkes-9(9) smime(16) cti(6) 5} .

URI: http://uri.etsi.org/01903/v1.2.2#Proof Of Approval.

o Proof of creation: it indicates that the signer has created the signed data (but not necessarily approved, nor sent
it).

Object identifier: id-cti-ets-proofOfOrigin OBJECT IDENTIFIER ::= { iso(1) member-body(2)us(840)
rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) cti(6) 6}.

URI: http://uri.etsi.org/01903/v1.2.2#Proof Of Creation.
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Annex D (informative):
Correspondence between JAdES tags and CB-AdES tags

D.1  Correspondence between JAdES components tags
and CB-AdES component tags

Table D.1 shows the correspondence between the tags of JAdES components and the names given to the CB-AdES
components.

Table D.1: Correspondence between JAdES and CB-AdES tags

JAdES tag CB-AdES names
etsiU uHeader s
i at i at
si gXbts x5t's
crit crit
sigPld sigPld
si gPI si gPl
SrAts SrAts
cty content type
adoTst adoTst
sr Cns sr Cns
cSig counter signature
si gPSt si gPSt
si gTst si gTst
old obl d
pki Obj pki Ob
ar cTst ar cTst
rfsTst rfsTst
si gRTst si gRTst
anyVal Dat a val Dat a
NO equi val ent conponent refs
xVal s NO equi val ent conponent
rVal s NO equi val ent conponent
axVal s NO equi val ent conponent
arVal s NO equi val ent conponent
tstwvd NO equi val ent conponent
xRef s NO equi val ent conponent
rRefs NO equi val ent conponent
axRefs NO equi val ent conponent
ar Ref s NO equi val ent conponent
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Annex E (normative):
Alternative mechanisms for long term availability and
integrity of validation data

There may be mechanisms to achieve long-term availability and integrity of validation data different from the ones
described in clause 5.3.5 of the present document.

If such a mechanism isincorporated using an unsigned component into the signature, then for this mechanism, al the
following shall be specified:

1) theclear specification of the semantics and syntax of the component including its unique identifier;

2) thestrategy of how this mechanism guarantees that all necessary parts of the signature are protected by this
component; and

3) thestrategy of how to handle signatures containing components defined in the present document.

EXAMPLE: The objects defined in IETF RFC 4998 [i.10], Annex A are examples of such alternative
mechanisms but they only handle points 1) and 2).
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Annex F (informative):

Change history

Date Version Information about changes
September 2022| V.0.0.1 |First draft to be circulated ONLY to ETSI ESI TB members.

April 2023 V0.0.2 |Alternative draft:

e All the validation data is placed in one attribute (valData). There may be
several instances of this attribute.

o All the references to validation data are placed in one attribute (refs).

May 2023 V0.0.3 |Replacement of DigAlgVal of v0.02 by x5t specified in IETF RFC 9360.

Resolution of one error in a reference that could not be found.

January 2024 V0.0.4 |Reformulation of how to incorporate arcTst and compute the input to its message
imprint computation in generation and validation. This reformulation is aligned with the
formulation in XAdES and JAdES.

Reformulation of requirements on the content of valData: the former formulation could
be interpreted as if both certificates and revocation data must be present. The
presence of certificates and/or revocation data will depend on the contents of the rest
of CB-AdES signature. This new reformulation makes it clear that this qualifying
property must contain certificates, or revocation data, or both of them.
Reuse of x5t header parameter specified in IETF RFC 9360.
Aligment of component for counter signatures to IETF RFC 9338.
CDDL rules for assigning labels to be registered by IANA to identifiers for making the
rest of the CDDL rules easier to read.

June 2024 V0.0.5 |Refactored taking as basis draft ETSI TS 119 182-1 v1.1.13.
The requirement level on the content of kid header parameter has been changed to
should.
The clause on counter signatures has been implemented.
Added annex on IANA considerations.

January 2025 V0.0.6 |Implemented reactions to IANA selected experts comments.

April 2025 V0.0.7 |Implemented reactions to final IANA selected experts comments and dispositions for
Nowina comments.

May 2025 V0.0.8 |Annex C changed according to suggestions from IANA experts for accommodating the
IANA registry fields. Suppression of wrong mentions to JWS instead COSE.

June 2025 V0.0.9 |Implementation of resolutions to comments raised by ESI TO to v0.0.7.

January 2026 VV0.0.10 |Implementation of resolutions for technical and editorial comments raised to v0.0.9.

January 2026 V/0.0.10 |Suppression of references to file containing the CDDL schema as this file has not
been generated yet.

January 2026 V0.0.11 |Implementation of resolutions for technical and editorial comments raised to v0.0.10.
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History
Version Date Status
V111 March 2026 Publication
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