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Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2021.
All rights reserved.
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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

Introduction

Uniform Resource Identifiers (URIs) allows to uniquely identify specific values. The ETSI framework for
standardization of signatures as described in ETSI TS 119 000 [i.1] contains documents for different signatures formats
(CAJESETSI EN 319 122-1 [5], XAdES ETSI EN 319 132-1 [8] or PAJES ETSI EN 319 142-1 [11]) aswell asthe
ASIC format for signature containers ETSI EN 319 162-1 [13]. Some concepts apply for all the signature formats and
even for the signature containers. The present document allows to define corresponding URI's and describe more
generally how to build URIsto describe specific elementsin a signature format or container.

ETSI
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1 Scope

The present document describes the root Uniform Resource Identifier (URI) http://uri.etsi.org/ades and sub branches
that allow to define URI applicable for more than one AdES signature formats and/or the ASiC signature container.

The present document describes how to define URIsto reference a specific version and/specific attribute/property of an
AdES format.

NOTE: The present document defines URIs are not used as pointersto a specific location but are used as unique
identifiers.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI TS 103 171: "Electronic Signatures and I nfrastructures (ESI); XAdES Baseline Profile".
[2] ETSI TS 103 172: "Electronic Signatures and Infrastructures (ESI); PAJES Baseline Profile”.
[3] ETSI TS 103 173: "Electronic Signatures and I nfrastructures (ESI); CAJES Baseline Profile".
[4] ETSI TS 103 174: "Electronic Signatures and Infrastructures (ESI); ASIC Baseline Profile”.

[5] ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAdES digital signatures;

Part 1: Building blocks and CAdES baseline signatures’.

[6] ETSI EN 319 122-2: "Electronic Signatures and Infrastructures (ESI); CAdES digital signatures,
Part 2: Extended CAdES signatures'.

[7] ETSI TS 119 122-3: "Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;
Part 3: Incorporation of Evidence Record Syntax (ERS) mechanismsin CAdES'.

[8] ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures,
Part 1: Building blocks and X AdES baseline signatures’.

[9] ETSI EN 319 132-2: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures,
Part 2: Extended XAdES signatures”.

[10] ETSI TS 119 132-3: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures,
Part 3: Incorporation of Evidence Record Syntax (ERS) mechanismsin XAdES".

[11] ETSI EN 319 142-1: "Electronic Signatures and Infrastructures (ESI); PAJES digital signatures,
Part 1: Building blocks and PAJES baseline signatures’.

[12] ETSI EN 319 142-2: "Electronic Signatures and Infrastructures (ESI); PAJES digital signatures,
Part 2: Additional PAJES signatures profiles".

[13] ETSI EN 319 162-1: "Electronic Signatures and Infrastructures (ESI); Associated Signature
Containers (ASIC); Part 1. Building blocks and ASiC baseline containers’.
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[14] ETSI EN 319 162-2: "Electronic Signatures and Infrastructures (ESI); Associated Signature
Containers (ASIC); Part 2: Additional ASIC containers'.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TR 119 000: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures: overview".

[i.2] Commission Implementing Decision (EU) 2015/1506 of 8 September 2015 laying down
specifications relating to formats of advanced electronic signatures and advanced sealsto be
recognised by public sector bodies pursuant to Articles 27(5) and 37(5) of Regulation (EU) No
910/2014 of the European Parliament and of the Council on electronic identification and trust
services for electronic transactions in the internal market (Text with EEA relevance).

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the following terms apply:

AdES (digital) signature: digital signature that is either a CAdES signature, or a PAJES signature or a XAdES
signature

signature class: set of signatures achieving a given functionality

signature level: format specific definition of a set of dataincorporated into adigital signature, which allowsto
implement a signature class

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

URI Uniform Resource Identifier

4 URI namespaces

4.1 The main branch

Any URI under the root http://uri.etsi.org/ades shall be used to describe URIs applicable for al types of AJES
signatures.

ETSI
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4.2 URIs used to describe signature levels

4.2.1 Baseline signature and container levels as defined in the
standardization framework for signatures ETSI TR 119 000

A URI describing a baseline signature level which is defined in ETSI EN 319 122-1 [5] (CAdES), ETS
EN 319 132-1 [8] (XAdES) and ETSI EN 319 142-1 [11] (PAdES) or a baseline container level which isdefined in
ETSI EN 319 162-1 [13] (ASIC) shall be built in the following way:

http://uri.etsi.org/ades/191x2/ | evel / basel i ne/ <nane- of -t he- basel i nel evel >#
where:
. 191x2: statesthat the level is defined in all the signature format documents with a number x19 1x2:
- level: statesthat this URI defines a signature level:
" baseline: states that this URI define a baseline signature level.
The following URIs are defined:

. http://uri.etsi.org/ades/191x2/level /baseline/B-B# shall denote a B-B level as defined in ETSI
EN 319 122-1 [5] (CAdES), ETSI EN 319 132-1 [8] (XAdES) ETSI EN 319 142-1[11] (PAdES) or ETSI
EN 319 162-1[13] (ASIC);

. http://uri.etsi.org/ades/191x2/level/baseline/B-T# shall denote a B-T level asdefined in ETS
EN 319 122-1 [5] (CAdES), ETSI EN 319 132-1 [8] (XAdES) ETSI EN 319 142-1[11] (PAdES) or ETSI
EN 319 162-1[13] (ASIC);

. http://uri.etsi.org/ades/191x2/level /baseline/B-LT# shall denote aB-L T level asdefined in ETSI
EN 319 122-1 [5] (CAdES), ETSI EN 319 132-1 [8] (XAdES) ETSI EN 319 142-1 [11] (PAdES) or ETS
EN 319 162-1[13] (ASIC);

. http://uri.etsi.org/ades/191x2/level /baseline/B-LTA# shall denote a B-L TA level as defined in ETSI
EN 319 122-1 [5] (CAdES), ETSI EN 319 132-1 [8] (XAdES) ETSI EN 319 142-1 [11] (PAdES) or ETS|
EN 319 162-1 [13] (ASIC).

NOTE: for the specification of ASIC levels see ETSI EN 319 162-1 [13], clause 5.1.

4.2.2 Baseline signature and container levels as defined in the CID
2015/1506

A URI describing a baseline signature level which isdefined in ETSI TS 103 171 [1] (XAdES), ETSI TS103 172 [2]
(PAJES) and ETSI TS 103 173 [3] (CAdES) ) or abaseline container level whichis defined in ETSI TS 103 174 [4]
(ASIC) asreferenced in the CID 2015/1506 [i.2]) shall be built in the following way:

http://uri.etsi.org/ades/etsits/|evel/baseline/<name-of-the-baselinel evel >#
where;
. etgits. statesthat the level isdefined in al the signature format documents with a number x19 1x2:
- level: statesthat this URI defines a signature level:
" baseline: states that this URI define a baseline signature level.
The following URIs are defined:

e  http://uri.etsi.org/adedetsits/level /baseline/B-B# shall denote aB level asdefined in ETSI TS 103 171 [1]
(XAdES), ETSI TS 103 172 [2] (PAJES) ETSI TS 103 173 [3] (CAdES) or ETSI TS 103 174 [4] (ASIC);

e  http://uri.etsi.org/aded/etsits/level/baseline/B-T# shall denoteaT level asdefined in ETSI TS 103 171 [1]
(XAdES), ETSI TS 103 172 [2] (PAJES) ETSI TS 103 173 [3] (CAdES) or ETSI TS 103 174 [4] (ASIC);
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e  http://uri.etsi.org/adedetsits/level /baseline/B-LT# shall denotean LT level asdefined in ETSI TS 103 171 [1]
(XAdES), ETSI TS103 172 [2] (PAJES) ETSI TS 103 173 [3] (CAdES) or ETSI TS 103 174 [4] (ASIC);

. http://uri.etsi.org/ades/etsits/level/baseline/B-LTA# shall denotean LTA level asdefined in ETS
TS103 171 [1] (XAdES), ETSI TS 103 172 [2] (PAJES) or ETSI TS 103 173 [3] (CAdES).

NOTE 1: For the specification of ASIC levelssee ETSI TS 103 174 [4], clause 4.

NOTE 2: NoLTA level for ASiCisdefined in ETSI TS 103 174 [4].

4.2.3 Extended signature levels as defined in the standardization
framework for signatures ETSI TR 119 000

A URI describing an extended signature level which is defined in more than one of the documents ETSI
EN 319 122-2 [6] (CAdES), ETSI EN 319 132-2 [9] (XAdES) or ETSI EN 319 162-2 [14] (PAdES) shall be built in the
following way:

http://uri.etsi.org/ades/191x2/| evel / ext ended/ <nane- of -t he- ext endedl| evel >#
where

. 191x2: statesthat the level is defined in more than one of the signature format documents with a number x19
1x2:

- level: statesthat this URI defines a signature level:
L] extended: states that this URI define an extended signature level.
The following URIs are defined:

e  http://uri.etsi.org/ades/191x2/level/extended/E-BES# shall denote an E-BES level as defined in ETS
EN 319 122-2 [6] (CAdES), ETSI EN 319 132-2 [9] (XAdES) or ETSI EN 319 162-2 [14] (PAJES)

. http://uri.etsi.org/ades/191x2etsits/level /extended/E-EPES# shall denote an E-EPES level as defined in ETSI
EN 319 122-2 [6] (CAdES), ETSI EN 319 132-2 [9] (XAdES) or ETSI EN 319 162-2 [14] (PAdES)

. http://uri.etsi.org/ades/191x2/|level /extended/E-T# shall denote an E-T level asdefined in ETSI
EN 319 122-2 [6] (CAdES) or ETSI EN 319 132-2 [9] (XAdES)

. http://uri.etsi.org/ades/191x2/level /extended/E-A# shall denote an E-A level asdefined in ETSI
EN 319 122-2 [6] (CAdES) or ETSI EN 319 132-2 [9] (XAdES)

. http://uri.etsi.org/ades/191x2/level /extended/E-ERS# shall denote an E-ERS level as defined in ETSI
TS 119 122-3[7] (CAdES) or ETSI TS 119 132-3[10] (XAdES)

4.3 How to reference specific signature format version
To reference a specific version of a signature format or an ASIC container the URI shall have the following structure:
http://uri.etsi.org/<number_of _the document >/<specific_version>

Thenunber _of _t he_docunent shal be the five-digit number obtained by removing thefirst digit of the ETSI
document number, and any part or sub-part numbers.

Thespeci fic versi on shal be of format vx.y.z where x.y.z are the three digit used to identify an ETS| document
version.

EXAMPLE: Version V1.1.1 of ETSI EN 319 122-1 [5] isreferenced as http//www.etsi.org/19122/v1.1.1.

ETSI
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4.4 How to reference specific attribute/properties in an AAES
signature

To reference a specific attribute/property of asignature format or of an ASiC container, the URI shall have the
following structure:

http://uri.etsi.org/<nunber_of the_docunent >/ <specific_version>
<nanme_of the_attribute_or_property>

Thenunber _of _the_docunent andspeci fi c_versi on shal be asdefined in clause 4.3.

Thename_of the_attribute_or_property shal bethe name of the attribute or property as used within the
specific ETSI document.

EXAMPLE: Thesi gnat ure-ti me- st anp asdefined in ETSI EN 319 122-1 [5] isreferenced as
http://uri.etsi.org/19122/v1.1.1/signature-time-stamp.

NOTEL: A signature attribute or property is always specified together with the version of the ETSI document in
which it is defined.

NOTE 2: In casethe URI references as attribute a signature included in an ASiC container, a specific
attribute/property of a signature format can be referenced as specified in the present clause.

ETSI



10

ETSI TS 119 192 V1.1.1 (2021-05)

History

Document history

V111

May 2021

Publication

ETSI



	Intellectual Property Rights
	Foreword
	Modal verbs terminology
	Introduction
	1 Scope
	2 References
	2.1 Normative references
	2.2 Informative references

	3 Definition of terms, symbols and abbreviations
	3.1 Terms
	3.2 Symbols
	3.3 Abbreviations

	4 URI namespaces
	4.1 The main branch
	4.2 URIs used to describe signature levels
	4.2.1 Baseline signature and container levels as defined in the standardization framework for signatures ETSI TR 119 000
	4.2.2 Baseline signature and container levels as defined in the CID 2015/1506
	4.2.3 Extended signature levels as defined in the standardization framework for signatures ETSI TR 119 000

	4.3 How to reference specific signature format version
	4.4 How to reference specific attribute/properties in an AdES signature

	History

