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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETS IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and Trust
Infrastructures (ESI).

The present document is part 6 of multi-part deliverable covering the Certificate Profiles. Full details of the entire series
can be found in part 1 [i.4].

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI
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Introduction

ITU and 1SO issued standards for certification of public keys in Recommendation ITU-T X.509 | ISO/IEC 9594-8 [i.3]
which are used for the security of communications and data for a wide range of electronic applications.

Regulation (EU) No 910/2014 [i.5] of the European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactionsin the internal market and repealing

Directive 1999/93/EC [i.1] defines requirements on specific types of certificates named "qualified certificates".
Implementation of Directive 1999/93/EC [i.1], superseded by Regulation (EU) No 910/2014 [i.5], and deployment of
certificate infrastructures throughout Europe as well asin countries outside of Europe, have resulted in a variety of
certificate implementations for use in public and closed environments, where some are declared as qualified certificates
while others are not.

Applications need support from standardized and interoperable identity certificate profiles, in particular when
applications are used for electronic signatures, authentication and secure electronic exchange in open environments and
international trust scenarios, but also when certificates are used in local application contexts.

This multi-part deliverable aims to maximize the interoperability of systemsissuing and using certificates both in the
European context under Regulation (EU) No 910/2014 [i.5] and in the wider international environment.

ETSI
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1 Scope

The present document specifies requirements on the content end entity certificates issued to Person Identification

Data (PID) providers, Public Sector Body's Electronic Attestation of Attributes (PSBEAA) providers, Electronic
Attestation of Attributes (EAA) providers, Qualified Electronic Attestation of Attributes (QEAA) providers and Wallet
providers. This profileisbased on ETSI EN 319 412-2 [5] and ETSI EN 319 412-3 [6] which in turn build on IETF
RFC 5280 [1] for generic profiling of Recommendation ITU-T X.509 | ISO/IEC 9594-8 [i.3] and also uses IETF

RFC 5755 [i.8] for attribute issuer certificate profiles.

This profile aims at supporting the requirements of the Regulation (EU) No 910/2014 [i.5] as amended by
Regulation (EU) 2024/1183 [i.7]. The scope of the present document is primary limited to facilitate interoperable
processing and display of certificate information. This profile therefore excludes support for some certificate
information content options, which can be perfectly valid in alocal context but which are not regarded as relevant or
suitable for use in widely deployed applications.

The present document focuses on requirements on certificate content. Requirements on decoding and processing rules
are limited to aspects required to process certificate content defined in the present document. Further processing
requirements are only specified for cases where it adds information that is necessary for the sake of interoperability.

Certain applications or protocols impose specific requirements on certificate content. The present document is based on
the assumption that these requirements are adequately defined by the respective application or protocol. It istherefore
outside the scope of the present document to specify such application or protocol specific certificate content.

The present document aims to meet the requirements of the Regulation (EU) No 910/2014 [i.5] as amended by
Regulation (EU) 2024/1183 [i.7], and architectural reference framework as available at time of preparation of the
present document:

. Regulation (EU) No 910/2014 [i.5], Article 45f 1 b) requirements on qualified certificate of PSBEAA

o Regulation (EU) No 910/2014 [i.5], Annex V g) requirements on use of qualified electronic signature seal of
QEAA

o Regulation (EU) No 910/2014 [i.5], Annex V11 g) requirements on use of qualified electronic signature seal of
PSBEAA

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.

[1] IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

[2] Void.

[3] Void.

[4] ETS| EN 319 412-5: "Electronic Signatures and Trust Infrastructures (ES!); Certificate Profiles;

Part 5: QCStatements".
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[5] ETSI EN 319 412-2: "Electronic Signatures and Trust Infrastructures (ESI); Certificate Profiles;
Part 2: Certificate profile for certificates issued to natural persons'.
[6] ETSI EN 319 412-3: "Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 3:
Certificate profile for certificates issued to legal persons’.
[7] I SO 3166: "Codes for the representation of names of countries and their subdivisions'.
[8] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax”.
2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

[i.1] Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a
Community framework for electronic signatures.

[i.2] ETSI EN 319 401 "Electronic Signatures and Trust Infrastructures (ESI); General Policy
Requirements for Trust Service Providers'.

[i.3] Recommendation ITU-T X.509 | ISO/IEC 9594-8: "Information technology - Open Systems
Interconnection - The Directory: Public-key and attribute certificate frameworks".

[i.4] ETSI EN 319 412-1: "Electronic Signatures and Trust Infrastructures (ESI); Certificate Profiles;
Part 1: Overview and common data structures’.

[i.5] Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC.

[i.6] ISO/IEC 18013-5:2021: "Personal identification — 1SO-compliant driving licence — Part 5:
Mobile driving licence (mDL) application”.
[i.7] Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024
amending Regulation (EU) No 910/2014 as regards establishing the European Digita | dentity
Framework.
[i.8] IETF RFC 5755: "An Internet Attribute Certificate Profile for Authorization”.
[i.9] IETF RFC 4519: "Lightweight Directory Access Protocol (LDAP): Schema for User
Applications”.
3 Definition of terms, symbols, abbreviations and
notations
3.1 Terms

For the purposes of the present document, the terms given in ETSI EN 319401 [i.2], ETSI EN 319 412-1[i .4],
Regulation (EU) No 910/2014 [i.5] and the following apply:

Electronic Attestation of Attributes (EAA) provider: trust service provider who provides electronic attestation of
attributes
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Person Identification Data (PID) provider: body responsible for ensuring that the person identification datais
associated with the European Digital Identity Wallet in accordance with Article 5a(5), point (f) of Regulation (EU)
No 910/2014 [i.5]

PID provider attribute sign/seal certificate: certificate corresponding to a private key used to sign the PID attribute
attestations

Public Sector Body's Electronic Attestation of Attributes (PSBEAA) provider: issuer of electronic attestations of
attributes by or on behalf of a public sector body responsible for an authentic source

Qualified Electronic Attestation of Attributes (QEAA) provider: qualified trust service provider who provides
qualified electronic attestation of attributes

Wallet provider: provider of an European Digital Identity Wallet

Wallet provider sign/seal certificate: certificate corresponding to the private used to sign the output of the Wallet
provider

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ASN.1 Abstract Syntax Notation 1

EAA Electronic Attestation of Attributes

OCSsP Online Certificate Status Protocol

PID Person Identification Data

PSBEAA Public Sector Body's Electronic Attestation of Attributes

NOTE: Inother related specificationsthisis referred to as Pub-EAA or PUDEAA.

QEAA Qualified Electronic Attestation of Attributes

3.4 Notations

The requirementsidentified in the present document are preceded by a 3-letter prefix to denote the applicability to
specific profiles as covered by the present multi-part deliverable.

Each reguirement isidentified as follows:
<3 letters profile> - < the clause number> - <2 digit number - incremental>.
The profileisidentified as follows:
. PID: Requirements specifically applicable to PID provider certificate profiles.
e  WAL: Requirements specifically applicable to Wallet provider certificate profiles.
o EAA: Reguirements specifically applicable to Electronic Attribute Attestation (EAA) provider.
. QEA: Requirements specifically applicable to Qualified Electronic Attribute Attestation (QEAA) provider.

. PSB: Requirements specifically applicable to Public Sector Body Electronic Attribute Attestation (PSBEAA)
provider.

The management of the requirement identifiers for subsequent editions of the present document is as follows:

. When arequirement isinserted at the end of a clause, the 2 digit number above is incremented to the next
available digit.

ETSI
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e  When arequirement isinserted between two existing requirements, capital letters appended to the previous
reguirement identifier are used to distinguish new requirements.

. The requirement identifier for a deleted requirement is left and completed with "Void".

e  Therequirement identifier for a modified requirement isleft void and the modified requirement is identified by
capital letter(s) appended to the initial requirement number.

4 PID Provider sign/seal certificate profile requirements

4.1 General requirements

PID-4.1-01: All certificate fields and extensions shall comply with ETSI EN 319 412-2 [5] with the amendments
specified in the present document.

PID-4.1-02: Certificate extensions shall not be marked critical unless criticality is explicitly allowed or required in the
present document or in IETF RFC 5280 [1].

4.2 Issuer
PID-4.2-01: The issuer shall be:
a) asgpecifiedin ETSI EN 319 412-2 [5], clause 4.2.3; or

b) asdefined for the subject if the certificate is selfsigned.

4.3 Subject

PID-4.3-01 [CONDITIONAL]: If the subject is a natural person the subject field shall be as specified in ETSI
EN 319 412-2 [5], clause 4.2.4.

PID-4.3-02 [CONDITIONALY]: If the subject isalegal person the subject field shall be as specified in ETS
EN 319 412-3[6], clause 4.2.1.

4.4 Extensions

4.4.1 Key usage

PID-4.4.1-01: The key usage extension shall be present and shall contain one (and only one) of the key usage settings
Type A, Type B, Type C, or Type F defined in table 1 of ETSI EN 319 412-2 [5].

NOTE: Type C option is due to the requirements of |SO/IEC 18013-5 [i.6].
PID-4.4.1-02: void

4.4.2 Subject Key ldentifier

PID-4.4.2-01: The subject key identifier shall be present, and shall be set as defined within IETF RFC 5280 [1],
clause 4.2.1.2.

NOTE: Based onIETF RFC 5280 [1], this extension is non-critical.

4.4.3  Authority Information Access

PID-4.4.3-01 [CONDITIONAL]: If the certificate is not self signed (PID-4.2-01 option a) the Authority Information
Access extension, as specified in ETSI EN 319 412-2 [5], clause 4.4.1, shall be present.

ETSI
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4.5 Indicator that the certificate is for a PID Provider sign/seal
certificate

PID-4.5-01: The certificate shall contain at least the @c Type qcSt at ement asdefined in ETS|I EN 319 412-5 [4], with
thevauei d- et si - qct - pi d defined in Annex A of the present document.

NOTE: Thismeansthat additional gcSt at enent s can be included in the certificate.

5 Wallet Provider sign/seal certificate profile
requirements

5.1 General requirements

WAL-5.1-01: The requirements of clauses 4.1 to 4.4 of the present document on certificate profiles shall apply.

5.2 Indicator that the certificate is for a Wallet Provider sign/seal
certificate

WAL-5.2-01: The certificate shall contain at |east the @ Type qcSt at enent asdefined in ETSI EN 319 412-5 [4], and
the values shall be set toi d- et si - qct - wal defined in Annex A of the present document.

NOTE: This meansthat additional gcst at enent s can be included in the certificate.

6 EAA Provider attribute sign/seal certificate profile
requirements

6.1 General certificate requirements
EAA-6.1-01: If the Provider isanatural person ETSI EN 319 412-2 [5] on certificate profiles shall apply.
EAA-6.1-02: If the Provider isalega person ETSI EN 319 412-3 [6] on certificate profiles shall apply.

6.2 Other requirements

EAA-6.2-01: If OCSP is used for the revocation validation of an Attribute Attestation, then the OCSP Responder
certificate shall be issued (signed) by this sign/seal certificate.

EAA-6.2-02: If CRL isused for revocation of an Attribute Attestation, then the CRL shall be signed by this sign/seal
certificate.

NOTE: These specifications are derived from the IETF RFC 5755 [i.8], clause 4.5.

7 QEAA Provider attribute qualified sign/seal certificate
profile requirements

7.1 General certificate requirements

QEA-7.1-01: If the Provider isanatural person ETSI EN 319 412-2 [5] on certificate profiles shall apply.

ETSI
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QEA-7.1-02: If the Provider isalegal person ETSI EN 319 412-3[6] on certificate profiles shall apply.

QEA-7.1-03: Theissuer of this certificate shall be a QT SP meeting the relevant regulatory requirements specified in
Regulation (EU) No 910/2014 [i.5].

7.2 Extensions

7.2.1  Authority Information Access

QEA-7.2.1-01: The Authority Information Access extension as specified in ETSI EN 319 412-2 [5], clause 4.4.1, shall
be present.

7.3 Other requirements

QEA-7.3-01: The requirements of clause 6.2 shall apply.

8 PSBEAA Provider attribute issuer qualified sign/seal
certificate profile requirements

8.1 General certificate requirements
PSB-8.1-01: If the Provider isanatural person ETSI EN 319 412-2 [5] on certificate profiles shall apply.
PSB-8.1-02: If the Provider isalega person ETSI EN 319 412-3 [6] on certificate profiles shall apply.

8.2 Extensions

8.2.1  Authority Information Access

PSB-8.2.1-01: The Authority Information Access extension as specified in ETSI EN 319 412-2 [5], clause 4.4.1, shall
be present.

8.3 Set of data on the National or EU Law under which
PSBEAA provider is established
PSB-8.3-01: The certificate shall contain the cPSB gcSt at enent , as defined in Annex A of the present document.

PSB-8.3-02: The @PSB qcst at ement shall contain the identification for the law under which the PSBEAA is
established responsible for the authentic source.

PSB-8.3-03 [CONDITIONALY]: If thereis awell-defined Uniform Resource Identifier (URI) according to IETF
RFC 3986 [8] for the unique identification of the legal basis upon which the PSBEAA is established as authentic
source, it should be used here.

PSB-8.3-04: The @PSB qcsSt at ement shall contain an unambiguous identification for the authentic source.

NOTE: Theidentification of the authentic source, or the legally defined set of authentic sources for a specific
purpose, may consist of a comma-separated list of relative distinguished names with the encoding defined
in IETF RFC 4519[i.9].

PSB-8.3-05: The @PSB qcst at enent shall contain either the 1SO 3166 [7] apha-2 country codes for applicable law, or
in the case of European Union law 'EU'.

NOTE: Theidentifier isinthe form as appropriate to national or European Union legislation.

ETSI
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8.4 Other requirements

PSB-8.4-01: The requirements of clause 6.2 shall apply.

ETSI
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Annex A (normative):
ASN.1 declarations

ETSI QCst at enent sMbd { itu-t(0) identified-organization(4) etsi(0) gct-extension(194126) i d-
nod(0) i d-nod- qc- st at enent s- ext ensi on(0) v1(0)}

DEFI NI TIONS EXPLICIT TAGS :: =
BEG N
-- EXPORTS Al -
| MPORTS
QC- STATEMENT, qcSt at enment -2
FROM PKI Xqual i fi ed97 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nmod(0)
i d-nod-qual i fied-cert-97(35)};
-- new C type identifiers
i d-etsi-eidas2-qct-extensions OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4) etsi(0)
qct -extension (194126) 1 }

id-etsi-qct-pid OBJECT IDENTIFIER ::= { id-etsi-eidas2-qct-extensions 1 }
-- Certificate for PID provider sign/seal certificate

id-etsi-qct-wal OBJECT IDENTIFIER ::= { id-etsi-eidas2-qct-extensions 2 }
-- Certificate for Wallet provider sign/seal certificate

-- PSB certificate mandatory data

id-etsi-qcs-Q@PSB  OBJECT | DENTIFIER ::= { id-etsi-eidas2-qct-extensions 3 }
esi 4-qcStatenment - 10 QC- STATEMENT :: = { SYNTAX QcPSB | DENTI FI ED
BY id-etsi-qcs-QPSB }
QPSB ::= SEQUENCE {
countryXf Legi sl ati on PrintableString (SIZE (2))
(CONSTRAI NED BY { -- |SO 3166 al pha-2 country codes or 'EU -- }),

-- this field shall contain the al pha-2 country code of the |egislation framework of public
sector body
-- In the case of European Union |law 'EU shall be used in place of the country code

aut hSour cel dentification UTF8St ri ng,
-- this field is for the unique identification of authentic source

|l egislationldentification UTF8St ri ng
}

END
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