ETSITS 124 304 v19.0.0 (2025-10)

hl ETSIFZ S\

TECHNICAL SPECIFICATION

Digital cellular telecommunications system (Phase 2+) (GSM);
Universal Mobile Telecommunications System (UMTS);
LTE;

Mobility management based on Mobile IPv4;

User Equipment (UE) - foreign agent interface;

Stage 3
(3GPP TS 24.304 version 19.0.0 Release 19)

=~

& ADVANCED

)

A GLOBAL INITIATIVE



3GPP TS 24.304 version 19.0.0 Release 19 1 ETSI TS 124 304 V19.0.0 (2025-10)

Reference
RTS/TSGC-0124304vj00

Keywords
GSM,LTE,UMTS

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from the
ETSI Search & Browse Standards application.

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format on ETSI deliver repository.

Users should be aware that the present document may be revised or have its status changed,
this information is available in the Milestones listing.

If you find errors in the present document, please send your comments to
the relevant service listed under Committee Support Staff.

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure (CVD) program.

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2025.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/Services/editHelp/Standards-development/Tracking-a-draft/Status-codes
https://portal.etsi.org/People/Commitee-Support-Staff
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3GPP TS 24.304 version 19.0.0 Release 19 2 ETSI TS 124 304 V19.0.0 (2025-10)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found at 3GPP to ETSI numbering cross-referencing.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
https://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 24.304 version 19.0.0 Release 19 3 ETSI TS 124 304 V19.0.0 (2025-10)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ... bbbt et h bt b b nE e b e b e e et bt e bt Rt e s e e e e e e eb e n e e ns 2
MOdal VErDS tEIMINOIOGY .......ceiueiiriieiirt ettt ettt b e e b et e e e n e 2
FOTBWOIT. ...t h et bbb e bt h e bR h Rt Rt b b e et b et et b e et e r e 4
1 o0 o< TP P URUP PRSPPSO 5
2 REFEIEICES ...ttt bt E et b et bt bt b et R e bt et r e n e nn e 5
3 Definitions and aDDrEVIBLIONS...........ccuiuiiieieii e 5
31 DEFINITIONS. .....eveeeet et E R bR e et R e Rt e Rt R et R et r e r s 5
3.2 ABDIEVIBLIONS ...ttt Rt n e n e e n s 6
4 (€1 1 = TP PSSR 6
4.1 Mobility management Dased 0N FACOA ..o ettt 6
4.2 0= 11 (=S OSSPSR 6
4.3 MUILIPIE PDIN CONNECTIVITY.....ecutitieetiiteseete sttt sttt ettt b st b et b e et b e et b e et b et b e e 6
4.4 IMITPVZA SECUNTTY @SPECES. ...evetineetertieet sttt sttt b bbb bbbt h s bbb b st b et e b e et b e e st b e s s 6
5 FACOA procedures for MODIIE IPVA ...........coi ettt 7
51 FACOA initial attaCh and regiStralioN.............cueieerieriee e ee e e e e e sre e see e e sre e e reenseenseenseenaesseesseenenn 7
511 LCT= 1T - TSP 7
512 UE PIOCEUUNES ...ttt sttt sttt sttt b et eb e et b s b e e e b b e e e bt e b e neeb e e b e s e eb e eb e se e bt se et ebese et ebesb et ebesnennenens 7
5121 AGENE QISCOVEIY ...ttt ettt et b e et b e et b e s e e st b e s e e heeb e se e st eb e se et ebena et et e sb e e et e seeneene 7
5122 FACOA TEOISITALION. ...ttt ettt b et b et b et e bt e e eb e b et s bt s b e b e e se b s ene e 7
513 FAA PIOCEAUIES........eetieetestee ettt bttt b e et b e et b e b et eb e s b et eb e e b e e eb e e b e e ek e sb et ebese et ebesbe e ebennennebe s 8
5131 AGENE AOVEITISEITIENL. ...ttt sttt b e et b e e st b e s e e heeb e s e e st b e seeseebese et ebesb et ebeseeneenen 8
5132 UE FEOISITATON ...ttt bbb e b et h bbbt e e bbb bbb e b e e 8
52 FACOA NANUOVES .......ooeieitiriiietisee ettt e et r et r et r et R e et r e et e r e e 8
521 LCT= 1T - TSP 8
5.2.2 L] o] 0= 1 == S PSSR 8
523 AN 10010 U] =SSR 9
53 AN @0V AN (<o 111 = (o) o USROS 9
531 LCT= 1T = ST 9
532 UE PIOCEUUNES ...ttt sttt sttt eb et b et b e et b e h e e bt b e e e bt e b e neeb e e b e s e eb e e b e se e bt sE et ebeshe e ebesbe e ebesnennebens 9
5321 Network-initiated AEregiStration ..........coo ettt b s 9
5322 UE-iNitiated der@QiStration ..........cciueeeuiriiietiriieetest ettt b e eb s n e b b nas 9
533 FA PIOCEAUIES.......coetieetteteeet ettt b et b e et b et b e et b e s et e bt s e et e bt e e et e b e ss et e b e st et eb e s b et eb e b e 10
5331 Network-initiated AeregiStration ..........oociiirieiie et b e e b e s e b e seene 10
5332 UE-iNitiated der@QiStration ..........coiueeeterieieierieiete sttt sttt st e eb e e ne b se e er e e ebesae e ebesbennenen 10
Annex A (informative): ChangE NISLONY ..o e 12
[ 1S 0] Y PSSP 13

ETSI



3GPP TS 24.304 version 19.0.0 Release 19 4 ETSI TS 124 304 V19.0.0 (2025-10)

Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document describes the stage 3 aspects of mobility management for User Equipment (UE) using IETF
Mobile IPv4 foreign agent mode to access the Evolved Packet Core Network (EPC) through trusted non-3GPP access
networks and for mobility management of UE between the 3GPP access network and trusted non-3GPP access
networks.

In particular, the present document describes the UE — Mobile IPv4 Foreign Agent (FA) interface stage 3 aspects, where
the FA functionality is located within the access network in the non-3GPP access domain.

The present document is applicable to the User Equipment (UE) and the network node implementing the FA
functionality.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.
[2] IETF RFC 5944 (November 2010): "I1P Mobility Support for IPv4, revised".
[3] 3GPP TS 23.402: " Architecture enhancements for non-3GPP accesses'.
[4] 3GPP TS 23.003: "Numbering, addressing and identification".
[5] IETF RFC 5446 (February 2009): "Service Selection for Mobile IPv4".
[6] 3GPP TS 33.402: "3GPP System Architecture Evolution; Security aspects for non-3GPP
accesses'.
[7] IETF RFC 2794 (January 2000): "Mobile IP Network Access Identifier Extension for 1Pv4".
[8] 3GPP TS 29.279: "Mobile IPv4 (MIPv4) based Mobility protocols; (Stage 3)".
[9] IETF RFC 3543 (August 2003): "Registration Revocation in Mobile [Pv4",
3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905[1].

Foreign Agent (FA): arouter on avisited network which provides mobile |Pv4 routing services to the UE while
registered as described in IETF RFC 5944 [2].

Foreign agent care-of address. an address of a foreign agent with which the UE is registered as described in
IETF RFC 5944 [2].

ETSI
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Home Agent (HA): amobile IPv4 router on a UE's home network which tunnels datagrams for delivery to the UE
whileit is registered on avisited network as described in IETF RFC 5944 [2]. According to 3GPP TS 23.402 [3], the
HA functionality isimplemented in the PDN Gateway.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

EPC Evolved Packet Core Network
FA Foreign Agent
FACoA Foreign Agent Care-of Address
HA Home Agent
RRP Registration Reply
RRQ Registration Request

4 General

4.1 Mobility management based on FACoA

MIPv4 is specified in IETF RFC 5944 [2] which provides two alternative modes of enabling a mobile node (UE) to
acquire a care-of address for routing of datagrams:

- a"foreign agent care-of address' (FACoA) mode wherein a care-of addressis provided by a FA through agent
advertisement messages, or

- a"co-located care-of address’ mode wherein a care-of addressis acquired by the UE asalocal 1P address.

For the purpose of 1P mobility management while accessing the EPC through a trusted non-3GPP access network, the
FACOoA mode enables the UE to register the I P address of the FA (FACoA) located within the non-3GPP access
network with the UE's HA for the routing of datagrams to the UE.

4.2 Identities

In order to support MIPv4 FA mode mobility management with the EPC, the network and mobile client shall use an
NAI as described in 3GPP TS 23.003 [4] for user identification. The network and mobile client shall base the username
part of the NAI on IMSI.

The network and UE shall use the Root NAI when the UE attempts a MIPv4 registration while attached to the HPLMN.
The Root NAI format is specified in 3GPP TS 23.003 [4].

The network and UE shall use the Decorated NAI when the UE attempts a M1Pv4 registration while attached to a
VPLMN. The Decorated NAI format is specified in 3GPP TS 23.003 [4].

4.3 Multiple PDN connectivity

Following the establishment of a mobility binding to aninitial PDN, the UE can request the establishment of a mobility
binding with an additional PDN by including the APN of the desired PDN within a Service Selection extension defined
in IETF RFC 5446 [5]. The Service Selection extension isincluded within the Registration Request (RRQ) message
defined in IETF RFC 5944 [2]. The UE can repeat the process of sending an (RRQ) with a Service Selection extension
to establish connectivity with additional PDNs.

4.4 MIPv4 security aspects

The procedures for bootstrapping of M1Pv4 foreign agent care-of address (FAC0A) security parameters are described in
3GPP TS 33.402[6].

ETSI
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The MIPv4 security is based on the use of the authentication extensions defined in IETF RFC 5944 [2]. The MIPv4
signalling messages are protected between the UE and the HA using the M obile-Home Authentication extension and
optionally between the UE and the FA using the Mobile-Foreign Authentication extension.

5 FACOA procedures for mobile IPv4

5.1 FACOA initial attach and registration

51.1 General

The MIPv4 initial attach is performed by the UE to establish a MI1Pv4 connection with the node acting as the HA. The
initial attach involves the following procedures:

- Discovery of the HA address. The UE needsto discover the |Pv4 address of the node acting as the HA.
- Discovery of FACO0A. The UE needs to discover the IPv4 care-of address provided by the FA.

- IPv4 home address assignment. The UE needs to be assigned an 1Pv4 address to be used as the home address
in Mobile IPv4 FACoA mode. The HA is responsible of assigning the home address to the UE.

- Security association establishment. The UE needs to establish a security association with the node acting as the
HA in order to secure the MIPv4 signalling. This procedure usually consists in a shared key verification and is
performed via MIPv4 signalling.

5.1.2 UE procedures

5.1.2.1 Agent discovery

When the UE has attached to the non-3GPP access network, the UE may send aMIPv4 Agent Solicitation as specified
in [ETF RFC 5944 [2].

5.1.2.2 FACOA registration

Upon first receiving a MIPv4 Agent Advertisement message from a FA or detecting a reboot of the FA through
inspection of the Agent Advertisement message sequence number, the UE shall select one care-of address included in
the Mobility Agent Advertisement Extension and shall send an RRQ to the FA as specified in IETF RFC 5944 [2] with
the care-of address included in the Care-of Address field of the RRQ message. The UE shall set the source address and
Home Addressfield to the unspecified address (i.e. 0.0.0.0). The UE shall clear bits S (simultaneous binding) and D
(decapsulation by mobile node), and set bit T (reverse tunnelling) to request reverse tunnelling. The UE shall also
include the NAI extension as specified in IETF RFC 2794 [7].

As part of MIPv4 security, the UE shall include the Mobile-Home Authentication extension within the RRQ as
specified in IETF RFC 5944 [2]. The UE shall set the authenticator and SPI fields of the of the Mobile-Home
authentication extension to the MN-HA key and associated MN-HA-SPI generated as described in 3GPP TS 33.402 [6].
If the non-3GPP access specific procedures require a security association between the UE and FA, the UE shall also
include the Mobile-Foreign Authentication extension within the RRQ as specified in IETF RFC 5944 [2]. The UE shall
set the authenticator and SPI fields of the of the M obile-Foreign authentication extension to the MN-FA key and
associated MN-FA-SPI generated as described in 3GPP TS 33.402 [6].

If the UE aready knows the | P address of the HA (e.g. when the HA addressis pre-configured) the UE shall include
that 1P address in the Home Agent field.

If the UE does not know the | P address of the HA, the UE shall include the unspecified address (i.e. 0.0.0.0) in the
Home Agent field.

If the UE has established a mobility binding with a given PDN and connection to an additional PDN is desired, the UE
shall include the APN of the desired PDN within a Service Selection extension as defined in IETF RFC 5446 [5] within
an RRQ as described in IETF RFC 5944 [2].
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If the UE is registered on atrusted non-3GPP access network and maintenance of its registered mobility binding is
desired, the UE shall re-register before the expiration of the lifetime of the registration as specified in

IETF RFC 5944 [2]. If the UE has established connectivity to multiple PDNs, the UE shall re-register all mobility
bindings.

When the UE receives a Registration Reply (RRP) from the FA, the UE shall perform the validity checks and process
the message as specified in IETF RFC 5944 [2] to include validation of the Mobile-Home Authentication extension and,
if present, the Mobile-Foreign Authentication extension. After receiving a successful RRP, the UE shall store the HA
address and the home address and may send data using the home address.

5.1.3 FA procedures

5.1.3.1 Agent advertisement

When the FA receives a MIPv4 Agent Solicitation, the FA shall send a MIPv4 Agent Advertisement to the UE as
specified in IETF RFC 5944 [2]. The MIPv4 Agent Advertisement shall include only the Mobility Agent Advertisement
Extension.

The FA shall send an unsolicited MIPv4Agent Advertisement when it receives atrigger that a new UE has attached to
itslink and it has not received a MIPv4 Agent Solicitation from the UE. In this case the FA shall set the destination
address of the MIPv4Agent Advertisement shall be the "limited broadcast" address (i.e. 255.255.255.255).

For both solicited and unsolicited MIPv4Agent Advertisements, the FA shall set the following bitsin the Mobility
Agent Advertisement Extension: R (registration required), F (foreign agent) and T (reverse tunnelling) (see
IETF RFC 5944 [2]). The FA shall include at least one care-of address in the Mobility Agent Advertisement Extension.

5.1.3.2 UE registration

When the FA receives an RRQ from the UE, the FA shall processit as specified in IETF RFC 5944 [2] and
3GPP TS 29.279 [8]. The FA shall validate the Mobile-Foreign Authentication extension if present.

If the RRQ is accepted by the network, the FA shall send an RRP to the UE as specified in IETF RFC 5944 [2]. If the
non-3GPP access specific procedures reguire a security association between the UE and FA, the FA shall aso include
the Mobile-Foreign Authentication extension within the RRQ as specified in IETF RFC 5944 [2]. The FA shall set the
authenticator and SPI fields of the Mobile-Foreign Authentication extension to the MN-FA key and associated MN-FA-
SPI generated as described in 3GPP TS 33.402 [6].

52 FACOoA handover

521 General

A MIPv4 handover occurs when the UE changes access between trusted non-3GPP accesses. A changein the local
point of attachment will trigger a MIPv4 handover procedure. In this case, the UE has aready an established binding at
the HA, and the handover procedure will update the care-of address (FA 1P address) of its binding.

5.2.2 UE procedures

The UE may detect a movement, based on the ICMP Lifetime field of the router advertisements: if the lifetime of an
agent advertisement has expired, and the UE has not received another Agent Advertisement message from the same FA,
then the UE can consider itself having moved.

Another method for the UE to discover that it has moved is based on the advertised prefix: a change in the advertised
prefix can aid the UE in determining that it has moved and to register with the newly advertised prefix. This method is
only used when all mobility agents use the prefix length extension in their agent advertisements.

NOTE: The UE can aso detect the movement based on an indication from the layer 1 and layer 2.

Upon detecting movement, the UE shall register with the new FA as specified in IETF RFC 5944 [2] by sending an
RRQ with the care-of address of the new FA included in the Care-of Address field of the message. The UE shall set the
source address to the unspecified address (i.e. 0.0.0.0). The UE shall clear bits S (simultaneous binding) and D
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(decapsulation by mobile node), and set bit T (reverse tunnelling) to request reverse tunnelling. The UE shall also
include the NAI extension as specified in IETF RFC 2794 [7].

As part of MIPv4 security, the UE shall include the Mobile-Home Authentication extension within the RRQ as
specified in IETF RFC 5944 [2]. The UE shall set the authenticator and SPI fields of the of the Mobile-Home
authentication extension to the MN-HA key and associated MN-HA-SPI generated as described in 3GPP TS 33.402 [6].
If the non-3GPP access specific procedures require a security association between the UE and FA, the UE shall also
include the Mobile-Foreign Authentication extension within the RRQ as specified in IETF RFC 5944 [2]. The UE shall
set the authenticator and SPI fields of the of the Mobile-Foreign authentication extension to the MN-FA key and
associated MN-FA-SPI generated as described in 3GPP TS 33.402 [6].

If the UE had maintained connectivity to multiple PDNs prior to the handover, the UE shall then update its mobility
binding with each additional PDN using the procedure described in subclause 5.1.2.2.

The UE shall include its known home address and the IP address of the HA within the RRQ.

5.2.3 FA procedures

The FA shall respond to agent solicitations sent by the UE, by addressing these agent solicitations to the unicast layer 2
and layer 3 addresses.

When the FA receives a RRQ from the UE, the FA shall processit as specified in IETF RFC 5944 [2] and
3GPP TS 29.279[8]. The FA shall validate the Maobile-Foreign Authentication extension if present.

The FA relays the RRQ to the HA I P address found in the registration message.

If the network accepts the RRQ, the FA shall send an RRP to the UE as specified in IETF RFC 5944 [2]. If the non-
3GPP access specific procedures require a security association between the UE and FA, the FA shall aso include the

M obile-Foreign Authentication extension within the RRQ as specified in IETF RFC 5944 [2]. The FA shall set the
authenticator and SPI fields of the Mobile-Foreign Authentication extension to the MN-FA key and associated MN-FA-
SPI generated as described in 3GPP TS 33.402 [6].

5.3 FACOA deregistration

531 General

MIPv4 deregistration is either due to a detach or areturn home event.
When the UE returns home, it will need to deregister from the HA. This can occur when the UE returns to the 3GPP
network. In this scenario, the UE will de-register from the PDN-GW acting as an HA.

5.3.2 UE procedures

5.3.2.1 Network-initiated deregistration

Network-initiated deregistration can occur due to an administrative reason or detecting the UE's leaving the trusted non-
3GPP access network. Network-initiated deregistration takes the form of registration revocation as defined in
IETF RFC 3543[9]. The FA or the HA can initiate registration revocation.

The UE can be informed that its mobility binding no longer exists through inspection of the Agent Advertisement
sequence number as described in IETF RFC 5944 [2].

Upon determining that its mobility binding no longer exists with the FA and HA, the UE shall locally clear its mobility
binding.
5.3.2.2 UE-initiated deregistration

The UE deregistersfrom its HA when it determines that it is back home or as part of a UE-initiated detach from the
serving trusted non-3GPP access network. The UE can determine that it is back home through inspection of the H bit
and advertised prefix within a received agent advertisement.
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In the case of UE deregistration upon returning home, the UE sends an RRQ with the destination address set to the HA's
address, with a Lifetime field set to O to indicate deregistration, and with the care-of address set to the UE's home IP
address. The RRQ will be formatted and handled as specified in IETF RFC 5944 [2]. The UE shall include the Mobile-
Home Authentication extension within the RRQ as specified in IETF RFC 5944 [2] and shall set the authenticator and
SPI fields of the of the authentication extension to the MN-HA key and associated MN-HA-SPI generated as described
in 3GPP TS 33.402 [6].

In the case of UE deregistration as part of a UE-initiated detach from the serving trusted non-3GPP access network, the
UE sends an RRQ with the Destination Address field set to the FA's address, with a Lifetime field set to O to indicate
deregistration, and with the Care-of Addressfield set to the FA care-of address previoudly registered with the HA. The
RRQ will be formatted and handled as specified in IETF RFC 5944 [2]. The UE shall include the Mobile-Home
Authentication extension within the RRQ as specified in IETF RFC 5944 [2] and shall set the authenticator and SPI
fields of the of the authentication extension to the MN-HA key and associated MN-HA-SPI generated as described in
3GPP TS 33.402[6]. If the non-3GPP access specific procedures require a security association between the UE and FA,
the UE shall also include the Mabile-Foreign Authentication extension within the RRQ as specified in

IETF RFC 5944 [2] and shall set the authenticator and SPI fields of the Mobile-Foreign Authentication extension to the
MN-FA key and associated MN-FA-SPI generated as described in 3GPP TS 33.402 [6].

If the UE has established connectivity to multiple PDNSs, the UE shall perform this deregistration process for each PDN.
The UE shall include a Service Selection extension as defined in IETF RFC 5446 [5] denoting the APN of the PDN to
be deregistered in the RRQ.

Once the deregistration request is accepted, the UE receives an RRP directly from the HA in the case of a"back home"
deregistration or from the HA through the FA in the case of a deregistration as part of a UE initiated detach in the
serving non-3GPP access network. The UE shall perform the validity checks on the Mobile-Home Authentication
extension, and, if present, the Mobile-Foreign Authentication extension and processes the message as specified in
IETF RFC 5944 [2].

5.3.3 FA procedures

5.3.3.1 Network-initiated deregistration

Network-initiated deregistration can occur due to an administrative reason or detecting the UE's leaving the trusted non-
3GPP access network. Network-initiated deregistration takes the form of registration revocation as defined in
IETF RFC 3543 [9]. The FA or the HA can initiate registration revocation.

The FA can initiate deregistration by sending a Registration Revocation message, as defined in IETF RFC 3543 [9], to
the address of the HA. The Source Address field will be the care-of address of the FA registered by the UE, and the
Home Address field will be the home I P address of the UE whose registration is being revoked. The HA will respond
with a Registration Revocation Acknowledge message as specified in IETF RFC 3543 [9].

The HA can initiate deregistration by sending a Registration Revocation message to the FA providing the care-of
address for the UE. The FA shall process the Registration Revocation message as described in IETF RFC 3543 [9] and
respond to the HA with a Registration Revocation Acknowledge message.

Following successful registration revocation, the FA may provide an indication to the UE that its mobility binding has
been reset by appropriate setting of the Agent Advertisement sequence number as described in IETF RFC 5944 [2]. The
FA may also initiate other actions to terminate the mobility session through other means that are beyond the scope of
this document.

5.3.3.2 UE-initiated deregistration

When the FA receives an RRQ with a Lifetime field set to 0 from the UE, the FA shall processit as specified in
IETF RFC 5944 [2] and 3GPP TS 29.279 [8]. The FA shall validate the Mobile-Foreign Authentication extension if
present.

The FA shall relay the RRQ to the HA 1P address found in the RRQ.

If the HA accepts the RRQ, the FA shall send an RRP to the UE as specified in IETF RFC 5944 [2]. If the non-3GPP
access specific procedures require a security association between the UE and FA, the FA shall aso include the Mobile-
Foreign Authentication extension within the RRQ as specified in IETF RFC 5944 [2]. The FA shall set the authenticator
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and SPI fields of the Maobile-Foreign Authentication extension to the MN-FA key and associated MN-FA-SPI generated
as described in 3GPP TS 33.402 [6].

In case of areturn home event, the deregistration procedure occurs between the UE and the HA; as such, the FA is not
involved.
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